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Denis Goulet, Commissioner

May 16. 2025

Her Excellency, Governor Kelly A. Ayotte

and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology, on behalf of the Department of Health

and Human Services, to amend an existing Sole Source contract with Legal Files Software

(VC#168989), Springfield, IL to continue to provide the Department of Health and Human
Services (DHHS) with the Legal Files case tracking software, by increasing the price limitation by
$308,671 from $402,876 to $711,547 and by extending the completion date from June 30, 2025 to
June 30, 2030, effective upon Governor and Council approval. Source of Funds: 100% Other

(Agency Class 027) funds: The Agency Class 027 used by DHHS to reimburse DolT will be 42%

Federal Funds, S8%General Funds.

The original contract was approved by Governor and Council on August 22, 2012, item #11,

amended on June 20,2018, item #62A, and most recently amended on June 24,2020, item #78.

Funds are available in State Fiscal Year 2025 and are anticipated to be available in State

Fiscal Years 2026, 2027, 2028, 2029 and 2030, upon the availability and continued appropriation of

funds in the future operating budget, with the authority to adjust budget line items within the price

limitation and encumbrances between state fiscal years through the Budget Office, if needed and

justified.

CAT#-DEPT#-

AGENCY#-

ACTIVITY#-

ACCOUNTINGUNIT

#-DEPT NAME-

AGENCY NAME-

ACCOUNTINGUNIT

NAME CLASS-

OBJECT-DESC

ACTIVITY

CODE
FY25 FY26 FY27 FY28 FY29 FY30

Total

Amount

01-03-03-030010-

76950000-DolT- IT

for DHHS 038-

509038 Agency

Application Software

03950323 $20,400 $53,319 $55,398 $57,564 $59,820 $62,170 $308,671
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This request is Sole Source because MOP 150 requires all amendments to agreements
originally approved as sole source to be identified as sole source. Additionally, this contract
amendment is sole source due to the proprietary nature of this software. This contractor Is the only
authorized contractor able to perform maintenance and support for the proprietary software. The
current legal files software system meets all business, security, and technical requirements of the
Department. Transltioning to a new system would require significant time, resources, and training,
and would result in disruptions to ongoing operations.

The purpose of this request is for the contractor to continue to provide support and
maintenance for the legal files software database, which is used by DHHS as a case management
system. The legal files software is utilized to manage the DHHS legal caseload, Including 91-A
requests, litigation, general counsel matters, privacy matters. New Hampshire Hospital probate
admissions, Estate Recoveries, appeals of public assistance benefits decisions, rulemaking, and
reporting. The contractor provides the capability to track each request and response and ensure that
critical deadlines are being met. Legal Files serves as a repository for legal research and pleadings
that increases staff efficiency by allowing the benefit of prior work. Without the existing legal files
software database, the Department will not have access to a case management system for the
administration of Medicaid Estate Recoveries, including enhanced tracking of invoices, payments,
and recoveries, and the reduction of duplication of work. These efficiencies have led to a reduction

in staff time previously used for manual data entry and allow more time to be spent on recoveries of
Medicaid funds owed to the state. Since the implementation of Legal Files in 2012, the Estate
Recoveries Unit has seen their annual collections increase by an average of $2.1 million annually. In
2012, DHHS processed roughly 1,300 recoveries each year and are now able to process
approximately 1,800 per year. It allows DHHS to analyze cases more effectively and efficiently,
resulting in an $800 per case additional recovery. The Contractors software allows for more detailed
reporting of those recoveries for budgeting and other purposes. This also allows DHHS to track,
docket, and retain all legal documents and briefing for all administrative appeals held by DHHS,
current litigation against DHHS, and other legal matters. Including HIPAA privacy matters and 91 -A
requests, increasing transparency to the benefit of the citizens of New Hampshire.

Since initially implemented by the Estate Recoveries Unit, Legal Files has been successfully
implemented by the DHHS Bureau of General Counsel, Administrative Rules, New Hampshire
Hospital Legal Unit, and more recently, the DHHS Administrative Appeals Unit.

The Departments will monitor services by ensuring the contractor adheres to technical
assistance timeframes and the required response times with DolT.

Should the Governor and Council not authorize this request, DHHS legal staff will not have
access to a case management system necessary for the administration of Estate Recoveries,
administrative appeals, litigation, and other legal matters? including 91 -A requests, which will lead
to significant delays and in the case of Estate Recoveries and administrative appeals, the loss of
revenue.

The Department of Information Technology and the Department of Health and Human
Services respectfully request approval of this contract amendment.
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Her Excellency. Governor Kelly A. Ayotte
and the Honorable Council
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Respectfully submitted,

Denis Goulet

Commissioner,

Department of Information

Technology

Lori A. Weaver

Commissioner,

Department of Health and Human

Services •

DG/jd

DOIT #2012-0850

RID #94617 (51446)
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State of New Hampshire
Department of Health and Human Services

Amendment #3

This Amendment to the DHHS Legal Files contract is by and between the State of New Hampshire,
Department of Information Technology ("State" or "Department") and Legal Files Software, Inc. ("the .
Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on August 22, 2012. (Item #11). June 20. 2018, (Item #62A). and June 24, 2020 (Item #78) the Contractor
agreed to perforrri certain services based upon the terms and conditions specified in the Contract as
amended and in consideration of certain sums specified: and

WHEREAS, pursuant to Form P-37. General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7., Completion Date, to read:

June 30, 2030

2. Form P-37. General Provisions. Block 1.8.. Price Limitation, to read:

$711,547

3. Form P-37, General Provisions, Block 1.9., Contracting Officer for State Agency, to read:

Denis Goulet, Chief Information Officer DolT and Robert W. Moore, Director - Bureau of Contracts
and Procurement

4. Form P-37, General Provisions, Block 1.10, State Agency Telephone. Number, to read:

Denis Goulet 603-223-5703, and Robert W. Moore 603-271-9631.

5. Modify Exhibit A-1. Additional Scope of Services, Amendment #2, by replacing it in its entirety with
Exhibit A-1. Additional Scope of Services. Amendment #3. which is attached hereto and
incorporated by reference herein. .

6. Modify Exhibit B, Payment Schedule, Section 2, Fixed Price Payment Schedule, Paragraph B,
Data Conversion Services, to add Section B.3 to read:

B.3. Converting existing Legal Files Oracle Database to a Legal Files Microsoft SQL Database
Custom Programming Services for Data Conversion, as outlined in Exhibit A-1 Additional Scope
of Sen/ices.

102 hours @ $2a0/hour $20.400.00

7. Exhibit B, Payment Schedule. Section 2, Fixed Price Payment Schedule, Paragraph C,
Maintenance and Support services to read:

Maintenance and Support Services includes up to 62 user licenses, which are the standard end
user application licenses, with 7 desktop licenses, which is the client/server application where
some administrative features exist and included with any client using the Enterprise configuration,
and server license for production and test environment using the Enterprise configuration.
Maintenance and support for the custom integration is included in State Fiscal Year's 2022 - 2027.

Legal Files Software, Inc. A-S-1.3 Contractorlnltlals
r;

SS-2012-OCOM-85-LEGAL-A03/DOIT2012-085C Page1of4 Date
v7.12.23
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Costs for each state fiscal year are defined as follows:

SFY 2021 - Annual Maintenance and Support $ 19,426.00

SFY 2022-Annual Maintenance and Support $ 26,609.00

SFY 2023-Annual Maintenance and Support $ 27,210.00

SFY 2024-Annual Maintenance and Support $ 27,828.00

SFY 2025-Annual Maintenance and Support $ 28,465.00

SFY 2026-Annual Maintenance and Support $ 29,319.00

SFY 2027-Annual Maintenance and Support $ 30,198.00

SFY 2028-Annual Maintenance and Support $ 31,104.00

SFY 2029-Annual Maintenance and Support $ 32,037.00

SFY 2030-Annual Maintenance and Support $ 32,998.00

Total Annual Maintenance and Support Services: $155,656.00

8. Modify Exhibit B. Payment Schedule, Section 2. to add Paragraph F, Hosting, to read:

F. Rackspace Hosting - 300 GB of storage for up to 65 users as follows:

SFY 2026 - Hosting $ 24,000.00

SFY 2027 - Hosting $ 25,200.00

SFY 2028 - Hosting $ 26,460.00

SFY 2029 - Hosting $ 27,783.00

SFY 2030 - Hosting $ 29,172.00

Total Hosting: $132,615.00

Legal Files Software, Inc. A-S-1.3 Contractor Initials

83-201:
v7.12.23

83-2012-OCOM-85-LEGAL-A03/DOIT 2012-085C Page 2 of 4 .
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AH terms and conditions of the Contract and prior amendments not modified by this Amendment remain
in full force and effect. This Amendment shall be effective upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Information Technology

May 20, 2025

Date Name: Denis Goulet

Title: ClO / DOIT Commissioner

State of New Hampshire
Department of Health and Human Services

6/4/2025

Date

DocuSignsd by:

Piuu/ (Wtitn

Name: oavid wieters
Title:

David wieters

Legal Files Software, Inc.

6/4/2025

Date

OocuSign«d by:

OIFI5D7000$I4SO..

Name: Laura Fese

Title:
chief Legal officer

Legal Files Software, Inc. A-S-1.3

SS-2012-OCOM-85-LEGAL-A03/DO1T 2012-085C Page 3 of 4
V. 7.12,23
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

OoeuSlgned by:

6/5/2025

748734644841490-

Date Name: Robyn cuarino
Title:

Attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting) -

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Legal Files Software, Inc. A-S-1.3

SS-2012-OCOM-85-LEGAL-A03/DOIT 2012-085C Page 4 of 4
V. 7.12.23
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New Hampshire Department of Health and Human Services
DHHS Legal Files

EXHIBIT A-1 Additional Scope of Services - Amendment #3

Additional Scope of Services

1. Scope of Services
1.1. Data Conversion Services

1.1.1. The Contractor shall provide data conversion services in accordance with its

standard electronic data conversion procedures. Where the order specifies a
number of hours for the data conversion, such number is an estimate only, and
subject to adjustment based on final review of the database and file format,

quality and quantity of Customer data, timeliness of Customer cooperation and

other factors outside of Licensor's reasonable control. Provided further that any
adjustment to the estimate must be within the Contract price limitation as set

forth in Form P-37, General Provisions, Block 1.8. The general progression and
allocation of responsibility for data conversion services includes:

1.1.1.1. Data conversion programs will be created at Licensor's facilities. In
order to prepare the conversion program, all source data must be
provided by the Department to Licensor in an acceptable, machine-
readable format and must be corruption free or the contractor must
work with the Department to create an interim environment on state
servers to accomplish the conversion from Oracle to SQL.

1.1.1.2. Should in-house expertise or local consultants not be available, the
Contractor shall visit the Department's site or be available remotely
(through teleconference methods) to obtain the source data and
documentation required to create the conversion program. Such on-
site services will be charged at the Contractor's daily rate.

1.1.1.3. Data scrubbing is the process of fixing or eliminating individual pieces
of data that are incorrect, incomplete or duplicated in the source
database when the data is passed to the target database. Unless
specifically noted in the Statement of Work, the Contractors' conversion
estimate does not include data scrubbing.

1.1.1.4. The Legal Files business analyst and the appropriate parties from the
Department shall provide data fields and oracle schema and will work
with the contractor to create a data mapping document that defines
where the source data currently resides in the source database and
where that data is intended to go in the target Legal Files database.
Once complete, the data mapping document must be approved by the
Department via email or signed document before the conversion
program can be created.

1.1.1.5. The Contractor shall perform a test data conversion to provide the
Department with the ability to review the source data as it was mapped
and will appear in the Software application. The test data conversion
must be approved by the Department via email or signed document
before the final data conversion can be performed.

Legal Files Software, Inc. Exhibit A-1 Additional Scope of Services - Amendment #3 Contractor Initials
6/4/2025

SS-2012-OCOM-85-LEGAL-A03 Page 1 of 6 Date

UP
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New Hampshire Department of Health and Human Services
DHHS Legal Files

EXHIBIT A-1 Additional Scope of Services - Amendment #3

1.1.1.6. If changes to the data mapping document or test data conversion are
requested by the Department after they have been approved, the
Contractor reserves the right to charge an additional fee for time
worked, and to delay any previously estimated completion dates.

1.2. Roles and Responsibilities

1.2.1. The Department will perform user acceptance testing relative to the data
migration configuration requirements that are established during the business
analysis.

1.2.2. Should a change be requested to the scope of the project, the Contractor and
the Department shall jointly assess the impact of that change to the project
schedule and update the project plan accordingly. Provided further that any
change must be within the Contract price limitation as set forth in Form P-37,
General Provisions, Block 1.8.

1.2.2.1. The Contractor shall provide a reasonable bid or estimate of any
increased or decreased costs that would be incurred as a result of the
change. The Contractor shall not proceed with the change until the
parties agree to the change in writing. All Services provided by the
Contractor are subject to the terms and conditions of the Agreement.

1.2.2.2. Once sign-off on data mapping/requirements document occurs the
project is submitted to the Contractor's development staff.

1.2.2.3. Should changes be necessary to the data mapping or specifications
after the sign off, the Contractor shall provide a reasonable estimate of
any increased or decreased costs that would be incurred as a result of
the changes. The Contractor shall not proceed with the changes until
the parties agree to the changes in writing.

1.2.3. The Department will perform user acceptance testing on the configuration
requirements that are established during the business analysis

1.2.4. All Software and Maintenance is provided electronically or via telephone by the
Contractor to the Department.

2. Staffing

2.1. The Contractor shall supply a project manager.

2.1.1. The Project Manager shall plan work in collaboration with the Department and
monitor progress against target milestones.

2.1.2. The Project Manager and the Department's Project Manager shall supply the
communication and coordination between the entities, including the planning
and coordination of project status meetings.

3. Reporting

Legal Files Software, Inc. Exhibit A-l Additional Scope of Services - Amendment #3 Contractor Initials

-OS

If

6/4/202S
SS-2012-OCOM-85-LEGAL-A03 Page 2 of 6 Date
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New Hampshire Department of Health and Human Services
DHHS Legal Files

EXHIBIT A-1 Additional Scope of Services - Amendment #3

3.1. The Contractor's project manager shall produce a Requirements and Data Mapping
Report that will map existing data to Legal Files field by field and define the
requirements.

■ 3.2. Confidential Data

3.2.1. The Contractor must meet all information security and privacy requirements as
set by the Department and in accordance with the Department's Information
Security Requirements Exhibit as referenced below.

3.2.2. The Contractor must ensure any individuals involved in delivering services
through this Agreement contract sign an attestation agreeing to access, view,

store, and discuss Confidential Data in accordance with federal and state laws

and regulations and the Department's Information Security Requirements
Exhibit. The Contractor must ensure said individuals have a justifiable business
need to access confidential data. The Contractor must provide attestations
upon Department request.

3.3. Privacy Impact Assessment

3.3.1. Upon request, the Contractor must allow and assist the Department in
conducting a Privacy Impact Assessment (PIA) of its

system{s)/application(s)/web portal(s)/website{s) or Department
system{s)/application(s)/web portal(s)/website{s) hosted by the Contractor, if
Personally Identifiable Information (Pll) is collected, used, accessed, shared, or

stored. To conduct the PIA the Contractor must provide the Department access
to applicable systems and documentation sufficient to allow the Department to
assess, at minimum, the following:

3.3.1.1. How Pll is gathered and stored:

3.3.1.2. Who will have access to Pll;

3.3.1.3. How Pll will be used in the system;

3.3.1.4. How individual consent will be achieved and revoked; and

3.3.1.5. Privacy practices.

3.3.2. The Department may conduct follow-up PIAs in the event there are either

significant process changes or new technologies impacting the collection,
processing or storage of Pll.

3.4. Contract End-of-Life Transition Services

3.4.1. General Requirements

3.4.1.1. If applicable, upon early termination or expiration of the Agreement m
the parties agree to cooperate in good faith to effectuate a secure (

Legal Files Software, Inc. Exhibit A-1 Additional Scope of Services - Amendment #3 Contractor Initials
6/4/2025

SS-2012-OCOM-85-LEGAL-A03 Page 3 of 6 Date



Docusign Envelope 10: 93E157AS-EE6E-49E6-B858-77147E83C7DD

New Hampshire Department of Health and Human Services
DHHS Legal Files

EXHIBIT A-1 Additional Scope of Services - Amendment #3

transition of the services ("Transition Sen/ices") from the Contractor to
the Department and, if applicable, the new Contractor ("Recipient")
engaged by the Department to assume the services. Ninety (90) days
prior to the end-of the contract or unless otherwise specified by the
Department, the Contractor must begin working with the Department
and if applicable, the Recipient to develop a Data Transition Plan
(DTP). The Department shall provide the DTP template to the
Contractor.

3.4.1.2. The Contractor must assist the Recipient, in connection with the
transition from the performance of Services by the Contractor and its
End Users to the performance of such Services. This may include
assistance with the secure transfer of records (electronic and hard
copy),transition of historical data (electronic and hard copy), the
transition of any such Service from the hardware, software, network
and telecommunications equipment and internet-related information
technology infrastructure ("Internal IT Systems") of Contractor to the
Internal IT Systems of the Recipient and cooperation with and
assistance to any third-party consultants engaged by Recipient in
connection with the Transition Services.

3.4.1.3. If a system, database, hardware, software, and/or software licenses
(Tools) was purchased or created to manage, track, and/or store
Department Data in relationship to this contract said Tools will be
inventoried and returned to the Department, along with the inventory
document, once transition of Department data is complete.

3.4.1.4. The internal planning of the Transition Services by the Contractor and
its End Users shall be provided to the Department and if applicable
the Recipient in a timely manner. Any such Transition Services shall
be deemed to be Services for purposes of this Agreement.

3.4.1.5. In the event the data Transition extend beyond the end of the
Agreement, the Contractor agrees that the Information Security
Requirements, and if applicable, the Department's Business
Associate Agreement terms and conditions remain in effect until the
Data Transition is accepted as complete by the Department.

3.4.1.6. In the event the Contractor has comingled Department Data and the
destruction or Transition of said data is not feasible, the Department
and Contractor will jointly evaluate regulatory and professional
standards for retention requirements prior to destruction, refer to the
terms and conditions of the Department's DHHS Information Security
Requirements Exhibit.

3.4.2. Completion of Transition Services

3.4.2.1. Each service or transitiori phase shall be deemed completed (and the
transition process finalized) at the end of fifteen (15) business days

Legal Files Software, Inc.

SS-2012-OCOM-85-LeGAL-A03

Exhibit A-1 Additional Scope of Services - Amendment #3

Page 4 of 6

Contractor Initials

Date

6/4/2025
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New Hampshire Department of Health and Human Services
DHHS Legal Files

EXHIBIT A-1 Additional Scope of Services - Amendment #3

after the product, resulting from the Service, is delivered to the
Department and/or the Recipient in accordance with the mutually
agreed upon Transition plan, unless within said fifteen (15) business
day term the Contractor notifies the Department of an issue requiring
additional time to complete said product.

3.4.2.2. Once all parties agree the data has been migrated the Contractor will
have thirty (30) days to destroy the data per the terms and conditions

•  of the Department's Information Security Requirements Exhibit.
3.4.3. Disagreement over Transition Services Results

3.4.3.1. In the event the Department is not satisfied with the results of the
Transition Service, the Department shall notify the Contractor, in
writing, stating the reason for the lack of satisfaction within fifteen (15)
business days of the final product or at any time during the data
Transition process. The Parties shall discuss the actions to be taken
to resolve the disagreement or issue. If an agreement is not reached,
at any time the Department shall be entitled to initiate actions in
accordance with the Agreement.

1. Additional Terms

1.1. Impacts Resulting from Court Orders or Legislative Changes

1.1.1. The Contractor agrees that, to the extent future state or federal
legislation or court orders may have an impact on the Services
described herein, the State has the right to modify Service priorities
and expenditure requirements under this Agreement so as to achieve
compliance therewith.

1.2. Federal Civil Rights Laws Compliance: Culturally and Linguistically
Appropriate Programs and Services

1.2.1. The Contractor must submit:

1.2.1.1. A detailed description of the language assistance
services, within ten (10) days of the Effective Date of the
Agreement, to be provided to ensure meaningful access
to programs and/or services to individuals with limited
English proficiency: individuals who are deaf or have
hearing loss; individuals who are blind or have low
vision; and individuals who have speech challenges.

1.2.1.2. A written attestation, within forty-five (45) days of the
Effective Date of the Agreement and annually
thereafter, that all personnel involved the provision of
services to individuals under this Agreement have
completed, within the last twelve (12) months, the
Contractor Required Training Video on Civil Rights-

Legal Files Software, Inc; Exhibit A-1 Additional Scope of Services - Amendment #3 Contractor Initials
6/4/2025

SS-2012-OCOM-85-LEGAL-A03 Page 5 of 6 Date
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New Hampshire Department of Health and Human Services
DHHS Legal Files

EXHIBIT A-1 Additional Scope of Services - Amendment #3

related Provisions in DHHS Procurement Processes,

which is accessible on the Department's website
(https://www.dhhs.nh.gov/doing-business-dhhs/civil-
right-compliance-dhhs-vendors): and

i.2.1.3. The Department's Federal Civil Rights Compliance
Checklist within ten (10) days of the Effective Date of
the Agreement. The Federal Civil Rights Compliance
Checklist must have been completed within the last
twelve (12) months and is accessible on the
Department's website (https://www.dhhs.nh.gov/doing-
business-dhhs/civil-right-compliance-dhhs-vendors).

1.3. Credits and Copyright Ownership

1.3.1. All documents, notices, press releases, research reports and other
materials prepared during or resulting from the performance of the
services of the Agreement must include the following statement, "The
preparation of this (report, document etc.) was financed under an
Contract with the State of New Hampshire, Department of Health and
Human Services, with funds provided in part by the State of New
Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human
Services."

1.3.2. All materials produced or purchased under the Agreement must have
.  prior approval from the Department before printing, production,

distribution or use.

1.3.3'. The Department must retain copyright ownership for any and all
original,materials produced, including, but not limited to reports,
protocols, guidelines, brochures, posters, and resource directories.

1.3.4. The Contractor must not reproduce any materials produced under the
Agreement without prior written approval from the Department.

if
Legal Files Software, Inc. Exhibit A-1 Additional Scope of Services - Amendment #3 Contractor Initials.

[i
6/4/2025

SS-2012^COM-85-LEGAL-A03 Page 6 of 6 Date
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An Onit Company

Exhibit D

Hosting Addendum

This Hosting Addendum ("Addendum") suppiements and is made part of the End User License Agreement ("Agreement'
between Legai Files Software, inc. ("licensor"), an Illinois corporation, and the "Customer" identified below.

I. CUSTOMER INFORMATION

Full Legai Name: New Hampshire Department of Health and Human Services

Billing Address: Department of information Technology AP

27 Hazen Drive

Concord, NH 03301

Primary Contact: Matthew S. Ensign Email: Matthew.S.Ensign(S)doit.nh.gov Phone: 603.230.3433

Billing Contact: Matthew S. Ensign Email: Matthew.S.Ensign@doit.nh.gov Phone: 603.230.3433

il. HOSTING TERMS AND CONDITIONS

Pursuant to the Agreement, Customer is authorized to install the Software with a reputable third party hosting provider.
Customer has requested that Licensor arrange for and manage such hosting of the Software on Customer's behalf. During
the term of this Addendum, Customer agrees to purchase and Licensor agrees to provide such Services in accordance with

the Agreement as supplemented by the following terms and conditions:

1. Licensor will arrange for hosting of the Software with Backspace Inc. or such other reputable third party hosting

provider as Licensor may designate from time to time, in Licensor's reasonable discretion (the "Hosting Provider").

Additionally, Licensor will provide managed services to Customer consisting of standard installation, configuration,

and maintenance of the Software in the hosted environment.

2. Customer will pay Licensor for the Software hosting and managed services at the pricing set forth in this Amendment

tt3. Any future increase to pricing must be agreed upon by both Parties via an Amendment and approved by NH

Governor and Executive Council.

3. Customer will comply with all reasonable rules that are imposed by the Hosting Provider, including its remote access

requirements and acceptable use policy. Customer wilt remotely access the host environment solely to use the

Software as licensed, configured for, and made available to Customer under the Agreement and this Addendum.

Customer will direct all technical support and maintenance requests for the hosted Software to Licensor (not the

Hosting Provider), and Licensor will respond to such requests in accordance with Licensor's Services and Support

Policy.

6/4/2025
Software Subscription Agreement 1/3
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Hosting of the Software is provided under and subject to the terms and conditions between Licensor and the Hosting
Provider. Licensor does not assume any obligations or liability of any kind in connection with the hosting of the
Software, or the availability, security, or operation thereof. In the event of any performance issues or other claims

arising out of or related to the hosting arrangement, as Licensor's entire obligation and Customer's sole and exclusive

remedy, Licensor will use commercially reasonable efforts to enforce the Hosting Provider's service levels and other

obligations to Licensor on Customer's behalf.

The term of this Addendum shall continue as long as Licensor arranges for hosting of the Software on Customer's
behalf. Either party may terminate the hosting arrangement at the conclusion of the initial or any renewal hosting
term by providing at least ninety {90} days' prior notice of non-renewal to the other party. Additionally, Licensor
may terminate the hosting arrangement (i) if Customer breaches its payment or other obligations related to the

hosting arrangement and fails to cure the breach within thirty (30) days after being notified thereof or (ii) if Licensor
discontinues offering Software hosting for Licensor's customers generally. Termination of the hosting arrangement
under this Addendum shall not terminate Customer's license to or payment obligations for the Software.

6. This Addendum amends and supplements the Agreement, and shall control over any inconsistent terms in the

Agreement. Except as modified by this Addendum, the Agreement remains in full force and effect

I. SIGNATURE BLOCK

IN WITNESS WHEREOF, the parties, intending to be legally bound, have caused this Addendum to be executed by their
respective authorized representatives and incorporated as a supplementary Exhibit D to the Agreement.

Customer:

By:

Date:

Legaj^U«S<Sfi|1iWir<e, Inc.:

(/OtKA ftSt.

Name:

Title:

Denis Goulet
BII-IS0?6003U50.r
Laura Fese

ClO / DOIT Commissioner

Name:

Title:

Chief Legal officer

Junes, 2025
6/4/2025

Date:

Description of Managed Services

Legal Files offers Managed Services for hosted installations of the Software.

The server-side components of the Software are comprised of the Web Server containing the Legal Files Web Application, the Database
Server which houses the Legal Files Database, the Document Store which contains all the documents and attachments stored within
the Software, and the services and peripheral components such as Document Generation and Document Text Search.

For hosted customers. Legal Files will install, configure, and support these server-side components of the Software. Customer's
connection to the Legal Files hosted environment will require a VPN connection, either site to site or software-based.

Legal Files Software, Inc. will not have access to your internal network and/or workstations. Legal Files Managed Services does "not

-OS

Software Subscription Agreement 2/3
6/4/2025
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cover anything that needs to occur local to your network or workstation envlronrnent, including but not limited to:

•  Network connection/setup between customers location(s) and hosting provider such as Rackspace.

o  Site to Site VPN

o  Client VPN application

o  Firewall settings

•  Client workstation installs for Legal Files integration with Microsoft Office and Acrobat.

Software Subscription Agreement 3/3 6/4/202 5
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State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanian. Secretarj' of State of the State of New Hampshire, do hereby certify that LEGAL FILES SOFTWARE,

INC. is a Illinois Profit Corporation registered to transact business in New Hampshire on September 06, 2002. 1 further certify that

all fees and documents required by the Secretar>' of State's ofilce have been received and is in good standing as far as this office is

concerned.

Business ID: 413163

Certificate Number: 0007186955

Urn

-A

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affi.Ncd

the Seal of the State ofNew Hampshire,

this 23rd day of May A.D. 2025.

David M. Scanlan

Sccretar\' of State
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CERTIFICATE OF AUTHORITY

1, Stasha Jain, hereby certify that;

1. 1 am a duly elected Assistant Secretary of Legal Files Software, Inc..

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on February 1, 2025, at which a quorum of the Directors/shareholders were present and voting.

VOTED: That Austin Owens - President & Treasurer, Laura Fese - Vice President & Secretary and Stasha
Jain - Assistant Secretary is duly authorized on behalf of Legal Files Software, Inc. to enter into contracts or
agreements with the State of New Hampshire and any of its agencies or departments and further is
authorized to execute any and all documents, agreements and other instruments, and any amendments,
revisions, or modifications thereto, vs^ich may in his/her judgment be desirable or necessary to effect the
purpose of this vote.

3. 1 hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority was valid thirty (30)
days prior to and remains valid for thirty (30) days from the date of this Certificate of Authority. I further certify
that it is understood that the State of New Hampshire will rely on this certificate as evidence that the person(s)
listed above currently occupy the position(s) indicated and that they have full authority to bind the corporation. To
the extent that there are any limits on the authority of any listed individual to bind the corporation in contracts with
the State of New Hampshire, all such limitations are expressly stated hereiiy—Docu9jBn.d by;

5/20/2025
Dated: ■C411iaC,*8>8BO<C<i

Signature of Elected Officer
Name: Stasha Jain
Title: Assistant Secretary

Rev. 03/24/20
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y\C:ORC>'

ONITINC-01

CERTIFICATE OF LIABILITY INSURANCE

TIMOTHYMCCABE

DATE (MM/DD/YYYY)

6/5/2025

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the pollcy(les) must have ADDITIONAL INSURED provisions or be endorsed!
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement or^
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

PROOUCER

NFP Property & Casualty Services, Inc.
141 Longwater Drive
Suite 101
Norwell, MA 02061

r

c^n^act Mitchell Glennon
PHONE FAX
<A/C. No. Exit: {AA:.No):

mgiennon^hompsonflanagan.com

INSURERISI AFFORDING COVERAGE NAICH

INSURER A The Phoenix Insurance Comoanv 25623

INSURED

Legal Files Software, Inc.
801 S. Durkin Drive

SpHrtgfieid, IL 62704-6027

INSURER a The Charter Oak Fire Insurance Company 25615

INSURER C Travelers Property Casualty Company of America 25674

INSURER 0

INSURER E

INSURER F

COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTVMTHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

(NSR
LTR TYPE OF INSURANCE

AOOL
INSO

SUBR
WVD POUCY NUMBER

POUCY EFF
IMMIDDIYYYYI

POLICY EXP
IMM/nniYYYVl UMITS

A X COMMERCIAL GINERAL UABIUTY

)E 1 X 1 OCCUR ZLP16P43037-24 11/24/2024 11/24/2025

EACH OCCURRENCE
,  1,000,000

CLAJMS4AAC
DAMAGE TO RENTED J  1,000,000

MED EXP lAnv one o«rsool
,  10,000

PERSONAL & AOV INJURY
,  1,000,000

GENL AGGREGATE UMIT APPLIES PER: GENERAL AGGREGATE
,  2,000,000

POLICY 1 1 [JL\ •
OTHER:

PRODUCTS - COMP/OP AC^.
J  . 2,000,000

s

8 AUTOMOBILE UABIUTY

BA1W865151-24 11/24/2024 11/24/2025

COMBINED SINGLE LIMIT ,  1,000,000

ANY AUTO

HEOULED
rros

BODILY INJURY (Peroersont s

OWNED
AUTOS ONLY

a{^S ONLY

sc
Al BODILY INJURY fPer acddeotl s

X X PROPERTY DAMAGE
iPar accklonit s

s

C X UMBRELU UAB

EXCESS UAB

X OCCUR

CLAIMS-MADE CUP1W870357-24 11/24/2024 11/24/2025

EACH OCCURRENCE
j  5,000,000

AGGREGATE
,  5,000,000

OED X RETENTIONS 10,000 s

C WORKERS COMPENSATION
AND EMPLOYERS' UABIUTY y, ̂
ANY PROPRIETORrt>ARTNER/EXECUTIVE rTrj

K VM. dMcrilM und«r
DESCRIPTION OF OPERATIONS betow

N/A

UB1W865685-24 11/24/2024 11/24/2025

y PER OTH-
^ STATUTE FR

E.L. EACH ACCIDENT
J  1,000,000

E.L. DISEASE - EA EMPLOYEE
J  1,000,000

E.L. DISEASE. POLICY LIMIT
5  1,000,000

DESCRIPTION OF OPERATIONS 1 LOCATIONS 1 VEHICLES MCORD 101. AddlUoMl Rtnurks SctMdul*. may IM atUclMd H mor« ipac* li raquirMi)
Cyber Liability / Technology and Professional Liability
Lloyds Syndicate 2987 (Brit Syndicates Limited)
Effective: 11/16/2024 -11/24/2025, Pol. # APT1205424
Policy Aggregate: $5,000,000
Technology and Professional Liability Each Claim: $5,000,000
Cyber Liability Each Claim: $5,000,000
Retroactive date- Full Prior Acts

CERTIFICATE HOLDER CANCELLATION

State of NH Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25(2016/03) © 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNQLOpY

27 Haren Dr.. Concord. NH 03301 '-•^0
Fax: 603-271.1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Coulet

Commissioner

May 28. 2020

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology (DolT) to amend an existing sole source
agreement with Legal Files Software. Inc. Vendor #168989, 801 S. Durkin Dr.. Springfield, IL 62704 for
the provision of continued data conversion. Implementation and training services to the Department of
Health and Human Services (DHHS) for their existing Legal Files case tracking software by increasing
the price limitation by $248,138 from $154,738 to $402,876 and by extending the contract completion
date from June 30. 2020 to June 30. 2025, effective upon approval by the Governor and Executive
Council. The original agreement was approved by the Governor and Executive Council on August 22"*"..
2012 (Item #11) and subsequently amended on June 20, 2018 (Item #062A).

Source of Funds: 100% Other (Agency Class 027) funds: The Agency Class 027 used by DHHS
to reimburse DolT will be 49.82% Federal funds and 50.18% General funds.

Funds .are available in the following account for Fiscal Year 2021. and are anticipated to be
available in Fiscal Years 2022, 2023, 2024 and 2025, upon the availability and continued appropriation
of funds in the future operating budget, with authority to adjust encumbrances between fiscal years
through the Budget Office, if needed and justified.

CATJ^DEPT#-ACENCY#-

activity#-accountinc unit

n- DEPT NAME- AGENCY NAME

-accounting UNIT NAME

CLASS- OBJECT-DESC

ACTIVITY

CODE

FV

21

FY

22

FY

23

FY

24

FY

25

Total

Amount

01-03-03-030010-76950000 - DoIT-

IT for DHHS 038-509038 Agency 03950174 $110,426 $54,209 $27,210 $27,828 $28,465 $248,138
Applicalion Software

EXPLANATION

The original agreement is sole source due to the proprietary nature of this software. There is
no other vendor that can access the underlying code, or provide ongoing support and maintenance.

The purpose for this request is to allow the Contractor to continue to provide support and
maintenance for the Legal Files software database, which is used by the Estate Recovery Unit as a case
management system. Extending the contract will allow the DHHS Bureau of General Counsel to
complete the design and build process so that the Legal Files software can be used as the case
management system for DHHS Bureau of General Counsel to manage its caseload, including 91-A
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His Excellency. Governor Christopher T. Sununu
and the Honorable Council

Page 2 of 3 .

requests. This will provide the capability to track each request and response, and ensure that critical
deadlines are being met. The OHHS Bureau of General Counsel currently does not have a case
management system.

Extending the Contract Completion Date will also allow DHHS to explore the potential of the
Legal Files software as a possible solution to best manage DHHS appeals at the Administrative Appeals
Unit (AAU). The current AAU docket management system is built on a Microsoft Access ® database
that is limited in function, and may be failing due to size.

Legal Files case management software provides a benefit to the State with improvements to
invoice tracking, payment, and recovery of Medicaid funds by the Estates Recovery Unit. The software
replaces manual data entry, and greatly reduces duplication of work, which allows for more resources
to be applied to the recovery of Medicaid funds that are owed to the State.

The DHHS Bureau of Gerieral Counsel provides legal support to all Divisions of DHHS. By
implementing the Legal Files software as its case management system. The Bureau will improve Its
ability to manage its caseload, and ensure that critical deadlines are met when responding to 91-A
requests.

The following performance measures/objectives will be used to measure the effectiveness of
the agreement:

•  Ability to track 91-A requests will be assessed when design process Is complete.
•  Assei^ment of irnproved efficiency of l^al services will be conducted
•  Reporting functions will be tested
•  Feasibility as AAU docket management system will be assessed

Should the Governor and Executive Council not authorize this request the Estates Recovery
Unit may riot have access to timely support for maintenance issues that may arise with the Legal Files
system. The DHHS Bureau of General Counsel may not be able to develop a case management system
for tracking and responding to 91-A requests, and AAU may not be able to Implement a docket
management system for OHHS appeals.

In the event that the Other Funds become no longer available. General Funds will not be
requested to support this program.

The Department of Information Technology respectfully requests approval of this contract
amendment.

Respectfully Submitted.

Denis Goulet

Commissioner

Approved by:
Lori A. Shibinette

Commissioner i

DolT#2012-085B |
RID: 51446



Docusign Envelope ID: 93E157AB-EE6E-49E6-B858-77147E83C7DD

A

STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazcn Dr., Concord, NH 03301

Fax; 603-271.1516 TDD Access; 1-800-735.2964

www.nh.gov/doit

Denis Goulct

Commissioner

June 2, 2020

Lori A. Shibinclte, Commissioner
Department of Health and Human Services

State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (Doil)
has approved your agency's request to amend an existing Sole Source contract agreement with Legal Files
Software, Inc., as described below and referenced as DoIT No. 2012^)856

This is a request for approval to enter into a contract amendment to provide continued
technical support and maintenance for Legal Files software by providing additional
configuration services, training, and project management for an expanded production
deployment of Legal Files Software.

The contract amendment includes funding for $248,138 increasing the total amount from
$154,738 to $402,876, and extending the completion date from June 30, 2020 to June 30, •
2025, effective upon the dale of Governor and Executive Council approval through June
30. 2025.

A copy of this letter should accompany your Agency's submission to Governor and Executive
Council for approval.

Sincerely,

Denis Goulet

DG/kaf/ck

RID# 51446

DoIT #2012-0858

cc: Michael Williams, DoIT - IT Lead

"Innovative Technologies Today for New Hampshire's Tomorrow"
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New Hampshire Department of Information Technology
DHHS Legal Files

State of Nevy Hampshire
Department of Health and Human Services

Amendment #2 to the DHHS Legal Files

This 2nd Amendment to the DHHS Legal Files contract (hereinafter referred to as "Amendment #2") is by
and between the State of New Hampshire. Department of information Technology (DolT) on behalf of the
Department of Health and Human Services (DHHS). (hereinafter referred to as the "State" or
"Department") and Legal Files Software. Inc.. (hereinafter referred to as "the Contractor"), a corporation
with a place of business at 801 S. Durkih Dr.. Springfield. IL 62704.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on August 22. 2012, (Item #11). as amended on June 20. 2018, (Item #62A), the Contractor agreed to
perform certain services based upon the terms and conditions specified in the Contract as amended and
in consider^ation of certain sums specified; and

WHEREAS, pursuant to Form P-37. General Provisions. Paragraph 18. the Contract may be amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties ao^ee to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued deiivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions. Block 1.7. Completion Date, to read;

June 30. 2025.

2. Form P-37. General Provisions. Block 1.8, Price Limitation, to read:

$402,876.

3. Form P-37. General Provisions. Block 1.9. Contracting Officer for State Agency, to read;

Denis Goulet, Chief Information Officer DolT and Nathan D. White. Director DHHS Contracting
Unit.

4. Form P-37. General Provisions. Block 1.10, State Agency Telephone Number, to read:

Denis Goulet 603-223-5703. and Nathan D. While 603-271-9631.

5. Add Exhibit A-1. Additional Scope of Services. Amendment #2. which is attached hereto and
incorporated by reference herein.

6. Exhibit B. Payment Schedule. Section 2. Fixed Price Payment Schedule, Table 1: .Payment
Schedule: Paragraph A. to read:

Training and Project-Implementation Services: Legal Files will provide training, configuration
services and project management for an expanded production deployment of Legal Files Software
to the Department of Health and Human Services. Office of Operations Support. General Counsel'
Bureau. Administrative Rules, and Administrative Appeals Unit (AAU),

A.I. Onsite Legal Files Administration Training,
Configuration, Assistance and Data Mapping 8 days @ $2.l00/day • $16,800.00

A.2. Onsite End User Training 10 days @ $2.100/day $21,00.0.00

A.3. Remote/Offsiie General Project Management.
Project Sessions, Kick-off call and
Data Mapping 80 hours @ $200/hour $16.000.00 •
Total Training and Project Implementation Services $53,800.00

Legal Files Software, Inc. Amendment #2 Contractor initials ■yhK
SS-2012-OCOM-85-L6GAL-A02 Page lot6 Bale 5^/^
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New Hampshire Department of Information Technology
OHMS Legal Files

7. Exhibit B. Payment Schedule. Section 2. Fixed Price Payment Schedule. Paragraph 0. Data
Conversion Services, to read:

B.1. Custom Programming Services for Custom Data Conversion
from Access database into new Site for AAU.

58 hours @ $200/hour $11,600.00
Deliverables include:

B. 1.1. Database will be sent to Department via FTP upload {no tangible media);

B.1.2. Source Data will be provided in MIcrosofi Access database;

B.I.3. Pricing includes converting appropriate source data into the following data screens
and fields in the Legal Files application:

8.1.3.1. File Setup data fields;

0.1.3.2. Users. File Managers and Status;

B.1.3.3. Name Care including Address. Phone Numbers. Email, and File Related
Person Records;

B.I.3.4. Notes;

B.I.3.5. Calendars; and

B.I.3.6. One (1) File Level Custom Window.

B.2. Custom Programming Sen/ices for Data Conversion
from CSV File into new site for Rules.

68 hours @ $200/hour SI3.600.00 '
Deliverables Include:

B.2.1. Data will be sent to Department via FTP upload, (no tangible media);

B.2.2. Source Data will be provided in CSV file format;

B.2.3. Pricing includes converting appropriate source data into the following data screens
and fields in the Legal Files application:

B.2.3.1. File Setup data fields;

B.2.3.2. Users. File Managers and Status;

B.2.3.3. Name Care including Address. Phone Numbers. Email and File Related
Person Records;

8.2.3.4. Notes;

B.2.3.5. Calendars; and

8.2.3.6. One (1) File Level Custom Window.

Total Data Conversion Services $25,200.00

8. Exhibit 8. Payment Schedule, Section 2. Fixed Price Payment Schedule. Paragraph C.
Maintenance and Support services to read;

Maintenance and Support Services includes up to 62 user licenses, which are the standard end
user application licenses, with 7 desktop licenses, which is the client/server applicatipn where
some adniinisirative features exist and included with any client using the Enterprise configuration,
and server license for production and test environment using the Enterprise configuration.

Legal Files Software, Inc. Amendment «2 Contractor initials CD
SS-2012-OCOM-8S-LEGAL-A02 Page 2 of 6 Date
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New Hampshire Department of Information Technology
DHHS Legal Files

iTiMMUtT^riTTsKTSTS support tor the custom Integralion is included in Stale Fiscal Year's 2022, 2023.
2024 and 2025. Costs for each state fisca) year are defined as follows:

SFY 2021 - Annual Maintenance and Support ,$ 19.426.00

SFY 2022 - Annual Maintenance and Support $ 26,609.00

SFY 2023 - Annual Maintenance and Support $ 27.210.00

SFY 2024 - Annual Maintenance and Support $ 27.828.00

SFY 2025-Annual Maintenance and Support $ 28.465.00
-  Total Annual Maintenance and Support Services $129,538.00

9. Add Exhibit B. Payment Schedule, Section 2. Paragraph 0. Custom Development-Integration
Services. Custom Data Importer to read:

0.1. Custom Data Importer 165 hours @ $200/hour $33,000.00

D.2. Annual Maintenance and Support
(Mamtenance and Support amount will be prorated to
be the anniversary dale after delivered and accepted.) S 6.600.00

Total Custom Integration Services $39,600.00

10. Add Exhibit 6, Payment Schedule, Section 2. Paragraph E, Deliverable Payment Schedule, to
read:

E.I. This Contract will allow Legal Files Software, Inc. to invoice the Department for the following:
Deliverables appearing in the price and payment tables below:

Legal Files Sottv^are. Inc. Amendmenl #2 Coniracior initials "3^ K
•SS:2012.OCOM-85-L6GAL-A02 Page 3 of 6 Date ^
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New Hampshire Department of Information Technology
OHMS Legal Files

u?. -:D"Le:DflieVr' v'
*..r  iS.chedule';:, : . i

a. Forallcuslom iniegraiions-imporcs. Ten (10) days after
approval of Contract by
the State of New

Hampshire, Governor
and Executive Council.

20% will be

invoiced upon,
approval of the
Statement of

•Work.

b. Custom integrations-imports Thirty (30) days after
completion of
integrations-imports

BalarKe ofSiate

accepted cost

c. Training Services No less than ihiny (30)
days prior to beginning
of user training

50% of State

accepted cost

d. Training Services. Thirty (30) days after
completion ofTraining
Services

Balance of State

accepted cost

e. Data Conversion Ten (10) days after
State Acceptance of the
Requirements
Document

20% of State

accepted price

r. Data Conversion Thirty (30) days after
completion of Data.
Conversion

Balance of State

accepted price.

g. Annual Maintenance and Support fees' As approved by the
Stale Project Manager

Paid annually,
upon receipt of
invoice from

Contractor July 1.

11. Modify Exhibit K. OHMS Information Security Requirements V4. Last update 04.04.2018 by
replacing in its entirety with Exhibit K. DHHS'Information Security Requirements V5 10.09.18,
which Is incorporated by reference and attached herein.

Legal Files Software. Inc.

SS-2012-OCOM-85-LEGAL-A02

Amendmeni #2

Page 4 of 6

liale ^ ^Coniraclor Inliials

Dale
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New Hampshire Department of Information Technology
DHHS Legal Files

Alt terms and conditions of the Contract and phor amendments not inconsistent with this Amendment (f2
remain in full force and effect. This amendment shad be effective July 1. 2020. upon the date of Governor
and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Informalion Technology

June i2020

Date

for

Denis Goulel

Commissioner

Date

State of New Hampshire
Department of Health and Human Services

4  Shlblnette

ly commissioner

<7/36/:
Dale

Legal Files Software, Inc.

Name:

Title:

I, l<cx

Legal Files Software. Inc.

SS-2012-OCOM-8SLEGAI.A02

Amendment 02

Page 5 of 6
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New Hampshire Department of Information Technology
OHMS Legal Files

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

a/t 1/2070

Oate Name:

Title: AustamAnomey General

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the Stale of New Hampshire at the Meeting on: ^ (date of meeting)

OFFICE OF THE SECRETARY OF STATE

p3te Name:

Title:

Legal Files Software, Inc. Amer^d/neni U2

SS-20l2.OCOM-85-LEGAL.A02 Page 6 of 6
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New Hampshire Department of information Technology
DHHS Legal Files

Exhibit A-1 Amendment

Additional Scope of Sei^ices

1. Provisions Applicable to All Services
1.1. The Contractor agrees that, to the extent future legislative action by the New

Harfipshire General Court or federal or state court orders may have an impact on the

Services described herein, the State Agency has the right to modify Service priorities
and expenditure requirements under this Agreement so as to achieve compliance

therewith.

1.2. Notwithstanding any other provision of the Contract to the contrary, no services shall

continue after June 30,2021. and the-Department shall not be liable for any payments
for services provided aher June 30, 2021, unless and until an appropriation for these
services has been received from the state legislature and funds encumbered for the

SFY 2022-2023 and SFY 2024-2025 biennia.

2. Scope of Services
2.1. Training and Project Implementation Services

2.1.1. The Contractor shall provide on-site Legal Files training, configuration services
and Data Mapping.

2.1.2. The Contractor shall provide on-site End User Training.

2.1.3. The Contractor shall provide on-site and rerhote general project management,
kick-off call and Data Mapping for a production deployment of Legal Files
Software to the Department of Health and Human Services, Office of Operations

Support (Department).

2.2. Administration Training

2.2.1. The Contractor shall include eight (8) days for on-site System Administration

Training, Configuration Assistance and Data Mapping. The System

Administration Training Is designed to teach administrators how to establish the

system options and preferences. The System Administration training covers the

following topics;

2.2.1.1. Set up file/case menus;

2.2.1.2. Create custom windows;

2.2.1.3. Create custom pick list entries;

2.2.1.4. Establish appropriate user workgroup;

2.2.1.5. Decide and establish system security; and

2.2.1.6. Create workflow wizards.

Legal Files Soltwafe, Inc. ExNbil A-1 Addilional Scope of Services Contracior initials
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2.3. Descnplion of End User Training

2.3.1. The second phase of training involves training all end users just prior to going "
live with the application. This training shall take place at the Department and will
provide instruction on the case management, collaboration and communication
features of the application. The Contractor recommends keeping class sizes to
no more than 10-12 employees per class, ensuring a "hands-on" training
experience. This training will take place with the system configured for the
Department's use, maximizing the effectiveness of the training program.

2.3.2. The Contractor recommends and shall provide that each end user receive the
equivalent of one (1) to two (2) days of training prior to using the application
based on their role.

2.3.3. The Contractor shall include In the end user training "walk around" or one-on-
one training. The Contractor shall provide one trainer to be on-site at the
Department to walk around and assist employees as they begin using the
program, answering questions and reinforcing training. Training manuals shall
be available for reference upon completion of the training.

2.4. Project Sessions. Management and Data Mapping

2.4.1. The Contractor shall schedule and conduct on-site sessions to work with the
Department's team to define business requirements and detailed design
information for the custom Integrations. The Contractor's project manager shall
also learn from the Department's project team members or selected personnel
how the current systems are utilized. The education process on both sides is
the basis for the custom integratiori requirements and data mapping.

2.5. Data Conversion Services

2.5.1. The Contractor shall provide data conversion services in accordance with its
standard electronic data conversion procedures. Where the order specifies a
number of hours for the data conversion, such number is an estimate only, and
subject to adjustment based on final review of the database and file formal,
quality and quantity of Custorher data, timeliness of Customer cooperation and
other factors outside of Licensor's reasonable control. Provided further that any
adjustment to the estimate must be within the Contract price limitation as set
forth in Form P-37. General Provisions. Block 1,8. The general progression and
allocation of responsibility for data conversion services includes:

2.5.1.1. Data conversion programs will be created at Licensor's facilities. In
order to prepare the conversion program, all source data must be
provided by the Department to Licensor in an acceptable, machine-
readable format and must be corruption free.
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2.5.1.2. Should in-house expertise or local consultants not be available, the
Contractor shall visit the Department's site to obtain the source data
and documentation required to create the conversion program. Such
on-site services will be charged at the Contractor's daily rate.

2.5.1.3. Data scrubbing is the process of fixing or eliminating individual pieces
of data that are Incorrect, incomplete or duplicated in the source
database when the data is passed to the target database. Unless
specifically noted in the Statement of Work, the Contractors' conversion
estimate does not include data scrubbing.

2.5.1.4. The Legal Files business analyst and the appropriate parties from the
Department shall create a data mapping document that defines where
the source data currently resides in the source database and where
that data, is intended to go in the target Legal FileS' database. Once
complete, the data mapping document must be approved by the
Department via email or signed document before the conversion
program can be created.

2.5.1.5. The Contractor shall perform a test data conversion to provide the
Department with the ability to review the source data as it was mapped
and will appear In the Software application. The test data conversion
must be approved by the Department via email or signed document
before the final data conversion can be performed.

2.5.1.6. It changes to the data mapping document or test data conversion are
requested by the Department after they have been approved, the
Contractor resen/es the right to charge an additional lee for time
worked, and to delay any previously estimated completion dales.

2.6. Custom Development Integration Services

2.6.1. Custom Data Importer Project includes:

2.6.1.1. Assumptions - data to be Imported will be in a series of staging tables
residing within the Legal Files database schema - process will be a
scheduled Windows service, reading the staging tables and Inserting
data into Legal Files

2.6.1.2. No file creation - service will find aaexisting file in Legal Files (by a key
passed that will match a field in File Setup) and will insert a file level
Custom Window, a note field and a Name Card with a Custom Wiridow

attached to it. referencing the Name Card to the existing file as a File
Related Person.

,  2.6.1.3. No update of existing data, insert only against an existing file.

2.7. Roles and Responsibilities

2.7.1. The Department will perform user acceptance testing on the configuration

requirements that are established during the business analysis.
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2.7.2. Should a change be requested to the scope of the project, the Contractor and

the Department shall jointly assess the impact of that change to the project

schedule and update the project plan accordingly. Provided further that any

change must be within the Contract price limitation as set forth in Form P-37,

General Provisions. Block 1,8.

2.7.2.1. The Contractor shall provide a reasonable bid or estimate of any
increased or decreased costs that would be incurred as a result of the

change. The Contractor shall not proceed with the change until the
parties agree to the change in writing. All Services provided by the
Contractor are subject to the terms and conditions of the Agreement.

2.7.2.2. Once sign-off on data mapping/requirements document occurs the
project Is submitted to the Contractor's development staff.

2.7.2.3. Should changes be necessary to the data mapping or specifications
after the sign off. the Contractor shall provide a reasonable estimate of
any increased or decreased costs that would be Incurred as a result of
the changes. The Contractor shall not proceed with the changes until
the parties agree to the changes in writing.

2.7.3. The Department will perform user acceptance testing on the configuration

requirements that are established during-the business analysis

2.7.4. All Software and Maintenance is provided electronically or via telephone by the

Contractor to the Department.

3. Staffing

3.1. The Contractor shall supply a project manager.

3.1.1. The Project Manager shall plan work In collaboration with the Department and

monitor progress against target milestones.

3.1.2. The Project Manager and the Department's Project Manager shall supply the

communication and coordination between the entities, including the planning

and coordination of project status meetings.

4. Reporting

4.1. The Contractor's project manager shall produce a Requirements and Data Mapping

Report that will map existing data to Legal Files field by field and define the

requirements.
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A. Definitions

The following terms may be reflected and have (he described meaning in this document;

1. "Breach' means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users, and for an other than
authorized purpose have access or potential access to personally-identifiable
information, whether physical or electronic. With regard i to Protected Health
Information," Breach' shall have (he same meaning as (he term-'Breach' in section
164.402 of Title 45. Code of Federal Regulations.

2. "Computer Security Incident' shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide. National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Conftdential Informalion' or 'Confidential Data" means all confidential information

disclosed by one party to the other such as alt medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records. Case Records. Protected Health Informalion and .

Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health'and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal taw or regulation. This information includes, but is not limited to
Protected Health Information (PHI). Personal Information (PI). Personal Financial
Information (PFI). Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User' means any person or entity (e.g.. contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. 'HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident' means an act that potentially violates an explicit or implied security policy;
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or •
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouling of physical or electronic
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use. disclosure, modiflcatidn or destruction.

7. 'Open Wireless Network' means any network, or segment of a network that is
not designated by the Slate of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, -tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI,- PF|.
PHI or confidential DHHS data.

8. 'Personal Information" (or "PI') means information which can be used to distinguish
or trace an individual's identity, such as their name, soclaj security number, personal
information as defined In New Hampshire RSA 359-C:19. biometric records, etc..
alone, or when combined with other personal or identifying Information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name. etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided In the-
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" Shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164. Subparl C. and amendments
thereto.

12. "Unsecured.Protected Health Information" means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or Indecipherable to unauthorized Individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use. disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further. Contractor,
including but not limited to all Its directors, officers, employees and agents, must not
use. disclose, maintain or transmit PHI in any manner-ttiat would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information In response to a

■
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request for disclosure on the basis that It Is required by taw, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4.. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not Indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
- of OHMS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

It. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the Internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if-
email Is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mall Service. End User may only transmit Confidential Data via cerlified ground,
mall within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User Is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be-
installed on the End User's mobile d,evice(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If

End User is employing an SFTP .to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate- disclosure of
inforrnation. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is-transmitting Confidential Data via wireless devices, all.
data must be encrypted to prevent inappropriate disclosure of information.

III. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the- data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud sen/ice or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems-.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-maiware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures Its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

8. Disposition '

1. If the Contractor will rnaintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or. contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the-
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use. electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitlzation. or otherwise physically destroyir^g the media (for example,
degaussing) as described in NIST Special Publication 800-86, Rev'l, Guidelines
for Media Sanitization, National Institute of Standards and Technology. U. S.
Department of Cortimerce. The Contractor will document and certify In.writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will Include all details necessary to

.. demonstrate data has been properly destroyed and validated. Where applicable,
regulatory .and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract. Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless othenvise specified, within thirty (30) days of the termination of this
Contract. Contractor agrees to completely destroy all electronic Confider^tial Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows;

1. The Contractor will maintain proper security controls to protect Department
confidential inforrfiation collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential Information throughout the information lifecyde. where applicable, (frorn
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e.. tape, disk, paper, etc.).

Ikc
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3. The Contractor will maintain appropriate authentication and.access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable. . .

4. The Contractor will ensure proper security monitoring capabilities are in place 'to
detect potential security events (hat can impact State of NH systems ' and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users In support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access, to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sut>contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Coritractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
{^.^anagement Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate lime frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any Slate of New Hampshire
or Department data offshore or outside the boundaries of the United States'unless
prior express written consent Is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The Stale shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to; credit monitoring sen/ices, mailing costs and
costs associated with website and telephone call center services necessary .due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PMl at a level and scope that Is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), OHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards- to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
.established by the State of New Hampshire. Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurernent information relating to.vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A., above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons' authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permiited by law.

f. Confidential Information received under this Contract and Individually
identifiable data derived frorh OHMS Data, must be stored In an area that is
physically and technologicially secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g.. door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Us^rs may transmit the Confidential Data. Including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances Involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure."
This applies to credentials used to access the. site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct orisite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein. HIPAA.
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordarice with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification,
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to. and
notwithstanding. Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents:

2. Determine if personally identifiable information is involved in Incidents: •

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents: and

■
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5. Oeternnine whether Breach notification is required, and, if so. identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPrivacyOfficer@dhhs.nh.90v

8. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov

vs. Lasi update I(y09/i6 Exnioit K Contractor initials
OHHS Inlormation

■:shK
Security Requirements /O/' /"S

Page 9 d 9 Oate ■■ /
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazcn Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-80O.735-2964

www.nh.gov/doit

Oeols Coulet.
Commissioner

Junes, 2018

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology (DolT) to amend an" existing sole
source agreement with Legal Files Software. Inc. Vendor #168989, 801 S. Durkin Dr..
Springfield. IL 62704, by increasing the Price Limitation by $37,174 from $117,564 to
$154,738, for the provision of data conversion, implementation and training services to the
Department of Health and Human Services (DHHS) for their existing Legal Files case tracking
software and by extending the contract Completion Date from June 30. 2018 to June 30, 2020,
effective upon approval by the Governor and Executive Council. The original agreement was
approved by the Govemor and Executive Council on August 22"^. 2012 (-Item #11).

Source of Funds; 100% Other (Agency Class 027) funds; The Agency Class 027 used
by DHHS to reimburse DolT for this work will be 63.51% Federal funds and 36.49% General
funds.

Funds are available in the following account for SFY 2019, and are anticipated to be
available in SFY 2020, upon the availability and continued appropriation of funds in the future
operating budget, with authority to adjust encurribrances between State Fiscal Years through
the Budget Office without further approval from tfie Govemor and Executive Council, if needed
and justified. j

i

CATff-DEPT#-AGENCYtf-ACnVITY#-ACaG ]
UNrr«-DEPT NAME-Acac UNIT NAft/IE

CLASS-OBJEa-ACCOUNT DESC

FYZOIS FY2020
TOTAL

AMOUNT

01-03-03-030010-76950000-Ooir-IT for DHHS;
038-S09038 Agency Application Software
Job Number-03950174

S18,313 $18,861 $37,174
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EXPLANATION

The original agreement and this amendment are sole source due to the proprietary
nature of. this software. There is no other vendor that can access the underlying code, or
provide ongoing support and maintenance.

The purpose for this request is to allow the Contractor to continue to provide support
and maintenance for the Legal Files software datab^se, which is used by the Estate Recovery
Unit as a case management system. Extending tlie contract will allow the DHHS Bureau of
General Counsel to complete the design and t)uild process so that the Legal Files software can
be used as the case management system for DHHS Bureau of General Counsel to manage its
caseload, including 91-A requests. This will provide the capability to track each request and
response, and ensure that critical deadlines are being met. The DHHS Bureau of General
Counsel currently does not have a case management system.

Extending the Contract Completion Date will also allow DHHS to explore the potential of
the Legal Files software as a possible solution to best manage DHHS appeals.at the
Administrative Appeals Unit (AAU). The current AAU docket management system is built on a
Microsoft Access ® database that is limited in function, and may be failing due to size.

Legal Files case management software provides a benefit to the State with
improvements to invoice tracking, payment, and recovery of Medicaid funds by the Estates
Recovery Unit. The software replaces manual data entry, and greatly reduces duplication of
work, which allows for more resources to be applied to the recovery of Medicaid funds that are
owed to the State.

, The DHHS Bureau of General Counsel provides legal support to all Divisions of DHHS.
By implementing the Legal Files software as its case management system, The Bureau will
improve its ability to manage its caseload, and ensure that critical deadlines are met when
responding to 91-A requests.

Should the Governor and Executive Council not authorize this request, the Estates
Recovery Unit may not have access to timely support for maintenance issues that may arise
with the Legal Files system. The DHHS Bureau of General Counsel may not be able to
develop a case management system for tracking and responding to 91-A requests, and AAU
may not be able to implement a docket management system for DHHS appeals.

The following performance measures/objectives will be used to measure the
effectiveness of the agreement:

• Ability to track 91-A requests will be assessed when design process is complete.
• Assessment of improved efficiency of legal sen/ices will be conducted
• Reporting functions will be tested ■
•  Feasibility as AAU docket management system will be assessed

Area served: Statewide.
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In the event that the Other Funds become no longer available, General Funds will not
be requested to support this program. -*

Respectfully Submitted,

DG/ik

DolT#2012-085A

RID: 36141

Denis Goulet

Commissioner

,«|W(Approved by:

J^ey A. Meyers
Commissioner

"tnnovotlve Technologies Today for New Hampshire's Tomorrow'
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New Hampshire Department of Information Technology
DHHS Legal Files

State of New Hampshire
Department of InfonnatiGn Technology

Amendment #1 to the DHHS Legal Files Contract

This 1® Amendment to the DHHS Legal Files contract (hereinafter referred to as "Amendment #1") dated
this 24^ day of May, 2018, Is by and between the State of New Hampshire, Department of Information
Technology, (hereinafter referred to as the "State" or "Department or Doin and Legal Files Software.
Inc.-,'(hereinafter referred to as "the Contractor"), a corporation with a place of business at 801 S. Durkin
Dr. Springfield. IL 62704.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Coundl
on August 22'*', 2012 Otem #11), the Contractor agreed to perfonn certain services based upon the tenns
and conditions spedfied in the Contract and in consideration of certain sums specified; and

WHEREAS, the State end the Contractor have agreed to make changes to the scope of work, payment
schedules and terms and conditions of the contract; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the State may modify the scope
of work and the payment schedule of the contract upon written agreement of the parties and approval
from the Governor and Executive Coundl; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, and
modify the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions
contained In the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions. Block 1.1, State Agency Name, add: New Hampshire Department
of Health and Human Services.

2. Form P-37 Genera) Provisions, Block 1.7, Completion Date, to read:

June 20.2020.

3. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$154,738.

4. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:

E. Maria Reinemann, Esq., Director of Contrads and Procurement •

5. Form P-37, General Provisions, Block 1.10, Sfete Agency Telephone Number, to read:

603-271-9330. , '

.  6. Exhibit A, Statement of Work, Section 5, Contact Admlnislratlon, Subsection 5.2, State Contract
Manager, to read:

Frank 5. Nachman

Department of Health and Human Services

Office of Medicaid and Bushess Policy

129 Pleasant Street

Concord, NH 03301

Tei: 603-271-9228

Email: frank.nachman@dhhs.nh.gov

Legal FUm Sontvart. Inc. Amendment #1
SS-2012-OCOM-85-LEOAL Page 1 ol 4
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7. Exhibit A. Statement of Work, Section 6. Statement of Work/Timefrarne/Suppoit and
Maintenance, Subsection 6.1, Statement of Work, Paragraph 6.1.2 Total Data Corwersion
Services, Subparagraph 7, Project Managers. The Project Manager(s) for NH DHHS Is;, to read:

Frank D. Nachman

Department of Health and Human Services

Office of Medicaid and Busress Policy

129 Pleasant Street

Concord. NH 03301

Tel: 603-271-9228

Email: frar1k.nachman@dhhs.nh.90v

8. Exhibit B, Payment Schedule, Section 2, Fixed Price Payment Schedule Total Data Conversion
Services, Paragraph C. to read:

Maintenance and support services, based on sixty-two (62) application licenses, seven
(7) client server licenses, and two (2) server licenses, annual total maintenance and
support services are defined as follows:

SFY '2014 - Support and Maintenance $15,796.00

SFY 2015 - Support and Maintenance 316,270.00

SFY 2016 - Support and Maintenance $16,758.00

SFY 2017 - Support and Maintenance $17,261.00

SFY 2018 - Support and Marntenance $17,779.00

. SFY 2019-Support and Maintenance $18,313.00

SFY 2020- Support and Maintenanre $18,861.00

TOTAL MAlhh'ENANCE AND SUPPORT SERVICES $121,038.00

9. Exhibit B, Payment Schedule, Section 3, Payments. Subsection 2, to read;

2. Send all invoices to:

Frank 0. Nachman

Department of Health and Human Services

Office of Medicaid and Bushess Policy

129 Pleasant Street

Concord, NH 03301

Tel; 603-271-9228

Email: frank.nachman@dhhs.nh.gov

10. Delete Erd^lblt I Version 8/6/2012, HIPAA Agreement, In its entirety and replace with: Exhibit I
Amendment #1 Version 3/2014, Health Insurance Portability Act Business Associate Agreement

11. Add Exhibit K, DHHS information Security Requirements.

Lega) FVm Softwvo. Inc. Amendment «1
SS-2012-OCOM-e3-LEGAL Pago 2 ol 4
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New Hampshire Department of Health and Human Services
DHHS Legal Rles

This amendment shall be effective upon the date of Governor and Executive Council approval.
IN WITNESS WHEREOF, the parties have set their hands as of the date written below.

State of New Hampshire
Department of Infarniation Technology

Date I^nis Goulet

Commissioner

State of New Hampshire
Depactinent of Health and Human Services

Date Jewey a. Meyers
Commissioner

Legal Files Software, Inc.

Date Nam6^
Title:

I  -
"3d

Acknowledgement of Contractor's signature:

State of County of :4=.on kjt
llredtly ab6ve,

before the
undersigned officer, personally appeared the p^i^n identified diredtly ab6ve, or satisfactorily proven to
be the person whose name is signed above, anoacknowiedged that s/he executed this document in the
capacity indicated above.

re of Notary Public or Justice of the PeaceS na

cLa
^FICIALSEAL'

'RICHARDS
KOTWPUflUC. STATE Of itUNOs
M)f Commission

Name and Title of Notary or Jusuce of the

My Commission Expires: ^ 1 ^

Legal FDet Software, Inc.
SS^012-OCOM-65-l£GAL

Aniendmenti^

Page 3 of 4
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New Hampshire Department of Information Technology
DHH8 Legal Plies

The preceding AmendmenV having been reviewed by this office, is'approved as to form,, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

dllllK.
Oat© ' f Nfme: ^ ^ D

I hereby certify that the foregoing Amendment was approved by the Govemor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFRCe OF THE SECRCTARY OF STATE

Date Name:
TWe:

Laga) FDn SotNrer*. inc. Amendmant 91
SS-2012-OCOM-6M.EQAL Page 4 0(4
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New Hampshire Department of Health and Human Services

Exhibit 1 - Amendment #1

HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSOCIATE AGREEMEhfT

The Contractor Identified In Section 1.3 of the General Provisions of the ̂ reement agrees to
comply with the Health Insurance Portability and Accountablli^ Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually ldentifiat>le Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defin^ herein, 'Business
Associate' shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and 'Covered
Enttty" shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Poflnltlons.

a. 'Breach' shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

b. 'Business Associate' has the meaning given such term in section 160.103 of Title 45. Code
of Federal Regulations.

c. "Covered Entity* has the meaning given such term in section 160.103 of 1160 45,
Code of Federal Regulations.

d. 'Desionated Record Set' shall have the same meaning as. the term 'designated record sef
In 45 CFR Section 164.501.

e. 'Data AQareoation' shall have the same meaning as the term 'data aggregation' in 45 CFR
Section 164.501.

f. 'Health Care Qoerations' shall have the same meaning as the term 'health care operations'
in 45 CFR Section 164.601.

g. 'HITECH AcT means the Health Information Technology for Economic and Clinical Health
Act. TrtleXIII, Subtitle 0. Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. 'HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Siacurity of Individually identifiable Health
Information. 45 CFR Parts 160,162 and 164 and amendments thereto.

I. 'Indh/idual' shall have the same meaning as the term "Indivlduar In 45 CFR Section 160.103
and shall Include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. 'Privacy Rule' shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. 'Protected Health Information' shall have the same meaning as the term 'protected health
Information' in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behatf of Covered Entity.

3/2014 ExhlWll /VnendmeniM Contrador tnK)
KesBh InsurenM PoilA&CHy Act
Butlnete A»soci4la Aoreement

Page 1 of 6 ■ Date
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New Hampshire Department of Health and Human Servlcea

Exhibit I Amendment #1

I. 'Required bv Law* shall have the same meaning as the term 'required by law* In 45 CFR
Section 164.103.

m. 'Secretarv* shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Security Rule' shall mean the Security Standards for the Protection of Electronic Protected
Health information at 45 CFR Part 164, Subpart C. and amendrhents thereto.

0. 'Unsecured Protected Health Information' means protected health Information that Is not
secured by a technology standard that renders protected health information unusable,
unreadable, or Indecipherable to unauthorized individuals and is developed or endors^ by
a standards developing organization that Is accredited by the American National Standards
Institute.

N

p. Other Definitions - AH terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164. as amended from time to time, and the
HITECH

Act

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, di^ose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement Further, Business Associate, Including but not limited to all
Its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.
>

c. To the extent Business Associate is permitted under the Agreenrtent to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentialiy and
used or further disclosed only as required by law or for the purpose for which It was
disclosed to the third party; and (10 an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not. unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a ,
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

3/2014 ExNbU I Amendnienl rt Contractor
Hulih Irturanoe Portatfllly Act
BininMS Associate Agreement

Page 2 of 6 D«1»
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New Hampshire Department of Health and Human Services

Exhibit I Amendment

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered ErYtity has agr^ to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such addrtionai restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security Incident that may have an Impact on the
protected health information of the Covered Entity.

b. The Business Associate shall Immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

0 The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

0 The unauthorized person used the protected health Information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed
0 The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and Immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its intemal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein. Including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receiving Ph

3/2014 I Amendment Ccntrador Inll

Heetih Insurance PortabOly Ad
Business Assodete A^reemoni

Page 3 of 6 Dels
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New Hampshire Department of Health and Human Services

Exhibit 1 Amendment #1

pursuant to this Agreement, vi/ith rights of enforcement and indemntficatipn from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health Information.

f. Within Frve (5) business days of receipt of a written request from Covered Entity.
Business Associate shall make available during normal business hours at its offices ad
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement

g. Within ten (10) business days of receiving a written request from Covered Entity.
Business Associate shad provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual In order to meet the
requirements under 45 CFR Se^on 164.524.

h. Wrthin ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained In a Designated Record
Set the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to futfiil its
obligations under 45 CFR Section 164.526.

1. Business Associate shall document such disclosures of PHI and information related to

such disclosures as would be required for Covered Entity to respond to a request by an
Indh/idua) for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

J. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to futfit] Its obligations
to provide an accounting of disclosures with respect to PHI In accordance with 45 CFR
Section 164.528.

k. In the event any Individual requests access to, amendment of, or accounting of PHI
directly .from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
Individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the indivlduafs request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity,' all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If retum or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement. Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction Infeaslble, for so long as Business

3/2014 Exhibtt I Amendment #1 Conlrsctor

Keefi/t Insurance Po/tatStyAct
Business Assodete Agreement

Page 4 of 6 Oela
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Associate maintains such PMI. If Covered Entity. In Its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obllnatlons of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in Its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptfy notify Business Associate of any changes In, or revocation
of permission provided to Covered Entity by individuals whose PH) may be used or
disclosed by Busing Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covert Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Reoulatorv References. All terms used, but not otherwise defined herein,
shall have the same meanirig as those terms In the Privacy and Security Rule, amended

'  from time to time. A reference In the Agreement, as amended to include this Exhibit I, to
a Section In the Privacy and Security Rule means the Section as In effect or as
amended.

b. Amendment Covered Entity and Business Associate agree to take such action as Is
necessary to amend the Agreement, from time to time as Is necessary for Covered
Entity to comply with the changes In the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on t>ehalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity In the Agreement shall be resol
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

3/2014 ExNUl I Amendment ei ConSrector InJ:
Heatth Insunnoe portebfltty Ad
Business Aatoclsts Agreement
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e. Seoreoation. if any term or conditjon of this Exhibit I or the application thereof to any
per&on(8) or circumstance Is held Invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

f. Survival. Provisions In this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

State

ture of Authorized Representative

ipresentatName of Authorized Representative
DiitK Cumimw

Title of Authodzed Representative

h
Date

Name^of the Contractor

Signature of Authorized Representative

Name of Authorized Representative

C/.o
Title of Authorized Representative

s" /-^-V/zr
Date

3/2014 ExNWi I Amendment *1

Heelth Imur&nce Poftsbflity Ad
Buslnns Auodate Aoreement
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Date
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document

1. 'Breach' means the loss of control, compromise, unauthorized, disclosure,
unauthorized acquisition, unauthorized access, or any similar temi referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally Identifiable
Information, whether physical or electronic. With regard to Protected Health
Information,' Breach" shall have the same meaning as the term 'Breach' in section
164.402 of Title 45, Code of Federal Regulations.

2. 'Computer Security Incident* shall have the same meaning 'Computer Security
Incident" In section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. <

3. 'Confidential Information" or "Confidential Data" means all confidential Information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records. Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the De^rtment of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This infonmation includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI). Personal Financial
Information (PFI), Federal Tax Information (FTl), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential Information.

4. 'End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derfvativa data In accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. 'Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or,
consent. Incidents Include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modrficatjon or destruction.

7. "Open Wireless Network* means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) wlii be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,

/ PH) or confidential DHHS data.

8. "Personal Information" (or "PI") means Information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined In New Hampshire RSA 359-C:19, blometric records, etc.,
alone, or when combined with other personal or identifying Information which Is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9.. 'Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information' (or "PHI") has the same meaning as provided In the
definition of'Protected Health Information'! in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164. Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or Indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organlzation that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit confidential Information
exoept as reasonably necessary as outlined under this Contract Further. Contractor,
including but not limited to all Its directors, officers, employees and agents, must rK)t
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The contractor must not disclose any Confidential Information In response to a
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request for disclosure on the basis that it is required by law, In response to. a
subpoena, etc., without fi^ notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of Inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidentiai Data between applications, the Contractor attests the applications have
been .evaluated by an expert knowledgeable In cyber security and that said
application's encryption capabilities ensure secure transmission via the internet

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email Is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confldential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidentiai Data.

6. Ground Mail Service. End User may only transmit Confiderttial Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portabie devices to transmit
Confidentia) Data said devices-must be encrypted and password-protected.

6. Open Wireless Networks. End User may not transmit Confidential Data via an open

V4. Last updats 04.04.20.16 ExMbRK Contractor InMals.
DHHS Informodon .

Sacuitty RoquJranionts
PagaSofO Data!



Docusign Envelope ID: 93E157AB-EE6E-49E6-B858-77147E83C7DD

New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Reiqulrements

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User Is employing remote communication to
access or- transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(8) or laptop from which infbrmatlon will be
transmitted or accessed.

10. SSH nie Transfer Protocol (SFTP), also known as Secure RIe Transfer Protocol, if
End U^r is employing an SFTP to transhfiit Confidential Data, End User will
structure the Folder and access privileges to prevent Inappropriate disdosure of
irifdrmaticn. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (I.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

III. RETENTION AND DISPOSmON OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days, to destroy the data and any
derivative in whatever form it may exist, unless, othenvtse required ̂  law or permitted
under this Contract. To this end, the parties must:

A. Retention

' 1. The Contractor agrees it will not store, transfer or process data collected In
connection with the senrices rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or doud storage capabilities, and Includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for Its End
Users In support of protecting Department confidential Information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and Identified In section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be In a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have ■
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, antt-spyware, and anti-maiware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures Its complete cooperation with the State's
Chief Information Officer In the detection of any security vulnerability of the hosting

>  infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on Its systems (or Its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing,, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NiST Sp^al Publication 800-68, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology. U. S.
Department of Commerce. The Contractor will document and certify In writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include ail details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy ail hard copies of Confidentjal Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential Information collected, processed, managed, and/or stored In the delivery
of contracted sen/ices.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transfonnation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit or store Department confidential Information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are In place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for Its End
Users in support of protecting Department confidential Information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an intemal process or processes that defines specific security
expectatJons. and monitoring compliance to security requirements that at a minimum
match those for the Contractor, Including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and.Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to. any Department system(8). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

\

8. If the Department.determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work wHh the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agr^ment by
the Contractor, or the Department rnay request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent Is obtained from the Infbrmatlorv Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, prorhptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery frorn

V4.'Last vpd8td 04.04.2018 ExMbHK Contractor I
DHHS information

Socurity Roqiiramanti tr'l^bliP
P8ge6of9 OaiaO/-iT^//



Docusign Envelope ID: 93E157AB-EE6E-49E6-B858-77147E83C7DD

New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephor^e call center services necessary due to
the breach.

12. Contractor^must, comply with all applicable statutes and regulations regarding the
privacy and 8ecui% of Confidential Information, and must in all other respects
maintain the privacy and security of Pi and PHI at a level and scope that is not less

.  than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5. U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b). HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for Indhridualiy Identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to It. The safeguards must provide a level and
scope of security that Is not less than the level and scope of security requirements
established by the State of New Hampshire, Departrhent of Information Technology.
Refer to Vendor Resourca^Procurement at https7/www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented txeach notification and Incident
response process. The Contractor will notify the Slate's Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor leams of Its occurrence. This includes a
confidential Information breach, computer security incident, or suspected breach
which affects or Includes any State of New Hampshire systems that connect to tfie
State of New Hampshire networlc.

15. Corrtractor rriust restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties In connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced In Sectlori IV A. above,
irnplemented to protect ConfidBntial Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this Information at all times.

c. ensure that laptops and other electronic devices/media containing PHI. PI, or
PR are encrypted and passvimrd-protected.

d. send emails containing Confidential Information only If encrvpted and being
sent to and being receiVBd by email addresses of persons authorized to
receive such information.
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^ 6. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
Identifiable data derived from DHHS Data, must be stored In an area that Is
physically and technologlcdlly secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
blometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encry^ed at all times vrhen in transit, at rest, or when
stored on portable media as required In section IV above.

h. In all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

1. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for' oversight and compliance of their End Users. DHHS
reserves the right to conduct onslte inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer, Information Security Office and
Program Manager of any Security Incidents and Breaches within two (2) hours of the
time that the Contractor learns of their occurrence.

The Contractor must further handle and report Incidents and Breaches Involving PHI In
accordance with the agenc/s documented Incident Handling and Breach Notification
procedures and In accordance with 42 C.F.R. §§ 431.300 - 308. In addition to, and
notwithstanding. Contractor's compliance with ail applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4.- Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate PI must tie addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange Issues:

DHHSInfonmationSecurftyOffice@dhhs.nh.gov

B. DHHS contacts for Privacy issues:

DHHSPrivacyOfficer@dhhs.nh.gov

C. DHHS contact for Information Security Issues:

DHHSInformationSecurityOffice@dhhs.nh.gov
D. DHHS contact for Breach notifications:

DHHSInfonmationSecurityOffice@dhhs.nh.gov

DHHSPrivacy.Officer@dhhs.nh.gov
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Haacn Dfv Concord, NH 033O2

Fex: 603-271.1516 TDD Access: 1-500.735-2964

www.nh.{»ov/doi(

S. William Roj^ers
Commasionv

August 2012 •

His Excellency, Governor John Lynch
and the Honorable Executive Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology (DoIT) to enter into a SOLE
SOURCE contract with L^gal Files Software, Inc. ("Legal Files"), of Springfield, IL (Vendor H
168989) in the amount of SI 17,564.00 to provide data conversion, implementation, and training
services to the Department of Health and Human Services* for their existing Legal Files case
tracking software effective upon Governor and Executive Council approval through June 30,
2018.

lOOVe Other (Agency Class 027) funds: the Agency Class 027 used by the
Department of Health and Human Services to reimburse DolT for this work will be 58%
C^oeral and 42% Federal Funding is anticipated, to be available in SFY 2014 through SPY
2018 upon the availability and continued appropriation of funds in future operating budgets with
authority to adjust encumbrances in each of the State fiscal years through the Budget Office if
needed and justified.

FY

CAT#-DEPTl!t-AGENCY#-ACTrvrry#.ACCTG UNIT#-

DEPT NAME-AGENCY NAME-ACCTG UNIT NAME

CLASS COliE-ACeOUNT CODE -CLASS TITLE
JOBn AMOUNT

2013 01-03.03-030010-76950000.- DoIT- ITforDHHS
046-S00465 - Consultants

03930154 S33.700

2013 01-03-03-030010-76950000 - DoIT- H for DHHS
038-509038 -r Tcchnoliicy - Software

03950154 515,796

2014 01-03-03-030010-76950000 - DoIT- IT for DHHS

038-509038 - Technology • Softwore
03950154 J 16.270

2015 01-03-03-030010-76950000 - DoIT- IT forDHHS
038-509038 — Tcclinolottv • Software

03950(54 516,758

2016 01-03-03-030010-76950000 - DoIT- IT for DHHS

038-509038- Techaolojiy- Software

03950154 517.261

2017 01-03-03-030010-76950000 - DoIT- IT for DHHS
038-509038 - Tcchnolosv - Sofrivare

03950154 5(7,779

CON-tRACt AMOUNT 5117,564
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His JExceDcncy, Governor John Lynch
and Honorable Executive Council

August 8,2012
Page 2

EXPLANATION

This contract is SOLE SOURCE due to the proprietafy nature of this soflwere. There is
no other vendor that can access the underlying code or provide ongoing support and
maintenance.

The Legal Files case management software was purchased in 2007 by the Dcpartmcnl of
Health and Human Services ("DHHS") under a statewide conlruct 2002-002 Legal Case
Management System for use in the Estates Recovery Unit of the Office of Operations Support.
The software was installed and the project has been in the testing and training phase. Legal Files
implementation services arc now i-equircd to move this application into the production phase of
tlie project so that it may be used by the attorneys in the Unit, the statewide contract (2003-002)
has since expired so a new contract has been negotiated to provide these necessary services.

Under this contract. Legal Files will perform data mapping and conversion of the Estates
Recovery Units ("ERU") access daiobasc, in order to move the Legal Files sofhvare into
production and use by the ERU. Additionally, Legal Files Software Inc. will provide consullalion
services and possibly custom software development to allow the ERU to import both contact and
other case information from severaJ sources into the Legal Files software database. DHHS will
also require training from Legal Files on both the web based and client server based versions of
its software. '

Without the data conversion and information imports, the Legal files software will be
useless-to the Estates Recovery Unit. Without training. DFTHS siafT would have great difficulty
in utilizing the Legal Files software and would continue using its existing bcccss database, which
is approaching the end of its useful life. As a result, the funds ah-eady invested in the Legal Files
software would be wasted. Once the ERU is in production mode, it is anticipated that other units
within the Office of Operations Support will nrmke use of the software.

Benefits to DHHS include improved case management functions for the ERU, enhanced
tracking of invoices, payments, and recoveries, and the reduction of duplication of work. These
efficiencies will reduce staff lime previously used for manual data entry and allow more time to
be spent on recoveries of Medicaid funds owed to the state. It will also allow more detailed,
reporting of those recoveries for budgeting and other purposes

I

100% Other (Agency Class 027) funds: the Agency Class 027 used by the
DepartmcnC of HeoJth and Human Services to reimburse DoIT for this work will be 58%
General and 42% Federal.

1 respectfully request your approval of this conlracL

Respectfully submitted,

S. William Rogers

SWR/iim

RID ft 12697

2012-083
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Haten Or. Concord. NH 0330-1

Fax: 603-271-1516 TDD Access: l-fiUO-735-2964

www.nJ».}>ov/doil

S. Willmm Rogers
Commixsionev

August 8, 2012

Nicholas Tounipas, Commissioner
State of New Hampshire
Dcponmcnl of Health end Humon Services

129 Pleasant Strcci

Concord, NH 0330.1-3857

Dear Commissioner Toumpas:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency's request to enter into a coniracl with Legal Flics, Inc. of
Springfield, IL, for die pi-ovision of implementation and data conversion services for the [.egal
Files case management application, as described below and referenced as DolT No. 2012-08S.

This contract authorizes Legal Files to provide data conversion, software
implcmeiitation, training, and support and maintenance services for the Legal Files
case management application owned by the Department of Health and Human
Services, Office of Operations Support, Estates Recovery Units (ERU) access
database, in order to move the Legal Files software into production. The amount of
the contract is SI 17,564.00. and it shall be effective upon Governor and Executive
Council approval tJtrough June 30, 2018.

A copy of this Icitcr should accompany the Department of Health and Human Services'
submission to Governor and Executive Council.

Sincerely

S. William Rogers

SWK/hm

RFI' 2012-085

AAI%RrDtf 12697

cc: Jonathan Gallo, DHHS
Leslie Mason. DolT
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C,

Managing what matters to you.

April 10, 2012

Mr. Jonathan Gallo

Office of Information Services

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Mr. Gallo:

This is in response to your request-on April 10^, 2012 regarding a sole source letter for any
service relating to Legal Files Software. Legal Files Software, Inc. is the sole source for both our
maintenance and support services and any custom service such as data conversion or training for
our case and matter management software program called Legal Files.

If you have any questions or need additional information, just give me a call or email me at (800)
500-0537 Ext. 247 or Gordon.Hack@LcgalFiles.com.

Gordon Hack

Director of Sales

Legal Res Software loc*S01 S. Durldn Dftve Spnrtgrield. IL 6271)4*217.726.6006«fax 217.726.7777*wyrw.Legslflles.com
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Subjcci: OHH.S I Files Comraci
FORM NUMMIjR l'.37 ( vcrxluii I/DO)

ACUEIlMENT

TIic Siait orWcw Humpshirc nn<J Ihc Coiitruclor hereby timlually ngrcc ns rollows;

GENERAL I'UOVISIONS

J. . II)ENTIFICATK»N.

I. I Sintc Aj;aicy NtinK

l)ep:ir(mcii( uf Inrnrmatinn Tcclinul(i<;y
1.2 Sintu A^iiiicy Ad(lr(s«S'

27 Hnzcii Drive

Concord, NH 03301
I.." Conlrocior Nnnie

Legal Filcij Soff>s*sirc, inc.

I..*! ConirHciut Pbotie

Number

(800) 500-0537

i.6 Accomil Niinibci'

0 l0.003-7r>'/5-0300-046-0465

OIO-d03-769S-0300-D38-9038

1.4 Conlnicior A(Jdrc.s.s

801 S. DurUiii Drive

Sprintificld, llliiiols 62704
1.7 Cotiiplcfion Dflic

.Iiniu 30, 2018

/.K Price Litulmiicxi

5117,564.00

1.9 CoJiirnciinj; OfTictr CorSinlc Agcney

S. Willinm Rogers, Commissioner

i. 10 8(/iic Agency Tcicphone Number

603-271-2843 •
1. 1 1 Cqntmcior Signaiurc

dc

i l A^
awledgeincni; Sioted

1.12 Njinic ajid Tilic of Conirnctor Siynaiory

5b.liniy of

73"
On before the undcrstyiied ofTicer. personally appeared the person itlcniificd In block I.IS.orMiiifRaorlly"
proveiTto^he person whose name is signed in block l.i). and acknowledged ihai&Oie executed this documcn'i in thecnpnciiy'
indicnied in block 1.12.

i.13.1 Signature ofNoitu^Niblicor Jusiiucoflhc Pence

I .[35^amc and Title ofNotofy orjtjsiice of the Peace

JEAN RICHARDS
official SEAl

I. ''o'o'y PuWic. Siaooi Xlinoi*
Mv Commisiioft E«ciiie.%

SuniAmiiof 1-n

1.14 SiBle A^aicy^jyiaturc 1.15 Name and Tille ofStnle Agency Signatory

.16 Approval by tlic N.H. Ocpartmcai ofAdnilnisirntion, Division of Hcrsonnel (ifapplicuhte)

By; Director. On;

(.17 Apj)roval hy Die ̂ tlimcy pdncjfil (Form. Snbslnncc and E.scciilion)

8 / -^ / / 5!
Jl

1.18 Appfovif/by the G^ffoor and txccuiivc Council

By; (;n:
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2. liMrLOYMlCNTOKCONTRACrOR/SERVICBS TO

OR I'ERI'ORMRI). ThcSialc ofNcW Hainpjiiirc, ocline
Ihrod^j) thefifency ideiitiriMl in block I.I ("Slate"), engages
conlfaclor IcJcnlificd In block 1.3 ("Conirnclor") lo pcrrorm,
one) (he Conirocinr shall perform, ihe work or sale of goods, or
both, IdcnliHcd ond more particulnHy described in Ihe atinchcd
EXHIBIT A wlilcli is iiKorporatcd herein hy reference
("Services").

3. RPPECTiVE DATE/COMI'LETION 01- SERVICES.
3.) No(withslfliiding tiny pmvisiun ofthis Agreement (o the
conimry, and subject to ihe approvul of (he Governor and
Exccmive Council of ihe Suite of New Hanipshtre, (his
Agrecnicnl, and atl ob'igniions of the panics heretindcr. shall
nnl become cfCecu'vc until the dote tiie Governor ond
Executive Council approve (his Agreement ("Effeciivu Dale").
3.2 If Clie-Coiumcior commences the Services prior to ihe
EfTcclive Dole,'nil Services performed by the Contrticior prior
to the Effeciive Dale shall be perfomted at the sole risk of the
Contractor, nnd in the evait tiiat this Agreement does not
become eflectivc, Ihe Sinle shall have no liability to tlie
Contractor, including without lltniiatlon, any obligation to pay
liic Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONALNATUREOFACREEIVIENT.

Notwithstanding any provision of this Agreement to the
comrary, all ohiigaiions of (lie State hereunder, including,
witiioui limitation, the continuance of poyments hereundcr, are
conlin^einufwiviKc'avaliabiliry'and continued appropriation
pf fiii^ils. .nti'd in no evpni ̂htill the Suie be iinbie for any
ptiyinCnis licrcimdcr in.excess-.of'dtHfb available appmprinled
fpniLs. In'tlicrcveiil.offi rcdiicrioft-'or lerminaiion of
appropri.'iietl riinVl.s,»d)b SlotC/j^nlj-hpVe ilit rig)ii.io wltlihold
pa/rhcni u.rilil..tiicl> funds ̂cTtme-ayailahle. rf ever, and shall
have ihl:.right tn tcifninatc this A^grmncnl immediately upOfi
gjvihgihcC^mri)Ci<irr)Oiiccofsuch tcfminolion. 'fh.f; Siotc
shJill liol Iw required to irnnsfcr funils fmirt any dlher account
tirthc.Accoiinl idcnirri'cct'in'b){>cK l.bi In^tlic cvcili-ftiiids iivllial
Account arc reduced or unavailable.

5. CONTRACT" PRICE/PltlCE LIMITATION/
PAVMENT.

5..i "hie controcT price,-mellidd drp"Jty»i^,.aml.iennsof
payfhcni pre idoliti.fi.cd and-Aiorc particulRfly described in
EXHIIBIT B-flkhich .is ipcorpOnued licrqiu by rcfcrciicc.
5.'2 Tljc payirttni By the ̂ tatc of iltc conthiw pfice shall .h.fc lhc
nn'ly and (lic-camplclc reimbtirscmchi iq.iB.c Cdnirncior for Ml
expenses, »'f whaicycr ndture Incuited by.-lhe Contractor in the
pcrfoimanci hcrcof.-and shall be'thp only nnd (lictMntplcic
compcnshilon.lo thbCoriiltict.ur for tl«.S<iry,iccs. Tlic State
sli,nl),h8ve no.linhillty I'n the (Tonupanr. other than Uie contmct
price.
5.3 The Slate reserves the right to offset from any amounts
ochcrwise payable lo the Conlraclor under this Agreement
(Itosc liquidated omoums required or permitted by N.H. RSa
gO-.7 through RSA 80;7-c or any other provision of law.

S.4 Nntwiihsianding tuiy provision in Utis Agreement to the
conlntry, nnd noiwithstnnding unexpecicd circumstances, in
no event slinll the total of all payments autlioritcd^ or actually
mudc heretinder, exceed the Price Limilotion sci forth in hlock
1.8.

6. COMPLIANCE ItY CONTUACrOk WITH LAWS

AND KCCULATJONS/ EQUAL EMPLOYMENT
OPPORTUNm'.

' C. I In conneetion with the pcrfomumce Of the Services, the
Conimcior sluill comply with all stniutes. laws, rcgulniions,
and orders of fcdcml, sinic, county or municipal authorities
winch impose luiy obligation ur duty upon the Comrncior,
including, hut not Ilmiled lo, civil rights and equn) opportunity
lows, In addition, the Conlraeior shall comply with ell
applicable copyright laws.
6.2 During Ihe term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment became of race, color, religion, creed, age, sex,
handicap^ sexual orientation, or national origin and will take
offirmative action to prevent such discriniinntion.
6.3 If this Agreement is funded in any part by monies of the
United States, tlic Contractor shall comply with all the
provisions ofExecuiive Order No. 11246 ("Equal
Employment Opportunity'*), as .supplemented by Uie
regulations of the United States Department of Labor (41
C.F.R. Pan 60). and with any rules, regulations and guidelines
as the Stale of New Hampshire or the United Stales issue to
implement ilicsc regulations. The Contracior further agrees to
permit Ihe Slate or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with ail rules, regulations and orders,
and the covenants, tcmis and conditions of this AgrecmenL

7. PERSONNEL

7.1 Tlie Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in (he Services shall be ■
qualified to perform the Services, and shall be properly
licensed and otherwise auUioriacd to dn so under all applicable
law.<:.

7.2 Unless otherwise authorized In writing, during lire term of
this Agreemoti, and for a period of six (6) months after the
Completion Onie in block 1.7. the Conirnctor shall not hire,
and shall not pcnnit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services lo hire, any person who is a Stale
employee or ofTiciol, who is materially involved in tlie
procuremcnl. administration or performance of this
Agreement. Thi.s provision shall survive termination of tliis
Agreement.

7.3 The Coniructing Officer specified in block 1.9. or his or
her successor, shall be the State's representative. In the event
of any dispute coiiceming the interpretation of this Agreement,
the Contracting Officer's deci.slon sliall he final for the Slate.

Page 2
Conlraclor Iniiials
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or n>ore of the following acts or omissions of'Ihe
Cnnimciorsholl amsiiiuic nii event ordclituli hcreunda'
("EvcnlcfDcrnult"):
8.1.1 rttilitrc in perfonn Ibc Service^ soiisrflclorily nr on
sehudule;

8.1.2 rBitiirc In submil iiiiy report rcgciired hcrctiixlcn tind/ur
K. 13 faihrrc lu iterfonn iiiiy other covanuii, (crnt or cuiidiiion
oflliis Agrccmcnl.
8.2 Upon Ihc occutrcncc of'n/iy .Rv'cni or D.ufiii)li. ihe SlOie
iniiy lake nny unc. or more, or alh ntdib rojlowhi^ iiclions:
8.2.1 give Ihc Conioeior n wriiicn.notice specifying the Evcni
orDcfAiill ond requiring ll lu he rciiicdjcd widun. in Ilic
absence of n grcntcr or (csscr spcciriciiion ol'iimc, iliirty (30)
(loys fron' llic dnieof (he noiicc; nnd if the Event urOefiiull is
no' timely rcmuJicd. ti:n-|>inal<; tliis AgreemciU, crTtxtive Iwu
(2) duys nOer giving'die Ciuntntelcr notice oricmiintition;
8.2.2 give lite Contractor a written notice specifying ilic Event
orOernult and .(uspciuling nil piiymcnts to be mnde under ihis
Agreement and entering ihni thc portinn of the coniruci price
wliicit would otherwise eccrtie to the Conlmctor during the
period front the dnie ur.<iudi notice imtil sucli time ns (he Sintc
deiemtines that the Conlmctor hns cured the Event of Default

shnll never be paid to the Contrnctor,
8.2.3 set ofTogainit any other obligniioits tlic Sinie may owe to
the Contraelor any dantages the Stole suffers by reason of nny
Event of Dermili; Qiid/or

8.2.4 trcni the Agreentenl as brendtcd and pursue any of its
remedies at Inw or in equity, or both.

9. data/access/confidentiality/

PRESERVATION.

9.1 As used in this Agreenienl. titc word "dnto" shall mean all
information and things developed or obtnincd during die
perforntuiice of. or acquired or developed by reason of, this
Agreanent, including, but not lintited lo. nil studies, reports,
nies. formulae, .surveys, mops, charts, sound recordings, video
recordings, pictorial reproductions, drawings, nnoiyses.
graphic reprc-sentsiions. computer programs, computer
printouts, notes, letters. moTtor.indu, papers, nnd documems.
oil whether ftnlshcd or unfinished.

9.2 Ail data nnd ony prO))cr(y which hos been rccetverl from
the Slate or |Hireh(t5cd with funds provided for thnl piirpo.se
under this Agreement, shnll be the properly of the State, and
sIiaI) be returned tu lliu State upon dcmnnd ur upon
lermineiionoflhis Agruemcnl for any. reason.
9.3 Confidaiiioliiy ofdain shall he governed by N.H. fl.SA
citapter 01-A or other existing lavv. DLselosurc ol'dnin
requires prior wrirteii approval ol'thc State.

10. termination. In the event of on early terminaiion of
this Agreement for any reason other Ihon Jic comptclion of llie
Services, the Cimimcior sliall deliver lo llie Conirhcting
Cifficer. nut Inter than nticen (I .^) dny.s niter the dale of
lerminntion. ti icpun ('Termination Keporl") dc.^crihiug in
detail all Scrvlc» perfomied, and the contract price cunicd. ui
and including the date of icnuinniinn. Tlic form, .subject
luniter. content, mid miniber of copies of the Termination

Kepoti shnll be idcniicil (o tiiose of any Final Kepon
dc^ribcd in Ihe ailiiclied EXHIBIT A.

I (. CON'I'RACTOR'S relation to TIJE .state, ill
(he pcrformuncc ol'lhis Agreement the Cuuinictor is in all
respecLs on iiidejiendeni cuntructnr. and is nuitlicr »ii agent nor
nil employee of the Stale. Neither the Cuniruetor nur uny of iut
ofllccrs. employees, ugcnis or members simll have iiutlioriiy to
hind Ihe State ur receive any hencnis, woi'kers' enmpeimitiou
or other emoluments pnivided by the State to lc.i employe«.Si

12. ASSICNMENT/l>ELECATlON/SIM{C()NTlUC:r<i.
The Conlrnclor shall not us.sigii, or otherwj.se inuijfcr iiiiy
inlcru.si in (his Agreement without the prior written umsciit of
the N.H. Dcpurtmcnl of Admiuisirnlive .Services. Nune of llie
Services shall be subenntmcted by the Contractor wiihuul tlic
prior written eonsaii of the State.

13. INUEMNIDCaTION. 'Hic Coniractur shall defend, -
indemnify ond hold harmless the Stale, its otTieers imd

employees, from und ngaiiist nny nnd nil losses suffered by (he
State, its olTicers nnd employees, ond any nod all eliiims,
liabilities or penalties asserted ugoinst the Slate, its officers
and employees, by or on belialf of nny person, on account of.
based or resulting fiom, arising out of(or wliich may be
claimed to orise out of) >he uets or omissions of the
Contractor. Notwithstanding (he foregoing, nothing herein
contnined shoil be deemed to constitute a wolvcr of ilie
sovereign imiinmity of the State, which immunity Is hereby
reserved to the State. This covenant in paragnipli 13 shall
survive the termination of (his Agreement.

H. INSURANCE.

M.I The Coniroctor shall, nt its sole expense, obtain nnd
maintain in force, and shall require any subcommctor or
assignee to obtain and mqintain in force, the following
insurance:

M.I.I comprehensive general liability insurance ugRinst nil
claims of bodily injury, death or property damage, in amounts
of not less tlinn 12.^0,000 per cinini and J2,000.000 pci
ocairrcnce; and

14.1.2 fire and extended coverage in,surnnce covering ull
property subject to subparosraph 9.2 liercin, in nn amount not
less thai) ROVa of the whole replnccmciU value of the property.
14,2 The policies described in subpuragraph 14.1 herein shnll
be on policy fornw and cndoncmeiiLs apprnved for u.sc in the
Stale of New Hampshire by the N.H. Department of
in.suranec. and issued by insurers iieen.sed in Ihe Stale of New
Hainpsliire.
M.3 TliC Ontruclor shall furnish to Ihe Contracting Officer
idcnlined in block 1.9. or hi.s or her successor, u cer(incntc(s) ■

of insurance for oil insurance required under tiii.*; Agreement.
Contractor sliiiK also furnisli'lo the Contracting Officer
identified in block 1.9. or his or lier .successor, ccnifiwitcl.*) of
iiuuraucc for nil rciiewal(.<t) of insuronce required under this
Agreemctti no later than fifteen 1 15 j days prior to the
expiration date of each of (he insurance policies. The
ccrtificaietsi of insurance and any rcncwnl.s thcruuf shall he

I'nac 3

Contractor JniiiaR
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atiuched ami an: incorporainl herein by rercrence. Each
cenirtuile(s] of insurance slinll curilain a clause rc<{inrinj; (he
insurer (o endeavor lo provkic ihe Conimciin}; OfTiccr
idenuTfcd in block .l.V, or his or her successor, no less ihsn icn

(10) days prior wrilten notice orcanccllntion or inodincniion
of Ihc policy.

15. WORKERS' COMPENSATION.

IS. I l)y si!>ning ihu agreement, the Cuiitracior ogrees,
ceniries and wommLs Ihal the Contractor is in conipirnnce with
or cxanpl from, ihu requirements of N.M. RSA chapter 28 i -A
("H-'orAcrs' Compensatinn
15.2 To iltc extent the Contractor is nibjcci to (he
requirements of N.H. RSA Kapler 281 'A. Contractor shall
ntainuiin, end require any subcontractor or assignee to secure
and mrtintain, psymeiil of Workers' Compensation in
connection.wiih aciiviiies wliich the persort proposes to
iindcrtttke pursuant to this Agreement. Contractor shall
furnish the Contracting OfTicer identified in block 1.9, or his
or her successor, proof of Workers' Contpeasation in tite
manner described in N.H. RSA chapter 28|>A and any
applicable rcncwar(splicreof,^which:sh(ill Ik: iiltacjiM nrKl nrc.
incorponiied hcrcin.b)' rcfcrtncc. Tlje.'S.iqtc SIihII not he
responsible r6r 'paymbntjq.r any W'qrkers'-^Qp'mpcriulion
prcniinnts'prfur'aity cr3tm.or bcrtcfit for Coninicior'. or
an/i)i>bdd|nihtctoror'cmp)oyce-afContrDa'or, whiclk'niight
arise,under,apt)Ucablc State ofNew Kbifipsliiri'-Vilbrken'
(^mpensaiion hiws in coimeciibn with thp p^Tonniihcg pfUie
Services tender this Agreement.

Id. waiver of HREACH. No failure by the State to
enforce any provi.sion.s hereof after any Event of Ocfniilt shall
be deemed a wnivcr of its rights with regard to that Event of
Defhuli. or any sub.'icqueni Event of Default. No express
failure lo utforcc any Event ofDefmill shall be deemed a
waiver of (he right of Ihe State lo enforce each end all of the
provisions hereof upon any further or other Event of Dcfnult
on (he part of the Contractor.

\ 7. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
lime of mailing by certified nuul,'postage prepaid, in a Uniled
States Post OfTice addressed lo the pariic.s at the addresses
given in blocio: 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by (he parties hereto and only after approval of such
amendment, waiver or ̂discharge by die Cnvcmor artri
Executive Council of the State of New Hampshire.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with (he
laws of the Stale of New Hampshire, and is binding upon and
inures to (he benefit of Ihc parties and tlteir respective
.successors and assigns. The wording u.sed in this Agreement
is the wording chosen by the parties to express their mutual

intent, end no rule of construction shall be-applied ngaiitsi or
infiivor of any party.

20. THIRD TAUTfES. The pni^ies hereto do not intend to
benefit any third parties and ilii.t Agreement shall not be
consinicti to confer any such baicfiL

21. (lEAIHNC'S. Tin; ))ciidings tlunugliout the Agi'ccmeni
are fur reference purpascs only, and (Itc words contained
therein shnll in no way be held lo explnin, modify, ninplify or
aid in (he interpreuiion, construction or meaning of the
provisions of this AgreentenL

22. SPECIAL PROVISIONS. Additiortai provisions set
forth in Ihe aaached EXHIBIT C are incorporated herein by
reference.

I
23. SEVERABiLITT'. In the event any of the provisions of
this Agreement are held by a court of competent jureidiciion to
be contrary lo any state or federal Inw, (he remaining
provisions of this Agreement will remain in lull force and
c/Tcci.

14. ENTIRE AGREEMENT. This Agreement, vrfiich may
be executed in a number of counterparts, euch of which shall
be deemed an originai, constitutes (lie entire Agreement and
understanding between (Ite parties, and supersedes nil prior
Agreements nnd understartdings relating hereto.

Page 4
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT A - STATEMENT OF WORK

INTRODllCflON

Tltc Sinlc ofNcw Hnmpshirc ("Stale") desires to Coninici witli Lcyal Files Softwjire, Inc. an lllinnls
atrpornlionC'Lcgal Files"), Tor Services to crcntc n dau> conversion pmyram that will convert legacy
dnta into llic Legal Files SQL database for NH Dcpartinent oF Heullb and Human Services (DFIHS) and
pn)vtdc iroining Services as outlined in Ihc Staicinent of Work. Future pliases may be planned
regarding interfaces (i.e. with Stale email as the agency miyruV(j.s away from Lolas Notes lo Micrasofi
Exchange, and possibly with the Slate's cligihiliry Sy.stein) per ilic Change Order pruccs.s.

TERMS AND DEFlNmONS

Cnpilali^eil terms used in the Contreci will liuve the meanings given below.

AcccpUincc Notice IVom the Slate ihal a Dclivemble has saiisJlcd Acceptance
Test or Review.

DHHS NH Qcparlmcnt ofHcalili and Human Scrvice.s

Change Order A document is.sucd by the State of New Hnmpshirc to alter u project
reaiicst

Contmci This binding agreement between (he State ofNew Hontpshire and
Legal Files.

Contract Administrator The State cniPlo.ycc responsible for Contract execution

Contmci Documents Docuntents (Itat comprise this Contract (See Statement of Work
Section 2.)

Denciencies Software function.^ not performing propeily as defined in
Documentation

Deliverables Any written, sofiwnre. or non-software Deliverable (letter, report,
manual, book, otlicr). provided by Legal Files to the Stale under the
terms of the Contract.

Docunienraiion All information that describes the installation, operation, and use of

the Software, cither in-printed or electronic formal.
DolT Dcpaitmcni of Information Technology, an agency of il>c State of

New Hampshire

EfTectivc Date Tltc commencement date of the Contract as approved by Covcnior
and Council.

Enhancement An Update lo the Sofiwnre or the environmenl. in which li rufis

Governor and Executive

Council

The GovemoiTor Ihc State ofNew Hampshire and the Governor's
Council, fliis body has the authority aixl responsibility over tlie
administration of the affairs of the State n.s defined in the New

Hampshire Coivsiituiion and the New FhinVffshirc statutes.

Licen.see State ofNcw Hampshire

Liccasor "Ucual Files Software. Inc. ofSprihgflcld. Illinois.
Notice of Delautt A formal notice deelnring (hat o fiiilurc to comply with the Contact

lia.s occufTcd.

Purchaser State of New Hampshire

Sellu- Lcual Files Stiflware. Ir»c. of SbrlngTicld. Illinois.

.Scrviees The work to be pcrAjrrnsd by Legal Files and Subconiruciors as
described in the Cnntrtici.

Exhihii A

IniiirtI all pages: ,
Legal Files initials^' ^,

m.'2()\2
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT A - STATEMENT OF WORK

Software "Softwnrc" shall mean the object code prugruim, :is modified from
time to lime, in mnchiiic rcodnbk fonn, ticcased by licensor to
Licensee under this Agreement, including hut not limited to, the L.cguJ
Files datfibose View, as SDedficd under the Contract '

SlAlC Slate of New Hampshire

Subcontractor A person, partnership, or company coriimcttd by Legal Files to
perform under the Contract.

Term The duration of the Coniroct from EfTective Date to the expiration
daiC:

Updates Any"chan}<e.s.(inc)udiriii iiDiiiifd&'i.or Enliancements) to the Software
Vendor l,cuul.File$ Softwore. Inc. ofSilirinuriekJ. Illinois;

2. CONTRACTDOCUMENTS

2.1 This Contmci consists of the following documcnis ("Coittraci Documents") in order of
prececienoe:

n.. Stale of New Hampshire Tenns and Conditions, General Provisions (Form P-37)
b. Exhibit A Stalcment of Work

c. Exhibit B Payment Schedule -Fixed Price
d. Exhibit C Special Provisions
c. Exhibit D Not Used

f. Exhibit D-l Services Description
g. Exhibit E Certification Regarding Lobbying
h. Exhibit F , Certification Regarding Dcbflrment. Suspension
i. Exhibil G Certification Regarding ADA
j. Exhibit H Not Used
L Exhibit 1 HIPAA Busines-s Associates Agreement
L  Exhibil J Certification FFATA

2.2 Order of Precedence

In the event of a conflict or ambiguity among any of the text of the Conrruct Documents, the
following Order of Precedence shall govern:

a. The State of Ne\y Hampshire Tercns and Conditions, Form P-37 (2oninici Agreement Part
I; ' .

b. Stale of New Hampshire . Department of Health and Human Scrviccs-Conlract 20)2-085
which includes a!) exhibits outlined above including standard HenJdt and Human Services
Exhibits.

c. The Legal Files Proposal

3. SCOPE OF SERVICES
Legal Files shall provide (he Stale the Services and Deliverables required under this Contract, as set
forth in Exhibit B, Payment Schedule-Fixed Price.

Exhibil A

Inilial all pages: ^
Legal Filc.x initials J A

• 8/6/2012
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT A - STATEMENT OF WORK

4. TERM

4.1 I'criod of Pcrformnncc

The Coiiinicl sloiil lake effect uf(er full execution by the pnrtje.v. nrul receipt orrcquiivc) ̂ovcrnmcniiil
approvals, incliiding, but not limited to, (lie New Hampshire Ot>vem»f and Bxccullve Council
npprovnl. It sluill rumuin in efTecl thro.uijh June 30, 2018, unlw.s otherwise icrminuied in accordiuicc
with Uiis Contruci.

5. CONTRACT administration

5.1 Lc;<nl rilc.s ConCnict Mniingcr
Lcyal Files shall designate n Conuoct Monnyer who shall be responsihlc fur nil contmcitial
authorization and admini.stmlion under the Conlracl. This j>crson is:

Legal riles Sofiware. Inc.
A1TN; Cordon Hack

801 S. Durkin Drive
Sprinuficld. IL 62704

Tel: 217-726-6000
Fn.s: 217.726-7777

Email: sales^legalfiles-coin

5.2 State Contract Manager
The Sinie shall designate a Conlracl Miutagcr who shall funciion as the Slate's rcprcscniarivc with
regard to Contract tidininistraiion. This person is.'

Steven KelJeher

Department of Infonruitlon Technology
64 South Street

Concord.NH 03301

Tci; (603) 230-3459
Email: Steven.kcllehertSidoiL.nlt.gDv

6. STATEMENT OF WORKyTIMEFRAME/SUTPORT AND MAINTENANCE

6.1 StatcmcotofWnrU

Legal Files will provide implementation and conriguralion. training, project management, and dam
conversion Service.'! per the icmw of Exhibit D - Services Description and us defined below;

O.I.I TOTAL IMPLEMENTATION & TKAININO SEKVlCES: Implanenuitlon Scrvifc.s
refer to Vendor projcci ina'nagcmcni, oasltc assisiuncc witli .soltiiioi) sel up nnd
eonfigumlion. ns well as to (he various levels of onsiic cm) u.scr iroiiiing outlined
helow. Implemcntntion and training Services listed below lire C4;liinalc.s. NH DI-IMS
will pay only for the hours, training, and Services nciutilly used.

Exhibit A }1/6.'20I2
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5 days. Onsite Administrative. End User Training and Implementation
Assistance

.Onsile Administfaiivc Trainmp.ln^plcmenrailQn Assistance fPatn
Mapnino^

Legal Files shull provide the System Administrative Training class to
the key employee or employees to be identified by DHHS who will be
responsible for the ongoing administration of the Legal Files solution.

The System Administration Training will enable the employees to
establish the system options and preferences. After iroining, the
ejTiployees will be able to:

•  Set up file/case menus
•  Create custom pick list entries

•  Establish appropriate user workgroup
•  Decide and establish system security

•  Create workflow wizards

•  Create document assembly templates

Legal Piles shall provide three days of administrative training and
implementation setup to assist with the initial configuration and rollout
of the system. During this lime, n Leyal Files consultant will work
closely with the State's administreiorfs) to facilitate an additional level
ofknowledgc transfer between the parties.

Onsite End UserTfaininc

Legal Files shall provide The equivalent of) to 2 dnys of end user .
training prior to using the Legal Files solution.

The Lego! Files end-user training will instruct users on the use of the
case management features of the application. An end-user training
manual shall be utilized and all docuioentalion shall be provided
electronically through the Client Resource Center on the Legal Files
website.

8 hours Remote Project Msnagemcnt

T6D Future interfaces (i.e. Integration w/cmail system and the Stole's
Eligibility System)

6.1.2 TOTAL DATA CONVERSION SERVICES: Data Conversion Services, outlined
below, defined as follows:

Exhibit A 8/6/2012
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r'

,1:

2

.^8 hours Cusjom Proiirammiwi; lor (iusiontuimi \«uiivci^iom ̂ ^iuu/nwu.,
Codvcrslon from cxisiinp d;ilnb:t.sc. "Bcsl Ciutss Esiiiontc"

Tht Contracl includes converting daiii inio:
• File Setup dnta fields and File Menu

• Numc Cord (Address/Phone
Niiml>cr.s/Emnii/Calcg;orlcs/Rclalionships) and File Related Person
records

• Assigned Users
• File Notes

• 14 Ciisloni Windows

Roles & Responsibilities

4.

Legal Files v/ill supply project manngcjiiifnl oflheirsiafr. whether oi IhcirsiteorNH
Dl-IHS siic, to plan work and mbnliorprogitss against targel milestones.' NH DHHS will
.supply project maiuvgcrDcnt of its sl^'fT.. Legal Files and NH DHHS-project hitinagemenl
WiH siipply the commimicotion nod coordiinuion between the entities.
If a change i.i feqiie.^jctl to ihf-.scoppoftlic project. Legal Files and NH DHHS will jointly

the-impact orilidi chjtdgc id ihc.project. Legal Files will also provide a quote or
«;$iinvitc;of any increased cos'ts.lhdi- would be incurred as a result of the change. L^egal
riles '^tll noj proceed .vviih'ihc .chjjogc nn.ti) NH DHHS approves the iiKrease cost quote or
estimate.

Legal Flics will pcrfonn business analysis of requirements for Software configuration with
input from NH DHHS.
u. Administrative Training will be provided by Legal Files to tench the NH DHHS odmitj

sttift'how the Legal Files application functions oi^d how it can be configured.
b. implementntion Assistance/Admin-Setupconsulling will be provided to work with Uie

NH DHHS admin staff to determine business requirements. Legal Files and NH
DHHS will configure Ihc Software within the confines of the configuraiion tools to
match business requirements. Any custom progniptming completed to satisfy business
requirements would be at $200 per hour. Any cu.stoni programming prqjecl lu .sniisfy a
business rcquircii"u:ni will require signofTby NH DHHS.

c. NH DHHS will perforni user Acccpiance testing on the configuration requirement.^
that are established during tiK- business analysis.

Legal Files will provide cu.stoin programming Services u» convert Icgrtcy dntn iim» L<gnl
Files.

a. NH DHHS will provide Legal Filc.s the source database to be convened in' an

acceptable readable format (Mlcro.soft Access or SOL).
b. Legal rilc.s will provide n prepared ficld-by-field dnia-mapping document lo NH

Exhibit A
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DHHS for sign off.
c. Once sign>ofT on dnta mapping occurs, the project is submitted to Legal Files

development stafT.
d. LegtiJ Files will develop u data conversion program following the rules of Che data-

mapping document
c. Legal Files will provide NH DHHS with a lest dais conversion of data In Legal Files

for validation.

f. If changes are made to the data mapping or the source dnta after the sign off, Legal
Files resei^'es the right to charge an RdditlonnI fee for lime worked.

g. Scope Is a best guess estimate. The data will be mnppcd to File Setup', Name Cards,
File Related People, Users, Notes and up to fourteen custom windr)w(s).

5. Legal Files will deliver the Software for iinplemcniallon, including wcb-bascd and
workstniion-bascd coinponenls.

6. Legal Files will provide end user training ofNH DHHS .sia(T(ERU stuff as well as DoIT ■
staff member und project manager).

7. In a future phase Legal Files will integrate the application with the Stoles email system and
possibly the State eligibility system specified in a Change Order.

Out of Scope;
The following is o list of Deliverables that ore out of the scope of work that will be
provided by Legal Files for this project:

I. .Risk Assessment Plans

.2. Quality Assurance Audits
3. Detailed UAT Plans

A. Any other task not spccincally menlioned in this Sialcmcnl of Work
Agreement

Project Managers:

The Project Manager(s) for NH OHH S is:
Jonathan V. Giillo

Deportment ofHcallh und Human Services
Office oflnformation Services

129 Pleasant Street

Concord, NH 03301
Tel: (603)271-9246
Fok:(603)271-7100
Email: Jonathon.V.Gallo@dhhs:staic.nh.us

The Project Manager for Legal Files is:
Dale Lowrance or Sara Morton
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6.2 Timcfriimc.

Afieriippr(»vj) by Cinvernor nnd C>)iincil. Ilii; Slulc will nolily Lctinl Files ol'thc mTeciivc Diilc nntl
work will coinmcnce. Upon Actcpianccof the woi-k prtKluci by llic .SlMte. ilic 3ll'tlay wnrrjuly
period will continence.

6.3 Supporl niid Miiintciuiocc

Legul Files will provide SoRwHrc inuinicnnnee nnd suppnri Servicc.s ns descpihcd in Bxhibil 0 -
Sendees De.s'cription.

7. TJTLE

Tillc^righl and intcrcsl in the Ixjgai FilftS propriclary Sottwarc ."shnll remain with Lc^ial Files.

8. GRANT OF LI CENSURE
Legal Files shnll ineorponiCc ibis Softwaie under the exisiing Legal Files license procured by DHHS
under Slate of New Hampshire Conrmci 2003-002 LcfinlCoxc Manogemciu Sys/em.

9. SOFTWARE INSTALLATION (RE-XNSTALLATJON) IULCONFJGURATION AND
DATA COmOi^RSICN

As a pan of this agreemcnl the Licensor shall provide Software for instnllntion or rcinstallalion or rc-
configurrttion al Licensee's site. Licensor will provide installation instructions that must be followed by
Licensee. For web application iitstaiiation. Licensor shall provide technicaJ telephone support to
Licensee's personnel to assist in the mscnilntion of the Software for up lo eight hours at no chaise.

]U. INTERNAL ESCALATION PROCEDURE FOR DISPUTES

Pripr Id. Hit filing of any fomia) proceedings with rcspccl tp a dispiitc (other than an aciion.seeking
■injuitcii^-c rtlicf wiih rcspccl to intellectual property dglift)-. ll't party believing itself aggrieved (ihe
^'Invoking nitrty") sitall call for progressive ninnagcincht involvcntehl in the dispute ni^oiiniion by
writicn notice lo ihe otlter party. Sucli notice shall be Nviitinut piej.11.dic9 lo the Invoking ftany'-s right lo
any other remedy permitted by this .Agreement.

The parties shall use all reasonable efforts to arrange personal mceiing.s tu>d/or icIcplKine confcrcnets as
needed, at mutually convenient lintes and places, beru'ccn negotinlurs for the parties ot the following
successive manugerneni levels, each of which shall have a period of allotted time o.v specified below in
which to onempt to resolve the dispute;

Dispute Kcsolution Ruspunsiluiity and Schedule Table

Level Legiil Files The Sli»fc
t

Cumulative Allntied
Time

First Dale Lxiwrtincc or Sarx
Morton

Slate Project Manager 5 Business Dny.s

Second Coition Hack Sinlc Project Mnnagcmcni
Team

10 Bu.siiKss Uiiys

Third John Kannski DHhIS C'oinmissioncr l.S [hi.sii>css f.J:iy.s

Exhibit A
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The nllottcd lime for the flrsl level nesotialiona shall begin on ihe dnfc the Invoking Party's notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Partys-noticc is received by the other party.

Exhibit A

Initial all pages:
Legal Files initials-TJZ ̂

8/6/2012



Oocusign Envelope 10: 93E157AB-EE6E-49E6-B858-77147E83C7DD

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT 8 - PAYMENT SCHEDULE

1. DELIVKUAIILF. I'AYMF.NT SCHEDULE.

All charges by l.eynl Files under this Coninicl shnll be a! a Noi-To-Excccd price in uccordancc with
the schedules sci forth in 'Cable I below.

2. FIXED rilice PAYMENT SCHEDULE

Tiiblc k P.iymciit Schedvilc:
;A-. InipliaOfcmjnion Surviccrs torcr m Lcy,:iJ.l"ile? project iTinnoycmein, imsilc nssi.staiKc with
sulutjoii-si^l up'niitf.conngiiruiion. ris well as lb the vurious levels of onsite end user training outlined
below. TOTAL.IfvJ>LfeMENrATrON & TRAINING SERVICES, (M, 100). [mplenwnlntion end
Iroiniijjj Scrvjues li.M^c) bplow urccslimiilca. NH DHHS wiil poy only for the hours. Iroining. ond
Services uciuDlly used.

8

TBD

Onsiie Admii^istrotive, c.na user i raining unu iiiipic'ucMutitvM
Assistance (SI ,SOO/dny)

Remote Project Management ($200/liour)

Future interfaces and/or training (i.e. Integration w/emoii System and
the Slate's Eligibility system)

Travel Expenses

.niTifm.

S 1.600.00

SIO.OOU.OO

i'3.000.00

TOTAL IMPLEMENTATION & TRAINING SERVICES S22.IOU.00

B. Dntn Conversion Services, outlined below, TOTAL DATA CONVERSION SERVICES.
(S1 1.600). defined as follovrs:

J!!I

tiiceam
Custom Krogmtnming ror uu.sioni uam \^uiivei»ivi>
Convention froin existing database. "Best Gues.<; E-ttimute"
Conimci includes converting data Into:
• File Setup datn fields and File Menu

• Name Card (Addrcss/Phonc
Numbcrs/F.iniiil/Catcgorlcsi/Rcialionships) and File Rclnicd Person
records

• A.ssij.'iiC(l IJ.scrs

• File Notes

• M Custom Windows
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Assumptions: The (larabosc is a Microsoft Access or SQL database tind a
copy of ilicdaiabasc will be provided once project is approved.

TOTAL DATA CONVEItSlON SERVICES SlLdOO.OO

C. Mainten&r>ce and Support Services, based on 62 application licenses, 7 client-server licenses
and 2 server licenses, ANNUAL TOTAL MAINTENANCE AND SUPPORT SERVICES ore

dcftned as follows:

FYI4 - Support and Maintenance 6-22-13-6-2J-14 115,796.00

I  FYIS-Supportand Molntenance 6-22-14-6-21-15

\  FYI6 - Support and Maintenance 6-22-15-6-21-16

I  FYI7- Support and Maintenance 6-22-16-6-21-17

I  FYI8 - Support and Maintenance 6t22-I7-6-2I-I8

TOTAL MAINTENANCE AND SUPPORT SERVICES

SI 6,270.00

$16,758.00

$I7;261.00

$17,779.00

$03,864.00

3. PAYMENTS

The State shall pay Legal Files within thirty (30) calendar days of the Stale's receipt of a correct and
undisputed invoice. Terms for section A and B above shall be half the loiel due at signing and the
second half due after end user irainiitg. Terms for section C shall be full amount payable prior to
anniversary date.

1. Invoices submitted by !.egal Files must contain the following information;
Legal Files name and remit-to address
Price per line item and etctended totals
NH DHHS contract number

2. Send all invoices to :

Jonathan V. Gallo

Depatimcrii of Health and Human Services
Office of Infonnolion Services

129 Pleasant Street

Concord. NH 03301

Tel; (60.3) 271-9246

Fox: (60.3)271-7100
Email: Jonathan.V.Cnllo(§[dhhs.state.nh.us
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J. INSURANCE AND BOND

Section 14 of (he Gciiurul 1'rovi.sioii.s Pui'm l'-37 rehitlnc to iii.viiniocc and bond
rcqnircinciils, part 14.1.1

Comprehensive general liahilily insnnince ngainst all cjainxs ol' IxKlily injury, death or
property damage, in amoutUs of noi less ihun S2.S().0()0 per claim ntui S2,(MI0.()()U per
incident; ^

is Itcrcbv s>nici)[lc(l to read:

Comprcheitsivc generul liability insurance ugainsl nil claims of bodily injury, death or
property damage, in uniuunU' of nor less than ^50,000 per claim nnd Sl.llUO.OOtl per
incldcot;

2. COrYRlGHT

The Sinle acknowledges and .Agrees thni die Documentation and the Software and ail copies ihereofarc
Legal Files' exclusive properly, constitute valuable '"trade secrets", as that term is defined" pursuant
Section 2(d) of the Illinois Trade Secrets Act (76S ILCS IU65/2(J)), and are proiectccl hy federal and
iniemational copyright laws and treaties. The Stale may not disclose or make available (o Ihii-d parties
the Software. Documentailon or any portion thereof wilhour [he prior written permission ofthe Legal
Files. The State shnll have the limited right to reproduce Legal Files written manuals or training
maierials for inrernal use with the Slate's employees. Tliis agreement is a limited one and in no way
shall he coastrucd to provide an express or implied license to any of Legal Files Software's intellectual
property rights otiier than as expressly set fodh herein. The provisions of this section .<sh}itl .survive (he
termination of thi.s agreement.

3. LIMITATION OF LIABILITY

Subject to applicable laws and regulations, in no event .shall Legal Files l-w linble for any
cbnsequenliBl. specint, indirect, incidental, punitive or exemplary dnniage.<; and Legal Files' liability to
the State shall not exceed two iinicS'(2X) (lie loiul Contract price set forth in Exhibit B Section 2:
FLK£D f'HJCE PAYMENT SCHEDULE. Notwithstanding the foregoing, the liinitaiinn nriiahility in
this SOW Section 13.12.2 shall not apply to Legal Files' indemnificotion obligations set forth in P-37
Section 13: INDEMNIFICATION and confidciitialiry obligations in P-37 Section 9:
DATA/ACCESSJCONFIDENTIALITY/ PRESERVATION, which shall be unlimited. The provisions of
tliis section shall survive the termination of this agreement.

4. FORCE MA.IEURE

Neither Legal Files nor the State shall be responsible for delays or failures in pcrfurinuncc resulting
from evenl.s beyond the control of such party and wiihuul fauli or negligence of such party. Such
events shall include, but not be limited to, acts' of God. .strikes, block outs, riots, acts of War.
epidemics, acts of CnvemmenL fire, power failures, nuclenr accidents, enrthquukcs. and unusually
.severe weather.
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Iniliol bI) pages;
Lcital File.^ initiuls"^^ /(



Docusign Envelope ID: 93E157AB-EE6E-49E6^B858-77147E83C7DD

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT C - SPECIAL PROVISIONS

S.WAKkANTY

5.1 N<)i)-lnfrin{!cniciif
Ugal Files wamnu: lhai the Services and Deliverables furnished under (his ConUact do not infringe nny
potenl, copyright, trade secret or other intellectual property rights. Legal Files agrees to defend and
indemnify and hold harmless the Slate in the event of any such in^ingement claim against the Stnie. The
warranty of non^infringement shall be an orvgoing and perpetual obligation thal^sliall survive
termination of the Contract. State's counsel may participate in any claim to the cxienl the State seeks
to assert any immunities or defenses applicable to the Stale.

If Legal Files believes or it is determined that any of the Material may have' violated someone else's
intelleclttal property rights. Legal Files may choose to either modify the Material tp be notvlnfringlng
or obtain a license to allow for continued use, or if these alternatives are not commercially reasonable.

Legal Files may end the license (if any), and require return of (he applicable Material andrefund all
fees the Slate has paid Legal Files under the Conlrncl.

5.2 Perfrtmiance of Deliverables

Legal Files warrants thai the Contract Deliverables, as delivered to the State, will function in accordance
wKh the Documentation and terms of the Contract for thirty (30) days afler the State has issued a Letter of
Acceptance to Legal Files. Except for the express limited warranted outlined herein. Lego) Files makes no
warranty, express or implied, or any warranty of mercheniabilrty or fitness for a particular purpose.

Legal Files wammls that it shall maintain the Deliverables to perform in sccurdancc with its specincations
and the tenru of the Contract during (he period of warranty. If the Slate finds any Deliverable defective,
in any way. for any reason, Legal Files shall repair or replace within forty eight (48) hours of receiving

I  notice from the State, excluding Saturdays. Sundays and Holidays, at no additional expense to the'Stare,
the Software Deliverable or any portion thereof that the State has identified as defective.

For any breach of the above warranty support, the State's remedy, and Legal Files' entire liability,
shall be: (a) the correction of program errors that cause brtach of the warranty, or (b) if Legal Files
cannot substantially coirccl a breach in a commercially reasonable manner, the Stale may end the
relevant Services and recover the fees paid to Legal Files for the deficient Services.

5.3 Virujtw; Destructive Frogrnmmiug
Legal Files warrants that Uie Software shall not contain any viruses, destructive programming, or
mechanisms designed to disrupt the perfonnancc of the Software in accordance with Ihe
Specifications.

• 5.4 Compatibility
Legal Files wairants that nil Contract Deliverables, including bul not limited to the components
provided, including any replacement or upgraded Software componc(iL<: provided by Legal Files Ui
correct Deficiencies or as an Enhancement, shall operate with the rest of (he Legal Files' Software
without loss of tiny functinnaiity.
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6.ri!:aMlNATI()N

(i.l Tcrminiilioti foe DcfntiM

Eilhcr parly may lurminnlc lliLs C!onlnicl ut uny lime if the oilier piirly i.s- in Jefuull (iCius ohli^ulioivs
uiKler iliis Cuiitivel luiJ sueh ilcrQiilt rvinnins unruniediutl for ;i jwrUiJ of days from ihe date of
reccipl of iiolicL of dc/utth hy llic iKm-rlcfnuliinij parly. Sueh riyhl oftcrminaiion sliall Ih: in uddiiion
10 all oilier riithls and remedies (o which Ihe panie.s me enlillcd. Ir.venl.s of dcfniill tdiiill include,
wilhotil limilalicm: l„cgDl Files brcneh of or failure lo perform any wnrrnniy or other ohlignliun
eontiiiiicd in ihc ConintcL

f).2 Tcnninalion for Cunvenicncc

Notwilhsiiinding lltc foregoing. Ihc Slate may terminoic llii.n Coniracl. ai its sole di.screiion. for any reuson
upon Ihiriy (30) dtiys wrilien nollcc lo Legal Files. Upon icrmiiialion for coiwcnicnee. Legal Files slvalt
refund any unused portion ofihc Conlmcrio the Stntc.

7. CHANGE ORDERS

The State may ninke changes or revisions at any time by written Change Order. The Slate
originated changes or revisioiw' shall be approved by the Department of Inforinalion •
Technology. Within five (5) business days of L4;gol Files' rct^ipl of a Change Order, Legal
Files shall advise the Stale, in detail, of any impact on cost (e.g., increase or decrerute). (he
Schedule, or .Ihe Work Plan.

Legal Files moy request a change within the scope of the Contract by written Change Order,
identifying any impnci on cost, the Scliedule. or the Work Plan. The State shall attempt to
respond to Legal Files' requested' Change Order within five (5) business days. Tlie State
Agency, as well as the Dcpamncni of Information Technology, must approve nil Change Orders
In writing. The State shall be deemed to Imvc rejected the Change Order if the parties arc unable
to reach nn Agreement in writing.

All Change Onler requests from Legal Files to the State, and the State acceptance of Legal Files'
estimate for a Slate requestetl change, will be acknowledged and responded lo. either ucecplance
or rejection, in writing. If accepted, the Change Orderfs) shall be subject to the Contrucl
anieiKlmeni process, as dctcmiincd to apply by the State.

S. SOFTWARE SERVICES

Section A, Exhibit D ► Overview of tlie Legal Files Service.*! Description rcuds:

Support will renew aniomaiicnlly on an annunl basis unless cither pntty provicies the other
party with u( least sixty (60) days prior wriiten notice of non-renewal.

is licrcby iiineitticd (u read:

Support will renew per wrilien aulJiori^alion hy the Stuie ul the lime oflnvoiec.
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STANDARD EXHIBIT D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

JNTENTWNALL Y LEFT BLANK
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EXHIBIT D-1 - SERVICES DESCRIPTION

Lcynl Flii:.s'S<irhv;irc ScrvicoN Description

1'his l-:xhibil describes llic tminin^. dnta conversion, inninlenuncc iiiul .suppoil :ind other Sciviccs mndc
nvsilnbic by Lc^al rilc.s to cli*;iblc Licensees of ilic SoOwurc. nnd dcuiils Lxi:iil Piles' mid DMHS'
rcsiHjnsibililics in connection with nny order Ibr such Services,

A. Ovcrvictv

L.e^al Piles will make svnilabic fur purchnsc by Dl-n-IS the inslnllntion. Iruining. dain convcraion. .Support
nnd other Services ihnl Lego) Piles mtikc-s gcncrtdly nvoiliible lo Licensees of the SoAwiire in accordHnce
with the provisions of the Cuntrucl Oocun^ents nnd ciii.s Service Ocscripiion. Legal Files reserves the right
10 siLSpend perroimunec of Support and other Services if DHHS is deliiuiucni in pnymcni or otherwise in
niaterial breach of its obligations hereunder. Support will renew on nii unnunl b.-isi.x upon wriiicn
aulhoriznlion of the Stale, which will not be unreasonably withheld. Non-renewal of Support will noi result
in tcrminalioa of DHHS* license to tlic Soft wart; however, DHHS will not be cnlillcd lo further Updaics or
support after the date of non-renewal. )n the event DhlHS requests to' rcinstnic support oftcr a lapse in
coverage. Legal Files reserves the right to condition reinsniienicni on payment of back-mnimcnancc and
support fees.

B. Trfliniag

Legal Files will provide nay training ordered by DHHS in accordance with Legal Files' standard training
methods and using Its standard irniniag n'^nterinls. Training is provided onsile at Legal Files' ihen-cuiTcnl
daily rate plus reimbursement of (ravel and expenses. Additionally, if required, there is u S50 per computer
end $100 per projector surcliargc (plus shipping) for training conducted at DHHS' office using Legal Files"
equipment. If outside training facilities and equipment arc utilized, sitch outside cosis.nre DHHS'
responsibilily.

C- Electronic Data Conversion
I

Lcgol Files will provide data conversion Scrvlce.s ordered by DHHS at its then-current rates and in
accordance with Its standard elecinjnic data conversion procedures. Where the order specifics a number of
hours for the dula conversion, such number is an eslimatc only, an<l subject to ndjustmcnt based on fominl,
qualit)' and quantity of DHHS data, timeliness of DHHS cooperation and other fuclors outside of Legal
Files' reasonable coiuro). The general progression nnd allocation of rcspoitslbiliry for data conversion
Services Is as follows:

•  Data conversion programs will be created ni Legal Files" facilities. In order lo prepare the
conversion program, all source data must he provided by DHHS to Legal Files in an acccpiiiblc.
machine-readable format nnd must be corruption free.

•  If necessary. Including where In-house e.vperiisc or local con.sullHnt.s arc not available. Ixgnl Files
will vi.sii DHHS site to obtain the source daln and Documentation required to create t))C conversion
program. Such onsile Services will be charged nl Legal Files' dally consulllny rale plus
i-eimburxcineni of travel and expenses.

•  Data scrubbing is the process of fixing or eliminating individual picce.s of daiu that urc incurrcct.
incomplete or duplicated in the souioe database when the drua i.s passed to the target dniahase.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT D-1 - SERVICES DESCRIPTION

Unless spcciFicfllly noted in Ihc order, Leyul Files' conversion cstimnle docs not include dftto
•scoibbinB. ICdesircd or required, such Services will be »nnde evoilnble at an uddiiionul charge.

•  Legal Files will crcale a dam nrupping documcnl thai defines where Ihc source dnUt will reside in Ihc
lurgel SoAware database. Once complete, the data mapping document must be approved by 'DI-lHS
via email or other writing before the conversion progrsm can be created.

•  Legal Files will perform a test data conversion to provide DHHS with the ability to review the
source daU) as il was mapped und.wijj appear in the Software application. The test data convenion

•  must be approved by DHHS via email or other writing berore the finai data conversion can be
performed.

•" If changes to the data mapping document or test data conversion arc requested by DHHS after they
have been approved. Lcgni Files reserves the right to charge an additional fee for linw worked, and
to delay any previously estimated completion dates.

D. Mainieiuincc und Supjiurt

Maintenance and support is priced as a percentage of the total License Fees paid by DHHS. Maintenance
ttnd support pricing wilt be adjusted automatically based on any additional modules and licenses purchased
by DHHS. with prorated payment due for any adjustment blade mid-lerm. Additionally, Legal Files
reserves the right to increase maintenunce and support pricing by an amount not to exceed llirec percent
(3%) per year over DHHS then-current pricing, assuming the same number of licenses and users. .

During the initial Support lerin and each renewal of Support, l.^gal Flics will provide Support to DHHS in
its use andopemlion of Ihc Software comprised of the following:

(a) Ceitercil. DHHS may contact.Legal Files with questions and troubleshooting rclaled to use and operation'
nf llic Software, as well as for" remote diagnosis and prionty resolution of material bugs, errors or other
malfunctions encountered using iJie Software. A bug, error or malfunction is deemed "maicrial" if it
represents a nonconformity of the Software with Legal Files' thcn-currcnt published specifications and
maicrially interferes with or degrades usability of the Software.

(b) Coi'fociin^ Technical Support. Support queries may be submitted by crnail nl suppor(@legalfiles.com or
by phone at (217) 726-6400 during Legal Files' normal business hours: Monday througli Friday from 8:00
a.m. to 5:00 p.m. U.S. Central Time (excluding holidays). DHHS must appoint one primary contact person
and one altcmatc contact person who have been trained and are compclcm in use and operation of the
Software to place technicoi support queries.

(c) Clas.fificailon of Is-fua. When contacting Legal Files for Support, DHHS should assign an inftial
severity based on the .severity level classifications listed below, and should provide a detailed description of
the issue or support request. The initial assignment of severity may be raised or lowered by Legal Files, in
its reasonable discretion, based on the Infoimmion provided by DHHS and/or subsequent'^diagnosis or
rancdiaiion cfrorts, including the availability of a work-around.

tLevil. <bescfiptiou;, y 'r.^i .i'

A problem with the Software, which renders (he Software inopcmtive or causes a
significant and ongoing interruption (o DHHS business activities.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2012-d85 DHHS LEGAL FILES CONTRACT

EXHIBIT D-1 • SERVICES DESCRIPTION

A problem with the Software, which degnides or di.srupls opcnition. hut docs not
cau.sc it .slgnifiUDnt and ongoing interruption I<» DHHS business ncliviiics.

*A problcnt with the Software, which only a minor impact citi DHH.S bu.siiic.s.s
activities, or for which un ucccptnbic work-annmd is rcndily nviiilahle.

4
Cienera) questions, .s-uggcstions. and feedback pertaining lo u.sc mid operation uf
the Soriw.nrc.

(dj Iniiial Response: Statits (IpUulcs. Lctal Files will «.sc comnici^'iall)' rcusoimblc cfToris lo provide an
itiilial resfxinsc ond oniining .sinlus Updalcs Tor .sappori i-uciuusi.s i^yilluM the turgci (intcrmincs listed below.
All limcfrtitncs arc during Legal Files' iionnul business btiurs onh't and arc further subject lo DHHS
providing uM inforrnolioii end (usistance rcus'onnbl)' ret(u.e.sivd In connection therewith. Legal Files will
escalate .supiKiri requests through its lechnicnl support channels as necessary to address covered support
issues.

Level Initial 'Response 'Slatu.s'Updflte

1 2 hours Dully until workaround or correction available.

2 4 hours Every 2 days until worksround or comcction available.

3 t day As neccssar)' or upon request.

4 2 days As necessary or upon i-cqiicsl.

(c) Remote Access. Upon request. DHHS will provide Legal Files remote access lo DHHS computer .system
for the purpose of remote diagnostics. Any such remote access will be subject to DHHS remote access
security policies ond procedures as communicated lo Legal Files at the lime.

\

(f) On-SUc yisiis. Ifin the reasonable judgment of the parties, an onsiic visit to DHHS facility is necessary
to resolve a critical problem. Legal Files will make an onsiic visit. If the critical problem was not coased by
a defect In the current or immediately preceding release of the Software or is otherwise outside of warranty
and Support coverage. DHHS will reimburse Legal Files for the onsiic visit at Legal Files' thcn-currcni daily
consulting rate plus rcimburscmcnl of travel and expenses via Change Order process or a Coninict
amendment process if necessary.

E. DHHS Responsibilities N

In connection with Suppoit and nil other Services provided by Legal Files. DHHS is itsponsibic for; fi)
a.ssigning qunlificti personnel to coordinate with Legal Files regnrriing Services; (ii) selecting and
maintaining ull third party hardvvarc. software, peripherals and connectivity necci^ory lo meet the .sy.stcm
nrquircmcnts for the .Software; (iiij creating a rc.5torc point for'it.s .sysicm.s and bucking up and verifying ull
data; and (iv) adopting rcnsonubic measure.*; to ensure ihc safety, security, accuracy and integrity ofDHHS
facilities, systems and network. Legal Filc.s will have no responsibility or liability arising out of or rc-suliing
in whole or in part frum DHHS fnilurc or delay to perform tiny such rc.spons)bililies. or for acts or omissiim.s
of thini panics, internet or telocommunicaiions failure.t. or force majcurc or other cvcnuc beyond Legal
Files" reasonable control.
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NH Ospsrtment of Heaitt) and Human Services

STANDARD EXHIBIT E

CERTIFiCATlON REGARDING LOBBYING

The Contrsc|or tdenUfied in Section 1.3 of the General Provisions agrees to comply with the provisioru of Section
319 of Public Law 101-121. Government wide Guidance for New Restrictions on Lobbying, and 31 U.S.C. 1352.
and further agrees to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General
Provisions execute the following Cerlificaiion:

US DEPARTIWENT OF HEALTH AND HUIWAN SERVICES ■ CONTRACTORS '
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (Indicata appOcaMe program coverad):
Tempenry Auislanca lo NMdy Farrdes urtderUDo IV<A.
*CnBd Support ENofcefflant Program under Tllle fV-D
'Sodai S^ces BJocfc Grant Program under Tllta XX
'MedtcaU Program under Tllle xix
'Comnw4y Ser^cM Glodt Grsnl under TlUe VI
'Chid Cart Development Block Gran) under TlUe tV

Contract Period: through

The undersigned certifies, to the best of his or her KnotArtedge and belief, that:

(1) No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to any
person lor influencing or atlempling to influence an officer or employee of any agency, a Member of
Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with
the awarding of any Federal contract, continuation, renewal, amendmenl, or modtficalion of any Federal
contrscl. great, loan, or cooperative agreerrrent (and by specific meitflon sub-granlee or sub^ntractor).

(2) If any funds other than Federal appropriated funds have been paid or will be paid to any person for Influencing
or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or
employee of Congress, or an employee of a Member of Congress In conneclion with this Federal contract,
grant, loan, or cooperative agreement (and by spacific mention 6ut>-grdntee or sub-contractor), the
undersigned shall complete and submit Standard Form LLL. (Oisdosure Form to Report Lobbying, In
accordance svlth Its Instructions, attached and identified as Standard Exhibit E-l.)

(3) The undersigned shall require that the language of this certification be Included In the award document for
sub-awards at all tiers (incliJding subcontracts, sub-grants, and contrads under grants, loans, and cooperative
agreements) and thai all sub-recipients shafl certify and disclose accordingly.

TNs cerlirication Is a material representation of fact upon which reliance was placed when this transaction was
made or entered into. Submission of this certification is a prerequisite for makirtg or entering into this transaction
imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required certification shall be subject
to a dvil penally of not less than S10.000 and not more than $100,000 for each such failure.

^  ̂ rJo ^
,or Representalive Signalure) (Authorized Coniracior Replesenfplrve Name i Title)

(Corrtocw^sme) ''' (Date)

NH OHHS. 0;sc« or Suslnosi OpaiiDons Cbniraaw tnlUatz:.
StoAdanJ CxNIiO E - CeniTiciilion ReosnSng LoDbyinQ / > /7s
January 2009 Dale:



Docusign Envelope ID: 93E157AB-EE6E-49E6-B858.77147E83C7DD

I'jigc

NH Department of Health and Human Services

STANDARD EXHIBIT F

CEf^TIFICATIDN R-EGARQING DEaARIVIENT. SUSPENSION
AND OTHER RBSPONSIBILITY MATTERS

The Contractor identitted in Sedldn 1.3 of (he General Provisions agrees to comply with the provisions of
Executtve Office of lf}e PreS{Cle"h[; Executive Order 12549 and 45 CFR Part 76 regarding Oebarment.
Suspension, and Ofh'ifr RdSTOnpibility Matters, and further agrees to have the Contractor's
representative, as-fd^tlfied irf -^sctions 1.11 and 1.12 of the General Provisions execute ihte following
Oertincation;

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal (conlracl). the prospective primary participant is
providing the certification set out beiow.

2. The Inability of a person to provide the cefUnc.aaoa required bc)bW-.wtil nol rie'^ssanl/ result
in denial of participation in (his covered tran^aclipn. If iiiecess'a')''.. lbs pN}$pe.i^vp pWlidpanI *
shall submit an explanation of why It cennOr- provide tbe ̂.ae}-ti'nc{jilpn. .The.-odrlificelidn or
explanation will be considered in connection wth the .HH CXepartmenI of He.ailh HUniab
Services' (DHHS) determination whether tc^-enler into ihl? tFarisadibn-. I^bv^er. .(alliiffe fli
the prospeclrve primary participant to (urh.lsfj'.a c.ertilicaUon or en fexplWiairon,shall. rfis.quaCfy
such person from participation in this Iransadion.

3. Tlie ̂ hifigatioo in this clause is a material representatjon of fact upon wtirch'rtflana-vvas
p.lqcqd when dHh'S determined to enter into this transaction. If it is later qetermtne.d t^l, the
prospectlvo' txirriary participant knowingly rendered an erroneous certiricaUori' In addition to
o^er rbmedies d^failable to the Federal Government. OHHS may lermtnaio (his Ir^nsadtion
for cause or default.

4. The prospective prtma'ry shall provide immediate written notice to the DHHS
agency to whom this proposal (contact) is submitted II at any time the prospective primary
participant teems that its certifiqaUon Was erroneous when submitted or has become
erroneous by reason of charvged drcu'rhstances.

5. The lemji 'coy.ered transaction,' "debarred.*.'suspended.* 'ineligible.* Tov^er tier covered
lrangpc.lio.r>■.^■pBnlicJpant.*.'person.* *primary covered transaction,* 'principal.* 'proposal.* and
'voluntarily excluded.' as used in this clause, have the meanings set cutvin (he Oefinitions
and Cpveraga-Secliobs of the rules implemenling Executive Order 12549: 45 CFR Pan 76.
See the attached definitions.

S. The prospective primary participant agrees by submitting this proposal (contract) that, should
the proposed covered transaction be entered into. It shall not knovt4ngly enter into any tower
tier covered transaction with a person who is debarred, suspended, declared ineligible, or
vduntanTy excluded from parliclpalion In this covered transaction, unless authorized by
OHHS.

NH UHHS. OffiCH Of Outinats Operniions Coni/aaor (niUats
SUntfsN ExtrfM F -
CenlficaUon RegMOcng Oebarmeni. Suspention ond Other RatpenslbSiiir Mailers rp: y //.
JarwaryZOOS Dale: -fS. /I ^
f'm* I ol J ' '■ •
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7. The prospective primary partidpant further agrees t>y submitting this proposal that it will
include the dause titled 'Certification Regarding Oebarment. Suspension, Ineliglbiiity and
Voluntary Exclusion - Lower Tier Covered Transactions.' provided by DHHS. without

. modincatlon, in all lower tier covered transactions end In all solicitations for lower tier covered
transadions.

8. A partidpant in a covered transaction may rely upon a certification of a prospective
participant in a lower tier covered transadion thatV is no) debarred, suspended, ineligible, or
involuntarily excluded from the covered transadion, unless it knows that the certificalion is
erroneous. A partidpant may dedde the method and frequency by which It determines the
eligibility of its prtndpats. Each partidpant may, but is not required to. check the
Monprocurement List (of exduded parties).

9. Nothing contained In the foregoing shall be construed to require establishment of a system of
records in order to render in good faith the certification required by this clause. The
knowledge and Information of a partidpant is not required to exceed that which Is normally
possessed by a prudent person In the ordinary course of business dealings.

10. Except for transadions authorized urxfer paragraph 6 of these instructions, if a participant In
a covered transaction kno^^4ngly enters into a lower tier covered transaction with a person
who IS suspended, debarred, ineligible, or voluntarily excluded from partidpatlon In this
transaction, in addilion to otlier remedies available to the Federal government, DHHS may
(erminale this transaction for cause or default.

PRIMARY COVERED TRANSACTIONS

(1) The prospedlve primary participant certifies to the best of its knowledge and belief, that it and
Its prindpals;

(a) are r>ot presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily exduded from covered transadions by any Federal department or agency;

(b) have not within a three-year period preceding this proposal (contract) been convided of
or had a dvll judgment rendered againd them for commission of fraud or a crtminal
offense in connedion with obtaining, attempting to obtain, or performing a public
(Federal, State or local) transadion or a contract under a public transaction; violation of
Federal or Slate antitrust statutes or commission of embezzlemenl, IhefL forgery, bribery,
falsification or destrudion of records, making false statements, or receiving stolen
property:

(c) are not presently Indicted for otherwise criminally or ctvlily charged by a governmental
entity (Federal. State or local) with commission of any of the offenses enumerated in
paragraph (l)(b) of this certification; and

(d) have not wffoin a three-year period preceding this applicaticri/proposai had one or more
public transadions (Federal. State or local) terminated for cause or default,

(2) Where the prospective primary partidpant Is unable to certify to any of the statements in this
certificatiori, such prospective participant shall attach an explanation to this proposal
(contract).

NH OHHS. Olbce el ausbnti Optrilions Conlractor tnlli^
SUndard EzhBiil f -

CertiOcetion Rejartlng OebormenL Suspenilon end Other ResponsibiUly Mailers -w f  .- ri/-
Jemia/y 2000 """"
PajeSotD
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LOWER TIER COVERED TRANSACTIONS

By signkig and submitting (his lower tier proposal (contract), the prospective lower tier partidpant.
as defined in 45 CFR Part 76, certifies to the best of its kno\^edge and belief that II and its
principals:

(a) are not presently debarred, suspended, proposed for debarmeni, declared ineligible,
or voluntarily excluded from participation in this transaction by any federal
department or agency.

(b) ̂where the prospective lower tier participant is unable to certify to any of the above,
such prospective participant shall attach an explanation to this proposal (contract).

The prospective lower tier particlpanl further agrees by submitting this proposal (centred) that it
will Irtdude this clause entitled 'Cerlificdtion Regarding Debarmeni, Suspension. Ineligibillty, and
Voluntary Exclusion - Lower Tier Covered Transactions.' without modification in all lower tier
covered transactions and in all solicitations for lower tier covered transactions.

(Authorized Controcior Representative l^rhe 8 Title)Repressr>lstive Signature)(Conifac

1:^
(Contractorjiame) y (Dale)

NH DHKS. OlDce at Business Operations Cont'oclot IrillatsiC^/A (C
Sisrtdord ExhiM F~

CerU/tcslionftegafdint; tTebarmani, Suspanstort arxt Other ResponsibDIly MRltC'S • ^7 /z.'// '
Jsmisry ?001i Date. A i& /
Rape 3 ol 3 ' '
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NH Department of Health and Human Services

STANDARD EXHIBIT G

CERTIFICATION REGARDING

THE AMERICANS WITH DISABILfTIES ACT COMPLIANCE

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
rapresentalivB as Identified In Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: '■

1.. By signing and subnfitling this proposal (contract) the Contractor agrees to make reasonable
efforts to comply with all applicable provisions of the Americans with Disabilities Act of 1990.

K  4 K
CCon.iraclor Repreunlativfl Signature) (Authorized Contractor ReprBSBnlaHOo Namo & TiUo)

S.//I ̂
(ConlraaorName) (Dale)

NH DHHS. OfliM o* Buiinsj# Opernlionj Contndor
StandirflExhlbilG-CcrtJticollonReowcJinBlhcAmcficonsWHhWsoOiflUefiAci //.r.-.
January 2008 h /y?/
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NH Department of Health and Human Services

STANDARD EXHIBiTH

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

JNTENTIONAIL Y LEFF if LANK
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT I-HIPAA AGREEMENT .

The Contractor identified in Section ofthc General Provisions of the Atreemenl ayrecs lo
comply will) the Hcallh Insurance Portabiilly and Acconnlabiirly Act. Public Law IM-IQI and wiri« the
Standards for Privacy and Security oflndividoolly Idcnlifinblc Hcollli Inrormaiion, 45 CFK Parts 160 tind
164 and those parts of the HITBCH Act nppiicabic io business associates. As defined herein, "business
Associate" shall mean the Contractor artd Subcontractors and agents of the Contractor that receive, use or
hnve access to protected health informaiinn under this Agrecrnent and "Covered Entity" shull mean the State
ofNcw Hampshire, Department of Health and Humnn.Serviccs.

BUSINESS ASSOCIATE AGREEMENT

(1) DefiiHlions.

a. "Breach" shuli have the same meaning as the term "Breach" in Title XXX, Subtitle D. See.
13400.

b. "BitViness Aifsociate" has the meaning given such term in section 160.103 ol'Title 45, Code of
Federal Regulations.

c. "Covered Entity" has the meaning given such term in section 160.103 ofTltlc 45, Code of
FcdcrnI Regulations.

d. "Designated Record Set" shnll have the same meaning as the term "designated record set" in 45
CFR Section 164.501.

c. "Data Aggregation" shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

r. "Hcaidr Care Operations" shall have the snnie meaning as the term "health care operations" in
45 CFR Section 164.501.

g. "HITF.CH Act" means the Health information Technology for Economic and Clinical Heollh
Acv.TlilcXlII, Subtitle D, Pan^l & 2 of the American Recovery nnd Reinvestment Act of 2009.

h. "HIPAA" mcan.s the Health ln.?urance Portability and Accountability Act of 1996, Public Law
104-191 nnd the Standards for Privacy oitd Security of Individually Identifiable Health Information.
4.5CFR Paru 160. l62Bnd 164.

i. "Individiinl" shall hove the .same meaning as the term "individual" in 45 CFR Section 164.501
iind shull include u person who qualifies as a personal reprc.seniative In accordance with 45 CFR
Section I64.50t(g).

j. "Privacy Rtile" shall mean the Standards for Privucy of Individually Identifiable Health
Informniion at 45 CFR Parts 160 and 164. promulgated under HIPAA by the United States
Department of Hcallh and Human Services.

k. "Protected Health Information" shall have the same mcuning as the term "protected health
inrormatlon" in 45 CFR Section IM.50I, limited to the Informntion created or received by Busincis
.Associate from or on bclialf of Covered Entity.'

Exhibit I . 8/6/2012
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

'2012-085 DHHS LEGAL FILES CONTRACT
EXHIBIT I - HIPAA AGREEMENT

I. "kcQtiircd hv .slmll hnvc Ihc same meaning; as llie tcnn "rciiuired by law" in 'l.'i CI-'R
Sccijon 164.50I/

"SccfCUirv " .shall mean lltc iiccrclury of ihc Dcparimcni ol" Huilih uiul Human Scrvicc.s o;
hi.s/lier dcsignee.

h. ' "Sccuriiv Rule'' shall mean rhc Sccurily SlundBrcJ.s for ilic I'roicclion of Elcclronic i'rolcclcd
Hiailili Inrormnlioii d( 4.^ CPR Pan 164. Subpan C. uik) umcnclmcaLs therein.

ti. '*llii.scc"ttri;d Prdtbcled Hodth liironTtalinn'' means protected hcallh InKormuiion thai i.s not
secured hy u technology standard rhni rcndun protected health inCurmaiiun unusabie. unrcudublu, or
indecipherable to unauthorized individuals and Ls developed or endorsed by a standards devclopitig
organization tlvit i.s nccncdited hy (he Americuo Nalionul Slundurd.s Instiiiitc.

p. Glhcf Dcrinilion.s - All terms not otherwise defined herein shall have the intoning established
under 4n C.F.R. Parts 160, 162 and 164. as amended from time to time, and ihcHlTECH
Act.

(2) U.SC and Disclosure of Protected Health InformaOnn.

Q. Business Associate shall not use, disclose, mninifiin or transmit Protected Health Information
(PHI) c.scepi as retisonably necessary to provide the Services outlined under Exitibit A of the
Agreement. Further, the Business Associate shall not, and shall ensure that its directors.
nfTieers. employees and agents, do nol use, disclose, maintain or transmit PHI in any manner
thai would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclo.se PHI;
I. For (he proper nianagcinent and adminlsiration of the Business Associate;
II. - As required by low. pursuant to the terms set forth in paragraph d. below; or
III. Pur data aggregation purposes for die health care operations of Covered Entity.

c. To the extent Business Associate is permitted under the .Agreement to disclose PHI to a third party.
Business Associate must obtain, prior to making any such disclosuie, (!) reasonable ns.surances
from the third party that such PHI will be held confidentially ond used or further disclosed only o-s
required by law or for Ihc purpose for which it was disclosed to the third part)*; and (ii) an
agftcmcnl from such third party to nolity Business Associate, in accordance with the HITBCH
Act. Subtitle D. Part I. Sec, 13402 of any breaches of the conndcnlialliy of Uic PHI, to rite extent it
hosohiuined knowledge ufsuch breach.

d. The Business Associate shall nol, unless .such disclosure i.s reii.vanably necessary to provide
Services under Exhibit A of ihc Agreement. disclo.sc uny PHI in rcspon.sc to a request for
disclosure on (lie bu.sis thai il i.s required by law. without linsi notifying Covered Entity so lhal
Covered Entity has an opportunity to object to the disclosure and to seek appropriate relief. H*
Covcrwl Entity objects to such disclosure, the Business Associate shall refrain from disclosing the
PHI tiniil Covered Eniitv htus exhaitsied all remedies.

Exliihil l 670,'2012'^

IniiiBl all pages:
l.egnl Files initials^A



Docusign Envelope ID; 93E157AB-EE6E-49E6-B858-77147E83C7DD

STATE OF NEW HAMPSHIRE

DEPARTIVIENT OF HEALTH AND HUMAN SERVICES

2012-085 DHHS LEGAL FILES CONTRACT

EXHIBIT I - HIPAA AGREEMENT

t

c. ir the Covered Entity notiHcs the Business Associate thai Covered Entity has agreed to be
hound hy udditional restriclinns over nnd above those uses or disclosures or security sategiiords
ufPHI pursuant to the Trivucy and Sccuriiy Kule. (he Business Associnle shall he bound hy
such additional resirictions tind shull iiul disclose PH) in violation of such udditionul restrictions
and shall abide by any addiliunal security safcguttixJs.

(3) r)li)ignttr>iis nntl AetiviHes ofnusirress As.<octn(c.
I

.  a. Business Associate shall report to the designated Privacy Officer of Covered Entity, in wriiing.
any use or disclosure of PHI in violation of the Agreement, including any security incident
involving Covered Entity data, in accordance with the HITECH Act, Subtitle D. Part I, See.
)3d02.

■ b. The Business Associate shall comply with all sections of the Privacy and Security Rule a.s set
forth in, the HITECH Act, Subtitle D. Pan I, Sec. 13401 and Sec.13404.

c. Business Associate .rhall make available nit of Its internal policies and procedures, books and
records relating to the use and disclosure of PHI received from, or created or received by the
Business Associate on behalf of Covered Entity to the Secietary for purposes of determining
Covered Entity's compliance with HIPAA and the Privacy and Security Rule.

d. Business Associate shall require all of its business associates that receive, use or have access to
PHI under the Agreenreni, to agree in writing to adhere to the some resirictions and conditions
on the use and disclosure of PHI contained herein, including the duty to return or destroy tlie
PHI us provided under Section (3)b and (3)k herein. The Covered Entity shull be considered a
direct third porty bcrtcficlary of the Contractor's business associule agreements with
Coutmctcr's intended businc.s.s a.vocialcs, who will, be receiving PHI pursuant to this
Agreement, with rights of enforcement and indemnirication from such business associates who
shall be governed by standard provision i/IB of this Agreement for the purpose of use and
disclosure of protected health infonnation.

c. Witlun five (5) business day.s of receipt of a written request from Covered Entity. Business
Associate shall make available during normal business hours al ils ofTlces all records, bouks.
agreements, policies and procedures relating to the use and disclosure of PHI to the Covered
Entity, for purposes of enabling Covered Entity to determine Business Associate'.s compliance
with the terms ofthe Agreement.

f. Wiihiu (eiv(lO) business days of receivii^ a. written request from Covered Entity, Business
Associate sJtall provide access to PHI in o Designated Record Set to the Covered Entity, or us
directed by Covered Entity, to an individual in order to meet the requirements under 45 CFR
Section 164.524.

g. Within ten (10) business dnys of receiving a written request from Covered Entity for an
amendment of PHI or a record ulxiui an individual contained in o Designated Record Set, the
Business Associait shall make such PHI available to Covered Ejniiy for amendment and
incorporate uny such timcndmcni to enable Covered Entity to ruinil its obligations under 45
CFR Section 164.526.-

Exhibit I ^ ^ ^ 8/6)7012
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h. Business Assncinic shiill ilociinicni suc)> disclosures of PHI and inlorniaiicjn rcluicd lo 5ucl»
disclosures ils wouki bo required for Covered Enlily lo respond lu a reqocsl by an individual for
»i) aeeounlioj; <»fdcieInsures ijfPHI in uecnrdnncc with 45 CFR Section IM.SijS.

i. Within ten (10) business dnys of receiving » wrirtcn request from Covered Entity fur u request
for an Mccouniini' of disclosures of CHI. Husiness Associate shall nuikc ovuilablc lo Covered
Entity such inforniaiion ns Covered-Eniily may rct|uirc to fulfill its obligations to provlrle an
nccounling of disclosures with respect to PHI in accordance with 45 CfR Section 164.52K.

j. In the event any individual requests access to. omendincnt of. or accounting of PHI directly
from the Btusincss Associate, the Bu3ine.<!s Associate shtdl within two (2) business days forwnrd

[  such requ«t to Covered Entity. Covered Entity shall have the responsihilily of resounding to
forwarded requests. Ho%vcvcr, if fbrwarding the individunl's request to-Covered Enflly would
cause Covered Entity or the Business Associate to violate HIPAA and tlic iVivucy and Security
Rule, the Biisincis Associate shnll instead respond to the individual's request ns rcquiretl by
such law and notify Covered Entity of .such resportse as soon us pructicnble.

k. Withii; ten (10) business days of termination of the Agreement, for any reason, the Busincs.s
Associnte shall return or destroy, as specified by Covered Entity, all PHI received from, or
created or received by the Business Associate In connection with the Agreement, and shnll not
retain any copies or back-up tapes of such PHI. If return or desiniciion l.s not feasible, or Ihc-
disposition of the PHI hns been otherwise agreed to In the Agreement. Business Associate shall
continue to extend the protections of the Agreement, to such PHI and limit further uses and
drsclo.sures of such PHI to those purposes that make llie return or destruction infcasible. for so
long as Busine.ss Associate maintains such PHI. If Covered Entity, in its sole discretion.
require,s thai the Business-Associate destroy any or all PHI, the Bustitcss Associate shall certify
to Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entih"

a. Covered Entity shall notify Busines.s Associate of any changes or limitation(.s) in its Notice of
Privupy PrKClices provided lo individuals in accorUancc with 45 CFR Section 164.520. to the
extent that such change or limiintion niny affect Business Associaie'.s use or disclosure of PHI.

b. Covered Entity shnll promptly notily Business Associate of any changes in. or revocation of
permission provided to Covered Entity by individuals whose PHI may be used or di.scloscd by
Busines.s Associate under this Agrecmcni. pursuant lo 45 CFR Section 164..506 or 45 CFR
Section 164..508. '

c. Covered cniily shall promptly nollfy Business As.sociatc of any restriction.'; on the use or
disclosure of PHI that Covered Entity has agreed lo in accordance wiUt 45 CFR 164.522. lo the
cxicni that such rcsiriciion mny affect Business Associate's use or <lisclo.surc of PHI.

(5) Tcrminnlitin for C'nnsc

E-xhibii I 8/6/2013
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b.

d.

c.

r.

In addiiinn (o slnndurd provision WIO of this Agreemcni the Covered Emily mny immetHalely
lerminate the Agreemeni upon Covered Entity's knowledge cfn breach by Business Associate of (he
lluslncss Associate Agreement set forth herein.as Exhibit I. The Covered Entity mny either
immedintely lemiinale (he Agreement or provide an opportunity for Business Associate to cure the
nllcgod breoch within a timefromt specified by Covered Entity. If Covered Emily determines that
neither termination nor cure is feasible, Covered Entity shall report the violation to the Secretary.

Mi.scctlnneom

DeFmitions and Regulatory References. All terms used, but not otherwise defined herein, shall have
the same meaning as those terms in the Privacy and Security Rule, and the HITECH Act as amended
from time to time. A reference in the Agreement, as amended to include this Exhibit E, to a Section
in the Privacy and .Security Kule means the Section as in cfTect or as amended.

Amendment. Covered Entity and Business Associate agree to take such action as i.s nece.<iscry to
amend the Agreement, from time to time as is necessary for Covered Entity to comply with the
change*! in the requirements of HIPAA, the Privacy and Security Rule, and applicable fedcnkl and
state law.

Data Qwnershin. The Business Associate acknowledges that it has no ownership rights with respect
to the PHI provided by or created on behalf of Covered Entity.

Interpretftiion. The parties ngree that any ambiguity in the Agreement shall be resolved to permit
Covered Entity to comply with HIPAA, lite Privacy ontf&ecurity Rule and the HITECH Act.

Sefirrgation. If any term or condition of this Exhibit 1 or the application thereof to any person(s) or
circumstance is held invalid, such invalidity shall not affect other terms or conditions which can be
given cfTect without the invalid term or condition; to this end tlie terms and conditions of this
Exhibit I are declared severable.

Survival. Provisions in this Exhibit 1 rcgording the ttse and disclosure of PHI. return or destruction
of PHI, extensions of the protections of the Agreement in section 3 k, the defense and
indemnification provisions of section 3 d und standard Contract provision Ul'i. shall survive the
terminfltion of the Agreement.

IN WI7>IESS WHEREOF, the parties hereto have duly executed this Exhibit 1.

The State
/ee

Signature of AuthdtSted Reprcsenietivc

Name of Aulhori7.ed ReprtScniativc

Name

Signal

(he Conlracior
LJIHwC. X-e.

of Authorized Representative

Nitinc of Authorized Representative

A/yi/TO/cr , fi-yi P/r_
Title of AulJiorized Representative Title of Authorized Representative

Exhibit I
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Cb:HTiriCATK)N kf/IAftPlNCi ThI: REDCKAL I'DNDlNCi AC^:CH)NrAmL(TY ANL> ^
TJ<Al^S>PAltENrY-ACl'rFKA-.TAl(!:(')M');TlANC:r-:

The l-'cdcr;>l Fimdlni; Accouiufibilily nnd Transprcncy Aci (f-TATA) rc<|uiras prinie flwurxJees of
in(livi<luul rcdcml ̂ ntnis c(|unl id or ̂ renter ihan S2S.OUO uiul siwnrclcd uti or uRor Clulohcr I, 2010, (o
rcj>on 01) (Indi rclaiec! lu executive compcitsaiion und associuied firsi-licr suh-y:rt]nts uf S23.000 or more,
irihc iitiiial award is below i25.0{)0 but subscqueni cranl modiriculiuns result in a ibliil tiwiird cquul lit ur
over 3*25.000. Ilic award is sirbjccl lo ilw FFATA rcporlinj* rcqiiircmcnls. as of llic <laic of Ihc award.

\

In accordance wilh 2 CFR Hurt 170 {Rcporiinji Hvhawurdand Excciitiw Comjicnxatidn Infornicuion), Ihc
Dcpamnenl ofHeulili and Humu)i Services (DHHS) must report ihc fdllowing informrtion for uny
suhawfird orconlnicl award .subject lo the FFAl'A reportinj^ requirements:

1) Numcoreniiiy
2) Amount uf award
3) Funding ugency
4) NAICS code for conlrocts / CFDA program number for gmnis
.5) Program source

6} Award liile descriptive of the pui-pose of ihe funding ociion
7) Locaiion of the endty
8) Principle place of perfcrinancc
9) Unique idcnlifier of the entity (DUNS #)
10) Totu) compensation und.numes of the top five executives if:

a. More than 80% of annual gross revenues arc from the Federal governmenU and those
revenues are greater, than $25M annually and

b. Compcn.tation information i.^ not already available througl) reporting to rhe SEC.

Prime grant recipieni.s must submit FFATA required data by the end of the month, plu.'; 30 days, in which
the award or award amendment is inadc.

The Contractor ider.iincd in Section 1.3 of the General Provisions agrec.s to comply with the provisions of
The Fedcnil Funding Accountnbilify and Tnuuparcncy Act, Public Law 109-282'nnd Public Low 110-

252. und 2 CFH Part 170 (Re/wro'ng Svbawurd ond Executive Compensaiion Information^ and further

agrees to liave the Contractor's representative, as idcntifted in Sections I.I I nnd (.12 of the Oencnil

Pmvlsions execute the following Certincation:

The bcluw named Contractor ucrecs to provide needed inform.^tion tus outlined nhovc to (he NH
Ocpartmciii of Health and Human Services and to comply with all npplictibic provisions of the Fcdenit
FinRitcial AccnuntRbiliiyuiid Trunsparcncy Act.

^7(Contrneior Rcprc.sentalivc Signature) (Auihurizeii Coniruclor Rcprc.scniutivc Name «t fillc)

s Ri'. r (T f
(Cnnlnicior Name) (Date)

Contraetptiniuals- . T4 V
Oste: f fL fl.
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FORMA

As Uic Contrnclor idcnliHed in Section 1.3 of Ihc General Provisions, I certify that the responses to the
below listed questions nrc true and accurate.

1. The DUNS number for your entity is:

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (I) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts, loans,
grants, sub-grants, and/or cooperative agreements; and (2) 525.000,000 or more in annual gross revenues
from U.S. federal^;bhiracts, subcontracts, loans, grants, subgrnnts, and/or cooperative agreements?

^ NO YES

If the answer to ill2 above Is NO, Stop here

Iflhe aoswcr to tfl above is YES, please answer the following;

3. Does the public have access to information about the compensation of the executives in your business
ororgnnization through periodic reports filed under section 13(a) or 15(d) of the Securities Exchange Act
of 1934 (15 U.S.C.78m(a), 78o(d)) or section 6J04 of the Internal Revenue Code of 1986?

NO ^^YES

I r the answer to M above Is YES, stop here

If the an.wcr to W above is NO, please answer the following;

4. The names and compensation of the five most Highly compensated officers in your busipcss or
organizatiun are ns follows: ^

Nome: Ajnount;

Name: ^ Amount:

Name; Amount:

Name: Amount:

I

Name: Amount:

Contractor Initials; Vj

iT/fr-p*'
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