STATE OF NEW HAMPSHIRE QC;Z ﬂ ,

DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A Weaver 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501  1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
dain N. Wati ' www.dhhs.nh.gov
Director :
June 9, 2025

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

p— 3

Authorize the Department of Health- and Human Services, Division of Public Health
Services, to enter into a project agreement with Slalom, Inc. (VC# 3188386), Boston, MA, utilizing
Salesforce Professional Services statewide contract #8002977 under the Department of
Administrative Services Statewide Master Agreements for Salesforce Professional Services in the
amount of $2,700,000 to develop anintegrated Environmental Health Data Management System,
effective upon Governor and Council approval through December 31, 2026. 37% Federal Funds.
63% Other Funds (Radiological Fees and Lead Poisoning Prevention Fund).

The original Salesforce Professional Services contract was approved by :‘Governor and
Council on October 13, 2021, item #99; and amended on March 27, 2024, item #76; and most
recently amended with Governor and Council approval on March 26, 2025, item #100.

Funds are anticipated to be available in the following accounts for State Fiscal Years 2026
and 2027, upon the availability and continued appropriation of funds in the future operating )
budget, with. the authority to adjust budget line items within the price limitation and encumbrances
between state fiscal years through the Budget Office, if needed and justified.

05-95-90-800510-1628, HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: PUBLIC HELATH DIV, BUREAU OF INFORMATICS, STRENGTHENING PH
INFRASTRUCTURE 100% Federal Funds

State |  Class/

{1 Fiscal Year Account Class Title - _ Job Number A:‘rgth
2026 | 102-500731 | Contracts for Program Svc | 90162805 |  $600,000 |
2026 | 102-500731 | Contracts for Program Svc | 90162806 |  $300,000
B . S| soce 00

05-95-90-001510-5391, HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: PUBLIC HELATH DIV, BUREAU OF PUBLIC HEALTH PROTECTION,
RADIOLOGICAL HEALTH FEES 100% Other Funds

" Total

[ State’ | Class/ ' . S
Fiscal Year Account Class T'ﬂe o ‘,Ob Number Amount
2026 | 102-500731 | Contracts for Program Svc | 90033001 | . $1.425,000
_ Subtotal | $1,425,000
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05-95-90-901510-5698, HEALTH AND SOCIAL SERVICES,‘D_EPT OF HEALTH AND HUMAN
SVS, HHS: PUBLIC HELATH DIV, BUREAU OF PUBLIC HEALTH PROTECTION, LEAD
POISONING PREVENTION FUND 100% Other Funds

Fioual Vear Pt Class Title Job Number | ,tote
2026 102-500731 Contracts for Program Svc 90037002 $227,000
2027 102-500731 Contracts for Program Svc 90037002 $50,000

Subtotal $277,000

05-95-90-901510-7964, HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: PUBLIC HELATH DIV, BUREAU OF PUBLIC HEALTH PROTECTION, LEAD
PREVENTION 100% Faderal Funds

Fisgg?t\?ear Acc[:gﬁr:t Class Title ~tob Number : A:-.nght
2026 102-500731 Contracts for Program Svec 90036000 $98,000
' Subtotal $98,000
Total |  $2,700,000

EXPLANATION

The purpose of this request is for the Contractor to develop a Salesforce Environmental
Health Data Management System to support the Department's environmental health programs
and comply with regulatory requirements executed under the Healthy Homes and Lead Poisoning
Prevention Program, Health Officer Liaison Unit, and Radiological Health Section. Currently, the
Department has three separate databases to support these programs, which have reached end-
of-life and are no longer sustainable. The Salesforce data management system will consolidate
the data from all three databases and allow for ongoing implementation and compliance with RSA
130-A, Lead Paint Poisoning Prevention and Control; RSA 125-F, Radiological Health Program;
RSA 128, Town Health Officers; and RSA 147.

The Environmental Health Data Management System (EHDMS) will support three
programs’ business needs by allowing Department staff to manage large amounts of data for
each program, including tracking the issuance of licenses, registrations, appointments and
- cortifications; tracking application statuses and sending renewal notices and invoices; tracking
inspection timing, inspection results, compliance related activities, and the accounting of fees and
fines. The EHDMS will be one (1) integrated system with individual modules for each program. In
addition, the public will have access to the EHDMS to submit applications and payments
electronically online, track the status of submitted applications, view their online profiles including
any licenses and certifications and registered devices by location, and track financial transactions
for billing purposes. The Contractor will work with the State’'s merchant card service provider for
related PCI components.

Historical data from the three environmental health programs will be migrated into one
integrated system, which will enable the development of standardized letters and reports.

The Healthy Homes and Lead Poisoning Prevention Program (HHLPPP) conducts
hundreds of inspections and investigations annually to assure lead-safe environments for families
and children in alignment with RSA 130-A. The HHLPPP licenses/certifies approximately 400 lead
professionals, including lead abatement contractors, lead risk assessors, and lead inspection

rd



Her Excellency, Governor Kelly A. Ayatte
and the Honorable Council
Page 30of 3

contractors to support effective remediation of lead hazards in-rental properties, childcares, and
other facilities. In accordance with RSA 125-F, the Radiological Health Section (RHS) conducts
hundreds of inspections annually to allow for the safe use of radiation emitting machinés and
materials. RHS registers and licenses approximately 2,000 businesses and service providers with
approximately 7,000 devices and machines including x-ray machines and other radiofogical
industrial devices located at medical offices, hospitals, dental offices, veterinarian offices, and
industrial facilities. The Health Officer Liaison Unit appoints approximately 400 health officers and
deputy health officers across the state to administer the requirements specified in RSA 128 and
RSA 147, including conducting sanitary investigations, providing guidance and education to
communities on public health concerns, and enforcing local health ordinances.

The Department will monitor Contracted services through agile methodologies, which is a
flexible project management approach breaking down projects into smaller, manageable parts
referred to as “sprints” or “iterations.” The Contractor and the Department will collaborate on each
sprint, review progress, and adjust as needed. This iterative approach allows for faster delivery,
more Department involvement, and quicker adaptation to project changes and needs.

The Depariment selecled the Salesforce Contractor through a Department of
Administrative Services, Division of Procurement and Support Services, competitive bid process
using a Request for Quotations (RFQ) that was posted on the Department’s website from March
12, 2024, through April 19, 2024. The Department received two (2) responses that were reviewed
and scored by a team of -qualified individuals. The Contractor received the ‘overall highest
combined technical and cost score; this was not a low-cost bid. The Department subsequently
negotiated with the Contractor to reduce project costs, resulting in a price limitation that is lower
than the Contractor's original proposed cost, as indicated on the Scoring Sheet attached.

Should the Governor and Council not authorize this request, the Department will be unable
to effectively license and oversee lead abatement professionals, facilities utilizing radiation
emitting machines and radioactive materials, and other functions; with likely disruptions to
business operations, risks to children and families, and delays in the issuance of licenses to
regulated entities, '

Area served: Statewide. ‘ )
Source of Federal Funds: Assistance Listing Number (ALN) 93.967, FAIN
NE110EQ00077; ALN 93.197, FAIN NUE2EH001457

Respactfully submitted,

The Department of Health and Human Services' Mission is to join commaunities and families
in providing opportunities for citizens to achieve health and independence.
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New Hampshire Department of Health and Human Services
Division of Finance and Procurement
Bureau of Contracts and Procurement
Scoring Sheeat

Project Title

Maximum
Points
Available

Vendor Cost 7 , 23 30
Subtotal - Cos ; 23 30
TOTAL POINTS|:5=100: 84 59

TOTAL PROPOSED VENDOR COST $3,895,900 $2,597,388

Reviewer Name . Title
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) STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

New Hampshsre
g~ 27 Hazen Drive | Concord, NH | 03301

Fax: (603)271-1516 | TDD: (800) 753-2964
doit.nh.goy

Denis Goulet, Commissioner

May 27, 2025

Lori A. Weaver, Commissioner

Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Weaver:

This letter represents formal notification that the Department of Information
Technology (PolT) has approved your agency’s request to enter into a Project Agreement With‘
Slalom, Inc. as described below and referenced as DolT No. 2023-093.

The purpose of this request is to develop a Salesforce Environment Health Data
Management System to support the Departments environmental health programs
and comply with regulatory requirements executed under the Healthy Hormes and
Lead Poisoning Prevention Program, Health Officer Liaison Unit, and Radiological
Health Section.

The Total Price Limitation for this Project agreement shall be $2,700,000, effective
upon Governor and Council approval through December 31, 2026.

A copy of this letter must accompany the Department of Health and Human Services®
submission to the Governor and Executive Council for approval.

Sincerely,

s

Denis Goulet

DG/RA
DolT #2023-093

cc: Ken Gagne, IT Manager, DolT

J! -
“Innovative technologies today for New Hampshire’s tomorrow.”
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Salesforce Environmental Health
Integrated Data Management System
. Project Agreement

RFQ-2024-DPHS-02-ENVIR-01 (DAS RFQ #411-24)

Contractor Name: Slalom, Inc.

Statewide Contract: Salesforce Professional Services (#8002977)

Project Agreement Effective Date: Effective upon Governor and Council Approval

The Contractor will commence services no later than forty-five (45) days after the Project Agreement Effective .
Date.

Proiecdt' Agreement Completion Date: December 31, 2026

The terms and conditions of the Contractor's Master Service Agreement (MSA) shall survive the Completion
Date of this Project Agreement. . -

Project Agreement Price Limitation: $2,700,000

/

Contractor \nfilll comply with the following Project Agreement Attachments:
. Attachment 1: Business & Technical Requirements Workbodk
Attachment 2: DHHS Standard Exhibit D — Federal Requirements
Attachment 3: DHHS Standard Exhibit E — DHHS Informatidn Security Requirements
Attachment 4: DHHS Standard Exhibit F — Business Associate Agreement

5/30/2025
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New Hampshire Department of Health and Human Services
Salesforce Environmental Health Integrated Data Management System

Project Agreement (“Work Order”)
RFQ-2024-DPHS-02-ENVIR-01 (DAS RFQ #411-24)

This Work Order describes the ways of working between the New Hampshire Department of Health and Human Services,
‘Division of Public Health Services (DPHS) (herein referred to as “DHHS” or “the State’), and"Slalom, Inc. (the Contractor),
in support of the RFQ # 411-24 for the Environmental Health Integrated Data Management System.

1. DESCRIPTION OF WORK

' Project Overview / Objectives

The State needs to develop an Environmental Health Integrated Data Management System on the Salesforce platform to
consolidate three existing environmental health data systems for the Healthy Homes and Lead Poisoning Prevention
Program (HHLPPP), Health Officer Liaison Unit (HOLU), and Radiological Health Section (RHS). The objective is to
modernize data management, integrate data sets, support online applications and payments, track licenses, certifications,
registrations, appointments, inspections, investigations, compliance actions, and generate required reports and letters. The
system must be scalable, performant with multiple users, and meet State security standards.

Scope and Deliverables

This project will be managed using agile methodologies, which starts with discovery to definie initial scope, estimate user
stories, and prioritize user stories into release plans. Proposed changes pass through a project documented change process
and account for like-kind trade-offs in terms of story points sizing or revisions to the timeline: The State Contract Manager
and Project Manager are empowered to.make decisions related to scope or requirement additions, subtractions, or changes.
When notified in writing by this group, Slalom will document the changes. If these decisions or changes have substantive
impacts to the functionality, duration, or cost of the proegram, these changes will be documented in a mutually executed
change order and executed by the parties via an Amendment to the State Project Agreement requiring NH Governor and
Council approval. All original agreement language not modified via an Amendment will remain in full force and effect. Stalom
will provide the following actions and deliverables as part of this work order.

Program Management

Slalom (“the Contractor”) will:
e Facilitate onboarding of new program team members.
o Define and deliver the ‘Big 3' — Program Machine, Org & Role Clarity, and Measured Progress.
o Create and manage the delivery of the project plan, including sprint planning and execution.

* Manage governance process and provide updates on overall performance of the program including scope
management, staffing, financials, risks/issues, and progress to milestones.

¢ Schedule and facilitate recurring status update meetings and daily standups.

o Execute the program using Agile methodologies and facilitate Agile ceremonies and events, including sprint
retrospectives,

e Track, categorize, and prioritize all feedback coming out of each Sprint Review.

» Maintain a risk and issue log (RAID); escalate risks/issues according to defined process.

= Ensure deliverables meet quality and delivery excellence standards.

¢ Prepare content for and contribute to Steering Committee.

» Create deployment plan, including pre/post manual deployment steps and rollback strategy.

e Partner with the State to develop a hypercare support plan for end users, which will include defining the roles,
responsibilities, and processes, to:

s Capture, aggregate, and track issues and questions;
o Triage issues and prioritize for resolution; and
» Identify process, training or technology gaps.
o Schedule go-live based on State and Do!T preference (nighttime, weekend, blackout dates, etc.)

D3
A
Slalom, Inc. Page 2 of 15 Contractor [nitlals

RFQ-2024-DPHS-02-ENVIR-01 (DAS RFQ #411-24) Date_5/30/2025



Docusign Envelope 1D: 672D46F 1-B56C-41BC-A580:3081E9625DCC

New Hampshire Department of Health and Human Services
Salesforce Environmental Health Integrated Data Management System

Facilitate go / no-go decision meeting.

The State of New Hampshire, Department of Health and Human Services (“the State?) will:

Designate and provide the Contractor access to the State staff serving in preject support roles throughout the
project agreement, including the Project Agreement sponsor and stakeholders, each having suitable skills,
experience knowledge, capacity, and subject matter expertise for their role.

Provide promptly such information, documentation, decisions, approvals, and assistance as requested or

necessary for the Contractor's performance and maintenance of project cadence.

Identify stakeholders needed for Program K-ickoff,‘WeekIy Status reports, and Steering Committes updates.
Ensure the required level-of participation from all client stakeholders.

Resolve any escalations and organizational barriers impeding progress to plan.

Provide input to sprint pfanning and standups.

Participate in sprint retrospectives.

Purchase and make available Salesforce internal and portal user licenses, as well as any additional licenses
needed, including but not limited to Copado, two weeks before build sprint 1. :

Partner with the Contractor on developing a support plan for end users.
Make the go / no-go go-live decision.

Deliverables:

-]

Program Kickoff

Bi-weekly project status reports
Steering committee status updates
Deployment pian

Support plan

Process and Business Analysis
The Contractor will:

(]

Schedule and lead interviews and discussions with the State program points of contact and other business

subject matter experts to ensure business requirements are fully understood.

Document application and inspection workflow artifacts for each Program/Application/Inspection where relevant.
Document data fields needed for each application or irispection.
Document data field and data migration needs.

Review existing business processes (e.g., lead abatement supervisor permit application process, payment
calculation and processing) and documentation.

Define L2 future state process flows (i.e., role-based activities required to complete.a specific transactional flow,
with sequencing, handshakes, and decision points).

Align the future state business processes with out-of-the-box Salesforce system functionality.
Conduct iterative feature definition, review, and alignment.
Document requirements and build and refine the product backlog.

Define and document future state technical architecture, Salesforce integration landscape, and Entity
Relationship Diagram (ERD). :

Complete solution designs and facilitate solution design decisions.
Facilitate alignment of priorities with the State for feature/functionality and any revisions to scope, timeline and

The State will:

Slalom, Inc.

budget.
ps
! K
Page 3 of 15 Contractor Initials

RFQ-2024-DPHS-02-ENVIR-01 (DAS RFQ #411-24) Date_>/30/2025



Docusign Envelope |D: 672D46F 1-B58C-41BC-A580-3081E9625DCC

New Hampshire Department of Health and Human Services
Salesforce Environmental Health Integrated Data Management System

Provide the Contractor as-is process L2 flows and other as-is documentation at least one week in advance of
project start to support an accelerated delivery timeline. If the State is not able to provide this documentation or
the documentation is not of sufficient detail, impact will need to be assessed, and necessary.changes executed
using the formal change order process.

Identify correct stakeholders to attend Contractor-led discovery sesslons and schedule initial sessions.

Meet commitment to work at the pace of the Contractor to meet the 6-week discovery timeline (i.e., kickoff
meeting scheduléd one week before start, 90% of discovery meetings are scheduled over the first 4. weeks,

architecture decisions are made by week 6, etc.). Should the State not bé able-to maintain the pace, impact will
need to be assessed, and necessary changes executed using the formal change order process.

Have product owners (one for each program) approve acceptance criteria and priorities within sprint. If there is
disagreement among the product owners for shared requirements, the Project Manager will make decisions
within the sprint to clarify what Slalom should build.

Sign off on completed user stories before each sprint begins.

Assumptions:

Any changes to program requirements or scope identified after initial dlscovery will be handled via the change
control and the State’s Project Agreement Amendment process.

Deliverables:

(-]

Salesforce

Full documentation of L2 process. flows.

High-level features, related epics, dependency and risk documentation and mltlal backlog of user stories (to be
refined throughout discovery and delivery), including build-stage-ready stories.

Alignment on build priorities.

The Contractor will:

Q

-]

-]

Define and document future state technical architecture, Salesforce integration landscape, and ERD.
Design Salesforce visibility model and security settings with specific attention to privacy.

Build Salesforce capabilities using out of the box (OOTB) features to address State requirements. If OOTB
functionality does not satisfactorily meet business requirements, the State and the Contractor will collaboratively
determine the most appropriate solution cptions to achieve business outcomes inclusive of busnness process
changes.

Complete build enhancements based on sprint demo feedback.
Deliver a total of 18 reports and 3 dashboards across the HHLPPP, HOLU, and RHS programs, leveraging only

out-of-the-box Salesforce functionality. Reports will be prioritized in collaboration with the State based on the
requirements in Appendices C, D, and E of the RFQ,

Build the Salesforce solution in English only. Salesforce supports a multi-lingual platform, and should the State
want to expand scope to include additional l[anguages, an assessment of effort and timeline impacts will need
to be performed and executed using a formal change order and Project Amendment process..

Use Salesforce Shield native capabilities related to encryption, event monitoring, and auditing requirements; no
custom solutions will be implemented as part of this program.

The State will:

Assumptions:

Slalom, Inc.

Provide the Gontractor resources continued reasonable access to necessary State environments, technology,
data, and resources for State application development and deployment, using State system environments only
as necessary to provide the services.

Provide the Contractor access to Salesforce environments, Jira, Copado; ‘selected e-Signature solution and

Payment Gateway.
DS
R
Page 4 of 15 Contractor Initfals

Provide design feedback and approvals.
Participate in sprint demo sessions.

RFQ-2024-DPHS-02-ENVIR-01 (DAS RFQ #411-24) Date_2/30/2025
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New Hampshire Department of Health and Human Services
Salesforce Environmental Health Integrated Data Management System

Online/Offline: The solution will exclude offline capabilities for mobile devices.

Mobile support will be limited to out-of-the-box Salesforce capabilities; no customizations specific to mobile will
be implemented. ~

Accessibility: Design and development of the portal will support WCAG 2.2 AA compliance. Salesforce's native
product desktop and ‘mobile accessibility functionalities meet the State's accessibility standards, and no
additional configuration is required- by the Contractor. ‘

Dashboards and reports: The Contractor will not be responsible for producing Tableau reports and dashboards.
The State will own and manage the security of production workloads,

While the three programs will co-exist within the same Salesforce org, they are expected to operate as distinct
solutions with some shared components, such as the payments, financial process, and portal, which will follow
a unified logic and data model across the relevant programs. Any divergence from standard behavior may
require formal review and may be subject to a change order and the State’s Project Agreement Amendment
process.

= : '

Deliverables:

L]
L]
-]

-]

Tesﬁng

Technical architecture

High level solution designs
Salesforce portal

Salesforce internal facing solution

The Contractor will:

Collaborate with the State to define the program test strategy, inclusive of key test phases, roles and
responsibilities, defect management processes, and test metrics and reporting. &

Conduct in-sprint testing, including unit and functional testing for both desktop and mobile. Mabile testing will
be limited to validation of responsive design for the public-facing portal (permits), ensuring compatibility in
Safari and a Chromium browser and Safari for the inspection process - by visually confirming layout and
usability, within the constraints of out-of-the-box Salesforce capabilities.

Create test cases in a centralized workbook for ease of access for stakeholders.
Track expected test results, defects, and resolutions.

Plan and facilitate System integration test (SIT), including creating SIT test scripts with testing instructions for
users to validate that the solution is working as expected, as defined by the user story acceptance criteria.

Plan and facilitate user acceptance testing (UAT), including creating UAT test scripts with testing instructions
for users to validate that the solution is working as expected, as defined by the user story acceptance criteria.

Execute smoke testing after production deployment,

The State will:

<

Provide testing resources for HHLPPP, HOLU and RHS who will work with in the testing timeline.,

Collaborate with the Contractor to plan and prepare for SIT and UAT, determine appropriate participants, .and
own test case execution within the mutually agreed upon timeframe. :

Prioritize bugs/enhancements.

Plan and execute regression testing of existing functionalities built by other project teams.
Plan and execute penetration testing, accessibility testing, and performance testing.
Support smoke testing after Production deployment.

Assumptions: , ) .
* Automated testing for any aspect of the overall solution (Salesforce build, system “integrations and data

‘Slatom, Inc.

‘migration) is out of scope.
Ds

v

Page 5 of 15 Contractor Initials
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New Hampshire Department of Health and Human Services -
Salesforce Environmental Health Integrated Data Management System

Deliverables:
e Testing Plan
o SIT test scripts
+ UAT test scripts

DevOps
The Contractor will: _
+ Provide expected deployment timelines to DolT staff so they can plan deployments to SIT, UAT, and
Production environments. . '
= Own deployment activities to the QA environment for business testing and acceptance.

¢+ Own back prometions from SIT to QA and Dev environments to ensure our team is working with the latest
code from- other agencies residing in the same Salesforce org.

o Assist DolT with deployment activities from QA to the SIT, UAT, and Production environments.
The State will:

o Create any necessary Salesforce sandboxes for this p"roject, and setup the DevOps sandbox pipeline to
include these new sandboxes.  ~

e Own deployment activities from QA to the SIT, UAT, and Production environments.

e Own back promaotions to the SIT, UAT, and Production environments to ensure these environments have the
latest code from all agencies residing in the same Salesforce org. - .

o Synchronize Salesforce environments based on the latest production code/Salesforce releases to reduce the
risk of introducing any new bugs in shared environments.

Deliverables:
+ Deployment cutover workbook, including pre and post manual deployment steps.

Integrations

Slalom will;
o Build 1-2 integrations of low to medium complexity. )
o One integration will be with the State's payment processor.

o Any subsequent integration will beevaluated to ascertain its complexity and criticality, ensuring it fits
within the project's scope and resource allocation.

e Provide the State with Salesforce data schema with field-level details, and necessary permissions to implement
an integration between Salesforce and the data warehouse.

The State will:
o Establish test environments for any non-Salesforce source systems for the purposes of integration testing.
e Participate in integration testing and provide feedback on solution. )
e Design and implement a single sign-on solution (SSO) for Salesforce used by State staff.

o Design and implement an integration between Salesforce and data warehouse using Informatica's Intelligent

Data Management Cloud (IDMC).
Assumptions:

e The solution design for eSignature will conform to the State's requirements as defined in Rule 8 of the
Supplemental Rules of the Circuit Court of New Hampshire for Electronic Filing. This approach does not require
additional software nor necessitate a Salesforce integration. Instead, the solution will be designed to ensure
that electronic signatures meet the legal standards and formatting guidelines specified by the State. If custom
Salesforce development is required to achieve compliance, it will be addressed through the formal change
request process and the State's project amendment process. The Contractor will not be resp[i]i"g»f for

' (Y

Slalom, Inc. Page 6 of 15 Contractor Initials
RFQ-2024-DPHS-02-ENVIR-01 (DAS RFQ #411-24) Date_>/30/2025
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New Hampshire Department of Health and Human Services
Salesforce Environmental Health Integrated Data Management System

establishing an integration to Tableau.
Deliverables:
¢ Up to 2 integrations

Data Migration

Data migration is a high-risk body of work that materially affects program outcomes. The Contractor has advised the State
that the Slalom Data Migration Architect can be removed after the HHLPPP data migration build if the State has an
experienced Data Migration resource that can independently manage the data migration activities for the remainder of the
program. The State will have an experiénced data migration architect to independently execute the required data migration
activities. : :

The Contractor will;

o Provide a data architect during the initial build phase of HHLPPP in advisory capacity to support the State in the
migration of data for the foundatfonal program.

» Provide a data load template for the purposes of data migration into Salesforce, which will include the Salesforce
objects and fields (names, field types, available values, etc.) for the Bureau and DolT teams prior to those teams
performing data loads.

° Advise on data loads to ensure data is migrated to correct Salesforce objects/ffields.

« Advise on data migration sequencing based on Salesforce data model dependencies and timing as part of the
cutover plan.

The State will:
o Complete a preliminary data analysis and mapping to Salesforce.

o Extract, consolidate, transform, cleanse, and load existing data in support of the initial data migration to
Salesforce,

o Design, build, and execute the scripts for data migration.
* Execute test data loads before go-live to enable Salesforce functional testing and system integration testing.
o Testandvalidate migrated data for test data loads and production data load.

. Resolve any data migration or data quality issues.

Assumptions:

* Data migration will involve less than 50 GB of data across an Access database, many Excel spreadsheets and
an Oracle-based system. If data migration needs exceed that volume, full effort and complexity will need to be
assessed and any additional support from Slalom will be executed using a formal change order process and
the State’s Project Amendment process.

o Salesforce Data Loader will be used to migrate data.

o Should the State rieed the Contractor to expand its data rﬁigration scope to include data migration, the change
order process and the State’s'Project Amendment process will need to reflect issuance of a State laptop to the
Contractor to adhere to security protocolis.

Deliverables:
o Data load templates ready for population with recommendations. for successful data migration.
e Recommended sequence of data migration activities.

Training
The Contractor will:

»  Conduct a high-level change impact assessment to identify the degree of impact across HHLPPP, RHS, and
HOLU user groups providing a summary of critical changes to the State Product Owners based on Diggovery

Slalom, Inc. ) Page 7 of 15 Contractor Initials KON
RFQ-2024-DPHS-02-ENVIR-01 (DAS RFQ #411-24) . Date_5/30/2025
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New Hampshire Department of Health and Human Services
Salesforce Environmental Health Integrated Data Management System

findings.

Use -insights from the change impact assessment to create a high-level training strategy. This strategy will
leverage our Salesforce training accelerators and consider Bureau-specific needs to outline the approach,
training methodology, required resources, and a roadmap aligned to the project milestones for HHLPPP, RHS,
and HOLU. '

Develop training materials needed for the State trainers to conduct training sessions and provide training
resources to enable internal and external users’ learning journeys with the Environmental Health Salesforce .
System. Training materials must include: :

o One set of instructor-led training materials delivered in PowerPoint format with instructor notes to-guide
the delivery of the instructor-led training sessions for HHLPPP. Instructor led training will also leverage
the use of a training sandbox and materials will include practice activities for learners to complete during
the delivery of instructor led training.

o One train-the-trainer session for the State trainers to learn how to deliver instructor led training to the
State's HHLPPP Salesforce users.

o One manual for HHLPPP Salesforce users {40 pages max) for core solution modules to aid internal
existing and future users with comprehensive and concise training content.

o Uptofive quick reference guides (3 pages max per guide) for the Bureau’s external constituents using
HHLPPP functionality to provide easy reference for web-portal navigation, submission of applications
and documents, status tracking, and performing online payments for fees and fines.

The State will:

Create change management materials and facilitate change management and Project Amendment activities
needed to drive engagement and adoption across user groups.

Create and distribute internal and external communication to drive awareness across user groups.

Leverage the Contractor’s training strategy and materials created for HHLPPP (i.e., instructor led training
assets, training manual, and reference guides for constituents) to develop training materials needed for State
HOLU and RHS system users.

Assign State resources to act as trainersffacilitators for HHLPPP instructor led training and ensure
trainers/facilitators attend a train-the-trainer course facilitated by the Contractor's Salesforce Training
Consultant to learn effective delivery practices for materials created by the Contractor.

Schedule and lead the delivery of instructor-led training for State users who are impacted by HHLPPP, RHS,
and HOLU deployments. )

Perform any necessary translations for training materials and the associated updates to original training
materials including specific accessibility adjustments.

Track measures of success for adoption and create/distribute training surveys or pulse checks to measure the
effectiveness of training.

Make any updates or revisions to HHLPPP quick reference guides for employees to account for system
enhancements made after training deliverable sign-off.

Develop an approach for hosting training materials including, but not limited to, using an LMS to list courses or
materials for HHLPPP, RHS, and HOLU users to access.

Ensure the availability of State subject matter experts for the Contractor's Salesforce Training Consultant who
can provide input into training content design, review drafted material, and validate the State's processes
covered in training.

Deliverables:

Slalom, Inc.

One Training Strategy that includes insights from a high-level change impact assessment
One set of instructor-led training materials
One train-the-trainer session for State trainers
One manual for HHLPPP Salesforce users (40 pages max)
Up to five quick reference guides (3 pages max per guide) for HHLPPP external constituents
- bs
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- New Hampshire Department of Health and Human SeNices .
Salesforce Environmental Health Integrated Data Management System

Hypercare ’

The Contractor will:

» Collaborate with the State to |mplement the support plan, with emphasis on the Contractor's designated
responsibilities.

* Review prioritized defécts and estimate time to resolution.

» Resolve critical defects.

s Update and organize product backlog based on recent feedback and reported defects.
The State will:

» Jointly execute the support ‘plan -in partnershtp with the Contractor, ensuring the State fulfills its defined
responsibilities. .

¢ Prioritize defects a'nd enhancements.
Assumptions:

o During the hypercare period, the core project team for the State and the Contractor will meet daily to review and
prioritize defects and enhancements.

Deliverables: '

» Resolution of critical defects. )
» Product backlog containing enhancements and defects collected throughout the project.

Ongeing Maintenance

The Contractor will provide up to 80 hours of flxed-capamty maintenance support during the remaining portion of the
1-year contract period following go-live, estimated to be 12 weeks:

The Contractor will:
¢ Define solution and advise on best pl’aCthGS and next steps for enhancements and defects prioritized by the
State.
s Resolve critical defects by building and deploying changes.
o Advise on testing and deployment plans.
The State will:
¢ Request support. _
o Document and prioritize enhancements and defects on an ongoing basis.
¢ Execute testing and deployment plans..
Assumptions:

o The 80hours of maintenance support represents a fixed capacity and is not intended for large-scale
enhancements ar redesign efforts.

o If the 80-hour threshold is met or exceeded, any additional support will require a formal change order and may
~ be subject to additional cost and resource availability requiring a Project Agreement Amendment approved by
the NH Governor and Council.

o Requests will be addressed based on severity, priority and the remaining ava:lable capacity within the 80-hour
allocation.

¢ Unused hours will expire at the end of the contract award period and will not roll over into future periods.
Deliverables:

¢ Resolution of critical defects
¢ * Critical enhancements implemented

I

Key Roles and Responsibilities

The State and the Contractor will review the key roles monthly and add or remove roles to accommodate changing needs

upon State approval. ) ; Ds
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New Hampshire Department of Health arid Human Services
Salesforce Environmental Health Integrated Data Management System

Project Manager

Provides input and direction to the business teams. Serves as an
escalation path for project issues putting the program at risk.

The State:
Senior Project Manager
{part-time)

Contract Manaoer

Monitors contract lifecycle of as it pertains to the state and the
vendor regarding performance, deliverables and any work order
changes or agreement amendments.

[The State-

Public Health Protection
Bureau Chief
{part-time)

Project Owners

Serve as the project sponsors to provide oversight and
accountability for execution of the project through executive decision
making. .

“Services Director

. State IS Director {part-

The State: .
Division of Public Health

(part-time)

time) i

) busmess functlons Adwses the Product Owner 0 decrsuon maki ‘

: | Provides input-and feedback during the: discovery and development
-process:for; HHLPF’P HOLU -and’ RH, . Drives coi 5|stency anda “[;

1m'phf|cat|on of requrrements and approach across‘multlple

Data Migration
Architect

. Serve as the pnmary pomt of contact for aII data m:gratlon
acfivities from legacy systems to Salesforce.

e Collaborate with Slalom to finalize the data migration plan,
including extraction, transformation, mapping, and load processes.

o Work with internal technical teams to extract and provide clean,
complete, and properly formatted data for use in test and
production migration cycles.

 Ensure alignment across business and technical teams on key
migration decisions, such as deduplication rules, record
ownership, and required transformations.

¢ Use Salesforce Data Loader to execute migration activities in
accordance with the defined data migration plan.

The State (full-time)

o Serveas the technical point of contact for-all client-owned system
i S

Slalom, Inc.
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New Hampshire Department of Health and Human Services
Salesforce Environmental Health Integrated Data Management System

Primary interface to the Slalom Program Manager and Salesforce
Technical Architect. Responsible for direction, serving as the voice
of business requirements, and access to key stakeholders. Works
with the team to:

* Review drafted user stories and acceptance criteria

: » Approve user stories and acceptance criteria to ensure they satisfy

Product Owners the business's requirements

* Provide input to sprint planning and designs, as well as participate
in stand-ups, demos, and retrospectives

» Sign-off on completed user stories

» Partnership with Salesforce Business Analyst & QA Lead on User
Acceptance Testing (UAT) test scripts and provides final sign-off

» Train users and manage change

« Responsible for developing training material for HOLU and RHS ‘

* Responsible for delivering instructor-led training for HHLPPP,
HOLU, and RHS training sessions.

» Responsible for scheduling and managing tralnlng-enroilment. )

» Owns Salesforce architecture, manages all development activities
and development resources.

* Partners with Product Owner, Business Analyst and Program
Manager to ensure that each prioritized user story has a
documented estimated level of effort and solution, leveraging OOB _
PSS functionality to address requirements. Contractor (full-time)

= When/where OOB functionality cannot address requirements, the
Salesforce Technical Architect works with the Product Owner,
Program Manager and the Technical Subject Matter Expert to
escalate accordingly and propose alternative solutions where
necessary.

Partners with. client leadership to drive successful project delivery

1 and serve as an escalation point. ,

| = Responsible for end-to-end delivery of the engagement to make - _ :

| ..sure'the business and technical objettives are met. - - Toh

_j:_ » Manages all. project: team members: (including dedlcated clrent Ll i

| " resources) to ehstire'the. team is meetlng expectatlons deadhnes

" and deliverables.

s w7 e Leads the planning’ and ‘scheduling of discovery sessions and : L

Program Manager supports BA and Techmcal Architect in discovery'as needed. | Contractor (full-time)

= | » Overse&s cregtion of business and technical user stories-{in T
collaboration with Technical Architect) and works with Product
Owner-and BA to prioritizé user stories for each sprint.

) Prowdes Weekly Status updates to prolect stakeholders

The State:

Three (3) State staff:
one for each
Environmental Health
program module (full-
time)

State Training Lead The State (full-time)

Salesforce
Technical Architect

| to resoldtion..
2| e Coordlnates schedules and Ieads ag|le ceremonies (Scrum
Demos, ete. 3, and tracks team capacity-and: Vélocitys™ .

Ptegtah‘manager‘ ‘

— Health and » Provides best practices, industry insights, and points of view.
Human, Services Provides input and direction to the solution and future state vision | Contractor (part-time)
Subject Matter to support the core team.
Expert
DS
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New Hampshire Department of Health and Human Services
Salesforce Environmental Health Integrated Data Management System

Program Manager -
Accountable

s As the accountable Ieader for program dellvery, prowdes executlve
direction'to the program and serves as an escalation path for

‘Contractor (part-time)

Business Analyst —
Business Analyst

Executive project issues that would put projéct delivery at risk.
* Drafts user storles with acceptance criteria, with input and review
by business subject matter experts and Product Owner.
Salesforce » Leads development and technical teams through regular backlog

refinement, ]
» Documents functional test cases/scripts and delivers test plan.
» Executes in-sprint testing.
Prepares UAT test scripts and organizes and facilitates UAT
sessions for end-user validation.

Contractor {full-time})

Salesforce
Busingss Analyst ~
QA Lead

» Plans and enducts smoke-testlng of functlonallty in: the productlon

s Leads:the creation and execution of'm-sprlnt functional test scripts -

« Leads the creation of UAT and end-to-end (SIT) test scripts and

- reviews them with the business for input and approval
« Leads the planning and execution of data migration.testing
o Supports with planning and facilitating of UAT

1 » Documents defects and facilitates their triage and: management :n

collaboration with the Product Owner..*

enviréniment post.deployment -

Coritéactor (full-time)

Salesforce
Platform Developer

¢ Collaborates with Technical Archltect to understand techmcal
solutions for prioritized user stories, completes development, and
conducts smoke-testlng in dev and test enwronments

Contractor (full-time)

Salesforce
Platform’ Developer
- Configuration
Consultant

s Collaborates with Technical Archltect to understand-technical

so!utlons for: pnontlzed user storiés, completes development, and
condicts: smoke-testmg in.dev.and tést environments.

Contractor (full-time)

DevOps Lead

° Gonflgures andfor develops the Salesforce solution based on
designs from the Salesforce Solution Technical Lead

o Supports solution demonstrations to State audiences during sprint
development

e Performs peer review of other Configurators'/Developers’ updates

o Performs unit testing of the build.

s Collaborates with leads to define release sequence, timing and
cutover steps for production planning

= Prepares and executes bulk metadata deployments

» Assists developers and configurators in troubleshooting and
resolving deployment challenges

» Monitors the deployment pipeline, resolves deployment issues,

Contractor (full-time)

%’Salesforce Dat'
_ -Archltect

performs manual steps in advanced enwronment(s) as needed

'Responmble for the data mlgratlon strategy and Pl
: the initi phase for HHLPPP , \

Slalom, Inc.
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New Hampshire Department of Health and Human Services _
Salesforce Environmental Health Integrated Data Management System

Integration
Architect

« Participate in the assessment of tool compatibility and provide
technical input on integration feasibility and support implications.

 Collaborate with client technical teams to ensure test

»environments are in place and assist in facilitating integration
testing cycles. Contractor {part-time)

» Document integration designs and data flows, ensuring traceability
across systems and alignment with: solution architecture.

» Coordinate with DolT to ensure seamless execiition and transition
of integration components to State teams for long-term support.

:Sail‘é_s'forq'e‘i?fra_iniﬁg? f RS R
Consultant = . |-= Responsible for-developing train’ing"materialsuandz.bontent'fop'Staie'.

.| =Responsible for conductinga High-levet Change Impact
- Assessment: to N
.»Responsible for creating a Training Strategy™ © . . *..73

¢
=

: frainef's to use for training sessions with‘internal'users and’ . |/
_administrators... . - - e e

T

2. Project Agreements

The in-scope Services, anticipated projéct duration, planned outcomes and fee estimate are based on the following
agreements including the State's execution of its responsibilities. Any incorrect assumption or delay or nonperformance of
the Client responsibilities may result in delays or the Contractor's inability to perform. its responsibilities.

Engagement and acceptance: :

This is a fixed fee engagement the defined scope of Services set forth herein. The Contractor will not invoice based
on the actual time, effort, costs, or resources expended by the Contractor.

The State has approved the Contractor resources as having the skillsets required to deliver this program.

-Sprint delivery acceptance occurs when the Product Owner approves that the delivered functionality meets the

acceptance criteria via regular Sprint Demos.

Ways of working:

Slalom, Inc. Page 13 of 15 Contractor Initials

The Contractor will routinely perform Agreement requirements remotely and will be available for periodic in-person
meetings, which may include meetings to assess milestones and delivery dates.

The Contractor will utilize reasonable efforts to retain and maintain assigned resources throughout this project. The
Contractor reserves the right to utilize resources that were not originally assigned to the project, subject to the

. State’s written approval. In the event‘the Contractor chooses to change, remove, or add resources to the project,

the Contractor will notify the State and submit resource updates to the State for approval,

The State will notify the Contractor in writing within five (5) calendar days of receiving a Deliverable from the
Contractor and whether the State accepts or rejects that Deliverable. If no notification is delivered to the Contractor
within this period, the Deliverable will be considered accepted.

The State will identify SMEs that will provide enough representative use cases/requirements through participation
in Discovery/Design to enable the sclution implemented to scale for the State. These SMEs will participate in Sprint

- Demos and in User Acceptance Testing (UAT).

The State will provide appropriate locations on State infrastructure for all regulated and/or sensitive data. All
regulated-and/or sensitive data will remain within designated State infrastructure. The Contractor will not use other
infrastructure for this purpose. ’

The State will comply with all applicable legal, privacy, security, and regulatory requirements to ensure the Services
and any deliverables provided hereunder are consistent with such requirements. The State will promptly- notify
Contractor if any issues are identified regarding compliance with such requirements and the parties will discuss any

change impact on the work as scoped.
DS

kv

RFQ-2024-DPHS-02-ENVIR-01 (DAS RFQ #411-24) Date_5/30/2025



Docusign Envelope ID: 672D46F 1-B56C-41BC-A590-3081E9625DCC

New Hampshire Department of Health and Human Services
Salesforce Environmental Health Integrated Data Management System

Warranty:

» The Salesforce Professional Services Agreement between Contractor and the State Section xi Warranty Services
calls for 24x7 support with on-site support within 4 hours for any warranty claim. Contractor commits to addressing
warranty claims within normal business hours. Contractor will work with the State to triage the issue, develop a plan
for remedy including timeframe, and agree with the State whether Contractor staff will work on-site or remotely. In
practice, the State has set expectations that any issue post go-live will be addressed first by the State Salesforce

. platform team, second by the enterprise signature support structure provided by Salesforce, or third by Slalom.

¢ The Salesforce Professional Services Agreement between Contractor and the State, Section xi Warranty Services,
calls for “correcting all errors, and defects and deficiencies.” For the purposes of this RFQ, warrantable errors,
defects, and deficiencies are limited to Severity 1 defects that are caused by faulty workmanship (i.e., documented
defects that cause complete application failure or application unavailability; application failure or unavailability in
one or more Authorized Users locations; or systemic loss of mulfiple essential system functions).

DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking injunctive
relief with respect to intellectual property rights or Confidential Information), the Party believing itself
aggrieved (the “Invoking Party”) shall call for progressive management involvement in the dispute negotiation
by written notice to the other Party. Such notice shall be without prejudice to the Invoking Party’s right to any
other remedy permitted under the Contract.

The Parties shall use reasonable efforts to arrange meetings and/or telephone calls and/or virtual meetings as
needed,. at mutually convenient times and places, between negotiators for the Parties at the following
successive management levels, each of which shall have a period of allotted time as specified below in which
to attempt to resolve the dispute: :

DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE,
Contractor Cumulati
Level Point of State Point of Contact ve
: Allotted Time
Contact
Bureau Chief, Public Health Protection, .
Primary Program Division of Public Health Services Five (3)
Manager (DPHS) Business Days
First Accour‘ltable DPHS Information Services Lead Ten'(IO)
Executive Business Days
Second Managl ng Director, DPHS F1ftt?en (15)
Director Business Days
. General Commissioner, Department of Health - Twenty (20)
Third . :
Manager and Human Services Business Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is received
by the other Party. Subsequent allotted time is days from the date that the original Invoking Party’s notice is
received by the other Party, ’

3. DURATION OF WORK/SCHEDULE and MILESTONE SCHEDULE

Project Agreement Effective Date: Effective Upon NH Governor and Council Approval..

Contractor services under this Project Agreement shall commence no later than forty-five (45) days after the Agreement
Effective Date and continue through December 31, 2026.

Milestone/lnvoice Schedule
DS
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New Hampshire Department of Health and Human Services
Salesforce Environmental Health Integrated Data Management System

The Contractor shall perform the Services set forth in this Project Agreement in accordance with the following Milestone
Schedule that indicates, for each Milestone, the associated Deliverables, Completion Dates, and Fee Amounts. Invoices
shall be payable within 30 days of invoice date upon Department approval of Milestones and/or acceptance of Deliverables.

The Contractor shall perform the Services set forth in this Work Order in accordance with the following Invoice Schedule

that indicates Invoicing Date and the Fee Amount.

SR R : Expected |

g 4 oo Milegtone or Delverable(s). Sompletion Date .y
Design and Discovery - August 31, 2025 $366.186
Salesforce Build Sprints 1 and 2 September 28, 2025 - $335,470
Salesforce Build Sprints 3 and 4 October 26, 2025 $389,505
Salesforce Build Sprints 5 and 6 November 23, 2025 : $389,505
Salesforce Build Sprints 7 and -8 December 21, 2025 $335;470
Salesforce Build Sprints 9 and 10 January 25, 2026 $351,793
SIT/UAT February 22,2026 | gog1434
Hypercare March 29, 2026 $234,234
Maintenance June 27, 2026 $16;403
Total $2,700,000

IN WITNESS WHEREOF, the duly authorized representatives of the Parties hereto have caused this work order to be

duly executed.

DacuSigned by:
Signature: (_KULSSLU, Morvis

S C1960F272E2046C...
Russell Norris

The NH Department.ef Health & Human Services Stalom, Ing
in I‘\l‘l\ ('J-\*H'
Signature:
~N——D778BBGIFS704CT
Print Name; 1217 Watt Print Name:

Title: Director - DPHS

Title: General Manager

Date: 5/30/2025

Date:" 5/30/2025

Slalom, Inc.
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Attachment 1 - Business and Technical Requirements Workbook

The system must allow for the mternal system users to:

ey o g
iFors ystem Adriinistrator(s) }g bRL
The system must allow for the system admimstrator(s) to:

BL.1 have a unique role-based login consisting of a username and password to access the System. Ex. User roles: User, v Y
Legal Specialist, Licensing Specialist, Environmentalist, and System Administrator.
B1.2 view, add, modify and delete, information based on role v v
B1.3
Y Y
run reports based on role
B1.4
a minimum of 50 Named Users ¥ Y
B1.5
access a modular based system (i.e., Lead, HOLU, RHS) v ¥
81.6_ ability to support concurrent users with no performance issues. y v

access system administration by module(s)

The selected Vendor must:

B2.1
add new users, delete existing users, and assign roles ¥ Y
B2.2 v y
assign, maintain, and grant permissions based on role
B2.3 . . . X . -
use a unique login consisting of a username and password to access the administrative GUI {Graphlical User ¥ Y
Interferace)
B2.4
. Y Y
run administrator reports
B2.5
Y Y

-~ Provide Project Documentation, both electrenic and paper

B3.1 . . " - .
Data Management System must be developed in the State’s licensed Multi-tenant Saleforce Ehvironment fiot in Y v
the selected Contractor's Salesforce environment) and shall be the property of the State.

B3.2 provide ability to import program related data prior to go live in order for staff to be ready to go live and functlon
without interruptions. Y Y

B3.3 N - . .
provide documentation and documentation updates to include user manuals, State approved custom code Y Y
changes, system flow documentation (logical and physical), and system operations

B3.

3.4 Y Y

RFQ-2024-DPHS-02-ENVIR-01 Page 1of 12
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Attachment 1 - Business and Technical Requirements Workbook

/
B3.5 Develop training materials needed for the State trainers to conduct training sessions and provide training
resources to enable internal and external users’ learning journeys with the Environmental Health Salesforce
System. Training materials to must include:
- One set of instructor-led training materials (delivered in PowerPoint format with instructor notes) to guide the
delivery of the instructor-led training sessions for HHLPPP,
= Instructor led training will also leverage the use of a training sandbox and materials will include practice activities
for learners to complete during the delivery of instructor led training.
- One train-the-trainer session for the State trainers to learn how to deliver instructor led training to the State’s M Y y Y y 5
HHLPPP Salesforce users. .
. - One manual for HHLPPP Salesforce users (40 pages max) for core solution modules to aid internal existing and
future users with-comprehensive and concise training content.
- Up to five quick reference guides {3 pages max per guide) for the Bureau’s external constituents using HHLPPP
functionality to provide easy reference for web-portal navigation, submission of applications and documents,
status tracking, and performing online paymenits for fees and fines.
B3.6
i M Y Y Y Y S
provide qualified vendor staffing for training NH integrated data management users
B3.7 ' S
provide qualified vendor staffing for data migration M ¥ Y Y Y
B3.8 - Competency and experience migrating legacy Tables {i.e., Excel, Oracle, Access) M Y Y 7 ¥ Y S
B3.9 — Competency and experience migratinig historical Data (f.e., Excel, Oracle, Access) M Y Y Y Y 5
B3.10 provide qualified vendor staffing for assistance with initial configurations. M v y y v 5
B3.11 provide "How To" instructions for creating various custom/ad hoc reports based on the functionality of each
module, M Y Y Y Y S
B3.12 provide qualifed vendor staffing to onboard electronic files to the system
M Y Y Y Y S
B3.13 provide integration with the Enterpise Data Warehouse (State of NH - EBI)
) M ¥ ¥ Y ¥ s
.System Administratio nd
The selected Vendor must:
B4.1 provide administrative services to include:
- varlous data exchanges with other related software systems, M y v v v S
(e.g., NH First-State Financial system, Enterprise Business Intellegence EBI)

The selected Vendor must provide an Environmental Health data management system that allows for:

- ’ DS
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Attachment 1 - Business and Technical Regquirements Workbook

B5.1

a web browser-based application with both internal and external views as necessary.
Examples - External User [not limited to):

-- List of machines registered

--List of Sites

-- List of Services Provided

<= List of Individuals for a Service Provider R

-- List of Days Used by a Reciprocity Applicant

-- View copy of License/Registration

B5.2

ability to use both standard Desktop and Moblle internet browsers {e.g., Chrome, Edge, Safari)

B5.3

API capabilities

B5.4

interfaces to other software systems including{NH First-State Financial system) and also including options for real
time connections or scheduled jobs. (Using Standard Based Specifications, when possible.)

B5.5

ability to display the logged on User ID in specific screens.
Ex: Overridden Inspection Due Date

B5.6

User-defined fields per program area - Minimum of 5 text, 5 date, 5 numeric

B5.7

ability to have multiple windows open {bounce hetween various screens such as licensing, inspections,
complaints)

B5.8

ability to run batches based on programmatic workflow needs:
Examples {not limited to):

- List of sites that need an initial inspection.

- List of professionals whose license has expired.

- List of devices which contain isotopes which may have decayed.

B5.9

Configuration: Examples [not limited to):

- Ability to configure the Business Rules with limited vendor training and support
- configure the application when business processes change due to State or Federal rule changes.
- when new rule(s) are added, ensure the old rule set becomes inactive.

B5.10

Notifications/Alerts - Internal - Examples (not limited to):
- When a licensed Professianal or Contractor has missed a renewal date.
- When a staff member has overdue or missed investigation or worksite
compliance inspection due date.
- When fines are not paid.
- When a property has missed a compliance due date.
- Violation history of a site/property/licensed professional prior to the inspection process.

B5.11

Notifications/Alerts - External - Examples (not limited to):
- ability to auto-generate (autamate) a series of reminder notices for Licensees
based on their expiration date.

RFQ-2024-DPHS-02-ENVIR-01 ' Page 3 of 12
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Attachment 1 - Business and Technical Requirements Workbook

Y S
Y S
Y )
Y $
Y s
Y S
Y 5
Y $
Y S
Y S
Y S
Y S
Y S

B5.12
ability to generate a series of reminder notices for Licensees.

B5.13 ability to inactivate/re-activate sites, registrants or machines

B5.14 ability for fteld staff to manuslly upload data from a flat file with field inspection data collected while offline to the
System.

B5.15
Work Flow:

- The System must allow users to assign tasks, track completion and enforce path and escalation.

B3.15.1  [ability to provide State Staff with notificatlon that a taskassignment needs to be completed, The Systemn should
automatically generate workflow assignments based on certain events that occur in the System.{One example
would be once a license application is approved, the inspector needs to conduct the licensing inspection.

B5.15.2  |ability to provide manual override of work flow alerts when necessary.

- Examples include: License amendment extensions, complinace due date extensions

B5.16
Task Assignment List
- ability to view and edit task list
- ability to notify the individual who has had a change to their task list.

B5.16.1 {system must provide task lists for inspections and investigations for field staff

- Child referral investigations (ho HIPAA info will be stared)
- Work site compliance inspections

B5.17 Fields needed for HOLU: ability to track thetype of environmental health problemfrom a pull down menu of
specific items (e.g., Housing conditions, pests, bed bugs, etc.) and a free text field for documenting case notes.

B5.18 Fields needed for HOLU: ability to track thetype of population at risk from a pull down menu of specific items
{e.g., adult, child, animal, etc.)

B5.19 Work Queue(s):

- System must be able to accommodate a "work queue" forall state staff
who use the application to include - Examples (not limited to):
- Work assigned
- Required variances
- Courtesy letters
- Extensians
- Licensing
- ete.

B5.19.1 |- Include an indicator of status of all items

B5:19.2 |- In¢lude an indicator of new items entered

RFQ-2024-DPHS-02-ENVIR-01 Page 4 of 12
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Attachment 1 - Business and Technical Requirements Workbook

BS5.20 Imaglng:
- ability to link to records (images) such as photos, pdfs, word, excel.
- ability to support import and linking of images and files and send to P Y S
Property Owners & Licensed Lead Professionals and RRP Contractors,
B5.20.1 provide a method for storing electronic copies of support decuments and relating them to a License, RRP
Contractor, property owner or property record. See Attachment for examples (submitted as paper copies or via P Y S
emall as "Microsoft Office” Document (Word, Excel, etc.)
B5.20.2
ability to insert, view and printviolation photographs taken while performing inspectiors using a digitol comera P Y 5
or Smart phone
- ability to Insert photos into the narrative document
B5.21 Ease of Navigation:
Display applicable screens and functionality essential to each program area
Examples (hot limited to): M s 5
- Referrals, Inspections, Property Owner, Orders, Worksite Compliance, Legal, Correspondence, Machines,
Materials, Reciprocity, and Service Providers
BS5.22 ability to provide a detailed audit trail (adds, edits, deletes by logged on user) M v s
B5.23 the ability to distribute documents in the following methods
- print a paper copy M Y 5
- email an electronic copy as attachment.
B5.24 the ability to enter and trackFinancial Transactions: M A
B5.24.1 -- ability to assign an invaice or reference number, as applicable [ Y
B5.24.2 -- the entry of payments pertaining to specific License and Certification M v s
records.
B5.24.3 -- ability to calculate fines due.
M Y 5
B5.24.4 -- ability to pay.fines due electronically '
M Y 5
B5.24.5 M v s
-- ability to track paid/unpaid licensing fines and fees
B5.24.6 M y N
-- ability to track paidfunpaid lead investigatfon fines
B5.24.7 -- ability to.set up Payment Plans:
- fines due P Y s
- registrations
B5.24.8 -- ability to accept and track checks
y P rac M- Y S
B5.24.9 | -- Application must use the State of NH's processing bank M v ¢
B5.24.9.1 - Certified with JP Morgan Chase P Y C
B5.25
ability to track enforcement issues M Y [5"—95
Vendor InitialsL
RFQ-2024-DPHS-02-ENVIR-01 Page 5 of 12 Date 5/30/2025



Docusign Envelope ID: 672D46F1-B56C-41BC-A590-3081E96250CC

Attachment 1 - Business and Technical Requirements Workbook

B5.25.1 N - S
ability to collect and store information regardingenforcement actions.
B5.25.2  |ability to track enforcement actions relative to
- Licensee, Lead Professionals, Certified RRP Contractor, Property Owners or Property, or Others .
- Street address, town, city or DPHS efforts ¥ S
Ex: Verbal warning, written warning, and notice of violation
B5.26 ability to track RHS licensees, registrants and devices. For HHLPPP, ability to track dwelling, dwelling units and
licensees. For HOLU ablity to track appointed Health Officers and Deputy Health Officers. Y S
B5.26.1 N L ]
ability to categorize licensees, registrants, devices, and dwellings. Y s
B5.26.2  |ability to capture and track data entered for inspections, investigations, correspondence and findings that is
associated with each licensee, registrant for RHS; for HHLPPP dwelling, dwelling unit and licensee; and for HOLU Y s
appointed Health Officer and Deputy Health Officer.
B5.26.3  |ability to capture and track data assocfated with change of ownership for dwelling and dwelling units for HHLPPP.
Ability to transfer data from previous owner to new owher for RHS, Y s
B5.26.4  |a hierarchy in which one or more of the Dwelling unit numbers are linked to the physical location of theDwelling.
Y S
B5.26.5
ahility to track the compliance by Dwelling exterior and Dwelling unit interior, common areas, soil, and v s
outbuildings on the same property (e.g. In Violation, Closed, Administratively closed)
B5.26.6
ability to track how and when compliance is achieved for the Interior of theDwelling units and exterior of the v s
Dwelling. (e.g abatement, interum controls, Administratively Closed, or Removal from the Rental Market)
P )
B5.26.7  |ability for the State user to enter case notes in the system regarding telephone conversations, in person, or email
carrespondence assocrated with licensees, registrants, dwellings, dwelling units, and appaintments and store it by Y S
) date order.
B5.26.8  |ability to attach files to Dwellings, Dwelling units, Licensee, certified or appointed professionals, and Registrants.
(Examples include: .msg, .pdf, .docx, .xIsx, .png, .mp4) Y - S
B5.26.9  |ability to document through pull down menus, the compliance status of bath the interior and exterior of the
Dwelling and dwelling unit that has been entered into the system. Y 5
B5.26.10 _
ability to track the name of Lead Abatement Company or Reciprocity Applicant and their NH License number v S
performing work at the Dwelling, dwelling unit or site location that has been entered into the system.
DS
Vendor Initials
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B5.27

ability to track alllicensees and certfication history viewable by staff:
- Lead - Inspectors, Risk assessors, Abatement Contractors, Abatement
Supervisor, Abatement Workers, RRP Contractor
- HOLU - Health Officers, Deputy Health Officers, Town Administrator
- RHS - Service Providers and Machines

B5.28

ability for user to store and select from among multiple "mail to” and physical/legal addresses.

B5.29

ability for State user to store and select from multiple email addresses.

B5.30

ability to enter demographics of the person, including DOB/age, occupation, educaticnal degree, certifications,
postion type, license date, expiration date, and years of service.

B5.31

ability to track the status of a license, registration and appointment application.

BS.32.1

- ability to track the licensee and certification information (name, license *
number, address, phonhe number, email address, company information,
license status, picture, training history etc.)

B5.32.2

-- tracking new, edited, change of licensing for all abatement contractors,
supervisor, and workers, trainers, inspectors, Risk assessors, and
Renovate, Repair & Paint (RRP) certified contractors.

B5.32.3

-- scheduling and tracking of licensing and worksite campliance site visits

B5.33

scheduling and tracking of investigationsfinspections:

B5.33.1

- ability 1o auto-generate the date and time of the deadfine that the investigation/inspection needs to he
completed

B5.33.2

- ability to caleulate the date and time of the deadline that the investigation/inspection based on the age and
blood lead level {in mcg/dl) of the child.

B5.33.3

-- scheduling and tracking of licensing and worksite compliance site visits

B5.33.4

-- ability to override the investigation/inspection due date.

B5.33.4.1

-- allow for mandatory comment(s) justifying the override.

B5.33.5

-- ability to allow fields for comments.

B5.33.6

-- the ability for management to review/approve investigation/inspection results.

B5.38.6.1

-- ability for review/approve investigation/inspection results to be
optional

B5.39

ability for the program areas to exportemail addresses by group for mass-emailing to Licensees and Property
owners,

Y 5
Y S
Y 5
Y 5
Y 5
Y 5
Y S
Y S
Y S
Y 5
Y S
Y S
y S
Y, s
¥ 5
¥ 3
¥ 5
Y S
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B5.39.1

-- ability to email inspection results to Licensee, M

B5.40

ability to produce Renewal applications with popuiated information based on the previously submitted
License/Certification or Service Provider Registration,

B5.40.1

ability to automatically generate renewal reminder(s) within a set number of days prior to expiration and include
the Renewal application:
Examples (not limited to}:

- Removal from the Rental Market {RFRM) - renewed annually

- Certifications

- Licenses

B5.41

ability to aute assign ID numbers:
Examples [not limited to):
-- Referral (child)
-- Property {Dwelling or Dwelling Unit)
-- Licensee/Certified Professional
-- Machine Registrant M
-- Materials
-- Service Providers
-- Health Officer
-- Deputy Health Officer

B5.42

Consecutive Numbering:

B5.42.1

ability to manually assign consecutive numbers for program area purposes.

B5.42.2

ability to create a consecutive number, using the same system as curtently being used. M

B5.42.3

ablity to give all propertiesreceiving Letters of Recommendation a consecutive number, P

B5.43

ability to track properties for the0 day letters. M

B5.44

ahifity for manual data entry by staff
- requests received via paper form (Licensing Application, Variance, etc.) M

B5.45

ability to track continuing education requirements for Licensees. M

B5.46

ability to access/query historical data
- inspections, warnings, violations/sanctions (violations on last inspection
should be flagged by System during a current inspection) M
- legal activities assessed per Licensee, certified RRP Contractor, or Owner

Contractor, Registrants, et al.

RFQ-2024-DPHS-02-ENVIR-01 Page 8 of 12
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Attachment 1 - Business and Technical Requirements Workbook

B5.47

ability to track written records of conversations whether via telephone, in person or through email
correspondence associated with a licensee and store it for display by date order;
Examples (not limited to): '
-- licensee,
-- complaint
- registrant
- certificant

B5.48

ability, through a pull down menu, to document the full name of the staff member associated with
correspondence (emails, letters, notes, etc.)

B5.48.1

ability,through a pull dowti calendar menu, to select the date associated withcorrespondence.

B5.48.2

ability, through a pult dowr menu, toselect the type of person the correspondence is with {e.g. Property owner,
licensee, tenant, Property Mgr, legal, HUD program, Registrants).

B5.49

ability to track the date the referral was made from the Nurse Case Manager to the HHLPPP Investigator.

B5.49.1

ability to track the address of the referral made by the Nurse Case Manager to the HHLPPP Investigator.

B5.49,2

ability to track the type of referral made by the Nurse Case Manager (by full name) to the HHLPPP Investigator
{e.g. full Investigation, visual)

BS.50

ability to document the date the Property Owner received the Order of Lead Hazard Reduction.

B5.50.1

ability to calculate from the date the Property Owner received the Order of Lead Hazard Reduction to the Due
Date for compliance.

B5.50.2

ability to calculate from the date the Licensee or Registrant received the Notice of Violation to the Due Date for
response.

B5.51

ability to document which of the five steps ofcompliance the Property Gwner has completed:
-- Ability to pay or applying for funding
-- Hiring a Risk Assessor
-- Developing a Lead Hazard Reduction Workplan
-- Contractor onsite
-- Final clearances

B5.51.1

ability to allow the user to change thecompliance due date. (i.e,, extensions)

BS.51.2

ability to allow the user to change thecompliance status (e.g. Open, Closed).

BS.52

ability to allow the user to document the start date on the Notification of Work Form

B5.53

ability to allow the user to document Reciprocity Activity Start/End Dates.

B5.54

ability to pull text from the RSA 130A Statute, He-P 1600 rules, or federal USEPA Renovate, Repair & Paint rules
that auto-populate letters to licensee and property owners,

B5.54.1

ability to select from a list of specific RSAs {from a list of 10-20 laws) that apply to the health problem or
enforcement action, The system should be able to add new R5As in the future.

RFQ-2024-DPHS-02-ENVIR-01 ' ' Page 9 of 12
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B5.55 Comment field sections must be at least 5,000 characters. M Y ¥ ¥ ¥ g

B5.56 Extension Request:
B5.56.1

-- abifity to track the number of Extensions given. - . M Y Y N. Y 5

B5.56.2

-- abllity to track the original compliance due date and due dates of each
extenslon given.

WReports/Forms/ietters . N
The following Reports, Forms, & Letters are examples and are required to be developed by he selected Vendor
or through a vendor provided tool:

B6.1 h
Lead examples - See Appendix C M Y N N Y 5
B6.2
HOLU examples - See Appendix D M N Y N Y 5
B6.3
RHS examples - See Appendix E M N N Y Y 5
B6.4 Reporting: .
- ability to export standard reports to: Excel, PDF documents, or csv files. M Y ¥ Y Y S
B6.5 Forms/Letters (Temp!ates]:
- ability to create/modify emails, letters and forms templates : M ¥ ¥ y ¥ S
- ability to merge data into emails, letter and forms from the database fields ’
B&.6 Ability to include State of NH Seal and Letterhead to documents M Y Y y y 5
B6.7 ,
Provide a method to track revision histery M Y Y Y ¥ s
B6.8 Ability to pull data by:
) Examples (not limited to):
- date licensed or certification
- number of individuals licensed in a given period
- number of warnings
- fines
M Y Y Y ¥ S

- violations issued duririg a given period
- due dates of refresher training

- due dates of third party exams

- number of compliance inspections

- license date and expiration date

B&.9
Ability to save/link asscciated reports/forms/letters
d:Staff Remote Access Mot T i Ry 5
The selected Vendor will provide for Enwronmenta] Health-Field Staff Users the abihty to enter data remotety

using a State issued mobile devices that allows for the:

B7.1 ability to enter/view inspection results. M Y N N Y S
B7.1.1 -- ability for Inspectots to perform field inspection tasks using state DS
A - M Y N N Y
provided portable devices,

-

Vendor Initials
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B7.1.2 -- multiple Inspection forms may be required for a single inspection. M Y N N Y S
B7.1.3
-- ability to choose the inspection form(s) required for an inspection. M Y h| N Y S
B7.2
Ability to upload data from flat fites. M Y N N Y S
B7.2.1 . ) ]
Assist with creation of flat files for upload for program area. " M Y N N Y S
B7.3 )
ability to work remotely. P Y N N Y S
B7.3.1 -- ability to view and edit work queues as necessary. p Y
) “"ﬁ * - Yter (] i e & ;‘;:‘5’? 3y ] : g" j:
The selected Vendor will provide an Environmental Health Online Portal for external users that allows for:
B8.1 an Online Application/Registration Process with the following:
PP /Reg & M Y Y Y Y 3
B3.1.1
- abllity to create an external User Name/Password M ¥ Y Y ¥ 5
B8.1.2
- ability to reset password automatically M ¥ Y Y M 5
B3.1.3 - ability to submit {upload) electronically all of the associated documents
and/or photographs required for a particular license type or registrant M Y Y Y Y S
B8.1.3.1 M v Y N ¥y 5
- photo must meet requirements
B8.1.3.2 . . . . . A "
- include instructions abott the license type or registrant application M Y Y - ¥ Y 5
process . -
B3.1.4 - ability to provide a full preview of forms before beginning
(will keep from starting a task before all info needed has been gathered) . P Y Y N Y S,
B8.1.4.1 - Bole based as needed p v v N ¥ S
B8.2 M Y Y Y Y 5
- ability to allow form{s) to be pre-populated with data
B8.3
Y 5
- ability to allow for fields to be "required" M v Y Y
B2.4
- ability to allow user to save and return later M ¥ Y Y Y 5
B8.5
- once final submission, no longer editable Y Y M M s
B3.6 - ability to allow for online payments
M Y Y - Y Y C
B8.6.1 - after internal review and approval M v ¥ v v s
DS

KNV

Vendor Initials
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B3.6.2

- unique identification number {"invoice number"

B8.7

a Removal From the Rental Market application or Request for Use of
Abatement Alternative:
« must allow for the application and supporting documents to be subritted via the portal.

B2.3

a Licensing or Registration application: .
- must allow for a Lead Licensing or Registration application to be submitted via the Secure Portal.

. B8.8.1

- must allow the ability to submit electronically all of the associated supporting documents required.

B8.9

a Variance Request application: )
- must aflow for a Variance Request application to be submitted via the Secure Portal.

B8.9.1

- must allow the ability to submit electronically all of the associated supporting documents.required.

B8.10

an Extension Request:
- must allow for the request to be submitted via the Secure Portal.

B8.11

a Notice of Work Form Request:
- must allow for the request to be submitted via the Secure Portal.

B8.12

ability for allLicense or Registration applications to be accessible via the Public Portal with instructions about

application process.

RFQ-2024-DPHS-02-ENVIR-01 Page 12 of 12
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' Auachment 2

New Hampshire Department. of Health and Human Services
Exhibit D — Federal Requirements

SECTION A: CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions.

of Séctions 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41

U.S.C. 701 et seq.), and further agrees to have the Contractor’s representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE [ - FOR CONTRACTORS OTHER THAN INDIVIDUALS.

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required- by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part Il of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by contractors (and by inference, sub- contractors), prior to
award, that they will maintain a drug-free workplace. Section 3017.630(c) of the regulation provides that
a contractor (and by inference, sub-contractors) thatis a State may elect to make one certification to the
Department in each federal fiscal year in lieu of certificates for each Agreement during the federal fiscal
year covered by the certification. The certificate set out below is a material representation of fact upan
which reliance is placed when the agency awards the Agreement. False certification or violation of the
certification shall be grounds for suspension of payments, suspension or termination of Agreements, or
government wide suspension or debarment. Contractors using this form should send it to:

Commissioner
NH Department of Health and Human Services
129 Pleasant Street
Concord, NH 03301-8505
1. . The Contractor certifies that it will or will continue to provide a drug-free workplace by:

1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the Contractor's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongeing drhg-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2.  The Contractor's policy of maintaining a drug-free workplace;
1.2.3.  Any available drug counseling, rehabilitation, and employee assistance programs; and

12.4. The benalties that may be imposed upon employees for drug abuse violations occurring
in the workplace,

1.3.Making it a requirement that each employee to be engaged in the performance of the
Agreement be given a copy of the statement required by paragraph (a);

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the Agreement, the employee will

1.4.1. Abide by the terms of the statement; and

1.4.2.  Notify the employer in writing of his or her conviction for a violation of a criminal-drug
statute occurring in the workplace no later than five calendar days after sucfi cdfiviction;

) { NV
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1.5. Notifying the agency in writing, within ten calendar days after receiving notice under _
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every contract
officer on-whose contract activity the convicted employee was working, unless the Federal
agency has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected Agreement;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted

1.6.1. Taking appropriate personnel actton against-such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973,-as
amended; or

1.8.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal; State, or local health,
law enforcement, or other appropriate agency;

1.7.Making a good faith effort to continue to maintain.a drug-free workplace through implementation .
of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6,

2. The Contractor may insert in the space provided below the site(s) for the performance of work done '
in connection with the specific Agreement.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check O if there are workplaces on file that are not identified here.

D&

all. o
’ MV
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SECTION B: CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions
of Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying,
and Byrd Anti-Lobbying Amendment (31 U.S.C. 1352), and further agrees to have the Contractor’s
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES —- CONTRACTORS
US DEPARTMENT OF EDUCATICN - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program.covered):
*Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX
*Commuinity Services Block Grant under Title VI
*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a
Member of Gongress, .an officer or employee of Congress, or an employee of a Member of
Congress in connection with the awarding of any Federal contract, continuation, renewal,
amendment, or modification of any Federal contract, loan, or cooperative agreement (and by
specific mention sub-contractor). )

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with
this Federal contract, loan, or cooperative agreement (and by specific mention sub- contractor), the
undersigned shall complete and submit Standard Form LLL, (Disclosure Form to Report Lobbying,
in accordance with its instructions, see https:/fomb.report/icr/201009-0348-022/doc/20388401

3. The undersigned shall require that the language of this certification be included.in the award
document for sub-awards at all tiers (including subcontracts, and contracts under grants, loans, and
cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this
transaction was made or entered into. Submission of this certification is a prerequisite for making or
entering into this transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails t6 file
the required certification shall be subject to a civil penalty of not less than $10,000 and niot more than
$100,000 for each such failure.

(—‘DS
. —Fh
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SECTION C: CERTIFICATION REGARDING DEBARMENT, SUSPENSION AND OTHER

RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions
of Executive Office of the President, Executive Order 12549 and 12689 and 45 CFR Part 76 regarding
Debarment, Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following

Certification: : '

INSTRUCTIONS FOR CERTIFICATION

1.

By signing and submitting this Agreement, the prospective primary participant is providing the
certification set out below. : .

The inability of a person to provide the certification required below will not necessarily resultin
denial of participation in this covered transaction. If necessary, the prospective participant shall
submit an explanation of why it cannot provide the certification. The certification or explanation will
be considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify stich person from participation
in this transaction. .

The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter info this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this Agreement is submitted if at any time the prospective primary participant learns that its
certification was erroneous when submitted or has become erroneous by reason of changed
circumstances. '

The terms “covered transaction,” “debarred,” “suspended,” “ineligible,” “lower tier covered

»oa ” it »ou

transaction,” “participant,” “person,” “primary covered transaction,” “principal;” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See
https:l/www.govinfo.go'vlappldetaiIs/CFR-2004~titIe45-voI1/CFR-2004-titIe45—voI1-part?ﬁlcontext.

"o 7o

The prospective primary participant agrees by submitting this Agreement that, should the proposed
covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility'and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

A participant in a covered transaction may rely upon a certification of a prospective participant in-a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the-method and frequency by which it determines the eligiblity of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties)
https:/fAwww. ecfr.gov/current/itle-22/chapter-Vipart-513. ‘ . (-*Ds
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9. Nothing contained in the foregoing shall be construed to require establishment of a system of
records in order to render in good faith the certification required by this clause. The knowledge and
information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary coursé of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this
transaction for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:
11.1.  Are not presently debarred, suspended, proposed for debarment, -declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;
"11.2. Have not within a three-year period preceding this proposal (Agreement) been convicted of
or had a civil judgment rendered against them for commission of fraud or a criminal offense
in connection with obtaining, attempting to obtain, or performing a public (Federal, State or
local) transaction or a contract under a public transaction; violation of Federal or State
antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification or
destruction of records, making false statements, or receiving stolen property;
11.3.  Are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph
(I)(b) of this certification; and .
11.4.  Have not within a three-year period preceding this application/proposal had one or more
» public transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall aftach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting this lower tier proposal {Agreement), the prospective lower tier
participant, as defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and
its principals:

13.1.  Are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or
agency.

13.2.  Where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal {Agreement).

14. The prospective lower tier participant further agrees by submitting this proposal (Agreement) that it
will include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

DS
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SECTION D: CERTIFICATION OF COMPLIANCE WITH FEDERAL REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the
Contractor's representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute
the following certification:

I \

The Contractor will comply, and will require any subcontractors to comply, with any applibable federal

requirements, which may include but are not limited to:

1.

10.

11.

'

Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards
(2 CFR 200). - :

The Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3788d) which .
prohibits recipients of federal funding under this statute from discriminating, either in employment
practices or in the delivery of services or benefits, on the basis of race, colér, religion, national
origin, and sex. The Act requires certain recipients to produce an Equal Employment Opportunity
Plan; :

The Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts
by reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under
this statute are prohibited from discriminating, either in employment practices or in the delivery of
services or benefits, on the basis of race, caolor, religion, national origin, and sex. The Act includes
Equal Employment Opportunity Plan requirements;

The Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or
activity); :

The Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal
financial. assistance from discriminating on the basis of disability, in regard to employment and the
delivery of services or benefits, in any program or activity;

The Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and
local government services, public accommodations, commercial facilities, and transportation;

The Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohfbits
discrimination on the basis of sex in federally assisted education programs; '

The Aée Discrimination Act of 1975 (42 U.S.C. Sections 61 06:07), which prohibitg discrimination on
the basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt.
42 (U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity;
Policies and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based
and community organizations); Executive Order No. 13558, which provide fundamental principles
and policy-making criteria for partnerships with faith-based and neighborhood organizations:

28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense
Authorization Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot
Program for Enhancement of Contract Employee Whistleblower Protections, which protects
employees against reprisal for certain whistle blowing activities in connection with federal grants
and contracts.

The Clean Air Act (42 1).8.C. 7401-7671q.) which seeks to protect human health and the

environment from emissions that pollute ambient, or outdoor, air. (. ::s

MV
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12. The Clean Water Act (33 U.S.C. 1251-1387) which establishes the basic structure for regulating
discharges of pollutants into the waters of the United States and regulating quality standards for
surface waters.

13. Civilian Agency Acquisition Council and the Defense Acquisition Regulations Council (Councils) (41
U.S.C. 1908) which establishes administrative, contractual, or iegal remedies in instances where
contractors violate or breach contract terms, and provide for such sanctions and penalties as -
appropriate.

14. Contract Work Hours and Safety Standards Act (40 U.S.C. 3701-3708) which establishes that all
contracts awarded by the non-Federal entity in excess of $100,000 that involve the employment of
mechanics or laborers must include a provision for compliance with 40 U.S.C. 3702 and 3704, as
supplemented by Department of Labor regulations (29 CFR Part 5).

15. Rights to Inventions Made Under a Contract or Agreement 37 CFR § 401.2 (a) which establishes
the recipient or subrecipient wishes to enter into a contract with a small business firm or nonprofit
organization regarding the substitution of parties, assignment or performance of experimental,
developmental, or research work under that “funding agreement,” the recipient or-subrecipient must
comply with the requirements of 37 CFR Part 401, "Rights to Inventions Made by Nonprofit
Organizations and Small Business Firms Under Government Grants, Contracts and Cooperative
Agreements,” and any implementing regulations issued by the awarding agency.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the Agreement. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of Agreements, or government wide suspension or
debarment.

In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a capy of the finding to the Office for Civil Rights,
to the applicable contracting agency or division within the Department of Health and Human Services,
and to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the
Contractor's representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute
the following certification:

1. By signing and submitting this Agreement, the Contractor agrees to comply with the provisions
indicated above.

r—DS
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SECTION E: CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of
1994 (Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased
or contracted for by an entity and used routinely or regularly for the provision of health, day care,
education, or library services to children under the age of 18, if the services are funded by Federal
programs either directly or through State or local governments, by Federal grant, contract, loan, or loan
guarantee. The law does not apply to children’s services provided in private residences, facilities funded
solely by Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol
treatment. Failure to comply with the provisions of the law may result in the imposition of a civil
monetary penalty of up to $1000 per day and/or the imposition of an administrative compliance order on
the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the
Contractor’s representative as identified in Section 1.11 and 1.12 of the General PI’OVISIOHS to execute

the following certification:

1. By signing and submitting this Agreement, the Contractor agrees to make reasonable efforts to
comply with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act

of 1994,
r—DS
I 1Y
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SECTION F: CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND
TRANSPARENCY ACT (FFATA) COMPLIANCE '

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of
individual Federal grants equal to or greater than $30,000 and awarded on or after October 1, 2010, to
‘report on data related to executive compensation and associated first-tier sub-grants of $30,000 or
more, [f the initial award is below $30,000 but subsequent grant modifications result in a total award
equal to or over $30,000, the award is subject to the FFATA reporting requirermnents, as of the date of
the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information),
the Department of Health and Human Services {DHHS) must report the following information for any
sub award or contract award subject to the FFATA reporting requirements:

1. Name of entity
- 2. Amount of award
3. Funding agency

4. NAICS code for contracts / CFDA program number for grants

”

5. Program source

8. Award title descriptive of the purpose of the funding action
7. Location of the entity

8. Principle place of performance

9. Unique Ehtity Identifier (SAM UEI; DUNS#)

10. Total compensation and names of the top five executives if:
10.1.  More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2.  Compensation information is not already available through reporting to the SEC.
Prime grant recipients must submit FFATA required data by the end of the month, plus 30
days, in which the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions
of The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-
252, and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further
agrees to have the Contractor’s representative, as identified in Sections 1.11 and 1.12 of the General .
Provisions execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

r—gs
2l
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to
the below listed questions are true and accurate.

_1. The UEI (SAM.gov) number for your entity is;_D975PL76FFK7

2. In your business or organization's preceding completed fiscal year, did your business or
organization receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts,
subcontracts, loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or
more in annual gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants,
and/or cocperative agreements?

X NO _ YES

If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities ™
Exchange Act of 1934 (15 U.5.C.78m(a), 780(d)} or section 6104 of the Internal Revenue Code of
19867

X NO YES

If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name: Amount:
Name: ' Amount:
Name: Amount:
Name: Amount:
Name: Amount:

Contractor Name: Slalom, Inc.

t DocuSigned by:
5/30/2025 ‘ KMSSLU; Mms
Date: Name: RUsselT Norris

Title:  General manager

r—DS
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A. Definitions
The foliowing terms may be reflected and have the described meaning in this document:

1. -“Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information, * Breach”
shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department of
Commerce.

3. “Confidential Information™ or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
* assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Heaith and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (P!), Personal Financial Information
(PFI1), Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

4. “End User’ means any person or entity {e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS
data or derivative data in accordance with the terms of this Contract.

2. "HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and
the regulations promulgated thereunder.,

6. ‘Incident’ means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
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or misplacement of hardcopy documents, and misrou‘ting- of physical or electronic
mail, all of which may have the potential to-put the data at risk of unauthonzed access,
use, disclosure, modification or destruction.

7. “Open Wireless Network” means any network or segment of-a network that is not
designated by the State of New Hampshire’s Department of Information Technology
or delegate as a protected network (designed, tested, and approved, by means of the
State, to transmit) will be considered an open network and not adequately secure for
the transmission of unencrypted PI, PFI, PH! or confidential PHHS data.

8. "Personal Information” (or “Pi") means information which can be used to distinguish
or trace an individual’s identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.;
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. ‘“Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Heaith
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health Information” (or “PHI”) has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. *Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto. _

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the
American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure-of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract: Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

DS
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2. The Contractor must not disclose any Confidential Information in response to a request
for disclosure on the basis that it is required by law, in response to a subpoena, efc.,
without first notifying DHHS so that DHHS has ‘an opportunity to consent or object to
the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees te grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

Il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data’between applications, the Contractor attests the applications have been evaluated
by an expert knowledgeable in cyber security and that said application’s encryption
capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use cbmputer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if email
is encrypted and being sent to and being received by emall addresses of persons
authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data, the
secure socket layers (SSL) must be used and the web site must be secure, SSL encrypts
data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file hosting.
services, such as Dropbox or Google Cloud Storage, to transmit Confidential Data.

8. Ground Mail Service: End User may only transmit Confidential Data via certified ground
mail within the contmental U.S. and when sent to a hamed individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential Data

said-devices must be encrypted and password-protected.
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. .

-8. Open Wireless Networks. End User may not transmit Confidential Data via an open
wireless network. End User must employ a virtual private network (VPN) when remoteiy ‘
transmitting via an open wireless network. '

9. Remote User Communication. If End’ User is employing remote communication fo-access
- or transmit Confidential Data, a virtual private network (VPN) must be installed on the End
f User’'s mobile device(s) or laptop from which information will be transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If End
User is employing an SFTP to transmit Confidential Data, End User will structure the
Folder and access privileges to prevent inappropriate disclosure of information. SFTP
folders and sub-folders used for transmitting Confidential Data will be coded for 24-hour
auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours)

11. Wireless Devices. If End User is transmitting Confidential Data via wweless dewces all .
data must be encrypted to prevent mappmpnate disclosure-of information.

ll. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted under
this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department conﬂdentlal information.

A

4, The Contractor agrees to retain all electronic and hard copies. of Confidential Data
in a secure location and identified .in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have

¢ currently-supported and hardened operating systems, “the latest anti-viral,
antihacker, anti-spam, anti-spyware, and ariti-malware utilities. The ehvironment, as
a whole, must have aggressive intrusion-detection and firewall protection.
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6. The Contractor agrees to and er‘isures its complete cooperation with the State's
Chief Information Officer in the detection of any security vu[nerablhty of the hosting
“infrastructure.

B. Disposition

1. Ifthe Contractor will maintain any Confidential Information on its systems (or its sub-
contractor systems), the Contractor will maintain a-documented process for securely
disposing of such data upon request or contract termination; and will abtain written
certification for any State of New Hampshire data destroyed by the Contractor or
any subcontractors as a part of ongoing, emergency, and or disaster recovery
operations. When no longer in use, electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a. secure wipe program in
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, .and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The.Contractor will maintain proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the dellvery of contracted
services.

2. The Contractor will maintain policies and procedures to protect Depariment confidential
information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

Contractor Initials KDN
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10.

11.
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The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential mformatlon
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems andfor Department
confidential information for contractor provided systems.

The Contractor\tvill provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor, including breach notification requirements.

The Centractor will work with the Department to sign ‘and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system access
being authorized,

If the Department determines the Contractor is a Business Associate ‘pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement

(BAA) with the Department and is responsible for maintaining compliance with the

agreement.

The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department.

Data Security Breach Liability. In the event of any security breach Contractor shall make
efforts to investigate the causes of the breach, promptly take measures to prevent

D3
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future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all costs of response and recovery from

the breach, including but not limited-to: credit monitoring services, mailing costs and_

.. costs associated with website and telephone call center services hecessary due to the

12.

13.

14,

15.

16.

V4. Last update 10/09/18

breach.

Contractor must, comply with all applicable statutes and regulations regarding-the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of Pl and PHI at-a level and scope that is nct less than the level
and scope of requirements applicable to federal agencies, including, but not limited to,
provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy Act Regulations
(45 C.F.R. §5b), HIPAA Privacy and Security Rules (45 C.F.R. Parts 160 and 164) that
govern protections for individually identifiable health information and as applicable
under State law.

Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the State of New Hampshire, Department of Information Technology. Refer to
Vendor Resources/Procurement at https://www.nh.gov/doit/vendorfindex.htm for the
Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

Contractor agrees to maintain a documented breach notification and iricident response
process. The Contractor will notify the State’s Privacy Officer and the State’s Security
Officer of any security breach immediately, at the email addresses provided in Section
VI. This includes a confidential information breach, computer security incident, or
suspected breach which affects or includes any State of New Hampshire systems that
connect to the State of New Hampshire network.

Contractor must restrict access to the Confidential Data obtained under this Contract
to only those authorized End Users who need such DHHS Data to perform their official
duties in connection with purposes identified in this Contract.

The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above, implemented
to protect Confidential Information that is furnished by DHHS under this. Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

¢. ensure that laptops and other electronic devices/media containing PHI, PI, or
PF| are encrypted and password-protected.

DS
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#

d. send emails containing Confidential Information only if encrypted and being sent
to and being received by email addresses of persons authorlzed to receive such
information.

e. limit disclosure of the Confidential Information to the extent permitted by law.

_ f. Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is ‘physically and
technologically secure from access by unauthorized persons during duty hours

. as well as non-duty hours (e.g., door locks, card keys, biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk- based assessment of the
circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credéntials used to access the site directly or indirectly through a
third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State’s Privacy Officer and Security Officer of any Security
Incidents and Breaches immediately, at.the email addresses provided in Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agehcy’s documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. ldentify Incidents;
2. Determine if personally identifiable information is involved in Incidents;
3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

DS
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4. Identify and convene a core response group to determine the risk level of incidents and
determine risk-based responses to Incidents; and

5, Determine whether Breach notification is required, and, if so, identify appropriaie Breach
notification metheds, timing, source, and contents from among different options, and
bear costs associated with the Breach notice as well as any mitigation measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported, as applicable,
in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT
A. DHHS Privécy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov B. .
DHHS'Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov

DS
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INE TE AGRE T

The Contractor identified in Section 1.3 of the General Provisions of the Agreement (Form P-37)
("Agreement’), and any of its agents who receive use or have access to protected health
information (PHI), as defined herein, shall be referred to as the “Business Associate.” The State
of New Hampshire, Department of Health and Human Services, "Department” shall be referred -
to as the "Covered Entity,” The Contractor and the Department are collectively referred to as “the
parties.” :

The parties agree, to comply with the Health Insurance Portability and Accountability Act, Public
Law 104-191, the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162, and 164 (HIPAA), provisions of the HITECH Act, Title X!II,
Subtitle D, Parts 182 of the American Recovery and Reinvestment Act of 2009, 42 USC 17934,
et sec., applicable to business associates, and as applicable, to be bound by the provisions of
the Confidentiality of Substance Use Disorder Patient Records, 42 USC s. 290 dd-2, 42 CFR Part
2, (Part 2), as any of these laws and regulations may be amended from time to time.

(N Definitions.

a. The following terms shall have the same meaning as defined in HIPAA, the HITECH Act,
and Part 2, as they may be amended from time to time:

“Breach,” “Designated Record Set,” “Data Aggregation,” Designated Record Set,”
“Health Care Operations,” “HITECH Act,” “Individual,” “Privacy Rule,” “Required by
law,” “Security Rule,” and “Secretary.” .

b. Business Associate Agreement, (BAA) means the Business Associate Agreement that
includes privacy and confidentiality requirements of the Business Associate working with
PHI and as applicable, Part 2 record(s) on behalf of the Covered Entity under the
Agreement.

c. “Constructively Identifiable,” means there is a reasonable basis to believe that the
information could be used, alone or in combination with other reasonably available
information, by an anticipated recipient to identify an individual who is a subject of the
information.

d. “Protected Health Information” (‘PHI") as used in the Agreement and the BAA, means
protected health information defined in HIPAA 45 CFR 160.103, limited to the information
created, received, or used by Business Associate from or on behalf of Covered Entity, and
includes any Part 2 records, if applicable, as defined below.

e. “Part 2 record” means any patient “Record,” relating to a “Patient,” and “Patient Identifying
Information,” as defined in 42 CFR Part 2.11.

f.  “Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards

[nstitute.
(2) Business Associate Use and Disclosure of Protected Health Information.
a. Business Assaciate shall not use, disclose, maintain, store, or transmit Protected Health

Information (PHI) except as reasonably necessary to provide the services outlined under
the Agreement. Further, Business Associate, including but not limited to all its directesrs,
| ' l K
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officers, employees, and agents, shall protect any PHI as required by HIPPA and 42 CFR Part
2, and not use, disclose, maintain, store, or transmit PHI in any manner that would constitute a
violation of HIPAA or 42 CFR Part 2,

Business Associate may use or disclose PHI, as applicable:
1. | For the proper management and administration of the Business Associate;
Il As required by law, according to the terms set forth in paragraph c. and d. below:
Il According to the HIPAA minimum necessary standard;

Iv. For data aggregation purposes for the health care operations of the Covered
Entity; and :

V. Data that is de-identified or aggregated and remains constructively identifiable
may not be used for any purpose outside the performance of the Agreement.

To the extent Business Associate is permitted under the BAA or the Agreement to disclose
PHI to any third party or subcontractor prior to making any disclosure, the Business
Associate must obtain, a business associate agreement with the third party or
subcontractor, that complies with HIPAA and ensures that all requirements and restrictions
placed on the Business Associate as part of this BAA with the Covered Entity, are included
in those business associate agreements with the third party or subcontractor.

The Business Associate shall not, disclose any PHI in response to a request or demand for
disclosure, such as by a subpoena or court order, on the basis that it is required by law,
without first notifying Covered Entity so that Covered Entity can determine how to best protect
the PHI. If Covered Entity objects to the disclosure, the Business Associate agrees to refrain
from disclosing the PHI and shall cooperate with the Covered Entity in any effort the
Covered Entity undertakes to contest the request for disclosure, subpoena, or other legal
process. If applicable relating to Part 2 records, the Business Associate shall resist any
efforts to access part 2 records in any judicial proceeding. '

Obligations and Activities of Business Associate.

Business Associate shall implement appropriate safeguards to prevent unauthorized use
or disclosure of all PHI in accordance with HIPAA Privacy Rule and Security Rule with
regard to electronic PHI, and Part 2, as applicable.

The Business Associate shall immediately notify the Covered Entity’s Privacy Officer at
the following email address, DHHSPrivacyOfficer@dhhs.nh.gov  after the Business
Associate has determined that any use or disclosure not provided for by its contract,
including any known or suspected privacy or security incident or breach has occurred
potentially exposing or compromising the PHI. This includes-inadvertent or accidental
uses or disclosures or breaches of unsecured protected health information.

In the event of a breach, the Business Associate shall comply with the terms of this
Business Associate Agreement, all applicable state and federal laws and regulations and
any additional requirements of the Agreement.

The Business Associate shall perform a risk assessment, based on the information
available at the time it becomes aware of any known or suspected privacy or security
breach as described above and communicate the risk assessment to the Covered Entity.
The risk assessment shall include, but not be limited to: :

. The nature and extent of the protected health information involved, including the
L

types of identifiers and the likelihood of re-identification;
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Il. The unauthorized person who accessed, used, disclosed, or received the
protected health information;

lll. Whether the protected health information was actually acquired or viewed; and

IV. How the risk of loss of confidentiality to the protected health information
has been mitigated.

e. The Business Associate shall complete a risk assessment report at the conclusion of its
incident or breach investigation and provide the findings in a written report to the Covered
Entity as soon as practicable after the conclusion of the Business Associate's
investigation.

f. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or received
by the Business Associate on behalf of Covered Entity to the US Secretary of Health and
Human Services for purposes of determining the Business Associate’s and the Covered
Entity's compliance with HIPAA and the Privacy and Security Rule, and Part 2, if
applicable.

g. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the BAA to agree in writing to adhere to the same restrictions and
conditions on the use and disclosure of PHI contained herein and an agreement that the
Covered Entity shall be considered a direct third party beneficiary of all the Business
Associate's business associate agreements.

h. Within ten (10) business days of receipt of a written request from Covered Entity, -
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use anddisclosure of
PHI to the Covered Entity, for purposes of enabling Covered Entity to- determine Business
Associate's compliance with the terms of the BAA and the Agreement.

i. Within ten (10) business days of receiving a written request from Covered Entity,

: Business Associate shall provide access to PHI in a Designated Record Set to the

Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

j- Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

k. Business Associate shall document any disclosures of PH! and information related to
any disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PH! in accordance with 45 CFR
Section 164.528.

m. In the event any individual requests access to, amendment of, or accounting of. PHI
directly from the Business Associate, the Business Associate shall within fiv
I KBN
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business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such Iaw and notify
Covered Entity of such response as soon as practicable.

n. . Within thirty (30) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-ups of such PHI in any form or
platform.

1. - If return or destruction is not feasible, or the disposition of the PHI has been
otherwise agreed to in the Agreement, or if retention is governed by state
or federal law, Business Associate shall continue to extend the protections
of the Agreement, to such PHI and limit further uses and disclosures of such
PHI to those purposes that make the return or destruction infeasible for as
long as the Business Associate maintains such PHI. If Covered Entity, in its
sole discretion, requires that the Business Associate destroy any orall PHI,
the Business Associate shall certify to Covered Entity that the PHI has been
destroyed.

(4) Obligations of Covered Entity

Covered Entity shall post a current version of the Notice of the thacy Practices on the Covered
Entity’s website: https:/mww.dhhs.nh.gov/oos/hipaa/publications.htm in accordance with 45 CFR
Section 164.520.

a. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this BAA, pursuant to 45 CFRSection 164. 506 or
45-CFR Section 164.508.

b. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PH! that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(8)  Termination of Agreement for Cause

In addition to the General Provisions (P-37) of the Agreement, the Covered Entity may
immediately terminate the Agreement upon Covered Entity's knowledge of a material
breach by Business Associate of the Business Associate Agreement. The Covered Entity
may either immediately terminate the Agreement or provide an opportunity for Business
Associate to cure the alleged breach within a timeframe specified by Covered Entity.

{6) Miscellaneous

a. Definitions, Laws, and Regulatory References. All laws and regulations used, herein, shall
refer to those laws and regulations as amended from time to time. A reference in the
Agreement, as amended to include this Exhibit F, to a Section in HIPAA or 42 Part
2, means the Section as in effect or as amended.

b. Change in law. Covered Entity and Business Associate agree to take such action as
is necessary from time to time for the Covered Entity and/or Business Associate to-os
I ko
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comply with the changes in the . reqwrements of HIPAA 42 CFR Part 2 other
applicable federal and state law.

C. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with' respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the BAA and the Agreement shall
. beresolved to permit Covered Entity and the Business Associate to comply with HIPAA
and 42 CFR Part 2,

e. Segregation. If any term or condition of this BAA or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
‘terms and conditions. of this BAA are declared severable.

f. Survival. Provisions in this BAA regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the BAA in section (3) n.l., the
defense and indemnification provisions of section (3) g. and Paragraph 13 of the
General Provisions (P-37) of the Agreement, shall survive the termination of the BAA

IN WITNESS WHEREOF, the parties hereto have duly executed this Business Associate

Agreement.
Department of Health and Human Services  S1alom LLP
The State . Name of the Contractor

DocuSigned by: - DocuSigned by:
‘ Tain Wadt Kussll, My

Slgnature of Authorlzed Representative Signature of Authorized Representétive

Tain-wWatt RusselT Norris
Name of Authorized Representative Name of Authorized Representat'ive
Director - DPHS General Manager
Title of Authorized Representative ' Title of Authorized Representative
5/30/2025 5/30/2025
Date | Date
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. CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hémpshire. do hereby certify that SLALOM, INC. is
a Delaware Profit Corporation registered to transact business in New Hampshire on June 01, 2020. I further certify that all fees
and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business ID: 843174
Certificate Number: 0007186660

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 22nd day of May A.D. 2025,

David M. Scanlan
Secretary of State




Certificate of Authority

I, James . Mitchell, certify that I am the duly elected rSf:crefca.ry of Slalom, Inc., a corporation
organized under the laws of the State of Delaware (“Slalom™).

I further certify that Russell Notris is the General Manager of Slalom and is authorized to sign
and submit the Work Order for a Salesforce Environmental Health Integrated Data Management
System between Slalom, Inc. and the State of New Hampshire, Department of Health and

* Human Services Request for Quote No. RFQ-2024-DPHS-02-ENVIR-01 (DAS RFQ #411-24)
on behalf of Slalom. The Work Order was duly signed for and on behalf of Slalom by authority
of its Board of Directors and is within the scope of its corporate powers.

This 29" day of May 2025.

James D. Mitchell :

James D Mitchell {May 29, 2025 17:24 PDT)

James D. Mitchell
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DDFYYYY)
1272412024

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.,

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES- NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHCRIZED

IMPORTANT:

If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in Ileu of such endorsement(s).

PRODUCEI\?ARSH USA, LLG. ﬁgﬂEACT ‘ Allison McCollom, ARM -
1301 5th Avenue, Suite 1900 Ao Vo, Exty: 5033672841 (AIC, No):
iﬁ::mseéxa.gg:ttgequesl@marsh.com ADDRESS: Seatlle Certrequest@marsh.com
. INSURER(S) AFFORDING COVERAGE NAIC #
CN1 02866506-SIaI-GAWUP—25-26 INSURER A : Federal Insurance Company 20281
INSURED Slefom, Inc. INSURER B : ACE American Insurance Company 22667
255 8. King St., Sulte 1800 INSURER € : Syndicate 2623/623 at Lloyd's
Sealtle, WA 98104 INSURERD:
INSURERE :
INSURERF : -
COVERAGES CERTIFICATE NUMBER: SEA-004010775-01 " REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED ‘BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TC ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

ADDLISUBR] FOLIGY :
JNSR TYPE OF INSURANCE INSD L WYD POLICY NUMBER cMﬂfﬂ%f\E"\:{E{) (POLIC% LIMITS
A X | COMMERCIAL GENERAL LIABILITY 36078470 | 0U02025 | 0110172026 EAGH OCCURRENCE $ 1,000,000
. DAMAGE TO RENTED -
CLAIMS-MADE | X | OCCUR PREMISES (Ea occurrence) | § 1,000,000
L - MED EXP (Any one persori) | § 100,000
- PERSONAL & ADV INJURY | 1.000,000
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,006
| X | poLICY \:l JECT D LOG PRODUCTS - COMPIOP AGG | § 2,000,000
| OTHER: : $
A | AUTOMOBILELIABILITY 73631555 | 05/01/2025 | 0110172028 C[E 2";‘3&%‘3@““3'-5 LIMIT 5 1,000,000
ANY AUTO ’ BODILY INJURY {Per person) | §
OWNED SCHEDULED -
[ D Ly || §GHeD BODILY INJURY {Per accident)] $
% | HIRED x| NON-OWNED PROPERTY DAMAGE s
L2 | AUTOS CNLY AUTOS ONLY {Per accident)
A | X | UMBRELLALIAB | X | ocour 78198107 040172025 | 010172026 | EACH OCCURRENCE § 5,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE $ 5,000,000
DED ‘ I RETENTION $ $
B |WORKERSCOMPENSATION 71836042 01/01/2625 01/01/2026 PER OTH-
AND EMPLOYERS' LIABILITY YIN X | sTATUTE | ] ER
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $ 1,000,000
OFFICER/MEMBEREXCLUDED? NIA -
(Mandatory In NH) E L, DISEASE - EA EMPLOYEE] § 1,000,000
If yes, deseribe under
DESCRIPTION OF OPERATIONS balow E.L. DISEASE - POLICY LIMIT | § 1,000,000
¢ | Professional- Tech E&O/Cyber W3115324G301 01K1/2025 030172026 Limit 10,000,000
Daductible 2,500,000

Exhibit of Insurance

DESCRIPTION OF OPERATIONS / LOGATIONS { VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space Is required)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire

Depariment of Health and Human Services
129 Pleasant St.

Concord, NH 03301-3857

SHOULD ANY OF THE ABCVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS,

AUTHORIZED REPRESENTATIVE

%-zam&i PSS B e
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State of New Hampshire
DEPARTMENT OF ADMINISTRATIVE SERVICES

25 Capitol Street -
Concord, New Hampshire 03301

(603) 271-3201 Office@das.nih.gov

) . Catherine A. Keane
Charles M. Arlinghaus ) Deputy Commissioner

Commissioner
Sheri L. Rockburn
_Assistant Commissioner

December 18, 2024

Her Excellency, Governor Kelly A. Ayotte ~
and the Honorable Council

State House _

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Administrative Services to enter iito a Sole Source
Retroactive amendment to an existing contract (Contract #8002977) with Slalom, Inc. (VC
#318836), Boston, MA, for salesforce implementation and consulting services by establishing a
vendor-specific price limitation of $12,546,748.27 from a § 10,000,000 aggregate price limitation
across eight (8) Salesforce contracts and extending the completion date from December 31,

2024, to December 31, 2025 effective upon Governor and Executive Council approval. The

original contract was approved by Governor and Executive Council on October 13,2021, item

#99, and most recently amended with approval of the Governor and Executive Council on March
.27, 2024, item #76.

Funding shall be provided through individual agency expenditures, none of which shall
be permitted unless there are sufficient appropriated funds to-cover the expenditure.

EXPLANATION

This amendment is Seole Source because the requested increase to the current price
limitation exceeds 10% of the original contract price limitation amount, This amendment is
Retroactive as of January 1, 2025, upon approval of the Governor and Executive Council
because agency expenditures exceeded the aggregate price limitation of $10,000,000.

This amendment is part of a transition to a better reporting system relative to the use of
non-binding aggregate limits over multiple contracts, The disadvantages of the aggregate price
limitation became evident with the increasingly use of the Salesforce contracts. These contracts
are important and are a central component of the IT work of most of state government but their

¢ e s emege—rm y



Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council
Page 2 of 3 )
- -administration nceds to change. The aggregafe price limitation inhibits the functionality of the
soon-to-be-replaced contract tracking system to work appropriately.

Each Salesforce contract as passed has a $10,000,000 price limitation. The operational

- intention was to hold to that limit in the aggregate across eight contracts. Agencies would engage
each of the eight contractors for a proposal and award the statemént of work to the winning
bidder who,can meet the specific statement of work requirements for a specific project, The
contracts each had a $10,000,000 limitation because it is often the case that a particular vendor
wins more often. This was the case here.

The Bureau of Purchase and Property (BoPP) recently audited spend data and-identified a
problem in tracking spend across multiple agencies. Some agency end-users processed invoices. )
through the Division of Accounting Services; other agency end-users processed purchase orders
. through Purchasing. This dual system occurs because of the nature of the contract, Rather than
spend against an aggregate Salesforce contract (which is easily tracked), the process creates a
second bid in which all eight existing contracts are solicited with a Statement of Work. The
resulting engagement is somewhat like a purchase order and somewhat like a new contract in ~
appearance. To use this contract with Slalom, Inc. as an example: $814,926 was reported through
purchase orders and $5,770,000 through invoices. o

In addition to the spend, agency end users have bid additional engagements and awarded
work which will cost $3,620,000. This would, if not amended, overspend the confract. This
amendment along with the four approved in December will take us through the transition to new
contracts. Three of the existing eight contracts were not amended as they have been rarely
competitive,

CONTRACTOR CURRENT SPEND | NEW LIMITATION APPROVAL DATE
CoreSphere $2,709.812.00 $3,746,059.68 12/18/2024
Deloitte $2,427.402.00 $3,355,654.47 12/18/2024
MTX Group $6,049,991.00 $8,363,542.32 12/18/2024
Brite Systems $30,000.08 $1,250,000.00 12/18/2024
Slalom $10,204,926.00 $12,546,748.27 . Pending
Tech Mahindra Contract lapsed based on limited use '

Spruce Technology | Contract lapsed based on limited use

Sapient Corp Contfract lapsed based on limited use

We will replace all the amended contracts soon with new seven-year master agreements.
We issued Request for Proposal 2925-25 on July 1, 2024, with responses due on September 20,
2024. After bids came in, the Department of Administrative Services (DAS) and the Department
of Information Technology (DolT), determined that extending five of the current contracts for an

{

additional year would be the best path to allow the new contracts to be developed carefully
taking into account what we’ve learned over the first iteration of the original contracts:

Although tracking aggregate spend across multiple agencies continues to be cumbersome
in the current system, the new Cloudsuite version of NHFIRST will include from fhe beginning a

TDD ACCESS: RELAY NH 1-800-735-2964




Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council
Page 3 0of 3

Strateglc Sourcing module which allows for more integrated data tracking and should avoid any
issue with contract limits.

Based on the foregoing, I am respectfully recommendmg approval of this Sole Source
Retroactive contract amendment with Slalom, Inc.

Respectfully submitted, i

Go L

Charles M. Arlinghaus
Commissioner

TDD ACCESS: RELAY NH 1-800-735-2964



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

December 16, 2024

Charles M. Arlinghaus, Commissioner
Department of Administrative Services
State of New Hampshire

25 Capitol Street — Room 100
Concord, NH 03301

Dear Commissioner Arlinghaus: .

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency’s request to enter into a contract amendment with Slalom, Inc., as described
below and referenced as DolT No. 2021-081B

The purpose of this request.is to extend the established contracts for Salesforce Professional
Services.

The Total Price Limitation shall increase by $11,296,748.27 for a New Total Price
Limitation of $12,546,748.27, effective upon Governor and Executive Council approval
retroactive from December 31, 2024 through December 31, 2025.

A copy of this letter must accompany the Department of Administrative Services’ submission to
the Governor and Executive Council for approval.

Sincerely,

(o Bt

Denis Goulet

DG/id
DolT #2021-081B

cc: Cindy Dotlich, IT Manager

“Innovative Technologies Today for New Hampshire's Tomorrow"



Division of Procurement Support Services
Bureau of Purchase Property

Financial Analysis

Gary S. Lunetta.

Director

(603) 271-2201

Contract Description

Salesforce Professional Services

Agency

Statewide

Confract #

8002977

Agent Name

Abbie Joy

" “Finafcial Analysis

Contract Expenditures .

[Special Notes

Research into the Salesforce contracts showed that rather than each contract having a $10 million price

limitation, an aggregate price limitaiton of $10 million was established. To better account for the price limitation

needed for the remainder of the contract term, the aggregate price limitation was divided by 8 representing the
eight salesforce contracts currently active. By dividing the spend across the elapsed term, we can determine a
monthly average and extrapolate a total estimation of spend for the remainder of the contract term. With 27% of
the contract term remaining, an increase to the contract price limitaiton is necessary to continiue to provide this
necessary service to state agencies.

Aggregate price limitation $10,000,000.00 Current contract price limitation $ 1-,2_50,000.00 Date of calulations 11/22/2024
Divided by 8 contracts $1,250,000.00 Current spend $2,351,173.00 Confract start date 10/13/2021
Calculated price limitation $1,250,000.00 Open purchase orders $4.233,753.00 Contract end date 12/31/2025
Future projects (contract in progress) $3,620,000.00 Days remaining - ‘ 404
Balance remaining ($) -$8,954,926.00 Month remaining 13.47
Balance remaining (%) -716.39% Months elapsed 37.87
Avg monthly spend $173,897.69 Remainder of Terim (%) 26.23%
Additional funds needed for term $2,341.822.27
Total spend extrapolation $12,546,748.27
Increase needed '+ $11,296,748.2
- CRTTEIT

Page 1/1



SECOND AMENDMENT TO THE CONTRACT BETWEEN
SLALOM, INC.
AND
THE STATE OF NEW HAMPSHIRE,
DEPARTMENT OF ADMINISTRATIVE SERVICES,
FOR SALESFORCE PROFESSIONAL SERVICES
- CONTRACT #8002977

This Second Amendment (hereinafter referred to as the “Amendment™), dated this_4® day of December
2024, is by and between the State of New Hampshire, Department of Administrative Services (hereinafter referred
to as “the State”) and Slalom, Inc. hereinafter referred to as “the Contractor™) for Salesforce Professional Services.

WHEREAS, pursuantto an agreement effective October 13, 2021, Item #99, amended by the First
Amendment on March 27, 2024, Item #76, and set to expire December 31, 2024, (bereinafter referred to as “the
‘Agreement”), the Contractor agreed to perform cértain salesforce professional services for the State in
consideration of payment by the State of certain sums as specified therein; and

WHEREAS, pursuant to Section 17 of the Agreement, the Agreement may be amended by an instrufnent in
writing executed by both parties;

-~

NOW, THEREFORE, for and ih consideration of the mutual promises set forth in this Amendment
and the underlying Agreement, the parties do mutually agree as follows:
{

1. Delete in its entirety Form Number P-37, item 1.7 Completion Date and substitute the following:
1.7 December 31, 2025
2. Delete iﬁ its entirety Form Number P-37, item 1.8 Price Limitation and substitute the following:
1.8 $12,546,748.27 _
Amend Exhibit C, 1. Contract Price: Change to the following: $12,546,748.27

4. All other provisions of the Agreement, approved by the Governor and Executive Council on October 13,
2021, Item #99, amended on March 27, 2024, item #76 shall remain in full force and effect;

Page 1 of 2 ) S
‘Contractor Initials: ="

Date: 120412024
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State of New Hampshire

DEPARTMENT OF ADMINISTRATIVE SERVICES
25 Capito! Street - Room 100
Concord, New Hampshire 03301

(693) 271-3201 Qffice@das.nh.pov

Cathering A. Keane
Charles M. Arlinghaus Deputy Commissioner
Commissioner

Sheri L. Rockburn
Aggistant Commissioner

: March 27, 2024
His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Adminiétrative Services to enter into a Retroactive
amendment to an existing contract (Contract #8002977) with Slalom, Inc. (VC#318836), Boston,
MA, for salesforce professional services by extendmg the completion date from December 31,
2023 to December 31, 2024 with no change to the price limitation of $10,000,000.00 effective
January 1, 2024 upon Govemnor and Executive Council approval. The original contract (Coniract
#800297 7) was approved by Governor and Executive Council on October 13, 2021, item #99.

Funding shall be provided through individual agency expenditures, none of which shall
be permitted unless there are sufficient appropriated funds to cover the expenditure.

EXPLANATION

This Request is Retroactive because of administrative delays in finalizing Slalom, Inc.’s
contract (Contract #8002977) extension.

As previously stated, the original contract (Contract #8002977) was approved by the
Governor and Executive Couneil on October 13, 2021, item #99.

The Department of Administrative Services (DAS), through the Bureau of Purchase and
Property (BoPP), issued request for information (RFI) 2024-370 on August 16, 2023, with
responses due on August 30, 2023, This RF] reached 41 vendors through the NIGP electronic
sourcing platform and 1 additionally sourced vendor. There were 13 responses received
providing updated pricing and identifying new opportunities in the market. Further assessment of



His Excellency, Governor Christopher T. Stinunu
and the Honorable Council
Page 2 of 2

responses received, determined that a one-year extension would be in the best interest of the
State in order to prevent service interruptions for projects while building a new ‘Request for
Proposal (RFP) to solicit updated rates and improved services that will fit evolving industry
needs. :

" Upon approval, this requested contract amendment with Slalom, Inc. will allow
continued support and services for the Department of Information Technology (DolT) to support
the strategic business objectives of State agencies; to create and sustain a secure and reliable
information technology environment; and to ensure careful and responsible management of the
State’s information technology resources. Not providing this service would increase the
probability of shortfalls in all agency-secured information technology environments that would
likely create data breaches.

The current spend is $0.00. There are no additional funds requested as the current
contract price limitation can support the one-year extension.

Contract financials )
Original contract price limitation ' ' $10,000,000.00
Less current spend on contract ) $0.00
Available balance in price limitation ' $10,000,000.00

Based on the foregoing, [ am respectfully recommending approval of the Retroactive
contract amendment with Slalom, Inc.

Respectfully submitted,

0oL

Charles M. Arlinghaus
Commissioner

TDD ACCESS: RELAY NH 1-800-735-2964



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet

Commissioner

December 14, 2023

Charles M. Arlinghaus, Commissioner
Department of Administrative Services
State of New Hampshire-

. 25 Capitol Street — Room 100
Concord, NH 03301

Dear Commissioner Arlinghaus:

This letter represents formal notification that the Department of [nformation Technology (DolT)
has approved your agency’s request to enter into a contract amendment with Brite Systems Inc., Spruce
Technology, Inc., Deloitte Consulting LLP, Coresphere, LLC, MTX Group, Tech Mahindra Americas Inc.,
Slalom, Inc,, and Sapient Corporation d/b/a Publicis Sapient, as described below and referenced as DolT
No. 2021-081A.

The purpose of this request is to provide statewide Salesforce Professional Services and
for the continued support and services for the Department of Information Technology
(DolT) to support the strategic business objectives of State agencies, 10 create and sustain
a secure and reliable information. technology environment, and to ensure careful and
responsible management of the State's information technology resources.

“The Total Price Limitation will net change and shall remain $10,000,000, effective upon
Governor and Executive Councili approval through December 31, 2024,

i

A copy of this letter must accompany the Department of Administrative Services’ submission to
the Governor and Executive Council for approval.

Sincerely,

bt Mg

Denis Goulet -
\

DG/jd | .
DolT #2021-081A

cc: Rebecca Bolton, IT Manager

“Innovative Technologies Today for New Hampshire's Tomorrow"

v



Division-of Procurément Support Services

Bureau of Purchase Property

Gary S. Lunetta
Director
{603) 271-2201

RFl Summary
[RF Description ] Saleforce Professional Services Aggncy DolT
RFI# ~ 2024-370 b Vendor Slalom, Inc.
|._Agent Name . Claudia Roy RFI Ciosing 83072023 @ 9:00 AM
Less current spend on contract $0.00 i'
. Current price limitation| $10,000,000.00
Available balance in price limitation| $10,000,000.00

F) -

Recommendation Summary

Statewide Contract or Amendment Amendment
Term of Contract 4.00 ]
Price Limitation $10,000,000.00
Number of Solicitations Received 13

Number of Sourced bidders 1

Number of NIGP Vendors Sourced 41

Number of non-responsive-bidders 28

P-37 Checklist Complete Yes

D&B Report Attached NA

Method of Payment (P-card/ACH) ‘Both

FOB Delivered Yes

Special Notes:

Page 1/1
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FIRST AMENDMENT TO THE CONTRACT
’ BETWEEN SLALOM, INC.
: AND - : .
THE STATE OF NEW HAMPSHIRE, DEPARTMENT OF ADMINISTRATIVE SERVICES,
: FOR SALESFORCE PROFESSIONAL SERVICES
CONIRACT # 8002977

" This First Amendment (hereinafter referred fo as the "Amendment”), dated this _Sﬁ day
of March, 2024, is by and between the State of New Hampshire, Department of Administrative
Services (hereinafter referred lo as “the State”) and Slolom, Inc. {héreinafter referred io as “the
Contractor”) for Salesforce Professional Services. -

WHEREAS, pursuant to an agreement effective October 13,2021, ltem #99, set fo expire
December 31, 2023, (hereinafter referred to as."the Agreement”), the Contractor agreed to
perform certain Salesforce Professional Services for the Stale in consideration of payment by the .
State of certain sums as specified therein; and

3

WHEREAS, pursuant to Section 17 of the Agreemenf, the Agreement may be amended
by an instrument in writing executed by both parties;

i
s

NOW, THEREFORE. for and in consideration of the mutugl promises set forin in this -~
Amendment and the underlying Agreement, the parties do mutually agree as follows:

1. Delete inits enlirety Form Number P-37, item 1.7 Completion Date and substitute the
following: . | &

1.7 December 31, 2024

2. Section 3. Term of Contract as set forth in Exhibit B (Scope of Services) is deleted in its
- . entirely and replaced with the following: o

The term of this Contract shall commence upon the approval by the Governor and
Executive Council and shall continue thereafter through December 31. 2023, a period of
approximately two and one-half (2.5) years, unless extended for additional terms. i

Thé Coniract moy be exténded for five {5}).additional one-year exterision terms

thereafter upon the some terms, conditions and pricing structure upon the approval of.

the Governor and Executive Council,

The maximum term of the Contract {including all extensions) cannot exceed seven and
- one-half {7.5) years. - . . ,

This master agreement will continue to govern all purchase orders beyond the contract
expiration date until project completion has been finalized. ;;

3. Parograph 2 os'set forth in Exhibit C (Pricing Structure) is deletéd in ifs ehfir‘eiy ond
replaced with the following:

2. Prcing Sif'ucfure. Contractor shall provide the services Qf the not-to
exceed hourly rates set forth in the table below. :
Posilion . Houry Rate
Program manager $259.92 e

L8

Poge 1 of 3 . -
¥ ) Contractor Initiols: i
Dale: mars, 2024

-
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or
B

| Scrum Master

$217.48

Salesforce Technical Architect

$270.53 -

Salesforce Adminisfrator

$228.09

Salestorce Platform Developer 322809
Salesforce Data Architec! $270.53
Salesforce Business Analyst $201.57 ;
) Salesforce Trolnmg Consullant $2I7 48 Lt ..

4, 'Ali other provisions of the Agreement, approved by the Governor and Executive Council .
on QOctober 13, 2021 ltem #99. shall remain, |n full force and effect. -
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- Slalom; inc. PR | STATE OF NEW HAMPSHIRE 1

YY) : e By: M
By: Moclomiitng g Ing izaver . "
,. r . L]

~ Russell D, Nomris ~ - . Chores M, Ari .
R : (Print Name) . : -

fPrint-Name) — - o ——— L

;. OM Boston . Title: Commasioner P

o : - = L ortment of Adminisirglive »
bate: Mars,2024” - '
S - : Date:  March 6, 2024

+
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] - Duncan A. Edgar R E
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oy

Title: ___ Attorney P i
i3 . . , . " . e g 1 .
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State of New Hampshire

DEPARTMENT OF ADMINISTRATIVE SERVICES
25 Capitol Street - Room 120
Concord, New Hampshire 03301

Qffice@dag.nh.gov
' ‘ Joseph B. Bouchard
Charles M. Artinghous Aasistant Commissioner
Commissioner ) . {608) 2713204

{603) 2714201
Catherine A, Kanne
Deputy Commissioner
{803) 271-2059

+ August 20, 2021

His Exceliency. Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

. REQUESTED ACTION

Auvthorize the Deparimenl of Adminislrotive Services 1o enter info o contract with
Slalom, LLC of Boston. MA (Vendor No. 318836, for an oggregcte price limilation of
$10,000.,000.00 among all awarded vendors, forSalesforce Professional Services. The term shall
be effective upon Governor and Cauncil approval and ending on December 31, 2023 with
the option to extend for two (2] additionat one-year extension terms.

Funding shall be provided through individual agency expenditures, none of which
shall be permitted unless there are sufficient appropriated funds lo cover the expendlture

- EXPLANATION

The Department of Administrative Semces through the Bureau of Purchasé and
Properly, and in colloboration with the Department of Informalion Technology. issued o
request for proposal on February 3, 202) with responses due on Mcrch 3. 202}, There were 11
compliant responses received.

ltis the Department’s intent to enterinto contracts with the 10 highest scoring vendors
where through a Request for Quote [RFQ} and Statement of Work (SOW) process the
Depariment of Administrative Services, on behalf of a requesting Stale cgency. will issue
RFQ/SOW to ail contractors. Each SOW will detail various requirements related to the services,
planning. andimplementation of new projects. The project engagement will be based upon
the highest scoring response. Project engagements.under the agreements with a doflar value
exceeding $10,000. shall be brought before the Executive Council for approval prior to
proceeding with the engagements,



His Exceilency. Governor Chiistopher T. Sununu
and the Honorable Council

August 20, 2021

Pcge 20f 2

As the State's experience ond expertise with Salesforce matures, it will expond its
Salesforce capabilities and services offered. The production Salesforce environment is
centrally managed. The State has implemented an Enterprise Government Model thal seeks
to establish Standard Operating Procedures (SOP) and processes on the use of third parly
solutions. :

" Through the proposed confracts, the State anticipates improvements in the foliowing
areas: cutomating business processes, providing prompt responses o tracking or delivering
consfituent needs, refining business operations based on access to insightful data, securing
information within compliance of State and Federal regulations., and deploying rapid
solutions throughout the State of New Hampshire's IT environment.

Enabling these capabilities will often require the use of expert resources thal can assist
the Stale to efficiently design. govem, maintain and provide ongoing monagement of these
platforms in a secure, responsible ond effective manner. Contracting mechanisms that
shorten the "lime fo value" are needed to procure resources to work with State: agencies and
IT statff to supplement existing consirained resources that are needed to provide the skills
necessary for the Stale to excel in its Digital Government Initiatives. Based on the foregoing. |
am respectfully recommending approval of the contract with Slalom, LLC.

Respectfully submiited,

Charles M, Arlinghaus
Commissioner

TDD ACCESS: RELAY NH 1.800-735-2964
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Division of Pracurement Support Services Gary S. Lunetta

Bureauof Purchase Property . .. Director
¥ ' (603) 271-2201
. Bid Description ' Salesforce Professionat Srve JAgancy: Stalewide
. Bid# RFP 2425-21 Requisition; # |N/A N
Agenl Name Paul Rhodes _IBid Closing:  |3/3/21 @ 10:00 AM .
Tech Mahindra y 92.9
CoreSphere ) 90.9 .
Deloitte 87.1 ‘ # ‘
MTX Group 86.0
22nd Century i 82.6
Spruce Tech. P 825 . )
Catalyst 5 80.0
Brile Syslems ‘ ] 79.7
Publicis uv
Sapient _ K 79.5 "
Stalom 75.2 . . i
J|AquaLagoon | 64.0 . ’
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fox: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gav/doit

Denis Goolet
Connnissioner

. August 12,2021 .
Charles M. Arlinghaus, Commissioner .
Department of Administrative Services ‘ )
State of New Hampshire ' .

25 Capitol Strect
Concord, NH 03301 . .

Dear Commissioner Arlinghaus, )

This letter represents formal notification that the Dcpanmént of Information Technology (DolT)
‘has approved your agency's request to enter into seven (10) contracts as described below and referenced as
DolT No. 2021-081.

The ten (10} contructs being requested are for:
1. Brite Systems Inc. of Indianapolis, IN
2. Catalyst Consulting Group, Inc. of Chicago, IL. )
3. Sprucc Technology, Inc, of Clifion, NJ
4. Deloitte Consulling LLP of Concord, NH
5. Coresphere, LLC of Bethesda, MD
6. MTX Group of Albany, NY
7. 22nd.Century Technologies, Inc. of Mclean, VA
8. Tech Mahindra Americas Inc. of Plan, TX
9. Sapient Corporation d/bfa Publicis Sapient of Boston, MA
}0. Slaiom, LLC of Boston, MA ;

This is a request to enter into a statewide contract with ten (| 0) vendors to allow agencics
la release RFQ's/SOW's for Salesforce Professional Services. These controcts will provide
a mechanism for agencies requiring assistance with ongoing atid future projects. Currently,
all applications are internally focused and used exclusively by State agency pérsonnel;
public data submission 1s curcently doae through web to case. It is nmicipalcd that.as the
State’s expericnce and expertise with Salesforce matures, it will cxpand its Salesforee
capabilitics and scrvices offcred. v

The total amgunt of the ten (10) coniracts is not Lo exceed $10,000,000, and shal! become
eftective upon Governor and Executive Council approval through December 31, 2023,

-

“innovolive Technologies Today for New Hampshire's Tomorrow™



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr,, Concord, NH 03307
Fox: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Deais Goulet
Commissioner

A copy of this letter should accompany the Department of Administrative Scrvices’ submission to
the Governor and Exccutive Council for approval,

Sigccr:ly, .

- .
» 0
. o L
Y YA
. . sl AL
b ki ¥ Y I ol I

Dcnis Goulet

DGk
DolT #2021-08] :

‘¢e: Paul Rhodes, DAS

“Innavative Technologies Todoy for New Hompshire's Tomorrow”



FORM NUMBER P-37 (version 12/1 1/2019)

| Notice: This agreement and.all of its attachmenls shall becoms public upon submission to Governor and
Exeeutive Council for approval. Any information that is private, confidential or proprietary must
be clealy ideatified to the agency and agreed (o in writing prior to signing the contract.

1. JDENTIFICATION.

. AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree a3 follows:

GENERAL PROVISIONS

1.1 'State Agency Name
Department of Administrative Scrvices

1.2 State Agency Address
State House Annex

25 Capitol Street

Coneord, NH 03301

1.3 Contractor Namc

1.4 Contractor Address

399 Boylston Street
Sfalom, LLC Suite 1000 )
Boston, MA 02115 / ,
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Nomber
‘ Various December 31, 2023 $10,000,000.00
617-640-0092 y

19 Contracting Officer for State Agency
Pau} Rhodes, Purchasing Manager

1.10 State Agency Telephone Number

603-271-3350

1.}l Contractor Signature

Rursigll iodils [l 23; 2620 A 245 EOT)

Date: 11121, 2021

Russell Norris General Manager

L12 Name and Title of Comracior Signatory

1.13  3tate Agency Signature

Da;c:%'!l:") ’a_(

Charles M. Arlinghaus, Commissioner

1.14 Name and Title of State Agency Signalory

.15 Approval by the N.H, Department of Administration, Division of Personnel (if applicable)

By:

E

Director, On:

1.16  Approval by the Attorney General (Form, Substance and Exccution) (/. applicable)

o 30/ dndf

[.17 Approval by the Govemor and Executive Counci (if applicable)

G&C licm number:

G&C Meeting Date: 0CT 19 3 zun
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2. SERVICES TO BE PERFORMED. The Siate of New
Hampshice, acting through the sgency identified in bloek 1.1
("Starc”),  engoges comtractor  identified in block 1.3
(“Comractor™) to perform, and the Contracier shall perform, the
work or sale of goods, or botk, identified and more panicularly
described in the attached EXHIBIT B which is incorporaled
herein by reference (*Services™).

). EFFECTIVE DATE/COMPLETION OF SERVICES,
3.1 Notwithstanding any provision of .this Agreement 10 the
conirary, end subject to the approval of the Govemor and
“Execulive Councif of the State of New Hampshire, il applicable,
this Agreement, and alt obligations of the parties hereunder, shall
become cffective on the date the Govermor and Excculive
Council approve this Agreement as indicnted in block 117,
unless no such approval is required, in which case the Agreement
shall become effective on 1he date the Agreemeni is signed by
the State Agency o5 shown in bleck 1.13 ("Effective Date™).
3.2 If the Contracior commences the Services prior to the
Effective Date, all Services performed by the Centractor prior io
the Effective Date shall be performed ot the sole risk of the
Contractor, and in the event that thig Agreement does not become
effectivie, the Statc shall have no lability to the Contractor,
including without limitation, any obligation 1o pay the
Contructor for any costs incurrcd or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7, - .

4. CONDITIONAL NATURE OF AGREEMENT.

Norwithstanding any provision of this Agreement to the
conlrury, all obligations of the Stale hereunder, including,
withow limitation, the continvance ol paymecms hercunder, are
contingeitt upon the availability and comtinued approprialion of
funds affected by any state or federal legislative or executive

action that -reduces, climinales or otherwise modifies the

appropriation or availability of funding lor this Agrecment and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In ao event shall the Stalc be Yiable for any paymenis
hercunder in excess of such available apprapriated finds. Inthe
cvenr of a reduction or termination of appropriated funds, the
State shall hove the right (o withhold paymem anti) such funds
become available, if ever, and shall have the right 1o reduce or
terminate the Scrvices under this Agreement immediately upan
giving the Contractor notice of such reduction or fermination.
The S1ate shall nol be required to transfer funds from any other
account or source to the Account identified in block +.6 in the
event funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAVMENT.

5.1 The contraict price,method of paymeni, and 1erms of paymens
are idenrilicd and miore paniculerly described in EXHIBIT C
which is incarporuted herein by reference.

5.2 The paymem by the Stne ofthe contract price shall be the
onty and the compleie reimbursement 1o the Comtractor for all
cxpenscs, of whatever nature incusrcd by 1the Conlractor in the
perfunmance hercoll oud shall be the only and the complete

compensation to the Contractor for the Services. The State shali
have ao tiability 1o the Contractor other than the contrct price.
5.3 The State rescrves the right 1o offset from any amounts
otherwise payable 1o the Contractor under this Agreencnl thoss
liquidated amounts required or permiticd by N.H. RSA 80:7
through RSA 80:7-¢ or any olher provision of law,

5.4 Notwithstanding ony provision in this Agreement 1o the
contiary, and notwithstanding unexpected circumstances, in no
cevent shall the 1otal of all payments authorized, or sctually made
hereunder, exceed the Price Limitation sct forth in block 1.8,

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS!/ EQUAL EMPLOYMENT
OPPORTUNITY.

8.1 In conneclion with the performance of the Services, the

" Contractar shall comply with all applicable statutes, laws,

regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but net limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in ony part by monics of the United States, the Contracior
shall comply with all federsl executive orders, rules, regulations
ond statules, and with any rules, regulations ond guidelines as'the
Stase ar the United States issuc to, implement’these regulations.
The Cantracior shall also comply with all applicablc inteliceiual
property laws,

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employmeni
becavse of mce, color, religion, creed, age, sex, handicap, sexual
orieniztion, or nalional origin and will take offirmative action to
preveat such discrimination,

6.3. The Contracior agrees (o permit iie State or United Stales
zccess to any ol the Contractor's baoks, records and accounts for
the purpose of ascertaining compliance with all mles, regulations
and orders, and the covenants, 1erms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall al its own expense provide all personnel
necessary to perform the Services. The Contractor warrants thal
sll personnel engaged in the Services shall be qualificd o
perform the Services, and shall be properly licensed and
othcrwise authorized 1o do so undee all applicoble laws,

1.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a peried of six (6} months after the
Completion Date in block 1.7, the Coniractor shall not hire, and.
shall not permit any subconiractor or éiher person, {inm or
corporation with whom it is engaged in o combined effort to
perform the Services 1o hirc, sny person who is a Siate employee
or official, whe is matcrially involved in the procuremeut,
adminisiration or performance of 1his Agreement,  This
grovision shall survive tcrmination of 1his Agreccment.

7.3 The Contracting QOfTicer specilied in block 1.9, o his or her
successor, shall be the Siate's representative, In the eveat of any
dispute concerning the interpretstion of this Agreement, the
Coniracting Officer's decision shall be final for the Statc.
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8. EVENT OF DEFAULT/REMEDIES.

2.1 Any one or more of 1he following acts or omissions of the
Contractor shall constituté an e’vcm of default hercunder (“Event
of Default™): .

8.1.1 failurc to perform the Scrwces satisfactorily or on
schedule;

8.1.2 foilure 1o submit any rcpont required hereunder; and/or
8.1.3 foilure wo-pecform any other covenant, ierm or condmon of
this Apgreement,

8.2 Upon the gecurrence of any Event of Dcfault the Sware may .

take zny onc, or more, or all, of the (ollowing actions;
8.2.1 give the Contractor a wrillen notice specifying the Event of
Defoult ard requiring it 1o be remedicd within, in the absence of

o greater or lesser specification of time, thirty (30) days from the

date of \he notice; and if the Event of Default is not timely cured,
termninote this Agreement, effeetive two (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor & wrilten notice specifying the Event of
Default and suspending all payments to be made under this

Agreement and ordering 1hat the portion of ke contract price

which would otherwise accrue to the Contractor during the
pericd from the date of such notice until such time as the State
determines that the”Contractor has cured the Event of Default
shalil never be paid to the Contracior;

8.2.3 give the Contractor n wrillen notice specifyiag the Event of
Delault and sct ofT against 'ony other obligations the State may
owe (o the Contractor any damages the State sufTers.by reason of
any Event of Default; and/or

8.2.4 give the Contractor a written notice speci fying the Event of
Default, treat the. Agreement as breached, terminate the
Agreement and pursuc any of (s remedies ot taw or in cquity, or
both.

8.3. No failure by the Stalc 10 enforee any provisions hercol afler

any Event of Default shall be deemcd a waiver of its rights with
regard 10 that Event of Defauk, or any subsequent Event of
Defaul. No express failure 1o enforce any Event of Default shall
be decmed a waiver of the right of the Siate 1o enforce each ond
all-of the provisions hereol upon any further or other Event of
Defauli on the pan of the Contracior,

9. TERMINATION, !

9.1 Nowvithstanding paragraph &, the Statc may, at its sole
-discretion, terminate the Agreement for pny reason, in wholc or
in part, by thinty (30) doys written notice (o the Contractor thal
the Stale is exereising its optionto terminate the Agreefviént.

9.2 In the event of an early 1ermination of this Apreement flor

any rcason other than the completion of the Services, the
Contractor shall, a1t the Siate's - disceelion, deliver 1o the
Contracting Officer, not laier than (ifleen (15) days ofter the duie
of termination, o repon (“Terminstion Repont'™) describing in
detail. all Sesvices performed. and the contrmct price camed. 10
and includirig the datc of termination. The form, subject matter,
coment, end number-of copics of the Termination Repon shall
be identical 10 those ol any Final Report described in the ataghed
EXHIBIT B. in addition, at the State’s discretion, ibe Contraclor
shall, within 15 days of notice ol carly wermination, develop and
submit 1o the State a.Transition Plan for services under the
Agreement, -

10. DATA/ACCESS/ICONFIDENTIALITV/
PRESERVATION.

10.1 As used in this Agrecment, the word “data” shail mean 2l
information and things developed or obtaincd. during the
performance of, or acquired or developed by reason of, this
Agreement, including, bul not limited 10, all swudies, reports,
files, formulac, surveys, mops, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, cormpulcr programs, computer priniouts, notes,
letters, memoranda, papers, and documents, all whclhcr
finished or unfinished,

10.2 All data and any propeny which has bgea.reccived from
the State or purchased with funds provided for that purpose
under this Agreement; shall be the property of the State, and
shall be returned to the State upon demand or upon tenmination
of this Agreement for any reason.

}0.3 Confidentiality of data shall be govemed by N.H. RSA
chapler 91-A or other existing Jaw. Disclosurc of daig requires
prior writien approvel of the State.

1. CONTRACTOR'S RELATION TO THE STATE. Inthe
performance of this Agreement the Conlractor is in all respects
gn independem contractor, and is neither an ogent nor an
employee of the State.  Neither the Contractor nor any of its
officers, employces, agents or members shail have authority 10
bind the State or receive any benefits, workers' compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATIGN/SUBCONTRACTS.

12.1 The Contractor shall nol assign, or otherwise tronsfer ony
interest in this Agreement without the prior written notice, which
shall be provided to the Statc at keast fificen (15) days prior o
the assignment, and o written consent of the State. For purposcs

- of this pnragraph a Change of Conirol shall constifue

assignment, “Change of Control" means (a) wmeryer,
consalidation, or a transaction or scrics of related tronsactions in
which o third panty, together with its afTiliotes, becomes the
direct or indirect owner of fifty percem (50%) or more of the
voung shares or similar cquity interests, or combined voling
pawer of the Contractor, or (b) the sale of all or subslannaily al
of the asseis of the Contractor.

12.2 Nonc of the Scrvices shall be subcomracted by the
Contractor without prios written notice and cansent of the State.
The State is entitled to copics ol all subcosiracts and vssignmem
figreements-and shall not be bound by any provisions.conteined
in & subcontraci or an assignment agreement 10 which if'is not a
party.

13. INDEMNIFICATION. Unless otherwise excmplied by law,
the Contractor shall indemnify and: hold harmless the Siwtc,.its
officers and employees, from and againsi any and all claims,
liabitities and costs for amy personal injury or propenty damages,
patenl or copyright infringement, or other claims assenied agoinst
the Stale, its officers or emptoyees, which arise vt of (or which
may be claimed to arisc ow of) the acts or omission of the
Contractor, or subcontractors, including but not limited 1o the
negligence, reckless or intentional cohdugt, The Siate shiall not
be liable for any costs incurred by the Comtractor arising under
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this paragraph 13. Notwithstanding the foregoing, novhing herein
coniained shall be deemed to constitute a waiver of the sovercign
immunity of the State, which immunity is hereby reserved w the
State, This covenam in paragroph [3 shall survive the
termination of this Agreement,

. 14, INSURANCE. )
14.) The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall r:quirc any
subcontractor or assignee to obtain and maintaih in force, the
(ellowing insurance:
t4.1.1 commercial general liability insurance against all claims
of boadily injury, death or _property damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregaie
or excess; 2nd
14.1.2 gpecial cause of Joss coverage form covering all propcrty
subject to subparagraph 10.2 herein, in an amount not lesshan
80% of the whole-replacement value of the propenty, ]
14.2 The policies described in subparagraph 14.1 herein shalt be
on policy forms and endorsements approved for use in the St

of New Hampshire by the N,H, Deparument of, Insurance, and

issued by insurers licensed in the State of New Hampshire,

14.3 The Contracior shall fumish to the Contracting Officer
identified in block 1.9,-or his or her successor; o cenificale(s) of
insurance for all jnsurance required under this Agreemen,
Cantractar shall also fumish 1o the Contracting O fficer identificd
in black 1.9, or his or her successor, certificate(s) of insurance
for all renewal(s} of insurance required under this Agrcement.no
later than ten (10) days prior 10 the cxpirnuon date of cach
insurance policy. The certifi cate(s) of msur.mce and any
repewals thereof shall be aitached and are incorparated hercin by
reference.

15. WORKERS' COMPENSATION,

'I15.1 By signing this agreement, the Conteactor agrees, certifies
and warrants that the Contractor is in compliance with or cxempt
from, the reguirements of N.H. RSA chapter 281-A r Workers'
Comperisation™),

15.2 To the extent the Contractor is subject 1o the requiréments
of N.H. RSA chapier 281-A, Contracior shafl mainmin, and
require any subcontractor or assignee to securc and mainiuin,
payment of Workers’' Compensation in connection with
activities which the person proposes 1o undertake pursuant 1o this
Agreement. The Contracior shall furnish the Coniracting Oflicer
idemified inblock 1.9, or his or her successar, proof of Workers’
Compensation in the manner described in N.I4. RSA chopier
281-A and any applicable renewal(s) thereof, which shall be
dtlached and arc incorporated herein by feference. The Siaie
shall not be responsibie for payment of any Workers'
Compensarion premiums or for any other claim or benefit for
Coniracior, or any subcontracior or employée of Comtractor,
whiclr might arise under applicsble Srate of New Hampshire

16. NOTICE. Any notice by a panty hereto (o the other pany
shali be deemed 10 have been duly defivered or given ot the time
of mailing by centified mail, postage prepaid, in a United States
Post Office addressed 10 the partics at the addresses given in
blocks 1.2 znd 1.4, herein,

17. AMENDMENT. This Agrecment may be amended, waived
or discharged only by an instrument in writing signed by the
paftics ‘hereto and only alter approval of such amendment,
waiver or discharge by the Governor and Exccutive Council of
the State 61 New Hampshire unless no such approval is required
under the ¢ircumstances pursunn: to State law, cuie-or policy,

18, CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accqrdance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefi of the partics and their respective SUCTESSOLS.
and ossigns. The wording used in this Agrcem:m is the wordmg
chosen by the parties to express their mufval inien, and no rele
of construction shall be applied against or in favor of any party,
Any: actions arising out of this Agreement shall be brought and:
mainlained in New Hampshire Supcnor Court which shall have
exclusive jurisdiction thereof,

19, CONFLICTING TERMS. 'In the event of a_conflict
berween the 1grms of this P-37 form (as modified in EXHIBIT
A) and/or atachments and amendment thereaf, the terms of the

P-37 {25 modified in EXHIBIT A) shall centrat,

20; THIRD PARTIES. The partics herelo do not intend to
benefit ony third parties and this Agreement shall oot be
construcd to confer any such besiefir,

tl. HEADINGS. The headings throughout the Agreement ore
far reference purposes. anly, and the words contained therein
shall in no way be held to cxplam, modify, amphfy orgid in the
interpretation, construction or meaning.of the provisions of this
Agreemenl.

22. SPECIAL PROVISIONS. Additional or ‘modifying
provisions set forth in the attached EXHIBIT A are inzorparated
herein by reference,

213, SEVERABILITY. {nthe cvem any ofthe provisions ol this
Agreement arc held by u court of compcient junsdacuon to be
contrary to any state-or lederal law, the remaining provisions of
this Agreement will semain in fill foree and effect,

24. ENTIRE AGREEMENT: This Agreement, which may be
cxecuied in 4 pumber of counterpuns, cach of which shall be
decingd an original, constitutes 1he éntire agreemel and

’undcrﬁmndmb ‘between the paities, and supersedes all prior

Workers® Compensation lows  in  comncction  wilth  the agreements and understandings wilh respect 16 the subject manter
performance of the Services under this Agreement, hereof.
iw‘ =
y . “
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EXHIBIT A

SPECIAL PROVISIONS
). Delete Section 13. INDEMNIFICATION in its entirety and substitute with the following:

The Contractor shall defend, indemnify ond hold harmiess Ihe State, its officers ond
employees, from ond agoinst any and all claims, liobilities and costs for any personal injury or
property damages, patent or copyright infingement, or other claims asserted against the
State, its officers or employees, which arise out of {or which may be cloimed to arise out of)
the octs or omission of the Contractor. or subconiraciors, including but not limited to the
negligence, reckless or intentional canduct. The State shall not be liable for any costs incured
by the Coniroclor arising under thls paragraph.

The Contractor shall require ony-subcontroctor, delegates, or Ironsferees to agree in writing 1o
defend, indemnify and hold harmless the Slote, its officers and employees from and ogainst
any and alflosses suffered by the; State., its officers and employees, ond any and all claims,
liabilities or penalfies asserted against the State. its officers and employees. by or on behalf of
ony persen, on account of bosed or resulting from, arising ou! of [or which may.be clgimed to
arise out of] the acls or omissions of the subconlractor. delegoie oF lronsferee

Further, notwithstanding Ihe foregomg nothing herein contained shall be deemed to
conslitute g waiver of the soverelgn immunity of the State, which immunity is hereby reserved
to the State. This covenant shall survive the terminotion of this Agreement
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EXHIBIT B
SCOPE OF SERVICES

1. INTRODUCTION

This Masler Agreement is entered inlo by ond between Slalom, LLC [hereinafter referred to as the
"Confractor”} and the State of New Hampshire (hereinafter referred to os the "State”). The
Contraclor hereby agrees to provide the State and its agencies wilh for Salesforce Professional
Services in accordonce to this Agreement and the terms of Request for Quotes {RFQ)/Statements of
Work (SOW]) to this Agreement.

4

2. CONIRACTY DOCUMENTS -

-

This Controct consists of the following documents ("Contract Documents”):

State of New Hampshire Terms and Condilions, General Provisions Form P-37

EXHIBIT A Special Provisions

EXHIBIT B Scope of Services

EXHIBIT C Methad of Payment

EXHIBIT D RFP 2425-21 _
EXHIBTE  RFQ/SOW _‘ ’

~pango

In-the event of any conflict among the terms or provisions of the documents tisted above, the
tollowing order of priority shall indicate which docurmnents confrol: {1) Form Number P-37, as modified
in Exhibit A, Special Provisions, (2) EXHIBIT 8 “Scope of Services," {3) EXHIBIT C "Method of Poyment*
{4} RFQ/SOW Worksheet, and {5) EXHIBIT D “RFP 2425-21 *

All RFQ/SOW and Purchose Ordeérs sholl be subject solely to the termns of this Contract. In the event of
any conflic among'the terms or provisions of this Contract and the SOW ond Purchase Orders, the
terms of This Contract must take'precedent.

’

3, JERM OF CONTRACT .

The term of this Controct shall commence upon the approvol by the Governor and Executive
Councit and shall conlinue thereafter through December 31, 2023, a period of approximately two
and one-holf (2 5) years, unless exlended for odditional terms.

The Coniract may beextended for five {5} oddilional one-yeor exlension terms therealier upon the
some terms, conditions and pricing structure upon the opproval of the Governor and Execulive
Council.

The maximum term of the Coniract {including all exlensions} connot exceed seven ond one-half {7.5)
years.
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4, SCOPE OF WORK T -

All SOWs that ore negolicled between the Parties shall be in wiiting and execuled by both Parties
and shall be attached hereto as supplementol Exhibits, ond shall be incorporated into, and
governed by. this Agreemenl. A standard templote to request a quole is attached [Exhibit E).
Contractor must be capoble of providing information technology prolessionat services for
mp!emenhng Solesforce solufions. H

Contractor will receive RFQs/SOW from the Department of Administrative Services with a Salesforce -
Prafessional Services Scope of Work. Eoch Scape of Work will detail various requirements reloted 16
Ihe planning and implementation of new projects. Each Scope of Work may request Salesforce
implementation and experience in varying functional areas or require mandotory expertise. Requests
lor Services or Deliverobles under the Contract will be submitted on beholf of State Agencies in the
form of an RFQ/SOW to oll conlractors. An'RFQ/SOW shall not constitute a binding order until o
Purchose Qrder ond RFQ/SOW hove been approved per the requirements of the Con'raci.

.In cases where special licenses, accreditations or certifications are required by the Stale, federo! or

locol law or regulation 1o perform Services of specified job descnphons of RFQ/SOW. Contractor shall
provide copies of such license, accreditation or certlficolion within five (5) business days upon award
when requested by the State. :

Individual RFQs/SOW may include additional contractual requiremenis, certificalions, or approvals
thot must be satistied at the time the Purchase Order (PO} is placed or upon delivery. Any federal
requirements or additional funding requirements will be defined by the Siole inthe RFQ/SOW and

incorporated in Purchase Orders (PO).

L. .STANDARDS FOR FUTURE PROJECTS

¥

i. USE OF CONTRACTOR SOLUTIONS

. when awarded o project through the RFO_/SOW process, Contractor will provide the
services s specified within the RFQ/SOW.

. Conlractor shall explicitly stale what Salesiorce licenses are required os well as ony
third party applications when responding to o RFQ/SOW.

. Each RFQ/SOW may include requiremenis about the System Integrator's (53)

experience in implementing a similor solution. Experience shollinclude requirements
that include but are nol limited to. how many solutions of g similor nature are
implemented ond operotional, the size ond complexity of he project. ond any
experience with statutory, regulatory, or industry standards. The specific Contractor
propased funclionality must be described.

SECURITY AND TESTING

i APPUCATION SECURITY. S

Confractor shaoll;

A3
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» Develop Soltwore opplications based on industry best practices and incorporating
information security throughout the Soltware development life cycle;

» Perform o Code Review prior lo release of the application to the State to move it
info production. The code Review may be done in @ manner mutually agreeable to
the Conlractor and the State. Copies of the finol, remediated resulls shalt be
provided to the State for Review and audit purposes;

+ Follow Chaonge Conlrol Procedures (CCP) relotive to release of code: and

» Develop opplications following security-coding guidelines os set forth by

" orgonizations such as, but not limited 1o Opan Web Applicalion Security Project
(OWASP) Top 10, SANS Common Weokness Enumeration (CWE) Top 25 or CERT
Secure Ceoding. . :

i, TEST PLANNING AND PREPARATION

Contractor sholl meet the State's lesting ond acceplonce requirements, Al Jesting ond
Acceptance addressed herein sholl apply to testing the System. This shallinclude planning,
test scenario development, Data and System preparation for testing, and execution of Unit
Testing, System integration testing, conversion/migration testing, installotion tesling,
pertormance, and stress tesling. Security Review ond testing, ond support of the Stote during
user Acceplance Testing (UAT), ,
Conlractor must disclose in their RFQ/SOW responses the scheduling assumplions used in
regord to the Using Agency's resource efforts during testing.

Contractor shall certify, in wriling. that the-Contractor's own staif hds,successfu!ly executed all
prerequisite tesling. along with reporling the actuol testing results.

The State will commence its testing within five (5} business days of receiving Cerlification from
the Contractor that the State's personnel have been trgined and the System is insialied,
configured, complete. and ready for State testing. The testing will be conducted by Ihe State
in on environment independent from the Controctor’s development environment. Conlractor
must assist the Stote wilh testing in accordance with the Test Plan and the Work Plan, utilizing
test ond live Doto to validote reports, and conduct stress and performance testing.

Iél. TESTING
Testing begins upon completion of the Software configuration.as required ond user training
according to the Work Plan. Testing ends upon issuancée of a letter of UAT Acceptance by the

State,

Contractor shall adhere to the State's standord meihodology described in Toble I-C: Stale '
Recommended Teslting Methodalogy.

Toble §I-C: Stote Recommended Testing Methodology & .
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Unit Yesting Application components ore tested on an individual basis to
vérify Ihot the inpuls, outputs. ond processing logic of each
opplicotion componentfunctions without errors. Unit Tesling is
performed in either the developrment environment or a testing
environment.

The goal is o find erors in the smoliest unit of Sofh'ucre.,n
o 1 successiul. subsequenl integration testing should only reveal
=R erors related to the integration between application

components,
System a. Volidates the inlegralion between the individual unit
Integralion " .opplication componenis and verifies thot the new
Tesling " System meels defined requirements ond supports

execution of interfaces and business processes. The
Systems Integration Test is performed in o test
environmenl. .

b. Emphasizes end-lo-end business processes ond the flow
of information across applications. It includes all key
business processes and interfoces being implemented,
confirms Dala transfers with external porties, and
includes the transmission or prinling of oll elec?romc and .
poper documents.

¢. The State willconduct Syslem Integration Testing, utilizing
sciipts developed. as identified in the Test Plan, to
validate the funclionglity of the System and its
interfaces. The State will also use System Integrotion
+ Testing to validate modifications. fixes ond other System
" interoctions with the Confractor supplied Soltware
v T Solution.*

Conversion ™ | The Conversion/Migration Volidation Testing should: replicote

/Migration | the entire Tlow of the converted Dato through the Software
Validation  **|"Solution. ‘As the Sollware Solution is interfoced to legacy'or
Testing third-party opplicotions, the testing verifies that the resulling

converled legacy Data performs correctly.

Instaliotion - Application components are msfolled in the System test
Testing . | environment-to test the instatlation roulines and are relined for
the eventual production environment. This activity serves as o
dry runof ine installotion stepsin preparation for con!rgunng the
A produchon Sysiem
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User “| The User Acceplance Test (UAT) is o Verificalion process
Acceptance performed in 0 copy of the production environment, The User
Testing (VAT) .| Acceptance Test verfies System functionality agoinst
predefined Acceplance crileria thot support the successful
execulion of opproved business processes.

a. .The Controciér's Project Manager must certify in writing,
that the Contactor's own stoff has successiully
executed all prerequisite Conlracior testing, along with
reporling the actual testing resulls prior to the start of any
testing execuled by State stali.

b. The Stote will be presented with a State approved Test
Plan, test scenarios. test cases.1est serpts. test Date, ond
expectied resulls, 0s well as written Cerlificolion of the
Contactor's having completed the prerequisite tests,
pror to the Slate staft involvement in any testing
activities.

¢, UAT will also serve as a performance ond stress test of
the Syslem It may cover any aspect of the new System,
including administralive procedures such os backup
and recovery, The results ol the UAT provide evidence
that the new System meets the User Acceptance criteria

as defined in the’ Work Plan

Upon successful conclusion of UAT and successful System
deployment, ihe Stale will issue g letter of UAT Acceptance ond
the respective Warranly Pericd shall commence os describedin
Section 4.12 Warronly Period.

Regression As o resull, of the user testing octlivities,” problems will be
Testing identified that require comection. The State will notity the

| Contractor of the nolure of the tesling failures in writing. The
Contraclor will be required to perform odditional testing
oclivifies in response to Siale.and/or user-problems identified
from the tesling resulls.

Regression Testing means selective re-lesting -lo detect loulls
introduced during the modilicalion effort, both to verify thot
the ‘modificalions have not caused unintended adverse
effects. and to veily that the modified ond reloted (possibly
offected) Systemn components stull meel their specified
" requirements.
0. For each minor foilure of an Accéplance Test, the
Acceplonce Penod sholl be extended by
coresponding time defined in the Test Plon,
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b. The Conlraclor shall nolily the State no loter thon
five {5) business days from the Contractor's receipt
of written nolice of the test lailure when the
Contractor expects the correclions 1o be
compleled ond ready for retesting by the Slote,
The Contractor will have up tofive (5) business days
to make comections lo the problem unless
specificolly extended in wiiting by the State.

€. When o progromming change is made in response
to. o problem idenlified during user lesting. a
Regression Test Pian should be developed by the
Contractor bosed on the undersionding of the
program and the change being mode to the
program. The Test Plan has twa objectives:

1. Validate that the change/update has
been propedy incomorofed inlo the
progrom:; and i :

2. Vvolidate that there hos been no
unintended change to the other portions
of the program.

d. The Contractor sholl; . _
1. Cregte a sel of test conditions. lest cases.
and lest dota thal will volidate thol the
chonge has been incorporated comeclly;

3. Creale a set of tesl conditions, test cases,
ond test data that will validate that the
unchanged porlions of the progrom stili
operate correctly: and

3. Manoge the enlire cyclic process,

e. The Conlraclor will be expected to execute the
Regression Test. provide acluo! testing results, and
certify its completion in wriling 16 the $tate priorto
passing the modified Software ‘opplicction fo the
users for relesting. -

In designing and conductling such Regression Testing, the .
Contractor will be required lo ossess the risks inherent to the -
modification being implemenied ond weigh those risks against
lhe lime ond eflorl required for conducting the Regression
Tesks. Inother words, the Contractor will be expected lo design
and conduct Regression Tests that will identify ony uninlended
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consequences of the modification while taking into cccount
Schedvule and economic considerofions,

Securlty
1 Review and
Testing

{T Security involves all functions perlaining to the securing of
State Dato and Systems through the creation and definition of
security policies, procedures ond controls covering such areos
as identiticotion, Authenticotion and non+epudiation.

All components of the Soltwaore shail be Reviewed and tested
to ensure they protect the Stote's hardware and Soltware and
its related Dota asséls,

Service Defines the set.of capabilities that:

Component

Identification Supports obtaining informalion about
and those parlies altempling to log onto a
Authenticaton system  or application for secunly

purposes and the volidotion of users.

Access Control Suppeorls the mcncgemenli of permissions

for logging onto a computer or network.

Encryption - Supports the encoding of Data for

i | security purposes

Intrusion Supports Ihe deteclion of ilegol entrance

Deteclion ' into o compuler system,

Verification Supports the confirmation of outhority to
enter o compuler system, applicalion or
network.

Digital Guoranlees the uncltered stale of a fite.

Signature i

User Supports the adminisiration of computer,

Management opplication and network accounts within

an organization.
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Role/Privilege Supporfs the granting of dbililies 10 users
Management of groups of users of a compuler,
application or network, N

Audit Trail Supports  the  idenfification ond

Capture ond moniloring of octivilies within  on
Analysis applicalion or system.

input Validalion Ensures the applicalion is protected from
buffer overllow, crossssite scripling, SQL
injection, and unauthorized access of files
| ond/or directories on the server.

Prior to any System being moved inlo production, .Contractor
4 shall provide resulls of ol security testing 1o the Departmeni ol
Information Technology for Review and Acceptance. Al
Software and hardware shall be free of malicious code
" {malware).

GENERAL REQUIREMENTS

L. CONIRACTOR STAFF

The Contracior's Project Manager requires approval of the State prior o award of any
RFQ/SOW. The State's approval process may include, without limitation, ot the Stale's
discretion, review of the proposed Project Monager's résume, qualifications, references and
background checks, ond an interview. The Contractor's Project Manager must be quaiified to
perform the obligations required of the position under the Contract, have full authority to
make binding decisions, and shall function as the Contractor's representotive for all
administralive and monogement matters. The Project Manager must be available to promptly
respond during Normal Working Hours within two [2) hours lo inquiries from the Siate. and be ot
the site as needed.

The Coniractor shalt not change key staff and Project Manager cormmitments (collectively
reterred lo as "Project Staff”} unless such replacement is necessory due to sickness, death,
termination of employment, or unpaid leave ot absence. Any such chonges 16 the
Conlracter's Project Staff shall require the prior written approval of the State. Replacement
Project Sioff shall have comparable or greater skills with regord 1o performance of the Project
os the sloff being replaced and be subjecl to the provisions of 1his Controct. ' B

The Slote may conduct reference and background checks on the Conlraclor's Project Stolf.
The State sholl maintain the conlidentiality of reference ond background sereening.resulls. The
State reserves the right to reject the Contractor's Project Slaff as a resull of such reference and
bockground checks. The State also reserves the right to require rermovol or reossignment of the
Conlractor's Key Project Sioff found unacceptable 16 the Stcie.
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Noivwrhsicndlng anything to the contrary, the State shall have the oplion to terminate the
Coniract, at its discretion, if it is dissatisfied with the Conlractor’s replacement Projec! Stalf.

The Contractor shall not allow its personnel or subcontractors lo store State dota on portable
devices, including personal computers, excep! as specified and allowed by the Contract. and
then only on devices thot are used and kept of its dolo centers within the Continental United

. Slates. The Contractor shall permit its personnel and contractors to access State data remotely

only to provide lechnical support and as specified or required by the contract.

Program Support Roles - o
A. PROJECT MANAGER

The Contractor must hove, mainiain for the duration of 1his Agreemenf and engcge

Project Manager in any RFQ/SOW in this Agreement with the following minimum

qualifications;

* Project Manager shall have at least 5+ yeors of Program/Pro;ecl Management
gxperience manoging ¢ coniract ond IT project team within the Public Seclor
or Government environments.

* Sirong ability to establish and maintain effective working relotionships with
associates, subordinates, public officials and other professionals. A very strong
verbal, wrilien ond presentation skills and on obility to express ideos clearly
and ¢oncisely both orally and in alt forms of communication.

» Cerificationin the field of Project Management.

* Understanding of Agency business strategies and oversees shor and long-
lerm Salestorce sfrategiesfor IT infrastructure, operations ond Agency IT Plan
(AITP), and works with project team to deline objectives, research I
requirements, provide cost benelit analysis ond direcis projects towards the
best Solesiorce solulion.

= Provides input into the design and implementation of-project
management/infrastructure processes where modificotions are beneficial to
support project outcomes. This may include items such as deliverable
templates, invoice processing. fime opproval, or sub-team reporting where
such intrastructure is not existent or not meefing the needs of the-project.

» Demonstrates technical and judgmental skilis required to perform project
managerment,

» Provides direclion and support for assigned prolecfs (pro;ect
injake/pricritizations, and workflow and document management} jo ensure
limely and efficient completion of tasks.

= Assumes responsibility for-projects ond ossigned staff and consulicnts
including delegotion and scheduling of work across agencies and provides
timely project progress reviews and feedback to senior leadership in Doll,
Project parlicipants ond sponsors.

* Mainlain continuous ond effecfive oversight of analysis and coordinalion
efforts, including business analysts to support project mission and objectives.

= Leods analysis os well as project monagement tasks and activilies os needed
to move project elforts towards completion.

= Maintains project plon monitoring. control and updales as authorized ond
approved by Doll manogement. )
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» Parlicipoles in intra- and inter- ogency discussions, requiring logical and
lechnodlogical expertise, porticulorly to share and document intormation and
coordinate with project stakeholders from Doll and other agencies.

« Conlinually seeks lo improve praclices fo add qualily and value in suppori of
the intended assigned project missions ond goals,

* Focilitole ongoing sfatus reporting and conduct periodic project reviews,

= Ability lo pefform financial monogement duties — producing bt!ls!:nv0|ces and
trocking the project budget.

* Maintains a Program Maonogement Schédule that tracks upcoming work

- major occomplishments, and risks,

* Ability to monage project stalf ond ensure that they meet opproved project

deadlines,

B. Scrum mMaster '

The Confractor must have. maintain for the duration of this Agreement and engage

Scrum Master in ony RFQ/SOW in this Agreement with the following minimum

qualificalions:

s Scrum Maosler shall hove oi least 5+ years of experience a Solesforce projec!
tearn within the Public Sector or Governmental enviranments.

° Atleast | of the foliowing certifications: Certified Scrum Master, PMI Agile
Cerlified Practlitioner, Professional Scrum Master Il Cerification.

= Experience with locililoting Scrum Events and Aclivities.

= Experience with ensuring the project teom and government staff undérstond
the scrum or aglle framework that will be used for sprints and refeases.

e Experence with leading Scrum or Scrum Sessions.

» Experience with ensuring that the Sprint Stays aligned to Sprint Goals and
meels the delinition of done.

* Experience with fracking and communicaling issues that are discussed during

- the Daily Scrums or Scrum of Scrum sessions.

* Experience with locililating Sprint Relrospective and identify oreos of
improvement. -

= Experience with supporting the development team in creating user slones for
eoch sprint,

» Experience in application design and development as well g systems
mainlenonce ond operations of a lorge-scale IT sysiem. -

* Experience with maintaining the Scrum Task board or Kanbon Boord for the
developmenl feam ond govermnment to review the lotest status of fhe sprnt.

C. Salestorce Administrator a0

The Conlractor must have. mainltain for Ihe duration of Ihis Agreement and engage
Sclesforce Adminisirotor in cny RFQ/SOW in this Agreement with the [ollowing minimum
qudlificalions:

* Salesiorce Adminisirator shall have ol least 3+ years of experience a
Soleslorce project team within Ihe Public Sector or Gcwernmenlol
-environments. .

= ‘Must have Salesforce Cerlified Administrator cerhfucohon

+ Experience wilh selling up organization proliles, configuring User interfaces
ond configure seorch settings.

1

1
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Experience wilh crealing and maintaining an enterprise contoct list within
Solesfcrce.

Experience with setling up ond managing user profites. troubleshooting user
login issues.

Expedence with deploying lift cnd shift Salesforce solulions.

Experience wilh managing Secuity and data access based on: reskicling
logins, determining object access. establish record access controls, manage

record access wilh role hierarchy. deol with record access exceptions, and

manage fieldlevel security.

Experience with cuslomizing Salestorce solutions by creating new custom
fields, developing picklists & lookups, establishing page layouts, create record
types while maintaining data quality,

Experience with managing Soles force dota based on: importing new records
using the import wizards, updofing existing records, mass transfer of records
between users. cleoning ol records/dota integrity, backing up data, and
maintoining o dota dictionary,

Experience with demonstrating the obility to automate email template
responses, workflows, process builder, end establish rules within Solestorces
capobilities. )

Experience with developing reports and dashboards within Saleslorce based
on the following: running and modifying reports, creating new reports, building
daoshboards using data visuolization lools, and exporting date from reporis.
Must hove strong business onalysis and funciiona! experence, including

" requirements gothering. creating/deploying solutions to end users, and

managing User Acceptance Tesling (UAT}/deployment process.

Expenence with the following: deploying Saleiforce's solutions within a
Governmenl Cloud environmenl, knowiedge {ond experience) wilh Transpor
Layer Secuiity {TLS) and Secure Sockets Loyer [TSL). Salesforce Apex;
Salestorce Object Query Lenguage SOQL, Chatter, Salesforce's Lightning
Component, VisualForce. Mulesoft, DocGen(Nintex), DevOps ond Contunuous
Integrafion Tools, GitHub or similar tools. .
Experience with developing the foliowing: Sales force intake soluhons
Salesforce Investigation solutions. Sclesforce Assessment solutions. Salesiorce
Service Planning Solutions, Case Monagement Solutions, Solestorce Reporling
solutions, Solesforce Resource Management Solutions, Salesforce Financial
Management Solulions, and experience with designing Salesforce Ul and UX.

D. Solestorce Plotform Developer
The Contracior mus! have. maintain tor the durofion of this Agreement and engoge as

a Salesforce Administrator in any RFQ/SOW in this Agreement with the following
rinimum qualifications:

%

Salesforce Developer shall hove at least 3+ years of Salesforce Plalform
Developer expenence with o Salesforce project tecm within the Public Sector
or Governmental environments. _

Must have al leost one of the Tollowing certifications: Sulésforce Pigtiorm
Certilied Develop [. $alestorce Plalform Developer Il or $alesforce Platform
App Builder,
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» Experence with product development life cycle ond softwore testing, which
includes crealing unit tesi cases establishing unit testing protocols and
oppropriote tesling environments, coordinate and execute software lesting.

*  Experience with deploying ili and shifi Salesforce solutions.

»  Ability to design, code, test, debug. package and deploy qualily scolable
and well-documented solufions on thé Salesforce solutions.

» Experience with deploying Sclesrorce 5 solutmns within a Government Cloud. .
environment.

» Successiully document/maintgin documentation on epplication code,
application use and flow, and training moterials.

* Experience with demonsiraling the abilily to cutomale email template
responses, workflows, process builder, and eslcbhsh rules within Solesforce

«capabilities.
*» Experience with: Salesforce desugn/developmem DevOps ond Continuous

Inlegration Toolks. Salesforce Apex, developing Salesforce mobile solutions,
MuleSolt and API programming. Chatler, VisualForce, Salesforce’s Lightning
Componenl, JavaSerpt, C3 or C++, SQL or Data Manipulation Languoge
(OML), Salesforce Object Query Language (SOQL). GitHub or similar taols and
code versioning bes! practices, designing Salesforce Ul-and UX, and DocGen
(Nintex).
= Experience with developing: Salesforce inlake solutions, Sc[esforce
Investigation sclutions, Salesforce Assessment solutions, Salesforce Service
Planning solutions, Solesforce Cose Management solutions, Salesforce
Reporting solufions, Salestorce Resource Management solufions, and
Salesforce Financial Monagement solutions.
E. Solesforce Technical Archilect
The Contractonmust have. maintain for the duration of this Agreement and engage as
a Technical Architec! in'any RFQ/SOW in this Agreement with the following minimum
quadlifications:
« Technical Architect sholl have al least 5+ yeors of Solesforce Technicol
Architécture experience with o Salesforce project team within the Public
Sector or Governmentol environmerits.
° - Must have the at least one of the following cerifications: Salesforce Certified
Applicalion Architect, Salesforce Certified System Architect, or Solesforcée
Certified Technical Architect.
- » Experience with architecling solutions that address security complexities. Dev- -
Ops, application design/development, and capabilities on the Lighining
Flotorm as port of o funclionol security model.
» Experence wilh idenlifying developmeni-reloled risks. considerations, ond
lirnits for Ihe platform across the architecture.
» Experience with deploying lift and shifl Salesforce solutions.
» Understanding of dato migration considerations. design lrade-oifs, and
common ETL tools.
» - Ability to documenl and maintoin current As:ls ond To-Be Salesforce Solutions’
Architeclure for governmeni review.,
s Ability lo discuss ond demonstrate all aspects of the Salesiorce platform,
including but not limiled to business processes, hosting infrastruciure, security,

LN *
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infegrotion to other IT systerns across the State of New Hampshire's IT
Enterprise.

= Experience with Service Orented Nchrtecture {SOA).

* Understanding of systems architecture and ability 1o design scalable”

performance-driven solutions.

Experience with Salesforce Apex.

Experience with VisualForce. . .

Experience with Salesforce’s Lightning Component. .

Experience with JavaScript.

Experience with dep!oylng Sclesforce's sclutions within o Government Cloud

environment,

e Must have 3+ yeors of expenence with GitHu or similar tools and code

versioning best practices.

Strong knowledge of the SDLC framewaork.

Experience with DevOps and Continuous Integration Too:s e.g. (Jenkins).

Experience with MuleSolt or similar tools and AP progromming.

Experience with Single Sign-on (S50) and Security Assertion Mcrkup Langucge

{SAML)

* Experience ond knowledge with Transport Layer Securnily {TLS) and Secure
Sackels Layer (T5L). -

* Experience with DocGen (Nintex)

*  Experience with developing: Salesforce Intake solutions, Solesiorce
Investigation solutions, Salesiorce Assessment solutions, Salesforce Service
Planning solutions, Salesforce Case Manogement solutions, Salesforce
Reporting solutions, Salesforce Resourcé Management solutions, Solesforce-
financial Management sotuhons Solesfo:ce Object Search Language (SOGL,
and HIML.

F. SolesforCe Data Architect \
Tne Contractor must hove, mainltgin for the dyralion of this Agreement and engage as
a Salesforce Data Architect in any RFQ/SOW in this Agreement with the following
minimum guclifications:
» Techriicol Architect shall hove ot least 5+ years of Salesforce Dota
Architecture experience with o Solesforce project teom within the Public
Sector or Governmental environments,

= Experience in ogile deliver.

*  Must be & Salesforce cerified Qata Architeclure ang Management Designer.

= Experience with Data Modeling/Database Design.

= Experience with large scole Date Migrotion efforts and Indexing.

* Experience with performing Extract, Tronsform, Load (ETL} efforts.

= Must maintoin data quality, o data dictionory, ond As-ls and T0-Be dato
models (logical and physical) lorusers lo reference.

« Experence with Salesforce Shield for dola security.

= Experience with Oracle dolobose.

= Expérience with leveraging Masler Dato Management {MDM) Tools.

Expenence with deploying Salesforce's solutions wilhin a Governmeni Cloud
environment,

» .Experience with Salesforce Apex.

» Experience with MuleSolt ond APl progromming.
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Experience with VisualForce.
‘Experence with Saleslorce’s Lightning Component.

Experience with SGL or Data Manipulalion Language (DML).

Experience with' Saleslorce Object Query Language (SOGL).

Experience wilth GitHub or similar tools and code versioning best practices.
Experience with JavaScript.

Experience with Tableou or similar dato visualization 1oo!.

Experience with dalo onolytics, data governonce, ond Business Infeligence
solutions within Salesforce.

Experience with DocGen {Nintex),

Experignce with developing Salestorce Intake solutions.

Experience with developing Salesforce Investigation solutions,

Experience with developing Salesforce Assessment

Experience with developing Sclgstorce Service PloAning soluhons
Experience with developing Solesforce Case Monagement solutions.
= Experience with developing Sclesiorce Reporting solutions.
‘Experience with developing Salesforce Resource Management solutions.
= Experience with developing Salestorce Financicl Management solutions:
* Experience and knowledge with Transport Layer Security (TLS} and Secure
Sockels Loyer (TSL).

- 3. Salesforce Business Analyst
The Controctor must have. maintain for the duration ot this Agreement and engage o
o Salesforce Business Analyst in any RFGQ/SOW in this Agreemenl with the following
minimum qualifications:
~ Solesforce Business Analyst shall have at least 3+ years of Salesforce Business
Analyst experience with a Solesforce project teaom wn?hzn the Public Sector or
Governmental environmenits. -
«  Must have the Salesiorce Certified Admmls!mlor certification.
¢ Expeiience in ogile delivery.
= Proficientin MS Excel. Word, PowerPoint and Visio.
* Experience with writing user stories, use case, business/IT requirements, ond
User Acceptance Testing documents,
» Experience with wriing manuals and standard cperating procedures.
= Experience with developing As-ls and To-Be process.
= Experience with Salesforce Solulions. .
«  Experience with Tableau orsimilar dato visuolization tools, -
« Strong knowledge of the $DLC fromework.
= Experence wulh facililating requirements.gathering sessions and problem
solving.
Experience developing reports thot meeling Federal Standards.
Experience with gathering requirements lor DocGen (Nintex).:
Experence with gathering requirements lor Salesforce Inlake solutions.
Experience with gathering requirements for Salestorce Investigation solutions.
Experience with gather requirements for Solesforce Assessment solutions,
Experience with gathering requirements [or Solesforce Service Planning
solulions.
s Experience with gathering requirements for Soiestorce Cose Monagement
solutions.
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* Experience with gothering requirements for Salesforce Reporling solutions.

» Experience with gathering requirements for Solesforce Resource Maonogement
solutions. '

* Experience with gothering requirements for Salesfarce Finoncial monagemen
solutions, ' : .

" H. Salesforce Training Consultant ‘
The Conlractor must have, maintain for the duration of this Agreement and engoge os
o Salesforce Training Consultant in ony RFQ/SOW in this Agreement with the following
minimum qualifications: ,
» Salesforce Training Consultant shall have Salestorce Training experience with -
Salesforce project team within the Public Sector or Governmental
© environments, .
= Must have Solesforce Certified Administrator certification.
« Proficient in MS Excel, Word, PowerPoint, and Visio.
* Experience with writing user guides and training manuais.
* Experience with Tableau or similar dala visualization 1ocol.
* Experience with Learning Monoagement Solutions such os Moodle.
* Experience wilh Iraining and teéaching an audience on Solesfarce solutions.
« Strong knowledge of the SDLC fromework.
= Experience with gathering training requirements for future training sessions.
* Experience with facilitating requirements gathering sessions ond problem
solving. . '
= Experience with providing fraining on DocGen (Nintex).
o Experience with providing Iraining on Salesforce (ntake solutions.
* Experience with providing training on Salesforce Invesfigation solutions.
* Experience with providing Irdining on Salesforce Assessment solutions.
= Experience with providing fraining -on Salesforce Service Plonning solutions.
= Experience with providing Iraining on Salesforce Reporting solutions.
= Experience with providing training on Salesforce Resource Management
* solulions.
Experience with gatheting requirements for Salesforce Financial management solutions.

-

IV.  DELIVERABLES

The Contractor shall provide the State with the Deliverables and Services in accordance with
the time frames in their response to RFQs/SOW. All Deliverables shali be subject to the State's
Acceplonce as set forth in Tesling and Acceplance, heiein. Upon ils submission of a
Deliverable. the Controctor sholl.represent that it has performed its obligations under the
Conlroct and RFQ/SOW associaled with the Deliverable. '

8y unconditionally accepting a Deliverable, the State reserves the right to reject any and all
Deliverables in the event the Slate detects ony Deliciency in the System, in whole or in port,
through completion of ol Acceptonce Testing. including but not limited to, Software/System
Acceplonce Testing, and ony extensions thergol.

For each denial of Acceptance, the Accéplance Period may be extended, ot the oplion of
the Stote. by the comesponding time required to correct the Deficiency. retest or Review.
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i WRITTEN DELIVERABLES REVIEW

The Stote will Review RFQ/SOW written Deliverables for an Acceptance Period of five {5)
business days after receiving written Cerlification from the Contracior that the written
Deliverable is final. complete, ond ready for Review. The State will notify the Contractorin
wiiting of its Acceplance or Non-Acceplance of a Deliverable by the end of Ihe five (S) day
Review Period. If any Deliciencies exist within RFQs/SOW, the State will nolify the Conlractor in
writing of the Deficiency ond the Contractor must comect the Deficiency within five (5)
business days of receiving notice from the State at no charge 1o the State. Upon receipt of
the conected Deliverable, the State will hove five [5) business.days to Review the corected
Writlen Deliverable and notify the Controctor_in writing of its Acceplonce or rejeclion thereof.

f. SOFTWARE DELIVERABLES

Testing and Accéptance are.completed bosed on the requirements defined herein.

i, NON-SOFTWARE DELIVERABLES REVIEW

The State will Review RFQ/SOW Non-Software Deliverables to determine whether ony
Oefliciency exists ond nolify the Conltraclor in writing of ils Acceptance ornon-acceptonce of
lhe Non-Software Deliverable. The Contractor must corect the Deficiencies within five (5)
business doys: or within the period identified in the Work Plan, as opplicable. Following
conection of the Deficiency, the Siate will nolify the Contractor in witting of its Acceplance or
rejeclion of Ihe Deliverable.

+
e

"l SOFTWARE LICENSE GRANT
The Softwore License shali grant the State a worldwide, perpetual, imevocable, non-exclusive,

non-transferable. limited license o use the Software and its associated Documentation,
subject to the terms of the Contract.

V. SOFTWARE AND DOCUMENTATION COPIES

The Conlractor shall provide lhe Siate with o sufficient number of hard copy versions of the
Software's associated Documentalion ond one (1) electronic version in Microsolt WORD and
PDF format. The Stale shall have the right to copy the Software and its associaled
Documentation for its internal business needs. The:State agrees o include copyrghl ond
proprietary nofices provided 1o the State by the Contraclor on such copies.

vi. RESTRICTIONS . !

Except as otherwise permilted wilhin, the Stote ogrees not to:

o Remove or modify ony program markings or any notice of Controctor's "broprietory
rights;

* Maoke pregrams or materials-gvailable in-any manner to any third party for use in the
Ihird porty’s business operotions, excepl as permilied herein; or

* Cause or permit reverse engineering. disossembly or recompilation of the programs.
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vil,

viil.

ix. -

X,

TITLE

The Conlractor must hold the ight to allow Ihe Stale fo use the Sofiware or hold all title, right,
and interest (including oll ownership and intellectual property rights) in the Software andiils.
associoted Documentalion,

»

REMEDIES * ' : .

If the Conlractor fails to corect o Deficiency within the pericd of time allotted by the Slote.
the Controcior shall be deemed 1o hove committed an Event of Default, pursuont Section 8,
State of New Hampshire Terms and Conditions - P-37, General Provisions.

Notwithstanding any provision of the Contract, the Slate's option to terminate the Contract
ond pursue the stated remedies will remain in effect until the Contractor completes the
Conlract to the satistaction of the Stote.

SYSTEM ACCEPTANCE

Upon completion of the Wamronty Period, the State will issue a Letter of Final System
Acceptance. ;

WARRANTY PERIOD

The Warranly Period for each project wili initiolly commence upon the State issuance of o
Letter of Acceptance ltor UAT and will continue for ninety (90) days. |f within the last thirty (30)
calendor days of the Wamranty Period, the System Software fails 10 operate os specified, the
Wamranty Period will cease, the Contractor will comect the Deficiency, and a new thirty {30)
caléendar day Warronty Period will begin, Any furiher Deficiencies with the Software must be
corrected and run fautt free lor thirty {30] days.

The Conlraclor shall warrant thot the Sysiém must operale to conform to the Specificotions.
terms, and requirements of the Contract and RFQ/SOW.,

The Contractor shall warant that the Software is properly functioning within the System,
compliant wilh the requirements of the Contract, and will opergle in accordance with the

- Specificalions, Software shall be archived and or version'conltrolled through the use of the

Stote of New Hampshire's configuration manogement system.

The Contractor shall warrant thot it has good litle lo. or the right lo ollow the State 1o use all
Services, equipment, and Software provided under this Contract. ond that such Services.
equipment, ond Software (“Moterial”) do not violale or infringe ony patenl, rademark.
copyrght, rade name or other intelleclual property nghls or misappropriate @ lrade secret of
any third party.

The Contractor shall watrant that the Soflware will not coniain ony viruses, destructive
programming. or mechanisms designed to disrupt the performarnice of the Software in
accordonce with the Specifications.
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The Contractor sholl warrant that oll System components, including any.replacement or
upgraded System Software components provided by the Coniractor o corect Deficiencies or
as an Enhancement, shall operale with the rest of Ihe Systern without loss of any: lunchonclny

The Conlractor shall warrant thot ofl Services provided under the Conlract will be provided in -
a professional. manner in accordance with industry stondards and thci Semces will comply
: wuth performoance stondords. .

xl. WARRANTY SERVICES

The Contractor shall ogree to maintain, repair, and comect Deficiencies in the System
Software, including but not limited to the individual modules or functions, during the Wamanty
Period at no additionol cost to the State, in accordonce with the: Specifications ond terms and
requirernents of the Controcl, including wilthou! limitation, correcling all erors, and Defects
and Deliciencies; eliminoling vinuses or destructive programming: ang replacing incorect,
Defective or Deficient Software ond Documentation,

Warranty Services shall include, withoul limitation, the following:

« Maintain the System Software in accordance with the Specifications, terms, and
requirements of the Conlract;

* Repair orreplace the System Software or any portion thereof so that the System
operates in accordonce with the Specifications, terms, and requiremenis of the
Contract;

o The Contractor shall have available o the State on-call telephone oss1stonce w-th issue
tracking available to the State, twenty four (24) hours per day ond seven (7} days a -
week with an email / telephone response within two {2} hours of request, with
assislance response dependent upon issue severity; : ~

» On-site additional Services within [our (4) business hours of a request; -

* Maintain a record of the oclivities reloted Io Warranty Repair or mainlenance oclivities
performed for the Stole; and -

s Forall Wcrrcmty Services calls, the Contractor shall ensure the lolr0wmg tnformchon will
be collected and maintained:; ;

o Nature of the Deficiency; i

Cument staius of the Deficiency:

Aclion.plans, dates. and limes;

Expected and aclual completion lime;

Deficiency resolution information;

Resolved by;

Identilying numberi.e. work order number; and

Issue identified by. :

+ The Contractor must work with the State to identify and 1roubleshooi polentially large-
scale Softwore failures or Deficiencies by collecling the following information:

o Mean time between repoeried Deficiencies with the Soltware;
o Diognosis of the roof couse of the problem; ond ,
o ldentification of repeal colls or repeot Saflware problems.

o All Deficiencies found during the Wamanty Period and all Deliciencies found with the
Warranly Releases shall be correcied by the Controctor no later than five (5) business
doys, unless specificolly exlended in wnlmg by the State. ol no odditional cos! 1o the
Stote. .
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Ifin the Event of Default, the Contractor fails to correct the Deficiency within the allotted
period of time [see obove), the Stale sholl have the right. ot its'option: 1} to declare the
Contractor in default, terminate the Contract, in whole orin part, without penalty or Hability to
Ihe State; 2} ta refurn the Contracior’s product and receive a refund for ofl amounts paid to
ihe Contractor, including but not limited to. applicable license fees within ninety {0} days of
notification to the Conlractor of the State'sintent 10 request a refund; and 3] to pursue its
remedies available at law or in equity.

Nohvithstondirig‘any provision of the Contracl, the Sigte's option to terminate the Coniract
and pursue the remedies obove will remain in effect until satisfoctory completion of the full
Warmranty Period.

xil. ONGOING SOFTWARE MAINTENANCE AND SUPPORT LEVELS

The Contractor shall mainiain and support the System in all moterial respects as described in
the applicable program Documentation after delivery and fhe warranty Period of ninely (90}
days through the completion of the Contract term

The Contractor will not be responsible for maintenance or support for Software developed or
modified by the Slate.

" xiil. MAINTENANCE RELEASES

The Coniractor shall moke available to the $tate the latest program updotes. generat
maintenance releqses, selected functionalily releases, patches. and Documentation that ore
generally olfered to its customers, at no additional cost.

xiv, CONTRACTOR RESPONSIBILITY
The Conlrcclor shall be respons:ble for performing on-site or remote technical support in
accordance with the Contract Documents, including without limitation the requirements,
terms, ond conditions coniglned herein.

As part of the Software maintenance Agreement, ongoing Software maintenance and
support levels, including all new Software releases, shall be responded to according o the
following:

« Class A Deficiencies - The Contractor.shall have availoble o the State on-call
telephone assistance. with issue iracking available to the State. eight (8) hours per day
and five {5) days a week with an email / telephone response within two (2) hours of
reques!; or the Contractor shall provide support onlsrte or with remole diognostic
Services, within four {4) business hours of a request;

+ Class B & C Deficiencies -The Stoteshall notily the Conltractor of such Deficiencies
during regular business-hours and the Contractor shall respond back within four (4)
hours of notificalion of planned corrective action:
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The Contractor shall repair or replace Software, ond provide.maintenance of the Software in
accordance with the Specificotions, Terms and Requirements of the Contract:

The Contractor sholl maintain a record of the aclivities reloted to warranty repair or
maintenance oclivilies pe'r'formed for the State;

For oll maintenonce Services calls, the Coniractor shall ensure the following information will be
collecred ond maintained: '
i, Nature of the Deficiency,
ii. Curerit status of the Deficiency;
iit. Action plans, dates, and times: . &
iv. Expected ond actual complelion time;
v. Deficiency resolution information; ' ' :
vi. Resdived by;
vii. ldenlifying number i.e. work order number: ond .
_ viil. Issue idenlified by.
The Contracior must work with the State to identify and lroubleshool potentially lorge-scale
Systern foilures or Deficiencies by collecting the (ollowing information: 1) mean time between
reporied Deficiencies with the Software; 2) diagnosis of the root cause of the problem: and 3)
identification of repeat calls or repeat Software prablems.

it the Contractor foils to corect.o Deficiency within the ollbtted period of time Sialed above,
the Contiaclor shall be deemed to have commitied an Event of Default, pursuant to Section
8: State of New Hompshire Terms ond: Coniditions - P-37. The Stale resérves the right to retum
the Coniractor’s produc! and receive a refund {or oll omounts paid to the Contractor,
including bul not imited to, gpplicoble license fees, within ninety {90) days of nofification 1o
the Contractor of the Stote's refund request .

xv. ADMINISTRATNE SPECIFICATIONS ‘

-

The State wilt not be responsible for any trovel or out of pockei expenses incured in the
.performance of the Services.

The Contractor shalt assume all travel-ond relaled to include, but not imited to: meals,
hotel/housing, airfare, cor renlals, car.mileage, and out of pockel expenses,

The Stote will not poy for any shipping or delivery fees unless specificolly itemized in the
Controct.

The State agency will work wilth the Contractor to determine the requirements for providing all
necessary workspoce and office equipment, including desklop computers for ihe
Contracior's staff. I Contractor has specific requirements, they must be ancluded in the
Contractor's.response to any RFQ/SOW. : .

Contractor personnel shall provide Services between the Work Hours os idenlified by the
requesling Stote Agency, excluding State of New Hampshire holidays. Chonges 1o this
Schedule may be made upon Agreemen! with lhe Stale Project Manager.
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As opplicable, ond reasonably necessary. ond subject to the aopplicable State and federal
lows and regulations and restrictions imposed by third parties upon the Stote. the Stole will
provide the Contractor with access to all progrom files, libraries, personal computer-bosed

' syslems, software packages. network systems, security systems, and hardware as’ required to
complete the contracted Services.

. The Conrrocror shall provide the State occess to cll Documents, State-Dota, materials. reports,.
and other work in progress reloting to Ihe Contract (“State Qwned Documents”). Upon
expiration or terminalion of the Contract, Contractor shall turn over all State-owned
Documents, State Data, moterol, reports, ond work in progress relating o this Controct to the
State at no odditional cost to the State. Stote-Owned Documents must be provided in both
printed and electronic format. |

Upon successful completion and/or terminotion ol the implementation of the Project, the
Contractor shall own ond hold all, title, ond rights in any Software modifications developed in
connection with perforrnance of obligotions under the Coniract, or modifications to the
Contractor provided Software, and their ossociated Documentalion including any and all
performance enhancing operalional plons ond the Contractors’ special utilities. The
Coniractor shall icense back lo the State the right to produce. publish, or otherwise use such
Software, source code, object code, moditicotions, reports, and Documentation developed
under the Confiact.

In no event shall the Contractor be precluded from devetoping for itself, or.tor others, malerigls
that are competilive with, or similar o Custom Softwore, modifications developed in
conneclion with performonce of obligations under the Contract. In addition, the Controctor
shall be free 1o use ils general knowledge, skills, experience, and ony other ideas, concepls, -
know-how, and lechniques that ore acquired or used in the course of its performance under
this Agreement.

All work done must conform to stondards ond procedures eslablished by the Depariment of
Information Technology and the State,

In consideralion forreceiving occess to and use of the computer facililies, network, licensed or
developed Soltware. Sofiware maintained or operated by any of the Slate enlities, systems, .
equipment, Documeniation, informafion, reports. or Database Administrator of any kind
(hereinatler “Information”}, Contractor understands ond ogrees to the following rules:

» Every Authorized User hos the responsibility to assuré the protection of information
from unauthorized occess. misuse, theft, damoge, destruction, modification, or

~disclosure: .

s [nformation shall be used solely for caonducling official State business. ond oll other
use or access is skiclly forbidden including. but not limited fo, personal, or other
privale ond non-Slate use and thot ol no time shall Cantractor access or altempt fo
access any information without having the express outhonty from the Stote to do so:

+ Alno lime sholl Conltroctor access or attempt to cccess any intormation in o
manner inconsisient wilth the opproved policies. procedures andg /or agreements
relating to system enlry/access; .

o All Softwaore Licensed, developed, or being evaluated by the Stole cannot be
copied, shored. diskibuted, sub-licensed, modified, reverse engineered, rented, or
sold. and thaot at ali limes Coniractor must use uimost care to prolect and keep
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such Software strictly confidential in accordance with the license or any other
- Agreemenl execuled by the Slate. Only equipment or Software owned. licensed, or

being evaluated by the State, con be used by the Contractor. Personal $oftware
(including but not limited to palmtop sync Sofiwore] sholl not be instolled on ony
equipment: ond

» [f the Contracioris found to be in violation of ony of the above-stated nules, the
Contractor moy face removal from the Coniract. and/for cnmmol or civil
proseculion, if the act constitutes a viotation of low.

i
'

E-Mail and other electronic communicalion messaging systems are State of New Hompshire
property and are to be used for business purposes only. Emoilis defined as “internal email
syslems"” or “State-funded email systems.” Contractor understands ond agrees tho!t use of
email shall follow State standard policy [ovailable upon request).

The Intemet/Inlranet is lo be used for occess to and diskibulion of information in direct support
of the business of the State of New Hampshire occordmg {o Stote standord policy [ovailoble
vpon requesl}

xvl. FORCE MAJUERE

Neither Conlractor nor the state shall be responsible for delays or failures in performance

resulling from unforeseeable events beyond the control of such party and without foutlt or

negligence of such party. Such events shall include acls of God., stikes, lock outs. riots, ond

acts of War, epidemics, fire. power failures, nuclear accidents, earthquokes, ond unusually
. severe weather.,

Exceplin the event of the foregoing, Force Majeure events shall not include Contractor's
ingbility to hire or provide personnel needed for the Coniractor's performance under the
Conlract.

xvil.. STATE CONFIDENTIAL INFORMATION

In performing ils obligations under the Contract. the Contractor may goin access to
infpr'mction of the State, including State Confidentiol Informotion. "Stale Confidentio
Information” sholl include, but not be fimited to, information exempted from public disclosure
under New Hompshire RSA chapter 91-A: Access to Public Records and Meetings {see e.g. RSA
chapler 91-A; § Exemptions). The Conlractor shall not use the Siate Confidential information
developed oroblained durlng the performance gf, or acquired. or developed by regson of
the Controct, excepl asis dtrecily connected to and necessary for Ihe Conlraclor's
performance under the Contract.

The Contractor agrees lo maintain the confidentiality of and to protect from unauthorized use,
disclosure, publicalion, and reproduction {colleclively "release”), all Stale Confidential
Informotion thot bécomes available to the Contractor in ¢onnection with ils performonce
under the Controct, regordless of its form.

Any disclosure of lhe Skate Con!idemiol information shall require prior written approvai of the
State. The Confraclor shall immediately notify the State if any request, subpdeno or other
legol process is served upon the Conlractor regarding the State Confidential Infarmation, and
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the Conlroctor shall cooperate with Ihe State in any effort it undertakes 1o contest the requesl,
the subpoena or other l[ego! process, at no odditional cost to the State.

In the event of unauthorized use or disclosure of the State's Confidential Informolion, the
Controctor shall immediotely notify the State, and the State shall immediately be entitled 1a
pursue any remedy ot low and in equity. including, but not limited fo injunctive relief.

Insofor a@s the Controctor seeks to maintoin the confidenliglity of its confidential or proprietory
information, the Contraclor must clearly identity in witing the information it claims to be _
confidential or proprietary. The Cantractor acknowledges that the State is subject to the Right
10 Know Low, RSA chapter 91-A. In the event the Stole receives a request lor the information
identified by the Contractor os conlidential, the Stale will notify the Contracior ond specily
the date the State will be releasing the requested information, Al the request of the State, the
Controctor shail cooperate and assist the State with the collection and Review of the
Contractor's informolion, ot no additional expense to the State. Any effort to prohibit or enjoin
the release of the informalion shall be the Conlracior's sole responsibility and ot the
Conkractor's sole expense. If the Contracltorlails to obtain a court order enjoining the
disclosure, the Stote shall release the information on the date specilied in the State's notice 1o
the Contractor without any State liobility to the Contractor, '

In the event of a Doto Breach, the Centraclor shall comply with provisions of NH RSA 359-C.
vl TRANSMISSION OF CONFIDENTIAL DATA

Application Encryption: Contractor otlesis the applications have been evaluated by an
expert knowledgeoble in cybersecurity and thot said applicolion’s encryption capabilities
ensure secure fransmission via the inlernet if fransmitting dota containing confidential dato
beltween applications.

Computer Disks and Portable Storage Devices: Contractor may not use compuler disks or
poriable storage devices, such as o thumb drive, as a method of transmitting Confidential .
Dota. Encrypted thumb drives may be used with wiitlen excepfion from the Stale.

Encrypted Email: Controclor may only employ email to trahsmit Confidential Cota if email is
encrypted and being sent fo and being received by email addresses of persons authorized to
receive such information.

Encrypted Web Site: If Controclor is employing the Web to fransmit Cenlfidential Dalg, oll data
must be encrypted in transit using TLSv 1.2 or higher.

File Hosting Services. also known os File Sharing Sites: Contractor may not use file hosting .-
services, such os Dropbox.or Google Cloud Storage., to transmit Confidentiol Dota, without
writlen exceplion from the State. :
Ground Mail Service: Controctor may only tfransmit Confidential Dola via certified ground moil
or ofher delivery service with document/parcel iracking and receip! signature systems, such os
UP3 or FedEx: wilhin the continental U.S. and when sent to o named individual.
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Open Wireless Nelworks: Controcior moy not tronsmit Confideniial Data via an open wirelass
network, unless employing o secure method of transmission or remote access. such as a virlual
privale network (VPN).. :

Remole User Communication: f Contractor is employing remote communicotion to access or
transmit Confidentiol Dote, o secure melthod of transmission or remote access must be used.

S3H File Transfer Protocol also known as Secure File Transter Protocol (SFTP): If Contraclor Is
employing an SFIP to transmit Conlfidential Data, Controctor will structure the Folder ond
access privileges to preven! inopproprote disclosure of information. SFIP folders and sub-
tolders used for transmitting Confidential Dato will be coded for 24-hour auto- delelion cycle
{i.e. Confidenticl Dalo will be deleted every 24 hours). .

Wireless Devices: If Contractor is transmitting Confidenticl Dala via wireless devices, all
Confidential Data musi be encrypted to prevent inoppropriate disclosure of information and
devices mus! be password protected. .

" xix. RETENTION AN DISPOSITION OF IDENTIFIABLE RECORDS

The Contracior shall retain the Confidentiol Data for the durdtion of this Contract. Upon the
termingtion of the Conlract, the Contractor shall return the Dota in whatever form it may exist
to the Slate within 30 days of the Contract termination. Only upon return of the Dota to the
State, the Contractor shall destroy the Data unless instrucied otherwise by the State.

I.  Reiention . A
Contractor ogrees:

o Not to slore, transfer or process Confidential Dota collected in connection with the
services rendered under this Conlract and RFW/SOW outside of the United States. This
physical localion requirement shall also apply in the implementation of cloud
compuling, cloud service or cloud sloroge copabiiifies, and includes backup'dato and
Disaster Recovery locotions.

« Conlidential Data will not be slored on personal devices.

» To ensure proper securily monitoring capabilities ore in ploce to detect potenligl
securily evenls thot con impac! State of NH systems and/or State Confidentiol Bata for
controclor provided syslems accessed or utilized for purposes of comying out this
Contract. ) .

+ To provide or require security awareness and education forfol ils End Users in support of
protecling Confidential Dala.

» Toretain ol electronic and hard copies of Confideniial Dolc in a secure location.

« Confidential Dato stored in o Cloud mus! be in 0 Government Cloud complion! solution
ond comply with all applicable siatutes and regulations regarding the privacy ond
securily. All Controctor conltrolled servers ond'devices musi lollow the hardening
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L

stondords as outfine in NIST 800-123 .
(hitps://nvipubs.nisl.gov/nistpubs/legocy/sp/nistspecialpublic ation8go- | 23.pdl]. As well
os.cument, updated, and maintcined anti-maiware utilities {e.g. anli-viral, anfi-hacker,
onti-spom, anti-spywore), The environment. as & whole, must have intrusion-detection.
services and intrusion protection services, as well as, lirewall protection.

» To cooperate with the State’s Chiel Information Security Ofﬁ'cer (CISO} in the delection
of any security vulnerobility of the hosting infrastructure.

ii. Disposition

It the Contractor will mointain any Conlfidential Data on its systems {or its sub-coniactor
systems), the Conlractor will maintain o documented process for securely disposing of such
data’upon request or contract temmination. The Contracior will also obtain written
certification for any State of New Hampshire dola desiroyed by the Contractor or any

~-subcontractors as o part of ongoing. emergency. ond or disoster recovery operofions

When no longer in use, electronic media containing State of New Hampshire Confidential
Dota shall be rendered unrecoverable via o secure wipe program in accordonce with
industry-accepted standards for secure delelion and media sanitization, or otherwise
physicolly destroying the medio (for example, degoussing) as described in NIST Special
Publication 800-88, Rev 1, Guidelines for Media Sanitizalion, Notional Institute of Standards
ond Technology. U. S. Department of Commerce.

The Contractor shall provide thé Stale with written cerlification.inciuding date and time of
data destruciion, asserting thot dato wos destroyed per this Agreement. The written
certification willinclude all details necessary to demonstrate Confidential Data has been
properly desiroyed ond validoled. Where opplicable, regulatory and protessional
standards for retenlion requirements will be jointly evatuated by the State and Coniractor
prior to destruction. In the event where the confractor has comingled Confidential Data
and the destruction is not feasible the State and Controctor will jointly evaluate regulotory
and professional standards for retgntion requirements prior 10 destruction.

PROCEDURES FOR SECURITY

Coniracior agrees fo.saleguord the Conlidential Dato received under this Contract, and
‘any Derivative Dola o files. as follows '

a. The Conlractor will maintain proper.securily controls to protect Confidentiol Data
collected, processed, managed, ond/or stored in the delivery of contracted
services.

b. The Controctor will mointain policies ond procedures lo protect Confidential Dots
throughout the information lifecycle. where opplicable, {from creation,
tronsformation, use, storage and secure deslruclion) regardiess of the media used
lo store the doto (i.e., tope. disk. paper.‘elc.).

c. The Contractor will maintain cppropriate authentication ond access controls io
confractor systems that collect, iransmit, or stare Confidential Data where
applicable.

d. Ifthe Contractor will be sub-contracting any core functions of the Contract and or
RFQ/SOW supporting the services thereunder, the Contractor will ensure End User(s)
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XXi,

LOSS REPORTING

i

will maintain on inferal process or processes thot defines specific security
expectations, and monitoring complionce to securnty requirements that ore
equivafent with the obligations imposed on the Conlractor by this Agreement.

. The Contractor will work with the State to sign ond comply with all apglicable $tate

of New Hampshire and Department system access ond authonizotion policies and
procedures, systems access forms, and computer use agreements as port of
obtaining ond mointaining access to any Confidentiol Data or system(s).

‘Agreements will be compleled and signed by the Controctor and any applicable

sub-contractors prior to systern access being outhorized.

If the $late determines the Contracior is a Business Associate pursuant to 45 CFR
160.103, the Contractor will execute a HIPAA Business Associote Agreement [BAA)
with the S$tate and is fesponsible for maintaining compliance with the BAA.

. in the event of an Incident, Computer Securty Incident, or Privacy Breach the

Contractor shall moke immediote effarts to contain the Ingident/Privacy Breach, to
minimize any domage or 10ss resulfing from the Incident, Computer Security
Incident, or Privocy Breach, as well as, investigate the cause(s).and promplly take
measures to prevent future Incidents, Computer Security incidents, or anocy
Breaches of @ similor nofure Irom reoccuming.

. Conlractor agrees to maintain a documented Breach Nolification and InC|dem
- Response process that comphes with the requirements of this lnlormchon Securnty

Requirements Exhibit.

Contractor must, comply with all applicable state and federol laws relating to the
privacy and security of Confidential Dota, and safeguord the Confidential Doto ot o
level consistent with the requirements applicable to stote ond ledergl agencies. -
Conlroctor agrees fo establish and mointoin gppropriate administrative; technical,
physical, and organizational safeguards to protect the conlidentialily of the
Confidential Data and to prevent unauthonized use or access to it. The satequards
musi provide ¢ level ond scope ol security that is not less thon the level and scope
of secunfy requirements that is sel forth in the principles of NIST-800-53 (Rev.4).
Contractor agrees to use the minimum necessary Confidential Data in performance

- of this Contract.
. The Contractor is responsible for ensuring End User complionce wath the térms ond

‘conditions of the Contract and this Information Security Requirements Exhibit,

The Stole reserves the right.fo conduct onsite inspections 10 monilor complionce
with'this Contract, including the privacy and security requirements provided herein,
HIPAA, and other applicable laws ond Federal regulations untit such time as the
Confidentiol Dola is disposed at in accordance with this Contract.

2. The Stale reserves theright to conduct ensite inspections ta monitor compliance with this
Coniract. including the privocy and securily requirements provided herein, HIPAA, and
other applicable State and federal lows and regulations uniil such fime as Ihe Conhdenhol
Dotais dusposed of in occordonce with this Contract. 3

H

The Controclor must nolify Ihe Stote of any infermalion security events, computer security
incidents, or privacy breaches s soon s feasible. but no more than 24 hours affer.the
Conlractor hos determine that the oforementioned hos occurred and thot Confidentiol Data

. .moy have been éxposed or compromised.
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H a suspected or known informalion security event. camputer securily incident or privacy
breach involves Social Security Administration (SSA) provided data or internal Revenue
Services {IRS) provided Federal Tox Information {FTI), the contractor must notity the State -
immediately and without delay.

The Cenlractor must comply with alt applicable state and federal lows relaling to the privacy
ond securty of Confidential Dato, and safeguord the Confidentiol Dota at the fevél consisient
with the requirements applicable to state ond federdl agencies. In addilion to, and
notwithstanding, Contractor's complionce with ol applicoble abligotions and procedures,
Contractor's procedures must also address how the Contractor will:

Q. ldentily Incidents; .

b. Determine if Confidenlial Cala'is involved in Incidents:

c. Repon suspected or confirmed Incidents s required in this Information Securily

Requirements Exhibit;

d. Identily &nd convene a core respanse group to determine the risk level of Incidents and

- determine risk-based responses to Incidents and mitigotion measures:

e. Ideniify inciden!/Breach notification method ond timing: and
Address and report Incidents, Computer Security Incidents, Privacy. and/or Breoches
that implicate personalinformation {Pi) in a¢cordence with MH RSA 359-C:20 and this
Agreement.

—

5, TERMINATION

" a. Termination for Default
Upon the occurrence of any Event of Defoult, the Stote may take the following action:

o Procure Services that are the subject of the Conitract from another source and the -
Contractor shall be liable for reimbursing the State lor the replacement Services,
ond allladministralive cosls directly related to the replacement of the Conlract ond -
procuring the Services from onother source. such as costs of competitive bidding.
mailing. odvertising, applicable fees, charges or penalties, and siaff time costs: all of
which shall be subject to the limitations of liobility set forth in the Contract,

b. Termination Procedure
Upon termingtion of the Contract tor 'on\,_r reason, the Sltate, in oddition to any olher rights
provided in the Contract, may require the Contractor to deliver to the Stole any property,
inciuding without Iimitolion.‘s_ofhvore and Written Deliverobles, for such part.of 1he Contract os
has'been terminated. o

Afler receip! of a nolice of terminotion, and except os otherwise directed by the Slate,
Conltroctor shaoll;

1. $top work under the Contract on the date. and to the extent specified, in the
nolice;
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2, Provide writlen Certification to the Siate that Contractor has sufrendered to the .
Slate qll soid property.

c. Terminalion _' .

All REQ/SOW shall automatically terminate in Ihe event that this Contract lerminates lor ony
reqson.

&, OBLIGATIONS AND LIABRITY OF rue CONIRACIOR

The Coniractor shall provide all services strictly pursuant io, cnd in con!ormtiy with, the specﬁ' calions
under the terms of this Contract and os described in State RFP #2348-21.

LIMITATION OF LIABILITY
CONTRACTOR

Subject to applicoble laws and regulations, in no evént shall the Contraclor be lioble ior any
consequential, special, indirect, incidental. pumhve or exemplcry damages and the Confraclors
liability 1o the State for any claims, liabilities, or expenses relaling to this Contract shall not exceed two
limes {2X} the iorcl Coniract price set forth in Controct Agreement - P-37, General Provisions, Block
18 .

Nolwithstonding the monetary limitation contained in this poragroph above, in the evenf < claim or
action is brough! against thie State in whichinfringement, violation of Contractor's obligations under
the Business Associate Agreement ond/or any third porty claims tor bodily injury, death, or domcge
to real or langible personal property to the extent caused by the

Conlracior's negligence or willful misconduct are alleged, the Contractor, ol ils own expense, shall
delend., indemnify and hold harmless the State agaoinst all such cloims or actions for any expenses,
cosls or domages, mcludmg legal tees and expenses. incurred by the State in conneclion with such
clgims or actions.

Z.. DEBARMENT, SUSPENSFON INELIGIBILITY AND VOLUNTARY EXCLUSION LOWER TIER COVERED
TRANSACTIONS .

The Contractor cerlifies, by signature of this Conlracl. that neither it nor its principals is presenlly
debarmed. suspended, proposed for debarment, declared ineligible, or voluntarily excluded Irom
parlicipotion in thns tronsaction by ony Federal or State Depariment or Agency.

B

8. INSURANCE h R y

Ceriificate of insurence omounts mus! be met.ond maintoined throughout! the lerm of the Contract
and any extensions s per the P-37, seclion 14 and cannof be cancelled or modlred unli! the Slale
receives o 10 doy prior wrillén nohce

K

Page 33 of 50
: COnlnctou Tnitials mow
Date’ Jum, 2021



2. CONFIDENTIALITY & CRIMINAL RECORD

If requested by the Using Agency. Ihe Conlrccior and its employees, and Sub-Controciors (if any),
shall sign and submit a Confidential Nature of Department Records Form and o Crimina!
Aulhorization Records Form. These forms sholl be submitied 10 the Using Agency pnor to the stort of

any work,

10_ADDITIONAL REQUIREMENTS

Q.

The State requires ten (10) days' advonce knowledge of work schedules to provide security
ond access to respective work areas. No premium charges will be poid for ony off-hour
work.

The Stote sholl require comection of defective work or damages to ony part of o building or
its appurtenances when caused by the Contraclor's employees. equipment or supplies..
The Controctor shall replace in satistoctory condition all defective work and damages
rendered thereby or any olher domagesincured. Upon (gilure of the Contractor o
proceed promptly with the necessary corréctions, the State may withhold any amount
necessory lo comect all defective wark or dcmoges from payments ta the Contrccfor.

The Contractor or their personnel shalt not represent themselves as employees or agents of
the State.

while on Stale property. Coniractor's employees sholl be subject to the control of the
Stote, but under no circumstonces sholl such persons be deemed to be employees of the
State,

All personnel shall observe oll regulations or special restrictions in effect ot the Stote
Agency.

The Cbmroclor's personnel shall be cllowed only in areas where services are being
performed. The use of Stale telephones is prohibited.

TERMS AND DEFINITIONS ~

Notice from the State that o Deliverable hos

Acceptance satisfied Acceptance Test or Review.

Supporis the monagement of permissions for

Access Control logging onto a computer or network.

Supplementary material thal is collecled ond

Appendix appended ot the bock of a document.

__ The Conlractor's employees, Conlraclors,
Authorized User Subconlractors or other agents who have
permission 1o occess ihe Stote's Personal Doto
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lo enable the Conlroclor to perform the
Service required.

Unlowlul ond unouthorized acquisition of
unencrypled computedzed Doto  that
moterglly compromises the securily,
Bregch or Breach of Confidentiality or integrity of personal
Security informotion maintoined by a person or
commercial entity,

The Contragtor's written declaration with full
supporting  and  written Docurmentaotion
including without limitation test results - os
Cerification ' applicable] that the Conkactor has
completed development 'of the Deliverable
and cedified its readiness for apphcoble
Acceptance Tesling or Review.

Formal process for initioling changes to the
Change Cofitrol ‘proposed  Solution  or  process once
’ development has begun, ) ‘

Formal process lor initiating changes to the
Change Control - proposed © Solution  or- process once
Procedures (CCP) development has begun through the use of o
Change Request/Order orCR,

A process designed 1o help confrol the life
cycle of strategic, lactical, ond operationat
changes 1o T services through standordized
Change Management procedures. The ‘gool of Chonge

- ' Managemen! is fo control risk ond minimize
disruption to ossocioted IT services ond
business operations. 2

| Consists of changes which rgnge from finor

‘ chonges 1o significant changes that drastically

' olter the project, however, typically formal
chonge requests involve more significant
chonges ond the less impactiul changes ore
mode ol the project monagement level. The
chonge order must be mode formally. vio a
“written proposol or request form typically, and

v Ihot chonges ore not to be mplemenled until
they ore tormally approved.

Change Order
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Means sensitive information like fingerprints
ond criminal backgrounds gathered by local,
stale, ond federal crhmingl juslice and law

C'JIS enforcement ogencies as defined in the

. Criminal Justice Information Services [(CJIS)
B Securily Policy, a joint program of the F8I, Siate
Identification Bureaus, and CJIS Systems
Agency.
Refers to all the cloud computing ond
Cloud/Cloud ) L s S
Government virtualization products ond solutions that are

developed specifically for government

Environment A e
. ne organizations and inslitutions.

Completion Date . End dote for the Contract.

Means "Computer Security Incident” os stated
in Section 2.1 of NIST Publication.800-41 Rev. 2,
Computer Security Incident Hondling Guide

Computer Security
Incident

Means ol informafion owned, managed,
: cregted. reéceived, from ‘or on behalf ot the
State that is protected by informaotion security,
privacy or confidentiality eules and state and
tfederal laws. This information includes but is not
limited lo Derivative Datq, Protecled Health
Information  {PHI), Personolly Identifioble
Information  (Pll). Federol Tox Information,
Social Security Administration, and CJIS
{Crimingl Juslice Infarmotion Services) dota.

Cenfidential Data

Informaotion required lo be kept Conlidenlial
. Confidenlial Information frorm  unavlhorized disclosure under the
Coniract.

This Agreemenl between the Stale of New
Hampshire and o Conlraclor, which creates
binding obligotions for each poarty to perdormn
os specifiedin the Contracl Documenls._

Contract

Refers lo the conciusion of the Controci, for
ony regson, including but nol limited to, the
successful Contracl completion. termination
for convenience, or termination for default,

Contract Conclusion

Confract Documents Documenis lhal comprise this Conlract.

Conkact Managers . the persons identified by the Slote ond the
Conlroctor wha shall be responsible for all
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conlractuo! outhorization ond administration
ol the Contract. These responsibiliies shall
include but nol be limiled to processing
Contract Documenlation, oblaining executive
approvals, iracking cosls and payments, and
representing the poarties in all Contract
administralive aclivilies.

Confract Price

The lolol, not to exceed omount 1o be poid by’
Ihe Siote to the Contracter for product ond
Services described in the Coniract Agreement.
This amount is listed in Part 1, P-37 General
Provisiéns - Section 1.8: Price Limitation.

i

Contractor/Conlracted

The Ceniractor whose proposo!l or quote wos

awarded o Confract with the State and who is
Contractor responsible for.the Services and Deliverables of

the Contract,

The thirly (30) doy period following written

-nofification of a defaull within which a

Cure Period . :

Conlroctor must cure the default identified.

Cuslam Software

Soltware developed by fhe Controctcr‘

specifically for a project for the State.

Data

Stole's records, files, forms, Dato and olher
documents or informotion, in either electronic
or paper form, thot will be used /converied by

* the Contractor during the Controct Term.

Data Breach

The unauthorized access by a non-authorized
person/s thal resulls in the use, disclosure or
theft of the State’s unencrypled Non-Public
Doto.’

Deficlencles/Defects

A failure, Deficiency or Defect in o Deliverable
resulfing in a Deliverable, the Software, or lhe
System, nol conforming to its Specifications.

A Deliverable is a lully qualified IT consuitant

. Delivergble provided by the Conlroclor ta the State under
the terms of g Contractrequirement.
Deparment An agency of the Sicte
Deparment of . Responsible for  providing innovative

- Administrotive Services
(DAS)

"leadership, quolily slalewide manogement of
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services, ond enswing an eflicient/cost-
efteclive state government.

Department of Health -
and Human Services
(DHHS)

Responsible for the health, safety and well-
being of Ihe citizens of New Hampshire. DHHS
provides semrvices for individuols, chilidren,
families and seniors, and administers progroms
and- services such 0s mental  heglth,
developmenltol disability, substonce abuse,
and public heailth.

Department of
Information Technology
(DolT)

The Deportment of Informotion Technology
estoblished under RSA 21-R by the Legislature
elfective September 5, 2008.

_Derivaﬂve Dato

Means dota or informotion based on or

_ created from Confidentiol Data

DevOps

Is a set of praclices that aculomates the
processes between software development
ond IT teams, in order 1o build. tes!, and release
software faster and more reliably.

V'Dlglfal Signature

Certificotion that guarantees the unaltered
state of a file, also known as "code signing"™.

Documentation

All informaltion that describes the installation,
operation, angd use of the Soltware. eilher in
printed or electronic format.

K]

Eftective Dale

The Conlroct ond all obligolions of the porlies
hereunder shall become effective on the dale
the Governor ond the £xecutive Council of the
Stote of - New Hampshire opproves the
Contract.

Encryplion

Supporls the ironsiormdtion of Dota for security
purposes.

End User

Means any person or enlity (e.g. contraclor's
employee, business associale. subcontroctor,

other downslream user] thot receives

Confidenfial Dala in accordance with the
terms of this Contract.

‘Enhancements

Updates, additions, modilications to, ond new
releases lor the Software,.ond all changes 1o
the Documentalion as a  resull of
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Enhancements, including. but not limited to,
Enhancements produced by Change Orders.

Rates ore inclusive of all cllowable expenses, .
including. but not lmited 1o: meals,

Fully Loaded hotel/housing. airfare, car renlals, cor mileage,
and out of pocket expenses.
Governor and Execulive The New Hompshire Gévernor and Executive
Council Council. .
Heatth Insurance Means the Health Insurance Poriobility and
Portability and Accountabilily Act of 19946 and the regulotions
Accountabillity (HIPAA) | promulgoted thereunder. .
Suppeorts obtaining information aboul those
Identification and parfies attempling to log on to o System or
Avthenticatlion application for securily purposes and the
. - 1 validation of those users.
Means an act thot potentiolly violgtes an
explicit: or -implied security policy, which
includes  successful  oltempts  to  goin
unauthorized access o a system or ils data,
unwanted disruplion or deniol of service, the
unauthorized use of o system for the processing
Incident o or storage of data; and changes to system
hardware, firmware, or software
- characteristics without the owner's knowledge,

instruction, or consent. Incidenls include the
foss of dota through thefi or device
misplacement, loss or misplacement of
hardcopy documents, and misrouting of
physic¢al or electronic maoil,

Ensure thot the values entered by users or

- provided by other applicalions meets the size,
Input Valldation - type ond formal expected. Protecling the
opplicolion from cross site scipling. SQL
injection, bufter overflow, etc.

Supports the deiection of illegal entrance into -

intrusion Detection a computer system,

Refers t;_d the lools and processes used for the ’

information Technology gothering, storing, manipuloling, transmitting,
() sharing, ond sensing of information including, -
but nol limited lo. Dola processing,
B computing, informotion  systems,
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lelecommunicalions., and varous oudio and
video technologies.

Personnel identified by the Slate ond by the

Key P h
ey Project Staif Contracter os essentiol to-work on the Project.

licensee ) The Siate of New Hampshire A

A controct executed by the State that does
- not restict the State from seeking olternative
,sources for the Deliverables -or Services -
provided under the Conlract.

Non Exclusive Controct

- Deliverables that are not Software Deﬁvercblé;
or Wrilien Deliverobles, e.g., meelings, help
support, service, other.

Non-Software -
Deliverables

- The Stale Coniroct Monager's wiitten direction
Notice to Proceed (NIP) to the Contraclor o begin work on the
Controct on o given dote and time,

The lotal contract volue committed by the
Stale of New Hampshire that will not exceed
the amount of the Contractor's tirm proposal
and estimates.

Not to Exceed (NTE)

Means any network or segment of o network
that is not designated by the Slote of New
Hampshire's Department  of  Information
Technology or delegale as o ‘protected
Open Wireless Network | nehwork (designed, tested, and appraved, by
‘ means of . the State, to tronsmit] will be
considered ¢cn open -network and not
odequotely secure for the fronsmission of
unencrypted Confidential Dole,

The Sysiem is operaling ond fully funclional, all
Dolc hos been looded; the System is gvailable
for use by the State in ils doily operations, .ond
the Stoie hos issued an Acceptonce Letler.

Operational

The order in which Conlracl/Documents
control in the event of o conllict or ambiguity.
A ferm or condition in © document control
over ¢ conlflicling or dmbiguous lerm or
condition in o0 document thal is lower in The
Order of Precedence.

Order of Precedence

-
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Persanally identifiable
Information (PN)

Means ony dala thot could polentially identify
o specific individual. Any information that con
be used to distinguish one person from another
ond con be used lor de-anonymizing
anonymous data con be considered Pil

Privocy Breoch

Meons the loss of conlrol, compromise.
unaulhorized disclosure.  unouthorized
acquisition, unouthorized access, or any similor
lermrefening lo situations where persons other
than authonzed users and for an olher thon
avthorized purpose have access or potenfial
occess to personally idenfifiable information,
whether physical or electronic. With regord’to
Protected Heolih Information, "Breach” shall
have the same meaning as the tém “Breach”
in section 164.402 of Title 45. Code of Federoal
Regulations.

Projecl

The planned undertaking rebording the entire
subject matter of this Contract, RFQ/SOW and
the aclivities of the porties related hereto.

Project Team

¥

The group of State employees and controcted
Conlractor's  personnel  responsible  for
monaging the processes and mechaonisms
required such that the Services are procured in
accordance with the Work Pion on fime, on
budgel and to the réquired specifications ond
quality.

Pfojecl Maonagemen!
Plan

A document thal describes the processes ond
methodology to- be employed by the
Controctor to ensure a successful. project.

s
" Project Managers

The persons idenlified who shall function s the
State’s and the Controclor's representative
with regard to Review ond Acceptance. of
Contract Deliverables, invoice sign off, ond
review and approval of Change Requests [CR)

utilizing the Change Control Procedures (CCP).

Prolectied Redlth
Information (PHI)

with regord to Protecied Hedlth Informotion,
"Breach” shall hove the some meaning os the
lerm “Breach™ in section 1464.402 of Title 45,
Code of Federal Regulations.

Regression Test Plan

A plan infegrated into the Work Plan used to
ascerlain whether fixes to Defecls have
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coused errors  elsewhere in the
application/process.

The process of. reviewing Oeliverables for

Review Acceptance.
) The period sel for Review of o Deliverable. if
Review Perlod none is specified then the Rev:ew Period is five

{S) business days.

Role/Privilege
Management

Supports the granting of abilities to users or
groups of users of o compuler, application or
network, .

Schedule

The dotes described in the Work Pian for
deodiines lor perforrmonce of Services and
other Project events ond oclivilies under the
Coniract,

Security Rule

Means the Securty Standards for the
Proteclion of Electronic Protecled Heaolth
Information at 45 CF.R. Part 164, Subpart C,
and amendments therelo.

Services

The work or labor to be performed by the -

Contractor on the Project as described in the
Conlroct.

o

Software.

Al custom Softwore ond COTS Software

provided by the Coniracter under ihe
Contract.

Software Deliverables

The Software provided under this Contract and
any Enhancements,

Software license

Licenses provided lo the Stote under this

Controct.

Solution

The Solution consists of the total Salution, which
includes, withoul limitgtion, Scoftware ond
Services. oddressing the requirements ond
lerms of lhe Contract Specifications os a
response 10 this RFP,

Specifications

The wiillen Specificalions that set forth the
requiremenls which inciude, without limitotion,
this RFP, the Proposcl fhe Conlract, any
periormance  stondords, Documenitotion,
applicable State and federal policies, lows
ond regulalions, Slote lechnicol stondords.
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subsequent State-approved Deliverables, and
other Specificolions ond requirements
described in the Contract Documents. The
Specilicafions are, by this reference, made a
part of the Controct os though complelely sel
forth herein.

Is a set of step-by-step instructions compiled by
on organization for users o comy out complex

Stondard Operating rouline opergafions. SOPs oim 1o ochieve
Procedure (5OP) efficiency, qudlity outpul and unitormity of
performance, while reducing

miscommunication within the organization.

STATE is defined as:
Stote of New Hompshire

Depariment of Administrafive Services
State - 20 Capitol Street

Concord, NH 03301

The term “Stale™ shall include dll state
agencies.

A Stotement of Work clearly defines the basic
requirements ond objectives of a Project. The
Statement of Work also defines a high level
view of the orchileclure. performonce and
Statement of Work (SOW) design requiremenis, the. roles and

. responsibilities of the State and the Contractor.
The SOW delines the resulls that the Contractor
remains responsible and accountoble for
achieving.

Stote’s informotion regardless.of its-form that is
nol subject to public disclosure under’

Stale’s Confidentiat applicoble stale ond federal lows aond

Records regulations, including bul not limited to RSA

Chaopter 94-A. )
: Any information confained within Stole systems

Stale Dota in electronic or paper format. o
The New Hampshire Stote Fiscal Year extends

State Fiscal Year (SFY) {from July Ust through June 30th of Ihe following
calendar yeadr.
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State’s Project Monager
(Pa)

Slote's representalive with regord to Project

management and technical moters. Agency .

Projec! Managers are responsible for review
ond Acceplonce of specilic Controct
Deliverables, invoice sign off, ond Review and

_approval of o Chonge Request (CR).

A person, partnership, or compony not in the
employment of, or owned by, the Coniractor,

Subconhactor which is performing Services under this
Contract under a separate Contract with or on
behall of the Contractor.

¢ Al Soltware, specified hardwore, and
' ’ interdlaces and extensions, integroted and
System

functioning together in cccordance with the
Specilications.

System Integrator {Sl)

A Coniractor thot specializes in bringing
together component subsystems into o whole
and ensuring that those subsystems function
together, o practice known as system
integration. They also solve problems of
automation,

TBD To Be Determined
I Period of the Contract from the Effective Dote
erm through Contract Eng Date. ‘
A plon. integrated in the Work Plan, to verify
the code {new or changed] works 1o ulfill the
Test Plan requirements of the Project. It moy consist of o

timeline, o series of tesis ond lest Doto. test
scripls ond reports for ihe tes! results as well os

a tracking mechanism.

Using Agency

A Stole of New Hompshire Agency tho.f
submitted o request for o quote from
vendor(s).

Verification

Supporls the confirmalion of authority fo enter
a computer syslem application or network.

Virlugl Private Network (VPN)
t

Extends a private nefwork across- a public
network, and énables users lo send ond
receive Dala acress shared or public nebwaorks
os if their compuling .devices were direclly
connected to the privole network.
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A period of coveroge during which the
controcted Contractor is responsible  for
providing o guaroniee lor products aond
services delivered os defined in the contract.

g Warranty Period

Coniractor personnel shall” provide Services
between the Work Hours as identified by the
requesting State Agency, excluding Siate of  }
New Hampshire holidoys. Changes to fhis

_ schedule may be made upon agreement with

Work Hours. : 1 the Stote Project Manager. Slate holidays.are: .
New Yeor's Day. Mortin..Luther King .Day,

Fresident's Doy, Memorial Doy, July 4™, Labor

Day, Veterans Day, Thanksgiving Day, the day

‘ofter Thanksgiving Doy, and Christmos Day.

Specific dotes will be provided upon request,

The overall plan ol activities for the Project

creqted in occordance with the RFQ/SOW.
The plon ond delineation of lasks, oclivilies

¥ and events to be performed and Deliverables

to be produced under the Projecl. The Work

Pian shall include o detoiled description of the

Schedule, tasks/octivities, Deliverables, crtical

avents, lask dependenciés, and the resources

that would lead and/or participale on each

task. ) s

‘Work Plan
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EXHIBIT C
METHOD OF PAYMENT

1. CONTRACT PRICE

The Contraclor hereby agrees io provide Salesforce Prolessional services in complete complionce with
the terms and conditions of this Agreement and ony fulure Statement of Work owarded 1o the -
Conlractor. The Conlractor acknowledges and agrees that this is @ nol-to-exceed Agreement with
an oggregate price limitation of $10.000.000.00 for ol future SOW. This price limitation is shared belween
mulliple vendors, and no funds will be poid 1o the Conlractor once the price limitafion is reached. This
price liritation is not considered o guaronteed or minimum figure; however it shall be considered o
-maximum figure for all fulture SOW from the effective date through the expiration date as indicated in
Farm P-37 Block 1.7.

Both Parties acknowledge and agree thot tHis Contract shall not be.exclusive in any respécl,

2. PRICING STRUCTURE

Contragior shall provide the services ot the not-to-exceed houry rates sét in the Table below. This

pricing for houry stalt or Projec! stotling shall be effective for the rerm of this Contrcci gny extensions
thereof ond the S!oiemenl of Work,

Year ) "’ ‘ 1
Conftract Approval - Yeor 2 Yeor 3
12/31/21 /122 -12/31722 11723 -12/31/23
) Houry Rate Not to Hourly Rate Nottor | Hourly Rale Not to
K Position Exceed Exceed Exceed
Program Manager $245.00 $252.35 $259.92
Scrum Master $205.00 ° $211.15 $217.48
Solesforce Technical ﬁ
Archilect - $255.00 $262.65 1 $270.53
Salesforce Administrator $215.00 $221.45 - $228.09
Solesforce Platform
Developer $215.00 $221.45 $228.09
Salesforce Data Architect $255.00 $262.65 $270.53
Salesforce Business Analys! '$190.00 - £195.70 $201.57
Solesforce Training
Consultani $205.00 3$211.15 $217.48
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3, FUTURE PRICING REQUESTS

The State reserves the right to either seek odditional discounts from Contractor or to contract
separalely tor asingle purchase, if in the judgment of the State, the Project required is suficiently
lorge, 10 enable the State to redlize © cost savings. over and above the prices sel forth in Exhibit C
Seclion 2, whether or not such a savings octuadlly occurs.

4. INVOICE

Itemized invoices shall be submitled to the requesting agency ofter the complefion of 1he
job/services and shallinclude a brief descriplion of the work done along with the' localion of work.

Contracior shall be paid within 30 days after receipt of propery documented invoice and
acceplonce of the work to the $tole's satisfaction,

5. PAYMENT, - ' ..

Payments moy be made via ACH or P-Card. Use the following link to enroll wilh the State Treasury
for ACH payments: hitps://www.nh.qov/ireasury

.
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EXHIBITD

RFP #2425-21 is incorporaled here within,
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\ EXHIBIT E - Salesforce Managed Services RFQ Worksheet/Templale

Purpose: To request a proposal from prequalified Salesforce Managed Services vendors for 2 specific Scope of
Work. All Statements of Work shall adhere to this worksheet. All the terms and conditions within the Salesforce
Managed Services Contract RFP 2348-21 are applicable to this scope of work.

Salesforce Professional Services Managed Services RFQ
INFORMATION R e T
Data: MM/OD/YYYY lﬂropusal Due Date: MM/DD/YYYY
Project Name:
Agency Supported: Submitter: %
' <Name>
<Title> - ;
<Contact Information>

1

Mandatory Expertise or Contractor Qualifications:
« Text '

Key Staff Required with SubJect Matter Expertise:

= - Staff assigned to the-following roles shall have knowledge of {X) Programs and experience with (X)

requirements -
- o StatfTitle — Text
o staff Titte - Text

s 0

Sample Work plan and Melhndnlngy Required? _'l!(ev Contractor Staff Resumes Reguired?

Compliance Requirements:

- ¥

[ . STATEMENT OFWORK - o F S
Project Overview: Describe how the work will meet statutory/regulatory/business requirements for the Agency that
is associgted with the project.

Sl

Fid . .
LI . . a

Background and Current Processes:

Assumptions{Risk Mitigation Plan:

T e p—

* % % T % PROJECT DELIVERABLES AND MILESTONES & - T
|Deliverables: s
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Milestones: “

R E T Tt CINTERPACEREGUIREMENTS . 0 7 m ( we it
Interfaces Required?

Assumptions/Risk Mitigation Plan

3 h S ® m p E e = e

T A R 7 T A P T
SOW Project Manager )
<Name>
<Title>
<Contact Information>
Key Team Members
<Rale»- . &
<Name> .
<Title> ; .
<Contact Information> | ' . .

-

<Rale>

<Name> =
<Title> ne
<Contact Information>

Evaluation Criteria (for SOW awards)

All awards for the SOW will be based.on the following eriteria. (The.agency will select-award criteria and point
allocations. )

W

For example purposes only:
1. Ability to meet “Mandatory Expertise or Contractor Qualifications” - 30 Points
2. Ability to meet “Key Staff Required with Subject Matter Expertise” ~ 20 Points
" 3. Optional interviews as deemed necessary by the State — 20 Points
4. Total cost —30 Points
[Note: Points must total 100, re i .
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