STATE OF NEW HAMPSHIRE C{

DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF ECONOMIC STABILITY

Lori A. Weaver 129 PLEASANT STREET, CONCORD, NH 03301
Commissioner 603-271-9474  1-800-852-3345 Ext. 9474

Fax: 603-271-4230 TDD Access: 1-800-735-2964 www.dhhs.nh.pov
Karen E. Hebert

Director

June 5, 2025

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Economic Stability,
to amend an existing contract with F.H. Cann & Associates, Inc. (VC#262067), Exeter, NH, by
exercising a contract renewal option, by increasing the price limitation by $8,500,000 from
$5,025,945.73 to $13,525,945.73 and by extending the completion date from June 30, 2025

to June 30, 2027, effective upon Governor and Council approval. 55% Federal Funds. 45%
General Funds.

The original contract was approved by Governor and Council on April 12, 2023, item #16.

Funds are anticipated to be available in State Fiscal Years 2026 and 2027, upon
the availability and continued appropriation of funds in the future operating budget, with the
authority to adjust budget line items within the price limitation and encumbrances between
state fiscal years through the Budget Office, if needed and justified,
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Her Excellency, Governor Kelly A. Ayotle

and the Honorable Council
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05-95-045-451010-78930000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SERVICES, HHS: DIVECONOMIC STABILITY, BUREAU OF FAMILY ASSIST-FIELD,

ELIGIBILITY & OPERATIONS

FIELD

Fsi;at::l Class / Class Job Current ([')n;:re;iz‘:’) Revised
Year Account Title Number Budget Amount Budget
102- -Contracts $0| - $4,000,000 $4,000,000
2026 500731 for Prog 8D
Svec ;
. 102- Contracts $0 $4,500,000 $4,500,000
2027 500731 for Prog TBD
Svec
Subtotal $8,500,000 $£8,500,000
Total | $5,025,945.73 $8,500,000 | $13,525,945.73
EXPLANATION

The purpose of this request is to continue providing a tier one customer service call center
- for all incoming calls to the Bureau for Family Assistance Customer Services Call Center, in order
to support the Department’s need to assist individuals and families who are seeking or receiving
services, and address their needs efficiently. A 'tier one call center will resolve most mqumes
which are often about basic services that can be answered quickly and easily, ensuring that
. customers receive the attention they deserve without having to wait long periods of time for
information, or abandoning their call.

The Contractor will continue to provide call center services for the Department, with skifled
and trained agents who will receive and respond to inbound phone calls from individuals, families
and stakeholders inguiring about assistance programs administered by the Bureau of Family
Assistance. The Contractor will be able to respond quickly to questions customers have about
~ their existing benefits, or interest in applying for benefits from programs such as Medical
Assistance, Supplemental Nutrition Assistance Program (SNAP), Child Care Scholarship and
Long-Term Care services.

The call center will continue to provide valued customer service, enabling the Department
_ to strengthen its capacity to deliver quality servuces The Contractor will continue to provide basic
navigation and user instructions for customers’ self-serv:ce porial accounts on NH EASY, assist
them with submitting applications for benefits and required verification documents, and assesses
calters for additional needs, providing mformatlon about appropriate internal. and external
resources including housing, substance misuse services, mental heatth services and public health
services. The Contractor will also continue to provide administrative services, including outbound
calls to individuals and families, as needed.

Approximately 35,000 callers will be served each month,

The Depariment will monitor services by continuing to ensure that all implementation,
training, quality service and reporting is completed according to the Deliverables, Activities and/or
Milestones designated within the contract.

As referenced in Exhibit A of the original agreement, the parties have the option to extend
the agreement for up to four (4} additional years, contingent upon satisfactory delivery of services,



Her Excallency, Governor Kelly A. Ayotte
and the Honorable Councll
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available funding, agreement of the parties and Governor and Council approval. The Depariment
is exercising its option to renew services for two (2) of the four (4) years available.

Should the Governor and Council not authorize this request, the Department will lose
capacily to provide efficient and quality services to individuals and families who need assistance,
which will create risk of delays and/or loss of services and benefits to thousands of New
Hampshire citizens. Call wait times will be excessive and administrative appeals will increase.
Without the services provided by the Contractor, the Department will also be unable to properly
and timely adjudicate eligibility which will place the Department at risk of federal penalties and/or
loss of federal funding. '

Area served: Statewide.

Source of Federal Funds: ALN #93.778, FAIN #2505NH5ADM, ALN #93.659, FAIN
#2501NHADPT, ALN #93.563, FAIN #2501NHSCSS, ALN #93.586, FAIN #2501NHCCDF, ALN
#10.561, FAIN #254NH40352514, ALN #93.658, FAIN #2501INHFOST, ALN #93.667, FAIN
#2501NHSOSR, ALN #93.558, FAIN #2401NHTANF

Respectfully submitted,

N\
N |
. Weaver
issioner

The Department of Health and Human Services” Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Drive | Concord, NH | 03301
Fax: (603) 271-1516 | TDD: (800) 753-2964

doit.nh.gov
Denis Goulet, Commissioner

New Hampshire

DolT “

May 28, 2025

Lori A. Weaver, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street '

Coencord, NH 03301

Dear Commissioner Weaver:

This letter represents format notification that the Department of Information Technology
(DolT) has approved your agency’s request to enter into a contract amendment with F.H. Cann &
Associates, Inc., as described below and referenced as DolT No. 2023-023A.

The purpose of this request is to continue providing a tier one customer setvice call

center for all incoming calls to the Bureau for Family Assistance Customer Services

Call Center, in order to support the Department’s need to assist individuals and
families who are seeking or receiving services.

The Total Price Limitation shall increase by $8,500,000 for 3 New Total Price
Limitation of $13,525,945.73, effective upon Governor and Council approval
through June 30, 2027. '

A copy of this letter should accompany the Department of Health and Human Services’

submission to the Governor and Executive Council for approval.

Sincerely,

e it

Denis Goulet

DG/jd
DolT #2023-023A

~ cc: Ken Gagne, IT Manager, DolT

"Innovative Technologies deay for New Hampshire's Tomorrow"
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State of New Hampshire
Department of Health and Human Services
Amendment #1

This Amendment to the Call Center for the Bureau of Family Assistance contract is by and between the
State of New Hampshire, Department of Health and Human Services ("State” or “Department”} and F.H.
Cann & Associates, Inc. ("the Contractor”).

WHEREAS, pursuant to an agreement (the "Contract"} approved by the Governor and Executive Council
on April 12, 2023 (Item #18), the Contractor agreed to perform certain services based upon the terms and
conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and_

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.6, Account Number, to read:
TBD

2. Form P-37, General Provisions, Block 1.7, Completion Date, to read:
June 30, 2027°

3. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$13,525,945.73

4. Modify Exhibit B - Statement of Work, by adding Section 1.19., to read:

1.18. The Contractor must, upon implementation and availability of the State of New Hampshire's
"~ centralized cloud-based call center solution, transition to and utilize this system for all call
center-related services provided under this Agreement within, thirty (30) days of
implementation. The Contractor agrees to access and operate within the State's designated
platform, and to ensure that its staff are trained and logged in to perform services through

the State's solution as directed.

5. Modify Exhibit C, Price and Payment Schedule, Section 10.3., Operational Costs, through Section
10.4., to read:

10.3. Operational Costs
10.3.1. Year 1 (Governor and Council Approval — April 1, 2024) Operational Cost

Year 1 Operations
Hours / Total Hourly
Labor Category FTE Year Hours Rate Yearly Cost
CSR | 30 1,872 56,160 $38.80 $2,179,008.00
Administrative Clerk 3 1,872 5,616 $38.80 $217,900.80
Total Year 1 61,776 $2,396,908.80

10.3.2. Year 2 (April 1, 2024 - June 30, 2025) Operational Cost

Year 1 Operations
Hours / Total Hourly
Labor Category - FTE Year Hours Rate Yearly Cost
CSR | 30 1,872 56,160 $39.96 $2,244,378.24
Administrative Clerk 3 1,872 5616 $39.96 $224,437.82
Total Year 2 61,776 $2,468,816.06,— pue
]
F.H. Cann & Associates, Inc. Contractor Initials

RFP-2024-DEHS-01-CALLC-01-A01 Page 1 of 5 " Date 0/4/2025



Docusign Envelope 1D: EQAC28FA-190E-42AE-8309-583D30FADB3A

10.3.3. Year 3 (July 1, 2025 — June 30, 2026) Operational Cost

Year 3 Operations
Labor Category FTE Hours/ | Total Hourly Yearly Cost
Year Hours Rate
CSR| 46 .4 1,872 86,873.9 | $42.39 $3,682,583.68
Administrative Clerk 40 1,872 7,488 $42.39 $317,416.32
Total Year 3 94,361.9 $4,000,000.00

10.3.4. Year 4 (July 1, 2026 - June 30, 2027) Operational Cost

Year 4 Operations
Labor Category | FTE | Hours/Year | Total Hours | Hourly Rate Yearly Cost
CSRI 511 | 1,872 95,581.2 $43.66 $4,173,073.92
Administrative 4.0 1,872 7,488 $43.66 $326,926.08
Clerk
Total Year 4 103,069.2 $4,500,000.00

10.4, Reserved.

10.5. Total Cost

6. Modify Exhibit C, Price and Payment Schedule, Section 10.5., to read:

Cost

Price Location

Deliverables/Activity/Milestone

$121,820.87

Exhibit G, Attachment 1 —IT
Requirements Workbook

Implementation Training $38,400.00 See 10.2.
Contract Performance (Year 1 — | $2,396,908.80 See 10.3.1.
Governor and Council Approval

— April 1, 2024) ‘

Contract Performance (Year 2 - | $2,468,816.06 See 10.3.2.
April 1, 2024 — June 30, 2025) _

Contract performance {(Renewal | $4,000,000.00 See 10.3.3.
Year 3 - July 1, 2025 — June 30,

2026

Contract performance (Renewal | $4,500,000.00 See 10.3.4.

Year 4 — July 1, 2026 — June 30,
2027)

Total Contract Value

$13,525,945.73

Initial }
| K@
Coniractor Initials

Dale 6/4/2025

F.H. Cann & Associates, Inc.

RFP-2024-DEHS-01-CALLC-01-A01 Page 2 of 5
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7. Modify Attachment 1 — IT Requirements Workbook, Deliverables / Activity !/ Milestones Pricing
Worksheet, Operations, Item 30 through ltem 31, to read:

30 Conduct Project Exit Meeting Non-Software | 6/20/2027 |4 hrs | $545.72
31 Contract End of Life Transition Non-Software | 6/27/2027 | 16 hrs | $3,577.42
G
F.H. Cann & Associates, Inc. Contractor Initials

RFP-2024-DEHS-01-CALLC-01-A01 Page 30f 5 " Date 6/4/2025
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All terms and conditiohs of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective upon Governor and Council approval.

IN WITNESS WHEREQF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned by:
N | PP
6/4/2025 | SN
e BRCRCEPIRAALIR
Date Name: Karen Hebert
Title:

Division Director

F.H. Cann & Associates, Inc.

Signad by: :
6/4/2025 Kara Cass
17F9037385004BA...
Date - : Namel Ka r:a Cal’\l'l

Title:  cpief operating Officer

F.H. Cann & Associates, Inc.
RFP-2024-DEHS-01-CALLC-01-A1 Page 4 of 5
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution,

OFFICE OF THE ATTORNEY GENERAL

DocuSigned by:
6/6/2025 [ﬁ“‘d‘“ Guusrino
74B734844941460 ..

Date ! Name: Robyn Guarino
Title:

Attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Exécutive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date " Name:
Title:

F.H. Cann & Associates, Inc.
RFP-2024-DEHS-01-CALLC-01-A01 Page 50of 5
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State of New Hampshire
Department of State

CERTIFICATE

1, David M. Scanlan. Secretary of State of the State of New Hampshire. do hereby certify that F.H. CANN & ASSOCIATES,
INC. is a Massachusetts Profit Corporation registered to transact business in New Hampshire on March 30. 2006. | further centify
that all fees and documents required by the Secretary of State’s office have been received and is in good slanding as far as this

ofTice is concerned.

Businegss 1D: 554821
Certificate Number: 0007185426

IN TESTIMONY WHEREOF,
| hereto set my hand and cause to be aflixed
the Scal of the State of New Hampshire,

this 215t day ol May A.D..2023.

David M. Scanlan

Secrctary of State




Docusign Envelope ID: ECAC28FA-199E-42AE-83B9-583D30FADB3A

CERTIFICATE OF AUTHORITY

I, Sheri A. Cann, hereby certify that:

il

1. Iam the duly elected President and Secretary of F.H. Cann & Associates, Inc.

2. The following is a true copy of a vote taken at a meeting of the Board of Directors, duly called
and held on March 9", 2023, at which a quorum of the Directors were present and voting.

VOTED: That Kara A. Cann-Bencosme (aka Kara Cann), Executive Vice President, is
duly authorized on behalf of FH. Cann & Associates, Inc. to enter into
contracts or agreements with the State of New Hampshire and any of its
agencies or departments and further is authorized to execute with the State
of New Hampshire and any of its agencies or departments any and all
documents, agreements and other instruments, and any amendments,
revisions, or modifications thereto, which may in his/her judgment be desirable or
necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and
effect as of the date of the contract/contract amendment to which this certificate is attached.
This authority remains valid for thirty (30) days from the date of this Certificate of Authority. |
further certify that it is understood that the State of New Hampshire will rely on this certificate
as evidence that the person(s) listed above currently occupy the position(s) indicated and that
they have full authority to bind the corporation. To the extent that there are any limits on the
authority of any listed individual to bind the corporation in contracts with the State of New
Hampshire, all such limitations are expressly stated herein.

May 21, 2025 -
_ /W A &Am\_,

Signature of Elected Officer

Name: Sheri A. Cann
Title: President / Secretary

Rev. 03/24/20
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V

CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DD/YYYY)
12/2712024

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND,

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, cortain policies may require an endorsement. A statement on
this cartificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER
Arthur J. Gallagher Risk Management Services, LLC
145 Otis Street

Northboro MA 01532

CONTACT Hiedi Bergeron
PHONE

N Exty 508-923-2469 (AR Noy:

AD{)NRIEss; hiedi_bergeron@ajg.com

INSURER(S} AFFORDING COVERAGE NAIC #

License#: 0D69293] msurer A : Central Mutual Insurance Company 20230
INSURED . FHCANNE2( e pen -
F.H. Cann & Associates Inc. ——
100 Domain Drive, Suite 200 SURERIC:
Exeter NH 03833-4004 INSURERD :
INSURERE :
INSURER F :

COVERAGES CERTIFICATE NUMBER: 873051826

REVISION NUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR.QTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

NSR ADDL] POLICYEFF | POLICY EXP
LTR TYPE OF INSURANCE NSO wvD POLICY NUMBER (MMDDAYYY) [ (MMIDOYYYY) ; LIMITS
A | X | COMMERCIAL GENERAL LIABILITY CLP 9929228 11/268/2024 | 11/28/2025 | gACH OCCURRENCE $ 1,000,000
) "DAMAGE TO RENTED
l CLAIMS-MADE OCCUR PREMISES (Ea occurrence) | $ 300,000
MED EXP {Any one person) $ 5,000
_‘ PERSONAL & ADV INJURY | $ 1,000,000
ENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,600
POLICY e Loc PRODUCTS - COMPIOP AGG | § 2,000,000
OTHER: $
A | AUTOMOBILE LIABILITY BAP 9929197 12/1612024 | 1211672025 | OMMONED SWGLE LM | ¢4 600,000
ANY AUTO BODILY JURY {Per parson} | $
oW SCHEDULED -
AUTos Sy SCHED BODILY INJURY {Per accidant}| $
RED ¥_| NON-OWNED PROPERTY DAMAGE s
(el AUTOS ONLY AUTOS ONLY (Per accident)
5
A | X | UMBRELLA LIAB X | occur CX5 9929229 11/28/2024 | 11/28/2025 | gACH OCCURRENGE $ 5.000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE ]
oeo | X | reventions o s
WORKERS COMPENSATION PER OTH-
AND EMPLOYERS' LIABILITY TN STATUTE | | ER
ANYPROPRIETORPARTNER/EXECUTIVE E.L. EACH ACCIDENT 5
OFFICER/MEMBER EXCLUOED? ':] Nia
(Mlndatory in NH) E.L. DISEASE - EA EMPLOYEE| §
oéscmp'non OF DPERATIONS below E.L. DISEASE - POLICY LIMIT | §

DESCRIPTION OF OPERATIONS / LOCATIONS / YEHICLES (ACORD 101, Additlonal Remarks Scheduls, may be attached if more space is required)

CERTIFICATE HOLDER_

CANCELLATION

hl

State of NH

Department of Health and Human Services
129 Pleasant Street

Concord NH 03301-3857

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

/e

¢(ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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ACORD
V

CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DD/YYYY)
02/24/2025

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THI§ CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW, THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER({S}), AUTHORIZED

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

PRODUCER

AssuredPartners Gulf Coast Ins Agency LLC
3300 West Esplanade Avenue

Suite 300

PHONE

TATT
Fa Donna Delgado

No, Expy;_(904) 581-5353 P Noy (504) 588-2954

EMAN o5, donna.delgado@assuredpartners.com

INSURER(S} AFFORDING COVERAGE NAIC #
Metairle LA 70002 INSURER A : 1echnology Insurance Company Inc 42376
INSURED INSURER B :
F.H, Cann & Associates Inc. INSURER C :
100 Domain Dr INSURER D :
Suite 200 INSURER £ ;
Exeter NH 03833 INSURERE ;
COVERAGES CERTIFICATE NUMBER:  02/14/2025 REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. A
G ADDLTSUER EFE | P EXP
IRy TYPE OF INSURANCE INSD | WD POLICY NUMBER (a';af'ﬂ%}fww: mﬁ}:‘)%‘ﬁrym LIMITS
COMMERCIAL GENERAL LIABILITY EAGH OCCURRENCE s
j (o]
CLAIMS-MADE D OCCUR PREMISES (En occurrence) $
MED EXP (Any one person} $
j PERSONAL & ADV INJURY s
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $
POLICY (.o Lo PRODUCTS - COMPIOPAGG | §
OTHER: §
COMBINED SINGLE LIMIT
AUTOMOBILE LIABILITY (Ea pocdent s
ANY AUTO BODILY INJURY (Per parson} s
OWNED SCHEDULED
AUTOS ONLY AUTOS BOOILY INJURY (Per accident} | §
HIRED NON-OWNED PROPERTY DAMAGE s
|| auTos oy AUTOS ONLY | (Per accident)
H
UMBRELLALIAB | | accur EACH OGCURRENCE 3
EXCE3S LIAB CLAIMS-MADE AGGREGATE 3
DED | l RETENTION $ $
WORKERS COMPENSATION PER oI
AND EMPLOYERS' LIABILITY b X Starure_| | TR
il el e []|wra WWC3771152 02/25/2025 | 02/25/2026 |-E4- EACHACCIDENT §l R
{Mandstory In NH) EL. DISEASE - EAEMPLOYEE | s 1,000,000
If yes, describe under 1,000,000
DESCRIPTION OF OPERATIONS below EL. DISEASE - POLICY LmiT | § 1,000

DESCRIPTION OF OPERATIONS / LOCATIONS | VEHICLES (ACORD 101, Addltional Remarks Schedula, may be attached if more space is required)

CERTIFICATE HOLDER

CANCELLATION

State of NH : Department of Health and Human Services
128 Pleasant Street

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

Concord NH 03301-3857 %«4 A L=
]
© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03} The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF ECONOMIC STABILITY

Lori A. Weaver 129 PLEASANT STREET, CONCORD, NH 03301
tnterim Commissioner 603-271-9474 1-B00-B52-3345 Ext. N74 -
A ; Fax; 603-271-4230 TDD Access: 1-800-735-2964 www.dhhs.nbh.gov
Karen E. Hebert
Director

March 27, 2023

His Excellency, Governor Christopher T. Sununu
and the Honarable Council

State House

Concord, New Hampshire 03301

EQUESTED ON

Authorize the Depariment of Health and Human Services, Division of Economic Stability,
to enter into a-contract with F.H. Cann & Associates, Inc. (VC#262067), North Andover, MA, in
the amount of $5,025,846 to provide a tier one customer service call center for all calls coming to
the Bureau of Family Assistance (BFA) Customer Services Call Center regarding eligibility for
programs covered through the BFA, with the option to renew for up-to four (4) additional years,
effective upon Governor and Councli approval through June 30, 2025. 100% Federal Funds.

Funds -are available in the following account for State Fiscal Year 2023, and are
anticipated to be available in State Fiscal Years 2024 and 2025, upon the availability and
continued appropriation of funds in the future operating budget, with the authority to adjust budget
line items within the price limitation and encumbrances between state fiscal years through the
Budget Office, if needed and justified.

05-95-940010-24650000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SERVICES, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, ARPA .

12

DHHS |
FisE:t:eaf Ac;l:::':t Class Title Job Number Total Amount
2023 | 102.500731 | Convads for Program T80 $160,221
2024 102-500731 Contrages r:f?r;a F;rogram T80 $2,395,609
2025 | 102-500731 C°""a§‘:f:‘i’£eps.'°9mm T8D $2,468,816
Total $5,025,946
EXPLANATION

The purpose of this request is to provide a tier one customer service call center for all calls
coming to the BFA Customer Services Call Center, which will increase the Depariment’s capacity.
The Department is facing an unprecedented volume of demand for services as over 103,000
Medicaid bensficiaries In New Hampshire are at risk of losing their Medicaid coverage when the

N
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end of Continuous Enroliment begins April 1, 2023, including children, elderly, disabled, pregnant
women, kinship caregivers and those in a Medicare Savings Plan and in Long Term Care. Call
volume, wait times, eligibility processing, mail volume, and demand for service will increase
significantly during the “unwind" penod and beyond.

In addition, by not processing applications, documents, and re-determmat:ons In a timely
manner; the State is at risk 10 pay capitation payments and medical expenses for those who are
no longer eligible for Medicaid. It'is estimated that the financial impact of this risk is between $4
and $6 million per month in State General Funds that will not be reimbursed for the federal portion
of the Medicaid coverage.

The Contractor will act as a call center for the State, receiving and mspondmg to inbound
- phone calls made to the State by callers inquiring about eligibility programs administered by the
BFA. The call center will give the Department the abilily to manage the increased volume of calls,
document processing and renewal applications anticipated due to the end of Medicaid Continuous
Enroliment. The Contractor will also provide administrative services including outbound calls to
beneficiaries to assist them with attaining and submitting required verification documents, assist
thern with the application process and navigating the State's self-service web-based portal.

Approximately 50,000 callers will be sen(ed every month.

The Contractor's tier one call center will be the first line of support that resolves a caller's
basic needs and/or questions that are either géneral or case related. Callers will be inquiring
about cash/medical benefils such as Temporary Assistance to Needy Families (TANF), Aid to the
Permanently and Totally Disabled (APTD), Old Age Assistance, and Aid to the Needy Blind,
SNAP (Food Stamps), Qualified Benefit Program (QMB), Child Care Scholarship, and Medical
Assistance programs. The Contractor will also provide basic navigation and user instructions for
customers' NH EASY accounts and assess callers for additiona! needs and provide information
about appropriate intemal and external resources including housmg substance misuse services,
mental health services and public health services.

. The Department will mionitor services by insuring all implementation, training and reporting
is completed according to the Deliverables, Activities and/or Milestones.

The Department selected the Contractor through a competitive bid process-using a
Request for Proposals (RFP) that was posted on the Department's website from December 23,
2022 through February 3, 2023. - The Department received 13 responses that were reviewed and
scored by a team of qualified individuals. The Scoring Sheet is attached.

This was not a low cost award. As shown in the attached Scoring Sheet, the selected
Contractor received a higher combined score on all technical and cost critenia.

As referenced in Exhibit A, Special Provisions, Section 1, Subsection 1.1., of the attached
agreement, the parties have the oplion to extend the agreement (or up to four (4) addmonal years,
contingent upon satisfactory delivery of services, available funding, agreement of the pames and -
Governor and Council approval.

Should the Governor and Council not autharize this request the Depanment will not have
the ability to manage the increased volume of calls, documents and renewa! applncatmns resulting
from the end of Medicaid Continuous Enroliment, which will lead to delays in or potential loss of
sarvices and benefits for New Hampshire citizens. Additionally, call wait times will be excessive
and administrative appeals will increase. If the Department is unable to properly and timely
adjudicate eligibility, the State will also be adversely financially impacted and subject to required
capitation payments that will not be reimbursed for the federal portion of the Medicaid coverage.
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Area served: Statewide
Source of Federal Funds: Assistance Listing Number #21.027

Respectfully submitted, ”

LY
il
. Weaver
m Commissiontr

5

The Department of Health and Humon Services' Mission is to join communities and families
in providing opportunities for citicens to ochieve health and independence,
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGCY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit -

Denis Goulet . ’ . =4
Commissioner '

March 27, 2023 '

Lori Weaver, Commissioner

Department of Health and Human Services
State of New Hampshire

95 Pleasant Street

Concord, NH (3201

Dear Commissioner Weaver:

This letter represents formal notification that the Department of Information chhnoloéy (DolT)
has approved your agency’s request to enter into a cantract with F. H. Cann & Associates, Inc., as described
below and referenced as DolT No. 2023-023.

The purpose of this request is 10 provide a ticr one customer service call center for all cails
coming to the Bureau of Family Assistance (BFA) Customer Sefvices Call Center
regarding eligibility for-programs covered.

The Total Price Limitation will be 85,025,946, effective upon Governor end Council
approval through June 30, 2025. '

. A copy of this letter must accompany the Department of Health and Human Services’ submission
to the Governor and Executive Counci) for approval. - |

Sincerely,

b Ad—

Denis Goulet

DG/jd :
DolT #2023-023 - :

cc: Mike Williams, IT Manager

“Innovative Technologies Today for New Hompshire's Tomorrow"
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FORM NUMBER P-37 (version 12/11/2019)

Notige:, This agreement and ali of its atachments shall become public upon submission to Governor
and Executive Council for approval. Any information that is private, confidential or
proprietary must be clearly identified 10 the agency and agreed to in writing prior to signing
the contract. ' :

AGREEMENT -

The State of New Hampshire and the Contractor hereby mutually agree as foliows:
GENERAL'PRQVISIONS
1.. IDENTIFICATION.,

1.1 State Agency Name : 1.2 Statc Agency Address

The Department of Health and Human Services 129 Pleasant Sireet
i Concord, NH 03301-3857

1.3. Contractor Name |.4 Contractor Address
F.H. Cann & Associates, Inc. ; 100 Doma'in Drive, Suite 200, Exeter, NH, 03833
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation .
N i o
umber 005-095-940010-24650000 | 6/30/2025 $5,025,945.73
(877) 750-980) ' ; '
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Robert W. Moore, Director ' (603)271-9637
t.11 " Contractor Signature 1.12 Name and Title of Contractor Signatory
= DocuSigned by; Da(e3/21/2023 Kara .Cann-Bencosme |
La.ra, C&MM/MML T Executive vice President

113 Starc Apenty gl'gn_arurc I.14 Name and Title of State Agency Signatory

~— Docusignad by: Karen Hebert

Faven Hodect Date3/23/2023

Division Director

1.1S Approvar by ihe N.H. Department of Administration, Division of Personncl (if applicable)

By: Director, On:

116 A Syrtko Attorney General (Form, Substance and Exccution) (if applicable)
By: oy, Huanno On: /2472023

1.17 Approval by the Governor and Exccutive Council (if applicable)

G&C ltem number: : G&C Mceung Date:

— D8
Page 3 of 46 ' [:[,b
Contr

 Cong s
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-~

2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State™), engages contractor identified in block 1.3
{""Contractor”) to perform, and The Contractor must perfarm,
the work or sale of goods, or both, identified and more
particularly described in the attached EXHIBIT B which is
incorporated herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstznding any provision of this Agreement to the
conirary, and subject to the approval of the Governor and
‘Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Govemor
and-Executive Council approve this Agreement os indicated
in block 1.17, unless no such approval is required, in which
case the Agreement shall become effective on the date the
Agreement is signed by the State Agcncy as shown in block
1.13 (“Effective Date™).
3.2 IF the Coniracior commences the Scmccs prior 10 the
Effective Date, all Services performed .by the Contractor
prior to the Effective Date shall be performed al the sole risk
of the Contractor, and in the event that this Agreement does
not become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to
- pay the Contractor for any costs incurred or Services
performed. Contraclor must complete all Services by the
Completion Date specified in block 1.7,

- 4, CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to, the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder,
are contingenl upon the availability and continued
appropriation of funds affected by any staie or federal
fegislative or exccutive action that reduces, eliminates or

otherwise modifies the appropriation or availability of '

funding for this Agreemen and the Scope for Services
provided in EXHIBIT B, in whole or in pant. In no event shall
- the State be liable for any payments hereunder in excess of
such available appropriated furids. In the event ofa reduction
or termination of appropriated funds, the State shall have the
right 10 withhold payment until such funds become available,
if ever, end shall have the right to reduce or terminate the

Services under this Agreement immediately upon giving the: -

Contractor notice of such reduction or termination. The State
shall not be réquired to transfer funds from any other account

or source to the Account identificd in block 1.6 in the eveni.

funds in that Account are reduced or unavailable,

os
Page 4 of 46 I l:(,b
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"REGULATIONS/ EQUAL

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.
5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference,

5.2 The payment by the State of the contract pncc shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

" compensation to the Conractor for the Services. The State shall

have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA.80:7-c or any other provision.of law.

5.4 Notwithstanding any provision in this ‘Agrcement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the 1otal of all payments authorized, or actually made
hereunder, cxg:c:d, the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
"~ EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, The
Contractor must comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation -or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any pant by monies of the United States, The Contractor
must comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor must also comply with all applicable intellectual
property laws,

6.2 During the term of this Agreement, The Contractor must not
discriminate against employees or applicants for employment
because of race, color, religion; creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

.6.3. The Contractor ngrees to permil the Stale or United States

access o any of the Contractor’s books, records and accounts for
the purpose of ascenaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement. ‘

7. PERSONNEL. )
1.1 The Contractor must ot its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that all

personnel engaged in the Services shall be qualified Lo perform the-
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Services, and shall be properly licensed and otherwise authorized
10 do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of this
Agreement, and for a period of six (6) months afier the Completion
Date in block 1.7, The Contraclor must not hire, and shall not
permit |ny subcontractor or other person,. firm ar corporation with
whom it is engaged in a combined effort to perform the Services:
to hire, any person who is a State employee or official, who is
matesially involved in the procurement, administration or
performance of this Agreement. This provision shall survive
termination of this Agreement.

7.3 The Contracling Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
- dispute concerning the inerpretation of this Agreement, the
Contracting Officer’s decision shall be final for the Sute.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of The

Contraclor must constitute an event of defaull hereunder (“Event
. of Defaul™):

8.1.1 failure to perform the Services satisfactorily or on schedule;

8.1.2 failure to submit any report required hereunder; and/or

8.1.3 failure to perform any other covenant, term or condition of

this Agreement.

8.2 Upon the occurrence of any Event of Default, the State niay
take any one, or more, or all, ol the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it 10 be remedied within, in the absence of a
greater:or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days, after giving the
Contractor notice of termination,

8.2.2 give the Contracior & written notice specifying the Event of
Default and suspending all payments to be made under this
"Agreement and ordering that the portion of the contract price

which would otherwise accrue (o the Contrector during the period

from the date of such notice until such time as the State determines
that the Contractor has cured the Event of Default shall never be
paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of -

Defauft and se1 off against any other obligations the State may owe
10 the Contrecior any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 give the Contractor 2 writien notice specifying the Event of
Default, rcat the Agreement as breached, terminate the Agreement
and pursuc any of its remedies at law or in equily, or both,

8.). No failure by 1he State to enforce ony provisions hereof after

any Event of Default shall be deemed a waiver of its rights with

regard to that Event of Defaull, or any subsequent Event of

Default. No express failure to enforce any Event of Default shall

&

- Page 5 of 46
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be deemed a waiver of the right of the Slnlc 10 cnforce each and
all of the provisions hereof upon any further or olhcr Event of
Default on the pant of the Contractor. -

9, TERMI\'ATION 2
9. Notwithstanding' paragraph’ 8, the Siate may, at its sole

" discretion, lerminate the Agreement for any reason, in whole or in

part, by thiny (30) days written notice to the Contractor that the
State is exercising its option o terminate the Agreement.

9.2 In the event of an early termination of this Agreement for any
reason other than the completion of the Services, The Contractor
must, at the State's discretion, deliver 10 the Contraciing Officer,
nat later than fifteen (15) days after. the date of termination, 2
report (“Termination Report”) describing in detail all Services
performed, and the contract price earned, (o and including the date
of termination. The form, subject matter, content, and number of
copies of the Termination Report shall be identical to those of any.
Final Report described in the attached EXHIBIT B. in addition, at
the Suie's discretion, The Contractor must, within 15 days of
notice of early lermination, develop and submit to the State a
Transition Plan' for services under the Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10,1 As used in this Agreement, the word “data™ shall mean all

information and things devcloped or :obtained _during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, sl swdies, reports, files, .
formulae,” surveys, maps, charts, sound recordings, video
recordings, pictonial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether finished

- or unfinished.

10.2 All data and any property which has been received from the
State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned
to the State upon demand or upon termination of this Agrccmcnl
for any reason.

10.3 Confidennality of data shali be governed by N.H.'RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the Siate.

11. CONTRACTOR’S RELATION TO THE STATE. In the
performance of this Agreement the Contractor is in all respects an
indcpcndcnl contractor, and is neither an agent nor an employee of
the State. ' Neither the Coniractor nor, any of its officers,
employees, agcnls or members shall havc authority to bind the
State or receive any benefits, workers' compensation or other
emolumenis provided by the State to its employees.
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12, ASSICNMENTIDELEGAT]ONISUBCONTRACTS

12.1 The Contractor must not assign, or otherwise transfer any
interest in this Agreement withoul the prior written notice, which
shall be provided to the State ot feast fifleen (15) days prior to the
assignment, and a written consent of the Siate. For purposes of this
paragraph, a Change of Control shall constitute assignment.
“Change .of Control” means (a) merger, consolidation, or a
" wansaclion or series of related transactions in which a third party,
together with its affiliates, becomes the direct or indirect owner of
fifty percent (50%) or more of the voling shares or similar equity
interests, or combined voting power of the Céntractor, or (b) the
sale of all or substantially all of the assets of the Contractor,

12.2 None of the Services shall be subcontracted by the Contraclor
without prior written notice and consent of the State. The State is
entitled 1o capies of all subcontracts and asmgnmenl agrecments
and shall not be bound by any provisions contined in a
subconiract or an assignment agreement to which it is not a party.

13. INDEMNIFICATION. Unless otherwise exempled by law,
The Contractor must indenmify and hold harmless the State, its
officers and employees, from and ngmnst any and all claims,

liabilities and costs for any personal injury or property damnges ‘

patent or copyright infringement, or other claims assened against
the State, its officers or employees, which anise owt of (or which
may be claimed to arise out of) the acts or omission of the
Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not be
tiable for any costs incurred by the Contractor arising under this
paragraph 13. Notwithstanding the forcgomg nothing herein
contained shall be deemed (o constilute o waiver of the sovereign
immunity of the State, which immunity is hcrcby reserved to the
State. This covenant in paragraph 13 shall survive the termination
of this Agreement.

14, INSURANCE.

4.1 The Contractor musl, at its sole expense, obtain and
cominuously maintain in force, and shall require any subcoritractor
or assignee to obtain and maintain in force, the following
insurance:

i4.1.) commercial general liability insuranee against all ¢laims of
bodily injury, death or property damage, in amounts of not:less
than $1,000,000 per occurrence and $2 000,000 aggregate or
- excess; and

14.1.2 special.cause of loss cnverage form covcnng all property
subject to subparagraph 10.2 herein, in an amount not less than
B0% of the whole replacement value of the propery.

14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Department of Insurance, and issued
by insurers licensed in-the State of New Hampshire,

Page 6 of 46
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14.3 The Contractor must furnish-to the Contracting Officer
identified in block 1.9, or his or her successor, a cenificate(s) of
insurance for all insurance required under this Agreement,

Contractor shall also furnish to the Conlrncung Officer ideatificd
in block 1.9, or his or her successor, certificate(s) of insurance for
all renewal(s) of insirance required under this Agrccmcnl no later
than ten (10) days prior 1o the expiration date of each insurance
policy. The certificate(s) of insurance and any renewals thereof
shall be antached and are incorporated hercm by reference.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requnrements of N.H. RSA chaplcr 281-A ("Workers’

_ Compensation”™).

5.2 To the extent the Conlraccor is SUbjCCl 10 the rcqu:remcnls of
N.H. RSA chapter 28)-A, Contractor shall maintain, and require
any subcontractor or assignee 1o secure and maintain, payment of
Workers' Compensation in connection with activities which the
person propases to undertake pursuant to this Agrecment. The
Contractor must furnish the Contracting Ofﬁccr identified in block
1.9, or his or her successor, proof of Workers' Compensation in
the manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. ) The State - shall not be
responsible for payment of any Workers' Compcnsauon premiums
or for any other claim or benefit for- Contractor, or any

subcantractor or employee of Contractor, which might arise under
: applicable State of New Hampshire Workers’ Compensation laws

in conneclion with the performance of the Services under this
Agreement.

16. NOTICE. Any notice by a party hereto to the other party shalt
be deemed to have been duly delivered or given at the tlime of
mailing by certified mail, postage prepaid, in s United States Post
Office addressed 1o the panies at the addresses given in blocks 1.2
and 1.4, herein. ;
17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only afier approva) of such amendment, waiver
or discharge by the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to Stale law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be govemned, interpreled and construed in accordance with the
laws of the State of New Hampshire, and,is binding upon and
inures to the benefit of the panties and their.respective successors
end assigns. The wording used in this Agreement is the wording -



DocuSign Envelope [D: 8473C708-7461-4F9F-BD86-2ACIEBGFECII

STATE OF NEW HAMPSHIRE ' L
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES

RFP-2024-DEHS-01-CALLC-01

Call Center for Bureau of Family Assistance
" STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

chosen by the parties 1o express their mutual intent, and no rule of
construction shall be applied against or in favor of any party. Any
aclions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Count which shall have
- exclusive jurisdiction thercof.

19. CONFLICTING TERMS. In the event of a conflict between
the terms of this P-37 form (as modified in EXMHIBIT A) and/or
attachments and amendment thereof, the terms of the P-37 (as
modified in EXHIBIT A} shali contrel.

20. THIRD PARTIES. The paries hereto do not intend to benefit
any third parties and this Agreement shall not bc construed to
coafer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference pumposes only, and the words contained therein shall
"in no way be held to explain, modify, amplify or did in the

Page 7 of 46
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interprelation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the stiached EXHIBIT A are incorporated
herein by reference. g

23, SEVERABILITY. Inthe event any of the provisions of this
Agreement arc held by a court of competent jurisdiction' to be
conkrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and-effect. ]
24. ENTIRE ACREEMENT. This Agreément, which may be
executed in a number of counterpans, each of which shall be
deemed an original, constitutes the entire ogreement and
understanding between the parties, and supersedes all priar
agreements and understandings with respect to the subject matter
hereof.
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EXHIBIT A - SPECIAL.PROVISIONS

EXHIBIT A - SPECIAL PROVISIONS

1. The terms outlined in the P-37 Gencral Provisions arc modificd as set forth below:

L.1. Provision 3, Effective Date/Completion of Services, is updated with the following
addition: b :
3.3 The Term may be extended up to Four (4) ycars(s), (“Extended Term”) at the sole

option of the State, subject to the parties prior written Agreement on applicable fees
for cach cxtended Term,, subject to approval of the Governor and Executive Council. .

1.2. Provision 5, Contract Price/Price Limitation/. Payment, is updated with the foliowing
addition; - ' :

15

The State’s liability under this Agreement shall be limited to monctary damages not
to exceed the contract price pursuant to Paragraph §.2. The Contractor agrecs that it
has an adequate remedy at law for any breach of this Agreement by the State and
hereby waives any right to specific performance or other equitable remedics against
the State. Subject 10 applicable laws and regulations, in no cvent shall the State be
liable for any consequential, special, indirect, incidental, punitive, or cxemplary
damages. Notwithstanding the foregoing, nothing hercin contained shall be deemed
to constitute a waiver of the sovercign immunity of the Statc, which immunity is
hereby reserved to the State,

1.3. Provision 8, Event of Default/Remedics, is updated with the following addition:

8.2.5

give the Contractor a written notice specifying the event of Default, terminale the
agreement as breached, and procure Services that are the subject of the Contract from
another source and Contractor shall be liable for reimbursing the State for the
replacement Scrvices, and a!l administrative costs dircetly related to the replacement
of the Contract and procuring the Services from another source, such as costs of
competitive bidding, mailing, advertising, applicable fees, charges or penaltics, and
staff time costs; all of which shall be subject to the limitations of liability sct forth in
the Contract, -

1.4. Provision 9, Termination, is deleted.nnd replaced with the fo!I;)wing:

9,
9.1

Page 8 of 46
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TERMINATION

Notwithstanding paragraph 8, the Statc may, at its sole discretion, and with written
notice, terminate the Agreement for any reason, in wholc or in part. In the event of
such termination, The Contractor must immediately stop all work hercunder and shall
immediately cavse any and all of its suppliers and subcontractors to cease work, The
State shall be liable for cost of all Services and Deliverables for which Acceptance has
been given by the State, provided through the date of termination but will not be liable
for any costs for incomplete Services or winding down the.Contract activitics. The
Contractor shall not be paid for sny work performed or-costs incurred .which

reasonably could have been avoided.

1
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.EXHIBIT A - SPECIAL PROVISIONS

]

9.2 Termination Procedure

9.2.1

9.2.2

9.2.3

9.24

Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require Contractor to deliver'to the State any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated.

' ; .
After receipt of a notice of termination, and except as otherwise directed by
the State, Contractor shall;

a. Stop work under the Contract on the dérc, and to the extent specified,
" in the notice; )

b.  Promptly, but in no event longer than ten (10) days after termination,
terminate its orders and subcontracts related to the work which has
been terminated, and scttle all outstanding liabilitics and all claims
arising, out of such termination of orders and subcontracts, with the
approval or ratification of the State to ‘the extent required,:which
approval or ratification shall be final for the purposc of this Section;

¢. Take such action as the State directs, or as nccessary to prescrve and
protect the property related to the Contract which is in the possession
of Contractor and in which-the Statc has an interest;

d. Take no action to intentionally crase or destroy any Statc Data, which
includes State Dava held by the Contractor’s subcontractors;

¢.  Transfer titic to the State and deliver in the manner, at the timés, and
to the extent dirccted by the State, any property which. is required to
be furnished to the State and which has been accepted or requested by
the State; - )

f. Work with the State to develop a Services and Data Transition Plan
per the “Contract End-of-Life Transition” requirements within this
Contract; and

g Provide written Certification 1o the Statc that Contractor has
surrendered 1o the State all said property.

If the Contract has expired, or terminated prior 1o the Completion Date, for
- any recason, the Contractor must provide, for a period up to nincty (90) days
“after the expiration or termination, all transition scrvices requested by the

State, at no additional cost, 10 allow for the expired or terminated portion of
the Services to continue without interruption or adverse effect, and 10 facilitate

- the orderly transfer of such Scrvices to the State or its designees (“Transition

Services™).

“This covenant in paragraph 9 shall survive the termination of this Contract.

1.5. Provision 10, Data/Access/Confidentiality/Preservation, is updated with the following

. addition:

10.4 ° In performing its obligations under this Agreement, Contractor may gain access 1o

Confidential Information of the Statc. Confidential Information is defined in Exhibit
G, Auachment 2 - Exhibit K: DHHS Information Security Requirements.

. o3
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10.5

10.6

10.7

EXHIBIT A - SPECIAL PROVISIONS

Subject to applicable federal onSiatc laws and regulations, Confidential Information
shall not include information which:

a. shall havc otherwise become publicly available other than as a result of
disclosure by the recciving Party in breach hereof:

b. was disclosed to the recciving Party on a non-confidential basis from a source
other than the disclosing Party, which the receiving Party belicves is not
prohibited from disclosing such information as a result of an obligation in

- favor of the disclosing Party; '

¢. is discloscd with the written consent of the disclosing Party’s Privacy Officer
or designec.

Contractor Confidential Information. Contractor shall clearly identify in writing all .
information it claims to bc confidential or proprictary upon providing such -
information to the State. For the purposes of complying with its legal obligations, the

State is" under no obligation to accept the Contractor's designation of material as

confidential. Contractor acknowledges that the State is subject to State and federal

laws goveming disclosure of information including, but not limited to, RSA Chapter

91-A. In the event the State reccives a request for the information identified by

Contractor as confidential or proprictary, the State shall notify Contractor and specify

the date the State will be releasing the requested information. At the request of the

State, Contractor shiall cooperate and assist the State with the collection and review of
Contractor’s information, at no additional expensc to the State. Any cffort to prohibit

or enjoin the release of the information shall be Contractor’s sole responsibility and at -
Contractor’s sole cxpense. [f Contractor fails to obiain a court order cnjoining the

disclosure, the State shall release the information on the date specified in the ‘Siate’s

notice ta Contractor, without any.liability to the State. '

This covenant in paragraph 10 shall survive the termination of this Contract.

1.6. Provision 12, Assignmcnta"DelegationfSubcontracts, is updated with the following
addition:

12.3

-Page-10 of 46
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Subcontractors arc subject to the same contractual conditions as the Contractor and
the Contractor is responsible to ensure subcontracior compliance with those
conditions. The Contractor must have written agreements with all subcontractors,

- specifying the work to be performed, and if applicable, a Busincss Associate

Agrecement in accordance with the Health Insurance Portability and Accountability
Act. Written agreements shall specify how corrective action shall be managed. The
Contractor must manage the subcontractor's performance on an ongoing basis and
take corrective action as necessary. The Contractor must annually provide the Siate
with a list of all subcontractors provided for under this Agreement and notify the State
of any inadequatc subcontractor performance. Failure to enter into Business Associate
Agreements with its subcontractors that create or receive protected health information
on the behalf of the State through this Contract, and failure 10 comply with the

"
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: EXHIBIT A - SPECIAL PROVISIONS B

implementation specifications for such agreements is a direct HIPAA violation by the -
Contractor. ‘ 1 '

. 124 In the cvent that Contractor should change ownership for any reason whatsocver that

results in a change of control of the Contractor, the State shall have the option of: .

a. continuing under the Agroement with Contractor, its successors or assigns for
the full remaining Term of the Agreement.or for such period of time as
dctermined necessary by the State; or .

b. imimediately terminate the Agreement without liability to or further
compensation owed to Contractor, its suceessors or assigns.’

1.7. The following Provisions arc added and made part of the P37:
25. FORCE MAJEURE

26.

27.

28.

29,

25.1  Neither Coniractor not the State shall be responsible for delays or failures in
performarice resulting from cvents beyond the controt of such Party and withour fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, riots, and acts of War, epidemics, acts of Government, fire, -
power failures, nuclear accidents, carthquakes, and unusually scvere weather,

25.2  Except in the event of the foregoing, Force Maj'curc cvents shall-not include the
Contractor’s inability to hire or providc personnel nceded for the Contractor's
performance under the Contract.

EXHIBITS/ATTACHMENTS _

The Exhibits and Antachments referred to in and attached to the Contract arc incorporated
by reference as if fully inctuded in the text of the Contract.

NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to providc any of the
Services or Deliverables identificd under. this Agreement. Contractor shall make best cfforts
to coordinate work with al other State vendors performing Services which relate to the work
or Dcliverables set forth in the Agreement. The State intends to use, whenever possiblc,
cxisting Software and hardware contracts to acquire supporting Softwarc and hardware.

GOVERNMENT APPROVALS

Contractor shall obtain ail -necessary and applicable regulatory or other governmental
. . .o v
approvals necessary to perform its obligations under the Contract,

ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text within the awarded Agrcerhent,
the foltowing Order of Precedence shall govern:

G
Page 11 of 46 [ LB
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EXHIBIT A - SPECIAL PROVISIONS

i:  State of New Hampshire, Dcpartmcnt of Health and Human Services Contrac
Agreement.

ii.  Statc of New Hampshire, Department of Health and Human Services RFP,
iit.  Additional Contractor Provided Documents '

iv.  Contractor Quotc

Remainder of this page intentionally left blank

’ o3
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EXHIBIT B - STATEMENT OF WORK

EXHIBIT B - STATEMENT. OF WORK (SOW)

The Statc of New Hampshire, Department of Health and Human Services, Division of Economic
Stability, Bureau of Family Assistance (hercinafier “State™) requircs a tier one customer service call
center for all calls coming to the BFA Customer Services Call Center regarding cligibility for all
programs covercd through the BFA. )

1. Statement of Work

The Contractor must act as a call center for the State, receiving and responﬂing to inbound
phone calls made to the State for services provided by the State, specifically those cligibility
programs-administered by the BFA.

The Contractor must operatc the call center from 8am to 4pm EST, Monday through
Friday, with the exception of all State of New Hampshire, Department of Hcalth and
Human Serviccs holidays.

The Contractor must perform call center functions, providing Tier Onc Call Center
Resolution, as defined in Appendix H: Terms and Definitions herein,: for callers related to
all services outlined in this Statement of Work, including but not limited to gcneral and
case-related information regarding: .

1.3.1. Cash/Mcdical bencfits mcludmg but not limilcd 10!
1.3.1.1. Temporary Assistance to Needy Families (TANF)
l.3.|.2.'Aid to the Permanently and Totally Disabled (APTD)
" 13.1.3. 01 Age Assistance
1.3.1.4. Aid to the Needy Blind
1.3.1.5. SNAP (Food Stamps)
13.1.6. Quaified Benefit Program (QMB)
1.3.1.7. Child Carc Scholarship
1.3.1.8. Mcdical Assistance programs

The Contractor must provide basic navigation and uscr instructions for customers regarding
their NH Easy accounts (the Department’s sclf-service web-based poral).

The Contractor must assess callers for additional nceds and provide information about
appropriate intermal and extemnal resources including, but not limited to: housing, substance
misusc services, mental health services and public health services. ' ’

The Contractor must support the administrative functions of the eligibility determination
process that do not require discretion, ¢.g. intake of applications, renewal forms, and income
or resource venfications; follow up ‘on requests sent by the state agency (¢.g., outbound
calling to collect missing information); call center support to help provide status updates on
application or renewal submissians; and other administrative tasks.

~~—D3
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EXHIBIT B - STATEMENT OF WORK

1.7

1.9.

1.10.

The Contractor must respond to caller questions from (hc State’s Live Chat feature on NH
Easy.

The Contractor must acquire and utilize their own language linc for all non-English °
spcakmg callers and comply with all CLAS requirements as outlined in Attachment 2 -
CLAS.

The Contractor must participatc in all quality comphancc maonitoring, and i IMpTETEmeny
activitics requested by the State lhat will include, but arc not limited to:

1.9.1. Participation in electronic and in-person call record revicws,

1.9.2. Participation in site visits, which may be in-person or virtually, depending on
an accepled location and structure of the Contractor.

The Contractor must provide:
1.10.1. A'Project Work Plan within 10 business days of the contract cffective date.

1.10.2.  Implementation, "support and maintenance of an information call, center of
trained and qualified customer service representatives (CSRs) to assist callers.

11103, Highly scalable CSR staffing volumes startmg with a minimum of 30 full-time
cqu:valcnt (FTE) CSRs.

1.10.4. Knowlcdge management, training, coaching and scripts to provide DHHS with
skilled CSRs cnabling them to give high quality customer service to callers that
will retumn high customer satisfaction ratings.

1.10.5.  Data cntry of case-rclated call information irto the State’s New HEIGHTS
(NHTs) system that provides a documented accounting of the caller’s necds,
questions and the CSR’s response and actions taken, as well as information
about thecaller’s satisfaction. Information entered into the NHTs' system must
be dctailed enough for any authorized reader to fully understand.

1.10.6. A project governance infrastructure including status rcpomng, system reports,
: productivity reports, operations reporns, and other project resources nceded to
suppon activitics.

1.10.7. A Training Plan within 10 business days of the contract effective date that

inctudes activities and content development sufficient to support call resolution

* and issue escalation, including revicwing and finalizing call scripts, FAQ
scripts, orientation and practice calls.

1.10.8.  Properly trained specialists within 30 days of the contract cﬂ'ecuvc date
accordmg 10 training rcquu‘cmcnls

1.10.9. Ablluy to record customer calls for Quality assurance and training purposcs.

1.10.10.  Features and funcuonaluy that provide skills-based routing , analytics, and
reporting, which demonstrate that handling of Protected Hcealth Information

(PHI} will bc compliant with the Health Insurance Portability and

Accountability Act (H[PAA) and Protected Hcalth Information (PHI) and
Personal Idcnnﬁablc information (PiI) will be cncrypted at rest and in

o3
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1.13.

1.14.

115,

transmission per Appcnd:x I- Exhibit K: DHHS Information Security
Requirements and National lnsumte of Standards and Technology ‘(NIST)
slandards and guidelines.

1.10:11.  Sufficient resources to intcract with the State to achicve the stated timeframes
for call center implementation and operation(s) as described in this scction.

1.10.12.  All hardwarc to mect requirements of the Scope of Work.

1.10.13. A phonc system sctup within 30 days that integrates with the State’s Cisco

; phone system and provides for rclay service as necessary to facilitate

‘communication including the reccipt and transfer of calls to the State’s
Interactive Voice Response (IVR) system and the Tier Two BFA Call Center.

The Contractor must unhze the State’s New HE!GHTS systcm 10 assist a caller with their
quéstions. i

The Contractor must integrate with the State's Interactive Voice Response (IVR) by
accepting calls into a contractor-developed 1VR entry menu from which the caller can select
cither the State’s’ [VR or intemnal resources or a Tier Onc.(Contractor) customer service
representative, From the Tier One if necessary, the CSR would be able o forward to the
Tier 2 Call Center or other State internal resource.

The Contractor must submit a staffing and recruitment plan to the State within (10) ten days
of contract effective datc. -

The Contractor must cnsure that all call-center staff are properly trained in how to
successfully and (horoughly assist individuals with their health and human service needs as
described herein. .

-

The Contractor must conduct and provide weekly performance reports asindicated below:

Averapge Aversge Average

Call Absadonmemt i::‘dr:f Hold Trsmler
Time Rale 2 Time o Tler 2

First Call Customer Dally
Resolution | Sstlsfactio St'n"l
wiin (80 Rate) n Haro iing .

(min) Seconds (m:m)

Date

Alier 180
Seconds

chulr;mc'nl: £1:00 5% >N £1:00 S$8% >90°% 95 > 95%

1.16.

The Contractor must provide de-identified, aggregate monthly reports in electronic format
using Microsoft Excel to enable the State to conduct multiple comprehensive analyses. The
reports must mcludc but not be limited to:

1.16.1.  Number of phone calls reccived, including the average number of calls each

g week.

. Page 15

[.16.2. ' Number of callers referred from the Contractor Call Center to other iniernal and
external resources.

1.16.3.  Avcrage amount of time callers wait in call queues beforc an agent responds.

1.164.  Percentage of abandoned calls.

of 46. @
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1.16.5.  Avcrage speed to answer,

1.16.6.  Average call time including hold time.

1.16.7.  Percentage of callers who received a busy tonc when they call.

1.168.  Caller demographics and information when available including, but not limited

to: housing issues, employment issucs, services sought, and outcome of each
phone call including information and resources provided. -

1.17. The Contractor must create and conduct customer sat:sfacnon survcys, prcapproved by the
State, and report results to the State monthly. The Contractor must also solicit information

from callers regarding their level of satisfaction with the calt center services, and report the
information received to the State morithly. :

- 1.18. The Contractor must participaic in training and technical assistance activitics as directed by
the State, : -

2. Technical Requirements - _ a

2.1. The Contractor must be responsible for meeting the Technical Requirements identified in
Exhibit G, Attachment | - /T Requirements Workbook., - -

3. Deliverable, Activity, Or Milestone

3.1. The Contractor must be responsible for mecting the Dclwcrables Activitics and/or
Milcstones identified in Exhibit G, Auachment 1 - IT Requirements Workbook.

) 4. Contract End-Or-Llfe Transition Services

4.1, Gcncral chmremcnts

4.11.

Page 16 of 46
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Date:

If apphcablc upon termination or expiration of the Contract the Partics agree to
coopcrate in good faith to effectuate a smooth secure transition of the Services from’
the Contractor to the State and, if applicable, the Contractor engaged by the State to
assume the Services previously performed by the Contractor for this scction the new
Contractor shall be known as “Recipient™).  Ninety (90) days prior to the end-of the
contract or unless othenwise specified by the State, the Contractor must begin working
with the State and if applicable, the new Recipient to develop a Data Transition Plan
(DTP). The Statc shall provide the DTP template to the Contractor.

. The Contractor must use reasonable efforts to assist the Recipicnt, in connection with

the transition from the performance of Services by the Contractor and its End Users to
the performance of such Services. This may include assistance with the secure transfer
of records {electronic and hard copy), transition of historical data (clectronic and hard
copy), the transition of any such Scrvice from the hardware, software, network and
telccommunications  equipment and  internet-related  information technology
infrastructure (“Intermal 1T Systems™) of Contractor to the Intemal IT Systems of the
Recipient and cooperation with and assistance to any third-party consuitants cngaged
by Recipient in connection with the Transition Services.

. If a system, database, hardware, software, and/or sofiware licenses (Tools) was

purchased or created to manage, track, and/or store State Data in relationship to this
contract said Tools will be inventoried and rcturned to the State, along with the

o
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4.1.6.

inventory document, once transition of State Data is complete.

. The internal planning of the Transition Services by the Contractor and its End Users

shall be provided to the State and if applicable the Recipient in a timely manner. Any
such Transition Services shall be deemed to be Services for purposes of this Contract.

. Should the data Transition cxtend beyond the end of the Contract, the Contractor

agrees that the Contract Information Security Requirements, and if applicable, the
State's Business Associate Agreement terms and conditions remain in effect until the
Data Transition is accepted as complete by the State.

In the cvent where the Contractor has comingled State Data and the destruction or
Transition of said data is not feasible, the State and Contractor will joinly cvaluate
regulatory and professional standards for reiention requirements prior to destruction,
refer to the terms -and conditions of Exhibit G, Attachment 2 — Exhibit K: DHHS
Information Security Requirements. ;

4.2, Com;;letion of Transition Services

4.2.1.

422

Each service or Transition phasc shall be deemed completed. (and the Transition
process finalized) at the end of 15 business days after the product, resulting from the
Service, is delivered to the State and/or the Recipicnt in accordance with the mutually
agreed upon Transition plan, unless within said 15 business day tcrm the Contractor
notifies the State of an issue requiring additional time to complete said product.

Once all pénics agree the data has been migrated the Contractor will have 30 days to
destroy the data'per the tenms and conditions of Exhibit G, Attachment 2 — Exhibit K:
DHHS Information Security Requirements.

4.3. Disagreement over Transition Scrvices Results

4.3.1.

In the cvent the State is not satisfied with the i-csults of the Transition Service, the State
shal] notify the Coniractor, by email, stating the rcason for the lack of satisfaction
within 15 business days of the final product or at any time during the data Transition
process. The Parties shall discuss the actions to be taken to resolve the disagreemcent or
issuc. 1f an agreement is not reached, at any time the State shall be entitled (o initiatc
actions in accordance with the Contract.

5. State Owned Devices, Systems and Network Usage

5.1, If Contractor End Users are authorized by the State’s Information Security Officc 10 access
the State’s network or system and/or use a state issued device (¢.g. computer, IPad, cell
phonc) in the fulfilment of this Contract, each individual being granted access must:

5.1.0.

Page 17 of 46

Sign and abide by applicable State and New Hampshire Department of Information
Technology (NH DolT) use agreements, policics, standards, procedurcs and
guidelines, and complete applicable trainings as required,;

. Usc'the information that they have permission to access solcly for conducting official

statc business and agrec that all other use or access is strictly forbidden including, but
not limited, to personal or other private and non-State usc, and that at no time shall they
access or aticmpt to access information withowt having the express authority of the
State to do so; )

(ke
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5.1.3.

5.1.4.

5.1.5.

516,

5.1.8.

5.19.

Not access or attempt to access mformanon in a manner inconsistent with the approvcd
pO|ICICS pracedures, and/or agreement relating to system cntryfacccss

Not copy, share, distribute, sub-license, modify, reverse engineer, rent, or sell software
licensed, developed, or being evaluated by the State, and at all times must use utmost
carc to protect and keep such software strictly conﬁdcnual in accordance with the
licensc or any other agreement cxecuted by the Statc;

Only use equipment, software, or subscnptlon(s) authorized by the State’s Information
Sccunty Office;

Fo!low the State’s procedure for requesting and installing State authorized software on
Statc cquipment;

- Agree that email and other electronic communication messages created, sent, and

reccived on a state-issucd email system arc the property of the State of New Hampshn‘c
and to be used for business purposcs only. Emml is defined as “internal email systems”
“state-funded email systems.”

Agree that usc of email must follow State and NH DolT policies, standards, and/or
guidelines; and

Agree when utilizing the State’s email system:

5091, To only use a state email address assigned to them with a "@
affiliate. DHHS.NH.Gov".

5.19.2.  Include in the signature lines information identifying the End User as a non-
state workforce member; and

5.1.9.3.  Ensure the following.confidentiality notice is embedded undemeath the
signarureline

CONFIDENT]ALITY NOTICE: “This message may contain information that i privileged
and confidential and is intended only for the usc of the individual(s) to whom it is addressed.
If you receive this message in crror, please notify the sender immediately and delete this
clectronic message and any atiachments from your system. Thank you for your cooperation.™

5.1.10. Agree End User's will only access the State’ intranct to view lhc Department's Policies

and Procedures and Information Sccurity webpages.

5.2. Contractor End Users with a State issued cmail, access or potential access to Confidential
Data, and/or a workspacc in a Statc building/facility, must:

5.2.2.

Page 18 of 46 .
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5.2.1.t.  Complete the State’s Annual Information Security & Compliance Awareness
Training prior to acccssing, viewing, handling, hearing, or transmitting Statc
Data or Confidential Data. ;

5.2.1.2.  Sign the Siate’s Business Use and Confidentiality Agreement and Asset Use
Agreement, and the NH DolT Statewide Computer Use Agreement upon
execution of the Contract and annually throughout the Contract term.

The Contractor agrees, if any End User is found to be in violation of any of the above-

stated terms and conditions of the Contract, said End User may face removal from the
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Contract, and/or criminal and/or civil prosccution, 'if the act constitutes a violation of ,
law.

5.2.3.The Contractor agrees to notify the State a minimum of three busmcss days prior to any
upcoming transfers or terminations of End Users who possess State credentials and/or
badges or who have system privileges. If End Users who possess Statc credentials and/or
badges or who have system privileges resign or are dismissed without advance notice,
the Contractor agrees to nolify the State’s Information Security Office immediatcly.

3.3. Workspacc Requirement

5.3.1.1f applicable, the State will work with Contractor to determine requirements for
providing necessary workspace and State cquipment for its End Users.

6. Wcebsite And Social Media

6.1. The Contractor must work with the State’s Communications Burcau te cnsure thal any
social media or website designed, created, or managed on behalf of the State meets all Staie
and NH DolT website and social media requirements and policies.

6.2. The Contractor agrees Protected Health Information {PHI), Personally Identifiable
Information (PIi), or other Confidential Data solicited cither by social media or the website
that is maintaincd, stored or captured must not be further disclosed unless expressly
provided in the Contract. The solicitation or disclosurc of PHI, Pil, or other Confidential
Data is subject to Exhibit G, Attachment 2 — Exhibit K: DHHS Information Security
Requirements and Exhibit I: DHHS Business Associate'Agreement and all applicable state
and fedcral law, rules, and agreements. Unless specifically required by the Contract and
uniess clear notice is provided to users of the website or social inedia, the Contractor agrecs
that site visitation must not be tracked, disclosed or used for website or social media
analytics or markering.

B

6.3. Statc of New Hampshire's Website Copyright

6.3.1.  Allright, title and interest in the Statc WWW site, including copyright to all Data
and information, shall remain with the State of New Hampshlrc The Statc of
New Hampshire shall also tetain all right, titlc and intcrest in any user interfaces
and computer instructions embedded within the WWW pages. All WWW pagcs
and any othcr Data or information shall, where applicable, dlspiay the State of
New Harnpshlrc s copyright. .

7. Deliverable Review And Acceptence
7.1. Non-Software and Written Deliverables Review and Acceplance

7.1.1. The Contractor must provide a written Certification that a non-software, writien -
deliverable (such as the Test Plan) is final, complete, and ready for revicw. After
recciving such Centification from the Contractor, the State will review the Deliverable
to determine whether it meets the requirements outlined in this Exhibit. The State will
notify the Contractor in writing of its Acceptance or rejection of the Deliverable, or its
partial or conditional Acceptance of the Deliverable, within five (5)-business days of
the State’s receipt of the Contractor's writtcn Certification; provided that if the State

2 o
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determines that the State needs more than five (5) days, then the State shall be entitled
10 an extension of up to an additional ten (10) business days. If the State rejects the
Deliverable or any portion of the Deliverable, or if any Acceptance by the State is
conditioned upon completion of any related matter, then the State shall notify the

Contractor of the naturc and class of the Deficiency, or the terms of the conditional . -

-~ Acccptance, and The Contractor must correct the Deficiency or resolve the condition
o Acceptance within the period identified in the Work Plan. If no period for the
‘Contractor's correction of the Deliverable or resolution of condition is jdentificd, The
Con_iractor must correct the Deficicncy in the Deliverable or resolve the condition
within five (5) business days or such longer period as the State (in its sole discretion)
may agree. Upon receipt of the corrected Deliverable, the State shall have five (5)
business days to review the Deliverable and notify the Contractor of its Acceplance,

. Acceplance in part, conditional Acceptance, or rcjection thercof, with the option 1o
extend the Review Period up to five (5) additional business days; or mutually agreed
upon timeframe. [f the Contractor fails to correct the Deficicncy within the allotted
period, the State may, at its option, continue reviewing the Deliverable and rcquire the
Contractor to continue until the Deficiency is corrected, or immediately terminate the
Contract, declare the Contractor in default, and or pursue its remedics at law and in

cquity.
7.2. Software Deliverables Review and Acceptance .

7.2.1. System/Software Testing and Acceptanee sheli be performed as sct forth in the Test
Plan and morc particularly described in Acceptance and Testing Services deseribed
herein.

7.3. Number of Deliverables

7.3.1. Unless the State otherwise specifically agrees in writing, in no event shall the
~ Contractor certify for testing and deliver to the State more than three (3) Deliverables
for revicw or testing at onc time. As the State accepts a Deliverable, an additional
Dcliverable may be presented for review but at no time can the Deliverables cxceed

three (3) at a time without the autharization of the State.

7.4. Conditiona) and Unconditional Acceptance

74.1. By accepting a Deliverable, the' State reserves the right to reject any and all
Deliverables in the cvent the State detects any Deficiency in the System, in whole or in
part, through complction of all Acceptance Testing, including but not limited to,
Softwarce/System Accepance Testing, and any extensions thercof.

8. Change Order

8.1.  The State may make changes, revisions or request enhancements to the Scope of Work at
any time by written Change Order. The State originated changes, revisions or cnhancements
“shall be approved-by the Department of Information Technology. Within five {5) busincss
days of Contractor’s receipt of a Change Order, Contractor shall advise the State, in detail,
of any impact on cost (e.g., incrcase or decrease), the Schedule, and the Work Plan.

' 8.2.  Contractor may propose a change within the scope of the Contract by writien ,_Changc_Ordér,
ridentifying any impact on cost, the Schedule, and the Work Plan. The State shall

’ o3
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8.3.

8.4.

acknowledge receipt of Contractor’s requested Change Order within five (5) business days.
The State Agency, as well as the Department of Information Technology, must review and
approvc all Change Orders in writing. The Siate shall be deemed 1o have rejected the
Changc Order if the Partics are unablc to rcach an agreement in wrmng within 30 days of
receipt of the Change Order. i,

Change orders resulting in an increase of Pncc Limitation, an extension of time for Contract
complction or a significant change to the scope of the Contract may requirc approval by the
Govermnor and Council.

A Change Order which is accepted and cxecuted by both Partics, and if applicable approved
by Governorand Council, shall amend the terms of this Agrecment.

9. Implementation Services ’ ‘

9.l.

9.2.

93.

The Contractor must cmploy an industry-standard Implcmcnlalton strategy with a timeline
set forth in accordance with the Work Plan: .

The Contractor must manage Project execution and provide the tools needed to create and
manage the Project’s Work Plan and tasks, manage and schedule Project staft, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and Report status.

The Contractor and the State shali adopt a Change Management approach to identify and
plan key strategics, communication initiatives, and training plans.

10. Background Checks

10.1.

10.3.

The Contractor must conduct criminal background checks, at its own cxpensc, and not
utilize any End Users, to fulfill the obligations of the Contract who have béen coavicted of.
any crime of dishonesty, including but not limited to criminal fraud, or othenwise convicted
of any felony or misdemeanor offense for which incarceration for up to | year is an
authorized penalty. Contraclor agrees it will initiate a criminal background check re-

" investigation of all employees, volunteers, interns, and subcontractors assigned to this

Contract every five (5) years. The five (5) year period will be based on the date of the last

. Criminal Background Check conductcd by the Contractor.
10.2.

" The Contractor must promote ‘and maintain an awarcncss of the importance of
securing the State’s information among the Contractor's End Users. Contractor’s End Users
shall not be permitted to handle, access, view, store or discuss Confidential Data until an
attestation is received by the Contractor that all Contractor End Users associated with
fulfilling the obhganons of this Contract are, based on criteria provided hercin are, eligible
to participate in work associated with this Contract,

The Statc may, at its solc expense, conduct reference and screcning of the Contractor
Project Manager and the Contractor Key Project Staff.

1. Project Management

Date:

The Contractor must provide project tracking tools and templates to record and manage
Issues, Risks, Change Requests, Requirements, and other documents used in the
management and tracking of the project. The State belicves that effective communication
and Reporting are essential to Project success. The Contractor must employ effective

-] f
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1.2,

communication and chomng stratcgics (o ensure Project success. The Contractor Key-
Project Staff shall participate in meetings as requested by the State, in accordance with the
requirements and terms of this Contract,

The Project requires the coordinated efforts of a Project Team consisting of both Contractor
and Statc personnel. Contractor shall provide all necessary resources to perform its
‘obligations under the Contract. Contractor is responsible for providing all appropriate
resources end personnel to manage 1his Projeet to a successful completion,

12. The Contractor Key Project Staff .

12.1.

The Contractor’s Contract Manager

12.1.1.The Contractor must assign a Contract Manager who wull be responsible for all
" Contract authorization and administration, including but not limited to processing

Contract documentation, obtammg exceutive approvals, tracking costs and payments,
and representing the parties in all Contract administrative activities.

12.2. The Contractor's Project Manager

12.2.1. The Contractor must assign a Project Manager who is qualified to perform or supervisc

the Contractor’s obligations under this Agreement.

12.2.2. The Contractor’s selection of the Project Manager shall be subject to the prior written

approval of the State. The State's approval process may include, without limitation, at
the State’s discretion, review of the proposed Project Manager’s résume, qualifications,
references, and background checks, and an interview. The State may require removal

“or rcassignment of Project Manager who, in the sole judgment of the State, is found

unacceptable or is not performing 1o the State’s satisfaction.

12.2.3. Project Manager must be qualified to perform the obligations required of the position

under the Contract, shall have full authority to make binding dccisions under the
Coniract, and shall function as Contractor’s represcntative for alt administrative and
management matters. Project Manager must be available to prompily respond during
normal Busincss Hours within Ten (10) hours of inquiries from the State, and be at the
sitc as needed. Project Manager must work diligently and use hlsl her best cfforts on
the Project.

12.3. Change of Project Manager

12.3.1. The Contractor may not rcplace the Project Manager or change its assignment of

Project Manager without providing the State written notice and obtaining the prior

approval of the State of the replacement Project Manager. State approvals for .

replacement of Project Manager shall not be unrcasonably withheld. The replacement
Project Manager is subject.to the same requirements and review as sct forth above.
Contractor shall assign a replacement Project Manager within ten (10) business days of
the departure of the prior Project Manager, and Contractor shall continue during the ten
(10) business day period to provide competent project management Services through a
qualified interim Project Manager. s

12.4. The Contractor’s Additional Project Staff

Page ﬁ2 of 46
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12.4.1. The State reserves the right to requirc removal or reassignment of Key Project Staff
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who are found unacceptable 1o the State. Contractor shall not change Key Project Staff
commitments withouit providing the State written notice and obtaining the prior written’
approval'of the State. Statc approvals for replacement 6f Key Project Staff will not be
unrcasonably withheld. The replacement Key Project Staff shall have comparable or
greater skills than Key Project Staff being replaced. ' '

13. The State Key Project Staff

13.1. The State Contract Manager _
13.1.1.The State shall assign a Contract Manager who shall function as the Statc’s
representative with regard to Contract administration..
13.2. The State Project Manager 5
13.2.1. The State shall assign a Project Manager. The Statc Project Manager’s dutics shall
include the following: '
13.2.2. Leading the Project; :
13.2.3. Engaging and managing all Contractors waorking on the Project;
13.2.4. Managing significant issues and risks;
13.2.5. Reviewing and accepting Contract Deliverables;
13.2.6.Invoicc sign-ofTs; ‘
13.2.7.Revicw and approval of Change Orders;
13.2.8. Mahaging stakcholders' concems.
14, Work Plan
14.t. The Contractor’s Project Manager and the State Project manager shall finalize the Work
Plan within Thirty (30) days of the Effective Date and further refine the tasks required to
implement-the Project. Continued development and management of the Work Plan is a
joint effort on the part of the Contractor and State Project Managers. The Contractor must
update the work plan no less than cvery two weeks, and review status and changes with the
State’s Project Manager. - ' .
14.2. The preliminary Work Plan creatcd by the Contractor and the State is set forth in Exhibit
G, Attachment | - IT Reguirements Workbook,
14.3. In conjunction with the Contractor’s Project Management methodology, which shall be

used to manage the Project’s lifc cycle, the Contractor’s tcam and the State shall finalize
the Work Plan at the onset of the Project. This plan shall identify the tasks, Deliverables,
major milestones, task dependencies, and a payment Schedute requircd to implement the
Project. 1t shall also address inira-task dependencies, resource allocations (both State and
the Contractor’s tcam members), rcfine the Project’s scope, and establish the Project’s
Schedule, : - '

I5. Acceptance & Testing Services

5.1,

The Contractor must support a Call Center for Burcau of Family Assistancc for the Statc,
Program staff to test system interfaces and ensure scgregated development, test, and

o3
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production environments with role-based access ¢ontrol arc enforced Uscr acceptance
testing sagnoff by the State must occur before go-live.

16. Maintenance, Operations And Support

“16.1. System Maintenance

.2 16.1.1, The Contractor must mamtam and support the Systcm in all miaterial respects as
described in the Contract, through the Contract Completion Datc. The Contractor must
make available to the Stdte the latest program updates, general maintenance reteases,’
sélected functionality relcases, patches, and Documentation that are gcnera]ly offered
to its customers, at no additional cost. :

16.2. System Support

The Contractor must perform on-site or remote technical support in accordance with the
Contract, including without limitation the requircments, terms, and conditions contained
hercin,

As part of the Software maintenance agreement, ongoing Softwareé mainienance and
support levels, intluding all new Soﬂwarc releases, shall be responded to accordmg to the
following:

_ Class A Defi ciencies — The Contractor shall have available to the State on-call telephone
assistance, with issuc tracking availabic to the State, eight (8) hours per day and five (§)

- days a week with an email / telephone response within two (2) hours of request; or the
Contractor shall provide support on-site or with remotc diagnostic Services, within four
(4) business hours of a request;

16.3. Class B & C Deficiencies — The State shall notify the Contractor of such Deficiencics
during regular Business Hours and the Contractor shall respond back within four (4) hours
of notification of planned corrective action.

16.4. Support Obligations

16.4.1.The Contractor must rcpair or replace Softwarc, and providé maintenance of the
Software in accordance with the Specifications and terms and requircments of the
Contract. '

16.4.2. The Contractor must maintain a rccord of the activities refated 1o Warranty repair or
maintenance activities performed for the State;

"

16.4.3. For all maintenance activities, The Contractor must ensurc'the following information
will be collected and maintaincd: )
16.4.3.1. nature of the Deficiency;
16.4.3.2. current status of the Deficiency;
16.4.3.3. action plans, dates, and times;

16.4.3.4. expected and actual completion time;

Ds -
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16.4.3.5.
16.4.3.6.
16.4.3.7.
16.4.3.8.

Deficiency resolution information;
resolved by;
identifying number i.c. work order number; and

issue identified by.

16.4.4, The Contractor must work with the Statc to identify and troubleshoot potentially large-
scale System failures.or Deficiencies by collecting the following information:

16.44.1. l:ncan timc berween Reported Deficiencies with the Software;

16.4.4.2, dlagnosas of the root cause of the problem; and

16.4.4.3. identification of rcpeat calls or repeat Software problems

16.4.5.1f the Contractor fails to correct a Deficiency, The Contractor must be deemed to have
committed an Event.of Default, and the State shall have the right, at its option, to pursuc
. the remedics as defined in the P-37 General Provisions, Provision 8, as well as to retum

the Contractor’s product and reccive a refund for all amounts paid to the Contractor,
including but not limited to, applicable Liccnse fees, within nincty (90) days of

notification to the Contractor of the State's refund request.

17. Contract Warranties and Representations

17.1. System

Page
Cont
Date: 777"

s

17.1.1. The Contractor warrants that any Systems provided under this Agreement will operate
and conform to the Specifications, terms, and requirements of this Agrecment,

17.2. Sofp\:are

17.2.1. The Contractor warrants that any Softwarc provided as part of this Agreemient,
including but not limited to the individual modules or functions furnished under the
Contract, is properly functioning within the System, compliant with the reqmreménts
of the Contract, and will operate in accordance with the Specifications and terms of the.

Contract.

17.2.2. For any breach of the abovc Softwarc warranty, in addition to all its other remedies at
law and in equity, at the State’s option The Contractor must:

17.2.2.1.

17.2.2.2

17.2.2.3.

provide the correction of program errors that cause breach of the warranty, or
if Contractor cannot substantially corrcct such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid to Contractor for the program license and any unused, prepaid
technical support fees the State has paid for the program license; or

the re-performance of the deficient Services, or

if Contractor cannot substantially corrcet a breach. in a commcrcially
reasonable manner, the State may end the relevant Services and recover the
fecs paid to Contractor for the deficient Services.

y o3 i
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17.3. Compatibility
17.3.1. The Contractor warrants that all System components, including but not limited to the
components provided, any replacement or upgraded System Software components

provided. by Contractor to correct Deficiencics or as an Enhancement, shall operate
wnh the rest of the System wnhout loss of any functionality.

17.4. Servlces

17.4.1. The Contractor warrants that all Services 1o be provided under this Agreement will be
provided expediently, in 2 professional manncr, in accordance with industry standards
and that Services will comply with pcrformancc standards, Spcc1ﬁcanons and terms
of the Contram as ;

18. Data Protection

18.1. The Contractor must comply with E‘(hlbll G, Autachment 2- Exhibit K: DHHS Information
Security Requiremenits.

19. Data Integration and Ingestion

19.1.  The Contractor must, for the Call Center for Burcau of Family Assistance implemented, be
required to provide the professional services and automated daily, no less than once per day,
ability to export and/or provide direct data connection access all of the dala maintained by the
system and if nceded delivered to the Statc via sFTP, per Exhibit G, Attachment 2 - Exhibit

" K: DHHS Information Security Requirements or another sccured methodology mutually
agrccd upon by both parties. Additionally, a data di¢tionary and model must be prowded for ..
any data being provided to the State.

19.2.  The Contractor must provide professional .services 1o assist in the ingestion of the data
" provided utilizing the State's Informatica, Oracle and Tableau tools as well as create data
models, visualizations, reports and dashboards for data analytics in the State’s Enterpnise
Business Intelligence (EBI) system that currently consists of an Oracle 19¢ databasc,
Informatica for ETL and Metadata Management, and Tabicau for reporting and

data vnsuallzauons

- 20, Data Locanon

20.1. The Contractor must provide its Services to the State and its end users solely from
data centers within the contiguous United States. All storage, processing and transmission
of Confidential Data and Statc Data shall be restricted to information technology systems
within the contiguous United Statcs. The Contractor must not allow itsEnd Users, as defined -
in Exhibit G, Attachiment 2 - Exhibit K: DHHS Information Security Requirements, to store
Confidential Data or State Data on portable devices, including personal computers, unless
prior written exceplion is provided by the Department of Hcealth and Human Service's.
Information Security Office.

20.2. Privacy Impact Assessment (PIA)

20.2.1. Upon request, the Contractor must allow and assist the Statc in conducting a Privacy
Impact Assessment (PIA) of its system(s)/application{s)/web portal(s)/website(s) or

= o3
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State- system(s)/application(s)/web portal(s)vebsitc(s) hosted by the Contractor if
Personally Identifiabte Information (PI1) is collected, used, accessed, shared, or stored.
To conduct the PIA the Contractor must provide the State access to applicablc systems
and documentation sufficicnt to atlow the Statc 1o asscss, at minimum, the followmg

20.2.1.1. How PIl is gathered and stored,

20.2. 1.2. Who will have access to PII; "
20.2.1.3. How PlJ will be used in the system;

20.2.1.4. How indtvidual consent will be achieved and revoked; and

20'2 1.5, Privacy practiccs.

20.2.2. The Statc may conduct follow-up PIAs in the event there arc cither significant
process changes or new technologies nnpacung the collection, proccssmg or storage of

Pil.
21. Federal Data
21.1. This Contract requires the Contractor 1o access, handle or view federal data under the

State’s custodianship to fulfill #ts contractual obligations. As a condition of the State’s
¢clectronic data exchange and/or computer/data matching agreements with its various
federal partners the State is required to safeguard the confidentiality, integrity, and
availability of the federal information providcd through the agreement(s) from
unauthorized access and |mpropcr disclosurc, as well as adhere to NIST 800-53' (latest
version).

21.2. The State wnll provide the Security Requircments and Procedurcs for the applicable federal
agency or agencies to the Contractor, within 10 business days from Governor and Council
approval, 1o assist in meeting its federal safcguarding requirements. In addition to the NH
DHHS Information Security Requirements Exhibit K, the provided federal agency sceurity
document(s} will impart a detailed description of management, operational and technical,
controls required. The foundations for. the requirements arc the Federal Information
Security Managcmcnl Act (FISMA), Public Law (P.L.) 107-347, the Privacy Act of 1974
and federal agency’s own policics, procedures, and directives. .

22. Software Agreement

22.1. The Contractor must provide the State with access to the Software Licenscs and
Documentation set forth in the Contract, and particularly described' Exhibit D: Sofnvare
Agreement.

23. Administrative Services

'23.1. The Contract shali provide the State with the Administrative Services sci forth in the

Contract, and particularly described in Exhibit E: Adm:msrranve Services.’
24, Training

24.1. The Contractor must utilize LMS and Microsoft Teams to conduct virtual Instructor Lead
Training (ILT) and at the Contractors classroom in Exeter, New Hampshirc office to
conduct onsite ILT. Hybrid virtual and onsitc classcs may also accommodated.

o
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EXHIBIT B - STATEMENT OF WORK

24.2. The Contractor must provide training content and convcy information and quizzes, rolc
plays, teach backs, gamification, call reviews, and simulations to reinforce and apply
information. Topics for CRs must include but arc not limited to:

24.2.1.
2422,
24.2.3.
24.24.
24.2.5.
2426
24.2.17.

2 24.2.8.

New team member orientation

Information security awareness

HIPAA training

Great Customer Care traihing

Caring, Solutions oricnted, customer service.
Self-help and one call resolution emphasis

Quality cxpectations and monitoring dhhs.nh.gov-training and nheasy.nh.gov

‘training.

Revicw all aspects of cach program offered to NH Residents via the site.

24.3. The Contractor must provide a New HEIGHTS training focused on the users’ required
\ access level, including but not Jimited to: Application Entry (AE), Benefit Issuance (BI),
Client Notices (CN), Client Scheduling (CS), Document Imaging (DI), Inquiry (1Q),
Managed Care, Online Help (OH), and Reporting (RP), in collaboration wnth the
Department. .

25. Terms And Definitions

25.1. Terms and Definitions applicable to this Contract arc identificd in Exhibit F: Terms and
Dcfinitions.

26. Contractor's Certificates

26.1. Required Comractor Certificates are attached in Exhibir G.

|
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE
The terms outlined in the Payment Schedule is set forth below:

|. Contract Price

1.1. Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of atl payments made by the State exceed
the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The payment
by the Statc of the total Contract price shall be the only, and-the complete réimbursement to
the Contractor for all fecs and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

'2. Travel Expenses

2.1. The State will not be rcspons:blc for any lravci or out of pocket cxpenses incurred m the
performance of the Services performed under this Contract. The Contractor must assum¢ all
ravel and related expenses incurred by Contractor in performancc of its obligations. All Jabor
rates in this Agreement will be considered “Fully Loaded,”, including, but not limited to:
meals, hotel/housing, airfare, car rentals, car milcage, and any additional odt of pockcl
€Xpenses.

" 3. Shipping Fees .

3.1. The State will not pay for any shipping or delivery fees unltess specifically itemized in this
Agrecment.

4. Invoicing

4.1. The Contractor must submit corrcct invoices to the State for all amounts to be paid by the
State. All invoices submitted shall be subject to the State’s.prior written approval, which shall
not be unrcasonably withheld. The Contractor must only submit invoices for Services or
Deliverables as permitted by the Contract. invoices must be in a format as determined by the
State and contain detailed information, including without limitation: itemization of each
Deliverable and -identification of the Dcliverable for which payment is sought, and the
Acceptance datc triggering such payment; date of delivery and/or installation; monthiy
maintcnance charges; any other Project costs or retention amounts if applicable.

4.2. Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the
State will pay the'correct and undisputed invoice within thinty (30) days of invoice receipt.
lavoices will not be backdated and shall be promptly dispatched.

5. [Invoice Address
Invoices may be sent to: )
BF Ainvoiccs@dhhs.nh.gov
Payment Address

5.1. Payments shall be madc via ACH. Usc the followmg link 10 encoll with the State Trcasury
for ACH paymcnrs hitps://www.nh. govfrrcasury/sratc vendors/index. htm

D3
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6. Payment Address ; i
6.1. Payments shall bc.made via ACH. Use the following link to enroll with the State Treasury
for ACH paymenis: https://www.nh. govfireasury/state-vendors/index.htm _
7. Overpayments To The Contractor )
7.1. The Contractor must promptly, but no later than fificen (15) business days, retumn to the State
the full amount of any overpayment or erroncous payment upon discovery or notice from the
Stare.
. Credits
8.1. The State may apply crcdnts duc to the State arising out of this Contracl agamst the
. Contractor’s invoices with appropriate mformanon attached.
-9. Project Holdback )
9.1. The-State shall withhold ten percent (10%) of the price for each Dclivcréble cxeept Sofh\varc
License fees, as sct forth in the Payment Table, until successful COnClUSIOH of thc Warranty
Period.
10. Payment Schedule
10.1. This is a Not to Exceed Contract. The total Contract value is indicated in P 37 General
Provisions - Block 1.8: Pricc Limitation for the period between the Effective Date through
datc indicated in P-37 General Provisions - Block [.7: Complction Date. The Contractor must
be responsible for performing its obligations in accordance with the Contract. This Contract
will altow the Contractor to invoice the Statc for the following activities, Deliverables, or
milestones appearing in the pricc arid payment tables in Exhibit G, Aitachment | - IT
Requirements Workbook, which shall not exceed $121,820 87
10.2. Initial Training Pricing
Implementation Training
- Hourly Hours / Total Training
Trainces | - Rate . Traince '| Hours Cost
Initial Training 30 $32.00 40 . 1,200 $38,400.00
10.3. Year | (Year 1 — Governor and Council Approval — June April 1, 2024)
Operational Cost
Year | Operations
& . Hours/ Total Hourly
Labor Category FTE - Year Hours Rate Yearly Cost
CSR 30 1,872 56,160 $38.80 | $2,179,008.00
Administrative Clerk 3 1,872 3616 $38.80 $217,900.80
Total Year ) 61,776 $2,396,908.80
104. Year 2 (Year 2 - April 1, 2024 - June 30, 2025) Operational Cost
os B x
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Year 1 QOperations G
. . Hours / Total Hourly
Labor Category FTE Year Hours Rate Yearly Cost
CSR 30 1,872 56,160 $39.96 |3$2,2443748.24
Administrative Clerk 3 1,872 5616 $39.96 224.437.82
Total Year | 61,776 | $2,468,816.06
10.5. Total Cost .
Cost Price location
. - . Exhibit G, Attachment | - IT
Deliverables/Activity/Milestones $121,820.87 Requirements Workbook
Implementation Training $38,400.00 See 10.2
i Contract Performance (Year | — _
Governor and Council Approval - June | $2,396,908.80 See 10.3
April 1, 2024) ;
Contract Performance (Year 2 — April :
|, 2024 — June 30, 2025) 2.468.816.06 SiectlOid
Total Contract Yalue $5,025,945.73

10.6. Contractor Staff, Resource Hours and Rates Worksheet
) Director of Diseceiriof
Project Manager Program Manager * Systems
Operations Enei
: ngineering
Planning And
Project 40 2 .26 42
Management
Installation 0 0 0 0
Testing 14 0 0 6
System
Deployment 8 0 0 2
Operations 0 0 0 0
Total Hours 62 2 26 .50
Hourly Rate $136.43 3212.81 $190.97 $163.71 -
. Contractor
Resource Price | .
Total (Hours $8,458.66 $425.62 $4,965.22 $8.185.50 -
X Rate)
DesktopiSupport SME 11 SME IV . DiHCeln OF
Director Training

Ds
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[

Planning And T ', A
Project 35 9 . 156 64
Management 3
Installation 0 0 w0 0
Testing 6 4 - 24 0
System
Deplovment' 2 . B 20
Operations 0 ' 0 0 0
Total Hours 51 39 196 94
Hourly Rate $103.95 $244.46 $354.69 $105.65
Contractor
Rescurce Price . > !
Total (Hours $6,678.45 : $9,533.94 $69,519.24 $9,931.10
X Rate)
7
>y Customer Service Administrative QA
EoRslrainee Representative Clerk Analyst*
Planning And ,
Project 0 ot 0 0 0
Management ;
lastallation 1,200 0 ; 0 0
Testing 0 0 0 0
System .
Deployment 0 0 0 0
Operations 0 112,320 - 11,232 7,488
Total Hours 1,200 112,320 11,232° 7,488
Hourly Rate $32.00 .. $3880 ' $38.80 $0.00
Contractor r :
"Resource Price
Total (Hours $38,400.00 $4,358,016.00 | $435,801.60 $0.00
X Rate):
Supervisor* Operations Manager*
Planning And
Project 0 0
Management
Installation 0 0
Testing 0 0
System’
Deployment g :
Operations | - 7,488 3,744
. os
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Total Hours 7,488 3,744
Hourly Rate $0.00 $0.00
Contractor *

Resource Price
Total (Hours | = $0.00 _ $0.00
X Rate) ;

' | of the project are included in the per hour cost of the CSR and Administrative Clerk.

* The cost for Program Manager, QA Analysts, Supervisors and Operations Manager during the Operations phase

10.7. Proposed Stat'e Staff Resource Hours

PROPOSED STATE STAFFf, RESOURCE HOURS ,
Project Manager | Technology &
' Information Security

Planning And Project Management 20 10
installation : 5] ' 10
Testing ; 20 ., 20
System Deployment 20 | .. 10
Operations, 0 _ 0
Total Hours . 65 50

10.8. Future Contractor Rates Worksheet

The State may request additional Services from the Contractor The State and Contractor agree
1o the following rates in the event the contract is extended as described in P-37 General
Provisions, Section 3 Effective Date/Completion of Services.

Page 33 of 46 l k(P
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FUTURE CONTRACTOR PRICING WORKSHEET ,
CONTRACTOR 2023 2024 2025 2026 2027
ROLE ' _
Project $136.43 $140.52 | $144.74 $149.08 $153.55
Maﬁgcr i
Program $21281 | $219.19 $225.77 $232.54 $239.52
Managér -
Directonfuf $190.97 $196.70 $202.60 $208.68 $214.94
Operations _
Director of ;
Systems $I163.71 | $16862 | - $173.68 $178.89 $184.26 °
Engincering B ;
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Desktop -

Support $130.95 $134.88 $138.93 $143.10 - $147.39
Director : e

SME Il $244.46 $251.79- $259.34 $267.12 $275.13
SME IV’ $354.39 " 526533 . $376.29 . $387.58 $399.21
Bixector of $105.65 $108.82 $112.08 $115.44 $118.90
Training

Corporate $76.39 $78.68 $81.04 $83.47 $85.97
Trainer

Customer ' F

Service - $38.80 | $39.96 $4i.16 §42.39 $43.66
Representative .

Adimtalsiratie . $38.80 ] $39.96 541.16 $42.39 SA8co
Clerk 3 5

| Quality :

Assurance $34.77 | $35.81 $36.88 $37.99 $39.13
Analvst i
Supervisor ___§79.14| $81.51 $83.96 $86.48 i - $89.07
Operations $93.95 | $96.77 | $99.67 1510266 - $105.74
Manager : 3 i

Remainder of this page intentionally left blunk
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-complete its obligations under this Agreement,

STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES
RFP-2024-DEHS-01-CALLC-01 Call Center for Bureau of Family Assistance -
- EXHIBIT D-1 - CUSTOM SOFTWARE AGREEMENT

Software Tutle. The Contractor agrees that any and all work product created pursuant to ‘this

- Agreement, including but not limited to all Software, are deemed to be “works for hire" within the’

meaning of the Copyright Act of 1976. To the extent Contractor is deemed to have rctained any
legal title, rights and interest in these works, Contractor hereby assigns any and all such titl, rights,
and interest (including all ownership and intellectual property rights) in the Software and related
work praduct to the State of New Hampshice in consideration for the promises sct forth within this
Agreement. § ;

Documentation and Copics. The State shall be entitled to copies of any work product upon request
to Contractor. At the conclusion of this Agreement, Contractor agrees to provide all copies of the
Softwarc for all versions, including related documentation, 10 the State. Contractor shall not retain
any work product associated with this Agreciment unless authorized by the State in writing. '

Restriction on Usc. Unless spcciﬁcally authorized by the State, Contractor shall not utilize work
product derived as part of this Agreement in any manner other than as required by Contractor to

Softwarc Non-Infringement. The Contractor warrants that the Software, including any and all
component parts thereof (“Contractcd Works™) that afe original. works of the Contractor that do
not violate or infringe any patent, traidemark, copyright, trade name or other intellectual property
rights or misappropriate a trade sccret of any third party. '

4.1. The warranty of non-infringement shall be an on-going and perpetual obligation that shall
survive termination of the Contract. In the event that someone makes a claim against the
State that any Contracted Works' infringe their intellectual property rights, Contractor shall
defend and indemnify the State against the claim provided that the State:

4.1.1. Promptly notifies Contractor in writing, not later than 30 days after the State
- reccives actual written notice of such claim;

4.1.2.  Gives Contractor control of the defense and any settlement negotiations; and

4.1.3.  Gives Contractor the information, authority, and assistance rcasonably needed to
defend against or scitle the claim.

4.2. Notwithstanding the forcgoing, the State’s counsel may participate in any claim to the extent
the State secks to assert any immunities or defenses applicable to the State. o

4.3. If Contractor belicves or it is determined that any of the Contracted Works may have violated
somconc clse’s intellectual property rights, Contractor may choose to cither modify the
Contracted Resources to be non-infringing or obtain a license to allow for continucd use, or
if these alternatives are not commercially reasonable, Contractor may end the license, and-
require return of the applicable Contracted Works and refund all fees the Statc has paid
Contractor under the Contract. Contractor will not indemnify the State if the State aliers the
Contracted Resources without Contractor’s consent or uses it outside the scope of usc
identificd in Contractor’s user Documentation or if the State uses a version of the Contracted
Works which has been superseded, if the infringement claim could have been avoided by
using an unaltered currcnt version of the Contracted Resources which was provided 1o the
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State at no addmonal cost. Contractor wnll not indemnify the State 1o the extent that an
infringement claim is bascd upon any information design, Specification, instruction,
Software, data, or material not furnished by Contractor.  Contractor will not indemnify the
Statc to the extent that an mfrmgcmcm claim is based upon the combination of any Contracted:
Works wnh any products or scrvices not provided by Contractor without Contractor’s
consent. :

'S.  Viruses The Contractor shall provide Software that is frce of viruses, destructive programming,
and mechanisms designed 0 disrupt the performance of the Software in accordance with the
Spcc:ﬁcatlons

Remainder of this page intentionally left blank

.DS
Page37ofd6 - ‘ L:.(,b
Cont

Contrg s



DocuSign Envelope ID: 8473_0708-7461 ~-4F9F-BD86-2ACIEBBFECI3
\ .

STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES

RFP-2024-DEHS-01-CALLC-01 Call Center for Bureau of Family Assistance
EJ\HIBIT E - ADMINSTRATIVE SERVICES )

EXHIBITE - ADMIN[STRATIVE SERVICES

1. Dispute Resolution

1.1. Prior to the filing of any formal proccedings with respect to a dispute (other than an action
sceking -injunctive relief with respect to intellectual property rights or Confidential
Information), the Party believing itself aggricved (the “Invoking Party”) shall call for

" progressive management involvement in the disputc negotiation by writicn notice to the other
Party. Such notice shall be without prejudice 10 the Invoking Party’s right 10 any other remedy
permitted under the Contract.

1.2."The Partics shall usc rcasonable cfforts to arrangc personal meetings and/or telephone
conferences as nceded, at mutually convenicnt times and places, between negotiators for the
Parties at the following successive management levels, cach of which shall have'a period of
allotted time as specificd below in which to attempt to resolve the dispute:

Table E-1. .
DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE
LEVEL | romg CTOR o | sTaTE CUMULATIVE
CONTAGT POINT OF CONTACT ALLOTED TIME
Primary Contract Maﬁager Contract Manager :;':;s (5} Business
First Prdjc_ct Manager Project Manager Ten (@) Bhisiness
Days
. . Burcau Chief of Bureau Fifteen (15)
Seegnd Pagject Directar of Family Assistance Business Days
: . President of F.H. . . . :
Third “Cann & Associates, Bifettos of DmsEO.n of Tos cnty (20)
. Inc. Economic Stability Business Days

i.3. The allotted time for the first level negotiations shall begin on the date the Invoking Party's
* notice isreceived by the other Party. Subscquent allotted time is days from the date that the
original Invoking Party’s notice is received by the other Panty.

1. Access and Cooperation

2.1. Subject to the terms of this Agreement and applicable laws, regulations, and pollcncs,lhc State
will provide the Contractor with access to all program files, librarics, personal computer-
bascd Systems, Software packages, Network Systems, sccurity Systems, and hardware as
required to complete'the contracted Services.

3. Record Retention

3.1. Contractor and its Subcontractors shall maintain all Projcct records including but not limited
to books, records, documents, and other cvidence of accounting procedures and practices,

03
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which properly and sufficiently reflect all direct and indirect costs invoiced in the
performance of their respective obligations under the Contract.  Contractor and its
Subcontractors shall rctain all such records for three (3) years following tcrmination of the
Contract, including any extensions. Records retating to any liti gation matters regarding the
Contract shall be kept for one (1) year following the termination of ail litigation, including
the termination of alt appeals or the expiration of the appeal period,

3.2. Upon prior notice.and subject to reasonable time frames, all such records shall be subject to
inspection, cxamination, audit and copying by personncl so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access to
these items shall be provided within Merrimack County of the State of New Hampshire,
unlcss otherwise agreed by the State. Delivery of and access to such records shall be at no
cost to the State during the three (3) year period following termination of the Contract and

. onc (1) ycar Term following litigation rclating to the Contract, including all appeals or the

expiration of thc appeal period. Contractor shall include the record retention and Review
requirements of this section in any of its subcontracts. i

4. Accounting

4.1. Contractar shall maintain an Aaccounting System in accordance with Generally Acc?pled
Accounting Principles (GAAP). The costs applicable to the Contract shall be ascertainable
from the accounting System,

5. Audit

5.1. The Contractor must allow the Statc to audit conformance to the contract terms. The State
/ may perform this audit or contract with a third party atits discretion and at the State's expense.

Remuinder of this page intentionally left blank
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EXHIBIT F - TERMS AND DEFINITIONS

The following general contracting terms and def‘nmons apply except as specifically noted elsewhere in this

Contract.
TERM DEFINITION
Notice from the State that a Dehverable has ‘satisfied |
Acccplancc Acceptance Test or Review,
Agreement A Contract duly executed and legally binding:

Commercial Qff The Shelf Sofiware
(COTS) -

Software that is purchased from a vendor and is rcady for
use with little or no change.

Confidential Information or
Confidential Data

The definition for this term is located in Exhibit G,
Attachment 2 ~ Exhibit K: DHHS Informauan Security
Regquirements. ’

Contract

.An Agrcement between the State of New Hampshire and a

Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contractor Confidential Information

Information the Contractor has clearly identified in writing
to the State it claims to be confidential or proprieiary.

Data .

1
State records, files, forms, clectronic information and other

documents or information, in either electronic or paper

form, thal will be used /converted by the Vendor during the
contrac! term, that may be defined as “Confidential Data™
within Exhibit "G, Attachment 2 - Exhibit K; DHHS
Information Security Requirements.

Data Breach

The definition for this tcrm is located in the Exhlbu G _
Attachment 2, Exhibit K: DHHS Information Security
Requirements.

Deficiency (-ics)/Defects "

A failure, shortcoming or error in a Detiverable resulting in
a Dcliverable, the Software, or the Systcm, not conforming
to its Specifications.
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Dcliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, repont, manuat, book, code, or other),
provided by the Contractor to the Statc or under the terms
of a Contract rcquircment. .

Documentation

All information that describes the installation, operation,
and use of the Software, cither in ‘printed or clectronic
format.

Enhancements

Updates, additions, modifications to, and new releascs for
the Sofiware or System, and all changes to the
Documentation as a result of improvement in quality, value,
or extent.

Hosted Scrvices

Applications, 1T infrastructure components or functions

thal organizations access from extemal service prowdcrs ' B

typically through an intemnet connection.

Hostcd System

The combination of hardwarc, software and nctworking
components used by the Application Scrvice Provider to
deliver the Hosted Services,

Identification and Authentication

Supports obtaining information about those partics
attempting to log on to a systcm or application for securlty
purposcs and the validation of thosc uscrs.

Implementation

The process for making the System fully Operauonal for
processing the Data.

Infrastructurc as a Service (1aaS)

The Contractor is -responsible  for awnership and
management of the hardware that support the software,
including servers, networking and storage.

,

Interactive Voice Response (IVR)

A technology that allows humans to interact. with a
computer-opcrated phane system through the use of voice
and dual-tone, multi-frequency sngna!mg (DTMF) toncs
input via a keypad. In tclccommumcatlons IVR allows
customers to interact with a company's host system via a

/| telephone keypad or by specch recognition, after which

scrvices can be inquircd about through the 1VR dialoguc..
IVR systems can respond with pre-recorded or dynamically
generated audio to further dircct users on how to proceed.
IVR systems deployed in the nerwork are sized to handle
large call volumes and also uscd for outbound calling as
IVR systcms arc morc intclligent than many predictive
dialcr systems.
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RFP-2024 DEHS-01-CALLC-01 Call Center for Bureau of Family Assistance
EXHIBIT F - TERMS AND DEFINITIONS

Non-Public Information -
A

The. definition for this term is located in Exhibit . G,
Attachment 2 - Exhibit K: DHHS Information Security.

Requirements.
I"a

Open Source Software

| Seftwarc that guarantces the uscr unrestricted use of the

Software as defined in RSA chapter 21-R:10 and RSA
chapter 21-R:11,

Operational

Operational mcans that the System is rcady for use and fully
functional, all Data has been loaded; the System is available
for usc by the State in its daily opcrations, and the State has
issued Acceptance.

Personally Idcntifiable Informatian

The definition for this term is located in Exhibit G,
Attachment 2 = Exhibit K; DHHS Information Security
Requirements.

Platform as a Service (Paas)

The Contractor is responsible for ownership and

management of the hardware that support the softwarc,
including servers, networking and storage and also provides
the opcerating system and databascs.

Security Incident

The definition for this term is located in Exhibit G,
Attachment 2 — Exhibit K: DHHS Information Securrry
Reqmremems

Software

All Cusiom, Open Source, laaS, SaaS and/or COTS
Software and/or applications provided by.the Contractor
under the Contract.

Software Deliverables

All Custom, - Open Source, laaS Saa8 and/or COTS
Softwarc and/or applications and Enhancements. '

Software License

Licenses providcd to the Statc under this Contract.
. c
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STATE OF NEW HAMPSHIRE :
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES

RFP-2024-DEHS-01-CALLC-01 Call Center for Bureau of Family Assistance -
EXHIBIT F - TERMS AND DEFINITIONS

Softwarc-as-a-Service (SaalS)

.| The capability provided to the State to use the Contractor’s

applications running on a cloud infrastructure. The
applications arc accessible from various clicnt devices
through a thin-client interface such as a Web browser (c.g.,
Web-based ematil) or a program interface. The State does
not manage or control the underlying cloud infrastructure
inctuding network, servers, Operating Systems, storagc or _
even individual application.capabilitics, with the possible
cxception of limited uscr-specific application configuration
settings.

Specifications ’

T

Written details that set forth the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any performance standards, Documcntation,
applicable State and federal policies, laws and regulations,
State technical standards, subscquent Statc-approved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
arc, by this reference, made a part of the Contract as though
completely sct forth hercin. '

State Data_

All Data created or in any way originating with the State,
and all Data that is the output of computer processing of or
other electronic manipulation of any Data that was created

-by or in any way originated with the State, whether such

Data or output is storcd on the State’s hardware, the
Contractor’s hardware or exisis in any system owned,
maintained or otherwise controlled by the State or by the
Contractor that may bc dcfined as “Confidential Data™
within Exhibit G, Attachment 2 - Exhibit K: DHHS
Information Security Regquirements.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year (SFY) runs from
July 1 of the preceding calendar year through June 30 of the
applicable calendar year.

Subcontractor

A person, partnership, or company aot in the employment
of, or owncd by, the Contractor which is.performing:

-| Services under this Contract under a separate Contract with

or on behalf of the Contractor.

; Support Services

The maintcnance and technical support services provided
by Contractor to the Stalc during the Term of the Contract.

os
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STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES

RFP-2024-DEHS-01-CALLC-01 Call Centerlfor Bureau of Family Assistance
EXHIBIT F - TERMS AND DEFINITIONS

All Software, specified hardware, iﬁtcrfaces and cxtcnsiof\s,

System integrated and functioning together in accordance with the
Specifications. :

. Period of the Contract from the Effective Date through the

Term Complction Date identificd in the P-37 General Provisions

or termination.

Tier One Call Center Resolution

The first linc of support that resolves a caller’s basic nceds
and/or questions that are cither casc related or scrvices
related; caller inquiries that can be solved on the first call
without escalation. Tier One support is responsible for
gathcring and analyzing caller information, determining the
caller’s issuc andfor nced. If determined to be Tier One
issucs or needs, the Tier One Call Center provides the caller
with answers and information to their satisfaction. Caller
needs or issucs that are beyond the skill of the Tier One Call
Center staff 1o resolve, shall be escalated (o the Department
Call.Center staff: . v

Supports the confirmation of authority to enter a computer

Verificati .
Exificetion system application or nctwork.
The conditions under, and period during, which the
Contractor will repair, replace, or other compensate for, the
Warranty defective item without cost to the buyer.or user. It also

delincates the rights and obligations of both parties in case
of a claim or dispute. .

Warranty Period

A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Scrvices delivered as defined in the Contract.

Documentation that details the activitics for the Project
created in accordance with the Contract. The plan and
delincation of tasks, activitics and events 10 be performed
and Delivcrables to be produced under the Project as

Work Plan specified in Attachment 1: /T Requirements Workbook.
The Work Plan shall includc a detailed description of the
Schedule, tasks/activities, Deliverables, critical events, task
dependencics, and the resources that would lead and/or
participate on ¢ach task,
. c3
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STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES

RFP. 2024 DEHS-01-CALLC-01 Call Center for Bureau of Family Assistance
~ EXHIBIT G - ATTACHMENTS AND CONTRACTOR.CERTIFICATES

EXHIBITG - ATTACHMENTS AND COVTRACTOR CERTIFICATES

1. DHHS ATTACHMENTS
1.1. Exhibit G Attachment | - IT Requirements Workbook

1.2. Exhibit G Attachment 2 - DHHS Standard Exhibits D-K: o
1.2.1.1.  Exhibit D - Certification Regarding Drug-Frec Workplace Requirements
1.2.1.2.  Exhibit E - Certification Regarding Lobbying

1.2.1.3. Exhibit. F - Certification Regarding Debarment, Suspension and Other
. Responsibility Matters

1.2.1.4.  Exhibit G - Certification ofCompIign'c’t;

1.2.1.5.  Exhibit H - Certification Regarding Environmental Tobacco Smoke

|.2..l.6. Exhibit I: Busincss Associate Agreement -

12.1.7. * Exhibit J - Certification Regarding the Federal Funding Accounrab:llry and

Transparcncy Act (FFATA)
1.2.1.8.  Exhibit K: DHHS Information Sccurity Requirements

2 CONTRACTOR CERTIFICATES .
2.1. Contractor’s Certificate of Good Standing :

2.2. Contractor's Certificate of VotelAurhpmy

2.3. Contractor's Cenificaic of Insurance

Remainder of this page intentionally left blank
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APPLICATION REQUIREMENTS  ~
State Regquirements Vendor
; 1 Vendor Delivery Py
Req # Requirement Description Criticali Comments
L a P ty Response | Method
GENERAL SPECIFICATIONS
o Abullfy to access :ata u_smg _Op:n standards a;chss protocol (please . " Yes Standard FHC can access the State’s systems just as
. specify supported versions in the comments field). ‘ a remote employee would.
Data is available in commonly used format over which no entity has 2
exclusive control, with the exception of Nat-lonal or International R There are no-such restrictions on FHC's
Al2  [standards. Datais not subject to any copyright, patent, trademark or M Yes Standard dafka
other trade secret regulation.
Web-based compatible and in conformance with the following w3C FHC has no client or customer facing web-
standards: HTMLS, €55 2.1, XML 1.1 . = based components for this effort. If a
AL3 M Yes Standard |need were determined FHC would
comply with the noted WC3 standards.
APPLICATION SECURITY
Verify the identity or authenticate all of the system client applications FHC requires MFA authentication to
before allowing use of the system to prevent access to inappropriate or access the network and has implemented
A21 confidential data or services. M Yes Standarg |2 Zero Trust Architecture for user and
o device authentication prior to accessing
any netwark resources.
Verify the identity and authenticate all of the system’s human users FHC requires MFA authentication to the
before allowing them to use its capabilities to prevent access to i network and has implemented a Zero
A2.2  linappropriate or canfidential data or services. M Yes Standard |Trust Architecture for user and device
’ auvthentication prior to accessing any
<
Enforce unique user names. * FHC leverages its HRIS as its system of
. record and has implemented an account -
A23 M Yes Standard |naming convention, which ensures the
unigueness of usernames.
Enforce complex passwords for Administrator Accounts in accordance FHC has implemented strong password
a24  [With DolT's statewide User Account and Password Policy. M "Yes Standard pghcnes afrd enforces them using Group
¥ Policy Objects.
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A25

Enforce the use of complex passwords for general users using capital
letters, numbers and special characters in accordance with DalT's
statewide User Account and Password Policy.

Yes

Standard

FHC password policies require the use of
at least one upper case, one lower case,
one numeric, and one special character.

A2.6

Encrypt passwords in transmission and at rest within the database.

.

Yes

Standard

FHC uses only strong ciphers and has
implemented transmission encryption.
Microsoft Active Directory and its default
encryption is used for secure password
sinrapp

A7

Establish ability to expire passwords after a definite period of time in
accordance with DolT's statewide User Account and Password Policy.

Yes

Standard

FHC expires bath privileged and non-
privileged accounts every 60 days.

A2.8

Provide the ability to limit the number of people that can grant or
change authorizations.

Yes

Standard

FHC has established risk designation for it
positions. Privileged accounts and non-
privileged accounts are established based
on demonstrated need, least privilege,
and role-based access. Separation of
duties is.enforced to limit privilege creep.

A2.9

Establish ability to enforce session timeouts during periods of inactivity.

Yes

Standard

FHC locks screens and forced re-
authentication after 15 minutes of
inactivity. Session timeouts are
established at 30 minutes of inactivity.

A2.10

‘| The application shall not store authentication credentials or sensitive

datain its code.

Yes

Standard
1

FHC uses a.COTS CRM and Telephony
Platform and does not perform custom
application development. Credentials and
sensitive data are not stored within any
code

AZ2.11

Log all attempted accesses that fail |dent|f|cat|on authentication and-
authorization requirements.

Yes

Standard

FHC logs bath successful and failed
identification and autharization
a

A2.12

The application shall log all activities to a central server to prevent
parties to application transactions from denying that they have taken
place. .

Yes

Standard

FHC has implemented a Syslog server as
well as a Security Information and Event
Management {SIEM) solution. All systems
and application logs are stored,
processed, and reviewed within the SIEM.

=
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&

A2.13

All logs must be kept for a minimum of 6 years,

Yes

Custom

Currently, FHC retains logs for 3 years in
accordance with lega! and regulatory
statutes. FHC will work collaboratively
with the state to determine what logs
must be retained longer and comply with
that.

A2.14

The application’ must allow a human user to explicitly terminate a
session. No remnants of the prior session should then remain.

Yes

Standard

Application sessions that are closed,
terminated, or logged out of do remain
resident or available,

A2.15

Do not use’Software and System Services for anything other than they
are designed for.

Yes '~

Standard

FHC has implemented policies and
procedures to ensure software and
system services are used only for the
purpose for which they are intended.

Acceptable Use Policies and Rules of
Rah.

A2.16

The application Data shall be protected from unauthorized use when at
rest,

“Yes

Standard

The FHC CRM Ieverages AES-256
encryption to secure data at rest.

A2.17

The application shall keep any sensitive Data‘'or communications prwate
from unaulhonzed individuals and programs.

Yes

Standard

FHC has defined System Authorization

'|Boundaries. The access rules in place

ensure only users with a demonstrated
need to know have access to information
required to perform their authorized job
responsibilities. Least privitege and role-
based access policies and rules have been
implemented to suppart compliance.
Access to FHC resources must be
approved by the employee manager and
the system owner before access is
granted. VLANs, ACLs, and firewalls have
been implemented to enforce traffic flow
and ensure only autharized devices may
communicate with each other.

(o
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Subsequent application enhancements or upgiades shall not remove or
degrade security requirements,

4

FHC has implemented configuration
management plans, policies, and
procedures, which require security, 3
impact assessments prior to any system
change. Implemented changes are

New users level of access

Files accessed (including users)

Access to systems, applications and data

- Access trail to systems and applications (successful and unsuccessful
attempts)

9. Security events

BN oW e WN

4

A2.18 M Yes Standard |reviewed by the information security
team to ensure changes were completed
according to specification and no new
risks or vulnerabilities have been
introduced into the system because of
the change.

Utilize change management documentation and procedures. FHC has implemented formal .

A2.19 M Yes Standard configuration and change management
plans, policies, and procedures.

Web Services : The service provider shall use Web services exclusively to FHC understands that interfacing with
interface with the State’s data in near real time when possible. State data is not required for this effort.

A2.20 M . N/A Standard If that requirement is implémented FHC
will exclusively utilize web services to

= interface in near Realtime. ;
Logs must be configured using "fail-safe™ configuration. Audit logs must FHC has defined logging requirements,
contain the following minimum information: . which comply with those specified. Event
; types and elements have been
- User 1Ds {of all users who have access to the system) documented and are enforced. Logs are
. Date and time stamps . configured using fail-safe configurations,
Changes made to system configurations which ensure ongoing logging .
A2.21 Addition of new users M Yes Standard |functionality and prevent the Ioss of logs

during any incident.

o | I‘:@
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TESTING REQUIREMENTS L
State Requirements . Vendor i
. Vendor Delivery .
Req # Requirement Description Criticali Comments
L “q ‘ ot . Response | Method LS
APPLICATION SECURITY TESTING -
HAll components of the'Softwar.e shall Fae reviewed and tested to ensure FHC will be utilizing the State systems
Ti.1 they protect the State’s web site and its related Data assets. M Yes Standard | directly. No sensitive data will be stored
in our applications.
. The'Vendor shall be responsible for providing documentation of security FHC performs annual independent NIST )
testing, as appropriate. Tests shall focus on the technical, administrative i SP800-53r5 security assessments and
T1.2 and physical security controls that have been designed into the System M Yes Standard |PENEtration testing. Over SO0 monthly
architecture in order to provide the necessary confidentiality, integrity fecurring scanning, assessment, testing,
and availability. and audit functions are also performed.
Provide evidence that supports the fact that Identification and FHC performs annual independent NIST
Authentication testing has been recently accomplished; supports SPBOO0-53r5 security assessments and
71.3 obtaining information about those parties attempting to log onto a M Yes Standaid |Penetration testing. Over 500 manthly
system or application for security purposes and the validation of users. recurring scanning, assessment, testing,
and audit functions are also performed.
Test for Access Control; supports the managemant of perm:ssmns for FHC performs annual independent NIST
logging onto a computer or network. . SPB0O-53r5 security assessments and
T1.4 M Yes Standard IPENEtration testing. Over 500 monthl\{
T recurring scanning, assessment, testing, |
and audit functions are also performed,
Test for encryption; supports the encoding of data for security purposes, | , FHC performs annual independent NIST
and for the ability to access the datain a decrypted format from required SPB00-53r5 security assessments and”
T1.5 taols. M Yes Standard penetration testing. Over 500 monthly
: : recurring scanning, assessment, testing,
and audit functions are also performed.
Test the Intrusion Detection; supports the detection of illegal entrance FHC performs annual mdependent NIST
into a computer system. 5PB00-53r5 secunty assessments and
6 M Yes Standard |Penetration testing. Over _500 monthly
4 recurﬁngscanning,assessnnent,lg}ﬁng.
i and audit functions afe also performed.
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T1.7

Test the Verification feature; supports the confirmation of authority to
enter a computer system, application or network.

Yes

Standard

FHC performs annual independent NIST
SP800-53r5 security-assessments and
penetration testing. Over 500 monthly
recurring scanning, assessment, testing,
and audit functions are also performed.

T18:

Test the User Management feature; supports the administration of
computer, application and netwark accounts within an organization.

Yes

Standard

FHC performs annual independent NIST
SP800-53r5 security assessments and
penetration testing. Over 500 monthly
recurring scanning, assessment, testing,
and audit functions are also performed.

1.9

Test Role/Privilege Management; supports the granting of abilities to
users or groups of users of a computer, application or network.

Yes

Standard

FHC performs annual independent NIST
SPBOO-53r5 security assessments and
penetration testing. Over 500 monthly
recurring scanning, assessment, testing,
and audit functions are also performed.

CT1.10

Test Audit Trail Capture and Analysis; supports the identification and

monitoring of activities within an application or system.

Yes

Standard

FHC performs annual independent NIST
SP80OC-53r5 security assessments and
penetration testing. Over S00 monthly
fFECUFring scanning, assessment, testing,
and audit functions are also performed.

T1i11

Test Input Validation; ensures the application is protected from buffer
overflow, cross-site scripting, SQU injection, and unauthorized access of
files and/or directories on the server.

Yes

Standard

FHC will be using the State's applications
“for this engagement.

T.1.12

For web applications, ensure the application has been tested and
hardened to prevent critical application security flaws. { At a minimum,
the application shall be tested against all flaws outlined in the Open Web
Application Security Project {OWASP) Top Ten '
(http://www.owasp.org/index.ph p/OWASP_Top_Ten_Project).

N/A

Standard

FHC is not proposing externally facing
web applications for this effort. If the
need arose, we would use hardened
systems and test against the OWASP Top
Ten.

(o
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Provide the State with validation of 3rd party security reviews

performed on the application and system envirocnment. The review may

include’a combination of vulnerability scanning, penetration testing,
static analysis of the source code, and expert code review (please

FHC performs annua! independent NIST
SPBO0-53r5 security assessments and
penetration testing. Over 500 monthly
recurring scanning, assessment, testing,
and audit functions are also performed.

T2.2

T1.13 |specify proposed methodology in the comments field). Yes Standard
Additionally, our dialing platform
provider Finvi performs expert code
Y reviews and analysis of static source
code. '
Prior to the Systemn being moved into production, the Vendor shall FHC has implemented configuration
provide results of all security testing to the Department of Information i management plans, policies, and
Technology for review and acceptance. \ procedures, which require security
’ ‘ impact assessments prior to any system
change. Imptemented changes afe
T1.14 Yes Standard |reviewed by the information security
- team to ensure changes were completed
- ' according to specification and no new
risks or vulnerabilities have been
introduced into the system because of
- : : the change.
Vender shall provide documented procedure for migrating application Our dialer provider, Finvi, maintains a full
T1.15 maodifications from the User Acceptance Test Environment to the Yes standard SDLC including migration of changes from
Production Environment. - ,|UAT to Production.
*WWDARD TESTING i = i
The Vendor must test the software and the system using an industry . As FHC is utilizing a commercial system,
standard and State approved testing methadology. . _Jtesting is a function performed by our
T2.1 : Yes Standard vendor prior to releasing updates. Finvi
testing conforms to industry standards..
The Vendor must perform application stress testing and tuning. Application stress testing is performed by
~Yes ‘Standard |our commercial vendor.

(%
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_|The Vendor muit provide documented procedure for how to sync
Production with a specific testing environment.

Syncing of data is a function of our
cornmercial vendor, and instructions

- : 72.3 Yes Standard |could be provided upon request. As a
* note, FHC does not load production data
into test environments for any reasen.
The vendor must define and test disaster recovery procedures. FHC has defined and maintains both a
T2.4 Yes standard Contingency Plan and Disaster Recovery

Plans. Both plans are tested annually.

3/21/2023
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HOSTING-CLOUD REQUIREMENTS
. State Requiremeénts : ) ,: " Vendor '
. ) e Vendor | Delivery.|*~ ~
Req # Requirement Description Crltlcahty‘ Response | Method Comments
OPERATIONS
: Vendor shall provide an ANSI/TIA-942 Tier 3 Data Center or equivalent. A FHC leverages Tier 2 data centers as its
tier 3 data center requires 1)-Multiple independent distribution paths colocation service providers and can
: serving the IT equipment, 2} All IT equipment must be dual-powered and conform to these uptime standards.
HL1  [fully compatible with the topology of a site's architecture and M Yes Standard o
3)Concurrently maintairiab_ie site infrastructure with expected availability
of 99.982%. J
Vendor shall maintain a secure hosting envirenment providing all ’ FHC data center providers provide the
necessary hardware, software, and Internet bandwidth to manage the . required security contrals and services to
H1.2  application and support users with permission.based logins. M Yes Standard satisfy FHCs NIST requirements. FHC data
centers perform independent SOC 2
The Data Center must be physically secured — restricted access to the site! FHC has implemented physical and
' to personnel with controls such as biometric, badge, and others security environmental security controls and
solutions. Policies for granting access must be in place and followed. ensures its data centers do as well, The
Access shall only be granted to those with a need to perform tasks in the ' controls include, but are not limited to
g H1.3  |pata center. ' M Yes Standard |card readers, id badges, video cameras,’
' ’ £ motion detectors, burglar alarms, water
detection, fire suppression, back-up
R power, access authorizations, and visitor-
Vendor shall install and update all server patches, updates, and other FHC has implemented patch
utilities within 60 days of release from the manufacturer. management and flaw remediation
policies and procedures to ensure timely
patch deployment. Weekly vulnerability
scans are executed 1o ensure
. compliances. Patches not applied in
H1.4 M Yes . Standard |accordance with policy and procedure
enter into the vulnerability management
program for tracking and resolution.

=
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Vendor shall monitor System, security, and application logs. FHC audit logging and monitoring
H1.5 i ) Yes Standard lincludes system, security, and application
: logs, -
Vendor shall manage the sharing of data resources. FHC has implemented a Privacy Program,
J . |Policy, Plan, and Procedures to govern
HL.6 Yes Standard [2nd guide in the sharing of data
resources. All data resource and data
sharing is analyzed, authorized, and
- managad :
Vendor shalt manage daily backups, off-site data storage, and restore FHC maintains a disk-to-disk data backup
operations. g 3 solution. Daily backups and real-time
- - |iournaling of its CRM are performed.
H1.7 Yes Standard 1B3ckup and journaling is replicated to
FHCs alternate data center. Quarterly
data restore tests are performed to
validate functionality and integrity.
The Vendor shall monitor physical hardware. FHC monitors all physical and virtual
Hi.8 Yes Standard |hardware and infrastructure 24x7 using
: . ___IPRIG, '
Remote access shall be customized to the State’s business application. In FHC strongly prefers to restrict access to
7 instances where the State requires access to the application or server available portals and public-facing
H1.9 resources not in the DMZ, the Vendor shall provide remote desktop Yes Custom systems located within the DMZ,
connection to the server through secure protocels such as a Virtual x however remote access to systems can
Private Network (VPNJ). be accomplisheq via VPN if necessary.
K110 Reserved. E
« |DISASTER RECOVERY : & X =
Vendor shall have documented disaster recovery plans that address the FHC has developed and implemented a
H2.1 recovery of lost State data as well as their own. Systems shall be . Yes Standard Disaster Recovery Plan to guide its
’ architected to meet the defined recovery needs. . {system and operations reconstitution
activitieg :

- 3/21/2023




DocuSign Envelope I1D: 8473CTD8-7461-4F9F-BD856-2ACIEBSF6CI3

Attachment 1 - It Requirements Workbook

. The disaster recovery plan shall identify appropriate methods for FHC has documented the key business
procuring additional hardware in the event of a component failure. In .. |partners needed for disaster recovery
: most instances, systems shzll offer a level of redundancy 5o the loss of a activities. Redundancy has been
drive or power supply will not be sufficient to terminate services implemented to ensure a single
however, these failed components will have to be replaced. component failure will not resultin a .
H22 = Yes Standard |business interruption. Agreements exist
. with key business partners to ensure
services and products can be provided in
accordance with documented RPOs and
RTOs.
Vendor shall adhere to a defined and documented back-up schedule and |- FHC has documented and adheres to
H2.3 procedure. ’ “Yes Standard [documented backup schedule and
i ) procedyres
Back-up copies of data are made for the purpose of facilitating a restore . FHC maintains a disk-to-disk data backup
of the data in the event-of data loss or System failure. solution. Daily backups and real-time
’ . journaling of its CRM are performed.
‘H2.4 Yes Standard {Backup and journaling is replicated to
: FHCs alternate data center. Quarterty
data restore tests are performed to
validate functionality and integrity.
Scheduled backups of all servers must be completed regularly. The FHC maintains a disk-to-disk data backup
minimum acceptable frequency is differential backup daily, and complete solution. Daily backups and real-time
backup weekly. journaling of its CRM are performed.
H2.5 : Yes Standard |Backup and journaling are replicated to
FHCs alternate data center. Quarterly
data restore tests are performed to
¢ validate functionality and integrity.
Tapes or other back-up media tapes must be securely transferred from -|FHC does not use removable media for
the site to another secure location to avoid complete data loss with the backups. FHC uses a disk-to-disk backup
= H2.6  |loss of a facility. . Yes Standard |solution, which replicates backups from
; our primary data center to our alternate _
P _ N . &
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. |Data recovery — In the event that recovery back to the last backup is not FHC maintains a disk-to-disk data backup
sufficient to recover State Data, the Vendor shall employ the use of solution. Daity backdps and real-time
! database iogs in addition to backup media in the restoration of the journaling of its CRM are performed.
3 H2.7 database(s) to afford.a much closer to real-time recovery. To do this, logs M Yas . Standard |Backup and journaling is replicated to
; must be moved off the volume coritaining the database with a frequency FHCs alternate data center. Quarterly
ta match the business needs. data restore tests are performed to
( validate functionality and integrity. -
HOSTING SECURITY
H3.1 Reserved. M
H3.2 If State data is hosted on multiple servers, data exchanges between and M FHC will host a limited amount of state
among servers must be encrypted. data as part of this contract. Oata
' Yes . Standard [exchanges between and among FHC
servers is encrypted.
H33 Reserved. i M
H3.4 All components of the infrastructure shall'be reviewed and tested to M FRC performs annual independent NIST
ensure they protect the State’s hardware, software, and its related data SP800-53r5 security assessments and
assets. Tests shall focus on the technical, administrative and physical penetration testing. Over 500 monthly
security controls that have been designed into the System architecfure in recurring vulnerability scanning, STIG
order to provide conﬁde'ntiality. integrity and availability. scanning, assessment, testing, and audit
: L functions are also performed. FHC has
implemented configuration management
plans, pelicies, and procedures, which
Yes Standard require security impact assessments prior
to any system change. Implemented
changes are reviewed by the information
security team to ensure chariges were
completed according to specification and
nonewrkksorbuherabmﬁeshavebeen
‘ introduced Into the system because of
) the change. ‘
H3.5 ° |Reserved. M
H3.6 Reserved. M i

(e
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H3.7 All servers and devices must have event logging enabled. Logs must be M FHC configured logging on all systems
protected with access limited to only authorized administrators. Logs within its security boundary. Logs are
shall include System, Application, Web and Database logs. . . ) secured against tampering and according

Yes Standard (i5 need to know and least privileged
concepts. Logs include system,
aﬁplication, web, and database logs.

H3.8 Operating Systems {0S) and Databases {0B) shall be built and hardened M . FHC hardens it systems according to STIG

) in.accordance with guidelines set forth by CIS, NIST or NSA. standards and scans them weekly for

- compliance. Where STIG standards are
not available FHC hardens its systems
Yes Standard’ [actording to CIS guidelines. Where

neither STIG nor CIS is available FHC
hardens its systems against vendor best
practices and maintains manual
checkiists. ’ )

H3.9 Reserved. M

H3.10 |Reserved. M

SERVICE LEVEL AGREEMENT
H4.1 The Vendor's System support and maintenance shall commence upon M FRC will maintain support and
“|the Effective. Date and extend through the end of the Contract term, and maintenance for its systems from the
any extensions thereof. Yes Standard |Effective Date through the end of the
-~ JContract term, and any extensions
thereof.

Ha4.2 The vendor shall maintain'the hardware and Software in accordance with -M FHC will maintain it's hardware and

. the specifications, terms, and requirements of the Contract, including software in accordance with the
providing, upgrades and fixes as required. ' ' Yes Standard |SPecifications, terms, and requirements
of the Contract, including upgrades and

’ fixes as required. ] 2

H4.3 The vendor shall repair or replace the hardware or software, or any M FHC will repair or replace its hardware or
portion thereof, so that the System operates in accordance with the i software, or any portion thereof, so that
Specifications, terms, and requirements of the Contract. Yes Standard the System operates in accordance with

the Specifications, terms, and
4 requirements of the Contract.

(o
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All hardware and softwaré components of the Vendor hosting

make the document unintelligible; Non Software - Services were
deficient, require reworking, but do not require re-performance of the
Service. .

o Class C Deficiency - Software - minimal, cosmetic in nature, minimal
effect on System, low priority and/or user can use System; Written
Documentation - minimal changes required’and of minor editing nature;
Non Software - Services require only minar reworking and do not require
re-performance of the Service,

H4.4 M FHC will maintain support for its
infrastructure shall be fully supported by their respective manufacturers & hardware and software components from
- at all times. All critical patches for operating systems, databases, web applicable manufacturers at all times. All
services, etc., shall be applied within sixty (60} days of release by thei Yes Siand ard |critical patches for operating systems,
respective manufacturers. . databases, web services, etc., shall be
_ applied within sixty (60) days of release
i by respective manufacturers. i
H4.5 The State shall have unlimited access, via phone or Email, to the Vendor- M FHC maintains a support group that will
' technical support staff between the hours of 8:30am to 5:00pm- Monday Yes Standard be available to the State between 8:30
through Friday EST. © ]AM and 5 PM Eastern M-F.
H4.6 The Vendor shall conform to the specific deficiency class as described: M FHC will comply with the deficiency
2 o Class A Deficiency - Software - Critical, does not allow Systern to classes listed for any assets in use for this
operate, no work around, demands immediate action: Written contract.
. |Documentation - missing significant portions of information or
unintelligible to State; Non Software - Services were inadequate and
require re-performance of the Service. ]
o Class B Deficiency - Software - important, does not stop operation
and/or there is a work around and user can perform tasks; Written
Gocumentation - partions of infarmation are missing but not enough to Yes Standard .

(e
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H4.7? As part of the maintenance agreement, ongoing support issues shall be M As it relates to any assets in use for this
responded to according to the following: contract, FHC will comply with the
a. Class A Deficiencies - The Vendor shall have available to the State on- deficiency classifications as listed.
call telephone assistance, with issue tracking available to the State, eight > o i
(8) hours per day and five (5) days a week with an email / telephone '
response within two {2} haurs of request; or the Vendor shall provide
support on-site or with remote diagnostic Services, within four (4)

« Ibusiness hours of a request; Yes Standard
b. Class 8 & C Deficiencies —The State shall notify the Vendor of such .
Deficiencies duridg regular business hours and the Vendor shall respond )
back within four {4) hours of notification of planned corrective action: 2 - '
The Vendor shall repair or replace Software, and provide maintenance of
the Software in accordance with the Specifications, Terms and -~
Requirements of the Contract. )

H4.8  |The hosting server for the State shall be available twenty-four {24) hours M FHC's systems in support of this contract
a day, 7 days a week except for during scheduled maintenance. will be available 24/7 except during

Yes Standard Jscheduled maintenance windows.

Ha.9  |A regularly scheduled maintenance window shall be identified (such as "M FHC has defined scheduled maintenance
weekly, monthly, or quarterly) at which time all relevant server patches Yes Standard windows within its System Maintenance
and application upgrades shall be applied. Policy.

H4.10 |If The Vendor is unable to meet the uptime requirement, The Vendor M For any systems FHC supplies to the State
shalt credit State’s account in an amount based upon the following we will submit the record of activity
formula: (Total Contract Item Price/365) x Nurnber of Days Contract item Yes ‘Standard perfor}ned quarterly including uptime,
Not Provided. The State must request this credit in writing. N CRs, patches and outages including initial

response and closure time.

H4.11 |The Vendor shall use a change management policy for notification and M FHC has implemented formal
tracking of change requests as well as-critical outages. configuration and change management

' ‘ plans, policies, and procedures. FHC will
Yes Standard collabora'te with the State to determine
appropriate notification guidelines given
the scope of the Contract and the
proposed architecture.

(o
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Ha.12  |A critical outage will be designated when a business function cannot be M FHC agrees to designate a business
’ met by a nonperforming application and there is no work around to the interruption as critical when a business
problem. |function cannot be met by
' e : nonperforming systems and there is no
Yes Standard |work around to the problem. FHC will
collaborate with the State to determine
= the necessary notification and ongoing
- communication protocols as related to |
- ' critical outages. .

H4.13  |The Vendor shall maintain a record of the activities retated to repair or M For any systems FHC supplies to the State
maintenance activities performed for the State and shall report quarterly ) we will submit the record of activity
on the following: Server up-time; All change requests implemented, performed quarterly including uptime,
including operating system patches; All critical outages reported Yes Standard |CRs. patches and outages including initial’
including actual issue and resolution; Number of deficiencies reported by response and closure time.
class with initial response time as well as time to close.

H4.14 [The Vendor will give two-business days prior notification to the State M FHC does not anticipate the scope of the
Project Manager of all chahges/updétes_'and provide the State with Contract to warrant the provision of
training due to the upgrades and changes. g . training given most of the work will be

performed on State systems by FHC
emplayees as opposed to systems the
Yes Standard [FHC is hosting for the State. FHC will
collaborate with the State to determine
the extent of notification required for
: changes or updates given the scope and
architecture of the project. '

3/21/2023
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SUPPORT & MAINTENANCE REQUIREMENTS

State Requirements Vendor .
’ ' o Vendor | Delivery ’
Req # Requirement Description Criticali Comments
g £q : “ i hid Response | Method,
SUPPORT & MAINTENANCE REQUIREMENTS t &
The Vendor's System support and maintenance shall commence upon FHC will maintain support and
the Effective Date and extend through the end of the Contract term, and mazintenance for its systems from the
S11  lany extensions thereof. M Yes. .-Standard gffective Date through the end of the
Contract term, and any éxtensions
theceaf
Maintain the hardware and Software in accordance with the FHC will maintain its hardware and
Specifications, terms, and requirements of the Contract, including software in accordance with the
$1.2 providing, upgrades and fixes as required. M Yes -Standard [sPecifications, tgrmé, and requirements
" |of the Contract, including upgrades and .
fixes as required.
Repair Software, or any portion thereof, so that the System operates in FHC will repair or replace its hardware or
accordance with the Specifications, terms, and requirements of the software, or any portion thereof, so that
$1.3 Contract. M Yes Standard - |the System operates in accon.jance with
the Specifications, terms, and
. requirements of the Contract,
The State shall have unlimited access, via phone or Email, to the Vendor FHC maintains a support group that will
$1.4 technical s!.:pport staff betwegn the hours of 8:00am to 4:00pm- Monday M Yes Standard be available to the State between 830
through Friday EST. AM and 5 PM M-F, ]

(e
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S1.5

The Vendor response time for support shall conform to the specific
deficiency class as described below or as agreed to by the parties:

o Class A Deficiency - Software - Critical, does not allow System to
operate, no work around, demands immediate action; Written .
Documentation - missing significant portions of information or
unintelligible to State; Non Software - Services were inadequate and
require re-performance of the Service. ’

| Class B Deficiency - Software - important, does not stap operation

and/or there is a work around and user can perform tasks; Written
Documentation - portions of information are missing but not encugh to
make the document unintelligible; Non Software - Services were
deficient, require reworking, but do not require re-performance of the
Service.

“lo  Class € Deficiency - Software - minimal, cosmetic in nature, minimal

effect on System, low priority and/or user can use System; Written
Documentation - minimal changes required and of minor edmng nature;-
Non Software - Services require only minor reworking and do not require
re-performance of the Service.

Yes

Standard

FHC will comply with the deficiency
classes listed for any assets in use for this
contract. '

516

The Vendor shall make available to the State the latest program updates,
general maintenance releases, selected functionality releases, patches,
and Décumentation that are generally offered to its customers, at no
additionat cost.

Yes

*-Ithe contract however FHC will make

Standard

FHC does not anticipate this will be a
need given the architecture and scope of

available to the State the latest program
updates, general maintenance releases,
selected functionality releases, patches,
and Documentation that are generally
offered to its customers, at no addltlona[
cost.

51.7

For all maintenance Services calls; The Vendor shall ensure the following
information will be collected and maintained: 1} nature of the Deficiency;
2) current status of the Deficiency; 3} action plans, dates, and times; 4)
expected and actual completion time; 5) Deficiency resolution
information, 6) Resolved'by, 7) Identifying number i.e. work order
number, 8) Issue identified by;

Standard

FHC agrees to these requirements. While
we do not anticipate any maintenance
service calls will be in scope for this
contract, we will comply with this
stipulation should maintenance needs

3/21/2023
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The Vendor must work with the State to identify and troubleshoot FHC will work with the State to identify -
potentially large-scale System failures or Deficiencies by collecting the and troubleshoot any large-scale outages
following information: 1) mean time between reported Deficiencies with _|providing the necessary reporting.
518 |the Software; 2) diagnosis of the root cause of the problem; and 3) Standard .
identification of repeat calls or repeat Software problems.” 3
As part of the Software maintenance agreement, ongoing software FHC does not anticipate providing any
maintenance and support issues, shall be responded to according to the software to the State for this contract,
following or as agreed to by the parties: : but if any is deemed necessary, we will
comply with the deficiency classifications.
a. Class A Deficiencies - The Vendor shall have available to the State on-
call telephone assistance, with issue tracking available to the State, eight
(8] hours per day and five (S) days a week with an email / tetephone 1
response within two (2} hours of request; or the Vendar shall provide N
s1.9° sup_port on-site or with remote diagnostic Services, within four (4{ . Yes Standard
business hours of a request; i
b. Class B & C Deficiencies ~The State shall notify the Vendor of such
Deficiencies during regular business haurs and the Vendor shall respond
back within four {4} hours of notification of planned corrective action; '
The Vendor shall repair or replace Software, and provide maintenance of
the Software in accordance with the Specifications, Terms and
i Requirements of the Contract; or as agreed between the parties. .
The Vendor shall use a change management policy for notification and FHC has implemented formal
tracking of change requests as well as critical cutages. configuration and change management
i plans, policies, and procedures. FHC will
$1.10 Yes Standard [Collaborate with the State to determine
. - appropriate notification guidelines given
the scope of the Contract and the
: proposed architecture., ;

o (ks
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51.11

A critical outage will be designated when a business function cannot be
met by a nonperforming application and there is no work around to the
problem.

Yes

Standard

FHC agrees to designate a business
interruption as critical when a business
function cannot be met by
nonperforming systems and there is no
work around to the problem. FHC will
collaborate with the State to determine

[the necessary notification and ongoing

communication protocols as related to
critical outages.

$1.12

The Vendor shall maintain a record of the activities related to repair or
maintenanceé activities performed for the State and shall report quarterly
on the foillowing: All change requests implemented: All critical outages
reported including actual issue and resolution; Number of deficiencies

"|reparted by class with initial response time 2s well as time to close.

Yes

Standard

FHC does not anticipate performing any )
maintenance for the State's systems, but
if any are identified we will comply with
this reporting.

$1.13

A regularly scheduled maintenance window shall be identified (such as
weekly, monthly, or quarterly) at which time all relevant server patches
and application upgrades shall be applied.

Yes

Standard

FHC has defined scheduled maintenance
windows within its System Maintenance
Policy.

$1.14

The Vendor shall give two-business days prior notification to the State X
Project Manager of all changes/updates and provide the State with
training due to the upgrades and changes.

Yes

Staﬁdard

FHC does not anticipate the scope of the
Contract to warrant the provision of
training given most of the work will be
performed on State systems by FHC -
employees as opposed to systems the
FHC is hosting for the State. FHC will ]
collabarate with the State to determine
the extent of notification required for
changes or updates given the scope and
architecture of the project.

$1.15

The State shall provide the Vendor with a personal secure FTP site to be
used by the State for uploading and downloading files if applicable.

Yes

Standard

FHC agrees to use the SFTP site provided
by the State for FHC use for uploading
and downloading files if applicable.
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$1.15

The Vendor shall give two-business days prior notification to the State
Project Manager of all changes/updates and provide the State with
training due to the upgrades and changes.

Yes

Standard

. |FHC does not anticipate the scope of the

Contract to warrant the provision of |
training given most of the work will be
performed on State systems by FHC
employees as opposed to systems the
FHC is hosting for the State. FHC will
collaborate with the State to determine
the extent of notification required for
changes or updates given the scope and
architecture of the project.

$1.16

The State shall provide the Vendor with a personal secure FTP site to be
used by the State for uploading and downloading files if applicable.

-~

Yes

Standard

FHC agrees to use the SFTP site provided
by the State for FHC use for uploading
and downloading files if applicable.

51.17

The hosting server for the State shall be available twenty-four {24) hours
aday, 7 days a week except for during scheduled maintenance.

-

Yes

Standard

FHC does not expect this requirement to
be applicable to the proposed Contract
and Architecture however FHC is open to
collaberative discussion of this
requirement should it become relevant.

51.18

The Contractor will guide the State with possible solutions to resclve
issues to maintain a fully functioning, hosted System.

Yes

Standard

FHC agrees to guide the State with
possible solutions to resolve issues
prohibiting a fully functioning hosted

ystem
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PROJECT MANAGEMENT
- State Requirements i Vendor
Req # Requirement Descrfpt’on Criticality vendor Delivery ' C mr;'\ents
i i o
1 & i . Response | Method :
PROJECT MANAGEMENT
:endor shall pamc:Apate in an initial kick-off meeting to initiate the FHC attempts to foster 3 collaborative
¥ roject. e N : :
. p relationship with our business partners
P1.1 ’ M Yes Standard : |o' IRRSITIIG i p ) .
. and will conduct a kickoff meeting and-
_ hold future meetings as required.
i j i [ . FHC will provide Project Staff in the roles
P12 Vendor shall provide Project Staff as specified in the RFP M Yes Standard will provide ‘JEC e ro
2 5 4 assigned.
Vendor shalt submit a finalized Work Plan within ten (10) days after
Contract award and approval by Governor and Council, The Work Plan "
shall include, without limitation, a detailed description of the Schedule, ' .
' tasks, Deliverables, milestones/critical events, task dependencies, " . Electronic, | FHC will provide the Work Plan at the,
PL3  lvendors and state resources required and payment Schedule. The plan - es written request intervals for delivery.
shall be updated no less than every two weeks for the first four manths,
then monthly after four months. .
Vendor.shall pr?vide_df.-tailed bi-weekly ?tatu.s reports on the progress of FHC will provide'bi-weekly status reports
1 the Project, wr_\:ch will include expenses incurred year to date. Electronic, | on Monday, reporting on the previous 2
P1.4 ; . M Yes \ .. i
written weeks, including expenses for the
y ' : duration of the contract
All user; technical, and System Docu;mentatlon Zs well as Prct),ject R _E'ec;ronic ’ FHC will‘brovide theluse o analectionic
' PLS SCh.edu. 837 Plans, s.[atu; S - corr;.sm? ence.mrust ¢ o M Yes written " | repository to stare and share all project
;nalnI:amed as project documentation and in efectronic format {e.E. documentation.
Xre

v
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DELWWERABLES/ ACTIVITY / MILESTONES PRICING WORKSHEET
: y . DELIVERABLE PROJECTED .
DELIVERABLE, ACTIVITY, OR MILESTONE TVPE DELIVERY DATE Hours Pricing
PLANNING AND PROJECT MANAGEMENT
| Conduct Project Kicko!fT Mecting Non-Sollware 51232023 2 hours/10 people 3 3577142
2 Altestation of background check Wrilien 52472023 3 438,92
Work Plan The Contrector shall submit a finalized Work Plan within ten {10) days after Comrect award
jend 2pproval by Governor and Council. The Wark Plan shall include, without limitation, a detailed”
3 description of the Schedule, msks, Deliverables, mitestoncs/crilical events, lask dependencies, vendors Writien .
and siate resources required and payment Schedute, The plan shall be updated no kess then every two
weeks for the first four menths, then monthly ofter four months.
Progress Reports, bi-weekly in addition 1o the Siatus Reports {For the first three (3) months of the
Contrecy, the Vendor sh2ll provide writien progress repons, 10 be submitied to DHHS every two (2)
4 weeks, The reports should be'keyed 1o the implemeniation portion of the Man of Operiions and include, Written Ongoing Ongoing
2t A minimum, an assessmeni of progress made, difficultics encountered, recommendations for ’
Jaddrusing the probiems. 2nd changes necded to the Plan of Operatiens.) i
Quarterly in-person progress mectings { Vendor Project Manager, and relevant key stall, shall every three .
3) months, beginning in the first momb of the Contract, travel 10 Concord, NI 1o meet with proj . I 1
5 :cpfcs:nmivcs‘;'mm fDHMS ard the NHID 1o review past quarter performance and upcomin;pc:omjc:cr ke Ongt.smg Ongoing
Plan of Operslions. Vinual mectings moy be permitted if approved by the Department.) :
L] Project Stuus Reports Writken SI29/2023 1 hr pur repon 3 3.547.18
7 Infrasiruciure Plan, including Deskiop and Network Configuration Requirements \Written HI62023 40 hrs $ 5.891.20
|+ 3 Information Security Plan {ISP) . Written 6/13/2023 40 hr 3 14,187.60
hd Communications and Change Management Plan Writien &/6/2023 16 hrs -3 567504
10 Svsierns Interface Plan and Design/Capabitiry Wrincn 62023 20 hrs L] 3.274.20
11 Testing PMan ) Wrinen 6652023 20 hry 3 378150
12 Deployment Plan Writken 61372023 10 hrs 3 1,.904.45
13° Cornprehensive Training Plan and Cumculum “Wrilken /132023 40 hrs 3. 422600
14 End User Suppon Plan Wreinen 6/13/202) 10 hrs 3 1,320,486
15 Busincss Conlinuity Plan Wrinen 6/1372021 g hrs 3 2,237.52
16 - Documenistion of Opermional Procedures Wrilen 641372003 40 hrs 3 711838
17 Bririg Your Ouwn Device (BYOD) Security Plan {if applicable) Wirillen 6/13/7202) ‘nfa NIA
13 Data Protection Impact Assessment (DPIA) Wrilten 132023 40 hrs s 14,187.60
Systems Security Plan (S5P) . .
19 Jithe SSP shallinclude security requirements of the S)Stcm and describe the conuols in place, or planned, Writen 132013 : 40 hrs
for mecting those requirernents. The SSP shall also delincales responsibilitics and expected behavior of
all individuals who access Lthe system) 3 1418760
« 20 Disaster Recovery Plan (DRT') Writen 61372023 8 hrs ‘s 2.837.52
TESTING ]
21 Conduct Integration Testing Non-Software 6/20/223 8 hrs 3 1.739.62
2 Conduct User Acceptance Testing Non-Sottware 6202023 16 hrs 3 2,658.60
23 Perform’Production Tests Non-Software &/20/2023 16 hrs $ 2,702.20
os

b
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Security Risk Assesement (SRA) Report
o if Pl is pan ol‘uu-_Commct. the SRA shall include 8 Privacy Impact Assessment (PLA) . .
24 ¢ ifBYGCD [if personal devices have been approved by DHHS Information Security lo use, then the SRAT - Wriiten &/13r2023 16 hrs
shall include 2 BYOD section) . - .
. ; : & 5 567504
25 Security Authorization Package - Written  * 62772023 8 hrs $ 2,837.52
SOLUTION DEPLOYMENT .
16 " {Conduct Training ki - % Non-Software /222023 40hrs $ 4,479.00
7 Cutover 10 New Soflware ‘ Non-Software 62772023 8 hrs s 1,794.18
28 Provide Documentatmn \Written 6/27/3023 S hrs 3 1,091.44
29 |Execute System Security Plan x Non-Software 62772023 16 hrs 3 567504
OPERATIONS I . 5
30 Conduct Project Exit Mecting Non-Software 62072025 4 hrs ] 545.72
31 Contract End of Life Transition . Non-Software 672772025 16 hrs }H 3.577.42
! ) ) J 5 12142087

. - ; ' L h215
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New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS: ,

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D: 41
U.S.C. 701 el seq.), and further agrees to have the Contractor's representalive, as idenlified in Sections
1.11 and 1.12 of the General Provisions execute the foliowing Certification;

ALTERNATIVE! - FOR GRANTEES OTHER THAN INDIVIDUALS

: us DEPARTMENT OF HEALTH AND HUMAN SERVICES CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS T
US DEPARTMENT OF AGR!CULT}JRE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100650, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part Il of the May 25, 1890 Federal Regisler {pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regutation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification 1o the Depariment in each federal fiscal year in liu of cedificates for
each grant during the federal fiscal year covered by the cerlification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violalion of the cerlification shall be grounds for suspension of payments, suspension or
termination of granlts, or government wide suspension or debarment. Contractors using this form should
send it to;

© Commissioner.
NH Department of Health and Human Services :
129 Pleasant Street, ' ; ¥ t
Concord, NH 03301-6505 . : N

1. The grantee cenrtifies that it will or will continue to provide a drug-free workplace by:

1.1, Publishing a statement notifying employees that the urilawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibiled in the grantee’s
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongeing drug-free awareness program o inform employees about 5

.1.21. The dangers of drug abuse in the workplace:
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
- 1.24. The penaliies that may be imposed upon employees for drug abuse violations
-occurring in the workplace;

1.3. Maklng it a requirement thal each employee to be engaged in the performance of the granl be
given a copy of the stalement required by paragraph {a);

1.4. Notifying the employee in the statement required by paragraph (a} that as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the statement, and
1.4.2. Notify the employer in writing of his or her conviction-far a wolanon of a criminal drug

statute occurring in the workplace no later than five calendar days after such -
conviction;

1.5.  Notifying the agency in writing, within ten calendar days after receiving nottce under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction,
Employers of convicled employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the F ederag;aggncy

Exhiblt D — Certification regarding Drug Free Vendor Inllials
Workplace Requirements 3/21/2023
' . Date
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has designated a cenlral point for the receipt of such nonces Notice shall mclude the
identification number(s) of each affected grant;
. 1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted' _
" 1.6.1. Teking appropriate personnel action against such an employee, up o and including
termination, consistent wilh the requirements of the Rehabilitation Act of 1973, as
-amended; or -

1.6.2. Requiring such employee to participate saltsfactonly in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, Slate, or local health,
law enforcement, or other appropriate-agency; ’

1.7. Making a'good faith effort to continue to maintain a drug-free workplace-through

implemenlation of'paragraphs 1.1, 1.2, 1..3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site{s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, stale, zip code) (list each location)
Check O if there are workplaces on file that are not idenlified here.
Vendor Name: F.H. Cann & Aésociates. Inc.

3/21/2023 sk~ Bromsosme

Dale # ann-Bencosme

Executive vice Presidént

. = . :ns
Exhibit D - Certification regarding Drug Free Vendor initipls

Workplaca Requiremenis . 3/21/2023.
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CERTIFICATION REGARDING LOBBYING :

The Vendor identified in Section 1.3 of the General Provisions agrees 1o comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Reslrictions on Lobbying, and
31 U.8.C. 1352, and further agrees to have the Conlraclor's representative, as idenlified in Sections 1.11
and 1.12 of the Genera! Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS |

US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Pregrams (indicate applicable program covered):
“Temporary Assistance to Needy Families under Tille IV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Tille XX
*Medicaid Program under Title XIX

‘Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned cerifies, to the bes! of his or her knowledge and belief, that:

- 1. No Federal appropriated funds have been paid or will be paid by or o behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal conlract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specuf ¢ menlion
sub-grantee or sub-conlractor)

2. |f any funds other than Federal approprialed funds have been paid or will be paid to any person for
. influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-granlee or sub-
contractor), the unders:gned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-.)
!

3. The undersigned shall require thal the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracls under grants
loans, and cooperative agreements} and that all sub-recipients shall certify and disclose accordingly.

This certification is a malerial representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $1 00,000 for

. each such failure. \

Vepdor Name: F.H. Cann & Associates, Inc.
[
DocuSlgMdhr

(,awvbwusu«,

ann-gencosme.

3/21/2023
Date

a

Title: ' : g ;
Executive Vice President

"} 3 1
. Exhibil E - Certification Regarding Lobbying Vendor |nmatL

3/21/2023
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
' AND OTHER RESPONSIBILITY MATTERS

The Contrac!or identified in Section 1.3 of the Genéral Provisions agrees to comply with the provisions of
. Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarmenl,

Suspens:on and Other Responsibility Matters, and further agrees to have the Contractor's

representative, as identified in Sections 1.11 and 1,12 of the General Prowsmns execute the following

Certification:

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal (contract), the prospective primary partncnpant is provudlng the

certification set out below.,

2. The inability of a person to provide the cerification required below will not necessarity result in deniat
of participation in this covered transaction, [f necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services’ (DHHS)
determination whether to enter into this transaction. However, failure of the prospective prlmary
participant to furnish a certification or an explanatlon shall disquality such person from participation in
this transaction. .

3. The certification in this clause is a material represenlahon ol fact upon which reliance was placed

.- when DHHS determined to enter into this transaction. Ifit is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause ar default.

4. The prospeclive pnmary participant shall provide inmediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances. | -

5. The terns “covered transaction,” “debarred,” “suspended;” “ineligible,” *lower tier covered
transaction,” “participant,” “person,” “primary coveréd transaction,” "principal,” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions. ;

6. The prospective primary participant agrees by submitting this proposal {contract) that, should the

' proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered

transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from panticipation in this covered transaction, unless avthorized by DHHS.

- 7. The prospective-primary participant further agrees by submitting this proposal that it will include the
clause litled “Centificalion Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all sclicitations for lower tier covered transactions.

8. A participant in a covered transaclion may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily exctuded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

8. Nothing contained in the foregoing shall be construed lo require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and[ e

Exhibit F — Cerlification Regarding Debarment, Suspension ~ Contraclor Initials
And Other Responsibility Matters 3/2 1/202 3
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings. : i

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enlers into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate his transaction
for cause or default. o j

PRIMARY COVERED TRANSACTIONS ' =, . i
. 11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals: '

11:1. are not presently debarred, suspended, proposed for debarment, declared inefigible, or
voluntarily excluded from covered transactions by any Federal department or agency,

11.2. have not within a three-year period preceding this proposal {contract) been convicted of or had
& civil judgment rendered against them for commission of fraud or a crimina) offense’in
conneclion with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, thef, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property,

11.3. are not presently indicted far otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph.(l{b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal {contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals; -
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
. 13.2. where the prospactive lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
( include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transaclions," without modification in all lower lier covered
transactions and in all solicitations for lower tier covered transactions.

-~
Contractor Name: F.H. Cann & Associates, Inc.
. > Doculigned by:
3/21/2023 kara (ann—Buniomt |
Date i Name KarE Cann-Bencosme

Title: . . ; Rt
Executive Vvice President

:ns
Exhibil F = 'Cerlification Regarding Debarmaent, Suspension - Con{raclor Initials

. And Cther Responsibility Matlers 3/21/2023
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' CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING T0
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
. WHISTLEBLOWER PROTECTIONS .
The Contractor-identified in Section 1.3 of the General Provisions agrees by signature of the Contraclor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federa! nondiscriminalion requirements, which may include: :

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients 'of federal funding under this statute from discriminaling, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 {42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Acl. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or

- benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C!Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or'national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employmen! and the detivery of
services or benefits, in any program or activity; . .

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prchibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and iocal
government services, public accommodations, commercial facilities, and transpartation: -

- the Education Amendments of 1972 {20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
.discrimination on the basis of sex in federally assisled education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits'discrimination on the
basis of age in programs or aclivities receiving Federal financial assistance. It does not incluge
employment discrimination: .

-28 C.F.R. pt. 31 {U.S. Department of Justice Regulations — OJJDP Grant Programis); 28 C.F.R. pl. 42
(U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures}), Executive Order No, 13279 {equal protection of the laws for faith-based and community
organizalions); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations; ;

-28 C.F.R. pt. 38 {U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations). and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fisca! Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Proteclions, which protects employees agains!
reprisal for certain whistie blowing activities in connection with fedaral grants and contracts.

The certificate set out below is a material representation of facl upon which reliance is placed when the
agency awards the grant. False cerification or violation of the certification shall be grounds for
suspension of payments, suspension or termination af grants, or government wide suspension or

. debarment.

) 03 ’
' o Exhibit G ' : l 11(,5
Contractor I.nitiars

Confication of Compliance wih reuirements partairing to F sdecsl Mondiacriminasion, Equal Trestmant of Fsih-8a3ad Organizations -
and Whirtiebiowsr protections
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tn the event a Federal or State count or Federal or State administrative agency makes a finding of = .
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a-recipient of funds, the recipient will forward a copy of the finding to-the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman. .

The Contractor identified in Section 1.3 of the General Provisions agrees by signéture of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, lo execute the following
certification:

1. By signing and submitting this proposa!-(contract)"the Contractor agrees to comply with the provisions

indicated above. o

Contractor Name: F.H. Cann & Associates, Inc.

DocuSigned by: .

L'am WWQML

“Cann-Bencosme

3/21/2023
Date

ame:

. Tile:  executive vice President

: os
Extibit G . ‘ &b
Coniractor Initials “———
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e R 3/21/2023
Rev. 10721114 Page 2 of 2 . Date



DocuSign Envelope ID: 8473C708-7481-4F9F-BDBE-ZACIEBSFECII

Exhibit G Attachment 2 - DHHS Standard Exhibits-
‘New Hampshire Department of Health and Human Services
. Exhibit H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
{Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education, .
Jor library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The

law does not apply lo children's services provided in privale residences, facilities funded solely by

Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure *
to comply with the provisions of the law may result in the imposition of a civil monelary penalty of up to
$1000 per day and/or the imposition of an administrative compfiance order on the responsible entity,

The Conltractor identified in Section 1.3 of Ihe General Provisions agrees, by signature of the Contractor's
representative as identified in Seclion 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this conlract, the Contractor agrees to make reasonable efforts to comply |
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Contractor Name:; F.H. Cann & Associates, Inc.

DocuSigned by:
3/21/2023 kava {ansi~Punisme,
Date ' Name: Kara cann-8Bencosme
Tille:  gyacutive vice President
. :os
Exhibit H — Cerlificalion Regarding Contractor Inials
Environmenta! Tobacco Smoke . 3/21/2023
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" HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

.

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business asscciales. As defined herein, "Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity” shall mean the State of New Hampshire, Depariment of Health and Human Services.

(1) Definitions.
a. “Breach” shall have the same meaning as the term “Breach” in sectlon 164.402 of Title 45,
Code of Federal Regulations. .

b. ‘Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. “Designated Record Set” shall have the same meaning as the term 'desigr{aled record set"'
in 45 CFR Section 164.501,

e. "Data Aggregation” shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164.501.

f. “Health Care Operations” shall have the same meaning as the term “health ¢are operations”
in 45 CFR Section 164.501.

g. "HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXlll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009. !

h.” “HIPAA™ means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual® shall have the same meaning as lhe term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j.. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parls 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. - “Protected Health Information” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160,103, limited to the information created or receiva

Business Associate from or on behalf of Covered Entity.

72014 £xhibii | : Contractor Initials
Health insurance Portability Acl .
Business Assodate Agreement . 3/21/2023
Page 106 Date




DocuSign Envelope (D; 8473C708-7461-4FOF-BD8E-2ACIEBBFECI3

New Hampshire Department of Health and Human Services

: Exhibil G Atachment 2 - DHHS Standard Exhibits

Exhibit |

"Required by Law” shall have the same meaning as the term “required by law" in 45 CFR
Section 164.103.

“Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

“Security Rule” shall mean the Securily Standards for the Protéction of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

“Unsecured Protected Health Information” means protected health information that is not

secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

Other Definitions - All terms not otherwise defined herein shail have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH . '

Act. ¢

(2} Business Associate Use and Disclosure of Protected Health Information.

a,

Business Associate shall not use, disclose, maintain or transmit Protected Health
fnformation (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner thal would constitute a viofation of-the Privacy and Security Rule.

Business Associate may use or disclose PHI:
I For the proper management and administration of the Business Associate;
tl. As required by law, pursuant to the terms set forth in paragraph d. below; or
1. For dala aggregation purposes for the health care operations of Covered )
Entity. ' : e

To the extent Business Associate is permitted under the Agreement to-disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law. or for the purpase for which it was
disclosed to the third party; and (i) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach. '

The Business Associate shall not, unless such disclosure is reasanably necessary to
provide services under Exhibit A of the Agreement, disclose any PHIl in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object 1o the disclqsureﬂand
to seek appropriate relief. | If Covered Entity objects to such disclosure, the Bus'fetz ?

. 32014 " Exhibitd Contractor tnilials

Health nsurance Portability Act
Business Assoclate Agreement 3/21/2023
Page 20l 6 Date



DocuSign Envelope 1D: 8473C708-7461-4F9-F-BDBS-2ACSEBBF6633

New Hampshire Department of Health and Human Services

Exhibit G Altachment 2 - DHHS Standarg Exhibits

Exhibit |

(3)

32014

Associate shall refrain from disclosing the PH! untit Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed o
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

-Obligations and Activities of Business Associate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information andfor any security incident that may have an impact on-the
protected health information of the Covered Entity.

‘The Business Associate shall immediately perform a risk assessment when it becomes

aware of any of the abdve situations. The risk assessment shall include, but not be

limited to:

o The nature and extent of the protecled health information involved, mcludlng the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acqmred or viewed

o The extent to which the risk to the protected health information has been
mitigated. :

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entily.

The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule,

Business Associate shall make-available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compllance with HIPAA and the Privacy and
Security Rule.

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same

restrictions and condilions on the use and disclosuré of PHI contained herein, including.
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business agsggiate -
agreements with Contractor's intended business associates, who will be receivi(g@g '

Exhibit | Contractor Initials
Health Insurance Ponability Act
Business Associate Agreement 3/21/2023
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

5 ' g \
Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

-—

Within ten (10} business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524, :

W}thin ten (10) business days of receiving a written-request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its .
obligations under 45 CFR Section 164.526. '

Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10} business days of receiving a written request from Covered Entity for a

- request for an accounting of disclosures of PHI, Business Associate shall make available

to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528. g ; !

In the event any individual requests access to, amendment of, or accohnting‘ of PHI
directly from the Business Associate, the Business Associate shall within two {2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity' would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify

- Covered Entity of such response as soon as practicable.

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the

. Agreement, and shalt not retain any copies or back-up tapes of such PHI. If return or- -

destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to thesees
purposes that make the return or destruction infeasible, for so long as Business‘ [1(/5

Exhibit | Contractor Initlals
Heafth Insurance Portability Act .
Business Associate Agreement , 1/21/2023
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32014

Associate maintains such PHI. If Covered Entity, in ils sole discretion, requires that the
Business-Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Obligations_of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s) in its.-
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI. - L )

" Covered Entity shall promptly notify Business Associate of any changes in, or revocation

of permission provided to Covered Entity by individuals whose PHI may be used or-
disclosed by Business-Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508. :

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI. ‘

Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this :
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered-Entity may either immediately
terminate the Agreement or provide an opporiunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary. n .

Miscellaneous
Definitions and Requlatory References. All terms used, but not otherwise defined herein,

shali have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to

. @ Section in the Privacy and Security Rule means the Section as in effect or as

amended.

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary 10 amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law. s

Data Ownership. The Business Associate acknowledges that it has no ownership right's
with respect to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The parties agree that any an;ebigufty in the Agreement shall be r, ed
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. &(,b

. Exhibit | Contractor Initials
Health Insurance Porlability Act . >
Business Associate Agreement i 3/21/2023
Page 508 Date .
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e. Seqregation. if any term or condition of this Exhibit | or the; applucahon thereof to any
person(s) or-circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect wilhout the invatid term or condition; to th|s end the
terms and conditions of this Exhibit | are declared severable \

f. Survival. Provisions in this Exhibit 1 regarding the use and disclosure of PHI, retumn or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the
defense and indemnification provisions of section (3} e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement,

'
"

IN WITNESS WHEREOF, the parties hereto have duly execuled this Exhibit I. i

' Department of Health and Human Services _ F.H. Cann & Associates, Inc..
tate by mesplibe Contractor

Rasen W"’d kara WM%L

Slgnature o.f Authorized Representatwe Signature of Authorized Representative

Karen Hebert Kara Cann-Bencosme -

Name of Authorized Representative - Name of Authorized Representative
pDivision Director | :
| Executive Vice President

Title of Autherized Representative Title of Authorized Representative
3/23/2023 3/21/2023
Date : . Date

C
32014 ; Exhibit | ' Contractor Inhtials

Heatlh Insuranca Portability Act ;
Business Assodale Agreement 7 372172023
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CERI]_FICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
—ACT (FFATA) \] COMPLIANCE,

The Federal Funding Accountability and Transparency Acl (FFATA) requires prime awardees of individua!
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25, 000 or more. If the
initial sward is beléw $25,000 but subsequent grant modifications result in a tota) award-equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

3 In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requxrements

Name of entity : 2

Amount of award

Funding agency

NAICS code for contracts / CFDA program number for grants
Program source

Award titte descriptive of the purpose of the fundlng action
Location of the entity

Principle place of performance

Unique identifier of the entity (UE1 #)

. Tota! compensation and names of the top five executives if: .

10.1. More than 80% of annual gross revenues are from the Federal govemment, and those
revenues are greater than $25M annually and
10.2. Compensation information is not already available’ through reporting to the SEC.

SPEPNOG LN

o

Prime grant recipients must submit FFATA required data by the end of the month, pius 30 days, in which
the award or award amendment is made.

The Contractor identified in Section. 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 108-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the Genera! Provisions
exacute the following Certification:

-The below named Contractor agrees to provide needed information as outlmed above to the NH
Department of Health and Hurman Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name: F.H. Cann & Associates, Inc.

i DocuSigned by: .
3/21/2023 ; [_ WMW,
‘Date : Name RIrE CIhn-Bencosne

Tile: executive vice President .

os
Exhiblt J - Certification Regarding the Federal Funding Contractor ln'ﬂ.ith
Accountabllity And Transparency Act (FFATA) Compliance 3/21/2023
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i

. As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the -
below listed questions are true and accurate. a

1. The UEI (SAM.gov) number for your entity is: JUCROVLZLY51 o

. 2. In your business or organization’s: preceding completed fiscal year, did your business or organization
receive (1} 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sdb—grants. and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, brants. subgrants, andfor
cooperative agreements? ' '

X NO _YES
If the answer to #2 above is NO, stop here i
$ . Ifthe answer to #2 above is i’ES, please answer the following:

3. Does the public have access.to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13{a) or 15(d} of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of
19867 '

NO . ves
" It the answer to #3 above is YES, stop here - i
- If the answer to #3 above is NO, please answer the following:

4. The names and cofmpensation of fhe five mast highly compensated officers in your business or
organization are as follows: .

Name: i 4 ; Amount; .

Name: I - Amount:

Name: . _ . Amount; .__ '
Name:., _ Amount;

Name: ' Amount; ; -

{

! [
. ' iy ] (357
Exhiblt J - Certification Regarding the Federal Funding Contractor Intials

Accountability And Transparency Act (FFATA) Compliance s
CL/OMHS/11071) Page 2 of 2 Dat 3/21/2023
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A. Definitions
The follbwing terms may be reflected and have the described meaning in this document!

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar ‘term referring to
situations wheré persons other lhan authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach" shall have the same meaning as the term “Breach” in sectlon
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Instntute of Standards and Technology, U.S. Depantment
of Commerce.

3. “Confidential Information™ or “Confidential Data” means “all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Prolected Health Information and
Personally Identifiable Information.

Confidential Information also inciudes ‘any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI), Personal Financial
Information (PF1), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PC1), and or olher sensitive and confidential information.

4. "End User” means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5." "HIPAA™ means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access 10 a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss

or mlsplacement of hardcopy documents, and misrouting of physscal or electronic
Dl

e i
V5. Last updats 10/09/18 Exhibit K Contraclor Inllials
DHHS Information ;
Security Requirements ) 3/21/2023
Page1of 8 Date _____



DOGJS‘QI’\ EM'@C D 84730708’74614F9F-é086-2ACJEB&F5C33 Exhiblt G Aftachment 2 - DHHS Standard Exhibils

New Hampshire Department of Health and Human Services

ExhibitK
DHHS Information Security Requirements

10.

1.

12.

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction. _

- “Open Wireless Network™ means any network or segment of a nétwork that is

not designated by the State of New Hampshire’s Department of Information -
Technology or delegate as a- protected network (designed, tested, and

approved, by means of the State, to transmit) will be considered an open

network and not adequately secure for the transmission of unencrypted PI, PFI,

PHI or confidential DHHS data. - '

“Personal Information” (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc,,

" alone, or when combined with other personal or identifying information which is linked

or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc. "

“Privacy Rule” shall mean the Standards for Privacy of lndividuaII)} Identifiable Health
Information at 45 C.F.R. Parts 160.and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

“Protected Health Information” (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103. fi ' )

“Security Rule” shall mean the Security -Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpant C, and amendments
thereto, 5

“Unsecured Protected Health Information™ means Protected Health Information that is
not secured by a technology standard that renders Protecied Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

l. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

e

The Contractor must not use, disclose, maintain or transmit Confidential Information ]
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not

" use, disclose, maintain or transmit PHI in any manner that would constitute a violation

2.

of the Privacy and Security Rule. :
The Contractor must not disclose any Confidential Information in response 1o a

" ¥ . 0o -
V5. Lasl ypdate 10/0918 ExhibitK . comrm:mr:nrua!sL

DHHS Information :
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
cansent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restriclions over and above those uses or disclosures or securily safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restriclions and must not disclose PHi in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an £nd

User must only be used pursuant to the terms of thls Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes that are nol indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives

of DHHS for the purpose of inspecting to confirm compliance ‘with the terms of this
Contract.

il. METHODS OF SECU_IiE TRANSMISSION OF DATA

.

V5. Last updale 1040918 Exhibil K

Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor atlests the applications have
been evalualed by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drwe as a method of transmutmg DHHS
data. -

Encrypted Emaii. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmilted via a Web site.

File Hosting Servicés, also known as File Sharing Sites. End User may not use file

"hosting services,” such as Dropbox or Google Cloud Storage, to transmit

Confidential Data.

Ground Mail Service."End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User mayvﬁot transmit Confidential Data via an open

' :os
Conlractor Initlals
DHHS Information

Security Requirements ' 372172023
Pagedof 9 Qate ______
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitling via an open wirgless network.

Remote User Communication. If End Useris employing remote communication 1o
access or transmil Confidential Data, a virtual private network (VPN) must be

_ installed on the End User's mobile device(s) or laptop from which information will be

transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If

11

End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
inforration. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cyde {i.e. Confidential Data will be deleted every 24

- hours).
. Wireless Devices. If End User.is transmlmng Confidential Data via wireless devices, all

data must be encrypted-to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

. The Contractor will only retain the data and any derivative of the data for the duration of this

Contract. After such time, the Conltractor will have 30 days to destroy the data and any
derivalive in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must;

A. Rgtention

1. The Contractor agrees it will not store, transfer or process data coltected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the lmplemenlallén of
cloud computing, cloud service or cloud storage capabilities, and mcludes backup
data and Disaster Recovery locations. )

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events’ thal can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. 'The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

_4.  The Contraclor agrees lo retain alt electronic and hard copies of Confidential Dala

ina secure tocation and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
*  FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the lalest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

: . :Da
V3. Last update 10/09/18 Exhibil K Caonlraclor Inftials
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whole, must have aggressive inlrusion-detection and firewall protection.

The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
mfrastructure

B. Dispo'silion

1.

f the Contractor will maintain any Confidential Information on its systems {or its

sub-contractor systems), the Contractor will maintain ‘a documented process for
securely disposing of such data upon request or contract termination: and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute”of Standards and Technology, U. S.
Department of Commierce. The Contractor will document and cenlify in writing at
lime of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrale data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contracter agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

" IV. PROCEDURES FOR SECURITY

N

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
“derivative data or files, as follows:

1.

The Contractor will maintain proper security controls to protect Department
confidential information collecled, processed managed, and/or stored in the delivery
of contracted services.

The Contractor will maintain policies and procedures - to protect Depariment
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardiess of the
media used to slore the data (i.e., tape, disk, paper, etc.).

) :os
V5. Lasl update 10/09/18 : Exhibil K Contractor Inltials -
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The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, fransmit, or store Department confidential information -
where apphcable

The Contractor will .ensure proper security monitoring capabilities are in place to
detect potential security events that can impact Slate of NH systems and/or

" Department confidential information for contractor provided systems.

The Contractor will provide regular ‘security awareness and education for its End
Users in support of protecting Depanment confidential mformatson

If the Contractor will be sub-contracting any core functions of the engagement

_supporting the services for State of New Hampshire, the Contractor will maintain a

program of an internal process or processes that defines specific Security
expectations, and monitoring compliance to security réquirements that at a minimum
match those for the Contractor, including breach notification requirements.

* —

The Contractor will work with the Department to sign and comply with all applicable

" State 'of New Hampshire and Depariment system access and authorization policies

and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be

"~ completed and signed by the Contractor and any applicable sub-contractors prior to

10.

.

V5. Last vpdate 10/09/18 Exhibit K

system access being authorized,

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute- a HIPAA Business Associate Agreement
{BAA) with the Department and is responsible for maintaining compliance with the
agreement.

The Contractor will work with the Department at its Fequest to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.
| i

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or oulside the boundaries of the United States unless
prior express written consent is obtained from the Information Secunly Office
leadership member within the Department.

Dala Security Breach Liability. in the eveht of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures. to
prevent future breach and minimize any damage or loss resulling from the breach.
The State shall recover from the Contractor all costs of response and recovery from

:os
Conlractor InHtials
DHHS Informalion

Securily Requiremenls 3/21/2023
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12.

the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due lo
the breach.”

Contractor must, comply with all applicable statutes and regulauons regarding the
privacy and securlty of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at A2 level and scope that is not less
than the level and scope of requirements applucable o federal agencies, including,
but not limited 10, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS

. Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
* C.F.R. Paris 160 and 164) that govern protections for individually identifiable health

13.

information and as applicable under State law.

Contractor agrees to establish and maintain appropriate administrative, technical, and

. physical safeguards to protect the confidentiality of the Confidential Data and to

prevent unauthorized use or access to it. The safeguards must provide a level and

" scope of security that is not less than the levet and scope of security requirements

14,

" 15,

16.

established by the State of New Hampshire, Depariment of tnformation Technology.
Refer to Vendor Resources/Procurement at https:/fwww.nh.gov/doit/vendorfindex.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. v

Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidentia! information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

Conlractor. must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who neéd. such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

The Coniractor must ensure that all End Users:

a. comply with such safeguards as referenced in Seclion IV A. above,
implemented to protect Confidential ‘Information that is furnished by DHHS
under this Contract from loss, theRt or inadvertent disclosure.

b. safeguard this information at all times.

c.- ensure that laplops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-prolected.

d. send emails containing Confidential Information only if encrypled and being
sent to and being received by email addresses of persons authorized to
receive such informaltion.

. [os
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limit disclosure of the Confidential Information to the extent permitted by law.

Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is

" _physically and technologically secure from access by unauthorized persons

during duty hours as. well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.). e

only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.’

in all other instances Confidential Data must be maintained, used and

disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved. '

understand that their user credentials {user name and password) must not be
shared with anyone. End Users will keep their credentia! information Secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right lo conducl onsite inspections to monitor ‘compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

LOSS REPORTING

The Coniractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contraclor must further handle and réport incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handiing and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addilion to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents; .

2. Determine if personally identifiable information is involved in incidents: .

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37:
4

. ldentify and convene a core response groub to determine the risk level of Incidents
and determine risk-based responses {0 Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification .methods, timing, source, and contents from among different
options, and bear costs associated wrth the Breach notice as welt as any mitigation -
measures.

incidents and/or Breaches that implicate Pl must be addressed and reported ‘as
applrcable in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrrvacyOfflcer@dhhs nh gov
B. DHHS Security Officer:
‘DHHSInformationSecurityOffice@dhhs.nh.gov
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