STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Drive | Concord, NH | 03301
Fax: (603) 271-1516 | TDD: (800) 753-2964

doit.nh.gov
Denis Goulet, Commissioner

New Hampshire

DolT “

May 2, 2025

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

1) Authorize the Department of Information Technology, on behalf of the Department of
Environmental Services and the Department of Safety, to enter into a sole source contract
amendment with Overwatch Foundation (VC#448104-B001), Concord, NH, by increasing the
price limitation by $5,054,750 from $7,800,080 to $12,854,830 and by extending the
completion date from September 30, 2029 to September 30, 2030, for the purpose of
providing a Municipal Cyber Defense Program, effective upon Governor and Executive
Council approval. The Governor and Executive Council approved the original contract on
January 31, 2024, Iltem # 46, amended on August 30, 2024, Item #62, and most recently
amended on March 12, 2025, ltem #32. FY 25 Source of Funds: 72% Federal, 28% General.

2) Further authorize an advance payment of $500,000 to Overwatch Foundation for staffing
ramp-up and training for the K12 Cybersecurity Project, effective upon Governor and
Executive Council approval. FY 25 Source of Funds: 72% Federal, 28% General.

Funds are available in the following accounts for FY 2025.

CAT#-DEPT#-AGENCY#-ACTIVIT#-ACCOUNTING UNIT #- DEPT FY2025
NAME- AGENCY NAME -ACCOUNTING UNIT NAME
CLASS- OBJECT - DESC

02-23-23-231010-71150000-Department of Safety-Cybersecurity $1,436,675
Grant Program-103-502664-Contracts for Operational Services
01-03-03-030010-55760000-Department of Information Technology $3,618,075

2024 Cyber Enhancements Grant-103-502664-Contracts for
Operational Services

Total $5,054,750

EXPLANATION

This contract amendment is listed as sole source because it increases the price limitation by more
than 10% of the original contract price limitation without resoliciting. The Department of information
Technology appreciates the specialized cybersecurity work performed by Overwatch Foundation and
wishes to continue with this professional business retationship.

"Innovative Technologies Today for New Hampshire's Tomorrow"
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Cybersecurity is the top threat to critical infrastructure in the United States. This contract
amendment will provide services to reduce cybersecurity vulnerabilities in the Public K12 sector and
improve the cybersecurity and compliance of public drinking water and wastewater systemsin New
Hampshire. -

Drinking Water and Wastewater: This program continues efforts to assess all community water
systems and wastewater facilities for cybersecurity vulnerabilities, develop a cybersecurity risk
management program for the systems/facilities, and install mitigations to prevent a cyberattack from
impacting system operations. Weak cybersecurity practices can compromise the ability of
community water systems to provide clean and safe drinking water to customers, process
wastewater, erode customer confidence and result in financial and legal liabilities.

K12 Cybersecurity In A Box: Like the first two nationally recognized NH “In a Box” programs, K12
Cybersecurity in a Box will be another “First in the Nation” program for New Hampshire. To scope
the cybersecurity problem faced by NH Public K12's:

In 2024, NH PRIMEX received 75 Cyber Claims from the membership
e 60% (45 of 75) of the Cyber Claims were submitted by K12 Members (Districts or SAUS)
s 6% (3 of 45) of the K12 Cyher Claims were RANSOMWARE
*  51% (23 of 45) of the K12 Cyber Claims were Financial Fraud
s 20% (9 of 45) of the K12 Cyber Claims were Business Email Compromise
e 33% (15 of 45) of the K12 Cyber Claims were “Precursor” attacks such as Credential
Compromise Malware or Phishing Email Clicks

The Three K12 Cyber Claims for RANSOMWARE caused:
e Significant monetary impact for the effected district/system,
s Significant disruption {months) to the district financial systemis).
e Risk to Students when the school was not open

The 23 K12 Cyber Claims that were Financial Fraud caused:
¢ Fraudulent ACH transfers (direct deposit) of paychecks from payroll systems.
* Fraudwent payments to Contractors

The NH K12 Cybersecurity in a Box program provides each public K12 district school and associated
School Administrative Unit with a portfolio of cybersecurity services to:
¢ Ensuwre Continuity of the NH K12 Education Process for Administrators, Educators, and
Students by preventing RANSOMWARE attacks and data breaches.
¢ Improve the NH K12 Human Intrusion Prevention Systems by reducing the effectiveness of
Precursor Attacks.
s Improve the Cyber Hygiene of NH K12 Networks and Systems to prevent business email
compromises — especially those that resultin financial fraud.

These important programs will continue to advance the goals of protecting the citizens of New
Hampshire from cybersecurity risks by helping to safeguard the water and wastewater systems
statewide and by defending local SAUs against malicious actors seeking access to privileged
information.

"innovative Technologies Today for New Hampshire's Tomorrow"
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The Department of Information Technology, the Department of Environmentat Services, and the
Department of Safety respectfully request approval of this contract.

Respectfully Submitted,

s BF—

Denis, Goulet
Commissioner, Department of
information Technology

e £k

Robert Scott
Commissioner, Department of
Environmental Services

.

Lo

Robert Quinn
Commissioner, Department of Safety

/

DG/d |

DolT #2024-014C

RID #94531 (88656)

cc: Ken Weeks, Chief Information Security Officer

"Innovative Technologies Today for New Hampshire's Tomorrow"
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STATE OF NEW HAMPSHIRE

Department of Information Technology/Department of Environmental Services/Department of
Safety:

DolT # 2024-014 State and Local Cybersecurity Grant (SLCGP), Municipal Cyber Defense
Program (MCDP) and Grant Funded Critical Infrastructure Key Resources {(CIKR)
Cybersecurity Services:

AMENDMENT 3

Template Revision V3.0 2/27/23




Docusign Envelope (D: 3D996487-9342-4BBD-BD18-AC036A340824

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a competitively procured
contract on January 31, 2024, [tem #46, as amended on August 30, 2024, ltem #62, as amended on March
12, 2025, Item #32 (herein after referred to as the “Agreement™), The OVERWATCH FOUNDATION
(hereinafter referred to as “Contractor””) agreed to supply certain services upon the terms and conditions
specified in the Agreement and in consideration of payment by the Department of Information
Technology, Department of Environmental Services and the Department of Safety (hereinafter referred to
as the “Departments”), certain sums as specified therein;

WHEREAS pursuant to the Agreement Section |7 and the provisions of the Agreement, the Agreement
may be modified or amended only by a written instrument executed by the parties thereto and approved
by the Govemor and Executive Council.

WHEREAS the Vendor and the Departments have agreed to amend the Agreement in certain respects.

WHEREAS this Amendment is intended by the Parties as the final, complete, and exclusive understanding
between the Parties hereto. All prior or contemporaneous promises, agreements, and understandings,
whether oral or written, are deemed to be superseded by this Amendment, and no Party is relying on any
promise, agreement, or understanding not set forth in this Amendment. Except as expressly amended by
this Amendment, the Agreement shall continue in full force and effect.

WHEREAS the Departments wish to add Federal Grant Funds and State General Funds (Grant Match
Requirement} to continue the to provide the cybersecurity services as detailed in the Agreement.

WHEREAS The Vendor agrees to provide cybersecurity services as detailed in the Agreement and the
additional services documented in this amendment.

WHEREAS The Departments and the Vendor wish to increase the funding for the continuation of Water
and Wastewater Cybersecurity Services by $1,154,847 and K12 Cybersecurity Services by $3,899,903,
thereby increasing the contract price by $3,054,750 to bring the total contract price to $12,854,830.

WHEREAS The Departments and the Vendor wish to extend the completion date from September 30,
2029, to September 30, 2030.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

I. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the Price
Limitation by $5,054,750 from $7,800,080 to $12,854,830.

2. Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extending the
Completion Date from September 30, 2029 to September 30, 2030.

State of NH C%ntract

Date: 5

Contractor’s Initials: @

Page
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3.

Amend Exhibit B, Statement of Work (SOW) BUSINESS AND TECHNICAL REQUIREMENTS
AND DELIVERABLES, Section 1. STATEMENT OF WORK, to add the following:

1.3. Services for Public iI(IZ School Cybersecurity Improvements.

1.3.1. The Overwatch Foundation will providle CROWDSTRIKE Falcon Complete Managed
Detection and Response (MDR) services to High Value Targets (HVT) endpoints and “servers” for
New Hampshire Public Schools and School Administrative Unit (SAU) Offices for three years (36
months of service). The entity receiving the service is responsible for licensing at the end of the 36-
month period.

1.3.1.1. The list of eligible New Hampshire public schoocls (By District Number) and associated SAU
Offices, along with contact information for eligible service recipients, as documented by the New
Hampshire Department of Education, will be provided electronically to the Overwatch project
manager by the State’s project manager on a quarterly basis.

1.3.1.2. High Value Target (HVT) Endpoints include computing devices used by the following types
of K12 employees (to include employees with similar functional duties, regardless of job title):
Superintendent, Assistant Superintendent, Principal, Vice Principal, Business Director & Business
Office Staff, Director of Buildings & Grounds, Chief Technical Officers & [T Staff, Special Education
Coordinator, Student Service Director, Food Service Director, School Counselior, Guidance Office
Staff, Athletic Director, School Nurses, School Resource Officers (Law enforcement), and

‘Administrative assistants for all of previously listed employees.

1.3.1.3. High Value Target “Servers” are devices which require elevated privilege accounts to access
such as domain controllers, database servers, application servers.

1.3.1.4. Administrators from eligible SAUs and Districts may choose to authorize, fund and procure
additional MDR and ldentity Protection services from The Overwatch Foundation for their districts,
schools, and SAUs.

1.3.1.5. Falcon Complete Products and Services must be procured at a price point not to exceed that
available through the most recent statewide contract for Managed Services for Endpoint Detection and
Response & lIdentity Threat Detection and Response which can be found at:
https://apps.das.nh.gov/bidscontracts/contracts.aspx

1.3.1.6. The Overwatch Foundation will partner with CROWDSTRIKE for training and education for
Overwatch Staff on the operation and maintenance of the Falcon Complete product.

1.3.1.7. The Overwatch Foundation will partner and coordinate with the SAU / District Chief
Technical Officer (CTO) and IT Staff to deploy and implement the CROWDSTRIKE Falcon
Complete Managed Detection and Response (MDR) services to High Value Targets (HVT) endpoints
and “servers.”

State of NH Cognract

Date:

Contractor’s Initials: @

Page
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{.3.1.8. The Overwatch Foundation will report and coordinate all actions taken by the Falcon
Complete Team and/or Overwatch Foundation employees on behalf of the SAU / District to protect

managed systems.

1.3.1.9. For every device protected under this service, the Overwatch Foundation will set postures in

the FALCON Complete console as follows:

Device Type -

Standard Security Posture

Desktops and Laptops

Active

Servers

Active

OT Devices {e.g. SCADA or ICS component)

Cautious {(Minimum)

The Falcon Complete Team shall be authorized to implement the Countermeasures documented

in the table below based on Security Posture:

. Countermeasure

- Cautious |- Measured

Active

Pull file for Analysis

X

Host Log Review

X

Global Process Hash Block

Remove Files

End Process

Remove Persistence

x> x> >

Network Contain Host

e
—
-

Restart Host

[ 3¢ |3t > |

(1) Network Containment can be implemented for hosts in Measured in cases such as suspected
Data Exfiltration, Hands-on-Keyboard activity, or Ransomware.

1.3.2.  As required, The Overwatch Foundation will secure the perimeter level of the
SAU/District network by configuring and installing a cloud administrated enterprise grade firewall
with at least a 36-month shelf life to include required licensing. The firewall will be able to adapt
to the various environmental challenges and architectures, including fully segmented networks.
The entity receiving the service is responsible for licensing at the end of the 36-month period.

1.3.2.1. The Overwatch Foundation will encourage the recipient of a firewall to request no-cost
vendor training through the State and Local Cybersecurity Grant Program, (SLCGP) funded

training offerings found at: https://www.doit.nh.gov/state-and-local-cybersecurity-grant-program

1.3.3. Leveraging the Municipal Cyber Defense Program (MCDP) Overwatch will coordinate
the following services for any service recipient not already getting service directly from the
MCDP: Google/M365 Configuration Checks and Hardening, MDCP Role-Based Training
(Elected Leaders, Leaders, Educators, IT Staff), Vendor-approved Router Set Up, Configuration,
and Maintenance training to include Training Aids, Malicious Domain Blocking and Reporting
(MDBR), Dark Web Monitoring,.

1.3.4. The Overwatch Foundation will encourage recipients to apply for and receive migration to
a GOV domain through the services available in SOW section 1.1 of this contract,

Date:

State of NH Cosntracl

Contractor’s Initials: @
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1.3.5. The Overwatch Foundation will encourage recipients to apply for and use other SLCGP
funded services such as Hardware tokens for Multi-Factor Authentication and 1T/Security
Training. These services can be requested at:  https://www.doit.nh.gov/state-and-local-
cybersecurity-grant-program

1.3.6. The Overwatch Foundation will provide Cybersecurity Assessment Reports for potential
products/vendors as requested by service recipients using the State’s contracted and licensed SaaS
offering. Accounts will be provisioned for Overwatch Employees by the State’s project manager.
Training on the tool for Overwatch Employees will be provided by the State’s project manager.

4. Amend Exhibit C, Price and Payment Schedule, 1o add the following:
9.2.1. The Contractor may invoice for $500,000.00 upon approval by Governor and Council

to enable staffing ramp-up and training for the K12 Cybersecurity Project defined in Exhibit
B, section 1.3,

5. Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

TABLE 1: CONTRACT HISTORY

CONTRACT AND | AMENDMENT {G&C ' | COMPLETION CONTRACT
AMENDMENT TYPE APPROVAL - DATE AMOUNT
NUMBER DATE j
DolT # 2024-014 Original January 31, 2024, | December 31, 2026 | $3,147,604

Contract [tem #46
DolT # 2024-014 | 1* Amendment August 30, 2024 | September 30, 2028, | $3,752.476
Amendment 1 [tem #62
DolT  #2024-014 | 2™ Amendment March 12, 2025 | September 30,2029 | $900,000
Amendment 2 ltem#32
DolT  #2024-014 | 3" Amendment TBD September 30, 2030 { $5,054,750
Amendment 3 7

CONTRACT TOTAL | $12,854,830

State of NH Contract

Date: 5/2/2025 -

Contractor’s Initials: [_‘_U
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IN WITNESS WHEREQF, the parties have hereunto set their hands as of the day and year first above
written.

CONTRACTOR

Signed by:

fussa. (.. ﬁmwug Date, /212025

Alyssa Rosenzweig
The OVERWATCH FOUNDATION

STATE OF NEW HAMPSHIRE

i A

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Technology

Date: May 6, 2025

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

1,'}?‘- p— ’%-—é'/}_“_"y
ff.ft/é/ S Date: _May 6, 2025

State of New Hampshire, Department of Justice

[ hereby certify that the foregoing amendment was approved by the Governor and Executive Councii of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH CchgnraCI

Date:

Contractor’s Initials: ﬁ_&

Page
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State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby centify that THE OVERWATCH
FOUNDATION is a New Hampshire Nonprofit Corporation registered 1o transact business in New Hampshire on January 25,
2023. 1 further certify that all fees and documents required by the Secretary of State’s office have been received and is in good

standing as far as this office is concerned.

Business 1D: 921936
Certificate Number: 0007173631

IN TESTIMONY WHEREOF,

[ hereto set my hand and cause o be affixed
the Seal of the State of New Hampshire,
this 2nd day of May A.D. 2025.

David M. Scanlan

Secretary of Stale
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CERTIFICATE OF LIABILITY INSURANCE

DATE (RMDOYYYY)
01/15/202%

TS CERTIFICATE IS ISSUED A5 A MATTER OF INFORMATION QNLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT- AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE ‘AFFORDED BY THE POLICIES
BELOW.

THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLOER,

TMPORTANT: If tha cartificate hoider is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
# SUBROGATION IS WAVED, subject to the terms and conditions of the policy, certain paliciss may require sn endorsement. A statement on

PRODUCER

Next Firyt insurance inc,
PO Box 60787 =y
Palo Altg. CA 94306

this certificats does not confur rights to the certificats holder In llsu of such sndorssmaent(s).

ML ... (855)222:5910 [

_m,,. suppon@aextinsurance com

INSURER!S| AFFORDING COVERAGE
WLURER A : 16285

Next Insurance US Company

The Overwarch Foundaton

45 Donovan St
Concord, NH 03100 | INBUREAD :
s i LE
INSURER ¥ :

| mesumene :

ISURERC :

COVERAGES

CERTIFICATE NUMBER: 935228865

REVISION NUMBER:

" THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE UISTED BELOW RAVE BEEN [SSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT wWiTH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS
[4.]

" POLICY EFF

insured Automatic Status Endarsement. All Certificate Holder privileges
subject o policy terms and conditions,

TYPE OF INSURANCE mﬁq!“ POLICY NUMBER tmwOYYY] | (e Qi | UMITS
X | COMMERCIAL GEMERAL LIABILITY EACH OCCURRENCE $ 1.000.000.00
[TAALT TO HERTED
]MS—MADE E occur | PREMISES (Ea gpourencey [ §100,000.00
i MED B (Ary one pevson) | §15,000.00
A ) X NXTHPIQTDHO}-GL 01/02/2025 |01022026 | PeRSOMAL & ADV URY | $1,000,000.00
| GENL AGGREGATE LIWIT APPUES PER; d GENERAL AGGREGATE $2.000.000.00
| X | poucy Py Loc FRODUCTS - COMMOP AGG. | $2.000,000.00
s
OTHER:
AUTOMOBILE LABILITY oo 0T ST
ANY AUTO BOOLY MJURY (Par parson) | §
7 0 SCHEQWLED
| auToS omY A DODILY IRIURY (Per accioers) §
[+ NON-OWNED [ PROPERTY GAMAGE '
AUTOS ONLY AUTGS ONLY | Py pogoeon)
F— n
[ juearia as F oceur EACH OCCURRENCE 3
EXCESS LIAD CLAMS-MADE| AGGREGATE )
oeg | | RETENTION § 3
WORKERS COMPENDA TION | eanage L LEn~
AND EMPMLOYERS LIABDITY YiN L
ARTRERVEXECUTIVE | e eacH accicen 3
‘| OFFICERMEMBE R EXCLUDED? - NiA - =
(Mandatory In KH) P EL. DISEASE - EA EMPLOVEE] 3
TSP TiON OF BPERATIONS beow _EL OISEASE . POLCYLIMIT | 4
Each Occurrence: 41,000,000.00
A | Professionst Liabillty X INXTHPIQTD$01-GL 01022025 (0102026  (Aggregate: [$2,000,000.00
OESCRIPTION OF OPERATIONS / LOCATIONS | VEIICLES (ACORD tH1, Adciklansl Rmarks Schadule, may Be STIched if mors $pace W rauined)
The Certificate Holder is State of NH, Depariment of tnformation T . This Cenificate Hoider Is an Additonal insured on the General Liabillty policy per the Additional

only f required by wiitien agreemens beiween the Certificate Holder and the insured, and are

CERTIFICATE HOLDER

CANCELLATION

ATTN: Chief
Amendment B

27 Hazen Dr
[Concord, NH 03301

State of NH, Department of Information Technol
Information Officer - DolT #2024-14

LIVE CERTIFICATE

Chcx of ar.an to view

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION OATE THEREOF, MOTICE WLL BE DELIVERED W
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENT A TIVE

e

ACORD 25 (2018/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registerod marks of ACORD
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CERTIFICATE OF LIABILITY INSURANCE

CATE (MM/DD/YYYY)
01/15/2025

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOQES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

certificate holder in lieu of such endorsement(s).

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. If SUBROGATION IS WAIVED, subject to the
terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confor rights to the

PRODUCER SONIACT AP Intego Insurance Group, LLC
AP INTEGO INSURANCE GROUP, LLC PN Ex, 586-289-2939 il
375 Woodcliff Dr. s certs@apintego.com
Suite 103 INSURER(S) AFFORDING COVERAGE NAIC #
Fairport NY 14450 INSURER A :_The Pie Insurance Company 21857
::augizm:ch Foundation e

. INSURER C :
46 Donovan St Ste 2 INSURER D :

p INSURER £ :

Concord NH 03301 INSURERF :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REQUCED BY PAID CLAIMS.

':%? TYPE OF INSURANCE ﬁ:w POLICY RUMBER [;O!m_DLICYmEFFl (:a:':')%mxyg” LIMITS
| GENERAL LIABILITY . | EACH OCCURRENCE s
COMMERCIAL GENERAL LIABILITY !-— [— mm v [k
| CLAIMS-MADE OCCUR —fl— | MED EXP tany one porson) | 5
- 5 PERSONAL & ADV INJURY ]
|| | cEngraL AGGREGATE |5 E
GENL AGGREGATE LIMIT APPLIES PER: _PRODUCTS - COMPIOPAGG 1S
POLICY B Loc | $
| AUTOMOBILE LIABILITY l_ l_ cgﬁ%)swms LIMIT .
ANY AUTO = BODILY INJURY (Par person) |
e [ e T
HIRED AUTOS AUTOS {Per pccident) §
s
| | umereLLALAB OCCUR l_ : l— . EACH OCCURRENCE 5
EXCESS UAB camsmape| | T AGGREGATE s
DED E ] RETENTION § L]
e A
A | OFFICEMEMBER EXCLUDED? [ |[Mea [ ] we pi 1924200000 01022025 | 01/02/2026 | EL EACH ACCIDENT $ 1,000,000
{Mandatory in NH) o E.L. DISEASE - EA EMPLOYEE § 1,000.000
% E.L. DISEASE - POLICY LMIT | § 1,000.000
[

DESCRIPTION OF OPERATIONS / LOCATIONS { VEHICLES (Attach ACORD 101, Additi

| Remarks Schadul

if more space is required)

CERTIFICATE HOLDER

CANCELLATION

State of NH, Dapariment of Information Technology
ATTN: Chief Information Officer

27 Hazen Drive

Concord NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE ODELNVERED IN
ACCORDANCE WITH THE PQLICY PROVISIONS,

AUTHORIZED REPRESENTATIVE

o

ACORD 25 (2010/05)

© 1988-2010 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD




THE QVERWATCH FOUNDATION

CONSTANS VICILANTIA

Certificate of Authority #4  (The Overwatch Foundation, A Non-Profit Corporation)
Comoraite Resolution
I, Vincent Chambers, hereby certify that I am duly clected Secretary of The Overwaich Foundation
{OVW). | hereby certify the following is a true copy of a vote taken during an email vote, pursuant to
OVW by-laws, the Board of Directors duly called onMay 2, 20?_5, and whose vote was completed on May

2, 2025, at which time a quorum of the Directors was present and voting (via emait).

VOTED: That Alyssa Rosenzweig, Deputy Director, is duly authorizéd to enter into contracts or
agreements (Amendment 3) on behalf of the Overwatch Foundation with the State of New
Hampshire and any of its agencies or departments and further is authorized to execute any

documents which may in her judgment be desirable or necessary to affect the purpose of this vote.

[ hereby certify that said volte has not been amended or repealed and remains.in full force and
effect as of the.date of contract which this certificate is attached. This authority remains valid for one-
year (365) days from the date of this Corporate Resolution. I further certify that it is understood that tbe
State of New Hampshire will rely on this certificate as evidence that the person(s) listed above currentlx
occupy position(s) indicated and that they have full authority to bind the corporation. To the extent that

there are any limits on the authority of any listed individual to bind the corporation in contracts with the

State of New Hampshire, all such limitations are expressly stW ﬂ{ /
‘(- /1 j /é "AO”/
§v
DATED:.]
thcent M. Chambers

Secretary, Rook, Board Member:

The Overwatch Foundation.

46 Donovan Street, Concord, NH 03301



THEOVERWATCH FOUNDATION

CONSTANS VILANTIA

February 20, 2025

Via Email Only (Irene.L.Koffink@doit.nh.
Irene Koffink

Contracts and Procurement

NH Department of Informaton Technology
27 Hazen Drive

Concord, NH 03301

Re:  Amendment B(2) o DolT # 2024-014

Dear Ms. Koffink:

This letter follows up on recent communications berween you and Deputy Director Alyssa
Rosenzweig regarding a request for the Overwarch Foundation’s most recent audited financial
statements in advance of Amendment B(2) 1o DolT'# 2024-014 being presented to the Governor and
Executve Council for Executve Council for consideration and, hopefully, approval.

As noted as part of those communications, the Overwatch Foundadon had no financial
acuvity in 2023. And, as requested, a copy of the report that the Overwatch Foundaton filed with the
Chantable Trust Unit of the New Hampshire Department of Justce (“CTU”) is enclosed. Likewise, |
am attaching the Overwatch Foundation’s 2023 IRS Form 990.

The Overwatch Foundaton acknowledges that it 1s required to undertake audit and provide
the results of same to the Federal Audit Clearinghouse. The deadline for providing those audit results
is September 30, 2025. It is the Overwarch Foundation’s intention to submit those same audit results
that can also be used to fulfil, in part, the requitements of its upcoming reporting deadline with the
CTU. The deadline for that filing 1s May 15, 2025.

Upon your request, we would be willing to provide the audit report and the associated filings.
[n the meantime, please do not hesitate to contact me or Deputy Director Rosenzweig

Very Truly Yours,

//-‘

f?/
///’3( ﬂ,.« oty

Vincent Chambers
Secretary, Overwatch Foundadon

Enclosures



Mail completed form to:

NH Attorney General’s Office
Attn: Charitable Trusts Unit
One Granite Place South
Concord, NH 03301

FORM NHCT-12
ANNUAL REPORT

*Instructions for the form are at the following web link:

This form must be accompanled by a payment in the amount of §75.00, unless previously paid with
Form NHCT-14 for the reporting period. Checks must be made payable to “State of New Hampshire”,

12/31/2023

Report is for fiscal year-end date (MM/DD/YYYY):

Is this a consolidated report for multiple years because the entity was granted a suspension of its annual
requirement?
O Yes (if yes, state the beginning date of the consolidated report)
& No

CHARITABLE TRUST INFORMATION

Entity Name O Check here if new name NH Charitable Trusts Unit Registration No.
Overwatch Foundation 34572
Mailing Address D) Check here ifnew address | C1 State [ Zip
46 Donovan Street, Suite 2 Concord NH 03301
Entity Website Address
https://www.overwatch.org/
CONTACT INFORMATION
Contact Name
Allyson L. Moore, Esq.
Contact Address City State Zip
9 Capitol Street Concord NH |03301
Contact Telephone Number
(603) 223-2817

Contact Email Address
amoore@sulloway.com

NHCT- 12 (September 2022) sy dojnh govicharitsble-irusy chariiabletrusisunii@dojoh.gov
Pege 1




CHARITABLE TRUST QUESTIONNAIRE

1. Did the entity submit a request to extend the deadline to file the annual report with payment of the
$75.00 filing fee required by RSA 7:28-a, I1?
O Yes
® No

2. Did the entity file with the IRS a Form 990, Form 990-EZ, or Form 990-PF for the reporting
period?
8 Yes
0 No (If no, complete Form NHCT-12, Schedule A.)

If yes, submil the form in lieu of Schedule A. If the entity also files an annual account with the New Hampshire Circuit
Court, Probate Division, submit that as well. NOTE: we do not accept the Internal Revermue Service Form 990-N.
Entities that file Form 990-N will need to complete the following Financial Report questions, Part ] — Part 111

NH Entities Only: If the entity has revenue of more than §500,000, but less than 82 million, it must submit
a GAAP financial statement, pursuant to RSA 7:28, Ill-a. This financial statement may be prepared by the
entity in-house or may be prepared by an accountant and reviewed and approved by the entity. If the entity
has revenue of more than $2 million, it must file an audited financial statement examined by a certified
public accountant, pursuant to RSA 7:28, Iil-b. NOTE: this requirement does not apply to entities that file
Form 990-PF with the IRS.

3. Is the entity a New Hampshire nonprofit corporation (RSA 292) or otherwise headquartered in
New Hampshire? ’
B Yes {if yes, and the enity is not a private foundation, complete Form NHCT-12, Schedule C.)
O No

4. Does the entity issue/offer Charitable Gift Annuities to New Hampshlrc citizens?
O Yes (if yes, complete Form NHCT-12, Schedule D)
& No

5. Is this the entity’s final report (i, is your entity dissolving withdrawing from registration)?
O Yes (if yes, complete Form NHCT-12, Schedule E)
& No

6. Ali charitable trusts are required to submit a governing board list (complete Form NHCT-12, Schedule B)

NHCT-12 (September 2022) wwivy (o vieharit chori ividoinh gov

Page 2



FORM NHCT-12 : SCHEDULE B
GOVERNING BOARD LIsT!

Entity Name:

Overwatch Foundation

For entities based in New Hampshire, provide all the information set forth in the chart below.

Year-end:

2023

For entities not based in New Hampshire, complete the names and titles of the members of the governing board
on this Schedule B, or submit a board list containing the names and titles of the governing board.

Name Title Home Address Daytime Email Address Av. Hours | Compensation
Telephone per week | and benefits
Number devoted to | paid (enter 0 if
position none)
Jason J. Sgro Chair 280 Lowsll Street, {(603) jsgro@overwatc | 5.0 0
Manchester, NH | 785- h.org
03014 5785
Kevin M. O'Shea, |Vice 11 Garrison Lane, |{603) koshea@overw | 2.15 0 _
Esq. Chair Madbury, NH 742- atch.org
03823 8866
Vincent M. :Secretar | 66 South Ridge Dr. | (603)  |vchambers@ov | 0.5 0
Chambers y Manchester, NH 785- erwatch.org
03109 2105
Matthew Treasure |32 Ridgeview (806) mchepelsff@ov | 0.25 0
Chepeleff r Road, Portland, |995- erwatch.org
CT 06480 6962
Alyssa Director & | 989 Ocean Bivd., |(603) |arosenzweig@o |2.3 0
Rosenzwaeig Szgntgy‘ Unit 14, Hampton, |573-  |verwatch.org
Diractor NH 03842 8760 .

'The entity is permitted to submit its own spreadsheet in licu of Form NHCT-12: Schedule B, as long as the spreadsheet
contains the information requested herein.

NHCT-12 (September 2022)




CERTIFICATION

The certification must be signed by the president or treasurer of the governing board or a trustee of an express trust

I hereby certify that the information in this report is true and correct to the best of my knowledge
and belief subject to penaity of making unsworn, faise statements under RSA 641:3 and RSA 641.8.

- A/ WA Moo 14 dw2y
Sighapure| U \ Date ¥ '
Jason J. Sgro

Print Name of Signatory
Board Chair

Title

NHCT-12 (September 2022} wiwve doi.oh coviciraritat baribt @dishzor



9390-PF

Department of the Treasury
Internal Ravenua Service

Return of Private Foundation

OMB No. 15450047

or Section 4947(a)(1} Trust Treated as Private Foundation
Do not enter social security numbers on this form as it may be made public.

2023

Go to www.irs.gov/Form90PF tor instructions and the intest information

Open {0 Pulibe Inspection

For the calendar year 2023, or tax year beginning January 01, 2023, and ending December 31, 2023

Name of foundation
OVERWATCH FOUNDATION .

A Employer identification number
92-3064397

Number and street {or Q. box number if mail is not delivered to streat address)
46 DONOVAN STREET SUITE 2

Room/suite

B Telephone number (see instructions)
(603) 263-5032

City or town, state or provinge, country, and ZIP or {oreign postal code
CONCORD, NH ©3301-0000

G Check all that apply: initial raturn [] initial return of a former public charity

D Final return |:] Amended return
D Address change D Name change

H Check type of organization: Saction 501(c)3} exempt private foundation
|____}Socuon 4947(a)(1) nonexempt charitable trust D Other taxable private foundation

J Accounting method: . [#] Cash D Accrual
D Other (specify) - TR

{Part I, column {d], must be on cash basis.)

I Fair market value of afl assats at
and of year (from Part It, col. {¢),
line 16) $ 536

C If exemption application is pending, check here E]

D 1. Foreign organizations, check here -
2. Foreign organizations meeting the 85% test,
chack here and attach computation

E It privata foundation status was terminated under
saction 507(b}{1){A), check here

F I the foundation Is in a 60-month termination
under section 507{b)(1){B}. check here

0 I I R 0 I

Analysis of Revenue and Expenses (Tha iotal of
amourts in columng (), €, and {d) may not necesaanily aqual
the amounts in column (o) (sea instructions).}

Part |

{a) Ravenue and
BXPONSes por
books

{b) Net investment
income

{d}) Disbursements
for charitable
purposas
{cash basis onty}

{c) Adjusted net income

Contributions, gifts, grants, etc., receivediattach schedule 0

Checkihh.nhﬁon‘smmiadbaﬁmhﬁd\B

Interast on savings and temporary cash investmeants 0

Dividends and interast from securities R 0

o

Grossrents . . L . . . 0 . . . ol

Nat rental income or (foss) 0

Neot gain or (loss) from sale of assets notonline 10 0

Gy ke price for dlseis on fre B 0

Capital gain net income (trom Part IV, ling 2)

Net short-term capital gain

oo~ Pol swrn-

Income modifications

103 Gross sales lass retuns and alowaroes

b Less: Cost of goods soki

c©  Gross profit or (loss) {attach schecdule)

11 Other income (attach schedule)

12 Total. Add lines 1 through 11

13 Compensation of officers, diraciors, trustaes, ete, |,

14 Other smployes salardes and wages

olo|e|e

15 Pension plans, employse benefits

- 2R-2R-N -
Qo
o

168 Legal fees (attach schedule)

b Accounting fees (attach schedule)

€ Other professional fees (attach schadule}

Interest .ou e owen o weews @ wiok EEE [}

Taxes {attach schedule) (sea instructions)

Depraciation (attach schedule) and depletion

20 Ocoupancy . . . .« -« w4 oa .y o

21 Travel, confarances, and meetings . . . . , . [}

22 Printing and publications . . . . . . . . . 1]

23 Otiher expensas (attach schedule)

Operzting and Adminisirative Expenses
> ® 3

24 Total operating and administrative sxpenses.
Add linas 13through 23 ., ., . . . . . . . [}

25 Contributions, gifts, grants paid - . . . . . . o

26 Total expenses and disbursements.Add ines 24 and 25 0

27 Subtract line 26 from line 12;
8 Excess of revenue over axpenses and dishursements 9

b Met investment incoma(it negative, enter -0-} -

Adjusted net income(if negative, enter -0-) -

For Paperwork Reduction Act Notice, see instructions.

Cat. No. 11289X ,

Form 990-PF (2023



Forrn 990-PF (2022}

m Balance Sheets Attached schedulas and amounts in the description column Beginning of year

Page 2

End of ysar

should be for and-of-year amounts only, (See instructions.) %) Book Value

{b} Book Valua

{c) Fair Market Value

1 Cash—non-interast-baaring . . . . . . . . 536

536

Savings and temporary cash investments . ., . . . . . . . ., . 1}

0

o

Accounts receivabie

[+

o
Less: allowance for doubtul accounts 0 o
4  Pledges receivable N o

Less: allowance for doubtful accounts : ) ¢

5 Grants receivable

Receivabies dus from officers, diractors, trustess, and other disqualified persons
{attach schedule) {se# instructions)

7 Other notes and loans receivable (sttach schedute)

Leas: allowance for doubtful accounts

Inventories for sale or use

9 Prepaid expenses and deferred charges

10a Investmems—U.S. and state government obhganons (altnch schedule}

b Investments—corporate stock {attach schedula) .

¢ Investments—corporate bonds (attach schedule) |

11 Investments—land, buildings, and equipment: basis

Less: accumulated depreciation {attach schedule)

12 Investments—mortgageloans . . . . . . . . . . . i A 0

13 Investments—other {attach schedule)

14 Land, buildings, and squipment: basis °

accumulated depreciation (attach schadule) 0

15 Otherasuls(descnbe )

16 Totdamt!(lobecomp&etedbyaﬂﬁlws—mthe
instructions. Also, see page 1, itam{) . . e e e e e e e 536

536

536

17 Acgounts payable and accruad expanses

19 ODefarred revenus

. [+

18 Grontspayable . . . . . . . . . 4 e e e e e e e e o
[+]

0

20 Loans from officers, directors, trustees, and other disqualifiad persons

ojlojo]a

21 Mortgages and other notes payable (attach schedule}

22 Other iabiliies (Oescribe )

23 Total Uabilities {2dd lines 17 through 22} . . | . i TR TR P N o

Net Aasets or Fund Balances

88838

Foundations that follow FASB ASC 958, check here D
and complete linea 24, 25, 29, and 30,
24 Net assets without donor restrictions

25 Net assets with donor restrictions

Foundations that do not follow FASB ASC 858, chack hero
and ¢complete lines 26 through 30,
Capital stock, trust principal, or current funds . . . . . . . . . . . 536

Paid-in or capital surplus, or land, bidg., and equipment fund ., . . . . ]

Retainad earnings. accumulated income, sndowment, or other funds . ., 0

Total net asgets or fund balances (3ee instructions) . . . . . . . . 536

Total liabitities and net assets/fund balances {sea
instructions) . . . e 538

m NulyabofChangoalnNﬁMorFundBalanoes

1

o O s WN

Total net assets or fund balances at beginning of year~Part Il, columnn (g}, line 29 (must agree with
end-of-year figure reported on prior year's return) Y ¥ coE ENIEL R B

Enter amount from Part ), line 27a

Other increases not included in line 2 (itemize) e =

Add lines 1,2, and 3
Decreases not included in line 2 (temize}

Total net asseis or fund balances at end of year fline 4 minus line 5)— Part Il, column (b}, line 29

536

536

536

Form 990-PF (2023



Form 890-PF (2023) Page 3
Capital Gains and Loases for Tax on investment Income
(=) List and describe the kind{s) of property sold [for example, real astate, 2-stovy brick warehouse; or {b} How acquired (¢} Date acquired {d) Date sokd
common stock, 200 shs. MLC Co.) P—Purchase {mo., day, yr) {mo., day, yr)
D —Donation
1a
b
c
d
°
{#) Groas sates price () Depraciation allowed (g) Coat or other basis ) Gain or {loss)
{or afiowable) phs axpenss of sale (e} plus {9 minus (g))
a
b
c
d
@
Complete only for assets showing gain In cotumn (h) and owned by the foundation on 12/31/69. M Gains (Col. (h) gain minus
@ FMV as of 12/31/69 @ Adhssted basis k) Excess of col. (j col (0t nat]ass]INANE(;) (o
a8 of 1221/68 aver col, ), if any Losses (from col. (1)
a
b
]
d
)
2 Capital gain net income or {net capital loss} If gain, also enter in Pant |, line 7
{ if foss), enter -0- in Part |, line 7 } 2
3 Net short-term capital gain or {loss) as defined in sections 1222(5) and (6):
If gain, also enter in Part |, line 8, column (c). See instructions, If (loss), enter -0- in
Partl, line 8 . i v a . } 3 0
Excise Tax Basadonlmastnuﬂlnoome(SocﬂonMa) 4840(b), or 4848 —ses Instructions)
1a Exempt operating foundations described in section 4940{d)(2), check here D and enter “N/A” on lina 1. }
Date of ruling or determination letter: | ..., ..... {attach copy of letter if necessary—asee instructions) 9 o
b All other domestic foundations enter 1.39% (0.0139) of ling 27b, Exempt lormgn organizations,
enter 4% {0.04) of Part |, line 12, col. (B). . i
2 Tax under saction 511 (domeshc section 4847(a){1} trusts and taxatie foundations onty others, enter -0-} . 2
3 Addlinss1and 2, 3 a
4 Subtitle A (income) tax [domestic section 4947(a)(1) trusts and taxable foundations only; others, enler -0-} , a a
5 Tax based on investment income. Subiract line 4 from line 3. If zero or lass, enter -0- , 5 0
8 Credits/Payments;
a 2023 estimated tax payments and 2022 overpayment credited to 2023 , 6a
b Exempt foreign omganizations— lax withhald 81 source . 6b
¢ Tax paid with application for extension of tima to file {(Form 8888) , 6c
d Backup withholding erroneously withhekl &d
Total credits and payments. Add lines 8a through 6d.
8  Enter any panalty for underpayment of astimated tax. Check hera D if Form 2220 is attached o
Tax due. If the total of lines 5 and 8 is more than line 7, enter amount owed . o
10 Overpayment. If line 7 is more than the total of lines § and 8, enter the amount overpaid , 10 0
11 Enter the amount of line 10 10 be:Credited to 2024 estimated tax Rafunded 11 o

Form 990-PF (2023)



Form 990-PF (2023)

[ERORY oo

1a

b

10

"

12

13

14

15

16

Page 4

During the tax year, did the foundation attempt to influence any national, state, or local legislation or did it
participate or intervena in any political campaign? i NOFE Wy e &

Did it spend more than $100 during the year (either directty or indirectly) for political purposes? See the
insiructions for the definition . i ! i TN eI

If the answer is “Yes" to 1a or 1b, attach a detailed descrption of the activities and copies of any materials
published or distributad by the foundation in connection with the activities,

Did the foundation fila Form 1120-POL for this year? .

Enter the amount (if any) of tax on political expenditures (section 4955) imposed during the year:

{1} On tha [oundation. $ 0 (2) On foundation managers. $ 0

Enter the reimbursemant {if any) paid by the foundation during the year for political expenditure tax imposed
on foundation managers. $ 0

Has ihe foundation engaged in any acthities that have not previously bean reported to tha IRS? |,

If “Yes," attach a detailed description of the activities,

Has the foundation made any changes, not previously reported 1o the IRS, in its governing instrument, articles
of incorporation. or bylaws, or other similar instruments? if “Yes,” attach a conformed copy of the changes .

Did the foundation have unrelated business gross income of $1.000 or more during the year? .
It “Yes,” has it filed a tax return on Form 980-T for this year? |

Was there a liquidation, termination, dissolution, or substantial contraction during tha year? .

i *Yes," attach the statement required by General instruction T,

Ara the requirements of section 508{e) {relating to sactions 4941 through 4945) satisfiad either:

+ By language in the governing instrument, or
* By state legislation that effectively amends the governing instrument 30 that no mandatory directions that
conflict with the state law remain in the govaming instrument? ,

Did the foundation have at least $5,000 in assets at any time during the yaaﬂ H “Yes,” OOmplcle Part I, col. {c}, and Part XV

Enter the states io which the foundation reports or with which it is registered, See instructions,
NH

If lheanswer is “Yos” to line 7, has the foundation furnished a copfy. oi Fo&n QQO-PFtome Attomsy General.

{or designate) of each state as required by General Instruction G7 If “No,” aitach explanation

I3 the foundation claiming status as a private operating foundation within the meaning of section 4942(13) or
4942())(5) for calendar year 2023 or the tax year beginning in 20237 See the instructions for Part XIil. if “Yes,”
complete Part Xl . . . e e e e

Did any persons bacome substantial contributors dunng the tax yaar’? If “Yes," attach a schedula Iisting their

names and addresses .

Al any time during the year, did the foundation, d:rocny or lndlroctl'y own & controlled entity within the

meaning of section 512(b){13)? 1 “Yas,” attach schedule. See instructions . T

Did the foundation make a distribution to a donor advised fund over which the loundation or a dlsquallﬁed

person had advisory privileges? f “Yes." attach stetement. See instructions . ’ .
Did the foundation comply with the public inspection requirements for its annual returns and axemptlon apphcatlon?

Website addrssswu ovunutch org

The books are in care 01 I:.J.guor:. .\ccou-nt Blrvxccl
Located at 137 Hater St E‘ Ex-tlr b N‘H B

Section 4941;(;)'(.1) nonexempt chantable t.rusts f' Img FOle'I GBO-PF in lleu of Form 1041 —chack here

and enter the amount of tax-axempt intarest received or accrued during the year .

At any time during calendar year 2023, did the foundation have an interest in or a signature or other authority

over a bank, securities, or other financial account in a loraign country? .

See the instructions for exceptions and filing requirements for FinCEN Form 114, If “Yas,” enter the name of
the foreign country

No

N &

3
[ ]
<)

OO0 O

Sl
Ilq NORA] ©

2
O

0w
Ky

N | |® | O] 0

1w |
n [ [
2 | O
13

Yer No

w7

Form 990-PF (2023)



Form 890-PF (2023)
=71 &Y/ Mz] Statements Regarding Activities for Which Form 4720 May Be Required

1a

Page 6

File Form 4720 it any item is checked in the *Yas™ column, und an ption appliss.
During the year, did the foundation (either directly or indirectly):
{1) Engage in the sala or exchanga, or leasing of property with a disqualified person? .

(2) Borrow money from, lend money to, or otherwise extend credit to (or accep! it from) a disquatifisd

{3) Fumish goods, services, or facilitiss to (or accept them from) a disqualified person? .

(4) Pay compensation 1o, or pay or reimburse the expenses of, a disqualified person? .

(5) Transter any income or assets to a disqualified person {or make any of either available for the benafit or
use of a disqualified parson)?, . — . .l ke

{6) Agree to pay money or property to a government official? (Exception. Check "No"™ if the foundation
agreed to make a grant to or to employ the official for a period after termination of government service, if
tarminating within 90 days.} . . SE ESTE  ROR RTCREUGE ald WO g

tf any answer is "Yes" to 1a(1}~{6), did any of the acts fail to qualify under the exceptions described in

Regulations section 53.4941(d}-3 or in a current notice regarding disaster assistance? See instructions .

Omganizations relying on a cument notice regarding disaster assistance, check hare |

Did! tha foundation engage in a prior year in any of the acts described in 13, other than excepted acts, thal

were not cormected before the first day of the tax year beginning in 20237 . "

Taxas on failure to distribute income {gection 4942) {does not apply for years the foundation was a private

operating foundation defined in saction 4842(13) or 4942(}5)):

At the and of tax year 2023, did the foundation have any undistributad incoma (Part XII, lines 6d and &e) for

1ax year(s) beginning befora 20237 . gy Fas- Ghg O L S

if “Yas," list the years 20 .20 .20 . 20

Are there any years listed in 2a for whlch the foundation is not applying the provisions of section 4942(a)(2)
{relating to incorrect valuation of assets) o the year's undistributed income? (If applying section 4342(aj(2} to
all years listed, answer “No” and atlach statement —see instructions.) . %

If the provisions of section 4942(a){2) are being applied 1o any of the years listed in 2a, list ihe years hera.

0 .20 .20 .20

Did the foundation hold more than a 2% direct or indirect interest in any businass enterprise at any time
during the year? , _, 5 i X . .

If “Yes,” did it have excess business holdings in 2023 as a result of {1) any purchase by the foundation or
disqualified persons after May 26, 1968; (2) the lapsa of the 5-year period (or longer period approved by the
Commissionar under section 4843{c)7)) to dispose of holdings acquired by gift or bequest; or {3} the lapse of
the 10-, 15-, or 20-year first phase holding period? {Use Form 4720, Schedule C, to datermina if the
foundation had excess business holdings in 2023.) . - - .. .

Did the foundation invast during tha year any amount in a manner that would jeopardiza its charitable

Did the foundation make any investment in a prior year (but after December 31, 1969} that could jeopardize
its charitable purposa tha! had not been removed from jeopardy before the first day of the lax year baginning
in 20237 , .

4
[+]

Yos

gy | O .
1a(2) ]
1a(3} ]
1a(4} ] j
1a(5) |
|
e |, [1 [
1 ] O
I
w | [
22 | [
26 O
W | O |&F
w» | O (0O
sa | []
4b O

Form 990-PF o023



Form 990-PF (2023)

Page 8

~ETAT M:] Statements Raganding Activities for Which Form 4720 May Bas Required (continued)

58 During the year, did the foundation pay or incur any amount to:

{1) Canmy on propaganda, or otherwisa attempt to influence legistation {saction 4945{e)}? .

{2) Influence the outcoms of any specific public election {ase saction 4855); or to carry on, directly or

indirectly, any voter registration drive? ,

{3) Provide a grant to an individual for travel, study, or other similar purposes? .

(4) Provide a grant to an organization other than a charitable, e1¢., organization described in section 4945(d}

(44A)? See instructions ,

{5) Provide for any purpose other than religious, charitable, scientific, literary, or sducational purposas, or for

the prevention of cruelty to children or animals?

b any answer is "Yes" to 5a{1)<5), did any of the transactions fail to qualify under the axceptions described

-3
[

Sa{1)

No

5a(2)

5a(3)

Sa(4)

5a(5)

mgE N NINY

Qopodl O EIEJDDEIIEI

in Regulations section 53,4945 or in & current notice regarding disaster assistance? See instructions . ¥ 5b
€ Omanizalions refying on a current nolice regarding disaster ssistance, check here . g 0
d M the answer is “Yes" 10 question 5a(d}, does the foundation claim exemption from tha tax because it
maintained expenditure responsibility for the grant? , 5d
H “Yes," attach the statement required by Regulations section 53.4945-5{(d).
6a Did tha foundation, during the year, receive any funds, direcily or indirectly, to pay premiums on a personal
bensfit contract? , 8a
b Did tha foundation, during the year, pay premiums, duectly of indirectly, on a personal benefit contract? 6b
11 "Yes~ to 6b, file Form BETO. -
Ta At any time during the tax year, was the loundation a party 1o a prohibited tax sheler transaction? 7a
bt “Yas,” did the foundation recelve any proceeds or have any net income attributable to the transaction? 7h D
8 s the foundation subject io the saction 4960 tax on payment(s} of more than $1,000,000 in remuneration of A
excess parachute payment(s) during the year? , a
p Information About Cfficers, Directors, Trustees, FoundaﬁonMamoun H}qhtvaJdEmployoea
ant Vil and Contractors .
1 Ust all officers, directors, trustees, end foundation managers and their compensation. See Instructions,
[b) Titke, and average {c) Companaation e Contributions to {#) Expensa
(a} Name and address hours per week i not paid, emplayse banafit plans account
davoted 10 position enter -0-} and defermed compensation | other aligwancas
Jason J Sgro Chair 0 5 8
260 Lowell Strest ,Manchester ,NH 03014  |S
Kavin M O'Shea Esaq Vice Chair 5 n o
11 Garrison Lane ,Madbury ,KNH 03833 T 7777|2.1s
Vincent M Chamberxs Secretary G o .
66 South Ridge Dr. ,Manchester ,NH 03108 0.5
Traasurer
d ,CT 06480 Q.25
2 Compensation of five highest-paid employeas {other than those included on line 1—see instructions). If none, enter
“NONE."
Contributions t
{b) Title, and average t‘:lmployoe beneiilo {a) Expense
(s} Name and address of sach smployea paid mors than $50,000 hours par wesk {c) Compensation BCOOUNM.
plans and detemad
aavoted to position i other allowances
compensation

NONE

Total number of other employees paid over $50,000 .

Form 990-PF (2023



Form 990-PF (2023}

Page 7

Information About Officers, Directors, Trusteas, Foundation Managers, Highly Paid Employees,

Part Vil end Contractora {continued)

3 Five highest-paid independent contractors for professional services. See instructions. If none, enter “NONE.”

{a) Name art sddress of aach person paid more than $50.000 {b) Type of service

[c)

NONE

Tota! number of others receiving over $50,000 for professional services |,

LAY [Ny Summery of Direct Charitable Activities

List the founagtion’s four fargest direct chanitable activities during the tax year. Include relevant statistical information swch 23 Hhe number of
organizations and other baneficiaries served, conferences convenad, ressarch papers produced, stc.

Expensas

1 The organization was in business startup mode and did not complets any charitable
activities in this year aside frow preparing the grant proposal referenced in Part VIII-B
below.

2Z1:RY[[H:] Summary of Program-Related Investments {see instructions)

Describe the two langest program-related investiments made by the loundation during the tax yssr on lines f and 2,

1 The organization prapared a grant proposal for the New Hampshirs Department of Information
Technology.

Total. Add lines 1 through 3 .

Q

Form 990-PF (2023



Form 890-PF (2023)

Page 8

Minémum Investment Retum {All domestic foundations must complete this part. Foreign foundations,

Part IX

sea instructions.)

1 Fair market value of assets not used (or heid {or use) directly in carrying out charitable, etc,,
purposes:
a Average monthly fair market value of securities . 1a 0
b Average of monthly cash balances , i 0
¢ Fair market valua of all other assats (sea instructions) . 1c 0
d  Total (ada lines 1a, b, and ¢ 1d °
& Reduction claimed for blockage or other I‘aciora reponed on lines 1a and
1¢ {attach detailed explanation) - o | e |
2 Acquisition indebtedness applicable to line 1 assets . 2
3 Subtract line 2 from line 1d a3 [}
4 Cash deemed held for charitable activities. Enter 1.5% (0.015) of tine 3 {for graater amount, ses 4 [
instructions} . !
5  Nat vatue of noncharitable-use .mu_Subuact llﬂe 4 hom Iine 3 5 °
8 Minimum Investment return.Enter 5% (0.05) of ine 5 s o
Part X Distributable Amount (see instructions) (Section 4942(](3) and (j)(5} private operating foundations
and certain foreign organizations, check here and do not complete this part.)
1 Minimum investment return from Part IX, line 6 , 1
28 Tax on investmentincome for 2023 from PanViline 5. . . . . . . . . o . . . 2a
b Income tax for 2023. (This does natinclude thetax fromPart V). . . . . . . . . . 2b
€ Add lines 2¢ and 2b 2c
3 Distributable amount before adjustments. Subtract line 2¢ frem line 1 3
4 FRecoveries of amounts treated as qualitying distributions 4
5 Addlines3and. 5
6 Deduction from distributable amount (see instructions) . 8
7  Distributable amount as ad;us:ed Subtract ne 6 from line 5. Enter here and on Part XII, 7
line 1 . ; 1 G RTSE FSUR TI G EOTR ESE ey
[=ZTa@ ] Qualifying Distributions (see instructions)
1 Amounts paid {including administrative expenses) to accomplish charitable, etc.. purposes:
a Expensas, contributions, gifts, stc.—total from Part ), column {d}, line 26 . 1a
b Program-reiated investments —total from Part VIl-B , 1b 0
2 Amounts paid 10 acquire assets used {or hekd for use) directly in carrying out charitable, etc., 1]
3 Amounts set aside for specific charitable projects that satisly the:
a Suitability test (prior IRS approval requirad) . 3a 0
b Cash distribution test (attach the required scheciule) , 3h ]
4 Qualitying distributions,Add lines 1a through 3b. Enter here and on Part Xl line 4 , 4 0

Form 990-PF (2023



Form §90-PF (2023)

Page 9

=EN @] Undistributed Income (see instructions)

Distributable amount for 2023 trom Part X, line 7

Enter emount for 2022 only . c e e
Total for prior years: 20 —. 20 ., 20
Excess distributions carryover, if any, to 2023:

From 2018 .

(a}

)
‘Yaars prior to 2022

(e}

()

Undistributed income, if any, as of the end of 2023:

From 2019

From 2020 .

From 2021 |

From 2022 .

~0 a0 o0 Ygo N

Total of lines 3a through e. .
Qualitying distributions for 2023 from Pan X1,
lire4: §
a Applisd to 2022, but not mora than line 2a .
b Applied to undistributed income of prior years
({Election reguired — see instructions) . .
¢ Treated as distributions out of corpus {Election
required — sae instructions) . . .
d  Applied to 2023 distribtable amount
& Remaining amount distributed out of corpus
5 Excess distributions carryover applied to 2023
{If an amoun appears in column {d}, the same
amount must be shown in column (a).)
€  Enter the net total of each column ps
indicated balow:
a Corpus. Add lines 3t, 4¢, and de, Subtract line 5
b Prior years' undistributed income. Subtract
lina 4b from line 2b .
¢ Enter the amount of prior years' und:stnbuted
incoma for which a notice of deliciency has
been issued, or on which the section 4942(a)
tax has been praviously assesssd
d  Subtract line B¢ from line 6b, Taxable
amount —ses instructions |
@  Undistributed income for 2022, Subtract hne
4a from line 2a. Taxable amount —see
instructions . 5
f  Undistributed income 1or 2023 Subtmct lmes
4d and 5 from line 1, This amouns must be
distributed in 2024 | ' o
7 Amounts treated as distributions out of corpus
to satisfy requiraments imposed by saction
70BN 1NF) or 4942(gH3) (Election rnay be
required —see instructions) ,

B Excess distributions carryover from 2018 not
applisd on line 5 or line 7 (388 instructions) .

9  Excess distributions carryover to 2024,
Subtract lines 7 and 8 from line 6a .

10 Analysis of ne 9:
Excess from 2012,

-

Excess from 2020 .

Excess from 2021,

Excess from 2022 .

[ - S T - - ]

Excess from 2023 .

Form 990-PF (20223



Form 990-PF (2023)

1a

o

Page 10

2y Il] Private Operating Foundationa {see instructions and Part VI-A, question 9)

If the foundation has received a ruling or determination letter that it is a private operating
foundation_ and the ruling is effective for 2023, entar the date of the ruling .

11/08/2033

Check box 1o indicate whether the foundation is a private operating foundation described in section [ /] . (/1494203 or D 4942(45)

Enter the lessar of the adjustad net Tax year Prior 3 years

income from Part  or tha minimum (a} 2023 ) 2022 {c) 2021

(d} 2020

{w) Total

investment return from Part iX for
eachyearlisted, . . . . . o 0

85% (0.85)of line2a. . . . 0

Oualifying distributions from Part X,
line 4, for each year listed .

Anmm;dednlmzcndmddiwuy
for active conduct of exempt activities ,

Qualifying distibutions made directly
for actlve conduct of exempt activities. 0 0 1]
Subtract line 2d from line 2¢ .

Complets 3a, b, or c for the |
zhternative test relied upon;

“Asgets™ alternative test—enter:
(1) value of all assets . . . . 0 0 ]

(2) Value of assets qualifying under
section 4842(3KB)T .

“Endowment” altarnative test—enter 2/3
of minimurm investment return shown in Q ] o
Part LX, line B, for each year listed .

*Support™ alternative tast—enter:
(1) Total support other than gross
investment incoma (interest,
dividends, rents, payments on

securities loans (section
512(a}5), or royalties}. . . . . 0 . 0 o

(2) Support from general public
and 5 or more exemnpt
organizations as provided in
section 4842(3B)wE . . . . . 0 o ]

(3} Largest amount of support from

i ] ] [+]
an exempt organization .

{4} Gross investmentincome . . . . Q 0 (]

=E: @' Supplementary Information (Complete this part only if the foundation had $5,000 or more in assets al

any time during the year—see instructions.)

Information Regarding Foundation Managers:
List any managers of the foundation who have contributed more than 2% of the total contributions received by the foundation
bafore the closa of any tax year {but only if they have contributed more than $5,0000. (See section S07{(d)2).}

List any managers of the foundation who own 10% or move of the stock of a corporation {or an equally large porticn of the
ownarship of a partnership or other entity) of which the foundation has a 10% or greater interest.

Information Regarding Contribution, Grant, Gift, Loan, Scholarship, elc., Programs:
Check here if the foundation only makas contributions to preselected charitable organizations and does not accept

unsolicited requasts lor funds, If the loundation makes gifts, grants, etc., to individuals or organizations under other conditions,

complete items 2a, b, ¢, and d. See instructions.

The namae, address, and telephona number or email addrass of the parson to whom applications should be addressed:

b The torm in which applications should be submittad and information and matarials they should include:

€ Any submission deadlines:

d  Any restrictions or limitations on awards, such as by geographical areas, charitable fields, kinds of institutions, or other

factors:

Form 990-PF (2023



Form 990-PF {2023}

Page 11

-4 @4\ Supplementary Information (continued)

3 Grants and Contributions Paid During the Year or Approved for Future Payment
. If raciplent |s an Ingividual,
. show any relationship to F 1:" Purpose of grant or .
X any foundation manager = contribution
Db iaric{addrass] (fiorme] o biisiresi) or substantial contributar | o PO
Paid during Ihe year
b Approved for huiure payment
Totad . . . .3b
Form 990-PF (2023




Form 980-PF (2023)

T @ Y Analysis of Income-Producing Activities

Enter gross amounts unless otherwise indicated,

;oW N

© @& ~ @

-
- O

12
13

Relationship of Activities to the Accomplishment of Exempt Purposes
Line No.

Page 12

Program sarvice revenue:
No program servicas compl

Unrelated business income

Excluded by saction 512, 513, or 514

(=)

Business code

(b}
Amount

e @
Exchesion code Amauni

(o)
Related or exempt
function income
{See instructions.)

a
b
[
d
]

oo i
9 Fees and contracts from government agencies

Membarship dues and assessments.
Interast on savings and temporary cash investments
Dividends and interest from securities

Net rantal income or (loss) from real estate:
a Debt-financed property

b Not debi-financed property

et rental income or (loss) from personal property
Other investment income

Gain or §oss} from sales of assets other than inventory
Net income or (loas) from special events

Gross profit or {logs} from salas of inventory
Other revenue: 8

Subtotal. Add columns (b), {d), and {8} .
Total. Add line 12, columns (b). (d), and {s)
{See worksheet in kne 13 instructions to verify calculations.)

o

ole|o|o|olo]lo

13

Explain below how sach activity for which income is reported in column (&) of Part XV-A contributed importantly to the accomplishrent
of the foundation's exempt puposes (other than by providing funds for such purposes). (See instructions.)

Forrn 990-PF (2023



Form 990-PF (2023) Page 13

[=ETa@.A"{] Information Regarding Transfers to and Tranaactions and Relationships With Noncharitable Exempt Organizations.

1 Did the organization directly or indirectly engage in any of the following with any other organization described
in section 501(c) {other than section S01(c}(3) organizations) or in saction 527, relating to political
omanizations?

X

e

a  Transiers from the reporting toundation to 8 noncharitable exempt organization of:

(1) Cashvass ap come Sod Sili @eim iR BAR Fos Tol SR GO0 Som eoE SRV DR S0 SRR SO S “‘"’D
(2) Ctherassefsii®i U/l wiu i G0 DIE BVE W W S0 0% EE OWEW OFH P SN MR we [ | @
(1} Sales of assets toanonchamabie excmpt orgamzatlon e e e e e e e e e e e e e e e 1b{1) D .
{2} Purchases of assets from a noncharitable exempt organization . . . . .. , . , . . . . O el EERm o 1b{2) D
[3} Renta of laciiities, squipment, or other assels | e e e . e 1b(3) D
{4) Reimbursament arrangements. . . . . . . . . . YRR OEUSE B HER g B et 3 1b{4) I:]
(5) Loansorloanguaranteas, ., ., . ., . . . . . . . 4 . . s e . 1b{5) E
{8) Performance of services or membership or fundraising solicitations . . R, BSOS BEE MUY BRETE 4R Ouy i 1b(6) l:l
© Sharing of facilities, aquipment, mailing lists, other assets. or paid employees . . . . . . . . . . . . . . o4 . o . . 1c D

d |f the answer to any of the above is "Yes,” complete the following schedule. Column {b) should always show the fair market valua of the goods, other essets, or services
given by tha reporting foundation. If the foundation received less than fair market value in any transaction or sharing arrangemsnt, show in column (d) the value of the
goods, other assets, or servicas raceived.

{a) Line no. (b) Amount invoived {c) Name of noncharitable exemp! organization (d) Dascription of transiers, transactions, and sharing arangemants

28 |3 the loundation directly or indirectty affiliated with, or related (o, one or more lax-exompl ongamzauons described in section 501(c) {other than
section SONCHIN or in s6ction 5277, . . . . . . . . . . . . . ... AR [Jyes [ZIno

bt *Yes,® complate the following schediule.

(a} Nama of arganization {b) Type of organization (&) Description of reletionship

Under panaities of parjuey, | deciare that | have axaminad this mtuen, including accomparnying schadules and statements, and Lo the bast of my knowledge and belied, it is
trus,
si comrect, and completa. Declaration of preparer {other than taxpayer} is based on all information of which preparsr has any knowledge.
ign
LiSTE Jason Bgxo 05/15/2024  Doard Chair Mayjtha]IRS[dlscissfhalrstumiwith
the preparer shown below?
Signature of afficer or lrustes Date Titls See instructions, [:lYeg D No
. Print/Type preparec’s ngme Preparer’s signature Cata Check D i PTIN
Paid self-amployed
Preparer
: s EIN
Use Only Flm's name ', EA
Firm's address Phona no

Form 990PF (2023)



Form 990PF Statements

2023
Name of the Organization Employer identification number
OVERWATCH POUNDATION 92-3064397
Statemant name: Part Vil Line 1 List of officers
[a} Name and title {b) Average (¢) Reportable {d) Health benefits (e} Estimated
hours per compensation amount of
weak
ather
devoted to satl
i compensation
Alynss Ropenzwaig Director; Acting Deputy Director 2.3 $0

989 Ocean Blvd.,Unic 14,Hampton,NH 03842

50

50




) Department of the Treasury Dato:
- Internal Revenue Service 11/08/2023
. Tax Exempt and Government Entities Employer (D number:

I]RS P.0. Box 2508 92-3084397
Cincinnati, OH 45201 Person to contact:

Name: Customer Service
ID number; 31954
Telephone: 877-829-5500

THE OVERWATCH FOUNDATION Accounting period ending:

46 DONOVAN STREET SUITE 2 December 31

CONCORD, NH 03301-2619 Form 980-PF required:
Yes

Effective date of exemption:
January 25, 2023
Addendum applias:
No
DLN:
26053706005553

Dear Applicant:

We're pleased to tell you we determined you're exempt from federal income tax under Internal Revenue Code
(IRC) Section 501{c)(3). Donors can deduct contributions they make to you under IRC Section 170. You're also
qualified to receive tax deductible bequests, devises, transfers or gifts under Section 2055, 2106, or 2522. This
letter could help resolve questions on your exempt status. Please keep it for your records.

Organizations exempt under [RC Section 501(c)(3) are further classified as either public charities or private
foundations. We determined you're a private foundation within the meaning of Section 509(a).

We further determined you qualify as a private operating foundation under IRC Section 4942(j)(3). We'll treat
you as a private operating foundation as long as you continue to meet the requirements of Section 4942(j)(3).

You're required to file Form 990-PF, Return of Private Foundation or Section 4947(a)(1) Trust Treated as
Private Foundation, annually, whether or not you have income or activity during the year. If you don't file a
required return or notice for three consecutive years, your exempt status will be automatically revoked.

If we indicated at the top of this letter that an addendum applies, the enclosed addendum is an integral part of
this letter.

For important information about your responsibilities as a tax-exempt organization, go to www.irs.gov/charities.
Enter "4221-PF" in the search bar to view Publication 4221-PF, Compliance Guide for 501(c)(3) Private
Foundations, which describes your recordkeeping, reporting, and disclosure requirements.

We sent a copy of this letter to your representative as indicated in your power of attorney.
Sincerely,
ket a.. wahle
Stephen A. Martin

Director, Exempt Organizations
Rulings and Agreements

Letter 1076 (Rev. 2-2020)
Catalog Number 35181A



THE OVERWATCH FOUNDATION

CONSTANS VICHANTIA

The Overwatch Foundation Board of Directors

The Overwatch Foundation Board of Directors, known as the “Nine Rooks,” is a group of nine
business leaders, career public servants, and subject matter experts that comprise the oversight
board of the Foundation. In chess, the rook is widely considered one of the most versatile pieces,
with equally matched offensive and defensive capabilides. A Director, once elected, may serve a
term of years as Dircctor and may be selected as an Officer of the board for a time. Bur all board
members, past and present, are bestowed the tide of “Rook” and may use the “9R” shield for the
rest of their professional career as a symbol of the impact they made in the service of our state.

Jason J. Sgro
Director, Chairman, & Rook.

Leading New Hampshire’s largest dedicated municipal incident response efforts, Jason serves as St.
Partner, Business Strategy, and Head of Cybersecurity & Human Privacy at The ATOM Group,
headquartered in Portsmouth, NH. He is the cutrent President of the FBI’s InfraGard Program in
New Hampshire, and serves as the Director of ATOM’s New Hampshire Office for Cooperation in
Cybersecurity which provides training and emergency response services in pattnership with the NH
Public Risk Management Exchange (Primex3).

Kevin M. O’Shea, Esq.
Director, Vice Chair, & Rook.

Attorney O’Shea is a lawyer and equity member at Sulloway & Hollis, PLLC. He concentrates his
practice on commercial litigation, including contract disputes, and defense of manufacturers’
warranties. A significant portion of his practice focuses on the Internet and technology law,
including privacy and domain registration disputes. In 2022, Kevin earned the Certified Information
Pavacy Professional/United States (CIPP/US) designation from the Internadonal Association of
Pavacy Professionals. Kevin serves as the firm’s chair of both Sulloway’s Technology Committee
and Ethics Committee.

Vincent M. Chambers
Director, Secretary, & Rook.
Natonal Security Subcommittee (Chair)

Vince’s career has focused on service to the Country. Vince started his professional career as an
active-duty Army Officer, serving nine years in both CONUS and OCONUS assignments. Vince
attained the rank of Caprtain and served as a Platoon Leader, Company Commander, and in various
Army staff positdons.

After his military service, Vince was appointed to be a Special Agent with the Federal Bureau of
Investgaton. Vince served for over 20 years as an FBI Special Agent leading complex



THE OVERWATCH FOUNDATION

CONSTANS VICIANTIA

investigations into violadons of the Foreign Corrupt Practces Act, international narcotics
trafficking, counterterrorism, domesdc terrorism, inner-city gang violence, white-collar crime, and
computer intrusion crimes.

Alyssa C. Rosenzweig, MSc.
Director & Rook.

Alyssa’s career 1s dedicated to how technology can transform lives and serve people—from the most
basic technological advancements to artificial organs to cybersecurity. She is a Partner at the New
Hampshire technology consulting firm, ATOM, and an active member of the FBI's public-private
parthership organization, InfraGard, where she is both a Board member and Healthcare Sector
Chief for the New Flémpshirc chapter.

Terence R. Pfaff
Director & Rook.
o

Terry has built a career as a New Hampshire public servant, balancing both a career as firefighter for
the City of Manchester (30 years) and a legisladve role, first serving four terms in the New
Hampshire House of Representatves for Hooksett and then eventually becoming the Chief of Staff
for the House. When he retred from firefighting, he transitioned full-iime into NH State leadership
where he is now the Chief Operating Officer for the General Court. In addidon to his legislative
activities, he has been a long-standing member of the Board of Trustees for the Visiting Nurse
Association of Southern NH, where he was elected Board Chair in 2021,

Matthew Chepeleff
Director, Treasurer, & Rook.
National Security Subcommittee

Mate spent the first 20 vears of his career in the space where technology and business overlap. Matt
currently serves as partner and leads ATOM’s software development practice, focusing on mobile,
web, and enterprise software for SMBs. In 2019, Matt joined the board as a founding director of the
AFMS Foundaton, a not-for-profit in Connecticur focusing on Advocaung for Families with

Muluple Sclerosis.
. /



lepiouls Alyssa C. Rosenzweig

Product Management

Public health and safety servant
Concord, New Hampshire, United States

Medical Devices
Product Development

Languages Summary

Spanish | am highly technical, focused, analytical and a practicing leader. |
am attracted to complex systems with many unknowns and myriad

Certifications moving pieces. | speak many different languages—everything

\ from engineering and IT to design/UX and marketing to legal

ITIL Foundation (2011) and business/client services. My expertise is in bringing all those

disciplines together. Through them | harness the potential that builds
teams, deliverables, and systems that tackle complicated challenges.
| get energized when the odds are stacked against us and obstacles
seem insurmountable. | am always eager to join a talented team
whose culture and values match my enthusiasm and high standards
for excellence and technical innovation.

Experience

InfraGard
2 years 6 months

Board Member
December 2024 - Present (3 months)
Concord, New Hampshire, United States

Sector Chief, Healthcare & Public Health
September 2022 - Present (2 years 6 months)
New Hampshire, United States

Lead the NH tnfragard towards serving and improving community health and

wellness.

2024 Healthcare Sector Chief of the Year - Northeast Region

The Overwatch Foundation
1 year 7 months

Deputy Director, Board Member & Rook
November 2023 - Present (1 year 4 months)

Director, Treasurer, & Rook
Page 10of 5




August 2023 - November 2023 (4 months)

THE ATOM GROUP
10 years 8 months

Partner, Experience + COO
October 2022 - Present {2 years 5 months)

We cultivate and distill visionary ideas into vital experiences.

Associate Partner, Engagement
November 2020 - October 2022 (2 years)

Client Success + User Experience + Operations

Head of Client Success
February 2017 - November 2020 (3 years 10 months)
Portsmouth, NH

Lead navigator on your journey with ATOM.

Project Manager

July 2014 - February 2017.(2 years 8 months)

Portsmouth, NH

Key clients and projects include:

+ Design and development of the Pierce Manufacturing Command Zone I
vehicte maintenance and monitoring mobile and tablet web application

+ Agile-based management of Rue La La A/B testing with Optimizely and
Evergage to optimize ecommerce website performance

« Maintenance and implementation of Shopify storefronts such as LuxeDH
* Internationalization of the Sun Edison echo solar home electricity monitoring
i0OS application

« Maintenance and implementation of Kentico (ASP.NET) and WordPress
websites

GRIT + GRACE

Founder, Lead Practidner
April 2021 - Present (3 years 11 months)

Coaching and consulting practice specializing in empowering women with
chronic health conditions.

Sig Sauer

Applications Support
July 2013 - July 2014 (1 year 1 month)
Newington. NH '

Page 2 of 5



« Designed, implemented and maintained BMC FootPrints service desk to
improve IT department’s effectivity {currently expanding to other business
units).

» Managed Kronos Workforce Ready IT implementation for 1000 employees;
first fully-integrated system with AD, HRB, and security apps.

* Managed business process requirement gathering of ecommerce solution to
market, schedule/manage, and invoice Sig Sauer Academy courses.

AgaMatrix

Technical Project Manager
November 2010 - March 2013 (2 years 5 months)

» Designed and implemented software systems to support project effort
tracking and executive management updates.

« Defined organizational procedures to support third-party developers’ use of
company's first iPhone SOK product,

« Built and managed compaﬁy‘s first mobile software app testing team and
integrated into standard operating procedures.

* Developed and managed WordPress content sharing system to convey
industry news and customer experience insight.

» Strategically managed and advanced company’s intellectual property
portfolio.

» Researched and advised product management team on innovative features
and business opportunities.

University of Toronto, Department of Computer Science

HCI Graduate Researcher and Teaching Assistant
September 2009 - October 2010 {1 year 2 months)

University of Pennsylvania Schoenberg Center for Electronic Text

and Images

Web Designer ;
January 2007 - May 2009 (2 years 5 months)

Designed and ‘implemented HTML and CSS web interfaces to showcase
digitized University rare book and manuscript collections.

UC Santa Cruz

National Science Foundation Undergraduate Research Fellow in
information Technology
May 2908 - August 2008 (4 months)

Page 3 of 5



+ Created Google Maps application for visually impaired using sound to convey

street information.

lllinois Institute of Technology

National Science Foundation's Research Experience for
Undergraduates Fellow

May 2007 - August 2007 (4 months) ‘

« Redesigned educational web application to improve usability and
presentation of USDA food and activity research.

- Project accepted for 2007 National Biomedical Engineering Society
Undergraduate Session

- Poster presentation at the 2008 Diabetes Technotogy Meeting in Bethesda,
Maryland

- Abstract publication in the Journal of Diabetes Science and Technelogy
(March 2009)

The Daily Pennsylvanian
DailyPennsylvanian.com Editor-in-Chief
January 2006 - January 2007 (1 year 1 month)

Launched and designed a new site with staff collaboration; recruited and
managed paper’s first Web department.

Entertainment Publications

Merchant Marketing Intern
May 2006 - December 2006 (8 months)

Developed efficient system in Access and Excel to automate monthly analysis
of thousands of merchant offers by converting them into a visual, comparable
format to guide company strategies.

Education

University of Pennsylvania
BAS, BA, Computer and Cognitive Science, Psychology - (2005 - 2009)

University of Toronto
MSc, Computer Science, Human-Computer Interaction; Ubiquitous
Computing - {2009 - 2010)

St. Louis University --Madrid
Spanish culture, history, literature, music and language - (2008 - 2008)

Page 4 of 5



Seaholm High School
- (2001 - 2005)
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Neal Richardson .

SUMMARY OF QUALIFICATIONS:

Seascned C1SO with gold standard CISM, CISSP, CDPSE, GCCC, GCIH, GCIA, GMOB, and GSEC
certifications validating expertise in strategic management, technical security, and data privacy
domains.

15+ years of experience leading cybersecurity strategy and operations.

Expertise in policy development, regulatory compliance, incident response, risk management,
and security awareness.

Strong technical knowledge of IDS/IPS, SIEM, |dentity and Access Management, vulnerability
assessment, Network design, and infrastructure security.

Proven ability to architect and execute cybersecurity modernization initiatives.

Leadership experience building, managing, and mentoring high-performing security teams.
Ability to effectively communicate complex security concepts to senior leadership and boards.
Knowledge of state and federal security regulations, including NIST CSF, CIS 18, CIPA, FERPA, and
HIPAA

Experience:

Head of Information Technology
The Overwatch Foundation

Concord, New Hampshire ; 2024 - Present

e Serve as Information Technology manager for the Overwatch Foundation, assisting in the
selection, design, configuration, and implementation of tools, Saa$ products, and applications.
This includes building and configuring network security appliances such as firewalls, routers,
switches, etc.

e Create and manage an information security program that meets the requirements of the
Overwatch Foundation as a regulated federal and state partner.

o Design, configure, implement, and managed technology deployment withi infrastructure
grants.

e Responsible for the Service Desk, managing the quality of the assistance given to internal and
external stakeholders and customers.

® Build and oversee the relationships between Overwatch Technology Partners and the -
Overwatch Foundation.

o Serve as the primary technical advising point of contact for grant recipients.

e Train Service Desk Engineers to support key technologies we deploy in our solutions.

e Train Cl Technicians on proper installation and troubleshooting of key technologies we deploy
in our solutions.

e Assist in the grant readiness approval process.

e Lead technical change control approval for the Overwatch Foundation.

® Assist the Deputy Director in creating Board-level reporting as requested.



Director of Technology/CISO 2018 - 2024
SAU # 34 Hillsboro-Deering School District  Hillsboro, New Hampshire

Drove creation and rollout of robust cyber and physical security policies, processes, and
protocols district-wide, hardening defenses against emerging threats while significantly
improving incident response capabilities.

Built incident response plans and processes from the ground up, allowing for swift triage
and coordinated remediation of malware infections, unauthorized access, data breaches,
and other cyber events through defined escalation paths. :
Formulated and executed a comprehensive strategy for revitalizing and expanding the IT
department, ensuring smooth and effortless access to digital resources to facilitate school-
based and distance learning. )
Provide strategic guidance and support to principals, teachers, and staff in effectively
applying cybersecurity controls and tools.

Developed and implemented a plan to ensure the continuity of educational services during
the pandemic shutdown.

Provided input and feedback on the development of New Hampshire K-12 data and privacy
security minimum standards.

Presented in Cybersecurity and Infrastructure Security Agency (CISA) Inaugural National
Summit on K-12 Scheool Safety and Security.

Featured in two case studies by the Center of Internet Security {CIS) on the implementation
of CIS Controls in schools.

Furnished written and oral testimony to the New Hampshire Senate STE subcommittee in
support of legislation mandating basic cybersecurity standards for municipalities, drawing

. on case studies and industry best practices to highlight the risks of inaction.

Director of Technology and Emergency Management 2006-2018
SAU #93 Monadnock Regional School District Swanzey, New Hampshire _

Formulated and implemented comprehensive cyber and physical security policies,
procedures, and plans, safeguarding the school district against known and unknown threats,
and significantly reducing response time from days to hours,

Created a security awareness program covering secure web browsing, social media usage,
mobite device safety, social engineering, and emerging cyber threats through interactive
workshops, computer-based training, posters, newsletters, and simulated phishing attacks.
Designed and executed server infrastructure consolidation and cloud migration roadmap to
reduce the attack surface, enable consistent security policies, and decrease maintenance
costs by 50% year over year.

Coached the first Cyber-Patriot team in the Monadnock Region.

Built an integrated All-Hazards Response Team to provide swift, coordinated incident
response to cyber and physical threats impacting any school within the district.

Led the district Emergency Management Committee, overseeing the development of
standardized response plans and coordinating drills.

Championed 1:1 Chromebook program delivering enhanced digital access and engagement
for students grades 6-12 through extensive planning, pilot testing, infrastructure upgrades,
and classroom integration support.

Awards, Certifications, Certificates, and Education:

Awards:

The SANS Institute: Difference Maker Award 2019



Certifications:
Information Systems Audit and Control Association (ISACA}:
Certified Information Security Manager (CISM) #2158862
Certified Data Privacy Solutions Engineer (CDPSE) #2117201
International Information System Security Certification Consortium (ISC2)
CISSP Certified Information Systems Security Professional (CISSP) #512944
Glohal Information Assurance Certification (GIAC) '
Certified Mobile Device Security Analyst (GMOB) #764
Certified Critical Controls (GCCC) #874
Certified Incident Handler (GCIH) #24486
Certified Incident Analyst (GCIA) #9761
Security Essentials Certificate (GSEC) #34198
EC-Council '
Associate Certified Chief Information Security Officer HECC3589021647
Cybersecurity Coalition for Education:
Certified Cybersecurity Rubric Evaluator (CCRE)
Certificates:
IT Security Strategic Planning, Palicy, and Leadership
Practical Web Application Penetration Testing
Web Application Penetration Testing and Ethical Hacking

Education:

Southern New Hampshire University
Associate Degree 2016
Bachelor of Arts in Management 2019

Leadership and Service

Accessdlearning, Internation Technical & Privacy Leadership Group 2023-Present
Tech Tactics in Education Advisory Board Member 2022-Present
K12SIX Controls Working Group 2021-Present
New Hampshire SLTT Cybersecurity Grant Committee 2023-2024
MS-ISAC K12 Working Group Co-chair 2021-2024
COSN Cybersecurity Working Group 2017-2024
Amateur Radio Operator, General Class 2007-Present
New Hampshire Digital Summit Advisory Board Member 2023-2024
Town of Troy Broadband Committee 2020-2021
Town of Troy Emergency Management Director 2017-2019
NH CTO Board member 2016-2020
Town of Troy Assistant Emergency Management Director 2008-2017
Town of Troy Budget Committee 2006-2009
Chairman Town of Troy Budget Committee 2009-2009
US Army and US Army Reserve 1991-1999

Conference Presentations and Webinars

Multi-State Information Sharing and Anatysis Annual Meeting 2024
K12Six: Na}ional Cybersecurity Leadership Conference 2024
CISA: 2022 National Summit on K-12 S5chool Safety and Security: 2022

Consortium of School Networks:



Cybersecurity Practices to Protect your staff and students 2024

Cybersecurity the New Hampshire way. 2022
Maine Technology Users Group:

Intro to the MITRE ATT&CK framework. 2022
NHCTO Clinic:

Security Considerations in a Constantly Changing Environment. 2018
NH School Boards Association:

Data Privacy & Security: Alignment with HB1612. 2018
ISC2 State cybersecurity K12 education: 2018
Christa McAuliffe Technology Conference:

HB 1612 What is a district to do? 2018

Student Safety and Security in the 21% Century Classroom. 2016
WEBINARS:
Not if but When 2023
Incident Response Planning. 2023
MS-ISAC K12 Report Findings. 2023
SC Media's Ransomware eSummit. 2023
NIST Cybersecurity Framework for K,12. 2022
Essential K-12 Cybersecurity Protections for the Cloud. 2022
How One School District Enhances Cyber Hygiene with the CIS Controls. 2020

You Thought Going to High School Was Tough? Try Running Cyber Security for One. 2017



Scott "Vince" Chambers

]
Security Clearance: T$/SCI - Current
Cybersecurity, Technology sales, Cyber Governance, HUMINT, Law Enforcement

Experience

The Overwatch Foundation {https://www.overwatch.org)

Board of Directors, Secretary, & Rook, Concord, NH -

08/2023 - Present . ;

The Overwatch Foundation (“OVW"} is dedicated to protecting United States critical infrastructure in New Hampshire, the New Hampshire
competitive advantage, and the public trust by providing grant-funded cybersecurity auditing and engineering, software modernization, and
workforce development. Board member, Secretary of the Board, and Chair of the National Security subcommittee.

The Overwatch Foundation (https://www.overwatch.org)

Assistant Deputy Director (ADD)

10/2024 - Present

Part of the senior leadership team at OVW responsible for day-to-day operations and mission accomplishment of grant defined metric objectives.

The ADD of OVW leads six employees in all efforts to coordinate and execute the mission of OVW; to protect United States critical infrastructure in
New Hampshire focusing on State, local, and municipal entities across three grants; .GOV, drinking water, and wastewater. The ADD also manages
financial execution of grant funds with oversight by the Deputy Director {DD).

Serpentine Services Group (https://serpentineservices.com)

Board of Advisors

02/2024- Present .

Serpentine Services Group (S5G) uses exercises, gaming, and workshops as a platform for problem-solving. Using Cyber Tabletop Exercises, (TTX),
Cyber workforce design, and partnership advisory services, 55G stimulates creativity, collaboration, and critical thinking, allowing participants to
explore security and business challenges from unigue perspectives and generate custom solutions. This blend of exercises, interactive workshops
and actionable recommendations can empower organizations to address their issues thoughtfully and strategically. From determining how to find
First Federal Customers to answering SEC requirements after a breach; Serpentine Services Group helps an organization realize its business and
compliance goals.

Federal Bureau of Investigation (FBI)

Special Agent, Bedford, New Hampshire -

09/2021 - 09/2024

Conduct complex white-collar crime and cybercrime investigations working in a joint collaborative environment with Federal Law Enforcement
entities such as the FBI, IRS, United States Secret Service, and the Department of Commerce,

Federal Bureau of Investigation (FBI)

Team Leader/Supervisor, Bedford, New Hampshire

02/2018 - 09/2021

Led a gang and narcotics Task Force composed of eight personnel from Federal, State and Local law enforcement organizations. The mission of the
Task Force was to disrupt and disrmantie violent street gangs and drug trafficking criminal enterprises with ties to the State of New Hampshire and
their sources of supply throughout the United States and world. Led the Task Force Team that arrested Ghislaine Maxwell in Bradford, New

Hampshire, ' A

liPage



Federal Bureau of Investigation (FBI)

Supervisory Special Agent, Washington, DC

12/2015 - 06/2017

Program managed counter-narcotics investigations for the entire East Coast of the United States and Puerto Rico; 21 Field Offices of the FBI. Program
managed budget payments for travel of case agents nationally and internationally in support of operations; program managed budget payments to
conduct proactive investigations; program managed budget payments to pay confidential human sources.

Federal Bureau of Investigation (FBI}

Special Agent, Port Au Prince, Haiti

09/2013 - 01/2014

Conducted federal investigations into violations of the Foreign Corrupt Practices Act. Developed an extensive HUMINT network in Haiti that
facilitated the successful prosecution of an American Army Colonel {05} who violated federal law and paid bribes directly to the President and Prime
Minister of Haiti.

Federal Bureau of Investigation (FBI)

Special Agent, Boston, MA

09/2004 - 09/2013

Investigated and adjudicated numerous criminal investigations resulting in over one hundred apprehensions and numerous convictions in Federal
Court. Testified in numerous federal court trials; cross-examined by defense attorneys; worked closely with federal prosecutors to prepare and make
evidence admissible in federal trials.

Federal Bureau of Investigation (FBI)

Special Agent, Balad, traq

01/2008 - 03/2008

Deployed to Iraq in support of Tier One Military Special Operations forces conducting interrogations of captured terrorist targets.

United States Army

Army Officer, Captain (03)

01/1995 - 05/2004

Military Police Platoon Leader, Fort Hood, TX.

Military Police Company Commander, Fort Huachuca, AZ. L
Deputy Operations Officer, Seoul, Korea.

Military Police Qbserver Controller and Trainer, Fort Meade MD.

US Army Special Forces Assessment and Selection (Sefected) — 1998,

Infantry Officer Advanced Course; US Army Airborne School; Combined Arms Services and Staff School -1998; Military Police Officer Basic Course
-1994.

Education

Master of Science Cybersecurity, Policy and Governance
Boston College, Boston, MA

12/2023

Graduate Summa Cum Laude GPA - 3.93.

Recipient of The Woods College Groduate Program Award — For academic excellence: given to the student who brings together a spirit of service and
humble leadership,

2|Page




Master of Science developed areas in Cybersecurity Policy: Privacy and Legal Requirements; Incident Response and Management: Organizational
Effectiveness: Governance, Risk Management, and Compliance; Ethical Issues in Cybersecurity; Cybersecurity: Designing Offensive and Defensive
Capabilities; Cyber Crime; Managing Cyber Risk: Mobile Devices and Social Networking; Cyber Ecosystem and Cybersecurity; International
Cybersecurity and International Law; Network and Infrastructure Security.

Bachelor of Arts in International Relations
Norwich University, Military College of Vermont, Northfield, VT,
05/1994

Graduate Magna Cum Laude - 3.49 GPA,

Double minor in French and English; Distinguished Military Graduate; Regular Army Commission.

3|Pag.e



Employee Name Title Date of Hire Annual Salary Salary Paid By Contract
Alyssa Rosenzweig Deputy Director 2/5/2024 $ 162,690.00 100%

Vince Chambers Assistant Deputy Director 10/21/2024 $ 137,700.00 100%

Neal Richardson Head of Information Technokogy 10/21/2024 $ 122,400.00 100%
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301 _
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

January 23, 2025

Her Exceliency. Governor Kelly A. Ayotte
and the Honorable Executive Council

State House
Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a contract amendment with
QOverwatch Foundation (VC#448104-B001), Concord, NH, by executing an available contract renewal -
option, and increasing the price limitation by $900,000 from $6.900,080 to $7,800,080, and by extending
the completion date from September 30, 2028 to September 30, 2029, for the purpose of providing a
Municipal Cyber Defense Program, effective upon Govemor and Executive Council approval through
September 30, 2029. The Governor and Executive Council approved the original contract on January 31,
2024, ltem # 46 and as amended on August 30, 2024, ltem #62. FY 25 Source of Funds: 80% Federai,
16% General and 4% Other (Agency Income), FY 26 Source of Funds: 100% Federal Funds. A

Funds are available in the following accounts for FY 2025 and are anticipated to be available forFY 2026,
upon the continued appropriation of funds in the future operating budget, with the authority 1o adjust
encumbrances in each of the state fiscal years through the Budget Office, if needed and justified. -

cu#-m:rra-mmcw-;mcrmw-acmummc 2~ SFY 25~ ~ SFY26 TOTAL _
“UNIT #- DEPT NAME- AGENCYNAME-" - " |1 w00 % R TR PR
ACCOUNTING UNITNAME - =~ - E3 RPN ) : k¢ .
CLASS- OBJECT- DESC__ = = & Tn'h - |-+ 3 - et ¥
3-44-44-44!0I8—4788 102-50073 1 Deparunent of F.rwtr $400,000 $500,000 $900,000
Sves., CWSRF Loan Management- Contracts for Program
Services )
EXPLANATION

This contract amendment will provide services to reduce cybersecurity vuinerabilities and
improve the compliance of wastewater systems in New Hampshire.

. Cybersecurity is the top threat to ¢ritical infrastructure in the United States. This program
continues efforts to assess all community water systems and wastewater facilities for cvbersecurity
vulnerabilities, develop a cybersecurity risk management program for the systems/facilities, and
install mitigations to prevent a cyberattack from impacting system operations. Weak cybersecurity

"Innovative Technologies Today for New Hompshire's Tomorrow”



Her Excellency, Govermnor Kelly A.-Aybue
and the Honorable Executive Council
_Page 2

practices can compromise the ability of community water systems to provide clean and safe
drinking water to customers, process wastewater, erode customer confidence and result in financial
and legal liabililies.

The Department of Information Technolog)- and the Department of Environmental Semccs
respectfully request approval of this contract.

Respectfuily Submined,

s

Denis, Goulet
Commissioner, Depaniment of [nformation
Technology

%M

Robert R. Scott
.Commissioner, Department of
Environmental Services

DClik
DolT #2024-0148 RID: 88656
cc: Ken Weeks, Chief Information Security Officer ¥

“Innovative Technologies Todoy for New Hompshire's Tomorrow"”
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STATE OF NEW HAMPSHIRE

Department of Information Technology/Department of Environmental Services:
DolT # 2024-014 State and Local Cybersecurity Grant (SLCGP), Municipal Cyber Defense
Program (MCDP) and Grant-Funded Critical lnfrastructure Key Resources {CIKR)
Cybersecurity Services:

AMENDMENT B (2)

Templale Revision V3.0 272772}




Docusign Envelope 10: 49F 458FF-8018-4ABE-ASEA-CIDBT7A4CFE38

INTRODUCTION

WHEREAS, pursuant 1o an Agreement approved by Governor and Council, as a competitively procured
contract on January 31, 2024, liem #46, as amended on August 30, 2024, liem 462 (herein after referred
to as the *Agreement’”), The OVERWATCH FOUNDATION (hercinafter referred tc as “Contracior”)
agreed 1o supply certain services upon the terms and conditions specified in the Agreement and in
consideration of payment by the Department of- Information Technology and Department of
Environmental Services (hereinafier referred to as the “Departments™), certain sums as specified therein;
WHEREAS pursuant to the Agreement Section 17 and the provisions of the Agreement, the Agreement
may be modified or amended only by a writién instrument executed by the panies thereto and approved
by the Governor and Executive Council.

WHEREAS the Vendor and the Departmenis have agreed 10 amend the Agreement in certain respects.
WHEREAS this Amendment is intended by the Parties as the final, complete, and exclusive understanding
between the Parties hereto. All prior or contemporaneous promises, agreements, and understandings,
whether oral or written, are deemed to be superseded by this Amendment, and no Party is relying on any
promise, agreement, or understanding not set forth in this Amendment. Except as expressly amended by
this Amendment, the Agreement shall continue in full force and effect.

WHEREAS the Depanimenis wish 1o add both funds from the Clean Water State Revolving Fund to
continue the 10 provide the cybersecurity services as detailed in the Agreement.

WHEREAS The Vendor agrees to provide cybersecurity services as detailed in the Agreement

WHEREAS The Departments and the Vendor wish to increase the Contract price by $900,000.00 to bring
the total contract price 10 $7,800,080.00.

WHEREAS The Departments and the Vendor wish to extend the completion date from September 30,
2028, to September 30, 2029.

NOW THEREFQRE, in consideration of the foregoing, and the covenanis and conditions contained in the
Agreement and sei forth herein, the pariies agree as follows:

The Agreement is hereby amended as follows:

I. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $900,000.00 from $6,900,080.00 to $7,800,080.00

State of NH Contract
Date: 1/9/2025

Contractor’s Initials: l W

Page

2of4d



Docusign Envelopa ID: 49F488FF-8018-4AB8-ABEA-CIDBTAACFBIS

TABLE I: CONTRACT HISTORY

CONTRACT

CONTRACT AND | AMENDMENT | G&C. COMPLETION
AMENDMENT TYPE APPROVAL DATE AMOUNT
NUMBER DATE
DolT #2024-014 Original January 31, 2024, | December 31,2026 | $3,147,604.00

Contract ltem #46
DolT # 2024014 | 1* Amendment August 30, 2024 | September 30, 2028 | $3,752,476.00
Amendment A ltem #62
DolT #2024-14 | 2~ Amendmenmt | TBD September 30, 2029 | $900,000
Amendment B

CONTRACT TOTAL' | $7,800,080.00

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOQF, the parties have hereunto sel their hands as of the day and year first above

written.

CONTRACTOR

@ $sa. (,

Rosnmuuis

Alyssa Rosenzweig
The OVERWATCH FOUNDATION

STATE OF NEW HAMPSHIRE

o

H—

Denis Goulet, Caommissioner
_State of New Hampshire
Department of Information Technology

Date

lV24/25

Date:

~ 1/9/2025.

State of NH Contract
Date: 1/9/2025
Contractor’s Initials:
Page

B
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&{77 M— Daie: 1/28/2025

Robert R. Scott, Commissioner
State of New Hampshire
Department of Environmental Services

The preceding Amendment, having been reviewed by' this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Date:

State of New Hampshire, Department of Justice

| hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OffTice of the Secretary of State |

Date:

State of New Hampshire, Department of Administration

13

Staie of NH Cosntraa

Date:

Contractor’s [nitials: | iz '

Page
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Date:

Robert Scott, Commissioner
State of New Hampshire
Department of Environmental Services

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General
9«4«&:&& Kat;— Date: _2/6/2025

Staié of New Hampshire, Depaniment of Justice

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date;

\
State of New Hampshire, Department of Administralion

State of NH Cosntracl

Date: 1

Contractor’s Initials; 1 i

Page
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State of New Hampshire
Department of State

CERTIFICATE

1. David M. Scanlan, Sccretary of Staie of the Staie of New Hampshire, do hereby certify that THE OVERWATCH
FOUNDATION is a New Humpshire Nenprolit Corporation regisicred Lo transact business in New Hampshire on Junuary 25,
2023. 1 funher cenity that all fees and documents required by the Sceretary of Siate’s office have been received and is in good

standing as far as this office is concerned.

Business [D: 921936
Cenificatc Number: 0007002659

INTESTIMONY WHEREOEF,

I hereto set my hand and cause to be aflixed
the Seal of the State of New Hampshire.
this 15th day of January A.D. 2025,

David M. Scanlan

Secretary of Siae
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THE OVERWATCH FOUNDATION

CHSSTANS VICHAKTIA

Certificate of Authority #3  (The Overwatch Foundation, A Non-Profit ‘rpor*atiori)

Corporate Resolution

Ve
I, Vincent Chambers, hereby certify that T am duly elected Secretary of The

Quverwatch Foundation. | hereby certify the following is a true copy of a v% taken ata

meeting of the . ' ‘
Board of Directors duly called on January 13, 2025 and whose vote was completed on }anﬁary 15, 2025, at

which time a quorum of the Directors were present and voting, C
VOTED: That Alysss Rosenzweig, Deputy Director, is duly authorized to-enter into contracts or
agreements on behalf of the Overwatch Foundation with the State of New !/ »

Hampshire and any of its agencies or departments and further is authorized to execute any

documents which may in her judgment be desirable or necessary to affect the PT of this vote,

I hereby certify that said vote has not been amended or repealed and rerhn‘a;;ns in full force and
effect as of the date of contract which this certificate is attached. This authority Jmains valid for one-
year (365} days from the date of this Corporate Resolution. [ further certify that it is understood that the
State of New. Hampshire will rely on this certificate as ; [

: i
evidence that the person(s) listed above currently occupy position(s) indicated-and that they have full

authority to bind the corporation. To the extent that there are any limits on the authority of any listed

such limitations are expressly stated herein,

DATED; 15 lanuary 2025

Vincent M. Chambers

Secretary, The Overwatch Foundation

46 Donovan Street, Concord, NH 03‘_,
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ACORD' A CERTIFICATE OF LIABILITY INSURANCE ounsnns

THIS CERTIFICATE 5 ISSUED A5 A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT ARFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE-OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PROD R, AND THE CERTIFICATE HOLDER.

{MPORTANT. If the certificats.atider is an ADDITIONAL INSURED, the policy{les) must have ADDITIONAL INSURED provisions or be endorsed.
i SUBROGATION IS WAIVED, luhju:i to the terms and condulom of tha palicy, certain policies may require an endomoment. A ststement on
this certificats does not confer fghts to the ceriificate hoider In lleu of.such. sndorsamaent(s).

PRODUCER ! ‘ P ;
Next Arst insurance Inc, A - e %
eS| s Agency. A, A @55 222 sm' IR o
Paio Alto, CA 94306 | ADGRESS: support@nextinsurance.com
|5 (MSURERIS) AFFORTNG COVERAGE HAKC 8
\ weURER & : Next Insurance US Company v6285

mesuRED 2 : | msumera :
The Overwatch Foundation e
46 Donovan 5t . IIURERC :
Concord. NH 03301 D ‘M“D:

\ | pepumeng;

N INSURER # ;
‘COVERAGES CERTMIFICATE NUMBER: 935228865 ' REVISION NUMBER:
4 THIS IS TO CERTIFY THAT THE POLICI INSURANCE LISTED BELOW HAVE BEEN ISSUED YO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

' INDICATED. NOTWITHSTANDING ANY REMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY-PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED MEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

mmr[ POLICY EXF |
e TYPE OF IESURANCE W POLICY NUMBER IMMDOYYYY} | (MMOOYTYY) Lims
X | COMMERCIAL GENERAL LABRITY leacrocourmence | 31.000.000.00
] coams.unce E] oCCun A | PREMISES (En oorurwnes: | $100.000.00
_— MED EXF (A ong parson) | $15,000,00
A XL NXTHP)QTD§-01 -GL 01/02/2025  (01/02/2026 |.PERSOMAL & ADV NJURY | $1.000,000.00
| GENY. AGGREGATE LT APPUES PER: N " |.cemena acoreoare | 32,000.000.00
_"_Pouch 5 Dmc T PRODUCTS - COMPMOP AGG | $2.000,000.00
| 3
OTHER: _
OMOBILE LABILITY : T CORGINED LINTLE (ot
y  {En scciteny) id
| arer aumo . . BOOWLY INJURY (Par parson) |
T | ownNED SCHEDWED h
i 1R i : DODALY INJURY (Par sccldenc)| $
HIRED NON ED PROPCRTY GAMAGE s
—T ALTOS OnLY AUTOS ONLY |_(Pee pogidem)
" 3
[ [oeariiacue OcCuR : EACH OCCURRENCE 3
EXCELS LD CLAIMS MADE AGGREGATE s
oeo | | revesmow 3 - N ! 3
WORKERS C.OMFENSATION - ¥ ] mmﬁ S
ARD EMPLOYERY LIABIUTY NN
ORPARTNERAEXECUTIVG | EL EacHaccDENT 3
OFFICERMEMBER EXCLUDED? WiA
Mendgtory in k) E.L. DISEASE - EA EMPLOYEE! 3
L , SascyiDa Linder 5
OESCAIPTION OF OPERATIONS basow "\ R aaan
Ty Each Occurrence: $1.000,000.00
A | Professionsl Liabillty X INXTHPIQTDROYV-GL - 012025 10H02/2026  [Aggregate: [$2.000,000.00
n Y
DESCRIPTION OF OPERATIONS./ LOCATIONS { VEXICLES {ACORD 101, Adcaional Remarts Schedute. mey e 1ached I mors 6pece Is required)
The Certiflcate Holder Is State of NH, Depaniment’of Information Tech . This Centificate Holder is an Additlonal Insured on the Genera! Liabitlty policy per the Additional

Wnsured Automatic Status Endorsement, All Certificate Holder perqes only f required by wriiten agreement between the Certificate Holder and the insured, and are
subject to policy terms and conditions. \ A\

- 1

CERTIFICATE HOLDER . CANCELLATION

tate af NH, Department of Information Technotogy LNE"I.: ERTIFICATE
ATTN: Chief Informacion Officer - DolT #2024-14
Amendment B

[27 Hazen Dr

[Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WWLL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZTEDREPRESENTATIVE

2

© 1986-2015 ACORD CORPORATION. All rights reserved.
ACOROD 25 (2016/03) The ACORD name and logo are registered marks of ACORD

A



ACORD'
|

CERTIFICATE OF LIABILITY INSURANCE

DATE (MMDDAYYYY)
011152025

—_—

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

. THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS' UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR:NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

certificate holder in.lieu of such endorsement(s).

IMPORTANT: If the certificats holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. If SUBROGATION IS WAIVED, subject to the
terms and conditlons of the policy, certain policies may require an endorsement. A staternant on this certificate does not confar rights to the

PRODUCER ﬂ‘" AP Intego Insurance Group, LLC
AP |NTEGO INSURANCE GROUP, LLC PHONE el 888.289-293% l ‘F:é -
375 Woodcliff Dr. ADokess; censghapintego.com
Suite 103 INSURER{B) ASFORDING COVERAGE NAIC #
Fairpon NY 14450 ISUNER A : The Pia Insurence Company 21857
INSURED INSURER B .
Tha Overwalch Foundation -
WSURER £ :
46 Donoven St Sue 2 INJURER D :
IMSURER € ;
Concord NH 03301 INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED B8Y THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

IR ADDLSUBR YEFF | POLICY EXP
LIR TYPE OF INSURANCE wvp POLICY HUMBER POLICY E m] m—
GENERAL LIABILITY ) + | EACH OCCURRENCE S
[ ] COMMERCIAL GENERAL LIABILITY PRI us%s . y 1§
| | | PREMISES (Ea poourrsnos
I CLAIMS-MADE CCCUR —— —l MED EXP {Any one peracn) $
— PERSOMAL l_A.M_A_RY $
N GENERAL AGGREGATE 3
- | GEML AGGREGATE LUMIT APPLIES PER: PRODUCTS - COMP/OP AGG | §
POLICY l I ECT I l LOC I ETY 3
TOMBINET TIRGL
AUTOMODILE LIABILITY [ f f | ¥ socer) s
| ] ANY AUTO T REE BOOILY INJURY (Per parson) | $
[T { ALL OWNED SCHEDULED
|| artos :u‘ros e :(:OI.Y F:l:.mv (Par nccicent)| §
|| romen auTos AJTos {Fo1 aceident) =
s
| \RMRELLA LIAD OCCUR ] | | EACH OCCURRENCE $
EXCESS LIAB 1 CLAMS-MADE AGGREGATE $
DED ! I RETENTION § $
WORKERS COMPEN SATION X[ ESTATY. | Iolr;
AND EMPLOYERS LIABILITY Yin
ANY PHOPRIETOR/PARTNE RREXECUTIVE E.L. EACH ACCIDENT $ 1,000
Al e GEM B EN A CTTiCe DS D WAl | we P 1924290-000 01022025 | 010212026 E e |ooo£
andatory Ln MH) 1 . DISEASE - 000,
T £ ISEASE - POLICY LIWIT | § 1,000,000

DESCRITION OF OPERATIONS / LOCATIONS | VEHICLES {Anach ACORD 101, Additionat Rernarks Schadule, if mors space is required)

CERTIFICATE HOLDER

CANCELLATION

State of NH. Deparimen: of inlormation Technciogy
ATTN; Chiel Information Offices

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION OATE THEREQF, NOTICE WILL BE DELIVERED I[N
ACCORDANCE WITH THE POLICY PROVISIONS.

27 Hazen Drive '
AUTHORRED REPRESENTATIVE 2 .
Concord TOONH 03300 :é
1
© 1988-2010 ACORD CORPORATION. Ali rights reserved.
ACORD 25 (2010/05) The ACORD name and logo are registered marks of ACORD

Clear All




THEO\'ERW:\:I‘CI'I FOUNDATION

CUNSTANS VILTLANTIA

February 20, 2025

[eenc Koffink

Contracts and Procurement

NH Department of Information Technology
27 Hazen Drive

Concord, NFI 03301,

Re: ngdmeng B2 T
Dear Ms. Koffink:

This letter follows up on recent communications berween you and Depurty Dircctor Alyssa
Rosenzweig regarding a request for theé Overwacch Foundation’s most recent audited financial
statements in advance of Amendment B(2} to DolT # 2024-014 being presented to the Governor and
Executive Council for Executive Council for consideradon and, hopefully, approval.

As noted as part of those communications, the Overwatch Foundaton had no financial
activity in 2023. And, as requested, a copy of the report that the Overwatch Foundanon filed with the
Chareable Truse Unit of the New Hampshice Department of Jusnce (“CTU”) is enclosed. Likewisc, [
am attaching the Overwatch Foundaton’s 2023 IRS Form 990.

The Overwatch Foundation acknowledges that it is required to undertake audit and provide
the resuls of same to the Federal Audit Clearinghouse. The deadline for providing those audir results
1s September 30, 2025. lris the Overwatch Foundation’s intention to submit those same audi results
that can also be used to fulfil, in part, the cequirements of its upcoming reporang deadline with the
CTU. The deadline for that filing is May 13, 2025. '

Upon your request, we would be willing to provide the audit report and the associated filings.
In the meantime, please do not hesitate to contact me or Deputy Director Rosenzweig

Very Truly Yours,

’

,
g ’
'1;-’ N f?l /
TV

Vincent Chambers
Secretary, Overwarch Foundation

Enclosures



Mail completed form to:

NH Attorney General’s Office
Attn: Charitsble Trusts Unit
One Granite Place South
Concord, NH 03301

FORM NHCT-12

ANNUAL REPORT
*Instructions for the form are at the following web link:

This form must be accompanted by a payment in the amount of $75.00, unless previously paid with
Form NHCT-14 for the reporting period. Checks must be made payable to “State of New Hampshire ",

12/31/2023

Is this a consolidated report for multiple years because the entity was granted a suspension of its annual
requirement? '
O Yes (if yes, state the beginning date of the consolidated report)
A No

Report is for fiscal year-end date (MM/DD/YYYY):

CHARITABLE TRUST INFORMATION

Entity Name 0 Check here if new name NH Charitable Trusts Unit Registration No.

Overwatch Foundation 34572

 Mailing Address ' [ Check here ifnew address | & Swe | Zip

46 Donovan Street, Suite 2 Concord NH 03301
Entity Websitc Address

https://www.overwatch.org/

CONTACT INFORMATION

Contect Name
Allyson L. Moore, Esq.
Coniact Address City State Zip

9 Capitol Street Concord NH [03301

Contact Telephone Number
(603) 223-2817

Coniact Email Address
amoore@sulloway.com

NHCT-12 (Septomber 2022) s dojoh eovihorinte sy shagsblvipmegitPdoioh.or
Page | '




CHARITABLE TRUST QUESTIONNAIRE

1. Did thé entity submit a request to extend the deadline to file the annual report with payment of the
$75.00 filing fee required by RSA 7:28-a, I1?
O Yes
B No

2. Did the entity file with the IRS a Form 990, Form 990-EZ, or Form 990-PF for the reporting
period?
B Yes ]
0 No (If no, complete Form NHCT-12, Schedule A.)

’

If yes, submit the form in lieu of Scheduls A. [f the entity also files an annual account with the New Hampshire Circuit.
Couwri, Probars Division, submit that as well. NOTE: we do not accept the Internal Reverue Service Farm 990-N.
Entities that fils Form 990-N will need 1o complete the following Financlal Report questions, Part [ - Part I1l.

(VH Entisies Only: If the entity has revenue of more than $500,000, but tess than §2 millian, It must submit
a GAAP financial statement, pursuant to RSA 7:28, lll-a. This financial statement may be prepared by the
entity in-house or may be prepared by an accountant and reviewed and approved by the entity. If the entity
has revenue of more than 52 million, it must file an audited financial statement examined by a certified
public accountant, pursuant to RSA 7:28, lll-b. NOTE: this requirement does rot apply to entittes that file
Form 990-PF with the IRS. '

3. Is the entity 8 New Hampshire nonprofit corporation (RSA 292) or otherwise headquartered in
New Hampshire?
B Yes (if yes, and the entity ia not s privets foundation, complete Form NHCT-12, Scheodule C.)
O No

4, Does the entity issue/offer Charitable Gift Annuities to New Ha:npshire citizens?
O Yes (if yes, complete Form NHCT-12, Schedule D)
A No

5. Is this the entity’s final report (ie. i your ensity dissolving, withdrawing from registration)?
D Yes (if yes, complete Form NHCT-12, Schedule E)
A No

6. All charitable trusts are required to submit a governing board list (complete Form NHCT-12, Schedule B)

NHCT-12 (Septrmber 2022) wwy doi phtovicharablotruny chorstoblciniasimidot ih gy
Page 2



FORM NHCT-12: SCHEDULE B
’
GOVERNING BOARD LisT!

Entity Name:

Overwatch Foundation

Year-end:

2023

For entities based in New Hampshire, provide all the information set forth in the chart below.

For entities not based in New Hampshire, complete the names and titles of the members of the governing board
on this Schedule B, or submit a board list cortaining the names and titles of the governing board,

Name Tite Home Address Daytime Emsil Addresy “Av, Hours | Compensation
Telephooe *| per week | aod benefits
Number devoted ta | pald (enter 0 If
positian agne)
Jason J. Sgro Chair 280 Lowell Street, [(603) jsgro@overwatc | 5.0 0
Manchester, NH |785- h.org
03014 5785
Kevin M. O'Shea, |Vice 11 Gamison Lane, |(603) koshea@overw | 2.15 0
Esq. Chair Madbury, NH 742- atch.org
03823 8866 .
Vincant M. Secretar | 66 South Ridge Dr. | (603)  |vchambers@ov | 0.5 0
‘Chambers y Manchester, NH 785- | erwatch.org
03109 2105
Matthew Treasure |32 Ridgeview (806) mchepelefi@ov | 0.25 0
Chepeleff r Road, Portland, [995- erwatch.org
CT 06480 6962
Alyssa ELHWG 989 Ocean Bivd., |(603) |arosenzweig@o (2.3 0
Rosenzweig Depuy  |Unit 14, Hampton, (573 verwatch.org
Director NH 03842 8760

The entity is permitted 1o submil its own spreadsheet in lieu of Form NHCT-12: Schedule B, &s iong as the spreadsheet
contains the information requested herein.

NHCT-12 (Seprember 2022)

Page 6

o ivGdoj th




CERTIFICATION
The certification must be signed by the presideni or treasurer of the governing board or a trustes of an express trust

1 hereby certify that the information in this report is true and correct (o the best of my knowledge
and belief subject to penalty of making unsworn, false statements under RSA 641.3 and RSA 641.8.

Moo 14 2024
Jason J. Sgro
Print Name of Signatory
Board Chair
Title
NHCT-12 (Septernber 2022) winwy doinherivichariable-trusy hagitaby it ot

Pege 11



Oepartment o e Treasusy
imemal Reverse Sarvice

Return of Private/Foundation

or Section 4947(8)(1) Trust Trested as Privato Foundation
Do not enter social’security numbers on (his form as it may be made public.
Go 16 wwwirs. QowFormPPOPF o instructions end the Letast Informetion

For the calendar yasr 2023, or Wx year beginning January 01, 2023 sand ending December 31, 2023

* Nama of fourdstion
OVERWATCH FOUNDATION

A Employer identification number
$2-1044297

Humber and.stres! {or PO. boa number If mail is not geliversd to strest address)

¢ DOMOVAN STREELT BUITE 2

B Tataphone number (see instructons)
(601) 143-3032

Clty or town, state or provinge, country, and 2IP or foreign
CONCORD, HH 031301-0000

postal code

Q Chack &3 tha appy: [7] Inilsl retum
DFhlm.m

(] Acaress change

[[] itis! raturn of a former public charity
D Amanded sturn

Dumm

H Chack type of organization: s.euonsoucx:mmpﬁm-rm
] secton 4942(a)1) noneasmpt chariiabie trust Dmmwnpﬂmmmum

| Fadr market vaiue of o a3ssts M
ond ol ysar {from Part I, col, (C),
line 16) $ 538

4 Accounting method: (/] 'Cuh Dhouud
] other tspecityy -:- RN
{Pan I, cohwnn (d), must be on cath basis.}

C N axemption application is pending, check hers D

D 1. Foreign orgznizations, check hers .
2. Foreign orgenizations meating the B5% test,
theck here and attach computation

E. If private loundation status was termminated under
section 507[bH1KA). check hemn

F I the foundation is in a 60-month termination
unaer section ST (L)1), check hare

Part|
e aTounts in column {5} {ses instructiona} }

Anslysis of Ravenue and Expenses (fhe iowl ol
aTouts n cohumve () K3 wnd (ch may ot necessasly sl

{u) Pavenus snd
SLDONIES DO
books

{B) Nat rvestment

ic) Adjusted ot Income

Dividendcts and interest jrom sacurithes I
Nat rantal incorme or (oas)

Contributions, gifts, grants. stc., recervadiiattach schachiel o
Chack E]lnwm‘nrum.imnm&\sma
Irieresi on savings and temporry cash investmants . ] o

Groes zioa prics kr al xxsets on ine &

Nat'gain or (093) from saie of assets not onfne 10 0

Capital gain net Incoma {from Part IV, line 2)
Nat ahort-lenm capitel gein

Income modifications . . . . .
Grons sales e s mrd sowarces

Ey

Lass: Cost of goods sokd

ocgﬂﬂ‘*u’ecg‘nuna

Groas prof or {loxs) (attach schedule)
Other incoma (stisch schadule) . . .
Total, Add Unes 1 Bwough 11

- .
[ X

Compenastion of officers, dirsctors, trustess.
" (nher ampioyon solarios and wages
Pansglon plans, amployes benefils . .
Legel jeas (attach schedule) . . . .
Accounting Teses {attach schedule)

© Other professional fees {sitach scheculs)
Taxea [attach scheduls) (3ae inatructions)
Depracistion (attach schedida) and deplation
20 Octupency . . .

,
o 18 E1E

22 Printing and publications
23 Other expenses (attach scheduls}
24

Opersting and Administrative Experses
a8 3

Add lines 13 tvough 23
Contributions, gifts, grants pakd

21 Travel. conlerences, snd mestings . .
Total operating end sdminiatrative sxpenses.

TQUWWMWMWMHNZS 0

e,

-]
.
L-J

olojo|o

olojo|o

»

OOOL

27 Swuncténe 20fromiine 122 @ |, 5
8  Excexs of mvere over and stur

mts 0

b Nt investment incomefl nagative, anter -0-)
€ Adjusted net incomeff negstve, enter -0-) -

For Paperwork Reducion Act Notics, see instructiona.

Cal, No. 11289X

,&Fm 990-PF oy

o
S




Ve

Form $90-PF (2023)

m Balance Sheets Atiachad schacules and amounts in 1he destription calumn

Page 2

Bagirning of year

End of yamr

shoddb.lor.nd-of-yurmaw (Snlnsmniom.} {a) Book Value

B} Book vk fc) Falr Market Value

Cﬂ\—non-knm-hring Gia e

134

2 Slvmmwnpomya:hirmu v

T L T Ty

° o_Je__q

Rumuumoﬁendimm Husises, mmh«mwllﬁm
{(attach schedulu) (see instructions} . . . |, PN

T Othar notes and loars mceivzbla (sttach scheduls)

Lass: aflowance lor doubtiul Bccounts

8 inventodes for sale or use

ﬁwmmmm...:.:--s_

108 investments —U.S. end stale governmaent obligations (sttach scheduls)

bm-mommmp..:.:.......

€ (nvestmenis—corporate borcls (attach schadule) . . . o .- . . . . .

11 lmm-m.m and squipment: basis

Lesa: accumulztad depreciation {(anach schedule) m,..... %

12 invesiments—morigage loans

13 rnvmmnu-otriu(nmwmp e e A R W

14 Land, buikiings: and squipment: basls

18 Taumnommwnbydmua—a;oh
inatructions. Ao, see page |, hem ., .

534

g ——. wararumnsnmsnassramnaanliinaa v L B

\10 Granita payable .

17 Accomntspeyableand scorued expanses . . . . . . . o . . o4 .

\19 Oslwrad revenue

20 Loens from officers, dlmm vustess, rldothudhmdm.dprm

aljo|e|e

-BX-BE-BK-]

T Mortgages and other notes payabls {attach schadule)

Other Rabiktles {describe ‘ N )

23 Tolal Uabilities hddlnui?lﬂmhzm [

. Nst Assets or Fund Batances

S BB A W N

4 Foundstions thet loBow FASE ASC 058, check hers '
and completa (nes 24, 25, 20, and 30,

TZ5 Nat assets with donor restrictions , L . .

Foundstions that do ot foliow FASB ASC 858, check hare
snd complets ines 28 through 30,
z*nmumm1wuwm N T

)¢

2 Pdd-hwcwmofwwﬂ..ﬂmw ¥ ¥

28 gined semings, accumulsted income, endawmant, or other lunda

29 _"Tla) net nsaets or fund balences (ses bstructions) . . . . ..

30  roral EabiTtisw and net assats/fund batances (see
instructions} . . ., .. .

A‘admmmmummam

Tota! £t uuucwudlncuuw\rWofyu-Pmu column (a). h?ﬂnwmowim
Mmmmmmwwsmj . Wl P . LN A
Entes from Pan |, na 273

b(hlr nat inchuded in ling 2 (temize) [ AR AR, e
wdumn“zma.. A ior T R ot R L

Totdmluworhndbdlncuaundolyouhtmmuﬂmi)-?mlleolumfb)IMN il L

o || in

{21

form §90-PF ozy



Form 990-PF (2027).
==\l Cepitel Geins and Losses tor Tax on lnvestment income

Page J’

mmmmnwadmmww reel ostate, 2-6100y DriCK wirshouss; o ) How soquired
common stock, 200 she. MLC Co) P =Purchase
D=Donalion

i) Dute acquires {¢) Dale soid
{ma.. day. w) {mo.. day. y)

ta

®jajln |o

() Grots saies price N Depracistion sliowsd {g) Com or other basie
0 for allowanie) phua axperas of saie

) Gain or poas)
o) phus () mirue )

s najn|v|o

Complets only for a338t3 3howing gain In column (h) and owned by the foundation on 12/31/89.

) FMV a8 of 1201/8% @ Adusted besis Nﬁmdcd.a
a8 o 2N over ool . it Ay

{0 Qairs {Cal. ) gain minma
col. (K}, but nod less then -0-) or
Losses {from col. ()

Nisg |la|o]|o|s

Capital gein net Incame or (ne! capital ioss) { H gain, also enter in Pan |, ing 7
H foss), enter -0- in Part 1. line 7

Net short:ierm capitel gain or Toss} as defined In seclions 1222(S) ana (B):

1t gain, siso enter in Part ), kne 8, coksmn (c). Sea imtructions. B (loza), enter -0- in }

Parti,bne8, . . . .

auamamwonmmmm(s.cmmom 400, of 40— ve atructon).

ia

s L e N

n T o

10
"

. Exempt operating foundations described In section 494Xdi). check hers D &nd enter "NJA” on iing 1.

Oute of nding or determination letter ... ...... Aatiach copy of letter f necessary = ses instructions)

All othver domastic loundations snter 1.39% {0.0138) of line 270, Extmpl lor-gnorganuatbm
onter 4% (0.04) of Pant |, line 12, Col. (B} . R . 4

Tuuuucmnsutm-ummmmmmmfwmwm onder Q=) . Lo,

Addlhulmd?, T T T T T
Subtitle A fncome) tax idomesiic section 4947(a){1) trusts and laxabie foundations only; others, enter -0-) . . |
Tax based on investment lncome, Subtractne 4 from tine 3. Hzero or less. enter -0~ . . .. . aEER T B

Credits/Payments:
2073 astimatad tax paymants and 2022 overpeyrmeni crediied 1o 2023 .

Ten (o |2 {wa

Exempt lorsign organizations —1ax withheld st source . .

Tax paid with application lor axtension of lima to fie (Form 8888} , .© . = . . .

2 (®;2|8

Backup withholding emonaousty withheld ., .

Total crecits anc payments. Add Ines Bathvough 8. .. .- . . . . . . 4 0 4w .
em-mmru.umpaymmmmmchmmanamzmmmu

Tax due lithe total of ines Sand Bis more than line 7, steramountowed . ., | - . . . . . . . .=
Overpaymant, I ine 7 | more than the total of knas S end 8, enter the amountoverpald . . . &, ', |

10 ]

1 o

Enter the amount ol ine 10 10 Be:Credited 1o 2024 satimatad tax Refunded

rorm 990-PF oz



Form 090-PF (2023) Page 4
CERRUNY  Statements Regending Activities

18 During the tzx yeur, did the foundation aitempt 10 influence any natlona), atats, or local legisiation or did it No
-participate orimervena in any polliclicampaign? . . . . . L 4 e b m o s e s w a o r B e s 4w e 18
b Udhmu'nmmﬂwmuuywhﬂwdEwWUMM#hm?Suh
nstructions lor the definition . ;. . . S E

U the answer iy “Yes™ (o 1a or 1b. m.wmmﬂmolmmmmdmmim
Mwwwwwmmmnmmmm
coummmnbrmuzo-wuumy-n R TR % M PRELN EDE RS e R 1¢
d metmmdmmﬂw“mmmwﬂﬂwmmmw )
{1} On the foundation. § 0  {2) On toundation managers. § 0
& Enter the reimbursamant {if eny) pald by the toundation during the year for politice! sxpenditure tax imposed
on ioundstion managars. § 0
2 He the loundation engaged in sy acthvities that have not previously been reported lo the IRS? . . . .
11 ~Yas," sttach s detalied description of the sctlvities.

2

3 Has the founcation made any changes. nol praviously reporisd 1o the IRS, in its governiig instrument, ariicies | et |
ol incorporation, or bytsws. or other simiter instruments 7 If “Yes,” anach & conformad copy of the changes . k]
o 48
ab
5

] OO

[<

-

Did the faundiation have welsted business gross incame of $1,000 or mort during the year? .+,

H "Yes,” has i fled & tax rolurn o0 Form 0QO-T forthisyear? . . . o & . o U0 0 L 0 0 L e
Was there a iquidation, teminstion. dissolution, or subsiantisl contraction durlngtheyear? . . . . . . . . .
It “Yos." Stiach the statement required by Ganeral inseruction T, '

8 Are the requirements of section 508(e) {miating to sections 4841 through 4345 satisfled sither:

+ By longuage in the goveming instrument. or

w ot
o0l 2
NORNR ©

+ By state logislation 1hst sflectively amencts he gaveming Instrumant so thal no mandatory tirections that = - D
conflict with the stats law remain In the goveming instrument? . . , . . ¢ R 8
H wmwmm;iwtssowuum:uw:mmwnmu-m m-mqucgmmm - 7 D E
8a Enter the staisa 10 which the loundation reports or with which it is registersd. Ses instructions.” #
NH

B 1 e drawer i3 “Vas© 10 B8 7. has the loundsition Airnished s copy of Form $00-PF to the Attomey Ganersd.
{or designats] of sach siate a3 required by Genera! Instruction G7 If “No.” sttach expianation

g
O

O
9 13 the loundation cisiming clatus 43 & privats operating foundation within the mesning of section 48426)3) or i
mzmiummammmmmwhmwmmmmmmmmu-m ] 0O
complete Part )1 . e e . Ml g g AP e .
10 Dndlnypormboconumtmmlﬂcmtrlbmmduingtmuxyouﬂl'm mlchatchodmuting!hu 10 I:!
" Mmmmwmmmfmlm Mormmw macmtrolodmityvmhlntm " D
mesning of section 5120137 H “Yes,” shach schedule. See imtructions . . . 7 .
12-.Ddthclmmnmm:éwhnbntonmmﬂmdwwmmfmwnalmm 12 D
person had acvisory privileges? It “Yes,” attach sistement. See instructions . Hate™ s
13 Didmﬂmndationcomplywhhunptﬂchupoclmmlalakamlrﬂummdlxunpimnpplkulbn? 13 [':1

Wobilamm ontntch oryg
14 ‘l'hcbonlumlncmof l’.i
Locetad st 137 uuu Bt.

15 s.ﬂmlmnu(nmmmhmummePthudFumIOGl—cm-ckm BREEME TR T T L rae S E]
and enter the of wx; Pt i mcoved or sconed during theyser . . . .. L L L L 4 .oT oo Do | 15 |

16 Al any time during calendar year 2020, did the loundation have an interest in or 3 Signature o Other autherity Yau No
over 8 bank, securities, o Oher ngncial SCCOUNLIN BTN COUNDY? © L . L & 4w i w 4w a e s e kg e s 18 [:1
mwmwmwmmuMmermm 1 ~Yas,” enter the name of
the foreign country | '




Form PO0-PF (2023)
LT @V N:] Statonents Rogerding Activities for Which Form 4720 Mey Be Recquined

18

Flla Form 4720 it ary em I8 checkad in the *Yes® column, uniess an sncepton applies.
During the yes, did the fowundation fsither directly or indirectiy):
{1) Enguge in the sale or axchange, or leasing of property with a disquadifisd person? o, &+ . % .

{2} Bomow monay trom, lend maney to, woum-nmmzlo(awnmam
person? ., . i SRR il .

Mmemammm(&wMMnWw1 R

{4) Pay compensation (o, or pay or teimburse the expenses of, & disqualified person?.. . .

(5)Trans!crwhoormwumtonmuhdwmhmwofﬂh«wmwwwﬂw
use of s disqualified personi? . .. . . . . N e . 1 g

mAgrulop.ymonoyorproomloamnﬂnntomdu?(Elcopﬂomc:uck'uo'rmolmm
agrudtonuk.awmltuamunpbymoofﬂaﬂh'apdodnﬂulndnlﬂmdwm i
temingling within 90 days). © . . . . ORI I . ¥

It sy arwer ks “Yea" Lo 1a{1)=(8). dbwolwmldwqummamma&rﬁﬁn
Raguiations section 53.4941[d} or in & Curmin notica reganding disaster assisiance? Ses instuctions ,

Ovganizations relying on & current nolice regarding disxster asaistancs, check hem 5 =
wmmwnammhmanmmm;owmomem that

wars not comected befors the first day of Lhe tax year beginning in 20237, . . . . S i

Tuaonhh-makmmuwmhmbnu&mdourmm!mymmwbnmnpﬁmo
opersiing loundstion defined in section «2420(3) or 4042((5):

Al the end of tax yeer 2023, dxdmmﬂmmanymdmmmmmmlﬂlﬂ lines 8d and Ba} for
tax yaarts) beginning Defore 20237 . :
" "Yae Nsitheysars 20 .20 .20 .20,

Antmmywsundhz:lawhh:hmlm.donlannupplylnqmuprmiskxnulmtbnislﬂlm
{relating to incorrect valuation of s33ets) 10 the year's undistributed iIncoma? (1 nppwm section mzmm to
alt years Ested, answer "No° snd sttach statemant —sae instructions.}. . , . . . W
Hl!nplovbomolucﬁoni“Zup)nmwmwnlehuhztlﬂmmm
w0 w0 N
DidnurundnnnmﬂmMaZ%dﬁmummmmhmemnmwm
during the year? , i i
If “Yos." adhMnuen:busmholdhg:mzmannrmol(!)wpucmuwmolwlonor
disqualified persons after May 26, 1068: {2} the lapss of the S-yeer periad {or longer pardod spproved by the
Commiasionar urder section 4543c)7]) to diapoes of hoidings acquired by gt or bequest; or {3) the Lipse of
tha 10-, 15-, or 20~year first phasa holding period? (Usa Form 4720, Schadute C, 1o datermina i the
1umdaﬂonh|.dmc\ubuﬂmshddhgsh2023.3 Wi TR

Dbthcfmruaﬂmhnddwmmywmmtnammmnwm”mrdiumw
poposes?: . L ; s
Nuuromdahonmmmmwnapﬂorvwmmtmsl 1969nhm:mjmoudtu
iummmmMmtmmmmumWﬁmmyammmw
N 202N E T N B RN BN R R L ; P

Yes No

)|

gy [ [] ('-_Z_]_]
12(2) g “
| {1 1[4
i) | [7] E]ﬂ
we | O | &
L 1 ]
we | O | &
w | [ |03
J

w | O |&4
2 | [ |H
2 0
NN
» | O O
ol (] I
w| O | @
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Form 990-PF {2023)

i

[N stataments Ragaring Acthides for Which Form 4720 May Be Raquired (continuec)

' 58 Duriig the ysar, did the foundation pay or incur any emount to: Yos No
{1} Carry on propaganda, or otherwizae stismpd 10 Influence laglsiation (section 494567, . . . sai1) D
mmlhmdmmmemwmlMulomm dncﬂynr il ks |

Ingirectly, anry voler registriion drive? , . \ " 5 Sa{2) D
mm--mmmwmmmammmr n - Se(3) D
14) M--mtoqumm-dmm mmﬂmdamb-dhumbntmﬂd) ]
{4YA)7 Saa'lnstructions . ., . d Sei4) d
5) Provide tor any purpose ather then religious, charitable, acmnﬂc nmummdpwpun orfor 1
£ pravention af crualty 10 chidran o arimals? . s gk ¥ S R i sals) d
b 1 anry answer s “Yes" to 5a{1}-{5}, cid any of the tranasctions (il to quaiity under 1he sxceptions describad J
in Ragulations section 51.4845 or In 2 curment notice reganding disasier assistance? See instructions . A 5h _Q D
€ Organizations relying on a cument notice regarding disaster sssistancs, chack here . : , D I
d 1f Ihe anpwear 1s TYas" mqmﬁoniﬂl)doumomﬁoﬂcﬂmmmhnﬁunmuxmn .
maintained expenditure reaponalbitty for the grant? . ¢ meE v 5d ]
" Yas.” un-d\wsmmmm.dbynqmmmﬂdusnm
82 Did the toundation, eudngunyw uedvomlmdt d‘ncﬁyw-n&‘cny Inmymﬁ;ﬂ-mnm
benefti conraci? 8a O ¥
b wmmmmwwmmmm«mwmumumﬂamm? 8b r‘] a
H *Yas" to Bb, fia Form BAT70. -
7o Al sy time during the lax yess, was the foundstion a party Lo a prohibiled Ixx shefter rensaction? .. . . . .« .~ o« T8 D
b I ~Yea." dict the loundetion recelve any procesda o have any net income sitributable 0 the trensaction? T D D
8 Istl\nIounﬂllensubnctloth-mtbnﬂaouuonmwmus)nfmlhmhmmchmwnorulonor J
SxCe3d parachute prymentis) dudng the year? . . ., " a D
B MMMWTMWMHWMEM
gt ‘end Contractors '
1 mwmmwwmwhmwmmws“m
ol e, anct svermge {c} Cornpanmation {4 Conritstions o {) Expanse
{x) Name and access Noury par woek £ nol padd, amployes benefti plans. account
Gevotad to position nter -0-) wnd o A othes ik
Jason J Bgro ) Chair B @ o
180 Lowsli Strest .Manchester  NW 03014 = (8
Kevin M O'Bhes Eng vice Chair N o o
U durvleon Lane .Wadbury (W8 a3aad (2.8
Vincent M Chambers Secratary o o 8
46 South ®idge Dr.  Manchsstar ,NH 0310% . ¢ 0.3
Tressurer
f— -] -] (-]
0.1%
2 Compenaation of five highest-pald employses (other than those included on ine 1 —sae Instructions). if none, enter
“NONE.”
y (b} Tite, ano svarage SiContinsionsio {8} Expensa
() Narme and addrrs of ssch employes paid mors then $50.000 hours per week {c} Companaation MN, SETOUWN,
Oavotad to postiion on e pllowantes
umn:
Tota) number ol ather ampbyus peid ovorSSOOOO

Form 990-PF oz



informetion About Otficers, Directors, Trustess, Foundstion Managers, Highly Peid Empiovess,
Pant Vil end Contractors (continued)} '

3 Five highest-peid independent contractors for professionsl services. See instructions. If none, enter “NONE.”

[ -]
{a) Name and edcrees of sach person peid more than $30.000 {13} Type of service
MONE ) .
Totel number of others recelving over $50,000 for professional services . . . .. . . .. °
SET Y| MY Summary of Direct Charitabie Acthvities
List the loundation’s four amest diect charitable activitiss Ouring 1he tax yesr. inckse rek tatical informetion such &3 the numbes of 1
ompanizations gnd other beneficianes sarvd, cont . d, h papan produced, e,
1 The organization was in business startup mode and did not complete any charitabls
activities In this year uic!t !rlon preparing the grant proposal refsrenced in Part VIII-B
helow, - 0
z Y
3
4
=P |[H:] Summery of Program-Ralated Investments {see instructions)
Ceatrits the two Mrpis! Progranm-rsited Frristments Mt by U4 Iundation during the Lia year on e | ana 2, Aot
1 The organization prepared a grant proposal for the New Hampshire Depacrtwent of Informatian
Tachnelogy. 0
2 L = remrerneroeraeaae et ezenns srmassrnene
| e b i i
Total. Add lines 1 through 3
]
Form 990-PF o2y



Form 990-PF {2023}

Part I1X

1

L ]
b

N

Part X

1
2a
b

-~ e v e @ o

]
a
b
2

(=)

Page &

0@ Ingtructions.)

 Mintmusn krvestment Rloturm (Al domestic foundations must complete this pert. Foreign foundations.

Fair market value of e23ets 1ol used (o held for use) dirctly in carrying o charftabie, eic.,
POl

Averaga monihly fair markot value of sacurities . . . . . 5 . . S % 0w 0 ot .
Avornge o monthiy CASh DRIMNCES . . . . .o+ = & s b4 w w5 oa o a b 4
Fukr market value of b other nasats {see instructiord . . . . .. . . 5 . .

Totabisdd lines 18, L.EAIC). . o « oo & o & L o e e e B e 4w
Reduction clximed for Diotkage or other factors rnpmad on lines 18 and

1c (attach detailed axpiznation). . . ‘ @ T
Acmhhimmmnppbcmblnhlm_. O T T T T T R R G

Subtract kv 2 from ne 1d,

cmmmrucmwummmwl.su (omS)oliruJ(lorqrutrumﬂ o0

Not value of nonohnﬂuhlo-uu -mu.Subm lim “ m:m un. 3.

Minkmum nvestment return.Enter 5% (0.05) of Ena 5

1

ib

1¢

1d

o|lo] o

| & |l w

Distributable Amount (ses instructions) (Section 4942(X3) and (X5) privale opersting foundations

and cenain foreign organizations, check hem [/] and do not compiete this pan.)

Minimum invesimeni retuntrom Pant IX. line 8. . : . . . . . . 0 . s 4 e
Tax on investment income for 2023 rom Part V. lina 5. :

tncome tax for 2023. (This does not inchude the tax from Part Vi, . 3 . | .

Add s 2a and 2b . . ..

Digtrinsisble armount before sdjusiments, SubtrectBne 2c romilne 1, . . . . . . . .
Recowarigs of amounts treated as quaifying oiatridutions .

AddiinesJend 4. 5 .

Daduction from diatribuisbée ameunt {seeinstructions). . °. . . . . .

mmmuwm Subtrect ine 6 from ling 5. Em-m-donPanxl!
inet., , . . . * 1 v = B . 7

w|®

alaal e

EL 4] Qualitying Distributions fsee instructions)

Amounts paid fincluding administrative sxpensas) (0 sccomplish charitable, #ic.. pumpeass:
Expensas, coniributions, gifts, stc. — tote! from Part |, column id), ne 26 . .

Program-retated inveatments—total frem PetVIFB . . . © . . . o L Y Lo L o

Amounts paid to scquine aassts uased (or naid for use) directly in Casmying out chasitable, stc.,
Amounts et asice lor zpecific charitabls projects that satisly the:
Cash distiibution tesi (attach the required schedule) . . . @ . . . ¢ o

Qualifying distributions.Add lines 1a through 3b, Enter hars and on Pant Xi. tne d

1a

1b

Form 990-PF 2023)



Form 990-PF (2027)

Page 0’

w Income (sae lnsiructions)

i

Distributsble smount for 2023 from Part X, line 7

Years prior to 2022

§s

1

2  Undistributed income, Hmudhmdm&

»  Enter amound for 2022 only , P

b Totel ior prior years: 20_.20_20_

3  Excess diatributions carryover, if any, 1o 202

a From2018, . . . . .

b Fom2M8. . . , v i

€ From 2020 ,

d From 2021,

& From 2022, ‘

! Tota of nes Jathroughe .- . .

4 MWGWWMSMMH
ne4: §

a Appled o 2022, byl oL more than ing 2a ,
b Appled to undistribuled Incoma of prior ysors
Election required — see instructions) . .. .
¢ Twuumuelwm
now!d-—uommonn & i

L mwmadqw-m. E

& Remalning amount distributed out of copus

$  Excesa distributions carryover applisd 1o 2023
1 an amouni sppears in colurmn {d), (he same
amount mus! be shown in column {8)}.. .

8 Enter the net total of sach column as
Indicated balow:

& Corpus, Add lines 3i; 4¢c. and 4a. Subtract line §

b Prior years' undistributed income. Subiract
IngdbtromBne2b. . . . « . %

¢ Entar the amoum Of prior years’ Mhnod
incorne for which a notice of deficiency hus
been isaued. or on which the section 4942(a)
tax hes Doen previously assessad . . . .

d Subtract kne 6¢ from kna 6. Toxabie
amount —ase instructions . =

¢ Undistributed income for 2022, Submh
48 trom lina 2a. Taxable aMOUNI —see

f ummuamlorma SUbtmcHims
4d and § from lne 1. This amounl must be
distributed in 2024 . :

7 muuw-duommmdmw:

o eatisty raquiremants imposed by section

170MX1KF) or 4942(gX2) (Election may be
mquired —ses instructions} . . . . .

] acmmwmmwm
applisd on ine 5 or line 7 (3ee Instructions] . .

®  Excess distributions carryover to 2024,

Subtract lnes T ancd B om line 88, , -,

Analysis of ling 9:

Excess lom 2009, = -

-

Excess from 2020,

Excess from 2021 ,

Excess om 2022 .

a an re o

Excess from 2023 .

Form 890-PF (2023}



Form $00-PF (2023)

Pege 10

=ELB (] Privete Operating Foundationa (sse instructions and Part VI-A, quastion 9)

1»

b
e

“85% (0.85) of bne 20 .

nlmlwndaumhurndelw\gwoumm:bnmmlhhsmmmuno
loundation, end the ruling is sfiective lor 2023, entar the dats oftheniing. . . . ‘Y A

11/00/2023)

Mbu:wiu-m.mmmumomrmmhm@awmu[:]mm)

Entar the lesser ol the adiusted net Tan yoar B Prior 3 years o) Toust
income from Part | or the minimum =) 2023 B 2022 te) 2021 () 2020

investment return lrom Part X for -

sachyearbisted, . . . . . o o 0 o

mmummmmmn
lina 4, for each year isted .

mmhhammm
kn actve concuct of @empl acthvities . .

Oualifying distributions made directly
lor sctive conduct of sxempl activities, 0 0 o
Sublract ling 2d from ne 2c .

Complete 34 b, of ¢ lor the
sltemptive lest relled upon:
“Assets” sttemative lest—anter

{flvoheolatassets. , . . & . o 1] -] [1]

mmofnuummmuu o o o o
section 4942000 . S

*Endowrmnent” alternative lest—enter 2/

of minkmum lvestment retuen shewn in -] 0 ] ]

Part (X, tne 8, lor 48Ch yeur Usie .

*Support™ aflsnative (ast—enler
{9) Total suppont other than gross
investmant Income (ntarest,
dividends, rents, payments on

securities loans (3ection
S1HaWS)) or roynitieny . . . o . o 0 ]

{2) Support from genersl public
and 5 or mors exempt
omanizations a3 provided in
section 494200BMN . . . . . . -0 0 ©

{3) Larges: amount of suppon from o 0 ‘o
N EXETYH Orpanization .

{4) Groxs invesimant income . . . [] 0 0

ENSAN]  Suppismentary Information (Complete this part only if Ihe foundation had $5,000 or more in assets at

any lime during the yeer—seée insiructions.)

Information Regarding Foundstion Managers:
Uzt any menagers of the foundation who have contributed mons than 2% of tha Lol contributions received by the foundation
Datore the close of ary Lax yesr (bul anly I they heve contributed more than £5,000). (See section SOT{A).)

U any managers ol the foundation who own 10% or more of the stock of a corporation (or an squally ltrge portion of Lha
ownership of a partnership or other entity) of which the foundstion hes # 10% or greater interest.

Information Aegarding Contribution, Grant, G, Loan, Scholarship, stc., Programs:
Chu:kh-nD nwwwmmmmwnwwmumm

unaolicited requests for funds. Il the loundation makes gifts, grants, eic., 10 individuals or organizations under other conditions,

comglete lema 2u, b, ¢, and d. Ses insinuctions.

Tha neme, scdress, and telephons nomber or emall akiress of Ihe person (o whorn applications should be addressed;

Il

The form in which epplications £houkd be submitted and information end materials they shauld includs:

€ Any submission deatlines:

Aty restrictiona or [mitations on swartds, such &3 by geographical areas. charitabie fAekda. kinds of inssitutions, or other
Iactors:

Form 990-PF o2y



Page 11

Form OUO-PF [2023),
Supplementary Information (continued)
3 Girarrts end Contributions Paid During the Yeer or Approved for Futze Payment
It'recipient s an incivicual,
show any relationship to Eounduion Purpose of gram of
s of Aot
. Y toundation manage contribution
Name and sddress home or business} o substanmisd contributor reciplent ot
8 Pad ausing e pemr
Total | . ;. e e e e e e e . . . 3a
b Approved for Aiure peyment -
Total poidarman £ 0 o0 B ove fine aE .3b
Form 990-PF o3




Form 990-PF (2023)

RSO AT Analysia of lncomq-Produclng Activltleg

Pags 12

d

Ertar gross amounts unless otherwise indicsted,

~N
-

12
13

Program service fevenus:

Unvelzied business income

Extiuded by section 512, 513, or 514

s

®)

Business cods Amount ”

(e}

Exchugion code

L4
Amount

{0}
Ralsted or axempt
function income
{Soe ngtructions.)

[]
[
d
[]

K

reienevees

@ Faas 3n0 CONINICIS Inim govarmiment agencies ‘

Membership duss and asssssmanty .

Interas: on savings and temporery cash investmants
Divicands end intersst from sscurities .

Hat rentel income or (Ias) trom r esLaze;

8 Debl-financed property 5

b Notdebi-financed property .. . . . .
Nét rental income or oss) from personal property
Olhorlmu!mm:h:m
Gain or fon3) fromn xales of axsers othar than versory
Nat income or loas} from spacial events

Qross profit or fozs) from sales of inventory
M Cvenue. . TrErTvesnErTTAERE

eolo|e]la|e]lo| o}

9‘;;;“‘;{:5:_6-;.-.._..-5....{;,:.‘;{::\; .(...’...‘:.............
Total, Aad Ene 12, columns (b}, (), and {8) .

[See worksheal in ine 13 instructions 1o verily caicutations.)

Line No.

13

) Relationship of Activities to the Accomplishment of Exempt Purposes

" | Explain beicw how sach acthvity for which income i reported in cokwnn (s) of Part XV-A contribuled importantly 1o the accomplishment
of the loundsiion's txinptpupous(nﬂwt_hmbyprw‘uinn hondds for such purposes): (See instructiona.)

Form 990-PF o2



Form 990-PF (2023)

Pege 13

B

Information Regarding Transiers to snd Tn and Relath

With N

Ly

Part XVi

haritable Exempt Organizations.

1 Did the organization direcily or indirectly engage in eny of (he following wilh sny other organizstion describad
in section SOI(CHOMM saction 501 c)3) organizations} or in saction 527, relsting to political

organizations?

Transiers rom the reporting foundation 10 & nonchariable axempt organization of:
1) Cash .. HEE R

momunuta..,......,..

lﬂsu-mm:uolnmchw:bbumplmnmdm B BE O3

{2) Purchases of asasts from a noncharitabla axempt orgenization
(3] Rental of facilities, squipmaent, or other assets
) Reimbursemant svangements . .

15] Loans or loan guarantees .

{8) Performance of services or membership or lundraising solicizations .
‘Sharing ol tacillies. squiprment. malling lists, other essats. or pald smploysas ,

[ [ oo |

i | [

18(2) g

: |

= ity | [
i | [

wy | [

el e e 1 | (O]
105 D_

- wie) | [

- 0=

 the answar 1o any of the above is *Yes.' complate the lollowing schadula, Column (b should siways thow tha fair market vakue of the poods, other assats, or services

given by the reponting loundation. |tmofoundmnnmvtdhuﬂuninirmarknlvdmnwlmuﬂkmouhr&nmwt show in column (d) the value of the

000y, othér aaaeta, or sarvices received.

{a) tine no. {b) Amoun involved {€) Narne of noncharitabie exemgt organiration

Atk

{d) Dx of yansiers, and tharing

2a s the foundation difectly or lndlncw atfiliated with, or related 10, one a'mou lu-cnmpl ocganlu:im: dncdbod in section 501(::) (uhor than

saction 501{cK3)} or in saction 5277 . 1
H “Yas,” compisle the following schedute.

Ovee (Ao

b
{8) Ramw of organization {b) Type of orgenization {c) Descrintion of relstionship
Under penakiea o pariury. | dectass ihet | have examined this miurm, incluging panying schadules and ta, ard 10 Lhe Desl Of my knowiedge and ballel, it s
e, 5
st comect. and complsis. Deciaration of preparer ot than Lxpayern is based on all information of which preparer has any knowisdge, i
gn '
Here Jawon Bgre 08/18/2024 Paard Chair :l:r:pr:dhammmﬁm
Signatuee of oMicer of trustes Oxta Tite Seé natructions, D"" D No
—
Print/Type praparer's name Prapanec's signaturs Date c D“ TN
Paid seit-emplayed
Preparer
Use Only Fim's name Firm's EN
Flrm's s00msa Phone no

Form 990PF 2023
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- Department of the Treasury
: " Internal Revenue Service
Tax Exempt and Government Entities
IRS Pr.0.Box 2508

_Cincinnali, OH 45201

THE OVERWATCH FOUNDATION
46 DONOVAN STREET SUITE 2
CONCORD, NH 03301-2619

Dear Applicant;

Osto:
11/08/2023
Employer (D number:
92-3064397
Person to contact:
Name: Customer Sarvice
D number: 31954
Telephone; 877-829-5500
Accounting period ending:
Decamber 31 '
Form 990-PF roqulired:
Yas
Effectivo dato of exemption:
January 25, 2023
Addendum applios:
No
OAN:
26053706005553

We're pleased to tell you we determined you're exempt from federal income tax under [nternal Revenue Code
(IRC) Section 501{c)(3). Donors can deduct contributions they make to you under IRC Section 170. You're also
qualified to receive tax deductible bequests, devises, transfers or gifts under Section 2055, 2106, or 2522, This
letter could help resolve questions on your exempt status. Please keep it for your records.

Organizations exempt under IRC Section 501(c)(3) are further classified as either public charities or private
foundations. We determined you're a private foundation within the meaning of Section 509(a).

We further determined you qualify as a private operating foundation under IRC Section 4942(j)(3). We'll treat
you as a private operating foundation as long as you continue to meet the requirements of Section 4942(j)(3).

You're required to file Form 990-PF, Retum of Private Foundation or Section 4947(a)(1) Trust Treated as
Private Foundation, annually, whether or not you have income or activity during the year. If you don't file a
required return or notice for three consecutive years, your exempt status will be automatically revoked.

If we indicated at the top of this letter that an addendum applies, the enclosed addendum is an integral part of

this letter.

For important information about your responsibilities as a tax-exempt organization, go to www.irs.gov/charities.
Enter "4221-PF" in the search bar to view Publication 4221-PF, Compliance Guide for 501(c)(3) Private
Foundations, which describes your recordkeeping, reporting, and disclosure requirements.

We sent a copy of this letter to your representative as indicated in your power of attorney.

Sincerely,

wotphac a.. kbR
Stephen A. Martin
Director, Exempt Organizations

Rulings and Agreements

Letter 1076 (Rev. 2-2020)
Catalog Number 35181A



THEOVERWATCH FOUNDATION

CONSTANS VNILANTIA

The Overwatch Foundation Board of Directors

The Overwatch Foundation Boacd of Directors, known as the “Nine Rooks,” is a group of ninc
business leaders, carcer public servants, and subject matter experts thar comprise the oversight
board of the Foundaton. In chess, the rook is widely considered one of the mosr versatile picces,
with cqually matched offensive and defensive capabilites. A Director, once clected, may serve a
term of years as Director and may be selected as an Officer of the board for a ume. Bur all boaed
members, past and present, are bestowed the ticle of “Rook” and may use the “9R” shield for the
rest of their professional career as a symbol of the impact they made in the service of our state.

Jason J. Sgro
Dircceor, Chairman, & Rook.

Leading New Hampshire's largest dedicated municipal incident response efforrs, Jason serves as Se.
Partnet, Business Strategy, and Head of Cybersecurity & Human Privacy at The ATOM Group,
headquartered in Portsmouth, NH. He is the current President of the FBI's InfraGard Progeam in
New Hampshire, and secves as the Director of ATOM’s New H'\mpshirc Office for Cooperation in
Cybersecurity which provides training and emergency response services in partnership with the NH
Public Risk Managcmcm Exchange (Primex3).

Kevin-M, O'Shea, Esq.

Director, Vice Chair, & Rook.

Atorney O'Shea is a lawyer and equity member at Sulloway & Hollis, PLLLC. He concenteates his
practicc on commcrcial ljtjgation including contract disputes, and defense of manufacturers’
warranties. A significant pordon of his practice focuses on the Inteence and technology law,
including privacy and domain registration disputes. In 2022, Kevin eatned the Ceriified [nformation
Privacy Professional/United Sttes (CIPP/US) designation from the International Associadon of
Privacy Professionals. Kevin serves as the firm’s chair of both Sulloway’s Technology Committee
and Ethics Commirtee.

Vincent M. Chambers
Director, Sccretary, & Rook. -
Natonal Security Subcommitiee (Chair)

Vince's career has focused on scrvice to the Country. Vince starred his professional carecr as an
active-duty Army Officer, seeving nine years in both CONUS and OCONUS assignmcnrs Vince
attained the nnk of Caprain and served as a Platoon Leader, Company Commandcr and in various
Army staff positions.

After his miliary service, Vince was appointed to be a Special Agent with the Federal Bureau of
Investigadon. Vince served for over 20 years as an FBI Special Agent leading complex
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THE QVERWATCH FOUNDATION

CONSTANS VICHANTIA

investigations into violatdons of the Foreign Corrupt Practices Act, internatonal narcotics
teafficking, counterterrorism, domestc terronism, inner-city gang violence, white-collar crime, and
computer intrusion crimes.

Alyssa C. Rosenzweig, MSc.
Director & Rook.

Alyssa’s carecr is dedicated to how technology can transform lives and serve people—from the most
basic technological advancements to acuificial organs to cvbcrsecurlry She is.a Partner at the New
Hampshire technology consulting firm, ATOM, and an active member of the FBI’s public-private
partnership organizaton, InfeaGard, where she is both a Board member and Healtheare Séctor
Chief for the New Hampshire chaprer. .

Terence R. Pfaff
Director & Rook.

Teery has built a career as a New Hampshire public servant, balancing both a carcer as firefighter for
the City of Maachester (30 vears) and a legislatve role, first serving four terms in the New
Hampshire FHouse of Representatves for Hooksetcand chen cvcnmally becoming the Chief &f Staff
for the House. When he redred from firefighting, he transitdoned full-time into NH Stace leadership
where he is now the Chief Operadng Officer for the General Court. In additon to his legisladve
activities, he has been a long-standing member of the Board of Trustees for the Visiting Nurse
Associaton of Southern NH, where he was elected Board Chair in 2021.

Matthew Chepeleff
Director, Treasurer, & Rook.
Nadonal Security Subcomnutree

Matr spent the first 20 years of his carcer in the space where technology and business overlap. Matt
curcently scrves as partner and leads ATOM's software development pracuce, focusing on mobile,
web, and enterprise sofaware for SMBs. In 2019, Mac joined the board as a founding director of the
AFMS Foundation, a not-for-profit in Connecticut focusiag on Advocaung for Families with
Multiple Sclerosis.




Top Skills

Product Management
idedical Devices
Product Development

Languages

Spanish

Certifications
PMP
ITIL Foundation {2011)

Alyssa C. Rosenzweig
Public health and safety servant
Concord, New Hampshire, United States

Summary

| am highly technical, focused, analytical and a practicing leader. |
am attracted to complex systems with many unknowns and myriad
moving pieces. | speak many different languages—everything

from engineering and IT to design/UX and marketing to legal

and business/client services. My expertise is in bringing all those
disciplines together. Through them | harness the potential that builds
teams, deliverables, and systems that tackle complicated challenges.
| get energized when the odds are stacked against us and obstacles
seem insurmountable. | am always eager to join a talented team
whose culture and values match my enthusiasm and high standards
for excellence and technical innovation. '

Experience

InfraGard
2 years 6 months

Board Member
December 2024 - Present (3 months)
Concord, New Hampshire, United States

Sector Chief, Healthcare & Public Health
September 2022 - Present (2 years 6 months)
New Hampshire, United States

Lead the NH Infragard towards serving and improving community health and
weliness.

2024 Healthcare Sector Chief of the Year - Northeast Region

The Overwatch Foundation
1 year 7 months

Deputy Direclor, Board Member & Rook
November 2023 - Present {1 year 4 months)

Director, Treasurer, & Rook
Page 10f 5



August 2023 - November 2023 (4 months)

THE ATOM GRQUP
10 years 8 months

Partner, Experience + COO
October 2022 - Present (2 years 5 months)

We cultivate and distill visionary ideas into vital experiences.

Associate Partner, Engagement
November 2020 - Oclober 2022 (2 years)

Client Success + User Experience + Operalions

Head.of Client Success
February 2017 - November 2020 (3 years 10 months)
Portsmouth, NH

Lead navigator on your journey with ATOM.

Project Manager

July 2014 - February 2017 (2 years 8 months).

Portsmouth. NH

Key clients and projects include:

« Design and development of the Pierce Manufécturing Command Zone IlI
vehicle maintenance and monitoring mobile and tablet web application
 Agite-based management of Rue La La A/B tesling 'with Optimizely and
Evergage to oplimize ecommerce website pefformance

» Maintenance and Implementation of Shopify storefronts such as LuxeDH
- Internationatization of the Sun Edison e_cho' solar home.electricity monitoring
i0S application )

- Maintenance and implementation of Kentico (ASP.NET) and WordPress
websites ‘

GRIT + GRACE

Founder, Lead Praclioner

April 2021 -'Present..(S years 11 months)

Coaching and consulting practice specializing if empoWeiing women with
chronic health conditions.

Sig Sauer

Applications Support
July 2013 - July 2014 (1 year 1 month)
Newington, NH

Page 2of 5



+ Designed, implemented and maintained BMC FootPrints service desk to
improve IT department's effectivity (currently expanding to other business
units).

» Managed Kronos Workforce Ready IT implementation for 1000 employees; .
first fully-integrated system with AD, HRB, and security apps.

* Managed business process reql.iiramem gathering of ecommerce solution to
markel, schedule/manage, and invoice Sig Sauer i'\caqemy'courses.

AgaMatrix

Technical Project Manager
November 2010 - March 2013 (2 years 5 months)

« Designed and implemented software systems to'support project effort
tracking and exacutive management updates.

» Defined organizational procedures to support third-party developers' use of
company's first iPhone SDK product. - _

- Built and managed company's first mobite software app testing team and
integrated into standard operating procedures.

+ Developed and managed WordPress content sharing system to convey
industry news and customer experience insight.

» Strategically managed and advanced company's intellectual property
portfolio.

« Researched and advised product management team on innovalive features
and business opportunities.. |

Univer.sity of Toronto, Department of Computer Science
HCI Graduate Researcher and Teaching Assistant
September 2009 - October 2010 (1 year 2 months)

University of Pennsylvania Schoenberg Center for Electronic Text -
and Images

Web Designer _

January 2007 - May 2009 (2 years 5 months)

Designed and imptemented HTML and CSS web inlerfaces to showcase
digitized University rare book and manuscript collections.

UC Santa Cruz :

National Science Foundation Undergraduate Research Fellow i
information Technology
- May 2008 - August 2008 {4 months)
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+ Created Google Maps application for visually impaired using sound to convey
street information.

lllinois Institute of Technology

National Science Fou}wdation's Research Experience for
Undergraduates Fellow

May 2007 - August 2007 (4 months)

+ Redesigned educational web application to improve usability and
presentation of USDA food and aclivity research.

- Project accepted for 2007 r;lational Biomedical Engineering Society
Undergraduate Session

- Poster presentation al the 2008 Diabetes Technology Meeling in Bethesda,
Maryland

- Abstract publication in the Journal of Diabetes Science and Technology
(March 2009) ) .
The Daily Pennsylvanian

DailyPennsylvanian.com Editor-in-Chief

January 2006 - January 2007 (% year. 1 month).

Launched and designed a new sile with staff collaboration; recruited and
managed paper's first Web department.

Entertainment Publications
Merchant Marketing Intern

May 2006 - December 2006 (8 months)

Developed efficient system in Access and Excel to automate monthly analysis
of thousands of merchant offers by converling them into a visual, comparable
format to guide company strategies.

Education '

University of Pennsylvania ‘
BAS, BA, Computer and Cognitive Science, Psychology - (2005 1.2009)

University of Toronto
MSc, Computer Science, Human-Computer Interaction; Ubiquitous ~
Computing - (2009 - 2010)

* St. Louis University - Madrid
Spanish culture, history, literature. music and language - (2008 - 2008)
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Seaholm High School
- {2001 - 2005)
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Neal Richardson

SUMMARY OF QUALIFICATIONS:

Seasoned CiSO with gold standard CISM, CISSP, COPSE, GCCC, GCIH, GCIA, GMOB, and GSEC
certifications validating expertise in strategic management, technical security, and data privacy
domains.

15+ years of experience leading cybersecurity strategy and operations.

Expertise in policy development, regulatary compliance, incident response, risk management,
and security awareness.

Strong technical knowledge of 105/1PS, SIEM, Identity and Access Management, vulnarability
assessment, Network design, and infrastructure security.

Proven ability to architect and execute cybersecurity modernization initiatives.

Leadership experience building, managing, and mentoring high-performing security teams.
Ability to effectively communicate complex security concepts to senior leadership and boards.
Knowledge of state and federal security regulations, including NIST CSF, CIS 18, CIPA, FERPA, and
HIPAA

Experience:

Head of Information Technology

Concord, New Hampshire 2024 - Present

The Overwatch Foundation

® Serve as Information Technology manager for the Overwatch Foundation, assisting in the
selection, design, configuration, and implementation of toals, 5aa$ products, and applications.
This inciudes building and configuring network security appliances such as firewalls, routers,
switches, etc, )

o Create and manage an information security program that meets the requirements of the
Overwatch Foundation as a regulated federal and state partner.

o Design, configure, implement, and managed technology deployment withi infrastructure
grants.

e Responsible for the Service Desk, managing the quality/of the assistance given to internal and
external stakeholders and customers.

e Build and oversee the relationships between Overwatch Technology Partners and the
Overwatch Foundation. '

e Serve as the primary technical advising point of contact for grant recipients.

e Train Service Desk Engineers to support key technologies we deploy in our solutions.

e Train Cl Technicians on proper installation and troubleshooting of key technologies we deploy
in our solutions.

e Assist in the grant readiness approval process.

o Lead technical change control approval for the Overwatch Foundation.

® Assist the Deputy Director in creating Board-level reporting as requested.

¥



Director of Technology/CISO ' 2018 - 2024
SAU # 34 Hillsboro-Deering School District  Hillshoro, New Hampshire

Drove creation and rollout of robust cyber and physical security policies, processes, and
protocols district-wide, hardening defenses against emerging threats while significantly
improving incident response capabilities.

Built incident respanse plans and processes from the ground up, allowing for swift triage
and coordinated remediation of malware infections, unautharized access, data breaches,
and other cyber events through defined escalation paths,

Formulated and executed a comprehensive strategy for revitalizing and expanding the IT
department, ensuring smooth‘and effortless access to digital resources to facilitate school-
based and distance learning.

Provide strategic guidance and support to principals, teachers, and staff in effectively
applying cybersecurity controls and tools. _

Developed and implemented a plan to ensure the continuity of educational services during
the pandemic shutdown.

Provided input and feedback on the development of New Hampshire K-12 data and privacy
security minimum standards.

Presented in Cybersecurity and Infrastructure Security Agency (CISA) Inaugural National
Summit on K-12 5chool Safety and Security.

Featured in two case studies by the Center of Internet Security (CIS) on the implementation
of €IS Controls in schools.

Furnished written and oral testimony to the New Hampshire Senate STE subcommittee in
support of legislation mandating basic cybersecurity standards for municipalities, drawing
on case studies and industry best practices to highlight the risks of inaction.

Director of Technology and Emergency Management " 2006-2018
SAU #93 Monadnock Regional School District Swanzey, New Hampshire

Formulated and implemented comprehensive cyber and physical security policies,
procedures, and plans, safeguarding the school district against known and unknown threats,
and significantly reducing response time from days to hours.

Created a security awarengess program covering secure web browsing, social media usage,
mobile device safety, social engineering, and emerging cyber threats through interactive
workshaps, computer-based training, posters, newsletters, and simulated phishing attacks.
Designed and executed server infrastructure consclidation and cloud migration roadmap to
reduce the attack surface, enable consistent security policies, and decrease maintenance
costs by 50% year over year,

Coached the first Cyber-Patriot team in the Monadnock Region.

Built an integrated All-Hazards Response Team to provide swift, coordinated incident
response to cyber and physical threats impacting any school within the district.

Led the district Emergency Management Committee, overseeing the development of
standardized response plans and coordinating drills.

Championed 1:1 Chromebook program delivering enhanced digital access and engagement
for students grades 6-12 through extensive planning, pilot testing, infrastructure upgrades,
and classroom integration support.

Awards, Certifications, Certificates, and Education:

Awards:

The SANS Institute: Difference Maker Award 2019



Certifications:
Information Systems Audit and Control Association {ISACA):
Certified Information Security Manager (CISM} #2158862
Certified Data Privacy Solutions Engineer (CDPSE) #2117201
International Information System Security Certification Consortium (15C2)
CISSP Certified informatign Systems Security Professional (CISSP) #512944
Global Information Assurance Certification {GIAC)
Certified Mobile Device Security Analyst {GMOB) #764
Certified Critical Controls (GCCC) #874 ’
Certified Incident Handler (GCIH) #24486
Certified incident Analyst (GCIA) #9761
Security Essentials Certificate (GSEC) #34198
EC-Council
Associate Certified Chief tnformation Security Officer BECC3589021647
Cybersecurity Coalition for Education:
Certified Cybersecurity Rubric Evaluator (CCRE)
Certificates: ,
IT Security Strategic Planning, Policy, and Leadership
Practical Web Applicatian Penetration Testing
Web Application Penetration Testing and Ethical Hacking

Education:

Southern New Hampshire University
Associate Degree N 2016
Bachelor of Arts in Management 2019

Leadership and Service

Accessdlearning, internation Technicatl & Privacy Leadership Group 2023-Present
Tech Tactics in Education Advisory Board Member 2022-Present
K128IX Controls Working Group 2021-Present
New Hampshire SLTT Cybersecurity Grant Committee 2023-2024
MS-ISAC K12 Working Group Co-chair 2021-2024
COSN Cybersecurity Working Group \ 2017-2024
Amateur Radio Operator, General Class 2007-Present
New Hampshire Digital Summit Advisory Board Member 2023-2024
Town of Troy Broadband Committee 2020-2021
Town of Troy Emergency Management Director 2017-2019
NH CTO Board member 2016-2020
Town of Troy Assistant Emergency Management Director 2008-2017
Town of Troy Budget Committee 2006-2009
Chairman Town of Troy Budget Committee 2009-2009
US Army and US Army Reserve 1991-199%

Conference Presentations and Webinars

Multi-State Information Sharing and Analysis Annual Meeting 2024
K12Six: National Cybersecurity Leadership Conference 2024
CISA: 2022 National Summit on K-12 Schoo! Safety and Security: 2022

Consortium of School Networks:



Cybersecurity Practices to Protect your staff and students 2024

Cybersecurity the New Hampshire way. | 2022
Maine Technology Users Group:

Intro to the MITRE ATT&CK framework. 2022
NHCTO Clinic:

Security Considerations in a Constantly Changing Environment. 2018
NH School Boards Association: _

Data Privacy & Security: Alignment with HB1612. 2018
ISC2 State cybersecurity K12 education: 2018
Christa McAuliffe Technology Conference:

HB 1612 What is a district to do? 2018

Student Safety and Security in the 21% Century Classroom. 2016
WEBINARS:
Not if but When 2023
Incident Response Planning. 2023
MS-ISAC K12 Report Findings. 2023
5C Media's'Ransomware eSummit. 2023
NIST Cybersecurity Framework for K12, 2022
Essential K-12 Cybersecurity Protections for the Cloud. 2022
How One School District Enhances Cyber Hygiene with the CIS Controls. 2020

You Thought Going to High School Was Tough? Try Running Cyber Security for One. 2017



Scott "Vince" .Chambers

“
Security Clearance: TS/SCl - Current
Cybersecurity, Technology sales, Cyber Govermance, HUMINT, Law Enforcement

Experience

The Overwatch Foundation {https://www.overwatch.org)

Board of Directors, Secretary, & Rook, Concord, NH ’

08/2023 - Present

The Overwatch Foundation {"OVW”) is dedicated {0 protecting United States critical infrastructure in New Hampshire, the New Hampshire
competitive advantage, and the public trust by providing grant-funded cybersecurity auditing and engineering, software modernization, and
workforcé development. Board member, Secretary of the 8card, and Chair of the National Security subcommittee.

The Overwatch Foundation (https://www.overwatch.org)

Assistant Deputy Director {ADD)

10/2024 - Present

Part of the senior leadership team at OVW responsible for day-to-day operations and mission accomplishment of grant defined metric objectives.
‘The ADD of OVW leads six employees in all efforts to coordinate and execute the mission of QVW, to protect United States critical infrastructure in
New Hampshire focusing on State, local, and municipal entities across three grants; .GOV, drinking water, and wastewater. The ADD also manages
financial execution of grant funds with oversight by the Deputy Director {OD).

3
Serpentine Services Group {hups://sérpentineservices.com)
Board of Advisors 4
02/2024- Present
Serpentine Services Group (S5G) uses exercises, gaming, and workshops as a platform for problem-solving. Using Cyber Tabletop Exercises, {TTX),
Cyber workforce design, and partnership advisory services, SSG stimulates creativity, collaboration, and critical thinking, allowing participants to
explore security and business challengés from unique perspectives and generate custom solutions. This blend of exercises, interactive workshops
and actionable recommendations can empower organizations to address their issues thoughtfully and strategically. From determining how to find
First Federal Customers to answering SEC requirements after a breach; Serpentine Services Group helps an organization realize its business and
compliance goals.

Federal Bureau of Investigation (FBI)

Special Agent, Bedford, New Hampshire

09/2021 - 09/2024

Conduct complex white-callar crime and cybercrime investigations working in 2 joint collaborative environment with Federal Law Enforcement
entities such as the FBI, IRS, United States Secret Service, and the Department of Commerce.

Federal Bureau of Investigation (FBI)

Team Leader/Supervisor, Bedford, New Hampshire

02/2018 - 09/2021

Led a gang and narcotics Task Force composed of eight personnel from Federal, State and Local law enforcement organizations. The mission of the
Task Force was to disrupt and dismantle violent street gangs and drug trafficking criminal enterprises with ties to the State of New Hampshire and
their sources of supply throughout the United States and world. Led the Task Force Team that arrested Ghislaine Maxwell in Bradford, New
Hampshire.
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Federal Bureau of Investigation (FBI)

Supervisory Special Agent, Washington, DC

12/2015 - 06/2017 ;

Program managed counter-narcotics Investigations for, the entire East Coast of the United States and Puerto Rico; 21 Field Offices of the FBI. Program
managed budget payments for trave) of case agents nationally and internationally in support of operations; program managed budget payments to
conduct proactive investigations; program managed budget payments to pay confidential human sources.

Federal Bureau of Investigation (FBI)

Special Agent, Port Au Prince, Haiti

09/2013 - 01/2014

Conducted federal investigations into viotations of the Foreign Corrupt Practices Act. Developed an extensive HUMINT network in Haiti that
facilitated the successful prosecution of an American Army Colonel (bs) who violated federal law and paid bribes directly to the President and Prime
Minister of Haiti.

Federal Bureau of Investigation (FBI)

Special Agent, Boston, MA

09/2004 - 09/2013

Investigated and adjudicated numerous criminal investigations resulting in over one hundred apprehensions and numerous convictions in Federal
Court. Testified in numerous federal court trials; cross-examined by defense attorneys; worked closely with federal prosecutors to prepare and make
evidence aqmissible in federal trials.

Federal Bureau of Investigation (FBI)

Special Agent, Balad, Iraq

01/2008 - 03/2008

Deployed to Iraq in support of Tier One Military Special Operations forces conducting interrogations of captured terrorist targets.

United States Army

Army Officer, Captain {03}

01/1995 - 05/2004

Military Police Platoon Leader, Fort Hood, TX.

Military Police Company Commander, Fort Huachuca, AZ.

Deputy Operations Officer, Seoul, Korea.

Military Police Observer Controller and Trainer, Fort Meade MD.

US Army Specizal Forces Assessment and Selection (Selected) — 1998.

infantry Officer Advanced Course; US Army Airborne School; Combined Arms Services and Staff School -1998; Military Police Officer Basic Course
-1994.

Education )

Master of Science Cybersecurity, Policy and Governance
Boston College, Boston, MA

12/2023

Graduate Summa Cum Laude GPA - 3.93.

Recipient of The Woods College Groduate Progrom Aword - For academic excellence; given to the student who brings together a spirit of service and
humble leadership.
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Master of Sclence developed areas in Cybersecurity Policy: Privacy and Legal Requirements; incident Response and Management; Organizationa)
Effectiveness: Governance, Risk Management, and Compliance; Ethical Issues In Cybersecurity; Cybersecurity: Designing Offensive and Defensive
Capabilities; Cyber Crime; Managing Cyber Risk: Moblle Devices and Social Networking; Cyber Ecosystem and Cybersecurity; International
Cybersecurity and International Law; Network and Infrastructure Security.

Bachelor of Arts in International Relations
Norwich University, Military College of Vermont, Northfield, VT.
05/1994

Graduate Magna Cum Laude - 3.49 GPA.

Double minor in French and English; Distinguished Military Graduate; Regular Army Commission.

3 I-P“a g;



Employee Name yTitle Date of Hire Annual Salary Salary Pald By Contract
Alyssa Rosenzweig Deputy Director 2/5/2024 $ "162,690.00 100%

Vince Chambers Assistant Deputy Directar 10/21/2024 $ 137,700.00 1009

Neal Richardson Head of Information Tec hnology 10/21/2024 $ 122,400.00 100%




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen D, Concord, NH 03301
Fax: 603-271-1316 TDD Access: 1-800-735-2964

www.nh gov/doit

!
Denls Gaulet .
Commissioner

August (3, 2024
His Excelflency, Governor Chrisiopher T. Sununu
and the Honorable Executive Council
Sute House
Concord, NH 03301

R X N

Authorize the Department of Information Technology to enter into a contract amendment with
Overwaich Foundation { VC#348104-B001). Concord, NH. by executing an available contract rencwal
option, and increasing the price limitation by $3,752,476.00 from $3,147,604.00 10 $6.900,080, end by
extending the completion date from December 31, 2026 to September 30, 2028 for the purpose of providing
a Municipal Cyber Defense Program, efTective upon Govemor and Executive Council approval with the
option to renew for an additional fifteen (15) months with Governor and Executive Council approval.
Governor end Executive Council approved the original contract on January 31, 2024, liem #46. FY 25
Source of Funds: 80% Federal, 16% General and 4% Other (Agency Income), FY 26 Source of Funds:
100% Federsl Funds. )
Funds are availoble in the following accounts for FY 2025 and are anticipated 1o be available for FY 2026

upon the continued appropriation of furds in the fulure operating budgut. with the authority to adjust
encumbrances in each of the siate fiscal years through the Budgel Office. if needed and justificd.

CATK-DEPTA-AGENCYK-ACTIVIT#-ACCOUNTING SFY 28 SFY16
UNIT & DEPT NAME-AGENCY NAME --
ACCOUNTING. UNITNAME - 3
CLASS- OBJECT-. DESC : -
01-03-03-030010-67170000-Department of Information $1.772.159.20 $0.00
Technology Cyber Enhancements Grant-101-502604- '
Contrecis far Operational Services

(2-23-23-221010-71150000-Decpartment of Safety- £443,039.30 $0.00
Cybersecurity Grant Program-103-502664-Coniracis for
Operational Services.

03-44-44-4400 1 0- 24760000~ 102- 500731 Depariment of $437,177.00 ) $0.00
Envir Svcs.«ARPA DES Loans-Contrects for Program

Services

03-44-44-44 10 18-55640000- 102-50073 | - Depantment of $0.00 $1.000,000.00

Covir Sves.-DWSRF Bl Administration- Contracts for
Program Services

03-41-43-44 101847830000 1 02-50073 | Department of $104.000.00 50.00
Envir Sves., C\WSRF Loan Manngement- Contracts for
Program Services

Total $1,752,476.00 $1,000,000.00

“Innovotive Technologies Today for New Hampshire's Tomorrow™



His Excellency. Govemor Christopher T. Suiunu
and the Flonorable Executive Council

Page 2

EXPL N

The contract amendment with Overwaich Foundation will continue 1o provide Siate and Local
Cybersecurity Grant Program (SLCGP) funded services to eligible municipal organizations.and K 12 SAUS
across the Siate to transition {rom their current Domain Name (.org, .cam, ¢ic.) to *.GOV* domain Names.

This contraci amendment will provide services to reduce cybersecurity vulnerabilities and improve
the compliance of communily water systems in New Hampshire with the EPA's America’s Waler
Infrastructure Act (AWIA). The amendment also cxpands cligidility 1o receive cybersecurity sorvices o
wagiewater reatment facilities.

Cybersecurity is the top threat 1o critical infrastnucture in the United States. This program continues
efTorts 10 assess all community water systems and wasiewater facilities for cybersecurity vulncrabilitics,
develop a cybersecurity risk management program tor ihe systems/facilitics, and install mitigations 10
prevent a cyberattack from impacting sysiem operntions. Weak cybersccurity practices can-compromise the
ability of community water sysiems 10 provide clean ond safe drinking waler 1o customers. process
wasicwaler, erode customer canfidence and result in financinl and legal liabilitics.

The Depantment of Information Technology respectfully requests approval of this contracl.

Respectfully Submined,

Denis, Goulet '

’ Commissioner, Depanmeni of information
Technolouy

Sl Ak

Robert Scon
Commissioner, Depurimeni of
Environmental Services

L

Raben L. Quinn
Commissioner, Depantment of Salety

DG/ik/d
Dol T #2024-0t4 RID: 88656
cc: Ken Weeks, Chief Information Security OfTicer

“Inngvotive Techaologies Today for New Hempshire's Tomorrow®
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STATE OF NEW HAMPSHIRE
Department of [nformation Technology/Department of Environmental Services:
DalT # 2024-014 State and Local Cybersecurity Grant (SLCGP), Municipal Cyber Defense
Program (MCDP) and Grant Funded Critical Infrastructure Key Resources (CIKR)
Cybersecurity Services:

AMENDMENT A (1)

Template Revision V3.0 2727723
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INTRODUCTION

WHEREAS; pursuant to an Agreement approved by Governor and Council, as a competitively procured
contract on March 8, 2023, ltem #16, as amended on January 31, 2024, ltem #46 (herzin after referred to
as the "Agreement”), The OVERWATCH FOUNDATION (hereinafier referred to as “Contractor™) agreed
to supply certain services upon the terms and conditions specified in the Agreemeni and in consideration
of payment by the Department of Information Technology and. Department of Environmental
Services (hereinafter referred 10 as the “Departments’™), certain sums as specified therein;

WHEREAS pursuant to the Agreement Section 7 and the provisions of the Agreement, the Agreement
may be modified or amended only by a written instrument executed by the parties thereto and approved
by the Governor and Executive Council.

WHEREAS the Vendor and the Depantments have agreed 1o amend the Agreement in certain rtspe.cts.

WHEREAS this Amendment is intended by the-Parties as the final, complete, and exclusive understanding
between the Parties hereto. All prior or contemporaneous promises, agreements, and understandings,
whether oral or wrinen, are deemed to be superseded by this Amendment, and no Party is relying on any
promise, agreement, or understanding not set forth in this Amendment. Except as expressly amended by
this Amendment, the Agreement shall continue in full force and effect.

WHEREAS the Departments wish to add both federal funds and general funds to continue the to provide
the cybersecurity services as detailed in the Agreement.

WHEREAS The Vendor agrees to provide cybersecurity services as detailed in the Agreement

WHEREAS The Departments and the Vendor wish to increase the Contract price by $3,752,476.00 to
bring the total contraci pncc to $6,900,080.00.

WHEREAS The Depariments and the Vendor wish to extend the completion date from December 31,
2026, 10 September 10, 2028.

NOW THEREFORE, in consideration of the foregoing, and the cavenants and conditions contained in the
Agreement and set forth herein, the panies agree as follows:

!
The Agreement is hereby amended as follows:

. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $3,752,476.00 from $3,147,604.00 10 §6,900,080.00

2. Amend Section EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES, |. STATEMENT OF WORK, Sectidn 1.2 Services
for Drinking Water Supplier Cybersecurity Assessments, Cybersecurity System Design and

" Engineering/Field Services 1o include Wastewater Facilities for all work completed under this
Section.

State of NH C%nlract ¢

Date: /2

Contractor's Initials: l i

Page
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3. Amend Section EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES, |. STATEMENT OF WORK, Section 1.2.4 to read:
“The Overwaich Foundation will replace the Desktop Level devices (SCADA Contollers.)
Deskiop computers controlling SCADA networks will be replaced with hardware running
hardened Windows images. Overwaich will work with the SCADA integrator as appropriate 10
test and migrate the SCADA Control Software.” '

TABLE I: CONTRACT HISTORY

CONTRACT AND | AMENDMENT | G&C . - - COMPLETION CONTRACT
AMENDMENT TYPE APPROVAL DATE - AMOUNT
NUMBER | DATE } : '
DolT # 2024-014 Original January 31,2024, | December 31,2026 | $3,147,604.00
Contract liem 446 -

DolT # 2024-014 | I®* Amendment TBD December 31,2028 | $3,752,476.00
Amendment A

’ CONTRACT TOTAL | $6,500,080.00

Except as provided herein, all provisions of the Agreement shall remain in full force and effeci. This
modification shalt take effect upon the epproval date from the Governor and the Executive Council.

N WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above

written.

CONTRACTOR

(s . oy

Alyssa Iiosenzwcig

The OVERWATCH FOUNDATION

STATE OF NEW HAMPSHIRE

e BB

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Technology

kS

1/22/2024

Date:

Date:

July 30, 2024

Siate
Date:

Page
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% M— -Date:_8/172024

Robert Scott, Commissioner
State of New Hampshire
Departmeat of Environmeots| Services

The preceding Amendment, having been reviewed by ihis ofTice, is approved as 10 form, substance, and
execution.

Approved by the At'iorney Geaeral

Duncan A. © Date:_August 12, 2024
Duncan A. Edgar, Assisfant Antorney General
State of New Hampshire, Departiment of Justice

{ hereby centify that the forégoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Daie;

State of New Hampshire, Department of Adminisiration

State of NH Contract
Date: 7/22/2024

Contractor's [nitials: [-E

Page
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State of New Hampshire.
Department of State

CERTIFICATE

!
I. David M. Scanlan, Secretany of State of the Stakc of New Hamipshire, do hereby cenify that THE OVERWATCH
FOUNDATION is a Ncw Hampshire Nonprofu Corporation regisiered 10 transact business in New. Hampshire on January 25,
2023. 1 further cenify that all fees and documenis required by the Scorctary of State’s office have been received and is in yood

s1anding as far as this office is concemed.

Business |D: 921934
Cenificate Number: 0006740517 ) 3

N TESTIMONY WHEREOF,

I hercio sct my hand and couse 16 be affixed
the Scal of the State of New Hampshire,
this 22nd doy of July A.D. 2024,

David M. Scanlan
Secretary of Suaie




i ] EETnATen
3cono‘ CERTIFICATE OF LIABILITY INSURANCE i

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ‘ONLY AKD CONFERS KO RIGNTS UPON THB CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIELY ‘AMEND, EXTEND .OR ALTER THE COVERAGE.AFFORDED BY THE POLICIES
BELOW. TMIS CERTIFICATE OF INSURANCE DOES NOT COMSTITUTE A CONTRACT BETWEEN THE ISSUINO INSURER(S]), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: [f the certificats holdes la an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endomad.
# SUBROGANON ls WAIVED, subject o the tarms and condhions of the policy, cestsin policies may requiry an endorsement A statement on
tils contificats does not conter rights to the centiMcate holder in teu of such sndorsoment(s).

PRODUCER  ANE:
Next First Lrsurance : In:. N By - NP AR 3T EX
O b 0707 oY N Rehailids i [ A, o
Pxio Axo, CA 94306 ADORESS: CE.Com P
SUAZR{E| AFFORDING COVERAGE MAK §

IIURIRA: Next [nsurgnce US Comprry 16255
SRR peAURER 8 : NSUONN SONCiSTtY Inpurance Compary 12608
The Overwatch Foundtion . g - "
46 Donovan St ERC: L
Concord, NM 03201 BERRER O :

' NSURER K :

MEYRER £

COVERAGES CERTIFICATE NUMBER: MD4786 REVISION NUMBER:

THS IS TO CERTEY THAT THE POLICIES: OF INSURANGE \ISTEC GELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR. THE FOUCY FERIGD
INDICATED, NOTWATHSTANDING ANY REOUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE :(ISSUEQ OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE ‘POUICIES DESCRISED HEREIN 1S SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY MAVE BEEN REQUCED BY PAID CLAIMS.

k3 s TR rouermane | SR =
% | COMMIRCIAL GEXLAAL LIADASTY EACH OCCURRENCE $1.000,000.00
| casace | X | oconm R T ey [s100000.00
- MED EXP (Avy o porsony | $15,000.00
al | o x OMENQTOHO-GL 0/0/024  101/0/2025 | Fersomas 8 ADvasy | £1.000,00000
GENL AGGREGATE LIMIT APPLES PER: : GENERAL ACGREGATE $2.000,000.00
ml_iﬁ I_]Loc PROOUCTS . COMMOR A00 | $2.000,000.00
Tt 3 $
T P
MY AT BOGRY WARY (S persony | §
| are,,, [ e w0 e e i 5
— mu" AUTOS OMLY et 3
, 1
| |uwarzusues | | occum BACH OCCURRANCE '
EXCESS LD CLAMS- A8 AGGREDATE [
o | | mermons . "
guncmmu N X [ml _[m l
8 m%m neal  Jrowacguew-0we ovoae fovozmy [ ELEEEERT :m”'mm'”
OETR T w 7 CPERATIONS bae £L. (XSEASE . ROLCY LT | 9500,000.00
: Each Ocorence: $1,000,000.00
A | Professional LiabDty X FOCTHPXQTD)-00-GL 01/02/2024 [01/02/2028 (Agoregate: $2,000,000.00

OESCRITION OF OFERATIOND | LOCATIOND / YEMICLES (ACORD i, Additionsl Remarts Rchaduln. sy be S2achd I mure spaty B reipaied)

The Certificate Holder is N4 Department of Infarmation Techs .mmmhmmlwnmwmnmewNme
msr:n:muncmwwm only I required by witten agroement botween the Certificate Holder and the inmured,

CERYIFICATE HOLDER CANCELLATION
Oepartment of Information Technoiogy LIVE CEITIFICATE '
g;'ru: oug Information Officer : £HOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE
‘ "'ﬂ"m 03301 THE EXPIRATION DATE THEREQF, WOTICE WiLL BF OELIVERED N

ACCCRODANCE WITH TRE POLICY PROVISIONS.

AUTHORIED REPRESLNTATIVE

-

©15388-2015 ACORD CORPORATION. All ights rezarved.
ACORD 23 (2016/0)) The ACORD name snd Logo are registered marks of ACORD



Certificate of Authority #2  (The Overwatch Foundation, A Non-Profit Corporation)

Co te tati
1, Vineent Chambery, hereby certify that 1 am duly elected Secretary of The Overwatch

Foundarion. | hereby certify the following is a true copy of a vote taken at a meeting of the -

Board of Directors duly called on October 13, 2023, at which a quorum of the Directors were

present and voling.

VOTED: That Alyssa Rosenzweig, Deputy Director, is duly authorized 1o enter into
contracts or agreements on bebalf of the Overwatch Foundation with the Swate of New
Hampshire and any of ils agencies or departments and further is authorized to execute any
documents which may in her judgment be desirable of necessary to affect the purpose of th'is

vote,

I hereby certify that said vote has not been amended or repealed and remains in full
force and effect as of the date of contract which this certificate is attached. This suthority
remains valid for one-year (365) days from the date of this Corporate Resolution. | further

certify that it is understood that the State of New Hampshire will rely on this certificate as
evidence that the person(s) listed above currently occupy position(s) indicated and that they have
full authority to bind the corporation. To the exteat that there are any limits on the authority of

any listed individual to bind the corporation in contracts with the State of New Hampshirg, all

such limitations are expressly stated herein.
e / M /T
DATED; 2 uly 2024 ATTEST:® . i

"Vincent M. Chambers
Secretary, The Overwatch Foundation




_ STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECENOLOGY
27 Hazen Dr.. Concord, NH 03301
Fax: 603-271-151¢ TDD Actras: 1-800-735-2964

. www.nhgov/doit

Denls Goulet
Cammissioner

January (6. 2024

His Exceltency, Governor Christopher T. Sununy
. and the Honorable Executive Council
- Sule House .

Concard, NH 03301

BEQUESTED ACTIONS

|. Authorize the Department of Infarmation Technology to enter into a contract. with Overwaich Foundation |
{(VCH448104-800 1), Concord, NH in an amouni notto exceed $3,147.604.00 for the purpose of providing
o Municipal Cyber Defense Program, with the option (o extend up 10, but not beyond, the-expiration of
pdditional Grent Funding or December 31, 2029, whichever comes first, effective upon Govemor and
Executive Council approval through December 31, 2026. Source of Funds: 100% Federal Grants.

2. Further authorize the Department of Information Technology o make an advence payment to Qverwatch
Foundation in the emount of $500.000 in accordance with the terms of the contract effective upon
Governor and Council approval, Souree of Funds: [00% Federal Grants.

Funds ore available in the following accoums for FY 2024 and FY 2025 with the authority to adjust
encumbrances in each of the state fiscal years through the Budget Office. if nceded and justified.

CATH-DEPTA-AGENCYA-ACTIVITYS

ACCOUNTING UNIT & DEPT NAME- AGENCY Activity [ sPy2e | SFY 15
NAME -._ACCOIJN'TINC UNIT NAME _CLASS- Code ;
| OBJECT - DESC
01-03-03-030010-52390000-Department of Lnformalion
Technology-Cyber Enhancemems Grant-103.502664- . N/A 1,147,604
Contracts for Operational Services

03-44-44-440010-24760000-Department of Envir Sves.- 00FRF602
ARPA DES Loens-102-500731-Contracts for Program WB4401D $250,000

Services

03-44-44-441018-55640000-Department of Envir Sves.- '

DWSRF BiL Administration-102-50073 1 -Contrects for $7%0.000 | $1,000.000
Program Services

TOTAL | $2,147,604 | $1,000,000

The contract with Overwatch Foundaticn will provide State and Local Cybersecurity Grant Program
(SLCGP) lunded services to eligible municipal organizations and K12 SAUs across the State 10 transition
from their current Domain Name (.org, .com, ete.)'to *.0OV" domein Names. .

GOV is a 'top-level domain’, or TLD, similes 10 .com. .org, or .us. Organizations use 8 TLD to
register 8 domain name (often simply called a dorhain) for use in their online services, like a website o

Y

*Innovative Technologies Todty for New Mampshire's Tomorrow”



His Excellency, Govemer Christopher T. Sununu end
" the Honorsble Executive Council

© Page2

email. In many well-known TLDs, any individuat or organization can register & domain for a fee wimmﬁ
additional steps 10 verify thai the name they chase-comesponds to thelr real-life name or services.

While this can be a useful property for creative communication, the leck of identity verification can
also make it difficult to know whelher the people behind 2 name-ere actually who they claim to be, and
enoble criminal cyber activity against New Hmpshue residents. [t will slso reduce cybersecurity

. vulnerubililies and improve the compliance of community water systems in New Hampshire with the EPA's
America’s Water [nfrastructure Act (AWIA). This contract will provide.cybersecurity assessment and
implementation services 10 cligible community water systems across New Hampshire. '

Cybersecurity is one of the top threats facing critical mfra.slnslun in the United States. All
community water systems examine cybersecurity vulnerabilities and develop ¢ cybersecurity nisk
menegement program, thus mitigating a cyberateack from impacting system operations. Weak cybersgcurity
practices cen compromise the ability of community water systems to provide clean and safe dnnkmg water
to customers. erode customer confidence and regult in financiat and legal liabilities.

The State recognizes the need (or an advance payment to enable staffing on boarding and ramp up es
requested in Tiem. 2 sbove, With Governor and Council approval, DolT will meke an advance payment to
Qverwatch Foundation in the amoun of $500,000 in eccordance with the terms of the confract.

This contract is the result of & competitive salicitntion under DOIT RFP 2024-01 — C;bemcumy
Improvement Services for NH Loca) Entities issued on 10/11/2023 to the DAS website. The scoring
committee consisted of four (4).state employees from Dol T and DES, each with expertise in the RFP review -
process and expertise in the required areas. Sixteen (16) orgamwmm submitted. responses to this RFP.
The scoring leam determined Overwatch Foundation met the minimum-qualifications of DOIT RFP 2024-
01 - Cybersecurity Improvement Services. for NH Local Enuities, and reccived the highest overall scare.
The Departments of Information Technology end Environmental Services recommend Overwatch
Foundation be awarded this contract.

The Depantment of Information Technology respectfully requests.approval of this contract.

Respectfully Submitted,

i B3~

Denis, Goulet
Commissioner, Depam'nem of Informmon
Technology

oy

Robert Scon
Commissioner, Deparoment of
Envirohmental Services -
DGk
- DolT #2024-014 RID: 78867
- Ken Weeks, DolT Director/Chief Information Security Officer

“Innovative Technologies Todoy for New Hompshire's Tomorrow”



The NH Department of information Technolegy (DOIT) in partnership'with NH Department of
Environmental Services (DES) received a total of 16 vendor proposals In response to OOIT.RFP 2024-01 -
Cybersecurity Improvememt Services for NH Local Entitles as of December 1st, 2023.

Scoring and Results:

_ The Overwatch Foundation, a New Hampshire 503(c) Non-Profit, proposal was accepted by the selection
committee, composed of Subject Matter and Program Experts from both DolT and DES, on January 3+d,
2024.

The selectian Committee wes composed of:

e Mr Steve Kelleher, Department of Informatien Technology, Director, Strategy and Governance

¢ Mr. Doug Schelb; Department of tnformaticn Technology, Deputy Chief information Securhty
Officer ' . \

¢ Mr.Brandon Kernen, Department of Environmental Services, Orinking Water and Groundwater
Bureau Administrator N

s Ms. Johnna.McKenna, Department of Envircnmental Services, Public Water System Sustalnability
Section Administrator

All responses were reviewed and certified complete based on the criterla detailed in RFP 2024-01.
Responses were then scored by Individual selection committee meémbers per the criteria and scoring
detailed in RFP 2024-01 and below:

A. Methodology the vendor will use to assess the readiness of an entity to participate in the
respective scope 6f work (Max 15 Points)

8. Methodology the vendor wilt use to develap a plan for Lhe entity to complete the respective
scope of wark. (Max 10 Paints}

C. Scopeof servlcu and technical sotution the vendor will pmvlde the eligible entity for the
respective scope of work. (Max 30 Points)

D. Training that will be provided to the eligible. entity. (Max 5 Points)

€. Abllity of the proposal to optimize retumn on the cybersecurity investment for the respective
scope of wark. (Max 40 Points)

Sinze this contract is 100% Federal Grant Funded each vendor was provided a fixed price limitation based
on approved Grant.Funds and required to demonsirate how these funds could be used to achieve the
* manimum return on Investment in the form of destred outcomes. Price fimitations of this contract are:

s.  For 2024 SLCGP Funding: 51,147,60‘.00.
e. For 2024 Infrastructure Project funding: $1,000,000.00
»  For 2025 Infrastructure Project Funding: $1,000,000.00

Total of all funds through the periad of performance.is 53,147,604.00.



List of RFP respandents, Final Rank and Scores from the selection committee:

. 1. Overwatch 351
2. AIS Network .175
3. RedRiver 267
4. Sikich 235 .
5. CAl 215
6. Zelvin Security 223
7. Infosys Public Services 216
8. Miflentum Enterprise Corp (MEC) 13

''9, OxB28 217

- 10. Slalom 208
11. Dynamic Systems. 193
12. t&C Secure 177
13. Conducive Consulting 170
14, CBTS 127 .
15. Withum - 121
16. Certus Cybersecurity 118
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STATE OF NEW HAMPSHIRE
Department of Information Technology
DolT 2024-14 - State and Local Cybersecurity Grant (SLCGP) and Municipal Cyber Defensc Progrnm
(MCDPIScrvieu
TABLE OF CONTENTS

Contents
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STATE OF NEW HAMPSHIRE
Department of Information Technology

DolIT 2024-14 - State aud Local Cybersecurity Graot (SLCGP) and Mumclpal Cyber Defcnse Program
(MCDP)Services.
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DecuSign Emeeiope [D: 6FCFD2A2-5800-4A81-0120-500F 83F E684A

STATE OF NEW HAMPSHIRE -
Depsartmesnt of Information Technology
DolT 2024-014 — Grant Funded Mualcipal Cybersecurity Services.
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

FORM NUMBER P-37 (version 2/723/2023)

Natice: This sgreement: wnd all its srachments shatl become pubuc upon submission to Governor and
Excsutive Council for approval. Any information that is privete, confidential, or proprictary
musi be clearly identificd to the agency snd agread Lo in writing prior 10 sighing tho cantract,

AGREEMENT
The State of New Hampshire and the Contractor hercby mutually agree as follows:
, GENERAL PROVISIONS
|. IDENTIFICATION.
1.1 Swste Agency Name 1.2 State Agency Address: 27 Hazen Drive, Concerd,

Depanment of Information Te:hnolngy and Departmen( of
Environmentel Services

NH, 03301

1.J Contractor Name

1.4 Contractor Address 46 Donovan Street, Concord, NH,
03301

Overwotch Foundation :
1.5 Cantractor Phone 1.6 Account Number 1.7 Campletion Date 1.8 Price Limitation
Number (984 639-3863 | o 01 03.030010-52390000- | December 31, 2026 $3,147,604.00
103-502664
03-44-44-440010-2476-102-
500731
03-44-44-441018-5564.102-
500731
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Denis: Goulet 603.223.5703
1.9a-Contrecting Officer for Siate Agency 1.108 State Agency Tclephone Number
Robert Scott 603-271-2958

1.11 Contrector Signerure

Date; /1272024

1.12 Name end Title of Cootrector Signatery

Alyssa Rosenrweig, Deputy Director, Overwatch
Foundation

.13 Staie AgcncyStgunne

Bt Big

Date: 1112124
1.13 Con.
Siate Agency Signeture
Jlhar Ak] Date: 1112124

1.14 Name and Title of State Agency Signatory
Denis Goulet, Commissioner/Chief In{formstion Officer

1.14 Conl.
Robent Scott, Commissioner, Depanument of

1 Environmental Services

ot
Paged of 18
_Cantractor Initials: [ i

Date: 1/12/2024



OocuSign Ervetope 10: BFCFO2A2-5800-4481-8120-300F BFE 684A

STATE OF NEW HAMPSHIRE
Department of Information Technology
DoIT 2024-014 ~ Grant Funded Municipal Cybersecurity Services.
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

1.15 Approval by the N.H.. Department of Administration, Division of Personnel (if applicabie)

By: Director, On:

1.16, Approval by the Attorney General (Form, Substance and Execution) (if applicablc)

By, Spresioa A -King On: 118724
1.17 ove) by the Governor and Executive Council {If applicable)

G&C ltern number: .G&C Meﬂinj_Dnlc:

o
Page S of 35
Conmestor Initials: &

Date: 1/12/1024



OocuSign Ermelops 10: BFCFO2A2-5800-4A81-8120-S00F BOF E6S4A

STATE OF NEW HAMPSHIRE
- Department of Information Tecbnology
DofT 2024-014 — Grant Funded Municips) Cybersecarity Services.

STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37 ..

2. SERVICES TO BE PERFORMED. The Stete of New
Humpshire, acting through the. agency identifiod in block 1.1
. (“Swie™), engages contractor identified i in block 1.3 (*Contractor”)
o perfom. and the Contracior thall perform, the work or mle of
goods, ar both, identified, and more panticularty described in-the
attached EXHIBIT B which is incorporsicd hertin by reference.
{""Services™). :

). EFFECTIVE DATE/ACOMPLETION OF SERVICES.

3 Nomwilhsanding eny provision. of this Agreement lo the .

cantrary, mdmhjedlndnlpprnnlofd\eoo\wind
Executive Council of the State of Now Hampshire, if epplicable;
this Ageement, and all obligations of the parties hereunder, shall
bocoere cffective an the date the Gavernor end Executive Council
approve this Agreement, unless no such approvel is' required. In
whidhr case the Agreement shall become effective on the dste the
Agreement is signed by the Siate Agencysltwni.nbloct 1.1)
(“Effective Daie™),

3.2 If the Contracior commences the Servneu peior to the EMfecuive
Date, -al) Services performed by the Contmactor prior to the

Effective Date shall be performed at the solc risk of the Contractor,

aad in the event (hat this Agreement does not become effective, the
State shell have no lisbility to the Contractor, including withow
limitetion, any’ obligation to pay the' Contractor for uny costs
{ncurred or Services performed.

1.3 Contractor must complete all Services by the C‘ompleunn Dare
specified in block 1.7,

4, CONDITIONAL NATURE OF AGREEMENT.
Nowwithstanding any ‘provision of this Agreement to the contrary,
ol: obligtions of the Suate hereunder, including, without limitation,
the continusnce of payments hereunder. are contingent upon the

dvailabiliry and continued appropriation of funds. [n no event shal -

the Stase be lisble for any gasyments hereunder In excess of such
availablc approprisied funds. In the cvent of & reduction or
terminafion of sppropriated funds by sny state or federal legislative
or executive actien thet reduces, climinates or otherwise modifics
tbe eppropriation or svailability of Amding for this Agreement and
the Scope for Sarvices pravided in EXHIBIT B, in whole of in part.
the State shall have the right 1o withhold payment until such funds
become available, if ever, xnd shall hsve'the right 1o reduce or
terminate the Services under this Agreement immedialely upon
giving the Contractor notice of such reduction or lermination. The
State shadl pot be required to transfer funds from any other eocount
or sourte to the Account ideritified in block 1.6 in the event Funds
in that Account are reduced or unaveilable.

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.

-]
Poge 6 of 15
Contracior Initials: ‘U

Date: 1/12/2024

3.1 The contrect price, method of payment, and terma of payment
we ldentified and maore: particularly described in EXHIBIT C
vbir.ﬁ-‘i.l incerporated hevein by referenes.
5.1 Notwithstanding ‘sny provision in this Agreement to the
contrery, end notwithstanding unexpected circumstancés, in no
crenl shall the total of all payments suthorized, or ecrually made
horunder, exceed the Price Limitation set forth in block 1.8, The
payment by the Siate of the coniract price shall be the only and the
complete reimbursement to the Contractor for all expenses, of
whatever nature incurred by the Contractor in dhe performance:
hereof, and shall be the aﬂly #nd the comiplete campensatian to the
Contractor fof the Services.
53 The State reserves the right 10 offset from any emounts
otherwise payable to the Contracter under this Agreement those
liquideted smounis required or permitted by N.H. 'RSA 80:7
through RSA 80:7-¢ or aoy other proviion of law. 3 .
34 The State’s linbility under this Agreement shall be limited to

’ mncwydm;unouonmdmc tolal fees paid. The Coritractior

agrees that jt hag an adequats remedy al law for any breach of this
Agreement by the Stete and hereby waives gny right to specific
perfarmance or other equitable remediey against the State.

6. COMPLIANCE BY CONTRACTdR WITH LAWS AND
REGULATIONS/EQUAL EMPLOYMENT

- OPPORTUNITY,

6.1 In coancction with the performance of the Services, the
Contractor shall comply with ell spplicable statutes.. laws,
regulations. and orders of federal, sate, counfy or muniipal
suthorities which impose any obligstion or duty upon the
Contrsctor, including, but not limited to, civil rights and equal
cmployment opportunity laws and.the Govermor’s order on Respect
and Civility in ‘the Workplace, Executive order 2020-01. (n
addition. if this Agreement’is funded in any pant by monics of the
Unied States, the Contrsctor shall comply with al) federal
execullve onders, nules, regulations and statutes, and with any rules,
regulations and guidelines as the State or the Unijted States isxue 1o
impiement these regulstions. The Contractor shall aiso comply
with afl applicabic intellectual property laws.

‘62 During the temn of this Agreement, the Contractor shall ot

diseriminate aguinst ‘employees or spplicanis for employmenl

© because of age, sex. sexunl orientation, race, color. marital @atus,

physical or mental dissbiliry, religious creed, nstional origin,
gender identity, or gender expreysion, and will teke sffimative
_ action to prevent such discriminmion, uniess exempt by snte or
"federnl law. The Contactor shall enswe any subconmactors
comply with these rondiscrimination requirements.

63 No payments o transfers of volue by Contractor or its

 representatives in connection with this Agreement have or shall be

made which havé the purpose of cffect of public or commercial -



'
-1
'
|

CocuSign Envelope D BFCF D2A2-S800-(AB1-6 1 20-50GF BOFESS4A

STATE OF NEW HAMPSHIRE
Dcpanment of Information Technology
DolT 2024-014 - Grant Funded Municipal Cybersecurity Services.
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

bribery, or scceptance of or ecquiescence in extartion, k'w.tbnts,
or other untawful or improper means of obtaining businéss.

6.4, The Contrector sgrees to parmit the Siate or United States
sccess: 1o any of the Contractor's books, r:wrd;mdmunu for
the purposc of ascertsining compliance with this Acmm:m and
ol nutes; regulations and orders pertaining o the eovcw\ts. terms
and condirioas of this Agroement. .

7. PERSONNEL.

7.1 The Contrector shall ut ity own expense provide &l pmmncl
necessary to pcrrurm the Services. The Contractor wirrenly, that alt
personne) engaged in the Services shall be qualificd o pﬁfom the
Services, and shall be properly Licensed and otherwise lmhofiud
to do 5o under oll applicable laws. | .
7.2 The. Contracting Officer, specified in bloek | 9 or any
sutxessor, shell be the Stete's poim of contace penumng w this
Agreement.

8. EVENT-OF DEFAULT/REMEDIES. {

8.1 Any one or more of the .following acis or omissions of the
Contractor shafl constlivte an evem of delbult hcreundrr {“Event
of Default™:

3.1.1 failure to perform the Services satisfactorily or on schedule;
8.1.2 failure to submil any report required hereunder; l.nr.llor

2.1.3 feilure to pérform any sther cavenanl, term or mndmon ol
this Agreement.

8.2 Upon the ocougrence of any Event of Defaull, the Sm: oy
take eny onc. or morc, or all, of the foliowing actions: |

$.3.1 give the Contractor o writien notice-specifying the Event of

Defuult and requiring it to be remedied within, in the lbamee ofe
greater or lessey specification of tme, thirty (39) ulmdn' dsys
from the date of the notice; and If the Event of Default is not limely
cured, terminate this Agreement, effective two (2) celender d.m
afler giving the Contractor notice of termination; !

$.2.2 give the Contrucior a written‘fiotice_specifying the Event of
Default and suspending all payments to be made qnder this.
Agreement and ordering that the portion 6f the contract price which
would otherwise aocrus 1o the Contactor during the period from
the date of sich-notice until such time ay the State dciermines thet

the Contractor, has cured-the Event of Default shall never be paid -

to the Contraclor;

2.3 give the Contractor & wrilten notice specifying lhc Event of
Default and set ofT gainst any other obligations the Slatq may owe
to the Contractor any damages (he State-suffers by rcason of ay
Event of Defautt; and/or ]

8.2.4 give the Contractor » writlen notice specifying the Event of
Default treat the Agreement &y breached. terminate the A;reerncns
and pursue any of its remedies a1 law or in equity, o both

. Page7 of 3§
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Contrector {nitials: [ ‘U .
Duate: 1/12/2024 ;

9. TERMINATION,

9.1 Notwithending parsgroph 8. tho State mey. & its sole
discretion, werminae the Agreement for any reasan, in whole or in
part, by thirty'(30) calendar days written notice- (o the Contrictor
thet the State is exercising its cption (0 terminste the Agrecment.
9.2 In the event of an ewly termination of-this Agreement (o any

" reason other than the completion of the Services. the Contractor

shall, ot the Ste's discretion, deliver 1o the Conuracting Officer,
nol later than fifteen (13) cilendar days after the date of

. termlnation, o repont (“Terminstion-Report™ describing.in detall

ull Sérvices performed, and the contract pricc camed, to and
including the date.of wrmination. In oddition, at the State’'s
discretion, the Contractor shall. within fifteen (135} caleidar days

. of notice of early termination, develop and submit to the Stete o

transition plen for Services under the Agreement.

10. PROPERTY OWNERSHIP/DISCLOSURE.

. 10,1 As used in this Agreement, the word “Property”™ shall mesin

ali dato, information and things developred or obtained during the
performance of, or acquired or developed by reason of this
Agroemen, including, but not timiled to, all studies, reports, files,
formulse, surveys, maps. cherts, sound recordings, video
recordings, pictoria) reproductions, drawings, snalyses, graphic
represenialions, computer programs, computer printouts, .noles,
lecters, memcrenda, papers, and documents, all whether finished or
unfinished, .

102 All data and eny Property which has been received from the
State, or purchased with funds provided for that purpose under this
Agreemenl, shall be the property of the State, and shall be returned
te the Siaie upon demend ar upon terminstion of this Agreement
for any-reason.

10.} Dixlosure of dsia.information and other records shafl be

- governed by N.H. RSA chapter 91-A and/or other spplicadle law.

Disclosure requirey urlw written approval of the Siate:

Ii. CONTRACTOR'S REI.ATIDN TO THE STATE. In the
performance of this Agreement the Contractor is in a!l respects an
independent contractor, and is neither an agent nar an employec of
the State. Neither the Controctar nor any of its officers; emiployees,
agents or members ghal| have authority 1o bind the State or receive
eny benefits, workers' compensation or other emolumenis
provided by the Stutc to its employees. -~

(1. ASSIGNMENTIDELEGATIONJSUBCONTRACI‘&
12.4 Contractoe shall provide the State wrinten notice al least fifteen
(13) calendar days before any proposed issignment, de!egumn._
other transfer of mny interest in this Agreement. No sieh
essignment, delegation, or other transfer shall be effective withoit
the written consent of the State. .
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12.2 For purpases of parsgraph 12, a Change of Contrul shall
conslitute’ assignment. “Change of Control™ means (a) merger,

contolidation, o7 a transaction or series of related trencactions in |

which o third party, together wilh ity affiliates, becomes the direct
or indirect- ownes of fifty. percent. (30%) or more of the voting
sharcs or gimilar equity Interests, or.combined voting power ofthe
Contractor, or {b) the sale of all or substantially sil of the assers of
the Contractar.

12.3 Nanc of the Scrvices shall be subcontracted by the Contructor
withou! prior wrilten nofice and consent of the State.

134 The Satr is entiled to- copies .of all subcontmets and:
assignment agreements end shall nol be bound by any provisions
contained in » subcofirsct’of an assignment agreement to which it
is not o party.

13. INDEMNIFICATION. The Contructor shall indemnify.
defend. and hoid harmiless the State, its_officers, and employees
from and sgaing ofl sciitng, claims, dnmnsn. - dexnainds,
judgmeents, fines, lizbilities, losses, and cither expenses, including,
without limitation, rcasonohlé sttomeys® fees, arising out of or
relating to this Agreement directly or indirectly arising from deeth,
personal  injury, property damage, intcllectusl  property.
infringement. or other claims ssserted ogaing the State, its officers;
or employees caused by the cts or omistions of aegligence,
reckless or willfisl misconduct, or fraud by the Coniractor, its

employees, agents, of subcontractors. The Stato shall not be lisble .

for my costs meurred by the Contractor aising under this
peragreph |3, Notwithsunding the foregoing. nothing herein
contained shall be deemed to constitute & waiver of the Staie's
sovercign immunity, which immunity ts hereby ceserved to the
State. This covensnt in paragraph 1) shall survive the termination
of this Agreement.

14. INSURANCE.

140 The Contractor shall, s its sole expense. obiain end
continuously maintain in (orce, and thal] require any subcontractor
or astignee to oblin and maintain in force, the following
(nSUrAnce: i )

i4.1.) commercinl general liability insurance against all ¢claims of
bodily injury, death o property damage, in umounts of nol less than
$1,000,000 per occurrence and $7.000,000 sggregate or cacess;
and

14.1.2 special causc of loss coverage form covering all Property.
subject to subparagraph 10.2 herein, in an amount not less then'
§0% af the whale replacement value of the Property.

14.2 The policies dexeribed (n subparegraph 14.1 herein ehal! be on

policy forms and endorsements approved for use in the Stale of .

"Page 8 of 35
" Contraclor {nitigls:
Date: 1/12/202¢

@

New Hempshire by the N.H. Department of Insurunce, and issued
by insurers licensed in the State of New Hampahire.

143 The Contsetor chall fumnish fo the' Contracting Officer
identified in block (.9.-or any mitcessor, a centificate(s) of
insurance for 1l ingurence required under this Agreement.’ Al the
requent of the Contracting OfTicer, or any successor, he Contractar
sll provide cenificate(s) of insurunce for &l rencwal(s) of
ingurenice required: under this Agreement. The contificate(s) of
‘insursnce end any ‘rencwals thereol shall be attached and are
incorpereted herein by reference.
15. WORKERS' COMPENSATION. .
15.1 By signing this agreement, the Cantracior agrees, certifles and
warrants that the Controcior is In compliance wilh or exempt from,

" lhe requirements of N.H. RSA chepter .281-A (“Workers

Compensation”).
15.1 To the extent the Controctor is tubject to the requirements of

. N.H. RSA chapter 281-A_. Conmmactor shall mainigin, and reguire

myMrwuamnommdmmmmmmor
Workers' Compensation in connection with ectivities which the
person propoms (o undertske pursumni'to this Agreement. The
Contrector chall furnigh:the Coniracting Officer identified In block
1.9, or any successor, prool of Workers' Compenaation in the
manner described in N.H. RSA chaprer 181-A and woy applicahle
renicwsi(s) thereof, which shall be atteched and ere incorporated
herein by reference. The State shall not be responsible for puyment
ofany Workers' Compensstion premiums or for any other ¢lsim or
benefit- for Contrector, or eny subcontrecior or employee of
Contractor, which might arise under applicable State of New
Hampshire Workery' Compensation laws in connection with the
perfomnance of the Services under this Agreement.

16. WAIVER OF BREACH, A State’s fuiture to enforce its cights
with respect 1o any tingle or continuing breach of this Agreement
shull not act as & waiver of the right of the State 1o Inter enforee any
such rights or to enfarce eny other or eny subsequent breach.

" 17. NOTICE. Any notice by s party hereto Lo the other party shall

be decmed to have been duly delivered or given &1 the time of
mailing by certified mail, postege prepaid, in 8 United Srates Post
Offine addressed (o the pertics a1 the addresscs given in blocks 1.2
and |4, herein.

18. AMENDMENT. This Agreement may be amended, waived o
discharged only by an instrument in writing signad by the parties
hereto and oaly after approval of such amendment, waiver or
discharge by the Governor and Execuytive Council of the State of
New Hampshire unless fo such wpproval is required under the
circumstances pursugnt (o State law, rulo or policy.
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19. CHOICE OF LAW AND FORUM. ‘
19.1 This Agreement ehall be 3ovemed. {nterpreted and aunswud
in accordance with the laws of the Siste of New Hms!'we except
MmlheFeduﬂmmcydnm reqmruotherwlu The

mdmamedmthn“:umm:uth:wcﬂngdmbyﬂw

parties 1o expresy their mutual intent, and no rule of eonsrmctlan
shall be spplied ngl!nﬂ ar in favor of ey party.

19.2 Any actions_erising out of this Agreement, meludmg the
bresch or alleged bresch thereof, may not be sbmitted (o binding
mlmmbulmua.mmbthwwlmdmundmmc

Merrimack County Superior Coun of New Hampshire wfnil:h )

have exclusive jurisdiction thereof.

20, CONFLICTING TERMS. In the event of 3 conﬂchl between
the terms of this P-37 form (2s modified. in EXKIBIT AJ and any
other portion of this Agreement including any lu.ndu'nuns thereto,
the terms of the P-37 (as modifieg in EXHIBIT A) shell cumrol

1t. THIRD PARTIES. This Agreement is being entmd into for.
the solo benefit of the parties hereto, and nothing herein, upre.u or
implied, is intended to or will coafer eny legal or cquuable right,
benefis. or reredy of any nature upon wny other person. I

1. HEA.DINCS The headings throughout the Wt are for

rdcrenoo purposes onty, and f.hc wdn contained th shall, bn

}

|
!
|
\
J

|
|
|
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Date: 1/12/1024

G

o wiy be held to exphin, modify. amplify or aid in the

imerpretation, cmmucuon or meaning of the prumlmu of this

1 Amenf

.. SPECIAL PROVISIONS. Addition! or modifying
provisions st1 forth in the anached EXHIBIT A ere incorported
herein by reference.

24. FURTHER ASSURANCES, The Contractor, slong with ils
egents and affiliates, shall, o irs own cost and expense, exccute any
sdditional docwments end take such. further actions as may be
reasonsbly required to carry out the, provisions of this Agreement
and give effect to the trenuctions contemploted hereby.

. SEVERABILITY. In the event any of the provisiona of this
Agreement are held by & count of competent, jwisdiction (o be
contrary to any stale or federal Jow, the remaining provisicas of
this Agreement will remain in Rull foree and effect.

2. ENTIRE AGREEMENT. This Agresment, which may be
eecuted in & oumber of counterpants, each of which shall be
deemed an original, constilutes the entire. sgreement and

" understanding between the parties, end supersedes el prior

sgreerhents md understandings with respect to the mubject maner
hereof.
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© EXHIBIT A

- SPECIAL PROVISIONS

. The terms outlined in the P-37 General Provisions are modified as set forth below:

Al ' Provision 3, Effective Date/Completion’ of Services, ls apdated with the following
addidon:

3.3 The Tern msy be exiended if aliowed by the Fédersi Grant ot other Progmn(a) that

fund these services, at the sale optior of the State, subject 10 the panies prior written

Agreement on spplicable fees for cach extended Term, up to, but not beyond
Expiration of Orent Funding or Decamber 31 2029, whichever comes first, ps

provisioned by law under the same terms and conditions, subdject to approval of the

Govemnor and Executive Council. This contract may be extended to align with cach

subscquent grant year for the period of performance of the grant funding and Price

Limitation defined by the grant fundmg and any state meiching funds spproved by

Govemor and Counsil. :

A.l  Provision §, Contract: Price/Price lemtlonl Paytent, s updatu! with- thc following
additon:

$4

15

This contrect may be extended to align with each subsequent gront year fuz the period
- of performance of the grand funding and Price Limitation defined by the grant fundmg
and any xme matching funds approved by Govemor and Counctl

The State’s liabiliry under this Agreement shall be limited to monetsry damages not
to excedd the coatract price pursuant 1o Paragraph $.2. The Contractor agrees that it
bas en sdequate remedy at law (or any bresch of this Agreervend by the State and
hereby waives any right lo specific performanec or other equitable remedies against
the State. Subject to applicable 1aws and regulations, in no event shall Lhe.State be
lisble for any consequentisl, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the forcgoing, nothing herein contained sliall be deemed
to constitute 6 wuiver of the sovereign immunity of the State, which iramunity Js
hereby reserved o the State.

A3 Provision & Event of Defoult/Remiedles, is updated with the following sddition:

26.1.1

Give the Contractor a written aotice specifying the event of Default, terminate the
agreement as breached, and procure Services Lhat are the subject of the Contract from
another source end Contractor shall be liable for reimbursing the State for the
replacement Services, and all edministrative costs directly related-to the replacement
of the Contract and procuring the Services from another source, such as costs of
oumpeauve bidding, mailing, edvertising, epplicable fees, charges or penaltics, end
staff time. costs; all of which shall be subject to the limiterions of liability set forth in
the Contrect.

A4 Provision 9, Termination, ls deleted and replaced with the following:

Contrector [nitials: Seeae

Date: 1/12/2024

Page 10 of 3§
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9. TERMINATION

Y

.92

Page I1 of 3§

" Controctor laitials: ____‘_LU___

Notmlhstmdmg parlynpb 8, the State may, a! its sole discretion, end with written

notice, terminate the Agreement for eny reason, in whole or in pan, In the event of
such termination, the Contracior shall inmediately stop all work hereunder and ghall

immediately couse el of its supplicra-asd subcontracion to cease work. The State shall .
be lisble for cost of all Services and Deliverables for which Acceptance has been given

by the State, provided hrough the date of termination but will not be liable for any

codts for incomplete Services or' winding down the Contract ectivities. The Contractor

sha!l not be paid for any work performed or costs mcuned which reasonably could

have been avoided. |

Termination Procedure i

9.2.1 Upon termination of the Contuct, the State, in eddition to any other rights -
provided in the Comrm may require Contractor to dsliver-to the State any
property, mciudmg without limitation, Software and Written Dclwcrnblu. for
such part of the Comm:l as has been tenninated.

921 Afler receipiof 8 nom:e of terminafian, and except as otherwise directed by
the State, Conmtor shell:

0. Stop work undu the Contmcl on the date, and to the extent specified,
in the nouce

b. Promptly, bul in no event longer than ten {10) days after termination,

" terminste. m orders and subcontracts related (o the work which has

© been tenmnmed. and scttle all outsianding hiabilitics and all cloims

arising out'of such termination of orders and subcontracts, with the
opproval ‘or retification of the State to the extent required, which
approval or rutification shall be final (or the purpose of this Section;

¢. Takesuch lcuonulheSme d;m:.orumcmywwmmd
protect thepropeny related (o the Contrect which is in the possession
of Contrector and in which the State has an interest;

d. Take no action (o intentionally erase ary State dats until directod by
the Stete; |

¢. Transfer mlc lo the State lnd deliver in the manner, at the times, end

to the e:ucm directed by the State, any property which is required to

be funushed to the State and which has been accepted or requuted by

the State;

[ Implement, an orderly retrurn of State date in 8 CSV ot another |
mutusally agrmblc formai at a time agreed to by the portics;

g Sccurcly duposc of ell requested data in all of its forms, such os diak,

" CD/DVD, beckup tape and paper. when requested by the Stote. Data
shall be permanently deleted and shall not be recoverable, sccording
o National lnstirute of Standards and Technology (N18T)-Special
Pub!u:ahon (SP) 8#00-B8 spproved methods. Certificates of
dmrucum shall be provided 10 the State; and

i
|
|
I

- Date: 3/12/2024
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b Provide written Certificstion to. the State chat Contractor hes
mndawtomeSmullwdpmpmymdancrlsoayshum
oll Scate data. -

9.2.3 If the Contrect has expired, or terminnted prior to the Comp!emn Date, for
eny reason, the Contractor shall provide, for a period up ro ninety (90) days
afizr the expimtion or termination, all transition services requested by the
Stute, at no-additional cost, to allow for the expired or ienminated portion of
the Scrvices lo continue without interruption ar adverse effect, and (o facilitate
the drderly transfer of such Services to the Stotc or ity designees (“Transition
Services™).

9.1.4  Thbis covenant io paragraph 9 shall survive the ternination of this Cootract.

. A.S  Provision 10, DalﬂAdeonﬂdenﬁnlltylPrmﬁvadon. is updated with tbe following
edditon:

10.4

10.5

Page 12 of 35

e
Contrector Initials:

In pcrfmmg its obligations under this Agn-emmt Contractor may gain access to
Confidential Infanrintion of the State. Confidentis] Information includes any and all
information owned or managed by the State of NH - created, received from or on
behalf of any Agency of the State or accessed in the course of puformmg contracted
Services - of which collection, disclosure, protection, and dupoennnn is governed by
stte or (ederal law or regulation. This information includes but is not limited to
Protected Health Informsation (PHI), Personally Identifiable Information (PLI),
Personal Finencial Information (PFI), Federal Tax Information (FT T). Social Security
Numbers (SSN), Payment Card lndustry (PCI), and or other sensitive and Confideotial
Information. The Coatrestor shill not use the Coofidential [nformation developed or

obtained during the performence of, or scquired, or developed by reason of the
Agreement, except a8 directly connected (o and necessary for the pafarmance of the
Agreement. Contrector shall maintain the coofidentiality of and protect from
unauthorized use, disclosure, publicetion, and reproduction (collectively “release™),
al) Confidential Informaion.

104.) In the event of the unguthorized release of Confidentinl Information,
Contractor shatl immedietely notify the State’s Information Security Officer,
and the State may immediately be entitled to pursue any remedy 8t'law and in
equity, including, but not limited to, injunctive relief.

Subjea to applicable feder! or Staté laws and regulations, Conﬁdenm.l lnfo:mmon

shalt not include information which:

2. shall have otherwise become publicly available othu than es a result of disglosure
by the receiving Party in breach hercof:

b. was disclosed to the receiving Party on & non-confidential basis Gom & source
other than the disclosing Party, which the receiving Party ‘believes is not
probibited from disclosing such mformmm &3 8 result of an ohhgumrm favar
of the disclosing Pmy,
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10.6

10.7

ios

. i ﬂeveloped by the receiving Puty mdcpmdmtly of, or was known by the
" receiving Pasty prior to my disclosure ol‘ such information made by the disclosing
Party; or’

d. is disclosed with the written consent of the disclosing Party.

A rectiving Party also may disclase the disclosing Party's Confidential [nformstion

to the extent required by an order of n cournt of competent jurisdiction. Any disclosure

of the Confidential lnrwmauou shall require the prior. written appravel of the State.

Contrector shall immedistely notjfy the State if any request, ‘subpoens or other legal

process is served upon Contractor r:gudmg the Confidentisl Information, and

Contrector shall cooperate with the State in ooy effort the State undertakes to contest

the requesd, subpoena ar other legal process, st no additionnl cost to the State.

Conractor Confidential lnfomahon Conirector shall clearly identify in writing all
informetion it claims tof be confidential or proprictaty upon providing such
informetion to the State. Fot the pumpotes of complying with its legal obligations, the
Staie is under no obligatien to eccept the Contrector's designatien of meterial as
confidential. Contractor acknowledges that the State is subject 10 State.and foderal
laws goveming disclosure of information including, but not limited to, RSA Chapter
91-A. In the event the Slate receives o request for the information identified by
Contracior es canfidential, th: State shall notify Coatractor and specify the'date the
Siate will be releasing thr. requested information. At the request of ‘the State,
Contractor shall oooyerul: end ossist the State with the collection and review of
Contrector's information, &1 no edditional expenss to the State. Any effort (o prohibil
or énjoin therelease of the mﬁ:muuuon shat be Contractor’s sole responsibilicy and ot
Contractor's sole expense. Il Contractor foils to obtsin a court order enjoining the
disclosure, the State shall relesse the information on the date specified in the State’s
notice to Contractor, without eny lisbility to the State.

This covenant in punynph 10 shall survive the termination of this Contrect.
I

A6 Providon 13, Mngnmcnt!DtlegntlonlSubuntrnen, s updated with the- followlng
sddidon;

123

In the event that Coutmcto-r should change owaership {or any regson whatsoever that

results in a change of omrml of the Contractor, the Siate shall have the optien of:

». continuing under the Agreement with Contrector, its successan or assigns for the
full remaining Term of the Apmml or for such period of tome es determined
necessery by the State; :

b. immediately terminaie the Agreement without ligbility to or further cempensalion
owed to Contractor, its/successors, or assipns.

|

A.7  The following Provislons are addéd ond made port of the P37:

18, FORCE MAJEURE :

251

Pege L) 'of 3§

Neither Cortractor nor the State shall be respoasible for deloys or failures in
performance resulting from events beyond the contral of such Parry and without fault

. . ' - 3 1
Ceontractor Initials: @

Date; 1/12/2024 = | ;
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EXHIBIT A - SPECIAL PROVISIONS

or negligence of such Perty. Such events shall include, but aot be limited to, acts of
God, strikes, lock outs, riots, and acts of War, epidemics, acts of Government, fire,
power foilures, nuclear accidents, eanhquakes, and unusually severe weather.

252  Except in the event of the foregoing, Force Majeure evenis shall not include the
Contractor’s inability to hire or. pvovlde persoanel needed for the' Corurl.:lor $
performance under the Contract,

6. EXHIBITS/ATTACHMENTS

26.1  The Exhibits and Artachments referred 10 in and attached to the Coatrec are

.incorporuted by refercace o3 if fully included in the text of the Contract.
17. NON-EXCLUSIVE CONTRACT

22,1 The Stae reserves the right, at its digcretion, to retain other vendors to provide any of
tie Services or Deliverables identified under this: Agreement. Conltrector sholl make
best efforts 1o coordinate work with all ather State vendors performing Services which
relate to the work or Deliverables set forth in the Agreement: The State intends to use,
whenever possible, existing Soﬁwm and hardware contracts to acquire mppomng
Softwere snd hardware.

- 18, GOVERNMENT APPROVALS

28.!  Contractor shal} obtain all necessary and applicable regulatory or other govememal
approvals necessary to perfonm'its gbligations under the Contract.

29. ORDER,OF PRECEDENCE .
In the event of conflict or ambiguity among any of the text within this agreement, the following
Order of Precedence shall govern:

i. State of New Hampshire, Department of Information Tecﬁnology Contrest
Agreement DolT 2024-014. ’

ii. Qverwatch Scope of Services Proposal (See Exhibit F, Attachment J)

Remainder of this page intentinnally left dlonk

o
Page 14 of 35 [ &z
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EXHIBIT B STATEMENT OF WORK.

BUSINESS / TECH]"NCAL REQU[RE MENTS AN D DELIVERABLES

EXHIBIT B - STATEMENT OF{WORK (SOW) BUSINESS AND TECHNICAL
: REQUIREMENTSANDDELNERABII.BS g

The Staterent of Work, Business and Technical Requiremneats, and Deliverables are set fcmh below
B STATEMENT OF WORK ‘ :
1.1 Services for Transition of Ehgﬂ:}c Emtities to the .GOV Domain. -

111

12

.13

- Page ts of 15

Contrector Initials:
* Date: 1/12/1024

The Overwstch Foundauon \l‘l“ pmde o compreheénsive readiness euditing
service to qualifying municipal entities to evaluate the ability, reediness, and
practicality of implementing 8 .GOV domein structure. Thiy audit will
consider the eamplulry of the migration to a .GOV demain end.email
addresses, as well &.identify any timing and plaoning requirements to
minimize effont md maxjmize the reach of the protections proposed. This
method ensures lhal the SLCOP funds are deployed to those with the most
need..af the most slsmﬁcn.nl fisk, and those ready lo transition in the shon -
term, In addition, lhc Overwatch Foundarion will identify municipal entities
thet require cddmoml resources to become ready (or. this vital protection. [n
casea where amlable, thid audit witl identify the ability of the orpanization
to enable key secondnry cybersecurily protections connected to emails, such
as 2FA or Muluf‘uclor Authentication. If evailable, these will be
implemented dunng the .gov transition.

As deteymined I:y thz resdiness audit, The Overwatch Foundation will
provide engineering end project oanagement resources to.work with -
municipal leaders to plan, execule, and validate the entire technical project
of migrating from legncy solulions to supported ooV platfermy. The
Overwsich Foundation will emphasize the-use of Google Suite, and
Microsoft 0365 u preferred platforms for this work. This work will be
delivered asa Ium-kcy safution {or municipal entities. In cases where legacy
email services are in place, and software licenses or service costs, must be
incurred for the GOV transition to be successful, the foundation will cover
these expenses for' 2 penod 'of 3 yers (36 months of service). The entity.
receiving the mr.e is responsible for licensing at the end of the Jﬁ-month

period.

The Overwatch Foundmmn will provide training ead education on the use
and maintenance of the .GOV -protection to municipalities following the
completion of the tum-key soluilon implementation. The Overwatch
Foundaton will mmnmn training records end provide annual auining
updates to keep the protections curreni. :

The Overweich Foundation will provide services primarily through new
direct staffing (hmng) in the Concord Headquarters for the technical
positions and IT pmjecl menagement required to perform these services in
addition 1o exuung staff. The Overwatch Foundation will focus on hiring
experienced mmuc:pal 1echnology leaders, entry level workforce members
from New Hu'npuhlre Educational Institutions, end transitioning veterans in
New Hampshiire as part of this progrem and commitment 1o diversity in

(e |
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EXHIBIT B'- STATEMENT OF WORK.

BUSINESS / TECHINCAL REQUI'REMENTS AND. DELIVERABLES

L1.6

technology end educanoml The Foundation will provide internships where
. prectical for students in'New Hampshire Education Institutions or New '

Hamipshire Residents pursuing applicoble degmu from non-New l-hmpshn
Higher Education lnstitutions.

The Overwatch Foundmion will provide all the communication and formal

submission requiremenm to.gecure GOV domains for selected entities from
.either the NH Depariment of Lnformation Technology or the Cyber and

Infrostructure Security Ageney (CISA) at the request end spproval ol' the
eatity receiving the GOV domain.

The Overwatch Foundalion will migrate external websites, pubhc-.f.'acmg
services, and emergency response equipment to the new .QOV domsin as
pan of the tum-key service. The entity receiving the service is responsible .
for the ongoing maintenance of those services once successfully
transitioned.

1.2 Servioes for Drinking Water Supplier Cybersccurity Assessments, Cybersecurity System
Design.and Engmeeringﬁleld Services,

12.1

12.2

The Overwalch Foundation: will assess and document the following foreach
Drinking Water Supplier nominatad by the Department of Environmental
Services for services under the Drinking Warer Cybersecurity in o Box
program:
o The stability and'sccurity of the internet connection supporting owr
technology.
s The exisling inlrastrucrure, ﬁrtwnlls. end security. (If CISA has
slready completed this we will use existing data).
The knowledge of the existing workforde. N
The ability of the workforce to imaintain critical services during the
downtire aecessary [or the installation.
o  The state of incident response planning for the water system.
s The approval of the weier rystem leadership to implement the "in a
box™ solution.
* Tbe architecture of the aerwork, including cellular links and
interoperability with IT networks.
s  The SCADA installer that pcrt‘ormed the 1mnd configuration.
o The age acd softwere revision levels of the PLCS and SCADA
equipment.
s The size of the workforce maintaining the water system.
The Overwatch Foundation will secure the perimeter level of the Drinking
Water SCADA System by configuring and installing 8 cloud edministrated

- caterprise grade firewall with at lesst & 36-month shelf life. The firewall will

be able to edapt to the various environmental challenges and architectures,
including fully segmented networks, and SCADA networks that ere
integrated with municipal networks: Based oo the assessment,
vpgradesimpdates to the intemet circuits that support the Drinking Water
SCADA system witl be updated/upgraded.

o
Page 16 of 3§ I
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BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

123

124

1.2.5
126
127

128

The Overwatch. Foundation will improve the Network Level (LAN) and
Remote Workforee Access configuration (VPN) by integreting switching
ports into.the Grewnll and VPN concentratar. Additionally, farensic data
logs will be collected, maniiored and stored by Overwetch 10 provide carly
indications of compromise. Overwaich will provide up to four remote
occess iPads to provide the operator with remote access and support up lo 50
lsptop reroole iccess computers (laptops NOT inctuded.) *

The Overwatch Foundation will replace the Desktop Level de\nues( SCADA
Coatrollers.) Deskiop computers controlling SCADA networks will be
replaced with hardware running hardened Windows images and Huritress'
Endpoint Detection and Respoase Softwere. SCADA coptrol software will
be iristalled on the aew mackines. Overwatch will work with the SCADA
installer (as eppropriate) to test and migrate the SCADA control software.
Whicre one exists as part of the sysiem, the Overwatch Foundation will werk
with the SCADA installer (o perform required replacements, upgrades, and
firmware {lashes of critically vulnersble Operstional Technotogy (OT)
devices in the'Drinking Water Supplier's SCADA network.

Leveraging the Municipdl Cyber Defense Progrem (MCDP).Overwatch will
coordinate annus! cybersecurity treining for Drinking Water Supplier

The Overweich Foundation will provide 36 months of remote system
menggement, secunity patching, and complete configuration change requests
a3 required to maintain e secure system.

The Overwatch Foundation: will coordinate completion of an Incident
Response Plan and [ncident Response Truining for the Drinking Water
Supplier operators and mansgement via the New Hampshire Pubthuk
Mmgtmem Exchange (PR[MEX)

3 BUSINESS / TECHNICAL REQUIREMENTS
2.1 Business and Technical Requ.:mnenu are identified in the Slumcm of Work, Section I
1.2 Compliance Requirements

22.1

222

The Overwatch Foundation will comply with SLCGP conditions contained in
Exhubit F, Attachments 1 and 2.

The Overwetch Foundation will comply with NHDES Infrhsu-ucmrc Grant

Requirements &3 documented st MMMM and
Attachment 4.

3 ACTIVITY, DELIVERABLE, AND MILESTONE

The Overwaich Foundation will providi quarterly rtponing_on wark eccomplisited and
expenditures incurred under this contract end funded by the SLCQP and ather Grant

Programs.

‘Pege 17 of 3§
Controctor Lnitials:
Dete: 1/12/024
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EXHIBIT B - STATEMENT OF WORK
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DELIVERABLE REVIEW AND ACCEI"!‘ ANCE

The Overwatch Foundation will deliver the Quarterly Grant Report for SLCGP funded
initiative to gybergranis@doitnh.gay and the Quanerly Grant Reporn for the Dnnhng Water
Cybersecurity in a Box project to Brenda ) Leonand(@des, chgov

CRANGE ORDER

The State may make changes, revisions or request mhancemenu to the. Scope of Work a1 any
time by wrinen Change Order. The Siste onginsted changes, revisions or enhancements shab!

. be spproved by the Department of Information Technolegy. Withio five (5) business days of
Coniractor’s receipt of a Change Order, Contrector shal) advise lhe State, in detail, of eny

impact on cost (¢.g., increase or decrease), the Schedule, and the Work Plas..

Contactor may propose a change within the scope of the Contrect by wrnitten Chapge Order,
identifying any impact on cost, the Schedule, and the Work Plan. The State shail acknowledge
receipt of Contrector’s requested Change Order within five (5) business days. The Stae
Agency, a1 well as the Department of {nformetion Technology, must review and approve all
Chenge Orders in wriling: The State shall be deemed 1o have rejected the Change Order if the
Parties are unable 10 reach an agreement in writing within 30 days of receipt of the Change

_ Order.

Change orders resulting in an incrense of Price Limitation, an extension of time for Contrect
completion.or a significant change to the mpe of the Contrect may require approval by the
Goveruor and Council.

A Change Order which is accepted and executed by both Perties, and if applicable approved
by Governor ond Council, shall‘emend the terms.of this Agreement.

PROJECT MANAGEMENT

. The Contractor shall provide project trecking tuols-md templates 10 record and mansge Issues,

Risks, Change Requests, Requirements, and other documents used in the manngement and
tracking of the services in the Statement of Work. The Swte belicves thar effective
communication and Reporting are essential to Project success. The Contractor shall employ
effective communication end Reporting ptrategics to ensure Project success. The Contractor

Key Project Staff shall participate in meetings s requested by (he Sate, in accordance with

the requirements god terms of this Contract,

The Project requires lhe coordinated efforts of & Propct Team consisting of both Contractor
and State personnel. Contractor shall provide all necessary resources to perform its obligations
under the Contract. Contractor is responsible for providing all appropriste resources and

" personnel to meansge this Project to a successful completion.

0 o3
- Page 18 of 3§ |
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7 The Contractor Key Project Staftf

2.1. The Contractos's Contract Mansger
Contractor” shall assign o Contrect Manager who will be respomsible for sll Contrect
puthorization and administration, including but not limited to processing anlrlcl
documnentation, obtaining executive approvels, racking costs and psyments, and representing
the parties in &)l Controct administcative activities. Contrector's Contrect Manager is:

Alyssa Rosenzweig
(984) 689-3861 .
srosenzweig@overwsich.org

7.2. The Contractor's Project Mhﬁager
Contractor shall sssign a Project Manager who is qualified to paform or supervise the
Contrector's obligations under this Agreement. Contracior's Project Manager is:

Alysss Rosenzweiy
(984) 689-1863
erasenzweig@overwatch.org

"Contractor’s selection of the Project Manzger shall be subject to the prior writien epproval of

the State. The Stete’s approval process mey include. without limitation, at the State’s
discretion, review of the proposed Pro)ccl Manager's resume, qunllﬁcmom references, and
bockgronind checks, and an interview. The State mey require removal o reassignment of
Project Manager who, in the sole judgment of the State, i3 found unacceptable or is not
performing o the Stale’s satisfaction.

. Project Manager must be quafified to perform the obligstions required of the position under
the Contract, shall have full authority to make binding decisioas under the Contract, and shall
function as Contrector's representative for all administrative and manggement metters. Project
Manager must be svailable (o promptly respond during nonmal Business Hours within Ten
{10} hours of inquiries fram the State Project Manager must work diligently and use his/ her
best efforts on the Project.

73.Change of Project Manager

Contractor may not replace the Project Manager or change its assignment of Project Manager
without providing the State wrilten notice and obtaining the prior approval of the State of the
replacement Project Manager. State epprovels for replecement of Project Manager shall not be
unreasonably withheld. The replacement Project Manager is subject (o the same requirements
and Review as set forth sbove. Contractor shall essign a replecement Project Manager within
ten {10) business days of {he departure of the prior Project Manager, and Contrector shall
continue uring the ten (10) business day peried to provide competent project management
Services through o qualified interim Project Manager.

7.4. Background Checks °

os
Page 19 of 35 l
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EXHIBIT B - STATEMENT OF WORK
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The Sluc mey require, and, ar-is sole expense, congduet reference and background screening .
of the Contractor's staff assigned to this Contract.

. 1.5. Terminadon for Lack of Project Mapagement aad Key Project Seafl

Noiwithstandiog any other provision of Ithe Coarract to the contrery, the State shall have the
option to taminale the Contract, declare Conirector in defaull and to puryus s remedies ot
law and in equity. if Controctor fails to assign » Project Menager and/or Key Project StafTf
meeting the requirements end terms of the Conmract or if the State is dissatis(ied-with
Contractor's replacement of the Project Manager end/or Key Project StafT.

8. The State Key Project Staff

8.1, The State Contract Manager
The State shall assign a Contract Manager who shall function as the State's represeniative with
. regard to Contract edministration. The State Contract Mansger is:

Denis éoulet, Cto
(603) 223.5703 cn
denis.c.gouletfdoit.nh.gov

8.2. The State Project Mansger
The State shall essign s Project Manager. The State's Project Manager is:

J For SLCGP funded projects:
‘Ken Weeks, CISO
(603} 931-92)4
kenneth.l. weeksiii.doit.nh.gov

For Drinking Water Cybersecurity projects:
Brenda Lecnard ’

Brenda.J Leonard@des.nh.gov

(601) 2710867 '

The Stote Project Manager’s duties shall include the following: -

». ~ Sponsoring the Project;
b. Reviewing and accepting Contrect Deliverables;
¢. Invoice tign-offs;

d. Review ond epprovel of Change Ordm,

¢. Managing stekeholders' cancems.

. 9. WORK PLAN

This contract provides ongoing services under the SLCGP and infrastructurc Crant Programs.
Sce Swstement of Work.

' - ]
Page 20 of 15 |
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10. ACCEPTANCE & TESTING SERVICES

10.1 Municipa) Eatities receiving the umcc will formally accept the turn-key services tothe
Overwatch Foundation when required services are completed as identified in the' enlity’s
resdiness sudit. =

10.2 The Overwatch Foundation will document ecceptance in the quarnterly repon.

" 11. MAINTENANCE, OPERATIONS AND SUPPORT"

Mainteoance, Operstions and Continuiog Support will be in sccordance with the Statement
. of work and documnented in the quarterly report.

* 111 Contreet Warronties and Represestations

The Overwatch Foundation warrants that ell Services to be provided under. this Agreement
will be provided expediently, in 8 professional maaner, in accordance with industry standards
and that Services will comply with- performance standards, specificanions, and terms of the
Contract.

12. ADDITIONAL GRANT FUNDED SERVICES

Based oo decisions end recommendations from the SLCGP Planning Commitiee, or the State
C1S0 for MCDP, or the Commissioner of Environmental Services for Critical Infrastructure
cybersecurity projects, additional services may be added to this cofitract by amending the

SOW and funding levels as agreed to by the State and the Overweich Foundation and es
suthorized by Governor and Council.

|13, DATA PROTECTION

Protection of personal privacy and data ghall be an integral part of the bmmm sctivities ol’
the Coatrector to ensure there is no inappropriate or unsuthorized use of State information at '
any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of Stste information and comply with the following conditions:

8. The Contrector shall implanent and maintain sppeopriste administrative, technical
and organizational security measures 10 safeguard againdt unsuthorized access,
disclosure or theft of Personal Dota end non-public infonmation. Such secunity
measures shall be in accordance with recognized industry prectice and not less
stringent than the measures the Contractor spplics to its own Pemmnl Date and oon-

" public data of similar kind.- .

b. All dats obtnined by the Contractor in the performance of this conlmct andell Pemnal
Data shall be encrypted ai rest and in iransit with controlled access. Unless otherwise
stipulated, the Contrector is responsible for encryption of the Personal Data.

t. Unless atherwise stipulated, the Contrector thall encrypt all noa-public date et rest
and in trensit. The Siate shall identify data it deems 23 con-public dats 1o the

Page 21 of 35 d(}
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Contractor. The level of protection and enc:ypum for alf non-public data. ghall be
identified and made a pant of this contract,

d. At po time sholl any data or processes - that either belong to or are uuended for the
usg of the State or its officers, agents or employees — be copied, disclesed or retained
by the Contmactor or any party relsted to the.Contractor fof subsequent use in any
trensaction that docs pot include the State.

. ¢. The Contrector shall not use any information collected in conneetion with the service
issued from this Contract for any purpose other than fulfilling the service.

134  Dota Location

The Contrector shall provide its Services ta the Siate and its end users sotely from data centers
within the Continental Uniled States. All storege, processing and transmission of State data
shall be restricted to information technology systems within the Continental United States.

The Contractor shall not allow its personne! or sub-contrectors to store State data on portable:
devices, including’ pmcmal computers, except es specified and allowed by the contract, end
then only oo devices that are used and kept ot its dats centers within the Continental United
States. The Contractor shall petmit its persoanel and Contrectors to access State data remolely

" galy 1o provide technical support end as specified or required by the cantract.

13.2  Security Incident or Data Bresch

The Contyactor shal) inform the State of ‘any secunity incideat oz Data Breach in sccordance
with NH RSA Chapter 359-C:20: Notice ofSen":rjiry'Bmch.

o. lncident Response: The Contractor may need to communicate with outside parties
regarding & secwsity incident, which may include contacting law enforcement,
fielding media inquiries and seehng external expertise a3 mutually sgreed upon,
defived by law or contained in'ibe Contract. Discussing security incidents with
the State should be handled an an urgent 23-needed basis, ae part of the Contracior
communication and mirigation processes as mutually egreed upod, dcﬁned by law
or conteined in the contract. |

b. Secumy Incident Reporting Requirements: The Contractor shat) report s security

" incident to the State identificd contact immedintely if it reasonsbly believes vha'e
-,hubemnmmrymndml ‘

¢. Brench Reporting Requirernents: If the Coatroctor has actusl kmowledge of a
confirmed data breach that affects the security of any State content that is subject
0w npphcab!e data breach notification law, the Coatrector shall (1) promptly notify
the apvannte State identified contact within 24 houry or sooner, unless thortey
ame is required by lpphcable lat, £nd (2) take commercinlly rusona.blc measures
to address the dats breech in o mne!ymanner

133  Breach Responsibilitics

4 I o8
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13.3.1
1332

131.3.3

1334

apge

This section only applies when a Data Breach occurs with respect
State data within thé possession or control of the Contrecior ani/or
the 'third-paity designee hosting the dats &s agreed upon by the
Contrector and the State.

The Contractor, unless stipulated otherwise, shall immediately notify
the npwopmte Stote identified contact by tclephone in accordance
with the agreed upon security plan or seeurity procedures if it
reasonably believes there has been a security incident.

‘The Contractor, unless stipulsted otherwise, shall prompily cotify the

eppropriste’ Staic identified contect within 24 hours or sooner by
telephone, unless shorter time is required by applicable law, if it
confirma thet there is, or reasonably believes that there has been s
Date Bltach the Contractor shall:

coopérnte wilh the State as reasonably requested by the State to
investigate and resolve lhe Duta Brezch;

promptly unplemcm necessary remedial measures, if necessary; and
document responsive: sctions taken related to the Data Breach,
including any’ post- .incident review of events and ketions taken (o
meke changes. in business proclices in ‘providing the services, if
necessary.

.Unless otherwisé stipulated; if & Data Breach is a direct ruult of the

Contractor’s breach of its contract bbligation or the third-party
hosting company lo encrypt Personal Data or otherwise prevent its
release, the Contractor and/or the third party hosting company shall
bear the costy associated with:

the investigation and resolution of the Data Breach:

notifications to individuals, regulatars or others required by State law;
o-credit monitoring service required by Siate (or federnl) law;

o website or s toll-free aumber and call center for affected individuals
required by State low — all not (o exceed theavemgeperrewdper
perscn cost calculated for Data Bresches in the' United States
{currently $201 per record/person) in the most recent Cost of Data
Breach Study: Global Analysis published by the Ponemon Institute st
the time of the Dats Breach; and

complete all corvective aclions as reasonably dewermined by the
Conlrector based on toot cause; all [(2) through (e)] subject to this
Coniract’s limitation of liokility.

14. ADMINISTRATIVE SERVICES

The Overwatch Foundation shall provide thé Siate with the Administrative Scmc:s sct forth
in the Suatement of Work

.15, TRAINING

The Contrector shall provide the Training Services per the Statement of work o the Entity
recciving services and document the training in the quarterly reports.

Page 2} of 35
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* 16, TERMS AND DEFINTIONS

* Terms and Definitions applicable to this Contract are identified in Exhibit E: Terms and
Definitions. )

17. CONTRACTOR'S CERTIFICATES
Required Contracior Centificates are atiached in Exhibit F.

Remainder of this page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

EXHIBIT C - PRICE AND PAYMENT SCHEDULE
The terms cutlined in the Paymeni Schedule is sl fm'th below: -

CONTRACT PRICE

Nurgmhmndmg any provision in the Contract to the contrary, and notwithsiending
unexpecied circumstances, in no event shall the lotal of oll payments mede by the State exceed
the emount indicaied in P-37 General Provisions - Block |.8: Price Limitation. The payment
by the State of the tota) Contract price shall be the only, and the complete reimbursement to
the Contrector for el fees and expenscs. of whatever nature, incurred by the Contractor in the

. pafomame hereof..

TRAVEL.EXPENSES

The State will not be responsible for any travel or out of pocket expenses mt:urmd in the -
performance of the Services performed under this Contrect. The Contrector tust assume ol
trave! and related expenses incurred by Contrector in performeance of its obligetions. All labor
rutes in this Agreement will be considered “Fully Losded”, including, but not limited to: meals,
hotelhousing, airfare, car rentals, car mileage, and any edditional out of pocket expenses.

SHIPPING FEES

The Suate will not pay for any shipping or delivery fees unless specifically iteroized in this
Agreement.

INVOICING

The Contractor shall submit correct invoices 1o the State for all amounts to be pnd by te
State. All invoices submitied shall be subject to the State’s prior written appmvnl. which shall
not be unressonably withheld The Contrector sholl only submil invoices for Services' or
Deliverables as permitted by the Contrect. invoices must be in o format ay determined by the
State end contain detailed information, including without limistion: itemization of each
Expense.

Upon Acceptance of a properly documented and undisputed invoice, the State will pay the
correct and undisputed invoice within thirty {30) days of invoice receipt. Lnvoices will not be
backdaied and shall be prompdly dispatched.

INVOICE ADDRESS
[nvoices for SLCOP services may be sent (o
Departmen? of information Technology

accpuntspayable@doit.nh.gov with 2 copy to kenngth Lwveksiij@doit.nh, gov
27 Hazen Drive, Concord, NH, 0]30_1.

o
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE |

Invoices for Drinking Water Cybersecurity Services may be sent to:

Department of Enviroamental Services
Brenda ) Lconard(@des.nh.gov
29 Hazen Orive, Concord, NH, 03301

6. . PAYMENT ADDRESS

Payments shall be made via ACH. Use the f'ollou'ring link to etiroll with the State Treasury for
ACH payments; hitps://www.nh.gov/treasury/siate- vendors/index htm ;

7 OVERPAYMENTS TO THE CONTRACTOR .

The Contractor shall promply, but no later thac fifiéen (15) business days, rerum to the Seete
the full ambunt of any overpayment or érroneous payment upon discovery or notice from the
State. : '

8. CREDITS

The State may apply credits due 1o the ‘State arising out of this Contract, sgainst the
Contractor's invaoices with eppropriale information afteched.

9. PAYMENT
9.1 Coatract Type
This is & Not to Exceed Contract: The total Contrect value is indicated in P-37 Genersl
Provisions - Block 1.8: Price Limitation {or the period between the Effective Date through
date indicated in P-37 General Provisions - Block 1.7: Completidn Date. The Contrecior shall
be responsible (or performing its obligations in sccordance with the Contract.

9.1 Controctor Staff Rate and Invoicing (or Services J#

The State recognizes the need for an edvance poyment (o enable staffing onbosrding and ramp up.
The contrector may invaice for $500,000.00 upon spproval by Governor and Council to enable
Staffing ramp-up. The contractor shall theo invoice monthly for tabor and material costs required
and incurred-to perform the staternent of work for the duration of the controct. Labor rates for
staffing are established &t $175.00 per hour. K z )

9.3 Other Expenses _

With prior approval of the State's Project Manager, and oot to exceed the price limitetion, the
- contrector may also invoice monthly for qualifying expenses incured including odvertisiog of

the grani to qualifying entities. creation of training materials, hardware and software expenses

directly related to the performance of grant tasks, project mansgement, software engineering,

and coatreet tabor for technologies or skills not aveilable direcily to Overwatch to qualifying

NH based compenies. . .

- Remainder of this page intentionatiy left blank
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STATE OF NE\WW HAMPSHIRE
Department of Information Technotogy
DolT 2024-014 - Graat Fanded Munleipal Cybersecurity Services. -
EXHIBIT D - ADMINSTRATIVE SERVICES ]

- EXHMIBIT D - ADMINISTRATIVE SERVICES

DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to & dispute (other then an sction
secking injunctive relief with respect 1o iniellectual property rights or Confidential
Information), the Party believing itsell aggrieved (ihe “Invoking Party' ") shall call for
progressive management involvement in the dispute negotiation by written notice o the other
Party. Such notice shal be withow prejudice'to the Invoking Party's right to any other remody
permitted under the Contrect.

The Parties shall use reasonable efforts 10 arronge persona) meetings and/or telephone
conferences as needed, st mutually convenient tmes and p!ncu between negotiators for the
Parties dl the following successive management |evels, each of ‘which shall have a penod of
allonted time a5 tpeclﬁcd below in which to sttempd to resolve the dispute:

Teble B-L
DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE
LEVEL ggxm CToR oF STATE CUMULATIVE
CONTACT POINT OF CONTACT ALLOTED TIME
i P , CISODnnking Wals Five (S5) Business.
Primary Deputy Director Pro Manager . Doys
. : ClO/Weter Division Fificen (15) Business
it Deputy Direclor Director, NHDES Doys

The allotied time for the first level negotiations shall begin on the daie the Invoking Party's
notice is received by the other Puty. Subsequent allotied time is days from the daie that the
original Invoking Purty“s nolice is received by the other Paty.

ACCESS AND COOPERATION .

Subject to the terms of this Agreement and epplicable laws, regulotions, and policies, the State
will provide the Contractor with scceas to all program fites, librarics, persdnal compuzer-based
Systems, Software packages, Nerwork Sysiems, security Systems, and hardware as required
to complete the contracted Services.

RECORD RETENTION

Contrector and its Subcontrectars shall maintsin all Project records including but not timited
10 books, records, documents, end other evidence of eccounting procedures end practices,
which properly and sufGctently reflect all direct end indirect costs invoiced in the performance
of theit respective obligations under the Contrect. Contractor eod its Subcontractors shall
retain oll such reconds for three (3) years following Lermination of the Contraet, including any
exlensions. Records relating to any IitignJlion maners regarding the Contract shall be kept for
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STATE OF NEW HAMPSHIRE
Departrient of [nformetion Technology
DolT 2024-014 - Gront Funded Munlcipal Cybersecurity Services.
EXRIBIT D - ADMINSTRATIVE SERVICES

one (1) year followmg the terminstion of ell !mptwn, including the termination of oll eppeals
" or the expiration of the eppes| period.

Upon prior ootice and subject to reasonsble time frames, ol such records shall be subject to
inspection, exsmination, sudit and copying by perscunc! 3o euthorized by the State and federal
officials so authorized by low, rule, regulation or Contrect, es applicable. Acceis to these
items shal) be provided within Merrimack County'of (he Siste of New Hempthire, unless
otherwise greed by the State. Delivery of and access to such records.shall be at 00 cost 10 the

State dusing the three (3) year period following lermination of the Controct end one (1) year
Term following litigation relating to the Contract, including ell appeals or the expiration of Lhe
appeel period. Contractor shall include lhc record retention and Review requircments of this

* section in any of its subcontracta,

4.  ACCOUNTING

Contrector shall msintain an sccounting System in n:cotdame with Generally Accepled
Accounting Principles (QAAP). The costs epplicable to the Contrect shall be ascertsinsble
from the sccounting Systern.

‘s AUDIT

Tte Contrector shall allow the State to audit conformance to the .ccmu'uct terma. The State may
. perform this audit or.contract with a third party at its discretion and at the State’sexpense.

6. MISCELLANEOUS WORK REQUIREMENTS

6.1  Access to State Systerma
Although not expected, if pecessary and ib com:dm!mn for receiving access to and use of the
compnter facilities, nevwork, licensed or developed software, software maintnined or operated
by any of the State entitics, systems, equipment, Documentation, information, reports, or dats
of any. kind (hereinafler “lnfonnntioti"). Contractor understands and agrees to the following
rules:

6.0.1. Compauter Use

0. Every Authorized User has the mpons:bumy to assure the protection of
informstion from unauthorized access. misuse, theft, damage, dalmcnon,
modification, or disclosure.

b, That information shall be used solely for conducting official. State business,
and all other use or access is stricly forbidden including, but not limited to,
personal, or other private and non-State use end the! af no time ghall
Coniractor access Or atempt to ecoess any mfc:mnuun without having the
express guherity to do so.

¢. That st no time shall Contrector eccess of mcmpl t0 acceas any information
in & manner inconsistent with the approved policics, procedures, and for
agrecmenty relating to system entry/access.

d. Thst ell softwere tlicensed, developed, or being evelusted by.the State cannol
be copied, shared, distributed, sub-licensed, modified, reverse engineered,

o
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EXHIBIT D - ADMINSTRATIVE SERVICES

rented, or sold, and tha: slways Contractor must use utmost care io protect and
keep such software stricily confidential in accordance with (he license orany
other agreement executed by the State. Only equipment or softwire owned, -
licensed, or being evaluzied by the State, can be used by Contrector Perscnal
software (including but oot Imuod w0 palmtop sync software) shall oot be
installed on any equ:pmmt

¢. That if Contractor is found to be in violation of sny of the sbove-statad rujes,
the Contractor may face defaull and terraination under the Agreement and the
individual may face removal from the State Contrect, and/or criminal or civil
prosecution, if the act constitutes e violation of law.

. Thai computer use shall follow Lhe State stzndard policy (Statewidé Cormputer
Use Policy is evailable Upan request)

642 Emell Use
Email and other ¢lecuronic communication messagiag systems are State of New Hampshire
propenty and sre o be used for business purpuses only. Emsil is defined as “internal email
systems” or “State-funded emai} systems.” Contractor understands and agrees that use of
email sha_ll follow State standard policy (Statewide Computer Use Policy is available upen
request).

613 internet/Intranet Use
The Intemet/Intranet is 1o be used for sccess to and distribution of information in direct suppon
of the business aof the State of New Hampshire scconding to State standard policy (Stotewide
Computer Use Policy is available upoa request).

62  State Website Copyﬂgm . ’
All right, title, and interest in the State WWW nle. including copyright to all Data and
mfmum shall remain with the State, The State shall also retain all right, title and interest
in any user inter{aces and computer instructions embedded within the WWW pages. All
WWW poges and any other Data or information shall, where epplicable, disploy the State's
copyright.

Remainder of this page intentionally left blask
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- EXHIBIT E - TERMS AND DEFINITIONS
* The following genenl contracting terms and definiticns agply cacept s specifically noted clsewhere in thn

Contract,
TERM DEFINITION
e ce Notice from the State (hat 8 Deliverable has sarislied
ceptan Acceptance Test or Review.
| Agreement. A Conttoct duly executed and legally blndml.
= Data Breasch means the. loss of control, compromise,
unsuthorized  disclosure, uneuthorized  ecquisition,
unauthorized access, or any similer term refeming lo
situations where persons other than duthonized users and for
Daia Breach another than suthorized purpose have access or potential

zccess: 1o personnlly idemtifiable information, whether
physical or electronic. Regarding Protected Health
Informenion, "Data Breach” shall have the same meaning as
the term “Breach™ in seclion 164.402 of Title 45, Code of
Federnl Regulations.

“Sécurity Incident® shall have the same meaning
“Comguter Sécurity {ncident” in section two (2} of NIST
Security Incident Publication 800-81, Computer. Security Incident Hendling
Guide, Nationa! Institute of Standards and Technoiogy
U.S. Department of Commerce.

* -}
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Confidential Infermation

information required w0 be kept Conlidential end restricted
from unauthorized disclosure - under the Contract.
“Confidentis| Information™ or “Confidentizl Data™ mecans
all private/resinicted confidentinl information disclosed by
one party to the other such as all medical, health, financial,
public  assistance benefits end personsl information
including without limitation, Protected Health laférmation
and Personally Identifisble Information.

Confidentiai Information also includes oll informaticn
owned or managed by the Siatc of NH - created, received
from or on behalfl of eny state ngency or accessed while
performing contmcted services - of which -collection,
disclosure, prota:uon and disposition is govemned by state

or federol law or reguletios. This information includes but
is not limited to ‘Personal Health Information (PHI),
Perionally ldrn_hﬁabk Information (PI[), Federsl Tax
Informetion (FTI}, Social Security Numbeu (SSN),”
Peyment Card Industry (PCI), and or other sensitive and
confidential information.

Contract

“An Agreament bevween thé State of New Hampshire and a

Vendar, which creates binding obligstions for each party to
perform os specified in the Contract Documents.

Deficiency (-ies)/Defects

A {ailure, shortcoming or eror in 8 Deliverable resulting in
a Deliverable, the Software, or the System, not wn[ormms
to its Specifications.

Delivernble

A Deliversble is any Wrinen, Software, or Non-Soﬁwm
Deliverable (letter, report, manua!, book, code, or other),
provided by the Contractor 1o the Stsie or under the terms
of a Controct requirement. = -

Documentation

All information that describes the installation, operation,
and use of the Software, either in printed or electronic
format,

Enhancements

Updates, sdditions, modifications ta, and new relestes {or
the Software or System, and all chapges to the
Documentstion because of improvernent in quality, value,
or extent.

Hosied Scn:icu

Applications, ‘IT infrastructure components or functions
that organizations accexs from external service providers,
rypically through an internet connection.

L}
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The combination of hardwere,. software end networking

Hosted Systemn components used- by the Application Service Provider to
deliver the Hosted Services
Supports obnumag informetion sbout those parties
Identification and Authentication attempting to log on to & system or application for security

purposes and the validation of those usen.

Implementation

The process for making the Sysiem fully Operstional for
processing the Dula.

Non-P.ublic Information

Information, other than Personal Information, that is not
subjext Lo distribution to the public as public information. Rt

'is deemed to be sensitive and confidential by the State

because it contains information that is exempt'by suatute,
ordinance or sdministrative rule rom sccess by the generul
public as public information.

Operational

Operztional means that the System is ready for use and;fully

" functiono!, all Data has been losded; the System is available

for use by the Stete in its daily operations, and the State hos
issued Accepiance.

Persanai [nfonnotion )

“Personal Information” (or “Pl") or “Personally Identifiable
Informstion™ (P}) means information which can be used to
distinguish or trece an individual's identity, such as their
name, socisl sccurity number, personsl informstion as
definad in New Hampshire RSA 359-C:i9, biometric
records, etc., dcn:.orwhencombmedwiﬂao&apcnoml
or identifying information which is linked or linkable to 8
specific individual, such a3 dste and place of birth, mother's
maiden name, etc.

The submission from a Vendor in respanse o the Request

Propesal for a Proposal,

Soft All Custom, SAAS and COTS computer programs and
e epplications provided by the Contrector under the Contract.
Software Deliverubles All Custom, SAAS end COTS Software and Enhancements.

Softwere License. Licenses provided to the Stete under this Contract. /-
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TERMS AND DEFINITIONS

| SoRware-os-o-Service (S2aS)

The capsbility pmvlded to the State to use the Contractor's
spplications running on & cloud infrastructure. . The

-| applications are accessible from veriows client devices

throigh & thin-client interfacc euch a3 & Web browser (c.g.,
Web-based email) or & progrem interfece. The State docs
not manage o7 control the underlying cloud infrastructure.
inchuding network, servers, Operating Sysiems, storage dr
even individual application capabilities, with the possible
exception of limited user-specific application configurstion
scttingy

Specifications

Wrigen detsils that set forth the requirements which
include, without limitaticn, the RFP, the Proposal, the
Contrecl, any performnance standards, Documentstion,
-applicable State and federnl palicies, laws ond reguiations,
Stete technical standards, subsequent State-spproved
Deliverobles, ond other specifications and requirements
deseribed i the Contrset Documents. The Specifications

ere, by this reference, mndnpanoflheConmtuthwgh
completcly set forth herein.

Swic Data

All Dats created or in any way originating with the State,
and sll Dais thai is the output of camputer processing of or
other electronic manipulation of any Data that was created
by or in any way originsted with the Stote, whether such
Daw or oulpul 'is stored on the Stete’s hardware, the
Contractor's hardwrre or exists in any system owned,
mainisined or otherwiss controlled by the State o1 by the
Contrector.

State Fiscal Year (SFY)

The New Hzmpshire State Fiscal Yelz (SFY) nms ﬁum
Iuly | ofthepmcedmscalmduywthmugh,!unc!ﬂomn
applicable calendar-year,

Subcontracior.

A penon, partnership, or company not in the employmenn
of, or owned by, the Contractor which is performing
Services under this Contrect under o separste Contrect with
or on behalf of the Coatractor.”

System

All Software, specified hardware, interfaces and exiensions,
integrated and functioning together in accordance with the
Specifications.

Term

Period of the Contract fram the Effective Date through the
Complétion Dute identified in the P-37 Genernl Provisions
©of terminaton.

Verification

Supponts the confirmation of authority to enter a computer
systerh application or network.

- ]
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The conditions under, and period during, which the
Contractor will repair, replace, or other compensate for, the

Warrenty defective item without cost to the buyer or user. It also
delinestes the rights and obligations of both parties in case
of a cleim ar dispute,

: A-.periodofcovmgeduringwhichthc;‘mwrh
Warranty Period resporsible for providing o guarantee for products and
c Services delivered as defined in the Contract. "

Remainder of this page intentionally lefi blank
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EXHIBIT F - ATTACHMENTS AND CONTRACTOR CERTIFICATES

1. ATTACHMENTS

s. SLOGP 2022 Local Special Conditiors-Altachment |

b. SLCGP Feders! Special Conditions — Attachment 2

¢. OVERWATCH Propass! for SLCGP Services and Drinking Water Cyberecusity
Services - Attechment 3 , ]

d. Final ARPA Exhibit - A and DWSRF Sei- Aside ~ Attachment 4

2 CONTRACTOR CERTIFICATES

8. Contrector's Centificate of Good Standing
b. Contrector's Certificate of Vote/Authority
¢. Contrector's Certificste of Insurance

e
Remainder of this page intentionally left blank
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: State of New Hampshire
Department of State |

CERTIFICATE ¢ .

I, David M: Scanlan, Secretery of State of the Swate of New Hampshire. do hetery cenify that THE OYERWATCH
FOUNDATION is o New Hampahire Nonprofil Corporation regisiared to lransaci business in New Hempshire on Janunry 25,
2023, | further certify that afl focs and docments required by the Secretary of State's office have been receivcd and is in good
standing as (ar o this office is cancerned. 7 )

-

Businews [D: 971936
Centificatc Numbcr: 0006367358

b

[N TESTIMONY WHEREOF.

1 hereto sel my hand nd cause 10 be affixed
the Secal of the Stote of Now | lampshire,
this 20d day of Jenuary A.D. 2024,

David M. Scanlan
Scoroiery of Sate
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Certificate of Authority #1 (Thc Overwatch Foundstion, A'Non-Profit Corporeiion)

Corporate R-esolution

L Vincgat Chambery; bereby certify thet | am duly clected Secretary of The Overwatch
Foundation. | hereby cenify the following is a trus copy of & vote taken at 4 meeting of the Board of

Directors duly called on October 13, 2023, st which a quorum of the Directors were present end voting.

VOTED: That Amnmmm i duly authorized to enter into

contracts or agreements on behalfl of The Overwatch Foundation with the Staie of New
Hempshire and sny of its egencies or departments and further is wthofiud (o execule
any documents which may in her judgement be desirable or necessary ¢o affeci the

purpase of this vate.

I bercby certify that seid vote has not been ‘amended or repested ang remains in full
force and effect es of the date of the contract which this certificate is antnched. This ll:lﬂmdly reonlos
vnfld for.cne year (365) days from the date of this Oorpomc Resolution. 1 futher ccmfy that it is '
understood that the State of New Hampshire witl rely on this certificste €3 evidence that the ptmn(s)
listed abave currenily oceupy position(s) indicated and that.they have full suthority o bind lhe
corporation. To the exteni that there mre any limits on the gu}hwity of any listed individual to bind lhe.

corporation in contrects with the State of New Hampshire, el such limitations are expressly stated herein,’

DATED: 4 Jauary 2024 ATTEST: / deek m [ WL"VJ—"
Vincent M. Chambers )
Secrewary, The Overwateh Foundation




