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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NEW HAMPSHIRE HOSPITAL

Lori A. Weaver
Commissioner

36 CLINTON STREET, CONCORD, NH 03301
603-271-5300 1-800-852-3345 Ext. 5300
Fax: 603-271-5395 TDD Access: 1-800-735-2964

Ellen M. Lapointe www.dhhs.nh.gov

Chief Executive Officer

May 1, 2025
Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital, to
enter into a Sole Source amendment to an existing contract with Endur ID, Inc. (VC
#281167), Hampton, NH for the continued provision of patient identification bracelets and
associated software system services, by increasing the price limitation by $24,715 from
$111,833 to $136,548 and by extending the completion date from June 30, 2025 to June 30, 2026,
effective upon Governor and Council approval. 30% General Funds. 70% Other
Funds (Provider Fees).

The original contract was approved by Governor and Council on April 8, 2020, ltem #8,
amended on June 30, 2021, Item #11, and most recently amended on May 17, 2023, ltem #30.

Funds are available in State Fiscal Year 2025 and are anticipated to be available in the
following account for State Fiscal Year 2026 with the authority to adjust budget line items within the
price limitation and encumbrances between state fiscal years through the Budget Office, if needed
and justified.

05-95-94-940010-87500000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, ACUTE
PSYCHIATRIC SERVICES

State Increased .
g Class / Current Revised
Fiscal Class Title | Job Number {Decreased)
Year Account Budget Anrouit Budget
Contracts for
2020 | 102/500731 Program 94025500 $62,955 $0 $62,955
Services B
Contracts for 3
2021 | 102/500731 Program 94025500 $4,569 $0 $4,569
Servicesm
Contracts for
2022 | 102/500731 Program 94025500 $13,534 $0 $13,534
Services
Contracts for
2023 1 102/500731 Program 94025500 $5,874 $0 $5.874
Services A =
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Contracts for
2024 | 102/500731 |- Program 94025500 $14,832 $0 $14,832
Services
, | Contracts for
2025 | 102/500731 Program 94025500 $10,069 $8.101 $18,170
| Services
| Contracts for
2026 | 102/500731 Program 94025500 $0 $16,614 $16.614
Services
Total | $111,833 $24,715 | $136,548
EXPLANATION

This request is Sole Source because the Department is seeking to extend the Contract
beyond the completion date with no renewal option available. The Contractor provides a
proprietary software solution that is uniquely capable of providing highly customized patient
identification wristbands, which include critical patient information such as name, date of birth,
medical record number, and photograph. The Contractor’s wristbands meet requirements set by
the Centers for Medicare and Medicaid Services (CMS) and the Joint Commission, both of which
emphasize the critical importance of accurate patient identification. The Joint Commission
National Patient Safety Goals specifically also mandate the use of at least two patient identifiers
to ensure the cormrect patient receives the intended treatment or procedure. The Contractor is a
leading provider of patient safety identification solution, and their wristbands are designed with
advanced materials, including durable clasps, for durability, comfort and safety. This request will
renew support and maintenance services for the Contractor's software application for one year
and provide funding to continue to purchase the Contractor's specialty patient identification
wristbands. The Department will assess alternatives that meet CMC and Joint Commission
requirements and intends to publish a solicitation in State Fiscal Year 2026 to select a Vendor to
continue providing the services starting in State Fiscal Year 2027.

The purpose of this request is for the Contractor to continue to provide support
and maintenance services to the software application and provide the Department with
specialty patient identification wristbands. The patient identification wristbands are
customized to
specifications as required by the Department and set forth by CMS and The Joint Commission,
and are compatible with New Hampshire Hospital's current electronic health records. The
wristbands are designed with advanced materials for durability, comfort and safety. Additionally,
the Contractor will provide system user training for Department personnel, as well as ongoing
support available twenty-four (24) hours per day, seven (7} days per week.

Approximately 1,250 individuals will be served in State Fiscal Year 2026 through the
patient identification system.

The Department will continue to monitor services by ensuring the Contractor:

» Provides-a method to allow for replacement or repair on any scanner tool at any
time, twenty-four (24) hours per day; and

* Responds to 100% of the Department's requests for service no later than one (1)
hour after receiving the service request.

)

Should the Governor and Council not authorize this request, the Department may be
unable to obtain a patient identification system that meets the stringent regulatory requirements
set forth by the Centers for Medicare & Medicaid Services (CMS) and The Joint Commission. The
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Contractor's proprietary solution provides a comprehensive patient identification system that
uniquely integrates critical patient data, including photographs, into secure, durable wristbands
— a level of precision and customization that directly supports compliance with the Joint
Commission’s National Patient Safety Goals, parlicularly the requirement to use at least two
patient identifiers.

Failure to maintain access to this system could significantly compromise the Department's
ability to ensure accurate patient identification across care settings — a fundamental component
of safe, effective healthcare delivery. As a result, the Department could face increased risk of
misidentification-related incldents and may jeopardize its accreditation status with The Joint
Commission, which could also impact eligibility for CMS reimbursement. Continued support for
this system is therefore essential not only for patient safety, but also for regulatory compliance
and operational continuity.

Area served: New Hampshire Hospital.
Respectfully submitted,

(_Mo-Phrncn

Lori A. Weaver
Commissioner

The Department of Health and Human Services’ Mission is to joir communities and families
in providing opportunitiea for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

New Hampshire
" 27 Hazen Drive | Concord, NH | 03301
DOI I '_ Fax: (603) 271-1516 | TDD: {800) 753-2964

doit.nh.gov

Denis Goulet, Comrnissioner .

April 30, 2025

Lori A. Weaver, Commissioner

Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Weaver:

This letter represents formal notification that the Department of Information Technology
{DolT) has approved your agency’s request to enter into a contract amendment with Endur ID, Inc.,
as described below and referenced as DolT No. 2019-033C.

The purpose of this request is to continue providing patient identification bracelets
and associated software system services.

The Total Price Limitation shall increase by $24,715 for a New Total Price Limitation
of $136,548, effective upon Governor and Council approval from July 1, 2025 through
June 30, 2026.

A copy of this letter must accompany the Department of Health and Human Services’
submission to the Governor and Executive Council for approval.

Sincerely,

o A5

Denis Goulet

DG/jd
DolT #2019-033C

cc: Ken Gagne, IT Manager, DolT

“Innovative technologies today for New Hampshire's tomorrow.”
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State of New Hampshire
Department of Health and Human Services
Amendment #3

This Amendment to the Patient Identification Bracelets and Software System contract is by and between
the State of New Hampshire, Department of Health and Human Services ("State™ or "Department”) and
Endur ID, Inc. ("the Contractor”).

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on April 8, 2020, (Iitem #8) as amended on June 30, 2021 (Item #11) and on May 17, 2023 {ltem #30), the
Contractor agreed to perform certain services based upon the terms and conditions specified in the
Contract as amended and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7., Completion Date, to read:
June 30, 2026
2. Form P-37, General Provisions, Block 1.8., Price Limitation, to read:
$136,548
3. Form P-37, General Provisions, Block 1.9., Contracting Officer for State Agency, to read:
Robert W. Moore, Director
4. The Contract is further amended as described in Table 1 below:
Table 1

Contract

#2019-033 ' g AMENDED TEXT .

PART 2 INFORMATION TECHNOLOGY PROVISIONS

Section 4, Contract
Management,
Subsection 4.3,
Contractor Key
Project Staff,
Paragraph 4.3.3,
Subparagraph
4.3.3.1, is modified
to read:

Section 4, Contract

The Contractor's Key Project Staff:

Lance Amold, Project Manager

Management,
Subsection 4.4 is
modified to read:

Heidi Mitchell

Contracts Manager
NHH-Philbrook Office Building
121 S. Fruit St.

Concord, NH 03301
603-271-5831
Heidi.Mitchell@dhhs.nh.gov

Section 16, Dispute

Dispute Resolution Responsibility and Schedule Table

) CUMULATIVE
Resolution, ; ENDUR ID
Dispute Resolution LEVEL INC STATE ALI{%}EED
bilitv and ‘ _ :
Responsibility an Primary Lance Arnold, | David Levesque, | 5 Business Days =D
Endur ID, Inc. A-5-1.3 Contractor Initials ] L/Lj
RFP-2019-NHH-03-PATIE-01-A03 Page 10f 6 Date

v7.12.23
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Schedule Table is Project State Project
modified to read: Manager Manager (PM)
First Lance Amold, | Ellen LaPointe, 10 Business Days
Project CEO, New
Manager Hampshire
Hospital . wesi
Second Al LaRose, Lori Weaver, 15 Business Days
Chief Commissioner
Executive
Officer
Section 18, Section 18. Contract History

Contract History,
Table 2. 2019-033 Table 2. 2019-033 Paticnt Identification Bracelets and Software System Contract

Patient History
Identification
Bracelets and CONTRACT/ Gae ACTION
AMENDMENT ACTION APPROVAL | END DATE
Software System AMOUNT
C i . NUMBER DATE
ontract History is 3019-033 /
dified t d: > igi i1'8. 202 '
modiited to rea RFP-2019-NHH. | Orgmal | Apnl S, 2020 | yune 30,2021 | $67,524
03-PATIE-01
2019-033 /
June 30
RFP-2019-NHH- ’
03-PATIE-01- Amendment #1 202;; :lem June 30, 2023 $£27,509
Ab1
2019-033/
May 17
' RFP-2019-NHH- ’
03-PATIE-01- Amendment #2 202;ic1)tcm June 30, 2025 $16,800
AQ2
2019-033/
RFP-2019-NHH- .
03-PATIE-01- Amendment #3 TBD June 30, 2026 $24715
A03
TOTAL CONTRACT PRICE LIMITATION | 3136598
Part 3 EXHIBIT B, PRICE AND PAYMENT SCHEDULE

Section 1. Payment
Schedule,
Subsection 1.1. Not
to Exceed, is
modified to read:

1.1 This is a Not to Exceed (NTE) Contract for the period between the Effective Date
through June 30, 2026. The Contractor shall be responsible for performing its
obligations in accordance with the Contract as amended. This contract will allow the -
Contractor to invoice the State for the following activities, deliverables, or milestones
appearing in the price and payment tables below:

/
Activity, Deliverable, or Milestone Price
INSTALLATION :
1 | Provide IDMX Software License $9,700
2 | Provide Secur-Trac Software License $4,890
3 Provide IDMX Software Installed, Configured, and $14.164
Operational to Satisfy State Requiremenis ’
4 Provide Secure-Trac Sofiware Installed, Configured, and $11.852
Operational to Satisfy State Requirements ’
5 | Handheld Scanner Licenses (24} $1,224
SYSTEM DEPLOYMENT
6 Provide tools for backup and recovery of all applications 30
and data : e

RFP-2019-NHH-03-PATIE-01-A03 Page 2 of 6
v7.1223

]
Endur ID, Inc. A-S-1.3 Contractor Initials | L/LI/

e
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7 | Conduct training $7,350
OPERATIONS
8 | Handheld scanners (24) $33,301
9 | Ongoing support and maintenance $46,633
10 | Supplies $ 154
TOTAL $136,548
g:;teldo:é; Payment Table 1.4: Saa8 Services Pricing Worksheet
Subsection 1.2. # | SAASSERVICES | SFY | SF¥ ) ‘qpvi022 | SFY [roraL
. 2020 2021 2023
San$ Services
Pricing Worksheet, 1 .Soﬁwarf:
Table 1.4: SaaS installation, $20,771 50 ) 50 | $20,771
Services Pricing configuranon i
ponsecy’s 2 El?:::l;f" cal support
. a 'I 5
modificd,foireaty; maintenance and $3,089 $3,089- 82,785 | $5,874 | $14,837
updates
3 | Training $7,350 50 50 S0 | $7,350
4 | Hardware $14,451 310,749 $0 | $25,200
5 | Supplies $1,480 $1,480 30 50 | $2,960
6 | Licensing $15.814 $0 $0 | $15,814
Subtotal | $86.,932
SaaS Services SFY SFY .
2024 2025 SFY 2026 TOTAL
7 | Hardware $0 $8,101 50 $8,101
8 | IDMX - Additional
TR Workstation. -
LsusersQuy. 2@ | 380 $0 $0 $3,800
$1,900 ea
9 | ID Card -
additional IDMX $690 50 50 $690
workstations Setup
Qty. 2 @ $345 ea.
10 | IDMX - Remote ,
Installation per $755 30 50 $755
Day Qty.1
11 | Annual Support
Software - Secur
Trac Handheld 55,040 $5,040 $5,040 $15,120
Device 24 @ $210
each
12 | Annual Support £
Hardware - DCS
HandReld feauen $4,306 | $4,306 $4.306 $12,918
battery chargers
and holster 24 @
179.40
13 | Software Support !
Year 2 & beyond
i for SFY 2024: 3 $241 - §723 $723 $1,687
for SFY 2025
14 | Supplies (Bracelets
@ $485 per 1200 30 $0 $3,880 $3,880
cach)
0s
Endur (D, Inc. A-S5-1.3 Contractor Initials ‘ m
; . 5/7/2025
RFP-2019-NHH-03-PATIE-01-A03 Page 30of 6 Date

v7.12.23




Docusign Envelope ID: 7C6501AF-E0C2-490B-B557-D761FDODS6FS

15 | Supplies (Clips @
$198 per 300 sets) L 50 3398 $594
16
IDMX Tracker $20M
Version Annual $0 $0 52071
Support
Subtotal §49,616
Grand Total $136,548
05
Endur 1D, Inc. A-8-1.3 Contractor Initials | @
i 5/7/2025
RFP-2019-NHH-QS-PATIE-O1-A03 Page 4 of 6 Date

v7.12.23
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Ali terms and conditions of the Contract and prior amendments not modified by this Amendment remain
in full force and effect. This Amendment shall be effective upon Governor and Council approval.

IN WITNESS WHEREQF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned by:
5/7/2025 Eller Laroint
Date eppfa@diien Lapointe

Title: chief executive officer

Endur 1D, Inc.
5/7/2025 goeRenedy:
C A ) Jonero
Date pmuesbbert LaRose '
Title: ceo
Endur ID, Inc. ' A-S-13
RFP-2019-NHH-03-PATIE-01-A03 . Page5o0f6

v.7.12.23
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The preceding Amendment, having been reviewed by this office, is apbroved as to form, substance, and
execution,

OFFICE OF THE ATTORNEY GENERAL

DocuSigned by:
5/7/2025 g?"h”“’ Dam
Date ammhyn Guarino
Title:

Attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: {date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:

Endur 10, Inc. i A-5-1.3

RFP-2019-NHH-03-PATIE-01-A03 Page6of 6

v. 7.12.23
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State of New Hampshire
Department of State

CERTIFICATE

1, David M. Scanlan. Secretary of State of the State of New Hampshire. do hereby certify that ENDUR 1D, INC. is a New
Hampshire Profit Corporation registered to transact business in New Hampshire on January 06, 2010. [ further certify that all fees
and documents required by the Secretary of State's office have been received and is in good standing as far as this office is

concerned.

Business 1D: 624296
Certificate Number: 0007147434

IN TESTIMONY WHEREOF,

| hereto set my hand arld cause to be affixed
the Seal of the Siate of New Hampshire,
this 2nd day of April A.D. 2025.

David M. Scanlan

Sceretary of State
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CERTIFICATE OF AUTHORITY

l, Andrew Silverman __ , hereby certify that:
(Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1. 1 am a duly elected Clerk/Secretary/Officer of Endur ID LLC / Endur ID, In¢.
(Corporation/LLC Name)

4

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on December 22 , 2022__, at which a quorum of the Directors/shareholders were present and voting.
3 (Date}

VOTED: That _Albert Larose {may list more than one berson)
{Name and Title of Contract Signatory)

is duly authorized on behalf of _Endur 1D ' to enter into contracts or agreements with the State
(Name of Corporation/ LLC) ‘

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority was valid thirty {30)
days prior to and remains valid for thirty (30) days from the date of this Certificate of Authority. | further certify
that it is understood that the State of New Hampshire will rely on this cenificate as evidence that the person{s)
listed above currently occupy the position(s) indicated and that they h authority to e corporation. To
the extent that there are any limits on the autharity of any listed indiyfdual to bind the co on in contracts with
the State of New Hampshire, all such limitations are expressly stapéd herein.

Daied:'i‘ 13£ 3-5"

Signature of Elected Officer

Name: 3
Title: Cp‘[ " NE%:E:: 5 . "““““j

Rev. 03/24/20
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CERTIFICATE OF LIABILITY INSURANCE

ENDUINC-01 WLAMPRON

DATE [MM/DO/YYYY)
5/2/2025

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of tha policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsemant(s).

PRODUCER

Clark Insurance, a Marsh & McLennan Agency, LLC company
1945 Congzoss Streat, Bldg A

PO Box 3543

Portland, ME 04104-3543

Ci N'E._ACT
FHONE exy: (207) 774-6257

[FA% woy:(207) 774-2994

EMAL__info@clarkinsurance.com

INSURER(S) AFFORDING COVERAGE NAIC &

msurer a: Cincinnati Specialty Underwriters Ins Co 13037

INSURED wsurer B : Lloyds of London
EndurD, Inc. INSURER C ;
8 Morrill Industrial Dr. Unit 4 INSURER D :
Hampton, NH 03842
INSURER E :
INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INan, TYPE OF INSURANGE oSt s, POLICY NUMBER ARG T (G LIMITS
A | X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 1,000,000
| cLamswaoe [X] occur CSU0230873 51112025 | 5/1/2026 | DRMARETORENTED s 100,000
= MED EXP (Ary one person) | 3 Excluded
- PERSONAL & ADV INJURY | § 1,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER; GENERAL AGGREGATE $ 2,000,000
| X | poucy \:I & I:l Loc PRODUCTS - COMPIOP AGG | § 2,000,000
OTHER: $
A | automoBILE LiABILITY COMBINED SINGLE LMIT | 1,000,000
ANY AUTO CSU0230873 5112025 SHI2026 | BODILY INJURY (Per person) | $
[ [ OWNED . SCHEDULED
|} AUTOS ONLY AUTGS BODILY INJURY (Per accident)| §
3
X | X0 ony AGTRBNS [PeY Bccony AGE s
$
A |uwsretawms | X |occur EACH OCCURRENCE s 3,000,000
X | Excess Las CLAIMS-MADE CS5U0230874 SIN2025 | 52026 | o rcaTE s 3,000,000
DED | | RETENTIONS 5
PER GICH
LR SR e E L
”E}’EE%’}{%%?”E;%[{‘,EE’S%E“‘“’E NiA E.L. EACH ACCIDENT s
ndatoryllalh E.L DISEASE . EA EMPLOYEE §
If yes, describe under
DESERIPTION OF OPERATIONS below E.L. DISEASE . POLICY LIMiT | §
B |ProfiCybar Liability ESN0140343377 5/1/2025 5/1/12026 [Per Occurrence 2,000,000
B |ProfiCyber Liability ESN0140343977 5/1/2025 | 5/1/2026 |Aggregate 2,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS { VEHICLES {ACORD 101, Additional Remarks Schedule, mr be attached if more space is required

For Professional Liability coverage, the aggregate limit is the total insurance availab

be reduced by payments of indemnity and expense.

)
@ for all covared claims presented within the policy period. The limit wiil

CERTIFICATE HOLDER

CANCELLATION

Stato of NH

Dapartment of Health and Human Services
129 Pleasant Straet

Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

-

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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UTA

A @ DATE {MM/DD/YYYY)
NCGRD CERTIFICATE OF LIABILITY INSURANCE S

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be
endorsed. If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, cartain policies may require an endorsement. A
statement on this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

NTACT
SISO NAME. | Aon Risk Services, Inc of Florida
PAONE TAX
gﬁﬁéﬁ;‘&x RECTIHORTREAST AKC, No, Ext): B33-506-1544 {AJC, Noj:
AL
ATLANTA GA 30320 ADURESS: work.comp@trinet.com
INSURER(S) AFFORDING COVERAGE NAIC ¥
INSURER A : indemnily insurance Company of North America 43575
INSURED .
L= . INSURER B :
Endur (D, Inc INSURER € :
1 Park Place, Suits 600 .
Dublin, CA 845687683 INSURER D :
INSURER E :
' INSURER F -
COVERAGES CERTIFICATE NUMBER: 15774119 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
[iNsR ADDL |SUBR POLICY EFF | POLICY EXP
e TYPE OF INSURANCE INSR | wvp POLICY NUMBER (MMDDIYYYY) | (MDD YYY) LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENGE s
| DAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Ea ocoumence) $
MED EXP [Any ona person) 3
PERSONAL & ADV INJURY s
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE H
POLICY D PROJECT D LoC PRODUCTS - COMPIOPAGS | §
OTHER H
COMBINED SINGLE LIMTT
| AUTOMOBILE LIABILITY (Ea accident} s
[ ] anv auto . BODILY INJURY (Per person} | §
QWNED SCHEDULED
| |AuTOSomLy | | AUTOS BODILY INJURY (Per accident) | $
HIRED NON-OWNED | PROPERTY DAMAGE
|| AUTOS ONLY || AUTOS ONLY (Per accident) 3
- s
| |umBrELLALIAB | | OCCUR | EACH OCCURRENCE 3
EXCESS LIAB CLAIMS-MADE AGGREGATE 3
DEC I | RETENTION S - —
WORKERS COMPENSATION
AND EMPLOYERS® LIABILITY YIN X | statute | ER
ANY PROPRIETOR/PARTNEREXECUTIVE
A | OFFICERMEMBER EXCLUDED? NIA WLR_C57280281 07012024 | 07/01/2025 |Ek EACHACCIDENT 3 SHI00/RE
(Mandatory In NH) E.L. DISEASE - EA EMPLOYEE] § 2,000.000
1f yas, dewcribe under
DESCRIPTION OF OPERATIONS below E.L DISEASE - POLICY LIMIT [ & 2,000.000
DESCRIPTION OF OPERATIONS / LOCATIONS { VEHICLES (ACORD 101, Additlonal Remarks Schedute, ray be attached If more space is reguired)
Workers Compansation coveraga is limited 10 worksile employees of Endur 1D, Inc through a co-employment agreement with TriNgt HR 1A, Inc..
CERTIFICATE HOLDER CANCELLATION
NH Department of Health and Human Services SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
129 Pleasant St. THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELWERED IN
Concord, NH 03301 ! ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

Aon Risk Hexvices Fouth Unc

© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03} The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE \3 O

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NEW HAMPSHIRE HOSPITAL
Lori A. Weaver 36 CLINTON STREET, CONCORD, NH 03301
Interim Commbssioner _ 603-271-530G  1-800-852-3345 Ext. 5300
’ Fax: 603-271-5395 TDD Access; 1-800-735-2964 www.dhhs.nh.gov
Ellen M. Lapointe
Chief Executive Ofticer
April 26, 2023
His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Cofcord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital, to
enter into a Sote Source amendment to an existing contract with Endur ID, Inc. (VC #281167),
Hampton, NH, to continue the provision of patient identification bracelets and associated software
system, by increasing the price limitation by $16,800 from $95,033 to $111,833 and by extending
the completion date from June 30, 2023 to June 30, 2025, effective July 1, 2023, upon Governor
and Council approval. 40% General Funds. 60% Other Funds (Provider Fees).

The original contract was approved by Governor and Council on April 8, 2020, item #8
and most récently amended with Governor and Council approval on June 30, 2021, item #11.

Funds are anticipated to be available in State Fiscal Years 2024 and 2025, upon the
availability and continued appropriation of funds in the future operating budget, with the authority
to adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and justified.

05-95-94-940010-87500000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, ACUTE

PSYCHIATRIC SERVICES

State Increased

riscal | Oy | classTe | oo, | Bugger | (Ocressed) | G0

2020 | 102/500731 Prf;f:?‘s”:rﬁ;es 94025500 |  $62,955 ©$0|  $62055 |

2021 | 102/500731 P“f;"rg‘r:‘ag':&?‘m 94025500 |  $4.569 $0 $4,569

2022 | 1021500731 | rfg"r’;':g'zr:‘i’;es 94025500 |  $21.635 $8.101) |  $13534

2023 | 102500731 Prgg"r:'n’fg‘:;‘i’;es 94025500 |  $5.874 $0|  $5874

2024 |-#02/500731 Prf;’;fgg;?;es 94025500 $0 $14,832 |  $14,832

2025 | 102/500731 pr(?;’;‘;fg‘:m o | 94025500 $0 $10,069 |  $10,069
Total | $95,033 $16,800 | $111,833
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His Excellency. Governor Christopher T. Sununu
and the Honorable Coundi
. Page20f2

" EXPLANATION

This request is Sole Source because the Department is seeking 1o extend the contract
beyond the completion date with no renewal option available. There are no known viable
afternatives to the services provided by the Contractor, because the Contractor provides a
specialty software service that produces customized patient ideniification wristbands with patient
information, including a photograph, and prescription information, which meet requirements set
by the Centers for Medicare and Medicaid Services {CMS) and the Joint Commission.

The purpose of this request is for the continued provision of materials, and suppon for the
associated software of the New-Hampshire Hospita! patient identification system. The Contractor
will continue to provide identification wristbands customized to specifications as required by the
Department and set forth by CMS and The Joint Commission, and wristband production software
and patient tracking sclutions compatible with New Hampshire Hospital's current etectronic heatth .
records.; Additionally, the Contractor will provide system user training for Depariment personnel,
as well as ongoing support available twenty-four (24) hours per day, seven (7} days per week.

Approximately 1,250 individuals will be served each State Fiscal Year through the patient
identification system.

The Departmeni will continue to monltar services by ensuring the Contractor:

¢ Provides a method to allow for replacement or repair on any scanner tool at any
time, twenty-four (24) hours per day; and

. 'Re'sponds to 100% of the Department’s requests for service no later than one (1)
hour after receiving the service request.

Should the Govemor and Council not authorize this request, the Department may be
unable to obtain a patient identification system that meets requirements set by CMS and The Joint
Commission, and therefore may also be at risk of losing accreditation status from The Joint
Commissgion.

Area served. New Hampshire Hospital.

in the event that the Other Funds become no fonger available, additional General Funds
will not be requsested to support this program.
Respectfully submitted,

WISo s ST

Lori A. Weaver
Interim Commissioner

The Depariment of Health and Humaon Services’ Mission is (o join communities and families’
in providing opportunities for citizens lo ochieve health and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNQOLOGCY
27 Hazen D, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-733-2964

wwnv.nh.gov/doit

Denis Goulet
Commissioner

February 8, 2023

Lori Weaver, Commissioner
Department of Heaith and Human Services
Siate of New Hampshire
129 Pleasant Street
Concord, NH 03301 :
Dear Commissioner Weaver:

This letter represents formal notification that the Department of Information chhnology (DolT)
has approved your agency’s request to enler into'a contract amendment with Endur 1D, Inc., as described
below and referenced as Dol T No. 2019-033B.

The purpose of this request is to continue the provision of patient identification bracelets
and associated soflware system.

The Total Price Limitation will be increasc by $16,800 for a new Total Price Limitation of
$111,833, effective upon Govermor and Council approval from July 1, 2023, through June
30, 2025.

A copy of this letter must accompany the Depanment of Health and Human Services’ submission
1o the Governor and Execuiive Council for approval.

Sincerely,

e Aidh—

Denis Goulel

DG/jd
DolT #2019-0338

cc: Mike Williams, IT Manager

“Innovative Technologies Todby for New Hompshire's Tomorrow”™
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033B
CONTRACT AMENDMENT #2

WHEREAS, pursuant to a competitively bid Contraci originally approved by Governor and Council on April 8,
2020, liem #8, as amended on June 30, 2021, ltem #11 (herein afier referred to as the “Contract™), Endur ID, Inc.
{hercinafier referred to as “Contractor™),-agreed to supply certain services upon the terms and conditions specified in the
Contract as amended and in consideration of payment by the New Hampshire Department of Health and Human Services
(hereinafier referred to as the “Department™), centain sums as specified therein;

WHEREAS, pursuant 1o Form P-37, General Provisions, Section 18, and the provisions set forth in this
Amendment #2, the Contract may be amended only by a written instrument executed by the parties therelo and
approved by the Governor and Executive Council;

WHEREAS, the Contractor and the Depanment have agreed to amend the Contract in certain respecis;

I .
3 . WHEREAS, the Department wishes 1o have the Contractor continue to provide patient identification bracelets
and soflware system,.and associated services to the Depantment;

WHEREAS, The Contractor agrees to continue providing patient identification bracelels and sofiware system,
and associated services, 10 the Department;

WHEREAS, the Department and the Contractor wish to extend the Complction Date;
WHEREAS, the Depariment and the Contractor wish to increase the Contract Price Limitation; and
WHEREAS, the Depariment and the Contracior wish to modify the Contract.

NOW THEREFORE, in consideration of the forcgoing, and the covenanis and conditions contained in the Contract
as amended, and set forth herein, the parties agree as follows:

1. Amend Form P-37, General Provisions Biock 1.7 by extending the Completion Date from June 30, 2023 10
June 30, 2025. _ i
2. Amend Form P-37, General Provisions Block 1.8 by increasing the Price Limitation by $16,800 from $95,033

R s

to$111,833,
3. The Contract is further amended as described in Table 1 below:
Table |
Contract
.H2019:033 . AMENDED TEXT:
PART 2 ) T INFORMATION TECHNOLOGY PROVISIONS

Section 2, Contract
Term, is modified to
rend:

The Contract and all obligations of the parties hereunder shall become cffective after full
execution by the pantics, and the réceipt of required governmental approvals, including, but
not limiled to, Governor and Executive Council of the State of New Hampshire approval
(“Effective Date™). '

The Contraci shall begin on the Effeciive Date and extend through the date indicated in Block
1.7 of Form P-37, General Provisions.

Section 4, Contract

Management, The Comtracior's Key Project StafT:

Subsection 4.3, ) )
Contractor Key Lance Amnold, Project Manager

Project Stafl, Joe Tinson, IT Project Manager
Parngroph 4.3.3, B

NH DHHS RFP-20 AO2LREP-2019-NHH-03-PATIE-AG2 !
1. 4 2023
Contractor Initials ' Page 1 of 6

Amendment wemplate revision [128/18
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #2

Subparagraph
4.3.3.1, is modificd to
read:

Dispute Resolution Responsibility and Schedule Table ;

Section 16, Dispute

Resolution, Dispute CUMULATIVE
Resolution ever | ENPCRIP STATE ALLOTTED
Responsibility and ' TIME
Schedute Table is Primary Lance Amold, | David Levesque, | 5 Business Days
modified to read: Project Siate Project
Manager Manager (PM)
First Joe Tinson, Ellen LePointe, 10 Busincss Days
IT Project CEQ, New
Manager Hampshire
Hospital
“Second Al LaRose, Lori Weaver, 15 Business Days
Chief Interim
Executive Commissioner
Officer
Section 18, Contract
History, Table 2. Scction 18. Contract History
2019-033 Patient
Identification Table 2. 2019-033 Patient identification Bracelets and Software System Contract
Bracclets and History
Software System - 3
Contract H)islory is CO‘?"TRAC’I{ - G&C. ’ ACTION
modified to read: AMENDMENT ACTION APPROVAL | END DATE AMOUNT
3 NUMBER' el DATE ,
2019033/ o .
RFP-2019-NHH- g:lﬁ’r:z't A"I’t‘lﬁ' :gzo June 30, 2021 $67,524
03-PATIE-(1
2019033/
A | amengment #1 [ 100002 yune 30,2023 | 527,509
A0l
2019-033/ v
1
PPN | Amendment#2 | TBD | June30,2025 | 516800
A02
TOTAL CONTRACT PRICE LIMITATION SI11,833

NH DHHS RFP-201 S¥RRL.20]9-NHH-03-PATIE

4/13/2023

Contractor Initials Page 20f 6

Amendment template revision 11728718
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient ldentification Bracelets and Software System - 2019-033

CONTRACT AMENDMENT #2
PART 3 EXHIBIT B, PRICE AND PAYMENT SCHEDULE
Section 1. Payment
Schedule, 1.1 This is.a Noi to Exceed (NTE) Contract for the period between the Effective Date
Subsection 1.1, Not through June 30, 2025. The Contractor shall be respansible for performing its
to Exceed, is obligations in accordance with the Contract as amended. This contract will allow 1he
modifted to read: Contracior 10 invoice the Siate for the following activities, deliverables, or milesiones

appearing in the price and payment tables below:

| Activity, Deliverable, or Milestone Price
INSTALLATION
1 _|/Provide IDMX Sofiware License $9.700
. 2 | Provide Secur-Trac Sofiware License $4,890
3 Provide IDMX Software Installed, Conﬁgurcd and Operational
to Satisfy Siate Requirements -514,164
4 Provide Secure-Trac Soflware Installed, Conﬁgurcd, and
Qperational to Satisfy State Requiremenis $11,852
5 | Handheld Scanner Licenses (24) $1,224

SYSTEM DEPLOYMENT
6 | Provide 100ls for backup and recovery of all applications and data

7 | Conduct trmining $7,350

OPERATIONS
& | Handheld scanners (24) $25,200
9 | Ongoing support and maintenance $34,493
10 | Supplies $2,960
TOTAL $111,833

Seclion gl Tnblc [.4;: SasS Services Pricing \\’orkshcct

:ﬁ:ig:::.’ ol .| SAASSERVICES | SFY 2020 | SFY 2021 | SFY 2022 | SFY2023 | YOTAL
" $aa$ Services 1 | Software
| Pricing Worksheet, ISHEIEOm $20.771 $0 50 50 $20,771
Table 1.4: Sen$ configuration and ’ v
Services Pricing testing
Workshect, is 2 [ Technical suppon,
modified to read: maintenance and $3,089 $3,089 52,785 55,874 514,837
updates
3 | training 57,350 $0 $0 50 $7,350
4 | Hardware 514,451 $0 $10,749 S0 $25,200
5 | Supplies 51,480 $1,480 $0 $O | 52,860
& | ticensing 515,814 S0 S0 SO $15,814
Subtotoal 586,932
$aas Services "SFY 2024 SFY 2025 | SFY 2026 | SFY 2027 TOTAL
7 | Hardware 50 S0 . - $0

8 IOMX - Additional
TR Workstation. -

15usersty.2@ | B0 50 - - $3,800
$1,900 ea

9 10 Card --
additional IDMX 5690 5 _ . 690

workstations Setup

Qty. 2 @ 5345 ea.

NH DHHS RFP-20 MNHH.OB.PATIE
) 4/13/2023
Contractor Initials 713/ Page 3 of 6

Amendmeni template rcli::on H/.?bﬂ L)

~
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient ldentification Bracelets and Software System - 2019-033

CONTRACT AMENDMENT #2
10 | JOMX - Remote
Instaltation per 5755 S0 . - $755
Oay Qty.1

11 [ Annual Support
Software - Secur
Trac Handheld $5,040 $5,040 - - $10,080
Device 24 @ §210 :
each

12 | Annual Support
Hardware - DCS
Handheld reader,
battery chargers
and holster 24 @
175.40

13 | Software Support
Year 2 & beyond
1 for SFY 2024; 3
for SFY 2025

$4,306 54,306 - . 58,612

$241 $723 . . $964

Subtotol 524,901
TOTAL $111,833

Part 3 EXHIBIT C, REVISIONS TO STANDARD CONTRACT LANGUAGE

Secdon 1. 1.3 Modify Section 3, Effeciive Date/Completion of Services, Subsection 3.3, to read:
Revisions to Form o

P-37, General
Provisions,
Subsection 1.3, [s
maodified to rend:

3.3. The parties may extend the Contract for up to two {2) additional years beyond
June 30, 2025, contingent upon satisTactory delivery of services, available funding,
agreement of the panies, and approval of the Governor and Executive Council.

-

NH DHHS RFP-20FTBSLRER-20]19-NHH-03-PATIE
. 4/13/2023
Contractor Initials 113/ Page 4 0f 6
Amendment iemplate revision 11728418
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #2

Except as provided herein, all provisions of the Contract and prior Amendments shall remain in full force angd cchct.
This Amendment shall takc effect on July 1, 2023, upon Govemor and Council approval.

IN WITNESS WHEREQF, the parties have hereunto sei their hands as of the day and year first above written.

Endur 1D, In¢.

Deculigned by:
Cﬂ’ﬁ 471372023
. ) aNZFID. Date: i
. t LaRose

TITLE:  ¢go

State of New Hampshire
Department of Health and Human Services

DocuSigred try:
MWMWO Date: 4,24 /2023
mediwen Marie Lapointe '

TITLE: chief Executive officer

NH DHHS RFP-201 §RILRER-20|9-NHH-03-PATIE
" 4/13/2023 . :
Coniractor Initials : — Page 5 of 6
- : Amcndment template revision | 1728718
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient ldentification Bracelets and Software System - 2019-033B
CONTRACT AMENDMENT #2 '

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. : .
. Approved by the Attorney General
DocuSigned by:
g, Qonnno

STal? B Hampshire, Depariment of Justice
Name: RObyn Guarino

Tille:  attorney

D_ale: 4/28/2023

}

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title:

Date:

NH DHHS RFP-20} “AQLLREP-2019-NHH-03-PATIE-AQ2 ;
Contracior Ininals 4./13/2023 Page 6 of 6
. Amendment templaie revision T1/25/18
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

NEW HAMPSHIRE HOSPITAL
Leri A. Shibinette 16 CLINTON STREET, CONCORD, NH 03301!
Commissiener 603-271-5300 1-800-852-3345 Ext. 5300
Fox; 603-271-8395 TDD Access: 1-800-735-2964
Heather M. Moquin www.dhhs.nh.gov
Chief Exetutive Offtcer
May 7, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council '

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital, to
enter into a Sole Source amendment to an existing contract with Endur ID, Inc. (vendor #81167),

Hampton, NH to continue the provision of patient identification bracelets and associale
system, by increasing the price limitation by $27,509 from $67,524 to $35,033 and by

d software
extending

the completion date from June 30, 2021 to June 30, 2023 effective July 1, 2021 or upon Governor
and Councit approval, whichever is later. 34% General Funds. 66% Other Funds (provider fees).

_ The original contract was approved by Governor and Council on April 8, 2020,
Funds are anticipated to be available in the following account in State Fiscal

item #8.
Year 2022

and State Fiscal Year 2023, upon the availability and continued appropriation of funds in the future
operating budget, with the authority to adjust budget line items within the price limitation and
encumbrances between state fiscal years through the Budget Office, if needed and justified.

05-95-94-940010-87500000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, ACUTE

PSYCHIATRIC SERVICES

State Increased
Fiscal Ai':;ﬁ;t Class Title ‘Nt;jr:bber g:geztt {Decreased) ';T::SZ?
Year g Amount 9
Contracts for $62,955 $0 $62,955
2020 |-102/500731 Program 94025500
Services )
Contracts for | 94025500 $4,569 $0 $4,569
2021 | 102/500731 Program
Services
Contracts for | 94625500 $0 $21,635 $21,635
2022 | 102/500731 Program :
Services
Contracts for | 94025500 $0 $5,874 $5,874
2023 | 102/500731 Program
Sefvices
Total $67,524 $27.509 $95,033
EXPLANATION

1
The Departiment of Health and {fuman Services' Mission is fo join contmunities and families

in providing opportunities for citizens ta achieve heulth and independence.
S
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

This request is Sole Source because the contract is being amended to extend beyond
the current completion date and there is no renewal option included in the contract. Endur ID Inc.
was originally awarded this contract through a competitive bid process, posted on the
Department's website from December 13, 2018 through March 6, 2019. The request for
proposals included an option to renew for up to four (4) additional years; however, the four year
renewal option was inadvertently omitted from the contract.

The purpose of this request is for the continued provision of materials, associated software
and support for the New Hampshire Hospital patient identification system. Services through this
contract include identification wristbands customized to specifications as required by the
Department and set forth by the Centers for Medicare and Medicaid Services and The Jaint
Commission; wristband production software and patient tracking solutions compatible with New
Hampshire Hospital's current electronic health records system; training for Department personnel
on system use; and ongoing support available twenty-four (24) hours per day, seven (7) days per
week.

Approximately 1,250 individuals are served annually through the patient identification
system.

The Department will monitor contracted services by ensuring the Contractor:

« Provides a method to allow for replacement or repair on any scanner tool at any
time, twenty-four (24) hours per day.

e Responds to 100% of requests for service no later than one (1) hour after receiving
the service request.

Should the Governor and Council not authorize this request the Department may be
unable to obtain a patient identification system that meets requirements set by the Centers for
Medicare and Medicaid Services, and may risk losing accreditation from The Joint Commission.

Area served; New Hampshire Hospital
Source of Funds: 34% General Funds and 66% Other Funds (provider fees)

In the event that the Other Funds become no longer available, additional General Funds
will not be requested to support this program.

Respectfully submitted,

/V/ﬂ/ﬂ/ oy pn—

Heather M. Moquin
Chief Executive Office
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP-2019-NHH-03-
PATIE, dated March 6, 2019 and approved by Governor and Council on April 8, 2020, Item #8, (herein after referred to
as the “Agreement”), Endur Id, Inc. (hereinafter referred to as “Vendor™) agreed to supply certain services upon the
terms and conditions specified in the Agreement and in consideration of payment by the New Hampshire Department of
Health and Human Services (hereinafter referred to as the “Department”). certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the
Agreement may be modificd or amended only by a written instrument executed by the parties thereto and approved by
the Governor and Executive Council; -~

WHEREAS, the Vendor and the Depariment have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to have the Contractor continue to provide patient identification bracelets
and a software system and associated services for the Department;

WHEREAS, The Vendor agrees to provide patient identification bracelets and a software system;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2021 to June
30, 2023;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $27,509 to bring the total
contract price to $95,033; and

WHEREAS, the Department and the Vendor seck to clarify the Agreement by modifying Section 3 of the P-37
by adding renewal language to support continued delivery of these services.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page 1) by extending the Completion Date from June 30, 2021 10 June
30, 2023.

2. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $27,509 from $67,524 to
$95,033.

3. The Agreement is further amended as described in Table 1:

Table 1

Contract
#2019-033 AMENDED TEXT

Part 2 —
Information %
Technology :
Provisions
Part 2 INTRODUCTION ~

The Introduction, 6. will be modified as follows:

Remove;

(——
Initial all pages! pS A [.J 6/14/2021 )
Vendor Initials —— Page 1 of 6

Amendment template revision 1172818
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient 1dentification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1

6. No less than twelve (12) Portable Ruggedized mobile computers, hereinafter to be called
“handheld scanning devices”, which must have the ability to communicate with Endur [D
Secur Trac software, and exchange and upload data.

Replace with:

6. No less than 24 Porable Ruggedized mobile computers, hereinafter to be called
“handheld scanning devices”, which must have the ability to communicate with Endur 1D
Secur Trac software, and exchange and upload data.

Contract Term,
is clarified as

Section 1.2 ORDER OF PRECEDENCE
Add:
d. Vendor quote additional handheld scanncrs and associated
equipment.
Section 2 CONTRACT TERM
Section 2, Delete and replace Section 2, CONTRACT TERM in its entirety:

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but

Part 3 - ExhibitA
Scope of Services
and Contract
Deliverables

2

Tollows: not limited to, Governor and Executive Council of the State of New Hampshire approval
(“Effective Date™).
The Contract shall begin on the Effective Date and extend through the date indicated on
section 1.3 of the P-37. :
The Department may extend contracted services for up to two (2} additional years from
June 30, 2021, contingent upon satisfactory vendor performance, continued funding and
approval from the Governor and Executive Council. |
The Contractor shall commence work upon issuance of a Notice to Proceed by .the
Department.
Section 16 DISPUTE RESOLUTION
Dispute Delete and replace as follows:
Resolution ,
Responsibility and LEVEL ENDUR ID INC STATE CUMULATIVE
Schedule Table : 7 7 ALLGIFLED. TME
Primary Jim Stone David Levesque 5 Business Days
Project Manager State Project
Manager (PM)
First Joe Tinson Heather Moquin 10} Business Days
IT Project Manager CEQ New Hampshire
Hospital
Second Al LaRose Lori Shibinette 15 Business Days
Chief Executive Commissioner
Qfficer
Contract
#2019-033 AMENDED TEXT

Section 2

Scope of Services

o3

 mm——

lnilialallpages"\“ f 536/14/2021
Vendor Initials

Page 2 of 6

Amendment template revision 11/28/18
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1
Subsection 2.5 Modify Section 2., Subsection 2.5 as follows:

2.5 The Contractor shall provide no less than 24 Ponable Ruggedized mobile computers,
hereinafter to be called “handheld scanning devices”, which must have the ability to
communicate with Endur ID Secur Trac software and exchange and upload data.

Section 5, DELIVERABLES, MILESTONES AND ACTIVITIES SCHEDULE
Chart 5.5
Modify Row 29, as follows:
[ 29 | Conduct Project Exit Meeting | Non-Software | May 6, 2023
Add rows as follows:
IMPLEMENTATION, SUPPORT AND MAINTENANCE OF BARCODE
SCANNERS
30 | Ongoing Hosting Support Non-Software Ongoing
| 31 | Ongoing Support & Maintenance Software Ongoing
Part 3, Exhibit B, PRICE AND PAYMENT SCHEDULE
Section 1. Delete in its entirety and replace as follows:
Payment
Schedule, 1.1 This is a Not to Exceed (NTE) Contract for the period between the Effective Date
Subsection 1.1, through June 30, 2023. The Contractor shall be respensible for performing its obligations
Not to Exceed in accordance with the Contract. This contract will altow the Contractor to invoice the

State for the following activities, Deliverables, or milestones appearing in the price and
payment tables below:

| Activity, Deliverable, or Milestone Price
INSTALLATION
1 | Provide IDMX Software License $9,700
2 | Provide Secur-Trac Software License 54,890
3 Provide IDMX Software'installed, Configured, and Operational to Satisfy $8.919
State Requirements '
4 Provide Secure-Trac Software Installed, Configured, and Operational to $11.852
Satisfy State Requirements g

S | Handheld Scanner Licenses {24} $1,224
SYSTEM DEPLOYMENT
6 | Provide tools for backup and recovery of all applications and data

7 | Conduct training . $7,350
OPERATIONS-

8 | Handheld scanners {24) - $33,301
9 | Ongoing suppoert and maintenance $14,837
10 | Supplies 52,960

TOTAL | $95,033

[ —

B8
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1
1.2, SAAS services | Delete and replace as follows:
pricing worksheet

14 SAAS SERVICES YEAR 1 YEAR 2 YEAR 3 YEAR 4 TOTAL
Software |n:\sta!|at|on, . 520,771 $20,771
configuration and testing
Technical support,
maintenance and updates $3,089 43,089 $2,785 $5,874 514,837
training $7,350 $7,350
Hardware $14,451 518,850 $33,301
Supplies 51,480 $1,480 52,960
Licensing $15,814 $15,814

Total $95,033

Part 3, Exhibit C REVISIONS TO STANDARD CONTRACT LANGUAGE

Section 1. 1.3. Section 3, Effective Date/Completion of Services is amended by adding the
Revisions to Form following language:
P-37, General

3.3 The parties may extend the Agreement for up to two (2) additional years from
June 30, 2021, contingent upon satisfactory delivery of services, available funding,
agreement of the parties, and approval of the Governor and Executive Council.

Provisions

Part 3, Exhibit O | CERTIFICATES AND ATTACHMENTS
Maodify Exhibit O, by adding Attachments:
B. Vendor quote additional handheld scanners and associated equipment

1. The Agreement is further amended by inserting Table 2 Contract History as follows:

Table 2 CONTRACT HISTORY 2019-033 Patient Identification Bracelets and Software System

CONTRACT AMENDMENT TYPE G&C END DATE CONTRACT
AND APPROVAL AMOUNT
AMENDMENT DATE
NUMBER =
2019-033 Original Contract April 8, 2020 June 30, 2021 $67,524
RFP-2019-NHH- Item #O8
03-PATIE-01
2019-033 Amendment A TBD June 30, 2023 $27.509
RFP-2019-NHH-
03-PATIE-01
CONTRACT TOTAL $95,033.00

(—
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
“ CONTRACT AMENDMENT #1
Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This modification shall
take effect upon the approval date from the Governor and the Executive Council. :

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above written.
DocuSignad by:
C o) T ones Date: 6/14/2021 J
€ €, CEO
Endur ID, Inc.

State of New Hampshire
DocuSigned by:

Hewlher M1, Ploguin _— 6/14/2021

Heather M. gaiiin, Chief Executive Officer
State of New Hampshire
Department of Health and Human Services

o .II,-__'—M—-‘-“
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. ‘ -

Approved by the Attorney General

DocuSignad by: b
C&«ﬁ' - 6/14/2021
Date: Lol

State of New Harripshire, Department of Justice
Catherine Pinos

Attorney
I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New FHampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title: N

Date:

(P
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. STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NEW HAMPSHIRE H OSPI TAL
Lori A. Shibinette 36 CLINTON STREET, CONCORD, NH 03301
Commissioner 603-271-5300  1-800-852-3345 Ext. 5300

Fax: 603-271-5395 TDD Access: 1-800-735-2964

Hesther M. Moquin , www.dhhs.nh.gov

Chief Executive Oficer

February 28, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital, to
enter into an agreement with Endur ID, Inc (Vendor # TBD), 8 Merrill Drive Unit 4, Hampton, NH
03842 to provide Patient ldentification Bracelets and a Software System in an amount not to
exceed $67,524, effective upon Governor and Executive Council approval through June 30,
2021. 70% General Funds, and 30% Other Funds (provider fees).

Funds are available in the following account for State Fiscal Years 2020 and 2021 with
authority to adjust budget line items within the price limitation and adjust encumbrances between
state fiscal years through the Budget Office, if needed and justified. d

05-95-94-09400-8410 HEALTH. AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, NHH-
FACILITY/PATIENT SUPPORT

State Total
Fiscal | Class/Account Class Title . Job Number | ,°
Amount
Year
2020 102-500731 _ | Contracts for Prog Sve | 94025500 $62,955
2021 102-500731 -Contracts for Prog Sve | 94025500 $4,569
" | Total $67,524

EXPLANATION

This purpose of this request is to provide materials and software to print reliable
identification wristbands for each patient at New Hampshire Hospital.

Approximately 1,250 individuals will be served on an annual basis once the system has
‘been implemented at New Hampshire Hospital.

“The Contractor will provide a patient identification system and associated software that
will include, but is not limited to: ,

« Patient identification (ID} wristbands that can be customized to specifications as
required by the Department. '
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

e Wristband production software and patient tracking solutions compatible with
NHH's current electronic heaith records software.

« Installation of new software and integration with the Department's existing system.

¢ Training for Department personne!.

This system will provide improved patient identification with durable, color-coded
wristbands that can be customized with patient information, including a photograph and
prescription information that meet requirements set by the Centers for Medicare and Medicaid
Services and the Joint Commission.

EnduriD, Inc. was selected for this project through a competitive bid process. A Request
for Proposals was posted on the Department of Health and Human Services website from
December 13, 2018 through March 6, 2019. The Department received two (2) proposals. The
Score Summary is attached.

Should the Governor and Executive Council not authorize this request, The Department
may not be able to obtain a patient identification system that meets requirements set by the
Centers for Medicare and Medicaid Services, and may risk losing accreditation from the Joint
Commission.

Area served: New: Hampshire Hospital
Source of Funds: 70% General Funds, and 30% Other Funds (Provider Fees).

In the event that-Other Funds become no longer available, additional General Funds will
not be requested to support this program.

Respectfully submitted,

Lori A. Shibinelte
Commissioner 7

The Department of Health and Human Services” Mission is to join comnunities and families
in providing oppertunities for citizens io achieve health and independence.

AN
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Office of Business Operations
Contracts & Procurement Unit
Summary Scoring Sheet

New Hampshire Department of Health and Human Services

Patient Identification Bracelets and

Reviewer Names

. Chad Boutin, Registered Nurse-NHH

Daniel Rinden, Business Administrator-

" NHH

Software System ) RFP-2019-NHH-03-PATIE )
RFP Name RFP Number
. ) Bidder Name t Maximum Actual
Pass/Fail | Points Points
1 - - A -
Medirex Systems, Inc. o 200 95
2.
Endur D, Inc. . _ 200 181

Dave Levesque, Business System

"~ Analyst

f

. Leslie Pond, Pharmacist-NHH

. Sean Hollingsworth, IT Manager
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY 1
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit )

-~
Denis Goulet
Commissioner

March 6, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services :
State of New Hampshire -

129 Pieasant Street .

Concord, NH 03301

=
P i I € T

Dear Commissioner Shibinette:

iln 1

This letter represents formal notification that the Department of information Technology (DolT)
has approved your agency's request to enter into a contract with Endur ID, Inc., as described below and

referenced as DolT No. 2019-033.

This is a request for approval to enter into a contract to provide patient identification
bracelets and a software system. This system will provide improved patient identification
with durable, color-coded wristbands that can be customized with patient information,
including & photograph and prescription information that meet requirements set by the
Centers for Medicare and Medicaid Services and the Joint Commission.

The amount of the contract is not to exceed $67,524 and shall become effective upon the
date of Governor and Executive Council approval through June 30, 2021.

b

A copy of this letter should accompany your Agency’s submission to Governor and Executive
Council for approval.

Sincerely, 4
Denis Goulet
DG/kaf/ck
DolT #2019-033

¢c: Bruce Smith, Manager, IT Lead

"Innovative Technologies Today for New Hampshire's Tomorrow™

DOIT Template 20200205 V!
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. FORM NUMBER P-37 (version &¥%/15%)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Counci) for epproval. Aby information that is private, coafideotinl or proprictary musi
be clearly identified 1o 1he ngency and agreed fo in writing prior to signing the contract.

) AGREEMENT
The State of New Hampahire and the Contractor bereby mutually agree as follows:

GENERAL PROVISIONS

1. IDENTIFICATION,

1.1 Siate Agency Name
NH Department of Health and Human Services

1.2 Stale Agency Address
129 Pleasan) Street
Coocord. NH 03301-.3857

1.3 Conirector Name

1.4 Coatracior Address

Endur ID. Loc. § Moerrill Drive, Unit 4
iy Hamptoo, NH 03842
1.5 Conimctor Phone 1.6 Account Nurmber 1.7 Completion Date 1.8 Price Limitation
Number . :
603-758-1488 05-95-94-102-50073 I-9400- June 30,2021 §67.524
8410
1.9 Contracting Officer for State Ageocy 1.10 Siate Agency Telephone Number
Nathan D. White, Director ) - 603-271-9631 :

[N Signature

1.12 Name and Title of Contractor Signatory

(QWbaT | aeose  CEO

rl 5
. lM_cMédgcmcm: State of MH ', County of

On 3/19/‘30

. before the undersigned officer. personally appeared the person identified to block 1,12, or satisfoctorily

proven 1o be the person Wbose name i9 signed in block 1.11, and scknowledged that s/he executed this document in U capacity

indicated in block 1.12.

1.13.1 Si ofNolnryPubh or!m:-o&m

. aLeH
- {Scal]

1.13.2 Name end Title of Notary orfustreeof e Pesee

Shéeron /"{omg/’ﬁe_

SHARON.-MONETTE

Notary Publlc New Hampshire

s Aorl 20, 2021

1.14 juuc Agency S:gnamn

l%d’[ //H’ ’]ﬂ—' Date: 7‘,}")")"

1.15 Naroe apd Title of State Agency Signatory

Haror  Mignin (T8

1:16 Approval by the N.H. Department of Administration, Division of Personael (if applicable)

By: Director, On:
1.17 Approval by ey General (Form. Substance and Execution) (Y applicable)
A S~ = Yijome

1.18 ~ Approviif by the Govemnor and Execulive Council (if applicadle)

By

On:

Page | of 4 -
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1. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, ncting
through the agency identified in block 1.1 {“State™), engages
contractor identified in block 1.3 (“Contractor™) to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more panticularly described in the attached
EXHIBIT A which is incorporeted herein by reference
{~Services™).

3. EFFECTIVE DATE/COMFLETION OF SERVICES.
1.1 Norwithstanding any provisioo of this Agreemeant 10 the
contrary, and subject to the approval of the Governor and
Executive Council of be State of New Hampshire, if
applicable, this Agreement. aod all obligations of the parties
hereunder, shall become effective on Lbe date the Governor
und Executive Council approve this Agreement s indicsted in
block 1.18, unless oo such approval is required. in which case
the Agreement shall become effective on the date the
Agreemen! i3 signed by the State Agency as shown in block
1.14 (“Effective Date").

3.2 [i the Contractor commences the Services prior (o the
Effcctive Dale, all Services performed by the Contractor prior
10 the Effective Date shall be performed a1 the sole risk of the
Contractor, and in the event that this Agreement does nol
become effective. the State shall have oo Liability to the .
Contractor. includiog withou! limitation, any obligatica 1o pay
the Coatrector for any costs incurred or Services perforoed,
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreemeni to the
contrary, all obligations of the State hereunder, inctuding,
withowt Limitation, the continuance of payments bereunder, are
contingent upon the oveilability and continued appropriation
of funds, and in oo evenl shall the State be liable for any
payments hereunder in excess of such available sppropriated
funds. Lo the event of & reduction or termination of
appropriated funds, the State shall have the right to withhold
peyment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Coatractor notice of such termination. The State
shall not be required to tmnsfer funds from any other sccount
1o the Account ideatified in block 1.6 in the event funds in that
Account are reduced or unavailable.

§. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT. -t

5.1 The contract price, method of payment, aod lerms of
paymeni are identifred and more panticularty described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contrect price shall be the
oaly and the complete reimbursement to the Contractor for all
expenses, of whateves nature incurred by the Contractor in the
performance hercof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall bave no lisbility 1o the Coatractor otber than the contract
price.

Page 2 of 4

5.3 The State reserves the right to offsel from any amounts
otherwise payeble 10 the Controclor under thiy Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law,

5.4 Notwithstanding any provision in this Agreement (o the
cootrary, and notwithstanding unexpected circumsiances, in
no cvent shall the 1ptal of all payments authorized, or actually
made bereunder, exceed the Price Limitation set forth in block
1.B.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. -

6.1 In connection with the performance of the Services, the
Contractor shall comply with all sioruies, laws, regulations.
end orders of federnd, state, county or municipal suthonities
which impose any obligation or duty upoa the Contractor,
ibchuding, bul not limited to, civil rights and cqua) opportunity
laws, This may include the requirement to utilize suxitiary
‘nids andg services (o enswre thal persons with communication
diznbilities, including vision, bearing and specch, can
communicate with, receive information from, and convey
information o the Contracior. In addition, the Contractor
shall comply with all applicsble copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate agintt employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexusl orientation, or batonal origin end will take
affirmative sction to prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United States, the Contrector shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity”). as supplemented by the
regulations of the United States Departmen) of Labor (4]
C.F.R. Past 60). and with sny nules, regulations and guidelines
as the Stnte of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permil the State or United States access to any of the
Coatractor’s books, records and accounts for the purpose of
escertaining compliance with afl rules, regulations and orders,
and the covenants, terms and conditions of this Agreemeny.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
persoane] pecessary 1o perform the Services. The Coatractor
warrants that all personpel engaged in the Services shali be

" qualified 10 perform the Services, and shall be property

licensed and otherwise suthonized to do so under all applicable
laws.

7.2 Unless otherwise authorized in wriling. during the erm of
this Agreement, and for & period of six {6} months after the
Completion Date in block 1.7, the Contractor shsll not hire,
and shall not permit pay subcontractor or other person, firm or
corparetion with whom it is engaged in a combined effort 1o
perform the Services to hire, any person who is s State
employee or afEcial, who is maiérially involved in the
procurement, sdministration or performance of this

Contractor Initials }
Date 0
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Agreement. This provisioo shall sirvive 1ermination of this

Agreement.

7.3 The Contrecting Officer specified in block 1.9, or his or
ber successor, shall be the Stale's representative. Lo the event
of any dispute concerning the interpretation of thiy Agrecment,
tbe Contrecting Officer’s decision shal) be final for the State.

§. EVENT OF DEFAULT/REMEDIES.

8.1 Any ont or more of the following acts or omissions of the
Coatractor shall constitute an evenl of default hercunder
{"Event of Defauli™):

8.1.1 faiture (o perform the Services satisfactorily or an
schedule;

B.1.2 faiture 10 subniit any report required bereunder; and/or
8.1.3 failure to perform any other covenant, lerm or condition
of thiy Agreement.

8.2 Upoa the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following ectioas:
8.2.1 give the Contractor a wrilten notice specifying the Event
of Defaull and requiring it 10 be remedied within, in the
absence of & greater or lesser specification of time, thirty (30)
dzys from tbe date of the potice: and if the Event of Default is
not Gmely remedied, 1erminate this Agreement, effective rwvo
(2) doys afier giving the Contracior sotice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Defsull and suspending all paymen:s to be made under this
Agreement sod ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such potice until such.time gs the State
determines that the Contractor has cured the Event of Defsult
shal} never be paid to (be Contractor: A

£.2.1 set off against any other obligstions the State may owe to
the Contreclor any damages the State suffers by reasoa of any
Event of Defaulr; and/or

8.2.4 wreat the Agreement as breached and pursue any of its
rermmedies ot law or wn equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/ .
PRESERVATION. .
9.1 As used in thiy Agreement, the word “data™ shall mean sl
information and things developed or obiained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but oot limited to, all studies, reports.
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, anatyses,
graphic representations, computer programs, compuler
printouts. notes, letters, memornnds, papers, end documents,
nll whetber finished or unfinished.

9.2 All datn end any property which hag been received from
the State or purchased with funds provided for tha purpose
under this Agreement, shall be the property of the State, and
shall be returned 1o the State upon demaed or upon
termination of this Agreement for any reason.

9.3 Confidentiatity of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior writen approval of the State,

Page 3 of 4

10. TERMINATION. In the event of en carly termination of
this Agreement for apy reason other than the completion of the
Seyvices, tbe Contractor shall deliver to the Contracting
Officer. not later than (ifieen (15) days after the date of
termination, a repert (“Termination Repont™) describing in
detail all Services performed, and the contract price camed, to
and including the date of termination. The form, subject
matter, content, and pumber of copies of the Termination
Reporn shall be identical to Lhose of eny Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In
the performaoce of this Agreement the Contractor i in all
respects an independent contractor, and is neither a0 agen) nor
an employee of 1he Siate. Neither the Contractor nor eay of its
officers, cmployees, egeats or members shall have suthoriry 1o
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign. or otherwise transfer any
inieresi in this Agreement without the prior writien potice and
cousent of the State, None of the Services shall be
subcontracted by the Cootractor without the prior'written
oolice and consent of the State.

13, INDEMNTFICATION. The Contrecior shall defend.
indemnify and bold harmless the Sizic, its officers and
employees, from end agninst any and 8!t losses suffered by the
State, its officers and employees, end 2oy and all claims,
liabilitics or penalties asserted against the State, its officers
and employees. by or oo behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Controctor. Notwithstanding 1be foregoing, nothing berein
contained shall be deemed to constitute o waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covennnt in parsgraph 13 shail
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor thall, 2t its sole expense, obtain and
maintain in force, and shall require 2ny subcontractor or
assignee (9 obisin and mainiain in force, the following
insurance: .

14.1.1 comprebensive general lisbility insurance against all
claims of bodily injury, death or property damage, in amounts
of pot dess than $1,000,000per occurrence and $2,000.000
aggregate ; and

14.1.2 'special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in ap amount not
less than 0% of the whale replacement vatue of the property.
14.2 The policies described in subparngraph 14.] herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Deparument of
Insurance, and issued by insurers licemsed in the State of New
Hampshire.

Contractor Inifials /
Date o
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14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or ber successor, 8 certificate(s)
of insurance for all inszrance required under this Agreement.
Contrector shail also furnish to the Cootrecting Officer
identified in block 1.9, or his or ker successor, centificateé(s) of
insurance for all reocwal(s) of insurapce required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be sttached and are
incorporeted herein by referencé. Eech centificate(s) of
iosurance shal] coatain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or ber successor, o less than thirty (30) days prior writien
patice of cancellation or modilication of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contracior egrees,
certifics and warrants (hat the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapler 281-A
(“Workers' Compensation™).

15.7 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontracior of assignee (o secure
and maintain, payment of Workers® Compensation in
connection with activities which the person proposes 1o
undenake pursuznt to this Agreement. Contractor shall
furnish the Contrecting Officer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manoer described in N.H. RSA chapter 281-A and any
epplicable rencwal(s) thereof, which shall be attached and are
incorporated berein by reference. The State shali not be
responsible (or paymeot of 20y Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcoatracior or employee of Contractor, which might
arise under applicable State of New Hampshire Warkery'
Compensation laws in connection with the performance of the
Services under this Agreemeat.

16. WAIVER OF BREACH. No [aiture by the State to
enforce any provisions bereof after eny Event of Default shali
be deemed & waiver of its rights with regard to that Event of
Defoult, or any subsequent Event of Default No express
faiture to enforee oy Event of Defoult shall be decmed a
~ waiver of the right of the State to eaforce cach and all of the
provisions bereof upon any furtber or other Event of Defmult
on the part of the Contractor.

17. NOTICE. Any nolice by a party bereto (o the otber party
shall be deemed to have been duly delivered or given at the
time of mailing by centified mnil, posiage prepaid, in s United
States Post Office addressed 1o the parties &l the nddresses
given in blocks 1.2 and 1.4, berein

18. AMENDMENT. This Agreemen! may be amended,
wrived or discharged onty by an instrumen! in writing signed
by the pasties hereto and only afler approval of such
ameandment, waiver or discharge by the Governor and
Executive Council of the Siate of New Hampshire unless no

such epproval is required under the circwnstances pursuant (o
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreemen! shall be construed in accordance with the
laws of the State of New Hampshire, end is binding upon and
inures 10 the bepefit of the partics and their respective
successars and assigns, The wording used in this Agreement
is the wording chosen by the partics to express their mutual
intent, and no nale of construction shall be applicd sgninst or
in {avor of eny party.

10. THIRD PARTIES. The parties bereto do ol intend to
benefit any third partics and this Agreement shall not be
construed to confer any such benefit.

11. HEADINGS. Tbe headings throughou!t the Agreement
are for reference purposes only, and the words contained
therein shal] in oo way be beld 1o explain, modify, amplify or
aid in the interpretation, construction or rmeaaing of the
provisions of this Agreement.

21. SPECIAL PROVISIONS. Additional provisions set
forth in the aiached EXHIBIT C are incorporated berein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are beld by a cournt of competen! jumdzcuon to
be contrary to any ststc or federal law, the remmining
plﬂtgm:omoflhs@tcmmlmllummhﬂ l'omcn.nd
effec

24. ENTIRE AGREEMENT, This Agreement, which may
be exécuted in & mumber of counterparts, each of which shall
be deerned &0 original, constitutes the ealire Agreement and
understanding between the parties, snd supersedes ali prior
Agreements and understandings relating hereto.
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TERMS AND DEFINI'I'IONS

The following general contracting terms and definitions apply except as specifically noted elsewhere
in this document.

Acceptaoce ' Notice from the State that a Deliverable has satisfied Acceptance Test or
Review.

Acceptance Letter An Acceptance Leiter provides notice from the State that 8 Deliverable
hns satisfied Acceptance Tests or Review.

Acceptaoce Perlod The timeframe during which the Acceptance Test is performed

Acceptance Test Plan The Acceptance Test Plao provided by thé Vendor and agreed to by the

State that describes al o finimum, the specific Acceptance process,
criteria, nnd Schedule for Deliverables.

Accepianceé Test and Review | Tests performed to determine thal oo Defects exist, in the application

Software-or the System

Access Control Supports the managemem of permissions for logging onto @ computer or
network

| Agreement A contrect duly executed nnd legally binding. -
Appendu " Supplementary material that is collecled and appended at the back of a
) document

Aundit Trall Capture and Supports the identification and monitoring of activities within an

Analysls application or system

Authortzed Persons The Contractor’s employees, coniragtors, subcoatraciors or other ageals

who need to access the State’s personul dala to enable the Coatractor 1o
perform the services required.

Cerilfication The Vendor's written declaration with full supporting and writien
Documentation including without limitation test results as applicable)
that the Vendor has campleted development of the Deliverable and
certified its rendiness for applicable Acceptance Testiag or Review.

Change Order - Formal documentation prepared for a proposed change in the
) Specificalions.
Completion Date "End date for the Coptrect
Confldential Informaticn Information required to be kept Confidential from unauthorized
disclosure under ilre Contract
Contract This Agreement beriveen the State of New Hampshire and a Vendor,
: which creates binding obligations for each party lo perform as sp!ctﬁ
. in the Coatract Documenis.
Contract Agreement Part 1, 2, and 3. The documentation consisting of both the General

- Prowsmns and the Exhibits which represents the unde‘rstandmg and
acceplance of the reciprocal legal rights and duties ol' the parties with
respect to the Scope of Work

Countract Conclusion Refers to the conclusion of the Coniract, for any reason, including but not
’ limited to0, the successful Contract completion, tennination for
convenience, or fermination for defaull.
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STATE OF NEW HAMPSHIRE
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: SAAS CONTRACT 2015-033
PART 2. INFORMATION TECHNOLOGY PROVISIONS /

Contract Documents

Documents (hm comprise this Contract {See Contract Agreement, Seclion
1.1)

Coalract Managers

The persons idectified by the Smle end the Vepdor who shall be
responsible for all contractual authorization and edministration of the
Contract. These respoasibilities shall include but not be limited to
processing Contmect Documeatntion, . obiaining execitive approvnls,
tracking costs tnd payments, and representing Lhe parties i all Contract
sdministralive activities. (See Section 4: Contract Managemnent)

Contract Price

The total, nol to exceed amount to be paid by the State 10 Lhe Contractor
for product nnd services described in the Contract Agreement. This

| amount ig listed in the General Provisions Section 1.8 (P-37).

Conirnclor

The Vendor and its employees, subcontractors, agents and affiliates who
are providing the services agreed to under the contract.

Cozntincted Veodor/Vendor

The Vendor whose proposal or quote was awarded the Contract with the
Siate and who is responsible for the Services and Delwembls of the
Coatraet.

Couversion Test

A test to ensure that a Data conversion process correctly takes Dala from
a legacy system and successfully converts it to p form (hat can be used by
the new System.

Cure Perlod The thirty (30) day period followmg wrilten ootification of a defauk
within witich a contracted vendor musi cure the default identified.
Custom Code Code developed by the Vendor specifically for this project for the State
of New Hampshire
Custom Software Software developed by the Vendor specificaily for this Project for the
: State'of New Hampshire
Data Slate's records, fites, forms, Data and other documents or informntion, in

either electronic or paper form, that will be used /converted by the Vendor
during the Contract Term

Data Breach

The unauthorized access by a aoa-authorized person/s that results in the
use, disclosure or theft of the State's unencrypted noa-public data,

DBA

Database Administrator

Deflciencies/Defects

A failure, deficiency or defect in & Deliversble resulung in a Deliverable,
the Software, or the System, not cooforming to its Specifications.

Class A Deficlency — Sofhrare - Critical, does not nllow System to
opernte, no work oround, demsnds immediate sction; Friren
Docnmetation - missing significant portions of information or
unintelligible to State; Mon Software - Services were inadequate and
require re-performance of the Service. [

Class B DeNclency — Sofhvare - important, does not stop operation and/ar
there is a work around and user can perform lasks; Written Documentation

2019033 IT Provisions 3 Jart 2
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STATE OF NEW HAMPSHIRE
i ‘DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
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PART 2 - INFORMATION TECENOLOGY PROVISIONS

document uniatelligible; Non Sofhvare - Services were deficient, require
reworking, but do not require re-performance of the Service.

Class C Deflclency — Sofbvare - minimal, cosmelic in nature, minimal
effect on System, low priority and/or user can use System; Wrirren
Documentation - minimal changcs requr.red and of mipor editing orture;
Non Sofhvare - Services require only minor reworkmg and do not require
re-performance of the Service,

Deliverable

A Deliverable is any Writlen, Softwnrs, or Noo-Software Delivémble
(letter, report, manual, book, other), provided by the Vendor to the State
or under the terms of 8 Contract requirement.

Department of Information
Techoology (DolT)

The Department of Information Technology established under RSA 21-R
by the Legisisture effective September 5, 2008,

Documentation

All information thot describes the mslallntlon, operanou. and use of the
Software, either in printed or electronic format,

Digita! Sigoature

Certification that guarnntees the unaliered state of a file, also known ns
“code signing ™

EfTective Date

The Contrgct pnd all obligations of the panties hereunder shall become
LelTective on the date the- Governor and the Executive Council of the State

"} 'of New Hampsbire approves the Contraci .

Encryption -

Supports the transformation of data for security purposes

Eobancemenis

Updates, additions, modxﬁcauops to, and new releases for the Software,
end all changes to the Documentatien as n resuli of Enhancements,
inctuding, but oot limited to, Enhancements produced by Cbange Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides o price that is not sub_jeci to
increase, i.¢., adjustment on the basis of the Vendor's cost experience m
performing the Contract

Fully Loaded

Rates ore inclusive of sll allowable expenses, including, bul nol limited
to: meals, hotelhousing, sirfare, car rentals, car mileage, dnd outl of
pocket expenses

Governor and Executive
Coupcl

" The New Rampshire Governor and Executive Council.

Ideullﬂcnllqu aod
Authentlcatlon

Supports obiaining information about those pnmes ‘atlempting to log on
to o systemn or application for security purposes and the validation of
those users

Impleatentation

The process for making Ibe System fully operauonal for processing the
Data.

Impiementatiou Plan

Sets forth the wrensition [rom development of the Sysiem to full
operstion, and includes without limitation, training; business nnd
technical procedures.

Information Technology (IT)

Refers to the tools and processes used for the gathering, storing,

2019-033 IT Provisions 4 Part 2
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including, but not limited to, Data processing, compuling, information
systems, telecommunications, and various audio and video technologies.

Ioput Validation

Enstire that the values entered by users or provided by other applications
meets the size, type and format expected. Protecting the application from
cross site scripting, SQL injection, buffer overflow, ete.

Iotrusion Detection

Supponts the detection of illegal entrance into 8 computer.system

Involdog Porty

In a dispute, the party believing iiself aggrieved.

Key Project Staff

Personnel identified by the State und by the Coatractor es essentia} to
work on the Project, .

Licensee

The State of New Hampshire

Noo Exclosive Contract

A cootract execuled by the State that does not restrict the Swie from
seeking altemative sources for the Detiverables or Services provided
under the Coatract. .

Nop-Poblic [nformation

Data, other than persopal data, that is not subject to distribution to the
public as public information. Tt is deemed to be sensitive and
confideatial by the State because it contains information that is exempt
by statute, ordinance or administrative rute from access by the general
public as public information.

Non-Software Derei‘nblrs

Delivernbles 1hal are aot Software Deliverables or Written Delivernbles,
.8, meetings, help support, services, other

Noimal Busloess Hours

Normal Business Hours — B:00 b.m. to 5:00 p.m. EST, Monday through
Friday exciuding State of New Hampshire bolidays. State holidays are:
New Year's Day, Martin Luther King Day, President's Day, Memorial
Day, July 4%, Lebor Day, Veternns Day, Thanksgiving Day, the day ofler
Thanksgiving Day, and Christmas Day. Specific dates will be provided

Notice to Proceed (NTP)

The State Contmct Manager's writiea direction {o the Veador 1o begin
work on the Coatract on 8 given date and time

Open Data Formats -

A dots formnt based on an underlying Open Standard.

Open Source Sofhware

Software tbat guarantees the user unrestricted use of the Software as
defined in RSA 21-R:10 and RSA 21-R:11.

Open Standards

Specifications for the eocoding and trunsfer of computer date that is
defined in RSA 21-R:10 and RSA 21-R:13.

Operating System

System is fully functional, all Data has been loaded into the System, i is
avaitable for use by the State in its doily operations.

Operational

The Sysiem is operating and fully functionn!, all Data bas been loaded;
the System is available for use by the State in-its daily opcrnuons, and
the State has issued nn Acceptance Letier.

Ouvder of Precedence

The order in which Contract/Documents control in the eveat of a conflict
or ambiguily. A term or condition in a document conirols over a
coaflicting or ambiguous term or condition in & document that is lower
in the Order of Precedence

Personal Data

Data that includes information relating 10 a person tbat ideatifies the
person by name and has &y of the following personally identifiable
information (PL[): government-issued identification numbers {e.g.,

2019-033 IT Provisio Part 2
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Social Security, driver‘s license, passport); financial account
information, including account number, credit or debit card numbers; or
protected healih information (PHI) relating to a person.

} Project . The plonned undertaking regarding the entire subject matter of an RFP
: and Cootraci and the activities of the parties related bereto. -
Project Team ~| The group of Stale employees and coniracted Veodor's personnel

responsible for managing the processes and mechanisms required such
that the Services are procured in eccordance with the Work Plao on tire,
on budget md to the required specifications nnd quslity

Project Maoagement Plan A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project,
Project Managers The persons identified who shall funclion as the State’s and the Veador's

representative with regard to Review and Acceptance of Contract
Deliversbles, iavoice sign off, and review and epproval of Change
Requests-(CR) utilizing the Chanpe Cortrol Procedures (CCP)

Project Staff State personnel nssigned to work with the Vendor oa the Project
Proposal The submission from a Vendor in response to the Requesi for a Proposal
; i or Siatement of Work .
b Protected Heallh Individually identifisble Leahh information transmitted by
Information (PHI) electronic media, maintained in electronic medis, or transmitted or

mainfained in aoy other. fomt or medium. PHI excludes education
records covered by the Family Educational Rights and Privacy Act

. (FERPA), a5 amended, 20 U.S.C. 1232g, records described 1 20
us.C. l2323(n)(4)(B)(iv) and employment records held by a
covered ¢atity in its role as employer. )

Regresslon Test Plan .1 A plan integrated into the Work Plan used to ascenain whether fixes 1o
) Defects have caused errors elsewhere in the application/process.

Review _ . 1 The process of rcwewmg Deliverables for Acceptance

Review Perfod The period set for review of a Deliverable. If none is specified then the

Review Periad is five (5) business days.

RFP {Request for Proposal) A Request For Proposal solicits Proposals to satisfy Stete functionnl
requiremenis by supplying data processing product and/or Service
resources according 1o specific terms and conditions

Role/Privilege Management Supporty the granting of abililies to users or groups of users of a
: campuler, apphcatlon ot network

Scbedule The dates described in the Work Plan for deadlines for perform:mce of
Services and other Project events and activities under the Contract
Security Incident The potentially unnutherized nccess by non-authorized persons 1o

personal datn or aon-public dala the Contraclor believes could
reasonably result in the use, disclosure or theft of & Siate's
unencrypied personal data or non-public data within the possession
orcootro! of the Contractor. A security incident may or may not turmn

into o data breach,

/2019-033 IT Provisions 4 Part 2, Page 7 of 33
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Service Level Agreement
(SLA)

A sigried agreement between both the State and the Contractor that is
subject to the terms nod conditions in this document that unless
olherwise agreed to includes (1) the technical service tevel performance
promises, (i.e. meirics for performance and intervals for measyre), (2)
description of service quality, (3) identification of roles and
responsibilities, (4) security responsibilities and notice requirements,
(5) how disputes are discovered nnd addressed, and (6) any remedies for
performance failures. TN

Service

The work or labor to be performed by the Vendor on the Project os
described in the Contract.

the Contractor

The veador and its employees, subcontractors, agents and affilistes who
are providing the services agreed to under the contract,

Software

All custom Software and COTS Software provided by the Vendor under
the Contrnct :

Software-as-a-Service (SaaS)

The capability provided 1o the State to use the Contractor’s applications
running on o cloud infrastruciure. The applicetions are accessible from
various client devices through o thin-client interface such as 8 Web
browser (e.g., Web-based emunil} or a progmm inlerface. The State does
not mannge or contro} the underlying cloud infrastructure including
oetwork, servers, opersling systems, storage or evea individual

" npplicetion capabilities, with the possible exception of limited user-

sperific application configuration settings.

Software Deliverables

Softwire and Enhancemenis

Software License

Licenses provided to the State under this Contract

Solution

The Solwion consists of the total Solution, which includes, without
limitation, Software and Services, sddressing the requirements and terma
of the Contract Specifications. The off-the-shell Software and
coafigured Software customized for the State provided by the Vendor in
response (o this RFP. ) '

Specificattons

. The wrilten provisions that set forth the réquirements which include,

without fimitation, this RFP, the Proposal, the Contract, any performance
standards, Documentetion, applicable State and fedem! policies, lows and
regulations, State technical standards, subsequent . State-approved
Deliverabies, and other Specifications and requirements described in the
Contract Documents. The Specifications are, by this refereace, made o
part of the Contract 8s though completely set forth herein.

| State-

STATE is defined ss:

State of New Hampshire

Department of Health and Humao Services

129 Pleasant 51,

Concord, NH 03201

Reference (o the termn “State” shall include cpplicable agencies

Statement of Work (SOW)

A Siztement of Work clearly defines the basic requiremeats and
objectives of a Project. The Statement of Work also defines o high level

2019033 IT Provisions
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view of the erchitecture, performance and design requiremeants, the roles
and responsibilities of the Srate snd’ the Vendor. The Contract
Agreement SOW defines the results that the Vendor remains responsible
and accountable for achieving.

State's Confldential Records

Suwate's information regardless of ily form hat is oot subject 1o public
disclosure under applicable state and federal laws and regulations,
including but oot limited 10 RSA, Chapter 9] -A

State Data

For SaaS applications means all data created or in any way originating
with the State, and all dain that is the output of computer processing of
or olher electronic manipulation of any data that was crested by or in any
way originated with the State, whether such data or outpu! is stored on
the State’s Bardware, the Contractor's hardware or exists in any system
owned, maintained or otherwxsc controlled by the Siate or by the
Conlractor.

Siate Fiscal Year (SFY)

. The New Hampshire State F;sca.l Year extends from July 1" through June
30% of the following calendar year

State Identified Contact

The person or persons designated in wriling by the Slate to receive
security incident or breach oolification.

State's Pro]cct Manager

(®M)

State’s representative with repard 1o Project managemeat and téchnical
matters. Agency Project Managers are responsible for review and
Acceplance of specific Contmct Deliverables, invoice sign off, and
Review and approval of n Change Proposal (CP).

Subconfractor

A person, partnership, or company not in the employment of, or owned
by, the Vendor, which is performing Services under this Contract under
 seporate Contract with or on behalf of the Vendor

System All Software, specified hardware, and interfaces and extensions,
: integmted and fusctioning together in eccordance with the
’ Specifications. \ i

TBD . . To Be Determined =

Technlen! Authortzation

Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies technical requirements. It must be: (1) consistent with
Statement of Work within stotemeant of Services; (2) aot constitute 8 pew
assignment; and {3) not change Lhe tenns, documents of specifications of
the Contracl Agreement

Test Plap A plan, integrated in the Work Plan, to verify the code
(oew or changed) works to fulfill the requirements of the Project. It may
. consist of a timelibe, p series of tests and test data, test scripts and repors
for the test results as well as o tracking mechanisoL
Term Period of the Contract from the Effective Date through termination.

Travsition Services

Services and support provided when Contractor is supporung System
changes.

UAT - -

User Accepiance Test

Date:
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Unit Test

Developers create their own test data and test scenarios to verlfy the code
they have created or changed functions properly os defined.

{ ' User Acceptance Testing

Tests done by knowledgeable business users who are familiar with the
scope of the Project.-They create/develop test cases to confinn the
System was developed according to specific user requirements. The test
cases end scripts/scenarios sbould be mapped to business requirements
outlined in the user requirements documents.

User Management

[ ~

Supports ‘the adininistration of computer, applicalion and nelwork

accounts within an organization

Vendor/ Contracted Veador

The Vendor whose proposal or quote was awarded.the Contract with lhe
State and who is respounsible for the Semces and Detiverables of the
Contract.

Verificnlion

Supports the confirmation of nulhonty to eoter - cornputer systent,

-application or network

Wialk Through

A slep-'by-stcp review of o Specification, usability features or dcsign
before il is handed ofT to the technical tean for development

Work Hours

Vendor persoane! shall work normal business hours between 8:00 am
and 5:00 pm, eight (8) hour days, forty (40) hour weeks, excluding State
of New Hampshire holidays. Changes to this schedule may be made
upon agreement with the State Project Manager.

Work Plan

The overail plan of activities for the Project created in accordance with
the Coniract. The plan and delineation of tasks, activities and-events to
be performed and. Deliverables 1o be produced under the Project as

specified in Appendix C. The Work Plan shall include a detailed

description of the Schedule, las!\slactivuies, Delivernbles, critical events,
task depeadencies, and the resources that would lead and/or pamcupale
ot each task. .

1 Written Deliverables

_Non-Sofhware written dclwemble Documentation (Ieuer, report, manual,
“book, other) provided by the Vendor ellhcr in paper or electronic format.

Date:

2019-033 TT Provisioas —fan 2 -
Contractor ii't.ialf:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-032
PA.RT 2 - INFORMATION TECHNOLOGY PROVISIONS

P
INTRODUCTION

This Contract is by and behween the State of New Hampsmre, acling through New Hampshue Department
of Health apd Human Services (“State” or “‘Department™), and- Endur ID, Imc., a New Hampshire
Corporation, (*Contractor”), baving its principal place of busioess al 8 Merrill Drive, Unit 4 Hompton, NH
03842,

The Contractor shall provide a patient identification system, which must include, but is not limited to:
I. Vepdor part number SM-1-LA patient identification (ID) wrisibands that can be customized to

’ spccnﬁcauons as required by the Department.

2. I'DND( wristband production software that is compatible with the Depanmr.nl s current .
NetsmarUAvatar system, including on site iostaltation of [DMX wrisiband production software at

New Hampshire Hospital,
3. Treining for each staff member on use of the system.
4. Endur ID Secur Trac sofhvare.

5. Installation of the IDMX prodncnon software and ENDU'R ID Secur Trac software at New
{ Hampshire bospital, as directed by the Department.

6. No less than twelve (12) Ponnble Ruggedized mobite computers, bereinafter to be colled
“handheld scanning devices”, which must bave the ability to communicate with Enduir ID Secur
Trac software, and exchange and uptosd data

RECITALS
Whereas the Department desires to have the Contracior provide patient identification bracelels and a
soflware systcm and associated services for the Department;

Whereas the Cootractor wishes to prov:dc patient identifi cnuon bracelcts and a sofftware systeny,
The parties therefore agree as follows:
‘1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS ]
This Contract Agreement (2019-033) is comprised of the following documents:

. Part | - Form P-37 Genera! Provision
B Pan 2 - Information Technology Prowsxons
C. Pan 3 - Exhibits
i Exhibit A- Coatract Deliverables '
Exhibit B- Price aod Paymeot Schedule

2019-033 IT Provisions —
" Contractor Initials:
Date: -
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; STATE OF NEW HAMPSHIRE
. DEPARTMENT OF HEALTH AND HUMAN SERVICES 2
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
, "SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Exhibit C- Special Provisions
Eshibit D- Administrative Services
Exhibit E- Implementation Services
Exhibit P- Testing Services
Exhibil G- Maintenance and Support Services .
Exhibit H- Requirements s
Exhibit I- Worlk Plan
Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by refecence. - -
. Exhibit O- Ceftificites and Atiachments, DHHS Standard Exhibis C-K

~ 1.2 ORDER OF PRECEDENCE
In the event of conflict or ambiguity among any of the text of the Continct Documents, the
foliowing Order of Precedence shall govern:
' a. -Swate of New Hampshire, Depanment of Health and Human Services Contract
“ Agreement 20)9-033, including Parts 1,2, ond 3. . .
: b. State of New Hampshire, Department of Health and Human Services, RFP-2019-NHH-
" 03-PATIE. - :
¢ Vendor Proposal Response to RFP-2019-NHH-03-PATLE dated March 6, 2015

2. CONTRACT TERM ) ‘ .

o . The Contract and all obligations of -the parties hercunder shall become éffective after full
exccution by the parties, and the receipt of rcquired governmental approvals, including, bul nidt
limited to, Govemor and Executive Council of the State of New Hampshire approval (“Effective
Date"). ’ ’ .

The Contract shall begin on the Effective Date and extend through June 30, 2021

The Contracior shall commence work upon issusnce of o Notice to Proceed by the Depannment.

3.  COMPENSATION

3.1 . CONTRACTPRICE .

The Contract Price, Part 1, P-37, Block 1.8 Price Limitation, method of payment, and terms of
-payment are identified and more particularly described in section 5 of P-37 Agreement and Pant 3
Controct Exhibit B: Price and Paymen! Schedule. .

32 .NON-EXCLUSIVE CONTRACT

2019-033 IT Provisions /|Bprt 2 Page 12 0 33
- Contractor Initigls:__. : 4
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

I’ART.Z . INFORMATION TECHENOLOGY PROVISIONS

i :
31 . NON.EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services or
Deliverables identifizd under this procurement or make an award by item, part or portion of en item,
group of items, or total Proposal. the Contractor shail not be responsible for any delay, act, or
omission of such other vendors, except thal the Contractor shall be respongsible for any delay, act, or
omission of the other vendors if such delay, act, or amission is caused by or due to, the foult of the

Contractor.

4. CONTRACT MANAGEMENT ' . I
Tbe Project will require the coordinated efforts of & Projeci Team consisting of both the
Contractor and State persodnel. The Conlractor shall provide all necessary resources to.perform
its obligations under ihe Contract. The Contractor sball be responsible for managing the Project
to its successful completion. . '

4.1 THE CONTRAC’]'OR'S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
suthorization and administration. The Contractor’s Contract Manager js:

Al Larose
CEO
Endur ID

8 Merrill [ndustrial Drive, Unit 4
Hampton, NH 03842 {
603-758-1438 x111 ' |
elarose@endurid.com

42  THE CONTRACTOR'S PROJECT MANAGER

4.2.1

422

Contract Project Mavager .

The Coatractor shall assign a Project Manager who nieeis the requirements of the
Contract. The Contraclor's selection of the Contracted Vendor Project Manager
shall be subject 1o the prior written approvel of the State. The State’s approval
process may include, without Limitation, st the State's discretion, review of the -
proposed Conlrnctor's Project Manager's resurne, qualifications, references, and
background checks; and an interview. The State may require removal or
reassignment of the Conlracior's Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State’s satisfaction.

_The Contractor’s Project Manager wust be qualified to perfonn the obligalion.;,

required of the position under the Contract, shall have full autbority to make
binding decisions under .the Contrect, and shall function as the Contrector's
representative for all administrative and-mapagement matiers. The Contractor's

2019-033 IT Provisions -4 Part 2 Page 13 of 33
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STATE OF NEW BAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES :
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

_SAAS CONTRACT 2019-033

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

4.24

4.1.5

Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit I, Section 2. The Contractor’s Project
Manager must be available to prompUy respond during Normal Business Hours
within two (2) hours lo inquiries from the Siate, and be ol the site as needed. The
Coulractor's Project Manager must work diligentty and use his/ ber best efforts on
e Project.

The Contractor shall not change its assignment of. the Cooimctor’s Project
Manager without providing the State written justification and obiaining the prior
written approval of the Staie. State approvals for replacemeant of the Coniractor's
" Project Mannger shall sot be unreasonably withheld, The replacemeat Project
Mannger shall bave comparable or greater skills thaa of the Contractor's Project
Manager being replaced; meet the requirements of the Contract; and be subject to .
reference and background checks described above in Geaeral Provisions, Section
4.2.1: Contract Profect Manager, and in Couotract Agreemént Genernl Provisions,
-Section 4.6: Reference and Background Checks, below. The Controctor shall
assign a replacement of the Contractor's Project Manager within ten (10) business
days of the departure of the prior Contrector's Project Manager, end the Contractor *
shall continue during the teo (10) business day period to provide competeat Project
management Services through the assignment of a qualified interim Project
Menager. '

Notwithslanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and pursue ils remedies at Inwv and in equity, if the Contractor fails o assigo & the
Contractor Project Manager meeting the requirements and terms of the Contract.

CONTRACTOR Project Manager is:
Jose Muaoz - i
IT Project Manager
Endur ID
g Memill Industria) Drive, Unil 4
Hampton, NH 03842
603-758-1488 x113
jmunoz{@endurid.com

4.3 CONTRACTOR KEY-PROJECT STAFF

4.3.1

Date:

The Contractor shall assign Key Project Stalf who meel the requirements of the
Conlract, and con implement the Software Solution meéeling the requirements sel
forth in RFP-2019-NHH-03-PATIE. The Stste may conduct reference and
background checks on the Contractor’s Key Project Staff. The State reserves the
right to require removal or reassigament of the Contractor's Key Project Staff who

2019-033 IT Provisions /il 2~ Page 14 0f 33
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432

433

are found unaccepisble (o the State. Any background chéds shall be performed in
accordance with General Provisions Section 4.6: Background Checks. !

The Contrsclor shall not change smy of the Contrnctor's Key Project Swff
commitments without providing the State writteo justification and obtaining the prior
written approval of the State. State approvals for reptacement of the Contractor’s
Key Project Staff will ot be unreasonably withheld. The replacement of the
Contractor's Key Project Staff shall have comparable or greater skills than of the
Contrnctor's Key Project Swff being reptaced; mect the requirements of the
Contract, including but not Jimited to the requirements set forth in RFP Appeadix C:
System Requirements and Deliverables and be subject to refereace and background
checks described in Contract Agreement- Geaeral Provisions, Section 4.6: Reference
and Background Checks,

Notwithstanding aoy other provision of the Contract to the cootrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails 10 assign Key PI'DJCC(
Staff meeting the requirements and terms of the Contract or if'it is dissatisfied with

the Contractor's replacement Project stafT.

4.3.3.1 The Contracior Key Project Siaff shall consist of the fol]owmg
individuals i the roles identified b-elow

The Contractor’s Key Project Staff:

]

Key Title
Member(s)
Joe Tinson Project Maonger
. Jeff'Bagley Regional Sales Manager

4.4 'STATE CONTRACT MANAGER

. The State sball assign s Contract Maoager who shall function 8s the State’s representauve with
regard to Contract edministration. The State Contract Manager is:
i

Dan Rinden L
Business Administrator 111 ' ’

36 Clinton Street

Concord, NH 03301

603-271-5512

603-271-5969

Daniet. Rinden@dhlis.nh.gov .

" .2019-033 IT Provisions —fPprt 2- Page 15 of 33
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECHNOLOGY PROVISlONS

4.5 STATE PROJECT MANAGER
The Swate shall assign a Project Manager. Tbe Stale Project Manager's dulies shall include the
following:
o. Lesding the Projecs;

Eagaging and managing el Contractors;

'Monaging significant issues and risks.
" Reviewing and accepling Conu"acl Deliverables;

Invoice sign-ofTs;

Review and approval of ¢change proposals; and

Managing stakeholders® concerns.

mmsan g

The State Project Manager is:

Sean Hollingsworth
DOIT 1T Lead NHH
36 Clinton Street
Concord, NH 03301 .
603-271-5752
- Sean.P.Hollingswornth@doit.ch. gov

4.6 REFERENCE AND BACKGROUND CHECKS .

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, (o fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise coavicted of any felooy or
misdemeanor offense fof which incarceration for up to 1 year is an asuthorized peoalty. The
Contrsctor shall promote and maintain en awareness of the imporiance of securing the State’s
information among the Contractor’s employees and agents.

The State may, at its sole expense, conduct reference and background screening of the Contracted,
Vendor Project Manager and the Contractor Key Project Siafl, The State shall maintein the
confidentiatity of background screening resulls in sccordance wilh the Coetract Agreement —
Geners! Provisions-Section 11: Use of Siate’s Infornintion, Confidentislity.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES -
The Contraclor shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardless of whether or not o subcontractor is used.

The Coatractor- may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. The Coatractor must submit
8!l informaticn and documentation reloling to the Subcontractor, inchuding terms and conditions-
cousistent with this Contract. The State will consider the Contractor fo be wholly responsible for
tbe performance of the Contract and the sole point of contact with regard (o atl contractual matters,
including payment of any and all charges resulling from the Contract.

2019-033 IT Provisions Tﬂ 2 Page 16 of 33
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_ SAAS CONTRACT 2019033
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52 DEL[VERABLES AND SERVICES

The Cootractor sheali provide the Department with the Dclwernbles snd Services in accordance with
the time frames in the Work Plan for this Coatract, aad as more pa.m:ulnrly described in Contract
Exhibit A: Contract Deliverables.

53 NON—SOFI'WARE AND \VR.I'ITEN DELIVERABLES REVIEW AND

ACCEPTANCE
Alter receavmg written Certification from the Cootractor that a Non-Software or Written

Deliverable is final, complete, and ready for'Review, the State will Review the Deliverable to
determine swhether jt ‘meers the Requirements outlined in Contract Exhibit A: Contract
Deliverables. The State will notify the Contractor in wriling of its Acceptance or rejection of the
Deliverable within five ($) business days of the State’s receipt of the Contractor's written
Centification. If the Staie rejects the Deliverable, the Staie shall notify the Coatractor of the nature
and class of the Deficiency and the' Contractor shall correct the Deficiency within the penod
identified in the Work Plan. If no period for the Contractor’s correction of the Deliverable is
identified, the Contractor shall correct the Deficiency in the Deliverable within five (5) business
days. Upon receipt of the corrected Deliverable, (he State shall have five (5) business days to
review the Deliverable and notify the Contreclor of its Acceptance or rejection thereof, with the
oplion to extend the Review Period up Lo five (5) ndditional business days. 1f the Contractor fails
to corect the Deficiency within the allotted period of Lime, the Stale may, Al {15 oplion, continue
reviewing the Deliverable and require the Contracior to conlmue until the Deﬂc:ency is cormrected,
or lmmednately terminale the Contract, declare the Contrac:or in default, and pursue its remedies at
law and in eqmry .

5.4 SOFTWARE REVIEW AND ACCEPTANCE
System/Software Testing and Acccpla.nce shalt be performed as set fonh in the Test Plan and more
particularly described in Exbibit F: Tc.ﬂmg Services.

6. SOFTWARE
The Contracior shall provide the State \v:lh access to the: Soh\va.re and Documentalica set forth in the

Contract, and particularly described in Exhibit J: Sofhvare Agreeimen:.

7. SERVICES

Tlie Contractor shall prowde the Services requ:red uader Ihe Contract Documents All Services shall
mee!, and be performed, in accordance with the Specifications.

71 ADMIN[STRATIVE SERVICES

The Contractor shall provide the Staie with the administmtive Services set fonh in 1he
Contract, and panticutarly described in Exhibit D: Administrative Services.

2019-033 IT Provisions 2 Page 17 01 33
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7.2 IMPLEMENTATION SERVICES
The Contractor shall provide the State with the lmplemenlallon Services set forth in the
Coalract, and particularly described in Exhibit E: Lmplementation Services.

7.3 TESTING SERVICES
The Contractor shall perforro testing Services for the State set forth in the Coniract, and
particularly described in Exhibil F: Testing Services.

7.4 TRAINING SERVICES
The Contractor shall prov:de the State with training Services sel forth in the Contract, and

particularly described in Exhibit L: Tmu:ung Services.

7.5 MAINTENANCE AND SUPPORT SERVICES
The Coatractor shali provide the State with Maintenance and support Services for the Sohware
set forth in the Contract, and pnmculn:ly described in Exhibit G: System Mainteoance and

Support.

7.6 WARRANTY SERVICES
The Contractor shall provide the State with warranty Services set forth in the Coatract, and
particularty described in Exhibit K: Warranty & Warraaty Services.

8. WORK PLAN DELIVERABLE

The Contractor. shall provide the State with p Work Plan that shnll include, without Imulnhon, e
detailed description of the Schedule, vasks, Delivernbles, major milestones, task dependencies, and
paymeat Schedule,

The initial Work Plza shal! be o separate Delivernble rod is set forth in Contract Exhibit E: Fork Pion.
The Costractor shall update the Work Plen as necessary, but no less than every two weeks, to
occurately reflect the status of the Project, including withour limiiation, the Schedule, tasks,
Delivernbles, mnjor milesiones, task dependencies, and payment Schedule. Any such updates to the
Work Plan must be epproved by the Siate, ip wriling, priof to final incorporation inlo Contract Exhibit
I: Work Plan. The updated Contract Exhibit I Work Plan, as approved by the State, is incorporated
berein by reference.

‘Unless othenwise ngreed in writing by the State, changes lo the Contraét Exhibit I: ork Plan shall

no! relieve the Contractor from liability to the State for damages resulting from the Coniractor’s failure
to perform its obligations under the Contracy, including, without limitation, performance in accordance
with the Schedule.

In the event of any delay io the Schedule, the Contracior must imumediately notify the State in writing,

identifying the oatre of the delay, i.e.,-specific actions or inactions of the Contrucior or the State

causing the problem; its estimated durstion period (o reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the Project.

2019-033 IT Provisionh—Pan 2 Page 18 0f 33
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In the event additional time is required by the Contrector to correcl Deficiencies, the Schedule shall
oot change unless previously sgreed in writing by the Siate, except that the Schedule shall
sutomstically extend on o day-io-day basis 10 the extent that the delay does ool result from the
Contractor s failure to fulfill its obligations under the Coalract. To the extent that the State's execution
of its major tasks takes longer than descnbed in the Work Plan, the Schedule shall sutomstically extead
on 2 day-lo-day basis.

Notwithstanding saything to the contrary, the Siate shall have the option 10 terminate the Coatract for
default, at its discretion, if it is dissatisfied witk the Vendor's Work Plao or elemeots within the Work
Plan. .

9. CHANGE ORDERS

The State may make changes or revisions at any lime by wnllen Change Order. The State originated
changes or revisions shali be approved by the Department of Information Techaology. Within five (S)
business days of the Contractor's recc:pl of a Change Order, the Contractor shall advise the State, in

i delanl of eny impact on cost {e. g increase or decrease), the Schedule, or the Work Plan.

10.

'2019-033 IT Provisions 4 Part 2
Contractor Initjals:
Daie:

The Coatractor may request 8 cha.nge wuh.m the scope of the Contract by written Change Order,
idenlifying any impact on cost, the Schedule, or the Work Plap. The State shall attempt to respond to
the Contractor's requested Change Order within five (5) business doys. The State Agency, as well as
the Deparuneat of Information Technology, must approve all Change Orders in writing. The State
shall be deemed to bave rejected the Chiange Order if the pasties are unable to reach an agreement in |
writing. :

’

'

All Change Order requests from the Contmctor to the State, and the State acceptance of the
Coniractor's estimate for & State requested change, will be acknowledged and responded to, eitber
acceplance or rejection, in writiog. If gccepted, the Cbaoge Order(s) shall be subject 1o the Contract
emeadment process, os determined to opply by the State.

INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual praperty rights) in the Software,
and its associated Docwmentation, shall remain wnh the Contractor.

Upon successt“ul completion and/or termination of the Implememnuon of the Project, the
Contracted Vendor shall own and hold all, title, and rights in any Software modifications developed
in conpection with performnnce of obligations under the Contract, or modifications to the
Contracted Vendor provided Softwnre, and their associated Documestation including any and all
" performance enbancing operational plans and the Vendors! special vtilities. The Contracted
Vendor shall license back to the State the right 10 produce, publish, or otherwise use such sofhware,
source code, object code, modifications, reports, and Documeatation developed under the Contract.

Page 19 0f 33



Docusign Envlelope ID: F1BOCDDO-23C9-4B10-B419-03CE92025B8BC

'STATE OF NEW HAMPSHIRE -
DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSfEM

2019033 IT Provisions 2 Page 20 of 33
Contractor Injtials: =
Date:

SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECENOLOGY PROVISIONS

Io no eveiit shall the Vendor be preciuded from developing for itself, or for others, materials that
are compelitive with, or similar to Custom Software, modifications developed in connection with
‘performance of obligations under the Conitect. In addition, the Vendor shall be free 10 use its
genera! knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance under this agreement.

10.2 STATE'S DATA AND PROPERTY

All rights, tite and interest in State Data shall remain wilh the State. All data and any propenty
which has been received from the State or purchased with funds provided for that purpose under
this Agreement, shall be tbe property of the State, and shall be returned to the State vpon demand
or upon termination of this Agreement for any reason. The Contractor shall not ccess State user
accounts or Stote data, except (1) in the course of data center operntions, (2) in response to servics
or technical issues, (3) 85 required by the express terms of this contract or (4) at the Stale 8 written
requesl, .

103 CONTRACTOR'S MATERIALS

'Subject to the provisions of this Contract, the Coatractor may develop for itself, or.for Olhers,

materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, the Contractor shall not distribute any products containing or disclose
noy State Confidential Information. The Contractor shall be free 10 use its genern) knowledge, skills
and experieace, and agy ideas, concepts, know-bow, and techniques that are acquired or used in
the coursé of its perl‘ormancc under this Contract, provided that such is aot obtsined as the result

-of the deliberate memorization of the State Confidential Information by the Contractor employees

or llnrd party consultanls engaged by the Contractor.

wuhom limiting the foregomg, the parties agree thai the general k:nowlcdge referred to berein
cannot include information br records not subject 10 public disclosure under New Hnmpslure RSA
Chapter 91-A, which inciudes but is oot limited to thefollowing: records of grand juries and pcul
juries; records of parole and pardon beards; personnl school records of pupils; records pertaining .
to intenal personns! practices, financial information, test questions, scoring keys and other
examination data use to administer a licensing examinotion, exaniination for employmeat, or
academic examination and personnel, medical, welfare, library use, video tape sale or reatal, nnd
other files containing personally identifiable information that is private io nature.

"10.4 STATE WEBSITE COPYRIGHT

M AVAL Copyright aod Totellectnal Propeity Rights

All righl, title and inlerest in.ihe State WWW site <NH.GOV, eic.>, including copynght to all Data
and information, sball remain wilh the State. The State shall also retain all righ, title and interest
io any user mterfnces and computer iostructions embedded within the WWW pages. All WWW
pages and a.ny olher Daia or information shall, where npplicable; display the State’s copyright.
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- 10.5 CUSTOM SOFTWARE SOURCE CODE ]
In (he event that the State purchases softwore development services, which resulis in Custom
Softwaré, the Contractor shall provide the State with a copy of the source code for the Custom
Software, which shall be subject to the License rights. The Stale shall receive a worldwide,

perpetual, irevocable, non-exclusive paid —up right and licease 16 use, copy, modify and prepare
derivative works of any custom developed software, This section does not apply to the Contractor's

. proprietary software code.

10.6 SURVIVAL . . .
This Contract Agreemenl Section 10: Imtellectual Property shall survive the termination of the
Contract. :

11. USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE’S INFORMATION'

In performing its obhgauons under the Contrect, the.Conuaclor may gain access to

information of the State, including State Confrdential Information. “State Confideatial

Information™ shall include, but not be limited to, infonmntion exempted from. public
disclosure under New Hampshire RSA Chapler 91-A: Access to Public Records and

Meetings (see e.g. RSA Chapter 91-A: § Exemptions). The Contractor shall oot use the State

Confidential Information developed or obtained during the performance of, or acquired, or

developed by reason of the Contrect, except as directly connected to and necessary for the

Contractor’s performance uader the Coniract,

11.2,. STATE CONFIDENTIAL I'NFORMATION

. 2019-0331T Prowsmns -

" Controctor
Date:

The.Contractor shall maintain the confidentinlity of and protect from unsuthorized use,
disclosure, publication, and reproduction (collecuvely “release”), all State Confidentisl
information that becomes svailable 10 the Contractor in connection with its performnnt:e
under the Contract, regardless of its form. .

Subject to applicable federal or Siate laws and regulations, Confidentinl Information shall
not include information which: (i) shall have otherwise become publicly available other than
as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed 1o the
receiving party on s non-confidential basis from a source other than the disclosing party,
which the receiving party believes is not probibited from disclosing such information as a
resull of an obligation in favor of the disclosing party; (iii) is developed by the receiving
party independently of, or was knowa by Lhe receiviog party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the writien consent of the
dlsclosmg party. A receiving party also may disclose Confidential Information 1o the extent
required by an order of a court of competent Junsd:cnon

Any disclosure of ihe State Confidential Information sball require the prior written approvnl
of the State. The Contrector shall immediately nolify the State if any request, subpoena or
other legal process is served upon the Contractor regarding the State Confidentinl
Information, and the Contractor shall cooperate with the State in any effort the State

n2
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uadertakes to contest the request, subpoena or othier legal process, at oo additional cost to the
State. '

In the event of the unautharized release of State Confidentin) Information, the Contracior
shall immediately notify the State, and the State may immediately be entitled to pursue any
remedy al law and in equity, includiag, but not Limited 1o, injunctive reljsf,

CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the coofidentinlity of jts confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims 1o be confidential or proprietary. Notwilhstanding the foregoing, the State
ncknowledges . that the Contractor considers the' Softwaré and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not limited to, RSA Chapter -
91-A. The Siate shall maintain the confidentiality of the identified Confidential Information
insofur as it is consistesit with applicable State and federal laws or regulations, including but
oot limited to, RSA Chapter 91-A. In the event the Siate receives a request for the
informstion identified by the Contractor as confidential, the State shall notify the Contractor -
" aad specify the date the State will be releasing thé requested jnfonnation. At the requést of
the State, the Contractor shall coopernte and nssist the State with the collection and review
of the Contractor’s information, al oo additional expense to the State. Any efTor 1o prohibit
or enjoin the release of the information shall be the Coatractor’s sole responsibility and at
the Contrnctor's sole expense. If the Coptractor fails to obtain o codrt order enjoining the
disclosure, the Siate shall release the informstion on the date specified in the State's nolice
1o the Contractor, without any linbility to Ihe Contmctor. N
'

114 -SURVIVAL

This Contract Agreement Section 11, Use of Stare's Informarion, Confidentialiry, shall -
survive lermination or coaclusion of the Coatract. i

12 LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws oad regulntions, in no event shall tie Siate be liable for any
consequealial, special, indirect, incidental, punitive, or exemplary damages. Subject 1o
gpplicable laws and reguletions, the State's liability to the Contractor shall not exceed the
total Coatract price sel fortb in Contract Agreement — P-37, General Provision,s', Block |.8.

12.2 CONTRACTOR

Subject 10 applicable laws and regulations, in oo event shati the Contractor be liable for any
consequential, special, iodirect, incideotal, punitve or exemplary damages and (he
Contractor’s linbility {o the State shali not exceed two times (2X) the total Contract price set
forth in Contract Agreement - P-37, General Provis'iuns, Block 1.8,
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Notwithstanding the foregoing, this limitation of liability sball not apply to the Contractor's
indemnification obligations set forth in the Contraci Agreement-General Provisions Section
13: Indemnification and confidentielity obligations in Conlract Agreement-P-37, General
Provisions Section 11: Use of Srare s Informatioi, Confdmmalhy, which shall be unlimited.

12.3 STATE’S IMMUNTTY 1
Notwithstanding the foregoing, nothing herein contnined sholl be deemed to constituie o

waiver of the sovereign immunity of the State, which immunity is bereby reserved to the
State. This coveaant sball survive termination or Contract conclusion.

124 SURVIVAL
This Section 12: Limitation of Liability shall survive termination or Contract conclusion.

13 TERMINATION
. ~This Section I3 shall survive the termiantion or.Contract Conciusion.

13.1 TERMINATION FOR DEFAULT
Any one or more of the following acts or omissions of the Contractor shall constitute an event of
defauli hereunder (“Event of Defauit™)

a. Failure to perform the Services satisfactorily or on schedule;

b. Failure to submit any report required; sad/or

¢. Failure to perform eny other covenant, lerm or condition of the Conlract

3 13 1. 1 Upoan the occurrence of any Event of Defnull the State may take any one or more, or all
: of the following actions:

T . s. Unless otherwise provided ir the Contract,.the State shall provide the Contractor:
) written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of tine, within thinty (30) days from the date of notice,
unless otherwise indicated within by the State ("Cure Period™). If the Contractor
fails to cure the defoult within the Cure Pericd, the Stale may terminate the Contraci
effective two (2) days after giving the Coatracior notice of termination, al its sole
discretion, treat the Contract as breached and pursue its remedies ot law or in equity
or both.

b. Give the Contractor a wrillen noiice specifying the Event of Default and suspending-
oll payments to be made under the Contract and ordering that the portion of the
Contract price which would otbenvise accrue to the Contractor during the period
from the date of such ‘notice until such time as the State determines that the
Contractor bas cured the Event of Default shall never be paid to the Contractor.

2019-033 IT Provisions Page 23 of 33 .
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c. Set off against any other obligations the State may owe to the Veador nn; darnages
the State suffers by reason of any Event of Defauli; .

d. Treat the Contract as breached and pursue any of its remedres at luw of in equity, or
botb. ' -

¢. Procure Services Lhal arc the subject of the Contract from another source sad the
Cantractor shell be lisble for reimbursing the Sinte for the replacement Services,
and all edministralive costs directly reiated 1o the replacement of the Contrmct and
procuring the Services from another source, such as cosis of competitive bidding,
mailing, advertising, applicable fees, charges or penaliies, nad staff time costs; all
of which shall be subject to the limitations of liability set fonb in the Contract.

13.1.2 The Vendor shall provide the State wigh written notice of defnuh. end the State shal} cure

the default withio thirty (30) days.

13.2 TERMINATION FOR CONVENIENCE

1321

The State may, at its sole dxscreuon terminate the Cootract for convenience, in whole or
in part, by ltuny (30) dnys writien notice 10 Lhe Contractor. In the-even! of a terminalion
for convenience, the State shall pay the Coulmclor the ngreed upon price, if separntely
stated in this Contract, for Deliverables for which Accepiance hos been given by the
State. Amounts for Services or Deliverbles provided prior to the date of termination for
which no separale price i3 sinted vnder the Contrnct shall be paid, in whole or in part,
generally in accordance with Contract Exhibit B, Price and Paymesir Schedule, of the

Coatroct.

13.2.2 Duriog the thirty (30) dny period, the Contractor shall wiod down and cease Servicesos

quickly and cmcuenuy as msouably possible, without performing unnecessary Services
or activilies and by minimizing negative effects on the Siate from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1

2019-033 IT Provision
Contractor Lnitials:

Date:

The State may terminate the Contract by written notice if it detcnmncs lhlt » conflict
of interest exists, lncludmg but ool limited to, a violation by any of the parties bereto
of opplicable laws regarding ethics in public ucqunsmons and procurement and
performance of Coatracts.

In such case, the State shall be entitled to o pro-mied refund of any current
development, suppod, and maintenance costs, The Stnle shall pay al) other coutrncted
paymeats that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest,
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. 133.2°  In the event the Cootract is terniinated ns provided above pursuani to a violation by
the Contractor, the State shall be entilled to pursue the same remedies ngniost the
Contractor as it could pursue in the event of a default of the Coatract by the Contractor. |

13.4 TERMINATION PROCEDURE

13.4.1  Upoa termination of the Contract, the State, in addition 10 any other rights provided in
the Contrect, may require the Contractor 1o deliver to thé State any property, including
without limitation, Software and Writien Deliverobles, for such part of the Contract as
has been terminated,

1342 After receipt of & notice of termination, and excepi as olberwise directed by the State, the
Contractor sball:

o.” The Stafe shall be entitted to any post-termination assistance geaernlly wade ovailable
" with respect to the secvices, unless 8 unique data remeval asraogement bas beea
. - established as part of the SLA.

b. Stop work under (be Cootract oo the date, and to the extent specified, in the notice;

c. Promptly, but in o evert looger than thirty (30) days efter termination, termioate its
orders and subcontracis related to the wark which has been terminated and setue all
outstanding liabilities and all claims arising out of such termination of orders and
subcoatracts, with the approval or rutificalion of the State to the extent required, which
appraval or ratification shall be final for the purpose of this Section;

d. Tnke such ncuon as the State directs, or as necessary to preserve and protect the
property related to tbe Contrect which ig in the possession of the Comraclor and i in
whlch the Siate bas an interest;

e.. During any period of service suspensmn, the Contractor shall oot take any action to
intentionally erase any Siate data.

1. Inthe event of termination of Ay services or agreement i eniirety, the Contracior
shall oot take any actioc to inteationally erase any Stnte data for & period of:

» 10 days afier (he effective date of termination, if the iermination is in
Accordance with the conuract period J

¢ 30 days nfter the effective date of ternu.nmmn if the lermination is for
convenience

¢ 60 days after the effective date of termination, if the \crminstion is for cause

2. After such period, the Contractor shall bave no obligalion to maintain or provide
any State.data and shall thereafier, uniess legally prohibited, deleie 2!l State data
in its systems or othenvise in its possession or under its control.

2019-033IT P_rovision's
Contractor Initjalsy
Date:
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1 .
f.  Transfer title to. the State and deliver in the manner, at the times, and to the extent
directed by the Stale, any property ihich is required to be furnished to the State and
which has beeq accepted or requesied by the Stale and

g. The Contractor shall implement an orderly retum of State data i ina CSVor nnother
murually agreeable formal at & time agreed lo by the pames and the subsequent secure -
disposal of State data;

b. The Cootractor shiall securely dispose of all requested data in all of its forms, such as
disk, CD/ DVD, backup tape and paper, whea requested by the State. Data shalt be
permanently deleted and shali not be recoverable, according to National lnstitute of
Standards end Technology (NIST)}-epproved methods. Certificates of destniction shall
be provided to the State.

i. Provide written Certificalion 10 the State that the Coatractor 'has surrendered to the
State all said property,

CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, lhe Siate shali
kave the opuon of continuing under the Contrct with the Contractor, its successors or assigns for the
full remmmng term of the Coatract; continuing under the Contract with the Contrctor, ils successors
or assigas for such period of time a$ determined necessary by the State; or immediately terminate the
Contract without linbility to the Contractor, its SUCCESSOrs Or AsSigOS.

ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or olhenwise transfer any of its interest, -
rights, or duties under the Contract without the prior written consent of the State. Such consen! shall
not be udreasonably withheld. Any dtiempted transfer, assignment, delegation, or other transfer made
without the State's prior wrilten conseat shall be null and void, and may consumte an event of default
at the sole discretion of the State,

15.2 * The Contractor shall remain wholly responsible for performance of the entire Contract even if
nsslgnees delegates, Subcontraciors, or other transfecees (“Assigns”) are used, unfess otherwise agreed
to io writing by the State, and the Assigns fully assurues in writing any aad all obhgauons and liabilities
under the Coniract from the Effective Date. In the absence of a written assumption of full obligations
and linbilities of the Contract,any permitted assignnent, delegat:on subcoutract, or other transfer shall
neither relieve the Coatractor of any of its obligations under the Contract nor affect any remedies )
available o the State aguinst the Contfactor that may arise from any eveat of default of-the provisions
of the contrnci. The State shall consider the Contractor o be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contréct.

15.3 Notwithstanding the foregoing, nothing herem sholl probibit the Contractor from assigning the
Conlract to the successor of oll or substantially all of the assets or business of the Contractor provided
that the successor fully assumes io writing all obligations and responsibilities under the Contract, In the
event 1hat the Contracter should change owncrslnp, as pemuued under Section 15: Change of
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Ohwmership, the State Shall have the option 10 continue under the Contract with the Contractor, its
successors or assigns for the full remaining term of the Contract; continue under the Contrect with the
Coatractor, its'successors or assigns for such period of time o5 determined necessary by the State; or
immediately terminating the Contract without Linbility to the Coatructor, its successors or assigas.

DISPUTE RESOLUTION ) .
Prior to the filing of any formal proceedings with respect to o dispute (other than an action seeking
injunctive relief witl respect to intellectual property rights or Confideatial Information), the party
believing itself aggrieved (the “Tavoking Party") shalt call for progressive managemeat involvemeant in
the dispute pegotistion by written notice to the other party. Such notice shali be without prejudice to
the Invoking Party's right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, st mutunlly convenient limes and places, benween negotiaiors for the parties at the following
successive management levels, each of which shall bave a period of allotied time as specified below in
which to atiempi to resolve the dispute:

Dispute Resolution Responsibllity abd Schedule Table

CEVEL = ENDURTOTING: = ['STATE] -7/ [CUMULATIVE
S _ e st e L ALLOTTED: ©
d RIS 1591 -
-| Joe Tinson Sean Hollingworth 5 Busioess Days
-| Project Manager State Project
5 Manager (PM)

Fet Jose Munoz Lori Shibinette 10 Business Days
.| IT Project Manager CEQ New :

- Hampshire Hospital .

" | Al LaRose Kerrin A. Rounds | 15 Business Days

| Chief Acting

i Execl."uli\'e Officer Commissioner

The allotted time for the first level negotintions shall begin on the date the Invoking Party’s notice is
received by the other party. Subsequent allotied time is days from the date that the original Invoking
Party's nolice is received by the other party. .

SAAS GENERAL TERMS AND CONDITIONS

17.T COMPUTER USE | _ _
In consideration for receiving access 10 and use of the computer facilities, network, licensed
or developed software, software mainiained or operated by any of the State entities, systems,

Date: )

2019-033 IT Provisio n2 Page 27 of 33 B
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equipment, Documenistion, information, reports, or data of any kind (hereinafter
“lnformauon"), the Coutrector understands and agrees to the following rules:

Every Authorized User has the responsibility to assure the protection of information from
unauthorized eccess, misuse, thefl, damage, destruction, modification, or disclosure.

That information shall be used solely for conducting officini State business, and nll other
use or access is stricly forbidden including, but not limited to, personal, or other private
and noo-State use and (hat at no time shall the Contractor access or stiempt to access any
information without having the express authority to'do so.

That et po time shall ihe Coniractor access or nnempl to access any information in a
manoer inconsistent with the npproved policies, procedures, and for agreemenls relating
1o syslem entry/access. :

Thnt all software licensed, developed or being evaluated by the Slate cannot be cop:ed
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and thal at
all times the Contractor must use utmost 'cnre to protect and keep such softwire strictly
confidential in accordance with the license or any other Agreemeat executed by the State.
Only equipinent or software owned, licensed, or being evaluated by the State, can be used
by the Coniractor. Personal software (including but not limited to palmtop sync software}
shall oot be installed on any equlpmznl

That if the Conlractor is found 10 be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or eriminal or ¢ivil prosecution, if the act
constitutes a violation of law, )

17.2 EMAIL USE : :

Email and other electronic communication messaging systems are State of New Hampshire
property and are to be used for business purposes only. Email is defined as “internal Email
systems” or “State-funded Email systems.” The Contractor understands and agrees that use
of email shnll follgw Siale standard policy (evailable upon request)

173 MERNETIDFI'RANET USE
The Internet/Intranet is to be used for access o and distribution of mfonmuon in direct support

of the business of the State of New Hampshire accordiog to State standard policy (available
upon request),

17.4 REGULATORY GOVERNMENT APPROVALS
The Contractor shall obtain all pecessary and applicable regulatory or other governmenial
approvels necessary 1o perform its obligations under the Contract. '

17.5 INSURANCE CERTIFICATE

Poge 28 of 33



Docusign Envelope 10: F1BOCDDO0-23C9-4B10-B419-03CE920256BC

. STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

2019-033 IT Provisions A4 Fart 2
Contractor lnitigls:
Date: ___

SAAS CONTRACT 2019-033 -
PART 2 - INFORMAT]ON TECHENOLOGY PROVISIONS

The Insurance Certificate should note the Certificate Holder in the lower leff hand block including
State of New Hampshire, Department Name, name of the individual responsible for the funding

of the contracts and his/her address.

- 17.6 EXHIBITS

The Exhibits referred to, in and attached. 1o the Contract dre mcorpcrated by refereace as if

fully included in the text.

17.7 VENUE AND JURISDICTION -

‘Any action on the Contract may only be brought io the State of New Hompshire, Merrimack

County Superior Court.

17.8 SURVIVAL

The terms, cooditions and warranties contained in the Coniract that by their conlem are
intended 1o survive the completion of the performance, cancellation or termination of the
Contraci shall so survive, including, but not limited to, the tenns of the Exhibit D Section 5:
Records Retention ond Access Requirements, Exhibit D Section 6: Accounting Requiremeats,
and Form P-37, General Provisions-Section 9: DalalAccesleon.ﬁdenuahlylPreservnuon, and

Form P-37, Geoeral Provisions- Section: 10: Termination which shall all survive the .

termination of the Coalract. ; ’ ]

17.% FORCE MAJEURE |

Neither the Contractor oor the Siate shall be respoasible for delnys or failures in performance
resulting from events beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be limited to, acts of God, sirikes, lock outs, riots,
and gcts of War, epidemics, acis of Government, fire, power failures, nuclear accidents,
eartbquakes, and unusually severe weailier.

Except io the event of the forcgomg, Force Majeure events shall not include the Conlractor's
inability to bire or pmwde perso:u:el needed for the Contractor's perfommncc under the
Coniracl

17.10 NO'I'ICES
Any notice by a party hereto to ibe other party shall be deemed to have been duly delivered or
given at the time of mailiog by certified mail, postage prepmd in n United States Post Office

.addressed to the parties at the following addresses.

TO THE CONTRACTOR: TO STATE:

ENDUR 1D, INC. _ STATE OF NEW HAMPSHIRE

8 MERRILL DRIVE, UNIT 4 DEPARTMENT OF HEALTH AND
_ . HUMAN SERVICES

HAMPTON, NH 03842 ! 129 PLEASANT ST.

TEL: 603-758-1488 CONCORD, NH, 03301

E.MAIL: ALAROSE@ENDURID.COM  TEL: (603) 271-9000
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17.11 DATA PROTECTION .

" Protection of personal privacy and data shall be an integral part of the business activities of

the Contractor to €nsure there is no insppropriate or unautherized use of State information at
any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
asvailability of State information and comply with the followiog conditions:

a. The Contractor shall implement and maintain appropriate odminisuretive, technical and
- organizational securiry measures to safeguard against unauthorized access, disclosure or
theft of personal data apd non-public dala. Such security measures shall be in accordance
with recognized industry practice and nol less stringent than the measures the Contractor
applies to its own personal data and non-public deta of similar kind.

b. All data obtained by tlie Contractar in the performance of this contract and all personal
data sholl be encrypted at rest and in transit with conirolled access. Unless otherwise -
stipulated, the Contractor is responsible for encryption of the personal data.

c. Unless olhenwise stipulated, the Coatractor shall encrypt nll non-public data at rest and
.ip transit. The State shall identify data it deems as non-public data to the Contraclor, The
level of protection and encryption for all nog-public data shall be identified and made 8

part of this contract.

d. Al no time skalt any data or processes — that either belong to or ere jntended for the
use of the State or its officers, agenis or employees — be copied, disclosed or retained by
e Contractor or any party related to the Conu-actor for subsequent use in any transaction
that does got inctude, the State.

e. The Contractor shall not use any information collected in connection with the semcc
issued from this proposal for any purpose other than fulfilling the service.

17.12. DATA LOCATION

The Contractor shali provide its Services to ihe State and'its end users solely from data centers
wilkin the Costigental Umled States. All storage, processing and transmission of State datn
shall be restricted to information techoology Systems within ihe Coatinental United
States. The Contracior shall not allow its personnel or sub-contractors to store Siate dnia on
portable devices, including personal compulers, except es specified and allowed by the
coniracs, nod then only on devices that are used and kept at its data ceaters within the
Continental United States. The Coatractor shatl permit its personne! and Contractors o access
Siate data remotely’ only to provide technical support and as spcmf' ied or required by the-
controct:

17.13. SECURITY INCIDENT OR DATA BREACH NOTTFICATION

The Contractor shall inform the State of any security incident or data breach in accordance
with NH RSA 359-C.. :
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&. Incident Response: the Coniractor may need lo communicate with outside panies
regarding s security incident, which may include contacting law enforcement, fielding
media inquiries and seeking externai expertise as mutually agreed upon, defined by law or
contained in the contract. Discussing security incidents with the Sinte should be bandled

L ' 00 an urgent ss-peeded basis, os part of the Contractor communication aad mitigation
processes os aiutually agreed upoa, defined by law or contnined in the contract.

b. Security Iocident Réparting Requirements: the Conlrctor shall repont a security
incident to the approprinte Staie ideotificd contact immedintely os defined in the SLA.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of s confirmed
data breach that affects the security of any State content Lhat is subject to appticable data
breach notification law, the Contractor.shall (1) promptly notify the appropriate State
identified contact within 24 bours or sooner, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to oddress the data breach in a timely
manner.

17.14. BREACH RESPONSIBILITIES
This section only applies when a data breach occurs with respect to persona] data within the

possession o control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
State ideatified contnct by telepbone in accordance with the agreed upon security plan or
security procedures if il reasonably believes there has been p security incident.

‘b. The Coatracior, unless stipulated olherwise, shall promptly notify the nppropriste State
identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it confirms thet there is, or reasonabiy believes that there has been o
dats breach. the Contractor shall (1) cooperate with the State as reasonably requested by
the State 10 iovestigate and resolve the data breach, (2) promptly implement necessary
remedinl measwres, if pecessary, and {3) document respoasive sctions takea retated to the
dsta breach, including any post-incideat review of eveats and actions taken to make
changes in business practices in providing the services, if necessary.

¢. Unless otherwise stipulated, if a data breach is a direct result of the Contractor’s breach
of its contract obligation to encrypt personal data or otherwise preveat its release, the
Contractor shall bear the costs associated with: : :
(1) the investigation and resolution of the data breach;
{2) notificetions to individuals, regulators or others required by State law,
(3) » credit monitoring service required by State (or federal) law;
(4) & website or n toll-free number and call center for affected individuals required
“by State law NH RSA 359-C:19-C:20, all not to exceed the average per record per
person cost calculated for Data Breaches in the United States (currenily $148 per -
record/person) in the most recent "Cost of a Data Breach Study: Global Overview"
published by the Ponemon Institute at the time of the Data Breach; and

2019-033 IT Provisions f§ Hart 2 © Pagellof33
Contractor Inifials: '
Date:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033 .
PART 2 - INFORMATION TECHNOLOGY PROVISIONS -

{5) complete all corrective actions as reasonably determined by tbe Contractor based

on root cause; all [(1) through (5)] subject to this Contract's limitation of Liability.
17.15. NOTIFICATION OF LEGAL REQUESTS 2 ,
The Coatractor shall contdct the State upon réceipt of any electronic discovery, liugation holds,
discovery searches and expert 1estimonies retated to the State’s data under this contract, or
which in any way might reasonably require access 1o the daia of the State. The Contractor shall
not respond to subpoenas, service of process and other legal requests related to the State
wilbout first aotifying the State, unless prokibited.by law from providiag such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS )

The Contractor shall provide reports to the State in 8 format as sgreed to by both the Contractor
and the State. Reports shall include latency statistics, user access, user nccess IP address, user
access history and security logs for all State files related to this contract,

17.17. CONTRACT AUDIT .

The Contractor shall allow the State to sudit conformance (o the CODtrRCL lerms. The State may
= perform this sudit or codtract with a third party at its discretion and at the State's expense.

y .

17.18. DATA CENTER AUDIT i

The Contractor shall perform an independent audit of its data centers at least sanually at iis
expense, and provide a redacied versioa of the audit report upon request. The Contractor may
remove its proprietary information from the redacted version. A Service Organization Controt
(SOC) 2 audit report or approved equivalent sets the ininimum level of a third-party sudit.

17.19. ADVANCE NOTICE 2 .
The Contractor shal] give advance notice {io be determined at the conract time and included
in the SLA) to the State of any upgrades (¢.g., major upgrades, migor upgrades, system
changes) tbat may impact service availability and performance. A major upgrade is a
replacement of hardware, software or firmware with a neer of beiter version in order to bring
the system up 1o date or to improve its characteristics. 1t usually includes a new version
‘number. 2

17.20. SECURITY . :

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate protection and flexibility can be attained between the State and
the Coatractor. For example: virus checking and port sniffing — the State and the Contractor
shall understand each other’s roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non-
- disclosure agreements, and limit staff knowledge of State data to that which is absolutely

necessary to performjob dulics, .

2019-033 IT Provisio "nn 2 Page 32 0f 33
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STATE OF NEW HAMPSHIRE
DEPA.R'I'MENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export date in piecemeat or in entirety at ils
discretion withow interference from the Conlractor. This includes the ability for the Swte 1o
import or expon data to/from other service providers. .

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the aequisilion and operation of all hardware, software
end nerwork support related to the services being provided. The technical npd professional
aclivitics required for establishing, managing and maintaining the cavironments ere the
responsibilities. of the Contractor. The system sball be available 24/7/365 (with egreed-upon
maintenance dowatime), and provide service to customcrs:s defined in the SLA.

17.24. RIGHT TO REMOVE INDIVIDUALS :
The Siate shal) have the right at any lime to require that tbe Contractor remove from interaction
wilh State any the Contractor represeatative who the State believes is detrimental to its working -
relationship’ with the Cootracior. The State shall provide the Contractor with otice of its
determination, and ihe reasons it requests the removal. If the State sigaifies that a potentisl security
violation exists with cespect to the request, the Contractor shall immediately remove such
 individuni. The Contractor shal) not assign the person to any aspect of the contract or future work
orders without the Siate's consent.

'2019-033 IT Provisions n2 Page 33 0f 33
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE S$YSTEM’

SAAS CONTRACT 2019-033
PART 3 — EXHIBIT A
- SCOPE OF SERVICES AND CONTRACT DELIVERABLES

Scape of Services

1. Provislons Applicable to All Services

1.1. The Contmctor agrees that, to the extent future legistative action by the New Hampsbire General
. Coust'or federal or state court orders may have an impact on the Services described berein, the State
. Agency has the right to modify Service priorities and expenditure requirements under this
Agreement so os to achicve compliance therewith, .

1.2. Tbe Contractor shall provide and inslall 8 rufnkey solution for patient identification at New )
Hampshire Hospital, bereinafier (o be called “the project”, and have itin a fully functional state no
later than sixty (60) days sfier the contract effective date.

2. Scope of Services'

2.1." The Contractor shall conduct 8 project kick-off meeting, with personnel at New Hampshire Hospital
to be designated by the Department, no less than thiny (30) days from the contract effective date,
which includes, but is not limited to: \ . .

2.L1

0
L]

A review of the overall pro;ecl limeline, to be npproved by the Department that includes, but
is not limited to:

2.1.0.1. A schedule of weekly meetings and/or conference calls.
21.1.2.° A process for delivery of progress reports.

2.1.1.3. A preliminary installation and training schedule, whlch niust include, but is aot
limited to:

2.1.1.4. A start date,
2.1.1.5. " A complelion date.
2.1.1.6. Troining dales and limes.

2.1,1.7.  Identification of workststion, and server, and network requirements for IDMX
software, .

A sile survey and wireless oetwork assessment, which includes, but is not limited to,

2.1.2.
recommendations end price quolations for addilional wireless hardware, if required to
support the projeci installation. - .
2.1.3.  Analysis of hardwere and server and network requ:remenls for the pro;ect
214, A review of the IDMX/Netsmart/Avalar integration process.
2.1.5. Development of a cuslom wristband template based on the requ:rements sel by lhe
; ' Department. , )
/ : 2.2. The Contractor shali provide vendor part pumber SM-1 -LA patienl identification (ID) wristbands

that can be customized to specifications a3 required by the Deparument, including, but not limited to:

State of NH Contract 2019-033 B T Date: _nfix[20
i ibil A = q i - Part’ Contractor’s [nitials: . ' '

Exhibil A = Contract Deliverables - Part'3
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23.

. 24

2.5.

2.6.

2.2.1.
222,

2.2.3.

STATE OF NEW HAMPSHIRE ,
DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT [DENTIFICA’I’]ON BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019.033
. PART 3 - EXHIBIT A
SCOPE OF SERVICES AND CONTRACT DELIVERABLES

Patient demographic data.
Color-coded medical alerts.
Color-coded risk alerts.

b=

The Contractor shall provide IDMX wristband production software that is compalible with the
Department’s current Netsmart/Avatar system, including, bit not limited to: :

231
232,

233,
234,

23.5.
2.3.6.
237,

A software license that is valid for 0o less than two and one-half (2-1/2) years.

Conoection to the Departmeot’s e)usung Netsmart/Avatar medicat records software via HL7
mlcrfacmg

Testing of the software conﬁgumnon

Training each staff metober to use the system, as required by the Depanment quch includes
but is not limited to:

234.1.  Secur-Trac training for bandheld users, to congist of no less than one (1) class of
sixty (60) to ninety (90) mmules for ench work shift, which includes, but is not
limited to:

234.1.1. Instruction oo functions of handheld devices.
2.3.4.1.2. Test scanning activilies.
2.3.4.1.3. A hard copy of the handheld device User Guide.

2342, Secur-Trac Software training for software udlmmstraiors, 10 consist of one (1)
class of (60) to ninety (90) minutes.

2343 [DMX taining on ihe wristband production software nnd wrisiband, and clasp
application for all users, to consist of oo less thas ooe (1) class of uurty (30)te |
forty five (45) minutes for each work shift. .

Support services by lclephone on weekdays from 8:00 am to 5:00 pm.
Emergency support services 24 bhours per day, seven days per week.

Testing of support services.

The Contractor shall provide and install the Endur ID Secur-Trac software a1 the direction of the
Depariment. .

The Contractor shall provide no less 1han twelve (12) Fortable Ruggedized mobile computers,
hereinafter to be catled “handheld scoaning devices”, which must have the abiliry to communjcate
with Endur ID Secur~Tmc software, and exchange and upload data.

Each handheld scnm:ung device provided by the Contraclor shall include features and functionality,
.as required by the Departmenl, which ioclude, but are not limited 10 : ’

State of NH Contract 2619_;033 ' . Date: 2[[ t['aﬁ
Exhibit A - Controct Delivernbles — Past 3 Cootraclor's Lnitials: Z%t I
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: STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES *

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

2.6.1.
2.6.2.

2.6.3.

2.64.

SAAS CONTRACT 20159-033
PART 3 - EXHIBIT A :
SCOPE OF SERVICES AND CONTRACT DELIVERABLES

[P 64 raling. g
User log in requirements, which must include, but is not limited to:
2.6.2.1. Iowegration with Avatar credentials, or:

' 2.6.2.2.  Statc of New Hampshire AD single sign-on.
Capability to gencm'ic reports in multiple file formats, including, but not linited to:

263.1. PDF.

263.2. Excel

2633. HTML . y
2634, XML '

A tﬁelﬁt;d that allows for reptncement of repair of scanner tools supplied through this conﬁcl
within 24 bours of nonce 1o the Corlractor.

2.7. The Coniractor shall insiall the IDM}{ software and have it in fully functional state no later than
sixty (60) days afier the contract effective date which includes, but is not limited to:

2.7.1.
2.72.

2.7.3.
2.74.
2.1.5.
2.1.6.
271

2.2.8.
2.19.

2.7.10.

Ob site installation of MMX swrisiband production sofiware at New Hampsbire Hospital, or
State of New Hampshire Data Center, to be determined by the Department.

Integrating patient identification software w;ith-exisliug Netsmarv/Avatar medical records
goftware via HL? interfacing.

Testing of configuration of HL7 interfacing portioo of the project.

Training staff to use the sysiem:

Testing of support services.

Instatlation of IDMX license a1 a workstation to be designated by the Department.
Installation of color printer, provided by the Depariment, at 8 location to be detennined by

- the Depantment.

Testing of printer by prioting sample wristbands.

Creatiog system users and scltinﬁ sysier privi!cges'for cach user as direcied by the
Depanment.

Vendor part oumber SM-1-LA apd consumable items lhal can produce ao less lhnn one
thousand two hundred (1,200) individual pauent 1denm' cation bracelets.

2.8. The Contractor sha} install the Secur-Trac software and hnve it in o fully functiona] state o later
-than sixty (60) days afier the contract effective date, which-includes, but is oot limited to:

Exhibit A - Contraci Deliverables - Part 3 " Contractor's Lnitials:

- Siate of NH Coatract 2019.033 - g  Date: Q-“z‘b()

! !
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

. PART 3 - EXHIBIT A
SCOPE OF SERVICES AND CONTRACT DELIVERABLES

2.8.1. Customization of Secure-Trac hardwere to meet the needs of the Depanment tobe
determined by the.Department.

28.2 lmegmlon with IDMX hardware. :
28.3. Testing for accu}acy of data sharing with IDMX software and hand-held devices.
2.8.4. User cet-up for Secur-Trac and handheld devices.

28.5. Tesling of handheld devices at locations throughout New Hampshire Hospital, as determined
by the Departmeant.

f

2.8.6. - Testing of reporting capability, including generating o test report that includes, but is not
limited fo:

2.8.6.1. PatientID.
' 2862  Locstion:
2863, Date ]
2864. Time. ' ; _——
, 2.8.6.5. Attendiﬁg employee.
2.8.7. Fioalization of user training schedule and roll-out date, to be approved by the Department.

2.9, The Contractor shall provide & method to allow for replacement or repair of any scanner tool at any
time, twenrty-four (24) hours per day.

3: Performance Measures

. 3.1. The Contractor shall respond 1o 100% of requests for service oo later than one (1) hour after
' teceiving the service request.

- 4. Dellverables
4.1. The Contractor shall provide:

4.1.3. Aninitia) supply of materials 10 make no less than one thoussnd hwvo hundred (1,200)
wristbands, to include:

4.1,0.1,  Wristband matertal.
41,12, Secur-Lok clasps.
4.1.2. A user Guide for IDMX sofrvare and bracelet assembly.
4,13, A User Guide for Sccuyl.ok software, '
4.1.4. A User Guide for handheld devices.
General Project Assumptions

: . Y
State of NH Conlract 2019033 ‘ ’ . Date: 2[ {a !gb
Exhibit A - Contract Deliverables - Part 3 Contractor's Inilials: . :
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5:L

52

53.

54.

'5.5.

) STATE OF NEW HAMPSHIRE .
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT ENTIFICATION BRACELETS AND SOFTWARE SYSTEM

g _ SAAS CONTRACT 2019033
PART 3 ~ EXHIBIT A ~ s
SCOPE OF SERVICES AND CONTRACT DELIVERABLES

The Contractor will provide project tracking tools and wemplates to record and manage Issues, Risks,
Change Requests, Requircments, gnd other documents used in the qnnnngcmcr{l and tracking of the

project. The State of New Hampshire and the Contractor's Project Managers will review these tools

and-templates and determine which oncs will be used for the project. Training on these tools and
templates will be conducted at the start of cach phase in which they will be vsed.

Prior to the commencement of work 6n Non-Software and Written Deliverabics, the Contractor shall

provide Lo the State a template, table of conténts, or agenda far Review and prior approval by the

" Sute.

“The Gontracior shall ensure thet appropriate levels of security are implemented and mainained in

order to protect the integrity and reliability of the-State’s Information Technology resources, .
information, and services. The Contracior shall provide the State resources, information, and
Services on an ongoing basis, with the appropriate infrastructure and security. controls to cnsure
business continuity and to safcguard the confidentiality and integrity of State nexworks, Systems and
Data. - ) . z

The Deliverebles are set Torth in the Schedule deseribed below in Chart 5.5 By uncondilionally *

. accepting a Deliverable, the State reserves the right 10 reject any and all Deliverubles in the event the

State deiects any deficiency in the System, in whole or in part, through completion of all Acceplance
Testing, including but rot limited to, Software/System Acceplance Testing, and any exiensions .
thereof. ) 3 E . g

_Pricing for Deliverables set forth in Exhibit B: Price and Puyment Schedule. Pricing will be

effective for the Term of this Contract, and any extensions thereol.

PELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Chart 5.5 X i . L .
' Activity, Deliverable, or Milestone ’I?c_h_‘l."emb!c . Ribjected
j ype i Pclwcry Date

PLANNING AND PROJECT MANAGEMENT

! {Conduct Project Kickoff Mecling - Non-Sofware April 9, 2020

2 - {Project Status Reponts ' [Wriuen Weekly

3 Work Pian : writtea April 6, 2020
Infragtructure Plan, including Deskiop Written

5 b hnd Neiwork Conliguration e

Requirements ) April 16, 2020

i Security Plan - Weinen . Aol 16,2020

Staic of NH Conitract 2019-033 . ‘ Date! M&
. Exhibit A — Conuact Deliverables — Part 3 Contractor’s Initials: _)4(_ ] =
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( ot STATE OF NEW HAMPSHIRE i
DEPARTMENT OF HEALTH AND HUMAN SERVICES
'PATIENT-IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM  ~
SAAS CONTRACT 2019- 033
, "PART 3 - EXHIBIT A
. o : SCOPE OF SERVICES AND CO\ITR.ACT DELIVERABLES

R Wristband Tcmplalc . [writeen - |apsit 16, 2020
. Software Configeration Plan .- ; W ritten i May 1, 2020
A Systems Interfacc Plan 7 - T _ :
“ * land Design/Capability ; [Written . May I, 2020
i Testing Plan . Written ! May |, 2020
10 Compeehensive Troining Plan '
and Cumidulom . |Written | May 1, 2020
A1 End User Support-Plan Wriiten A'pril 28,2020
III Documentation of -~
{Optrationa) Proccdurcs pril 2 2020
e R T Saa L %
R s oG "w e
'3 Provide Software Licenses if necded 'Wrilten " JApril 28, 2020
s Provide Fully Tested Data Conversion c
' ; . [Sofiware - Software . Apri! 28,2020
Provide Softwaré Instatied, Conﬁgured :
“ 5 - ‘fand Opcrauonal 1o Sausfy Statc

un-cmems Sofiware . April 28, 2020

R s S A é*-?& A A e D R e s R
i : 16 Conduct lmcgrauon Testing - Non-Softivare April 30, 3020
g - ACanduct User A"c::'cp‘mnce. Testing - |Non-Sofiware Apri 30,2020
'8 Pecform Production Tesis 5 Non-Software Apnlii 30, 2&0
9 Test In-Bound and ' : - '
KOul-Bound interfaces - it Software April 30, 2020
20 Conduét System Performance . ;
=" (Lomdlstress) Testing Non-Software Apri! 30, 2020 .
" Certificatiop of 3% Party Pen Testingand™ "|. - - B
ppllcauon Vulncrnbnluy Scanning. - [Non-Sofuware pril 30, 20’20

&t T ]
GG %

T AN D P RO ME N i E m Pl 'ﬁcﬁ? AT
Converied Data Loadcd into Production

Rean

22 Environment Software - |April 30, 2020
Provide, schedule, capacuy. and method. ’ oy
by 7 for Backup and Recovery of all - | o ¥
; Applicalions and Data ) oftware - April 30, 2020

Sm‘Lc ol_‘NP[ Coniract 2019033~ . iy . ' . Datg: Qj:{Z F,‘;‘O
- Exhibil A - Conu'aci.Dcl'ivqgnblc's -Pand . Contracior's Luitials: :
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
g *  SAAS CONTRACT 2019-033

PART 3 ~ EXHIBIT A
SCOPE OF SERVICES AND CONTRACT DELIVERABLES
24 Conduct Training - . - -Non-_SoI' tware April 30, 2020
25 " [Cutover to New Software Non-Software |qu 6,-2020
25 * [Provide Documéntation Wrinen May 6, 2020

26 Execute Security Plan . on-Software JMay 6, 2020

,.'.‘:- :-:.'_ ‘r > ‘51{"}7‘;‘::. -t .'. 2 \-“:-g;.f 4 ory ..“r*;‘- W‘;‘:{",‘-ﬁ""jﬁf' ;u-'
SRR R e

27 . ] Nﬁﬁ-Sol’twnrc Ongoing
28 . [Ongoing Suppon & Maintenance  * Software Ongoing
ke - [Conduct Project Exit Meeting Non-Sofiware May 6, 2020

Exhibit A - Conwsdct Dclivcmblcs_; Pan3

State of NH Comract 20|9-033 \ . Date: _2[[&[90 -
" Contractor’s Initials: _ ' .
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STATE OF NEW HAMPSHIRE
i DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1 Not to Exceed
This is a Not 1o Exceed (NTE) Contract for the period between the Effective Date through June 30, 2021.-
The Contractor shall be responsible for performing its obligations in accordance wilh the Contract. This
Contrset will allow the Contraclor 1o invoice the State for the following. ectivities, Deliverables, or
miléstones appenring in the price and paymeant tables below:

a Projected
LAclMty, Detlverable, or Milestone e [Price
& ' [Delivery Date
Eﬁsmumpm e R ey W
o O P TN N S D N S o YT IV Y )
Provide lDMX Software License $9,700
D Provide Secur-Trac Software License . $4,890
Provide IDMX Software lastalled, Configured, and
3 Opeérational to Satisfy State Requirements 58,919
Provide Secur-Trac Software Installed, Configured,
4 hind Qperational to Satisfy State Requirements $11,852
! Hood Held Scanner Licenses (12) - ) ; $1,224-
m MgD‘EPLQ}‘ 't IEN'J] =7 _.....WJ.... . _..‘ '"5.' S 3 s e el
(Al LI PO TR | g N N LLN I Sy A
va:de Tools for Ba.ck'up and Recovery of nJl
6 Applications and Data ) ;
7 Conduct Training .$7,350
7-’-“'—'_(". s B A oo b 7\: SRR e ur— = ™ ......—:l_....,-:..‘.,‘: o
?‘PA:&ATJ'Q&Q Lol B regdintef e 0 Ve s o R Ml Al W g o S
3 andheld Scnnncrs(lZ) ) g . 514,451
P Ongoing Support and Maintenance. . 86,178
10 Supplies % ' g . $1,960
' TOTAL $67,524

12 SMS Services Priclng Worlksheet

Pricing must reflect tbe payment of roaintepance through the Contract end date. Price estimate should
reflect Lhe most oplimistic implementation date. Actual payments may differ from the estimate il project
start date slips or if implementation Lakes tonger as this will cause n shorler maintenance period. Table.
should be cusiomized to, reflect the project and 1he cos1 composing the Conltractor's proposal.

. Table 1.4: SAAS Services Prlclnﬁ Workshecl
H sms=ssnwc&s’i S

o e e r‘u

Siate of NH Contract 2019-033
Exhibit B - Price and Payment Schedule - Part 3
Poge 8 of 36
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’ STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE
\

Software Installation, $20,771 - $20,771

Configuration and

Testing

Technical Supporl, | 33,089 33,089 36,178
Maintensnce and - ’ A i

updales

Treining $7,350 . o $7,350
Herdware $14,451 . $14,451
Supplies 51,480 1480 |- 52,960
Liceasing ’ S15814 50 515814
T e et [ q Y7 A T Ll
SRANDAOTAL S 3L e | R ﬁ

2. CONTRACT PRICE

Notwithstanding any provision in the Contract (o the conuary, and notwithstandiog unexpected
circumstances, in no event shali the total of all payments made by the State exceed the amount indicated
in the P-37 Genera! Provisions Block 1.8 (“Price Limitaliod”). The payment by the State of the total
Contract price shall be the only, and the complete rejmbursement to the Contrecior for ali fees and
expenses, of whatever azture, incurred by the Contractor in the performance hereof,

The State will not be responsible for any travel or out of pocket expenses incurred in the perfonnance of
the Services performed under this Contract. e

3. INVOICING ‘

The Contructor shall submit correct invoices 16 the State for all amounts to be pnid by the State. All invoices.
submitted shall be subject to the State’s prior written approvat, which shall not be unreasonably withheld.
The Contractor shall oaly submit invoices for Services or Deliverables as pemuitied by the Contract.
Invoices must be in a format as detennined by the State and contain detailed information, including without
l:muauon itemization of each Deliversble and identification of the Deliverable for which payment is
soughl ond the Acceptance date triggering such paymeat; date of delivery and/er instatlation; momhly
maintenance cbargcs any other Project costs or retention amounts if applicable.

Upon Acccplance of a Deliverable, and s properly documented and undlsputed invoice, the State will pay
the correct and undisputed invoice within thirty {30) days of invoice receipt. }.nvonces will not-be b-u:kdnted
and shall be promptly dispatched.

Invoices shall be sent to:
Financial Administrator *
New Hampshire Hospital |
Business Office

36 Clinton St .
Concord, NH 03301 ; ,
State of NH Contract 2019-033 ) : ) /( 3—/30
Exhibit B — Price and’ Paymcul Schcdule Pan3 Contractor's Initials l“
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. STATE OF NEW HAMPSHIRE
" DEPARTMENT OF-HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS
Payments shall be made via ACH. Use the following link (o enroli with the State Treasury for ACH
payments: Jlwwrerw, oh.gov. /atate-vendorsfindex.

5. OYERPAYMENTS TO THE CONTRACTOR
The Contrnctor shall prompily, but no later than fifieen (15) business days, retura to the State the full
amoual of any overpayment of erroneous payment upon discovery or notice from the State.

™

6. CREDITS
The State may apply credits due 1o the State arisiog out of this Conuacl, agamst the Contracior's invaices
with appropriate information sttached.

Siate of NH Contract 2019033 , Dale: _2[ 1/?0

Exhibil B - Price and Paymeal Schedule — Pant 3 Contractor's Lnitials
Page 100l 36
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STATE QOF NEW, HAMPSHLRE -
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM |
SAAS CONTRACT 2019-033 - PART 3
.+ EXHBITC
REVISIONS TO STANDARD CONTRACT LANGUAGE

. 1. Revisions to FormP 37, General Provnsions
1.1. Section 4, Condmonnl Nature of Agrecmem, is replaced as follows:

4,

CONDITIONAL NATURE OF AGREEMENT.

wauhsmndmg any provision of this Agrccmcm o the conlrary all obugalmns of the Slnle
hercunder, including without limitation, the continuance of payments, in whole or in part, under this
Agreement are contingent upon continued appropriation or avmlablllly of funds, including any .
gibsequicnt changes to the appropriation or availability of funds all fecled.by any state or fedem!
legislative or executive action that reduces, ‘eliminates, of othérwise modifies the appropriation or
avmlablluy ‘of funding for this Agrecment pnd the Scope of Services provided in Exhibit A, Scope of
Services, in whole or in part. In no event shall the State be liable for any payments herevnder in [
excess of appropna:cd or available funds: In the event of 2 reduction, termination or modification of
sppropriated or available funds, the State shall have the rxghl to withhold payment until such Funds
become available, if ever. The Siate-shali-have the right to reduce, terminate or modify services

" under this Agrecment immediately upon giving the Contractor notice of such rcducuon termination

or modification. The State shall not be required to transfer funds from any other source of account
into the Account(s) identified in block 1.6 of the Genera! Provisions, Accounl Number, or any other .
account in the evenl funds are reduced or unavailable. -

).2: Section 10, Termination, is amended by adding the rollowmglangungc

10.1

10.2.

The Sénte may lermmau: the’ Agreemcnl at any time for eny reason, of the solc discretion of the State,
30 days after giving the Conlrnclor wrilten notice that the Slntc is exercising ils opllon o Ium:nale
the Agrccmcm - . . .

In the evént of early tenminution,-the Conlracwr shall, wu}un IS days of notice of early lermmalmn.
develop and submit 1o the State 4 Transition Plan for services under the Agrccmcm mcludmg but not

" .limifed to, identifying the present and fulure needs of clients rcccwmg scrviees under the Agreement .

103

10.4

and cstnbhshes | process (0 meél those néeds.

The Cobtractor shall f ully coopcmtc with ‘the State and shall promptly prov:dc deigiled :nrormauon to.
support the Transition Plan inluding, ‘but not limited to, any information or data requésted by the
State reated to the termination of the Agreement and Transition Plan and shall provide ongoing
communicalion and revisions of the Transition Pian to ‘the State'as requesicd..

In the evént that servnces under the Agrccmem ‘including but not limited to clients receiving services
under the Agreement arc {ransitioned (o havmg services delivered by another entity including

) -contracted providers or ‘the State, the Contractor shall prov;dc a process for uninterrupted delivery of

10.5

© | Swicof NHCommc1 2019033 "y © - pae
Exhibi_lC-Spoéial Provisions - Pant 3 . i Conlrnclorslnmals ﬂ

services in the Transition Plan

The Comtractor shall establish a method of notifying chcnrs and other affected. mdmduals about the
trensition. The Conuactor shall |nclude the proposcd communications in ils Transition Plan submmed :
to the State as described above. ; !

z/ﬁ/ao

Page 11 0f36 -
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- STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033 - PART 3
EXHIBIT D '
ADMINISTRATIVE SERVICES

1. ' TRAVEL EXPENSES .
The Contractor must assume all reasonable travel and related expenses. All labor rates will
be “fully loaded", including, bul not limited to: meals; hotel/housing, mrfnre, car rentals,
car mileage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EX:EMPTION .
The State will zot pay for any shipping or delivery fees unless specnﬁcally itemized in the
Contreet. .

- . L H ~

3 ACCESSICOOPERAT[ON
" As applicable, and subject to the applicable laws and regulations, the State will prowde the
Contractor with access 1o all program files, hbmnes personal computer-based systems,
software packeges, network systems, security sys!ems and hardware s required to
complete the contracted Services.

' ' - The State will use reasonable efforis ta provide epprovals, authorizations, and decisions
reasonably necessary 1o allow the Contractor to perform its obligations under the Contrect.

4. STATE-OWNED DOCUMENTS AND COPYRIGETY PRIVILEGES
The Contractor shall provide the State access to all State-owned documents, materials,
reports, and other work in progress relating to this RFP. Upon expiration or termination of
the Contrott with the State, the Contractor shall tum over all State-owned documents,
material, reports, aod work in progress relating to this RFP to the State at ao odditional cost
to the State. Documents must be provided in both pricted and electronic format.

- 5, RECORDS RETENTION AND ACCESS REQUIREMENTS
The Contractor shall agree 1o the cooditions of ail applicable State and federal laws and |
regulations, which are incorporated herein by reference, regarding retention snd access
requiremeats, inciuding without iimitaiion, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpart 4.7 Contractor Records Retention.

The Contractor and its Subcontractors shall mainfain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect
all direct and indirect costs jnvoiced in the performaace of their respective obligations
under the Contract. The Contracior and its Subcontractors shall retain all such records for
three (3) years following termination of the Contract, including any exiensions. Records
relating to eny litigation matters regarding the Contract shall be kept for ope (1) year

‘ following the termination of ail litigation, including the termination of all appeals or the
expiration of the appeal period.

State of NH Contraci 2019-033 ' Date: j\ [fi[;o

Exhibit D - Admipistrative Services — Panl 3 Contrector’s Initials: LA
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STATE OF NEW HAMPSHIRE
- DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICA'I‘ION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019033 -PART3
EXHIBIT D

ADMINISTRATIVE SERVICES
Upon prior notice and subject to reasonable time frames, all such records shall be subject
to inspection, examination, sudit and copying by personnel so authorized by the State and
federal officials so suthorized by law, rule, regulation or Contract, s npplicable. Accessto -
these items shall be provided within Memimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be ot no
cost to the State during the three (3) year period following termination of the Contract and
one (1) year term following litigation relaling to the Contract, including oll appeals or the
cxp:rnnon of the appeal period. The Coniractor shall include the record reiention and
review requirements of this section in any of its subcontracts.

The State agrees that books, records documents, and other evidence of occounting
procedures and practices related to te Contractor’s cost structure and profit factors shall -
be excluded from the State’s review unless the cost of any other. Services or Deliverables

- provided under the Contract is catculated or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

The Contmactor shall maintain an accounling system in accordance with Genernlly
Accepted Accounting Principles. The costs applicable to the Coatsct shall be -
ascertainable frorn'.the sccounting system and the Coalractor shall maintain records

pertaiging to the Services snd all other cosis and expenditures.

State of NH Controet 2019-033 Date: E,{:{w’?ﬂ

Exhibit D - Administrative Services — Part 3 . < Contractor's Initinls;
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1.

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH-AND HUMAN SERVICES 5
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBITE
IMPLEMENTATION SERVICES

PROJECT MANAGEMENT

The State believes that effective communication and reporting nre esseatia] fo Project
success. '

The Contractor Key Project StafT shall panicipate in meelings as requested by the State, in
accordance with the requiremedts end terms of this Contract.

Introductary Meetlng: Perticipants will include the Contractor’s Key Project Staff and
State Project leaders from both Department of Justice and the Department of Informntion
Technology. This meeting will ensble leaders to become scquainted and establish any
preliminary Project procedures. i

Kickoff Meeting: Participants will include the State and the Contractor's Project Team and
major stakeholders. ‘This meeling is to establish a sound foundation for activities that will,
follow.

Status Mectings:. Participants will include, at the minimum, the Contmctor's Project
Maonger and tbe State Project Manager. These meetings will be conducted at 1éast bi-
weekly and address overall Project status and any additional topics needed to remain 00
schedule and within budget. A siatus and error report (rom the Contractor shall serve o

the basis for discussion. -
The Work Plan: must be reviewed af each Status Meeting and updated, ot minimum, ona

bi-weekly basis, in accordance with the Contract. '

Speclal Meetlngs: Need may arise for a special meeting with Siate leaders or Project '
stnkeholders 1o address specific issues.

Exit Meeting: Participants will include Project leaders from the Contractor and ibe State.
Discussion will focus on lessoss leamed from the Project and on follow up options that the
State may wish to consider.

The Staté expects the Contrnctor to prepare egendas and background for and minuies of meetings.
Background for each status meeling must include an updated Work Plan. Drafting of formnl
preseniations, such as o presentation for the kickoff meeting, will aiso be the Contractor’s
respoosibility. i E

The Coatrector’s Project Manager or the Conirnctor's Key Project Staff shall submii monthly status
reports in eccordance with the Schedule end terms of this Cootract.  All status reports shall be
prepared in formats approved by the State. The Coalractor’s Project Manager shall nssist he State's
‘Project Manager, or itself produce reports related to Project Management as reasonnbly requested
by the State, all et no ndditional cost to the State. The Contracior shall produce Project status reports,
which shall contain, at o minimum, the following:* .

1. Project status related (o the Work Plan;
2. Deliverable status;
3. Accomplishments during weeks being reported;

~

Stale of NH Contract 2019033 |
Date: Ql IQ l Qrﬁ . _
) Contractor's Initials: A’L

Exhibit E - Implementation Scrvices - Part 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBITE .
IMPLEMENTATION SERVICES

Planned activities for the upcoming two (2) \';cak period;
Future activities; and

Issues and concerns requiring cesolulion.

Report and remedies in.case of falling behind Schedule

As reasonsbly requested by the State, the Coatractor shall provide 1he State with information or reports
regarding the Project. The Cootractor shall prepare special reports and preseniations relaling to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by
the $tate, ali at no additional cos; to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shall employ an industry-standard Implemeatation strategy with » timeline set forth
in accordance with the Work Plan; -~

The Contractor and the State shall adopt 8 change magagement approach to identify and plan key
strategies and communication inilistives.

The Contractor’s team will provide training templates as defined in the Training Plan, whrict will
be customized to address the State's specific requirements. Decisions regarding format, conteat,
style, and presentation shall be made early on io the process, by the State, providing sufficient
time for development of ninterial as functionality is defined aod configured. "7 -7 % N

' The Contractor shall manage Project exccution and provide the todls needed to create and manage

the Project’s Work Plan and 1asks, manage and schedule Project stafl, track and manoge issues,
manage changing requirements, maintsin communication within the Project Team, and report
status.

2.2 Tlmeline

The timeline is set forth in the Work Plan, During the initial planning period Project task
and resource plans will be established for: the preliminary training plan, the change.
management plan, communication approaches, Project standards and procedures finalized,
and team ‘traiping initiated. Timing will be' structured to recognize interdependencies
berween applications and structure a cost effective and tinely execution. Processes will be
documented, training established, sad the application will be ready for Linplementation in
rccordance with the Work Plan.

_.2.3 Cbange Mapagement and Tralulog

. The Contractor's change nanagement and training services shn!l be focused on deveioping
.chaoge management and treining stralegies and plans. lis approach relies on State
resources for the execution of the change management and end user training.

-

State of NH Conirsct 2019033
Dute: 2 2D
Contraclor’s Initisls:

Exhibit E - Implementation Services —Part 3
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. STATE OF NEW HAMPSHIRE .

DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT F
TESTING SERVICES

The Coatractor shall provide the following Products and Services described in this Exhibit F, including but not
limited to:

1. TESTING AND ACCEPTANCE ’
The Contractor shall bear all responsibilities for the full suite of Test Planniog and preparalion
throughout the Project. The Contractor will slso provide training as necessary to the State staff
respons:hle for test activilies. The Contractor shall be responsible for oll nspects of testing
contained in (ke Acceplance Test Plan including support, at no addilional cosi, during User
Acceptance Test conducted by the State and the testing of the training materinls.

The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of test materials will be prepared for
cach Software function or module.

All Tesling and Acceptance (both business end technically oriented testing) shall apply to testing
the System as & whole, {¢.g., software modules or funcijons, aod lmplementanon(s)) This shall
‘include planning, test scenario and script development, Datn and System preparation for testing,
and execution-of Unit Tests, System lntegmtion Tests, Coaversion Tesls, Installation tests,
Regression tests, Performance Tuning and Stress tests, Securily Review and tests, and support of
the State during User Acceptance Test and Implementation.

In addition, the Controctor shall provide o mechanism for reporting actual lest r:sulls Vs
expected results and for the resolution and trackiog of all emors acd problems identified
during test execution. The Contractor shall also correct Deficiencies and support required
, re-lesting.

11 Tesl Planning and Preparation
The Contractor shall provide the State with an overall Test Plan that will gmde all tsung
The Counlractor prowdcd State approved, Test Plan will include, at » minimum,
identification, preparation, and Documentation of planoed - testing, a requ:rcmcnls
tracesbility matrix, test variants, lest scenarios, tesl cases, test scripts, test Data, test phases,
unit rests, expected results, and o tracking method for reporting aciunl versus expected
results as well as all errors eod problems identified during lest execution.

As identified in the Accepteoce Test Plan, and documented in sccordonce with the Work
Plap and the Contrect, State testing will commence upon the Contractor’s Project
Mannger's Certification, in wriling, that the Cootractor’s own staff has successfully
executed nll prerequisite Contractor's testing, slong with reporting the actual testing results,
prior to the start of any tcsting executed by State staff. The State will be preseated with o
Stale apprcved Acceplance Tesl Plnn, tesi scenanos, test cases, test scnpts, test dnta, and
expected results,

The State will commence its testing within five (5) business days of receiving Certificalion

from the Contractor that the Siate’s personne] have been trained and the System is installed,

conﬁgured complete, nnd ready for State testing. The testing will be conducted by the State

in an eavironment independent from the Contractor’s development environmeat. The

Contractor must assist the State wilh testing is accosdance with the Test Pian and the Work

Plap, utilizing test and Live Data to validale reports, and coaduct stress and pcrformance
. testing, at no adduuonnl cosl.

State of NH Contrect 2019-033 " Date_g) 90

Exbibit F - Testiog Services ~ Pant 3 ~ Coptracior's Lnitials: _aé-l ‘
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Testing begics upon completion of the Software configuration as required and user training according to

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

‘ STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

. SAAS CONTRACT 2015-033
PART 3 : EXHIBIT F
TESTING SERVICES

the Work Plan. "I‘estl'mg ends upon issuance of o letier of UAT Accepiance by the State.

The Contractor must demonstrate that their-testing methodolagy can be integrated with the State standard

methodology.

1.2 System Integration Testing (If applicable) . ’ .

The new System is tested in integration with oth

er ppplication systems (iegacy and service

providers) in o production-like covironment. System Integralion Testing validates the
integration between the individual unit application modutes pad verifies thai the pew
Sysiem meets defined requirements and supports execution of interfaces and business
processes. The System Integration Test is performed in a test environment.

Thorough end-1o-end testing shall be performed by the Contenctor team(s) to confirm that
the Application integrates with any interfaces. The test emphasizes end-to-end business
processes, and the flow of information across applications (IF APPROPRIATE). It
includes all key business processes and interfaces being implemenied, confirms data
transfers with external parties, and includes the ransmission or printing of ali electronic

and paper documents.

ity QEsEnplion: -
- . a® |,r"'!.-$'.. =

B P T
] o)
SR | bl :
T N o
e Ty T, S L]
T

"Systems Loscgroiion Tésting validaics. e iniegration betweed the largel-

|+ spplication roodules and.other sysiems, and verifies that the new System
“ |. meets defined intérfage requiremens and ‘suppéris execution ‘of busincss

processes.” This Jest emphasizcs end-to-end buisiniess processes and the Dow,

+'|-of itiformaticn across the application.. 1t includes all key business processes |-

 aod interfrices being implemented, confirms data wransfers with exterrial’

11" partics; and includes the transmission or prinligg of oll electronic and paper

{documtats. © '

ContmclorTeamt, -
REpoisiie). L

i

. Specifications. L .
“Work jointly with il State to develop and 1036 the dia profiles to

.. Take the lead--in "dé\"'elaﬁin'g_lhc 'Sy's:en.-\'s' ' lmcgnl'iah.'fdi-
3 . . .

Contracir supplied Software Splution. *

. _support (hé lest Specifications. "1 " -
S Tl o “Work jéislly with the Siate 1o ‘validate <componénts of the iest
AR . miplenn |, MRE et a® gt
FEmIE Respomsoies] |, ¢ Wark - joinily with: the * Contractor. 1o develop  the -Systems
cLaw T |- IntegrationTest Specifications. - . ) o
i | e Wk 'joim:{y_..wiih I:hc Conlrncmr,!d‘_t_!cvclop;and-load the dats
- 3 p(oﬁlqglé'sqpponlhéllql Specifications. S E
* i Ky _.Vorl;j&ihl‘l);'\'v'ilh—l_hcé@nl'm,ctp‘rlib_irali‘dntecumpoh_ehlso!'lh'clcsf

" scripts, modifications, fixes and other' System ioteractions with the

[

State of NH Controct 2019-033
Exhibit F - Testing Services — Pant 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT DMICAHON BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033
PART 3 - EXHIBIT F
TESTING SERVICES

"e: The Integration-Tested Systém indiceles that ol interfaces-
.- between theé spplication and the legacy and third-party systems,
- interfaces, and applications are functioning property. i

1.3 Conversion Valldation Testing (If applicable)
In Conversion Validation Teslmg, torget npphcauon functions ore validaled,

1.4

Activily Descnpuon

F

i ¥

: cconvcn:d dm Lhroush lh:se ml:rfacc points, pcrforms com:clly

e Tbe couvemon vnhdmon iesl should replichte the ‘eniire How of
Lbe oonvened deia \h.rouah the Saﬁwnre Solution, As ttu_- Sofnva:e
Soluuon is unrrﬁccd -to, legacy. of, lhm‘l-par&y
,apphcsuonsﬁn!crfaces Iesuna ‘verifies that the r:su!lum ﬂow o!'d:c e

Responnibilities, |

Conlmelor-Teamy

apphcablc validation |esl.1 nnd compart cxccuhon rrsultsiwuh ihe |
documenlcd cxpecled results R R .

SinfeRespgnsibilities . .

: Exlmc! lnd clcmsc |[necesaa.ry l.be ]egacy dlu 1o bc convened if r.bc
'dnia convemon.s. P = A

= - -

Work Froduct+”
Déseription” .

- ?convmnon prograns- Abat ‘have bcen tested {0 vcnfy 1hat the raulnng
& 1cm:\n:r\cd lepcy dala pcrrorms correcﬂy in lhe,cnure sune oI’ Lhc

rVnhdauon-Tmed Convcmon Promm " These pmgnms mclude

Apphcmon ! KN

........

lnstallallou Testing

In Installstion Testing the application cornponents are installed in the System Test

eavironment Lo test
environment. This

the instellation routines &nd are refined for the eventual production
activiry serves as a dry run of the installation steps in preparnuon for

configuring the productjon system.

1 S User Acceptance Testing (UAT)
UAT begins upon completion of the Software configuration as required and user training
according to the Work Plan. Testing ends upon issvance of a leter of UAT Acceplance by

the State.

" The User Accepla.uce Test (UAT) is a verification process performed in & copy of the
production environment. The User Acceplance Test verifies Syslem funciionality ngainst
predefined Acceptance criteria that support the successful execution of approved business

processes.

UAT will also serve as e performance and sicess test of the Sysle'm ft may cover

tny aspect of the dew System, includiog administrative procedures such as
backup and recovery. The results of the UAT pruwde evidence (hat the new
System meets the User Acceptance criteria as defined in the Work Plan.

Stale of NH Controct 2019-033
* Exhibit F — Testing Services - Part 3
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. STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT F :
TESTING SERVICES

The resulis of the User Acceplance Test provide evidence that the new System meets the
User Acceptance criteria s definéd in the Work Pian. .

Upon successful conclusion of UAT a2d successful System deployment, the State will issue
8 letier of UAT Acceplance and the respective Warranty Period shallcommence -

Acliy w' bcsc.n pl:onL The Systcm User / Accepu.ncc T:su vcnfy Syster functionatity agmmt
o : ot pncdeﬁned Acceplnnce cnl:nu lhal supporl the snccessful execuuon of
' .‘ me approvcd processes : =
q,‘om;p:jorf'f;_mr i e med: the Stnlc an Acccpunc: Tcsl Pla.n and selecuon of lest
R.sphu.l blldlﬂ " :_’ = scnpis for lhe Accepla.nct Test. .

W Momtorl.bc cxecuhon ‘of ihé test scnpts ‘and us:si a3 nceded
2 dunng lhe Uscr Acceptnncc Tcsl aclwuucs

E .
b .

e tnada ™ e WorLjomtlywthlhc Siate mdelemnmna the rcquutdncuons
Y i [ - for, pmblem rtsuluuon. .

T T e —

. Approvc Lhe dev:!opment of l.bc Um Aoccplance Tcsl t Plan
‘. # nud the set of dala for use dunng the User Acceptmcc Tcs1

- .Vahdm:theAcceplanceTeslenvuonmcnl R .. ]

. .'Ex:cutc 1he lesl scnpts md conducl User Acceptunce Tcsl

=1 B ncuwtles. | S B . N
-h v s . . b 1 Y 1
'

‘e Documcnl lnd mmmanze AcccptmceTesl resu!ls

. -.-'-Work qunlly with the Conu-actof in dclcmun.mg lhe reqmrcd
ol actiony for pmblcm resolunon

e ',Prowde Acceptance of lhc vnhdued Sy:lcms

\Morl\’ I}roducl; T +'The Delwenble for Usef Acceptance Tcsts is tbe User Acceplnnce Test
Descnp'hon\ : Resulu -These results pmwde evidence that lh: pew System m:eu lhc
Uscr Accepluncc cnlena defmcd in lhc Work Plan. .

Fr
.
.

\ oo
1.6 Perl‘orm:mce Tunlng and- Su ess Testlng

Tbe Contractor shall develop and document bardware and Software configuration and funing of IDMX
and Secure-Trac infrastructure as well as nssist and direct the State’s System Admigistrators fnd
DatabaseAdministrators in configuring and tuning Lhe infrastructure to support the software
throughout the Project

li..

1.7 Scope :

' The scope of Performance Testiog shall be to jueasure the System level metrics critical for the
development of tie applications infrastructure and operalion of the applications in the production
environment.

1t wiil include the measurement of response rales of the. apphcntaon for end-user tronsactions and
resource utilization (of various servers and network) under various load conditions. These response
raies shall become the basis for changes and retesting until optimum Systcm perfornance is achieved.

State of NH Contract 2019-033 ’ " ) Daie: [
Exhibit F - Testing Services-Part3 | . Cootractor's Initials:
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TESTING SERVICES

" Performance testing and nuning shall occur in the final production envifonmeat and shall use o copy

1.7.1 Test Types

"1.7.2 Tuning

18

of the final prochiction database to provide the best results. : -

Perform:mce\ testing shall use two different types of testing to delérmine the stability ol the application. -
They are bascline tests and lond tests.

a) Baseline Tests: Baseline tests shall coltect performance data nod load analysis by running scripis
where the output is broken down irito business transactions or functions. The test g like a single
user executing z defined business transaction. During baseline testing, each individual script is run
10 establish a baseline for ransaction respons time, throughput and other user-based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over
Yong period of time while running under expected conditions. Load test helps to verify the ability .
of the application environment under different load conditions based on workload distribution.
System cesponse Lime and utilization is measured and recorded.

‘f’uning will be the Contractor led and occur during both ‘the develapment of the abplicmion and load
testing. Tuning is the process whereby the application performance is maximized. This can be the .

resull of making code more efficient during developwment as well as making tuning parameter changes

1o the environment.
Regression 'l'e;thig

As a result, of the user testing activities, problems will be ideatified that require correction. The State
will notify-the Contractor of the nature of the testing failures in writing. The Contmctor will be
required 16 perform additional testiag activities in response 1o State and/or user problems identified
from the testing results. Regression testing meaos selective re-testing to delect faulis introduced during

" the modification effort, both 1o verify that the modifications have not caused unintended adverse’

effects, and to verify that the modified and related (passibly affected) System componenls still meet
their specified requirements. i

In designing and conducting such regression testing, the Conuractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time aad effort
required for conductiog the regressioa tests. In other words, the Contractor will be expecied to design
and conduct regression tests that will identify any unintended consequences of the modification while
taking into nccount Schedule and economic considerations.

1.9 Security Revlew and Testing

IT Security involves all functions pertaining to ibe securing of State Data and Systems through the
creation and definition of sccurity policies, procedures nnd costrols coveriog such areas as

. identification, authentication and non-repudiation. /

All components of the Soﬁxvnre shall be reviewed and tested to ensure they protect the State's

. hardware and software and its related Data assets. Tests shall focus on the technical, administrative

and physical security controls that binve been designed into the System architecture in order to provide
the aecessary confidentinlity, integrity and availability. Tests shall, ot g minimum, cover each of the
seqvice components, Test procedures shall include penetration tests and applicetion vulnerabilily
sconoing. g o )

Stste of NH Coatract 2019033 : . Dae: O Jjpf30
Exhibil F - Testing Services - Part 3 ¥ ) Coulractor’s Initials: _
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
. SAAS CONTRACT 2019-033 .
PART 3 - EXHIBIT F

TESTING SERVICES
Service Componeat Defipes the set of capabilities that:
Identification and Supports obinining information about those partics
Authentication stiempling to log onlo a system or application for
. security purposes and the validation of users

Access Control Supponts the management of permissions for
logging onto a computer or network

Encryption - Supports the encoding of dala for security purposes

Intrusion Detection Supports the detection of illegal entrance inlo »

) computer sysierm ;
Verification 1 | Supports the confirmation of autbonity to enter a
) computer system, application or petwork
_r_lq_igitnl Signature Guaraniees the unaliered state of a file

User Manngement Supports the administration of computer,

application and network sccounts within an
. organization. .

Role/Privilege Supparis the granting of sbilities to users or groups

Management ) of users of 8 computer, applicatioa or petwork

Audii Trnil Capture Supports the identification and monitering of

and Anafysis aclivities within an application or system

Input Validation Ensures the application is protected from bufTer j
ovecflow, cross-site scripting, SQL injection, and
unaitherized sccess of files and/or directories oa
the server,

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture io order 1o provide the necessary confidentiality, integrity and
availability. Tests shall, st a minimum, cover each of the service components. Test procedures shall
include 3% party penetration tests and applicetion vulnerability scagning.

Prior to the System being moved into production the Contractor shall provide-resulis of all security
testing to the Department of Information Technology for review and Acceptasce. All Software and
bardware shall be free of malicious code (malware).

Staie of NH Contract 2019013 : Date: 9[ iﬂf}d
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
. PART 3 - EXHIBIT G :
MAINTENANCE AND SUPPORT SERVICES

© 1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the Sysiem in all material respects as descnbed in the spphcnble
program Documentation through the coatract ead date.

1.1  Contracior’s Responsibility
The Contractor shall maintain the System in accordance with the Contract.

L1} Mamtenancc Releases .

The Contracior shall make avoilable to the State the latest program updates, geneml
maintenance releases, selected functionality releases, patches, and Documcnlanon that are .
generally offered 10 its customers, at no additional cost.

1.1.2 Slandard Agreement -

The State will adopt the Contractor's stapdard maintenance agreemeril modlf' ed to address
terms and conditions inconsistent with State Statutes und general State.information technology
pracuccs

2. SUPPORT OBLIGATIONS AND TERM

2.1 The Contractor shall repair or replace Software, and provide: maintenance of the Soﬁwnre in
eccordance with (he Specifications and terms and requirements of the Contract, including but
oot limited to S1.1 through 81.20 of the Support and Mamlenmcc Requxremeuts in Exhibit H
Requirements, Anachment l.

2.2 1f the Contractor fails 1o correct a Def] iciency w:lhm the ollotted period of time stated above. '
ike Contractor shall be deemed to bave commitied an Event of Default, and the State shall
bave the right, ot its option, to pursue the remedies in Part 2 Seclion 13. 1.1.2, as well a5 to
return the Contraglor’s product and receive o refund for all amounts paid to the Contractor,
including but not limited'to, applicable license fees, within ninety (90) days of notification to
the Contractor of the State’s refund request.

23 1 the Coatractor fails to correct a Defi iciency within the n]lotled | period of time stated above,
the Contractor shall be decimed to have comumitted an Event of Defoult, and the State shall
bave the right, at its option, to pursue the remedies in Part 1, General Provisions, Section 8.

Siate of NH Contraci 2019-033 Date:
Exhibit G - Maintcnance and Suppor! Services - Part 3 Conlractor's Lnitials:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033 - '
SAASEXHIBITH -
' REQUIREMENTS

Project Requirements are hereby incorporated within.

Stale of NH Contracl 2019033 Date: )ﬁi’»
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SOFTWARE AGREEMENT

The Contractor's Project Manager and the State Project manager shall finslize the Work Plan for
Implementation within tea (10) days of the Effective Date and further refine the tasks required to implement
the Project. The elements of the preliminary Work Plan are documented in accordance with the Conuactor's
plaa to implemeni the System. Continued development and management of the Work Plan is a joint effont
oa the pan of the Contractor and State Project Managers. £

The pretiminary Work Plan for Implemeﬁmion created by the Contrsctor and the State is set forth al the
end of this Exhibit. ' :

In conjunction with the Contractor’s Project Management methodology, which shali be used to manage the
Project’s life cycle, the Contractor team and the State shali finalize the Work Plan ot the onset of the Project.
This plan shall identify ihe tasks, Dellverables, major milestones, and task dependencles required to
implement the Project. It shall also address intra-ask dependencies, resource allocations (both State and
Contractor's leam members), refine the Project's scope, and establish the Projeci’s Schedule. The Plan is
documented in accordapce with the Contractor's Work Plan and shall utilize <SOFTWARE TYPE> to
support the ongoing management of the Project. '

1. ASSUMPTIONS
‘A. General )
* e The State shall provide team members with decision-raking aulhon"ty to suppart the
Implementation efTorts, ot the Jevel outlined in the Request for Proposal Document
State Staffing Matrix. :

+  All State tasks must be performed in nccordance with the revised Work Plan,

«  All key décisions will be resolved within five (5) business days. Issues oot resolved
within this initial period will be escalated to the State Project Manager for resolution.

¢  ADy sactivilies, decisions or issues taken on by the State that affect the mutuolly ngfeed
upon Wark Plan timeline, scope, resources, and costs shall be subject to the identified -
Change Coatrol process. . .

o ‘The Contractor shall maintain an accouniing system in accordance with Genera-lly
Accepted Accounting Priociples (GAAP).

B. Project Mangagement
‘s _ The State shall approve the Project Management Methodology used for the Project.

+ The State shall provide the Project Team with reasonable access to the State personnel
as needed to complele Project tasks.

o A Project folder created within the State system shall be used for centralized storage
nnd retrieval of Project documents, work products, and other material end information

. relevonl to the success of the Project and required by Project Team members. , This’
central repository is.secured by detennining which team meinbers have access to the.
Project folder end granting cither view or readfwrite privileges. The Contractor's
Project Manager will establish and maintain this folder. The State Project Manager
shall approve access for the State tzam. Documentation caa be stored locally for the

Stale of NH Conlrsct 2019-033 _ Daie: FQDU .
. Contreclor's Initinls: ’ l
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Contractor and Siate tcam on a “shared” network drive to facilitate case and speed of
access. Final versions of all Documentation shall be loaded to the Statc System.

. . ¢ The Contractor assumes'that an Aliernate Project Manager may be appointed from time ©
A i & to time to handle reasonable and ordinary absences of the Pro;ect Ma:mger

C Converémns (If applicable) N

N Thc Corilructor Team's propowl is based gn the assumption that the Siate’s technicol team
is capabdle of nmplcmcnu ng. with assistance from the Contfuctar's technical team, o subset
-of the conversions. The Contractor’s Team shall lead the Siate with the mapping o[ the
[cgacy Data to thc Conlmclor $ npphcauons

. Addmonnlly. the Conlraclor s Team shall:

1. Provide the Slalc with-Contractor's appllcnuon data requircments and examples,
of data mapplngs conversion scripts, and data loaders. The Contractor's Tedm
ghall identify the APIs the Staie should use in the design and dcvelopmem of the

_conversion. | :

-

2. Provide gundancc and assistance waLh the usc of the data loaders and conversian
scripts provided.

3. Lead the revncw of funciional and technical Specifications. -

. Assist with the resolution of pmblems and issues associated wuh the devclopmcm i
- angd Implementation ofthc CONVErsions. .

Projci:l Schedule
.. Deployment is planned lo begin on Apnl 9 2020 with & planncd go-live date of May 6,
2020
By chomng _
« The Contractor shall conduct weekly smlus mccnngs and provide rcporls that include, but
are notlumlcd 10, minutes, action items. test rcsulu and Documcmanon Y
T F. User Training 3 3 ¢ . oo e i e

* The Contractor's Team shall lead the development of the end-user training plan.
s A me the trainer approach shall be, uscd for the delivery of end-user training.
s Thc Sl.uc is respon51blc for the delivery of end-user iraining.

*  The State shn]l schcdulc and track attendance on all end- -user training classes.
G. . Performante and Sccumy Tesling '

. The, Coatrauor s Team shall provudc a performnncc test workshop to |dcnury the key
scenarios to be tested, the approach aid tools rcqum:d and best practices information
on perlorrnancc lcsung : -

State of NH Contraet 2019:033 - g ® ' ’ Date: _MO
Exhibit J - Spﬂwﬂ.'re Agreement - Pan 3 _ ' Conlracior’s ]nmals
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2. ROLES AND RESPONSIBILITIES

A.
1)

2}

STATE OF NEW HAMPSHIRE
) DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM {
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT }
SOFTWARE AGREEMENT

o The State shall work with the Centractor on all testing s set fortb in Contract Exhibil
F — Testing Services. .

Contractor Team Roles and Responsibilities ;
Coutractor Team Project Executive

The Contractor Team's ijccl Executives (Contmc:or and Subcontractor PrOjeCl

. Executives) shall be respounsible for ndvising oo and monitoring the quality. of the’
Services througliout the Project life cycle. The Project Execwtive shall advise the
Contractor Team Project Mrnager and the Stale’s Project leadership on the best
praclices for implementing the Cooiractor Software Solution within the State. The
Project Executive shall participate in the- definition of the Project Plan and provide
guidance to the State’s Team.

Contrector Team Project Mansger

The Contraclor Tear Project Manager shall have overall responsibitity for the day-to-
day management of the Project’and shall plan, track, and manage the nctivities of the
Contractor Implementation Team, The Contractor Team Project Manager will have
the followmg responslbthtles :

~ Maintain communications with the State’s iject Manager,

Work with the Staie in planning and conducting a kick-off meeung,
Create and maintain the Work Plan;

Assign the Contractor Team consultants to lasks in the Impl-en{entalioﬁ Project eccording
to the scheduled staffing requirements; ) '
Define roles end respounsibilities of all the Conlmctor Team mem&ﬁ;

Provide SWEEKLY update progress reports to the-State Project M-anngcr, }

Notify (be State Project Manager of requirements for State resources in order 1o provide
sufficient lead time for resources o be made available;

Revicw task progress for time, qun!uy, snd acr:uracy in order 10 achieve progress,

Review requirements and schcdulmg changes and ndcnufy the impact on the Pro;ecl in
order to identify whether the changes may require a cbange of scope;

Implement scope and Schedule chaages as aulhorized by the State Project Manager and
with appropriate Change Control approvals as identified ia the Implementation Plag,

Inform the State Project Manager and staff of any urgent issues if and when they arise;.

Provide the State completed Project Deliverables and abtain sign-off from the State's
Project Manager.

Manage handofT to the Contractor operational staff;

State of NH Contract 2019-033 _ Date: __ P [3/#0
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.+ Menage Trogsition Services as peeded. | |
3) Contractor Team Analysis i

The Contracior Team shisl! conduct analysu of requirements, validate the Conlructor’
Team's undersla.udmg of the State business rcqmrements by application, end perform
business requirements mappiog:

»  Construct aod confirm applicalion test case scenarios;

«  Produce epplication configuralion definitions and configure the nppliculioﬁi;

» Conduct testing of the configured application;

» - Produce functionn) Specifications for extensions, conversions, and interfaces;

e Assist the State in the testing of extensioﬁs. conversious..and interfaces;

. lAssist the State in execution of the State’s Acceptance Test, E

* Conduct follow-up meetings to obtain feedback, results, and concurrence/approval
from the State;

o  Assist with the comection of configuration problems identified during systemy,
integretion and Acceptance Testing; and

s Assist with the transition to productidn.
4) Coatractor Team Tasks
The Contractor team shall assuine the following tasks:

Development and review of functional and technical Speciﬁcntidn 1o determine that they are at an
*appropriate tevel of detail and quality;

Development and Documentation of conversion and interface programs in accordance with functional
and technicel Specifications;

Development and Documeantation of installation procedures; ond

Unit testing of conversions and interfaces developed; nod

System Iotegration Testing. -

B. State Roles and Responsibilities

The following State resources have been identified for the Project. The time demands on
ihe individual State team members will vary depending on the phase and specilic tasks of
the Implementation. The demands on the Subject Matter Experts’ time will vary based on
the need determined by the State Leads and the phase of the Implementation.

1} State Project Manager

“The State Project Manager shall work side-by-side witl the Contractor Project
- Muaaager. The role of the State Project Manager is to manage State resources (IF
ANY), facilitate completion of all 1asks assigaed 10 State staff, and conununicale
Project starus on e regular basis. The State Project Munager represents the State in all
decisions on melemenmuon Project matiers, provides all oecessary support in the

State of NH Contraci 2019-033 : ; Date:
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conduct of the Implementauon Project, and provides necessary State resources, as
defined by the Work Piaii-and as otherwise identified throughout the course of the
Project. The Siate Project Manager bas the following respoosibilities; -

¥ L]
*

. -

Plan’ and conduct a kick-off meeting with assistance from the Coauractor team,
Assist the Contractor Project Manager in the development of a detailed Work Plan;’

Ideatify and secure the State Project Team members in‘ncc'ordance with the Work
Plan,;

Define roles and mspons:blhues of ell State Pm]ect Team members assigned to the
Project;

Identify and secure sccess to additiona! State end-user sinff as needed to suppon
specific nreas of kanowledge if and when, requ:red to perform .certain
lmplerentation tasks, g

Communicate issues (o State management as necessary lo secure resolution of any
matter that caanol be nddmsscd et the Project level;

Inform the Contractor Pro;ect Manager of any urgent issues if and when they anse;
and

Ass:st the Contmctor team staff to obtain requested information if and when
required to perform centain Project tasks.

Manage handoff to State operational staff;
Manage Staie staff during Transition Services as needed.

2) State Subject Matier Expert(s) (SME)

" The role of the State SME is to assist appllcallon'leams with an understanding of the
State’s current business practices and processes, provide agency knowledge, and
pariicipate in 1he Implementation. Responsibilities of lhe SME include the following:

State of NH Contract 2015.03) ' ! Date: ?Z 1314

Exhibit ] — Softwarc Agreenent ~ Part 3 ' Cantracior's Lnitials:

+ Be the key user and contact for their Agency or Department; ,

s Attend Project’ Team wraining and acquire ln-deplh functional knowledge of
tbe relevant applications;

e Assist in validating and documenung user requ:rcments as needcd

*  Assisl io mapping business requiremeats;

*  Assistin construcling test scripts and data;

e Assistin System Integrotion, and Acceplance Testing;:

o+ Assist in performing conversion and integration testing kod Data verification;

»  Attend Project aseelings when requested; and

f—
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s  Assistin treining eod users in be use of the Contractor Software Solution and
the business processes the opplication supports.

3)  State Technical Lead and Architect

The State's Technical Lead and Architect reports to the State’s Project Manager and is
responsible for leading and managiag the State’s technical tasks. Responsibililies include:

. Au:nd technical training 8s necessary to support the Project;

s  Assist the State and the Contractor Team Projea Mamg:rs to establish the
. detailed Work Plan;

» Manage the day-to-day activities of the State's technical resources nssigned
to the Project; -

'e Work with State [T management to obiain State technical resources in
accordance with the Work Plan;

¢ Work in parinership with the Contractor and lead the State technical staff's
efforts in documenting be technical operationat procedures and processes for
the Project. This is a Contractor Deliverable and it will be expected that the
Contractor will lead the overnll effort with suppon and aessistence from the
State; and

= Represent the technical efforts of the State at WEEKLY Project meelings.
4) State Tesling Adminisicator

The Stare's Tesling Admihismlor will coordinate the State’s testing efforts,
‘Responsibilities inctude:

o Coordinsting the developmeni of sysiem, iotegration, pérfommnce. and
Acceptance Test plans; -

» Coordinating system, integration, performance, and Acceplance Tests,

¢  Cbairing test review meelings; .

e Coordinating the State’s team and external thicd parties involvement in tesling;
e  Ensuring that proposed process changes erc considered by process owners;

» Establish priorities of Deficiencies requiring resclution; and

s+ Tracking Deficiencies through resolutioz.

3. SOFTWARE APPLICATION
Deinil whal software is required for the Contractor to perform the acuvmes of the Contract.

Siatc of NH Contrect 2019033 | - . Dals: Z[Zéo
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4. CONVERSIONS
A Conversion Testing Respoasibilities

e The Contrector Team aod the State, based on- their assigned conversion
responasibilities, s set forth in Cootract Exhibit F: Tesling Services shall identify
applicable test scripts and insiallation instructions, edapt them to the Project
specifics, test the business process, and compare with the documented expecied
results, ' . i

e The Costractor Team and the Siate, based op their assigned conversion
responsibilities, shall execute the applicable test scripts that complete the
‘conversion and compare execution results with the documented expected results.

s The State is responsible for documeﬁting the techaical Specifications of all
programs that extrect and format Data from the legacy sysiems for use by the
conversion processes. C

o The -Contractor Team and the Siate, based on their assigned conversion
responsibilities, shall develop and unit test their assigned conversions. i

¢ THe State and the Coatractor Teams shall jointly conduct System and lategration
Testing,  verifying and validating' the accuracy apd completeness of the
conversions, ’

¢  The State and the Contractor Teams shall joinuy verify and validate the accuracy
and cormpleteness of the conversions for Acceptance Testing and production.

5. INTERFACES
Interfaces shall be implemeated in cooperation with the State.

A Interface Respoasibilities

The Contractor Team shall provide the State Contractor Application Data requirements
and examples, of data mappings and interfaces implemeated on other Projecis. " The
Contractor Team sha)l jdentify the APls the Siale should use in the design and
development of the interface. - :

The Contractor Team shall lead the State with 1he mapping of legacy Data to the
Coatractor Application. .

. The -Contraclor Team shall lead the review of functional -and tgchnicnl interface

Specifications.

The Contractor Team shall assist the State with the resolution of problems and issues
associated with the development and Lmplementation-of the interfaces.

The Contractor Team shall document the functional-and technical Specifications for
the interfaces. g . ' i

. State of NH Contract 2019-033 : : ' Date: 20
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The Contractor Team shall creale the initial Test Plan and related scripts to Unit Test
the interface. The State shali validate and accept.

The Contractor Team shall develop and Unit Test the interface.

4 »
The State end the Contrector Team shall jointly verify and validate the occurscy and
compleleum of the interface.

The State is n:spous:ble for documenting the procedures: reqmred 10 run the intecfaces
in production.

The Siate shall document ihe technical changes needed to Iegacy systems lo
accommodate the interface.

“The State shall develop and lest all legacy application changes needed to accommodate

tbe interface.

The Stote and the Contractor Teams shall jointly construct test scnpls and create any
dota aeeded io support testing the interfaces.

The State is _respons:ble for all data extracts and relaied formatting aeeded from legacy
systerns 1o support the interfaces. .

The State is responsibte for the scheduling of interface operation in production.

6. LICENSE GRANT - T
' RESERVED

State of NH Coatract 3019-033 ) ~ Dame_ 9_&/}5
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STATE OF NEW HAMPSHIRE
_ DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 -EXHIBITK
WARRANTY & WARRANTY SERVICE

1. WARRANTIES

1.1 Syslem
The Contractor Warrnnts lhal the System wxll operate to coeform to the Specifications, tenms, und k
requirements of the Contract.

1.2 Software )
The Contractor weitants thet the Softwere, including but not limited to the individual modules or
funciions furnished under the Contrucy, is properly functicning within the System, compliant with
the requirements of the Contract, and w:ll opcmte in accordance with the Specifications and Terms
of tbe Contract.

For any breach of the above Software wnmnty, the State s remedy, and the Contractof’s entire
liability, shall be
(8) The correction of progenm errors that cause breach of the wn.rmnry, orif the Contractor cannot
substantially correct such breach io a coramercially redsonable maoner, the State may end its
progrem license if any and recover the fees paid 1o he Cootractor for the program license and
any unused, prepaid technica! support fees the State has paid for the progm.m license; or
(b) The re-perrormance of the deficient Services, or
(c) If the Coatragtor cennot substantially correct a breach in n commercially rensonable manper,’
the State may end the relevant Services and recover the fees paid to the Coniractor for tbe
deficient Services.

13 Noo-Iofringement
The Contractor warrpnts that it has good title to, or lhc right to allow the State to use, &ll Services,
equipmeat, and Software (“Meterial”) provided under this Contract, and that such Services,
equipment, and Software do ot violate or infringe any patent, u-udemark, copyright, trade name or
other intellectual property righls or misappropriate 8 irade secret of any third party. .

‘1.4 Viruses; Destructive Programming
The Contractor warrants that the Software shall not contain any viruses, destruclive programming,
or mechanisms designed to dlsrupt the performance of the Software in accordance with the
Specifications.

1.5  Compatibllity _ _
The Contractor warrants that all-System compooents, including but not fimited to the components

provided, including any replacement or upgraded System Software componeals provided by the
Cantractor to comrect Deficiencies or as an-Enhancemeat, shall operate wilh the rest of the System

without loss of any functiopality. ) ~

1.6 Services . . )
The Contmctor warrnats that all Services to be provided under the Contract will be provided
expediently, in o professional manner, in accordance withi industiry standards and that Serv:ces will
comply with performance standards, Specnﬁcnuons. ond terms of the Contract. )

2 WARRANTY PERIOD
The Warronty Period shall remain in | effect until the coaclusion or termination of this Contract
and any exteasions, excep! for the wa:mnty for non-infringement, which shall remain in effect

in indefinitely.
Stale of NH Cootract 2019-033 Date:
Exhibit K - Wurranty and Warranty Service— Pan 3 Contractor's Loitials:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033 PART 3
. EXHIBIT L
TRAINING SERVICES

1. The Contractor shall provide trining for users of the IDMX software on each work shift, as
determined by the Department, [IDMX software training must include, but is oot limited to:

1.1. Printing, assembling and attaching wristbands.

1.2. Applying Secur-Loc clasps to wristbands.

1.3. Review of the procedure for disposal of used wristbands.

1.4. A bard copy of ll?e IDMX User Guide for each employee d&ignnted for training.

2. Classroom training for each designated employee on use of the bandheld devices. Training
for handheld devices shall include, but is act limited to:

2.1. Instruction on functions of handheld device.
2.2. Testscanning sctivities.
2.3. A hard copy of the handheld device User Guide.

3. The Contractor shall provide iraining for users of the Secur-Trac software on each work shift,
as determined by the Department. Secur-Trac software training must include but is not

. limited to: :
3.1. Basic navigation of the software at the workstation where it is installed, including, but
pot limited to: ’

3.1.1. Filtering records.

3.3.2. Soring records.

3.13. Searching records.’

3.1.4. How torun s query.

3.1.5; How lo generate, view and print reports,

]

State of NH Contract 2019033 - _ Date: Q/D,/ﬂo

Exhibit L — Training Services— Pan 3 Coatractor’s Lnitials:
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STATE OF NEW HAMPSHIRE
" DEPARTMENT OF HEALTH AND HUMAN SERVICES .
PATIENT [DENTIFICATION BRACELETS AND SOFTWARE SYSTEM |
) SAAS CONTRACT 2019033 '
PART 3 - EXHIBIT M
AGENCY RFP WITH ADDENDUMS, BY REFERENCE
] . f

REP-2019-NHH 03-PATIE Patiest Identification Bracelets and Software System dated
- December 13, 2018 is hereby incorporated by reference as fully set forth herein.

State of NH Contract 2019033 . . © Dat: 9/ /9/ Al

Exhibit M - Agency RFP with Addeadums, by Reference - Part 3 Contracior™s [nitials: 2 i {
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STATE OF NEW HAMPSHIRE <
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3-EXHIBITN
VENDOR PROPOSAL, BY REFERENCE

ENDUR ID proposal to RFP-2019.NHH 03-PATIE Patient Identification Bracelets and
Software System dated March 6, 2019 is bereby incorpornted by reference as fully set forth

herein.

1
State of NH Contract 2019-033 Due: @ / 19/20
Exhibil N = Vendor Proposal-Part 3 Coutractor’s Initials: ) 4{
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_ STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 -EXHIBITO -
CERTIFICATES AND ATTACHMENTS

! Altached are: .
A. DHHS Standard Exhibits . {
State of NH Contract 2019-033 Date: O’ ’2‘
Exhibit O — Vendor Proposal- Part 3 Coatractor’s Initials:
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New Hempshire Dopai'tment of Health and Human Services
i

OHHS Standerd Exhibils
Exhibit C

SEECIAL PROVISIONS

Contractors Obligations: Tha Contraclor covenants and agrees Lha! all funds received by the Conlractor
under the Contraci shall be used only as payment to the Contractor for services provided lo eligible
Individus!s end, in the furtherance of the aforesald cavenants, the Contractor hereby covenanis end
agreas es follows: ; i )

1.

.Compillance with Federal aﬁd State Laws: If tha Coniractor is pemmittad to datermine Lhe eligibility

of individuais such cligibility determination shall be made in accordance with epplicable fedesal and
state lows, regulations, orders, guidelines, policies and procedures, .

Time and Manner of Determination: Eligibllity determinations ehall be made on forms provided by
the Departmant for that purpose and shall be made and remade et such limes os ore prescribod by
the Depariment.

Documentation: In addition to the determinetion forms required by the Depariment, the Contraclor
gha!l malntain a data flo on each reciplent of services hereunder, which fils shall inciude all
information necessary to support en eligibility defermination end such other Informalion as the
Depaitmen! requests. The Contractor ehall furnish the Depariment with all forms and documentation
regarding eligibliity determinations ihat the Depariment may request or require. .

Falr Hearings: The Cantracior understands that ell applicants for services hereunder, 83 well as i
Individuals daciared Inefigible have a right to e fair hearing regarding that determination. The
Contractor hareby covanants and agrees that ell epplicants for services shall be parmitted lo fill out
an application form and thet each epplicant or re-applicant shall be informed of his/her right to elalr
hearing in accordance with Depariment regulations. ] ) 3

Gratuitles or Kickbacks: The Contractor agrees that il is a breach of this Contract 1o accep! or

make a paymenl, gratuity or offer of employment on behalf of tha Contracter, any Sub-Contrector or
the Stata in order to Influence the performance of the Scope of Work detailed In Exhibit A of this -
Contract. The Stale may terminate this Conlract and any sub-contrect or sub-egreement if it is )
detormined that paymaents, gratullies of offers of amployment of eny kind were offered or received by -
eny officials, officers, employees or agenls of the Contractor o Sub-Contractor.

Retroactive Payments: Notwithslanding anylhing to the contrary contained in Ihe Conlract or ineny
other document, contract or understanding, it is expressty undersiood end agreed by the partias
hereto, thal no payments will be mede haraunder to reimburse tha Contractor for cosls incurred for
any purpose of for any services provided o any individual prior to the Effective Date of the Conlroct
and no payments shall be mada for expenses Incurred by the Contractor for eny sarvices provided
prior to the date on which Lhe Individusl applies for services or (excepl es olherwise provided by the
fadora! rogulations) prior to & determination that the individual is eligible for such sarvices.

Conditions of Purchase: Notwithstanding anything lo the contrary contained in the Contract, nothing
hereln contained sha!l be desmed o obligate or require the Department to purchase services
herounder al a rale which reimburses the Contractor In excess of the Contractors costs, ot arate
which exceeds the amounts reasonable and necessary to assure the quality of such service, or at e
rate which exceeds fhe rate charged by the Contractor to ineligile individusls or other third party
{unders for such service. If et eny lime during Lhe term of this Contract or after receipt of the Final
Expendilure Report hereunder, the Department shall delermine that the Contractor has used
peyments hereunder lo reimburse tlems of expense other than such costs, or has received peymen!
in 6xcass of such costs or In excess of such rates charged by the Contractor to-Ineligible individuals
or other third party funders, the Department may elect to:

7.1. Renegotiate the rates for payment hereundat, In which event new rates shall bo esleblished;
7.2. Deduct [rom any future paymeni to the Contractor the emaunt ot eny prior reimbursementin
excess of cosis; i
Exhibit C - Spedisl Provisions Contracior inltints
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k DHHS Standard Exhibits
Now Hampshire Department of Health and Human Services

ExhibitC

7.3. " Demend rapayment of the excess payment by Ihe Contractor in which avent failure to make
such ropaymant shall constitute an Event of Defaull hereunder, When the Contractor is
permitiad to determine the eligiblllly of individuals for sarvices, the Contractor agrees to
reimburse the Department for g!! funds pald by the Department to the Contractor for services
providad to any individuel who is found by the Department to be ingligible for such services al
any time during the period of relention of records established herein,

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records: In addilion to the eligibllity records specified ebove, the Conlracior
covenants end ogrees to maintaln the following records during the Canlract Period:

8.1.  Flsca) Recards: books, racords, documents and other date ovidencing and refiecting all costs
and other expenses Incurred by the Contractor in the performance of the Conlract, and all

income recelved or collected by the Contractor during the Contract Perlod, said records to be
mainisined in accordance with accounting procadures-and praclices which sufficiently and
properly reflect ali such costs and expenses, end which are acceplable to the Department, and
(o Include, without iimitation, all ledgers, books, records, and origina! evidence of cos!s such as
purchase requisilions anid orders, vouchers, requisitions for malerials, inventories, valuations of
in-king éontribulions, labor lime cards, payrolls, and other records requasted or required by the

) Depariment. .

B.2. Stolistical Racords: Statistical, envollment, attendancs or visi records for each recipient of
services durfng the Conlract Perlod, which records shall include all records of appticelion and
alighbility (Including all forms required to determina eligislity for each euch reciplent), records
regerding tho provision of sarvices and ell invoices submitted o the Department to obtain
paymen! for such gervicss. :

8.3. " Medical Records: Where appropriste and as prescribed by tha Depariment regulations, tha
Contractor shall retain medical records on each patientreciplent of services.

9. Audit: Contractor shall sibmil an annua) audit to the Depertmant wilhin 60 days afler the close of lhe
agency fiscal yeer. Il s recommended that the report be preparad in accordance with (he provision of
Office of Management and Budget Circular A-133, "Audits of Siates, Local Governments, and Non
Proflt Organizations™ and the provisions of Standards for Audit of Goverhmental Crganizations,
Programs, Activities and Functidns, issued by the US General Accounting Office (GAO standards) es
they partain to financial compliance audits. ’

8.1, Audit end Review: During tha term of this Contracl and the period for retention heraunder, the
Department, the United States Depariment of Heallh and Humen Services, and any of their
dasignated representatives shall have access to all reports and records maintained pureuantio
the Contract for purposes of sudit, examlnstion, excerpts and transcripts.

9.2. Audit Liabllities: In pddition to and nol in any way In limiation of obligetions of the Contract, itis
underslood and agreed by the Contracter that tha Conlractor shall be held lieble for any etale

. or federal audil excaplions and shell relum to the Department, all paymants made under the
Contract to which exception hes been leken or which have boen disallowed because of such en
exceplion. ’

10. Confidentiality of Records: All Information, reports, end records meintalned horeunder or collected
in connaction with the performance of the sarvices and the Contrgct shall be confidantiat end shellnot
bo disclosed by the Conlractor, provided however, that pursuant to stsle laws end the regutations of
the Depariment regerding the use end disclosure of such informalion, disclosura may be made to ’

-public officlals requiring such information in connaclion with thelr official dulies and for purposes
directly connected to the sdministration of the sarvices and the Contract; and provided further, thal
ihe use or disclosure by any party of any Information conceming a recipient for any purpose nol
direcly connected with the edministration of the Depariment or Lhe Contractor's responsibiitios with

' respect to purchased services hersunder Is prohiblied except on written cansenl of the recipient, his
" gltorney or guardian. ’ !
Exhibit C - Spocial Provisions Coniracios Initlas
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i DHHS Standard Exhibils
New Hampshire Department of Hezlth and Human Services

Exhibit C

Notwithsianding enything to the oontrary conlained herein the covenanis and conditions contained In.
the Paragraph ghall survive the terminalion of the Contract for sny reason whatsoever.
. )

11. Reports: Fiscal and Statistical: The Conlracior sgreas lo submit the following reports et thefollowing
times if requested by the Department. .
11.1.  Interdm Financial Reports; Written Interim financial reports containing a detailed description af
: all costs and non-allowabie expenses incurrad-by the Contrector to the date of tha report and
containing such other information as shafl ba deemed salisiactory by the Depariment to
justify the rate of payment hereunder. Such Financiel Reports shell be submitted on the form
dasignated by the Departmart or deamed eatisfectory by the Depatment. d
11.2. -Final Report: A final report shall be submiited within thirty (30) cays after the end of the lerm
of (nis Conlract. The Final Report shall be in a form salisfactory 1o the Department and shall
contain & summary stalemant of progress toward goats end objactives stated In the Proposal
end other information required by the Department, !

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Departmeni of the
maximum number of units provided for in lhe Cantract and upon payment of the price limitation
hereunder, the Contract and-all the obligalions of the parties hersunder (except such obligalions as,
by the terms of the Cantract ere lo be performad after the end of the term of this Contraci andfor .
survive ihe terminalion of the Contract) shell terminate, provided however, {hat if, upon teview ofthe
Final Expenditure Report the Depariment shall disallow eny expenses claimed by the Conlractor as
cosls hereundar the Depariment shall rotein the right, at its discretion, to deduct the amount of such
axpenses as are disallowed or to recover such sums from the Contractor.

13. Credits: All documents, nolices, press releases, research reporis and other materials prapared
during of rasulting from the performance of the services of lhe Conlract chell include thefollowing
slatement: .

13.4.  The preparotion of this (report, document elc.) was financed under 8 Contract with the State
of New Hampshire, Department of Heallh and Human Services, with funds provided in par
_ bythe Slate of New Hampshire and/or such other funding sources as were avoileble or
required, e.g., the United States Dapariment of Health and Human Services.

14. Prior Approvel and Copyright Ownership: Al materlals (wrilten, video, audio) produced or
purchased under the contract shall have prior approval from DHHS bafore printing, production,
distribution or use. The DHHS will retain copyright ownership lor any and all origingl materials

. produced, Including, but not limited to, brochuras, resource direclories, prolocols or guideines,
posters, or reports, Cantractor ehall not reproduce any malerials produced under the contrectwithout
prior wrillen epproval from DHHS,

15, Operation of Facllities: Compliance with Laws and Regulations: In.the operalion of eny {acilities
for providing services, the Contractor shall comply with ell laws, orders and regulations of fedaral,”
slaté, county and municipal authorities and with any direction of any Public Officer or officers
pursuant lo laws which shall impose an order of duty upon the contractor wilh respect to the
operation of ihe facility or the provision of the services st such facillty. tf any governmental license or
permit shall be raquired for the operation of the seld [acility or the performance of the said sarvices,

. {he Contractor will procure sald liconse or permit, and will at sl times comply with the terms and

* condilions of esch such license of permil. In connection with the foregoing requirements, the ’
Contractor hereby covenanis and agrees thal, during the term of this Contract the faciities sha!
comply with all rules, orders, regulations, end requirements of the Stata Cffice of the Fire Marshaland
the locel flre protection agency, end shall be In conformanca with local bullding and zoning codes, by-
laws and regulations. .

18. Equal Employment Opportunity Plen (EEQP): The Contractor will provide an Equal Employmani
Opportunity Plan (EEQP) to the ‘Office for Civil Rights, Office of Justico Programs (OCR), If it has
received & single award of $500,000 or more. If the reciplent receives $25,000 or more and has 50 or

_ Exhibh C - Special Provisions Conlracios Initicts
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DHHS Standard Exhibits
Exhibh €

more employees, it will maintain a current EEOP on fila and submit an EEOP Caortification Form to the
OCR; certifying that its EEQP is on file. For recipients receiving less then $25,000, or public grentees
with fewer then 50 employess, regardiass of the emount of the award, (he reciplent will provide an
EEOP Certificatian Form 1o the OCR cerlifying i is not raquired to submit or mainteln an EEOP. Non-
profit organizatians, Indien Tribes, end medical and educational instilutions ere exempt trom the
EEOP raquirement, but ere required to submit a certification form to the OCR 1o claim the exemption.

, EEOP Certification Forms ere aveilsble at: httpJiwww.ojp.usdol/aboutiocripdis/cert pdf.

‘7.

18.

19,

Limited English Proficiency (LEP): As clarilled by Exscutive Order 13166, Improving Access to
Sarvices for persons with Limited English Proficiancy, end resulling agency guidance, nationalorigin
diserimination Includes discrimination on ihe basis of limited English proficiency (LEP). To ensure
compllance with tha Omnlbus Crime Control and Sefe Streets Act of 1968 and Tille Vi of the Civll
Rights Act of 1984, Contrectore must take reasoneble steps to epsure that LEP persons have
meaningful access to Iis programs. :

Pilot Prograin for Enhancement of Contractor Empioyee Whistieblower Protections: The
following shall apply lo 21l contracte that excaed the Simplified Acquisition Threshokd es defined indB
CFR 2.101 (cumantly, $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (SEP 2013) '

{8) This contract end omployess working on this contract will be subject lo the whistleblower rights
and remedies In the pilol program on Contractar employee whislleblower protections established at

41 U.5.C. 4712 by sectlon 828 of tha National Defensa Authorizetion Act for Fiscal Yeer 2043 (Pub. L.
112-239) and FAR 3.608.

{b) The Contractor shell inform its employoes In writing, in the piqdorr{inanl language of the workfoice,
of employes whistisblower rights and protections under 41 U.S.C. 4712, s described in section
3.908 of the Federal Acquisilion Regulation,

{c) The 'Coﬁlraclor shall insert the substance of this clause, including this paragraph {(c), in all
subconiracts over the simplified acquisition lhrsshpld. : ,

Subcontractors; DHHS recognizes that the Confractor may choose to use subcontrectors with
greater experiise to parform certein health care services or funclions for efficiency or convenience,
but the Contreclor shall relain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contrector shall eveluate the subcontractor's ability to perdorm Lhe delegated
function(s). This Is accomplished through a wrilten agreement that specifies aclivities and reporting
responsibitities of the.subcontractor and providas for revoking the delegation or imposing sanclions if
the subcontracior's performance is not adequate. Subcontractors are subject to the same contractual
condilions as the Contractor and tha Contractor is respansible to ensure subcontractor compliance
with Ihass condilions.

When he Contractor delegstes a funclion to o subconiractor, the Conlractor shall do the following:

19.1.  Evaluale the prospeclive subconiractor's ebilily to perform the actlvities, before delegating
the funclion "
18.2.  Have a writlan agreement with the subcontracior that specilies aclivitlas andreporting
. responsibilities and how sanctions/ravocalion will be menaged il the subcontracionrs
perormance is not edequate .
19.3.  Monitor the subcontractor's performance on an ongoing basis

Exhibit C - Special Provisions 4 Contrector Initiats
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194,
19.5.

Provide to DHHS &n ennual schedule Identifying all subcontractors, delegated funchons and
responsibililies, and when tho subcontracior's performance will be reviewed
DHHS shatl, al its discrelion, review and epprove efl subcontracts. -

it the Contractor identifies deficiancies or areas for improvemenl are i&anliﬁed. the Contractor shall
take comective action.

20. Contram_DnﬂnItioné:

20.1.

20.2.

20.3.

204,

20.5.

20.8.

SV

COSTS: Shall meen those direct and indiract ltems of exponse determined by the Department
to ba allowable and reimbursabla in accordance with cost end accounting principles esteblished
in accordance wilh state and faderal laws, regulstions, rules and orders.

DEPARTMENT: NH Departrnan! of Hoalth and Humnn Services.

PROPOSAL: i appﬂcablo shal maan the document submitted by the Contraclor on &

form or lorms required by the Dapariment and containing a descriplion of the cervices and/or
poods 1o be provided by the Contracior in accordance with the lerms and condilions of the
Contract and setting forth the tolal cost and sources of revenue for each sorvice lo be provided

; under tho Contracl.

UNIT; For each service thel the Contractor Is 1o provids Lo eligible Individuals hereunder, shall
mean tha! period of time or that specified aclivily determined by the Depariment end specified
in Exhibit B of the Conlract.

FEDERALISTATE LAW: Wheraver federal or state laws, ragulaﬁoﬁs, niles, érdem. end
policies, otc. ara refarred o in the Contract, the said reference shall be deemed to mean
ali such laws, regulations, etc. as they may be emended of revised from time to time.

SUPPLANTING OTHER FEDERAL FUNDS: Funds provided to the Contractor under this
Conlract will not supplant eny existing [oderal funds avaliable for these services.

Exhibil C - Spocia! Provisions thndorlniﬁab
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’ Exhibit D
c CATION R DING DRUG-FREE WORKPLACE RE EME

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Seclions 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Tille V, Sublitle D; 4
U.5.C. 701 et seq.), and further agrees 1o have the Contractor's representative, as idenlified in Sections
1.11 and 1.12 of the General Provisions execute the following Certff_::alion:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS
U5 DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS |

US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

- This certification Is required by the regulations implementing Sections 5151-5160 of the lf)rug-Fme

Warkplace Act of 1988 (Pub. L. 100-890, Title V, Sublitie D; 41 U.S.C. 701 et seq.). The January 31,
19889 regulations were amended and published as Part 1] of the May 25, 1990 Federal Register (pages

|21681-21881), and require certification by grantees (and by inference, sub-grantees and sub-

contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regutation provides that a grantee (and by inference, sub-graniees and sub-contractars) that is a State
may elect to make one cerlification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate el ouf below is a
material representation of fact upon which rellance is placed when the agency gwards the grant. False
certification or violation of the cedification shall be grounds for suspension of payments, suspension or
termination of grants, or govemment wide suspension or debarment. Contractors using this form should
send It to:

Commissioner

NH Department of Health and Human Services
120 Pleasant Street,

Concord, NH 03301-8505

1. _The grantee certifies that it will or will continue to provide a drug-free workplace by
1.1. Publishing a slatement nolifying employees that the uniawful manufaclure, distribution,

' dispensing, possession or use of a controlled substance is prohibited in the grantes’s
workplace and specifying tha actions that will be taken against employees for violation of such
prohibition; A i

1.2. Esiablishing an ongolng drug-fres awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace; J
" 1.22. The grantee's policy of maintaining a drug-free workplace; :
1.2.3. Any avaflable drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violatlons
occurring in the workplace, .o ’
1.3. Makingita requlreniepl that each employee to be engaged in the performance of the grant be
given a copy of the statement required by-paragraph (a);
1.4, Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will i
1.4.1. Abide by the terms of the statement; and
1.4.2. Nolity Ihe employer in writing of his or her conviction for a violation of-8 criminal drug
statule occurring in the workplace no laler than five calendar days after such
conviction; - o '
1.5. Nolifying the agency In writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise recelving actual notice of such conviclion.
- Employers of convicted employees must provide notice, including postion tille, to every grani
officer on whose grant aclivity the convicled employee was working, unless the Federal agency

Exhibil D ~ Cartification reparding Drug Free Vandos iniliats
workpiace Roquiromaents
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-

has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant,
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.8.1. Taking appropnate personnel aclion against such an'employee, up to and including
‘termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate salisfactorily in a drug abuse assislance or
rehabifitation program approved for such purposes by a Federal, State, or tocal health,
law enforcement, or other appropriate agency,
1.7. Making a good faith effort to continue to maintain-a drug-free workplace through
- implementation of paragraphs 1.1, 1.2,.1.3, 1.4, 1.5, and 1.6. .

2. The grantee may insert in the space provnded below the site(s) for the performance of work dona in
connection with the speclf ic grant

Place of Performance (street address city, oounty state, znp code) {list each location)
; Caduc Il Tac.

Sm"fl”« Tadvsleie| b e Ul Y

. _ o
Check O if there are workplaces on file that are not identified here. Hamplon - A H 037 o

g

Vendor Name: E~dwTO Thce.
%Mcrr.ll‘Im\u'ﬂflclbf U“"_TL{
Hcmpfoq’ MK O038Y)

o2 )ao

- Date , Name: E\her T Lalosé
Title: - CEo
Exhibit D ~ Certificglion regarding Drug Free Vendor tniliala

Workplace Requiremenis f
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CE ATION REGARDING LO G

Thé Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of

Section 319 of Public Law 101-121, Government wide Guidance for New Reslrictions on Lobbying, and

31 U.5.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11,
_and £.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS '
" . US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance {o Needy Familiés under Title IV-A
“Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX

. *Medicoid Program under Title XiX
“Community Services Block Grant under Title V1
“Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and befief, that:

1. NoFederal appropriated funds have been paid or will be pald by or on behalf of the undersigned, to
any person for influencing or attempting to Influence an officer or employee of any agency, a Member
' of Congress, an officer or employse of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewa!, amendment, or
modification of any Federal contract, gran!, loan, or cooperalive agreement (and by specific mention
sub-grantee or sub-contractor). co ;

2. If any funds other than Federal approprlated funds have been paid or will be paid to any person for
influencing or attempling to influence an officer or employee of any agency, a Member of Congress,

- anofficer or employee of Congress, or an employea of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractar), the undersigned shall complete and submit Standard Form LLL, {Disclosure Form to
Repart Lobbying, in accordance with its instructions, attached and kentified as Standard Exhibit E4.}

3. The undersigned shall require that the language of this certification be inclucied in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-reciplents shall certify and disclose accordingly.

This cerdification is @ material representation of fact upon which reliance was placed when this transaclion
was made or entered into. Submission of this cerification is a prerequisite for making or entering into this
transaction-imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure. .

Vendor Name: = n & L TO. ;"S.‘_nf_.

Date 7 _ Nome QA 1bedt Laros<

Title: CCEC

+  Exhinil E - Certification Rogerding Lobbying - Vondor Inkials z \
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIDILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12548 and 45 CFR Pan 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees la have the Conlractor's
representative, as identified In Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal {centract}, the prospeclive primary participant is providing the
certification set oul below, :

2. The Inabllity of a person to provide the ceriffication required below will not necessarily result in denial
of participation tn this covered transaction. If necessary, the prospeclive participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered In connection with the NH Department of Heatth and Human Services’ (DHHS)
determination whether to enter into this transaclion. However, failure of the prospectlive primary
pariicipant to fumish o certification or an explanation shail disquality such person from participation in
this transactlon. :

3. The certification In this clause is a material representation of fact upon which rellance was placed
.when DHHS determined to enter into this transaction. If It is later determined that the prospective
primary paricipant knowingly rendered an erroneous certification, in addition to other remedies
avallable to the Federa! Governmenl, DHHS may terminate this transaction for cause or default,

4. The prospecilve primary paricipant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant leams
that its cerification was efroneous when submitied or has become erroneous by reason of changed
circumstances. : i

5 The ierms "covered transaction,” “debamed;” "suspended,” "ineligible,” “lower tier covered
transaclion,” “participant,” *person,” “primary covgred transaction,” “principal,” "proposal,” and
~voluntarily exciuded,” as used in this clause, have the meanings set out in the Definitions and
Coverage seclions of the rules implementing Executivé Order 12548: 45 CFR Part 78. See the
asttached definitions. ) 1

8. The prospective primary participant agrees by submitting this propasal (contract) that, should the
proposed cavered transaction be entered into, Il shall not knowingly enter inlo any lower tier covared -
transaction with a person wha is debarred, suspended, declared ineligible, or voluntarlly excluded
from participation in lhis covered transaction, unless authorized by OHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled “Cerlification Regarding Debarment, Suspension, Ineligibility and Voluntary Excluslon -
Lower Tier Coverad Transactions,” provided by DHHS, without modificatien, in all lower tier covered
transactions and In al! solicitations for lower tier covered transactions.

8. A participant in a covered transaclion may rely upon 8 certification of a prospective panicipantin a
lower tier covered transaction that it is nol debarred, suspended, ineligible, or involuntarly excluded
from the covered transaction, unless It knows that the certification Is emoneous. A participant may
decide the method and frequency by which it determines the eligibiiity of its principals. Each
particlpant may, but is not required o, check the Nonprocurement List (of excluded parties).

9. Nathing contained in the foregoing shall be ‘construed to require establishment of a system of records
in order 1o render In good faith the certification required by this clause. The knowledge and 1

Exhbil F «~ Cestificaton Regerding Deberment, Suspension Vendor inlliaks
And Other Reaponsibility Matiars
CUHHSN1071) Page 10l 2 Deale
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information of a participant is not required to exceed that which s normally possessed by a prudent
person In the ordinary course of business deallngs

10. Except for ransections autharized under paragraph 6 of these instructions, if a participantina
covered transaction knowingly enters into a lower lier covered transaction with 2 personwho Is
suspended, debarred, ineligible, or voluntarity excluded from padicipation in this transaction, in

‘addition {0 other remedies avadahle to the Federat govemment, DHHS may terminate this ransaction
for cause or default

PRIMARY COVERED TRANSACTIONS
11. The prospective primary partic:pan! cart!fies to the best of lts knowledge and be!lel‘ thal it and its
principals:
11.1. sre not.presently debarred, suspended, proposed I‘or debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federa! depariment or agency,
. 141.2. have not within a three-year period preceding this proposal {contracl) been convicted of or had
a chvil judgment rendered against them for commission of fraud or a criminal offense in
connection with oblaining, attempting to obtaln, or performing a public (Federal, State or tocal)
transaction or @ contract under o public transaction; violation of Federal or State antitrus!
stalutes or commission of embezziement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or recetving stolen property; )
11.3. are not presently lndlcted for otherwise criminally or civilly charged by a govemmental entity
_{Federal, State or local) with commission of any of the offenses enumerated in paragraph {I)(b)
of this certification; and
11.4. have not within a three-year period preceding thls application/proposal had one or more public
transaclions (Federal, State or local} terminated for cause or default,

12. Where the prospective primary paricipant Is unable to celity to any of the statements in this
certification, such prospective participant shalt altach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS - )

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier parlicipant, as
defined In 45 CFR Part 76, certifies to the best of its knawtedge and belief that R and its principals.
13.1. are nol presenily debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13:2. where the prospective lower tier particlpant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal {contract).

14, The prospective lower lier padicipant further agrees by submitting this proposal (contract) that it will
include this clause entitied “Certification Regarding Debarment, Suspenslon Ineligibility, and
Voluntary Exclusion - Lower Tler Covered Transactions,” without modification in all lower tier covered
transactions and In gll sclicitations for lower tier covered Uansactions. )

) i

Vendor Name: Ef\ éUTTb ,’-\—'—‘(‘\ [

9//9 /3‘(/

Date ' . <
: . Tie: “z;; o Qs

’ ‘
EMF Cu‘llﬂr.aﬁonﬂmdh\gbobumm! Suspension Vondor Inftists Zi /
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTL EBLOWER PROTECTIONS

The Vendor identified In Section 1.3 of the General Provisions agrees by signature of the Contracior's
representative a3 kleniified in Sections 1.11 and 1.12 of the Genera! Provisicns, 1o execute the following
certification:

Vendor will comply, and will reqﬁire gny subgrantaes or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may includa: 5

- the Omnlbus Crime Control and Safe Streets Act of 1868 (42 U.5.C. Section 37898d) which prohibita
recipients of fadera! funding under this statute from discriminating, elther [n employment praclices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certaln recipients to produce an Equal Employment Opportunity Flan; .

- - the Juvenlle Justice Delinguency Prevention Act of 2002 (42 U.S.C. Section 5872(b)) which adopts by
reference, the clvil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibiled from discriminating, either in employment praclices of in the delivery of services or
benefils, on the basis of race, color, refigion, national orgin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

. - the Civit Rights Act of 1964 (42 U.S.C. Saclion 2000d, which prohibits recipients of faderal financia!
assistance from discriminaling on the basls of race, color, or national arigin in any program or aclivity);

- the Rei':ab!litation Act of 1973 (28 U.5.C. Section 784), which prohibits raciplents of Federal financlal
assistance from diseriminating on the basis of dlsabllity, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabiiities Act of 1890 {42 U.S.C. Sections 12131-34), which prohiblts
diserimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommaodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discriminalion on the basis of sex in federally assisted education pragrams; "

~ the Age Discrimination Act of 1975 (42 U.5.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities recelving Federal financial assistance. It does not include
employment discriminalion; 2 ’

.28 C.F.R. pt. 31 (U.S. Department of Justice Regulations = OJJDP Grant Programs); 28 C.F.R. pl. 42
(U.S. Depariment of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Palicles
and Procedures); Execulive Order No. 13278 {equal protection of the laws for faith-based and community

" arganizations); Execulive Order No. 13559, which provide fundamental principles and policy-making -
griteria for partnerships with faith-based and nelghborhood organizations;

.28 C.F.R. pt. 38 (U.S. Depariment of Justice Regulations — Equal Treaiment for Faith-Based

. Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act {NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Prolections, which protects employees against
reprisal for certaln whistle blowing activities in connection with federal grants and conltracts.

* . The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or govemment wide suspension or

- debarment.

)
Exhibh G .
Vondor Irdliols
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]

In the event o Federal or State courl or Federal or State administrative agency makes a finding of
discrimination ofter a due process hearing on the grounds of race, color, religion, nationa! origin, or sex
against B recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
ihe appiicable contracting agency or division within the Depatment of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

1 L]

The Vandor identified in Section 1.3 of the General Provisions agrees by signature of the Conimdon‘s
representalive as identified In Sections 1.11 end 1.12 of the Genera! Provislons, to execute tha following
cedification; -

I. By signing and submitting this proposal (contract) the Vendor agrees to comply with the provisions
Indicated above. .

vendorName: Lnduc LD Thc-

9 )50 L
Date %;f?—-"ﬁibc r\ Lacese
' CEO

‘Exhioit G ’
Vendor inltists
Candession of Comgl with recun - 1 Faderal - i Equal Ty of F sich-Based Crpanizations

. - .
s
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CERTIFICATION REGARDING ENVIRONMENTAL TOBAGCCO SMOKE

Publlc Law 103-227, Pan C - Environmental Tobacco Smoke, also knawn as the Pro-Children Act of 1984
{Acl), requires that smoking not be pemmitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularty for the provision of health, day care, education,

_ of library services to chiidren under the age of 18, If the services are funded by Federal programs either
direcly or through State or loca! governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, faciliies funded solely by
Medicare or Medicaid funds, and portions of facillties used for Inpatient drug or alcohol treatment. Fallure

‘ to comply with the provisions of the law may result in the imposition of a civit monetary penalty of up to

< ) $1000 per day and/or the imposition of an odministrative compliance order on the responsible entity.

The Vendor identified In Section 1.3 of the Generai Provisions agrees, by signature of the Contractor’s
representalive os identified in Section 1.11 and 1,12 cf the General Provisions, to execute the following
cerification:

1. By signing and submitting this contract, the Vendor agrees o make reasonable efforts to comply with
o all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1984,

Vendor Name: ' E n L 5. '.CD rﬂ C_

Dat N ; {o
ate ! Name Qll,;ﬁ' Lalos<
. .=

Exhibit H - Caniification Regardlng VamwmAL

Enviroruriontal ‘Tobacco Smoko
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HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Vendor Identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Porlability and Accountability Act, Public Law 104-191 end
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable fo business associates. As defined herein, "Business
Assoclate” shell mean the Vendor and subcontrectors and agents of the Vendor that recelve,

e ; use or have access to protected health informalion under this Agreement and “Covered Entity”
shall mean the State of New Hampshire, Depariment of Health and Human Services.

(1 Pefinitions. , .
! ) 8. ‘Breach” shall have lhe same"meaning as the term “Breach” In section 164.402 of Title 45,
: Code of Federal Regulations. 3 L

B ‘Business Associate” has the meaning given such term in seclion 160.103 of Title 45, Code
of Federal Regulations. °F ‘

c. “Covered Entity” has the meaning given such tem in section 160,103 of Tille 45,
Code of Federal Regulations.

d. "Deslanated Record Set”shali have the same meaning as the term *designated record set”
in 45 CFR Section 164.501.

e. "Data Agqreastion” shall have the same meaning as the term "data aggregation” in 45 CFR
. Seclion 164.501. : R Ca,

f "Heaith Care Operations™ shall have the seme meaning s the term “health care operations®
in 45 CFR Section 164.501. '

g. “HITECH Act’ means the Health Infonﬁalion Technology for Economic and Clinical Health .
Act, TitteX1il, Sublitle D, Part 1 & 2 of the American Recovery and Reinvesiment Act of

2009. :

h. "HIPAA" means the Health Insurance Portabllity and Accountability Act of 1998, Public Law
104-191 and the Standards for Privacy and Security of Individually ldentifiable Health
Information, 45 CFR Paris 160, 162 and 164 and amendments theréto.

i. “[ndividual® shall have the same meaning as the temm “individual” in 45 CFR Section 160.103
and shall inciude a person who quelifies as e personal representative in accordance with 45
CFR Seclion 164.501(g). :

j. “Prvacy Rule” shail mean the Standards for Privacy of Individually Identifiable Hesith
Information at 45 CFR Paris 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. “Protected Heallh Information” shall have the same meaning as ihe term “prolected health
information” In 45 CFR Section 160.103, limited to the informalion crealed or recelved by
Business Assoclate from or on behalf of Covered Entity.

32014 Exhivi, | . Vondor inlliats

Heslth Inswance Porlability Act ]
Businass Associslo Agreamoni .
Pego 1048 Dale 0 -



Docusign Envelope ID: F1BOCDD0-23C9-4B10-B419-03CE92025EBC '

DHHS Standard Exhibits
New Hampshire Department of Mostth and Human Services

Exhibit|

.I. “Required by Law" shall have the same meaning as the term “required By law” in 45 CFR
© Section 164.103.

m. “Secretary” shall meen the Secretary of the Depariment of Health and Human Services or
his/her designee. d

n. ~Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpan C, and amendments thereto. §

0. "Upnsecured Protected Health Informalion” means protected heatth information that is not
secured by.a technology slandard that renders protecied heallh information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Qther Definitions - All terms nol otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH
Act,

a. Business Assoclate shall not use, disctose, maintain or transmil Protected Health .

* Information (PHI) except es reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, Including bul not limited to all
ils directors, officers, employees and agents, shali not use, disclose, maintain of transmit
PHI In any manner that would constitute a viotalion of the Privacy end Security Rule.

b. Business Assoclate may use or disclose PHI:
b For the proper management and administration of the Business Assaciate;
0. As required by law, pursuant to the terms set forth in paragraph d. below; or
n. For data aggregation purposes for the health care operations of Covered
Enlity.

c. To the extent Business Assoclate Is permitied under the Agreement to disclose PHIto &
inird party, Business Assoclate must obtain, -prior to making any. such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentlally and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; end {il) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rulés of any breaches of the confidentiality of the PHL, to the extent It has obtalned
knowledge of such breach.

d. The Business Assoclate shall not, unless such disclosura is reasonably necessery to
provide services under Exhibit A-of the Agreement, disclose any PHIin response to 8
request for disclosure on the basls that it Is required.by law, wilhout first nolifying
Covered Entity so that Covered Entity has an apportunity 1o object to the disclosure end
to seek appropriate relief. If Covered Enlity objects to such disclosure, the Businegs

" a0 Extbit | Vendor Initas

Heelth tnsurence Poctabilty Act
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Assoclale shall rafrain from disclosing the-PHI until Covered Entity has exhausted all
remedtes.

If the Covered Entity notifies the Business Assoclate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such edditional restrictions and shall not disclose PHI in violation of

'such additional restrictions and shall abide by any additional securily safeguards.

'

Obligatio nd Actiy]ti f Business Associate. .

_ The Business Assotiate shall nolify the Covered Entity's Privacy Officer immediately

after the Business Assoclate becomes aware of any use or disclosure of prolected
health information not provided for by the Agreement including breaches of unsecured
protected health informalion and/or any security incident that may have an impact on the
protééted health Information of the Covered Entity.

The Business Associete shall immediately perform a risk assessmént when it becomes.
aware of any of the ahove siiuations. The risk assessment shall include, but not be
limited to: '

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected heallh information or to whom the
disclosure was made; C . !

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.. i

The Buslness Assoclate shall complete the risk’assessment within 48 hours of the
breach and immediately report the findings of the risk essessment in writing o the
Covered Entity.

Tﬁe Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule. N

Business Associate shall make avallable all of Its internal policies and procedures, books
and records relating to the use and disclosure of PHI received trom, or created or *
received by the Buslness Associate on behall of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule. 5 '

Buslness Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere lo the same
restrictions and condilions on the use and disclosure of PHI contained herein, including
the duty to retum or destroy the PHI as provided under Section 3 {i). The Covered Entity

shall be considered a direc! third party beneficlary of the Contractor’s business associale

agreements wilh Contractor's Intended business assoctates, who will be receiﬁz PHI

Exhibit | Veondor initials
Heatlh Insurenco Portability Acl .

Business Associato Agreamont .
Poge 3010 Dato O



Docusign Envelope 1D: F1 BOCDDO-23C9-4B10-8419-03CES2025BBC

U d DHHS Standard Exhibits
New Hampshire Department of Hoolth and Humen Services .

Exhlibit |

pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health Information.

f. Within five {5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entily to determine
¥ Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of recelving a written request from Covered Entity,
. Business Assoclale shall provide access to PHI in a Designated Record Set to the
Covered Enlity, or as directed by Covered Entity, to an individual In order to meet the
- requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of recelving a written request from Covered Entity for an
- amendment of PHI of a record about an individual contained in a Designated Record
Sel, the Business Associate shall make such PHI available to Covered Entity for
amendment and Incorporate any such emendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526. -

i. Business Associate shall document such disclosures of PHI and Information refated to
such disclosures as would be required for Covered Entity to respond to a request by en
individual for an eccounting of disclosures of-PHI in accordance with 45 CFR Section.
164.528. ‘

j. Within ten {10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Enlity such informetion as Covered Entity may require to fulfill its obligations
to provide an accounling of disclosures with respect to PHI In accordance with 45 CFR
Section 164.528. )

k. In the event any individual requests access to, amendment of, or accounting of PHI .
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the

_ responsibility of responding to forwarded requests. However, If forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall Instead respond to the individyal's request as required by such law and notify
Covered Eniity of such response as scon as praclicable.

I Wilhin ten (10) busingss days of termination of lhe Agreement, for any reason, the
Business Assoclate shall relurn or destroy, as specified by Covered Enlity, all PH)
received from, or created or recelved by the Business Associate in connection with the
Agreement, and hall not retain eny coples or back-up lapes of such PHI. I return or
destruction Is not feasible, or the disposition of the FHI has been otherwise agreed to in
the Agreement, Business Assoclate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for'so long es Business f

V2014 + Exhibll ) Vondor Initiats
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Associale maintains such PHI. If Covered Entity, in ils sole discretion, reguires that the
Business Assoclate destroy any.or all PHI, the Business Associate shali cerlity to
Covered Enlity that the PHI has been destroyed.

" {4) -Obligaglgn s of Covered Entity

a, Covered Entity shall notify Business Assotiate of any changes or iimitalion(s} in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section’
164.520, to the extent that such change or limitation may affect Business Associate’s
use or disclosure of PHI.

b. Covered Entity sha!l pramptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or .
disclosed by Business Assoclate under this Agreemenl, pursuant to 45 CFR Section
164, 506 or 45 CFR Sectlon 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Enlity has agreed to In accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Assaclate’s use or disclosure of
PHI.

{5} .Terminatiop for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Busingss Associate of the Business Associate
Agreement set forth herein as Exhibit 1. The Covered Entity may either immediately
terminate the Agreement or provide an opportuntty for Business Assoclate to cure the
alleged breach within a timeframe specified by Covered Enlity. If Covered Entity
determings thal neither termination nor cure Is feasible, Covered Entity shall report the
viglation to the Secretary.

(8) ﬁiscella’neous ¥

= ' a. Deflnitions and Regulatory References. All {erms used, but not otherwise defined herein,

shall have the same meaning as those terms In the Privacy and Security Rule, amended
from time to time. A reference. in the Agreement, as amended to inciude this Exhibit |, to
@ Section in the Privacy and Security Rule means the Sectmn as in effect or as
amended.

b. Amendment. Covered Entity and Business Assoclate agree to take such aclion as Is
necessary to amend the Agreement, from'time to time as is riecessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and epplicable federal and state law.

c Data Ownegship. The Business Associale acknowledges that it has no ownership rights
with respect to the PH! provided by or created on behalf of Covered Entity. :

d. Interpretation.. The paries agree that any ambiguity In the Agreemem shall be resolved
to permit chered Enlity to comply with HIPAA, the Privacy and Security Rule,

]
32014 ' Exhiblt vm Inhints
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a. Seqregation. It any term or condition of this Exhibit | or the application thereo{to any .
persan(s) or circurnstance is held invalid, such invalidity shall not affect other terms or
conditions which cen be given effect without the invalld term or condition; ta this end the
terms end conditions of this Exhibit | are declared severable. ' .

f. Surylval. Provisions in this Exhibit | regerding the use and disclosure of PHI, return or
destruction of PH1, extensions of the protections of the Agreement in section (3) |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the

= standard terms and conditions (P-37). shall survive the termination of the Agreement.

IN WITNESS WHEREOQF, the parties hereto have duly executed this Exhibit ).

Depertment of Hoalth and Human Services E.\ Aoc T D Vac .
The State Na e Vendor

it fo_tasge % -
Signature of Authorized Representative Signature of Authorized Répresentative

[harie M Mogsn Qlbest Latose

Name of Authorized Representative Name of Authorized Representative
LED Ceo
Tille of Authorized Representative Title of Authorized Representative
2Hofnoe 0 /1236
T Ty

Date Date
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ACT (FFATAL COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA] requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on o/ after October 1, 2010, 1o report on
data relaled to executive compensation and assoclated firsi-tier sub-grants of $25,000 or more. If the
initial award ls below $25,000 but subsequent grant modifications result in a total award equal lo or over
$25,000, the award'ls subject to the FFATA reporting requirements, as of the date of the award.
In eccordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation information), the

! Depariment of Health and Human Services {DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporling requirements: : ’

Name of entity i

Amount of award

Funding egency i .

NAICS code for contracts / CFDA program number for grants

Program source g :

Award title descriptive of the purpose of the funding action

Location of the entity

Principle place of performance

Unique identifier of the entity (DUNS #)

0. Totsl compensation and names of the lop five executives il:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2. Compensation information Is not already available through teporting to the SEC,

S2ODNDRA BN

Prime grant recipients must submit FFATA required data by the and of the month, plus 30 days, in which
the award or award amendment is made.
The Vendor identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability end Transparency Acl, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 {Reporting Subaward and Execitive Compensation [nformation), and further agrees
1o have the Contractor’s representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification: ‘ ’
The below named Vendor agrees to provide needed information as outlined above to Ihe NH Depariment
of Health end Human Services and to comply with all applicable provisions of the Federal Financia)

~ Accouniability and Transparency Act.

Vendor Name: E-f\é e ID Tac

'9/1;;/,30 | %/

Date Name: Ribert Lafes
Title: !
CEo
{
' Extdblt J - Centification Regarding ha Fodara! Funding Vongar Inilists Z 1 !
] Accountabillty And Transparency Acl (FFATA) Comptiance ' )
CUOHHSN0TI) ‘" Pogetof? Dato s
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As the Vendor ilentified in Section 1.3 of the General Provisions, | cerlity that the responses lo the
below listed questions are-true and accurate.

1.

-2

The DUNS number for your entity is: [ 5 z _L_-i 5 -410 Lf

In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue In U.5. federal contracls, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross ravenues from U.S. federal contracts, subconiracls, loans,’'grants, subgrants, and/or

coopergtive agreements?
g NO ' YES' !

If the answer to #2 above is NO, stop here

if the answer to #2 above is YES, please answer the followdng:

Does the public have access to information about the compensation of the executives in your -
business or organization through periodic reports filed under section 13{a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.5.C.78m({a), 7Bo{d}) or seclion 6104 of the Intemal Revenue Cade of
18867 ’

NO YES

if the answer to #3 above s YES, stop here
If the answer to #3 at;ovo_is NO, piease answer the following:

The names and compensation of the five most highly compensated officers in your business or

organization are as follows:

" Name: . Amount .
Name: Amount:
Name: ' w Amount:
Name: : i Amgunt:
Name: ___- Amount:
: l
Exhibli J - Conification Ragarding tha Federal Funding Vandos Initisls
Accountsbillly And Transparency Acl (FFATA) Complance . 9
olo
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A. Definitions :
The toliowing terms may be reflected and have the described maaning In this document:

1. °“Breach® means the loss of control, compromise, unauthorized -disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
slituations where persons other than authorized users and for an other than
suthorized purpose hava access or polential access lo personally identifiable
information, whether physical’ or electronic. With regard to Protecied Health
Informalion, * Breach” shall have the same meaning as the term “Breach* in section
164.402 of Title 45, Code of Federal Regulations. __

2. “Computer Security incidenl” shall have the same meaning "Computer -Security
Incident” in section two {2} of NIST Publication 800-61, Computer Security Incidenl
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. i -

3. “Confidenlia! information® or “Confidential Data™ means all confidentia! information

disclosed by one party to the other such as ali medical, heallh, financial, public
assislance benefits and persenal information including without limitation, Substance
Abuse Trealment Records, Case Records, Protecled Health Informalion  and
Personally [denfifiable Information.

Confidential Information also includes any and all Information owned or managed by
the Slate of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing coniracled
services - of which collection, disclosure, protection, and dispasition is governed by
state or federal law or reguilation. This information includes, but is not limited to
Prolected Health information (PHI). Personal Information (P1), Personal Financia)
Information {PFI), Federa! Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4, “End User" means any person or entity {e.q., oonlractor,'contraclor’.s employee,
" business associate, subconlraclor, other downstream user, etc.) that recelves
DHHS data or derivative data in accordance with the terms of this Contract.

5. *HIPAA"means the Health Insurance ﬁ{oﬂébilily and Accountabllity Act of 1996 and the
regulations promuligated thereunder. 5

6. "Incldent’ means an act hat potentially violates an explicit or implied security policy,
which includes atlempts (either falled or successful) to gain unauthorized access to a
system or its dala, unwanted disruplion or denfal of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
fimware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidentsiinclude the loss of data through theti or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V5, Last updsetp 10/00/18 , Exhibil K 3 Conlirocior Indiints /
DHHS tnformation
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L]

mail, ali of which may have the potential fo put the dala at risk of unauthorized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network” means any network or segment of a network thal Is
not designated by the State of New Hampshire’'s Department of information
Technology or delegale as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted Pl, PF,
PHI or confidential DHHS data. b ‘

8. ‘Personal Inférmalion® (or “PI"} means information which can be used to dislinguish
or trace an Individual's identity, such as thelr name, social security number, personal
Information as defined in New Hampshire RSA 359-C:19, blometric records, etc.,
alone, or when combined with other personal or identitying information which [s linked '
or linkable to a specific individual, such as date and place of birth, mother's malden
name, elc. : ) .

9. *Privacy Rule" shall mean the Standards for Privacy of Individugally Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health-and Human Services. .

10. "Protected Health Information® {or *PHI") has the same meaning as provldéd in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 CF.R. §
160.103. :

“41. “Security Rule® shall mean the Securily Standards for the Proteclion of Elecironlc
Protected Health Information al 45 C.F.R. Part 164, Subpart C, and amendments
thereto. :

12. *Unsecured Prolecled Health Infomalion™ means Protected Health Information that is
not secured by a lechnology standard that renders Protected Heatth Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidentlal Information
excepl as reasonably necessary as oullined under this Conlract. Further, Contractor,
including but not timited to all its direclors, officers, employees and agents, must nol
use, disclose, maintain or transmit PHI In any manner that would constitute a violation
of the Privacy and Securily Rute. ) =

2. The Conlractor must not disclose any Confidential Information in response to a’
v : -

V5. Lesi updalo 10/00/t8 Exhibil K Contractor Iniliats Z ii
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request for disclosure on the 'basls that’it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent of object to the disclosure.

3. H DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclesures or security safeguards of PHI
pursuant to ihe Privacy and Securty Rule, the Contractor must be bound by such
addltional restrictions and must not disclose PHI in violation of such addlional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees thal DHHS Data or derivative there from disclosed to an End
User must only.be used pursuant to the terms of this Contract. ’

5. The Contraclor agrees DHHS Dala obtained under this Contract may nol be used for
any other purposes that are nof Indicated in this Conlract.

6. The Contractor agrees 1o grant access !o the data to lhe authorized representatives
of DHHS for the purpose of Inspecting to confirn compliance with the terms of this
Contract. _ ;

. METHODS DF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User Is transmiting DHHS dala cantaining
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryplion capabililes ensure secure transmission via the internet.

2. Compuler Disks and Porlable Slorage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of {ransmitting DHHS

data. .
A Enc}ypted Email. End User may only employ emall to transmit Confidential Data If
emall Is encrypled and being sent to and being recelved by email addresses of

persons authorized to receive such informalion.

Qs. Encrypted Web Site. Il End User is employing the Web to transmit Confidential
Data, the seécure socket layers (SSL) must be used and the web site must be -
. secure. SSL encrypts dala transmitted via a Web slte.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file”
hosting services, such as Oropbox of Google .Cloud- Storage, to transmit
Confidential Data. ‘ . '

6. Ground Mall Service. End User may onl} transmil Confidential Data via certified ground
mail within (he continentat U.S. and when sent to a named individual.

7. Laptops and PDA. if End User is employlng -portable devices to transmit
Confidential Dala said devices must be encrypled and password-protected.

B. Open Wireless Networks. End User may not transmit Confidential Data via an open .

V5. Lasl updale 10/09/16 . Exhidil K : Contracior inlliats
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10.

11.

wireless network. End User must employ a virtual private network (VPN) when
remolely transmitting via an open wireless network.

Remote User Communication. If End User is employing remote communlcahon o
access or transmit Confidential Data, & virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from wh[ch information will be
transmitted or accessed.

SSH Fite Transfer Protocol (SFTP}, also known as Secure File Transfer Protocol. If
End User Is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriale disclosure of
Information. SFTP folders and sub-folders used for lransmitting Confidential Data will
be coded for 24-hour aulo-delehon cycle (i.e. Confidential Data will be deleted evary 24
hours).

Wireless Devices. if End User is transmlmng Conlidential Data via wireless devices, all
data musl be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivalive of the dala for the duration of this
Conlracl. After such time, the Conlraclor will have 30 days to destroy the data ang any
derivative in whalever form it may exisl, unless, otherwise requ:red by Iaw or permitted
under this Contract. To this end, the parties must:

A Retemlon

1. The Contractor agrees it will not store, transfer or process data collected In
connection wilh the services rendered under this Conltracl outside of the United
States. This physical location requirement shall also apply In the Implementation of
cloud compuling, cloud service or cloud storage capabililies, and includes backup
data and Disaster R'ecovery locations.

2. The Conlractor agrees to ensure proper security monitoring capabilities are In
place 1o detect potential security events that can impact State of NH syslems
and/or Department confidential information for contractor provided systems,

3. The Contractor agrees to provide security awareness and educatlon for its End
Users in suppont of protecting Departrnenl confidential information.

4. The Conlractor agrees to retain all electronic and hard coples of Confidential Data
. In a secure localion and identified In section IV. A2

5. The Contractor agrees Confidential Data stored [n a Cloud musl be in a
' FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
cumrently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware ulilities. The envirenmenti, as a

VS, Las! upxisle 10:08/18 ' Exhibil K Contractor Inidats
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whole, must have aggressive intrusion-detection and firewall protection.

The Contractor agrees 10 and ensures its complele cooperation with (he Stale's
Chief Information Officer [n the delection ol any security vulnerability of the hosling
Infrastructure.

B. Ijlsposuion '

1.

if the Contractor will maintain any Confidential Informaticn on its systems {or s
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain writlen certificalion for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disasier
recovery operalions. When no longer in use, electronic media conlaining Stale of
New Hampshire data shall be rendered unrecoverable via 8 secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or olherwise physically destroying the media (for . example,
degaussing) as described In NIST Speclal Publication 800-88, Rev 1, Guidelines
for Media Sanilizalion, National Instilute of Standards and Technology, u. S
Department of Commerce. The Contractor will document and cerlify in writing at
time of the data destruction, and will provide written certification o the Department
upon request. The written certification will include all delails necessary to
demonstrate data has been properly destroyed and validaled. Where applicable,
regulatory and professional standards for retenlion requirements will be Jointly
evaluated by the State and Contraclor prior.to destruction.

Untess otherwise specified, within Ihirtty (30) days of the termination of this
Contract, Cantractor agrees to destroy all hard coples of Confidential Data using a
secure method such as shredding.

Unless olherwise specified, within thirty {30) days of the termination of this
Contract, Contraclor agrees 1o completely destroy all eleclronic Confidential Data
by means of dala erasure, also known as secure dala wiping:

V. PROCEDURES FOR SECURITY

A. Contraclor agrees to safeguard the DHHS Dala recelved under this Contract and any
dedvative data or files, as follows:

1.

The Contractor will maintain proper securily controls to -protect Depariment
confidential information collected, processed, managed, and/or stored in lhe delivery
of conlracled services. i

The Conlractor will malnlain policies and procedures to protect Department
confidentiat information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardiess of the
media used to store the data (i.e., lape, disk, paper, etc.}.

s
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The Contractor will maintain appropriate authenticalion and access controls 1o
contractor systems that coliect, transmit, or store Depariment confidential information
where applicable. '

The Contractor will ensure proper security monl'torlng capabliities are in place to
detect potential security events thal can impact State of NH systems andfor
Depantiment confidential Informalion for contractor provided systems.

The Contractor will provide regular securlly awareness and educalion for its End
Users In support of protecling Depariment confidential information.

It the Contractor will be sub-contracling any core functions of the engagement
supporting the services for State of New Hampshire, the Contraclof will maintaln a
program of an inlemal process or processes that defines specific security
expeciations, and monitoring compliance lo securily reguirements that at a minimum
match those for the Conlractor, Including breach notification requiremenls

The Contractor will work with the Depanment to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of

" obtaining and maintalning access to any Department sysiem(s). Agreements will be

10.

1.

completed and signed by the Contractor and any applicable sub-contraclors pr10r to
syslem access being authorized.

If the Departmeni determines the Contractor Is a Business Assoclate pursuant to 45

CFR 160.103, the Conlractor wiil execute a HIPAA Business Assoclate Agreement

(BAA} wilh the Department and i3 responsible for maintaining compliance with the
agreement.

The Contractor will work with the Department at its request 1o complete a System
Management Survey. The pumpose of the survey is to enable the Depariment and
Contractor lo monitor for any changes in risks, threats, and vulnerabilities-thal may
occur over the fife of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at lhe Departments discrelion with agreement by
the Contractor, or the Depariment may request the survey be completed when the
scope of the engagement between the Depariment and the Contractor changes.

The Contractor will nol store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the Uniled States unless
prior express written consent is oblained from the in!ormanon Secunly Office
leadership member wilhnn the Departmenl

Dala Security Breach Liability. in the event of any security breach Contraclor shall
make eflorts to invesligale the causes of the breach, promplly take measures to -
prevent fulure breach and minimize any damage or loss resulling from the breach.

. The Stale shall recover from the Conlraclor-ali costs of response and recovery from

-4
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12.

13.

14,

15.

16.

the breach, including but not limited to: credit monitoring services, malling costs and
cosis assoclaled with website and lelephone call center services necessary due to
the breach.

Contractor must, comply with all applicable statutes and regulations regarding the
privacy and securily of Confidentia! Information, ‘and must in all other respects
maintain the privacy and security of Pl and PHi at a leve! and scope thal Is not less
than the level and- scope of requirements applicable lo federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiabie heailh
information and as applicable under State faw,

Contractor agrees lo eslablish and maintain appropriate administrative, technlcal, and
physical safeguards to prolect the confidentiality. of the Confidential Data and 1o
prevent unauthorized use or access lo it. The saleguards must provide a levet and
scope of security thal is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of information Technology.

"Refer to Vendor Resources/Procurement al https:/iwww.nh gov/doiivendor/findex.him

for the Department of Information Technology policies, guldelunes standards, and
procurement information relating to vendors.

Conlractor agrees to maintain a documented breach nolificalion and incident
response process. The Conlractor will nolify the State's Privacy Officer and the

‘State's Security Officer of any security breach immediately, at the email addresses

provided in Seclion VI This includes a confidential information breach, computer
securily -incident, or suspected breach which affecls or includes any State of New

" Hampshire systems that connect to the State of New Hampshire network.

Contractor mus! restrict access to the Confidential Data obtalned under this
Contract lo only those authorized End Users whe need such DHHS Data to
perform their official duties in connection with purposes identified In this Contract.

The Coniractor must ensure that all End Users:

a. comply with such safeguards as- referenced In. Seclion IV A. above,
implemented to protect Confidentiai Information that Is furnished by DHHS
under this Contract from oss, theft or inadvertent disclosure. '

b. safeguard this information at all times.

¢. ensure that faplops and olher electronic deviceslmedla containing PHI, PI, or
PF) are encrypted and passward- prolected

d. send emails containing Confidential Information only if e ncgggled and being
sent to and being received by emall addresses of persons authorized to
receive such information.
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e. limil disclosure of the Confidential Information to the extent permitied by law.

Confidential Information received under. this Conlract ‘and individually
identifiable data derived from DHHS Dala, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well-as non-duty hours (e.g., door locks, card keys, Z
biometric identiflars, etc.)., . i

g. only authorized End Users may transmit the Confidential Data, including any

derivative files containing personally identifiable information, and in all cases,

_such data musl be encrypted al all times when in transit, at rest, or when
stored on portable media as required in section IV above. '

: h. in alt other instances Confidential Data must be maintained, used and
disclosed using appropriale safeguards, as determined by a risk-based
assessment of Iha circumstances involved.

i, understand thal their user credentials {user name and password) must not be

shared with anyone. End Users will keep their credential information secure.

! This applies to credentials used to access the site directly or indirectly through
’ -a third party application,

Contractor 1s.responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided In herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Conlract:

V. LOSS REPORTING ' .

The Contractor must notiy the Slale’s Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
_Seclion VI, P ’

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification

procedures and in accordance with 42 C.F.R. §§ 431 300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contraclor's procedures must also address how the Contractor will: .

1. |dentify Incidents; . )

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

. Identify and convene a core response group to delermine the risk level of Incidents
and determine risk-based responses to incidents; and ;
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!

5 Determlne whether Breach riotification is required, and, If so idenlify appropriate
Breach nolification methods, timing, source, and contenls fram amcng different
options, and bear costs associaled with the Breach nolice as well as any mitigation
measures. ;

incidenis and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

Vi. PERSONS TO CONTACT
A. DHHS Privacy Officer;
: ' DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer: ‘
DHHSInformalionSecurityOfﬂce@dhﬁs.nh.gov

e
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