DIVISION OF PUBLIC HEALTH SERVICES

Lori A Weaver 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
fain N. Watt www.dhhs.nh.gov
Direcior
April 4, 2025

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Sole Source amendment to an existing contract with Sage Pursuiits, inc.
dfbia Envision Technology Partners, Inc. (VC#318560), Greenwood Village, CO for continued
maintenance and operation of the web-based Immunization Information System (I 1S),
by exercising a contract renewal option, by increasing the price limitation by $6,101,693 from
$5,150,554 to $11,252,247 and by extending the completion date from June 30, 2025 to June
30, 2030, effective upon Governor and Council approval. 37% Federal Funds. 13% General
Funds. 50% Other Funds (Interagency Transfer).

The original contract was approved by Governor and Council on June 10, 2020, item #14A, and
amended on February 16, 2022, item #33.

Funds are available in State Fiscal Year 2025 and and are anticipated to be available in
State Fiscal Years 2026 through 2030, upon the availability and continued appropriation of
funds in the future operating budget, with the authority to adjust budget line items within the price
limitation and encumbrances between state fiscal years through the Budget Office, if needed and
justified.

See attached fiscal details.
EXPLANATION

This request is Sole Source because MOP 150 requires all amendments to agreements
originally approved as sole source to be identified as sole source. The Contractor is the only
vendor qualified and recognized by the Centers for Disease Control and Prevention to provide
continued operation of the existing web-based immunization information system that is used by
New Hampshire. Without a functioning immunization information system, the State would not be
able to effectively manage access to immunizations and related data for healthcare providers
and patients. The Department attempted to competitively bid the services included in this
contract. A Request for Proposals was posted in February 2019 and canceled in May 2019
because no vendors responded to the solicitation.

The purpose of this request is to ensure continued maintenance, operation, and
enhancement of New Hampshire's state immunization registry, known as the New Hampshire
Immunization Information System (NHIIS). The NHIIS is used by the Department to streamline
workflows within the immunization program, specifically vaccine inventory management,
healthcare provider compliance, and secure storage of immunization records. This system is
used for ordering and managing the vaccine inventory distributed by the Department's
Immunization Program (NHIP) to healthcare providers. The NHIS ensures accountability of
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immunizations offered through New Hampshire's universal purchasing program for child ren and
317 program for adults, which allows providers access to vaccine with minimal administrative
burden, increases access for families who want to pursue immunization for their children, and
limits waste due to stringent supply and logistics management. The NHIIS also allows for medical
providers, schools, or childcare agencies to receive immunization records for individuals who
have opted in to the system. The system creates efficiencies for healthcare providers for
management of immunization records, vaccine ordering, and inventory control. The NHIIS also
benefits individuals as it is a central repository which assures they can access their complete
immunization history in one place and control its use.

. The Department will continue to monitor services by:

s Meeting with vendor regularly to review action plans and reporting on the current status
of all tasks;

« Conducting briefing sessions on project status with Department staff upon request; -

+ Reviewing written weekly status reports where the Contractor documents any
decisions made or discussions with Department staff;

+ Maintaining an issues list, enhancement requests, and providing technical support
services for the server environments based on the priority levels and problem
resolution; and

« Reviewing an online monthly report on the activity and status of all logged requests
received.

As referenced in Part 2, Information Technology Provisions, Section 2, Contract Term of
the original agreement, the parties have the option to extend the agreement for up to five (5)
additional years, contingent upon satisfactory delivery of services, available funding, agreement
of the parties and Governor and Council approval. The Department is exercising its option to
renew services for five (5) of the five (5) years available.

Should the Governor and Council not authorize this request, the Department would not be
able to comply with provisions of vaccine management and information sharing that supports no-
cost vaccine access for children who are uninsured or on Medicaid, efficient administration for
immunization related activities for healthcare providers, and record access and control for patients
across the state.

Area served: Statewide

Source of Federal Funds: ALN #CFDA# 93.268 FAIN# NH23I1P922595; ALN #CFDA#
93.967 FAIN# NE110OEQ0O0077.

In the event that the Federal Funds become nolonger available, additional General Funds
will not be requested to support this program.

Respectfully submitted,

Swire -

ommissioner

b 5

DOIT #2020-025B ; Denis Goulet
RID #93915 Commissioner, DOIT



05-95-90-202510-1956 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN 5VS, HHS: PUBLIC HEALTH DIV, BUREAU OF INFECTIOUS
DISEASE CONTROL, IMMUNIZATION - COVID-19
100% FEDERAL FUNDS CFDA 93.268 FAIN NH231P922595

State Fiscal Year | Class / Account Class Title Job Number [Current Amount| Increase (Decrease) Revised Amount
2022 102-500731 Contracts for Prog Svc 90023210 $1,524,000 S0 $1,524,000
e g Al Subtotal $1,524,000 B | $1,524,000

05-95-90-902510-2495 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS
’ DISEASE CONTROL, IMMUNIZATION ARP
100% FEDERAL FUNDS CFDA 93.268 FAIN NH231P922595

State Fiscal Year | Class / Account Class Title Job Number [Current Amount] Increase (Decrease) Revised Amount
02 102-500731 Contracts for Prog Sve 90023800 $975,000 50 $975,000
1 Subtotal $975,000 S0 $975,000

05-95-90-902510-5178 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS
DISEASE CONTROL, IMMUNIZATION PROGRAM
100% FEDERAL FUNDS CFDA 93.268 FAIN NHIP922555

State Fiscal Year | Class / Account Class Titte Job Number [Current Amount| Increase (Decrease) Revised Amount
2020 102-500731 Contracts for Prog Svc 90023200 $964,114 S0 $964,114
2021 102-500731 Contracts for Prog Svc 90023200 S0 50] S0
2022 102-500731 Contracts for Prog Svc 50023200 50 50 S0
2023 102-500731 Contracts for Prog Sve 90023200 $0/ 50 50
2024 102-500731 Contracts for Prog Svc 50023200 $0/ $0 50
2025 102-500731 Contracts for Prog Svc* 90023200 $0 50 S0
2026 102-500731 Contracts for Prog Svc 50023200 50 50 $0
2027 102-500731 Contracts for Prog Svc 50023200 50/ 50 50
2028 102-500731 Contracts for Prog Svc . 50023200 $0 $206,174 $206,174
2029 102-500731 Contracts for Prog Svc 90023200 50 $296,577 $296,577
2030 102-500731 Contracts for Prog Svc 90023200 $0 $261,989 $261,989

N - Subtotaf $964,114 $764,740 $1,728 854

05-95-90-902510-5178 HEALTH AND SOCIAL SERVICES, DEFT OF HEALTH AND HUMAN 5VS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS
DISEASE CONTROL, IMMUNIZATION PROGRAM

100% GENERAL FUNDS
State Fiscal Year | Class / Account Class Title Job Number |Current Amount] Increase (Decrease) Revised Amount

2020 103-502664 Contracts for Operational Svs 90023103 $173,000 50 5173,000
2021 103-502664 Contracts for Operational Svs 90023103 $160,063 50 $160,063
2022 103-502664 Cantracts for Operational Svs 90023103 5160,063 50 %160,063
2023 103-502664 Contracts for Operational Svs 90023103 $160,063 50 $160,063
2024 103-502664 Contracts for Operational Svs 90023103 $160,063 $0 $160,063
2025 103-502664 Contracts for Operational Svs 90023103 50 $160,063 $160,063
2026 103-502664 Contracts for Operational Svs 90023103 50 $160,063} 160,063
2027 103-502664 Contracts for Operational Svs 90023103 S0 $160,063| $160,063
2028 103-502664 Contracts for Operatipnal Svs 90023103 50 $160,063 $160,063
2029 103-502664 Contracts for Operational Svs 90023103 50 $160,063 $160,063
2030 103-502664 Contracts for Operational Svs 90023103 50 $160,063 $160,063

Subtotal $813,252 5960,378 81,773,630

01-03-03-030010-7695, GENERAL GOVERNMENT, DEPT OF INFORMATION TECHNOLOGY, IT FOR DHHS
100% Other Agency Funds (DHHS Class 027 - 50% General Funds and 50% Federal Funds)

State Fiscal Year

Class / Account

Class Title

Job Number

Current Amount

Increase (Decrease)

Revised Amount




2020 038-509038 TECHNOLOGY-SOFTWARE 03900052 574,188 S0 $74,188
2021 038-509038 TECHNOLOGY-S50FTWARE 03900052 $200,000 ; S0 $200,000
2022 038-509038 TECHNOLOGY-SQFTWARE 03900052 $200,000 50 $200,000
2013 038-509038 TECHNOLOGY-SOFTWARE 03900052 $200,000 $0 $200,000
2024 038-509038 TECHNOLOGY-SOFTWARE 03900052 $200,000 S0 $200,000
2025 038-509038 TECHNOLOGY-SOFTWARE 03900052 50 50 50/
2026 038-509038 TECHNOLOGY-SOFTWARE 03900052 50 $437,496 $437,496
2027 038-509038 TECHNCQLOGY-SOFTWARE 03200052 50 5467,374 $467,374
2028 038-509038 TECHNOLOGY-SQOFTWARE 03900052 50 $573,746 $573,746
2029 038-509038 TECHNOLOGY-SOFTWARE 03900052 S0 $731,686 . §$731,686
2030 038-509038 TECHNOLOGY-SOFTWARE 03900052 50 $766,273 $766,273

o St MR iy S - Subtotal $874,188 $2,976,575 $3,850,763

05-95-80-900510-1628 HEALTH AND 50CIAL SERVICES, DEPT OF HEALTH AND HUMAN 5VS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF
INFORMATICS, STRENGTHEN PH INFRASTRUCTURE
100% FEDERAL FUNDS CFDA 93.967 FAIN NE110EQD0077

State Fiscal Year | Class / Account Class Title Job Number [Current Amount| Increase (Decrease) Revised Amount
2026 102-500731 Contracts for Prog Svc 90162810 S0 $1,400,000 51,400,000
2027 102-500731 Contracts for Prog Svc 90162810 50 $0 50
2028 103-502664 Contracts for Operational Svs 90162810 S0 50 50
2029 103-502664 Contracts for Operational Svs 90162810 50, 50 $0
2030 103-502664 Contracts for Operatlonal Svs - 90162810 50 $0 50,
: - - Subtotal $0 $1,400,000 $1,400,000

| Grandrotai|  $5,150,554 | $6,101,693 | $11,252,247 |




_ STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

New Hampshire

DolT

27 Hazen Drive | Concord, NH | 03301
Fax: (603) 271-1516 | TDD: (800) 753-2964 -
doit.nh.gov

Denis Goulet, Commissioner

April 14, 2025

Lori A. Weaver, Commissioner

Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Weaver:

This letter represents formal notification that the Department of Information Technology
{DolT) has approved your agency’s request to enter into a contract amendment with Sage Pursuits,
Inc. d/b/a Envision Technology Partners, Inc., as described betow and referenced as DolT No. 2020-

0258.

The purpose of this request for continued maintenance and operation of the web-
based Immunization Information System. -

The Total Price Limitation shall increase by $6,101,693 for a New Total Price
Limitation of $11,252,247, effective upon Governor and Council approval through
June 30, 2030.

A copy of this letter must accompany the Department of Health and Human Services’

submission to the Governor and Executive Council for approval.

Sincerely,

o B8

Denis Goulet
DG/jd
DolT #2020-025B
RID #93915

cc: Ken Gagne, IT Manager, DolT

“Innovative technologies today for New Hampshire's tomorrow.”
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State of New Hampshire
Department of Health and Human Services
Amendment #2

This Amendment to the VaxNH Immunization Information System contract is by and between the State of
New Hampshire, Department of Health and Human Services (“State" or "Department”) and Sage Pursuits,
Inc. d/bfa Envision Technology Partners, Inc. ("the Contractor”).

WHEREAS, pursuant to an agreement (the "Contract”) approved by the Governor and Executive Council
on June 10, 2020 (Item #14A), as amended on February 16, 2022 (Item #33), the Contractor agreed to

_perform certain services based upon the terms and conditions specified in the Contract and in consideration
of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
June 30, 2030

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$11,252,247

3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:
Robert W. Moore, Director

4. Modify Part 2 — Information Technology Provisions, Section 4.1, to read:
4.1 THE CONTRACTOR'S CONTRACT MANAGER
The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contract Manager is:
Gary Wheeler
7995 East Prentice Avenue, Suite 305-E
Greenwood Village, CO 80111
Desk: 608,381.3695
Fax: 303.914.9781
Email: gwheeler@envisiontechnology.com

5. Modify Part 2 — Information Technology Provisions, Section 4.2.5, to read:
4.2 .5 Contractor Project Manager is: ;
Gary Wheeler
7995 East Prentice Avenue, Suite 305-E
Greenwood Village, CO 80111
Desk: 608.381.3695
Fax: 303.914.9781
Email: gwheeler@envisiontechnology.com

6. Modify Part 2 — Information Technology Provisions, Section 4.3.3.1, to read:

4.3.3.1 The Contractor Key Project Staff shall consist of the following individuals in the roles
identified below:

Iritint
Sage Pursuits, Inc. d/bfa Envision | éw
Technology Partners, Inc. A-5-1.3 Contractor Initials .
47372025
§5-2020-DPHS-05-IMMUN-01-A02 Page 1 of 7 Date

v7.12.23
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Key Member(s) | Title
Eric Whitworth | CEO
Wayne Sparks | CFO
Gary Wheeler | Executive VP and General Manager

7. Modify Part 2 — Information Technology Provisions, Section 4.4, to read:
4.4, STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:

Colleen Smith

29 Hazen Drive
Concord, NH 03301
Tel: (603) 271-4858

Email: Colleen. Smith@dhhs.nh.gov

8. Modify Part 2 — Information Technology Provisions, Section 4.5, to read:

4.5. STATE PROJECT MANAGER
The State shall assign a Project Manager. The State Project Manager’s duttes shall include

the following:
Leading the Project;

Invoice sign-offs;

@"paoow

Engaging and managing all Contractors;
Managing significant issues and risks;
Reviewing and accepting Contract Deliverables;

Review and approval of change proposals, and
Managing stakeholders’ concerns.

The State Project Manager is:

Jacqueline Ramirez
29 Hazen Drive

-Concord, NH 03301
Tel: (603) 271-0461

Email: Jacqueline.ramirez@dhhs.nh.gov

9. Modify Part 2 — Amendment #1 Information Technology Provisions; Section 16, to read.

16 DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential information), the party
believing itself aggrieved (the “Invoking Party”) shall call for progressive management involvement
in the dispute negotiation by written notice to the other party. Such notice shall be without prejudice
to the Invoking Party’s right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for the
parties at the following successive management levels, each of which shall have a period of

Inidlal
A-5-1.3 Contractor Initials L
47372025

Sage Pursuits, Inc. dfb/a Envision
Technolegy Partners, Inc.

55-2020-DPHS-05-IMMUN-01-A02
v7,12.23

Page 2 of 7
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10.

allotted time as speciﬁéd below in which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table
: B : CUMULATIVE
LEVEL | CONTRACTOR STATE ALLOTTED
TIME
Prima ¢ Gary Wheeler, Colleen Simith, State 5 Business D
LY Exccutive VP Contract Manager IS SIS
k
nk !
= % ) Wayne Sparks, lain Watt, Division of . .
RSt g CFO Public Health, Dircctor | |0 Business Days

=Se¢ond

J

Eric Whitworth,
CEO

Lori Weaver,
Commissioner

15 Business Days

The allotted time for the first level of negotiations shall begin on the date the Invoking Party’s notice
is received by the other party. Subsequent allotted time is days from the date that the original
invoking Party’'s notice is received by the other party.

Modify Part 2 —~ Amendment #1, Information Technology Provisions; Section 17.10, to read:

17.10 Notices

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or

given at the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

To the Contractor:

To State:

Gary Wheeler, Executive Vice President and

General Manager

Envision Technology Partners, Inc
7995 East Prentice Avenue, Suite 305-E
Greenwood Village, CO 80111
Desk: 608.381.3695

Fax: 303.914.9781

Email. gwheeler@envisiontechnology.com

Colleen Smith

NH Division of Public Health Services,

Immunization Section

29 Hazen Drive

Concord, NH 03301
Desk: 603.271.4858

Email: Colleen.Smith@dhhs.nh.gov

11

Operations, to read:

Deliverables 17: Continued Maintenance and Operations

. Add Part 3, Exhibit A Statement of Work, Deliverables 17: Continued Maintenance and

Additional Ongoing Maintenance and Operations Costs: $3,622,016

Sage Pursuits, Inc. d/b/a Envision

Technology Partners, Inc.
$8-2020-DPHS-05-IMMUN-01-A02

v7.12.23

A-5-1.3
Page 3 of 7

Contractor

Inttial
Initials_[

Dale4/3/2025
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Activity,
Deliverables, | Deliverable Price Price Price Price Price

oL R el R SFY27 SFY28 SFY29 SFY30

_| Milestones

o r;

Annual .
Product Software $88,140.51 | $98,412.71 | $103,333.35 | $108,500.02 | $113,925.03 | $119,621.28

Support

CDC 1IS
Annual Software $9,841.29 | $10,333.36 | $10,850.03 | $11,392.54 | $11,962.17
Report

CDSi
Forecaster Software $13,121.70 | $13,777.79 | $514,466.68 | $15,190.02 | $£15,949.52
Support .

VTrckS ExIS
Interface Software $13,121.70 | $13,777.79 | $14,466.68 | $15,190.02 | $15,949.52
Support

1QIP
Asscssment Software $13,121.70 | $13,777.79 | $14,466.68 | $15,190.02 | $15,949.52
Support

HL7 Message

Software $21,92249{ $13,121.70 | $13,777.79 $l4,466.68 $15,190.02 | $15,949.52
Support

Azurc
Environment | Software $78,730.17 | $82,666.68 | $86,800.02 1 $91,140.03 | $95,697.03
Management ;

Dashboards

: Software $62,984.14 | $66,133.35] $69,440.02 | $72,912.03 | $76,557.63
and Analytics

Public Portal | Softwarc $21,979.37 | $23,078.34 | $24,232.26 | $25,443.88 | $26,716.07

Immunization
Ad Hoc
Reporting
Data Mart

Software $50,000.00 [ $26,243.40 | 3$27,555.57 | $28,933.35| $30,380.02 | $31,899.02

Initial
Sage Pursuits, Inc. dib/a Envision ‘ | éw
Technology Partners, Inc. A-5-1.3 Contractor Initials

Ao —
$5-2020-DPHS-05-IMMUN-01-A02 Page 4 of 7 Date ABHE0ES
v7.12.23 3
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SroHider Software $32,804.25 | $34,444.47 | $36,166.70 | $37.975.04 | $39.873.79
Management

Education

(School

Nurse Software $13,121.70 | $13,777.79 | $14,466.68 | $15,190.02 | $15,949.52
Interface)

VB Software $19,994.98 | $20,994.73 | $22,044.47 | $23,146.70 | $24,304.04
Interface

EBI Interface | Software $19,99498 | $20,994.73 | $22,044.47 | $23,146.70 $24;304.04
MS Azure Software $160,965.00 | $169,013.25 | $177.463.92 | $186,337.12 | $195,653.91
Annual

Total $160,063.00 | $597,558.79 | $627,436.78 | $658,808.66 | $691,749.19 | $726,336.58

Note: Unspent SFY26 PHIG funds are authorized to carry over into SFY27 for enhancements.

12. Add Part 3, Exhibit A Statement of Work, Deliverables 18: Continued Enhancements, 2025-2030,
to read. '

Deliverable 18: Continued Enhancemt. -2030
Additional Ongéing Enhar}cemenl Costs: $2,639,740

~ = n

gztlli:gébles - Deliverable - Price Price ,  Price Price Price
I ' Type 1 SFY26 SFY27 SFY28 SFY29 SFY30
i Milestones N 2 4 ;
Funding for | .
| unplanned work and .
ad hoc data Software | $700.000 700,000 $281,174 $496,577 | $461,989
requests i
Annual Total | $700,000 $700,000 $281,174 $496,577 | $461,989
Note: Unspent SFY26 PHIG funds are authorized to carry over into SFY27 for enhancements.

Initial
Sage Pursuits, Inc. dfbfa Envision l m
Technology Partners, Inc. . A-5-1.3 Contractor Initia‘;s

5$8-2020-DPHS-05-IMMUN-01-A02 Page 5of 7 Date
v7.12.23
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All terms and conditions of the Contract and prior amendments not modified by this Amendment
remain in full force and effect. This Amendment shall be effective upon Governor and Council
approval.

IN WITNESS WHEREQF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DecuSigned by:
4/15/2025 Tain ek
s O7TTE8BEIFYT04CT...
Date NameZIain watt
Title: pirector - DPHS
Sage Pursuits, Inc. d/b/a Envision Technology Partners,
Inc,
Signed by:
4/3/2025 [éml (Meetlor
BOAD2TIFFIDAABA...
Date Name:vary wiee er

Title: Executive VP and GM

Sage' Pursuits, [nc. dfb/a Envision
Technology Partners, Inc. A-5-1.3

55-2020-0PHS-05-IMMUN-01-A02 Page 6 of 7
v.7.12.23
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and

execution.
OFFICE OF THE ATTORNEY GENERAL
Doculigned by.
4/15/2025 E?h\jm Hurrino
N TABT34824041480...
'Da‘te Name: -

Tltle AttOl"ney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:

Sage Pursuits, Inc. d/b/a Envision
Technology Partners, Inc. A-5-1.3

55-2020-DPHS-05-IMMUN-01-A02 Page 7 of 7
v.7.12.23



State of New Hampshire
Department of State

CERTIFICATE

1, David M. Scanlan. Secretary of State of the State of New Hampshire. do hereby certify that SAGE PURSUITS, INC. is
a Colorado Profit Corporation registered to transact business in New Hampshire on May 22, 2020. 1 further certify that all fees and

documents required by the Secretary of State’s office have been received and is in good standing as far as this office is concerned.

Business 1D: §42769
Certificate Number: 0007182050

[N TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 15th da_vrof May A.D. 2025.

David M. Scanlan

Secretary of Stalc
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CERTIFICATE OF AUTHORITY
I, Eric Whitworth, hereby certify that:

1. i am a duly elected Clerk/Secretary/Officer of Sage Pursuits, Inc. {d/b/a Envision Technology
Partners, Inc.).
2. The following is a true result of a vote taken at a meeting of the Board of Directors/shareholders,

duly called and hetd on Eebruary 10,.2025, at which a quorum of the Directors/shareholders were
present and voting.

VOTED: That Eric Whitworth, CEQ; Wayne Sparks, CFO; and Gary Wheeler, Executive Vice
President and General Manager are duly authorized on behalf of the board to enter into contracts
or agreements on behalf of the company Sage Pursuits, Inc. {d/b/a Envision Technology Partners,

Ing) with the State of New Hampshire and any of its agencies or departments and further are
authorized to execute any and all documents, agreements and other instruments, and any
amendments, revisions, or modifications thereto, which may in his/her judgment be desirable or
necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in futl force and
effect as of the date of the contract/contract amendment to which this certificate is attached.
This authority remains valid for thirty (30) days from the date of this Certificate of Authority. |
further certify that it is understood that the State of New Hampshire will rely on this certificate as

~ evidence that the person(s) listed above currently occupy the position(s) indicated and that they
have full authoerity to bind the corporation. To the extent that there are any limits on the authority of any
listed individual to bind the corporation in contracts with the State of New Hampshire, all such limitations
are expressly stated herein,

Dated: March 14, 2025 C‘&a C(/: - :

Signature of Elected Officer
Name: Eric Whitworth
Title: Chief Executive Officer



: ' i DATE (MM/DDIYYYY)|
ACORD CERTIFICATE OF LIABILITY INSURANCE ‘ ’

4/20/2025

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies} must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policles may requir¢ an endorsement. A statement on
this certificate does not confoer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER , HAME:". Michael N. Hutchinson
Alliant Insurance Services, Inc. PHONE -
32 Old Slip Jgju{ﬂ Extii - - {ASC, No):
New York NY 10005 AbDREss: Michael. Hutchinson@alliant.com
INSURER(S) AFFORDING COVERAGE | NAICA
License#: 812008| iNsureR a : Continental Insurance Company 35289
INSURED . . FOREPAR-20| \usnem B : Nalional Fire Insurance Compan 20478
?3 g E %r?:rztt?céngvgbasﬁ:g :ggngTechnology Fainersing eSURER ¢ : Arch Specialty Insurance Compa 21199
Greenwood Village, CO 80111 INSURER 0 : Westfield Specialty Insurance 16992
INSURERE
INSURERF :
COVERAGES CERTIFICATE NUMBER: 1517216197 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM QR CONDITION OF ANY CONTRACT OR QTHER DQCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

[l [ADDLTSUBR POLICY EFF POLICY EXP
ETSQ TYPE OF INSURANCE INSD | wyD POLICY NUMBER MMDDYYYY) (Mamomm LMITS
B | X | COMMERCIAL GENERAL LIABILITY 7091976428 4/30/2025 413012026 | EACH OCCURRENCE $ 1,000,000
NTED
cuamsmane | X | occur PREMISES {Ea ocourence) | $ 1,000,000
| MED EXP {Any one parson) $ 15,000
PERSCNAL & ADV INJURY $ 1,000,000
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
poucy || 58% Loc PRODUCTS - COMPIOP AGG | $ 2,000,000
OTHER: $
A | AUTOMOBILE LIABILITY 7091976414 : 4302025 | 402026 |2 MEINED SINGLE UMIT —{'5'1,000,000
ANY AUTO BODILY INJURY (Per parson) | §
OWNED SCHEDULED accident
| AUTOS OMLY |55 BODILY INJURY {Par ys
X X NONDWNED PROPERTY DAMAGE s
AUTOS OrLY AUTOS ONLY | {Per accident}
s
A | X [umereLtatee | X | occur 7081976400 4/30/2025 | 4/30/2026 | EACH OCCURRENGE $6.000,000
EXCESS LlaB CLAIMS-MADE AGGREGATE $ 6,000,000
oeo | X | revesmions 10 a0n 2
A |WORKERS COMPENSATIGN 7082003239 4302025 | 4rzorz026 X [ EERL e | O
AND EMPLOYERS" LIABILITY YIN
ANYPROPRIETORPARTNER/E XECUTIVE E.L. EACH ACCIDENT $ 1,000,000
OFFICER/MEMBEREXCLUDED? NIiA
-(lkndalory in NH) E.L. DISEASE - EA EMPLOYEE| $ 1,000,000
It dascribe undar
GELLRIPTION OF OPERATIONS beiow €.L. DISEASE - POLICY LIMIT | § 1,000,000
¢ | CyberTech ELOD C-4LPQ-045736-CYBER-2024 4/30/2025 | 4/30/2028 | Limit $5M Ded. $50,000
D | Excess CyberTech E20 XCE-463466Y-00 4/30/2025 | 4/a0r2026 |Limit $5M xs $5M

DESCRIPTION OF OPERATIONS / LOCATIONS / VERICLES (ACORD 101, Additional Remarks Schedule, may be attached H more space is required)
Named Insured:

Farefront TopCo, LLC

Forefromt Parent, LLC

InductiveHeallh Informatics, LLC

Forefronl MidCo, LLC

Sage Pursuits, Inc. dba Envision Technology Partners Inc. (effectwe 1/14/2025)

Evidence Only

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFCRE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

State of New Hampshire; Department of Health and ACCORBANSEVINL THEEOLICY EROMSIONS.

Human Services

129 Pleasant Street AUTHORIZED REPRESENTATIVE
Concord NH 03301 =

. © 1988-2015 ACORD CORPORATION. Allrights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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‘ STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lor} A. Shibinente 29 HAZEN DRIVE, CONCORD, NH 0330}
Commissloner 6032714501  1-800-852-3345 Ext. 4501
Fox: 603-271-4827 TDD Access: 1-800-735-2964
Putricia M. Tilley «f www.dhhs.nh.gov
Director

-February 2, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House -

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, 1o enter into a Retroactive amendment to an existing contract with Sage Pursuits, Inc.
(dfbfa Envision Technalogy Partners, Inc) (VC# 318560}, Greenwood Village, CO for
enhancements 1o the web-based Immunization Information System (I1S) to support the COVID-
19 pandemic, by increasing the price limitation by $2,499,000 from $2,651,554 10 5,150,554 with
no change to thie conlract completion date of June 30, 2025 effective retroactive to July 1, 2021
upon Govemnor and Council-approval. 100% Federal Funds.

The original contract was approved by Governor and Council on June 10, 2020, item
#14A.

Funds are available in he following accounts for State Fiscal Years 2022 and 2023, and
are anlicipated lo be available in State Fiscal Years 2024, upon the availability and continued
appropriation of funds in the fulure operating budget, with the authority to adjust budget line items
within the priceé limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified. )

See attached fiscal details,
EXPLANA-T_ ION

This request is Retroactive because the Department needed to expand the New
Hampshire Immunization Information System functionality to ensure immunization dala
throughout the State can be reported. The Depariment did not have the funding available 10
support these, required efforts until November 2021. With retroactive approval, the Department
will be able to compensate the Contractor for work completed during the COVID-19 Vaccination
response effort.

The purpose of this request is to expand the New Hampshire Immunization information
System functionality. The exparision will support Health Level seven (HL7) onboarding of 400
providers (1,000 sites); developing state dashboards for dala quality reporting; and establishing
data interfaces with the State's Enterprise Business Intelligence for COVID-19 vaccination data.
Additionatly, the Contractor will be making modificalions of existing New Hampshire Immunization
Information System reports to meet new Center of Disease Control requirements for COVID-19.
In addition, this amendment will support the implementation of the following additiona! modules:

* Vaccine Ordering Module
e School Nurse Module -

r. ‘ ’ |
The Depertment of Health and Human Services' Mis_siclm is to join communitics and families
in providing opportunitivs for citizens o achieve health and independence.



*4,76103A+38/245/A-* (A %1"# JAS)RAS T A& S% ALS™ %" #&

DocuSign Envelops ID: 28388232-8DFD-4120-80A1-D1868D5E7A75

His Excellency, Govemor Christopher T. Sununu
.and the Honorable Council
Page 2of 2

s Communication/Provider Management Module

HL7 onboarding is a major undertaking by both thé provider community and for the
Department, The onboarding process is a multistep process, and includes integrated user and
provider management modules while allowing clinics to register in one portal. The Contractor will
work on the New Hampshire Immunization Information System to enhance the process, which will
make onboarding easier for both the provider community and the Department. The Contractor will
develop the New Hampshire Immunization Information System inventory module, which allows
providers to order COVID-19 vaccines directly from the Stale, bypassing the ordenng from the
Centers for Disease Control using the Vaccine Tracking System (VTrckS).

The Department will monitor contracied services by-ensuring that the Contractor performs
the following project management functians:

¢ Scheduling and éonducting meetings with Department staff, rhaintainiﬁg action plans
and reporting on the current status of all tasks;

« Conducting briefing sessions with Department management or the project team upon
request; g i

¢ Reviewing wrilten weekly status reports where the Contractor documents any decisions-
made or discussions with Department staff;

» Maintaining an issues list and enhancement requests and providing technical support
services for the server environments based on the priority levels and problem
resclution; and

» Reviewing an online monthly report.on the activity and status of all logged requests
received,

As referenced in Part 2, information Technolagy Provisions, Contract Term of the original
contract, the parties have the option to extend the agreement for up to five (5) additional years,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
Governor and Council approval. The Depariment is not exercising its option to renew at this time,

Area served: Statewide _
Source of Funds; CFDA # §3.268, FAIN #231P922595.

In the event Ihat the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully submitled, -

Ooculigned bry:

M B,

48ARITEDHEBARS,..

Lori A. Shibinette

Commissioner
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Fiscal Details Sheet for Sage Pursuits, Inc.
d/b/a Envision Technology Partners, Inc.

05-95-090-802510-1956, HEALTH AND HUMAN SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE,
IMMUNIZATION COVID-18 -

‘State : Increased ;
Class / . Job Current : Revised

Fiscal : Class Title {Decreased) | -
Year Account Number Budget Amount Budget

. Contracts -

2022 | goorar | for Prog Sve | 80023210 $0| $1.524,000 | $1,524,000
Subtotal $0 51,524,000 $1,524,000

. 05-95-090-902510-2495, HEALTH AND HUMAN SERVICES, DEPT OF HEALTH AND HUMAN'

SVS, HHS: DIVISION OF PUBLIC HEALTH BUREAU OF INFECTIOUS DISEASE,
IMMUNIZATION ARP
State 3 Increased
. | Class/ . Job Current Revised
Fiscal Class Title (Decreased)
Yeéar Account Number Budget Amount Budget.
| : Contracts
2022 5(;(?7231 for Prog Svc | 30023800 $0|  $975000| $975000
Subtotal $0|  $975000| $975,000

05-95-090-902510-5178 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,
IMMUNIZATION PROGRAM

State o d Increased .
i Class / e Job Current d Revised
F\:,Z‘;?l Account’ €lass|Title Number Budget (Dz‘;zif:d) Budget
Contracts for . :
2020 | 102-500731 | progsve | 20023200 | $964,114 $0 | $964,114
Contracts for : .
2020 | 103-502664 | Ogperational | 90023103 $173,000 $0| $173,000
Svs ‘
Contracts for -
2021 | 103-502664 | Operational 80023103 $160.063 $0 $160.063
. Sve !
Contracts for
2022 | 103-502664 | Operational | 90023103 $160,063 30| $160.063
. Sve ' '
Contracts for
2023 | 103-502664.| Operational | 90023103 $160,063 $0 $160,063
Sve : '

Page 1 of 2
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Fiscal Details Sheet for Sage Pursuits, Inc.
d/bfa Envision Technology Partners, Inc.

' Contracts for
2024 | 103-502664 '| Operational | 90023103 $160,063 $0| $160,063
Sve '
Subtotaf | $1,777,366 30| $1,777,.366

01-03-03-030010-7695000 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY
DEPARTMENT OF, INFORMATION TECHNOLOGY OF, IT FOR DHHS 100% Other Agency
Funds (DHHS. Class 027 — 50% General Funds and 50% Federal Funds) Activity Code

03900052
State Class / Job Current lcieased Revised
Fiscal AGcaint Class Title Number Budaet (Decreased) Budaot
Year 9 Amount . 9

. | TECHNOLOGY | ..

2020 | 038-509038 | . soFTwaRe | 03900052 $74,188 $0| $74,188
: TECHNOLOGY ;
2021 | 038-509038 | .soFTware | 03900052 | $200,000 $0| $200,000

TECHNOLOGY
2022 | 038-509038 | _sorTware | 03900052 | $200,000 $0|  $200.000
' TECHNOLOGY -
2023 | 038-509038 |- . soFTware | 03900052 | $200,000 $0 | $200,000
" | TECHNOLOGY X ) .

2024 | 038-509038 | . sopTware | 93900052 | $200,000 $0 | $200,000
Subtotal | $874,188 : $0| $874,188

Total | $2,651,554 | $2,499,000 | $5,150,554

Page 2 of 2
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State of New Hampshire
Department of Health and Human Servu:es
Amendment #1

This Amendment to the VaxNH Immunization information System conlract is by and between the State of
- New-Hampshire; Department of Health and Human Services ("State™ or "Department”} and Sage Pursuiits,
Inc. dibla Envision Technology Partners, Inc. ("the Contractor”).

WHEREAS, pursuant to an agreement (the "Contract”) approved by the Governor and Executive Council
on June 10, 2020, (item #14 A), the Contractor agreed to perform certain services based upon the terms
and condilions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the Contract may be amended
upon written agreement of the parlies and appropriate State approval, and

WHEREAS, the parties agree to extend the term of the agreement, increase the price llmntauon or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contamed
in the Contract and set forth herein, the parlies hereto agree to amend as follows:

1. Part 1 Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$5,150,554

2. Add Part 3, Exhibit A Statement of Work, Section 3 Deliverables, Milestones, And Acliﬁties
Schedule, Table 1 Section 16 to read: ;

OPERATIONS
. , ' Projected’ .
\Activity, Deliverable, or Milestone Delivery Date Deliverable Type
[16 *  |COVID Enhancements and HL7 Support 6/30/2024 . [Software.

3. Add Part 3, Exhibit A Statement of Work, Seclion 4, Deliverable 16 HL7. Enhancements and
Support to read: :

Deliverable 16: Enhancements and Support.

| Communication/Provider

Description

Ml Mgmt Task lems

Part -1 Perform JAD sessions to gather requirements and
workflow needed for managing providers. Expand on the
ideas to date to improve registration, communication, and re-
certification of COVID and non-COVID providers, and
manage ultra-cold vaccines like the Pzifer COVID vaccine.
Take the current functionalily and add the additional client
management features, including clinic- program
communication support within the application. The intent is
fo reduce the workload on the NH 1IS Program for pandemic
and post-pandemic provider management activities.
Prioritize funclionality into Part 1 versus Part 2

Provider Management
Enhancements Discovery 4.1
Sessions - Part 1

enhancements.
(0
§5-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. dib/a Contractor Initials .
Envision Technology Partners, Inc. 2/2/2022

A-GAR-1.1 ; ' Page 10f B o Date
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Provider Management

Sessions - Part 2

Provider Management
Enhancements . 43
Development - Part 1 f

Provider Management
Enhancements 44
Development - Part 2

Support for added
functionalily to the Provider 45
Management Module-

COVID Dashboard Task
"ltems

Support of the WeblZ

embedded Power Bl 5.1
dashboards

One additional Power BI
report '

Support of the WeblZ
embedded Power BI 53
dashboards

52

One additional Power Bl

: 54
report
Support of the WeblZ
embedded Power Bl 55
dashboards
| One additional Power Bi 56
report :

.EBI and Vital Records

, Task.Items’
Vital Registry integration 6.1
EBI integration setup and 6.2
maintenance '
Vital Records Support 6.3

Enhancements Discovery 42

DocuSign Envalope ID: 2B3B6232-8DFD-41 20-80A1-D1BEBDSETATS

Part 2 - Perform JAD sessions to gather requirements and
workflow needed for managing providers

Develop Part 1 of the ideas to improve registration,
communication, and re-certification of COVID and non-
COVID providers, and manage ultra-cold vaccines like the
Pzifer COVID vaccine. Take the current functionality and add
the additional client management features, including clinic-
pragram communication support within the application. The
intent is to reduce the workload on the NH IIS Program for
pandemic and post-pandemic provider management
activities.

Devslop Part 2 of the ideas to improve registration,
communication, and re-certification of COVID and non-
COVID providers, and manage ultra-cold vaccines like the
Pzifer COVID vaccine. Take the current functionality and add
the additional client management features, including clinic-
program communication support within the ‘application. The
intent is to reduce the workload on the NH [IS Program for
pandemic and post-pandemic provider management
aclivities,

Description

Support fee for the reporting functionality

Develop one additional report to support the pandemic
response activities :

Support fee for the reporting functionality

Develop one additional report to support the pandemic
response activities .

Support fee for the repdrting functionality

Develop one additional report to support the pandemic
response aclivities

Description

switch the file delivery mechanism to leverage SFTP

maintain and enhance functionality as needed to support EBI

integration
[ (M

Support fee for the VINI integration

$5-2020-DPHS-04-IMMUN-01-A01 Sage Pursuils, Inc, dibla

Envision Technology Panners, Inc.

Contractor Initials
Page 20! 8 _ Date 2/2/2022

" A-GAR-1.1
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Vital Records Support 6.4 Support fee for the. VINI integration
Vital Records Support 6.5  Support fee for the VINI integration

 Additional COVID Data and Sub

'Work Task Items Tasks Description

Funding for unplanned

COVID work and adhoc data 71 Adhoc data requests, Twilio charges, and other COVID

unplanned work

requests
QR Code Support 7.2 Patient Portal Enhancement and Suppont
Twilio Charges 7.3 Twilio Charges - 2 months

Funding for unplanned
COVID work and adhoc data 7.4 Adhoc data requesls and other COVID unplanned work

requests

QR Caode Support 7.5  Patient Portal Enhancement and Support

Funding for unplanned _
COVID work and adhocdata 76  Adhoc data requests and other COVID unplanned work

requesis

QR Code Su;'>port 7.7 Patient Portal Enhancement and Support

Funding for unplanned ' . )
COVID work and adhoc data 7.8  Adhoc data requests and other COVID unplanned work
requests ;

4. Add Part 3 Exhibit B Price and Payment Schedule, Section 1 Payment Schedule, Subsection 1.1
Firm Fixed Price, Table 2: Price and Payment Schedule, Deliverables, Sections 16 through 22 to
read: ’ :

——r—~-

) HL7 Enhancement Task’ ' Delivery .

,Items Tasks ' Date

[ HL7 Onboarding S
Discovery Sessions - Part 1.1 12/31/2022 $ . 100,000.00
1 : i !
HL7 Onboarding

1| Discovery Sessions - Part 1.2 6/30/2023 $ 100,000.00
2
HL7 Onboarding . .
Discovery Sessions -Part 1.3 12/31/2023 $ 100,000.00
3

HL7 Onboarding

Development - Part 1 1.4 6/30/2023 $ 160,000.00

HL7 Onboarding

Development -Part2 - 1.5 1213172023 $ 160,000.00 "
_ 55-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/bfa - Contractor Initials

: Envision Technology Partners, Inc. ’
A-GAR-1.1 } Page 3of 8 . Data 2/2/2022
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HL7 @nboarding )
Development - Part 3 16 6/30/2024 $ 220.000.09

" School Nurse Task Sub  Delivery
Items Tasks = Date
gglt'::)%ﬂf\ltuhg:vfsgtl:ﬁonality 24 7112021 : $ 15,000.00
ggmn N(:Jfr;heefxectl)ilc‘!znality ‘2 iz $ 612.50
32.‘323{' Nﬁr;r:eefﬁi?iinznality 23 613012022 $ 3,266.67
et SR R
SptdroNSz o5 o s ames

Vaccine Ordering Task’ Sub Detivery

Items Tasks . Date

Add Z6 Profile to the .
Vaccine Order shipping 31 9/30/2022 $ 100,000.00

info screen

Communication/Provider Sub: Delivery

Mgt Task ltems Tasks - Date

Provider Management
Enhancements Discovery 4.1 6/30/2022 $ 100,000.00
Sessions - Part 1

Provider Management
Enhancements Discovery 4.2 12/31/2022 ) 60,000.00
Sessions - Part 2 '

:os
55-2020-DPHS-04-IMMUN-01-AD1 Sage Pursulls, tnc. dibla . Contractor Initials )
2/2/2022

Envision Technology Partners, Inc.
A-GAR-1.1 Page 40l 8 Date
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Provider Management
Enhancements
Development - Part 1

4.3

Provider Management
Enhancements
Development - Part 2

4.4

Support for added
funclionality to the
Provider Management
Mcdule

45

COVID Dashboard Task

items

Support of the Webl2Z

embedded Power Bl 5.1
dashboards

One additional Power BI 5.2
report :
Support of the WeblZ

embedded Power 8l 53
dashboards

One additional Power B} 54
report '
Support of the WeblZ

embedded Power BI 5.5
dashboards

One additional Power BI
report

5.6

"EBI and Vital Records
Task Items

' | Vital Registry integration 6.1

EB! integration setup and 6.2
maintenance

Vital Records Support 6.3
Vital Records Support 6.4
Vital Records Support 6.5

55-2020-DPHS-04-IMMUN-01-A01

A-GAR-1.1

Sub
Tasks !

Sage Pursuits, Inc. dib/a
Envision Technology Partners, Inc.
Page 5018

6/30/2023 $ 200,000.00
6/30/2024 $ 117,000.00
6/30/2024 $ 40,000.00

Délivery
Date

6/30/2022 $ 78,400.00
12/31/2022 '$ 40,000.00
6/30/2023 $ 78,400.00
12/31/2023 $ 40,000.00
6/30/2024 $ 78,400.00
6/30/2024 s 40,000.00

Delivéry
Date

6/30/2022 $ 25,000.00
711/2021-

e300 $  209,362.48
6/30/2022 $ 26.666.67
6/30/2023 $ 26,666.67
6/30/2024 $ 26,666.67

G

2/2/2022

Contraclor Initials

Date
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Additional COVID Data Sub Delivery

and Work Task.ltems Tasks Date -

- Funding for unplanned

CoViDworkandaghoc 74 U208 $ 4902500
data requests .
QR Code Support 7.2 6/30/2022 3 5,000.00
7. 111/2022- N
Twilio Charges 7.3 212812022 $ 3,000.00
Funding for unplanned
COVID work and adhoc 74 /2022 - $  100,000.00
) 6/30/2022

data requesis ! : _
QR Code Support 75 6/30/2023 $ 15,000.00
Funding for unplanned : '

-| COVID work and adhoc 76 6/30/2023 $ 100,000.00
dat_a requests :
QR Code Support 7.7 6/30/2024 3 15,000.00
Funding for unplanned ' ;
COVID work and adhoc 78 6/30/2024 $ 60,000.00
data requests
Grand Total $ 2,499,000.00

@
5$5-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/b/a _ Contractor Initials

Envision Technology Partners, Inc.

A-GAR-1.1 Page 6 of 8 Date 2/2/2022
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
. This Amendment shall be effective retroactive to July 1, 2021, upon the date of Governor and Executive
Council approval.

IN WITNESS WHEREQF, the parties have set their hands as of the date written below,

State of New Hampshire
Departmenit of Health and Human Services

DoouSigned by: .

2/3/2022 Patrin M. Thy
Date Nam-e: P;t?i‘cia M. Tilley
. Title:
Director

Sage Pursuits, Inc. d/b/a Envision Technology Partners,

Inc.
5 Deculigned by:
o : | {Lain. Marduie
Date ' Name: clajre murchie
Title:
President
55-2020-DPHS-04-IMMUN-01-ACH _ Sage Pursuils, Inc. d/bfa Envision Technology Partners, tnc.
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution,

OFFICE OF THE ATTORNEY GENERAL

DocuSigned by:
2/3/2022 [ﬁ% 2.
= J447 Jifa4 i 1400
Date Name: Robyn Guarino
Title:

Attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: {date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date _ - Name:
Title:

§85-2020-0PHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/bfa Envision Technology Parners, Inc.
A-GA-1.0 Page 8 of B '



*4.76103A+38/245/A- (A %% AS)#HAS TALS% ABS™ ‘%" #&
DocuSign Envelops D: 28388232-8DFD-4120-80A1-D1858DSETATS ' @)
STATE OF NEW HAMPSHIRE
" DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lari A. Shibinette 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner - 603-2714501 1.800-852-3348 Ext. 4501
Fax: 603-21714827 TDOD Access: 1-800-735-1964
Llss M, Morris www.dhhs.nh.gov
Direcior
May 29, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council '

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
_ Services, to enter into a Sole Source contract with Sage Pursuits, Inc. (d/b/a Envision Technology
Partners, Inc) (VC# 318560), Greenwood Village, CO in the amount of $2,651,554 for a web-
based Immunization Information System (IS}, with the option to renew for up to five (5) additional .
years, eHfective upon Governor and Council approval through June 30, 2025. 53% Federal Funds.
47% General Funds.. - *

Funds are available in the following accounts for State Fiscal Years 2020 and 2021, and
are anticipated to be available in State Fiscal Years 2022, 2023, 2024, and 2025, upon the
availability and continued appropriation of funds in the future operating budget, with the authority
1o adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and justified. t

05-95-090-902510-5178 HEALTH AND.SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,
IMMUNIZATION PROGRAM: ;

State - - Class / ' '
Fiscal Year |  Account Class Title Job Number Total Amount
2020 102-500731 - Contracts for Prog Svc-| 80023200 . $064,114
© 1 103-502664 Contracts for 80023103 $173,000
2020 | Operational Svs :
103-502664 Contracis for 90023103 $160,063
2021 Operational Sve - R 2
{ 103-502664 Contracts for - 90023103 $160,063
20?2 Operationa! Svc . .
] 103-502664 ~ Contracts for 1 80023103 . $160,063
2023 | Operational Svc ' '
103-502664 Contracts for 80023103 $160,063
2024 . ' Operational Svc '
Subtotal $1,777,366

The Department of Health and Hunmtan Services' Mission ia i join communilies ond familics
in providing opporiunities for cilizend lo ochisue heolth ond independence.
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His Excellency, Govemor Christopher T. Sununu
end the Honorgble Council
Pege 2ol 5

01-03-03-030010-7695000 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY
DEPARTMENT OF, INFORMATION TECHNOLOGY OF, IT FOR DHHS 100% Other Agency
Funds (DHHS Class 027 - 50% General Funds and 50% Federal Funds) Activlty Code

03900052
Flafgt:qar | Accl::::r:t Clage:litie Aé::;iew it Amount_
2020 | 036508038 TECHNOLOSY - '|  ods000s2 874188
2021 | 038-509038 (TECHNOLOSY- | 03800052 _ $200,000
2022 [ (038-509038 TES%*%E,;? ) 'oagpoosg $200,000
2023 | 036509038 TE%;"%E,?EY’ 03900052 $200.000
2024 | 038-509038 e 03300052 $200,000
Subtotal $874,188
e $2,651,554

EXPLANATION

This request is Sole Source because the vendor is the only vendor abie to provide the
necessary services. The Centers for Disease Control and Prevention recognizes Envision
Technology Pariners, Inc. as a qualified vendor to provide a web-based Immunization Information
System. The Department previously attempted to competitively bid the services included in this
contract. A Requesi for Proposals was posted in February 2018 and canceled in May 2019
because no vendors responded to the solicitation.

" The purpose of this reques! is for the Coniractor to create a web-based !mmunization
information System, which is a confidential, electronic system used to track administration of
vaccines. This data system will record all immunization doses administered by participating
providers to persons residing within New Hampshire to provide consolidated immunization
histories so providers can delermine appropriate patient vaccinations. In addition, the system will
have the functionality of a vaccine ordering management system, which will be used by the
Department to order, track, monitor, and assure accountability for $28 mitlion in childhood
vaccines purchased annually. and distributed 10 approximately 300 healthcare providers in New
Hampshire. The Contractor will work with the Department to setup and maintain this system,
which will be available to all healthcare providers in New Hampshire. The system will provide
aggregate data on vaccinations for use in surveillance, program operations, and public health
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His Excetlency, Govemor Christopher T, Summu
and tha Honorabia Councll

Page Jof5 —

action and be in full compliance with New Hampshire Administrative Rules He-P 307, which are

designed 1o protect the privacy of residents and ensure that patient participation is volunlary.

During the first year of the contract, the Department will use approximately $1.0 million of
federal furids to purchase the software licenses and transfer vaccine inventory, train and educate
. NHIP staff on_ the new system as well as provider demographic information {e.g. health care
provider addrésses, usernames, iogin, phone, elc.) from the legacy system to the new system.
The Department will also educate New Hampshire staff on how 10 use the system, as well as
develop education for end users. The roughty $300,000 of general funds will be used to pay for
continued maintenance.and support of the system during yaar one. which is the same source of
funds used. currenlly to fund the annual support snd maintenance of the legacy system. The
Iegacy syslem is incompalible with New Hampshire's needs and lhe annual support and
maintenance of the existing system is unsustainable. The Department will recognize an.
immediale ‘cost savings when il switches to the new system of approximalely $200,000 per year
in annua! maintenance and support fees. Even when taking into consideration the $1 million in
- implementation costs, the Department will still save $79.655 over the life of the 5-year contract..

The Contraclor will provide a project management plan as well as panticipata in regular
project status meetings. The Contractor will work with the Depariment to migrate the cument
provider contact details and vaccine inventory data of providers (o the new system. Training to
internal staff will be given on how to use this system. The Contractor will assist in seflting up
interfaces between healthcare providers' elecironic medical records and the new system. The
Contractor will also assist in ensuring vaccine management files involved in providing ordering’
and retums from health care providers are inlerfacing with the Centers for Disease Conirol and
Prevention vaccine ordering system. This system is Used to process all vaccine purchased by the
State of New Hampshire. The Contraclor will provide updales and releases on a scheduled basis
to ensure patient informalion is stored in sccordance with HIPPA ragulations and the strongest
industry security standards.

Implementing this Immunization Information System offers numerous benefits to the
Department, healthcare providers, and individuals and is a key component of immunization best
practices recommended by the Centers for Disease Control and Prevention. Decreased dupllcate.
immunizations, decreased healthcare costs, and increased immunization rates are all
documented benafits of an Immunization Information Syslem. This syslem can promp! providers
Lo use Lhe mosl up-to-date immunization recommandations and can provide technology to remind
patients when Immunizations are due. Participaling patients and families will benefit from having
access to a complete electronic immunization record that includes information from mulliple
healthcare organizations regardless of where a vaccine was received. The Depariment will use
the system to assure accountability of publicly-purchased vaccines and to idenlify communities
with low vaccination rates o promole vaccination and prevent infectious disease outbreaks.
Besides New Hampshire, all 49 states and the District of Columbia have an Immunization
Information System in place.

The Department will monitor contracted services by ensuring that the Contraclor. performs
the following project management funclions:

« Scheduling and conducling meelings with Depariment staff, maintaining aclion plans
_ and reporting on the current stalus of ail tasks;

« Conducting briefing sessions with Department managemenl or the project team upon
request;

» Raviewing wrilten weekly status reports where the Contractor documents any decisions
made or discussions with Depariment staff;
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» Maintaining an issues list and enhancement requests and providing technical support
servicas for the server environments based on the prority levels and problem
resolution; and

s Reviewing an onfing monthly report on the activity and status of all logged requests
. received.

As referenced In Part 2, Information Technology Provisions, Contract Term of the attached
contract, the parties have‘the ‘option 10 extend the agreement for up five (5) additional years.
contingeni upon satisfactory delivery of services, available funding, agreement of {he parlies and
Governor and Council approval,

. Should the Governor 8nd-Council not authorize this request, New Hampshire will be tha
.only staté in the nation without an Immunization Information System. If authorized, this system
would allow for enhanced vaccine accounlability of publicly purchased vaccine, and timely
immunization datla during vaccine-preventable disease oulbreaks or pandemics. Moraover, the
federal funding directed lowards the acquisilion and implementation of the system would be
jeopardized if this sysltem was not purchased.

Area served: Statewide
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His Excatiency, Governor Christopher T, Sununy
and tho Honorable Council
Pago 5ol

Source of Funds: CFDA® 83,268 FAINS NH23IP922595
- Inthe'event that the Federal Funds become no longer available, additiona! General Funds
will not be requested to support this program.

Respectfully submitted,

M

Lorl A. Shibinette
Commissioner

. e,

Denis Goulet
Coemmissioner
Dept. of Information Technology

.

DolT RID # 51248
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denls Goutet
Commissioner

May 29, 2020

Lori A. Shibinette

Commissicner ,.
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

S

Dear Commissioner Shibinerte:

This letter represents formal notification that the Depariment of Information Technology (DolT)
has-approved your agency's request to enter into e sole source contract with Sage Pursuits, Inc. (d/b/a
Envision Technology Partners, Inc} (VCH 318560), Greenwood Villege, CO es described below and
referenced-as DolT No. 2020-025. :

The purpose of ihis request is for Sage Pursuits, Inc. 10 implement ‘a web-based
Immunization Information System which is a conflidential, popuiation-based,
computerized database thai records all immunization doses administered by participating
providers_to persons ‘residing within 8 given geographical area. The Immunization
information System will provide consolidated immunization histories to determine
sppropriate client vaccinations by a provider. In addition, the system will have the
functionality of a vaccine ordering management system. Sage Pursuits, Inc. will also
provide annual support and maintenance.

The amount of the contract is not to exceed $2,651,554 and shall be effective upon
Governér and Executive Council approval, through June 30, 2025,

A copy of this letter should accompany the Department of Health and Human Services'
submission to the Governor and Executive Council for approval.

Sincerely,

FLAl P
Denis Goulet

DGk

DolT #2020-025

cc: Mike Williams, 1T Manager, DolT

-
“Innovetive Technologies Todoy for New Hampshire's Yomorrow™
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e ' : FORM NUDIBER P+37 (vcrsion S/8/15)
Subject: VaxNH lmmunization tnformation System (35:2020- DPHI-04-IMMUN] ’ T
ﬂnu;; This agreement ang el! of its aliachments shall become public upen submission to Governor ond -

.Executive Counci) for epproval. Any information that.is pnvale confidential or proprictary st
" be clearly identified lo the agency and agreed to m wriling prior to signing the contraci.

' 05/27/2020 -

AGREEMENY i
The State bf New Hsmps)mc end the Contracior hereby mMu.I"y agrcf as fol!ows
. E B { GENERAL PRQVISIONS
{.__IDENTIFICATION. ; : £ g
1.1 Sme Agency Name - : L 1.2 Suic Agency Address |
NH Depariment of Health and Human Services 129 Pleasant Sireet
: - “. | .Concord. NH 03301-3857 &
1.3 Contractor Neme | 1.4 Contractor Address
Sage Pursuiu. Inc. &/t/a Envision 1‘cchno|ogy Pantners, Inc. 799$ Eads Prentice Avenuc. Suite ]05 -E
-Greenwood Village. CO 3011
|5 Contrector i’honc .l.6 Account Number 1.7 Coﬁvlclim Dale 1.8 Price annauon
Number. - . ] i y i
303.914.9797 ) 1 05-695-090-902510-51780000 | June 30,2025 - : -sa-wm 52 651, 554
19 'COﬂlraclil:tg Officer for Siate Agency-- L 1.10 Statc Agency ] Tc!cphonc Number
Nathan ©. White. Dircctot 5 603-271-9631
LI Conlractor Sly\a:m L ) 112 Name and Titde of Contractdr Signatory
Z ﬂm .. 27(“ ,.j“ s Cw .| Claire Mw'ch/e. 'Pm:dent
L3 Acknowledgcmzm State of Counly of.
| On T# , before lhr. und:msncd ofFecr pcrsonally appeared the person ;dcnuﬁed inblock.1.12. or snhsfmoruly
provento bc the person whose name is. s:gncd in block 3. H end acknowledged that s/he cxccutcd this docuinent in the capacity
indicuied in block 1.12. : )

1131 Signature.of Notary Public or Justice of the Peace

[Seal] 1

L 2 -Nome and Title ofNou.ry of Justice om.c Pc-cc

114 Slnle Afency Signsture ' 1.15 Nane and Tnle of Stete Agency Sigastory

Ann%ww i 5|lﬂw MMWM

AN Approvul by the N.H. Dcpmmcm of Adminisiration, Division of P:rsonnel () fﬂpphcnbk}

By o ' ' : ' DuectorOn

oy

.17 Approvnl by Ihc Allofncy Gcnml lForm. Substance ond &ccullm) (i f napplicable)

By /a.éfm ) Mﬁaﬂ? b

5!2212020

1.18 Approval by the Governor and Exccutive Councit (if applicable)

By o b ko2t .oom L

Lo e -Page 1of4 .
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The Statc of New Hampshire, acting
through ihe egency identified in block 1.1 (“State™), engages
contractor identifted in block 1.3 ("Contracior’) 10 perform,
and the Coniracior shall perform, the work or sale of goods, or
both, ideniified and more particularly described in the attached
EXHIBIT A which is incorporaied herein by reference
(“Servi;cs").

). EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the epproval of the Govemnor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and o]l obligations of the parties
hereunder, shall become efTeciive an the dote the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effeclive on the date the
Agreement is signed by the State Agency as shown un block
1.14 {“Effective Date™).

3.2 If the Contractor commences the Services prior o the -
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement docs not
become effective, the State shall have no liability to the
Contrecior, including withou! limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Comtracior musi complete all Services by the Complenon Date
specificd in block 1.7,

4. CONDITIONAL NATURE OF ACREEMENT.
Noiwithstanding any provision of this Agreement to the
controry, all obligations of the Siate hereunder, including,
without limitation, the continuance of payments hereunder, are
conlingent upon the availability and continued appropnation
of funds, and in no cvent shall the Siate be liable for any
payments heeeunder in excess of such available appropristed
funds. In the even of a reduction or termination of
gppropristed funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the nght 1o (erminate this Agreemem immediately upon
giving the Cantractor notice of such termination. The State
shall not be required to transier fuads from any other account
10 the Account identified in block 1.6 in the event funds in that
Account are reduced or unavaitable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particulorly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the Sinic of the contraci price shall be the
only ond the complete reimbursement to the Contracior for ofl
cxpenses, of whalever nature incurred by the Contractor in the
petformance hereof, and shall be the only and the complete
compensation 10 the Comractor for the Services. The Siate
shall have no liability to thc Contrncior other than the contract
price.

- Page 2 of 4

5.3 The State reserves the right 10 offset (rom any amounts
otherwisc payable 10 the Contractor under this Agreemeni
1hose liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-¢ or eny other provision of low.

5.4 Notwithstanding any provision in this Agreement 1o the
contrary, end notwithsianding unexpecied circumstances, in
no event shol) the total of all payments authorized, or aciually
made heecunder, exceed the Price Limitation set forth.in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY :

6.1 1n conneclion with the performance of the Services, the
Contractor shall comply with all sialutes, laws, regulations,
and orders of federal, state, county or municipal suthorities
which impose any obligation or duty upon the Controctor,
inchuding, but not limited to, civil rights and equal opportunity
lows. This may include the requirement to utilize suxiliary
0ids and services o ensure thal persons with communication
disabilitics, including vision, hesring and speech, can
communicate wilh, receive informstion from; and convey
information 1o the Contracior, 1a addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shail
not discriminate against employees or.applicants for
employment becausé of race, color, religion, creed, age, sex,
handicag, sexual orientation, or national origin and will take
affirmative oction 10 prevent such discrimination.

" 8.3 1f this Agreement is funded in any pan by monies of the

Uniled States, the Contracior shatl comply with sl the
provisions of Executive Order No. 11246 {“Equal
Employment Opportuniry”), as supplemented by the
regulations of the United Siates Depariment of Labor (41
C.F.R. Pan 60), and with any rules, regulations and guidelines
os the State of New Hampshire or the Uniled States issce to
implement these regulations. The Coniractor further agrees 1o
permit the State or Unjled Sioes nccess 10 ony of the
Contracior's books, records and accounis for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall i its 0wn expense provide all
personnel necessary Lo perform the Services. The Contractor
warrunts that oll personnel engaged in the Services shall be
quslified to perform the Services, and shall be properly
licensed and oltherwise authorized 1o do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the teem of
this Agreement, and for 8 period of six (6) monihs after the
Completion Date in block 1.7, the Contracior shall not hire,
and shall not permit any subconiracior or oiher person, firm or
corporation with whom it is engaged in o combined effort to
perform the Services 10 hire, any person who is a State
employee or official, who is materielly involved in the
procurement, adminisiration or performance of this

4. M
Contractor Initials J

5577572020

DaleO5,
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Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting OMicer specified in block 1.9, or his or
her successor, shall be the State’s representative. In the event

of any dispute concerning the interpretation of this Agreemént,

. the Cantracting Officer's decision shall be final for the Stale,

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Controctor shall constitute an event of defaull hereunder
(*Evem of Default™):

£.4.1 failure to pefform the Services satisfaciorily or on
schedule;

8.1.2 foilure 10 submil eny repon required hercunder; and/or
$.1.3 failure 1o perform any other covenant, term or candition
of this Agreement,

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, 6f the followmg zclions:

- 8.2.1 give the Contractor a writien notice’ specnfylng the Event
of Default and requiring it to be remedied within, .in the
absence of o greater or lesser specification of time, thirty (30)
days from the date of 1he notice; and if the' Event of Defaull is
not timely remedicd, terminate this Agreement, efTective two
(2) days afier giving the Contractor notice of termination;
8.2.2 give the Contracior a writizn notice specifying the Event
of Default and suspending all psyments to be made under this
Agreemént and ordering that the portion of the coniract price
which would otherwise accrue to theé Contractor during the
period fram the date of such notice 'until such time as the State
determines that the Contractor has cured the Event of Defouh
sholl never be paid 1o the Contractor;

8.2.3 set off against any other obligations the Siate may, owe Lo
the Contracior any damages the Staie sufTers by reason of any
Event of Delault; and/or

8.2.4 treat the Agreement s breached and pursue any of its -
remedics ai faw or in equity, or both.

9. DATAJACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the woed “daia” shall mean all
information and things developed or obtained during the
performgnce of, or acquired or develaped by resson of, this
Agreement, including, but not.limited to, all studies, reports,
files, formulae, surveys, maps, chans, sound recordings, video®
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letiers, memarando, papers, and documents,
all whether finished or unfinished.

9.2 All data and any propernty which has been received from
the Siate or purchased with funds provided for that purpose
under this Agreement, shall be the property of the Staie, and
shall be returned to the State vpon demand or upon
termination of this Agreement for any reason,

9.3 Confidentiality of data shol! be governed by N.H: RSA
chapter 91-A or other existing law. Disclosure of data
requires prior writien approval of the Siate,

Page J of 4

10. TERMINATION. In the event of an carly termingtion of
this Agreement for any reason oiher than the comptetion of the
Services, the Contractor shall deliver to the Contrecting
Officer, not later than hifteen (15) daoys after the date of
lermination, a repont (“Terminalion Repon™) describing in
detail all Services performed,’and the contract price eamed, 10
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Repon
described in the onached EXHIBIT A,

11. CONTRACTOR'S RELATION TO THE STATE. |
the performance of this Agreement the Contractor is in &ll

_ respects en independent contractor, and is neither an ngent nor

on employee of the State. Neither the Contracior nor any of its
officers, employees, agents or members shall have suthoricy 10
bind the State or receive any benelits, workers’ compensation
or other emoluments provided by the State to its employces.

12, ASSIGNMENT/DELECATION/SUBCONTRACTS.
The Contractor shafl aot assign, or otherwise iransfer any
interest in this Agreement without the prior wrinen notice and
cansent of the Siate. None of the Servites shall be
subcontracted by the Contractor without the prior wrilten
notice and consent of the Siate.

13, INDEMNIFICATION. The Contractor shull defend,
indemnify and hold hacrmless the Siate, its officers and
employees, from and againsi any and ol losscs suffcred by the
State, its officers and employecs, and any snd oll claims,
liobitities or penalties assented against the Siate, its ofTicers
ond employees, by or on behall of any person, on account of,
based or resulting from, arising out of (or which may be
claimed 10 srise out of) the acts or omissions of the
Contractor. Motwithstanding the foregoing, nothing herein
contained shall be deemed (o constitute o waiver of the
sovercign immuniry of the State, which immunity is hereby
reserved to 1the Siate. This covenant in paragraph 13 shall
survive the 1ermination of this Agreemen.

14. INSURANCE.

14.] The Contractor shall at-i1s sole expense obtsin.and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liabilily insumance against all
claims of badily injury, death or property damage, in amounts
of n01 less then $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering ol
property subject 1o subparagroph 9.2 herein, in an omoum not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shatl
be on policy forms and endorsements approved for use in the
State of Mew Hampshire by the N.H. Depanment of
Insurence, and issued by insurers licensed in the Stale of New
Hampshire, ‘

Contractor Initials m
Date OS Z 3 ZZ.OZ.D
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14.3 The Contracior shall fumish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contrneior shall aiso fumish to the Contrecting Officer

_ identified in block 1.9, or his or her successor, centificate(s) of
insurance for oll renewal(s) of insurance required under this
Agreement no later thon thirty (30) days prior to the expiration
date of each of the insurance policics. The centificate(s) of
insurance ond any rencwals thercof shall be ortached and are
incorporated hertin by reference. Each cenificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Coniracting Officer identified in block 1.9, or his
or her successor, no Jess than thinty (30) days prior wrinen
notice of concellation or modification of the policy.

15. WORKERS' COMPENSATION.

. 15.1 By signing this agreement, the Contrattor egrees,
eentifies and werrants that the Contrector is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A

(" Workers® Compensution™).

15.2 To the extent the Contractor is subject to the .
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor of assignee to secure
and maintsin, paymeni of Workers® Compensation in
connection with ectivities which the pefson proposes to
undertake pursuan to this Agreement. Contrector shall,
furnish the Contraciing Officer identified in block 1.9, or his
or her successor, proaf of Workers' Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable rencwal(s) thereof, which shell be atiached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers® Compensation
premiums or for eny other claim or benefit for Contracior, or
any subcontractor or cmployee of Contractor, which might
erisc under opphiceble State of New Hlmpshlrc Workers'
Compensation laws in cannection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the Staie to
enforce any provisions hereol afier any Event of Default shall
be deemed o wriver of its rights with regerd to that Event of
Delault, or any subsequent Event of Default. No express
failure to enforce any Event of Defoult shall be deemed a
waiver of the right of the State 1o enforce cach and all of the
provisions hereof upon eny funther or other Event of Defavlt
on the pan of the Contracior,

17. NOTICE. Any notice by o party hereto to the other panty
shall be deemed 10 have been duly delivered or given ol the
time of meiling by cenified mail, postage prepeid, in o United
Siates Post OMfice eddressed 1o the parties at the nddrcsscs
given in blocks {.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after spproval of such
emendment, waiver or discharge by the Governor and
Executive Council of the State of New Hompshire unless no

such approval is required under the circumstances pursuant (o
State taw, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
taws of the Stote of New Hampshire, end is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parlles 10 express their mutus)
intent, and no rule 6f consiruction shall be applied ogainst or
in favor of any party.

10. THIRD PARTIES. The partics hereto do not intend 1o
benefit any third panties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for refcrence purposes only, and the words containcd
therein shall in no woy be held (o explain, modify, amplify or
gid in the {nerprelation, construction or meaning of the
provisions of this Agreecmenmt,

21. SPECIAL PROVISIONS. Additicnal provisions set
forih in the ptached EXHIBIT € are ificorpdrated herein by
refcrence.

23. SEVERABILITY. In the event ony of 1he provisions of
this Agreement sre held by = count of competent jurisdiction to
be controry o any state or federal law, the remaining
provisions of this Agreement will remain in {ull force and
effect.

24, ENTIRE ACREEMENT. This Agreement, which may
be exccuted in o number of counterpants, each of which shall
be deemed an originel, constitutes-the entire Agreement and
undersianding between the parties, and supersedes all prior
Agreements and understandings relating hereto,

Page 4 of 4 : ¢
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere

'in this document.

Acceptance

Notice from the Stalc that a Deliverable has sotisfied Acceplance
Test or Review.

Acceptance Letter

+ An Acceptance Leiter provides natice from the State Ihal 2

Deliverable has satisfied Acceplance Tesls or Review.

Acceptance Period

The timcframe during which the Acceptance Test is performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and agreed 1o by
the Stale that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review

Tests performed 10 determine that no Defects exist in the application
SoNware or the System

Access Control

Supports the management of ' permissions for loggmg onto a
computer or netwark

Agreement

A contract duly executed and legally binding.

‘Appendix

Supplememary malcnal that is collecled and appendcd at the back of
a decument

. Audit Trail Copture and
Annlysis

Supports the identification and monitoring of ectivities within an
apptication or system ;

Authorized Persons

The Contractor's employees, contractors, subconiractors or other
agents who need 10 access the State’s personal data o enable the
Contractor to perform the services required.

Certification

The Vendor's written declaration with full supporting and ritten
Documeniation (including without limitation 1est results as
applicable) that the Vendor has completed development of the
Dcliverable and centified its. readiness for apphcablc Acceptance
Testing or Review. ]

Change Order

Formal documentation prepared for a proposcd change in the
Specificalions.

Completion Date

End date for 1he Contract

Confidentiol Information

Information required to be kept Conﬁdennal from unauihonzed :
disclosure under the Contract

Contract’

This Agreement between the State of New Hampshire and a Vendor,
which creates binding obligations for ¢ach party to perform as
specified in the Coniract Documents.

Contract Agreement

Part |, 2, and }.. The documentation consisting of both the pp
Provisions and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parties with
respect 10 the Scope of Work

2020-025 IT Provisions — Part 2
Contractor Initials: -
Date:

Page 2 of 31
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Contract Conclusion

Refers to the conclusion of the Contract, for any reason, including but
not limited 10, the successful Contract completion, termination for
convenience, or termination for defautt.

Contfact Documents

Documents that comprise this Coniract (See Contract Agreement,
Section 1.1)

Controct Manogers

The persons identified by the State and the Vendor who shall bé
responsible for all contractual autherization and administration of the
Contract. These responsibilities shall include bul nat be limited to
processing Contract Documeniation, obtaining executive approvals,
tracking costs and payments, and representing the parties in all
Coniract administrative activities. (See Section 4: Coniract
Managemeni)

Controct Price

The total, not to cxceed amoum 1o be paid by the State to the
Contractor for- product and services described in the Contrac
Agreement. This emount is listed in the General Provisions Section
1.8 (P-37).

Coontractor

The Vendor and its employees, subcontractors, ‘agents and affiliales
who are providing the services agreed to under the contract.

Contracted Vendor/Vendor

The Vendor whase proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contracl. :

.| Coaversion Test

A lest to ensure thal a Data conversion process correctly takes Data
feom a legacy sysiem and successfully converts it to a form that can
be used by \he new System. )

‘Cure Period

The thiny (30) day periad following writien notification of a default
within which a contracted vendor must cure the default identified.

Custom Code

Code developed by the Vendor specifically for this project for the
State of New Hampshire

Custom Software

Sofiware developed by the Vendor specifically for this Project for the
State of New Hampshire

Data

Siate's records, files, forms, Data and other documenis- of
information, in cither glcclronir, or paper form, that will be used
fconvened by the Vendor during the Contract Term

Data Breach

The unauthorized access by a non-authorized person/s that resvlts in
the use, disclosure or thelt of a the Siate’s unencrypled non-public
data. ‘

DBA

Database Adminisicator .

Deficiencies/Defects

A failure, deficiency or defect in” a Deliverable resulting in a
Decliverable, the Sofiware, or the System, not conforming 1o its
Specifications.

Class A Deficiency — Sofhware - Critical, does not allow System 10

2020-025 IT Provisions —~ Part 2

Contractor Initiats;__CIM

Date:

operale, no work around, demands immediate action; Written
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_ CONTRACT 2020-025
PART 1 - INFORMATION TECHNOLOGY PROVISIONS

Documeniation - missing significant portions of information or
unintelligible to State; Non Sofhvare - Services were inadequate and
require re-performance of the Service.

Class B Deficiency — Safiware - impontant, does nol stop operation
and/or there is a work around and user can perform asks; Writen
Documentation - ponions of information are missing but not enough
10 make the document unintelligible; Non Sofmarc Services were

deficient, require reworking, but do not r:quue re-performance of the
Service.

Class C Deficienty — Software - minimal, cosmelic in nature,
minimal effect on System, low priority and/or user can use’ Sysiem;
‘Writien Documeniation - minimal changes required and of minor
editing nature; Non Software - Services require only minor reworking
and do not require re-performance of the Service.

Deliverable

A Deliverable is any Written, Saftware, or Non-Software Deliverable
(letter, report, manual, book, other), provided by the Vendor 10 |hc
State or under the terms of a Contract requirement.

Department of Information
Technolopy (DoIT)

The Department of Information Technology established under RSA
21.R by the Lepislature effective Seplember S, 2008.

Documentation

All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digita! Signature

Centification that guaranlecs the unaltered siaie of a fite, also known
as “‘code signinp.”

Effective Datc

The Contract and all obligalions of the parties hereunder shall become
effective on the date the Governor and the Executive Council of the
State of New Hampshire approves the Contracl

Encryption

Supports the transformalion of daia for securily purposes

Enhancements

Updates, additions, modifications to, and new releases for the
Software, and all changes 1o the Documentation as a result of
Enhancements, including, but not limited 1o, Enhancements produced
by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides a price thal is nol subject 10
increase, i.¢., adjusiment on Lhe basis of the Vendor's cost experience
in performing, the Contraci

Fully Loaded

Rates are inclusive of all allowable expenses, including, but not
limited 10: meals, hotel/housing, airfare, car rentals, car. mileage, and
out of pocket expenses

Governor and Executive Council

The New Hampshire Governor and Executive Counc:l

1dentiflcation and
Authentication

Supports oblaining information about those parties attempting o log
on 1o a sysiem or application for security purposes and the validation
of those users

2020-025 IT Provisions — Part 2
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Implementation

The process for making the System fully operational for processing
the Data.

‘implementation Plan

Seis forth the transition from development of the System to full
operation, and includes without limitation, training, business and
1echnical procedures.

Informatico Technalogy(1T)

Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited 1o, Dats processing, computing,
information systems, telecommunications, and -various audio and
video technologies.

Input Validation

Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting the
application from cross site scripting, SQL injection, bufler overflow,
elc,

Intrusion Detection

Supponts the detection of illegal entrance into 3 computer system

Invoking Party In 8 dispute, the pany beliéving itself apprieved.

Key Project Staff Personnel identified by the State and by the Contracior as essential
10 work on the Project.

Licensee The State of New Hampshire

Non Exclusive Contract

A contract execuied by the State 1hat does not resirict.the State from
seeking liemative sources for the Deliverables or Services provided
under the Contract.

Noa-Public Information

Data, other than personal data, that is nol subject 1o distribution 1o
the public 4§ public information. 11 is deemed o be sensitive and
confidential by the State because it contains information that is

. exempt by siatute, ordinance or administrative rule from access by .

the general public as public information.

Non-Software Deliverables

Deliverables that are not Sofiware Deliverables or Written
Deliversbles, e.g., meetings, help suppon, services, other

Normal-Business Hours

A

Normal Business Hours — 8:00 am. 1o 5:00 p.m. EST, Monday
through Friday cxcluding State of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day, President’s
Doy, Memorial Day, July 4® Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided '

Notice to Proceed (NTP)

The State Contract Manager’s writien direction. o the Vendor to
begin work on the Contract on a given dalc and lime

Open Data Formals

A data format based on an underlying Open Standard.

Open Source Software

Sofiware that guarantees the user unrestricied use of the
Software as defined in RSA 21-R:10 and RSA 21-R:11.

Qpen Standards

Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13.

2020-025 1T Provisions — Part 2
Contractor Initials:

Date: 5, //5 /20
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Operational

The System is opecating and fully functional, all Daia has been
loaded; the System is available for use by the State in its daily
operations, and the Siate has issucd an Acceplance Letter, )

Order of Prechcnce

The order in which Contras/Documents control in the event of &
conflict or ambiguity. A term or condition in & document controls
over a conflicting or ambiguous term or condition in e documem that
is lower in the Order of Precedence

Personnl Data

Data that inciudes information relating 10 a person that idenlifies the
person by name and has any of the following personally identifiable
information (P11): government-issued identification numbers (e.g.,
Social Security, driver’s license, passpon),; financiat account

"information, including account number, credit or debit card

numbers; or protecied health information (PHI) relating 10 a person.

Project

The planned undenzking regarding the entire subject matter of a

Contracl and the activities of the parties related hereto.

Project Team

The group of State employees and contracted Vendor's personnel |
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work Plan
on time, on budge! and 10 the required specifications and quality

Project Management Pion

A documeni that describes the processes and methodology to be
employed by the Vendor 10 ensuré a successful Project.

Project Managers

The persons identified who shall function as the State’s and the
Vendor's representative with regard to Review and Acceptance of |-
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
{CCP)

Project Stafl

Siate personnel assxgncd to work with the Vendor on the Project

Propesal

The submission from a Vendor in response to the Request for a
Proposal o1 Statement of Work .

Protected Health Information
(PHI)

Individually identifiable health information transmined by
electronic media, maintained in electronic media, or transmitted
or maintained in any other form or medium. PHI excludes
education records covered by the Family Educational Rights end
Privacy Act (FERPA), as smended, 20 U.S.C. 1232g, records
described a1 20 US.C. 1232g(a)(4)(B){iv) and employment
records held by a covered entity in its role as employer.

Regression Test Plan

A plan integrated into the Work Plan used 10 asceniain whether fixes
to Defecls have caused errors elsewhere in the application/process.

Review

The process of reviewing Deliverables for Acceptance

Review Period

The period sei for review of a Deliverable. Ef none is specified thea
the Review Period is five (5) business days. -

Role/Privilege Manogement

Supports the granting of abilitics to users or groups of users of a
computer, application or network

2020-025 1T Provisions — Part 2
Contractor Initials:

Date: S5/75/20
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Schedule _ The dates described in the Work Plan for deadlines {or performance
; of Services and other Project evernits and activities under the Contract
Security Incident The potentially unauthorized access by non-autharized persons

to personal data or non-public data the Contractor believes could
reasonably result in the use, disclosure or theft of a State's
unencrypied personal data or non-public. daia within the
possession or control of the Contractor. A securily incident may
-or may nol turm into a datn breach.

Service Level Agreement (SLA) A signed agreement between both the State and the Comracmr that
' is subject to the terms and conditions in this document that unléss
otherwise agreed to includes (1) the technical service level
performance promises, (i.e. metrics for performance ¢ and intervals
for measure), (2) dcscnpnon of service quality, (3) identification of’
roles and responsibilities, (4) security responsibilities and notice
requirements, (5) how disputes are discovered and eddressed, and
(6) any remedies for performance failures.

-Service The work of labor 1o be perfarmed by the Vendor on the Project as
; described in the Contracl.
the Contraclor The vendor and its employees, subcontractors, agents and afTiliates
"] who are providing the services agreed to under the contract.
Software All custom Software and. COTS Sofiware provided by the Vendor
under the Contracl )
Software-os-0-Service (SanS) The capabilily provided o the State (o use the Conuractor's

applications runmng on & cloud infrasiructure. The applications are
accessible from various client devices thcough a'thin-client interface
such as 8 Web browser (¢.g., Web-based email)ora program’
interface. The State does not manage or control the underlying
cloud infrastructure inctuding nelwark, servers, operating systems,
storage or even individual application capabilities, with the possibie
exception of limited user-specific application configuration seuings. |

Software Deliverables Software and Enhancemenis
Software License . Licenses provided to the State under this Comtract
Solution - The Solulion consists of the toal Solution, which includes, without

limitation, Software and Services, addressing the requirements and
- terms of the Contract Specifications. '
Specifications The written provisions thal set forih the reguirements which include,
: without limitation, the Contract, any performance siandards,
Documentation, opplicable Siate and federal policies, laws and
regulations, Siate technical siandards, subsequent State-approved
Deliverables, and other Specifications and requirements described in
the Contract Documents. The Specifications are, by this reference,
; made a pan of the Contract as though completely set forth herein.
State STATE is defined as:
' Siate of New Hompshire
Depariment of Health and Human Scrvices

2020-025 |T Provisions - Port 2 Page 7 of 31
Contracior Initials:
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29 Hazen Drive
Concord, NH 03301
Reference 10 the term “State” shall include applicable agencies

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements and
objectives of & Project. The Statement of Work also defines o high
level view of the architecture, performance and design requirements,
the roles and responsibilities of the Siate and the Vendor. The
Conltract Agreement SOW defines the resulis that the Vendor
remains responsible and eccountable for achieving.

State's Confidential Records

State’s information regardless of its form that is not subject 1o public
disclosure under applicable state and federal laws and regulations,
including but not limited to RSA Chapter 9t-A

State Data

For SaaS applicetions means all dala crested or in any way
originating with the State, and all daia that is the outpul of computer
processing of or other electronic manipulation of any data that was
created by or in any way originated with the State, whether such data
or output is stored on the State’s hardware, the Conlractor's hardware
or exisls in any system owned, maintained or otherwise controlled
by the State or by the Contractor.

State Fiscol Year (SFY)

The New Hampshire State Fiscal Year extends from July 1 through
June 30" of 1he following celendar year

State Identified Contact

The person or persons designated in wriling by the State to receive
securily incident or breach notification.

State's Project Manager (PM)

Stale’s representative with regard lo Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review end approval of a Change Proposal {(CP).

Subcontractor

A person, parinership, or company not in the employment of, or
oivned by, the Vendor, which is performing Services under this
Coniract under a separate Contract with or an behalf of the Vendor

System

All SoRware, specified hardware, and interfaces and extensions,
integraled and functioning logether in accordance with the
Specifications.

TBD

To Be Determined

Technical Authorization

Direction to a Vendor, which Tills in demails, clarifies, interprets, or
specifies technical requiremenis. [l must be: (1) consistent with
Statement of Work within statement of Services; (2) nat conslitute a
new essignment; and (3) not change the ierms, documents of
specifications of the Contract Agreement -

A plan, integrated in the Work Plan, 1o verify the code

Test Plan
: {new or changed) works (o fulfill the requirements of the Project. It
may consist of a timeline, a series of 1ests and test data, test scripts
and reports for the test results as well as a tracking mechanism.
Term Period of the Contract from the EfTective Date through termination.

2020-025 1T Provisions - Part 2
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Tronsition Services

Servicés and support provided when Contracitor is supporting System
changes.

UAT

User Acceplance Test

Unit Test

Developers cieale their own test data and 1est scenarios 10 verify the
code they have creaied or changed funclions properly as defined.

User Acceptance Testing

Tests done by knowledgesable business usérs who are familier with
the scope of the Project. They create/develop test cases to ¢onfirm
the System was developed according to specific user requirements.
The test cascs and scripis/scenarios should be mapped 1o business
requirements outlined in the user requirements documents,

User Management

Supports the administration of computer, application and network
accounts within an organization

Veandor/ Contracted Vendor

" The Vendor whose proposal or quote wes awarded the Contract wilh
-the State end who is responsible for the Services and Detiverables of

the Contracl.

Verification

Supports the confirmation of authority to enter & computer system,
application or network i

Walk Through

A step-by-siep review of a Specification, usability features or design
before it is handed off 1o the technical ream {or development

Work Hours

Vendor personnel shall work normal business hours beiween 8:00
am and 5:00 pm, ecight (8) hour days, forty (40) hour weeks,
excluding Stale of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the Stete Project
Manager,”

Work Plan

The overall plan of activilies for the Project created in accordance
with the Contraci. The plan and delineation of tasks, activities and
events 1o be performed and Deliverables 1o be produced under the |
Projeci as specified in Appendix C. The Work Plan shall include a
detniled description of the Schedule, 1asks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or panticipate on each task.

Wrinen,. Deliverabtes

Non-Sofiware written deliverable Documentation (letter, repon,
manual, book, other) provided by the Vendor either in paper ar
electronic format. :

2020-025 1T Pravisions — Part 2

Contractor Initials:
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Health and Human Services (“State”), and Envision Technology Panners, Inc., & Corporation,
("Contractor”), having its principal place of business a1 7995 Easi Prentice Avenue, Suite 305-E
Greenwood Village, CO 80111

An tmmunization Information System (115) is a confidential, population-based, compuierized database
that records all immunization doses.adminisiered by participating providers 1o persons residing within
a given 3copol|l|cal area. An |1S can make available sggregaie daia on immunizations for use in
surveillance, program operations, and public health policy development. An IS also provides
consolidated immunization hisiories to determine eppropriate client vaccinations by a provider. In
addition, 11S has the functionality of 8 vaccine ordering management sysiem.

RECITALS,

Whereas the State desires 10 have the Contractor provide an lmmumz.auon Information System, and
associated Services for the State;

_ Whereas the Contractor wishes to implement Envision’s Commercial Off the Shelf, WeblZ Immunization
Information System, for the New Hampshire Division of Public Health Services. The solution includes a
license to the WeblZ application, hosting, mainienance, and support for the activities of the New
Hampshire Immunization Infermation System (NHIIS). The WeblZ application provides the ability for
health end medical praclices to enter immunization daia, analyze, and track immunization activity for
individuals from birth to death throughout New Hampshire. WeblZ data is used to evaiuate the
effectiveness of the siatewide Immunization Program, determine the need for the new programs, and
identify underserved populations. The parties therefore agree as follows:

I. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Conliract Agreement (2020-025) is comprised of the following documents:

A. Pant | - Form P-37 General Provision
'B. Pan 2 -.information Technology Provisions
C. Pan3 - Exhibits
Exhibit A- Contract Deliverables
Exhibit B- Price and Paymen! Schcdulc
Exhibir C- Special Provisions
Exhibii D- Administrative Services
Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services

2020-025 IT Provisions — Pan 2 Page (0 of 31
Contractor Initials;__ &M
Date:
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Exhibit H- Requirements
Exhibit 1-'Work Plan
Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
- Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference T
Exhibit O- Centificates and Attachments
£xhibit P- DHHS Information Security Requirements
Exhibit Q — Centification Regarding Drug-Free Workplace Requirements
Exhibit R+ Certification Regarding Lobbying '
Exhibit §- Certification Regarding Debarment, Suspension, and OCther
Responsibility Matters
Exhibit T- Centification of Compliance with Requirements Pertaining to Federal
Nondiscrimination, Equal Treatment of Faith-Based Organizations and -
Whistleblower Protections
Exhibit U — Centification Regsrding Environmental Tobacco Smoke
Exhibit V- Health Insurence Pornability and -Accountability Act Business
Associate Agreement
Exhibit W- Certification Regarding the Federal Funding Accountability and
Transparency Act (FFATA) Compliance

1.2° ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documénts, the
following Order of Precedence shall govemn:
a. State of New Hampshire, Department of Heslth and Human Services Contract
Agreement 2020-035, including Parns |.
b. State of New Hampshire, < Department of Health and Human Services Contract
Agreement 2020-035; including Pans 2 '
¢. State of New Hampshire, < Department of Health and Human Services Contract
Agreement 2020-035, including Pars 3

2. CONTRACT TERM' '

The Contract and all obligations of the parties hereunder shall become e ffective afRer full execution
by the partics, and the receipt of governmental approvals, including but not limited to, Governor
and Executive Council of the State of New Hampshire approve)(Effective Date) The contract shall
begin on the Effective Date and extend through june 30, 2025 followed by five (5) years of
maintenance and support. The Terim may be extended up to June 30, 2030, ("Extended Term™) at
the sole option of the State, subject 1o the parties prior wriften agreement on applicable fees for
each extended term. Maintenance and Support services shall start on the next day of the State's
jssuance of the Letier of Acceptance in response to UAT.

2020-025 IT Provisions = Par 2 " Page 110f 31"
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The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, Part 1, P37, block 1.8 price limiigtion, method of payment, and 1erms of
payment are identificd and more particularly described in section 5 of P-37 Agreement and Pert 3
Contrect Exhibit B: Price and Payment Schedule.

32  NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, (o relain other vendors o provide any of the Services or
Deliverables identified under this procurement or make an award by item, part or portion of an item, -
group of items, or totat Proposal. the Contractor shall not be responsible for any delay, acl, or

.omission of such other vendors, except that the Contractor shall be responsible for any delay, act, or

omission of the other vendors if such delay, act, or omission is caused by or due to the foult of the

Contractor.

4. CONTRACT MANAGEMENT

The Contractor shall provide all necessary resources to perform its obligations under the
Contract. The Conlractor shall be responsible for managing the Project 1o its successful -

completion.

4.1 THE CONTRACTOR'S CONTRACT MANACGER

The Centraclor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contract Manager is:

Claire Murchie .
7995 East Prentice Avenue, Suiie 30S-E
- Greenwood Village, CO 80111

Désk: 303.914.9797 x104 ” ' :
Celi: :
Fax:

720.891.8551

303.9149781

Emeil: gjmurchie@envisiontechnology.com

42 THE CONTRACTOR'S PROJECT MANAGER
4.2.1 Controct Project Manager

The Contractor shall assign a Project Manager who meets the requirements of the -
Contract. The Contractor's selection of the Contracted Vendor Project Manager
shali be subject 10 the prior wrilien approval of the Siaie, The State's approval
process may include, without limitation, a1 the State's discretion, review of the
proposed Coniractor's Project Manager's resume, qualifications, references, and
background checks, and an interview. The Siale may require removal or

2020-025 IT Provisions —Par1 2 Page 12 0f 31
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42.2

4213

4.14

4.2.5

reassignmenl of the Contractor's Project Manager who, in the sote judgment of the
State, is found unacceptable or is not performing to the State's satisfaction,

The Contractor’s Project Mansger must be qualified 1o perform the obligations
required of the position under the Contract, shall have full authority 10 make
binding decisions under the Coniract, and shall function as the Contractor's
representative for oll sdministrative and management matters. The Contracior's
Project Manager shall perform the duties required under the Contract, including,
but not limited to, these set farth in Exhibit [, Section 2. The Contraciar's Project
Managcr must be avaiinble to promptly respond during Normel Business Hours
within two (2) hours 1o inquiries from the State, and be a1 the sile as needed. The
Contraclor's Project Manager must work diligently and use his/ her best efforts on
the Projecl.

The Contracior shall not change its assignment of the Contraclor’s Project
Manager without providing the State written justification and obtammg the prior
written approval of the State. State approvals for reptacemen of the Contracior’s.
Projeci Manager shall not be unreasonably withheld. The replacement Project -
Manager shall have comparable or greaier skills than of the Contractor's Project
Manager being replaged; meet the requirements of the Contract; and be subject to
reference and background checks described above in Information Téchnology

" Provisions, Section 4.2.1: Contract Project Manager, and in Contract Agreement

Information Technology Provisions, Section 4.6: Reference and Background
Checks, below. The Contracior shall assign a replacement of the Contractor's
Project Manager within ten (10) business days of the departure of the prior
Contraclor's Project Manager, and the Contractor shall continue during the ten (0)
business day period to provide competent Project management Services through
the assignment of a qualified interim Project Manager. ;

Notwithstanding any other provision of the Contract, the State sholl have the
option, at its discretion, Lo terminate the Contracl, declarc the Contracior in defaull
and pursue its remedies at law and in equity, if the Contractor fails 1o assign a the
Contracior Project Manager meeting the requirements and terms of the Contract.

CONTRACTOR Project Manager is:
Claire Murchie

7995 East Prentice Avenue, Suite 305 E
Greenwood Village, CO 801 ()

Desk: 303.914.9797 x104

Cell: 720.891.8551

Fax: 303.914.9781I

Email: gymurchie@envisioniechnology.com

2020-025 IT Provisions — Parl 2 Page 13 ol 31
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4.3 CONTRACTOR KEY PROJECT STAFF

41.1

432

4.3.3

The Contractor shall assign Key Project Staff who meet the requirements of the
Coniract, and can implement the Software Solution meeting the requiremenis set
fonh in Exhibit A Section 3. Deliverables, Milestones and Activities Schedule and
Exhibit A Section 4. Deliverubles. The State may conduct reference and background
checks on the Contractor's Key Project Staff. The State reserves the right 1o require
removal or reassignment of the Comracior's Key Project S1afT who are found
unacceptable 10 the State. Any background checks shatl be performed in sccordance
with information Technology Provisions Section 4.6: Reference and Background
Checks. .

The Contractor .shall not change any of the Contractor’s Key Project Staff
commiiments without providing the State wrillen justification-and gbtaining the pnor
written approval of I1he Siaie. State approvels for replacement of the Contracior’s
Key Project Siaff wilt not be unreasonably withheld, The replacement of the
Contractor's Key Project Siaff shall have comparable or greater skills than of the
Coniractor's Key Project StafT being replaced; meet the requirements of the
Conicact, including bul not limited 1o the requirements sel forth in Exhibit A Section
3. Deliverables, Milestones and Activities Schedule and Exhibit A Section 4.
Deliverables. and be subject to reference and background checks deseribed in
Contract Agreement- Information Technology Provisions, Section 4.6: Reference
and Background Checks,

Notwithsianding any other provision of the Contract to the contrary, the Stote shalt

" have the option to lerminate the Contracy, dectare the Contractor in defaull and 10

2020-025 IT Provision

Contractor Initials:

pursue its remedies at law and in equity, if the Contractor fails to assign Key Project
S1afT meeting the requirements and terms of the Contract or if it is dissatisfied with
the Contractor’s replacement Project staff.

43.3.1 The Contractor Key Project StalT shall consist of the following
individuals in the roles identified below: -

P

The Contractor's Key Project Saff: -

Key Member(s) Title

Claire Murchie President

Steve Murchie CEO - and

Developemnt

y : Manager

Brad Couse Senior

' Developer
scgjng l.’agc 14 af 31
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44 STATE CONTRACT MANAGER

The Stnle shall assign a Contract Manager who shall funclicn as the State’s representative
with regard to Contract administration. The State Contract Manager is:

TW Hull

29 Hazen Drive

Concord, NH 03301

Te): (603) 2714456

Email: Torane. HUll@DHHS.NH.GOV

4.5 STATE PROJECT MANAGER.

The State shall assign a Project Manager. The State Project Manager's duties shall include
the following:

Leading the Project;

Engaging and managing all Coniractors,

Managing significani issues and risks.

Reviewing and accepting Coniraci Deliverables;

lnvoice sign-offs,

Review and approva) of change-proposals; and

Managing stakeholders' concerns. '

O -G =

The State Project Manager is:

TW Hull
29 Hazen Drive
Concord, NH 03301
' Tel: (603) 271-4456
Email: Torane. Hull@DHHS NH.GOV

4.6 REFERENCE AND BACKGROUND CHECKS

The Coniractor shatl conduct crimiinal background checks and not utilize any siaff, includ‘ing
subcontraciors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited 1o criminal fraud, or otherwise convicted of any felony or

2020-025 IT Provisions - Part 2 Page 15 of 31
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misdemeanor offense for which incarceration for up to | year is an authorized penalty. The
Contracior shall promole and mainiain an swareness of the importance of securing the State's
information among the Contraclor's employees and agenis.

The State may, 81 its sole expense, conduct reference and background screening of the Contracted
Vendor Project Menager and the Contractor Key Project Stalf. The State shall maintain the
confidéntiality of background screening resulis in accordance with the Coniract Agreement —
Informetion Technology Provisions-Section 11: Use of Swte's tnformation, Confidemtialiry.

S. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES
The Contractor shall be solely responsible for meeting all requiréments, and terms and conditions’
specified in this Contract, regardiess of whether or not & subcontractor is used.

The Contracior may subcontract Services subject to the provisions of the Contraci, incuding bul
not limied to, the 1erms and conditions in the Coniract Agreement. The Contracior must submit
all information and documentation relaling 10 the Subcontractor, including terms arid conditions
consistent with this Contracl. The State will consider the Coniractor 10 be wholly fesponsible.for

* the performence 6f the Contract and the sole point of contact with regard 1o &ll contractual matters,

including payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Contraci
Exhibit A: Contract Deliverables.

53 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE

Aler rcccwmg written Centification from ‘the Comiractor that 8 Non-Software or Written
Deliverable is final, complete, and ready for Review, the State- will Review the Deliverable 1o
determine whether it meets the Requirements oullined in Contract Exhibit A: Controcr
Deliverables. The State will notify the Contracior in writing of its Acceptance or rejection of the
Deliverable within five (5} business days of the Siate’s receipt of the Contraclor’s written

- Cenification. If the State rejecis the Deliverable, the State shall notify the Coniraclor of the nature

and class of the Deficiency and the Contracior shall correct the Deficiency within the period
identified in the Work Plan. If no period for the Coniracior’s correclion of the Deliverable is
identified, the Contractor shall comrect the Deficiency in the Deliverable within five (S) business
deys. Upon receip!l of the corrected Deliverable, the State shall have five (5) business days to
review the Deliverable and naotify the Coniroctor of its Acceptance or rejection thereof, with the
option to exiend the Review Period up to five (5) additional business days. [ the Contractor fails
10 correct the Deficiency within the slfonied period of time, the State may, &t its oplion, conlinuc
reviewing the Deliverable and require the Contractor 1o continue uniil the Deficiency is corrected,

2020-025 IT Provisions - Pan 2 Page 16 of 3t
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or immediaiely terminate the Conlract, declare the Contracior in default, and pursue ils remedies at

faw and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE

Sysiem/Sofiware Testing and Acceptance shall be performed as set forth in the Test Plan and more

paniculasly described in Exhibit F: Tesiing Services.

6. SOFTWARE

The Contractor shall provide the State with gccess to the Software and Documeniation sei forth in the

Coniraci, and particularly described in Exhibit J: Sofhware Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contraci Documents. All Services shall

meel, and be performed, in accordance with the Specifications.

1.1 ADMINISTRATIVE SERVICES
The Comniractor shall provide the Siale with the adminisirative Services set forth in the
Contract, and particularly described in Exhibit D: Adminisirative Services,

7.2 IMPLEMENTATION SERVICES
The Contracior shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services.

1.3 TESTING SERVICES

The Comiractor shall perform testing Services {or the Siate sel fonh in the Contract, and
panticularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES
The Contractor shall provide the State with training Services set forth in the Contract, and
panticularly described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES
The Contracior shall provide the Stote with Maintenance and support Scrwccs for the Sofiware
set forth in the Contract, and particularly described in Exhibit G: Maintenance and Suppon
Services.

7.6 WARRANTY SERVICES
The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty and Warranty Services.

2020-025 {T Provisions — Pan 2 Page |17 of 31
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8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a
delailed description of the Schedule, tasks, Deliverables, major milesiones, task dependencies, and
payment Schedule.

The initial Work Plan shall be a scpamlc Deliverable end is set forth in Contract Exhibit |1 Work Plan.
The Contractor shall update the Work Plan as nccessary, bul no less than every two weeks, 1o
pccurnlely reflect the status ‘of the Project, including without limitation, the Schedule, tasks,
Deliverables, major milestones, task dependencics, and payment Schedule. Ary such updates to the
Work Plan musi be epproved by the State, in writing, prior 10 final incorporation into Contract Exhibit
I: Work Plan. The updated Contract Exhibit : Work Plan as approved by the Siate, is incorporated
herein by reference.

Unless“otherwise agreed in writing by the Stote, changes 10 the Contract Exhibit I: Work Plan shall
not relieve the Conltraclor from liability to the State for damages resulting from the Contractor’s faifure
to perform its obligations under the Contract, including, without limitation, performance in accordance
with the Schedule. '

In the event of any delay in the Schedule, the Contractor must immediately notify the Staie in wriling,
|dcnufymg the nature of the delay, i.c., specific actions or inaclions of the Contracter or the State
causing the problem; its estimaied duration period to reconciliation; specific actions that need to be
taken 1o correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall,
not change unless previousty agreed in writing by the State, excepl that the Schedule shall

automatically extend on o day-to-day basis (o the cxtent that the delay does not result (rom the

Contracior's failure to fulfill its obligations under the Contract. To the extent that the State’s execution

of its major 1asks 1akes longer than described inthe Work Plan, the Schedule shall aulomancnlly extend

on a day-to-dey basis.

Noiwithstanding onything 10 the contrary, the State shall have the option to terminate the Contract for
default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or elements within the Work
Plan.’

9. CHANGE ORDERS

The Siate may make changes or revisions at any time by writien Change Order. The Siate originated
changes or revisions shall be approved by the Department of information Technology. Within five (5)
business days of the Contractor's reccipt of a Change Order, the Contractor shall advise the State, in
deiai), of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

The Contractor may rcquest a change within the scope of the Contract by written Change Order,
identifying any impact an cost, the Schedule, or the Work Plan. The State shall attempt.to respond 1o
the Contractor's requested Change Order within five (5) business days. The State Agency, as well as
the Depanment of Information Technalogy, must approve all Change Orders in wriling. The State

2020-025 IT Provisions + JP 2 Page 18 of 31
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shall be deemed 10 have rejected the Chahge Order if the parties are unable 1o reach an sgreement in
writing.

All Change Order requests from the Contractor to the State, and the Stale acceptance’ of the
Contractor's estimate for a State requesied change, will be acknowledged and responded to, ¢ither
accepiance or rejection, in writing, If accepted, the Change Order(s) shall be subject to'the Contract
amendment process, as determined 10 apply by the State, which, at the minimum, will réquire
governmental approvals, including Governor and Exccutive Councit approval.

10.

INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and inlerest (including all ownership and intellectuat property rights) ia the Sofiware, -
and its associaled Documentation, shall remain with the Contsactor.

Upon successful completion and/or termination of the Implementaiion of the Project, the Contractor
shall own and hold sll, litle, and rights in any Software modifications developed in connection with
performance of cobligations under the Coniract, or modifications to the Contractor provided
Software, and their associated Documentation including any and all performance enhancing
operational plans and the Contractor’ special utilities. The Contractorshall license back to the State
the right to produce, publish, or otherwisc -use such software, source code, object code,
modifications, repons, and Documentation developed under the Conlracl.

In no evenit shall the Vendor be precluded from developing (or itself, or for others, materials thai
are competitive with, or similar (o Custom Sofiware, modifications developed in connection with
pecformance of obligations under the Contract. In addition, the Vendor shall be free to use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
thal are acquired or used in the course of its performance under this agreement.

10.2 STATE'S DATA

All rights, title and interest in State Data shall remain with the State. All dala which has been
received from the State or purchased with funds provided for that purpose under this Agreement,
shall be the propeny of the Siate, and shall be returned 10 the Siate upon demand or -upon
termination of this Agreement for any reason. The Contractor shall not access State user accounts
or State data, except {1) in the course. of data cenicr operations, (2) in response 10 service or

- technical issues, (3) as required by the express terms of this contract or (4) at the Staie's written

reques!.

10.3 CONTRACTOR'S MATERIALS

Subject to the provisions of this Contracy, the Contractor may develop for itself, ‘or for others,
materials thal ere competilive with, or similar to, the Deliverables. In accordance with the
provision of this Coniract, the Contractor shall nol distibute any producis conaining or disclose
any State Confidential Information. The Contractor shall be [ree (o use ils generat knowledge, skills .
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and experience, and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not obtained as the result
of the deliberate memorization of the State Confidential Information by the Contraclor employees
or third party consultants engaged by the Contractor.

Without limiting the foregoing, the partics agree that the general knowledge referred to herein
cannat include information or records not subject 10 public disclosure under New Hampshire RSA
Chaplcr 91-A, which includes but is not limited 10 the following: records of grand juries and pem
juries; records of parole and pardon boards; personal school records of pupuls records pertaining
to intemal personnel practices, financial informaiion, t1ést . .queslions, scoring keys and other

- exsminolion data use to administer a licensing examination, examination for employment, or
aczdemic examinalion and personnel, medical, welfare, library use, video tape sale or renial, and
other files containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW site <NH.GOV, elc.>, including copyright to all Data
and informaiion, shall remain with the State. The State shall atso retain all right, title and interes
in any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall, where applicable, display the State's copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE
NfA

10.6 SURVIVAL
This Contract Agreement Section 10: /nielleciual Properiy shall survive the termination of the
Contract.

11 USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 USEOF STATE'S INFORMATION i

In performing ils obligalions under the Contraci, the Coniractor may gain access 10
information of the State, including State Confidential Information. “State Confidential
Iinformation” shall include, but not be limited 1o, .information cxempted from public
disclosure under New Hampshire RSA Chapier 91-A: Access to Fublic Records and
Meeiings (see ¢.g. RSA Chapter 91-A: 5 Exemptions). The Contracior shall not use the State
Confidential Information developed or obiained during the performance of; or acquired, or
developed by rcason of the Contracy, except as direcily connected to and necessary for the
Contractor’s performance under the Contract,

11.2 STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication; and reproduction (collectively “release™), all State Confidential
Information thot becomes available 1o the Contracwr in connection with its performance
under the Coniracy, regardless of its form.
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Subjeci 10 applicable federai or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicly available gther than

as a result of disclosure by the receiving party in breach hereof; (i) was disclosed 10 the
receiving party on a non-confidential basis from a source other than the disclosing party.
which the receiving pasty believes is not prohibited from disclosing such information as a
result of an obligalion in favor of the disclosing party; (iii) is developed by the receiving
party independently of, or was known by the receiving party prior to, any disclosure of such

information made by the disclosing party; or (iv) is disclosed with the wrinien consent of the

disclosing paniy. A receiving party aiso may disclosc Confidential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior wrirten approval
of the State. The Contractor shall immediately noiify the Siate if any requesl, subpoena or
other lega) process is served upon the Contractor regarding the State Confidential
Information, and -the Contractor shall cooperate with the State in any- effort the State
undertakes to contest the request, subpoena or other legal process, at no additional cost to the
State.

In the event of the unauthorized release of Stale Confidential Infoermation, the Contractor
shall immediately notify the Siate, and the State may immediately be entitled 1o pursuc any

_remedy at law and in equity, including, but not limited (o, injunctive relief.

CONTRACTOR CONFIDENTIAL INFORMATION

tnsofar as the Contracior seeks to maintain the confidentiality of its confideniial or
proprieiary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Noiwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidentiat Information. The Contracior acknowledges that the State is subject to State and
federal laws governing disclosure of information including, bul not limited to, RSA Chapier
91-A. The State shall maintain the confidentiality of the identified Confidentia$ lnformation
insofar as it is consistent with applicable State and federal laws or regutations, including but
not limited 10, RSA Chapler 91-A. In the event the State receives a request for the
information identified by the Coniracior as confidential, the Siate shall notify the Contractor
and specify the date the State will be releasing the requested information. At the request of
the. State, the Contractor shall cooperate and assisi the State with the collection and review
of the Contractor's information, at no additional expense to the Staie. Any effort 1o prohibil
or enjoin the release of the information shall be the Coniracior's sole responsibility and at
the Contractor's sole expense. [(1he Coniractor fails to obtain a cournt order enjoining the
disclosure, the Siate shall release the information on the date specified in the State's nolice
to the Contractor, without any liability to the Contracior.
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11.4 SURVIVAL

This Section 11, Use of State s Information, Confidentiality, shall
survive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY

12:1 STATE :
Subject to applicable laws and reguletions, in no evemt shall the Sioie be liable for any

consequential, special, indirect, incidenial, punitive, or exemplary damages. Subject to
spplicable laws and regulations, the State's fiability 10 the Contractor shall not exceed the
total Contract price set forth in Contract Agreement — General Provisions, Block 1.8

12.2 STATE'S IMMUNITY ; )
Notwilhstanding the foregoing, nothing herein comained shall be deemed 10 constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved o the
Stdte. This cavenant shall survive termination or Contract conclusion,

12.3 SURVIVAL ]
This Section 12: Limitation of Liability shall survive termination or Contract conclusion.

13 TERMINATION

This Section 13 shall survive the termination or Contrict Conclusion.

13.1 TERMINATION FOR DEFAULT
‘Any one or more of the following acts or omissions of 1the Contractor shall constitute an event of
default hereunder (“Event of Default™)

a. Failure to perform the Services satislactorily or on schedule;

b. Feilure to submit any report required; and/or

c. Failure to perform any other covenant, term or condition of the Contracl

13.1.1 Upon the occurrence of any Event of Default, the Staie may take any one or more, or sll,
of the following actions:

- a. Unless otherwise provided in the Contracl, the Siate shall provide the Centracior
written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, within thinty (30) days from 1he date of notice,
untess othgrwise indicaied within by the Siase (“"Cure Period™). If the Contraclor
fails to cure the default within the Cure Period, the State may terminate the Contrect
effective two (2) days afler giving the Contractor notice of (ermination, at its sole
discretion, treat the Contract as breached and pursue its remedies at law or in equity
or both, '
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b. Give the Contractor & written notice specifying the Event of Default and suspending
all payments to be made under the Contract and ordering that the portion of the
Contrect price which would otherwise accrue 10 the Contractor during the period
from the date of such notice umil such time as the State determines that-the
Contractor hes cured the Event of Default shatl never be paid to the Contractor.

¢. Set off against any other obligations the Siate may owe to the Vendor any damages
the State sufTers by reason of any Event of Delault;

d. Treal the Contract a5 breached and pursue any of its remedies al faw or in equity, or
baoth.

¢. Procure Services that are the subject of the Contract from another source ang the
Coniractor shall be liable for reimbursing the.State for the replacement Services,
and all administraltive cosis direcily related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advcmsmg applicable fees, charges or penalties, and staff time costs; all
of which shail be SUbthl to the limitations of liability-set forh in the Contract.

13.1.2 The Vendor shall provide the State with written notice of default, and the State shall cure
ihe default within thirty (30) days.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discfctiog, terminate the Contract for convenience, in whole or
in part, by thirty (30) days written notice to the Contractor. In the event of o termination
for convenience, the State shall pay the Contractor the agreed upon price, if separately
stated in this Contract, for Deliverables for which Acceptance has been given by the
Siate. Amounis for Services or Deliverables provided prior to the date of termination for
which no separate price is stated under the Contraci shall be paid, in whole or in part,
generally in accordance with Contract Exhibit B, Price and Payment Schedule, of the
Contract.

13.2.2 During the thiny {30) day period, the Contractor shall wind down and cease Services as
quickly end cfficiently as reasonably possible, without performing unnecessary Services
or aclivities and by minimizing negative efMects on the Staie from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1  The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics |n public acquisitions and procurement and
performance of Contrecis.
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13.3.

2

In such case, the Staie shall be eniitled 10 a pro-rated refund of any curment
development, support, snd maintenance costs. The Suaie shall pay all other contracied
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

In the event the Contract i; terminated as provided above pursuant 10 a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of 8 defaull of the Contract by the Contractor.

13.4 TERMINATION PROCEDURE

13.4.

1

Upon termination of the Contract, the State, in addition to any other rights provided in’
the Contract, may require the Contraclor 1o deliver to the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract as
has been terminated.

13.4.2 Afer receipi of 8 nolice of termination, and excep! as otherwisc directed by the State, the

Contrettor shall:

The State shalli.be entilled to any post-termination assisiance generally made available
with respect to the services, unless a unique data retricval amangement has been
established as pant of the SLA.

Sloﬁ work under the Contract on the date, and to the cxient specified, in the notice;

Prompily, but in no evem I‘onger than thirty (30) days after termination, terminate its
orders and subcontracts related 10 1the work which has been terminated and settle all
outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required, which
approval or satification shall be final for the purposc of this Seciion;

Take such aciion as the Siate directs, or as necessary 10 presérve and protect the
property related to the Contract which is in the possession of the Coniractor and in
which the Stale has an interest;

During any period of service suspension, the Contractor shall not 1ake any action to
intentionally erase any State dala.

1. Inthe event of termination of any services or agreement in entirety, the Contractor
sha!l not take any action 10 intentionally erase any State daia for a period of:

s 10 days after the effective date of termination, if the termination is in
accordance with the contract period

s, 30 days after the efTective date of termination, if the termination is for
convenience
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« 60 days after the eflective daie of termination, if the termination is for cause

2. After such period, the Contractor shall have no obligation (o maintain or provide
any State data and shall thereafler, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.

f. Transfer title to the State and deliver in the manner, 8t the times, 8nd 1o the exient
directed by the State, any propeny which is required 10 be ‘furnished to the Sisle and
which has been secepted or requested by the Siate; and

g. The Contractor shal) implemeat an orderly relum of State data in a CSV or anothes
mutually agreeable format at atime agreed to by the parties and the subsequent secure
disposal of State data; :

[

h. The Contractor shall securely dispose of all.requested data in all of its forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the State. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Stendards and Technology (NIST)-approved methods. Cenificales of destruction shall
be provided to the Staie.

i Provide written Cenification to the State that the Contractor has surrendered lo the
State all said property. - :

CHANGE OF OWNERSHIP

In the event thal the Contracior should change ownership for any reason whatsoever, the Stale shall
have (he option of continuing under the Contract with the Contracior, its successors of assigns for the
full remaining teem of the Contract; continuing under the Coniracl with the Contractor, its successors
or assigns for such period of timeas determined necessary by the State; or immediately terminate the
Contract without liability 10 the Contractor, ils SUCCESSOTS Or assigns. .

ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegale, subconiract, or otherwise transfer any of its interest,
rights, or duties under the Coniract without the prior written consent of the State. Such consent shall
not be unrcasonably withheld. Any sttempted transfer, assignment, delegation, or other Iransfer made
without the State's prior written consent shall be null and void, and may constitute an event of default
8t the sole discretion of the Siate.

15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegaies, Subcontractors, or other transferees (“Assigns™) are used, unless othenvise agreed
10 in writing by the State, and the Assigns fully assumes in writing eny and all obligations ond liabilities
under the Contract from the Effective Date. In the absence of a written assumption of full obligations
and liabilities of the Contract, any permiticd assignment, delegalion, subcontract, or other transfer shall
neither relieve the Contractor of any of its obligations under the Coniract nor affect any remedies
available to the State against the Contractor that may arise (rom any cvent of default of the provisions
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of the contraci. The State.shall consider the Contractor to be the sole point of contact with regard to all
contractual maiters, including payment of any and all charges resutting from the Contract.

15.3 Nowwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract: In the
event that the Coniractor should change ownership,- as permitted under Section 15: Change of
Onwnership, the Siate shall have the option 1o continue under the Contract with the Contraclor, ils
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
Contractor, its successors or assigns for such period of time as determined necessary by the Siate; or
immediaiely terminating the Contract without liability to the Contractor, its successors or assigns.

DISPUTE RESOLUTION

; ‘Pnor to the filing of any formal proceedings with respect to a dispute (other than an action scelung

injunctive relief with respect (o intelleciual property rights or Confidential Informalion), the party
believing itself aggrieved (the “Invoking Party") shall call for progressive management involvement in -
the dispute negotiation by written notice to the other party. Such notice shall be withou! prejudice to
the Invoking Party's right to any other remedy permitted under the Contract. '

The panies shall use reasonable effonts to arrange personal meetings and/or telephone conferences as
needed, ot mutually convenient limes and places, between negotiators for the panies at the following
successive management levels, each of which shall have a period of allotied time as specificd below in
which 1o artempt 1o resolve the dispute:

Dispute Resotution Responsibility ond Schedule Table

LEVEL CONTRACTOR STATE CUMULATIVE
ALLOTTED
& TIME
Primary | Claire Murchic TW Hull S Business Days
Presiden! State Project
ve vir : Manager (PM)
| First Steven Murchie Lisa Morris 10 Business Days
CEO Director
Second L.ori Shibinerte, 15 Business Days
' Commissioner

The allotied time for the first leve) negotiations shall begin on the daie the Invoking Party's nolice is
received by the other party. Subsequent allotted time is days from the date that the original lnvoking
Party’s notice is received by the other party.
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GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE

In consideration for receiving access to and use of the computer fac:lmes network, licensed
‘or developed soRlware, software maintained or operated by any of the Stale entities; systems,
cquipment, Documentation, information, repofts, or daia of any kind (hercinafier
“Information™), the Contractor understands and agrees to the following rules:

Every Authorized User has the responsibility to assure the protection of information from
unautharized access, misuse, 1theft, damage, destruction, modification, or disclosure.

That information shal) be used solely for conducting ofTicial State business, and all other
use or access is strictly forbidden including, but not limited to, personal, of other pnvatc
and non-State use and that at no time shall the Contractor access or aliempt to access any
information without having the express authority to do so.

That at no time shatl the Contraclor access or aempt to access any information in a
manner inconsistent with the approved policies, procedures and for agreements relating
{0 system cntry/access. -

That all software licensed, developed, or being evaluaied by the Siate cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineeréd, rented, or sold, and that ol
all times the Contractor must use ulmost care 10 protect and keep such software 'strictly
confidéntial in accordance with the license or any other Agreement executed by the State.
Only equipment or soflware owned, licensed, or being evaluated by the Siate, can be used
by the Contractor. Personal sofiware (including but not limited to palmtop sync sofiware)
shali not be installed on any equipment. ;

That if the Contractor is found 1o be in violalion of any of the above-stated rules, the User

‘may face removal from the State Contract, and/or criminal or civil prasccution, if the act

constitutes a violation of law,

17.2 EMAIL USE -

EMail ‘and other electronic communicalion messaging systems gre Stale of New
Hampshire property and arc to be used for business purposes only. Email is defined as
“internal Emai sysiems” or “State-funded Email systems.” the Contracior understand and
agree that use of email shall follow State siandard policy (available upon request). '

17.3 INTERNET/INTRANET USE . :
The Intemnet/Intranet is 10 be used for access 10 and disiribution of information in direct support
of the business of the State of New Hampshire according to State standard policy (available
upon request).

17.4 REGULATORY GOVERNMENT APPROVALS
The Contractor shall obtain all necessary and applicable regulatory or other governmenial
approvals nécessary to perform its obligations under the Contract.
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17.5 INSURANCE CERTIFICATE
The Insurance Certificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Name, name of the individual responsible for
the funding of the contracis and his/her address.

17.6 EXHIBITS
The Exhibils referred 1o, in and attached to the Contract are incorporaled by reference as if

fully included in the text,

17.7 VENUE AND JURISDICTION )
Any action on the Contract may only be brought in the State of New Hampshire, Memimack .

" County Superior Court.

- 1T.8 SURVIVAL
‘The 1erms, conditions and warraniies conteincd in the Contract that by their context are

intended (o survive the completion of thé performance, cancellation or termination of the
Contract shall so survive, including, but not limited lo, the terms of the Exhibit D Section §:
Records Retention and Access Requicements, Exhibit D Section 6: Accounting Requirements,
and Information Technology Provisions-Section 11: Use of State’s Information,
Confidentiatity and Information Technology Provisions- Section 13: Termination which shall
all survive the termination of the Contract.

17.9 FORCE MAJEURE .
Neither the Contractor nor the State shall be responsible for delays or failures in performance

-resulting from events beyond the control of such party and without fauh or negligence of such

party. Such cvents shall include, but not be limited to, acts of God, strikes, lock outs, riots,
and acts of War, epidemics, acts of Governmen, fire, power failures, nuclear accidents,
earthquakes, and vnusually severe weather. ’

Except in the event of the foregoing, Force Majeure events shali not incluge the Contractor's
inability to hire or provide personnel needed for the Contractor’s performance under the
Contract,

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given a1 the lime of mailing by centified mail, postage prepaid, in 8 United States Post Office
addressed to the parties at the following addresses.

TO THE CONTRACTOR TO STATE:
CLAIRE MURCHIE TW HULL
i STATE OF NEW HAMPSHIRE -
7995 E. PRENTICE AVE. STE.205-E DIVISION OF PUBLIC HEALTH
GREENWOQOQD VILLAGE, CO 80111 29 HAZEN DRIVE
TEL: (303) 914-9797 EXT. 104 CONCORD, NH 0330}
TEL: (603)271-4456
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CIMURCHIE@ENVISIONTECHNOLOGY.COM

17.11 DATA PROTECTION

The Contractor shail comply with Exhibit P of this Contract, OHHS Informauon Security
Requirements.

Rl

17.12. DATA LOCATION

The Contractor.shall provide its Services ta the State and its end users solely from data cenlers
within the Centinental United States. AN siorage, processing and transmission of State data
shall be resiricted to information technology sysiems within the Continenta) United
States. The Contractor shall not allow its personnel or sub-cantraciors to store State data on
porisble devices, including personal computers, except as set forth in Exhibil P of this
Contract, DHHS [nformation Security Requirements..

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION
The Contractor shall comply with Exhibit P of this Contract, DHHS Information Security
Requirements.

17.14, BREACH RESPONSIBILITIES
The Conteactor shall comply with Exhibit P of this Contract, DHHS tnformation Security
.Requirements, .

17.15. NOTIFICATION OF LEGAL REQUESTS

The Contracior shall contact the State upon receipt ol any ¢lectronic discovery, litigation holds,
discovery searches ‘and expert testimonics related (o the State’s data under this conlract, or
which in any way might reasonably require access to the data of the State. the Contractor shall
not respond (o subpoenas, service of process and other [egal requests related to the State
withdut first notifying the State, unless prohibited by law from providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the State in a formai as agreed (o by bolh the Coniraclor
and the Siate. Reports shall include, user access, user access IP eddress, user access history
and security logs for ell State files related to this contract.

17.17. CONTRACT AUDIT
“The Contractor shall allow the State to sudit conformance to the contract terms. The Stale may
perform this audit or contrect with a third party at its discretion and at the State's expense.

17.18. DATA CENTER AUDIT
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The Contractor shall perform an independent sudit of its data centers at feast annually at its
expense, and provide a redacted version of the sudit report upon request. the Contractor may
remave iis proprietary information from the redacied version. A Service Qrganization Control
(SOC) 2 audit repon or approved equivalenl sets the minimum level of 8 third -party audit, For-
the Azure atiestation will not be provided by the vendor the Depaniment would have to obtain
that information on their own.

17.19. ADVANCE NOTICE

The Contractor shall give advance notice (o the State of any upgrades (¢.§., major.upgrades,

minor upgrades, sysiem changes) that may. impact service availability and performance. A

major upgmde is a replacement of hardware, software or firmware with 8 newer or betier

version in order 40 bring the system up to dalc or to improve its characteristics. [t usually
_ includes a new version number.

17.20. SECURITY .

The Contractor shall disclose its non-proprielory securily processes and technical limitations
10 the Siate such that adequate protection and fexibility can be anained between the State and
the Contracior. For example: virus checking and port sniffing — the State and the Contracior
shall understand each other’s roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Conlractor shall enforce separation of job duties, require commercinlly reasonable non-
disclosure agreements, and limit stalf knowledge ol State data 10 that which |s absolutely
necessary o perform job duties. -

17.22. IMPORT AND EXPORT OF DATA

The State shall have the zbility. to import or expon data in piecemeal or in entirety al its
discrelion without interference (rom the Contractor. This includes the ability for.the State to
import or export data to/from other service providers.

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contracior shall b responsible for the acquisition and opcration of ol hardware, soflware

ond network support related to the services being provided. The technical and professional -

aclivilies required for establishing, managing and maintaining the environments are the

responsibilities of the Contraclor, The sysiem shall be available 24/7/365 (with agreed-upon
. maintenance downtime), and provide service 1o customers as defined in this agreement.

" 17.24. RIGHT TO REMOVE INDIVIDUALS
The State shall have the right at any lime 10 require that the Contractor remove from interaction
with State any the Contractor representative who the State believes is detrimental to its working
relationship. with the Contractdr. The State shall provide the Contractor with notice of its
determination, and the.reasons it requests the removal. If the Siate signifies that a potential security
' violation exisis with respect 1o the request, the Contractor shall immedialely remove such

2020-025 IT Provisions ~ Pan 2 'Page 30 af3|
Contractor tnitials:__CIM :
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individaal, the Contractor shall not assign the person to any aspect of the contract or future work
orders without the Staie’s consent. g

2020-025 IT Provisions - Part 2 Page 31 of 31
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Statement of Work

The Contracior shall provide the New Hampshire Division of Public Health Services {DHHS) with a fully
integrated WeblZ Immunization Irformation System that suppons the full breadth.of the New Hampshire
Immunization Information System (NH1IS) operations. The Contractor shall provide fully integrated solution,
including license to the WeblZ Sysiem, hosting, mainienance and suppon. WeblZ System shall enable health.
ond medical practices 10 enter immunization data, analyze, and track immunization aclivity for individuals from
birth to death throughout New Hampshirc to ¢valuate the effectiveness of the statewide Immunization Program,
determine the need for the new programs, and identify underserved populations.

Generol Project Assumptions

1.

The Contractor will provide project 1racking tools and templates to record and manage Issucs, Risks,
Change Requests, Requirements, and other documnents used in the management and iracking of the
project. The State of New Hampshire and the Contractor's Project Managers will revicw these tools
and templates and determine which ones will be used for the project, as part of the initial planning

- phase’of the contract. Training on these tools and templates will be conducied at the stan of each phase

1.2.

2.3,

2.4.

2.5.

in which they will be used.
Prior Lo the commencement of work on Non-Software and Wrilten Deliverables, the Contractor shall
provide 10 the Stale a templote, table of contents, or agenda for Review and prior approvel by the Siate.

The Cantractor shall ensurc that appropriate levels of security are implemented and maintained in
order -1o ‘protect the integrity and reliability of the State’s Information Technolegy resources,
information, and sérvices. Security requiremenis are defined in. The Contractor sholl provide the State
resources, information, and Services on an ongoing basis, with the appropriate infrastruciure and
security controls to ensure business continuity and 10 safeguard the conﬁdenuallty and intcgrity of
State networks, Sysiems and Data. :

The Deliverables are set forth in the Schedule described below in Seciion 3 eand Seciion 4. By °
unconditionally accepting a Deliverable, the State reserves the right lo reject any and all Deliverables
in the event the State detects any Deficiency in the System, in whole or in pan, through completion of
all Acceptance Testing, including but not limited to, Sofware/System Acccplance Testing, and any
extensions thcrcof

Pncmg for Deliverables sei forth in Exhibit B: Price and Payment Schedule. Pricing will be ¢Mective
for the Term of this Coniract, and any extensions thereof.

State of NH Contract 2020-025 i
Exhibit A - Stalement of Work - Part 3

Date:

SLI5/20
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3. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Table |
Projected .
Activity, Deliverable, or Milestone Delivery Deliverable Type
Dalc
[PLANNING AND PROJECT MANAGEMENT )
| Contract Licenses 15/30/20 S?nwam
Licenses
R Project Management 6/30/21 Written
B Project Planning 9/10/20 Wrirten
N mOENa  nED g T U N amBpRta T el W e
INSTALLATION _ Y e s . o il 1
WeblZ Configuration, Setup, and VTrckS and ofiware
4 HL7 Interfaces WeblZ, Provider Management, 11/30720
' HL7 Onboarding, and Public Portal
5 Dats Conversion Plan 11730720 Software
5 Development N2 Software
7 Practice Data Conversion 5/31721 '|Software
'Erlecr.macal Suppont for Azure Hosted 573021 Software
nvironment .
TESTING ' . oz Bapdt o8 e 4 -
0 |Webiz Training and Materials psarai [Software
SYSTEM DEPLOYMENT ~ A i
10 User Acceptance Testing 613121 Software
. Produclion Release and Go-Live and 90 Day onn Software
Warranty
OPERATIONS ' s L
12 . [Datamart Setup 973121 Sofiware
13 Mobile WeblZ 9/3721 Software
\4 Annual Suppont Afer Go-Live 9/3/2 ) Software
5 Emergency Response Enhancement Requesis N/A Software
(including Change Orders)

State of NH Contract 2020-025

Exhibit A ~ Stajement of Work — Pant 3
Daie: -52 /52730
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4. DELIVERABLES

The following sections describe the required 1asks and subtasks to be performed by the Coritrecior for each
Deliverable under the terms of this Agreement. The Contractor must perform each task and/or sublask, but
is not limiied to performing only the identified task or subtasks in o given project area. The Parties hereby
agree thot the Delivernbles(s) are the controlling items 2nd thai the Conwacior's obligation is to perform
and deliver the Deliverable as described in the following sections. Deliverables should be submitted to the
Department and will be subject to Department review and acceptance.

i .

Deliverable 1: Contract [nitiation

Task Hém . . %:ks D‘cscription _

Contract Initiation Sub | Contracior 10 deliver Software License Agreement for all
Imodules: WeblZ, Provider Management, DataMan, Mobile
WeblZ

_ Deéliverable 2: Project Manngtm'cnl

-n
] Management
Task ltem ‘?‘::ks Description =~ ' 1
Weekly Meetings Sub | Schedule and conduct meglings with NH DPHS slaﬁ'
: ' + |maintain action plans and repont on the current status of all '
lasks.
Sub 2 Conduct briefing sessions with NH DPHS personnzl s
requesied by NH DPHS Management or Project Team,
Status Reponts Subl Contractor will provide wrinen weekly status reports that
document any decisions made or discussions with NH
DPHS staff.

Deliverable 3: Project Planning

State of NH Coniract 2020-025
Exhibit A - lalc cm of Work — Part 3
Date:

Contractor 5 Inmnls cim Pape 3 of 52
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L X )

[Task ltem ; Frasks - Dcscnpuon

On-site Project Kickoff Subl * [The Contractor will lead a two-day onsite meeting wllh the
H DPHS project ieam to ensure that all key participants and
takeholders have the seme common understanding about the
roject scope and implementsiion methodology. Contractor
‘[will provide the ;igcnda and be responsible for publishing
meeting minutes. The result of the onsite meeting will be the
refinemeni of the Projeci Plan, -
|Detailed Project Pian Sublt [The Contractor will refine the drafl project plan based on
feedback from the kick-off meeting
Provide Project Templates Sub | Provide approved templates and completion instructions for
: 1) subsequent deliverables, including: '
*  Project Managemem Artifacts (e.g., Status reports, Issues
Log, Meeting Notes/Summaries)
e JAD Session Anifacts (¢.g., WeblZ Configuration
document, VTrckS, and HL7? Specification documents)
UAT and Data Migration Test Plans
* _ Training Plans and Materials

{
Delivcrnblc 4: WeblZ Configurntion, Setup, ond Interfaces

T peemieror JI“}
chlZ Configuration -
e |

. Sub . EoR
Task hcm. _ T asks Description
Establish WeblZ Subl The Contractor will configure an internal Development
Development environment. environment for New Hampshire, The environment will be

created ot Envision headquarters and shall be used
ihroughout the duration of the Contract to customize and
maintain WeblZ with no disruption to NH programmatic
activities.

Siate of NH Contract 2020-025
Exhibit A - Statement of Work - Pan 3

‘Date: 15/20
Contractor's Inviials __ &M Poge 4 of 52
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i

Configuration Specification Subl

Contracior will facilitate a set of online meetings

with the NH DHHS staff to review the features and -
functionality of WebiZ, Public Ponal, Provider
Management, and HL7 Onboarding. Contractor will
produce the configuration document of the new ‘WeblZ
pplication based on the NH DHHS stafT.

. IVTrckS Documentation Subl Coniractar wilt provide the WeblZ specification for a bi-
' directionnl vaccine online ordcnng system to CDC’s

VTrckS system.
HL7 Documentation ubl Contractor will provide the WeblZ specification for an

HL7-compliant bi-directional extemal systém interface that

utomatically senses -and correctly processes messages in
HL7 v2.5.1. )

Deliveroble 5: Dats Converlion Plon

| l Iwcra Ie Five “_
[—“

111300020

Duc Date -

. Sub

Task liem Frasks Descnpnon ;

Data Migra!ion Plan Subl The Conlrauor will facilitate a set ofonlme mecungs
with the NH DHHS sta(T to create & Data Migration Plan that
outlines the activities associated with transitioning the legacy
dala into WeblZ. This will include mepping the data, defining
transformation rules, and a review of migration results after
each attempl. This document will progressively summarize
the percentege of data successlutly migrated and include & Jist|.
of failures and associated corrective actions.

Deliverable 6: Development

Deliverable Six J Due Date-
Development BRIV Fr]i73 I
T =
: Sub -

Task liem asks Description

State of NH Contract 2020-025

Exhibit A — Statement of Work - Part

Date: Mﬂzo

Contractor's nitints &M Page 5 of 52
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Webl2 Development and Subl

[The Contractor will complete the development activities
Configuration — All Releases

needed to echieve the validated NH DPHS requirements:
* Configure WebIZ for NH DPHS
¢ Provide updated online help.
» Provide updaied administralion materiafs.
*  Deliver an updated copy of the source code.

Deliverable : Proctice Data Conversion

T R AT
Jlm]

_ Sub - R
Task (tcm Frasks Dcscnphon
WeblZ Development and Subl The Contractor will complctc the development aclivities

Configuration - All Releases nceded 1o achieve the validated NH DPHS requirements:

* Configure WeblZ for NH DPHS

* Provide updated online help.

=  Provide updated adminisication malerials,

¢ Deliver an updaled copy of the source code.

The Conlractor will develop and document a Dala Migration

_r;:occss Description and provide an updated Data Migration
= [Test Plan in accordance with the previously approved Data
Migration Plan.

Sub? The Contractor will repeatedly migraie the legacy data and
review the resulis with the Depariment |

|Data Migration Process Subl

Deliverable 8: Contractor Technical Support for Azure Hosting

B I ¥ —

;

Dlelivcrn hle Eight

Con(rnctor chhnlcal Support for
; Azurc Hosting

State of NH Contract 2020-025

Exhibi;_f\ ;\g_laég:nl of Work - Pan 3
Date: 2475/
Contractor's tnitiats _ GIM Page 6 of 52
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Selup the Azure Subl
Infrasiruciure’to suppon the

WeblZ environments

The Contracior will leverage Envision’s Agreement
for Azurc Government Cloud Hosling

environment 1o setup, manage, backup and secure the
necessary sofiware and Arxure Government Cloud
infrastructure  to  support the four (4) Azure
environments for use by the Department :

1. Test

a. Used to test bug fixes, approved
enhancements, and upgrades 1o the
system.

b. Used to validate Service Pack and
global applicalion upgrades.

c. Typically will require-a “snapshot” of
production data 1o initiate testing.

d. May require dala cleansing and / or
enhancement scripis.

¢. Wil require an updaled Test Plen.

2. Training

a. Used for user iraining.

b. Will require 8 one-time conversion of
training daia from the legacy training
system using the same protocols as
devéloped for production.

3. QA = HL7 User Acceptance Testing

o, Used by HL7 users to test HL?
messages prior 10 subminting
messages to production.

4. Production . -

a. Will require a one-time conversion of

preduciion data from the legacy
- sysiem {o the new system.
S,

[The Contractor shall make technical support personnel
available by phone and email on the following
schedule: Maonday through Friday, 8:00 AM. To
5:00P.M., excluding state holidays.

[The Coniractor wilt act as the central point of contact
for all Azure support issues, including network access
and infrastructure management,

Contractor Technical Support [Sub |
for Azure Hosting
Sub 2
Sub 3

Contractor will log Azure bug reports and provide to
the Department technical support’ services for the
Server Environments based on the priority levels and
problem resolution processes described in  the
Performance Measures, above.

State of NH Contraci 2020-025
Exhibit A - Statcment of Work - Pan 3
Date;
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Sub 4

[The Contractor will respond to technical questions
about the Azure Server Environment. Such requests
will be assigned a default Priority of Low unless the
Departmeni requests a higher priority be assigned to
the request.

Monthly Report Sub |

IThe Contracior shall provide or make available online
a monlhly Azure issue repon on the status of all logged
requests received from the Depaniment.

Activities Tracking 1Sub i

[The Contractor shall maintain a log of Azure requests
in a Department approved tracking system with a
unique number assigned to each Departiment request.
The unique number shall be provided by the
Contractor 10 the Depatment for reference and
communication. ) ;

[l

Sub 2

The Department. will assign one of four levels of

priority to each request: i

|Critical

+ Total System failure

+  Major component is not working

+  Mission critical impact 1o business funclion

» Initial Response ) hour / 24 hours resolution afler
required information provided g

s  Associaled {unction not working with no
workaround availabte .

¢ Moderate 10 severe impacl to business function

= Iniliol Response within 4 hours / 3 business day
resolution afler required information provided

Mediuvm

»  System / functional error that can be bypassed

e System/ functional errors that occur outside
normal routine.

+  Low to moderate impact 10 business function

* Inita! Response within 24 hours / agreed upon
timeline between Contractor and Depariment

Low ‘
* Possible design problem
s Quesliohs
*  Low impact to business function/workaround

exists
¢ Initial Response within 72 hours / agreed upon
limeline between Contractor and Deparimen)

Stere of NH Contract 2020025

Exhibit A — Sigrement of Work — Part 3
Date: S/15/20
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Delivernble 9: WeblZ Training and Materiala

2/412021°
[ : Sub '
Task liem . -~ Frasks Descnpnon
Training Enviconment - {® Sub | The Conlractor wil! establish and populate a Training
Release Environment on the hosting site.

Sub 2 The Contmctor will add adminisirator. accounts as
necessary (o support the training effon for the first’

release.
WeblZ Written, Training Sub! The Coniractor shall provide a four-day onsite "irain the
Materials — Initial Release trainer” trgining inctuding training plans and related

training materials, End users include NH immunization
s1afT and other stakeholders with role-based access o the
pplication. Training plans and materials shall be based
n & "train the trginer” model designed to ensure that NH
“Btaff will be self-sufficient with respect to training
pplicaion stakeholders.

Sub 2 [or the initial release of the application the Coniracwr will

. |provide updated training materials for end users,
dministrators, and IT personnel.

" Deliverable 10: User Acceptanee Tesling

[ pawersveren ~ J[ - e
Usc‘rAcccﬁlnﬁccTcsling. Ti T 6ot

State of NH Contract 2020-025

Exhibit A - Statcment of Work = Part 3

Dawe: S//5/20
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User Acceptance Testing

Sub |
Enviranment '

he Coniractar will establish and populste a UAT
Environment on the hosting site. This environment
hall be validated 10 pass all test cases associated with
he current release before releasing it 10 the user
community for their testing efforts.

Sub 2

he Contractor will add user and administrator
ccounis Lo support the testing effort.

User Acceptance Testing Subl

The Contractor will provide test plans to be executed
against the application installed on the "UAT
environment. Depanment stafT will be responsibi¢ for
executing the test plans and reporiing issues back to the
contractor.

Sub 2

Il any “showslopper” bugs (critical |ssues) are
discovered during UAT, appropriste issues will be
added (o the issue tracking system and the Contractor
will reven to the Development or Design stage (as
flappropriale) to address their resolution.

[Sub 3

that documents any non-critical issues and the proposed

releases in which they will be addressed.

Deliverable 11: Production Release and Go-Live

The Contractor will provide the Depaniment a UAT repart |

1 Sub i :
Tafk hem Tasks Description . ;
Production Deployment Sub | The Contractor will:

¢ Establish and validate the production
environment on the hosung platform using
test data,

¢ Notify NH DPHS IT stafT 10 freeze any
legacy data sources (if necessary),

*  Exccute the Data Migration Process (o
populate the new production instance,

*  Add appropriaic user and administration
accounts,

s Execute ALL test cases one more lime,

State of NH Conlract 2020-025

Exhibil A — Statement of Work — Part 3
Dae: S/15/20

Contractor's nitials __GIM

Page 10 of 52




*4 76103A+ 38724508 (A% # YASHHAS TAZS % ARS™ %" #&
DocuSign Envelope 1D: 2B3B8232-8DFD-4120-80A1-D1868D5E7ATS

w

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025
PART J - EXHIBIT A
STATEMENT OF WORK

¢ If there are no Critical (showstopper) issues
raised:
o The contrm:IOr will release the new -
- production insiance,
¢ Otherwise:
o Logthe new (non-crmcal) 1ssues,
© Notify NH DPHS IT staff to reven to
the approgpriate prior lifecycle stage to
: address the issue(s)
"Bub? The Contractor will provid¢ the Department a
Production Issues repart thar documenis any non-
Eritical issues and the proposed releases in “which
- khey will be addressed. .
[Data Dictionary Sub | The Contracior will provide documentation
describing the database structure agsociated with the
: current release in production.
WebIZ Licensing Subl Contract will provide the user license for the
' ppplication.

Deliversble 12: Dotomart Setup

Task ltem . _ Tas - Dcscripiioﬁ 3'... L e . e b <
- 0y ks B o ’ '
Dalamart Setup Sub | The Contractor wilk:

Define the slices 1o collect

Set up the Datamarn database

Load the data

Troin New Hampshire how o use the Dateman

* * * »

Delivernble 13: Moblle WeblZ

State of NH Contract 2020-025

Exhibit A 1of Work - Pant 3
"SSP

Date:
Contractor's [nitils OJM Page 11 of §2
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oot ths ]

| Mobile WeblZ ol 9/312021
; Sub - Co @ Begur
Task liem T asks Description o ._
‘Hardwarc Subl (Coniractor will facilitate » set of online meetings

Determine '

I'Nceded and Purchase
Hardware {assumes 26 units,
are needed)

with the NH DHHS staff to setup, 1he Mobile WeblZ
application and determine exact hardware configuration
required. Contraclor wilt purchase the hardware,

linstall  Countermind end Sub}
WebtZ Mobilé Software

The Contractor will install the Mobile WeblZ sofiware on
the hardware ship the equipment to NH DHHS stafT.

Train Staff and remotely assist  [Sub)
with firsti-event

The Contractor will remotely train the NH DHHS siaff on
how 1o use the soflware and hardware and remotely assist
the NH DHHS s1aff with their first evenl leveraging the

so Rwarefardware,

Deliverable 14: Annund Support After Go-Live

9/3/‘102! or chty (90) days after Production “go
. five”

Sub

Task ltem NHrasks

Description " -

Problem Support Sub |

[The Contractor shall make technical support personnel
available by phone and email on the following schedule;
Monday through Friday, 8:00AM. To 5:00P.M.,
excluding state holidays.

' . Sub 2

The Contractor will act as the central point of contact
for all suppon issues, including epplication
functionality, application availability, network access,
and infrastructure management.

Sub 3

For each scheduled release of the application, the
Contractor will log bug reports and enhancement
requests and provide 1o the Depantment technical
suppon services for the Software based on the priority
" [levels and problem resolution processes described in the

Performance Measures, above.

State of NH Contract 2020-025
Exhibit A - Statement of Work - Part 3

Dase:
Contrector’s {nitials OJM
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Sub 4 For each scheduled releasc of the application, the
Contractor will coordinate with the Depanment. to
identify the specific set of bug fixes and enhancements
10 be associated with the upcoming release.

Sub s For each scheduled release of the application, the
Contractor will provide a.delta document gutlining what
has changed since the last upgrade and updated 1est and
roining documentation for changes made to the sysiem

d/or external interfaces (as appropriate to the release)
o the Department.

Sub 6 The Contractor will respond to technical and functional

questions about the Envisions Application, Such

requests will be assigned a default Priority of Low

unless the Departiment requests a higher priority be
signed to the request.

[Monthly Report Sub 1 The Contracior shall provide or make available online a
monthly report on the activity and staius of all logged
requests received from the Department.

Aclivities Tracking Sub1  * [The Contractor shall maintain 8 log of requests in a,
Depanment approved tracking system with a unique
number assigned (o cach Department request. The
unique number shall be provided by the Contraclor lo
the Depaniment for reference and communication,

Sub 2 The Depanment will assign one of four levels of
priority 1o each request:
|Critical -
+ Total System failure
*  Major component is not working
s Mission critical impact to business function
« [nitial Response 1 hour / 24 hours resolution after
required information provided '
High
» Associated function not working with no
workaround available -
+ Moderate to severe impacl to business funclion
¢ Initia} Response within 4 hours / 3 business day
resolution after required information peovided
Medium ’
» System/ functional error that can be bypassed
»  System / functiono! errors that occur oulside
normal routine )
» Low to moderate impact 1o business function

State of NH Coniract 2020-025

Exhibit A = Statement of Work - Pan 3
Dae: S//S5/20
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Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025
PART 3 - EXHIBIT A
STATEMENT OF WORK

¢ Initial Response within 24 hours / agreed upon
timeline between Coptractor and Department
Low
e Possible design problem
. Quesuons
Low impact.10 business funcuonlworkaround exisis
Initial Response within 72 hours / agreed upon
timeline between Contractor and Depariment
Annual Updates- . Upgrade NH DPHS is entitled to 8 minimum of one full upgrade
-+ | per year 10 the then current Licensed Software version
1o be completed-at a mutually agreeable time. The
Contractor will plan and coordinate the update with the
Department at least one ()) month in edvance and
coordinate downtime communications.
Monthly Updates Sub | The Contractor, as needed, will plan and coordinate the.
: application of patches. The Contractor will plan and
coordinete the update with thé Department ai two (2)
weeks in  advance and coordinate downtime
; communications.
CDC ilS Annual Reports Subl The Contractor will provide support relating to dale
- extracts and queries relating 1o Immunization
Information Systems Annuzl Report required by the
Center for Disease Control and Prevention {CDC) for
WeblZ.NET only.
User Acceptance Testing Subl The Contractor will provide 1est plans to-be executed
against the epplication installed on the Tesi
environment. Depanment staff will be responsible for
execuling the test plans and reporiing issucs back 10 the
conlraclor. ' . ,
Sub2 If any “showstopper™ bugs (critical issues) are
discovered during UAT, appropriate issues will be
added to the issue Iracking systein and the Contractor
will revert to the Development or Design stage (as
appropriate) 10 address their resolution.

Deliverable 15: Emergency Response Enhancement Requests (including Change Orders)

Enhnncemcnl Re ucsts

State of NH Conlract 2020-025

Exhibitsl_\ -g_m ement of Work - Pan 3

Date: 15 /20

Contracior's Inttials _ &IM Page 14 of 52
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization information System
CONTRACT 2020-025
PART 3 - EXHIBIT A
STATEMENT OF WORK

~ (ncluding Change |||
Orders

Task ilcrln ; "S['::ks " |Description _ .
Emergency Response Sub State will provide detailed siatements of work for
Enhancement (including Emergency Response Enhancements in the form of a
Change orders) Change Order.
; Sub2 Contractor at no cost to the State wilt provide fixed cost
| & proposals for the Emergency Response Enhancement.
Sub3 Upon acceptance, The State will pay 50% upfront.
The last 40% will be paid with a 10% hold back when the
service is dchvcred to production.
IThe final 10% will be paid afler a 90-day warranty’ pcnod
Siate of NH Contract 2020-025
Pan ]

.g:::bu g/iszu;%n of Work -

Contractor's actor's Initials 1
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 1020-025
PART 13- EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

Firm Fixed Price . i

This is a Firm Fixed Price (FFP) Contract the period between the Effective Date through June 30,
2025. The Contractor shall be responsible for performing its obligations in accordance with the -
Contract. This Contract will allow the Contractor 10 invoice the State for the following activities,
Deliverables, or milestones at fixed pricing/rates appearing in the price and payment tables below.
New Hampshire would like to leveroge the Government Services Administration (GSA) rates.

Table 2: Price and Payment Schedule

: Projected
Activity, Deliverable, or Milestone Delivery Price
Date

PLANNING AND PROJECT MANAGEMENT: _ |
1 Contract Signature 6/30/20 $335.000
/] Project Management gggg? $60,000
3 Project Planning Crone- 362,800
INSTALLATION . . :' e aw oo g o

WeblZ, Provider Management, HL7Onboarding, . $30,000
o and Public Poriol Configuration, Selup, and 11730720 '

VTrekS and HL7 interfaces ¢
S Data Conversion Plan 11730720 $26,328
5 Development vzl . $31,405
u Practice Daia Conversion 5/3121 $30,000
s 'é‘:cl.mlcal Suppont for Azure Hosted 53021 $42,000

avirgnment

TESTING ; . e . :
9 chb]Z Training and Materials : IZM.QI ]SB0,000
SYSTEM DERLOYMENT, | * - &, .77 . 77 T
10 User Acceptance Testing 67372 $20,000 '
n Production Release and Go-Live 19/312 | $48,750

State of NH Contract 2020-025

Exhibit B - Pricg and Payment Schedule - Pan 3
Date: 52 15,20
Comiracior's Initials __ CJM . Page 16 of 52
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE

OPERATIONS * . - .. AN TN Ty

12 Datamarn Setup 913721 $20,000

13 Mobile WeblZ 013121 $174,000

4 Annua) Support Fees (Table 3 Detail below) Year 2 [$360,061.00
Annual Support Fees (Table-3 Detail below) Year 3 $360,063.00
Annual Suppon Fees (Teble 3 Detail below) Year 4 -18360,063.00
Annual Support Fees (Table 3 Detail betow) Year $360,063.00

s E'rnergc_ncy Response Enhancement Requests NIA 300,000.00
(including Change Orders)

t.3 Annual Support Fees

The Pricing Tables below reflect the payment of maintenance and support through the Contract end -
date. The Price reftects the anlicipaied implementation date. Actual payments may differ if the project sian
date slips or if implementation 1akes longer as this will cause a shorter maintenance peciod. Table 3: Derail
of Annual Support Fees provides the detailed list of products and services provided during the maintenance
and support period.
Table 3: Detail of Annual Suppon Fees

hediumCustorer Medlum Customer Support
Product/Service SUpEORInd g and Maintenance
2019 Product/Service Provided ) A Maintenance
Name Fee Firm Fixed Price
Fee Firm Fixed Prite
GSA Rate
Commerclal Rate
Immunization Registry WeblZNET
Annval product suppont 556,250
€OC I1S Annual Report . §5,625
COSi Forecaster support $7.500
VTrcksS ExiS Interface support ) $7.500
AFIX Assessment support ' 57,500
HL7 Message support . $7.500
HL7 Onboarding support : 57,500
Fiuv PreBook $6,563
Public Portal - ' ) $5.625
Annual Suppart Fees $111,563
Provider Management® . WebPM.NET $25,000

State of NH Contract 2020-025

Exhibil B # Price and Payment Schedule — Part 3
Date: v/ 4-7-0

Contractor's Initials _CJM Page 17 of 52
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STATE OF NEW HAMPSHIRE
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‘VaxNH Immunization Infermation System
CONTRACT 2020-025
PART 3 - EXHIBIT.B
PRICE AND PAYMENT SCHEDULE

Azure hosting support® AZURE.NET $60,000

Microsoft Azure Government Hosting - $110,000

Cost * '

Immunization Adhoc Reporting Data o $20,000

Mart* Annual product support WQ!:GM.NET :

Mobile WeblZ * WebMOBILE.NET $14,000

Moblle WebIZ hardware {26 units}® ; $19,500 ‘

Open Markét Annual Support Fees (Not '

on the GSA Schedute)* $248,500

Grand Total - Anriual Support Fees ) $360,063

2. CONTRACT PR]CE -
Notwnhsmndmg any provision in the Contract to lhe comrary, and norw:thslnndmg uncxpcclcd
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated in
the P-37 General Provisions Block 1.8 (“Price Limitation™). The payment by the State of the total Contract
price shall be the only, and the complete reimbursement to the Contractor for all fees and expenses; of
whalever nature, incurred by the Contractor in the pcrforrnancc hereof.

The Stete will not be rcsponslble for any travel or out of pocket expenses incurred in the performance of”
the Services perfomncd under rhns Contract. S

3. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the Swuite. All invoices
submitted shall be subject to the Stete’s prior written approval, which shall not be unreasonably withheld.
Thé Contracior shall only submit invoices for Services or Deliverables as permitted by the Contract. Invoices
must be in a formal as determined by the State and contain detailed information, including without limitation:
itemization of each Deliverable and identification of the Deliverable for which payment is sought, and the
Acceptance date triggeting such payment; date of delivery and/or installation; monthly maintenance charges;
any other Project costs or retention amounts if applicable. A

'Upon Acceptance of 8 Deliverable, and a properly documented and undisputed invoice, the State will pay the
corvect and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated and

~ shall be promptly dispatched.

Invonccs shall be sent to:
Department of Health and Humnn Servtccs
Division of Public Health Services
29 Hazen Drive
Concord, NH 01301
Email address: DPHScontraclbtllmg@dhhs nh, gov
Payments shall be made vie ACH. Usc thc follomng link to enroll with the State Treasury for ACH

payments dwww, rsfin

State of NH Contrect 2020025

Exhibit B — Price and Payment Schedule ~ Part 3

Date: é(/ﬁZDZD '

Contractor’s Initials ; g ZM Page 18 of 52
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STATE OF NEW HAMPSHIRE
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VaxNH Immunization Information System
CONTRACT 2020-025
PART 3 -EXHIBIT B
PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the Siate Treasury for ACH
payments: htips://www.nh gov/ireasury/state-vendors/index.bim

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full amount
of any overpayment or erroneous payment upon discovery or nolice from the State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, againsi the Contraclor s invoices -
with appropriate information anached. ;

7. PROJECT HOLDBACK ° ' -
The State shall withhold 1en percent (10%) of the Suppon and Maintenance fees for a pcnod of60 days ofler
first producuve use of the System.

If the system is down for longer than a period of four (4) hours then the State will receive a credit that will go
towards the following State Fiscal Year using a consistent formula. If the system is down for four (4) hours
thai will constitute a half-a-day, each hour aRer thai will be rounded up 16 the next half-day. The r0rmuln to
be used is as follows:

(Annual Support Fees/ Three Hundred and Sixty-Five (365)) x number of hall days Ihe system is down.
in 1he Ninal State Fiscal Year of the coniract annual suﬁpon paymen! the following formula will be used:

{Annual Suppon Fees - sverage system down times of the prior year)

Final payment will be made at the end of the contract period.

8. TRAVEL EXPENSES

The State will not be responsibile for any travel or out of pockel expenses incurred in the performance
of the Services performed under this Contracl, The Contractor must assume gll reasonable travel and
refated expenses incurred by Contractor in performance of its obligations. All labor rates in this
Agreement will be considered “Fully Londed”, including, but not limited to: meals hotelhousing,
airfare, car rentdls, car mileage, and any additiongl oul of pocket expenses.

9. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in this Agreemen.

Siate of NH Contract 2020-025
Exhibit B - Pricc and Payment Schedule — Part 3

Date: 5;([5

Contracior’s lnitials __ G Page 19 of 52
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VoxNH Immunization Informaotion System
SAAS CONTRACT 2020-025EXHIBIT C

SPECIAL PROVISIONS

1. Revisions to Form P-37, General Provisions

L. Paragraph 3, Subparagraph 6.1, Compliance by Cortracior with Lews and Regulations/Equal
Employment Opportunity, i amended as follows:

6.1 In connection with the performance of the Services, the Conirector shall comply with
all applicable staluies, laws, regulations, and orders of federsl, siate, county or municipal
suthorities, which impose any obligation or duty upon the Contractor wilh respect 10 its
performance of the Services, including, but notlimited 10, civil rights and equal opportunity
laws. In addition, the Contractor shall comply with all apphcablc copyright laws.

1.2. Paragraph ), Subpmgraph 6., Compliance by Contractor with Laws and Regulations/Equal
Employment Opportunity, is amended as follows:

6.3 Unless the Contractor is otherwise exemp), if this Agrecmcnt is funded in any part by
monies of the United Staies, the Contractor shall comply with all the provisions of
Executive Order No. 11246 (“Equal Employment Opportunity”), as supplemented by the
regulations of the United States Department of Labor (41 C.F.R. Part 60), and any rules,
regulations and ‘guidelines as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees 10 permit, the State or the
United States reasonable access to any of the Contractor's books, records and accounts for
the purpose of ascentaining compliance with the covenants, terms and condilions of this
Agreement at the Contractors principal ptace of business during normal business hours and
provided thai the State or the United Siates make best cffons not 1o interfere with the
business opcranons of Contractor.

1.3. Paragraph 8, Event of Default/Remedics, is amended as follows:

8.1 Any one or more of the following acts of omissions of the Contractor shall constitute

an event of default hereunder ("Event of Default”):

8.1.1 Failure (o perform the Services in accordance with [Exhibil AJ;

8.1.2 Failure to submit any report required hereunder; and/or

8.1.3 Failure to perform any other material covenant, tcrm or condition of this Agreement.

8.2 Upon'the occurrence of any Event of Default, the Siate may take any one, or more, of

sll, of the following sctions:
8.2.1 Give the Contracior a writien notice specifying the Event of Defsult and
requiring it to be remedied within thirty (30) days from the date of the notice; and
if the Event of Default is not timely remedied, terminate this Agreement, effective
two (2) days aler giving the Contraclor notice of termination;
8.2.2 give the Contractor a wrinen notice specifying the Event of Oefault and if the
Conirector does not remedy such Event of Defsult within thiny (30) days from the
date of the notice, suspending all payments to be made under this Agreement until
such time as the Contracior has cured the Event of Defaull;
8.2.3 give the Contractor a writien notice specifying the Event of Defaull and il the
Coniracior does not remedy such Event of Default within thirty (30) days from the
date.of the notice, set ofT against any other obligations the State may owe 1o the
Coniractor any damages the Siate suffers by reason of any Event of Default; and/or

Siate of NH Contruct 2020-025

Exhibit C - Specigl Provisions - Part 3
Date: S/15/20
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VarNH Immuaization Information System
SAAS CONTRACT 2020-025EXHIBIT C

SPECIAL PROVISIONS

8.2.4 Give the Contractor 8 writlen notice specifying the Event of Default and if
the Contractor does not remedy such Event of Defeult within thirty (30) days from

. the date of the nolice, treal this Agreement as breached and pursue any of its
remedies at law or in equity, or both.

1.4. Paragraph 9, Subparagraph 9.3, Effective Date/Completion of Services, is amended as follows:

9.1 As used in this Agreement, the word “data” shall mean all of the State's confidential or
proprictary information delivered by the State 1o the Contractor under Lthis Agreement,
including, butl not limited to, all studies, reports, files, formulae, surveys, maps. chans,
sound recordings, video recordings, pictorial reproductions, drawings, analyses, graphic
represeniations, compuler programs, computer printouts, notes, letters, memoranda,
- papers, and documents, ell whether finished or unfinished; provided, however, any
evaluation, analysis, comments, and information or ideas for improvement or modifications
to the Services or the Conlracior's proprietary software, in any medium whaisoever, and
whether provided by the Stale or otherwise obtained by the Contractor, will not be
considered -datla under this Agreement and will be considered the property of the
Contractor, '

I.5. Paragraph 9, Subparagraph 9.2, Effective Daie/Completion of Services, is amended as follows:

9.2 Al) data which has been received from the State under this Agreement shall be the
property of the State, and, 10 the extent it is in the possession of the Contractor, shall be
reiurned (o the Siate upon demand or upon termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA chapter 91-A or other existing
taw, Disclosure of data requires prior written approval of the Siate.

1.6. Paragraph 11, Indemnification, is smended as follows:

11. The Contratior shall defend, indemnify and hold harmless the State, its officers and employees,
{rom and against any and all losses suffered by the stale, its officers and employees, and any and
all claims, liabilities or penahies asserted against the Statc, its ofTicers and employecs, by or on
behalf of any person, on account of, based or resulting from, arising out of (or which may be

- claimed to arise out of) the acts or omissions of the Contracior. Notwithstanding the foregoing,

nothing herein contained shall be deemed 10 constitute 8 waiver of the sovereign immunity of the
State, which immunity is hereby reserved to the State. This covenant in paragraph |3 shall survive
the 1ermination of this Agreemeni. Notwithstanding anything to the contrary in this Agreement,
the Contractor is not obligated to defend, indemnify or hold harmiess the Siate, its officers and
employees, from any claim or corresponding losses arising out of or resulting from the Staie's, its
officers’ or cmployees’: () gross negligence, or more culpable act or gmission, including without
limitation, recklessness or willful misconduct; or (b) bad faith failure 1o comply with any of ils
obligations under this Agreement.

State of NH Contract 2020-025

Exhibit C - S;c ial Provisions — Part 3
Date: S/15/20 i
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SPECIAL PROVISIONS

1.7. Paragraph 14, Subporagraph 4.1, Part 14.1.1, Insurance, is amended as follows:

14.1 The Comr_au'or shall at its sole expense, obtain and continuously masintain in force, and shall
require any subconitractor or assignee to oblain and maintain in force, the following insurance:
14.1.1 commercial general liability insurance against claims of bodily injury, death or property.
damage, in amounts of not less than $2,000,000 per occurrence and $4,000,000 aggregate, and
techniology professional lisbility coverage in the amount of $5,000,000 for cach claim

Siate of NH Contract 2020-025

Exhibil C - Specizl Provisions — Pant J

Date: 5//S5/20
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CONTRACT 2020-025
EXHIBITD.
ADMINISTRATIVE SERVICES

1.” ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contrattor with access 1o all program files, libraries, personal computer-based systems,
software packages, network systems, securily syslems, and .hardware as required to
completé the contracled Services. . '

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Conuract.

2. STATE-OWNED DbCUMENTS AND COP\}RIGHT PRIVILEGES

The Contractor shall provide the State access 1o all State-owned documents, and materials,
reports. Upon expiration or lermination of the Contract with the State, the Contractor shall
turn over all State-owned documents, material, reports, and work in progress relatinig to
this contract to the State al no additional cost to the State. Documents must be provided in
both printed and electronic format.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS
The_Contracior shall agree to the conditions of all.applicable State and federal laws and regulations,
which are incorporated herein by reference, regarding relention and access requirements, including
without Yimitation, retention policies consisteni with the Federal Acquisition Regulations (FAR) Subpart
4.7 Coniractor Records Reiention.

The Contractor and its Subcontractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect costs
invoiced in the performance of their respective obligations under the Contract, The Coniractor and its
Subcontractors shall resain all such records for three (3) years following termination of the Contract,
including any extensions. Records relating to any litigation matters regarding the Gontract shall be kept
for one (1) year following the termination of all litigation, including the 1ermination of all eppeals or the
expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such rccords shall be subject to inspection,
examination, sudit and copying by personnel so authorized by the State and federal officials so
authorized by law, rule, reguiation or Contract, as applicable. Access 10 these items shall be provided
within .Merrimack County of the State of New Hampshire, .unless otherwise agreed by the State.
Delivery of and access to such records shall be at no cost to the State during the three (3) year peried
following termination of the Contract and one {1) year term following litigation relating to the Contracy,
including all appeals or the expiration of the appeal period. The Contractor shall include the record
retention and review requircments of this scction in any of its subcontracts. i

State of NH Contract 2020-025

Exhibit D -~ Admipisirative Services — Pant 3
Date: 15 /20
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ADMINISTRATIVE SERVICES

The State agrees that books, records, documents, and other evidence of accounting procedures and
pracuces related 10 the Contractor’s cost structure and profit factors shall be excluded from the State’s
review unless the cost of any other Services or Deliverables provided under the Contracl is calculaled
or derived from the cosi structure or profit factors.

4. ACCOUNTING REQUIREMENTS
The Conlractor shall maintain an sccounting system in accordance with Generally Accepied
, Accounting Principles: The costs applicable to the Contract shall be ascertainable from the accounting
system and the Contractor shall maintain records penaining to the Services and all other costs and
expenditures.

© State of NH Contraci 2020-025

"Exhibit D = Administrative Scevices - Pan 3
B YAN) 220
Date CIm
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STATE OF NEW HAMPSHIRE
. Department of Health aad Humoa Services
VaxNH Immunization Information System
. CONTRACT 2020-02SPART 3 - EXHIBIT E
* . IMPLEMENTATION SERVICES

I. PROJECT MANAGEMENT
The State believes tha effective communication and rcpﬁning are essential 1o Project success.

The Contractor Key Project StafT shall panicipate in meetings as requésied by the State, in accordance with
the requirements and terms of this Contract.

a. latroductory Mceting: Participanis will include the Contractor's Key Project Staff and State Project
leaders from both-Depantment of Justice and the Depanment of Information Technology. This meeting
will enable leaders o become acquainted and esiablish any preliminary Project procedures,

b. Kickofl Mcétiﬁg: Participants will include the State and the Contractor's Project Team and major
siakeholders. This meeling is to establish a sound foundation for activities that will follow.

c. Statys Meetings: Participants will include, &t the minimum, the Contractor’s Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overall Project
status and any additional topics needed to remain on schedule and within budget.. A siatus and error
report from the Contractor shall serve as the basis for discussion.

.d. The Work Plan: musi be reviewed al ¢cach Status Meeting and updated, a1 minimum, on a bi-weekly
basis, in accordance with the Contracl. '

¢. Special Meetings: Need may arise for a special meeting with State leaders or Project siakeholders to
address specific issues. ‘ ;

f. Esxit Meeting: Participants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons leamed from the Project and on follow up options that the Siaie may wish o
consider.

The State expects the Contractor to prepare agendas and background for ond minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafling of formal preseniations,
such as a presentation for the kickolf meeting, will also be the Contractor's responsibility.

The Contractor's Project Manager or the Contractor's Key Project StafT shall submit monthly status reports
in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in formais
spproved by the State. The Contractor’s Project Manager shall assist the State’s Project Manager, or itself
produce reports refated 10 Project Managemenl as reasonably requested by the State, all at no additionsl
cost o the State. The Coniractor shall produce Project status reports, which shall centain, at 8 minimum,
the following: .

Project status related (o the Work Plan;

Deliverable status;

Accomplishments during weeks being reported;

Planned activities for Lhe upcoming two (2) week period;

Future activities; and

Issucs and concerns requiring resolution.

L

State of NH Contract 2020-025

Exhibil E - Implementation Services — Part 3
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System

CONTRACT 2020-025PART 3 - EXHIBIT £

IMPLEMENTATION SERVICES

7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State-in preparing reponts and presentations, as reasonably requesied by the
Suwate, alt at no additional cost 1o the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shal cmpl-oy anlindustry-standard Implementation strategy with a tlimeline set forth
in accordance with the Work Plan;

The Contractor and the State shall edopt a change management npp}oach to identify and plan key
strategies and communication inilistives.

The Contractor's team will provide training templales as defined in the Training Plan, which wili
be customized (o address the State's specific requirements. Decisions regarding farmat, content,
style, and presentation shall be made early on in the proceds, by the Siate, providing sufficient
time for development of material as functionality is defined and configured.

The Contractor shall manage Project execution and provide the 10ols needed to create and manage
the Project’s Work Plan and tasks, manage and schedule Project stafT, track and manage issues,
manage changing requirements, mainlain communication within the Project Team, and repont
status.

s

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: the preliminary training plan, the change management
plan, communication approaches, Projeci standards and procedures finalized, and team training
initisted. Timing will be structured to recognize intcrdependencies between applications and
siructure 2 cosl effective and timely execution. Processes will be documented, raining
established, and the applicalion will be ready for Implementation in accordance with the Work
Plan.

2.3 Change Management and Training

‘The Contraclor's change management and training services shall be focused on developing
change management and training strategies and plans. his approach relies on State resources’
for the execution of the change management and end user training.

Steie of NH Contract 2020-025
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The Contractor shall provide the I'ollowin_g Products and Services described in this Exhibit F, including bul not
limited to:

1. TESTING AND ACCEPTANCE ‘
The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation throughout
thé Project. The Contractor will also provide training os necessary to the State s1aff responsible for test
activities. The Coniractor shall be responsible for all aspects of testing contained in the Acceptance Test
Plan including support, at no additional cost, during Uscr Acceplance Test conducled by the Stote and the
testing of the training materials, ‘ i

The Test Plan methodology shall reflect the n'ceds 61‘ the Projeci and be included in the finalized Work Plan.
A separate Test Plan and se1 of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented 1esting) shall apply to tesiing the System
asa wﬁolc, (¢.g., software modules or functions, and Implementation(s)). This shall include planning, lest
scenario and script development, Data and System preparation for testing, and execution of Unit Tests,
System Integration Tests, Conversion Tests, Instaliation tests, Regression tests, Performance Tuning and
Stress lests, Security Review #nd tests, and support of the State during User Acceptance Test and
Implementation.

In addition, the Contractor shall provide 8 mechanism for reporting actual lest results vs. expected results
and for the resolution and tracking of all errors and problems identificd during test execution. The Contractor
shall also correct Deficiencies and support required re-testing. .

1.1 Test Planning and Preparation

The Contractor provided, State approved, Test Plan will include the 1est scripls, expecied results, and a
tracking method for reporting actual versus expected results as well as all ervors and problems identificd
during test execution. As identified in the Accepiance Test Plan, and documented in accordance with
the Work Plan and the Contract, Siaie 1esting will commence upon the Contractor’s Project Manager's
Centification, in writing, that the Contractor's own staff has successfuily executed atl prerequisite
Contractor's testing, prior to the start of any lesting executed by Siate stafl. The State will be presented
with a State approved Acceptance Test Plan including the test seripts and expected resulls.

The Siate will commence its lesting within five {S) business days of receiving Cenification from the
Contractor that the State’s personnel have been trained and the System is installed, configured,
complete, and ready for State testing. The testing will be conducied by the State in an environment
independent from the Contractor’s development environmeni. The Contractor musl assist the State
with testing in accordance with the Test Plan and the Work Plan, ulilizing test and live Data 10 validate -
reports, and conducl stress and peeformance (esting, at no additional cost.

T&sling begins upon completion of the Software cmﬁgumiion as required and user Iraining according
to the Work Plan. Testing ends upon issuance of a letier of UAT Acceptonce by the Siate.

State of NH Contract 2020-025
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1.2 System Integration Testing
The new System is tested in integration with other application systems (legacy and service providers)
in a production-like enviconment. System Inegration Testing validates the integration between the
individual unit application modules and verifies that the new System meets defined requirements and
supports exccution of interfaces and business processes. The System tmegration Test is performed in
a test environment. :

STATE OF NEW HAMPSHIRE
Department of Heslth and Human Services
VaxNH Immunization information System

CONTRACT 2020-02SPART 3 - EXHIBIT F
" TESTING SERVICES

Thorough end-to-end testing shall be performed by the Coniractor team(s) 10 confirm that the
Apglication integrates with any int¢rfaces. The test emphasizes end-to-end business processes, and the
flow of information across applications (IF APPROPRIATE). It includes all key business processes
and interfaces being implemented, confirms data transfers with cxternal parties, and includes the
transmission or printing of all elecironic and paper documents.

Activity Description

] )

P
u

. Sysicms Integrition Testing validates the intcgration between the target application

modules and other systems, and verifies thet the new System meets delincd interface
requirements and supports execution of business processes. This test emphasizes
end-to-end business processes and the flow of information across the application. It ).

. includes atl key busincss processes and interfaces being implemented, conflirms dats

trensfers with external panics, and includes the transmission or printing of all
electronic and paper documents,

[Contractar Teom
‘Responsibilities

e

Teke the lead in developing the Systems Integration Test Specifications.

Work jointly with the Stare to develop and load the daia profiles to support the
test Specifications.

Work jointly with the Staie 1o validate componenis of the test scripts.

State Responsibilities,

Work joiatly with the Contractor to develop the Systems Integrotion Test
Specifications. i

Work joinily with the Contracior 10 develop and load the data profiles to support
the test Specifications. . i
Work joinily with the Contractor to validale components of the test scripts,
modificaions, fixes and other Sysiem interactions with the Contractor supplied
Sofiware Solution. : .

‘Work Product

~

Description

The Integration-Tested System .indicates that el interfoces beiween the
spplication and the legacy and third-panty systems, interfaces, and applications
are Runctioning properly. ] .

1.3 Conversion Validation Testing

In Conversion Validation Testing, target application functions ar¢ validated.

State of NH Contract 2020-025
Exhibit F - Testing Scrvices = Part 3
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‘Activity Deseription .* | The conversion validation test should replicate the enire flow of the
. ' converted dota through the Software Solution. As the Software Solution is

interfzced 10 legacy or third-pany applicotions/interfaces, testing verifies that

il the -tesulting flow of the converted dow throvgh these inlerface paints

* __performs correctly. ,
"Contractor Team . For conversions.and interfaces, the Contractor's team will exceute the applicable
Responsiblities . validation tests und compare execution results ‘with the ‘documented expected.
o ‘results.

State:Responsibilities. “ |} Extroct and cleanse, if necessary, the ‘tegacy daia 10 be ednvened in-the data
to * cOnversions.

Work Producl 7| Validation-Tesied Conversion Programs. . These programs inciude conversion
Description " . programs that hove been tested to verify-thal the resuhing convened legacy data
:_performs correcily in the entire suite of the Application.

‘1.4 Installation Testing

In Installation Testing the application componcnl.{ are installed in the System Test environment to lest
the installation routines and are refined for the eventual production environment. This activily serves
as a dry run of the installation steps in preparation for configuring the production system.

1.5 User Acceptance Testing (UAT)

UAT begins upon completion of the Soflware configuration as required and user training. accordmg to
the Work Plan. Testing cnds upon issuance of a letter of UAT Acceplance by the State.

The User Acceprance Test (UAT) is a verification process performed in a copy of the production
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successiul execution of epproved business processes.

UAT will also serve as a performance and siress test of the System. It may cover any aspect of the new
System, including administrative procedures such as backup and recovery. The resuits of the UAT
provide evidence that the new Sysiem meets the Uscr Acceptance criteria as defined in the Work Plan,

+ + The-resulis of the User Acceptance Test provide evidence that the new System meeis the User
Acceplance criteria as defined in the Work Plan.

Upon suceessful conclusion of UAT and successful Sysiem deployment, the State will issue a letter of
UAT Accepiance and the respective Warranty Period shall commence

Activity Description The System User Acceptance Tests verify Sysiem {unctionality against predefined
'] Acceptance criteria tha support 1he successful execution of epproved processes.

Controctor Teom - | «  Provide the Siatc an Acccplnncc Test Plan and sc!ccnon of test scripis for the,
Responsibilities 6 Acceptance Tesl.
. ' * Monitor the execution of the test scripts and- nssist as néeded during the User

2 Acceptance Test aclivilies.
¢ Work joimly with the State in determining the required nctions for problem
resolution,

State of NH Contract 2020-025
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*State Responsibitities: | »  Approve the development of the User Acceptance Test Plan and the set of daia
: ; for use during the User Acceplance Tesl,
s Volidate the Acceptance Test environment. :
k- v »  Execuie the test scripts and conduct User Acceptance Test activities.
Décument and summarize Acceptance Test results.
Work jointly with the Contracior in d:tcnmmng the required actions for problem

’

resolution.
: s Provide Accepiance of she validotcd Sysicins.
.}\_@rﬁmdu:t - .| The Oeliverable for User Acceplance Tests is the User Acceptafice Test Results,
‘Description v l_Thc:s: results provide cvidence that the new System meets the User Acceplance
) cmcna defined inthe Work Plan.
\

1.6 Performance Tuning and Stress Testing
The Comiracior shall develop and document hardware and Software configuration and tuning of the
Solution as well as assist and direct the State's System Administrators and Dalabase Administralors in
configuring and tuning the infrasiructure to suppon the software throughout the Project

1.7 Scope .

The scope of Performance Testing shall be to measure the System ievel metrics critical for the

* development of the applications infrastructure and operation of the apphcanons in the producnon
environment.
it will include the measurement of response rates of the application for end-user transactions nnd
resource ulilization (of various servers and network) under various load conditions. These response
rates shall become the basis for changes and retesting until optimum Syslcm performance is achieved.

~ Performante testing-and tuning shall occur in the final production environment and shall use a copy of
the final production database 10 provide the best results.

1.7.1 Test Types
Performance testing shall use Lwo different types of testing to determine the stability of the
application. They are baseline tests and load lests.

o) Baseline Tests: Baseline tesis shall collect performance data and load analysis by running scnpts
where the outpul is broken down into-business transactions or functions. The test is like & single
user executing a defined business transaction. During baseline testing, each individual script is
run 10 establish a baseline for transaction response time, throughput and oiher user-based metrics.

b) Load Tests: Load testing wil) determine if the behavior of the System can be susiained over 8
long period of time while running under expected conditions. Load test helps to verify the ability
of the application eavironment under different load conditions based on workload distribution.

. System response time and utilizalion is measured and recorded.

1.7.2 Tuning
Tuning will be the Contractor led and occur during both the development of the application and load
testing. Tuning is the process whereby the application performance is maximized. This can be the
result of making code more efficient during: dcveIOpmenl as well as making tuning parameles changcs
10 the environment.
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Regress:on Testing

- As aresult, of the user testing activities, problems will be identified that require correction. The State will

notify the Contractor of the nature of the testing failures in writing. The Contractor will be required to
peeform’ additional testing activities in response to State and/or user problems identified from the testing
results. Regression testing means selective re-testing Lo detect laubts introduced during the modification
efTort, both to verify thal the modifications have not caused unintended adverse effects, and 1o verify that
the modified and related (possibly affected) System componenis still meet their specified requirements,

In designing and conducling such regression testing, the Contractor will be required to assess the risks
inherent 1o the modification being implemented and weigh those risks against the time and effort required
for conducting the regression tests. 1n other words, the Contractor will be expected lo design and conduct
regression tests that will qdenlafy any unintended consequences of the modification while 1ak|ng inig
account Schedule and economic considerations.

1.9 Security Review and Testing

IT Security involves ali functions penaining 1o the securing of State Data and Systems lhrough the,
creation and definition of security policies, procedures and controls coverlng such areas as identificalion,
authentication and non-repudiation.

ANl components of the Software shall be reviewed and tested 10 ensure they protect the State’s hardware
and software ang its relaied Data assets. Tests shall focus an the technical, administralive and physical
security controls that have been designed inlo the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include peneiration tests and application vulnerability scanning.

Defines the set of capabilities that:
Suppons obtaining information abou those parties

Service Componeat
Identification and

Authenticalion

attempting to log onto a system or application for
securily purposes and the validation of users

Access Control

Supports the management of permissions for logging
oniQ a compuler or network -

Encryption

Supports the encoding of data for security purposes

ntrusion Detecrion

Supponts the detection of illegal entrance into a
computer system

Verification

Supports the confirmation of authority to enler a
compuler system, application or network

Digital Signature

Guarantees the unaltered siate of a file

User Management

Supports the administration of computer, applicotion
and network accounts within an organization.,

‘Role/Privilege Supports the granting of abilities (o users or groups
Management of users of a computer, applicelion or network
Audit- Teail Caplure | Supports the identification and monitoring of
and Analysis aclivities within an application or syslem

Input Validation

Ensures the application is prolected from bufTer
overflow, cross-site scripting, SQL injeclion, and
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unauthorized access of files and/or dircctories on the
server.

Tests shall focus on the technical, adminisirative and physical security controls that have been designed.
into the System architecture in order to provide the necessary confidentiality, integrity and availability. -
Tests shall, at a minimum, cover each of the service components. Tes! procedures shall include 3
party penctration tesis and application vulnerability scanning, wiil be handled per section 1.9.

Prior 1o the System being moved into production the Contractor shall ‘provide results of all security
testing 10 the.Depaniment of Information Technology for review and Acceptance. All Soﬂwarc and
hardware shall be free of malicious code (malwere).

1.9  Penctration Testing (Non- -PCl Environment)
The Contractor shall provide certification 1hat their Software and System environment has undergonc
penetration (esting in accordance with current recommendations from a recognized industry standards
organization, such as the U.S. Department of Commerce National Institute of Standards Technology
(NIST). The State requires that the Contracior has this testing performed annually by a qualified third-
party vendor.

State of NH Contract 2020-025
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1. SYSTEM MAINTENANCE

The Contractor shall maintain and suppon the System in all material respecis as described in the
applicable program Documentation through the contract end date.

1.1Conitractor's Responsibility
The Coniractor shall maintain the Systern in accordance with the Contract.

1.1.1 Maintenance Releases

The Contractor shali make available 1o the Stale the latest program updates, general
maintenance releases, selecied functionalily releases, patches, and Documenielion that are
generally offered to its customers, at no additional cost.”

1.1.2  Standard Agreement
The: Siate will adopt the Contractor's standard maintenance agreement modified to address
terms and conditions inconsisten! with State Statutes and gcneral State information technology
pracuccs )

2. SUPPORT OBLIGATIONS AND TERM

2.1  The Contractor shall repaic or replace SoRware, and provide maintenance of the Sofiware in
accordance with the Specifications and 1erms and requirements of the Contract, including but not
timited to S1.1 through S1.20 of the Support and Mainicnance Requirements in Exhibit H
Requirements, Altachment |.

2.2 {f the Contractor fails to correct a Deficiency within the allotied period of time stated above, the

. Contracior shall be deemed t6 have commitied an Event of Defaull, and 1he Stale shall have the right,

at i1s option, to pursue the remedies in'Part'2 Section 13.1.1.2, as well as to retum the Contractor's

product and reccive a refund for all amounts paid to the Contracior, including but-not limited to,

applicable license fces, within ninety (90) days of notification 19 the Contractor of the State's refund
request

2.3 1l the Contractor fails to correct a Deficiency within the alloned period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the right,
at its option, to pursue the remedies in Part 1 Section 14.
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REQUIREMENTS

Attachment |: Project Requiremenis is hereby incorporated within.
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The Contractor's Project Manager and the State Project manager shall finalize the Work Plan for
[mplementation within fifteen (15) days of the Effective Date and further refine the.tasks required 1o implement
the Project. The elements of the preliminary Work Plan are documented in accordance with the Contractar’s

. plan to implement the System. Continued development and management of the Work Plan is & joint effort on
the part of the Contractor and Stete Project Managers.

* The preliminary Work Plan for Implémentation created by the Contractor and the State is set forth at the end of
this Exhibit, :

In conjunction with the Contractor’s Project Management methodology, which shall be used to manage the
Project’s life cycle, the Contractor team and the State shall finalize the Work Plen at the onset of the Project,
This plan shall identify the tosks, Deliverables, major milestones, task dependencies, and o payment
Schedule required 10 implement the Project. It-shell also address intra-task dependentics, resource altocations
{bothState and Contractor’s team members), refine the Project’s scope, and establish the Project’s Schedule.
The Plon is documented in accordance with the Contractor’s Work Plan and shall utilize the Solution to suppont
thé ongoing management of the Project. -

1. ASSUMPTIONS

A. General -

« The Stale shall provide ‘icam members with decision-making authority to support the
Implementation ¢fforts, at the level outlined in the Request for Proposal Document Siate Staffing
Matrix.

o All State tasks must be performed in accordance with the revised Work Plan.

o+ All key decisions will be resolved within five (5) business days. Issues not resolved within this

. initial period will be escalated to the State Project Manager for resolution.

o Any activilies, decisions or issucs laken on by the State that affect the mutually agreed upon Work
Plan timeline, scope, resources, and costs shall be subject 1o 1he identified Change Control process.

« The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP). ;

B. Project Management )

+ The Siate shall approve the Pioject Managemen Methodology used for the Project. '

s The State shall provide the Project Team with reasonabte access 1o the State personnel as needed
10 complete Project tasks. : : '

» A Project folder created within the State system shall be used for centralized storage and retricval -
‘of Project documents, work products, and other material and information relevant to the success of
the Project and required by Project Team members. This central repository 1§ secured by
determining which team members have access 1o the Project folder and granting either view or
read/write privileges. The Contractor's Project Manager will .establish and maintain this folder.
The Siate Project Manager shall approve access for the State team. Documeniation can be stored
locally for the Contractor and Staie leam on a "“shared” network drive to facilitate ease and speed
of access. Final versions of all Documentation shall be loaded to the Stale System.

State of NH Conitract 2020-025
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e The Contractor assumes that 8n Altermnate Project Managcr may be appoinied fram time (o time to
handle reasonable and ordinary absences of the Project Manager. .

Conversions
o The Contractor Team's proposal is based on the.assumption that the State’s technical team is
capable of implementing, with assistance from the Contractor's technical team, a subset of the

conversions. The Contractor’s Team shall lead the State with the mapping of the legacy Data 1o

the Contractor's applications.

« Additionally, the Conlracior’s Team shall:

1. Provide the State with Contractor's application dala requlrcmcnls and examples, of data
mappings, conversion scripts, and data loaders. The Contractor's Team shall identify the APIs
the State should use in the design and development of the conversion.

2. Provide guidance and assistance with the use of the data loaders-and conversion scripts

"provided.
. Lead the review of funciional and 1echnical Specifications.
4. Assist with-the resolution of problems and issues associated with the development and
Implemenlnllnn of the conversions.

b

Reporting
¢ The Contractor shall conduct <weekly / every two weeks> status meetings, and provide reports thai
mclude but are not limited to, minutes, action ilems, test resulls, and Documentation,

User Training

¢ The Contractor's Team shall lcad ihe development of the end-user training plan.
¢ A train the trainer approach shall be used for the defivery of end-user training.

» The State is responsible for the delivery of end-user training.

¢ The Stnte shall schedule and track atiendance on all end-user training classes.

Pcrformance :md Security Testing

¢ The Contractor's Team shall provide a pchOrmance test workshop to identify the key scenarios to
be tested, the approach and tools required, and best practices information on performance testing,

»  The State shall work with the Contractor on atl testing as set fonh in Contract Exhibit F ~ Testing
Services.

2. ROLES AND RESPONSIBILITIES

A. Contractor Tezm Roles and Responsibilities
DHHS reserves the right 10 request another person if the person currently assigned is not satisfactory

1) Contractor Teom Project Executive
The Contractor Team's Project Executives (Contractor and Subcontractor Project Executives) shall-
be responsible for advising on and monitoring the quality of the Services throughout the Project
life cycle. The Project Executive shall advise the Contractor Team Project Manager and the Stale's
Projeci leadership on the best practices for implementing the Contractor Software Solution within

State of NH Contract 2020-025
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the Siate. The Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State’s Team.

2) Contractor Team Project Manager
The Contractor Team Project Manager shall have overall responsibility for the day-lo-day
managemen of the Project and shall plan, track, and manage the activities of the Contractor
Implemeniation Team. The Contractor Team Project Manager will have the following
responsibilities:

L ]
-

3

Maintain communications with the State's Project Manager,

Work with the State in planning and conducting 8 kick- oﬂ' meeting;

Create and maintain the Work Plan;

Assign the Contractor Team consuliants to tasks in the Implementation Project according lo
the scheduled stafTing requirements;

Define roles and responsibilities of 8l the Contractor Team members;

Provide weekly and month update progress reports (o the State Project Manager;

Notify the State Project Manager of requirements for ‘State resources in arder to provide
sufficient lead time for resources (o be made available;

Review task progress for time, quality, and accuracy in order to achieve progress; .
‘Review requirements and scheduling changes and identify the impact on the Pro;ect inorderto
identify whether the changes may require a change of scope;

- Implement scope and Schedule changes as authorized by the State Project Manager and with

appropriate Change Conlrol approvals as identified in the Implementation Plan;

Inform the State Project Manager and staffl of any urgent issues if and when they arise;
Provide the State completed Project Deliverables and obiain sign-off from the Siate’s Project
Manager.

‘Manage handofT to the Contractor aperational staf¥,

Manage Transition Services as needed,

Contractor Tepm Analysis
The Contractor Team shall conduct analysis of requirements, validate the Coniractor Team’s
undcrsmnding of the Siuate business requirements by application, _and perform business
requuremems mapping:

+ Construct and confirm application test case scenarios;
Produce application configuration definitions and configure the applications;
Conduct testing of the configured application;
Produce functional Specifications for exiensions, convecsions, and interfacces;
Assist the Siate in the testing of extensions, conversions, and interfaces;
Assist the State in execution of the State’s Acceplance Test;
Conduct follow-up meetings to obiain feedback, results, and concurrencclapproval from
the State;
e Assist with the comreciion of configuration problems identified during system, integration
and Acceplance Testing; and -

State of NH Contract 2020-025
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s Assist with he transition 16 production.

4)  Contractor Team Tasks
The Contractor team shall assume the Tollowing tasks:
e Development snd review of funclional and technical Specification to delermine that they
are at an appropriate level of detail and quality; -
» Developmen and Documentation of conversion and interfece programs in accordance with
functional and technical Specifications;
¢ ‘Development and Documentation of instaltation pracedures; and
*  Unit testing of conversions and interfaces developed; and
¢ System Integration Tesling.
B. State Roles and Responsibilities
“The following State resources have been identified for the PI‘OJCC( The time demands on the individual
State team members will vary dcpendlng on the phase and specific tasks of the Implementation. The
demands on the Subject Matter Expents’ time will vary based on the need determined by the State Leads
a'n,d the phase of the Implemeniation.

1) State Pro;ecl Manager
The State Project Manager shall work side-by-side with the Contractor Pro;ecu Manager. The role
of the Siate Project Manager is 10 manage State resources (IF ANY), facilitste completion of all
1asks assigned to State stafT, and communicate Project status on a regular basis. The State Project
Manager represents the Siate in all decisions on lmplementalion Project matiers, provides all
necessary support in the conduct of the Implementation Project, and provides necessary Slale
resources, as defined by the Work Plan and as otherwise identified throughout the course of the
Project.” The State Project Manager has the following rcsponsub:lnucs 3
* Plan and conduct a kick-ofT meeting with assistance from the Contractor team,
+  Assist the Contractor Project Manager in the development of a detailed Work Plan;
- o ldentify and secure the State Project Team members in accordance with the Work Plan;
» Define roles and responsibilities of al) Siate Project Team members assigned to the Project;
s ldentify and secure access 1o additional State end-user staff as needed 10 support specific
areas of knowledge if and when required to perform certain Implementation Lasks;
» Communicate issues (o Stale management as necessary to secure resolution of any matter
that cannot be addressed st the Project level;
 tnform the Contractor Project Manager of any urgent issyes il and when hey arise; end
» Assist the Contracior 1eam siafl 1o obiain requested information il and when required Lo
perform certain Projact tasks,
» Manage handofT 1o Siate operational stafT;
» Manage State staff during Transition Services as needed.

2) State Subject M:;ucr Expert(s) (SME)

State of NH Contract 2020-025
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The role of the Stete SME is o assist application teams with an undersianding of the State’s current
business practices and processes, provide agency knowledge, .and parnicipate in the
Implementation. Responsibilities of the SME include the following:

_ Be the key user and contact for their Agency or Depariment;

& & & & 8 ¢ »

Attend Project Team training and acquire in-depth functional knowledge of the relevant
applications;,

Assist in validating and documenting user r:qunrcmcnts as needed;

Assist in mapping business requirements;

Assist in constructing test scripls and data,;

Assist in System Integration, and Acceptance Tesling;

Assist in performing conversion and integration testing and Data verification;

Attend Project meetings when requested; and

Assist in training end users in the use of the Coniractor Sofiware Solunon and the business
processes the application suppors.

3) State Technical Lead and Architect
The State's Technical Lead and Archilect repons to the State's Project Managcr and is rcsponstble
for leading and managing the State’s technical tasks. Responsibilities include:

Attend technical Iraining as necessary 1o support the Project;

Assist the State and the Contractor Team Projcct Managcrs 10 establish the detailed Work
Pian;

Manage the day-to-day activities of the Slmc s tcchmcnl resources assigned to the Project;
Work with State IT management to Oblmn Siate 1echnical resources in accordance with |hc
Work Plan;

* Work in partnership with the Contractor end lead the Stale lechmcal s1afl's efforts in

documenting the technical operauonal procedures and processes for the Project. This is a
Contractor Deliverable and it will be expected that the Contractor will Jead the overall effort
with suppon and assistance from the State; and

Represent the lechnical effons of the State al each project meetings.

4) State Testing Administrator
The State’s Testing Administrator will coordinate the Siate's lcsnng efforts. Responsibilities

include:

¢ & o ¢ 9

Coordinaling the development of system, integrotion, performance, and Acceptance Test
plans;

Coordinating system, integration, performance, and Acceplance Tests;

Chairing test review meelings;

Coordinating the State’s team and external third parties involvement in lesting;

Ensuring that proposed process changes are considered by process owners;

Establish priorilies of Deliciencies requiring resolution; and

Tracking Deficiencies through resolution.

Siare of NH Conracl 2020-025
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3. SOFTWARE APPLICATION
N/A

4. CONVERSIONS
Converl daia as applicable.

A. Conversion Testing Responsibilities

e The Contractor Teem and the Statc, bused on their assigned conversion responsibilitics, as set
forth in Contract Exhibit F: Testing Services shall identify applicable test scripts and installation
instructions, adapt them to the Projec) specifics, test the business process, and compare with the
documented expecled resulls. ’ _

s The Contractor Team and the State, based on their assigned conversion: responsibilities; shail
execute the applicable test scripts that complete the conversion and compare execution resulis
with the documented expected results.

» The State is cesponsible for documenting the technicat Specn‘ ications of all programs that extract
and formal Data from the legacy systems for use by the conversion processes.

e The Contractor Team and the State, based on their assigned conversion responsibilities, shall
develop and unil test their assigned coaversions. _

e The State and the Contractor Teams shall jointly conduct System and !niegration Tesung.
verifying and validating the sccuracy and completeness of the conversions.

s  The State and the Contractor Teams shall joimly verify and validate the accuracy and
completeness of the conversions for Acceptance Testing and production.

5. INTERFACES

Interfaces shall be implemented in cmpcmuon with |he State via the Change Order process, which is
identified in Pant 2. The following Table 5.1 identifics the interfaces within the scope of this Contract and
theirrelative assignment,

Table 5.1: In-Scope Interfaces

m :'i-_lg.\p.nmil:'luilfn‘rt)". . .

" Contractor ond VTrcLS is CDC 5 vaccine ordening system. An intecface is setop
Division of Public | so that daily ordering, inventory, wastage and/or retum files can be
. o Heslth sent to VTrekS. Also on o daily basis, files are received lening the
EXiS specifications : program know of vaccines shipped to providers on that day. This
file is uploaded into the 1S and the provider then knows 10 walch
for the shipment (o enter into their inventory. VTrekS provides
other services but no interfoce is needed.

I)utrupluun

Voccine Tescking Sysem |.
(V‘I‘r:ksi in sccondance with

il

NIl Mediesid Monsgement- Contracior q:nd MMIS authorized users would have access to the 115 10 assess the
]nr.,‘ ion.S e (MMIS) Division of Public " vaccination records of their clicnicle. MMIS has the capability to |
E = : Health send fikes of the vaccination records of their clientele for input into
the I1S. '
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New  llempshire Vital i

|
H

Respunsibie Pany

Contractor and

Records System S Division of Public

Health

Deseri iptinn

An interface wuh Vital Records s needed to download. the new
births  in the sigic into the 11S. A ‘file of deaths would be
downloaded into the IS as well to stop reminder/recall notices
being seni 1o relatives of recently deceased patients wha may have

participated in the IIS.

New Hempshire Enerpeise
Dats Werehowae g

Cantrecior and

;| Division of Public

Health

Aggregate data will be shared with oiher pnog,rnms for disease |-
momlonng through the EDW,

Elecyonic  Health Records?
. i

Systems

Contracior and

- Division of Public

Health

One ‘of the main nvenues toTeceive patienl vaccination information
is through electeanic health records of providers using HL7. An

. interface would be required 10 be selup for eich provider

depending on the EHR and version used.

ety

Nations) Provider [dehtificr |

Contractor and
Division of Public
Health

| The NPI datsbase is maintained by CDC. The database cantains |

the unique 10-digit -identifier end identifies HIPAA-covered
healthcare providers. Each provider ¢nrolted in thé [1S will enter
their NPl. The datebase also lists providers who are no longer
covered:

New Hampshire l:ltc‘lfonk
Dluuc Sunmllmcc Sysiem,
{NH EDSS),

Contracior and

‘Division of Public - |-

‘Health

NH EDSS maimains o dntabase of discase conditions that must be |
reported by clinicians. An interféce "between the 1wo sysiems
would prove beneficial to monitor on outbreak .of vaccine-
preventable discases and the arens hardest hit.

Various Stme 1158 - |

v

Contractor and

- Division of Public

- Health

NH is bordered o three sides by other stotes having each an [IS.
Residenis of NH cross borders 10 access their healihcare providers
and their vnccmanon information will be entered into NH 1S and
vice versa,

A. Interface Responsibilities

» The Contractor Team shall provide the State Contractor Application Data requirements and
examples, of datn mappings and interfaces implemented on other Projects. The Contractor Team
shall identily the APIs the State should use in the design and development of the interface.”

¢ The Contrector Team shall lead the State with lhc mapping of legacy Data 10 the Contractor
Application.

»  The Contracior Team shall lead the review of I'uncnonai and technical mlcrfacc Spccufcnnons

o The Contractor. Team shall assist the State with the resolution of problems and issues associated
with the development and Implementation of the interfaces. i

=  The Contractor Team shall document the funciional and technical Specifications for the interfaces. ;

»  The Conlractor Team shall create the initial Test Plan and related scripts to Unit Test the interface.-
The State shall validate and accept.

Sate of NH Controct 2020-025
Exhibii | - Work Plan - Pan }
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The Contractor Team shall develop and Unit Test the interface.

The State and the Contractor Team shall jointly verify and validote the accuraCy and completeness
of the interface.

The State is responsible for documcnung the procedures required to run the interfaces in
producuon

The State shall document the technical changes needed 10 legacy systems to.accommodate the
interface.

The. State shall develop and -test all legacy mpplication changes nceded 1o accommodate the
interface. '

The State and the Contractor Teams shall jointly construct test scripts and create any data needed
10 suppon testing (he interfaces.

The Siate is rcsponsrble for all da1a extracts and related formaning needed from legacy systems to

support the interfaces.

e The State is responsible for the scheduling of mlerfacc operalion in producuon

6. PRELIMINARY WORK PLAN
The following Table 6.1 provides the preliminary agreed upon Work Plan for the Contraci.

Table 6.1: High Level Preliminary NH Project Plan

Task.Nome * Stant Finish
WeblZ Immunization Registry Implementation Tue 6/30/20 Fri9/3/21
Deliverable |: Contract Sinature Tue 6/30/20 Tue 6/30/20
Deliverable 2: Project Management Tue 6/30720 [ Wed 6/30/21 -
Project Status Meetings and Reports (Weekiy) Tue 6/30720 Thu 7/30/20
Project Status Meetings and Reports { Weekly) Fri 7131720 |© Mon 873120
Project Status Meetings and Reports {Weekly) Tue 9/120 | Wed 9730720
Project Status Meetings and Reports (Weekly) Thu 10/4/20 | Fri 10/30/20
Project Status Mettings and Reports (Weekly) Mon 11/2/20 | Mon 11/30/20
- Project Status Meetings-and Reports (Weekly) Tue 12/1720 | Thu 12/31/20
Project Status Meetings and Reports (Weckly) . Mon 1/4/21 Fri 172972}
Project Status Meetings and Repons (Weekly) Mon 2/1/21 Fri 2/26/21
Project Status Meetings and Repons (Weekly) Mon 3/1/21 | Wed 331121
Project Status Meetings and Repors {Weekly) Thu 4/1/21 Fri 4/30/21
Project Status Meelings and Reporis-(Weekly) Mon 5/3721 | Man 5131721
Project Status Meetings end Reponts (Weekly) Tue 6/1721 Wed 6/30/21
Deliverable 3: Project Plonning Tue 777720 |  Thu 9/10720
Project Kickoff Meeting (remole due to COVID 19) Tue 7/7/20 |  Mon 1720120

Stale of NH Contract 2020-025
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Detailed Project Plan-Complete Wed 97220 | Wed 972720
Specification Document Templates Comptete Thu $/10720 Thu 9/10/20
Deliverable 4: WeblZ Configuration, Setup, and Interfaces Thu 7/30/20 | Mon 11730720
Deliverable §: Data Conversion Plan Tue 721120 | Mon 11730720
Deliverable 6: Development Fri 10730720 | Mon 1/11/21
Delivérable T: Practice Data Conversion Tue 171221 | . Mon 5231721
Practice Data conversion - l1eration 1 Tue 111272t Mon 1725721
Practice Data conversion - lteration 2 Tue 1726/2) Mon 2/8/2)
Practice Data conversion - lteralion 3 Tue 29721 Mon /22121
- Practice Data conversion - [teration 4 Tue 2723721 Mon 3/8/21
) _Preclice Data conversion - [teration 5 Tue 3/9721 | Mon 3122721
Practice Data conversion - [teration & Tue 3723721 Mon 4/5721
Prectice Data conversion - lteration 7 Tue 4/6721 Mon 4/15/21
" Practice Data conversion - ltecation 8 Tue 4/20/21 Mon 5/3/21
Praciice Data conversion - [teration 9 Tue 5/4/21 Mon §/17721
Practice Data conversion - leration 10 Tue 5/18721 Mon $/31721
Deliverable 8: Technical Support for Azure Hosted Environment Tue 12/1/20 |  Wed 6/30121
Support Azure Environments Mon 1/4/2) |~ Fri 1729721
Support Azure Environments Meon 21721 Fri 2/26/2)
Support Azure Environments Mon Y1721 | Wed 331721
Support Azure Environments Thud/t/21 | . Thu 4720/21
Support Azure Environments Fri4/30/21 | Mon 5/3172)
Support Azure Environments Tue 6/1/21 | Wed 6/30721
Delivernble 9: WeblZ Training and Materials Fri 10/30/20 Thu 2/4121
Deliverable 10: User Acceplance Testing Tue 1/26/21 Thu 673721
Deliverable 11: Production Release and Go-Live Fri 614721 Fri 973121
Detiverable 12: Datamart Sclup Mon 7/12/21 Fri 97321
Deliverable 14: Annun) Support Fees Due Fri 9/3721 Fri 9321
Deliverable 13: Mobile WeblZ Mon 6/14/21 Fri 973721
Determine Hardware Needed and Purchase Hardware {26 units) Maon 6/14721 Fri 7/16/21
Train Staff and remotely assist with first evenl Mon B8/16721 Fri 973721

State of NH Coniracl 2020-025
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1. LICENSE GRANT
| <) License Grant.

Subject 1o the payment of applicable license fees, Contractor hereby grants to the State a non-transferable,
fion -sub licensable, non-exclusive ticense to use Software and its associated documeniation during the
applicable subscription term, subject to the terms of the Coniraci, The State may ollow its agents.and
Contractors to access and use the SoRware, and in such event, the State shall first obtain written
agreement from such agents and Contractors that each shall abide by the terms and conditions set forth

herein.

2. Sofiware Tille. Title, right, and interest (including all ownership and intellectual property rights)
in the Software provided under this agreement, and its associated documentation, shall remain with the
Contracior, -

1. MMW Contractor shall provide the State with a sufficient number

of soft copy versions of the Software’s associated Documentation’and one (1) electronic version in

- MicrosoRt Word and PDF format. The State shall have the right to copy the Sofiware and its associated
Documentation within its possession for its intemal business needs. To the extent that the Staie does not
have possession of the Software, Coniractor shall provide a reasonable aumber of copies of the SoRware
and associated Documentatian upon request. The State agrees 1o include copyright and proprietary notices
provided to the Siate by the Contractor on such copies. .

4, Restrigtions. Except as atherwise permined under ihe Contracy, the State agrees not 10:

0. Remove or modify any program markings or any notice of Contractor's proprietary
rights;

b. Make the programs or materials available in any manner to any third party for use in the
third party's business operations, except as permitied herein; or

¢. Cause or permit reverse engineering, disassembly or recompilation of the programs.

5. Yipuses. Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the Specifications.
As a pant of its intemal developmeni process, Contractor will use reasonable efforts to test the Soflware
for viruses.

6. Audit. Upon forty-five (45) days writien notice, Contractor may audit the State's usc of the
programs al Contractor's sole expense: The State agrees 10 cooperate with Contractor's audit and provide
reasonable assistance and access 10 information. The State agrees thai Contractor shall not be responsible
for any of the S1aie’s reasonable costs incurred in cooperating with the audit. Notwithstanding the
foregoing, Contrnctor's audit rights are subjcct 10 applicable Staic and federal laws and regulaﬁons.

7. Soflware Non-!nfringement. Contractor warmants that it has good title 10, or the'right to allow the
State to use all Services, equipment, and Software, including any all component parts thereof such as
third-party sofiware or programs that may be embedded in the Software (“Contracted Resources”)

Statc of NH Contract 2020-025
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provided under this Contract, and that such Services, equipment, and Software do no violate or infringe
any patent, trademark, copyright, irade name or other intellectual property rights or misappropriste & trade
secret of any third party.

The warranty of non-infringement shall be’an on-going and perpetual obligation that shall survive termination
of the Contract. In the event that someone makes a claim against the State that any Contracted Resources
infringe their intellectual property rights, Contracior shall defend and indemnify the State against the claim
provided that the Sjate:

5. Promptly notifies Contractor in writing, not later than 30 days after the Stale receives
actual written notice of such clsim; -
. Gives Contractor contro! of the defense and any settlement negotiations,; and
c. Gives Contracior the information, authority, and assistance reasonably needed to defend
against or senile the claim.

Notwithstanding the foregoing, the State’s counse! may participate in any claim to the exient the State seeks to
assert any immunities or defenses applicable to the Siate. )

If Contractor believes or it is determined that any of the Contracted Resources may have violated someone
else’s intellectual property rights, Contractor may choose 1o either modify the Contracted Resources to be
non-infringing or obtain a license 10 allow for continued use, or if these aliematives are not commercially
reasonable, Contractor may end the license, and require relurn of the épplicabl: Coniracted Resources and
refund all fees the State has paid Contractor under the Contract. Contractor will fot indemnify the State if .
the State alters the Coniracted Resources without Contractor’s consent or uses it outside the scope of use
identified in Contractor's user Documentation or if the State uses a version of the Contracted Resources
which las been superseded, if the infringement claim coutd have been avoided by using an unaltered current
version of the Contracted Resources which was provided 1o the State at no additional cost. Contractor will
not indemnify the State io the exient that an infringement claim is based upon any information design,
Specification, instruction, Software, daia, or material not fumished by Contractor. Coniractor will not
indemnify the Siate 1o.the extent that an infringement claim is based upon the combination of any
Contracied Resources with sny products or services not provided by Contracior without Contractor's
consent.

8. Control of All Component Elements. Contracior acknowledges and agrees thal it is responsible for

maintaining 8ll licenses or permissions 10 use sny third-party software, ‘equipment, or services that are
component parts of any deliverable provided under this agreement for the entire term of the contract.
Nothing within this provision shall be construed to require Contractor to maintain licenses and permissions
for SoRware acquired by the Siate directly or through third-parties which may be’ integraied with the
Contractor's deliverables.

9, Custom Software. Should any custom source code be developed, Contraclor shall provide the

* S1ate with a copy of the source code, which shall be subject to the License rights. The State shall receive a
worldwide, perpetual, irrevocable, non-exclusive paid —up right and license to use, copy, modify and
prepare derivative works of any custom developed sofware.

State of NH Contract 2020-025
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10. Softwaie Escrow. Contractor agrees to provide to the State the currenily existing source code and

any other tools and requirements necessary 1o create executable or interpretive programs. This information
may be provided to the State either directly, with any such protections as required by the Contracior or
through a mutually agreed upon Escrow Agreement. Contractor shall be responsible for all costs associated
with the Escrow Agreement and the State shall not assume any liability to the Company or Escrow Agent
as & result of the Agreement.

Contracior agrees that the State shall be entitled to utilize the source code in its possession and/or demand
a release of the source code from the Escrow Agenl upon the occurrence of any of the following events

{"Release Events™):

(2
(b)

(c)
(d

(e)
(N

Conlractor has made an assignment for the benefit of creditors:

Contractor institutes or becomes subject to a Jiquidation or bankruptey proceedmg of
any kind;

A receiver or $imilar officer has been appeinted to toke. charge of all or part of
Contractor’s assets;

Contractor terminates its mainienance and operalions suppon services for the Siate
for the Software or has ceased supporting and mainiaining the Software for the State
whether due 10 its ceasing to conduct business generally or otherwise, except in cases
where the termination or cessation is a result of the non-payment 6r other fauht of the
State;

Contrsetor defaults under the Contracl or

Conltractor ceases i1s on-going business operations or thai pomon of its business .
operations relating to the licensing and maintenance of the Soflware.

Upon the occurrence of a Retease Eveni, Contracior heceby grants the State the right to use, copy, modify,
display, distribute, and prepare derivative works of the source code, and to authorize others 10'do the same on
behalf of the State (Contractors, agents, elc.), solely for the purpose of compieting the performance of

‘ Contractor’s obligations under the Contract, including, but not limited to, providing maintenance and suppon
for the Sofiware and subject to the rights granted in this Contract

.State of NH Coniract 2020-025
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1. WARRANTIES

11

-1.2

1.3

1.4

1.5

‘System

The Contractor warrants thal the System will operate lo conform 10 the Specifications,
terms, and requirements of the Contracl.

Software

The Coniractor warrants that the Soflware, including but not fimited to the individual
modules or functions fumished under the Contrac, is properly functioning within the
System, compliani with the requirements of the Coniract, and_ will operate in accordance
with the Specifications and Terms of the Coniract.

For any breach of the above Software warranly. the State's rcmcdy, angd the Contractor’s
entire liability, shall be:
(a) the corvection of program errors that ceuse breach of the warramy, or if the
Contractor cannot substantially: correct such breach in a commercially
‘reasonable manner, the State may end its program license if any and recover
the fees paid to the Contractor for the program license and eny unused;
prepaid technical suppon fees the State has paid (or the program license; or '
(b) the re-performance of the deficient Services, or
(c) if the Contracior cannor substantially correct a breach in a commercially:
reasonable manner, the State may end the relevam Services and recover the
fees paid 10 the Contractor for the deficient Services.

Non-Infringement

‘The Contractor warranis that it has good title to, or the right to allow the State to use, all
Services, equipment, and Software (“Material™) provided under this Contracl, and that .
such Services, equipmeni, and Software do not violate or infringe-any patent, trademark,
copyright, irade name or other intelleciual property rights or misappropriate a trade secret
of any third party.

Viruses; Destructive Programming

The Coniractor warrants thai the Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordonce with the Specifications.

Compatibility

The Contractor warrants that all Sysicm components, including but no1 limited to the
components provided, including any replacement or upgraded System Soflware
components provided by the Contractor 1o correci Deficiencies or as en Enhancement, shall
operate wilh the rest of the System without loss of any funciionality.

State of NH Contracl 2020-025
Exhibit K — Warranty and Warranty Services - Pan 3

Date:

(5720
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STATE OF NEW HAMPSHIRE i
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025 o
PART 3 - EXHIBITK
. WARRANTY snd WARRANTY SERVICE

1.6 Services )
The Contractor warranis that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards and
that Services will comply wilh performance standards, Specifications, and terms ‘of the
Contracl. j ’ i :

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Conract and any
extensions, except for the warranty for non-infringement, which shall remain in effect in indefinitely.

State of NH Contract 2020-025

Exhibit K - Warranty and Warranly Services — Pant 3
Daw: _S/75/20
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025
EXHIBITL
TRAINING SERVICES:

Exhibit L Training Services - Not Applicable to this Contraci

Siate of NH Caniract 2020-025

Exhibit L - Trajning Services — Part 3
Dae: 3/15/20
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025
PART 3 - EXHIBITM
AGENCY RFP WITH ADDENDUMS, BY REFERENCE

Exhibit M = Not Applicable to this Contract

Stale of NH Contract 2020-025

Exhibit M »gc FP with Addendums, by Reference - Part 3
Date: )ﬁ ig

- Contractor's Initials g Page 50 of 52
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STATE OFNEW HAMPSHIRE
Department of Henlth and Human Services
VaxNH Immunization Information System

CONTRACT 2020-02SPART 3 - EXHIBIT N
VENDOR PROPOSAL, BY REFERENCE

Exhibit N — Not Applicable to this Conraci.

State of NH Contract 2020-025

Exhibit N - Vendor Proposal, by Reference ~ Pan 3

Date: _S//.5/20
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Attached are:

STATE OF NEW HAMPSHIRE

Dcportment of Health and Human Services
_VaxNH Immunization Information System
CONTRACT 2020-025PART 3 - EXHIBIT O

CERTIFICATES AND ATTACHMENTS

mMOoOnN@>»

B

e

—

Exhibit H Requirements — Attachment 1

- Exhibit P - DHHS Information Security Requirements

Exhibit Q - Certification Regarding Drug-Free Woikplate Requirements

Exhibit R- Certification Regarding Lobbying

Exhibit 5- Cenification Regarding Debarment, Suspension, and Other
Responsibility Matters

Exhibit T- Certification of Compliance with Requirements Pertaining to Federal
Nondiserimiation, Equal Treatment of Faith-8ased Organitations and
Whistleblower Protections .

- Exhibit U = Centification Regarding Enviranmental Tobacco Smok

Exhibit V- Health Insurance Portability and Accountabllity Act Business Assoclate
Agreement

Exhibit W- Certification Regarding the Federal Funding Accountability and
Transparency Act (FFATA} Compliance

' Contractor’s Certificate of Good Standing

Contractor’s Certificate of Vote/Authority
Contractor's Centificate of Insurance

State of NH Contract 2020-025

Exhibit Q 5 Certificate and Antachments ~ Part 3
Daie: 52 / 5( 0
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New Hampshure Department of Health and Human Services
~ Exhibit P
DHHS Information Security Requirements

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. ‘*Breach” means the loss of control,. compromise. unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring o
! situalions where persons other than authorized users and for an other than -
authérized purpose have access of polential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach™ shall have the same meaning as the term’ “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Secéurity Incident® shall have the same meaning "Computer Security
Incident” in section two (2) of NIST Publication 800-61. Computer Security incident
Handling Guide. Nationa! Instilute of Standards and Techrology, U.S. Department
of Commerce. '

3. *Confidential Information” or “Confidential Data® means all confidential information
disclosed by one party 1o the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatmenl Records, Case Records, Prolected Health. Information and
Personaily Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received lrom or on behalf of the Depariment of Heaith and
Human Services (DHMS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
siate or lederal law or regulation. This information includes, but is not limited 1o
Protecled Health Information (PHI1); Personal information (Pf), Personal Financial
Information {PF1), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card tndustry (PCI), and or other sensitive and confidential information.

4, . "End User means any person of enmy (e.g.. contractor, contractor's employee,
business associale, subcontraclor, other downstream user, elc.) thal receives
DHHS data or derivalive data in accordance with the terms of this Contract,

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. ‘“Incident” means an act that potenlially violales an explicit or implied securily policy,
which includes attempls (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, of
consent. Incidents include the loss of data through thel or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

M
V&, Losi update 100918 Exhibl X Contractor Initials
; DHHS infommation
Securly Requiremens 20
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New Hampshire Department of Health and Human Services
Exhibit P
DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network® means any network or segment of a network that is
' not designated by the State of New Hampshire's Department of Information
Technology o+ delegate as & protected network (designed, tasted, and
approved, by means of the State, 10 transmit) will be considered an open
-network and nol adequately secure for the transmission of unencrypted PI, PF{,
PHI or confidential DHHS data.” '

8. “Personal Information” (ar "PI") means information which can be used to distinguish
" or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire -RSA 359-C:15, biometric reco%
alone, or when combined with other personal or identifying information which %f
or linkable lo a specific mdlwdual such as date and place of birth, mother’s malden
name, etc.

9. “*Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgaled under HIPAA by (he United
States Department of Health and Human Services.

10. *Protected Heallh Information” {or "PHI*) has the same meaning as provided in the
definition of “Protected Health Information® in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule” shall mean the Security Standards for the Protection of Eteclromc
Protected Health Information at 45 C.F.R. Parl 164, Subpart C. and amendments -
thereto.

12. “Unsecured Protected Health Information” means Protected Heallth Information that is
not secured by a technology standard that renders Prolecled Health Information
unusable, unreadable, or indecipherable to unaulhorized individuals and is.
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor musl not use, disclose, maintain or transmit Confidential Information
except as reasonably necessaryas outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, mainlain or lransmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contraclor mus! not disciose any Confidential Information in response to a

CIM
V5. Las) updale 10/09/18 Exhibll K Contracior inltisls
DHHS Informalion
Security Requirements 5// 5/29
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New Hampshire Department of Health and Human Services
Exhibit P
\
DHHS Information Security Requirements

request for disclosure on the basis thal it is required by law, in respohse to a
subpoena, etc., without first notifying DHHS so thalt DHHS has an opporunity to
consent or-object to the disclosure.

3. If DHHS notifies the Conlractor thal DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, .the -Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards. '

4. The Contractor agrees that DHHS Data or derivaiive there from disclosed !0 an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under lﬁis Contract may not be used for
any other purposes that are not indicated in this Conlract.

6. .The Contractor agrees to granl access to the data 1o the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

11 METP(ODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS dala containing
Confidential Data between applicalions, the Contraclor atlesls the applications have
been. evalualed by an experl knowledgeable in cyber security and that said
application’s encryplion capabilities ensure secure transmission via the internet.

2. Computer Disks and Porable Storage Devices. End User may nol use computer disks
or porlable slorage devices, such as a lhumb drive, as 2 method of transmitting DHHS
data.

3. Encrypled Email. End User may only employ email to transmit Confidential Data if
email is gncrypted and being sent lo and being received by email addresses of
persons authorized to receive such information.

4. Encrypled Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web silte must be
secure. SSL encrypls data transmitted via a Web site, -

5. File Hosting Services, also known as File Sharing Siles. End User may not use file
hosting services, such as Dropbox or Google Cloud Slorage, lo transmi
Confidential Dala. -

6. Ground Mail Service. End User may only transmil Confidential Dala via certified ground
mail within the continental U.S. and when senl 1o a named individual,

7. Laptops and PODA. If End User is employing po&able devices to transmil
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

M
V3. Last updals 1070918 Exhiblt K Coniraclod Initiats
DHHS Informalion
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New Hampshire Department of Health and Human Services
Exhibit P
'DHHS Information Security Requirements

wireless network. End User must employ a virtual private network (VPN} when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication 1o
access or iransmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which mformatlon will be
transmitted or accessed.

10. SSH Flle‘Transfer Protoco! (SFTP), also known as Secure File Transfer Protocol, If
‘End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deteted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of irformation.

. RETENTION AND DISPOSITICN OF IDENTIFIABLE RECORDS

The Contractor will only retaln the dala and any derivative of the data for the duration of this-
Contract. After such lime, the Contractor will have 30 days lo destroy the dala and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data. collecled in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud slorage capab:lmes and includes backup
data and Disasler Recovery localions.

2. '~ The Contractor agrees 1o ensure proper security monitoring capabilities are in '
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Conlractor agrees to provide security awareness and education for its End
Users in support of protecting Cepartment confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified. in section IV. A.2

5. The Contraclor agrees Confidential Dala stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable slatules and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating syslems, the fatest anti-viral, ‘anti-
hacker, anti-spam, anti-spyware, and anti-matware utilities. The environment, as a

: cIm
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New Hampshire Department of Health and Human Services

Exhibit P
DHHS Information Security Requirements

whole, must have aggressive intrusion-deteclion and firewall protection.

The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1.

If the Contractor will maintain any Confidential Information on its syslems (or its
sub-contracior systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a pan of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shal! be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for, secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization. National Instilute of Standards and Technology, U. S.
Department of Commerce. The Conlractor will document and cerify in writing at
time of the data destruction, and will provide written certification to the Department’
upon request. The written certification will include all details necessary lo
demonstrate data has been properly destroyed and validated. Where applicable,
regulalory and professional standards for retention requirements will be jointly
evaluated by the State and.Conlractor prior to destruction.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

Unless otherwise specified, within thirty (30) days of the !erminai.ion of this
Contract, Contraclor agrees to completely destroy all elecironic Confidential Data
by rmeans of data erasure, also known as secure data wiping.

V. PROCEDURES FOR SECURITY

A. Conlractor agrees to safeguard the DHHS Dala received under lhus Contract, and any
derivative data or fi Ies as follows:

1.

V5. Lest update 1003/18 Extidil K . Convracior Inlials

The Contractor will maintain proper security controls lo protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracled services.

The Conlractor will maintain policies and procedures to piotecl Department
confidential Information throughou! the information lHecycle, where applicable, {from
creation, transformation, use, storage and secure desiruclion) regardless of the
media used to store the data (i.e., lape, disk, paper, elc.).

cm
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Exhibit P .
DHHS Information Security Requirements

.3. The Contraclor will maintain appropriate authenticalion and access controls. 1o
contractor systems thai collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in piace to
detect potenlial security events that can impact Slate of NH syslems and/or
Department confidential information for contraclor provided systems,

5 The Conlractor will provide regular security awareness and education for its End
Users in suppont of protecting Depaniment confidential information.

6. If the Coniractor will be sub-contracting any core functions of lhe engagement
supporting the services for State of New Hampshire, the Contractor will mainiain a
program of an internal process or processes thal deflines specific security
expectations, and monitoring compliance to security requirements that al 8 minimum
match those for the Cantractor, including breach notification requirements,

7. The Contractor will work with the Depariment to sign and comply with all applicable
State of New Hampshire and Depaniment syslem access and authorization policies
and procedures, systems access forms, and compuler use agreements as part of
obtaining and maintaining access to any Depatment system(s). Agreements will be
completed and signed by the Conlractor and any applicable sub-contractors prior to
syslem access being authorized.

8. !Mihe Department determines the Contractor is a Business Associate pursuant 10 45

CFR 160.103, the Contraclor will execute a HIPAA Business Associale Agreement

' (BAA) with the Department and is responsible for. maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request lo complete a Syslem
Management Survey. The purpose of the survey is lo enable the Department and
Contraclor to monitor for any changes in fisks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be compleled
annually, or an alternate lime frame at the Depariments discretion with agreement by
the Contractor, or-the Depariment may request the survey be completed when the
scope of the engagement between the Depariment and the Conltraclor changes.

10. The Contractor will not store, knowingly or unknowingly, any Slate of New Hampshire
or Department dala offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within ithe Depariment.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
. make eHors to investigate the causes of the breach, promplly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Conlractor all costs of response and recovery from

M
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DHHS Information Security Requirements

the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due 10
the breach, in an amount not to exceed $5,000,000 per occurrence.

12. Contractor must,. comply with all applicable statules and regulations regarding the .
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope thal is not less
than the ievel and scope of requirements applicable to federal agenc:as :ncludmg,
but not limited to, provisions of the Privacy Acl of 1974 (5 U.5.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Pants 160 and 164} that govern protections for individually identifi able heaith
mformauon and as applicable under Slate law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safequards to prolect the confidentiality of the Confidenlial Datd and to
prevent uriauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology
Refer to Vendor Resources/Procurement at https://www.nh.gov/doitvendorfindex.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. : )

14. Contractor agrees to maintain a documented breach nolification and incident
response process. The Contractor will nolify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
securily incident, or suspecled breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network,

15. Contractor musl restrict access to the Confidential Data obtained under this
Contract 1o only those aithorized End Users who need such DHHS Data to
perform their official duties in connection with purpases identified .in this Congracl.

16. The Contractor must ensure that all End Users: .

a. comply with such safeguards as referenced in Section IV A. above,
implemented 1o protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that iaptops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and bemg'
sent 10 and being received by email addresses of persons authgrized to
receive such information.

N M
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e. limil disclosure of the Confidential Information to the extent permitted by law.

f. Confidenlial Informalion received under this Conlract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biomelric identifiers, eic.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiablé information, and in all cases,
such dala must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in seclion IV above.

h. in all other instances Confidential Data must be maintained, used and )
disclosed using appropriate safegudrds, as determined by a risk-based -
assessmen! of the circumstances involved. . '

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies:to credentials used to access the sile directly or indirectly through
a third party application.

Coniractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitar compliance with this
Contract, including the privacy and securily requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Dala
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State’'s Privacy Officer and Security Officer .of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section Vi.

The Contractor must further handle and reporl Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor’s compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will;

1

Identify incidents; '

2. Determine if personally identifiable information is involved in Incidents:
3. Repor suspected or confirmed Incidents as required in this Exhibit or P-37;.
4. lIdentify and convene a core response group to delerming the risk level of Incidents
-and determine risk-based responses to Incidents; and ;
M
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from amang different
‘options, and bear cosls associated with the Breach nolice as well as any mitigation
measures.

Incidents and/or Breaches that implicatle Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

Vi, PERSONS TO CONTACT'
A. DHHS Privacy Officer:
DHHSPrivacyOQfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov

. CIM
V5, Lost update 10/09/18 Exhibll K Contracior initiats ‘7
DOHHS informalion
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CERTIFICATION REGARD[’NG DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor |dent|ﬁed in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.). and further agrees to have the Conlraclor's represeritative, as identified in Sections
1.11 and '1.12 ol the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDiVIDUALS

US DEPARTMEMNT OF HEALTH AND HUMAN SERVICES - CONTRACTORS -
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Sublitle 0; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part i} of the May 25, 1990 Federa! Register {pages
21681-21691}, and require cenification by granteas (and by inference, sub-grantees and sub-
contraclors), prior to award, thal they will maintain a drug-free workplace. Section 3017. 630(0) of the
regulation provides that a grantee {and by inference, sub-gfanlees and sub-coniraclors) that is a State

- may elect to make one'cenification to the Department in each federal fiscat year in lieu of certificates far
each grant during the federal fiscal ynar covered by the cenificalion. The certificate set oul below is a
matarial representation of fact upon which reliance is placed whan the agency awards the grant. False
certification or violation of the cerificalion shall be grounds for suspension of paymenls, suspension or
termination of grants, or govemment wide suspension or debarment. Conlraclors using this form should
send il to: .

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee cenifies that it will or will conlinue to provide a drug-free workplace by:

1.1.  Publishing a statement notifying employees that the unlawful manufaclure, distribulion,
dispensing, possession or use of a controlled subsiance is prohibiled in the grantee’s |
workplace and specifying the actions thal will be taken agains! employees for viclation of such
prohigtion;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace.

The granlee's policy of maintaining a drug- -iree workplace;

Any available drug counseling, rehabilitation, and employee assistance programs; and

The penalues thal may be imposed upon employees for drug abuse violations

occurring in the workplace;

1.3. Makmg it a requirement that each employee lo be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a).

1.4.  Notifying the employee in the statement required by paragraph (a) Ihat, as a condition of
employment under the grant, the employee will
1.4.1, Abide by the terms of Lthe slatement; and
1.42. Notify the employer in writing of his or her conviclion for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviclion;

1.5.  Notifying the agency in wriling, within ten calendar days afier receiving nohce under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of canvicled employees musi provide notice, including posilion title, to every grant
officer on whose grant aclivity the convicled employee was working, unless the Federal agency

]

RN
ol 5
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Exhibit Q cIm
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has designated a cenlral point for the receipt of such notices. Notice shall include the
identification number{s) of each affected grant;
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is 50 convicted
1.6.1. Taking appropriate personnel action against such an employee, up 10 and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation’ program approved for such purposes by a Federal, State, or local health,
‘law enforcement, or other appropriate agency; !
1.7.  Making & good faith effort to continue to maintain a drug-free workplace through
implamentation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may Insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant,

Place of Performance (streel address, city, county, state, zip code) (list each location) '
Check O if there are workplaces on file that are not identified here.

Vendor Name: CHVISion 'ﬁchnologg Partners, Inc.

DS/1512020
L ' NATE!  Claire wchie, President
r)
,  ExhibitQ Cgm
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees 10 comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.8.C. 1352, and further agrees to have the Contractor's represantative, as identified in Sections 1.1
and 1.12 of the General Provisions execule the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
'US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs {indicate applicable program covered}:.
“Temporary Assistance to Needy Families undaer Titio IV-A
*Child Support Enforcement Program under Title IV-D
"*Soclal Services Block Grant Program under Title XX
*Medicald Program under Title XIX

“Community Services Block Grant under Title VI

*Child Care Development Block Grant under Tille IV

The undersigned certifies, 1o the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempling to influence an officer or employee of any agency, a Member
of Congress, an officer or émployee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, conlinuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. if any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to Influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract. grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor}, the undersigned shall complete and submil Standard Form LLL. (Disclosure Form to
Report Lobbying, in accordance with its instructions, altached and idenlified as Standard Exhibit E-L)

3. The undersigned shall require thal the language of this certification be included in the award
document for sub-awards at all liers {including subcontracls, sub-grants, and contracts under granis,
loans, and cooperalive agreements) and that all sub-recipients shall cerlify and disclose accordingly.

This cerification is a material representation of fact upon which reliance was placed when this lransaction
was made or entered Into. Submission of this certificalion is a prerequisite for making or entering into this
transaction imposed by Seclion 1352, Title 31, U.S. Code. Any person who fails o file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000.for
each such fallure. :

Vendor Name: Enviion Technology Partners, Inc.

os/isiz020 . @ﬂm m“*d“*}

Date | Tame: Claive Marchie, President
N M
Exhibit R Vendor Inltlals
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Pant 76 regarding Debamment,
Suspension, angd Other Résponsibility Matters, and further agrees to have the Conlractor's
répresentative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the followung
Certification: .

INSTRUCTIONS FOR CERTIFICATION
1. By signing @rid submitting this proposal {contract), the prospective primary participant is providing the
certification set out below.

‘2. The inability of a person to proviie the certification required below wnll not necessarily resull in dema!
af pamc:pabon in this covered transaclion, If necessary, the prospective participant shall submit an
explanation of why it cannol _provide the certification. The certification or explanation will be
cansidered in connection with the NH Department of Health and Human Services' (DHHS)
determination whather 10 enter into this transaction. However, failure of the prospective primary
pamapanl to fumnish a cedtification or an explanation shall disqualify such person from participalion in
this transaction.:

. 3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enler into this lransaction. If it is later delermined thal the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies

_ available to the Federal Government, DHHS may terminate this iransaction for cause or-defaull.

4, The prospechve primary paricipant shall provide immediate written notice to the DHHS agency to
whomi this proposal {contract} is submitted il at any time the prospectlve primary participant learns -
that its certification was erroneous when submilted or has become erroneous by reason of changed
circumstances.

. 5. The terms *covered transaction,” "debarred,” “suspended,” “ineligible,” “lower tier covered
transaction,” *participant,” “person,” *primary covered transaction,” “principal,” “proposal,” and
*voluntarily excluded,” as used in this clause, have the meanings sel out in the Definitions and
Coverage sections of the rules implementing Execulive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter inte any lower tier covered
transaction wilh a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation'in this covered transaction, unless authorized by OHHS,

7. The prospective primary participant further agrees by submitling this proposal that it will include the
clause titled “Certification Regarding Debarmenl, Suspension, Ineligibility and Voluntary Exclusion’-
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower lier covered
transactions and in all solicitations for lower tier covered transaclions.

8. A participant in a covered transaclion may rely upon a certification of a prospeclive participant in a
lower tier covared transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the-cenlification is errongous. A participant imay
decide the method and frequency by which it determines the eligibility of its principals, Each
participant may, bul is nol required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be consirued (o require establishment of a system of records
in arder to render in good failth the certification required by this clause. The knowledge and
Exhibit S cim
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the: ardinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instruclions, |f a participant in 8
covered transaction knowingly enters into a lower lier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available {o the Federal government, DHHS may terminate this transaction
for cause or defaull,

PRIMARY COVERED TRANSACTIONS
11, The prospeclive primary participant certifies to the best of its knowledge and belief, that it and jts
principals.
11.1. are not presently debarred, suspended, proposed for debament, declared ineligible, or
voluntarily excluded from covered transactions by any Fedéral depariment or agency,
11.2. have not within a three-year pericd preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission-of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or Iocal)
transaction or a coniract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezztement, theft, forgery, bribery, falsification or destruction of
records, making faise statements, or receiving stolen property;
11.3. are not presently indicted for otherwise criminatly or civilly charged by a govemmen!al enlity
" (Federal, State or local) with commission of any of the offenses enumerated in paragraph (I}b)
of this certification; and ' '
11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, Stale or loca!) terminated for cause or default.

12. Where the prospective primary participant is unable lo cerify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS _

13, By signing and submitting this lower tier proposal (contract), the prospeclive lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of ils knowledge and belief that it and its principals:
13.1. are not presenlly debarred, suspended, proposed for debarment, deciared ineligible, or

voluntarily excluded from participation in this transaclion by any federal department or agency.
13.2. where the prospettive lower ter participant is unable'to certify lo any of the above, such
prospective participant shall attach an explanation to this propossl {contract).

14, The prospective lower tier parlicipan! further agrees by submitting this proposal {contract) that it will
include this clause entitled *Certification Regarding Debarment, Suspension, Ineligibility. and
Voluniary Exclusion - Lower Tier Cévered Transactions,” without modification in all tower tier covered
transactions and in all soficitations for lower lier covered transaclions.

Vendor Name: EMVIfioH 7@6/1#0‘033 Partrers, nt.

o5}15/2020 | @a,uu, PN ks

Date ?;’:e Claire Murehie, President

Cim
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEOERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: '

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
tederal nondiscrimination requirements, which may include:

- the Omnibus Crime Contro! and Safe Streets Act o 1968 (42 U.S.C. Section 3788d}) which prohibits
reciplents of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients 1o produce an Equal-Employrment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 {42 U.5.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this

* siatute are prohibited from discriminating, either in employment praclices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Aclinctudes Equal
Employment Qppontunity Plan requirements;

- the Civil Rights Act of 1964 (42-U.S.C. Section 2000d, which prahibits recipients of federal Ainancial
assistance from discriminating on the basis of race, color, or national origin in any program or activity),

- the Rehabilitation Act of 1973 {26 U.S.C. Section 794). which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and tha delivery of
services or benefits, in any program or activity; ' .

- the Americans with Disabilities Act of 1890 {42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment. State and local
government services, public accommodalions, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does notinclude
employment discrimination, : -

-28CF.R.pt. 31 (U.S. Depariment of Justice Regulations - OJJOP Grant Programs); 28 C.F.R. pt. 42
(U.S. Depanment of Justice Regulations - Nondiscrimination; Equal Employment QOpportunity; Policies
and Procedures); Execulive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making ~
criteria for pantnerships with faith-based and neighborhood organizations;

-28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whislleblower protections 41 U'S.C. §4712 and The National Defense Authorizalion
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pllot Program for
Enhancement of Contract Employee Whistieblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.-

The cenificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or lermination of grants, or governmenl wide suspension or

debarment.
Exhibit T cm
: . Vendor Initials
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tn the even! a Federal or State court or Federal or Stale administralive agency makes a'finding of
discrimination after a due process hearing on the grourids of race, color, religion, national origin, or sex
against a recipient of funds, the recipien! will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, 1o execute the following
certification: '

\. By sighing and submitting this proposal (canlract) the Vendor agrees to comply with the provisions
indicated above.

Vendor Name: Envision Technology Partners, Int

5/15/20 o @m WL%ULL./

Dote ' Name:

Tue:  Claive Murchue, Prefident
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Envionmenta) Tobacco Smoke, also known as the Pro-Children Act of 1894
{Act), requires that smoking not be permitied in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of Kealth, day care, education,
of library services (o children under the age of 18, if the services are furied by Federal programs either
directly or through State or locat governments, by Federal grant, contract, loan, or loan guarantee. The
law doas nol apply to children’s services provided in private résidences, facllities funded solely by .
Medicare or Medicaid funds, and portions of facilities used for inpalient drug or alcohol treatmenl. Faiture
to comply with the provisions of the law may result in the imposition of a civil monelary penally of up to
$1000 per day and/or the imposition of an administrative compliance oider on the responsible enlity.

The Vendor identified in Section 1.3 of the General Provisions agrees, by signalure of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, lo execute the lollowing
certification:
1. By signing and submitting this contracl, the Vendor agrees to make reasanable efforts to comply with
all applicable provisions of Public Law 103-227, Parnt C, known as the Pro-Children Acl of 1994,

Vendor Name:  EAV/Sion Technologg Partners, Inc.

Date - Toee. Claive Marchie, President

Exhibit U Vendor Initlals OJ M
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AG MENT

“The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Slandards for Privacy and Security of individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable lo business associales. As defined herein, “Business
Associale” shall mean the ‘Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions. .
a. “"Breach’ shall have the same meaning as the term “Breach” in seclion 164.402 of Title 45,
.Code of Federal Regulalions.

b. "Eusinei;s Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. “Covered Entily” has the meaning given such term in seclion 160.103 of Title 45,
Code of Federal Regulations. .

d. . “Designated Record Set” shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501.

e. "Dala regation™ shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164.501. ' . :

f. "Health Care Operations” shall have the same meaning as the term "health care operations”
in 45-CFR Section 164.501,

g. “HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXill, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009. '

h. *HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Idenlifiable Health
information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual® shall have the same meaning as the term “individual” in 45 CFR Section 160,103 -
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

i, “Privacy Ruig"_' shall mean the Standards for Privacy of Individually identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United Statles
Department of Health and Human Services.

k. “Protected Health Information” shall have the same meaning as the term “protecied heaith
information” in 45 CFR Section 160.103, limited to the information created or received by

Business Associate from or on behalf of Covered Entity. M
: Exhibit V. 3
2014 Coniroctor Inhisls
rHegRn Inguranca Portabiily Act
Business Associate Agreemant 5’//5'/20
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)

*Required by Law" shall have the same meaning as the term *required by law” in 45 CFR
Section 164.103. '

*Secretary” shail mean the Secretary of the Department of Heallh and Human Services or
his/her designee. . :

“Security. Rule' shail mean the Security Standards for the Protection of Elecironic Protected
Health Information at'45 CFR Part 16:4, Subpart C, and amendments thereto.

“Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,

unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing.organization that is accredited by the American National Standards
Institute.

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time 1o time, and the
HITECH

Act.

Business Associate_ Use and Disclosure of Protected Health Infonnatiqg

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PH1} except as reasonably necessary 1o provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitule a viola!ion of the Privacy and Security Rule.

Busmess Associale may use or disclose PHI:
I For the proper management and admmlstratmn of the Busmess Associate;
Il. As required by law, pursuant to the terms set forth in paragraph d. below, or
I, For data aggregation purposes for the health care operations of Covered
Entity.

To the extent Business Assaciate is permitted under the Agreement to disclose PHI 10 @
third party, Business Associate musl obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (i} an agreement from such third party to notify Business
Associale, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it.has obtained
knowledge of such breach.

. The Business Associate shall not, unless such disclosure is reasanably necessary 10
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
reques! for disclosure on the basis thal il is required by law, without first notifying

. Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

Exhibit V . e m
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Associate shall refrain from disclosing the PH1 until Covered Entity has exhausted all
remedias, a

e If the .Covered_'Egliiy notifies the Business Associate that Covered Entity has agreed 1o
be bound by addilional réstrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

{3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected heaith information of the Covered Entity.

b. The Business Ass_ddale shall immadiately perform a risk assessment whan it becomes
aware of any of the above siluations. The risk assessment shall include, but not be
limited to:

o The nalure and extent of the protected health information invoived, including the
types of identifiers and the likelihood of re-identification;

o -The unauthorized person used the prolected health information or to whom the
disclosure was made; '

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk {o the protected health information has been
miligated.

The Business Associate shall complete the risk asséssment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relaling to the use and disclosure of PHI received frem, or ¢reated or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Secunty Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to.PHI under the Agreement, to agree in wriling 1o adhere to the same
restrictions and condilions on the use and disclosure of PHi contained herein, including
the duty to retum or destroy the PHI as provided under Section 3 (). The Covered Entity
shall be considered a direct third parly beneficiary of the Contractor's business associale
agreements wilh Contractor's intended business associates, who will be receiving PHI

12014 ' Exhibit v Contradior Intials OJM
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372014

pursuant to this Agreement, with rights of enforcement.and indemnification from such
business associales who shall be govemned by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information,

Within five (5) business days of receipt of a written request from Covered Entity.
‘Business Associate shall make available during normal business hours at ils offices all
records, books, agreements, policies and procedures relating to the use and disctosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement,

Within ten (10) business days of receiving & written reduesl from Covered Entity,
Business Associate shall provide access 1o PHI in a Designated Record Set lothe

‘Covered Entity, or as directed by Cavered Enlity, to an individual in order to meet the

requirements under 45 CFR Section 164.524.

Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individua! for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10) business days of receiving a writlen request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Enlity such information as Covered.Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164,528. '

in the event any individual requests access to, amendment of, or accounting of PHiI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entily shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request 1o Covered Entity would cause Covered Enlity or the Business
Associate 10 violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law ang notify
Covered Entity of such response as soon as praclicable.

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associale shall return or destroy, as specified by Covered Enlily, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up lapes of such PHI. ¥ return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruclion infeasible. for so long as Business

Exhibit V _ Cm
.Contractor Inltials __~
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(4)

(5)

{6)

Y2014

Associale maintains such PHI. I Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall centify to
Covered Entity that the PHI has been destroyed. ;

Obligations of Covered Entity

Covered Entity shall nolify Business Associate of any changes or limitation(s) in its
Notlice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
wuse or disclosure of PHI.

-Covered Entity shall promptly notify Business Associate of any changes in, -or revocation

of permission provided to Covered Entity by individuals whose PHI may be used or

-disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section

164.506 or 45'CFR Section 164.508.

‘Covered entity shall promptly nolify Business Associate of any restrictions on the use or

disclosure of PHI that Covered Enlity has agreed to in accordance with 45 CFR 164.522,
to'the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

Termination for Cause

in addition to Paragraph 10 of ihe standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered .
Entity’s knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entily
determines that neither termination nor.cure is feasible, Covered Entity shall repont the
violalion to the Secretary.

Miscellaneous

Definitions and Requlatory Bgfgrgnces: All terms used, bul not otherwise defined herein,

shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time lo time. A reference in the Agreement, as amended fo include this Exhibil |, to
a Section in the Privacy and Security Rule means the Seclion as in effect or as
amended.

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and stale law.

Data Ownership. The Business Associaté acknowledge; that it has no ownarship rights

-with respect to the PH! provided by or created on behalf of Covered Entity.

Interpretalion. The parties agree that any ambiguity in the Agreement shall be resolved

" to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule, -

..E.x.hlbu v Contracior Inilials C’JM
Healih Insurancs Portabllity Act
Businass Associale Agresmant IRy I 7e;
Page 5ol 6 Dals 5/ 5/
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e. Seareqgation. If any term or condition of this Exhibit I o the application thereof to any
person{s) of drcumstance is held invalid, such invalidity shall not atfect other terms or
conditions which can be given stect wilhou! Ihve invabd term or condition; to this end the
terms arid conditions of this Exhibit | are declared severable.

f. Suryiyal. Provisions in this Exhibil | ragarding the use and disclosure of PHI. return or
destruction of PHI, extensions of the protections of the Agreement in section (3) 1, the
. ‘ delense and indemnification provisions ol section {3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREQF, the parties herelo have duly executed this Exhibit I,

Dop of Haalth and Human Services E{IVI:ﬂbH Te‘:h”mﬂﬁ ?Wef J.- !/ He.
The Name of the Contractor .

Signathre of Aulhorized Representative  Signature of Authonzed Represeniative

A MUU\ Claire Marthie

Name qf Authorized Representative Name of Authorized Representatwe
<00, (MMl Pradident
. Title of Althorized Representative Tile of Authorized Representative
5\\&\1;1/ - 5/15/20
Date Dale
. CIM
T 3T Exhibit v . Contractos Initials J

Health Insusance Portabiily Act

i e ows 51520
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Exhibit W
CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNYABILITY AND TRANSPARENCY
‘ ACT (FEATA} COMPLIANCE )

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or akter October 1, 2010, to report on
data related to exéculive compensation and associated Firsi-tier sub-grants of $25,000 or mare. If the
initia) award is below $25,000 but subsequent grant modifications result in 8 totel award equal to or over
$25,000, the gward is subject to the FFATA reporting requirements, as of the date of the sward. .
In accardance with 2 CFR Pant 170 (Reporting Subaward and Executive Compensation Information}, the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reponting requiremasnts:
Namse of entity
Amount of award
Funding agency
NAICS coda for contracts / CFDA program number for grants
Program source
Award lite descriptive of the purpose of the funding action
Location of the entity
Principle place of perfermance .
Unigue Identifier of the entity (OUNS #)
0..Total compensation and names of the tap five execulives if:

10.4. More than 80% of annual gross revenues are from the Federal govemment, and those

revenues are grealer than $25M annually and
10.2. Compensation information is not already available through reporting 1o the SEC.

SO@NDUNA LN

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or awand amendment is made. 2
The Contractor identified In Section 1.3 of the General Provisions agrees 1o comply with the provisions of
The Federal Funding Accountabllity and Transparency Act, Public Lew 109-282 and Public Law 110-252,
and 2 CFR Panl 170 (Reporling Subaward and Executive Compansation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1,11 and 1,12 of the General Provisions
execula the following Certification:

The below named Contractor agrees to provide needed information as outlined above lo the NH
Department of Health and Human Services and to comply with alt applicable provisions of the Federal
Financial Accountabfity and Transparency Acl,

Contraclor Nams;
5/15/20 _ @MM MMM

Date | Tomt Claive Murchie, President

Exhibit W
Contractor Inltiols CJ M
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses tg the
below listed questions are true and accurate.

1. The DUNS number for your entity is: 078319405

2. in your business or organization's preceding compleled fiscal year, did your business or organization
‘receive (1) 80 percent or more of your annual gross revenue in U.S, (ederal conlracts, subcontracts,
keans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 of more in annual
grass revenues from U.S. federal conlracls, subcontracts, loans, grants, subgrants, and/or
cooperalive agreements? ;

X NO _YES

It the answer to #2 above is NO, stop here
If \he answer lo #2 above is YES, please answer the lollowing:

3. Does the public have access to Informalion about the compensation of the execulivés in your
business or organization through pariodic reports filed under seclion 13(d) or 15(d) of the Securilies
Exchange Act of 1934 {15 U.S.C.78m(a)}, 780{d)) or section §104 of the Inlernal Revenue Code of
19867

NO 3 YES
if the answer to #3 above is YES, stop here
If the answer {0 #3 above Is NQ, please answer the lollowing:’

4, The names and compensation of the five most highly compensated cofficers in your busmass or
organization are as follows:

Name:. _ Amount:

Name: Amount:

Name: Amount.

Name: Amount;

Name; ' Amount; ;
Exhibil W Contractor Intals Cj M

CWDHHMION ) Page 20! 2 N Oale ‘52 /5220
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5 Venuor Instructions
Vendor Respcnu Column: Place & "Yes” if the current releate of the Software can fully support ALL the functionality
deéseribed tn the row, without special customization. A "Yes” can only be used if the delivery method is Standard [1ee
delivery method instructions below). Otherwise, enter an "No®; A "No” can only be used with detivery method
future, Custom, or Not Available/Not Proposing (sea delivery method Instructions below).

Criticality Cotumn:

.| () Indicates 3 requirement that is “Mandatory™. The State considers it to be of such great Importance that it myst
be met in order for the proposal to be accepted. if the proposer beligves that there Is something about their propotal
that either obviatas the nesd for this requirement or makes it of kess importance this must be explained within the
comments. The State retains the.right to accept a propoial if the need of the requirement is reduced or eliminated byl
anather feature of the proposal.

{P) Indicates a requirement which is “preferted”. This requirement is considered by the State to be of great
lusetuliness but the tack of this feature Is not considered serious enough to disqualify the proposal.

(O) Inlicates a requirement which is "Optional™. This requirement Is considered by the State to be one which asehull
ar potentially usetull but not a central feature of the Project. .

Delivery Method Column:
Camptete the delivery method uting a Standard, Future, Custom, or Not Availabile/Not Proposing (a3 deflned below)
that indicates how the requirement will be dellvered.

standard - Feature/Functlon Is included in the proposed system and available in the current Software releaie.
Future - Fealuteliunulon}will be avallable In a future retease. (Provide anticlpated defivery date, version, and service
releate in the comment area.}

Custom - FeaturefFunction can be provided with custom modifications. (Respondent must provide estimated hours
and average billing rate or Rat cost for the Software modification in the comment area. These cost estimates should
2dd up to the tota) cost for Software modifications found in the cost summary table in Section X af the RFP).

Not Avallable/Not Proposing + Feature/Function has not been proposed by the Vendor. (Pravide briaf description of
why this functionality was not proposed.)

Comments Column:
For all Delivery Method rejponses Vendors must pravide 3 brief explanation of how the requirement wifl be mat.
Free form text can be entered into this column,

- INSTRUCTIONS
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Service Level Agreement

Severity

Definition

Critical
Respond within 1 hour

Total System failure
Major component is not working
Mission critical impact 10 business function

High

Respond within 4 hours

Associated function not working with no
workaround available
Moderate to severe impact to business function

Medium

Respond within 48 hours

System / {unctional error that can be bypassed
System / functional errors that occur outside
normal routine

Low to moderate impact to business function

Low
Respond within 72 hours

Suggestions (future enhancements)
Possible design problem
Questions :

Low impact to business function/workaround exists
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