
State of New Hampshire
DEPARTMENT OF NATURAL & CULTURAL RESOURCES

DIVISION OF FORESTS & LANDS

172 Pembroke Road Concord, New Hampshire 03301
Phone: 603-271-2214 Fax: 603-271-6488

TDD Access: Relay NH 1-800-735-2964
nhdfl.dncrnh.qov

SeWHAMPSHlRF

April 15,2025

Her Excellency, Govemor Kelly A. Ayotte
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Natural and Cultural Resources, Division of Forests and Lands, to exercise a contract renewal
option with 3sixty Holdings, LLC d/b/a AIS Network (VC#421214), Ashland, VA to increase the price limitation by $83,490
from $114,450 to $197,940 and extending the completion date from June 30,2025, to June 30,2029, effective upon Govemor
and Executive Council approval. The original contract was approved by Govemor and Executive council on September 21,
2022, item #80. 100% Other Funds (Intra-Agency Transfers).

Funds are anticipated to be available in Fiscal Year 2026, 2027 ,2028 and 2029, upon the continued appropriation of funds
in the future operating budget with the authority to adjust encumbrances between fiscal years within the price limitation
through the Budget Office, if needed and justified.

03-035-035-351010-35110000, State Forest Nursery

103-502664 - Contracts for Ops Services
FY 2026 FY 2027

$19,965 $19,965

EXPLANATION

FY 2028

$21,780

FY 2029

$21,780

The Division of Forests and Lands entered a three-year contract with 3sixty Holdings d/b/a AIS Network in 2022 to develop,
maintain, and host an online e-commerce platform for the sale of tree and shmb seedling to the public from self-funded State
Forest Nursery in Boscawen, NH. Prior to this, all Nursery sales were mail-in and faxed order forms which was inefficient
and frustrating for customers. Original contract was approved by Govemor and Executive Council on September 21,2022,
item #80.

Over the past three seasons the e-commerce platform has greatly improved the State Forest Nursery program efficiency and
customer satisfaction by eliminating the need to process mail-in and fax orders and has significantly reduced telephone
inquiries regarding current inventory and order status by providing real time availability of species and instant order
confirmation through the online store. Customer feedback has been very positive, and sales have improved by allowing staff
to offer surplus inventory to the public as it becomes available. The Nursery is also saving several thousands of dollars annually
by shifting from a mailed catalog to a postcard reminding customers to visit the online store.

The Attorney Generals' office reviewed this agreement as to form, substance, and execution.

Respectfully submitted. Concurred,

/

Patrick D. Hackley
Director

Sarah L. Stewart

Commissioner



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax; 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

March 27, 2025

Sarah L. Stewart, Commissioner

Department of Natural and Cultural Resources
State of New Hampshire
172 Pembroke Road

Concord, NH 0330!

Dear Commissioner Stewart:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a contract amendment with 3sixty Holdings D/B/A AIS
Network, as described below and referenced as DolT No. 2022-1 lOA.

The purpose of this request is for the online sale of seedlings to the public from the State
Forest Nursery in Boscawen, NH.

The Total Price Limitation will increase by $83,490 for a New Total Price Limitation of
$197,940, effective upon Governor and Executive Council approval through June 30,2029.

A copy of this letter must accompany Department of Natural and Cultural Resources' submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/jd
DolT #2022-11 OA

cc: Nicole Warren, IT Manager

"Innovative Technologies Today for New Hampshire's Tomorrow"
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

E-COMMERCE SEEDLING SALES

DNCR-2022-110

AMENDMENT Amend A (1)



STATE OF NEW HAMPSHIRE

DEP^TMENT OF NATURAL AND CULTURAL RESOURCES
DolT # 2022-110 E-Commerce Seedling Sales

AMENDMENT Amend A (1)

INTRODUCTION

I

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP DolT #
2022-] 10 on September 21, 2022, Item #80, (herein after referred to as the "Agreement"), 3Sixty Holdin.
g, LLC d//b/a AIS Network (hereinafter referred to as "Contractor" agreed to supply certain services up
on the terms and conditions specified in the Agreement and in consideration of payment by the Departm
ent of Natural and Cultural Resources (hereinafter referred to as the "Department"), certain sums as sped
fied therein;

WHEREAS, pursuant to the Agreement Section 17: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2025 to
June 30, 2029;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $83,490.00 to bring
the total contract price to $197,940.00;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows;

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extending the
Completion Date from June 30, 2025 to June 30, 2029.

2. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $83,490.00 from $114,450.00 to $197,940.00.

3. The Agreement is further amended as described in Table I:

State of NH Contract

Date: 04/11/2025

Contractor's Initials:

Page (/ 2 of 5



STATE OF NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DoIT # 2022-110 E-Commerce Seedling Sales
AMENDMENT Amend A (1)

TABLE I: AMENDMENT DETAILS

ExhibitC

Price and '

Payment
Schedule •

' — AMENDED TEXTj

Section Number

11.13

Amend current table 11.1.3 to add additional FYs 2026 through 2029
as shown below.

11.13 Hosting, Technical Support, Maintenance Pricing

DESCRIPTION FY28 "  FY27 ~FY28 ' ,FY29 . Total

-  .

(12months] i (12 months)
-

(12 months) ̂(l2months) |(48 months)

Front end server: CentOS^ (4) (4)

RAM. 100 GB Standard Storage. Backup,

IDS, pacing senice (quantity 1) $2.64000 $2,640.00 $2,880.00 $Z880.q0 $11,040.00

DatatMse server: OsntOS. (4) (4)

RAM, 100 GB Standard Storage, Backup,

IDS, patching service (quantity 1) $2,640.00 ' $Z640.00j $2,880.00

1

$2,880.00 ' $11,040.00

Hosting operations and maintenance $&600.00 ̂ $6,600.00 $7,mp0_ $7,200.00 1 $27,6^.W

Application operations and maintenance

(Scanning. WordPress updates, etc.) $4,62000 K€aq.oo $5,040.00 $19^00

SSLCertincate $27S00 i $275.00 $300.00 $300.00 ' $^1^.00

Control Panel (quantity 2) $275.00 > $275.00
-

$300.00 $300.00 ; $1,150.00

VPN client(oneuser) $165.00 $1^.00 $180.00 { $180.00; $890.00

Plugins and extensions $i.moo $uoo.oo $1,200.00 ! $1,200.00 '
- • t

$4._600.00_

Payment processing support _ $1,650.00' $1,650.00 $1,800.00 $1,800.00 c $6,900.00

1 (

TOTAL $19,966.00 1 $19,965.00 $21.78a00 1 $21,780.00 ' $83,49a00

State of NH Contract

Date: 04/11/2025

Contractor's Initials:

Page 3 of 5



STATE OF NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DoIT # 2022-110 E-Commerce Seedling Sales
AMENDMENT Amend A (1)

TABLE 2: CONTRACT HISTORY

CONTRACT and;
AMENDMENT.

NUMBER

AMENDMENT

TYPE

C&Ci

APPROVAL

DATE

COMPLETION

DATE

CONTRACT

AMOUNT

DoIT #2022-110 Original
Contract

September 21,
2022, # 80

June 30, 2025 $114,450.00

boIT# 2022-110

Amendment 1

1" Amendment TBD June 30, 2029 $83,490.00

CONTRACT TOTAL $197,940.00.

State of NH Contract

Date: 04/11/2025

Contractor's Initials:

Page 4 of 5



STATE OF NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DoIT # 2022-110 E-Commerce Seedling Sales
AMEI^MENT Amend A (1)

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approv^ date from the Oovemor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

CONTRACTOR

Date: 04/11/2025

Jay Atkinson, CEO
3Sixty Holdings, LLC d/b/a AIS Network

STATE OF NEW HAMPSHIRE

,  Date:

Sarah Stewart, Commissioner
State of New Hampshire
Department of Natural and Cultural Resources

The preceding Amendment, having been reviewed by this o^ce, is approved as to form, substance, and
execution.

Appr9ve4 by the Attorney General

Date:

State of New Hampshire, Department of Justice

I hereby certify that die foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract

Date: o*/^l/2025

Contractor's Initials:

Page U 5 of 5



State of New Hampshire

Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of Stale of the State of New Hampshire, do hereby certify that 3S1XTY HOLDINGS, LLC is

a Virginia Limited Liability Company registered to do business in New Hampshire as AIS NETWORK on June 27, 2022. 1 further

certify that all fees and documents required by the Secretary of State's office have been received and is in good standing as far as

this office is concerned.

Business ID: 905005

Certificate Number; 0007156844

%

Ui

o

Tf-D

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 1 Ith day of April A.D. 2025.

C^QSL-
David M. Scanlan

Secretary of State



(Limited partnership. Limited liability professional
partnership or LLC)

Certificate of Authority # 3

Limited Partnership or LLC Certification of Authority

L  Atkinson, CEO ^ hereby certify that I am the sole Partner, Member or
(Name) 3Sixty Holdings, LLC dba AIS Network

Manager and the sole.officer of a limited liability partnership
(Name ofPartnership or LLC)

under RSA 304-B, a limited liability professional partnership under RSA 304-D, or a limited

liability company under RSA 304-C.

I certify that I am authorized to bind the partnership or LLC. I ftirther certify that it is

understood that the State of New Hampshire will rely on this certificate as evidence that the

person listed above currently occupies the position indicated and that they have full authority

to bind the partnership or LLC and that this authorization shall remain valid for thirty (30)

days from the date of this Corporate Resolution.

DATED: April 11, 2025 ATTEST; . ^
(Name & Title)



>%CO#?D* CERTIFICATE OF LIABILITY INSURANCE DATE (MHOD/yyVY)

04/03/2025

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(le8) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

McArdle & Assoc

101 England Street

Ashland VA 23005

MAMEf''' StaceyWood
iJ^.Hov. (804)79«M255

E-MAIL
Anr«FSS:

IMSURERIS) AFFORDING COVERAGE NAICi

INSURER A: Travelers Casualty Ins Co
IKSUREO

SSIxty Holdings LLC dba AIS Network

PO Box 2082 , .

Ashland VA 23005

INSURER B; Erie Insurance Exchange

INSURER c: Travelers Property Casualty

INSURER o: Charter Oak Fire Ins Co

INSURER E - Travelers Casualty & Surety

INSURER F :

COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
TYPE OF INSURANCE

ADOL SUBR

POLICY NUMBER
POLICY EFF
IMMrtlD/YYYYI

POLICY EXP
/MM/D0/YYYY1 LIMITS

A

X COMMERCIAL GENERAL UABIUTY

E 1 X 1 OCCUR

6809T501543 10/28/2024 10/28/2025

EACH OCCURRENCE s 1000000

CLAIMS-MAC
DAAAAGE TO RENTED

s 1000000

MED EXP (Any ona Deraon) S 5000

PERSONAL & ADV INJURY s 1000000

GENT AGGREGATE UMIT APPLIES PER; GENERAL AGGREGATE S 2000000

X POLICY 1 1 JECT 1 1 LOC
OTHER:

PRODUCTS • COMP/OP AGG S 2000000

s

8

AUTOMOBILE UABiUTY

1

Q11 2630612 11/26/2024 11/26/2025

COMBINED SINGLE LIMIT .
» 1000000

 XX

ANY AUTO BODILY INJURY (Par parson) s

OWNED

AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED BODILY INJURY (Par acddant) s

X
NON-OWNED PROPERTY DAMAGE

/Par acddaml
s

s

C

UMBRELLA LIAB

EXCESS UAB

X OCCUR
CUP9T501580 10/28/2024 10/28/2025

EACH OCCURRENCE S 20000000

CLAIMS-MADE AGGREGATE s 20000000

■ DED X RETENTIONS 5000 s

D

WORKERS COMPENSATION

AND EMPLOYERS'LIABILITY y/N
ANY PROPRIETOR/PARTNER/EXECUTIVE H—1
OFFICER/MEMBER EXCLUDED? J
(Mandatory in NH)
It yas. dasorlbe undor
DESCRIPTION OF OPERATIONS balow

N/A UB9T501567 10/28/2024 10/28/2025

V PER 1 OTH-A STATIITF 1 FR .

E.L. EACH ACCIDENT S 1000000

E.L. DISEASE EA EMPLOYEE s 1000000

E.L. DISEASE POLICY LIMIT s 1000000

E
Crime/Fidelity Coverage

107021370 12/17/2024 12/17/2025

Employee Theft

Employee Theft of

Client Property

5000000

5000000

DESCRIPTION OF OPERATIONS/LOCATIONS/VEHICLES (ACORD 101. Additional RamarXa Schodula, may bo attachad H mora apaca la raquirad)

Technology Errors and Omissions Coverage is in total $20,000,000 with the following carriers at $5,000,000 with each carrier. Hartford #10 IE 0357603-24,
Scottsdale # EKS3549373. Crum & Forster#EOL-241998 and Certain Underwriters at Lloyd's. London #ESM0139803303. This includes $4 million in cyber
coverage as well. Effective dates on professional and cyber are 10/28/24-10/28/25

Certificate holder is include as additional insured in regards to general liablity when required by written contrad.

State of New Hampshire Dept of Natural and Cultural Resource
172 Pembroke Road

1 Concord NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
PROVISIONS.

AUTHORIZED REPRESENTATIVE

Fax:

ACORD 25 (2016/03)

Email: ©1988-2015 ACORD corporation. AII rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE

DEPARTMENT of NATURAL and CULTURAL RESOURCES

DIVISION OF FORESTS AND LANDS

172 Pembroke Road Concord, New Hampshire 03301
Phone: 603-271-2214 Fax: 603-271-6488 www.nhdn.org

August 25. 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Natural and Cultural Resources, Division of Forests and Lands (DFL), to
enter into a contract with 3Sixty Holdings, LLC d/b/a AIS Network, (VC# 421214), Ashland. VA in the
amount of $ 114,450 for the development and implementation of an E-Commerce platform for the online
sale of seedlings to the public from the State Forest Nursery in Boscawen. NH, with the option to renew
for an additional five-year period, effective upon Governor and Council approval through June 30, 2025.
100% Other Funds (Agency income).

Funding is contingent on Governor and Executive Council approval of an accept and expend request fOT
$78,150 included on this agenda and is anticipated to be available in Fiscal Years 2024 and 2025, upon
the continued appropriation of funds in the future operating budget with the authority to adjust
encumbrances between fiscal years within the price limitation throu^ the Budget OfTice, if needed and
justified.

03-035-035-351010-35050000, Management and Protection
FY 2023 FY 2024 FY 2025

103-502664-Contracts for Ops Services $78,150 $18,150 $18,150

EXPLANATION

The purpose of this contract is to support an important public service and a self-funded program revenue
stream and to provide the best possible services for our State Forest Nursery customers. Currently, a
single staff member handles over 2,300 orders received either via mail with an enclosed check, or via
credit card through a secure fax line. An E-Commerce platform will greatly improve the State Forest
Nursery program efficiency and customer satisfaction by eliminating the need to process mail-in and fax
orders and significantly reduce telephone inquiries regarding current inventory and order status by
providing real time availability of species and instant order confirmation.

The DNCR-2022-110 E-Commerce Seedling Sales Contract was developed through the release of the
DNCR-2022-110 E-Commerce Seedling Sales RFP in collaboration with the Department of Information
and Technology (DoIT) to ensure that State standards are being met and that the technical and security
issues that would be essential to the success of the project have been addressed.

The option of contracting with DolT to develop an on-line store for the sale of seedlings was not a viable
option due to the development time, the extensive support required, and the costs involved. (DolT) has
no funding available to accommodate this project.

86



On March 23, 2022, an invitation to submit proposals for developing an E-Commerce Platform System
was posted on the Division of Purchase and Property's website and the Division of Forests and Land's
website. The deadline to submit proposals was May 4, 2022, and three proposals were received and
scored. AISN Network was selected based upon their overall score.

The current request of $78,150 is for the initial development and implementation of the E-Commercc
platform and the pro-rated costs of support and hosting for the remainder of this fiscal year once the
online store goes live. The balance of the contract is the annual support and hosting fees and will be
budgeted in fiscal years 24 and 25 accordingly.

DoIT has approved this contract and the Attorney General's Office has reviewed and approved this
contract as to form, substance, and execution.

Respectfully submitted, Concurred,

Patrick D. Hackley f ^((fah L. Stewart
Director Commissioner



STATE OF NEW HAMPSHIRE

DEPARTMENT of NATURAL imd CULTURAL RESOURCES

Division of Forest and Lands

RFP 2622-110 &<ommerce Seeing Sales Scoring Summary

Name ̂Company State

Scarlog Crfteria and Maximum Points

Total

Score

Total

Cort
Proposed

Software Solnttpn
140 Pts Max)

Tecbnlcal Service

and Project Mgt
120 Pti Max)

Cooperate
QaaUficattodt
ilOPts Max)

Stafting
QualincstioDS

ilOPts'Mat)

Solotieo

Cost

120 Pts Max)

AIS Netwoiic VA 3S47 17.00 10.00 S.00 .  20.00 93.67 $114350

SeverdgB Sportsmco SehiUeiu TN 37J3 19J3 10.00 8.00 11.16 8532 $230,000

CempriM Tecbpolofiea NJ 39.00 19.00 10.00 167 1137 8734 S207380

,

'  , BVALUATION COMMfTTEE MEMBERS

- Name Title Relevant Experlcoce

Nicole Wtnen

IT Lcad/EOS Supervisor, NH Dqttitmenl
of lafonDatkm and Technology

Nicole has managed alMT projects, bidets. RFP'i, RFB's and
contracts for DNCR over last 22 years.

William Outnn.
■Administistor, Forest Management

Bureau

1

William (Will) has worked for the New Hampshire Dhrisioo of Forest
and Lands for 23 years and his been a NH-licensed professiona)
forester for 20 yean. He got his start with the state as a seasonal
employee lifting, grading; and coui^ng seedlings at the State Forest
Nursery. He q>eot mu^ of bis career in the Held as a regional forester
ni«n«ging state rcseTvatioos and other'state-owned lands. He has beat
the administrator of the Forest Management Bureau for the past 6 years
and oversees multiple programs including the tale of tiinber from state
lands, the Fox Research and Demonstration ForesC the US Army Corps
of Engineen flood contibl area management license, the State Forest
Nursery, and the State Lands Wlldltfe Habitat Improvement Program
with tiM New Hampshire Fish and Game Denartmerit.



Patrick Hackley
Director. NH Division of Forests and

Lands

Prior to being appdinted Director of the Division of foiects and Lands
two years ago, Patrick was a Timberiaod Broker and Real Estate
Transaction Manager in the private sector where be donducted
comprehensive valuations on all aspects of land • timber, conservation,
and development; and provided financial analysis for private investors
and land ininagemeni organizations. Patrick has also been a
representative in tbe forest industry trade association promoting the
interests of tbc fciest products industry in the safe, econotmcal,
efficient, and sustainable use.'of forest resources U) mM tbe needs of
tbe wood fiber supply chain through ̂ vate enterprise. Patrick began -
his career as an inditttriat forester for a corporate dmberiand owner of
nearlv 2 million acres in tbe Northeast.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

August 23,2022

Sarah L. Stewart, Commissioner
Department of Natural and Cultural Resources
172 Pembroke Road

Concord, NH 03301

Dear Commissioner Stewart:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a contract with AIS Network of Ashland, VA, as described
below and referenced as DoIT No. 2022-110.

This contract will aid with the online sale of seedlings to the public from the State Forest
Nursery in Boscawen, NH.

This contract includes a not to exceed spend amount of $114,450.00 and shall become effective
upon Governor and Executive Council approval through June 30,2025.

A copy of this letter should acconqwiny your Agency's submission to Governor and Executive
Coimcil for approval.

Sincerely,

Denis Goulet

DG/RA

DoIT #2022-110

cc: Nicole Warren, DoIT - IT Lead

"Innovative Technologies Today for New Hampshire's Tomorrow"



Good morning, Paul,

Regarding the draft;cppy of the proposed single agency contract with AIS Network: The sections related
to merchant card services are acceptable. As stated, /edit^, the Attestation pf Compilann would, need
to be provlded^by the vendor just prior to the "go live" date.

I have kept JPMbrgan Chase apprised of the progress and they are ready to expedite implementation
once the contract bas been approved by G&C

Don Daley

Merchant Card Sen/Ices Administrator

OAS Division of Procurement and Support Services State House Annex, 2S Capitol St. Room 102 Concord,
NH 03301

(603) 271^307
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

E-COMMERCE SEEDLING SALES

DNCR-2022rll0

Template Re\nsi6n VSlO^Septemb^ 8,2021
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DNCR-2022-110 E-COMMERCE SEEDLING SALES
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STATE OF NEW HAMPSHIRE

DEPARTMENT dF NATURAL AND CULTURAL RESOURCES

DNCR-2032-110 E-COMMERCE SEEDLING SALES

STATE OF NEW HAMPSHIRE GCNERAt PROVISIONS • P37

FORM NUMBER R^7 (venioa 12/11/2019)

Ncwtcct' This dgrednem and all of Its otutetunehis shall beoome public upon si^issloh to Governor'
and Executive Council for epprovo). Any foforrnalion.lhatispriyat^oonndchtial or
proprietary roust be clearly Identified to the agency and agrc^ to in Milting prior to signing
thc.contraa. ''

AGREEMENT .

The State of New Hampshire-^-ilfo Contractor hereby-mutually agree as follo^:

GENERAL PROVISIONS

IDENTIFICATION;

L | Sute Agenqir Nanie

Debahmcffi of Natural and Culunt Resources

1.2 State Agency Address

172 Pemtaoke Reed

t;3 Contractor Name

ISixlv HnMlnjfs. LLC d/h/n MgNrtwnHc

1.4 Contractor Addr^ . '

PC Box 2082 Athland. VA 23003 .

I..5 Contractor Phone

Number

MBin:847-202-l400 '

Rroicci: li88.57«>.2476 -

1.6 Accourtt Number

35OSOO0O-1O3

1.7 ComplAion'Date

June 3d. 2023

1.8 Price Limitation

SI 14.430.00

1

1.9 Contrnctlrigpfficerrof State Agency

WiMiam Guinn

1.10 Static Agency Telephone.Number

(603)271-2214

l.ll Conti^orSiimB^

SlbM/L

1.12 Nameiand Title of Coritractor Signatory

J^ Atkinson.

l.p iState Ajpef^ignatiire

iJU.

1.14^ Name andTliieofState Agency Signatory
Sarah &ew^ CorrlmissicmrDNCR

•^5 Approval ̂  the N.H. Depahmertt of Adrnlnistration, Oiyisionof Penonnel/^^/icdb/e)

By: ■ ;blitciw,.On:!

-1.16 Approvarby the Attorn^ General (Form, Substann.and Executiort);fl/qpp//coA/e^

Bv: On: 97^20^. '
1.17 Approval by the Governor and Executive Coimdl (IfappHociAie)

GACItem number OftC Meeting Date:

4 of 73
Cbiilrectbr iQitlitls:
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2. SERVICES TO BE PERFORMED. The Stete of New
Hampihire, acting through the agency identified in block 1.1:
("State**), engages- contractor identified in block 1.3
("Cohtractor'O to pdforin. and the Contractor sKairperfonn,
Ae. woik or sale: of goods, or bodi, identifi^ ^re'
particularly described in the attached EXHIBIT B which is
incorpofated herein by reference C'Services'O;

3. EFFECTIVE DATE/COMPLEtlON OF SERVICES.
3.1 Notwith^ding any proyition of diU Agreement to the
contr^, and subject to the approval of the Govmor ̂
Exttutive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
bereunder, shall become eHiectiye on the date the Oovemor
and Executive Council approve this Agmrhent as indicated
in block 1.17, unless no s^ approval is required, in which
case the. Agreement sbali become effective on die date the
AgfMment is signed by the State Agency as shown in block
1.13 C'Effective Date").
3.2 If the Contractor commences the Services prior b the
Effective Date, all Services performed by the Contractor
prior b the Effective Date shall be performed at the sole risk
of the Contractor^ and in the event t^t this A^nneht does
not become effective, the State shall have no liability to the
^ntraC^, including without limitation, any obligation, to
pay the Contractor for any costs incurred or 'Ser>nces
pe^oimed; Contractor must complete all Services by the
Completion Dab si^ified in block 1.7.

4. CONOmONAL NATURE OF AGRE^ENT.
Notwithstanding any provision of this AgT^jn^t to be
conti^, all obligations of t^ State hoeunder, including,
without limitation, the continuance Of payments hereunder,
are icontiiigent upon the availabili^ and. .continued
appropriation of tods ̂ affected by .any state or federal
legislative of exeimtive actitm that^rediic^ elimiutdl i^
;^ehviro, .modiffes 'the ^propriatiph. .or-ayailability of
funding for this Agreement' wd the Scope ;f6r Seryijres
provi<l^ in EXHIBITB, m'wbole or in part In no event s^
the'Stare ̂  liable for any paymrats hereunder . in excess of
such available appropriate tiimds. In the eent of a reduction
or termination of apprc^riat^ ftinds, the Sure shall have'the

if and shall have the righfre r«iuce or~tennmate"tib
Services under this Agroemeh.t immediately;upqii giving;ihe
CqntractoriMtice'of such reduction or termination.- The State
fhwii not be required to transfer ftmds from any other account
'or source b 'the Account identified in' block 1.6 b.the event
itods inithat Account are reduced or unavailable;,

5. CONTRACT PRICE/PRICE LIMITATION/PAYMENT.

S;1 The contract price, method ofpayment, and bnns of payment
are identified and more par^l^y described in EXHIBIT
which is incorporated herein by reference.
5.2 The payment by the State of the eontiact price, sbnll be iht.
only ̂  tbe complete reimbursement .to the Contracbr for all
expenses, of whaler nature incurred by the Contracbr in the
performance hereof, and shall be tbe only and the complete
cdmpehsation to the Contrector for the Services. The State shall
have no liability b the Contractor other than the contract price.
5.3 The State reserves the right to offret from any amounts .
btherwi^ payable b tbe Contractor under ̂  Agreemenf those
■liquidated amounts required or permitted by .N.H. RSA 80:7
throu^ RSA 80:7-c or any otiver provirion of law.
5.4 Nctwithstahdihg any provision in this ..Agreement to the
coQtivy, .and notvrithstatong unexpected circumstiBnces,.in po,
event shsiil the total of all payments autiiori^, or actually made
hereui^er, exceed the Price Limitation set forth'in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.
6.1 In rannection with tbe perfpmiance of the Seryk^ the
Contractor ihall comply with -all appliMbje statutes, laws,
regulations, and orders of f^eral, state, county or municipal

.authorities which impose tby obligation or duty upon the
Contractor, including, but not limited b, :civil -ri^ts a^ equal
employment opporttmity laws. In addition, if this Agrpemeht ts
fuiided in any part by monies of the United StatM;'the Cphtractpr.
shall comply with all federal executive ordersi rules, regulatioiu
and statutes, and with any ruleSi reflations and guidelines as the
State or the United States issue to implement these regulations,
the Conlnctor shall.also comply with alt. applicable intellecbal
property laws.
6.2 EXi^.the term of this Agioement,. to Cdntfactbr shall.to
discriminate agaihrtl employees* of ajfliomts fdf, emplbyrnirat
bixa^rofrece;.Mlpf,'religto cr^ af*.;iM,<handk^,^^
orientation, or national origin and yrill take affinnatiye action
prevent such discrimination.
6.3. The-Contracbr agrees to peiniitTthe Stete or Unibd States
access b any of the Contrecbr'i books; records and accounts for
the purpose of ascertaining compliance with all mlin, reflations
and bfd^ and the cdvehrats; brim ud Mridilidhs'of this
Agreerrirat.

7. PERSONNEL
7.1 The Contractor shall at its own expense provide all personnel
necessaiy.b perform the Services. The'Contractor warrants that all
personnel engaged in the Services shall.be qtffied b^rfofiri.the

. rJMA .8/25/2022Contractor Initials:
•Date:
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Services, and shell be properly licensed and otherwise authorized
to do so imder all applicable laws.
7.2 Unless otherwise authorized in writing, during the term of this
Agreement, ud for a period ofsix'(6) months after the Completioo
Date in block 1.7, ̂  Contnictor shall riot hir^ and shall not permit
any subwntracmr^or other poson, firm or coippratibn with whom
it is engaged in a combined effort to.perform die Services to hire,
any person who is a State employee or official, who is materially
involved in' the procurement, administration orperformance ofthis
Agreement, This provision shall survive tenninatioo of this
Agreemrat.
7.3 The ̂ ntrecting OfRcer specih^ in block 1.9, or his or her
accessor, shall be the State 's ̂ resentttive. . [n the event of any
dispute concerning tht in^retation of this Agreement, tte
Contracting Officer's decirion shall be final for the State.

8. EVENT OF DEFAULT/REMSpiES.
*8.1 Any pne or omre of the following.acts or omissions of
Contractor shall constitute an event of default hereunder ("Event
ofbe'fault'O: ■
6.1.1 ̂ lure to perform the Services s^factonTy or on schedule;
8.1.2 failure to submitany r^h required hereuhder, and/of
8.1.3 ftiliire to peHbrm'any other covenant, term orcoridition of
this Agreement
8.2 Upon the occurrence .of any Event of Default, the State may
take anyone; or more; or all, of the following actions:

' 8.-2.1 give the Contractor a'written notice specifying the-;Eveni of
Default and requiring it to be remedied within, in the absence of a
greater or lesser qiecification of time, thirty (30) days from the
date of the Dotice;-.ahd if the Event of Default is nbt 'tiniely cured,
terminate this Agiiement, e^cctive.twp (2).dayS after giving the
^Dtractor nptice of termination;
8.2.2 give the Contractor a .written-notice spMifying the Event of-
'Default and: spending; all payments to be made under this
Agreement a^ ordering that the portion.of .the contraa price
whiebwould otherwise accrue tolhe Contr^tor tbiring the period
'from the date of such notiM untii'such'tinie' as the' State deteifriinSM
that die Confrictor Ku'cured the Evmt ofDefaiilt shall riever?bc

pMid^to^thclCdritractbr; . . _ . . • ..
^8.2.3 give ̂ e ContrectprVvmttim ootiM sproifying'.Ae'E^

tp the Contractor any damages thc.State mffen by reason of any
Event of DefuilU an^or ^
8.2.4 give the Cbnoactor rwritten notiee-spMifying the-Event of
Default, troat (he Agredhienl as breached; briminate'lhe Agreemmt
and pmsue any. of its.imedies.at law or in eqiu|ty,'or both.
8.3. Np foihire by die State to enforce ahyprovisk)tu:bei^
any iSyent pf Default shrii be deoried a'waiver of its r^ts widi
jreganl.'to: that Event .of iDefkiil^^ or :aiiy' subsequent lEvent of
Defiuilt. No express fulure to enforce any.Eventof Default shall

be deemed a waiver of the right of the State to eiiforce each and
all of the provisions hereof upoo any furtbd'' of other Event of
f>cfouU on the part of die Contractor.

9. TERMINATION.

9.1 Notwithstanding parag^h. 8, the-State may, at its role
discretion, termixiate the A^rement for any reason, in whole or in
part, by thirty .(30):days written notice.'to the Contractor that the
State u exercising its option to terrniriate-the-AgreemenL ^
9.2 In the event of an early tenri inatiori of this Agreemoit fbr any
reason'other than;the completion of the Service^ tfae'Contrector
thaU, at the State's discretion..deliver to'the Coi^racting Officer,
not. later than fifteen (IS) days affer the date of termmation, a
report (termination^ R.qror(*0 describing in detail 'all 'Services
poformed, and the co'iitiact price earned, to' arid including'the date
of tenriinatibo. The form, subject 'matter, contmt, arid mmiber of
copies ofthe T^iriatipri Repbit be idnitical to those of any
Find. Rqiort.d^ribed in the atuch^ EXHIBIT B. In addition, at
the State's discretion; the Contractor shall, within IS days ofnotice
of early termination, develop and submit to the State a Transition
Plan for services under the Agreement,

10. DATA/ACCESS/CONFlDENTlALrrY/

PRESERVATIpN: ^ -
10.1 As us^ in this Agreeirient, the word "t^ta" shall rneafi'alt
irifofmiatioo and things developed or obtained during the
performance of; or acquired or developed by reason of;- this
Agreement, including, but not limited to, all studies, report^ files,
formulae, surveys, n^s; charts, sound recording video
recdrdihgs, pictorial itproduotions, drawings, analyses, graphic
representations, computer ptpgpfain^ romputef priritbuts, notes,
letters, memorwda, papers; and dqcwnents, all y^tha finished
or-unfinished.

10.2. AU ̂ta arid any pn^>erty which has:been received;from (be
State or purchased with ftimds.provided for that purpose under this
Agreement, shall be thcproper^ of the State, ai^ ̂ 11 be returned
to 'the State upon demantl or upon terminatibii brihis Agfedrierit
fbf:a^reasb'ii.
ip.3;Cor^drotiaIity^CdamshiUl.b!C.gbycrried>y R
cl^ter,9l-A Of bthe^exis law. pirol<»ure'6f data'^ui^
prior wntten'aj^roval bf^'JStiUe.

n. CONTlUCTOR*S I^I^TION TO T^ In the
performance of this Xgreerndit the Coritractor is in aU'respects an
independent contractor; aridisneitb^'aoegeritDbrah^^plbyee'bf
the State. Neither the .Contractor nor '.uiy of la bfftcers,
ciriployees, agena or m'embdrs shall have authbrity'to bind ̂
Sate or receive imy' benefits,- workers' cpiiipen^oii or other
■moiumenu providedby the Stiaa to:ia-emplbyees.

Pnge'6.of 73
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12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (IS) days prior to the
assignment, and a written consent of the State. For purposes of this
paragraph, a Change of Control shall constitute assignment.
Xhange of Control" means (a) merger, consolidation, or a
transaction or series of related transactions in which a third party,
together with its afHliates, becomes the direct or indirect owner of
fiffy percent (50%) or more of the voting shares or similar equity
interests, or combined voting power of the Contractor, or (b) the
sale of all or substantially all of the assets of the Contractor
12.2 None of the Services shall be subcontracted by the Contractor
without prior written notice and consent of the State. The State is
entitled to copies of all subcontracts and assignment agreements
and shall not be bound by any provisions contained in a
subcontract or an assipuneni agrMment to which it is not a party.

13. INDEMNIFICATION. Unless otherwise exempted by law.
the Contractor shall indemnify and hold haimless the State, its
officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the
Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not-be
liable for any costs incurred by the Contractor arising under this
paragr^h 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 ̂ 11 survive the termination
of this Agreement.

14. INSURANCE

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any subcontractor
or assignee to obtain and maintain in force, the following
insurance:

14.1.1 commercial general lli^ility insurance i^ainst all claims of
bodily injury, death or pn^>erty damage, in amounts of not less
than $1,000,(XX) per occurrence and $2,000,000 aggregate or
excess; and
14.1.2 special cause of loss coverage form covering all property
subject to sut^aragraph 10.2 herein, in an amount not less than
'80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Dq)Brtment of Insurance, and issued,
by insurers licens^ in the State of New Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identifted in block 1.9, or his or bcr successor, a certiricate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting O^icer identified
in block 1.9, or his or her successor, certificate(8) of insiuance for
all renewal(s) of insurance required under this Agreement no later
than ten (10) days prior to the expiruion date of each insunmce
policy. The certificate(s) of insurance and any renewals thereof
sbaii be attach^ and are incorporated herein by reference.

15. WORKERS* COMPENSATION.

15.1 By signing this agreonent, the Contractor agrees, certifies
and wanants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A ("Workers'
Compensation ").
15.2 To the extent the Contrwtor is subject to the requirements of
N.H. RSA chapter 281-A Contractor shall maintain, and require
any subcontractor or assignee to secure and maintain, payment of
Workers' Compensation in connection with activities which the
penon proposes to undertake pursuant to this Agreement. The
Contractor shall furnish the Contracting Officer identified in block
1.9, or his or her successor, proof of Workers' Compensation in
the manner described in N.H. RSA chapter 281 ̂A and any
applicable renewal(s) thereof wdiich shall be attached and are
incorporated herein by reference. The St^e shall not be
responsible for payment of any Workers' Compensation premiums
or for any other claim or benefit for Contractor, or any
subcontractor or employee of Contractor, which mi^t arise under
applicable Stiue ofNew Hampshire Workers' Compensation laws
in connection with the performance of the Services under this^
Agreement

16. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have been duly delivered or given at the time of
mailing by certified ihail, postage prepaid, in a United States Post
Office addressed to the parties at t^ addresses given in blocks 1.2
and 1.4, herein.

17. AMENDNUINT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment, waiver
or discharge by the Governor and Executive Council of the State
of New Hampshire unl^ no such approval is required under the
circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpret^ and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording

Page 7 of 73
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chosen by the parties to .express their mutual intent, and no rule of
constructioii shall be iappli^ against or. to, favor ofany party. Any
^tidhs arisihg out of this Agreeihrat shall, be- brought Bhd
maintain^ in New Hampshire St^ierior Court which shall fuve
exclusive jurisdiction thereof

19. CONFLICTING TERMS. In the event of a-cooflict between

the.totns of this P-37 form (as modified in.EXHIBIT A) and/or
attachments and amendment thereof the terrns of the' P-37 ,(as
modified in EXIUBIT A) shall control.

io. THIRD PARTIES. The f^ies hereto do not intend to benefit
any third parties.and this Agreement shall not be constraed to
confer any such benefit.

21; HIDINGS: The headings throughout the Agfeemetit are
for referrace purposes only, and the wo^ contained therein shall
in -DO u«y be held to explain, modify, amplify or aid in the

interpretation, constructioD or meaning of the provisions of this
Agreement

22. SPECIAL PRPVISI6n& AdditionBi or modifyihg
provisions sd forth in the attached E3U11BIT A are incprpoi^d
herein by reference.

23. SEVERABILITy. to the event any of the provisions of this
Agreement are held by a court of competed juiisdicdon to be
contrary to any state or federal law, the remaihthg proyiisipns of
this Agreement will remain in full fot^ ajkl..efr^

24. ENTIRE AGREEMENT. This Agreemrat, which may be
executed in a number of counterjMJts, each of whi^ - shall be
deemed an original, constitutes the entire agreement and
understanding betwera the parries, and stipdsedes all ^df
agreements and understandings with respect to'the subject matter
hereof.

JMA 8/25/2022
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EXHIBIT A - SPECIAL PROVISIONS

The tenns outlined in the P>37 General Provisions are mc^ed as set forth below:

A.1 ^ Provision 3, Effective Date/Completion of Services, is updated with the following
addition:

33 The Term may be extended up to Five (5) yearsfs), {*'Extcnded Term") at the sole
option of the State, subject to the parties prior written Agreement on applicable fees
for each extended'Term, up to but not beyond June 30, 2030, under the same terms
and conditions, subject to approval of the Governor and Executive Coimcil.

A.2 Provision 5, Contract Price/Price Limitation/ Payment, is updated with the following
addition:

5.5 The State's liability under this Agreement shall be limited to monetary daniages not
to exceed the contract price pursuant to Paragraph 5.2. Tlie Contractor agrees that it
has an adequate remedy at law for any breach of this Agreement by the State and
hereby waives any right to specific performance or other equitable remedies against
the State. Subject to applicable laws and regulations, in no event sh^l the State be
liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein contained shall be deemed
to constitute a waiver of the sovereign immunity of the State, which immunity is
hereby reserved to the State.

A3 Provision 8, Event of Default/Remedies, (s updated with the following addition:

8.2.5 give the Contractor a written notice specifying the event of Default, terminate the
agreement as breached, and procure Services.that are the subject of the Contract from
another source and Contractor shall be liable for reimbursing the State for the
replacement Services, and all administrative"costs diroctly related to the replacement
of the Contract and procuring the Services from another source, such as costs , of
competitive bidding, mailing, advertising, applicable fros, charges or penalties, and
staff time costs; all of which shall be subject to the limitations of liability set forth in
the Contract.

A4 Provlrion 9, Terminatloo, Is deleted and replaced with the. following:

9. TERMINATION

9.1 Notwithstanding paragraph 8, the State may, at Its sole discretion, and with written
notice, terminate the Agreement for any reason, in whole or in part. In the event of
such termination, the Contractor shall immediately stop all work bereunder and shall
immediately cause any and all of its suppliers and subcontractors to cease work. The
State shall be liable for cost of all Services and Deliverables for which Acceptance has
been given by the State, provided through the date of termination but will not be liable
for any costs for incomplete Services or winding down the Contract activities. The

Con°tr!ct"niti.l,: JMA 8/25/2022
Date:
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Cpnti^tor shall not be paid for any work performed or co^ incurred which.
reasonably could have been avoided.

9^ Tcnxiinatioii Procedure

9.2.1 Upon termination of the Conti^t, the Statc» in addition'to any other rights
provided in the Contract,, may require Cpnanctpr to deliver to the State any
property, includijig widiout limitation, SPfh^e ud Written Deliverables, for
su^ part of the Conhact as has been terminated.

9J.2 Alter receipt of a notice of termination, and except as otherwise;directed by
the State, Contractor slull:

a. Stop work under the Coiitract.on the date, and to the extent specified,
in the notice;

b. Promptly, but in no event longer than ten (10) days after termination,
terminate its orders and subranUacts related to the work which has

been terminated, and seftle all putsUnding liabilities and. all claims
arising oiit of siich tertnihatioh-of Prd^ and subcontracts, with the
approval or ratification of the State to the extent required, v^ch
approval or ratification shall be firuU'for the purpose of this Section;

c. Tjjce siich action as the State directs; pr as necessary m preserve and
protect.the property related to the Contract which is in the possession
ofConhtctor and in which the.State has tm interest;

d. Take no action to intentionally erase any State data until directed by
die State;

e. Transfer title to the State'and deliver in'the manner, at the times, and
to the extent directed by tbe-State,:any property which is required to
be ftumshed to the State and which has been accepted or requested by
dicSiaic;

f. Implement art oideriy return of State data in a< CSV or another
mutually agreeable fomat at a time agreed to by the (^es;

g. Securely dispose/destroy of allrequested data'in all of itis forms, such
as di^ CD./ pyD.Tbacinip ̂ ^^-paper^ when'reque^ by the
State; ;Data shall te penntoentiy^deiet^iudsl^l.hptl^ recoyei^je,
accoidif^to Natibh^.lh^tirtciofrStandardsahd TMhholo^ (NISI^^
Special iKiblication (SP)>8bM8 approved methods. Ce^ficates of
des^ction shall be prpvidedftp the State; and

b. Ihovide written' Certification .ito. the State, that Contractor has

allState data.

'9l24 If the i^ntract has, expired, or termin^ed primip tHe CompleHoo-Date, for
!any reason,'the ConiTactpr shall prpvide,Tor^a;period up tp'ninety (90) days
afto the. expiratioh..or timination, all tiahsitibn seWices'requested by the
State, at no additional cbs^ to ̂ IPw for.tbe'^iin^ dr^ermiiuited poriioh of
the Servi^ to continue wi^out intoruptibn or^eise efrMVand to facilitate

:Pagel0.of73 " ' : . .
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the orderiy transfer of such Services to tbe State or its designees CTra^ition
Services**).

9.2.4 This covenant in paragraph 9 shall survive the termination of this Contract

A.S Provision 10, Data/Accesa/ConfidebtiaUty^reservatioii, Is update with the fpllowing
addidoo:

10.4 In performing its obligations under this Agreement, Contractor may gain access to
Confidential Information of the State. Confidential Information includes any -and all
information own^ or managed.!^ the State of NH - created, received from or on
behalf of any Agency of the Stote or accessed in the course of performihg.contrected
Services - of which cbllectioh, .disclosure, protection, and.dispositipn is governed by
^te or federal law of regulation. This ihfoimatibn includes, but is hot limited tol
Fronted Health Ihfonhation (PHI), Personally Identifiable lofoimation (PIOi
Personal Fuianci^ Infp^tion (PFO; Federal .Tax.Infonitetipn (FTI), Social Se^ty
Numbers (SSl^, Parent Caid todustry (ICI)> >'t^ pf 0^6r sensitive and Confibeotial
Information, tlie Cootfi^tbf sl^l nbt use the CpiifideDtial Infdrmatioh develop or
obtained during the performance of, or acquired, or developed by reason of-the
Agre^eht, except-as diipctly connected to and necess^ for the performance of the
Agjdment Contractor shiall maintain the confidentiali^ of ar^ protect, ffpm

.  unauthorized use, di^lbsiire, publication, and reproduction (collectively "release"),,
all Confidential Information.

10.4.1 Ini the event of the iinauthoiized relea^ of Confidential Ihformation,
Contractor shall immediately notify the State*s.Infoimation Securi^ OrficCT,
and the State inay inimediately be entitled to pursue, any rehiedy at law and in
equity, including, but noHimited to, injunctive relief.

Ip.S Subject toppplicabje'federai or State laws ̂  regulations^ Confidential Infomatiqn
shall hpt include infbrmiation'wbich:

a. shall have otherwise become publicly, available other than as a result of disclosure
by the iVMi\Hi^'Par^.'in breach hereof;

'  b. wu ^tp^toe rê j^yi^ Party^pq^a npn^tifidenti^ l^is .frqin a roum
other towi: .die diMjosing, Pirty, which the reccmhg Party bblie\^ is'not
pTbhibited;frbm(disclosing;such:ihfoim as a'result bf ah bbli^tion'in favor
of the disclpsirig Parity;

c. is develop' by'die treMivihg Party 'independj^y bf, or was known by dte
receiving .Puity'pnorlpr&ny't^ibsure ofsu^iofortnatipnn^
Party; or • .

.d. is disclp^;vrit4dteymttep;cpnreid'0^^
10.6 A receiving Party .^tolnuy .discios^e ̂ e, ditolpsing P^*s Confidendal Lnfp^tipp:

, to th'e.exteht.requiM.by.an onler.of a couit_of competent Jurisdiction; disclosure
- bf the Coofidmtiai;ihfbimatibh.8h^l require the/pnbf vrfitten ;apptpval pf.the State.
Contractor shall iimnediately notify the State if.any request, subpbeiia or other legal;
proc^ is seived;uppn Cpptwtbrviregardmg .die Ctmfi^t^ Information, and

p»gc;n_of,73; jmAi8/?5/2022,
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Contractor shall cooperate with the State in any effort the State undertakes to contest
the request, sub^na or other legal process, at no ad^tional cost to the State.

10.7 Contractor Confidential Information. Contractor shall clearly identify in vmting all
information it claims to be confidential or proprietary upon providing such
infcnmation to the State. For the purposes of complying with its legal obligations, the
State is under no obligation to accept the Contractor's designation of material as
confidential. Contractor acknowledges that the State is subject to State and federal
laws governing disclosure of information including, but not limited to, Chapter
91-A. In the event the State receives a request for the inforrnation identified by
Contractor as confidential, the State shall notify Contractor and specify the date the
State will be releasing the requested information. At the request of the State,
Contractor shall cooperate and assist the State with the collection and review of
Contractor's information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be Contractor's sole responsibility and at
Contractor's sole expense. If Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State's
notice to Contractor, without any liability to the State.

10.8 This covenant in paragraph 10 shall survive the termination of this Contract.

A.6 Provision 12, AssfgnmcDt/Delegation/Subcontracts, is updated with the following
addition:

12.3 In the event that Contractor should change ownership for any reason whatsoever that
results in a change of control of the Contractor, the State shall have the option of:

a. continuing under the Agreement with Contractor, its successes or assigns for the
full remaining Term of the Agreement or for such period of time as determined
necessary by the State;

b. immediately terminate the Agreeinent without liability to or further compensation
owed to Contractor, its successors or assigns.

A.7 The following Provisions are added and made part of the P37:

25. FORCE MAJEURE

25.1 Neither Contractor nor the State shall be responsible for delays or failures in
perfbnnance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, riots, and acts of War, epidemics, acts of Government, fire,
power failures, nuclear accidents, earthquakes, and unusually severe weather.

25.2 Except in the event of the foregoing, Force Majeure events shall not include the
Contractor's inability to hire or provide personnel needed for the Contractor's
performance under the Contract. <

•  JMA 8/25/2022
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26. EXmBITS/ATTACHMENTS •

The Exhibits and Attachments referrBd to in and arched to ̂ e.Copffact are incorporated
by reference as if fully .included in the text of the Contract.

27. NQN-EXCLUSIVE CONTRACT

The Sute reserves the rights at.its dikretion, to rttain other Ven^rs to provide any of the
. Seivtces or Deliverable idratified linder this Agreement.. Contractor shall m^e best efforts
to coordinate woric with all other State vended p^dnihing Service which relate to the work
or Deliverables set forth in the Agreement. The State intrads to use; whenever possible,
exis^g Software and hardware contracts to acquire supporting Software and hardware.

28^ GbVERNhffiNT APPROVALS

Contractor shall obtain all necessary and ̂ plicable re^latbry; or other gdvenunental'
tqiprovals necessary to perform its obligations undn the Contract. .

29. ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text within this agre^ent, the
foUowing OfdCT of Precedence shall govern:

i. State of New Hampshire, Department of Natural imd Cultural Resouites Contract
Agreement DNCR-2022-110

ii. State of New Hampshire. DN'CR-2022-1!OE-COMMHICE SEEDLING SALES,
RFP.

iii. Contractor Proposal Response to DNCR-2022-1 10 E-COMMERCE SEEDLING
SALES, May 2. 2022

i  iv. Additional Contractor Provided Documents:(SM Exhibit G)

Date:. -
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BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

EXHIBrr B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

*

The Statement of Work. Business and Technica) Requirements, and Deliverables are set forth below:

1. STATEMENT OF WORK

The Solution shall provide the Division of Forests and Lands State Forest Nursery with a
mechanism to offer and sell seedlings to the public, accept credit card payments, track invmtory
by species and age and generate required reports.

Contractor must not collect and remit sales taxes of other states on purchases made on the website.

• The Solution shall go live and be fully functional by November 15,2022.
• The Solution shall be a Ontractor hosted website.

• The Solution shall have a look and setup similar to the NH State Forest Nursery Catalog
and shall include all species, ages and products offered in the catalog, with the ability
to add additional species/products.

• The Solution shall also provide the ability to sell odier merchandise in the future.
• Each species or product on the online store shall have a picture that can be easily

changed by DFL staff.
• The Solution shall have a shopping cart that clearly shows the customer order total,

including customizable shipping costs based on order.totals and zip code zones provided
by DFL.

• The Solution shall create a complete customer database which would include a field to'
capture a request for a physical catalog based on customer opt-in (check box in shopping
cart).

• The Solution shall provide a real time inventory of each species (by ages) visible to
customers and a back-end that allows Nursery staff to add additional stock that becomes
available, and the removal of stock and receipt of other revenue (cash or check) from
onsite sales.

• The back-end shall provide the ability to query customers by name to allow DFL staff
to gatho' orders from the walk-in cooler using a band held tablet (Android/IOS).

• The back-end shall have secunty access based on user roles.

• The Solution slull track revenue from both sales and shipping; and generate the required
reports and export report data to Excel/CSV.

• The Solution shall have the ability to create additional customized reports and export
data to Excel/CSV.

2. BUSINESS / TECHNICAL REQUIREMENTS

Business and Technical Requirements are identified in Exhibit G: Attachment 1

2.1 Compliance Requirements
Contractor agrees to supply the current status of Contractor's PCI DSS compliance, and evidence
of its most recent validation of compliance prior to go live of the E-commerce Seedling Sales

Page 14 of73 8/25/2022
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Solution to Department of Natural and Cultural Resources. Contractor must supply to Department
of Natural .and Cultural Resources an Attestation of compliance at least annually and upon request.

3. ACTIVITY. DELIVERABLE, AND MILESTONE

Table B-3: Deliverables

DELIVERABLES

ACTIVITY. DELIVERABLE, OR MILESTONE
DELIVERABLE

TYPE

PIANNING AND PROJECT MANAGEMENT

1 Conduct Project KickofT Meeting Non-Softwars

2 Work Plan Written

3 Project Status Reports Written

4
Infrastructure Plan, Including Desktop and Network Configuration
Requirements

Written

5 Security Plan Written

6 Communications and Change Management Plan. Written

7 Software Configuration Plan Written

8 Systems Interface Plan and Design/Capability Written

9 Testing Plan Written

10 Data Conversion (Migration) Plan and Design Written

11 Deployment Plan Written

12 Comprehensive Training Plan and Curriculum Written

13 End User Support Plan Written.

14 Business Continuity Plan Written.

15 Documentation of Operational Procedures Written

INSTALLATION

16 Provide Software Licenses If needed Written

ige 15 of 73 8/25/2022
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.17 Provide Fiilly Tested Data Conversion Software. Software

18
Provide Softvvare Installed. .Configured and Operational to Satisfy State
ReKiuirements

Software

TESTINO

19 Conduct Integration Toting Non-^Spftwere

20 Conduct User Acceptance Testing Non-Software
f

21 Perform Productlpn Te^ NortrSoftware

22 Test Inbound and Out-Boiind Interfaces Software

23 Conduct System Performance (Loa^StressyTesting NofWSoftwaire

24 ^ Certification of Penetration Testing and Application Vuirierability

Scanning.
Npn-$oftware

SYSTEM DEPLOYMENT

25 Converted Data Loaded into Production Envli^ment Software

26 Provide Tools for Backup and Recovery of ail Appllcations artd pate Software.

27 Cdrkfuct Training NortrSoftware

28 Cutpver to Nevy Softvyare NorvSoftware

29 Proyide.Documentation Written

30 Execute.Secudty Plan . Non^^Soflware'

31 iConduct Project. Exit Meeting . Npn-%)ft^re

OPERATIONS

QiisplnQ H^Ing Support ' ^ Non^Software

33 Ongoing Support & Maintenance . Software

34
Contractor must supply to DNCR an Attestation of Cornpilance at
least .annualty and up^ Written

Page 16 of73 ^JMA.8/25/2022
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4. DELIVERABLE REVIEW AND ACCEPTANCE

4.1 Noi^fhvare ah4 Written DeUverables Review and AcceptADM
A The .CoDtra^r shall provide a Cenificatiop that a oon-Mftware, written deliverable
(such as the Tert Plan) is final, complete, and r^y for Review. After rccci\ang such
Certification from the Contractor,! the State will Review the belivcrable to dctcnhine
whethCT it m»ts the requirements outiined in this Exhibit The. StaJte will notify the
Contractor in writing of its Acceptance or rejection of. the E^liverable, or its partial or
conditional Accq>tance of the peliyerablej with^ five (5) business,days-of tte State's
receipt of the Cohtnctof's vvritteh Ceirification; prb^de^ that if the State determines that
the State.needs more than five (S) days, then the State shall be entitled.to ah extehslbh of
up to M additional ten (10) business da)^ If the State reji^'the Deliverable or uy portion
of the Deliv^bl.e,'dt if any Accepttnce by the State is conditioned upon compledoh of any
related matter, then the'State shaJl.nptify the Con^hctor of the nahire and plus of the
Deficiency, or the tenhs of fife cdiklitidhi^ Acc^tance, a^ the Contractor shall cdrrwt the]
Deficiency or resolve the condition ito Acceptance witfain the period idehtifiiad izTthe Wbiic
Plan. If no period for jhc dpntractor's correction of the Deliverable or resolution of
condition iS. identified the Cohtiactbr shall correct the Deficiency in the Delivoable or
•resolve the condition withiivfive (5) biisihess days orauch longer ̂ riod as the. State (iii its
sole discrehon) may agree; Upon receipt of the corrected Deliveiible, the State shall have
five;(5) busings days to reyiew the Deliverable and notify the Contractor of its Acceptance,
Acceptance in part, conditional Accep|^nce{ .or rejection thereof, with the.option to extend
the Reyiew Period up to' five (5) additional busihe^ days, or mutually agreed upon
timeframe. If the.Contiactor fails to correct die .Deficiency witHiii the allotted.period,.the.
State may, at its option, conHhiie reviewing the Deliverable and require the Contractor to
continue.untii the Deficiency iacorrected, or inmiediately tertnint^ the Contn^ d^lare
the Cooitractbr in default, and or pursue lb remedies at law arid in equity.

4.2 Softwaia DeUvcrablei Reviewind Aeceptahce
System/Software Te^hg ahd.Ac^tanc'e shall be performed as foith in t^Te^Tlan
a^ more particularly described in Accqitance and Teeing Services de^bed herein.

4J J<|umW of pelim^ . _
Unless thelState. o^e^ise sj^ifi^ly agrMs^ in no; event shall Ae;ConMcmr
■certi^ tor testing andrdeliv^ to''ti^<State mdreltKu Deliv^bies for review or
-testii^.at one time; As;'tiio State;aec^.aDelivei^le, ah additional DeUveiib^^ be'-
;pre^ted for review butVt no tiine'can the Deliverables exceed three (3) et e-time witboth
theauthori^tionof.theSt^r. . .. . . .

4.4 Conditio'nal and Uncoiidi^pai Ac^ . _ _
By accepting CDciiverBblc,.dioSt|torwCTS^^^ righfto.reject aiiylihdlUI Dc^^^
thevevenf the State detectiilany Deficiency in die System;' in whole or-'lh-part, throu^;-
.coihplctibn of all Acccp^dc, testing;, including to' not iiiiiitcd to;^ Soflfware/Systemt-
Acceptance Testing, and any drtensions thereof:

Page 17 of 73 ^ JMA 8/25/2022,
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5. , CHANGE ORDER

The State may make changes, revisions or request enhancements to the Scope of Work at any
time by written Change Order. The State originated changes, revision or enhancements shall
be approved by the Department of Information Technology. Within five (5) business days of
Contractor's receipt of a Change Order, Contractor shall advise the Sute, in detail, of any
impact on cost (e.g., increase or decrease), the Schedule, and the Work Plan.
Contractor may propose a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, and the Work Plan: The State shall acknowledge
receipt of Contractor's requested Change Order within five (5) business days. The State
Agency, as well as the Department of Information Technology, must review and approve all
Change Orders in writing. The State shall be deemed to have rejected the Change Order if the
Parties are unable to reach an agreement In writing within 30 days of receipt of the Change
Order.

Change (H'ders resulting in an increase of Price Limitation, an'extension of time for Contract
completion or a significant change to the scope of the Contract may require approval by the'
Governor wd Council.

A Change Order which is accepted and executed by both Parties, and if applicable approved
by Governor and Council, shall amend the terms of this Agreement.

6. IMPLEMENTATION SERVICES

The Contractor shall employ an industry-standard ImplemenUlion strategy with a timeline set
forth in accordance with the Work Plan:

The Contractor shall manage Project execution'and provide the tools needed to create and
manage the Project's Work Plan and tasks, manage and schedule Project staff, track aiul
manage issues, manage changing requirements, maintain communication within the Project
Team, and Report status.
The Contractor and the State shall ̂ opt.a Change Management approach to identify and plan

. key strategies, communication initiatives, and training plans.

7. PROJECT MANAGEMENT

The Contractor shall provide project.trackiog tools and templates to record and manage issues,
Risks, Change Requests, Requirements, and other documents used in the management and
tracking of the project. The State believes that effective communication and Reporting are
essential to Project success. The Contractor sh^l employ effective.communication and
Reporting strategies to ensure Project .success. Hw Contractor Key ProjMt Staff shall
participate in meetings as requested by the State, in accordance with the requiremrats and
terms of this Contract. ^

The Project requires the coordinated efforts of a Project Team consisting of both Contractor
and State personnel. Contractor shall provide all necessary resources to perform its obligations
under the Contract. Contractor is responsible for providing all appropriate resources and
personnel to manage this Project to a successful completion.
The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime
of dishonesty, including but not limited to criminal fraud, or othttwise convicted of any felony
or.misdemeanor offense for which incarceration for up to 1 year is an authorized penalty.

Page l8 of 73
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The Contractor shall promote and maintain an awareness of the importance of securing the
State's information among the Contractor's employees and agents.
The State may, at its sole expense, conduct reference and background screening of the
Contractor's Project Manager and Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement.
The Contractor shall be responsible for knowledge transfer between all Contractor project
teams for all deliverables defined in this Project Agreement.

7.1 The Contractor Key Project Staff

7.LI. The Contractor's Contract Manager
Contractor shall assign a Contract Manager who will be responsible for all Contract
authorization and administration, including but not limited to processii^ Contract
documentation, obtaining executive approvals, tracking costs and payments, and
representing the parties in all Contract administrative activities. Contractor's Contract
Ntanager is:

Kim Lawrence

(804)218-^291
kim.lawrence@aisn.net

7.1.2. The Contractor's Project Manager
Contractor shall assign a Project Manager who is qualified to perform or supervise the
Contractor's obligations under this Agreement. Contractor's Project Manager is:

Ron Ellenberger
(703)926-8342
Ron.Ellenberger@aisn.net

Contractor's selection of the Project Manager shall be subject to the prior written approval
of the State. The State's approval process may include, without limitation, at the State's
discretion, review of the proposed Project Manager's resume, qualifications, references,
and background checks, and an interview. The State may require removal or reassignment
of Project Manager who, in the sole judgment of the State, is found unacceptable or is not
perfonning to the State's satisfaction.

Project Manager must be qualified to perform the obligations required of the position under
the Contract, shall have fhll authority to make binding decisions under the Contract, and
shall function as Contractor's representative for all administrative and management
matters. Project Manager must be available to promptly respond during normal Business
Hours within Two (2) hours of inquiries from the State, and be at the site as needed. Project
Manager must work diligently and use his/ her best efforts on the Project.

8/25/2022
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7.1 J. Change of Project Manager
Contractor may not replace the Project Manager or change its assignment of Project
Manager without providing the State written notice and obtaining the prior approval of the
State of the replacement Project Manager. Slate approvals for replacement of Project
Manager shall not be unreasonably withheld. The replacement Project Manager is subject
to the same requirements and Review as set forth above. Contractor shall assign a
replacement Project Manager within ten (10) business days of the departure of the prior
Project Manager, and Contractor shall continue during the ten (10) business day period to
provide competent project management Services through a qualified interim Project
Manager.

7.1.4. The Contractors Additional Key Project Staff
The State considers the following individuals to be Key Project Staff for this Project:

Phil Carapelle
Senior Application Engineer
203-417-2526

phil.carapelle@aisn.net

Oran Dillon

Principal Cybersecurity Engineer
804-334-0617

oran.diilon@aisn.net

Josh Darrin

Technical Architect/Web Development

ioshua.darrin@codewithintegritv.com

The State reserves the right to require removal or reassignment of Key Project Staff who
are found unacceptable to the State. Contractor shall not change Key Project Staff
commitments without providing the State written notice and obtaining the prior written
approval of the State. State approvals for replacement of Key Project Staff will not be
unreasonably withheld. The replacement Key Project Staff shall have comparable or
greater skills than Key Project Staff being replaced.

7.1.5. Termination for Lack of Project Management and Key Project Staff
Notwithstanding any other provision of the Contract to the ccmtraiy, the State shall have
the option to terminate the Contract, declare Contractor in default and to pursue its remedies
at law and in equity, if Contractor fails to assign a Project Manager and/or Key Project Staff
meeting the requirements and tenns of the Contract or if the State is dissatisfied with
Contractor's replacement of the Project Manager and/or Key Project Staff.
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The State Key Project Staff

7.2.1. The State Coatract Manager
The State shall assign a Contract Manager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:

William Guinn

Administrator, Forest Management Bureau
(603)271-2645
william.t.guinn@dncr.nh.gov

7.2.2. The State Project Manager
The State shall assign a Project Manager. The State's Project Manager is:

William Guinn

Administrator, Forest Management Bureau
(603)271-2645
william.t.guinn@dncr.nh.gov

The State Project Manager's duties shall include the following:
a. Leading the Project;
b. Engaging and managing all Contractors working on the Project;
c. Managing significant issues and risks;
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-ofTs;
f. Review and approval of Change Orders;
g. Managing stakeholders' concerns.

8. WORK PLAN

The Contractor's Project Manager and the State Project manager shall finalize the Work Plan
within Seven (7) days of the Effective Date and further refine the tasks required to implement
the Project. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers. The preliminary Work Plan created by the
Contractor and the State is set forth in this Section.

Page 21 of 73 JMA 8/25/2022
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In conjunction with the Contractor's Project Management methodology, which shall be used
to manage the Project's life cycle, the Contractor's team and the State shall finalize the Work
Plan at the onset of the Project. This plan shall identify the tasks. Deliverables, major
milestones, task dependencies, and a payment Schedule required to implement the Project. It
shall also address intra-task dependencies, resource allocations (both State and The
Contractor's team members), refine the Project's scope, and establish the Project's Schedule.
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9. ACCEPTANCE & TESTING SERVICES

The Contractor shall provide the following Testing Services:

AIS Network'shall provide end-to-end testing and acceptance of the Solution throughout the
Project using an industry standard methodology. This shall include training, a detailed testing
methodology which covers all "areas of testing" (refa.to Toms and Definitions), security,
required staffing with clear roles and responsibilities, test cases and scripting with associated
Data, status and results Reporting. The Test Plan shall ensure designed and implemented
Solutions are fully supported, tested, and documented.

End-to-end testing is based on the defined personas and the simulation of each experience
through specific experiences. A public user end-to-end test scenario might include searching
for, identifying, and purchasing a specific type seedling. A tester acting in the role of the
persona will follow a specific series of steps to simulate the experience:

•  Launching the page on the development platform

•  Searching using keywords

•  Identifying the des ired product

•  Selecting the desired product

• Adding the product to a shopping cart with the desired quantity
'  • Proceeding to checkout
•  Providing billing and shipping information
•  . Paying for the product
• Receiving a receipt with transaction information

Prior to an end-to-end test, each component (the page, search, shopping cart, etc.) will be
individually tested.

last Phase Contractor > -

Role/

State Role/

Responelbltlty
Tools Tlmoframe

Management of the
Process

AISN team will manage
the process and ̂ ign
tasks

State will provide Input
ontheprocess

Bugherd or
SharePoint'

Ongoing

Test Planning AISN team will plan the
tasting with the State

State will plan testing
with the Contractor

None Ongoing

Test ̂ nario
Development

AISN team will develop

test scenarios with'

Input from the State

State will provide input
for the testing
scenarios

None Ongoing
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Data Preparation AISN team will import

datasets provided by
the State

State responsible for

exporting data from the
existing platform

Export

functionality on
existing
platform

Import

functionality of
the target
platform

Near start of

project and
potentialiy

repeated as
needed

System Preparation AISN win prepare the
system for testing

State wil perform
Individual tasks (such

as entering test data
defining variables as
needed)

Browser Ongolrtg

Unit Testing AISN wiH test

components as

launched

State wil test

components as

launched

Browser

Bug tracking
system TED

Ongoing

System Integration
Testing

AISN will test

components as

launched

State will test

components as

launched

Browser

Bug tracking

system TBD

Ongoing

Defect Tracking AISN will test

components and track
defects as launched

State wilt test

components and track

defects as launched

Browser

Bug tracking
system TBD

Ongoing

AIS Netwoiic uses the following 4-Ievel scale of Defect Severity:

Low Bug/defect does not impact the functionality of the system and/or is not evident.

Example: A speling mistake on the Interfoce.

Minor Bug/defect causes confusion or undesired behavior but does not impact functicxiality

or significantly impact user experience.

Example: User Interface bugs are often categorized here.

Major Bug/defect slgnlflcantfy impacts the system, but It remains functional and usable.

Exarrfole: Broken import/e)mor1 or reporting fonctionality.

CrWeal Bug/defect renders the entire system and/or some critical functionafty unusable.

Example: Broken shopping cart.

AIS Network uses the online platform https://Bughcrd.com to track defects. If DNCR cannot
install the necessary extension in its browser due standards set by DOIT, a live Excel document
hosted on AIS Network's dedicated SharePoint site for the project will be utilized. AIS

Network shall predefine the fields in the Excel document for setting severity and priority to
maintain consistency across all user input.
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DNCR shall play a key role in the classification and prioritization of defects. Members of the
DFL State Forest Nursery who have been assigned to test the platform will have access to
capture and document defects found during the process. The collective team will review each
defect to ensure the agreed upon classification and priority has been set during weekly check-in
meetings. Critical and Major defects with a high priority will be addressed in the week following
each check-in with a goal of correcting the defects prior to the next ̂eck-in.

AIS Network shall use a simplified User Acceptance Test (UAT) Plan to provide management
witii an overview of the system, applications, functions and features that are to be tested as
follows:

Category Detcrlption

Functionaiity Functions as described in the requirements.

Security and Access Control Provides the proper application and user level security.

Data Features Ensure that data is valid and accurate. Test datalia^ as a
subsystem.

BoufKlarles Fields perform In accordar>ce with constraint requirementSi

Audit Trail Confirm that an Administrator can track user and system activity.

Error Conditions Confirm that the solution provides specific confirmation and error

messages

Performance Confirm that the solution meets the requked perfbrmitoce
guidelines (if specified)

External Interfaces Confirm proper operation with external systems, if required

User Interfoce Confirm (hat the user interface hmctions per the requirements

Reportir>g Confirm that the required reports are 8yattat>ie

For any PCI penetration testing required. AISN maintains organizational independence, with
testing performed by AISN personnel separate from the website developer and from the
infbstructure administration. AISN uses a selection of industry-standard tools for penetraticm
testing, and our process is NIST'SP800-115 compliant.
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10. MAINTENANCE. OPERATIONS AND SUPPORT

TO.l System Maintenance
The Contractor shall maintain.and support the System in all material respects as described

'  in the Contract, through the Contract Completion Date. The Contractor shall make
available to the State the latest program updates, general maintenance releases, selected
functionality releases, -patches, and Documentation that are generally offered to its
customers, at no additional cost. ^ ^ <

10.2 System Support
The Contractor must perform on'-site or remote technical suppmt in accordance with the
Contract, including without limitation the requirements, terms, and conditions contained
herein.

As part of the Software maintenance agreement, ongoing Software maintenance and
support levels, including all new Software releases, shall be responded to according to the
following: ,

Class A Deficiencies (AISN Security Level 1) - The Contractor shall have available to
the State on-call telephone assistance, with issue tracking available to the State, eight (8)
hours per day and five (5) days a week with an email / telephone response within one (1)
hour of notification; and the Contractor shall provide remote diagnostic services, with
corrective action to be completed within six (6) of a request;

Class B Deficiencies (AISN Security Level 2) - The State.shall notify the Contractor of
such Deficiencies during regular Business Hours and the Contractor shall respond back
within one (1) hour of notification with planned corrective action to be completed within,
twenty>fbur (24) hours.

Class C Deficiencies (AISN Security Level 3) - The State shall notify the Contractor of
such Deficiencies during regular Business Hours and the Contractor shall respond back
within one (I) hour of notification with planned corrective action to be completed within
three (3) days.

lOJl Support ObligatioDs
The Contractor shall repair or replace Software, and provide maintenance of dte Software
in accordance with the Specifications and terms and requirements of the Contract.

The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance activities performed for the State;

a. For all maintenance Services calls, the Contractor shall ensure the following
information will be collected and maintained:
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i. nature of the Deficiency;
ii. curreot status of the Deficiency;
iii. action plansj dates, and times;
iv. expected and actual conviction time;
V. Deficiency resolution infonnation;
vi. resolved by;
vii. identifying number i.e. work order number; and
viii. issue identified by; and

b. The Contractor must work with the State to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following
information:

i. mean time between Reported Deficiencies with the Software;
ii. diagnosis of the root cause of the problem; and
iii. identification of repeat calls or repeat Software problems.

If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the.
State shall have the right, at its option, to pursue the remedies as defined in the P-37
General Provisions, Provision 8, as well as to return the Contractor's product and receive
a refund for all amounts paid to the Contractor, including but not limited to, applicable
License fees, within ninety (90) days of notification to the Contractor of the State's refund
request.

r

lOA Contract Warranties and Representations
10.4.1. System
The Contractor warrants that any Systems provided under this Agreement wll operate and
conform to the Specifications, tenns, and requirements of this Agreement.

10.4.2. Software

The Contractor warrants that any Software provided as part of this Agreement, including
but not limited to the individual modules or fimctions furnished under the Contract, is
properly functioning within the System, compliant with the requirements ofthe Contract,
and will (verate in accordance with the Specifications and terms of the Contract.

For any breach of the above Software warranty, in addition to all its other remedies at law
and in equity, at the State's option the Contractor shall:

a. provide the correction of program errors that cause breach of the
warranty, or if Contractor carmot substantially correct such breach in
a commercially reasonable manner, the State may end its program
license if any and recover the fees paid to Contractor for the program
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license and any unused, prepaid technical support fees the State has
paid for the program license; or

b. the re^perfoimance of the deficient Services, or
C. if Contractor cannot substantially correct a breach in a commocially

reasonable manner, the State may end the relevant Services and
recover the fees paid to Contractor for the deficient Services.

10.43. Compatibility

Contractor warrants that all System components, including but not limited to the
components provided, any replacement or upgraded System Software components
provided by Contractor to correct Deficiencies or as an Enhancement, shall operate with
the rest of the System without loss of any fiinctionality.

10.4.4. Services

Contractor warrants that all Services to be provided under this Agreement will be provided
expediently, in a professional manner, in accordance with industry standards and that
Services will comply with performance standards, Specifications, and terms of the
Contract.

II. DATA PROTECTION

Protection of personal privacy and dam shall be an integral part of the business activities of
the Contractor to ensure there is no inappropriate or unauthorized use of State information at
any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of State infonhation and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, tMhnical
and organizational security measures to safeguanl against uoautborized access,
disclosure or thefi of Personal Data and non-public information. Such security
measures shall be in accordance with recognized industry practice and not less
stringent than the measures the Contractor applies to its own Personal Data and non-
*public data of similar kind. .,

b. All data obtained by the Contractor in the perfonnance of this contract and all Personal
Data shall be encrypted at rest and in transit with controlled access. Unless otherwise
stipulated, the Contractor is responsible for encryption of the Personal Data.

c. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest
and in transit. The State shall identify data it deems as non-public data to the
Contractor. The level of protection and encryption for all non^ublic data shall be
identified and made a part of this contract.

<L At no time shall any data or processes - that either belong to or are intended for the
use of the State or its officers, agents or employees - be copied, disclosed or retained
by the Contractor or any party related to the Contractor for subsequent use in any
transaction that does not include the State.

t. The Contractor shall not use any information collected in connection with the service
issued from tiiis Contract for any purpose other than fulfilling die service.
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11.1 Data Location

The Contractor shall provide its Services to the State and its end users solely from data
centers within the Continental United States. All storage, processing and transmission of

.  State data shall be restricted to information technology systems within the Continental
United States. The Contractor shall not allow its personnel or sub-contractors to store State
data on portable devices, including perst^l computers, except as specif!^ and allowed
by the contract, and then only on ̂ vices that are used and kept at its data centers within
the Continental United States. The Contractor shall permit its personnel and Contractors
to access State data remotely only to provide technical support and as specified or required
by the contract.

11.2 Security Incident or Data Breach
The Contractor shall inform the State of any security incident or Data Breach in
accordance withNH RSA Chapter 3S9-C;20; Notice of Security Breach.

a. Incident Response: the Contractor may need to communicate with outside parties
regarding a security incident, which may include, contacting law enforcement,
fielding media inquiries and seeking external expertise as mutually agreed upon,
defined by law or contained in the Contract. Discussing security incidents with
the State should be handled on an urgent as-needed basis, as part of the Contractor
communication and mitigation processes as mutually agreed upon, defined by law
or contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall repoi1>a security
incident to the State identified contact immediately if it reasonably believes there
has been a security incident.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a
continned data breach that affecte the security of any State content that is subject

^  to applicable data breach notification law, the Contractor shallfl) promptly notify
the appropriate State identified contact within-24 hours.or sooner, unless shorter
time is required by applicable, law, and (2) take commercially reasonable measures
to address the data breach in a timely maimer.

lU Breach Responsibilities
11 J.l.. This section only applies when a Data Breach occurs with respect to State data

within the possession or control of the Contractor and/or the third-paky
designee hosting the data as agreed upon by the Contr^tor and the State.

113.2. The Contractor, unless stipulated otherwise, shall immediately notify die
appropriate State identified contact by telephone in accordance with the
agreed upon security plan or security procedures if it reasonably believes there
has been a security incident.

113J. The Contractor, unless stipulated otherwise, shall promptiy notify the
appropriate State identified contact within 24 hours or sooner by telephone,
unless shorter time is required by applicable law, if it confirms that there is,
' or reasonably believes that there has been a Data Breach the Contractor shall:
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a. cooperate with the State as reasonably requested by the State to
investigate and resolve the Data Breach;

b. promptly implement necessary remedial measures, if necessary; and
c. document responsive actions taken related to the Data Breach,

including any post-incident review of events and actions taken to
make changes in business practices in providing the services, if
necessary.

11^.4. Unless otherwise stipulated, if a Data Breach is a direct result of the
Contractor's breach of its contract obligation or the failure of the third-party
hosting company to encrypt Personal Data or otherwise prevent its release,
the Contractor and/or die third party hosting company shall bear the costs
associated with:

a. the investigation and resolution of the Data Breach;
b. notifications to individuals, regulators or others r^uired by State law;
c. a credit monitoring service required by State (or federal) law;
d. a website or a toll-dee number and call center for affected individuals

required by State law — all not to exceed the average per record ̂ r
person cost calculated for Data Breaches in the United States
(currently $201 per record/person) in the most recent Cost of Data
Breach Study: Global Analysis published by the Ponemon Institute at
the time of the Data Breach; and ' • ^

e. complete all corrective actions as reasonably determined by the
Contractor based on root cause; all [(a) through (e)] subject to this
Contract's limitation of liability.

12. SOFTWARE AGREEMENT

The Contractor shall provide the State with access to the Software Licenses and
Documentation set forth in the Contract, and particularly described Exhibit D: Software
Agreement •

13. ADMINISTRATIVE SERVICES

The Contract shall provide the State with the Administrative Services set forth in the Contract,
and particularly described in Exhibit E: Administrative Service

14. TRAINING

The Contractor shall provide the following Training Services:

AIS Network shall bring DFL State Fewest Nursery Staff into the Solution development
process to provide feedback and input regarding the administrative interfaces. Part of this ,
process shall include an ongoing training component as the AIS Netwtwk provides
instruction for testing the platform's functionality.

As the project makes its way into the-User Acceptance Testing (UAT) stage, our AIS
Network shall conduct training sessions over Zoom (or MS Teams) to provide the DFL State
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Forest Nursery Staff with a complete knowledge transfer regarding the usage of the various
components. These sessions may be recorded for future use by the DFL State Forest Nursery
staff.

AIS Network shall create docurnentation as part of the Solution so that it is easily accessible
to the DFL State Forest Nursery Staff. The combination of open-source components and.
COTS modules AIS Network shall curate tobuild the Solution comes with a library of
Contractor-maintained documentation. AIS Network shall document each component widiin

the Solution along with links to the relevant and current support forums and documentation.

15. MERCHANT CARD SERVICES -

The Contractor agrees to the following provisions:

a. .Contractor shall comply with all credit card brand rules, as applicable, in '
regards to their environment. The Contractor will work with the State if any
non-compliance issues occur to ensure proper remediation of any non-
compliance issues.

b. PCI DSS Requircrncnt 12.8 of the latest edition. Service Provider- Ifthe Contractor
provides Services on the production environment used in the processing,
transmission and/or storage of Cardholder Data, it is hereby agreed that:

,  1. Contractor agrees that it is responsible for the security of all Cardholder Data
that it obtains or possesses, including but not limited to the functions relating
to storing, processing, and transmitting the Cardholder Data;

U. Contractor attests that, as of the Effective Date of this contract, it has
complied with all applicable requirements to be cousidcred PCI DSS
compliant, and has perfonned the necessary steps to validate its compliance
with PCI DSS; and

iii. Contract^' agrees to supply the current status of Contractor's PCI DSS
compliance, and evidence of its most recent validation of compliance prior to

I  go live of the E-commerce Seedling Sales Solution to Department of Natural
and Cultural Resources.' Contractor iriust supply to Department of Natural
and Cultural Resources an Attestation of compliance at least annually and
upon request.

Iv. Contractor shall immediately notify NH DoIT Chief Information Security
Officer and the Merchant C^ Administrator if it leams that it is no long^
PCI DSS compliant and shall immediately provide Department of Natural and
Cultural Resources the steps being taken to remediate the non-compliance
status. In no event shall Contractor's notification to NH DoIT Chief
Information Security Officer be later than seven (7) calendar days after
Contractor leams it is no longer PCI DSS compliant.
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V. Conti^tor acknowledges that any. indemnification provided for under the
Contract referenced above applies to the failure of the Contractor to be and to
remain PCI DSS compliant

vL Contractor shall agree to work, with Department of Natural and Cultural
Resources in order to clarify how responsibilities for PCI DSS requirements
may be shared, by completing a CPl DSS Responsibility Matrix.

c. Contractor'shall disclose uy Nested Third Party Service Provider (TPSP) that is a
part of the Cardholder Environment. Contractor shall document the Nested TPSP's
allocation of liability, responsibility and costs relating to actions of outsourced
contractors and/or notifying the Contractor regarding incidents. Department of
Natural and Cultural Resources shall require an Attesta'don of Compliance on an
annual basis and upon request from the Nested Third Party Service Provider.

16. terms AND DEFINTIONS

Terms uid Definitions applicable to this Contract are identified in ExBibit F: Terms and. *
Definitions. *

17. CONTRACTOR'S CERTIFICATES
♦

Required Contractor Certificates are attached in Exhibit G.

Remainder ofthis page intentionaUy left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

The terms outlined in the Payment Schedule is set forth below:

1. CONTRACT PRICE

Notwithstanding any provision in the Contract to the ccHitraiy, and -notwithstanding
unexpected circumstances, in no event shall the total ofall payments made by the State exceed
the amount indicated in P«37 General.Provisions - Block 1.8: Price Limitation. The payment
by the State of the total Contract price shall be the only, and the complete reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

2. TRAVEL EXPENSES

The State wilt not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
travel and related expenses incurred by Contractor in perfonnance of its obligations. AH
labor rates in this Agreement will be considered "Fully Loaded", including, but not limited
to: meals, hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket
expenses.

3. SHIPPING FEES

The State will not pay for any shipping or delivery fees unless specificaUy itemized in this
^  Agreement.

4. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the
State. All invoices submitted shall be subject to the State's prior written approval, which shall
not be unreasonably withheld. The Contractor shall only submit invoices for Services or
Deliverables as permitted by the Contract. Invoices must ̂  in a format as determined by the
State and contain detailed information, including without limitatioh: itemization of each
Deliverable and identification of the Deliverable for which payment is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; any other Project costs or retention amounts if applicable.
Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within thirty (30) days of invoice receipt.
Invoices will not be backdated and shall be promptly dispatched.

5. INVOICE ADDRESS

Invoices may be sent to:

Division of Forests and Lands

William Guinn

172 Pembroke Road

Concord, NH, 03301
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6. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll wifli the State Trcasiuy
for ACH payments: httDs://www.nh.gov/treasurv/state-vendors/index.htm

7. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State
the full amount of any overpayment or erroneous payment upon discovery or notice from the
State.

8. CREDITS

The State may apply credits due to the State arising out of diis Contract, against the
Contractor's invoices with appropriate information attached.

9. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software
License fees, as set forth in the Payment Table, until successftil conclusion of the Warranty
Period. The holdback will be released to the Contractor when the State deteimines that the
defective or nonperforming component of the System has been resolved.

10. UQUIDATED DAMAGES

The State shall have the right to assess Liquidated Damages at a rate of five percent (5%) of
the monthly fees for each hour there is a defective or non-performing component of the
System that is an unresolved in the timeframes specified for Class A, B, or C deficiencies as
defined above in Exhibit B, Section 10. Maintenance, Operations and Support.

•  If the State is in default or in breach of their agreement with AISN the State shall not be
eligible to receive a credit in the above circumstances.

• The total of credits in a particular month cannot exceed the actual billing for that month.
• Credits shall be calculated only for the servers actually affected by an incident.
• Credits must be requested through noc@aisn.net within 30 days of the precipitating

incident.

•  Issues caused by State enrns, State failure to implement recommendations of AISN, acts
of war, terrorism, and natural disasters shall not be deemed to be a &ilure by AISN to
provide adequate service under this agreement.

The imposition of Liquidated Damages is not a punitive action against the Contractor. The
Parties acknowledge that actual damages to the State based on ongoing deficiencies would
be difficult to ascertain and agree that the Liquidated Damages set forth herein are an attempt
by the parties to determine a fair assessment of the damages that would be suffered by the
State based on a defect or non-performance of the system.
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11. PAYMENT SCHEDULE

IT.l Contract Type

11.1.1 Activities / Deliverables / Milestones Pricing
This is a Not to Exceed Contract. The total Contract value is indicated in P-37 General
Provisions - Block 1.8: Price Limitation for the period between the Effective Date through
date indicated in P>37 General Provisions - Block 1.7: Completion Date. The Contractor
shall be responsible for performing its obligations in accor^ce with the Contract. This
Contract will allow the Contractor to invoice the State for the following activities,

deliverables, or milestones appearing in the price and payment tables below:

ACTIVmr, DELIVERABLE, OR MILESTONE DELIVERABLE PROJECTED .MILESTONE

1  * - .

TYPE DELIVERY DATE PAYMENT

PLANNING AND'PROJECT MANAGEMENT

1 Conduct Project Kickoff Meetlrig Non-Software 06/16/2022 $500.00

2 Work Plan ..Written, 06/25/2022 $500.00

3 Project Status R^x>rts Written

f

08/25/2022-

11/11/2002

$500.00

4 infrastrucUire Plan, Indudlng Desktop and Network
Configuration Requirements

Written 08A25/2022 $500.00
m  •»

S Security Plan Written 08/31/2022 $500.00

6 Communications and Change Man^iement Ptan Written, 08/31/2022 $500.00

7 Software Conftguration Plan Written 09/30/2022 $500.00 -

6 Systems Intertece Plan and Oesign/Capabifity Written 09/30/2022 $500.00

9 Testing Plan ,, " Written 09/30/2022 $500.00

10 Data Conversion Plan and Design Written 09/30/2022 $500.00

11 Deployment Plan Written 09/30/2022 $500.00

12 Comprehensive Training Plan arwl Curriculum Written 09/30/2022 $^.00

13 End User Support Plan Written 09/30/2022 $500.00

14 Business Con^ity Plan Written 09/30/2022 $500.00

15 Documentation of OperatiorraJ Procedures Written 09/30/2022 $500.00

mSTALLADON

16 Provide Software Licenses (if needed) Written ia/14«022. $500.00

F  *
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17 Provide Fully Tested Data Conversion Software Software 10/14/2022 $500.00

16 Provide Software Installed, Configured, and Operational
(0 Satisfy State Requirements

Software 10/14/2022 $500.00

TESTING

19 Conduct Integration Testing Non-Software 10/19/2022 $500.00

20 Conduct User Acceptance Testing Non-Software 10/19/2022 ' $500.00

21 Perform Production Tests Non-Software 10/19/2022 $500.00

22 Test In-Bound and Out-Bound Interfaces Software 10/19/2022 $500.00

23 Conduct System Performance (Load/Stress) Tasting Non-Software 10/19/2022 $500.00

24 Certification of Pen Testing and Application Vulnerability
Scanning ^

Non^Software' 10/19/2022 $500.00

SYSTEM DEPLOYMENT

25 Converted Data Loaded into Production Environment Software 11/01/2022 $500.00

26 Provide Tools for Backup and Recovery of all
Applications arid-Data ' ̂

Software 11/01/2022 $500.00

27 Conduct Training fton-Software 11/09/2022 $500.00

28 Cutover to New Software Non-Soflvrare 11/11/2022 $500.00

29 Provide Documentation Written .  11/11/2022 $500.00

30 Execute Security Plan
V V •

• Non-Software 11/11/2022 tSCO.QO

31 Conduct Project Exit Meeting Non-Software 11/14/2022 $500.00

ONGOINO OPERATIONS

32 Ongolr^ Hosdng Support Non-Softwara 11/11/2022 n/a

33 Ongoing Support & Maintenance Software 11/11/2022 n/a

34 Contractor must supply to DNCR an Attestation of
compliance at least annually and upon request

Written Annually

A  • • •
TOTAL C0S1 $15,500.00
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ll.U E-Commerce Platform Development Pricing

fable 11.1.2.

E-COMMERCE PLATFORM DEVELOPMENT PRICINO WORKSHEET

DESCRIPTION INITIAL COST

1 Development of the SohiUon $ 50,000.00

2 First year licensing - pkigins, $1,000.00

3 First year.Hcensing - Control Panel (quantity 2) $250.00

4 First year licensing - VPN client (one user) $150.00

•

Total $51,400.00

ll.U Hosting, Technical Support, Maintenance Pricing

Table 11.1.3. HOSTING. TECHNICAL SUPPORT, MAINTENANCE PRICING WORKSHEET

DESCRIPTION SPY 23

(S months)
SPY 24

(12 months)
SPY25

(12 months)
Total

Front end server CentOS, (4) vCPU, (4)
RAM, 100'GB Standard Storage, Backup,
lbs. patdiing service (quantity 1)

$1,600.00 S 2,400.00 $2,400.00 $6,400.00

DatabasiB server CentOS, (4) vCPU, (4)
RAM. 100 GB Standard Storage, Backup.

DS, patching sarvice (quantity 1)

$1,600.00 ■ $2,400.00 $2,400.00 $6,400.00 '

<

Hosting operations and maintenance $4;boo.oo S 6,000.00 $6,000.00 $161000.00

Application operations and maintenance
(Scanning. WordPress updates, etc.)»

$2,600.00 $ 4,200.00 $4,200.00 $11,200.00

SSL Ceififlcate $250.00 $250.00. $250.00 $750.00

Control Panel ((Hten% 2)
(SPY 23 price provided in tabie.E-l 2)

$0.00 $250.00- $250.00 $500.00

\^N dient (one user)
(SPY 23 price provided in table E-1.2)

$0.00.
*

$ 150.00 ri 50.00 ^ $300.00
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Plu(^ and extensions
{SPY 23 price provided in table E-1.2)

$6.00 $1,000.00 $1,000.00 $2,000.00

Payment processing support S 1,000.00 $ 1,500.00 $1,500.00 $4,000.00

TOTAL $11,250.00 $18,150.00 $18,160.00 $47,550.00

11;L4 IropleroenUtion Pricing Summary

rablell.lA.
-

IMPLEMENTATION COST SUMMARY PRICING WORKSHEET

COST

TABLE*
COST TYPE

TOTAL

COST

1 Actlvities/Dellverables/Milestones Pricing (Total from

Acthrity/DeHverables Pricing Worksheet)

$ 15.500.00

2 E-Commerce Platform Development (Total from E-
Commerce Platform Development)

$ 51,400.00

3
Hosting, Technical Support, Maintenance Pricing Worksheet
(Total fnam Hosting, Te^nicai Support, Maintenance Pricing
Worksheet Worksheet)

$47,550.00

Grand Total
$114,450.00

11. i .5 Contractor Staff, Resource Hours, and Rates Worksheet

Table 11.1.5.

CONTRACTOR STAFF, RESOURCE HOURS AND RATES PRICING WORKSHEET

Project Manager

0«y)
R(M) Ellenberger

Web Developer Hosting and

Security Engineer

Senior Application

Engineer

(key)

Phil Csrapelle

Planniag And

Project Management

32 10 4 16

InsteUation 0 8 4 0

resting 0 8 4 8

System Deployment 0 425 4 16
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Opcradoos 0 0 16 0

Total Honn 32 45! 32 40

Hourly Rate SI 70.00 SI 15.00 $95.00 SI 50.00

Contractor Resource

Price Total (Hours X

Rafrt

S5,440.00 $51,865.00 $3,040.00 S6,000.00

11.1.6 Future Contractor Rates Worksheet

The State may request additional Services firom the Contractor. The State and ContiacttM'
agree to the following rates in the event the contract is extended as described in P'37
General Provisions, Section 3 Effective Date/Completion of Services.

Table 11.1.6,

FUTURE CONTRACTOR PRICING WORKSHEET

CONTRACTOR ROUE SFY23 SFY24 SFY25

Project Manager (key) S 170.00 $170.00 $ 170.00

ilVeb developer $115.00 $115.00 $115.00

boating Engineer (key) $95.00 $95.00 $95.00

Senior Application Engineer (key) $150.00 $150.00 $150.00

Total n/a n/a n/a
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EXHIBIT D - SOFTWARE LICENSE AGREEMENT

The terms outlined in the Software License Agreement are set forth below:

1. License Ot^t.

During the Subscription Term, the State will receive a nonexclusive, non-assignable, royalty free,
worldwide right to access and use the Software solely for the State's internal business (^rations subject
to the terms of the Contract and up to the number of licenses documented in the Contract

The Parties acknowledge that this Contract is a services agreement and Contractor will npt be
delivering copies of die Software to Customer as part of the Contract.

2. Software Title. Title, right, and interest (including all ownership and intellectual property .
rights) in the Software provided uiider this agreem.ent, and its associated documentation, shall remain
with the Contractor.

3. Restrictions. Except as otherwise permitted undo^ the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of Contractor's proprietary
rights;

b. Make the programs or materials available in any manner to any diird party for use in
the third party's business operations, except as permitted herein; or

c. Cause or permit reverse engineering, disassembly or recompilation of the programs.

4. Viruses. Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the Specifications.
As a part of its internal development'process. Contractor will use reasonable efforts to test the Software
for viruses.

5. Audit. Upon fortyrfive (45) days written notice. Contractor may audit the State's use of the
programs at Contractor's sole expense. The State agrees to cooperate with Contractor's aiKlit and provide
reasonable assistance and access to information. The State agrees that Contractor shall not be responsible
for any of the State's reasonable costs incurred in cooperating with the audit Notwithstanding the
foregoing. Contractor's audit rights are subject to applicable State and federal laws and regulations.

6. Software Non-Infringement. Contractor warrants that it has good title to, or the right to allow the
State to use all Services, equipment, and Software, including any and all component parts thereof such as
third-party software or programs that may be embedded in the Software ("Contracted Resources")
provided under this Contract, and that such Services, equipment, and Software.do not violate or infringe
any patent, trademark, copyright, trade name or other intellectual property rights or misappropriate a trade
secret of any third par^.

The warranty of non^infringement shall be an on-going and perpetual obligation that shall survive
teimtnation of the Contract. In the event that someone makes a claim against the State that any Contracted
Resources infringe their intellectual property rights,' Contractor shall defend and indemnify the State
against the claim provided that the State:
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ft. Promptly notifies Contractor in writing, not later than 30 days after the State receives
actual written notice of such claim;

b. Gives Contractor control of the defense wd any settlement negotiations; and
c. Gives Contractor the information, authority, and assistance reasonably needed to

defend against or settlie the claim.

Notwithstanding the foregoing, the State's counsel may participate in any claim to the extent the State
seeks to assert any immunities or defenses applicable to the State.

If Contractor believes or it is determined that any of the Contracted Resources may have violated
someone else's intellectual property rights. Contractor may choose to either modify the Contracted
Resources to be non-infhnging or obtain a license to allow for continued use, or if toese alternative
are not commercially reascmable, Contractor may end the license, and require return of the applicable
Contracted Resources and refund all fees the State has paid Contractor under the Contract.

Unless specified othenvise in this agreemenf,
a. Contractor will not indemnify the State if the State alters the Contracted Resources without

Contractor's consent or uses it outside the scope of use identified in Contractor's user
Documentation or if the State uses a version of the Contracted Resources which has been

superseded, if the infringement claim could have been avoided by using an unaltered current
version of the Contracted Resources which was provided to the State at no additional cost
Contractor will not indemnify the State to the extent that an in^ngemenf claim is based upon
any infonnation design, Specification, instruction, Software, data, or material not furnished by
Contractor. Contractor will not indemnify the State to the extent that an infringement claim is
based upon the combination of any Contracted Resources with any products or services not
provided by Contractor without Contractor's consent.

7. Control of All Component Elements. Contractor acknowledges and agrees that it is responsible
for maintaining all licenses or permissions to use any third>party software, equipment, or services that
are component parts of any deliverable provided under this agreement for the entire term of the
contract. Nothing within this provision shall be construed to require Contractor to maintain licenses
and permissions for Software acquired by the State directly or through third-parties which ihay. be
integrated with the Contractor's deliverables.

8. Custom Software. Should any custom source code be developed, Contractor shall provide the
State with a copy of the source code, which shall be subject to the License rights. The State shall
receive a worldwide, perpetual, irrevocable, non-exclusive paid -up right and license to use, copy,
modify and picpare derivative works of any custom develops softu^.
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9. > Data Tr^sition. At the truest of the State prior to or upon expiration or tennioation of this
Contract, Contractor shall provide dl assistance as the State may reasonably require to transfer data to
the state or transition the Coritractor's contractual obligations, or any portion thereof, to any other
supplier with whom the State's contracts for provision of same. If this Contract includes Contractor's
provision of licensed products. Contractor shall take no.action to restrict or terminate the use of such
licensed products after the date of expiration or termination of the Contract or during any Transition
Period, or both. The State shall pay for any additional maintenance or licensing fees during any
Transition Period at the hourly rate or at a fee agreed upon by Contractor and the State. Contractor,
shall provide all reasonable transition assistance requested by'the State to allow for the expired or
terminated portion of the Services to continue without interruption or adverse effect, and to facilitate
the orderly transfer of such Services to the State. The transition assistance will be deemed by the parties
to be governed by the terms and conditions of this Contract, except'for those terms or conditions that
do not reasonably apply to transition assistance. Further, any Transition Period will not affect any of
the State's rights in regards to any purchased Software perpetual licenses which are paid in full.

Remainder of this page intentionaUy left htan
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EXHIBIT E - ADMINISTRATIVE SERVICES

1. DISPUTE RESOLUTION

Prior to the filing of any ftHmai proceedings with respect to a dispute (other than an action
seeking injimctive relief with respect to intellectual property rights or Confidential
Information), die Party believing itself aggrieved (the "Invoking Party") shall call for
progressive management involvement in the dispute negotiation by written notice to the other
Party. Such notice shall be without prejudice to the Invoking Party's right to any oth^

remedy permitted under the Contract.
The Parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for the
Parties at the following successive management levels,.each of which shall have a period of

Table E-1.

DISPUTE RES0LUT10N.RESP0NSIBILITY AND SCHEDULE TABLE

LEVEL

CONTRACTOR

POINT OF

•  CONTACT

STATE

POINT OF CONTACT .

CUMULATIVE

ALLOTED

TIME

Primary Kim Lawrence
Administrator-Forest -

Management Bureau
5 Days

Second Eddie McAndrew Director, DFL 10 Days

Third Jay Atkinson Commissioner, DNCR 15 Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party's
notice is received by the other Party. Subsequent allotted time is days from the date that the
original Invoking Party's notice is received by the other Party.

2. ACCESS AND COOPERATION

-  Subject to the terms of this Agreement and applicable laws, regulations, and policies, the
State will provide the Contractor with access to all prograin files, libraries, personal
computer-based Systems. Software packages, Network Systems, security Systems, and
hardware as required to complete the contracted Services.

3. RECORD RETENTION

Contractor and its Subcontractors shall maintain alt Project records including but not limited
to books, records, documents,, and other evidence of accounting procedures and practices,
which properly and sufficiently reflect all direct and indirect costs invoiced in the
performance of their respective obligations under the Contract Contractor and its
Subcontractors shall retain all such records for three (3) years following termination of the
Contract, including any extensions. Records relating to any litigation matters regarding the
Contract shall be kept for one (1) year following the termination of all litigation, including
the termination of all appeals or the expiration of the fq)peal period.
Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and
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federal officials so authorized by law, rule, regulation or Contract, as applicable. Access to
these items shall be provided within Merrimack County of the State of New Hampshire,
unless otherwise agreed by the State. DeliveTy of and access to such records shall be at no
cost to the State during the three (3) year period following termination of the Contract and
one (1) year Term following litigation relating to the Contract, including all appeals or the
expiration of the appeal period. Contractor shall include the record retention and Review
requirements of this section in any of its subcontracU.

4. ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally Accepted
Accounting Principles (GAAP). The costs applic^le to the Contract shall be ascertainable
from the accounting System.

5. AUDIT

the Contractor shall allow the State to audit conformance to the contract terms. The State
may perform this audit or contract with a third party at its discretion and at the State's
e;q)ense.

6. MISCELLANEOUS WORK REQUIREMENTS

6.1 Access to State Systems
In consideration for receiving access to and use of the computer facilities, network,
licensed or developed software, software maintained or operated by any of the State
entities, systems, equipment, Documentation, information, re^rts, or data of any kind
(hereinaft^ "Information"), Contractor understands and agrees to the following rules:

6.1.1. Computer Use
a. Every Authorized User has the responsibility to assure the protection of

information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure.

b. that information shall be used solely for conducting official State
business, and all other use or access is strictly forbidden including, but
not limited to, personal, or other private and non-State use and that at no
time shall Contractor access or attempt to access any information without
having the express authority to do so.

c. That at no time shall Contractor access or attempt to access any
information in a matmer inconsistent with the approved policies,
procedures, and /or agreements relating to system enfry/access.

d. That all software licensed, developed, or being evaluated by the State
cannot be copied, shared, distributed; sub-licensed, modified, reverse
engineered, rented, or sold, and that at all times Contractor must use
utmost care to' protect and keep such software strictly confidential in
accordance with the license or any other agreement executed by die State.
Only equipment or software owmed, licensed, or being evaluated by the
State, can be used by Contractor Personal softwaro (including but not
limited to palmtop sync software) shall not be installed on any equipment.
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e. That if Contractor is found to be in violation of any of the above-stated
rules, the Contractor may face default and termination under the.
Agreement and the individual may face removal from the State Contract,
and/or criminal or civil prosecution, if the act constitutes a violation of
law.

f. That computer use shall follow the State stands policy (Statewide
Computer Use Policy is available upon request)

6.1.2. Email Use

Email and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined as
"internal email systems" or "State-funded email systems." Contractor understands arid
agrees that use ofemail shall follow State standard policy (Statewide Computer Use Policy
is available upon request).

6.1.3. Intemet/lntranct Use

The Internet/Intranet is to be used for access to and distribution of informaticm in direct

support of the business of the State of New Hampshire according to State standard policy
(Statewide Computer Use Policy is available upon request).

6J State Website Copyright
All right, title and interest in the State WWW site, including copyright to all Data and
information, shall remain with the State. The State shall also retain all right, title and
interest in aiiy user interfaces and computer instructions embedded within the WWW
pages. All WWW pages and any other Data or information shall, where applicable,
display the State's copyright.
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EXHIBIT F - TERMS AND DEFINITIONS

The following general contracting toms and definitions apply except as specifically noted elsewhere in this
Contract.

TERM DEFINITION

Acceptance
Notice from the State that a Deliverable has satisfied

Acceptance Test or Review.

Agreement A Contract duly executed and legally binding.

Information required to be kept Confidential and restricted
from unauthorized disclosure under the Contract.

"Confidential Infoimation" or "Confideiitial Data" means

all private/restricted confidential information disclosed by
one party to the other such as all medical, health,* financial,
public, assistance benefits and personal information
including without limitation, Protected Health Information
and Personally Identifiable Information.

Confidential Information

Confidratia! Information also includes any and all
infonnation owned or m^ged by the State ofNH - created,
received from or on behalf of any state agency or accessed
in the course of performing connoted services - of which
collection, disclosure, protection, and disposition is
governed by state or' federal law or regulation. This
information includes but is not limited to Personal Health

Information (PHI)* Personally Identifiable Information
(Pn), Personal Financial Infonnation (PFI). Federal Tax
Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI)> and or other sensitive and
confidential information. '

Contract

An agreement between the State of New Hampshire and a
Contractor which creates binding obligations fw each party
to perfonn as specified in'the contract documents. Contact
documents include the State P-37 General Provisions, and
all Exhibits and attachments, which represent the
understanding and acc^tance of the reciprocal legal rights
and duties of the parties with respect to the Scope of Work.

Data

State records, files, forms, electronic information and other
documents or infoimation, in either electronic or paper
form, that will be used /converted by the Contractor during
the contract term.
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Data Breach

Data Breach means the loss of control, comi^romise,
unauthorized disclosure, unauthorized' acquisition,
unauthorized access, or any similar term referring to
situations where persons other than authorized users and for
another than authorized purpose have access or potential
access to personally idmtifiable information, whether
physical or electronic. With regard to Protected Health
Information, "Data Breach" shall have the same meaning as
the term "Breach" in section 164.402 of Title 45, Code of
Federal Regulations.

Deficiency (>ies)/Defects
A failure, shortcoming or error in a Deliverable resulting in
a Deliverable, the Sof^are, or this System, not conforming
to its Specifications.

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor to the State or under the terms
of a Contract requirement.

Documentation

All information that describes the installation, operation,
and use of the Software, eidier in printed or electronic
forniat.

Enhancements

Updates, additions, modifications to, and new releases for
the Software or System, and all. changes to the
Documentation as a result of improvement in quality, value,
or extent.

Hosted Services

Applications, IT infiastructure components or functions
that organizations access from external service providers,
typically through an internet connection.

Hosted System
The combination of hardware, software and networking*
components used by the Application Service Provider to
deliver the Hosted Services.

'Identification and Authentication

Supports obtaining information . about those parties
"attempting to log on to a system or application for security
purposes and the validation of those usen.

Implementation
The process for making the System fully Operational for
processing the Data.

Non-Public Information

Information, other than Personal Information, that is not
subject to distribution to the public as public information. It
is deemed to be sensitive and confidential by the State
because it contains iriformation that is exempt by statute,
ordinance or administrative rule fr'om access by the general
public as public information.
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Operational

Operational means that the System is ready for use and fully
ftmctionai, all Data has beat loaded; the System is available
for use by the State in its daily operations^ and the State has
issued Acceptance.

Personal Information

"Personal Information" (or "PI") or "Personally Identifiable
loformadoQ" (PlI) means information which can be used to
distinguish or trace an individual's identity, such as their
name, social security number, personal information as
defined in New Hampshire RSA 359-0:19, biometric
records, etc., alone, or when combined with other personal
or identifying information which is linked or linkable to a
specific individual, such as date and place of birth, modier's
maiden name, etc.

Project
The planned undertaking regarding the entire subject matter of an
^P and Contract and the activities of the parties related hereto.

Proposal
A written plan put forth by a Contractor for consideration .
in response to a solicitatioo by the State.

Security Incident

"Security Incident" shall have the same meaning
"Computer Security Incident" in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technology,
U.S. Depaitment of Commerce.

>

Services
The work or labor to be performed by the Contractor on the
Project as described in a contract.'

Sof^are
All Custom, SAAS and COTS computer programs and
applications (irov^ded by the Contractor under the Contract.

Software Deliverables All Custom, SAAS and COTS Software and Enhancements.

Software License Licmses protaded to the State under this Contract.

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor's
applications running on a cloud infrastructure. The
applications .ue accessible from various client devices
through a thin-client interface such as a Web browser (e.g..
Web-based email) or a program interface. The State does
not manage or control the underlying cloud infrastructure
including network, servers, (^crating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.
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Specifications

Written details that set forth, the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any performance standards, Documentation,
^plicabie State and federal i>olictes, laws and regulations,
State technical standards, subsequent State-^pioved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Sjpecifications
are, by diis reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created or in any way originating with the State,
and all Data that is the output of computer processing of or
other electronic inanipulation of any Data that was created
by or in any way originated with ̂ e State, whether such
Data or output is stored on the State's hardware, the
Contractor's hardware or exists in any system owned,
maintained or otherwise controlled by the State or by the
Contractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year (SFY) runs from
July 1 of the preceding calendar year through June 30 of the
applicable calendar year.

Subcontractor

A person, partnership, or company not in the ̂ ployment
of, or owied by, the Contractor which is performing
Services under this Contract under a separate Contract with
or on behalf of the Contractor.

System
All Software, specified hardware, interfaces and extensions,
integrated and jfimctioning together in accordance with the
Specifications.

Term

Period of the Contract from the Effective Date through the
Completion Date identified in the P-37 General Provisions
or termination.

Verification
Supports the confumation of authority to enter a computer
system application or network.

Warranty

The conditions under, and period during, which the
Contractor will repair, replace, or .other compensate for, the
defective item without cost to the buyer or user. It also
delineates the rights and obligations of both parties in case
of a claim or dispute.

Warranty Period
A period of coverage during which the Contractor is
responsible for providing a guarantee .for products and
Services delivered as defined in the Contract.
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Work PUb

Documentation that details the activities for the Project created in
accordance with the Contract The plan and delineation of tasks,
activities and events to be perforroed and Deliverables to be
produ^ under the Project as specified in Appendix B:
Business/Technical Requirements and Deliverables. The Work
Plan shall include a detailed description of the Schedule,
tasks/activities,' Deliverables, critical events, task dependencies,
and the resources that would lead and/or participate on each task.

Remainder ofthis page intentionally left blank
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EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

1. ATTACHMENTS

a. Business and Technical Requirements

BUSINESS REQUIREMENTS

' State Requlrernants . Contractor

Req
#

Requirement Deecrlptlon Critlcallly
Contractor

Response
Deltveiy
Method

Commenta

GENERAL SPECIFICATIONS

B1.1
The Soh/tkin must be a ConbBCtor hosted

PCI compliant website.
M Yes Startdard

<^IS Network's hosted

website solution Is PCL

compliant.

B1.2

Solution shall provide mechanism for

regular reporting to analyze website
traffic/usage

M Yea Standard

Soo^e analytics win be used

or website analysis to meet
equlrem^it per Ofara
liscusslon.

B1.3
Contractor must provide ongoing hosting
and technical support services.

M Yes Standard

:3ontractor provides ongoing

costing and technical
support via ticketing system

and telephone.

B1.4

Contractor's Solution must provide the
ability to create a customlzabte store front

(with company branding, products and
pricing) quickly and easily without the

requirement of coding.

M Yes Standard

rhis functionality Is part of
ha Word Press /

fVooCommerce Installation.

1

81.5

The store front should have a look and

setup similar to the NH State Forest
Nursery Cafolog and must irtciude aH

species, ages and products offered in the
catalog, with the ability to add additional
apedes/products.

M Yes Standard

rhis Ibnctionality Is part of

he Word Press /

i^ooCommerce Installation.

B1.6

Contractor's Solution rmist provide the

ability to make changes to design,
products, pictures, and pricing via a
variety of different templates with rnoblte
responsiveness automatlcatty buNt In.

M Yea Standard

this functionality la part of
he Word Press /

A/ooCommeice Installation.
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B1.7

The Solution must provlde.a real time
inventory of each species (by ages) vislbie
to customers and a back-end that alloMrs

DFL staff to add addHior^al stock ttiat

becomes ayailat>le. and the removai of
stock and receipt of other revenue (cash
or check) from onslte sales.

M Yes

1

Standard

This functionality'is part of ttie
Word Press / WooCommerce

nstallation.

B1.6

The Solution must have the ability to
customize shipping costs based on order

total and zip code zones prodded by DFL.
M Yes Standard

The Contractor accepts this
-equiremenL

>

B1.9
The Solution must track revenue from

sales, shipping, and transaction fees.
M Yes Standard

The Contractor accepts this
-equiremmt.

01.10

Contractors Solution must provide
reporting capability at the very least
revenue. Inventory, orders, shipping,

website traffic (see Appendix K).

M

•*

Yes Stanidard
The Contractor accepts this
aquirement

81.11
Contractor's Solution must have unlimited
bandwidth and no product limitations.

M Yes Standard

The Contractor will provide
he bandwidth to meet

performance requirements.

B1.12
Contractors Solution must have the ability

to create and generate ad hoc reporting.
M ■ Yes Standard

This functionality is part of
ha Word Press /

i/VooCommerce installation.

B1.13
Reporting should have the ability to export
inCSVorXLS.

M Yes- Standard

This functionaifty is part of die

Word Press / WooCommerce

nstaiiation.

81.14

The Contractor Solution must accept Visa,
MasteiCard, Discover, mid debit cards on
behalf of the State.

' M Yes Standard
^ny card accepted via Elavon
»n be used.

B1.15

All receipts must list the refund policy as
well as the website prior to dickJng subrriit
or pay now.

.M Yes . Standard
The Contractor accepts this
-equirement.

B1.16
A confirmation number is provided for aH
approved online paymenta.'

M Yes Standard
The Contractor accepts this
equirement
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U>PLICAT10N REQUIREMENTS

State Raqulramants Contractor

iteqff Raqulremant Daacriptlon Critlcalify
Contractor

Response
Delivery
Method Comments

5ENERAL SPECIFICATIONS

A1.1

Contracts solution must be mot>]le

friendly compatible with all mobile
operating systems (ICS, Android, and
Windows, etc.)

M Yes Standard

This functionality Is part of
the Word Press /

WooCommarce installation.

A1.2

Contractors solution must be responsive
to any size screen when viewed on
mobila, laptops, desktops or tablets.

M Yes Standard

This functionality is part of
the Word Press /

WooCommerce instaltation.

A1.3

Abllity'to access data using open
standards access protect (please specify
supported versions in the comments field).

M Yes Standard

The solution will be hosted

on a URL protected by an

SSL certificate issued by a
certified authority.

A1.4'

Data Is available in commonly used formal
over which no entity has exclusive corttrol,
with the exception of National or

international standards. Data is not

subject to any copyright, patent, trademark
or other trade secret regulation.

M Yes Standard

TNs functionality is part of
ttto Word Press / MariaDB

envlrenrrrent.

A1.5

Web-based compatible and in

conformance with the following W3C
standards: HTML5. CSS 2.1, XML 1.1 and

WCAG2.1AA '

M. Yes Standard

The solution Is hosted using
the Apache web service,
which Is compHant.

(APPLICATION SECURITY

A2.1

Verify the identity or authenticate all of tiie
system dient aK>licatlons before allowing
use of the system to prevent access to
Inappropriate or confidential data or

services.

M Yes Standard

Vubier^illty scans and
related remediation will be

done prior to release.

A2.2 .

Verify the Identity and authenticate all of
the system's human users before allowing
them to use its capabilities to prevent
a^ss to inappropriate or corifidential
data or services.

M Yes Standard

Authentication of human

users is required to permit
the use of the appllcatkm's
capabilities.
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A2.3 Enforce unique user names. M Yes Standard

This functionality is part of
the Word Press /

WooCommerce Installation.

A2.4

Enforce complex passwords for
Administrator Accounts in accordance with

DolTs statewide User Account and
Password Policy.

M Yes Standard
This functionality Is part of
the Word Press Installatton.

AZ.5

Enforce the use of corhplex passwords for
general users using capital letters,
numbers and special characters In
accordance with DolTs statewide User

Account and PasswonI Policy.

M Yes Standard
TNs functionality is part of
the Word Press installation.

♦

A2.6
Encrypt passwords in transmission and at
rest.within the database.

M Yw Standard
This functionality Is part of
the Word Press installation.

A2.7
The applicaticm has the ability to Expbc
passwords after a definite period of time.

M Yes Standard

This functionality Is
supported via WordPress
extonsion/plugln.

A2.8

Establish ability to expire passwords after
a definite period of time in accordance
with Ooirs statewide User Account and

Password Policy.

M Yes Standard

This fonctionality Is
supported via WordPress
extenslon/plugtn,

A2.9

Provide the ability to Dmit the number of
people that can grant or change
authorl^tions.

M Yes Standard

This win be controlled

manually by setting a poRcy
for the creation of 'back-

ofnce' Btorefrent accounts

and roles.

A2.10
Establish ability to enforce session
timeouts during periods of Inactivity.

M Yes Standard

This functionality is
supported via WordPress
eidenslon/^lugln.

A2.11

The application shall not store
authentication credentials or sensitive data

In Its code.

M Yes Standard
This functionality Is buHt Into
the application.

A2.12

Log all attempted accesses that foO
Identification, authentication and

authorization requirements.
M Yes Standard

This requirement wtit be met
with the use of a security
Word Press plugin such as
WordFence.
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A2.13

The appKcatlon ahalt log ell activities
to a central server to prevent parties
to application ̂ nsactkins from
denying that they have taken place.

M No

Not

AvallaUe/Not

Proposing

Full financial transaction

logs are mairttalned with

the payment processor. AH
other logs are local to the
subject server. ~

A2.14 All logs must Im kept for (Malays). M Yes Standard

Apache and OS logs are
kept until the State requests
pruning.

A2.15

The application must allow a human
user to explicitly terminate a session.

No remnants of the prior session
should then remain.'

M Yes ^ndard

Elicit logout funclionafity
Is part of the application
and completely terminates
the current session.

A2.16

Do not use Solution and System
Services for anything other than they
are designed for.

M Yes Standard

This Is standard operating
procedure for applicatkms
hosted at AIS Network,

A2.17

The application Data shall t)e
protected from unauttwrized use
when at rest

M Yes Standard

TTtls is provided by
protecting the back-end

database from the publlc-
fadng Internet.

Additionally, the 2 servers

will be network segmented.

A2.18

The application shall keep any
sensitive Data or communioations

private from unauthorized Individutfs
and programs.

M Yes Standard

This is provided by
protecting the back-end

database from the pubiic
facktg Internet

Additionally, tee 2 servers
will be network segmented.

A2.19 '

Sut)sequent appRcation
enhancements or upgrades shaD not

remove or degrade security
requirements.

M Yes

V  ..

Standard

ttistheContractor%

standard policy teat all
upgrades improve the

envtronment.

A2.20 •
Utilize change managem^t
documentation and procedures.

M Yes

<■

c •

Staridard

This is standard operating
procedure for applications
hosted at AIS Network.
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»C1 088 COMPUANCE

A3.1

Contractor attssta that, as of tho

Effective Date of this RFP, It has

complied with all applicable
requirements to be considered PCI
DSS compliant, and has performed
the necessary steps to validate its
compliance with PCI DSS.

M Yes Standard
The Contractor accepts this

requirement.

A3.2

Contractor will supply the current

Status of the application's PCI DSS
compliance status, and evidence of
its most ret^nt validation of
compliance Attestation of
Compliance.

•V

M Yea Standard

Application will be hosted in

a PCI-compliant
anvlronmani, and all open-

source and COTS

oomponents are known to

be PCI compfiant.

A3.3

A3.4

Contractor must comply with all

credit card brand rules, as

applicabia, In regard to their
environment. The Contractor will

work with the State if any non-
compliance Issues occur to ensure

proper remediation of any non-

M Yes Standard

Contractor v4ll use a hilly
compliant payment

processor, such as Elavon
or Stripe.

Contractor is required to provide a
PA-DSS Implementation Guide with
Instructions on secure product
Implementaton. secure configuration

specifics, and to clearly delineate
Contractor responsibilities for

meeting PCI OSS requirements. It
should detail how to enable security
settings within the network.

M N/A

Not

Available/Nol

Proposing

The WordPress core, and

WooCommerce extension,

do not store, process or

transmit Cardholder Data.

All Cardholder Data

processing is handled via
embedded ({frame or
similar) page or plugin

provided by Payment
Processor. Securfiy settings
wll be configured and
implemented as part of the
solution, and are not

adjustable at the user level.

Page 57 of 73
Contractor Initials:

Date:

JMA 8/25/2022



STATE OF NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DNCR-2022-U0 E-COMMERCE SEEDLING SALES

EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTinCATES

A3.5

A3.6

Contractor shall Immediately notify
the NH DolT Chief Information

Security Officer and the Merchant
Card Administrator If it leams its

application is r>o longer PA DBS
compliant and shall immedlatdy
provide the DOIT Chief Information
Security Officer of ttie steps t)eing
taken to remediate the non-

MmpHance status. In no event
should Contractor's ratification to the

DolT be later than seven (7)

calendar days after Contractor leams
It is no longer PA DSS complaint

Contractor must met PCI DSS

Requirement

12.8 of the latest edition. Service

Provider.

M

M

Yes

Yes

Standard

Standard

The Contractor accepts this
raquirerrwnL

Payment processor
(Elavon or Stripe) Is the
system of record for cmdit

card transactions through
this application. They are

the only Third-Party Service
Provider for the Cardholder

Environment

A3.7

The Contractor will run, at least,

quarterly vulnerability scans

according to PCI DSS requirement
11.2

M Yes Standard

This Is Included in the

operations artd
rrialntanance service.

A3.6

Contractor agrees toat It is
responsible for the security of
cardholder data that It possesses.

Including the functions relating to

storing, processing, and transntitting
of the cardholder data.

M Yes Standard
The Contractor accepts

this requirement.

A3.9

Contractor sh^l disclose any

Nested Third Party Service
Provider (TPSP) that is a part of
the Cardholder Environment and

require an Attestation of
Compliance on an annual basis
and/or upon request from the

Nested Third Party Service
Provider

M Yes Standard
ITie Contractor accepts tNs
requiremant.
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1  Hlllp 1 !>9 ^ • ■ « '• • ^. i
v.,.

state Requirements

Requireimnt Deacrlptlon Crtticaltty Contractor

Response
Delivery
Method

Comnftente

^PPUCA nONWeUMTYTESTINO '• "

T1.1

All components of the Software shall be
reviewed and tested to ensure they protect

the State's web site and its related Data

assets.

M Yes Standard

T.I.2

For web applications, ensure the
ar^teatlon has been tested and hardened

to prevent ctiticai application security flaws.
(At a minimum, the application shall be
tested against ail flaws outlined in the Open
Web Application Security Project (OWASP)
Top Ten
fhttD://www.owasD.oro/lndex.DhD/OWASP

Top_Ten_Pro]ect).

M Yea Standard

Web Application scans and

related remediation wiH be

done prior to release.

T1.3

Provide the State with validation of 3rd party
security reviews performed on the application
and system environment. The review may
include a combination of vulnerability
scanning, penetration testing, static analysis
of the source code, and expert code review

(please specify proposed methodology in the
comments field).

M Yes Standard

PCI-ASV scanning will be
performed with Tenable as

the ASV.

T1.4

Prior to the System being moved into
production, the Contractor shall provide

results of all security testing to the
Department of Information Technology for
review and acceptance.

M Yes Standard

Vulnerability scans and

related remediation wiH be

done prior to release.

T1.5

Contractor shall provide documented
procedure for migrating application
modifications from the User Acceptance Test

Environment to the Production Environment.

M Yes Standard
The Contractor accepts this
requirement
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STANDARD TESTING

T2.1

The Contractor must test ttte software and the system
using an industry standard and State approved testing
methodology.

M Yes Standard

Web application
scanning/testing performed
as part of operations and
nuiintenance.

T2.2
The Contractor must perform application stress testing
and tuning.

M Yes Standard

Web application
scanningAestlng performed
as part of operations and
maintenance.

T2.3

The Contractor must provide documented procedure
for how to eync
Production with a specific testing environment.

M No

Not

4vaiiabl6/h

ot

Proposing

Project scope does not
Include a specific testing

environment.

T2.4
The Contractor must define and test disaster recovery
procedures.

M Yes Standard
The Contractor accepts this
requirement

-tOSTING-CLOUD REQUIREMENTS

H1.1

Contractor shall provide an ANSI/TlAo942 Tier 3

Data Center or equivalent. A tier 3 data center

requires 1) Muttiple independent distribution paths
senrirtg the IT equipment, 2) All IT equipment must
t>e dual-pcwered erKi fully compatible wflh the
topology of a site's architecture and 3) Concurrently

maintainabie site infrastructure with expected

avallabiiity of 99.982%.

M Yes Standard
MS Network data centers are

ner IV-compliant

H1.2

Contractor shall maintain a secure hosting
environment providing at! necessary hardware,
software, and internet bandwidth to mai^age the
application and support users with permission-

based logins.

M Yes Standard
AIS Network data centers are ■

Tier IV compliant.
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H1.3

The Data Center must be physically secured -

restricted access to the site to personnel with controls
such as blometric, badge, and others security
solutions. Policies for granting access must be ln
place and followed. Access shall only be granted to
those with a need to perform tasks in the Data Center.

M Yes Standard

AIS Network data centers are

IV<ompliant and follow
industry standard access
security policies.

H1.4

Contractor shall install ar>d update all server patches.

Updates, and other utilities «4thin 60.days of release
from the manufacturer.

M Yes StarKfard

This is part of the nwnthly

operatlws and maintenance
ser^oe.

Hi;5
Contractor shall monitor System, security, and
application logs.

M Yes Standard

Contractor uses VMwere to

monitor the health of dlent

servers.

H1.6
Contractor shall manage the sharing of data

resources.
M Yes

r

Starufard

There is rtot sharing of data
for tt>e solution. The datat>8se

server is provisicmed for the
sole use of the State.

H1.7
Contractor shall manage daily backups, off- site date

storage, and restore operations.
M Yes

<  s

Standard
This' is included In the hosting
service.

H1.e .The Contractor shall monitor physical hardware. M Yea Standard
This process is standard
operating procedure.

H1.10

The Contractor shall report any breach in security In
conformance with State of NH RSA 359-C:20. Any
person engaged in trade or commerce that Is subject
to RSA 358-A:3.1 shall also notify the regulator which
has primary regulatory authority over such trade or
commerce. All other persons shall notify the New

Hampshire attorney general's office.

M Yes Standard
Thb process is standard
operalir>g procedure.

DISASTER RECOVERY

H2.1

Contractt^ shall have documented disaster recovery

plans' lhat address the recmmry of lost State data as
well as their own. Systems shall be architected to
meet the defined recovery needs.

M Yes Standard

Contractor has documented

business continuity and
disaster recovery plans that
address these requirements.
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H2.2

The disaster recovery plan shaH Identify appropriate
methods for procurirtg additional hardware in the
event of a component failure. In most Instances,

systems shall offer a level of redundancy so the loss
of a drive or power supply wtU not be sufflciant to
tenninate services however, these failed components
witi have to be replaced.

M Yes Standard

Solution Infrastructure is

virtuaMzed and built on a

physical Infrastnjcture with
redundancy built,In.
Recovery plans Include the
acquisition of additional
hardware In the event of

component failure.

KI2.3
Contractor shall adhere to a defined and documented

back-op schedule and procedure.
M Yes Standard

This Is Included in the

hosting service.

H2.4

B^-up,copies of data are made for the purpose of
facHitatlno a restore of the data In the event of data
toss or System follure.

M Yes , Standard
This is irtcluded in the

hosting service.

H2.5

Scheduled backups of all servers must be completed
regularfy. The minimum acceptable frequency Is
differential backup dally, and complete backup
weakly.

M Yes Standard
Thia is Included In the

hosting sendee.

H2.6

Tapes or other back-up media tapes must be securely
transferred from the site to another secure location to

avoid complete data loaa with the loss of a facHHy.
M Yes Standard

Data backups emt^oy a
gao- dispersed model for
the location of the backups.

ft

H2.7

Data recovery - In foa event that recovery back to the
last backup is rfot suffident to recover State Data, the
Contractor shall employ the use of database loos In
addition to backup media in the restoration of the
database(s) to afford a much doser to real-time

recovery. To do thia, loos must be moved off the
volume containing the database with a frequency to
match the business needs.

M -  No

Not

Available/

Not

Proposing

Solution being proposed la a
8ir>gle-server solution. VM is
backed up every 6 hours,
including databases and

logs.

COSTING SECURITY

H3.1 .

The Contractor shafl employ security measures
ensure that the State's appficatlon and data is
protected.

M Yes Standard

The Contractor will follow

strict access controls end

security.

•

H3.2'
If State data Is ho^ed on multiple servers, data
exchanges between ar>d among servers must be
encrypted

M Yes Standard

State data Is hosted on a

single server. System
backuiw are encrypted.
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H3.3

AU servers and devices must have currently supported
and hardened operating systems, ttie latest antl«vlral,
anti> hacker, anti- spam, anti-spyware, and antl-
malware utDKies. The environment, as a whole, shall

have aggressive intrusion' detection and firewal
protection.

M Yes Standard

TNs la part of the monHily
operations and maintenance
service.

H3.4

All components of the infrastructure shall t>e reviewed

and tested to ensure they protect the State's
hardware, software, and Its related data assets. Tests
shall focus on the technical, administrative and

physical security controls that have been designed
into the System architecture In order to pro^e
confidentiality, Integrity and availabfiity.

M Yes

1

Standard

This is part of the monthly
operations arfo mainten^oe
service and vulnerability
scanning.

H3.5

The Contractor shall ensure its complete cooperation
with the State's Chief InformalJon Officer in the

detection of any security vulnerability of the hosting
Infrastnjcture.

M Yes Standard

The State wlQ receive copies
of the monthly vulneratMRty
scans. When necessary the
Contractor wll meet with the

State to review scans and

discuss remediation.

H3.6

The Contractor shall authorize the State to perform

scheduled and randwn securtty audits, Including
vulnerability assessments.-of the Contractor' hosting
kifrastructure and/or the application upon request.

M Yes Standard

1

This Is standard practice.
However, because of the load

that external scanning puts
on an application server, this
activity will need to be
scheduled for after-hours and

the Contractor wiD white-list

the State's seamier IP.

H3.7

All servers and devices must have event logging
enabled. tu>gs must be protected with access limited
to or^ authorized administrators. Logs shall include
System, Application. Web and
Database logs.

M Yes Standard

All servers will have operating
system, appllcatirm and

database togging enabled

wHh access limited as

described.

H3.8

Operating Systems (OS) and Databases (DB) shal be
built and hardened In aooordanoe guideOnes set
forth by CIS. NISTorNSA.

M Yes Standard

Servers used for ttw

Applcation are tmllt from

CIS-compliant hardened

templates.
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H3.9

H3.10

The Contractor ehalt notiiy the State's Project
Manager of any security breaches within two (2) hours
of the time that the Contractor learns of their

occurrence.

The Contractor shall be solely liable for costs
associated with any breach of State data housed at
their locatkK)(8) including but not limitad to notification
and any damages assessed by the courts.

M

M

Yes

No

Standard

Not

Availabia/

Not

Roposing

The Contractor accepts tfiis
requireinent

Sut^ect to the limitations of
Dability contained in toe
contr^, with respect to any
breach of State data residing
In Contractor'B systems,
Contractor will, to the extent

that the breach is caused by
Contractor's breach of any of
its data security obligations
under the contract, be

responsible for toe

reasonable costs of providing
notifications to impacted
Individuals where required by
law and for toir(H>arty

damages assessed by a court
of competent jurisdiction:
provided, however, toe
Contractor shall have no

liability with respect to any
such data breach that Is

caused by or facilitated by or
through any State personnel
or systems

SERVICE LEVEL AGREEMENT

H4.1

H4.2

H4.3

The Contractor'e System support and maintenance
shall commence upon the Effective Date and extend
through the end of the Contract tenn. and any
extensions thereof.

The Contractor shall m^ntain the hardware and

Software in accordance with the ̂)eciflcation8. terms,

and requirements of the'ContracL including providing,
upgrades and fixes as required.

The Contractor shall repair or repteca the hardware or

software, or any portion thereof, so that toe System
operates in accordance with the Specifications, terms,
and requirements of the Contract

M

M

M

Yes

Yes

Yes

Standard

Stendard

Standard

The Contractor accepts this
requiremenL

The Contractor accepts this
requirement

The Contractor accepts this

requiremenL
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H4.4

All hardware arxj software comportents of the
Cor>tractor hosting Infrastrxjcture shall be fully

supported by their respective manufacturers at all

times. AJI critical patches for operating systems,
databases, web services, etc.. shall be applied within

sixty (60) days of release by their respective
manufacturers.

M Yes Standanl

The Contractor's data center

uses fully compiiwit and
patched servers and related
hardware such as routers,

switches. ftrewaOs and other

security apptiances.

H4.S

The State shall have unlimited access, via phone or

Email, to the Contractor technical support staff
between the hours of 8:00am to

4:00pnv Monday through Friday EST.

M Yes Standard
The Contractor accepts this
requirerrtenL *

H4.6

The Contractor ̂ all confomt to the specific deficiency
class as described:

Class A Deficiency -'Software • Critical, does not allow
System to operate, no work around, demands

immediata action; Written Documentation - missing
significant portions of Information or unlntaHigibla to
State; Non Software - Services were Inadequate^arto
require re-performance of the Servica.

Class B Deficiency - Software • important, does not
stop operation and/or tiiere is a worit around and user
can perform tasks; Written Documentation - portions

of information are missing but not enough.to make the
document untnteiligible; Non Software - Services were

deficient, require rewoiking, but do hot require re-
performance of the Service.

M No Custom

Please refer to Contractor-

included SLAs.

Agreed to this durtog
the Oral presentation on
5/18/22 end added Contractor

SLAs to contract language

H4.7 As part of the maintenance agreemenL ongoing
support issues shall be responded to accor^ to the
followirtg: •

Class A Deficiendes - The Contractor shall have

available to the State on-cal tel^ihone assistance,
with issue trecldng available to the State, eight (8) .
hours per day and five (S) days a week wHh an entell /
telephone rMponse within two (2) hours of request;'or

the Contractor shail provide support on-site or with
remote diagnostic Services, within four (4) busineu
hours of a request;

Class B & C Deficiencies -The State shaO notify the '
Contractor.of such Deficiencies during regular
business hours and the Cohbactor shall respond back

wllhin four (4) hours of notification of planned
corrective action; The CorUrector shal repair or
replace Softvrare, and provide maintenance of the
Software in accordance with the Specifications, Terms
and Requirements of the Contract.

No Custom lease refer to Contractor-

nduded SLAs.

Stats Agreed to this during the
Oral presentation on 5/18/22
and added Contractor SLAs to

contract language

Page 6S of 73
Contractor Initials:

Date:

JMA 8/25/2022



STATE OF NEW HAMPSHIRE

DEPARTMENT OF NATURAL AND CULTURE RESOURCES

pNCR-2022-110 E^OMMERCE SEEDLING SALES
EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTinCATES

H4.8 The hosting server for the State shaH be available
twenty4our (24) hours a day. 7 days a week except
for during scheduled mainfonance.

Yea Standard rhe Contractor's servers are

losted In a Tier III or IV data

cantor arrd are availabia

iccording lo the Contractor's

itandard SLA.
H4.9 A regularly scheduled maintenance window shall be

Identified (such as weekly, monthly, or quarterly) at
which time all relevant server patches and a^llcatlon
upgrades shati t)e applied.

\A Yes Standard Maintenance windows for these

asks will be scheduled monthly.

H4.10 If The Contractor Is unable to meet the uptime
requirement The Contractor shall oedit State's
account In an amount based upon the following
formula: (Total Contract Item Prlce/365) x Number of
Days Contract Item Not Provided. The State must
request this credit In writing.

40 Custom 'lease refer to Contractor-

ncluded SLAs.

H4.11 The Contractor shall use a change management
policy for notification and backing of change requests
as well as critic^ outages.

Ves

•

Standard rhe Ointractor accepts this
aqulrement

H4.12 A critical outage wDI be designated when a business
function cannot be met by a nonperformlng application
and there Is no work around to the prot^em.

U Yes Standard rhe (kmtractor accepts

his requirement.

H4.13 The Contractor shall maintain a record of the activities

related to repair or mainter>ance activities performed
for the State and shall report quarterly on the
fcHlow^ng: Server up- time; All change requests
implemented, including operating system patches; All

critical outages reported including actual issue and
resolution; Number of deficiencies reported by class
with InltlaJ response time as well as tima .to close.

VI Yes Standard rhe Contractor accepts
his requirement

H4.14 The Contractor will give two-business days prior
notification to the State Project Manager of alt
changas/updatas and provide the State with training
due to the upgrades and changes.

Yes Stmdard rhe Contractor accepts this
equiremanL
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SUPPORT & MAINTENANCE REQUIREMENTS

Itata Raqulramants

Rm|« Requirement Deecrfptlon Critlcallty Contractor

Response
Delivery
Method

Comments

SUPPORT & MAINTENANCE REQUIREMENTS

S1.1 The Contractor'B System support and maintenance
shall commence upon the Effective Date and extend
through the end of the Contract term, and any
extensions thereof.

res Standerd rhe Contractor accepts tNe
equirement

81.2 Maintain the hardware and Software In accordance

wRh the Spedfications, terms, and requirements of

the Contract, including providing, upgrades and fixes
as required.

res Standard rhe Contractor accepts this
equirement

81.3 Repair Software, or any portion thereof, so that the
System operates in accordance with the

Specifications, terms, and raquiremants of the
Contract.

res Standard rhe Contractor accepts this
equirement

81.4 The State shall have unflmlted access, via phone or
Email, to the Contractor technical support staff
between the hours of 6:00am to

4^0pm- Monday through Friday EST. '

res Standard rhe Contractor accepto this
equirement
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S1.S The Contractor response time for support shall

conform to the specific deficiency doss as described
below or as agreed to by the parties:

Class A Deficiency - Software - Critical, does not
allow System to operate, no work around, demands
immediate action: Written Documentation - missing
significant portions of Information or unintelligible to
State: Non Software - Services were inadequate and
require re-performance of the Service.
Class B Deflctency - Software - important, does not

Stop operation and/or there is a work around and
user can perform tasks: Written Documentation -

portions of information are missing but not enough to
make the document unintelligible: Non Software >

Services were defident, require reworking, but do not
require re-performance of the Service.
Class 0 Defldency - Software - minimal, cosmetic in
nature, minimal effect on System, low priority and/or
user can use System: Written Documentation -

minimal changes required and of minor editing
nature; Non Software - Services require only minor
reworking and do not require re- perfomtance of the
Service.

M No Custom Please refer to Contractor-

induded SLAs.

State Agreed to this during the
Oral presentation on 5/16/22
and added Contractor SLAs to

»ntract language

SI .6 The Contractor shall make available to the State the

latest program updates, general maintenance
releases, selected functionality releases, patches,
and Documentation that are generally offered to Its

cuskMners, at no additional cost.

res Standard This is covered In the hosting
and monthly operations and
maintenance service and

vuinarabillty scanning.

81.7 For ail maintenance Services calls, The Contractor

shall ensure the following Information will ba
collected and maintained: 1) nature of the
Defldency; 2) current status of the Defidency; 3)
action plans, dates, and times; 4) expected and
actual completion time;
5) Deficiency resolution ktfonTuition, 6) Resolved by,
7) Identify number l.e. work order number, 8) Issue

identified by;

Tes Standard AiH>llcation service cans will

jerrerally be accepted via an
email to support^aisn,net.
The emaH will then get

converted to a ticket that will

>e routed to the appropriate
support person.
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S1.8 The Contractor must work with the State to identify
ar>d troubieshoot potmitiatty large- scale System

failures or Deficiencies by collecting the following
information: 1) mean time between reported
Deficiencies wHh the Software; 2) diagnosis of the
root cause of the problem; and 3) identification of
repeat calls or repeat Software problems.

M Yes Standard The Contractor accepts this
requirement

SI .9 As part of the Software maintenartoe agreement
ongoirtg software maintenance and support Issues,
shall be responded to according to the following or

as agreed to by the parties:

Class A Deficiencies • The Contractor shall have

available to (he State on-call telephone assistance,
with issue tracking available to the State, eight (8)
hours per day and five (5) days a week with an email
/ telephone response within two (2) hours of request;
or the CrMitractor shall provide support on-site or with
remote diagnostic Services, within four (4) business
hours of a request;

Class B & C Oefidendes -The State sh^l notify the
Contractor of such Dafldencles during regular
business hours and the Contractor shall respond

back within four (4) hours of notification of planned
corrective action; The Contractor shall repair or
replace Software, and provide maintenance of the
Software in accordance with the Spedfications,
Terms and Requirements of the Contract; or as
floraad batwean tha oartiftg

\A No Custom Please refer to

Contractor-lnduded

SLAs.

S1.10 The Contractor shall use a change management
policy for notification and tracking of change
requests as well as critical outages.

M Yes Standard The Contractor accepts

his requirement.

S1.11 A critical outage will be designated wt>en a business
function cannot be met by a nonperformlng
application and there is no work around to the

M Yes Standard The Contractor accepts
this definition.

S1.12 The Contractor shall maintain a record of the

actlvifies related to repair or maintenance acthritiea
performed for the State and shall report quarterly on

the follovring: All change requests implemented; All
critical outages reported induding ectual issue and
resolution; Number of defidendes reported by class
with initial response time as well as time to close.

No Custom Contractor shall ̂ de t)y

Contractor's standards of

operations and
malntanance and

applicabte polides and
procedures.

S1.13 A regularly ̂ eduled maintenance window shatt be
idenfified (sud) as vireekly. monthly, or quart«1y} at
which tinfte all relevant server patches and
application upgrades shall be applfod.

Yes Standard This Is part of the monthly
operations and maintenance
service.
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81.14 The Contractor shal give two-business days prtor
notiflcatlon to the State Project Manager of aH
changes/updates and provide the State witti training

due to the upgrades and changes.

fes Standard The Contractor accepts this

-equirement

S1.15 The State shall provide the Contractor with a
personal secure FTP site to be used by the State for
uploading and downloading files if applicable.

yes Standard The Contractor will make

jse of this to exchange
ties with the State when

leaded.

PROJECT MANAGEMENT

State Requirements

Req# Requirement Description Crfticelity [Contractor

Response
Delivery
Method

Comments

PROJECT MANAGEMENT

P1.1 Contractor shall participate In an initial kick-off

meeting to initiate the Project.

M fas Starrdard rhe Contractor

accepts this

P1.2 Contractor shall provide Project Staff as specified In
the RFP.

yes Standard The Contractor

accepts fois

P1.3 Contractor shall submit a finallzad Work Plan within

ten (10) days after Contract award and approval by
Governor and Council. The Work Plan shall liKlude,

without limitation, a detailed description of the

Schedule, tasks. Deliverables, milestones/criticai

events, task dependencies, and payment Schedule.
The plan shall be updated no less than every two
weeks.

yes Standard rheContrador

accepts this
-equirement

P1.4 Contractor shall provide detailed bi-weekly or

monthly status reports on the progress of the Project,
which will Indude ejqjenses incurred year to date.

yes Standard rhe Contractor

accepts this
-equlrenr>enL

P1.5 All user, fochnlcai, and System Documentation as
weii as Project Schedules, plans, status reports, and
correspondencemuslbemaintained,as project
documentation. (Define how- WORD fonrmt* on-

Una, in a common Dbrary or on paper).

yes Standard \ SharePoInt site or

Ibrary will be
>rovisk)ned and made

available to the State.
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2. CONTRACTOR CERTIFICATES

a. Contractor's Certificate of Good Standing

Staff of New HaoipsUre

D^artmeBt of State
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b. Contractor's Certificate of Vote/Authority
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c. Contractor's Certificate of Insurance
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