
STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMAHON TECHNOLOGY

27 Hazen Dr., Orooord, NH 03301
Fax: 603-271-1516 TDD Access: 1-500-735-2964

25

Denis Goulet

Commissioner

www-Tih.^v/doit

April 30, 2025

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology, on behalf of the Department of
Health and Human Services, Glencliff Home, to enter into a Retroactive, Sole Source contract

with MatrlxCare, Inc. {VC# 220806), Bloomington, MN, in the amount of $50,376 for the purpose
of hosting, operations support, and maintenance of Glencliff Home's Electronic Health Records
(EHR) management system, with the option to renew for up to two (2) additional years, effective
retroactive to July 1, 2024, upon Governor and Council approval through June 30, 2026.

100% Other Funds.

Funds are available in the following account for State Fiscal Year 2025, and are
anticipated to be available in State Fiscal Years 2026, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified.

01-03-03-030010-76950000 General Government Information Technology Dept, Information

Technology Dept, IT for DHHS (Glencliff Home)

State

Fiscal Year

Class /

Account
Class Title Job Number Total Amount

2025 038-509038 Technology Software 03950313 $25,188

2026 038-509038 Technology Software 03950313 $25,188

Total $50,376

EXPLANATION

This request is Retroactive because the previous contract for these services expired on
June 30, 2024, and significant time was needed to negotiate and reach agreement with the
Contractor on the general terms, conditions and security provisions of this new contract. The
Contractor continued to provide services as of July 1, 2024, during negotiations to avoid any
service interruption, which would have severely limited Glencliff Home's ability to operate and
care for residents. The Department began negotiations with the Contractor in November 2023.
Since that time, negotiations stalled at various points, which required the Department to engage
directly with the Contractor's executive leadership, to move the contracting process forward. To
ensure compliance with current state and federal regulations the department updated the

The Department of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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'  ' security,and privacy exhibits as well as requests for .technical and other system documentation
•  needed to assess vendor risk regarding securityirequiremehts and.'compliance. The

■  ' r Departrhent successfully completed negotiations withitheContractdrJn,April ,2025.
■  ̂ This requWt is Sole Source because,The©epaitrnent determined the cost to implement ,

'./Vahd' transition to an alternative Electronic HealthiRecordSi(€HR) managemerit.system at this time
'  '".would likely exceed the current available: budget. -negatively impact facility'resources, arid risk
"  " diminishing resident care in the short term. The Contractor's EHR;,management system meets
- ■' thie; technical requirements for the services ;providediatiGlencliff:Hlome, and the Contractor has

■ "-'..satisfactorily provided EHR management services to Glencliff Home since 20T7. However, the
I- Departrhent continues to evaluate long-term solutions for EHR management systems for its

' Sr.. ,facility-based operations and is seeking to competitively re-solici.t for these EHR servlceis by June
■  .v,;^2026.. , . " -
■' , ■ ' : • The purpose of this request is for the hosting, operations support, and maintenance of
.  , > Glencliff Home's. EHR management system. The Contractor will provide services from within their

: \hosted data center, to include, but not limited to. Electronic Health Records'bperations, pharmacy
.- T. i'seivices,:data rhovement within the systems modules, creation 'and submittal of required

regulatory compliance, resident trust fund management and resident clinical care components.
'  • This solution is key to addressing the following functions:

;  • . • • ' Accessible medical records including medication needs,.resident care history; care
•  ' ■ information to avoid medication errors missed diagnosis, and/or duplicate medical

■  testing '
V.'. Real time updates for care team members keeping clinicians informed to a resident's

; coridition across shifts throughout the residents stay

'  ■ ■ • Ability to respond quickly with appropriate medical care by having access to medical
- •"!;. histories' and/or allergies. " ' .

'  - - . • Autorri.ation of care coordination and proper storing of information To reduce. HIPAA
.violations and maintain audit trail of care provided to each resident.

' Development and Submittal of the Minimum Data Set .(MDS) required by the Center.  fprMedicaid and Medicare Services (CMS).
. \ ... As referenced in Exhibit A, "Special Provisions, of the attached agreement, the parties

-  -"have'The option to extend the agreement for up two (2) additional years, contingent upoh
satisfactory ̂ delivery of services, available funding, agreement of the parties and Governor and
.'Council approval. •

'  L' '-; ■ I ■ Should the Governor and Council not authorize this request,' Glencliff Home will not have
,  - .a;functional EHR' management system which would result in having to revert back to a paper,

medical records process which is inefficient use of nurses' time, limits data sharing with medical
providers, decreased HIPAA security, and increased risk of medication and treat errors

■  and omissions. Additionally, Glencliff Home will therefore be out of compliance with state and
federal CMS regulations. Non-compliance with CMS regulations would result in deficiencies
that would lead to restrictions on admissions, monetary fines and eventual loss of Certification.

•  Area served: Glencliff Home

t  ■ • . '.y •

r •
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Respectfully submitted,

!  DOIT #2024-094
RID #91.173

vj

I-

>  .

■I

.Denis-Goulet

.Commissioner. Department of
^Information Technology

for

Lori Weaver
Commissioner, Department of.
Health and. Human Services •

r-
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STATE OF NEW HAMPSHIRE
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DHHS- SS-2024-GLENCLIFF-01-ELE:CT-OI-i#2024-094 DHHS

Electronic Health Records at Glencliff .

P-37 GENERAL PROVISIONS

.  1, 'F0RM:NUMBER P-37 (version 2/23/2023)

VNotice: This agreement and all of its attachments shall beconte public .upon ;Submission to Governor
t  ' and Executive Council for approval. Any.informationthat is private,-rconfidentiai or

^  v ; ; proprietary must be clearly identified to the agencyand agreed to in writing prior to signing
.  • .the contract. . . '

"  ̂ AGREEMENT
'The State of New Hampshire and the Contractor hereby mutually "agree as follows:

.  . . ^ GENERAL PRpVISIONS

1. 'IDENTIFICATION.
' 1 .1-State Agency Name

Deparlrnent-of Informatiori Technology

1.2 State Agency Address . •

27 Hazen Dr.. Concord, NH 03301

1.3 Contractor Name

MatrixCare, Inc.

IA Contractor Address '

10900 Hampshire Avenue South, Suite 100, Bloomington, MN
55438

' 1.5 Contractor Phone
Number.',

,{866)'469'3766 ■,

1.6 Account Unit and Class

AU/Class

1.7 Completion.Date
June 30; 2026 • ,

1.8 Price Limitation

$50,376

1.9 Cohtra'ctihg'G'fTicer for'State Agency ,

Ellcii M. Lappinte, CEO of New.HampshirelRISS'^faf" ■

1.10 State Agency Telephone Number ' "

1-603-271-9631

I: ITGbhtractor Signature

S(^^- ■ D^!e:.4/9/2025
1.12 Name and Title of Contractor Signatory

•  David Shepard . ' - *

1.13. State'Agency Signature

'rS^ ■ Date: May 2, 2025
1.14 Nathe and Title of State Agency Signato^'
Denis Goulel, CIO/DOIT Commissioner

' i »

,  ' t .. - * .

,1-. 15. Approval by. the N.H. Department of Administration, Division of Personnel (ifapplicable)

By: Director, On:

1.16 Approval by the Attorney General (Form, Substance and Execution) (if applicable)
y.—DocuStgn«d by:

- .By: On- 4/10/2025,

1.17 Apprpval^'tlie^ovefnbr and Executive Council (ifapplicable)
^  '

•  - ,G&C Item number: " G&C Meeting Date:

t ;

'•/ '.i

'  • ■ r . "I

i. i-Goniractor Initials;
■  ̂ .1 I

Vi;9/2p25.:, .
Page 3 of 45
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P-37 GENERAL PROVISIONS

. 2. SERyiCES TO BE PERFORMED. The State of New
Hampshire, acting .through the .agency identified in block I.I
("State"),-etigage's contractor identified in block 1.3 ("Contractor")
to perfomi/ahd the Contractor shall perform, the work or sale of

•  goods,'or both, identified and more particularly described in the
.  attached EXHIBIT'S which is incorporated herein by reference
("SefviccVj).'- ' • ■

' '.i ' / '

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1' Notwithstanding any provision of this Agreement to the
contrar>', and subject to the approval of the Governor and Executive
Council" of the State of New Hampshire, if applicable, this
^Agreetrierit; and all" obligations of the parties hereunder, shall
- become effective on the date the Governor and Executive Council
'  approve this Agreement, unless-no such approval is required, in
• which case^the Agreement shall become effective on the date the

Agreement is signed by the State Agency as shown in block .1.13
("Effective Date").'

i 3.2 If the Contractor commences the Services prior to the Effective
Date,-air Services performed by the Contractor prior to the
Effective^ Date,shall be performed at the sole risk of the Contractor,
and in the event that this-Agreement does not become effective, the

.State,-shall.have no liability to' the Contractor, including without
limitation,',ahy, obligation to pay the Contractor for any costs
incurred or,Services performed.

'3.3 Contractor must complete all Services by the Completion Date
•  specified in^block 1.7. ■

;. '4' CONDITIONAL NATURE OF AGREEMENT.
^ Notwithslandihg any provision of this Agreement to the contrary,
,  all obligations pf tlie State hereunder, including, without limitation,
- the continuance of payments hereunder, are contingent-upon the

"'•availability and,continued appropriation of funds. In no event shall
'  the State be liable for any payments hereunder in excess of such

available appropriated funds. In the event of a reduction or
' -..termination'pf appropriated funds by any state or federal legislative

"or'executive.action that reduces, eliminates or othenvise modifies
: .the appropriation or availability of funding for this Agreement and
• •the,Scppe for Services provided iri EXHIBIT B, in whole or in part,
the Slate shall'have the right to withhold payment until such funds
'become available, if ever, and shall have the right to reduce or
terminate the Seivices under this Agreement immediately upon
giving the Contractor notice of such reduction or termination. The
State shall not be required to transfer funds from any other account
or source to the Account identified in block 1.6 in the event funds

in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.

• 5.' 1 'The contract price, method of payment, and terms of payment
.are identified and more particularly described in EXHIBIT C

. which is incorporated herein by reference.

5.2 Notwithstanding any. provision in-this Agreemeiit to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8. The
payment by the'State of the contract price shall be the only and the
complete reimbursement to the Contractoryfor all expenses, of
whatever nature incurred by the Contractor in the performance
hereof and shall be the only and the complete compensation to the
Contractor for the Services.-

5.3 The State reserves the right to ofTset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA-80:7
through RSA 80:7-c or any other provision of law.
5.4 The Slate's liability under this Agreement'shall be limited to
monetarj' damages not to exceed the total fees paid. The Contractor
agrees that it has an adequate remedy at law for any breach of.this
Agreement by the State and hereby waives any right to specific
performance or other equitable remedies against the State.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND

REGULATIONS/EQUAL EMPLOYMENT .

OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not.limited to, civil rights and equal
employment opportunity laws and the Governor's order on Respect
and Civility in the Workplace, Executive order 2020-01. In
addition, if this Agreement is funded in any part by monies of the
United Stales, the Contractor shall comply with all federal
executive orders, rules, regulations and statutes, and with any rules,
regulations and guidelines as the State or the United States issue to
implement these regulations. The Contractor shall also comply
with all applicable intellectual property laws.
6.2 During the term of this Agreement, the Contractor shall not
discriminate against.employees or applicants for employment
because of age, sex, sexual orientation, race, color, rharital status,
physical or mental disability, religious creed, national origin,^
gender identity, or gender expression, and will take affirmative
action to prevent such discrimination, unless exempt by state or
federal law. The Contractor shall ensure any subcontractors
comply with these nondlscrimination requirements.
6.3 No payments or transfers of value by Contractor or its
representatives in connection with this Agreement have or shall be
made which have the purpose or effect of public or commercial
bribery, or acceptance of or acquiescence In extortion, kickbacks,
or other unlawful or improper means of obtaining business.
6.4. The Contractor agrees to permit the Stale or United States
access to any of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with this Agreement and

■»,

Tlnltlali'iConlracidr"lnitials:-->
.. .

•f.-. "
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all rules, regulations and orders pertaining to the covenants, terms:
• and conditions of this Agreement. >

7. PERSONNEL.

' 7.1 The Contractor shall at its own expense provide all personnel'
necessary to perform the Services. The" Contractor warrants that all'
personnel engaged in the.Sen'ices shall be qualified to' perform the
Services, and shall be properly licensed and otherwise authorized
to do so.under alt applicable laws.
7.2 The Contracting Officer specified in block 1.9, or any
successor,-'shall be the Stale's point of contact pertaining to this
Agreement;'.'-

8. EVENT OF DEFAULT/REMpiES.
-'■8.1 Any one-or more of the-following acts or omissions of the

Contractor shall constitute an event of default hereunder ("Event
of Default");

■  ■ 8.1.1 Failure to perform'tlie Services satisfactorily or on schedule;
8.1.2 Failure to submit any report required hereunder; and/or

■8.1'.3 Failure to';perform any other covenant, term or condition of
'  this Agreement.'

• 8.2 Upon the .occurrence of any Event of Default, the State, may
. take.anyone*;-,or more, or all, of the following actions:

•  8.2'.l give-the^Contractor a written notice specifying the Event of
• t Default and requiring it to be,remedied within, in the absence of a,

,  greater-or^lesser specification of time, thirty (30) calendar days
'  • from'the date of the notice; and if the Event of Default is not timely

'  - cured; tefrhinate this Agreement, efTective.two (2) calendar days
■  .. 'i.afler giving the Contractor'notice of termination; ^ •
■ . % 8;2}2^give.lliVGbntractor a \yritt'en notice specifying the Event of

DefauU and;^suspending all payments to be made tinder this
• i-. 'rAgfeetiieht and ordering that the portion of the contract price which

fW0uld-6ther\yise accrue to'the Contractor during the period from
. '• •-: the date of such notice lintil such time as the State determines that

^* " :..the.Contractor Kas cured the Event of Default shall neyer be paid
Mo the Contractor; .

7. 8.2-.3 give the Contractor a written notice specifying the Event of
Dcfau!t:and set off against any other obligations the State may owe
to the" Contractor any damages the Slate suffers by reason of any.
Event of.Default; and/or

• 8.2.4'give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the Agreement
and pursue any ofits remedies at law or in equity, or both.

9. TERMINATION.
9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or in

'  " * "v part, by .thirty (30) calendar day's written "notice to the Contractor
.  ,that the State is "exercising its option to terminate the Agreement.

■■ 9.2 In the event of an early termination of this Agreement for any
/■"•j rcasoh'olhcy^than the complctio;i of the Services, the. Contractor

shall, at the'State's discretion, deliver to the Contracting Officer,"
not later than fi fteen (15) calendar days after the,date of'
termination, a.report ("Termination Report") describing in detail
all Servicesyperformed, and the contract ^price earned, to' and
including the date of termination. In addition, at the State's
discretion, the Contraclor.shall, within fi fteen (15) calendar days
of notice of early termination, develop and submit to the State a
transition plan for Services under the Agreement.

10. PROPERTY OWNERSHIP/DISCLOSURE.
10.1 As used in this Agreement, the word "Properly" shall mean
all data, information and things developed or obtained during the
performance of, or acquired or developed byjeasonjof, this-
Agreement, including, but not limited,to, all studies, reports, fi les,
formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether fi nished or
unfinished.
10.2 All data and any Property which has been received from the
State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned .!
to the State upon demand or upon termination of this Agreement .
for any reason.
10.3 Disclosure of data, information and other records shall be,
governed by N.H. RSA chapter 91-A and/pr other applicable law.
Disclosure requires prior written approval of the State.

11. CONTRACTOR'S RELATION TO.JHE STATE..In the
performance of this Agreement the Contractor is in^all respects an :
independent contractor and is neither an agent nor an employeeof •
the State. Neither the Contractor.nor any of its officers, employees", '
agents or members shall have authority .to bind the State or receive-
any benefits, workers' compensation or other emoluments
provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 Contractor shal I provide the State written notice of at least fi fteen

days before any proposed assignment, delegation, or other,
transfer of any interest in this Agreement. No such assignment,-
delegation, or' other transfer shall be effective without the
written consent of the state, r

12.2 For purposes of paragraph 12, a Change of Control shall
constitute assignment. "Change of Control" means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its affiliates, becomes the direct
or indirect owner of*fifty percent (50%) or. more of the voting
shares or similar equity interests, or combined voting power of the
Contractor, or (b) the sale of all or substantially all of the assets of
the Contractor. • .
12.3 None of the Services shall be subcontracted by the Contractor
without fi fteen (15) days notice to prior-written notice and consent, •
ofthe-State*. ' ■ ' ' ' ^

- ■ ■ I

i'

•

; Conlnicio'r lhiiiats,>-^tniu«r,
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-12.4 . The Stale is entitled to copies of all subcontracts and IS.l.Byisigning this agreement, the Contractor agrees, certifies and "
assignment agreements and shall hot be bound by any' provisions .avarrants.that the Contractor is in compliance with or exempt from,.

, ^contained in a subcontract or an assignment agreement to whichiit Ihe i^quirements of.'N.H. RSA chapter. 281-A ("Workers'
'is not party. . Compensation'!).

tl5l2-To'the extent the Contractor is subject to the requirements of
'  '13. •• INDEMNIFICATION. The Contractor shall indemnify, ^J.M. RSA-chapter 281-A, Contractor shall maintain, and require

"defehd,- and hold harmless the Slate, its officers, and employees ^y subcontractor or assignee to secure and maintain, payment of '
-ifrom'.and against all actions,- claims,- damages, demands, Workers'"Compensation in connection with-activities which the
judgments, fines, liabilities, losses, and other expenses', including,
without limitation, reasonable attorneys' fees, arising out of or
relating' to this Agreement against the State, its officers, or
^employees..caused by the gross negligence, reckless or willful

' ■ miscori(iuct,,or,fraud resulting in death, personal injury, or property
:  .damage by the Contractor, its employees, agents, or subcontractors.
-The.State shall not be liable for any costs incurred by the
Contractor arising under.this paragraph 13. Notwithstanding the
foregoing, nothing herein contained shall be deemed to constitute
a waiver of the State's sovereign immunity, which immunity is
hereby reserved to the State. This covenant in paragraph 13 shall

1" surviye.the termination of this Agreement.

INSURANCE.

' •>I4.r'. The- Contractor shall, at its sole .expense, obtain and
'  continuously ̂maintain in force, and shall require any subcontractor
,  or assignee, to obtain and maintain in force, the following

insurance: .

'  '14.1".l:comniercia! general liability insurance against all claims of
':-":bodily injury,-death or property damage, in amounts of not less than

$1,000,000 per occurrence'arid $2,000,000 aggregate or excess;
,  .,and.>-.- . « ' . '
,'.-i44.!.2Upecial-cause of loss coverage form covering all Property
;  .subject'to.subparagraph 10.2 herein, in an amount not less thari
''.80% of the'whole replacement value of the Property.

14.2,The policies described in subparagraph 14.1 herein shall be on

person proposes to undertake pursuant to this Agreement. The
Contractor shall furnish the Contracting Officer identified inbiock

1.9, or any successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281 -A and any applicable
renewal(s) thereof, which shall be attached and are incorporated
herein by reference.. The State shall not be responsible for payment
of any Workers'- Compensation premiums or for any other claim or
benefit for Contractor,- or any subcontractor or employee of
Contractor, which might arise under applicable State of New
Hampshire Workers' Compensation laws in connection with the .
performance of the Services under this Agreement.

16. WAIVER OF BREACH. A State's failure to enforce its rights .
with respect to any single or continuing breach of this Agreement .
shall not act as a.waiver of the right of the State to later enforce any
such rights or to enforce any other or any subsequent breach.

17. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have been duly-delivered or given at.the time of
mailing by certified mail,'postage prepaid, in a United States Post
Office addressed.to the parties at the addresses given in blocks 1.2
and 1!4, herein.

18. AMENDMENT. This Agreement may b'e amended, .waived or
discharged.only by an'instrument in writing signed by tlie parties
hereto and only after approval of such'amendment, waiver or

^ policy-forms and endorsements approved for use in the State of discharge by the Governor and Executive Council of the State of
r New^Hampshireby the N.H*. Department of Insurance and issued New Hampshire unless no such approval is required under the

by insurers-jice'nsed in the State of New Hampshire.
- 14.3 The Contractor shall -furnish to .the Contracting Officer
•:.ideritified in block 1.9, or any successor, a certificate{s) of
•  insurance for all insurance required under this Agreement. At the
request of the Contracting OfTicer, or any successor, the Contractor

-  shall provide certificate(s) of insurance for all renewal{s) of
insurance required under this Agreement. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference.

15. WORKERS' COMPENSATION.

circumstances pursuant to State'law, rule or policy.

19. CHOICE OF LAW AND FORUM. .

19.1 This Agreement shall be governed, interpreted and construed
in accordance with the laws of the State.ofNew Hampshire except
where the Federal supremacy clause requires otherwise. The
wording used in this Agreement is the wording chosen by the
parties to express their mutual intent, and no rule of construction
shall be applied against or in favor of any party.
19.2 Any actions arising out of this Agreement, including the
breach or alleged breach thereof, may not be submitted to binding
arbitration, but must, instead, be brought and maintained in the
Merrimack County Superior Court of New Hampshire which shall
have exclusive jurisdiction thereof.

•• 'V iT"?
. -CiMitpclor IniiiajSy^initui
; .i-Toaie:' '

■' .u'v; 479/2625
...- . "-.Page 6 of 45
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Electronic.Health.Records at GlencliTf

P-37 GENERAL PROVISIONS

■•.■20rCONFI:ICTINC TERMS; In the event of a conflict between'
the terms ofthis P-37 form (as modified'in EXHIBITi A) and any 24/-iFUftilRiER'iA'SSllRANCES. The Contractor, along with its

• other portion of this Agreement including any attachments thereto, ..agents and.aiTiliates,:diall, at its own cost and expense, execute any
the terms of the P-37 (as modified in EXHIBIT A) shall control, •iadditionahidocuments.sanditake such further actions as may be

'  • reasonably required to carry out the provisions of this Agreement
21: THIRD PAR'TIES. This Agreement is being entered into for .:and.give;efTecttb theacansactlbns contemplated hereby.

-  the sple.berieflt of the parlies hereto, and nothing herein, express or
•  implied, is'iiitended to or will confer anyMegal or equitable right,

• benefit," or remedy of any nature upon any other person.
25. SEVERABILITY. In the event any of the provisions of this
Agreement are held ;by a court of competent jurisdiction to be

22. HEADINGS. The headings throughout the Agreement are for
- reference.purposes only, and the words contained therein shall in

ho^ way be . held to explain, modify, amplify or aid in the
/.•-.il-':.;. _r .u_ r ..i.;.interpretation

contrary to any stale orfederal law, the remaining provisions ofthis
Agreement will remain in full force and effect.

26. ENTIRE AGREEMENT..This Agreement, which may be
,'.construction or meaning of the provisions of this -executed in .a number.of counterparts, each of which shall be

Agreement... - ■

23. -SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated

. herein by-reference.

deemed an original,- .constitutes .the entire agreement and
understanding between • the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof. '

■ V ■" r
,  •• 'i.

l- V-' -V . . ■

•J ".,r

V.C.''

s  ,

'  - -x'Coiiiraci6r,)niiia]s:/r—in'tia'

' f t •* * », I ' * . *
• ' , Page7of45< •
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DEPARTMENT OF HEALTH AND HUMAN SERVICES

DHHS- SS-2024-GLENCLIFF-01-ELECT-01- #2024-094 DHHS

Electronic Health Records afGIencliff

EXHIBIT A - SPECIAL PROVISIONS

.  EXHIBIT A: REVISIONS TO STANDARD CONTRACT PROVISIONS

-  -^ The.terms outlined in the P-37 General Provisions are modified as.setforth below:

•  ■ . I

%

■Ail-' ■ Provision 3, EITective Date/Completion of Services, is amended as follows:
3.1 .Notwithstanding any provision of this Agreement to the contrary, and subject to the

approval of the Governor and Executive Council of the State of New Hampshire, this
.  , . ■ agreement) and all obligations of the parties hereunder, shall become effective

'  • retroactively to July 1,2024.

.vA.i' ' Provision 3, Effective Date/Completion of Scn icesi is updated with the following
/.r .' addition:

3.4 The Term may be extended for up to two (2) years ("Extended Term") at the sole
•  option of the State, subject to the Parties prior written Agreement on applicable fees ,

.  for each extended Term under the same .terms and conditions, subject to approval of
the Governor and Executive Council.

A.3); . Provision 5, Contract Price/Price Limitation/ Payment, is updated as follows:
•  ' ,5.5. Contractor's liability to the State for services',provided shall not exceed three times'

' (3X) the total price set forth in Section 1.8, Price Limitation, of the General Provisions
. of this Agreement: Notwithstanding the foregoing, the limitation of liability shall not

\  ̂PP'y Contractor's: (i) indemnification-obligations set forth in Paragraph 13,
iy'.! : Indemnification, of the General Provisions of the Agreement;,^d (ii) noncompliahce •

,  ' with Exhibit F, Business Associate Agreement, for which liability shall be limited to
$1,000,000 in the aggregate. , ' . .

^  ̂ / A.4. " Provision 9, Termination, Section 9.2 is deleted and replaced with the following:
'i ^ 9.2 In the "event of the termination pursuant to subparagraph 9.1,.the contractor shall '

I ^ immediately stop "all work hereunder and shall immediately cause any and all of its
"  suppliers and subcontractors to cease work. The State will pay for cost of all Services

.  and Deliverables provided through the date of termination and for winding down the
'  ■ . Contract activities at Contractor's standard rates. The Contractor shall not be paid for

-• . any work performed or costs incurred which have not reasonably been performed prior
!  to termination except as provided herein.

A.5 Provision 9, Termination, Section 9.3 is updated with the following addition:
'  9.3 Upon termination of the Contract, the State, in addition to any other rights provided

•  '. in the Contract, may require Contractor to deliver to the Slate any State Data, State
may order additional .data extract seivice's via statement of work at Contractor'sstanijl^" rates. After receipt of a notice of termination, and except as otherwise

. L:

" ■■■ ' • ■' • Page8 6f-45
•A' V. ■ ". .• .
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EXHIBIT A - SPECIAL PROVISIONS

directed by. the State,.Contractor shall:

a. Stop-work under the Contract on the date, and to the extent specified, in the
notice; ' - ■ .

b. Take such.action as the State-directs in writing, or as necessar>' to preserve
and.protect the property related to the Contract which is in the possession of
Contractor and in which the State has an interest, provided however the State
pays for such" additional ser\'ices at Contractor's standard rates;.
Take no action to intentionally erase or destroy any State Data, which includes
Slate Data held by the Contractor's subcontractors, proyided however the
State pays for such additional services at Contractor's standard rates, subject
to an arriendment and approval of the Governor and Executive Council;' •

c.

-As.-

••/ .•' .■v...

V

Provisidri 10, Property Ownership/Disclosure, Section 10.2 isideleted and replaced with
the following:

10.2. All data and any Property which has been received from the State or purchased
with funds provided for that purpose under this Agreement, shall be the property
of the State, and shall be returned to the State upon demand or upon termination
of this Agreement for any reason. The data must be returned,to the State in an

■■■ . industry.standard format agreeable to the State, provided however State.pays
Contractor's standard rate, "subject to an amendment and approval of the'
Governor and Executive Council. ^

' '* •. •>

. V' •
'  . J -

A:6. ■ Provision 10, .Propert>' Ownership/Disclosure, is updated with the following addition:
. 10.4. Subject to applicable federal or State laws and regulations. Confidential Information

shall'not include information which: ... ' • ' "

a. shalLhave othehvise become publicly available other thaiyas a result of
, disclosure by the receiving Party in breach hereof; '

b. ■ was disclosed to the receiving Part>' on a hon-confldential basis from a source
/other'than the disclosing Party, which the..receiving-Part>fbelieves is not

In till

Page 9 of 45e a oi ,'»o I ^ *  ' T ■
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' ; "

•  ' prohibited from^disclosing such-flnforraation;as a result of an obiigation in
favor of the disciosingiParly;

.  c. is disclosed with:the-wrrttenconsentt)fthe disclosing Party or designee; and

,  d. is disclosed with^theiwritten consent-of the disclosing Party.

10.5 A receiving Party also may-disclose the'disclosing Party's Confidential Infonnation
. to the extent required by law or an.order of a court of competent jurisdiction. Any

disclosure of the Confidential Information shall require the prior written approval of
the State. Contractor shall immediately notify the State if any request, subpoena or
other legal process is served upon Contractor regarding the Confidential Information,

;  , • and'Contractor shall cooperate with the State in any effort the State undertakes to
cohtesf the request,"subpoena or other-legal process, at no additional cost to theState.

10.6 This covenant in paragraph 10 shall survive the termination of this Contract. .

A.9 Provision 12, Assignment/Delegation/Subcontracts, is deleted and replaced with the following:

•Vr-.'i-

'< '

■: •• /■/,Contractor Initials:

i2.1. Contractor shall provide the State written notice within thirty (30) days after any proposed
. -assignment, delegation, or other transfer of any interest in this Agreement.

12^2. For purposes of paragraph 12, a Change of Control shall constitute assignment.-"Change of
' Control" means (a) merger, consolidation, or a transaction or series of related transactions in which ■

a third party, together with its affiliates, becomes the direct of indirect owner of fi fty percent (50%) '
, or more of the voting shares or similar equity interests, or combined voting power of the Contractor,
or (b) the sale of all or substantially all of the assets of the Contractor.

12;3. Contractor shall provide the State written notice within thirty (30) days after entering into'any .
subcontract for the Services.•'

12.4. - the State is entitled to redacted copies of all assignrnent agreements and shall not be bound by any
.  . ' provisions contained in an assignment agreement to which it is not party. The Contractor agrees that

the State is entitled to infomiation regarding the terms of any contract between Contractor and a
subcontractor that is reasonably related to this Agreement between the State and Contractor.
Therefore, the Contractor agrees to provide information regarding the terms of the contracts
between itself and any subcontractor upon request from the-State. The Contractor will provide such •

•  • information to the State via summaries, questionnaires, attestations or redacted copies,-as requested
by the. State.

12.5 In the event that Contractor should change ownership for any reason whatsoever that
results in a change of control of the Contractor, the State shall have the option of:

a. continuing under the Agreement with Contractor, its successoi-s or assigns forthe
full remaining Term of the Agreement.'

12.6 Subcontractors are subject to the same contractual conditions as the Contractor and
the Contractor is responsible to ensure subcontractor compliance with those
conditions. The Contractor must have written agreement with all subcontractors . .
specifying the work to be performed, and if applicable, a Business Associate
Agi;e£ii:ftgiat in accordance with the Health insurance Portability and Accountability

. . . ■ - ■ \

<• . '

•f"'

'f. -

Page 10.of 45-
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Act. Written agreements shall specify how/cbirective action.shall be managed. The
Conlraclor must manage the subconliactorlsipenfDnnance pn an ongoing'basis and
take corrective action-as necessary.. Upon receipt of. State's .written request, the
Contractor.must annually provide theStateuvithailist ofall.subcontractors provided
for under this Agreement. Failure to enterinto^Business Associate Agreements with
its subcontractors that create or receive.protec.ted.iieaIth information on the behalf
of the State, through this Contract isadirebtWIPAA violation by the Contractor.

A.IO .. Provision 13, Indemnification, is updated with.thefollowing:

13. INDEMNIFICATION. The Contractor shalliindemnify, defend, and hold harmless
the,State, its officers, and employees from and against all actions, claims, damages,

- • -demands, judgments, fines, liabilities, losses,and other expenses, including,
^  without limitation, reasonable attorneys'fises,arising out of or relating id this

Agreement against the State, its officers, or employees caused by the grpss
negligence, reckless or willful misconduct, or fraud resulting in death, personal

'  ' injury, or property damage by the Contractor, its employees, agents, or
subcontractors. The State shall not be liable for any costs incurred by the

•  Contractor arising under this paragraph 13. Notwithstanding the foregoing, nothing
•  ' herein contained shall be deemed to constitute a waiver of the State's sovereign

y •; immunity, which immunity is hereby reservedto the State. This covenant in
I  r ■ paragraph 13.shall survive the termination ofthis Agreement.

V; -A.ll.'' . The following Provisions are added and made.part of the P37:

-:,^;;.:r27.^''F6ReEMAJEURE ^ " . ' . '
'  »■ y,- 27.1 Neither.Contractor nor the State shall be responsible for delays or failures in

performance resulting froni events beyond the control of such Party and without .
j  • • fault or, negligence of such Party. Such events shall include, but npt be limited to,

•  . acts of God, strikes, lock outs,'riots, and acts of War, epidemics, acts of
V  • • --.Government, fire, power failures, nuclear accidents, earthquakes, and unusually

;  . . . .severe weather. ' -
..V -• 27.2 Except in the event of the foregoing, Force Majeure events shall not include the

•  , • Contractor's inability to hire or provide personnel needed for the Contractor's
V.'. • .V , ■performance'under the Contract. ' •

'The Exhibits and Attachments referred to in and attached to the Contract are.incorporated by
'reference as if fully included in the text of the Contract.

.  7 29. NON EXCLUSIVE CONTRACT
.The State reserves the right, at its discretion, to retain other vendors to provide any of the

• Services or Deliverables identified under this Agreement. Contractor shall use commercially
reasonable efforts to coordinate work with all other State vendors performing Services which
relate to the work or Deliverables set forth in the Agreement. The State intends to use,

.whenever possible, existing Software and hardware contracts to acquire supporting Software
.  and hardware.

'  . 30. ORDER OF PRECEDENCE
l  - . •, In the"event of conflict or ambiguity among any of the text within the awarded Agreement,

Y  * •• . " ' • • . • V 0

t." 'Contractor Initials: ^ '

•-.'V -  V ' .Page 11 of 45 - .N •
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/ f* \

/  •

J

J"

.. ̂ the following Order "of.Precedence shall govern: .

\

.1 I

■ ^ t.''

*• •

:■ i-

a, :

• ; Agreement;

'?ii.

/, ■f " iy- ■ ••

'• •. • - •• * ' •' ''W' ■

;v-" :
T  i-., ' K - - . » i ^ . •

••e,6ntr|cto(j

-Initial

Ps,
^^als: i_

Date:'^ ^ . '  - • • ' - . . " . I' ■ j. .< . •■'
■  ••■ < "■ '' v . • ' •>Page j2:pf 45 • . • ^ ' ' • " •• ' ■ '.• ' ■ : " . ', ' /
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^  M i EXHIBIT B -STATEMENTOF WORK

J

•v.;,,:.

V',-'; ̂ The^services Jn this. Agreement ,are^ for the hosting operations support, and maintenance of Glencliff
. ̂ M -."Home's EHR management,system." The Contractor will provide services from within their hosted data
'-■7 .^ ' center, to include, but not limited to; Electronic Health Records operations, Pharmacy services, data

movement within the systems 'modules, revenue stream -management, and patient clinical care
components. ' ' '

■ V All,fuhctipnality is currently operational as sendees will cany on an ongoing basis for the duration of
!* • ;' jfhe contract.' '

1

.1.1-2.

, 1.;1.3..

'l.l.4^

■  - The Statement of Work, Business and Technical Requirements, and Deliverables are set forth below:

J l: Statement of Work
, < 1.1. The'Contractor must provide an Electronic Health Records System (EHR) and components

related to the Electronic Medical Records application, including licensed software, and
■  . /. ' ' '/v cloud hosting of Glencliff Home's (Glencliff) electronic medical records. The Contractor

'  ' . ■ v. provided EHR must offer:; . ,
' V l.Kl. -Medication management. '

Order filling and processing. •

• Patient safety-related features. -
,, . * I '

Provisions for health infomiation exchange (HIE) connectivity to allow the transfer
V* . .^of required inforrhation between Glencliff and other medical providers.

-l .l'.S. d^'Capability to submit" Medicare, Medicaid and third-parly claims manually or
'•v' electronically. ■ • " "

■  1.1 ;6. Minimum Data Set (MDS) production with Reimbursement Optimization and Query.

' 7 ■ 1.1.7. . Point of Care, (POC) data and system integration.

;V-_'1.1.8. Care plan generation'with ability to add templates. ' - . . . ..
1.1:9. ,^Trackingof patient vitals'. ■•' . .
i. 1.10. User defined assessments, library of observations, and events.

1.1.1 1. Ability to create, manage and securely keep all resident clinical documentation
including history and physical examinations, progress notes, and any other form of

'  clinical documentation.

1.1.12. Physician scheduling.

1.1.13. Insurance eligibilit>' checking, including Medicare Part D.

^  .i.1.14.' Ability to offer ePrescribing'^Pharmacy Integration, in order to electronically send
prescriptions directly to a pharmacy from the.point-of-care.

U"" - '

•' ''/'.Contractor Initials:- ' •
PS

.  r;. " .:>• ;• ■ .
Page-13of45 ■  »• * 'C-
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iEXHIBIT:Bl-STATEMENT OF WORK

.2.1.2

•  , 1.2:

- i' ■ ■;

1.1.15. Supporfibri Electronic-Jvledication Administration Record (eMAR).

1.1.16. Ability to:a'dminister Accounts Receivable.' . .
1.1.17. Provision-df Medicare an'd Medicaid Electronic'Claims Submissions.

1.1.18. '' Provision-of'Electronic Remittance Advice.

1.1.19. Reporting on patient data, including data analysis functions.
' 1.1.20. Provide ICD-10 functionality. . . -

■" r.2. The Contractor must ensure the EHR includes:

.  , 1.2.1 .Contractor Hosting Services

'  ' 1.2.1.1. The Contractor must provide hosting services for the Matrix EHR Elite'
application for the duration of the contract in accordance with the,
specifications described below:

1.2.1.1.1. The hosted production environment-shall be deployed using the multi.-
tenancy option specified in EXHIBIT C. in accordance with the multi-
tenant option, the State shares an instance of the Software with the

.  ' Contractor's other customers.

System Availability Objective ' . " . -

1.2.1. • ■ The Contractor shall use commercially reasonable efforts to must
;  -ensure that during any twelve (12) month period, the Software shall be

available at least 99.5% of the time during normal business hours,
excluding scheduled maintenance and interruptions due to failures

. .outside of the Contractor's control . . -

"Base Time" equals the product of the number of days in the applicable
month times 24 hours times 60 minutes.

"Unscheduled Downtime" equal's the time (in minutes) during which
the Production System is not operational (excluding "Scheduled
Downtime") from the Contractor's Hosting facility.i'nternet connection

'based on the pleasuring methodolog>' documented below.
"Scheduled Downtime" equals the aggregate total of all minutes of
planned and seheduled maintenance performed during the month to
perform any necessary hardware, operating system, network, database,
application software maintenance, repair, upgrades, and updates. The
Contractor must work with the State to determine and use commercially
reasonable efforts to Schedule Downtime after regular business hours,,
during times that minimize the disruption to operations. The amount of
Scheduled Downtime may var>' from month to month depending on the
level of change to the system such as the project implementation phase,
adding new products, upgrading products, etc.

The State is permitted to audit the unscheduled Downtime based on the
methodology established below. The Contractor agrees to cooperate ,

1-.2.

1.2.

.2.2.

.2.3.

1.2.1.2.4.

1.2.1

PS

-a''-*'

r.

.-i

Contractor Initials:

4:
Page 'I4'6f 45. _
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, with the'iState 'in .connection^\vith "any audit of the Unscheduled
-Downtime..This;audit.must;take place within 30 days of the month end.

1.2.1.2.6. The Contractor must adviseJthe-State.on Service Packages that may
• enhance^ performance and ayailabjiity and advise the State of tfie-

J • - advantages of implementing the Service -Packages as well as the'
•  ': . J:. ' ' V ' implication of electing not to implement the Service Packages. The

■  . ' \ . . -Contractor must perform the technical requirements needed for the
;  i . •, State to use the Service Packagesihat the State elects to implement, at

no additional charge and as part of the Hosting Fees. The State and the
Contractor will work together to establish a mutually agreeable
implementation schedule for the Service.Packages. Upon notice to the
State that the System's performance.and availability \vill be adversely
affected if the State elects not to irnplement a Service Package, the State
will waive any. credits set forth above, until such time as the State
perfonns its obligations as necessary to implement the required Service

. , ' Packages. I '

1.2.1.2.7. The State shall allow the Contractor to implement the Contractor's
■  latest supported layered software version.(i e. OS, DBMS, etc.) and

patches when available. The Contractor must advise the State regarding .•
,  , the layered software enhancenients as well as the implications of

electing not to implement the' layered software, enhancements. The
Contractor must'perfomi the technical requirements needed for the
State to lise the layered software enhancements that the Slate elects to
implement as part of the Hosting Service fees. The Contractor and the

. State will work together to establish an implementation schedule for the
•'.layered software enhancements. If the Contractor provides notice to the •

.  . ' , State that the System's performance and availability "will be adversely . .
'  :'affected if the State.elects not-to implement the layered software . • ' :t.\

•enhancements, the State waives its right to any credits set/forth above
until the State implements the required layered software enhancements.

1.2.1.2.8. ■ The Contractor must perfomi backup procedures as follows: '

1.2.1.2.7. 1. Weekly' full backups; Continuous Data / Vaulting. . -

1.2.1.2.7.2. Daily increment backups; and • • ' -
1.2.1.2.7.3. Through the use of relational database backup agent technology

where transaction logs are backed up on desired intervals daily.

1.2.1.2.9. The Contractor must resolve system outages within 120 minutes of the
occurrence of an outage for all matters that can be resolved by the

■  ' Contractor. If an outage is longer than 120 minutes, the Conlractorwill
work with the State to ensure the State is informed of the known issues

*■ and the resolution plan.

:  1.2.1.2.10. ' The Contractor.must ensure that the performance of the Licensed
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Software in a hosted configuration will not vary materially from the-
performance of the. Licensed Software in a Self-Hosted configuration.

•  . if the State provides sufficientbandwidth to prevent latency for end user
operations and average screen-refresh time exceeds fi ve (5) seconds, the

-  ■ ■ • Contractor will use commercially, reasonable,efforts to work with-the
Slate to isolate and rectify-system performance bottlenecks.

.1.2.1.2:1 1. The State shall be responsible for:

1.2.1.2.7.4." Forecasting and scheduling the need for additional test environments,"
subject to Contractor availability.

1.2.1.2.7.5. Providing and maintaining client workstations that meet the minimum
.  . • . requirements for the use of the software.

-  1.2.1.2.7.6. Procurement and implementation • of a - telecommunications
infrastructure network with bandwidth adequate to accommodate the
State's use of the Hosting Services.

1.2.1.2.7.6.1. The Contractor may be required to' assist the State in
determining whether the State has adequate bandwidth. The
State agrees that determining the level of bandwidth of the

■- " Slate's network and the cost to increase the bandwidth "of the
■  State's'network in order to achieve 'an adequate bandwidth is

.  - the State's responsibility. .. '

1.2.1.2.12. The-State's production environment will be-deployed using the
Standard High Availability option, whereby the State's environment

, will use fault tolerant components at a single location including, but not
limited to, a Tier 4 data center.

. h2;l .2.13; , The System will be considered in a System Stabilization Period during
the seventy-two'(72) hour window following the First Productive Use
and following a Major System Change. During a System Stabilization
Period, changes to the -System 'may be required to achieve optimal
performance, and Unscheduled Downtime "or Scheduled Downtime

• minutes do not apply. - - ,

1.2.I;2.I4. Definitions For System Availability Calculation

'  I

A)

B)

C)

Firsf Productive Use means the date thait data is being accessed or
entered in the Hosted System for processing or review in the State's
commercial environment

Major System Change means a material change to the system,
including a backend upgrade, operating system upgrade, newrelease
upgrade, SAN upgrade, database upgrade

Scope of Use (for hosting) means a'metric used to define the- limits
of the hosting services as provided for in the Master Agreement (i.e.

Ps ■
bate:-
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. number of named/concurrent users) , • . . ■

•  • - : , N -D)' - iServ/ce^c/ragemeanssoftwaredesignedtofixidentifiedPrbblems
.V./ , ' • ' or Defects in the Licensed program(s),.includingdocumentation and

'  V. -■ .srelease notes made-available with such patch or service pack.

V,"« '• " " ■ -E) • , ^ System Slabilizalion Period \s the per\o&6ur'mgXhtsevQnty-Wo {12)
^ T • hour window,following the First Productive Use and following a'

-  ' - ' Major System Change.

-  - . I-.2.I.3; Exceptions'

■  . 1.2.1.3.1. The State will not receive any credits in connection with any failure or
■ •>V ' - ■ .deficiency of Hosting Availability caused or associated with: '

.  ' ' 1.2.1.4.1.1 . .An event of Force Majeure;'

'  - ■. ' ' • 1.2.1.4.1.2. Failure of access circuits to. the Contractor's Network,
•  .-I, unless such failure is caused solely by the Contractor;

.  1.2.1.4.1.3. Scheduled maintenance, scheduled backups, scheduled
'  restores and emergency maintenance and upgrades; •

'  ' 1.2.1.4.1.4. Issues with FTP, POP, or SMTP Stale access;
I* •••

1.2.1.4.1.5. The State 's acts or omissions (or acts or omissions of
others engaged or authorized'by; the State), including^A' V/.- ' ■ • ..others engaged or authorized'by; the State), including,

•  r . . .« ' ' . without limitation, custom scripting pr coding (e.g., CGI,
!  ' '.H" : -Perl, Java, HTML, ASP, etc.), any negligence, willful.
'  'X > - : misconduct, or misuse of the Ser\'ices; • -

' -;w ;1.2,1.4.1.6.. E-mail or webmail delivery an'd transmission;

•' ^ a/ ■•: ,1.2.l .4.i .7. Outages elsi
"-'V ■ •" • ' , •Slale's;,acc(

else

■' f' ̂

.y-y , • ' ■

"X'J DateiV- -• ••• '
'='"yyy v" ' y

-;..r
•- -■ •. r •' • •

> ,

, vt

»•

where on the Intemet that hinder access to the ^
account.'The Contractor guarantees only those '

areas considered under the control of the Contractor, • ■ '• ->
.  , '.including, but not limited to, the.Contractor's server links " ' ^

-  , . to the internet, the Contractor's routers," and the
.  ■ • • , Contractor's servers. " . '

■'f. 1.2.1.4.1.8. Use of a VPN or similar connection which'is not . .' - ••
exclusively within the Contractor's control at both .ends-
of such connection, and where the problem occurs in the • ^
part of the VPN which is not under the Contractor's
control.

1.2.1.5. Scheduled Maintenance

1.2.1.5.1. TheContractormay establish a monthly maintenance window for - i
the purpose of upgradihg, patching, modifying, and repairing

• portions or the entire cloud computing environment. .

r.",
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,  ■ ■
'1 ^i

-1 .

:\,iv .

V. ■

13 Contract End-Of-Life Transition Services

,; l.Ll - General Requirements

r.3.1.1. If applicable, upon lermlnatlon or explration of the Cohlract the Parties agree to
I" ,■ >'■ ' cooperate in good'faith to effectuate a smooth secure transition of the Services from
'  -the Contractor to the State and, if applicable, the Contractor engaged by the State to

.  assume the Services previously performed by the Contractor-for this section the new
. Contractor shall be known as "Recipient". Ninet>' (90) days prior to the end-of the

" contract , or. unless-otherwise specified by rthe State, .the Contractor must begin
'  .working with the State and if applicable, the new Recipient to develop a Data

- ' • ; . Transition Plan (DTP). The State shall provide the DTP template to the Contractor.
1.3.1.2. TheContraclormustusereasonableeffortsioassisttheRecipient, in connection with

the transition from the performance of Services by the Contractor and its End Users
to the performance of such Services. This may include assistance .with the secure
transfer ofrecords,(electronic and hard copy), transition of historical data (electronic
and hard copy), the transition of any such Service from the hardware, software,
network and telecommunications equipnient and internet-related information

■  ' technology infrastructure ("Internal IT Systems") of Contractor.to the Internal IT
Systems of-the Recipient and cooperation, with and assistance to any thirdrparty.
consultants engaged by Recipient in connection with the Transition Services.

.3.1 .3. If a.system, database, hardware, "software, and/or software licenses (Tools) was
purchased or created to nianage, track, and/or store State Data in relationship to this
contract said Tools will be inventoried and returned to the State, along with the,

,  .inventory document, once transition of State'Data is complete.

.3.1.4. The internal planning of the Transition Services by the Contractor and its End Users
shall be provided fo the State and if applicable the Recipient in a timely manner.-Any

'  , such-Transition Serficesshall bedeemed to be Services for purposes ofthis Contract.
r  1.3.1.5. Should the.dMa Transition extehd beyond" the end of the Contract, the Contractor
r  -• ■ - • agrees that the Contract Information Security Requirements, and if applicable,-the

: f . State's Business Associate Agreement terms and conditions remain in'effect until the
Data Transition is accepted as complete by the State.

1.3.1.6. In the event where the Contractor has comingled Slate Data and the destruction or
Transition of said data is not feasible, the State and Contractor will jointly evaluate'
regulatory and professional standards for retention requirements prior to destruction,
refer to the terms and conditions of Exhibit G, Attachment 2 - Exhibit E: DHHS
Information Securit)' Requirements.

13.2 State Owned Devices, Systems and Network Usage

1.3.2.1 . If Contractor End Users are authorized by the State's Information Security Office to
acccs^Sll^fiuSiatc's network or system and/or use a state issued device (e.g.-computer,

■ Ps/- ■ . ■ , ■
-  Contractor Initials:
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iPad; cell phone) in the,^fiilfilmenl of ithis,.Contraa,£a(±>ii32dividuarbeing granted
.  ̂ access must: - . \ . ' '

V  ' - !.3;2.l.]. Sign and abide by'applicable 1 State .and'jNew^Harrrpshire Department of
j  \ Information.Technplog)' (NH <pplT<)cuse':a^!eemerits,.policies,-standards,

y* '.- procedures and guiddines, and completeapplicable-.trainings as required;

'  ,, ' 1.3.2.2. Use the information that they have permission to access solely for conducting official
- • ' ' . state business and agree that all other use or access is strictly forbidden including,

■  ' but not limited, to personal or other private and ndn^State-use, and that at no time
shall they access or attempt to access information without having the express

■  . " r 1' authority of the State to do so;

.  |,,-3-2.3. 'Not access or attempt to access information in a anannerunconsistent with the
!  yy... ^ . approved policies, procedures, and/or agreement relating to system entry/access;

,  ,1.3.2.3.1. Not copy share, distribute, sub-license, modify, reverse engineer, rent, or sell
•  ' . • software licensed, developed, or being evaluated by the State, and at all times

'  ' : . •/' • ■- ,must use utmost care to protect and keep such software strictly confidential in
■  " V- ; accordance with the license or any other agreement executed by the State;

■> - i.3.2.3.2. Only use equipment, software, or ,subscription(s)'-authorized by the State's
r- ' * •.y.V;, r • - 'Information Security-Office; . ■ . ■ •

^  . ' ■/y. y 1.3.2.3.3. -Follow the State's procedure for requesting and installing State authorized
y- . • software on State equipment; -
i  -• ' I-312.3.4. Agree that email and other electronic communication messages created, sent,

"  andreceivedonastate-issuedemaiisystemarethepropertydftheStateofNew-'
i ' I ' -'-V- :! ■ - *■ - ' Hampshire and to be used for business purposes only.''Email' is defined as
I  • "internal email systems" or "state-funded emaifsystems."

• » j Xy.' 'X'L-~ ^ I'.3.y3.5." Ag'ree'that use of email must follow Statea'nd.NH DolT policies, standards,.
"  and/or guidelines; and

1.3.2.3.6. Agree when utilizing the State's email system:

V- ' •/ ' . 1.3.2.3.6.1; To only use a . state email address assigned, to them with a
•  affiliaie.DHHS.NH.Gov". " . . .

1.3.2.3.6.2. Include in the signature lines information'identifying the End User as a non--
state workforce member; and - ,

•  1.3.2.3.6.3. Ensure the following confidentiality notice is embedded underneath the
signature line:

1.3.2.3.6.3.1. CONFIDENTIALITY NOTICE: "This message may contain
information that is privileged and confidential and is intended only
for the use oftheindividual(s) to whom it is addressed. Ifyoureceive
this message in error, please notify the sender immediately and delete
this electronic message and any attachments from your system. Thank

.you for your cooperation."'.' ■ • "
■  ' . . - . ■ (PS

Gontractonlnitials:

' •; r*'

^  . j '.v; '' « ■
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■  / ^ ^ ^ ^

r. ".f -1.3.2.3.6.3.2. .Agree End User's will tonly access slhe'State' intranet to view, the
Department's* Policies and Procedures-and iriformation Security

• V-- •' webpages. " _ • , .
.  ' '^A .3.3. ' Contractor End Users with a State issuedternail,;access or potential access to Confidential;

-  ̂ Data;and/or a workspace.in a State building/facility, must:: :
'  j,,' \ ^ ' ' ' , '

-  . /"V-.'/ .1.3.3.1. CompletetheState'sAnnuallnforniationSecurity«S:CbmplianceAwarenessTraining
■  prior to accessing, viewing, handling, hearing, .or transmitting State Data or

•  Confidential Data.

.  1.3.3.2: sign the State's Business Use and Confidentialit>' Agreement and Asset Use
_  ".Agreement, and the NH DolT Statewide Computer Use Agreement upon execution of

•  'vvr i the-Contract and annually throughout the Contract term. •
.  , .. ^ Contractor agrees, if any End User is found to be in violation of any of the above-

staled terms and conditions of the Contract, said End User may face removal from the
•' . . > - • ' Contract, and/or criminal and/or civil prosecution, if the act constitutes a violation of law.

.  . The Contractor agrees to notify.the State a minimum of three business days prior to any
• r; ' .upcoming transfers or terminations of End Users who possess State credentials and/or

,  ■ •: - ■ • .badges or who have system privileges, if End Users who possess State credentials and/or
• ■ • ^ badges or who have systeni privileges resign or are dismissed-without advance notice,

•  the Contractor agrees to notify the State's Information Security Office immediately.
':^T.'3.6: .If'applicable, the State will, work with Contractor" to determine requirements .for

providing necessary workspace and State equipment for its Ehd'Users.
'.A

A, ;i;4-Deliverable Review and Acceptance i
^  -• A*- ' ■ ■

-1.4.1 Non-Soft>vare and Written Deliverables Review and Acceptance

,  .. . A ' 1.4.1.1 The Contractor must provide a,written Certification that a non-software, written
^  . ' deliverable (such as the Test Plan) is-final,-complete, and ready for review.

•  - ■ After receiving such Certification from the Contractor, the State will revievy
• ' -A - l -"-'' - ■ the'Deliverable to determine whether it meets the requirements outlined in this

f  ' ' • Exhibit. The State will notify the Contractor in writing of its Acceptance or
•  ■ . ■ "A. rejection of the Deliverable, or .its partial or conditional-. Acceptance of the

Deliverable, within five (5) business days of the State's receipt of the
Contractor's written Certification; provided that if the State determines that the
State needs more than five (5) days, then the State shall be entitled to an
extension of up to an additional ten (10) business days. If the State rejects the

.  ' ■ , ' Deliverable or any portion ofthe Deliverable, or ifahy Acceptance by the State
is conditioned upon completion of any related matter, then the State shall notify
the Contractor of the nature and class of the Deficiency, or the terms of the

•  - conditional Acceptance, and The Contractor must correct the Deficiency or
I  • resolve the condition to Acceptance within the period identified in the Work

^Contractor Initials:';  . . V ' Aiontracior iiiiuais. "
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1-

.'.'ii 'S-.' ' . ' Plan- 1( no period for the Contractor's correction ■»df-the Deliverable',or
\  - .resolution !of condition is identified,- The\Contractor must correct the

Deficiency in the Deliverable or resolve the condition within five (5) business'
days or such longer-period as the State (in its sole discretion) rhay agree, Upon"
receipt-qf the corrected Deliverable, the Stale shalLhave fi ve (5) business days,
to review the'Deliverable .and notify the Contractor of its Acceptance,
Acceptance in part^ conditional Acceptance, or .rejection thereof, with the,
option to extend the Review Period up to fi ve (5) additional business days, or.
mutually agreed upon timeframe. If the Contractor fails to correct the
Deficiency within the allotted period,^ the State rhay, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the
Deficiency is corrected, ,or immediately terrriinate the Contract, declare the
Contractor in default, and or pursue its remedies at law and in equity.

' 15. Software Deliverables Review and Acceptance

v. - V' 1-5.1 System/Software Testing and Acceptance shall be performed as set forth in the Test
f' lT ' Plan.and more particularly described in Acceptance and Testing Services described

•) - herein.

•' '-V -1.5.2 Unless the State otherwise specifically agrees in writing, in no event shall the
■ _ / Contractor certify for testing and deliver to'the State more thari three (3) Deliverables

.for review or'.testing at one time. As the State accepts-a Deliverable, an additional.
Deliverable may be presented for re,view but at no time can the Deliverables exceed

•• three (3) at-a time without the authorization of the State: ■

i.;6VThe Contractor must be responsible for meeting the Technical Requirements identified in Exhibit
"  " ' * - IT Requirements Workbook. . . -

v-,.

; - t ' i j?,>'A^t3chment I - IT 1
- c f-r •'-«»*' I-".' —

■ jCohditiohal and Unconditional Acceptance •

By .accepting a Deliverable, the.State reserves the.right to reject any and all
j;/--.,.-.. . . Deliverables in the event the State detects any Deficiency in the System, in whole-or in

-  . • part,: through, completion of all Acceptance Testing; including, Software/System"
Acceptance Testing, and any extensions thereof., "

1.8 Change Order-

"  - ' ^ 1.8.1 The State may make changes, revisions or request enhancements to the Scope of Work
(  • ■ . , , at any time by written Change Order. The Stale originated changes, revisions or

r  - \ enhancementsshall beapproved by the Department of information Technology. Within
fi ve (5) business days of Contractor's receipt of a Change-Order, Contractor rriust
advise the Slate, in detail, of any impact on cost (e.g., increase or decrease), the-
Schedule, and the Work Plan. , .

1.8.2 Contractor may propose a change within the scope.of the Contract by written Change
V  Order, identifying any impact on cost, the Schedule, and the Work Plan. The Stale

-  . .»■—InrtUI ■ • ' . , '

I- iContractor Initials:•.;-^>fi;bat^:4/9/2025: :: .. • -
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. 1

1.8.3

'  1.8.4

" r, 1.8.5

shall, acknowledge receipt of Contractor's requested Change Order wilhin'five (5)
•business days. The State Agency, as well.,.as:the. Department of Information

■ Technolo^',' must review and approve all CharigeiOrders in'writing. The Stale shall be
deemed to have rejected the Change Order if the'Parties are unable'to reach an
agreement in writipg within 30 daysiof receipt ofihe Change Order.

Change orders resulting in an' increase of Price Limitation, an extension of time for
Contract completion or a significant change to the scope of the Contract may require
approval by the Governor and Council.

".'Vi'i •• •
* .. ^

1.8.6

1.8.7

A Change Order which is accepted and executed by both'Parties, and if applicable
approved by Governor and Council, shall amend the terms of this Agreement.

Each.service or Transition phase shall be deemed completed (and the Transition process
■ finalized)"at the end of 15 business days after the product, resulting from the Service,
is delivered to the State and^r the Recipient in accordance with the mutually agreed

■ upon Transition plan, unless within said 15 business day term the Contractor notifies
"the.State of.an issue requiring additional time to complete said product.

Once all parties agree the data has been migrated the Contractw wili have-30 days to
destroy the data per the terms and conditions of Exhibit G, Attachment 2 - Exhibit E:
DHHS Information Securit)'Requirements.

Injhe event the State is not satisfied with the results'of the Transition Service, the State
shalf notify .the Contractor, by email, stating the reason for the lack of satisfaction
-within .15 business days of the final product or at any time during the data Transition'
process. The Parties shall discuss the actions to be taken to resolve the disagreement or
isSue. If an agreement is not reached, at any time the State shall be entitled to initiate
actions in accordance with the Contract. ' .

>1 '

■  •i 'AL9"jImpleiii"entation Semces , ? . - •
■  ' • • •' •- " ■ ■..

•r. •"''.'.'^5 ' The Contractor must.manage Project executioii'and provide the tools needed to create
.  .arid manage the Project's Work Plan and tasks, manage and.schedule Projecl'staff, track

. • and manage issues, manage changing requirements, maintain communication within
the Project Team, and Report status. ' ; .

• v\ 'V,. 1.9.2^ The Contractor and the_Stale shall adopt a Change Management approach to identify
!  • and plan key strategies; communication initiatives, and training plans.

f •

1.10 ' Background Checks

1.10.1 The Contractor must conduct crifninal background checks, at its own expense, and not
utilize any End Users, to fulfill the obligations ofthe Contract who have been convicted
of any crime of dishonesty, including but not limited to criminal fraud, or otherwise
convicted of any felony or misdemeanor offense for which incarceration for up to 1
year is an authorized penalty. Contractor agrees it will initiate a criminal background
check re- investigation of all employees, volunteers, interns, and subcontractors
assigned to this Contract eyej-y five (5) years. The five (5) year period will be based on

'  . • the date of the last Criminal Background Check conducted by the Contractor.
■InhUI . • •

--COhtfactor Initials: *
Ts

r  ' ' ►x-'UIUI aL-lUI i I lUlQl^.'

,  -v.-, ' '1>- ■ ' . •
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■ "j- v;

* 1, «•

• J .r

-■ • -v-: . • V - •;
..

•1 .-;

'v
*v '••• ki- ■>

'.-f ^ ' j—
.' 1 • •

i-r--

.ji

, ■■ 'A
' (

-' ... i ' -

1  i." '• '' r^' ^
. O ■. •- - i.
: • •• JA-

'  , ,. 1.1,0.2 The.Contractor must.prpmote.andimainlain an awareness of the importance of securing
•  -the State's information ahiohg the Contractor's End Users. Contractor's End Users'shall
"  • • not be permlt^d tO'handle, access," view, store'or discuss Confidential'Data until an

.  : attestation is.received by the Contractor that all Contractor End Users.associated with
y,:- , fulfilling the obligations"of this Contract are, based on criteria provided herein are,

. .'V'- . , eligible to participate in work associated with this Contract. . .
■■ ' 1.10.3 The State may, at its sole expense, conduct reference and screening of the Contractor

' "T' . Project Manager and the Contractor Key Project Staff.

1.11- Project Management .
'f, * ' ' •

,  1.11.1 The Contractor must use State, standard tools for project tracking and. templates to
". • • record-and ■ mainage .Issues, Risks, Change Requests, 'Requirements, and other

documents used iii the management and tracking of the project. The State believes that
■  ' effective communication and Reporting are essential to Project success. The Contractor

must employ effective communication and Reporting strategies*to ensure Project
success, The Contractor KeyProject Staff shall participate in meetings as requested by
the State,.in accordance with the requirements and terms of this Contract.

:  . 1.11.2 The, Project requires the coordinated efforts of a Project Team consisting of both
•  Contractor arid State personnel.. Contractor rnust provide all necessary, resources to

perform its obligations under the^Contract. Contractor is responsible for providing all
appropriate resources and personnel to manage this Project to a successful completion. .

Irl2 ' The Contractor key Project Staff ■ '
";lil2.1 The Contractor's Contract Manager

• ' 1.12.1.1 The Contractor,must assign a Contract Manager, who will be responsible for all
1  . - Contract", authorization and administration",, including but not limited to

• processing Contract documentation, obtaining executive approvals, tracking
costs and payments, ^and \representing' the' parties in all Contract
administrative activities. Contractor's Contract Manager is:

'  • .GarimaNagar

.  ■ • . A ' Garima.Nagar@tTiatrixcare.com . , -
■  (930)272^8457

1.12.2 The Contractor's Project Manager

1.12.2.1 The Contractor must.assign a Project Manager who is qualified to perform
or supervise the Contractor's obligations under this Agreement. Contractor's
Project Manager is:

Brian Tolkkinen

. .. . BrianTolkkinen@irialrixcare.com

(952) 995-9812 " ,
•  , - ' . ' ■ ■ ' . ■ -C '

Inllil
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X'«

J- 1^'' ■

r

• X- 1.12.2.2 The Contractor's selection of lhePrpject5^ana'ger"sha]l be subject to the prior
;  written approval of the, State.-The-'State's'approval process.may include,

without limitation, at the State's-discrefidn, review of;the proposed Project
■ Manager's resume, qualifications, references, and background checks, and
an interview. The State may require removal or reassignment of Project

'  . , Manager who, in the sole judgment of the State, is found unacceptable or is
not performing to the Slate's satisfaction.

1.12;2.3 Project Manager must be qualified to perform the obligations required of the
position under the Contract,_sha!l have full authority to make binding
decisions under the Contract, ; and shall function as Contractor's

'  • • ' representative for all administrative and < management matters. Project
•  " - Manager must be available to'.promiDtly respond •during normal Business

Hours within Ten (10) hours of inquiries from the State and be at the site as
needed. Project Manager must work diligently-and use his/ her best efforts
on the Project. •

1.12.3 Change of Project Managej;^ ^

1.12.3.1 The Contractor may not replace the Project Manager or change its.
assignment of Project Manager without providing the State written notice

X  , and ;obtaining the prior approval of ;the State of the replacement Project
Manager. Slate approvals for'repiacemenfof Project Manager shall not be

.  ■ , unreasonably withheld, the replacemenf Project Manager" is subject to the
-same requirements and review as.set forth above. Contractor must "assign a

'■ . replacement Project Manager within ten (10) business days of the departure
of the prior Project Manager, and Cdntraclor 'musf continue during the ten

.'(10) business day period to provide.cqmpetent project rnanagement Services

.througha qualified mterim Project Manager.^. . •

.1.T2.3.2 .'.The State reserves-the right*tp require removal or-reassignment of Key.
■ Project Staff who are found unacceptable to the State. Contractor'must not

;  ;" • ' ■ • change Key Project Staff commitments without providing the State written
.  V , • ■ notice and obtaining the prior, written approval ofthe State. State approvals
"  ■ for replacement of Key Project Staff will not be unreasonably withheld. The

.* • ' " . '■ replacenient Key Project.Staff shall have.comparable or greater skills than •
.  • Key Project Staff being replaced. " , - . .

1.13^ The State Key Project Staff

1.13.1 The State Contract Manager

1.13.1.1 The State shall assign a Contract Manager who shall function as the State's
representative with regard to Contract administration. The State Contract
Manager is:

I  •. I'Vi.'

J  . ^ • V- V. . '■  ■' .Gohtractof Initials:Date:-^/g/^Q^5v —
'i' '/

[  'xwvr- :• • •

PS
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• i ... t '

Kevin A. Lincoln, Administrator III, State of New Hampshire
"v- ► "'^' r - ' , > . ' '

v . : V " Kevin.a.Lincoln@dhhs.nh.gdv -
_  , (603)271-5752

.  L ; y y/"- . 1.13.2 The State Project Manager
■ jj -

■* I.'-. ■'

1.13.2.1 The State shall assign a Project Manager. The State's Project Manager is: ,
Sean Hollingswoith, Senior Director, Hospital Information Systems,".

■  • \State of New Hampshire •

.  . • ■Sean.P.Hollingsworth@dhhs.nh.gov'

'  (603)271-5752 ' ; ^ .
• ^ • - 1.13.2.2 The State Project Manager's duties shall include the following:

■  , 1.13.2.2.1 Leading the Project;
'  .. . , . ■ ., ■ _ . .

•  ' 1.I3.2;2.2 ,.. Engaging and managing all Contractors working on the
^  . Project; , \ ,

-'f.

1.13.2.2.3 . .Managing significant issues and risks;

1.13.2.2:4 Reviewing and accepting Contract Deliverables;

1.13.2.2.5 Invoice sig'h-offs;

;  1.13.2.2.6 Review and approval of Change Orders;

,  - ■ " 1.13.2.2.7 Managing stakeholders'concerns.-
'V •'

' K
,• K' Acceptance & Testing Services ' • -

"i .' Jj '"V.'
' . 7 /vl - ' 1.T4.1 The Contractor must support the Electronic

■ ' " i.v --.Home Program staff to t^t system interfaces and use.
^  Maintenance, Operations and Support • '

1.15.1 System Maintenance , .

'  ■ -1.15.1.1 " The Contractor must maintain and support the ^Stem in all material respects
'  ■ - . ' . as identified in Exhibit G, Attachment 1 - IT Requirements Workbook.

.  1.16 System Support

.  , ■ ' 1.16.1 The Contractor must perform on-site or remote technical support in accordance-with
the Contract, including without limitation the requirements,, terms, and conditions

"  . . contained herein.

1.17 Support Obligations

T- l.lT.l The Contractpr must repair qr replace Software and provide maintenance of the
V  . " V " SoftwarC'in accordance with the Specifications and terms and requirements of the

L  Page 25;6f 45-^* ^ -
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■  EXHIBIT B -STATEMENT OF WORK

I  • -

•  - Contract.

" 1.17.2 The Contractor must'maintain a record of ihe "activities related to Warranty repair or
-  maintenance activities performed'forthe.State;

■lll7;3 If the Contractor fails to correctta Deficiency, The Contractor must be deemed to have
committed Eyent ofDefai4lt,:aLnd«the'State shall have the right, at its option, to pursue
the remedies as defined in the P-37 General Provisions, Provision 8, as well as to,return

■  the Contractor's product andircccive a.rcfund for all amounts paid to the Contractor,
including but not limited-to, applicable License fees, within ninety (90) days of
notification to the Contractor of the State's refund request.

I.18i', Contract Warranties and RepresentatioTis

;  1.18.1 System
IJS.I.ITheContractorwarrantsthatany Systems provided under this Agreement will.

■  • '• operate and conform to the Specifications, temis, and requirements of this
•  Agreement.

1.19^.' " SoftAvare

. r -'' 1.19.1 The Contractor warrants that any. Software provided as part of this Agreement,
■  • V including the individual modules or functions furnished under the Contract, is properly •

functioning within the System, compliant with' the requirements of the Contract, and ;
will operate in accordance with the Specifications'and terms of the Contract.

1.19.2 For any breach of the above Software warranty, in addition to all its other remedies at
v' -' ./ law and in'equity, at the Staters option The Contractor must: • .

■  I.i9;2.r provide the correction of program errors that cause breach of the warranty, or ,
'  • , . ' ' , if Contractor cannot substantially correct.such breach in a commercially

' reasonable manner, the State may end its'progfam license if any and recover
the fees paid to'Contractor for the program license and any unused; prepaid •

•  ' - technical support fees the State has paid for the program license; or ■ '
"si-.  . ■ ,1.19.2.2 . the re-performahce of the deficient Services, or " ^ '

"  "t.* • '
^  ' 1.19.2.3' .if Contractor cannot substantially, correct a .breach in a commercially

; , • - • reasonable manner, the State may end the relevant'Services and recover the
fees paid to Contractor for the deficient Services.

1.20 Compatibility
1.20.1 The Contractor warrants that all System components, the components provided, any

replacement or upgraded System Software components provided.by Contractor to
correct Deficiencies or as an Enhancement, shall operate with the rest of the System
without loss of any functionality.

■  1.21' Services

1.21.1 TheC

-r,' ^ConffactoV Initials! "

?nrH9lI?fbr warrants that all Services to be provided under this Agreement will be •
P.S , ■ ■

^  ' 'Page.26of45^'- ■.
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tr-

T.23'

1-24J

provided expediently, in;aiprofessionai m^er,.in aocordance.with industry standards
and that Services .will coinpJy''with perfoipmahceistandards, Specifications, and terms
of-the Contract. ' ' ' .

•» •

-Data'Protection ■

1.22.1-The" Contractor must co^Tp1y^with Exhibit! G,' Attachment 2- Exhibit E: DHHS
Information Security Requirements. • •

Data Integration and Ingcstion- '

1.23^1 The Contractor must, for .the electronic healthcare record solutions implemented
;  . - provide the professional services and automated daily, no less than once per day, ability

to export and/or provide direct data connection accessnll of the data maintained by the
•  . system and if needed delivered tb.the State via sFTPv'per Exhibit G, Attachment 2 -

Exhibit E:-DHHS Information Security.Requirements or anothersecured methodology
rhiitually agreed upon by both parties. Additionally, a data dictionary and model must
•be provided for any data being provided to the State.

1.23.2 The Contractor must provide professional services to assist in the ingestion of the data
.  provided utilizing the State's Informatica, Oracle-and-Tableau tools as well as create

data models, visualizations, reports and dashboards for dka analytics in the State's
Enterprise Business Intelligence (EBI) system that currently consists of an Oracle 19c
database, Informatica for ETL and Metadata Management, and Tableau for reporting

.. -and data visualizations. . '

Data Locatloh

., 1.24.1 The Contractor must provide its Services to the State and its.end users solely from data
•  centers within.the contiguous United States. All storage, processing and transmission

•" of Confidential-Data and State Data shall be restricted to information technology
• • .systerhs within the,contiguous United States. The'Contractor'must not.allow its" End'

'  , ■ 'Users,' as defined in Exhibit G, Attachment 2 - Exhibit E; DHHS Information Security ■
Requirements,'to store Confidential Data or State Data on portable'devices, including

!  personal computers, unless prior written-exception is provided by the Department of
.Health and Human Sei^'ice's lnformation Security Office. . '

-•

-j;

.;'"1.25v. Privacy Impact Assessment.(PIA) ' '

- 1.25.1 Upon request, the Contractor must allow and assist the State in conducting a Privacy ■
•  ' -ilmpact Assessment (PIA) of its system(s)/appllcation(s)Aveb portal(s)/vvebsite(s) or

/  . > Stale system(s)/application(s)/web portal(s)Avebsite(s) hosted by the, Contractor if
Personally Identifiable Information (Pll) is collected, used, accessed, shared, or stored,
to conduct the PIA the Contractor must provide the State access to applicable systems
and documentation sufficient to allow the State to assess at a minimum, the following:

.  1.25.1.1 How Pll is gathered and stored;

/•• v . 1.25.1.2 .Who will have access to Pll;

' Page'27of45.*-.
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1.25.1.3. How Pll will be. used inlhesystem;

1.25.1.4' How individual consent.will l)e achievedand rev.okecl;.and .

1.25.1.5 Privacy practices. . ^

•'*. . 1.25.2 the State may conduct follow-up PIAs in the event thefe;are either significant process
"  ' . ' changes or new technologies impacting the collection,-processing or storage of.Pll.

, 1.26 ^' Sbfttvare Agreement

«- -7 .- • ' 1.26.1 The Contractor must provide the State with-access to the Software Licenses and
,  Documentation set forth in,the Contract, andparticularly described Exhibit 0: Sofhvare

•  ' Agreement. ■ . ' '

1.27 Administrative Services

•  - r 1.27.1 The Contract, shall provide the State with the Administrative Services set forth in the
Contract, and particularly described in Exhibit E: Administrative Services.

; V l.28 Terms And Definitions

.' 1.28.1 Terms'and Definitions applicable to this Contract are identified in Exhibit F: Terms
.  . V. and Definitions. - , • '

T.29-. Contractor's Certificates

'i *' 'I

j . ''V.;! 1.29.1'Re.quired Contractor Certificates are attached in E.xhibit G.

(■. •

.-rX-

'"■Remainder ofthis page intentionally left'blank

. X." ' • X' Contractor Initials: —

Initial

f : ' • • .r. •- - .r. ^
"• . . N.- . .

Pa3e28of,45"
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.  ' . ; r' EXHIBIT S -PRICE AND PAYMENT SCHEDULE

V  : EXHIBIT C -PRICE AND PAYMENT SCHEDULE , v

' N The terms outlined in the Payment Schedule is set forth below: \ - "

l?:'7Contract Price '

-  ' Notwithstanding any provision in the Contract-.to" the, contrary; and notwithstanding
.Y unexpected circumstances, in no event shall the total of all.payments made by the State exceed

•  :'t ' ■ . the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The payment
•; by the State;0f the total Contract price shall be the only; and the complete reimbursement to

, • ; the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
"/'v .performance hereofr* " . -

* 2. - .Travel Expenses , . . . . .

'  , : • 2ih The State will not be responsible for any travel or out of pocket expenses incurred in the
•  -y performance of the Services performed under this Contract. The Contractor Wst assume all

{' ^ ■; travel and relate:d expenses incurred by Contractor in performance of its obligations. All labor
rales in this Agreement will be considered "Fully Loaded," including, but not limited to:
meals, hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket

-  'expenses. ' ' ' . ■

'  '3!: .'Shipping Fees .' , ' T . .

•• • ' '..iY 'The State vyill not pay for any shipping or delivery fees-unless specifically, itemized in this
"S' -Y;'.' Agreement:
Y  ̂ " * *

•  ft. Invoicing . . .

•  • ' \ - ^ TheContractor must submit!correct invoices to the Sfate'for all ahiounts td^be paid by .the
.... V' - State. All.inyoices submitted shall.be subject to the State's prior written approval, which shall
\  riot be'unreasonably, withheld.' The Contractor must only submit-inybices for Services .or •

-  r ' *• Deliverables' as pe'rmitted-by the Contract. Invoices'mus^ be in a format as determined by the
.  * ' State, and.contain detailed 'information, including without limitation: itemization of each

'  •' Deliverable, and identification of the Deliverable.for which payment is,sought,.and the
■'Acceptanc date triggering'such payment; date of deliver)' and/dr installation;'monthly

' ''-i * y 'm^'ilGnance'charges; any other Project costs or retention anidunts if applicable.
'  '/..y ..' Y ! 4;2.- Uppa; Acceptance of a Deliverable; and a properly'documented and undisputed invoice, the
•' • ' State will pay the correct and undisputed invoice .within thirty (30) days of invoice date.

Invoices'will,not be backdated and shall be promptly dispatched.

,  5. "Invoice Address

.  ■ . Invoices may be sent to:

Glencliff.AP@dhhs.nh.gov
■ Financial Manager

(  GlencliffHome ■ , , ■
. Y P.O.-'Box76 ■ ■■■

GlencUfLJlbyH 03238 •

• ' ."v

■  •' ; V Gontractor initials:
t-

;  .Page2901,45
•  ' .1 .j 'i' T V
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

V  .t

■ '6:

;-7!"

•X

{' *'

>Payment Address . .

6'1. Payments shall be made via ACH. Use the following link to enroll with the State Treasury
for.ACH payments: https:/Avww.nh.gov/treasur)'/state-vendors/index.htm

Overpayments to the Contractor '

V7.,l:-TheCoritrWor must promptly, but no later than fifteen (15) business days, return to the State-
-  ' • the full amoiint'of any-overpayment or erroneous payment lipon discover)' or notice from the

^ State.

,Credits ' - . . , . ,

The State may apply credits due to the State arising put of this Contract," against the
Contractor's iiivoices'with appropriate information attached.

-.8.2. If the Contractor is unable to meet the uptime requirement, the Contractor shall credit
,  Slate's account, in an amount based upon the following formula: (Total Contract Item

■ ' ■price/365) x. Number of Days Contract Item Not Provided. The appropriate credit
' percentage will be determined based on the following formula in Section 1.2.1.2.3. The

.Contractor must indicate any credits in the following rnonth's invoice.

-s!.!. The Gontractor must calculate System Availability as set forth below for each month. System
Availability will be calculated as follows (and will be rounded to up to the next one tenth of

: :X-'" a,percentage point): • ' . ■ .
. ;8'.4. System. Availability = [(Base Time - Unscheduled Downtime)/(BaseTime)] x 100

• '".. 9; . Project Holdback

[ '§,] The State shall withhold ten percent (10%) of the pricefor each Deliverable, except Software
... License fees, as set.forth'in the Payment Table,until successful conclusion of the Warranty'

"Period.- , ' ■ ■ ■■ . ■ <
Payment Schedule

10.f. This, is a Fixed Fim.n Price Contract. The total Contract value is" indicated in P-37 General
'  - Provisions - Block 1.8:-Price Limitation for the period between the Effective Date through

date ihdicated:in P-37'General Provisions - Block 1:7: Completion Date. The Contractor
must be responsible for performing its obligations in accordance'with the Contract. This
Contract will allow the Contractor to invoice the State for the. following activities,
Deliverables, or milestones appearing in the price'and payment table's below:

•' s.' .

;t H'-" -

■  10
. ' V- '

• *1 • ' .

Deliverable Deliverable . Projected
Type Due Date

Operations

V. • Ongoing Software ,& 7/I/2.024-- ■
■■■ inlfiLpsting Non-

' y*A..Contractor Initials:
tV. v'Dale'^''/-^'^^®^ ^;
y,.;- •

\  > *• s. • • ' • ' '' .'  . I ' 1 ' " ■ :k  » I. ' ' - - " V: '
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-  EXHIBIT C -P^CEAND PAyMENTSCHEDULE
■; "r

■ ■ 1 ' . •« Operations, 1 Software ' « • < .6/30/2026
- '1^ •>• Support, and

Maintenance
I

10.2: SoftAvare License.Pricing

-  t

.  '/ ■ ' • v"' '

'• 'f
- .'v ,

,• - I ' f

'•p- .• * k . ,

. Glencliff Software Subscription Table , ' ^

Activity Description Delivery. "
Date

Payment" •
Amount

FY 2025 Monthly

Subscription
Service

System
hosting, .. 5 .

" operations, '
support, and
maintenance

7/1/2024 -

:  . '6/30/2025
525,188

(52,099.
per

month;

-  FY 2026 Monthly ,
.  .'.Subscription

.  Service " •

-  System -
hosting,

operations,- ■'
support, and ''
maintenance

7/l/20i5
6/30/2026 ■;. ■

1 - ' ,

525,188 '

(52,099
per'
month)

Total;. '
it ' »

»  K • * * ».
■' ; "■

550,376 '

'  «, • N i V*. ' lnrt«1

A':;..:; ^ -
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--Xr-V,
■  .. 'tv- ■

:  • ^;
'  .'■» ■. '-n

i i ;. ■ « ^ .
r  • •• • • r

» ' 'vs

•/•'j.*. . ■' ^ \ - A ... ■- _
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j . ' EXHIBIT D - SOFTWARE LICENSE AGREEMENT

EXHIBIT D-SOFTWARE LICENSE'AGREEMENT ' ■

'■ ; -License "Grant. For Subscription and for SaaS-I^CaseS'l ' ' . ; , , . .

' ■ >!• ■'« ■ •During'the Subscription Term, the State will receive a.nonexclusive,non-assignabje, royaltyfree,
'  .worldwide right to access and use the Software solelyifor the Stale's internal business operations

»  " subject to the terms of the Contract and up to the number of licenses documented in the Contract.

.>■ "V- acknowledge that this Contract is a seryifces agreement and Contractor will not be
delivering copies of the Software to Customer as pa'rtofithe Contract. • '

•' ■ • '2, Software"Title. Title, right,"and interest (including all ownership and intellectual property
'  j." '!'. -;;'.nghts)-in the Software provided under this agreement, and its associated documentation, shall

-•remain with the Contractor.

,  3. Software and Documentation.Copies. Contractor must provide the State with an electronic
'  ' ''.''.version in both Microsoft Word and PDF fonnats of,the Software's associated Documentation.

•vi.

of

."■,".~;>Y"f;, /^:*Contractor on such copies.

I'. '4. • Restrictions
■! -i- ^

*  /f ^ . ' • • ' ,

. Except as othenvise permitted under the,Contract,.the'State agrees not to:

:  • "•! ' ' r ■ ■ Rpniove or modify any. .program, markings^; or any -notice-,of-Contractor's
'  • • ,'/• • ■ ' proprietary rights; ' • . ' .

t.v-' i ■ b., '.Make the programs or materials available in any manner to any third party for use
"  in the third .party's business operations, except as permitted herein; or -

c. "Cause or permit reverse engineering, disassembly or recompilation of the
,. .programs. ' ;•

'  ' 't'L .

.-5.' Viruses-Contractor must provide Software that is free of viruses, destructive programming,
and mechanisms designed to disrupt the performance of the Software in accordance,with the

•Specifications. Asa part of its internal development process, Contractor will use reasonable efTorts
to test the Software for viruses.

6. Audit. Upon forty-five (45) days written notice. Contractor may audit the Stale's use of
the prograihs.al Contractor's sole expense. The State agrees to cooperate with Contractor's audit

■ and provide reasonable assistance and access to information. The State agrees that Contractor must
riot be responsible for any of the State's reasonable costs incurred in cooperating with the

Ps

•  , 'r.'; --v

•  •. .
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'  / EXHIBIT D -SOFTWARE LICENSEfAGREEMENT
-  ̂ ^ ^ ■ ■■ . ^ ^ T
. ; .''' audil. Notwithstanding the foregoing, Contractor's audit rights are subject to applicable State and

federal laws and regulations. - ■

'.' .'7. ^ Software Non-lrifringement. Contractor warrants that it has good title t'oj or the right to
•  / ','!)allo"wthe State to use'all Services, equipment,.and Software,-including'any and all component parts

,/thereof such as third-party, software or programs that may be" embedded, in the Software
'  '("Cbntfacted Resources") provided under this Contract, and that such Ser\'ices, equipment,>and

•  j - Software do not violate or infringe any patent, trademark, copyright, trade name or other
;  .intellectual prdpert)'rights or misappropriate a trade secret of any third party.

. V'The warranty of non-infringement shall be an on-going and perpetual obligation that sHMl survive
•  termination of the Contract. In the event that someone makes a claim.against the State that any

"  ." Cphtracted Resources infringe theirjntellectual property rights. Contractor must defend and
'  !•, indemnify the State against the claim provided that the State:

Promptly notifies Contractor in writing, not later than 30 days after the State receives
actual written notice of such claim;
Gives Contractor control of the defense and any settlement negotiations; and
-Gives Contractor the information, authority, and assistance reasonably needed to defend
. against or settle the claim.

•.••V. Notwithstanding the foregoing," the State's counsel may paiticipate in any claim to the extent the
r ' State seeks to assert any immunities or defenses applicable to the State.

If Contractor believes or it is determined that any of the Contracted Resources may have violated
./someone else's intellectual property rights, Contractor may choose to either modify'the Contracted

L  / Resources be non-infringing or obtain a license to allow/for-continued use, or if these

"v- / ' 3'jerriatiyes are^h comniercially.reasonable. Contractor "may end the license; and require return-
/of the applicable Contracted Resources and refund all fees the State has paid Contractor under the

•  ' • " Contract. - ■ ' ■ , ■ . • .

r"
•■I-

J

'-/Unless specifled-otherwise in-this'agreement,

v/--;/ • ^a.-,Contra'ctor will not indemnify the State if the State alters the Contracted Resources without
;  Contractor's consent or uses" it outside the scope of use identified in Contractor's user

•  . ■ ■ . Documentation or if the State uses a version of the Contracted Resources which has been
.  superseded, if the infringement'claim could have been avoided by using an unaltered current

version of the Contracted Resources which was provided to the State at no additional cost.
•Contractor will not indemnify the State to the extent that an infringement claim is based upon
any information design, Specification, instruction, Software, data, or material not furnished by

/-• ^ ■ Contractor. Contractor will not indemnify the State to the extent that an infringement claim is
".w : . . ' based upon the .combination of any Contracted Resources with any products or services not

' provided^by Contractor without Contractor's consent. ' ■

, v;-

i ■ - / --S -i. .

.''lij rv'-' i- .Contractor Initials:

Page 34 6f'45 ' '



Docusign Envelope ID: 7F2F611B-1E45-439A-86C3-495564EEB15D

.  *

-" 'c"* i
STATE OF NEW HAMPSHIRE
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Electronic Health Records.at Glencliff

;  . exhibit; D-SOFTWARE! LICENSE AGREEMENT
,K: ,

:• ' '■ 8. Control of All Component Elements. Cohtractor'acknowJedges and agrees that it is responsible
;  'for maintaining all licenses'Of permissions to use any third-party soflware, equipment, orseryices

that are corriponent parts of any deliverable provided under this agreement for the entire term of
,  ; • :• the"contract. Nothing within this.provision shall be construed to require Contractor to maintain
'  . y-'-J V, licenses .and permissions for Software acquired by^the State^irectly or through third-parties which
;  'y niay.'be integrated with the Contractor's deliverables." ' . ,

•  ' ',9: Custom Software. Should any custom source code be developed,'Contractor must provide the
/. • r ; State, with a copy of the source code, which shall be subject to the License rights. The State shall

'  ■ - receive,a worldwide", perpetual, irrevocable, non-exclusive paid-up right and license to use, copy;
'• modify and'prepare derivative works of any custom developed software.' ,

\'V'T •'"X.

. The remainder of this page is intentionally left blank
' .■ . .. -

■ , */

•.:L ■
i  V

•. .'*9 •'* ... 1 I •

yV-t ' ' Cdnlractpf Initials:

'■"tr ^ •

• V r-' / •
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:  STATE OF NEW HAMPSkn^
'  DEPARTMENT OF HEALTH i^kJHIIMANkERVICES

DHHS- SS-2024-GLENCLIFF-0KT3LEC:T-t*3-W2024-094DHHS

ElectroniciHealth Recordsat-GleJiclifT.%

EXHIBIT D-1 - CUSTOM SOFTWARE AGRiEEMENT

■ ■'y V ^ ,

■  - EXHIBIT D-1 - CUSTOM SOFTWARE AGREEMENT

'• Documentation and Copies. The State shall.be entitled to'cbpi^. of any "work-product upon request
u.toContractor. At the coriclusioh oEthis Agreement, .Contractor ajgree'sito provide all copies of the"

Software for all versions, including related documenlation, to the State. Contractor must not retain
" any work product associated with this Agreement unless authorized by the State in writing.

Restriction on Use. Unless specifically authorized by the State, Contractor must not utilize work
"' .'• > , ' -C CpVoduct derived as part of this Agreement in any manner^othef than as required by Contractor to.
V' - , ^ complete its obligations under'this Agreement. • . - . -C. v.

■- yy(. ;■ \ ' Software Non-Infringement. The Contractor warrants that the Software, including any and all
'  *■ " ' •"' component parts thereof ("Contracted Works") that are original works of the Contractor that do

hot violate or infringe any patent, trademark, copyright, trade name or other intellectual property
•  •' i rights or misappropriate a trade secret of any third party.

•  • The warranty of non-infringement shall be an on-going and perpetual obligation that shall survive
• "v-''"" termination^of the Contract, in the everit that someone makes.a claim against the State that any

■  Gpntracled Works infringe their intellectual property fights; Contractor must defend and indemnify
y; , ■" the State against the clairn. ' '"T

V; v.

•  ̂ -r •

'k ' ^ • • • . <

'  If Contractor believes of it is determined that any of.the Contracted Works fnay have violated
. someone else's intellectual property rights/Contractor may choose to either modify the Contracted

/ .Resources to.be non-infringing or obtain a license to allow for Continued use, or if these
V.^ alternatives are not commercially reasonable, Contractor may end the .license,xand require return

Docuriientatioh or if the State uses a version of the Contracted Worl^ which has been superseded,
'C- .'v'if the infringement claim could have been avoided by using an. unaltered current version of the

no.t indemnify the State to the extent that an infringement claim is based upon the combination of
' any Contracted Works with any products or services not provided by Contractor without

Contractor's consent

, .K-.
I' • V ' -Contractor Initials:' >
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STATE OF NEW HAMPSHIRE ; . -

u{ :y..;;vV;^ 1

.  , fpEFAkt^rcNT OF HEALTH AND HUMAJV.SERVIGES^^
DHHS- SS-2024-GLENCLIFF-01-ELECt-01- #2024-^ : !

Electronic Health Records at Glencliff

EXHIBIT b-1 - CUSTOM SOFTWARE AGREEMENT .
, y * '/* * • •

* . . » • . » . i » ••

, Y'' 'Viruses. The Contractor .must provide Software'.that is free of viruses, destructive programming,.  ".iand irnechanisms" designed to disrupt the performance of the Software in accordance with the

'v: specifications." ^ ' •

p Jro-.;. _ _ - . ,

• J' ": : ;~Remainder of this page intentionally left blank. •

r.  k' ; ■ ■■ ■ ■ ■ .;
/  f > >-

• '-r- Vh's.r '"U.'Pr'

'  1 ' ' '
/  < j ~ , ' » j.„

: r.

.  1 .1 • V \ «, " • • . '

Y .• ^ :t'*. •'

'  "v/: - ■ ■

-InitUI
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'  , STATE OF NEW HAMPSHl^
" department of health and human services

;. DHHS- SS-2024-GLENCLIFF-01-ELECT-01-#2024-094 DHHS
Electronic Health Records at ,Glenclifif

EXHIBIT E - ADMINSTRATIVE SERVICES

• v.. exhibit E - ADMINIST^TIVE SERVICES

I  '■ C

•

l... .Dispute Resolution

7 1.1 Prior.'to the filing of any formal ."proceedings with respect to a dispute (other than an action
■  -.seeking- injunctive relieY with respect to intellectual-property rights or Confidential

■/ V ";. "Information), the Party believing itself aggrieved (the-"Invoking .Party'O shall, call for
, . .. .progressive rnanageirient involvement in the dispute negotiation by written notice to the other

■  " , Party. Such notice shall be without prejudice to the Invoking Party's right to any other remedy
permitted undertheContract.

\ 1.2.. The Parties shairuse reasonable efTorts'to arrange personal- meetings and/or telephone
t" - conferences as needed, at mutually convenient times and places,\between negotiators for the
•7, * Parties at-the following successive management levels, each of which" shall have a period of

. allotted time as specified below in which to atterhpt to resolve the dispute: .

.

( /

' ► -.3'

- v

Table E-L
9

DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

.^Level ■
*  ' ' '

CONTRACTOR
POINT OF
CONTACT

STATE ■ ' ,
POINT OF CONTACT .

CUMULATIVE
ALLOTED TIME

Primary
'

Support Managers. State Project Manager Five (5) Business
Days. - . •

First'- - ' -
VP, Customer Support

. .Services •
DHHS Director Bureau "
of Information Security

Teh (10) Business
, Days

;  1''!

•'Second Y •

. 1 - - -

- ,SyP of Skilled
Nursing . .

Administration ,

DHHS Chief Operating - ; ;
■ OfTicer , ;

Fifteen ' , (15)
Bukness Days

Third

Pi' .-"- v: .
'• - President

' DHHS New Hampshire -
' Hospital Chief.Executive

. Officer

Twenty (20)
Business Days.

. - I'.o. The allotted tirhe for the^flrsl-levei negotikions shall begin on the date the Invoking Party's
.  • ... notice is received by the other Party;- Subsequent allotted time is days "from the date that the

original Invoking Party's notice is received by the other Party.

2. Access and Cooperation

2.1. Subject to the terms of this Agreement.and applicable laws, regulations, and policies, the State
will provide the Contractor with access to all program files, libraries, personal computer-

\  -'Gbntractor Initials:-

••-■'r . • - r'S:. •
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STATE OF NEW HAMPSHIRE

DEPARTkENt OF HEALTH AND HUMAN SERVICES
DHHS- SS-2024-GLENCLIFF-01-ELECT-01- #2024-094 DHHS

Electronic Health Records lat Glencliff

EXHIBIT E ̂ XdMINSTRATIVE SERVICES
... . y

based ̂ Systems, Software-packages, Network-Systems/security .Systems, and hardware as
.  - • requlred'to complete the contracted Services. • ■ ^ •

3^ ; Record Retention

^  '"c ■ ' - Contractor and its Subcontractors shall maintain all Rroject records including but not limited
-  . ' 'J; • , " to books, records, documenlis, and other evidence of accounting procedures and'practices,
;  ' " which'properly and. sufficiently reflect all- direct and-indirect- costs invoiced in the
'  • V ■' \ ' '^1,-' performance of their respective obligations under the Contract. Contractor and its

-  , r Subcoiitt:aciors shall retain all such records for three (3) years following termination of the
., "■ • -r '' . ' ^Contract, including any extensions. Records relating to any litigation rhatters regarding the

•  'f. Contract shall be kept for one (1) year following the termination of ail litigation, including
•  f Vj" ' - the termination of all appeals or the expiration of the appeal period.

3.2. '.Upon prior notice and subject to reasonable time frames, all such records shall be subject tO'
inspection, examination, audit and copying by personnel so authorized by'the State and

.  \ • . . . federal officials so authorized by law, rule, regulation or Contract, as applicable. Access to
^  -j'- - these items shall be provided within Merrimack County of the State of New Harripshire,

'  ' \ ' unless othehvise agreed by the Stale. Deliver); of and access to such records shall be at no
;  ..l- \ '• cost to the^State during the three (3) year period-following .temiination of the Contract^ and

-^1 •-l " -,'. one (I) year Term following litigation relating lo'lhe Contract, including all appeals-or the
'  V- " expiration of the appeal period.-Contractor must include the record retention and Review

-iv ''' - requirements of-this section in^any of its subcontracts. '

'  . y. Accounting • , ' ./ • • •
'  . ,4.1 .'-Contractor rriust maintain an accounting System'.in accordance with Generally Accepted

^  • V,-.' , • Accounting .Principles (GAAP). The costs applicable to the Contract shall be ascertainable
•  • *fv/ .from the accounting System."

'  .. i ' - . - .. . •

:%y/5r;'";Audi
.  ' ' ' '' • ' ■ '■"'o'' '"V^S'.'l. The ContractoVrmust'allow the State to audit conformance to the contract terms.'The-State
.'i*',.'':.". .. . ■ may perform this audit or contract with a third party.at its discretion and at the State's expense.

V  ' ■ ■'
'.T. . ..

Remainder of this page intentionally left blank

K. .
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STATE OF NE,W HAMPSHIRE .

DEPARTMENTJoF HEAlSmjySDvHUiVlAN SEpVI^
DHHS- SS-2024-GLENCLIFF^01-EEECT-01- #2024-094 DHHS

. Electronic Health {Records at Glehcliff, -.
EXHIBIT F-TERMSA3VDDEFINITIONS

V  EXHIBIT F-TERMS AND DEFINITIONS

The following general contracting terms and definitioj:aaH?^y ̂ -'^c^P^ss^specifically.nqted elsewhere in this.
Contract. . . . ' / • ■

;r;,; :■>"

, n . ' • . .
, ..1 * I .

,  ■ '■ v'

■  A,' > ,

---'.y.'fv ^ .y
j:-,' v*'_

-  " -I "■•><< • 'H''
V?.**

v r-v\..'-.t 'f ••

y V-! ^

TERM - . , DEFINITION , ,

Acceptance " '
f  . '

' Notice from the State that a Deliverable has satisfied
Acceptance Test or'Review. •

Agreement, ' ■ - A Contract duly.executed and legally binding.

.Commercial OffThe Shelf Software
(COTS) ;

*■•5 .

Software that is purchased from a vendor and is ready for
use with little or no change.

- Confidential • ' Information ' or "
.Confidential Data •

The definition for this term.is located in Exhibit G,
Attachment 2 - Exhibit E: DHHS information Security
Requirements. ■

' Contract ' ' *.
An Agreement between the State of New Hampshire and
a Vendor, which creates binding obligations for each

. party to perform as specified in the Contract Documents.

: Contractor Confidential ,information'

V ^ ' , ' . -

:  Information' the' Contractor has clearly identified in
.- .writing to the State jt.claims to .be confidential or

proprietary or information-that by the .nature of the
circumstances ;surfounding ,the disclosure reasonably
ought to be treated as proprietary and confidential.

'•' A ^ '

Data ■

■  State records,, fi les, forms^ electronic infonnation and
other docuifients or information, in either electronic or
paper form, that will.be used'/conveiied by the Vendor
during the -confract term, that may . be defined as
"Confidential Data" within Exhibit G, Attachment 2 -
Exhibit E: DHHS information Security Requirements.

Data Breach
.The definition for this term is located in the Exhibit G,
Attachment 2, and Exhibit E: DHHS information Security
Requirements.

Deficiency (-ies)/Defects
A failure, shortcoming or error in a Deliverable resulting
in a Deliverable, the .Software, or the System, not
conforming to its Specifications. .

:  .Cbntracionlnltiais:-
.  .... . •

PS.
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STATE OF NEW HAMPSHIRE ^ ;
DEPARTI^NT OF HEALTH AND HUMAN SERVICES

DHHS-SS-2024-GLENCLIFF-Oi;ELiECT-01-'#26^094 Dh'hS
Electronic Health Recordsiat iCIencIiff - . . i ■

EXHIBIT F-TElUyiS AND DEFINITIONS

\ !'»•.* ' » rj * * ^
'  . <• / :•

■

v'.; •<■ J • ;

..•^Deliverable
4- ^ .

'A. . . * , * '

• AiDeltvefableiis any,WTitten,Software, or Non-Software .
Deliverable (letter, report, ihaiiual, book, code, or other),

. provided hyithe Gontractor itothe'-State or under the terms
• • of.a Contract requirement. " .

•  ; - * . * *

'.•1* .
; Documentation ■ . ' ' '

All infonnation that describ'es the installation, operation,
and use of the Software, either in printed or electronic
format. . . .

• * V • »»

1  " i;:
Enhancements • . ' .

Updates, additions, modifications to, and new releases for
the Software or System, . and all changes to. the
Documentation'as a.result of improvement in. quality, -
value,-or extent. . - • . • . -

^  V . V , - ^ ' Hosted. Services
Applications, IT infrastructure components or functions
that organizations access from external service providers,
t>'pically through an internet connection.

■■

; i 1 . • •

V-. '

'- .Hosted System • -
The combination of hardware, software and networking
components used, by the Application Service Provider to

.. delivefthe Hosted Services." '

hv- • "•

*" identification and Authentication
k 4 . ' . , «

^ Ai ' , ' . . ' -

Supports ■ obtainihg ■ information - about those parties
attempting to logon to a system of application for security
purposes and the validation of those users."

■  ̂ •'
{ •, i 'T. V- r j-,

i, ^ - ■ • '

' V J • • ^ ^ .

: implementation . , • . • , •
•  , ■* - ' ' .'i '■ " .

' The process for making the System fully Operational for
.  prqcessing the Data/ , , ' -- . _ .

.  '-4 \ ^
• *- '-r

,c infrastructure as a Service (laaS)
■  ■■ '■ ■■

-The'" Contractor is_ responsible -for .ownership and
managenfient of the hardware that support the software,
including servers, networking and storage.

'.'r^ '.v- ' • •, .!•

•• • . >
*  ' »

■ A'.''-" . ' ' •

i f,."
' Non-Public information

The definition'for. this term is located in Exhibit G,
Attachment 2'j Exhibit E: DHHS Information Security
Requirements. ' • ' • .

Open Source Software
Software that guarantees the user unrestricted use of the
Software as defined in RSA chapter 2I-R:I0 and RSA
chapter2l-R: l 1.

■K'i..

v.;;'.'''!-';
\ ..:Page";41 of 45,'.
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.  . , STATE OF NEW HAMPSHIRE

\ DEPARTMENT OF HEALTH AND HUMAN SERVICES .
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Electronic Health Records at Glencliff

.  EXHIBIT F - TERMS AND DEFINITIONS
. V:

-  ■ y. /

V ' ̂ 1

*  . V

" I '

, Operational. "

Operalional'means.that the Systern is'ready for lise and
.fully functional, all Data has .been loaded; the System is
available for use by. the State in its daily operations, and
the State has,issued'Acceptance. - '

' A * 7' 'f * *•* *

, personally Identifiable Information
•  The definition for this term is located in-Exhibit G,

Attachrhent 2 - Exhibit.'E: DHHS Information Security
Requirernents.

>r' •' • ■ . •
's'\ ' . ' ■

-,;-Platform-as a Service (Paas) ^
V ■ , ' I
AS-,' , • .

The Contractor is responsible for ownership and
. management of the hardware" that support the software,'

including servers, networking and storage, and also
provides the operating system and databases.

Project :
The planned undertaking regarding" the entire subject
matter of an RFP and Contract and the activities of the

parties related hereto.

'A-" ■ - ' ' -. '

K- '. ^

"Proposal
A written plan put forth by a Vendor for consideration in
.response to a solicitation by the State.'

•  .-'A; A
• Security Incident . / . . •

-  The definition for this term is- located in Exhibit G,
.'."Attachment 2 - Exhibit E: DHHS Information Security

• Requirements "

•  -1 • • ' t."
•w •

"Seiyices ' • .
- The" work or labor to be performed by the Vendor on the
Project as described in a contract.

^  ̂ • t i ** *

Software •

Air Custom, Open Source,-laaS, SaaS and/or COTS
Software and/or applications-provided by the Contractor

-.under the Contract. " ^ '

N Software Deliverables
i'.'. .''r .■ • ' - - . ' . '

. All Custom, Open Source, laaS, SaaS and/or COTS
Software and/or applications.and Enhancements.

y y- ■: •" •A S'bftsvare ticense ' , - " .. Licenses provided to the State under this Contract.

, y/r' - /r

■" y ' ■

j  '

Software-as-a-Service (SaaS)

*  . . .

•  y . Initlll

The capability provided .to" the State to use the
Contractor's applications running on a cloud
infrastructure. The applications are accessible from
various client devices through a thin-client interface such
as a Web browser (e.g., Web-based email) or a program
interface. The State does not manage or control the
underlying cloud infrastructure including network,
servers. Operating Systems, storage or even individual
application capabilities, with the'possible exception of

.  limited.user-specific application configuration settings.'

w■ -»*

a
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,  ̂ STATE.OF NEW HAMPSHIRE

:  DEPARTMENT QF HEALTH AND HUMAN SERVICES

DHHS- SS-2024-GLENCLIFF-014ELECT-01- #2024-094 DHHS

Electronic Health'Recordsiat Glencliff

.  EXHIBIT F-TERMS AND.DEFINITIONS-

r-

. '•*" ■ in

'Specifications

State Data

i:!

•■''t . •

'.;.State Fiscal Year (SFY)

A. '

*5* n '.'•C ' •

-  ■ J.
V'Subcontractor

^^Subscription. ...

; Support Ser\'ices

System

J Written'details that rset-forth the requirements which
iinclude, without lirhitation', the RFP, the Proposal; the
iContract, ianyl performance, standards," Documentation,
;applicable'State and federal policies, laws.and regulations,
;State techriical standards, 'subsequent State- approved
"Deliverables, and other specifications and requirements
described in the Contract Documents. The Speciification's

'are, by ;this reference, made a part of the Contract as
though'completely set forth herein. . .

All Data created or in any way originating with the State,
andrall Data that is the output of computer processing of
of other electronic manipulation of any Data that.^was
created by or in any way originated with the .State,
whether such Data or output is stored on the State's
hardware, the Contractor's hardware or exists in any
system owned, maintained or otherwise controlled byYhe,
State or by the Contractor that may be defined as
"Confidential Data" within Exhibit G, Attachment 2--
Exhibit E: DHFIS Information Security Requirements.

The New Hampshire State Fiscal Year (SFY) runs from
July I of the preceding calendar" year through June 30 of
the applicable calendar year. ■ . •

A person, partnership; or company.not in the employment
of, or owned by, the'Contractor which is • peiforming
Semces under, this Contract-underja separate Contract
with or on behalf of the Contractor.

A'signed Agreement between a supplier and the'State that
-the Stale will receive and provide payment for.regular
products or services, for a set period of time identified
within the Agreement. .

The maintenance and technical support services provided
by Contractor to the State during the Term of the Contract.

All Software, specified hardware, interfaces and
extensions, integrated arid functioning together in
accordance with the Specifications.

•Vr-

-InKlai

r.'V' - VContractor initials:. " '
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STATE OF NEW HAMPSHIRE

DEPARTlVffiNt OF HEALTH AND HUMAN SERVICES

DHHS- SS-2624-.GEENCLIFF-0i:-EEECT-i014i#2024-094 DHHS
Electronic Health Records at Glencliff

EXHIBIT E.-TERMS AND DEFJNITIONS

•t■ < >•-.

■ V. •

"'Term ,
•  ' 4^ • • • , * /

' Periodofthe'Contract from the Effective Date through the
■Completion -Date identified in • the P-37 General

Provisionsipntermination.

'Verification • ,
Supports the confirmation of authority.to enter a computer
system applicatiorf-or network.

Warranty '

The conditions under, "and period during, which .the
Contractor will .repair, replace; or other compensate for,
the defective item without cost to the buyer or user. It also
delineates the rights and obligations of both parties in case
of a claim or dispute.

.  ;

/Wairanty Period
A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Work/ProjectPlan'

Documentation that details the activities for the Project
created.in accordance with the Contract. The plan'and
delineation of tasks, activities and events to beperformed
and Deliverables to be produced under the Project as
specified in Attachment li'IT-Requirements Workbook.
The Work / Project- Plan'-shall include -a detailed
description of the Schedule, tasks/activities., Deliverables,
critical events, task dependencies, and the resources that"
would lead and/or participate on each task.

y :

%■-•! ■ -r' ' . - '

-  • • •

Remainder ofthis page intentionally lefihlank
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STATE OF NEW HAMPSHIRE .

DEPARTltoNT OF HEALTH AND HIJM^N;SERVIG^^ ' . / ;
DHHS-SS-2024-GLENCLIFF-01-EEECT:,01-#2024-094 DHHS

,  Electronic Health Records at Glencliff^ -
.  ; • ! EXHIBIT G-ATTACHMENTS AND CONTRACTOR CERTIFICATES

EXHIBIT G -ATTACHMENTS AND CONTRACTOR CERTIFICATES ;

<  ,-l. -PHHS ATTACHMENTS '

'; rv'i- .1. Exhibit G/Altachment 1-IT Requirements Workbook ' . •
■  .V' /i •i.2.. Exhibit G Attachment 2 - DHHS Standard Exhibits'-D-F: - T • • , . !' ■ "
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;  . Exhibit D- Federal Requirements

V  . ; SECTION A: CERTIFICATION REGARDINGi DRUG-FREE WORKPLACE REQUIREMENTS

'  The Contractor identified in.Section 1.3 of thelGeneral Provisions"agfees*td comply with" the provisions,.
Sections 515.1-5160 of 'the Drug-Free Workplace Act of 1988 <PiJb. :L. 100-690, TKIe V. Subtitle D; 41

•  • ' ^U.S.C. 701 et seq.), and further agrees to have the Gontractor's rep'resentatlve, as identified in Sections
•.>'.1.1 l and 1.12 of the General Provisions execute the following Certification:

.. ',v.;- -^;'ALT.ERNATIVE I-FOR GONTRACTORS'OTHER THAN INDIVIDUALS

^  ̂ .>',US DEPARTMENT OF HEALTH AND HUMAN, SERVICES-CONTRACTORS ,
'  • /^ -'US DEPARTMENT OF.EDUCATION-CONTRACTORS

/us DEPARTMENT OF AGRICULTURE-CONTRACTORS

' - • •' This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
•  /" •/ •' • '.Workplace.Act of 1988(Pub. L. 100-690, Title V, Subtitle D; 41.U:S.C. 701 etseq.). The January 31,

- '. -1989 regulations were amended and published as Part II of the May 25,1990 Federal Register (pages
/  -■;; .21681/21691), and require certification by contractors (and by inference. sub- contractors), prior to.

:  .• '• - 'award, that they will maintain a drugrfree workplace. Section 3017.630(c) of the regulation provides that
- - a contractor (and by inference, sub-contractors) that is a State may elect to make one certification to the

.,. . ; 'Department in each federal fiscal year In lieu of certificates for'each Agreemenfduring the federal fiscal
'  • V-J. . >vyear.covered by the.certification. The.certificate set out below is a material representation of fact upon

' . • - ' V which reliance is placed when the agency awards the Agreement. False certification or violation of the
►  • • •. -■ certification shall be grounds for suspension of payments, suspension or termination of Agreements, or-

*  ■ ^ •^ 'government wide, suspension or debarment. Contractors using this form should send it to:

■  t' '."^^.- '^/-/Commissioner
Tr.-/"; NH Department of Health and Human Services • - - • •

'129.PleasantStreet . ' ' '
:  :..r '/-V\,.Cdncprd. NH 03301-6^^ .
,  . , "The Coritractor certifies that it will or will continue tbprovide a drug-free workplace by: .

"  1/ - Publishing. a statement .notifying employees that the unlawful manufacture, distribution, •
dispensing, possession' or use of a-controlled substance is prohibited in the Contractor's .

*  ̂ ' workplace and specifying the actions that will be taken against employees for violatiori of such
-prohibition;

•  -I.^. Establishing an ongoing drug-free awareness program to inform employees'about
.  - 1.2.1. ' The dangers of drug abuse in the workplace;

T2.2: The Contractor^ policy of rriaintaining a drug-free vvorkplace;
■ * 1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
V  T2.4. ' The penalties-that may be imposed upon employees for drug abuse violations occurring

in the workplace;

1.3. Making it a requirement that each employee to be engaged in the performance of the
Agreement be given a copy of the statement required by paragraph (a);

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the Agreement, the erriployee will

[ .

1.4.1. Abide by the terms of the statement; and

er conviction for a violation of. a crimir
r than five calendar days after suchfc^

'1.4:1 Notify the employer in writing of his or her conviction for a violation of.a crimirTaMrug
statute occurring in the workplace no later than five calendar days after suchfc^viction;

'  ̂ ' ■ • ■ ' ■ /. Exhibit D ■ - ■, " Contractor's,Initials^
/ ' . - " • •' Federal Requirerrients.,.; 1 • pate

} i - .k'r T» •'# . ;1 ' V, ;
I  " ww'' '• V - ' ■ . •

..Rage^ibf'IO /
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■ 1.5. Notifying the. agency'in writing, within ten calendar days after receiving notice under . •
subparagraph {1.4.2 from an employee or otherwise receiving actual notice of such conviction. •

^ u. ■ Employers of convicted employees must provide notice, including position title, to'every contract
bfficeroawhosecbhtractactivitythecohvictedemployeevyas-working, unlessthe'Federalagency " '•
-has designated a central point for the receipt of such notices. Notice shall include the identification
number(s) .of each affected Agreerrient;

\J
.7>

•t .

' f- •

• U' ' '

:,.i

C\:

j" ' '
.S.Taking one of the followingactions, within 30 calendar days-of receiving rioticeunder
;;\subparagra;)h 1.4.2, with respect to any employee who'is so.convicted

1.6.1. Taking appropriate personnel action against such an employee, up to and including-
'  • termination, consistent with the requirements of the Rehabilitation Act of 1973," as"

.amended; or " , '

,  .1..6!2. .Requiring such, employee to participate satisfactorily in a drug abuse assistance or
'  . rehabilitation program approved for such purposes by a Federal, State, or local health,

law'enforcement, or other appropriate agency;,

l7. Making a good faith effort to continue to maintain a drug-freeworkplace through implementation .
of paragraphs 1.'1, T.2, 1.3, 1.4," 1.5, and'1.6. ' • ' . '

' 2. '^The Contractor may insert in the'space provided below the site{s) for the performance of work done
^  .^Mn corinectiori with "the specific Agreement.

V'*" -.' " • - Place of Performance {street address, city, county, state, zip code) (list each location)

•  ' w," ■ ■ " • • •

,; ; V'.. X/;'Check □ if there are" workplaces on file that are not identified here.

\ ^ ■■ . .
-• .. .. r' .. -Wt •'

• . • ■ K ■
* - " » •; y;. • ',*v

•. f'

T "J , ' , ■

.  7>

i- ^ 'i-
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••• V, *•

p.

•> >* '

r  ' ,

I  . • . •' '

; SFCTIQN B: CFRTIFICATION RFfiARniNfi LOBBYING

'• -.The Contractor identified in Section .1.3 "of the General Provisions agrees to corripiy with the provisions •
of Section 319 of Public Law 101-121,.Government wide.Guidance for New Restrictions on Lobbying.

.' and Byrd Anti-Lobbying Amendment {31'U.S.C. 1352); and further agrees to^have the Contractor's
■' representative, as identified in.Sections 1.11 and 1.12'of the General Provisions execute the following

Certification; ' • •
w" • A - . . ; - - • . , • . . . ,

US DEPARTMENT OF HEALTH AND.HUMAN SERVICES-CONTRACTORS
'  '.-US'DEPARTMENt-OF EDUCATION - CONTF^CTORS "

US DEPARTMENT OF AGRICULTURE-CONTRACTORS

•  Programs (indicate applicable program covered):
''Temporary Assistance to Needy Families under Title IV-A

%'TChild Support Enforcement Program under Title IV-D
V' '-'Social Services Block Grant Program under Title XX

'Medicaid Program under Title XIX ■ , - . . ' ' '
': ' 'Community Sen/ices Block Grant under Title,VI. •

'Child Care Development Block Grant under Title IV -

■■' The undersigned certifies, to the best of his or her knowledge and belief, that:

-1: No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
.  '' any person for influencing or attempting to influence an officer or employee of any agency, a Member
.  .',of Congress, an'officer or employee of Congress, or an employee of a.-Member of^Congress in

•  -.V connection with-the awarding of any Federal contract, continuation, renewal, amendment, or
'  modification'of any Federal contract, loan, or cooperative agreement (arid by specific mention sub-

'./ '*• ; contractor).

' i \ vlfany funds other than Federal'appropriated funds have been paid or will be paid to any person for
•  . ' "r. influencing or attempting to influence an officer or employee of any agency, a Member ofCohgress,
-".'.j'"! an officer or.employee.^of Congress, or ah employee of a Member of Congress in connection with.

' 'j '^"-^this FederalicOritract, loan, or cooperative agreement (and by.specific mention sub- contractor), the
'i^undersigned shall complete and sub'mit Standard Form LLL, (Disclosure Form to Report Lobbying,

In accordance with its instructions, see https://omb.report/icr/20i009-0348-022/ddc/20388401

.  :3. The undersigned shall require that the language of this certification be included in the award
: document for sub-awards at all tiers (ihclu'ding subcontracts;>nd contracts under grants, loans-, and"

■ -*: ' ■ cooperative agreem"ents)'arid that all sub-recipients.shall certify and disclose accordingly.
This certification is almaterial represehtation of fact upon which reliance was placed when this

,  transaction was made or entered into. Submission of this certification is a prerequisite for making or
. entering into this transaction imposed by Section 1352, title 31, U.S. Code. Any person who fails to file

•  the required certification shall be subject to a civil penalty of not less than $10,000 and not more than
$100,000 for each such failure. n

-i-. '

•v.' vl.6/23

; ;;

Exhibit ■ '
Federal Requirements
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■  Sg'CTIQN C: CERTIRCATIQN REGARDING DEBARMENT. SUSPENSION AND OTHER

^ RESPONSIBILITY MATTERS ^ >

.'.The Contractor identified in Section t.3 of the General Provisions'agrees to comply with the provisions
.;of Executive Office of the President, Executive Order 12549 and 12689 and 45'CFR Part 76 regarding
' Debarment. Suspension, and Other Responsibility Matters, and further.agr'ees to have the Contractor's
, "representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
."Certification: . • • . • - .

;^INSTRUCTIONS.FOR CERTIFICATION ' .
. , ̂ . By-signing and submitting this Agreement,.the prospective primary participant is providing the

certification set out below.

^ '^.-ivThe inability of a person to provide the certification required below will not necessarily result in denial
'■% ,qf participation in this covered transaction. If necessary, the prospective participant shall submit an

v. explanation of.why it cannot provide the certification. The-certification or explanation will be,
. V .-jcorisidered in'Conriedtjon with-the.NH Department of Health and Human Seryices' {DHHS)-

•  .:*-^:;determination whether to enter into this transaction. However,- failure of the prospective prirriary
■ ' , / participant to furnish a certification or an explanation shall disqualify such person from participation

■  - .'in this transaction.

S.'.- The certification in this clause is a material representation of fact upon which reliance was placed
'  -".''when DHHS determined to enter into this'transactibn. If it is later'determined that the prospective.

'-Tprimary^participant knowingly render;ed an erroneous .certification, inaddition to other remedies
••w available to the Federal Government, DHHS may terminate this transaction for cause or default.

;  ,.4'.'.>.The prospective primary participant shall proyide immediate .written notice to the DHHS agencyto
whom this Agreement is submitted if at any time.the prospective prirriary participant learns that its

'• / 'certification was erroneous when submitted or has become erroneous by reason of changed
/.'circumstances.

- '?;■ ■■■ - .'V- ' " ' ■ ~
!.The terrns "covered -transaction," "debarred,", "suspended,"^.'"ineligible,"."lower tier covere.d

• * _ ' ' '• * 1 U A ■>! VM ^ M W. A A ^ BiK M AI liK A I ^ M ̂I  "participant/' "person/' "primary covered, transaction," ."principal," "proposal," and■  ■ ./:"//^V::;';' ^v/.'voluntarily excl.u^ as used" in this clause, have the rneahirigs set out in the Definitions and
Coverage sections of the rules implementing"Executive Order 12549:-45 CFR Part 76. See

: v/https'://www.govinfo:gov/app/details/CFR-20.04'-title45-voji/CFR-2004-title45-vol1-part76/context. ■
;  1 ? • -.'.'.S.^i.The prospective primary participant agrees-by.submittmg this Agreement that, should the proposed

•  ] . •• fwv covered transaction be entered, into, it. shall not knowingly enter into any lower tier covered
'/transaction with a person who is debarred,'.susperided, declared ineligible, or voluntarily excluded "

"  , V'; V. ' from participation in this covered transaction, unless authorized by DHHS.

■  7.'" The prospective pcimary participant further agrees by submitting this proposal that it will include the
'  ■ ' clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -

'' Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

'■ v • -
8.'- A participant in a covered transaction may rely upon a certification of a prospective participant in a

,  ' , lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
.  . "from the covered transaction, unless it knows that the certification is erroneous. A participant may

" ' " , decide -the method and frequency -by which if.deterrriines the eligibility, of its .principals. Each
.participant may.'-but is not required to, check the Nonprpcuremerit List (of.excluded parties)

O ,■ .https://www.ecfr.gov/current/title-22/chapter-V/part-513. -rTi"""
I./-. • ■ ■ . . '

^.'.1/^6/23 . _ ,:• / ' • . Exhibit D,/. \ Contractor's Initials ^
Federal Requirements ■
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■ • , 9..' Nothing contained in the foregoing shall be construed to requireestablishment of a system of records
•• in order to render in good faith the certification Tequired by this.clause..The knowledge and
' inforrnatioh of a jjarticipant is not required to exceed-lhat which is normally possessed by a'prudent

.  ■ -V • person in the ordinary course of business dealings. " . .

'iV-

.ip. Except for transactions authorized under paragraphiS^f'these instructions, if a participant in a
i  covered transaction knowingly enters into a lower tier covered transaction with a person who is
; suspended, debarred, ineligible, or voluntarily excluded from p'articipation'in this transaction, in
'  addition to other remedies available to the Federal .governrnent,. DHHS may terminate this'

•  transaction for cause or default.

; : PRIMARY COVERED TRANSACTIONS .
.. 11 ;■ The prospective primary participant certifies to the best of its knowledge and belief, that it and its

-  principals: • >
•• " Are not presently debarred, suspended, proposed for debarment, declared ineligible,or

V' i " - - voluntarily excluded from covered transactions by any Federal 'departmeht or agency;
'  '.112.• Have not v/ithin a three-year period preceding this.pro'posal (Agreement) been convicted of

'  or had a civil judgment rendered against them for commission of fraud or a criminal offense
■' in connection with obtaining, attempting to obtain, or perforrhing a public (Federal, State or

*  "'I . local) transaction or a contract under a public transaction; violation of Federal or State
^  • antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification or

'• . - destruction of records, making false statements, or receiving stolen prpperty;
113. Are not presently indicted for otherwise criminally or civilly charged'by a governmental entity

(Federal, State or local) with commission of any of the offenses enumerated in paragraph
/  (l)(b) of this certification; and ~ ' • ' • ••■-.yfV 11.4. Have not within a three-year, period preceding this application/proposal had one ormbre

public transactions (Federal. State or local) terminated for cause or default.-

r  .-y. . .12. Where the prospective primary participant is unable to certify to any of the statements in this
"  '■ .'certification, such prospective participant shall attach an explanation to this proposal,(contract)..

I..'.

•  1 '

. s .

LOWER TIER COVERED TRANSACTIONS
'■.■.13.,.By..signing and subrhitting this lower tier proposal (Agreement), the prospective lower tier.participant,

- 'L'' J.as definedin 45'CFR Part 76, certifies tothebest of its knowledge and belief that it and its principals:
V' ? '.13.i. " .Are not presently debarred, suspended, proposed for debarment, declared ineligible.'or '

•  • * voluntarily excluded from participation in this transaction by any federal department or •
agency. , . ■ . ' _ -

• V'-.- VV V' " -. 113.2. Where the prospective lower tier participant is unable" to certify to any of.the above, such
V  ' i:'' • prospective participant shall attach an explanation to this proposal (Agreement).

"  ''^i/.M'.'iThe prospective lower tier participant further agrees by submitting this proposal. (Agreement):that it
'■ ' will include this clause entitled "Certification Regarding Debarment, Suspension, Ineligibility, and

, . Voluntary Exclusion - Lower'Tler Covered -Transactions," without modification in all lower tier covered
-  • -" -transactions and in'all solicitations for lower tier covered transactions. '

.v V • ' ■'

Exhibit D . ..
•Federal Requirern'ents
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' ■' j'- ' ' ' •

^  ̂

-  ■: -section Pi CERTIFICATION OF COMPLIANCE WITH FEDERAL REQUIREMENTS
• ' ' -U l" . •

.  " .V '-v. rTIheiContractor identified in Section 1.3 of the General Provisions.agrees by'signature of the
I  V "Contractor's representative as identified in Sections 1.11 and -1.12 of the General Provisions, to execute

..-the following certification:

. ."'.the Contractor will comply, and will require.any subcontractors to comply, with any applicable federal
^  t®^Mirements, which may include but,are not limited to: . .. -

. ' ,1. V Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards
' ■V" , ■■'(?.CFR200). ■ . . .

'  •/ ■ tZt^The Omnibus Crime Control and Safe Streets Act of 1968 {42 U.S.C. Section 3789d) whichr
.  . . . • prohibits recipients of federal funding under this statute from discriminating, either in employment

/practices or in the delivery of services or benefits, on the basis of race, color, religion, national
i  • ; • ■ s-.'.' origin, and sex. The Act requires certain recipients to produce an Equal.Employment Opportunity
,  , ■ . '.u- Plan; .

■  *. • " j. : 'S- ."The Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) whichadopts
/  . by reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under

,  .' ■ '. this statute are prohibited from discriminating, either in employment practices or in the delivery of
•  ■ ' - . ' . . ' ^ ' . .services or benefits, on the basis.,of race, color, religion, national origin, and sex. The Act includes

•  ' ■ Equal Employment Opportunity Plan requirements;

'■ ■ : ' 4. ". The Civil'Rights Act of 1964 (42 U.S.C. Section 2060d, which prohibits recipients of federal financial
assistancefromdiscriminatingonthebasisofrace, color, or national origin in any program or activity);

L' ; /X- . : 'X- • •
4;,-5. The.Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal

Y  ®ss'st3"ce from discriminating on the basis of disability, in regard to employment and the
■rXir;.'-»,-. v-.' v.delivery"bf services or benefits, in any program or activity; . "

j  A ' . - ■ - -
-f: .6'.= The Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131r34), which prohibits

' v-" ' "/•. discrimination and ensures equal opportunity for persons with disabilities in employment. State and

which prohibits
federally programs;

•

•\, '8:,'.The Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on
:  , " ,the basis.of age in programs or activities receiving Federal financial assistance. It does not include

X employment discrimination; . • . - . . -

•  .9. .('28 C:F.R.-pt.,-31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt.
■; v";'i'42'(y.S'. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; .

Policies.and Procedures); Executive Order No. -13279 (equal protection of the laws for faith-based"
;  and community organizations); Executive Order No. 13559, which provide fundamental principles

> ' \ '..^and policy-making criteria for partnerships with faith-based and neighborhood organizations;
10. 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment, for Faith-Based

Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense
Authorization Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239,- enacted January 2, 2013) thePilot

'  : .Program for Enhancement of Contract Employee Whistleblower Protections, which protects
employees against reprisal for certain whistle blowing activities in connection with federal grants and

/  '. contracts. " . ■ - ' .

. - ; 11" The Clean Air Act (42 U.S.C. 7401-7671q.) which seeks to protect human'health and the
environment from emissions that pollute ambient, or outdoor, air,

IfllUI

K ..f
,  J

Exhibit D , 'Contractor's Initials
Federal Requirements , . ■ , ' ' % Date^ZHZHEHIZZ: .' . 4
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.  j' ■ . • • ■

"12. The Clean Water Act (33 U.S.C. 1251-1387),which establishes thebasic structure for regulating'
-  .'/.discharges of pollutants into, the.waters of the United States ahd regulating quality standards for *. , /
' surface waters. • ,. , '

•13./Civilian Agency Acquisition Council and the Defense Acquisition Regulations Council (Councils) (41'
' U.S.C. 1908) which establishes administrative, contractual, or legal remedies in'instances where

-  ̂ contractors violate or breach contract terms, and'provide'rfor such sanctions'and penalties as
■^■appropriate: .'r- ; ' •

-14; Contract Work.Hours and Safety Standards Act.(40|IJ.'S.C. 3701-3708) which establishes that all
"contracts awarded by the non-Federal entity in excess of $100,000 that involve the employment of

;  mechanics or laborers must include a provision for compliance with 40 U.S.C. 3702 and 3704, as
^ supplemented by Department of Labor regulations (29.CFR Part 5).

15" Rights to Inventions Made Under a Contract or Agreement 37 CFR § 401.2 (a) which establishes the •
/.■ '.recipient or subrecipient wishes to enter into a contract with' a ismall business firm or nonprofit'

'  'torganization regarding the substitution of parties, assignment or performance of experimental,
•  developmental, or research work under that "funding agreement," the recipient or subre'cipient'must"
■. 'comply with the .requirements of 37 CFR Part 401, "Rights to Inventions Made by Nonprofit

Organizations and SmalFBusihess' Firms Under Government Grants, Contracts and Cooperative ^
Agreements," and any implementing regulations issued by the awarding agency.

■i'

j <'

The certificate set out below is a material representation of fact upon which reliance is placed when the
'agency awards the Agreement. False cedification or violation of the certification shall be grounds for

' suspension of payments, suspension or termination of Agreements, or government wide suspension or
•  .'■'debarment.

," . Jn the event a Federal or State court or Federal or State adrriinistrative. agency makes a finding of
/ ■ , "'discrirnination after a due process hearing on the'grounds of race, color,.religion, national origin, or sex

ag'airist a recipient of funds,'the recipient will forward a copy of the finding to the Office for Civil Rights,
• to'the applicable contracting agency or division within the Department of Health and Human Services,

of the .
Provisions; to execute

; 1. By signing and submitting this Agreement, the Contractor agrees to comply with the provisions
. 3. indicated above.' ' : •

Cj'' theTolldwing certificatiori:
% k

1

{ .

• ■ ' :Av-vt6/23' .  , Exhibit. D ; -
. Federal Requirements .

V. • ■' -■ .
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SECTION E: CERTIFICATIQN REGARDING ENVIRONMENTAL-TQBACCO SMOKF

Public Lavy 103-227, Part C - Environmerital tobacco Smoke,;alsO;knbwnas'the Pro-Children Act pf
.1994 (Act), requires that smoking'not be perrnittediin.anyjportiqrifof^hyiindoo'r facility owned pr.leased,
or contracted for by an' entity and used routinely'or^regularly'for the provision of health, day care,-
education, or library services to children under tlie^age df'18, if;the 'seTwIoes ;are funded by Federal
programs either directly or through'State'or local govemrrVents.^by'Federahgrant, contract, loan, ooloan

• guarantee. The law does not apply to children's.seryices^,rbvidediin;private:residences, facilities funded
, sojely by Medicare or Medicaid funds, and'portibnsibf.facliities'iusedrfbrjinpatient drug or alcohol
' treatment. Failure to comply with'the provisions of the law may result .in the'imposition of a civil .
monetary penalty of up to $1000.per day and/or.the imposition of;an administrative compliance order on

-■the,responsible entity. •

the Contractor identified in Section 1.3 pf the.General Provisions agrees, by signature of the
C.bntractbr's representative-as identified in Section 1.;11 and 1.12 of the General Provisions, to execute
•the.following certification; * ^

T.iBy signing and submitting-this Agreement, the Contractor agrees to make reasonable efforts to
comply with all applicable provisions of Public Law 103-227, Part C. known as the Pro-Children Act-

'.-'of 1994.

T  V /

i: ■ -

- ' , . . ..
i . ' •"> '

*.v ' .t-'
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'  Exhibit D - Federal Requirements

- .SFCTION F: CERTIFICATION RFflARDING THE FEDERALTUNDING ACCOUNTABILITY AND

•  ̂ ^.TRANSPARENCY ACT fFFATA^ COMPLIANCE

; ' The Federal Funding Accountability and Transparency Act•(•FFATA) requires prirne awardees of
'  individual Federal grants equal to or greater than $30,000 "and awarded oh or after October 1, 2010, to
-  . report on.data related to executive compensation and associated.firstrtier sub-grants of $30,000.or

/  ; . more. If the initial award is below $30,000 but subsequent grarit rnodificatiohs, result in' a total award
■  ̂ 'equal to or over $30,000, the award is subject to the'FFATA reporting requirements, as of the date of

*  he;award. > .

;  In,accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information),
■ the Department of Health and'Human Services (DHHS) must report the following information for any

v" u sub award or contract award subject to the FFATA reporting requirements:

'  - • ^'"-'' !;1.. Name of entity' ' _ . •

'  .. 2.' Amount of award ' •

''.••3. - Funding agency

4. '•NAICS code for contracts / CFDA program number for grants

.  • ' '5./: Program source

' 6.' Award title.descriptive of the purpose of the funding action.

Tf;'Location of the entity •. . , '

Vs. Principle place of performance

'^"J;.""'10-:,Total compensation and.names of the top five executives if:
'-i,- :\fi-10.1. -'More than 80% of annual gross revenues are from the.Federal government, andthose . .
;  ' • revenues'are greater than $25M annually and , - -

•  . '10.2. Compensation information is not already available through reporting to the SEC.
:  Prime grant recipients must-submit FFATA required data by the end of the month, plus 30

days, in which the award or award-amendment is made. ' ,
•• ■{-. ■

'  r- f?'?.'' '" The Contractor identified'in Section 1.3 of the General Provisions agrees to comply with the provisions
.  ■ ■■ . • of The.Federal Funding'Accountability and Transparency Act. Public Law 109-282 and Public Law-110-

252, and 2- CFR Part 170 (Reporting Subaward and Executive Compensation' Information), and further
■  ' agrees to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General

'■ ' Provisions execute the following Certification:

.  . The below named Contractor agrees to provide needed information as outlined above to the NH
. Department of Health and Human Services and to comply with all applicable provisions of the Federal

Financial Accountability and Transparency Act.

'  ■;  ■ -^iv. ■ ■; • .*• • •
,  Exhibit D ■"

'Federal.Requirements*

'  Page 9 6f-10"
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;FQRM A

As the Grantee identified in Section 1.3 of the General iRrovisions, I certify that the responses to the ,
•^A-v ' below listed questions are true'and accurate,

j .../.'I.. The UEI (SAf^/l:gov) number for your entity is:.
106560832 •

, '2.- ^In'ydur business or organization's preceding completed fiscal year, did your business or organization
•■•'V.A receive (1) 80 percent or more of, your annual gross revenue in U.S. federal contracts, subcontracts. •
I. .* loans; grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
•V' - ' • gross revenues from U.S. federal contracts, subcontractsr' loa.ns, grants, subgrants, and/or .

•• cooperative agreements? •

. X
- NO YES

^If the ansvyer to #2 above is NO, stop here
^'if the answer to #2 above is YES; please answer the following:

.•.,3; , Does the public have access, to information about the compensation of the executives'in your
•• « '-business.or organization through periodic reports filed under section 13(a) or 15(d) of the'Securities \

• Exchange Act of 1934 (15 U.S.C.78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of
1986? - • ■

NO YES

j If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following:

4:'l' The names and compensation of the five most highly comjDensated officers in your business or •
^.V,i>organization are as follows;

-T
. .0'? Name:

. •"'S'*'-" ■-
Narhe; ■ '

'  Name:: .
"  A.,, C I--' ' • .■ * .

. •• ,v> v., ■ V'Name;.

* ''i'

. /•
Amount: •

Amount:_

Amount:_

Amount:
t

Amount:

4/9/2025

i'-l-Date:

Contractor Name: Matrixcare
— Signtdby: ^

— 0312®60»0C4?4?A...

Name: ^J^vid.slmpacd ^
Title: Head of sales

. \ • Exhibit'D ■ " . '
Federal Requirements •

. Page lO'.of 10 .
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New Hampshire Department of Health and Human Services

•  , . V' Exhibit E - . . ,

'  DHHS IniFormation Security Requirements

;  A. Definitions.

V- • -

v-'-T '.

-  .1'.

The following terms may be reflected and ha\/e the described meaning in this document:

1. "Breach" means the loss .of control, .comprpniise, unauthorized disclosure,
1  unauthorized acquisition, unauthorized access,, or any similar term referring , to

■ situations where persons other than authorized users and'for an other than authorized
purpose have access or potential access to personally identifiable information,

■ whether physical or electronic. With regard to Protected Health Information, " Breach"
shall have the same meaning as the term "Breach" in secbon 164.402 of Title 45,
Code of Federal Regulations. '

2. ■ "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61,-ComputW Security Incident
Handling Guide, National Institute of Standards and Technology. U.S. Department of
Commerce.

3. "Confidential .Information" or "Confideritial Data" means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment '.Records, Case Records,. Protected Health - Information and
Personally Identifiable Information.- • '

•  • . f ' '

^ V ■ V j Confidential Inforrnation also includes any and all information owned or managed by
'• the State of NH - created, received from or on behalf of the Department of Heailth and

Human Services (DHHS) Or accessed jn the course of perfprming contracted services
■ - of which collection,' disclosure, protection, and dispositionJs governed by state or
federal;law or-regulation. This Information, includes, ibut is: not limited to Protected
-Health-Information (PHI), Persotial.ihfor'mation (PI), Personal Financial Irifdrrhation
(PFI), Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or'other sensitive and confidential information.

4. ' "End -User" means, any person or entity (e.g., contractor, contractor's employee,
, ,, business associate, subcontractor, other downstream user, etc.) that receives DHHS.

data or derivative data in accordance with the terms of this Contract. "

5., "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and
the regulations promulgated thereunder. •

6. "Incident" means an act that potentially violates an explicit or implied security policy,
' which includes atterhpts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for,the processing or-storage of data;- and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss ■

9s

\  ''

.. < -

V  '■'*,f''"-''--,:''-'';'vWodiriedfor'MatfixCare2/11/25 ' • Page'1 of's -Date
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Exhibit, E ' ' : .

DHHS Information Security Requirenients

•■•IP.V,'. - :
'-i'

■  -v.

■  .7;

or misplacement of hardcopy docurnents; and;;misrouting.6f physical or, electronic,
mail, all of which may have the potential-to put the data at risk of unauthorized, access,
use, disclosure, modification or destruction. ' :

"Open Wireless Network" means any network or^segrnent of:a network that-is hot
designated by the State of-New Hampshire's Department of.lnformation Technology
or delegke as a pfoVected network (designed, tested, "and approved," by means of the
State, to transmit) will be considered an open network and hot adequately secure for
the transrnission'of unencrypted PI, PFI,'PHI or confidential DHHS data.

8... "Personal lriforrnation"-(qr "PI'') means information which can be used to distinguish
or trace ah individual's idehtlty, such as their name, social security number, personal
information as defined jn New Hampshire RSA 359-C;19, blometric records, "etc:,
alone, or when combined with other personal or identifying information which is linked

/  or linkable to a specific individual, such as date and place of birth,.mother's maiden
•  ;■ •:.]/> • .name, etc. . • • . • '

'?• "Privacy Rule''shall mean the'Standards for Phvacy of Individually Identifiable Health
** ■ V;. "'j} ; Information at 45 C.F..R. Parts.'ISO and 164, promulgated under HIPAA by the United"

•  - rStates Department of Health and Human Services:

10:,- "Protected Health Information" (or "PHI") has the sarfie meaning as "provided in the
. ■ , " definition of "F*r6tected Health Information" in-the HIPAA'Privacy Rule at 45 C.F.R. §

160.103.

; t/Iv'-I"!- "Security .Rule": shall mean the'.Security Standards for the Protection of Electronic-
"  - Pfotected-'lHealth Information at 45 C.F.R. Part 164; Subpart C,"- and amendments'^

.. '/l c, , .. " 1., ' ' • "
"i f ■ - ' . . ' -

12." "Unsecured Protected Health lnformation".means Protected Health Information that is
"v'. .not secured by a.technology standard that "renders Protected.Health.Information'

-  1 unusable, unreadable; or.indecipherable'to unauthorized individuals and is developed"
.or .endorsed by a.-stahdafds developing organizatiori that .,is accredited-by the,

•  American National Standards Institute. V' . ,

;  • . . 1.^ RESPONSIBILITIES OF.DHHS AND THE CONTRACTOR

,  A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, rnaintain or transmit Confidential Information
,  . .except as reasonably necessary as outlined under this Contract. Further, Contractor,

including but not limited to all its directors, officers, employees and agents, must not
•. , . . • • use, .disclose, maintain or transmit PHI in any manner that would constitute a violation

"r . . of the'Privacy and Security Rule. . • •

;• , > . .-'.A ,'-'. ■ ' -
.  'A;'-*" ^■  . 'I.. : VV' -" • ' " ^

( • :--/jv V vModified fo'r-MatVixCafe 2/11/25^A ' v ./-ji'.;?,'-'.-" Page 2 of,9 '.
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DHHS Information SecurityiRequiremehts

,  ; 2; The Contractor must not disclose anyT^onfidentialtoformatiori in response to a request
\  for disclosure on the basis that it'is requ'ired 'tjy ilaw, in response to a.subpoena, etc.,
:  - 'S, ■. without first notifying DHHS SO thatBHIHS'taas;ara:£)pporturiity.to consent or object to

" V,. • , . the disclosure. . • ' . :

r  < ^ 3. If DHHS notifies the Contractorlhat'DHHS Iras agreed to be bound by additional
I  y restriction's over.and above those uses, or disclosures or.security safeguards'of PHI

A  . : : pursuant to the Privacy and Security-Rule, .the Contractor, must be bound by. such
;/• additional restrictions and must.rnotidisclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.
;■ "V"."?. 4. The Contractor agrees that ,DHHS Data or derivative therefrom disclosed to an End

■  User must only be used pursuant to the terms oTthis Contract.

\  5- The Contractor, agrees DHHS Data obtained under th'is Contract may not be'used for
•"' ■ ' V'- any other purposes that are not indicated in this Contract. •

6. -The'Contractor agrees to grant access to the data to the authorized representatives of
■  - ' • ' DHHS for the purpose of inspecting to confirm compliance with the terms of this

.  . ^ Contract.

.  '.■ ^ .:' "ll;> METHODS OF SECURE TRANSMISSION OF DATA

;  ' Application Encryption. If End User is transmitting DHHS data containing Confidential
\  ̂ - ■'" V'^'s - ■ . between applications, the Contractor attests the applications have been evaluated

'  ̂ ; is by 'an expert knovyledgeable in cyber security and that said .application's encryption
'-'v V • capabilities ensure secure transmission via the internet.

'  ■■ ' . Computer Disks and Portable Storage Devices. End User rriay not use computer disks or
•  v : portable storage devices, such as a thumb driye, as a.method of.transmitting DHHS data.

:'3-. . Encrypted Email: End User may only employ email to transmit Confidential Data if email
encrypted and - being ■ sent to and being received by email addresses of persons

■  ; authorized to receive such information. • • ' •
■•'-.V , 1

y-- .
4. Encrypted Web Site' If End User is employing the Web to transmit Confidential Data,'the

. secure socket layers (SSL) must be used and the web site must be secure. SSL encrypts'
data transmitted via a Web site.

5. File Hosting Services,, also known as File Sharing Sites. End User may not use file hosting
-  services, such as Dropbox or Google Cloud Storage, to transmit Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential Data
said devices must be encrypted and password-protected..

.  ,VJ. .r., » • • , . .

Last-u;^ate 10/09h8 / ' '
1  >■; i": \V'y'M6difiedyor.MalrixCare^11/25

-Inltiil
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• V" -
A '

n-r-

V ' ,;':.. r 8. "Open .Wireless Networks. .End User may. .not:transrnit Confidential-Data via. ah.open
V- wireless network. End User, must employ a virtual private network (VPN) when'rerhotely
f  transmitting via an open wireless network. - " ' .

; • '9. • Remote User Communication. If End User is ernploying rerhote communication to access
'■-X:' or transmit Confidential Data, a virtual private network (VPN) must be installed'on the End

■  User's mobile device{s) or laptop from which inforrhation will be transmitted or accessed.
■  v.- - "10- SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If End

User Is employing an SFTP to transmit Confidential Data, End User-will structure the
. . 5 . 'K '' * Folder and access:privileges to prevent inappropriate disclosure of.information. SFTP

• V . _ ; •- -folders and sub-folders used for transmitting Confidential Data will be coded for 24-hour
-auto-deletion'cycle (i.e. Confidential Data will be deleted every 24 hours).

' / • . tireless Devices. If End User is transmitting Confidential Data via wireless devices, all
■ ■ data must be encrypted to prevent inappropriate disclosure of information.

■ ■ fr ". III;'.RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

'  ■ The-Contractor will only retain the data and any derivative of the data for the duration of this
:  • .Contract. After such time, the Contractor will have 30 days to destroy the" data and any

• J;. derivative in whatever form it^may exist, unless; otherwise required by law or permitted .under
../\':<;?^;;' '/;/.'.r-this Contract, to this end, the parties must: ' ■ \

'  Retention ■ ' ' • " *

, .-r Ts The Contractor agrees it will not. store, trarisfer or process ,.data collected in
.V connectiorij with the services rendered under.this,Contract outside of the United

- states! This.physical location requirement shall-also.apply in the implementatiori'df
C'T /'Cloud cornputirig,.cloud service-or cloud storage.capabilitiesi^and-'includes backup

data.and Disaster Recovery locations.

^  '' "2. The Contractor agrees to ensure proper, security monitoring capabilities are in place
to detect potential security events that can. impact State of NH systerhs. and/or

-■ Departrrient confidential information for contractor provided systems. ^ '

.3. The Contractor agrees to provide security awareness and education for its End
Usersjn "support of protecting Department confidential information. .

4. The Contractor agrees to retain all electronic and hard copies p/Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees^ Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral,
antihacker, anti-spam, anti-spyware,.and anti-malware utilities. The environrhent, as
a whole; must have aggressive intrusion-detection and firewall protection.

V' -tV;,: --.li'V
\ *4-.'v;. \ rj, ' ♦ * . . . .. .

. • ^ , , '7 ' - '•/
.'^Mddifiecl^f6r.MalrixCare2/11/25'f :,i, " • •Page4of'
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'  • - ̂  • V ; ; :

'• - t V . • •• ^

'  6. The Contractor agrees to and ensures its complete cooperation-with the State's
o  ' ; V ■ Chief Information .Officer in the detection of any security vulnerability of the hbsting

infrastructure. - . . •

•/-ft- 2.; Disposition

.s-

'h' ■'

'  ' 1. If the Contractor will maintain any Confidential Information on its systems (or its sub
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination; and will obtain written
•certification for any State of New Hampshire data destroyed by the Contractor or any

:  .subcontractors as a part of ongoing, emergency, .and or disaster' recovery
■  'Operations. 'When no longer jn use, electronic- media" containing State of New
' Hampshire-data shall be rendered unrecoverable via a secure wipe, program in

' accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroyingihe media,(for example, degaussing)
as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media

. Sanitization, National Institute'of Standards.and Technology, U..S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction; and will provide written certification to the Departrnent upon request.

■A •- - The written certification will include all details necessary to demonstrate data has .
been properly destroyed and validated. Where applicable, regulatory and.

:'prbfessional standards, for retention requirements will be jointly evaluated by the
■  .-C' . . . " State and Contractor prior'to destruction.

\ 2. . Unless otherwise specified, within thirty (30) days of the termination of this Contract,, ,
'..'j Contractor'agrees to destroy all hard copies of Confidential Data using a secure

-  " 'method such as shredding".- . ■ . . ■ ' " .
,  -3. '■ Unlsss otheiwise specified, within thirty (30) days Of the termination of this Contract,"

■  ,■/; . ' , Contractor agrees to completely destroy all electronic Confidential Data by means
'  ■ ' " of data'erasure, also known as secure data wiping. ,

, " . ^ ,"lV; .PROCEDURES.FOR SECURITY

■" '*V A. Contractor agrees to safeguard the DHHS Data received under this Contract, and ariy
derivative data or files, as follows:

.  : ■ ^ 1. The Contractor will maintain proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services.

2. The Contractor will maintain policies and procedures to protect Department confidential
. . •. • ' information throughout the- information lifecycle", \vhere applicable, (from creation.

:  ', v' • transformation, use, storage'and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

■  • Contractor Initials-

.  -/Y5::Last:update:1W^^ ) i'' ••• •
i  A'V- for MatrixCare 2/11/25. v ■ .Av".'- . Page"5of,9. „ .. - - ' i; ■' ■
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DHHS Information Security Requirements

; 3... The • Goritractbr will maintain-.appropriate-authentication and access controls to
cbntractor^ystems.that collect, transmit", or store Departmehtvcohfidential information
where applicable. ■ - ■

', ' ; 4. The Contractor will-ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systerns and/or Department

' confidential information for contractor provided systems. ' .

5. The Contractor-will provide regular security awareness.and education for its End Users-
.  in support-of protecting Department confidential information.

- - .6. If the Contractor will be sub-contracting any core functions-oT the engagement
supporting the services for State.of New Hampshire," the Contractor will maintain-a
program "of an internal process or processes that defines specific security expectations,
and monitoring compliance to security require'ments that at a minimum match those for
the Contractor, including breach notification requirements.

7. The Gontractor^will work with the. Department to sign.-and comply with all applicable'
•  State of New Hampshire and'Department system"access and authorization policies and

■ procedures, systems access forms, and computer,use agreements as part of obtaining
.and maintaining access to.ahy Department system'{s)."Agreements will,be completed

■' sighed by the Contractor and any applicable sub-^contractors prior to system access V•  • • being authorized. V:
■  at!

' .V- 8.' If.the Department determines the Contractor is a Business Associate pursuant to 45
•- y/;, ... CFR 160.103, 'the.-Contractor will execute, a HIPAA Business Associate Agreement

/ (BAA) with the"Department and is:'responsible for'maintaining compliance with the ,
^ 'v' "r, -'.' .'-'agreement. ■/. -

■o"-;,. ". , . - '' . ' ' • ' ... i.-' -
"  : --O. ThefContrador,.will"work with,the Department at its. request to'cdmplete a System-

'  .Management Survey. ,The purpose of the survey, is to enable the'Department and"
r'Cohtraptor to monitor,.for any changes in risks, threats, and vulnerabilities that may-
occur-over the iife'bf. the Contractor ehgagemerit. .The survey'-vyill be completed
annually, or an alternate timeTrame at the'Departments discretion-with agreerhent by' ^'

'  the Contractor, or the Department may request the survey be completed when the
'  scope of the engagement between the Department and the. Contractor changes.;

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior

•express written consent'is obtained from the Information Security Office leadership
member within the Department.

.'• , .. 11. Data Security Breach Liability. In the event of any security breach Contractor shall make
efforts to investigate the causes of the breach, promptly.take measures'to prevent

. V
'  /. Initial

-  T

' Co'ntractor Initials

.. . .'1 . ,• - .. . . . . • ■

'-Modified for MalrixCare 2/1;1/25 Page 6bf 9 ^ ^ ^ • - Date-.:__
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■ J
.1

.  future.breach,and minimize any damagejpriloss resulting from the breach. The State
shall recover from the Co'ntractor:aircostS:.of ;response-.ahd recovery from

■-the.breach' including but not limited',to;icredit^monitohng services, mailing costs.and
• costs-associked with. website and telephone "call 'center services necessary due-tothe

breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy-and security of Confidential Information, and must in all other respects maintain
the privacy and security of PI and PHI at a level and scope that is not less than the level
and scope of requirements applicable to federal agencies, including, but not limited to,
provisions of the Privacy Act of ,1974 {5 U.S.C; § 552a), DHHS Privacy Act Regulations

■- (45C.F.B. §5b); HIPAA Privacy and Security. Rules (45 C.F.R".. Parts 160 and 164) that
. govern protections for individually identifiable health information and as applicable

under State law.

•-...•.r- -v.'..

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or. access to it. The safeguards must provide a level and scope, of
•security that is not less than the level and scope of security requirements' established
by the State of New Hampshire, Department of. Information Technology.- Refer to

" Vendor Resources/Procurement at https.://y\ww.nh.gov/doit/vehdbr/index.htm for the
■ Department of Jnformation Technology policies,- guidelines, . standards, and

.  » procurerhent inforrhation relating to vendors. • • , • ,

■  •

14. Coritractor agrees to maintain a documented^breach notification and incident response
? V process..The Contractor will notify the State.'s Privacy Officer and the State's Security
r Officer of any security breach immediately, at the email addresses proyided'in Section

'• This'includes a'confidential information breach; "computer "security incident, or
.  .suspected breach which affects or includes any State'of New Hampshire systems that

' connect to the'State of New Hampshire network. • . '
. -M

Mi A
yj

15. Contractor' must restrict access to the Confidential Data'obtained,under this Contract
... to.only those authorized End Users who need such DHHS Data to perform their official

.duties In connection with purposes identified in this Contract. - —

16. The Contractor must ensure that all End Users:

1. comply with such safeguards as referenced in Section IV A. above, implemented
to protect Confidential Information that isfurnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

2. safeguard this information at all tirnes.

3. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

,5 >>>'• ^ys.'.Lasl update -10/09/18. t , ! i ^ ^ .
.'ModifiedforMatrixCare2/1 i/izs"- ; •

i' ,• • -.v i, ' •
■ Page 7 of .9

'  Contractor Initials .

'  . 4/9/20.25.
•  ' - ' . Date • '

f
-/■'I '
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Exhibit E - ■ ■

DH HS Information Security .Requirements . "

■ -■ -.a;/ Exhibits

-a; ,
'c'":

-AA. ■ 4. send emails containing Confidential InfOTroationtonlv if encrvpted and being sent
' /V ' \ - to and being received by email addresses ofIpersdns authorized to'receive such

A'.' -V I-. - ■' ' information. • " "

* VA' " ^limit disclosure of the ConfidentiaMnformatlonto:ithe extent permitted by law.
■  ■ : .r. ■ 6. Confidential Information'received underAhis Gohtra'ct and individually identifiable

data derived from DHHS Data, must be. stored ih, an area that is physically and
■  ' ■ i . technologically secure from access by unauthorized persons during duty hours

A.L; as well as non-duty hours (e.g..'door locks, card keys, biometric identifiers, etc.); ■
v > 7. only authorized End Users may transmit the Confidential Data, including any

.  'derivative files cpntaining.personally identifiable information, and ih air cases,
.  ' such.data must.be encrypted at all.times when in transit, atxest, or when stored

n ; 'u • •

; "' '.I
"  -- '■ on portable media as required in section IV aboye.

. , I>CV

8. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances Involved. " . . .

9. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure. This
applies to'credentials used to access the site directly or indirectly through a third'
party, application.

,-V V

1/.-Contractor is responsible for oversight and compliance.of their End Users. DHHS..
"Av • • reserves the right to conduct onsite inspections, to monitor compliance with this
"tA-VAAA--. lArA,: A '- Contract, includihg the privacy and security requirements provided in herein, HIPAA, '

'.-AAA • A.Ay .Aj • -.and other applicable laws and Federal regulations until such time the Confidential Data '
is'disposed of in accordancewith this Contract. " A • • . • ''ft

■ I

'.A - ^ .18. the. Department agrees that the Contractor may only aggregate data to the extent
>.*'*, \ Av"A ' A'- • necessary, to provide the required services to the department that is compliant with.

A- ' ■ ■ A- -;HIPAA.ahd DHHS security requiremerits and'the BAA.-The data.utilized.or shared'"AA;., - .pursuant to this .provision must be directly connected to-the .provision of Services '
A:'- • A'A.Vi: under-the "Agreement-and shall not contain any .Protected Health, Information or

'  ' personally identifiable information, as such terms are defined by this agreement. The
a; , ; A ■ " Contractor shall not use PHI or personally (^identifiable dka to perform marketing

research or product irnprovement. ' ■

'  ' .A. V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any Security "
'  ; ; • Incidents and Breaches immediately, at the email addresses provided in,Section VI.

;. , The Contractor rhust further handle and report Incidents and Breaches Involving PHI in
./H' .' A- •" ' '• . accordance .with the agency's documented Incident Handling'and Breach Notificatjoq

■> procedures and. in .accordance, with '42 "C.F.R. §§ "43.1.300.- 306;' In- addition jo^^nd , -
' ."A' • vA ' ' - " ■■ ■' ' - ■ ConlracloVIniiials' ^

»t" iAA'-*" ^ ^ ' •. , ' •. ■ ■A?>;A>^V';rjV5-.:Lai5ru^^^^ ' --u' -'j • ■ " 4/9/2025
PageBof^sAj' . ' ■ ,.> • ' rr^- • "

■ ' • A - ' . "A/"'- ■ '
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.  ■■ , Exhibit E ■ . ,

DHHS Information Security! Requirements '

' notwithstanding, Contractor's compliance with all applicable' obligations and procedures, ■ ,
Contractor's procedures must^also address how the Contractor, will: '

"1.,- Identify Jncidents;-

; . 2. Determine if personally identifiable information is involved in Incidents;

-3.; Report suspected .or confirmed Incidents as required in this Exhibit or P-37;-

. 4. Identify and convene a core response group to determine the risk level of Incidents and .•
. determine risk-based responses to Incidents; and

5.'-Determine whether Breach notification is required, and, if so, identify appropriate Breach
•  notification rhethods, timing, source, and contents from among different options, and bear
costs associated with the Breach notice as well as any mitigation measures.,

.  •

r..

.Inciderits'ahd/or Breaches that implicate PI must be addressed and reported, as applicable, in accordance with
I  'NH RSA'359rC:-20.; - " • ' .

VI.;PERSONS TO CONTACT

A; DHHS:Privacy Officer: DHHSPrivacv6fficer@dhhs.nh.qov
B.'DHHS,Security Officer: DHHSInfbrrriationSecuritvOffice@dhhs:hh.aov ,

■.t. - ^ .

'.I' •

i;
' - .. i'-X'' ' ' '

)-

'■»

•« i

1  , ■r-. "

,  -n mv, •
.  >

r ,• /■ . •;
'  •"■! !'C/ t;'.'- iVSriLasl update .10/09/18 y .

for,MaVb<Care 2^^^ Page 9 of 9

' ' Contractor'Initials
, V ■:

,-4/9/2025'
Date• •

.J

i

j. ,
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;  Exhibit F

'  BUSINESS ASSOCIATE AGREEMENT

, ■ ".The"'Cpntractor identified Jn Section ,1:3 of the GeneraiProyisions.of the Agreement (Form.P-37)j
'^(^^greement"), and any of its aigentS'Who receive use or have access to protected health*
' j.information (PHI), as defined herein, shall be refeired to'as the "Business Associate;" The State
'  ' bf;New Hampshire,\Department of Health and Human Services, "Department" shall be referred

„ to as the "Covered Entity,"-The Contractor and the Department are collectively referred to as "the
•' ■parties."

„  .-The parties agree,-to comply .writh the Health Insurance Portability and Accountability Act,-Public
■V';Law,;104-191, the Standards'for Privacy and Security of Individually Identifiable Health

-  y.Jnformation, 45 CFR Parts 160,162, and, i64.(HIPAA), provisions of the'HITECH Act, Title XIII,
Subtitle D, Parts 1&2 of the American Recovery arid Reinvestment Act of 2009, 42 USC 17934,

■ ete'ec., applicable to business associates, and as applicable,-to be bound by the provisions of
■. .;the Confidentiality of Substance Use Disorder Patient Records, 42 USC s' 290 dd-2, 42 CFR Part

> .V'2; (Part 2), as any of these laws'and regulations"may be amended frorri time totime.
/' ..-{I).!;, Definitions. -' ' ' ' .

■' a. Thefollo\A/ing terms shall have the same meaning as defined in HIPAA, the HITECH
- • ' - " V . Act, and Part 2,.as they may be amended,from time to timef

"Breach," "Designated Record Set," "Data Aggregation," Designated Record
" Vf' , .'V' Set," "Health'Care Operations," "HITECH Act," "Individual," "Privacy Rule,"

"V -■= "Required by law," "Security Rule," and "Secretary."
•w

( .

b.-- Business'.Associate Agreement, (BAA).mearis the Business Associate Agreement
■ that>includes privacy, and confidentiality requirements of the.Business Associate

■■.'■.V' " W-':r •; wbrking'with PHI and as applicable, Part 2"record(s) on behalf of the'Covered Entity
■ v.'.'. - 'underjheAgreement.' • ^ ' . " " . ■ , . . . . .

;• -c. "Constructively Identifiable,".means there is a reasonable basis to believe that the
.V. " 'inforrination could be used,-alone.or in combinkion with other reasonably available

•  InifoYm^ion, by ari anticipated" recipient to identify an .individual who. Is a-subject of
.  ' • , • • _ • • .

y'r.Y d." '"Prptected.-Healtri Information" ("PHI") as used in-the'Agreement-and the BAA,
Y'.- 'V-' ! means protected health, information defined in HIPAA-45 CFR 160.103, limited to

_  the. iriforrhation c.reated,-receivedi or used by Business Associate from or on behalf
.  of Covered Entity, and includes any Part 2 records,',if-ap"plicable,.as defined below.
e. -"Part 2 record" means any pati.entv"Record," relating to a "Patient," and "Patient t

.  , . 'Identifying Information," as defined,in 42 CFR Part 2.11.

■  f. ' "Unsecured Protected Health Information" means protected health information that
•  ■ is not secured by a technology standard that renders protected health information

unusable, unreadable, or indecipherable to unauthorized individuals and is
^  developed or endorsed by a standards developing organization that is accredited

by the American National Standards Institute.

'  (2) . Business Associate Use and Disclosure of Protected Health Information -
-A-;' - . a. " Business Associate shall not use, disclose, maintain, store, or transmit Protected

.  - Health .information (PHI) except as reasonably necessary to provide the services
■ . ': ■ ■ ■ outlined under the Agreement. Further, Business Associate, including but not

A' ' '.-

:■ . •' ■ , E*h'bitF,, ' -. 'J-.i/S.
. - v-- ' '' - • \ ■Contractorlnltials v.' —- v-vj', 1.. - u- ■ , - ' ' ' .. BusinessAssociale" ' ■ -

-■ -'v' ,4/9/2025 •
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^ ■ 'v

limited to all its directors; officers, employees; and agents, shall protect any PHI as
required by HIPPA and 42 CFRPai1';2. and not .use, ̂disclose, maintain, store, or.

u  ' transmit PHI in any mahner that wdufd constitutea-violation of HIPAA or 42 CFR-
I  ' Part2. ■ ■ ' " ■ . .. .

{ '

IV.

V.

t--

b. • Business Associate may use'ordisclosefyHII,iasapplicable:

I. " For the proper rhanagement andiadrhinristration of the BusinessAssociate;

II. As required by law, according to.thetenmsaet Jorth in paragraph c. and d. below;

III. According to the HIPAA minimum nece^ary^tandafd;

For data aggregation purposes for-the .^health .care operations of the Covered
Entity; and

Data that is de-identified or aggregated.a'nd remains constructively identifiable
may not be used for any purpose outside the performance of the Agreement.

■ To the extent Business Associate is permitted under the BAA or the Agreement to
/disclose PHI to,any third party or subcontractor prior to making any disclosure, the
Business Associate, must obtain, a business associate agreement or other
agreement with .the third party or subcontractor, that complies with HIPAA and
ensures that all requirements and restrictions placed on the Business Associate as
part of this BAA with the Covered Entity, are included in those business associate
agreements with the third party or subcontractor..

The Business Asspciate shall not, disclose any PHI, in response to a request or
demand for disclosure, such as by a'subpoena o.r court order, on the basis that it is
required by law, without first notifying Covered Entity so that Covered Entity can •

■  determine'how to best protect the PHI.-If Covered Entity objects to'the disclosure,
the. Business'Associate agrees to. refrain-from disclosing the'pHI and shall ,

.  cooperate with the Covered Entity in any effort the Covered Entity undertakes to
contest the request for disclosure,'subpoena, or other.legal process. If applicable

,  relating to Part 2 records; the Business, Associate shall resist any efforts toaccess
• •• part 2 records in any.judicial proceeding. •

d.

:  ' ; a. Business Associate shall implement appropriate safeguards to prevent
' ."o/V unauthorized use or disclosure of all PHI in accordance with HIPAA Privacy Rule

'/■ i; ' '"V. - and Security Rule with regard to.electronic'PHI, and Part 2, as applicable.
v.;., "' ;,'--, b. The Business Associate shall "immediately notify.the Covered Entity's Privacy-

. Officer at the following email address, DHHSPrivacyOfficer@dhhs.nh.gov'after the'
Business Associate'has determined that any use or disclosure hot provided for by
its contract, including any known or suspected privacy or security incident or breach

.r/ has occurred potentially exposing or compromising the PHI. , This includes
inadvertent or accidental uses or disclosures or" breaches of unsecured protected
health information.

c. In the event of a breach, the Business Associate shall comply with the terms of this
Business Associate Agreement,' all applicable state and federal laws-and

;  ' - , • regulations and any additionat requirements of the Agreement.

d. The Business Associate shall perform a risk assessment, based on the information
available at the time it becomes aware of any known or suspected privacy or InilU

, • >■ A-''' r ■. • . - ■

•  • , Exhibit F' , :

\ BusinessAssociate.
.  Agreement Page 2 of 6'

'  • - " . " V2.0-'

Contra ctorlnitiais

I

:  ,

»  . • , . : 4/9/2025-
'. • .• Dale -
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>

.,•1 -. • •» -v-

' < ■
'S-, , -•

i ....

security breach^as described above and.cdmmuhicate the risk'assessment to the
Covered Entity. Therisk assessment shairindude, but not be limited to; ̂  ,

].• The nature and^extent of the protected.'health information involved, including the
T  types,of identifiers and the-likelihood ofjre^identificatioh;- , ' .

■II. The unauthorized- person who accessed,^ used, disclosed, or received' the- '
protected health information; .

III. Whether the protected health,informationjwas"actually_acquired or viewed; and

. . IV... How. the risk of loss of confidentiality jtolhe protected health information • '
has beenmitigated.

e. The Business Associate shall .complete a risk assessment report-at theconclusipn*
of its incident or breach investigation and, proyideThe findings in.a written report to .
the Covered Entity'as soon as practicable after the conclusion of the Business
Associate's investigation; •

^ f. Business Associate shall make available ajl of its internal, policies and procedures, ■ '
•V.-'r. -books and, records relating to.the use.and'disclosure'of PHI received from,'or- '

*  - created or received by the Business Associate bn'behalf'of Covered Entity to the
,  , US Secretary of Health and Human Services for.purposes of determining the.
'  •' ' v.-,.' Business Associate's and the Covered Entity's compliance with HIPAA and the

■.i-'- '-C Privacy and Security Rule, and Part 2, if applicable. . / ■

■  9- " Business Associate shall require "all of its.business associates that receive, useor.
V  have access.tp RHI under the BAA to agree in. writing to adhere to the same '

V  \ .Vv' resifictions and conditions on the use and disclosure of PHI contained herein. >

:  h. • Within ten {10)-;business days of receipt of ,a \written request from Covered Entity,
■:> V ..-f,.;-'." •. Business.Associate shall make available during normal business hours at its offices.

' all records; bboks,-agreements, policies.and procedures relating to tbe use-and- •"
-• V • disclosure of PHI to the Covered Entity, for purposes of enabling'Covered Entity to '

determine Business Associate's compliance with the terms-of the BAA and the
.■ Agreement. , ■ • * •
i:' VVithin ten (iO) business-days; of receiving a writtenjequest from. Covered Entity, ^

Business,Associate shall provide access to PHI'in a Designated Recofd'Set tothe •
" Covered Entity,.or as directed by Covered Entity, to an individual in order to meet
' the"requirements under 45 CFR Sectiori 164.524.

'j. . Within ten (10) business days of receiving.a written request from Covered Entity for,
" ah arriendment of PHI or a record about an individual contained'in a Designated

Record Set, the Business Associate shall .make such PHI available to Covered
Entity for amendment and incorporate any such amendment to enable Covered
Entity to fulfill its obligations under.45 CFR Section 164.526.

k. Business Associate shall document any disclosures of PHI and information related
to any disclosures as would be required for Covered Entity to respond to a request
by an individual for an accounting of disclosures of PHI in accordance with 45 CFR

"Section 164.528. ^
Within ten (10) business.days of receiving a written request from Covered Entity for
a.request for an accounting of disclosures of PHI, Business Associate shall make
available to Covered Entity such information as Covered Entity may require to fulfill
its obligations to provide an accounting of disclosures with .respect to PffCin''

-■ ' ■ ■ ExhibitF ^ ■ ' ' ■ I i/S , ' '
•  ' , - ' . - • ' - • ' ContractorlnKials ^ . •- .« '

.  ; Business Associate ,
^Agreement Page 3 of 6 4/9/2025 ' -V

r . -.t.v

- 'V
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Exhibit F

.  accordance with 45 CFR'Section 164.528.- • " ; •' *

"  '' ■'m.-.. In the event any individual requests access to. arriendment of, or accounting of PHI

■  .. . ■ . - . ■ "1-

. V individual's request to ̂Covered Entity" would "cause Covered" Entity or the.Business
. Associate to violate HIPAA and-the Privacy.and Security Rule,Mhe Business"

•  Associate shall instead respond to'.the individual's; request as required by such Jaw.
• and notify Covered Entity of such response as-soon as practicable.

' n. . ■ Within thirty (30) business days of termination of the Agreement; for any reason,
.. . -the Business Associate shall return or destroy, as specified.by Covered Entity, all
-  PHI received from or created or.received by the Business Associate in connection

.  - with the Agreement, and shall not retain any copies or back-ups of such PHI in any
•  form or platform. . '

;■ ■ „• • • VI. Jf return or destruction is"not feasible, or the disposition of the PHI has beenr
'  • ■ v\'.V '.V otherwise "agreed to In the Agreertient, or if retention is governed by state or
'  ■ /•*'■ /x' / '• ^ ' federal law. Business Associate shall continue to extend-the protections of

/  ■ the Agreement, to such PHI and limit further uses and disclosures of such
,  , . • • XlV. ' PHI to those purposes that make the return or destruction infeasible for as
;  , ' ' . long as the Business Associate maintains such PHI. If Covered Entity, in its
.' .V .• . ; ■ sole discretion^ requires that the Business-Associate destroy any or all PHI,
' - '* r . the Business Associate shall certify to Covered Entity.thaj the PHI has been

; •. V X . -destroyed.

:''v ^W4VX Obligations of Covered Enti^^
j Ay -. \ Covered Entity shall post a current version'of the Notice of the Privacy. Practices.
-  ". 'i -. '. V on-'the Covered Entity's website:'•Entity

.V . > ^

r- ^

https:/AAww.dhhs.nh.gov/oos/hipaa/publications.htm in accordance with 45 CFR
"Section 164.520. ' " • ' ,

t-

■-

.Covered Entity.^ shall, promptly'notify Business Associate^ of any chang'es in, .or
^ , -X -.revocation of.pdrmission provided'tb'Covered;Entity by individuals whose PHI may

A' be used or disclosed by Business Associate under this BAA,'pursuant to 45 CFR
:  Section, 164.506 or 45, CFR Section 164.508.

:-'XVA ;c. Covered,entity shall-promptly notify Business Associate of any restrictions on the
;  ' .use or disclosure'df'PHI that Covered Entity has agreed'to in accordance with 45
v  ' CFR, -164.522, to the extent that such restriction'may affect Business Associate's

: r ' '• - use-or disclosure of PHI. ' '

..(5)^ ' . Termination of Agreement for Cause
'  . a; In addition to the General Provisions (P-37) of the Agreement, ,the Covered Entity

may immediately terminate the Agreement upon Covered Entity's knowledge of a
material breach by Business Associate of the Business Associate Agreement. The
Covered Entity may either immediately terminate the Agreement or provide an

•  ̂ opportunity for Business Associate to cure the alleged breach within a tirneframe
-  • specified by Covered Entity: " •

e.'r -

: -v-s

(6);; Miscellaneous •
a..'". Definitions. Laws/and Requlatorv References. All laws and regulationsu

. Exhibit F - ' ^

-A

PS-. ' v
'Contractor Initials

Business Associate.- ■ • '
AgreernentPage.4of6 ' ■ } \ '- ., .4>^9/2025 • , ' A X: :

'  , - ' Oatfi , ' t
•  •V2.0 . ^
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herein, shall refer to, those laws and regulations/as amended from time to time. A
reference in the'Agreement,'.as amended to ,include this Business Associate
Agreement," to a Section in HIPAA or 42 Part 2, means the Section as in.effect or.
as-amended.

•; i".

?  k A

I

e.

'I -

V -r . .

iV-

;' b. Change in law - Co^ered Entity and. Business'Associate agree to take such action
A ' " as is necessary-from time to time for the Covered Entity and/or Business Associate -

. to comply with the,changes 1n the requirements-of HIPAA, 42 CFR Part 2 other
,  applicable federal,and state'law. ' ,

,"c. Data Ownership - Thle Busihess'Associate acknowledges that it has no ownership ".
■  rights'with respect to the-PHI provided by or created on"behalf of Covered Entity. .

d.." , Interpretation - The parties .agree that any arnbiguity in the BAA" and the
'Agreement shall be resolved to permit Covered Entity and the Business Associate"
to comply, with HIPAA and 42 CFR Part 2.

Searebatlon - If any te/m, or condition of this BAA or the application .thereof .toany.
person{s) or circumstance is held ihvalid, such invalidity shall not affect other terrns -^

. or condition's .which can be.given'effect without the invalidterm or condition; tothis"'
-end the terms and conditions of this BAA are declared severable. ^ •

.  f. , -Survival - Provisions in this BAA regarding the use and disclosure of PHI, return
.. or destruction of PHj, extensions of the protections of the BAA in section (3) g! and

(3) n.l., and the defense and indemnification provisions of the General Provisions "•
:  • (P-37) of the Agreement", shall survive the termination of the BAA.

' \ Reimbursenient - Business Associate shall reimburse Covered Entity Associate in -
connection with a breach of this BAA and/or HIPAA by Business Associate for all ■

■ reasonable costs incurred in-connection : with investigating, responding to,. '
mitigating the harmful effects of,^ahd notifying individuals, regulators and the media

'•'Concerning.the unintended use or disclosure, including all legal, compliance, risk
. management, security, and information technology expenses, all costs of printing
^and postage .and all credit and. fraud monitoring, identity theft remediation and .
•"Similar services offered to affected individuals.- • -

Y-} „r
■f.i ./"■

■ r

. •/

V-

V  ,'

IN WITNESS WHEREOF, the parties hereto have duly executed this Business Associate
v' :'Agreerrieht.- . •

;  - ■ Department of Health and Human Services MatrixCare

The State.
^OeeuSigmd by:

EtU^

Name of the Contractor'
—Signtd by;

•<ooooootroc(Hgo„ ■«43^010CO<>Ap

Signature of Authorized Representative

■Ellen Lapointe

}■ ^afne'j'df Authorized- Representative" , Name'of Au

■  ' V\-.' ' ■ -r/ " '^ExhibilF ; ,
^  Y' Busiriess Associate r

Signature of Authorized Representative

David shepard

Name of Authorized Representative -Inttlal

Ps
•\"'C6nlractortnitials ,1

• j

•- r.7-.".s, vJ. 4,
1 ■" ' "v., -'V-AgreememPage^^^^^^^ . -v • I ' •. ■■"4/9/2025;.-'

"• •■■■"■ • - - ■ - -Date ;•

V  .

"  V
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' 'IV*
^  . chief Executive officef 'weati-of sal-es

r' Jitle' of Authorized ■Representative .. . Tiitle ibf Authonzed.RsjDresentative

• '"'V/9/2d25 ■/ .,4/9/2025. . ;

:Date Date-

i"*

.. 1 '

.  > vs, .

. ' ' ''

v. >■'

■  I . l' _

■. . ' -J ' .
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jAgreement Page 5'of;6'',
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^-APPUGATION ,

REQUIREMENTS ■  . ̂ . -

State Requirements -  ' Vefidor
.. - ,

-  ,Req# '  Requirement Description ' - Criticality
• Vendor-

Response

.Deiiverv

Method
"Corriments

-  . '.i:', - ■ .: -. • - V
GENERAL SPECIFICATIONS. •"

... . y , — - * • . ... .•

t .u -■ "

,  ■ Al.l
'  . ' t

Ability to access data.usirig open standards access protocol (pleasespecify
supported versions in the commentsfield). ' •* ' . .... M • Yes ,Standard'

MatrixCare.Skilled Nursing is a SaaS web based application accessed
.with a web browser via HTTPSand encrypted in motion with US 1.2,

actively transitioning toJLS 1.3, all weak ciphers for TLS"1.2.'afe-
■  -disabled. . .

r  , A1.2

Data is available in commonly used format over which rio entity has
exclusive control, with the exception of National of international • •
standards. Data is not subject to any copyright, patent/trademark orother
trade secret regulation".' • • *

M Yes Standard

Thecustomer owns and is respdhsible.for their'content/data^ but
grants ResMed a license to'use it to provide the services during the
contract'term. Likewise, ResMed owns the software/services and
gran'ts.the customer a license to use it .during the contract term.

ResMed may deidentify data in accord vvith applicable law.' -

'a1.3
Web-basedcompatibleandinconformancewiththefollowingW3C '
standards: HTML5, CSS 2.1,'XMLi.i^ M- Yes Standard ' HL7C-CDA,HL'7ADTv2.3,FHIRSTU3,SOAP/XML -

.  *• .» 1
APPLICATION SECURITY, , ' * ••---* ^ / ' * • . . ~

■ ~ -'r'- •: "'i

>A2.1 .

Verify the identity or authenticate all of the system client applications
before allowing use of the system to prevent access to inappropriate or
confidential data or services.

•  M Yes Standard

.  The appliMtion is hosted by MatrixCar'e. Only application
. connections from specific sourcesare allowed for the database tier,
•iPwhitelistingand MFA'(with Okta federation to local AD) capability

is available to restrict cdnhectioris for the application to specific
'  customer source'addresses:

-! ; ■ 'A2.2 ■
Verify the identity and authenticate all of the system's human users before
allowing them to use its capabilities to prevent access to inappropriate or
conftdentialdata'orservice's.' =

M Yes- Standard'

MatrixCare enforces unique user hafhes arid iiifes password:based
authentication cbntfpis. Multi-faftor authentication can,be

implemented viaActiveDirectoryfederaijonusingdkta'sa'gent and
. ' • ^ OpenID Connect.,.'•

.• A2.3 • Enforce unique user names.-■ - , - '  ' M Yes' Standard
Each MatrixCare user is assigned a unique user name. Duplicate user

-  • names are prevented by the system. • • .

- ^

■a2.4

Enforce complex passwords for Administrator Accounts in accordance
with DolT's statewide User Account and Password Policy.*

'm. Yes Standard

Implementing Okta'-basedlDM for the Skilled Nursingapplicationto-
,enforce a password policy defining password complexity (to 15

characters, 1 upper,! lower, l numeric, 1 special). The lart 6 ' *
. passwords are prevented fromreuse.

"  , , A2.5"

Enforce the use of complex passwords for general users using capital
letters, numbers and spMial characters in accordance with DolTs
statewide U^r Account and Password Policy. , • M Yes Standard

Implementing Okta-based IDM for the Skilled Nursing application to
enforce a password policy defining password complexity (to 15'"

characters, 1 upper,l lower, 1 numeric,' 1 s'pecial). The last 6'
'pas'swordsare prevented fromreuse.

•  " A2.6. -
Encrypt passwords in transmission and at rest within the database.

M Yes Standard.
All MatrixCare web communication'occurs over secure TLS. User

.  passwords are'hashed, salted, and encrypted in thedatabase.

• ' .l- - 4/9/2025
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>• .V'A2.7-'

E^ablish ability to expire passwords after a defin'ite.period of tirhe
accordance"with"DblTs"statewide'!Use/Ac«urit arid password Policy , _ r. ■

• r M. ,  No _ Custom •

c?" /' i

'.MatrixCare's password.pol.icy_alignswith NIST guidelines which -
"emphasizes password length oyer.complexity, salting and.hashjng'.
stored passvyords/MFAl and making it easier for users to adhere to

■. ' tpasswo'rd security policies. ' . ' -

]'•' ' A2.8:
Provide the ability to limit the number of people that can grant or change
authorizations. ' 'i • M Yes - ■ Standard"

Roie based access is provicled. Customer administrator rights cari be
'' ".li.niited to specificindividuals.' ' • . - '

•  - A2.9
Establish ability to enforce session.tirneputs dunng periods of inactivity.

• M Yes ' Standard
Automatic logout occurs after 15 minutes of inactivity by default.

'  • ■ ■' ' This is configurable.' • , . ' ;

■  " A2.10
The application shall not store authentication credenti^sor sensitive data *
Jnitscode. _• -' • • " ' ' . •

.' ■ •

M" . •  Yes Standard Sensitive credentials or code are not stored in the application code.

•  A2.11
Log ail attempted accesses that fail Identification.'authentjcation ands^ '
authorization requirements. - "M .  Yes Standard- True for.HIPAA Audit logs and system logs. . '

,  A2,12.

The application shall log all aaivities to a central server to prevent parties
to application transactions from denying that they havej:aken place.' M' •  Yes Standard HIPAA Audit logs and system'logs'are moved bffsite regularly.

'. *. . • A2.13 All logs must be kept for 6 years ' . ' •M Yes Standard
Requirement for logs can be found in A2.21, logs must be retained in
a "fail safe"configurationfor6 years. All HIPAA audit logs are never

■ purged br'deleted.

A2.14
The application must allow a human user to explicitly terminate a session.- .
No remnants of the prior session should then remain. 'M Yes Standard

MatrixCare employees can terminate user connect ions/ session
remotely if rnalicious activity isVuspected.

'  , • - A2'l5
Do not use Software and System Services for anything other than they are
designed for. •' M Yes Standard'

MatrixCare designs and tests the system for specific use case,
scenarios, and provides user guides/ Help and training for customer

■ users., -

•  A2.16.

The application Data shall be protected from unauthorized use when at
rest. ■ ■ . ' , . . • . '

M . Yes - Standard

Data at rest that is stored in MatrixCare systems Is ehcrypted Using a
FIPS 140-2 compliant; storageievelehcryption?"-;

- AES 256-bit encryption is used.to encrypt backups

.. ' A2.17
- ± '

The application shall keep any sensitive Data or comrhunications private '
from unauthorized'indiyiduals and'programs. '

M Yes' Standard

Ail data in transit is sent using HTTPS, which uses Transport Layer
Security (TLS), a cryptographic protocol designed to protect against

eavesdropping tampering, and messageforgery.^ ..

r
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A2.18

Subsequentapplication enhancements or upgrades shall not remove or
degrade security requirementsr, i" ^

■  .''V •••' . • ' •• --

^  • >'•1. i*., " -I ; .^ .r- V' . ■ Q-P
•I V

1
-i: t ;

■" >

M' Yes Standard'

See the response for 6iange Managerhent below for A2.19. Also, The
■ , •• segregation of dutie's principle is enforced through data ^ -

- classification, rote-based access to thecode repbitory, peer code
re'vievvs, formal change review"and apl>roval,procedure (with four
levels of appro^ls required for each release), a'nnual.developer»

'security training, and annual d^eloper policy reviewi'Automated
■proc^ses are in place to detect tools and components that could be
used for malicious purposes. Access tb.the'sourcVcode repository-
requires unique credentials and multi-factor authentication (MFA).

•User activities are logged. Regular user access reviews are ^
conducted. Multiple typesofsc'ansarerunt6,ldentlfy vulnerabllides
'throughout the pipeline'Active pirectory logs are ingested into a

SIEM for 24/7/365 Security Operations Center monitoring. ,
Traceabill^ must exist between product requirements, JIRAstories,
' and QA tests. Test'automatlon is used. Build'ahd Run books'are'

requir^. Deployments are phased to staging and support
7 envirohm'ents, and then to groups of production environments.' i

'  A2.19

1' -.;

utilize change management doc'umentation and procedures.

•M .  Yes Standard

Corporate change management policy and procedure are in place to'
ensure that chang'e is controlled and predict'able. Formal.change.
control provides secure, reliable, and highly .available services so '

that clients and business partners can plan accordingly. Deployment
of changes to production requires four levels of approvals. -.

Deployments are phased to stagingand support environments, an'd
then to groups of production'ehvirohments. Clients are'notifled of

, version releases in advance. r

A2.20'

Web Services: The service provider shall use Web services exclusively to
Interface with the Stale's data in near real time when possible. N/A Yes Standard

The Skilled Nursing'^application is a.web-based service and data
interfacesare available via rnultiple exchange mechanism's including

^  . API,SFTP:-; " ■ • • • "

A2.21

Logs must be configured using "fail-afe" configuration. Audit logs must
contain the following minimurninformation: ■

1. User IDs (of all users who have access to the system). • . •
2. Date and timestamps. " i
3. Changes made to systemconfigurations ,
4. Addition of new users- • , • - '
5. New users level of access' .
6. Files accessed (including users) ; ■ .
7. Access to systems, applications anddata . . , , • ' '
8. Access trail to systems and applications (successful and unsuccessful
attempts) " • . • ' •
9. Security events ' ' ; • ;

M Yes Standard

Monitored activities Indude (not limited to) the foildwing: User.
Activity Monitor Log Summary, Logm Failures by Login, New

Account Summary, Terminated Account Summary, Host
Authentication Summary, Host Access Granted and Revoked ■

.Account Created (DomainandLocal), Account Added to Ad rriin;
Group (Domain and Local),'Account Disabled/Locked

, Configuration Deleted/Disabled, Admin Account Password
Changed, MultlpIeFailed Access Attempts, Multiple Object Access

Failure, Multiple Pasmords Modified by DiffeVent User.
, Brute Force Internal Authentication Failure .• '

'«."^4/9/2025^ Page 3 of 18
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Response

Delivery

Method
"Comments

APPLICATION SECURITY TE5T1NC

-i '■

'  Tl.l," .

All components of the Software shall be reviewed and tested to ensure
they protect the State's web site and its related Data assets. '

M Yes Standard.
. Formaiqualityassuranceproceduresareinplaceleveraging
automation. External auditors test to verify SOC2compiiance

•  • annually.- . . ■

C' •v "

•r ■ ' T1.2

The Vendor shall be responsible for providing documentation of security
testing, as appropriate. Tests shall focus on the technical, administrative
and physical security controls.that have been designed into the System"
architecture in order to provide the necessary confidentiality, integ'rity and
availability. ^" ■ , ■ ■

M Yes Stand.ard
External auditor testing results for S0C2 compliance are published

annualiy and made available to customers upon request.

T1.3.

Provide evidence that supports the fact that'ldentification and -
Authentication testing has been recently aaomplished; supports'obtaining
information about those parties attempting to log onto a system or
application for security purposes and the validation of users.

M •- Yes , Standard
External auditor testing'results for S0C2 compliance are. published

annually and made'availabi.e tp custorners upon request. -

,  T1.4
Test for Access Control; supports the management of permissions for'
logging onto a computer or network. M Yes Standard

Formal quality assurance procedures are In place leveraging
automation. External auditors test to verify S0C2 compliance

annually; '

"  . ■ • T1.5
Test for encryption: supports the encoding of data for security purposes,
and for the ability to access the data in a decrypted format from required
tools. • -

m" Yes Standard
Formalquality assurance procedures are in place levefagi^
automatton. External auditorstest to verify S0C2 compliance

,  ■ " annually. •

. V • ' ' T1.6
Test the Intrusion Oetection;_suppK)rts the detection of illegal entrance into'
a computer system. . . ' • . - • M Yes Standard c

External auditor tcstinjg results for sbC2 compliance are published
annually and made available to cuhom'ers upon request. ^

Test the Verification feature; supports the cohflrrhation of authority'to '
enter a computer system, application ornetwork. ' ' . / • 'm Yes Standard

External auditor testing results for S0C2 compliance are published
annually arid made available to customers upon request.

T1.8 •

Test the User Management feature; supports,the administration of "
computer, application and network accounts within an organization. . M Yes Standard

K  ■ ■■ , • • -

External auditor testing results for S0C2 compliance are published
annually and made available,to customers upon request. . . .

11.9

Test Role/Privilege Management; supports the granting of abiiities to users
or groups of users of a computer, appiication or network.

M Yes Standard

External auditor testing results for S0C2 corhpliance are published
annually and made available to customers upon request. User access

reviews are conducted regularly leveraging automation. -

K-
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i.

i' ^ . L ,
,  ' ' '

■ -.y r ^-

Test Audit Trail Capture and Analysis; sypports'tKe identification'and < Ty-'
iTionttorlng'bfactiviVieswithina'riapplicationor'^stem!" '"•%

. *.• ■ /, V

- ̂ ,r t.
.-i''
' fr

"M

,V

. 1 ' ' ,
•  *

-• ■ Yes Standard.

, .Forrriai quality assurance procedures are.in place leveraging ./
* automatioh.^MatrixCare ytijizes r^ltiple solutions to consolidate.,
eve'nt logs from" miiltipie sources and to alert staff to events that may
require inyestigatipn. The'alerts, as weh as the SlEM dasht)bVrds, are
monitored by a 24x7 Security Operatioris Center. The'monitoring,
' ehigines provlde:drlll-down'capability to aid investigation. The
monitoring engines provide drill-down capability to aid investigation.

External auditors test to verify SOC2 compliance annually. .

•Tl.ll •

Test Input Validation; ensures the application is protected from'buffer
overflow, cross-sitescfipiirig, SQL injection, and unauthorized access of .
files and/or directories on the server. ' • i • " •

;  , .'m
•>

Yes Standard

• Vulnerability scans are ruri monthly, and penetration testing is-'
conducted by a third-part at least annually. External auditors test to

'•verify S0C2 compliance annually.

T.1.12

For web applications, ensure the.applicatlon has been tested and hardened
to prevent critical application security flaws'. (At.a minimum, the • ,
application shall be tested against all flaws outlined In the Open Web

Application Security Project (OWASP) Top Ten '
(http://www,owasp.org/index.php/OWASP_Top_Ten_Project).

M Yes Standard

Vulnerability scans are run monthly, and penetration testing is-

conducted by a third-part at least annually. External auditors test to

verify S0C2 compliance annually.

■  - T1.13

Provide the State with validation of 3rd party security reviews performed

on the application and system environment. The revievir may include a

combination of vulnerat>ility scanning, penetration testing, static analysis

of the source code, and expert code review (please specify proposed

methodology in the corhmerits field). - -

>. • . ' • •" . ^ "

M Yes Standard-

(

Third-party S0C2 audits are cbnduaedannuallyfcurrent reports are
provided with this assessment). Third-party iSO-based IT Security
' Risk Assessment is conducted annually (evidence can be provided

upon request). Vuinefabliityscahsarerdri monthly, and penetration
testing is conducted by a third-part at least annually (evidence can

Be fjroidded ubon^eqliest)^'

^ , . Tl'l4 •

Prior to the System being moved Into production, the Vendor shall provide

results of all security testing to the Department of Information Technology

for review and acceptance. ^ ' ' . , ' *" ••
M •  Yes Standard.

Third-party S0C2 audits are conducted annually (ruTrent reports are
provided with' this assessmeht);.'nijrd-partY ISO-based IT Security
Risk Assessment is conducted ahhually (evidence can be provided
upon request). Vulnerability scads bre riiri Ktbhthiy; dnd pehitfitiori
t'estingis conducted by'a third-part at least ahhually (evidefice can ■■

-  be provided upon rddUest) ; -

.. - ̂  44Ti&.

Vendor shall provide documented prpcedurefor migrating application "• .

modifirationsfromthe.UserAcceptanceTestEriviroriment'tothe ' •
Production Environment. , ...

' N/A
V \ ,

N/A ■ -N/A

MatrixCare hosts the Skilled Nuriihg application ahd is fespoHsible
for migrating application'modincations from the User Acceptance

Test Environment to the Production Environment. '

.• * STANDARD TESTING ' .r - • • • ^  *
''. ■ • .•

T2.1

The Vendor must test the softvyare and the system using an industry

standard and State approved testing methodology. • . ^ M. Yes Standard
Industry standard tools (SAST, DAST) and third parties are used for

■ testing leveraging industry standards (OWASP,CVSS). '

T2.2-
The Vendor must perform application stress testing and tuning.

M Yes Standard

The Vendor must provide documented procedure for how to sync

Production with a specific testjnge^nvironment. ^ P N/A Standard
A testing environment can be made available upon request, however

this is SaaS,< notesting environment needed.

T2.4
The vendor must define and test disaster recovery procedures.

M 'Yes Standard
Procedures are in place in accordance with corporate policy, and are

tested annually. ; •

Ps

- V 4/9/2025
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Vendor

Response
■ Delivery-
■ Method
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operations:. . .  . . '-'S'. ~ ■" • -

Hl.l *

Vendor shall provide an'ANSlA.IA.-942 Tier-B Data Center or equivalent. A'
tier 3 data center requires 1) Multiple independent distribution paths
serving the iT-equipment, 2) All IT equipment must be dual-powered arid
fully compatible with the topology of a site's architecture and
SjConcurrently maintainable site infrastructure with expected availability
of 99.982%.

M

'

Yes Standard
The Skilled Nursing application is hosted at Microsoft Azure ̂ ata

centers.

H1.2

Vendor shall maintain a secure hosting environment providing all
necessary hardware, software, and Internet bandwidth to manage the
application and support users with permission based logins.

M Yes Standard
The Skilled Nursing application is hosted at Microsoft Azure data

centers. Third-party S0C2 audit is conducted annually.

H1.3

The Data Center must be physically secured - restricted access to the site
to personnel with" controls such as biometric, badge, and others security
solutions. Policies for granting access must be in place and followed. '
Access shall only be granted to those with a need to perform tasks in the
Data Center.

M Yes Standard

The Skilled Nursing application is hosted at Microsoft Azure data
'centers. "Third-party S0C2 audit is conducted annually. Formal

vendor risk assessment is conduaed annually.

H1.4'

Vendor shall install and Update all server patches, updates, and other
utilities within 60 days of release from the manufacturer.

'■ M Yes Standard

?

Corporate Policy requires.that the decision to deploy individual
updates will be informed by formal risk assessment to validate the

urgency and necessity of each update in view of the specific
issues/products affected and compensating measures in-place or

available. Patches are .deployed within 30 days typically, depending •
,  . on the results of the risk assessment -

.  • ■ • • H1.5 ,

Vendor shall monitor-System", security, and application logs.

M •  yes Standard

MatrixCare.is responsible for mqriitoring syslog for the hosted-
application services. Thecustomeris.respbnsibie formonitoringthe
. HIPAA audit logs made available to customer users within the

■  application. • ' " . "

H1.6
Vendor shall manage the sharing of data resources.'

M Yes Standard
MatrixCare is responsible for rhanaging access for employees and

agent.s. The.customer is respbnsiblefor managing application access
for customer users., ■ . •

<  # ^ Vendor shall manage daily backups, off-site data storage, and restore
operations. • M Yes Standard. MatrixCare manages data backups for.applicatipn data.

•  .• H1.8 .

The Vendor shall monitor physical hardware.'

• M Yes Standard

"MatrixCareand our Managed Hosting Services Provider leverage
several enterprise-scale monitoring systems to track performance

■  " and capacity'at each layer'of the architecture."

^ . .
'2025
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Remote access shall be customized tpjhe State's>'usiness appltcati9h?- ln|
Instances where the State requires access td.tjt'e application or seiyer-i- X;
resources not in'the DMZi the\Vehdbr shall provide remote desktop;^ * v;
connection to the server, through secure'protocols" s'uch^as aVirtual Pri^te'
Network (VPN). " ^ '

^  ; •

\r * - *. /

Yes Standafd-

'  * . ** •'

-- ,£• 1-v*. . .n ,• V. . ■ 4

» . . V '1 ■ ■ . t , I • "■•(1,
- r-;'. j;.' " ■ ' » * J ^ -.5 ' • • -r I »•.

'  ' ' '' '■ ■'

DISASTER ftECOVERY. , r. - V 1 •  * * ^  '' v-'-."" .. . '

'H2.1 •

Vendor shall.have documented disaster recovery plans that address the. ^
recovery of lost State data aVweiras theif own.,Systems shall be.'
architected to meet the definedVecovery''needs/-.;^ f " ' T •

M  • ■ • Yes■ Standard
"y

Remote-site recovery capability is ih.place and is te'sted.annually.'
Procedures are audited.annually'by third-party for S0C2 compliance."

H2.2

Thedisaster recovery plan "shall identify appropriate niethodsforVrpcuririg
additional hardware in the event of a component fa'ilure; In most instances,
systems shall offer a level of redundancy so the loss of a drive or power -
supply will not be sufficient to terminate services however, these failed '
components will have to bereplac'ed. . • " - • - '

M Yes Standard Remote-site recovery capability is in place and is tested annually.

'• H2.3
-  .£• • - ■

Vendor shall adhere toa defined and documented,back-up schedule and
procedure. _ ' *• - M • Yes ■ Standard

Per corporate pojirV- Procedures are audited annually by third-party
forSPC2compliance. ; .' .0:

H2'.4 '
Back-up copies of data are made for the purpose of faciliiatinga restoreof
the data in the event of data loss or System failure. . M Yes Standard-

Per corporate policy. Procedures are audited annually by third-party
forSOC2cornpliance.

'  ; 'H2.5-
Scheduled backups of all servers must be completed regularly. The
minimum acceptable frequency is differential backup daily, and complete
backupweekly. • ■ ■

M Yes Standard
Per corporate policy. Procedures are audited annually, by third-party

'  for S0C2 compliance.

*• * *

.  H2.6 •

Tapes or other back-up media tapes must be securely transferred from the
site to another secure location to avoid complete data loss with'the loss of
a facility.

*  * , • i • * > - 'V . * f , * • '

' . Yes
^

Standard
Per corporate policy. Procedures are audited annually by third-party

forS0C2compliance. -r - .

■ V . H2.7

Data recovery - In the event that recovery back to the last backup is not
sufficient to recover State Data, the Vendor shall employ the use of '
database logs in addition to backup media in the restoration'of the '
database(s) to afford a much closer to real-time recovery. To do this, logs
must be moved off the volume containing the database wit h "a frequency to
match the busjnessneeds.. ,

'  M Yes Standard

* t

Per corporate policy. Procedures are audited annually by third-party
forS6C2compliancer • . . ." ••

HOSTING SECURITy""., ' '.i - ^  r • - .. .

I  - '

•  £.

v". -.

-  -r . V- ■

V -
/ i,' \ ■' ■'■ ,,<• -,.
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If State data is hosted on multiple servers, data exchanges between and .
among servers must be encrypted--^ . V'-C' -T"*:'

•  ' >*' "f.'-

V-
'  f' ' 1

M •

r  .. 1.

Yes

i
I  •'

Custom ■

Connections between theappllcatlon and database servers (within
thedata.center,-behind the firevyan).are not ehcrYpted.,Data is-

; protected using a .defense in depth strate^ Including rqle-based
• access.contrqjs, audit logging,'"full,disk encryption, an'd DLP;'

. Continuous monitoring for malware and other attacks is In place."^
,  ■ MatrixCare leverages Industry-leading Endpoint Detection and ' •

"Resporise (EDR), Network Detection and Response (NDR), SIEM ■
technology and Secure Operations Center'services fbr'24x7

monitoring. System logs are moved bffsite continually and event •
data is aggregated a'nd correlated from multiple sources and

sensors. Alerts are investigated, triaged, and resolved accordin| to'
documented use cases.and standard operating procedures."

H3,2 All components of the infrastructure shall be reviewed and tested.to.
ensure they protect the State's hardware, software, and its relat^ data
assets. Tests shall focus on the technical, adrhinistrative and physical
security controls that have been designed.into the' System architecture in
ordertoprovideconfjdehtiality.'lntegrityandavailabillty. / '

M -  Ye's Standard

Annual ITSecurlty third-par^ risk assessment is condurted. Annual
'  thl'rd-party penetration testing is performed. Annual third-pa^.lT
•  Security audit is conducted. Annual third-party SIRP testing is •

'. conducted.'Monthly vulnerability scans are run. - ,

;  • -.H3.3, All servers and devices must have event logging enabled. Logs must be
protected, with access limited to only authorized administrators. Logs' ] •
shall include System, Application,' Web and Database logs. M Yes Standard

1

MatrixCare leverages industty-leading SIEM^technolpgy and Secure
Operations Center setMces for 24x7 monitoring.- System logs are"

moved offsite continually and event data Is aggregated arid
correlated from multiple sources and sensors. •

• "3.4 Operating Systems (OS) and Databases (DB) shall be built and hardened in
accordance with guidelines set forth by CIS, NlSl br NSA.

M Yes Standard.

CIS policies are in place. .j . .. -

SERVICE LEVEL AGREEMENT- -  .r. '• i'T
The Vendor's System support and maintenancejhall commence upon the
Effective Date and extend through "the'end of the Coritract term, and any
extensions thereof. , - - • , '

'• M- ,  .Yes' Standard

H4.2 The vendor shall maintain the hardware and Software In accordance with
the specifications, term's, andVequirements of the C6ntract,'lncludin'g .
providing, upgrades and fixes asrequired. '■

M Yes Standard
•  " ■ . ■ - ' ' '

H4.3 The vendor shall repair or replace the hardware or software,"of any
portion thereof, so that the System operates in accordance with the
Specifications, terms,'and requirements of the Contract.

, M Yes- Standard

-  . > H4.4 . All hardware and softvyare components of the Vendor hosting •
Infrastructure shall be fully supported by their fespective manufacturers at
all times. All critical patches for operating system's, databases, web
services, etc., shall be applied within sixty (60) days of release by their
respective manufacturers.

' M Yes Standard

Corporate Policy requires that the decision to deploy Individual
. updates will be informed by formal risk assessment to validate the

urgency and necessity of each update In view of the specific •
.  issues/products affected and compensating measuresln-place or "
available. Patches are deployed within 30 days typically, depending

•  , on the results of the risk assessment.

WUll

PS
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. •> -"^1' • '? H4.5j\ The State shail have unlimited'access, via phpne_or.Erhaii,U6 the Vendor'
technical supfwrt staff between'the hourspf SrSOarn to,5:00pm- Monday'
through Friday ESt. ■

Yes • Standard-
i\r ■' ■.:* ' w'-l I

-'C,

-  ,i' J,

The Vendor shall conform to the specific deficiericYCla'ssas described:
0  class A Deficiency - Software - Critical, does riot allow System to "•
operate, no work around, demands immediate.action;,Written .
Documentation r missing significant portions of Information or '
uniritelltgible to Stale; Non'Software' - Services were inadequate and - ;
require re-performance of theService. v » .>* ' ,
0  Class B Deficiency - Software - impotlant, does not stop operation
and/or there is a work around and user can perforrh tasks; Written
Documentation - portions of information are^missing but not enough to'
make the document unintelligible; Non Software - Servjces were deficient,
require reworking, but do.riot require re-performance of the Service. .
0 Class C Deficiency - Software - minimal, cosmetic in nature, minimal
effect on System, low priority and/or user can use"System; Written ^
Documentation - minimal changes required and of minor,editiiig'nature;'
Non Software • Services require only minor rew'orking and do not require
re-perfomiance of the Service. -

•1

Yes Standard

H4.7

- • V ".V '

As part of the fnaintenance agreement, ongoing support issues shall be
responded to according to thefpllowing: " • '
a. Class A Deficiencies - The Vendor shall have available to the State onoll

telephone assistance, with.issue tracking available to the State, eight (8)
hours per day and five (5) days a week with anernail / telephone respdns'e
within two (2) hours of r^'uest; or.the.Vendor shall provide support on-
slte or with remote diagnostic Services, within four (4) business hours"of a
request; '
b. Class's & C Deficiencies-The State shall notify.the vendor of such
Deficiencies during regular business hours and the vendor shall respond,
back within four (4) hours of notification of planned corrective action; The
Vendor shall repair or replace Software and provide maintenance of the -
Software in accordance with the Specifications, Terms and Requirements
of the Contract. v ■

We strive to respond within the 2 hours mentioned for critical and
high priority Issues. Medium or low priority issues will h^e a longer

response time. For Class B &C deflclehcles, there Is a defined
response timeline for providing corrective a«i6ns.wlthin 4 hour's, ,

issues considered more rhindr will be addressed within 6 hours. ■

M Yes Cuhom -

H4.8 The hosting server for the State shall be available twenty-four (24) hours a
day, 7 days a week except for during'scheduled maintenance. ■■

M Yes Standard

H4.9 A regularly scheduled maintenance window shall be Identified (such as
weekly, monthly, or quarterly) at which time all relevant server patches
and application upgrades shall beap'plied. , -

M Yes Standard

H4.11 The Vendor shall usea,change management policy for notification and
tracking of change requests as well as critical'outages. " M Yes Standard

&
"4/9/2025 .
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'.'y '

•JS • - . H4,12

"  ' V *

;  . I r» ■ ' I  Exhibit G AttachmenY-1*- it Requirements Workbook^ •
'K - V-r. :.

' .- ..-'-r ' •

A critical outage wll be beaghated when a business/unctio'ri'cannot be*^
met bv a nonperforming appjicatio'n'ahd there is no work around td^the ,
problem. „

' 1: -"j'

•' M • ■ Yes.- Standard.
i_7

■ For mission critical functionality.

•H4;n

H4.14

The Vendor shall maintain" a, record of the activities'related torepair or. '
maintenance activities'performed for the State'ahd shall report quarterly,'
on the following: ' - -

Change requests implemented: Maintenance notices (e.g., for operating
system patching) are proactively provided within the Skilled Nui^sing
application as pop-up messages for users upon login. And yersiori release
notes are published proactively on the Community portal and are •
accessible for Glencliff users. The status for change requests submitted by
Glencliff can be reviewed by Glencliff anytime in the Community portal
also. - . . . .

- Critical outages reported: incident Response • Root Cause Analysis (RW)
reports are provided on request by the customer, which will include the
following: (1) Event Date/Time (2) Impact: How the issue impacted end
users. (3) Resolution; How this issue was mitigated byourinterrial teams.
(4) Prevention; How we plan to stop this from recurring.

The Vendor will give two-business days prior notification to the State
Project Manager of ail changes/updates and provide the State with ^ •
training due to the upgrades and changes.- : ' . -

Yes

Yes

Custom

I

Someof this of information is available. Additional information can.
be requested. A report for all cases submitted by Glencliff can be
generated by MatrixCare staff in Salesforce. Or Glencliff can review
their cases via the Community portal. Communication for version
updates, and service packs (found on the Community portal as well)

would describe the work or change content.

- . 'X\

Standard

•4/9/2025 Page 10 of 18
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v: *. V

ORT &

. MAINTENANCE
,  REQUIREMENTS "

□

State Requirements Vendor

'  . . ' Req# Requirement Oescription Criticaiity
Vendor

Response
Deliviery
Method.

Comments,

SUPPORT & MAINTENANCE REQUIREMeNTS . . . ■ "■

The Vendor's 5yst.em support.and maintenance shall commence upon the -
Effective Date and extend through the end of the Contract term, and any
extensions thereof. ~ i . . ■

-. M Yes • Standard'

S1.2 '
Maintain the hardware and 5oftware,in accordance with the
5peclfications, terms, and requirements of the Contract, including
providing, upgrades and fixes asrequifed. ' .

M Yes Standard

V  • •

'  ••■ • S1.3

Repair 5oftware, or any portion thereof, so thatThe 5ystem operates in
accordance with the SpecifiMtions, terms, and requirements of the
Contract. . " > . • ' . .

M Yes Standard
y  . .

•• •' ' .51.4 .
The 5tate shall have'unlimited access, via phpneor Email, to the Vendor
technical support staff between the hours of 8:30am to 5:00pni- Monday
through Friday EST.- - / ' ^ ' ' , ' ^ .  • . M . Yes Standard

'' 51.5. ■

f

TheVendorresponsetimeforsupportshallconformtothespecific • .
deficiencyclassasdescribedbeloworasagreedtobythepaities: :
0  Class A Deficiency - Software • Critical; does not allovv System to .

-t *

operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or
unintelligible to State; Non Software Services were inadequate and '
require re-performance of theService.
0  Class B Deficiency'; Software; important, dcfes not hop operation
and/or there Is a work around and user.can perform tasks; Written' .'
Documentation • portions of information are missing but not enough to
make the document unintelligible; Non Software-Services were deficient,
require reworking, but do not require re-performance of the Service,
o Class C Deficiency • Software - minimal, cosmetic in nature) minimal
effect on System, low priority and/or user can'use System; Written
Documentation - minimal changes required and of mirtor editing nature; •
Non Software - Services require only minor reworking'and do not require
re-performance of theService. * ' '

'' M Yes

V

Standard

. • •• » • * * ^

*  ' i * > ! * ' ' • *

.  ̂ . * . . i {_

t  " S * » -

51.6

The Vendor shall make available to the State the latest program updates,
general maintenance'releases, selected furictionality releases, patches, and
Documentation that are generally offered to its customers, at no additional
cost. ) . ■ ■ . . ' .

M Yes, • Standard-

'  f , * *, *

V'

PS
- <4/9/2025: . . ;
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'^^3 i-
•'

• . kr •« .

:;K; ^

For all maintenance Services calis. TheVendor.shall ensure'^the fpliowirig
Information will be collected and maintained: 1) nature^of the Deficiency;
2} current status of the D'e'ficiericy; 3) action plans, dates, and tirhes;'4)"
expected and actual completion.time; 5} Deficiency resolution information,
6} Resolved by, 7) Identifying number i.e. work'order number, 8) Issue
identified by; ' ■

V "-.p
<  '

-'' Yes" •'

V. -

Sta'ndard^
Ma'trixCafe follows formakhange rnana'gement politY and/:^'^

procedure. Change controlsare audited annually by a.thlrd-partyfor
• " S0C2 compliance. The $0C2 reports are available on request. - .*

'-■ ■ ■

"  ■. :• £

,51.8

»  ' • * . ,

TheVendor must work with the State upon request to identify.and _ ,
troubleshoot potentially large-scale System failures or beficiendes.by
collecting the following inforrhationT(l) Everit Date/Tirne (2) Impact: How
the issue irripacted end usefs.'{3) Resolution: How this issue was mitigated
by our internal teams. {4) Prevention: How we pjan to stop this from
recurring. t.

P  , Yes Custom -

MatrixCare follows formal procedure for incident response and root
cause analysis. Much of this information is provide in the standard
root cause analysis reports. Mditiohal Information can be requested.

*  •'

As part of the Software maintenance agreement, ongoing software '
maintenance and support issues, shall be responded to according to the
followingorasagreedtoby the parties: f -?

.r '/

- w * S

•  * * '

. > s''^' . *

51.9 •

a. Class A Deficiencies-.The Vendor'shall have available to the State on-call
telephone assistance, with issue tracking available to the State,leight (8)-
hours per day and five (5) day's a week wtth'an email / telephone response',
within two 12) hours of r^uest; or the Vendor shall,provide support on-
site or with remote diagnostic Services, within four (4) business hours of a
request; . ' . . • , " ' '

b. Class B & C Deficiencies -The State shall notify the Vendor of such •
Deficiencies during regular business hours'and the Vendor shall respond
back within four (4) hours of notification of planried corrective action; The
Vendor shall repair or replace Software, and provide maintenance of the
Software in accordance with the Specifications, Terms and Requirements
of the Contract; or as agreed between the parties/ . ' ^

v

' M - No

•> - .

Custom:

.  ■ ' r - " . .

We strive to respond vyithin the 2 hours rhentidned for critical and
high priority issues. Medium or low priority issues.wiij have a longer
response time. For Class B &C deficiencies,.there is not a defined
response timeline for providing corrective actions within 4 hours?

' • r * . . ' ■ ' , •

*• . 1 ' ' -1" ^ *

A • . *. «

51.10

TheVendor shall use a'change management polic^ for notification and
tracking of change requests as well as critical outages. M ■ Yes Standard

51.11

A critical outage will be designated when a business function cannot be
met by a nonperforming application and there is no work around to the
problem. ' " . •

M Yes Standard For'mission critical functionality.

51.12

The Vendor shall maintain a record of the activities related to repair or
maintenance activities performed for theState and shall report quarterly
on the following: All change requests implemented; All critical outages
reported Including actual issue and resolution; Number of deficiencies
reported by class with Initial response time as well as'time to'close.." ^

M Yes Custom

MatrixCare follows formal change management policy and
procedure. Proactivecommunicationis provided to customers for
quarterly maintenance, updates, and service packs which describe'

the work or change content. Additional Information can be
requested.-

-r?
InttW

i;s
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Ci" f ' . '

A regularly'schedule'd maintenance,windov/sKail b^ideh'tified (such as-ri-
weekly, monthly, 6'r'quarterly)atV'?'ch.timeaM relevant'seiverpatches'- ;
and application upgrades shall be applied.- ■* *c'- j

■j ./.•tv'vr - ■.'•

'f, .-'Mil;-:''
V- ts'v . -

jg: • Standard
/ . . • - i'

.V- - SI.14

The Vendor shall give tworbusiness days prior notificatlbnxb.the State
Project Manager of all changes/updates and provide the State with
training due to the upgrades and changes. -V ,

•'i -1 . • ■ '* ' J '<

!••

M . .  'n Yes

•  * •

Standard

:  ■ siVis The Venor shall agree to use a secure FTP site.prbvided by the State for "
uploading and downloading files if applicable.*'.;. ' ■M ' Yes Standard

51.16 The State shall provide the Vendor with a personal secure FTP site to be
used by the State for uploading and downloading files if applicable:' - -/ ■ s

- / M' ■ • 'ves Standard.

.-." ' The hosting server for the State shall be available twenty-four (24) hours a
day, 7 days a week except foV'during scheduled maintenance. •- • ■  ''m - Yes Standard

The Coritractbr will guide the Slate with possible solutions to resolve issues,
to maintain a fully functioning, hosted System. . * r ^ „ - M . . Yes Standard^

•" "i V .;

I 5 '• if

• i A**,

^ iV-A ,

W V'

;  / • {'*• *• r^:

\  ' V

,  •»». . •

:? v,'v (i
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-.MANAGEMENT " *
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.S f .. . . .Vendor- ' - "*•- :

'  "Li" •
-  ! , - Req # • :• Requirement Description'" ^ . , Criticality.

Vendor

Response
Delivery
Method

*  ' Comments • •---• ' "
^  . . . ' '

PROJECT MANAGEMENT.

"pl-1
vendor shall participate in an initial kick-olf meeting to initiate the Project.

-,M - -N^A .  :N/A

—  • •.- n r-
The Skilled Nursing application has already been irnplemented for
.  , • Glencliff. . - - ■

-  . •'*- "- * '

•  'u .

•  '5- , . .

t

•  •;- '. V,

.; r,- ■• .■ ■ • ■'■■ ,
.>• - .

•  , - "r " ' • .

;„:s

'  •;

y  . -

■  •,'. "i

•

■  V
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y. - .  > . deliverables /AeTIVITY /'MILESJONES PRICING WORKSHEET. :: . .

DELIVERABLE, ACTryiTY. OR v'i'; ■
^ DELIVERABLE

: 'A/'TYVE> - '\
■  PROJECTED-

/DELIVERY DATE
;PRIGE>f

PLANWNG AND PROJECT MANAGEMENT

'1.; Conduct Project KickofTMeeting , " J ■. . Non-Software. ■  Seven (7) Days j. .
,  . • ' , s

•!• ' Included in
Subscription

.  ■ 2 Work Plan . ^ . ' . * . . ■ Written ■ . ln-Piace//A":." -- Included in-.;
Subscription

■V 3 ■ Attestation of background clieck " ' i. . Written ' Seven (7) Days' "
Incl.uded in .

. Subscription;'-

"  .. A- ;
-■ " V" -. *" ■'•• • ■ - " , V

Project Status.Reports -v, • / \ . .. . . '  . Written
,  • . j . • • ^

•Upon Request
Included in

Subscription

'  -* *

'i -9

;■ ■ ■ ■■ .-5.
Infrastructure Plan, including Desktop,and Network, ; . ,
Configuration Requirements *. "

Written In-Place ! •/
Included in

• ' Subscription
\ : . ' • ,

-  V - 6 Information Security,Plan (ISP) , ' *'. '- --Written In-Piace
Included in"

;Subscription

•  - ' • V
• V .'^■ Communications^and Change Management Plan • " .  . Written . i  'In-Pjace

.  Included in
Subscription

.  * > ■. V - ;  8. Software Configuration Plan. ' ; Written .  In-Place
Included in

Subscription

9  ■-• Systems Interface Plan and pesigri/Capability • , Written- In-Place
\ Included ih
;  Subscription

•  ̂ '*

It , "• Testing Plan " - ■ ■•! "'u'' -I ' Written . In-Place ^
• Included in. •

■ Subscription."

A  - iT -
^ • .z V' • ■ -• • • ■ - ,>■.

Data Conversion Plan'and Design , ^  - Writtbn > • -  In-Place
Included'in

Subscription

■  ■ .- - ' , Deployment Plan ; A • ' ~ ' " - Written . ' In-Place, /
. ■ Included in-

Subscription

13 Comprehensive Training Plan and Curriculum ' •. , Written In-Place,
incruded in

.  Subscription

" ■ . 14 End User Support Plan ■ . - . • > ' . . . Written In-Place';
included in?

■ Subscription '•

T. 1 ^

"•vV — -

*■*

-1 %'■•
4/9/,2025,-

Pagel5ofl8 '*'
.j-



•  « •' . -••» ■- T . .X-
rDbcus;gn:EnvelopelD:7F2F611B-1E45-439A-86C3-495564EEB15D' • • v- .■  " -- G.Attachr^ent l - IT; Requirements WorklDook : - : ,

i  . V'

Business Cdntlhuity'Rlah 1 '-i • ;■ J" . Written
-  j ^ T'

In-Piace.
•< rlhcluded-in

• -Subscriptiori

Documentation of dpefational Procedures";' ■ ; • - , , X -':-Written ' '.v. Iri-Place
Mncluded in'

Subscription >

Bring Your Own Device (BYGD) Security Plan (if applicable) Written -WA[' - y Included i.n
Subscription

18 Data Protection impact Assessment"(DPIA) ] Written' - . In-Piace
• " Included in'

"! Subscription

1 ^ ^

7 t;-' 19
t' .

Systems Security Plan (SSP) : • • . - ''X- - -
(the SSP shall include security requirements of the. system and -
describe the controls In place', or planned for meetihg'thoVe '
requirements. The SSP shall also delineates responsibilities and
expected behavior of all individuals who access th'e system) . •

■ Written ' IhrPlace
Included in "

Subscription

^  - •

i ■/ " Disaster Recovery Plari (DRP) X • ■ X ' •  'Written In-Place
Included in,

- Subscription
lNSTy\LLATION ' .t' ■

21 Provide Software License's if heeded \ Written-
■ ■. ' ■ Included in

Subscription"'
Included in-

Subscription,!

•  ' •'- •'■ 22
•  - 3 " ' • • • '

Provide Fully Tested Data Conversion Sof^are Soflware In-Place.
Included'in

" Subscription -

.  '23 -
Provide Software Installed, Configured, and Operational to
Satisfy State Requirements, . , X' ' • • Software"

-  t

In-Place, State ,•
Requirements Outlined

In Supporting
.  Documentation.!

Included in'-
Subscription

TESTING : ' ■ •f

■  24 Conduct Integration Testing ^ X- - . ' : - . Non-Software - . Upon Request !
Included in

Subscription

■  - ' "25 Conduct User Acceptance Testing . ■ Non-Software ' Upon Request .  Included in

.^Subscriptiori

A . ' \ 26 ■ ' Perform Production Tests , ■ . ; , Non-Software
.  ' ! ■ • I: r

Upon Request .
Included in".

Subscription

- Ps '■
,;4/^/;2025''..;
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Test ̂ n-Bound•and■0,ut-Bound.InteITaces^^.■;-^ Software ^ Upon Request .
^  * ' -1 " . f

,  "Included in
--Subscription

"r;.SS5..

g.

- 28 ■ ■ Conduct System" Performance (Ldad/Stress)Testirig -•■ ' ' ->7
. 1 ■ 1? i

'• Non-Software '' / :Upon Request • .
-  •:includeddn';'

Subscription

"■ '-29
Certification of 3rd Party Pen Testing and Application; " !
Vulnerability Scanning. "

Non-Software ^'Upon Request
Included in"

Subscription

t Security Risk Assessment"(SI^) Report--
L ' • f* i  ' ' ' '' (if Pi! is part of ̂ e Contract,.the Sl^-shainnclude a Privacy .

30
Impact Assessment (PIA)if BYOD (if perso'hal devices have
been approved'by DHHS Information Security to use, then the

Written ■ Upon Request '
Included in

Subscription
SRA shall include a BVOD section): ■ -

■  N -31 ■ Security Authorization Package "T-v 7 . / Written . In-PIace
Jhcluded m
Subscription '

SYSTEM DEPLOYMENT

' y \ . ^
Converted Data Loaded into Production Environment' •' Software In-PIace

Ihcluded-in

Subscription
V '

'%x 33. ' Provide Tools for Backup and Recovery,of all Applications and
Data ' ■ ■ • - • t

' Software" ■ .• In-PIace
Included in

" 'Subscription *
•  - 1^' 4

•  K .• . .

'  . ''t" ••
■ ' ' ; 3,4 ■■ Conduct Training _ - . Non-Softw^e " Upon Request

*  Included in
.' Subscripti6ri„

*>1 Culover to New Software • " *7 ' - ■ ' •
•  . . . - - - -

Non-Softwarer_ '  ,ln-Place
-  Incliaded in.
: \SubscriptioH

V

36 • ; Provide Documentation , • " ' '  Written Upoii Request-
, .ihcllided iri -

'  .Subscription

-• V ' '  : .'37 ■ Execute Systerh Security Plan Non-Software
In-Place, Mc^ifications
available upon request

Included in

Subscription

OPERATIONS ■

"■'38 Ongoing Hosting Support ; ■ ' ' • \ . " Non-Software" -7/1/2024-6/30/2029
Included in

-  Subscription

■  li :{ \ ,

S- •
479/2025,
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V'''/■■ ■ y ■■ <' ■ • "-V" •. • -ji.'-' -. yA'^k-/-'yI .
-  •' ■ .4 - - ' i .

G^Sttkhfienn . it S^ikmefitfWorkbookr' T :
f''"'■■ ' " • - • .i!" ■:'. .. ■-*..; ■■•v_-- . •• :

-  .♦.• i-2..v . -^. 1 .v.. • '. •-* ' ' '. « - f '..•f.x' • - ' ••

■"■ ..'rA-f- ' ■ ■-

•' *.. ' / •.

-I'-A' '* ■ - '"ty.y'r-iy.'

-^V-- w*
•' i V-'-.. "rt. 39 :"y ■'

•  ̂ '^Ir .' ' • V L'-,- ^ ''. •T  . . ' ..t," .-• • •>. ^

Ongoing Support & Maintenance . . ^. ■ -  Software. • -. '^7/1/2024-6/36/2029 Included in
•■ Subscription-

>TV.^'4q: ;. . Coriduct Project Exi.t'Meetmg . ■■-Non-Software/-' '  • Upon Request"/••
rMncIuded iri-c
-.Subscription..

.  - o"'.

■■• 'f - •■ -  . 41 ■ ; Contract End of Life Transition" . V. • : ' . •  '-Non^Software
* ' ' t

. Upon Request : - ~  'incji^edjrt.
Subscription

• - 1

•  ' - TOTAl $50,376 :

'* ' ,*-7*

-  ' ~ '
(  ,

'

.  . . . . - -- "

■ / - s? - .

> ' - " •

.  . '■ . ': -' '

'i . '

'PS

■  v> 4/9/2025.

f  • ; ' s'
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Docusign Envelope ID: 7F2F611B-1E45-439A-86C3-495564EEB15D

State of New Hampshire
■ ■  •' y.. . . ■ •

Department of-State
*1, \t

"

/• I.

)
.  . s' ̂  • . i

•CERTIFICATE

1, David M. Scanlan, Secrct^ of State of the State ofNcw Hatnpshire, do hereby certify that MATRIXCARE, INC. is

a Delaware Profit Corporation registered to transact busincss in New Hampshire on October 24, 2013. 1 further certify that all fees

and ddcumchts'required by the.Secretary of Stale's oITicc have.been received and is in good siandiiig as far as this office is

concerned.

I  ' •

It.- ;
■ < ■ I ' •*

I %' • '

(. " '■
1  ■-•. . ■ .

■  /■

Business ID; 699472 ■ .
' , T ■. ' ■> ■

• XertificateNiimber: 0006725979. .
V. -

.. ' . /t'-. ! ■ .

•• .'■» V/' •. .• '

-M-V \ . .

I *

%
AV

&&.

.IN TESTIMONY WHEREOF, ' , ,
:  I hereto set my hand and cause,to be affixed .

the Seal'of the State of New Hampshire,-

y  this 26th day of June A.D. 2024.'

David M. Sc'anlan

Sccretaiy of Stale

•>' • •
■ . V- *. "';
1' • . . I , '

' 't;.
'■■-y

...C'V'/ ■"

;  ,s, V-*;. V•a,-, i

A/- v; \ ' ■"

^  V . ^

A '

1.

I  ■



Docusign Envelope ID; 7F2F611B-1E45-439A-86C3-495564EEB15D

•\ -

/. i

State of New Hampshire

Department of State

2025 ANNUAL REPORT

Filed

Dale Filed; 2/25/2025

EITective Date: 2/25^025

Business ID: 699472 ■

David M. Scantan

Secreiarv of State

BUSINESS NAME: MATRIXCARE, INC.

•  •, ■ ■ BUSINESS TYPE: Foreign Profit Corporation

BUSINESS ID: 699472

STATE OF INCORPORATION: Delaware

REGISTERED AGENT AND OFFICE

REGISTERED AGENT: CORPORyVTION SERVICE COMPANY (150560)

■^rREGISTEREDAGENTOFFICE . x... .ic* ^ -.  10 Ferry Street S3I3 Concord, MI, 03301, USA
,  . , AUUKbSS: ,

I,-the undersigned, do hereby ceriify lhat ihc slateincnts on this report are true to the best of iny information, knowledge and belief.

Title: Secretary ^
Signature: Eugene Kim

Name of Signer: Eugene Kim

'previous PRINCIPAL OFFICE ADDRESS ■ • PREVIOUS MAILING ADDRESS-

1550 Amcrican Blvd.E FL9 • * '
Bloomington, MN, 55425, USA .

1550 American Blvd E FL 9. •
Bloomington, MN, 55425, USA

^  . - . . . .

5' " ..< ;,i:,.r- -NEW PRINCIPAL OFFICE ApDRES . *  • .;/'NEWMAlLiNGlADDRESS
1550Amcrican Blvd. East'' • '
9th Floor Bloomington, MN,'55425, USA

1550 American Blvd. East • .
9th Floor Bloomington, MN, 55425, USA

v'-: - ^

v - • PRINCIPAL PURPOSE{S) -

-NAicscopE NAICS SUB CODE . , •

- OTHER / Provider of software .to'jong-tcrm care facilities.

•  OFFICER/ DIRECTOR INFORMATION . • '

""'■ ■ '•..'-/''"■■name . ■ BUSINESS ADDRESS ' ' , . TITLE ' '

Bpbby'G.ljoshaL' \ ' 9001 Spectrum" Center Blvd, San Diego, CA, 92123, USA; President

Eugene Kim ' ■ 1550 Amei-ican Blvd. Fiast, 9th Floor, Bloomington, MN,^
55425," US.A Secretary

Doug Bran^dbcrg - 125 Technology Parkway, Pcachlrec Corners, GA, 30092, USA Treasurer . •

Heman'th Rcddy 900l;.Spcctrum Center Blvd., San Diego,'GA, 92123, USA Director ,

Bobby Ghoshat, 9001 Spectrum Center Blvd, San Diego, CA, 92123, USA • . Director •

MichaelJ. Rider ■
9001 Spectrum Center Blvd Suite 420, San Diego, CA,.92123,
USA

Director

- -/
•5'.V ••

--v.: /- .
.• r

i

tVV

.  ̂ ' ■



Docusign Envelope ID; 7F2F611B-1E45-439A-86C3-495564EEB15D

.'f' • '

■  .

CERTIFICATE OF AUTHORITY
•' ••

I, Eugene Kirn','hereby certify that:
(Name of the elected Officer of the Corporalion/LLC;- cannot be .contract signatory)

1. 1 am'V.duly elected Clerk/Secretary/Officer of MatrixCare, Inc. (Corporation/LLC Name)

2; MatrixGare's'Delegation of Authority (January 4, 2021) states that: David Shepard (Name of Cpntract Signatory)
is duly-authorized on behalf of MatrixCare, Inc. to enter Into contracts or agreemerits with the

,  State bf 'New Hampshire and any of its agencies or departmerits and further is authorized .to execute any and, all.
documents^ agreements and other instrupfients, and any amendments, revisions," or modifications thereto, which

. . . may in his/her judgment be desirable or necessary to effect the purpose of this vote.-. '

3. J hereby-certify that said Delegation of Authority rehnairis in full force and effect as of the date of the
'contract/contract amendment.tp which this certificate is attached. This authority was valid thirty (30) days prior to
ahd'remains'valid'for thirty (30) days from the date of-this Certificate of Authority..I further, certify, that .it is
understood that'the State of New Hampshire will rely on this certificate as evidence that the person(s) listed.above

• currently.occupy the p6sition(s).indicated and that they have full authority to bind the corporation. To the extent that
' there are any lirriits on the.authority of any listed individual to bind the corporation in contracts with the State of New
Harripshire,'all such limitations are expressly stated herein. " -SIgnad by:

Dated:
p8rAp,r-2025 j 11:54 EOT

.V' * •

}  • ' • I ' •

ioWdfiTOSignatdf^^'dferabd Officer -

Name: Eugene Kim

Title: Secretary

.. . .J . .

— 5

'I-. —...

1.%'' C ' ■r"

j  -

Rev. 03/24/20

V- - ,v, r  ,r

.■ ' r^ •- ■J.
' * I

.-'s •••' -

. V - -
•c - '

- ;•

'  ' internal Use;.,, V.-;
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CERTIFICATE OF LIABILITYJNSURANCE
fo'^DATE (MM/DD/YYYY)«'*<(

f -THIS CERTIFICATE. IS TSSUED AS A MATTER OF ilNFORMATION^ONLY AND CONFERS' NO,,RIGHTS UPON..THE.CERTIFICATE HOLDER. THIS. 2
.'CERTIFICATE, DOES NOT AFFIRMATIVELY OR NEGATIVELY'AMENO,..£>TEND OR ALTER THE COVERAGE AFFORDED BY THE'POLICIES-j
BELOW.,: THIS CERTIFICATE OF INSURANCE DOES NOT C0NSTrn3T£.A CONTRACT IBETWEEN. THE ISSUING INSURER(S). AUTHORIZED J
REPRESENTATIVE OR PR0DUCER;*AND THE CERTIFICATE HOLDER. . ^. . . * ■' \{!

' ^ :iMRORTANT::^lf the.certificate holder Is an ADDITIONAL INSURED,;thepollcy(le$) mustihaveiADDITlONAL INSURED provisions or. be endorsed. ^ ^
f 'If SUBROGATION IS WAIVED, subject to the'terms.and'conditlc'hs of the tpolicy, certain ipolicles may-require an endorsement. A statement on V i
1  this'certlflcate'does'not confer rights to the'certlficate holder;ln'Iieu ofsuch endorsenient(8)f'^''**^'"-"'*^''"^''*'"*" \
PROOUCER"•5^.s^V'•-'"S|--— — •'• • • . t

iMarsh &McCennan Agency LLC ' •-
T Marsh &'McLenrian Ins. Agency LLC

PO Box 85638) ;*• . •
JSan^Dlegb'CA 92186 • f'' .j
»  ' -»-■>— >«Ka>-"-**-'^LIcen8e#''0H1813'l

Dana Shaffer' -.v - - 3' -. ' ,
®-NVFirr-B5B^242-5762t---^^»r-'^--^^ ;
'awirfsS' bana.shaffer@MarehMMA.com '.r ■ rr i, .i

-'...-,^..INSUWER{S)AFFORblNOCOVERAGE r. { tl -NAICIm^'
,iNsuRER'A:":Federal'TnsufarideXompany~"-^'ii^'J«7.2i'^^ ^ li ^20281'''i»^ ;

.'.INSURED .. .-.J - ■ " "T- - . .RESMEINC,
,  • MatrixCarei'lnc,' • ' • - h-'-

; 1550 American Blvd., East 8th and 9th Floor. ji.p
• Bloomingtoh. MN 55425-0000 -a.,

. j-jiX-V ■ - ■ ■■■- - . - ■ - \\.fr
.  . • - • • - • , ^ ■ t

'iNSOREReTravelers'Propei^ Casualtv Co of Amer'*- - 1 1 *^25674 -iL^
1KSURERC: iJoy'b's Syndicate SSis- t " .1 f!^9999^
INSURER 0: . -t— r 1 1 suz— —ii. n
INSURER E; ' •

INSURER F: • ' " '" T. j
COVERAGES-'-.. • "CERTIFICATE NUMBER: 1386469761 - — — ---REVISION NUMBER:—— - - -fjf

THIS'IS-TO-CERTIFY THAT'THE POLICIES OF INSURANCE LISTED BELOW,HAVe*BEEN ISSUED TO-THE INSURED NAMEDrABOVE-FOR^THE'POLICY PERIOD-ql]
VNOIC'ATED':;NdTWlfHStANbfNG ANY; REQUIREMENT, TERM OR'CbNblTlbN-'OF-ANY CONTRACT'OR OTHER-DOCUMENT WITH ^RESPECT TO WHICH •THIS 1 |

I *VM-nTirt/-«*"Te kJAv/'nc loci len r\D liiAv ocoTAiki- tuc-imci iOAKir-c Accnoncn nv tuc doi iricc nccroiBcn wbpbiki iq bi ir TO Ai i TMP TPRMR ■. ."certificate MAY'BE issued OR MAY PERTAIN;.THE'INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, v
u'^EXCLUSldNSANDiCONblTIONSOF'SUCHPOLICiES.LIMITS'SHOWNMAYHAVE'BEEN.REDUCEDBY.PAipCLAIMS..'';"^ ^
5. .

.l-j

I
t:

•rT

tf

insff
»LTR

/;
-• j

}. i

n
. !
If

;

TYPE'OF INSURAWCE'^'^'^^f:!. Mi
;ix

'h. *

COMMERCIALGENERALUABILITY .io.

1claims4^Ej:|''A. LPCCUR

•. *• I.-

GENtXcGREGATi LIMIT /yPLIES PER:
Wicrff^liECT' lr3''L<x:'X ^,iJECT .

OTDC
INSD

y'

i'C

^OBRI
VWD

n:

POLICY NUMBER~"~'~r^

I' ■ - K.

POLieV EPP.
(MM/OO^YYY)
C.12/1/2024Y':

.  5

■I }

.POLICY EXP-l
(mm/do^yyy:i
^12/1/2025'*

I; ' ■' '
t

EACH OCCURRENCE' " : !$'1;000.000;
UAMAUb lUKkNIbU ^
PREMISES (Ea ocwjfrence)TLJ
MEO EXP (A/iy one pareon);;

PERSONAL & AOV INJURY"t>;

GENERAL-AGGREGATE

COMBINED SINGLE LIMIT ,
(Eaac^enl)'"" ■■■■i-- -P^-i

$.1,000,000 ..

S 10.000

$1,000,000

$ 2:000.000 -

$ Excluded"^ _

%

•SW

Al

f ?■
»

-■AUTOMOSILELIABILrTY..' ' '
r*

-JX I^YAUTO,'. : -

.X'

hpWNEDi.'=-.71.-^
AUTOS ONLY ?,
iHIREO'"- •" ■f i
('AUTOS ONLY.i.

SCHEDULED
AUTOS '
NON-OWNED
AUTOS ONLY

I- -iCvirt-*:

"M
if

H'fte.

^ II.' 7021^1342;^.

iV '1
•.f

d

:i,12/1/2024;k .12/1/2025^ $1.000.000' •

BODILY. INJURY (Par parson)ii: $4,SWA7»*

*r'
BODILY'INJURY (Par acddent)!

PKOPtKiY uamaGL- 7
(Per-.acddenQ ,; .■ ■'■.L'j"'. . A

■■"t' 'ii

^umbreLCa'liab.'
p' >•' - ^ .
•EXCESS uab;

P>CCUR;. ^
% ' It
claims-made

pEoJ ],T.j {f^ENTi6Nt*!i';:;,7li:,.,::!.^i

;! N n
t  'i

79838370 ■

- s J/ *■

•i

- 12/1/2024;^V;. \ T 12/1/2025.,
li.* .
)
K-r<C

EACH OCCURRENCE' ' $20.000.000.,^).., M

'AGGREGATE $20,000.000-^*.Y-

UIH-
ERt,^

{I-

c

1:^

Li

WORKERS COMPENSATION .
AND EMPLOYERS' LIABILITY.r.f^j-''- , , „ ,
ANYPR0PRlCT0R>ARTNER/EXECiniVEK-T3->1
officer/memberexcluoed? 'li n!?:i

■ r

vYVn

(Marxlatory In NH)
11 yes, fleacrlba'undwk
OESCRlPTIONPF.OPERATJpNSJ>ek>Wv..

.*«

L

N/A

U:
:i''S

' N

t>:
UB7H5_16616
.. i' ..J, ;-;T<v!i3j|T ; 12/2/20241 j 12/2/2025^ X" PbH — •"

STATUTE^

E-LTEACH ACCIDENT ... $.1,000,000,

. i''
■< •*

E.L< DISEASE) EA EMPLOYEE $<.i;000.000^:Mi^*.S4-«tS^

E.L^OISEASE'S'POLICY LIMlt^ $1 ;oooiooq\';;^j:;^'
- -- .U- ■ T j'".CyDer/Tecft ESO..... L

Producis Liab., 'T
. Claims Made'- - -v ' ■ '
1^". ^

i ,N.:

ir-
iV-4

W33FF3240301
70211343 . .

■  - '  -J1 1
12/12/2024
12/1/2024 J-

■ -L-r'l
12/12/2025
.12/1/2025's

I ^If.

SIO.000,000 Occ/Ajg, r
S5.000.000 Occ/Agg - '
Oed: S2S0k Occ ; • ' Ded: $1.25MAGG. ['

DESCRIFTION OF OPERATIONS /.LOCATIONS / VEHICLES (ACORO 101. Additional Remarks
>NH DHHS is inctuded as additional insured per the attached. Coverage is

- ; - - V . *A

Sch«duU. may b« atuch*d if mor« tptct !• r*^uir«d)r
■primary and non-contrifiutory. Waiver of subrogation applies.*

.^CERTIFICATE HOLDER ■""* ^CANCELCATION"^'

\'x' ' ••i'-'l29.Pleasantstreet• • ' . •
• r'. r.' x -'V:'Concord NH 03301-0000 . •• • • * ." i'

M-'f< .UVt'L-"'-'■■'''• -vi f," V

■f ' ' : : ""IT
j SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
i{ THE EXPIRATION DATE. THEREOF. NOTICE- WILL- BE DELIVERED IN, ,
1 ACCORDANCE WITH THE POLICY PROVISIONS.

,7'-a.- .... : ..h- ,t
AUTHORIZED REPRESENTATIVE.- '

-
;.

. ;j

1'

j
• ACORDi25 (20'l6/03) " - • ' -The ACORD name and logo are;reglstered;marks of ACORD , . . . . . .


