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DEPARTMENT OF INFORMATION TECHNOLOGY

STATE OF NEW HAMPSHIRE 2 5

27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit
Denis Goulet
Commissioner
April 30, 2025
Her Exceliency, Governor Kelly A. Ayotte
and the Honorable Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Information Technology, on behalf of the Department of
Health and Human Services, Glencliff Home, to enter into a Retroactive, Sole Source contract
with MatrixCare, Inc. (VG# 220806), Bloomington, MN, in the amount of $50,376 for the purpose
of hosting, operations support, and maintenance of Glencliff Home’s Electronic Health Records
(EHR) management system, with the option to renew for up to two (2) additional years, effective
retroactive to July 1, 2024, upon Governor and Council approval through June 30, 2026.

100% Other Funds.

Funds are available in the following account for State Fiscal Year 2025, and are
anticipated to be available in State Fiscal Years 2026, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified.

01-03-03-030019-76950000 General Government Information Technology Dept, Information
Technology Dept, IT for DHHS (Glencliff Home)

Fisi’;‘;‘t\?&ar Ai'g;j r‘: : Class Title Job Number | Total Amount
2025 | 038-509038 Technology Software | 03950313 $25,188
2026 038-509038 Technology Software 03950313 $25,188

Total $50,376
EXPLANATION

This request is Retroactive because the previous contract for these services expired on
June 30, 2024, and significant time was needed to negotiate and reach agreement with the
Contractor on the general terms, conditions and security provisions of this new contract. The
Contractor continued to provide services as of July 1, 2024, during negotiations to avoid any
service interruption, which would have severely limited Glencliff Home's ability to operate and
care for residents. The Department began negotiations with the Contractor in November 2023,
Since that time, negotiations stalled at various points, which required the Department to engage
directly with the Contractor's executive leadership, to move the contracting process forward. To
ensure compliance with current state and federal regulations the department updated the

The Department of Health and Human Services’ Mission is to join communities end families
in providing opportunities for citizens to achieve health and independence.
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securlty and pnvacy exhlblts as weII as requests:for technlcal and other: system documentation
- needed to assess vendor risk regarding security u'equrrements and-compliance. The

T Department successfully completed negotuatlons withithe. Contractor in Aprll 2025.

"' 7 : "‘-_‘ , This request is Sole Source becausethe tIDepartment determmed the cost to |mplement 1

, and transition to an alternative Electronic Health Records (EHR) management system at this time
‘L': would Irkely exceed the current available: budget, -negatively impact facility’resources, and risk
dtmlnrshlng resident ‘care in the short term. The Contractor's ERIR:management system meets

~ thetechnical requlrements for the services:provided rattGlencllff Home -and-the Contractor has -

satlsfactorlly provided EBR management services to Glencliff Home sincé 2017. However, the -
Department continues to evaluate long-term solutions for EHR :management systems for its
facmty based operations and is seeking to competitively re-soI|C|t for these EHR services by June
2026

. . The purpose of this request is for the hosting, operations support and mamtenance of
o ‘,* Glencliff Home’s EHR management system. The Contractor.will provide services from within their
' ‘ A ‘- hosted data center, to include, but not limited to, Electronic Health Records'operations, ‘pharmacy
; serwces - data movement within the systems modules, creation ‘and submittal of required
regulatory compliance, resident trust fund management and resident clinical care components.

Th|s solution is key to addressing the foIIowmg functions:

[

T Accessible medical records including medication needs _resident care hlstory, care
* : information to avoid medicatién errors missed dlagn05|s and/or duphcate medlcal i
- testing :

. : il : . Real tlme updates for care team members keeplng chmcrans informed to a reS|dent s
" condition across shifts throughout the residents stay :

* ' Ability-to respond-quickly with approprlate medical care by havnng access to medlcal
histories andlor allergles

v t '
' .. e Automation of care coordination and proper storing of information ‘to reduce HIPAA.
vuolatlons and maintain audit trail of care provided to each re5|dent '

Development and Submittal of the Mlnlmum Data Set- (IVIDS) requnred by the Center'l
for Medlcald and Medicare Services (CMS T : .

As referenced |n Exhibit A, Special Provrsmns of the attached agreement the parttes

have the option to extend the agreement for up two (2} additional years, contingent upon
satlsfactory delivery of’ services, available funding, agreement of the partles and Governor and
Councul approval -

e

; - Should the Governor and Council not authorize this request Glencln"f Home will not have °
S § functlonal EHR management system which would result in having to revert back to a paper.
i medical records process which is inefficient use of nurses’ time, limits data sharing with medical
~ providers, decreased HIPAA secunty and increased .risk of medication and treat errors
-~ and omissions. Additionally, Glencliff Home will therefore be out of compliance with state and
federal CMS regulations. Non-compliance with CMS regulations would result in deficiencies

that would lead to restrictions on admissions, monetary fines and eventual loss of Certification.

Area served: Glencliff Home
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N o o ‘STATE OF NEW HAMPSHIRE
' DEPARTMENT OF HEALTH AND HUMAN SERVICES

= T DHHS SS-2024 .GLENCLIFF-01-ELECT-=01-. #2024- 094 DHHS
GE ) ’ Electronic Health Records at Glencliff ;

N 2 : ' P-37 GENERAL PROVISIONS.
FORM NUMBER p-37 (version 2/23/2023) ' '

-:

Notlce Thts agrcement and all of its attachments shall become pubhc wupon submission to ‘Governor
JHEE _ and Executive Council for approval. Any.information that is prlvate.'conf'dcnual or .

_ | P - P _;_ propnetary must be c]early |denl|ﬁed to the: agency.a.nd agreed 1o in writing prlor to S|gnmg
R ST g “.the contract, - :
e TR TN . AGREEMENT , .
;: ;l_ “The State of New Hampshire and the Contractor hereby mutually agree as follows:”
- . ' . GENERAL PROVISIONS '

.| 1.3 Contractor Name 1.4 Contractor Addrcss '
T MatrixCaré, lnc 10900 Hampshire Avénue South Suute 100, Bloomlngton MN -
e Bt 55438
' 1.5 Contractor Phone 1.6 Account Unitand Class | 1.7 Complelion,Da@e I_.$ Price Limitation
g Number =] June 30, 2026 L B
; L (866) 469~3766 AU_/CIass : . ) $50,376

1. IDENTIFICATION.

-1, o[t State Agency Name 1.2 State Agency Address

| Departriientof Information Technology 27 Hazen Dr., Concord, NH 03301

l 9 Comraclmg Off'cer for State Agency l""”""!1/9/21:)25 1.10 State Agency Telephone-Number * -

Ellcn M Lapomle CEO of New Hampshlre mplféf : 1'60347!.‘963' )

; J‘ I II Contractor Slgnaturc 1.12 Name and Title of Comraclor Signatory

o ah . : iy .vSigmdby o . .

v ‘Date~4/9/2025 « Dav1d Shepard _ - P
o Umul S(wpari s AL e

et i 13 Statc Agency Slgnature
L . : ﬁ G Aﬂﬁ_

- Denis Goulet, CIO/DOIT Commissioner.
Date: May2 2025 : .

=

t.14 Nanie and Title of State Agency Signatory

Pae 2
A, '-\"'r
e . l 15, Approval by the N. H Depanmenl of Admlmstratlon Dmsnon of Personnel (fapphcabie)
RSl ™ )
I Sk By: - 3 Director, On:
1.16 Approval by the Attorney General (Form, Substance and Execution) (if applicable)
i DocuSigned by: . o
B.y' 1 < thjVL QM\“VLD On: 4/10/2025
1.1.7 ‘Approval by the Governdr and Executive Council (if applicable)
o - GO I'te:'r'n number: i G&C Meeting Date:
SR R R .
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STATE OF NEW HAMPSHIRE
‘ DEPARTMENT OF HEALTH AND HUMAN SERVICES - g
E . DHHS $S-2024- GLENCLIFF-OI-ELECT-OI- #2024-094 DHHS

Vi R i * Electronic Health Records at Glencliff
' " P-37 GENERAL PROVISIONS

2. SER\’ICES TO BE: PERFORMED. The State of New
Hampshlre aclmg through the agency identified in block 1.1

(“State”)~engages contractor identified in block 1.3 (“Contractor”) .

to perform, and the Contractor shall pcrform the work or sale of
.goods, "or bath, identified and more particulatly described in the

0 anached EXHIBIT B which 'is incorporated herein by reference

» Serwccs”) T ‘ IS

2 o

-3, EFFECTIVE DATEICOMPLET]ON OF SERVICES.

31 Nolwnthsmndmg any provision of this Agreement to the
. contrary, ,and‘subjeet to the approval of the Governor.and Executive

Coungil-of the State of New Hampshire, if applicable, this

".Agreemert; ‘and all’ obligations of the parties hereunder, shall

_~become’ effective on the date the Governor and Exccutive Council

" -approve thls Agrccmem unless no such approval is required, in

- which-case’ (he Agreement shall become effective on the date the
Agreemenl is signed by the State Agency as shown in block 1.13
(“Effective Date™). -

53206 the Contractor commences the Services prior to the Effective
Date,- all’ Services performed by the Contractor prior to the
-Effective Date shall be performed at the sele risk of the Contractor,
.andin lhc cvcnl that this' Agreement does not become effective, the
State shall ‘have no liability to*the Contractor, including without
Iimltauon,,any.obl:gat:on to pay the Contractor for any costs

mcurrcd or:Services performéd.

3. 3 Contraclor must complete all Services by the Completion Date
' specnfed m block 1.7.
4. COND]TIO\‘AL NATURE OF AGREEMENT.
5 Notwnhstandmg any provision of this Agreement to the contrary,

: ", ali obhgauons of the State hereunder, mcludmg, without limitation,

+-the. coftinuance of paymcnts hereunder are confingent: upon the
i avarlablllty and continued appropriation of funds. In no event shall
~-the State be liable for any payments hereunder in excess of such
available approprlatcd funds. In the event of a reduction or
.termunauon ‘of appropriated f funds by any state ot federal Iegrslanve

. ‘or exccutwc action that reduces eliminates or otherwise modifies
S = the approprlauon or avallablllty of funding for this Agreement and

“the Scope’ for Services provided i in EXHIBIT B, in whole or in part,
the Slate shal] have:the right to withhold payment until such funds

“become availablé, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon

_giving the Contractor notice of such reduction or termination. The
State shall not be required to transfer funds from any other account
or source to the Account identified in block 1.6 in the event funds
in that Account are reduced or unavailable.

5. COVTRACT PRICE/PRICE LIMITATION/ PAYMENT.
< 51T ‘he, contract price, method of payment, and terms of payment
©are ldentlf'ed .and more particularly described in E}xHIBIT C

E WhICh rs mcorporated herein by reference

WE e soy O [ 1
i A .

5.2 Notwithstanding any. provision in- this Agreement to the -
contrary, and notwuhstandmg unexpected c1rcumstanccs ‘in no
event shall the total of all payments authonzed or actually made
hereunder, exceed the Price Limitation set forth in block 1.8. The
payment by the'State of the contract price shall be the only and'the -
complete reimbursement to the Contractor for-all expenses, of
whatever nature incurred by the Contractor in the performance
hereof and shall be the only and the complete compensation-to the
Contractor for'the Services.

5.3 The State reserves the right to oﬁ'set from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA.80:7
through RSA 80:7-c or any other provision of law. -

5.4 The State’s liability under this Agreement'shall be limited to
monetary damages not to exceed the total fees paid. The Contractor
agrees that it has an adequate remedy at law for any breach of this
Agreement by the State and hereby waives any right to specific
performance or other equitable remedies against the State,

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/EQUAL EMPLOYMENT

OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, ‘and orders of ‘federal, state, county or municipal
authorities which impose any obligation or duty upon the N
Contractor, including, but not limited to, civil rights and cqual
employment opportunity laws and the Governor's order on Réspect
and Civility in the Workplace, Executive order 2020-01. in
addition, if this Agreement is funded in any part.by monies of the
United States, the Contractor shall..comply with all - federal
executive orders, rules, regulations and statutes, and with any rules,
regulations and guidelines as the State or the Unit'ed States issue to‘
implement these regulations. The Contractor shall also comply
with all applicable intellectual property laws. '

6.2 During the term of this Agreement, the Contractor shall not .

*discriminate agamst employees “or appllcants for employmem

because of age, sex, sexual orientation, race, color, marital status,
physical or mental dlsablllty, rellglous creed, national origin, .
gender identity, or gender expression, and will take affirmative
action to prevent such discrimination, unless exempt by state or
federal law. The Contractor shall ensure any subcontractors
comply with these nondiscrimination requirements.

6.3 No payments or transfers of value by Contractor or its
representatives in connection with this Agreement have or shall be
made which have the purpose or effect of public or commercial
bribery, or acceptance of or acquiescence in extortion, kickbacks,
or other unlawful or improper means of obtaining business.

6.4. The Contractor agrees to permit the State or United States
access to any of the Contractor’s books, records and accounts for
the purpose of ascertaining compliahce with this Agreement and

Page 4'of 45
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" and condltlons ofthls Agreement. : . )
i ¢ termination, a.report (“Termination Report™). descnbmg in detail -

~Bs Defaull and requmng it t6.be remedied within, in the absence of a.

o - STATE OF NEW HAMPSHIRE

i e G

g 'DEPARTMENT OF HEALTH AND HUMAN SERVICES -

o _DH_IjI_S- SS-2024-GLENCLIFF -01-ELECT-01- #2024-094 DHHS
T . Electronic:Health Records at.Glencliff

RN P-37 GENERAL PROVISIONS

all rules, rcgulatlons and orders pcrtammg to the covenants, terms

i PERSONNEL ) 2 F : :
' i The' Comractor shall at its own expense provide all personnéel
necessary ‘fo perform the Services. The Contractor warrants that all;

perSonnel efigaged in the Services shall be qualified t perform the.

"Services, and shall be properly licensed and otherwise authorized
"o do 5o under all applicable laws.
7.2 The Conlractmg Officer specified in block 1.9, or any

successor ‘shall be the State s point of contact pertaining to this -

Agreemem L
i :. 3'-'

8 EVENT OF DEFAULTIREMEDIES

w81 Any one or -more of the. following acts or omissions of the
Contractor shali constitute an event of default hereunder ("Event
of Defaull")

RN Fallure to perform thie Servrces satisfactorily or on schedule;
8.1.2 Failure’ o submit any report required hereun‘der and/or
8.1'3 l*allure i0: :perform any other covenant, term or condition of
L this Agrpemcnt i E

8 2'Upon- the occurrence of any Event of Default, the State may
take. anyone,,or more, or all,-of the following actions:

8 21 give. the. Contractor a written notice specnfylng the Event of

g,rcater or Iesser specification of time, thirty (30} ‘calendar days
- from’thé date of the notice; and. if the Event of Default is not timely
cured termmate this’ Agreement effective. two (2) calendar days

o - . aﬂer glvmg the Contractor notice of termination;  *

8212 give,the: Contractor a written notice spemfymg the Event of

"-* Defa?.llt and suspendmg al] payments to be ‘made under thls

L would otherwlse accrue to’ the Contractor during the period from
~the date. of such notice vintil such time as the State determines that

[l

‘5" L -| ‘q

¢
wat ‘Df‘ o '!-: i

lhe Contractor has cured the Event of Default shall never be paid
“io the Contractor :
.-8.2:3 give: the Contmclor a wrltten notice specifying the Event of
; Default:and set ol'fagamst any other obligations the State may owe
_ o the: Contractor any damages the Slate suffers by reason of any
Event'of Défault; and/or
- 8.2.4.give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the Agreement
and pursue any of.its remedies at law or in equity,-or both.

9. TERMINATION. .
9.1 Notwithstanding paragraph 8, the State nway, at its sole
discretion, terminate the Agreement for any reason, in whole or in

£ “ypar, by thtrty (30) calendar day’} wntten notice to the Contractor

{that the State is cxercrsmg its option 1o terminate the Agreement,
o G} 2 In the event of an early termination of this Agreement for any

B reason olher than the complctlon of the Scrvrces the. Contr':ctor

B

shall, at the'State’s discretion, deliver to the Contracting Officer;
not ‘later than fifteen (I15) calendar days after the date of "

all Serviceszperformed, and the contract price earned, to’ and
mcludmg the “date of termination. In addition, at’ the State’s
discretion, the Contractor.shall, within fifieen (15)"caiendar days
of notice of early termination, develop and submit to the State a
transition plan for Services under the Agreement

10. PROPERTY O\VNERSH]P/D[SCLOS.URE.
10.1 As used in this Agreement, the word “Property” shall mean
all data, information and things developed or obtained during the -

performance of, or acquired or developed by .reason of, this- .
. Agreement, including, but not limited to, all studiés, reports files,

formulae, surveys, maps, charts, sound recordings, video

-recordings, pictorial reproductions, drawings, analyses, graphic ...

representations, computer programs, computer printouts, notes, -
letters, memoranda, papers, and documents, all whether finished or
unfinished.

10.2 All data and any Property which has been received from the

State or purchased with funds provided for that purpose under this O
Agreement, shall be thé property.of the State; and shall be returned ...,
to the State upon demand or upon termination of this Agreement .

for any reason.

10.3 Disclosure of data, information and other records shall be. iy !

governed by N. H RSA chapter 91-A andfor other applicable law,
Dlsc!osure requires prlor wrltten approval of the State.

11. CONTRACTOR'S RELATION TO,THE STA_TE._ln' the

performance of this Agréement the Contractor is in,all respects an s
independent contractor and is neither an agent nor an employeeof -

the State. Neither thé Contractor nor any of its officers, employees, -
agents or members shall have authority to bind the State orreceive-
any benefits, workers’ compensation or other emolumenls
prov:ded by the State to its employees

12. ASS[G\‘MENTIDELEGATIONSUBCONTRACTS
12.1 Contractor shall provide the State written notice of at least fifteen *
d'tys before . any proposed assignment, delegation, or other.

transfer of any_ interest in this Agreement, No such assignment, .

delegation, or* other transfer shall be effective without the

written consent of the state. <
12.2 For purposes of paragraph 12, a Change of Control shall
constitute assignment. “Change of Control” means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its affiliates, becomes the direct
or indirect owner of*fifty percent (50%) or. more of the voting
shares or similar equity interests, or combined voting power of the
Contractor, or (b) the sale of all or substantmlly all of the assets of
the Contractor. '
12.3 None of the Servlces shall be subcontracled by the Contractor
without f'fleen (15} days notlce lo prlor written notice and consent.
of the. State

Cumructor lmtnnls -
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12 4 The Slate is entitled to copies of all subcontracts .and
assignment agreements and shali niot be bound by any’ provisions
‘.,contamed in a subcontract or an assignment agreement to which:it

is not party

INDEMNIFICATION The Contractor shall mdcmmf)
def‘end ahd hold harmless the State, its officers, ‘and employees
.1 fromi - and against . all actions,. claims, damages, demands,
Judgments fines, liabilities, losses, and other expenses;, including,
wulhout limitation, reasonable attorneys’ fees, arising out of or

i relatmg to this Agreement against the State, its officers, or

e \l4l The ‘Contractor shall

emp!oyees caused by the gross negligence, reckless or willful
mlsconduct or.fraud resulting in death, personal injury, or property
amage bythe Contractor, its employees, agents, or subcontractors.
“The .State shall not.be liable for any costs incurred by the
“Contractor -arising under this paragraph 13. Notwithstanding the
‘ foregomg, nothing herein contained shall be deemed to constitute
.a-waiver of the State’s sovereign 1mmumty, which immunity is
“hereby rescr\jed to the State. This covenant in paragraph 13 shall
v §urvive the termination of this Agreement.

14 lNSURANCE
at its sole .expense, obtain and
contmuously maintain in force, and shall.require any subcontractor

or ass:gnee to obtain and maintain in force, the following

i(

&

|nsurance ‘
I4 SWE commercual gencral- !|ab1hty insurance against all claims of
bodlly injury, death or property damage, in amounts of not less than
$l 000,000 per occurrence and $2,000,000 aggregale or excess;
.andw b
-ul4 2 2 specml cause of loss coverage form covermg all Property
sub_]ect t0.subparagraph 10.2 herein, in an amount not ]ess than

; :v '80% of the'whole replacement value of the Property.

14 2 The pol:cues described in'subparagraph 14.1 herein shall be on

‘_', - pol:cy forms and endorscments approved for use in the State of

a New Hampsh;re by the N. H. Department of Insurance and issued
by insurérs:licensed in the State of New Hampshlre
143 The Contractor shall . furmsh to .the Contractmg Officer
-|dentlﬁed in block 1.9, or any 'successar, a cemﬁcale(s) of
~ insurance for all insurance required under this Agréement. At the
request of the Comraclmz5 Ofﬁcer, or any successor, the Contractor
- shall provide certificate(s) of insurance for all renewal(s) of
insurance required under this Agreement. The certificate(s) of
insurance and any renewals thereof shall be attached and are
:ncorporatcd herein by referencc

&

15. WORKERS’ COMPENSATION.

‘_ “"u

“ -.n . ]

15.1. By:signing this agreement, ‘the Conlraclor agrees, certifiesand **

warrants.that the Contractor is in complidnce with or exempt from, "
the requitements of."N. H RSA chapter. 281-A (“Workers’
Compensation';).

152 ‘Fo'the-extent the Contractor is subject to the requlremenls of
N.H.'RSA-chapter 281-A, Contractor shall. maintain, and rcqmre
-any subcontractor or assignee to secure and maintain, “payment of
Workers? Compensatlon in connection with-activities which the
person proposes to undertake pursuant to this Agreement. The
Contractor shall furnish the Contracting Officer identified inblock
1.9, or any successor, proof of Workers® Compensation in the
manner described in N.H. RSA chapter 281-A and any applicable
renewal(s) thereof, which shall be attached and are incorporated
herein by reference.. The State shall not be responsible for. payment
of any Workers™ Compensation premiums or for any other claim or
benefit for Contractor,- or any ‘subcontractor or employee of
Contractor, which might arise under applicable State of New
Hampshire Workers' Compensation laws in connection with the
performance of the Services under this Agreement.

16. WAIVER OF BREACH. A State's failure to enforce its rights . |

with respect to any single or continuing breach of this Agreement
shall not act as a waiver of the right of the State to tater enforce any . -
such rights or to enforce any other or any subsequent breach.

17. NOTICE Any notice by a party hereto to the other party shall.
be deemed to have ‘been duly- de]wered or given at.the time of
mailing by cemf'ed mail, postage prepaid, in a United States Post
Office addressed.to the parties at the addresses gwen in blocks 1.2 -
and 1.4, hereln

18. AM ENDM ENT. This Agreément may_b‘e\amended,':waived_or
discharged only by an’'instrument in writing signed by thie parties .

_hereto-and ‘only after approval of such-amendment, waiver or -

discharge by the Governor and Executive Council of the State of
New Hampshire_unless no such approval is required under the
circumstances pursuant to State’law, rule or policy.  °

19. CHOICE OF LAW AND FORUM. ‘
19.1 This Agreement'shall be governed, interpreted and construed
in accordance with the laws of the State of New Hampshire except
where the Federal supremacy clause requires otherwise. The
wording used in this Agreement is the wording chosen by the
parties-to express their mutual intent, and no rule of construction
shall be applied against or in favor of any party.

19.2 Any actions arising out of this Agreement, including the
breach or alleged breach thereof, may not be submitted to binding
arbitration, but must, instead, be brought and maintained in the
Merrimack County Superior Court of New Hampshire which shall
have exclusive jurisdiction thereof.

Commclor Iglllals’; .

.+ ".Page6of45 . . "
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B kel STATE OF NEW HAMPSHIRE i g
¢¥053:49° " DEPARTMENT OF HEALTH AND HUMANSERVICES . "~ -
ey DHHS- $5-2024-GLENCLIFF:01ELECT-01- #2024-094 DHHS

TP - Eiectronic Health:Records at Glencliff - .
RERE ___P-37.GENERAL PROVISIONS

- I

20 CONFLICTING TERMS: In'the event of a conflict ‘between

B o 4 w RS e

the terms ofthls P-37 form'(as modifiedrin EXHIBIT: A)-and any 24 G‘UR?I'II:IERIA‘SSIIBA‘NCES The Con(rac(or along w:th its
3 Dther pomon “of this Agreement including any attachments thereto, . ..agents. and. affiliates,shall :at'its own costand expense execute any

lhe lerms oflhe P 37 (as modified in EXHIBIT A} shill control.

21 THIRD PARTIES This Agreement is being entered into for
= lhe sole; benef'l of the -parties hereto, and no(hlng herem express or
] |mplled is” intended to or will confer any'legal or equitable right,

benef t or remedy of any nature upon any other person.

22 HbADlNGS The headings throughout the Agreement are for
~reference. purposes ‘only, and the words contained therein shall in
o RO, way be. .held to explain, modify, amplify or aid in ‘the.
mterprelanon hconstructlon or meaning of the provisions of this
Agreemem w -t :

23 SPEC[AL' PROVISIONS.  Additional or modtfylng
prowsmns set forth in the attached EXHIBIT A are incorporated
herem by refcrcncc

.iadditional "documents zand vtake such funhqr actions as may be

reasonably required 1o carry-out the provisions of this Agreement
zdnd giveieffectto the:u:ansacuons conlemplalcd hereby

"25. SEVERABILITY In the event any of the provisions of this

Agreement are held by a court of competent jurisdiction to be
contrary to any stale or federal law, the remaining provisions of this
Agreement will remain in full force and effect.

26. ENTIRE AGREEMENT. This Agreement, which may be

-executed in & number.of counterparts, each’ of which shall be

deemed an original, constitutes the entire agreement and

" understanding bétween - the - parties, and supersedes all prior

agreements and understandings with respect to the subject matter
hereof.

g LT '"‘?4/?/2025 "2 . W S T 3

£
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STATE OF NEW HAMPSHIRE |
' DEPARTMENT OF HEALTH AND HUMAN SERVTCES

DHHS SS-2024-GLENCLIFF-01-ELECT-01- #2024 094 DHHS
Electronlc Health Records at 'Glencliff
EXHIBIT A — SPECIAL PROVISIONS' :

s 'E}(HIBIT A

A ]
e L

- ad e

 REVISIONS TO STANDARD CQNTRACT PRO.VISIONS

ey Th'e,te!-m's outlined in the P-37 General Provisions are modified as.sel?fonl{ below:

! “'-_‘A|.l]-' " Provision 3 Effective DateICom pletlon of Services, is amended as follows:
T ;r_J- _ 3.1 Notw:thstandmg any provision of this Agreement to the contrary, and subject to the
Lo approval of the Governor and Executive Council of the State of New Hampshire, this
- agreement -and all obligations of the parties hereunder, sha]l become effective
g - retroactively to .luly 1,2024.
s, N i . g
£t AR A <Provision 3, Effective Date/Completion of Scrvices, is updated with the following

5;‘..-* 4 addition:

|"‘ L :'1"' ]
i Sl
Tg o »
R T P
e A
by R
L7
m (o]
Pl -
1
i
]
-I '
A -
§ W
. s
- ‘:—':_ ]

.,‘?I

-.n-'h..

Ly """xl":-h"l e

G L

iy
5 . EN

3.4

:

The Term may be extended for up to two (2) years (“Extended Term™) at the sole
option of the State, subject to the Parties prior written Agreement on applicable fees

.. for each extended Term under the same terms and condmons sub_]ec:t to approval of

the Governor and Executive Council,

\

Provision 5, Contract Price/Price Limitation/ Payment, is updated as follows:
5.5

Contractor’s Ilablhty to the State for services prowded shall not exceed three times

- (3X) the total price set forth in Section 1.8, Price Limitation, of the General Provisions
- of this Agreement. - Notmthstandmg the foregoing, the Itmltatlon of liability shall not

apply to Contractor’s: (i) indemnifi cation’ obhgzmons set forth in Paragraph 13,

* Indemnification, 6f the General Provisions of the Agreement; and (ii) noncompllance
" with Exhibit F, Business Associate Agreement for which habahty shall-be hmlted 1o

o 8, 000 000 in the aggregate

= -"Proyision'9 Termination Section 9.2 is deleted and replaced with the following:

92

In the event- of the termination pursuant to subparagraph 9.1, the ‘contractor shall
immediately stop all work hereunder and shall immediately cause any and all of its

" suppliers and subcontractors to cease work. The State will pay for cost of all Services
and Deliverables provided through the date of termination and for winding down the -
. Contract activities at Contractor’s standard rates. The Contractor shall not be paid for

any work performed or costs incurred which have not reasonably been performed prior
to termination except as provided herein.

_ Provision 9, Termination, Section 9.3 is updated with the following addition:

- %3

Cnmrae r
’Dnm } 8

L w*—-.rh
e 3a

5

tliS.

Upon termination of the Contract, the State, in addition to any other rights provided
in the Contract, may require Contractor to deliver to the State any State Data, State
may order addmonai .data extract services via statement of work at Contractor’s
stanTﬂ rates. Aﬂer recelpt of a notice of termination, and except as othenwise

' LJ

5 o BT o s,
Foadil i ¥ "' Page8of45 .
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; . .STATE OF NEW HAMPSHIRE . - %
" DEPARTMENT OF HEALTH: AND HUMAN SERVICES" T

- DHHS- SS-2024 GLENCLIFF-OI ELECT 01- #2024-094 DHHS . , .
Electromc Health Records at Glenchiff

~
-‘I

s s

~
P

A:G. " Provision 10 Property O\VncrshlprISdOSUI“E, is updated w1th the fo!!owmg addition:

B, i :.'a. shall. have otherwise become pubhcl),r available’ other thanfas a result of - K i

‘EXHIBIT A — SPECIAL PROVISIONS i . , R
dlrecled by the State Contractor shall: by MoE L W o5 e T

T oa. Stop work under the Contract on the date and to the extent specified, m the : ¥
notice;” ' , '

= b, “Tdke- such_action as the State-directs in wriling, or as necessary to preserve : ; .
: and protect the property related.to the Contract which is in the possession of t ’
I Contractor‘and in which the State has an intérest, provided however the State

© . pays for such additional services at Contractor’s standard rates;

. Take no action to intentionally erase or destroy any State Data, which includes’
" . State Data held by the Contractor’s subcontractors, provided however the
State pays for such additional services at Contractor’s standard rates, subject
o an amendment and approval of thc Governor and Executive Council; © * -

+ ' i & FTR |
f " ' ~

Provts:on 10, Propert} OwnershlplDlsclosurc, Scctlon 10.2 is: dclctcd and replaced with
‘the followmg = .

10.2.  All data and any Property which has been received from the State or purchased
~with funds provided for that purpose-under this Agreement, shall be the property

of the State, and shall be returned to the State upon demand or upon termination

of this Agreement for any reason. The data must be returned to the State in an

_ " industry standard format agreeable to the State, provided however State. pays
P - Contractor’s “standard rate, subject to an amendment and approval of the- Nl
_ Governor and Executlve Councrl : ¢

\ ' L v For ' .
iyl L

104 Subject to applicable federal or State laws and regulanons Conﬁdentlal lnformat:on o )

LN shall'not include mformauon which: . : FOLEEE T B =

, disclosure by the receiving Party in breach. hereof

: 'b..* was disclosed to the receiving Party ona non-conf’dentlal basis from a source .
A other than the dlsclosmg Party, which the. rece;vmg Pany ‘believes is not

= Inltial s .. ; .
. : =i I e » * - u b, ot LISO
—— o “u e " o LR 3 'R
| 5 a1 ] ” i : - LT
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p . AT STATE OF NEW HAMPSHIRE
AT _ 'DEPARTMENT OF HEALTH ANDHUMAN SERVICES
Vo e DHHS- §5-2024-GLENCLIFF-01- ELECT-01- #2024-094 DHHS
. | _Electronic Health Records at Glenéliff ‘ . e
. " ; EXHIBIT A ‘SP.ECIALPROVISIONS ir - e AL
- B : ' prohibited from.disclosing such: nnformatzon as a result of an obligation in '
: ) favor of the dlsclosmg Party;, . .. - o s
-5 c. isdisclosed with'the-written consentofihe. dlsclosmg Party or designee; and o B
b e S T L d. s d:sclosed with:the:written consent-of. the disclosing Party. i 5 -
M . h. ' 105 A reccwmg Party also may disclose the: dlsclosmg Party’s Confidential Informatlon
; o g ', _. to the extent required by law or an. qrder of a court of competent Junsdlchon Any .
e el i disclosure of the Confidential Information shall require-the prior written approval of

the State. Contractor shall immediately notify the State if any request, subpoena or
other legal process is served upon Contractor regarding the Confidential Information,
“and’ Contractor shall cooperate with the State in any effort the State undertakes to
contest the request,’ subpoena or other-legal process, at no additional cost to the State.

R e N ‘_"10.6 _ This covenant in paragraph 10 shall survive the termination of this Contract, .

S ; 12.1. Contractor shall provide the State written notice within thirty (30) days after any proposed
hitpge = .+ _.assignment, delegation, or other transfer of any interest in this Agreement.

¢ 0w e 122, For purposes ofparagraph 12, a Change of Control shall constitute assignment. “Change of S

WP T .~ Control” means (a).merger, consohdatuon or a transaction or series of related transactions in which’ T
T o S P O “a third party, together with its affiliates, becomes the direct or indirect owner of fifty percent (50%) ~ ™"
A2 ' or more of the voting shares or similar equity interests, or combined votmg power of the Contractor,
R or (b) the sale of all or substantially all of the assets of the Contractor. ~

Contractor shall provide the State written notice within thirty. (30) days after entermg intoany . ... i
* subcontract for the Semces 4

| The State is enmled to redacted copies of all assignment agreements and shall not be bound by any e
prowsmns contained in an assignment agreement to'which it is not party. The Contractor agrees that .-
the State is entitled to information regarding the terms of any contract between Contractor anda

. subcontractor that is reasonably related to this Agreement between the State and Contractor.

- Therefore, the Contractor agrees to provide information regarding the terms of the contracts '
between itself and any : subcontractor upon reqtiest from the-State.” The Contractor will provide such. .
information to the State via summaries, questionnaires, attestations or redacted COplES -as requested
by the State.

z 12.5  In the event that Contractor should change ownership for any reason whatsoever that
o ' results in a change of control of the Contractor, the State shall have the option of:

a. continuing under the Agreement with Contractor, its successors or assigns for the
full remaining Term of the Agreement.”

12.6  Subcontractors are subject to the same contractual conditions as the Contractor and

the Contractor is responsible to ensure subcontractor compliance with those ;

: conditions. The Contractor must have written agreement with al subcontractors - £ VR
3 o= spec1fy|ng the work to be performed, and if applicable, a Business Associate _ ‘it

e . Agr Gat in accordance with the Health Insurance Portablhty 'md Accountablllty e
,,tContractor Imua!s ' : _ : . : - G

p Dat84/9/2025 s o R i =aell . S ! . S i L
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g S STATE OF NEW HAMPSHIRE ~ -
i "', . 'DEPARTMENT OF HEALTH AND:HUMAN SERVICES’

A s DHHS- SS-2024- GLENCLIFF-01:ELECT-01- #2024—’094 DHHS
i 'n',: o @ - Electronic Health Records at Glencliff ... :
e ) EXHIBIT A —SPECIAL PROVISIONS - .

g e R SN, Act. Written agreements shall specify how corrective action.shall be man‘aged The
N : ¢ Contractor must manage the subcontractor’s rpmifmnnancc on.an, ongomg ‘basis and
A LE take corrective action- as necessary. Wpon receipt of. State’s written request, the
s 2l R Contractor must annually prowde mcStatenVJIhaﬂlst of:all:subcontractors- prowded
N e . for under this Agreement. Failure to enteriinto’ ‘Business Associate Agreements with
i) TR . its subcontractors that create or receive protected health information on the behalf
h e e T . of' the State through this Contract ls"adlreotH-lPAA violation by the Contractor.

¢

“ 'A.IQ-' 4 Prov:smn 13, Indemiiification, is updated with the :l'ollowmg

"o 2.n % 1700 130 [NDEMNIFICATION. The Contractor shalliindemnify, defend, and hold hmsleed
e the State, its officers, and employees from and against all actions, claims, damages,

g saal et ‘demands, judgments, fines, liabilities, losses, and other expenses, mcludmg,

e s "' without limitation, reasonable attorneys’ fees,arising out of or relating to this

“ Taessa Ulesco 0 Apreement against the State, its officers, or employees caused by the gross

R i negligence, reckless or willful misconduct, or fraud resulting in death, personal

e T injury, or property damage by the Contractor, its employees, agents, or

: ¥ " subcontractors. The State shall not be liable for any costs incurred by the

S NEYG Contractor arising under this paragraph 13. Notwithstanding the foregoing, nothmg

P + . herein contained shall be deened 1o constitute a waiver of the State’s sovereign

LA RS Brae _immunity, which immunity is hereby reserved.to the State. This covenant in

' "_ ."J-"L' e, paragraph 13 shall survive the termination of.this Agreement. )

The following Provisions are added and made part of the P37
' 'J"'“~r FORCE MAJEURE 2 -
DL ;"_- e S a9 Neither Contractor nor the State sha]l be responsible for delays or fallures in
o T e B0 performance resulting from events beyond the control of such Party and without
A . fault or negligence of such Pany Such events shall include, but not be limited to,
- . acts'of God, strikes, lock outs; riots, and acts of War, epidemics, acts of
_ < Government, fire, power failures, nuclear accndents earthquakes, and unusually
) e e severe weather. C - i .
SN ' g 25 27 2 Except in the event of the foregoing, Force Majeure | events shall nof include the .
e T e T . Contractor’s inability to hire or provide personnel nceded for the Contractor’s
CE i e L performance under the Contract. _ _ -

- @ . EXHIBITS/ATTACHMENTS

R g . ‘The E‘{hlblts and Attachments referred to in and attached to the Contract are.incorporated by
" “reference as if fully included in the text of the Contract.

'. 29. NON-EXCLUSIVE CONTRACT

_The State reserves the right, at its discretion, to retain other vendors to provide any of the
- Services or Deliverables identified under this Agreement. Contractor shall use commercially
reasonable efforts to coordinate work with all other State vendors performing Services which -
relate to the work or Deliverables set forth in the Agreement. The State inténds to use,
. .whenever possible, emstmg Software and hardware contracts to acqulre supporting Software
», ... and hardware. : :

. . 1 30 " ORDER OF PRECEDENCE ‘
LY ®a s In the event of conflict or ambiguity among any of the text within the awarded Agreement,
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KDHHS SS-2024 GLENCLIFF—O]-ELECT—O]— #2024—094 DHHS
L . ) : Electronic Health sRecordsaitGltmchff
: o ;... +1 EXHIBIT A - SPECIAL: PRGVISIONS

? o s, 3 ISy lhe following Order of Precedence shall govern:

e ’ 5 L ‘State of New Hampshnre Department of Healthand #uman ‘Serwces Contract
1, "";,{‘_"- A * Agreement:
X s {ray : AddltlonaI‘Contractor Provided Documents if *app’hcable
) L.".j ¥ : ; _ A
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C eua® W oy STATE OF NEW HAMPSHIRE .
DEPARTMENT OF HEALTH AND HUMAN SERVICES ° 4y

; Cat. UTE S DHHS SS- 2024-GLENCLIFF—01 ELECT-01- #2024-094 DHHS
A R ; . Electronic Health Records at Glencliff .

T NN - EXHIBIT'B - STATEMENT:OF WORK

EXHIBIT B:'STATEMENT OF WORK: . i
S : The services in thlS Agreement are; for the hostmg operauons support and mamtenance of Glencllff
~" 3 ~Home s EHR 'management_ system.” The Contractor will provide services from within their hosted data
. & Center, to include, but not limitéd to, Electronic Health Records operations, Pharmacy services, data
Pt movement wnthm the systems modules revenue stream -management, and patient clinical care
components :

T T the contract

iy ik The Statement of Work Business and Techmcai Requuements and Dellverab]es are set forth below:

1 Statement of Work

R o v . The Contractor must prowde an Electronic Health Records System (EHR) and components

O related to the Electronic Medical Records application, including licensed software, and
Moty AT b cloud hosting ofCIencllfT Home’s (Glenchff') electronic medical records. The Comractm
' : prowded EHR must offer: . ;

e PR Bhim.
i ia Ill

A

Med1cat1on management. i ; o
Order filling and processmg
A 3 Pauent safety-re]ated features

' e 4 -3 Prowsmns for health information exchange (HIE) connectivity to al!ow the transfer
.of requlred mformatlon between Glenchff and other medical provnders ;

4 "*i_" electromcally 4 M s g
f N - . 0

"1 6. Mlmmum Data Set (MDS) production with Reimbursement Optumzatlon and Query
1.7, Pomt of Care (POC) data and system mlegratlon
.lTS. "Care plan generanon w1th ablhty to add templates ’ 7 .

L.

',.l 9. Trackmgof panent vltals W

J
.l IO User defined assessments hbrary of observatlons and events.

111 Ability to create, manage and securely keep all resident clinical documentation
) ) including history and physical examinations, progress notes, and any other form of
- ' *+ clinical documentation.

1.1.12.  Physician scheduling.
I.L.13. Insurance eligibility checl-:ing, including Medicare Part D.

=T ] Gl 1.14. Ablllty to offer ePrescubmg Pharmacy lntegtatlon in order to electromcally send
i S+ . prescriptions directly fo a pharmacy from the. point-of-care.

Sl e bt I_. - (h Page-iﬂll;u*_f 45 L
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Sp AII functlonahty is currently operauonal as ser\rlces will carry on an ongoing basis for the duration of

Capablllty -to submlt Medlcare Medlcald and third- pany clatms manua]ly or -
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1 . STATE OF NEW HAMPSHIRE ]
DEPARTMENT OF: HEALTH AND HUMAN SERVICES

DHHS SS-2024 GLENCLIFF 01 ELECT -01- #2024 094 DHHS

" Electronic. Health Records.at Glencliff
1EXHIBIT B.— STATEMENT OF WORK

‘}':. 1.1.15.
* 1,1.16.-
1117
I.“l.l8.'
O AR
S,

Frlt L2

S
T

1

L 1

. 'Contract/[l ta

9/20

iy . O

2123

2124,

Supponfon ElectromcMed:catmn Admlmstratlon Record (eMAR)

.Abl]ily to- admmlster Accounts’ Recewable
"Provision® of Medtcare arid Medicaid Electronlc'Clalms Submlssmns

. Provisiontof- Electromc Remlttance Adwce

Reportmg on patlent data mcludmg data analysis functions.

Provide ICD-10 functlonalny

i 1' 2. The Contraclor must ensure the EHR includes:
- izl Contractor Hostmg Serwces

1.2.1.1. The Contractor must prowde hosting services for the Matrix EHR Elite “

‘application for the duration of “the contract in accordance with the.
specifications described below:

“The hosted production environment-shall be deployed using the multi-
tenancy option specified in EXHIBIT C. In accordance with the multi-
tenant option, the State shares an instance, ‘of the Software with the
,Comractor s other customers.

2 SystemAva:]ablhty Objective ~ : .-

212.1. .. ‘The Contraclor shall use commercially reasonable efforts to must -

* ;ensure that during any twelve (12) month period, the Software shall be”
. available at least 99.5% of the time during normal business hours,

excluding scheduled maintenance and mterruptlons due to failures- -

- outside of the Contracté’s control. . .

2.122. “Base Tlme equals the product of the number of days in the apphcable

) month times 24 hours times 60 minutes,

*“Unscheduled Downnme equals the time (in mlnutes) during which

. the Production System is not operational (excludmg “Scheduled
Downtime”) from the Contractor s Hosting fat:lhty internet connection
“based on the measuring methodology documented below.

.“Scheduled - Downtime” equals the aggregate total of all minutes of -
planned and scheduled maintenance performed during the month to
perform any necessary hardware, operatmg system, network, database,
application software maintenance, repair, upgrades, and updates. The
Contractor must work with the State to determine and use commercially
reasonable efforts to Schedule Downtime after regular business hours,,
durmg times that minimize the disruption to operations. The amount of
$cheduled Downtime may vary from month to month depending on the
level of change to the system such as the project implementation phase,
adding new products, upgrading products, elc. '

The State is permitted to audit the unscheduled Downtime bésed on the
methodology established below. The Contractor agrees to cooperate

X
u - ! *
" ;
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T, 4k WL DEPARTMENT OFHEALTH AND.HUMAN'SERVICES =~ .. .l
i  DHHS- $8-2024-GLENCLIFF-01-ELECT-01- #2024-094 DHHS .- * Y

STATE OF NEW HAMPSH!RE

" ElectroniciHealth Records’at Glencllff ' ' I”"
EXHIBIT'B—STATEMENT OF WORK B, s

itews s 12126,

L W 1728

1.2.1.2.9,

L 1.2.1.2.10.

{

.- with the State in_connectiony: wlth any audlt of the Unscheduled o . (=4
- Downtlme This; audlt must také place within 30 days of the month end |

. ‘'enhance_performance and availability and ‘advise lhe State of the. B

. electing not to- |mplemem the' layered | soﬂware enhancements. The ot
" Contractor mwust’ perform the-technical rcqurrements ‘needed for the ’ s

' . 1mplement as part of the Hosting Service fees. The Contractor and the

it & 1.2.1.2.7.1.
LS G l.2.l.2.7.2. Dally increment backups and

: -_I' -'II-I.- b dla lnlm

[ R -"--:u.. v
ey ey A -cConlractor [mtlals by :
(TN ' D -

- . s

The Contractor ‘miust advrse:the State.on Ser\nce Packages that may

‘advantages ‘of “implementing the Service- Packages ‘as well as the -

y implication -of electing not to implement the Service Packages. The
.Contractor must perform the technical réquirements. needed for- the
State to use the Service Packages'that the Stite elects to implement, at - = e
no additional charge and as part of the Hosting Fees. The State and the e
Contractor will work together to establish a mutually agreeable ' !
implementation ; schedule for the Service. Packages. Upon notice to the - E
State that the Sy‘:tcm s performance and-availability will be adversely
affected if the State elects not to implement a Service Package, the State *
will waive any.credits set forth above, until such time as the State
performs its obligations as necessary to implement the requ1red Service

;. Packages { ' .t

The State shall allow the Contractor to implement the Contractor’s

latest supported layered software version (i.e. ©S, DBMS, etc.) and o
‘patches when available. The Contractor must advise the State regarding -+~ ™
‘the layered software enhancements as well as the implications ‘of o B

State to use the la) ered software enhancements that the State elects to ' ; 4

. State-will work together to establish an implementation schedule for the . M
“layered software enhancements If the Contractor provndes notice fothe - - v

* "State that the Syslem s performance and availability will be adversely -

raffected if the State .elects not. to 1mplement the’ layered software. . - ' - Ty
-enhancements, the State waives its right to any credits set)forth above ;
until the State unplemcnts the reqmred Iayered software enhancements.

- The Comractor must perform backup procedures as fo]lows

Weekly futl backups; Continuous Data . Vaultmg , . "

[.2.1.2.7.3. Through the use of relational database backup agent technology'

where transaction logs are backed up on desired intervals daily.

The Contractor must resolve system outages within 120 minutes of the
occurrence of an outage for all matters that can be resolved by the
Contractor. If an outage is longer than 120 minutes, the Contractor will
work with the State to ensure the State is informed of:the knowni issues
and the resolu(lon plan.

The Contractor.must ensure that the performance of the Licénsed

g & o sl " T e
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~ EXHIBIT.B -

STATE OF NEW HAMPSHIRE : SHEY

) g 0= 0 DEPARTMENT OF HEALTH AND. HUMAN SERVICES
" 'DHHS-$5-2024-GLENCLIFF-01-ELECT-01- #2024:094 DHHS

Electronic Health Records .atiG_lencllff
STATEMENT.OF WORK

S 20210

XL o)

K223
. e 1.2.1:2.14,
o T T '
S o e A)
; B)
".I. ! ! " : > -' i
o 1,"." e e C)

< Daige 2T

A & ey B " . 1.2.1.2.7.6. Procurement

S U L S 1212761,

163
Contraﬁg/%lﬂals Q

{

Software in a hosted bonﬁgunation will not .{rary malerially from-the-

’performance of the Licensed Software in a Self-Hosted conﬁguratlon
[fthe State prowdes sufficient bandwndth to prevent latency for end user. .
“operations and average screen. refresh time exceeds five (5) seconds, the
- Contractor will use commercially. reasonable efforts to work with the
‘State to isolate and rectlfy system performancc botllenecks

The State shall be responsible for:

1 .2.1.2.7.4. Forecasting and scheduling the need for additional test environments,

subject to Contractor availability.

& 1.2.1.2.7.5. Provndmg and maintaining ¢lient workstatlons that meet the mlmmum

requirements for the use of the software.

and implementation - of a- telecommunications
infrastructure network with bandwidth adequate to accommodate the'
State's use of the Hosung Services.

The Contractor may be required to assist the State in .
determining whether the State has adequate bandwidth. The
State agrees that determining the level of bandwidth of the
State's network and the cost to increase the bandwidth of the

+ -State's network in order to achieve-an adequatc bandwidth is
the State 5 respons:blhty et

The- State’s producllon enwronment will” be deployed uswg the
Standard High Availability option, whereby the State’s environment

. will use fault lolerant components atasmgle location including, but not

Itm:led to, a Tler 4 data center.

The System will be considered in a System Stab:hzanon Penod durmg )
the seventy-two (72) hour window followmg the First Productive Use -
and following a Major System Change. During a Systeim Stabilization

Period, changes to the -System may be required o achieve optimal -
performance. and Unscheduled Downtlme or Scheduled Downtime

- minutes do not apply.

‘Definitions For System Availability Calculation
First Productive Use means the date lhat data is being accessed or
entered in the Hosted System for processing or revuew in the State’s
commercial environment

Major System Change means a material change to the system,
including a backend upgrade, operating system upgrade, newrelease
‘upgrade, SAN upgrade, database upgrade

Scope of Use (for hosting) means. _a'r_netric'used to define thé-limits
of the hosting services as provided for in the Master Agreement (i.e.

"o . '’Pagetofds B N B
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G aeilee, S .. . STATEOF NEW HAMPSHIRE SRR TR e
SR SR o U DEPARTMENT.OF HEALTH AND HUMANSERVICES  ~ - -t e
¥ R g, , DHHS SS-ZOZ4—GLENCLIFF—01 ELECT 01- #2024 094 DHHS e R
e 1 ki L T , Electronic HealthSRecords at Glenchff ‘ St A . ' ‘
R R EXHIBITB STATEMENT OFWORK ow s R Y S
"1‘ o e [ ! - . 7 v ! 'l'!-,
¢ ‘r o B . 1) L, _v_" number ofnamed!concurrent users) t g : Vo ‘ i 5 R
5 o D), _ Service Package.means software des;gned to fix ldentlﬁed Problems
. b NI or Defects in the Licensed Program(s),Ancluding document__atlon and i e
B R o = xrélease notes made-available with such patch or service pack..-~ = ' . o
t;"_-.,'t- “iE) . Sysfem Stabilization Period is the penod durmgthe seventy-two (72) ,-:’a'
L AR A = - hoir window. following the First Productive Use and followmg a i
- : i MaJor System Change. : _
= ¥ ""; = 1213 E).cepuons " ] : : —
iiw T S . 0. ! | ' ¥ . i
g *' T "L2.k3.E The State will not receive any credlts in connecuon with any fallure or 253
ERT T STETT e T deficiency of Hosting Availabitity caused or assomated with:
e \"'_ 4 ! 1200 A4.1.1." An event of Force Majeure;’ -
: a0 i ' " *enk
. L 1.2.1.4.].2. Failure of access circuits to. the Contractor s Network, i
s P atly T G £ ." unless such failure is caused solely by the Contractor; Loma
,. 25 fd ' L 1.2.1.4.1. . Scheduled maintenance, scheduled backups, scheduled o
g ’ ‘ restores and emergency maintenance and upgrades; - .
I.2.I 4. I 4. Issues with FTP, POP or SMTP State access; _ B
; 1.2.].4.1.5. The Statc 's acts or omlssmns (or acts or omissions of o s "J“;..
,1f - Fa others engaged or authorized" by: the State) including, Y
il f without limitation, custom scripting or- coding (e. g CGi, - "_.;_"
- . .. -Perl, Java, HTML, ASP, etc.), any negligence, wnllful. cme eee VR
. ARER T : mlsconduct or misuse of the Services; .. A T |
b \ ,I.2.l.4.l.6. E mail or - webmail dehvery and transn‘nssuon ‘f
. \ ? I.2.I.4.1.7. Outages elsewhere on the In(emet thathlnder access to the . st '
S _-State’s . accouni. The Contractor guaranlees only those T LA
b TR u . areas considered under :the “control - of .thé Contractor, A S
: ' .including, but not limited to, the Contractor’s server links - s & oy
- .. to the lnternet ‘the Comraptor s routers, ” and- the = 8oL
Lo R Contractor s servers. I ' e
S . ,1.2.1.4.1.8. .Use‘ of a VPN or similar connection which”is not R _' -
exclusively within the Contractor’s control at both ends- |
of such connection, and where the problem occurs in the "
’ part of the VPN which is not under the Contractor’s
control.
; “ 1.2.1.5.  Scheduled Maintenance )
- ¢ 1.2.1.5.1.  The Contractor may establish a monthly maintenance window for v
o ; ) . the purpose of upgrading, patching, modifying, and repairing 2 o
e Lianr _ - portions or the entire cloud computing environment. g
[—lt;lull ' ‘ . . . a3 V _' A
| AR o Ty ' 4 < f;fu.'
A EU Page 17°0f 45 o ] B i d
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T A T ; STATE OF NEW HAMPSHIRE
Fou e DEPARTMENT OF HEALTH AND HUMAN SERVICES

ES DHHS SS-2024 GLENCLIFF—OI-ELECT-OI- #2024-094 DHHS -
L G . " Electronic Health Records at ‘Glencliff’
e oy EXHIBIT B - STATEMENT IOF. WORK

1 3 Contract End- Of-Llfe Transmon Serwces

-1, 3 1°-  General Requlrements A

1'3.1.1. If appllcable upon termination or explratlon ‘of the Conlract the Part:es agree to
¥kl e § - cooperate in good faith to effectuate a smooth secure transition of the Services from
L -the Contractor Lo the State and, if applicable, the Contractor engaged by the State to
e T ;assume the Services prewously performed by the Contractor. for this section the new

.. Contractor shall be Known as “Recipient”. Ninety (90) days prior to the end-of the
- contract or. unless -otherwise specified by -the State, .the Contractor must begin
g _workmg 'with the State and if applicable, the new Recipient to develop a Data

e e Transutlon Plan (DTP). The State shall provide the DTP template to the Contractor

1302 The Contractor must use reasonable efforts to assist the Recipient, in connection with

R " the transition from the performance of Services by the Contractor and its End Users
to the performance of such Services. This may include assistance with the secure
.. . _ transfer of records (electronic and hard copy), transition of historical data (electronic
& & and hard copy), the transition of any such’ Service from the hardware, software,
, et T ~ network and te]ecommumcatlons equnpment and internet-related information
il " technology infrastructire - Internal 1T Systems™) of Contractor.to the Internal [T

Do g * Systems of-the Recipient and cooperation, with and assistance to any third-party. -

B L ' consultants engaged by Recipient i in connection with the Transition Services.

i . 1.3.1.3. 1 a.system, database hardware, software, and/or software licenses (Tools) was
".s. , . .. purchased or created to manage, track, and/or store State Data.in relationship to this

: i contract said Todls will be-inventoried and returned to the State, along with the.'
Ik T .mventory document once transmon of State’ Data is complete. ‘
feTd 13014, The mtemal planmng ofthe Transition Services by the Contractor and its End Users

w1l o . shall be provided to the State and if applicable the Recipient in a timely manner. Any
oo o suchTransition Semces shall be deemed to be Services for purposes of this Contract.

Y eSS Should the data Transition extend beyond-the ‘end of the Contratt, the Contractor

R l.: i agrees that the: Contract Information Security Requirements, and if appl:cable the

S . State’s Busmess Associate Agreement terms and conditions remain in‘effect until the
S Data Transitién is accepted as complete b}f the State.

1.3.1.6. In the event where the Contractor has comingled State Data and the destruction or
Transition of said data is not feasible, the State and Contractor will jointly evaluate’
regulatory and professional standards for retention requirements prior to destruction,
refer to the terms and conditions of Exhibit G, Attachment 2 — Exhibit E: DHHS
Information Security Requirements.

_ 1.3.2 Statc Owned Devices, Systems and Network Usage

1320 0f Contractor End Users are authorized by the State’s Information-Security Office to -

latc’s nctwork or system and/or use a state issued device (e.g..computer,

4/9/20
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Contr ctor lnit%als
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oL i’age189f45"'



e ™ A oS

Docusign Envelope ID: 7F2F611B-1E45-439A-86C3-495564EEB15D

6y e 2T ' STATE OF NEW HAMPSHIRE
IRt e DEPARTMENT OF HEALTH AND: HUMAN SERVICES

JENE DHHS §§-2024-GLENCLIFF- OI—ELECT-OI #2024-094 DHHS
e Electronic:Health Records:at Glencliff 8

FHE] & -

A, . ‘EXHIBITB—STAEEEEENTIOF'WORK cul v

e . _ iPad; ce]l phone) in the Autfilment of ithis, Gonxra.c.t, «ach -mdlwdual beéing granted

L access must;

N " 13:2.1.1) Sign and abide by applicable’s State i Néw ,Hampshir'e Department of.
Tl I _ - Information Technology (NH DolT)1use : agneements policies, standards_ K

’ £ .f. procedures and gu:de]mes and comiplete apphcable lIammgs as reqmred

I :3.2.2. Use the information that they have permission to access solely for conductmg official -

. state business and agree that all other use or access is strictly forbidden including,
. ~.  butnot limited, to personal-or other private and non-State-use, and that at no time
shall. they access or 'mempt to access information wnthout havmg the express

i, T T author:ty of the State to do so;

o+ 7 1.3.2.3.1. Not copy, share, dlSt!‘lbUte sub-hcense modify, reverse engineer, rent, or sell
.+ .+~ software licensed, developed, or being evaluated by the State, and at all times
Phe: 8 £ ,must use utmost care 1o protect and keep such software strictly confidential in
R ' acco'rdance with the license or any other agreement executed-by the State;

o £.3.23.2.  Only use equipment, software, or subscr;ptlon(s) authonzed by the State’s
= *Informatlon Secunty Office;

l'.:3.=2.3.3. Follow the State’s proccdure for requestmg and mstal]mg S(atc authon?cd

g software on State equ:pment ce T
wer 32 1.3:2.3.4. “Agree that email and other eiectronlc commumcanon messages created, sent,
AL R . and received on a state-issued email system are the propérty of the State of New -
1 TR e ~'Hampsh1re and to be used for business purposes only~Email’is defined as _
oL ' “internal cmall systems” or “state-funded ematl systems

Cmril iNEe I';.'3._2i'_3.5.:' 'Agree that usé of email must follow State. and NH DolT pollc:es standards' ‘

e A 08 ‘and/or guidelines; and i

. T 13236 Agree when unhzmg the State’s email system

' affiliaie. DHHS.NH. Gov . . :
w7 1.3.2.3.62. Include in the S|gnature fines information' ldentlfymg the End User as a non--
' state workforce mémber; and . . _ ‘

- 1.3.2.3.6.3. Ensure the following confidentiality notice is embedded underneath the
signature line:

Il

13.23.6.3.1. CONFIDENTIALITY WNOTICE: “This message may contain
information that is privileged and confidential and is intended only
for the use of the individual(s) to whom it is addressed. 1f you receive

this electronic message and an)r attachments from your system. Thank
you for your cooperation.™

. i ' L

. ..I I . Initial o "
Contractor,lmtlals — MmO :
< 4/9/2025 . T \ \

L e 1 2 3. ‘Not access or attempt to access information in a :manner unconsnstent with the
e - approved policies, procedures and/or agreement relating to‘system entry/access

1.3.2.3.6.1. To only use a.state email address dSSlgned 10 lhem with a “@

- this message.in error, please notify the sender :mmedlately and delete

A
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o L .STATE OF NEW HAMPSHIRE _ x
e - DEPARTMENT OF HEALTH AND HUMAN SERVICES -+ '~
;f;_'-.-_'. R e DHHS §$8-2024-GLENCLIFF-01-ELECT-01- #2024- 094 DHHS' ;-
P .__::' , " Electronic Health Records:at Glencliff. . ,
ek SR . EXH]BIT B- STATEMEN'JT OE WORK . - T
:l_ s t . 1323632 .Agree End User's will unnly access lhe Slate intranet to view. the -
Fre Fonl ' . Department’s’ Policies .and “Procédures- and Informatlon Security
it . webpages S -
s 5 l 3. 3 Contraétor End Users with a State_ issuediemail, access or potentra! access to Conr' dent:alu-
i .' .f: S Data and/or a workspace.in a State bmldmglfacrhty, must;: ; :
e ~ 3 -1.3.3. 1 Complete the State’s Annual Information Security & Compllance Awareness Training .
o s r H prior to accessing, viewing, handlmg, hearmg, or transmrttrng State Data’ or

Conﬁdentlal Data.

7 e e '_:;- 1.3.3 2 Sign the State’s Business Use -and Confidentiality Agreement and Asset Use
e T . Agreement, and the NH DolT Statewide Computer Use Agreement upon execution of
the. Contract and annually throughout the Contract term,

LE Ta" .'.I

V134, The Contractor agrees if any End User is found to be in v:olatlon of any ofthe above-
staled terms and conditions of the Contract, said End User may face removal from the
. Contract, and/or crlmlna] and/or civil prosecution, if the act constitutes a vrolatlon of ]aw

g upcommg transfers or terminations of End Users who possess State credentials and/or
S “.badges or who have system privileges. [f End Users who possess State credentials and/or
R _ ' badges or who have system privileges resign or aré dismissed- without advancé notice,

At M I8 the Contractor agrees to notify the State’s Informatlon Security Office immediately.

Jf appllcable the State will_ work with Contractor to_determine requirements -for
‘' providing necessary workspace and State equipment for_rts End Users.

[

T AT 4 Dclwerable Rcvrew and Acceptance . ; 3
.t ‘t

R

LT 1 41" .Non- Software and ertten Deliverables Rcwew and Acceptance

T T 7 1400 The Contractor must provide a written Cemﬁcat:on thata non-soﬂware written
LES ™ D 3 deliverable (such as the Test Plan) is-final, complete and ready for-review.
Ut L "~ After receiving such Certification from the Contractor, the State will review

A g LI:.; i " the'Deliverable to determine whether it meets the réquirements outlined in this .

"‘ E . rejection of the Deliverable, or its pamal or conditignal:-Acceptance of the
Kot Deliverable, within five (5) business days of the State’s receipt of the
Contractor’s written Certification; provided that if the State determines that the

State needs more than five (5) days, then the State shall be entitled to an

- _ extension of up to an additional ten (10) business days If the State rejects the
£ Deliverable or any portion of the Deliverable, or if any Acceptance by the State
is conditioned upon completion of any related matter, then the State shall notify

the Contractor of the nature and class of the Deficiency, or the terms of the

_ conditional Acceptance, and The Contractor must correct the Deficiency or
i L resolve the condition to Acceptance within the period identified in the Work

R s ! : Initiat & oa :
: -;‘.'} ‘:_il-‘r-;'~,‘-,' ‘:.‘. ‘I . ‘ . ., , ." DS i ) -I. o L
-V g % Contractor Initials:’ L —sin ! ' ' ' .
A Onin- 479/2025 T _ . : can e

r

S LY ) page200res’ k"

‘1.35. The Contractor agrees to notify the State a minimum of three business days prior to aﬂy )

et . Exhibit. The State will notify thé- Contractor in writing of its Acceptance or’

i
Ve

al
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M L . STATE OF NEW HAMPSHIRE

DHHS SS-2024 GLENCLIFF-O]-ELECT 01- #2024-094 DHHS
' .. Electronic Health Records &'t Glencliff :
EXHIBIT B - STATEMENT: OF WORK

DEPARTMENT OF HEALTH:AND HUMAN SERVICES . * -‘~.;_- el

. »
ik L

resolutlon ‘of ‘condition is identified; The". Contractor must " correct the

3 o review the" Deliverable and notify the Contractor of its Acceptance,

mutially . agreed upon timeframe. 1f the Contracior fails to correct the

‘Deficiency within the allotied penod the State may, at its option, continue

reviewing: the Dellverab!e and require the Contractor to continue until the
. i Deﬁcnency is. corrected, or |mmedlately terminate the Contract, declare the
: _ Contractor in default and or pursue its remedles at law and in equity. -

1 5 Soft“ are Dehverables Rev:ew and Acceptance

i

i i 'i-'-:" i? e 1.5.1 System/Software Testing and Acceptance shall be performed as set forth in the Test

5 & herem

/
Unless the State otherwise specifically agrees in writing, in no event shall the
Contractor cemfy for testing and deliver to'the State more than three (3) Deliverables

- three (3) at-a timé wnhout the -authorization of the State: -

i S F 6 “The Contractor must be responsible for meetmg the Techmcal Reqmremenls |dent1fed in Exhibit

L iy G Attachmcnt 1-1T Reqmrements Workbook.

i . i
'l'..n’ h. & .- 8 - : Wi -t
e E T | '

By acceptlng a Dellverable the _ State reserves the. rlght to reject any and all
Delwerables in the event the State delects any Deﬁmency in the System, .in whole-or in

“ Acceptance Testmg, and any extens:ons thereof. .
- ‘L 0
A 1 8 Changc Order :
"\ :. .+ 1.8.1 ‘TheState may make changes, revisions or request enhancements to the Scope of Work
o . . at any time by written Change Order. The State originated changes, revisions or
) , enhancements shall be approved by the Department of Information Technology. Within

five (5) business days of Contractor’s receipt of ‘a Change Order, Contractor miust

o advise the State, in detail, of any impact on cost (e.g., increase or decrease), the.

Schedule, and the Work Plan.

g ',: 1.8.2  Contractor may propose a'change within the scope of the: Contract by written Change
T Order, |dent1fymg any nnpact on cost, the Schedule, and the Work Plan, The Stale

W PageZlolag el St L T

L]
ven e 7 ki sl ] LR T [ i feyi L3
LA " 1y, s [ e I" o “_ 2 5 s R GaEL

Plan lf no penod for the Comractor s- correction’ ‘of' the Dehverable or-. - 1
. Défic iciency in the Deliverable or resolve the condition wnhm five (3) busmess T

days or such tonger period as the State (in its sole dlscreuon) may agree. Upon'

recelpt of the corrected Deliverable, the Stae Shail. have five (5) business days..

Acceptance in ‘part, conditional Acceptance, or.rejection thereof, with the .
option‘to extend the Review Period up to five (5) additional business days, or. -

" Plan.and more parucularly described in Acceptance and Testing Services described -

" for revieiv or testing at one time. As the State accépts-a Delwerab!e an additional.
Deliverable may be presented for review but at no_time can the Deliverables exceed .

3 ‘part through compleuon of all Acceptance Testing; mcludmg, Soﬂware/Systemf 5
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STATE OF NEW HAMPSHIRE .
DEPARTMENT OF HEALTH AND HUMAN SERVICES

' o DHHS SS- 2024-GLENCLIFF—01 ELECT-01- #2024-094 DHHS

Electromc Health Records at. Glenchff
EXHIBIT B - STATEMENT .OF WORK

C A0

- shall acl\nowledge rece:pt of Contraclor 5 requested Change Order Wllhll‘l five (5) -
-'busmess days The State Agéncy, as well .as ’the. Department of Information .
'Technolog)r ‘must review and approve all Changexorders in'writing. The State shall be
‘ deemed to have rejected the Change Order ‘if ‘the ‘Parties are -unableto reach an

E 186

'191

' 192

5y - " -

agreement in wrltmg within 30 daysiof receipt of the Change Order.

Change orders resulnng in an’ increase of Price Limitation, an extension of time for
Contract’ compleuon ora sngnlﬁcant change 16 the scope of the Contract may require

: ‘approval by the Governor and Council.

A Change Order which is accepted and executed by both'Parties, and if applicable

approved by Governor and Council, shall amend the terms of this Agreement.

_Eachservice or Transnlon phase shall be deemed.completed (and the Transmon process
~'finalized)at the end of 15 busmess days after the product, resulting from the Service,

is delivered to the State and/or the Rec:plent in accordance with the mutually agreed

“upon Transition plan unless within said 5 business day term the Contractor notifies
‘the, State ofan issue requiring addluonal time to complete said product.

Once all pames agree the data has been m:grated the Contractor will have-30 days to
destroy, the data per the terms and conditions of Exhibit G, Attachinent 2 Exhibit E:
DHHS Informatlon Secunt)r Requirements. : .

‘Inthe event thie State is not satisfied with the results ‘of the Fransition Service, the State
.‘shatt nonfy the Contractor, by email, stating the reason for the lack of satisfaction
“within 135 busmess days of the final product or at any time- during the data - Transition’

'process The Parties shall discuss the actions to be taken to resolve the disagreement or
issue. If an agreement is not reached, at any time the State shall be entitled to initiate

2 'actlons in accordance wnth the Contract. ) : g

¥ P -

The Contractor must.manage Pl‘QjeCt execution'and provide the tools needed to create .

.and manage the Project's Work Plan and tasks, manage and schedule Project staff, track
and manage issues, manage changing reqmrements maintain communication w:thm
the Pl‘Q]CCt Team, and Report status. ; : '

The Contractor and the_State shall adopt a Change Management approach to |denttfy

~andplan key strategies, commumcatuon initiatives, and training plans.
Background Checks

1.10.1 The Contractor must conduct criminal background checks, at its own expense, and not

utilize any End Users, to fulfill the obligations of the Contract who have been convicted
of any crime of dishonesty, including but not limited to criminal fraud, or otherwise
convicted of any felony or misdemeanor offense for which incarceration for up to |
year is an authorized penalty. Contractor agrees it will initiate a criminal background

check. re- investigation of all emplayees, volunteers, interns, and subcontractors -

assigned to this Contract every five (5) years. The five (5) year period will be based on
the date of the last Crmunal Background Check conducted by the Contractor.

Contract/or ]nltlals — OB R

o
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g : STATE OF NEW HAMPSHIRE + :
L e DEPARTMENT OF HEALTH_AND HUMAN SERVICES

e O . DHHS- SS-ZOZ4-GLENCLIF’F—0]—ELECT‘01 #2024-094 DHHS
. ':'." L ; Electronic Health Records at Glencllff i
B e N G A EXHIBIT'B — STAT.‘EMENT OF. WORK -
. o "c & L 10 2 The Contractor must promote andmmmam an awareness of the importance of sccurmg
& :’_'-'"5- ' e SE o, the State's information among the Contr‘actors End Users. Contractor’s End Users shall

P ) o L not be permllted to‘handle, access, view, store*or dlscuss Confidential Data until an
: - 32 e =t attestation is received: by the Contractor- that all Contractor End Users. associated with
P,w v - fulfilling the obllgauons of this' Contract are,. based on, criteria provided herem are,
S - eligible to partlmpate in work assomaled with this Coritract. o BT

7. T 110.3 The State may, at |ts sol¢ expense, conduct reference and screening of the Contractor
o . PI‘O_]CCI‘. Manager and the Contractor Key PrOJect Staff.

f'_"._.__}_ l_f.lv]‘_;; Pro;ect Management

* - record- and “ manage .Issues, Risks, Change Requests, Requurements and other
o | documents used in the' managemem and tracking of the.project. The State believes that
‘effective communication and Reporting are essentlal to Project success. The Contractor
ST must employ effective communication and Repomng strategies-to ensure Project

© s e success. The Contractor Key Project Staff shall participate in meetings as requested by
o the State,.in accordance with the reqmrements and terms of this Contract

1. 11 2 The, Pro;ect réquires’ the coordinated efforts of a PrOJecl Team cons15tmg of both
Contractor and State personnel Contractor must prowde all necessary. resources to
A e S perform its obhgatlons under the’Contract. Contractor is responmble for providing ail

i ~1.12.1 The Contractor 5 Contract Manager '

. ;3" S ] P ]2 L The Contractor must assign a Contract Manager, who w1|| be responsible for all
' . ",_’,d, 3 Contract authérization and administration,, including. but not limited to
e L‘]I;.‘-,_:-f-:l,-“‘,-‘u} S processmg Contract documentatlon obtalmng execuiive approvals, tracking,
o ST T costs and payments, .«and  representing “the' parties. in “all Contract -
e 2 admlmstratwe activities. Contractor sContract Manager 15:
i I I .. .GarimaNagar ;
iR e : : 2 o B -
ot S S ' e Garima Nagar@matrixcare.com ., , i

- (930) 272-8457

1.12.2 The Contractor’s Project Manager

1.12.2.1  The Contractor must assngn a Project Manager who is qualifi cd to perform
or supervise the Contractor’s obligations under this Agreement. Contractor

i " v Project Manager is: i
P e W ' - Brian Tolkkinen
a4 7 , 1
g R .. . Brian. Tolkkmen(Dmalrmcalc com
b 2 T (ot w % oy (95?)995 98]2
! Contractor lmtlals = il * L T L :
..4/-9/2Q25; !." _" G o AR i i o __ LR _'f i
N - : . I:‘_-‘ a1 ., ‘ Lt : - i .:___".-PI ._1_ ‘ __}‘.' o ; ¥ ... I f
2 S , Sa TR s TPage@dpfan et CTanl Y UL N T s TR

- s PRy SE - N ey e e i - s L. .
- e R S . s ; , L
L B (TS PR -

" 1.11.1 The Confractor must_ ‘use Slate standard tools: for project tracking and templates- ‘to

appropnate resources and personne] to manage this PTOJeCt toa successful complctlon -
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. STATE OF NEW HAMPSHIRE
Vi g DEPARTMENT OF HEALTH ANDHIJMAN SERVICES

DHHS S$8-2024- GLENCLIFF—OI—ELECT-—(H—#2024—094 DHHS
sy _ . . Electronic Health Records.atG]encllff 1
Fa Sy ' VEXHIBIT B - STATEMENI,QF,WORK. -

BT, = ' 3o . an T -

& 111222  The Contractor’s select:on of lhe’Pro_;ecIManager sha]l be subject to the prlor
i © written approval of the, State.-The-State’s approval process may include,
" without limitation, at the State’s discretion, review of: the proposed Project
- Manager’s resunie, qualifications, references, and background checks, and
an interview. The State may require removal' or reass:gnment of Pro;ect
"Manager who, in the sole judgment of the State, is found unacceptable or is
not performing to the State’s satlsfactlon

1.12.2.3 Pl‘OjeCI Manager must be qualified to perform the oblrgatlons required of the

. position under the Contract, shall have full authority to make binding

. . decisions under the Contract,  and shall function as Contractor’s
_ s+ . representative for all admmrstratlve and « management matters. Project
-Manager must be available to- promptly respond ‘during normal Business
Hours within Ten (10)hours of inquiries from the State and be at the site as
needed. Project Manager must work diligently-and use h:s/ her best efforts
on the Project.

e

l 12.3 Change ofPrOJect Manager h : - -

_ assignment of Project Manager without providing the State written notice
." and:obtaining the prior approval .of the State of thé replacement Project
e Manager. State approvals for, replacement of Project Manager shall not be

-sameé requirements and review’as,set forth above. Contractor must ‘assign a

replacement Project Mandger within ten (10) busrness days of the departure

of the prior Project Manager, and Contractor'must continue during the ten
. o .(10) busmess day period to provide competent pro;ect management Services
Foocd ik _through a quallf'ed mterim. Prolecl Manager. .

" Project Staff who are’ found unacceptable to the State. Contractor 'must not
_ * change Key-Project Staft commltments without prowdlng the State written
4 - *notice and obtaining the prior: ‘written approval of.the State. State approvals

e ; Key Project Staff bemg replaced
SR R S The State Key Project Staff
. - 1.13.1 The State Contract Manager

1.13.1.1 The: State shall assign a Contract Manager who shall function as the State’s
. representative with regard to Contract administration. The State Contract

st Manager is:
.._- ) g i l.ll 5 : .C‘] i ) ..__. _ i’ :
e Cen[raclor!mnals - R, P B e S i
) e 4/9/2025° " T, , e N
) :I"*'__' . ‘_I- r-. 3 ) X g P:-lgl! E{N 45 ¥ )

1.123.1  The Contractor may not replace the PrOJect Manager or change its

; ,‘unreasonably withheld. The replacement Pro_lect Manager’is subject to the

1 1232 The Siate réserves-the rrght to requlre removal or. reassrgnment of Key.

for replacement of Key PI’OJE:C[ Staff will not be unreasenably withheld. The '
.- replacement Key Project.Staff shall have comparable or greater skills than -
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PRS0 A I .. STATE OF NEW HAMPSHIRE . -

s ” S DEPARTMENT OF HEALTH AND HUMAN SERVICES 2 e TR, g
= TR 'DHHS- $5-2024-GLENCLIFF-01-ELECT-01- #2024-094 DHHS |, " .i+7
{3nf- U0 " . Electronic Health Records at Glencliff - . G T T
il T TP e A P EXHIBITB STATEMENT OF: WORK o i o ‘
oo B e L - e .
r ) J : ) Kevm A Lincoln, Admmlstratorlll State ofNew Hampshlre . _. . %
! r_‘-,,_ . . .." -:._.: o I,'I' & Kevmameoln@dhhs nh.gov - _"‘ g B Ly e
CNipigenme BE K . 603)271-5752 - £l
: , ,’L { : 1 13 2 The State Pro_|ect Manager Fa v -, Fiow R E :‘.r,-.
s e \ﬂd‘ vtl, o B13.2:1 The Stale shall aSSIgn a Project Manager. The State 5 Pro_yect Manager is: | =
] A T & B ST ; _ Sean Hollingsworth, Senior Director, Hospital Informatlon Systems i
r : : L '*-.Lj%'-'-'.l-_'-_g;," i ;- " \State of New Hampshne
Bl r -f ' il LR N : Sean P. Hollmgsworth@dhhs nh gov. . ,
N N R O B 1< S Se o S
; ‘ oy e ST I.l3.2.2 The State Project Manager s duties shall mclude thé fo!lowmg R A .
i ' . > i 1.13.2.2.] Leading the PrOJect ' i
e I-.-h+ “, ‘; .- 1.13.212.2 .. Engaging and managlng all Contractors workmg on the !
. e ' : — —— Project;
i ‘ ; - ;'T,. R o 1. 13.223 .Managmg mgmfcanl issues and nsks ' - = e,
: 5 N ' :. . I l3 2. 24 _Rewewmg and acceptlng éoptract Dehverabies . : s

_ _ I 13225 Invowemgn -offs; . o ) i i ‘ e
F AR S ; l.b.2.2.6_ Review and app‘rot?al-ofChange Orders; :

113227 Managing stakeholders’ conce-r'ns.;_ . . - ooTE R

v ' £ .
.‘_V.,{ .-"',' e . o wlate ‘ . S SV _ [ e
Acceptance & Testmg Serwces ‘~ Lo eobee T, T St

1.04.1 The Contractor must support the Electromc Health Care. System for State and G]encllff ‘ ',

. : vk Home Program staff to test system mterfaces and use. _ _ ] R :

'-rJ..r, g et \ LT ‘ & R e

: 1‘15(,,“ Mamtenance, Operatlons and Support . =, i i W R Wi g el

1 lS 1 System Mamtenance o B, gt E B _ R N

.-.‘f'“_‘_, < ' et
vz H LEE Lt - 15000 The Contiactor mustmamlam and support the System in allmaterlal respects :
RSTI . as identified in Exhibit G, Attachment 1 - IT"Requirements Workbook, . o

116" SystemSupport ' . L

'+ 1.16.1 Fhe Contractor must perform on-site or remote techmcal support in accordance with
the Contract, including without limitation the requirements, terms, and conditions
contamed herein. |

’ ', 4 117 Support Ob]lgatlons 5

; i3 ] 2 BE 171 "The Contractor must repair or replace Software and provide maintenance of the y :
LaZ, O R ' Software m accordancc \\'lth the Specifi eauons and terms and requurements of the ik

:"I-.-:- =y fiihs < fniia : i .
e W '-'.rl c;} ré[ o = R B t Hel R ’ sy ‘ ..'_- ; R
: i |-|.. 3 F .II.-

e

3
v b
fau

AR
. Ao ; T opr b el T Ay
L i & ! i g P i, rR i e L T - 3 i i Y '
o . Page250[45 PR T g = i G e
FR S T T O i "‘“‘" hal e g O R Ay W '
g 4 e - S -'11 I R # B Vot N e i pira IR :-"i
. i o TR
1 $o e "
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L, 7 . STATE OF NEW HAMPSHIRE -
. .27 . " . DEPARTMENT OF HEALTH.AND HUMAN SERVICES . L

5 Vs B iR DHHS $5-2024-GLENCLIFF-01-ELECT-01- #2024-094 DHHS -
> : Electromc Health Recordsiat Glencliff
- EXHIBIT B- STATEMENT.OF WORK .

e T R S ) R - r o .- . . . ' -

It Contract

"1.17.2 The Conlractor must maintain a record of the activities related to Warranty repalr or
P mamtenancc actwmes performed “for the:State;

b WO I 1 173 If the Contractor fail§ 16 correct-a Deficiency, The Contractor must be deemed to have
Sy :‘_ ; corninitted an Event of Default -anidithe State shall have the right, at its option, to pursue
Nt the remedies as defined in the P-37 General Provisions, Provision 8, as well astoreturn
Ro o S * the Contractor’s product and:reccive a.refund for all amounts paid to the Contractor,
! AN T .~ including but not limited: 10, ‘applicable License fees, within ninety (90) days of
' ' notiftcation to the Contractor of the Staté’s refund request.

- 118 Contract Warrantles and Representatlons
2 1181 System '

i e o 1.18.1.1 Thé Contractor warrants that any Systems provided under this Agreement will.
T operate and conform to the Specifications, terms, and requirements of this
;‘,' o , Agreement

-~ 4 119 Sofhr'are

F e B ¥ e Bty 19.1 The Contractor warrants that any. Software provided as part of this Agreemeiit,
S :_3‘,'*'*-'-"- " :“including the individual modules or functions furnished under the Contract, is properly -
-7 Wles i functioning within the System, compliant with' the requirements of the Contract,-and -’
TG % e w1]l operale in accordance with the Specifi catrons and terms of the Conlract

o e _ '_. i —* 1.19.2 For any breach of the above Software warranty, in addmon to all its other remedles at
IR L Iaw and m equlty, at the State’s optlon The Contractor must:

i g Cmmae by T

E Pl e IEeS AT 11921 provlde the’ correcuon of program errors that cause breach of the warranty, or
s AR

R e e réasonable manner, the State may end its' program license if any and recover

i TR " the fees paid to’Contractor for the program license and any unused; prepaid 1
dlaar WaES e SRR sl -technlcal support fees the State has paid for the program license; or: - '

PU™ s s TR oy, - 11922 the re- performance of the deﬁcrent Servrces or’

An el iRy T L L1923 f Contractor cannot substanhally corréct a .breach in a commerc:ally iy
UM T e reasonable manner, the State may end the relevant Services and recover the
' . . fees paid to Comractor for the deficient Services.

120 Compatibility

1.20.1 The Contractor warrants that all System components, the components provided, any
: replacement or upgraded System Software components provided.by Contractor to

5 =y correct Deficiencies or as an Enhancement, shall ope1 ate with the rest of the System
= 3 without loss of any functionality.

G ¥ § Services = _ ;

L '. 1.21. 1 The C r‘&l’.‘tbr warrants lhal all Servrces to be prowded under thls Agreemem will be

oW % b - o . B 5 - e

; P_age‘_.2§5 0}145’—'- 2

WM D Lk 1 AE Contractor cannot substanually correct such breach ina commercrally o
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ke T e ' STATE OF NEW HAMPSHIRE | . ,
RN DEPARTMENT ‘OF HEALTH AND HUMAN 'SERVICES R e el i
(R St ! DHHS $$-2024:GLENCLIFF-01-ELECT-01-'#2024-094 DHHS T %
e e _ ' ElectrocheaIth Records at. Glencliff . . L
biaw AR . . EXHIBIT B—STATEMENT ‘(DF'WORK . T

1l | T t ‘ - : . -8 b )

Ut o 7 ' prowded exped:ently, in; arprofess:onal manner, .in ac.cordance w:th mdustry standards
e -and that Services will comply w:th perfo::mance standards Spec1f' ications, and terms
#ii ,' S of the Contract, ! o el

[ S

122 . \Data Protectlon .o - ) -- o
! , - 1.22,1. The Contractor must compTy \wth Exhlbler' Am:;hment 2- E\hlbll E DHHS :

: RS ':,1'-" ; Informatlon Secunty Requirements.
T a, - PR

71237 Dnta Integration and Ingcstlon
T P T 123 1 The Contractor must, for .the electronic healthcare record so]utlons implemented
G Lol WY - provnde the prof’essuonal services and automated dally, no less than once per day, ability il
e L isde o7 toexport and/or provide direct data connection access all of the data maintained by the T . <,
= o UmoyTs 7T ¢ system and if needed delivered. to the State via sFTP, ‘per- Exhibit G, Attachment 2 = - gt
= ey . Exhibit E:'DHHS.Information Security Requirements or-anothersecured methodology + T,
J mutually agreed upon by both parties. Additionally, a data dictionary and mode} must . :

e , " “be provided for any data being prowded to the State. . oy

-

1.23. 2 The Contractor must prowde professmnal services (0-assist in the ingestion of the data ; ;
provided utilizing the State's Informatica, Oracle-and. Tableau tools as well as create gt
data models,”visualizations, reports and dashboards for data analytics in the State's yh

: Enterpnse Business intelligence (EBI) system that currently consists of an Oracle 19¢ £y,
. 'database, Informatica for ETL and Metadata Management and Tableau for reporung : At
« = and data vlsuahz,atlons ' '

. , o AR

Data Location " ' . : ' o, '

. 1.24. 1 The Contractor must provide its Scrwces to the State and :ts end users solely from dala
- .f-centers within.the contiguous United States. All storage processing and transmission -

' “of Confidential.Data and State Data shall be restricted to information_ technology G T

e S, systems Wwithin the contlguous Umted States “The! Comractor must not allow its End” © T 4
"¢ "Users, as defined in Exhibit G; ‘Attachniént 2 - Exhibit E: DHHS Information Security ™~ -~ "** ©+ i,

" Requirements; to store Confi denual Data or State Data on portable devices, including ) =

- personal computers, unless pnor written-exception is provided by the Depanment of .

“Health and Human Service’s: Informatson Security Office. - _ : b I

y

: Prlvacy lmpact Assessumnt (PIA)

. W 1251 Upon request, the Contréctor must allow and assist the Slate in conductmg a Privacy -

' ) ’ +lmpact Assessment (P1A) of its system(s)/application{s)/web portal(s)/website(s) or

. - State system(s)/application(s)/web portal(s)/website(s) hosted by the, Contractor if

- ‘ Personall}r Identifiable Information (PII) is collected, used, accessed, shared, or stored.

" To conduct the PIA the Contractor must provide the State access to applicable systems .,
and documentation sufficient to aliow the State to assess at a minimum, the following;

. Joeet oo 125010 HowPllis gathered and stored ‘ i =
e, sh, Fan T * ; o T ;
. _:-'. fre 1.25.1 2 Who will have access to Pil _ o o
Ly ! Initial . ) . : ) . s \ ,
.". T TR , . T. i A . . ki - M vk ; -"..- ‘“:;gr.;
2 Lo v ! ‘ PR ;'}_«'
i = ) Seiom . R
o Pape'2] of 4 e ' 5 S )
SERTEE R Sk DRER & W - -
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: .‘;J:'"éontracltor [muals . ; g : L LR S
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. Terms And Definitions

‘Software Agreement

e A STATE OF NEW HAMPSHIRE 5 s
f'l 2 ‘DEPARTMENT. OF HEALTH AND,;H.UMAN,SERVICES ) T
: DHHS- SS- 2024- GLENCLIFF—O]-EL'ECT—OI #2024-094. DHHS ' "
Electronic Health Records at Glencliff < .
y EXHIBIT B - STATEMENT ‘OF WORK ‘
” \. 1 25 1.3, How PIl \\'l” be used-in thesystem . L . T

1.25.1.4. How mdmdual consem will be achievedand re.voked .and
B 25 i.5 Prwacy practlces '

I 25 2 The State may conduct follow-up PIAs in the event there -are elther sngmﬂcant process
" changes or new technologies inipacting the collection; processmg or storage of. PIL.

-

"1.26.1 The Contractor must provnde the State with. access to the Sof’rware Licenses and -

T _Admlmstratwe Services

Documentation set forth in the Contract, and pamcularly descnbed E\h1blt D: Soﬁware e TR
Agreement :

I o
3

1271 “The Contract shall provtde the State with the Admmlstratwe Serwces set forth in the
Contract, and particularly described in Exhibit E: Administrative Services,

" 1.28.1 Termsand Deﬁmtlons apphcable to this Contract are |denuﬁed in Exhibit F: Terms

and Def'nmons p - . :

Contractor $ Certlﬁcates

1.29.1° Requxred Contractor Cemﬁcates are attached in E\hublt G.

] R

1’ ',. N -

>3 p . F
LR R f - o PRI . T T R T 3
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LR | . STATE OF NEW HAMPSHIRE ]
;w77 . DEPARTMENT-OF.HEALTH AND HUMAN SERVIGES.
- #52. . DHHS- $8-2024-GLENCLIFF-01-ELECT-01-#2024-094 DHHS - | ~ -
i, kB Electronic Health Records at Glencllfl' ' '
g ‘.'»t"'; SR EXHIBIT.C PRICE AND PAYMENT SCHEDULE
EXHiBIT c PRICE AND PAYMENT SCHEDULE r o ,
iy .' The terms outllned in the Payment Schedule is set forth betow

. Jar“ e i 3 i ‘
", 1 'ContractPrlce ‘ ; S
J.

Cad l I Notwnthstandmg any- provnsnon in the Contract - ALK the contrary, and notwnthstandmg
' ‘_-” unexpected circumstances, in no event shall the total of all. payments made by the State exceed
; '-.: "=, the amount indicated in P- 37 General Provisions - Block 1.8:.Price Limitation. The payment
' o7 by the State.of the total Contract price shall be the only, and the completée reimbursement to
"i < the Contractor for all fees and eapenses of whatever nature; mcurred by the Contractor in'the

L
8

i R T performance hereof~ = . - St
i ;

(L 2 Travel E\penses ’ ! c T '. I' '

-t -,
ooy .‘,h_ " .’

§ 2 l" The State will not be responsable for any travel or out of pocket expenses mcurred in the
f performance of the Serwces performed under this Contract. The Contractor must assume all
"+ ... travel and related expenses incurred by Contractor in performance of its obligations. All labor
.I --rates in this Agreement will be considered “Fully Loaded,” including, but not limited to:
" neals, hotei/housmg, alrfare car rentals, car mlleage and any additional out of pocket

. “expenses. - - ' - .

% o ? . 3P

‘3 ShlppmgFees s L

4 lﬁ?ommg

4 l Ther Contractor must submltfconect invoices to the State for all amounts to be paid by the
State All invoices submitted- shall be subject to the State’s prlor {vritten approval which shall

3
P Dellverabtes as ‘permitted- by thé Contract. Invoites must be in a formatjas determined by the

eyt t’ State, and. contain detailed 'information, including without limitation: itemization of each
L 3
bl Lo Delwerable and identification of the Deliverable. for which- payment is sought, and -the

T -‘.""1;-_'..:' +"Acceptance date triggering- such ‘payment; daté of delivery and/or installation;” monthly

g mamten’mce charges any other Project costs or retentlon amaunts’ if appllcable

# -::hf"'_i : \4 2_ Upon Acceptance of a Dellverable and a properly documented and undlsputed invoice, the

State will pay the correct and undisputed invoice within thmy (30) days of invoice date.
Invoices will not be backdated and shall be promptly dispatched. :

. S..~Invoice Address )
invoices may be sent to:

..+ .« Glenclif AP@dhhs.nh.gov ' '
" Financial Manager -
'  Glencliff Home
Wt POSBox 76 ¢
Nk Glencl' o 03238 -

x iy Cun:mcmr Emttak

' Loy

a el

L Pngezsmus' e

,.'
"'. 425 not be’ unreasonably withheld! The Contractor mist only submlt ‘invoices. for Semces or- '

L SO
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e ' - STATE OF NEW HAMPSHIRE
L5 . DEPARTMENT OF HEALTH AND HUMAN SERVICES
o3 RAG 'DHHS- §8-2024-GLENCLIFF-01-ELECT-01- ¥2024-094 DHHS
SR . - Electromc Health Records at Glencliff
g Has EXH[BIT C - PRICE AND PAYMENT SCHEDULE

i T TR e T Y b - . - - !

6 Paymcnt Address

6 I Payments shall be made via ACH. Use the following link to enroll wnth the State Treasury

. He {. i, . for. ACH payments: https //www nh.gov/treasury/state-) vendorsltnde‘( htm

7 Overpaymcnts to the' Contractcr

7 1 The Contractor must promptly, but no later than ﬁﬁeen {15) business days, return to the State:
' -'-_' . - the full amount of any-overpayment or erroneous payment upon discovery or notice from the -

e 0 State.
: ! 8 Cred:ts ; ‘
S JL 8 1 The State may appl3r credits due to the State arising out of this Contract agamst the
S e 7 " Contractor’s invoices with appropriate information attached. ;
e .'.18.2. If the Contractor is unable to meet the uptime requirement, mé Contractor shall credit
7 . State’s account,in an amount based upon the following formula (Total Contract Item
o +7 "Price/365) x. Nursiber of Days Contract ltem Not Provided.. The appropriate credit
=TT e ., percentage will be determined based on the following formula in Secnon 1.2.1.2.3. The
R S _,Contractor must indicate any credits in the following month’s invoice. . - -

5 e 83 . The Contractor must calculate System Availability as set forth below for eaeh month. System
T et et Availability will be calcu]ated as follows (and wnll be rounded to up to the next one tenth of

ae

i apercentage pomt)

"..'-,"‘_u' 6' i e,

.. S - 8 4 System Availability = [(Base Time — Unscheduled D_otvntime) / (Base ,Titne)] X lOO'
9, Prolect Holdback ' & {

¢ B

9 1. ~The State sha!l wnhhold ten percent (10%) of the price. for each Delwerable except Software
‘t 4 . License fees, as set. forth in the Payment Table, until successful conclusnon of the Warranty
Perlod : : A B e

' Y ;-t-'?,‘: . .' “E
Wi 210 Payment Schcdule '

r,r

- 1L IO l This.is & Ft\ed F:mt Price Contract. The total Contract value as tndlcated in P-37 General

- Provisions = Block 1.8: -Price Limitation for the period’ between the Effective Date through -

it N me | date indicated.in P-37 Generat Provisions - Block 1.7: Completlon Date. The Contractor .,

‘x,f:.-' v ‘must be responS|bIe for performing its obltgattons in accordance’ thh thé Contract. This
" © . ' Contract will atlow the Contractor to invoice the State for the. following actw:ttes
i Deliverables, or milestones appearing in the price and payment {tables below:

Deliverable Deliverable Projected
Type Due Date
; . Operations
it T Ongoing Software & . | 7/1/2024—
' 'S Jdpsting Non- ‘

Fa e B 1;7" _'--' ¢ .|' ; 5 vil -: 2 I- Page 30‘_,0'45".““., .. 'Il ‘: Sy l:;l.‘. -. : .
p e 1 . S R 'I. . P LR TOR TL R P
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i g STATE OF NEW HAMPSHIRE
Bt 'DEPARTMENT OF.HEALTH AND HUMAN SERVICES
- e "DHHS- §8- 2024- GLENCLIEF-01 ELECT 01-’#2024 094 DHHS )
b . ‘Electronic Health Records at.Glenchiff :
EXHIBIT C-= PRICEAN D PAYMENT SCHEDULE
.lrl':.‘ ) 3 e |
e Operatlons . .Software T ~6BD£2026
258 Support, and
i} T Maintenance
: ' r 102 Software Llcense Pricing st
" 2 ‘ , . . Glencliff Soﬂware Subscription Table
& ' :._‘:"' " Activity Description Delivery . Payment * -
el "r Date Amount
tho i z “System 71172024, - $25;188
g T FY 2025 Monthly | .hosting, . +6/30/2025 - (52,099,
R L operations, BaT
Subscription support, and
Servicé maintenance morth)
,h & ‘. :
oL ko FY 2026 Monthly . System . o $25,188 .
pipion’ | e s | e
) 20 A 6/30/2026 . - per’
support, and o e .
g ) month)
s malntenance_, : - i
\
{ L
f Page 31 of a5
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b 7T . STATE OF NEW HAMPSHIRE . . Y
PR DEPARTMENT OF HEALTH: ANDHUMAN SERVICES

DHHS $S-2024-GLENCLAFF-01- ELECT 01- #2024-094 DHHS
' Electronic Health Records at'Glencliff . ) g
EXHIBIT D- SOF'I‘WARE LICENSE AGREEMENT

S Ly - . D - 0 2
0 ..r..--' . i PO ¥

b ; i \

L:cense Grant l-or Subscrlptlon and for SaaS{Case3) £, Ol ; R

L Durlng the Subscrtptmn Term the State will receive a.nonexclusive, non—aSSIgnable royalty free,
. worldwide lehl to access and use the Sofiware solelyifor the State’s internal business operations
subJect to the terms of the Contract and up to the number of lleenses documented in the Contract

h The Partles acknowledge that this Contract is a servites agreement and Contractor will not be
s dellvermg coptes of the Software to Customer as part ofithe Contract. -
T3 , Lk ‘Software’ Title. Trtle right,"and interest (including all ownershlp and intellectual property
I oy e r s rrghts) in the Software provided under thlS agreement and its associated documentation, shall

P f,:_'-: »remaln wrth the Contraetor - \

; Software and Documentation. Copies. Contractor must prov1de the State with an electronic
X 'fversmn in both Microsoft Word and PDF formats of the Software’s associated Documentatron
- The State shall .hdve the right to-copy ‘the’ Software and its associated Documentatlon within its
"..(",r possession for its internal business needs. To the extent that the State doés not have possession of
. the Software, Contractor must prowde a copy of the Software andZassociated Documentation upon
: “"request The State : agrees, to.include’ copynght and proprletary notrces prov:ded to the State by the
B "Contractor on such copies. ? ; . :

P

Restnctlons Except as otherwrse permltted under the Contract,,the State agrees not to:

s P
i g B - ' ;.

"‘Rcmove or modlfy any program marklngs for any noltc:c of Contractor s
i propnetary rights; . '
b * Make the programs or matenals avarlabte in an)r manner to any thrrd party for use
~in the thlrd party’ s busrness operatlons e\ecpt as permltted herem or
Cause oF" permit’ reverse engmecrtng, dlsassembly or recompllatlon of ‘the

programs : - s e

Vlruses Contractor must provide Software that is ﬁ*ee of viruses, destructwe programming,

and mechanisms designed to disrupt the performance of the Software in accordance ,with the

v, -7 “Specifications. As a part of its internal development process, Contractor will use reasonable ef’forts
to test the Software for viruses.

E A S SE TG Audit. Upon forty-five (45) days written notice, Contractor may audit the State’s use of
o the programs at Contractor’s sole expense. The State agrees lo cooperale with Contractor’s audit :
+ 1, 5. "7 and provide reasonable assistance-and access to information. The State agrées that Contractor must
AR not be responsrble for-any of the State $ reasonable costs mcurred in cooperating wuth the

."-""]‘33134/9/2025 T s

N T
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o et 1 - - STATE OF NEW HAMPSHIRE
[ RN L7 0 DEPARTMENT OF HEALTH AND HUMAN SERVICES .
DS tghag = DHHS $5-2024:GLENCLIFF-01-ELECT:01- #2024-094 DHHS

5 ' % Electromc Health Records at'Glenchiff =,

. S EXHIBITD SOFTWARE LICENSE!AGREEMENT

2o ke xq., ke
: g -audit. Notwnhstandmg the foregomg, Conlraclor s audit rights are subJect 1o apphcable State and
iy el federal laws and regulatlons - . . ,

)

i WY S Soﬂware Non Infnngement Contractor warrants ‘that it has good title to, or the right to
L allow the State to'use'all Services, equipment,.and Software, inchidingany and all component parts
._rthereof such as third-party. software or programs that ‘may be embedded. in the Software

_ : “(*Contracted Resources™) provided under this Contract,.and that such Services, equipment, and

eV Software do not_violate or infringe any patent, trademark, copyright, trade name or other

.intellectual property rlghts or mlsapproprlale a trade secret of any third party

vy

e : The warranty of non- rnfnngement shall be an on-gomg and perpetual obllgatlon that shall survive
s _- . términation of the Contract. In the event that-someone makes a claim.against the State that any
SRR Contracted Resources mfrlnge their. intellectual property rights, Contractor must defend and
e "~ ' .mdemmf‘)r the State against the claim provided that the State:
el Promptly notifies Contractor in writing, not later than 30 days after the State receives
Bl ‘actual _written notice of such claim; :
cTowef - b Gives Contractor control of the defense and any settlement negotlations and .
' ' . ¢. .Gives Contractor the information, authority, and assmlance reasonably needed to defend
<l .agamstor settle the clalm : - -

Notwﬂhstandmg the foregomg, the State’s counsel mdy pdrl:crpate inany clalm to the extent the
State secks to assert any immunities or defenses applicable to the State. .

§ T N A L Af Contractor beheves oritis determmed that any of the Contracted Resources may have violated
e A '-Jii‘-._' ! someone else’s, intellectual property rights, Contractor may choose to enher modify the Contracted
gL Resources to be non-infringing or obtain a license to allow fof- continued’ use, or if these
S ,j.:""' - alternanves are’ not commercially. reasonab]e ‘Contractor may end the license, and require return-
ot 2% of the apphcable Contracted Resoiirces and refund all f‘ees the State has paid Contractor under thie -
Eo, Contract - - -

b "-';' . Contractor will not indemnify’ the State if the State alters the Contmcted Resources without
. .-t 7 Lo Contractor’s consent or uses it outside the scope of use identified in Contractor’s user.
] +.'* + _ _  Documentation or if the State uses a version of the Contracted Resources which has been
. . -superseded, if the infringement claim could have been avoided by using'an unaltered current
. version of the Contracted Resources which was provided to the State at no additional cost.

‘Contractor will not indemnify the State to the extent that an infringement claim is based upon

any information design, Specification, instruction, Software, data, or material not furnished by
. Contractor. Contractor will not indemmnify the State to the extent that an infringement claimis
e s+ . " based upon the combination of any Contracted Resources with any products or services not
v provrdcd by Contractor without Contractor s consent. ! .

o L Initia)

aund) ...'?“'; IR . 1 DS :

e S Contractor Inmals —— o
o i ":

»
-

]
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O SN s T ' S’I‘ATE OF NEW HAMPSHIRE

’ ﬁt W DEPARTMENT OF-HEALTH:AND HUMAN SERVICES

i T ped _ DHHS SS-2024 GLENCLIFF-01-ELECT01- #2024-094 DHHS

e S P ‘ Electronic Health Records.at Glencliff

; , Lh R : ,: - EXHIBIT D - SOFTWARE\LICENSE AGREEMENT

R L ..J__-‘ i .
S f _" . 8 Control'of All Component E]cments Contractor acknowledges and agrees that it is responSIble

Lo r it “for mamtammg all licenses or permissions to use any thlrd-party software, equnpment Or Services

; that are component parts of any deliverable provided under this agreement for the entire term of
S the contract. Nothmg within this_provision shall be construed to require Contractor to maintain -

R {,, hcenses and permissions for Software acquired by:the Statedirectly or through third- partles which
N sty may'be mtegrated with the Contractor’s deliverables.” ' ;
iy '.:-','r‘:--...n, . g i
e iR Custom Software Should any custom source code be. developed, Contractor must provide the
e R R State with a copy of the source code, which shall be subject to the License rights. The State shall

B R receiveaworldw]de perpetual irrevocable, non-excluswe paid —up- nght and license to use, copy,
' i modlfy and prepare derwatlve works of any-custom developed software. )

b
|
i
% '
4 e T , ] _ .
. il r oL = i s . .
L !'."' w a = 2 = 4 y o -
R 7 ! Erltiad Ll
T o _' S = ' el L.
e o i IR ’ =
, " : g SR : R -
RN, Sty ; » -
A )
o : e PR I i
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| STATE OF NEW HAMPSHIRE -,
: DEPARTMENT OF HEALTH.AND HUMANSERVICES

DHHS- SS-2024 GLENCLIFF—OI—E!I..ECT—‘O]—#ZOM 094 DHHS
Electromc Health. Records .at Glencliff -,
EXHIBIT D- 1 CUSTOM SOITWAREAGREEMENT

Jadie T A 3 b
: '_'I".' A EXHIBIT D l CUSTOM SOFTWARE AGREEMENT
Iil;'. : : - ,I |'r. vy ! + T 3
"Fe“
! : ' r'+" ot ’ ; Software for all versions, mcludmg related. documentatlon to the State. Contractor must not retain

pat s 8TF X _ ~' any work product associated with this Agrecment unless authorized by the State in writing.

: Restnctlon on Use. Unless specnﬁcally authorized by the State, Contractor must not utilize work
- ~product derived as- part of this Agreemcnt in. any manner\other than as requtred by Contractor to.
- complete its obltgattons under this Agreement. T

ik - ”

Software Non-Infringement. The ContFactor warrants that the Soﬂware including any and all
component parts thereof (‘ ‘Contracted Works”) that are orlgmal works of the Contractor that do
i g BT . ' not violate or infringe any patent, trademark, copyright, trade name or other intellectual property
¥ et '1'-f_rights or misappropriate a trade secret of any third party.

£ " The warranty of non-infringement shall be an on-going and perpetual obligation that shall survive
S gnir Ly _“: termination of the Contract. In the event that someone makes a claim against the State that any
e S Contracted Worksmfrmge thelrmtellectual property rtghts Contractormustdefend andmdemmfy
e '. the State aﬂamst the claim. - = o

]f Contractor bcheves of it is determined that any.of. the Contracted Works may have v10lated

soiw etnhon  someone else’s intellectual property nghts ‘Contractor may choose to either modify the Contracted
YO gl e s Resources to. be non- mfrmgmg or obtain a licerise to allow for tontinued use, or if these ~
T ‘. atternatwes are not commermall)r reasonable, Contractor may end the license,.and require réturn
i 'of the applicable Contracled Works and refund all. fees the State has paid Contractor under the
g Contract Comractor WI” not- indernify. “the State |f the State;, alters the Contracted Resources
“vithout Contr‘tctor s consent or uses if outside the s scopc of use |dent|ﬁed in-Contractor’s usér
- Documentatlon or if the State uses a version of the Contracted Works which has been superseded,
'. #if the infringement claim could have been avoided by using an. ‘unaltered current version of the
"-Contracted Resources Wthh was provided to the State at ng additional cost."Contractér will not
mdemntfy the:State to the'extent that'an. mfnngement claim is based upon any:information design,.
; : i Specnﬁcatlon instruction, Software, dafa, or material not furnished by Contractor Contractorwill '

VAR “‘not indemnify the State to the éxtent that an mfnngement claim is based upon the combination of
‘' «.. .. "any Contracted Works with any products or services ot prowded by Contractor without
"Contractor’s consent

e - .'. Inltlall . ' : i . ;
Contractorlmtlals : am T g oA o - i
i.Date 4/9/2025 TR R TR v T Rt :

-~
=

e

-
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~'STATE.OF NEW HAMPSH]RE v Py
;DEPARTMENT OF HEALTH AND' HUMAN. SERV]CES

DHHS §5-2024-GLENCLIFF-01-ELECT:01- #2024 094 DHHS -
. N Electromc Health Records at Glencllff '
EXHIBIT D-1- CUSTOM SOFTWARE AGREEMENT

i ,- ' u = ol L : o s e »
delw o
S .'1‘

N, T

Vll"USCS The Contractor must prov:dc Soﬂware that is free of v1ruses destructlve programmmg,

nd ~mechamsms desugned to disrupt the performance of the Software in, accordance wnh the
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T e S

: .STATE OF NEW HAMPSHIRE
‘DEPARTMENT OF HEALTH AND HUMAN SERVICES

Ciier .. DHHS- $5-2024-GLENCLIFF-01-ELECT-01- #2024-094 DHHS
RO A Electromc Health Records at Glencllff

E'XHIBIT E- ADMINSTRATIVE SERVICES |

\\

._,'

Dlspute Resolutlon

* permitted under the Contract

il The Pames shall - use reasonable efforts”to arrange perscmal meetings andfor telephone
Xl Aconferences ‘as needed, at mutually convenient times and places; between negotiators for the
Parties at:the following successive management levels, each of, which shall have a period of

EXH[BIT E ADMINISTRAT[VE SERVICES

'i_'lj.l - Prior: 10 the f' lmg of : any formal proceedmgs with respect toa dlspute (other than an action
i T _.,seckmg lﬂJUI’lC[IVC reliéf with respect to intellectual. proper‘ry rights or Conﬁdent:al
% 1S Information), the Party believing itself aggrleved (the. *
i " .progressive management involvement in the dispute negotiation by. written notice to the other
““. Party. Such notice shall be without prejudlce to the Invoking Pany s nght to any other remedy

‘Invoking Party’)" shall call- for

allotted time as speufed below in which to attempt to resolve the dispute: .

- Table E-1.

) DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

L g
{;VEL 1‘33}}‘31-,“““01‘ oy STATE CUMULATIVE
5 | contact POINT OF CONTACT. - | ALLOTED TIME

“| Primary

Support Managers

“State Project Manager

Flve (5 Busmess :

Lt First -

_ _ Days
VP Customer Support DHHS Director Bureau Ten (10) Business
) Serwces i of Information Security .Days
e SVP eRSlled DHHS Chief Operating - . | Fifteeri ~ . . (15)
Second ¥+ " Nursing S Saitrh -
. 3 d) : L 1S - Officer Business Days
- __‘Admlms_tratlon | E r | . A A

“ President

'DHHS New Hampshire

" Hospital Chief Executive

F Officer

-

Twenty  (0)

Business Days,

original Invoking Party’s notice is received by the other Party.

2.1. Subjeci to the terms of this Agreement and applicable laws, regulations, and policies, the State
will provide the Contractor with access to all program files, libraries, personal computer-

Conlracmr Immﬂs
/9y

‘2. Access and Cooperation

The allotted tlme for the firstlevel negotlatlons shall begln on the dale the Invoking Party
notice is received by the other Party: Subsequem allotted time is days from the date thai the

-..‘.ti“‘l
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s - STATE OF NEW HAMPSHIRE -
i : DEPARTMENT OF HEALTH AND HUMAN SERVICES

gk . DHHS- SS-2024 GLENCLIFF 01 ELECT-UI- #2024-094 DHHS
A N - 'Electronic:Health Records at Glencliff : ,
ve ] ’EXHIBIT E ADM]NSTRATIVE SERVICES o

P oa Lo
A gl TEe ‘ ERI = g X

¥ -:;.'.-"_ o based Systems Software packages Network Systemszsecunty Systems and hardware as
e T requrred to comp]ete the contracted Services. - . :

3 Record Retentlon

o L A 3_._! Contractor and its Subcontractors ‘shall maintain alI PrOJect records including but not limited
T Tt S SR books records, documents, and :other evidence of accounting procedures and practices,
TR ey Lee hichs proper]y and. suﬁ'crently reflect all- direct ‘and -indirect costs invoiced in the
Et - performance “of their respective obligations under the Contract. Contractor and its
#". 3 .. Subcontractors shall retain all such records for three (3) years followmg termination of the
T "_-Contract ‘including ‘any extensions. Records relating to any litigation matters regarding the

" .. -2t Contract shall be kept for one (1) year following the termination of all litigation, mcludmg

";':, i -’ 20 Dthe termmatlon of all appeals or the expiration ofthe appea] perlod

e ot S Y ) Upon’ pnor notlce and subject 10 reasonable time frames all such records shall be SUbJECl to-

S TR inspection, examination, audit and copying by personnel so ‘authorized by the State and
e .0 federal officials so authorized by law, rule, regulation or Contract, as applicable. Access to
2wl - these items shall be provided within‘Merrimack County of the State of New Harmipshire,

i VS L unless otherwrse agreed by the State Delivery of and access to such records shall be at no

ey AT ‘ cost to the-State during the three (3) year period-following termination of the Contract,and
o One (1) year Term following litigation relatmg to'the Contract, including all appeals-or the

* Lt ;oA i
G l L e eaptratlon of the appeal period.~ Contractor must Jinclude the record retention .and Rewew
i < g -"requtrements of-this section in;any-of its subcontracts 3 ) .
# B A b i !
P I ., . ¥ 3 -
ey _,4 Accountmg
.Itu:.r

- f4 1. Contractor miust maintain an accountmg System in accordance with Gengrally Acccpted
X Accountmg Principles (GAAP) The costs apphcable to the Contract shall be ascertamable

from the accountmg System - =

Fa
o A

- may perfor m this audit or contract with a third party at its discretion and at the St'ite § expense.

v

_-r.__ [ E R g T L ¥

*-‘I 5 I The Contractor must allow the State 10 audit- conformance to the contract terms *The-State

S 3T 2
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g e o STATEOFNEWHAMPSHIRE :

TG "’ DEPARTMENT.OF HEALTH AND.HUMAN SERVICES
LT ey R DHHS- §5-2024:GLENCLIFE01-ELECT-01- #2024-094 DHHS
L A ‘_‘1 . .Electronic Health Records at Glencliff .. .~

by ST, . EXHIBITF-—TERMSAND DEFIINITIONS

ST EXHIBITF TERMS AND DEFINITIONS

ST -.-".1 2 rod

- et Tha followmg gcneral conlracnng terms, and defi nmons::q:_rp]y e‘(cept asspecuﬁcally.noted elsewhere in this
SRt T Comract i
.I "1.*:. lbli z .‘;-' i 'f. ' o . 1
LT ; 2
A T T e
P4, o | TERM i DFFINITION ; ; .
By o L v Mgl G * Notice from the State that a Dehverable has satisfied
S Acceptance . I
e T ] Acceptance Test or Review.:
e Skt | Agreement. - A Contract duly: e‘(ecuted and legally bmdmg
.7 = 1| Commercial Off- The Shelf Software Software that is purchased from a vendor and is ready for

e '(C'OTS) ' ; use with little or no change.

’ “-ﬁ"\

4

'J:“*’“ Contraclorlnmals .
gy J,, Iate 4/9/2025 By T S
[ -"\—r-“' "'[p ‘_ f: Lh ! .

,.\-f -{“ Al

R i

ConﬁdenUaI - Information - or

Conﬁdent:al Data

The definition for 'this term.is located in Exhibit G,

* Attachment 2 — Exhibit E DHHS Information Secunty

Requ:rements

An Agreemen( between lhe State of New Hampshlre and
a Vendor which creates binding obllgatlons for each

_ party to perform as specnﬁed in the Contract Documents.

i ¥ g B -

et

';. ; -‘ ‘ L f 4 il . . - a =
. 'Contractor Confidential Information’ _

lnformatlon the Contractor has clearly Identlf' ed in

- writing "to ‘the State it ;claims to .be conﬂdentlal or

-proprletary or, mformatlon that by the .nature .of the

i3 ‘circumstances surroundmg the disclosure reasonably‘

- ' ought 1o be treated as propnetary and confidential.

el State records,, files, “forms; electromc information and

e other docuriients or information, in eIther electronic or
B;IH ’ . paper form, that will be used- lconvened by the Vendor

_during’ the contract term, that ‘may’, be defined as
“Confidential Data” within Exhibit G, Attachment 2 _
Exhibit E: DHHS. Information Security Requlre.ments

Data Breach

" The definition for this térm is located in the Exhibit G,
Attachment 2, and Exhibit E: DHHS Information Securlty
Requirements.

Deficiency (-ies)/Defects

A failure, shortcoming or error in a Deliverable resulting
in a Deliverable, the Software, or the System, not

conforming to its Specifications.

i .""“'L1.-'. oy £

z-.;Pagé‘éooHS',"_" L e e '
I Vgt M acd . F

B}
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STATE OF NEW HAMPSHIRE o

‘
K

g DEPARTMENT OF HEALTH AND HUMAN SERVICES

gy :
b DHHS $8-2024- GLENCLIFF 01+ ELECT-OI- #2024—094 DHHS
= Electronic Health Recordslat Glencllff Iy =
g i EXHIBIT F TERN[SAND DEFINITIONS
" T._"-.-I _:- s s ! /A ; . = . S ot i
R AiDeﬁver'able‘is any. Wﬁtteii,Softivafe or Non-Software .
£e =" - Deliverable (letter, report, manual, book, code, or other),
» Deliverable .
o . - - provided ‘byithe Contractorto‘the State or under the terms
b LA -+ of.a Contract requirement, *
. ‘- ,'}l 1 . S
g B, . z " All infor_mation that-descrilies the installation, operation,
: Documentation and use of the Software, either in printed or electronic
ol ' format. '
:., o :L Updates, additions, modlﬁcatlons to and new releases for
3 2 the Software or System and  all changes to. the
a Enhancements
. ‘ Documentation as a. resu]t of improvement in. quality, -
t i value; or e}.lent N C . ..

' # wl s Apphcatlons IT lnﬁastructure components or functions
\ i ~ Hosted Services that organizations access from external service providers,
RO TR | ' typically’ lhrough_anmtemet connection.

.. ! ‘.,._- y ;'-\‘ - , The combination of hardware, software and networking

T I Hosted S fslem £54 components used.by the Application Serv:ce Provider to
ey g ¥ v P Y PP

T _{f";, DL dellver the Hosted Serwces .

e RN A e — -

pa '1_*1,-'";:"1.*'« 2o e . : Supports obtaining :nf‘onnanon about those parties

‘[:j': N Identlﬁcatlon and Authentlcatxon attemptmg to log on to a system or apphcatlon for security

(TE e TR R " purposes and the validation 6f those users’

SERCL i et T T “ |+ The process for makm the S 'stem fuII rO erational for

g ¥ ¥ P
2me- o o |+Implementation '
O e N i -processing the Data” 3 ;= .
n.'l.'h{‘r.- _I.-J .I. - d -“I“’ e . ' L g .
,:“* I - - The" Contractor is. responsnble for ownershlp and
S f‘lnfrastructure asa Serwce (laaS) e management of the hardware that support the software,
Al - - mcludlng servers, networkmg and storage.
b = : ! Bev =
o A a3 ® . The deﬁmuon for this term i, Iocated in Eah|b1t G
“egie o | 'Non-Public Inforiation -, Attachment 2"+ Exhibit E DHHS ]nformatlon Secunty
: : ¥l & : Reqwrements 7
Software that guarantees the user unrestricted use of the
Open Source Software Software as_defined .in RSA chapter 21-R:10 and RSA
S o _ chapter 21-R:11.
:.;\: " ;‘.-" r i warl

[IRE
; - c ¢ initial &
S B

R s il B __‘ P -
e 4* P S
P}HJ \,\ B e Lt _
Vs 0 il RE MR il iy
L e

i z TR, A T e
PEET o Contractof iztials:- b BTs A
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L S “STATE OF NEW HAMPSHIRE
_ _":.F i SRTHI DEPARTMENT OF HEALTH AND HUMAN' SERVICES

DHHS- SS-2024- GLENCLIFF-01- ELECT-OI- #2024-094 DHHS
" Electronic Health Records at Glencliff

2 Vi & oea , i EXHIBIT F — - TERMS AND DEFINITIONS

g VI ede b NG ! I Operational meansthat the System is'ready for use and
e ek Otterational - - - fully functional, all Data has. been loaded; the System is
Dt R pe — ‘available for use by. the State i in its dai [y operations, and
I8 A2 - the State has. |ssued Acceptance

+ tay, -

Persouali) Idenuﬁable Informatlon

The "definition for this ‘term- is located in -Exhibit G
Attachment 2 — E\h|b1l E: DHHS Information Security

R [t Requirements.
e pon )t 5 - The Conlractor is responsible for ownership and
ey i - A . . . -

- & management of th rare that. su he software,
i ‘Platform asaServ:ce (Paas) ’ . manag Ot hardu‘ar.e alasupport, thesoltware;
o \ including servers, networking and storage, and also
P L PR provides the operating systeni and databases.

i e The planned undertéking regarding the entire subject
o Project. matter of an RFP and Contract and the activities of the

A |5 parties related hereto.
' o A written plan put forth by a Vendor for consideration in
;| -Proposal ! C . 5
b i O LTt _response to a sohcnauon by the State,

Ei) A I . The deﬁnlt:on for this-term is- Iocated in Exhibit G,
S e Secunty 1nc1dem " Attachment 2 — Exhibit E: DHHS lnformatlon Security

T VN T T e s T N . Requirements - =

A PP - The work or labor to be performed by: the Vendor on the'
A R :.Srerylces ' ; Project as described i |n ‘a contract. :

W e ar
S

. Software .

i . '

All" Custom, Open- Source ‘laa$, SaaS and/or COTS
Software and/or apphcatmns provnded by the Contractor

- under the Contract o F

- All Custom, Open Source, 1aaS, SaaS and/or COTS

T R0 T Software Deliverables

SO gty SR - Software and/or applications.and Enhancements.
g s S et Software License .- Licenses provided to the State under this Contract.
el e YR, LOTTe . i d st . ki i
e T L g .

F.--—-lni!hl .

The capability provided .to' the State to use the
Contractor’s - applications running on a cloud
infrastructure. The applications are accessible from
various client devices through a thin-client interface such -
as a Web browser (e.g., Web-based email) or a program
interface. The State does not manage or control the
underlying cloud infrastructure including network,
servers, Operating Systems, storage or even individual

. application capabilities, with the possible excéption-of—

limited user-specific application configuration settings.-

RS I:ICﬂn{rafé /}é%ﬁi%ﬁ&tﬁ ‘\—- .'
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s : .- STATEOF NEW HAMPSHIRE

S e -

N 1 . Electronic Health’ Recordsiat Glencliff

Taanr DEPARTMENT OF HEALTH AND HUMAN SERVICES el
3 ' DHHS- ss-2024 GLENCLIFF-01:ELECT-01- §2024-094 DHHS'

a A

T

i _ .- .EXHIBIT F - TERMS AND’.DEFINIT_[ONS "

"} Written® detdi]s that set-forth the requirementfs wh_iéh'

iinclude, without limitation, the RFP, the Proposal; the

IContract, .any! performance. standards Documentation, _
"rapplicable State and federal policies, laws and’ regulations,

‘State techriical standards, “subsequent State- approved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
-are, by this reference, made a part of the Contract ‘as
_though completely set forth herein.

- ¥

* All Data created or in any way -originating with the State,

‘and-all Data that is the output of compuler processing of
of other electronic manipulation .of any Data that was
created by or in any way originated with the State,

" whether such Data or output is stored on-the State’s

hardware, the Contractor’s hardware or exists in any
system owned, maintained or otherwise controlled by'the,
State or by the Contractor that may be defined as
“Confidential Data” within Exhibit G, ‘Attachment 2 —

" Exhibit E: DHHS Information Security Requirements.

¥ e e ) L= ; [

: The New I—Iampshlre State Flscal Year (SFY) runs from ,

July 1'of the preceding | calendar year through June 30-of
the applicable calendar year. '- .

ol Subcontractor EAT T T

\ ey L
et ) L-.'.

g, ] & .

A person partnership; or company. not in the employment .

of, or owned by, the  Contractor which is - performing
Servlccs under. this Contract-under: a separate Contract .
with or on behalf of the Contractor.

B, A £, Vris
Ayt el 2 Lre |"I e . ey #
. L] o
o i %007
ET e .,$ R

S TSy S bscnption e

- P I
L [t '.:"

© A'signed Agreement between a supplier and the State that

.the State will receive ‘and provide payment for.regular -

~ products or services, for a set périod of time identified

within the Agreement. , A

e |7 lS‘uppon Services

The maintenance and technical support services provided
by Contractor to the State during the Term of the Contract.

' S-y_“stem I

_accordance with the Specifications.

All  Software, specified hardware, interfaces and
extensions, integrated and functioning together in

L) I.;- _,‘. 3 -.'".r- | 1. ‘.; | i:}
R *Contractor Inma]s L ORI e

d-“ _._._._.__ oo T

‘. \“ Jql;\" 'Dal%l K * -'-:'. oo, ¥ F-“- ' '..r .y

A

A ) « o Fd
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< DEPARTMENT OF HEALTH AND HUMAN SERVICES ; -

r

STATE OF NEW HAMPSHIRE - e

-DHHS- $$-2024- .GLENCLIFF- 01—ELECT—'01- #2024- _094 DHHS:

Electronlc Health Records at Gléncliff ’ R
TERMS AND: DEF]VITIONS o :

T . "EXHIBIT F—

Period rofihe'Conntac;t- from the Effective Date through the

- Completion :Date =i identified i_|1" the P-37 Gereral

Provisions‘or-.termifjation. '

e

g -Venf cauon

'Supports the confirmation of authorlty toentera computer

system apphcanon or network

g = -

15 "Wafrah'fy L

The conditions under, "and .'period during, which .the’

Contractor will repair, replace; or other compensate for,
the defective itern without cost to the buyer or user. It also
delineates the rights and obligations of both parties in case

- of a claim or dispute.

: _ ;Wat(anly Period

s .

A period of covcragc durmg which the Contractor is
responsible for prowdmg a guarantee for products and
Services delivered as defined in the Contract.

i \
'
ST LA
1, |
" L] e,
i a £.47 ' +
N LT i

Ay : b

L Work/ Pr0_|ect Plan -

.r,'r.- ey A -

Documentation that details the activities for the Project

created .in accordance” with the Contract. The plan‘and

delineation of tasks, activitiés and events to beperformed
and Delwerables to be produced -under the Project as

*specified in Attachment 1:-1T. Requirements Workbook.

The Work / Project: Plan -shall include .a detailed
description of the Schedule, tasks/activities, Déliverables,
critical events, task dependencnes and the resources that
would lead and/or parucnpatc on each task

i Contraclnr ln'hais

“Die/9/2025 SRRy e

W

. 'Rém.giinder" of this paée\iq'lenria'haﬂy-leﬁ_.l_ﬂank
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R

i. T .STATE OFNEW HAMPSHIRE g FEL
'i't;'?,f-';-f-:'{"‘ o DEPARTMENT OF HEALTH-AND. HUMANfSERVICES
. i . DHHS- SS- 2024 GLENCLIFF-OI-ELECT-OI #2024-094 I)HHS '

e AR - Electronic Health Records at Glenchiff
RIS EXHIBIT G- ATTACHMENTS AND CONTRACT OR CERTIFICATES

._IJ_—':--":- ‘ ‘ _’ , v N ; . 1
E EXHTBIT G- ATTACHMENTS AND CONTRACTOR CERTIFICATES

I_..f:

e 1?- »-DHHS ATTACHMENTS

1.-

g Eh]’]!bll G-Auachment 1 - T Requirements Workbook
K 12 _Exhibit G Attachment 2 - DHHS Standard Exhibits:D-F e
2 L . ‘l 2%l lE)\hlbll D — Certification Regarding Drug-Free Workplacc Requrremems
" 1222, Exhibit D — Certification Regarding Lobbying

e } 112.3. . Exhibit D'— Certification Regardmg Debarment; Suspensron and Other RESDOI]SIbl]Il‘y
Pt e B Matters

AR = © 1240 EhhlbltD Cemf‘catlon ofCompllance . . j

LRI T2, "Exhibit D — Certification Regarding Environmental Tobacco Smoke ° :
iy AR ].2.‘6.. . Exhibit. D ~ Certification Regarding the Federal Fundlng Accountabmty and i
2 i ;‘:'_Jl" ' " Transparency Act (FFATAY

o t' .. <, .1.27.  Exhibit E - DHHS Information Secunly Requrrements

S E w . l 2. 8. -Exhibit F - Busmess Associate Agreement - _

S : Ay
CONTRACTOR CERTIFICATES *

Contractor s Certifi cate of Good-Standing

'. 2 2. Contractor s Certificate of Vote/Authorrty

AT
<] ’2 3. Contractor 3 Certlﬁcate of Insurance\

5

: 'c
._"_

-
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,New Hampsh|re Department of Health and-Human Services . 5
b . Exhibit D - Federat Requrrements M e e, T

The Contractor |dentrﬁed in Sectlon 1.3 of thelGeneral Prowswns agreesto comply with the provrsmns -
of Sections 5151-5160 of the Drug-Free Workplace Act of 1988 {Pub.-L:100-680, Title V, Subtitle D, 41 )
lJ S.C. 701 et seq.),-and further agrees-to have-the Contractor's representative, as identified in- Sectlons

1= 1 11 and 1 12 of the General Prowsuons execute the: followang Certification:

o ALTERNATIVE l= FOR CONTRACTORS OTHER THAN INDIV[D.UALS

US DEPARTMENT OF HEALTH AND HUMAN, SERVICES CONTRACTORS ; i
g v US ‘DEPARTMENT OF, EDUCATION - CONTRACTORS . ’ v
" US DEPARTMENT OF AGR!CULTURE CONTRACTORS : ’

i ThIS certlfrcatron is requlred by the regulations |mplement|ng Sections 5151 5160 of the: Drug -Free

- aWorkaace.Act of 1888 (Pub. L. 100-690, Title V, Subtitle D; 41.U.S.C. 701 et seq) The'January 31,
% 1989 regulatlons were amended and published as Part Il of the May 25, 1990 Federal Regrster {pages
21681-21691) and require certification by contractors {(and by mference sub-~ contractors), prior to,
L award that they will maintain a drug-free workplace. Section 3017.630(c) of the regulation provides that
. a contractor (and by inference, sub-contractors) that is a State may elect to make one certification to the

. , '~Department in each federal fiscal year in lieu of certificates for'each Agreement during the federal fiscal

S year. .covered by the certification. The certificate set out below is-a material representation of fact upon o
cu ,.whlch reliance is placed when the agency awards the Agreement. False certification or violation of the
B i -j‘ certification shall be grounds for suspension of payments, suspension or termination of Agreements, or

G government W|de suspensron or debarment. Contractors using this form should send it to:

Comm:ssmner £ :
" NH Department of Health and Human Serwces T By - ; : =
."129,Pleasant Street , 5 T R~ s
~Concard, NH 03301-6505 _ o v _' - e %y .

1 Publishlng a statement notlfyrng employees that the unlawful manufacture dlstnbutlon .
'+, dispensing, possession or use of a- controlled substance is prohibited in_the Contractor's . .. B
i workplace and specifying the actions that will be taken agamst employees for. vrolatton of such . e,
r."-':L- proh:bltton . .

n- u 1 2 Establrshmg an ongonng drug-free awareness program to mform employees about : I
. @ c1.2.7 The dangers of drug abuse in the workplace, : _ ; o R )
2 12.2 The Contractor's policy of maintaining a drug-free workptace _ b B '_-1.
L{ " 123, Any available drug counselmg rehabilitation, and employee. assrstance programs and

= 1%2'.'4. "The penalttes that may be imposed upon employees for drug abuse. violations occurring
: in the workplace

1.3:Making it a requirement that each employee to be engaged in the perforrnance ofthe
v Agreement be given a copy of the statement required by paragraph {(a);

1 4 Notifying the employee in the slatement required by paragraph (a) that, as a condition of
employment under the Agreement the employee will

2 " * . 1.4.1. Abide bythe terms of the statement; and

Tl 3 S "1.4:2.  Notify the employer in writing of h|s or her conwctlon for a violation of a cnm:nal drug
! © - statute occurring in the workplace no later than five calendar days after suchfc q,nwE'tnon

s emy  He BELE : Va . wa
oAl EamE . Exhibit D - _Centractnrs.tmtrats- : T

gy Federal Requrrements. ig B Date_.' ~" e

.x : Page1of10 . -'-_I-_‘-_' e, ik Vet ’
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6. @ New Hampshrre Department of Health and Human Servrces T
SO ;;". S E e Ca Y L Exhrbrt D Federal Requrrements o 1 e o
¥ Ay A § b i L & )
! F%,.oe 15, Notrfyrng the agency-in wntrng, within ten calendar days after receiving " notice “under .
oy .‘,‘.“ subparagraph 1.4.2 from an émployee or otherwrse receiving actual notice of. such conviction. -
I < I Employers of convrcted employees must provide notrce mcludlng position title, to'every contract

e '"‘ ™ ' 29T officeronwhose cohtract attivity the convicted employee was’working, unless the Federal agency "I
+ o oe % lon Lhasdesignateda ceritral point for the receipt of such notrces Nolrce shall mclude the identification

i [ ' ER

; o i,  number(s) of each affected Agreement _ )
] . e T ‘1 8. Taking one ’ of the following. actions, within 30 calendar days-of receiving notice under . o
Pt _j*" i ;." =1 subparagraph 1.4.2, with respect to any employee who'i is-s0,convicted - : r '
0 e ,. 1 6 1. Taking appropriate personnel action against such an employee, up to and mcludrng
L ort T aurnt 0 termination, consistent with the requrrements of the Rehabrlrtatron Act of 1973, as’
i Ce T amended; or- . ' .
™ i B, .'1--5:2- _Requiring such employee to partrcrpate satrsfactonly in a drug abuse assistance or
o A —'-’i“ « ._ - rehabilitation program approved for such purposes by a Federal, State or local health,
- .'I' it -_‘-. ] law® enforcement or other approprrate agency, .
i 1 ? Makrng a good farth effort to contirue to maintain a drug-freeworkplace through |mplementatron f

o ofparagraphs11 12,13, 1.4/15,and 16,

A & 2. *The Contractor may insert in the’ space provided below the: srte(s) for the perfarmance of work done
o B g oI connectron with ‘the specific Agreement. .
v AT g . Piace of Performarice (etreet address, city, county, state, zip code) (list-each location)
H I ',-:L. : ";-;_é-:; :.{ :;:: ,-:‘ 2 5 .. ] . 4 . ' _. . . ./
: ba -'.._ e _.: l__. [ i ) . ) ;
-r.. * .'r._ “"-‘_"..F‘ '.‘ i 1 i .
] IV § ' -
: R : i :
Check El if there are workplaces on file that are not |denhfred here 5
" - . ] N - 3 3
s 5 i I L )
1

y e . 2 . ) _ .
L I L TV yo B R . - : * Talitat
- & . L | . i i
- i om ' : ¥ v e |
O R ML S I % ) ‘ . S i , i Ne -
wh L AT SR ' : CE R : v
e i " it * -

5 v v1'"6l23 - - M £ 2 Exh:b:i B, g E:ontrar:!ors lerais

R O 5 ,,.7‘; e i Wi aal o w0 : Fer:iera! Requrremenls : s Dale ;

ik .‘f. 'r-":':rr:- b IIh'.‘.-.al.*m.*:. N ) ! PRRCTLCER M . . Page zor 10 fan s - : e + 3 i ’ T ikl

- it W L DAY AN I Vo dume R0 ' WL PR S
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L e New Hampshlre Department of Health and:Human Services
IR < A Exhlblt D= Federal Reqmrements
Sow SEQ.I‘ ION B: CERTIFICATION REGAR ‘EIIIE |' e

T ".The Contractor identifi ed in Section 1.3 'of the General Provisions agrees to comply with the provisions
ne e . of Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying,
C e .+ and Byrd Anti-Lobbying Amendment (31 U.S.C. 1352); and further agrees to:have the Contractor's
E ' representative, as identified in.Sections 1. 11 and 1.12 of the General Provrsrons execute the following
der ¥ -, Certification: L
A U W I e TR ’ '
S 2 US DEPARTMENT OF HEALTH AND. HUMAN SERVICES CONTRACTORS .
R TR N ": US'DEPARTMENT.OF EDUCATION - CONTRACTORS ) i
R g e e US DEPARTMENT OF AGRICULTURE - CONTRACTORS ’

Programs (indicate applicable program covered)
. . V. 'Temporary Assistance to Needy Families under Title IV A
b * . *Child Support Enforcement Program under Title IV-D
' "*Social Services Block Grant' Program under T|tle XX
, ©» . *Medicaid Program under Title XIX g o ) -
sl - 7057 *Community Services Block Grant under Title, VI -
g *Chlld Care Development Block Grant under Title IV -

k- The undersngned certlf:es to lhe best of his or her knowledge and belief, that

SIS = 1: No Federal appropnated funds have been paid or will be pald by or on behalf of the undersrgned to
- e o[ any person for influencing or attempting to influence an officer or employee of any agency, a Member
; T of Congress, an officer or ‘'employee of Congress, or an employee of a:Member of’Congress in

: R S modification’of any Federal contract loan, or cooperatwe agreement (and by specific mention sub-
s ._.,._;f : contractor)

: ., et : 2 Jdf any funds other than Federal appropriated funds have been pald or will be paid to any person for

'thls Federal ‘contract, loan, or cooperatlve agreement’(and by specnt” ¢ mention sub- contractor), the

e "in accordance with its instructions, see https: l!omb reporUrcr!201009-0348-022/docl20388401

S . 3 The undersigned shall require that the Ianguage of this” certlflcatlon be included in the award

{ ; "_, R ~-document for sub-awards at all tiers (including subcontracts; and contracts under grants, loans; and
iRt - :',‘ i N * cooperative agreements) and that all sub- recrprents shall certlfy and dlsclose accordingly.
S :'-{"--_ : : Thls certification is a matenal representatlon of fact upon Wthh rellance was placed when this

: -*. transactlon was made or entered into. Submission of this certification is a prerequisite for making or
g _ - entering into this transaction imposed By Sectton 1352, Title 31, U.S. Code. Any person who fails to file
. the required certification shall be subject to a civil penalty of not less than $10,000 and not more than

( $1OO 000 for each such failure. \
.o {
i R CI * . « : - ; ot
j i L T ExhrbltD B B Contractorslmhals l‘——
.L' L ) Federal Requrrements ;e N Date
3, Qo .:-Page30f10 ot Fpeg © - '; |

ol . i _‘_'v‘.l-".
1 T : Ll o ’

gty ¥ M o . T i 3 a . -

L : connectlon with .thé awarding of any Federal contract, continuation; renewal, amendment, of .

£ ‘ mfluencrng or attempting to influence an officer or employee of any agency, a Member of Congress, .
S5 * an officer or, employee of Congress, of an employee of-a'Member of Congress in connection with' -

2 undersrgned shall complete and submit Standard Form LLL, (Disclosure Form to, Report Lobbying, .
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...New Hampshlre Department of Health and Human Servrces

Lo e ﬁ-_;-_.{._ L ExhlbltD Federal Reqmrements C R

B L iy i m;,_ £ 3
n i A ‘\- . ”

‘The Contraclor identified in Sectlon 1.3 of the General Prowsrons agrees to compty with the prowsmns
of Execuitive Office of the President, Executive Order 12549 and 12689 and 45 CFR Part 76 regarding
Deban'nent Suspension, and Other Responsibility Matters, and further.agrees to have the Contractor's
representattve as identified in Sectrons 1 11.and 1.12 &f the General Prowswns execute the following
! Certlrcatron m 3 E : = R g

¢+ .- %:INSTRUCTIONS FORCERTIFICATION - o 3 oy /
b _-ji" ) 1 By srgnlng and submitting this. Agreement, the prospectwe pnmary parhcnpant is provnding the
- certification-set out below. ) .

s 2 -‘ The lnablllty ofa person to provide the certification required below will not necessarily result in denial
A », -of participation in this covéred transaction. If necessary, the prospectwe participant shall submitan '

-explanatlon of. why it _cannot provide. the certification. The- certification or explanation will be.

, ,;consrdered in -connection with-the NH Department of Health and Human Services' (DHHS)-
- »i:determination whether to enter into this transaction. However; failure of the prospectlve prlmary
] partu:lpant to furnish a certification or an explanation shall dlsquallfy such person from parlicipation
vt = in this transaction.

' rid, 3 & The certification in this clause is a material representation of fact upon which reliance was placed
oW b when DHHS determined to enter into this’ transact:on If it is laterdetermrned that the prospective™
i Ey -'T primary, pammpant knowmgly rendered an 'erroneous certification, .in-addition to other remedies

gF Mo, g r i « _; “availablé to the Federal Government, DHHS may termlnate th|s transactton forcause ordefault

i f o¥ly “tr
v - |-,._.

+

4 The prospectwe pnmary participant shall provide immediate wrltten notice to the DHHS agencyto ‘

i b' whom this Agreement is submitted if at any time.the prospectlve primary partrcrpant learns that its .
,‘:'-r P certtflcatlon was erroneous when submitted or has become erroneous by reason of changed
Gy | E ', crrcumstances

i o . 4 " i

¥ 3 5 _The terms covered -transaction,” "debarred suspended “*ineligible,” “lower tier covered
,,;,transac:tlon partnmpant " "person " “primary covered, transaction,” “principal,” “proposal,” and
-+Voluntarily ‘excluded,” as used in this clausé, have thé meanings set out in the. Definitions and. © : .
} _ ,_-‘ Coverage sections of the rules implementing’ Executive Order 12549:-45 CFR Part 76. See -
e : https Hhwww govinfo, gov!app/detallleFR -2004- t|tIe45-voI1fCFR 2004- tltle45-vol1 part'iﬁfcontext

6 -.I.The prospectwe pnmary partlcrpant agrees-by. submlttmg thls Agreement that, should the proposed
o 'fia‘,. ‘-'covered transaction be entered. into, it. shall not knowmgly enter into any -lower tier covered .
T _"* i, ?transactlon with a person who is debarred suspended declared’ mehglble or voluntanly excluded
x from partlcrpatlon in this covered transactlon unless authonzed by DHHS
7_ The prospective primary partlcrpant further agrees by submlmng this proposal that it will include the
! ; """ clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
" Lower Tier Covered Transactions,” provided by DHHS, without modification, in all Iower tier covered

transactions and in all solicitations for Iower tier covered transactions,

- J

- 8.~ A participant in a covered transaction may rely upon a cerlification of a prospective participant in a

.~ ¢ . .lower tier covered transaclion that it is not debarred, suspended, ‘ineligible, or involuntarily excluded
"' S -from the covered transaction, unless it knows that the certification is erroneous. A participant may
"t 't 7 decide the' method and frequency by which it’ “determines the eligibility. of its .principals. Each
E " .participant may,’ but is not required to -check the. Nonprocurement List (of . excluded parties)

T httpsiwwwectr. gow’currentftltle-22/chapter-wpart-513 n"""
B .. _; ‘-'.1 . i 2 ! ol

T T ’ EXhlbllD,., e B Contractorslmtrals L—

‘.

‘ : W Federai Reqmrements o oms Date
T Page4of10 TR A
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New Hampshlre Department of Health and Human Servrces
wnoer 4 -Exhibit D-— Federal Requrrements

9 Nothlng contamed in the foregoing shall be construed to ’reqmre establlshment ofa system of récords
-in order to.render in good faith the certification Tequired by this clause.. The - ‘knowledge and
mformatlon ofd parhcrpant is not requrred to exceed’that which is normally possessed by a prudent

= -,' ‘person in the ordlnary course of business deatlngs

10 Except for transactlons authonzed under paragraphi6of: these instructions, ifa partrcupant ina

0 _covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended debarred, ineligible, or voluntarily excluded from:participation’in this transaction, in .-
~ addition to other remedies available to the ‘Federal government, DHHS may terminate thrs'
transactlon for cause or default. ;

ERIMARY COVERED TRANSACTIONS 2 i
11 The prospectlve primary participant certifies to the best of its knowledge and bellef that it and |ts
prrncrpals

S P Are not presently debarred, suspended, proposed for debarment, declared ineligible, or
e oAk vquntarrty excluded from covered transactions by any Federal department or agency,

A or had a civil judgment rendered against them for commission of fraud or a.criminal offense

I in connection with obtaining, attempting to obtain, or performing a public (Federal, State or
S local) transaction or a contract under a public transaction; violation of Federal or State

. antitrust statutes or commission of embezziement, theft, forgery, bribery, falsification or-
g & destruction of records, making false statements, or receiving stolen property,

" 11.3.  Are not presently indicted for otherwise criminally or civilly charged by a governmental entity
v (Federal, State or local) with commrssron of any of the oﬁenses enumerated |n paragraph

) . (I){b) of this certification; and
S - 11.4.  Have not within a three-year, period preceding thls appllcatlonlproposal had one ormaore

: o publlc transactlons (Federal, State or local) termrnated for cause or default-
.'. \ --v >
12 Where the prospectlve primary participant is unable to certlfy to any of the statements in this
certrt’ cation, such prospective participant shatt attach an exptanation to-this proposal (contract}..

LOWER TIER COVERED TRANSACTIONS .
2 13 By signing.and submlttlng this lower tier proposa| (Agreement) the prospectrve Iowertrer partrcrpant
" as defined-in 45 CFR Part 76, certifies to-the.best of its knowledge and belief that it ‘and its principals:
-713.1. - .Are not presently debarred, suspended proposed for debarment, declared.ineligible, or

yy voluntarily excluded from participation in thrs transactlon by any federal department or -
R agency.
L T.13.2.  Where the prospectlve Iower tier partlcrpant is unable to certrfy to any of.the above; such
et Zprospeotwe participant sha!l attach an exptanatron to this proposat (Agreement)
- t‘f i ® g

14 *The prospectrve jower tier partrcrpant further agrees by submitting this proposal. (Agreement) that it
" will include this clause entitled “Certification Regardrng Debarment, Suspensron Inelrgrbrllty and
Voluntary Exclusion - Lower Tier Covered Transactions,"” without modification in all lower tier covered

-"transactions and inall solicitations for lower tier covered transactrons ’

initial -
N

; B EEL =] Vo
Exhibit ' Contractor's Initials, l‘——

o . -Federal Requirements ' .+ Dale
SiE e et 'Page Bofdy oS :
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f;u,‘ 1 1.2.- Have not within a three-year penod preceding this proposal (Agreement) been conwcted of
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PN T e e W S Exhlblt D — Federal Requwements o M *

] % ‘ .4. -..""J"-f"e. : --. ' : 3 ! 4
: e~ Yt T'~‘; ,“"L‘The Contractor rdentn‘led in Sectioh 1.3 of the General Prowsrons agrees by" srgnature of the R ',' i
. 2l e Contractors representative as identified in Sections 1.11 and 1.12-of the General Provrsrons to execute
Jgaatl "'-'“, . the followmg certification: - g, P
: 3 T The Contractor will.comply, and will requrre any subcontractors to comply, wnth any appllcable federal
; -'._; s rreqmrements which may include but. are not limited to: . R R—— . . N

; : 5 g S —Unlform Administrative Requrrements Cost Prmmples and Audit Reqmrements for Federal Awards
L e (2 CFR 200)

ek -;‘.'2‘7 {The Omnibus Crime Control and Safe Streets Act of 1968 (42-U.S.C. Section 3769d) which

‘o »—-ﬂ:--; -~ prohibits recipients of federal funding-under this statute from discriminating, either in employment
LeEEE 1. ,practrces or in the delivery of services or benefits, on the basis of race, color; rellg:on national
S BT T origin, and sex. The Act reqmres certaln recipients to produce an EquaI Employment’ Opportunlty
B R -..4..- '_‘r v Plan .

it ] I )

.--'-.,"_ = 13 The Juvenlle Justice Delinquency Prevent:on Act of 2002 (42 U.S. C Section 5672(b)) which adopts :
' - by reference, the civil rights obfigations of the Safe Streets Act. Recipients of federal funding under °

- ] "5 thls 'statute are prohibited from discriminating, either in employment practlces or in the delivery of
Y LR iy - services :or benefits, on the basis.of race, color, religion, national orlgm and sex. The ‘Act includes .
. _:. . ‘._. Equal Employment Opportunity Plan requirements;
g * % ' 4 “The Cwll Rights Act of 1964 (42 L.S.C. Section 2000d, which prohrb|ts recrplents of federal financial

...

d d
o q.J- "'.,

0 Essustance from discriminating on the basis of race, color, or natronal origin in any’ program or activity),
" _:,-,-_ g . 5 The Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal.

e SN % e .. financial assistance from discriminating on the basis of disability, in regard to employment and the
1 o el I -_" “dellvery of services or benefits, in any program or activity; .

LY 2% il S

e f-'w" 6 The Amerlcans with Dlsabllltles Act of 1990 (42 U.S.C. Sectlons 12131-34), whlch prohrblts

5 - discrimination and ensures equal opportunity for persons with disabilities in employment State and
- ,'f Iocal government services, public accommodatlons commerc:al facmtles and transportatlon

7 :' 'he Educatron Amendments of 1972 (20 uUs. C. Sections 1681 1683 1685-86), whrch prohlbrts
& ‘r,dlscnmlnatlon on the basis of sex in federally assmted educatlon programs .

; 08 The Age Dlscrlmlnatlon Act of 1975 (42 U.S.C. Sections 6106-07), whichprohibits dlscnmlnatlon on

G _' . the basis of age in programs or actlwtles recelvmg Federal financial assistance. It does not mclude '

P e U employment dlscrlmlnatlon oo . -

Tl T % '. ’-28 C: F R-pt.’31 (U S. Department of Justice Regulations - OJJDP Grant Programs) 28 C.F.R. pt.

b, B ;""t';': 2 3 “* 42 .s. Department of Justice Regulations — Nondiscrimination: Equal Employment Opportunity; _

¥ Sk 108 "Policies.and Procedures); Executive Order No. 13279 (equal protéction of the laws for faith-based
g .' and community organizations); Executive Order No. 13559, which provide fundamental principles

.»*" . and policy- making criteria for partnerships with faith-based and nelghborhood organizations;

10 28 CFR. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith- Based
. = . Organizations); and Whistleblower protections 41 US.C. §4712 and The National Defense
g "7 Authorization Act {NDAA) for Fiscal Year 2013 (Pub. L. 112 239, enacted January 2, 2013) thePilot

= v .Program for Enhancement of Contract Employee Whistleblower Protections, which protects
employees against reprisal for certain whistie blowing activities in connection with federal grants and

Ll
-~

. = contracts
N a b W 11 The Clean Alr Act (42 US.C. 7401 76?1q ). which seeks to protect human health andthe
=TT e enwronment from emissions that pollute ambrent or outdoor, air. -
Exhlblt D ) Contractor s Inltlals -

il % e Federal Reqmrements = cy »Date

]
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12 The Clean Water Act (33 U.S.C. 1251-1387).which establishes thebasic structure for regulating’
I S T dlscharges of pollutants into the waters of the United States- and regulating quality standards for -, :
him IR S - surface waters. . ; - R .

g F B e g e A P, L
13 Cwlllan Agency Acqu:srtlon Council and the Defense Acqu:smon Regulatrons 00uncrl (Councrls) (41 LW
"U.S.C. 1908) which establishes administrative, contractual, 6r legal remedies in instances where Tl

rf . contractors vrolate or breach contract terms and'providefor such sancttons and penatties as ' s
Bt appropnate s o a5

; ab L - 14 Contract Work Hours and Safety Standards Act. (40 U 'S.C. 3701-3708} whlch establlshes that all -
-3 .. . i‘ ‘conlracts awarded by the non-Federal entlty in excess of $100,000 that involve the employment of
L = mechanlcs or laborers must include a provision for complrance with 40 U.S.C. 3702 and 3704, as

supplemented by Department of Labor regulations (29.CFR Part 5).

15 nghts to Inventions Made Under a Contract or Agreement 37 CFR § 401.2 (a) which establlshes the -
] recrplent or subrecipient wishes to enter into a contract with' a small businessfirm or nonprofit: 5 e
v ! . organization regarding the substitution of partles assrgnment ar perfon'nance of expenmental
Ll H develepmental or research work under that “funding agreement,” the recipient or subrecipient must’
S ““comply with the . requrrements of 37 CFR Part 401, “Rights to Inventions Made by Nonprofit
M - .Organizations and Small'Busingss Firms Under Government Grants, Contracts and Cooperative
Agreements,” and any implementing regutations issued by the awarding agency.

The certificate set out below is a material representation of fact upon which reliance is placed when the
e agency awards the Agreement. False cerification or violation of the certification shall be grounds for
i . .77 ' suspension of payments, suspensnon or termination of Agreements or government wide suspension or ..
- - »1 *debarment. B3, WG &

3 ":-.'-'- s In the event a Federal or State court or Federal or State admiinistrative’ agency makes a flndmg of

g TREC drscnmtnatlon after a due process hearing on the grounds-of race, color, religion, national origin, or sex o
s e a,-'- . agalnst a recipient of funds, the recipient will forward a copy of the fmdlng to the Office for Civil Rights, . . . ke
i AN <. v tothe apphcable contractlng agency or division within the Department of Health and'Human Services, - | =
o ‘) "and to the Department of Health and Human Services’ Offce of the Ombudsman P o e

: ..t iy * ke The Contractor identified in Section 1.3 of thé Gerieral’ Prowsaons agrees by srgnature ofthe . . gl )
3, r_‘ : kS Contractor S representatwe -as identifi ed in Sect|ons 1. 11 and 1.12 of the General Provrsnons to execute LT s
S S0l the following certification: .~ _ , ‘ C . : e

e, ¥ » ¥ ,
B Ia 1 By signing and submitting thrs Agreement the Contractor agrees to comply with the prowsrons ;

w1 lndlcated above

Il

E i5% - ExhibitD - Contractorslnmals 9 ‘2825'....:—" o

3! i TR umeda Federal Requrrements — Date4 ey
W ey K Page70f10 i T A i .:' Bt T
wor Ton 2 H ': s ale ...r_ 13 ll ; | ,, ¥, I- ! , : ':-_I..' ™
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. PUb|IC Law 103-227 Part C - Enwronmental Tobacco Smoke also! known as the Pro- Chtldren Act of
LT 1994 (Act) requires that smoking not be. perm:tted in; anymortromofamy findoor facility owned or. leased
oo or contracted for by an’ entlty and used routinely oriregularly for the: ‘provision of health, day care,-
i educat:on or hbrary services to children under the'age ‘of- 18, if the sewices are funded by Federal
programs either dlrectly or through State or local govemments *by’Federal grant, contract, loan, orloan
O guarantee "The law does not apply to chlldren s semces;provrded in vpm.rate residences, facilities funded
solely by Medlcare or Medicaid funds, and pomons:of facitities wsed 'fnrunpattent drug or alcohol
treatment Failure to comply with'the prowsmns of the' law may result in the” imposition of a civil .

- monetary penalty of up to $1000 per day andlor the |mp05|t|on of.an admumstratnve compliance order on

wthe respon5|ble entlty PR )

S The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the
e . . Contractor's representative-as |dent|f|ed in- Sectlon 1.41 ar}d 1.12 of the General Prowsmns to execute

R thefollowmgcertlfcatlon e e e 5 W 3

o .
EE = b B - o= 2
i ]

A R By signing and submitting: th|s Agreement the Contractor agrees to make reasonable efforts to
Ve : comply with alf appllcable prowsmns of Public Law 103-227 Part C, known as the Pro-Children Act-

. Al
J
L ' '
. ¥
. e |
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AT

The Federal Fundmg Accountab:llty and Transparency Act: (FFATA) reqmres pnme awardees of -
individual Federal grants equal to or greater than $30,000-and awarded on or after October 1, 2010,to - =
reporl on data related to executive compensation and associated.first-tier sub-grants of $30,000 0or : _
-more. If the initial award is below $30,000 but subsequent grant modifications result in' a total award o
‘- -L 'equal to or over $30,000, the award is subject to the FFATA reportmg reqwrements as of the date of
the award ) . ' . . i . I i

} In accordance with 2 CFR Part 170 {Reporting Subaward and Executwe Compensation Informatlon)
.+ -+ the Department of Health and Human Services {DHHS) must report the following information.for any
__C - sub award or contract award subject to the FFATA reporting requ1rements

= ! e r1 Nameofenhty-

i - I - 1 "'
. - Fl

] 2 Amount of award ' .

e ..,\.

3 Fundtng agency

E 4 NAICS code for contracts / CFDA program number for grants

5 Program source

6 Award tltle descr:ptwe of the purpose of the fundmg actlon

i 7 Locatton of the entlty _ ; 2 i £ ‘
iy -'. 8 Principle place of performance

g 19 Unlque Entuty ldentqt"er (SAM UEI DUNS#)

: .",, ; ; Ly
%"10: Totat compensatton and names of the top five executives if: d i :
e L 1 10. 1 --More than 80% ‘of annual gross revenues-are from the Federal government andthose L T
B ,i‘« ~~ " - revenues are greater than $25M annually and . g TR s S
“i. '=- 10,2, Compensation information is not already available through repomng to the SEC. )
S R Prime grant recipients must submlt FFATA required data by the end of the month, plus 30

e days |n which the award or award amendment is made.

e
"..'1 !',- 2 3 ey

2, The Contractor |denl|f|ed in Sectlon 1 3 of the General Provisions agrees to comply wnth the provisions,

‘. . of The Federal Fundlng Accountability and Transparency Act, Public Law 109-282 and Public Law 110-

' 252, and 2 CFR Part 170 {Reporting Subaward and Executive Compensation' Information), and further

_ agrees to have the Contractor's representative, as identifi edin Sectlons 1.11 and 1.12 of the General
Prowsrons execute the following Certification:

S The below named Contractor agrees to provide needed information as outlined above to the NH

. Department of Health and Human Services and to comply with all applicable prows:ons of the Federal
_ Financial Accountability and Transparency Act.

il . ) : ' Inttia!

ksl i ! : Qi

: - . 7S ‘o

. - ExhibitD -~ ' {:nntractor 5 Initials i
e ; Feﬁera1 Raquurementﬁ B o Datﬂ 9;_’2&25

-3 _. Page&eﬁﬂ s -_'h:{ I- _1.__-" - ‘?
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-:' = - ‘\ 1 - oa K ' ¥ i
25 ool .~ Exhibit D - Federal Reqmrements U R =
K 3 Iq.l wiI_- :1 R i . 5 r L
-l FORMA ' . |
| -_L'l:}"‘F\-:f - . 3 s . i . r ; > s ! .
T ‘As the Grantee identifi ed in Section 1.3 of the General Provrsrons I certlfy that the responses to the ' .
s } T below listed questions are true’and accurate. - = . , L MO
TEn it 106560832 © . ; ’
! .1‘. The UEI (SAM gov) number for your entity is: .

-

I "' R X 1Y your business or organization's precedlng completed fiscal year, drd your busrness or orgamzatron .
..receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts, -

WS L el " loans; grants, sub-grants, and/or cooperalive agreements; and {2)'$25,000,000 or more ih annual - %
. ¥ . o7 .-gross revenues from U.S. federal contracts, subcontracts;’ Ioans grants, - subgrants, andlor
ri e cooperatwe agreements'>
& : -.'.: PR 4 . i [
_-"' - NO YES

o -
LEL I | ‘,

AR ~.\ If the answer to #2 above is NO, stop here :
4 If the answer to #2 above is'YES; please answer the following: ' L

» . --* ;.‘ \,.,t‘.,’; ] N

E "..; 3., Does the publrc have access to information about the compensation of the executives 'in your

i -business or organization through periodic reports filed under section 13(a)-or 15(d} of the Securities °
PR st Exchange Act of 1934 (15 U.5.C.78m(a), 780(d}) or section 6104 of the tnternal Revenue Code of

. ..._' 3 ) N '..pl-l.:_..l 19867

B M NO . __YES

iy ;j' lfthe ‘answer 16 #3 above is YES, stop here . : . Je i
T T -':-If the answer to #3 above is NO please answer the followrng T it . e e E
e D Ty ‘ ' .
oa T A E . ;4 The names and compensatlon of the five most hlghly compensatedoffrcers in your busrness or = o C
"___“'- ..-organrzatlon are as foIIows ' )
' . A bo- i oE :
Amount:_ i R i & . i oy B !
' : Ar'_nount:" I ‘
Amount: : . : 3 il g
' _ . Amount:__ : 5 . LI P
" Amount: -
: ; - Contractor Name: Matrixcare
o o . ) Signed by: (
SOt 44972025 @MJ« SWML
O L 031206010C434A.
. . . q ’ Name- P2vid —Strepard ; T
Title:” yead of sales
o N . r—‘mlﬂll
Mol g M x Co ExhibrtD T ‘t_Contractor'sInrtrals . i e e
.y R e -y Federal Requnrements .7 Date4/9/2025 . .ttt
ity BT G e Page 100f10 . P TR e w i e T

. % . ' R 1 £allwe L (LAt . . ; =
o : ] " ' i - ar o = el
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DHHS Informatlon Security Requrrements

] g
AT 1
oo # In o

.0-’

3.

6.

A Deflnltlons o y _ ; 5 T e

' ,The followmg terms may be reflected and have the descnbed meaning in this document

“Breach™ means the Ioss of control, compromlse unauthorlzed dlsclosure

% unauthorized acquisition, unauthorized access,. or any S|m|lar term referring .to .-

© situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,

‘whether physical or electronic. With regard to Protected Health Information, “ Breach”
" shall have the same meaning as the term “‘Breach” in section 164.402 of Title 45,

Code of Federal Regulatlons

' “Computer Security Inc1dent shall have the same meanlng “Computer Security .

Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, Natlonal Institute of Standards and Technology, U.S. Department of
Commerce. :

“Confidential JInformation™ or “Confidential Data™ means all confidential information
" disclosed by one party to the “other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment .Records, Case . Records . Protected” Health - Information and
Personally Identifiable Informatlon -

Confidentlal Informatlon also includes any and all information owned or managed by -

the State of NH - created received from or on behalf of the Department of Health and

Human Services (DHHS) or accessed-in the course of performlng contracted services
*- of which collection; disclosure protection, and disposition..is governed by state or

federal law or- regulation This : information, mcludes .but is. not dimited- to ‘Protected
Health Informatuon (PHI), Personal. information (Pl), Personal Financial Information
(PFI) Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCl) and or other sensmve and confidential rnformatlon

' “End User" means any person or entity (e.g., contractor contractor's employee
busmess associate, subcontractor, other downstream’ user, etc.} that receives DHHS.
- data or derivative data in accordance with the terms of this Contract.

\
“HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and
the regulations promulgated thereunder.

“Incident” means an act that potentially violates an explicit or implied security policy,
+ which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a-system for the processing: or 'storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or

consent Incidents mclude the loss of data through theft or dewce misplacement loss - -

J. . | i ‘Cnm s
P e g TR N B0 . Conteactor Initials (AT

5Laslupdate10!09/18 Y geman CUC g el wTET N Cae g T wou 4/9/2025‘
ModlﬁedforMatnxCareZ}‘ltIZs *o LR 7 . Pagetol® S Rt T e o .-Date
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L Kl

T L or mrsplacement of har‘dcopyr documents and mrsroutrng of physrcal or, electronrc
o i T mail, all of which’ may have the potentral ‘to put the data at risk of: unauthonzed access,
P use, drsclosure “modifi catron ordestructron -

T R .

Sl TU70 “Open Wireless Network” means any network or-segment of .a network that'is ot

B \ -., e desrgnated -by the. State of New Hampshrre s Department of. Information Technology
g £ 8 T T ) delegate as a protected network (designed, tested, "and approved, by means of the -

a7 7 State, to transmit) will be considered an open network and riot adequately secure for

e "t the transmrssron of unencrypted PI, PFI'PHI or confdentral DHHS data.

C S R . A ‘“Personal Informatron (or "Pl”) means rnformatron whrch can-be tised to drstrngursh
e T “ or trace an mdrvrduals identity, such as therr name, social security number, personal
& : i mformatron as defi ned in New Hampshrre RSA 350- C:19, biometric records; etc:,
"t E I alone, or wheh combined with other personal or rdentrfyrng information which is Irnked
Sl w o . or linkable to a specific rndrvrdual such as date and place of birth,. mothers maiden
FeoLetaies k. name, efc -

o9 N anacy Rule’ shall mean the’ Standards for Prrvacy of Individually ldentifiable Health
" Information at 45 C.F.R. Parts’160 and 164, promulgated under HIPAA by the United
’States Department of Health and Human Servrces )

P

LTI e 'defnrtron of Protected Health Informatron" in-the HIPAA Prrvacy Rule at 45 CFR. §
: b '160 103. : . : e .
L '“Securrty Rule“ shall mean the Security Standards for the Protectron of Electronic:
e Protected. Health Informatron at 45 C.F. R Part 164 Subpart C, and amendments
’ thereto T Tk N . ; . o

el I e V0 BT .
4 G ' a _‘; B
" - i

LT ARLT T not, secured by a. technology standard that reénders Protected. Heaith . Information- -

Cete ZFe7y o unusable, unreadable or, mdecrpherable to unauthorized individuals and is developed

we w17 or endorsed by <a-standards developrng .organization that_is accredrted by the
“loA 0L American Natronal Standards Institute. .

: sl RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Busrness Use and Drsclosure of Confidential Information.
]

1. The Contractor must not use, drsclose maintain or transmit Confidential Information
.except as reasonably hecessary as outlrned under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not

R T of the Prrvacy and Securrty Rule.

% i e Spfeeetd Vg Sl SnEetd ol % [Contracior Initials

;Modrt’ed for:MatrixCare 2/11/25%" * s AT pagedold ot v mU Ty e U Date
e T S, A e RS v WO G : s

L .r,‘o
b - “.r“

-

iy

10 Protected Health lnformatron (or PHI") has the same meanrng as provrded in the ‘

E ‘“Unsecured Protected Health Informatron ‘means Protected Health lnformatron that is

use; disclose, maintain or transmit PHI in-any manner that would constitute a vrolatron

s o G : _ e . i . ]
’ B e i T e ] x # ' T bow 0 " . T " (]
(R He F% . " v 5 of ¥ + g YRy o a
= WA g % - 1 : - d L)
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2. 'The Contractor must not dlsclose amy‘Conf dentntttnformat:on in response toa request .

for disclosure on the basis that it'is: required by law, in response to a subpoena, etc.,
without first notifying DHHS so. that;DHHS has..am.-opportunlty to consent or object to
the dlsclosure

=R I DHHS notifies the Contractor“tha‘t?DHHS has -agreed to be bound by addltlonal ,

' restnc’nons over.and above those uses or disclosures or. security safeguards of PHI
pursuant 10 the Privacy and Security ¢ iRule, .the Contractor. must be bound by. such
additional restrictions and must :not 1disclose PHI in violation of such -additional
restrictions and must abide by any additional security’ safeguards

4 The Contractor agrees that DHHS Data or derivative’ there from disclosed to an End

User must only be used pursuant tothe terms of. th|s Contract.

5. The _Contract_or.agre,es D,HHS Data obtalned under thts Contract may not be-used for

any other purposes that are not indicated in this Contract. . -

6.-'The Contractor agrees to gra'nt access to the data to the authorized representatives of -

" DHHS for the purpose of inspecting to cont’ rm compliance with the ‘terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

i Applrcatton Encryptlon If End User is transmlttlng DHHS data contarnmg Conf‘denttal
S . Data between apphcattons the Contractor attests the applications have been evaluated
by "an expert knowledgeable in cyber security and that said application’s encryptlon

PR capablllttes ensure secure transmission via the internet,

i "Computer Disks and Portatle Storage Devrces End User may not use computer disks or :
dr portable storage devrces such'as a thumb drive, as a. method of transmitting DHHS data. '

. - :',Encrypted Email: End User may only employ email to transmif Confi dential Data if email

- is encrypted . and- betng sent to and being received by emall addresses of persons
.. authorized to receive such information.

Encrypted Web Site If End User is employlng the Web to transmlt Confidential Data the

'35, . secure socket layers (SSL) must be used. and the web site must be secure. SSL, encrypts

ﬁT. LV, Lastupdatemrogna e e, T T L
FEL UL Modlt'edtorMatnxCare2!11!25 nTanhgT L ! ve-Pagedates o L. e

e Rt
'-‘_;J:*-__a". ‘.. -ﬁg_-. 'e \,Y‘.‘

data tran$mitted via‘a Web site!
File Hosting Serwces also known as File Sharlng Sites, End User may not use flle hosting -

. services, such as Dropbox or Google Cloud Storage, to transmit Confidential Data.

Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

Laptops and PDA. If End User is employing portable devices to transmit Confidential Data
said devices must be encrypted and password-protected..
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e New Hampshlre Department of Health and Human Servuces _
bt f L0 Sl L EXNibUE |
§ oy T Jte o .t "DHHS Information'Security Requirements |

| t_;.-'f"".f'_l;":,\_'; 8 Open ereless Networks End User _may.. not ‘transmit Conf dentual Data via an.open’ -

_." s ) " wireless network. End User must employ a virtual private network (VPN) when remotely
’ ‘7-‘_ e transmlttlng vua an open wuretess network.
'-.; : .‘. ‘£ b : ! -
Cpiew_ 1o 9. Remote User Communlcatlon If End User'is: employing remote communlcatlon to access
A Ll .:”" "6 transinit Confidential Data, a virtual private network (VPN) must be installed on the End _
b o = --A‘:J- ="' User's mobile device(s) or Iaptop from which mfonnatlon will be transmltted or accessed

b ,? - 10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol If End

Yo _Folder and access: privileges to prevent mapproprlate disclosure ‘of .information. SFTP
L5090 folders and sub-folders used for transmitting Confi dential Data will be coded for 24- hour
G - auto-déletion cycle (| e. Confidential Data will be deleted every 24 hours)

f~ '*;;_“7151'. ereless Dewces If End User-is transmitting Cont" dentlal Data via W|reless devices, all
A data must be encrypted to prevent inappropriate dlsclosure of information.’

b

.'"s.-',III:.’ RETENTION‘AND'DISPOSITION OF ID'ENTIFIA'BLE RECORDS -

.-'II,"'."'-I 1 | The Contractor will only retain the data and any derivative of the data for the duration of this
""" Contract. After such time, the Contractor will have 30 days to destroy the data and any .
: _"derrvatwe in 'whatever form it.may exist, unless; otherwise required by law or permitted under

L this Contract To this end, the parties must.

o

i1, Retention
1. The Contractor agrees it will not. store, transfer or process .data cotlected in
) connectton -with the sérvices rendered under. thas Contract outside of the United
. States This.physical Iocatlon requurement shall also apply in-the |mp1ementat|on of

data and Disaster Recovery locations.

=N The Contractor agrees to ensure proper, secunty momtorlng capabllmes are in place
~to detect potential security events that can. impact State of NH systems andfor. -
Department confi dentlal information for contractor prowded systems : '

S Pl st 3. The Contractor agrees to provide security awareness and education for its End
Jor, A Users_in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Cont’ dential Data
rn a secure {ocation and identified in section IV. A2 - g

5. The Contractor agrees , Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and

regulations regarding the privacy and security. All servers and devices must have
TGOS currently-supported.  and- hardened operating systems, - the latest antl viral,
- ey sf" o antihacker, anti-spam, anti-spyware,.and anti-malware utilitiés. The environment, as

i a whole, must have aggressive intrusion-detection and firewall protection. Lo

' L
e D e S " i : ' d e Il
Yl F [kl o o M . v i A . H .- ¥ .
bl 7 . ; " . s . v E E ' X h
Cea! » 5in e R LY TR L1 i T R e T 'L Contractor lnltlals e
kA 5 G e v ! S - X
2 L )

) N '.:“ ‘_-_ . ) ¥ _ o e a _.- k JE By . . o F
‘ PR e I B B N e 4/9/2025
o Modlfed forMalnxCare2111l25‘ Té07 Tar Phab oo . .Pageddf9 D b TR s ol Date’, .

“u e L2 In. " i i -
e -z : L A a1 L . B
3 R R -.} rf i : i i i

‘ “ "7 7 User is employing an SFTP to transmit Confidential Data, End User:will structure the "~

. *cloud computing, .cloud service or cloud: storage capabllltles ang mcludes backup . s
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S 8 e S . DHHS Information Securlty; Requirements
1
e TR B._ The Contractor agrees to and ensures its complete cooperatlon with ihe State s
e e A " Chief tnformatlon Officer in the detection of any security vulnerability of the.hosting

mfrastructure
A S

2 Dlsposrtlon ' o

it 1. Ifthe Contractorwm maintain any Confidential Information on |tssystems (orltssub- :
A0 .- contractor systems), the Contractor will maintain a documented process for securely -
W disposing of such data upon request or contract termmatlon and will obtain written’

Gy ~certification for any State of New Hampshlre data destroyed by the Contractor or any -
g mn : subcontractors as a- part of ongoing, emergency, .and or disaster recovery
b ! roperatlons ‘When no longer.in use, electronic- media containing State ‘of New
LY - Hampshlre dafa shall-be rendered unreécoverable via a secure wipe, program in
! "accordance with industry-accepted standards for secure deletion and media

- iy _- Sy sanitization, or.otherwise physically destroying the media (for example, degaussing)
e et as described 'in NIST Special Publication 800-88, Rev 1, Guidelines for Media
WAL R _Sanitization, National Institute’ of Standards .and Technology, .. S. Department of

Commerce. The Contractor will document and certify in writing at time of the data

destructlon and will provide written certification to. the Department upon. request.

~The written certrf cation will include all details necessary to demonstrate data has .

been properly destroyed and validated. Where applicable, regulatory and,. £
e professronal standards for -retention requirements will be jointly evalliated by’ the

* State and Contractor pnor to destruction. ' .

2' Unless otherwrse specufred within thirty (30) days of the termination of this Contract i
Contractor” agrees to destroy all hard coples of Confidential Data usmg a secure
method such as shreddlng . . ’

UM -3. Unless othemnse specmed within thlrty (30) days of the termmatlon of thls Contract" #
Contractor ‘agrees to completely destroy all electronic Conﬁdentlat Data by means
) of data .erasure, also known as secure data wiping.

"”34v PROCEDURESFORSECURHY

A Contractor agrees to safeguard the DHHS Data received under this Contract, and any
' derivative data or fltes as follows:

1. The Contractor will maintain proper security controls to protect Department confi dential
infermation collected, processed managed, and/or stored in the delivery of contracted
services.

2. The Contractor will maintain policies and procedures to protect Department confidential

* information throughout the - information lifecycle, where applicable, (from creation,

“transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

; . ; ' Initial .
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P2 BT L, . o _'DHHS'Informatron.Se_cunty Req_ulr'e_m‘ents' .o By g 1

bR g ' / R el t - R e
BT L 3 The Contractor will mamtaln approprlate authentlcatlon and access controls to R >
e e il Fh contractor “systems that collect, transmit, or store Department confi dentrat information

' where applicable.

= ﬂ':' = : i 4 The Contractor will: ensure proper securlty momtorrng capabllltles arein place to  detect -
potentlal security events that can impact State .of NH systems andlor Department
" o ' conf' dential mformatlon for contractor provrded systems . :

5 ~The Contractor erI provrde regular security awareness and educatlon for its End Users:
. |n support of protectmg Department confrdentlal mformatron

) - x 2 DERTC | the Contractor will be sub—contractlng any core functlons -of. the engagement
CUelLToT T supporting the services for State.of New- Hampshire,’ the Contractor will maintain- a
T program of an.internal process or processes that defines specific security expectations,
w, - and monitoring compliance to security requiréments that at a minimum match those for -
" %L, . the Contractor, including breach notification requirements.

. 7. The Contractor will work with the Department to sign:and. comply with all applicable ‘
; "4 -State of New Hampshlre and Department system access and authorization policies and v e
S b - procedures, systems access forms and computer use agreements as’part of obtaining '
famLatres L . and maintaining access to-any Department systemi(s)."Agreements will be completed
~and sighed by the Contractor and any applrcable sub—contractors prior to system access
belng authorlzed :

’

8: “If the Department determrnes the Contractor is a Busmess Assoclate pursuant to 45
CFR 160 103, the- Contractor will execute a HIPAA Business Associate Agreement
(BAA) wrth the Department and is: responsrble for malntalnmg complrance wrth the"
agreement A T - A ' l .

2 4 .v'

9 The Contractor will” work wrth the Department at |ts request to complete a System‘-
.Management Survey. The purpose of the survey. is to enable the’ Department and
y Contractor to monitor for. any changes in risks, threats, and vulnerabllltres that may-
. oceur:-over the Ilfe «of the Contractor engagement The survey will be completed e
- annually, or an alternate time. frame at the Departments discretion-with agréement by * .- .4
the Contractor, or theé Department may request the survey be compteted when the '~
scope of the engagement between the Department and the Contractor changes

10. The Contractor will not store knowrngly or unknowmgly any State of New Hampshire
or Department data offshore or outside the boundaries of the Unrted States unless prior
- express written consent'is obtained from the Information Secunty Office leadership -
member within the Department. :

1 -:.- ol 1. Data Secunty Breach Liability. In the event of any security breach Contractor shall make
o 2 o efforts toinvestigate the causes of the breach promptly take measures'to prevent

¥
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e |

ST eaad

future. breach and minimize any damage xor Joss resultlng from the breach The' State.

" shall recover from the Contractor all'costsiof: response and recovery from

'-.the breach; |nclud|ng but not limited* to; scredit: momtonng serwces mailing cosfs,and
. costs-associated with, websﬂe and telephone ‘call center services necessary due tothe
‘ breach ' -

S 12,

Contractor' must, comply with all applicable statutes and regulations regarding the
privacy.and security of Confidential Information, and must in all other respects maintain
the privacy and security of Pl and PHI at.a level and scope that is not less than the level

“and scope of requirements applicable to federal agencies, mcludrng but not limited to,

provisions of the Privacy Act of 1974 (5 U.S.C: § 552a), DHHS Privacy Act Regulations

- (45 CF.R. §5b); HIPAA Privacy and Security. Rules (45.C.F.R. Parts 160 and 164) that

. govern protections for md:vrdually |dent|f|able health mformatron and as applrcable

13.

under State law,

Contractor agrees to establish and maintain appropriate administrative, technical, and

. physical safeguards to protect the confidentiality of the Confidertial Data and to prevent

unauthorized use or_access to it. The safeguards must provide a level and scope.of

.secunty that is not less than the level and scope ‘of security requirements’ established

by the State of New: Hampshire, Department of Information Technology.- Refer to

" Vendor Resources/Procurement at https:/iwww. nh. govldortlvendorllndex htm for the

-

14,

- Department of -_information. Technology policies, gund,e_!lnes standards, and

procurement |nformat|on relating to vendors &

Contractor agrees to malntaln a documented breach notifi cation and mcrdent response
process., The Contractor will notify the State’ s Privacy Officer and the State's Security
Officer of any security breach |mmed|ately -at-the email addresses provided in Section - -

f:VI This - mcludes as confdentlal information breach, ‘computer ‘security incident, or
“suspected breach which affects or includes any State of New Hampshlre systems that
' connect.to the State of New Hampshire network ' .

15.

Contractor must restnct access to the Confi dential Data- obtalned under thns Contract’
to, only those authorized End Users who need such DHHS Datato perform. thelr official -

duties in connectlon with purposes |dentrf ed in thls Contract il

16.

--"VS."Laslupdate10!091'18 b g Tt oW T £ :
.-ModlfedforMatnxCare2111f25 S iR S T TPageTal®e e e T Date+--____;

"'i EN

The Contractor must ensure that all End Users:

1. comply with such safeguards as referenced in Section [V A. above, implemented
to protect Confidential Information that is furnished-by DHHS under this Contract
from loss, theft or inadvertent disclosure.

safeguard this information at all times.

ensure that laptops and other electronic devrceslmedla contalnlng PHI, PI or
PFl are encrypted and password- protected

3.

pmb . j SR : Contractorlmtlals
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o i;‘.' I G send emails contalnlng Confrdentlal Informatlomonty ife ncggte and belng sentl

. to and being received by email addresses of: persons authonzed to recerve such
' mformatron . . i

"
PN

Fial -8 Jlimit drsclosure of the Confi dentral Infonnatron toithe extent permrtted bylaw
5 R 6. Confi dentlal Informatron=recelved underthis Contract and mduwdually |dent|f able

technologrcally secure from access by unauthorized persons during duty hours

‘as well as non-duty hours (e.g., door locks, card- keys biometric identifiers, etc) :
PR - 7. only authorized End Users may transmit the Confidential Data, mcludrng any .

".derivative. files contarnlng personally identifiable mformatron and in all cases,

=lh e Tao ON portable media as requrred in'section IV-above.
8. in all other instances Confidential Data must be maintained, used and disclosed

' -'.~'". usrng approprrlate safeguards, as determined by a risk-based assessment of the

circumstances involved.

At " 9. understand that their user credentials (user name and password) must not be
) v : shared with anyone. End Users will keep their credentral information secure. This

_applies to credentrals used to access the site drrectly or |nd|rectly through a third"
party appllcatlon .

a4t 1} = Eow
SR e . " . 11 v

EE N .o ‘ i lg,
._L.r_ ; . \-,l

17 Contractor is responsrble for oversught and complrance of therr End Users DHHS..
reserves the right to conduct onsite inspections -to monitor compliance with this
Contract including the privacy and security requirements provided in herein, HIPAA, -

|s'drsposed of in- accordance wuth thls Contract

i : * 9 i
18 "The Department agrees that the Contractor may only aggregate data to the extent'

=3 -u."':gf .I'.'_‘i - necessary. to provide the required sérvices to the department that is compliant with
oW do ‘—HIPAA and DHHS security requirements and ‘the BAA.: The data. utilized .or shared ..
(L pursuant to this Jprovision must be directly connected to-the provision of Services |

"':'Jff;'c undet the ‘Agreement -and shall not contaih any Protectéd Health. Information or
" personally identifi able information, as such terms are defined by this agreement. The
" Contractor shall not use PHI or personally Jdentifi iable data to perform marketlng
research or product improvement.

“V. . LOSS REPORTING

= The Contractor must notify the State’s Privacy Officer and Security Officer of any Security *
' -'Incidents and Breaches immediately at the email addresses provided in.Section vi.

The Contractor must further handle and report Iricidents and Breaches rnvol\nng PHI in’
accordance ‘with the agency’s documented Incrdent Handlmg and Breach Notifi catron.

end
et . Contractorlmtrals

" data derived from DHHS Data, miust be stored in. an area that is physrcally and- -

CTE .such data must be encrypted at all times when in transit, at: rest, or when stored &

-and other applicable Iaws and-Federal regulations until such trme the Confrdentral Data_" =

procedures and in: accordance wrth ‘42 C. F R §§ 431 300 306 In addltlon oﬁend- 1,'

Sl e T B e 0 R Pl 4/9/2025
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£ 7 notwﬂhstandmg Contractors compllance with all applicable obllgatlons and procedures - =
. 1"',_' Contractors procedures ‘must dlso address how the Contractor, will: U BT @ T a8 o
. Identlfy lnmdents ‘ . . i, fara
Ve f_‘.” 2 ‘Determine if personally identifiable information i is mvolved i inmdents ' ’
L : N ”Report suspected or conflrmed Incidents as reqmred in thls EXhlblt or P- 37
Son H= T4 Identify and convené a core response group to determine the risk Ievel of Incidents and N
! _orvilo L determine risk- based responses to Incidents; and ‘ : K
s ,. : 5.".Determine’ whether Breach notlf cation is required, and, if so, identify appropriate Breach
4. = - notification methods, timing, source, and contents from among different options,-and bear
- XS costs assomated wrth the Breach notice as weII as any mrtlgatron measures.,
R, e .
) F::“‘ i " ; L' ' .
|ncrdents andlor Breaches that |mpI|cate Pl must be addressed and reported as appllcable in accordance wrth ‘ -
! NHRSA359020 5 ; _ i, C . : gahe v i g
g VI PERSONS TO CONTACT _ . 3
A DHHS Prlvacy Offrcer DHHSPrlvachcher@dhhs nhgov . .o )
B DHHS Secunty Oft" cer DHHSInformatlonSecurltvOff ce@dhhs nh. qov vy g ' " :
nea e R e , =
.I. : ;‘ ."'r?’ b ; ) 4 , o
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The Contractor identified m Sectton hE 3 of the General Prowsrons of the Agreement (Form P- 3?)‘ L
("Agreement") and any of its agents who réceive use or have access to protected health™

- 1.information (PHI), as defi ned herein, shall be referred to’ as the “Business Associate:” The State -
of New Hampshrre Department of Health and Human Servrces "Department shall be referred
to as the “Covered Entrty," The Contractor and the Department are collectlvely referred to as “the
partles : 0 . "

The parties agree to compty w1th the Health Insurance Portabrllty and Accountabrllty Act, Pubhc _
~Law '104-191, the Standards for Prlvacy ‘and Security of Individually Identifi able Health -
Informatlon 45 CFR Parts 160, 162, and, 164 (HIPAA), provisions of the HITECH Act, Title Xlll, ’
' Subtrtte D, Parts 1&2 of the American’ Récovery and Reinvestment Act of 2008, 42 USC 17934,
. et sec., applicable to business associates, and as applicable ‘to be bound by the provisions of
the Conf dentlallty of- Substance Use Disorder Patient Records, 42 USC s. 290 dd-2, 42.CFR Part
2 (Part 2) as any of these laws’ and regulations may be amended from trme totime.

(1) QQf.IDELQnﬁ

* a.  Thefollowing terms shall have the same meaning as defined in HIPAA the HITECH
' Act, and Part 2,.as they may be amended from time to time:

"Breach " “Designated Record Set,” “Data Aggregation,” Designated Record
Set,” “Health® Care Operations,” “HITECH Act” “Individual,” "Prrvacy Rule,”
"Requrred by law * “Secunty Rule," and “Secretary

N

Busrness Assoclate Agreement (BAA). means the Business Associate Agreement

= f.that\tncludes privacy. and confi identiality requrrements of the Business Associate
k © - working with PHI and as applicable, Part 2- record(s) oh behalf of the Covered Entity
.- .under, the Agreement. -

“Constructrvety ldentlflable .means there is a reasonable basis to belleve that the
_information could be used,-alone or in-combination with othér reasonably available
G - ‘|nformatlon by an antlcrpated recrprent to |dent|fy an, |nd|vrdual who.is a subject of

oo Yocthe mformatron o g :

“Protected ‘Health Informatron ("PHI") as used in. the ‘Agree'ment and the BAA,

means protected health.inforration defined in HIPAA-45 CFR 160.103, limited to .
“the, mformatron created recelved or used by Busmess Associate from or on behalf
of Covered Entlty, and mcludes -any Part 2 records if apphcable as defrned below.

; “Part 2 record” means: any pat|ent “Record relatmg to a "Patlent and “Patlent-
Identlfylng Information,” as defined in 42 CFR Part 2.11.

.. f  “Unsecured Protected Health Informahon means protected health information that

’ i$ not secured by a technology standard that renders protected health mformatron

" unusable, unreadable, or indecipherable to unauthorized individuals and is

i developed or endorsed by a standards developing organization that is accredited
by the American National Standards Institute. :

(2) ', Business Associate Use and Disclosure of Protecfed Health Information - -
.-_,r:.'_-' b B Busrness Associate shall not use, disclose, maintain; store, or’ ‘transmit Protected

Sl Health Information {PHYH except as reasonably necessary to provrde the services -
e e BN outlrned under the Agreement Further Busmess Associate, mcIudrng but not

' e e - AR Inltial )
I A TR e s . i s
A PR o7 N N R CE G T ) ExhlbrtF W S % . ' . I I)
S o L S S Ve el ) ST I A Contrat:tortnthals
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_ limited to all its dlrectors ofF icers, employees, and agents, shall protect any PHl as
" .. .. required by HIPPA and 42 CFR.Part'2, and not use, .disclose, maintain, store, or,

VUaizln, oL transmit PHI in any manner that wouId comsmuie a.vrolatlon of HIPAA or 42' CFR.

N rl‘.. L '-_.I;_ . Part2 s - o R - )

o] . b .Business Assocrate may use ordlsclose‘PHl‘.asappllcable

P R 3 " I. " Forthe proper management and: admtmstratron of the BusmessAssocrate

} ) Il.  Asrequired by,law, according to the Ierms.set:forth in praragraph c.and d. belovv;
] '.According to the HIPAA'minimum nece'ssarystandard' '

_--.‘_;.'-‘ . IV. For data aggregatron purposes for the health care operations of the Covered .
£ _ Entity; and ‘

SErL T LV Data that is de-identified or aggregated and remains" constructlvely identifiable
A : may not be used for any purpose outside the performance of the Agreement

VIR +“o. L ¢’ - Tothe extent Business Associate is permitted urider thé BAA or the Agreement to -
a0 e noo. o disclose PHI to.any third party or subcontractor prior to maklng any. disclosure, the
' : ZEP Business Associate, must obtain, a business associateé agreement or other
agreement with the third party or subcontractor, that complies with HIPAA and
ensures that all requirements and restrictions placed on the Business Associate as
wo part of this BAA with the Covered Entity, are included in those busmess associate
R , agreements with the third party or subcontractor :

b d.o The: Business Associate shall not, disclose: any PHI in response to a request or
) ! " demand for disclosure, such as by a'subpoena or court order, on the basis that it is
e N required by-law, without first notifying Covered Entity so that Covered Entity can
e T Tuanoe. Lo determine how to'best protect the PHI- If Covered Entity objects-to the disclosure,

T oF R b fevee ) WA A the. Business: Associate agrées to, refrain- from disclosing the PHI and ‘shall |
S e~ .- . cooperaté with the-Covered Entity in‘any effort the Covered Entity undertakes'to .-
TS "contest the request for disclosure, subpoena, or other. legal process. If-applicable
. - relating to Part 2 records; the Business, Assocrate shall re5|st any efforts toaccess
o part 2 records in anyjudlmal proceedrng

s

S P T " a. —"Busmess Assocrate' ‘shall  implement appropriate  safeguards to prevent.
.4 "oy - unauthorized use or disclosure of all PHI in accordance with HIPAA Privacy Rule
: : et 2 and Securrty Rule with regard to. e|ectromc PHI, and Part 2, as appllcable

TSm0 b The Business Associate shall |mmed|ately notify. the Covered Entity's Privacy
_ Officer at the following email address, DHHSPrivacyOfficer@dhhs.nh.gov after the -’
. - L Business Associate’has determlned that any use or disclosure not provrded for by
ro- TN its contract, including any known or suspected privacy or security incident or breach
' T -has occurred potentially exposing or compromlsmg the PHI.. This includes
inadvertent or accidental uses or disclosures or breaches of unsecured protected
health information.

¢. Inthe event of a breach, the Busmess Associate shall comply with the terms of this
Business Associate Agreement, all applicable - state and f_ederal laws and
- regulations and any addrtlonal requurements of the Agreement '

~. d." ' The Business Associate shalt perform arisk assessment based on the information
' available at the time it becomes aware of any known or suspected privacy orCnnm
5 ) ) ‘ DS =

Exh:blt F

. i ' . Q. 1
" , Conlractorlnrtrals
C Busmess Assoclate :

_ AgreementPageZofG : > o : .4/9/2025
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security breach'as described above and.commuiiicate the risk-assessment to the
. Covered Entity. The; risk assessment shall mctude but not. be limited to; , g

I The nature and, extent of the protected 'health mformatron mvolved mcludrng the .
types. of |dent|f|ers and the Irkelrhood .of retidentifi cation;: - :

l. The unauthorized- person who accessedﬂ used dlsclosed or recelved the i
protected health rnformatlon 3 EE a -

Nl. Whether the protected health. mformatlonﬂwas actually acqwred or viewed, and v

i IV How’ the rrsk of loss of confi dentlalltyto the protected healthrnformatlon -
‘has been mltrgated

- The Busmess Associate shall complete arisk. assessment report at theconclusmn
of its incident or breéach investigation and provrde the findings in:a writtén report to .
the Covered- Entrty ‘as soon as practlcable after the conclusron of the Business
Assomate s rnvesttgatlon : :

Business Associate shaII make avaltable aII of its mternat pohmes and procedures i
-books and, records relating to. the use_and"disclosure of PHI received from, ‘or "
created or réceived by the Business Associate on behalf of Covered Entity to the
US Secretary of Health and Human Services for purposes of determining the .’
Business Associate’s and the Covered Entity’'s compliance wrth HIPAA and the
Privacy and Security Rule and Part 2,if appllcable :

" * Business Associate shaII requrre all of |ts business assocrates that recelve use or.
have access: to PHI under the BAA to agree in writing to adhere’ to the same
restnctuons and conditions on the use and dlsclosure of PHI contained herein. .

: Wrthm ten {10)- busrness days of recerpt of. a wrltten request from Covered Entity,

. Business Associate shall make available during normal business hours at its offices.
* - all records; books, -agreements, policies .and procedures relating to the use-and- -
. drsclosure of PHI to the Covered Entity, for purposes of-enabling Covered Entity to- -
determme Business Assocuates compl:ance with the terms- of the BAA and the - .
greement TS [ S I - 3 i =

T Wrthrn ten (10) busmess days of recelvrng a wrltten request from Covered Entrty, i
" Business Assomate ‘shall provide access to PHI'in a Designated Record Set tothe -
“Covered Entrty, or as directed by Covered Entity, to an |nd|v|dual in order to meet ‘-

“the reqwrements under 45 CFR Sectron 164 524 n

-+an amendment of PHI or a record about an individual contained 'in‘a Designated

Record Set, the Business Assaciate shall make such PHI available to Covered

Y Entity for amendment and incorporate any such amendment to enable Covered-
A Entity to fulfill its obligations under 45 CFR Section 164.526.

k. Business Associate shall document any disclosures of PHI and information related
to any disclosures as would be required for Covered Entity to respond to a request
by an individual for an accounting of disclosures of PHI in accordance with 45 CFR
"Section 164,528, : 4

O ¢ Within ten (10) business.days of receiving a written request from Covered Entity for

: a request for.an’ accountrng of disclosures of PHI, Business Assocrate shall make -
available to Covered Entity such information as Covered Entity may require to fulfill -

-, its obllgatlons to prowde an accountrng of dlsclosures wrth respect to Pﬁtﬂgm

: ExhlbItF . s
TRy s IR R o ’ : T .ContractorInftials
Fhe b w o ok Busrness Assouate goom ol L. ta oA 2 ‘
i e R Agreemenl PageBofB i o g . 4/9/2025 ..

AT e L j ) e i e . :
TN T P .'1‘ , " ;_i V20 ; E o s o Date

Within ten (10) business days of receuvrng a wrrtten request from. Covered Entity for. 2 Al
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: ,accordance withi 45 CFR Sectlon 164.528. - R : .

. n the event any mdrwdual requests access to, amendment of or accounting of PHI o
o dlrectly from.the Busmess Associate, the Business Assomate shall within five (5)
business days forward sich- request to Covered-Entity: Covered Entity 'shall have :
" the: responsibility ‘of responding to-forwarded requests. However, if forwarding the "™
o mdrvndual s request to;Covered Entity'would cause Covered Entity or the Business
: 7_‘;Assomate to violate HIPAA and ithe' Prrvacy :and Secunty Rule; the Business:
* - Associate shall mstead respond to: the mdnwdual s.request as required by such law.

. and notrfy Covered Entlty of such response: as'soon as practicable.

F Wlthln thirty (30) busrness days of termination of the Agreement; for any reason,
" the Business Associate shall return or- destroy, as specified by Covered Entity, all -
. PHI received from or created or received by the Business Associate in connection”

Covered -entity shall- promptly notrfy Business Assomate of any restrlctlons on the"
.- .use or disclosure of PHI that Covered Entity has agreed to in accordance with.45
CFR-164.522, to the ‘extent that such restrrctlon may affect Busmess Assomate s’
+useor disclosure of PHI. . .

with the Agreement, and shall not retain any copies or back-ups of such PHI in any
form or platform

Vl If return or destructron is not feasible, or the drsposmon of the PHI has beenr'
otherwise ‘agreed to in the Agreement, or if retention is governed by state or

~ federal law, -Business Associate shall ¢ontinue to extend the protectlons of B

the Agreement, to such PHI and limit further uses and disclosures of such
PHI to those: purposes that make the return or destruction infeasible for as
long as the Business Associate maintains such PHI. If Covered Entity, i inits

sole-discretion, requires that the Business: -AssoCiate destroy any or all PHI, ) g
the Business Assomate shall certify to Covered Entrty that the PHI has been .

destroyed

) ‘;‘Covered Entlty shall post a current verSton ‘of the Notlce of the Prlvacy Practrces. ,
- on-the Covered Entity's website: " :

s+ . https: [iwww.dhhs.nh. govlooslh|paalpublrcat|ons htm in accordance wrth 45 CFR.
" ... Séction 164.520. L :

'.Covered Entrty shall ‘promptly” notrfy Business Assocrate of any changes in, or .-
:...revocation of permission provided to'Covered Entity-by mdrwduals whose PHI may .
‘be used or disclosed by Business Associate under this BAA, pursuant to 45 CFR

Section 164.506 or 45 CFR- Sectlon 164 508.

" - (5) . Iemmination of Agreement for Cause

T y
-y

In addition to the General Provisions (P-37) of the Agreement, the Covered Entity
may immediately terminate the Agreement upon Covered Entity’s knowledge of a
material breach by Business Associate of the Business Associate Agreement. The
Covered Entity may either immediately terminate the Agreement or provide an
" opportunity for Business Associate to cure the alleged breach within a trmeframe
- specified by Covered Entrty

e LD Miscelncous
£ TR Defrmtlons Laws :and. Requlatorv References Al laws and regulations ufef:‘ - -

i =
by i VZO

Exh|b|tF - -‘.
‘ : R ) Conlractorlmllals
SR i Busmess Assocrate ; O
¢ et 2T AgreementPage4of6 Byt T g 4/9/2025 .
o . i o Date :
|.' i B o
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herein, shall refer to,those laws and regulatlons,as amended from time to time. A

' reference in the Agreement .as amended to include this Business Associate

Agreement to a Sectlon in HIPAA or 42 Part 2, ‘means the Section as in, effect or.
as- amended .

_c_nw Covered Entrty and Busuness Assocuate agree to take such actlon
"as.is ‘necessary. from time to'time for the Coveied' Entlty and/or Business Associate

e i

to comply with the changes in the- requrrements -of HIPAA 42 CFR Part 2 other ._' '

appllcable federal and state law - . h

Mﬁmp The Busmess Assocrate acknowledges that it has no ownershrp
-‘rights’ W|th respect to the-PHI provrded by or created on” behalf of Covered Entlty

mmml_p_n The parties agree “that any ambrgurty in the BAA and the

—Agreement shaII be resolved to permit Covered Entity and the Business Assocrate

to comply. with HIPAA and 42 CFR Part 2.

S_e_gmlp_n If any term or, condltlon of this BAA or the applrcatlon thereof to any.
.. person(s) or crrcumstance is heldinvalid, such rnvalrdlty shall not affect other terms -
-or- condltlons whichcan be.given‘effect without the invalid term or condition; to this -
- end the terms and condltlons of this BAA are declared severable. -

§_|.|,my_a1 Provrsuons in thls BAA regardrng the use and disclosure of PHI, return
or destruction of PHI, extensions of the protections of the BAA in section (3) g. and

2(3) n.l.; and the defense and indemnification provisions of the General Provisions “~-

(P 37y of the Agreement, shaII survive the termlnatlon of the BAA.

lRelm bursement - Business Assomate shall relmburse Covered Entity Assomate in -
".connection with a breach of thls BAA and/or HIPAA by Business Assomate for all -
- reasonable costs mcurred in"“connection ; with tnvesttgattng respondlng 1o,

o ; ,3-.'; .mltlgatrng the harmful effects of, and notrfylng individuals, regulators and the medla/
ST fconcernmg the’ unlntended use or disclosure, mcludlng all Iegal compllance risk

. management, secunty and rnformatlon technology expénses, all costs of printing -

" rand postage and all credit and, fraud _monitoring, |dent|ty theft remedratron and

srmllar servrces offered to affected mdrvrduals

T » - row s 7 LHRR = <t

-

L PIE T F e - Fi i - 5 ; -
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IN WITNESS WHEREOF the partles hereto have duly executed thls Busmess Assomate

Agreement

* T . n.-_-r.'i. '__' |: " [N .

. MatrixCare

‘ i B B ‘ Contractorlnrtlats i
i Busmess A.ssocuate Bl ey S T
2 " ' =0, - -

N o 4/9/2025
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The State " Name of the Contractor
‘ Do:us'igmd- by: .I — Signed by: .
Ellen Lapointe Dovid, Slapard ;
Srgnature"ofvxuthonzed Representatlve Signature of Authorized Representative
H -EHen La‘pomte : pavid Shepard ;
£ *Name of Authonzed Representatrve - Name of Authorized Representatlve PR

Ve
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nAPPL{CATION
REQUIREMENTS

Staté Requirements

=4 Req#

. . -+-  Reguirement Description i bt N Comments Fap TN
gon . o : i M
i " * x - .. R - C B I (3 = = - F -
. | GENERAL SPECIFICATIONS. "' - AL o B G Z sy T 2 s il ‘! =
g T Ability to access data usirig open standards access protocol (pleasespecnfy MatnxCare Skilled Nursrng isa Saas web based application accessed
-  ALa supported versions in the commentsfeld) i . with a web browser via HTTPS and encrypted in motion with TLS 13,
‘ & SR X '3 i s W " actively transmomng to TLS 1.3, all weak ciphers for TLS'1.2."are.
- s ¥ Pty WL FIRR R N ’ o - disabled. .l i
ey i 3 Data is available in commonly used format over wh:ch no ent:ty has The customer ownsandis respd‘n_sible_fdr)tﬁeir‘cénteng/daia‘,ﬁut
SH _ . exclusive conttol, with the exceptron of National of internatioal grants ResMed i license to use it to provide the services during the
+ o, ALz standards. Dataisnot subject to anv Coerght Dalfenl; trad'emark-?rother " contract term. Likewise, ResMed ownsthe software/services and
; R trade secret regulation™™ ke Aol Tl B grants thecustomer a Irc;nse touse i, durlng thie contract term.
' . : . o F TR _- : ResMed may deidentify datai in accord wrth apphcable Iaw .
iy ¢ Web-based compatible and in conformance wrththe followmgw3c ) el AR 1 N
AL3 “|standards: HTMLS, css2., XMLl 1 g i * HL7 C-CDA, HL? ADT v2_.3, FHIR 5TU3, SOAP/ XML - -
. N ‘ i Figi : e il N =
APPLICATION SECURITY T, T R ; B TS S e P R ey T S T .
52 Verrfy the identity or authentlcate all of the system client applications The application is hosted by MatnxCare Only applrcatron -
L, before allowing use of the system to prevent access to |nappropr|ate or, .connections from specific sources are allowed for the database tier,
- A21 confidential data or serwces . L [P whitelisting and MFA (w:th Okta federatlon to local AD) capability
- - - . ‘ ! i i is available to restrict connectrons for the apphcatlon to spec:fc
it - . : e e . ; : ; customer source addresse i _‘ i ‘.: ‘i
- [ verify the |dent|ty and authenticate alf of the system 's human users before N_'IatnxCare enforces unigue usér names and Oges password based
i A2 allowing them to use its capabr!mes to prevent access to mapproprlate or] authentication contfols. Multl—factor authentlcatlon can be
* A { mnﬁdem,a| data‘or services! <3 e . o 3 rmplememed via Acuve Dlrectory federatlon uslngOkta sagent and
P ! s - =- -;*,. B b T ! i »OpeniDConnect { i
Tl . 3 Enforce unique user names.” " - * oy x Each MatnxCare user is assigned a  unique user haié. Dupllcate user '
W oaa " A8 . ) N TR g i : .names are prevented by the system. -+ . .
Loy El:IfOFCe Ct'JmpIP:x p_asswords for Administrator ACCP”"PS in accordance lmplememlng Okta-hased 1DM for the Skilled Nursrng appllcahonto
o 8o Yeord with DolT’s statewide Us‘er Account and Pass_wo.rd Policy.+ bt enforce a password pollcy defmmg password comp!emy {to 15
: ¥ ) ’ el o : characters, 1 upper, 1 Iower 1 numenc, 1 special). The Iast 6
TRk G ; v nelof \ " 2 . passwords are prévented fréfmreuse,
o Enforce the use of comple‘x pass_words f?r genera‘l USErs .usmg capital Irnplementmg Okta based DM for the Sk:lled Nursmg application to
. o letters, numbers and special characters in accor:d_ance with DoiT's i enforce a password policy defining password complexity {fo 15
- statewide User Account and Pa"“:":rd P°“°f 5 T y characters, 1 upper,1 lower, 1 numeric, 1 $pecial). The Iast 6
; E i b Y : i 3oy passwords aré prevented fromreuse, i
- . Encrypt pdsswords m_transr_ms‘s‘ron' and at resf wrrhm the da‘tab_ase. All MatrixCare web commumcatlon occurs over secure TLS. yser

passwords are hashed sa!ted and encrvpted mthedatabase




v ome .t | R R AT r.
et P ot T S
g . 4= *aa = v .
Estabhsh ability to expl_re passwords after a def‘mte penod of trme in? i s ] ‘Mameare $ password pohcy alrgns with'NIST gundelrnes whnch |
accordance “with Dolf‘s s\atewrde User Account and Password Polrcy__ S oy ol ST emphasrzes password length « °V€f CO""P‘E!FW, salting ancl hashmgr
e K - & el DR PR ! stored passwords MFA and makmglt easier for usersto adhereto-
et Bt o Y B 4y P N S P
; t 4 s R i J.‘-_': L syl OO »password securlty pollcnes i o = _‘,:
. abmw e llm":. e number o people tha't.can grant & change 1 -M- Yes i .Sta.no-ard' Role based access |s Drowded Customer admmlstrator nghts can be
3 % ¥ . 2 .
authonzatlons O i L - 5 o 435 Inmlted 1o speclf‘cmdwnduals ¥ < G
ety ! Establssrlablhty to enforce session; tlmeouts dulrln‘g perlods of |nact|v1ty - N d Automatnc logout e after 15 mlnutes of maclMty bv defau!t.
S ’ A2.9 R D s TR - Lo M Yes Standard Sk [ .
s e ” R 1 &, . L L : T i ThlsusconfgurabIE‘ i ik
The apPhcanon shall not store authentscatron credentlafsor sensutlvedata T i , e LA 5 s~ IS Ak 25
A2.10 in its code. Cin wEE . i ’ % BN B ¥ I Yes ° Standard Sensmve credentrals or code are not stored in the apphcar.lon code. 1
2 A e P , b < h ek - ] S - . e e
Log alt attempted accesses that fail |dent|f|cat|on authentucatlon and\ = F 3 N e oon e
A2.31 authorlzatlon reqmrements 5 <M Yes Standard. True for HIPAA Audlt Iogs and system logs |
. ~ 5 1 - .I . : : ¥ ; - = " 4= by .-'A. S et ‘ ot koo
The application shall iog all activities to a central server to prevent pames . - : Vo SR ST o a0
A2.12 19 appl:canon transactuons from denvmg that the'v have taken place.” Mo Yes Star_\d_ard' - HIPAA Audit logs aﬁQfEﬁtéH Io'g-s: Are moved offsite regularly.
BT L EREL . ] . , j : g Requirement forlogscan be found in AZ 21,logs must be retalned in
e : s AZ13 All logs must be kept for 6 years * =~ Fodl 3 . "M Yes Standérc! a “fail safe” coanurauon forsvears All HIPAA audit logs are never
i A i ) RN Yo L : . . - * purged or deleted
Mhod . The application must allow a hurnarr: usler t: expllcrtly termmate a so‘sslo_n . b - Ciarlh] MatnxCareemployees i termlnate e connectrons/ sessron b
- .-__._ . ) . No remnants of the pnor sessuon should then remam 1 i ) o remor_e[y .f mahcuous activity isSuspected.
el b Donotuse Software and SystEmSerwces for anythmg other than they are = MatrixCare designs and tests the system for, specnf‘c use case.
i T AZ2:15 designed for. B i M Yes Standard ‘| scenarios, and prowdes user guldes/ Helpand tramlng for custorner
For i M ' & T, : r . + . : users, LtV TL T
et : e apphcatnon Data shall be.pmteded from, ”"a”th':’”“d e Whe" &Y ; .| pataatrestthatis stored i MatrGCare dysterns s ehsrypted Usmga
o v e A2.16 (et [ i ] y P M Yes Standard ) FIPS 140-2 comphant stor ejlevelencryptnon‘“‘ -
e _f e = i ! | T . AES 256-bit encrvptlon is usedto encrypt backups T ¢
. The appllcatlon shall keep any sensitive Data’ or commumcatuons pmmte - - . Alidata in wansitis sent using HTTPS, which uses Transport Layer
A2.17 from unautnoruzed individuals and programs, ' : o T M Yes standard | Security (T15), 2 eryptographic protocol designed fo protect against
: . i - F - e L i - * eavesclroppmg, tampenng, and messageforgery
. - il b . - . ™ : . a L, . b . .-1...-:-. i
. : . . : b Pagelof1s . .7 - 2t ; iy : e
s - ':‘!- Ty f < ::'- - . -.r-‘- i o ! v = = 1‘.- iy . . Ty a Bt L

l
3 :-\... o

‘l i
r Doousagn Enve{ope lD :F2F6118—!E45—439A—86C3—495564EEB1SD

.

it G Attachment 1 - IT Requ:rements Workbook




Subsequent application enhancements or upgrades shall not remove 0r R

degrade security reqwrements
Fal ot Re

N

See the response for Change Management below for A2.19. Also, The
segregation of duues prmcuple is enforced through data | -

i classrf‘cation role based’ ‘access 1o the code reposatory, peer code
re\news formal change reviéw and approval procedure (wnh four
Ievels ol approvals requnred for each release), annual developer s

' secunty trarnmg, and annual developer polucy review Automated
processes are in place to detect tools and components that coutd be
‘used for malicious purposes Access to. the source code reposttory

reqmres unique credent-als ahd muiti- lactor authentrcatuon (MFA}
: User activities are Iogged Regular user access reviews are -
conducted Multlple types of scans arenun to |dentlfy vulnerab tles

throughout the pnpelme Active Dlrectory 16gs are mgested unto a

- SIEM for 24/7/365 Security QOperations | Center monttorlng
Traceablllty must exlst between product requ:rements JIRAstorles

* and QA tests, Test' automatron is used Build"and Run books are L
required. Deployments are phased to staging and support

. environments and, thento groups of productlon en\nronments

e

Sta ndard

fa

Corporate change management pollcv and procedure arein place )
ensure that change is controlled and' pred:ctable Formal. change
control provides secure, reliable, and hlgh!y available services so -

that clients and business partners can plan accordingly. Deployment

of changes to productlon requires four levels of approvals
Deployments are phased to staging and support envlronments, and
then to groups of productnon énvironments. Clients are notlﬁed of
, version releases in advance.

Web Services : The service provtder shall use Web services exclusively to
interface with the State’s datai in near real time when possible. LT

= " :

2. - .__:,,, L P PR s o

Yes

Standard

The Skilled Nurs]ng applucatmn |s a web based sennce and data
mterfaces are avaulable via multlple exchange mechanlsms mcludmg
3 API, SFTP - .

AZ.21.

Logs must be conf‘gured using “fail-safe” conﬁgumtlon Aucl:t logs must

contain the following m:mmumrnformatlon i T T ey -
1. User IDs {of all users who have access to the system) LI
2.Date and time stamps | . . e U

3. Changes made to system configurations ~
4. Addition of new users - ‘- ‘ AL K

5. New userslevel of access * ° i
6. Files accessed {including users) HE
7. Access to systems,appllcatlons anddata e Fhe "

8. Accesstrail to systems and applrcatlons (successful and unsuccessful
attempts) . 3. R i

9. Security events B e . . %

Yes

Monrtored actlvitles. lnclude (not llmrted to] the followlng User

Activity Monitor Log Summarv. Logm Fallures by Login, New
Account Summary, ‘I'ermmated Account Summary, Host

Authentication Summary, Host Access Granted and Revoked

,Account Created (Domam and Local), ‘Account Added to Adrmn

Group {Domain and Local), Account Drsabled/Loclced '

, Configuration Deletedlblsabled Admin Account Password

Changed Multiple Falled Access Attempts, Multlple Ob]ect Access

Fallure, Multiple Passwords Modified by Different User, 2

, Brute Force Internal Authentication Failure

at -:
- AR
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TESTING ~ '
REQUIREMENTS ) . ' o E
State Requifements’ 3 : e gy e s o Vendor’ " i . ‘ =l
! o . ' ol n Vendor. Deiiw.;rlv '
g Req # Requirement Description = = .| Criticali ‘Comments
e aes ] : i ¥ Response | Method e
= APPUCA TION SECURITY TESTING. 1 ” 3 4
L b - l
mar Hy P Ar:l r.omponem;s of theSofm:re shal;be re\lnewed and tested foensuze e ; . | - Formalquality assurance procedures aréin place Ieveragung
e 'I' : - Ti.L e, they protect t e State’s we" siteand its rel ated Data assets A M Yes i _Standia_rh_, automation External audltors test fo verlfySOCZ compllance
i q.-_'"' o7 e A v InE . -r. L B . T L. S 3""“3"‘1' . 3 .
"2 I L i The Vendor shall be responsnble for providing documentation of secur:ty - P . ; . e
et T N . - 5 | testing, as appropnate Tests shall focus 6n the techmcal adm:mstratlve 1 4 ) i : & r
e, i 1.2 and physical secunty controls that have been des:gned into the Svstem "M " ves Standard  External auditor testing results for SOC2 compllam:e are published
S w architecture in order to prowde the necessaryconﬁdennalnty, integrity and | - i o annually and made avaulable 1o customers UDOH request.
e X " avallablllty e P W R ; ) 5 4R e F
T e - 2 ' N I 3 =7 : . H * .
& i . Provide evidence that supports the fact that'ldéntification and - o : e . . f
q o - Authentication tésting has been recently accornpllshed supportsobtalnmg
11 . e o . infarmation about those parties attempling to 1og onto a system ar M Yes Standérd ‘External auditor testing| “results for SOCZ compllance are pubhshed
2T ' application for security purposes and the validation of users. g i annuallv and rnade 3V3I|3b|e 10 customers upon request. -
ey ! Test for Access Control; supports the management of permissions for , Formal guality assurance procedures aren place Ieveragung
— : T1.4 logging 0nto a computer or network . ; . M Yes Standard | automauon External auditors test to verify soci compllance
L : . ) . annually S AP
A Test for encryption; supports the encoding of data for securlty purposes, . Formal quality assurance procédires are m place |everagmg
i ) T1.5 :ndl for the ab'.hw toaccess the data na dec_rypted format from requ:red M Yes Standard automation. External auditorstest to venfySOCZ compllance
* ools. T, - e " g " 150 .
St : 2 GoEE T e O - o . a?““.?'!!. i g ,._,j.;“
srgindie e T W ’ Test the Intrusion Detection; supports the detection of il|ega| entranceinto External auditor tésting results for socz comp!lance are pubhshed
2 R X e <L M Yes Standard .
e I - 2 computer system. . A . .. 2 . annually and made avanlable to customers upon request.
B Sia ) ) Test the Verification feature; supports the conrrmatjon ofauthorrtv b ST : External auditor testing résults for SOC2 compliance are published
L . ‘T1.7 .- ; <0 M Yes Standard . T L] -
o : e % enter a computer WSteT. applscauon lornet:wc'ifk ' E - annually and made available to customers upon request.
S s : Tes\ the User Management feature, supports the admmlstratlon of ~" S * A L
o BT = 8‘ computer, applucatlon and network accoums withinan orgamzatlon "M Yes Standard External auditor testing results for SOC2 compliance are published
e Y ’ : O s 5 - 3 annually and made available to customers upon request. . _ .
; & % " =y e b L - o - T B P . *
v e ’ Test Role/Privilege Management; supportsthe grantmg of abilities tousers ) b Enernél auditer test‘ing results for SOC2 compliance are publ.ished
S e T1.9 or groups of CEIH ofa computer appllcatlon ar network. .M Yes standard | annually and made available to customers upon request. User access
X , . . ' reviews are conducted regularly leveragmg automation. -
2 I.-- i = A . ; i LR s 3 ‘
L -'_ : i o . ' . 5 a I ' * I = ' . T -
~ L ’ % ' ’ i - . i '
%, ‘ . Pagedof1g =« . % - .- - " 1’ .
ra :\I' -I = T, -l“'+- . -.a A &t v 1;' e 2 'I- = =4 3 £ = .,r - o ' o
— - e 1 Ym i - . . [ R L R T S e " a LI, T e it e . ;-I'
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. ! YN Gt S S ] . EEE
...L.* o A v B ’ p
' _ Formal qual:ty assuranc'e‘ prbcedures are, |n place Ieveragmg .
fa e aulomatton MatnxCare utlllzes multlple solutlonsto consolldate
i event Iogs from multlp!e sources and to alert staff to evests that mav
requ:re mveshgatmn Thealerts aswellasthe SIEM dashboards are T
mdnltored by 2 24x7 Securlty Operatrons Center The mdmtonng
engmes prowde drill-down’ capab:hty to ald mveshgatron The
: iy . | monitoring engines prowde drifl- down capabuhty to aidi |nvest|gat|on
) m 3] ) . i " 5, External auditers test to verify SOCZ cornphance annualiy
S : = 2 5 Test Input Vvalidation; ensuires the apphcatmn is protected from I:uufferf 3 ' ]  Vulnerability oo bie rdri monthly, S benetration testing is- -
Tiya s o T overflow, cross-sité scnpt:ng, SQLijctlon and unauthonzed 3CCess o ™ Yes Standard | conducted by a third- -partat least annually. External aud:tors testto
SO T T X files and/ar dlrEC‘tOI'IES on thes‘eryer ' T T 2 g - verlfy sGC2 compllanceannually . 5
: % L ' ” a e . H : . e e L
W :'r' 5 : For web applications, ensure the application has been tested and hardened . PR " : i
RS i E ’ to prevent critical apphcatnon security flaws. (At a minimum, the - _ | .. 1 ¢ .
Vo ! application shaII be tested against all flaws cutlined In the Open Web v ; Vulnerablhty scansare fun monthly, and penetratlon testing is-
. Tiaz Application Security Project (OWASP) Top Ten N : M Yes Standard conducted by a third- part at least annually. External auditors testto
{http:/fwww.owasp.org/index. php/OWASP Top_Ten Pro;ect) verify SOC2 compliance annually.
r o Provide the State with validation of 3rd party security rev:ews performed _ Third-party $OC2 audits afe c'onducted annuSlly(current reportsare
s S on the application and system environment. The review may include a prowded with this asséssment}. Thtrd “party ISO-based IT Security
. . : pard combination of vulnerability scanning, penetratnon testmg, static analysis . v . “Risk Assessment is conducted annualiy (evsdence can be provided
Lot n : of the source code, and expert code review {please SWC'W proposed i " | upon requesti. vulnerabiiity stans ale rlJn monthly, and penetration
et ) methodology in the carnments field). S i testingis canducted by 2 third-part at least annually (ev1dence can
e s ) *\ : ! Fiain : i - i Be prowded upon request) 3
e " : : - Prior to the System being moved into productlon the Vendor shall prowde \ Thlrd-partv SDCZ audlts ira conducted annually (current reports are
¥ = ':' ) o results of all security testing to 4t*h:;-. D{epartment df Informat?n-Technology ) . : prowded w:th this assessment) Thlrd party 150- based IT Secunty
RRi i - for review and-acceptance. g4 o : v g .| Riskassessmentis condumed annually (evudence caff be provlded
e , - T1.i4 s . e B M Yes Standard. i :
Ed ks 3, -_ B ) d - el . Lot * a
ol Al R a1 E o SR oo LR T 2 )
ity . i oz Vendaor shall provide documented procedure for migrating appllcatn_ar.l.‘ A T | .- : MatfixCare hosts the Skilled Nursmg appi l_catloﬁ HAd Js fespot sible
U | el modifications from the User Acceptance Test Envnronment tothe "N/A " N/A N/A for migrating apphcatlon modifications from the User Acceptance
* ol b Production Enwronment_i el wadtt e i ] A i . Test En\nronment to the Producnon Enwronment = X
; -~ STANDARD TESTING ° G e et R T - e — = F T T- — =
. I v - T.2 1 & The Vendor must test the software and th:;;“fp‘ ysing'an mdustry . ,_.. M Yea Standard industry standard tools(SAST DAST) and thlrd partles are used for
N { g stangardencistate approved-testt_n‘g‘n_tet acolagy: b 1 A B " .- testing Ieveragmg mdustry standards (OWASP CVSS)
R - ; N . 122 The V_en_dor must.perforrn ap;.nl_tcatlon_s‘tre_.ss testlmg and tumng. M Yes Standard‘ ) : :: ; - , .
. et i : The Vendor mu:t prowdte documented procedure for how tosync P N/A Standlard Atesting enwronment canbe made avallable upon request however
S8 < o3 Production with a specific IES""EG"V'“’“"‘QM 3 i ~ : . " thisis Saas, notesting enwronment needed
Gl wiog b — P I
KT - 124 The vendor must dehne and test-dla‘aster recovery proceduref T M Yas - Standard Procedures are in place in :::;:f::ii;:;h CO"POTBTE PDlICY, and a.rj
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. State Requurements oL T p I - ; L5 7| Vehdor g B
ol e =) e =2k " Y arh F o & A
: : . .. . A E ‘. Verdor |.Délivery: [~
R # Requirement.Deéscription. ~ b Criticality | - " Comments
eq B Jeauireme = sl L 5 Response | - Method .
OPERATIONS: _ ~ = AR el = =l - x. 4 T T s E
R Vendor shall prowde an’ ANSII‘T]A 942 Tier3 Data Center or equwalent A’ e He = 3 L T ! =]
£ il tier 3 data center reqmres 1) Mutt|p1e mdependent distribution paths E : ?
= » Serving the IT- equmment 2) ANIT, equment misst be duai-powered and V : A The Skilled Nursing application i is hosted at Mlcrosoft Azure data
Hi1 fuliy compatible with the topology of a site's ‘drchitecture and .M Yes Standard p—
3)Concurrently maintainable site infrastructure with expected avallablllty
of 99.982%.
Vendor shall maintain a secure hosting environment providing all “ .
. H12 necessary hardware, software, and Internet bandwidth to manage the > Yes Standard The Skilled Nursing application is hosted at Microsoft Azure data
application and support users with permms:on based Iogms “centers. Third-party SOC2 audit is conducted annually.
[ ) B E b :
The Data Center must be physlcally secured - restricted accessto the sate - F
to personnel with controls suth as biometric, badge and others secunty The Skilled Nursing appﬁcation is hotted at Microsoft Azure data
H1.3 solutions. Policies for granting access must be in place and followed. M Yes Standard ‘centers. Third-party SOC2 audit is conducted annually. Formal
Access shall only be granted to those wrth aneedto perform tasks inthe vendor risk assessment is conducted annually.
Data Center. - - i
’ Vendor shall install and update all server patches, updates, and other Corporate Po[icy'requires,that the decision to deploy individual
utilities within ?0 days of release from the manufacturer. updates will be informed by formal risk assessment to validate the
T p cme ” o Standard urgency and necessity of each update il view of the specuﬁc
L issues/products affected and compensanng measures in-placé or
w i ) - | avallab[e Patches are deployed within 30 days typlca"y, dependlng
: . . . Ve ':' IR T o =t B ! _onthe results of the risk assessmenh e
vendor shall monitor. System, securrty, and appl:catron logs. R MatnxCare is responsible for momtormg syslog for the hosted-
¥ = . I,_.- HE Y o a g Ii
: H1s =y ) LAY Yes Standard application services. The Customer is responsnble for monltormgthe
38 ) <. | . HIPAA audit logs made ava||able to customer users withm the
[ - Ea - ) apphcanon — ol
= Vendor shall manage the sharing of data resources.* . . MatrGCare is responsible for mianaging 2ccess for employees and
Hi6 - o . ‘l‘ ! M Yes .Standard - agents The customer is responsible for managmg app!n:atlon access |~
3 ) ) . ¥ I “for customer Gsérs, . -
LA . Vendor shall manage dallv backups off-snte data storage, and restore 4 i . . *
.'J H1.7 operauons =N e . M Yes Standfid, MatrGCare manages data backups for appl:cat:on data
. The Vendor shall monitor phy:s1:ca_.l hardware.” v , N "MatrixCare and our Managed Hasting Services Provider Ieverage
HLE M Yes Standard .. several enterpnse-scale momtorlng systems to track performance

and capacity at each layer of the, archntecture

|‘-I-- = e
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Network (VPN)
- = & [ 23
Vendorshallhavedocumenteddusaster recoveryplansthataddressthe o ! ] D ‘ : e AN
A récovery of lost State data ds well as theif own., Svstems shalibe .~ =~ Mo ves ét'andar& Remote‘sne "ECOVEYV capabnhty sin place and is tested annuallv
archltected to meet the deﬂned recovery needs “.-‘ sl -]l i SRR | Proceduresareauduted annually bythurd partyfor Socz:ompluance
i Thedlsaster recovery plan shall ldennfyappropnate methods forprocurmg 5 ) te i L% 1 g TR S v 2
additional hardware in the event of a component failure. In most instances, ' a e ) i [ o 4
I g / systems shall offer a level of redundancy so the loss of a drive or power ' ‘ ; . ,
. e H2.2 supply will not be sufficient to terminate sarvices huwever these fa|led M Yes Standard | Remote-site recovery capability is in place and is tested anng_qlly.
v e B components will have to bereplaced . it P .
- . _' i - F-‘z R Vend;r shalladhere tcra'deﬁned and documented‘b'ack up schedule and ; -_M ves = Standér.dl Pei corporaie policy. Procedures are audited annually by third- party
gl | T W process’s % ‘_“‘,a' T DI '-'.. I i w PR L forSOC2compllance 0 B 1 o
v s L e & "§ + . - - . - . - i ol I "
] i TR Y - u - - § - G B
S i o HZ4 " - E:CEUPCDP::S of da:afa;e me:de for;h:tpurpf:oie offcc_llnatnngarestoreof ] M Yes St‘a'n;jara- Per corporate policy.Proceduresare audited annually by third-party
; o - 2 e data in the event of ata ‘ossor ystem fail ure ; ) . 25 _ % for 50C2 comphidnce.
i B P - - i ==
N & e TEM Scheduled backups of aII servers must be completed regularly, The z P ) y B o 1 £ -
e e i Al S Has minimum acceptable frequency is differential backup dally,andcomplem M NE Standard ° Per CDFPOfatE policy. Procedures areaudlted annua[ly by thlrd'partv
s ] B ’ backup weekly - W O o b - for SOCZ compllance . -
. rE Tapes or other back-up media tapes must be securely transferred fromthe | | i B ey L
LR N ) site'to another secure location to av0|d complete data Ioss w1th thelossof |- | Per corDOfBie pohcv Procedures 3T88UdltEd annuallv bv th'fd-paﬂv
B i .. H26 - = .M Yes Standard i
T g TR . fa facility. SRS o LR . 71 E '3 4 T . 3 forSOCZcomphance LT s E G
. ok . . ] . - 1 v = bl . + gl . q‘-’ 1 -
B i PR L. e : Data reco»-ery—lnthe event that recoverv back-to the last backup is not 1. = . . s BT % - o - i RET: - " s
-1 i 2l S sufficient to recover State Data the Vendor shall emp|oy the. use of S . T Lo g " i gy-nd ' i
'-__-\ - T database logs in add|t|on to backup media-in the restoratlon of the o i e Per corporate pollcv Proceduresare audited annually by thlrd party
L g - HAT databases) to afford a much closer to réal-time recovery. To do this, logs M Yes Standard for SOC2 comphance* N -
Sy A S : mustbemovedofithevalumecontammgthedatabasewuhafrequencvto ! . ‘ . . f o e R & ‘
! L S N match the busunessneeds . A S 1R - o ' . - - . ] Foi,
7 . 7 [HOSTING SECURITY™_ . i T Rl e kT i i N | R s Tm G e
; - i e Rt A Sl =1 iy ! ’ = Li® a ] E T F
£ ‘ ? ! -l : LT . R : o ! 3 ) o S O "
& = o i . g 1 1 - X F .
o e R {2 p .-‘ .-LL. '|_‘ " ) . .. . ) ) = i "- . -
X I % i " v - ¥ ] -‘ .-. ) = "' ) I“- J . ) - e o 2 : L ‘;_- . . _.-.-
o Fr ’ -.J_ ' i ' 4 ! I - % i ' o L A = R
2 B T o " ; " Lr b P Sl (AN “a =re_ :l‘ e '_...-I i " ' .l'l--,.l"
. - . TR e T B ot ViR BT e T R e T L B Rl N L e e
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Connections between the appltcatlon and database servers (wn:hm
F the data center, behmd the fi f‘rewan) are not encrypted Data :s
protected usmg a defenrse-m depth strategy mcludmg role-ba sed
1'_  access controls audtt loggmg, full disk encryptton -and DLP.
’ Contmuous momtormg for malware and other attacksisin place

-~ MatrixCare Ieverages industry- Ieadmg Endpoint Detectton and

SR e I L " M Yes Custom Response {EDR]), Network Detectlon and Response [NDR), SrEM .
e B R PR ' - technology and Secure Operatlons Center s services for' 24x7
i e . £ w o, y maonitoring, System logsare moved off5|te contmually and eve nt -
i ; R i g r iz ¥ ; data is aggregated and correlated from multlple sources and
: % bl B e e | R e sensors. Alertsaremvestlgated tnaged and resolvéd accordmg to”
it B e T = . ' documented use cases and standard operatmg procedures
H3.2 All components of the lnfrastructure shall be’ rewewed and tested to, Aanual ITSecuntyth:rd party risk assessment is conducted Annual
o ensure they protect the Staté’s hardware, software and 1ts related data ! " third- partypenetratuon testingis performed Annual third- party T
g assets, Tests shall focus ¢ an the, technlcal admmlstratlve and physical . . : Securlty audit is conducted. Annual third- party SIRP testmg Is.
S security controls that have been de5|gned into the System arch|tecture in | M Yes | Standard | . - conduicted Monthly vulnerabthty scans are run o LY
= order to provtde conftdenhahty, mtegnty and avatlabn[tty I e k £ e ; e ; O A Lo
i H3.3 All servers and dewces must have event Iogglng enabled Logs must be- y T | MatrixCare Ieverages mdustw-leadmg SIEM technology and Secure *
L SR protected with access limited to only authorized admtmstrators Logs : <] ; : Operattons Center services for 24x7 momtormg Svstem Iogs are
shall include System, Application; Web and Database logs. . M Yes Standard moved offsite contmually and event data rs aggregated and
] ) . 1 ; . - = ; fe ' : correlated Irom multlple sources and sensors - ,
gt i H3.4 Operating Systems(OS) and Databases {D8B) shall be built and hardenedin _ : . ] v - €IS policies are in plac_e. e i
. ) e accordance with guidelines set forth by CIS NiST or NS.ﬂt ; o™ Yes Stand_ard_ ' . 1 e o - G o
SERVICE-LEVEL AGREEMENT: | - e T TR T i - e R R e TP
Tha ik HAL The Vendor's System supportand maintenance shall commence uponthe o ; =3 e T e e F i -
e ’ Effective Date and extend‘through théend of the Contract term, and any M. Yes Stahdard | 55 f L b ) s
extensions thereof, =~ g B8 wen ! o ' ] . = e
7 H4.2 The vendor shall maintain the hardware and Software in accordance with | - ' s I : Erd WA T o
: the specifications, terms, and requnrementsofthe Contract, including . M Yos Standard : * e = )
o providing, upgrades and ﬁxes asrequtred = . 1 TiE i z ¥ ! iz o
5ok H43 The vendor shall repair or rep!ace the hardware or software or any & " e L i ) . .
! . . pomonthereof sothat theSvstem operatesm accordance with the M Yes- Standard D = . - o )
2 : Specifications, terms, and requlrements of the Contract p S : . F A= .
s H4.4 All hardware and software components of the Vendor hosting - Ve E 'Cdrporate Policy requires that the decision to deploy individual
- L infrastructure shall be fully suppor‘ted bry their respectwe ‘manufacturers at . updates will be mforrned bv formal risk agsessment to validate the
o all times. All critical patches | for operating systéms, databases, web e urgency and necesstty of each update in view of the specific
? services, etc., shall be applied W|th|n s:xty (60) days of release by their f M Yes

respective manufacturers, : - . .

Standard

p ISSUES/products affectéd and compensating measuresIn-place or *
avatlable Patches are deployed within 30 days typ|cally, depending

. ; . c ) . on theresufts of the risk assessment
i gt " vl i Sl b ; : e w e ’
) £ : "Page8of18 ) |- : L Ly :
- " f - " - ¥ . Foa - - 4 5 F - -
S ) oA aveschew g - P T et e S SR M R ST
g4 - T R TS R i S it S S T P T e Bk, e LG e e
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The Vendor shali conform 5 the specd ic deficiency Elass as descnbed ) : : } z
o CiassA Def“crency Software Critical, does not allow System to ; : A = = ' e e N e
operate, no work around, demandsrmmedrate actuon,,Wntten N s : 5 = T T ki " i
Documentation - mnssmg srgmfrcant portions of Informatignor " ) o iy I : ’ . . o .
unmtellrgrble to State; Non Software Servrces were madequate and - : ;
require re-performande of theSerwce - al 4 . - ' )
: 0 Class B Def‘cnency Software - rrnportant does not stop operation :
g B " and/or there is a work around and-user can perform tasks, Written . | - A . ; K .
£ Ay . ) Dotumentation - portlons of mformanon are’ mrssrng but not enough to’ " < Yes Standard . ¥ 2

make thedocumentunmtellrgrble Non Software - Servrces were deficient, - "
! require reworking, but do,fiot requrre re-performance of the Servrce O *
o ClassC Dchrency Software mrmmal cosmetrc |n nature, mrmmal 1y bt = S ge ' : A Ea

effect on System, low pnontv and/or user can use System Wrrtten % ? . ' uE A Vo ot [
Documentation - minirmal changes requrred and of mmor editing! nature, A PRI ’ f - g u v - ( i
Non Software - Services require only minor reworkmg and do not require - * L ) F R vy e

re-performanceoftheServrce -l i i - : ' " Cmemiy : : P

As partof the mamtenance agreement, ongomg support |ssues shall be N 3 o T We strive to respond within the 2 hours mentloned for critical and
responded to accordrng to thefollowlng ': . s . ) high prlorrty Issues. Medlum of low priorrtv issues will have a longer
a. Class A Deficiencies - The VendOr shall have avarlable to the State on-call : response time. Fof Class B &C deﬁciencies there is 2 defined

telephone assrstance wrth rssue t_rackmg avarlable 16 the State, eught (8) * = response timeline for prowdrng correctwe actuons wrth:n 4 hours
hours per day and five (5) days a week with an emall / telephone response ' ) issues consndered more mmor wrll be addressed wrthm 6 hours
within two {2) hours of request or the Vendor shall provrde support on’ ':. A : - ek ,‘- i : w
site or with remoté dragnostlc Semces, within four (4] busrness hours ofa ' . =5 : : A S s iy .
request; ‘ . M Yes " 7| custorm - | ¢ b A .
b. ClassB &C Dch:encres —The State shall notify the Vendor of such ‘e ; e = 5 . e i ;
Deficiencies during regular busmess hours and the Vendor shall réspond : ' L ot ek I 2
back within four (4) hours of notlrcatron of planned cotrective actlon “The Al q " : e 1y Sy o
Vendor shall repair or replace Software and provrde mamtenance of the - : o ; : : : i
Software in actordance wrth the Spectf‘catlons, Terms and Reqwrements LI . : ’ sl TV T . . " TRTE
of the Contract woEE , , - it ® g - - o h

' " L -k Iy B pmd S ¥ . L : . - S - - “ -
% 5w o LS il L i i - i i . EREL r W L

The hosting server for the State shall be ava:lable twenty-four (24) hoursa e i - e , i g e
day, 7 days a week except for during scheduled maintenance. " | Tk = oo t R
i . S M ‘Yes Standard VoW : i : :

bb . = - ' v

' - a - ta & = BR E y

T H4.9 A regularly scheduled maintenance window shall be |dent|Fed {suchas L ¥ . e

- T BT . weekly,monthly,orquarterly)atwhrcht-meallrelevantserverpatches NIV Yes, Standard ]
e IR andapplrcatronupgradesshailbeapp!red 4 t . e L : ) T s o~ " o ooy

. - T g = : ¥ 2. T " : x

D 3 H4.11 . The Vendor shall use a change management polrcyfor notrrcatron and

ST ] e - - . trackmgofchangerequestsaswellascnttcaloutages . M Yes™ Standard | = . a3

i B, . 3/9/2025 S g g S aay el s om eam oA s o b Bl
e RETRITYTY ‘ : . = AT T R A TR Yo SR . . = Ml T et (T T
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A critical’ outage will be desagnated when 3 busmess functnon cannot b‘e' Pl PRI
M R . . il : !
i metbya nonperformn‘r_:g appl:catlon and rhere is no work erou:\d tothe b |7 bl Ve Standard ik Fox 'For missron crmcal functronahty
v . -|eroblem. | o et I o ‘i';-'.‘:,,. .‘__1' ‘..{,:,--:.‘.‘:. L . N A g ey R e
3 . B B i -...":" s "J.!') v e . : g 5 FE -_‘. e L —__ak
* | The Vendor shall mainkain d record of the activities refated to'repair or = " HAEE ' PR L Sl £ R
maintenance activities performed for the State ‘and shall report quarterry ke . . i ok o
on thefollowlng e o R g v i e d . = .
C e L ; .‘_ # - .r o * - 3 % o
) " ° S o ¥ - tE ‘ - P
;ﬂangg_[gg_ggmumplemented Mamtenancenonces [eg. for operatmg
J system patching) are proact:vely provided wir.hm the Skilled Nursmg ) ; v
L i . application as pop-up messages for users upon login. And versuon release e -
i notes are published proactwely on the Community pertal and are -~ !
. accessible for Glencliff users. The status for change requests submitted by v ] . ) i (
it » p Glencliff can be reviewed by Glencliff anytime in the Community portal Sorne of this of Information is available. Additional information can,
R - also. = T - -~ | be requested. A report for all cases submitted by Glenclifi can be
) S = iR i M Yes Custc;rr\ generated by MatrixCare staff in Salesforce. Or Glencliff can review
e e - Critical outages regorted: Incident Response - Root Cause Analysis(RCA) i their cases via the Community portal. Communication for version
A rm reporis are provided on request by the customer, which will include the updates, and service packs {found on the Community portal as well}
; " following: {1) Event Date/Timé (2} Impact: How the issue impacted end would describe the work or change content,
. users. (3} Resolution: How this issue was mmgated by our mterna! teams. .
. {4) Prevention: How we plan to stop this from recurring.
& G = ¥ y ' . = .'.' E E i = we w b AL S .= .--.;Qm
: i H4.14 The Vendor will give two-business days prior notification to the State : * : = - 4
S T , » Project Manager of all changes/updates and provide the State with{- M N Yas " Standard f s B e ) . .
e training due to the upgrades and changes.: "~ o ‘ 1 J £ i
: : . A T e ‘o - : = e
x ERRLL T i = . . = e, "
L T ] i s &= £ " . N T T T TR
“-. ‘ . LY I - . . * . . - L . " = . . " " .
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SUPPORT &
_MAINTENANCE
REQUIREMENTS -

- State Requiréments

‘Vendor

Reg# _

Requirement Description

B :

Criticality

Vendor
Response

i Deliv'er’y

Method.

SU;’PORT& MAINTENANCE REQUIREMENTS : 1

Effective Date and extend through the end ufthe Contract term, and any
extensions thereof, o4 _ ST .

TheVendor's System support and marntenance shallcommence upon the -

Yes

Standard'

Maintain the hardware and Software jn accordance with the .
Specifications, terms, and requirements of the Contract, including .-
providing, upgrades and ﬁxes asrequired. ~ i 3

Yes

Standard

Repair Software, or any pomon thereof 50 that the System operates in
accordance with the Specrfcatuons, terms. and requirements of the

Contract. P S Voo L s .\" g, =%

L nt 1 2 T, =

Standard

The State shall have unI:mrted access, via phone or Email, to the Vendor
technical support staff between the hours ofs 30amto 5 OOpm- Monday
through Frlday EST- £'e : .= Y

.r B
= i oaly Uo'c | 7] (G -

Standard

-

=1

The Vendor response nme for support shaH conformtothe specrfuc T
deficiency class as descrlbed bélow or as agreéd to bv the parties:

o ClassA Deﬂcrency Software Critical, does not a|low System to
operate, ng wo_rk around, demands immediate action; Written .
Documentation - missing srgmf‘cant pomon§ of information or v _' !
unintelligible to State; Non Snftware Servlces were Inadequate and
require re- performanceﬂgf the Service. ' - Bl d .
o  Class B Deficiency’: Software - |mportant ‘ddes not stop operation
and/or there Is a work around and user can perform tasks, written” ‘,"
Documentation - portrons ofmformatlon are mlssing but | not enough to
make the document umntelhgrble, Non Software - Sennces were def‘clent
require reworking, but do not requlre re-performance of the Servrce

o ClassC Dehcaencv Software - minimal, cosmetlc in nature mrmmal
effect on System, low pnontv and/or User can'use System Wntten R
Documentation - minimal changes required. and of rmnor edrtung nature,
Non Software - Services require only minor reworkmg and do not requrre )
re-performance of the Service. ~ d

w adng T, <, s

The Vendor shall make available to the State the latest program updates,
general maintenance releases selected functlonaﬁty releases, patches, “and
Documentation that are generally offered toits customers. at no additionaf
cost. ) ] . . o

Yes,

x . Pagell 'nm_ e

= _'\_" - q &

A T L e

w,_.. Y * o
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For all maintenance Servrces calls The Vendor,shall ensure the !ollowmg R by = T £
information will be collected and mamtalned 1) nature of the Dchuency, T I gl
TF 2) current status of the Defcrencv, 3) actiod pians, dates, and umes 4y S LA AT I MatnxCare “foliows formal change management 90""-‘! and :
S1.7, expectedand actual c0mplet|on time; 5} Dehc:ency resolutionjnformation, |3 * “F - | - 7 Yes Stindard. P."OCEd“'E- Change controlsare - audited aanually by a thlrd-partyfor -
&) Resolved by, 7) 1dentifying numberu e. work order number B) Issue | 7 ; +oos0c2 comphance The SOCZ reports are available on request e
. identified by; - e . TE o= ! T : )
& The Vendor must work with the State uponrequest to identify and | . ‘

s troutleshoot potentially Iarge'scale Svstem failures or Defcienties by ’ . MatrixCare follows l’ormal procedure for incident response and root
i 51.8 collecting the following mformauon (1} Event Date/Tlme(Z) Impact: How P Yes Custom - |cause analysis. Much of this infdrmaticn i provided in the standard] .
PR theissue nmpacted end users (3) Résdlution: How thls issue was mmgated . ‘ L root cause analysis reporrs Addmonal informahon can be requesred

by our internal teams {4) Preventlon How we plan to stop this from ) e g LN

J - recurring. GEu K PP - s e ‘_ - , i L * i« T
. = il .- T . ' # 4 T v e PITR  -o S

. ) As part of the Software maintenance agreement ongmng software '« - ; . T R ;
i maintenance and support issues, shall be responded to accordmg to the ; O ; > T *E W I'“_' :
%, * |following or as agreed to by the parties: oy i g A - ! T
: a.Class A Defcrencres The Vendor shaH have avallable to the State on-call N -_ ’ 3 v i .
telephone assrstance with issue tracking available to the State, erghl (8) ’ i T Tw S . 2
' hours per day and ﬁve (5) days a week with' an emaul/ lelephone response . e " LT ~'==:"\31 = . bt
E within two {2) hours of réquest; or the Vendor shall, provlde support on- z We strive to respond within the 2 hours menuoned for crltical and
L site or with remote diagnostic Servlces wlthm four (4) busmess hoursofa . d . high priarity issues. Medium or low prlorlw issugs, wnll have a Ionger ]
51.9 - M No Custom:
request; g i i 2 Wi f _ - | response time. For Class B BC deﬁ:nencres there is not a derned
" ' e h B . response timeline for prowdmg corractiva actions within 4 hours
b. Class B & C Deficiencies ‘—Th'e State shall notify the'vendor of such- -F : - . a
Deficiencies durifg regular ‘business hours‘and the Vendor shall respond s h : i ' e -
) r back within fous {4) hours of notrf’cat:on of planned correctlveactron, The - : g o+ : g
=il : Vendor shall repair or replace 3 Software, ,and provide malntenance of the - . ‘ . .
Software in accordance with the Specnﬂcatrons, Terms and Requnrements ) f )
P ’ of the Contract; or as agreed between the pames. . : v mooug ;e v 1 " :
a : . . ] N -- a ot . -| L : .-._1-1 e I-_. J- _m-'-_
: The Vendor shalluse a change management pol:cy for notrfcatuon and’ 1 ) K R
$1.10 tracking of change requests as well as crmcal outages M- ’ Yes Standard - A
o A critical outage will be designated when a business function cannot be ) W%
T 5141 met by a nonperforming applrcatlon and there is no work around tothe M Yes Standard | For'mission critical functionality. ’ "
- problem. " ° T 3 . 5 dita i S
The Vendor shall maintain a record of the activities related to repair or : ¥ . ‘
: maintenance activities performed fof the State and shall report quarterly MatrixCare follows formal change management policy and
. on the following: All change fequests |mplemented Al critical outages procedure. Proactive communication is provided to customers for
51.12 reported including actual issue and resolution; Number of deficlencies M Yes C.us;om quarterly maintenance, updates, and service packs which describe’
- reported by class with initial reipofse time as well as timé toclose. "~ . ’ the work or change content. Addjtional Infarmation can be ;
i G e - 1. ' requested. ' - .
. . rPageizofis . T % 3 F . E i
P o L TR A 1 . h # - Vs o o ..I"
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hment 1‘ IT R

and applicatiop’ uf:grades shall be apphed -

weekiy,

The Vendor shall g:ve two-busmess days prnor notlt'catlon to the State -
Project Manager of all changes/updates and provude the State w;th

4 Sy
gt - M. Yes Standard
training due'to the upgrades andchanges. *' - | . e ey | o : Y . ] &
[ R e S e U T T I | ‘-:' e s A + T i il e
: The Venor shall agree to use a securé FTP site provnded by the State for . M Yei -St%ndard o . ? kR .
uploading and downloading files if applicable.”: .. £ S, L s : i
The State shall providé the Vendor with a personal secure FTP site to be _‘_1 -1. w2 wh et T o
,’,. ; Ll - ). +¥ N - '_1 '. L
used by the State for uploadlng and downloadmg f‘les if apphcable bl i M Yes Standard, - z v T . .
The hosting server for the State shall be avau!able twenty four {24) hoursa i ] . E ol
day, 7 days a week except for during scheduled mamtenance . LM ,Yes Standard | BT .
The Contractds will guide the State with possible solutnons to resobveissues [ g = T e L S ki
to maintain a fully functlomng, hosted System.*l.,, *: . -k b g es S‘ter‘tdard‘ X T i S Ee I
G E i . -1 E P Spc = Fid -
- R Taleate v Co LAt Rl -
. ~ i L o Ey - #
o 3 T S . *
. i R % e : = _;.‘**"."
'.-F- *E, '_-_‘-_I -.""' .1I' & i v X '-,_.__ ¥ e ' \_- f I- _“
i SR e ' = ‘ . “ 5o S
. g ix : ¢ o O i K :
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FET L DELIVERABLES I ACTIVITY I*MILESTONES PRICING WORKSHEET.

L T '_."'_',"" ¥ O L3 DELIVERABLE N PROJECTED* el LR
B 2 DELIVERABLE ACTIVITY OR MILESTONE. . '-;* i ,ﬁ.;'v TYPE, . . | 'DELIVERY DATE |- PRICE N _
& PLANNING AND PROJE(,T MANAGE\IENT ;
AN e F i ¥ '..'_,.‘,_ b FY ekl coa, s e e v | Tincluded in -
: L i. s Conduct Pro;ect chkoﬂ'Meetmg |0 ARG . NoAn-.S?.ﬂware." : S?vgr_u (7),Dla)s 5 - rSl:lBSC[‘ip.tiOh'l o
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ok SR 2 - | Work Plan I ;e DTN Wntten i 5 ln-Place St T
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Py S . K Bt o = = e, T e TR | | < : e Subscrlpnon‘ ;

- e 75 K . - T . b8 - ; x e o ) e
STy S A 'y T LR L e o ol T i Included in |- :
I R I Pro;ect Status Reports 7 ¢ '_*. ', ‘; oo oo Written | “Upon Request iy A
SRR ol - Ty rsie g atngarhua s iR s g : . N S Subscription 7 W

. S e lnfrastructure Plan, including Desktop.z and Network s = o[ Includedin f.
B ' Written - | In-Place -] : s o e

TR S Conﬁguratlon Requ1rements o E e s T 5 i i - i * |." Subsctiption |- .-

P s , Sy - b Included in -
< = M 6 o lnformationSecuntyPlan(lSP) i = _ ‘Wntte_n | I]n.-P_]ace . L ‘Subscription

i L5 o e | Ttk - . K . I Included iri”
vt wanoll S L Commur_ucatlons and Change Management Plan* = .- ° . .Written - *_ | . » -In-Place e
S e e ; R - ; T . : R Subscription

- . i Pl iy - vy S e E EREE - Let . - 3+ ] 1 .4 A
S0 i w 3 S . ) -1 | ; g L Included in
[ R Software Configuration Plan. T e * Written . In-Place A -
= i Ll A i pien RECP Lo . : ! - o i -1 SubSCl‘lpthﬂ o

g - . = e sefg S W s T o e W s o o L. Included in: x
.~ .9 |Systems Interface Plan and Design/Capability  * . & | Writen | InPlace = {7g o inion 4
A dig o [Testingtan” - ¢ Dn ped Wy e = E T Y e ] 7 inplace 3 | dnehdedin e
P > . ; o g TR WSS L R Bt . e - Subscnptlon .

i e : i ] gt T - . =0 “nel
R I N Data Conversion Planand Design | P T 0 e . - Writttn + . .+ In-Place ' nc_ ‘.ld.ec-i.m. -
e ! T : S T Wi bk = K ; - Subscription '
At B 2 it : Deployment Plan =~ “~._ 1" e s . Written .~ | -~ In-Place. .0 | In;!u(i‘egi.ln-'
e o P - R P . . Ay 3 ; . Subscription

st atn e ' . R i Tl P N ’ _— S T Included in
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ertten A iF_‘P.!a'_tE sl Subscrlptlon -1

i - N e i Included in

17 . Brmg Your Own Dewce (BYOD) Secunty Plan (lf appllca}_)le‘)- Wntten ) _N/A__ ) Subscrintion”
CEne Y 18 Data Protectlon Impact Assessment (DPlA) - "Written™ - In-Place . ., - .. . ud.egi.gn )
kE .4 - I L : - Subscription
. 7= Isystems, Security Plai (SSP) WA e a" Ay Tt : '
i (the SSP shall include secunty requ:rements of the system and S ‘ _ = '
= 3 , T . : Included in -
19 describe the controls i in place or planned for meetmg those i Written In-Place Subscrl tlo
B) requirements. The SSP shiall also delmeates resp0n51bilitiés and ' ‘ ; P i
L expected behav:or of all 1ndmduals who access ‘the system)
"1. - - gie “ - -, “r - o]
b 720 |bisaster Recovery Plan(oRP) R oy A '-'“": “Written | In-Place - +t '"C“’ded o
A B s et MR 3 - ; . IS N Subscnpt:on
3 JINSTALLATION ' Lo : 3
Bt 21 Provide Software Licenses if heeded” " ) A Written. = e “_dfd_‘,’_‘ _ Included in"
e i e - : : : Subscription - Subscnptmn
el - i - " o) '-': - ) . : = oTa, ] -2 3 s l ]
T 22 ' |Provide Fully Tested Data Conversion Software - Software In-Place . nc uded in :

B P ” . i i L . A Subscnptaon
EEE] ¢ ' | in-Place, State ,
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el “aib Satisfy State Requlrements 5 P - T, fe L I Supporting’ * Subscription
! : ’ i ’ Documentation. . TEOE %
% . [TESTING -
% % : 94-I Conduct Inte rat;ion fest{n ' - Non-Software- . |* . Upon R:e l;e. t |, meindcd i
& - R e N ' ; AR < Subscription
o l. 7 25 - ]Conduct User Acceptance Testing . . . ' Non-Software - Upon Request 7 ool .e_i.m;
e T B ; T ; P L G i :Subscription
s B o o - R L Included in".
. 26 Perform Production Tests Non-Software - Upon Request . ¢ PP
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] - 1 Fogne oo s | Cincluded in
. Test In—Bound and Out Bound Interfaces Software - Upon Request- e A
i E: ] o0 =N - B+ Subscription
: : e Y < Te e S :,; :.. S | l d-in~*
Conduct System Performance (Load/Stress) Testmg 3 &=l Non- Software 1" Upon Request nelugection
” Subscnptlon
e s 29 Certification of 3rd Party Pen Testmg and Apphc::ltlon~ £ ‘Non-So ﬁwa‘rel’ .‘Upon Request Includ_ed‘m
: Vulnerability Scannmg L = . ; Ao : ‘Subscription
- _'-‘ £ l Secunty Risk Assessment (SRA) Repon ; ; '
PR (if Pilis part of the ‘Confract, the SRA‘shall mclude a anacy - - A
e O Impact Assessment (PlA)lf BYOD (|f personal devices' have i Included in
o W b .
Pl i A9 _ been approved by DHHS Informanon Securlty to use, then the . Upon Request Subscription
U SRA shall include a BYOD section) 3 e IS SR R S ——
s B s Jl : Sccunty Authonzat:on Package Sl A S oE o mr " Written ‘In- Place Hlnc - gm .
L & - P MEALI Ly R c Tnh P *Subscription
T, Tl £l
il SYSTFM DEI’LOYMFNT _
s 232 Converted Dala Loaded lnto Product:on Envnronment Software In-Place . _lncludc .d.m'
ey _ . by - Subscription
-|Provide Tools f Il Applicat] ' ' :
i LE e 33 rovide Tools for Backup and Recovery ofa | Applica ions and . Software NPl ‘ Included in
;T Data - . 4 .. : : Pt Subscrlptlon
gt o oy e : N i ' - Incliided. in »,
s i 34 C_onduct Tralnmg g £ ‘ . I\fon-Softwalze "l _'L'J[‘)OD Request Subscnptlon
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- - r = : e - . LI i
L , oM e ' " . i . _: & : k] O B
Lf‘“": o doa oy ..l"l . ! ;
' , g ¥ Ji = ) . g ) ) 3 ‘ a e Z
i ‘.. .. .+ CCERTIFICATE . - . . :
1 1 Davth Scan]an Sccrctary of Statc of the Slale of New l—lampsh:rc do hcrcby ccrllfy that MATRIXCARE INC. js
e g Delaware Profit Corporalnon registered to transact busmcss in New H'lmpsmre on October 24 2013. 1 further certify that aII fees " :f.f' '
il and documcnls rcqmred by, the Secrctmy of Stalc s office have been reccwed and is in good Slandmg as far as this oﬁ' ice is
I conccmcd LR o ) Tl =g log 3 L ¢ -f LA . i
1 3
‘I b L3 ’ B , = - =
i i : R o :
: BmmmlD &994?2 B s el S o m s 1 -
ofe o CemﬁcaieNumbcr HMﬁTISB’?B a5 ™ T e
o INTESTIMONY WHEREOF B ¢
Y B lhereto sctmy hand and cause tobe affixed . . S8 ‘.,.-
- - + %o
! . MENEER thc Scal of the Statc of \lcw llampshlrc
' . this 26th dayof JuncAD 2024." R
]
David M. Scanlan ' 3
Sceretary of State
5 . :rl
P
W ik famn gt
. ;J;'L'_'-'._- T aedl
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State of New Hampshlrel

Department of State
2035 ANNUALREPORT . .

Filed

Date Filcd:‘ 2/25a'|20'25
. Effective Date; 20252025 =
Business ID: 699472‘ .
David M. Scantan

Secretary of State

b T
AT ] ra

3

-+ 1 BUSINESS NAME: MATRIXCARE, INC. . i
iy . BUSINESS TYPE: Foreign lfrt)ﬁt'COrporulinn Tt
e " BUSINESS ID; 699472 ' - 3
STAT E OP lNCORPORATION: Delaware =
Pl S I’RI‘V[OUS PRINCIPAL OFFICE ADDRESS ™ -PREVIOUS MAILING ADDRESS"
1550 :\mcncan Blvd.E FLY - - 1550 American Blvd E FL9. . b
Bloommgton. M\' 55425, USA . Bloomington, MN, 55425, USA .
I . — - A l.rL
it | NI”W PRINC]PAI OTI'ICI' ADDRI 887 o) 'Nl ALY MAILING ADDRESS - I
: ]ﬁSﬂAmcrlcan Blvd. East™ « 7 l%ﬁfh\mcrlcan BI\'d Enst
9th Flot_)r Bloomington, MN, 55425, USA 9th Floor Bloomington, MN, 55425, USA
' . REGISTERED AGENT AND OFFICE
; - " RE GlS'i ERED AGEN T CORPORA[ [ON SER\’]CL COMPANY (150560)
e RIZGISTLRI DAGFNT OH‘iCE ; v
;o . SO }\DDRI:SS lDlerrv Strect 8313 (,oncord \Il 0330] USA - ' v
O T~ PRINCIPAL PURPOSE(S) : Lt e
.NAICS.CODE NAICS SUB CODE | P
OTHFRI Prm |(Icr of softsvarc to"long-term care facilitics. e R
R = QFFICER / DIRECTOR INFORMATION ’
VROLGSTNAME D e e BUSINESS ADDRESS _ TITLE i s
" | Bobby Ghoshal:. ") 7. " Tx 9001 Spectrum Center Blvd, San Dicgo, CA, 92123, USAY © | President .'-T!:‘jh
'l: c;cl\;m ‘ ot 1850 Amencan Blvd. East, 9th Floor, Bloommglon, MN, Secretary - ’ ':’=' 5
S oy 55425, USA " "
Doug ﬁ(a‘nﬂberg . 125 Technelogy Parkway, Peachtrec Corners, GA, 30092, USA | Treasurer o
+-[ Hemanth Reddy -7 | 9001:Spectrum Center Bivd., San Diego, €A, 92123, USA Dircctor A ek
' Bohb) Ghoshal (9001 Spectrum Center Blvd, San Dicgo, CA, 92123, USA - _ [ Director - i
\llchacl .] Rider - 9001 Spectrum Center Blvd Suite 420, San Diego, CA, 92123, Director
i USA
l,:thc un_dcrsigncd. do hereby certily that the statements on this report are true to the best of my information, knowledge and belicf. :
Title: Scerctary
Signature: Eugene Kim
“ Name of Signer: Engene Kim
- A . \ Ry
L R R r', g e, e
Mmlmg .-\ddress Corporauon Dms:on Nll Dcparlmcmof‘Stmc 107 Norlh Mam Streel, Room 204 Concord NH 0330!-4939 -y '.:,:
'. " "f SR A l'h\slul Lotation - Statc House Annex, 3rd: Floor, Rooin 317-25 Capnol Sirect, Congord, NH _* 135 oAt
MR ¢ -Phonc (603)771 3246| Fn (603)271 3247|!-.mm| corporatc@sos nh gov |\\:hsu: 50s. nh gov' . " s " i
y : o



e

Docusign Envelope ID: 7F2F611B-1E45-439A-86C 3-495564EEB15D

- _f

-
s

i

B el
. i

FREE A - T 3
:: ¥ - H . - - B
1 8 . =k )

~ CERTIFICATE OF AUTHORITY -

l Eugene Klm hereby certlfy that ‘ ! -
(Name of the elected Officer of the Corporallon/LLC cannot be contract srgnatory) 5

1. | am a, duly elected CIerkJSecretarnyf'F cer of MatnxCare Inc (Corporatron/LLC Name)

2 MatnxCare s Delegatuon of Authority, (January a, 2021) states that: David Shepard (Name of Contract Slgnatory)
-8 duty authonzed on behalf of MatrixCare; Inc. to enter into contracts.or: agreements with the

State.of New Hampshite and any of its agencies or departmerits and further is-authorized to execute any and. a!l
documents agreements and other instruments, and any amendments, revisions, or modifications thereto, wh|ch
may |n hlslher judgment be desnrable or necessary to effect the purpose of this vote

S 3 hereby certlfy that. said Delegatron of Authonty remains in full force and effect as of the date of the . .
contractfcontract amendment to which-this certificateis attached. This authonty was valid thirty (30) days prior to
** . ‘and"remains’ valid ‘for thirty' (30) days from the date of-this Certifi cate of Authonty | further certify, that.it-is
understood that'the State of New Hampshlre wm rely on this certifi cate as evidence that the person(s) listed.above - -

currently occupy the posmon(s) |nd|cated and that they have full authority to bind the corporation. To the extent that

) " there are any limits on the. authority of any listed individual to bind the ‘corporation in contracts with the State of New -
Hampshlre all such limitations are expressly stated herein.

'a

08 Apr 2025 | 11: 54 EDT

Signad by:

kim

Dat d ] ;
T N Signa d Officer -
B 3 ~ i , . Name: Eugene Kim
F oMy BT F ~ " Title: Secretary - -
LI 3 : 'I':1 . ] : '
’ - e -'." i ) £ : 1 - . "'. . ® ¥ a
ar r1.;
fis e & Nl g ok e -
- - "i = ) T . r )
; % ’
. L .
= (o . :
Ry, 03/24/20 -
g 'L. .( - !
+
] LA ! # ) E e, -
B, £ o a8 AR
™ ] i :_' .;1 ..EI- 2 .-| R . : :
| 4 L T ' v

¥,

s
¥

oY
"

wwa P
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, Internal Use’., y. ;
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3 THIS CERTIFICATE IS ISSUED AS A MA'ITER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPO 5
'CERTIFICATE ‘DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, .EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW.,. THIS CERTIFICATE OF INSURANCE DOES NOT- CONSTITUTE.A CONTRAL'II' IBETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER; AND THE CERTIFICATE HOLDER.

kA

= DATE mumwwm

t\'ﬂ(;

I

b gt et
, I i -IMPORTANT:.If the certificate holder is an. ADDITIONAL INSURED,:the: policy(ies) must havetADDITIONAL INSURED provisions or be.endorsed. 3
fr a SUBROGATION 18 WAIVED subject to the™ terms. and’condltlons ‘of the vpolicy, certain lpOIlCIES may- fequire an andorsemenl A statement o Vi
L |; this certificate-dogs'not confer rights-to the*certificate holder:in'liet- of such’ endorsemant(s)“"‘-‘“"“ " it o ited g e+ & i
* | PRODUCER .. e 1.5 mindidamarisstin soista e ae B wrmi it oy T it it —a® b ""*"“ﬁ’ Srame"' Dana:Shaffer”” e et e N
Marsh '8 McLenndn Agency LI'C ) I RoRE ' ;
e & Mok oo e Agyency LLC A P i “‘“85&242-5762f‘““-mm~m*«Iwcmorasa-szs-zssz"ff“ .
o, BOX 85638I o ? f\ ADDRESS: Lana. shaffer@MarshMMA com ToE LT e
: i San D'ego CA 92186 : ‘f q 'i- ol i -msum—:n(suﬂonnmc COVERAGE ) "“’,.‘Z‘..;i’i JNRIE;&;:;
A mwxwu\m\#_;x. b e v 0 Mt st OH 18131 .msuaERA TFéderal Insurance” Companyé-'-'«'“-""“"-'-‘«'"‘-»“-‘-‘m«-w'-‘-:* Ii‘ #20281' -3‘-'3 ;
' #[iNsURED - AN ' = e - RESMENGLiysureR 5 1 Travgléts-Property Casually Co of Amere =
y IMatnxCafe InC 4;' bot e A A et el u " '-'f'"'I [_] d S di t 3323- n T -M:-
| 1550 American Bivd., East 8th and 9th Floor. T hypNSURERC: 0¥ 5 yncicale: A el
: -Bloomlngton MN 55425~0000 L INSURERD : e i i i e L
. I“-‘-"*“ LT i g Al msuﬁeﬁ?_‘ 7 '7'7" TR TTE
&J A A . p———— e s e T - 1 | WSURERE: AR L s s Lt dl] || £ diahiolionte-
2.8 COVERAGESJ-; PRV -~ ‘CERTIFICATE ‘NUMBER: 1386469761: - mee <+ wms o =t moe wne --«REVISION NUMBER T
\

-

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES LIMITS SHOWN MAY-HAVE BEEN REDUCED BY,PAID CLAIMS.

.

JHIS'IS-TO/CERTIEY THAT" THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN {SSUED" TO“THE INSURED NAMED:ABOVE* FORTHE'POLICY PERIOD *%
'INDICATED NO'IWITHSTANDING ANY. REQUIREMENT, TERM OR” "CONDITION'OF-ANY CONTRACT 'OR OTHER: DOCUMENT WITH'RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY. PERTAIN;.THE-INSURANCE AFFORDED BY, THE POLICIES DESCRIBED HEREIN 15 SUBJECT TO ALL THE TERMS' ‘I

oy 1 JADUL B A PO EPE. |- POLCY EXPA oo orre s
TR L et rvpe oF InsuRANCE= sy ien [wvo] ! fetinrne PouchUMBER_:‘_‘. Lol :anmvwv; ;umnonm’i‘ o FLi
L }]'Aii e CDMMERCIALGENERAL&:BILITY o .,ﬁyé-.': "?.v" 35339057{ [ T gizHr20zes r1.12[1f292§u; .
i el ) | i
S | Pt 4 [ MEDEXP (Any ons person) -+ ‘510000
Ak ] it % { i | PERSONAL & ADV INJURYY L5 1,000,000
L3 N . . e————
v Ik - 5! "GENERAL-AGGREGATE +3 ||:$ 2,000,000 - v
I,‘ i ‘ e = ; . Wy = PROGUCTE™ COMP!OPAGGA 's Excluded
= | b BN e -..p_.,ol.,«.\,_j-.,,_,._,\.v P..,..--v"f" 1. -,.e.'.‘- £ t_ ‘.,J ._’.\‘_ e e =
i UTGMOBLEL AT g T = EE TN PRI f s A (R |
l| I.'._' 4 'IA,NY AUTO ‘J‘ m—pe gt o9 e I‘I‘ i ; o . wal. 3 . 1 .1 +|BoDILY NaURY (Par parson),if['S Lieramiua wive ey ‘.'.
LI { SCHggULED . :: 1# *? §| k : e 4% BODILY-INJURY (Pa7 8ci0ant | i g, oermosiiogs | P
et ¥ NON-OWNED ZiE i) -' | PROPERTY ORRESE =5 = =¥
T Jliautosony  Afr I o et ! 4 :
3 Il ltad- [N _'"!i Er AT mu.-h..s..-m.mm......-.,u, s !—T_. T s
LY | k |sN 179638370 - & G 12/1/2025 . | EACH OCCURRENCE" > o 5
Y| 4’&14 cuua .I ! - TR 11 - IlmeerEGATE - <o
l- RS s‘l | g'»-i"“,.:"";' -?h; . '.a-f LI 3 1.‘::’4‘_ ook - o
T 4 - B e oraan A LD N ~1¥
e } T T el 12212024 12212025, o
HEE mueupl.ovens LIABILITY. 575157 vm : Lot 4 t = 2 L STATUTE b o LER 2 oy e et e oot
5 'ANYPROPRIETOR!PARTNEWEXECUI’IVE LI & L EATEACH ACCIDENT .. (22 il$.1.000,000 esinenr o3|} -
o[} | OFFICERMEMBEREXCLUDED? | : - =2 ——F .-
i 4 | (Mandatory in NH}. - ' g e g T -< Siey ot l <" '||EL*DISEASE : EA EMPLOYEE 5,000,000 wili !
b |31 yas, cascribe'undei> i E E2A o R s N — - e g
y A bl SCRIPTIONDFOPERATIONS beIow\_,_ ] LJ.‘ ' Fal [ -0 | v L £ [EA*DISEASETPOUICY LIMITY) 514,000i000 7 T8 3
P 3.|.CyporTecn BAQ. 2y ol rnde an iyt o ofj (M| LM, W33FF3240301 Lot g| 1271202024 7[5 12012/2025 .| $10,000.000 OcciAgg, -5 T -G AT gt el
| Producis Liap. = e SR 1 1 e S aaet 3 120112024 { | 1212025 s 35000300 Doagy < Fi | B mdama aor By
mmmm_“ v X k..,_' ‘ LE s ' ,f” e [ - o I?oaszsm«w ‘."_;,I Ded: $1.25MAGG | |5 5
- . 'y \ + 5 it H T gt 3 i ' = 3
- -.-I-.QI q.ﬂo,au;‘.w,;.ﬂ.--a wmu;v..&nqnv"-um!w'wks*, I e «vﬂmpéwm«mwpﬂtwq{ \ -w‘M\..q Ww-o” b 5 o _[-6:'; e e Al St A T
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DESCRIPTION OF OPERATIONS /.LOCATIONS / vemcu.es (ACORD 101, Additional Remarks Schedule, may be attached If mori
=NH DHHS is Induded as additional msured per the attached. Coverage Is primary dnd non-contritiutory. Waiver of subrogalion applies”
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"‘CERT[FICATE HOLDER

DT

EETI

CANCELLATION™" 77777 == =757~

e

b

I

e

-NH DHHS

-'126, Pleasant Street -

N

ik

v

-UL;E]

T

T

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE 3

Ty

" ACORD. 25 (
Eaiehy B

Fir ;’—v..ﬂ‘?‘-ﬁ' ‘,w«v-w.

zo1sma)

e - f i

e
._.. _‘._( wf, ﬁ.“mr ( ’ '4\-.».-:-,'
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'THE EXPIRATION- DATE. THEREOF, NOTICE- WILL- BE 'OELIVERED IN ,,
ACCORDANCE wrrH THE PDLICY PROVISIONS.
& Lo o i "-xz' L R L T A I T PIR UL s - ‘3
AUTHORIZEDREPRESENTATNE‘_ h e T
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