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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Cencord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

April 15, 2025
Her Excellency, Governor Kelly A. Ayotte
and the Honorable Executive Council
State House
Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology, for the benefit of the Department of
Safety (DOS), to enter into a solesource amendment with ENE Systems of New Hampshire, (VC
#270016) of Bow, N.H., by increasing the price limitation by $730,050.00 from $2,062,105.00
to $2,792,155.00 for the purpose of adding security cameras at the New Hampshire Fire
Academy offices, the New Hampshire State Police offices, and other Department of Safety
offices to the existing Department of Safety building security camera system, with no change to
the contract completion date of June 30, 2027, effective upon Governor and Executive Council
approval. This agreement was originally approved by the Governor and Executive Council on
June 15, 2022, Item #64, amended on March 27, 2024, Item #31 and amended on November 13,
2024, Item #25.

Funds are available in the following account for SFY 2025. 100% Agency Funds (Other).

CAT#-DEPT#-AGENCY#-ACTIVITY#-ACCTG UNIT#-
DEPT NAME-AGENCY NAME-ACCTG UNIT NAME SFY 2025 TOTAL
CLASS CODE-ACCOUNT CODE -CLASS TITLE

01-03-03-030010-76230000-DolT-IT for Safety 038-

500177 Technology Software $730,050.00 $730,050.00

Total $730,050.00

EXPLANATION

This item is marked as sole source because it is an amendment to an existing sole source contract.
This contract amendment is required to add funding for an additional site, the New Hampshire
Fire Academy, identified as having legacy building camera equipment. ENE Systems currently
provides modern cameras and an integrated Video Management System to manage the video

“Innovative Technologies Today for New Hampshire's Tomorrow”



Her Excellency, Governor Kelly A. Ayotte and the Honorable Executive Council
Page 2

with configurable retention periods and the ability to view captured video from any location.
This additional site will improve overall building security, workplace safety, and necessary for
future operability due to the State network upgrade to align with the existing implementation for
the NH Department of Safety. Additionally, this amendment will add security cameras at the
New Hampshire Fire Academy of fices, the New Hampshire State Police of fices, and other
Department of Safety of fices to the existing Department of Safety building security camera
system.

This contract is the result of DOS-RFP 2022-064 - DOS Building Security Cameras that was
issued on March 2, 2022, with a closing date of April 13, 2022. ENE Systems of New Hampshire
was the only respondent to the RFP.

The Department of Information Technology and the Department of Safety respectfully requests
approval of this contract.

Respectfully submitted,

fote: o8

Denis Goulet
Commissioner of Information
Technology

Robert [, Quinn

DOIT #2022-064C Commissioner of Safety

RID #93370

“Innovative Technologies Today for New Hampshire's Tomorrow"”
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STATE OF NEW HAMPSHIRE

STATE OF NEW HAMPSHIRE

BUILDING SURVEILLANCE CAMERAS

DOS 2022-064

CONTRACT AMENDMENT C




DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY
BUILDING SECURITY CAMERAS
DOS 2022-064
CONTRACT AMENDMENT C

INTRODUCTION

WHEREAS, pursuani to an Agreement approved by Governor and Council, as a result of Contract DOS
2022-064, on June 13, 2022, ttem #64. amended on March 27, 2024 ltiem #3 1, and amended on November
13, 2024 liem #25 (herein after referred to as the "Agreement™), ENE Systems of New Hampshire
{hereinalter referred to as "Contractor” agreed to supply certain services upon the terms and conditions
specified in the Agreement and in consideration of pavment by the Deparument Information Technology
{hereinafter referred to as the "Department™), certain sums as specified therein;

WHEREAS, pursuanl 10 the Agreement Section 17: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Govemor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS. the Vendor agrees to provide installation. maintenance, and support for a building security
systemn including additional phases and sites as outlined in the Agreement Exhibit C, Section 9.1.2;

WHEREAS. the Department will be adding cameras for the New Hampshire Fire Academy offices, New
Hampshire State Police offices. and other Department of Safety offices to the Department of Safety’s

existing building security and security system and;

WHEREAS the Vendor agrees 10 install, configure, and provide mainienance for the camera system in
those locations;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $730,050.00 to bring
the total contract price to $2,792,155.00;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:
The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the Price
Limitation by $730.050.00 from $2,062,105.00 to $2,792.155.00.
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State of NH Contract

Date: ﬂfl‘[as \
Contractor’s Initials @
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DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY
BUILDING SECURITY CAMERAS
DOS 2022-064
CONTRACT AMENDMENT C

C AV

DOS 2022-064 Original Contract | June 13,2022, ltem | June 30, $1.600.000.00

#64 2027
Amendment A 1* Amendment March 27, 2024, June 30. $409.353.00
item #31 2027
Increase Price
Limitation
Amendment B 2 Amendment November 13, 2024 June 30, $32.770.00
Item #235 2027
Increase Price
Limitation
Amendment C 3% Amendment TBD June 30, $730,050.00
2027
Increase Price
Lumtauon

State of NH Contract

Date: ¢fiof/25 Ay
Contractor's Ini[ials@

Page 3 of4



DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY
BUILDING SECURITY CAMERAS
DOS 2022-064
CONTRACT AMENDMENT C

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOQF, the papjessave hereunto set their hands as of the day and vear first above

writlen M
(i = Date: __Y//10/20>% ;

ENE Systems of New l{ampshire

STATE OF NEW HAMPSHIRE

fﬁuﬁ M“— Dae. April 14, 2025

Denis Goulet. Commissioner
State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this oftice. is approved as 1o form, substance, and [
execution.

Approved by the Attorney General
/7 /'l' 7 /
2]~ s —‘5"-—— an W, Kenison-Marvin
7’Wmﬂ/ fl/AN:’s?i‘slan! Attormey General Date: May 1, 2025

State of New Hampshire. Department of Justice

[ hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: {date of imeeting)

Office of the Secrctary of State

Date:

State of New Hampshire. Department of Administration

State of NH Contract
Date: §/13/38

Contractor’s Initials @

Page 4 of4




State of New Hampshire
Department of State

CERTIFICATE

1. David M. Scanlan, Secretary of State of the State of New FHampshire, do hereby centily that ENE SYSTEMS OF NH, INC. is
a New Hampshire Profit Corporation registered 10 transact business in New Hampshire on August 03, 2015. | further cenify that
all fees and documents required by the Sccrctary of State’s office have been received and is in good sianding as far as this office is

concerned,

Business 1D: 729782
Centificate Number: 0007156326

IN TESTIMONY WIHHEREOF,
I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,

this 11th day of April A.D. 2025.

David M. Scanian

Secretary of State
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MMWDD/YYYY)
312612025

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
i SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER
RogersGray, A Baldwin Risk Partner
410 University Ave

Westwood MA 02090

_mg:‘fa Exti. 800-553-1801

CONTACT
NAME:

FAX wa) 877-816-2156

EK‘D“&%S;; mail@rogersgray.com

INSURER(S} AFFORDING COVERAGE NAIC #
License#: PC-514062| INSURER A ;: Zurich American Insurance Comp 27855
INSURED] ___ ENESYST-0] \surer b : Zurich American Insurance Comp 16535
ENE Security, LLC T
40 Lowell Road, Unit 10 wsURER ¢ : Cincinnali tnsurance Company 10677
Salem NH 03079 pisurer o : Travelers Property Casualty Co 25674
INSURERE :
INSURER F ;

COVERAGES

CERTIFICATE NUMBER: 1111387077

REVISION NUMBER.:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED., NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR ADDL|SUBR LICY EFF | POLICY EXP
LTR TYPE OF INSURANCE 30 | wyp POLICY NUMBER @P_g;oumwl {MM{DDIYY YY) LIMITS
A | X | COMMERCIAL GENERAL LIABILITY GLO 9809451-08 3112025 31112026 | EAGH OCCURRENCE $1.000.000
"OAREGE TORERTED
CLAIMS-MADE OCCUR PREWISES (Ea securancel | S 300,060
Contractual Liab | MED ExP (any one parsany | $10,000 .
- PERSOMAL & ADV IMJURY | § 1,000,000
GEN'L AGGREGATE LIMIT APPLIES PER; | GEMERAL AGGREGATE $ 2,000.000
POLICY B | X | oc PRODUCTS - COMPIOP AGG | 52,000,000
OTHER: H
B | AUTOMOBILE LIABILITY BAPGS03452-08 3112025 | d1rz026 | GOMBINED SNGLELIMIT 1 51,000,000
X | ANY AUTO BODILY INJURY (Per person) | $
QWNED SCHEDULED -
|| AUTOS ONLY AUTOS BODILY INJURY (Per accident)| §
% | HIRED % | NON-OWNED PROPERTY DAMAGE P
|2 | auTos oNLY AUTOS ONLY ! (Per accident)
| s
C [ X | UMBRELLALIAB X | oceur EXS 0606492 /2025 31/2028 | EACH OCCURRENCE $ 5,000,000
EXCESSILIAR CLAIMS-MADE AGGREGATE § 5,000,060
peo | X | revenmions o $
8 |WORKERS COMPENSATION WC9809450-08 w2025 | 3nzoze (X | E¥Rrre | ISR
AND EMPLOYERS' LIABILITY YIN
ANYPROPRIETOR/PARTNERIEXECUTIVE £1. EACH ACCIDENT $ 1,000,000
OFFICERMEMBEREXCLUDED? Nia
{Mandstory In NH) EL. DISEASE - £A EMPLOYEE| § 1,000,000
o yas, describe under
DESCRIPTION OF OPERATIONS beiow £.L. DISEASE - POLICY LIMIT | § 1.000,000
D | Excess Lisbility EX-9X083690-25-NF 3112025 31172026 | Occingg/Retention S5M/SSM/S0

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedula. may be attached if more space is required)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire

Depariment of Safety

Department of Information Technology

33 Hazen Drive

Concocord NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTCE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

ACORD 25 (2016/03)

- © 1988-2015 ACORD CORPORATION. Allrights reserved.

The ACORD name and lego are registered marks of ACORD




Sole Proprietor Certification of Authority

[, R Lindsay Drisko . hereby certify that | am the Sole Proprietor
{Primted First and Last Naine)

of EN E Systems of New Hampshire. Inc. which is a tradename registered with the Secretary of State
(Neme of Business)

under RSA 349, | certifv that | am the sole owner of my business and of the tradename.

I further certify that it is understood that the State of New Hampshire will rely on this
certificate as evidence that the person listed above currently occupies the position indicated
and that they have full authority to bind the business. This authority shall remain valid for

ninety {99) days from the date of this Corporate Resolution.

DATED: April 10, 2025 \//? / /%
ATTEST: —_ -
-

(Signature,




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/ doit

Denis Goulet
Commissioner

October 28, 2024
His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House
Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology, for the benefit of the Department of
Safety (DOS), to enter into a sole source contract amendment with ENE Systems of
New Hampshire, (VC #270016) of Bow, N.H., by increasing the price limitation by $52,770.00
from $2,009,335.00 to $2,062,105.00 for the purpose of adding new sites to the Department of
Safety building surveillance camera system, with no change to the contract completion date of
June 30, 2027, effective upon Governor and Executive Council approval. This agreement was
originally approved by the Governor on June 15, 2022, ftem #64 and amended on March 27,
2024, Item #31. 100% Federal Funds (ARPA).

Funds are available in the followmg account for SFY 2025:

7 L A T O e e f-“.'f.i:“f* LN ""’”3"’}7&

:CAT#D EPT#-AGENCY#—‘AC‘I]VITY#-ACCTG&’% UNIT# Sk thifaghed ‘f‘* i

;DEPT.A; .NAMB-{\%cvggNAm-ACCTG;?UMTgtNAMEr FYi20255 z _i’»"-é..

-C.L-AS_FCODE-E‘EGGOU?;WGODE‘: FASS TITEE PR 2

" . ‘Q‘%‘;‘{W‘ ﬁﬂ%ﬂ-@'ﬁ) ;L?:iﬂ- md-,‘a"!‘ &"—%’n -r'l"“:“;""iﬁ::d ""“?. ¥

02-23-23-236010-2811000-030-500311 DOS-HSEM-

SECURITY ENHANCEMENTS ARPA | $52,770.00 $52,770.00

00FRF602PH2315A

Total $52,770.00
EXPLANATION

This contract amendment is sole source because ENE Systems currently provides modern
cameras and an integrated Video Management System to manage the video with configurable
retention periods and the ability to view captured video from any location and the original contract
has been increased by more than 10% over the original Price Limitation. This contract amendment
is required to add funding for an additional site for the HSEM Radiological Unit at Johnson Hall,
identified as having legacy equipment. This additional site will improve overall building

"Innovative Technologies Today for New Hampshire's Tomorrow”



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Page 2

surveitlance and workplace safety. Additionally, it is necessary for future operability due to the

State network upgrade.

This contract is the result of DOS-RFP 2022-064 - DOS Building Surveillance Cameras that was
issued on March 2, 2022, with a closing date of April 13, 2022, ENE Systems of New Hampshire
was the only respondent to the RFP.

The Department of Information Technology and the Department of Safety respectfully requests
approval of this contract.

Respectfully submitted,

s A5

Denis Goulet
Commissioner of Information
Technology

A

Robert L. Quinn
Commissioner of Safety

DOIT #2022-064B
DG/id

“Innovative Technologies Todoy for New Hampshire's Tomorrow”
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DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY
BUILDING SURVEILLANCE CAMERAS
DOS 2022-064
CONTRACT AMENDMENT B

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of Contract DOS
2022-064, on June 15, 2022, Item #64 and amended on March 27, 2024 Item #31 (herein after referred to
as the "Agreement"), ENE Systems of New Hampshire (hereinafter referred to as "Contractor" agreed to
supply certain services upon the terms and conditions specified in the Agreement and in consideration of
payment by the Department Information Technology (hereinafter referred to as the "Department"), certain
sums as specified therein;

WHEREAS, pursuant to the Agreement Section 17: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Vendor agrees to provide installation, maintenance, and support for a building
surveillance system including additional phases and sites as outlined in the Agreement Exhibit C, Section
9.1.2.

WHEREAS, the Department and the Vendor wish to increase the Contract price by $52,770.00 to bring
the total contract price to $2,062,105.00.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the Price
Limitation by $52,770.00 from $2,009,335.00 to $2,062,105.00.

DOS 2022-064 June 15, 2022, Item | June 30, $1,600,000.00

#64 2027

Original Contract

" State of NH Contract

Date: igj2qj2l ' :
Contractor’s Initial@
Page 20f4




DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY

BUILDING SURVEILLANCE CAMERAS
DOS 2022-064

CONTRACT AMENDMENT B
Amendment A 1* Amendment March 27, 2024, June 30, $409,335.00
Item #31 2027
Increase Price
Limitation
Amendment B 2 Amendment TBD June 30, $52,770.00
2027
Increase Price
Limitation

State of NH Contract

Date: [Q! 29 j)j
Contractor’s Initia@
Jof4

Page




DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY
BUILDING SURVEILLANCE CAM'ERAS
- DOS 2022-064 '
CONTRACT A]V[ENDMENT B

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modlﬁcatlon shall take effect upoi the approval date from the Governor and the Exccutxve Council.

have hereumo set their hends as of the day and year first above

ate: MZ.JR{JI_*{_ '

STATE OF NEW HAMPSHIRE

a ; M_ : October 29, 2024
Date:

Dems Gou.let, Commuss:oner
State of New Hampshire |
Department of Information Technology

'

The precedmg Amendment, havmg been reviewed by this office, is approved as to form substance. and
. execution. ;

AP-pm@Aﬁo General _
- . ///:/ - ' Date: [o/3e /4

* State of New Haﬁpsﬁm Department of Justice

1 hereby cemfy that the foregoing amendment was approved by the Governor and Execmve Coungcil of
the State of New Hampslure at the Meeting on: " _(date of meetmg)

. Office of the Secretary of State

State of New Hampshire, i)epa:uncet of Administration

State of Contract
D ofpal3y
Co r's [nitials @ '

Pege : 4of4.




State of New Hampshire
Department of State

CERTIFICATE

[, David M. Scanlan, Secretary of Stale of the State of New Hampshire, do hereby certify that ENE SYSTEMS OF NH. INC. is
a New Hampshire Profit Corporation registered to transact business in New Hampshire on August 03, 2015. | lurther certify that
all fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerncd.

Business 1D: 729782
Certificate Number: 0006799699

IN TESTIMONY WHEREQF,
[ hereto set my hand and cause 10 be affixed
the Seal of the State of New Hampshire,

this 30th dav of October A.D. 2024,

David M. Scanlan

Sceretary of State



CERTIFICATE OF AUTHORITY

,_R. Lindsay Drisko___, hereby certify that | am the sole member of the board of

directors of __ ENE Systerns of New Hampshire, Inc

Tcertify thatTam authorized to bind the company, and thatno vote of the board of directors

was necessary to grant me said authority.

Ihereby further certify and acknowledge that the State of New Hampshire will rely on

this certification as evidenge Zﬁave full authority tobind the company.
Signed [ E~ é{{
o

Date: October 28, 2024

State of Massachusetts, County of Norfolk

On this the ___30th day of October, 2024 beforeme __ Debra J. Lavthe

the undersigned officer, personally appeared _R. Lindsay Drisko , known to me
(orsatisfactorily proven) to be the person whose name is subscribed to the within instrument
and acknowledged that he/she executed the same for the purposes therein contained. In witness
whereof, [ hereunto set my hand and official seal.

c

N
Commonweaith of
i\ - Massachusetts

\ J My Commission Explres

May 29, 2031




A C‘OR D' o DATE (MMDODYYYY)
\ ; CERTIFICATE OF LIABILITY INSURANCE

10/30/2024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statament on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s}.

PRODUCER = ggﬁgcr
?fgﬂﬁsggi'@fgdw'” RisBaParinen A2, Ex0; 800-553-1601 [ FA% hoy. B77-816-2156
Westwood MA 02090 | ADDRESS: mMail@rogersgray.com
INSURER(S) AFFORDING COVERAGE NAIC #
License#: PC-514062] INSURER A : Zurich American Insurance Comp 27855
INSURED ENESYST-04 \wsurer 8 : Zurich American Insurance Gomp 16535
ENE Systems of NH, Inc. B
155 River Rd INSURER ¢ : Cincinnati Insurance Company 10677
Bow NH 03304 INSURER D : Travelers Property Casualty Co 25674
INSURERE ;
INSURER F :
COVERAGES CERTIFICATE NUMBER: 267394993 REVISION NUMBER:

THIS 18 TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERICD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

NSR ADOL]SUBR] POLICY EFF_| POLICY EXP
LTR TYPE OF INSURANCE NS0 | wWyD POLICY NUMBER (MMDDIYY YY) | (MMIDDIYYYY) 1 LiMiTs
A | X | cCOMMERCIAL GENERAL LIABILITY GLO 9809451-07 3112024 3112025 | EACH OCCURRENGE | s1.000.000
clams-maoe | X | occur | pngmsgg £ oecurrence)__| S 300,000
| MED EXP {Any one person) ] s 10,000 -
PERSONAL & ADV INJURY | § 1,000,000
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
poucy | X | TR | X |woc | PRODUCTS - cOMPIOP AGG | § 2,000,000
OTHER: | $
B | AUTOMOBILE LIABILITY BAPYB09452-07 312024 | 3hzozs | GOMBINED SINGLELIMIT | 51,600,000
X | ANY AUTO BODILY INJURY (Per person) | §
OWNED SCHEDULED :
|| AUTOS ONLY - AUTOS BOOILY INJURY (Per accident)| $
X | HRED % | NON-OWNED PROPERTY DAMAGE 5
| 7 | AUTOS ONLY AUTOS ONLY {Par acciden1]
H
T | X | UMBRELLA LIAB | X | occur EXS 0606482 /2024 3112025 EACH OCCURRENCE $ 5,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE $ 5,000,000
oeo | X [ retentions g s
B |WORKERS COMPENSATION WC9809450-07 3/1/2024 arr2025 |X | EER OTH-
AND EMPLOYERS' LIABILITY TN | SFRrure | ER
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT 5 1,000,000
OFFICER/MEMBEREXCLUDED? NiA
(Mandatory In NH) E.L. DISEASE - EA EMPLOYEE] § 1,600,000
If yas, dascriba under
DESCRIPTION OF OPERATIONS below E.L. ISEASE - POLICY LT | § 1,000,000
D | Excess Liability EX-9X083690-24-NF 31112024 3172025 | OcolAggRetention 5M/5M/$0

DESCRIPTION OF QPERATIONS { LOCATIONS { VEHICLES (ACORD 101, Additlonal Remarks Schadule, may be sttached if more space is required)

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

New Hampshire Department of Safety ACCORDANCE WITH THE POLICY PROVISIONS.

James H. Hayes Building

33 Hazen Drive AU D REPRESENTATIVE )
Concord NH 03305 %, - %\
I ——

©1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
THIS CERTIFICATE SUPERSEDES PREVIOUSLY ISSUED CERTIFICATE




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/dait

Denis Goulet
Commissioner

_ January 25, 2024
His Excellency, Govemor Christopher T. Sununu
and the Honorable Executive Council
State House
Concord. NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology, for the benefit of the Department of
Safety (DOS), to enter into a Sole Seurce amendment to an existing Contract with ENE Svstcms
of New Hampshire, (VC #270016) of Bow, N.H.. by increasing the price limitation by
$409,335.00, from $1,600,000.00 to $2,009,335.00 for the purpose of adding new sites to the
Department of Safety building surveillance camera system, with no change to the contract
completion date of June 30, 2027, effective upon Governor and Executive Council approval.
This agreement was originally approved by the Governor on June 15,2022, Item #64. Source of
Funds: 73.3% Transfer from other Agency, 26.7% Agency Watercraft Safety Funds.

Funds are available in the following accounts for SFY 2024 and SFY 2025 with the authority to
adjust encumbrances between fiscal vears through the Budget Office if needed and justified.

e —

' CAT#—DEPT# AGENCY# AC'I1VITY#-ACCTG Y
UNIT# DEPT NAME-AGENCY- NAME-ACCT G UN!T

:NAME CLASS CODE-ACCOUNT CODE -CLASS o

-TITLE . .

{sFY2024 |sFyao2s | TOTAL

SaE

01-03-03-030010-76230000-DolT-IT for Safety 038-

2]
500177 Technology Software SI007000100 | 5200,500100 1S3061000.00

02-23-23-234010-500 10000 Department of Safety-

Watercraft Safet) 103-500737 Contracts for OP $109.335.00 $109.335.00
Services
Total $409,335.00

"Innovative Technologies Today for New Hampshire's Tamorrow”



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Page 2

EXPLANATION

This contract-amendment is Sole Source because the price increase is greater than 10% more of
the originally solicited contract.

This contract amendment is required to add funding for additional sites included in future phases
of this initiative. ENE Systems currently provides modem cameras and an integrated Video
Management System to manage the video with configurable retention periods and the ability to
view captured video from any location. These additional sites will improve overall building
surveillance and workplace security especially for Department of Safety buildings with areas
open to the public. This future phase will replace end of life camera systems and enhance
coverage at the additional DOS locations throughout the State to include additional Troop
stations and DMV substations.

This contract is the resutt of DOS-RFP 2022-064 - DOS Building Surveiltance Cameras that was
issued on March 2, 2022, with a closing date of April 13, 2022. ENE Systems of New Hampshire
was the only respondent to the RFP.

The Department of Information Technology and the Departmerit of Safety respectfully requests
approval of this contract.

Respectfully submitted,

oo B

Denis Goulet
Commissioner of Information
Technology

).

T ——

Robert L. Quinn
Commissioner of Safety

DOIT #2022-064A
RID #840)2

"Innovative Technalogies Today for New Hampshire's Tomorrow”
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DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY
BUILDING SURVEILLANCE CAMERAS
DOS 2022-064
'CONTRACT AMENDMENT A

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governar and Council, as a resull of Contract DOS
2022-064, on June 15, 2022, ltem #64 (herein after reterred to as the "Agreement”), ENE Systems of New
Hampshire (hereinafter referred to as "Contractor” agreed 1o supply certain services upon the terms and
conditions specified in the Agreement and in consideration of payment by the Department information
Technology (hereinafier referred 1o as the "Department”), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 17: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by 8 writien instrument executed by the parties thereto and
approved by the Governor and Executive Council,

WHEREAS., the Vendor and the Department have agreed to amend the Agreement in certain respects,
WHEREAS, the Vendor agrees to provide installation, mainienance, and support for 2 building
surveiliance sysiem including additional phases and sites as outlined in the Agreement Exhibit C, Section

9.1.2.

WHEREAS, the Department and the Vendor wish to increase the Contract price by $409,335.00 to bring
the total contract price fo $2.009.335.00.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:
The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the Price
Limitalion by $409,335.00 from $1,600,000.00 10 $2,009,335.00

TABLE 2: CONTRACT HISTORY , | v _

CONTRACT - AND '| AMENDMENT | G&C APPROVAL |END | CONTRACT

AMENDMENT " | TYPE DATE i "DATE "I AMOUNT

NUMBER: F .

DOS 2022-064 Original Contract | June 15, 2022, ltem June 30, $1.600,000.00
3 #64 2027

Amendment A I1* Amendment TBD June 30, $409,335.00

2027

State of MH Contract

Date:

Page

_z,@fi/
Contractor’s Initials @

20f4




DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY
BUILDING SURVEILLANCE CAMERAS

DOS 2022-064
CONTRACT AMENDMENT A
Increase Price
Limitation

.* " CONTRACT TOTAL | $2,009.335.00

State of NH Contract

Date: _// Qaz-" 5/
Contractor’s Initials @

Page Jof4



DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY
BUILDING SURVEILLANCE CAMERAS
DOS 2022-064
CONTRACT AMENDMENT A

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect, This
modification shail take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREQF, the pagies have hereunto set their hands as of the day and vear first above

Date: _//0.3/ :593'7

. Undsay gn fko [ dend
ENE Systems of-tew Hampshire

STATE OF NEW HAMPSHIRE

ks As—

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Technology

Dae: J2Ruary 25,2024

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Duncan . (qan Date: March 11, 2024
Duncan A. Edgar, Esq. ~

State of New Hampshire, Department of Justice

[ hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: . {date of meeting)

OfTice of the Secretary of State

Drate:

State of New Hampshire, Department of Administration

State
Date:

Page

of NH Contract

I{ 2_7?9?/
Contracior’s Initials @
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State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Sceretary of State of the State of New Hampshire, do hercby cenify that ENE SECURITY LLC isa New
Hampshirc Limited Liability Company registered 10 transact busincss in New Hampshire on February 11, 2022, | further cenify
that atl fees und documents required by the Secrctary of Staie's office huve been received and is in good standing as far as this

oflice is concerned.

Busiriess 1D: 893177
Cenificate Number: 0006524550

IN TESTIMONY WHEREOF,
[ hereto set my hand and cause Lo be affixed y
the Scal of the State of New Hampshire,

this Sth day of Januarv A.D. 2024.

David M. Scanlan

Secrewary of Sute



ACORD'’ CERTIFICATE OF LIABILITY INSURANCE o e
e’

2/29/2024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NG RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORZED
REPRESENTATIVE OR PRCDUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the cartificato holdor Is ean ADDITIONAL INSURED, the policy{ies) must have AODITIONAL INSURED provisions or be endorsed.
If SUBROGATION 1S WAIVED, subject (0 the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate doss not confar rights to the certificate holder in lleu of such endorsement(s).

PRODUCER o [ KAme;
4R1 t,':ﬁ;?;';t,’,‘fﬂd"“" RigkiRgrnes . ’““"'I_',E._,w 800-553- 1801 [ FAX ooy 877-816-2156
Westwood MA 02080 | Appresy: mail@rogersaray.com
INSURER($} AFFORDING COVERAGE NAIKC #
Licongol; PC-514062| orsuReR A : Zurich American Insurance Comp 27855
"éﬁggymm SR, T EMESYSTO!) wgumen B - Zurich American insurence Comp 16535
155 River Road, Suite 12 wayren ¢ : Cincinnati insurance Company 10877
Bow NH 03304 m3uRER D ; Undensriters a1 Lioyd's London 15782
mSUREA ¥ : Travelers Property Casuaity Co 25674
INSURER F . i
COVERAGES CERTIFICATE NUMBER: 13263838515 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECTY TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN'IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REOUCED BY PAID CLAIMS.

LTSUBR] ¥
o TYPE OF INSURANCE ::n.  wyD POLICY HUMBER |%Mi yurs
A | X | cOMMEACIAL GEMERAL UABILITY Y Y | GLO980%451.07 V112024 V12025 | macH OCCURRENCE 31,000,000
| cunms mace EWW‘ | PREMSES € coryrerce) | §300.000
] MED EXP (Avy one parson) | § 10,000
PERSONAL & ADV INJURY  {.§ 1,000.000
GENL AGGREGATE LIMIT APPLIES PER: GENE RAL AGGREGATE $ 2,000.000
POLICY B LoC PRODUCTS - COMPIOP AGG | $2,000.000
OTHER: 5
B | AUTOMOBILE LIABILITY v | v | oaPesogas2-07 3112024 3172025 m""‘m UM 18 1 000,000
X | anv auto BOCILY BLIURY {Per parson) | §
1 ) SCHEDWLED —
|| auTos onwy AUTOS BOOILY INJURY (Pwr sccicent)| §
% | HIRED X | NON-OWNED - PROPERTY DAMAGE Py
[ = | AUTCS ONLY AUTOS ONLY | (P porgdang)
3
C | X | umBAELLA LIAR X | occun Y ¥ | EXS 0606492 V172024 ¥1/2025 | eacH OCCURRENCE 3 5,000,000
EXCES3 LAl CLAIMS-MADE AGGREGATE $ 5,000,000
oeo | X | mevenmions 5o $
B | WORNERS COMPENSATION | WCB809450-07 wuze | 372025 X | eipe | | SR
AND EMPLOYERS' LIABLITY YiIN
ANTPROPRIETORPARTHER/EXECUTIVE E.L, EACH ACCIDENT 1 1.000.000
OFFICE RAMEMBE R EXCLUDED? E NiA
[Mandatory in MH) E.L. DISEASE - EA EMPLOYEE| § 1.000.000
H yos. describe under
oﬁscmmon OF OPERATIONS beiow E.L. DISEASE - POLICY LT | $ 1,000,000
D | ProfsssionsPotition . BOS21PENE S000124 V172024 372025 | QinvAgoReention SZM/3 207350000
D | Excess ProlessionalPaliuton 80621PENES000724 V172024 72025 WW 33M3INB0
E | Excass Lisvitly EX-9X083590-24-NF 3112024 3112025 stenton SMISM/S0

DESCRIFTION OF OPERATIONS / LOCATIONS { VEHICLES (ACORD 101, Additional Asmarks Scheduls, may be sttached i mors space ks requimd)

When Required by Writlen Conlract, the Followi? Afplies: .

General Liability: Additional Insured Ongoingég L 2% 62 A CW 02 19) and Completed Operation (U GL 21 62 A CW 02 19) Primary and Non-Conlributory
Basis (U GL 21 82 A CW 02 19). Waiver of Subrogation (U G, 925 B CW 12 01)

Agto Liability: Additional Insured (U CA 424 F MA 10 14), Primary end Non-Contribulory Basis (U CA 424 F MA 10 14), Waiver of Subrogalion (U CA 424 F MA
10 14}

Excess/Umbrella Lead SM: Additiona! Insured follows form over underlying General Liability and Automobite Liability, Primary and Non-Contributory Basis (XS
493 11 20), Waiver of Subrogation (XS 101 08 20) .

Excess Liability SMx5M: Addilional Insured follows form aver undertying Umbretta Liability, Primary and Non-Contributory Basis {(XP 01 85 02 14), Waiver of
See Attached...

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
State of New Hampshire THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Department of Administrative Services ACCIOR NG IHEI ORI GYEROVINION 33

Bureau of Purchase & Property

25 Capitol Street DREPRESENTATIVE )
Room 102 . 5

Concord NH 03301 ) ;

|

© 1088-2015 ACORD CORPORATION. All rights reserve.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD



Sole Proprietor Certifisation of Authori

1, R. Lindsay Drisko hereby certify that | am the Sole Proprietor
{Name)
of ENE Security, LLC which is a tradename registered with the Secretary of State

(Name of Business)

under RSA 349. | centify that | am the sole owner of my business and of the tradename.
| further certify that it is understood that the State of New Hampshire

will rely on this certificate as evidence that the person listed above currently

occupies th; positic;n indicated and that they have fill authority to bind the

business. This authority shall remain valid for thirty (30) days from the

date of this Corporate Resolution.

DATED: ’/5/9097 | ATTEST:'_TFZ/&%

¥ (pame & Yide)
R. Linsay Drisko,.President
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STATE OF NEW HAMPSHIRE . : w

DEPARTMENT OF INFORMATION TECHNOLOCY
27 HMazen Dr.. Concord, NH 03301 -
Fax: 6(3-271-1516 TOD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Contmissioner

- May 31, 2022
His Exceliency, Governor Christopher T. Sununu .
and the Honorable Executive Council
Siate House
Concord, NH 03301 - ;

- . REQUESTED ACTION

Authorize the Department of Information Technology, for the benefu of the Depariment
of Safety, 10 enter into a contract with ENE Systems of New Hampshire, (VC #270016 ) of
Bow, NH, in the amount of $1,600,000.00 10 procure a new Video Management System 1o .
manage Depariment of Safety building surveillance camera video end 1o replace the existing out’
dated cameras and network video recorders throughout the Department of Safety buildings. The
contract is for a five year term effective upon Governor and Executive Council approval through
June 30, 2027 with an oplion to extend for \wo (2) additional years at the sole 0pnon of the Siate
and with Governor and Council approval.

Funds are available in the following accounts for SFY 2022 and FY 2023 and are anticipated
to be available in SFY 2024 through SFY2027 upon the availability and continued
appropriation of funds in future operating budgets, with the authorily to adjust encumbrances
petween fiscal years through the Budget Office if needed and jistified, withoul approval from
Governor and Executive Council. 93.8% Transfer from Other Agency, 0.3% General
Funds,.0.3% Highway Funds, 0.3% Turnpike Funds, 0.4% Federal Funds, 4.9% QOther .
Incame

1
Foore

e tiegn g 1

01-09-03-030010.78250000-Bor T T for -
Safety 038-500177 Technology Software | 03230052 | $300.000

02.23-236010-27400000-103-500737 - $20,000
02.-23-134015-26270000-103-500737 , $20,000
-1 02-23-238010-66110000-103-500737 $20,000 - *
02-23-236510-13950000-103-500737 . $40000 :
SUBTOTAL $460,000 | 5300000 | §500,000 [ $300,000 | $300,000

GRAND TOTAL ' 51,600,000

“innovative Technologies Today for New Hompshire's Tomorrow™



His Excelency, Governar Chrisiopher T. Sununu and the Honorsble Executive Council:
Page 2

EXPLANATION

- This contract is required 10 replace the current Department of Safety building cameras
and Network Video Recorders wh:ch[are outdated, in some instances not working. The current
Network-Video Recorders ar¢ stand alonc with no central Video Management System to manage
and view the collective video caplurcd ENE Systems will provide modern cameras and an
integrated Video Management Sysien'1 10 manage the video with configurable retention periods
and the ability to view captured video from any location. This will improve overall building
surveillance and workplace securily especially for Department of Safety buildings with areas
open 10 the public. This contract wil} uuhzc a phased approach. The first phase will procure the
new Video Management System and rcplacc 108 camcras and 7 Network Video Recorders al
seven Department of Safety locations! Future phases, as funding becomes available, will replace
end of life camera sysiems and enhance coverage at additional DOS locations.

- This contract is the resull of DOS-RFP 2022-064 - DOS Building Surveiltance Cameras
that was issued on March 2, 2022 with a closing date of Aprit 13, 2022. ENE Systems of New
Hampshire was the only respondent o the RFP.

The Department of Infdrma__ion Technology and the Department of Safety request
approval of this project agreement with ENE Systems of New Hampshire.

Respectfully submitied,

M M__-

Denis Goulet
Commissioner DO

peRobert L. Quinn
Commissioner
Depariment of Safety

DG/RA
DoiT Project Number: 2022-064
_RID: 69686

“Innovotive Technologies Today for New Hempshire’s Tomorrow”




His Exceltency, Governor Christopher T. Sununu snd the Honorable Executive Council

Poge 3

Attachment A: Project Quote Evaluation Summary

DOS-RFP 2022-064 - DOS Building Surveillance Cameras

The Siate used a scoring scale of 100 points. Points were distributed as follows:

Project Name: Video Camera Surveillance

, ._ . Récxived:Propossli N
Evalustion Foctor™. - ' , | . . - ENEMerm !
Mherenceln mndnmyﬁc«qulremenu(?nnlml), SR T e T
O O _'r.‘ * Paints, '-"l_yengg. DL lpelar :-Aven‘e' ZPoii. ;
i Technlml-Prapoul s L - Dlttﬂbuﬁon . RanMlng” - -Score amulng.' " Scove ¥
Proposed NVR & YMS Solution: '
Netrwork Configuration ) 50 1.3 33.3) 0.00 0.00
NVR Solution ' 100 3.67 7.33 0.00 0.00
VMS Solutian 100 3.6 nme | 00 0.00
Securfty 50 3.50 35.00 0.00 0.00
Subtotal: Proposed NVR & VMS Sphution 300 219.44 0.00
Proposed Camero Solution:
Fentures 125 3.8 93.82 0.00 0.00
security i) 3.8 57.50' .00 .00
Support & Maintenence 30 it7 11682 0.00 0.00
Subltotsl: Proposed Camers Solution 250 185.00 0.00
Company & Staf! Qualifications 50 1.1 rLn 0.00 0.00
Tachnical Proposal Score 500 438,67 0.00
! ? 1.56 0.00
.,' Pmpoul Cont N 5 a00. - |.51500.000,00; e N | s T
llowen proposed cost/vendar's proposed cost ) X - 0.0 .
maximum silocated points for propotal cost
Tatal Scere 1000 836.67 0.00
DT SN scmmm?““"‘w:".- T ot o

CSeort NameT . ‘p Position/AR 'cﬁ’c ! T fay
Kellie Currier Busiréss System Analyst i I DolT N
Becky Peoples 1T Manager 111/ Dol T
John Kellv Technical Suppon Specinlist |V /Dol T
Jeflery Bond Assistani Dircclor/ DMV - Adminisiration
Thomnas Chagnon IT Manager 111 / Deparmnent of Salety/DMV
Poul Amante Assistont Dirccror/Ocpanment of Safely/Emereency Communications

*Inngvotive Technologies Todoy for New Hompshire's Tomorfow”




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOCGY
27 Hazen DOr, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

May 27, 2022

Robert L. Quinn, Commissioner
Department of Safery

33 Hazen Drive

Concord, NH 03305

Dear Commissioner Quinn;

This letter represcnts formal notification that the Department of Information Technology (DolT)
has approved your agency’s request 10 enter into a coniract with ENE Systems of New Hampshire of Bow,
NH, as described below and referenced as Dol T No. 2022-064.

The purpose of this contract with ENE Syslems of New Hampshire is to procure a new
Video Management Sysiem to manage Department of Safety building surveillance camera
video and to replace the existing out dated cameras and network video recorders throughout -
the Department of Safety buildings.

The amount of the contract is not 10 exceed $1,600,000.00 and shall become effective upon
the date of Governor and Execulive Council approval through fune 30, 2027.

A copy of this letter will accompany the DolT's submission to the Governor and Executive Council
for approval.

Sincerely, -
Denis Goulet

DG/RA

DolT #2022-064

¢c: Ronald Reed, IT Manager, DolT

"innovotive Technologies Yodoy for New Hompshire's Tomarrow*®



STATE OF NEW HAMPSHIRE

Department of Information Tecbnology
Building Surveillance Cameras
DO0S-2022-064
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STATE OF NEW BAMPSHIRE
Department of Information Technology
D0S-2022-064-Building Surveillance Cameras

STATE OF NEW HAMPSHTRE GENERAL PROVISIONS - P37

—

FORM NUMBER P-37 (version 12/11/2019)

Notice: This agrecment and all of its attachments shall become public upon submission to Governor
and Executive Counci) for epproval. Any information that is private, confidential or
proprictary must be clearly identified to the agency and agreed 1o in writing prior to signing

the contract.
: AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS
1. TDENTIFICATION.
1.1 State Agency Name | 1.2 State Agency Address
Department of Information Technology 27 Hazen Dnive, Coocord NH 03301
1.3 Contractor Name 1.4 Contractor Address
ENE Systems of New Hampshire 155 River Rond. Suite 10, Bow, NH 03304
1.5 Contractor Phone 1.6 Accoust Number 1.7 Completion Date 1.8 Price Limitation
i June 30,2027 $1,600,000.00
603-856-0330
1.9 Contracting Officer for State Agency ; 1.10 Stete Agency Telephone Number
Denis Goulet
1.11  Contractor Signature .| 1.12 Name and Title of Contractor Signatery -
r!?—[x& u/\ Datc:O/}b/-‘-lL /,2 LMJGW/BHS)CO, ?@\JM'I'
1.13  State Agency Signature 1.14 Name and Title of State Agency Signatory
M M i Date: 5/26/22 . Denis Goutat, Chist Infarmation Officar, Commissioner

11.15 Appravs) by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:

1.16 Approval by the Artomcy General (Form, Substance and Execution) (if applicable)
By: /sl Sacir 2 Plseans On:_ May 31,2022

1.17 Approval by the Governor and Executive Councit (if applicable)

G&C ltem number: G&C Meating Date:

Paye 4 of 67 ("'
Contractor laitials: P '

Date: 5 lamlg'a_




STATE OF NEW BAMPSHIRE
Departmient of [nformation Technology
D0S-2022-064-Building Surveltlance Cameras
STATE OF NEW HAMPSHIRE GENERAL FROVISIONS - P37

3. SERVICES TO BE PERFORMED. The Sute of New
Hampshire, octing through the agency identified in block 1.1
(“Steiz"), engeges comvrecior identified in block 1.}
("Contractor'} w perform, and the Cantractor shall perform,
the work or sale of goods, or both, identified end more
particularly described in the atlached EXHIBIT B which is
incorporatcd herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwitlistanding any provision of this Agrecment to the
contrary, snd subject to the approval of the Governor and
Executive Council of e State of New Hampshire, if
appliceble, this Agrecraent, and ell obligations of the panies
hereunder, shall become effective on the daie the Governor
and Executive Countcil approve this Agreement as indicaled
in block 1.17, ualess ao such epproval is required, in which
casc the Agrecneni shall become cffective on the date the
Agreement is signed by Lhe State Agency as showo in blick
1.13 (“Effective Dae™).

1.2 If the Costractor commences the Services prior to the
Effective Dote, sll Services performed by the Contractos
prior to the Effective Date shall be performed et the sote risk
of the Contractor, and in the cvent that this Agreement does
not become effective, the State shall have oo lisbility to the
Contrector, including without limitation, eny obligation to
pey ihe Contractor for any costs incurred or Services
performed. Contracior roust complete el Services by the
Compietion Date specified in block 1.7.

4, CONDITIONAL NATURE OP AGREEMENT,

Notwithstanding asy provision of this Agreement to the
contrary, sll obligaliuns of the Siate hereunder, including,
without lumitation, the continuance of payments hercunder,
are contingeni upon the availability and contioued
appropristion of funds alfecied by any state or {ederel
legislative or executive aclion thet reduces, eliminales or
otherwise modifies the sppropristicn or availebility of
funding for thiy Agreement and the Scope for Services
provided in EXHTBIT B, in whole or in part. In no event shall
the Swtz be liable for eny payments herounder in excess of
such gvailsblc appropriated funds. In the event of » reduction
or tcrmination of sppropristcd fundy, the Swuie shall have be
right to withhold payment until such funds become available,
if ever, sod shall have the right to reduce or terminate Lhe
Services under this Agreement immediately upea giviag the
Cosntractor potice of such reduction of termination. The State
shall not be required to transfer funds &rom any other account
or source (0 the Account identifiod in block 1.6 in the event
funds in.that Account are reduced or upavaileble. .
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S. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.
5.1 The contract price, method of paymcot, and 1erms of payment
arc identificd and more particularly described io EXHIBIT C
which is incorporsied herein by reference.

5.2 The payment by the State of the coptract price shall be the
only end the complete reimbursement to the Contractor for all
cxpenses, of whatever oatwe incurred by the Contractor in the
performoance harof, wnd shall bo the only and the complete
compensation to the Coatractor for the Services. The Stsie shall
have po'liability \o the Contrector other than the contreet price.
5.3 The Stste reserves the right 10 offset from soy amounts
otherwiso poyablc to the Contractor under this Agreerent those
liquidated amounts required or pcrmitted by N.H. RSA 20:7
through RSA 80:7- or any other provision of law,

5.4 Notwithsianding moy provision in this Agreement 0 e
contrary, sod porwithstanding unexpecied circumstances, i 6o
event shall the totel of 8l payments authorized, or sctuaily mede

" bereunder, exceed the Price Limiwion st forth in block 1.8,

6. COMPLIANCE BY CONTRACTOR WTTH LAWS AND
REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 lo connection with the performance of the Services, the
Coatractor shall comply with ell epplicebie staiutes, laws,
reguistions, and orders of fedeml, state, county or municipal
euthorities which impose any obligation of duty upon the
Contractor, including, but not limited to, civil rights and equal
cmployment opportunity laws. [n addition, if this Agreement is
funded in eny part by moaics of the United States, tbe Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, end with aay rules, regulations and guidelines as the
Statc or the United States issue to implement these regulntions.
The Cootrector shall also comply with ail applicable intellectuel
property laws,

6.2 During the 1erm of this Agreement, the Contractor shall not
discriminate sgeins! employoes or npplicants for employment
because of rece, color, religion, creed, age, sex, handicap, sexual
orieatation, or nstionsl origin and will take affirmative oction 1
prevent such discrimination.

6.). The Cootractor agrees 1o permit the State or United States
sccess (0 any of the Controctor’s books, records and sccounts for
the purpose of wscenaining compliance with eli rules, regulsticns
end orders, and the ¢ovenents, terros and conditions of this
Agrecment i

7. PERSONNEL.

7.1 The Contrector shall a1 its own expense provide all personnel
necessary to perform the Services. The Contractor warrants thst abt
personnel engaged in the Sesvices shall be qualified to perform the
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Services, end shall be properly licensed and otherwise sulhorized
10 do so under el applicable Jaws.

7.2 Unless otherwise suthorized in writing, during the term of this
Agreement, and far a period of six (6) months after the Completion
Date in block 1.7, the Contracior shalt not hire, and shatl oot permit
any subcentrector or other person, firm or corporation with whom
it is engoged in & combined cflon 10 perform the Services 1o hite,
any person who is 8 State employee or official, who is materizlly
invelved in the procuremsent, administrtion or performance of this
Agreement  This provision shall survive lermination of this
Agrecment,

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the Stalc's representative, Lo the event of any
dispule conceming the interprewation of this Agreement, the
Contraciing Officer’s decision shall be finsf for the Suate,

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following ucls ur omissions of the
Cootractor shall constitute an eveat of defeult bereunder (“Event
of Defoult™): o

8.1.1 foilure to perform the Serviccs susfociorly or on schedule;
8.1.2 failure 10 submit any report required hereunder; and/or

8.1.3 filure to perform any other covenant, term or condition of
this Agreement .
8.2 Upon the occurence of any Event of Default, the Srotc may
wke 2ny one, or more, or all, of the following actions:

8.2.1 give the Contractor & written notice specifying the Evenl of
Default end requiring it to be remedied within, in the absence of &
greater of lesser specification of Ume, thinty (30) days from tbe
date of the notice; and if the Event of Defaull is nos timely cured,
terminaic this Agreement, elfoctive rwo (2} deys efter giving the
Contnacior notice of terminolion;

8.2.2 give the Controctor a written notice specifying the Event of
Defauh and suspending olf poyments to be made under this
Agreement and ordering that the portion of the coniract price
which would otherwise acerue 10 the Contractor during the period
from the date of such notice until such tme as the State determines
that the Contrmcior hos cured the Event of Default shall acver be
paid to the Contractor,

8.2.3 give the Contracior @ written notice &pecifying the Event of
Default and se1 off against eny other obligetions the State may owe
to the Coatracior any damages the Suie suffers by reasvo of any
Event of Default; and/or

8.2.4 give the Coatracior 8 writico notice specifying the Even! of
Defaull, treat the Agreement as breached, terminate the Agreement
and pursue any of its remedies at law or in equity, or both

8.3. No failure by (be Stare to enforce any provisions hereof after
any Eveni of Defoult shall be decmed & waiver of its-rights with
regard to that Event of Default, or any subsequent Event of
Defaull. No express faiture 1w enforce any Event of Defautt shall
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be deemed a waiver of the right of the Suie lo enforco esch and
al) of the provisions hereof upon any further or gther Event of
Defeult on the part of the Coatracior.

9. TERMINATION.

9.1 Notwithstanding pamgreph 8, the State rmey, 8t ils sole
discretion, icrminale the Agreemeni for any reason, w whole or in
past, by thirty (30) days written notice to the Contrector that the
Slate is oxcrcising its oplion to teeminate the Agreernent.

9.2 In the event of an carly terminstion of this Agreement for any
rcason other than the completion of the Services, the Contractor
ghall, 8t the Stawe's discreiion, deliver to the Conuacling Officer,
not later than fifteen (15) days efter the date of terminasion, o
repont {"Tennination Repon') describing in detail all Scrvices
performed, and the contract price samed, 10 and including the date
of ierminstion. The forma, subject maiter, conient, and number of
copies of the Terminstion Report shall be identical w those of any
Fine] Report described in the aitached EXHIBIT B. In addinon, at
the State's discretian, the Contractor sheli, within 15 davs of notice
of early terminstion, develop and submit to the State o Transition
Plan for services under the Agreement,

10. DATA/ACCESSICONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mean all
information ond things developed or obtained during (be
performance of, or ecquired or developed by reason of, this
Agreament, including, bul oot limitod 10, all studies, repony, files,
formulec, surveys, mops, chans, sound recordings, video
recordings, pictorial reproductions, drawings, anslyses, graphic
TCRIESENtATiONs, COMPULET Programs, COTIpuler printouls, notes.
leniers, memorenda, papers, and documents, 8!l whether finished
or unfinithed.

10.2 All data and any property which has been reccived from the
Sute or purchased with funds provided for that purpose uodex this
Agreement, shall be.the property of the State, ond shall be retumed
to the State upon demeand or upon termination of this Agreement
for any reason.

10.3 Conlidentiality of data shall be governed by N.H, RSA
chapter 91-A or other exisuing law. Disclosurc of data requires
prior wrinen opproval of the Sate.

11. CONTRACTOR'S RELATION TO THE STATE. [nthe
perforrnance of this Agrecment the Contractor is in all respects en
indepcudent contracior, and is aeither an agen nor en cmployce of
the State. Neither tbe Cootrscior nor eoy of s officers,
cmplayees, agents or members shall have outhorily to biod the
State or receive any bencfits, workers' compensation or other
emaluments provided by the Sutc to its cmployees.
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J1. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 Tbe Contractor shall no1 assign, or otherwise tansfer eny
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fiteen (15) days prior 1o the
sssignment, and 8 written consent of the State. For purposes of this
parmgraph, a Change of Coatrol shall constitute essignment.
“Change of Contol” mcans (a} merger, consolidation, or o
tronazction or series of reloicd trensactions in which s thind party,
together with its affilistes, becomes the direct.or indirect owner of
fifty perccot (50%) or more of the voling shares or similar equity
interests, or combined voting power of the Contractor; or (b) the
sale of all or substantislly all of the astets of the Contracior.

12.2 None of the Services shall be subcontracted by the Contrector
witboul prior writien notice and consent of the Stete. The Sute is

entitled 10 copies of all subcontrects and assigament agreements

and shall not be bound by any provisions contained in a
subcootract o an assignment agreement to which it is nol a party.

13. INDEMNTFICATION. ‘Unless otherwise cxcrupted by law,
the Controctor shall indemnify and hold harmless (he State, its
officers end employzes, from and egainst uny and all claims,
liabilitics and costs for any personel injwry or property darnages,
patcnt or copyright infringcroent, or other ¢laims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed 10 arise oul of) the scts or omission of the
Conirector, or subcostraclors, including but oot limited 1o the
negligeace, reckless or intentional conduct. The State shall not be
lieble for eny costs incurred by the Contractor erising under this
paragreph 1), Notwithsianding the foregomg. nothing herein
contained chall be deemed (o constinute 8 waiver of the sovereign
imrounity of the State, which immunity is bereby reserved 1o the
State. This covenant in parsgraph 13 shall qurvive the termination
of this Agreement.

14. INSURANCE.

14.1 The Contrector shall, at its sole cxpense, obtain .and
continuously maintain in force, and shall require aoy subcontracior
or assignee lo cobtain and mointain in force, the following
iosurance: )

14.}.1 commercial general lability insurance against al) claims of
bodily injury, death or property demege, in amounts of not less
than $1.000,000 per occurrence and $2,000,000 oggregeie or
excess; and

14.1.2 specin) cause of loss coverage form covering all property
subject to subparsgraph 10.2 herein, in a0 amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparsgraph 14.} herein sball be
on policy forms and endorsements approved for use io the State of
New Hampshire by the N.H. Depanment of tasurance, and issued
by insurevs licensed in the State of New Hampshire.
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14.3 The Contractor shall furnish to the Contmcting Officer
idenified in block 1.9, or his or her successor, o ceruficate(s) of
insurapce for all insurmoce required under this Agreement.
Contractor shail also furnish to the Contracting Officer idenlified
in block 1.9, or bis or ber successor, cenificate(s) of insurance for

" al] renewal(s) of insurance required under this Agreament no later

\ban ten (10) days prior to the expimtion datc of cach insurance

. policy. The certificate(s) of wsurance and any repewsls thereof

shall be erached and are incorporated herein by refevence.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, centifies
and warrants that the Contrector is in compliance with or exempt
from, the requirements of N.H. RSA chepter 281-A (“Workers'
Compensation").

15.2 To the extent the Contractor is subject to the requirements of
N.H. RSA chapier 281-A, Contrmctar shall maintain, and require
any subcontrecior or assignes 10 secure and maintain, payment of
Workers' Compensation in connection with activities which the
person proposes (o undertake pursuent to this Agreement. The
Contractor shall furpish the Contracting Officer identificd m block
1.9, or his or her successor, proof of Workers' Compensation o
the menner described in N.H. RSA chaptes 281-A and eay
spplicable renewel(s) thereof, which shall be anached and are
incorporated herein by reference.  The State shall not be
responsible for payment of eny Workers' Compensstion premiurs
or for any other clim or benefit for Contractor, or eny
subcontractor or cmployee of Contractor, which might arise under
gpplicable Stute of New Harapshire Workers' Compensation laws
in coanection with the performance of the Services under this

Agreement.

16. NOTICE. Any notice by n party hereto to the other party shatl
be deemed o bave been duly delivered or given et tha time of
mailing by certified mail, postage prepeid, in » United Statey Post
Office sddressed 10 the parties ot the addresses given in blocks 1.2
and 1.4, herein.

17. AMENDMENT, This Agreement may be amendod, waived
of dluhnrged only by an instrument in writing signed by e
partics hereto and only oficr gpprova) of such ameadment, weiver
or discharge by the Governor and Exccutive Council of the Siste
of New Hampshire unless no such spproval is required under the
circumstances pursuant 1o State law, rule or palicy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in pecordance wilh the
laws of the State of New Hampshire, and is binding upon end
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording




STATE OF NEW HAMPSHIRE
Department of Information Technology
DOS-2022-064-Bullding Survcillance Cameras
STATE OF NEW HAMPSHTRE GENERAL PROVISIONS - P37

chosen by the panies 1o express their mutual intent, and no rule of
conxruction shall be applied agoinst or in fovor of any party. Any
sctions arising out of this Agrecment shall be brought and
wnsintained in New Hompshire Superior Court which shall have
exclusive jurisdiction thereof.

19, CONFLICTING TERMS. Lo the event of a conflict beiween
the terms of this P-37 form (85 roodified in EXHIBIT A) end/or
attachmoents and amendment thereof, the terms of the P-17 (ax
modified in EXHIBIT A) shall control.

10. THIRD PARTLES, The partics hereto do not intend to benefis
any third parues and this Agreement shull no! be construed 1o
coofer eny such benefit. .

21. HEADINGS. The heedings ihroughout the Agreement are
{or reference purpotes only, and the words conlained thercin shall
io no way be held 10 explain, modify, emplify or sid io the
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interpretation, construction or meaning of the provisions of this
Agreeraent. .

12. SPECLAL PROVISIONS. Addilionsl or modifying
provisions set fonh in the amached EXHIBIT A are incorporsted

" herein by reference.

2). SEVERABILITY. lo the event any of Lbe provisions of this
Agreement are held by o count of competent junsdiclion o be
contary (0 eny state or federsl low, the remaining provisions of
this Agreement will remein in full force and effect.

24, ENTIRE ACREEMERNT. This Agrecment, which moy be
executed in 8 number of counterpans, each of which shall be
deemod an original, constitutcs the entire egreement and
understanding between the periies, and supersedes sll prior
sgreemeats and undersiandings with respect 1o the subject matter
hereof.




STATE OF NEW HAMPSHIRE
Department of Information Technology
DOS-2022-064-Building Sarveillance Cameras
EXHIBIT A - SPECIAL PROVISIONS

EXHIBIT A - SPECIAL PROVISIONS
Th_e {erms outlined in the P-37 General Provisions are modified as set forth below:

A.l  Provision 3, Effecive Date/Completion of Serviees, is updated with the following
ndditoan:

33

The Term may be cxtended up 10 Two (2) years(s), (“Extended Term") at the sole
option of the State, subject to the Parties prior written Agreement on applicablc fees
for each exiended Term, up to but not beyond June 30, 2029 under the sarme terms and
conditions, subjcct 1o approval of the Governor and Executive Council.

A2  Provision 5, Contract Price/Price Limitation/ Payment, is updated with the following
ndditlon:

55

" The State's lizbility under this Agreement shall be limited to monetary damages not

to-exceed the contrect price pursuant to Paragraph 5.2. The Contractor agrees that it
has sn sdequate remedy at law for any breach of this Agreement by the State and
hereby waives any right 1o specific performance or other equitable remedics apainst
the State. Subject 10 applicable laws end regulaiions, in no cvent shall the State be
liable for any consequentisl, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein contained shall be deemed
to constitute 3 wsiver of the sovercign immunity of the State, which immunity is
hereby reserved to the State.

A3 Provisioo 8, Event of Defauit/Remedies, Is updated with the following addition:

8.2.2

give the Contractor a written nolice specifying the event of Default, terminate 1he
agreement s breached, and procure Services that are the subject of the Contract from
another souwrce and. Contractor shall be linble for reicobursing the State for the
replacement Services, and all administrative costs directly related to the replacemcnt
of the Contract and procuring the Services from amother source, such as costs of
compelitive bidding, mailing, advertising, applicablc fecs, charges or penaliics, and
stafT timc costs; sll of which shal] be subject to the limitations of Liability set forth in
the Contract i

A4 Provision 9, Terminstion, is deleted and replaced with the following:
9. - TERMINATION

9.1
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Notwilhstanding paragreph 8, Lhe State may, at its sole discretion, and with written
nolice, terminaie the Agrcecment for any reason, in whole or in part. In the event of
such termination, the Contractor shall immediately stop all work hereunder and shall
immediately cause any and all of ils suppliars and subcontractors to cease work. The
Sute shatl be lisble for cost of all Services and Deliverables for which Acceplance has
been given by the State, provided through the date of lermination but will not be Jiable
{or any costs for incompiete Services or winding down the Caontract activities. The,

Contrector Initials:
Date: SJAILL"_-"
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9.2

Contracior shall not be paid for any work performed or costs incurred which
teasonably could have been avoided.

Termination Procedure

9.2.1 Upon termination of the Contract, the State, in addition to any other rights
provided in the Contracl, may require Contracior to deliver to the State any
property, including without limitation, Soflware and Writtea Deliverables, for
such part of the Contract as bas been teminated.

9.2.2  Afer receipt of a notice of termination, and except as otherwise directed by
the State, Contractor shall:

b.

Stop work under the Contract on the date, and to the extent specificd,
in the notice;

Promptly, but in oo event longer than tea (10) days aficr tcrmination,
terminate its orders and subconiracts related 1o the work which has
been terminated, and settlé all outstanding lisbilitics and alt claims
arising out of such termination of orders and subcontracts, with the
spproval or eatification of the State to the extent required, which
approvol or ratificalion shall be final for the purpose of this Section;
Take such action as the State directs, or as necessary to preserve 2od
protect the property related to the Coatract which is in the possession
of Contractor and in which the State has ao interest;

Take no action lo intentionally erase any State data unul directed by
the State;

Transfer titie 10 1he State and deliver in the manncr, at the times, and
(o the extent direcied by tbe State, any propernty which is required 1o
be furnished to the State and which has been aceepted or requested by
the State;

[mpicment an orderly retum of State data in 8 CSV or another
mutually agreeabte format i a time agreed to by the parties;
Securely dispose/destroy of all requested data in all of its {orms, such .
as disk, CD / DVD, backup tape snd paper, when requested by the
State. Data shall be permanently deletcd and shall oot be recoverable,
eccording to National Institute of Standards and Technology (NIST)-
Special Publication (SP) 800-88 approved methods. Cenificates of
destruction shall be provided to the Sialc; and

Provide wntien Certificaion to the State that Contractor has
surrendered to the State all said property and after 180 days bas erased
all State data.

9.23 If the Contraclt has expired, or terminated prior to the Completion Date, for
any reasan, the Contracior shall provide, for & period up fo ninety (90) days
after the expiration or termination, all transition services requested by the
State, at no rdditional cost, to allow for the expired or terminated portion of
the Services to coatihue withoul interruption or adverse ¢ffect, and to facilitate
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the orderly transfer of such Services to the Statc or its dcsign‘eu {"Transiticn
Services™). ,

9.2.4 This covenznt in paragraph 9 shall survive the termination of this Contract.

A5  Provision 10, Data/Access/Confidentiality/Preservation, (s updsted witk the following
addition:

10.4

10.5

10.6
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In performing its obligations under this Agreemeat, Contractor may gain access to
Confidential Information of the State. Confidentia! Information includes any and all
information owned or managed by the State of NH - created, reccived from or on
bebalf of any Agency of the State or accessed in the course of performing contracted
Services - of which collection, disclosure, protection, and disposition is goverved by
state or federal law or regulation. This information ncludes, but is not limited to
Protected Health Tnformation (PHJ), Personally [dentifiable Information (PL), -
Personal Financial Information (PFT), Federal Tax Information (FT1), Social Security
Numbers (SSN), Peyment Cord Industry (PCY), and or other senitive and Confidentisl
Information. The Contractor shall ot use the Confidential Information developed or
obtained during the performance of, or acquired, or developed by reason of the
Agreament, except as directly connected to and necessary for the performance of the
Agreement. Contractor shall maintain the coanfidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction (collectively “release”),
2ll Confidentisl [nformation. i

10.1.1 In the event of the unauthorized release of Coofidential Information,
Contractor thall immediatcly notify the Stale's Infonnation Security Officer,
and the State may immediately be entitled to pursuc any remedy st.law aad in
equily, including, bul not limiled to, injunclive relief.

Subjcct to applicable federal or State laws and regulations, Confidential Information

shal! not include information which:

a. shull have otherwise become publicly available other than as 8 result of disclosure
by the recciving Purty in breach hereof;

b. was disclosed to the recciving Party on a non-confidenticl basis from @ source
other than the disclosing Party, which the receiving Party belicves is nol
prohibited from disclosing such information as a result of an obligation in favor
of whe disclosing Panty; c

¢. is developed by the receiving Party indepéndcmly of, or was kmown by the
rcceiving Perty priar to, any disclosure of such information made by the disclosing
Party; or

d. is disclosed with the written consent of the disclosiag Party.

A receiving Party also may disclose the disclosing Perty’s Confidential Information

1o the extent required by an order of 8 count of competent jurisdiction. Any disclosure

of the Confidential Information shall require the prior written approval of the State.

Contractor shall immedistely notify the State if any request, subpocns or.other legal

process is served upon Contracior regarding the Confideatial Information, and

Contractor Laitials: @
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Contractor shall cooperate with the State in any effont the Siate undertakes 1o contest
the request, subpoena or other legal process, at o additional cost to the State,

Contraclor Confidential Information. Contraclor shall clearly ideatify in writing all
informatiop it claims to be coofidential or proprictary upon providing such
informalion to the Sate. For the purposes of complying with its legal obligations, the
Statc is under oo obligetion to eccept the Contrector's designation of material as
confideutial. Conusctor acknowledges thet the Suate is subject to Siate and federal
laws goveming disclosure of informalion including, but oot limited to, RSA Chapter
91-A. In the event the State receives a request for the information identified by
Contrector as confidential, the State shall notify Contractor and specily the date the
Siste will be releasing the requested informalion. Al the request of he Stale,
Contractor shall cooperate and assist the State with the colleclion and review of
Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin the releate of the information shali be Contractor’s sole responsibility and at
Contructor's sole expense.- [f Contractor fails to obtain & court order ¢njoining the
disclosure, the State shall release the information on the daie specified in the State’s
notice 10 Contractor, without any liebility to the State.

This covenant in parsgraph 10 shall survive the termination of this Contract.

A6 Provislon 12, Assigomeat/Delegation/Subcontracts, is updated with the following
addition:

12.2

In the event that Contractor should cbange owaership for any reason whatsoever that

results in a change of control of the Contractor, the State shall have the option of:

8. continuing under the Agreement with Contractor, its successors or assigns for the
full remaining Term of the Agreement or for such penod of time a3 determained
necessary by the Siate;

b. immediately terminate the Agreement without liability to or further campensation
owed to Cantractor, its successors or assigns.

A1 Provhion 14.11, Insurance, bs deleted and replaced witb the following:
14.1.1 Commercial general liability insurance against 8ll claims of bodily injury, death or

property damage, in amounts of nol less than $2,000,000 per occurrence and
$4,000,000 sggregete; and Tech Errors & Omissioas insurance, with limits not less
than $2,000,000 per or claim, $4,000,000 aggregate

A8 The lol.lo'wing Provisicos are sadded and made part of the P37:
25. FORCE MAJEURE

15
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Neither Contractor nor the State sball be responsible for delays or failures in
performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock ouls, riots, and acts of War, epidemics, ects of Government, fire,
power failures, nuclear accidents, carthquakes, and unusually severe weather.
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26.

2%

18.

19.

30.

25.4 Exccpl in the event of the foregoing, Force Majeure evenws shall oot include the

Contrector's inability to hire or provide personnel needed for the Contrector's
performance under the Contract.

DEFECTIVE WORK :

The State shall require comrection of defective work or damages Lo any-part of s building or
its appurienances when caused by the Contracior's employees, equipment or supplies. The
Contractor shall replace in satisfactory condition all defective work and damages rendered
thereby or any other damages incurred. Upon failure of the Contractor to procced promptly
with the necessary corrections, Lhe Stat¢ may withhold any amount necessary to correct all
delective work or damages from payments to the Contractor.

EXHIBITS/ATTACHMENTS

The Exhibits and Aniachments referred to in and attached 1o the Contract are incorporated
by reference as if fully included ip the text of the Contract.

NON-EXCLUSIVE CONTRACT !

The Statc reserves the right, at ils discretion, to rétain other Contractors (o provide any of
the Services or Deliverablcs identified under this Agreement. Controctor shall make best
efforts to coordinale work with al) other Stale Contractors performing Services which relate
10 the work or Deliversbles set forth in the Agreement. The State intends to use, whencver
possible, exisling Software and hardware contracts to acquire supporting Software and
bardwere,

GOVERNMENT APPROVALS

Contractor shall obtain all necessary and spplicsble regulatory or other governmental
approvals nécessary to perform its obligations under the Coguract.

ORDER OF PRECEDENCE

in the event of conflict or ambiguity among any of the text within this agreement, the
following Order of P'recedence shall govern:

i. State of New Hampshire, Depanmen of Safety Contrect  Agreement DOS-
‘CONTRACT 2022-064. :

ii. State of New Hampshire, Department of Safety, DOS-RFP-2022-064 Building
Surveillance Cameras.

iti.  Contractor Proposal Response to Department of Safety, DOS-RFP- 2022-064
Building Surveillance Camerns dated April 13, 2022

" Page 13 of 67 '
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EXHIBIT B - STATEMENT OF WORK (S0W), BUSINESS AND TECHNICAL -
REQUIREMENTS AND DELIVERABLES

"Ihe Statement of Work, Business and Technical Requirements, and Deliverables are set forth below:
L. CONTRACT TERM

The Contract shall begin on the Effective Date and extend for Five (5) years, with the exception
of evenis of force majeure, inclusive of maintenance, operation and support. Mainlenance,
operation and support scrvices shall start on the next day of the State’s issuance of the Letter
of Sysiem Acceptance. The Term may be extended for an additional two (2) years for
maintenance, operation and support services, at the sole option of the State, a1 the mie set forth
in this contract, ’

2. STATEMENT OF WORK

In the first phase, the Contractor shall provide and maintein & new Video Menagement
System (VMS} and install {08 cameras and seven (7) Network Video Recorders (NVRS) in
the following locations:

¢ 23 Hazen Drive, Concord

s 1) Hazen Drive, Concord

¢ 110 Smokey Bear Boulevand. Coacord (IPdC) _
e 4 Meadowbrook Drive, Milford ‘ |

» 149 Emerald Street, Suites A1 & A2, Keene
¢ 50 Boston Harbor Road, Dover
‘e 50 Communications Drive, Laconia -

The Contractor shall use the existing wiring of the currenl cameras; however, the Contractor
shall replace the existing camera mounls if needed. The Contractor shall run two (2) aew
CATSe (or higher) cables for two (2) new interior cameras at the IPOC.

Future phases, as funding becomes available, will replace end of life camera systems and
cnhance coverege at additional Department of Safety locations.

For each subscquent phose the State will determine the location for additional camers
replacement/installations based on the Future Camera pricing, NVR pricing and Lastallation
rates identificd in Exhibit C - Price and Payment Schedule in this contract, The Cootrector
will then perform a walk-through of the/identified location(s) and provide the State with a
Quote based on the Future Camers pricing, NVR pricing and Installation rates identified in
Exhibit C = Price and Payment Schedule in this coolrect. Once the State agroes with the
quote for the identified location(s) the Contractor will be given notice to proceed.

Page 14 of 67
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BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

k3 BUSINESS / TECHNICAL REQUIREMENTS

Busincss and Technical Requirements are identified in Exhibit G: Auachment |

4. ACTIVITY, DELIVERABLES AND MILESTONES

PHASE 1 ACTIVITY /! DELIVERABLES / MILESTONES WORKSHEET

ACTIVITY, DELIVERABLES OR MILESTONES DELIVERABLE TVPE | (ROTECTED
PLANNING AND PROJECT MANAGEMENT
Conduct Project Kickoff Meeting Non-Software Within § days of Award
Projoct Masogement Plan Written :\f(rithin 5 days of kick
Infrastructure Pian including Physical NVRs\Servers, Written Within § days of
Deskiop and Network Configuration Requirements approval PM Plan
Security Plan Written ::::‘;: =
Communications and Change Mensgement Plan Writicn m; g:z’;:n
T ; Within § days of
Testing Plan Written _eapproval P)rle
Deployment Plan Written :‘;g::j ::r P‘I,:n
Sl = . Within § dzys of

 Training Pieo Wntten approval PM Plan

TNSTALLATION BY SITE (33 & 13 Hozen, 110 Smokey Bear

Milford) - :

Bivd, Coacord & 4 Meadowbrook Drive,

install cameras, NVRs$\Servers and any additional needed
hardware

Non-Soflwarc

Within 6 weeks of
approvel PM Plan

Install VMS Soflwarc

Software

Within & weeks of
approval PM Flan

EXECUTION BY SITE (1) & 23 Hazen, 110 Smokey Bear Blvd, Concord & 4 Mcadowd

rook Drive, Milford)

Creaie\Dc;fclop Ou Prenuse or Oplionat Ctoud-Based Software Withio 8 weeks of
Production Environment . spproval PM Plan
Conduct Training of State [T stafT that will Suppont & Non-Software Within 8 weeks of

Administer environment

epproval PM Phan

TESTING BY SITE (33 & 23 Hazep, 110 Smokey Bear Bivd, Coscord & 4 Meadowbrook Drive, Milford)

Conduct User Acceptance Testing

Non-Software

Within 8 weeks of
spproval PM Plan

Pege 15 of 67
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EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

Conduct System Performence (Load/Siress) Testing including Withi r
viewing live video from all remote locations by Non-Sofrware ishin$rweeksio
t tpproval PM Plan
muiliple users .
Certification of 3rd Party Pen Testing (for Optional Cloud- Nop-Software Within 8 weeks of
Based Solution Only) and Application Vulaerubility Scanning approval PM Plan
TRANING
Conduet Training of State Admin s1aff Non-Software s ol
approval PM Plen
SYSTEM DEFLOYMENT
Production Environment Validalon of . Withio 12 weeks of
[nstaliation Softweme approvel PM " Plan
Provide . Within 12 weeks of
Documentation it approval PM Plan
OPERATIONS '
Ongoing Support & Mainienance :Non-Soﬁware 2_:: ;;:;:mm
: ; : Within |2 wecks of
Conduci Project Exit Meeting Non-Software approvel PM Plan

5. DELIVERABLE REVIEW AND ACCEPTANCE
5.1 Non-Software and Written Detiverables Review and Acceptance

The Contractor shall provide a written Certification that o non-software, wriuen
deliverable (such as the Test Plan) is final, complete, and ready for Review, Afler
receiving such Certification from the Contraclor, the Statc will Review the Delivarablc
to determine whether it mocts the requirements outlined in this Exhibil, The State will
notify the Cootractor in writing of its Acceptance or rejection of the Deliverable, or its
partial or conditional Acceptance of the Deliverable, within five (5) business days of the
Siate's receipt of the Contractor's written Cenification; provided that if the State
delermines that Lhe Stote peeds more than Bve (3) days, then Lhe State shall be entitled o
an extension of up 1o an additional 1en (10) business days. If the Stale rejects the
Deliverable or any portion of the Dcliverable, or if any Accoptance by the Siate is
conditionéd upon completion of any related matter, then the State shall nolify Lhe
Contractor of the nature and class of the Deficiency, or the terms of the conditional
Acceplance, and he Cootractor shali correct the Deficiency or resolve the condiiion to
Acceplance wilthin the period identiicd in the Work Plan. Il no period for the
Contractor's comrection of the Deliverable or resolution of condition is identified, the
Contractor shall correct the Deficiency in the Deliverable or resolve the condition within
five (5) business days or such longer period as the State (in its sole discretion) may agree.
Upon receipt of the corrected Deliverable, the State ghall have five (5) business days (o
review the Deliversble and notify ihe Contractor of its Acceptance, Acceptance in pan,
conditional Acceptance, or rejeclion Lhercof, with Lhe option o extend the Review Period
up to five (5) additional business days, or mutually agreed upon timcframe. If the
Contractor fails to correct the Deficiency within the allolied peniod, the State may, at its
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EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHAINCAL REQUIREMENTS AND DELIVERABLES

option, continue reviewing the Delivernble and require the Contractor (0 continue until
the Deficiency is correcied, or immediately terminete the Contract, declare the Contractor
in defaull, and or pursue its remedies at law and in equity.

§.2 Software Detiverables Review and Accepiance
System/Software Testing and Acceptance shal) be performed as set forth in the Test Plan
and more particularly described in Acceptance and Testing Services described herein.

5.3 Numbecr of Deliverables
Unless Lhe State otherwise specifically agrees in writing, in oo event shall the Contractor
certify for testing and deliver lo tbe State more then ttiree (3) Deliverables for review or
testing &t onc time. As the Statc accepts 8 Deliverable, an additional Deliverable may be
presented for review but at no time can the Deliverables exceed tarec (3) 21 8 time without
the euthorization of the State.

5.4 Conditicna) and Unconditions) Aceeptance '
By accepting & Deliverable, the State reserves the right (o reject any and all Deliverables
in the cvent the State detects any Deficicocy in the System, in whole-or in pant,‘through
completion of all Acceptance Testing, including but ool limited to, Software/System
Accepiance Tesling, and any extensions thereof.

Al

6. CHANGE ORDER

The State may make changes, revisions or request enhancements to the Scope of Work at
any time by written Change Order. The Stale originated changes, revisions or enhancemeats
shall be approved by the Department of Information Technology. Withia five (5) business
days of Contractar’s receipt of a Change Order, Contraclor shall advise the Siate, in detail, of
8Ny impact on cost {€.g., increase or decrease), the Schedule, and the Work Plan.

Coutractor may propose a change within the scope of the Contract by writien Change Order,
identifying any Unpact on cast, the Schodule, and the Work Plao. The State shall acknowledge
receipt of Contrector’s requested Change Order withia five (5) business days. The Siate
Agency, as well as the Department of Information Technology, must review and epprove all
Change Orders in writing. The State shall be deemed to have rejected the Change Order if the
Parties are unable to reach an agreement io wriling within 30 days of receipt of the Change
Order.

Change orders resulting in an increase of Price Limilation, so extension of time for Contract
completion of a significant chaoge to the scope of the Contrect may require approvel by the
Govemnor and Council.

A Change Order which is accepted and exccuted by both Parties, and if applicable approved
by Governor and Council, shall amend the terms of this Agrecment.

Page 17 of 67
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EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

7. IMPLEMENTATION SERVICES

The Contractor shall employ an industry-standard Lmplementation strategy with a timeline set
forth-in accordance with the Work Plan:

The Contractor shall menage Project execution and provide the tools needed (o create and
mangge the Project’s Work Plan and tasks, manage and scbedule Project staff, teck and
manage issues, magage changing requirements, maintain- communication within the Project
Tezwn, and Report status.

The Contractor and the State shel] adopt a Change Mamgcmenl approach to identify and plan
key strategies, communication initiatives, and trdining plans

8. PROJECT MANAGEMENT

. The Contreclor shall provide project tracking tools and templates (o record and manage lssues,
Risks, Change Requests, Requircments, and other documents used in the management and
trecking of the project. The State believes that effective communication apd Reporting are
esseolial to Project success. The Cootractor shall employ effective communication and
Reporting siratcgies to ensure Project success. The Coouzctor Key Project Staff shall
participate in meetings as requesied by the State, io accordance with the requirements and
terms of this Contract. ~

The Project requires the coordinated efforts of a Project Team consisting of both Contractar
and State personnel. Contractor shall provide all necessary resources to perform its obligations
under the Contract. Coatraclor is responsible for providing all appropriate resources and
personnel to manage this Project to a successful completioo.

The Contrectar shall conduct criminal background checks and oot utilize any staff, including
subcontractors, Io fulfill the obligations of the contrect who have been convicted of avy crime
of dishooesty, including but not limited o criminal fraud, or otherwise convicied of any felony
or misdemeanor offense for which incarceration for up to 1 year is en authonized penalty. The
Coatracior shall promote and maintain an awareness of the importance of securing the State’s
inferroation among the Contractor's employees and sgents.

Tbe Stote may, at its sole expense, conduct reference and background screeming of the

Cootractor’s Project Manager and Key Project Staff. Tbe Suate shall maintain the
confidentiatity of background screening results in accordance with the Contract Agreemeant.

The Conlractor shall be responsible for knowlcdgc transfes between all Conlramor project
teams for all deliversbles defined in this Project Agreement.

Page 18 of 67
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§.1 The Contractor Key Project Staff

8.1.1 The Contractor’s Contract Meosger

Contractor shall assign a Cootract Mansger who will be n:sponsublc for all
Contract authorization and edministration, including but not limited to processing
‘Contract documentalion, obtaining execulive approvals, tracking costs and
péyments, and representing the parties in all Contract administrative activities.
Contractor’s Cootroct Manager is:

Tyler Leanon
603-856-0130
TylerLennon@enesyrtems.com

8.1.2 The Contractor's Project Maoager

Contractor shall assign a Project Manager who is qualified to perform or supervise
the Contractor's obligations under this Agreement. Contraclor's Project Manager
is;

Dan Haoright
603-231-7897
Dhanright@ensofnh.cotm

Contractor’s selection of the Project Manager shall be subject to the prior written
approval of the State. The State's approval process may: include, without
limitation, at the State’s discretion, review of Lhe proposed Project Manager's
resume, quallﬁcnuons references, and background checks, and an interview. The
State may require removal or reassignment of Project Manager who, in the sole
judgment of the State, is found unacceptable or is not perfarming (o the State's
satisfaction.

Project Manager must be qualified to perform the obligations required of the
position under the Contract, shall have full duthority to make binding decisicns
under the Contract, and shall function as Contractor’s representative for all
administrativc and managemen! matters. Project Manager must be available 10
promptly respond during normal Business Hours within Twenty-Four (24) hours
of inquiries fram the Swate, and be al tbe site as oeeded. Project Manager must
wod diligently and use his/ her best cfforts on lhc Project.

8.1.3 . Cheoge of Projcct Manager
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Contractor may nol replace the Project Manager or change its assignment of
Project Manager without providing the State wriiten notice and obtaining the prior
approval of the State of the replacement Project Manager. State approvals for
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replacement Project Manager is subject to the same requirements and Review os
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set forth sbove. Contractor shall assign a replacement Project- Manager within ten
(10) business days of the departure of the prior Project Manager, and Contractor
shall continue during the ten (10) business day period to provide competent
project mansgement Services through a qualified interim Project Manager.

8.1.4 The Contrectors Additionsl Key Project Staff
The Stale considers the following individuals to be Key Project Staff for this
Project:

Pao! Heald
603-856-0330
Pheald@eneofnh.com

Kristina Plourde
603-856-0330
Kploarde(@eneofnb.corn

The State reserves the right to require removal or reassignroent of Key Project
Staff who are found unacceptsble to the State. Contractor shall not change Key
Project Siaff commitments without providing the State writieo notice and
obtaining the prior writicn approval of the State. Siate approvals for replaccment
of Key Project Staff will not be unreasonably withheld. The replacement Key
Project Staff shall bave comparable or greater skills than Key Project Staff being
replaced.

8.1.5 Terminaton for Lack of Project Management nnd Key Project Staff
Notwithstanding any other provision of the Contract (o the contrary, the State shall
have the option o lerminate the Contract, declare Contractor in default ead to .
pursue its remedies at law and io equily, if Contractor fails to assign a Project
Mensger and/or Key Project Staff meeting the requirements and terms of the
Contreet ar if the Stale is dissatisficd with Coatmcior's replacement of the Project
Maaager and/or Key Project Staff.

8.2 The State Key Project Staff

8.2.1 The State Contract Manager
The State shall assign 8 Contrect Manager who shall function as the State’s
representetive with regerd to Contract administration.  The State Coatract
Manager is:

Ronald Reed
{603) 230-3019

Ronald. W Reed@doit.nb.gov
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8.2.2  The State Project Manager
The State shall assign a Project Mansger. The Staic's Project Manager is:

John Kelly
603-230-3008
John F Kelly@doit.nh.gov

The State Project Manager's duties shall include the following:

Leading the Project;

Engaging 20d managing all Coateactors working on the Project;
Managing significant issues and risks;

Reviewing and accepting Contract Deliverables;

Invoice sign-offs;

Review and approval of Change Orders;

Meanaging stakebolders' concerns.

N spanpoo

9. WORK PLAN

9.1 The Coatractor's Project Manager and the State Project manager shal) finalize the Work
Plan within Ten (10) days of the Effective Dale and further refine the tasks required o
implement the Project. Continued developmeal and management of the Work Plan is &
joint e¢flort oo the part of the Contraclor and State Project Managers. Sec RFP Response
for Initial Work Plan Submittai.

9.2 In conjunction with the Contractor’s Project Management methodology, which shall be
used 10 meaage the Project's life cycle, the Conlractor's team and the State shall finalize
the Work Plan at the onset of the Project. This plan shall identify the (asks,

Dcliverebles, rajor milestones, task dependencics, and a payment Schedule required 10
implement the Project. it shall also address intra-task dependencics, resource allocations
(botb State and The Contraclor's team merubers), refine the Project’s scope and establish
the Project’s Schedule.

9.3 Updates to the Work Plan
93.1 The Contractor shall update the Work Plan as aecessary, but no less than
every two (2) weeks, to accurately reflect the status of the Project, including
without limilation, Lhe Schedule, tasks, Deliverabtes, major milestones, lask
dependencies, and payment schedule. Any such updates to the Work Plan
shal] bc epproved by the Su!c in writing, prior to final incorporation into
the Work Plan.

93.2  Unless otherwise agreed in writing by the State, changes to the Wark Plan
shall aot relieve the Contrector from liability to the State for damages
resulting from the Contractor's failure to perform ils obligarions under the
Coatract, including, without limitation, performance in accordance with the
Schedule.

Page 21 of 67
Contractor Initials:

Date: 5[:.:. />3

.




STATE OF NEW HAMPSHIRE
Department of Information Technology 4

DOS-2022-064 - Building Surveillance Cameras

EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

10.

11
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9.3 In the event of any delay io the Schedule to include excusable delays and/or

934

The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. In addition, the Test Plan shall include network load testing (which
should include simullaneously watching live video while waiching # video archive, mulliple
stafl waiching live video at 8 remote localion).

All Testing and Acceptance (both busincss and technically oriented testing) shall apply to
testing the Solution as a whole, (e.g., hardware, software modules or functions, and
lroplementation(s)). This shall include, but not limited 10, planaing, test scenario, Performance
Tuning and Stress tests, Security Review and tests, User Acceptlance Test, and support of the
State during User Acceptance Test and Implementation.

In eddition, the Contractor shall provide a mechanism for reporting actual test results vs.
expected results and for the resolution and tracking of all errors and problems identified during
test execution. The Contractor shall also correct Deficiencies and support required re-testing.

MAINTENANCE, OPERATIONS AND SUPPORT

11.1 System Malntensnee

The Contrector shall maintain and support the System in all matenial respecis as described
in the Coatract, through the Coatract Completion Date. The Contractor shall make
available 1o the State the latest program updates, general maintenance releascs, selected

o

Date: 4 lﬁzl A

force majeure, the State and/or the Contractor shall notify the other in
wriling, identifying the narure of the delay, i.e., specific actioas or inactions
of the Contractor or the State causing tbe problem; its estimated duration !
period to recoaciliation; specific actions thal nced.to be 1aken to correct the
problem; and the expected Schedule impact on the Project.

T the event additional time is required by the Contractor or the Stale lo
corvect Deficiencies, the Schedule shall not change unless previousty agroed
in writing by the State, except that the Schedule shall automaticaliy extend
on a day-to-day basis to the extent that the delay does not result from ;
Cantractar's failure to fulfill its obligations under the Contract. To the extent
that the State's execution of its major tasks takes longer than described o (be
Work Plan, the Schedule shall sutomatically exteod on & day-to-day basis,

ACCEPTANCE & TESTING SERVICES

The Cootractor shall bear all responsibilities for the full suite of Test Planning and preparation
throughout the Project. The Contractor will also provide training as nocessary 1o the State
staff responsible for test activities. The Contractor shall be responsible for all aspects of testiog
contained in the Acceptance Test Plan including suppont, at no sdditional cost, during User
Acceptance Test conducted by the State and the testing of the treining materials.
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functionality. releases, patches, and Documentation that are generally offered to ils
customers, al oo additional cost.

11.2 System Support
The Coatractor must perform on-aile or remote lechnical suppont in accordance with the
Contrac!, includiog without limitation the requirements, terms, and conditions contained

herein.

11.2.1

11.2.2

1121

11.2.4

11.2.5

Herdware support costs will oot be charged to the Stote uatil the warrantee
period has expired for the given hardware. As all hardware i¢ covered by a
one-year warrantee period, maintenance fos atl hardware will all begin on
year iwo from its instellation dote Reference: Exhibit C: 9.2.2 and 9.2.4 for
Pricing Schedule. ’

The Contractor shall bave available to the Siate oncall telephane assisiance,
with issue tracking availabte to the State, eight (8) hours per day and five (5)
days a week with an email / welephone response within two (2} hours of
request; or the Contractor shell provide support on-site or wilb remote
diagnostic Services, within twenty-four (24) business hours of a request;

The Contractor respouse time for suppon shall coaform to the specific
deficicncy class as described helow:

Severity Level | - Sevenity Level | is defincd as an urgent issue, when any
part, portion, or modulc of the System is down and the State is uneble to use
the systern. Upon notification of a severity level | problem, the Contractor
shall make evary atempt lo respond as soon as possible with the expectation
that the response be within two (2) hours. The Contractor shall resolve

. Scventy Level | problems within four (4) hours unless the Contractor has

nolified the Sinte of the reason for the delay and the Stalc approves the
delay. .

Severity Leve) 2 - Severily Level 2 is defined as a critical issue associsted
with System component(s) that incur significan! outages and/or failure
which precludes its successful operation. The System may be operational,

. but is severely restricied {for example, credentials cannot be opened). Upon

11.2.6

notification of a severily level 2 problem, the Contractor shall make every
attemnp?t to respond as soon as possible with the cxpectation thal the respouse
be within four {4) bours. The Coatracior shall resolve Severity Level 2
problems within eight (8) hours unless Lthe Contracior has notified the State
of the reason for the delay and the State approves the delay.

Severity Level 3 - Severity Level 3 is defined as 8 minor issue that exists

with the System, but the majornity of the functions are still usable and some

circumvention may be required 1o provide supported services. The
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Contractor shall resolve Sevenly Levet 3 problems as quickly as possibic
which, on average, should not exceed thirty business days.

11.2.7 Severily Level 4 - Severily Level 4 is defined s a very minor issue or
question that does not affect System function (for example, the text of
message is worded poarly or misspelled). The Controctor will shall work
with the State to determine the sppropnate lurn-around time for Seventy
Level 4 problems.

11.2.8 The Contractor shall repair or replace Software, and provide maintenance of
the Sofiware in sccordance with the Specifications and lerms and

requirements of the Coaotroct.

11.2.9 The Contractor shall maintain a record of the activilies related to Warranty
repair or maintenance activities perforned for the State;
a.. For all maintenance Services calls, the Contractor shall ensure the
following information will be coliected and mainwined:

i.  nature of the Deficiency;
ii.  current status of the Dehiciency;
ili.  action plans, dates, and times;
iv.  expecied and sctual completion linoe;
v.  Deficiency cesolution information;

vi.  resolved by;
vii.  identifying oumber i.c. work arder number; and
viii.  issue identified by, and

b. The Contractor must work with Lhe State to idemiify and troubleshoot
potentially large-scale System failures or Dcficiencies by collecting the
following information:

i.  roean time between Reporied Deficiencies with the Software;
ii.  diagnosis of the root cause of the problem; and
iii.  identification of repeat cally or repeat Software probleros.

11.2.10 The Contractor shall maintain & record of the activities related to Warranty.

11.2.11 i the Coatractor fails to correct 8 Deficiency within the allotted period of time
stated above, the Contractor shal! be deerned 1o have committed an Event of
Default, and the Statc shall have 1be right, at its option, to pursue the remedies
as defined in the P-37 General Provisions, Provision 8, as well as to rclurn the
Cootactor's product and receive a refund for all amounts paid to Lbe
Contractor, including but not limited to, applicable License fees, within ninety
(90) days of potification 1o the Contractor of the State’s refund request.
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113 Contract Warraaties snd Representationy
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11.3.1 System

The Contractor warrants that any Systcms provided under this Agreement
will operate and conform Lo the Specifications, terms, and requuemems of
this Agreement.

113.2 Software

The Contractor warrants that any Softwarc provided as pant of this Agrcement,
intluding but not limited to the individual modules or functions furnished under
the Contract, is properly functioning within the System, compliant with the
requirements of the Contrect, and will operate in accordance with the
Specifications and terms of the Contract.
For any breach of the above Software warrenty, io addition to all its other remedies
st law and in equity, at the State’s option the Contractor shall:
. provide the comection of program errors that cause breach of the
warranty, or if Contractor cannot substantially correct such breach in
o commercially reasonablc manner, the State may end ils progrum
liccnse if any and recover the fees peid (o Contractor for the program
license and any upused, prepaid technical support focs the State has
paid for the program license, or
b. the re-performance of the deficient Services, or
¢. il Contractor cannot substantally correct 8 breach in a coaunermally
reasonsble manner, thc Siatc may end the relevant Services and
recover the fees paid 1o Contractor for the deficiem Services.
11.3.3 Deficiencies
All Deficiencies found during the Wamanty Period and all Deficiencies found
with the Werranty Releases shall be comrected by the Coutractor no tater than
five (5) business days, unlces specifically extended in writing by the State, at no
additional cost to the State.

1t.34 If in the Event of Default, the Coniractor fails to comect the
Deficiency within

the allotted period of time (see above), Lhe State shall have the right, at its opuon

1) declare the Contractor in defaul, teminate the Coatract, in whole or in pan,
withou! penslty or lisbility to the State; 2) return the Contractor's product and
receive a refund for all amounis paid 1o the Contractor, iacluding but oot limited
to, applicable license fees within ninety (90) days of potification to the Contractor
of the State's intent 10 request a refund; 3) and to pursuc its remedies available at
law or io cquity.

11.32.5 Compaﬁbihty

Contractor warrants that all System components, including but oot limited to
the compotents provided, any replacement or upgraded System Software
components provided by Contractor lo comect Deficiencies or as an

£
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12

Enhancement, shall operste with the rest of the System without loss of any
functionality.

11.3.6 Services
Contraclor warranis that all Services 1o be provided under this Agroement
will be provided expediently, in a professional manner, in accordance with
industry standards and (hat Services will comply with performance
standards, Specifications, and terms of the Contract.

DATA PROTECTION

Protection of personnl privecy and data shall be an inteyral part of the business aclivitics of
the Contractor to ensure there is no inappropriate or unauthorized use of Staic information at
any lime. To this end, the Contractor shall safeguerd the confidenuiality, integrity and
availability of State information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, \echnical
and organizational sccurity measures to safecguard against unauthorized eccess,
disclosure or thefl of Personal Date and non-public informetion. Such security
mcasures shall be in sccordance with recognized industry practice and not less
stringent than the measures the Contracior applies to its own Personal Daia and non-
public data of similar kind.

h. Al data obtained by the Contracior in the performance of this contract and all Personal
Duta sball be encrypted at rest and in transit with coatrolled access. Uniess otherwise
stipulated, the Contractor is responsible for encryption of Lhe Personal Dala.

¢. Unlcss otherwise stipulated, the Contractor shall eacrypt all non-public data a1 resi
and in trapsit. The State shall idenlify dsta it dcems as non-public data to the
Contractor. The level of protection and encryption for all non-public data shall be

" identified and made e part of Lhis contract.

d. At no time shall any dala or processes - that either beloag to or are intended for the
usc of the Staic or its officers, agents or employces — be copied, disclosed or retained
by the Contractor or any party related to the Contractor for subsequent use in any
transaction that does not include tbe Stale.

¢. ‘The Contractor shall not use any information collected in connection with the service
issued from this Contrect for any purpose other than fulfilling Lhe service.

12.1 Data Location

"I'he Contractor shall provide its Services to the State aod its end users solely from data
centers within the Continenta) United States. All stomge, processing and trunsmission of
State data shal) be restricted to information technology systems within the Continental
United States. The Contraclor shall not allow its personnel or sub-contractors to store
Stale date on portable devices, including persooal compuiers, except as specified and
allowed by the controct, and (hen only oo devices that are used and kept at its data cenlers
within the Continental United States. The Contracior shall permil its personnel and
Contraciors 10 access State data remotely only 10 provide technical support and as
specified or required by the contract.
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12.2 Security Incideni or Data Breach
The Coniractar shall inform the State of any security incident or Data Breach in
accordance with NH RSA Chapter 359-C:20: Notice of Security Breach.

Incident Response: The Contractor may nted (o communicate with outside panies
regarding a security incident, which may include contacting law enforcement,
fielding media inquiries and secking exlernal expertise as mutually egreed upon,
defined by law or conteined in the Contract. Discussing security incidents with
the State should be handled on an urgent as-oeeded basis, as part of the Contractor
communication and mitigation processes as mutualty agreed upon, defined by law
or conteined in the contract.

Security lecident Reporting Requirements: The Contrector shall report a security
incident to the State identified contact immediately if it reasonably believes there
has been a security incident.

Breach Reponting Requirements: If the Contractor has ectual knowledge of a
confirmed data breach that affects the security of any State content that is subject
to applicable data breach notification law, the Contractor shall (1) prompuy notify
the appropriate Statc identified conlact within 24 hours or sooner, unless shorter
time is required by applicable law, and (2) take commercially reasonable measures
10 address the data breach in s timely manner.

123 Breach Responsibilities

12.

3.1 This section ondy zpplics when 2 Dats Breach occurs with respect (o Stete data
within the possession or cootrol of the Contractor and/or the third party
designee hosting the deta as agreed upon by the Cantroctor and the State.

12.3.2 The Contractor, unless stipulated otherwise, shall immedistely notify the

epproprisic State identified contact by telephone in accordance with the
agreed upon security plan or security procedures if it ceasonably believes there
bas been a secunty incident.

123.3 The Contraclor, unless stipulated otherwise, shall prompily notify the

appropniate State ideatified contact within 24 hours or sooner by telepbone,

unless shorter time is required by applicable law, if it confirms that there is,

or reasonably believes that there has been a Data Breach the Contrector shall:

8. cooperate with the Stmc as reasonsbly requested by the State to
investigate and resolve the Dats Breach;

b. prompiy implement necessary remedial measures, if necessary; and

¢. document responsive ections taken related to the Data Breach; including
any post-incidenmt review of events and actions taken to make changes in
business practices in providing che services, if necessary.

12.3.4 Unless otherwise stipulated, if a Dats Breach is a direct result of the
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Contractor's breach of its contract obligation or the third party bosting
company 10 encrypt Personal Data or otherwise prevent its release, the
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Contractor andfor the third party hosting company shall bear the costs

sssociated with:

n. the investigation and resolution of the Data Breach;

b. aotifications to individualy, regulators or others required by State law;

¢. acredit monitoring scrvice required by State (or federal) law,;

d. o website or a toll-free number and call center for affected individuals
required by State law — s8ll not to exceed the average per record per
person cost calculated for Data Breaches in the United States (currently
$201 per record/person) in the most recent Cost-of Data Breach Study:
Global Apalysns publisbed by the Ponemon lostitute at the time of the
Data Breach; and ]

e. complete ell comective actions as reasonably determined by the
Contractor based on root cause; all [(a) through (c)] subject to this
Coatract’s limitation of lisbility.

13.. SOFTWARE AGREEMENT

The Contractor shall provide the Stste with sccess to the Software Licenscs and
Documentation set forth in the Contract, and particularly described Exhibit D: Software
Agreement .

14, ADMINISTRATIVE SERVICES

The Contract shall provide the Siate with the Administrative Services set foqh in the Contract,
and particularly described in Exhibil E: Administrative Services

18. TRAINING

The Contractor shall provide the following Trainiog Services:
15.1 The Contractor shall provide iraining support as previously determined and agreed (o
during the initial planning period. Such training support shall include, but oot limited

10:
B.

b.
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Providing comprehensive training plan that includes a train the trainer approach,
cLeaming componcnts and Manuel preparation.

Hands on training, which will include all system functionality for all modules
purchased as well es creation of reports, searching, workflow and the approval
processes. The State will provide a suitable locaton for the training that is
convenicnl for the State’s users. ;
The training plan which shall include training of the Stae Acceptance Test
resources prior 1o commencement of User Acceptaoce Testing.

The training plan which shall include training tailored for the agency's designated
System Administrator so that the person(s) in this particular role can perform
functions that include support file maintenance, and staff/group/permissions
mointenance.

The treining pian which sball include training tailored for the agency’s desigonated
System Administrator 5o that person(s) in this rolc can perform funclions that
include swaff/group permissions, configuration of new/replaced equipment,

®
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configuration and activation settings for Hardware and all functions related to the
VMS (Video Management Sysiem).

16. TERMS AND DEFINTIONS

Terms and Definitions applicable to this Cootract erc identificd in Exhibit F: Terms and
Definitions.

17.  CONTRACTOR'S CERTIFICATES
Requircd Contractor Centificates are attached in Exhihit G.

Remainder of this page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE
The terms outlined in the Payment Schedule is set forth below:
1. CONTRACT PRICE

Notwithsianding any provision io the 'Contract to the contrary, and notwithstanding
unexpecied circurnsiances, in no event-shall the total of al) payments meade by the State exceed
the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The payment
by the State of Use total Contract price shail be the only, and the complete reimbursement to
the Contractor for all fees and expenses, of whatever aature, icwrred by the Cootractor in the
performance bereof.

2, TRAVEL EXPENSES

The Swte will oot be respoasible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
travel and related expenses incurred by Contractor in performance of its obligations. All labor
rates in this Agrocment will be considered “Fully Loaded”, inctuding, but not limited to: meals,
botel/housing, airfarc, car rentals, car mileage, and any additional out of pocket expenses.

3. SHIPPING FEES
The State will not pay for any shipping or delivery foes unless specifically itemized in this
Agreement.

4, INVOICING

The Contrector shall submit correct invoices io the State for all amounts to be paid by the
State. All invoices submitted shall be subject to the State’s prior written approval, which shall
not be upreasonably withheld. The Contractor shall only submit invoices for Services or
Deliverables as permitted by the Contruct. Invoices musi be in & formal as determined by the
Stalc and coantain dctailed information, including without limilation: itemization of each
Deliverable sod identifiestion of the Deliverable for which payruent is sought, and the
Acceplance dale triggering such payment; date of delivery and/or installation; moothly
roaintenance charges; any other Project costs or relention amounts if applicable.

Upon Acceplance of a Deliverable, and a properly documented and undispuied invoice, the

State will pay the correct and undisputed invoice within thirty (30) days of iavoice receipt.
Invoices will not be backdsted and shall be promptly dispetched.
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5. INVOICE ADDRESS

Invoices may be sent lo:

STATE OF NEW HAMPSHIRE
Department of Safety

Department of Information Techaology
Attention: Pelricia Lott

Room B-0%

13 Hazen Drive

Concord, NH 03305

6. PAYMENT ADDRESS

!
Payments shal] be made via ACH. Use the followiny link (o enroll with the Staie Treasury for
ACH payments: hitps://www.nh. gov/reasury/state-vendors/index.htm

1 OVERPAYMENTS TO THE CONTRACTOR

The Contrzctor shall promptly, but no later than fifieen (15) business days, return to the State
the full amount of any overpayrment or evoneous payment upon discovery or notice from the
State.

8 CREDITS

The Siate may aﬁply credits due to the Swate arising oul of this Contrecl, against the
Contractor’s invoices with appropriate information attached.

9. PAYMENT SCHEDULE
9.1 Contract Type

9.].1 Activities / Deliverables / Milestones Pricing
This i3 @ Not 1o Exceed Contract. The total Contract value is indicated in P-37
Generul Provisions - Block 1.8: Price Limitation for the period between the
Effective Date through date indicated in P-37 General Provisions - Block 1.7:
Completion Date. The Contractor shall be responsible for performing its
obligations in accordance with the Contract.

9.1.2 Future work and phases will be idealified by the State and at the
State’s discretion by leveraging the following order of eveots:

»  The State will identify the location for new equipment.

+  The State will engage ENE Systams 10 provide a walkthrough of the site.

+  ENE systems will retumn a quote which will leverage the pricing schedule(s)
for parts and Iabor identified in Section 9.3 below.
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*  The State will accepi or reject the quote, provide a noticc to proceed and work
may commence oo a mutually agreed upon daie.

9.2 Phase 1 Priciog Worksheets

9.2.1 Phase 1 Hardware/Software Pricing
Pricing for Phase! Hardware/saftware is dewailed in Table C-9.2.1 below:

Vable C-9.2.1 Phase 1 Hardware/Software Pricing
Hardware/Software Pridng ;
ftem Make |Model Count | Per Unit Total
FT2 Exterior IMPI048, Avigiion | 4.0CHSAPTZOPIG E] 4,173.00 534 457
P12 Enrarior 44/1840p : Avigion {8.0CHSAPTZ-0PI6 0 3,057.00 50
Rzed Intarior Doma IMP/1080p Avigilon {1 2CHER-O1 ] $10.00 S0
Rzad tntarior Dome IMP/2042p Avigllon  11.0C.HSIL-01 72 $9300 | 547 628
Fhed Exterior Dome 2MP/1080p Aigion  ]13CHM3RLDOI4N . 0 £79.00 50
Hied Laterior Dome J1AP/20480 Argios |3.0CHSIL-001-1R 0 699.00 50
Flxad Bxtarior Doma SMP Aviglion | 5.0C-HEM.DO14R 7 469,00, $26,163
IMH‘I‘EM“I 18 0
Camare Mounting Hardwars $95.103
MVA [ Sarver- 610 AINVRLVALGTDHA ) 7,513.00 30,076
NV / Sarver - 1273 AVAVAL- A ITRNA 1 9 593 .00 $9.593
NVR / Sarvar- 24T8 AIMVR-STD-24TB-RA 2 21,382.00 $42 764
Secondary Power Supply (STBALITB V) ANVR-VAL-2NDFS-HA 5 $81.00 $2,905
Seconds ry Powar Supply (24T8 NVRY AIMVR-STD-2 MOPSMA 2 794,00 $1.588
'VIMS Solution {Cast ParCamers) 122 310.00 337,820
Sub-Toos) - bquipmen 524111100
Hously instailation Costs Hours | PerUnit Tatal
Adminisrative [Enginanring / Submittals /A3 Bullt] 185 118 ~ $21,9%0
Project mansgamem [Onstie and Ramota) 199 11§ $22 88%
Tach Labor [Onsita and Rgmota) 761 115 357,518
Cable Munsgemant 36 11§ $11 04D
Misc Suppiles $3,650.00,
Sui-trrtal Hourty Lratallsthon Costs $144.480.00
Grand Total for Phase 1§ $387,593.00
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92.2 Phase 1 Annael Maiotenance Pricing
Pricing for Phase | Aonual Maintenance is detailed in Table C-9.2.2 below:

Table C-9.2.2 Phase 1 Annus! Ma!ntensnce Pricdng
Mainterance Pridng servicaVeard J| Servica Yewr2 || Servin Years || ServiaYowd || Service Yeor 3
|rem ‘ Count Peruai] Totd [Perumd Toted |Perund] Yots [Perund Totad | rerund Tew
PIL Cerwriar B2, | ] - [ 16,00 2] e $2128.00 1%.00] " $218.00 l'.2 L1400
PTI Briariar 4573 8409 ] _E 13.00/ Jb_ﬂl 15.00 0,091 | * 14,00 $0.00 13,00 $0.00
oo irt arfer Durme 1625 PG00 so[| 1s.00 to00l| meo[ o 21.00 30008 |  13.00 36,00
Firsd bnariar Coma IMP/10Wp | 15 30| |_as.m] siaoom|| .00 siacooo!|  35.00] 31800008 35.00] $0 800.00
Rrad Extactor Dovne EMPH 00D 0 sof| 15 se00l] s1os]  samef| 1500 $0.00% | 2%.00 $0.00
Prsd Extavier Dume IMY, o so] 1500 som|]| ool soo 1500  soood| "1cm0 30.00
Heod Extusier Ooma SMP 76 sol] 500 s@se0(] 1500 @ 1300 $678.00{| 1680] 367500
Srlaing Carmerns 14 ) 15.00 4150.00, !l.ﬂl 3130.00 1500 $ 250,00 . 1350 $1%0.00]
VA [ Sarves  6TH [ 0] 1100 s4160.00] [ so10.00} 3420000 | 1omon] s« raoo0] | 10vam] $s ss0.00!
VR / Sarvee - 11TR ) sof [ ram0.00] $1.000.00] | soseac] 3y osoo]|igrann] $1,670.00) [ 10%0.00] $i0%00
W (Sores s HTS 3 10} | iwo.00]_§1000.00] [ 1osace] 52,300.00] | ioroo| 31 1e0.00 1%@
VAY Sadwrion 30] | 1440.00] § 36, 001.00] | 144000} 30.00.00 | | 144000 10.080.00 }{ 1ee0.00] 20 O0e0.00
[Ta1 4 Annus! Maim enance Cont sa.00 o] sro.asa.0] $10,470.00] $.20.160.00]
9.3 Futore Phase Pricing Worksbeets

The following worksheets will be used Lo provide future pricing for the life of the

contract,

' 9.1 Future Camers Hardware Pricing

Future pricing for cameras is detailed in Table C-9.3.1 below:
Table C-93.1 .
Unit . Unlt Vait Unit Uait
Price- Price- Price- Price- Price-
CAMERA TYPE SFY-202) | SFY.2024 | SFY-2025 | SFY-2026 | SFY-2027
Avigilon Exterior PTZ 2MP :
36x Pendant PTZ Dome $3,850.60 | $3,850.00 | $3,850.00 | $3,850.00 | $3.850.00
2.0C-H5A-PTZ-DP36
Avigilon Exterior PTZ 4MP )
36x Pepdam PTZ Dome $4.273.00 | $4,273.00 | $4,273.00 | $4,273.00 | $4,273.00
4 .0C-H5A-PTZ-DP36
Avigilon Exterior PTZ 8MP ]
36x Pendant PTZ Dome $5.057.00 | $5,057.00 | $5.057.00 | $5,057.00 | $5,057.00
8.0C-HSA-PTZ-DPI6
Avigilon Exterior Fixed
Dume 1080p | . JCHSSE- $679.00 $679.00 $679.00 $679.00 5$679.00
DOI1-IR
Avigilon lolerior Fixed
Dome 1080p 1.3CHSSL-DI $520.00 . $520.00 $520.00 $520.00 $520.00
Avigilon Inlerior Fixcd )
Dome 2048p 2.0C-HS5SL- $592.00 $592.00 $592.00 $592.00 $562.00
D)
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Axis Interior PTZ 720p

P5654-E $1,599.00 | $1,599.00 | §1,599.00 | $i1,599.00 | §1,599.00
e $999.00 | $999.00 | $999.00 | $999.00 | $999.00
Bosch [ntenor PTZ 1080p .
NDP-7512.Z30CT $3,070.00 | $3,070.00 | $3,070.00 | $3,070.00 { $3,070.00
Vivotek Interior PTZ 1080p _

SDO161-H $649.00 | $649.00 $649.00 $649.00 i $649.00
hais LRenor FTZ720P | 51,599.00 | $1,599.00 | 51,599°00 | $1,599.00 | $1,599.00
hs Extenor FTZ 10800 [51.999.00 | $1.995.00 | $1.999.00 | $1.999.00 | $1,999.00
Vivotek Exicrior PTZ 2048p

SD9384-EHL $3,819.00 | $3,819.00 | 5$3,819.00 | $3,819.00 | $3.819.00
Axis Extenor PTZ 4k

Q6078-E PTZ $3,199.00 | $3,199.00 | 53,199.00 | §3,199.00 | $3,199.00
Auxis [nterior Fixed Dome

720p M3064-V 5199.00 $199.00 $199.00 $199.00 $199.00
Vivolek Interior Fixed

Axis Interior Fixed Dome

1080p M3015 $269.00 $269.00 $265.00 $269.00 $26%.00
Avigilon Interior Fixed

Dome 1080p 1.3CHssL.D1 | 332000 | $520.00 | $§52000 | $52000 | $520.00
Vivotek Interior Fixed

Dome 4k FD9360-HF2 $1.299.00 | $1.299.00 | $1.299.00 | $1,299.00 | $1,299.00
Bosch Interior Fixed Dome

4k NDV-8504-R $1,278.00 | $1,278.00 | $1,278.00 | $1,278.00 | §1,278.00
Axis Exterior Fixed Dome

720p M3064-V $199.00 $199.00 $199.00 $199.00 $199.00
Avigilon Exterior Fixed -

Dome 1080p 1.3CHSSL- $679.00 $679.00 $679.00 $679.00 $679.00
DO1-1R ]

Vivotek Exterior Fixed

Dome |080p FD9360-HF2 $190.00 $190.00 $190.00 $190.00 $190.00
Bosch Exterior Fixed Dome :

2048p NDS-$703-F360 $560.00 | $560.00 | $560.00 | $560.00 | $560.00
Avigiloo Exterior 2MP

HSSL Qutdaor [R Dome

Camers - 2.0C-HSSL-DOI - $699.00 $699.00 $699.00 $699.00 $699.00
IR

Awigilon Exterior IMP

HSSL Outdoor IR Dome $824.00 $824.00 3824.00 5$824.00 $824.00

Camera 3.0C.HSSL-DO1-[R-
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Avigilon Exierior SMP
HS5SL Ouidoor IR Dome
Camera 5.0C-H55L-DO1-JR

§969.00

$969.00

$969.00

$969.00

$969.00

Avigilon Exterior §MP HSA
Outdoor IR Dome Camera
6.0C-H5A-DOI-IR

51,859.00

$1,859.00

51,859.00

$1,85%.00

$1,859.00

Avigilon Exterior 8MP HSA
Outdoor IR Dome Camera
8.0C-HSA-DOI-IR

$2,170.00

$2,170.00

$2,170.00

$2,170.00

$2,170.00

Bosch Exterior Fixed Dome
4k NDE-8504-R

$1.534.00

$1.534.00

$1,534.00

$1,534.00

51,534.00

Interior Cemera Mountiog
Hardware

$90.00

$50.00

$90.00

$90.00

$90.00

Exterior Camers Mounling
Hardware

" $150.00

$150.00

$150.00

$150.00

$150.00

9.3.2 Future Mainteosnce & Support for Camers Hardwarc
The below table depicts the Future monthly maintenance cosi(s) per cemera.
All hardware is covered by 8 ong-year warrantee peniod, mainienance for all
hardware will all begin on year two from its installation date.

Table C-93.2
Unit Unit Unit Unit Unit

. Price- Price- Price- Price- Price-

CAMERA TYPE Service | Service | Service | Semice | Service-
Year | Year 2 Year } Year 4 ‘Year §

Axis Exterior Fixed Dome
1080p, 06075.E $0.00 $25.00 $25.00 $25.00 $25.00
Boseh Inierior Flexidome .
Micro 3000 $0.00 $25.00 325.00 $25.00 $25.00
Axis Interior Fixed Dome
1080p P3225-LV.Mk 0 $0.00 $25.00 $25.00 $25.00 $25.00
Avigilon Extenor PTZ
2048p 2.0C-RSA-PT2- $0.00 $25.00 $25.00 $25.00 $25.00
DPY6
Avigilon Exterior PTZ 4K
2 0C-HSA-PTZ-DP36 $0.00 $25.00 $25.00 ) $25.00 $25.00
Avigilon Exterior PTZ 8K
8.0C-HSA-PTZ-DP36 $0.00 $25.00 $25.00 $15.00 $25.00 .
Avigilon Extenior Fixed
Dome 1080p 1. 3CHSSL- $0.00 $25.00 $25.00 $25.00 $25.00
DOI-IR
Avigilon Lnterior Fixed
Dore [080p | 3CHSSL-DI $0.00 $25.00 $25.00 $25.00 $25.00
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Avigilon Interior Fixed

Dome 20489 20CHSSL | S000 - | 52500 | 2500 | $2500 | 2500
Ao (ierior ETZ 208 5000 | s2s00 | saso0 | s2s00 | s2s00
A7 mendr A2 10809 $000 | $2500 | $2500 | $25.00 | s2500
e T 1% | 5000 | s2500 | s2s00 | s2s00 | s25.00
epaex nenorFIZI00P | 5000 | 2500 | sas00 | s2500 | 52500
A e 5000 | 52500 | S2500 | $2500 | $25.0
:;fl 5":’;"""’ PTZ 1080p $000 | $2500 | s2s00 | 2500 | $25.00
Soape o O FTZ3ME | 5000 | s2500 | s2500 | $2500 | $25.00
Sglgﬁtggim * $0.00 | $2500 | $2500 | $25.00 | $25.00
7’\2"0': 1;:(';;':;_‘3“" Dome | ¢9p0 | s25.00 | $2500 [ $25.00 | s25.00
';L‘;:':';O‘;é;ﬁ%gg’gm 5000 | $2500 | s2500 | $2500 | $25.00
. ;n;g'gl' JmedDome | so00 | 52500 | s2s00 | 52500 [ $25.00
Avigilon Interior Fixed $0.00 | 52500 | $2500 | $25.00 | $25.00

Dome 1080p 1.3CHSSL-DI

Vivotek Interior Fixed
Dome 4k FD9160-HF2

$0.00 $25.00 $25.00 $25.00 $25.00 -

Bosch fnterior Fixed Dome ’
4k NDV-8504-R $0.00 §25.00 | $25.00 $25.00 $25.00

Axis Exterior Fixed Dome
720p M3064-V $0.00 $25.00 $25.00 5.25.00 $25.00

Avigilon Extenor Fixed
Dome 1080p 1.3CHSSL- $0.60 $25.00 $25.00 $25.00 $25.00
DOL-IR

Avigilon Exterior 2MP
HSSL Outdoor [R Dome
Camern - 2.0C-H5SL-DO1 -
‘IR

$0.00 $25.00 $25.00 $25.00 $25.00

Avigilon Exterior 3MP
HSSL Outdoor [R Dome $0.00 $25.00 §25.00 $25.00 $25.00

Camers 3.0C-HSSL-DO1-IR
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Avigilon Exterior SMP
HSST. Outdoor TR Dome 50.00 $25.00 $25.00 $25.00 $25.00
Cemers 5.0C-H3SL-DOI1-IR
Awigilon Gxterior 6MP HSA
Qutdoor [R Dome Camera 50.00 +$25.00 $25.00 525.00 $25.00
6.0C-H35A-DOI-IR ;
Avigilon Exterior SBMP HSA
Qutdoor IR Dome Camers 50.00 $25.00 $25.00 525.00 $25.00
8.0C-H5A-.DO1.IR

Vivolek Exterior Fixed ] .
Dome 1080p FD9360-HF2 £0.00 $25.00 $25.00 $25.00 $25.00

Bosch Exterior Fixed Dome N
2048p NDIS-5703-F360 $0.00 | $25.00 | $2500 | 52500 | $25.00

Bosch Exterior Fixed Dome
4k NDE-8504-R $0.00 $25.00 $25.00 §25.00 $25.00

913 Future Nuiwark Video Servers (NVRs)
Table C-9.3.) below dernils future Network Video Servers \ NVR costs:

Table C-9.13.3
PRICING WORKSHEET FOR FUTURE NETWORK VIDEO SERVERS \ NVRs

ITEM Boit Price- | Unit Price- | Ualt Price. | Unlt Price- | Unit Price-
) SFY-2023 | S¥Y-2024 | SFY-2025 | SFY.2026 | SFY-2027

Avigilon NVR\ Server 6TB
AINVR-VAL-6TB-NA $7,519.00 | $7,519.00 | $7,519.00 | $7,519.00 | $7,519.00

Avigilon NVR \ Server 12TB
AINVR-VAL-12TB-NA $9.593.00 | $9,593.00 | $9.593.00 | 39.593.00 | $9.593.00

Avigilon NVR \ Server 24TB
AINVR-STD-24TB-NA $21,382.00 | 21,382.00 ' 21,382.00 | 21,382.00 | 21,382.00

Additional Power Supply
(ATNVR.VAL-2NDPS-NA)
for Avigilon NVR \ Servers

6TB AINVR-VAL-STB-NA §581.00 $581.00 $581.00 $581.00 $581.00
and 12TB AINVR-VAL-
12TB-NA

Additional Power Supply
(AINVR-STD-2NDPS-NA)
for Avigilon NVR \ Server $794.00 §794.00 $794.00 $794.00 $794.00
24TB AINVR-STD-24T8-
NA
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9.3.4 Future Mulotenance of Network Video Servers (NVRu)
Table C-9.3.4 below datails the Annua) Future NVR Meistenance costs per
NVR. All bardware is covered by » ooe-year warmantee period, rosintenance
for all hardware will all begio on year two from ils installation date.
Table C-934
PRICING WORKSHEET FOR ANNUAL FUTURE MAINTENANCE OF NETWORK
VIDEQ SERVERS \ NVRs
Unit Unit Unit Unit Unit
ITEM Price- Price- Price- Price- Price-
Service Service Service Service Service
Year 1 Year2 Year ) Year 4 Year S
Awvigilon NVR \ Server 6TB
AINVR-VAL-GTB-NA 0 $1,040.00 | $1,050.00 | 51,070.00 | $1,090.00
Avigilon NVR \ Server '
12TB AINVR-VAL-12TB- 0 $1,040.00 | $1,050.00 | $1,070.00 | $1,090.00
NA
Avigilon NVR \ Server
24TB AINVR-STD-24TB- 0 $1,040.00 | $1,050.00 | $1,070.00 ! $1,090.00
NA

935 Future Cootractor Rates Worksheet
The Statc may request additional Services from the Contractor in the future.
Table C-9.3.5 detzils the hourly retes for future Contraclor services.

Table C-93.5

& NVRs \ SERVERS

PRICING WORKSBEET FOR FUTURE-INSTALLATION RATES FOR CAMERAS

ITEM Hourly Rate
Installation of Interior PTZ camera-replacement $115.00
lnstallation of Interior PTZ camcre-new install $115.00
Installation of Exterior PTZ camena-replacement $115.00
Tnstallation of Exterior PTZ camere-new install $115.00
lnstallation of Interior Dome camera-replacement $115.00
losteliztion of Loterior Doree camera-new install $115.00
Instatlstion of Exterior Dome camera-replacement $115.00
Installation of Exterior Dome camera-new install $115.00
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Inswallation of NVR \ Server-replacement {On-Premise Solution) 3115.00
Installation of NVR \ Server-new install (Qo-Premise Solution) $115.00
Junior Cemera Installation Technician $115.00
Senior Camera Installation Technician $115.00
NVR \ Server Technician $115.00
Administralive (Engincering / Submittals / AS built) $115.00
Project management (Onsite and Remote) $115.00
Cable Management $115.00

Remainder of this page inteationally left blank
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EXHIBIT D - SOFTWARE LICENSE AGREEMENT
The terms outlinad in the Soflware License Agreement are sct forth below:

1 License Grant.

Subject to the payment of applicablc license fees, included ip the price of each camers, Contractor
hereby graots to the State a worldwide, perpetual, irrevocable, non-exclusive, non-transferable,
limited license to use the Soflware and its asanciated Documentation, subject 1o the terms of the
Contract. The State may allow its agents and Contrectors to access and use the Software, and in such
event, the State shall first obtain written agrecment from such agents and Contraclors that each shall
abide by the Lerms and conditions set forth herein,

2. Sofware Title. Title, right, and interest (including all ownership and intellectual propery
rights) in the Software provided under this agreement, and its associated documentation, shall remain
with the Contractor. '

3 Sofiware and Documeptation Capies. Contracior shall provide the Stale with an electronic
version in both Microsoft Word and PDF fonmals of the Software's associated Docurnentation. The
State shall Bave the right (o copy the Software and its associated Documentation within its possession
for its internal business necds. To the extent Lhai the State does not have possession of the Soflware,
Contractor shall provide a copy of the Softwarc and associsted Documeatation upon request. The
State agrees to include copyright and proprietary nolices provided to the Siate by the Coptracior oo
such copies.

4. Restricligny. Except as otherwise permitted uader the Costract, the State agrees ot to:

a. Remove or modify any program markings or any notice of Contractor’s propnictary
rights;

b. Make the programs or materials available in any manocr to sny third party for use in
the third pany's business operations, except as permitted herein; or

¢. Causc or pormil reverse engineering, disassembly or recompilation of the programs.

5. Viruses. Contractor shall provide Software that is frec of viru.sr.s, destruclive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the Specifications.
As 8 pan of its internal developmenl process; Contractor will use reasonable efforts 10 1est the Sofiware
for viruses.

6. Audit. Upon forty-five (45) days written sotice, Coatractor may sudil the State’s use of the
progrems at Controctor’s sole expense. The State agrees to cooperatc with Costractor’s audit and provide
reasonable assistance and access to information. The State agrees that Contractor shall not be responsible
for any of the State’s reasonable costs incurred in cooperating with the audil. Notwithstanding the
foregoing, Contractor's audit rights are subject to applicable State and federal jaws and regulations.

7 Sofiware Nop-Infrinyemept. Contractor warrants that it has good title to, or tbe right to allow the

State to use all Services, equipment, and Software, including any and all component parts thereof such as
third-party soflwere or programs that may be cmbedded in the Software (“Contracted Resources”™)
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provided uader this Contract, and that such Services, equipment, and Software do not violale or infringe
any patent, tredemark, copyright, trade name or other intellectual property rights or misappropriate a trade
secret of any third party,

The werranty of noo-infringement shall be an on-going and perpetual obligation that shatl survive
termination of the Contract. In the event that someone makes a claim against the State that any Contracied
Resources infringe their intellecrual property rights, Contractor shall defcod and indemnify the State
ageinst tbe claim provided that the State:

o. Prompuy notifies Contractor in writing, not later than 30 days after the State receives
sctusl written notice of such claim; )
b. Gives Contractor control of the defense and any settlement negotiations; and
¢. Gives Costrector the information, authority, and assistance reasobably needed to
* defend against or serle the claim, -

Notwithstanding the foregoing, the State’s counsel may participate in any claim to the extent the Sule.
seeks to assert any immunities or defenses applicable to the State.

If Contractor believes or il is detesmined that any of the Contracted Resources may have violated
someqne clse's intellectual property rights, Cootraclormay choose lo either modify the Contracted
Resources to be non-infringing or obtain a license 10 allow for cootinued use, or if these alternatives
are not commercially reasonsble, Conlrector may end the license, and require return of the applicable
Coniracted Resources and refund all fees the State has paid Contractor under the Contract.

Unless specified otherwise in this agreement,

a. Contractor will nol indemnily the State if the Statc aliery the Contracted Resources without
Cootractor’s consent or uses it outside the scope of use identified in Contracior's user
Documentation or if the State uses 8 version of the Cootracted Resources which has been
superseded, if the infringement claim could have been avoided by using an unaltered current
version of the Contracted Resources which was provided to the State ai no additional cost.
Contractor will not indemnify the State to the extent that an infringement claim is based upon
any iaformation design, Specification, instruction, Software, data, or material not fumnished by
Conuractor. Contracior will ot indemnify the Siate to the extent Lhat an infringement claim is
based upon the combination of any Contracted Resources with any products or services not
provided by Contractor without Contractor’s consent.

8. Control of All Coppopept Elements. Contractor acknowledges and agrees tha it is responsible for
maintaining sl licenses or permissions to use any third-party software, equipment, or services that are
component pants of any deliverable provided under this agreement for the entire term of the contract.
Nothing within this provision shall be copstrued to requirc Contractor lo masiolain licenses and
permissions for Sofiware acquired by the State directly or through third-parties which may be
integrated with the Contractor’s deliverables,

9. Custom Sofiware. Should any custom sousce codc be developed, Coatractor shall provide the State
with a copy of the source code, which shall be subject to the License rights. The Siate shall receive a
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worldwide, perpetua), irrevocable, noo-exclusive paid —up right and license 10 use, copy, modify and
prepare derivative works of any custom developed software.

10. SgfAware Escrow. Contraclor agrees to provide to the Siate the currenily existing source code and
any other tools and requireruents neccssary (o create executable or interpretive programs. This
information may be provided to the Swate eitber directly, with any such protections as required by the
Contractor or through a mutually agreed upon Escrow Agreement. Contrector shall be responsible for
8! costs associated with the Escrow Agreement and the State shall not assume any liability to the
Compeny or Escrow Ageni ns a resull of the Agreement.

Contractor agrecs (hat the Statc shall be entitled to utilize the source code in its possession and/or
demand a relecase of the source code from the Escrow Agent upon the accurrence of any of the
following events ("Release Events™):

(u)' Contractor has made an assignment for the benefit of creditors:

(b) Contractor institutes or becomes subject 10 a liquidation or bankruptcy proceeding
of any kiod;

{c) A receiver or similar officer has been sppointed 10 take charge of alt or part of
Coniractor's assets; '

(d) Controclor terminates its maintenance and operations support services for the
State for the Sofiware or has ceased supporting and maintaining the Software for
the State whether duc 10 its ceasing to conduet business generally or otherwise,
except in cases where the termination or cessation is a result of the non-payment
or other fault'of the Stale;

)] Contrscior defaults under the Contract; or

4)] Conltrecior ceases its on-going busincss operations or that portior of its business’

operations relating to the licensing and maintenance of the Sofrware,

Upon the occurrence of a Release Event, Contractor hereby grants the State the right to use, copy,
modify, display, disiribute, and prepare derivative works of the source code, and 1o authorize others 10
do the same on behalf of the State (Contractors, agents, etc.), solely for the purpose of completing the
performance of Contractor's obligations under the Contract, including, but not limited 10, providing

maintenance and support for the Software and subject 10 the rights granted in this Coatract.

The remainder of this page is intendionally left blonk
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EXHIBIT E - ADMINISTRATIVE SERVICES

DISPUTE RESOLUTION

Prior 10 the filing of any formal proceedings with respect to a dispute (other thap an action
secking injunctive relief with respect 10 intellectual property rights or Confidential
Information), the Party believing itself aggrieved (the “lovoking Party™) shall call for
progressive management involvement in the dispute negotiation by wrilten aotice to the other
Party. Such notice shall be withou! prcjudioe to the Inveking Party’s right to any other remedy
permiticd under the Contract.

The Partics shall usc reasonsble efforts 10 arrange personal meelings: and/or tclephone
conferences as seeded, al mutually convenient times and places, between negotistors for the
Parties at the following successive management levels, cach of which shall have a period of
zllotted time as specified below in which to ancmpt to resolve the dispute:

Table E-1.
DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE
| EVEL CONTRACTOR TATE ;ALLO:U“ ETLEDL" VE
) [POINT OF CONTACT INT OF CONTACT ITME
Primary P::Ir Lmn?. A“f:u: e Becky Pe;apla 5 Days
(603) 856-0330 Becky.A.Peoples@doit.nh.gov
Dan Honright, Praject Manager Ronald Recd
Firs dhanrighi@cncofoh.com, {(§03) . 10 Days
8560330 Ronald. W Recd@doit.nh.gov
[Karl Lennon, Sales Menager Asst. Commissioner Richerd
Second kleonon{dencsvilcms.com, . | Bailey Jr. 10 Days
' 781.332-0245 Richard.C.Bailcy)rf@dos.ah.gov .
R. Lindsay Drisko, President CIO Dept. of Information
Third |driskoffcncsystems.com, Technology Denis Goulet 15 Days
781) 828-6770 Denis.C.Goulet@doit.ah.gov
The aliotted time for the first level pegotistions shall begin on the date the Invoking Pary's
nolice is received by the other Party. Subscquent allotted time is days from the date that the
original involing Parly's notice is received by the other Party.
2 ACCESS AND COOPERATION

Page 43

Subject to the terms of this Agreement snd applicable laws, regulations, and policies, the State
will provide the Contractor with access 10 all program files, libraries, persanal computer-beased
Systems, SoRware packages, Network Sysiems, secunity Systems, 40d bardware as required
to complete the contracted Services,
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6.1

Date:

RECORD RETENTION

Contractor and its Subcontractors shall maintain alt Project records including but oot limiled
1o books, records, documents, and other ¢vidence of accounting procedures and practices,
which properly and sufFicieotly reflect all direct and indirect costs invoiced io the performance
of their respective obligations ucder the Contract. Contractor and its Subcontractors shall
retain all such records lor three () years following terminstion of the Contract, intluding any
extensions. Records relating to any litigation metters regarding the Contract shall be kept for
one (1) year following the iermination of all litigation, iociuding the termination of all sppeals
or the expiration of the appeal period. :

Upon prior notice and subject lo reasonable time frames, all such records ghall be subject to
inspection, examination, sudit and copying by personne| so authorized by the Siate and [ederal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these
jtems shall be provided within Mermimack County of the Siate of New Hempshire, unless
otherwise agreed by the State. Delivery of and access to such recards shall be at no cost to the
State during the three (3) year period following termination of the Contract and one (1) year
Term following Litigation relating to the Coatract, including ali appeals or the expiration of the
appeal period. Couotractor shall include the record retention and Review requirements of this
section in any of its subcontrects.

ACCOUNTING

Contractor shall maintain an accounting Sysicmn in accordance with Genemally Accepted
Accounling Principles (GAAP). The costs applicable to the Conuract shalt be asceriainable
{rom the accounting System.

AUDIT

‘I'he Cantractor shall allow the State to audit conformance to the contract terms. The State may
perform this audit or contract with 8 third party at its discretion end at the Stale's expense.

MISCELLANEOUS WORK REQUIREMENTS

Access to State Systems
In considerstion for recciving sccess lo and use of thc compuler facilities, actwork,
licensed or developed sofrware, softwarc maintained or operated by any of the State
entities, systems, equipment, Documentation, information, reports, or data of any kind
(bereinafier “Information™), Contractor understands and agrees to the following rules:

6.1.1. Computcr Use
n. Every Authorized User has the responsibility to assure the protection of
information from unauthorized access, misuse, theft, daage, destruction,
modification, or disclosure.
b. That information shall be used solely for conducting official State business,
_und all other use or access is stnctly forbidden including, bul not limited 10,
personal, or other privalc and non-State use and that at oo time shall
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6.1.2.

6.1.3.

L

Contractor access or stiempt (0 acceas any information without baving the
express authority to do so.

That a1 po time shali Conlractor access or attempt to access any information
in a manner incoosistent with the approved policies, procedures, and for
agreements relating (o sysiem eniry/sccess.

That all sofiware licensed, developed, or being evaluated by the State capnot
be copied, shared, distributed, sub-licensed, modified, reverse engineered,
rented, or sold, and that et al} times Contracior must use utmost care Lo protect
and keep such software strictly confidential in accordance with the license or
oy otber agrecment execuled by the State. Only equipment or sofiware
owned, licensed, or being evaluated by the State, can be used by Contractor
Pecrsonat sofware (including but not limited to palmtop sync m&wm) shall
ool be installed on aoy equipment.

That if Contractor is found 1o be in violstion of any of the abovc-suted rules,
the Contractor may face defaull and termination under the Agreement and the
individual may {ace removal Gom the Statc Coatract, and/or crimical or civil
prosecution, if the act constitutes a violstion of law.

That computer use shall follow the State standard policy (Statewide Computer
Use Policy is available upon requesl)

Emafl Use

Email and other electronic communication messaging systerns are Siate of New
Hampshire property and arc to be used for busincss purposes only. Email is
defined as “internal cmail systewms” or “State-funded email systems.” Contractor
understands apd agrees that use of croail shall follow State standard policy
(Suatewide Computer Use Poticy is available upon request).

[nteroet/Intrapet Use

The Intesnet/intranet is (o be used for access to and distnbution of informalion in
direct support of the business of the State of New Hampshire according to State
standard policy (Statewide Computer Use Policy is available upon request).

6.2  State Website Copyright
All right, title and interest in the State WWW site, mcludmg copyright 1o all Dato and
information, shall remain with the State. The Stete shell also retain all right, title and
interest in any user interfaces and computer instructions embedded within the WWW
pages. All WWW pages and any other Data or information sball, where applicable,
display the State's copyright.

63  Workspsace Requirement
The Statc will work with Contrsctor lo daer:mne requirements for providing aecessary
workspace and office equipment for Contructor's stoff.

6.4 Workplace Hours
Unless otherwise agreed 1o by (he State, the Contractor’s personnel shall waork forty (40)
how weeks between the hours of 8 am and $ pm (Eastern Time), excluding Staic of New
Hempshire holidays. Changes to this Schedule may be made upon agreement with the
Slate Project Manager.
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EXHIBIT F - TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere in this
Corurnct,

TERM DEFINITION

Acceptance Notice from the State that o Deliverable has satisfied
Acceptance Test or Review.

Agreement A Contrect duly execuled and legally binding.

Information required to be kept Confidential and restricted
from unsuthorized disclosure under the Contmacl.
“Coofidential Information” or “Confidential Deta" means
all private/restricted confidential information disclased by
one party to the other such as all medical, health, financial,
public assistance bemefils and * personal information
including without limiiation, Protected Health Information
and Personally Identifisble Information.

Confidential Informsticn also includes any and &all
Conlidential Information information owped or managed by the State of NH - created,

: received from or oo bebalf of any state agency or accessed
in the course of performing contracted services - of which
collection, disclosure, protection, and disposition is
governed by siste or federal law or regulation. This
information includes, but is not limited to Personal Health
Information (PHI), Personally ldentifiable Ilnformation
(PO), Personal Finascial Informaton (PFT), Federal Tax
[oformation (FTT), Social Security Numbers (SSN),
Poayment Card lndusiry (PCI), and or other sensitive and
confidential information.

State records, files, forms, electronic information and other
documcnts or information, in either electronic or paper
Data form, that will be used /converted by the Coatractor during
the coatract term.
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Data Breach

Data Breach means the loss of control, compromise,
unauthorized  disclosure, unauthorized  acquisition,
unsuthorized access, or any similar term referring 1o
situalions wherc persons other than authorized users and for
an other than suthorized purpose have access or poteutial
access (o personally idemifiable information, whether
physical or electronic. With regard to Prutected Health
Information, “Data Breach” shall have the same meaning as
the term “Breach” in section 164.402 of Title 45, Code of
Federal Regulations.

Dcliciency (-ies)yDefects

A failure, shortcoming or error in & Deliverable resulting in
& Deliverable, the Software, or the System, not conforming
10 its Specifications.

Deliverable

A Delivernble is apy Wrinten, Software, or Non-Software
Deliverable (letier, report, manual, book, code, or other),
provided bty the Contractor to the State or under the terms
of a Contract requirernent.

Documentation

All information that describes the installation, operation,

‘and use of the Software, either in printed or clectronic

format.

Enbancements

Updates, additions, modifications to, and new releases for
the Software or System, and all changes 1o the
Documentation as a result of improvement in quality, value,
or extent.

‘Hosted Scrvices

‘Applications, |1 infrastructure components or functioos

that organizations access fom cxterual service providers,
typically through an interaet connection.”

’

Hosled System

The combination of hardware, soﬁwmj'e and networking
componcats uscd by the Applicaion Service Provider to
deliver the Hosted Services.

Identification and Authentication

Supports obtaining information about those parties
atlempling to log on 1o a system or zpplication for security
purposes and the validation of bose uscrs.

Lmplementation

- The process far making the System fully Operational for

processing the Data.

Non-Public Informaticn

Information, other than Personal Information, that is aot
subject to distribution to the public as public infonmation. It
is deemed to be sensitive and confidential by the Siatc
because it contains information that is excmpt by statute,
ordinance or administrative rule from eccess by the general
public as public information.

Page 47 of 67 \
Contractor Loitials: @_

Date: S {g,[.)l‘




STATE OF NEW HAMPSHIRE

Department of Information Technology
DOS-2022-064 - Bullding Surveillance Cameras
EXHIBIT F - TERMS AND DEFINITIONS

QOperaliona!

Operational means that the System is ready for use and fully
funciional, afl Data has been loaded,; the System is available
for use by the Siate in its daily operetions, and the State has
issued Acceptance.

Personal Information

“Persooa! Information” (or “PT™) or "Personally [dentifisbie
Tnformation™ (PI[) means information which can be used to
distinguish or trace an individual's identity, such as their
name, social secunty aumber, personal information as
defined in New Hampshire RSA 359-C:19, biomctric
records, ¢lc., alone, or when combined with other personal,
or identifying information which is linked or linkable to &
specific individual, such as date and place of birth, raother’s
maiden name, etc.

Project

The planned undertaking regarding the entire subjoct matwer of an
RFP and Contract and the activities of the parties related hereto.

A wrilter. plan pul forth by & Contrector for considerstion
in response to a solicitation by the State.

Security Incident

“Security Incidem™ shell have the same meaning
“Computer Security Incident™ in section two (2) of NIST
Publication 800-61, Computer Security [ncident Handling
Guide, National lostitete of Standards and Technology.
U.S. Deparumnent of Commerce.

Services

The work or labor to be performed by the Contractor on the
Project a3 described i n contract.

SoRware

All Custom, SAAS apd COTS computer programs and
applications provided by the Coatractor under the Contract.

Software Deliverables

All Custom, SAAS and COT'S Software and Enhancements.

Softwarc License

Licenses provided to the State under this Contract,

Sofiwarc-as-a-Service (SeaS)

The capability provided to the Siate to use the Contructor's
applications running on & cloud infrastructurc. The
spplicetions are accessible from various client devices
through a thin-client interface such as 8 Web browser (e.g.,
Web-based email) or a program interface. The State does
oot manage or contrdl the underying cloud infrastructurc
including network, servers, Operating Sysiems, storage or
even wdividual applicalion capsbilities, with the possible
exception of limited user-specific application configuration
settings.
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Specifications

Written deails that- se! forth the requirements which
inctude, without limitstion, the RFP, the Proposal, the
Contrect, eny perfonmance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though .
completely set forth herein.

Slate Data

All Data created or in any way originating with the State,
and all Data that is the output of computer processing of or
other ¢lecironic manipulation of any Data that was created
by or in any way ornginaled with the State, whether such
Data or output is stored on the State’s hardware, the
Contractor's bardware or exists in any system owaed,
maintsined or otherwisc controlled by the State or by ihe
Coatraclor.

Siate Fiscal Year (SFY)

The New Hampshire Staie Fiscal Year (SFY) ruos fom
July 1 of the preceding calendar year through June 30 of the
applicable calendar year.

Subcontracior

A person, partacrship, or company oot in the employment
of, or owocd by, the Contractor which is performing
Services under this Contract under a separate Contract with
or oo behalf of the Contrector.

System

All Softwere, specified hardware, interfaces and exiensions,
integrated and functioning together in eccordance with the
Specifications.

Term

Period of the Contrect from the Effective Dale through the

"Completion Date identified in the P-37 General Provisions .

or lermination.

Verification

Supports be confinnation of suthority to enter & computer
system application or network,

vMS

Video Managemeni System

Warranty

The cooditions under, and period during, which the
Contracter will repair, replace, or other compensate for, the
defective itern without cost to the buyer or user. It also
delineates the rights and obligetions of both parties in case
of a claim or dispute. .

‘] Warrenty Period

A period of coverage during which the Controclor is

responyible for providing a guarantee for products and
Services delivered as defined in the Contract.
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Documentstion that detsils the sctivities for the Project created in
accordance with the Cootract. The plan and delinestion of wasks,
acoviries and events 10 be performed and Delivernbles to be
Work Plan produced under the Project s specified in Appendin B:

Business/Technical Requirements and Deliverables. The Work
Plan shell include = detailed description of the Schedule,
wsks/activities, Deliverables, critical cvents, msk dependencies,
and the resources that would lead andlot participats on each task.

Remainder of this page intentionally left blank
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EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

1. ATTACHMENTS

8. Exhibit G Business and Technical Requirements - Attachment |
b. Agency Compliance Documents - Altechment 2
¢. Phase | Pricing Worksheet - Attachment 3

2. CONTRACTOR CERTIFICATES

a. Cootractor's Centificate of Good Standing
b. Contractor’s Certificate of Vote/Authority
¢. Cootraclor's Centificate of lnsurance -
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ATTACHMENTS

a. Attachment 1 - Exhibit B Business and Tecbnical Requirements

—

Lah o e Tl BUSINESS A TECHNICAL REQUIREMENTS: ©
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Bi.1

Cameras shall be vandal resistant and be able to
withstand NH external elements Including rain,
sleet, snow, wind and a wide range of temperature
fluctuations

Yes

Standard

Cameras feature operating
temperatures of -40 *Cto
+65 °C (40 °F to 149 °F);

,IK10 Impact Ratings and
(P66 and IP67 Weather
Aatings. Datasheets of the
recommended cameras for
Phase 1 are attached Lo this
response.

B1.2

Cameras shilt be FCC approved

Yes

Standard

Cameras are NDAA-
compliant, DHS Safety and
Security certified. Cameras
are compllant with
NDAA/TAA regulations and
do not indude any
companents from banned
forelgn manufacturers.

B1.3

Cameras shall be night vislon capable

Yes

Standard

Cameras Include content
adaptive IR technology, an
effective and Nexible way to
capture visua! detsil
without & visible light
source. '

B1.4

Cameras sha!l be motion detection capabte

Yes

Standard

Cameras can detect motion.

B1L.S

Cameras shall have the capabiilty for onboard,
local starage preferably using a Smart\SD card

Yes

Standard

mileroSD/microSOHC /micro
SOXC are supported for
onboard storage (Vdeo
speed class is required).
Class V10 or better ls
recommended.

81.6

Cameras shall suppoart secure NTP time
synchrontzation

Yes

Standard

Cameras have bullt-in Real
Time Clock. Once powered
up, the camera locates a
Network Time Protocol
{NTP) server and
synchronlres with it. This s
done in compliance with
the ONVIF standard.
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Cameras and VMS are

B81.7 | Cameras shall be ONVIF Confermant M Yes Standard ONVIF conformant.
Caimora Foaturés & rb'r'-dlbml'né'.'-". . e I o Tt 2o i T
' Streaming protocols
The proposed solution shall support myltiple video ::‘ri:?nn}l(ng :‘Kzﬁt:::::m
compression stangards such 35 H.265, H.264, H.265 M.otlox:o 1PEG
B82.1 | MPEG & MPEG-4 utllizing multicast and\or unicast M Yes Standard i ll.;DP RTP/UD P'
network streaming protocols enabilng multiple mumu“: RTP/RTSP/YCP
destinations to recelve the same videa stream RTP/RTSP/MTIP/TCS,
- RTP/RTSP/HTTPS/TCP HTTP
The proposed solution shall Include an IP camera :::i;::::f:‘:::d
82.2 | solution that is capable of high definition M Yes Standard
resolutions such as 720p, 1080p. 2048p, and 4K resolutions options for the
recommended cameras.
The proposed solution shall provide cameras with fjleaselseREttachiEd
! ?r:me rate of 30 frarmes per second M Yes Standard dataseeviloutheilame
23 (a’:l,nimum rates for the recommended
cameras,
All carneras designated with
The proposed solution shall provide cameras .| & product code of 4R
824 equipped with built-in 17 (Infrared) ilumination M g Lo slandizd inglude bulltdn infrared
illumination,
The propased solutian shall have the capabiilty to
record in high deflnltion but stream at a lower P Yes Standard
82.5 [ resclution or bit rate
In additlon, PTZ actions as a
! result of an analtylc event
inctude: Go to Preset - The
selected PTZ camera moves
to the selected preset
position when the event
occurs.
Go to Home Preset - The
selected PTZ camera moves
PTZ cameras have the capability to return to to the home pasition when
82.6 | "home" pesition if no operation bs made within a P Yes Standard | the event occurs.

specified perlod of time

Run a Pattern The selected
PTL camera runs 3 selected
paittern when the event
OCcurs.

Set Auxillary - The selected
PTZ camera starts the
selected auxitiary command
when the event oceurs.
Clear Auxillary - The
selected PTZ camera ends
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the selected auxillary
command when the event
occurs.

..... T g
i 5

capability to remotely reboot the system without
physical intervention

“Vided ¢ Storap chﬂr.manu v 3 : VAL s
The proposed solution shall be des!aned\bulh asan
B1.1 | open architected one with scalability (so that Yes Standard camesdstandivMSrase
. ONVIF conformant.
various makes\models of cameras can be utllized)
The proposed solution shall provide enough
storage for 3 minimum of 7 days of high definition
recordings at 720p or 1080p, with 15-30 frames
per second, as well as room for expansion without
dawntime (for each network video server\NVR| {if :L't:’s:::::f:::::d
B3.2 | network video server\NVR Is physical, it's Yes Standard .
) recommended video
configured with a RAID config that's capable of storage solution
adding additional storage to the array; If the '
network video server\NVR Is virtua), it must be
capable of adding additional storage without -
downtime}
: Please see attached
The proposed solution shall provide a redundant datasheets for the
833 | torage solution (Le. RAID 1, RAID S, RAID 6] Yes | Standard | o ommended video
storage solution.
The proposed solution shall utilize S50 {Solid State
B83.4 | Drive) technology {for each network video NVRs use $SD technology
server\NVR}
The proposed sofution shall incorporate a backup :: ;Ld:;::‘zl::e::;m
83.5 | solution capable of madilying the retenilon period Yes Standard through software with
{that Inctudes afl network video servers\NVRs) administrator rights.
Please see attached
The proposed solutlon shall be built on Windows datatheets for the
B35 | cerver 2019 or Red Mat Enterprise Linux 8 (REHL 8) ves [ Standard o emmended video
storage solution.
The praposed solution shall have the capabllity to Cameras <an be remotely
rebooted In the camera
83.7 support remote adminlstratton and have the Yes Standard | settings within the client

software. You can remotely
reboot the Al NVR from
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Server Management within
the client software.
Cameras and VMS are
83.8 | The proposed solution shall be ONVLF Conforrl'ltant Yes Standard ONVIF conformant.
Video Mihagimient'Software:(Vhs) ~ - iiir e U UT AT e T
The proposed sofution shall be an open architected Cameras and VMS are
B84.1 | sotution and myst be able to Incorporate varipus Yes Standard
ONVIF conformant.
makes\models\lypes of cameras
The proposed solution must be able to Incorporate These cameras will be
. Incorporated Into the vMS
84.2 | the following Axis cameras into the solution: Yes Standard through their respective
Model P3225AVMK 1 & P3717-PLE cameras
ONWVIF profiles.
The praposed selution musit be able to Incorporate ;::;;B;::::; ‘l::::?he VMS
84.3 { the lcllowing Bosch camera into the solution: Yes Standard through its r ve
Maodel FLEXIDOME IP Micro 30001 - 3t
ONVIF profile.
- The VMS can be accessed
The proposed solution shall be web based with a through a client-based
B4.4 | central repository Lo access video and not require Yes Standard | application, web browser or
dient software Installation on workstations through a IOS or Android
smartphone app
This architecture can be
accommodated. The
recommended architecture
The proposed solution shal! have a central hay on premise storage at
B8 repasitory for the viewing of all video ves Sundard each location which is
avatlabte to any user from
any location with the
_appropriate access rights.
All video or video dips can
be exparted as 3 video dip.
The proposed solution shall support the capability Any video that has been
B4.6 | to save avideo clip longer than ? days [toan Yes Standard | "bookmarked” by a user
archive location) <an be saved for longer
than the 7-day
requirement.
The proposed solution shall have the capabllity to
84.7 | auto delete\overwrite recordings after Yes Standard :):::::::rocordlng Isifulty
configuced/desired time frame
The proposed solution shall support integration
84.8 wi!hpMIzrosoﬁ Active Dlrmur: and\or :fb::rosuh Yes Standarg | Active Directory is fully
supported
Alure
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The proposed solution shall utilize a Role-Based

64 9 Access Control {(RBAC) security model, sllowing Ves Standard Role-based access :oﬁ:rol is
" | segmented and configurable access based VMS fulty supported
role including the creation of custom RAAC roles
The proposed solution thall have an Audit
capabliity for Live and Stored video so Admins can
B:)'l view the "who & when® 3 video was accessed; this Yes Standard :: “dr:::pon & fully
Audlt capable shall be avatlable for 2 minimum of Age
30 days
This is accompilshed
The proposed solution shall have the capabllity to
. Y th h
641 restrict access 10 video clips as well as archives e Standard (ot gh cole=5N NI STELS
1 cantrol.
tion shatll .
The proposed solution have the capabllity to This Is accomplished
B4.1 | allow the operator {non-Administrators] 10 create
Yes Standard | through role-based access
2 Camera groups, Name camera groups and create control
recording schedules '
Muitiple advanced search
The proposed solution shall have the capabllity to criteria (dateftime, camera,
B4.1 | search and playback recorded vided using multiple Yes Standard plxel motion, Appearance,
3 advanced search criteria Including camera Unusual Motion, Unusu3t
groupl(s), date\time Actlvity, e1c.) is fully
’ ) supported
B4.1 | The proposed solution shall have the capability to
< B Y St3
4 take snapshots of {lve video and playback video e ndady] jges
84.1 | The proposed solution shall have the capability to Yes Standard | yes
5 manually start and stop recording
84.1 | The proposed soluticn shall Pave the capability to Yes Standard | yes
6 room (enlarge} or shrink an image
The propased solution shail have the capability to
B4.1 | send out System Health Alerts via email and\or
Yes Standard
7 text messages that [dentlfy potential issues with ndars | ves
hardware\software
The proposed solution musi be capable of
B4.1 | exporting video and\or a video ¢lipout 10 3
i Yet L] d
8 standard, non-proprielary format (l.e. MP4, MOV, sEnderg) | es
WMV, FLV, AVI, AVCHD, WebM, MKV, etc.)
84.1 | The propased solution must be capable to play ¥
9 back video without third-party software or pluging € Stancaed | yes
All AINVR systems have an
The proposed sclution shatl ensure that software encrypted OS drive and all
B4.2 updates and patches are valldated fos integrity flemware updates are
0‘ using 8 secure hash or checksum to ensure only Yes standard | signed and encrypted by
authentic software can be downloaded to the manufacturer before

device

distribution to ensure
system Integrity.
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This Is b standard feature.
in addition, users can
84.2 | The proposed solution shall support multiple users Yes Standard “collaborate” and share
1 accessing the same live video simuftaneously video and each other's ACC
screens in real time with
) other users on the network.
The proposed solution shall have the capabllity to You can remotely reboot |
B4.2 | support remote administration and have the Yes Standard the Al NVR from Server
2 capability to remotely reboot the system without Management within the
physical Intervention cilent software.
Adminlstrators can limit the
The proposed solution shall have the capability to ves Standard users access based on
B4.2 | disconnect users lor inactivity Inactivity in the User
3 Connectlons tab.
Playback and export
84.2 | The proposed solution shail have the capability to resolutlmjl settings canbe
4 control the playback resolution (i.e. 350p vs 720p) Yes Standard) | adiustedinuhgicomers
settings tab and export tab
per camera,
B:'J The proposed so!utipn shall be ON\_M- Conformant Yes Standard g:;e;:::::‘:‘::'e
"GENERAL SPEGFICATIONS. © .. .05 ' nt 0. ey A L B RS
‘ Multi-stream H.264, Multi-
Auility 10 sccess data using open standards access ;::;:o:.?rsﬁ l:lggon ABES:
Al.l | protocol (please specify supported versions in the Yes Standard multicast, RTP/RTSP/TCP,
enmaerIsifielc); RTP/RTSP/MYTP/TCP,
RTP/RYSP/HTTRS/TCP HTTP
Data Is avallable In commonly used format over
which no entity has exclusive control, with the
21.2 | exception of National of Inlernational standaeds. Yes Standard
Data is not subject to any copyright, patent,
trademark or other trade secret regulation.
web-based compatible and in conformance with
A1.3 ! the following WIC standards: HTMLS, C5$ 2.1, XML Yes Standard
1.1
APPLICATION SECURITY =, _ * .+ . 7~ > o - B i
If your organization doesn't
use Active Directory, you
Verify the Identity or authenticate all of the system can create a standalone
221 dlgnl appiications before alkl)wirg use of the Yes Standard system and add Windows
system o prevent access Lo inapproprlate ot users to groups on the
confidential data or services. management server
instead, Groups give you
some of the same
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advantages as Windows
users with AD, suth as
enfarcing a password
policy.

A2.2

Verlfty the identity and authenticate all of the
system’s human users before allowing them ta use
its capabilities Lo prevent access to Inappropriate
or confidential data or services.

Yes

Standard

A dedicated ACC user
account authenticated by »
combination of usermame
and password, using a
password policy ls set up
for every system user. Basic
users connect to the sysiem
using a secure socket layer
(S5L) with current Transport
Layer Securlty (TLS)
protocol session for login,
encrypting the traffic

. contents, and username

and password.

A2.3

Enforce unique user names.

Yes

Standard

Active Directory can be
used to enforce unigue user
names. This user account is
specific to a machine or 2
domain, and it's
authenticated based on the
windows login. Windows
users connecting 10 the
system can use Microsoft
windows
Challenge/Response
(NTML) for login, Kerberos,
ar other S5P options from
Microsoft,

Enforce complex passwords lor Administiatar
Accounts In accordance with DaiT's statewide User
Account and Password Policy.

Yes

Standard

Complex password
enforcement can be
established in AD or within
the Groups settings by
maoving the Min Password
Strength slider 1o define
how strong each user's
password must be,

AdS

Enforce the use of complex passwords for general
ysars using capital letters, numbers and special
characters in accordance with DoIT's statewide
User Account and Password Polley.

Yes

Standard

Within the Groups settings,
by moving the Min
Password Strength slider
can be set to Strong. Strong
passwords include 16 or
more alpha-numerlc
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characters, using a mix of
upper and lower cases,
numerals, and speclal
characters.

Enaypt passwords in transmission and at rest

AINVR devices sre
protected with an
encrypled password. In
order to access a drive's
contents, the password
must first be cracked.
Additionally, it'is

AZG within the database. L oIy recommended that users
configure the network to
aflow client computers t0
establish secure HTTPS
sessions or VPN tunnels
between cllent devices and
the AINVR servers.

"Establish ability to explre passwords after 3
A2.7 | defnite period of time In accordance with DoIT's Yes Standard
statewide User Account and Password Polky.
Provide the ability to limit the number of people
A28 that lcanlgnnt or change authorlaatlons, X Sandard
. Administrators can limit the
Establish abifity to enforce session timeocuts during users access based on

A9 periods of inacthvity. vel stapdard inactivity In the User
Connections tab.
Authentication credentials

A2.1 | The application shall not store authentication J Ve STrasd are securety stored and

0 credentials or sensitive data in lts code. encrypted in the AINVR
servers database node.
Site Log feature tracks
system usage and
diagnoses issues by viewing
a3 list of events that

A2.1 | tog all attempied sccesses that fall identification, Yes Standard m::i::::a;s:

authentication and authorization requirements.

attempts to login, System
events are kept as long as
video data Is aviilable or
for 90 days, whichever Is

longer.
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The appiication shall log all activities 10 a central

Please see 3 complete

A2.1 | server to prevent parties to application
2 | transactlons from denying that they have taken Yas Standarg | description of Site Log
events
place.
All
3 All logs must be kept for 30 days Yes Standard
A3 The spplication must allow 2 human user to
’ explicitly terminate a session. No remnants of the Yes Standacd
4
prior sesslon should then remain.
A2.1 | Do not use Software and System Services for .
S anything other than they sre designed for. e standard
Can be achleved by
configuring the network to
allow client computers to
establish secure HTTPS
sesslans or VPN tunnels
between client devites and
the AINVR servers by
generating CA-signed
A2.1 | The application Data shall be peotected from :mm“"' HilEsused
6 unauthorized use when at rest. Yes Standaed | for 2ll control and configure
traflic. Authentication data
from Server to Cllent and
Camera to Server Is
encrypred using T151.2
protocol, with TLS1.1 and
1.0 a3 a faliback.
Authentication data from
Camera to Server is
encrypted.
A2l The application shall keep any sensitive Data or .
.,,‘ communications prvate from unauthorized Yes Standard
Individuals and programs. '
A21 Subsequent application enhancements of upgrades
8' shall not remove or degrade security Yes Standard
requirements.
Can be estabiished and
enforced by using Active
A2.1 | Utibze change management documentation and Yes Standard Directory synchronization
9 procedures., for user names and

passwords within the
system.
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e 2' 3 Web Services : The service provider shall use Web

network accounts within an organization.

0 services exclusively Lo interface with the State’s M Yes Standard
data In near real time when possible,
LR ekt RN ATRCTINGIREQUIREMENTS: L, SRET LT T A et T T g
APPUCATIGN SECURITY TESTING: *f _~.=0 =0y 7w T i ad Wy Ty e et T L
The Vendor shall be responsible for providing
documentation of security testing, as appropriate.
Tests shall focus an the technlaal, administrative
T1.1 | and physical security controls that have been M Yes Standard
designed into the System architecture In order to
provide the necessary confidentlality, integrity and
avallability.
All source code is both
design and code reviewed
Provide evidence that supports the fact that for all aspects of software
Identification and Authentication testing has been engineering. especially
recently accomplished; supports obtalning security. In addition, we
.2 informatlon about those partles attempting to log M ES Siapdand currently use the following
onto a system or application for securily purposes tools to scan and test for
and the validation of users. security an vulnerabilities:
1) Tenable Nessus
2) Black Duck
Test for Access Conirol; supports the management o L “m.ed '?d
T1.3 | of permissions for Ioui.ng onto 3 computer or M Yes Standard ean Dejusediinicanjurcion
’ with LDA? for added
network. security and convenlence.
Test lor encryplion: supports the encoding of data
T1.4 | for security purposes, and for the abllity 1o access ? Yes Standard
the data in 3 decrypted format lrom required tools.
Test the Intsusion Detection; supports the
T1.5 | detection of Illegal entrance Into 3 computer M Yes Standard
system, i
Test the verification feature; supports the
T1.6 | confirmation.of autharity ta enter a3 computer M Yes Standard
system, application or network.
Test the User Management feature; supports the
T1.7 | administration of computer, application and M Yes Standard
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g

Test Role/Privilege Management (RBAC); supports
the granting of abilitles to users or groups of users
of a computer, application or network,

Yes

Standard

T1.9

Test Audit Trall Capture and Analysis; supports the
identification and monitoring of activities within an
application or system,

Yes

Standard

YL}

For web applications, ensure the application has
been tested and hardened to prevent critical
application securlly laws. (At a minimum, the
application shell be tested against all flaws
outlined in the Open Web Application Securlty
Project {(OWASP) Top Ten

{http:/fwww . owasp.org/index.php/OWASP_Top T
en_Project).

Yes

Standard

TL1

Provide the State with validation of 3rd party
security reviews performed on the application and
system environment. The review may Indude a
combination of vulnerabliity scanning, penetration
testing, static analysls of the source code, and
expert code review  (please specify proposed
methodology in the comments field},

Yes

Standard

1.1

Prior to the System being moved Into production,
the vendor shall provide results of all security
testing to the Department of Information
Technology {or review and scceptance.

Yes

Standard

| STANDARDTESTING *me "% * o % hoowiey W

T2l

The Vendor must test the software and the system
using an Industry standard and State approved
testing methodology.

yes

T2.2

" The vendor must perform application stress

testing and tuning.

™M

yes

T2.3

The vendor must define and test disaster recovery

M

yes

L

“uy

procedures.

e _—

St XyT Ol P

A

ST m e D e e UL sUDPORT & MAINTENANCE,

UIREMENTS

RS

SUPPORT &.MAINTENANCE REQUIREMENTS. . =

e, T % tTe
% P

]

$1.1

The Vendor's System support and maintenance
shall commence upon the Efective Date and
extend through the end of the Contract term, and
any extensions thereof.

yes

standard
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51.2

Matntaln the hardware ang Software in accordance
with the Specifications, terms, 3nd requirements of
the Contract, Including providing, upgrades and
fixes as required.

yes

standard

51.3

Repalr Software, or any portion thereof, so that
the System operates in accordance with the
Specifications, terms, and requirements of the
Contract,

yes

standard

514

The State shali have unlimited access, via phone or
Email, to the Vendor technical support staft
between the hours of B:00am ta 5:00pm- Monday
through Friday EST.

yes

standard

515

The Vendor respanse time for support shall
conform to the specific deficiency dass as
described below:

#. Severity Level 1 is defined as an urgent issue,
when any part, parilon, or module of the System is
down and the State ks vnable to use the syslen).

b. Severity Level 2 Is defined 8s a critical lssue
associated with System component(s) that Incur
significant outages and/or Rllure which preciudes
lis successhul operation. The System may be
operational, but Is severely restricted (for example,
credentizls cannot be opened).

¢. Severity Level 3 is defined as a minor issue that
exists with the System, but the majority of the
functions are stiit usable and some drcumvention
may be required to provide supported services.

d. Severlty Level 4 is defined as a very minor issue
of question that does not affect Sysiem functlon
{Tor example, ihe text of 2 message Is worded

poorty or misspelled).

e. Unusval Clrcumstances is any issue that may
possibly endanger technical environment of the
proposed Salution that requires Immediate
remedial action from the Vendor technical support
staH with immediate notification to the State.

yes

standaed
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As part of the Software maintenance agreement,
ongoing software maintenance and support issues,
shall be responded to according to the following:

a. Severity Level 1 - Upon notification of a severity
level 1 problem, the Vendor shall make every
attempt to respond as soon as possible with the
expectation that the response be within two (2)
hours. The Yendor shall resolve Severity Level 1
problems within four {4) hours untess the Vendor
has notified the State of the reason for the delay
and the State approves the delay.

b. Severity Level 2 - Upon notification of a severity
levei 2 problem, the Vendor shall make every
attempt to respond as soon as possible with the
expectation that the response be within four {4)
hours. the Vandor shali resolve Severity Leve! 2
problems within elght (B) hours unless the Vendor
has notified the State of the reason for the delay
and the State approves the delay.

516

c. Severity Level 3 - the Vendor shall resolve
Severity Level 3 problems as quickly as possible
which, on average, should not exceed thirty
business days. 4 = .

d. Severity Level 4 - The Vendor will shall work with
the State to determine the appropriate turn-
around time for Severity Leved 4 problems.

The Vendaor shall make availalle to the State the
latest program updates, general maintenance )
51.7 | releases, selected funclionality releases, patches, M yes standard
and Documentation that are generally offered (o
its customers, 21 no sdditional cost.

For all maintenance Services calls, The Vendor shall
ensure the following Infarmation will be collected
and maintained: 1) nature of the Deficlency; 2}
current status of the Deficlency; 3) action plans,
dates, and times; 4) expected and actual
completion time; 5) Deficiency resolution
information, 6) Resolved by, 7) identifying number
Le. work order number, 8) Issue identified by;

M yes standard
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51.9

The Vendor musl work with the State to identify
and troubleshoot potentially large-scale System
tatlures or Deficiencies by collecting the following
information: 1) mean time between reported
Deficiencies with the Software; 2) diagnosls of the
root cause of the problem; and 3 Identification of
repeat calls or repeat Software problems.

yes

standard

51.1

The Vendor shall use a change management pollcy
for notlfication and tracking of change requests as
well as critical outages.

yes

standard

$i.1

A citical outage will be designated when a
business funclion cannot be met by 2
nonperforming application and there is no work
around to the problem.

yes

standard

$1.1

The Vendor shall maintain 3 record of the activities
related to repair or malntenance activities
performed for the State and shall report quarterly
on the following: All change requests
implemented; All critical outages reported
Induding actusl sue and resclution; Number of
deficlencies reported by class with Initial response
time as well as time to close.

yes

standard

5i.1

A regularly scheduled maintenance window shall
be identified (such as weekly, monthly, or
quarterly} at which time all retevant server paiches
and application upgrades shall be applied.

yes

standard

st

The Vendor shall give two-business days prior
notification to the State Project Manager of sl}
changes/updates and provide the State with
tralning due to the upgrades and changes.

yes

standard

51.1
5

The State shail provide the Vendor with 2 personal
secure FTP site 10 be used by the State-for
uploading and downioading files if appiicable.

yes

standard

SERVICELEVEUAGREEMENT . " -s ©, = oli .

how oA u
e 4y

H4.1

The vendor’'s System support and maintenance
shall commence upon the Effective Date and
extend through the end of the Contract term, and
any extensions thereof.

yes

standard
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H4.2 | The vendor sha!l maintain the hardware and
Software in accordance with the spedfications,
terms, and requirements of the Contract, Including
groviding, upgrades and fixes as required.

M yes standard

H4.3 | The vendor shall repair or replace any or all of the
hardware or software, or any porlion thereof, so
that the System operates in accordance with the M ves standard
Specifications, terms, and requirements of the :
Contract

H4.4 | an hardware and software components of the
Vendor hosting Infrastructure shafl be fully
supported by thelr respective manufactyrers at all
times. All critical patches for operating systems, M yes standard
databases, web services, etc., shail be applied
within sixty {60) days of release by their respective
manufacturers. '

H4.S
The State shall have unlimited access, via phone or

Email, 1o the vendor technical support staff
between the hours of 8:00am (o 5:00pm- Monday
through Friday EST.

2] yes standard

H4.6 )
The hosting server for the State shall be availabte

twenty-four {24) hours a day, T days 2 week excepl

M
for during scheduled maintenance. i Randad

H4.7
A regularly scheduled maintenance window shall

be identified {such as weekly, monthly, or .
quarterly) at which time alt relevant server patches
and apptication upgrades shal! be applled.

M yes standard

H4.8 | If The Vendor Is unable to meet the uptime
requirement, The Vendor shall credit State’s
account in an amount based upon the following
formula: (Total Contract tém Price/3E6S) x Number
of Days Contract ttem Not Provided. The State
must request this credit in writing.

. M yes standard

H4.9 | The Vendor shall use 3 change management policy
lor notification and tracking of change requests as L yes standard
well as critical outages.

~H4.1 | A critical outage will be designated when a

0 | business function cannot be met by a
nonperforming applicalion and there is no work
around 10 the problem.

M yes standard
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H4l

as time to close.

The Vendor shafl maintain a record of the activities
1 | related 1o repair or malntenance activitles
performed for the State and shall report quarterly
on the fallowing: Server up-time; All change
requests impiemented, including operating sysiem
patches; Al critical outages reported including
actual issue and resofution; Number of deficlencles
reported by class with Inttial response time as well

yes

standard

H4.1

The Vendor will give two-business days prior
notification to the State Project Manager of all
changes/updates and provide the State with
training due to the upgrades and changes.

yes

standard

O A
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.-PROJECT MEMENT

.

T o . ,.. . _--..:

P1.1

Vendor shall participate in an initial kick-off
meeting 1o inltiate the Project.

M

standard

P12 the RFP,

vendor shall provide Project Staff as specified In

yes

standard

P13

weeks.

vendor shall submit 2 finalized Work Plan within
ten (10) days after Contract award and approval by
Governor and Councll, The Work Plan shall include,
without limitation, 8 detalled description of the
Schedule, tasks, Oeliverables, milestones/critical
events, 1ask dependendes, and payment Schedule.
The plan shall be updated no less than every two

yes

standard

P14

vendor shall provide detziled N-weekl} status
reports on the progress of the Project, which will
include expenses Incurred year to date.

yes

standard

P1.5

All user, technical, and System Documentation as
well 3s Project Schedules, Plans, Status Reports,
and Corvespondence must be maintained as
project documentation.

yes

standard
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State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlzn, Secretary of Staic of the Stote of New Hampshise. do hereby certify that ENE SECURITY LLC is 8 New
Hempshire Limitcd Liability Company regisiered 1o transact business in New Hampshire on February 11, 2022, 1 funther centify
what all fces and documents required by the Secrelary of State’s office have been received nnd is in good standing as far as this

oftice is concerned.

Busincss ID: 893177
Cenificate Number: $005777490

N TESTIMONY WHEREOF.

{ hereto set my hand and cause Lo be afTixed
the Scel of the Statc of New Hampshire,
this | §th day of May A.D. 2022.

David M. Scenlan

Sccrctery of Siate




CERTIFICATE OF AUTHORITY

I, __R Lindgay Drisko __, hereby certify thal | am the sole member of the board of
directors of __ ENESequmity [IC

1 certify that ] am authorized tobind thecompany, and that no vote of the board of directors

was necessary to grant me said authority.

1hereby furthercertify and acknowledgethatthe State of New Hampshire will rely on

this certification as evidence that [ have fullauthority tobind the company.

Signed .I' ; 4 AEZ

Date: May 16, 2022

State of Massachusetts, County of Massachusetts

On this the _16th __ day of _ May, 2022 before me _Debra J. Laythe

the undersigned ufficer, personally appeared R. Lin igk  known to me
(orsatisfactorily proven) to be the person whosename is subscribed to the within instrument
and acknowledged that he/she executed the same for the-purpases thercin contained. In witness
whereof, ] hereunto set my hand and nftical seal.

s Sl

“OEBRA J. LAYTHE
NMI!}! Pudilo
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AcCORrRD’ CERTIFICATE OF LIABILITY INSURANCE °‘ '

162022

THIS CERTIFICATE 1S 1SSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. TMIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: Hf the centificate holder is sn ADDITIONAL INSURED, the policy{lea) must have ADDITICNAL INSURED provisions er be sndoraed,
It SUBROGATION I3 WAIVED, subject 1o the terms and condltions of the policy, certaln policles may require sn endorsement. A stolement on
{his certificsle doss not confer ghis Lo the certificate holder in lisu of such endorement(s).

PROCUC IR mn
sna migT:hLm = MRSt _'éf“.':fom $08-746-3311 |k g 877-818-2136
Kingston MA 02364 420y marogecsgray.com
| MNIURERIE] AFFORDONG COVERADR - AKX S
pIyRER 4 ; Zurich Amerncan insuranca Company of Dinoly . 27855
Eﬁ?ﬂs«wﬁw we PETRIY] mavesn g 2uich American tnsurance Company 18535
155 River Road, Suile 12 | wsyman ¢ : The Cincinnatl insurance Company 10677
Bow NH 03304 BOURER D ;
| BOURIN;
auminr;
COVERAGES CERTIFICATE NUMBER: 807822054 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF WSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR COMDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUEC OR MAY PERTAWN, THE INSURANCE AFFORDED BY THE POUICIES DESCRIBED HEREWN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAWMS,

131
(i TYPE OF MIVRANCE N wvg POLICY sUmS ER m Ll
& | X | COMMERCIAL GEXERAL LIARAITY GLO#SOB451.05 WM ¥NW023 | BACH OCCURRENCE $ 1,000,000
] E [ DXEAZE TO RERTED + 309,000
- MED EXP [Any ang pereen) 1 10,000
= PERIONAL & ADV WIURY | 1 1,000,000
| GEWY AGGRECATE LT APPLIES PER; | GEMERAL AGGREGATH 12,000,000
[roer (X188 [XJ1oc PROGUCTS - COMPIOP AGG | § 2.000.000
OTMER, U
[T T )
1 | AVIOMORILE LiasaTY BAPS0G452-05 vizenr | winen | B 3 1,000,000
X | aser auro BODE Y BUURY (Rw porann) | §
[~| owmeo SCHEDWLED
| ros ey s BODILY DUIURY (Per acchient)| 1
X | 'SRED NON-OWNED TGP ATV Dkt 3
| | AUTOS DMLY AUTO3 OMLY | (o gcciegnn)
)

c L VMBRELLA LiAR L OCCUR EXS 0408412 weon VLY | EACH OCCURRENCE $ 10,000,000
EXCEaS LiAR CLAMS-MADE AGGAECATE 3 10,000.000
=, i°] l I RETENTION ] T J T ]

8 |WORXERS COMPENIATION 20845505 1 - w13 X

AND EMPLOYERS LABRITY i Wes yaeg ¥ {yranre | 128

ANYPROPRIETORPAR TNER/ENE CUTIVE E.L. EACH ACCIOENT 1 1,000,000

OPFICERAELEER EXCLLUOE0T NiA

[ nhavead ntery b M) 6L, DISEASE - €A EmM.OYEE] 4 1,000,000

OESERP Trom OF DPERATIONS betow £.L OVSEASE - POUICY LT | 31,000,000
ORACHPTICH OF OPERATIONS | LOCATIONRS | vERICLES (ACORD 181, Anaki Aowmadr i H My LI T T ) ]

workars Comp A, Stales: AZ, CT, MA, ME, NC, NH, NY, RI VT

CERTIFICATE HOLDER CANCELLATION

BHOULD ANY OF THE ABOVE DZICRIBED POLICIES B CANCELLED BEFORE
. THE EXPMRATION DATE THEREOF, NOTICE WL BE DELIVERED N
State of New Hampshire ACCORDANCE WITH THE POLICY PROVISIONS,

Depanmen! of Safety Commissioner

Oepariment! of Safety

33 Hazen Drive . DAEFRLIENTATIVE
Concocord NH 03301 . %\
L ;

© 190858-2015 ACORO CORPORATION. All rights reserved.
ACORD 28 (2016/0)) The ACORD name and loge are registersd marks of ACORD



