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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Weaver 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext, 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964 www.dhhs.nh.gov
Jain N. Watt ;
Director
April 18, 2025
Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Heaith and Human Services, Division of Public Health
Services, to enter into a Sole Source cooperative project agreement with University of New
Hampshire (VC#246404), Durham, NH, in the amount of $9,500 for the provision of a UNH Fellow
to work on projects with the Department's Infectious Disease Section, effective upon Governor
and Council approval through August 22, 2025. 100% Federal Funds.

Funds are available in the following accounts for State Fiscal Year 2025, and are
anticipated to be available in State Fiscal Year 2026, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified.
05-95-90-902510-5170 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: PUBLIC HEALTH DIV, BUREAU OF INFECTIOUS DISEASE CONTROL, DISEASE
CONTROL

State Class / :
Fiscal Year Account Class Title Job Number Total Amount
2025 074-500589 Grants for.Pub Asst 90021008 $5,000
Relief
2026 074-500589 Grants for‘Pub Asst 90021008 $4,500
Relief
Total $9,500
TR
EXPLANATION

This request is Sole Source because UNH (the Contractor) coordinates this specific
fellowship program to recruit student fellows and find host organization fellowship projects to
match the student's area of interest and expertise. The Contractor and the Department will
collaborate to support the fellow's activities with Viral Hepatitis surveillance. Additionally, this
request involves a short project period of less than four months to-complete the work, and the
funding is available only through August 22, 2025. This request is being presented to the Governor
and Executive Council, because the Department has a cumulative total of over $10,000 in
contracts with the Contractor within this State Fiscal Year, in accordance with MOP 150.



Her Excellency, Governor Kelly A, Ayotte
and the Honorable Council
Page Z of 2
~

This cooperative project agreement will allow the Department to host a student fellow to
conduct a gap analysis for Viral Hepatitis surveiliance activities and prepare a data improvement
plan for Department use. The Department will use the information gathered to improve the Viral
Hepatitis Surveillance Program through the use of high-quality data toward viral hepatitis
prevention efimination goals and improvement in the health of New Hampshire resudents

The Department will monitor services by:

. ‘Review. gap analysis and data improvement pian-progress, on a weekly basis
thr't_:_ugh individual meetings between the student fellow and the mentor. '

* Maintain communication between the student fellow, the mentor, and the University
of New Hampshire Sustainability Fellowship Education Manager on a weekly basis.

- Shoutd the Governor and Council not authorize this request, the Department will not be
. . able.to gather and analyze data to improve heatth recommendatuons and outcomes related to the
- Viral Hepatitis Survenltance Program.

" Area served Statewide. -
'* Source of Federal Funds: Ass:stanoe Lrstlng Number #93.270, FAIN # NU51P80051 73.

Respectfully submitted,
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Docusign Envelope ID; 66E41263-8571-4375-BA41-85517AD76ABC

COOPERATIVE PROJECT AGREEMENT
between the
STATE OF NEW HAMPSHIRE DEPARTMENT OF
HEALTH AND HUMAN SERVICES
and the
University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

A. This Cooperative Project Agreement (hereinafter “Project Agreement”™) is entered into by the State of -
New Hampshire, Departmeént of Public Health Services, (hereinafter "State"), and the University System
of New Hampshire, acting through -University of New Hampshire, (hereinafter "Campus"), for the
purposc of undertaking a project of mutual interest. This Cooperative Project shall be carried out under
the terms and conditions of the Master Agrecement for Cooperative Projects between the State of New
Hampshire and the University System of New Hampshire dated November 13, 2002, except as may be
modified herein.

B. ThisProject Agreement and all obligations of the partics hereunder shall become effective on the date
the Governor and Executive Council of the State of New Hampshire approve this Project Agreement
(“Effective date™) and shall end on August 22, 2025. If the provision of services by Campus precedes
the Effective date, all services performed by Campus shall be performed at the sole risk of Campus and -
in the event that this Project Agreement does not become effective, State shall be under no obligation
to pay Campus for costs incurred or services performed; however, if this Project Agreement becomes
effective, all costs incurred prior to the Effective date that would otherwise be allowable shall be paid

"under the terms of this Project Agreement,

C. The work to be performed-under the terms of this Project Agreement is described in the proposal -
' identified-below and attached to this document as Exhibit A; the content of which is mcorporated herein
_as a part of this Project Agreemeént.

Pchct Title: UNH Sustamablllty Fellow Hosted by DHHS Infectious Disease Survelllance

7 * _D Thc Followmg Indmduals aré designated as Project Admmlstrators These Pl‘OjeCl Administrators shall
1 Tbe responsible for the business aspects of this Project Agreement and all invoices, payments, project

SR amendments and related corrcsPondcncc shall be directed to the individuals so designated.
g ; { e .'- 4 State Prolect Admmlstrator e g * ' Campus Project Administrator
"7 " :“:Name Colleen Smlth - ' =N Name:. “Gretchen Swain . :
o R Addrcss. New Hampshire Division of Public Address: University of New Hampshire
" Health Services, Department of Health and Human Sponsored Programs Administration
Services i 51 College Rd. Rm 116
-.29 Hazen Drive 7% 3 . .~ Durham, NH 03824
Concord NH 03301 . '
Phone; 603-271-4858 - Phone: 603-862 4865

E. The Followmg Individuals are designated as Project Directors. These Project Directors shall -be
" ’responsible for the technical leadership and conduct of the project. All progress reports, completion
reports and related correspondence shall be dirccted to the individuals so designated.

" -State Project Director : Campus Project Director
Name: lain Watt - Name: Jennifer Ray
Address: New Hampshire Division of Public Address: The Sustainability Institute
Health Services, Department of Health and Human 107 Nesmith Hall, 131 Main Street
Services Durham, NH03824-3547
29 Hazen Drive
"+ Concord, NH 0330] -
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Phone; 603-545-8034 Phone: 603-862-8564
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Docusign Envelope ID: 66E41263-8571-4375-BA41-85517AD76A6C

F. Total Statc funds in the amount of $9,500, have been allotted and are available for payment of allowable
costs incurred under this Project Agreement. State will not reimburse Campus for costs exceeding the
amount specified in this paragraph.

Check if applicable
[ Campus will cost-share % of total costs during the term of this Project Agreement.

Federal funds paid to Campus under this Project Agreement arc from Grant/Contract/Cooperative
Agreement No. SS-2026-DPHS-03-SUSTA from NH Integrated VH Surveillance and Prevention
Program under CFDA#93.270. Federal regulations required to be passed through to Campus as
part of this Project Agreement, and in accordance with the Master Agrecment for Cooperative
Projects between the State of New Hampshire and the University System of New Hampshire

- dated November 13, 2002, are attached to this document as Exhibit B, the content of which is
incorporated hercin as a part of this Project Agreement.

G. Check if applicable | ; |
- [I] Article(s) - of the Master Agreement for Cooperative Projects between the State of New

Hampshlre and the University System of New Hampshire dated November 13, 2002 is/are hereby
amcnded to read:

; ~H. {X] State has chosen not to take possession of equipment purchased under this Project Agreement.
. d State has chosen to take possession of equipment purchased under this Project Agreement and will
issue instructions for the disposition of such equipment within 90 days of the Project Agreement’s end-
date.. ‘Any expenses incurred by Campus in carrying out State’s requested disposition will be fillly .
relmbursed by State. ; _ : v s

Y eyt ThlS Pro_lect Ag,reement and thc Master Agreement constitute the entire agreement between State and ;
Sl Campus regardmg “this- Cooperalwe Project; and superscde and replace- any "previously existing w
T ‘.arrangcments -oral:or written; all changcs herein must bc made.by written amendment and executed for the '
. 'parnes by thelr authonzcd officials. _
L IN WITNESS WHEREOF the University System of Ncw Hampshlre acting - through the University
_' . 4 of New Hampshlre and the Statc of New Hampshlre NH DHHS have exccutcd this Project Agreement.

By An Authorized Ofﬁual of: 2 . By An Authorized Ofﬁcml of:
. University of New Hampshlre Department of Health and Human Services
:Name: Dianne Hall . ~ Name: lain Watt
'~ Title: Manager. Sponsored Programs Administration Title: Division Director e
% DocuSig 2 i ate: DocuSigned by: )ate:' o . ¥
[lm H'aU, - 4/2/2025 Tain nb 4/18/2025 k
JlDBZMF?AOF"S . D77BBBEIFPT0ACY .
By An Authorized Ofﬁcml of: thc New By An Authorized Official of: the New
Hampshigc Office of the Attorney General ' Hampshire Governor & Executive Council
. Robyn Gua rino : |
~ Name: Name:
“Title-  ATTOFNRY ! Title: ]
DocuSigned by: .
4. ; _ Signature and Date:
, ' oht.j/l_, VLo 4/18/2025 .
74873454494 1480_.
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Docusign Envelope |D: 66E41263-8571-4375-BA41-85517ADT6AEC

EXHIBITS

A. Project Title: UNH Sustainability Fellow Hosted by DHHS Infectious Disease Surveillance

(8S-2026-DPHS-03-SUSTA-01)

B. Project Period: Effective upon Governor and Council through August 22, 2025.
4
C. Objectives: See Exhibit A-1, Scope of Services
D. Scope of Work: Sec Exhibit A-1, Scope of Services )
E. Deliverables Schedule: Sce Exhibit A-1 Scope of Services
S - . -
F. Budget and Invoicing Instructions: See Exhibit B Item F-2 Payment Terms and Exhibit C Item F-]
Budget. i A :
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Docusign Envelope [D: 66E41263-8571-4375-BA41-85517AD76A6C

This Project Agreement is funded under a Grant/Contract/Cooperative Agreement to State from the Federal
sponsor specified in Project Agreement article F. All applicable requirements, regulations, provisions, terms
and conditions of this Federal Grant/Contract/Cooperative Agreement arc hereby adopted in full force and
effect to the relationship between State and Campus, except that wherever such requirements, regulations,
provisions and terms and conditions differ for INSTITUTIONS OF HIGHER EDUCATION, the
appropriate requirements should be substituted (e.g., OMB Circulars A-21 and A-110, rather than OMB
Circulars A-87 and A-102). References to Contractor or Recipient in the Federal language will be taken to
mean Campus; references to the Government or Federal Awarding Agency will be taken to mean
Government/Federal Awarding Agency or State or both, as appropriate.

Special Federal provisions are listed here: X None or

o B T . Page5of3. i o e ‘@
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Docusign Envelope |D: 66E41263-8571-4375-BA41-85517AD76A6C

New Hampshire Department of Health and Human Services
UNH Sustainability Fellow Hosted by DHHS Infectious Disease
Surveillance

EXHIBIT A-1

Scope of Services

1. Statement of Work

1.1.

1.3

1.4

1.5.

H

. e T L8
J_,_',.I\c.' .'Z

~The Contractor must collaborate with the Department's Infectious Disease

Surveillance Section and ensure that the Contractor's Sustainability Fellow
works with Human Immunodeficiency Virus (HIV)/Sexually Transmitted
Disease (STI)/Viral Hepatitis Surveillance Program staff to evaluate to conduct
a gap analysis for the Viral Hepatitis Surveillance activities, summarizing
findings and based on findings, prepares a data improvement plan for

programmatic use.

The Contractor must ensure the Sustainability Fellow combletes 400 hours
during the 12-week Fellowship.

The Contractor must ensure the Sustainability Fellow meets weekly, or’at a
frequency determined by the Department, with their Infectious Disease

: Survelllance mentor to discuss on-site inspections, data collection, and analyze-

data trends and.gaps in Viral Hepatitis Surveillance activities.
The Contractor must complete the followmg Department orientations:
1.4.1. Depanment drientation.
1_.4.2. \[lraI-Hepqtltls program orientation:
: 1.4.“2.&-: ‘Meeting r_elevén_t stakeholders.
1.4.2.2. Introduction to the Departments Viral Hepatitis.
: 1.4.'é.3 ‘Reporting rules. = .~ ' -

.-1.‘4.'2_.‘4 CDC notifiable condmons case definitions, and surveillance

gurdance documentation
1.4.2’5. Surveillance system introduction.
1.4.2.6. R:/ drive orientation and locations.

14.27. Review project goals - and objectlves with Depanment
assigned mentor

The Contractor must conduct a gap analysis on Viral Hepatitis Surveillance
activities and prepare a data improvement plan for the Department, by
" completing the following actlvmes

1.5.1. Analyzing protocol documentation for Viral Hepatitis Surveillance, by
the Department and as compared to data expectations from the CcDC.

1.5.2. [nterviewing Departn‘;ent stakeholdérs, as identified by - the
Department, regarding investigation and vaccination protocols to
-review' process comparisons with su rveillance-worg.

L3
- \

TR m SS-2026 DPHS-03 SUSTA-01 e , _ e Contractor inma|s@'

'Umversﬂy of New Hampshlre i Page1of7 . R Date
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Docusign Envelope I0; 66E41263-8571-4375-BA41-85517AD76AGC

New Hampshire Department of Health and Human Services
UNH Sustainability Feilow Hosted by DHHS Infectlous Disease
Survelllance

EXHIBIT A-1

1.5.3. Reviewing capabilities of surveillance system and relevant R codes.

1.5.4. Reading relevant current and future-state legislature associated with
- viral hepatitis reporting.

1.5.5. Documenting gaps in program structure.

1.6. The Contractor must report on the activities defined in Section 1.5, as
requested by the Department, by:

1.6.1. Reviewing deliverable drafts and preparing for a presentation to the
‘ Department mentor.,

1.6.2. . 'Reviewing deliverable feedback by the Department mentor.

1.6.3. Conducting a mock presentation practice ' with Department mentor.
1.6.4. Finalizing presentation.

1:6.5. * Submitting final; edited deliverables to Department mentor.

1.6. 6:' Presenting final presentation to Department

1.7. The Contractor may be required to provide other key data and metrics to the
Departmient in a format specified by the Department.’

e T .1 Confdent|a| Data

g, . ’ \
W .1.8.1_.- The Contractor must meet  all mformatlon secunty and privacy
" B -;reqmrements as set by the Department and.in accordance with the
.Departments Information Security Requirements Exhibit .as

. .'  ‘referenced below. |

: 1. - 1.';‘8‘;_~2'."-.-_'The Contractor must ensure .any individuals mvolved in dellvermg

- to access, view, store, and discuss Confidential Data in accordance

with federal and state laws and regulations and the Department’s

" Information Security Requirements Exhibit. The Contractor must

: : .ensure said individuals have a justifiable business need to access

e " ¢onfidential data. The Contractor must prowde attestations upon
Department request.

1.9. Department Owned Devices, Systems and Network Uéage R

1.9.1. |f Contractor End Users, defined in the Department's Information
Security Requirements Exhibit that is incorporated into this
* Agreement, are authorized by the Department's Information Security
Office to use a Department issued device (e.g. computer, tablet,
mobile telephone) or access the Department network in the fulfiment
of this Agreement, each End User must:

* 5N ' - services through this Agreement contract sign an attestation agreeing’

S 2026—DPHS 03: susm-m oM ¥ Contractorlnmals@
L]nlverSItyofNewHampshlre o .. - I . -Pagez2of? S ", L. ‘ Dt 4/2/2025

>



Docusign Envelope |1D; 66E41263-8571-4375-BA41-85517TAD76AEC

New Hampshire Department of Health and Human Services
UNH Sustainability Fellow Hosted by DHHS Infectious Disease

Surveillance

EXHIBIT A-1

1.9.11.

1.9.1.2.

1.9.1.3.

1.9.1.4.

1.9.1.8.

1.8.1.9.

h"a Umversny ot New Hampshlre
- Sa LY 1, . cr. ;W .

1915

@ R 1917 .

SN ss 2026-DPHS-03-SUSTA-01

Sign and abide by applicable Department and New
Hampshire Department of Information Technology (NH
DolT) use agreements, policies, standards, procedures
and guidelines, and complete applicable trainings as

" required;

Use the information that they have permission to access
solely for conducting official Department business and
agree that all other-use or access is strictly, forbidden
including, but not limited, to personal or other private and
non-Department use, and that at no time must they
‘access- or attempt to access information without having
the express authority of the Department to do so;

Not access or atterript to access information in a manner
inconsistent with. the -approved policies, procedures,
and/or agreement relating to system entry/access;

. Not copy, share, distribute, sub-license, modify, reverse

engineer, rent, or sell software licensed, developed, or
being evaluated by the Department, and at alltimes must
use utmost care to protect and keep such software strictly

' confidential in accordance with.the license or any other

a-agreement executed by the Department R

_.Only use equment, spftware, or subscription(s)»_
* authorized by the Department's Information Security
© . Office ordesngnee )

e "..r._ I.;_'_: i 1' \ =
P R A K- K - T

Not mstall non- standard soﬂware :on any- Department
-eqmpment unless authorized by the Department’s
information Security Office or designee;

" Agree that email and other.electronic communication

messages created, sent, and received on a Department-
issued email system are the property of the Department

..of New Hampshire and to be used for business purposes

only. Email is defined-as “internal email systems” or

~ “Department-funded email systems.”

Agree that use of email must follow Department and NH
DolT policies, standards, and/or guidelines; and

Agree when utilizing the Department’s email system:

1.9.1.9.1. To only use a Department email address.
assigned = +to them * with a ‘@
. affiliate:DHHS NH.Gov™. - '

: 3 vk S .Co'ptr'adtot Ipitials@
D e s S 2/2025
SPEge3of7 . L w7 . DateL__:_‘.



Docusign Envelope ID; 66E41263-8571-4375-BA41-85517AD76A6C

New Hampshire Department of Health and Human Services
UNH Sustainability Fellow Hosted by DHHS Infectious Disease
Surveillance

EXHIBIT A-1

1.9.1.92. Include in the signature lines information
identifying the End User as a non-Department
workforce member; and

1.9.1.9.3. Ensure the following confidentiality notice is
embedded underneath the signature line:

CONFIDENTIALITY -NOTICE: “This message may
contain information that is privileged and confidential
and is intended only for the use of the individual(s)
to whom itis addressed. If you receive this message
in error, please notify the sender immediately and .
delete this electronic message and any attachments
from your system. Thank you for your cooperation.”

1.9.1.10. Contractor End Users with a Department issued email,
access or potential access to Confidential Data, and/or a
workspace in a Department building/facility, must:

1.9.1.10.1. Complete the Department's Annual
Information Security & Compliance -
Awareness Training-prior to accessing,
_ viewing, - handling,  hearing, .or
G A A M S * transmitting " Department -Data or -
' : g Confidential Data. '
1.9.4.10.2. ~  Sign the Department’s Business Use
. : S : o, and Confidentiality Agreement and
Tah o S S o Asset Use Agreement; and -the NH.
e SN ' ' DolT. Department wide Computer Use- "
Agreement upon execution of the
Agreement and annually thereafter.

1.9.1.10.3. Only access the Department's intranet -
' to view the'Department’s Policies and:
Procedures and Information Security
webpages.

1.9.1.11. Contractor agrees if-any End User is found to be in
violation of any of the above terms and conditions, said
End User may face removal from the Agreement, and/or
" criminal and/or civil prosecution, if the act constitutes a
violation of law. :

1.9.1.12. Contractor agrees to notify the Department a minimum of
three business days prior to any upcoming transfers or
terminations of End Users who possess Department

o L T o S J credentlals and/or badges orwho have system prlvuleges
LS ." e : . ! ,' ’ " "y
: ss 2026—DPHS-03 SUSTA o1 - . S e Contractor Initials| P& i
o b e s 4..., *M£ o LT =S e B J i por . d L.
Sy e - . o e B W = . ‘_' L oant 4/2 2025
Sl i l " Un:versnty of New Hampshsre ) " Pagedof? .’ - I - Date / /
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Docusign Envelope 1D: 66E41263-8571-4375-BA41-85517AD76A6C
4 ' .
New Hampshire Department of Health and Human Services
UNH Sustainability Fellow Hosted by DHHS Infectlous Disease
Surveillance

EXHIBIT A-1

If End Users who possess Department credentials and/or
badges or who have system privileges resign or are
dismissed without advance notice, the Contractor agrees
to notify the Department’s Information Security Office or
designee immediately.

1.9.2. Workspace Requurement

1921 I appllcabte the Department will work with Contractor to
/ : ) ‘ determine requirements for providing necessary
' workspace and State equipment for its End Users.

) | 1 10 Contract End-of-Life Transition Services
1 e 711001, General Requirements
2 1.10.1.1. If applicable, upon termination or expiration of the

Agreement the parties agree to cooperate in good faith to -

effectuate a smooth secure transition of the Services from
the Contractor to the Department and, if applicable, the
~ T ' Contractor engaged by the Department to @ssume the
i 2 x Services ‘previously performed by the Contractor for this
S oo section the new Contractor must be known as

o s ._,"Recnpnent) Nmety (90) days prior to the end-of the

ety T . contract or unless otherwise specified by the Department,

‘the Contractor must begin working with the Department

T = . Transition Plan (DTP). The Department must provide the
A S b T ‘DTP template to the Contractor

, 1.10.1.2. “The Contractor must use reasonable efforts to assnst the
e £ ) _ Recipient, in connection with the transition from the
' .performance of Services by the Contractor and its End
. o s & : . Users to the performance of such Services. This may
R S “include assistance with the secure .transfer of records
% s TP s ) (electronic and ‘hard copy), trdnsition of historical ‘data
R : : (electronic and hard copy), the transition of any such
' ) Service from the hardware, software, network and
telecommunications equipment and internet-related
information technology infrastructure (“Internal IT

Systems”) of Contractor to the Internal 1T Systems of the '

Recipient and cooperation-with and assistance to any

third-party consultants engaged by Recipient in

connection with the Transition Services.

1.10.1.3. f a system, database, hardware, software, and/or.

software licenses (Tools) was purchased or created to

35 SS-2026—DPHS 03 susm-m W < ; Contractorln:t:alsl DR

UmversﬂyofNewHampshtre o e ;_-i'l::’age.‘lSof?’ . ey . ra‘_. Date4___/2/2025
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‘and if applicable, the new Recipient to develop a Data -
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* New Hampshire Department of Health.and Human Services
UNH Sustainability Fellow Hosted by DHHS Infectious Disease

Surveillance

EXHIBIT A-1

ey

1.10.1.4.

1.101.5.

1.10.16.

.. (

Unlvers:ty of New Hampshlre R

.t_‘,_. 2

manage, track, andfor store Department Data in
relationship to this contract said Tools will be inventoried
and returned to the Department, along with the inventory
document, once transition of Department Data is
complete.

The internal planning of the Transutlon Services by the
Contractor and its End Users must be provided to the

Department and if applicable the Recipient in a timely

manner. Any such Transition Services must be deemed
to be Services for purposes of this Agreement.

Should the data Transition extend beyond the end of the
Agreement, the Contractor agrees that the Information
Security Requirements, and if applicable, thé
Department's Business Associate Agreement terms and
conditions remain in effect until the Data Transition is
accepted as complete by the Department.

In the event where the Contractor has comingled
Department Data and the destruction-or Transition of said
data is not feasible, the Department and Contractor will

- jointly evaluate regulatory and professional standards for
_ retention requirements prior to destruction, refer to the

terms - and conditions of the Department's DHHS
Information Secunty Requnrements Exhibit.

ek . ‘1.1'(‘12.,_ - Completson of Transntlon Services
SR e 11027

‘Each service - or Transntlon phase must be deemed
completed (and the Transition process finalized) at the

end of 15 business days after the product, resulting from

the Service, is delivered to the Department and/or the

" Recipient in accordance with the mutually:agreed upon

Transition plan, unless within said 15 business-day term -
the  Contractor notifies the Department of an issue
requiring additional time to complete said product.

1.10.2.2. Once all parties agree the data has been migrated the
i Contractor will have 30 days to destroy the data per the
terms and conditions of the Department's Information

Security Requirements Exhibit.

1.10.3. Dlsagreement over Transmon Services Results

1.10.3.1. In the event the Department |s not satisfied with the
: results of the Transition Service, the Department must
g T - -notify the Contractor |n wntmg stating the reas~n.for the
by 'ss-zbzérbphsaoesu'sm-m‘ Contractorlmtla|s@ -

'Page 6,0f 7 ok Date
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New Hampshire Department of Heaith and Human Services
UNH Sustainability Fellow Hosted by DHHS Infectious Disease
Surveillance

EXHIBIT A-1

3 Exhlblts incorporated

lack of satisfaction within 15 business days of the final

product or at any time during the data Transition process.
The Parties must discuss the actions to be taken to
resolve the disagreement or issue. If an agreement is not
reached, at any time the Department must be entitled to
initiate actions in accordance with the Agreement.

2.1. . The Contractor must comply with all Exhibit D Federal Requrrements ‘which

are attached hereto and mcorporated by. reference herein.

2.2. The Contractor must manage all confidential data related to this Agreement in
' accordance with the terms of Exhibit E,. DHHS Information Security
Requirements.

723, Exhibit A4,

Additional Terms

L , 3.1 Impacts Resultmg from Court Orders or Leglslatlve Changes

31 1. The Contractor agrees that to the extent future state or federal
legislation or ‘court ‘orders may have an |mpact on“the Services
. described herein, the State has the nght to modify ‘Service . priorities
and expendlture reqmrements under this Agreement 50 as to achieve
compllance therewith.

I R T T AL Contractor Initials 0“ .
.-..1. ... . I- -_. L: b i - ;i \':,\ . -.
EARE PR F:age?ol? _'".‘-?r.{ K S

R Vag te N T, 7 'I ¥ ol v

4/2 2025 '
~- .. Date // :
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New Hampshire Department of Health and Human Services
UNH Sustainability Fellow Hosted by DHHS Infectious Disease

Surveillance
Exhibit B ltem F-2
Payment Terms

1. This Agreement is funded by:

1.1.100% Federal funds, NH Integrated VH Surveillance and Prevention
Program, as awarded on May 1, 2025, by the Centers for Disease and
‘Prevention, NH Integrated VH Surveillance and Prevention Program, ALS#
93.270, FAIN# NU51PS005173.

-T2 t=or'the purposes of this Agreement the Department has identified:
= 2.1.The Contractor as a Contractor, in accordance with 2 CFR 200.331.
- 2.2.The Agreement as NON-R&D, in accordance with 2 CFR §200.332.

v 3 Pay'rnent shall be on a cost reimbursement basis for actual expenditures incurred
in the fulfillment of this Agreement, and shall be in accordance with the approved
line'item, as specified in Exhibit A, Item F-1

4, The Contractor shall submit an invoice to the Department monthly following the

.month in which the allowable expenses were incurred and in accordance with

- -_the Contactor's usual and customary business practices and 2 CFR 200. The
, =~ .Contractor shall ensure each invoice:

4 1 Includes the Contractor's Vendor Number issued upon reg:stenng with New

= b Hampshlre Department of Administrative. Ser\nces ,?
i T _ e % : EV ey
R 4 2.15. submltted in-a form that is provided by or otherwnse acceptable to the - Bt
: ,’T-_ Y "' Depariment. . _ +3,

4 3.1dentifies ‘and requests payment for allowable expenses for the previous g
o A »month in accordance with 2 CFR 200.403 or other appllcable Federal or o
e '_1 1: State laws or regutatlons . : - uffar™
44’Inctudes supportlng documentatlon as requested by the Department of

" allowable costs, which may include, but is not limited to, payroll records,

. receipts for purchases, and proof of expendltures as follows:

5 e 4 4.1. With the first invoice for services prowded under this Agreement.
L B. = . ' 442 With subsequent invoices, upon request by the Department

4.5.|s completed, dated and returned to the Department or allowable expenses
to initiate payment. -

46.1s - assigned an  electronic  signature and is emailed to
- DHHS.DPHS.contract@dhhs.nh.gov or mailed to:

Financial Manager

Department of Health and Human Services
129 Pleasant Street -
Concord, NH 03301 ) n

Viy AR - - .
: :‘" "--: S N . y L o i !

; 5 1 H— W SS 2026 DPHS 03-SUSTA 01 i ‘ Untv'ersity of New Hampshire e Contractor Initials _| DR : ! e

AT o "' . 1' T '-'m‘ % o RER T - ’ 3 o T g d o . 4/2/2025 B i =
LoE i o MW g 2 Page 1 of 2 : - K ._Dat AL

BT Wm0 T R : N
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New Hampshire Department of Health and Human Services
UNH Sustainability Fellow Hosted by DHHS Infectious Disease

S

7. The Contracto'r must provide the services in Exhibit A-1, Scope of Services, in
y compliance with funding requirements. .
.8. Changes limited to adjust_ing' amounts within the price limitation and adjusting
encumbrances between State Fiscal Years and budgef class lines through the
Budget Office may be made by written agreement of both parties, without
obtaining approval of the Governor and Executive Council, if needed and
. justified. ) A
~ 9. Funding for this Agreement.is based upon and subject to availability of the Grant
g ' Award to support this project. If the funding for this Agreement is not available - .
~ at the proposed levels, the Agreement will be amended accordingly.
:-._t: -:'Ij-.I :-_- I_-‘l:-n -

ST j‘i‘“éS_gbozé,ol;ugloﬁ-sq%,f/_\ia1. u 77 Univershy of New H.amp:lihire; 3 :C};ntf?ctorlniﬁayé@, :
‘.,,.,;-;5_;13;.- Lok IR R T | pagezeiz oo nhoe V2T o pag 4/2/2025
w el * T L O L, st s : e L L
"’.ﬂ\-“ "“‘I' 1:'."’5 -, I e o 3 I ;JI"' II_

g ? Weghser o H LT .. .

Surveillance

Exhibit B ltem F-2

The Department shall make payment to the Contractor within thirty (30) days of
receipt of each invoite, subsequent to approval of the submitted invoice and if
sufficient funds are available.

,The final invoice shall be due to the Department no later than forty‘-ﬁve (45), or .

sooner if available, days after the contract complp’tion date.
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Exhibit C, Item F-1

UNH Sustalnabillty Fellow Hosted by DHHS Infectious
Disease Surveillaince
Exhibit €, Item F-1
Budget Hems SFY 2015 SFY 2026 Total
Rudget Budget
o L. Salaries & Wayes s 4,000] § 4.000] S £.000
2. Employee Fringe Henefits S 336] 8 36| § 6§72
3, Travel s 200 5 200
4. Supplies and Services S d6d| S 164] § 628
, 5. Equipment .
5. Facilities & Admin Costs =
£, ’ Totab| § 5.000] § 4,500 5 9.500.00 ;
' ek
4 sy . . vl 5
- # r
. g
. T . ' ' ) . . P
re ' B " 2 . . - - 2
| E I4
. . R !
I.'I.’;'. ! ’ v ' I',' '- .
Relr ss-zoz&nms-oasum-m s - * = 5 st oA b AT .""*“‘“";*—-—-m v
""“‘* = UﬂH Sustainabnllty Fellow Hosted vaHHS InfenlousDiseaseSurveiHance . il s . T i e T 5 ' e
: . < i P 1of1 S ' P Date, v
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New Hampshire Department of Health and Human Services
Exhibit D — Federal Requirements

"

SECTION A: CERTIFICATION REGAI‘?DING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions
of Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690; Title V, Subtitie D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

"

 ALTERNATIVE | - FOR CONTRACTORS OTHER THAN INDIVIDUALS
o | %/ US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
. US DEPARTMENT.OF EDUCATION - CONTRACTORS

i US DEPARTMENT OF AGRICULTURE - CONTRACTORS

ot Th|s certification is required by the regulatlons |mplementlng Sections 5151-5160 of the Drug-Free
.« . .- Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 .U. S.C. 701 et seq.). The January 31,
Do 1989 regulations were-amended and published as-Part Il of the May 25, 1990 Federal Regrster (pages
", 21681-21691), and require. cerdification by contractors (and by inference, sub- contractors), prior to
w0 award, that they will maintain a drug-free workplace. Section 3017.630(c) of the regulation provides-that
. : a contractor (and by inference, sub-contractors) that is a State may elect to make one certification to the
o't 7. .. . Departmentin each federa fiscal year in lieu of certificates for each Agreement during the federal fiscal
i " " year covered by the certification. The certificate set out below is a material representation of fact upon
_* which reliance is placed when the agency awards the Agreement False certification or violation of the
'« certification shall be grounds for suspension of payments; suspension or termination of Agreements, or
government wide suspension or debarment Contractors usmg this form should send it'to:

_‘“" R ey * : Commrssroner £
bt T A NH Department of Health and Human Servrces _ : _ T
%7129 Pleasant Streef . B o I - .o 3
Concord NH 03301-6505 ; :
st ") i : i
g 4ot Y 1 The Contractor certlt“ ies that |t will or will continue to provrde a drug-free workplace by

t:.-l_-‘\ ,1 A Publrshrng a statement notlfylng employees that the unlawful manufacture distribution,
; Wy d:spensrng possesslon ‘or use of a controlled substance is prohrbrted in ihe Contractor’'s .-

il'?*s..,‘t:; 5 r‘ 2. ‘workplace and specifying the actions that will be taken against employees for violation of such *
D - prohibition; _ [
(T 1, 2 Establrshrng an ongoing drug-free awareness program to inform employees.about
_ e, v 124, The dangers of drug abuse in the workplace;
i ‘“ .‘. T 122 '. The Contractor's policy of maintaining a drug -free workplace; * *

1.2.3. Any avallable drug counselrng rehabilitation, and employee assistance programs and

12.4. The penalties that may be imposed upon employees for drug abuse violations occurring i
in the workplace; ' ‘ '

1.3. Making it a requirement that each employee to be engaged in the performance of the'
~ Agreement be glven a copy of the statement requrred by paragraph (a)

-+ .7 1.4.Notifying the employee in the statement requrred by paragraph (a) that, as a condition of
! employment under the Agreement, the employee will

1.4.1. Abide by the.terms of the statement; and

v T e s07 1420 Notify the employer in writing of his or her convrctron for a violation of acriminal drug
T e A statute occurnng in the workplace no later than five calendar days after 'such canviction;

e E ." .. 4 i Ertl'ﬁl:rrl D, . Contractors Initials’ E’ﬁ : 0o
. S, ey L Federa! Requrren'nents Coqy g Date vel
SR _e:'.~_-:. 1 Pagelydrio, Rt
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New Hampshire Department of Health and Human Services
Exhibit D — Federal Requirements

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.

Employers of convicted employees must provide notice, including position title, to every contract .

officer on whose contract activity the convicted employee was working, unless the Federal
agency has designated a central point for the receipt of such notices. Notice shall include the
identification number{s) of each affected Agreement;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted

e . 1.6.1. Taking appropriate personnel action against such an e'rhployee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

162 Requmng such employee to participate satisfactorily in a drug abuse ass1stance or
: rehabllltatlon program approved for such purposes by a Federal State or local health,
law enforcement, or other appropriate agency;

1 7. Maklng a good faith effort to continue to'maintain a drug-free workplace through implementation
of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6

. 2. .The Contractor-may insert in the space provided below the site(s) for the'pefformance of work done
,- in connection with the specific Agreement.

[

. Place of Performance (street address, city, county, state, zip code) (list each location)

L i - :ﬂ .
T o » K 9
I e TN SR g
“ _
5 - Check O if there are woerkplaces on.file that are not identified here '
. i o :-,'_ .:.'r'_;-f' ] 2
] : ' -T‘-.I.! i " i
faghy,
N}_' -
i e i

w r—-ﬂs
e eI Exhibit.D . o Contractorslnltlals L
Sipeets | BH aae Fheet Federal Requurements, et R VL Date
o Th adtgBE i SR AN PageZof10 Ll W
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SECTION B: CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1.3 of the General Provisions agrees.to comply with the provisions
of Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying,
and Byrd Anti-Lobbying Amendment (31 U.S.C. 1352), and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Cemflcahon

- .US'DEPARTMENT OF HEALTH AND HUMAN SERVICES — CONTRA(:'?TORS _
" US DEPARTMENT OF EDUCATION - CONTRACTORS ' : L
" .. USDEPARTMENT OF AGRICULTURE - CONTRACTORS !

; Programs (indicate- applrcable program covered)
Ty > * *Temporary Assistance to Needy Families under Title IV-A
. " *Child Support Enforcement.Program under Title IV-D
*Social Services Block Grant Program under Title XX ,
; *Medicaid Program under Title XiX
=g : *Community Services Block Grant under Title VI
*Child Care Development Block Grant under Title [V

The undérsigned certifies, to the best of his or her knowfedge and belief, that:

1 No Federal appropriated funds have been pard or will be paid by or.on behalf of the undersrgned to
. any person for influencing or attempting to influence an officer or employee of any.agency, a
* . .~ - Member of Congress, an officer or employee of Congress, or an employee of a Member of
y S 'Congress in connection with the awarding of any Federal contract, continuation, renewal
as amendment or modification’ of any-Federal contract Ioan or cooperatlve agreement (and by
; L'-.:specrf c mention sub-contractor) -

w2 .., influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
~va & ‘an officer or employee of Congress, or an employee of a Member of Congress in connection with
* L. "this Federal contract; ‘loan, or cooperative agreement (and by specific mention sub- contractor), the
undersngned shall compiete and submit Standard Fdrm LLL, {Disclosure Form to Report Lobbying,
tin. accordance with its instructions, see https; Ilomb reporthcrl201009 0348-022!d0c!20388401

' 3. “The undersugned shall requ1re that the language of this certification be included in the award

e document for-sub-awards at all tiers (including subcontracts, and contracts under grants, loans, and
cooperatlve agreements) and that all sub—reuplents *shall certlfy and dlsclose accordmgly

o m Th|s cemftcatlon is a material representation of fact upon which reliance was placed when this E
¢+ ). .. transaction was made or entered into. Submission of this certification is a prerequisite for making or
GO entering into this transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file
i the required certification shall be subject to a civil penalty of not less than $10,000 and not more than
- $100,000 for each such failure.

R s 8 ) .
T b g -_.;L.j., ik ; i f D .
' T — - | —

Lo T LT ExhibitD Contractorslnmals L— ]
T Remae Federal Requnrements l X o'y s 1 Date

o B Sk

. Page3of10 i T
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SECTION C: CERTIFICATION REGARDING DEBARMENT, SUSPENSION AND OTHER
RESPONSIBILITY MATTERS

_ The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions
of Executive Office of the President, Executive Order 12549 and 12689 and 45 CFR Part 76 regarding
Debarment, Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

I ] INSTRUCTIONS FOR CERTIFICATION
- +1.. By signing and submitting this Agreement the prospective primary partlcnpant is providing the
certification set out below.

2 The 1neblllty ofa person to provide the certification required below will not necessarily result in
“vdenial of participation in this covered transaction. If necessary, the prospective participant shall
submit' an explanation of why it cannot provide the certification. The certification or explanation will
; " be-considered in connection with the NH Department of Health and Human Services’ (DHHS)
5o determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall dnsquahfy such person from participation
S YRR |( thus transactlon

< The certification i in this clause isa material representation of fact upon which reliance was placed

.. ‘when DHHS determinéd to enter into this transaction. If it is later determined that the prospective
, primary participant knowingly rendered an erroneous certification, in addition to other remedies
avaﬂabte to the Federal Government DHHS may. termmate thls transaction for cause or default.

L 4 The prospectlve primary partlcnpant shall provlde lmmedlate wrttten notlce to the DHHS agency to

I whe e, - * whom this Agreement is submltted if at any time the prospective prifary participant learns thatits . -

s _ certification was errcneous when submitted or has become erroneous by reason of chariged-
i crrcumstances i

o ] 5 The ferms covered transactton " “debarred,” “suspended,” “ineligible,” “Iower tier covered
s ,' ".'h‘ transaction,” “partrcrpant " “person;” “primary, covered transaction;” “prunmpat " “proposal,” and
voluntanty excluded -as'used in'this, clause, have the meanings set out in the Definitions and -
: Il" "Coverage sectlons ‘of the rules |mplement|ng Executive Order 12549145 CFR Part 76. See
https Iharww, govmfo gov/app/details/CFR-2004- tllle45-vol1lCFR 2004-titled5-val1-part76/context.

: 6 . The prospective primary participant agrees by submitting this Agreement that, should the proposed
iy Lok R « covered transactlon be entered into, it shall not knowingly enter into any lower tier covered-
AETOE i 2+ ‘transaction with a person who is debarred,.suspended, declared ineligible,.or voluntarily excluded™
it partuc:patlon in this covered transaction, unless authorized by DHHS.

7. The prospectlve pnmary partncrpant further agrees by submlttlng this proposal that it will include the
clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactrons .

8 A participant in a covered transaction may rely upon a certification of a prospectlve pammpant ina
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
, from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
* participant may, but is not required to, check the Nonprocurement List (of excluded parhes)
'https waw ecfr govlcurrentltltle-zzlchapter-leart 513 vl . (‘D

F. e

1 . - ExhibitD * Contractorslmtlats -—~—
f:.._ o 4T I _ Federal Reqmrements i "Date
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4

9. Nothing contained in the foregoing shall be construed to require establishment of a system of
records in order to render in good faith the certification required by this clause. The knowledge and
information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
; ’ covered transaction knowingly enters into a lower tier covered transaction with a person who is
e . .~ suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
! £ addition to other remedies available to the Federal government, DHHS may terminate this
“transaction for cause or default.-

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of |ts knowledge and belief, that it and its
_ prmmpals Wiz
S« s 11:1. ¢ Are not presently debarred, suspended, proposed for debarment, declared ineligible, or '
S Rganst hemr voluntarily excluded from covered transactions by any Federal department or agency;-
S 7 11.2.  Have not within a three-year period preceding this proposal (Agreement).been convicted of
o or had a civil judgment rendered against them for commission of fraud or a criminal offense
in connection with obtaining, attempting to obtain, or performing a public (Federal, State or
: . local) transaction or a contract under a leb|IC transaction; violation of Federa! or State
3 ; antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification or
o aoy . -destruction of records, making false statements, or receiving stolen property;
¥ Rl 11.3. " Are not presently indicted for otherwise criminally or Civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph
" (I}b) of this certification; and
C e, n 114, Have not within a three- -year period precedlng this application/proposal had one or more .
""L'"-':';" S -_..]_ _ .'-‘pubhc transactlons (Federal State or local) terminated for cause or default.
i .d-.'. B 12 Where the prospectlve prlmary pamupant is unable to certlfy to any of the statements in thns
B e certnt" cation;.such prospective partucupant shall attach an explanatlon to this prop(%sal (contract)

05 23 FUOWER TIER COVERED TRANSACTIONS e ' g

: 13 By sugmng and ‘Submitting this lower tier proposal (Agreement) the prospectave lower tier ) ] .
partlcnpant as det" ned in 45 CFR Part 76 certlt" ies to the best of rts knowledge and beltef that it and ; (T

1 ) f” its_principals:: -
SRS e 134, Arenot presently debarred suspended proposed for debarment declared ineligible, or
P - - voluntarily excluded from partncupatlon in this transactlon by any federal department or
~ W v agency. :
TrewoTiln .- 13.2. . Where the prospective Iower tier parhcrpant is unable to certify to any of the above, such "+ /
Y b - prospective partlmpant shallattach an explanatlon to this proposal (Agreement). ! .

14, The prospectwe lower tier participant further, agrees by submlttmg thls proposal (Agreement) that it
" will include this'clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and
Votuntary Exclusion - Lower Tier Covered Transactions,” without'modification in all fower tier covered
transactions and in all solicitations for lower tier covered transactions.

. r—DS

- e — D& —
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SECTION D: CERTIFICATION OF CCMPLIANCE WITH FEDERAL REQUIREMENTS

The Contractor identified in Seclion 1.3 of the General Provisions agrees by signature of the
Contractor's representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute
the following certification:

The Contractor will comply, and will require any subcontractors to comply, with any applicable federal
requirements, which may include but are not limited to:

"1 Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards
(2 CFR 200). '

2. The Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3788d} which
prohibits recipients of federal funding under this statute from discriminating, either in employment
o practices or in the delivery of services or benefits, on the basis of race, color, religion, national
origin, and sex The Act requires certain recipients to produce an Equal Employment Opportunity
Plan;

3. The Juvenile Justice Delmquency Prevention Act of 2002 (42 U.5.C. Section 5672(b}) which adopts
by reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under
; this statute are prohibited from discriminating, either in employment practices or in the delivery of
’ : " services or benefits, on the basis of race, color, religion, national origin, and sex. The Act includes
’ Equal Employment Opportunlty Plan requirements;

4 The Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
sem i g '_ assistance from drscnmrnatlng on the basis of race, color, or national origin in any program or -

_ B 1l actlwty) : i 5
B L_“._L _'__ ! :f 5 “The Rehabrlrtatron Act of 1973 (29 U.S.C. Section 794}, which prohrbtts recipients of Federal 3,
VL '-v . ¥ *.. - financial assistance.from drscrrmmatrng on the basis of disability, in regard to employment and the s
SR T delrvery of services or benefits, in any program or activity; o o
e ' © '8.* The Americans with Disabilities Act of 1990 (42 U.S.C. Sections'12131- -34), which prohlbrts
s, s R e discrimination.and ensures equal opportunity for persons with disabilities in employment, State and
Pt e ’ ".' :-?_ Iocal government services, publlc accommodatrons commercralfacrlrtres and transportatron i
S 1" : _- 7 The Educatlon Amendments of 1972 (20 U. S, C Sectlons 1681 1683; 1685- 86) which prohlbrts T 7 .
G " discrimination on the basrs of sex in federally assisted education programs; -

s ) 8 “The Age D:scnmrnatron ‘Act of 1975 {42 U.S.C. Sections 6108-07), which prohibits discrimination on _
2 . _ . the basis of age in programs or activities receiving'Federal financial assistance. It does not include '
employment drscnmrnatmn

' ",:'. S 9T 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R, pt. : 0l
L0 2T T 42(U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; '
; v . Policies and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based
and community organizations); Executive Order No. 13559, which provide fundamental principles
and policy-making criteria for partnerships with faith-based and neighborhood organizations;

10. 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
i ' Organizations); and Whistleblower protections 41 U.S.C: §4712 and The National Defense
. Authorization Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, .enacted January 2, 2013) the Pilot
Program for Enhancement of Contract Employee Whistieblower Protections, which protects )
- employees against reprisal for certain whistle blowing activities in connection with federal grants =
- -and contracts.

e 11. The, Clean Air Act (42U S C. 7401 -7671q.) which seeks to protect human health and the
et Ty + .. environment from emissions that pollute ambrent or outdoor, air.

. oy o . S (P
AL 5!23 P - Na ExhrbrtD ° Contractor's Initials L s
e ' : ' Federai Reqmremen’ts e . Date’ G wwy
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12. The Clean Water Act (33 U.S.C. 1251-1387) which establishes the basic structure for regulating
discharges of pollutants into the waters of the United States and regulating quality standards for
surface waters.

13. Civilian Agency Acquisition Council and the Defense Acqmsmon Regulations Council (Councils) (41
U.S.C. 1908) which establishes administrative, contractual, or legal remedies in instances where
contractors viclate or breach contract terms, and provide for such sanctions and penalties as
appropriate.

14. Contract Work Hours and Safety Standards Act (40 U.S.C. 3701-3708) which establishes that all
: contracts awarded by the non-Federal entity in excess of $100,000 that invoive the employment of
" S " mechanics or laborers must include a provision for compliance with 40 U.S.C. 3702 and 3704, as
supplemented by Department of Labor regulations (29 CFR Part 5). >~

- 15. Rights to Inventions Made Under a Contract or ‘Agreement 37 CFR §401.2 (a) which establishes
: the recipient or subrecipient wishes to enter into a contract with a small business firm or nonprofit
"+ organization regarding the substitution of parties, assignment or performance of experimental,
., developmental, or research work under that “funding agreement,” the recipient or subrecipient must
“' " comply with the requirements of 37 CFR Part 401, “Rights to Inventions Made by Nonprofit’
Organizations and Small Business Firms Under Government Grants, Contracts and Cooperative
‘Agreements,” and any implementing regulations issued by the awarding agency.

. . The certificate set out below is a material representation of fact upon which reliance is placed when the
i agency awards the Agreement. False certification or violation of the certification shall be grounds for
o ,suspension of payments, suspension or termination of Agreements, or. government wide suspension or
- | :debarment. °
i T T P . b
R L In the event a Federat or. State court or Federal or State administrative agency makes a fi inding of
Bt T dlscrlmlnatlon after a due process hearing on the grounds of race, color, relrglon national origin, or sex
e = - against'a recrprent of funds ‘the, recipient will forward a copy of the finding'to the Office for Civil' Rights,
" 7 - tothe applicable contractmg agency or division within the Department of Heatth and Human Services,
= and to the Department of Hea!th and Human Services Office of the Ombudsman
L A TN -The Contractor |dent|f‘ ed in Sectlon 1.3 of the General Provrsrons agrees by srgnature ofthe
Mot B T 'Contractors representative as |dent|ﬁed in Sectlons 1.11 and 1 12 of the General Provisions, to execute
Dt 1— E the foliowrng certrfrcatlon :

t By signing and submitting this Agreement, the Contractor agrees to comply with the provisions
indicated above.

r—DS
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SECTION E: CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke; also known as the Pro-Children Act of
1994 (Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased
or contracted for by an entity and used routinely or regularly for the provision of health, day care,
education, or library services to chiidren under the age of 18, if the services are funded by Federal
programs ‘either directly or through State or local governments by Federa! grant, conlract, loan, or loan
’guarantee The law does not apply to children's services provided in pnvate residences, facilities funded
solely by Medicare or Medicaid funds, and portnons of facilities used for inpatient drug or alcohol
treatment. Failure to comply with the provisions of the law may result in the imposition of a civil
. . _monetary penalty of up to $1000 per day and/or the imposition of an administrative compliance order on
. the responsible entity.

‘ The Contractor identified in Sectlon 1.3 of the General Provisions agrees, by signature of the
Contractor's representative as identified in Sectlon 1.11 and 1. 12 of the General Provisions, to execute
the’ followmg cemflcatlon -

1. By signing and submlttmg this Agreement the Contractor agrees to make reasonable efforts to
comply with all-applicable provisions of Public Law 103-227, Part C known as the Pro-Children Act
of 1994,

\

r—DS ]
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SECTION F: CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND
TRANSPARENCY ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime ‘awardees of
individual Federal grants equal to or greater than $30,000 and awarded on or after October 1, 2010, to
report on data related to executive compensation and ‘associated first-tier sub- -grants of $30, 000 or
more. If the initial award is below $30,000 but subsequent grant modifications result in a total award
‘equal to or over $30,000, the award is subject to the FFATA reportmg requirements, as of the date of
-the award.

. r {

‘I’ accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information),
the Department of Health and Human Services (DHHS) must report the following information for any

" sub award or contract award subject to the FFATA reporling requirements:

1. Name of entity
2. ‘Amount of award -
. 3.7-‘ Funding agency
4 - NAICS code for coniracts / CFDA program number for grants -
5 .Program source

_~~: 6 Award title descriptive of the purpose'of thefunding action -

: ,9 Umque Entlty Identlfer (SAM UE!; DUNS#)

i CR

10 Total compensatlon and names of the top flve executlves if:”

' ' ’»10.1.." "More than 80% of annual gross revenues are “from the Féderal government and those -

!  revenues are greater than $25M annially and "7 ¢
‘, 10.2. Compensation information is not already available lhrough reportsng to the SEC. -,
Prime grant recipients must submit FFATA required data by the end of the month, plus 30
days in which the award or award amendment is made,

G

v 'The Contractor |dent|fied in Section 1.3 of the General Provusmns agrees to comply with the provisions
", . " of The Federa! Fundlng Accountability and Transparency Act, Public Law 109-282 and Public'Law 110-

252, and 2.CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further
agrees to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General
Prowsmns execute the following Certlf cation:

., The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applncable prowsmns of the Federal
Financial Accountability and Transparency Act.

! Ny
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FORM A

As the Grantee identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate.

.. gbngc495xa67
1. The UEI (SAM.gov) number for your entity is:

2. Inyour business or organization's preceding completed fiscal year, did your business or
organization receive (1) 80 percent or more of your annual gross.revenue in U.S. federal contracts,
.. subcontracts, loans, grants, sub-grants, and/or cooperative agreements; and (2 ) $25,000,000 or
e more in annual gross revenues from U.S. federal contracis, subcontracts, loans, grants, subgrants,
and/or cooperative agreements?

X NO YES |

If the answer to #2 above is NO, stop here
k If the answer to #2 above is YES, please answer the following:

3e Does the publlc have access to mforrnatnon abou! the compensation of the executives in your
. business or organization through periodic reports fited under saction 13(a} or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of
© 19867

-NO . YES

iy« u —Hfthe answer to #3 above is YES, stop here ‘

SN the~énswer to #3 above is NO‘ please answer the following'

4 The names and compensatlon of the F ive most highly compensaled officers in your business or
organlzatuon are as follows:

L ‘ ‘ - ﬂ_?NamEI T o ' Amount:
s ‘:J':".;_J_'-L: “j_ wont PR 5 ‘ ) S 3
Tl et Name: - - Amount: _
N "Nar'ne: - Amount:
. i',é-‘- Name: ' Amount:
RS : .:"-'-.-I ! - f .
*MName: _° Armount;
Contractor Name: UNR
. : DocuSigned by:
4/2/2025 ' D Hall
S 31DB23BFI40FA1S..,
Date: . Name D'lanne HaTl

; A - Title:  manager preaward Compliacne {-—ns
: A z ; %%l ExhlbltD e Contractorsln:tlals L——
Federal Requnrements .Date
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized ‘acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have' access or potential access to personally identifiable information, .
whether physical or electronic. With regard to Protected Health Information, * Breach” il
shall have the same meaning as the term “Breach” in section 164. 402 of Title 45,
Code of Federa[ Regulations.

2. Computer Security Incident” shall have the same meaning “Computer Security
7" Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, Natronal Institute of Standards and Technology U.S. Department of

.=~ Commerce.

... .4 . 3y “Confidential Information” or “Confidential Data” means all confidentia! information
MR e disclosed by one party to the other such as all medical, health, financial, - public
o, G assistance benefits and personal information including without limitation, Substance
| b Abuse Treatment Records, Case Records, Protected Health Information and
E Personally Identrf able Information. -

% e Confrdentral Informatlon also :ncludes any and all information owned or managed by
a "~ the-State’of NH - created, received from or on behalf of the Department of Health and

¢ T 7 Human Services (DHHS) 'or accessed in the course of performing contracted services
- ,-_*_I_,_} - frpur o of which collection, disclosure, protection,- and disposition is governed by state or
ey e - U federal law or'regulation: This information includes, but-is not limited to Protected

" "Health Information -(PHI), Personal Information (P1), Personal Financial Information
. (PF1), Federa! Tax Information (FTI), Social Security Numbers (SSN), Payment Card
+ Industry (PC), and or other sensitive and confidential information.

. ." "End User" ‘means any. person or entity (e.g., contractor, contractor's eémployee, .
S e “business associate, subcontractor, other downstream user, etc. ) that receives DHHS -
' data or derivative data in accordance with the terms of this Contract.

5. "HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and
the regulatrons promulgated thereunder.

6. Incndent" means an act that potentially violates an explicit or implied secunty paolicy,
which includes attempts (either failed or successful) to gain unauthorized access to a
2 system or its'data, unwanted disruption or denial of service, the unauthorized use of
' ' 1 . a 'system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or

- consent Inmdents mclude the Ioss of data through theft or devrce mrsplacement loss |

. . 03
vl s Contractor Imtrals [— -
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or misplacement of hardcopy documents, and misrouting of physical or electronic
mail, all of which may have the potential to put the data at risk of unauthorized access,
use, disclosure, modlﬁcatlon or destruction. .

7. “"Open Wireless Network” means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information Technology
or delegate as a protected network (designed, tested, and approved, by means of the
State, to transmit) will be considered an open network and not adequately secure for
the transmission of unencrypted P, PFI, PHI or confidential DHHS data. '

- 8. “Personal Information”. (or “PI"} means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
" information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
" alone, or when combined with other personal or identifying information which is Ilnked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, efc. .

" 9. “Privacy Rule" shall mean the Standards for anacy of Individually Identifiable Health
" Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

2 . :'“Protected Heaith Information” (or “PHI") has the same e meaning as. prowded in the

e . ~definition of “Protected-Health Information” in the HIPAA Privacy Rule at 45 CF.R. §
oSN i “160. 103 :
)
e U 5 N P 'Securlty Rule" shall mean the Securlty Standards for the Protection of Electronic.
o Ltel 7 - "o Protected Health Informatlon at 45 C.F. R. Part 164 Subpart C. and-amendments
T R T G -'*‘thereto ‘ s

12. Unsecured Protected Health Information” means Protected Health Informatlon that is

- not secured by a technology standard that renders Protected Health Information

unusable unreadable or indecipherable to unauthorized individuals and is developed

or ‘endorsed by a standards developing organization that is accredited by the
Amer:can National Standards Institute :

l. g RESPONSIBILITIES OF DHHS AND THE CONTRACTOR .
A.'Busines‘s Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner. that would constitute a violation
of the Privacy and Security Rule. - ,

i

o . : §
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2. Theé Contractor must not disclose any Confidential Information in response to a request

for disclosure on the basis that it is required by law, in response to a subpoena, etc.,
without first notifying DHHS so that DHHS has-an opportunity to consent or object to
the disclosure. - -

3. If DHHS notlfres- the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI

-pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions .and ‘must not disclose PH! in violation- of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for -

any other purposes that are not indicated in this Contract.

6.. The Contractor agrees to grant access to the data to the authorized representatives of
"~ DHHS for the purpose of inspecting to confirm compllance with the terms of thrs_

Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

Appllcatuon Encryptlon If End User is transmlttrng DHHS data containing Cont" dential

g Data between applications, the Contractor attests the applications have been evaluated

by an expert’ knowledgeable in cyber- securlty ‘and -that said appllcatlons encryption
capabrlltles ensure secure transmlssmn via the |nternet :

2. ‘Computer Drsks and Portable Storage Devices. End User may not use computer disks
: . or,portable storage dewces such as a thumb drlve as a method of transmlttmg DHHS .
“a0” data. : w

Encrypted Emall End User may only employ email to transmit Confidential Data rf emarl
is encrypted and being’ sent to and being received "by email addresses of persons

\authorlzed to receive such tnforma'uon . : ’

4, ' Encrypted Web Site. If End-User is employmg the Web to'transmit Confidential Data the
" secure socket Iayers (SSL) must be used and the web site must be secure. SSL encrypts

data transmitted via a Web site.

File Hosting Servrces also known as File Sharing Sites. End User may not use file hosting
services, such as Dropbox or Google Cloud Storage, to transmit Confidential Data.

. Ground Mail Service. End User may only transmit Confidential Data via certified ground.

mail within the continental U’S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Conf dential Data

said devices must be encrypted and password-protected. 3
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8. Open Wireless Networks. End User may not transmit Confidential Data via an open
wireless network. End User must employ a virtual private network (VPN) when remotely
transmitting via an open wireless network. '

9. Remote User Communication. If End User is employing remote communication to access
or transmit Confidential Data, a virtual private network (VPN) must be installed on the End
User's mobile device(s) or laptop from which information will be transmitted or accessed.

i 10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If End

User is employing an SFTP to transmit Confidential Data, End User will structure the .

Folder and access privileges to prevent inappropriate disclosure of information. SFTP
folders and sub-folders used for transmitting Confidential Data will be coded for 24-hour
~ auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours).

" “11. Wireless Devices. If. End User is transmitting Confidential Data via wireless devices, all
data must be er'\crypted‘to prevent inappropriate disclosure of information.

" "Il RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

_The Contractor will only retain the data and any derivative of the data for the duration of this

_ Contract. After such time, the Contractor will have 30 days to destroy the data and any

LY '+ derivative in whatever form it may exist, unless, othenmse required by law or permitted | under
-  this.Contract. To this end, the parties must;

P Sy 'Retention

0 5 emalh .. 1. "The Contractor agrees. it will not store, transfer or’ process -data collected in

e YR conriection with the services rendered under this ‘Contract outside of the United
RV S ke i States. This physical location requirement shall also apply in the implementation of
G e _cloud’ computing, cloud 'service or cloud storage capabilities, and, includes backup

M .data and Disaster Recovery locations.
. 2. The Contractor agrees to ensure proper security momtonng capabllmes are in place

to detect potential security events that can impact State of'NH systems and/or .

g Department confidential information for contractor provided systems.

AT 3. The Contractor agrees to provide security awareness and education forits End
: Users in s‘upport of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data

in a secure location and identified in section V. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must. be in a

’ FedRAMP/HITECH compliant solution and comply with all applicable statutes and

reguiations regarding the privacy and security. All servers and devices must have

currently-supported and hardened operating systems, the latest anti-viral,

W = _ antihacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as
: a whole, must have aggressive intrusion-detection and firewall protection.

i b T e
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6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B.- Dispaosition

1. If the Contractor will maintain any Confidential Information on its systems {or its sub-

‘contractor systems), the Contractor will maintain a documented process for securely

. : disposing of such data upon request or contract termination; and will obtain written

TEL = .« certification for any State of New Hampshire data destroyed by the Contractor or

5 t " any subcontractors as a part of ongoing, emergency, and or disaster recovery

operations. When no longer in use, electronic media contarnlng State of New

""Mampshire data shall be rendered unrecoverable via a secure wipe program in

accordance with industry-accepted standards for secure deletion and media

L T .. sanitization, or otherwise physically destroying the media-(for example, degaussing)

' R " - as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media

: ; * Sanitization, National Institute of Standards and Technology, U. S. Department of

T : . ‘Commerce. The Contractor will document and certify in writing at time of the data

M s TP '_ il destruction, and will provrde written certrﬁcatron to the Department upon request.

AR Pt P “The; written certification will include all details necessary to demonstrate data has

DT . .. 7+ been properly destroyed - and validated: Where -applicable, regulatory and

" E ’1“1 L _'professronai standards for retention requirements will be jointly evaluated by the
; : “Larefd e State and Contractor prior to destruction. i

i bentvE e T a2 "Unless othenmse specrf ied, within thirty (30) days of the termination of this Contract,
N g ““,Contractor agrees.to destroy all hard copies of,Confi dentral Data using a secure
iy gwced e mettiod such as, shreddlng
R £ 3 Unless otherwise specn‘" ied, within th:rty (30) days of the termination of this Contract,
S ’ Contractor agrees to completely destroy all electronic Confidentia! Data by means
of data erasure, also known as secure data wiping. '

oA I‘J‘ PROCEDURES FOR SECURITY

A Contractor agrees to safeguard the DHHS Data receaved under thls Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department confidential
~ information collected, processed managed, and/or stored in the delivery of contracted
. services.

2. The Contractor will maintain policies and procedures to protect Department confidential
- information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to.
store the data (i.e. tape disk, paper etc)

0 W L S i ELh : A i - 3
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Bl

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems andfor Department
confidential information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

If the Contractor will be .sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal. [Process or processes that defines specific security expectations,
and monitoring compllance to security requirements that at a minimum match those for
the Contractor, :ncludmg breach notification requlrements

The Contractor will work with the Department to srgn and comply with all apphcable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use: agreements as part of obtaining

and maintaining.access to any Department system(s). Agreements will be completed

: -and signed by the Contractor and any apphcable sub-contractors prior to system access
il ..belng authonzed ;

10,

1.

If the Department determines the Contractor is a Business Associate pursuant to 45

CFR 160.103, the Contractor will exécute a HIPAA Business Associate Agreement
-_,'(BAA)‘ with: the Department-and is responsﬂ:le for maintaining - compllance with the

. .agreemenit. |
o

"The Contractor wrll work with the Department at its request to complete a. System

Management Survey The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life. of the Contractor engagement. The survey will be completed

annually, or an alternate time frame at the Departments discretion with agreement by

the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor wilt not store, knowinoly or unknowingly, any State of New Hampshire

‘or Department data offshore or outside the boundaries of the United States unless prior.
express written consent is obtained from the information Security Office leadership -

member within the Department.

Data Security Breach Liability. In the event of any security breach Contractor shall make

efforts to investigate the causes of the breach, promptly take measures to prevent

5
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future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all costs of response and recovery from

the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with websrte and telephone cali center services necessary due to the -

breach. .

- 12. Contractor must, comply with all apphcable statutes and regulations regarding the

privacy and security of Confidential Information, and must.n all other respects maintain

~ the privacy and security of Pl and PHI at a level and scope that is not less than the level

] _and scope of requirements applicable to federa! agencies, including, but not limited to,

o : - provisions of the Privacy Act of 1974 (5 U.S. C. § 552a), DHHS Privacy Act Regulations

g - , (45 C.F.R. §5b), HIPAA Privacy and.Security Rules (45 C.F.R. Parts 160 and 164) that

BTN B ~govern protections for individually identifiable health information and as applicable
under State law. :

—

.13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthonzed use or access to it. The safeguards must provide a fevel and scope of
_security that is not less than the Ievel and scope of security requirements established

W e g by the State of New Hampshire, Department of Information Technology.” Refer to

PTLOWT UL 0= . Vendor ResourceslProcurement at https:/iwww.nh.gov/doit/véndor/index.htm for the
P SR RIS * ‘Department | of information Technology policies, guidelines, standards, and
A procurement mformat:on relatlng to vendors ' T AE

ek 14. Contractor agrees to maintain a documented breach, not:f” catlon and lncsdent response

; . process.- The Contractor wnll notify the State's anacy Offi cer and the State's Security

s fap= <y .Officer of any sectirity breach immediately, at the email addresses provided in Section
T A L e ~V| .This" includes ‘a: confidential information -breach, computer. security incident, or
boss Z A 1 suspected breach which affects orincludes any State of New Hampshire systems that

Sl connect to the State of New Hampshire network.
!

~ 15..Contractor must restrict access t6 the Confidential Data obtained under this Contract

dutles in: connectlon with purposes identified in this Contract

-16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A above implemented
to protect Confidential Informatlon that is furnished by DHHS under this Contract
from-loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

¢. ensure that laptops and other electronic devices/media containing PHI, Pt, or
PF| are encrypted and password-protected.
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d. send emails containing Confidential Informatien only if encrypted and being sent
to and being received by email addresses of persons authorized to receive such
information.

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and

~ technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g., door locks, card keys, biometric identifiers, etc.).

- " g. only authonzed End Users may transmit the Confidential Data, including any
i derivative files containing personally identifiable mformatlon and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored

on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and disclosed .
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

_ i. ~ understand that their user credentials (user name and password) must not be
L shared with anyone. End Users will keep their credential information secure.
- o M This apphes to credentials used to access the site dlrectly or |nd|rectly through a -
W T e el - thlrd party appllcatlon

i, W 'i'-i;Contractor is responsible for oversight and compllance of their End Users. -DHHS
. © * reserves the right to conduct onsite inspections to monitor comphance with this Contract,
Tt _including the privacy and securlty requnrements provided in herein, HIPAA, and other
: '9 : - " applicable laws and Federal regulations until. stich time the Confi dential Data is dlsposed
sy ofin accordance wnth this Contract. -~ « e - .

V.. "LOSS REPORTING

) ., -The Contractor must notify the State’s anacy Officer and Security Officer of any Security
R . "Incidents and Breaches |mmed|ately, at the email addresses provided in Section Vi.

The Contractor must further handle and report Incidents and Breaches involving PHI in

accordance with the agency's documented Incident Handling and Breach Notification
"procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and

notwithstanding, Contractor's compliance with all applicable obligations and procedures,
* Contractor’s procedures must also address how the Contractor will: ;

-1, |dentify Incidents;
-2. Determine if personally identifiable information is involved in Incidents;
3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
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4. ldentify and cfohvene a core response group to determine the risk level of Incidents and
determine risk-based responses to Incidents; and

5. Determine whether Breach nétification is required, and, if so, identify appropriate Breach
notification methods, timing, source, and contents from among different options, and
bear costs associated with the Breach notice as well as any mitigation measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported, as applicable,
in accordance with NH RSA 359-C:20.

" .VI. - PERSONS TO CONTACT

A, DHHS Privacy, Officer:

DHHSPrivacyOfficer@dhhs.nh.gov B.

+* DHHS Security Officer: . . £

DH.HSInformationSecurityOfﬁce@dhhs.nh.gov\
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