
STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

March 18, 2025

The Honorable Ken Weyler, Chairman
Fiscal Committee of the General Court

State House

Concord, NH 03301

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council

State House

Concord, NH 03301

REQUESTED ACTION

Pursuant to RSA 14:30-a, VI, authorize the Department of Information Technology (DoIT) to accept
and expend $3,828,075 in State Fiscal Year 2025 (SFY 25) from the State and Local Cybersecurity
Grant Program (SLCGP) funds available from the Department of Safety (DOS) for the funding of
cybersecurity enhancements. Effective upon Fiscal Committee and Governor and Council approvals
through June 30, 2025. 100% Federal Transfer from Other Agency.

In SFY 25, funds shall be budgeted in 01-03-03-030010-NEWXXXX, 2024Cvbrscrtv Enhance Grant
as follows:

Class-Account Class Description Current Budget
FY25

Requested Action
Revised Budget

FY 25
Income

OOD-488523-69
Fed Rev Xfers from

Other Agencies $0 $3,828,075 $3,828,075

Totals $0 $3,828,075 $3,828,075
Expenditures

103-502664
Contracts for Program
Services

$0 $3,828,075 $3,828,075

Totals $0 $3,828,075 $3,828,075



The Honorable Ken Weyler, Chairman
Fiscal Committee of the General Court

Her Excellency, Governor Kelly A. Ayotte
And the Honorable Council

March 18,2025
Page 2 of 2

EXPLANATION

Strengthening cybersecurity practices and the resilience of state, local, and territorial governments is
an important mission and the primary focus of the State and Local Cybersecurity Grant Program
(SLCGP). The SLCGP supports targeted cybersecurity investments improving the security of critical
infrastructure and improving the resilience of the services provided.

Funds will be used to provide professional services to assist NH Public KI2's mitigate risk of
Ransomware attacks and prevent business email compromises that result in financial fraud. Funds will
also be used to continue the Water and Wastewater cybersecurity enhancements which are ongoing.
The New Hampshire State and Local Cybersecurity Grant Program Planning Committee (SLCGP-
CPC) is chaired by the State of NH Chief Information Officer (ClO) Denis Goulet, and includes
representatives from NH murticipalities, counties, higher education, K-12 public education, public
health, and public safety. The SLCGP-CPC collaborated to develop the Cybersecurity Plan, which
details these programs.

Funds are to be budgeted in the following accounts:

Class 103-Funds to procure contracts for professional services to implement cybersecurity,
enhancements at NH K12's and NH Public Sector Community Drinking Water and
Wastewater Systems.

In the event Federal funds are no longer available, General funds will not be requested to support this
program.

Respectfully submitted,

Denis Goulet

Commissioner

DG/mw



ROBERT UQUENIM
COMMISSIONER

S>tate of iSefco HampKlitre

DEPARTMENT OF SAFETY

JAMES H. HAYES BLDG. 33 HAZ^ DR.
CONCORD, N.H. 03305

(603)271-2791

EDDIE EDWARDS

ASSISTANT COMMISSIONER

STEVEN R. LAVOIE

ASSISTANT COMMISSIONER

March 4,2025

Her Excellency, Governor Kelly A. Ayotlc
and the Honorable Council

State House

Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Safety, Office of the Commissioner and Division of Administration, Grants
Management Bureau to award a grant to the Department'oflnformation Technology (VC #31 1850-8001) Concord,
NH, in the amount of 53,828,075.00 for statewide Cybersccurity enhancements at the local and Stale level.throughout
New Hampshire effective upon Govqmor and Council approval through December 12,2028. 100% Federal Funds

Funding is available as follows:

02-23-23-231010-32840000 — Dept. of Safety — Office of the Commissioner- Cybersecurity Grant Program
085-588503 Federal Grants to Other Agencies SFY 2025

EXPLANATION

$3,828,075.00

Strengthening cybersecurity practices and resilience of state, local, and territorial (SLT) governments is an important
homeland security mission and the primary focus of the State and Local Cybersecurity Grant Program (SLCGP). the.
SLCGP funds targeted cybersecurity investrrients in government agencies, thus improving the security of critical
infrastructure and improving the resilience of the services governments provide their community. Representatives
from cities, towns, and counties, rural, suburban, and urban; higher education and K-12 Public Education; public
health and. public .safety are represented on the New Hampshire SLCGP Planning Committee and collaborated to
develop the SLCGP Cybersecurity Plan with goals and objectives that have champions identified to ensure
completion. These goals and objectives focus on leveraging economies of scale to implement programs that directly
benefit the represented entities on the SLCGP Planning Committee. Funds will be used to; procure cybersecurity
service con^cts forNH Public K12 institutions (K12 Cybersecurity in a Box) and continue the Critical Infrastructure
Cybersecurity projects in the Water and Wastewater sector (Water Cybersecurity in a Box). Both of these projects
address ̂ vo of the most cyberatiack vulnerable sectors in New Hampshire Municipalities.

Highway Funds or General Funds will not be used should federal funds become unavailable.

Respectful ly Subm itied.

lL UA

Robert l. 1,/uinn

Commissioner of Safety



FORM NUMBER G-1 (version 11/2021)

GRANT AGREEMENT

The State of New Hampshire and the Grantee hereby
Mutually agree as follows:
GENERAL PROVISIONS

1. Identification and Definitions.

1.1. State Agency Name
Department of Safety

1.2. State Agency Address 1
33 Hazen Drive 1
Concord, NH 03305 |

1.3. Grantee Name
Department of Information Technology

1.4. Grantee Address

27 Hazen Drive, Concord, NH 03301

1.5 Grantee Phone # 1.6. Account Number

603-223-5734 ^ 0-32840000-588503
1.7. Completion Date 1.8, Grant Limitation

December 12, 2028 $3,828,075

1.9. Grant Officer for State Agency
Kelly A. Chapman

1.10. state Agency Telephone Number
603-271-7663

If Grantee is a municipality or village district: "By signing tfais form we certify that we have complied with any public
meeting requirement for acceotancc of this grant, including if aoDlIcable RSA 31:95-b."

Ul. Gran.ee Signature 1^ 1.12. Name & Title of Grantee Signor I
Denis Goulet, Commissioner & ClO

Grantee Signature 2
u ii/e£/csff/

Name & Title of Grantee Signor 2
Ken Weeks, CISO, DolT

Grantee Signature 3 Name & Title of Grantee Signor 3

Agem»^^nature(s) 1.14. Name & Title of State Agency Signor(s)

1.15. Approval bjyVttorney General (Form, Substance and Execution) (if G & C approval required)

Assistant Attorney General, On: loilS

1.16. Approval by Governor and Council (if applicable)

|By: On: / /

through the Agency identified in block 1.1 (hereinafter referred to as "the State"), the Grantee
identified in block 1.3 (hereinafter referred to as "the Grantee"), shall perform that work identified and
more particularly described in the scope of work attached hereto as EXHIBIT B (the scope of work
being hereinafter referred to as "the Project").
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3.

4.2.

5.

5.1.

5.2.

5J.

5.4.

5.5.

9.5.

10.

7.

7.1.

7.2.

8.

8.1.

82.

8J.

9.

9.1.

ARKA COVF-Hgp^ Except as otherwise specifically provided for herein, the
Oiantee shall perfonn the Project in, and with respect to, the State of New
Hampshire.
-EFFECTIVE DATTr PflMPt PTIQN OF PRQn-rT

This Agreeowot, and all obligations of the parties hcieuoder, shall become
effective on the date on the date of appro vtl of this Agreement by the Oovcmor
and Council of the State of New Han^shire if required (block 1.16), or upon 9J.
signature by the State Agency as shown in block 1.14 Cthe Effective Date-).
Except as otherwise specifically provided herein, the Project, including aU repoits 9.4.
required by this Agreement, shall be completed in ITS entirety prior to the date in
Nock 1.7 (hereinafter lefcned to as '*d» CompletiQn D^").
GRANT AMOUNT: UMrrAfiONnN AMOUNT; VQUCHPRS: PAYMENT
The Grant Amount is idatiCed and inore particularly described in"EXHIBIT C,
attached hereto.

The manner oC and schedule ofpayment shall be as set forth in EXHBIT C.
In accordance with the provisions set forth in EXHIBIT C, and in consideration
of the latislhctory perfonnance of the Project, as determined by the State, md as
limited by tubpar^rqib 55 of these general provisions, the State shall pay the
Grantee the Giant AmounL The State shall withhold from the amount otherwise
payable to the Grantee under ftiis tubparagiaph 5.3 those sums required, or
permitted, to be withheld pursuant to Nil. RSA 80:7 through 7-c.
The payment by be State ofthe Grant amoum shall be the only, and the complete
payment to the Grantee for all expenses, of whatever nature, incurred by the
Grantee in the perfonnance hereof; and shall be the only, and ftse complete,
compensation to the Giantee fcr the Project The State shaft have no liabilities to
the Grantee other than the Grant Amount.

Notwithstanding anything in this Agreement to the contiaiy, and notwithstanding
unexpected circumstincea, in no event shall the total of all payments authorized,
or actually made, hcreunda exceed the Grant limitation set forth in block 1.8 of 11.1.2
these genera! provisions.
COMPLIANCE BY GRANTEE WITH 1.AWS AND REGULATION.*; b
connectiOD whh the perfonriance of the Project, be Grantee shall comply with all
statutes, laws reguiaiions, and ontm of federal, state, county, or municipal
ainborities ahicb shaft impose any abiigatioas or duty iqjon the G^tee, induding
the acquisition of any and ail necessary permits and RSA 31-95-b
RECORDS and ACCOUNTS.

Between the Effective Date and the date seven (7) yean after be Completion
Date, unless otherwise required by the giant terms or the Agency, the Giantee
shall keep detailed accounts of aft expenses incurred in connectioo with the
Project, including, but not limited to, costs of adtninistiation, tnnspoitatioa,
iosuiittce, telephone calb, and clerical materiab and services. Such
shall be supported by receipts, invoices, bills and other girwiiar documents.
Between the Effective Date and the date seven (7) years after the Completion
Date, unless otherwise icqutted by be grant terms or the Agency pursuant to
subpaiagiapb 7.1, at any time during the Grantee's oomtal business hours, and as
ofteo as the State shall demand, the Grantee shall make avaibble to the State all
records pertaining to matters covered by bis Agreement The Grantee «>>«ii
permit the State to audit examine, and reproduce such records, and to maif** audits
of all contracts, invoices, materials, payrolls, records of posonnel, data (as bat
term is hereinafter defined), and ober infonnatkm relating to all matters covered
by bu Agreement As used in this pangitqjb, "Gnatee" includes all persons,
natural or fictional, affiliated with, contioUed by, or under cooudco ownership
with, the entity identified as be Oiantee in block 1.3 of these provisions

11.

11.1.

11.1.1

11.IJ

11.1.4

112.

112.1

11.2.2

11.2.3

11.2.4

12.

12.1.

The Grantee shall, at its own expense, provide all personnel necessary to perfonn
be Project The Grentee wcranU that all personnel engaged in be Project shall
be qualified to perform such Project and shall be properly licensed and auftiorized

■ to perform such Project under all applicable laws.
The Grantee shall not hire, and it sh^ not pennit any subcontnctor, subgraotee,
or obo person, finn or coipcratioo wib whom h is engaged in a combind efToit
to perform be Project to hire any person who has a contractual relationship wib
be Stale, or who is a State officer or employee, elected or appointed.
Tlie Grant Officer shall be be representative ofthe State heteunder. b the event
of any dispute hereunder, the mterpreution of this Agreement by the Grant
Officer, and his/her decision on any dispure, i>u»n be final
DATA: RETPfnON OF DATA: ACTFJtS

As used in this Agreemeni, the'word "data" shall mean all information and things 13.
developed or obtained during the perfbimaBce of; or acquired or developed by
reason ofi this Agreement includbg. but not limited to, all studies, reports, files,
formulae, surveys, maps, charts, sound recordings, video recordings, pictorial
reproductions, drawmgs, analyses, gnphic representations,

12

12

12.

.2.

2.

4.

computer programs, computer printouts, notes, letters, memoranda, paper, and
documents, all whcber fini«iw< of
Between the Effective Date and be Completion Date be Grantee shaft grant to
the State, or any person designated by it, unrestricted access to all data for
examination, duplication, publication, translation, sale, disposal, or for any other
purpose whatsoever.
No data shall be subject to copyright m be United States or any other country by
anyone other than the State.
On and after the Effective Date all data, and any property wfakh has been received
from be State or purchased wib funds provided for that purpose under this
Agiecmcnt, shall be the property of the State, and shaft be ittumed to the State
upon demand or upon tcnninatioo of this Agreement for any reason, whidiev®
shall first occur.

TTk State, and anyone it shall designate, shall have unrestricted authority to
publish, disclose, distribute and otherwise us^ in whNe or in part, aft data.
CQNDmONAL NATURE OR AGREEMENT. Notwithstanding anything m
this Agreement to be contrary, all obligations of the State hereunder, inHnrfirTg.
wibout limitatico, the continuance of payments hereunder, are contingent upon
the availability or continued ̂ropriation offunds, and in no event shall the State
be li^Je br any paymeou hereunder in excess of such available or a^^BOfBiated
funds, b be event of a reduction or lenninatioD of those fimds, the State «t>«M
have the rî t to withhold payment until such fimds become available, if ever, and
shall have be rî  to tennioate this Agreement immediately i^on giving be
Grantee notice of such terminaticD.

EVENT OF DEFAULT: REMEDIF-S.

Any one or more of be fbUowing acts or omissions ofthe Grantee shall constitute
an event ofdefault hereunder (hereinafter referred to as "Events of Default"):
Failure to perform the Project satisbctorily or on schedule; or
Failure to submit any report required hereunder; or
Failure to maintain, or permit access lo. be records required hereunder or
Failure to perform any of the ober covenants and conditions ofthis AgreemaiL
Upon be occurrence of any Event ofDefault, the State may take any one, or more,
or all, of the following actions:
Give the Giantee a written, notice specifying be Event of Default and requiring it
to be remedied within, in be absence of a greater or lesser specification of time,
thirty (30) days from be date of the notice; and if be Event of Default is not
timely remedied, terminate bis Agreement, effective two (2) days after giving the
Grantee notice of tenjunation; and
Give the Grantee a wrftten notice specifying the Event of Default and suspending
all payments to be made under this Agrnment and ordering that the portion ofthe
Grant Amount which would otherwise accrue to the Grantee rfuring the period
from the date of such notice until such time as the State determiiKs that the
Grantee has cured the Event of Default shall never be paid to the Grantee; and
Set offagainst any other obligation the State may owe to the Grantee any damages
the State suffos by reason of any Event of Default; and
Treat the agreement as breached and pursue any ofits remedies at law or in equity,
or bob.

TERMINATION.

In the event of any early termination of this Agreement for any reason oftier t>i>n
the completion of the I^ect, the Grantee shaft deliver to be Grant Officer, not
later thu fifteen (15) days after the date of tetminatioD, a report (hereinafter
referred to as be 'Termination Reporf) describing in detail all Project Woric
performed, and be Grant Amount earned, to and including die date of tennination.
In be event of .Tunination under paragraphs 10 or 12.4 of bese goeral
provisions, be approval of such a Tennination Rqiort by the State shall entitle
be Grantee to receive that portion of the Grant amount earned to and including
be date of termtaatioa

In be event of Termination unda paragraphs 10 or 12.4 of bese general
provisions, be approval of such a Tennination Rqiort by be State shall in no
event relieve the Grantee fi-om any and aft liability for damages sustained or
incurred by be State as a result of be Grantee's breach of its obligations
hereunder.

Notwibstaoding anything in this Agreement to be conixaiy, either the State or,
except where notice default has been gives to be Grantee hereunder, the Grantee,
may teiminate this Agreement without cause upon birty (30) days written notice.
CONFLICT OFTNTEREitT. No officer, member of employee of the Grantee,
and no representative, officer or employee of the State of New Hampshire or of
the governing body of the locality or localities in whkh be Project is to be
performed, who exercises any functions or responsibilities in the review or
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14.

15.

16.

17.

17.1

17.1.1

17.1.2

18.

19.

20.

ippn>val of the uDdertBldog or curyiiig out of tucb Project, sbtil participate in 17.2.
any decuion lelsting to tls s Agreemeat wfaidi affects his or her pmonal interest
or the interest ofany corpacation, partoenhip, or association in which be or she
is dirwty or indirectly interested, nor shall he or the have any pciscnal or
pecuniary intcry, direct or indirect, in this Agitemeit or the proceeds theieoC
QRATl let's y^irtnON TO THE STATE. In the perfonnaiice 'of ihis
Agreemeot the Onatee, h$ employe, and any subcontractor or subgrantee of
the Onatee are in alJ respects indepeodeat contractors, and arc neither agents
nor employees of the State. Neither the Grantee oor any of its oSicen,
employees, agmts, members, subcontiactors or tubgrantees, shall have authority
to bind the State nor are they entiilcd to any of the benefits, woifauen's
cnmpcnsatiop or emoluments provided by the State to its employees.
ASS^CT1ME^^' AND SUBCONTRAu'I'Sl The Orantee shall not assign, or
otherwise transfa any intaost in this Agreement without the prior written
cnsent of die State. None of the Project Work shall be subcontracted or
aiAgrtated by the Onntcc otber titan as set forth in Exhibit B without the prior
written coosem of tite State.

INDEMNIFICATION. The Orantee dial? m/l»r.^nify t>TmU«€
the State, its oiQcen and enployees, fiom and against any and all losses suffered
by the State, its officers and employees, and any and all rUim, liabilities or
penaltiq asserted against the State, its ofScers and employees, by or on 21.
of any perv^ on account ofi based on. resultisg from, arising out of (or which
may be claimed to arise out oO the acts or omissicau of the (iantcc or
subcootractor, or subgrantec or other agent of the Grantee. Notwiti»taading the
foregoing, nothing herein contirnrd shall be deemed to constitute a waiw ofthe
sovereign immunity of tire State, which mnminity is hereby reserved to flie State.
Thjs covenant ihaO survive the tennioation of this agreement t>

■INSURANCE. *"
The Grantee shall, at its own expense, obtain and in force, or 'ti*"
require any siiicontiactor, iubgiant« or assignee perfoiming Project work to
obtain and ciaimab in force, botii Ibr the benefit of the State, the followmg
insurance:
Statutory workers' compensation and employees liability insuiance for all
employees engaged in the perfbrmance of the pioject, and
Gaeral liability insimce against all claims of bodily injuries, death or property
damage, m amounts not less than Sl.000,000 per occurrence and $2,000,000
aggregam fbr bodily iqjuiy or death any one incident, and $500,000 for property
damage in any coe incident; unH

23.

24.

The policies desmbed b subparagraph 17.1 of this ptragiapb shall be the standard
form cnvtoyed m the Sate ofNew Hampshire, issued by undowrilen accqnablc
totheS^aodauthori^todobuiiacublbcSattofNw Haaqjshire. Granteeshall furnish to the Sate, certificates cf insurance for aO roiewalfi) of insurance
mjuii^ undo this Agreement no !*» than ten (10) days prior to tiie expiration
usU of each tnauraoce policy.
WAIVER OF No failure by the Sate to enfiuce any provisions hereof
alter any Evem of Default shall be deemed a waive of its rigba with regard to
that Event, or any subsequent EvenL No express waiver of any Event of Defkult
shall be deemed a waive of any previsions hereof. No such failure of waive
shall he deemed a wtiveof the right of the Sate to enforce each and aJl of tiie
provisions heeof any finthe or otbe default on the part of the Grantee.
tiODSE. Any notice by a party hereto to the othe party ihail be deemed to ^v«
been duly deliv^ or given at the time of mailing by certified mail, postage
prepaid, b a United Sates Post Office addressed to the paitiq at tiv addresses
first above given.

Agrecmcrn may be amended, waived or QQ]y
by an bstnanent b writbg signed by the partim hereto and only after ̂ iprovai of
such amendment, waiver or discharge by the Governor and Council of the Sate
of New Hampshire, if required or by the signbg State Agoicy
CONSTRUCTION OF AGREFJ4ENT ANn TFOMC Tfiis Agreement shall be
construed m accordance with the law of the Sate of New Hanqjshire and is
bmdmg iqxm and muxes to the benefit of the paitiq and timr respective successors
and assignees. The caixions and conMia of the "subject" blank are used only as
a matter ofconvenience, and are not to be considered a part of this Agreement or
to be used b detenninbg the tntpnH of the partim hereto.
miRPJARTIES. The parties hereto do not bteod to benefit any third paitiq
end this Agieemw not be coostnied to confer any ov-h benefit
ENTIR£ l^OHFFMtS^^• "pus Agreement, which may be executed b a number
of countsparis, each of ubich shall be deemed an original, constituta the entire
^reemeot and underttandbg between the partia, and si4>erseda all prior
agreements ud underrandbgs relatbg hereto.
SPECIAL PROVISIONS. The additiaQal or modifying provisions set fbrth m
ExhiTrit A hereb are bcorporited u part of this agreement
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EXfflBITA

SPECIAL PROVISIONS

1. Grant expenses must be incurred and paid prior to December 12,2028. All grant
reimbursement requests must be submitted prior to December 31, 2028. Only expenses
approved and outlined in Exhibit C may be reimbursed. Reimbursement requests shall meet
all requirements of the Federal Terms and Conditions and Special Conditions.

2. The Dqjartment of Information Technology shall maintain financial records, supporting
documents, and all other pertinent records for a period of 3 years after final disposition.

3. Grant Agreement Revision to Provision 16. INDEMNIFICATION. The Grantee shall
defend, indemnify and hold harmless the State, its officers and employees, fi"om and against
any and all losses suffered by the State, its officers and employees, and any and all claims,
liabilities or penalties averted against the State, its officers and employees, by or on behalf
of any person, on account of, based on, resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the Grantee or Subcontractor, or subgrantee
or other agent of the Grantee. The Grantee^ liability herein shall not exceed the amount
of $ly000,000. Notwithstanding the foregoing, nothing herein shall be deemed to constitute
a waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive the termination of this agreement.
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EXHTBIT B

SCOPE OF SERVICES |
!

1. The Department of Safety, (hereinafter referred to as "the State") is awarding the i
Department of Information Technology (hereinafter referred to as "the Grantee") $3,828,075 ^
for the purpose of procuring cybersccurity contracts for NH Public K12 institutions (K12 ;
Cybersecurity in a Box) and continuing the Critical Infrastructure Cybersecurity projects in \
the Water and Wastewater sector (Water Cybersecurity in a Box). '

2. The Grantee agrees that they will provide a funding match of 30% utilizing non-federal !
funding.

3. The Grantee agrees that the project grant period ends on December 12, 2028, and that all
expenses must be incurred and paid prior to this date. Reimbursement requests must be
submitted to the Department of Safety, Grants Management Bureau, prior to December 31 ■
2028.

9

1-

I,

4. The Grantee agr^ to comply with all applicable federal and state laws, rules, regulations, |
and requirements. •

j:

5. The Grantee is responsible for the overall direction and assignment of all grant-funded |-
activities. !

I,

6. The Grantee agrees to provide proof of 80% pass-through to local entities no later than 1
February 21,2025.
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EXHIBIT C

GRANT AMOUNT AND METHOD OF PAYMENT

1. Grant Amount: $3,828,075 with a required non-federal match of $1,640,605.

2. Payment Schedule;

a. The Grantee agrees thai the total payment by the State under this grant agreement
shall be up to $3,828,075.

b. The State shall reimburse up to $3,828,075 to the Grantee upon the State receiving
appropriate documentation of expended funds (i.e.: copies of invoices and proof of
payment).

c. The Grantee is responsible providing proof of required matching funds totaling
$ 1,640,605 or at least 30% of expended funds.

(

d. The Grantee is responsible for the overall direction and assignment_of all 2024 State
and Local Cybersecurity Grant Program projects.
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