STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

March 18, 2025

The Honorable Ken Weyler, Chairman
Fiscal Committee of the General Court
State House

Concord, NH 03301

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council

State House

Concord, NH 03301

REQUESTED ACTION

Pursuant to RSA 14:30-a, VI, authorize the Department of Information Technology (DolT) to accept
and expend $3,828,075 in State Fiscal Year 2025 (SFY 25) from the State and Local Cybersecurity
Grant Program (SLCGP) funds available from the Department of Safety (DOS) for the funding of
cybersecurity enhancements. Effective upon Fiscal Committee and Governor and Council approvals
through June 30, 2025. 100% Federal Transfer from Other Agency.

In SFY 25, funds shall be budgeted in 01-03-03-030010-NEWXXXX, 2024Cybrscrty Enhance Grant
as follows:

g Current Budget P Revised Budget

Ciass-Account Class Description FY 25 Requested Action FY 25
Income

Fed Rev Xfers from
00D-488523-69 Other Agencies %0 $3,828,075 $3,828,075

Totals $0 $3.828,075 $3,828,075
Expenditures
103-502664 | Contracts for Program $0 $3,828,075 $3,828,075

Services

Totals $0 $3,828.075 $3,828,075




The Honorable Ken Weyler, Chairman
Fiscal Committee of the General Court

Her Excellency, Governor Kelly A. Ayotte
And the Honorable Council

March 18, 2025
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EXPLANATION

Strengthening cybersecurity practices and the resilience of state, local, and territorial governments is
an important mission and the primary focus of the State and Local Cybersecurity Grant Program
(SLCGP). The SLCGP supports targeted cybersecurity investments improving the security of critical
infrastructure and improving the resilience of the services provided.

Funds will be used to provide professional services to assist NH Public K12’s mitigate risk of
Ransomware attacks and prevent business email compromises that result in financial fraud. Funds will
also be used to continue the Water and Wastewater cybersecurity enhancements which are ongoing.

The New Hampshire State and Local Cybersecurity Grant Program Planning Committee (SLCGP-
CPC) is chaired by the State of NH Chief Information Officer (CIO) Denis Goulet, and includes
representatives from NH municipalities, counties, higher education, K-12 public education, public
health, and public safety. The SLCGP-CPC collaborated to develop the Cybersecurity Plan, which
details these programs.

Funds are to be budgeted in the following accounts:

Class 103-Funds to procure contracts for professional services to implement cybersecurity
enhancements at NH K12’s and NH Public Sector Community Drinking Water and
Wastewater Jystems.

In the event Federal funds are no longer available, General funds will not be requested to support this
program,

Respectfully submitted,

it A

Denis Goulet
Commissioner
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State of Retw Bampsbhire

_ DEPARTMENT OF SAFETY x _
JAMES H. HAYES BLDG. 33 HAZEN DR. EDDIE EDWARDS
CONCORD, N.H. 03305 ASSISTANT COMMISSIONER
1-2791
ROBERT L. QUINN . (COmj2T=20T STEVEN R. LAVOIE
COMMISSIONER ASSISTANT COMMISSIONER
March 4, 2025
Her Excellency, Governor Kelly A. Ayotte
and the Honorabie Council '
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Safety, Office of the Commissioner and Division of Administration, Grants
Management Bureau to award a grant to the Department of Information Technology (VC #311850-B001) Concord,
NH, in the amount of $3,828,075.00 for statewide Cybersccurity enhancements at the local and Staic level throughout
New Hampshire effective upon Governor and Council approval through December 12, 2028. 100% Federal Funds

Funding is available as follows:

02-23-23-231010-32840000 - Dept. of Safety — Office of the Commissioner- Cybersecurity Grant Program

085-588503 Federal Grants to Other Agencics SFY 2025
$3,828,075.00
EXPLANATION Ty

Strengthening cybersecurity practices and resilience of state, tocal, and territofial (SLT) governiments is an impaortant
homeland security' mission and the primary focus of the State and Local Cybersecurity Grant Program (SLCGP). The, .~
SLCGP funds targeted cybersecurity investments in government agencices, thus improving the sccurity of critical’
infrastructure and improving the resilience of the services governments provide their community. Representatives
from cities, towns, and counties, rural, suburban, and urban; higher education and K-12 Public Education; public
health and. public safety are represented on the New Hampshire SLCGP Planning Committee and collaborated to
develop the SLCGP -Cybersecurity Plan with goals and objectives that have champions identified to ensure
completion. These goals and objectiyes focus on leveraging economics of scale to implement programs that dircctly
benefit the represented eritities on the SLCGP Planning Committee. Funds will be used to: procure cybersccurity
service contracts for NH Public K12 instittitions (K12 Cybersecurity in a Box}and continue the Critical Infrastriicture
Cybersecurity projects in the Water and Wastewater sector (Water Cybersecurity in a Box). Both of these projects
address two of the most cyberattack vulnerable sectors in New Hampshire Municipalities.

Highway Funds or General Funds will not be used should federal funds become unavailable.

Respectfully Submitted,

Commissioner of Safety



FORM NUMBER G-1 (version 11/2021)

GRANT AGREEMENT
The State of New Hampshire and the Grantee hereby
Mutually agree as follows:
GENERAL PROVISIONS
1. Identification and Definitions.
1.1. State Agency Name 1.2. State Agency Address
Department of Safety 33 Hazen Drive
Concord, NH 03305

1.3. Grantee Name 1.4. Grantee Address
Department of Information Technology 27 Hazen Drive, Concord, NH 03301

1.5 Grantee Phone # | 1.6. Account Number | 1.7. Completion Date | 1.8. Grant Limitation

603-223-5734 10-32840000-588503 December 12, 2028 $3,828,075
1.9. Grant Officer for State Agency 1.10. State Agency Telephone Number
Kelly A. Chapman 603-271-7663

If Grantee is & municipality or village district: "By signing this form we certify that we have complied with any public
meeting requirement for acceptance of this grant, including if applicable RSA 31:95-b."

1.11. Grantee Signature 1 M_- 1.12. Name & Title of Grantee Signor 1
Denis Goulet, Commissioner & CIO

Grantee Signature 2 Name & Title of Grantee Signor 2
KL WEERS 1/ Ken Weeks, CISO, DolT
Grantee Signature 3 Name & Title of Grantee Signor 3
1.1 ate Agen nature(s) 1.14. Name & Title of State Agency Signor(s)

/ Qeport Divecker o Adunsnathcy

1.15. Approval by Attorney General (Form, Substance and Execution) (if G & C approval required)

By[el- Assistant Attorney General, On: ©T /11/ Zo1 §

1.16. Approval by Governor and Council (if applicable)

By: On: !

2. SCOPE OF WORK: In exchange for grant funds provided by the State of New Hampshire, acting
through the Agency identified in block 1.1 (hereinafter referred to as “the State™), the Grantee
- identified in block 1.3 (hereinafter referred to as “the Grantee™), shall perform that work identified and
more particularly described in the scope of work attached hereto as EXHIBIT B (the scope of work
being hereinafter referred to as “the Project™).
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3.

5.4,

5.5.

1.2.

82. .

83,

AREA COVERED, Except #s otherwise specifically provided for herein, the
Grantec shall perform the Project in, and with respect to, the State of New

Hampshire. ) ‘
“This Agrecment, and all obligations of the pasties herounder, shall become

effective on the date an the date of spprovel of this Agreement by the Governor
and Councit of the State of New Hampahire if required (block 1.16), or upan
signature by the State Agency as shown in block 1.14 (“the Effective Date™).
Excepl as otherwise specifically provided herein, the Project, including all reporis
required by this Agreement, shail be completed in ITS entirety prior to the date in
block 1.7 (hereinafher refeved to 21 “the Completion Date”), .

The Grant Amount is ilentified end more particularly described in EXHIBIT C,
atmched bereto.

The manner of, and schedule of payment shell be as set forth in EXHIBIT C.,

In accordance with the provisions set forth in EXHIBIT C, and in consideration
of the satisfactory performance of the Project, as detsrmined by the State, and as
limited by subparagraph 5.5 of thesc general provisions, the State shall pay the
Grantee the Grant Amount. The State thall withhold from the amount otherwise
payable to the Grantee under this subparagraph 5.3 those sums required, or
permitted, to be withheld pursuant to N.H. RSA 80:7 through 7-c.
Theplymentby!thmethbeChnmmmxﬂullbelheonly.mdlhceomplete
payment to the Grantee for all expenses, of whatever pature, incurred by the
Graniee in the performance hereof, and shall be the only, and the complete,
compensetion to the Grantes for the Project. The State shall have no liabilities 10
the Grantee other than the Grant Amount.

Notwithstanding anything in this Agreement to the cortrary, and potwithstanding
unexpected circumstances, in no event shall the totl of al} payments authorized,
or actually made, herconder exceed the Grant limitation set forth in block 1.8 of
these generat provisions.

In
connection with the perfarmance of the Project, the Grantee shall comply with sll
statutes, laws reguistions, and orders of federal, state, county, or municipal
autherities which shall impose any obligatioas or duty upon the Grantee, including
the acquisition of any and all necessary permits and RSA 31-95-b.

and

Between the Effective Date and the date seven (7) years after the Completion
Date, unless otherwise required by the grant terms or the Agency, the Grantes
shall keep detailed sccounts of all expenses incurred in connection with the
Preject, including, but not limited 1o, costs of administration, transportation,
insurance, telephone calis, and clerical materials and services, Such accounts
shall be supported by receipts, invoices, bills and other similar documents.

Between the Effective Date and the date seven (7) yeers after the Completion
Date, unless otherwisc required by the grant terms or the Agency pursuant to
subparagraph 7.1, at any time during the Grantee's normal business hours, and ss
often a3 the State shal] demand, the Grantee shal] make available to the State all
records pertaining to matters covered by this Agreement, The Grantee shall
permit the State to sudit, examine, and reproduce such records, and to make sudits
of ell contracts, invaices, materials, payrolls, records of personnel, data (as that
term iy hereinafter defined), and other information relating to sll matters covered
by this Agreement. As used in this paragraph, “Grantee™ includes all persons,
aatural or fictional, affiliated with, cantrolled by, or under commen ownership

with, the entity identified as the Grantee in block 1.3 of these provisions
PERSONNEL

The Grantee shall, at its own expense, provide ali personnel necessary to perform
the Project. The Grantee warmants that al] personnel engaged in the Project shall
be qualified to perform such Project, and shall be properly licensed and authorized
to perform such Project under all applicable laws,
The Grantee thall oot hire, and it shall not permit any subcontractor, subgrantee,
or other persan, firm or corporation with whom it is engaged in 8 combined effort
to perform the Project, to hire any person who has a contractual relationship with
the State, or who is a State officer or employee, elected or appointed.
The Grant Officer shall be the represantative of the State hereunder. In the event
of any dispute hereunder, the interpretation of this Agreement by the Grant
Officer, and his/her decision on any dispute, shall be final.

TA: ] :
As used in this Agreement, the ‘word “data” thall mean 2!l information and things
developed or obtained during the performance of, or acquired or developed by
reasan of, this Agreement, including, but not limited to, all studics, reports, files,
formulge, surveys, maps, charts, sound recordings, video recordings, pictorial
reproductions, drawings, analyses, graphic representations,
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9.2.

93.

94,

11
1L1.

1111
11.1.2
1113
il.1.4
1.2

1121

11.2.3

il.24

12.
121,

12.2.

123,

124,

COmpUter programs, computer printouts, notes, letters, memoranda, paper, and
documents, all whether finished or unfinished.
Between the Effective Dare and the Completion Date the Grentee shall gant 1o
the State, or any person designated by it, unrestricted access to all data for
examination, duplication, publication, translaticn, sale, disposal, or for any other
purpose whatsocver.
No data thall be subject to copyright in the United States or any other country by
anyone other thag the Siate,
On and after the Effective Date all data, and 8Dy property which has been received
from the State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned to the State
vpon demand or upon termination of this Agreement for any reason, whichever
shall first oecur,
The State, and anyone it shall designate, thall bave uprestricted authority to
publish, disclose, distribute and otherwisc use, in whole or in part, all dats.

. Notwithstending anything in

'this Agreement to the contrary, all obligations of the State hercunder, including,

without limitation, the continuance of payments hereunder, are contingenm upen
the availability or continued appropriation of funds, and in no event shall the State
be lisble for any payments hercunder in excess of such available or sppropriated
funds. In the event of a reduction or termination of those funds, the Siate shall
have the right to withhold payment unti] such funds become available, if ever, and
thall bave the right to terminate this Agreement immediately upon giving the
Grantee notice of tuch termination.

VENT OF T: REMEDIES.
Any one or mare of the following acts or omissions of the Grantee shall constitute
an event of default hereunder (hereinafter referred to as "Events of Default™):
Failure to perform the Project satisfactorily or on schedule; or
Failure to submit any report required hereunder: or
Failure to maintain, or permit access lo, the records required hereunder; or
Failure to perform any of the other covenants and conditions of this Agreement.
Upon the occumrence of any Event of Default, the State may take iny one, of more,
or all, of the following actions: oy
Give the Grantee a written potice specifying the Event of Default and requiring it
to be remedied withiin, in the-absence of & greater or lesser specification of time,
thirty (30) days from the date of the notice; and if the Event of Default is not
timely remedied, terminate this Agreement, effective two (2) days after giving the
Grantee notice of termination; and
Give the Grantee & written notice specifying the Event of Defaul: and suspending
all payments {0 be meade under this Agreement and ordering that the portion of the
Grant Amount which would otherwise accrue to the Grantee during the period
from the date of such notice until such time as the State determines that the
Grantee has cured the Event of Default shall pever be paid to the Grantee; and
Set off against any other cbligation the State may owe to the Grantee any damages
the State suffers by reason of any Event of Default; and
Treat the agreement aybreached and pursue eny of its remedics at law or in equity,
or both.
TERMINATION.
In the event of any early termination of this Agresment for any reason other than
the completion of the Project, the Grantee shall deliver to the Grant Officer, not
later than fifteen (15) days after the date of termination, a report (bereinafier
referred 1o as the *“Termination Report”) describing in detail ali Project Work
performed, and the Grant Amount camed, to and including the date of termination.
In the event of Terminstion under paragraphs 10 or 12.4 of these geperal
provisions, the approva! of such a Termination Report by the State shall entitle
the Grantee {o receive that portion of the Grant amount eamned to and including
the date of termination.
Io the event of Termination under parsgraphs 10 or 12.4 of these genera)
provisions, the epproval of such a Terminaticn Report by the State shall in no
event relieve the Grantee from any and all lishility for damages sustained or
incwrred by the State as 2 result of the Grantee's breach of its obligations
hereunder,
Notwithstanding anything in this Agreement to the contrary, citber the State or,
except where notice default has been given to the Grantee hereunder, the Grantee,
may terminate this Agreement without cause upon thirty (30) days written notice.
CONFLICT OF INTEREST. No officer, member of employee of the Grantes,
and no representative, officer or employee of the State of New Hampshire or of
the governing bady of the locality or localities in which the Project is to be
performed, who exercises any functions or responsibilities in the review or

1

-
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14,

15.

16,

17
17.1

17.1.1

17.1.2

approval of the underiaking or carrying out of such Project, shall participate in
any decision relsting to this Agreement which affects his or her personal interest
or the interest of any corporation, partnership, or essociation in which be or she
is directly or indirectly interested, nor shall he or she have any personal or
pecunisry interest, direct or indirect, in this Agreement ar the proceeds thereof,
P In the performance ‘of this
Agreement the Graiee, its employees, tnd any subcontrattor or subgrantee of
mc&mxmhaumspemindepmdemmmmdmndmnagmu
nor employees of the Stae. Ncither the Grantee gor any of its officers,
employees, agents, members, subcontractors or subgrantees, thall have atnhority
mbindth:Smenormmeyenﬁﬂcdtoanyoftbebemﬁu, wotianen's
compensation or emoluments provided by the State to its employees.

I ; . The Grantee shall not assign, ar

otherwise transfer any interest in this Agreement without the prior written
conscnt of the State. Nooe of the Project Work shall be subcontrected ar
medbymcmmbathmnmfmhin&hiﬁmwithounbepdor
written consent of the State. .
INDEMNIFICATION. The Grantee shall defend, indemnify and hold harmtess
LheSum,iuufﬁmmdﬂnployea.ﬂ-omlndluimnnymdmlmnuﬂend
by the Siate, its officers and employees, and any and all claims, lishilities or
penalties asserted against the State, its officers and employees, by ar on behalf
ofmypcrm,onmomtof.buedon,mdﬁngﬁom,nriﬁ.ngoutof(orwhich
may be clrimed 1o arise out of) the acts or omissions of the Grantee or
subcentractor, ar subgrantee or other agent of the Grantee. Notwithstanding the
foregping, nothing berein contained shall be deemed to constitute a waiver of the
mverﬁ;uinmunilyofﬂsz:,whichhmnﬁ!yishembymmed!o!heSm&
This covenant thall survive the termination of this agreement.

.INSURANCE

TheGnmeeshnH,ltit:mcxpense,obuinmdmainmininfarce,wM
require any subcantractor, subgrantee or assignec performing Project work 1o
obtain and maintin in force, both for the benefit of the State, the following
insurance: X
Sttutory warkers' compensation and employess liability insurance for all
employees mgxged‘inthepafnrmmoeofth:l’mjc\:t.and

General liability insurance against af] claims of bodily injuries, death ar property
damage, in amounts not less than 51,000,000 per occurrence and $2,000,000
aggregate for bodily injury or death any ooe incident, and $500,000 it property
damage in zny one incident; and
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17.2 Thcpolicicshm’bedinwbp:@;:h 17.1 of this paregraph shall be the stapdard

19,

21,

ﬁm@playwhthsmofkwm@mimxdbymﬁmxcq:ubb
10 the State, and aythorized to do business in the State of New Hampghire. Gromee
shall fumish to the State, certificates of insurance for all renewal(s) of insurance
mquiredundathisAgmanmlmhmﬂnnlm(lO)dnﬁwiormth:expinﬁon
date of cach insurance policy.
W, No failure by the State to enforce any provisions hereaf
after any Event of Defzult shall be deemed a waiver of its rights with regard to
that Event, or any subsequent Event. No express waiver of any Event of Default
shall be deemed a waiver of any provisions bereof. No such failuge of waiver
shal.lhcdea:neda\vxivcro!thedgh:ofﬂnesr:tetomforuethdlltofﬂm
mvbimhmfwmyﬁnﬁaamhadcﬁuhmthepmofﬂuﬁnnm.
NOTICE. Asy notice by a party hereto to the other perty ahall be deemed to have
becndtﬂyddivezedmg‘vm:ttbeﬁmeofmiﬁngbycqﬁﬁedmanw
prcpaid.inaUnitedSmqutOﬂioeldchmedmlhepmﬁuulhcldd:um
first above given.

AMENDMENT. This Agrecnent may be amended, waived or discharged only
bylninmminwﬁdngsipedbyﬂrpxﬁﬂhemmmdon]ylhﬂlppmnlnf
such amendment, waiver or discharge by the Governor and Council of the State

_ofNemehthrgquimdntbythesigningStﬂeAsmcy.

This Agreement xhall be
consuuedinlcoutdmwimthehwoftheSumofNemehim.mdi:
bindhguponmdinmumthebmnﬂmﬂhepuﬁumdﬂnirmpecﬁwmm
and assignees. The captions snd contents of the “subject™ blank are usad only as
ammofmvmimmdmnmmbemiduudnpmdlhi:@mw
0 be used in determining the intend of the parties héreto,

_'I'heparﬁnhn'mdonminmﬂmbmcﬁtmythirdpuﬁca
and this Agreement shall not be construed to confer any sach benefit,
E' NT. This Agreement, which may be executed in & number

ENTIRE AGREEMENT.
'ofcmm,uchofwhich:haﬂbcdemwdmoﬁgiml.cmsﬁmnmecmim

mcmmdundaxm:dingbetwemdmpmﬁa.mdsupawdulupdm
agreements and understandings relating hereto.
V| . The additional or modifying provisions set forth in

Exhibit A hereto are incorporated as part of this sgreement.

— B rememar.



EXHIBIT A
SPECIAL PROVISIONS

1. Grant expenses must be incurred and paid prior to December 12, 2028. All grant

reimbursement requests must be submitted prior to December 31, 2028. Only expenses
- approved and outlined in Exhibit C may be reimbursed. Reimbursement requests shall meet
all requirements of the Federal Terms and Conditions and Special Conditions.

. The Department of Information Technology shall maintain financial records, supporting
documents, and all other pertinent records for a period of 3 years after final disposition.

. Grant Agreement Revision to Provision 16. INDEMNIFICATION, The Grantee shall
defend, indemnify and hold harmless the State, its officers and employees, from and against
any and all losses suffered by the State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers and employees, by or on behalf
of any person, on account of, based on, resulting from, artsing out of (or which may be
claimed to arise out of) the acts or omissions of the Grantee or Subcontractor, or subgrantee
or other agent of the Grantee. The Grantee’s liability herein shall not exceed the amount
of 31,000,000. Notwithstanding the foregoing, nothing herein shall be deemed to constitute
a waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive the termination of this agreement.
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EXHIBITB
SCOPE OF SERVICES

- The Department of Safety, (hereinafter referred to as “the State”) is awarding the

Department of Information Technology (hereinafter referred to as “the Grantee™) $3,828,075
for the purpose of procuring cybersecurity contracts for NH Public K12 institutions X12
Cybersecurity in a Box) and continuing the Critical Infrastructure Cybersecurity projects in
the Water and Wastewater sector (Water Cybersecurity in a Box).

- The Grantee agrees that they will provide a funding match of 30% utilizing non-federal

funding,

. The Grantee agrees that the project grant period ends on December 12, 2028, and that ail

expenses must be incurred and paid prior to this date. Reimbursement requests must be
submitted to the Department of Safety, Grants Management Bureau, prior to December 31,
2028.

. The Grantee agrees to comply with all applicable federal and state laws, rules, regulations,

and requirements.

. The Grantee is responsible for the overall direction and assignment of all grant-funded

activities.

. The Grantee agrees to provide proof of 80% pass-through to local entities no later than

February 21, 2025.
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EXHIBIT C
GRANT AMOUNT AND METHOD OF PAYMENT

1. Grant Amount: $3,828,075 with a required non-federal match of $1,640,605.

2. ?ayment Schedule:

a.

The Grantee agrees that the total payment by the State under this grant agreement
shall be up to $3,828,075.

The State shall reimburse up to $3,828,075 to the Grantee upon the State receiving
appropriate documentation of expended funds (i.e.: copies of invoices and proof of

payment).

The Grantee is responsible providing proof of required matching funds totaling
$1,640,605 or at least 30% of expended funds.

The Grantee is responsible for the overall direction and assignment of all 2024 State
and Local Cybersecurity Grant Program projects. .
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