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State of Netw Bampshire

DEPARTMENT OF SAFETY ‘
JAMES H. HAYES BLDG. 33 HAZEN DR, EDDIE EDWARDS
CONCORD, N.H. 03305 ASSISTANT COMMISSIONER
271-2791
ROBERT 1. QUINN (603) 2 STEVEN R. LAVOIE
COMMISSIONER ASSISTANT COMMISSIONER

March 4, 2025

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Depariment of Safety, Office of the Commissioner and Division of Administration, Grants
Management Burcau to award a grant to the Department of Information Technology (VC #311850-B001) Concord,
NH, in the amount of $3,828,075.00 for statewide Cybersecurity enhancements at the local and Staie level throughout
New Hampshire effective upon Governor and Council approval through December 12, 2028. 100% Federal Funds

Funding is available as follows:

02-23-23-231010-32840000 - Dept. of Safety — Office of the Commissioner- Cybersecurity Grant Program

085-588503 Federal Grants to Other Agencies SFY 2025
$3,828,075.00

EXPLANATION

Strengthening cybersccurity practices and resilience of state, local, and territorial (SLT) governments is an important
homeland security mission and the primary focus of the State and Local Cybersecurity Grant Program (SLCGP). The
SLCGP funds targeted cybersecurity investments in government agencices, thus improving the sccurity of critical
infrastructure and improving the resilicnce of the services governments provide their community. Representatives
from cities, towns, and counties, rural, suburban, and urban; higher education and K-12 Public Education; public
health and public safety are represented on the New Hampshire SLCGP Planning Committee and collaborated to
develop the SLCGP Cybersecurity Plan with goals and objectives that have champions identified to ensure
completion. These goals and objectives focus on leveraging ccononties of scale to implement programs that directly
benefit the represented entities on the SLCGP Planning Committee. Funds will be used to: procure cybersecurity
service contracts for NH Public K12 institutions (K12 Cybersecurity in a Box) and continue the Critical Infrastricture
Cybersecurity projects in the Water and Wastewater sector (Water Cybersecurity in a Box). Both of these projects
address two of the most cyberattack vulnerable sectors in New Hampshire Municipalities.

Highway Funds or General Funds will not be used should federal funds become unavailable.

Respectfully Submitied,

Roliert .. Quinn
Commissioner of Safety



FORM NUMBER G-1 (versiop 11/2021)

GRANT AGREEMENT

The State of New Hampshire and the Grantee hereby
Mutually agree as follows:

GENERAL PROVISIONS
1. Identification and Definitions. -
1.1. State Agency Name 1.2. State Agency Address
Deparment of Safety 33 Hazen Drive
Concord, NH 03305

1.3. Grantee Name 1.4. Grantee Address

Dﬁparh'nent of Information Techmlm 27 Hazen DI'iV_E_, _cD'_'lCDrd, NH_ 03301
1.5 Grantee Phone # 1.6. Account Number | 1.7. Completion Date | 1.8. Grant Limitation
603-223-5734 10-32840000-588503 December 12, 2028 $3,828,075
1.9. Grant Officer for State Agency 1.10. State Agency Telephone Number

Kelly A, Chapman 603-271-7663

¥f Grantee is a municipality or village district: "By signing this form we certify that we have complied with any public
meeting requirement for acceptance of this grant, including if applicable RSA 31:95-b.”

1.11. Grantee Signature 1 M.- 1.12. Name & Title of Grantee Signor 1
Denis Goulet, Commissioner & CIO

Grantee Signature 2 Name & Title of Grantee Signor 2
kL WEEHS (Y Ken Weeks, CISO, DolT
Grantee Signature 3 Name & Title of Grantee Signor 3
1.13, Sfate Agen Tenatu re('s) 1.14. Name & Title of State Agency Signor(s)
// Vopdr Divecteror Admunsrahe,

1.15. Approval by, ttorney General (Form, Substance and Execution) (if G & C approval required)
:By{v/ Assistant Attorney General, On: 97T /11/ “Tol 5

1.16. Approval by Governor and Council (if applicable)

By: On: {1

2. SCOPE OF WORK: In exchange for grant funds provided by the State of New Hampshire, acting
through the Agency identified in block 1.1 (hereinafter referred to as “the State”), the Grantee
- identified in block 1.3 (hereinafter referred to as “the Grantee™), shall perform that work identified and
more particularly described in the scope of work attached hereto as EXHIBIT B (the scope of work
being hereinafter referred to as “the Project”). '
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5.4.

5.5.

7.2

8.2

8.3.

AREA COVERED. Except as otherwise specifically provided for herein, the
Crantee shall perform the Project in, and with nespect to, the State of New
Hampshire.

This Agreement, and all obligations of the parties hereunder, shall become
effective on the date on the date of approval of this Agreement by the Governer
end Council of the State of New Hampshire if required (block 1.16), or upen
signature by the State Agency as shown in block 1.14 (“the Effective Dale™.
Except as otherwise specifically provided herein, the Project, including all reports
required by this Agreement, shall be completed in ITS entirety prior to the date in
block 1.7 (hereinafier referred to as “the Completion Date™).

"The Grant Amount is identified and more particularly described in EXHIBIT C,

attached hereto.

The manner of, and schedule of payment shall be as set forth in EXHIBIT C.

In accordance with the provisions set forth in EXHIBIT C, and in consideration
of the satisfactory performance of the Project, as determined by the State, gnd as
limited by subparagraph 5.5 of these general provisions, the State shali pay the
Grantee the Grant Amount. The State shall withhold from the amount otherwise
payable to the Grantee under this subparagraph 53 those sums required, or
permitted, to be withheld pursuant to N.H, RSA 80:7 through 7-c.

The payment by the State of the Grant emount shall be the anly, and the complete
payment to the Gruntee for all expenses, of whatever nature, incurred by the
Grantee in the performance hereof, and shall be the only, and the complete,
campensation to the Grantee for the Project. The State shall kave no liabilities 1o
the Grantee other than the Grant Amount,

Notwithstanding anything in this Agreement to the contrary, and notwithsianding
uncxpected circumstances, in 8o event shall the total of all paymears authorized,
or actually made, hereunder exceed the Grant limitation set forth in block 1.8 of
these general provisions.

W, w In
connection with the performance of the Project, the Grantee shall comply with all
suatutes, laws regulations, and orders of federal, stie, county, or municipal
aughorities which shall impose any obiigations or duty upon the Grantee, ineluding
the acquisition of any and all necessary permits and RSA 31-95-b.
RECORDS snd ACCQUNTS.

Between the Effective Date and the date seven (7) years after the Completion
Date, unless otherwise required by the grant terms or the Apency, the Grantee
shall kecp detailed accounts of af) expenses incurred in connection with the
Project, including, but not limited to, costs of administration, transportation,
insurence, telephone calls, and clerical materials and services. Such accounts
shall be supported by receipts, invoices, bills and other similar documents,

Between the Effective Date and the date seven (7) years after the Completion
Date, uniess otherwise requirned by the grant terms or the Agency pursuznt
subparagraph 7.1, at any time during the Grantes's normal business hours, and as
often as the State shall demand, the Grantee shall make available to the State al)
records pertrining to matiers covered by this Agreement. The Grantee shall

permit the State to audit, examine, and reproduce such records, and to make audits 1

of all contracts, inveices, materials, payrolls, records of personnel, data (as that
term is hereinzfier defined), end other information relating to oll matters covered
by this Agreement. As used in this paragraph, “Grantee” includes all persons,
natural or fictional, affilisted with, controlied by, or under comunon ownership

with, the entity identified as the Grantee in block 1.3 of these provisions
PERSONNEL,

P

The Grantee shail, at its own expense, provide all persounel necessary to perform
the Project. The Grantee warrants that all personnel engaged in the Project shall
be qualified to perform such Project, and shall be properdy Lcensed and euthorized
o perfonn such Project under all applicable laws.

The Grantee shall got hirc, and it shell not permit any subcontractor, subgrantee,
or other person, firm or corporation with whom it is engaged in a combined effort
1o perform the Project, to hire any person who has a contractual relationship with
the State, or who is 2 State officer or employee, elected or appointed,

The Grant Officer shall be the representative of the State hereunder. In the event
of any dispute hereunder, the interpretation of this Agreement by the Grant
Officer, and his/her decision oo any dispute, shall be final.

DATA; RETENTION OF DATA; ACCESS.

As used in this Agreement, the ward “data™ shall mean all information and things
developed or obtained during the performance of, or acquired or developed by
reasan of, this Agreement, including, but not limited to, all shadies, reports, Liles,
formulae, surveys, maps, charts, sound recordings, video recordings, pictorial
reproductions, drawings, analyses, graphic representations,
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11.2.1

11.2.2
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computer programs, computer printouts, notes, letiers, memoranda, paper, and
documents, all whether finished or unfinished.
Between the Effective Date and the Completion Date the Grantee shall grent to
the State, or any person designated by it, unrestricied access to all data for
examination, duplication, publicaticn, translation, sale, disposal, or for any other
purpose whatsoever,
No data shall be subject to copyright in the United States ar any other country by
anyone other than the State.
On and after the Effective Date all data, and any property which has been received
from the State or purchased with funds provided for that purpose under this
Agreement, shalf be the property of the State, and shall be returned to the State
upon demand or upon termination of this Agreement for any reason, whichever
shall first occur.
The State, and anyone it shall designate, shall have unrestricted authority to
publish, disclose, distribute and otherwise use, in whole or in part, al] data.

. Notwithstanding anything in

; Wmm
this Agreement to the conrary, all obligations of the State hereunder, including,

without limitation, the continuance of payments hereunder, are contingent upoa
the avaitability or contipued appropristion of funds, and in no event shal the State
be liable for any payments hereunder in excess of such available or approprizted
funds. In the event of a reduction or termination of those funds, the State shall
have the right to withhold payment uatil such funds become available, if ever, and
shall bave the right to temninate this Agreement immediately upon giving the
Grantee potice of such tennination.

V. i X
Any onc or more of the {ollowing acts or omissians of the Grantee shall constitte
&n event of defsult hereunder (hertinafter referred to as “Events of Default™:
Failure to perform the Project satisfactorily or on schedule; or
Failure to submit any report required bereunder; or
Failure to maintain, or permit access 10, the records required hereunder; or
Failure to perform any of the other covenants and conditions of this Agreement.
Upon the occurence of any Event of Default, the State may take any one, or more,
or all, of the following actions:
Give the Grantee g wriften notice specifying the Event of Default and requiring it
to be remedied within, in the absence of a greater or lesser specification of time,
thirty (30) days from the date of the notice; and if the Event of Default is not
timely remedied, terminate this Agreement, effective two (2) days after giving the
Grantes notice of lermination; and
Give the Grantes a written notice specifying the Event of Default and suspending
all payments 10 be made under this Agreement and ordering that the portion of the
Grant Amount which would otherwise accrue to the Grantee during the period
from the date of such noticc until such time as the Stale detenmines that the
Grantee has cured the Event of Default shall never be paid to the Grantee; and
Set off againsi any other obiigation the State may owe to the Grantee any damages
the State suffers by reason of any Event of Default; and
Treat the agreement as breached and pursue eny of its remedies at law or in equity,
ar both.
TERMINATION.
In the event of any early termination of this Agreement for any reason other than
the completion of the Project, the Grantee shalt deliver to the Grant Officer, not
later than fifteen (15) days after the date of termination, a report (hereinafter
referred to as the “Termination Report™) describing in detail &l Project Work
pesformed, and the Grant Amount camed, to and including the date of termination.
In the event of Termination under parngraphs 10 o 12.4 of these general
provisions, the approval of such o Termination Report by the State shal] entitle
the Graniee io receive that portion of the Grant amount earned Lo and including
the date of termination.
In the event of Termination under paragraphs 10 or 12.4 of these general
provisions, the epproval of such a Termination Report by the State shall in no
event relieve the Grantee fiom any and ali liability for Jdamages sustained or
incwrred by the State as a result of the Grantee’s breach of its obligations
hereunder.
Notwithstarding anything in this Agreemen: to the contrary, either the State or,
except where notice default bas been given to the Grantee bersunder, the Grantee,
may terminate this Agreement without cause upan thirty (30) days written notice,
CONFLICT OF INTEREST. No officer, member of employee of the Grantee,
and no representative, officer or employee of the State of New Harpshire or of
the governing body of the locality or localities in which the Project is to be
performed, who exercises any functions or responsibilities in the review or

e



15.

17.
17.1

17.5.1

17.1.2

epprovel of the undertaking or canrying out of such Project, shall participate in
any decision relating to this Agreement which affects his or ber personal interest
or the interest of any corporntion, partnership, or essociation in which ke or she
is directly or indirectly interested, nar shall be or she have any persongl or
pecuniary interest, direct or indirect, in this Agreement or the proceeds thereof.
GRANTEE'S RELATION TQ THE STATE b the performance ‘of this
Agreement the (frantee, its employees, and any subcomtractor or subgrantee of
the Grantee are in all respects independent contractors, and are peither agents
nor employees of the State. Neither the Grentee nor any of its officers,
employees, agents, members, subcontractors or subgrantees, shall have suthority
to bind the State nar arc they entitled to any of the benefits, workmen's
compensation or emoluments provided by the State to its employces.
ASSIGNMENT AND SUBCONTRACTS. The Grantes shall not assign, or
otherwise transfer any interest in this Agreement without the prior written
consent of the Siate. Nome of the Project Work shall be subcontracted or
subgranted by the Grantee ather than as set forth in Exhibit B without the prior
written consent of the Srate.

INDEMNIFICATION. The Grantee shall defend, indemnify and hold harmless
the State, its officers and employees, from and against any end all losses suffered
by the State, its officers and employees, and any and al) claims, lisbilities or
penalties asserted against the State, its officers and employees, by or oo behalf
of any person, en account of, besed ou, resulting from, arising out of {or which
may be claimed to arise out of) the acts or omissions of the Grantee or
subcontractor, or subgranter or other agent of the Grantee. Notwithstanding the'
foregoing, nothing herein contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby reserved to the State,
This covenant shall survive the termination of this agreement.

INSURANCE.

The Grantee shall, at its own expense, obtain and maintain in force, or shall
Tequire any subcontractor, subgrantee or assignee performing Project work to
obtain and maintzin in force, both for the benefit of the State, the following
insurance:

Statutory workers® compensation and employees liability insurance for all
employees engaged in the performance of the Project, and

Grneral liability insurance against all ¢laims of bodily injuries, death or property
damape, in amounts not less than $1,000,000 per occurrence and $2,000,000
aggregate for bodily injury or death any one incident, and $500,000 for property
damage in any one incident; and
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17.2. The policies described in subparagraph 17.1 of this paragraph shali be the standard

18.

21
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form emplayed in the State of New ilampshire, issucd by underwriters aceeptible
to the State, and nythorized 10 do businesy in the State of New Hampshire. Grantec
shal! furnish to the State, certificates of insurance for all renewal(s) of insurance
required under this Agreement no later than ten (10) days prior to the expiration
date of each insurance policy.

WAIVER OF BREACH. No failure by the State to enforce any provisions hereof
afier any Event of Default shail be deemed a waiver of its rights with regard 1o
that Event, or eny subsequent Event. No express waiver of any Event of Default
shall be deemed a waiver of any provisions bereof. No such failire of wajver
shall be deemed a waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other default on the part of the Grantee.
NQTICE. Any notice by & party herete to the other party shall be deemed 1o have
been duly delivered or given at the time of mailing by certified mail, postege
prepeid, in 2 United States Post Office addressed to the parties at the addresses
first above given.

AMENDMENT. This Agreement may be amended, waived or discharged only
by an instrument in writing signed by the partics hereto and enly after spproval of
such amendment, waiver ar discharge by the Govemor and Council of the State
of New Hampshire, if required or by the signing State Agency.

. This Agreement shall be
construed in sccordance with the law of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their respective successors
and assignees. The captions end contents of the “subject™ blank are used only as
a matter of convenience, and are not to be considered a part of this Agreement or
to be used in determining the intend of the parties héreto,

. The parties hereto do not intend to benefit any third parties
and this Agreement shall not be construed to confer any such benefit.

E EEMENT. This Agreement, which may be executed in 8 pumber
of counterparts, each of which shall be deemed an original, constitutes the entire
agreement and understanding between the parties, and supersedes all prior
agreements and understandings relating hereto.

[ V] . The additicnnl or modifying provisions set forth in
Exhibit A hereto are incarporated as past of this agreement.




EXHIBIT A
SPECIAL PROVISIONS

1. Grant expenses must be incurred and paid prior to December 12, 2028. All grant
reimbursement requests must be submitied prior to December 31, 2028. Only expenses
approved and outlined in Exhibit C may be reimbursed. Reimbursement requests shall meet
all requirements of the Federal Terms and Conditions and Special Conditions.

2. The Department of Information Technology shall maintain financial records, supporting
documents, and all other pertinent records for a period of 3 years after final disposition.

3. Grant Agreement Revision to Provision 16. INDEMNIFICATIQN. The Grantee shall
defend, indemnify and hold harmless the State, its officers and employees, from and against
any and all losses suffered by the State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers and employees, by or on behalf
of any person, on account of, based on, resulting {rom, arising out of (or which may be
claimed to arise out of)) the acts or omissions of the Grantee or Subcontractor, or subgrantee
or other agent of the Grantee. The Grantee’s liability herein shall not exceed the amount
of $1,000,000. Notwithstanding the foregoing, nothing herein shall be deemed to constitute
a waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive the termination of this agreement.
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EXHIBIT B
SCOPE OF SERVICES

. The Department of Safety, (hereinafter referred to as “the State”) is awarding the
Department of Information Technology (hereinafter referred to as “the Grantee™) $3,828,075
for the purpose of procuring cybersecurity contracts for NH Public K12 institutions (K12
Cybersecurity in 2 Box) and continuing the Critical Infrastructure Cybetsecurity projects in
the Water and Wastewater sector (Water Cybersecurity in a Box).

- The Grantee agrees that they will provide a funding match of 30% utilizing non-federal
funding.

. The Grantee agrees that the project grant period ends on December 12, 2028, and that all
expenses must be incurred and paid prior to this date. Reimbursement requests must be
submitted to the Department of Safety, Grants Management Bureau, prior to December 31,
2028.

. The Grantee agrees to comply with all applicable federal and state laws, rules, regulations,
and requirements.

. The Grantee is responsible for the overall direction and assignment of all grant-funded
activities,

. The Grantee agrees to provide proof of 80% pass-through to local entities no later than
February 21, 2025. )
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EXHIBIT C
GRANT AMOUNT AND METHOD OF PAYMENT

l. Grant Amount: $3,828,075 with a required non-federal match of $1,640,605.

2. Payment Schedule:

a. The Grantee agrees that the total payment by the State under this grant agreement
shall be up to $3,828,075.

b. The State shall reimburse up to $3,828,075 to the Grantee upon the State receiving
appropriate documentation of expended funds (i.e.: copies of invoices and proof of

payment),

¢. The Grantee is responsible providing proof of required matching funds totaling
$1,640,605 or at least 30% of expended funds.

d. The Grantee is responsible for the overall direction and assignment of all 2024 State
and Local Cybersecurity Grant Program projects.
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