STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

March 10, 2025

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a Sole Source contract
amendment with The Atom Group, LL.C, of Portsmouth, NH (VC #313392) by increasing the price limitation
by $257,600 from $1,900,705 to $2,158,305, and by extending the completion date from September 30, 2027
to December 31, 2028, for the purpose of providing Cyber Security Training and Exercise services to
Municipalities, K-12 SAUs, Local Utility Commissions, and State Agencies throughout the State of New
Hampshire, effective upon Governor and Council approval. The Governor and Executive Council
approved the original contract agreement on March 8, 2023, Item #16 and amended with Governor and
Executive Council approval on October 4, 2023, Item #40 and on August 30, 2024, ltem #61. Source of
Funds: 100% Transfer of Federal Funds.

Funding is available in Fiscal Year 2025 as follows:

CAT#-DEPT#AGENCY#-ACTIVIT#ACCOUNTING UNIT #- FY 25
DEPT NAME- AGENCY NAME -ACCOUNTING UNIT NAME
CLASS- OBJECT - DESC

01-03-03-030010-13810000-Department of Information Technology- $57,600
Cyber Enhancements Grant-102-500731-Contracts for Program Services
01-03-03-030010-42960000-Department of Information Technology- $200,000
2024 Homeland Security Grant-102-500731-Contracts for Program

Services
Total $257,600

EXPLANATION
This contract is Sole Source because it accelerates/continues an existing Public-Private partnership
to provide Cybersecurity Training and Exercises to Municipalities, K-12 SAUs, Local Utility Commissions,
State Agencies, etc. across New Hampshire. The Atom Group, LLC will provide up to 250 hours per
quarter of Municipal Cyber Training and Exercise Services to accelerate the existing Municipal Cyber
Defense Program offered in partnership with the New Hampshire Public Risk Management Exchange’s
(PRIMEX) Risk Managers.

The Atom Group’s Program includes four pillars of cybersecurity readiness for Municipal
Government entities in the State of New Hampshire. These pillars are:

1. Proactive Education and Training,

2. Cybersecurity Emergency Response Planning and Tabletop Exercises,

3. Cybersecurity Vulnerability Overviews, Custom Content, and On-Demand Webinars,

including a 20-part series of CIS Controls Implementation Groups 1 and 2, and
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4. Hands-on workshops for IT personnel working for Municipalities that have significant
cybersecurity responsibilities to safeguard public information systems and confidential data.

The Atom Group provides a program that is modular and adaptable in a customized matrix where
the delivery of content is based on 3 key traits of municipalities:

1. The type of municipality receiving the content.

2. The job description of the person receiving the training.

3. The existing cybersecurity readiness training of the organization.

Additionally, Atom Group, LLC’s program provides not only in person content delivery for specific
municipalities, but they additionally make the content available to wider municipal audiences via the New
Hampshire Public Risk Management Exchange (PRIMEX) Cyber Portal which is available to over 550
municipal entities in New Hampshire. '

Alternatives to this contract that were considered include competitive bidding and the leveraging of
a statewide contract. Due to the efficiency and effectiveness of the existing public-private competitive
bidding was not deemed feasible to produce acceptable outcomes and leveraging a statewide contract would
not allow vendors to have access to the PRIMEX Cybersecurity Training Portal and therefore would not be
accessible on-demand to more than 550 lower political subdivisions.

The State will receive many benefits from this contract amendment including a higher level of
Cybersecurity awareness and training throughout political subdivisions by reducing overall risk and
increasing situational awareness of Cybersecurity events/incidents across the State, and a higher level of
awareness will reduce the potential of serious cyber incidents.

As most Municipalities are connected to at least one state network, increased Cybersecurity
awareness should decrease risk to State Networks. The State will leverage the existing PRIMEX processes
for Municipalities to access and schedule training. All administrative process and procedures to schedule
and conduct training for municipalities already exist and will not have to be executed by State employees.

) This accelerated training program will more quickly enable lower political subdivisions to comply
with RSA 31:103-b and the business systems of agencies that have connections with Municipalities (e.g.
Department of Motor Vehicles will operate at a lower level of Cyber Security Risk.)

The Department of Information Technology respectfully requests approval of this contract
amendment.

Respectfully submitted,

W’\pdﬂu on behalf of

Denis Goulet
Commissioner, Department of Information
Technology

DG/id

Dol T #2023-030C

RID #93115

cC: Ken Weeks, DolT Chief Information Security Officer

"innovative Technologies Today for New Hamp&hr’re 's Tomorrow”
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INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a sole source contract on
March 8, 2023, [tem #16, as amended on October 4, 2023, Item #40 and August 30, 2024, Item #61, (herein
after referred to as the “Agreement”), The ATOM Group, LLC (hereinafter referred to as “Contractor”
agreed to supply certain services upon the terms and conditions specified in the Agreement and in
consideration of payment by the Department of Information Technology (hereinafter referred to as the
“Department”), certain sums as specified therein;

WHEREAS pursuant to the Agreement Section 17 and the provisions of the Agreement, the Agreement
may be modified or amended only by a written instrument executed by the parties thereto and approved
by the Governor and Executive Council.

WHEREAS the Vendor and the Department have agreed to amend the Agreement in certain respects.

WHEREAS the Department wishes to add federal funds to continue the Municipal Cyber Training and
Exercises program.

WHEREAS The Vendor agrees to provide Municipal Cyber Training and Exercise Services, to include
State Agencies. )

WHEREAS The Department and the Vendor wish to increase the Contract price by $257,600 to bring the
total contract price to $2,158,305.

WHEREAS The Department and the Vendor wish to extend the completion date from September 30, 2027
to December 31, 2028.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the .-
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

'I. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $257,600 from $1,900,705 to $2,158,305.

2. Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extending the
contract completion date from September 30, 2027 to December 31, 2028.

3. Except as provided herein, all provisions of the Agreement shall remain in full force and effect.
This modification shall take effect upon the approval date from the Governor and the Executive
Council. .

Date:

Page

State of NH Contract D3
3/4/2025 jS
Contractor’s Initials;
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TABLE 1: CONTRACT HISTORY

CONTRACT AND | AMENDMENT | G&C COMPLETION | CONTRACT
AMENDMENT TYPE APPROVAL DATE AMOUNT
NUMBER DATE
DolT # 2023-030 Original March 8, 2023, | June 30, 2024 £100,705

Contract Item #16
DoIT # 2023-030 | 1* Amendment October 4, 2023, | June 30, 2025 $£300,000
Amendment 1 ltem #40
DoIT # 2023-030 | 2® Amendment August I, 2024, | September 30, $1,500,000
Amendment 2 Item #61 2027
DoIT # 2023-030 | 3™ Amendment TBD December 31, $257,600
Amendment 3 2028

CONTRACT TOTAL | $2.1 58,305_

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and vear first above
written.

CONTRACTOR

DoowSigned by:
[_QV‘"'“/”‘T ‘Date: 3/4/2025

TEFTH

Jason Sgro
The Atom Group, LLC

STATE OF NEW HAMPSHIRE

e A

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Technology

Date: March 6, 2025

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General
Qesssoa 4 Ay
V v

State of New Hampshire, Department of Justice

Date: March 17, 2025

State % lq\lﬁ 6:811(ract

Contractor actor’s [nitials:
Page

G
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I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: {date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

Slate% yﬁ&%ntract @

Contractor s [nitials:
Page 4 of 4



State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby cenify that THE ATOM GROUP LLC is a New
Hampshire Limited Liability Company registered 10 transact business in New Hampshire on April 12, 2007. | further certify that
all fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business 1D: 576086
Centificate Number: 0007073084

IN TESTIMONY WHEREOF,

i hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire.
this 28th day of February A.D. 2025.

David M. Scanlan
Secretary of State
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CERTIFICATE OF LIABILITY INSURANCE

DATE {MM/IDDIYYYY)

02/28/2025

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATI!ON ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELQW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: if the certificate hoider is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be andorsed.
It SUBROGATION IS WAIVED, subject to the terms and conditions of the pollcy, certain policies may require an andorsemant. A statement on

this cettificste does not confer rights to the certificate holder in (leu of such endorsemant(s).

PRODUCER amg: - Michael Ware :
Granite State Insurance & Risk Mgt LLC O exy, 603 580 4706 [T % woy, 603 360 4485
90 Bavarly Drive ADDREss. Michael@granitestateinsurance.com
Hampstead, NH 03841 INSURER(S} AFFORDING COVERAGE NAIC #
mMsurera: The Harford Insurance Company 19682
INSURED wsurer g : Beazely Excess and Suplus Insurance, Inc. 17520
The Atom Group LLC INSURERC :
1000 Market Street Building 2, Suite 300, Third Fioor INSURER D :
Porsmauth, NH 03801 INSURERE :
INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:
THIS IS TO CERTIF'Y THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED 10 THE INSURED NAMED ABOVE FOR THE POUCY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRAGT OR QTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE EEEN REDUCED 8Y PAID CLAIMS.
1{:1_31": TYPE OF INSURANCE INSD [ WVD POLICY NUMBER (mlbm (Sun}é“ Lims
X | COMMERCIAL GENERAL LIABLITY EACH OCCURRENCE 5 100000(
MAREGE TORE
| cLams-mane D OCCUR PREMTSES (Ea vccumvence) |3 50000
[ | MED EXP (Any ane petson)  |$ 5000
A 04SBAAESS98 09/2212024| 09/22/2025|rersonas & a0 voury s D000
| GEN1. AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE |5 200000t
| X |eoucy s I:] L0C PROGUCTS - COMPIOP AGG |3 200000(
X |omer: Professional Liability (8) Occurrance/Aggregate {$  1000000/20000G
i‘romn.s LABILITY &EWMLE Ik s 100000
ANY AUTO BODILY INJURY {Per parson} |3
Al Sﬁ"gs“ww fﬁ?ggmio D4SBAAESS98 (9/22/2024] (9722r2025[HBO0ILY INJURY (Per accident} |5
NON-OWNED TREHTY
| X| AUTos onLy AUTOS ONLY (Por acconty o 3
: s
| X[uksreLiatias T MTocour EACH OCCURRENCE s 300000¢
A [ Jexcessus CLABSMADE 04SBAAE5998 09/22/2024] 08/22/2025] scormeaate - 3000000
oeo | retermons $
MORKERS COMPENSATION i3 OTH-
AND EMPLOYERS® LIABILITY YN X|shinre [ [
ANY FROPRIETORPARTNER/EXECUT!
A DFFICERMENBER EXCLUBED? ve El NiA D4WECIVS013 01/26/2025| 01/26/202615L EACH ACCIDENT 3 LOD0DEN
[Mandatony in H) E.L. DISEASE - EA EMPLOYEE| S 100000(
. gascribe under
PESCRIPTION OF OPERATIONS belorw E.L. DISEASE - POLICY LIMIT |§ 100000¢
DESCRIPTION OF OPERATIONS | LOCATIONS  VEHICLES (ACORD 107, Additionat Remarns 5 . may be attached # more Space If required)

CERTIFICATE HOLDER

CANCELLATION

New Hampshire Deapl. of Information Technology
27 Hazen Drive
Concord. NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREGF, NOTICE WILL BE DELIVERED iN

ACCORDANCE WITH THE POLICY PROVISIONS.

i

AUTHORIZED REPREBENTA’
Michael Ware

ACORD 25 (2016/03)

The ACORD name and logo are reglstercd marks of ACORD

D CORPORATION. All rights reserved.



LLC Certification of Authority

[, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC, hereby certify that
JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited
liability partnership under RSA 304-B.

FFEFFFF RN R R R EFE R RN kR Rk R

I certify that JASON JOSEPH SGRO is authorized to bind the paﬁnership or LLC.1
further certify that it is understood that the State of New Hampshire will rely on this
certificate as evidence that the person listed above currently occupies the position indicated
and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: FEBRUARY 28, 2025 ATTEST: O\@H% /%23\.)



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
¥ Hazen Dr., Concard, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2064
www.rh.gov/ doit

Denis Gonlet
Commissioner

August 1, 2024

His Excellency, Governor Christopher T. Suouau
and the Honorable Executive Council

State House

Concord, NH 03301

B REQUESTED ACTION

Authorize the Department of Information Technology to epier inlo a Sole Source contract
amendment with The Atom Group, LLC, of Portsmouth, NH (VC #313392) by increasing the price limitation
by $1,500,000 from $400,705 to $1,900,705, aud by exiending the completion date from Auvgust 31, 2025 to

"September 30, 2027, for (be purpose of providing Cyber Secwity Trainiog aod Exercise services lo
Municipelities, K-12 8AUs, Local Utility Commissions, and State Agencies throughout the State of New
Hampshire, effective upon Governor and Council apptoval. The Governor and Executive Council
approved the origisal contract agreemeat on March 8, 2023, [tem #16 and most recenlly amended with
Governor and Executive Couacil approval on October 4, 2023, ltemn #40.

Source of Funds: 80% Federal Grant money and 20% Geeeral Fuads will be used.

Funding i3 available in Fiscal Year 2025 as follows:

CATHDEPTHAGENCYH#-ACTIVITH-ACCOUNTING UNIT #- FY 25
DEPT NAME- AGENCY NAME -ACCOUNTING UNIT NAME
CLASS- OBJECT - DESC

01-03-03-030010-67 170000-Department of Information Technology- 41,200,000
2023 Cyber Enhancements Grant- 103-502664-Coutracts for Program
Services

02-23.23.231010-71150000-Department of Safety-Cybersecurity Gmut $300,000
Program- 103-502664-Coatracts for Operationnl Services.
Tatal $£1,500,000

EXPLANATION

This contract amendmeut is Sole Sonrce because it accelerates/continues an existing Public-Private
partuership to provide Cybersecurity Training and Exercises to Municipalities, K-12 SAUs, Local Utility
Cammissions, State Agencies, etc. acrass New Hampshire. The Atom Group, LLC will provide up to 250
hours per quarter of Municipal Cyber Training and Exercise Services to accelerate the existing Municipal
Cyber Defense Progrun offered in partoership with the New Hampshire Public Risk Management
Exchange's (PRIMEX) Risk Mapagers.

On March 4, 2023, the Governor and Executive Couacil approved the ariginal contract as item #16

ou tbe ngenda. On Oclober 4, 2023, the Governar and Executive Council approved the first Amendmenl to
this contract. Since that lime, the followiag cybersecurity training bas been developed in respouse to dats

“innovative Technologles Foday for News Hompshire's Tomorrow™
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collected within the State of New Hampshire and addresses critical gaps in cybersecurity readiness. These
training programs ere aveilable to any municipal eatity within the state and are delivered es 90-minute, 2-

kowr

® & & & » & & & » B "

4-howr, and full day trainings as wazkshops ar through webinar format.

Geaerel Cybemsecurity Awareness Trainineg (UPDATED FOR 2024)

Public Cybersecurity Treining for Libranies (NEW FOR 2024)

Cybersecurity Training for Police and Fire Departmeats (Inctudes CJIS, Evidence, Dispatch)
Cybersecurity Treining for Financial Teams (loclude ACH Fraud and Payroll Fraud)
Cybersecurity Training for [T Teams (Engioeer Tmining of Common Attacks in 2022)

How to Legally Review Cybeérsecurity Documentation and Policics

Cybersecurity locident Response Plan Creation

Tabletop Warkshop for cybersecurity incident response pians (NEW FOR 2024)
Cybersecurity Microsoft 0365 Secure Setup Review end Treining (Inctudes Log Review)
Cybersecurity Google Workspece Secure Setup Review and Training (Includes Log Review)
Cyber Protections for SCADA Netwozks Training (UPDATED FOR 2024)

Cybersecurity Training for Educators (K-12 & SAU) (UPDATED FOR 2024)
Cybessecusity Voting Protection Treining for Cities and Towns

Cybersecurity Advanced Indicatar of Compromise Detection Treining (For IT Engineers)
Data Privacy Training for Emergency Responders. (UPDATED FOR 2024)

CIS Controls Webinar Series (Countrots 1-16, Implementation Group 1&2)

Region Cyber Defense Treining Progmum

The following MAJOR training events were made possible by this contrect:
MAJOR RECORDED EVENTS

CIS Controls Webinar Series Complete 1900+ Views. (600 new views)
General Cybersecurity Training (Created in Partnership with NH Primex). 9200+ Views
Cybersecurity Micro-Trsinings {Created in Partoership with NH Primex). 2400+ Views

MAJOR WORKSHOPS DEVELOPED

Sncident Response Planning for Town Administrators (Provided Anmmally, 2023, 2024)
Regional Cyber Defeose Program (Provided Quarterly Q4, 2023, Q1 2024)
Cybersecwity Emergency Response for IT Managers (Provided Annually 2023, 2024)
Sandbox end Honeypot Treining far IT Maoagers (2023)

Living off the Lard Cybemsecurity Warkshop (Provided 2X in 2024)

‘Crisis Media Respoase for Leadecship Training (NEW)

Group Tabletop Locident Respoase W ozkshop (NEW)

CONFERENCE TRAINING DELIVERED

¢ © & & » & b &P e

Cyber Atteck Response and Recovery Tabletop

Emergency Dispatchers Cybersecurity Training
Cybersecurity: Detecting Financial Frauds end IT Coatrols
Cyber Risk Awnreness for Public Sector Employees

NH Municipal Assoctation Conference Treining (2 Sessions)
Cybersecurity Alerts, Training, and Communication Portal
Counterintelligence Training for Municipal Lesders

IT Cybersecurity: Honeypot Creation Trining

Windows Hardening Techniques for Windows 10 aod 11
NH Cyber Symposium (Modem Incident Response for Towas)
NHMA Organizational Trining (Conference Sessions)
NHSAA Organiational Training (Coaference Sessions)

Al Cybersecurity (NH/VT Counties)

“innovative Technologies Todoy for New Hempshire's Tomorrow®
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The Atom Group's Program iactudes four pillars of cybersecurity readiness for Municipel
Government entities in the State of New Hampshire. These pillars are:

}. Proactive Education and Trining, i

2. Cybersecurity Emergeacy Response Planning and Tabletop Exercises,

3. Cybersecurity Vulnemability Overviews, Custam Content, aad On-Demand Webinars, including

& 20-part series of CIS Contrels Implementation Groups 1 and 2, and

4. Hends-on watksbhops for IT personnel wording for Municipalities that have significant

cybersecurity responsibilities to safeguard public iofanration systems and confidential data.

The Atom Group provides s program that is modular snd adapteble in s customized matyix where
the delivery of content is based on 3 key traits of prnicipalities:

L. The type of municipality receiving the coatent

2. The job description of the person receiving the training.

3. The existing cybersecurity readiness training of the orgenization.

Additionally, Atam Group, LLC's program provides not only in persoa coutent delivery for specific
municipalities, but they additionally make the content available to wider municipal audiences via the New
Hampshire Public Risk Management Exchange (PRIMEX) Cyber Portal which is available to over 550
municipal eatities in New Hampshire.

Alternatives to this contrect that were considered inctude competitive bidding and the leverging of
¢ statewide contract. Due to the efficiency and effectiveness of the existing public-private competiti ve
bidding wes not deemed feasible to produce scceptable outcames and leveraging & statewide contract would
not allow vendars to have access to the PRIMEX Cybersecurity Trmining Portal and therefare would not be
accesaible on-demand to more thaa 550 lower political subdi visions.

The State will receive magy benefits from this coatrect arneodment ivcluding a higher level of
Cybersecurity swareness and training throughout political subdivisicns by reducing overull risk ead
increasing situaticnnl awareness of Cybersecurity eventsfincidents ecross the State, snd o higher level of
ewareness will reduce the poteatial of serious cyber incidents.

As most Municipalities are connected to af least one state petwark, increased Cybessecurity
awasegess should decrease risk to State Networks. The State will leverage the existing PRIMEX processes
for Municipalities to access and schedule training. All sdministrative process and procedures to scbedule
and conduct training for mmunicipalities already exist and will 0ot have (o be executed by State employees.

This acceleruted traiging prog;mm will more quickly euable lower political subdivisions to caroply

with RSA 31:103-b aod the business systems of egencies that have coanections with Municipalities (e.g.
Department of Motar Vehicles will operate at a lower levet of Cyber Security Risk

“innovative Technologles Today for New Hompshire's Tomorrow”
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The Department of Infomation Techmology respectfully requests mpproval of this coatract
ameodmeat.
Respectfully submittéd,

Denis, Goulet
Commissioner, Department of Information
Techoology

(A
Robert L Quian
Commissioaer, Department of Safety

DG/d
DolT #2023-030B
RID #88456

cc: Kea Weeks, DolT Chief loformmation Security Officer

“Innovative Technologles Todoy for New Hompshire's Tomorrow™
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STATE OF NEW HAMPSHIRE
Department of Information Té_chnology

DolT # 2023-30 MUNICIPAL CYBER TRAINING AND EXERCISES

AMENDMENT B (2)

Template Revision V3.0 2/27/2}
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INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a sole source coritract on
March 8, 2023, Item ¥16, as amended on Cctober 4, 2023, Item #40 (herein after referred to as the
“Agreement”), The ATOM Group, LLC (hereinafter referred to as “Contractor” agreed to supply certain
services upon the lerms and conditions specified in the Agreement and in consideration of payment by the
Department of Information Technclogy (hereinafter refcrrcd to as the “Déepartment™), certain sums as
specified therein;

WHEREAS pursuant to the Agreement Section 17 and the provisions of the Agreement, the Agreement
may be modiﬂed or amended anly by a written instrument executed by the parsties thereto and approved
by the Governor and Executive Council.

WHEREAS the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS this Amendment is intended by the Parties as the final, complete, and exclusive understanding
between the Parties hereto. All prior or contemporanecus promises, agreements, and understandings,
whether oral or writien, are deemed to be superseded by this Amendment, and no Party is relying on any
promise, agreement, or understanding not set forth in this Amendment. Except as expressly amended by
this Amendment, the Agreement shall continue in full force and effect.

WHEREAS the Department wishes to add federal funds to continue the Municipal Cyber Training and
Exercises program.

WHEREAS The Vendor agrees to provide Municipal Cyber Training and Exercise Services, to include
State Agencies.

WHEREAS The Department and the Vendor wish to increase the Contract price by $1,500,000.00 to bring
the total contract price to $1,900,705.00

WHEREAS The Department and the Vendor wish to extend the completion date from August 31, 2025 to
September 30, 2027,

NOW THEREFQRE, in consideration of the foregoing, and the covenants and conditions contalned inthe
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

l. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $1,500,000.00 from $400,705 10 $1,900,705.00

Date

Page

State of NH Contract
g /172024 js
Contractor’s Initials:
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TABLE I: CONTRACT HISTORY

CONTRACT AND | AMENDMENT | G&C COMPLETION | CONTRACT
AMENDMENT TYPE APPROVAL - DATE AMOUNT
NUMBER DATE
DolT # 2023-030 Original March 8, 2023, [ June 30, 2024 £100,705

Contract Item ¥16
DolT # 2023-030 | 1™ Amendment October 4, 2023, [ August 31, 2025 $300,000
Amendment A ltem #40
DolT # 2023-030 | 2nd Amendment | TBD September 30, 2027 | $1,500,000
Amendment B

'QQNTRACT TOTAL | $1,900,705

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shali take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year ‘ﬁrst above

wrinen.

CONTRACTOR

(e

Jason Sgro

The Atom Group, LLC

STATE OF NEW HAMPSHIRE

oo B

Denis Goulet, Commissioner

State of New Hampshire
Department of Information Tecbnology .

Dat

Date:

.. 3/1/2024

August 2, 2024

State of NH Contract
Date8/1/2024

Contractor’s Initials:

Page
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. :

Approved by the Attorney General

Diuncan A. (Zgar Date: August 12, 2024

Duncan A. Edgar, Assistant Attorney General
Staie of New Hampshire, Department of Justice

- | hereby certify that the foregoing amendment was approved by the Governor and Executive Council of

the State of New Hampshire at the Meeting on: (daie of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract o
Date: 7/19/2024 jg

Contractor's Initials:

Page
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State of New Hampshire
Department of State

CERTIFICATE

1, David M. Scanlan, Secrciary of State of the State of Now Hampshire, do hereby centify that THE ATOM GROUP LLC is a New
Hampshire Limited Liability Company registered to transact business in New Hampshire on April 12, 2007, | further centify thal
all fees and documents required by the Secretary of Siate's office have been received and is in good slanding as far 25 this office is

concemed,

Busincss [D: 576086
Cenificate Number: 0006690525

IN TESTIMONY WHEREOQF,

| hereto set my hand and cause 1o be affixed
the Seal of the State of New Hampshire.
this 16th dav of May A.D. 2024.

David M. Scanlan
Scerciary of Siate
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DATE (RMDOSTYYY)

D. .
NGO CERTIFICATE OF LIABILITY INSURANCE Ouisnon

THIS CERTIFICATE IS 1ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POUICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. i

IMPORTANT: I the cartificata holder is an ADDITIONAL INSURED, the policy{ies} must have ADDITIONAL INSURED provisions or be sndorsad.
tt SUBROGATION IS WAIVED, subject to the larms and conditions of the policy, Certain policies may require an sndorsement. A statament on
this certificate does not confer rights to the centtficats hoider In Heu of such endorsement(s).

PRODUC ER WT Michael Wrre

CGiranite Stxie insurence & Risk Myt LLC Yo, Enay, 003 330 4708 [tae, nap 03 Jo9 93

90 Beverly Drive ga. michaclgihganitesicinsunance.com

liampstead, NIT QIR INSURERIS} AFFORDING COVERAGE nAC 8
waurEn a: The Hatfond 19682

WIURED IKSUREA 8 :

"The Avarm Crowp, LLC INSURER € :

1) lewel] Coum MEUREN D :

Portintou, N1 0380} Twsunene:
INSURER F

COVERAGES . CERTIFICATE NUMBER: - REVISION NUMBER.

TrnS 13 TO CERTIFY THAT THE POLICIES OF #ISURANCE LISTED SELOW MAVE BEEN ISSUED TO THE INSURED HNAMED ABOVE FOR THE POLICY PERIOD
INIRCATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES OESCRIBED HEREIN IS SUBJECT TOALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

LTR TYPE OF LKSURARCE ft wol- POLICY NUMDER mw ‘FUIJC" EXP g
x COMMERCIAL GENERAL UABLITY i EACH OCCURRENCE s 1AM
300000
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-
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X |rouscy D Py Du:c PRODUCTS - COMPIOP AGG |3 2000000
3| orveen: Tech Féf1. Cyher Liahility SN Aggrogaie ' 1000000
TRGWED ST
AUTOMOBLLE LIASILITY E- i TORY 3 TO00000
[~ Janv aio BOOLY tNJURY (Pas paraon) | §
% B s AHEMAZD MSBAALSME o272023 | 0972272024 [DODLY NUURY (Per acasderr |5
7] MIRED HOMOWNED e i
| X[ aimos omy AJTOR oMLY (Pt dccaders
1
UmsneLLauAB | X |ocoum EACH OCOURRPENCE s 3000000
|5
A | |excessuss CLARS-MADE BISHANESTIN Q22720120 1912272023 |agomecate 3 30000
06D | |mETENTIONS - o 3
RERS COMPENIATION T UTE. g
e ECUTIVE Exll;f.l'l acuc!sm‘ 3 1000000
hoey ARTNERELECUTIVE ) . ivrmnae FEL:
A e Xia BOWECIVIN nEreind | miezos
D:::Enn n NH) EXCLUDED? E.L. DISEASE - BA EMPLOYEE|S 1100000
LT AP THON OF OFERA KNS baiow .0, OSEASE . POUCY LowT |3 1000000
wummsrmmma“ul [ACORD 181, A hanel iy, Moy # mare space is regoired)

CERTIFICATE HOLOER CANCELLATION

SHOULO ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
5 " N DATE TMEREQF, NOTICE WiLL BE DELIVERED IN
New Hampshire Depsnment of imeme Techanslogy :“c'é mg‘:mﬁ.’: TE!! ng: BROVISIONS. y

17 Hazen Drive AUTHORLZED REPRES t
Concord, NTI 03304 Michast Ware \4'7 i
1 . "

T 2015 ACORD CORPORATION. All rights reservsd.
ACORD 25 (2016/03) The ACORD name and ogo si¢ registered marks of ACORD
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I, LAURA MUNYON, .ESQ, counsel for THE ATOM GROUP, LLC, hereby certify that
JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited
liability partnership under RSA 304-B.

ARAER RS RN EER AR RN R AR N AR RN AR A Ea R

[ certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. |
further certify that it is understood that the State of New Hampshire will rely on this
certificate as evidence that the person listed above currently occdpics the position indicated
and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: JULY 19, 2024 ATTEST:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGCY
27 Hazen Ox., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissianer

August 8, 2023

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord. New Hampshize 03301

REQUESTED ON

i Authorize the Depaitment of Information Technology to enter 'into a2 Sole Source contract
amendment with The Atom Group, LLC, of Portsmouth. NH (VC #313392) by increasing the
price limitation by $300,000 from $100,705 to $400.705 end by extending the completion date from
June 30, 2024 to August 31, 2025, for the purpose of providing Cyber Security Training and Exercise
services to Municipalities, K-12 SAUs, Local Utility Commissions, and Stale Agencies throughout
the State of New Hampshire, effective upon Governor and Council approval through August 31, 2025,
The Governor and Executive Council approved the original contract agreement on March 8. 2023,
ltemn #16. Source of Funds: 100% Federal Grant.

Funds are available in the following account for Siate Fiscal Years 202%

CATH-DEPTH-AGENCY#ACTIVITYH-ACCOUNTING
UNIT # DEPT NAME- AGENCY NAME - Actlvity Code FY 24
ACCOUNTING UNIT NAME_CLASS- OBJECT - DESC

01-03-03-010010-138 10000-Department of Information
Technology-Cyber Enhancements Gram-102-500731- N/A $300,000

Contracts for Program Services

EXPLANATION

This request is Sole Source because MOP 150 requires all amendments to egreements previously
approved es sole source to be identified es sole source. This contract amendment accelerates/continues an
existing Public-Private partnership to provide Cybersecurity Training and Exercises to Municipalities, K-
(2 SAUs, Local Utility Commissions, State Agencies, etc. across New Hampshire. The Atom Group. LLC
will provide up to 250 hours per quarter of Municipal Cyber Training snd Exercise Services to sccelerate
the existing Municipal Cyber Defense Program offered in partnership with the New Hampshire Public Risk
Management Exchange's (PRIMEX) Risk Managers.

The Atom Group's Progrem includes four {4) pillars of cybersecurity readiness for Municipal
Government entities in the State of New Hampshire. These pillars are:
1. Proective Education and Training,
2. Cybersecurity Emergency Response Planning and Tabletop Exercises,

™



3. Cybersecurity Vulnerability Overviews, Custom Content, and On-Demand Webinars, including a 20-
part series of CIS Centrols Implementation Groups | and 2, and

4. Hands-on workshops for IT personnel working for Municipalities that have significant cybersecurity
responsibilities to safeguard public information systems and confidential data,

The Atom Group provides a program thal is modular and adaptable in a customized matrix
where the delivery of content is based on three (3) key traits of municipalities: the type of municipality
receiving the content, the job description of the person receiving the training, and the existing
cybersecurity readiness training of the organization.

Additionslly, Atom Group, LLC’s program provides not only in person content delivery for
specific municipalities, bul they additionally make the content available to wider municipal audiences
via the New Hampshire Public Risk Management Exchange (PRIMEX) Cyber Portal which is
available to over 550 municipal enlities in New Hampshire.

The Department of Information Technology respectfutly requests approval of this contract
amendment.

Respectfully Submitted,

b A

Denis Goulet
Commissioner

DG/jd
DolT #2023-030A
RID: 80908 (71682)

cc: Ken Weeks, Dol T Director
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STATE OF NEW HAMPSHIRE
Department of Information Technology

DolT # 2023-30 MUNICIPAL CYBER TRAINING AND EXERCISES

AMENDMENT Amend A ()

Template Revision V3.0 2/27/2)




OCocuSign Emveiops 1D: BETBTATY-8290-4A08-00CB-07C 125003084

STATE OF NEW HAMPSHIRE .
Department of Information Technology
DolT # 2023-030 Municipal Cyber Training snd Exercises
AMENDMENT Amend A (1)

INTRODUCTION

WHEREAS, pursuant 1o an Agreement approved. by Governor and Council, as a sole source contract on
March 8, 2023, ltem N16, (herein after referred to as the "Agreement™), The ATOM Group, LLC
{hereinafter referred to as “Contractor™.agreed lo supply certain services upon the terms and conditions
specified in the Agreement and in consideration of payment by the Department of Information
Technology (hereinafter referred to as the “Department”), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section |7 and the provisions of the Agreement, the Agreement
may be modified or amended only by 8 wrinten instrumeni execuled by the parties thereto and approved
by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to add feders! funds to continue the Municipal Cyber Training and
Exercises program.

WHEREAS, The Vendor agrees to provide Municipal Cyber Training and Exercise Services, to inclide
State Agencies;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $100,000 to bring the
total contract price to $400,705.00

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2024 10
August 31, 2025;

NOW THEREFORE, in consideretion of the foregoing, and thé covenants and conditions contained in the
Agreement and set forth herein, the panies egree as follows:

The Agreement is hereby amended as foilows:

1. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $500,000 from $100,705 to $400,705.00 .

State of NH Contract

Date: 8/31/2023 ®
Contractor’s Initials: jS

Page
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DocuSign Erveiope 1D: BATBTAT1-8299-4A86-00CD-07C 123003084

STATE OF NEW HAMPSHIRE
Department of Information Technology
DolT # 2023-030 Municipal Cyber Training and Exercises
AMENDMENT Amend A (1)

TABLE I: CONTRACT HISTORY

'CONTRACT AND ‘| AMENDMENY [:G&€.. . [ GOMPLEMON [‘CONTRAGT -

AMENDMENT | TYPE- <+ | APPROVAL- _| DATE - = _ ‘AMOUNT .

NUMBER - * - & =7 . - TpA%E <o LR Y =

Dol T #2023-030 Original March 8, 2023, | June 30, 2024 $100,705
Contract ltem #i6

DolT #2023-030 1* Amendment TBD August 3§, 2025 1 §300,000

Amendment |

PR R ' Gt B, '-'-'.-,'i"-_'-.' CONTRACT TOTAL 5460;7.0_53:.

‘.b"- E3
M

State of NH Contrect

Date: 8/31/2023 . '
Contractor's Initials: : js

Page Jof



DocuSign Envelops ID; S8TB7AT1-B2994AP6-20CB-07C 125003084

' STATE OF NEW HAMPSHIRE
Department of Information Technology

Dol T # 2023-030 Municipsl Cyber Training and Exercises
AMENDMENT Amend A (1)

Except as provided herein, ell provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governar and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written. '

CONTRACTOR

Desuligaes by: i
| | "ﬂ(:""’;‘»“/~ Date, /3172023

Jason Sgro
The Atom Group, LLC

STATE OF NEW HAMPSHIRE

s A3

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Techaology

Date: September 14, 202)

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. -

Approved by the Attorney General

Duncan . & 2 Date: Sept. 18, 2023

Duncan A. Edgar, Esq. )
State of New Hampshire, Department of Justice

" | hereby certify that the foregoing amendment was approved by the Governor and Executive Council of

the State of New Hampshire al the Meeting on: (dsic of mecting)

State of NH Cantrect

Date: 8/31/2023 ;
Contractor's Initials: J

Page
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DocuSign Envetope I BETATAT1.5299-4A98-ROCB-07C 125003084

STATE OF NEW HAMPSHIRE
Department of laformation Technology
DolT # 2023010 Municipal Cyber Training and Exercises
AMENDMENT Amend A (1)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract

Date: 8/31/2023 B
Contraclor's Initials: JS

Page
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State of New Hampshire
Department of State

CERTIFICATE

1. Devid M. Scantan, Secretary of Staie of the Swuute of New Hampshire. do hereby cenify that THE ATOM GROUP LLC is a New -
Hempshire Limited Liabiliry Company regisicred to ransact business in New Hempshire on April 12, 2007, t further centify that
ai} lces and documents required by the Scoretery of Statc's office have been received end is in good standing as for as this office is

concermed.

Business ID: 76086
Centificaie Number: 6006291759

N TESTIMONY WHEREOF.

{ hereto set my hand ond cause to be affixed
the Seal of the Stote of New Hampshire,
this 4th day of August A.D. 202},

David M. Scanlzn
Secretary of State




LLC Certification ol Authori

1, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC hereby certify thal
JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited
liability partnership under RSA 304-B.

seRagdpdssdaddinsbbddidbadnandy IR R LY ]

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. |
further certify that it is understood that the State of New Hampshire will rely on this
certificate as evidence that the person listed above currently occupies the position indicated

) and that they have full authority to bind the partnership or LLC and that this authorization
shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: AUG 4, 2023 ATTEST:
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CERTIFICATE OF LIABILITY INSURANCE 09192023

THIS CERTIFICATE I8 I3SVED AS

TANT: ¥ the cantificats ho

A MATTER OF INFORMATION GNLY AND CONFERS NO RIGHTS VUPON THE CERTIFICATE HOLDER, THIS

CERTIFICATE OOES NOT AFFIRMATIVELY GR NEQATIVELY AMEND, EXTEXD OR ALTER THE COVERAGE AFFORDED QY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT DETWEREN THE ISSUNG INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

wr ks an ITOMAL | . the policy{iss) must have ADDITY O provishone or ba endorsed.

H SUBROGATION IS WAIVED, subject to the terms end tonditians of the poficy, certah poficios Moy reguire 0 endorsement. A sistement on
this certificzts doss not confar rights to the certficats hoider in Oev of such endorserrant(s).

PRODUCER
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DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Corcard, NH Q0301
Fox: 6030-I71-1516 TDD Access: 1-800-735- 7964
www.nh.gov/doit

Denls Goulet
Commissioner

February 14, 202)
His Excellency, Governor Christopher T. Summu
ond the Honorsble Executive Council
State Houac

Concord, NH 03301

. BEQUESTED ACTION
Authonize the Departinent of Information Technology to entes into s Sole Seurce controct with The
Atom Qroup, LLC, of Porumouth, NH in an emount not 1o exceed $100,705 for the purpose of providing
Municipal Cyber Training and Exercise Services, effecrive upon Govemnor end Executive Council
epproval through June 30, 2024, Source of Funds: 100% Federal Transfer from Other Agency.

Funds arc aveilable in the following account for State Fiscal Yeay 2023,

CAT&-DEPT#-ACENCYI-ACTIVITY-
ACCOUNTING UNTT & DEPT NAME- AGENCY
NAME -ACCOUNTING UNIT NAME_CLASS- p Aekvity,Codel |l SEXIY
OBJECT - DESC
01.03-03-030010-1 3810000-Departnent of [nformation
Technology-Cyber Enhancernents Gront-102-500731- N/A $10€,705
| Contracts for Program Savices

EXPLANATION

This contract is Sote Source because it is the most cost effective option. It accelerntes an existing
Public-Private porinership with Primex NH Public Risk Management Exchange (Primex).to provide
Cybersecurity Training and Exercises to Lower Political Subdivisions in New Hampshire,. The Atom
Group, LLC will provide up 1o 250 hours pex quarnter of Municipal Cyber Training and Exercize Scrvices:
10 eccelernts and expand the existing Municipal Cyber Defense Program offered in parinership with the
Primex. Primex, along with their underwniting entities, hod proviously vetted The Arom Group and selected
them es their parmer. Based on thet experience we know that they provide high quality ond very caost
effective services. Since the administrative snd communication structures ere tlready in place these funds
go directly 10 the rendering of services without the administrotive burden that would typicelly be sttached

o & contract like this.

The Atun Group's Progrom includes four pillars of cybersecurity readiness for Municipal
Govemnment entities in the Siaie of New Hempshire. These pillom ore:

I. Praaciive Education ond Training,

2. Cybersecurity Emergency Response Planning and Tabletop Exercises,

3. Cybersccurily Vulnerability Overviews, Custoon Content, and On-Deinand Webinars,
including a 20-pant scries of CIS Contruls linplanentation Groups 1 and 2, snd

“Innavative Technologies Todoy for New Homgshire's Tomoriow™

STATE OF NEW HAMPSHIRE / b '



_I-I'i3 Excellency, Govenor Chrstapher T. Sununu end the Honoroble Executive Council
i Page 2
”

4. Hends-on workshops lor IT personnel working lor Municipalities that have significant
tybersecurity responsibilities to sefeguard public informolion sysiems end confidential date,

The Department of Information Technology respectlulty requesis approval of this contract.

Respeetfully Submitted,

b Bd—

Denis Goulet
Comnmissioner

DG/ik
DolT #2023-030
RID: 71682

¢t Ken Weeks, Dol T Director/Chief Information Secunity Officer

“innowgitve Technologies Todoy for New Hompshice's Tomariow”™



STATE OF NEW HAMPSHIRE
DEPATMENT OF INFORMATION TECHNOLOGY
MUNICIPAL CYBER TRAINING AND EXERCISES
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. STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOCY
2023-030 - MUNICIPAL CYBER TRAINING AND EXERCISES
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

FORM NUMBER P-37 (version 12/11/2019)

the contract,

Motige: This agreement and all of its aitachmenta shall become public upon submission 1o Governor
and Exceutive Council for spproval. Any information tha! is privaie, cenfidential or
propriciary must be clearly identified (o the agency and agreed to in'writing prior o signing

AGREEMENT
The State of New Hempshire ond the Contractor hereby murually agree es follows:

GENERAL PROVISIONS

. IDENTIFICATION.

1.1 Sigte Agency Name

1.3 Contrector Name

DEPARTMENT OF INFORMATION TECHNOLOGY

1.2 State Agency Address

27 HAZEN DR, CONCORD, NH 03310

1.4 Contractor Address
33 JEWEL CT, PORTSMOUTH, NH, 03801

THE ATOM GROUP LLC
1.5 Contracior Phone 1.6 Account Number
Number 01-03-03-030010-
{603) 501-0003 13810000
) 102-500731

1.8 Price Limietign

$100,705

1.7 Completion Date

June 10, 2024

1.9 Contracting OfMcer for Stote Apency
Denis Gouler

.10 Stnte Agency Telephone Number
601-223-5703

1.1t Coniractor Signoiure

et

Dote: 2/1.9/ Y\

1.12Name and Title of Contrucior Signatory

JaxSo0 |, S, Tehie.

.13 Sislc Agency Signature

oo A5

Date: 27227202}

1.14 Name and Title of Staie Agency Signatory

Denis Goulet, Commissioner / Chief Information Officer

By:

1.15 Approval by the N.H. Depannmem of Administeation, Division of Personnel (if applicable)

Oirecior, On:

116
By: /8 o I7 Plassor

Approvol by the Auarney General (Form, Submance and Execution) (if applicable)

On:  February 21, 202)

117

G&C liem number:

Approvel by the Governor and Exccutive Councit (if upplicadle)

G&C Mecting Dare:

Page 1 of 23

Conracior Initials: ¢ u g

Dae:




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
202)-030 - MUNJICIPAL CYBER TRAINING AND EXERCISES
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

2. SERVICES TO BE PERFORMED. The Siaie of New

Hampshire, acting through the agency ideatified in block 1.1
(“State™), engages conwacipr identified (n bock 1.3
{""Contractar”) to perform, and U Controcior tha!l perfom,
the work of sale of goods, or both, identified and mare
panicularly deseribed in the suached EXHIBIT 8 which is
incorporaied herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Noiwithsianding any provision of this Agreement 1o the
contrary, and subject to the approval of the Govemnor and
Execulive Council of the Sute of New Hampshire, if
. applicable, this Agreement, end all cbligations of the parties
hereunder, shall became cifective on the date the Govemaor
and Execulive Council- approve this Agreement os indicsted
in block 1.17, unless no such approval is required, in which
case the Agreement shall become effeciive on the date the
Agreement is signed by the State Agency as thown in dlock
1.13 {"Effecrive DaLc™).

1.2 If the Controcior commences the Services prior 10 the
Efective Date, all Services performed by the Coatrsctor
prior 10 the EMective Date shell be perfarmed o1 the sole risk
of the Conirector, and in the eveni thei this Agreement does
not dbeeame effective, the Staic shall have no liabiliry 10 the
Contrsctor, including wilhtul limitation, any obligation 1o
pay the Conirsclor for sny cosis incurred or Services
performed. Contractor musi camplete it Services by the
Completion Date specified in block 1.7,

4. CONDITIONAL NATURE OF ACREEMENT.

Notwithsianding eny provision of this Agreememt to the
conwrary, all obligations of the State hereunder, including,
wilioul limitstion, the conlinvance of payments hereunder,
are contingent upon the availability and continued
sppropristion of funds alfected by any sale or fedennl
legislative or excoutive aclion that reduces, climinates or
otherwise modifies the sppropristion or sveilability of

funding for this Agreemem and the Scope for Services |

provided in EXHIBIT B, In whole or in pan. [n no eveni shall
the State be lioble for any payments hereunder in excess of
such svailable pppropriated funds. In the event of o reduction
or termination of sppropristed funds, the Staie shall hove the
righi 10 withhold payment until such funds become availeble,
if ever. and shall have the right 10 reduce or terminate the
Scrvices under this Agreement immediaiely upen giving the
Contractor notice of ruch reduction of termination. The Siale
shelt not be required 10 rensfer funds from any other secount
o source 10 the Account identified in block 1.6 in the even
fumls in 1hal Account are reduced or unavailable.

Page 3 of 28

Comrnclo.u'-,lnilinls: ‘h S
Date: '9{&0‘,' 25

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.
5.1 The contraci price, method of payment, and terms of paymen
are identified end more ponicularly Jeseribed in EXHIBIT C
which i1 incorpornted herein by reference.

5.2 The prymeni by the Staie of the contract grice shall be the
only and the compiete reimburseenent 10 the Contractor for sl
capenses, of wheicvor nature incurred by the Contracior in the
performance hereof, and shall be the only and ihe compleie
compensation o the Contraciar for the Scrvices. The Staie shall
have no liability to the Contrector ather Ihian vhe coatrael price.
1.3 The Sute reserves the right o offser from any amounts
otherwise payable (o the Contracior under this Agreement those
liquidated amounts required o permied by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law, -

5.4 Notwithsisnding sny provision in this Agreement 10 the
wontrtry, snd noiwilhgtanding uneapetied circumsiances, in no
event shall the total of all payments sulhorized, or octually mede
hereunder, exceed ive Price Limitation set forth in block 1.8,

5. COMPLIANCE 8Y CONTRACTOR WITH LAWS AND
REGULATIONS, EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Conirnciar shal! comply with all spplicsble suiutes, laws,
regulstions, snd orders of federnl, siate, county or municipal
withorities which impose ony obligmion or duty upen Lhe
Contractar, including, bul not limited to, civil rights and equal
employment opportunity lows. In sdditian, il this Agreemen is
funded in any ps:t by monies af the United Siates, ihe Contractar
ghall comply wiih all lederal execulive onders, rules, regulstions
nd sinluley, and with any arles, regulaiions and guidelines as the
State or the United Sistes itsue 10 implement these regulations.
The Contracior shall also comply with all applicable intelleciual
groperty laws,

6.2 During ihe term of 1his Agreement, the Contracior shall not
discriminse againgt employees o applicanis for employment
beceuse of race, color, religion, creed. age, sex. handicep, scaval
crieniation, or naional origin end will 1ake affirmative pclion ©
preven such discrimination,

6.). The Conuaciar agrees 10 permit e Siste or United Swies
sccess 10 any of the Contracior's booky, records and accoums for
the purpose of ascensining complisnce with all rules, regulations
md orders, and the covenanig, lerms end conditions of this
Agreement.

1. PERSONKEL.

1.1.The Coniracror shall 2 its own expense provide all personnel
necessary to perform the Scrvices. The Conracior wayranis that ell
personnet engaged in the Services hall be quatificd 10 perfomm ihe
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Services, and ghell be properly licensed end otherwite authorized
10 do 50 under all applicable taws.

7.2 Unlets otherwise authorized in writing, ¢uring the term of this
Agreement, and for a period of sid (6) monihs after the Complction
Dstc in block 1.7, the Coniractor shall not hire, and thall not permit
any subconiractor or other person, firm or corporttion with whom
it [s cngaged in » combined effon 10 perform the Services (o bire,
sny person who is & Sunte empioyee os official, who is materially
involved in the procuremeni, sdminisiration or petformance of this
Agreement.  This pravision shall survive wermination of this
Agreement,

7.3 The Contracting OfTicer specified in block 1.9, or his or her

successor, shall be the State's represenwative. In the event of say -

digpute concemning the imerpreiation of this Agreement, the
Controcting OfMicer's decision shall de final for the Site,

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any ant ar more of the fallowing oéis or omissions of the
Coatracior shall constitute an cvent of default hercunder ("Event
of Defoun™): -

8.1.1 faiture to perform the Services sarisfociorily or on schedule;
8.1.2 faifure o submit any repon required hereunder; and/or
8.1.) failure to perform eny other covenan), tenn or conditian of
this Agreemeni.

3.7 Upon the occurrence of any Event of Defaull, the Stste may
toke any one, or more, or all, of the lolkowing ccticns:

2.2.1 give the Contrecior 3 writien notice spccifying the Event of
Defoutt and requiring it 0 be remedied within, in the absence of a
greater or lesser specification of lime. thiny (30) Jays from the
dne of ihe notice; and il the Evenl of Delaubi it aot timely cured,
1erminaie this Agreement, efleciive two (2) days sier giving the
Contracier notice of terminalion;

£.2.2 give the Contracior o written notice specifying the Event of
DOefsuh and suspending all psymenis 10 be made under this
Agreement and ordeting thai the ponion of the conirsar price
which would otherwise accruc 10 the Contractor Juring the period
from the dote of such notice until such time ox (he State determines
that the Contractor has cured the Event of Defauli shall never be
paid io the Canirscior;

8.2.) give the Contracior » wrilten notice specifying the Event of
Defsult and te1 ofTugoins! any ather obligations the Siaie may owe
10 the Contractor eny damages the Staic sufTers by reason of any
Evem of Defaul; andior

2.2 4 give (he Coniracior e written notice specilying the Event of
Def3uly, treat the Agreement as breeched, terminate the Agreement
and pursuc any of its remediex at law os in equily, of both,

8.3. No lailuie by the Swse 10 enforce eny provisions hereof afier
any Event of Default ghall he deemed & woiver of its Aights with
regard 10 that Event of Defaul, or any subsequemt Evemt of
Defautt. No exprexs failure 1o enforce sny Event of Delsul shal)
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be deemed s waiver of the right of the Stair to enforee cach and
al! of the provisicns hercof upon any funher or other Eveni af
Default on 1he pan of the Contrecior.

9. TERMINATION. .

9.1 Notwilhstending paragreph 8, the Sisie mey, st its sole
discretion, terminste the Agreémeni for ony reason, in whaole or in
pan, by thirty (30) days wriiten notice (o the Contracior that the
State is eaercising its option ta terminste the Agreement.

9.2 In the event of en carly terminction of this Agreemeni for any
reeson oer than the complction of the Scrvices, the Cantrocior
sholl, ot the Staie's diseretion, deliver to the Conwocting Officer,
not later then fifteen (13) deys alter the duie of temiinaiion, &
repont ("Tormination Repon™) deacribing in detail all Services
performed, and the contract price camed, to and including the dalc
of icrmination. The form, subject maiter, conlent, end number of
¢opiés of the Termination Report shall be idenlical 10 those of any
Fino) Repont described in the attached EXHIBIT B. in addition, a1
the Staic's discretion, the Conmracuor shall, within | § doys of notice
of early terminasion, develop and submit 10 he Stzig 8 Trensition
Plan for services under the Agreement.

10. OATA/ACCESS/ICONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data™ shall mean al!
informaiion 2nd things developed or obtained during the
performance of, or scquired or developed by renson of, Lhis
Agreemeni, including, bul nat timited 10, all siudies, repons, files, -
formulse, surveys, meps, chans, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
rEprESEntalions, COMPulEr PrOLroms, COMPUIEs Printouls, noles,
tetters, memoronda, papers, and docurnenis, all wheiber inished
of unhinished.

10.2 All dats and any propeny which has been received from the
Siste oe purchased with funds provided for that purpose under this
Agreement, shall be the gropenty of the Sigte, and shall be relumed
lo the State upon demand of upon terminstion of this Agreement
for any reason. '

10.1 Confidenviality of data shall be govemed by N.H. RSA
:hlpur Qi-A or oiher existing law, Disclosure ol’ daie requires
prioe written epprove! of the Siate.

1. CONTRACTOR'S RELATION TO THE STATE. In the
performance of this Agreement the, Contracior is in all respects an
indcpendent contracior, and is neither an agent nov an employee of
the Siate.  Neither the Conurascior nar any of iis officers,
employees, sgents or members shall have mhofily to hind the
Sizte or receive any benefits, workers' compensation or vilwr
emoluments pravided by the Sixe 10 its employees.



"STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2023-030 - MUNICIPAL CYBER TRAINING AND EXERCISES
STATE OF NEW HAMPSHIRE CGENERAL PROVISIONS - P)?

11. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contracior shall ne assign, or othorwise irgnsfer any
interest in this Agreement without the prior writien notice, which
gho!l be provided te the Siste » Icagt fifteen (15) days pricr 10 the
assigament, and o writien consent of the Sute. For purposes of this
‘oarsgraph. s Change of Control shall conmituie assignmem.
"Change of Conuol” mens (o) merger, consolidauon, or o
Irangaction or series of reloted tangaciions in which a third peny,
1ogeiher with lis afMiinies, becomes the direct or indircc) owner of
filty peroent-(50%) or mare of the voting shares or timilar equity
interens, or combined voting power of the Contractor, or (b) the
nale of all or subsiantially o¥) of the ossews of the Coniracior.

12.2 None of the Services chall be subconiracied by the Contractor
withoul prior writien notice end consent of the State. The Siatc is
entitled to copics of all subcontracis end sssignmeni pgreements
and thall not be bound by any provisions conisined in 8
subeonirec! Or tn asSignment sgreemeni o which i1 is not a pany,

1). INDEMNIFICATION. Uniess atherwise cxempied by law,
the Coniracior sholl indemnify and hold harmiess the Sune, s
officers and employees, from snd agsing any wnd el) claims,
liabilities and costs for any personsl injury or propeny dameges,
paient or copyright infringement, or other clsims assented ogains
the Sisle, ils oMicers or employees, which arise out of (or which
may be claimed 10 erise out of) the scis of omission of the
Conuractor, or subconiractors, including but not limived to the
negligente, reckless or intentional conduct. The State shall ned be
lisble for any cosis incurred by the Coatractor erising under this
paragraph 1), Nowwithstanding the forcgoing, nothing herein
contsined shall be desmed 10 consitne a waiver of 1he sovereign
immunity of the Siate, which immunity is hereby rezerved 10 the
Sisie. This covenant in parsgraph 13 shati survive the termination
of this Agreement.

14, INSURANCE.

14,1 The Contsactor shall, a1 a5 sole capense, oblain and
continuously maintain in force, and shall reguire any subconirsctor
or assignee to obisin and mainwin in force, the following
insurance:

t4.1.1 commercial general Hability insurance agzing oli claims of
bodily injury, deaath or propeny damage, in emounts of not lcss
thon §1.000,000 per occurrence and $2,000,000 oggregate or
cacess; s

14.1.2 special cause of loss coveraye form covering ol property
tubject 10 subparagreph (0.2 herein. in an omount not less than
80% of the whale repiacement value of the propeny.

14.2 The policies described in subparagraph 14,1 herein shall be
on policy forms pnd endorsements sppraved for use in the Sime of
New Hampghire by ihe N.H. Depanment of ingurance, snd issued
by insurers licensed in the Sisic of New Hompshire,
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14.3 The Contractor sholl fumish 1o the Conireciing Oficer
identified in block 1.9, or his or her succeasor, o centificate(s) of
insurance for atl insurtnce required under this Agreement.
Contrecior shall slzo fumish (o the Coneraciing Officer identified
in block 1.9, or his a7 her successar, certificate(s) of insurance for
alt renewal(s) of insurance required under this Agreement no lajer
than ten (10) days prior-1o the expirstion date of cach insurance
palicy. The centificate(s) of insursnce snd any rencwals hereol
shall be altached and are incorporated herein by reference.

15. WORKERS' COMPENSATION.

15.1 By signing this agrecment, the Conirecior agrect, cenifies
and warrants tha the Caniracior is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A {“Worlkers®
Compensation™).

13.1 Tothe entent the Contractor is sebject to the requirements of
N.H. RSA chepter 281-A, Contracior ghs!l maintain, and require
any subcontracior or astignet (0 secure and maintain, payment of
Wockers' Compensalion in connection with ectivities which the
person proposes 10 undertake pursunnt to this Agreement. The
Contractor shall fumnish the Contracting OfTicer identified in block
1.9, or his or her successor, prool of Workeri' Compensation in
the manner deseribed in N.H. RSA chaprer 281-A and any
spplicable renews!(s) thereof, which shall be stiached ond ore
incorporsied herein by reference. The Suwate ghall not be
respansible for poyment ol any Woarkers' Compensation premiums
or for any other claim or benefit for Coniraclor, o¢ ony
subcontracior or cmployce of Contracior, which might arise under
applicable $tate of New Hampshire Workers' Compensation tows
in connection with the performance of e Services under his
Agreement.

16. NOTICE. Any notice by » party hereto 10 the other pany shall
be deemed 10 have been duly delivered ar given o the time of
mailing by cenified mai), postage prepaid, in o United Susies Pom
OfMice sddressed to (he panics a1 the addreases given in blocks 1.2
wnd | .4, herein,

17. AMENDMENT. This Agreement moy be amended, waived
o discharged only by on instrument in wiiling signed hy the
partics herelo and only afler spproval of such smendment, waiver
or discharge by the Govemaor and Exceutive Council of the State
of Now Hampshire unless no such approval is required under the
tircumsiances pursuant 10 Stste law. rule or policy.

I18. CHOICE OF LAY AND FORUM. This Agrecment sholl
be governed, inlerpreied and congtrued in sccordance with the
laws af the Siate of New Hampshire, and is binding upon and
inures 10 the benefit of the panies snd their respective successors
and axigns. The wording used in (ks Agreement is the wording
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chosen by the panics 1o express their mutusl intent, and ro rule of
construction shall be epplied againg or in favor of any panty. Any
actions anging owl of this Agreememt shall be brought aad
mainimincd in New Hampshire Superior Coun which chall heve
exclusive jurisdiction thereol.

19. CONFLICTING TERMS. In the ¢vent of o conflict between
the tcrms of this P-37 form (3 modificd in EXHIBIT A) and/or
astrachments and amendment thereof, the terms of the P-37 (23
modified in EXHIBIT A) thall conmol.

10. THIRD PARTIES. The partics hercto do nol intend to benefil
any third psrtict and this Agreement ghall not be consirued o
confer any tuch benefit.

21. HEADINGS. The heodings throughowt the-Ammm e

for reference purposes enly, and the words contained therein shall
in no way be held to explain, modify, amplify or aid in the
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interpreialion, cansiruciion or meaning of the provisions of this
Agreement,

11. SPECIAL fROVISIONS. Addiiionsl o modifying
provisions set fonh in the stiached EXHIBIT A sre incorporsied
herein by refercace. k
13. SEVERABILITY. in(he cvent any of the provirions of this
Agreement are held by & count of competent jurisdiciion to be
contriry 10 ony sizlc or federal law, the remaining provisiohs of
this Agreement will remain in full force end effect.

24. ENTIRE ACREEMENT. This Agreement, which moy be
exccuied In 2 aumber of counterpans, each of which shall be
deemed an origingl, constituies the entire agreement and
undersianding between the paetics, and supersedes all prior
agreerents and understandings with respect to the subject maltes
hereol, .
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EXHIBIT A -

SPECIAL PROVISIONS

The terms outlined in the P-37 General Provisions are modified es set fonh below:

Al Provision §, Contract Price/Price Limitation/ Payment, s updoted with the following
addition:

55

The Siate's liability under this Agreemeni shall be limited to monetery demages nos
10 exceed the controct price pursvant 1o Paragraph 5.2. The Contmcior agrees that it
hat en adequate remedy 8t law for any breach of this Agreement by the State and
hereby waives any right 10 specific performence or other equitable remedics agoinss
the Siate. Subject 10 appliceble lows and regulations, in no event sha!l the State be
liable for ony consequentisl, special, indirect, incidental, punitive, or exemplery
damoges. Notwithstanding the foregoing, nothing herein contained shall be deemed |
t¢ conslifute 3 weiver of the sovereign immunity of the Siste, which immunity is
hereby reserved to the Siate.

A.l  Provislon 8, Event of Delavit/Remedics, is updoted with the following addition:

825

give the Coniractor a wrilien notice specifying the event of Default, terminste the
agreement o breached, and procure Services thei ore the subject of the Contract from
another source and Contracior sholl be hable for reimbursing the Stuare for the
replacement Services, and oll adminisirative costs direcily relaied 10 the replacement
of the Coniract and procuring the Services from snother source, such s costy of

- compelitive bidding, mailing, advertising, opplicable fees, charges or penalties, end

staff time costs; a1} of which shall be subject 10 the limitotions of liability set fonh in
the Contract.

A  Provision 9, Terminatian, is deleted and replaced with the following:
9.  TERMINATION

9.

9.2
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Notwithstanding peragraph 8, the Staie may, ol its sole discretion, and with wrilten
notice, tenninate the Agreement for ony reason, in whole or in pant. [n the'event of
such termination, the Contractor shall immedistely stop oll work hereunder and ghal)
immedioicly cause ony and oll of its suppliers 2nd subconiroctors 1o cease work. The
State shall be liable far cast of alt Scrvices and Deliverobles for which Acceptance has
been given by the State, provided through the date of termination but will not be lisble
for any cosis for incomplete Services or winding down the Coniract sctivities. The
Contracior shall not _be paid for any work performed or costs incurred which
reasonably could have been avoided.

Terminotion Procedure

9.2.1 Upon tennination of the Canirec, the Sute, in addilion to ony other rights
provided in the Coniract, may require Coniractor 10 deliver to the Siate any

Conirsctor Initinls: o Il \ -é
Datc: 2_)(2 0_/2 ,3
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property, including withou! limitation, Solware and Written Deliverables, for
such part of thc Conttaci a3 has been terminsied.

9.1.2  ANer receipt of & novice of tennination, and except as otherwise directed by
the State, Contructer shall:

0. Stop work under the Contraci on the date, 8nd 1o the extent specified,
int the notice; }

b. Promptly, but in 0o cvent longer than ten (10) doys sfler termination,
terminate its orders and subcontrects relaied to the work which has

i been terminsied, and settle ell outstanding lisbilities and all claims
arising out of such termination of arders and subconirects, with the
spprova!l or ratificanion of the State 1o the exient required, which
approval or ratificetion shatl be final for the purpose of this Section;

e. Take such sction as the State directs, or 83 necessary 1o preserve and
protect the propeny relaied 1o the Contract which is in the possession
of Contractor and in which the State has en interest;

d. Take no sction to intentionslly erase any Siete dats until directed by
ihe Staie;

" . Tranafer title 1o the Stete and deliver in (he manner, &3 the times, and
10 the extent directed by the Siete, any propeny which is required to
be furnished to the Siate and which has been occepted or requested by
the State;

f. implemend an onderdy rerum of Sisie deta in a CSV or enother
mutuslly agrecable fonmai at o time sgreed.to by the partics;

g. Securely dispose/desiroy of all requested dolaiin all of its forms, such
a3 disk, CD /7 DVD, backup tepe and paper, when requested by the
Stele. Dotn shall be permenenily deleted and shall not be recoverable,

- sccording 10 National Institute of Standards nnd Technology (NIST)-
: Special Publicaion [SP) 800-88 approved methods. Certificates of
destruction shall be provided to the Siace; and

h. Provide ‘writlen Cenification 10 the Siate thar Coniroctor has
surrendered 1o the Stase all said property and siter 130 doys has erased
oll State dats.

9.2.3 If the Contract has expired, or 1erminated prior 10 the Completion Daie, for
any reason, the Contractor shall provide, lor o period up to ninety (90) days
elier the expiration or tenmination, all tronsition scrvices requesied by the
Swate, a1 no additiona) cost, 10 allow (or the expired or icnminaied ponion of
1he Services 10 conlinue withou interruption or adverse e(Tecy, and to facilitate
the orderly iransfer of such Scevices 1o the Sioic or s designees {*'Tronsition
Services™).

9.2.4  This covensni in paragraph 9 shall survive the 1ennination of this Contragt,

Ad  Provision 10, Dota/Access/Confidentiulity/Preservotion, is updoied with the following
vdditlon:

Page 80f28
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10.4

10.5

10.6

10.7

Poge 9ol 28

In performing its obligstions under this Agreement, Contraciar may gain sccess (o
Conlidential Information of the State. Confidential Informstion includes any ond &l)
information owned or mansged by the State of NH - created, received from or on
behalf of eny Agency of the State or accessed in the course of performing coniracted
Services - of which collection, disclosure,-protection; end dispositien is governed by
giate or federal law or regulstion. This information includes, but is not limiled to
Protected Hesfth Information (PHI), Personally ldenifisble Informatian (Pil),
Persong| Financin) Informstion {PF{), Federal Tex information (FT1), Social Security
Numbers (SSN), Poyment Cord Indusiry (PCI), and or other sensitive and Confidentia)
Information. The Contrector shell not use ihe Confidential Information developed or
obusined during the performance of, or scquired, or developed by rexson of the
Agreement, except es directly connected Lo and necessary for the performance of the
Agreement.  Contrecior . shell mainisin the confidentislity of and protect {rom
unauthorized use, disclosure, publicalion, snd reproduction {collectively “release™),
a1l Conlidential Information,

10.4.1 In the event of the unsuthorized release of Confidentie! Information,
Contractor shell immediately notify the State's Chiefl Information Security
QMicer, and the State may immediately be entitled 10 purtue any remedy at
taw and in equity, including, but not limited 1o, injunclive relief.

Subject to applicable fedennl or State laws and regulations, Confidentisl Infommation

shall not include informalion which: .

. shall have otherwise become publicly aveilable other than as g resuli of disclesure
by the receiving Porty in breach hereof,

b. wns disclosed to the receiving Party on a nan-confidential basis from a source
other than the disclosing Party, which the receiving Pany believes is not
prohibited from disclosing such information as 8 resub of an obligstion in favor
of the disclosing Party;

¢. is developed by the receiving Porty independently of, or was known by the
receiving Party prior to, eny disclosure of such information inade by the disclosing
Pany; or

d. is disclosed with the wrilien consem of the disclosing Pany.

A receiving Psrty aiso moy disclose the disclosing Party's Confidential Infonmation

10 the exient required by an order of & coun of competent jurisdiciion. Any disclosure

of the Confidentinl Information shall require the prier writien opproval af the Siare.

Conlracior shall immediately natify the Sate il any request, subpoena or ather legal

process is served upon Controcior regerding the Confidential Infonnsiion, and

Conlcscior shall cooperate with the State in any effon the State undznokes 1o contest

the request, subpoena or ather legal process, a1 no additional.cost 1o the Siote,

Comracior Confidentia! Informstion. Contracior shell clearly identify in writing o)l
informotion it cliims w0 be confidential or propricary upon providing such
informsiion 10 the Siate. For the purposes of complying wilh its legal obligations, the
Steie is under no abligation 10 accept the Contracior’s designation of moierial as
confidentisl. Contractor acknowledges that the State is subject to Sioie and federal
laws goveming disclosure of information including, but no limited (o, RSA Chapicr

Coniractor Initials: _ “5

Daie:
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91-A. In the event the Siate receives s requesi for the information idemified by
Countracior as confidential, the Sistc shall notify Contracior.and specify the date the
State will be releasing the requested infarmation. Al the request of the Siate,
Contracior shall coopersie and assist the Stale with the cotleclion end review of
Contrsctar's information, st no additinnal expense 10 the State. Any effort 10 prohibit
or enjoin the release of the infermation shall be Contructor's sole responsibiliry and al
Contractgr's sole expense. 1 Comtractor fails 1o oblain a court order enjoining the
disclosure, the Siate shall release the information on the date specified in the State’s
nalice to Contractor, without any liability 10 the Siame.

10.8  This covenant in paragraph 10 shall survive the terminalion of this Contrect.

A.S  Provision 12, AssignmontDelegation/Subtontracts, Is updoted with the following -
nddition:
123 In the event that Conirecior should change ownership {or any reason whatsoever that
results in 8 change of conrrol of ihe Contracior, the State shall have the option of:

5. continuing under the Agreement with Contrector, its successors or essigns {or the
full remaining Term of the Agresment or far such period of time os delermined
necessary by ihe State;

b. immedietely terminate the Agreement without lisbility to or further compensation
owed to COnIrocior, its SuCCessons or essigns.

A.6  The following Provisions ore added ond made part of the P)7:

25. FORCE MAJEURE

25.1  Neither Contractor nor the State shall be responsible for detays or failures in
performance resulling from evems beyond the control of such Party and without {aull
or negligence aof such Pany. Such events shall include, but not be limited 1o, acis of
God, strikes, lock outs, riots, and acis of War, epidanics, octs of Governmeny, fire,
power lailures, nuclear sccidents, eonhquoakes, and unusuolly severe wesiher.

25.2  Except in the event of ihe foregoing, Force Majeure evenis shall not include the
Comnicior's inability 0 hire or provide personnel needed for the Contracior's
performanee under the Contract.

6. EXHIBITS/ATTACHMENTS

The Exhibiis and Antachmenis referred 1o in ond eitached o the Controcy are incorporeied
by reference a3 if fully included in (he text of the Coniract,

17, NON-EXCLUSIVE CONTRACT

The Siole reserves'the righs, a1 its discretion, to retain other vendors to pravide any of the
Services or Deliverobles idemified under this Agreement. Coniracior shall make best effons
10 coordinaie work with al] other Siate vendors perfonming Services which reisle 10 the work
or Deliversbies se1 fonth in the Agreement. The Siale intends 1o use, whenever possible,
exisiing Software ond hardware coniracts to scquire supporting Soflwece and hardware.

8. COVERNMENT APPROVALS
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2023-030 - MUNICIPAL CYBER TRAINING AND EXERCISES
EXHIBIT A - SPECIAL PROVISIONS

Contractor shall obizin oll necessary and epplicable regulstory ar other govermmentel
opprovals necessary 1o perform its obligations under the Contracy.

19. ORDER OF PRECEDENCE

in the event of conflici or ambiguity smong eny of the text within this agreemeni, the
following Order of Precedence shell govem:

i.  Stwe of New Hompshire, DEPARTMENT OF INFORMATION TECHNOLOGY
Controct Agreemenl CONTRACT #2023-030.

it.  Controctor Deseriplion of Program and Quote, (see Exhibii F)

Remoinder of this pape inrenstionally left blank
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) STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

EXHIBIT B - STATEMENT OF WORK (S50W) BUSINESS AND TECHHICAL
REQUIREMENTS AND DELIVERABLES

The Sintemens of Work, Business end Technical Requirements, and Deliverables are set farth below:
1. STATEMENT OF WORK

The Contractor shail provide up 10 250 hours per quaner of Municipal Cyber Treining and Exercise
Services 10 accelerste the existing Municipal Cyber Defenss Program offered in pannership with the
New Hampshire Pubilic Risk Management Exchange's (PRIMEX) Risk Managers.

The Program shall include four pillars of cybersecurity readiness for Municipel Government emtities
in the Staie of New Hampshire. These pillary are:

1. Prooctive Education and Training,
2. Cybersecunty Emergency Response Planning and Tebleiop Exercises,

3. Cybersecurity Vulnerebility Overviews, Custom Contenl, end On-Demend Webinars,
including a 20-pant series of C1S Controls mplementation Groups 1 ond 2, end

4, Hands-on workshops for IT personnel working for Municipslities thar have significant
cybersecurity responsibilities 10 safeguard public infonmstion systems and confidential daa.

The Centroctor shall provide a program thei is modular and adapeable in & custamized matrix where
the delivery of content is based on 3 key traits of municipelities:

I. The lype of municipality receiving the conteni.
2. The job description of the person receiving the iraining.
3. The existing cybersecurity readiness raining of the organization.

The Contrecior shall provide in persen content detivery (or specific municipalities, and additionally make
the contem availoble to wider municipo! cudiences via the New Hampshire Public Risk Management
Exchange (PRIMEX) Cyber Portal which is ovoilable 10 over $50 municipal entities in New
Hampshire.

1. CHANGE ORDER

The Siatc may meke changes, revisions or request enhancements 1o the Scope of Work a1
any time by wriiten Change Order. The Sisie originpied changes, revisions or
enhancaments shall be opproved by the Depanimens of [nformation Technology. Within
five {5) business days of Contracior's receipt of o Change Order, Coniracior shall sdvise
the Siate, in detwil, of any impaci on vos! (¢.g.. increase or decreasc), the Schedule, ond
the Work Plan.

Page 12 0f 28
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

Contraciar may propose a change within the scope of the Coatract by wrinen Chenge
Order, identifying eny impact on cost, the Schedule, and the Work Plen. The Siate shall
scknowledge receipt of Controctor's requested Change Order within five (5) business
doys. The State Agency, 83 weli a3 the Department of Information Technology, must
review end epprove ell Change Orders in writing. The Siate shall be deemed to have
rejected the Change Order il the Panies are unnble 10 reach nn agreement in writing within
)0 days of receipt of the Change Order.

Change orders resulling in en increase of Price Limitotion, an exiension of time for
Contraci completion or o significant change to the scope af the Contract may require
approval by the Governor and Council.

A .Chenge Order which is accepied ond execuied by both Parties, and il applicable
approved by Govemnor and Council, shell amend the terms of this Agreement.

3. PROJECT MANAGEMENT

1

The Contractor sholl provide project trocking lools and lemplotes (o record and manage
Issues, Risks, Change Requesis, Requirements, and other documents used.in the
management ond trocking of the project. The Suaie belicves that effective communication
and Reporting are zsential lo Project success. The Contrector shall employ effective
communication and Reporting sirategies to ensure Project success. The Contracior Key
Project StefT shall participaie in meciings os requesied by the State, in eccordence with the
requirements and terms of Lhis Contenet,

The Project requires the coordinaied ¢Mons of a Project Team consisting of both
Contrecior ond Stote personnel. Contractor shall provide all necessary resources to
perform its obligations under the Conirect. Conirvctor is responsible for peoviding ell
appropriate resources and persoanel 10 manage this Project 10 & successful completion.

The Contractor shall conduer criminal bsckground checks ond not utilize any stafT,
including subcontractors, to fulfilt she obligations of the contract who have been convicied
of ony crime of dishonesty, including bui not limited 10 criminal froud, or atherwise
convicted of any felony or nisdeneanor offense for which incarceration for up to ] year

: is on authorized penalty. The Coniracior shull promote and mointsin an awareness of the
importance of securing the Sume’s information among the Contracior's cmployees ond
sgents.

The Siaie inay, ot ils sole cxpense, conduci reference and background screening of the
Conirgcior's Project Manager and. Key Project Stafl.  The Swate shalt mainiain the
confideniiolity of background screening ‘eesulis in sccordence with the Contract
Agreeinent,
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT B - STATEMENT OF WORK N
BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

The Contractor shell be responsible for knowledge ransfer between ail Contractor project
teams for ali delivernbics defined in this Project Agreement.

3.1 The Contracior Key Project Stoll

J.0.1 The Contractor’s Contract Manager
Contrecior shall assign a Coniract Manager who will be responsible for all Contenct
euthorization and administration, including but not limiled to processing Canteaci
documeniotion, obxsining executive approvals, tracking cosis and payments, and
representing the parties in all Contrect administretive ectivilies. Contracior's Contrect
Meansger is:

JASON SGRO, SENIOR PARTNER, THE ATOM GROUP, LLC
(603) 531.0003
JASON@THEATOMGROUP.COM

3.1.2 The Contractor's Project Manager
Contrecior shall ossign & Project Manager who is qualified to perform or supervise the
Contractor's obligations under this Agreement, Contractor’s Project Manager is:

JASON SGRO, SENIOR PARTNER, THE ATOM
GROUP, LLC

(603) 531-0003
JASON@THEATOMGROUP.COM

Contrecior's selection of the Project Manager shall be subject 10 the prior wrilten
spproval of the Staté. The Staie’s approval process inay include, without limiiation,
o1 the Suate's discretion, review of the proposed Project Manager's resume,
qualifications, references, and background checks, ond an inierview. The Siute inay
require removal or reassignment of Project Manager wha, in the sole judgmeni of the
Siate, is found unacceplable or is not performing 1o the Siate's satisfaction,

Project Manager must be qualified 10 perform the obligations required of the position
under the Contract, shall have full authority 10 mnake binding decisions under the
Contract, and sha!l funciion as Contrnctor's represenintive for 21l odminisirative and
management matters. Project Manager imust be availabic 1o prompily respond during
normal Business Hours within Eight (8) hours of inquines {rom the Sizie, end be a1
the sile o3 necded. Project Manager mus) work diligemly and use his/ her best effons
on the Project. '

Chonge of Project Monager
Conirzcior moy rot replace the Projocy Manager or change its assigmineni of
Project Manager withgwt providing the Siate writien notice and obiaining the
prior approval of the State of the replacenienn Project Mangger. Sinie epprovals
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

for replacement of Project Maneger ghall not be unreasonably withheld. The.
replacement Project Manager is subjeci 1o the same requirements end Review
a3 set forth above. Contrector shail 2ssign o replecement Project Manager within
ten (10) business doys of the depenture of the prior Project Menoger, and
Contractor shall continuc duning the ten (10) business dsy period (o pravide
competent project mansgement Services through o qualified interim Project
Manager.

J.1.3 The Contractors Additionsl Key Project Staff
The State considers the following individuals 10 be Key Project SwofT for this Project:

AS ASSIGNED BY AND ATOM GROUP LLC FOR SPECIFIC
TRAINING AND EXERCISE EVENTS

The Siate reserves the night 1o require removel or reassignment of Key Project Suff
who are found unsccepiable to the State.  Coniracior shall not change Key Project
SiafT commitments withou providing the State writlen notice and obisining the prior
wrirten approvel of the Stzie. Siate 2approvals for repleacement of Key Project Steff
will'not be unreasonably withheld. The reptacement Key Projest StofT shall have
compareble or greater skills than Key Project StafT being ceplaced.

3.1.4 Termination for Lock of Project Mansgement and Key Project Stalf
Notwithsianding any other provision of the Contract ia the conirary, the State sheil have
the option to terminatc the Coniract, declare Contractor in defaull and 1o pursue ils
remedies st law and in equiry, if Conteactor fails 10 assign a Project Maaager and/or Key
Project StafT meeting the requiremenis and terms of the Contract or if the Siote is
dissatisfied with Contractor’s replacemeni of the Project Mendger ond/or Key Project
Stofl. N

3.2 The State Key Project Stafl

3.2.1 The Stote Contract Monager
The Statc she!l assign 3 Coniract Manager whe shall funciion as the State's represeniative

with regard to Contracl sdministrotign. The Siate Contract Manoger is:

DENIS GOULET, CIO
{(603) 223-5703
DENIS.C.GOULET@DOIT.NH.GOV

).2.2 The Stale Project Manoger
The State shall agsign o Project Manager. The Siate's Project Manayer is:

KEN WEEKS, CISO
(601) 931-9234

Page 150028

Conirsctor Initials: o “ >

Date: 2 ‘a e . "1'7)



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

KENNETH.L. WEEKSNII@DOIT.NH.GOV ,

The State Project Manager's duties shall intlude the following:

Leading the Projeci;

Engeging ¢nd managing all Contractors working on the Project;
Menzging signiltcant issues and risks;

Revigwing and aceepling Conmract Delivernbles;

lnvoice sign-offs;

Review and spproval of Change Orders; -

Managing stakeholders’ concems.

4, DATA PROTECTION

Protection of personal privecy end data shall be on integrol port of the business aclivities
of the Contraetor to ensure there is no ineppropriate or unauthorized use of State
information at aay time. To this end, the Contractor shall saleguard the conflidentislity,
integriry and ovailabiliry of State informstion end comply with the following conditions:

o.

The Coniracior sholl implement and maintain sppropriaie administrative, technicol
end organimslionsl securicy measures to safeguord ogainst uncuthorized occess,
disclosure or theft of Personal Daws end non-public information. Such security
measures shall be in eccordance with recognized indusiry prectice and not less
stningeni than the measures the Contracior applies to ils own Personal Qaia ond non-
public data of similar kind.

All dz12 obtoined by the Contractor in the performance of this contract and all Personal
Daio shall be encrypied &1 rest and in (ronsit with controlled access. Unless othenwise
stipulated, 1he Coniracior is responsibie for encryption of the Personal Dala.

Unless otherwise stipulaied, the Contrctor shall encrypt all non-public data a1 rest
and in Iransit. The Stare shall identify dota it deems a3 non-public daia 10 the
Conirsctor. The level of proicciion end encryption for all non-public daia shall be
dentified and mede a pan of this contrec.

At no lime shall sny dala or processes - that either belong 10 o art intended for the
use of the Siaie or its officers, ogents or employees - be copied, disclosed or reigined
by the Comiracror or ony pany related 1o the Contrucior for subsequent use in ony
transaction that does not include the State.

The Controcior shall not use any infonmotion callected in connection with the service
Aissued from this Comirzet for ony purpose ather thana fulfilling 1he service.

4.) Do1a Lecetion
The Contracior shal) provide i1s Services 10 the S121e and i1s end users solely from dain
centers within the Continemal United Sioies. All storage, processing and transmission of
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

State dato shall be resiricted to information technology systems within the Continenial
Uniled Stotes. The Contractor shall not allow its personnel or sub-contrectors to store State
dato on porteble devices, including personal computers, except 83 specified end allowed
by the contract, and then only on devices that are used snd kepl o1 its dota centers. within
the Continental United Swes. The Contractor shail permit iis personnel and Contractors
10 sccess State datn remotely only lo provide technical suppoit and ea specified or required
by the contracl.

4.2 Seturirf Incident Or Datn Breech
The Conooctor shell inform the Stele of any secunity incident or Data Breach in .
accerdance with NH RSA Chepter 359-C:20: Notice of Security Breach.

b.

tncideni Response: the Contrecior may need (o communicate with gutside parties
regording 8 securily incident, which may include contaciing low enforcement,
fielding media’inquiries and seeking external expertise os mutunlly ogreed upon,
defined by low or contained in the Controct. Discussing securiry incidems with
the State should be handled on an urgent es-needed basis, as pert of the Conireciar
communication and mitigetion processes as mutually agreed upon, defined by law
.or contained in the contrect.

Security Incident Reporting Requirements: the Contractor shall report a security
incident to the State identificd contect immedistely if it reasoriably belicves there
has been a secunity incident.

Brexch Reporting Requirements: IT the Conirocior has ectusl knowledge of »
confirmed deis breach that affects the securily of eny Stote contens that is subject
to applicable data breach notification law, the Contracior shall (1) prompily notify
the opproprisie Siate identified contect within 24 hours or sooner, unless shoner
timc is required by npplicable law, and (2) toke commercially reasonable measures
1o address the daia breach in a imely manner,

5. Breoch Responsibilities
$.1 This section only applies when & Dats Breoch occurs with respeci s Statc dats within the

possession

or control of the Contracior end/or the third panty designee hosling the dawa as

sgreed upon by the Contractor and the State.

5.1 The Coniracior, unless stipuloted otherwise, shall immediately notify the appropriste Siate
ideniified contact by ielephone in accordance with the agreed upon secunty plan or secunity
procedures il it rensonnbly believes there has been o gecurity incident.

5.3 The Contracior, unless siipulated othenvise, shall prompily noiify the appropriaic Siate
identified comtset within 24 hours or sooner by iclcphane, unless shoner iime i required by
applicable law, iT it confinns that there is, or reasonably belicves thal there has been o Darte

Breach the
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

b. prompily inpletneni necessary remedial measures, if necessary; ond

c.

document responsive aclions faken related to the Dats Bresch,
including any posi-intident review of evenis end actions taken to
make chonges in business practices in providing the services, if
necessary.

5.4 Unless otherwise stipulated, if o Datp Bresch is o direct result of the Contracior's breach
of its contract obligation or the third party hasling company (6 encrypt Personal Date or
otherwise prevent its release, the Conirscior andfor the thind penty hesting company shall bear
_the costs associated with:

0.

the investigation and resolution of the Dats Breach;

b.. notifications lo individuals, reguletors or others required by Stote law,

c.

8 credit moniloring service required by State (or federal) law;

d. a website or o toll-free number and call center for afTected individuals

required by State law — sli not to exceed the average per record per
person cost cslculamed for Data Breaches in the United States
{eurrently 3201 per record/persen) in the most recent Cost of Data
Breach Siudy: Global Analytsis published by the Ponemon Ingiitute a1
the time of the Data Breach; snd

complele all comective eciions as reasonsbly determined by the
Conirecior based on root cause; all [(a) through (¢)] subject to this
Comtract's limitation of liabiliry.

6. ADMINISTRATIVE SERVICES

The Contraci shall provide the State with the Adminisirative Services sel lorth in the Contract,
and particularly described in Exhibit D: Adminisiraiive Services

1. TERMS AND DEFINTIONS

Terms and Definitions applicable to this Conirsci are identified in Exhibit E: Tenns and
Definitions.

8. CONTRACTOR'S CERTIFICATES
' Required Contractor Cenificates are suached i Exhibi F,

Remvinder of this pupe intentinnally teft blunk
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOCY
DOIT 2023-030 MUNICIPAL CYBER TRAINING AND EXERCISES
EXHIBIT C - PRICE AND PAYMENT SCHEDULE

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

The terms outlined in the Payment Schedule is set lorth below:

1. CONTRACT PRICE

Notwithsianding eny provision in the Contract 10 the contrary, and notwithsianding
unexpected circumsiances, in ao event shell 1he toie! of o!l poymenis mede by the Swte
exceed the cmount indicoted in P.37 Geners) Provisions - Block 1.8: Price Limitation.
The payment by the State of the tots! Controct price shall be 1he only, and the complete
reimbursement 1o the Contracior for el fees and expenses, of whatever nature, incurred
by the Coniracior in the performance hereof.

3. TRAVEL EXPENSES

The Siate will not be responsible for eny trevel or cul of pocket expenses incurred in the
performonce of ihé Services performed under this Coniract. The Contractor must assume
ail travel and related expenses incurred by Controctor in performance of its obligations.
All lzbor rates in this Agreement will be considered “Fuily Loaded", including, but not
limited 10: mesls, hotelhousing, eirfare, car renials, car mileage, end eny additional out of

pockel expenses.

3. SHIPPING FEES

The Siate will not pay lor eny shipping or delivery fees unless specifically itemized in this
Agreement.
k L]

4. INVOICING 3

The Coniractor shall submit correct invoices to the Siate for all amounts 10 be poid by the
Stare. All invoices submitied shall be subject to the State's prior written approval, which
shall not be unreasonably withheld, The Canteactar shall only submit invoices lor Services
or Deliversbles as permitied by the Conirncl. Invoices must be in e format as determined
by the Stote and comigin derailed informaiian, including withouw limitation: itemization of
ench Deliversble and identification of the Deliverable for which paymeni is sought, and
the Accepiance datc iniggering such payment; dsie of delivery ead/or installation; monthly
maintenznce charges; eny other Project cosis or retention amounts if applicable.

The contracior shall invaice 250 houry for the firsi quaner beginning July |, 2023, and
quenerly for the duration of the tonirac) based on the aunber of hours of 1reining and
excrcise services provided ot the hourly raies defined in Table C-1 below.

Upon Acceplance of a properly documented end undispuled invoice, the Staie will pay the
correct and undisputed invoice within 1hiny (30) days of invoice receipr. lavoices will nal
be backdsted and shall be prompily dispotched.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
DOIT 2023-030 MUNICIPAL CYBER TRAINING AND EXERCISES

EXHIBIT C - PRICE AND PAYMENT SCHEDULE -

5. INVOICE ADDRESS
Invoices may be semi Lo

DEPARTMENT OF INFORMATION TECHNOLOGY
ACCOUNTS RECEIVABLE

17 HAZEN DRIVE

CONCORD, NH 03310

§. PAYMENT ADDRESS

Payments shall be made via ACH. Use the fallowing link 10 enroll with the State Treasury
for ACH payments: hrps://www.nh govitreasury/siste.vendors/index. em

3. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no Ister than fificen (15) business doys, refum 1o the
Stote the full amount of &ny overpaymen: or erToneous payment upon discovery or notice
from the State.

8. CREDITS

The Siate inay apply credits due o the State arising out of this Contract, sgpinst the
Conirector’s invoices with appropriate information sltached.

9. PAYMENT SCHEDULE

9.1 Controct Type
This is & Not 1o Exceed Contracl. The 1012l Contract value is indicated in P-37 Genere)
rmvisi'ons - Block 1.8: Price Limitation lor the period between the Effective Dote through
date indicated in P-37 General Provisions - Block 1.7: Completion Date. The Coniracior
shall be responsible for performing its obligations in accordance with the Contract. This
Contract will sllow the Conirecior. 1o invaice the Siate 83 defined below.

9.2 Contractor Sioff, Resource Hours and Rotes Worksheet
The State and Contrecior agree 1o the following rotes for Services.  The State moy also

request odditionsl Services from the Conirpcior a1 the same rates. The contractor shall
inake every effon to complete work between 8:00 AM - 6:00 PM ET when possible,

Table C-1
VENDOR HOURLY RATES PRICING WORKSHEET

Between 8:00 AM - 6:00 PM ET $17%/hr
Betwween 6:0) PM - .59 AMET $220/Mr

Renioinder of this pupe intentionally left blunk

Page 20 of 28
-Contraetor loitials: S

Date: _9_}% n
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DEPARTMENT OF INFORMATION TECHNOLOGY
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EXHIBIT D - ADMINISTRATIVE SERVICES
). DISPUTE RESOLUTION

Prior to the filing of any formal procetdings wilh respeet (0 a dispute {other than an action
seeking injunctive reliel with respect 19 iniellecrunt property rights or Conlidential
Information), the Party betieving itsell aggrieved (the “Invoking Panty™) shall call for
progressive management involvement in the dispute ncgotiation by wrilten noiice (o the

_ other Party. Such' notice shall be without prejudice 1o (he tnvoking Party's right to eny
other remedy permitted under the Coniract.

The Panties shall use reasonoble effons 1o arranpe personol meetings and/or telephone
conferences as needed, 8t mutustly convenient times and places, between negotistors for
the Partics o the following successive management levels, each of which shall have o
period of sllotied time as specified below in which ta attemp) to resolve the dispute:

Teble D-1.

DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

N— ggmrmmqn oF | STATE CUMULATIVE
RO er POINT OF CONTACT | ALLOTED TIME

Primary JASON SGRO KEN WEEKS '$ Days

Firsl, JASON SGRO DENIS GOULET 10 Days

The aligited time for the first level negotiations shall begin on the date the Invoking Parry's
notice is received by the other Party. Subsequent ellolted time is days [rom the dale that
the original invoking Party’s notice is received by the other Party. '

A
2. ACCESS AND COOPERATION

Subject 10 the terms of this Agreement and applicable laws, regulations, and policies, the
State will provide the Contractor with access to o)l program files, librories, personal
computer-based Sysiems, Soflware packages, Network Sysiems, security Sysiems, ond
hardware as required (o complete the contracied Services.

3. RECORD RETENTION

Controctor end its Subcontrociors shall mainiain o1l Project records including but not
limited to books, records, documents, and ather evidence of occounting procedures and
preciices, which properly and sulficiently reflect ail direc end indirect cosis invoiced in
the perfonnence of their respeciive obligations under the Contrnc. Contenctor and its
Subcomiractors shall retain all such records for three {3) years following tennination of the
Coniract, including any cxicnsians. Reconds relpting (o any litigation mouers regarding
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT D - ADMINISTRATIVE SERVICES

the Coniracr sholl be kept for cne {1) year following the termination of all litigaiion,
including the terminstion of all appeals or the expirstion of the appes) penod.

Upon prior notice end subject to reasonabie time frumes, sl such records shall be subject
10 inspeciion, exomination, sudit and copying by personne! 30 authorized by the Stote and
federal officials 3o suthorized by lew, rule, regulation or Cantract, as applicable. Accens
to these items shol) be provided within Memimack County of the State of New Hampshire,
unlcas otherwise agreed by the Siote. Delivery of and access to such records shall bc of
no coat (0 the State during the three (3} year period following termination of the Contract
and one (1) year Term following Liigation relsting to the Contract, including all appeals
or the expiration of the eppen! period. Contraclor shell include the record reteniion and
Review requiremens of this section in eny of its subcontracts.

4. ACCOUNTING

Conirector shall mointein an accounting System in accordance with Generally Accepied
Accounting Principles (GAAP). The casis applicable 10 the Coniraci chelt be nscertainable
from the accounting System,

5. AUDIT

The Contraciar shall sllow the State 10 sudit conformance to the contract terms. The State
may perform this audit or contract with a third party at its discretion ond at the Sioe's

expense.
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EXHIBIT E - TERMS AND DEFINITIONS

The following genersl conirecting terms and definitions spply except 33 specifically noted clsewhere in this
Canrrac.

| TERM _ __| DEFINITION
Acceptonce Notice from the State 1hol 2 Deliversble has satisfied

Acceptance Test or Review.

Agreement A Contraci duly executed end legally binding.
gre £ R

Informetion required 1o be kept Confideniial and resinicied
from unsuthonzed disclosure under the Contract.
Confidential Information” or "Confidential Cata™ menns
alt privaie/resricted confidential infonnalion disclased by
one party to the other such os 8]l medical, health, financial,
putlic msistance benefits ond persansl informaiion |
including without limitstion, Protected Heslth Information
and Persmally' ldentifiable Information.

Confidential (nformation -also includes any ond oll
Canfidential Information informationowned ar managed by the Stoie of NH - created,
received (rom ar on behall of any stsie agency or accessed
in the course of performing contracied services - of which
colleciion, disclosure, proteciion, end disposilion s
governed by siete or (ederal law or regulation. This
information includes, but is not limited 10 Personal Healih
Information {PHI), Personslly Identifisble Information
{PI), Personal Financial Informarion (PFI), Federol Tax
Information (FT1), Sociol Security Numbers (SSN},
Payment Card Indusiry {PCI), and or olher sensilive ond
canfidentizl informatien.

An pgreement between the State of. New Hempshire and o
Vendor which cresies binding obligations for each pany to
perfonn as specified in the contract documents. Conirct
Contrat documents include the Siaie P-37 General Provisions, and
' o)l Eshibils nnd anachments, which represent ihe
undersionding and scccpiance of the reciprocol fegal rights
nnd duiies of the panies with respeci 1o the Scope of Work.

Siate records, files, forms, elecironic information and other
documnenis or infonnalion, in either clecirenic or poaper
DS fonn, thot will be used /convened by the Vendor during the
coNtragt Jenn.
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DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT E - TERMS AND DEFINITIONS

‘Dals Breach

Dato Bresch means the loss of control, compromise,
vnouthorized  disclosure, uneuthorized  acquisition,
unauthorized &ccess, or eny similer term referring to
situstions where persons other then euthorized users and for
on other than suthorized purpose have sccess or potential
access o personally identifishle informetion, wheiher
physical or electronic.- With regard to Protected Health
Information, “Date Breach™ shall have the same meaning as
the term "Breach™ in seclion 154.402 of Tile 45, Code of
Federal Regulstions.

Deficiency (-ies)Defecis

A failure, shortcoming or error in & Deliverable resulting in
o Deliversble, the Software, or the System, not conforming
to its Speaifications.

Deliverable

A Deliverable is any Written, Software, or Noa-Software
Deliverehle (letter, report, manual, book, code, or other),
provided by the Contractor Lo the State or under the terms
of a Coninct requirement,

Documentation

All information thot describes the insiallation, operstion,
and use of ihe Sofllware, either in printed or electronic
format.

Enhancements

Updates, sdditions, modifications to, and new reieases for
the Sofiware or System, ond oll changes to the
Documeniation ss a resull of improvement in quality, velue,
or exienl.

Hosied Services

Applications, [T infrastructure components or funclions
thet arganizations sccess from extemal service providers,
1ypically through an internet connection,

Hosted System

The combination of herdware, sofiware and nesworking
componens used by the Applicotion Service Provider to
deliver the Hosted Services.

Idemification and Autheniication

Suppons oblaining infonmation obout these paries
sttempting 10 Jog on 10 o system or application for security
purposes and the validntion of those users,

limplementation

The process for moking the System fully Operstionsl for
processing the Data.
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STATE OF NEW HAMPSHIRE
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DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES
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Non-Public Informalion

Information, other than Personal Informsiion, thai is not
subject 1o distribution to the public a3 public information. h
is deemed 10 be sensitive ond confidentis) by the Stnie
because il contains information that is exempt by sistute,
ordinance or administrative rule from access by the general
public ;1 public information.

Operationot

Operstions] means that the Sysiem is ready for use and fully
functionsl, ali Date has been losded; the System is availgble
for use by the Sate in its daily operations, and the Staie has
issued Acceptance.

Personp! Infomation“

“Personal (nformation” (or “*P1") or “Personally Ildemil‘inble ;

Information™ {PIl) means information which can be used to
distinguish or trace an individual's identity, such es their
neme, social security number, personal information as
defined in New Hempshire RSA 159-C:19, biometric
records, etc., olone, or when combined with other personal
or identifying information which is linked or linkable (o o
specific individual, such as date snd place of binh, mother's
maiden name, elc, )

Project

The planncd undestating regerding the entire subject matter of an
RFP and Contracit and the activiiics of the panics relaied herero.

Proposal

A written plan put forth by a Vendor for considerstion in
response 10 o solicitalion by the State. :

Security Incident

“Seeurity Incidem” shsll have the same megning
“"Compuler Security Incidem” in section two (2) of NIST
Publication 300-61, Computer Security Incidert Hondling
Guide, Ngionol Inpituie of Standards end Technology,
U.S. Depariinent of Comnerce.

Services

The work o labar (o be performed by the Vendor on the Project
03 described in & coniroct,

Soliware

All Cusiom, SAAS ond COTS compuier programs and
opplicniions provided by the Contrsctor under the Contract,

Soliware Deliverchles

All Cusiom, SAAS and COTS Soflware and Enhancemenis.

Sofiware License
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Software-gs-a-Service (S8aS)

The capability provided 1o the Siate to use the Contrector's
applicotions ruaning on o cloud infrestruccure. The

| epplications are accessible from vanous client devices

through o thin-clien) interface such es a Web browter (c.g.,
Wteb-based email) or o program interface. The Stéic does
not manage or conwrol the underlying cloud infrostructure
including neiwork, servers, Operuting Sysians, storage or
even individual spplication capabililies, with the passible
exception of limited user-specific opplication configuration
seuiings.

Specificalions

Writen detsils that set forth ihe rcquiremeniy which
include, withour limitation, the RFP, the Propossl, the
Contract, any performance standards, Documentation,
sppticable Siaie and fedem! poticies, laws and regulslions,
Stote 1echnical standards, subsequent Sizie-approved
Deliverables, and other specifications snd requircments
described in the Contrect Documents. The Specifications
arc, by this reference, mode & part of the Coniract as though
completely set forth herein,

Siate Data

All Datn ereated or in ony woy originating with the Stote,
ond all Data that is the outpul of computer processing of or
other clectronic manipuistion of any Data that was credied
by or in eny way onginoted with the Sisie, whether such
Data or output is stored ean the State's hardware, the
Contracior's hardwore or exists én any sysiem Owned,
mainiained or otherwise controlled by the State or by the
Contraclor.

Siate Fiscol Year (SFY)

The New Hampshice State Fiscol Yeor (SFY) cuns from
July  of ihe preceding catendar year through June 30 of the
applicable calendir yesr. :

Subconiractor

A person, pannership, or company not in the employment:
of, or owned by, the Controcior which is performing
Scrvices under this Contruct under o separaie Contract with
or on behall of 1he Coniracior.

Systemn

All Software, specified hardware, interlaces and exiensions,
integraled and funciioning logether in cccordance with the
Specilficalions,

Tenn

Period of ihe Coniract from the EfTective Daic through the

‘Completion Dare identified in the P-37 General Provisions

or tenninasion.

Verification

Suppons ihe confirmalion of authornity (o enter n compuler
system application or network,
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The conditions under, ond period during, which the
Contragtor will repair, reploce, or other compensaie for, the
defective item withoul cost 10 the buyer or user. :It alsa
delincates the rights and obligetions of both parties in case
of & claim or dispute. '

Warrnmy Period

A period of coversge duning which the Contractor is
responsible for providing a guarantee for products and
Services delivered ss defined in the Contract.

Work Plso

Documenttion that details the sctivitics for the Project created in
accordance with the Contract. The plan and delineation of tasks,
activitics and cvenis 10 be performed and Deliverables to be
produced under the Project ag specified in Appendix B:
Business/Technical Requiremenis and Deliverables. The Work
Plan shall include o dewpiled description of the Schedule,
taska/activities, Deliverables, Erilical events, 19sk dependencies,

and the resources that would lead snd/or participate on cech rosk.

Remainder of this page intentionally left blank
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EXHIBIT F - ATTACHMENTS AND CONTRACTOR CERTIFICATES

EXHIBIT F - ATTACHMENTS AND CONTRACTOR CERTIFICATES

I. ATTACHMENTS
8. Contreclor's Proposal and Quote,

1. CONTRACTOR CERTIFICATES

o. Contractor's Centificawe of Good Standing
b. Contractor's Certificate of Vote/Authority
¢. Coatractor's Certificate of lnsurance

Remoinder of this page intentionally left dlank

Popc 28 0f 28

Coniracior Initials: &D_i
Date: g_{%_ p}



State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanisn, Secretary of State of the State of Now Hempshire, do hereby centify that THE ATOM GROUP LLC is o Now
Hampshire Limited Liability Company registered to trensacy busincts in New Hampshire on April 12, 2007. | funher cenify tha
i’n foes end documeiy requirpd by the Seerctary of Staie’s office have beon received and is in good standing a3 far a3 this office is
concemed,

Busincss ID: 576036
Cenificale Number: 0005845328

IN TESTIMONY WHEREOF.

[ hereto st myv hand and couse w0 b afMixed
J the Scal of ihe Siate of New Hampshire,

|h'u_l_2!h day of Augest A.D. 2022.

David M. Scanlan
Scerclary ol Siate




LLC Certification of Authority

1, LAURA A. MUNYON, ESQ, counsel for THE ATOM GROUP, LLC hereby certify
that JASON JOSEPH SGRO is » Senior Partner of THE ATOM GROUP, LLC, o limited

lisbility partmership under RSA 304.B.

RS TARA SN IR EE PR R RRAC IR N RGN E R TR

1 centify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. |
further certify thei it is understood that the State of New Hampshire will rely on this
certificate as evidence thai the person listed ebove currently occupies the pt:;silion indicated
ond that they have full suthority o bind the partnership or LLC end that this suthorization
shall remain valid for nincty (90) days from the date of this Corporate Resolution.

ATTEST: : ,2

DATED: FEBRUARY 21,2023
Laura Munyon, Esq.



ACORY' CERTIFICATE OF LIABILITY INSURANCE " oom

THIS CERTICATE (S IS3UTD AS A MATTER OF INFORMATION ONLY AND CONFERY NO RIGMTS UPGN THE CERTIFICATE HOLDER, TH19
CERTIRCATE DOED NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POUCIES
BGELOW, TH!S CERTIICATE OF INSURANCE DOES NOT COMSTITUTE A CONTRACT SETWHEN THE IS3UD0 NESURER(D), AUTHGRIZED

REPRESENTATIVE OR PROCUC ER, AND THE CERTIFICATE HOLDER, ]

IMPORTANT: (1 (b corUlicale holoeT 1§ a8 ADDITIONAL INBURED, Ow pelicy{ian) must have ADUMIGNAL INSURED provisions or be sndersed,
R BUBROGATION 13 WAIVED, aubjeci o Do tarmy and condlitons of the paiiey, cantain polickes may require an cndorsamant. A stotement on
this curtificats dous nol conder rights lo Lhe cartificats heider [x Nev of such sndersemoniis ).
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