
STATE OF NEW HAMPSHIRE
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Denis Goulet

Commissioner

March 10, 2025

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a Sole Source contract
amendment with The Atom Group, LLC, of Portsmouth, NH (VC #313392) by increasing the price limitation
by $257,600 from $1,900,705 to $2,158,305, and by extending the completion date from September 30, 2027
to December 31, 2028, for the purpose of providing Cyber Security Training and Exercise services to
Municipalities, K-12 SAUs, Local Utility Commissions, and State Agencies throughout the State of New
Hampshire, effective upon Governor and Council approval. The Governor and Executive Council
approved the original contract agreement on March 8, 2023, Item #16 and amended with Governor and
Executive Council approval on October 4, 2023, Item #40 and on August 30, 2024, Item #61. Source of
Funds: 100% Transfer of Federal Funds.

Funding is available in Fiscal Year 2025 as follows:

CAT#-DEPT#-AGENCY#-ACTIVIT#-ACCOUNTING UNIT #-

DEPT NAME- AGENCY NAME -ACCOUNTING UNIT NAME

CLASS- OBJECT - DESC

FY 25

01-03-03-030010-13810000-Department of Information Technology-
Cyber Enhancements Grant-102-500731-Contracts for Program Services

$57,600

01-03-03-030010-42960000-Department of Information Technology-
2024 Homeland Security Grant-102-500731-Contracts for Program
Services

$200,000

Total $257,600

EXPLANATION

This contract is Sole Source because it accelerates/continues an existing Public-Private partnership
to provide Cybersecurity Training and Exercises to Municipalities, K-12 SAUs, Local Utility Commissions,
State Agencies, etc. across New Hampshire. The Atom Group, LLC will provide up to 250 hours per
quarter of Municipal Cyber Training and Exercise Services to accelerate the existing Municipal Cyber
Defense Program offered in partnership with the New Hampshire Public Risk Management Exchange's
(PRIMEX) Risk Managers.

The Atom Group's Program includes four pillars of cybersecurity readiness for Municipal
Government entities in the State of New Hampshire. These pillars are:

1. Proactive Education and Training,

2. Cybersecurity Emergency Response Planning and Tabletop Exercises,
3. Cybersecurity Vulnerability Overviews, Custom Content, and On-Demand Webinars,
including a 20-part series of CIS Controls Implementation Groups 1 and 2, and

"Innovative Technologies Today for New Hampshire's Tomorrow"
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4. Hands-on workshops for IT personnel working for Municipalities that have significant
cybersecurity responsibilities to safeguard public information systems and confidential data.

The Atom Group provides a program that is modular and adaptable in a customized matrix where
the delivery of content is based on 3 key traits of municipalities:

1. The type of municipality receiving the content.
2. The job description of the person receiving the training.
3. The existing cybersecurity readiness training of the organization.

Additionally, Atom Group, LLC's program provides not only in person content delivery for specific
municipalities, but they additionally make the content available to wider municipal audiences via the New
Hampshire Public Risk Management Exchange (PRIMEX) Cyber Portal which is available to over 550
municipal entities in New Hampshire.

Alternatives to this contract that were considered include competitive bidding and the leveraging of
a statewide contract. Due to the efficiency and effectiveness of the existing public-private competitive
bidding was not deemed feasible to produce acceptable outcomes and leveraging a statewide contract would
not allow vendors to have access to the PRIMEX Cybersecurity Training Portal and therefore would not be
accessible on-demand to more than 550 lower political subdivisions.

The State will receive many benefits from this contract amendment including a higher level of
Cybersecurity awareness and training throughout political subdivisions by reducing overall risk and
increasing situational awareness of Cybersecurity events/incidents across the State, and a higher level of
awareness will reduce the potential of serious cyber incidents.

As most Municipalities are connected to at least one state network, increased Cybersecurity
awareness should decrease risk to State Networks. The State will leverage the existing PRIMEX processes
for Municipalities to access and schedule training. All administrative process and procedures to schedule
and conduct training for municipalities already exist and will not have to be e.xecuted by State employees.

This accelerated training program will more quickly enable lower political subdivisions to comply
with RSA 31 :l03-b and the business systems of agencies that have connections with Municipalities (e.g.
Department of Motor Vehicles will operate at a lower level of Cyber Security Risk.)

The Department of Information Technology respectfully requests approval of this contract
amendment.

Respectfully submitted,

on behalf of

Denis Goulet

Commissioner, Department of Information
Technology

DG/jd
DolT#2023-030C

RID#93I15

cc: Ken Weeks, DolT Chief Information Security Officer

"Innovative Technologies Today for New Hampshire's Tomorrow"
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Docusign Envelope ID; 15838CA1-A908-4371-901E-FF408954FA0C

INTRODUCTION

WHER-EAS, pursuant to an Agreement approved by Governor and Council, as a sole source contract on
March 8, 2023, item # 16, as amended on October 4,2023, Item #40 and August 30,2024, Item #61, (herein
after referred to as the "Agreement"), The ATOM Group, LLC (hereinafter referred to as "Contractor"
agreed to supply certain services upon the terms and conditions specified in the Agreement and in
consideration of payment by the Department of Information Technology (hereinafter referred to as the
"Department"), certain sums as specified therein;

WHEREAS pursuant to the Agreement Section 17 and the provisions of the Agreement, the Agreement
may be modified or amended only by a written instrument executed by the parties thereto and approved
by the Governor and Executive Council.

WHEREAS the Vendor and the Department have ag-eed to amend the Agreement in certain respects.

WHEREAS the Department wishes to add federal funds to continue the Municipal Cyber Training and
Exercises program.

WHEREAS The Vendor agrees to provide Municipal Cyber Training and Exercise Services, to include
State Agencies.

WHEREAS The Department and the Vendor wish to increase the Contract price by $257,60.0 to bring the
total contract price to $2,158,305.

WHEREAS The Department and the Vendor wish to extend the completion date from September 30,2027
to December 31, 2028.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows;

The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $257,600 from $1,900,705 to $2,158,305.

2. Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extending the
contract completion date from September 30,2027 to December 31, 2028.

3. Except as provided herein, all provisions of the Agreement shall remain in full force and effect.
This modification shall take effect upon the approval date from the Governor and the Executive
Council.

State of NH Contract ,—ds

Date: 3/^2025
Contractor's Initials:

Page 2 of 4
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TABLE 1: CONTRACT HISTORY

CONTRACT AND

AMENDMENT

NUMBER

AMENDMENT

TYPE

G&C

APPROVAL

DATE

COMPLETION

DATE

CONTRACT

AMOUNT

DoIT # 2023-030 Original
Contract

March 8, 2023,

Item #16

June 30, 2024 $100,705

DoIT # 2023-030

Amendment 1

I" Amendment October 4, 2023,
Item #40

June 30, 2025 $300,000

DoIT # 2023-030

Amendment 2

2"^ Amendment August 1, 2024,
Item #61

September 30,
2027

$1,500,000

DoIT # 2023-030

Amendment 3

3"* Amendment TBD December 31,
2028

$257,600

CONTRACT TOTAL $2,158,305

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

CONTRACTOR
DeeeS^ned by;

I Dale:
. 3/4/2025

Jason Sgro
The Atom Group, LLC

STATE OF NEW HAMPSHIRE

Date: March 6, 2025

Denis Goulei, Commissioner

State of New Hampshire
Department of Information Technology'

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Date: March 17, 2025

State of New Hampshire, Department of Justice

State (^f,^^^tract
Date:

Contractor's Initials:

Page

JS
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1 hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on; (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State ̂ f^^j^^tract
Date: JS
Contractor's Initials:
Page 4 of 4



state of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secreiar>' of State of the Slate of New Hampshire, do hereby ceiiify that THE ATOM GROUP LLC is a New

Hampshire Limited Liability Company registered to transact business in New Hampshire on April 12, 2007. 1 further certify that

all fees and documents required by the Secretar>' of State's office have been received and is in good standing as far as this office is

concerned.

Business ID: 576086

Certificate Number: 0007073084

SI

Ba.

IN TESTIMONY WHEREOF

I hereto set my hand and cause to be affixed

the Seal of the Slate of New Hampshire,

this 28th day of FebruarN'A.D. 2025.

David M. Scanlan

Secretaiy' of Stale



ACORCf
CERTIFICATE OF LIABILITY INSURANCE

DATE (MWrnD/rVVY)

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S) AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsementfs)

PKOoucca

Granite State Insurance & Risk Mgt LLC
90 Bovorly Drive

Hampstead. NH 03841

Michael Ware

KVcrti; 603 580 4706 603 369 4495
teoRGss: roichaeKggranitestateinsurance.com

INSURER(8) AFFORDING COVERAGE NAICd

INSURER A The Hartford Insurance Company 19682
INSURED

The Atom Group LLC

KXX) Market Street BuiWing 2. Suite 300. Third Floor

Portsmouth. t4H 03801

INSURER B Beazely Excess and Suplus Insurance. Inc. 17520

INSURERC

INSURER D

INSURER e

INSURER F

LTR

POLICIES OP INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

£5^. 5^^ ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMSEXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
rouitrLUPTYPE OF mSURAHCe POLICY NUMBER

WJLICTEFF -rouitrLUP

COMMERCIAL GENERAL LIABILrTY

I CLAIMS-IAADe □ OCCUR

GEm. ACGREGATl UNIT APPLIES PGR;

POLICY I r~|LOC
OTHER; Professional Liability (B)

AUTOMOBILE LIABILHY

ANY AUTO

OWNEO
ALrrosoNiv
HIKED
AUTOS ONLY

UMBRELLA LiAB

EXCESS LIAB

OED

SCHEDULED
AUTOS
non-owned
AUTOS ONLY

OCCUR

CLAIMS-MADE

RETENTIONJ
WORKERS COUPENSATKM
AND EMPLOYERS* UABnjTY
ANY PROPRlETOR/PARTNEfUEXECUTIVE rm
OFFICERMEUBER EXCLUDED? N
Mandatory in NH) I I
I ym. dotcrtbo undor
XSCRIPTUN OF OPERATIONS bak7«

04SBAAES998

04SBAAE5996

04SBAAE5996

04WECIV5013

(MMrtipfYYYY)

09/22/2024

(MMrt?o/YrW

09/22/2025

09/22/2024

09/22/2024

01/26/2025

UMRS

EACH OCCURRENCE
'OAMAUb lU'HEHlLO
PREMISES (Ea oeajnancej

MED EXP (Any ona p»f»on)

PERSONAL A AOV INJURY

GENERAL AGGREGATE

09/22/2025

09/22/2025

01/26/2026

PROOUCTS - COMP/OP AGO

Occurrance/Aggregate
rOMUlKLUSINULE LlUn
lEa accicMrm
SOOtLY INJURY <P«( poTMn)

BODILY INJURY (Par accNant)
PRUPbHI V UAMAUE
(Par acddew)

EACH OCCURRENCE

AGGREGATE

100000(

5000G(

5000

lOOOOCX

200000(

200000(

1000000/200000

lOOOOOf

300000(

300000(

TJTir
ER

e.L. EACH ACCIDENT

E.L. DISEASE • EA EMPLOYEE

E.L DISEASE • POLICY LIMIT

DESCRIPTION OF OPERATIOKS I LOCATIONS » VEHICLES (ACORO IIH. AddWpnal Scnadula. ma, Pa «tach«, « .pac. I, ,aqll,«o

100000C

lOOOCKX

100000(

CER-nPICATE HOLDER

New Hampshire Dept. of Informolion Technoloqy
27 Hazen Drive
Concord. NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POUCY PROVISIONS.

1

AUIMORIZED REPRESENTATIVB.

Michael Ware

ACORO 25 (2016/03) The ACORD name and logo ere registered marks of ACORO
D CORPOfMTION. All rights reserved.



LLC Certification of Authorin

I, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC, hereby certify that

JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited

liability partnership under RSA 304-B.

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. I

further certify that it is understood that the Slate of New Hampshire will rely on this

certificate as evidence that the person listed above currently occupies the position indicated

and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: FEBRUARY 28, 2025 ATTEST:



&lSTATE OF NEW HAMPSHtRE
DEPARTMENTOF INFORMATION TECHNOLOGY

H Haien Dr., Concad, NH 03301
Fax: 603.271-1516 TDD Acces: l.SOO-735-2964

www.iih.gcn'/d oit

Denis GoDlet

Conmiis\omr

August 1, 2024

His Excellency. Governor Christopfaa T. Suounu
and tbe HoooiaUe Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize tbe Departmeai of Information Technology to eoier into a Sole Source contract
amendmeot with Tbe Atom Croup. LLC. of Portsmouth, NH (VC 13392) by Incieasi^g tbe price limitation
by Si .500,000 from S400.705 toSl,900,705, and l:^ exieodiug the completion date from August 31,2025 to
September 30, 2027, f« tbe purpose of providing C*ybei Security Training and Exercise services to
Municipaiities, K-12 SAUs. Lo^ Utility Commissions, and State Agencies tbiougbout tbe State of New
Hamps^e. effective upon Governor and Council approval. Tbe Governor and Executive Council
approved tbe original contract ogreemeat on Maccb 8,2023, Item #16 and most recently amended with
Governor and Executive Council approval on October 4, 2023, Item #40.

Source of Funds: 80*/6 Federal Grant money and 20% General Funds will be used.

Funding is available in Fiscal Year 2025 as follows:

CAT#-DEPT#-AOENCY#-ACTIVIT#-ACCOUN'nNO UNIT #-

DEFT NAME- AGENCY NA.ME -ACCOUNTING UNIT NAME

CLASS-C»JECT- DESC

FY2S

01-03-03-030010-67 noOOO-Departmeat of Informoticxi Technology-
2023 Cyber Enfaancemcats Grant- i03-502664-Coutracts for Pro^am
Services

i 1.200,000

02-23-23-231010-711 SOOOO-Dcpartmenl of Safety-Cybcrsccurity Gratii
Pioeraffl-103>502664-Coatracts for Operational Services.

S300,()i>0

Total SI.500.000

EXPLANATION

This contract amendment is Sole Source becouse it acceletates/cooiinues an existing PubUc-Piivoic
partnership to provide Cybersecurity Training and Exercises toMunidpalitics. K-12 S^VUs, Local Utility
Commissions. State Agencies, etc. across New Hampshire. Tbe Atom Group, LLC will provide up to 250
hours per.quarter of Municipal C^'ber Timoing and Exercise Services to accelerate ibc existing Municipal
Cyber Defense Program offered in partnership with the New Hampshire Public Risk Management
Exchange's (PRIMEX) Risk Managers.

On March 4,2023, the Goveraor and Executive Council approved (be original contract as item # 16
on (be agenda. On October 4,2023, tbe Governor and Executive Council approved tbe first Ameodmenl to
this contract Since that time, tbe foUowiog cybersecurity training has been developed in response to data

"/nnowof/vc hrchnologies Today for Nev/ HompshUe's Tomorrow"
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collected withia the Stste ofNew Hampsbixe and addresses aitical gaps ia cybersecority feadiuess. Tliese
traioiagprograiDS ere available to az^ mnoicipal entity within the state and are deliver^ as 90-iniiiute, 2-
houz, 4-^toui, and full day tmimngs as watksbc^ or througb w^car format.

Oeoeral Cybeisecunty Awareness Training (UPDATED FOR 2024)
Public Cybersecnrity Training Libraries (NEW FOR 2024)
Cybersecurity Training for P^ce and Fire Departments (Includes CJIS, Evidence, Dispatds)
Cybersecmity Training for Financial Teams (Include ACH Fraod and Payroll Fraud)
Cybersecurity Training for IT Teams (Engineer Training of Common Attacks in 2022)
How to L^ally Review Cybersecurity Documentatioa and Policies
Cybersecurity loddent Response Plan Creatica
Tabletop Woiksbq) for cybersecurity incident ce^nose plans (NEW FOR 2024)
Cybersecurity Microsoft 0365 Secure Setup Review end Training (Includes Log Review)
Cytxisecurity Google Workspace Secure Setup Review and Training (Includes Log Review)
Cyber Pxolectioas fiat SCADA Networks Training (UPDATED FOR 2024)
Cybersecurity Ttainiog fbr Educators (K-12 & SAU) (UPDATED FOR 2024)
Cybersecurity Voting Protection Training for Cities and Tc^ns
Cybersecurity Advanced lodkatoi of Compromise Detection Training (For IT Engineers)
Data Privacy Training for Emergency Re^onders. (UPDATED FOR 2024)
CIS Controb Webioar Series (Controls 1-16, Implementatioa Group 1 &2)
Region Cyber Defense Tiaiaicg Program

Tbe following MAJOR training events were made possible by this contract:
• MAJOR RECORDED EVENTS

CIS Controls Webinar Series Complete 190(H- Views. (600 new views)
General Cybersecurity Training (Created in Paitnership with NH Primex). 9200+ Views
Cybersecurity Micro-Trainings (Cheated in Partnership with NH Primex). 2400+ Views

MAJOR WORKSHOTS DEVELOPED

Incident Response Plaimitig for Town Admiaistrators (Provided Ammally, 2023,2024)
Regional Cyber Defense Program (Provided Quarterly Q4,2023, QI 2024)
Cybersecurity Emergency Response for FT Managers (Provided Armually 2023,2024)
Sandbox and Hooeypot Training for fT Managers (2023)
Living off the Land Cybersecurity Workshop (Provided 2X in 2024)
Crisis Media Response fbr Leadership Training (NEW)
Group Tabletop Incident Response Workshop (NEW)

CONFERENCE TRAINING DEUVERED

Cyber Attack Response and Recovery Tabletop
Emergency Dispatchers Cybersecurity Tiaiaicg
Cybersecurity: DetectiagFinandal Frauds and IT Controb
Cyber Risk Awareness for Public Sector Employees
NH Municipa) Association Coofistenoe Training(2 Sessions)
Cybersecurity Alerts. Training, and CommunicatioQPortal
Coaolerintelligence Trainiog for Municipal Leaders
IT Cybersecurity: Hooeypot OeatioaTcaining
Windows Hardening Tedmiqaes for Windows 10 and 11
NH Cyber Synqmsium (Modem Incident Response for Towns)
NHMA Organiatioital Training (Cocferenoe Sessiois)
NHSAA Organiatiooal Training (Conference Sessions)
AI Cybersecnrity (NH/VT Counties)

'/nnovor/ve fecAnotoples Todayfor New Hampshire's Tomorrow'
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The Atom Group's PiognuD iodudes four piUars of cybersecoiity readiness for Municipal
Government entities indie State ofNew Hampshire. These pillars are:

1. Proactive Education and Training.
2. Cybersecnrity Emergency Response Planniog and Tabletop Exercises,
3. Cybersecurity Vulnerability Overviews. Custom Content, and On-Demand Wcbiiiars, including
a 20>pait series of CIS Contrds Implementatioii Qtoaps 1 and 2, and
4. Hands-on woriobops for IT personnel woddng for Municipalities that have signiRcant
cybersecurity responsibilities to saftguard public iofomtatica systems and confideotial data.

The Atom Qtaap provides a program that is modular and adaptable in a customized matrix where
the delivery of content is based on 3 key traits of mixmcipalities:

1. The type ofmunicipality receiving the coaienL
2. Tbejobdescriptioooftbepeisonreceiviagtbctiaining.
3. The existing cybersecurity readiness training of (he ofganizstion.

Additionally, Atom Group. LLC's prt^ram provides not only in person content delivery for qiecific
municipalities, but they additionally make the coiUent available to wider nranicipal audiences via the New
Hampshire PnUic Risk Management Exdiange (PRIMEX) Cyber Portal which is availtide to over 550
municipal entities in New Hampshire.

Alternatives to this contract dtat were considered include competitive Ndding and the leveraging of
a statewide contiacL Due to the efficiency end effectiveness of the existing public-private cos^titive
bidding was not fî ble to produce acceptable outcomes and leveiagiag a statewide contract would
not allow vendors to have access to die PRIMEX Cybersecnrity Tiainiog Portal and therefore would not be

on-demand to more than 550 lower poUtical subdivisions.

The State will receive many benefits fiom (his contract amendment inctndic^ a hi^ier level of
Cybersecmity awareness and trainiog dirougbout political sab<fi visions by reducing overall risk and
increasing sittiatiooal awareness of Cybersecurity events/incidents aaoss the State, and a higher level of
awareness will reduce the potential of serious cyber locideats.

As most Municipalities are connected to at least one state network, increased Cybeisecunty
awareoss decrease risk to State Networks. The State will leverage the existing PRIMEX processes
fix Municipalities to access and schedule training. All ndministrative process and procedures to schedule
and conduct training for municipalities already exist and will not have to be executed by State emidoyees.

This accelerated training program will more quickly enable lower political subdivisions to comply
with RSA 31:103-band the business systems of evades that have connrctioco with Muni dpali ties (e.g.
Department of Motor Vehides will qxcate at a lower level of Cyber Security Risk

"(nnovot^ rechnbtogtes Todayfor New HompsNre's tomorrow"
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The Depaxtment of lofbuaation Technology resp^tfuiiy requests approval of this contract
amendinenL

Respectfully submitted.

Denis. Ooulet

Oommissioner, Department of InlbnnatioQ
Technology

Robert u Quinn
Cammissioaer. Department of Safety

DGjd
Dorr #2023-0308

RID #88456

cc: Ren Weeks, DofT Chief lofoanation Security Officer

"/mwvor^ Technologies Todayfiir New Hampshire's romorrow'
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STATE OF NEW HAMPSHIRE

Department of Information Technology

DolT # 2023-30 MUNICIPAL CYBER TRAINING AND EXERCISES

AMENDMENT 8(2)

Template Revision V3.0 2/27/23



Oocusign Envelope tO: P3U343A-680B-4752-A89V77se5P7e0376

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a sole source contract on
March 8, 2023. Item #16, as amended on October 4, 2023, Item #40 (herein after referred to as the

"Agreement"), The ATOM Croup, LLC (hereinafter referred to as "Contractor" agreed to supply certain
services upon the terms and conditions specified in the Agreement and in consideration of payment by the
Department of Information Technology (hereinafter referred to as the "Department"), certain sums as
specified therein;

WHEREAS pursuant to the Agreement Section 17 and the provisions of the Agreement, the Agreement
may be modified or amended only by a written instrument executed by the parties thereto and approved
by the Governor and Executive Council.

WHEREAS the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS this Amendment is intended by the Parties as the final, complete, and exclusive understanding
between the Parties hereto. All prior or contemporaneous promises, agreements, and understandings,
whether oral or written, arc deemed to be superseded by this Amendment, and no Party is relying on any
promise, agreement, or understanding not set forth in this Amendment. Except as expressly amended by
this Amendment, the Agreement shall continue in full force and effect.

WHEREAS the Department wishes to add federal funds to continue the Municipal Cyber Training and
Exercises program.

WHEREAS The Vendor agrees to provide Municipal Cyber Training and E.xercise Services, to include
State Agencies.

WHEREAS The Department and the Vendor wish to increase the Contract price by $ 1,500,000.00 to bring
the total contract price to $1,900,705.00

WHEREAS The Department and the Vendor wish to extend the completion date from August 31, 2025 to
September 30. 2027;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

I. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $1,500,000.00 from $400,705 to $1,900,705.00

State of NH Contract C~
Dale:!£y!^ JS
Contractor's Initials: —

Page 2 of 4



Oocutign Envelope ID; F3l4343A-e80B-47S2-A69V77S8SF76037e

TABLE I: CONTRACT HISTORY

CONTRACT AND

AMENDMENT

NUMBER

.amendment
TYPE

G&C

APPROVAL

DATE

COMPLETION

DATE

CONTRACT

AMOUNT

Do IT tt 2023-030 Original
Contract

March 8, 2023,

Item #16

June 30. 2024 $100,705

Do IT ft 2023-030

Amendment A

1" Amendment October 4, 2023,

Item #40

August 31, 2025 $300,000

DolT ft 2023-030

Amendment B

2nd Amendment TBD September 30, 2027 $1,500,000

CONTRACT TOTAL $1,900,705

Except as provided herein, al) provisions of the Agreenrjcnl shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
wrinen.

CONTRACTOR

Date:
8/1/2024

Jason Sgro
The Atom Group, LLC

STATE OF NEW HAMPSHIRE

U JJ'
Date: August 2, 2024

Denis Goulet, Commissioner
State of New Hampshire
Department of information Technology

State of NH Contract
Date:8/l/2024

Contractor's Initials:

Page

•OS

JS
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Ooojsign Envdope ID: 7e738594^64O-«OAI>BAA8-B64117BF0C69

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Dale: August 12. 2024

Duncan A. Edgar, Assistant Attorney General
State of New Hampshire, Department of Justice

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Omce of (he Secretary of State

Date:

State of New Hampshire, Department of Administration

State ofNH Contract
Date:

Contractor's Initials:
Page 4 of 4



State of New Hampshire

Department of State

CERTIFICATE

I, Davtd M. Scanlan, Sccrciar>' of Stale of ihc State of New Hampshire, do hereby certify that THE ATOM CROUP LLC is a New

Hampshire Limited Liability Company registered to transact business in New Hampshire on April 12. 2007.1 further certify that

all fees and documents required by the Secreiar>' of Stale's ofTicc have been received and is in good standing as far as this office is

concerned.

Business 10; 576086

Certificate Number: 0006690525

o

Ik

o

N
%

6:5

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affLxcd

the Seal of the State of New Hampshire,

this I6th day of May A.D. 2024.

QOL-
David M. Scanlan

Secrctoo'of State
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LLC Certification of Authorin'

I, LAURA MUNYON. ESQ, counsel for THE ATOM GROUP, LLC, hereby certify that

JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP. LLC, a limited

liability partnership under RSA 304-B.

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. I

further certify that it is understood that the State of New Hampshire will rely on this

certificate as evidence that the person listed above currently occupies the position indicated

and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninet>' (90) days from the date of this Corporate Resolution.

DATED: JULY 19, 2024 ATTEST:



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOCY

27 Hazen Dr., Concord. NH 03301

Fax: 603-271-1516 TDD Access: 1-600-735-2964

www.nh.gov/doit

HO
u

_v

Denis Goalet

Commissioner

His Excellency. Governor Christopher T. Sununu
ond the Honorable Executive Council

State House

Concord. New Hampshire 03301

August 8,2023

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a Sole Source contract
amendment with The Atom Group, LLC. of Portsmouth. NH (VC #313392) by increasing the
price limitation by $300,000 from $100,705 to $400,705 and by extending the com^ction date from
June 30, 2024 to August 31. 2025. for the purpose of providing Cyber Security Training and Exercise
services to Municipalities. K-12 SAUs, Local Utility Commissions, and State Agencies throughout
the State of New Hampshire, effective upon Governor and Council approval through August 31. 2025.
The Governor and Executive Council approved the original contract agreement on March 8, 2023.
Item #16. Source of.Funds: l00*/4 Federal Grant

Funds ore available in the following account for State Fiscal Years 202^

CAT#-DEPT#-AGENCV#-ACTiVITV#-ACCOUNTING

UNIT#. DEFT NAME- AGENCY NAME -

ACCOUNTING UNIT NAME.CLASS- OBJECT - DESC
Activity Code FY U

01 -03-03-030010-13810000-Depaitment of Information
Technology-Cyber Enhancements Gram-102-500731 •
Contracts for Proeram Services

N/A $300,000

EXPLANATION

This request is Sole Source because MOP I SO requires all amendments to agreements previously
approved as sole source to be Identified as sole source. This contract amendment accelerates/continues an
existing Publk-Private partnership to provide Cybersecurity Training and Exercises to Municipalities. K-
12 SAUs, Local Utility Commissions, Slate Agencies, etc. across New Hampshire. The Atom Group. LLC
will provide up to 250 hours per qusuter of Municipal Cyber Training and Exercise Services to accelerate
the existing Municipal Cyber Defense Program off<^ in partnership with the New Hampshire Public Risk
Management Exchange's (PRIMEX) Risk Managers.

The Atom Group's Program irtcludes four (4) pillars of cybersecurity readiness for Municipal
Government entities in the State of New Hampshire. These pillars are:
1. Proactive Education and Training.
2. Cybersecurity Emergency Response Planning and Tabletop Exercises,



3. Cybersecurity Vulnerebtiity Overviews, Custom Content, arxi On-Demand Webinars, including a 20*
part series of CIS Controls Implementation Groups I and 2, and
4. Hands-on workshops for IT personnel working for Municipalities that have significant cybersecurity
responsibilities to safeguard public information systems and confidential data.

The Atom Group provides a program that is modular and adaptable in a customized matrix
where the delivery of content is based on three (3) key trails of municipalities: the type of municipality
receiving the content, the job description of the person receiving the training, and the existing
cybersecurity readiness training of the organization.

Additionally, Atom Group, LLC's program provides not only in person content delivery for
specific municipalities, but they addiiiorially make the content available to wider municipal audiences
via the New Hampshire Public Risk Management Exchange (PRIMEX) Cyber Portal which is
available to over 550 municipal eniities in New Hampshire.

The Department of Information Technology respccifutty requests approval of this contract
amendment.

Respectfully Submitted,

Denis Goulet

Commissioner

DGfjd
DolT«2023-030A

RID: 80908(71682}

cc: Ken Weeks, DolT Director
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STATE OF NEW HAMPSHIRE

Departmeot of Information Technolo^

OolT U 2023-30 MUNICIPAL CVBER TRAINING AND EXERCISES

AMENDMENT Amend A (i)

Template Revision V3.0 2/27/23
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STATE OF NEW HAMPSHIRE.
Department of Informotton Technology

DolT 0 2023>030 Municipal Cyher Training and Exercises
AMENDMENT Amend A (1)

INTRODUCTION

WHEREAS, pursuani lo an Agreemeni approved.by Governor and Council, as a sole source contract on
March 8, 2023, Item 016, (herein after referred to as the "Agreement"), The ATOM Group, LLC
(hereinafter referred (o as ̂ *Contractor" agreed lo supply certain services upor> the terms and conditions
specified in the Agreement and in consideration of payment by the Department of Information
Technology (hereinafter referred to as the "Department"), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 17 and the provisions of the Agreemeni, the Agreement
may be modified or emended only by a written instrumeni executed by the panics thereto and approved
by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreemeni in certain respects;

WHEREAS, the Department wishes to add federal funds to continue the Municipal Cyber Training and
Exercises program.

WHEREAS, The Vendor agrees to provide Municipal Cyber Training and Exercise Services, to incliide
Stale Agencies;

WHEREAS, the Department and the Vendor wish lo increase ihe Contract price by $300,000 to bring (he
total contract price to $400,705.00

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2024 to
August 31,2025;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows;

I. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by Increasing the
Price Limitation by $300,000 from $100,705 to $400,705.00

State of NH Contract

Date: 8/31/2023
Contractor's Initials:
Page 2 of 5
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STATE OF NEW HAMPSHIRE
Department of (nrormation Teclinology

DotT fi 2023^030 Municipal Cyber Training and Ciercises
AMENDMENT Amend A (i)

TABLE!: CONTRACT HISTORY

: CONTRACT AND
AMENDMENT "
NUMBER- -

AMENDMENT -

jTYPE' "" ■
■1 • •

•GAG'. •■" *
ARPRbVAL ^
daTe

COMPlLfeTION
DAfE- '

■GONTRAGT
AMOVNT

DolT tt2023-030 Original
Contract

March 8, 3023,
Item 016

June 30, 2024 SI00,70S

DoIT 02023-030
Amendment 1

I" Amendment TED August 31,2025 $300,000

■r' v/i. CONTRACT TOTAL " $460;70.5- ■

State ofNH Contract
Date: 8/31/2023
Contractor's Initials:
Page 3of5
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STATE OF NEW HAMPSHIRE
Dcpirtment of Information Technology

DolT 2023-030 Municipal Cyber Training and Cxercisa
AMENDMENT Amend A (I)

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modificaiion shall take e^iecl upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parlies have hereunto set their hands as of the day and year first above
written.

CONTRACTOR

Date:
8/31/2023

Jason Sgro
The Atom Croup, LLC

STATE OF NEW HAMPSHIRE

Date* September U, 2023

Denis Goulet, Commissioner

State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Duncan A. Edgar, Esq.
State of New Hampshire, Department of Justice

Date: Sept. 18. 2023

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (dale of meeting)

Stale ofNH Contract

Date: 8/31/2023
Contractor's initials:

Page

JS
•4of5



Oecuagn Dwdopt 10: ft8787A71'«299>4A98>MCB47Cl2S0030d4

STATE OF NEW HAMPSHIRE

Department of Informotion Technology
DoIT U 2023^30 Municipal Cyber Tnining and Ciercbes

AMENDMENT Amend A (1)

Ornce of the Secretary of State

Date:

State of New Hampshire, Department of Administration

Slate of NH Contract

Date: a/Bl/2023
Contractor's Initials: JS
Page 5 of 5



state of New Hampshire

Department of State

CERTIFICATE

I. David M. Scanlan, Secrcta/y of State of the State of New Hampshire, do hereby certify that THE ATOM GROUP LLC is a New

Hampshire Limited Lability Company registered to transact business in Neu- Hampshire on April 12, 2007.1 Rirthereenif^-that

ell fees and documents required by the Sccrctoiy of State's office have been received end is in good sumding as far as this ofTice is

concerned.

Bustneu ID: 576086

Cetuncaie Number: 0006291759

%

o

%

s

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be 8ffi.xcd

the Seal of the Slate of New HompsMre.

this dth day of August A.O. 2022.

David M. Scanlan

Secretary of State



LLC Certification of Authority

1, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC hereby certify thai

JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited

liability partnership under RSA 304-B.

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. I

further certify that it is understood that the State of New Hampshire will rely on this

certificate as evidence that the person listed above currently occupies the position indicated

and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: AUC 4,2023 ATTEST:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazcn Dr^ Concord. NH 03301

Fe>: «a3>zn-15U TDO Access; 1-Cai>733-29M

www.nKgOv/dott

/6

Dcoli Coelet
CommUjiontr

His Excellency, Governor ChrinopHer T. Summu
end the Honorable Ezeeuiive Council

Slate House

Concord, 1^03301

February 14. 2023

REOUESTED ACTION

Authorize the Dquxtuieni of Informfltion Technology to enter into a Sole Source contract «nih The
Atom Group, LLC, of Ponamouth, NH in on cmouni not to exceed S100,705 for the purpose of providing
MuntcipaJ Cyber Training and Exercise Servkts, eflective upon Governor end Executive Council
epproval through June 30,2024. Source of Funds: tOOH Federal Trsnsfer from Other Agency.

Funds are available in the following account for State Fiscal Year 2C23.

CAT«EPT«-ACENCY<LACTIVITVIIl.

ACCOUNTINC unit 9- DEPT NAME- AGENCY

NAME-ACCOUNTING UNIT NAME CLASS-

OBJECT- DESC

Activity Code SFY23

0l43-O3-O30O]O-l38I000(LDepDrTmea( of Information
Technology-Cyber Enhanocmcnts Grant-102-500731-
Contracts for Prottram Services

N/A SI 00,705

BWMr'ATIftW

This contract Is Sole Soorcc because it is the most cost efTeclivc (^on. It accelerates sn existing
Publk>PrivBie partnership with Primes NH Public Risk Maoagernent Exchange (Primex) to provide
Cybersecurity Training and Exercises to Lower Poliiica] Subdivisions in New Haropshire. The Atom
Croup. LLC will provide up to 230 houn per quarter of Municipal Cyber Training imd Exercise Services
to accelerate and expand t^ existing Municipal Cyber Defense Pregnm offood in partnership with the
Primex. Primex, along with their underwriting entities, hod previously vetted The Atom Group and seJccied
(hem as their partner. Based on that experience we know (hat they provide high quality ond very cost
cfTecHve services. Since the administrative and commuaicetion structures arc already in place these funds
go directly to the rendering of services without the administrative burden that would typically be attached
to a contract like (his.

The Alum Group's Program includes four pillan of cybersecurity readiness for Municipal
Government entities in the State of New Hampshire. These pillam ore:

1. Pmociive Education ond Training,
2. Cybcreceunty Emergency Response Planning and Tableiop Exercises.
3. CybcTSCCuriiy Vulnerability Overviews, Custom Content, artd Ort-Dcirumd Webinars.
including a 20-part kHcs of CIS ContruU linplanentaiion Croups 1 and 2, end

Tnnowotrvf TfcMotogwi Tcdof foi urtf Homfnhire'i



His EsccllcftCy, Governor Oiripopher T. Sununu and the Honorebic executive Council
iPsfte2

4. Hends^ workshops Tor IT penonnel working for Municipsluics (hot hove signirtcani
cybeiTCCuriry responsibiliiies (o safeguard public infonnoilon sytiemi and conndential data.

The Oepanmeni of Informaiion Technology respecifulty requests approval of this contract.

Respedfully Suhmtltcd.

dU
Denis Coulet

Commiuioner

DG/ik

DolT 02023-030

RID: 71682

cc: Ken Weeks. DofT Director/Chief Infornuiion Security OfTica

'Inoovqtivt Ttchnolofks Tedoy f/tw Ho/nps'ii'f't Tomorrow'
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STATE OF NEW HAMPSHIRE

DEPATMENT OF INFORMATION TECHNOLOGY

MUNICIPAL CYBER TRAINING AND EXERCISES

DoIT-2023-030

T<niploie Re/is^n V5.0 Septembers.2021



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2023-030 - MUNICIPAL CYBER TRAINING AND EXERCISES

STATE OF NEW HAMPSHIRE GENERAL PROVISIONS • P37

FORM NUMBER P-37(vcriion 12/U/201P)

Nwice: Thia igreemcni and all of ill aiiochmenis ihall become puMic upon lubmiipon lo Covcmor
and Executive Council for approval. Any inforrmiion that is privue, eenrideniial or
prgpneiary mull be clearly ideniiftcd lo the agency and tfreed to In wriiing prior lo signing
ibc contract.

AGREEMENT

TbeSuic of New Hmpshiresnd the Contracior hereby mutually agree oa follows:

general, provisions

I.I State Agency Nome

DEPARTMENT OF rNFGRMATION TECHNOLOGY

1.2 State Agency Address

27 HA2EN DR. CONCORD. NH 03310

1.3 Contractor Name

THE ATOM CROUP LLC

1.4 Contractor Address

33 JEWEL CT, PORTSMOUTH. NH, 03801

t J Contractor Phone

Number

(603)501-0003

1.6 Account Number

01-03-03-030010-

13810000

102-500731

1.7 Completion Date

June 30; 2024

1.8 Price Limitation

SI00.705

1.9 Contracting Offtcer for Slate Agency

Denis Coulct

1.10 State Agency Telephone Number

603-223-5703

i.II ComrxiorSignoiure

Owe; 11

1.12 Name and Title of Coninscior Signatory

(.13 Stale Agency Signature 1.14 Name and Title of State Agency Signatory

Denis Goukt.Contmiss'tonec / Chief information OITtccr

1.15 Approval by the N.H. Department of Administration, Division of Persottnel 0/oppficabU)

By: Director, On:

1.16 Approval by the Attorney General (Form, Substance ami Execution) (i/applieablt)

By: tit Si^> ̂  On: February 22. 2023
1.17 Approval by the Governor and Etccuiive Council fi/r/pp/Zcob/e^

G&C Item number: G&C Meciinu Daic:

Pngc2of2a , ̂
Coniracior Initials: CJU ̂
Date. ̂
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1. SERVICES TO BE PCRPORMCD. TDc SilK of New

Haffipthlrc. Acting through the tgeacy identiried in block 1.1
("State"), cngagei coniroctpr idcnUried in block >3
{"Contractor^ to pcrronn, and the Contractor iholl pcrrorm,
ihc work or rale of goods, or both, identir»cd and more
psniculaHy de^b^ in the anacKed EXHIBIT 6 which Is
incorpnroied herein by reference ("Services").

cFFccrr ve datc/complction of services.

J.) Notwithstanding any provision of (his Agreement to the
contrary, and subject to (he approval er.tbe Governor and
Executive Cotmcil of the State of New Hampshire, if
applicable, this Agraemcnt. and all pbligattons of the panics
hercunder, shall become effective on the date (he Governor
and Executive Council'approve this Agreement as Indicated
in block 1.17, ttnkis no such approval is required. In which
case.the Agreement shall become eftKiivc on the date the
Agreement it signed by the State Agency as showet in block
1.13 ("Effective Date").
3.2 if the Contrecier commences the Services prior to (he
EfTcciive Date, all Services performed by the Contractor
prior 10 the EfTective Date shall be performed at the sole risk
of the Contreaor, ar>d in the event that this Agreement does
not beeome efreciive. the State shall have no liability to the
Coruractor, including without Irmitaiion, any obligation .to
pay (he Contractor for any costs incurred or Servi^
performed. Contractor must compleie ill Services by the
Completion Date specified in block 1.7.

4. conditional NATURE OF ACREEMfiNT.

Notwithstanding any pravision of this Agreemew to the
contrary, all obligations of the Sine hcreunder, including,
without limiiiiion, the coniinuanee of payments hereundff,
arc contingent upon the aviilabtlily and continued
appropriation of funds affected by any suic or federal
legislative or executive action that rcdutea, eliminates or
otherwise modifies the appropriation or availability of
funding for this Asrcemcni and the Scope for Scrvicu
provided in EXHIBIT B. In tvholcor in pan. in no event shall
the State be liable for any payments hcreunder in e.rcess of
such ivailahle appropriated funds. In the event of a reduction
or termination of appropriated funds, the State shall have the
right to withhold payment until such funds beeome available,
if ever, and shall have the right to reduce or termintie the
Services under this Agrcemem immediaiely upon giving the
Contractor notice of such reduction or lermmiilon. The State
Shall not be required to transfer funds from any other account
or source to the Aecouw identified in block 1.6 In the event
fuiHls in that Account are reduced or unavailable.

5. contract price/price LIMITATION/ PAYMENT.

3.1 The eonir«ci price, n^od of payment, and tesms of peymcni
arc idcniified and more paiticultrly described in EXHIBIT C
which is tncorponied her^ by reference.
5.2 The payment by the State of (he contract price shall be the
only and the complete reimburKtncnl lO the Contractor for all
eapsiB^ of whatever nature mcurred by the Coniraaor (n the
perfbrm'ancc hereof, and shall be the only and the complete
compensation to the ConirMior for the Scrvicea. The State shell
have AO liability to the Comraaor other than the contract price.
J.3 The State reserves the right to oiTsci from any amounts
oihcrwiie payable to the Contractor under this Agrecmcm those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA I0:7*c or any other provision of law. .
3.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpceted circumsunces, in no
mm shall the total of alt payinentt tuihorised. or Ktually made
hcreunder, ueced the Price Limitation set forth in hlock 1.8.

6. compliance by contractor with LAWS AND

REGULATIONS/ EQUAL EMPLOVMCNT
OPPORTUNITY.

6.1 In ccnneetton with the performance of (he Scrvieet, the
Coniroctor shall comply with all applleable statutes, laws,
rtgulaitons, and orders of federal, flaie, county or munieipal
tuthorities udiich impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
cmploymerti opportunity laws, in addition, if this Agreement Is
funded in any part by moniu of the United States, the Coruractor
dial! comply ̂ ih all feikral executive ordent. rules, regulstiorts
and statutes, and with any rules, regulations artd guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
prepcriy lawi.
6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicanis for cmptoyment
because of race, coler, religion, creed, age. sc.i. handicap, sexual
orientation, or national origin and will lake afTirmaiive oalon to
prevent such discrimirution.
6.3. The Comraeior agrees to permit the State or United States
icccss to any of the Contractor's book.t, records and accounts for
the purpose of oseenaining compliance with all rules, regulaiiona
tnd orders, and the eovcnanis, terms and conditions of (his
Agreement.

1. PERSONNEL.

7.1.The Comractor shall at its own expense provide all personnel
necessary to perform the Services. The Coniroctor warrants that ell
personnel enpglHl let the Services shall be qualified to perform the

Page 3 of2S
Comrocior.Iniiials: / \
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Services, ind chill be praperly licensed end ctherwicc luihoriied
io do so under ill tpplicoblc laws.
7.2 Unleu ethenvise aulhorixcd in wriilni. durini ihe lerm of (hii
A|rcemctu, end for e period of su (6) monihs lAer ihe Completion
Dsic in block 1.7, ihe Coniroeier shell noi hire, and dull not pcrmii
any subeontraeter or other person, Rrm or eerpersiion with whom
it is enga|ed in ■ combined effon lo perform the Servica (o hire,
any person who it a State employee or ofTiciil, who is maierially
involved m the proewrtmeni, adminiflrttien or pcrrormanceofiMs
Agreement. This provision shall survive lominoiion of (his
Agreement.

7.3 The Contnaing OfTioer specified in block 1.9. or his or her
successor, shall be (he Stale's represenuitivc. In the event of aay
dispute eoneeming the interpretation of this Agreement, the
Conlrecting OfTicer's decision shall be final for the State.

8. EVENT OF OEfAULT/REMEOlES.

8.1 Any one or more of the following acts or omiisioni of the
Controeior shall constiiuie an event of default hercundcr ("Cvaii
ofOefouli"):
8.1.1 failure to perform the Services ssiisfKiorily or on schedule;
8.1.3 failure to submit any repon rcquir^ hereunder; and/or
8.1.3 failure to perform any Other covenant, lerm or condition of
this Agreement.
8.2 Upon the occtirrcncc of any Event of Default, the State may
take any one, or more, or all. of the following actions:
8.2.1 give the Contractor a «vntien noike specifying the Event of
Oefauti tnd requiring it to be remedied within, in the absence of a
greater or leaser spccincation of time, thirty (30) days frtHn the
date of the notice; and if the Event of Default it not timely cured,
terminate thii Agreement, cfrcciive two (3) days afler giving the
Controcior notice of lerminaiion;

8.2 J give the Conirtcior a written notice specifying the Event of
Default and suspending all payments to be made urKler this
Agretmeni and ordering that the portion of the contract price
udiich would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the Slate determines

that the Conirictor hu cured the Event of Default shall ncvw be

paid to the Cdniracior;
8.3.3 give the Contractor a written notice ep<cifyin| the Event of
Default and set ofTagainst any other obligations the State may owe
to the Contractor any damages the State sufTers by reason of any
Event of Default; and/or

SJ.4 give the Coniracior a written notice specifying the Event of
Default, treat the Agrcemem as breached, icrminaie'the Agreement
and pursue any of its remedies at law or in equity, or bewh.
8.3. No faiiufe by the State to enforce any provisions hereof aOer
any Event of Default shall he deemed a waiver of its rights with
regard to that Event of Oefauli, or any subsequent Event of
Default. No e.sprcss failure to enforce any Event of Default shall

be deemed a waiver of the right of the State to enforce each and
all of the provisions hacof upon any funba or other Evmi of
Default on the pan of (he Contractor.

9. TERMINATION.

9.1 NotwIthstBAding paragraph 8. the State may. at its sok
ditcretion, tcrminaic the Agreemcni for any reaaon. in whole or in
pan, by ihiny (30) dayi written notice to the Contractor that the
State is csercising its option to terminate the Agreemcni.
9.2 In the event of an early termination of this Agreement for any
reason other than the completion of the Scrvieca, the Contraoor
shall, at the State's dtscreiiott, deliver to the Conirecilng OfTicer.
not liter than fifteen <I3) days after the date of terminatioti. a
report ('Termination Report") describing in detail ell Services
perfonned, and the contract price earned, to and including the date
of lerminaiion. The form, fubjcct matter, canicni. and mimbcr of
copid of the Temtinaiion Report shall be idcniieal to ihou of any
Final Repon dcacribcd in the attached EXHIBIT B. In addition, at
(he State's dlKretion, the Contractor shall, within 15 days of notice
of early (ermtntfton, develop and submit lo the Slate a Transition
Plan for services under the Agreemcni.

10. oata/access/cdnfioentialitv/

preservatidn.

10.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during' the
performfince of. or acquired or developed by reason of. this
Agreement, including, but not limited to, alt siudtes, reports, files, -
formulK, surveys, maps, chins, sound recordings, video
recordings, pictorial rep^uaions. drawings, analyses, graphic
rcpfcsetuaiioni computer programs, computer primowu. notes,
leliera, memoranda, papers, and docunicnis, all whether finished
or unfmishctl.

10.2 Ail data and any properly which has been received from the
State or purchased wjih funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned
to (he State upon demand or upon termination of this Agreement
for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91 'A or oiher uisting law. Disclosure of data requires
prior \vriilcn approval of the State.

11. CONTRaCTDR'S RELaTIDNTD THE state. In the

performance of this Agreement thc.Contracior is in all respects an
independent coniracior. and is neither an agent nor an employee of
the State. Neither the Coniraeior nor any of its ofTieef.<t.
employees, agents or members shall have auihoriiy to bind the
State or rccci^'c any benefit.*, workers' vompcnjaiion or uUht
cmelumeni.* provided by the State to its cmployecx!

Paged of 28 .
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11. ASSICNMCm/DeLeCATION/SUBCONTRACTS. •

12.1 The Conineior chill noi u&'gn. or oihcrwix uincfer any
inicreit in (his Agreement without the prior wniicn notice, w4iich
shell be provided to the Siite M las TiOeen (i5) <tiyc prior to the
•ssiinmeni, end s written conscni of the Stttc. For purposes of this
'pirtgrtph. • Oienge of Control shsll constitute ustgnmcm.
"Chfttge of Coitirol" meam (e) merger, eonsolidsiion. or e
irinsiction or series of reloicd irinsKiions in which i third psrty,
together with Its 111)110(61, bocomea the direct or indirect owner of
filVy pcrccni (SO%) or more of the' voting chares or cimilir e^ity
intotsiit or combined vetirtg power of the Conirocior. or (b) the
ale of ell or cubsaniiilly ill of the oaseu of the Conimcier.
12.2 None of the Services shall be subconirieieti by the Contractor
without prior written notice and consent of the State. The SiMe is
eruiiled to copies of ill subcontracts md assignmeni igreemenii
and shall net be bound by any provisions contained in a
cubeontreci or an aasignmenj agreement to v^kh it is not a party.

13. INDEMNIFICATION. Unless oihcrwix eicmpt^ by law.
the Coniroctor shall indemnify and hold harmless the State, its
omcere ifld employees, from and against any and ill claims,
liabiliiia and eosts for any personal injury or propeny damages,
potent or eopyrtghi infnngement. or ether claims asserted against
the Stale, its ofTtcera or employees, «vhich arix out of (or which
may be elaimed to erlx out of) the kis or omission of the
Coniraetor, or tubcomrtetors, including but not limited to the
negligence, reckless or intentional conduct. The Sine shall not be
liable for any costs Incurred by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing heron
contain^ shall be deemed to conciiiuie a waiver of the sovereign
immunity of the State, whkb immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the termination
of this Agreement.

14. INSURANCE.

14.1 The Coniraetor shall, at its sole espcnse, obtain and
eontimiously maintain in force, and shall require any subcortireaor
or assignee to obtain and mainuin In force, the foUowing
insurance;

14.1.1 commercial general llabiiiiy insurance against all claims of
bodily injury, death or propeny damage, in amounts of not less
than Sl.000.000 per occurrence and 12.000,000 aggregate or
csecsi; and

14.1.2 special eaux of lou coverage form covering ell propeny
Subject to tubparagraph 10.2 herein, in an amount not less than
80% of the whole replawmem value of the propeny.
14.2 The polkks described in subparagraph 14.i herein shall be
on polky forms and endorxmems approved for ux in the State of
New Hampshircby the N.H. Depanmcni of Insurance, and issued
by in<turers itcenxd in the State of New Hampshire.

14.3 The Contractor shall furnish to the Conirtding OfTicer
tdentificd in block 1.9, or his or her successor, e certiriate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also fumish to the Contracting OfTicer identiried
in block i.9,orhiiorhersucecssar,ceni(k8te(i)ofinsurarKC for
•n r<newai(s] of insurance requiried under this Agreement no later

than ten (10) days prior to the expiration date of cxh insurance
polky. The ecnincatcli) of Insurance and any renewals thereof
skill be aiioehed and are incorporated herein by reference.

IS. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Coniraetor agrees, ceniriea
and warranis thai the Contractor is tn compliance wjih or exempt
from, the lequiremcnti of N.H. RSA chapter 281 'A ( "Worktrt'
Cotiptnuiion').
15.2 To (he exieni the Coniraetor is subjed lo the requiremcnu of
N.H. RSA chiptcr 281-A. Coniraetor ̂ all maintain, and require
any lubeoniracior or assignee to secure and maintain, payment of
Wodters' Compensation in conncclitm mih xtivities which the
person proposes to undertake purfirani to this AgrMmeni. The
Contrxtor shall furnish the ContraclingOTiccr identiried in block
1.9, or hit or her successor, proof of WoHtcrt* Compcnuiion in
the manner described in N.H. RSA chapter 281-A and any
applicable renewalfs) thereof, which shall be atixhed and are
ihcorperaied herein by refercnoe. The State shall not be
responsible for poyment ofany Workers' Cnmpenxiion prcniiums
or for any other claim or benefii for Contractor, or any
lubconiraclor or employee of Coniraetor, which might arix under
applicable State of New Hampshire Workers' Ccmpcnxtion lau-s
in ccnrtedien «ri(h the performance of the Services under this
Agreemeni.

I (. NOTICE. Any notice by a party hereto to the other pany shall
be deemed lo hove been duly delivered or given at the time of
nailing by eenified mail, postage prepaid, in o United States Post
Office addressed to the panks ai the addresses given in blocks 1.2
ukJ 1.4, herein.

17. amendment. This Agreement may be amended, waived
X discharged only by an instrument in writing signed hy ihe
sartict hereto and only after approval of such imcndmeni. waiver
X dixharge by the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under the
tifcumstanca pursuant to State law. rule or polky.

IB. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, inierpreied and construed in xcordance >v{ih ihe
laws of the State of New Hampshire, and is binding upon artd
inures lo the bcncrn of the panics and their respective successors
and aasigns. The wording u.<cd in this Agrcemeru Is the wording

Poge 5 of 28
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chosen by (he panics lo express their muruil intent, and no nik of
coiuirvction shall be applied agtinis or in favor of any pany. Any
actions anting Out Of this Agreement shall be brought and
mainiiined in New Hampshire Superior Coun which shall have
exclusive jufisdiciion thereof.

19. CONFLICTIHC TERMS. In (he event of a conflict between
the icrmt of (his P*37 fonn (u fflOdifled in EXHIBIT A) andAir
anachmenu and amendment thereof, the terms of the F>37 (as

modified in EXHIBIT A) shall eonrrol.

20. THIRD PARTIES. The parties hereto do not intend lobcnefil
any third parties and this Agreemoil shall not be construed to
confer any such benefit.

2J. HEADINGS. The hcttdingi throughout the Agreement art
for reference purposa only, and the words conittikd therein shall
in no way be held to explain, modify, amplify or aid in the

interpretation, eonttruetion or mearving of the provisions of this
Agreement.

12. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in (he attached EXHIBIT A art incorporaie'd
herein by reference.

23. SEVCRaBILITV. in the event any of the provltiena ofihis
Agreement are held by a court of eompeient jurisdiction to be
contrary to any state.or federal law. the remaining provisions of
this AgrccRveni will remain in Aill force and elTeci.

24. ENTIRE agreement. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed sn onginal. eonstitvies the entire agreement and
undmianding between the parties, and supcrseda all prior
agreements and understandings with respect to the subject matter
hereof.

Page A of 28
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EXHIBIT A - SPECIAL PROVISIONS

The icrms outlined in the P-37 Central Provisions are modified as set forth below;

A.I Provltlen S, Centreet PHcc/PHcc LlmitoHon/ Pfiyment, b updated with the following
addition:

S.S The Slate's liability under this Agrettneni shall be limited lo monetary damages not
10 exceed ihe controci price pursuani to Peragroph 3.2. The Contractor ogrea (hit it
hat an adequate remedy ai law for any breach of (his Agreement by the State and
hereby waives any right lo specific performance or other equitable remedies against
the State. Subject to applicable laws ind regulations, in no event shall the Slate be
liable for any conseqtrmiial, special, indirect, incidental, punitive, or exemplary
damages. Notwiihstonding the foregoing, nothing herein contained shall be deemed
to eonsiirute a waiver of the sovereign immuniry of the State, which immunity is
hereby reserved to the Slate.

A.Z Proviilon 8, Event of Default/Remedies, is updated with tbc follo^ving addition:

8.2.S give the Contractor a written notice specifying the event of Default, terminate the
agreement as breached, and procure Services that are the subject of the Contnct from
another source and Conincior shall be liable for reimbursing the State for the
reptacemeni'Services, and all administrative costs directly related lo the replacement
of the Contract end procuring the Services from another source, such os costs of
competitive bidding, mailing, advertising, opplicable fees, charges or penalties, ond
staff lime costs; alt of which shall be subjca to the limitations of liability set forth in
the Contract.

A J Provision 9, Termination, b deleted end repbced with the following:

9. termination

9.1 Notwithstanding paragraph 8, the Siaie may, at its sole discretion, and with written
notice, lenninoie the Agteemeni for any reoson, in whole or in part. In the event of
such termination, the Contractor shnll innnediatcly stop all work hcreunder and thai)
immediaiely cause any and all of iis suppliers end tubconirociors to cease work. The
Slate shall be liable for cost of all Scrvjca and Deliverables for which Acceptance has
been given by the State, provided throuth the date of termination but will not be liable
for any costs for incomplete Services or winding down the Contract aciiviiies. The
Contractor shall not.be paid for any work performed, or cosii incurred which
reasonably could have been avoided.

9.2 Tcrmlnorion Procedure •

9.2.1 Upon termination of the Conirtci, the State, in addition to any other rights
provided in the Contract, may require Contrxior to deliver to the State any

Page 7 of 28 ...
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property, including wiihoui limilsiion.Sonwareand Written Oelivenblei, for
$uch pan of the Conuaci as has been lenninaied.

9.2.2 AOer receipt of a ndice of lennination, atMl except as otherwise directed by
the State, Contractor shall:

0. Stop work under the Contract on the date, and to the extent specified,
in the notiec;

b. Promptly, but in noeveitt longer than ten ()0) days afler termination,
terminate its orden and subconirects related to the work which has
been terminated, and settle all outstanding liabilities and all claims
arising out of such termination of orden and subconiracis, with the
approval or raiificaiion of the Stale to the exieni required, whieh
approval or ratification shall be final for the purpose of this Section;

e. Take such action as the State directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession
of Contractor and in which the State has en interest;

d. Take no action to intentionally erase any State data until directed by
(he State;

e. Transfer title to the State and deliver in the marmtr, at the limes, and
to (he extent directed by the State, any propedy which is required to
be furnished to the State and which has been accepted or requested by
(he Sia(e;

f. Implement an orderly return of Slate data in a CSV or another
mutually agreeable fonnat at a time agreed to by the parties;

g. Securely dispose/destroy of all requested data in all ofiis forms, such
as disk, CD / DVD, backup tape and paper, when requested by ihe
Stele. Data shall be permancntlydeleted and shall not tc recoverable,
according to National Inslirute of Standards and Technology (NIST)>
Special Publication (SP) 800*88 approved methods. Certificates of
destruction shall be provided to the State; and

h. Provide written Certification to (he State (hat Conirocior has
surrendered to the Slate ill said property and after 180 days has erased
oil State data.

9.2.3 If the Contract has expired, or terminated'prior to ihc Compleiion Date, for
any reason, the Contractor shall provide, for n period up to ninety (90) days
after the expiration or terminiiion, all transition Krvices requested by ihe
Slate, at no additional cost, to allow for the expired or icnninaied portion of
the Services to continue wiihoui iniemjption or adverse effect, and to focitiinie
the orderly irarufer of sucli Services to the State or iis designees ("Transition
Services").

9.2.4 This covenant in paragraph 9 shall survive the lenninaiion of this Contract.

A.4 Provision 10, Do(a/Accets/Confidentiuliry/Prcscrvotlon, is updated with the follotring
uddidon:

PagcSor28
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10.4 In pofoimins its obligationj under this Agreement, Contrftcior may gain sccos to
Conridendal Infoimation of (he State. Confidmtia) infonnation ineludea any end all
inrormalion owned or managed by the State of NH • created, received rrom or on
behalf of any Agency of the Stale or accessed in the course of performing contracted
Services - of which collection, diselonut, protection; and disposition la governed by
siaie or federal law or regulation. This informaiion irKtudcs, but is not limited to
Protected Health Information (PHO. Personally Ideniiflable Informaiion (PM),
Personal FinarKiaJ Informatitm (PFI), Federal Tax Informaiion (FTI), Social Securiry
Numbera (SSN), Paymcni Card Industry (PCI), and or other aensitive and Confideniiol
Information, liie Contractor shell not use the Conftdenlial Information developed or
obtained during the performance of, or Kquired, or developed by reason of the
Agreement, except ai directly connected to and necessary for the performance of the
Agreement. Contractor. shall maintain (he confidentialiry of and protect from
unauthorized use, disclosure, publiuiion, and reproduction (collectively "release"),
all Conridentiai Information.

10.4.1 In the event of the unauthorized release of Confidential Information,
Contractor shell immediately noiiiy (he State's Chief Information Security
Officer, and the State may immediately be entitled to ptxftue any remedy at
law and in equity, including, but not limited to. injurKiive relief.

10.5 Subject to applicable federal or State laws and regulations, Confidential Infonnaiion
shell not include informaiion which:

a. shall have otherwise become publicly available other than as a result of disclosure
by the receiving Party in breach hereof;

b. was disclosed to the receiving Pany on a rKm-conftdeniial basis from a source
other than the disclosing Party, which the receiving Pony believes is not
prohibited from disclosing such Information as a result of an obligation in favor
of the disclomng Party;

c. is developed by the receiving Party independently of. or was known by the
receiving Party prior to, any disclosure of such Information made by (he disclosing
Pany. or

d. is disclosed with the written consent of the disclosing Pany.

10.6 A receiving Pany also may disclose the disclosing Party's Confidential Infonnaiion
to the extent required by an order of a coun of competent jurisdiaion. Any disclosure
of the Confidential Information shall require the prior written approval of the State.
Contractor shall immediately notify the State if any request, subpoena or other legal
proeeu is served upon C^iraeior regarding the Confidential Infonnaiion, and
Contractor shall cooperate with the State in any effon the State undenoku to contest
(he request, subpoena or other legal process, at no additional cost to the State.

10.7 Contractor Confidential Infonnailoo. Contractor shall clearly identify in writing all
inrormalion it ctoims (0 be confidential or proprietary upon pronding such
informaiioit to the State. For the purposes ofcoinplying with its legal obligations, the
State is under no obligation to accept the Contractor's designation of material as
confidemial. Contractor acknowledges that the State Is subject to State and federal
laws governing disclosure of infonnaiion including, but not liinilcd to, RSA Ch.ipicr
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EXHIBIT A - SPECIAL PROVISIONS

9I*A. In (he eveni (he Sdie receives » requesi for (he infonnetion ideniified by
Conirecior as conftdential, (he Slete shall notify Contnaor.and specify the dote the
Slate will be reliusing the requested informetian. Ai the request of (he Slate,
Contracior shall cooperaie and assist the State with the colleelion and review of
Contractor's information, at no iddiiional expense to the State. Any effort to prohibit
or enjoin (he release of the in fonnatlon shall be Contractor's sole responsibility and at
Contractor's sole expense. If Contractor fails to obtain a court order er^oining the
diKlosure, the State shall release (he information on the date specified in the State's
r>oiice to Conirecior, without any liability to the State.

10.8 This covenant in porai^aph 10 shall survive the lerminalion of ihis Contract.

A.S Provision 12, Aislgnracot/DcUgation/SubcontracIs, It updated with (he following
odditlon:

12 J In the event ihai Coniracior should change ownenhip for any reason whatsoever that
results in a change of eonrrol of ihe Coniracior, (be State ihall have the option of:
a. continuing under Ihe Agreement with Contractor, its successors or assigns for the

full remaining Term of the Agreement or for such period of time OS determined
necessary by ihe State;

b. immediately terminate the Agreement without liability to or further compensation
owed to Coniracior, its successors or assigns.

A.6 The following'Provtsioni ore added and made part of the P)7;

2$. FORCE MAJCURE

25.1 Neither Coninctor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
Cod. iirikes, lock outs, riots, and acts of War. epidemics, tmts of Government. Tre,
power faiiuret. nuclear accidents, earthquakes, ai^ unusually severe weather.

25.2 Except in the event of the foregoing Force Mojeure events shall not include the
Conirictor's Inability to hire or provide personnel needed for the Contractor's
performance under the Contract.

26. EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Contract are incorporated
by reference as if fully included in the text of the Contract.

27. NON-EXCLUSIVE contract

The State rcservcs'ihe right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables ideniiried under this Agreement. Coniracior shall make best effons
10 coordinate work with oil other State vendon perfonning Services which reiaie to Ihe work
or Oeliverables set forth in the Agreement. The State intends to use, whenever possible,
exisiing Software and hardware conirocis to acquire supporting SoHwere and hardware.

28. COVERNMENT approvals

Page 10 of 28 \\ ̂
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2023-030- MUNICIPAL CYBER TRAINING AND EXERCISES

EXHIBIT A . SPECIAL PROVISIONS

Coniracior sh*}| obitin sll necessity end epplieeble refuletory or ether tovernmentel
fipprovale neceuary lo perform its obligeliotu under the Contraci.

29. ORDER OF PRECEDENCE

In the event of connkt or ambiguity omong any of the text within this agreemeni, the
following Order of Prteedcncc shall govern:

i. State of New Hampshire. DEPARTMENT OP INFORMATION TECHNOLOGY
Conrroci Agreement CONTRACT #2023-030.

it. Conireetor Description of Program and Quote, (see Exhibit P)

/temcinder ofthis page intentionally le/l Monk
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2023-030-MUNICIPALTRAINING AND EXERCISES

EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

EXHIBIT 8 - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

The SiBlonent of WoHt, Business end Technical Requlrcmenis, end Deliverables are set forth below:

1. STATEMENT OF WORK

The Conrneior shall provide up lo 230 hours per quider of Munieipal Cyber Training and Exercise
Services to aceelentc the existing Municipal Cyber Defense Program offered in panncrshtp with the
New Hampshire Public Risk Management Exchange's (PRIMEX) Risk Managers.

The Program shall Include four pillars of cybcrsecurity readiness for Municipal Government enittlea
in the State of New Hampshire. These pillars are:

1. Proactive Education and Training,

2. Cybersecun'ty Emergency Response Planning and Tableiop Exercises,

3. Cybenecurity Vulnerability Overviews, Custom Content, end On-Demand Webinara,
including a 20-part scries of CIS Controls Implementation Groups I and 2. and

4. Hands^n worttshops for IT personnel working for Municipalities that have slgnincini
cybcrsecurity responsibilities to safeguard public information systems and confideniial data.

The Conireclof shall provide a program that is modular and adaptable in a customized matrix where
the delivery of content is based on 3 key trailsof munidpaliiies:

1. The type of municipality receiving the corueni.

2. The job description of the person receiving it)c training.

3. The exisiing'cybersecuricy readiness training of the organizaiion.

The Contractor shall provide in person content delivery for specific municipalities, and additionally make
the content available to wider municipal audiences via the New Hampshire Public Risk Management
Exchange (PRIMEX) Cyber Ponal which is available to over 330 municipal entities in New
Hampshire.

2. CHANCE ORDER

The State may make changes, revisions or request enhaiKcmcms to the Scope of Work at
any lime by written Change Order. Tl»e State crigiruiied changes, revisions or
enhancements shall be approved by the O^nment of Information Technology. Within
five (3) business days of Contractor's receipt of a Change Order, Contractor shall advise
the State. In detail, of any impact on cost (e.g., increase or decrease), the Schedule, and
the Work Plan.

Page 12 of 28 K V
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2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

Cofitractar miy propose • ehsnge wiihin the scope of ihe Coninei by written Chonge
Order, identilytng any impect on cost, the Schedule, and the Work Plan. The State shall
acknowledge receipt of Controeior's requested Change Order within five (5) bminees
days. The State Agency, as well as the Depailmem of Infonnation Technology, mun
review and approve ell Change Orders in writing. The State shall be deemed to have
rejected the Change Order ifihe Panics are unable to reach-an agreemeni in writing wiihin
30 days of fccctpi of the Change Order.

Chaiige ordOT resulting in on increase of Price Limitotion, an extension of rime for
Contract completion or a significant change to the scope of the Contract may require
approval by the Governor and Council.

A Chonge Order which is accepted ond executed by both Panics, and if applicable
approved by Governor and Council, shall amend the terms of this Agreemeni.

3. PROJECT management
I

The Contractor shall provide project irocking tools and templates to record and manage
Issues, Risks, Change Requesis, Requirements, and other documents used , in the
management ond tracking of (he project. The State believes that effective communication
and Reporting ore essential to Project success. The Contractor shall employ efTective
communication and Reponing itritegles to ensure Project success. The Contractor Key
Project Staff shall panicipaie in meetings os requested by ihe State, In accordance with the
requirements and terms of this Contract.

The Project requires the coordinated elToni of a Project Team consisting of both
Contractor and State personnel. ContrKior shall provide all necessary resources to
perfomt Its obligations under the Contraa. Contractor is raponsible for providing all
appropriate resources and personnel to nunage this Projea lo a successful completion.

The Contractor shall conduct criminal background checks and not utilize any staff,
including subcontractors, to rutfill the obligations of the coniraei who have been conviaed
of any crime of dishonesty, including but not limited to criminal fraud, or otherwise
convicted of any felony or misdemeanor offense for which incarceration for up lo 1 year
Is an authorized penalty. The Contractor shall promote and malntsin an awareness of the
importance of securing the State's information among the Contractor's employees ond
agents.

The State tnay. at its sttic expense, eoitduci reference and background screening of the
Contractor's Project Manager and. Key Project Staff. The State shall maintain the
ccnfidcmiclity of background Kreening results in accordance with the Contract
Agreement.

Page 13 of 28 .
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STATE OF NEW HAMPSHIRE

department of information technology

2023-030 - MUNICIPAL TRAINING AND EXERCISES *
EXHIBIT B - statement OF WORK

BUSINESS/TECHINCAL REQUIREMENTS AND DELIVERABLES

The Contreciof thsll be responsible for Icnowledge ir&ntfer between all Contractor projeci
leami for all deliverables denned in this Prcjea Agreement.

3.1 The Contractor Key Project Stcir

3.1.1 The Conlractor'a Contract Manager
Coniracior shall asai^ a Contract Manager who will be responsible Tor all.Contract
authorization and administration, including but not limited to processing Contract
documentation, obtaining executive approvals, tracking costs artd payments, and
representing the panics in all Contract administrative activities. Comracior's Contract
Manager is;

JASON SGRO, SENIOR PARTNER. THE ATOM GROUP. LLC
(603) 531^3
JASONSTHEATOMOROUP.COM

3.1.2 The Contractor's Project Manager
Contractor shall assign a Preject Manager who is qusUrted to peiTonn or supervise the
Contractor's obligations under this Agreement. Contractor's Project Manager is:

JASON SGRO, SENIOR PARTNER. THE ATOM
CROUP. LLC
(603)531-0003
jASON(gTHEATOMGROUP.COM

Contractor's selection of the Project Manager shall be subject to (he prior vmtten
approval of the State. The State's approval process ttuy include, without limitation,
at ihe Slate's diKretion, review of the proposed Projeci Martager's resume,
qualirtcations, referenco, and background checks, and an interview. The State may
require removal or reassignment of Project Manager who, in the sole judgtrtcni of the
State, is found unaecepiabie or Is not performing to the State's soiisraciion.

Project Manager must be qualified to perform the obligations required of the position
under the Contract, shall have full authority to make binding decisions under the
Coniraa, and shall function as Contractor's represemaiive for all adminisirtiive and
martagement matters. Projeci Manager must be available to prmnpily respoitd during
normal Business Hours within Eight (i) hours of irtquiries from the State, end be at
the site as needed. Project Manager must work diligently end use hit/ her best crfons
on the Project.

Change of Project Manager
Contractor may not replace the Project Manager or change its assignment of
Project Manager without providing the State written notice and obtaining the
prior approval of the State of the replacenieiii Project Manager. State approvals
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STATE OF NEW HAMPSHIRE

department of information technology

2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

for replsceinem of Projeci Mtnafer shall not be unreasonably withheld. The
replacement Projeei Manager is subject to the tame requirements and Review
as set fonh above. Contractor shall assign a replacemeni Project Manager within
ten (10) business days of the departure of the prior Projeci Manager, and
Contractor shall continue during (he ten (10) business day period to provide
competent project management Servicea through a qualified inienm Project
Manager.

3.U The Contraeton Additional Key Project Staff
The Stale considen the following individuals to be Key Project SiflfT for this Project:

AS ASSIGNED BY AND ATOM CROUP LLC FOR SPECIFIC
TRAINING AND EXERCISE EVENTS

The Slate reserves the right to require removal or reassignment of Key Project StafT
who ore found unacceptable to the Slate. Contractor shall not change Key Projeci
Staff commitments without providing the State wiiiien notice and obtaining the prior
wrinen approval of the State. State approvals for replacemeni of Key Projeci Staff
wiirnoi be unreasonably withheld. The replacement Key Project StafT shall have
comporable or greater skills than Key Project Sia IT being replied.

3.1.4 Termination for Lack of Project Manogemcnt and Key Project Staff
Notwithsionding any other provision of the Contract to the contrary, the State shall have
the option to terminate the Contreci. declare Contractor in default and to pursue its
remedies at law and in equity, if Contractor foils to assign a Project' Manager and/or Key
Project Staff meeting the requiremenis and leims of the Contract or if the State it
dissatisfied with Coniractoi's replacemeni of the Project Manager and/or Key Projeci
Staff.

3.2 The State Key Project Staff

3.2.1 The State Contract Manager
The State shall assign i ConirKi Manager who shall function as the State's rcpreseniative
with regard to Contract odminisiroiion. The State Comraci Manager is:

DENIS COULET.CIO
(603) 223-5703
DENIS.C.C0ULET@D01T.NH.C0V

3.2.2 The Stale Project Manager
The State shall assign a Project Manager. The State's Projeci Manager is;

KEN WEEKS. CISC
(603)931-9234
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K£NNETH.L.WE£ltSllI®DOlT.NH.COV

The Siaie Projeti Manager's duties shall include the rollowing:

Leading (he Projcci;
Engaging end managing all Coniraciors working on (he Projeci;
Managingsignincani issues and riilu;
Reviewing and accepting Conrreci Ddiverabies;
Invoice sign-cfri:
Review and approval of Change Orden; -i
Managing stakeholders' concerns.

4. DATA PROTECTION

Protection of personal privacy and data sholi be on integral port of the businas acliviiia
of (he Contractor to ensure there is no inappropriate or unauthorized use of State
infcrmaiion at any time. To this end, (he Contractor ihall safeguard the conndemiality,
integrity and availability of State informoiion end comply with the following conditions:

0. The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures to safeguard against unauthorized access,
disclosure or ihefl of Personal Data end non-public information. Such security
measures shall be in accordance with recognized industry prBCiice and not less
stringent than the measures the Contractor applies to its own Personal Data and non-
public data of similar kind.

b. All data obteined by the Coniricior in the performance of this contract and all Personol
Data shall be encrypted at rest and in transit with controlled access. Unless otherwise
stipulated, the Contractor is responsible for encryption of the Persortal Data.

c. Unless otherwise stipulated, the Cotxracior shall encrypt all non-public data at rest
and in transit. The State shall ideniify data it deems as non-public data to the
Contractor. The level of proicciion and encryption for all non-public data shall be
idcniified and made a pan of (his contraci.

d. At no lime shall any data or processes - that either belong to or arc intended for the
use of the State or its olfKers, agents or employees - be copied, disclosed or retained
by the Contractor or any pany related to the Contractor for subsequent use in any
transaction that does not inelu^ the State.

e. The Ccniracior shall r>oi use any information collected in connection with the service
issued from this Contract for any purpose other than fulHlling the service.

4.1 Data Location

The Contractor shall provide its Services to the State and its end users solely from data
centers within the Continental United States. Ail storage, processing and tmnsmission of
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St<(e daio shall be restricted to inrormition technology systems tviihin the Continents!
United Slates. The ConiriKior shell not sllow iu personnel or sub-eontrselcrs to store Stete
data on ponable devica, including persons! compmeis, except u specified end allowed
by the centred, end then only on devica that are used end kept at its data centers.within
the Continental United States. The Contractor shall pennit Iti personnel and Contractora
to Access State data remotely only to provide technical support and aa specified or required
by the contract.

4.2 Seeurity Incident Or Data Breech
The Contractor shall inrorm the Stale or any sectirity incident or Dan Breach in.
accordance with NH RSA Chapter 359-C:20: Notice of Saunty Breach.

a. Incident Response: the Contractor may need to communicate wiih outside partiu
regarding a security incident, which may include contacting low enforcement,
fielding media'inquiries and seeking exiemd expertise as mutually agreed upon,
defined by low or coniotncd in the Contract. Discussing security incidents with
the State should \k handled on an urgent as-needed basis, as pars of the Conireaor
communication and mitigation processa as mutually agreed upon, defined by law
.or contained in the contract.

'  b. Security Incident Reporting Requiitmenls; (he Contractor shall report a security
incident to the State identified contact immediately if it reasoriably believes there
has been a security incident,

c. Brexh Reporting Requirements: If the Cohiracior has actual knowledge of a
confinncd daia breach that affects the security of any State content that is subjesi
to applicable data breach notification law, the COntrecior shall (I) promptly notify
the appropriate State identified contact within 24 hotira or sooner, unless shorter
time Is required by applicable law, and (2) take commercially reasonable measures
to address the data breach in a limdy manner.

S. Breach Rexponaibilirfcs

S. 1 This section only applia when a Data Breach occurs with rapect to State data within the
possession or control of the Contractor end/or the third party daignee hosting the data as
ogrced upon by the Contractor and the Slate.

5.2 The Conirncior, unless stipulated otherwise, shall immediately notify the appropriate State
identified contact by telephone in accordance with the agreed upon securiry plan or security
procedures ifit reasonably believes there has been a security incident.

5.3 The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State
ideniifietl coniaci wiihin 24 hours or sooner by telephone, unlas shoner time is required by
applicable law, if it conrinns that there is, or reasonably bclicva that there has been a Data
Breach the Contractor shall:

a. cooperate with the State as reasonably requatcd by the State to
invesiigoie and resolve ihe Data Breach;
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b. promptly implanctM necessary remedial measures, if necessary; and
e. document responsive actions taken rdeied to the Data Breach,

including any posiMncideni review of events end actions taken to
make changes in business pmetiees in providing the services, if
necessary.

S.4 Unless otherwise siipulaled, If a Data Bresch is a direct result of the Com/actor's breach
of its contract obiigaiion or the third party hosting company to encrypt Penonsl Data or
otherwise prevent its release, the Contractor and/or the third p^y hosting company shall bear
the coats associated with:

a. the investigation and resolution of the Dsia Breach;
b.. notifications 10 individuals, regulaiora or others reipiircd by State law;
c. a credit monitoring tavke required by State (or federal) law;
d. a vvebsiie or 0 loll'fiee number and call center for afTected individuals

required by ̂taie law — all not to exceed the average per record per
person cost calculated for Data Brtacha in the United Slata
(currently S20I per record/person) in the most recent Cost of Data
Breach Study: Global Analysis published by the Ponemon Institute at
the (iriK of the Data Bieach; and

e. complete all corrective aaions as reasonably determined by the
Contractor based on root causr, ill [(s) through (e)] subject to this
Contract's limitation of liability.

6. aDMINISTRATIVESERVICES

The Contract shall provide the State with the Administrative Services set forth in the Contract,
and particularly described in Exhibit D: Administrative Services

7. TERMS AND DEFINTIONS

Terms and Defmiiioni applicable to this Coniraci art ideniiried in Exhibit E: Tentu and
Definitions.

B. CONTRACTOR'S CERTIFICATES

Required Contraaor Certificates arc attached in Exhibit F.

Rcmainiier ofihispage imenfinnaHy Ufi blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

The (emu outlined in the Payment Schedule U set fonh below:

1. CONTRACT PRICE

Notwiihsttnding tny provision in the Coniraci to the coninry, and notwiUtsianding
unexpected circumstances, «n no event thai) the total of all paymenis made by (he State
exceed the amount indicated in P<37 General Provisions • Block 1.8: Price Limitation.
The payment by the Slate or the total Contract price shall be the only, and the complete
reimburacmem to the Contractor Tor all fees and expenses, of whatever nature, incurred
by (he Contractor in (he performance hereof.

2. TRAVEL EXPENSES

The Slate will not be rtsponsible for any travel or out of pocket expenses incuired in the
performance of the Services performed under this Contract. The Contractor must assume
alt travel end related'expenses incurred by Comrecior in performance of its obiigstions.
All labor rates in this Agreement will be considered "Fully Loaded", including, but not
limited to: meals, boiet/houslng, airfare, car reniais, car mileage, and any additional out of
pocket expensa.

3. SHIPPING FEES

The Stole will not pay for any shipping or delivery fees unless speciHcally iiemiaed in this
Agreement.

4. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the
Slate. All invoices submitted shall be subject to the Stale's prior wntien approval, which
shall not be unreasonably withheld. The Coniractorshall only submit invoices for Services
or Deliverables as permitied by the Conirecl. Invoices must be in a format as determined
by the State and contain detailed informaiion, including without limitation; iicmizaiion of
each Deliverable and ideniificalion of (he Deliverable for which payment is sought, and
the Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; any other Project cosis or retention amounts if applicable.

The conirocior shall invoice 250 hours for the ftrai quaner beginning July I, 2023, and
quarterly for the duration of the conirsci based on the number of hours of training and
e.tcrcisc services provided at (he hourly rates defined in Table C-l below.

Upon Acceptance of a properly documented and undisputed invoice, the State will pay the
cprreci arxJ undisputed invoice within thirty (30) days of invoice receipt. Invokes will not
be bxkdaied and shall be promptly dispotched.
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5. INVOICE ADDRESS

Invoices msy be sent (o:

DEPARTMENT OF INFORMATION TECHNOLOGY

ACCOUNTS receivable

27 HAZEN DRJVC

CONCORD, NH 03310

6. PAYMENT ADDRESS

Psyrnents ihsll be msde via ACH. Use the Tollowing link to enroll with ihe Stale Treasury
for ACH payments: hnps://vww.nh.gov/ireasuiy/siate<ver»dort^mkx.hrfn

r overpayments TO THE contractor

The Coniraetor shall promptly, but no later than fifleen (IS) business days, return to the
State the lull amount of any overpaymeni or erroneous payment upon discovery or notice
from the State.

a CREDITS

The Stale may apply credits due to the State arising out of this Contract, against Ihe
Coniraclor's invoices with appropriate information ailached.

9. PAYMENT SCHEDULE

9.1 Controct Type
This is a Not to Exceed Coniraci. The total Contract value is indicated in P*37 General

provisions • Block 1.8: Price Limitation forihepoiodbeiweer) the Effective Qoie throu^
dale indicated in P-37 General Provisions • Block 1.7: Completion Date. The Comracior
shall be responsible for perfonning its obligaiions in accordance with the ConirKt. This
Contract will allow the Comracior to invoice the State as defmed below.

9.2 Contractor Staff, Resource Hours and Rales Worksheet

The Slate and ConirKior agree to the following rates for Services. The State may also
request additional Serviees from the Contractor at the tame rates. The contractor shall
irtake every efTon to complete work between 8:00 AM - 6:00 PM ET when possible.

Table C-l

VENDOR HOURLY RATES PRICING WORKSHEET

Bct\vcen 8:00 AM - 6:00 PM ET Sl7S/hr

Bct^vecn 6:01 PM - 7:59 AM ET S220Air

Rinioiitder ofthis po|!e intentioitaUy up blank

Page 20 of 28 .
Comracior Initials: . 1 i3



STATE OF NEW HAMFSHIRC

DEPARTMENT OF INFORMATION TECHNOLOGY

DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT D - ADMINISTRATIVE SERVICES

EXHIBIT D - ADMINISTRATIVE SERVICES

I. DISPUTE RESOLUTION

Prior <0 (ho filing of ony fonmal proceedings wiih rcspeci lo a dispute (other than an action
seckina injunctive relier with respeci ip inieilecrual property righia or Conndcniiol
Information), ihe Party believing itself aggrieved (the "Invoking Party") shall call for
progressive mtnagemertl Involvemeitt in the dispute negotiation by written notice to the

^ other Party. Such- notice shall be without prejudice to the Invoking Party's right to any
other remedy peTtniiled under the Contract.

The Ponies shall use reasonable efforts to arrange personal meetings and/or telephone
eoflferences as needed, at mutually convenient limei and places, between negotiators for
(he Pania at the following successive management leveb, each of which shell have a
period of allotted time as specified below in which to attempt to resolve the dispute:

Table D-1.

DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

LEVEL

CONTRACTOR

POINT OF
CONTACT

STATE

POINT OF CONTACT

CUMULATIVE

ALLOTEOTIME

PrtmatV JASON SGRO KEN WEEKS S Days

Firsi, JASONSGRO DENIS GOULET 10 Days

The allotted time for the firsi level itegotiaiions shall begin on the date the Invoking Party's
notice is received by ihe other Party. Subsequent allotted time is days from the date that
the ofigirml Invoklrtg Party's rtotice is received by the other Party.

\

2. ACCESS AND COOPERATION

Subject to (he terms of this Agreement and spplicable laws, regulations, and policies, the
State will proviile the Contractor with access (0 all program files, librones, personal
computer-based Systems. Sofiware packages, Network Systems, security Systems, and
hardware as required to complete the contracted Services.

3. RECORD RETENTION

Contractor and its Subcontractors shall miiniain all Project records including but not
limited to books, records, documents, ond other evidence of occounting procedures and
practices, which properly and surnclenity refleci all direct and indirect costs invoiced in
the pcrfonnancc of their respective obligaiions under the Coniroci. Contmcior and its
Subcontractors shall retain all such records for three (3) years following icnninaiion of the
Contrxi, including any cxtcnsiorts. Records relating to any liiigaiion matters regarding

Page 21 or28
CotttrsciorJnitials: . M S
Daie:--0 I



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

OOIT 2033-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT D > ADMINISTRATIVE SERVICES

the Coniract sholl be kept for one (1) year following the termination of all liiigaiion.
including (he lerminotion of all appeals or the ezpirstion of the appeal period.

Upon prior notice and subject to reasonable time framca, all such records shall be subject
to inspection, examination, oudii and copying by personnel so authorized by the State and
federal officials so auihonzed by law. rule, regulation or Ccntraci. as applicable. Access
to these items shall be provided within Meirimack Counry of the State of New Hampshire,
unless otherwise agreed by the Slate. Delivery of and access to such records shall be at
no coat to the State during the three ()) year period following tennlnaiion of the ContracI
end one (t) year Term following liligation relating to the Contract, including all appeals
or the expireiion of the appeal period. Contractor shall include (he record reteniion end
Review requirements of this section in any of its subeontncts.

4. ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally Accepted
Accounting Principles (CAAP). The costs applicable to (he Coniraci shall be oscenairuble
from the accounting System.

5. AUDIT

The Contractor shall allow the State to audit confonnarKe to the contract terms. The State
may perform this audit or contract with a third party at its diKretion and at the State's
expense.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOCy

DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT E - TERMS AND DEFINITIONS

EXHIBIT E-TERMS AND DEFINITIONS

Th* following gencrol conirociing terms and d«rmhions ipply except u spceinally noted elMwtierc in this
ConffMi.

TERM DEFfNITION

Acceptance
Notice from ihc Slate that a Deliverable has saiitHed
AccepiaiKC Teat or Review.

AKreentcni A Contract duly executed and tepally bindinp.

Informotion required to be kept Confidential and restricted
from unauthorised discloturc under the Contract.

."Confidential infonnoilon" or "Confidential Data" mearu

all privaie/resincicd confidential infonnaiion disclosed by
or»e party to the other such as all medical, health, rnancial,
public assistance benefits and personal inrormaiion
including without limitation. Protected Health Information
and Personally Identinablc Information.

t

Confidential Inrormaiion

Confidential Information also includes any and all
informatiofl'owned or managed by the State ofNH • created,
received frem or on behalf of any state agency or accessed
in the course of-performing contracted services • of which
collection, disclosure, protection, and disposition is
governed by stale or federal law or regulation. This
informotion includes, but is not limited to Personal Health
Information (PHI), Penonally Identifiable Information
(PII), Persons! Fintneial InTonnaiion (Pfl). Federal Tax
Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and
confidential information.

Contract

An ogre^ent between the Slate of.NeNv Hampshire and a
Vendor which creates binding obligations for each party to
perfonn as specified in the coniraci documents. Contract
documents include the State P-37 General Provisions, end
all Exhibits and oiiachmenis, which represent the
understanding and acceptance of the reciprocal legal rights
nnd duties ofihe oanics wiih resoeci to the Scooeof Work.

Data

State records, files, forms, electronic iitformaiion and other
documents or infonnaiion, in either dccironic or paper
fonn, ihai will be used /convened by the Vendor during the
contract icnn.
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DEPARTMENT OF INFORMATION TECHNOLOGY

DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT E-TERMS AND DEFINITIONS

Dele Breach

Data Breach means the loss of control, compromise,
unaulhcnaed disclosuic, unauthorized acquisiiion,
unauthonzed access, or any similar lenn referring to
aituatioiu where persons other.than authorized users and for
an oihcf than authorized purpose have aocess or potential
access to personally identifiable informaiion, whether
physical or electronic.- With regard 10 Protected Health
Infonnaiion, "Data Breach** shall have the same meaning as
the term "Breach" in section 164.402 of Title 45, Code of
Federal Regulations.

Deficiency (-ieiyDefecii
A failure, shortcoming or error in a Deliverable resulting in
0 Deliverable, the Software, or the System, not conrorming
to its Specifications.

Deliverable

A Deliverable is any Written, Sof^arc, or Non-SoAware
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor to the State or under the terms
oraConiraci requirement.

Documcniaiion

All information that describes the installation, ̂ ration,
and use of ihe SoAwore, either in printed or electronic
format. '

Enhancements

Updates, additions, modifications to. and new releases for
(he SoAware or System, and all changes to the
Documentation as a result ofimprovemeni In quality, value,
or extent.

Hosied Services

Appliuiions, IT infrastructure components or functions
ihoi orginizaiiont access from exicmal service providers,
typically through an internet connection.

Hosied System

The combination of hardware, soAware and neiworhing
components used by the Application Service Provider to
deliver the Hosied Services.

Ideniincaiion and Autheniicaiion

Supports obiaining infonnaiion about those panics
aiiempiing to log on to a system or application for security
purposes and the validation of those users.

Implementation
The process for making the System fully Operational for
processing the Data.

Paye 24 of 2S
Coiuracior (nil

Dole

ilials: ̂ J ̂

5/217/23



STATE OF NEW HAMPSHIRE
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DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT E - TERMS AND DEFINITIONS

Non-Public Informalion

Inrormaiion, other than Personal Information, thai is noi
subject to distribution to the public as piibljc Information. It
it deemed to be sensitive ond confidents) by the State
because it contains information that is exempt by statute,
ordinance or adminisniive rule from access by the general
public as public informaiion.

Operaiionfil

Operaiiorul means that the System is rtady for use and fully
functional, all Date hu been loaded; the System is evailoble
for use by the State in its daily operations, and the State has
issued Acceptance.

Personoi Infonnstion

''Personal (nformation" (or "Pi") or "Personally IdeniiAeble .
Inrormaiion''(Pll) means information which can be used to
distinguish or trace an individual's Identity, such as their
name, social security number, personal informaiion as
defined in New Hampshire RSA 3S9-C:1P, biometric
records, etc.. olor>e. or when combined with other personal
or identifying informaiion which is linked or linkable to a
specific individual, such as date and place of birth, rnother's
maiden name, etc.

Project
The planned tmdcrtiking icgtrdiflg (he entire subject mancr of an
RPP and Comrici and the aciiviites of the panics related hereto.

Proposol
A written plan put forth by a Vendor for coruideration in
response to a loliciiaiiofl by the State.

Security Incident

"Security incident" shall have the same meaning
"Computer Security Incident" in section two (2) of NIST
Publication 80D-6I, Computer Security Incident Handling
Guide, National Iniiiluie of Standards and Technology.
U.S. Oepariineni of Commerce.

Services
The work or labor to be performed by the Vendor on the Project
as descnbed in a coniraa.

Soriware
All Custom, SAAS and COTS computer programs and
cppllcotioAS provided by the Contractor under the Contract.

SoOware OeJtversbles All Custom, SAAS and COTS SoHware and Enhancements.

SoOware License Licenses provided to (he Slate under this Contract.

ConirKtor Initials: % ̂ ^
Date:



STATE OF NEW HAMPSHIRE
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DOIT 3023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT E - TERMS AND DEFINITIONS

SoOware-as-«-Scrvice (SuS)

TV capabiliTy provided to the State to use the Contractor's
applicaiiona running on o cloud infirastmcnire. The
appticaiiohs ore occessible from various client devices
through 0 ihin-clieni interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does
not manage or control the underl/ing cloud inftastruciure
including network, lerven, Opcniiing Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

SjKcincsiions

Wriilen deiiili that set forth the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any performance standanU, Documentation,
applicable State and feden) policies, laws and regulations.
State technical standards, subsequent Sioie epproved
Deliverables, and other specifications and requirements
described in the Contrecl Documents. The Specifications
are, by this reference, mode a part of the Contract as though
completely set forth herein.

Slate Data

All Data created or in any way originating with (he State,
and all Data that is the output of computer'processing of or
other electronic manipulAtion of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State's hardware, the
Contractor's hardware or e.xists in any system owned,
maintained or otherwise controlled by the State or by the
Coniracior.

Siaie Fiicol Year (SFY)
The New Hampshire State Fiscal Year (SFY) runs from
July 1 of ihe preceding calendar year through June 30 of the
applicable calendar year.

Subconirvcior

A person, parmeiehip, or company not in ihe employment'
of, or owned by, the Contractor which is performing
Ser\'iccs under this Coniraa under o separate Cemiract with
or on behalf of the Contractor.

Sysietn
All Software, specified hardware, interfaces and extensions,
Inicgraied and functioning together in accordance with the
Soecificaiions.

Tcon

Period of the Coniraei from the Eneettve Date through the
Completion Date idertiified in the P-3T Ccneral Provisions
or lennination.

Verincdiioii
Supports the confirmaiion of authority to enter n computer
sysian application ornetwork.
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Warr8r>cy

The coftdiiions under, and period during, which the
Contractor will repair, reploce, or other compensate for, the
defective item without cost to (he buyer or user. :h also
delineates the rights and obligations ofboth panics in case
of a elaiffl or dispute.

Warrnniy Period
A period of coverage during which the Contractor it
responsible for providing a guarantee for products ond
Services delivercd.es defined in ihe'Contract.

Worfi Plae

Documentation ihot details the ociirlitci for the Project created in
iccordince with the ContrKi. The plan and delineation of tasks,
Kiivitiea and events to be performed end Deliverables to be
produced under the Project as specified in Appendix Q:
Busfntss/Tahiileel Beiuittncnit end De'/verob/es. The Work
Plan shall irtclude o detailed deKripiion of the Schedule,
tesks/aciiviilei, Deliverables, eriiieal events, task dependencies,
and itte resources thai would kaJ end/or oarticiDete on each task.

Rtmainder ofthis poge intenlioneHy le/l blank
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EXHIBIT F - ATTACHMENTS AND CONTRACTOR CERTIFICATES

1. attachments

a. Conirscior's Proposal and Quote.

2. CONTRACTOR CERTIFICATES

0. Coniraeior's Cenificaie of Good Standing
b. Conincior's Cenifiuie of Voce/Auihority
c. Contractor's Ceniricaie of Insurance

Kemoint/tr oflUispoge inlenlionaify left blenk
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State of New Hampshire

Department of State

CERTIFICATE

I. Ogvid M. Sctnlin, Sccietary of State of the Slate of New Hempsliirt. tto hereby certify that THE ATOM CROUP LLC it o New

Hampshire Limited Liabiliiy Company rt|Uicrvd le trtnsaa busiacu in New Hampshire on April 12,2007.1 timber ccnify thai

al) Ices end documems rcqoiipd by the Secretary of State's ofHce have been received and is in good stsndinf as far u this ofTice is

contented.

OusiiKU ID: S760t6

Cenitieaic Number OOOSt4S32S

%

s

IN TESTIMONY WHEREOF.

I hcwno set my hand and cause <0 be aRixcd

(he Seal of the State of New Hampshire,

(his I2(h day of August A.O. 2022.

OavidM. Scanlan

Srcrciaiy oi'State



LLC Certification of Aufhorifv

1, LAURA A. WUNYON. ESQ. counsel for THE ATOM CROU?, LLC hereby certify

lhai JASON JOSEPH SGRO ii r Senior Partner of THE ATOM GROUP, LLC, a limiced

liability pettnership under RSA 304«B.

1 certify ihst JASON JOSEPH SGRO is auihohzed (o bind the partnership or LLC. 1

further certify thai it is understood that the State of New Hampshire will rely on this

certificate as evidence that the person listed above currently occupies the position indicated

and that they have full outhoniy to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of (his Corporate Resolution.

DATED: FEBRUARY 21,2023 ATTEST:
Laura Munyon, Esq.



\ca^
CERTIFICATE OF LIABILITY INSURANCE

wnpwoorrrm

TWO CEOTdlCArB tS BOUCD At A MATTCR 0* MrORMATIOM ObLY A«0 COfffCAt I/O RttMTS UAON TMS CSATmCATE HOLOCJI. TWO '
CEAmCATB DOeO NOT ATPlRMATWEirOA NEOATWBLT AMtNO, BXTCNO OA AtTW TXB COVOUae AFfOAOeO OV TMS AOUClEt
eCL9W. TMll CeATdlCATC Of M9U2UNCC MttS NOT CONtTTrVTC A CONTIUCT ttTWBEN TMB ItSUOtO NtUASRA), AUTHORIZED
ReAABSCNTATn/e OA PAOOUCCR. AM) TNE CERTIFICATE HOLOen.
M^^T. 0 Uw ctNirlcal* KoMtf b M ADOmOMAL WeUREO. Um peUcy(lH) nun Am AOOmONAI. W8URS0 firvAtlmt «r b« tntgrW
n tuaWOATiON O waived, aabltei to Cho ttnaa and condMoni el th# podcir. etfiiln poilcbo moy roqsirt on tnderowMnL A etatmwit en
ihii coiUflcew dot! net eentor rtoMi to Uw etftlflcata hoMof l» Dm of oucA enAonen^iL

Citaiie Sum tnuiOR A ft'ek M|i LLC

1 NA Aw 2*1

"■I'V"' NH awi

£3S^' MkkMlWM
mi»4m

SoUfhiti ritrturlCtiTiiiltrftnrbiiwwo!■!>
•ovnnci) arvoMM «9«VMi Nuei

MUWA, T^N«tMW IfMl

TlwAMmOm«.tXC

23imuC««i
fwUiMh KH OJtOI

•wjneie

•owwnc

Mwaeio

Mwwiei

WtWT fmf WSAKHJV WMMCC USTE0 UlOW H*V« tUM dtUCD Tp TXJ RSMiO MUSb aMV€ FOM T>f MUCTIVaOO
ReOWSOIOOf. TCR** C* » urn COfcmiCT Oft Ot>«fl DOCUMSMTWTTHWVCCrrOWMCHTHa

^2E£r a«0«I0»t t>« raicaioEsemiCD nexcmo wmct tomi tmi TtMo.maiaiom wpcoNonoe or tucn nart t>eg« iw^v mvt Bgpi wtoucgo «t »j>a
mtVMWMCt

[a«
rrnrrh •oucTmvm

wn «ec*io«i iwT«mjM 1*

•»<» nS?r Qioe
OWW

idiaeeeAJi uieurr

wc#n

3
MSOAAum

-*^^1J"-- I.WMrTllj^MjMnTm

oim/WJi MOl/lOU

eweeewitwe
cwaanuwDiiii;
2ffi2£ifilS2HL
252£2teM2S.
Ffle^giewrwumr

Ottwoewom

wwoucnco^BPooo

lOQoeoo
MOOOD

MOO

tOOOSOD
NOTDfXJ

2000000

tHfHItO

Snooaav
WKtO
MMiGICV

«WT<.

MrrosQi^T

yjM«»^»aAiuuii

Rcnju>i

. eu erpmoNi
OTBT

Hocm
ftMa iMoi

ONI leooo
OOBAAGMM

UCMOOOaUXkCt Tfffioro
om/N}( wivmi <OQMa*T|

caruvmr iMwrr

S^ereuTiw »*•

yjft&wf I W
otwtcivun tintnoa ti/unm CAlAPUCODCWT loeoooo

u. oaoAOt • u imom lOOoeoQ

ti.oatMt->Bic/t>rf lOOODOO

MXM*0l7}t3l l»l]/10JI lori 2/300

OtUNIIMt Ltaitl

Acp«t»M Uaii
1000000

MKvnoNWo^WTWfi/tAutart'wiMcui i*eo«et*i.

Sou of Mr» HaMptkin
Otpliimew of labntwin TacknalaeT
ANK 0^1 tttomaOm omcci

ofotao AMY OF mt AAOvo ocACMsto fOicai oi camcsxico si/oei
TMt ixFtRATion OAfV iMtMoa. Monce w%i u ocuYtAO i»
oeCOItfiAMCI WITM TMI FOUCY FAOVISOMA

MtMOOttXa aOFMHATyM
ITHmaOiw MitOwlWifl

, CaneenI **» «)»•

ACOftO 29 (3QttN2|
Cntf^UACORDCORrORATIOM. ADHghii r«««r^.

Tfi* ACCRO Aom* ond leoo or* icobMfid mwu of ACORO


