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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

$

Denis Goulet

Commissioner

March 10. 2025

Her Excellency, Governor Kelly A. Ayotte

and the Honorable Executive Council

State House

Concord. NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a Sole Source contract
amendment with The Atom Group, LLC, of Portsmouth, NH (VC #313392) by increasing the price limitation
by $250,000.00 from $448,936.40 to $698,936.40 and by extending the completion date from December 31,
2026 to December 31, 2028, for the purpose of providing additional hours of cybersecurity negations and
assessments for the State of New Hampshire, effective upon Governor and Council approval. The
Governor and Executive Council approved the original contract agreement on October 4, 2022, Item #15
and amended on September 20, 2023, Item #65. Source of Funds: 100% Capital Funds.

Funds are available in the following account for State Fiscal Year 2025:

CAT#-DEPT#-AGENCY#-ACTIVITY#-ACCOUNTING UNIT #- DEPT

NAME- AGENCY NAME -ACCOUNTING UNIT NAME CLASS-

OBJECT - DESC

SPY 25

01-03-03-030030-32300000-Department of Information Technology-
L23:l Vllll-Cybrscrty Enhncmnt-034-500099-Capital Projects

$250,000.00

EXPLANATION

This request is sole source because MOP 150 requires all amendments to agreements previously
approved as sole source to be identified as sole source. This amendment renews 200 hours of cyber
negotiations on retainer for one year and increases the hours of cybersecurity testing and remediation
available for the next three years. This contract amendment continues the State's Cyber Self-Insurance
Program and has significant pricing advantages for the state as the rates for the services to the public sector
have already been negotiated and significantly discounted. The discounted rates from a trusted partner are
available because this contract leverages an existing Public-Private partnership formed by the New
Hampshire Public Risk Management Exchange's (PRIMEX) Risk Managers with The ATOM GROUP
LLC.

When PRIMEX evaluated potential service providers for their municipal members, they looked
closely at multiple firms and chose to form the partnership with Atom Group informed by the following:

1. ATOM is a New Hampshire company who has long standing pre-negotiated rates {which have not
increased) with the PRIMEX membership. Cities and School districts that are not PRIMEX
members, the NH General Court, and the NH Executive Branch.

"Innovative Technologies Today for New Hampshire's Tomorrow"



Her Excellency, Governor Kelly A. Ayotte
and the Honorable Executive Council
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2. Further vetting of ATOM Group was done by PRIMEX's reinsurer, Beazley, prior to ATOM'S
latest renewal as the Cyber First Responder for the PRIMEX membership. Both PRIMEX and

Beazley conducted a review of employee backgrounds, relevant certifications, and clearances to
ensure a sustainable partnership could be maintained.

3. Beazley also reviewed ATOM'S capabilities and capacity as a forensic first response provider to
include their billing rates, and ultimately approved them for use in New Hampshire by PRIMEX on
behalf of more than 550 Municipal entities across the state.

The State realizes significant savings by leveraging this public-service focused vetting, including
vetting from a respected third-party such as Beazley to avoid the costs associated with a new vetting process
and retain the trust relationship to some of our most critical systems and sensitive data.

The Department of Information Technology respectfully requests approval of this contract
amendment.

Respectfully Submitted,

on behalf of

Denis Goulet

Commissioner, Department of Information
Technology

DG/jd
DoIT #2023-0326

RID:931 1 1

cc: Ken Weeks, DolT Chief Information Security' Officer

"Innovative Technologies Today for New Hampshire's Tomorrow"
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Docusign Envelope ID; 15838CA1-A90B-4371-901E-FF408954FA0C

STATE OF NEW HAMPSHIRE

Department of Information Technolog}'
DoIT # 2023-032 Retainer for Cyber Negotiations and Cybersecurity Assessment Ser\'[ces

CONTRACT AMENDMENT 2

This CONTRACT AMENDMENT 2 is entered into as of the date of the last signature below by
and between the STATE OF NEW HAMPSHIRE, acting through its Department of Information
Technology (""State") and THE ATOM GROUP, LLC, a New Hampshire limited liability company with a
principal place of business located at 46 Donovan Street, Concord, New Hampshire 03301 ("Contractor").
State and Contractor are some sometimes referred to herein singularly as a "Party" or collectively as the
"Parties."

RECITALS

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a sole source
contract on October 4, 2022, Item U15, (the "Agreement"), and amended on September 20, 2023, Item #65,
wherein the Contractor agreed to supply certain services to the state upon the terms and conditions set forth
therein;

WHEREAS, pursuant to Section 17 of the Agreement, the Agreement may be modified or amended
only by a written Instrument executed by the Parties thereto and approved by the Governor and Executive
Council; and

WHEREAS, the Contractor and the State have agreed to amend the Agreement in certain respects
as further specified herein;

NOW, THEREFORE, for good and valuable consideration exchanged, the receipt and sufficiency

of which are hereby conclusively acknowledged, the Parties does agree to amend the Agreement as follows:

1. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing
the Price Limitation by $250,000.00 from $448,936.40 to $698,936.40.

2. Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extending
the contract completion date from December 31, 2026 to December 31, 2028.

3. Except as provided herein, all provisions of the Agreement, as amended, shall remain In
full force and effect. This modification shall take effect upon the approval date from the
Governor and the Executive Council.

State

Date:
Contractor's Initials:

Page
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Docusign Envelope ID: 15838CA1-A90B-4371-9O1E-FF408954FA0C

TABLE 1: CONTRACT HISTORY

CONTRACT AND

AMENDMENT

NUMBER

AMENDMENT

TYPE

G&C

APPROVAL

DATE

COMPLETION

DATE

CONTRACT

AMOUNT

DoIT # 2023-032 Original
Contract

October 4, 2022,

Item #15

December 31,
2026

$210,000

DOIT #2023-032

Amendment 1

1" Amendment September 20,
2023, Item # 65

December 31,

2026

$238,936.40

DOIT #2023-032

Amendment 2

2"^^ Amendment TBD December 31,

2028

$250,000

CONTRACT TOTAL $698,936.40

IN WITNESS WHER-EOF, the Parties have hereunto set their hands as of the day and year first above
written.

CONTRACTOR

.  CNniilllMdUr:

I
>eiieAwqT*eg*w

Date:

Jason Sgro
The Atom Group, LLC

STATE OF NEW HAMPSHIRE

Qgjg. March 6, 2025

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Technolog)'

The preceding Amendment, having been reviewed by this ofTice, is approved as to form, substance, and
execution.

Approved by the Attorney General

Date: March 15,2025

State of New Hampshire, Department of Justice

State <^f,^Hj5^tract
Date: ___
Contractor's Initials:

Page
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Docusign Envelope 10; 15838CA1-A90B-4371-901E-FF408954FA0C

1 hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (dale of meeting)

Office of the Secretar>' of State

Dale:

State of New Hampshire, Department of Administration

Slate

Date:

•08

JS
Contractor's Initials:
Page 4 of 4



State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secrctar>' of State of the State of New Mampshire, do hereby certify that THE ATOM GROUP LLC is a New

Hampshire Limited Liability Company registered to transact business in New Hampshire on April 12, 2007. 1 further certify that

all fees and documents required by the Secreiar)' of State s office have been received and is in good standing as far as this olTicc is

concerned.

Business ID: 576086

Certificate Number: 0007073084

SI
iSf.

>
Ui

IN TESTIMONY WHEREOF

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 28ih day of Eebruar)' A.D. 2025.

David M. Scanlan

Secretary' of State



ACORCf
CERTIFICATE OF LIABILITY INSURANCE

DATE {MM/DO/TYYVI

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTTTUT6 A CONTRACT BETWEEN THE ISSUING INSURERIS) AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

ADDITIONAL INSURED, the policy(ie.) must have ADDITIONAL INSURED provisions or be endorsed."

K? 2, ? WAIVED, sublect to the terms end condlUons of the policy, certain policies may require an endorsement A statement onthis certificate does not confer rights to the certificate holder In lieu of such endorsementfs)
PRUUUCbN

Granite State Insurance & Risk Mgl LLC
90 Beverly Drive

Hampstead, NH 03841

Michael Ware

603 580 4706 Twc Noi- 603 369 4495
iooRESS: "I'Cfiaeliggfanitestateinsurarico.com

WSURERtSI AFF0RD4NG COVERAGE NAICA

INSURER A I he Hartford Insurance Company 19682

The Attm Group LLC

1000 Moiket Street BuMng 2. Suite 300, Third Floor

Portsmouth, NH 03801

INSURER 8 Beazely Excess and Suplus Insurance. Inc. 17520

INSURER C

INSURER D

INSURERE

INSURER f

INDICATED NOTW THSTAwnuir '^utu i O i Hfc INSURED NAMED ABOVE FOR THE POLICY PERIOD
St ĴaTE CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

iv ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERU<;EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED PaS CWIMS
TRSR
LTR TYPE OP INSURANCE

COMMERCIAL GENERAL LIABtLITY

ClAIMS4AA0e I loCCUR

POLICY HUM8ER

OEML AOCREGATE LIMIT APPLIES PER;

I  I I LOG
OTHER: Pfofessional Liability (B)

AinOMOaiLE LIABILITY

ANYAIH'O

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

UMBRELLA LUa

EXCESS UAB

SCHEOU.EO
AUTOS
NON^SWNED
AUTOS ONLY

OCCUR

CLAIMS4rtADE

RCTEMTIOHSDEO

irORKERS compensation'
AND EMPLOYERS- UASILfTY ^„
Wr PROPRIETOfWARTNEWEXECUTIve
a^FICERAIEMBER EXCLUOEO? N
Mandnofv In NH) I 1
'vM.ftaneriMundtr
JESC"

Mandnofv In NH)
. daneriM undt.
IRIFTION OF OPERATIONS Mto*

04SBAAE5998

04SBAAES99B

04S8AAE5996

04WECIV5013

POLICY EPF
(MMATPTYYYYl

09/22/2024

09/22/2024

09/22/2024

01/26/2025

POLICY t*P
(MM/OOfYYYY)

09/22/2025

UMTTS

EACH OCCURRENCE
UMMAOC lU HLNIbU
PREMISES (E» ijccufTBOc®)

MCD EXP (Any on> {>»f«onl

PERSONAL S AOV INJURY

GENERAL AGGREGATE

09/22/2025

09/22/2025

01/26/2026

PROOOCTS - COMP/OP AGO

Occurrance/Aggregate
"CpUBWbU SINUU: LWn
(Ennccidenil

aOOlLY INJURY (Par parion)

100000(

50000C

5000

10D000(

200000(

200000(

1000000/20000C

100000(

BODILY INJURY (Pw accWant)

■PHUPbHIV UAMAGE
(Rataeddinn

EACH OCCURRENCE

AGGREGATE

■PEP
STATUTE

TTTTT
ER

ex. EACH ACCIDENT

E.L DISEASE. EA EMPLOYEE

e.L DISEASE - POLICY LIMIT

DESCRIPTION Of OPERATIONS I LOCATIONS / VEHICLES (ACORi AddWonal R«n«1.. ScAaduM. nuy'n, «tnch«. « Jy. .paca I.

300000/

3000001

100000C

lOOOOOC

100000C

CER-nFICATE HOLDER
CANCELLATION

New Hampshire Dept. of Informoticn Technoloav
27 Hazen Drive
Corvayd. NH 03301

SHOULD AMY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVi

Michael Ware

ACORD 25 (2016/03) RD
The ACORD name and logo are registered marks of ACORD

CORPORATION. All rights reserved.



LLC Certification of Authority

I, LAURA MUN YON, ESQ, counsel for THE ATOM GROUP, LLC, hereby certify that

JASON JOSEPH .SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited

liability' partnership under RSA 304-B.

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. !

further certify that it is understood that the State of New Hampshire will rely on this

certificate as evidence that the person listed above currently occupies the position indicated

and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninet)' (90) days from the date of this Corporate Resolution.

DATED: FEBRUARY 28, 2025 ATTEST:



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800.735-2964

vNTww.nh.gov/ doit

Denis Goulet

Commissioner

August 15, 2023

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a Sole Source contract
amendment with The Atom Group, LLC. of Portsmouth, NH (VC .^^313392) by increasing the price
limitation by $238,936.40 from $210,000 to $448,936.40 for the purpose of providing additional hours of
cybcrsecurity negations and assessments for the State of New Hampshire, effective upon Governor and
Council approval through the original completion date of December 31, 2026. The Governor and
Executive Council approved the original contract agreement on October 4, 2022, Item #15. Source of
Funds: 100% Federal Grant.

Funds are available in the following account for Stale Fiscal Year 2024.

CAT#-DEPT#-AGENCYlfLACTIVITY#-ACCOUNTING

UNIT #- DEPT NAME- AGENCY NAME -

ACCOUNTING UNIT NAME_CLASS-OBJECT- DESC
Activity Code SFY 24

01 -03-03-0300!0-26410000-Departmcnt of information
Technology-ARP Cyber Protection Prognun-046-500465-[T
Consultants

00FRF602GS0302A $238,936.40

EXPLANATION

This request is sole source because MOP 150 requires all amendments to agreements previously
approved as sole source to be identified as sole source. This amendment renews 200 hours of cyber
negotiations on retainer for one year and increases the hours of cybcrsecurity testing and remediation
available for the next three years. This contract amendment accelerates the State's implementation of
Cyber Self-Insurance and has significant pricing advantages for the state as the rates for the services to
the public sector have already been negotiated and significantly discounted. The discounted rates from a
trusted partner are available only because this contract leverages an existing Public-Private partnership
formed by the New Hampshire Public Risk Management Exchange's (PRIMEX) Risk Managers with The
Atom Group, LLC.

The State's Cyber Self-Insurance framework benefits all Agencies across the Executive Branch.
By leveragii^ and strengthening the Public-Private Partnership used by more than 550 Lower Political



Subdivisions, working relationships and knowledge sharing between the State and Municipalities will
improve. With continuous cybersecurity assessments, the State will reduce overall risk and by increasing
situational awareness of Cyber Security weaknesses that can be remediated or mitigated before an
incident occurs.

The Department of Information Technology respectfully requests approval of this contract
amendment.

Respectfully Submitted,

Denis Goulet

Commissioner

DG/jd
DolT«2023^32A

RID:80267 (71820)

cc: Ken Weeks, DolT Director
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STATE OF NEW HAMPSHIRE

Department of Information Technology

DolT U 2023*32 Retainer for Cyber Negotiations and Cybersecurity Assessment Services

CONTRACT AMENDMENT I

Template Revision V3.0 l/llflj



DocuSign Envelope ID: lD3P70e9-2534-4821-9AOE-10762FEC9260

STATE OF P^W HAMPSHIRE

Department of Information Technology
DoIT # 2023-032 Retainer for Cyber Negotiations and Cybersecurity Assessment Services

CONTRACT AMENDMENT 1

This CONTRACT AMENDMENT I is entered into as of the date of the last signature
below by and between the STATE OF NEW HAMPSHIRE, acting through its Department of
Information Technology ("State"), and THE ATOM GROUP, LLC, a New Hampshire limited
liability company with a principal place of business located at 33 Jewell Court, Portsmouth, New
Hampshire 03801 ("Contractor"). State and Contractor arc some sometimes referred to herein
singularly as a "Party" or collectively as the "Parties."

RECITALS

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a sole
source contract on October 4, 2022, Item #15, (the "Agreement"), the State agreed to. pay
Contractor in exchange for Contractor's services as further specified in said Agreement;

WHEREAS, the Parties intended that the Price Limitation of 5210,000.00 set forth at
Section 1.8 of the Agreement was to be paid to Contractor in advance as a retainer for the services
that Contractor was to furnish during the then current State Fiscal Year of 2023;

WHEREAS, the Parties further intended that said Price Limitation was to apply only to the
then current State Fiscal Year of 2023, and that the State would replenish said retainer as needed
for each successive State Fiscal Year throughout the Term of the Agreement;

WHEREAS,'the terms and conditions of the Agreement were not consistent with the
Parties intent as specified above;

WHEREAS, pursuant-to Section 17 of the Agreement, the Parties wish to amend the
Agreement to make it consistent with their intent as specified above, and to further increase the
Price Limitation by an additional $238,936.40 to be deposited with Contractor in advance as a
retainer for Contractor's services to be furnished during the now current State Fiscal Year of 2024;

NOW, THEREFORE, for good and valuable consideration exchanged, the receipt and
sufficiency of which are hereby conclusively acknowledged, the Parties hereby agree to amend the
Agreement as follows:

I. The current Price Limitation of $210,000.00 as set forth at Section 1.8 of the State

of New Hampshire P-37 General Provisions shall be deleted in its entirety and replaced with
$448,936.40 as the new Price Limitation, representing a total increase of $238,936.40.

State of NH Contract
Datc:f{!^3
Contractor's Initials;

Page 2 of 17

JS



OocuSifln Envelops ID: 1D3F706»-2S34^B21.9AOE-10762FEC9260

2. The Price Limiiation set forth at Section 1.8 is further amended to provide as
follows:

1.8 Price Limitation

$448,936.40

The Slate will provide Contractor with
$238,936.40 of the Price Limitation

immediately specified above in advance
as a retainer for Contractor's services to be

furnished during State Fiscal Year of 2024.
Any request for additional retainer shall be
Subject to the terms and conditions of
Section I of Amended Exhibit C to this

Agreement.

3. Exhibit B of the Agreement shall be deleted in its entirety and replaced with the
new Exhibit 8 in the form attached hereto and incorporated herein by reference as the Amended
Exhibit B.

4. Exhibit C of the Agreement shall be deleted in its entirety and replaced with the
new Exhibit C in the form attached hereto and incorporated herein by reference as the Amended
Exhibit C.

5. Except as provided herein, all provisions of the Agreement shall remain in full force
and effect. This modification shall take effect upon the approval dale from the Governor and the
Executive Council'. "

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK

SIGNATURE PAGE FOLLOWS

Slate ofNH Contract

Contractor's Initials:

Page 3 of 17
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D»euSign Envelope ID: lO3f^7O09>2534-4B2l-9AO£-1O762FEC926O

IN WITNESS WHEREOF, the Parties have hereunto set their hands as of the day and
year first above written.

CONTRACTOR

—OMwsiBMe br:

eiawei'ieg'31-

Jason Sgro
The Atom Croup, LLC

Date:
9/6/2023

STATE OF NEW HAMPSHIRE

Date' September 7, 2023

Denis Goulet. Commissioner
State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form,
substance, and execution.

Approved by the Attorney General

Duncan A. Edgar, Esq.
Stale of New Hampshire, Department of Justice

Date: September 7. 2023

I hereby certify that the foregoing amendment was approved by the Governor and Executive
Council of the State of New Hampshire at the Meeting on: (date of
meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

Stale of NH Contract
Date;

Contractor's Initials:

Page 4of 17



OocuSign Envelope 10; lOaF7069-2534-4B21.0AOE-10762FEC9260

TABLE 1: CONTRACT HISTORY

contract and
AJVIENDMENt
NUMBER

AMENDMENT.

TYPE

G&c

approval

DATE

COMPLETION

DATE

CONTRACT

AMpUNT

DolT# 2023-032 Original
Contract

October 4, 2022,
Item #IS

December 31,
2026

$210,000

DOITM023-032

Amendment 1

1" Amendment TBD December 31,
2026

$238,936.40

'contract TOTAL
... ; .. \ .... ...• r :• •

$448,936:46
.. . . ,

Slate of NH Contract

Date: r.
Contractor's Initials: I
Page 5 of! 7



OxvSign Envelope 10:103F706»>2534-4B21-9AOE-10762PEC9260

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2023-032- RETAINER FOR CYBER NEGOTIATIONS AND CYBERSECURITY ASSESSMENT

SERVICES

AMENDED EXHIBIT B - SCOPE OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

EXHIBIT B - SCOPE OF WORK (SOW) BUSINESS AND TECHNICAL REQUIREMENTS
AND deliverables

I. Cvber Negotiation Services. The Contractor shall provide two hundred (200) hours of the
services described in Section I (collectively, the "Cvber Neeotiatioft Services") for each State Fiscal Year
during the Term. Such Cyber Negotiation Services shall include the following:

1.1. Advanced Threat Actor Negoiiations. Contractor shall provide advanced threat

actor negotiations in up to six of the languages set forth below in house at the Contractor's office
and two other languages via pre-defined translation services:

1.1.1. English (Native/Fluent);

1.1.2. Spanish (Native/Fluent);

1.1.3. French (Native/Fluent);

1.1.4. Hungarian (Native/Fluent);

1.1.5. Slovak (Native/Fluent);

1.1.6. Cantonese (Native/Fluent);

1.1.7. Russian (translation); and

1 .1.8. Mandarin (translation).

1.2. Office for Foreign Asset Control Validation Process: Office for Foreign Asset
Control requires validation of attribution of any payment being made to a foreign entity for ransom.
In the event of a ransom payment request, the Contractor will perform the following:

1.2.1. Validate with internal counsel that the payment would not be made to any
pcrson(s) appearing on the U.S. Department of Treasury's Office of Foreign Assets Control
(OFAC) Specially Designated Nationals and Blocked Persons List (SDN List) or countries
subject to comprehensive sanctions programs administered by OFAC, including Crimea,
Cuba, Iran, North Korea, and Syria.

1.2.2. Validate with internal counsel that the payment will not be made to further
a terrorist organization or enterprise, e.g., no clear evidence of links to proscribed groups
(/.e., "Foreign Terrorist Organizations" under Section 219 of the Immigration and
Nationality Act, 8 U.S.C. Section 1189).

1.2.3. Perfonn an engineering review of the blockchaln with specific analysis of
the attacker's bitcoin address; review prior transactional history; review all transaction
hashes in the wallet to identify other ransoms paid to this attacker and whether the attacker
Is targeting a specific sector or geographical area. os

Page 6 of 17
Contractor initlfli^-l

Date.9/6/2023



OocuSiQn Envelope ID: 1D3P7069-2S34-4821-9AOE-107&2FEC9260

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2023-032- RETAINER FOR CYBER NEGOTIATIONS AND CYBERSECURITY ASSESSMENT

SERVICES

AMENDED EXHIBIT B - SCOPE OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

1.2.4. Cross reference all discovered attributes against any proprietary database
of attackers used in prior attacks or linked to known criminal groups in Dark Web
Marketplaces, Forums, or Scrapes.

1.2.5. Perform an engineering review of the attack vector for known patterns,
attribution, or links to countries or advanced persistent threat groups (APT).

1.2.6. Determine (by reverse engineering, signature analysis, and Internet
research) whether the malware variant is linked to known attackers or groups or contains
code that could indicate an attacker's geographical location or native language.

1.2.7. Review language, translations, English proficiency. Time zone, IP
addresses, and geolocation indicators to try to determine geographical location and/or
whether an attacker is deliberately masking their identity or pretending to come from a
different location. Language, or country.

1.2.8. Complete liaising on "no-names" basis with law enforcement to determine
if similar attacks/ransom demands have been linked to terrorist/proscribed groups.

1.3. Gemini Digital Currency Transactions.

1.3.1 With approval from the State CISO orCIO, ATOM will process requested
digital currency transfer in a normal negotiation where ATOM will accept wire transfer of
funds from the State of New Hampshire Department of Information Technology and process
those funds through Gemini for transfer to a threat actor as directed by the State of New
Hampshire Department of Information Technology. ATOM will accept responsibility for
transferring funds up to $2,500,000.00 USD.

1.3.2. In an emergency context, such as when a deal can be made with a threat
actor for a lower price if funds can be transferred quickly, or if negotiations require swifi
payment to successfully complete. Contractor will make emergency transfers up to
$50,000.00 USD within 12 hours, or up to $100,000.00 USD in 24 hours. Emergency funds
may be requested to pay a partial or full payment of ransom request pending the successful
completion of OFAC Due Diligence. The State of New Hampshire Department of
Information Technology may only request one emergency payment at a time and may not
request a second emergency request unless the previous funding is fully reimbursed.

1.4. In the event that Contractor shall provide less than two hundred.(200) hours of
Cyber Negotiation Services for the then current State Fiscal Year, the remaining hours may be used
for onsite and remote emergency remediation services, which include incident command, law
enforcement coordination, engineering quarantine, isolation, sandbox testing, forensic collection,
threat actor attribution, attack vector identification, and inoculation of the environment. All onsite
and remote services and capabilities will be at the disposal of the State of New Hampshire

Page 7 of 17
Contractor Initials:

Date.9/6/2023
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DocuSign Envelope 10; 1D3F7069-2534-4 B21-9ADE-10762FEC9260

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2023-032- RETAINER FOR CYBER NEGOTIATIONS AND CYBERSECURITY ASSESSMENT

SERVICES

AMENDED EXHIBIT B - SCOPE OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

Departmen( of Information Technology. Additionally, unused hours may be added to the Technical
Auditing Services described below.

2. Technical Auditing Services. The Contractor shall also provide one hundred (100) hours
of technical auditing service as described in this Section 2 (collectively, the "Technical Auditing Services")
for each State Fiscal Year during (he Term, in an on-demand capacity and as coordinated with the State
Chief Information Security Officer. Contractor shall provide technical auditing services In four parts:

2.1 Engineering Testing. Contractor shall use vulnerability assessments and
penetration testing techniques. Technical auditing occurs at all levels of the infrastructure, from
perimeter, to application, to network (all layers), design, architecture, and use of cryptography.
Technical auditing is often aided by tools for vulnerability analysis, penetration testing, and static
scanning (Veracode).

2.2 Compliance Auditing. Contractor shall perform, compliance auditing by
performing compliance gap analysis for cybersecurity and regulatory frameworks such as The
Center for internet Security Version 8, The General Data Protection Regulation (GDPR/GDPR
EU), HIPAA, HITRUST, ISO 27001, FERPA.COPPA, PIPEDA.and numerous state and federal
regulations to name a few.

2.3 Privacv Auditing. Contractor shall perform privacy audits for governance,
collection, and processing of personal information.

2.4 Remediations. Contractor shall work with DolT to guide remediation activity,
perform the'remediation for you at your request, or align you with subject matter experts that will
be well versed in taking care of a specific issue.

3. Activity. Deliverables, and Milestones. The hours used for Technical Auditing Services
will be agreed upon in writing between the Contractor and the State Chief Information Security Officer
before work commences and the deliverables are subject to the provisions below.

4. Deliverable Review and Acceptance.

4.1 Non-Software and Written Deliverables Review and Acceptance. The Contractor

shall provide a written Certification that a non-software, written deliverable (such as the Test Plan)
is final, complete, and ready for Review. After receiving such Certification from the Contractor,
the State will Review the Deliverable to determine whether it meets the requirements outlined in
this Exhibit. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable, or its partial or conditional Acceptance of the Deliverable, within five (5) business
days of the State's receipt of the Contractor's written Certification; provided that if the State
determines that the State needs more than five (5) days, then the State shall be entitled to an
extension of up to an additional ten (10) business days. If the State rejects the Deliverable or any
portion of the Deliverable, or if any Acceptance by the State is conditioned upon completion of any
related matter, then the State shall notify the Contractor of the nature and class of the Deficiency,
or the terms of the conditional Acceptance, and the Contractor shall correct the Deficiency or

-o»
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resolve the condition to Acceptance within the period identified in the Work Plan. If no period for
the Contractor's correction of the Deliverable or resolution of condition is identified, the Contractor .
shall correct the Deficiency In the Deliverable or resolve the condition within five (5) business days
or such longer period as the Slate (in its sole discretion) may agree. Upon receipt of the corrected
Deliverable, the State shall have five (5) business days to review the Deliverable and notify the
Contractor of its Acceptance, Acceptance in part, conditional Acceptance, or rejection thereof, with
the option to extend the Review Period up to five (5) additional business days, or mutually agreed
upon timeframe. If the Contractor/ails to correct the Deficiency within the allotted period, the
State may, at its option, continue reviewing the Deliverable and require the Contractor to continue
until the Deficiertcy Is corrected, or immediately terminate the Contract, declare the Contractor in
default, and or pursue its remedies at law and in equity.

4.2. Software Deliverables Review and Acceptance. System/Software Testing and
Acceptance shall be performed as set forth in the Test Plan and more particularly described in
Acceptance and Testing Services described herein.

4.3 Number of Deliverables. Unless the Stale otherwise specifically agrees in writing,
in no event shall the Contractor certify for testing and deliver to the State more than three (3)
Deliverables for review or testing at one tiifie. As the State accepts a Deliverable, an additional
Deliverable may be presented for review but at no time can the Deliverables exceed three (3) at a
lime without the authorization of the State.

4.4 Conditional and Unconditional Acceptance. By accepting a Deliverable, the State
reserves the right to reject any and all Deliverables in the event the State detects any Deficiency in
the System, in whole or in part, through completion of all Acceptance Testing, including but not
limited to, Sofhvare/System Acceptance Testing, and any extensions thereof.

5. Change Orders.

5.1. The State may make changes, revisions, or request enhancements to the Statement
of Work at any lime by written Change Order. The State originated changes, revisions or

•  enhancements shall be approved by the Department of Information Technology. Within five (5)
business days of Contractor's receipt of a Change Order, Contractor shall advise theState, in detail,
of any impact on cost (e.g., increase or decrease), the Schedule, and the Work Plan.

5.2. Contractor may propose a change within the scope of the Contract by written
Change Order, identifying any impact on cost, the Schedule, and the Work Plan. The State shall
acknowledge receipt of Contractor's requested Change Order within five (5) business days. The
State Agency, as well as the Department of Information Technology, must review and approve all
Change Orders in writing. The Slate shall be deemed to have rejected the Change Order if the
Parties are unable to reach an agreement in writing within 30 days of receipt of the Change Order.

5.3. Change orders resulting in an increase of Price Limitation, an extension of time for
Contract completion or a significant change to the scope of the Contract may require approval by
the Governor and Council.
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5.4. A Change Order which Is accepted and executed by both Parties; and ifapplicable
approved by Governor and Council, shall amend the terms of this Agreement.

6. Implementation of Services.

6.1. The Contractor shall employ an industry-standard implementation strategy with a
timeline set forth in accordance with the Work Plan.

6.2. The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project's Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the Project Team,
and Report status.

6.3. The Contractor and the State shall adopt a Charige Management approach to

identi^' and plan key strategies, communication initiatives, and training plans.

7. Proiect Management.

7.1. The Contractor shall provide project tracking tools and templates to record and
manage issues, Risks, Change Requests, Requirements, and other documents used in the
management and tracking of the project. The State believes that effective communication and
Reporting are essential to Project success. The Contractor shall employ effective communication
and Reporting strategies to ensure Project success. The Contractor Key Project Staff shall
participate in meetings as requested by the State, in accordance with the requirements and terms of
this Contract.

7.2. The Project requires the coordinated cfTorls of a Project Team consisting of both
Contractor and Stale personnel. Contractor shall provide all necessary resources to perform its
obligations under the Contract. Contractor is responsible for providing all appropriate resources
and personnel to manage this Project to a successful completion.

7.3. The Contractor shall conduct criminal background checks and not utilize any staff,
including subcontractors, to fulfill the obligations of the contract who have been convicted of any
crime of dishonesty, including but not limited to criminal fraud, or otherwise convicted of any
felony or misdemeanor offense for which incarceration for up to I year is an authorized penalty.
The Contractor shall promote and maintain an awareness of the importance of securing the State's
information among the Contractor's employees and agents.

7.4. The State may, at its sole expense, conduct reference and background screening of
the Contractor's Project Manager and Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement.

7.5. The Contractor shall be responsible for knowledge transfer between all Contractor
project teams for all deliverables defined in this Project Agreement.
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8. The Contractor's Key Project Staff.

8.1. The Contractor's Contract Manager. Contractor shall assign a Contract Manager
who will be responsible for all Contract authorization and administration, including but not limited
to processing Contract documentation, obtaining executive approvals, tracking costs and payments,
and representing the parties in all Contract administrative activities. Contractor's Contract Manager •
is:

JASON SGRO, SENIOR PARTNER. THE ATOM GROUP, LLC
(603)531-0003
JASON@THEATOMCROUP.COM

8.2. The Contractor's Project Manager. Contractor shall assign a Project Manager who
is qualified to perform or supervise the Contractor's obligations under this Agreement. Contractor's
Project Manager is:

JASON SGRO. SENIOR PARTNER. THE ATOM GROUP, LLC
(603)531-0003
JASON@THEATOMGROUP.COM

Contractor's selection of the Project Manager shall be subject to the prior written approval of the
State. The State's approval process may include, without limitation, at the Stale's discretion,
review of the proposed Project Manager's resume, qualifications, references, and background
checks, and an interview. The State may require removal or reassignment of Project Manager who,
in the sole Judgment of the State, is found unacceptable or is not performing to the State's
satisfaction.

Project Manager must be qualified to perfonn the obligations required of the position under the
Contract, shall have full authority to make binding decisions under the Contract, and shall function
as Contractor's representative for all administrative and management matters. Project Manager
must be available to promptly respond during normal Business Hours within Two (2) hours of
inquiries from the Stale, and be at the site as needed. Project Manager must work diligently and use
his/ her best efforts on the Project.

8.3. Change of Proiect Manager. Contractor may not replace the Project Manager or
change its assignment of Project Manager without providing the State written notice and obtaining
the prior approval of the State of the replacement Project Manager. State approvals for replacement
of Project Manager shall not be unreasonably withheld. The replacement Project Manager is
subject to the same requirements and Review as set forth above. Contractor shall assign a
replacement Project Manager within ten (10) business days of the departure of the prior Project
Manager, and Contractor shall continue during the ten (10) business day period to provide
competent project management Services through a qualified interim Project Manager.

8.4. The Contractors Additional Kev Project Staff. The Atom Group may assign
additional Key Project Staff. Notwithstanding the foregoing, The State reserves the right to require
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removal or reassignment of Key Project Staff who are found unacceptable to the Stale. Contractor
shall not change Key Project Staff commitments without providing the State written notice and
obtaining the prior written approval of the State. State approvals for replacement of Key Project
Staff will not be unreasonably withheld. The replacement Key Project Staff shall have comparable
or greater skills than Key Project Staff being replaced.

8.5. Tetminatlon for Lack of Protect Management and Kev Project Staff.
Noiwiihslanding any other provision of the Contract to the contrary, the State shall have the option
to terminate the Contract, declare Contractor in default and to pursue its remedies at law and in
equity, if Contractor fails to assign a Project Manager and/or Key Project Staff meeting the
requirements and terms of the Contract or if the State is dissatisfied with Contractor's replacement
of the Project Manager and/or Key Project Staff.

9. The State Key Project Staff.

9.1. The State's Contract Manager. The Slate shall assign a Contract Manager who
shall function as the State's representative with regard to Contract administration. The State
Contract Manager is:

DENIS COULET.CIO

(603)223-5703
DEN[S.C.GOULET@DO!T.NH.GOV

9.2. The State Project Manager. The State shall assign a Project Manager. The State's
Project Manager is:

KEhJNETH L. WEEKS III

(603)931-9234
KENNETH.L.WEEKSIII@D01T.NH.GOV

The State Project Manager's duties shall include the following; (a) Leading the Project; (b)
Engaging and managing all Contractors working on the Project; (c) Managing significant issues
and risks; (d) Reviewing and accepting Contract Deliverables; (e) Invoice sign-offs; (0 Review and
approval of Change Orders; and (g) Managing stakeholders' concerns.

10. Work Plan. I f hours under this contract are used for services other than Cyber Negotiation
Services or Technical Auditing Services, a workplan will be developed and agreed upon by the CISO and
Contractor in advance.

11. Data Protection. Protection of personal privacy and data shall be an integral part of the
business activities of the Contractor to ensure there is no inappropriate or unauthorized use of State
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of State information and comply with the following conditions:

, GiPage 12 of 17
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I I.I. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft of Personal
Data and non-public information. Such security measures shall be in accordance with recognized industry
practice and not less stringent than the measures the Contractor applies to its own Personal Data and non-
public data of similar kind.

11.2. All data obtained by the Contractor in the performance of this contract and all Personal
Data shall be encrypted at rest and in transit with controlled access. Unless otherwise stipulated, the
Contractor is responsible for encryption of the Personal Data.

11.3. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest and in
transit. The State shall identify data it deems as non-public data to the Contractor. The level of protection
and encryption for all non-public data shall be identified and made a part of this contract.

1 1.4. At no time shall any data or processes that either belong to or are intended for the use of
the Slate or its officers, agents or employees - be copied, disclosed or retained by the Contractor or any
party related to the Contractor for subsequent use in any transaction that does not include the State.

1 1 .5. The Contractor shall not use any information collected in connection with the service
issued from this Contract for any purpose other than fulfilling the service.

12. Data Location. The Contractor shall provide its than Cyber Negotiation Services and
Technical Auditing Services to the State and its end users solely from data centers within the Continerital
United States. All storage, processing and transmission of State data shall be restricted to information
technology systems within the Continental United States. The Contractor shall not allow its personnel or
sub-contractors to store Slate data on portable devices, including personal computers, except as specified
and allowed by the contract, and then only on devices that are used and kept at its data centers within the
Continental United States. The Contractor shall permit its personnel and Contractors to access State data
remotely only to provide technical support and as specified or required by the contract.

13. Security Incident or Data Breach. The Contractor shall inform the State of any security
incident or Data Breach in accordance with NH RSA Chapter 359-C:20: Notice of Security Breach..

13.1. Incident Response. The Contractor mav need to communicate with outside parties

regarding a security incident, which may include contacting law enforcement, fielding media
inquiries and seeking external expertise as mutually agreed upon, defined by law or contained in
the Contract. Discussing security incidents with the State should be handled on an urgent as-needed
basis, as part of the Contractor communication and mitigation processes as mutually agreed upon,
defined by law or contained in the contract.

13.2. Security Incident Reoortine Reouirements. The Contractor shall report a security
incident to the State identified contact immediately if it reasonably believes there has been a
security incident.
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13.3. Breach Reporting Requirements. If the Contractor has actual knowledge of a
confirmed data breach that affects the security of any State content that is subject to applicable data
breach notification law, the Contractor shall (I) promptly notify the appropriate State identified
contact within 24 hours or sooner, unless shorter lime is required by applicable law, and (2) lake
commercially reasonable measures to address the data breach in a timely manner.
13.3. Breach Responsibilities. This Section 13 only applies when a Data Breach occurs with
respect to State data within the possession or control of the Contractor and/or the third party
designee hosting the data as agreed upon by the Contractor and the State.

13.4 The Contractor, unless stipulated otherwise, shall immediately notify the
appropriate State identified contact by telephone in accordance with the agreed upon security plan
or security procedures if it reasonably believes there has been a security incident.

13.5 The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
Slate identified contact within 24 hours or sooner by telephone, unless shorter time is required by
applicable law, if it confirms that there is, or reasonably believes that there has been a Data Breach
the Contractor shall;

13.5.1 cooperate with the State as reasonably requested by the State to investigate
and resolve the Data Breach;

13.5.2 promptly implement necessary remedial measures, if necessary; and

13.5.3 document responsive actions taken related to the Data Breach, including
any post-incident review of events and actions taken to make changes in busiiiess practices
in providing the services, if necessary.

13.6. Unless otherwise stipulated, if a Data Breach is a direct result of the Contractor's
breach of its contract obligation or the third-party hosting company to encrypt Personal Data or
otherwise prevent its release, the Contractor and/or the third-party hosting company shall bear the
costs associated with:

13.6.1 the investigation and resolution of the Data Breach;

13.6.2 notifications to individuals, regulators or others required by State law;

13.6.3 a credit monitoring service required by State (or federal) law;

13.6.4 a website or a toll-free number and call center for affected individuals

required by State law all not to exceed the average per record per person cost calculated
for Data Breaches in the United States (currently $201 per record/person) in the most recent
Cost of Data Breach Study; Global Analysis published by the Ponemon Institute at the time
of the Data Breach; and
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13.6.5 complete ail corrective actions as reasonably determined by the Contractor
based on root cause; all [Section 13.6.1 through Section 13.6.4] subject to this Contract's
limitation of liability.

Remainder ofthis page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

1. Retainer.

1.1. The State agrees to pay Contractor a refundable retainer in the amount of Two Hundred
Thirty-Eight Thousand Nine Hundred Thirty-Six and 40/100 Dollars ($238,936.40), which will be deemed
an advance for all fees and costs to be incurred by Contractor during the State Fiscal Year of 2024 in
providing the Cyber Negotiation Services and Technical Auditing Services in accordance with the terms
and conditions of this Contract. This initial retainer, as well as any future amounts requested by Conlraclor
as an additional retainer, will be held in a separate deposit account (the "Trust Account"^ maintained by
Contractor. Contractor agrees that any funds provided by the State as a retainer shall not be cominglcd with
any other funds. The State authorizes the Contractor to Counsel to withdraw any amounts held in the Trust
Account to pay the fees and other charges, as described below, as they become due.

1.2. The sums paid to Contractor as the initial retainer have been appropriated only to pay for
the costs of the Cyber Negotiation Services and Technical Auditing Services provided by Contractor during
the State Fiscal Year of 2024. For each subsequent State Fiscal Year during the Contract Term, Contractor
may request an additional retainer for each subsequent State Fiscal Year.

1.3. in the event that any sums held as retainer are depicted prior to the end of the State Fiscal
Year for which the sums have been appropriated, the Contractor shall immediately notify the State and
cease all services. Contractor may request the State for additional retainer to cover the cost of any services
to be rendered for the remainder of the then current State Fiscal Year.

1.4. Contractor acknowledges and agrees that any requests for additional retainer shall be
subject to the approval of the Governor and Executive Council of the Stale of New Hampshire.

2. Contractor's Fees. The Slate shall pay Contractor by the hour at the rates set forth below
for all lime spent in providing the Cyber Negotiation Services and Technical Auditing Services hereunder.
Contractor's hourly rates are as follows:

For services rendered between 8:00 AM -6:00 PM ET SI 75.00 per hour, and

For services rendered between 6:01 PM - 7:59 AM ET $220.00 per hour.

3. Travel Expenses. The Stale will not be responsible for any travel or out of pocket expenses
incurred in the performance of the Cyber Negotiation Services and Technical Auditing Services performed
under this Contract. The Contractor must assume all travel and related expenses incurred by Contractor in
performance of its obligations. All labor rales in this Agreement will be considered "Fully Loaded",
including, but not limited to meals, hotel/housing, airfare, car rentals, car mileage, and any additional out
of pocket expenses.

State o^^foj^raci
Date:
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4. Shipping Fees. The Stale will not pay for any shipping or delivery fees unless specifically
itemized in this Agreement.

5. Invoicing.

5.1. The fees specified above at Section 2 will be Invoiced by the Contractor to the State
periodically on a monthly basis. Each invoice will be due and payable within thirty (30) calendar days
following the date that appears at (he top of the first page of the invoice. Each invoice will include a brief
description of the services performed, the date that such services were performed, the initials of the
Contractor's personnel who performed the services, as well as the amount, rate, ar>d basis for the fee
calculation.

5.2. The State reserves the right to contest any invoice submitted by contractor, regardless of
whether the State paid the invoice so contested.

6. Invoice Address. Invoices may be sent to;

DEPARTMENT OF INFORMATION TECHNOLOGY

ACCOUNTS RECEIVABLE

27 HA2EN DRIVE

CONCORD, NH 03310

7. Overpayments to the Contractor. The Contractor shall promptly, but no later than fifteen
(15) business days, return to the State the full amount of any overpayment or erroneous payment upon
discovery or notice from the State.

8. Credits. The Slate may apply credits due to (he State arising out of this Contract, against
the Contractor's invoices with appropriate information attached.

Remainder of this page intentionally lej) blank
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State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certily that THE ATOM GROUP LLC is a New

Hampshire Limiied Liability Company registered to iransoci business in New Hampshire on April 12, 2007. 1 further certify that

all fees and documents required by the Secretary of State's oflice have been received and is in good standing as for as this ofTicc is

concerned.

Business ID: 576086

Certificate Number: 0006291759

as

S
o •o

%
%

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 4th day of August A.D. 2023.

David M. Scanlan

Secrelarv of State



LLC Certification of Authority

I, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC hereby certify thai

JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited

liability partnership under RSA 304-B.

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. I

further certify that it is understood that the Stale of New Hampshire will rely on this

certificate as evidence that the person listed above currently occupies the position indicated

and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: AUG 4, 2023 ATTEST:
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
V Hazen Dr« Concord. NH 03301

Pax; 603-271-1516 TDO AoreM: 1400-735-2964

tvwwj^h.gov/doil

DenU Coolet
Comtrduiontt

Sq)tembcr 14, 2022

Mil Excdiency, Governor Chiut^her T. Sununu
and the Hoaorable Executive Council

State Houm

Concord, New Hampshire 03301

MQVEffTRP ACTION

Authorize the Department of lofonnalion Technology to enter into a Sole Soorce contract with The
Atom Group, LLC. of Portsmouth, NH CVC# 313392) in an amount not to exceed $210,000 for the purpt^
of providing for 200 Hours of Cyber Negotiations oo Retainer and 100 houn of Cybersecurity Testing
and Remediation pa year for four yean, effective upon Governor and Executive Council
approval through Decereba 31.2026. Source of Funds: 100% Federal Funds.

Funds arc available in the following account for State Fiscal Year 2023.

CAT»-DBPTP-ACENCY(»-ACT1VIT»-
ACCOUNTINC UNIT OEPT NAME- AGENCY
NAME -ACCOUNTINC UNIT NAME.CLASS-
OBJECT- DESC

JOB* SPY 23

01-03-03-030010-26410000-DepaiinKni orinformation
Technolofy-ARP Cyber Protection Progrtm
046-3004d5-IT Consutianu Activity Code

0OFRF6O2GSO3O2A $210,000

Ey?iLA^A-ng^

This contract is sole source because it accelerates the State's icnplementation of Cyber Self-
Insurance and has signiftcant pndng advantages for the state u the rates for the services to the public
sector have already been negodated and significantly discounted. The discounted rates from a crusted
paitna are available only because this contract leverages an existing Public-Private partnership farmed by
the New Hampshire Public Risk Mansgement Exchange's (PRIMEX) Risk Managers with The ATOM
GROUP LLC.

When PRJMEX evaluated potential service providers for their municipal memben, they looked closely at
multiple firms and chose to form the partnership vdlb Atom Group informed by the following:

I.

2.

ATOM is a New Hampshire company recoirunended to PRIMEX by New Era. a previous
managed service provida they used for various services.
The recommendation resulted in a partnership to provide C^ersecurity Audits for five Membds
(two towns, one city, one county, and one school district) with the intent of providing a baseline
of the cybersecurity maturity of PRIMEX' Membership.

'Inncvotivt Techno/og/ei ToOey/ofNtw Hompshin's romorrow*



His Excellency, Governor Chrisiophei' T. Sununu
Pejc 2

3. Through ihis en^gcmcnt, and because of ATOM'S position as a New Hampshire company, their
employee professionalism, timely response, job knowledge, and positive interaction with
Members of the Exchange, PRJMEX engaged ATOM to begin work as a forensic first responder.

4. Funher vetting was done by PRIMEX reinsurer, Beazley, prior to ATOM'S final approval. Both
PRIMEX and Beazley conducted a review of employee backgrounds, relevant certifications, and
clearances to ensure a sustainable partnership could be formed.

5. Beazley also reviewed ATOM'S capabilities and capacity as a forensic first response provider to
include their billing rates, and ultimately approved them for use in New Hampshire by PRJMEX
on behalf of more than 350 Lower Political Subdivisions.

The Department of information Technology respectfully requests approval of this contract.

Respectfully Submitted,

Commissioner

DG/RA

OolT #2023-032

RJD: 71820

cc: Ken Weeks, DolT Director/Chief Information Security Officer

'innovativt Technologies Today for New Hampshire's Tomorrow"
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATINO TECHNOLOGY
2023-032. RETAINER FOR CYBER NEGOTUTIONS AND CYBERSECURITY ASSESSMENT

SERVICES
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS . P37

FORM NUMBER p.37 (version 12/11/2019)

Notice: This sgreemenl end all ofits allachmenu shall become public upon submission to Governor
and Executive Council for approval. Anjr informoiion that is privoic, confldcniial or
proprietary must be clearly ideniincd to the agerKy artd agreed to in writing prior to signing
the com/act.

AGREEMENT

The Siaie of New Hampshire and (he Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

IDENTIFICATION.

I.I State Agency Name

DEPARTMENT OF INFORMATION TECHNOLOGY

1.2 Stale Agency Address

27 HA26N DR. CONCORD, NH 03310

1.3 Coniractor Name

THE ATOM CROUP LLC

1.4 Contractor Address

33 JEWEL CT, PORTSMOUTH, NH. 0380!

1.5 Contractor Phone

Number

(603)501-0003

1.6 Account Number

Ot-O3-O3-0](XH 0-26410000-

Dcpartmcni o f 1 nformsi Ion
Tcchnology-ARP Cyber
Protection Program-
046-500463'lT Consultants

1.7 Completion Date

Woric Complete by 31
Dec 2026. 1^1 Invoice
NLT3I DEC 2024 to

meet ARPA

rcouirements.

1.8 Price Limitation

S210,000

1.9 Contracting OfTicer for State Agency

Denis Coulci

1.10 State Agency Telephone Number

603-223-5703

1.11 extractor Stature

'\ /•—^

1. II Name and Title of Contractor Signaiory

Jason Sgro, Senior Partner, The Atom Group, LLC

t. 13VState Ag^y Signature 1.14 Name and Title of Stale Agency Signaiory

Denis Goulet, CIO

1.15 Approval by the N.H. Department of Administration, Division of Personnel Ofopplicable)

By: Otreclor, On:

1.16 Approval by the Attorney General (Form, Substance and Execution) 0/opplicoble)

By; ^ On: September 16, 2022
1.17 Approval by the Governor and Executive Council OfoppOcable)

Page 4 of 36 w -
Contractor Initials: \fj ?



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATINO TECHNOLOGY
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C&C hem number: G&C Meeting Dale:

Page 5 of 36
Contraclor Initials:.



state OF NEW HAMPSHIRE

DEPARTMENT OF INFQRMATJNO TECHNOLOGY
2023-032- RETAINER FOR CYBER NEGOTIATIONS AND CYBERSECURITY ASSESSMENT

SERVICES
'  STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

2. SERVICES TO BE PERFORMED. ThcSuieorNcw

Hsmpshire, octing through the agency identined in block I. I
("Stfite"), engages contractor identified in block 1.3
("Contractor") to perform, and the Contractor shall perform,
the v^-ork or sale of goods, or both, identifted and more
ponicularly described in the aiiachcd EXHIBIT B ̂vhich is
incorporated herein by reference ("Ser>'ices").

3. eFFECTIve DATe/COMPLETlON OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
opplicoble, this Agreement, and all obligations of the parties
hereunder, shall become erTeciive on the date the Governor
and Executive Council approve this Agreement as indicated
in block 1.17, unless no such approval is required, in which
case-ihc Agreement shall become elTeciivc on the dale the
Agreement is signed by the State Agency as shown in block
1.13 ("EfTeciive Date").
3.2 If (he Contractor commerces (he Services prior to the
EfTcciive Date, all Services performed by the Contractor
prior to the EiTcciivc Date shall be performed at the sole risk
of the Contractor, and in the event that this Agreement does
not become cITeciive, the Stale shall have no liability to the
Contractor, .including without limilalion, any obligaiion to
pay the Contractor for any costs incurred or Services
performed. Contractor must complete all Services by the
Completion Date sped fled in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this. Agreement to the
contrary, all obligations of the State hereunder, Including,
without limitation, (he continuance of payments hereunder,
are contingent upon the availability and continued
appropriation of funds affccicd by any state or federal
legislative or executive action that reduces, eliminates or
otherwise modifies the appropriation or availability of
funding for this Agreement and the Scope for Services
provided in EXHIBIT B, in whole or in part. In no event shall
the State be liable for any payments hereunder In excess of
such available appropriated funds. In the event of a reduction
or termination of appropriated funds, the State shall have the
right to withhold payment until such funds become available,
if ever, and shall have the right to reduce or terminate (he
Services under this Agreement Immediately upon giving the
Ccntracior notice of such reduction or termination. The Stoic

shall not be required to transfer funds from any other account
or source to (he Account identified in block 1.6 In the event

funds in that Account are reduced or unavailable.

5. contract price/price LIMITATION/ PAYMENT.
5. I The coniraci price, method of payment, and terms of payment
are ideniified and more particularly described in EXHIBIT C
ivhich is incorporated herein by reference.
5.2 The payment by the State of (he contract price shall be the
only and the complete reimbursement to the Contractor for alt

expenses, of whatever nature incurred by the Contractor In the
performDnce hereof, and shall be the only and the complete
compensation to the Conlracior for the Services. The Stale shall
have no liobility to (he Contractor other than the contract price.
5.3 The Slate reserves the right to'offset from any amounts
othcrNvisc payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.
5.4 Not^vithsianding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. compliance by contractor with LAWS AND

REGULATIONS/ , EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authoriiies which impose any' obligation or duly upon (he
Contractor, including, but not limited to, civil rights,and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United Slates, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations arvd guidelines as (he
State or the United Stales issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.
6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment-
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take afrirmaiive action to
prevent such discrimination.
6.3. The Contractor agrees to permit the State or United States
access to any of (he Contractor's l^ks, records and accounts for
(he purpose of ascertaining coffipliance v\'iih all rules, regulations
and orders, and the covenants, terms and conditions of this
Agrecmcnl.

7. PERSONNEL.

7.1 The Contractor shall at iiso\vn expense provide all personnel
necessary to perform the Services. The Contractor warrants that all

Page 6 of 36
Contractor Iniiiais:
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personnel cngoged in (he Services shall be qualified lo perform (he
Services, artd shall be properly licensed and oihent'ise authorized
(0 do so under oil applicable lavvs.
7.2 (Jnlcss otherwise outhorized in >vriiing, during (he icrm of this
Agreement, and for a period ofsix (6) months after the Completion
Dale in block 1.7, the Contractor shall not hire, and shall not permit
any subcontraaar or other person, finn or corporation with whom
it is engaged In i combined efTon to perfomi the Services to hire,
any person who is a State employee or ofnclal, who is materially
Involved in the procurement, administration or pcrformanceofthis
Agreement. This provision shall survive termination of this
Agreement.
7.3 The Contracting OfTicer specified in block 1.9, or his or her
successor, shall be the State's representative. In the event of any
dispute concerning (he intcrprciaiion of this Agreement, the
Contracting Officer's decision shall be final for the State.

8. EVENT OF OEFAULTfREMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contraaor shall constitute an event of default hcreundcr ("Event
orOefault"];
8.1.1 failure to perform the Services salisfactorily or on schedule;
8.1.2 failure to submit any iepon required hcreundcr; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.
8.2 Upon (he occurrence of any Event of Ocfauii, the Stale may
take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be rerhcdied within, in the absence of a.
greater or lesser specification of time, thirty (30) days from the
dale of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective iw-o (2) days aOcr giving the
Contractor notice of termination;

8.2.2 give the Contractor a wHtien notice specifying (he Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which vvould otherwise accrue to the Contractor during the period
from the daieofsuch notice until such time as the State determines

that the Contractor has cured the Event of Default shall never be

paid to the Contractor;
8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations (he State may owe
to the Contractor any damages the State suffers by reason of any
Event of Ocfault; and/or
8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, icrminate the Agreement
and pursue any of its remedies at taw or in equity, or both.
8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with

regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Evcni of Default shall
be deemed a waiver of the right of the Stale to enforce each and
■11 of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its sole
diKrction, terminate the Agreement for any reason, in whole or in
pan, by thiny (30) days written notice to thc Contractor that (he
State is exercising its option to terminate the Agreement.
9.2 In (he event of an early termination of (his Agreement for any
reason other than the completion of the Services, the Contractor
shall, at (he Stale's discretion, deliver lo (he Coniraciing OfTicer,
not later than nfleen (15) days afler the date of termination, a
report ('Termination Report") describing in detail all Services
performed, and the contract price earned, to and Including the date
of termination. The form, subject matter, content, and number of
copicsof the Termination Report shall be Identical to those of any
Final Report described in ihe oilached EXHIBIT 8. In addition, at
the Slate's discretion, the Contractor shall, within 15 days of notice
of early termination, dex'clop and submit to the State a Transition
Plan Tor services under the Agreement.

10. data/access/confidentiality/
preservation.
10.1 As used in (his Agreement, the »rord "data" shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, at! studies, reports. Hies,
formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproduclions, drawings, anaiyses, graphic
representations, computer programs, computer printouts, noies,
letters, memoranda, papers, and documents, all whether Tmlshcd
or unHnished.
10.2 All dau and any property which has been received from the
State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be relumed
to the State upon demand or upon termination of this Agreement
for any reason.
10.3 Conndeniiality of data shall be governed by N.H. RSA
chapter 9l*A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR'S RELATION TO the state. In the
performance of this Agreement the Contractor Is in all respects an
independent contractor, and is neither an agent r>or an employee of
the Stale. Neither the Contractor nor any of its ofTicers,
employees, agents or members shall have authority to bind the

Page 70136
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State or receive arty benenis,' ̂ vorkert' compensation or other
emoluments providcid by the State to its employees.

12. ASSICNMENT/DELCCATI0N/SU8C0NTIUCTS.

12.) The Conireetor shall not assign, or otherwise tronsrer any
interest in this Agreement without the prior written notice, u^ich
shall be provided to the State at least nneen (IS) days prior to the
assignment, end a written consent of the State. For purposes of this
paragraph, a Change or Control Shall constitute assignment.
"Change of Control" means (a) merger, consolidation, or a
transaction or scries of related transactions in t^'hich a third party,
together uith its Drnilates, becomes the direct or indirect o^%'ner of
nfly percent (50%) or more of the voting shares or similar equity
interests, or combined voting power of the Ccnlroclor, or (b) the
sale of all or substantially all of the assets of the Contractor.
12.2 None of the Services shall be subcontracted by the Contractor
without prior writien notice and consent of the State. The State is
entitled to copies of all subcontracts and assignment agreements
ond shall not be bound by any provisions contained in o
subcontract or an assignment agreement to which it is not o party.

U. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
ofTicers and employees, from ond against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its omccrs or employees, which arise out of (or which
may be claimed- to arise out of) the acts or omission of the
Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduei. The State shall not be
liable for any costs incurred by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
Immur^iiy of the Slate, vshich immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the termination
of this Agreement.

\4. INSURANCE.

14.1 The Contractor shall, at its sole e-tpense, obtain and
continuously maintain in force, and shall require any subconiracior
or assignee to obtain and maintain in force, the following
insurance:

14.1.1 commercial general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
than S 1,000,000 per occurrence ond S2,000,000 aggregate or
excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagreph 10.2 herein, In an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagreph 14.1 herein shall be
on policy forms and endorsements approved for use in the Siaicof
New Hampshire by the N.H. Department of Insurance, and issued
by insurers licensed in the State of New Hampshire.
14.2 The Contractor sholl furnish lo the Contracting OITicer
identified in block 1.9, or his or her successor, a cenificatcfs) of
insurance for all insurance required under (his Agreement.
Contractor shall also furnish to the Contracting OfTiccr Idemincd
in block 1.9, or his or her successor, certinc8lc<s) ofinsurance for
all rene\val(s) of insurance required under this Agreemeni no later
than ten (10) doyi prior to the e.tpiration date of each insurance
policy. The certiricaic(s) of insurance and any renewals thereof
shall be attached and are incorporated herein by reference.

15. WORKERS'COMPENSATION.

15.1 By signing this ogrccment, the Contractor agrees, cenincs
and \varr8nis that the Contractor is In compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A ("Workarj'
Compensoiion ").
15.2 To the e.xicnt the Contractor is subject to the requirements of
N.H. RSA chapter 28)*A, Contractor shall maintain, end require
any subcontractor or assignee to secure end maintain, payment of
Worken' Compensation in connection with activities which the
person prqwses lo undertake pursuant to this Agreement. The
Contractor shall furnish (he Contracting OrTicerideniirted in block
1.9, or his or her successor, proof of Workers' Compensation in
the monncr described in N.H. RSA chapter 28l>A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation premiums
or for any other claim or benefit for Contractor, or any
subconiractdr or employee of Comracior, which might arise under
applicable State of New Hampshire Workers' Compensation laws
in connection with the performance of the Services under this
Agreement.

16. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have been duly delivered or given at the time of
mailing by ccrtiried mail, posuge prepaid, in a United States Post
Omcc addressed to the panics at the addresses given in blocks 1.2
and 1.4, herein.

17. AMENDMENT, This Agreement may be emended, waived
or discharged only by an'instrument in writing signed by the
parties hereto and only aflcr approval of such amendment, waiver
or discharge by ihe^Covcmor and Executive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to State law. rule or policy.
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18. CHOICE OF LAW AND FORUM. Thij Agrcemcm shall
be governed, interpreicd and consirued in accordance with the
laws of (he Siatc of Nc^v Hompshire, and is binding upon and
inures lo the beneru of the parties and their respective successors
and assigns. The tvording used in this Agreement is (he x^ording
chosen by the panics to e.tprcss their mulual intent, and no rule of
consirvction shall be applied against or in Tavor ofany party. Any
actions arising out of this Agreement shall be brought ond
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction ihcrcof.

19. CONFLICTING TERMS. In the event of a connici bettvecn
the terms of this P07 form (as modified in EXHIBIT A) and/or
attachments and amendment ihcreof, the terms of the P-37 (as
modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do noi intend to benefit
any third parties and ihis Agreement shall noi be construed to
confer any such benefit.

21. HEADINGS. The headings throughout the Agreement arc
for reference purposes only, and the words contained therein shall

in no ^vay be held lo explain, modify, amplify or aid in the
inlerprctalion, consiruction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

22. SEVERaBILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any slate or federal law, (he remaining provisions of
this Agreement will remain in full force and efTcct.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed art original, constitutes the entire agreement and
understanding bettvecn the parties, and supersedes oil prior
agreements ond understandings with respect to the subject matter
hereof.
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SERVICES

EXHIBIT A - SPECIAL PROVISIONS

EXHIBIT A • SPECIAL PROVISIONS

The terms outlined in the P-37 Gtneral Provisions are modified as set forth below;

A.] Provision 3, CITective Date/Completion of Services, is updated with the following
addition:

3.3 The Term may be extended up to Three (3) yeafs(s), ("Extended Term") at the sole
option of the State, subject to the parties prior written Agreement on applicable fees
for each extended Term, up to but not beyond August 3), 2026 under the same terms
and conditions, subject to approval of the Governor and Executive Council..

A.2 Provision S, Controct Price/Price Limitotion/ Payment, Is updated with the following
addition:

S.S The State's liability under this Agreement shall be limited to monetary damages not
to exceed the contract price pursuant to Paragraph S.2. The Contractor agrees that it
has an ad^uate remedy at law for any breach of this Agreement by the State and
hereby waives any right to specific peiTormance or other equitable remedies against
the Slate. Subject to applicable laws and regulations, in no event shall (he State be
liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein contained shall be deemed
(0 constitute a waiver of the sovereign immunity of the State, which immunity Is
hereby reserved to the State.

A.3 Provision 8, Event of Default/Remedies, is updated with the following addition:

8.2.5 give the Contractor a written notice specifying the event of Oefauit, terminate the
agreement as breached, and procure Services that are the subject of the Contract from
another source and Contractor shall be liable for reimbursing the State for the
replacement Services, and all administrative costs directly related to the replacement
of the Contract and procuring the Services from another source, such as costs of
competitive bidding, mailing, advertising, applicable fees, charges or penalties, and
staff lime costs; all of which shall be subject to the limitations of liability set forth in
the Contract.

A.4 Provision 9, Termination, is deleted and replaced with the following:

9. TERMINATION

9.1 Notwithstanding paragraph 8; the State may, at its sole discretion, and with written
notice, terminate the Agreement for any reason, in whole or in part. In the event of
such termination, the Contractor shall immediately stop all work hereunder end shall
immediately cause any and all of its suppliers end subMniraciors to cease work. The
State shall liable for cost of all Services and Oeliverables for which Acceptance has
been given by the Slate, provided through the date of termination but will not be liable
for any costs for incomplete Services or winding down the Contract activities. The
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Contractor shall not be paid for any work pcrfonned or costs incurred which
reasonably could have been avoided.

9.2 Termination Procedure

9.2.1 Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require Contractor to deliver to the State any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated.

9.2.2 After receipt of a notice of termination, and except as otherwise directed by
the State, Contractor shall;

a. Stop work under the Contract on the date, and to the extent specified,
in the notice;

b. Promptly, but in no event longer than ten (10) days after termination,
terminate its orders and subcontracts related to the work which has
been terminated, and settle all outstanding liabilities and all claims
arising out of such termination of orders and subcontracts, v/ith the
approval or ratification of the State to the extent required, which
approval or ratification shall be final for the purpose of this Section;

c. Take such action as the State directs, or as necessaiy to preserve and
protect the property related to the Contract which is in the possession
of Contractor and in which the State has an Interest;

d. Take no action to intentionally erase any State data until directed by
the State;

e. Transfer title to the Slate and deliver in (he manner, at (he times, and
to (he extent directed by the Slate, any property which is required to
be furnished to the Slate and which has been accepted or requested by
the Stale;

f. Implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the parties;

g. Securely dispose/destroy of all requested data in all of its forms, such
as disk, CD / DVD, backup tape and paper, when requested by the
State. Data shall be permanently deleted and shall not be recoverable,
according to National institute ofStandards and Technology (NIST)-
Special Publication (SP) 800-88 approved methods. Certificates of
destruction shall be provided to (he State; and

h. Provide written Certification to (he Slate (hat Contractor has

surrendered to the Stale all said property and after 180 days has erased
all State data.

9.2.3 If the Contract has expired, or terminated prior to the Completion Date, for
any reason, the Contractor shall provide, for a period up to ninety (90) days
after the expiration or termination, all transition services requested by (he
Stale, at no additional cost, to allow for the expired or terminated portion of
the Services to continue without interruption or adverse effect, and to facilitate
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ihe orderly iransfer of such Services to the State or its designecs ("Trai«ition
Services").

9.2.4 This covenant in paragraph 9 shall survive the termination of this Contract.

A.S Provision 10, Oata/Accc3s/Connden(ialiry/Preservation, is updated with the following
addition:

10.4 In performing its obligatioris ur>der this Agreement. Contractor may gain access to
Conndential Information of the State. Confidential Information includes any and all
information owned or managed by the State of NH • created, received from or on
behalf of any Agency of the State or accessed in the course of performing contracted
Services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Informalion (PHI), Personally Identifiable Information (Pit),
Personal Financial Information (PFI). Federal Tax Information (FTI), Social Security
Numbers (SSN), Payment Card Industry (PCI), and or other sensitive and Confidential
Information. The Contractor shall not use the Confidential Information developed or
obtained during the performance of. or acquired, or developed by reason of the
Agreement, except as directly connected to and necessary for the peiformance of the
Agreement. Contractor shall maintain the confidentiality of and protect from
unauthorized use. disclosure, publication, and reproduction (collectively "release"),
all Confidential Information.

10.4.1 In the event of the unauthorized release of Confidential Information,
Contractor shall immediately notify the Stale's Informalion Security Officer,
and the State may Immediately be entitled to pursue any remedy at law and in
equity, including, but not limited to, injunciive relief.

10.5 Subject to applicable federal or State laws and regulations, Confidential Informalion
shall not include information which:

a. shall have otherwise become publicly available olher than as a result of disclosure
by the receiving Party in breach hereof;

b. was disclosed to the receiving Party on a non-confidential basis from a source
other than the disclosing Party, which the receiving Party believes is not
prohibited from disclosing such information as a result of an obligation in flavor
of the disclosing Party;

c. is developed by the receiving Party independently of, or was known by the
receiving Party prior to, any disclosure of such information made by the disclosing
Party; or

d. is disclosed with the written consent of the disclosing Party.

10.6 A receiving Party also may disclose the disclosing Party's Confidenliai Information
to the extent required by an order of a court of competent jurisdiction. Any disclosure
of (he Confidential information shall require the prior wrinen approval of the Slate.
Contractor shall immediately notify the Slate if any request, subpoena or other legal,
process is served upon Contractor regarding the Confidential Informalion, and
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DEPARTMENT OF INFORMATINO TECHNOLOGY

2023-032- RETAINER FOR CYBER NEGOTUTIONS AND CYBERSECURITY ASSESSMENT

SERVICES

EXHIBIT A - SPECIAL PROVISIONS

Contrecior shall cooperate with the Slate in any efTon the Slate undertakes to contest
the request, subpoena or other legal process, at no additional cost to the Stale.

tO.7 Contractor Confidential Information. Contractor shall clearly identify in writing all
information it claims to be confidential or proprietary upon providing such
information to the State. For the purposes of complying with its legal obligations, the
Stale is under no obligation to accept the Contractor's designation of material as
confideniial. Contractor acknowledges that the State is subject to State and federal
laws governing disclosure of information including, but r>ot limited to, RSA Chapter
91-A. In the event the State receives a request for the information identified by
Contractor as confidential, (he Slate shall notify Contractor and specify the date the
State will be releasing the requested information. At (he request of the State,
Contractor shall cooperate and assist the Slate with the collection and review of
Contractor's information, at no additional expense to the Stale. Any effort to prohibit
or enjoin the release of the information shall be Contractor's sole responsibility and at
Contractor's sole expense. If Contractor fails to obtain a court order enjoining the
disclosure, the Slate shall release the information on the date specified in the State's
notice to Contractor, without any liability to the State.

10.8 This covenant in paragraph 10 shall survive the termination of this Contract.

A.6 Provision 12, Asaignment/Oelegation/Subconlracts, is updated with the following
addition:

12.3 in the event that Contractor should change ownership for any reason whatsoever that
results in a change of control of the Contractor, the State shall have the option of:

a. continuing under the Agreement with Contractor, its successors or assigns for the
full remaining Term of (he Agreement or for such period of time as determined
necessary by the State;

b. immediately terminate the Agreement without liability to or further compensation
owed to Contractor, its successors or assigns.

A.7 The following Provisions are added and made part of the P37:

25. FORCE MAJCURC

25.1 Neither Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock. outs, riots, and acts of War, epidemics, acts of Government, fire,
power failures, nuclear accidents, earthquakes, end unusually severe weather.

25.2 Except in the event of the foregoing, Force Majeure events shall not include (he
Contractor's inability to hire or provide personnel needed for the Contractor's
performance under the Contract.

26. EXHIBITS/ATTACHMENTS
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DEPARTMENT OF INFORMAT[NO TECHNOLOGY

2023-032- RETAINER FOR CYBER NEGOTIATIONS AND CYBERSECURITY ASSESSMENT

SERVICES

EXHIBIT A - SPECIAL PROVISIONS

The Exhibits and Attachments referred to in and attached to (he Contreci are incorporated
by reference as if fully included in (he (exi of the Contract.

27. NON-EXCLUSIVE CONTRACT

The State reserves ihe right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identified under this Agreement. Contractor shall make best efforts
to coordinate work with all other State vendors performing Services which relate to the work
or Deliverables set forth in the Agreement. The State intends to use, >vhenever possible,
existing Software and hardware contracts to acquire supporting Software and hardware.

28. GOVERNMENT APPROVALS

Contractor shall obtain all necessary and applicable regulatory or other govemmenia)
approvals rtecessary to perform its obligations urtder the Contract.

29. ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text within this agreement, the
following Order of Precedence shall govern;

i. State of New Hampshire. DEPARTMENT OF INFORMATION TECHNOLOGY
Contract Agreement CONTRACT #2023-032

ii. Contractor Description of Program and Quote, (see Exhibit C)

Remainder ofthis page intentionally left blank
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EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

The Stecemeni of Work, Business and Technics! Requirements, and Deliverables are set forth below;

I. STATEMENT OF WORK

The Contractor shall provide 200 hours/year, for the duration of the contract, under retainer,
for the following services:

I. Advanced Threat Actor Negoliatlons in up to six languages in house at the Atom Croup
and two other languages via pre-defined translation services:

English (Native/Fluent)

Spanish (Naiive/Fluenl)

French (Native/Fluent)

Hungarian (Native/Fluent)

Slovak (Native/Fluent)

Cantonese (Native/Fluent)

Russian (translation)

Mandarin (translation)

2. Fast Currency Exchange Fund including;
•  Office for Foreign Asset Control Due Diligence Validation, and
•  Gemini Secure Crypto Currency Transactions.

A. Office for Foreign Asset Control Validation Process

OfTice for Foreign Asset Control requires validation of aaributicn of any
payment being made to a foreign entity for ransom. In the event of a ransom
payment request, ATOM will perform the following:

1) Validaie with intemal counsel (hat the payment would not be made to any person(s)
appearing on the U.S. Department of Treasury's Office of Foreign Assets Control
(OFAC) Specially Designated Nationals and Blocked Persons List (SDN List) or
countries subject to comprehensive sanctions programs administered by OFAC,
including Crimea, Cuba, Iran. North Korea, and Syria.

2) Validate with intemal counsel that the payment will not be made to further a terrorist
organization or enterprise, e.g., no clear evidence of links to proscribed groups (i.e., -
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"Foreign Terrorisl Organizations" under Section 219 of the (mmigraiion and
Nationality Act, 8 U.S.C. Section 1 189).

3) Perfoi^ an engineering review of the blockchain with specific analysis of the.
attacker's bitcoin address; review prior transactional history; review all transaction
hashes in the wallet to identify other ransoms paid to this attacker and whether (he
attacker is targeting a specific sector or geographical area.

4) Cross reference all discovered attributes against any proprietary database of attackers
used in prior attacks or linked to known criminal groups in Dark Web Marketplaces,
Forums, or Scrapes.

5) Perform an engineering review of the attack vector for known patterns, attribution,
or links to countries or advanced persistent threat groups (APT).

6) Determine (by reverse engineering, signature analysis, and Internet research)
whether the matware variant is linked to known attackers or groups or contains code
that could indicate an attacker's geographical location or native language.

7) Review language, translations, English proHcicncy, Time zone, IP addresses, and
gcolocation indicators to try to determine geographical location and/or whether en -
attacker is deliberately masking their Identity or pretending to come from a difTereni
location, Language, or country.

8) Complete liaising on "no-names" basis with law enforcement to determine if similar
•  'anacks/ransom demands have been linked to terrorist/proscribed groups.

B. Gemini Digital Currency Transactions

1) With approval from the Slate CISO or ClO, ATOM will process requested digital
currency transfer in a normal negotiation where ATOM will accept wire transfer of
funds from the State of New Hampshire Depanment of Information Technology and
process those funds through Gemini for transfer to a threat actor as directed by the
State of New Hampshire Department of Information Technology. ATOM will accept
responsibility for transferring funds up to S2,500,000.00 USD.

2) In an emergency context, such as when a deal can be made with a threat actor for a
lower price if funds can be transferred quickly, or if negotiations require swif^
payment to successfully complete, Contractor will make emergency transfers up to
SSO,000.00 USD within 12 hours, or up to S 100,000.00 USD in 24 hours.
Emergency funds may be requested to pay a partial or full payment of ransom
request pending the successful completion of OFAC Due Diligence. The Slate of
New Hampshire Department of Information Technology may orily request one
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emergency payment at a lime and may not request a second emergency request
unless the previous funding is fully reimbursed.

Hours under this retainer not used for Negotiations or Fast Currency Fund actions
may be used for onsite and remote emergency remediation services, which include
incident command, taw enforcement coordination, engineering quarantine, isolation,
sandbox testing, forensic collection, threat actor attribution, attack vector

f  identification, and inoculation of the environment. All onsile and remote services
and capabilities will be at the disposal of the Stale of New Hampshire Department of
Information Technology. Additionally, unused hours may be added to the Technical
Auditing Services described below.

The Contractor shall also provide 100 hours of technical auditing services in an on-
demand capacity and as coordinated with the Stale Chief Information Security
Officer. Contractor shall provide technical auditing services In four parts:

a) ENOINEERINC TESTING - Contractor shall use vulnerabillry assessments and
penetration testing techniques. Technical auditing occurs at all levels of the
infrastructure, from perimeter, to application, to network (all layers), design,
architecture, and use of cryptography. Technical auditing is often aided by tools for
vulnerability analysis, penetration testing, and static scanning (Veracode).

b) COMPLIANCE AUDITING - Contractor shall perform compliance auditing by
performing compliance gap analysis for cybersccurity and regulatory frameworks
such as The Center for Internet Security Version 8, The General Data Protection
Regulation (CDPR/GDPR EU), HIPAA, HITRUST, ISO 27001. FERPA, COPRA,
PIPEDA, and numerous state and federal regulations to name a few.

c) PRJVACV AUDITING - Contractor shall perform privacy audits for governance,
collection, and processing of personal information.

d) REMEDIATIONS - Contractor shall svork with DolT to guide remediation activity,
perform the remediation for you at your request, or align you with subject matter
experts that will be well versed In taking.care of a specific issue.

2. BUSINESS/TECHNICAL REQUIREMENTS

Business and Technical Requirements arc identified in the above Statement of Work

2.1 Compliance Requirements
Agency Compliance Documents are iderttified In Exhibit G: Attachment 2
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3. ACTIVITY, DELIVERABLE, AND MILESTONE

If any of the hours in this retainer are used for Technical Auditing Services, Activities/
Deliverables/Milestones will be agreed upon in writing between the Contractor and the State
Chief Information Security Officer before work commences and the deliverables art subject
to the provisions below.

4. deliverable REVIEW AND ACCEPTANCE

4.1 Non^Software and Written Deliverables Review and Acceptance
The Contractor shall provide a written Cerlificalion that a non-soflware, written
deliverable (such as the Test Plan) is final, complete, and ready for Review. After
receiving such Certification from the Contractor, the Slate will Review the Deliverable to
determine whether it meets the requirements outlined In this Exhibit. The State will notify
the Contractor In writing of Its Acceptance or rejection of the Deliverable, or its partial or
conditional Acceptance of the Deliverable, within five (S) business days of the State's
receipt of the Contractor's written Certification; provided that if the Slate determines that
the State needs more than five (5) days, then the State shall be entitled to an extension of
up to an additional ten (10) business days.' If the State rejects the Deliverable or any
portion of the Deliverable, or if any Acceptance by the Stale is conditioned upon
completion of any related matter, then the Slate shall notify the Contrector of the nature
and class of the Deficiency, or the lemis of the conditional Acceptance, and (he Contractor
shall correct the Deficiency or resolve the condition to Acceptance within the period
identified in the Work Plan, If no period for the Contractor's correction of the Deliverable
or resolution of condition is Idenlified, the Contractor shall correct the Deficiency in the
Deliverable or resolve the condition within five (5) business days or such longer period as

. ■ the'Stale (in Its sole discretion) may agree.- Upon meipt of the corrected Deliverable, the
State shall have five (5) business days to review the Deliverable and notify the Contractor
of its Acceptance. Acceptance in part, conditional Acceptance, or rejection thereof, with
the option to extend the Review Period up to five (S) additional business days, or mutually
agreed uponlimerrame. Ifthe Contractor falls to correct the Deficiency within the allotted
period, the State may, at its option, continue reviewing the Deliverable end require the
Contractor to continue until the Deficiency is corrected, or immediately lerminate the
Contract, declare the Contractor in default, and or pursue its remedies at law and in equity.

4.2 Software Deliverables Review and Acceptance
SystenVSof^^vare Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Acceptance and Testing Services described herein.

4.3 Numberof Deliverables

Unless the State otherwise specifically agrees in writing, In no event shall (he Contractor
certify for testing and deliver to the State more than three (3) Deliverables for review or
testing at one rime. As the State accepts a Deliverable, an additional Deliverable may be
presented for review but at no lime can the Deliverables exceed three (3) at a time without
the authorization of the Stale.
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4.4 Conditional and Unconditional Acceptonce
By accepting a Deliverable, (he State reserves (he right to reject any and all Deliverables
in the event the State detects any Deficiency in the System, in whole or in part, through

' completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thereof.

5. CHANCE ORDER

The Slate may make changes, revisions, or request enhancements to the Scope of Work at any
time by written' Change Order. The Slate originated changes, revisions or enhancements shall
be approved by the Department of Information Technology. Within five (5) business days of
Contractor's receipt of a Change Order, Contractor shall advise the State, in detail, of any
impact on cost (e.g., increase or decrease), (he Schedule, and the Work Plan.

Contractor may propose a change within the scope of the Contract by written Change Order,
identifying any impact on cost, iheSchedule, and the Work Plan. The State shall acknowledge
receipt of Contractor's requested Change Order within five (5) business days. The Slate
Agency, as well as the Department of Information Technology, must review and approve ell
Change Orders in writing. The Slate shall be deemed to have rejected the Change Order ifthe
Parties are unable to reach an agreement in writing within 30 days of receipt of the Change
Order.

Change orders resulting in an increase of Price Limitation, an extension of lime for Contract
completion or a significant change to the scope of the Contract may require approval by the
Governor and Council.

A Change Order which is accepted and executed by both Parties, and if applicable approved
by Governor and Council, shall amend the terms of (his Agreement.

6. IMPLEMENTATION SERVICES

The Contractor shall employ an industry-standard Implementation strategy with a timeline set
forth in accordance with the Work Plan:

The Contractor shall manage Project execution and provide the tools needed to create and
manage the Project's Work Plan and tasks, manage and schedule Project staff, (rack and
manage issues, manage changing requirements, maintain communication within the Project
Team, and Report status.

The Contractor and (he Slate shall adopt a Change Management approach to identify and plan
key strategies, communication initiatives, and training plans.
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7. PROJECT MANAGEMENT

The Coniracior shall provide projeci tracking tools and templates to record and manage Issues,
Risks, Change Requests, Requirements, and .other documents used in the management and
tracking of the project. The Slate believes that effective communication and Reporting are
essential to Project success. The Conlracibr shall employ effective communication and
Reporting strategies to ensure Projeci success. The Contractor Key Project Staff shall
participate in meetings as requested by the State, in accordance with the requirements 8r>d
terms of this Contract.

I

The Project requires the coordinated efforts of a Project Team consisting of both Contractor
and State personnel. Contractor shall provide all necessary resources to perform its obligations
under the Contract. Contractor is responsible for providing all appropriate resources and
personnel to manage this Projeci to a successful completion.

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fuinil the obltgalions of the contract \vho have been convicted of any aime
of dishonesty, irtcluding but not limited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarcerahon for up to I year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the State's
information among the Contractor's employees and agents.

The State may, at its sole expense, conduct reference and background screening of the
Contractor's Project Manager and Key Project Staff. ̂  The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement.

The Contractor shall be responsible for knowledge transfer between all Contractor projeci
teams for all deliverables defined in this Project Agreement.

7.1 The Contractor Key Project Staff
7.1.1. The Contractor's Contract Manager

Contractor shall assign a Contract Manager who will be responsible for all Contract
authorization and administration, including but not limited to processing Contract
documentation, obtaining executive approvals, tracking costs and payments, and
representing the parties in all Contract administrative activities. Contractor's Contract
Manager is:

JASON SCRO, SENIOR PARTNER, THE ATOM GROUP, LLC
(603)531-0003
JASON@THEATOMGROUP.COM

7.1.2. TheConlraclor's Project Manager
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Coniractor shall assign a Project Manager who is qualified (o perform or supervise the
Contractor's obligations under this Agreement. Contractor's Project Manager is:

JASON SCRO, SENIOR PARTNER. THE ATOM GROUP, LLC
(603)331-0003
JASON@THEATOMGROUP.COM

Contractor's selection of the Project Manager shall be subject to the prior written
approval of the State. The State's approval process may include, without limitation,
at the Stale's discretion, review of the proposed Project Manager's resume,
qualifications, references, and background checks, and an interview. The State may
require removal or reassignment of Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State's satisfaction.

Project Manager must be qualified to perform the obligations required of (he position
under (he Contract, shall have full authority to make binding decisions under the
Contract, and shall function as Contractor's representative for all administrative and
management maners. Project Manager must be available to promptly respond during
normal Business Hours within Two (2) hours of inquiries from the State, and be at the
site as needed. Project Manager must work diligently and use his/ her best efforts on
the Project.

7.1.3. Change of Project Manager
Contractor may not replace the Project Manager or change its assignment of Project

'  'Manager without providing the Slate written notice and obtaining the prior approval
of the State of the replacement Project Manager. State approvals for replacement of
Project Manager shall not be unreasonably withheld. The replacement Project
Manager is subject to (he same requirements and Review as set forth above. Contractor
shall assign a replacement Project Manager within ten (10) business days of the
departure of the prior Project Manager, and Contractor shall continue during the ten
(10) business day period to provide competent project management Services through
a qualified interim Project Manager.

7.1.4. The Contractors AdditionBl Key Project Staff
The Slate considers the following individuals to be Key Project StafTfor this Project:

As task orgariized by Atom Croup to best provide requested services.

The State reserves the right to require removal or reassignment of Key Project Staff
who are found unacceptable to the Stale. Contractor shall not change Key Project
Staff commitments without providing the State written notice and obtaining the prior
written approval of the State. State approvals for replacement of Key Project Staff
will not be unreasonably withheld. The replacement Key Project Staff shall have
comparable or greater skills than Key Project Staff being replaced.
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7.1.5. Termination for Lack of Project Management and Key Project Staff
Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare Contractor in default and to pursue
its remedies at law and inequity, if Contractor fails to assign a Project Manager and^or
Key Project Staff meeting the requirements and terms of the Contract or If the State is
dissalisfled with Contracior's replacement of the Project Manager and/or Key Project
Staff.

7.2 The Slate Key Project Staff
7.2.1. The Slate Contract Manager

The State shall assign a Contract Manager who shall function as the State's
representative with regard to Contract administration. The State Contract Manager Is;

DENIS GOULET.CIO
(603) 223-5703
DENIS.C.GOULET@DOIT.NH.OOV

7.2.2. The State Project Manager
The State shall assign a Projea Manager. The Stale's Project Manager is:

KENNETH L. WEEKS III
(603)931-9234
KENNETH.L.WEeKSIII@DOIT.NH.GOV

The Slate Project Manager's duties shall include the following:

a. Leading the Project;
b. Engaging and managing all Contractors working on the Project;
c. Managing significant issues and risks;
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-offs;
f. Review and approval of Change Orders;
g. Managing stakeholders'concerns.

8. WORK PLAN

Since this is primarily a contract for a retainer for services, there is no pre-defined work plan.
If hours under this contract are used for services other than negotiations and fast currency fund
actions, a workplan will be developed and agreed upon by the CISO and Contractor in advance.
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9. DATA PROTECTION

Protection of personal privacy and data shall be an integral part of (he business activities of
the Contractor to ensure there is no inappropriate or unauthorized use of State information at
any lime. To this end, the Contractor shall safeguard the conridentialiiy, integrity and
availability of State information and comply with the following conditions:

a. The Contractor shell implement artd maintain appropriate administreiive, technical
and organizational security measures to safeguard against unauthorized access,
disclosure or theft of Personal Data and non^public information. Such security
measures shall be in accordance with recognized industry practice and not less
stringent than the measures the Contractor applies to its own Personal Data and non-
public data of similar kind.

b. All data obtained by the Contractor in the performance of this contract and el I Personal
Data shall be encrypted at rest and in transit with controlled access. Unless otherwise
stipulated, the Contractor is responsible for encryption of the Personal Data.

c. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest
and in transit. The Slate shall identify data it deems as non-public data to the
Contractor. The level of protection and encryption for all non-public data shall be
identified and made a pan of this contract.

d. At no time shall any data or processes - that either belong to or ore intended for the
use of the State or its ofTtcers, agents or employees - be copied, disclosed or retained
by the Contractor or any party related to the Contractor for subsequent use in any
transaction that does not include the State.

c. The Contractor shall not use any information collected in connection with the service
issued from this Contract for any purpose other than fulfilling the service.

9.1 Data Location

The Contractor shall provide its Services to the State and its end users solely from data
centers within the Continental United Stales. All storage, processing and transmission of
State data shall be restricted to information technology systems within the Continental
United States. The Contractor shall not allow its personnel or sub-contraciois to store Slate
data on portable devices, including personal computers, except as specified end allowed
by the contract, and then only on devices that are used and kept at its data centers within
the Continental United States. The Contractor shall permit its personnel and Contractors
to access Slate data remotely only to provide technical support and as specined or required
by the contract.

9.2 Security Incident Or Data Breach
The Contractor shall Inform the Stale of any security incident or Data Breach In
accordance with NH RSA Chapter 359-C:20: Notice of Security Breach.

a. Incident Response; the Contractor may need to communicate with outside parties
regarding a security incident, which may include contacting law enforcement,
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fielding media Inquiries and seeking external expertise as mutually agreed upon,
defined by law or contained in the Contract. Discussing security incidents with
the State should be handled on an urgent as-needed basis, as part of the Contractor
communication and mitigation processes as mutually agreed upon, defined by law
or contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the State identified contact immediately iflt reasonably believes there
has been a security incident.

c. Breach Reporting Requiremenls: If the Contractor has actual knowledge of a
confirmed data breach (hat afTects the security of any State content that is subject
to applicable data breach noiiflcailon law, the Contractor shall (1) promptly notify
the appropriate State identified contact within. 24 hours or sooner, unless shorter
lime is required by applicable law, and (2) take commercially reasonable measures
to address the data breach in a timely manner.

10. Breach Responsibilities

10.1 Thissectiononly applies when a Data Breach occurs with respect to State dota within the
possession or control of the Contractor and/or the third party designee hosting the data as
agreed upon by the Contractor and the State.

10.2 The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Slate identified contact by telephone in accordance with the agreed upon security plan or
security procedures if it reasonably believes there has been a security inctdeni.

10.3 The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State
identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it confirms that there is, or reasonably believes that there has been a
Data Breach the Contractor shall:

fl. cooperate with the State as reasonably requested by the Stale to
investigate and resolve the Data Breach;

b. promptly implement necessary remedial measures, if necessary; and
c document responsive actions taken related to the Data Breach,

Including any post-incident review of events and actions taken to
mak'e changes in business practices in providing the services, if
necessary.

10.4 Unless otherwise stipulated, if a Data Breach is a direct result of the
Contractor's breach of its contract obligation or the third party -hosting
company to encrypt Personal Data or otherwise prevent its release, the
Contractor and/or the third party hosting company shall bear the costs
associated with:

a. the investigation and resolution of the Data Breach;
b. notificalions to individuals, regulators or others required by Stale law;
c. a credit nnonltoring service required by State (or federal) law;
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d. a website or a ioll«free number and call center for afTected individuals

required by Stale law — all not to exceed the average per record per
person cost calculated for Data Breaches in the United States
(currently S20I per record/person) in the most recent Cost of Data
Breach Study: Global Analysis published by the Ponemon Institute at
the time of the Data Breach; and

e. complete ell coaective actions as reasonably determined by the
Contractor based on root cause; all ((a) through (e)] subject to this
Contract's limitation of liability:

II ADMINISTRATIVE SERVICES

The Contract shall provide the State with the Administrative Services set forth in the Contract,
and particularly described in Exhibit D: Administrative Services

12 TERMS AND DEFINTIONS

Terms and Definitions applicable to this Contract a/e identified in Exhibit E: Terms and
Definitions.

13 CONTRACTOR'S CERTIFICATES

Required Contractor Certincaies are attached in Exhibit F.

Remainder pfthis page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

The lerms outlined in the Payment Schedule is set forth below:

1. CONTRACT PRICE

Notwiihsianding ony provision In the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the Slate exceed
(he amount indicated in P-37 General Provisions • Block 1.8: Price Limitation. The payment
by (he Slate of (he total Contract price shall be the only, and the complete reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

2. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of ihe Services performed under this Contract. The Contractor must assume all
travel and related expenses incurred by Contractor in performance of its obligations. All labor
rales in this Agreement will be considered "Fully loiiitd", including, but not limited to: meals,
hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

3. SHIPPING FEES

The Stale will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement.

4. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the
Slate. All invoices submitted shall be subject to the State's prior wrinen approval, which shall
not be unreasonably withheld. The Contractor shall only submit invoices for Services or
Deliverables as permitted by the Contract. Invoices must in a formal as determined by the
State and contain detailed informatior>, including without limilalion: iiemization of each
Deliverable and identification of the Deliverable for which payment Is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the
Stale will pay the correct and undisputed invoice within thirty (30) days of invoice receipt.
Invoices will not be backdated and shall be promptly dispatched. Since this Is a retainer for
services, the entire amount for each calender year shall be paid within 30 days of the
effective date of the contract each year.

5. invoice ADDRESS

invoices may be sent to:

DEPARTMENT OF INFORMATION TECHNOLOGY
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ACCOUNTS receivable

27 HAZEN DRIVE

CONCORD, NH 03310

6. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for
ACH payments; hnpsy/www.nh.gov/treasury/staie-vendors/index.htm

7. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fiOeen (IS) business days, return to the State
the full amount of any overpayment or erroneous payment upon discovery or notice from the
Slate.

8. CREDITS

The Slate may apply credits due to the State arising out of this Contract, against' the
Contractor's invoices with appropriate information attached.

9. PAYMENT SCHEDULE

lO.I ContrectType
10.1.1. Activities! Deliverables / Milestones Pricing

This is a Not to Exceed Contract. The total Contract value is indicated in P-37 General
Provisions • Block 1.8: Price Limitation for the period between the Effective Date
through date indicated in P-37 General Provisions • Block 1.7; Completion Date. The
Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following

activities, Deliverables, or milestones appearing in the price and payment tables
below:

10.1.2. Contractor Staff, Resource Hours and Rates Worksheet

Table C-l

VENDOR HOURLY RATES PRICING WORKSHEET

Between 8:00 AM - 6:00 PM ET $175/hr

Behveen6:0l PM-7:59 AM ET S230/hr

10.1.3. Future Contraetor Rates Worksheet

The Slate may request additional Services from the Contractor. The State and
Contractor agree to the following rates in the event the contract is extended as
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described in P-37 General Provisions, Section 3 EfTeciive Date/Completion of
Services.

Remainder ofthis page intentionally (eft blank
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EXHIBIT D-ADMINISTRATIVE SERVICES

1. DISPUTE RESOLUTION

Prior 10 (he filing of any'formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the Party believing Itself aggrieved (the "Invoking Parry") shall call for
progriessive management involvement in 'ihe dispute negotiation by wrinen notice to the other
Party. Such notice shall be without prejudice to the Invoking Pany's right to any other remedy
permitted under the Contract.

The Parlies shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient limes and places, between negotiators for the
Parties at the following successive management levels, each of which shall have a period of
allotted lime as specified below in which to attempt to resolve the dispute:

Table D-I.

DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

LEVEL

contractor
POINT OF

contact

STATE

POINT OF CONTACT

CUMULATIVE

ALLOTEDTIME

Primary Jason Sgro Ken Weeks 5. Days

First Jason Sgro Dennis Goulet 10 Days

The alioned time for the first level negotiations shall begin on (he date the Invoking Party's
notice is received by the other Party. Subsequent allotted time is days from the date that the
original Invoking Party's notice is received by the other Party.

2. ACCESS AND COOPERATION

Subject to the terms of this Agreement and applicable laws, regulations, and policies, the State
will provide the Contractor with access to all program files, libraries, personal computer-based
Systems, Software packages, Network Systems, security Systems, and hardware as required
to complete the contracted Services.

3. RECORD RETENTION

Contractor and its Subcontractors shall maintain all Project records including but not limited
to books, records, documents, and other evidence of accounting procedures and practices,
which properly and sufficiently reflect all direct and indirect costs invoiced in (he performance
of their respective obligations under the Contract. Contractor and its Subcontractors shall
retain all such records for three (3) years following termination of the Contract, including any
extensions. Records relating to any litigation matters regarding the Contract shall be kept for
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one (I} year roilowing ihe termination of all litigation, including the termination of all appeals
or the expiration of the appeal period.

Upon prior notice and subject to reasonable lime frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
ofTicials so authorized by law, rule, regulation or Contract, as applicable. Access to these
iiems shall be provided within Merrimack County of the State of New Hampshire, unless
Otherwise agreed by ihe Stale. Delivery of and access to such records shall be at no cost to the
State during the three (3) year period following termination of the Contract and one (I) year
Term following litigation relating to the Contract, including all appeals or the expiration of the
appeal period. Contractor shall include the record retention and Review requirements of this
section In any of its subcontracts.

4. ACCOUNTING

Coniracior shall maintain an accounting System in accordance with Generally Accepted
Accounting Principles (CAAP). The costs applicable to Ihe Contract shall be ascen'ainable
from the accounting System.

5. AUDIT

The Coniraclor shall allow the State to audit conformance to the contract terms. The State may
perform this audit or contract with a third parly at its discretion and at the Slate's expense.

6. MISCELLANEOUS WORK REQUIREMENTS

6.1 Access 10 State Systems
When work plans are developed under (his contract that require contractor personnel to access state
systems and/or data, the contractor wilt comply with all state information security policies and
procedures.
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EXHIBIT E - TERMS AND DEFINITIONS

The following general contraciing lerms and dermiiions apply except as spcciHcally noted elsewhere in this
Coniroci.

TERM DEFINITION

Acceptance
Notice from (he Slate that a Deliverable has satisfied

Acceptance Test or Review.

Agreement A Contract duly executed and legally binding.

Information required to be kept Confidential and restricted
from unauthorized disclosure under the Contract.

"Confidential Infonnation" or "Confidential Data" means

all private/restricted confidential information disclosed by
one party to the other such as all medical, health, financial,
public assistance benefits and personal inrormelion
including without limitation. Protected Health Information
and Personally Identifiable Inrormaticn.

Confldemial Information

r

Confidential Information also includes any and all
information o\vned or managed by the State ofNH • created,
received from or on behalf of any stale agency or accessed
In the course of perfonning contracted services - of which
collection, disclosure, protection, and disposition Is
governed by state or federal law or regulation. This.
information includes, but is not limited to Personal Health
information (PHI), Personally Identifiable Information
(Pll), Personal Financial Informaiion (PFl), Federal Tax
information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and
confidential information.
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Contract

An agreement between the State of New Hampshire and a
Vendor which creates binding obligations for each parly to
perform as specified in the contract documents. Contract
documents include the State P07 General Provisions, and
all Exhibits and attachments, which represent the
understanding end acceptance of the reciprocal legal rights
and duties of the oarlies with resoect to the Scooe of Work.

OatM

State records, files, forms, electronic information and other
documents or Information, in either electronic or paper

form, that will be used /converted by the Vendor during the
contract term.

Data Breach

Data Breach means the loss of control, compromise,
unauthorized disclosure, unauthorized acquisition,
unauthorized access, or any similar term referring to
situations where persons other than authorized users and for
an other than authorized purpose have access or potential
access to personally identifiable Inrormation, whether
physical or electronic. With regard to Protected Health
Inf^ormalion, "Data Breach" shall have the same meaning as
the term "Breach" in section 164.402 of Title 45, Code of
Federal Regulations.

Deficiency ■(•iesyDefccts
A failure, shortcoming or error in a Deliverable resulting in
a Deliverable, the Software, or the System, not conforming
to its Specifications.

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor to the State or under the terms
of a Conlraci requirement.

Documeniaiion
All information that describes ihe installation, operation,
and use of the Software, either in printed or electronic
format.

Enhancements

Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Documentation as a result of improvement Inqualiry, value,
or extent.

Hosted Services
Applications, IT infrastructure components or functions
(hat organizations access from external service providers,
typically through an internet connection.
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Hosted System
The combination of hardware, software and networking
components used by the Application Service Provider to
deliver the Hosted Services.

Ideniificalion and Authentication
Supports obtaining information about those parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Implemeniaiion
The process for making the System fully Operational for
processing the Data.

Non-Public Information

Information, other than Personal Information, that is not '
subject to distribution to the public as public informaiion. li
is deemed to be sensitive and confidential by the State
because it contains information (hat is exempt by statute,
ordinance or administrative rule from access by the general
public as public information.

Operational

Operational means that the System is ready for use and fully
functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the Slate has
issued Acceptance.

Personal Information

"Personal Infofmalion" (or "PI") or "Personally idcniinabic
lnrofTnaiion"(Pil) means information which can be used to
distinguish or trace an individual's identity, such as their
name, social security number, personal information as
defined in New Hampshire RSA 3S9-C:I9, biometric
records, etc., alone, or when combined with other personal
or identifying information which is linked or linkable to a
specific ii^ividual, such as date and place of birth, mother's
maiden name, etc.

Project
The planned undertaking regarding the entire subject mailer of on
R.FP and Contract and the activiiles of the parties related hereto.

Proposal
A wrinen plan put forth by a Vertdor for consideration in
response to a solicitation by the State.

Security Incident

"'Security incident" shall have the same meaning
"Computer Security Incident" in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technology,
U.S. Department of Commerce.

Servlcei
The work or labor lo be performed by the Vendor on the Project
as described in a contract.

Software
All Ciisiom, SAAS and COTS computer programs and
applications provided by the Contractor under the Contract.
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Soflware Deliverables Alt Custom, SAAS and COTS SoOware and Enhancements.

Software License Licenses provided to the State under this Contract.

Soflware-as-a-Service (SaaS)

The capability provided to the State to use the Contractor's
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin*client interface such as a Web browser (e.g.,
Web-based email) or a program Interface. The State does
not manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Specificaiions

Wrtnen details that set fonh the requirements which
include, without limitation, the RFP, the-Proposal, the
Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other specificaiions and requirements
described in (he Contract Documents. The Specincations
are, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created or in any way originating with the State,
and all Data that is the output of computer processing of or
other electronic manipulation of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State's hardware, the
Contractor's hardware or exists in any system owned,
maintained or otherwise controlled by the Slate-or by the
Contractor.

State Fiscal Ycar(SFY)
The New Hampshire Slate Fiscal Year (SFY) runs from
July 1 ofthe preceding calendar year through June 30 of (he
aoDlicable calendar year.

Subcontractor

A person, partnership, or company not in the employmeni
of, or owned by, the Contractor which is performing
Services under this Conireci under a separate Contract with
or on behalf of the Contractor.

System
All Soflware, specified hardware, interfaces and extensions,
integrated and functioning together in accordance with the
SDecificaiions.
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Term

Period of (he Contract from the EfTective Date through the
Completion Date identified in the P-37 General Provisions
or termination.

Verirication
Supports the conrirmaiion of authority to enter a computer
system application or network.

WarranJy

)

The conditions under, and period during, which (he
Contractor will repajr, replace, or other compensate for. the
defective item without cost to the buyer or user. It also

delineates the rights and obligations of both parties in case
of a claim or dispute. -

Warranty Period
A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Work Plifl

Oocumenuiiion thai details the activities for the Project created in
accordance with the Contract. The plan and delineation of (asks,
activities and events to be performed and Deliverables to be
produced under the Project as specified in Appendix B:
Buslness/TKhnleal Rtqulrtmems and Dtliverobhi. Tlic Work
Plan shall include a detailed description of the Schedule,
lasks/aciiviiies, Oeliverables, critical events, task dependencies,
and the resources (hat would lead and/or Darticioateon each task.

Remainder ofthis page intentionally left blank
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EXHIBIT F - attachments AND CONTRACTOR CERTIFICATES

1. ATTACHMENTS

o. Contractor Proposal and Quote.

2. CONTRACTOR CERTIFICATES

a. Contractor's Ceniricate olGood Standing
b. Contractor's Ceriiricate ol Vole/Authority
c. Contractor's Cenificate of Insurance

Remainder ofthis page intentionally lefi blank
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State of New Hampshire

Department of State

CERTIFICATE

I, Oavid Scanlan, Secretary of State of the Slate ofNcw Hampshire, do hereby certiry that THE ATOM CROUP LLC is a New

Hampshire Limited Liabilit)- Company registered to transact busincssin New Itampshircon April 12. 2007. 1 funhcr cenify (hat

oil Tees and documents required b)' the Secretory of State's office have been received and is in good sutndingas faros ihis ofncc is

concerned.

Buslrtess (D: 576086

Ccnificalc Number: 000S84S328
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fN TESTIMONY WHEREOF.

( hereto set my hond ond cause to be afTLxed

the Seal of the State of New Hampshire,

this I2(h day of August A.D. 2022.

David M. Scanlan

Secretary of State



LLC Certincatlon of Authority

I, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP. LLC hereby certify thai

JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a llmilcd

liabillry partnership under RSA 304-B.

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. I

further certify thai it is understood that the State ofNew Hampshire will rely on this

certificate as evidence (hat (he person listed above currently occupies the position indicated

and thai (hey have full authority to bind the partnership or LLC end (hat this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: AUG 16, 2022 ATTEST:

Laura Munyon, Esq.



CERTIFICATE OF LIABILrTY INSURANCE OATiptMeennrm

CONFERS NO RIGHTS UPON TMB CERTIFICATE MOLOER THIS

SfflE A^RMATIVELY OR MEOATlVgLY AMEND. EXTEND OR ALTER THE COVERAOB AFFOROCO BY THE POLICIES
DBoSeielllA ^ CONSTTTUTB A CONTRACT BETVYEEN THE I8SU1N0 tN8URER(6). AUTHORIZEDREPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

•" JNBUREO. ths pcll»y(ls*) must hiv* AOOmOlW. IHsURfeo pnrHAKm* or ta tntfofttd.ir SUBR^ATIM IS WAIVED. Iub)ael to lh« lomrs tnd con«lUen» of Ihi peO^, eorioln poUcNt moy roguiro tfl tfltforSBmont A itBtomsnl Ort
this CBrtincBlo does not eonfsr rlRhts le Ihe csHHIcsto heWsr In Oaw of such sndorsemenlls).
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