STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/ doit

Denis Goulet
Commissioner

March 10, 2025

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a Sole Source contract
amendment with The Atom Group, LLC, of Portsmouth, NH (VC #313392) by increasing the price limitation
by $250,000.00 from $448,936.40 to $698,936.40 and by extending the completion date from December 31,
2026 1o December 31, 2028, for the purpose of providing additional hours of cybersecurity negations and
assessments for the State of New Hampshire, effective upon Governor and Council approval. The
Governor and Executive Council approved the original contract agreement on October 4, 2022, Item #15
and amended on September 20, 2023, Item #65. Source of Funds: 100% Capital Funds.

Funds are available in the following account for State Fiscal Year 2025:

CATH-DEPT#AGENCY#ACTIVITY#ACCOUNTING UNIT #- DEPT
NAME- AGENCY NAME -ACCOUNTING UNIT NAME_CLASS- SFY 25
OBJECT - DESC

01-03-03-030030-32300000-Department of Information Technology-
L23:1VII1-Cybrscrty Enhnemnt-034-500099-Capital Projects

$250,000.00

EXPLANATION

This request is sole source because MOP 150 requires all amendments to agreements previously
approved as sole source to be identified as sole source. This amendment renews 200 hours of cyber
negotiations on retainer for one year and increases the hours of cybersecurity testing and remediation
available for the next three years. This contract amendment continues the State’s Cyber Self-Insurance
Program and has significant pricing advantages for the state as the rates for the services to the public sector
have already been negotiated and significantly discounted. The discounted rates from a trusted partner are
available because this contract leverages an existing Public-Private partnership formed by the New
Hampshire Public Risk Management Exchange’s (PRIMEX) Risk Managers with The ATOM GROUP
LLEG.

When PRIMEX evaluated potential service providers for their municipal members, they looked
closely at multiple firms and chose to form the partnership with Atom Group informed by the following:

1. ATOM is a New Hampshire company who has long standing pre-negotiated rates (which have not
increased) with the PRIMEX membership, Cities and Schoel districts that are not PRIMEX
members, the NH General Court, and the NH Executive Branch.

“Innovative Technologies Today for New Hampshire's Tomorrow”



Her Excellency, Governor Kelly A. Ayotte
and the Honorable Executive Council
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2. Further vetting of ATOM Group was done by PRIMEX’s reinsurer, Beazley, prior to ATOM’s
latest renewal as the Cyber First Responder for the PRIMEX membership. Both PRIMEX and
Beazley conducted a review of employee backgrounds, relevant certifications, and clearances to
ensure a sustainable partnership could be maintained.

3. Beazley also reviewed ATOM?’s capabilities and capacity as a forensic first response provider to
include their billing rates, and ultimately approved them for use in New Hampshire by PRIMEX on
behalf of more than 550 Municipal entities across the state.

The State realizes significant savings by leveraging this public-service focused vetting, including
vetting from a respected third-party such as Beazley to avoid the costs associated with a new vetting process
and retain the trust relationship to some of our most critical systems and sensitive data.

The Department of Information Technology respectfully requests approval of this contract
amendment.

Respectfully Submitted,

W’\&CL‘ on behalf of
. At

Denis Goulet _
Commissioner, Department of Information
Technology

DG/jd
Dol T #2023-032B
RID: 93111

cc: Ken Weeks, Dol T Chief Information Security Officer

"innovative Technologies Today for New Hompshire's Tomorrow"
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STATE OF NEW HAMPSHIRE
Department of Information Technology

DolT # 2023-32 Retainer for Cyber Negotiations and Cybersecurity Assessment Services

CONTRACT AMENDMENT 2

Template Revision V3.0 2/27/23




Docusign Envelope ID: 15838CA1-A90B-4371-901E-FF408854FA0C

STATE OF NEW HAMPSHIRE
Department of Information Technology
DolT # 2023-032 Retainer for Cyber Negotiations and Cybersecurity Assessment Services

CONTRACT AMENDMENT 2

This CONTRACT AMENDMENT 2 is entered into as of the date of the last signature below by
and beiween the STATE OF NEW HAMPSHIRE, acting through its Department of Information
Technology (“State™) and THE ATOM GROUP, LLC, a New Hampshire limited liability company with a
principal place of business located at 46 Donovan Street, Concord, New Hampshire 03301 (“Contractor™).
State and Contractor are some sometimes referred to herein singularly as a “Party” or collectively as the
“Parties.”

RECITALS

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a sole source
contract on October 4, 2022, Item #15, (the “Agreement™), and amended on September 20, 2023, ltem #65,
wherein the Contractor agreed to supply certain services to the state upon the terms and conditions set forth
therein;

WHEREAS, pursuant to Section 17 of the Agreement, the Agreement may be modified or amended
only by a written instrument executed by the Parties thereto and approved by the Governor and Executive
Council; and

WHEREAS, the Contractor and the State have agreed to amend the Agreement in certain respects
as further specified herein;

NOW, THEREFORE, for good and valuable consideration exchanged, the receipt and sufficiency
of which are hereby conclusively acknowledged, the Parties does agree to amend the Agreement as follows:

1. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing
the Price Limitation by $250,000.00 from $448,936.40 to $698,936.40.

2. Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extending
the contract completion date from December 31, 2026 to December 31, 2028.
3. Except as provided herein, all provisions of the Agreement, as amended, shall remain in

full force and effect. This modification shall take effect upon the approval date from the
Governor and the Executive Council.

Slate % Q%&%“"am @

Contractor s [nitials:

Page
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Docusign Envelope |D: 15838CA1-A90B-4371-901E-FF408954FAQC

TABLE 1: CONTRACT HISTORY

CONTRACT AND | AMENDMENT | G&C COMPLETION | CONTRACT
AMENDMENT TYPE ‘APPROVAL DATE AMOUNT
NUMBER DATE
DolT # 2023-032 Original October 4, 2022, | December 31, | $210,000

Contract Item #15 2026
DOIT #2023-032 ¥ Amendment September 20, December 31, | $238,936.40
Amendment 1 2023, ftem # 65 2026
DOIT #2023-032 2" Amendment TBD December 31, | $250,000
Amendment 2 | 2028

CONTRACT TOTAL . | 5698,936.40

IN WITNESS WHEREOF, the Parties have hereunto set their hands as of the day and year first above
written,

CONTRACTOR

Gooudighed by!
(=r~shr Date; 3/4/2025

Jason Sgro
The Atom Group, LLC

STATE OF NEW HAMPSHIRE

_ﬁﬂ,,é M &  Date. March6,2025

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution,

Approved by the Attorney General

%mxﬁ’ /{mf' Date: __ March 15, 2025

State of New Hampshire, Depariment of Justice

Stateg Ial &cgnlracl os
e (5

Comractor s Initials:

Page
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Docusign Envelope ID: 15838CA1-A90B-4371-901E-FF408954FAQC

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of N tract 0%
Date:%/';)-iéa%rl | jS‘

Contractor’s Initials:
Page 4 of 4



State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that THE ATOM GROUP LLC is a New
Hampshire Limited Liability Company regisiered to transact business in New Hampshire on April 12, 2007. [ further centify that
all fees and documents required by the Secretary of State’s office have been received and s in good standing as far as this office is

concerned.

Business [D: §76086
Certificate Number: 0007073084

IN TESTIMONY WHEREOF,

[ hereto set my hand and cause 10 be affixed .
the Seal of the State of New Hampshire,

this 28th day of February A.D. 2025.

David M. Scanlan

Secretary of State




DATE {MATDITYYY)

D'
ACORI CERTIFICATE OF LIABILITY INSURANCE 0212682025

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

* BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the cartificata holder is an ADDITIONAL INSURED, the policy{ies) must have A.DDITIONAL INSURED provisions or be sndorsed.
It SUBROGATION IS WAIVED, subjact to the terms and conditions of the policy, certain policies may require an endorsement. A statoment on
this certiicate does not confer rights to tha certificate holder In liey of such endorsement(s).

PRODUCER BT Michael Ware
Grankte State Insurance & Risk Mgt LLC o e, 003 5804706 [ia. noj. 603 369 4495
90 Bevarly Drive mléss: michael@grantestateinsurance.com
Hampstead, NH 03841 INSURER(S) AFFORDING COVERAGE NAIC 8
INsurer a: 1he Hartford Insurance Company 19682
INSURED insuren a : Beazely Excess and Suplus Insurance, Inc., 17520
Tha Atom Group LLC , INSURER C :
1000 Market Strest Building 2, Suite 300, Third Floor INSURER D :
Portsmouth, NH 03801 INSURERE :
INSURERF ;
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABGVE FOR THE POLISY PERIGD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITIGN OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANGE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERWS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
s TYPE OF INBURANCE [IN2D] wyD " POLICY NUMBER (MMDBYYYY) | (MDD PrY} LMITs
X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 100000
| cLans-mane Doocua PREMISES (Fa vocurrance) |3 S0000C
] MED EXP (Any ane parson) |8 5000
A || 04SBAAESS98 09/22/2024| 092212025 PERSONAL & ADV INJURY | § 100000
| GEN1. AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE 5 200000
| Xeouer [_] 5% LOC PRODUCTS - COMPIO® AGG |3 200000(
X | otHer: Professional Liability (B) OccurrancefAggregate s 1000000/20000C
[AUToNOBILE LmBiLITY o e e LA g 100000(
ANY AUTO BODILY IMIURY (Par parson} |3
A A:#‘E%ESDONLY gD 04SBAAESS9E 09/22/2024| 0312212025(BODIY MIURY (P secidorm 5
H NON-OWNED :
| X | Autos oney AUTOS ONLY (Por accident) 3
s
| X|umsreriauna T Toccun EACH OCCURRENCE s 300000(
A [ lexcessuas — 04SBAAE5908 09/22/2024| 08/2212025| acoreaare q 360000(
oto | [reresmons s
WORKERS COMPENSATION PER T
AND EMPLOYERS' LIABILITY YIN 3 X|starure | [
AN PROPRIETOR/PARTNEREXECUT!
A GFFICERMENBER EXCLUGED? e Nia O4WECIVS013 01/26/2025| 01/26/2026]54: EACH ACCIDENT £ 1EC000
Mandatory inNH) €L DISEASE - EA EMPLOYEE|$ 100000¢
DESCRIFTION OF OPERATIONS bekaw E.L DISEASE - POLICY LIMIT [§ 100000(

DESCRIPTION OF OPERATIONS ! LOCATIONS / VEHICLES {ACORD 101, Additional Remarks Bchedule, may be attached | Mmore space Is requirsd)

CERTIFICATE HOLDER

CANCELLATION

Naw Hampshire Dept. of Information Technology
27 Hazen Drive
Concord. NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

L

AUTHORZED REPRESENTATIVI
Michael Yara

ACORD 25 (2016/03)

RD CORPORATION. Ali rights reserved.

The ACORD nama and logoe are reglsterod marks of ACORD



ertificati i

I, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC, hereby certify that
JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited
liability partnership under RSA 304-B.

e e ok ko koK KR Rk ek ok ok ke ke Rk ok kR ok ok ok k Kk

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. |
. further certify that it is understood that the State of New Hampshire will rely on this
certificate as evidence that the person listed above currently occupies the position indicated
and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: FEBRUARY 28, 2025 ATTEST: O\@@V /%Z\)\-)
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH (03301
Fax: 803-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

August 15, 2023

His Excellency, Govermnor Christopher T. Sununu
and the Honorable Exccutive Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology to enter into 8 Sole Source contract
amendment with The Atom Group, LLC, of Portsmouth, NH (VC #313392) by increasing the price
limitation by $238,936.40 from $210.000 to $448,936.40 for the purpose of providing additional hours of
cybersecurity negations and assessments for the State of New Hampshire, effective upon Governor and
Council approval through the original completion date of December 31, 2026. The Governor and
Executive Council approved the original contract agreement on October 4, 2022, {tem #15. Source of
Funds: 100% Federal Grant.

Funds are available in the following account for State Fiscal Year 2024,

CATH-DEPTH-AGENCY#ACTIVITY#ACCOUNTING
UNIT # DEPT NAME- AGENCY NAME - Activity Code SFY 24
ACCOUNTING UNIT NAME_CLASS- OBJECT - DESC

01-03-03-030010-264 10000-Department of information
Technology-ARP Cyber Protection Program-046-500465-IT | 00FRF602GS0302A | $238,936.40
Consultants

EXPLANATION

This request is sole source because MOP 150 requires all amendments to agreements previously
approved as sole source to be identified as sole source. This amendment renews 200 hours of cyber
negotiation§ on retainer for one year and increases the hours of cybersecurity testing and remediation
available for the next three years. This contract amendment accelerates the State's implementation of
Cyber Self-Insurance and has significant pricing advantages for the state as the rates for the services to
the public sector have already been negotiated and significantly discounted. The discounted rates from a
trusted partner are available only because this contract leverages an existing Public-Private partnership
formed by the New Hampshire Public Risk Management Exchange’s (PRIMEX) Risk Managers with The
Atom Group, LLC.

The State’s Cyber Self-Insurance framework. benefits all Agencies across the Executive Branch.
By leveraging and strengthening the Public-Private Partnership used by more than 550 Lower Political



Subdivisions, working relationships and knowledge sharing between the State and Municipalities will
improve. With continuous cybersecurity assessments, the State will reduce overall risk and by increasing
situational awareness of Cyber Security weaknesses that can be remediated or mitigated before an

incident oceurs.

The Department of [nformation Technology respectfully requests approval of this contract
amendment.

Respectfully Submitted,

e I

Denis Goulet
Commissioner

DG/jd
DolT #2023-032A
RID: 80267 (71820)

cc: Ken Weeks, DolT Director



OocuSign Envalope 1D: 103F7069-2534-4621-8ADE-10762FEC260

STATE OF NEW HAMPSHIRE

Department of Information chhnology.
Dol T # 2023-32 Retainer for Cyber Negotiations and Cybersecurity Assessment Services

CONTRACT AMENDMENT 1

Tempiate Revision V3.0 2/27/23




DocuSign Envelope 1D: 103F7089-2534-4821-QADE-10762FEC$260

STATE OF NEW HAMPSHIRE
Department of Information Technology
DolIT # 2023-032 Retainer for Cyber Negotiations and Cybersecurity Assessment Services

CONTRACT AMENDMENT |

This CONTRACT AMENDMENT 1 is entered into as of the date of the last signature
below by and between the STATE OF NEW HAMPSHIRE, acting through its Department of
Information Technology (“State”), and THE ATOM GROUP, LLC, a New Hampshire limited
liability company with a principal place of business located at 33 Jewell Court, Portsmouth, New
Hampshire 03801 (“Contractor”). State and Contractor are some sometimes referred 1o herein
singularly as a “Party” or collectively as the “Parties.”

RECITALS

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a sole
source contract on October 4, 2022, ltem #15, (the “Agreement”), the State agreed to. pay
Contractor in exchange for Contractor’s services as further specified in said Agreement;

WHEREAS, the Parties iﬁtended that the Price Limitation of $210,000.00 set forth at

Section 1.8 of the Agreement was to be paid to Contractor in advance as a retainer for the services

that Contractor was to fumish during the then current State Fiscal Year of 2023;

WHEREAS, the Parties further intended that said Price Limitation was to apply only to the
then current State Fiscal Year of 2023, and that the State would replenish said retainer as needed
for each successive State Fiscal Year throughout the Term of the Agreement,

WHEREAS, the terms and conditions of the Agreement were not consistent with the
Parties intent as specified above;

WHEREAS, pursuant-to Section 17 of the Agreement, the Parties wish to amend the
Agreement to make it consistent with their intent as specified above, and to further increase the
Price Limitation by an additional $238.936.40 to be deposited with Contractor in advance as a
retainer for Contractor’s services to be furnished during the now current State Fiscal Year of 2024;

NOW, THEREFORE, for good and valuable consideration exchanged, the receipt and
sufficiency of which are hereby conclusively acknowledged, the Parties hereby agree to amend the
Agreement as follows: '

1. The current Price Limitation of $210,000.00 as set forth at Section 1.8 of the State
of New Hampshire P-37 General Provisions shall be deleted in its entirety and replaced with
$448,936.40 as the new Price Limitation, representing a total increase of $238.936.40.

State of NH Contract =

Date:

Page

Contractor’s Initials: ﬁs

20f17



DocuSign Envelope ID: 1DIF7068-2534-4821-0ADE-10762FECR260

o The Price Limitation set forth at Section 1.8 is further amended to provide as
follows:

1.8 Price Limitation
$448.936.40

The State will provide Contractor with
$238.936.40 of the Price Limitation
immediately specified above in advance

as a retainer for Contractor's services to be
furnished during State Fiscal Year of 2024,
Any request for additional retainer shall be
Subject to the terms and conditions of
Section | of Amended Exhibit C to this
Agreement.

3. Exhibit B of the Agreement shall be deleted in its entirety and replaced with the
new Exhibit B in the form attached hereto and incorporated herein by reference as the Amended
Exhibit B.

4, Exhibit C of the Agreement shall be deleted in its entirety and replaced with the
new Exhibit C in the form attached hereto and incorporated herein by reference as the Amended
Exhibit C.

- B Except as provided herein, all provisions of the Agreement shall remain in full force

- and effect, This modification shall take effect upon the approval date from the Governor and the

Executive Council. ™ :

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
SIGNATURE PAGE FOLLOWS

State of

H Contract

Date: 3/6/2023 -
Contractor’s Initials: J'S

Page
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DocuSign Envelope 10: 1DIF7069-2534-4821-BADE-10762FECI250

IN WITNESS WHEREOF, the Parties have hereunto set their hands as of the day and

year first above written.

CONTRACTOR

Docusigned by:
| aypbrfns Date. 9/6/2023

Jason Sgro
The Atom Group, LLC

- STATE OF NEW HAMPSHIRE

ﬂ"é M—* Date: Scplember 7, 2023

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form,
substance, and execution.

Approved by the Attorney General

Duncan A: (@par Date: September 7. 2023

Duncan A. Edgar, Esq.
State of New Hampshire, Department of Justice

| hereby certify that the foregoing amendment was approved by the Governor and Executive

Council of the State of New Hampshire at the Meeting on: (date of
meeting) ‘

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract

Date:

Page

6/2 ( =
Contractor’s Initials: js
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DocuSign Envelope 10: 1DIF7069-2534-482 1-0ADE-10762F EC9280

TABLE 1: CONTRACT HISTORY

P

) o g - [H DS R B . NS RN - g e .
CONTRKCPAND AMENDMENT-}G&C - : | COMPLETION .| CONTRACT
AMENDMENT .. | TYPE ) ' APPROVAQ DATE. AMOUNT
NUMBER ek DATE y 3 -
DolT # 2023-032 Original October 4, 2022, | December 31, | $210,000
Contract Item #15 2026
DOIT #2023-032 ¥ Amendment TBD December 31, | $238,936.40
Amendment | | 2026
A 5 .. TCONTRACT TOTAL | 3448936140
tract
ST
Contractor’s Initials: JS
Sof 17

Page




DocuSign Envelope ID: 1D3F 7089-2534-4821-9ADE-10762FECH260

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
2023-032- RETAINER FOR CYBER NEGOTIATIONS AND CYBERSECURITY ASSESSMENT
SERVICES
AMENDED EXHIBIT B - SCOPE OF WORK ,
BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

EXHIBIT B - SCOPE OF WORK (SOW) BUSINESS AND TECHNICAL REQUIREMENTS
AND DELIVERABLES

1. Cyber NMegotiation Services. The Contractor shall provide two hundred (200} hours of the
services described in Section | {collectively, the “Cyber Negotiation Secvices™) for each State Fiscal Year
during the Term. Such Cyber Negotiation Services shail include the following:

1.1.  Advanced Threat Actor Negoliations. Contractor shal! provide advanced threat

actor negotiations in up to six of the languages set forth below in house at the Contractor’s office
and two other languages vin pre-defined translation services:

I.1.1. English (Native/Fluent);
I.i.2. Spanish (Native/Fluent);
1.1.3.  French (Native/Fluent);
1.1.4. Hungarian (Native/Fluent});
1.1.5. Slovak (Native/Fluent);
}.1.6. Cantonese (Native/Fluent);
1.1.7. Russian (translation); and

1.1.8. Mandarin (translation).

1.2.  Office for Foreign Asset Control Validation Process: Office for Fo}eign Asset

Control requires validation of attribution of any payment being made to a foreign entity for ransom.
In the event of a ransom payment request, the Contractor will perform the following:

1.2.1.  Validate with internal counsel that the payment would not be made to any
person(s) appearing on the L).S. Department of Treasury's Office of Foreign Assets Control
(OFAC) Specially Designated Nationals and Blocked Persons List (SDN List) or countries
subject to comprehensive sanctions programs administered by OFAC, including Crimea,
Cuba, Iran, North Korea, and Syria.

1.2.2.  Validate with internal counsel that the payment will not be made to further
a terrorist organization or enterprise, e.g., no clear evidence of links to proscribed groups
(i.e., “Foreign Tervorist Organizations” under Section 219 of the Immigration and
Nationality Act, 8 U.S.C. Section 1189).

1.2.3. Perform an engineering review of the blockchain with specific analysis of
the attacker’s bitcoin address; review prior transactional history; review all transaction
hashes in the wallet to identify other ransoms paid to this attacker and whether the anacker
is targeting a specific sector or geographical area. o8

Page 6 of 17
Contractor Initials:
Date8/6/2023



DocuSign Envelope (D: 1D3IF7085-2534-4821-9ADE-10762FECO260

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
2023-032- RETAINER FOR CYBER NEGOTIATIONS AND CYBERSECURITY ASSESSMENT
SERVICES '
AMENDED EXHIBIT B - SCOPE OF WORK
BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

1.2.4. Cross reference all discovered attributes against any proprictary database
of attackers used in prior attacks or linked to known criminal groups in Dark Web
Marketplaces, Forums, or Scrapes. ‘

1.2.5. Perform an engineering review of the anack vector for known patterns,
attribution, or links to countries or advanced persistent threat groups (APT).

1.2.6. Determine (by reverse engineering, signature analysis, and Intemet
research) whether the malware variant is linked to known attackers or groups or contains
code that could indicate an attacker’s geographical location or native language.

1.2.7. Review language, translations, English proficiency, Time zone, 1P
addresses, and geolocation indicators to try to determine geographical location and/or
whether an attacker is deliberately masking their identity or pretending to come from a
different location, Language, or country.

1.2.8. Complete ligising on “no-names” basis with law enforcement to determine
if similar attacks/ransom demands have been linked to terrorisi/proscribed groups.

1.3. Gemini Dipital Currency Transactions.

1.3.1  With approval from the State CiSO or C10, ATOM will process requested
digital currency transfer in a normal negotiation where ATOM will accept wire transfer of
funds from the State of New Hampshire Department of Information Technology and process
those funds through Gemini for transfer to a threat actor as directed by the State of New
Hampshire Department of Information Technology. ATOM will accept responsibility for
transferring funds up te $2,500,000.00 USD.

1.3.2.  In an emergency contexl, such as when a deal can be made with a threat
actor for a lower price if funds can be transferred quickly, or if negotiations require swifi
payment to successfully complete, Contractor will make emergency transfers up to
$50,000.00 USD within 12 hours, or up to $100,000.00- USD in 24 hours, Emergency funds
may be requested to pay a partial or full payment of ransom request pending the successful
compietion of OFAC Due Diligence. The State of New Hampshire Department of
Information Technology may only request one emergency payment at a time and may not
request a second emergency request unless the previous funding is fully reimbursed.

1.4 In the event that Contractor shall provide less than two hundred (200) hours of
Cyber Negotialion Services for the then current State Fiscal Year, the remaining hours may be used
for onsite and remole emergency remediation services, which include incident command, faw
enforcement coordination, engineering quarantine, isolation, sandbox testing, forensic collection,
threat actor attribution, attack vector identification, and inoculation of the environment. All onsite
and remote services and capabilities will be at the disposal of the State of New Hampshire

o3
Page 7of 17 ' l Y
Contractor Initials:

Date8/6/2023



OacuSign Envelope 10: 1DIF7069-2534-4B21-8A0E-10762FECS260

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
2023-032- RETAINER FOR CYBER NEGOTIATIONS AND CYBERSECURITY ASSESSMENT
SERVICES
AMENDED EXHIBIT B - SCOPE OF WORK
BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

Depertment of Information Technology. Additionally, unused hours may be added to the Technical
Auditing Services described below.

2. Technical Auditing Services. The Contractor shall also provide one hundred (100) hours
of technical auditing service as described in this Section 2 (collectively, the “Technical Auditing Services”)
for each State Fiscal Year during the Term, in an on-demand capacity and as coordinated with the State
Chief Information Security Officer. Contractor shall provide technical auditing services in four parts:

2.1 Engineering Testing.  Contractor shall use vulnerability assessments and
penetration testing techniques. Technical auditing occurs at all levels of the infrastructure, from
perimeter, to application, to network (all layers), design, architecture, and use of cryptography.
Technical auditing is often aided by tools for vulnerability analysis, penetration testing, and static
scanning (Veracode).

22 Compliance iting.  Contractor shall perform. compliance auditing by
performing compliance gap anatysis for cybersecurity and regulatory frameworks such as The
Center for Intemet Security Version 8, The General Data Protection Regulation (GDPR/GDPR
EU), HIPAA, HITRUST, ISO 27001, FERPA, COPPA, PIPEDA, and numerous state and federal
regulations to name a few.

2.3 Privacy Auditing. Contractor shall perform privacy audits for govemance,
collection, and processing of personal information.

24 Remediatigns. Contraclor shall work with DolT to guide remediation activity,
perform the remediation for you at your request, or align you with subject matter experts that will
be weil versed in taking care of a specific issue. il

3. Activity, Deliverables, and Milesiones. The hours used for Technical Auditing Services

will be agreed upon in writing between the Conlractor and the State Chief information Security Officer
before work commences and the deliverables are subject to the provisions below.

4. Deliverable Review and Acceptance.

4.1 Non-Software and Written Deliverables Review and Acceptance. The Contractor
shall provide a written Certification that a non-software, written deliverable (such as the Test Plan)
is final, complete, and ready for Review. After receiving such Certification from the Contractor,
the State will Review the Deliverable to determine whether it meets the requirements outlined in
this Exhibit. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable, or its partial or conditional Acceptance of the Deliverable, within five (5) business
days of the State's receipt of the Contractor's written Certification; provided that if the State
determines that the State needs more than five (5) days, then the State shall be entitled to an
extension of up to an additional ten (10) business days. If the State rejects the Deliverable or any
portion of the Deliverable, or if any Acceptance by the State is conditioned upon completion of any
related matter, then the State shall notify the Contractor of the nature and class of the Deficiency,

or the terms of the conditional Acceptance, and the Contractor shall correct the Deficiency or
o3
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resolve the condition to Acceptance within the period identified in the Work Plan. 1f no period for
the Contractor's correction of the Deliverable or resolution of condition is identified, the Contractor
shall corvect the Deficiency in the Deliverable or resolve the condition within five {5) business days
or such longer period as the State (in its sole discretion) may agree. Upon receipt of the corrected
Deliverable, the State shall have five (5) business days to review the Deliverable and notify the
Contractor of its Acceptance, Acceplance in part, conditional Acceptance, or rejection thereof, with
the option to extend the Review Period up to five (5) additional business days, or mutually agreed
upon timeframe. If the Contractor fails to correct the Deficiency within the aliotted period, the
State may, at its option, continue reviewing the Deliverable and require the Contractor to continue
until the Deficiency is corrected, or immediately terminate the Contract, declare the Contractor in
default, and or pursue its remedies at law and in equity.

42 Software Deliverables Review and Acceptance. System/Software Testing and
Acceplance shail be performed as set forth in the Test Plan and more particularly described in
Acceptance and Testing Services described herein.

4.3 Number of Deliverables. Unless the State otherwise specifically agrees in writing,
in no event shall the Contractor certify for testing and deliver to the State more than three (3)
Deliverables for review or testing at one time. As the State accepis a Deliverable, an additional
Deliverable may be presented for review but at no time can the Deliverables exceed three (3) at a
time without the authorization of the State,

4.4 Conditional and Unconditional Acceptance. By accepting a Deliverable, the State
reserves the right to reject any and all Deliverables in the event the State detects any Deficiency in
the System, in whole or in part, through completion of all Acceptance Testing, mc]udmg but not
limited to, Software/Systemn Acccptancc Testing, and any extensions thereof.

S. Change Orders.

5.1. The State may make changes, revisions, or request enhancements to the Statement
of Work at any time by written Change Order. The State onginated changes, revisions or
enhancements shail be approved by the Department of [nformation Technology. Within five (5)
business days of Contractor's receipt of a Change Order, Contractor shall advise the State, in detail,
of any impact on cost (e.g., increase or decrease), the Schedule, and the Work Plan.

5.2.  Contractor may propose a change within the scope of the Contract by written
Change Order, identifying any impact on cost, the Schedule, and the Work Plan. The State shall
acknowledge receipt of Contractor’s requested Change Order within five (§) business days. The
State Agency, as well as the Department of Information Technology, must review and approve all
Change Orders in writing. The State shall be deemed to have rejected the Change Order if the
Parties are unable to reach an agreement in writing within 30 days of receipt of the Change Order.

5.3.  Change orders resulting in an increase of Price Limitation, an extension of time for
Contract completion or a significant change to the scope of the Contract may require approval by

the Governor and Council.
o3
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S4. A Change Order which is accepted and executed by both Parties, and if applicable
approved by Governor and Council, shall amend the terms of this Agreement.

6. lementation of Services.

6.1.  The Contractor shall employ an industry-standard Implementation s;trategy with a
timeline set forth in accordance with the Work Plan.

6.2.  The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project’s Work Plan and tasks, manage and schedule Project stafT, track and
manage issues, manage changing requirements, maintain communication within the Project Team,
and Report status.

6.3. The Coniractor and the State shall adopt a Change Management approach 10
identify and plan key strategies, communication initiatives, and training plans.

7. roject Management.

7.1.  The Contractor shall provide project tracking tools and templates to record and
manage Issues, Risks, Change Requests, Requirements, and other documents used in the
management and tracking of the project. The State believes that effective communication and
Reporting are essential to Project success. The Contractor shall employ effective communication
and Reporting strategies to ensure Project success, The Contractor Key Project Staff shall
participate in meetings as requested by the State, in accordance with the requirements and terms of
this Contract.

7.2.  The Project requires the coordinated efforts of a Project Team consisting of both
Contractor and State personnel. Contractor shall provide all necessary resources to perform its
obligations under the Contract. Contractor is responsible for providing all appropriate resources
and personnel to manage this Project to a successful completion.

7.3.  The Contractor shall conduct criminal background checks and not utilize any staff,
including subcontractors, to fulfill the obligations of the contract who have been convicied of any
crime of dishonesty, including but not limited to criminal. fraud, or otherwise convicted of any
felony or misdemeanor offense for which incarceration for up to | year is an authorized penalty.
The Contractor shall promote and maintain an awareness of the importance of securing the State's
information among the Contractor’s employees and agents.

7.4.  The State may, at its sole expense, conduct reference and background screening of
the Contractor’s Project Manager and Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement.

7.5.  The Contractor shall be responsible for knowledge transfer between all Contractor
project teams for all deliverables defined in this Project Agreement.

[~ ]
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8. The Contractor’s Key Project Staff.
8.1.  The Contractor’s Contract Manager. Contractor shall assign a Contract Manager

who will be responsible for all Contract authorization and administration, including but not limited
1o processing Contract documentation, obtaining executive approvals, tracking costs and payments,
and representing the parties in all Contract administrative activities. Contractor’s Contract Manager *
is:

JASON SGRO, SENIOR PARTNER, THE ATOM GROUP, LLC
(603) $31-0003 |
JASON@THEATOMGROUP.COM

8.2.  The Contractor’s Project Manager. Contractor shall assign a Project Manager who
is qualified to perform or supervise the Contractor’s obligations under this Agreement. Contractor's
Project Manager is:

JASON SGRO, SENIOR PARTNER, THE ATOM GROUP, LLC
(603) 531-0003
IASON@THEATOMGROUP.COM

Contractor's selection of the Project Manager shall be subject to the prior written approval of the
State. The State's approval process may include, without limitation, at the State’s discretion,
review of the proposed Project Manager’s resume, qualifications, references, and background
checks, and an interview. The State may require removal or reassignment of Project Manager who,
in the sole judgment of the State, is found unacceptable or is not performing to the State's
satisfaction, . B

Project Manager must be qualified to perform the obligations required of the position under the
Contract, shall have full authority to make binding decisions under the Contract, and shall function
as Contractor's representative for all administrative and management matters, Project Manager
must be available lo promptly respond during norma! Business Hours within Two (2) hours of
inquiries from the Stale, and be at the site as needed. Project Manager must work diligently and use
his/ her best effarts on the Project.

83. Change roject Manager. Contractor may not replace the Project Manager or
change its assignment of Project Manager without providing the State written notice and obtaining
the prior approval of the State of the replacement Project Manager. State approvals for replacement
of Project Manager shall not be unreasonably withheld. The replacement Project Manager is
subject to the same requiremenis and Review as set forth above. Contractor shall assign a
replacement Project Manager within ten (10) business days of the departure of the prior Project
Manager, and Contractor shall continue during the ten (10) business day period to provide
compelent project management Services through a qualified interim Project Manager.

8.4.  The Contracters Additign i . The Atom Group may assign
additional Key Project StafT. Notwithstanding the foregoing, The State reserves the righ;ilo require
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removal or reassignment of Key Project Staff who are found unacceptable to the State. Contractor
shall not change Key Project Staff commitments without providing the State written notice and
obtaining the prior written approval of the State. State approvals for replacement of Key Project
Staff will not be unreasonably withheid. The replacement Key Project Staff shall have comparable
or greater skills than Key Project Staff being replaced.

8.5. TYermination for lLack of Project Manapement and Key Project Staff.
Notwithstanding any other provision of the Contract to the contrary, the Stale shail have the option
10 terminate the Contract, declare Contractor in default and to pursue its remedies at law and in
equity, if Contractor fails to assign a Project Manager and/or Key Project StafT meeting the
requirements and terms of the Contract or if the State is dissatisfied with Contractor's replacement
of the Project Manager and/or Key Project StafT.

9. The State Key Project Staff.

9.1.  The State’s Contract Mapager. The State shall assign a Contract Manager who

shatl function as the State’s representative with regard to Contract administration. The State
Contract Manager is:

DENIS GOULET, CIO
(603) 223-5703
1$.CGOULET v

9.2.  The State Project Manager. The State shall assign a Project Manager. The State's
Project Manager is: ;

KENNETH L. WEEKS |1l
{603)931-9234
KENNETH.L.WEEKSHI@DOIT.NH.GOV

The State Project Manager's duties shall include the following: (a) Leading the Project; (b)
Engaging and managing all Contractors working on the Project; (c) Managing significant issues
and risks; (d) Reviewing and accepting Contract Deliverables; () Invoice sign-offs; (f) Review and
approval of Change Orders; and (g) Managing stakeholders' concerns.

10. Work Plan. Ifhours under this contract are used for services other than Cyber Negotiation
Services or Technical Auditing Services, a workplan will be developed and agreed upon by the CISO and
Contractor in advance. i

. Data Protection. Protection of personal privacy and data shall be an integral part of the
business activities of the Contractor to ensure there is no inappropriate or unauthorized use of Stale
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of State information and comply with the following conditions:
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[1.1. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unsuthorized access, disclosure or theft of Personal
Data and non-public information. Such security measures shall be in eccordance with recognized industry
practice and not less stringent than the measures the Contractor applies to its own Personal Data and non-
public data of similar kind.

11.2.  All data obtained by the Contractor in the performance of this contract and all Personal
Data shall be encrypted at rest and in transit with controlled access. Unless otherwise stipulated, the

Contractor is responsible for encryption of the Personal Daia.

11.3.  Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest and in
transit. The State shal) identify data it deems as non-public data to the Contractor. The level of protection
and encryption for all non-public data shall be identified and made a part of this contract.

11.4, Al no time shall any data or processes that either belong to or are intended for the use of
the State or its officers, agents or employees — be copied, disclosed or retained by the Contractor or any
party related to the Contractor for subsequent use in any transaction that does not include the State.

11.5. -The Contractor shall not use any information coliected in connection with the service
issued from this Contract for any purpose other than fulfilling the service.

12, Data Location. The Contractor shall provide its than Cyber Negotiation Services and
Technical Auditing Services to the State and its end users solely from data centers within the Continental
United States. All storage, processing and transmission of State data shall be restricted to information
technology systems within the Continental United States. The Contractor shall not allow its personnel or
sub-contractors to store State data on portable devices, including personal computers, except ds specified
and allowed by the contract, and then only on devices that are used and kept at its data centers within the
Continental United States. The Contractor shall permit its personnel and Contractors to access State data
remotely only to provide technical support and as specified or required by the contract.

13. Security Incident or Data Breach. The Contractor shell inform the State of any security
incident or Data Breach in accordance with NH RSA Chapter 359-C:20: Notice of Security Breach..

13.1. Ingident Response. The Contractor may need to communicate with cutside parties
regarding a security incident, which may include contacting law enforcement, fielding media
inquiries and secking external expertise as mutually agreed upon, defined by law or contained in
the Contract. Discussing security incidents with the State should be handled on an urgent as-needed
basis, as part of the Contractor communication and mitigation processes as mutually agreed upon,
defined by law or contained in the contract.

13.2.  Security Incident Reporting Requirements. The Contractor shall réport a security

incident 10 the State identified contact immediately if it reasonably believes there has been a

security incident.
o3
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13.3. Breach Reporting Requirements. If the Contractor has actual knowledge of a
confirmed data breach that affects the security of any State content that is subject to applicable data
breach notification law, the Contractor shall (1) promptly notify the appropriate State identified
coniact within 24 hours or sooner, unless shorter time is required by applicable law, and (2) take
commercially reasonable measures to address the data breach in a timely manner.

13.3. Breach Responsibilities. This Section 13 only applies when a Data Breach occurs with
respect t0 Siale data within the possession or control of the Contractor and/or the third party
designee hosting the data as agreed upon by the Contractor and the State.

13.4 The Contractor, unless stipulated otherwise, shall immediately notify the
appropriate State identified contact by telephone in accordance with the agreed upon security plan
or security procedures if it reasonably believes there has been a security incident.

13.5 The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
State identified contact within 24 hours or sooner by telephone, unless shorter time is required by
applicable law, if it confirms that there is, or reasonably believes that there has been a Data Breach
the Contractor shall:

13.5.1 cooperate with the Stafe as reasonably requested by the State to investigate
and resolve the Data Breach;

13.5.2 promptly implement necessary remedial measures, if necessary; and

13.5.3 document responsive actions taken related to the Data Breach, including
any post-incident review of events and actions taken to make changes in busmess practices
in providing the services, if necessary.

13.6. Unless otherwise stipulated, if 2 Data Breach is a direct result of the Contracior’s
breach of its contract obligation or the third-party hosting company 1o encrypt Personal Data or
otherwise prevent its release, the Contractor and/or the third-party hosting company shall bear the
costs associated with:

13.6.] the investigation and resolution of the Data Breach;

13.6.2 notifications 1o individuals, regulators or others required by State law;

13.6.3 a credit monitoring service required by State (or federal) law;

13.6.4 a website or a toll-free number and call center for affected individuals
‘required by State law all not to exceed the average per record per person cost calculated

for Data Breaches in the United States (currently $201 per record/person) in the most recent
Cost of Data Breach Study: Global Analysis published by the Ponemon Institute at the time

of the Data Breach; and
42 ]
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13.6.5 complete all corrective actions as reasonably determined by the Contractor
based on root cause; all [Section 13.6.1 through Section 13.6.4] subject to this Contract’s
limitation of liability.

Remainder of this page intentionally left blank
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" EXHIBIT C - PRICE AND PAYMENT SCHEDULE
I Retainer.

. I.i.  The State agrees to pay Contractor a refundable retainer in the amount of Two Hundred
Thirty-Eight Thousand Nine Hundred Thirty-Six and 40/100 Dollars ($238,936.40), which will be deemed
an advance for all fees and costs to be incurred by Contractor during the State Fiscal Year of 2024 in
providing the Cyber Negotiation Services and Technical Auditing Services in accordance with the terms
and conditions of this Contract. This initial retainer, as well as any future amounts requested by Contractor

" as an additional retainer, will be held in a separate deposit account (the “Trust Account”) maintained by
Contractér. Contractor agrees that any funds provided by the State as a retainer shall not be comingled with
any other funds. The State authorizes the Contractor to Counsel to withdraw any amounts held in the Trust
Account 10 pay the fees and other charges, as described below, as they become due.

1.2.  The sums paid to Contractor as the initial retainer have been appropriated only to pay for
the costs of the Cyber Negotiation Services and Technical Auditing Services provided by Contractor during
the State Fiscal Year of 2024. For each subsequent State Fiscal Year during the Contract Term, Contractor
may request an additional retainer for each subsequent State Fiscal Year.

1.3.  Inthe event that any sums held as retainer are depleted prior to the end of the State Fiscal
Year for which the sums have been appropriated, the Contractor shall immediately notify the State and
cease all services. Contractor may request the State for additional retainer to cover the cost of any services

. to be rendered for the remainder of the then current State Fiscal Year,

1.4. Contractor acknowledges and agrees that any requests for additional retainer shall be
subject 1o the approval of the Governor and Executive Council of the State of New Hampshire.

2. Contractor's Fees. The State shall pay Contractor by the hour at the rates set forth below
for all time spent in providing the Cyber Negotiation Services and Technical Auditing Services hereunder.
Contractor's hourly rates are as follows:

For services rendered between 8:00 AM - 6:00 PMET $175.00 per hour; and
For services rendered between 6:01 PM ~7:59 AM ET $220.00 per hour.
3. Travel Expenses, The State will not be responsible for any travel or out of pockel expenses

incurred in the performance of the Cyber Negotiation Services and Technical Auditing Services performed
under this Contract. The Contractor must assume all travel and related expenses incurred by Contractor in
performance of its obligations. All labor rates in this Agreement will be considered “Fully Loaded”,
including, but not limited to meals, hotelthousing, airfare, car rentals, car mileage, and any additional out
of pockel expenses. ) '
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4, Shipping Fees. The State will not pay for any shipping or delivery fees unless specifically
itemized in this Agreement.

5. Invoicing.
5.1.  The fees specified above at Section 2 will be invoiced by the Contractor to the State

periodically on a monthly basis. Each invoice will be due and payable within thirty (30) calendar days
following the date that appears at the top of the first page of the invoice. Each invoice will include a brief
description of the services performed, the date that such services were performed, the initials of the
Contractor's personne! who performed the services, as well as the amount, rate, and basis for the fee
calculation.

52. The State reserves the right to contest any invoice submitted by contractor, regardless of
whether the State paid the invoice so contested. :

6. Invoice Address. Invoices may be sent to:

DEPARTMENT OF INFORMATION TECHNOLOGY
ACCOUNTS RECEIVABLE

27 HAZEN DRIVE

CONCORD, NH 03310

7. Qvemax. ments to the Contractor. The Contractor shall promptly, but no later than fifteen

{15) business days, return to the State the full amount of any overpayment or erroneous payment upon
discovery or notice from the State.

8. Credits. The Stale may apply credits due to the State arising out of this Contract, against
the Contractor's invoices with appropriate information attached.

Remainder of this page intentionally ieft blank
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State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secrctary of State of the State of New Hampshire, do hereby centify that THE ATOM GROUP LLC is o New
Hampshire Limited Liability Company registered to transact business in New Hampshire on April 12, 2007, ) further centify that
all fecs und documents required by Lhe Secretary of State's office have been received and is in good standing as far as this office is

concerncd.

Busincss {D: 576086
Certificate Number: 0006291759

IN TESTIMONY WHEREOF.

I hereto sct my hand and couse 1o be affixed
the Scal of the Siate of New Hampshire,
this 4th day of August A.D. 2023,

i,

Itk ST | R
|y i,

A= R
R ;
David M. Scanlan

Secretary of Siste




LLC Certification of Authori

i, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC hereby certify that
JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited
lability partnership under RSA 304-B.

LRI R R AR R AR AR IR Rt R 2 b))

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. |
- further centify that it is understood that the State of New Hampshire will rely on this
certificate as evidence that the persan listed above currently occupies the position indicated
and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: AUG 4, 2023 ATTEST:
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CERTIFICATE OF LIABILITY INSURANCE

CATE {sawDOAYYY)
0804/2023

THI3 CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND
CERTIFICATE DOEE NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW, THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE GERTIFICATE HOLDER.

CONFERS NO RIQHTS UPON THE CERTIFICATE HOLDER. THIS -

IMPORTANT: If the cartlficato holder 13 an ADDITIONAL INSURED, the policy(fes) must have ADDITIONAL INSURED provisions or be endorsed,

If SUBROGATION IS WAIVED, subject to the terms and conditions of the pelicy, certain policles may roquire sn endorsement. A statamaent on
this certificste doas nol confer rights to the cortificats holder In fiou of such sndorsement(s).
PRODUCEN Fol Michael Ware
Grnito Sisic Inrurmnce & Risk Mgt LLC oy 533 530 4706 |1, woy: 603 160 4495
ApOREgs; michaek@gmaltestatcinsimnce.com '
I Park Ave 241 INSURER{S} AFFORDING COVERAGE NAIC #
Hmnpton NH 01842 OSURER A: The Hanford 19632
pesreo MIURER D :
The Atom Groap. LLC IKSURER € :
INBSURER © ;
13 Jewell Coun INBURER B :
Portancouth NH 03t JINSURERF:
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:
THIS 1970 CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN [S5UED 15 “HE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY SE ISSUED OR MAY PERTAIN, THE INSURAMCE AFFORDED BY THE POLICIES CESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,
LTR TYPE OF BISURANCE iz wve POLICY NUMDER (DB rer ey | e LTS
COMMERCIAL OENERAL LIADILITY EACH OCCURRENCE 1 1000000
J vams-mace moocu: SIINISED [Re amavence) |8 300000
MED WX (Any one pareon) 13 ‘3000
Al 4SBAAESSSS 0972272922 | 09222027 [pensomms. & aov suRY |3 1000000
GEN\ AGOREQATE LIMIY APPLIES PER: CENERAL AGCRECATE ' 2000000
2 roucy [0S [Jeee PRODUCTS . COUMOP AGO |3 , 1000000
OTHER: 1
AUTOMOBIE LIADTLITY . : s
w0 DOTLY WAMY (Fr parsowd [
oLy S BCORY BLIURY (Por scdent) |5
e AT oty W 3
|| AUTDS ONLY AUTCS ONLY (e eecic
] 3
| M jIRRATAE | Xocom EACH DCTURRENCT 3 3000000
A |ocessine CLAIKS- MADE OASDAALSSE 09222002 { 09222023 [aggrecate 5 3000000
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INEQRMATION TECHNOLOGY
Z7 Hazen Dr, Concord, NH 03301
Fax: 803-271-1516 TDD Acress: 1-800-735-29¢4

www.nh.gov/doit

Denls Goalet
Commissioner

. September (4, 2022
His Exceliency, Governor Christopher T. Sununu

and the Hogorable Executive Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Information Technology 10 enter into s Sole Sonrce contract with The
Atom Group, LLC, of Portsmouth, NH (VC# 313392) in 2n amount not to exceed $210,000 for the purpose
of providing for 200 Hours of Cyber Negotistions on Retsiner and 100 hours of Cybersecurity Testing
and Remediation per yesr for fowr years, effective upon Govemor and Executive Council
approval through Decernber 31, 2026, Source of Funds: 100% Federal Funds.

Funds are available in the following account for State Fiscal Year 2023,

CATA-DEPTH-AGENCYR-ACTIVITS-
ACCOUNTING UNIT & DEPT NAME- AGENCY JOB# SFY 13
NAME -ACCOUNTING UNIT NAME_CLASS- '
OBJECT - DESC

01-03-03-030010-26410000-Department of Information

Technology-ARP Cyber Protection Program
046-30048$-IT Consultars Adtivity Code 00FRF602G50302A $110,000

EXPLANATION
This contract is sole source because il accelerstes the Stste’s implementation of Cyber Self-
Insurance and has significant pricing advantages {or the state as the rates for the services lo the public
sector have slready been negotiated and significantly discounted. The discounted rates from a trusted
partner are available only because this coniract leverages an existing Public-Privete partnership formed by
the New Hampshire Public Risk Management Exchange's (PRIMEX) Risk Managers with The ATOM
GROUP LLC.

When PRIMEX evaluated potential service providers for their municipal members, they looked closely at
multiple firms and chose o form the partnership with Atom Group informed by the following:

1. ATOM is » New Hampshire company recommended to PRIMEX by New Era, a previous
managed service provider they used for various services.

2. The recommendation resulted in o partnership Lo provide Cybersecurity Audits for five Members
(two lowns, one city, one county, and one school district) with the intenu of providing s baseline
of the cybersecurity maturity of PRIMEX® Membership.

"innovative Technologies Todoy for New Hampshire's Tomorrow™



His Exceltency, Governer Christopher T. Sununu
Page 2

3. Through this engagement, and because of ATOM"s position as a New Hampshire company, their
employee professionalism, timely response, job knowledge, and positive interaction with
Members of the Exchange, PRIMEX engaged ATOM to begin work ns a forensic first responder.

4. Further vetting was done by PRIMEX reinsurer, Beazley, prior to ATOM's final approval. Both
PRIMEX and Beszley conducted o review of employee backgrounds, relevant certifications, and
clearances to ensure a sustainable partnership could be formed.

5. Beazley siso reviewed ATOM's capabilities and capacity as a forensic first response provider 10
include their billing rates, and ultimately spproved them for use in New Hampshire by PRIMEX
on behalf of more than 550 Lower Political Subdivisions.

The Depanment of Information Technology respectfully requests sppraval of this contraci.
Respectfully Submitied,

- b A

Commissioner

DG/RA
DolT #2023-032
RID: 71820

cc: Ken Weeks, DolT DircclorlChicf Information Secunity OfTicer

"innovotive Technologies Todoy for New Hompshire's Tomarrow”
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FORM NUMBER P-37 (version 12/11/2019)

Notice: This sgreement and oll of its atiachments shall becorne public upon submission to Governor
snd Executive Couacil for epproval. Any information thal is pavale, con fidential or
propriciary must be clearly identified 1o the agency and agreed 1o in writing prior o signing
the conwract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS
(DENTIFICATION,

I.1 State Agency Name 1.2 Stale Agency Address

17 HAZEN DR, CONCORD, NH 03310

DEPARTMENT OF INFORMATION TECHNOLOGY

1.3 Contractor Name |.4 Contractor Address

THE ATOM GROUP LLC 33 JEWEL CT, PORTSMOUTH, NH, 03801

1.5 Contracior Phone
Number

(603) 501-0003

1.6 Account Number

01-03-03-030010-264 10000-
Depariment of Information
Technology-ARP Cyber
Proteclion Progrem-

1.7 Completion Date

Work Comptete by 31
DEC 2026. Lasl [nvoice
NLT 31 DEC 2024 10
meét ARPA

1.8 Price Limitation

$210,000

046-500455-1T Consullants

requirements.

1.9 Contracting Officer for State Agency 1.10 State Agency Telephane Number

Denis Goulel 603-223-5703

1 C

1.11 Name and Title of Contractor Signalory
Date: 0, / b / 2.2/ Jason Sgro, Senior Partner, The Atom Group, LLC

e

1.14 Name and Title of State Agency Signatory

l.lJ‘nJ-Sule Ageflcy Signature
M . W Date: 8/6/2022 | Denis Goulet, CIO

i.15 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:

1.16 Approval by the Attorney General {Form, Substance and Execution) (if applicable)

By /8! Stecir T Wlacess On: Seplember 16, 2022

117 Approval by the Governor and Executive Council {if applicable)

Page 4 of 36
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1. SERYICES TO BE PERFORMED. The Stale of New
Hempshire, acting through the agency identified in block 1.1
(“Swote”), engsges conlracior identified in block 1.3
(“Conlrscior") to perform, and the Contracior shall perform,
the work or sele of goods, or both, identified and move
porticularly described in the muached EXHIBIT B which is
incorporaled herein by reference ('Services"). '

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstending any provision of this Agreement to the
controry, end subject to the spproval of the Governor end
Executive Council of Lhe Siatc of New Hampshire, if
applicoble, this Agreement, and oll obligations of the panties
hereunder, shall become cfTeclive on the date the Governor
and Execulive Council approve this Agreement as indicoted
in block 1.17, unless no such epprovel is required, in which
case-the Agreement shall become cifeciive on the date the
Agreement is signed by the Stale Agency as shown in block
113 (“EfTective Dale"). .
3.2 If the Cantraclor commences the Services prior to the
Effcctive Date, sll Services performed by the Contrsctor
prior ta the E{Tecrive Dote shall be performed ot the sole risk
of the Contrncior, and in the event that this Agreement does
nol become cilective, the Stale shall have no linbility (o the
Contractor, including without limitation, any obligation lo
poy the Contractor for ony costs incurred or Serviers
performed. Contreclor must complele oll Services by the
Completion Date specified in block 1.7,

4. CONDITIONAL NATURE OF AGREEMENT,
Nouwithstanding any provision of this Agreement (o the
contrary, all obligaiions of the Siate hercunder, including,
withoul limitetion, the conlinuance of paymenis hercunder,
arc contingent upon Lthe evailabifity ond continued
approprietion of funds affected by any siate or federal
legislative or ¢xecutive oclion that reduces, eliminates or
othenvise modifies the appropristion or svpilsbility of
funding for thiy Agreement and the Scope for Services
provided in EXHIBIT B, in whole or in part. In no event shall
the Siate be liable for any payments hereunder in excess of
such avzilble appropriaicd funds. In the event of a reduction
or terminetion of opproprinted funds, the State shall have the
right to withhold payment uniil such funds become available,
if ever, and shall have the right 10 reduce or terminate the
Services under this Agreement immedisiely upon giving the
Coniracior notice of such reduttion or icrmination. The Slalc
shall nol be required to trensfer funds from eny other account
or source o the Account identified in block 1.6 in the event
funds in that Account are reduced or unavailable.

Page §of 16
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3. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.
5.1 The conirect price, method of payment, end terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference. '
5.2 The payment by the State of the conirect price shall be the
only and the complele reimbursement to the Contraclor for all
cxpenses, of whatever nature incurred by the Contrnctor in the
performance hereof, snd shall be the only and the complele
compensation 1o the Contracior for the Services. The Stole shell
have no liobility to the Controctor other than the contract price.
5. The Siale reserves the right to offser from any smounts
othenwisc payable to the Contracior under this Agreement those
liquidaled amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.

54 Notwithstonding any provision in this Agreement to the
conrary, end notwilhstanding unexpecled circumstances, in no
evenl shall the (olat of afl payments suthorized, or sciuslly made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/ . EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 in conneclion with the performance of the Services, the
Contractor shall comply with all applicable swalutes, lows,
regulations, end orders of federol, stete, county or municipal
suthorities which impose any obligation or duly upon the
Contrector, including, bul not limited 1o, civil rights ond equal
cmployment cpportunity laws. In nddition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with oll federal executive orders, rules, regulslions
and siatuies, and with any rules, regulstions and guidelines es the
State or the United Siles issuc to implement these regulations.
The Contractor shall also comply with all opplicable intelleciua)
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminale agoinst employees or applicanis for employment
because of race, color, religion, ereed, age, sex, handicop, sexusl
orientalion, or nationsl origin and will take afTirmative action to
prevent such discrimination,

6.3. The Controcior agrees 1o permil the State or United States
access 1o any of the Contracior's books, records and accaunts for
the purpose of ascertoining complinnce wilh sll rules, regulations
ond orders, and tht covenants, (crms and conditions of Lhis
Agrecment.

7. PERSONNEL.
7.t The Contrector shall a1 its own cxpense provide all personnel
necessary o perform the Services. The Contracior warrants that el
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personnel engoged in the Scrvices shall be qualified 10 perform the
Services, and shall be properly licensed and othenvise authorized
10 do 50 under all applicable laws.

1.2 Unicss otherwise authorized in wriling, during the term of this
Agrecment, and for a period of six {6) months after the Complciion
Onte in block 1.2, the Contraclor shall nol hire, and shall nol permit
any subcontractor or olher person, firm or carporoiion with whom
it is engeged in a combined efTen (o perform the Services to hire,
eny person who is 8 Siate employee or ofTicial, who is moterially
involved in the procurement, adminisiration or performance of this
Agreement.  This provision shall servive terminntion of this
Agreement.

1.3 The Conuracting Officer specified in block 1.9, or his or her
successor, shall be the Swie’s representative. In the event of any
dispute concerning the intcrpretstion of this Agrecment, the
Conuracting Officer's decision shall be fina! for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any onc or more of the lollowing acis or omissions of the
Contractor shall constitule an event of defsult hereunder {'Evem
of Default™):

3.1.} failure to perform the Services satisfactorily o on schedule;
8.1.2 failure 10 submit any report required hercunder; end/or

8.1.3 feilurc to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the Stale moy
lake Bny one, or more, or all,'of the following actions:

8.2.) give the Controcior 8 written notice specilying (he Event of

Default and requiring it 1o be remedied within, in the absence of a.

greeter or lesser specification of time, thiny (30) days from the
dale of the notice; aad if the Event of Default is not timely cured,
lerminate this Agreement, cffeclive two (2) days afler giving the
Contrecior nolicc of terminalion;

8.2.2 give the Contracior o wrilten notice specifying the Event of
Delaull and suspending ! payments 1o be mode under this
Agreement and ordering that the portion of the comiract price
which would otherwise accrue to the Conlractor during the period
fram the daie of such notice umil such time as the Staie deiermines
that the Contracior has cured the Event of Defoult shall never be
peid to the Contracior;

8.2.3 give the Coniractor o wrilten nolice specifying the Event of
Defauil and set ofT against any other obligations the State may owe
to the Contraclor any damages the State surfers by reason of any

Event ol Defoult; end/or

8.2.4 give the Contraclor a wrillen notice spcclfymg the Event of
Defeuly, tregl Lhe Agreement s brenched, ierminate the Agreement
ond pursue any of its remedics a1 law or in equity, or both.

8.). No leilure by the Susie 10 enforce eny provisions hereof afler

any Event ¢f Defosull shall be decmed o waiver of its rights with

Page 70f 36
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regord 10 thal Event of Defsult, or sny subsequent Event of
Default. No express lailure to enforce eny Event of Defauli shal)
be deemed & waiver of the right of the Stale 10 enforce cach and
all of the provisions hereol upon zny further or other E\'cm of
Default on the part of the Contracior,

9. TERMINATION.

8.1 Nowwithsianding persgraph 8, the Swaic may, at ils sole
discreidon, terminste the Agreement or eny reason, in whale or in
part, by thirty (30) days writien actice to'the Contractor that the
Stle is exercising ils option to terminate Lhe Agreement.

9.2 In the cvent of an cerly termination ol this Agreement for any
reason other than the completion of the Services, the Contrecior
shall, o the State’s discretion, deliver (o the Coniracling Oficer,
not later than fifieen (15) days afer the date of lermination, 2
repont (“Termination Report”) describing in dewil all Services
performed, and ihe controct price camed, to and including the dale
of iermination. The form, subject malter, content, and number of
copics of \hc Termination Repont shall be identical to those of any
Final Repon described in the attached EXHIBIT 8. In addilion, al
the Siate's discretion, the Contractor shald, within 15 days of notice
of early terminntion, develop and submit 10 the State  Transition
Ptan Tor services under the Agreement,

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” sholl mean sl
information and things developed or obuwined during the
performence of, ar scquired or developed by reason of, this
Agreemend, including, but not fimited 1o, all siudics, repons, files,
formulae, surveys, maops, chans, sound recordings, video
recordings, pictoriol reproduclions, drawings, anolyses, graphic
represenlalions, cOMpuiCr Programs, computer prinlouts, aoles,
letters, memoranda, papers, and documents, all whethere finished
or unfinished.

10.2 All dawe and any property which has been reccived from the
Stalc or purchesed with funds provided for that purpose under this
Agreement, shall be the propeny of the State, and shall be retumned
10 the Siste upon demand or upon termination of this Agreement
for =ny reason.

10.3 Confidentiality of dats shall be governed by N.H. RSA
chapter $1-A or other existing lsw. Distlosure ol dota-requires
prior written approval of the Stale.

1. CONTRACTOR'S RELATION TO THE STATE. Inthe
performence of this Agreement Lhe Contractor is in oll respecis on
independem contractor, ond is neither an agent nor en employee of
the Siwte. Neither the Controctor nor any of its officers,
employees, agents or members shall have suthornity to bind the
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State or receive sny benefils, workers' compensalion or other
cmoluments provided by the Stote o its employees.

12. ASSICNMENT/DELECATION/SUBCONTRACTS.

12.1 The Contractor shali not assign, or otherwise transfer any
intcrest in this Agreement without the prior wrilten nolice, which
shall be provided to the Stetc ot least [iNeen {15) days prior 1o the
sssignment, and 8 written consent of the State. For purposes of this
peragraph, a Change of Conlrol sholl constilule assignment.
“Change of Conuol” means (s) merger, consolidation, or o
transaclion or scries of relaied transactions in which a third party,
together with iis oMiliates, becomes Lhe dircel or indirect owner of
(ifly percent {50%) or morc of the voling shares or similar equity
mierests, or cambincd voting power of the Controclor, or (b) the
sale of all or subsianlinily all of the asscts of the Contractor.

12.2 Nonc of the'Services shall be subconiracted by the Contractor
without prior writien nelice and consent of the State. The State is
entiticd 1o copies ol all subcontracis and nssignment agreements
end shall nol be bound by eny provisions contoined in
subconiract o an assignmenl agrecment 1o which it is nol o porty.

13. INDEMNIFICATION. Unless otherwise exempted by lew,
the Contreclor shall indemnify and hold harmicss the Siale, ils
ofTicers end employees, from end egoinst any and all cloims,
liabilities and costs for any personal injury or propenty damages,
patent or copyright infringement, or other claims esseried against
the State, its ofTicers or employees, which arise out of {or which
may be clsimed. 10.erisc oul of) the acts or omission of the
Contracior, or subcgntraclors, including but not limited 10 the
negligence, reckless or intentional conduet. The State shall nol be
liabic for any cosls incurred by the Contractor arising under this
pacegraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitule a waiver of the sovercign
immunity of the Swute, which immunily is hereby reserved 1o the
State. This covenant in parogreph 13 shall survive the lcrminslion
of this Agreement.

14. INSURANCE.

14.] The Controcior shall, ot its sole expense, obtain and
continuously meintain in force, ond shall require any subconiractor
or assignee 10 obimin and mainwin in force, the following
insurance:

14.1.1 commercial generat liability insurance against all claims of
bodily injury, death or property damage, in emounts of not less
then §1,000,000 per occurrence ond $2,000,000 eggregate or
excess; and

14.1.2 specisl couse of loss coverage form covering sll propeny
subject to subparograph 10.2 herein, in an amount not Jess than
30% of the whole replacement value of the property.

Page 8 of 26
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14.2 The policies described in subparegroph 14.1 hercin shall be
on policy forms and endorsements approved for use in the Stalc of
New Hompshire by the N.H. Department of Insurance, ond issucd
by insurers licensed in Lhe Staie of New Hampshire.

14.3 The Contrncior shall furmish 1o the Contracling Officer
idemified in block 1.9, or his or her successor, 8 certificatc(s) of
insurance for all insurance required under this Agrecment.
Contrscior shall also furnish 10 the Contracting Officer identificd
in block 1.9, or his or her successor, cerlificate]s) of insurance for
ol renewsl(s) of insurence required under this Agreemeni no lster
than ten {10) doys prior 10 the expiration date of each insurance
policy. The certificale(s) of insurance end sny renciwals Lhercof
shall be atinched and are incorporated herein by reference,

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contrector ngrees, cenifics
end warrants thet the Convrector is in complisnce with or exempl
from, the requirements of N.H. RSA chapier 281-A (“Workers®
Compensation™}.

15.2 To Lthe exient the Contractor is subject to the requirements of
N.H. RSA chapter 281-A, Controcior shell mointzin, end require
any subcontracior or assignec to sccure end maintain, payment of
Workers' Compensation in conneclion wilh activilies which the
person proposes lo undertoke pursuant to this Agreement, The
Controctor shatl fumnish the Contracting OfMicer identi(ied in block
1.9, or his or her sucecssor, proof of Workers' Compensstion in
the manncr described in N.H. RSA chapter 281-A ond any
applicable renewal(s} thereof, which shall be atiachcd and esre
incorporated hercin by reference.  The State ghall not be
responsibile for payment of eny Workers' Compensation premiums
or for aony other cleim or bencfit for Contractor, or any
subconiractor or employce of Contractor, which might erise under
epplicable Statc of New Hempshire Workers' Compensotion laws
in connection with the performance of the Scrvices under this
Agrecment.

16. NOTICE. Any notice by 8 pany hereto Lo the other party shall
be deemcd (o have been duly delivered or given al the time of
mailing by cenified mail, postage prepaid, in 8 United States Post
Office addressed 10 the parties at the eddresses given in blocks 1.2
and 1.4, herein.

17. AMENDMENT, This Agrcement moy be smended, waived
or discharged only by sn’instrument in writing signed by the
parties hereto and only afler approval of such amengdment, waiver
or discharge by the Govemor and Exccutive Council of the Siate
of New Hampshire unless no such approval is required under the
circumsiances pursuant to State law, rule or policy.
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SERVICES
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

18. CHOICE OF LAW AND FORUM. This Agreement shell

be governed, interpreled and consirued in accordance with the
Inws of the State of New Hampshire, and is binding upon and
inures 10 the bencfit of the partics end their rcspecuvc successors
and assigns. The wording used in this Agreement is Lhe wording
chosen by the perties to express their mutuol intent, and no rule of
consiruction shall be applicd pgainst or in favor of any party. Any
oclions prising out of this Agreement shall be brought end
mainigined in New Hampshire Superior Court which shall have
exclusive jurisdiction thercol.

19, CONFLICTING TERMS. In the event of o canflict benween
the terms of this P-37 form (ns modified in EXHIBIT A} and/or
attachments and smendment thereof, the terms of the P-37 (8s
modified in EXHIBIT A) shall control.

10. THIRD PARTIES. The parties hereto do not intend to benefit
pny -ihird parties and this Agreement shall ao1 be construed to
confer any such bencefit.

11. HEADINGS. The headings throughowt the Agreement are
for reference purposes only, and the words contained therein shall
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in no woy be held 1o explain, rnodll'y. emplily or aid in the
inlerpretation, consiruction or meaning of: the provisions ol' this
Agrecment,

12. SPECIAL PROVISIONS. Additionsl or modifying
provisions set fonh in the enached EXHIBIT A ere incorporaied
herein by reference. '

2). SEVERABILITY. In the event any of the provisions of this
Agreement are held by o court of competent jurisdiction to be
contrary 10 any siole or federn! law, the remoining provisions of
this Agrezment will remain in full force and effeet,

24. ENTIRE AGREEMENT. This Agreement, which may be
execuled in 8 number of counterpans, each of which shall be
deemed on origingl, constilutes the entire agreement and
understanding between the partics, and supcrsedes oll prior
ogreements ond underslandings with respeet (o the subject metter
hercol,
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EXHIBIT A - SPECIAL PROVISIONS

EXHIBIT A - SPECIAL PROYVISIONS
The terms outlined in the P-37 General Provisions are modified as set forth below:

A.1  Provision 1, Effective Date/Completion of Services, is updated with the fellowing
addition:

3.3 ' The Term may be extended up to Three (3) years(s), ("Exiended Term™) at the sole
option of the State, subject to the parties prior written Agreement on applicable fees
for each extended Term, up to but not beyond August 31, 2026 under the same terms
and conditions, subject to approval of the Governor and Executive Council .,

A2 Provision S, Controct Price/Price Limitation/ Payment, is updated with the following
addition: '

5.5 The State’s Jiability under this Agreement shall be limited to monelary damages not
to exceed the contract price pursuanl to Paragraph 5.2. The Contractor agrees that it
has an adequate remedy at law for any breach of this Agreement by the State and
hereby waives any right to ‘specific performance or other equitable remedies against
the State. Subject 1o applicable laws and regulations, in no event shall the State be
lizble for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithsianding the foregoing, nothing herein contained shall be deemed
to constitute a waiver of the sovereign immunity of the State, which immunity is
hereby reserved to the State.

A.J  Provision B, Evenl of Default/Remedies, is updated with the following addition:

8.2.5 give the Contractor » writlen notice specifying the event of Default, terminate the
agreement as breached, and procure Services that ase the subject of the Contract from
another source and Contractor shall be liable for reimbursing the State for the
replacement Services, and all administrative costs directly related 1o the replacement
of the Contract and procuring the Services from another source, such as costs of
competitive bidding, mailing, advertising, applicable fees, charges or penalties, and
stafT time costs; all of which shall be subject 10 the limitations of liability set forth in
the Contract.

A.4  Provision 9, Termination, is deleted and replaced with the following:

9. TERMINATION
9.1 Notwithstanding paragraph 8: the State may, at its sole discretion, 8nd with written
notice, terminate the Agreement for any reason, in whole or in part. In the event of
such termination, the Contractor shall immediately stop all work hereunder and shall
immedialely cause any and all of its suppliers and subconiractors to cease work. The
State shall be liable for cost of all Secvices and Deliverables for which Acceptance has
been given by the State, provided through the date of termination but will not be liable
for any cosis for incomplete Services or winding down the Contract activities. The

Page 10 of 36
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Contractor shall not be paid for any work performed or costs incurred which
reasonably could have been avoided. '

9.2 Termination Procedure

9.2.1  Upon termination of the Contract, the Siale, in eddition 1o any other rights
provided in the Contract, may require Contractor to deliver 1o the State any
propenty, including without limitation, Software and Written Deliversbles, for
such part of the Contract as has been terminated.

9.2.2  After receipt of a notice of termination, and except as otherwise directed By
the State, Contractor shall:

8. Stop work under the Contract on the date, and 10 the extent specified,
in the notice; .

b. Promptly, but in no event longer than len (10) days after termination,
tecminate its orders end subcontracts related to the work which has
been lerminated, and settle all outstanding liabilities and all claims
arising out of such termination of orders and subcontracts, with the
approval or mtification of the State to the extent required, which
approval or ratification shall be final for the purpose of this Section;

¢, Take such ection as the State directs, or as necessary (0 preserve and
protect the property relaied 1o the Contract which is in the possession
of Contractor and in which the State has an interest, _

d. Take no action to intentionally erase any State data until directed by
the State;

¢.  Transfer title to the Siate and deliver in the manner, at the times, and

" o the extent directed by the Siate, any property which is required (o
be furnished 1o the State and which has been accepied or requesied by
the Stale;

f. Implement an orderly return of State data in 8 CSV or angther
mutually egrecable format al a time agreed (o by the parties;

g. Securely dispose/destroy of all requested data in all of its farms, such
as disk, CO / DVD, backup tape and paper, when requested by the
State. Data shail be permanenily deleted and sha!l not be recoverable,
according to National Institule of Standards and Technology (NIST)-
Special Publication (SP) 800-88 approved methods. Centificates of
destruction shall be provided to the State; and

h. Provide writien Cenification lo the Siate that Contractor has
surrendered to the State all said property and after 180 days has erased
all State data.

9.2.3 [f the Contract has expired, ar terminaled prior to the Completion Date, for
any reason, the Contractor shall provide, or a period up to ninety (90) days
after the expiration or termination, all trensition services requested by the
Stale, at no additiona! cost, to sllow for the expired or terminated portion of
the Services to continue without interruption or adverse effect, and to facilitate

Page 11 of 36
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‘EXHIBIT A - SPECIAL PROVISIONS

the orderly transfer of such Services to the State or its designess (“Transition
Services").

9.2.4 This covenant in paragraph 9 shall survive the termination of this Contract.

A.5  Provision 10, Data/Access/Confidentinlity/Preservation, is vpdaied with the following
addition:

10.4  In performing its obligelions under this Agreement, Contrector mey gain access o
Confidential information of the State. Confidential Information includes any and all
information owned or managed by the Siate of NH - created, received from or on
behalf of any Agency of the State or accessed in the course of performing contracied
Services - of which collection, disclosure, protection, and disposition is governed by
state or lederal {aw or regulalion. This information includes, but is not limited to
Protected Health Information (PHI), Personally Identifisble Information (PID),
Personal Financial Information {PF1), Federal Tax Information (FT1), Social Security
Numbers (SSN), Peyment Card Industry (PCI), and or other sensitive and Confidential
Information. The Contractor shall not use the Confideniial Information developed or
obtained during the performance of, or acquired, or developed by reason of the
Agreement, except as directly connected to end necessary for the performance of the
Agreement. Contractor shall mainigin the confidentintity of and protect from
unauthorized use, disclosure, publication, and reproduction {collectively “release™),
all Confidential Information.

10.4.1 In the evenl of the unauthorized release of Confidential Information,
Contractor shali immediately notify the State's Information Security Officer,
and the State may immediately be entitled 10 pursue any remedy al law and in
equity, including, but not limited to, injunctive relief.

10.5  Subject to applicable federal or State laws and regulations, Confidential Information
shall not include information which:

a. shali have atherwise become publicly available other than as a result of disclosure
by Lhe receiving Party in breach hereof;

b. was disclosed 1o the receiving Party on a non-confidential basis from 2 source:
other than the disclosing Party, which the receiving Party believes is not
prohibited from disclosing such information as a result of an obligation in favor
of the disclosing Party;

c. is developed by the receiving Party independently of, or was known by the
receiving Party prior 1o, any disclosure of such information made by the disclosing
Party; or

d. is disclosed with the written consent of the disclosing Party.

10.6 A receiving Party also may disclose the disclosing Pary’s Canfidential Informetion
1o the extent required by an order of a court of competent jurisdiction. Any disclosure
of the Confidential Information shall require the prior written approval of the Siale.
Contractor shall immedsately notify the Siate if any request, subpoena or other lega},
process is served upon Contractor regarding the Confidential Information, and
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Contrector shall cooperate with the State in any effont the State undertakes to contest
the request, subpoena or other iegal process, at no additional cost 1o the State.

10.7  Contractor Confidential Information. Cantractor shall clearly identify in writing al)
information i1 "claims to be confidential or .proprietary upon providing such
information Lo the State. For the purposes of complying with its legal obligations, the
State is under no obligation to accept the Contractor's designation of material as
confidential. Contractor acknowledges that the State is subject to Stale and federa)
laws governing disclosure of information including, bul not limiled to, RSA Chapter
91-A. In the event the Sraie receives o request for the information identified by
Contractor as confidentie], the Siate shell noiify Contractor and specify the date the
State will be releasing the requesled information. At the request of the State,
Contractor shall cooperate and assist the State with the collection and. review of
Contractor's information, 2t no additional expense to the Staie. Any effort to prohibit
or enjoin the release of the information shall be Contractor’s sole responsibilily and at
Contractor's sole expense. [f Contractor fails 10 obtain & court order enjoining the
disclosure, the State shall release the information on the date specified in the State’s
notice to Contractor, without any liability to the State.

10.8  This covenant in paragraph 10 shall survive the termination of this Contract.

A.6  Provision 12, Assignment/Delegation/Subcontracts, is updated with the following
addition:
12.3  in the event that Contractor should change ownership for any reason whatsotver that
results in a change of control of the Contractor, the State shall have the option of:
8. continuing under the Agreement with Coniractor, its successors or assigns for the
e full remaining Term of the Agreement or for such period of time as determined
necessary by the Starte; '
b. immediately leeminate the Agreemeni without liability to or further compensation
owed (o Contractor, its Successors or assigns.

A.7  The following Provisions are added and made part of the P37:

25. FORCE MAJEURE

25.1  Neither Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limiled to, acts of
God, strikes, lock. outs, riots, and acts of War, epidemics, acts of Government, fire,
power failures, nuclear accidents, earthquakes, end unusually severe weather.

252  Except in the evem of Lhe foregoing, Force Majeure events shall not include the
Contractor’s inability to hire or provide personnel needed for the Contractor's
performeance under the Contract.

26, EXHIBITS/ATTACHMENTS
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27,

18

29.

The Exhibits snd Antachments referred 10 in and attached to the Contract are incorporated
by reference as if fully included in the text of the Contract.

NON-EXCLUSIVE CONTRACT
The State reserves the right, el its discretion, 10 rewin other vendors to provide any of the

_ Services or Delivernbles identified under this Agreement. Contractor shall mzke best efforts

to coordinate work with ail other State vendors performing Services which relate to the work
or Deliverables set forth in the Agreement, The State intends to use, whenever possible,.
existing Software and hardware contracls (o acquire supporting Software and hardware.

GOVERNMENT APPROVALS

Contraclor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary Lo perform its obligations under the Gontract,

ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text within this agreement, the
following Order of Precedence shalt govern:

i.  State of New Hampshire, DEPARTMENT OF INFORMATION TECHNOLOGY
Contract Agreemeni CONTRACT #2023-032

ii.  Contractor Description of Program and Quate, (see Exhibit G)

Remainder of this page intentionatly left blank
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"EXRIBIT B -~ STATEMENT OF WORK (S0W) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

The Siatement of Work, Business and Technical Requirements, and Deliverables are set fornth below:
1. STATEMENT OF WORK

The Contractor shall provide 200 hours/year, for the durstion of Lhe contract, under retainer,
for the following services:

I. Advanced Threat Actor Negotiations in up to six languages in house at the Atom Group
and two olher languages via pre-defined translition services:
s English (Native/Fluent)
s Spanish (Native/Fluent)
e  French (Native/Fluent)
s Hungarian (Native/Fluent)
s Slovak (Native/Fluent)
+ Cantonesc (Native/Fluent)
* Russian {(iransiation)

e Mandarin (lranslation)

2. Fast Currency Exchange Fund including:
= QOffice for Foreign Asset Control Due Diligence Validation, and
»  Gemini Secure Crypto Currency Transactions.

A. Office for Foreign Asset Control Validation Process

Office for Foreign Asset Control requires validation of attribution of any '
paymeni being made to o foreign entity for ransom. In the event of a ransom
paymeni request, ATOM will perform the following:

13 Validale with internal counsel that the payment would not be mede to any person(s)
appearing on the U.S. Department of Treasury's Office of Foreign Assets Control
{OFAC) Specially Designated Nationals and Blocked Persons List (SDN List) or
countries subject to comprehensive santtions programs administered by OFAC,
including Crimea, Cuba, [ran, Nonth Korea, and Syria. .

2) Validate with internal counset that the payment will not be made to further a 1errorist
organization o¢ enterprise, €.g., no clear evidence of links to proscribed groups (i.e., -
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‘BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

3)

4)

)

6)

N

»

“Foreign Terrorist Organizations” under Section 219 of the Immigration and
Nationality Act, B U.S.C. Section | 189). §

Perform an enginccring review of the blockchain with specific analysis of the
ariacker's bilcoin address; review prior transactional history; review all transaction
hashes in the wallet to identily other mnsoms paid to this attacker and whether the
atiacker is targeting a specific sector or geographical area.

Cross reference sil discovered attributes against any proprietary database of attackers
used in prior attacks or linked to known criminal groups in Dark Web Marketplaces,
Forums, or Scrapes.

Perform an enginecring review of the attack vector for known pattems, attribution,
or links to countries or advanced persistent threat groups (APT).

Deiermine (by reverse engincering, signature analysis, and Intermet research)
whether the malware variant is linked to known atlackers or groups or contains code
that could indicate an attecker's geographical location or native language.

Review language, translations, English proficiency, Time zone, [P addresses, and
gr.olocatmn indicators to try to delermine geographical location and/or whether an-
aitacker is deliberately masking their identity or pretending 10 come from a different
location, Languege, or country.

Complelz linising on *no-names"” basis with law enforcement to determine if similar

- ‘anecks/ransom demands have been linked 10 terrorist/proscribed groups.

B. Gemini Digital Currency Transactions

1)

2)

Page 16 of 36
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With approval from the State CI1SO or C10, ATOM will process requested digital
currency transfer in a normel negotistion where ATOM will accepl wire transfer of
funds from the State of New Hampshire Department of Information Technology and
process those funds through Gemini for transfer to a threat actor as directed by the
State of New Hampshire Depariment of Information Technology. ATOM will accept
responsibility for transferring funds up to $2,500,000.00 USD.

In an emergency context, such as when a deal can be made with a threat actor for 2
lower price if funds can be transferred quickly, or if negotiations require swift
payment to successfully complete, Contractor will make emergency transfers up io
$50,000.00 USD within 12 hours, or up 10 $100,000.00 USD in 24 hours.
Emergency funds may be requested to pay a partial or full payment of rensom
request pending the successful completion of OF AC Due Diligence. The Siate of
New Hampshire Department of Information Technology may orily request one

L
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BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

t)

b)

d)

emergency payment at a time and may not request s second emesgency request
unicss the previous funding is fully reimbursed.

Hours under this retainer not used for Negotiations or Fast Currency Fund actions
may be used for onsile and remote emergency remediation services, which include
incident command, law enforcement coordination, engineering quarentine, isolation,
sandbox lesting, forensic collection, threat actor attribution, attack vector
identification, and inoculation of the environment. All onsile and remole services
and capabilities will be at the disposal of the State of New Hampshire Depariment of
Information Technology. Additionally, unused hours may be added to the Technical
Auditing Services described below.

The Contracior shall also provide 100 hours of technical auditing services in an on-
demand capacity and as coordinated with the State Chief [nformation Security
Officer. Contractor shall provide technical auditing services in four parts:

ENGINEERING TESTING - Contractor shall use vulnerability assessments and
penetration testing techniques. Technical audiling occurs et 8l} levels of the
infrastructure, from perimeter, 1o application, to network (all layers), design,
architecture, and use of cryptography. Technicel suditing is often aided by tocls for
vulnerability analysis, penetration testing, and static scanning { Veracode).

COMPLIANCE AUDITING - Contractor shali perform complience auditing by
performing compliance gap analysis for cybersecurity and regulatory frameworks
such ns The Center for Inlernet Security Version 8, The General Data Protection
Regulation (GDPR/GDPR EU), HIPAA, HITRUST, ISO 27001, FERPA, COPPA,
PIPEDA, and numerous slate and federal regulations lo name a few.

PRIVACY AUDITING - Contractor shall perform privecy audits for governance,
collection, and processing of personal information.

REMEDIATIONS - Contractor shall work with Dol T to guide remediation activity,
perform the remediation for you 8t your request, or align you wilh subject matter
experts that will be weil versed in laking.care of a specific issue.

2. BUSINESS / TECHNICAL REQUIREMENTS
Business and Technical Requirements are identified in the ebove Statement of Work

2.1 Compliance Requirements
Agency Complisnce Documents are identified in Exhibit G: Attachment 2
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3. ACTIVITY, DELIVERABLE, AND MILESTONE

If any of the hours in this retainer are used for Technical Auditing Services, Activities/
Deliverables/Milestones will be agreed upon in writing between the Contractor and the State
Chief [nformation Security Officer before work commences and the deliverables are subject
to the provisions below.

4, DELIVERABLE REVIEW AND ACCEPTANCE

4.1  Non-Software and Written Deliverebles Review and Acceptance

The Contractor shall provide a written Certification that 8 non-sofiware, writien
defiverable (such as the Test Plan) is final, complete, and ready for Review. After
receiving such Certification from the Contrector, the State will Review the Deliverable to
determine whether il meets the requirements outlined in this Exhibit. The Sate will nohfy
the Contractor in writing of its Acceptance or rejection of the Deliverable, or its pantial or
conditional Acceptance of the Deliversble, within five (5) business days of the State’s
receipt of the Contractor's written Certification; provided that if the State determines that
the State needs more than five (5) days, then the State shall be entitled to an extension of
up 1o an additional ten (10) business days. If the State rejects the Deliverable or any
portion of the Deliverable, or if any Acceptance by the Stale is conditioned upon
completion of any related matter, then the State shall notify the Contracior of the nature
ond class of the Deficiency, or the lenms of the condilional Acceptance, and the Contractor
shall correct the Deliciency or resolve the condilion 10 Acceptance within the period
identified in the Work Plan. If no period for the Contractor's correction of the Deliverable
or resolution of condition is identified, the Contractor shall correct the Deficiency in the
Deliversble or resolve the condition within five (5) business days or such longer period as

... the'State (in its sole discretion) may agres. Upon receipt of the correcied Deliverable, the
State shafl have five (5) business days 1o review the Oeliverable and notify the Conlractor
of its Acceplance, Acceptance in pan, condilional Acceptance, or rejection thereof, with
the option to extend the Review Period up to five (5) edditional business days, or mutually
agreed upon limeframe. 11 the Contractor fails to cervect the Deficiency within the allotted
period, the State may, 2t its option, continue reviewing the Deliverable and require the
Contractor 10 continue until the Deficiency is corrected, or immediately lerminate (he
Contracl, declare the Contractor in default, and or pursue ils remedies at Iaw and in equity.

4.2  Software Deliverables Review and Acceptance
System/Sofiware Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Acceptance and Testing Services described herein.

4.3  Number of Deliverables .
Unless the Siate otherwise specifically agrees in writing, in no event shall the Contractor
certify for testing and deliver to the State more than three (3) Deliverables for review or
testing at one time. As the State accepis a Deliverable, an additional Deliverable may be
presented for review but #l no lime can the Dehverables exceed three (3) at a time without
the authorization of the State.
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4.4  Conditional and Unconditionsal Accepmntc
By accepting a Deliverable, the State reserves the right 1o reject any and all Deliverables
in the event the Stale detects any Deficiency in the System, in whole or in part, through
" completion of all Acceptance Testing, including but not limited to, Software/System
Accepiance Testing, and any exiensions thereof. '

s CHANGE ORDER

The State may make changes, revisions, or request enhancements to the Scope of Work at any
time by written Change Order, The State originsted changes, revisions or enhancements shall
be approved by the Department of [nformation Technology. Within five (5) business days of
Contractor’s receipt of a Change Order, Contractor shall advise the Stale, in detail, of any
impact on cost (¢.g., increase or decrease), the Schedule, and the Work Plan,

Contraclor may propose & change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, and the Work Plean. The State shall acknowledge
receipt of Contractor's requested Change Order within five (5) business days. The State
Agency, as well as the Department of [nformation Technology, must review and approve all
Change Orders in writing. The State shall be deemed to have rejected the Change Order if the
Parties are unable to reach en agreement in writing within 30 days of receipt of the Change
Order.

Change orders resulting in an increase of Price Limitation, an extension of time for Contract
completion or a significant change ta the scope of the Contract may require appraval by the
Governor and Council.

A Change Order which is accepied and executed by both Perties, and if applicable approved
by Govemor and Council, shall amend the t¢rms of this Agreement.

6. IMPLEMENTATION SERVICES

The Contractor shall employ an indusiry-standard Implementation strategy with o timeline se1
forth in accordance with the Work Plan:

The Contractor shall manage Project execution and provide the tools needed to creale and
manage the Project's Work Plen and tasks, manage and schedule Project staff, wrack and
manage issues, manage changing requirements, maintain communication within the Project
Team, and Report siatus.

The Contractor and the Siate shali adopt a Change Management approach to identify and plan
key siralegies, communication initiatives, and training plans.
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.

BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

1. PROJECT MANAGEMENT

The Contracior shall provide projeci tracking tools and templates o record and manage Issues,
Risks, Change Requesis, Requirements, and other documents used in the menagement and
tracking of the project. The State believes that effective communication and Reporiing are
essential to Project success. The Contractor shell employ effective communication and
Reporting stretegies (o ensure Project success. The Coatractor Key Project Stafl shali
participate in meetings as requesied by the State, in nccordance with the requirements and
terms of this Contrael.

}
The Project requires the coordinated efforts of a Project Team consisting of both Contractor
and State personnel. Contracior shall provide all necessary resources to perform its obligations
under the Contracl. Coniractor is responsible for providing all appropriale resources and
personnel to manage this Project 10 a successful completion.

The Contractor shall conduct criminal background checks and not wilize any siaff, including
subcontractors, to fulfil! the obligations of the contraci who have been convicted of any crime
of dishonesty, inciuding but not limited to criminal fraud, or otherwise canvicied of any felony
or misdemeanar offense for which incarceration for up to | year is an authorized penaity. The
Contractor shall promote end maintain an awareness of the importance of securing the State's
informaiion among the Contractor's employees and agents.

The State may, a1 its sole expense, conduct reference and background screening ‘of the
Contraclor's Project Manager and Key Project Staff. / The Siate shall maintein the
confidentiality of background screening results in eccordance with the Contract Agreement.

The Contractor shall be responsible for knowledge transfer between all Caontractor project
teams {or ail deliverables defined in this Project Agreement.

7.1 The Contractor Key Project StafT
T.1.1. The Contractor’s Contract Manager
Caniractor shall assign » Coritract Manager who will be responsible for all Contrect
authorization and administration, including but not limited to processing Contract
documentation, obisining executive approvals, tracking costs and payments, and
representing the parties in all Contract administrative activities. Contractor's Contract

Manager is:
JASON SGRO, SENIOR PARTNER, THE ATOM GROUP, LLC
(603) 531-0003 .
JASON@THEATOMGROUP.COM
112 The Conlractor’s Project Manager
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Contractor shalt assign a Projcct Menager who is qualified to perform or supervise the
Contractor's obligalions under this Agreement. Contractor's Project Manager is:

JASON SGRO, SENIQOR PARTNER, THE ATOM GROUP, LLC
(603) 531-0003
JASON@THEATOMGROUP.COM

Contrector's selection of the Project Manager shall be subject to the prior written
approval of the State. The State’s appraval process may include, without limitation,
st the Siate's discretion, review of the proposed Project Manager's resume,
qualifications, references, and background checks, and an interview. The State may
require removal or reassignment of Project Manager who, in the sole judgment of the
State, is found unscceptable or is not performing to the State's satisfaction.

Project Manager must be qualified to perfonm the obligations required of the position
under the Contract, shell have full suthority to make binding decisions under the
Contract, and shall function as Contractor's representative for all administrative and’
management matters. Project Manager must be available to promptly respond during
normal Business Hours within Two (2) hours of inquiries from the State, and be at the
site as needed. Project Manager must work diligently and use his/ her best efforts on
the Project.

7.3, Change of Project Manager

Contractor may nol replace the Project Manager or change its assignment of Project

" ‘Manager withoul providing the State wrinien notice and obtaining the prior approval
of the State of the replacement Project Manager. State approvals for repiacement of
Project Manager shall not be unreasonably withheld. The replacement Project
Manager is subject to the same requirements and Review as set forth above. Contractor
shall assign a replecement Project Manager within 1en (10) business days of the
departure of the prior Project Manager, and Conirector shall continue during the ten
{10) business day period o provide competent project management Services through
2 qualified interim Project Manager.

.14, The Contractors Additional Key Project Staff '
The State considers the following individuals to be Key Project Staff for this Project:

As task organized by Atom Group to best provide requested services.

The State reserves the right 10 require remova! or reassignment of Key Project Staff
who are found unacceptable (o the State. Contractor shall not change Key Project
Staff commitments without providing the State written notice and obtaining the prior
written approval of the State. State approvals for replacement of Key Project Staff
will not be unreasonably withheld. The replacement Key Project Staff shali have
comparable or greater skills than Key Project Staff being replaced.
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1.1.8. Termination for Lack of Project Management and Key Project Staft
Notwithstanding any olher provision of the Contract to the contrary, the State shall
have the option to terminate the Canlract, declare Contractar-in default and to pursue
its remedies at law and in equity, if Contracior fails 10 assign a Project Manager and/or
Key Project Staff meeting the requirements and terms of the Conltract or if the State is
dissalisfied with Contractor's replacement of the Project Manager and/or Key Project
StafT.

7.2 The Statc Key Project Staff
121 The State Contract Manager
The State shall assign a Contract Manager who shall function as the State's
representalive with regard to Contract edministration. The State Contract Manager is:

. DENIS GOULET, CI0
(603) 223-5703
DENIS.C.GOULET@DOIT.NH.GOV

7.2.2 The State Project Manager
The State shall assign a Project Manager. The State's Project Manager is:

KENNETH L. WEEKS Iil
(603) 931.9234
KENNETH.L.WEEKSIII@DOIT.NH.GOV

The State Project Manager’s duties shall include the following:

Leading the Projecy;

Engaging and managing all Comeactars working on the Project;
Managing significant issues and risks,

Reviewing and accepting Contract Deliverables;

Invoice sign-offs;

Review and approval of Change Orders;

Managing stakeholders’ concemns.

meraAP oD

8. WORK PLAN

Since this is primarily a contract for a retainer for services, there is no pre-defined work plan.
IF hours under this contract are used for services other than negotiations and fast currency fund
actions, e workplen will be developed and agreed upon by the CISO and Contractor in advance.
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9. DATA PROTECTION

Protection of personal privacy and data shall be an integral part of the business activities of
the Contractar to ensure there is no inappropriate or unauthorized use of State information al
any time. To this end, the Contractor shall safeguard the confidentialiry, integrity and
availability of Siate information and comply with the following conditions:

a. The Contractor shell impiement and mainiain appropriate administrative, technical
and organizational security measures to safeguard against unauthorized -access,
disclosure or theft of Personal Data and non-public information. Such security
measures shall be in accordance with recognized industry practice and not less
stringent than the measures the Contractor agplies to its own Personal Data and non-
public data of similar kind.

b. Alldata obtained by the Contractor in the performance of this contract and all Personal
Daia shall be encrypted at rest and in transit with controlled eccess. Unless otherwise
slipulated, the Contractor is responsible for encryption of the Personal Data,

c. Unless otherwise stipulated, the Contraclor shall encrypt all non-public data st rest
and in transit. The State shall identify data it deems as non-public data to the
Contractor. The level of protection and encryplion for all non-public data shall be
identified and made a pant of this coniract.

d. Al no time shall any date or processes — that either belong to or are intended for the
use of the State or ils officers, agents or employees - be copied, disclosed or retained
by the Contractor or any party related to the Contractor for subsequent use in any
transaction that does not include the Siale.

¢. The Contractor shall nol use any information collected in connection with the service

. issued from this Contract {or any purpase other than ful filling the service.

9.

Date Location

The Contractor shall provide its Services (o the State and its end users solely from data
centers within the Continental United States. All storage, processing 2nd transmission of
State data shall be restricted 1o information lechnology systems within the Continental
United States. The Contractor shall not allow its personnel or sub-contractors to store State
date on perteble devices, including personal computers, except as specified and allowed
by the conlract, and then only on devices that are used and kept a( its data centers within
the Continental United States. The Contraclor shall permit its personnel and Conlraclors
10 access Siate deta remotely only 1o provide technical support and as specified or required
by the contract.

9.2 Sccurity Incident Or Data Breach
The Contractor shall inform the Sisie of any security incident or Data Breach in
accordance with NH RSA Chapter 359-C:20: Notice of Security Breach.

0. Incident Response: the Contractor may need 10 communicate with outside pasties
regarding a security incident, which may include coniacting law enforcement,

Date: 1
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fielding media inquiries and seeking external expertise as mutually agreed upon,
defined by law or contained in the Contrect. Discussing security incidents with
the Siate should be handled on an urgent as-needed basis, as part of the Contractor
communication and mitigation processes as mutually agreed upon, defined by law
or contained in the contract.

b. Security incident Reporting Requirements: the Contractor shall report a security
incident 10 the State identified contact immediately if it reasonably believes there
has been a security incident,

c. Bresch Reponing Requirements: |f the Contraclor has ectual knowledge of &
confirmed data breach that affects the security of any State content that is subject
(o applicable data breach notification law, the Contracior shall (1) promptly rotify
the appropriate State identified contact within. 24 hours or sooner, unless shorter
time is requircd by applicable law, and (2) teke commercially reasonable measures
10 address the dala breach in & limely manner,

t0. Breach Responsibilities

10.1 This section only applies when a Data Breach occurs with respect to State dota within the
possession or control of the Contractor and/or the third party designee hosting the data as
agreed upon by the Contractor and the State.

10.2 The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
State identified contact by lelephone in accordance with the agreed upon security plan or.
security procedures if it reasonably believes there has been a security incidenl.

10.3 The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State
identified contact within 24 hours or sooner by telephone, unless sharter time is required
by applicable law, if it confirms that there is, or reasonably believes that there has been 2
Data Breach the Contractor shall:

. cooperate with the State as reasonably requested by the State to
investigate and resolve the Data Breach;
b. promplly implement necessary remedial measures, if necessary; end
t. document responsive actions taken reiated to the Data Breach,
including any post-incident review of events and actions taken to
_make changes in business practices in providing the services, if
necessary.

10.4 Unless otherwise stipulated, if a Data Breach is e direct result of the
Contractor's breach of its contract obligation or the third party -hosting
company to encrypt Personal Data or otherwise prevent ils release, the
Conlractor and/or the third party hosting company shall bear the cosis
associated with:

. the investigation and resolution of the Data Breach; f
b. notifications lo individuals, regulators or others required by Stale law;
¢. acredit monitoring service required by State (or federal) law;
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d. aiebsite or a toll-free number and call center for affected individuals
required by State iaw — all not to exceed the average per record per
person cosl caiculated for Data Breaches in the United States
{currently 3201 per record/person) in the most recent Cost of Data
Breach Study: Global Analysis published by the Poneman Institute st
the time of the Dala Breach, and

e. complete ell correclive actions as reasonably determined by the
Contractor based on root cause; all [(8) through (e)] subject to this
Contract's limitation of liability:

11 ADMINISTRATIVE SERVICES

The Contraci shall pravide the Stale with the Administrative Services set forth inthe Contract,
and particularly described in Exhibit D: Adminisirative Services

12 TERMS AND DEFINTIONS

Terms and Definitions applicable 1o this Contract ase identified in Exhibit E: Terms and
Definitions. '

13 CONTRACTOR'S CERTIFICATES
Required Contractor Certificales are antached in Exhibit F.

Remainder of this page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE
The terms outlined in the Payment Schedule is sei forth below:
1. CONTRACT PRICE

Notwithstanding eny provision in the Contract to the contrary, and notwithsianding
unexpected circumstances, in no event shall the total of all paymenis made by the State exceed
the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The payment
by the State of the tots) Contrect price shall be the only, and the complcte reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contrzcior in the
performance hereof.

2. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services perfommed under this Contract. The Contractor must assume al|
irave! and related expenses incurred by Contracior in performance of ils obligations. Al labor
rates in this Agreement will be considered “Fully Loaded", including, but not limited to: meals,
hotel/housing, sirfare, car rentals, car mileage, and any additional out of pocket expenses.

3. SHIPPING FEES

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement.

4. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the
State, All invoices submitted shall be subject to the State's prior written approval, which shall
not be unreasonably withheld. The Contractor shall only submit invoices for Services or
Deliverables as permitted by the Contract. Invoices must be in a formal as determined by the
Siate and contain detailed information, including without limitalion: itemization of each.
Deliverasble and identification of the Deliverable for which payment is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly
mainienance charges; any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documenied and undisputed invoice, the
State will pay the comect and undisputed invoice within thirty (30) days of invoice receipt.
{nvoices will not be backdated and shall be prompily dispatched. Since this is a retainer for
services, the entire amount for each calendar year shall be paid within 30 days of the
effective date of the contract each year.

5. INVOICE ADDRESS

Invoices mey be sent to:

DEPARTMENT OF INFORMATION TECHNOLOGY
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ACCOUNTS RECEIVABLE
27 HAZEN DRIVE
CONCORD, NH 03310

6. PAYMENT ADDRESS

Payments shall be made via ACH. Use the fotlowing link to enrol! with the State Treasury for
ACH payments: hnpsjhvww nh.gov/ireasury/siaie-vendors/index.him

-1 OVERPAYMENTS TO THE CONTRACTOR

The Contraclor shall promptly, but no later than fifteen (15) business days, retumn to the State
the full amount of any averpayment or erroneous payment upon discovery or notice from the
State.

8. CREDITS

The Stete may apply credits due to the State arising out of this Contract, against’ the
Contrector’s invoices with appropriate information attached.

9. PAYMENT SCHEDULE

10.1  Contrect Type
10.1.1. Activities / Deliverables / Milestones Pricing

This is 2 Not to Exceed Contract. The total Contract value is indicated in P-37 General
Provisions - Block |.8: Price Limitation for the period between the Effective Date
through date indicated in P-37 Genera) Provisions - Block 1.7: Completion Date. The
Contractor shal) be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following
gctivities, Deliverables, or milestones appearing in the pnce and payment (ables
below:

10.1.2. Contractor Staff, Resource Hours and Rotes Worksheet

Table C-1
VENDOR HOURLY RATES PRICING WOR.KSH EET

Behwveen 8:00 AM - 6:00 PM ET $178%hr
Between 6:01 PM - 7:59 AM ET $220/hr

10.1.3. Future Contractor Rates Worksheet
The State may requesl additiong! Services from the Contraclor The State and
Contractor sgree to the following rates in the event the contracl is extended 85
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described in P-37 General Provisions, Section 3 Effective DalelComplciion of
Services.

Remainder of this page intentionally left blank
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EXHIBIT D - ADMINISTRATIVE SERVICES
1. DISPUTE RESOLUTION

Prior 1o the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the Parly believing itsell aggrieved (the “Invoking Party™) shall call for
progressive management involvement in the dispute ncgotiation by writien nolice to the other
Party. Such notice shali be without prejudice to the Invoking Party's right 10 any othcr remedy
permitied under the Con!racl

The Parties shall use reasonable efforts to amange personal meetings and/or telephone
conlerences as needed, et mutually convenient times and places, between negotiators for the
Parties ot the following successive managemeni levels, each of which shall have a period of
allonted time as specified below in which 1o attempt to resolve the dispute:

Table D-1.

DISPUTE RESOLUTION RESPONSIBILITY ANDSCHEDULE TABLE

LevEL | SONTRACTOR ' | stATE CUMULATIVE
CONTACT POINT OF CONTACT ALLOTED TIME

Primary lason Sgro Ken Weeks 5 Days

First jason Sgro Dennis Goulet {0 Days

The atlotted time for the first level negotiations shall begin on the date the Invoking Party's
nolice is received by the other Party. Subseguent allotted time is days from the date that the
original Invoking Party's notice is received by the other Panty.

2 ACCESS AND COOPERATION

Subject to the terms of this Agreement and epplicable Isws, regulations, and policies, the State
will provide the Contraclor with access o all program files, libraries, personal computer-based
Systems, Software packages, Network Systems, security Systems, and hardware as required
10 complete the contracted Services.

3 RECORD RETENTION

Contractor and its Subcontractors shali maintain all Project records including but not limited
to books, records, documents, and other evidence of accounting procedures and practices,
which properly and sufficiently reflect all direct and indirect costs invoiced in the performance
of their respective obligations under the Contract. Contractor and its Subcontractors shall
retain all such records for three (3} years following termination of the Contract, including any
exiensions. Records relating to any litigation matiers regarding the Contract shall be kept for
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one () year following the termination of all litigation, including the termination of all appeals
or the expiration of the appeal period.

Upon prior netice and subject to reasonable lime frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these
items shall be provided within Merrimack County of the Siate of New Hampshire, unless
otherwise agreed by (he State. Delivery of and access 1o such records shall be at no cost to the
State during the three (3) year period following termination of the Coniract and one (1) year
Term following litigation relating to the Contract, including all appesls or the expiration of the
appeal period. Contractor shall include the record retention and Review requirements of this
seclion in any of its su_bcomrncls.

4, ACCOUNTING

Contrector shell maintein an accounting Sysiem in accordence with Generally Accepted
Accounting Principles (GAAP). The costs appl:cabla 1o lhe Contract shall be ascenainable
from the accounting System.

S AUDIT

The Coniractor shall allow the State to audit conformance to the contract terms. The State may
perform this audit or contract with a third party at its discretion and at the State’s expense.

6. MISCELLANEOUS WORK REQUIREMENTS

6.1 ° Access to State Systems
When work plans are developed under this contract that require contractor personne] to sccess state
sysiems and/or data, the contractor will comply with all state informalion security policies and
procedures.

Date: L
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EXHIBIT E - TERMS AND DEFINITIONS

The following genera) contracting lerms end definitions spply except as speclrcally noted elsewhere in this
Controcl.

| TERM DEFINITION
Notice from the State that » Deliverable has satisfied
Acceplance Test or Review.

| Agreement A Contract duly executed and legaily binding.

Acceplance

[nformation required to be kept Confidential and restricted
from unauthorized disclosure under the Contract.
“Confidential information” or "“Confidensial Data" means
all privaie/restricted confidential information disclosed by
one party o the other such as all medicel, health, financial,
public assislance benefils and personal informalion
including without limitation, Protected Health Information
and Personally Identifieble Information.

Confidentiel Information elso includes any and all
Confidential [nformation information owned or managed by the State of NH - created,
received from or on behalf of any state agency or accessed
R in the course of performing contracted services - of which
: collection, disclosure, protection, and disposition is
governed by siaie or federal law or regulation. This.
information includes, but is not limited to Personal Health
information (PHI), Personally Identifiable Information
{PIl), Personal Financis! Informslion (PF1), Federal Tax
Information (FT1), Social Security Numbers (SSN),
Paymem Card Industry (PCI), and or other sensitive and
confidential informatian.
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An agreement between the State of New Hampshire and 2
Vendor which creates binding obligations for esch party to
perform as specified in the contract documents. Contract
Contract ’ documents include the State P-37 General Provisions, and
all Exhibits and attachments, which represent the
understanding and acceptance of the reciprocsl legal rights
and duties of the parties with respect to the Scope of Work.
State records, Niles, forms, electronic information and other
documents or information, in either clectronic or paper
Data form, that will be used /converted by the Vendor during the
conleact lerm.

Data Breach means the loss of control, compromise,
unauthorized  disclosure,  unauthorized  acquisition,
unauthorized access, or any similar term referring to
situalions where persons other than authorized users and for
an other than nuthorized purpose have access or potential
access (o personally idemifiable information, whether
physical or electronic. With regard to Protecied Heallh
Information, “Data Breach” shall have the same meaning as
the term “Breach® in section 164.402 of Titte' 45, Code of
Federal Regulations.

Data Breach

A failure, shortcoming or ervor in 8 Deliverable resulting in
Deficiency (-ies)/Defects a Deliverable, the SoRware, or the System, nol conforming
o 10 its Specifications.

7 A Deliverable is any Written, Software, or Non-Soflware
Deliverable Deliverabie (Jetter, report, manual, book, code, or other),
provided by the Contractor to the State or under the (erms

of a Conleacl requirement.

All information that describes the installation, operation,
Documeniation and use of the Software, either in printed or electronic
formal.

Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Documentzlion as a result of improvement in quality, value,
or extent.

Enhancements

Applicalions, [T infrastructure components or functions
Hosted Services : that grganizations access from external service providers,
typiceily through an intecnet connection.
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The combinstion of hardware, software and networking
Hosted System components used by the Application Service Provider to
' deliver the Hosted Services,

Supports obtaining information about those parties
Ideniification and Authentication attempting to log on to a system or application for security
purposes and the validation of those users.

The process for making the System fully Operational for
.{ processing the Dain, i

Implemeniation

Information, other than Personal Information, that is not
subject to distribution to the public as public information. It
is deemed 1o be sensitive end confidentinl by the Site
because it containg information that is exempl by statute,
ordinance or administrative rule from access by the general
public as public information.

Non-Public Information

Operalional means that the System is ready for use snd fully
functional, alt Data has been foaded; the System is available
for use by the State in its daily operations, and the State has
issued Acceplance.

Operational

“Personal Informatian™ (or “P1™) or “Personally tdentifiable
Information™ (PIl) means information which can be used to
distinguish or trace an individual's identity, such as their
name, social security number, personal information as
Personal Information - defined in New Hampshire RSA 359-C:19, biometric
records, elc,, alone, or when combined with other personal
or identifying information which is linked or finkable to 2
specificindividual, such as date and place of birth, mother's
maiden name, eic.

The planned undenaking regarding Lhe enlire subject matter of en
Project RFP and Contract and the octivities of the panies refated hereto,

A written plan put forth by a Vendor for consideration in
response 10 a solicitation by the Siate.

“Security Incident” shall have the same meaning
“Computer Security lncident” in section two (2) of NIST
Publication 800-61, Computer Security Incidens Handling
Guide, National Institute of Standards and Technology,
U.S. Depaniment of Commerce.

Proposal

Security Inciden!

The work or labor 10 be performed by the Vendor on the Project
Services o3 described in 8 contract,

All Custom, SAAS and COTS computer programs and

Software applications provided by the Contractor under the Contract.
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Soflware Deliverables

All Custom, SAAS and COTS SoRware and Enhancements,

Software License

Licenses provided to the Siate under this Contract,

Software-as-a-Service (Saa$)

The capability provided to the State to use the Contracior's
spplications running on e cloud infrastructure. The
applications are sccessible from various client devices .
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or's program interface. The State does
not manage or control the underlying ¢loud infrastructure
including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible -
exception of limited user-specific application configuration

sefings. ]

Spcciﬁcali(ms'

Wrinen details that set forth the requirements which
include, withowt limitation, the RFP, the Proposal, the
Contract, any performance standards, Documentation,
spplicable State and federal policies, laws and regulations,
Siate technical stendards, subsequent State-approved
Deliversbles, and other specificalions and requirements
described in the Contract Dacuments. The Specifications
2re, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created or in any way griginating with the State,
and all Data that is the output of computer processing of or
other electronic manipulation of any Data that was ¢reated
by or in any way criginated with the State, whether such
Data or output is stored on the State's hardware, the
Contractor’s hardware or exists in any system owned,
maintsined or otherwise controlled by the State-or by the
Conlractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscel Year (SFY) runs from
July 1 of the preceding calendar year through June 30 of the
applicable calendar year.

A person, partnership, or company not in the employmenl
of, or owned by, the Coniractor which is performing

Subconircia) Services under this Coniract under a separate Contract with
or on behalf of the Contractor.
All Software, specified hardware, interfaces and exlensions,
System integrated and functioning together in accordance with the

Specifications.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATINQ TECHNOLOGY
2023-032- RETAINER FOR CYBER NEGOTIATIONS AND CYBERSECURITY ASSESSMENT
SERVICES
EXHIBIT E - TERMS AND DEFINITIONS

Period of the Contrect from the Effective Date through the
Term Cémpietion Date identified in the P-37 General Provisions
or termination,

Supports the confirmation of authority to enter a computer
sysiem application or network, ’
J

Verification i

The conditions under, and period during, which the
Contractor will repair, replace, or other compensale for, the
Warranty defective item withoul cost 10 the buyer or user. [t also
delineates the rights and obligations of both parties in case
of a claim os dispute. -

A peried of coverage during which the Conmractor is
Warranty Period responsible for providing e guarantee for products and
Services delivered s defined in the Contract,

Documentation thet detsils the activities for the Project crested in
accordance with the Contract. The plen and delineation of tasks,
octivities and events 1o be performed and Delivernbles (o be
produced under the Project as specified in Appendix B:
Business/Technical Requirements and Deliverobles. The Work
Plen shall include o detdiled description of the Schedule,
iasks/activities, Oeliverables, critical cvenis, lask dependencies,
and the resources that would lead and/or participate on esch task. |

Work Plan

Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATINO TECHNOLOGY
2023-032- RETAINER FOR CYBER NEGOTIATIONS AND CYBERSECURITY ASSESSMENT
SERVICES
EXHIBIT F - ATTACHMENTS AND CONTRACTOR CERTIFICATES

EXHIBIT F - ATTACHMENTS AND CONTRACTOR CERTIFICATES

1. ATTACHMENTS
a. Contractor Proposal and Quote.

2. CONTRACTOR CERTIFICATES

s. Contractor’s Cenificete of Good Standing
b. Contractor's Centificate of Vote/Authoriry
c. Contractor's Centificate of Insurance

Remainder of this page intentionally left blank
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State of New Hampshire
Department of State

CERTIFICATE )

1, David M. Scanlan, Secretary of Siate of the Staic of New Hampshire, do hereby cenify that THE ATOM GROUP LLC is o New
Hampshire Limited Liability Company registered to iransact business in New Hampshire on April 12, 2007. | further centify that
ol} fees and documents required by the Secretary of State's office have been received and is in good stending as for as this office is

concemed.

Business {D: 576036
Cenificale Number: 0005845328

N TESTIMONY WHEREOF.

{ hereto set my hand and cause 1o be affixed
the Scal of the State of New Hampshire,
this 12th doy of Augusi A.D. 2022.

David M. Scanian

Secroiary of Siate



LLC Certificatiop of Authority -

I, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC hereby centify that
JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited
liability partnership under RSA 304-B.

L L R L Y YR IS IIYY]

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. |
further certify thal it is understood that the State of New Hampshire will rely on 1his
certificate as evidence that the person listed above currently occupies the position indicated
and thal they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

AT".;'EST: /?N

Laura Munyaon, Esq.

DATED: AUG 16,2022
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Mﬂmt.

A.Cg-z".“' CERTIFICATE OF LIABILITY INSURANCE owinots

THIS CERTIFICATE I9 ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON TRE CERTIFICATE HOLOER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND QR ALTER THE COVERAGE AFFORDED BY THE POLICIES
DELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE |8SUING INBURER(E), AUTHORIZED.
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. .

{MPORTANT: If the certlficate 7 |3 an ADDIMIONAL INBURED, the peiicy(les) must have ADDITIO INSURED proAsions or ba endorsed,
{ SUBROGATION 1S WAIVED, subject to the torms end conditions of the policy, cerlain polickes may require an endorsement, A statemsnt on
this ceritNicats does not confor rights (o tha certificate hokdar In Dy of such sndorsemeni(s). ! ]

PRODVCEZR ! JRRE"T  Michaci were
Granite Siste Iasursace & Rk Mg LLC o 500 5804708 T ogs 803 300 4493
19:  Rkhaeipranitesacinsumnoncom =

) Perk Ave 204 . SSURENTY} APFOROOIO COVERALT WAKE #
Hampion NH 01842 BeddnEn a; The Hanfand . 19402
WIUALD INJURTA b :

The Alom Omup. LLC MSUREA C :

INOURTA O ¢
33 Jewell Count WEEREA A :
Portrrmouth HH 01301 MITAEA P

COVERAGEY CERTIFICATE NUMBER: REVISION NUMHBER: )
THIS 13 70 CERTIFY THAT THE POLICIZE OF WEURANGE LISTED BELOW HAVE BEEN (S5ULD TO THE INSURED RAMED ABGVE FOR TFE POLICY PERICO
RDICATED. NCTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE APFORDED BY THE POLICIES DESCRIDED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIEY, LIMITE BHOWN MAY MAVE BEEN REDUCED BY PAID CLAIMY,

A TYPE OF MELRANCE wio] wvo SOLICY MUMREN (RDEAYYT) | BB YY) usnme
| COMMERTIAL CENERAL LLIRSTY BACH OCCLRREANCE + 1000000
Jewan e [X]ocam PAGASTA (re sncreme |8 300006
_—‘ - MED CXP (Ary ora porvem) 1 1000
A ] ] OASDAAESHA 0971102t | OWIVIOD |pensonal s aovuumy | 1000000
CEM, ACTREQATE LOMT APPUES PEA: GENERAL AOGRIOATE 1 1000099
roLcv Dﬁf Dux PRODUCTS - COMMOP A0 |1 2000000
omen: J
ALTORGEAR LIABLITY ' sociurg) g
[ ) wer w0 SOONLY BUURY (P g |8
] %Dm* m . BOOLY BIURY (P anaidten) | §
ANO8 oY prroeyria 3 . EW : 1
— A ; ]
X|wianiiaius ocoun | EACH OCCURRINGY s 3000000
A EXLER8 LIAN, CLADIS-MADE O4SBAAGSYS Q2202 | 0OW222013 | sogrgoans 3 2000000
orp | X |revesemow s 10000 : l
] (1.
EMPLOYEREY LIABTLTY - YiN m l [& 10B0000
RAY PROPRINTORPARTMERAXEC Y EL. GACH ACCIOENT 5
T cLUbeED? NiA WECIVIOI] QA0 | 01261202
A Bt LL OSEARE . L B ovER]s 1000000
4.4 m%nm&- LA DESEASE - FOUC /LIMIT |1 1600000
, X Ocourmenen Limit 1000000
Ly Lisbill
A 3&6 Rm?hn OAK B 7721 16132001 | 1612200) | Aggregaw Limis 2000000
DIICIIF OGN OF DPERATIONS | LOCATIONS | VENICLES (ACORD 197, Adeons N, Tehotvia. muy be Tmers spats I reniren
CERTIFICATE HOLOER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIED BE CANCELLED BEFORE
THE EXPIRATION OATE THEREQF, NOTICE WILL B DELIVERED IN

Stars of N?J'm:m‘ n Technslogy ACCORDAMNCE WITH THE POLICY PROVISIONS.
Meer

Atta: Chlef Informetion O

AUTHORIITD KIPRESANT,
17 Hazen Drive Michael Ware

; Concord NN @301 X et
(-] 16 ACORD CORPORATION. All rights reserved,
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