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STATE OF NEW HAMPSHIRE CQ,O

DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A Weaver 29 HAZEN DRIVE, CONCORD, NI 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
fain N. Watt wwiw.dhhs.nh.gov
Direcior

February 12, 2025

Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Sole Source amendment to an existing contract with Strategic Solutions
Group, LLC dba Strategic Solutions Group Consulting New Hampshire (VC #228818-B001),
Needham, MA, to add funding for the continued implementation, maintenance, and enhancement
of the State’s electronic infectious disease surveillance system by increasing the price limitation
by $300,000 from $3,561,223 to $3,861,223 with no change to the contract completion date of
February 29, 2028, effective upon Governor and Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on March 8, 2023, item #7.

Funds are available in the following accounts for State Fiscal Year 2025 and are
anticipated to be available in State Fiscal Years 2026, 2027, and 2028, upon the
availability and continued appropriation of funds in the future operating budget, with the authority
to adjust budget line items within the price limitation and encumbrances between state fiscal
years through the Budget Office, if needed and justified.

05-95-90-903010-1901 HEALTH AND SOCIAL SERVICES, DEPARTMENT OF HEALTH AND
HUMAN SVS; HHS; DIVISION OF PUBLIC HEALTH, BUREAU OF LABORATORY SERVICES,
ELC CARES COVID 19

State Increased
Fiscal | pccount | Clss T | \irbor | Buager | (Oecreased) | et
2023 | 102-500731 C‘F’,r:ggcstié‘" 90183538 |  $978,450 $0| $978.450
2024 | 102-500731 C‘;,ng‘gf’ém 90183538 |  $978,450 $0| $978,450
2025 | 102-500731 Cg:gg‘gﬁ;“ 90183538 so| $817,800| $817.800
2026 | 102-500731 Cf,’:ggcstié‘” 90183538 $0| $533670| $533.670
2027 | 102-500731 c%r:gggigor 90183538 $0 $0 $0
2028 | 102-500731 Cg’:})”g‘gﬁ;‘” 90183538 $0 $0 $0
Subtotal | $1,956,900 | $1,351,470 | $3,308,370

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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05-95-00-903010-2180 HEALTH AND SOCIAL SERVICES, DEPARTMENT OF HEALTH AND
HUMAN SVS; HHS; DIVISION OF PUBLIC HEALTH, BUREAU OF LABORATORY SERVICES,
.DATA MODERNIZATION -

State : Increased
Class / Job Current Revised
.| Fiscal Class Title {Decreased)
Year Account ‘ Number | Budget Amount - Budget
' Contracts ;
2027 | 102-500731 for Prog Sve 80183574 $0 $315,916 $315916
; 102-500731 | Contracts
2028 for Prog Svc 90183574 $0 $0 $0
Subtotal $0 $315,916 $315,916

01-03-03-030010-7695 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY DEPT OF,
INFORMATION TECHNOLOGY DEPT OF, INFORMATION TECHNOLOGY DEPT OF, IT FOR
DHHS .

State Increased ;
Fiscal | Q852 | Clasa Tl | yaob,, | Gurent | Dacreased) *;'::;s:s
Year . g Amount 9
Technology
2025 | 038-500175-| "¢ -2 | 03900052 $517,800 | ($517.800) $0
’ f Technology ' .
2026 | 038-500175 | "ot e 03900052 $533.670 | ($533.670) $0
2027 | 038-500175 | Technology '
' . Software | 03900052 $315,916 | ($315,916) $0
2028 | 038-500175 | Technology
Software | 03900052 |  $236,937 $0| $236,037
Sublotal | $1,604,323 | ($1,367,386) | $236,937
Total'| $3,561,223 $300,000 | $3,861,223
EXPLANATION

This request is Sole Source because the Department is amending the scope of services -
and adding funding. The.original contract was compelitively bid through a Request for Proposals
process. The electronic infectious disease surveillance system Is critical to the Department's
efforts to comply with RSA 141:C and monitor and control the spread of infectious diseases. The
system is anticipated to go live in spring 2025.

[

The purpose of this request is to allow the Department to add funding to implement
necessary system and platform configurations and enhancements fallowing the initial go-live date.
The Department and Contractor have been collaboratlng to identify and determine system
configuration needs, conduct testing, develop documents for Public Health system administrators
and the Department of information Technology, develop training plans and materials, migrate
data from the legacy system, and coordinate plans for future releases. The current scope of work
will be expanded to support data modernization and to imprave workflow for infectious disease
" response and surveillance, streamline communications to other public health jurisdictions, and
develop data reports for evaluation needs.

The Department estimates the surveillance system will receive approxamately 8,000
reporis per year of communicable diseases; this reporting is required in RSA 141:C.
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The Department will continue to monitor services to ensure:
* The system is contlnually meeting the needs of the Department including

" data security and privacy requirements; 9

o The Contractor is responsive to requests for changes and enhancements by .
the approved timeframes; and

¢ The Contractor is providing required reports and services in accordance with
the contract and work plan

Should the Governor and Council not authorize this request, the Department will not be -
able to implement necessary system enhancements following the initial system launch date,
which may impact functionality and compliance with required staté and federal reporting.

Area served Statewide.
Source of Federal Funds: Assstance Listing Number 93.323, FAIN NU5S0CK000522.

In the event that the Federal Funds become no [onger available, additional General’
. Funds will notbe requested to support this program.

‘Respectfully submitted,

- &jﬁw‘*’] S
S" Lori A. Weaver

Commissioner
Department of Health and Human Services

Denis Goulet
Commissioner
Department of Information Technelogy

DOIT #2022-022A
RID #75683
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STATE OF NEW HAMPSHIRE -

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr.,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

February 18, 2025
Lori A. Weaver, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street
Concord, NH 03301

Dear Commissioner Weaver:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment Strategic Solutions Group, LLC
dba Strategic Solutions Group Consuiting New Hampshire, as described below and referenced as DolT No.
2022-022A.

The purpose of this request is to continue implementation, maintenance, and enhancement
of the State’s electronic infectious disease surveillance systen.

The Total Price Limitation shall increase by $300,000 foré New Total Price Limitation of
$3,861,223, effective upon Governor and Council approval with no change to the end date

of February 29, 2028.

A copy of this letter must accompany the Department of Health and Human Services’ submission

to the Governor and Executive Council for approval.

Sincerely,

o A

Denis Goulet

DG/jd
DoiT #2022-022A

cc: Ken Gagne, 1T Manager, DolT

“Innovative Technologies Today for New Hampshire's Tomorrow”
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State of New Hampshire
Department of Health and Human Services
Amendment #1

Language added to the Contract via this Amendment appears in “bold and italics,” and
) language removed appears in [bFaert-S—a-F}d-GFOS—S-OH%Sﬂ

This Amendment to the New Hampshire Electronic Infectious Disease Surveillance System contract is by
and between the State of New Hampshire, Department of Health and Human Services (“State” or
“Department”) and Strategic Solutions Group, LLC d/b/a Strategic Solutions Group Consulting New
Hampshire ("the Contractor”).

WHEREAS, pursuant to an agreement (the “Contract”) approved by the Governor and Executive Council
on March 8, 2023 (ltem #7), the Contractor agreed to perform certain services based upon the terms and
conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.3, Contractor Name, to read:

Strategic Solutions Group, LLC d/b/a Strategic Solutions Group Consulting New.Hampshire
2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$3,861,223

3. Modify Exhibit B, Statement of Work, Business/Technical Requirements and Deliverable‘s, Section
1., Statement of Work, by adding Section 1.4, Privacy impact Assessment (PIA}, to read: A

1.4.  Privacy Impact Assessment (PIA)

1.4.1. Upon request, the Contractor must aliow and assist the State in conducting a
Privacy Impact Assessment (PIA) of its system{s)application(s)web
portal(s)/website(s) or State system(s)/application(s)/web portal(s)/website(s)
hosted by the Contractor if Personally Identifiable Information {PIl} is collected,
used, accessed, shared, or stored. To conduct the PIA the Contractor must provide
the State access to applicable systems and documentation sufficient to allow the
State to assess, at minimum, the following:

1.4.1.1. How Pl is gathered and stored;

1.4.1.2. Who will have access to PII;

1.4.1.3. How PlI will be used in the system;

1.4.1.4. How individual consent will be achieved and revoked; and
1.41.5.  Privacy practices..

1.4.2. The State may conduct follow-up PlAs in the event there are either significant
. process changes or new technologies impacting the collection, processing or
storage of PII.

4, Modify Exhibit B, Statement of Work, Business/Technical Requirements and Deliverables, Section
2., Business Requirements, to add: =

B1.33 The Contractor must document new scope

’ requested to configure the user interface by M | Yes | Standard |- D/
Strategic Solutions Group, LLC A-5-13 Contractor Initials

d/bfa Strategic Solutions Group Consulting New Hampshire ‘ 2/19/2025
RFP-2022-DPHS-12-NHEDSS-01-A01 Page 10f 5 Date

v7.12.23

LIt
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10.

\

providing hour and cost estimates for NH DHHS

to approve or deny.

Medify Exhibit B, Statement of Work, Business/Technical Requirements and Delwerables Sectuon
2., Business Requirements, to add;

. The Contractor must work with the State to
B1.34 | identify configuration options to meet business

needs. M | Yes | Standard

Modify Exhibit B, Statement of Work, Business/Technical Requirements and Dellverables Section
2., Business Requirements, to add:

The Contractor must add new or update official
CDC supplemental forms as they become
available through onboarding and into the
maintenance phase of contract. M | Yes | Standard

B1.35

Modify Exhibit B, Statement of Work, Business/Technical Reqwrements and Dellverables Sectlon
2., Business Requirements, to add:

The Contractor must develop a plan for how to
B1.36 | archive retired CDC or state supp.'emental forms

and fields. | M | Yes | Standard

Modify Exhibit B, Statement of Work, Business/Technical Reqwrements and Deliverables, Section
2., Business Requirements, to add:

The System must have the capability to allow end

B1.37 | users to customize the display of search results. | M | Yes | Standard

Modify Exhibit B, Statement of Work, Business/Technical Requirements and Deliverables, Section
2., Business Requirements, to add: r.

The System must have the ability to export data
from supplemental forms, CDC forms, and

outbreak survey forms into various formats (e g =
CSV, flat file, PDF, etc.) ‘| M | Yes | Standard

Modify Exhibit B, Statement of Work, Business/Technical Requirements and Deliverables, Section
2., Business Requirements, to add:

B7.0

The Conftractor must work with the State to
B7.1 | identify and create priority reports to assist with

end user workflow by Go Live date. M | Yes | Standard

11. Modify Exhibit B, Statement of Work, Business/Technical Requirements and Deliverables, Section
s 4., Deliverable, Activity, or Milestone, Table B-4, to add:
System and platform
configuration and functionality ,
23a | enhancements, as determined | Software 82 weeks
-and requested by the
Department.
12. Modify Exhibit B, Statement of Work, Business/Technical Requihements and Deliverables, Séction
16.4.5., Warranty Period, by deleting and replacing the first paragraph only, to read:
The Contractor shall provide an unlimited Warranty of the System and Contractor
configurations; the Warranty of the System and the Warranty of the Cc[r?@jqr
Strategic Solutions Qroup. LLC . . ‘ A-5-13 i : Contractor Initials |
dfb/a Strategic Solutions Group Consulting' New Hampshire . 2/19/2025
RFP-2022-DPHS-12-NHEDSS-01-A01 Page 2of 5 Date

v7.12.23
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13.

14.

configurations both commence upon the State issuance of a Letter of Acceptance for each
release’s UAT and continue through the contract Completion Date listed on Form P-37,
General Provisions. Section 16.4.5. of this Agreement supersedes and takes precedence
over Warranty language mcluded in the Contractor's Preliminary Work Plan, as listed in
Exhibit G. .

Modify Exhibit C, Price and Payment Schedule, Section 1., Contract Price, by adding a second
paragraph, to read:

The funding added via Amendment #1, as listed in Exhibit C, Price and Payment Schedule,
Table 10.1.1., Activity/Deliverables/Milestones Pricing Worksheet, below, must be utilized
solely for the purpose of performing new/additional system configurations as requested by
the State, as identified in Exhibit B, Statement of Work, Business/Technical Requirements
and Deliverables, Section 2., Business Requirements B1.33 and B1.34. The Contractor must
obtain prior written .approval by the State for any new/additional configurations. '

Modify Exhibit C, Price and Payment Schedule, Section 10., Payment Schedule, Table 10.1. 1.,
Activity/Deliverables/Milestones Pricing Worksheet, to add:

System and platform
configuration and functionality _
23a | enhancements, as determined | Software 82 weeks $300,000
and requested by the ' '
Department.

Modify Exhibit C, Price and Payment Schedule Section 10., Payment Schedule Table 10.1.6.,
implementation Cost Summary Pricing Worksheet, to read:

10.1.6. System Implementation Pricing Summary

Table 10.1.6.
IMPLEMENTATION COST SUMMARY PRICING %
WORKSHEET
COST COST TABLE
TABLE # e SOSIRIRED TOTALS

10.1.1 | ; Act,iVities/ Deliverables/Milestones Pricing [$5333360] -

; , 31,632,300

10.1.2 * Hardware Pricing $0

E-1.3 Software License Pricing $0

- E-14 Hosting Pricing ! | T $1,528,923

E-15 - Other Pricing $700,000

' e ($35564:223)

TOTAL PRICE LIMITATION $3,861,223

; Ds/
Strategic Solutions Group, LLC AS13 ' Contractor Initials L

d/bfa Strategic Solutions Group Consulting New Hampshire
RFP-2022-DPHS-12-NHEDSS-01-A01 Page 3of 5 Date

v7.12.23

2/19/2025
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their’hands as of the date written below,

- State of New Hampshire
Department of Health and Human Services

DocuSigned by:
2/25/2025 ' : : I Tuin add
Date . Name: 1a1n watt

Title:  pirector - peHs

Strategic Solutions Group, LLC d/b/a Strategic Solutions
Group Consulting New Hampshire

DocuSigned by:
2/19/2025 | Qo‘m XM _
Date Name: John schaeffer

Title: President

Strategic Solutions G-roup, LLC A-5-1.3
d/bfa Strategic Solutions Group Consulting New Hampshire
RFP-2022-DPHS-12-NHEDSS-01-A01 ' Page 4 of 5

v.7.12.23
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The preceding Amendment, having been reviewed by this office, is approved as- to-form, substance, and

execution.
OFFICE OF THE ATTORNEY GENERAL
Dc;clﬁlgr;ed by:
2/25/2025 shyn, Guarino
Date- N Name: Robyn Guarino
Title:  artorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

. OFFICE OF THE SECRETARY.OF STATE

- Date Name:
Title:
i
Strategic Solutions Group, LLC A-§-1.3
d/b/a Strategic Solutions Group Consulting New Hampshire
RFP-2022-DPHS-12-NHEDSS-01-A01 Page 50f 5

v. 7.12.23 .

{
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- State of New Hampshire
Department of State

CERTIFICATE

[, David M. Scanlan, Sccretary of State of the Stale of New Hampshire, do hereby certify that STRATEGIC SOLUTIONS
GROUP, LLC is a Massachusctts Limited Liability Company registered to do business in New Hampshirc as STRATEGIC
SOLUTIONS GROUP CONSULTING NEW HAMPSHIRE on May 01, 2015. | further certify that all fees and documents

" required by the Sccretary of State’s office have been received and is in good standing as far as this office is concerned.

Business 1D: 725593
Cenrtificate Number: 0006803365

IN TESTIMONY WHEREOF,
I hereto sel my hand and cause to be aflixed
the Seal of the State of New Hampshire,

this 4th day of November A.D. 2024,

David M. Scanlan

Sccretary of State
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CERTIFICATE OF AUTHORITY

! ___Jennifer Graves 7 . hereby certify that:
(Na_me;qf'the;e!ected Officer of the Corporation/LLC: cannot be contract signatory) '

"1.lama duly'elected iClerkl’_Sec_reta_rylofﬁb,eriqf Strategic Solutioris Group, LLC
! (Corporation/LLC Name)

2. The following s a tr;ue copy of a vote takeh at & meeting of the Board of Ditectors/shareholders, duly.called and

held on _February'6__ , 2025 . at which a quorum of the Directors/shareholders were. preserit
and voting. i _ \

{Date)
VOTED: That . John Schaeffer ___(may list more than one-person)

(Name and Title of Contract Signatory)

is duly authorizéd on behalf of _Strategic Solutions Group, LLC_to enter into/contracts or-agreements with the: Stats
] (Nama of Corporation/ LLC) ’

of New Harfigishire ar{ud any of its _agencies or departments and further is authorized to execute any and :all
documents, -agreements ‘and other ‘instrurients, and any amendments, revisions, or modifications; thereto, which

may in his;lhéi'-'judgmer‘)t be desirable or necéssary to effect the purpose of this vite.

3. | hereby. dertify that %aid' vote has not been.amended or repealed and remains in full-force and effect as of the

date of the contract/contract amendment to which this certificate is -attached. This authority-remains valid for

‘thirty (30) days"from-.tlhe-:the of this'Certificate .of Authority. | further-certify that it is understood  that the State of
New Hampshire will rely on, this' certificate as évidence that the person(s) listed above currently occupy the
position(s) indicated =ar:|d that they have full authority to bind the corporation. To the extent that there are any
limits on'the authority of any listed individual to bind the, corporation in contracts with the: State of New Hampshire, -
~ ‘all such limitations are expressly stated herein

Dated: ;__32'17/2025___§ O// A A M—\\

* Signature éfElected Officer
. Name? Jennifer Graves
i ; Title: Member

‘Rev. 03/24/20 ;
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 ACORD
V

. CERTIFICATE OF LIABILITY INSURANCE

STRAT-1 OP ID: HS
DATE (MM/DDIYYYY)

11/04/2024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statemeant on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER
452

339-200-8668

Trilogy Insurance Group, Inc.
ardner Street
‘|Hingham, MA 02043

Heidi Schellor

| FRNEAcT Heidi Schelfer

PHONE 339-200-8668 FAX
AIC, No, Ext {AJC, No):

Sk I!I_ia:@tnlogymsurancegroup com

INSURER{S) AFFORDING COVERAGE
insurer a ; Hartford Insurance

339-200-8670

NAIC #

eadham

rategic Solytions Group, LLC
% 5 SR

4

INsureR & : Evanston Insurance Company

INSURER C : E : !

INSURER D :

INSURER E ;

INSURERF :

COVERAGES

- CERTIFICATE NUMBER:

REVISION NUMBER:

THIS IS TO CERTIFY THAT.THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

[N, TYPE OF INSURANCE oDUsUBS POLICY NUMBER B Tt UmMITs
A | X | cOMMERCIAL GENERAL LIABILITY . EACH OCCURRENCE s 1,000,000
| cLams-mape [ X | occur 08SBAIX2012 04/21/2024| 04/21/2025 | BAMAGE TO RENTED s 1,000,000
- MED EXP {Any one person) | § 10,000
| PERSONAL & ADV INJURY__ | 5 1,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2,000,000
[ X ] pover [ ] 56 Loc ‘| PRODUCTS - COMPIOP AGG | § 2,000,000
_|omher: ! s
A | AUTOMOBILE LIABILITY _ _?EDMB'N[ED FINGLE LT [ 1,000,000
|| anvauto 08SBAIX2012 04/21/2024| 04/21/2025 | Bo0ILY INJURY (Pex parson) | §
OWNED SCHEDULED
|| AUTOS ONLY AUTOS BODILY INJURY (Per accident} | §
X | A oy ROFeRNES e reant] MAGE Is
_ : $
A [ X |umereraume | X | occur- { BacH occuURRENCE s 5,000,000
EXCESS LIAB CLAIMS-MADE 08SBAIX2012 04/21/12024104/2112025 AGGREGATE s 5,000,000
oeo | X | revenions 10,000 : .
PER oTH
A (WORKERS CONPENSATION n _ I
ANY PROPRIETORPARTNERIEXECUTIVE DBWECELE779 03/28/202403/28/2025 | ¢ | ¢acy accipent 1,000,000{ -
& EFUM%MEIEF EXCLUDED? N{A 1000.000
andatapy /) E.L_DISEASE - £A EMPLOYEE § _ 1,000,
Dé?cmpmnué‘sdgpemnon : 1,000,000
45 below EL. DISEASE - POLICY LiviT [ §
A [E&O/Cyber Liab 0BTE0322056-24 04/22/2024|04/22/2025 |[Each 10,000,000
B [E&O/Cyber Excess MKLV1XEQD000544- 04/22/12024)|04/22/2025 |Aggregate - 10,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS | VEHICLES {ACORD 101, Additlonal Remarks Schedule, may be attached iIf more space s required}

CERTIFICATE HOLDER

CANCELLATION

“State of NH

Department of Health and

Human Services

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN,
ACCORDANCE WITH THE POLICY PROVISIONS,

" 129 Pleasant Street
Concord, NH 03301-3857

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reservad.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A, Weaver. 2% HAZEN DRIVE, CONCORD, NH 03301

Interim Commisstoner 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
Patricia M. Tilley www.dhhs.nh.gov
Director g

February 16, 2023

His Excellency, Govermnor Christopher T. Sununu
and the Honorable Council

State House,

Concord, New Hampshire 03301 .

REQUESTED ACTION

' Authorize- the Department of Health and Human Sewlces Division of Public Health
Services, ‘to enter into a contract-with Strategic Solutions Group, LLC: (VC #228818-B001),
Needham, MA, in‘the amount of $3,561,223 to develop and maintain a new electronic infectious
disease surveillance system for the State, which will improve the data management of infeclious
diseases reported by law, with the option to renew for up 1o five (5) additional years, effective
upon Governor and Councll -approval, through February 29, 2028. 55% Federal Funds. 45%
General Funds.

Funds are- available in the following accounts for State Fnscal Year 2023, and are
anticipated to be available in State Fiscal Years 2024 through 2028, upon the avaulab:llty -and
continued appropriation of funds in the future operating budget, with the authority to adjust budget -
fine items within the price llmltatron and encumbrances between state fiscal years through the
Budget Office, if needed and justified. '

05-95-90-903010-1901 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS; HHS; DIVISION OF PUBLIC HEALTH, BUREAU OF LABORATORY SERVICES, ELC
CARES COVID-19 (100% Federal)

State Cla’ss ! e g LB ;
F‘ITZ:?I Account. ‘Class Title. Job Number Budget =
2023 | 102-500731 | Conlracts forProg Sve | 90183538 978,450
- 2024 102-500731" | Contracts for Prog Svc 90183538 , 978,450
2025 102-500731 Contracts for:Prog Syc 90183538 ) $0
2026 | 102-500731 | Contracts for Prog Sve | 90183538 - 50
2027 | 102-500731 Contracts for Prog Sve |- 90183538 $0
2028 102-500731 -Contracss for Prog Sve 90183538 ' - $0
Subtotal - $1,956,900

The Department.of Health and Jhiman Serveices’ Mission i te join commicnities and families
in proriding apportunitics for vitizens o achicre health and independence.
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His Exceliency, Govemnor Christopher T. Sununu
and the Honorable Counci
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‘01-03-03-030010-7695 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY DEPT OF,
iINFORMATION TECHNOLOGY DEPT OF, INFORMATION TECHNOLOGY DEPT OF, IT FOR

DHHS

rwter et - ot 1 = e LW, # 0" Tal

,1.
:I

- e e T

;?ctgl_ A‘i’:g::t Class Title ;-f Job Number | i
3023 El ~036- 500175 Technology Sofware. ,' " "d;'gbo?dsz T 7 % :
" 2024 | 038-500175 || Technology Sofware [.0 03900052 i " ' sof
e R e S
2025 | 0380017 | Techmology Somware |, 03000057 | __ss33670
“2027° | "036-s00175 | Technology Software “:| “‘0agooosz | 'P$‘3_1'5,:§;é:
| 2028 | 038500175 | TechnologySofware [l: 03000052 i ~'$236.937,
S - . oo b L. Subtotaill, | $1,604,323.
CPEr T sy bt — T e :i.'--.,---,_,-.-k_ To,tal; e 33,561,223.
EXPLANATION.

Thee purpose of this request is for the Conlractor to develop, host, and provide ongoing

maintenance and support of a new State electronic infectious disease surveillance system, with
associated user interface, to improve infectious diseaseé data management. The infectious.
disease surveillance system is critical to.the State’s capacity 1o monitor and control the spread of
infectious diseases, detect infeclious disease cases and outbreaks, respond to them in a timety
manner, and report de-identified data lo'the Centers for Disease Control and Prevention (CDC)
as required by federal law. The system will align with the Department's data modemization
initiatives. . .
The system will replace the existing New Hampshire Electronic Disease Surveillance
System (NHEDSS) used to manage infectious disease reports received by the State .in
‘accordance with RSA 141-C. Prior to 2020, the NHEDDS system received approximately 8,000
reports per year. The number of reports from providers and laboratories has increased rapidly
due to the State's increasing population, disease outbreaks, and the high volume of COVID-19
data. During the peak of the COV!ID-19 response, the amount of data received each day exceeded
the amount of data received for entire years combined prior to the pandemic. The current
NHEDSS system was not designed to process this volume of data in a timely manner, and
therefore the Department has relied on unsustainable manual processes as a result. This new
system will have the capacity to more efficiently manage high volumes of disease reports and
laboratory tests.

The Contractor is responsible for system development, transition services, data migration,
and ongoing maintenance and support, '

The Department will monitor contracted services to ensure:

» The system is continually meeting the needs of the Department, mcludmg
' data security and privacy requirements;

. The Contractor’is responsive to requests for changes!enhancements by the
‘approved limeframes.
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His Excellency, Govemor Christopher T. Sununu
and the Honerable Council
Page 3of3 S t,

+ The Contractor is providing required reports ahd services in accordance with
the contract-and work plan. :

The Department selected ‘the Contraétor- through a.robust competitive bid process using
a Requestfor Proposals (RFP) that was posted on the Department’s websrte from March-2, 2022
through May 18, 2022 The Department received 11 responses that were reviewed and scored
by a team of qualified individuals. The Score Sheet,is attached

As referenced in Exhibit A-~ Specral Provlsions‘t"ot the attached agreement the parties
have the optton to- extend- the agreement for’ up t five. (5) additional years, ‘contingent upon
satisfactory delivery of. servrces available fundmg agreement of the parties, and Governor and- -
Council approval. Coeops ey e T ! e

£,

Shoutd the Governor’ and Council fot’ authorize this- request the Dapartment would have
to continue using its current NHEDSS system to recelve; report and manage reports of infectious
disease cases. and outbreaks.-The .current NHEOSS system is, technotogrcatty unstabte, not
compliant with modern reporting methods, and no longer updated bythe current Contractor, If the
system were to fail or if the Department did not have a system the Department would be out ot
compliance with RSA 141-C requirements and would have a detrimental impact on state
resources and Irmrt the State s. abllrty to protect public health £

t
¥4 . Ko S w0y ™ .t
LEEFER 5 : ’d g LT . "

Area served Statew:da ’ .
Source of Federal Funds: Assrstance Listing Number 93.323, FAIN NUSOCKOGOSZZ

In the event that the Federal Funds becomp no longer available addrtronal General Fundy -
will not be requested to support this program '

E Hr fapr Y

- Respectfully submitted,

~ Lori A. Weaver
- .. Interim Commissioner v
‘ﬂﬂ - Dept. of Health and Human Service

Denis Goulet
Commissioner
Dept. of Infarmation Technology

RID #75683 ,

A
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New Hampshire Department of Health and Human Services
Qivision of Finance and Procurement
Bureau of Contracts and Procurement
Preiminary Score Sheet

. A L

Project D8 RFP 2022-022

Project Titla  Electronic Infectious Oissass Surveillance System e L
Maximum | S M i s:mogic
Painta SRt |Oeloite T X Sohrtions ~.
Avaflable |Allerum . (Conduent ' [Consubling LLP Gmup QSSG)
Tochnical, +#2 -« . A ESES e o = Ea, on kTR e ey
Proposed Software Solution ~ €0 87 60 a0 75
Vendor's Techmcal, Servica and Project = O )
Management Experienca )T 150 . 105 130 110 . 70 120
Vendor Company ‘5o, - 40 45 45 " 3j 4
Statftng Quaifications - sere|ti s s 48 47 Tes | 30
Subtotal - Tachnicel Poims*| 350 240 3v0’ 262 “i72- | 285
Cost W Ml tlchs L. . e 2 i ™' i P I e R T | T , Jriiain e
Proposed Price o 5T 150 [ 8 12045424 5 10.232,506 { 8 14,772,146 | . .| 54605085 | 5 132074152 $_ 5,964,001
Subtotal - Cosl Points] 150 Lr) 52 36 "ot 518 42 20
TOTAL POINTS|  so0 284 152 298 L 17ze ol s 272 pEY T 440 202
Raviewer Name x Title
=t PR T *Minimum Passing Tachnical Score = 175 Peints {of 350 poasible poinis)
! Kaiina Hansen 2 ‘Chiet, lnlactms Diseass Survulanc.s y
g - . Not » lowesicost award,
2 Andray Avakow i i ,Syslams Cwﬁnmor oo et e O3l awa
3 Hanash Bowen : HMfSTW‘nI Hepl.ms Progmm Manager
* Deenna Bridges T -.ﬁespu-alory Nurse Specialist -
5 Sandra Paul Lo} m Project Manongorr '
0 1 X g . !
8 Chishui Chawta "CNaI" Publlc Haallh’Sta:islk: and informatics’
7 Karon Hammond i Flnance Admlnlslralor ) ]
8 W amaring Owers Bonner : Pfogram Manoqet 2R T
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
© Fax: 603-271-1516 TDD Access: 1-800-735-2964 .
www.nh.gov/doit

Denis Goulet
Commissioner

February 14, 2023

Lori Weaver, Intenm Commissionér
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street
‘Concord, NH 03301
Dear Commissioner Weaver: 7
This letter represents formal notification that the Department of Information Technology (Dol T)
has approved your agency's requést to enter into a contract wiith Strategic Solutions Group, LLC, as
described below and referenced as DolT No. 2022-022. - .
The purpose of this request is for the Department of Health and Human Services, Division:
of Publi¢ Health Services, 10 enter into a contract with Strategic Solutions Group for the

development, hosting and:maintenance of the State's new electronic infectious disease
surveillance system. '-

The Total Price Limitation will be $3,561,223, cffective upon Governor and Council
approval through February 29, 2028.

‘A copy of this letier must accompany the Department of Health and Human Services’ submission
@ to the Governor and Executive Council for approval,

Sinf,crely,

T b A

S = . . Denis Goulet .

DGrik
DolT #2022-022

cc: Mike Williams, 1T Manager

“Innovative Technologies Today for New Hampshire's Tomorrow”
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STATE OF NEW HAMPSHIRE ,
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES
DHHS - 2022-022 — New Hampshire Electronic Infectious Disease Surveillance System

STATE OF NEW HAMPSHIRE GENERAL PROVISIONS — P-37

FORM NUMBER P-37 (veision 12/11/2019)

“the contracl.

Nohc = (This agreement and all of its attachments shall become public upon submission to Governor
and Executive Council for approval. Any information that is privaie, confidential or
propnclary must be clcarly identified to the agency and agreed 10 in writing prior 10 signing

- AGREEMENT ,
The State of New Hampshire and the Contractor hereby mutually agree as-follows:

" GENERAL-PROVISIONS -

1. IDENTIFICATION.

1.1 State Agency Name

The Department oT_,Hc:ill:h and Human Services

1.2 State Agéncy Address

129 Pleasant Street
Concord, NH 03301-3857 -

1.3 Contractor Name

Strategic Solutions Group, LLC

1.4 Contractor Address

300 First Avenue, Suite 103
Needham, MA 02494

1.6 Account Numiber

095-090-903010-1901

.I 5 Contractor Phone
Numbcr 617- 721-8845

‘February 29, 2028

1.7 Completion Date t.8 'Price Limitation

$3,561;223

1.9 Comractmg Officer for State Agency

Robert W. Moore, Diréctor

}.10 State Agency Telephone Number
(603) 271-9631

1. l i Contractor Slgnalurc 2/13/2023

1.12 Naine and Tiile of Contractor Signatory .
John Schaeffer

President 7.

[ o, /uum. E © Date?
|\ —oesmrcansos
1.13. State Agency Signature  *
S 2/13/2023-
?drma. M Tt“(..7 Datei

I.14 Name and Tille of Stale Agency Signatory
Patricia M: Tilley

i r'ector

By: :

1.15 Approval by the N.H. Department of Admlmstratlon Division of Personnel {if apphcabie)

Dlrcctor On:

dry the Allomey General (Form, Subslance and Execution) (if applicable)

'On: 271472023

G&C ltem number:

G&C Meeting Date

D3 -
Page 4 of 65 l 9/
Contractor Imllals -

_Date: 2/13/2023- .
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STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES
DHHS - 2022-022 - New Hampshire Electronic Infectious Disease Surveillance System
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS ~ P-37 ‘

2. SERVICES TO BE PERFORMED. The State of New

Hampshire, acting through the agency identified in block 1.1
("State), engages contractor identified in block " 1.3

(“Contractor.’} to perform, and the Contractor shall perform,
the work or sale of goods, or both, identified and more
particularly described in the attached EXHIBIT B which |=

mcorporalcd herein by reference {* ‘Services”).

i EFFECTI\’E DATE/COMPLETION OF SERVICES.

3.1 Ndtwithstandinig any provision of this-Agreement to the
contrary, and subject 10 the approval of the Governor and
Executive Council of the-State of New Hampshire, if
‘applicable, this Agreement, and all obligations of the parties
hereunder, shall become elfective on the daie the Governor
- and Executive Council approve this Agrecment.as indicaled

i block 117, unless no such approval is required, in which

case the Agreement shall become cffective on the dale the

Agreement is signed by the Siate Agency as shown in block
1.13 (“Effective Date™).

3.2 If the Contractor commences the Scrwccq pnor to the
Effective Date, ali Services performed by the Contractor
prior 1o the Effective Date shall be performed at the sole risk
of the Contractor, and in the cvent that this Agreement does
not become cffective, the State shall have no hability to the
Contractor, including without limitation, any obligalion to’
pay the Contractor for any costs incurred or Services
performed. Contractor must complete all Services by the |

Comptetion Date specified in block 1.7, .

a1,
.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any pro'{'isi_o'n of this Agrecment to the
contrary, all obligations of the Stale hereunder, including,
without limitation, the continuance of payments hereunder,
are contingent upon the availability and continued

appropriation of funds_ affected by any state or federal

lepisiative or executive action that reduces, climinates or
atherwise modifies the appropriation or availabitity of
funding for this Agrccmcm and the Scope for Services

provided in EXHIBIT B, in whole or in' pan. In no event shall

the State be'liable for any payments hercunder in excess of
such availablc appropriated funds. In the event of a reduction
or termination of appropriated funds, the State shall have the

right to withhold payment until such funds become available,

if ever, and shall have the right to reduce or terminate the
Services under this Agreement immediately upon giving the
Contractor notice of such reduction or lermination. The State .
shall not be required 1o tfansfer funds from any other account

or source Lo the Account identificd in block .).6 in the event
funds in that Accoun! arc reduced or unavailable.

D3
Page 5 of 65 . | 9/
Contractor Initials: e—-—
Date: 2/13/2023

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT,
5.1 The conlract price, method of payment, and terms of payment
are identified and more particularly described ‘in EXHIBIT C
which is incorporated herein by reference.

5.2 The paymeni by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractar in the
performance hercof, and shall be the only and the complele

-compensation te the Contractor for the Services. The Staie-shell .

have no liability o the Coniractor other than the contract price. .
5.3 The State reserves the right 1o offset from any amounts
otherwise payable to the Contracior .under this Agreement those
liquidated amounts required or pcfmitlcd by MN.H. RSA 807
through RSA 80:7-c or any other proquon oflaw

5.4 Notwilhstanding any provision in Lhis Agrcemcnt 1o the
contrary, and notwithstanding unexpected circumsiances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price leuanon set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of 1hc Scrvices, the
Contractor shall comply with all applicable statuies, laws,
regulations, and orders of federal, state, county or municipal
suthorities which impose any obligalion or duly upon the
Contractor, including, but ot limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in afy part by monics of the United Siates, the Contractor

shall comply with all federal executive orders; rules, regulations *

and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also-comply with all applicable, intellectual
property laws.

6.2 During the term of this Agrecment, the Contractor shail not
discriniinate against, employees or apphmms for employment
because of race;color, rchguon creed, age, sex, Handicap, sexual

" - grientation, or national origin and will take aﬂ'rmalwe action 19

prevent such discrimination.

6.3. The Contractor agrees to permit the Statc or United States
access'to any of the Contraclor's books, records and accounts for
the purpose of ascertaining, compliance.with all rules, regulations
and orders, and the covenanls, terms and condmons of this
Agrecment,

7. PERSONNEL.

7.1 The Contractor shall at its owri expense provide all personnel
necessary to pecform the Services: The Contractor warranis thal all
personnel engaged in the Services shall be qualificd to perform the

. 1Y
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Services, and shall bé properly licensed .and otherwisc authorized
10 do 50 undér all applicable laws.

7.2 Unless otherwise authorized in writing, dufing the term of this
Agreement, and for a period of six (6) months after the Completion
Date inblock 1.7, the Contractor shall not hire, and shall not permi
any subcontractor or other person, {irm or corporation with whom
it is engaged in a combined effort to perform the Services to hire,
any person who is a State employee or official, who is materially
invalved in the procurement, administration or pcrl‘ormancc of this
Agreement.  This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
. successor, shall be the State’s representative. In the event of any
disputc concerning the interpretation of this Agreement, the
Contracting Of'ﬁcer's decision shall be final for the State.

. EVENT OF DEFAUL’I‘IREM EDIES.
8 1 Any one or more of the followmg acts or omissions of the
Conlracior shall constitute an event of default hereunder (“Event
of Default™):
8.1.1 failure to perform the Services satisfactorily or on schedule;
8.1.2 failure to submil any report required hereunder; and/or

8.1.3 failure 10 perform any other covenant, term or condition of

this Agreemenl.

8.2 Upon the occurrence of any Event of Default, the State may

take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a wriiten notice specilying the Event of

Default and requiring it to be remedied within, in the absence of a

greater or lesser specification of time, thirty (30) days from the
date of the nofice; and if the Event of Defaull is not umcly cured,

terminate this Agrccmcm effective two (2) days aﬂcr giving the

Contractor notice of tefmination;

8.2. 2 give the Contractor a written notice specifying the Event of

Default and suspending all payments to be made under this

Agreement-and ordering thal the portion of the contract price

whichwould otherwise accrue 1o the Contractor during the périod |

. from the date of such notice until such time as the Siate determines
that the Contractor has cured the Event of Default shall never be
paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may owe
to the Contractor any damages the State suffers by reason of any
Event of Delault; and/or
§.2.4 give the Contractor a wrilten nolice :pccnfymg the Event of
Default, treat the Agrecment as breached, terminate the Agreement
and pursue any of its remedics at law or in equity, or both.
8.3. No failure by the State to enforce any provisions hereof afler
any Event-of Default shall be deemed a waiver of its rights with
regard 10 that Event of Default, or any subsequemt Ewvenl of
Default. No express failure 1o-enforce any Event of Default shall
03
Page 6 of 65 ‘ 9/
Contractor Initials: .
Date: 2/13/2023

be deemed a waiver of the right of the State to enforce each and

all of the provisions hereof upon any further or other Event of

" Default on the part of the Cantractor. .

9. TERMINATION.

9.1 Notwithsianding paregraph 8, thc State may, at its sole
discretion, terminate the Agreement for any reason, in whole or in
part, by thirly (30) days written natice to the Contractor that the
State is excreising its option to terminate the Agreement.

9.2 In the cvent of an early iermination of this Agreement for any’
reason other than the completion of the Services, The Contraclor
shall, at the State’s discretion, deliver to the Contracting Officer,
not later than fifteen (15) days afier the date of termination, a
report (“Termination, Report™) describing in detail all Services
performed, and the contract price earned, 1o and including the date
of termination. . The form, subject matter, content, and number of
copits of the Termination Repon shall be ideniical to those of any
Final Report described in the attached EXHIBIT B. In addition, at
the State’s discretion, the Contractor shall, within ‘1 5 days of notice
of carly lermination, develop and submit to the State a Transition
Plan for services under the Agreement.

10. DATNACCESSICO\FIDET\T[ALITYI
PRESERVATION.

16.) As used in this Agreement, the word “data™ shall mean all
information and things developcd or- obtained during the,
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited 10, all studies, repons, files,
formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphlc
representalions, computer programs, compuler printouts, noles,
letters, memoranda, papers, and documents, all whether finished
or unfinished.

10.2 All data and any property which has been received from the

- State or purchased with'funds provided for that purpose under this

Agreement, shall be the property of the State, and shall be returned
to the State upon demand or upon tekmination of this Agreement
for any rcason.

10.3 Confidentiality of data shall be govemned by N.H. RSA
chapier 91-A or othér existing law. Disclosure of data requires
priof written approval of the State.

1. CONTRACTOR’S RELATION TO THE STATE. In the
pcrl‘ormancc of this Agrecment the Contractor is,in all respects an
independent contractor, and is neither an agent nor an employce of
the State. Neither the Contractor nor any of its officers,
cmployecs, agents or members shall have authority to bind the

'State or receive any benefils, workers’ compensation or other
- emoluments provided by the State 1o its employees.
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12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

£2.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the Staie at least fiftecn (15) days prior to the
assignment, 2nd a writfen consent of the State. For purposes of this
paragraph, a.Change of Control shall constitule assignment,
“Change of Control” means (a) merger, consolidation, or a
transaction or series of related transactions in which a third pany,
together with its affiliaics, becomes the direct or indirect owner of
fifty percent (50%) or more of the voting shares or similar cquily
inlerests, or combined voting power of the Contractor, or (b} the
sale of all or substantially all of the assets of the Contfactor.

12.2 None of the Services shali be subcontracted by the.Contracior
without prior written notice and consent of the State. The State'is
entitled to copies of all subconltracts and assignment agreements
and shall not be bound by any provisions contained in a
subconiract or an assignment agreement to which it is.not a panty.

13. INDEMNIFICATION. Unléss otherwise exempted by law,
the Contractor shall indemnify.and hold harmless the Siate, its
officers and employees, from and -against any and all claims,
liabilities and' costs for any personal injury or property damages,
patent or copytight infringement, or other claims asscried against
the Siale, its officers or employees, which arise out of (or which
may be claimed lo arist out of) the acts or omission of Lhe
Contractor, or subcontractors, including "but not limited 10 the
negligence, reckless or intentional conduct. The Siate shall not be
liable for any costs incurred by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing herein
. contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved 1o the
State. This covenant in paragraph |3 shall survive the termination
of this Agreement. - *

14. INSURANCE.

14.} The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any subcontractor
or assignee 10 obtain and maintain in force, the following
insurance:

14.1.1 commercial gcncnl liability insurance against all claims of
bodily injury, death or property dariage, in amounts of not less

than $1,000,000 per occurrence and $2,000,000 aggregate or

excess; and

14.1.2 special cause of loss coverage form covering all propeny
subjecl to subparagraph 10.2 herein, in an amount not less than
80% of the wholc replacement value of the property.

.14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Depariment of Insurance, and issued
by insurers licensed in the Stale of New Hampshire.

Page 7 0f 65 l /
Contractor Initidls: .
Date: 2/13/2023

. incorporated’ hercin, by reference,

v .

14.3 The Conlractor shall fumnish 10 the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required “under this Agreement. |
Contractor shall also furnish 10 the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance for
all renewal(s) of insurance required under this Agreement no later
than ten {10) days prior to the expiration date of each insurance
policy. *The cerificate(s) of insurance and any renewals thereofl
shall be attached and are incorporated herein by reference.

15. WORKERS' COMPENSATION,
15.1 By signing this agreement, t}}c Contractor agrees, certifies
and warranis that the Contractor is'in compliance with or exempt

.from, the requifements of N.H.'RSA chaplcr 281-A (“Workers'
_Compensation”).

15.2 To the extent the Contraclor is subjcci 1o the rcqmrcrncnn of
N.H. RSA chapter 281-A, Conlractor shall maintajn, and require
any subcontractor or assignee to secure and maintain, payment of
Workers' Compensation in cennection with activities which the
person proposes to undertake pursuant 10 this Agreement. The
Contractor shall furnish the Contracting Officer identified.in block
1.9, or his or her successor, proof of Warkers' Compensation in
the manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
' The State shall nol be
respansible for payment of any Workers' Compensation premiums

or for any other claitn or bencfit for Contractor, or dny

subcontractor or employee of Contractor, which might arise undgr '
appllcablc State of New Hampshire Workers' Compensation laws
in cotinection with the pcrf'ormancc of the Scrwccs under this
Agrccmcnl
16. NOTICE. Any notice by a pariy hereto (o the other party shall
be deemed (o have been duly delivered or given at the time of
mailing by certified mail, postage prepaid, in a United Stiates Post

‘Office addressed 10 the parties al the addresses given in blocks 1.2

b

and 1.4, herein,

17. AMENDMENT. This Agrecment may be amended, waived

" or discharged only by an instrument in writing signed by the

panics hereto and only-afler approval of such amendment, waiver
or discharge by the Governor and- Exccutive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to Staic law, rule orpolicy.

18. CHOICE OF LAW AND FORUM. This Agreemeni shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
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chosen by the parties o express their mutual intent, and no rule of
consiruction shatl be applied against or in favor of any party. Any
aclions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
cxcluswqurlsdlcnon lhcrcof

19. CONFLICTING TERMS. In the cvent of a conflict between
the terms of this P-37 form (as modified in EXHIBIT A)"and/or
aitachments and amendment thereof, the terms of the P-37 (as
modified in EXHIBIT A) shall controf.

20. THIRD PARTIES. Thé parties hereto do not intend to benefit

any third parties and this Agreement shall not be construcd to

confer any such benefit,

_ 2[. HEADINGS. The headings throughout the Ag}cemcnl are

for reference purposes only, and the words contained therein shall
in no way be held to cxplain, modify, amplify or,aid in the
L] N -

DS .
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interpretation, construclion or mcamng of the provisions of this
Agrccmcnl

22. SPECIAL PROVISIONS: -Additional or modifying
provisions set forth in the attached EXHIBIT A are mcorporalcd
herein by reference.
23. SEVERABILITY, Inthe event any of the provisions of this
Agreement are held by a court of competent junsdlcuon to be
contrary 1o any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterpans, cach of which shall be
deemed an original, " constiluies the entire agreement and
undersianding between the parties, and supersedes all prior
agreements and underslandings with respect 10 the Subjccl matter
hereof.
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E EXHIBIT A -

SPECIAL PROVISIONS'

. The terms outlined in the P~37 General Provisions,are meodified as set forth below

A.1  Provision 3, Effective Datchompletlon of Scrwccs, is vpdated with the following
addmon

33

The Term may be extended fot up to five (S) additional years, {"Extended Term") at
the sole option.of the State, subject to the parties prior writien Agrecment and
applicable fees for each extended Tenn under the same terms.and conditions, subject .

1o approval of the Governor and Executive Councn

f |

A.2  Provision 5, Contract Pr:ccancc L:mnatloanayment is updated with the follov.\mg

-addition:

. Y 58

. hereby reserved (o the State.

The State's liability under this Agreement shall‘be limiled to monetary damages not
16 exceed (he contract price pursuant to Paragraph 5.2. The Contractor agrees that it
has an adcquatc remedy at law for any breach of this Agreement by the State and
hereby waives any right 1o specific performance or other equitable remedies against
the State. Subject to applicable laws and _regulations, in no event shall the State be
liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein contained shall be deemed
to constitute a waiver of the sovereign immunity of the Siate, which immunity is

A3 Prowswn B, Event of Dcfault!Rcmcdlcs, is updated with the following addition:

8.2:8

-
W

i A.4  Provision 9, Termination, is deleted and replaced with the following:

give the, Conlractor a written noncc specifying the event of Default, terminate the
agreement as breached, and procure Services that are the subject of the Contract from

. another source and Contractor shall be liable for reimbursing the State for the
replacement Services, and all administrative costs dircctly rclated to the replacement
of the Contract and procuring the Services from another source, such as costs of
comipetitive- bidding, mailing, advertising, applicable fees, charges or penalties, and
staff time costs; all of | WhICh shall'be subject to the limitations of liabitity set forth in -
the Contract. __ A

9. TERM[NATION

9.1

Page 9 of 65
Contractor Init

Date: 2/13/20

Notwithstanding paragraph 8, the State may, al its sole. discretion, and with written

< notice, terminate the Agreement for any reason, in whole or in part. In the event of
such ‘termination, the Contractor shall immediately stop all work hereunder and shall
immediately cause any and all of its suppliers and subcontractors to cease work. The
State shall be liable for cosi of all Services and Deliverables for which Acceptance has

“been given by the State, provided through'the date of termination but will not be liable
for-any costs for incomplete Services or winding down the Contract activities. The .
Contractor shall not be paid for any work performed or costs mcurrcd which
reasonably could have been avmded

23
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EXHIBIT A - SPECIAL PROVISIONS

9.2 Termination Procedure

9.2.1

9.2.2

a2

923

9.24

lhe State, Conlractor shall: .o

Upon termination of the Contract, the State, in addition 1o any other rights
.provided in the Contract, may require Contractor to deliver to the State any

property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has been lenmnated

After receipt of a notice of lcrmmallon and except as othenwse directed by

a. .Stop work under the Contract on the date, and to the extent Speclﬁed
1in the notice;

b. Promptiy, but in no event longer than ten (10) days after lermmauon
terminate its orders and subcontracts related to the work which has
been terminated, and settle all outstanding liabilities and all claims
arising out of such termination of orders and subcontracts, with the
approval or ratification of the State to the extent required, which
approval or raiilication shall be final for the purpose of this Section;

¢. ‘Take such action as the Stale directs, or as necessary (o prescrve and
protect the property related to the Contract which is in the possession
of Contractor and in which the State has an interest; )

d. Take no action 10 intentionally erase or destroy any State Data, which
includes State Data held by the Contractor’s subcontractors;.

¢. Transfer title to the State and deliver in the manner, at the times, and
to the extent directed by the State, any property which is required to
be furnished to the State and which has been accepted or rcquesled by
the State;

f.  Securely dispose of all requested data in all of i its electronic and/or
paper forms, when requested by the State. Data shall be permanently
deleted and shall not be recoverable, according to Nalional Institute

_of Standards and Technology (NIST)-Special Publication (SP) 800-
88 approved methods. Certificates of destruction shall be prowdcd o
the State;

g Work with the State to develop a Services and Data.Transition Plan

~ per the “Contract End-of-Life Transition” requirement in the
Additional chulrements section of this Contract; and n

h. Provide written Centification to the State that Contractor has
surrendered to the State all said property.

IF the:Contract has, expired, or terminaled prior to the Completion Dalc for
any reason, the Contractor shall provide, for a period up 10 nincty (90) days
after ‘the expiration or termination, all transilion services requested by the
State, at no additional cost, to allow for the expired or terminated portion of
the Services to continue without interruption or adverse effect, and to facilitate
the orderly transfer of such Services to the State or its desngnees ("Transmon
Services”)."

This covenant in paragraph 9 shall survive the termination of this Contract.

. os
Page 10 of 65 l Drﬁ
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A.5  Provision 10, Datw’Acccsleonr dentiality/Prescrvation, is updated with the following
addition: #

104  In-performing its obligations under this Agrcement, Contractor may gain acccss lo
Confidential Information of the State. Confidential Information is defined in the
Department of Health and Human Services’ Information Security Requirements.
Exhibit K # :

In the event of the unauthorized release of Confidential Infonnanon Contractor shali

immediately notify the State’s Informatién Security Officer, and the State may

immediately be entitled to pursue any remedy at law and in equity, including, but not

limited to, injunctive relief. ’

= 10.5  Subject to applicable federal or State laws and regulations, Confidential Information
' shall not include information which:

a. shall have otlierwise become publicly available olhcr than as a result of disclosure
by the receiving Party in breach hereof;

b. was disclosed to the receiving Parly on a non- conf'dennal basis from a source

other than the disclosing Party, which the receiving Party believes is not .

. prohibited from disclosing such information as a result of an obligation in favor
of the disclosing Party; or

"¢ is disclosed with the written consent of the disclosing Party’s Prwacy Ofﬁcer or
designee.

e

N 10.6  Conlractor Confidential Information. Contractor shall cléarly identify in writing all
information it claims to be confidential or proprietary upon ‘providing such
information to the State. For the purposes of complying with its |égal obligations,'the
State is under no abligation to accept the Contractor’s designation of material as
confidential. Contractor acknowledges that the State is subject to State and federal

‘laws governing disclosure of information including, but not limited to, RSA-Chapter

91-A. In the event the State receives a request for the information identified by

Contractor as confidential or proprictary, the State shall notify Contractor and specify

the date the State will be releasing the requested information. At the request of the

State, Contracior shall cooperate and assist the State with the collection and review of

Contractor’s information, at no additional expense to the State. Any effort to prohibit

“or enjoin the release of the information shall be Contractor’s sole responsibility and at

Contractor’s sole expense. If Contractor fails to obtain a court order enjoining the

: - disclosure, the State shall release the information on the date spemr ed in 1he State’s
f natice to Conlractor, without any liability to the State.

10.7 "This covenant in paragraph 10 shall survive the termination of this Contract.

. os
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A6

A7

25.

26.

27.
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.. Provision 12, AsmgnmcntchIcgntlonfSubcontracts, is updated with the following

addmon

12.3-  Subcontractors are subject 10 the same contractual conditions as the Contractor and
the Contracior 15 responsible to ensure subcontractor compliance with those
conditions. The Contractor shall have written agreements with all subcontractors,
specifying the work 1o be performed, and if applicable, a Business Associate
Agréement in accordance with the Health Insurance Portability and Accountability
Act. Written agreements shall specify how corrective action shall be managed. The
Contractor shall manage the subcontractor’s performance on an ongoing basis and

" take corrective action as necessary. The Coniracior shall annually provide the State

with a list of all subcontractors provided for under this Agreement and notify the State
of any inadequate subcontractor performance.

L&

124" In the event that Contractor should change ownership for any reason whatsoever that
results in a change of control of the Contractor, the State shall have the option of:
8. continuing under the Agreement with Contractor, its successors or assigns for
* the full remaining Term of the Agreement or for such period of time as
determined necessary by ihe State; or

b. |mmedmlely terminale the Agreement wnhout liability to or funher
compensation owed 1o Contractor, ils Successors or assigns.

The following Provisions are added and made part of the P37:
FORCE MAJEURE ‘

25.1° Neither Contractor nor the State shall be responsible for delays or ‘failures “in
performance resulting from events beyond (he control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, riots, and acts of War, epidemics, acls of Government, ﬁre
power {ailures, nuclear accidents, earthquakes, and unusually severe wealher,

25.2  Except in the event of the foregoing, Force Majeure events shall not include the
Contractor’s inability to hire or provide personnel needed for the Contractor’s
performance under the Contract.

EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and aitached to the Conltract arc incorporatcd
by reference herein.

NON-EXCLUSIVE CONTRACT o
The State reserves the right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identificd under this Agreement. Contractor shall make besi efforts
to coordinate work with all other State vendors-performing Services which relaie to the work
or Deliverables-set forth in the Agreement. The State intends to use, whenever possible,
* existing Soﬂware and hardware conlracts to acquire supporting Software and hardware.

Daté-_. 2/13/2023
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28. GOVERNMENT'APPROVALS ,

Contractor shall obta:n all ncocssary and applicable regulatory or other govemmental
approvals necessary to perform-its obhgauons under the Contract.

29. ORDER OF PR.E.CEDENCE

[n the event of conflict or ambiguily among any of the text within this agrccmcnt the
following Order of Precedence shall govern:

i 2022-022 - New Hampshire Electronic lnfcctioﬁs Disease Surveillance System
contract.

't ii.  State of New Hampshire, Department of Health and Human Semccs Requesl for
“Proposals (RFP) NH DHHS -'2022-022 — ‘New Hampshire Electronic Infectious
Disease Surveillance System.

+4ii. Additional Coniractof Provided Documents (sec Exhibit G)

Remainder of th‘i;v puge intentionally left blank

4
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EXHIBIT B -~ STATEMENT .OF WORK (SOW) BUSINESS AND TECHNICAL REQUIREMENTS AND
DELIVERABLES

The Statement of Wark, Business and Technical Requirements, and Deliverables are sci forth below:

1. STATEMENT OF WORK -

The Contraclor must develop and maistain a new electronic mfecl:ms disease surveillance system with associated
user interface for modernized disease repomng, surveillance and management for the State to monitor the spread of
infectious diseases, detect outbreaks, respond in a timely manner to control the spread of infectious diseases, and
report data to the Centers for Disease Control and Prevention (CDC).

1.1. Scopc of Work Overvicw

The Contractor must ensure the elecironic system meets the State’s changm g data.management nceds, and must
integraie with other data sources, manage substantial volumes of data (in¢luding but not limited to COVID-19
data) and be compatible with national efferts 1o modemize reporting.

The Contraclor must ensure the'system has the capacity to manage the mvesugauon and response to more than
8,000 infectious disease reports received by the State each year, in accordance with RSA 141-C, with the
potential for reports from providers and labs to increase each year due to the State’s increasing populalion,

disease oulbreaks, and high volumes of disease reports and labs as in the case of COVID 19 (over 350,000
cascs (o date).

. The Contraclor must ensure the system- as the capacity to digest and send eleciromc laboratory reports (ELR} |
and electronic case reports (eCR) as applicable and integrate with other data systems mcludmg, bat not limited
.to Granite Trace via Salesforce.

The Contractor must provide access to all data maintained by the system via export and/or direct dala connection
no less than daily, as well as the required professmnal services, data,integration, and ingestion support. This
data will be.delivered by sFTP or another secured mclhodology mutually agreed upon by both parties.

The Contractor must provide professional services to assist in the ingestion of the data provided utilizing the
State's Informatica, Ordcle and Tableau tools and must create data models, visualizations, reports and
dashboards for data analytics in the Stalé’s Enterprise Business Intelligence (EB1) system that curréntly consisls
of an Oracle 19¢ database, Informatica for ETL and Mcladata Management, and Tableau for reporting and data
visualizations.

The Contractor must ensure the system is in alignment with the CDC Data Modemization Initiatives (DMI).

The Contraclor is responsible for system development, (ransition, dala migration, and mamlcnancc of the new
electronic disease surveillance system. This includes development and maintenance of two way interfaces with
other-systems used by the Departmen(

The Coniractor shall provide its security and IT protocols and/or boliciés to the State within ten (10) days of
the Contract effective date, including:

= Cybersecurily Key Performance Indicators

+  Workstation Policy

= Acceptable Use Policy i .
+  Code of Conduct Policy

+ Information Classification

+  Access Onboarding and Separation Policy

Page 14°0of 65 - | ; ,ﬁ
Contractor Initials: 9 i »

Date:2/13/2023

Lk



Docusign Envelope 1D: 4D679094-CAD7-43C6-83AC-4401C05F 4F63

DocuSign Envelope 1D: 43CCB1F2 ‘230F-4288- AT?D—1 DF224823A80 ‘i .

STATE UF NEW HAMPSHIRE
: .New Hampshire Department of Health and Human Services
L. NH DHHS — RFP 2022-022 - Efectronic Infectious Discase Surveillance System
e . EXHIBIT B -STATEMENT OF WORK

BUSINESS / TECHNICAL REQU[REMENTS AND DELIVERABLES

. * Information Security Policy

+  Information Security Incident and Response plan
& .

1.2. Data Location : ! : o

.

1.3:

The Conlraclor shall provide its Services to the State and its end users, as defi ncd in Exlub:l G, Attachment
2 — DHHS Siandard Exhibits D-K, Exhibit K, DHHS information Security, solely from data centers within
the contiguous United States. All storage, processmg and transmission of State Data shall be restricied to
information technology systems within the contiguous United States. The Contractor shall not allow its
personnel or subcontraclors to store State data on portable devices, including personal computers, except as
specified and allowed by the Coniract, and then only on devices thal are used and kept at its data centers
within the contiguous United Statcs unless express prior written consent is obtained from DHHS
Information Secunity. The Contractor.shall permit its personnel and conlractors to access State data remotely
only to provide technical support and as specified or required by the Contract. .
‘
Background Checks

Ttie Contractor shall conduct criminal background checks for staff performing services under this Contract,
at its own expense, prior 10 commencing services, and shall not utilize any staff, including subcontraciors,
to fulfill the obligations of the Coniract who have been convicted of any crime of dishonesty, including but
not limited to criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to one (1) year is an authorized penalty. The Contractor shall promote and maintain an
awareness of the importance of securing the State’s information among the Contractor’s employees and
agents. :

Contractor workforce shail not be permitied 1o handle, access, view, store or discuss NH DHHS Confidential
Data until an attestation is received by:the State that all Contractor workforce associated with futfilling the
obligations of this Contract, based on NH-DHHS criteria provided herein and their job responsibility

* requirements, are eligible Lo participate in work associated with this Contract. Contractor agrees it will -

initiate a criminal background check re‘investigation of all workforce assigned (o this Contract every five
years. The five-year period will be based on the date of the lasl Cnmmal Background Check conducted by

_the Contractor.

The State may, at its sole expense, conduct reference and screemng of the Contractor's. Project Manager
and Key PrOJect Staf‘f .

D3
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NH DHHS - RFP 2022-022 - Electronic Infectious Discase Surveillance System
EXHIBIT B - STATEMENT OF WORK

i

BUSINESS / TECH_NICAL REQUIREMENTS AND DELIVERABLES

2. . BUSINESS REQUIREMENTS

The Contractor must meet the Business Requirements associated with this project,-as identified below:,

BUSINESS REQUIREMENTS

4

State’ Requurements

Vendor

Req #

= Requirement Descriptlo_n

. Criticality.

Response

- Methiod’,

Delivery: |,

Comments;

TGenerol systemreqilrements sy :

B e

i

-

| B11

The System must be user friendly and help reduce
human error.

Yes

Standard,

Bl1.2

The Contractor shall prévide 2 system that allows
secure, remote web-based access for State
Ernployees using @ secure log-on procedure.

Yes

‘Standard

B1.3

The System’s data is owned by the Stateand will be -
available to the State at all times.

Yes

Standard

Bi.A4

The system should be scalable and sustainable.

Yes

Standard

B1.5

The system should allow 100+ concurrent'users
logged in without affecting performance

Yes

Standard

4" B16

The System must have the ability to automatically
generate a unique patient identifier.

Yes

Standard

B1.7

The Sys'tem shall allow users to set and modify case
classification and status.”

Yes

‘| ‘Standard | -

B1.8

The System must allow users to edit patient
information.

Yes

Standard

B1.9

The System should have the ability to handle case
management and contact investigation for all
disease types and potential public health threats.

Yes

Standard

81.10

The System shall integrate HIV, sexually
transmitted infection, and tuberculosis
surveillance, case management, contact
,investigatiéns, and not in care/data to care/linkage
to care investigations iﬁ'tp primary surveillance
database. ]

Yes

Standard

B1.11

The System shall have a quick-search function for
commaon requests (eg. First andfor last name, case
1D).. . '

Yes

Standard

Bl.12

The System shall have'a search function
comprehensive of all data fields, including notes.
This search function should includle dropdowns
where relevant as well as the ability to search by
string, mcludlng wildcard and logical search
capability.

et

Yes

B81:13

The System shall alIOW searchmg across multiple
name variables {eg. Legal name, alias, alternate
name).

Yes

Standard

Standard
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STATE OF NEW HAMPSHIRE

" New Harnpshlrc Department of Health and Human Services
NH DHHS - RFP 2022-022 - Electronic Infectious Disease Surveillance Systcm
EXHIBIT B ~ STATEMENT OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES 5

- B1.14 | The System should have user role-based design for M Na Custom Casetivity allows
;| users to save their searches. & for saved reports
and dashhoards,

but not saved

. searcl_\es. Thisis
functionality'that
will be added for

NH at no
; -additional cost.
B1.15 | The System shall have the ability for users to share P No | Custom Caselivity allows
saved searches. a for saved reports
and dashboards,

but not saved
searches. Thisis
. : functionality that
. . will be added for
NH at no
additional cost.

B1.16 The System must support a maxirmum query

response time of 4 seconds. M Yes Standard
8117 Users shall have the ability to add notes of h ;
unlimited size'to cases. M .. Yes Standard
81.18 | Notes shall be modifiable. M Yes Standard
B1.19 The System should ?Ilow for text formatting of '
notes (bold, underling, ltalics, highlight). M Yes Standard
’ Users shall have the ability to upload files of o
B1.20 | different formats into a case {eg. documents and - '
images)- M © Yes Standard
The System shall have the ability to upload
documents to the appropriation section (eg. Lab
B1.21 B L e
: result, medical note, communication by -
“jurisdiction, general note). M Yes Standard
B122 | The System shail be able to store 3 farge volume of ' .
electronic and manual labs in a case, M Yes Standard
8123 The System shall have a detailed audit trail for each
' case ' M Yes Standard
124 | USET shall have the ability to ¢reate and add ' . '
custom fabels to cases. M Yes Standard
BI1.25 | Users shall have the ability to pinfoveriay tabs in
the user interface P Yes Standard {--

The System shall have the ability to be Intégrated
with other NH dat3 systéms {eg. Immunization
81.26 | information system, Granite Trace/Salesforce, vital’
records, eHARS, State Enterprise Business E
Intelligence platform). P Yes Standard

The System shall interface with the State

B1.27 d .
12 integration engine (currently Rhapsody). M Yes Standard

System shall have ability to provide spatial,
temporal, and space-time statistics through
| mapping {e.g., export or built in"ability to use
SaTScan) P Yas | Standard

81.28.

r—

D3
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STATE OF NEW HAMPSHIRE

New Hampshire Department of Health and Human Services

NH DHHS — RFP 2022-022 - Electronic Infectious Disease Surveillance System
EXHIBIT B-STATEMENT OF WORK

B1.29

BUSINESS / TECHN]CAL REQU[REMENTS AND DELIVERABLES

Contractor shail altow for minor requests for new
features.

M

Yes

Standard

B1.30

| During a Class A Deficiency (see Technical

Requirement H4.6 far definition), status updates
will be provided every hour {or longer as approved
by the State). =

Yes

- Standard

B1.321

The System will have testing and training
environments for users. .

" Yes

Standard

B1.32

The System will have the ability to mark a case as
co-infected with another'pathdgen, with a link to

Yes

Standard

Doto.entry

the co-infection case.

B2.1

The Systemi must give State Administrators the
ability to access'and malntain internal tables,
change attribute values or properties, and modify
drop down lists.

Yes

I

Standard

82.2

The State must be allowed to create and-modify
the case classification table.

Yes

Standard

B2.3

The System will have the ability to link cases,
objects and fields. ;

Yes

Standard

B2.4

The System shall give users the ability to
copy/paste or re-use sections/fields/objects within
a case to reduce duplicate entry. )

Yes

Standard

B2.5

The System will have the ability to create varied
field types {ex. picklist, muiti-select, text field, date
field, look up).

Yes

Standard

B2.6

The System will have the ability to apply field logic.

Yes'

Standard -

B2.7

The System shall have the ability to create multiple
invastigations at once,

Yes

Standard

B2.8

The System shall have the ability to link multiple
conditions/diseases to one case investigalion.

Yes

Standard

i B2.9

The System shall-have the ability to link
interviews/forms to multiple case
investigations/individuals. -~

Yes

Standard

Lh

B2.10

Users shall have the ability-to open multiple cases
at once to allow for simultaneous data entry.

' Yes

Standard

82.11

The System shall have the ability to create a record

with very limited identifying information {eg. Email,

screenname). -

Yes

Standard

82.12

The System shall have the ahility to create linked
cases from within the index case, resulting in
automatic linkage. '

Yes

Standard

B2.13

The System shall have 2 timeframe assocaated with
each address for a case.

Yes

Standard .

B2.14

The System shall have the ability to mark that an
‘address is only part-time {eg. "snowbirds”, college
students} and.inciude another address in the
record.

Yes

Standard

82.15

The System shall have an ability to verify an
<address exists. g

Yes

Standard |
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'3 STATE OF NEW HAMPSH]RE
, New Hampshire Department of Health and Human Services
* NH DHHS — RFP 2022-022 - Electronic Infectious Disease Surveillance System
: EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

- The System shall have the ability to record multiple
82.16 | addresses for unique circumstances (eg. Persons
experiencing unstable housing or ncarceration).

M

Yes

Standard

The System must contain an optional selection

Sy calendar for date fields in addition to direct entry.

Yes

Standard

The System should be able to accommodate
B2.18 | multiple entries of similar information (eg.
Guardian, workplace, travel}.’

Yes

Standard

The System shall be able'to receive and store

B2.19 Ll y
molecular surveillance/genotyping results.

Yes

Standard

s The system will have 2 lock-out function for data
82.20 { entry to prevent multiple users editing the same
. | record at ance.

Yes

Standard .

B2.21 | The system should have spell check functsonalny

Yes

Standard

Case workflow management® 2

: The System shall have the ability to assign
B3.1 | cases/investigations to mvesugators/queues in
butk. &

Yes

Standard

The System shall have the ability'to bulk assign -

B3.2 ; )
case classification,, .

Yes

Standard

The Systém shall have the ability to assign cases to
B3.3 |-queues automatically based on case characteristics
{e. zip code, need for QA).

Yes

Standard

s | opag The System must have the ability to recall or re-
o " 7| open a closed record.

Yes

Standard

The System must grevent user access and updates
B3.5 | torecords that have been placed in an inactive
status.

Yes

Standard

The System shall have the ability (o generate out-
of-jurisdiction/state {O0J/00S} letters for a single
case or multiple cases at once based on criteria and
with preferred DHHS formatting. ’

B3.6 -

Yes

-Standard

The Systern shail have the ability to generate

.7
B3 provider letters with preferred DHHS formatting.

Yes'

Standard

BB The system sha[l‘.have the ability to fax within the

system. } "

Yes

Standard .

Typically enabled
through an
interface to a fax
service.

User and Role Moriogenient

The State will have the ability to create, modify,

B4.1 and deactivate accounts.

" Yes

étandard

The System shall have the ability to generate user

B4.2 IDs and passwords and email them users.

Yes-.

Standard

The System shall have a 'retrieve password and

L user |10 option.

Yes

Standard

The System shall suppont bulk creation of user
accounts, .

B4.4

Yes

0

Standard

ps
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NH DHHS - RFP 2022-022 - Electronic Infectious Disease Surveallancc System
> EXHIBIT B-STATEMENT OF WORK

- B4S

'‘BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

"The Systern shall have the ability to provide a user

accounts report to include but not limited to:
account creator, date of creation, date of
expiration, date of role changes dates of ID or

-| password retrieval, last login date, and login audit.

Yes

" Standard

+| The System shall have the ability to change/update

user IDs and passwords.

‘Yes

Standard

84.7

The System shall have the ability to create
permission sets 'onj user types with specific access
and privileges.

Yes

Standard

64.8

The System shall have a flexible timeout system for
usérs with timeout notification.

Yes

Standard

B4.9

The Contractor fust provide for a number of user

.licenses specified by agreement between the

Vendor and the State. .

Yes

Standard

B4.10

The system shall have a user database for user
management.

Yes

Standard

Deduplication,

BS.1

The System must support a rules-based algomhm
to evaluate duplicate records.

Yes

BS.2

The System will contain functionality and logic that
will autamatically deduplicate records
(cases/persons) using approved logic to avoid
manual superceding and merging. )

Yes

Standard

Standard_

853

The System must flag possible duplicate records
needing manual review and provide a system for.
reviewing such records.

Yes

Standard

B5.4

The System must allow user to view récords
simultaneously for decision to merge records.

Yes

Standard

B5.5

The System must allow user to select data
elements to merge into a'consolidated record.

Yes

Standard

BS.6

The System must support an audit trail when
records are merged.

Yes

Standard

B5.7

The System must have logic and capacity to
unmerge incorrectly merged records.

Yes

i Sfandard

B5.8

The Systern will attempt to prevent duplicate

“profite creation.

Yes

"Standard

85.9

The System must have the ability to prompt users
to confirm creation of a new patient record after
possible matches are found.

Standard

B5.10

The System must allow users to manually flag
duplicate records.

Yes

Yes

Standard

B5.11

The Systern must allow user to flag record as "not a
duplicate”.

Yes

4!

Standard

B5.12

The System must have the ability, to prevent
matching for the same pair'of records that have
been flagged as "not a duplicate”.

Yes

| System réporis and export3

B A

Standard
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STATE OE NEW HAMPSHIRE-

New Hampshire Department of Health and H_uman Services )
NH DHHS - RFP 2022-022 - Elcctronic Infectious Disease Surveillance System.
EXHIBIT B - STATEMENT OF WORK

* BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

The System shall have a scalable export -
B6.1 } functionality and ability to export all data, forms, .
and metadata. M Yes Standard

The System shall have an export feature that's able .
to export 100% of the data in the systemina - M
timely manner withoy; impacting user gperations W
ar system Speed M " Yes Standard |

86.2

The System shall have an export system that can

generate files in various formats (eg. CSV, flat file,
HTML, PDF, SAS, GIS-friendly formats, etc.). Please
specify export formats available. g M Yes Standard

' 86.3

Export functionality must allow users to choose

.4 ,
86 parameters and variables for export. M Yes Standard

The System shal! allow the-State to set and modify

BEIS. . export names for variables. M Yes Standard |

-| The System must be able to generate a report on
B6.6 user-performance, case load, assignments, and

other administrative needs for management. " M Yes Standard
86.7 The'System must allow users to design and choose ,
. | parameters for reports. M- Yes Standard

The System shall have the ability.to export HL?
B6.8 | messages for one of many cases and break them
down by ségments and fields. M: Yes " Standard

‘The System shall have the ability to create a
B6.9 summary report or view for a patient across all
thelr cases/cConditions. M r Yes Standard

Electronic Loboratory Report (ELR) manugement

The System must have the ability to automatically
accept data and update a patient record in

o Bl accordance with current HL7 implememation
' Guide and State rules M Yes “Standard
The System must have the ability to receive and s .
87.2 process HL? 2.5.1 and future applicable versions. Y . Yes Standard '
873 The System must have the ability to disp1_ay the : ,
’ actual HL7 message within the system., ; ;. M Yes . Standard
h 874 The System shali.have capacity to re-process HL7 ;

. .messages manually if needed. M Yes -| Standard

The System shall have an ability to receive
B7.5 | corrected ELRs from labs and discard the ones they

would replace. M - Yes Standard
. ¢ | The System shall have capacity to generate - N :
B7.6 advanced reporting on ELRs, including feed and
data quality. M Yes Standard
87.7 The Sy;tem must provide fc_nr logical and wildcard i ;-~.'
) searching of all fields involving HL7 components. M Yes Standard-
ayg /| The System shall have an abllity to delete ' )
) electronic Iabs in bulk using specific search criteria. M Yes Standard
. The System shall have the ability to receive and +
97'9 process animal ELRs {eg. Rabies). M Yes Standard
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STATE OF NEW HAMPSHIRE

New Hampshire Department of Health and Human Services

NH DHHS — RFP 2022-022 - Electronic Infectious Disease Surveillance System )
EXHIBIT B -STATEMENT OF WORK

B7.10

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

The System must have the abiity to create and
send error messages in designated formatsin

_accordance with current HL7 Implementation

Guide. . £

Yes

Standard

87.11

The System must have the ability to filter or sort
error or acknowledgement messages in accordance.
with current HL7 Implementation Guide.

Yes

Standard

B7.12

The System must have the ability to log error or
acknowledgement messages in accordance with
current RL7 Implementation Guide.

Yes

Standard

B7.13;

The System must process, capture and show all
HL? fields required by the State. '

Yes

Standard

Electronic Case Report {eCR) Manogement :

B8.1

THe System must receivie and process eCRs:

Yes

Standard

'B8.2

The System must comply with COC's present ahd
futurespecifications for eCR
{https://www.cdc.gov/ecr/index.himl}-

. Yes

Standard

B8.3

System must generate eCR messages for 00J/005
reporting.

Yes

Standard -

Message mapping.guides (MMGs).

89.1

The System shall implement and maintain all
current and future CDC.MMGs and associated |
forms
{https://www.cdc.gov/nndss/tre/mmg/index.htmi)

Yes

Standard

B9.2

"The Contractor shall particiate in alf national/CDC
MMG calls and forums

Yes

Standard

B33

The goﬁtractor.shall implement or update an MMG
within 3 months of its release or develop outlined

Yes

iz

Standard

Form mianagement . o &

MMG release plan.,

B10.1

The System shall have a custom form builder
allowing users to create supplemental forms for
internal use.

Ye's

B10.2

The System shall have a custom form builder
allowing users to create forms) interviews and
surveys.that are HIPAA-compliant and external
facing.

Yes

Standard

Standard

EF

B10.3

The System shall include all'official and preferred
€DC forms as requested, and forms must be
_updated in the System when vpdated by CDC.

Yes

Standard

_Outbreak mandgement ;

B811.1

Users shall have the ability to create forms that
could be used to assist with outbreak'management
{e.g., case report forms).

Yes

Standard’

B11.2°

The System shall have the ability to send outbreak
questionnaires via email.

Yes .

Standard

B11.3

The Systern shall have the ability to create
outbreak alerts according to State specifications

 Yes

Standard
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STATE OF NEW HAMPSHIRE

New Hampshire Department of Health and Human Services
NH DHHS - RFP'2022-022 - Electronic Infectious Discase Surveillance System
EXHIBIT B - STATEMENT OF WORK

BUSINESS./ TECHNICAL REQUIREMENTS AND DELIVERABLES

The System shall have the ability to generate
Bl1.4 | outbreak metrics (ex. attack rate or epidemic
curve). : : M Yes Standard

Provider submissicn of labs.and cases i

‘The System shall have funct_uona'lity-‘for providérs
812.1 | {who are not fuil system users) to report individual
case reports electronically and securely. . M Yes Standard

e}

| The System shall also allow providers the option to
B12.2 | filt out supplemental farms and laboratory
information.. M Yes Standard

System alerts

) The System will include functionality for
B13.1 | management and users to build alerts to assist
with case management (eg. Check-in reminders). M Yes Standard.

The System shallinclude functconalny for system :
administrators to |dentlfy errors in system
| processing of function {e.g., failed ELR messages, E
= | system outages}. M Yes Standard

¥

B13.2

Systém manual, help section and data dictionary

The Contractor shall maintain and update a

B14.1 .
! comprehensive system manual for end users. M Yes Standard
The Contractor shall maintain a detailed data i i
B14.2- | -
| dictionary for. Department staff. M Yes Standard

Cher

The Contractor shall maintain documentation on
B14.3 | technical specifications and make them available to
DolT and Department staff. ) . [ Yes Standatd

Tronsition to the new system, o

A . The Contractor shall work with Department and |f
815.4 necessary previous Vendor to ensure no , )
7| interruption occurs during transition to new d 3

system. i M Yes Standard

The Contractor shall integrate legacy data from

pi5r2 previous vendor for use in new system, M Yes Standard

The Contractor shall provide training for staff who

B15.3 i 3
will serve as system.administrators. M Yes - Standard

‘The Cantractor shall provide anboarding training to e

B15.4 [ all'system users during transition to the new )
system. M Yes Standard

- -

The Contractor sha¥l sign all State confidentiality
B15.5 | documents within 10 days of contract and renew :
as required by the State. M Yes Standard

DS
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3 TECHNICAL REQU] REMENTS
The Contractor must meel the Business, Technical and Security Requlremcnls identified in Attachment
1, Technical Requirements Workbook. -
4, DELIVERABLE, ACTIVITY, OR MILESTONE
The Contractor must meet the Activities, Deliverables and Milestones identified in Table B-4 below:
Tablc B-4: ACTIVITY / DELIVERABLES / MILESTONES
' PROJECTED
. : . DELIVERABLE DELIVERY
Activity, Deliverable, or Milestone TYPE (Number of weeks
from Contract
" Effective Date) .
PLANNING AND PROJECT-MANAGEMENT
et 1 | Conduct Project Kickoff Meeting v Non-Software 3weeks 1]
2 | Work Plan Written 6 weeks
3 Project Status Reports Written Bi-weekly
4 Infrastructure Plan, including Desktop and Network Configuration Written
s 12 weeks
‘Requirements
S | Security Plan’ Written | 12 weeks
6 { Communications and Change Management Plan Written 12 weeks
7 | Software Configuration Plan Written 12 weeks
8 | Systems interface Plan and Design/Capability- Written 12 weeks
9 | .Testing Plan ‘Written 12 weeks
' 10a | Data Conversion Plan and Design-NHEDSS Written 12 weeks
10b | Data Conversion Plan and Design-PRISM Written 12 weeks
10c | Data Conversion Plan and Design-TB PAM Written 12 weeks
! 11 | Deployment Plan Written 37 weeks
\ 12 | Comprehensive Training Plan and Curriculum Written. 37 weeks
13 | End User Support Plan . Written 37 weeks
14 ‘| Business Continuity Plan Written 37 weeks
15 | Documentation of Qperational Procedures Written 37 weeks
"y - BY . . b - - =
16 | Bring Your Own Device (BYOD) Security Plan (if applicable} Written 37 weeks
17 | Data Protection Impact Assessment-(DPIA) Written 37 weeks
o3 £}
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" EXHIBIT B - STATEMENT OF WORK -

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

3y

’

Written

18 | Systems Security Plan (sspy . 37 weeks

{the SSP shall include security requlremems of the system and’

describe the controls in place, or planned, for meetmg those

requirements. The SSP shall also delineates responsibilities and ~

expected behavior of all individuals who access the system}
19 | Disaster Recovery Plan (DRP} Written 37 weeks
20 | Audit Log Fail-Safe Conﬁguratlon Software 37 weeks"
"INSTALLATION. ® t . . o ’

¥ |21 [ Provide Software Licenses (if needed) Written N/A .
22 | Provide Fully Tested Data Conversion Software Software 20 weeks
23 | Provide Software Ins_talled, Configured, and Operational Software . 33 weeks
,| to Satisfy State Requirements - .

' . [ TESTING - Jom Fe | tw ta A
24- | Conduct Integration Testing - Non-Software 37 weeks
24 | Conduct User Acceptance Testing Non-Software 42 weeks
26 | Perform Préduction Tests Non-Software 46 weeks
27 | Test In-Bound and Qut-Bound Interfaces Software Software 46 weeks
28 | Conduct System Performance {Load/Stress) Testing Non-Software . 46 weeks
29 | Certification of 3¢ Party Pen Testing and Appllcatlon Non-Software . 46 weeks

Vulnerability Scanning. i ;
30 | Security Risk Assessment Report Written
o if Pl is collected on behalf of the State, the SRA shall include
a ‘l_’rivacv |r_r'1pact‘5§sessn'fe_nt (PIA) ' 46 weeks
o if BYOD {if personal devices have been approved by DHHS :
Information Security to use, then the SRA shall include a BYOD
section) - W
31 Secunty Autharization Package {system security plan, security Written 46 weeks
assessment report, and plan of acnon and mitestones) .
-SYSTEM DEPLOYMENT - ! T y .
32 | Converted Data Loaded into Produmon Environment Software 49 weeks
33 z:‘c;v;jaet aTools for Backup and Recovery of all Applications Software 49 weeks
34 | Conduct Training Non-Software 54 weeks
35 | Cutover to New Software Non-Software 54 weeks
36 | Provide Documentation " Written 54 weeks
37 | Execute Security Plan ‘Non-Software 54 weeks
*  |-OPERATIONS . B Tu gt LT " J
38 | Ongoing Support & Maintenance Software & Non
¥ - Software Ongoing
| 38 | Conduct Project Exit Meeting Non-Software 56 weeks

s,
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5. . CONTRACT END-OF-LIFE TRANSITION SERVICES -

=1 51. If apphcablc upon termination or expiration of the Contract, the Parties agree
10 cooperate in good faith to effectuate a smooth secure transition of the Services
from the Contractor to the Deparntment and, if applicable, the Vendor engaged
by the Department to assume the Services previously performed by the
Contractor for this section the new vendor shall be known as “Recipient.”
Contract.end of life services shall be provided at no additional cost. Ninety (90)
calendar days prior to the end-of the contract or unless othenwise specificd by
- the Department, the Contractor shall'begin working with-the Department and if
o ' applicable, the new Recipient to develop a Dala Transition Plan-(DTP). The -
Y , : Contractor shall utilize the DTP template provided by the State.

5.2. The Contractor shall use reasonable efforts to assist the Recipient, in connection
with the transition from the performance of Services by the Contractor and its
. Affiliates to the perfonmance of such Services. This may include assistance with
- the secure transfer of records (electronic and hard copy), transition of historical
data (clectronic and hard copy), the transition of any such Service from the .
hardware, software, network'and telecommunications equipment and internet-
related “information technology infrastructure (“Internal IT- Systems™) of
Contractor 1o the Internal IT Sysrcms of the Recipicnt and cooperanon with and
assistance to any third-party consultants engaged by Recipient in conneclion
with thc Transition Services. v ) P
. 5.3. 1fa system, database, hardware software, and/or software licenses (Tools) was
! ; purchased or created to manage, track, and/or storc State Data in relationship to
i this contract said Tools will be inventoried and returned to the Department,
along with the invcnlory document, once transition of State Data is complcle.

"5.4. The internal plannitig of the Transition Services by the Contractor. and its
Affiliates shall be provided to the Department and if applicable the Recipient
on a timely manner. Any such Transition Services shall be deemed to be
Services for purposes of this Contract.

5.5. Should the data Transilion extend beyond the end of the Comract the Contractor

- and its affilistes agrec Contract Information Security Requ&remems and if
" applicable, the Department’s Business Associates Agréement terms and
.conditions remain in effect until the Data Transition is accepted as complete by -
the Department.

§.6. In the event where 1hc ‘Contractor has comingled Depariment Data and the

destruction or Transition of said data is not feasible, the Df:partment and
i Contractor will jointly evaluate regulatory and professional slandards for
' g relent:on requnernenls pnor {0 destruction.
Page 26 of 65 T
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6. COMPLETION OF TRANSITION SERVICES

6.1. Each service or Transition phase shall be deemed completed (and the Transition
i process finalized) at the end of 15 business days afler the product, resulting from
2 o “the Service, is delivered to the Department and/or the Recipient in accordance
with the mutually agreed upon Transition plan, uniess within said 15 business
day term the Contractor notifies the Deparlment of an issue requiring additional
time 1o complele said product.

6.2. Once all parties agree the data has been mlgraled the Contraclor will have 30
calendar days to destroy the data per the terms and conditions of the DHHS
Information Security Requirements (Exhibit K}, mcludmg ccmﬁcale of data
destruction.

7. DISAGREEMENT OVER TRANSITION SERVICES RESULTS
In the everit the Department is nol satisfied with the results of the Transition Service,
the Department shall notify the Contractor, by email, stating the reason for the lack of
satisfaction within 15 business days of the final product or at any time during the data

‘Transition process. The Parties shall discuss the actions (o be taken to resolve the -
disagreement or issuc, If an agreement is not reached, at any time the Department shall

. . be entitled to initiale actions in accordance with this contracl. i

8. WEBSITE AND SOCIAL MEDIA

8.1. - Contractor agrees that if performance of services on behall of the Department

involve using social media or a website to solicit information of individuals,
* or Confidential data, the Contractor shall work with the Department’s
Communications. Bureau to ensure that' any socia] media or website designed,
. creatéd, or managed on behalf of ‘the Department mceets all of the-
Department's and NH Department of Information Technology's website and
social media requirements and policies.

8.2.  Contractor agrees protected -health information (PHI), personal information
(P1), o other confidential information solicited either by-social media or the ’
website maintained, stored or captured shall not be further disclosed unless
expressly provided in the contract. The solicitation or disclosure of PHI, P,
or other confidential information shall be subject to the DHHS Information
Security Requirements (Exhibit K), the Business Associate Agreement
(Exhibit 1y and all applicable state rules and state and federal law. Unless
specifically required by the contract. and unless clear notice is provided to
users of the website or social media, the Conlractor agrees that site visitation

—DS3
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will not be tracked, d:sclosed or used for websile or socnal media analytics or
marketing.

9.  STATE OWNED DEVICES, SYSTEMS AND NETWORK USAGE

9.1. If Contractor is authorized by the State’s Information Security Office. to access the State’s
nctwork or system and/or use a state issued device (e.g. computer, IPad, cell phone) in the
fulfilment of this Contract, each Contracior employee being granted access must:

9.1.1.  Sign and abide by applicable State and New Hampshire Department of Information
Technology (NH DolT) use agreements, policies, standards, procedures and
guidelines, and complete applicable trainings as required; °

9.1.2. Use the information that they have permission 10 access solely for conducting official
state business and agree that all other use or access is strictly forbidden.including,
but not limited, to personal or other private and non-State use; and that at no time
shall they access or attempt 10 access information without having the express

B authority of the State to do so; : N

9.1.3. Not access or altempt to access information in a manner inconsistent with the
approved policies, procedures, and/or agreement relating to system entry/access; -

; 9.1.4. "Not'copy, share, distribute, sub-license, modify, reverse engineer, rent, or sel
software licensed, developed, or being evalvated by the State, and at all times ‘must
use utmost'care to protect.and keep such software stricily confidential in accordance
with the license or any other agreement execuled by the State;

v

©. 915 Only use equipment, software, or subscr:pnon(s) -authorized by the Stales
Information Security.Office; !

9.1.6. Follow the State’s procedure for requesting and 1nstal]mg State nuthorized sofiware
on’ State equipment;

9.1.7.  Agree that €mail and other electronic communication messages created, sent, and
i received on a stale-issued email system are the property of the-State of New
, Hampshire and to bc used for business purposes only. Email is defined as “internal
' : : emai) systems" or “state-funded email systems.”

-9.1.8.  Agree that use of email must follow State and NH DolT policies, standards, and/or
' guidelines; and B -

* s
ol

g M 9.0.9. Agree when utilizing the State's email system:

9.1'9.1. To only use a state email address asmgned o them with a “@
et affiliate. DHHS NH.Gov™.

9.1.9.2. Include in the signature lines information identifying the Conlractor
cmployee as a non-state workforce member; and

9.1.9.3. Ensure the following conﬁd)em:_ah.ly notice is embedded underneath the
“ signature line:

o5
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a2,

9.3.

9.4.

CONFIDENTIALITY NOTICE: “This message may contain
information that is privileged and confidential and is intended only for the
use of the.individual(s) to whom it is addressed. If you receive this
message in error, please notify the sender immediately and delete this
elecironic message and any attachments from your system. Thank you for
your cooperation.”

9.1.10. Agree Contractor employee(s) will only access the State’ intranet to view the

. Department’s Policies and Procedures, and Information Sccurily webpages.

Contractor employee(s) with a State issued email, access or potential access to Confi dennal
Data, and/or & workspace in a State building/facility, must: :

9.2.1. “Training prior 10 acccssmg, v1cw|ng, handling, hearing, or transmitting State Data or
Confidential Data. Complete the State’s Annual Information, Secunly & Compliance
Awareness

9.22. Sign the Staie’s Business Use and Confideniniality Agreement and Assct Use
Agreement, and the NH DolT Siatewide Computer Use Agreement upon execution
of the Contraci and annually throughout the Contract term. :

The Contractor agrees if any Contractor emptoyee is found to be in violation of any of the
above-siated terms and conditions of the Contract, said Contractor employee may face
removal from the Contract, and/or criminal and/or civil prosecution, if the act constitutes a
violation of faw. ' :

The Contractor agrees to notify the State a minimum of three, business days. prior to any
upcoming transfers or terminations of Contractor einployees who possess State credentials
and/or badges or who have system privileges. 1f Contractor cmployec who possess State
credentials andfor badges or who have system prw:leges resign or are dismissed without

_ advance notice, the Contractor agrees to notify the, State’s Information Security Office

d 9.5.

"

immediately. =

-

Workspace Requirement

9.5.1. If apphcable the State will work ‘with Comraclor lo delerinine requirements for
provndmg nccessary workspace and State équipment for its employees.

10. DELIVERABLE REVIEW AND ACCEPTANCE

T

Page 29 of 65

10.1. Non-Software and Written Deliverables Review and Acceptance
The Contractor shall provide a written Certification that a non-soflware,
written deliverable (such as the Test Plan) is final, complete, and ready for
Review. After receiving such Certification from the Contractor, the State will
Review the Deliverable to determine whether it' meets the requirements
outlined in this Exhibit. The State will notify the Contractor in writing of its
Acceptance or rejection of the Deliverable, or its partial or conditional
Acceptance of the Deliverable, within five (5) business days of the State’s
receipt of the Contraclor's written Certification; provided that’ if the State
o8 2
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determines that the State necds more than five (5) days, then the State shall be
entitied to an extension of up to an additional ten (10) business days. IF the
State rejects the Deliverable or any portion of the Deliverable, or if any
Acceptance by the State is conditioned upon completion of any related matter,
then the Staté shall notify the Coiitractor of the nature and class of the
Deficiency, or the terms of the conditional Acceptance, and the Contractor
shall correct the Deficiency or resolve the condition 10 Acceptance within the
period identified in the Work Plan. If no period for the Contracior’s correction
of the Deliverable or resolution of condition is identified, the Contractor shall
correct the Deficiency in the Deliverable or resolve the condition within five
- (5) business days or such longer period as the State (in its sole discretion) may
agree. Upon receipt of the corrected Deliverable, the State shall have five (5)
business days to review the Deliverable and notify the Contractor of its
Acceptance, Acceptance in part, conditional Acceplance, or rejection thereof,
with the option to extend the Review Period up to five (5) additional business
days, or mutually agreed upon timeframe. If the Contractor fails to correct
the Deficiency within the alloticd period, the State may;, at its option; continug
reviewing the Deliverable and require the Contractor to continue until the
Deficiency is correcied, or immediately terminate the Contract, declare the
Contractor in default, and or pursue its remedies at law and in equity.

10.2.  Software Deliverables Review and Acceptance
System/Soltware Testing and Acceptance shall be performed as sel forth in
thé Test Plan and more particularly described in Acceptance and Testing
Services descnbed herein,
10.3. Number of Deliverables '
Unless the State otherwise specifically agrees-in writing, in no event shall the
-Contractor certify for testing and deliver to the State more than three (3)-
Deliverables for review or testing at one time. As the State accepls a
+ . Deliverable, an additional Deliverable may be presented for review but at no
: o time can the Deliverables cxceed three (3) at a time without the authorization
of the Siate.

10.4. Conditional and Unconditional Acceptance .
By accepling a Deliverable, the State reserves ihe right to reject any and all
Deliverables in the event the State detects any Deficiency in the System, in
whole or in part, through completion of all Acceptance Testing, including but
not limited to, SoﬂwarefSystem Acceptance Tesling, and any extensions
. thereof.

. o

11. CHANGE ORDER

11.1.  The State may make changes, revisions or fc_qucsl enhancements to the Scope
of Work at any time by written Change Order. The State originated changes,

* : Ds
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revisions or enhancements shall be approved by the Department of
Information Technology. Within five (5) business days of Contractor’s receipt
~  of a Change Order, Contractor shall advise the State, in detail, of any impact
a on cost (e.g., increase or decrease), the Schedule, and the Waork Plan.
11.2.  Contractor may propose a change within the scope of the Contract by wrilten
x Change Order, identifying any impact on cost, the Schedule, and the Work
Plan. The State shall acknowledge receipt of Conlractor’s requesied Change
Order within five (5) busincss days. The Siale Agency,-as well as the
Department of Information Technology, must review and approve sl Change
Orders in writing. The State shall be deemed to have rejected the Change
Order if the Parties are unable to reach an agrecmenl in wrmng within 30 days
. of réceipt of the Change Order,

113, Changc orders resulting in an increase of Price Limitation, an extension of
time for Contract completion or a significant change to the scope of the

Contract may requife approval by the Governor and Council.
11.4. A Change Order which is accepted and executed by both Parties, and if
applicable approved by Governor and Council, shall amcnd the terms of this

Agreement.

12 IMPLEMENTATION SERVICES

e The Contractor shall employ an industry-standard Implementation strategy
ivith a timeline set forth in accordance with the Work Plan:
o The Contractor shall manage Project execulion and provide the tools needed
to create and manage the Project’s Work Plan and tasks,; manage and schedule
Project staff, track and manage issucs, manage changing. requirements,
maintain commuynication within the Project Team, and Report siatus.
o The Contractor and the State shall adopt a Change Management approach to
2 identify and plan key strategies, communicaiion initiatives, and training plans. .

13.  PROJECT MANAGEMENT

The Contractor shall provide project tracking tools and templates to record, respond

to, and manage Issues, Risks, Change Requests, Requirements, and other documents
. used in the management and tracking of the project. The State believes that effective

communication and Repor!ing are essential to Project success. The Contractor shali

employ effective communication and Reporting siralegies to ensure Project success.

The Contractor Key Project Staff shall participate in meetings as requested by the
! Slaic in accordance with the requirements and terms of this Conlracl

The Project requires the coordinated efforts of a Project Team ‘consisting of both
Contractor and State personnel. Contracitor shall provide all necessary resources to
perform its obhgahons under the Contract. Contractor is responsible for providing all
appropriate resources and personnel 1o manage this Project to a successful completion.

et B Ds
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13.1. . The Contractor Key Project Staff

13.1.1. The'Contractor’s Contract Manager
} Contractor shall assign a Contract Manager who \Vl" be rcsponmblc for all Contract
‘autharization and’ admn_mstranon including but not limited to processing Contract
, documentation, obmining cxecutive approvals, tracking costs-and payments, and
5 represenhng the parties in all Contract admlmstralwe activities. Contractor’s Contract
Manager is: ) L

John Schaeffer
President / Contract Manager
Strategic Solutions Group, LLC
300 First Avenue, Suite 103 i

Needham, MA 02494 ] 3
Tel. 617-721-8845
schaeffer@ssg-llc.com

13.1.2. The Contractor’s Project Manager
Contractor shatl assign a Project Manager who is qualified t6 perform or supervise the
* Contractor’s obligations under this Agreeinent. Contractor’s Project Manager is:

Alice Stecko = f
Project Manager
Strategic Solutions Group, LLC
300 First Avenug, Suite 103 -
Needham, MA 02494 .
617-999-8049 '
astecko@ssg-llc.com’

Comractor s selection of the Project Manager shall be Subject to the prior written

- approval of ihe State. . The State’s approval process may include, without limitation,
at the State’s discretion, review of the proposed Project Manager $_resume,
quahf cations, references, and background checks, and an interview. The State may
requirc removal or reassignment of Project Manager who, in the sole }udgmcnt of the
‘State, is found.unacceptable or is not performing to the State’s satisfaction.

Project Manager must be qualified to perform the obligations required of the position

under the Contract, shall have full authority to make binding decisions under the

Contract, and shall function as Contractor's representative for all administrative.and
.management matters. Project Manager must be available to promptly respond to

inquiries from the State during normal Business Hours from 8:00 am to 4:30 pm EST;
and be at the site as needed: Project Manager must work diligently and use his/ her
* best ¢fforts on the Project. '

’ D3
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13.1.3.

13.14.

Page 33 of 65
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Change of Project Manager _
Contractor may not replace the Project Manager or change its assignment of Project
Manager without providing the State written nolice and obtaining the prior approval
«of the State of the replacement Project Manager. State approvals for replacement of
Project Manager shall not be unrcasonably withheld. The replacement Project
Manager is subject (o the same requirements and Review as set forth above. Contractor
shall assign a replacement Project Manager within ten (10} business days of the
.departure of the prior Project Manager, and Contractor shall continue during the ten
(10) business day period (o provide competent pro;ccl managcmcm Services-through
a qualified interim Project Manager, .

The Contractor,s Additional Pro_|cct Staff :
The State considers the following mdw:duals tobe Key Project Staff: for this Projcct:

Joshua Davis *
Enterprise and System Architect
Strategic Solutions Group, LLC
i 300 First Avenue, Suite 103
Needham, MA 02494
607-244-2411

Jdavis(ds sg,v-lic.cgm

Sam Belton
Data Migration Specialist
_ Strategic Solutions Group, LLC
.300 First Avenue, Suite 103
Needham, MA 02494
© 617-947-2909 .

sbelton(@s qg-llc com

The State reserves the right to require rcmoval or reassignment of Key Project Staff
who are found unacceptable to the State. Contractor shall not change Key Project
Staff commitments without providing the Staie written notice and obtaining the prior
written approval of the State. State approvals for replacement of Key Project Staff
will not be unreasonably withheld. The replacement Key Project Staff shall have
.comparable or greater skills than Key Project Staff being replaced. :
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13.2, The State Key Project Staff

' 13.2.1. The State Contract Manager
The State shall assign a Cantract Manager who shall function as the State’s rcprcscmauvc
with regard to Contract administration. The State Conitract Manager is:

f

Kairina Elizabeth Hansen U
Chief, Inifectious Disease Surve:llancc Section
Division of Public Health Services
Tel. 603-271-8325
Katrina.e. hansen@@dhis.nh.zov

13.2.2. The State Pro;cct Manager
* The State shall assigh a Project. Manager. The State s Project Manager is:

Katharine Owers Bonner
Publlc Health Emergency Preparedness Survell]ancc Manager
Division of Public Health Services &
Tel. 603-271-4987 -

Katharinc.a. owersbonner(t'z)dhhs nh.fov

The State Project Manager's duties shalt include the followmg
Leading the Project;

Engaging and managing all Contractors working on the’ Pro;ecl
Managing s:gmﬁcanm:ssua and risks;

Reviewing and accepting Contract Deliverables;-

Invoice sign-offs;

Review and approval of Change: Ordcrs i
Managing stakeholders’ concerns. :

m e R TR

£
1

14 WORK PLAN

The Contractor’s proposed Prcliminary Work Plan is-attached (o this agreement for -reference
purposes only. (Sec Allachménl 3.~ Preliminary Work Plan).

The Contraclor must fi nalize the Work Plan within 30 catendar days of the Agreement Eﬂ'ecnve
Date, which must further refine the tagks required 10 integrate, ingest and migrale data, implement
the ‘System, and inlegrate the System with other State systems including, but not limited to,
Salesforce and.Enterprise Business Intelligence (EBI) platform. The final Work Plan must include

. abusiness continuity plan, communication plan, and an infrastructure catalog to date, in accordance -
with Attachment 3 ~ Prehmmary Work Plan. The Contractor must update the final Work Plan no.

less than every (wo weéks in consullauon with the State throughout system development and
‘ -lmplcmcnlahon :
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¢ Unit Testing

The Contractor must ensure,_ the final Worlc Plan identifies project tasks, Deliverables, projected
Deliverable dates, major milestones, and task dependencies to implement the'Project. In addition,
. the final Work Plan must address intra-task dependencies, resource allocations (both the State’s
and Contractor’s team members), plans for change, quality, configuration management, risk
management, and a finalized project schedule.

The Contractor must’ ensure the Work Plan conforms to formats described in the Project
- Management Body of Knowledge published by the Project Management Instituted Seventh Edition -
unless superseded by newer DHHS Project Management Office standards.

o

The Contractor must upﬂalc the final Work Plan no less than every two {2) weeks and submit to
the State Project Managcr electronicaliy via a document repository mutually- agreed upon by lhe

" parties.

15. ACCEPTANCE & TESTING SERVICES

The Contractor must provide end-1o-end planning and preparation for testing and acceptance of
solutions throughout the Agreement period, which -shall include training, a detailed- testing
-methodology that covers all “areas of testing” (refer to glossary), security, required staffing with
clear roles and responsibilities, test cases and scripting with associated Data, status and résults
chorlmg The Test Plan must ensure designed and implemented Solutions are fully supported

lested, and documented.

The Contraclor is responsnble for the testing phases identified in the table below:

Test Phase Vendor Role / Slata Role/ | Toals Timeframe
Responsibllity Responsibihry . '
Management 6f the Testing Process | Overall Accountability Input M5 Word | Ongolng
.o | Test planning Overall Accountability Input M5 Word | Ongoing
| Test scenario development Dverall Accountabllity Input MS Excel 1-2 moniths
Data preparation Overali Accountability Input MS Excel 1-2 months
System'preparation Overall Accountability None MS Excel 1-2'months
Overall Accountability None MS Excel ‘| 1-2 months
System Integration testm& 1 Overall Accountability None ~ | MS Excel 1-2 months
Defect tracking Overall Accountability None JIRA 1-2 months
Management of the Testing Pracess | Overall Accountability Input MS Excel " | 1-2 months

The Contractor must develop and maintain the Master Test Plan that must include a systematic
scries of tests to ensure successful conneclion and high dawa quality, including Testing in
= Certification Environment. The Plan will also identify quality assurance resourges; tools, system’
environments, and testing protocols used. The Test Plan miust include information on all the testing
¢ —activities for the system, including but not limited to:

* Integration Testing.
‘e Performance Testing.
- Sccurity Testing.
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o  System (Functional) Testing.
o User Acceptance Testing,.
¢ ADA Compliance Testing.

"i‘he Contractor must respond to. State emails and calls related to user testing on a daily basis to
. trouble-shoot issues as they arise.
_The Contractor agrees that the following criteria indicates completion of the HL7 testing period:
i. All segments arc formatied; ]
2. All fields are correctly formatied, :
3.  Commonly used codes have been reviewed;
4

Required fields have been evaluated for validity. The Contractor must update the final Work
Plan within ten (10) days of the Slalc s acceptance of testing results and submit (o the
Department for approval.

15.1 Migration to Production and Review

The Contractor must deliver production credentials 10 lhe HL7 submitter during the m:grauon to
produclion. An initial connectivity test must be followed by real:time data.

The Contractor must continue to monitor the production feed. During the first week of onboarding
10 production, total HL7 messages must be verifiedwith the HL7 submitter.

Documentation and deliverables must include:

HL7 Transfer Specifications for EHR provider sites

.HL7 Testing Checklist

Sample messages

HL7 Test Plan with testing in certification environment, centification of passing results, and
migration to production and review.

15.2 Comprchensive Test Plan

The Caniractor must provide a Test Plan to ensure sotution meets the validated set of requirements
with respect to functionality, stability, and security, and does so in a timely manner.

The Contractor must ensure the Test Plan includes descriptions of roles and responsibilities, test
data, load testing, performance testing, and procedures for access (o the test environment,

The, Contractor must document a Master Test Plan and test cases, and provide (o the State upon
request. o

The Contracior must update exlslmg Test Plan matcn al to provide specific test plans and test cases
to the State. _ 4

Page 36 of 65 9

Contracior Inilials:

Date: .2/13/2023 VI



Docusign Envelope ID: 4D679094-CAD7-43C6-83AC-4401C05F4F63

DocuSign Envelope 10: 43C461F2L230F~4298-A770—1 DF224823A%D

-

STATE OF NEW HAMPSHIRE

THE DEPARTMENT OF HEALTH AND HUMAN SERVICES

DHHS -.2022-022 - New Hampshire Electronic Infectious Disease Surveillance System

p
t

EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

"

The Contractor must create test data for use during testing, and also create and run automated tests
to savc on lime running regression tests, and ensure the maximum amount of testing code coverage.

Deliverables include:

« Comprehensive Test Plan
= Unit Test Cases

+  Full Regréssion Test Cases

+ . ADA Compliance Tesl Cases

15.3 Performance Tuning and Stress Testing Plan : "

The Contraclor must devélop and document hardware and software configuration and turing of

R

.System infrasiructure to support the software throughout the project.

Tlie Contractor must document a Securily Test Plan and include the necessary (est cases Lo ehsure |
the system and its deployment are secure.

Delwverables incl'udc:

~+ Security. Tests Cases ; :
‘e Performance Tesl Cases

16. 'MAINTENANCE, OPERATIONS AND SUPPORT @

s 16,1,

16.2.

’
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+

System Maintenance 2

The Contractor shall-maintain and support the System in all material respects as described
in the Contract, through the Contract Completion Date. The Contractor shall make
available to the Staic the latest program updates, general maintenance releascs, selected
functionality releases, patches, .and Documentation that are gencrnlly offered 1o its
customers, al no additional cost. Documentation of future maintenance plans must be
provided o the State prior to ‘any releases and following any releases (see Support
Obligations 16.3). Training materials must be provided as relevant 10 any changes users

. wilt experience (see training plan on page 43).

Systern Support
The Contractor must- perform on-site or remote technical support in accordance with the
Contract, lncludmg withouit limitation the requirements, terms, and conditions contained
Jherein. -

As part of the Soﬂwarc maintenance agreement, ongoing Software maintenance and

support levels, including all new Software releases, shall be responded 1o according to the
following:

8 e
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il

Class A Deficiencies - The Contractor shall have available to the State on-call.
telephone assistance, with issue tracking available to the State (wenty-four (24)
hours per day and seven (7) days per week with an Email or telephone response
within one (1 hour of request; or the Vendor shall provide support on-site or with
remote diagnostic Services, within four (4) business hours of a request.

Class B & C Deficiencies — The State shall notify the Contractor of such

Deficiencies during regular Business Hours and the Contraclor shall respond back

" within four (4) business hours of notification of planned corrective action. The

e Vendor shall repair or replace Software, and provide maintenance of the Software
in accordancé with the Specifications, Terms and Requirements of the Contract.,

The Contractor musi Ap"rovii'ic a'Help Desk and a.p.lan 1o gddress system support, including
Class A, B, and C deficiencies. ’

e

The Contractor must develop a Business Continuity Plan o ensure protection of
development, testing, training, and production environments. s
16.3.  Support Obligations
' The Contractor shall repair or replace Soﬂware and provide maintenance of the Software
'in accordance with the Specifications and terms and requirements of the, Contract.

The Contractor shall maintain a record of the- activities related to Warranty repair or |
maintenance aclivities performed for the Siale;

a. For all maintenance Services calls, the Contractor shall ensure the following

information will be collected and maintained:

1. nature'of he Deficiency;

Wi, current status of the Deficiency;

iti,  action plans, détes, and times,

iv.  &xpected and actual completion time;

v, De'f'ciency resolution information;

vi., .resolved by;

vii.  identifying number i.e. work order numbcr and
viii,  issue identified by; and . .

. b. The Contractor must work with the State 1o identify and troubleshoot potentially
large-scale  System. failures or Deficiencies by collecting the following
e information: ] .
i. . mean lime between Reported Deficiencies with the Software;
ii.  diagnosis of the root cause of the problem; and
_' iil.  identification of repeal calls or repeat Software problems.

Ifthe Contractor fails to correct a Deficiency withinthe allotted period of time slated above,_
the Conrraclor shall be deemed (o have committed an Event of Default, and the State shall.
havc' he nghl it its option, to pursuc the remedies .as defined in the P- 37 Gcnera]

Page 38 of 65 )
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EXHIBIT B - STATEMENT OF WORK
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Provisions, Provision 8, as well as to.return the Contractor’s producl and receive a refund
for all amounts paid to the Contractor; including but not limited to, applicable License fees,
wuthm ninety (90) days of notlﬁcauon to the Contractor of the Siate’s refund requiest.

16.4.  Contract Warrantics and Representations

16.4.1.  System
The Contractor warrants that any Systcms provided under'this Agreement will operale
! - and conform 16 \he Specifications, terms, and requirements of this Agreement.

16.4.2.  Software
The Contractor warrants thal any Software provided as part of this Agreement,
including but not [imited to the mdw:dual modules or functions fumished under the
_ Coniracl, is praperly funcnonmg within the System, compliant with the requirements
' of the Contract, and wnll operale in accordance with the Specifi canons and terms of the
Contract.

For any breach of the-above Software warranty, in addition 1o all its other remedies at
law and in equity, af the State’s option thé Contractor shall: -

T a. provide the correction of program errors that cause breach of the warranty, or
i ' . ) if Contractor cannot subslantially correct such breach in a commercially
i ‘reasonable manner, the State may end its program license if any and recover
the fees paid to Contractor for the program license and any unused, prepaid
technical support fees the State-has paid for the program license; or -
. the re-performance of the deficien! Services, or
¢. if Contractor cannot substantially correct,a breach in & commercially
-reasonable manner, the State may end the relevant Services and recover the
fees pa:d to Coritracior for the defi cient Services. ; 5
16.4.3. Compahblllt}
Contiacior warraats that all ‘Sysiem componenls including bul not limited to the
components prowded any replacement or upgradcd System Software components
providéed by Contractor to correct Deficiencies or as an Enhancement, shall operate
with'the rest.of the System without loss of any funcuonahty
164.4.  Servites o
Contractor warrants that all Services to be prowdcd under this Agreement will be
& i provided expediently, in-a professional manner, in accordance with industry standards
' _and that Services will comply with perfonnancé standards, Specifications; and terins
of {he Contract.

»
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16.4.5 Warranty Period

The Contractor shall provide an unlimited Warranty of the System and Contractor
configurations, which will, commence upon the State issuance of a Letter of
Acceplance for UAT and will continue through the contract End Date. If, within the
last .thirty (30) calendar days of the Warranty Period, the System-Software fails to
o operate os specified, the Warranly Period will cease. The Contractor will correct the
Deficiency, and a thirty {30) calendar day Warranty Period will begin. Any further
Deficiencies with the Software must be corrected and run fault free for thirty (30) days..

The Contractor will maintain, repair, and correct Deficiencies in the System Softwarc,
B including but not limited tg the individual modules or functions, during the Warranty
Period at no additional cost 1o the State, in accordance with the Specifications and
terms and requirements of Lhe Contract, including without limitation, cortecting all
errors,; and Defects and Deficiencies; eliminating viruses or destructive programming,
and replacing incorrect, Defective or Deficient Soﬂware and Documentalion. Warranty
Services shall include, without Immallon the following: .

e Maintain the System Sofiware in accordance .with lhe Specifications, terms, and
requireiments of the Contract;
. Repaar or replace the System Sofiware or any portion thereof so that the Systemm operates
in accordance with the Specxﬁcauons terms, and requirements of the Cantract;
s The Contraclor shall have available to the State on-call telephone assistance, with issue ]
© tracking available to the State; twenty-four (24) hours per day and seven (7) days.a week
with an email !tclephone response within two (2) hours of request, with assistance response
dependent upon issue severity;
e On-site additional Services within four (4) busmess hours of a request;
Maintain a record of the acuvmes rclated 10 Warranty Repair or maintenance activilics*
performed for the State;
= s For all Warranty Services calls,.thc Vendor shall ensure the followmg 1nf0rmauon will be:
collected and maintained:
¢ . nature of the Deficiency; -
* current status of the'Deficiency;
¢ action plans, dates, and times;
expected and actual completion time;
s Deficiency resolution information;
o Resoived by;
e Identifying number i.e. work order number;
‘e Issue identified by,
‘e The Contractor must work with the Staic to identify and troubleshoot potentially large-
scale Software failures or Deficiencies by callecting the following information:
» mean time between reported Defi ciencies with the Software;
¢ diagnosis of the roct cause of the problem
o identification of repeat calls or repeat Software problems

0 1
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17.

18

19.

20.

Page 41 of 65
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e Al Déﬁciencics found during the Warranty Period and all Deficiencies found with the

Warranty Releases shall be correcled by the Contractor no later than five (5} busincss days, -
unless specifically extended in writing by the State, at no additionat cost 1o the State.

DATA PROTECTION - i

The Contractor must comply with Exhibit G, Attachment 2 — DHHS Standard Exhibits D - K,
Exhibit K: DHHS Information Security Reguirements.

SOFTWARE 'ACREEM ENT -

The Conlractor shall provide the State with access 10 the Sof’twarc Licenses and Documcnlatmn set
forth in the Contract, and particularly described in Exhibit D: Soflware Agreement.

ADMINISTRATIVE SERVICES

The Contract shall provide the State with the Adminisirative Services set forth in the Contract, and
particularly described in Exhibil E:» Administrative Services.

TRAINING

The Contracior must provide Training Services: The Contractor shall:

20.1.

_data exchange users;

Conduct a user landscape and training needs asséssment;

Identify multiple user types (such as public health nurses, epidemiologisis, and system
adminisirators) who'require targeted training;. .

Ensure tailored training for multiple types of users following training needs assessment;

Determine the training needs of the user types, as well as those of \vcb based vs. electronic

Specify educational objectives, including the particular knowledge and competencies
participants within the various user types will achieve as a result of training;

Provide training materials for any user mlcrface changes following releases that will impact
daity workflow, including but not limited to video, live virtual meetings, or handouts);

Create training stralegies for objeclives; and

DevelGp instructional materials.
Training Website / *Sandbox”

The Contractor must develop and provide a training website that is an exact replica of the,
System Tesl Environment to provide an opportunity for end users to practice using the
features and functionalities of the system in a training environment before commencing
‘ official tracking of services delivered.

Date: 2/13/202‘3
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- 20.2,

Training Materials
The Contractor must develop a user manual that can be integrated with all training methods.
The user manual must contain descriptions and screen captures that allow end users 1o

‘research answers to questions aboul how to use the system.

" The Contractor musl maintain the user manual as part of the ongoing mainienance and

20,3,

204.

update as necded and as major releasesare made to the system.

The Contractor must prov:dc quick user gmdes to assist end users at the point of dala entry
into the system, and training aides outlining key steps uscrs perform to complete a core task
in the system. All training materials will be posted on the training website.

System User Training

The Contracior must train system users in all aspects of ihe system, and include
organizational change management-specific instruction to include legacy vs. new system
workflows and screens. The Contractor must ensure iraining demonstrates business and
system workflows, systemn policy compliance, including any receni policy changes.

Technical Training

"
-

h'e Contractor must train technical staff on all technical aspects of system operations and
support, as well as knowledge transfer to ensure long-term success. Knowlédge transfer
must be conducted thrOugh training, documentation and hands-on lcarning.

The Contractor musl incorporate additional information to the user assessment data 10
detenmine training modalities that meet various learning styles.

The Contractor must ensure live training is instructor-led, utilizing online software to host
webinar trainings that may include, but is not limited 10 Zoom, MS Teams, WebEx or GoTo
Meetings. Separale trainings ‘musl be provided to web-based users and clectronic data
exchange users, which may include video modules. Primary training topics for new system -
users.must include, but is not limited to:

»  How to access the new system;
»  How 10 operate basic functions and available features; and
+  How 1o respond to technicat difficulties that are encountered.

Upon request by the State, the Contractor will provide a regional mstructor-lcd classroom-
style training with 'a demonstration followed by hands-on practice for new users. The

* Contracior, in collaboration with the State Project Manager, wil} arrange for no-cost Siate

Page 42 of 65

computer lab classrooms forthe provision of any in-person, instructor-led trainings.

The Contractor will coordinate with the Department to have Contractor staff on-site (“*floor
supporl") as users are Jeaming the system during the onboarding phasc and potentially as
neéd arises (i.e., during a pandemic or staffing surge).
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20.5.

20.6,

“The Contractor must record and upload the live, online webinar trainings (conducted
-via Zoom, MS Teams, WebEx or GoTo Mcetings, ctc.) to the training website to allow
users a self-paced training option. Train-the-Trainer - '

The Contractor will implement a “train-the-trainer” approach to (rain end users which
requires selected user stafT to participate in the online webinar training and/or in person

classroom trairiing. Upon completion of the training, the group of selected user staff may be '
trainers, by having participated in this training, reviewed the (00ls available. to facilitate:

training for their collcagues, and having accessto the-Help Desk for technical assistance as
necded. The suggested tools for such trainings, 16 facilitale giving a demonstration of the

system as well as for end -users to practice and Jbecome familiar with the system bcfore Go

Live, include:
+ PowerPoint slide deck 1o present an overview;
» The clinical functionality and resources available; and

- User manual(s), quick reference guides, and training site account credentials..

.Training Evuluatidn . W

d

The Contractor must evaluate trainings through the use of papcr ang/or. web-based
anonymous surveys to solicit ‘feedback on the effectiveness and efficiency of the training
method(s) and content, and the usability and ‘its associated training materials. Paper

evaluations or the link to the electronic evaluation will be disiributed at the end of each
training session.- -Paper evaluations will be used when trammgs are conducted in a setlmg
where clcctronlc submission of the cvaluanon is not available.

The Comrac(or must analyze the survey data on a regular basis to improve irmnmg delivery,

training matcnials, and the system: when applicable. The Contractor must provide a summary

. of the survey resiilis, and an action plan 10 improve future training delivery, to the State no

later than 30 days after the training.

~

2. MERCHANT CARD SERVICES ~Not Applicablé”

7, TERMS AND DEFINITIONS | :

"“Terms and Definitions appl:cable to this Comract areidentified in Exhibit F: Terms and
Def"nmons 3

23. CONTRACTOR S CER rmans =S .

Required Contractor Certificates are aitached in Exhibit G.

' Page 43 of 65
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE -

The terms outlined inthe’Payment Schedule is set forth below:

1.~ CONTRACT PRICE

z8 = TRAVELEXPENSES-

Nolunlhslandmg any’ prowsuon in the Contract 10 the contrary, ‘'and notwithstanding unexpected
circumstances, in no cvent shall the total of all payments made by the State exceed the amount indicated
in P-37 General Provisions - Block 1. -8: Price Limitation. The payment by the State of the total Contract
price shall be the ‘only, and the compleic reimbursement 10 the Contractor for all fees and expenses, of
whatever nature, incurred by the Contracior in the pcrfomancc hereof. :

. : v .
The Staie will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract. The Contractor mus| assume all travel and related expenses
incurred by Contractor in perfonmance of its obligations. All labor rates in this ‘Agreement will be
considered “Fully Loaded”, including, but not limited to: meals, hotel/housing, airfare, car.rentals, car
mileage, and any additional out of pockei cxpenses.

3. SHIPPING FEES

The State will not pay for any shipping-or delivery fecs unless specifically itemized in this Agreement,

4.  INVOICING

The Coritractor shall submit correct invoices to the State for all amounts to be paid by the Siate. All
invoices submitted shall be subjeci to the State’s prior written approval which shall not be unreasonably
withheld. The Contractor shal) only submit invoices for Services or Deliverables as-permitied by the
Contract. Invoices must be in a format as determined by the State and contein detailéd information,

‘including without limitation: itemization of each Deliverable and identification of the Deliverable for

which payment is sought, and the Acceptance date iriggering such payment; dale of delivery and/or
installation; monthly maintenance charges; any other Project cosls or retention amounts if applicable.

WUpon Acceptance of a Deliverable, and a properly documenied and undisputed invoice, the Siate will
pay the correct and undisputed invoice within thinty (30) days of invoice receipt. Invoices will not be
backdated and shatl be promptly dispatched.

5. INVOICE ADDRESS

Page 44 of 65
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Invoices may be emailed to: DPHSContractBilling@@dhhs.nh.gov, or mailed to:

-

Finance Manager

Division of Public Health Services v
Department of Health and Human Scrvices

29 Hazen Drive

Concord, NH 03301

[+1]
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6.  PAYMENT ADDRESS 2

Payments shall be made via Automated Clearing House (ACH) transfer. Use the following link to enroll.
with the.State Treasury for ACH paymcnrs hups://www.nh. gov/trcasmv/sme-vcndorq/mdex hine

7. OVERPAYMENTS TO THE CONTRAQTOR

The Contractor shall promptly, but no later than fifieen (15) business days, return to the State the fult
amount of any overpayment or erroneous payment upon discovery or notice from the State. .

8. "CREDITS “

The Stalc may apply credits due to the State ansmg out ofthis Contract, against the Contractor’s invoices
with.appropriate information altached

9. PROJECT HOLDBACK

_The State.shall withhold ten percent 10%) of the cost for each complclcd Deliverable, as set forth in the
ACTIVITY / DELIVERABLES / MILESTONES PRICING WORKSHEET in Table 10.1.1, untit 60
days after the first (1*) productive use of the System.

~D5
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PAYMENT SCHEDULE.
Contract Type
10.1.1. Activitics / Deliverables / Milestones Pricing
This is a Not to Exoecd Contract. The total Contraci Price Limitation shal) not exceed the amount in the Form P-37
General Provisions - Block 1.8: Price Limitation for the period between the Effective Date through the date indicated

‘in Form P-37 General Provisicns - Block 1.7: Completion Date. The Coniractor shall be responsnblc for performing
its obligations in accordance with the Contract. This Contract allows the Contractor to mvo:ce the Siate for the

complieted Activities, Deliverables, Mtl&sloncs in Table 10.1.1 below:

Tahle 10.1.1. ACTIVITY / DELIVERABLES/ MILESTONES PRICING WORKSHEET
DELIVERABLE | PROJECTED MILESTONE
Activity, Deliverahle, or Milestone TYPE " DELIVERY PAYMENT
{Numbaer of weeks
* from Contract
Effective Date) i
-PLANNING AND PROJECT MANAGEMENT
) 1 | Conduct Project Kickoff Meeting Non-Software 3 weeks $9,000
2| work Plan Written 6 weeks $9,000
3 | Project Status Reports - Written Bi-Weekly 428,500
4 Infrastructure Plan, including Desktop and Network Written s 12 weeks
Configuration Requirements : N $6,000
5 Security Plan _ : Written . 12 weeks $6,000
6 | Communications and Changé Management Plan Written 12 weeks $6,000
7 | Software Configuration Plan  Written 12 weeks $6,000
-8 | Systems Interface Plan and Design/Capability Written 12 weeks $9,0000
9 | Testing Plan Written 12 weeks $6,000
10a | Data Conversion Plan and Design-NHEDSS Written 12 weeks $6,000
10b | Data Conversion Plan and Design-PRISM Written 12 weeks $6,000
10¢ | Data Conversion Plan and Design-TB PAM Written 12-weeks $6,000!
11 | Deployment Plan Written 37 weeks $6,000
12 | Comprehensive Training Plan and Curriculum Written 37 weeks .$6,000
13 | End User Support Plan Written 37 weeks -. $6,000
14 | Business Continuity Plan Written 37 weeks $6,000
15 | Documentation of Operational Procedures ) Written 37 weeks $9,000
16 | Bring Your Own Device (BYOD) Security Plan (if Written
'appI?ca ble) ' ( ! ! ! e $3,000
17 | Data Protection Impact Assessment (DPIA) Written 37 weeks $6,000
os . V-
~ Page 46 of 65 ‘ p/ : '
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18 | Systems Security Plan (S5P) Written 37 weeks $6,000)
(the SSP shall inctude security requirements of the system .
.and describe the controls in place, or planned,’ for
meeting those requirements. The SSP shall also
delineates responsibilities and expected behavior of all
% individuals who access the system)
19 | Disaster Recovery Plan {DRP) Written 37 weeks 56,000
20 | Audit Log Fail-Safe Configuration Software 37 weeks 56,000
T " . . . .. _ INSTALLATION: ;
21 | provide Software Licenses (il needed) . Written . N/A 50
22 | Provide Fully Tested Data Conversioh Software - Software - 20 weeks . .6144,000
23 | Provide Software [nstalled, Configured, and Operational Software i
g ) : 33 weeks .
to Satisfy State Requirements $825,000
£ . . TESTING 5 T:
24 | Conduct Integration Testing "Non-Software | 37 weeks $24,000
24 [ .Conduct User Acceptance Testing Non-Software 42 weeks 46,000
26 | Perform Production Tests Non-Software 46 weeks $6,000
3 27 | TestIn-Bound and Out-Bound l_nterfaces Software Software 46 weeks 56,000
‘28 | Conduict System Performance (Load/Stress) Testing Non-Software * 46 weeks $12,000
29 | Certification of 3" Party Pen Testmg and Application Non-Software ' 5% K =
Vulnerability Scanning. - sy HOIWEEKS $15,000
"30 | Security Risk Assessment Report Written -
a if Pl is collected on behalf of the State, the SRA shall
include a Privacy Impact Assessment (PIA) o k. $12,000
o if BYOD {if personal devices have been approved by - e .
= OHHS Information Security to use, then the SRA shall
include a BYOD section)
3} Security Authorization Package Written 46 weeks $12,000
. . _SYSTEM DEPLOYMENT '
32 | converted Data Loaded into Production Environment . Software 49 weeks $12.000
33 | Provide Tools for Backup and Recovery of all Applications Software ; !
: = 49 weeks .
. and Data ' 56,000,
34 | Conduct Training : Non-Software 54 weeks . $60,000
35 | Cutover to New Software Non-Software 54 weeks $2,400]
. - 36 | Provide Documentation Written 54 weeks 418,000
37 | Execute Security Plan "Non-Software |, 54 weeks $6,000
: ._- e % OPERATIONS
38 -| Ongoing Support & Maintenance . " Software & Non
¥ Software Ongoing %
39 | Conduct Project Exit Megting _Non-Software 56 weeks B $2;400
; £ - s TOTAL|  $1,332,300
03
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% 10.1.2. Hardware Pricing — Not Applicable
{ " - " Table10:1.2: -
HARDWARE PRICING WORKSHEET" S
HARDWARE ) ONE-TIME COST.
_ITEM .
TNone . . ° G
. L : Total 50
10.1.3. Software License Pricing — Not Applicable
Table10.1:3: t )
SOFTWARE LICENSE PRICING _
: : WORKSHEET '
SOFTWARE A INITIAL COST
: ] ITEM’
fNone' $0¢
. Total |, 50
Py + —\
px _ 10.14. Hosting Pricing
Table 10.1.4.
HOSTING DETAIL PRICING WORKSHEET
(Fixed Pricing) -
"HOSTING DESCRIPTION YEAR] | YEAR2 | YEAR3 | YEAR4 | YEARS
Fully Managcd Saa$ Subscription | $29,000 $348,000 | $365,400 $383,670 | $402,853
~Totals | $29,000 $34q,060 $365,400 | $383,670 | 5402,853
10.1.5. Other Cost Pricing
" Table 10.1.5.
OTHER COST PRICING WORKSHEET =
(Up-To and Net-to-Exceed Pricing)

OTHER COST DESCRIPTION | YEAR! YEAR2 YEAR 3 YEAR 4 YEAR S
SRtz A FRNONED; EBIHRCCTiEnts $0 - | $250,000 | $150,000 | $150,000 | $150,000
and Support z

Totals| . 0 ° | $250,000 | $150,000 | $150,000 | $150,000

......
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(L T

/
10.1.6. System Implementation Pricing Summary
Tabte 10.1.6. -
IMPLEMENTATION COST SUMMARY PRIC[NG
WORKSHEET
COST : COST TABLE
TABLE# - EOSIFINES TOTALS
10.1.] ' Activitics/Deliverables/Milestones Pricing $1,332,300
10.1.2 _ Hardware Pricing $0
_E- 1.3 Software License Pricing $0
E-1.4 Hosting Pricing $1,528,923
E-1.5 Other Pricing ) $700,000
TOTAL PRICE LIMITATION 1$3,561,223
3 " : . ]
10.1.7: Contractor Staff, Resource Hours and Rates Workshect
: Table 10.1.7.
VENDOR STAFF, RESOURCE HOURS AND RATES PRICING WORKSHEET
PROJECT ENGAGEMENT | TECHNICAL. gggggggm
MANAGER LEAD LEAD :
LEAD
P]a"nir,'g A Alice Stecko J ohn Schaeffer Josh Davis Sam Belton
Project :
Management -
Installation Alice Stecko John Schaeffer Josh Davis Sam Belton
LT
/
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J

Testing Alice §tcckc? John Schaeffer Jqsh Davis Sam Belton
System Deployment ] Alice Stecko - John Schaeffer . Josh Davis Sam Belton
A Operations Alice Stecko $ohn Schaeffer Josh Davis Sam Belton
Total Hours | T 020 B | 960 " 960
. HourlyRate 5160 - 5175 §175 $160
Vendor Resource Price Total | 307 5 $67,200 $168,000 $153,600
(Hours X Ratc) , .

10.1.8. Future Contractor Rates Worksheet

The State may request additional Services from the Contractor The State and Contractor agree to
the following rates in the event the contract is extended as described in P-37 General Provisions,
Section 3 Effective Date/Completion of Services.

: [ rabterons. . e
FUTURE VENDOR PRICING WORKSHEET

.VEK‘DOR ROLE . Renewal . 'chcwall Rencewal ‘ Renewal Rénewal

A Year 1 Year:2 Year3 Year 4 Year 5
. .Engagemgnt tead (key) $175. $180 SIQS $190 |- 5‘1_95

Senior Solution Architect h $175 )
(key) _ $180 $185 $190 $195
Senior P(oje;:t Managet (key) $160 . %164 $168 - 8173 $178
Senior Business Analyst -~ | 145 $149 . $153 $157 " 5161
Senior QA Analyst o su4s $149 5153 $157 $161
Senior Systems Analyst $145 $149 $153 " $157 $161
Senior Software Developer $145 5149 $153 $157 5161 |
" Devops $140 144 .| S48 sis2 | sis6
Software Developer $£140 5144 | $148 $I 52 $156
. - : d
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Prod Support / Roll-out - $120 $123 $126 $129 $132

‘Business Analyst $130 $133 T $136 - $140 $144

QA Analyst $120 $123 $126 5129 $132

- Remainder of this page intentionally left blank
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'EXHIBIT D - SOFTWARE AGREEMENT

The terms outlined in the Software Agreement are set forth below:

1.

1.1

12

obligations under this Agreement.

. LICENSE GRANT

SAAS -- Grant of Rights

During the Subscription Term, the State will receive a nonetcluswe non-assngnable

royalty free, worldwide right to access and use the Software solely for the State’s internal
business operations. subjccl o the terms of this Agreement and up to the number of
Licenses documented in the Agreement. i

The Partics acknowlcdge that this Agreement is a Services agreément and Contragtor will
not be delivering copies of the Software to Customér as part of the Agreement.

CUSTOM SOFTWARE - Work for Hire
14.1. Software Title i

The Contractor agrees that any and all work product crcalcd pursuant to this Agreement, 1ncludmg

‘but not limited o all Soflware, are-deemed to be “Work For Hire” within the meaning of the

Copynght Act of 1976." To the extent Contractor-is deemed to have retained any legal title, rights
and interest in these works, Contractor heréby assigns any and all such title, rights, and interest
(including all ownership and intellectual property rights) in the Software and related work product
to the State of New Hampshire in consideration for the promises set forth withiin this Agreement.

A

1.4.2. Documentation and Coplcs ]

The State shall be entitled to copies of any work product upon requesi to Conlractor At-the
conclusion of this Agreement, the Contractor agrees to provide all copies of the Software forall
versions, including related Documentation, to the State. Contractor shall not retain any work
product associated with this Agreement unless autherized by the State in writing,

143. Restriction on Use i v

Unless spedfﬁcélij authorized by the State, Contractor shall not utilize work product derived as
part of this Agreement in any manner other than as -required by Contractor 10 complctc its

"

ii

1.44. Software Non-Infringement
Contractor warrants that the Software, including any all component parts thereof ("*Contracted
Works™) are orlgunl works of the Contractor that do not violate or infringe any patent, trademark,

'y

: os ' : »
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copyright, trade name or other intellectual property rights or misappropriate a trade secret of any
third party.

1.4.4.1. The warranty of non-infringement shall be an on-going and perpetual
“obligation that shall survive termination of the Contract. In the cvent that
e somconc makes a claimagainst the State that any Contracted Works infringe -
' their intellectuat property rights, Contractor shall defend and indemnify the
State against the claim provided that the State:
a. Promptly notifies Contractor in writing, not later than 30 days after the
- State receives actual written notice of such claim;
b. Gives Contractor control of the defense. and any scttlement negotiations;
and
c. Gives Contractor the mfonnal:on authority, and assistancc rcasonably
needed to defend against or setile the claim.

1.4.4.2. Notwithstanding the foregoing, the State’s counsel may participate in any
4 ; claim_to the extent the Stale seeks to assert any immunities.or defenses’
applicable to the State.
1.4.4.3. If Contractor believes or it is determined that any of the Contracted Works
! may have violated someone else’s intellectual property rights, Contracior may
: choose 10 either modify the Contracted Works to be non-infringing or obtain
a license to allow for continued use, or if these altérnatives. are not
commercially reasonable, Contractor may end the license, and require return
of the applicable Coiitracted Works and refund. all fees the State has paid
Contractor under the Contract. Contractor will not indemnify the State if the
State alters the Contracted Works without- Contractor's consent or uses it
outside the'scope of use identified in Contractor's user Documentation or if
the State uses a version of the Contracted Works which has been superseded,
if the lnfnngement claim could have been avoided by using an unaltered
current version of the Conlracied Works which was provided to the Stale at
no additional cost. Contractor will not indemnify the State to the extent that
an infringement claim is based upon any information deSIgn, Specificalion,
instruction, Soflware, data, or material not furnished by Contracior.
'Conlractor will not indemnify the State to the extent that an jnfringement
claim is based upon the combination of any-Contracted Works with any
products or services not provided by.Contractor without Contractor’s consent.

2. SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual properly rights) in
the Soflwarc provided under this Agreement, and ils associated documenlauon shall
remain with the Contractor. Lo

os
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3 SOFTWARE AND DOCUMENTATION COPIES

The State shall be entitled to copies of any work product upon request to Contractor.
At the conclusion of this Agreement, Contractor agrees to provide all copies of the
Software for al) versions, including related documentation, (o the State, Contractor
shall not retain any work product associated with this Agreement unless authorized by
the State in writing.

Contractor shall providc the State with a sufficient number of hard copy versions of '
the Software’s associaled Documentation and one (1) electronic version in Microsoft
Word and PDF format. The Stale shall have the right to copy the Soflware and its

- associated Documentation within its possession for its internal business needs. To the

extent that the State does not have possession of the Software, Contractor shall provide
a reasonable number of copies of the Software and associated Documentation upon .
request. The State agrees-1o include copyright and proprietary notices provided to the
State by the Contractor on such copies.

4. RESTRICTIONS

Except as otherwise permilted under the Contract, the Stat€ agrees not to:

a. Remove or modify any program markings or any noticc of the Contractor’s
proprietary rights;

b. Make the programs or materials available in any manner to any (hird party for use
in the third party’s business operations, except as permilted herein; or

¢ Cause or penmit reverse engineering, disassembly or récompilation of the
programs.

5. VIRUSES

The Contractor shalt provide Sofiware that is free of viruses, destructive
progrannmng, ‘and mechanisms designed to disrupi the performance of the Software
in accordance with the Specifications. As a part of ils internal development process,
Contractor will use reasonable efforts to test the Software for Viruses.

6. AUDIT

Page 54 of 65

Upon forty-five (45) days writien notice, the Contractor may audit the State’s use of
the programs at the Contractor’s sole expense. The Stale agrees to cooperate with the
Contractor’s audit and provide reasonable assistance and access to information. The
State .agrees that the Contractor shall not be responsible for ‘any of the State’s
reasonable costs incurred in cooperating with the audit. Notwithstanding the
foregoing, the Contractor's audit rights are subject to applicable State and federal laws
‘end regulations.
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7. SQF"TWA_RE NON-INFRINGEMENT

Page 55 of 65

" Contractor warrants that it has good title to, or the right to allow the State to use all

Services, equipment, and Software; including any all component parts thereof such as
third party Software or programs that may be embedded in the Software (“Contracted
Resources™) provided under this Contract, and that such Services, cquipment, and
Software do not violate or infringe any paten, trademark, copyrighi, trade name or
other intellectual property rights or misappropriate a trade secret of any third-party:

The warranty of non-infringement shall be an on-going and perpetual obligation that
shall survive jermination of the Contract. [n the event that someone makes a claim

" against the State that any Contracted Resources infringe their intellectual property
rights, the Contractor shall defend and mdemmfy the State against the claim provided.

that the State:

Promptly notifies the Contractor in 'writing, not later than 30 days afier the Stale
receives actual written notice of such claim;

Gives the Contractor control of Ihe defense and any settiement negotiations; and
Gives the Contractor the information, aulhonly, and assistance reasonably needed to

- defend against or scitle the claim.

Notwithstanding the foregoing, the Staie’s counsel may participate in any claim to the
extent the State secks lo assert any immunities or defenses applicable 1o the State.

If the Contractor believes or it is determined that any of the Contracted Resources may
have violated someone else’s intellectual property rights, the Conltractor may choose
to either modify the Contracted Resources o be non-infringing or obtain a Licensc to
allow for continued use, or if these alterndlives are not commercially reasonable, the

‘Contractor may end the License, and require rétumn of the applicable Contracted .

Resources and refund all fees the State has paid the Contractor under the Contract.
The Coniractor will not indemnify the State if the State alters the Contracted
Resources without the Contractor's consent or uses il outside the scope of use

identified in the Contractor’s User Documentation or if the State uses a version of the .

Contracted Resources.which has been superseded, if the infringement claim could
have been avoided by using an unaltered current version of the Contracted Resources
which was provided to the State at no additional cost. The Contractor wiltl not

indemnify the State to the exient that an infringement claim is based upon any

information design, Specification, instruction, Software, Data, or material nol

* furnished by the Contractor, The Contractor will not |ndcmmfy the State 1o the extent

that an infringement claim is based upon the combination of any Contracted Resources
with any producits or Services noi prowded by the Contractor without the Contractor’s
consent. H

. T

Coniraclor Initials: &

i



Docusign Envelope ID: 4D679094-CAD7-43C6-83AC-4401C05F4F63

CocuSign Envelope (D: 43C461F2-230F-4298-A77D-1DF224823A80

L # STATE OF NEW HAMPSHIRE

THE DEPARTMENT OF HEALTH AND HUMAN SERVICES
DHHS - 2022-022 — New Hampshire Electronic Infectious Diséase Surveillance System

. EXHIBIT D - SOFTWARE AGREEMENT
8. CONTROL OF ALL COMPONENT ELEMENTS

Contractor acknowledgesand agrees that it is responsible for maintaining all Licenses
- or permissions to use any third-party Software, equipment, or Services that are
component parts of any Deliverable provided under this Agreement for the entire
“Term of the Contract. Nothing within this provision shall be construed, o require
Contractor to mainfain Licenses and permissions ‘for Software acquired by the State
directly or through third-parties which may be integrated with the Contraclor’s

. - ‘Deliverables. o

9. CUSTOM SOURCE CODE

" Should any custom source code be developed, Contractor shall provide the Slaie with

& copy of the source code, which shall be subject to the License rights. The State shall
receive & ‘worldwide, perpetual, irrevocable, non-exclusive paid —up right and license
10 use, copy, modify and prépare derivative works of any custom developed software.

K]

10. 'SOFTWARE ESCROW
Contractor agrees to provide to the Statc the cumently’existing source code and any
other tools and requirements necessary (o create executable or interpretive programs.
This information may be provided to the State either directly, with any such
. protections as required by the Contractor or through a mutually agreed upon Escrow
= Agreement. Contractor shall be r&ponsxblc for all costs associated with the Escrow
- ‘Agreement and the Stafe shall not assume any liability to the Company ‘or Escrow
Agent as a result of the Agreemenl.
Contractor agreés that the State shall be .entitled to ulilize. the source code in its
possession and/or demand a release of the source code from the Escrow Agenl upon
the occirrence of any of the following events ("Release Events”):

a. The Contractor has made an assignment for the benefit of creditors;

b. Thé Contractor institutes or becomes subject to ‘a liquidation or bankruptcy
proceeding of any kind;

¢. A receiver or similar oft'ccr has been appomlcd to take charge of al! or part of the
Contractor’s assels;

d. The Coniractor terminates its maintenance, opera_ticms, and suppon services for
ihe Staic for the Sofiware or has ceased supporting and maintaining the Software
for the State whether due to its ceasing to conduct business generally or otherwise,
except in cases where the termination or cessation is a result of-the non-payment
or other fault of the State,

e. The Contractor defaults under the Contract; or

s ' f. The Contractor ceases its on-going business operations or thal portion of its

' " business operations relating to the licensing and maintenance of the Software.

D3 I )
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Upon the occurrence of a Release Event, the Contractor hereby grants the State the

‘right (o use, copy, modify, display, distribute, and prepare derivative works of the.
source code, and to authorize others to do the same on behall of the State (Contraciors,
agents, etc.), solely for the purpose of completing the performance of the Contractor’s
obligations under the Contract, including, but not limited to, providing maintcnance
and support for the Software and subject to the rights granted in this Coniract.

I3

a Remainder of this page imtentionally left blank-
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EXHIBIT E - ADMINISTRATIVE SERVICES
1. DISPUTE RESOLUTION

Prior to the filing of any forma! proceedings with respect to a dispute (other than an
action seeking irjunctive relief with respect (o intellectual -property rights or
Confidential lnformauon) the Party believing itself aggneved {the “[nvoking Party™)
shall call 'for progressive management involvement in the dispute ncgoliation by
written notice to the other Party. Such notice shall be without prejudice to the Invoking
Party’s r:ght to any other remedy permitted under the Contract.

The Parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators
for the Parties at the following successive management levels, each of which shall
have a period of allotied time as specified below in which to attempt to resolve the

dispute:
“Tablec E-1.
DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE
CONTRACTOR S'l‘A'l’E CUMULATIVE
LEVEL | POINT OF ¢ 7 ALLOTED
.| conTACT EOINFOFCONTAST | qyvE
| Atice Stecko Bublic Healih Five (5)
Primary N E Emcrgency Preparedness By
‘ Project Manager ; 1 i Business Days
, Surveillance Managér
Ted Hill ) o ] |
First Contract.Manager / Chief, Infectious Disease Ten (10)
. Engagément Lead Surveitlance System Business Days
. Nea! Brénner 7 Commissioner, Fifieen (15)
* | Second Chief Information Department of Health & . :
. : : Business Days
Officer Human Services =
John Schaeffer Commissioner, Fifieen (15)
Third Chief Executive Department of Business
o2 . usiness Days
.| Officer Information Technology

The allotted time for the first level negotiations shall begin on the date the Invoking
Party’s notice is received by the other Party. Subsequent allotted time is days from the
date-that the original Invoking Party’s notice is received by the other Party.

2. ACCESS AND COOPERATION
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Subject to the terms of this Agreement and applicable laws, regulations, and policies,
the Statc -will provide the Contractor with access to all program files, Tlibraries,
personal computer-based Systems, Software packages, Network Systcms security
Systcmshand hardwarc as required tocomplete the contracted Services.
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3 - R.ECORD RETENTION ' y

Contractor and its Subcontractors shall maintain all Projectrecords including but not
limited to books, records, documents, and other evidence of accounting procedures
and practices, which properly and sufficiently reflect all direct and indirect costs
invoiced in the performance of their respective obligations under the Contracl.
Contractor and ' its Subcontractors shall retain all such records for three (3) years
following termination of the Contract, including any extensions. Records relating to
any litigation maticrs regarding.the Contract shall be kept for one (1) year following
the termination of all litigation, mcludmg the termination of all appeals or the
-expiration of the appeal period.

" Upon prior noltice and subject to reasonable time frames, all such records shall be
subject to inspection, examination, audit and copying by personnel so authorized by
the State and federal officials so authorized by law, rule, regulation or Contract, as
applicable. Access to these items shall be provided within Mermimack County of the
State of New, Hampshire, unless otherwise agreed by the State. Delivery of and access
to such records shall be at no cost to the State during the three (3) year period following

“termination of the Contract and one (1) year Term following litigation relatingto the
Contract, including all appeals or the expiration of the appeal period. Contractor shall
include the record reteniion and Review requirements of this section in any of its
subcontracts, ; . .

-

4. ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally
Accepted Accounting Principles (GAAP). The cosls applicable 10 the Contract shall
be ascertainable from the accounting System.

5. AUDIT

The Contractor shall allow the State 1o audit conformance to the ¢ontract terms. The
State may perfonn this audit or contract with a third party al ils dlscretlon and al the
State’s expense

6. MISCELLANEOUS WORK REQUIREMENTS
6.1  Access to State Systems

[n consideration for receiving access 1o and use of the computer facilities, nétwork,
licensed or devclopcd software, Software maintaincd or operated by any of the State
entities, systems, equipment, documentation, information, reports, or daia of any kind
(hereinafter “Information™), Contractor understands and agrees to the following rules: ’

: oS i i
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6.2

6.3

EXHIBIT E - ADMINSTRATIVE SERVICES
6.1.1. Computer Use

a. Every Authorized User has the respon51b|l|ty to assurc the pratection of
information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure.

b. That information shall be used solely for conducting official Stalc business, and
all other use or access is strictly forbidden including, but not limited to, personal,

- or other private and non-Siate use and that at no time shall Contraclor access or
attempt to access any information withoul having the express authority to do so.

¢. ‘That at no time shall Contractor access or altempl to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements
relating to system enlry/access. '

d. That all software licensed, developed, or being evalusted by the State cannot be
copied, shared, distributed, sub-licensed, modified, reverse engineered, rented, or
sold, and that at all timés Contractor must use utmost care to protect and keep such
soflware strictly confidential in accordance with the license or any other agreement
executed by the State. Only equipment or software ‘owned, licensed, or being
evaluated by the State can be'used by Contractor.personal. Seftware including, but
not limited to, palmtop syn, shall not be installed on any equipment.

e. That if Contracior is found‘1o be in violation of any of the above-stated rules, the
Contractor may facc default and termination under the Agreement and the .
individual may face removal froni the State Contract, and/or-criminal or civil
prosecution, if the acl constitutes a violation of law. '

Statc Website Copyright ‘
All right, title and interest in the State WWW site, including copynght to all Data and
information, shall remain with the State. The State shall also retain all right, title and
interest in any user interfaces- and computer instructions embedded within the WWW
pages. All WWW pages and-any other Data or information shall, where applicable,
display the State's copyright. B

: L g,
Workplace Hours

Unless otherwisc agreed to by the Siate, the Contractor Project Manager shall be available
between tlie hours of 8:00 am and 4:30 pm EST, excluding Staie of New Hampshire
holidays. Changes to this Schedule may be made upon agreement with the State Project
Managef.

Remainder of this page intentionally left blank
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EXHIBIT F - TERMS AND DEFINITIONS

The following general contractmg terms and definitions apply cxcept as spccnﬁcally nolcd clsewhere in this

i Contract.
. I‘TERM DEFINITION
M Notice from the State that a Deliverable has satished
, ; Acceplance Test or Review.
¥ Acceptance S
A i
. A Contract duly executed and legally binding.
Agreement - )

Security Incident f

“Security Incident™ shall have the same meaning
“Computer Security Incident” in section two (2) of NIST
Publication 8060-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technology,
U.S. Departiment of Commerce.

P

Confidential Information or
Confidential Datn

The definition for this term is located in the DH HS Exhibit
K, Information Security Requircments.

Coniract

i

An Agreement between the State of New Hampshlrc and a
Vendor, which creates binding obli gauons for each party to
perform as specified in the Contract Documents.

Ky

Contractor Confidential Information

'

Information the Contractor has clearly identified in writing
10 the Siate it claims to be confidential or proprictary.

Data Breach

The definition for this term is located in thc informauon
Security Requirements Exhibit. ¥

Deficiency (-ies)/Defects

A failure, shoncoming or ervor in a Deliverable resulting in
a Deliverable, the Software, or the Sysiem, not conforming
to its Specifications.

Deliverable

A Deliverable'is any Written, Software, or Non-Sofiware
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor to the.Staic or under the tenns
of a Contract requirement. -

¥

Documentation

All information that describes the installation, operation,
and use of the Software, either in printed or ¢lectronic

format. 3 -
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r
Electronic Disease Surveillance System
(EDSS)

A compuier system for. electronic disease reporting,

surveillance and management. The system ingests multiple

data types (such as electronic case and laboratory reports)
and -generales properly formatted outgoing messages for
dala sharing and reporting. The system atlows for the State
10 lrack and managg.cases of infectious disease, moriitor the
spread of discases, detect outbreaks, respond in a limely

‘manner to control the spread of infectious diseases, and

repor1” data 1o the Centers for Disease Control .and
Prevention (CDC) and other jurisdictions.

Enhancements

Updales, additions, modifications to, and new releases for
the Software or System, and all changcs to the

,Documentation as a result of improvement in quality, value,

or exient.

Hosted Services -

d £

Applications, IT infrastructure components or functions
thal organizations access from external service providers,

* | typically through an internet connection.

Hosted System

The combination of -hardware, software and networking
componeilts used by the. Application Service Provider-to
deliver the Hosted Services.

Identification and Authentication

‘
1

Supports obtaining information ‘about those parties
attemnpting to log on to a system or application for security
purposes and the validation of those users.

Implementation

The process for making the System fully Operahonal for
processing lhe Data.

I

Non-Public Information

‘public as public information.

Information, olhe_r than Pcrsonal Information, that is not
subject 1o distribution to the public as public information. It
is deemed to be sensitive and confidential by the State

because it contains information that is exempt by statute,

ordinance or administrative rule from access by the general

"
Operational

et

Operational means that the System is ready for use and fully.
functional, all Data has been loaded; the System is available

for use by the State in itsdaily operations, and the Staic has

issued Acceptance.

Personal Information

The: definition for this term is located in. the information
Security Requirements Exhibit.
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: "1 The submission from a Vendor in response to the Requést

Proposal » | for a Proposal.

: Security Incident Requirements Exhibit.

The definition for this term is located in the Information Security

"All Custom, SAAS and COTS computer programs and

Softwarc.‘ o applications provided by the Contractor under the Contract.
Software Deliverables All Custom, SAAS and COTS Software and Enhhn—ccments.,
Software License Licenses provided to the State-under this Contract.

applications running on. a_ cloud infrastructure, The
. .| applications are accessible from various client devices
through a thin-client interface such as a Web browser (c.g.,
Web-based email) or a program interface. The State does
not manage or.control the underlying cloud infrastructure
) including network, servers, Operating Systems, storage or
. even-individual application capabilities, with the possible

" exception of limited user- -specific application conﬁguratlon
' sellings.

Soflware-as-a-Service (SaaS)

The capabitity .provi'ded Lo the State to use the Conlractor’s-

Written- dctalls thal set forth the reqmrcmenls which
include, without limitation, the RFP, the Proposal, the
- o Conlract any performance slandards Documentation,
applicable State and federal policies, laws and regulations,
Specifications State technical -standards, subsequent State-approved
' Deliverables, -and other specifications and- requirements,
described in the Contract Documents. The Specifications
are, by this-reference, made a part of the Conlracl as though
completely set forth herein.

3

| All Data creatcd or in any way ongmalmg with the State,
and all Data that is the output of computer processing of or
other electronic mampulauon of any Data that was created
by or in any way originated with the Siate, whether such
Data or output is stored on the State's hardware, the
Contractor!s hardware or exisls in any system owned,
s maintained_ or orhenwse controtled by the State or by the
] ' Contractor.

State Data

‘ : The New Hampshire State Fiscal Year (SFY) runs from
State Fiscal Year (SFY) July 1 of the preceding calendar year.through June 30 of the
applicable calendar year.

LT

Subcontréctor of, or owned by, the” Contractor which is performing

Services under this Contract under a separate Contract with
or on behalf of the Contractor.

A 'person, partnérship, or company not in the employment
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Surveillance

Activities to monitor the occurrence and characteristics of

| health conditions in the population, and to analyze and share

those characteristics with authorized partiés (including the
CDC, other states, and/or internal partners).

System

All Software, spemr ied hardware, interfaces and extensions,

' integrated and functioning togclhcr in accordance with the

Specificaticns.

Term

Period of the Contract- from the Effective Date through the

Completion Date identified in the P-37 General Provmons .

or termination. -

Verification

Supports the confirmation of authority to enter a computer
system application or network.

e

i Warranty

The conditions under, and period during, which the
Contractor will repair, replace, or other compensate for, the
defective item without cost to the buyer or user. It also
delincates the rights and obligations of both parties in case
of a claim or dispute. '

Warranty Period

A period of covcrégq during which the Contractor is
responsible for providing o guarantee for products and
Services delivered as defined in the Contract.

Remainder of this puge intentionaily left blank
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EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

1. ATTACHMENTS

- 8. Atlachment | — Technical Requirements Workbook i
b. Attachment 2 — DHHS Standard Exhibits D-K
c. Attachment 3 ~ Preliminary Work Plan

2. CONTRACTOR CERTIFICATES

+

g

a. Contractor’s Certificate of GoodlStanding
_b. Contractor's Certificate of Vote/Authority
¢. Contractor's Certificate of Insurance

Remainder of this p}sgc intentionally left blank
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Attachment 1 - Technical Requirements Workbook

APPLICATION REQUIREMENTS
State. Requ:rements ’ s Vendor.
- . ) . ' Vendor | Delivery:
Req # Requirément Description .Criticalit g = S ; - Pl
4 q = e N i LI v Response’| Method.
GENERAL SPECIFICATIONS e ; . 5
Ability to access data using open standards access protocol [please
specify supported versions in the comments field).
All . M Yes Standard
’ Data is available in commonly used format over which no entity has
exclusive control, with the exception of National or International
Al2  |standards. Data is not subject to any copyright, patent, trademark or M Yes Standard
other trade secret regulation.
Web-based compatible and in conformance with the foltowing W3C
Al3  Istandards: HTMLS, S5 2.1, XML 1.1 M Yes Standard |
APPLICA TION SECURITY =R : - g 3
Verify the identity or authenticate all of the system client applications
A2.1 before allowing use of the system to prevent access to inappropriate ™ Yes standard
or confidential data or services.
Verify the identity and authenticate all of the system’s human ‘users
A2.2 before allowing them to use its capabilities to prevent access to M Yes Standard
inappropriate or confidential data or servu:es
A23 - Enforce unique user namnf.;s. M ves . | Standard
Enforce complex passwords for "Administrator Accounts in accordance
A2.4 w;uth DolT's statewide User Account and Password Policy. ‘M Yes Standard
Enforce the use of complex passwords for general users using capital
AZS letters, numbers and special characters in accordance with DolT's M Yes Standard
statewide User Account and Password Pohcy.
N\
Encrypt passwords In transmission and at rest within the database.
A2.6 M Yes Standard
Establish ability to expire passwords after a definite period of time in
A2.7 accordance with DolT's statewide User Account and Password Policy, M Yes Standard |
Provide the ability to limit the number of people that can grant or
A2.8  |change authorizations. M Yes Standard
‘ Establish ability to enforce se_ssio‘h timeouts during periods of :
A2.9  |inactivity. M Yes Standard

NH DHHS - 2022-022 - New Hampshire Electronic Infectious Disease Surveillance System
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., {The appllcatlon shall not store authentication credentials or sensitive .
" A210  {data in its-code. : & s Yes Standard
Log all attempted accesses.that fail identification, authentication and
A2.11 [authorizatioh requirements. ' . Yes Standard.
The application shall log all actlvmes toa central server to prevent
A2.12 parties to application transactions from denytng that thev have taken Yes Standard
place.
All logs must be kept for the duration of the contract period including |~ i E
A213 [3nY applicable renewal.years: and as determined by the Parties Yes Standard
through the contract end-of-Tife transition period. o
The application must allow a human user to-explicitly terminate a i _
A2.14 . |session. No remnants of the prior session should then remain. Yes Standard
Do not use Software and System Services for anvth:ng other than they
A2.15 |are designed for. Yes Standard,
The application Data shall be protected from unauthorized use when
A2.16  fatrest. Yes Standard
The application shall keep any sensitive Data or communications 3
.A217 [private-from unauthorized individuals and programs. Yes Standard
s Subsequent'application'enhanceme’nts or upgrades shall not remove )
A2.18 |or degrade security requirements. Yes Standard
A2.19 Ut_u!:ze change management documentation énd p{o_cedures. Yes Standard
“  |Web Services : The service provider shall use Web servicé; exclusively
A720 |t© interface with the Staté’s data in near real tlrr_\e when posslt;rle. Yes Standard
Ls
5
5
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A221

Logs must be configured using "fail-safe” configuration. Audit logs
must contain the following minimum information: i
Al ]

. User IDs {of all users who have access to the system)

, Date and time stamps 5

. Changes made to system- confnguranons

. Addition of new users

. New users level of access

. Files accessed (including users)

. Access to systems, applications and data

. Access trail to systems and applications {successful'and unsuccessfu!
attempts)

0~ Oy B W M

Yes

Standard’

9. Security events

"7 TESTING REQUIREMENTS

Vendor

Req #

¥, State Reqguirements - ., _
ReGuirement. Description™ t Y

'
N I

‘Criticality

Vendor
Response

Delivery:
Method

APPLICATION/SECURITY TESTING : i1

1.1

All components of the Software shall be revidwed and tested to
ensure they protect the State’s web site and.its related Data assets.

8
Fu

Yes

Standafd

T1.2

Thé Vendor shall be responsible for providing documentation of
security testing._’as'ahpropriate. Tests shall focus on the technical,

.[administrative and physical security controls that have been designed

into the System architecture in order to provide the necessary
confidentiality, integrity and availability,

Yes

| Standard

"T1.3

Provide evidence that supports the fact that identification and
Authentication testing has been recently’accomplished; supports
obtaining information about those parties artemptlng tolog onto a
system or application for security purposes and the validation of users.

‘Standard

714

Test for Access Control; supports the management of permissions for
logging onto a computer or network.

Standard

T1.5

Test for encryption; supports the encoding of data for security
purposes, and for the ability to access the data in a decrypted format
from required tools.

.Standard

NH DHHS - 2022-022 - New Hampshire Electronic Infectious Disease _S'urv'eiﬂance System
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Tl.6

Test the Intrusion Detection; supports.the detection of illegal entrance
into a computer system,

Yes

Standard

TL7

Test the Verification feature; supports the confirmation of authority to
enter 3 computer system, application or network.

.

Yes

Standard

T1.8

Test the User Management feature; supports the administration of
computer, application and network accounts within an organization..

Yes

Standard -

T1.9

Test Role/Privilege Management; supports the granting of abilities to
users or groups of users of a computer, application or network. '

Yes

Standard

T1.10

Test Audit Trail Capture and A'nalvsis;_supports the identification and
monitoring of activities within an application or system.

Yes

Standard

T1.11

Test Input Validation; ensures.the application Is protected from buffer
overflow, cross-site scripting,_SQL,injection', and unauthorized access
of files and/or directories on the server.

" Yes

Standard

T.112

For web applications, ensure the application has been tested and
hardened to prevent critical application security flaws. ( At a
minimum, the applicationﬁshall be tested against all flaws outlined in
the Open Web Application Security Project (OWASP) Top Ten
(http://www.owasp.orgfindex.php/OWASP_Top_Ten_Project).

Yes

Standard

T1.13

Provide the State with validation of 3rd party security reviews
performed on the application and system envifonment. The review
may include a combination of vulnerability scanning, penetration
testing, static analysis of the source code, and expert code review
(please specify proposed methodalogy ini the comments field).

-

Yes

Standard

-T1.14

Prior to the System being moved into production, the Vendor shall
pravide results of all security testing to the Department of Information
Technology for review and acceptance. '

Yes

Standard

T1.15

Vendor shall provide documented procedure for migrating application
modifications from the User Acceptance Test Environment to the
Production Environment,

Yes

Standard

NH DHHS - 2022-022 - New Hampshire Electronicinfectious Disease Surveillance System
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STANDARD:TESTING : ® g
N The Vendor must test the software and the systern using an industry )
T21 |standard anc;if State approvéd testing methodology. M Yes Standard
12.2 The Vendor must perform application stress testmg and tuning. M " Yes Standard
The Vendor must provide documented proceduré for how to'sync
T2.3 " |Production with a specific testing environment. M Yes Standard
2.4 The Vendor must define and test disaster recovery procedures. M Yes Standard
T HOSTING: CLOUD REQUIREMENTS'_
. 1, 0o State Requ:rements L ¢ Vendor.
: = & i ' .| vendor  Delivery-
. Reg# Reét ‘uir’em‘ent De‘si:ri tion Critlcalit i . ;
A 3 DRI Hptie 7 Y Response | Method
OPERATIONS T B
“|vendor shall prowde an ANSI/TIA-942 Tier 3 Data Center or
equivalent. A tier 3 data center requires 1) Multiple independent
distribution paths serving the IT equipment, 2} All IT equipment must
Hl1  |pe dual-powered and fully compatible with the topology of a site's M . Yes Standard
architecture and 3)Concurrently imaintainable site infrastructure with
expected availability of 99.982%.
Vendor shall maintain a secure hosting environment praviding all k]
Hi2 . |necessary hardware, software, and Internet bandwidth to manage the M Yes standard
. application and support users with permission'based_ logins. i
The Data Center must be physically secured — restricted accéss to the
o site to personnel with controls such as biometric, badge, and others :

; H1.3 security solutions. Policies for granting access must bein place and M Yes ' Standard
followed. Access shall only be granted to those with a need to perform '
tasks in the Data Lenter.

Vendor shall instal1 and update all server patches, updates, and other
H1.4  |utilities within 60 days of release from the manufacturer M Yes Standard
H15 Vendor shall monitor System, security, and applucanon logs M Yes Standard
H1.6 Yendor shall manage the shanng of data resources. M Yes standard
vendor shall manage daily backups, off-site data storage, and restore
H1.7 |operations. M Yes Standard

NH DHHS - 2022-022 - New Hampshire Electronic Infectious Disease Surveitlance System
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'

The Vendor shall monitor physical hardware. !

H1.8 M Yes Standard

Remote access shall be customized to the State’s business application. i
In instances whére the State requires access to the applicatibn or
H1.9 |server resources not in the DMZ, the Vendor shall provide remote M
desktop connection to the server.through secure protocols such as a
Virtual Private Network (VPN]. . -

Yes Standard

DISASTER RECOVERY L, T Can
3 Vendor shall have documented disaster recovery plans that address

) H2.1 the_ _recovery of lost State data as well as th_eir own. Systems shall be M Yes Standard .

; - architected to meet the defined recovery needs, -

The disaster recovery plan shall identify appropriate methods for

- & |procuring additional hardware in the event of a component failure. In
most instances, systems shall offer a level of redundancy so the lossof |- S I
H2.2  |a drive or power supply-will not be sufficient'to terminate services e M Yes Standard
howaver, these failed components will have to be réplaced. Ta oy

5 Vendor shall adhere to a defined and documented back-up schedule
H2.3  |and procedure. oo M | Yes Standard

_|Back-up copies of data are made for the purpose of facilitating a
H2.4  lrestore of the data in the event of data loss or System failure. M Yes Standard

it Scheduled backups of all servers must be completed regularly. The \
2.5 minimum acceptable frequency is differential backup daily, and M Yes Standard
complete backup weekly.

Tapes or other back-up media‘tapes must be securely transferred
from the site to another secure‘location to avoid complete data loss M

Yes | Standard
with the loss of a facility. :

H2.6 -

Data recovery — In the event that recovery back to the last backup is
not_sufficient to recover State Data, the Vendor shall employ the use
of database logs in addition to back(fp media in the restoration of the 4

H2.7  ldatabase(s} to afford a much closer'to real-time recovéry. To do this, M Yes Stand.ard
logs must be moved off the volume containing the database with a
frequency to match the business needs. g i

HOSTING SECURITY . _ _
. T H3.1 il State data is hosted on multiple servers, data exchanges between M -
and among servers must be encrypted. - 3 Yes Standard

2/13/2023
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" H3.2  |All components of the infrastructure shall be reviewed and tested to M
ensure they protect the State’s hardware, software, and its related
data assets. Tests shall focus on the technical, administrative and .
physical security controls that have been designed into the System Yes Standard
architecture in order to provide confidentiality, integrity and “

availability. )

H3.3 Al servers and devices must have event Jogging enabled. Logs must M’
be protected with access fimited to only authorized
administrators, Logs shall include System, Apptication, Web and “Yes Standard
Database logs. i

H3.4 ~ |Cperating Systems {OS) and Databases {D8) shall be built and r M
hardened in accordance with guidelines set forth by CIS, NiST or NSA,

Yes Standard

- PRSI

[

SERVICE'LEVEL AGREEMENT, W : .
H4.1 The Vendor's System suppoert and maintenance shall commence upon M ' ) 1

*  |the’Effective Date and extend through the end of the Contract term, Yes Standard

and any extensions thereof.

H4.2 The Vendor shall maintain the hardware and Software in accordance M
{with the specifications, terms, and requirements of the Contract,

. i Yes Standard
including providing, upgrades and fixes as required.

HA.3  |The Vendor shall repair or replate the hardware or software, or any M
portion thereof, so that the System operates in accordance with the

N " Yes " Standard
Specifications; terms, and requirements of the Contract. .

H4.4  |All hardware and software components of the Vendor hosting | M
infrastructure shall be fully supported by their respective
manufacturers at-all times. All critical patches for operating systems, Yos Standard.
databases, web services, etc., shall be applied within sixty (60} days of N
release by their respective manufacturers.

-

H4.5  |The State shall have unlimited access, via phone or Email, to the M
Vendor technical support staff between the hours of 8:30am to ' Yes standard
5:00pm- Monday through Friday EST.

2/13/2023
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H4.6

The Vendor, shall conform to the specific deficiency class as described:
o  Class A Deficiency - Software - Critical, does not allow System to
operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or
unin,télligible to State: Non Software * Services were inadequate and
require re-performance of the Service.

o . ClassB Deficien'cv - Software - important, does not stop’
operation and/or there is a work around and user can perform tasks;
Written Documentatioh - portions of information are missing but not
enough to make the document unintelligible; Non Software - Services
were deficient, require reworking, but do not require re- performance
of the Service.

o Class C Deficiency - Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/ér user can use Systém;
Written Documentation - minimal changes required and of minor
editing nature; Non Software -'Services require only minar reworking
and do not require re-performance of the Service. '

M

Yes

Standard

Ha.7

As part of the maintenance agreement, ongoing suppart issues shall
be responded to accerding to the following:

a. Class A Deficiencies - The Vendor shall have available to the Staté on
call telephone assistance, with issue tracking available to the State,.
twenty-four (24} hours per day and seven (7} days per week with an

_|emait/telephone response within one (1) hour of request; or the
"|vender shall provide support on-site or with remote daagnostlc

Services, within four (4) ‘business hours of a request;

b. Class B & C Deficiencies ~The State shall notify the Vendor of such
Deficiencies during regular business hours and the Vendor shatl
respond back within four (4) hours of notification of planned
corrective action; The Vendor shall repair or replace Software, and
provide maintenance of the Software in accordance with'the i
Specifications, Terms and Requirements of the Contract.

™

Yes

-

Standard

H4.8

The hosting server for the State shall be available twenty-four {24}
hours a day, 7 days a week except for during scheduled’'maintenance.

Yes

Sténd ard

NH DHHS - 2022-022 - New Hampshire Electronic lr)fectjpus.Disease»Sur'vei'Ilancg System
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H4.9 [A regularly scheduled maintenance window shall be identified (such as M
weekly, monthly, or quarterly) at which time all relevant server Yes Standard
patches and application upgrades shall be applied. ’ N

H4.10 |If The Vendor is unable to meet the uptime requirement, The Vendor .M
shall credit State’s account in an amount based upon the following
formula: (Total Contract Item Price/365) x Number of Days Contract Yes :Siandard
# litem Not Provided. The State must request this credit in writing.

H4.11 [The Vendor shall use a change management policy for notification and M
tracking of change requests as well as critical outages. Yes Standard

Ha.12 |A critical outage will be designated when a business function cannot . M
: be met by a nonperforming application and there is no work around
to the problem. h

Yes Sta ndard‘

H4.13 |The Vendor’shall maintain a record of the activities related to repair M ;
. |or maintenance activities performed for the State’and shall report
quarterly on the following: Server up-time; All change requests
implemented, including operating system patches; All critical outages- ves | “Standard
reported including actual issue and resolution; Number of deficiencies
re‘ported by ciass with initial response time as well as.time to close.

H4.14 [The Vendor will provide two-business days prior notification to the M
State Project Manager of all changes/updates and provide the State o Yes standard
with training due to the, upgrades and changes ’

SUPPORT & MAINTENANCE REQUIREMENTS

State Requirements.. -+, s =T - Vendor
S CH E . e T e e il 3 vendor, | Delivery
Req # - A Requirement Description R Criticali o ks
- q ; ; o P ; ¥ Response |, Method

i
]

) SUPPORT & MA!NTENANCE REQUIREMENTS i : .
' The Vendor's System support and maintenance shall commence upon )
s1.1 the Effective Date and extend thrqugh the end of the Contract term, M Yes standard

and any extensions thereof,

Maintain the hardware and Software in accordance with the
Specifications; terms, and requirements of the antrac’t, including M Yes Standard
providing, upgrades and fixes as required.

St.2

‘llr

'.‘ : _ 2/13/2023
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Repair Software, or any portion thereof, so that the System operates

-Sl 3 . in accordance.with the Specifications, tefms, and requirements of the M ) Yes Standa;'d
Cor’:tract_. )
.. [ The State shall have access to Vendor technical staff via phone, email, | - " ; .
L * |or other ticket system between the business hours of 8:00 am to 5:00 NE ]
514 |pm, Monday through Friday EST, and during non-business hours, M Yes Standard

weekends and holidays for emergent critical issues {i.e.; system is

down sustem crashes)
The Vendor response time for support shall’ conform to the specific

deficiency class as described below or as agreed to by the parties: i

o Class A Deficiency - Software - Critical, does not allow System to

operate, no work around, demands immediate action; Written

! Documentation - missing sig_nificant portions of information or

s unintelligible to State; Non Software - Services were inadequate and

require re-performance of the Service. . '

Jo Class B Deficiency .- Software - important, does not stop

g A operation and/o[ there is a work around and user can perform tasks;
51-5_ Written Documentation - portions of information are missing but not M

enough to make the document unintelligible; Non Software - Services

‘fwere deficient, require.reworking, but do not require re-performance

of the Service.

o- Class C Deficiency - Software - minimal, cosmetic in nature,

o minimal effect on System, low priority and/or dser can use System; f: .

Written Documentation - minimal changes required and of miner
editing nature Non Software - Services require only minor reworklng

and do not requlre re-performance of the Service. 31

'Ygs " | Standard

The Vendor shall make available to the State the latest program
= updates, generai maintenance releases, selected functionality ; ]
516 [reteases, patches, and Documentation that are génerally offered to its’ M Yes . | Standard 1

customers, at no,additional cost. '

For all maintenance Services calls, The Vendor shall ensure the
MO following information will be collected and maintained: 1) nature of
' the Deficiency; 2) current status of the Deficiency; 3) action plans,
517 - dates, and times; 4) expected and.actual co’mpietion time; 5)
Deficiency resolution info‘rma'tion,.ﬁl Resolved by, 7) Identifying : -
number i.e. work order number, 8) Issue identified by; '

P Yes . | Standard

L

*1

~!

-2/13/2023
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518

The Vendor must work with the State to identify angd troubleshoot
p'otentially large-scale System failures.or Deficiencies by collecting the
following information: 1) mean time between reported Deficienties
with the Software; 2) diagnosis of the root cause of the problem; and
3) identification of repeat calls or repeat Software problems.

Yes

Standard .

519

As part of the Software maintenance agreement, ongoing software
maintenance and support issues, shall be responded to according to
the following or as agreed to by the parties:

N »

a. Class A Deficiencies - The Vendor shall have available to the State on
call telephone assistarice, with issue tracking avallable to the State,
eight (8) hours per day and five (S) days a week with'an email-/
telephone response within two (2) hours of request; or the Vendor
shall provide support on-site or'with remote diagnostic Services,

within four (4) business hours of a request;

b. Class B'& C Deficiencies ~The State shall notify the Vendor of such
Deficiencies during regular business hours and the Vendor shall
respond back within four {4) hours of nottflcanon of planned
corrective action; The Vendor shall repair or replace Software, and
provide maintenance of the Software in accordance with the
Specmcatlons Terms and Requnrements of the Contract; or as agreed

hatiunan tho nactiog

Yes

Standard

51.10

The Vendor shalf use a change management policy for nonfncanon and|

tracking of change requests as well as critical outages.

Yes

Standard

5111

A critical outage will be designated when a business function cannot
be metbya nonperformlng application and there is no work around
to the problem

%

Yes

S_tandard

S1.12

The Vendor shall maintain a record of the activities related to repair
or maintenance activities performed for the State and shall report
quarterl'y on the following: All change requests implemented; AH
critical outages reported including actual issue and_resolution;
Number of deficiencies reported by class wuh initial response time as
well as time to close.

Yes

Standard

NH DHHS - 2022-02'2 - New Hampshire Electronic Infectious Disease Surveillance System
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51.13-

A regularly scheduled maintenance window shall be identified (such as
weekly, monthly, or quarterly) at which time all relevant server
patches and application upgrades shall be applied.

Yes

Standard |

$1.14

The Vendor shall give two-business days prior notification to the State
Project Mahager of all changes/updates and provide the State with
training due to the upgrades and changes.

Yes

Standard

$1.15

The State shall provide the Vendor with a personal 'secure FTP site to
be used by the State for uploading and downloading files if applicable,

Yes

+

Standard | ..

51.15

The Vendor shall give two-business days prior notification to the State
Project Manager of all changes/updates and provide the State with
training due to the upgrades and changes.

Yes

Standard.

$1.16

The State shall provide the Vendor with a personal secure FTP site to
be used by the State for uploading and downloading files if applicable.

Yes

Standard

- 5117

The hasting server for the State shall be available twenty-four {24)
hours a day, 7 days a week except for during scheduled maintenance.

Yes

Standar_d_

51.18

The Contractor wilt guide the'State with possible solutions to resolve

issues to maintaina mllg fgngpgmng hosted System,

Yes -

Standard

<5
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PROJECT-MANAGEMENT

v

Vendor

Req #:

Lo State Requirements

g Requirement Description -,

‘.
=i
- "~ - T

Criticality

' Vendor: | Delivery-
Response | Method

{

PROJECT MANAGEMENT : i

Pl.1

Selected Vendor shall participate in an initial kick-off meeting to
initiate the Project.

Yes

Standard

P1.2

Selected Vendor shzll provide Project Staff as specified in the RFP.

Yes

Standérd

P13

Selected Vendor shall submit a finalized Work Plan within ten {10}
days of Contract award and approval by Governor and Council. The
Work Plan shall include, without limitation, a detailed description of
the Schedule, tasks, Deliverables, milestones/critical events, task
dependencies, and payment Schedule. The plan shall be updated no
less than every two weeks., '

Yes

Standard

P1.4

Selected Vendor shall provide detailed bi-weekly status reports on the
progress of the Project, which will include expenses incurred year to
date.

Yes

Standard

PL.5

All user, technical, and System Documentation as weil as Project
Schedules, plans, status reports, and correspondence must be ‘
maintainéd as project documentation in a manner agreeable to the
Siate )

Yes

Standard

PL.6

vendor shall provide a full time Project Manager assigned to the
proiect.

Yes

Standard

P1.7

The Vendor Project Manager, and relevant key staff, shall every three
(3} months, beginning in the first month of the Contract, travel to

" |Concord, NH to meet with project repre'sentati%es from DMHS and the

NHID to review past quarter performance and upcoming quarter Plan
of Operations. Virtual meetings may be permitted if approved by

DUALIL

Yes

Standard

P18

The Vendor's project manager is also expected to host other
important meetings, assIgn contractor staff to those 'meetings as
anorooriate and provide an apenda for pach meetine

Yes

Standard

G P19

Meeting minutes will be documented and maintained electronically by
the contractor and distributed within 24 hours after the meeting. Key
decisions atong with Closed, Active and Pending issues will be included
in this dacument acuell

Yes

Standard

P1.10

The Project Manager must participate in all other State, provider, and.
stakeholder meetings as requested by the State.

Yes

" Standard

P1.11

For the first three {3) months of the Contract, the Vendor shall provide
written progress reports, tb be submitted to DHHS every two (2)
weeks. The reports should be keyed to the imptementation portion of
the Plan of Operations and include, at a minimum, an'assessment of
progress made, difficulties encountered, recommendations for
addressing the problems, and changes needed to the Plan of

FaY 0

Yes

Standart'l

o 0
i =
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For the fourth through eighth month of.the Contract, the Vendor shall -
'|provide’a bi-monthly report of the status of progress, it must be -
P112 [received by the tenth business day of the following month. This

report must be tied to the performance section of the. Work Plan.

Yes

Standard

*

I

T

3

-

E3en R e
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1888 (Pub. L. 100-690, Title V, Subtitle D, 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Seclions _
1.11 and 1.12 of the General Provisions ‘execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS - -
US DEPARTMENT OF -EDUCATION - CONTRACTORS ;
uUs DEPARTMENT OF AGRICULTURE - CONTRACTORS

ThIS certification is required by the regulatlons mplemenhng Seclions 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title.V, Subtitle D; 41 U.5.C. 701 et seq.).. The January 31,
1989 regulations were amended and published as Part Il of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub- -grantees and sub-
conlractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
_regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one cerification to the Depariment in each federatl fiscal year in lieu of cerlificates for
each grant during the federal fiscal year covered by the certification. The cerificate set out below is a
material representation of facl upon which refiance is placed when the agency awards the grant. False
certification or.violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants; or govemment wide suspension or debarment. Contraclors using this form should

send it to:
Commissioner . ;i
‘NH Department of Health and Human Serwces
129 Pleasant Street,
Concord, NH 03301-6505 =

1. The grantee ceitifies thal it will or will continue to provide a drug-free workplace by!

1.1, .Publishing a stalement notifying employees-that the unlawfu! manufacture, distribution,
* dispensing, possession or use of a contiolled substance is prohibited in the granlee's
workplace and specilying the actions that will be taken agains! employees for violalion of such
prohibition;

1.2. Establishing"an ongoing drug-free awareness program to inform' employees about
1.2.1.  The dangers of drug abuse in the workplace;

1.2.2. The grantee’s policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling..rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse wolallons

i occurring in thé workplace;

1.3. . Making it'a requiréement that each employee to be engaged in the performance of the grant be
given a copy of the stalément required by subparagraph 1.1,

1.4. ' Notifying the employee in the statement required by 5ubparagraph 1.1 that, as a condition of
employment under the grant, the employee will
1.4.1. Abige by the terms of the statement; and
1.4.2.  Nolify the employer in writing ol his or her conviction for a violation of @ criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;’

1.5. Notifying the agency in writing, within ten calendar days after! recelwng notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position lille, to every grant
officer on whose grant activity the con\ncted employee was workung unless the Fedéral A :

Exhiblt D - Canlﬁcahon rogarding Drug Froe Coniractor Initials

Workplace Requirements :
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has designaled a central point for the receipt of such notices. Notice shall include.the
identification .number(s) of each affected grant;
1.6. Taking one of the following actions, within 30 calendar days of receiving nollce under
subparagraph 1.4.2, with respect 1o any employee who is 5o convicted
1.6.1. Taking appropriale personnel action aga:nsi ‘such an employee, up 1o and mcludmg
termination, consistent wilh the requnrements of the Rehabilitation' Act of 1973, as
amended or
1.6.2. Requiring such employee to pamcapate satusfactonly in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
taw enforcefment, or other appropriate agency;
1.7. Making a good faith effort to contlnue to maintain a drug-free workplace lhrough
:; implementation of paragraphs 1.1, 1.2, 1. 3 1.4, 1.5, and 1.6. - i
2 The grantee may insert in the space prowded below lhe sne(s) for the performance of work done in
connection with the specific grant:

Place of Performance (street address, cily, county, state, zip code) (list each location)
Check O if there are workplaces on file that are nol idenlified here.

Contractor Name:

i ; DocuSigned by; i
' E o Sl - B

. DACSTATCIDSON44 .,
Date E Wy 7 Name: John Schaeffer

Tilte: e
. president

3/13/2023
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CERTIFiCATlON REGA’RD.ING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbylng and
310.5.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1. "
and 1.12 of the General Provisions execule the following Certification; )

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS

US DEPARTMENT OF EQUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcemerit Program under Title IV-D

" *Soclat Services Block Grant Program under Title XX
‘Medicaid Program under Title XI1X-

- *Community Services Block Grant under Title Vi
*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledgé and belief, that:

1. No Federal _approprial_ed-fun'ds have been paid or will be paid by or on behalf of the undersigned, to
.. any person for influencing or atlempting. to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal conlract, grant, loan, or cooperative: agreement (and by specn" ic mention
sub-grantee or sub-contractor). )

2. If any funds other than Federal appropriated funds have been paid or will be paid lo any person for
influencing or atlemphng to influence an officer or employee of any agency, a Member of Congress,
an officer or.employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

-

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers {including subcontracts, sub-grants, and contracls under grants,
toans, and cooperalwe agreements) and that all sub- recmuents shalf certify and disclose accordingly.

.This certmcatton is a matenal representation of fact upon which rellance was placed when lhIS transaction
was made or entered info. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required -
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for

each such failure. T

LS

Vendor Narrie: strategic Solutions Group

Do:uﬂgr-d by
2/13/2023 . E o
3 ome - OAESTBTCICE044M. . )
Date ' Name: John schaeffer
) Title: .
President
%
Exhibit E - Certification Regarding Lobb:yirig ) Vandor Initials
v ' Data 2/13/2023
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T
I

CERTIFICATION REGARDING DEBARMENT; SUSPENSION .
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the foliowing
Certification: i

- INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant.is prowdmg the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. (f necessary, the prospective paricipant shall submit an
L. - explanation of why it cannot provide {he certification. The certification or explanation will be
- considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether 1o enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify.such person from participation in
this transachon

3. The-cerifi cat:on in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this lransaction. If it is later determined that the prospective
primary ‘participant knowingly rendered an errongous cedtification, in addition to other remedies
available to the Federal Government, DHHS may terminate this lransactton for cause or default,

4, The prospective primary participant shall provide immediate writlen notice to the DHHS agency to
whom this proposal (contract} is submitted if 2t any time the prospectwe primary pamc:panl learns
that its certification was erraneous when submitied or has become erroneous by reason of changed
circumstances.

5. The terms “covered transaction,” "debarred,” "suspended,” “ineligible,” “lower tier covered

*  trapsaction,” 'parhclpant *“person,” “prinary covered ransaction,” “principal " “proposal,” and’
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76, See the
atlached definitions. ;

6. The prospective primiary participant agrees by submitling this proposal (contract} lhal should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaclion with a person who is debarred, suspended declared ineligible, or voluntarily excluded
from part:cnpahon in this covered transaction, unless aulhonzed by DHHS.

7. The prospective pnmary participant further agrees by submitting this proposal that it will include the
clausé titled “Cerlification Regardnng Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all soficitations for lower tier covered transactions.

2 8. A paricipant in a covered transaction may rely upon a certification of a prospectwe participant in a
lower tier covered Iransaction that it is not debarred, suspended, mellglble or involuntarily excluded
from the covered transaction, unless it knows that the certification is efroneous. A parlicipant may
decide the method and frequency by which it determines the eligibility of its principals. Each '
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
- in order to render in good faith the certification required by lhns clause. The knowledge and. [ .f

Exhibit F = Certification Regarding Debarment, qupension Contracior Initials
\ And Other Responsibility Matters
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information of a participant is not required to exceed that which is normally possessed by a Brudent'
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction’knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible; or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal governmenl DHHS may termmate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS , _
11. The prospeclive primary participant certifies to the best of its knowledge and belief, that it and its

principals:
11 1. are not presenily’debarred, suspended proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal depariment or agency;

11.2. have not within a three-year period preceding this proposal {contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a ¢riminal offense in '
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a-contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theR, forgery, bribery, falsmcatton or destruction of
records making false statements, or receiving stolen propenty,

11.3. are not presenlly indicted for otherwise criminally or civilly charged by a governmental entity
(Fedaral, State or local) with commission of any of the oﬂenses enumerated in paragraph (H(b}
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default,

12.. Where the prospective primary participant is unable to certify to ar'ry of the statements in this
- certification, such prospective particjpant shall attach an explanation to this proposal (conlract).

LOWER TIER COVERED TRANSACTIONS i
= 13. By S|gn1ng and sabmitting this lower tier proposal (contract), the' prospective lower lier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief thal it and its pnnmpals
13.1. are not presently debarred, suspended, proposed for debarment, dectared inefigible, or
voluntarily excluded from participation.in this transaction by any federal department or agency.
13.2. where the prospectwe lower tier'participant is unable to certify to any of the above, such
prospective participant shall atlach an explanation to this proposal (conlract).

14. The praspective lower tier participant further agrees by submitting this proposal (contract) that it will

- include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusson Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name: Strategic Solutions Group

DocuSigned by;
2/13/2023 E o, o okl
: DAES7BICIDS0ML. .
Date Name John Schaeffer
; Titte: .
fresident

Exnibit F - Certification Regerding Debarmant, Suspension Contractor Initials
E And Othor Responsibility Matters v
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO )
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1,12 of the General Prows:ons to execme the following
certification: = ;

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Conlrol and Safe Streets Act of 1968 {42 U.S.C. Section 3789d) which prohibits

- . recipients of federal funding under this statute from discriminating. either in employment praclices or in
the delivery of services of benefits, on the-basis of race, color, religion, national origin, and sex, The Act
requires certain recipients to produce an Equal Employment Opportunity Plan; .

- the Juveniie Justice Delinquency Prevention Act of 2002 (42 U.S.C. Sectlion 5672(b}ywhich adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the hasis of race, color, religion, national origin, and sex. The Actincludes Equal .
Employment Opportunily Plan requirements; o !

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which ‘prohibits recipients of federal ﬁnancial
assistance from discriminating on the basis of race, color, or national origin in any program or aclivity);

- the Rehabilitation Act of 1973 {29 U.S.C. Section 794), which prohibits recipients of Federal ﬁnancial
assistance from dlscnmmating on the basis of dlsabllny in regard to employment and the delivery of ~
services of beneﬁts in.any program or aclivity,;

- the Americans with Disabilities Act of 1990 (42 U.S. C Sections 12131 34) which prohlblts
discriminalion and ensures equal opportunity for persons with disabililies in employment, State and local
government services, public accommodalions, commercial facilities, and tranSporlatnon

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685 -86), Whtch prohlblls
discriminalion on the basis of sex in federally assisted education programs;

t - the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis 6f age in programs or activiies receiving Federal financial assistance. |t does not include
-employment discrimination;

-28C.F.R.pt. 31 {L.S. Depar‘lment of Justice Regulations ~ OJJDP Grant Programs); 28 C.F.R. pt. 42

. (U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental pnnc:lples and policy-making
criteria for partnerships with faith-based and neighborhoed organizations;

i

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based )
Organizations); and Whistleblower protections 41 U.5.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Coniract Employee Whistleblower Protections, which protecls employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The cerificate set out below is a material representation of fact upon which reliance is placed wi:\en the
agency awards the grant. False certification or violation of the cerlification shall be grounds for
suspension of payments, suspension or termination of grants or gavernment wide suspensuon or

debar mem
' ~ , DS
: - Exhibtt G 9
Contracior Inllials
Certilication of Complisnce with roq.irmcnh pontsning o Fodud Nondiscrimination, Equal Trestmant of Fsith-Based Orgenizetions 1
and Whistiebiowsr protections
et . 2/13/2023
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In the event a Federal or State court.or Federal.or State administrative agency makes a finding of
discrimination afler a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman. .

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's -
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following

certification:

1. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above. -

Contractor Name: Strategic Solutions Group

. DocuSigned by, .
2/13/2023 [DM Jiua:

1
.

L 4 - BAESTRIC 3050444 Q I
Date Name: John Schaeffer
Title: .
. President
et
. f

03

Exhiblt'G 9
: Contractor Initials

Cestificalion of Complisnce with requizements peraining 1o Faderal Nondiscriination, Equal Treatmen! of Faith-Based Crganizall
and protaclions

Whilstiobiorwer
a4 s 2/13/2023
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CERTIFICATION REGARDING §NVIR6NMENTA_I;.;TOBAC_§_O SMOKE

i

Public Law 103-227,.Pan C - Enviranmental Tobacco Smoke, also known as the Pro-Children Act of 1994
{Act), requires that smigking not be permitied in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
direclly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by |

-y

Medicare or Medicaid funds, and pomons of facilities used for inpatient drug or alcohol treatment, Failure

to comply with the provisions of the law may resull in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Conlractor identifi¢ d in Section 1.3 of the General Prowsuons agrees, by signature of the Contractofs
[epresentative as identified in Section 1. i1 and 1.12 of the General Provisions, to execute the following

certification;

[ 'i

1. By signing and submltlang this contract, the-Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Chudren Act of 1994,

2/13/2023

Date

ol

Contractor Name;

DocuSignad by,
[ o, /wm.v

O4EFTBICIOSM4A,

Name: yohn schaeffer
Title! .
i President

Exhibit H - Crtification Regarding
Environmenia) Tobacco Smoke

CUDHHS D713

Page 1of 1
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Strategic Solutions Group,
.7'..-_‘( .
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
‘ BUSINESS ASSOCIATE AGREEMENT

©  The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
% with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
_Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

1) Definitions. -
" a. “Breach® shall have the same meaning as the term "Breach" in sechon 164.402 of Title 45,
Code of Federal Regulations. '

b. “Business Associate” has the meaning given such ferm in section 160.103 of Title 45, Code
- of Federal Regulations.

c. “Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations. '

d. “Designated Record Set” shall have the same meaning as the term “designated record set”
in 45 CFR Sectlon 164.501.

. e. "Data Aggregalrog shall have the same meanrng as the term “dala aggregation” in 45 CFR
Section 164.501.

f. “Health Care Operations” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164 501

9. “HITECH Act” means the Health Informatron Technology for. Econcmrc and Clinical Heaith
Act, TllIeXIII Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
20085. A

" h. "HIPAA” means the Health Insurance Portability and Accoun’tability Act of 1996 Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual” shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representatwe in accordance with 45
CFR Section 164.501(g).

j. “Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the Unrted States
Department of Health and Human Services.

K. Protected Health Information” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, fimited to the information created or recelved by
Business Associate from or on behalf of Covered Entity.

32014 Exhibitt - : Contractor lnmals v

+ Heallh Insuranca Portabilily Act

Business Assoclale Agreement 2/ 13/202 3
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|, “Required by Law shall have the same meaning as the term 'required by Jaw” in 45 CFR
Section 164.103. -

m. “Secretary” shall mean the Secretary of the Department of Health and Human Services or
- his/her designee.

n. “Security Rule" shall mean the Security Standards for.the Protection of _Eléctronic Protected. .
Health Information at 45 CFR Part 164, Subpart C, and amendments therelo.

0. "Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard thal renders protected health information unusable,
unreadable, or.indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organlzatlon that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH
Act.

\

Business Associate Use and Disclosure of Protected Health lnformation

a. Business Associate shall not use, disclose, maintain or transmit Protected Health

: Information (PH!) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including. but not limited to at|
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
"L For the proper management and administration of the Business Associate:
. As required by law, pursuant to the terms set forth in paragraph d. below; or
ll. For dala aggregation purposes for the health care operations of Covered
Entity.

.C. To the extent Business Associate is permitted Lnder the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i).
reasonable assurances from the third party that such PH| will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHl in résponse to a
request.for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and

to seek appropriate refief. If Covered Entity objects fo such disclosure, the qui:E

3/2014 Exhibit | | Contraclor Inilials
' Health insurance Porlabllity Act :
_ Business Assaciate Agreement ) 271372023
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(3)

372014

Associate shall refra:n from disclosrng the PHI’ unt|I Covered Entity has exhausted all
remedies.

I |‘.-

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restnctsons and shall abide by any additiona! security safeguards.

.,

Obligations 'énd-Actlvities of Business Associate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protecled health information and/or any security incident that may have an impact on the
protected heaith information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment'when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
typés of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the’
disclosure was made; .

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protecled health information has been
miligated.

The Business Associate shall complete the risk assessment within 48 hours of the-
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity. _ , {

The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Nolification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating 1o the use and disclosure of PHI received from, or created or '
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Enlity’s compliance with HIPAA and the Privacy and

- Security Rule.

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to réturn or destroy the PHI as provided under Section 3 {I). The Covered Enlity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's mtended business associates, who will be receiving HF.-. :

Exhibit | Contracior Inilials] &7 =%
Health Insurance Portabillty Act S,
Business Associate Agreement 12/13/2023
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pursuant to this Agreemenl wnh rights of enforcemeni and indemnification from such

“business associates who shall be governed by standard Paragraph.#13 of the standard

contract provisions (P-37) of this Agreement for the purpose of use and disclosure of

" " protected health information.

32014

* Within five (5)’ business days of receipt of a written request from Covered Entity,

Business Associate shall make available during normal business hours at its offices all
records, books, agreements, pelicies and procedures relating to the use and disclosure
of PHI.to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

Within ten (10) business days of recelving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the

‘Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Sectlon 164. 524 )

. Within ten (10) business days of receiving a wrltten reouesl from Covered Entity for an

amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulﬂll its
obllgatlons under 45 CFR Section 164.526.

Business Associate shall document such‘discl_osures of PHI and information related to

such disclosures as would be required for Covered Entity to respond to a request by an_

individual for an accountmg of disclosures of PHI in accordance with 45 CFR Section
164.528. .

Within ten (10) business days of re'cei\}ing a written request from Covered Entity for a

request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

In the event any individual réqliests access to, amendmeént of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2) .
business days forward such request to Covered Entity. Covered Entlty shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would-cause Covered Entity or the Business
Assaciate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify.

' Covered Entity of such response as soon as practucable

Within ten {10) business days of termmatlon of the Agreement, for any reason the

Business Associate shall return or destroy, as specified by Covered Entity, all PHI .
received from, or created of received by the Business Associate.in connection with the
Agreement, and shall not fetain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in”
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI 10 those—os
purposes that make the return dr_destruction infeasible, for so long as Business l

Exhibit | Conlractor Inltials

Heallh Insurance Ponability Acl ] 1
Business Assaclate Agraemenl 2/713/2023
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
- Business Associate destroy any or all PHI, the Business Associate shall certify to
-Covered Eritity that the PHI has been destroyed.

{4) Obligations of Covered Entity

W a Covered Enfity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided o individuals in accordance with 45 CFR Sechon
164.520, to the extent that such change or limitation may affect Business Assaciate's
use or disclosure of PHI.

b- Covered Entity shall promptfy notify Business Associate of any changes in, or revocation
of permission provided to-Covered Entity by individuals whose PHI'may be used or
"disclosed by Business Associate under this Agreement pursuant to-45 CFR Section
164.506 or 45 CFR Section 164.508.
c. Covered entity shall promptly notify Business Associate of any restrictions on the use or 't
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
o the exlent that such restriction may affect Business Associate's use or disclosure of
.PHI. s : #

{(5)  Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreément the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate

" Agreement set forth herein as Exhibit |. The:Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within‘a timeframe specifii ed by Covered Entity. If Covered Entity
determines that neither termination nor cure is féasible, Covered Entlty shall report the
violation to the Secretary. ;

(6)  Miscellaneous

a. Definitions and Requlatory References. All terms used, but not otherwise defined herein;
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to

s .a Section in the Privacy and Security Rule means the Section as in effect or as |
amended. . .

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

C. Data Ownership. The Business Associate acknowlédges that it has no ownership rights”
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resalyed
! to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. ‘

2014 Exhibit | ' Contractor initiafs
Heaith Insurance Portabllity Act =
Business Associale Agreement ' ) 2/13/2023
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e. Segregation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or .
conditions which can be given effect without the invalid term or condition; 1o this end the
terms and condlttons of 1h|s Exhibit | are declared severable.

1. Survival. Provisions in thls Exhibit | regarding the use and disclosure of PHI, return or
destruction of-PHI, extensions of the protections of the Agreement in section (3} |, the

" defense and mdemnlf cation provisions of section (3) e and Paragraph 13 of the _
standard terms and conditions (P-37), shall survive the termination of the Agreement.

"IN WITNESS WHEREOQOF, the parties hereto have dﬁly executed this Exhibit 1.

= ]

Strategic Solutions Group

treGiate: _ : ofithe Contractor

Paeia M. They . QM B
. Signature gi’ Authorized Representative Signature‘;?'Authori;ed Rebresentative :
patricia M. Tilley John Schaeffer “ 1 -
Name of Authorized Representative - Name of Authofized Representative
Director- rresident
Titte of Authorized Representative Title of Authorized Representative 5
2/13/2023 ' 2/13/2023 T
Date . Date .

| | %
32014 ’ Exhibitt - . Contractor Initiats 9 :
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardeas of individual-.
Federal grants equal to or greater than $30,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $30,000 or more. If the
initial award is below $30,000 but subsequent grant modifications result in a total award equal to or over
~$30,000, the award is subject to the FFATA reporting requirements, as of the date of the award. |
In accordance with 2 CFR Part 170 {Reporting Subaward and Executive Compensation Information), the
Depariment of Health and Human Services (DHHS) must report the following information for any '
subaward or contract award subject to the FFATA reporting requnremenls '
- Name of entity
Amount of award
. Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award tile descriptive of the purpose of the fundmg action
Location of the entity
Principle place of performance’
Unique Entity Identifier (SAM UEI, Formerly DUNS #)
0. Total compensation and names of the top five executives if:
10.1. More than 80% of annual gross revenues are from the Federal government, and those
‘ravenues are greater than $25M annually and P
10.2. Compensation information is not already available thfough reporting to the SEC.

SOENSOAWN

Prime gran! recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made,
- The Conlractor identified in Seclion 1.3 of the Genera) Prows;uons agrees to comply wilh the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
* and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
exscute the following Certification:
The below named Contractor agrees to provide needed information as outlined above 1o the NH
Depariment of Health and. Human Services and to comply with'all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Namé:; Strategic solutions Group

DocuSigned by:

320 [ g, ool

Date ’ " Name John Schaeffer
Title:

President

) i ) :Diﬂ
Exhibit J - Certification Regarding the Federal Funding Contractor Initials |
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i -FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses-to the
below listed questions are true and accurate. ¢

. ' F
1. The UEI (SAM.gov) number for yaur organization is: LK(_RN'JRH 8v7

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 parcent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
i loans, grants, sub-grants, andlor cooperative agreements; and (2) $25,000,000 or more in,annual
gross revenues from U:S. federal contracts, subcontracls Ioans grants, subgrants, andor
cooperajtlve agreements? - .

X __NO _YES
If the answer to #2 above is NO, stop here
Il the ansv.;er to #2 above is YES, please answer the following:
3. Does the public have access to information about the compensation of the executlves in your
business or orgamzallon through periodic reports.fited under section 13(a} or 15(d) of the Securities
-Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of
19867 : s
~ . NO YES 3
' " ... Ifthe answer lo #3 above is YES, stop here
If the answer to #3 above is NO please answer the following:

4. The names and comperisation of the five most highly compensaled officers in your business or
organlzahon are as follows!

Name:; - < . Amount;

Name:. : Amount:. 4 '

Name;, g Amount:

Name:. Amount:;

Name:,, . Amount; .

@”‘/
Exhibil J - Certificetion Regarding the Federal Funding Conlractor Inltials '
Accountabilty And Trensparency Act (FFATA) Complisnce  ° 2/13/2023

_CUDHNS 10713 Page 2of 2 ate , !



Docusign Envelope 1D: 4D679084-CAD7-43C6-83AC-4401CO5F4FE63

DocuSign Envelope ID: 43C481F2-230F-4298-A770-10F 224823A9D i o
Atacnment ¥z - HHS Standard Exhibits D-K

New Hampshire Department of Health and Human Services
. ExhibitK
DHHS Information Security Requirements__

-

- A, Definitions
The following terms may be reflected and have the described meaning in this document:

1. "Breach” means.the loss of control, compromise, unauthorized disclosure,
' unauthorized acquisition, unauthorized access, or any similar term referrlng to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected: Health
Information, “ Breach® shall have the- same meaning as the lerrn “Breach” in section
164. 402 of Title 45, Code of Federal Regulatlons

2. “"Computer Security lncudent" shall have the same meaning "Computer Security
incident” in section two (2) of NIST Publication 800-61, Computer Security incident
Handling Guide, National Institute of Standards and Technology. U.S. Department
of Commerce.

3. "Conf dential Information”. or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
‘assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Healith Information and
Personally Identifiable Information. . i

Confidential Information also includes any and all information owried or managed by

~ the State of NH - created, received from or on behalf of the Department of Heaith and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protéction, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financia!
‘Information (PF1), Federal Tax Information (FTI), Social Security Numbers (SSN), -
Payment Card Industry (PCI), and or other sensilive and confidential information,

4. "End User” means any person or entity (e g., conlractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Coniract.

5. "HiPAA_" means the Health Insurance Portability and-Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a

- system or its data, unwanted disruption or denial of service, the unauthorized use of

a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss

or misptacement of hardcopy documents, and misrouling of physical or e!gctgpic_

V5. Last update 10/09/18 Exhibl K Contractor Inilials &
' DHHS Ihformation i
Security Requirements 2/13/2023
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network™ means any network or segment. of a network that is
not designated by the State of New Hampshire's Department of Information
Technology” or delegate as a protected network (designed, . tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data. . :

8. “Personal Informatlon {or "PI") means information which can be used to dlstmguush
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire' RSA 359 C:19, biometric. records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mothers maiden
name, eic.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R."Parts 160 and 164, promulgated under HIPAA by the Unlted
States Department 6f Health and Human Services.

10. "Protected Health Information™ (or “PHI") has the same meaning as provided in the
definition of “Protecled Health Information” in the HIPAA Privacy Rule at 45 C.F. R. §
160.103.

1. "Security Rule” shall mean the Secunty Standards for the Protection of Electronic
Protected Health Informatnon at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health information” means Protected Heaith Information that is
nol secured by a technology slandard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization.that is accredited by
the American National Standards Institute.

. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure. of Confidential Information.
o i
1. The Contractor must.not use, disclosé, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, 'must not
use, disclose, maintain or transmit PHI in any manner that would conslitute a violation
of the Privacy and Security Rule.

2. The Contraclor must nol disclose any Cénﬁdential information in re’sponsé to a

(:m_f
V5. Last update 10V09/18 . Exhiblt X . Conlractor Inftials
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request for disclosure on,the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportumty to
consent or object to the disclosure.

3. if DHHS notifies the Contractor that DHHS has agreed to be bound by additional

reslrictions over.and above those uses or disclosures or security safeguards of PHI
pursuant to the ‘Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contracter agrees that DHHS Data or derivalive there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data-obtained under this Contract may not be used for

any other purposes that are not indicaled in-this Contract.

6. The Contractor agrees 1o grant access to the data to the authorized representatives

of DHHS for the purpose of inspecting to conf rm compllance with the terms of this -
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

S

Application Encryption. f End User is,tranémitting DHHS data containing

- Confidential Data between applications, the Conlractor attests the applications have

been evaluated by an expert knonryledgeable in cyber security and that said
application’s encryplion capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not-use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.” .

Encrypted- Email. End User may only employ email to transmit Confidential Data if
email is-encrypted and being senl to and being received by email addresses of
persons authorized to receive such mformatlon

Encrypted Web Site. i £nd User |s employrng the Web to transmn Confdentlal
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site. -

File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage to transmit

- Confidential Data.

Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

Laptops’l and PDA. If End User |s employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User-mé_y not transmit Confidential Data via'an open

:Dscﬂ
DHHS Information ]

" Secwity Requirements . 2/13/2023
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wireless network. End User must employ a virlual pnvate network (VPN)-when
remotely transmitting via an open wireless network.

.9. Rémote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which mformatlon will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User .is employing an SFTP to transmit Confidential Data, End User will
struclure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data wilt
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted-every 24
hours). .

11. Wireless Devices. If End User is transmitting. Confidential Data via wireless devices, aII
, data must be encrypled to prevent inappropriate disclosure of information.

. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
) Contract. After. such time, the Contractor wili have 30 days 1o destroy the data and any
; derivative in whalever form it may exist, uniess, otherwise required by law or permitted-
under this Contract. To this end, the parties must; ;
* A: Retention = "
1. The Contractor agrees it will, not store, transfer or process dala collected- in
“connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of -

cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations. )

2. The Contractor agrees to ensure proper securityumonitoring capabilities are in
place to detect polential security’ events that can impact State of NH systems
and/or Department confidential informaljon for contractor provided systems.

*3." The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confi dential information.

4. The Conlractor agrees to retain all electfonic and hard copies of Conﬁdentnal Data
|n a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Dala stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and-anti-malware utilities. -The environment, as a

V5. Last pdato 10/00/18 : Exhibit K . Contracior Inflials . _
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whole, must have aggressive intrusion-detection and firewall protection.

The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1.

If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contraclor will maintain a documented process for

- securely disposing of such data. upon request or contract termination; and will

obtain written certification for any State of New Hampshire dala destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media-

-sanitization, or otherwise . physically destroying the media (for example,

degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines

- for Media Sanitization, National Institute of Standards and Technology, U. S.

Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and wilt provide written certification to the Department
upon request. The wiitten certification will include all details necessary to
demonstrate data has been properly, destroyed and validated. Where applicable,
regulatory and professional standards for rétlention requnrements will be jaintly
evaluated by the State and Conlractor prior to destruction.

Unless otherwise specified, within thirty (30) days of the temmination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data usmg a
secure method such as shredding. .

Unless otherwise specified, within thity (30) days of the termination of " this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wupmg

IV. PROCEDURES FOR SECURITY

*A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1.

The Contractor will maintain proper security controls to protect Deépartment
confidential information collected, processed managed, and/or stored in the delivery
of contracted services.

The* Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruclion) regardless of the
media used to store the dala (i.e., tape, disk, paper, etc.).

V5. Lest ﬁpdale 10/08M18 ‘ Exhibit K Conlraclorlnllials' 9 f
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The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

The Contraclor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

The Contractor will provide regular securily awareness and education for its End
Users i support of protecting Department confidential information.

If the Contractor will be sub-contracting any cofe ‘functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that’ defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements,

The 'Contractor will work with the. Department to sign and comply with all applicable

-State -of New Hampshire and Depariment system access and authorization policies

and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining .access to any Department system(s). Agreements will be

. completed and signed, by the Contraclor and any applicable sub-contractors prior to

10.

11.

syslem access being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor ‘will execute a HIPAA Biisiness Associale Agreement
(BAA) with the Department and is responsible for. malnlalmng compliance with the
agreement.

The Contractor will work with the Departmen’t,_at its requést to complete a System
Management Survey. The purpose of the survey is to enable the Department "and
Conlractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Depariments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contraclor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless

prior express written consent is ‘obtained from the Information Secunty Office

leadership member within the Department.

Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to invesligate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resutting from the breach.
The State shall recover from the Contractor all costs of response and recovery from

N : mf
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the breach, mcludmg but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of ‘Confidential information, and must in all other respects’
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS

- Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for mdwndually identifiable health
information and as applicable under State law. . N

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to prolect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to il. The safeguards must provide a level and
scope of security that is nol less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information’ Technology.
Refer to Vendor ResourcesfProcurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Informalion Technology policies, guidelines, standards, and”
procurement information relating to vendors.

14. Contractor agrees ‘to’ maintain a documegnled breach notification and incident
response process. The Conlractor will notify the State’s Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems thal connect to the State of New Hampshlre network. '

15. Contractor must restrict access. to the Confidential Data obtained under this
Conlract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

- a. comply with such -safeguards as referenced in Sectaon IV A. above,
impleriented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

¢. ensure that laptops and other electronic devices/imedia containing PHI Pl, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information,

i :m /
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limit disctosure of the Conf'i,dential Information {0 the extent permitted by law.

Confidential Information received under this Contract and individually

identifiabte data derived from DHHS Data, must be stored in an area that is

physically and technologically secure from access by unauthorized persons

during duty hours as well as non-duty hours (e.g., door locks, card keys '
biometric identifiers, etc.). )

only authorlzed End Users may transmit the Confldentlal Data,-including any
derivative files containing personally identifiable information, and in all cases,

such data must be encrypted at all times when in transit, at rest, or when

stored on portable media as required in section {V above,

ir'|- all other instances Confidential Data must .be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances, involved

understand that their user credentials (user name and password)} must not be
shared with anyone. End Users will keep their credential information secure.
This applies 1o credentials used to access the site directly or mdwectly ihrough
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS

reserves the rght to conduct onsite inspections lo monilor compliance ‘with this
Contract, ‘including the privacy. and-security requirements provided in herein, HIPAA,
and other apphcable laws and Federal regulations unlil such time the Confldentlal Data
is disposed of in accordance wnh this Contract. 3

V. LOSS REPORTING

The Contractor must notify the State’s Privacy Office'r and .'Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI. -

-

The Contractor must further handle ‘and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C:F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contraclor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. ldentify Inci&eni,s;

Determine if personally‘idenliﬁacle information is involved in Incidents;

2
3. Report suspected or confirmed Incidents as required ie this Exhibit or P-37,;
4

Identify and convene a core response group to determme the risk level of Incidents -
and determine risk-based responses 1o Incidents; and

V5. Last update 1(/09/18
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5. Determine whether Breach nolification is required, and, if so, identify appropriate

8 Breach nolification methods, timing, source, and contents from among different
options,. and.bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents. andlor Breaches thal implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359- C: 20

VI. © PERSONS TO CONTACT
A. DHHS Privacy Officér:
DHHSPrivacyOffi cer@dhhs nh. gov
B DHHS: Security Officer:
DHHSInformatlonSecunlyOff ce@dhhs nh.gov

Is 1 I
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Conduct Project Kuck Off Meeting -
The project will start with a project kick-off meeting to initiate the project, introduce project team members and
roles, validate project management approach, and review requirements. 5SG will perform a walk-through of the
suggested project management approach, and provide sample deliverables that havé been provided for similar .

projects in the past.

- Preliminary Work Plan

The project initiation is meant to ensure that all project stakeholders have a high level

understanding of and an opportunity to provide feedback regardlng the project objectives, delwerables and
methodology.

-

55G will formalize and document all communication processes necessary to ensure that informiation is shared and .
acted upon in a timely and effective manner. Communication requirements will be documented in a
Communication Plan as required ta support engagement with provider sites, DHHS, and other staff involved with

~ the project.

Deliverables:

Kick-off meeting slide deck
Kick-off meeting mindites
Baseline Scope of Work
Project Contact Information
Project.Communication Plan
Project'Organizational Chart

Status Meetings and Reports
$SG will provide detailed weekly, biweekly or monthly status 're'ports and meetings {in-person or online,
dependent upon Project Schedule) on the progress of the project, which will include met and unmet mllestones
and expenses incurred vear to date, ‘

Preliminary Work Plan .
Based on the feedback from the Project Kick-off Meeting, SSG -will submit a preliminary Work Plan which -will
include, without limitation, a detailed description of the schedule, tasks, Deliverables, critical events, task
dependencies, plans for change, quality, and risk management, and payment schedule The plan shall be updated
no less than every two weeks.

Deliverables:

Baseline Project Plan
Weekly updates to Project Plan

' Goals and Objectives Document

-

SSG will provide a goals and objectwes document describing how the proposed Solution will, based on expenence
with similar projects, meet programmatic needs. SSG will review our understanding of all project deliverables in

iy
Deliverables:

Goals and Objectives Document

88556
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Conduct Research and Requirements Vahdatlon

55G will conduct research and requirements validation through meettngs with NH_ personnel {in-person and
online) to discuss requirements in detail and determine mutually acceptable approaches for implementing a
solution. As a first step, the project team will work together to define requirements for the release of the system.
The requirements will be captured during requirements defmntnon meetings attended by all the necessary
stakeholders and project team members. &

Requnrements Anzlysis Report
SSG shall document findings from research and requirements validation in a requirements analysls report that
describes proposed Implementation strategy as well as open issues and proposed actions for resolving them.

Based on feedback from requirements definition meetings, SSG will provide a set of documentation which
describes the requirements of New Hampshire. These documents will be used to properly configure and deploy
the system. The Requirements Definition builds upon a strong foundation in industry standard best practices
including the methodologies of the Unified Protess and the documentation standards of the Unified ‘Modeling
Language. The approach during this phase is iterative to maximize the opportunity for input and feedback, while
also mitigating the risk of farge scale project m|sd|rec1|on The following descnbes the components within the
Requirements Document:

1. High Level Business Processes. Business process diagrams will describe the current and planned business
processes of all stakeholders. The existing business processes will be analyzed to determine how best to.
utilize a web based tool and coordinate services among the stakeholders (e.g. potential to combine

. elements of contract monitering to reduce the burden of reporting on the provider sites, etc.). The
business process diagrams will answer the following questions. What are the current and ‘envisioned
flows of information and data, between organizations? What are the external deadlines, triggers and
outputs for processes?

2. Forms Mapping Document. The Forms Mapping document will identify for each field on any existing-
paper forms the corresponding field within the data dictionary. This mapping of the paper forms to the
data dictionary fields énsures that all necessary fields on the forms will be captured within the system.

3. Systemic Requlrements The requirements documents will'not only identify functional requirements of
the system, | 1 but also systemic requirements. These will mclude but not be limited to a descnptton of the -
performance expectations, avallablhty, scalability, load balancmg abilities, etc.

4. Reports. .Once data is captured wn:hm the system, it will aliow end users to run reports. The reports
specifications will detail the requirements of stakeholders, including, but not limited to report parameters,
fields, sorting, grouplng and layout. Reports will be used to enable secure data extracts of delimited
datasets. :

§. Security Requirements. $5G understands that securlty and data sharing requirements are very important.
The requirements definition phase of the project will ensure that the system meets all the necessary
security constraints.

. In order to complete the deliverables mentioned above, SSG will work closely with any identified New Hampshire
resources and other stakeholders. This.-phase-includes Requirements. Definition meetings which S5G. has
successfully facilitated within a wide range of project environments. 5SG will prepare for each meeting by
analyzing all existing material, establishing clear agendas and documenting any initial ideas for discussion and
review. This will streamline the discussion and reduce the time required by stakeholders. Activities necessary as
part of the Requiremients Document include, but are not limited to, creating prototypes of functionality or design

elements, writing detailed use cases, drafting screéen mock-ups, Ulnavigation, etc. [Dos /},
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Deliverables: . ! i
* Requirements Document * .

Conduct Technical and Information Architecture Rewew

$5G will conduct a technical and information architecture review including an mventory of related systems (e.g.,
input data and sources; output data and destinations). This will include information about all New Hampshire
existing and planned systems that may need to interface with the system. The review will collect any exnstung

documentation about these aother external systems.

Deliverables: G
e .Technical and Information Aschitecture Review Document including interface “plan and hosting
environment plan ‘

System Architecture and'Design Documentatian and Reporting

SSG will provide a System deS|gn document that includes descriptions of data lmport export, and management
{query, edit); achievernent of standards-based Implementation {e.g., HL7); models of reports, web site navigation,
and graphical user interface (GUI); diagrams of supporting network, application, and security architectures;

Sk

Deliverables:
» System Architecture Document

Develop Implementaluon -and Integration Plan
SSG will develop an Implementation and mtegratlon plan for the proposed System design including description of
integration with related systems {e.g., input data and sources; output data and destinations) and description of
installation and confguratton of all eavironments (e.g., test, development, production).
Delwerables

. Implementatlon Plan including tnterface plan and hosting environment plan

Database Architecture and Data Dictionary ,
SSG will provide documentation describing the proposed database architecture and Data dictionary. The
documentation will include models of database design (e.g., entity-relationship diagrams) and Implementation.

Deliverables will include:

1. Data Dictionary. The Data Dictionary will identify the fields that need to be captured by the system
including data types, labels, auditing and security specifications, hierarchy, validation rules and dnswer
selection values. The Data Dictionary requirements wilt lead to development of the data entry screens.

2. Logical Database Model

Physical Database Model
i =4, SQL Scripts to.create Database

sy ’ ; = ) @ﬁ
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Interface Design and Test Plan -

SSG will provide an interface design document and Test Plan to address all required System interfaces for the
systemn. This includes middleware and, to extent possible, partner system components {e.g., laborataries).
Detailed interface descriptions should include process descriptions, data elements, editing criteria, business rules,
inputs, outputs, and pdlicy rationale for interface. Test Plans designed to validate data exchanges described in
interfaces should address test scripts, test data, schedule, and error resolution.

SSG has successfully implemented provider .site .EHR and laboratory connections to over 200 sites in
Massachusetts. The Interface Design and Test Plan is extensively referenced during the EHR provider site rofl-out
to support and troubleshoot establishing a data connection with external systems.
The documentatlon available to support this interface includes the following:
1. HL? Transfer Specifications are written in accordance to the COC requirements, but will also mclude any
local constraints.
2. HL7 Testing Checklist will include a complete Inst of required fields. Before scheduhng a kick-off call, this
checkiist allows $5G to determine if there are any fields that are unavailable and could potentlally be

, blockers.

3. Sample messages are effective in trouble-shooting format issues during each site’s initial coding phase.
4. Test Plan. The Test Plan includes a systematic series of tests to ensure successful connection and high
data quality. The testing includes: )

s Testing in Certification Environment, Once initial format tests are successfully received, SSG
encourages testing with real data in a‘securé environment. We refer to this as a “production
monitor”. Production data allows for review of the quality of the incoming messages. During on-
boarding, this process assists us in identifying vaccines that were incorrectly mapped in a site’s

- system. t'also enables us to accurately predict load volumes. From a training perspective,
production data aliows us to evaluate the completeness of the recgrd. If applicable, clinicians are
- encouraged to complete fields that are not mandatory on their system drop-downs,

» Certification of Passing Results. SSG requests a complete list of immunizations administered for

each site or system vendor, so that the on-boarding team can evaluate the validity of the

|mmun|zat:ons and test'appropriately. If SSG notices outdated data in a current line-up, the site is e
requested to review and update their mapping.

-

During this phase, a weekly conference call with all technical partners is established. Any testing '
blockers or concerns are addressed with the group. On a day-to-day basis, 55G roll out coordinators
answer emails and personal calls to trouble-shoot issues as they arise.

In general, the production monitor allows 55G to view an extensive list of commonly administered
vaccines. Testing can’last anywhere from 2-6 weeks, depending on the response time of the site or
system vendor in addressing format or data issues.-
_The following criteria indicate completion of the HL7 testing period:

1. All segments are formatted,; . -~

2. Allfields are correctly formatted;

3. Commonly-administered codes have been reviewed;

4. Required fields have been evaluated for validity. :
For larger organizations and cloud based systems, adding additional sites can be stream-lined, if the
data dictionaries and front-end GUIs are constant.

. ] §EX
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o' 'Migratign to Production and Review. During the migration to production, SSG will deliver
production credentials to the HL.7 submitter. An initial connectivity test will be followed by real-
time data. S5G Roll Out coordinators will continue to monitor the production feed. Ouring the first
week;, total HL? messages will be verified with the HL? submitter. . - -

Deliverables will include:
s+ HL7 Transfer Specifications for EHR prowder sites
. HL? TestPlan - .

Comprehenswe Test Plan

S5G will provide a Test Plan intended to ensure solution meets the validated set of requireménts with respect 1o
functionality, stability, and security. The Test Plan wu_II include descriptions of roles and responsibilities, test data,
load testing, performance testing, and procedures for access to the test environment.

$SG will document a Master Test Plan and test cases for use during testing of the for New Hampshire. SSG will

. update existing test plan material to provide specific test plans and test cases for New Hampshire. Additionally,
SSG will create test data for use during testing. SSG will also create and run automated tests to save time in
funning régression tests and ensure the maximum amount of testing code coverage.

Deliverables will include: 2
¢ Comprehensive Test Plan -
e Unit Test Cases’ :
»  Full Regression Test Cases E
* ADA Compliance Test Cases

Performance Tuning and.Stress Testing Plan
55G will devetop and document hardware and software confrguratlon andtuning of System infrastructure as well
as assist and direct the Staté's System ‘Administrators and Database Administrators in configuring and tumng the
infrastructure to support the software throughout the project.

55 1
The application stores Prnvate Health Informatron (PHI}and other sensitive data. Inorder to ensure the application
and its deployment are as secure as posslble from hacker- attack a Security Test Plan will be documented along
with the necessary test cases. o

Deliverables wilt include: . ) _
* Security Tests Cases By i
e Performance Test Cases :

+ Security Strategy and Plan .

SSG will pravide a Security Strategy describing Vendor's approach to managing information security risks for the
Project. This security strategy will ensure that Data are secured according to HIPAA Security Rule and Federal
Information Processing Standards and NH and industry standards. Strategy shall address Vendor's approach to
accountability, risk management, legal and best practice compliance, and technical security. State review and

approval is required. i - p""/
-- 485G . e
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Security Plan 7
. 55G will develop a Security Plan encompassing the topics of workforce, incident reportingﬁ téchnical security of
information assets throughout lifecycle (creation to destruction). State review and approval is required.

Physical and Logical Security Design - ‘
55G will implement and document all procedures and features described in the Physical and Logical Security Plans
security configurations, T r '

SSG will develop a detailed Physical- Security Design for Contractor controlled hosg’ng facility. Physical Security
-Design shall address narrative description of environmental security including peérimeter security and entry
controls, alarms, and monitoring. State review and approval is required

$5G will provide a detailed Logical Security Design. Logical Security Design shall address narrative description of
logical security controls including application security, intrusion management, host hardening, anti-virus, remote
access, Encryption, monitoring, and reporting. State review and approval is required. ‘

" Business Continuity Plan : i

'$5G will develop a business continuity plan that ensures protection of development, testing, training, and
production environments. The Business Continuity Plan will address $5G's approach for protecting hardware and
Software against failures and emergencies that put System operations and services at risk for interruption.

Help Desk Escalation Plan. : - '
The State shall have unlimited access, via phone or Email, to the Vendor technical support staff between the hours
of 8:30am to 5:00pm- Monday thru Friday EST.

Finalized Work Plan

S5G will submit a finalized Work Plan within ten (10) days after approva! of test results By NH. The Work Plan will

conform to formats described in the Project Management Body of Knowledge published by the Project

Management Institute Third Edition (PMBOK Guide, ANSI/PMI 99-001-2004). The Finalized Work Plan will include
- a detailed description of the Schedule, tasks, Deliverables, critical events, task dependencies, plans for change,

quality, Configuration Management, and risk management, and payment schedule, The plan will be updated no

less than every two weeks. * e '

Third-party vélidation of system hardening and security

. S5G will provide a third-party independent validation that the application has been properly hardened and
secured. Written sign-off by State ClO or designee is required accepting the results.

" Provide network redundancy deemed adequate by the State :
SSG will provide network redundancy deemed adequate by the State by assuring redundant connections provided
by multiple Internet Vendors, so that a failure of one internet connection will not interrupt access to the State
application, ' ’

. #8SSG L
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o o
Release Configuration v
The following are activities and deliverables within the Release 35 Confrguratlon Phase.

. 7
. [ =

Provide Development Environment ' k -

SSG will provide a development environment that shall be used thr_ougnout the duration of the Contract to

«  Customize and maintain the Solution with minimal disruption to NH programmatic activities. Vendor will identify
and supply ‘the necessary components of the development environment including hardware, Software, interfaces
and network specifications. -

Install System and Configure'Software
$SG will install and configure the software to meet the specific needs of New Hampshire.

Temst:

Conduct System Analysis and Design - '
$SG will conduct System analyses and design to update the Implementation and integration plan as needed to
reflect additional issues and risks that emerge during the System development process.

System Architecture and Design Documentation

SSG will document System analyses and design in a System architecture and- design document that details how'
System was implemented in NH enterprise architecture. Documentatron should include: business processes, use
cases, and Operational flowcharts, narrative and-diagrammatic System and data model descriptions; description

of operatnng environment, hardware and Software configurations and component descriptions.

"The system design will follow industrv standard design patterns and practices, and be documented using industry
standard UML diagramming. During the design phase, the requirements are further interpreted and refined in
order to ensure proper configuration of the user interface and other technical components of the system. The
System Architecture Document wrll be updated to describe the custom mp!ementatron of the platform. .

Deliverabies: -
s, System Architecture Document A ) _ -

1

Provide System Testing Environment for Testing COTS Software and Developed Code .
4 55G wilt develop and test Solution designed to achieve validated requirements and in conformance with System -
architecture and design _Docume_ntatron and Test Plan.

Software Umt Testing and Results Reporting (G°21) ' -
S$G will provrde a Software Unit Testing plan that facilitates code re- factonng, bottom-up testing of individual *
code components, living Documentation of Software code units and appllcatlon programming interfaces {APis)

and database interfaces.

" System Testing and Results Reporting (G-24) :

55G will provrde a System Test Plan and test results to ensure that new Solution meets the functional and technical
requirements described in this RFP. An outcome of this testing Deliverable is a demonstratron that the Solution is

ready for User Acceptance Testrng (UAT) Test Plan and results must address performance stress, and load testing. p /
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'Periodically; the developed source code will be built and deployed into the System Integration Test Environment,
Here, $5G will perform the following to ensure that the New Hampshire specific updates did not adversely impact
any existing functionality of the system, . o

¢ Functional Testing

* Security Testing. The application stores Private Health Information [PHi} and other sensitive'data. In order
to ensure the application and its deployment are as secure as possible from hacker attack, testing a release
candidate for security vulnerabilities will be executed.

s  ADA Compliance Testing. must comply with ariy published New Hampshire ADA requirements. The
platform has already undergone extensive ADA testing, so a round of tests will be run to confirm that the
New Hampshire specific updates did not adversely |mpact the system. As such, testing for ADA
compliance will be executed on new Ul changes made in a release.

Deliverables:
» Application deployed to the System Integration Test Environment
* Functional Test Results
»  ADA Test Results . ,
e Security.Test Results - ' . : B
* Bugzilla items for any discovered items
¢ Automated Test Cases
¢ Automated Test Results :

Configuration Management Database ! .
$SG will provide a Configuration Management Database (CMDB) as a repository for. mformatuon on the
confngurable items of the Solution. CMOB should, support migration of System to new owner or. hosting
environment and generate hard copy reports:

Operating Procedures and System Documentation .

SSG will provide operating procedures and System Documentation to facilitate operation and maintenance of the
system. Vendor will revise operating procedures and Documentation as necessary with results from testing,
training, or operational procedures.

_User Acceptance Testing and Results Reporting

SSG will facilitate User Acceptance Testing (UAT) on Vendor-supplied test platform. Deliverables mclude UAT tools
to be used by Vendor and NH teams, web-enabled issue reporting and tracking togl integrated with Change
Control mechanisms, and updates to Solution includirig'sogrce code repository -and System Documentation.
Deficiencies identified during UAT may require Vendor to conduct rework to other Deliverables described in this
RFP. E

.Depl_oyment to Certification and QA Environment

After New Hampshire sign-off in the System Integration Test Environment, 55G will promate the bild into the QA
Enyironmen't.‘Testing during this phase in the QA environment differs from testing functioriality in DEV, only in
that the hardware and software configurations in QA will exactly mirror what can be found in PROD, _includitm'

_ S
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actual or de-identified production data. This means that an expected level of performance can be gauged by the
users in this environment. Ultimately, testing at this phase will result in a format email sign-off of a retease
candidateas being ready to move to the Production environment.

Functionat Testing. Based on the existing Test Plan and Test Cases$ $5G will execute regression and new
functionality testing on the release candidate in the QA Environment. Additionally, S5G will create test
data for use during testing. Client data already used for IFM test cases is also usable for testing. S5G will
also create and run automated tests to save time in running regréssion tests and ensure the maximum
amount of testing code coverage. -

Security Testing. The appllcatuon stores Private Health Information (PHI) and other sensutwe data. Inorder
to ensure the application and its deployment are as secure as possible from hacker attack, testing a release
candidate for security vulnerabilities will be executed.

Performance Testing. The system must comply with the performance requirements dotumented in the
Requirements Document and based on New Hampshire input. The platform has already undergone
extensive performance testing, so a round of tests will be runto conflrm that the New Hampshire specific
updates and deployment do not adversely impact the system.

o' 3

User Acceptance Testing. User Acceptance Testing (UAT) is conducted to determine whether or not the
deployed system satisfies the acceptance criteria of the requirements owner and business users, Since
these tests are run by the business users, the application gets tested using real world scenarios. This
testing should include both regression test cases and new functionality test cases, UAT testing can be
considered complete when all UAT tests have either passed (i.e. any issues that have been found are
resolved by development work) or known issues are clearly documented by the requiremerit owner as
having been determined ok as is (whether permanently or temporarily). $5G will support UAT by helping
ensure end.users have test accounts, coordinating the UAT efforts, and helping document and triage any
feedback.

Sign-off of Release Candidate in the QA Environment

55G will continue to work in the System Integration Test Environment until New Hampshire signs off that the
system meets the functional, systemic, security and ADA requirements. This phase of testing can be considered
complete when all previous tests have either passed (i.e. any issues that have been found are resolved by

development work} or known issues are clearly documented by the requirement owner as having been -

determined acceptable as-is (whether permanently or temporarily). Once all the above testing is complete and
issues resolved, New Hampshire will provide a formal email sign-off indicating that the release candidate is ready
for deployment to QA.

Deliverables:

Application deployed to the Certification and QA Environment -

Functional-Test Results

ADA Test Results

Security Test Results | i
Automated Test Results ' " y

UAT Test Results

Acceptance Sign-off Document

™~

O
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Release Implementation Phase

User Training and Materials

5SG will provide an end-user training including training plans and related training materials. End users include NH
immunization staff and other stakeholders with role-based access to the system. Training-plans and materials shall
be based on a “train the trainer” mode! designed to ensure that NH staff will be self-sufficient with respect to
training stakeholders, Deliverables will address training methodology, objectives, timeframes, reséurces, and
‘outcomes.

Technical Training and Materials

556G will provide technical training including training plans and related training materials. Technical users include
NH Information Technology staff and other stakeholders with role-based access to the system, Training plans and
materials shall ensure sufficient knowledge transfer to NH staff for ad-hoc query and repoit generation and
address structure and architecture of the system. Deliverables should address training methodology, objectlves
timeframes, resources, and outcomes.

Deptovmenl to Users

55G will implement functionality by placmg into production a tested and Operational Solution that meets the
business, general, technical, security, and hostmg requirements of NH.. Deliverables will include a production
environment, |mp|ementat|on Plan, user manual, operating procedures, performance monitoring plan, final
readiness assessment,-and Implementation.

Once all previous work has been completed, the release candidate will be deployed in the Primary Production
Environment and Disaster Recovery Environment oii a release date determined by New Hampshire. Once
deployment is completed, $5G will conduct testing to ensure that the application can be correctly accessed and

'~ that data can be retrieved appropriately. Functional validation of features will be executed by 55G on the day of
the deployment. After the deployment is complete, New Hampshire will sign-off that it meets the functional
requirements before the eéngineering team will consider the deployment complete.

Post Production Tasks

After the deployment of the system for production use by end users, S5G will monitor the system and provide any
¥ necessary technicdl support. Additionally, the project team will review the release activities and document an

After Action Review of the release to capture any lessons learned. ;

Deliverables: - _ )
» Application deployed to the Primary Production Environment, Disaster Recovery Environment and
Training Environment ' :
s Smoke Test Results
* Acceptance Sign-off Document
*  After Action Review (AAR) of Release

'Secunty Implementation and Documentation

$SG will ensure the security infrastructure and software is fully hardened and compliant with all security
requirements. Additionally, Security Documentation will be created which describes the security measure taken,
inciuding software {encryption, anti-virus, etc.} and hardware (furewa!ls) related security measures. :5/

8SSG o
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Lomplete Warranty Period.
Upon successful conclusion of UAT and successful System deployment, the State will issue a Ietter of UAT'
Acceptance and the respective Warranty Period shall commence.

The Warranty Period will initially commence upon the State issuance of a Letter of Acceptance for UAT and will
continue for ninety (90) days. If within the last thirty (30} calendar days of the Warranty Period, the System
e Software fails to operate as specified, the Warranty Period will cease, $5G will correct the Deficiency, and a thirty
_ {30} calendar day Warranty Period wm begin. Any further Defucnencues with the Software must be corrected and
run fault free for thirty {30} days. -
55G agrees to maintain, repair, and correct Deficiencies in the System Software, including but not limited to the
individual modules or functions, during the Warranty Period at no-additional cost to the State, in accordance with
the Specifications and terms and requirements of thé Contract; -including withgut limitation, correctlng all errors,
and Defects and Deficiencies; eliminating viruses or destructive programming; and replacing mcorrect Defective
or Deficient Software and Documentation. Warranty Services shall include, without limitation, the following:

a. Maintain the System ‘Software in accordance with the Specifications, terms, and requirements of the
Contract;

b. Repair or replace the System Software or any portion thereof so that the System operates in accordance
with the Specifications, terms, and requirements of the Contract;

c. The Vendor shall have available to the State on-call telephone assistance, with issue tracking available to.
the State, twenty-four {24) hours per day and seven (7) days a week with an emiail / telephone response
within two (2) hours of request, with assistance response dependent upon |ssue severity; '

d. On-site additional Services within four (4) business hours of a request;

e. Maintain a record of the activities related to Warranty Repair or maintenance activities performed for the

State;- 4 .
f. For all Warranty Services calls, the Vendor shall ensure the following information will be collected and
-maintained: ; : e
1} nature of the Dehaency, :
S v _ 2) current status of the Deficiency;

3) action plans, dates, and times; ' C #
4) expected and actual comptetion time;
5) Deficiency resolution information;
6) Resolved by;
7) Identifying number i.e. work order number;
8) Issue identified by; . .
8 The Vendor must work with the State to identify and troubleshoot potentially large-scale Software failures
or Deficiencies by collecting the following information: i
i 1) mean time between reported Deficiencies with the Software;
2] diagnosis of the root cause of the prgblem; and S
_ 3)identification of repeat calls or repeat Software probltems; and
h. All Deficiencies found during the Warranty Period and all Deficiencies found with the Warranty Releases
shall be corrected by the Vendor no later than five {5) bus:ness days, unless specifically extended in writing
. by the State, at no ‘additional cost to the State,

if in the Event of Default, the Vendor fails to correct the Deficiency within the allotted penod of time (see

above), the State shall have the right, at its option: :pm /
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1) declare the Vendor in default, terrmnate the Contract, in whole or in part, without penalty or liability
to the State;

2) return the Vendor's product and receive a refund for all amounts paid to the Vendor mcludmg but not
limited to, applicable license fees-within ninety (90) days of notlﬂcatlon to the Vendor of the State's
intent to request a refund, 2

3) and to pursue its remedies available at law or in equity. i

Notwithstanding any provision of the Contract the State s option to terminate the Contract and pursue the
remedigs above will remain in effect intil satlsfactory completion of the full Warranty Period.

Final System Acceptance by State
SSG will work until NH full accepts the solution. This will be done after NH completes User Acceptance Testing.
[ I

Ongoing System Hosting ' : i

-55G will provide ongoing system hosting.

Dngoing Support and Maintenance )
$SG will provide ongoing suppor;t and maintenance of the system including help desk support.

8§ S S G } 2/13/2023

*Strategic Solutions Group Pagé 70 of 116
integrity. Passion. Results. ;

ik i ' &



