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DEPARTMENT OF SAFETY

JAMES H. HAYES BLDG. 33 HAZEN DR.

CONCORD, N.H. 03305

(603) 271-2791

EDDIE EDWARDS

ASSISTANT COM^nSSIONER

STEVEN R. LAVOIE

ASSISTANT COMMISSIONER

December 24,2024 l\H
Her Excellency, Governor Kelly A. Ayotte
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Safety, Division of Stale Police, to amend an existing Sole Source contract with
Computer Projects of Illinois, inc., (VC#168812-B001), Bolingbrook, IL, to provide a Contact Person Notification
Program database Hotfile and update the State's National Crime Information Center (NCIC) interface to National
information Exchange Model (NIEM) compliant XML standards, by increasing the price limitation by $377,500.00
from $5,526,186.63 to $5,903,686.63, with no change in the contract completion date of June 30, 2028, effective upon
Governor and Council approval. The original contract was approved by Governor and Council on June 14,2023, Item
#150.

DOS Source of Funds: 100% Fed Rev Xfers

DoIT Source of Funds: 19.0% General, 1.3% Federal, 23.9% Highway Funds and 55.8% Other Funds are

available in the following accounts for State Fiscal Year 2025.

CAT#-DEPT#-AGENCY#- ACTIVITY#-ACCOUNTING UNIT #-

DEPT NAME- ACCOUNTING UNIT NAME_CLASS-OBJECT-
DESC

Activity Code SPY 25 Amount

02-23-23-234010- 33450000 Dept. ofSafety-Division of State Police-
NH DOT & DOJ Grants - 103-502664 -Contracts for Operational
Services

$350,000.00$350,000.00

01-03-03-00310-76230000—Dept of Information Technology IT for
Safety- 038-509038-Agency Application Software -

03230150 $27,500.00 $27,500.00

TOTAL: $377,500.00

EXPLANATION

This request is Sole Source because MOP 150 requires ail amendments to agreements previously
approved as sole source to be identified as sole source. Computer Projects of Illinois (CPI), as the
sole developer of the existing State Police Online Telecommunications System (SPOTS) used by
more than 300 federal, state, county, and local agencies, was identified as the only responding
contractor able to provide the services necessary to pass criminal justice information system
between disparate federal, state, and local entities within budget and without significant risk to all
partner organizations. CPI maintains authorization to pass criminal justice information between
the federal government and state and local entities through the State Message Platform (SMP) and
operates within twenty-eight (28) other states and as such is the only authorized contractor able to
perform the services.



Her Excellency, Governor Kelly A. Ayotte and
the Honorable Council
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The purpose of this request is to amend the contract to include the establishment of a Contact
Person Notification database Hotfile within the NHSP SPOTS system, that will allow citizens of
New Hampshire to voluntarily request themselves, their child or a child of which they hold
guardianship, to be added to that system, by which law enforcement personnel can receive
information that can assist when communicating with persons who have cognitive impairment or
other disabilities which might prevent or hinder the person's ability to communicate effectively.
The vendor shall be responsible for establishing this Hotfile for the purpose of entry, access and
retrieval of this information to all law enforcement throughout the State.

Additionally, the request will also support the updating to the State's NCIC interface to XML
standards, currently, information is stored in a dot-delimited format in which data is separated by
a certain character, such as a comma, the update will allow criminal justice recipients the ability to
identify the data fields by way of a more accurate unique identifier for each field. This effort is a
result of recent requirements by the Federal Bureau of Investigation to update the way in which
information is viewed, resulting in more accurate results.

In the event that the Other Funds become no longer available, additional General Funds will not be
requested to support this progrm.

Respectfully submitted.

Robert L. Quirm
Commissioner of Safety

Denis Goulet

Commissioner, DoIT

DoIT#2023-067A

RID:#91310

Co: Ronald Reed, DoIT; Ann McLaughlin, DOS



STATE OF NEW HAMPSHIRE .
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax; 603-271-1516 TDD Access; 1-800-735-2964

vvwvv.nh.gov/doit

Denis Goulet

Commissioner

December 4, 2024

Robert L. Quinn, Commissioner
Department of Safety
State ofNevv Hampshire

33 Hazen Drive

Concord. NH 03305

Dear Commissioner Quinn:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter Into a contract amendment with Computer Projects of Illinois,
Inc., as described below and referenced as DolT No. 2023-067A.

The purpose of this request is to amend the current contract with Computer Projects of
Illinois to provide a Contact Person Notification Program database Holfile and update the
State's ̂National Crime Information Center (NCIC) interface to National information
Exchange Model (NIEM) compliant XML standards.

The Price Limitation will increase by $377,500 from $5,526,186.63 to $5,903,686.63, with
no change to the contract completion date of June 30, 2028, effective upon Governor and
Council approval through June 30, 2028.

A copy of this letter must accompany the Department of Safet>''s submission to the Governor and
Executive Council for approval.

Sincerely,

Denis Goulet

DG/ik

DolT #2023-067A

RID#9I3I0

cc: Ron Reed, IT Manager

"Innovative Technologies Today for New Hampshire's Tomorrow"
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STATE OF NEW HAMPSHIRE

Department of Safety

DoIT U 2023-067 Hosted State Message Platform System

AMENDMENT Amend A (1)

Template Revision V3.0 2/27/23



Docusign Envelope 10: SCA82101-16C9-4604-9167-6859BC74DFA6

STATE OF NEW HAMPSHIRE

Department of Safety
DoIT # 2023-067 Hosted State Message Platform

AMENDMENT A (1)

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of DoIT # 2023-
067 on June 14, 2023 Item #150, (herein after referred to as the "Agreement"). Computer Projects of
Illinois, Inc. (hereinafter referred to as "Contractor" agreed to supply certain services upon the terms and
conditions specified in the Agreement and in consideration of payment by the Department of Safety
(hereinafter referred to as the "Department"), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 17: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to;

1. License a Contact Person Notification Hotfile on the Hosted State Message Platform at a cost of
$27,500

2. Convert the Hosted State Message Platform National Crime Information Center (NCIC) interface
to a National Information Exchange Model (NIEM) compliant XML interface at a cost of
$350,000

3. Modify the existing payment schedule of the Nlets XML Conversion project.

WHEREAS, The Vendor agrees to convert the existing NCIC 2000 interface to a National Information
Exchange Model (NIEM) compliant XML interface, develop a Contact Person Notification Hotfile, and
accept the modified payment schedule for the Nlets XML Conversion project;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $377,500 to bring the
total contract price to $5,903,686.63;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $377,500 from $5,526,186.63 to $5,903,686.63.

2. The Agreement is further amended as described in Table 1

State q^Wtolfract
Date: _____ rT
Contractor's Initials: L_L
Page 2 of 8



Docusign Envelope ID: 5CA82101-16C9-46D4-gi67-68S98C74DFA6

STATE OF NEW HAMPSHIRE

Department of Safety
DolT # 2023-067 Hosted State Message Platform

AMENDMENT A (I)

TABLE 1: AMENDMENT DETAILS

Exhibit/Section

Number
AMENDED TEXT

B-3 Hosted State

Message Platform
-Phase II

Replace Section 8-3 with the following language:

Post conversion of the System to the S^S Environment, the deliverables outlined below
shall be initiated solely upon request of the State, and subject to the approval of the
Governor and Executive Council. These deliverables shall be provided at the cost rate

indicated in Exhibit C, Section C-IO Table 10. Accordingly, the Contractor shall develop,
configure, test, deploy, and maintain the following new products, systems, and
functionality:

1. External System interfaces
a. National Criminal Information Center (NCIC) XML Interface:

i. The Contractor shall convert the existing Stale Message Platform
NCIC interface to a NIEM compliant interface for all SMP
instances (System Integration Test (SIT), User Acceptance Test
(UAT) and Production (PROD)). During the associated
conversion to NIEM XML, the contractor shall ensure the existing
NCIC 2000 interface remains fully functional maintaining
application feature parity to the completion of the NIEM XML
conversion process for all SMP instances.

Interstate Identification Index (III) XML Interface
National Instant Criminal Background Check (NICS) XML Interface

2. Disaster Recovery System project located at the NIets facility.
3. Query Criminal History Log (QCHL) Reports project
4. Contact Person Notification Program project:

a. The Contractor shall create a new Slate Message Platform (SMP) Hotfile
and configure the SMP instances (SIT, UAT, PROD) to support the end
user ability to add, modify, query, and cancel Contact Person Notification
(CPN) program records. The scope of work for the project includes the
following:

•  Create a new CPN state-only Hotfile table

•  Configure new CPN Message Keys (MKEs) with supporting
' Messenger forms and style sheels.to support the end user ability to add
(ECPN), modif>' (MCPN), query (QCPN), and cancel CPN (XCPN)
records contained in the CPN Hotfile

• Modify existing "DQ" MKE to spawn a "QCPN" transaction for Name
("NAM") and Date of Birth ("DOB") only

b.

c.

B-5. Activities,

Deliverable, or

Milestone

Replace Section B-5 with the following language:

state

Date: ^ ̂
Contractor's Initials

Page 3 of 8



Docusign Envelope ID; 5CA821D1.16C9-46D4-9167-6859BC74DFA6

STATE OF NEW HAMPSHIRE
\

Department of Safctj'

DoIT U 2023-067 Hosted State Message Platform
AMENDMENT A (1)

B-5. Activities, Deliverables, or Milestones

The Contractor shall conduct the activities, create the deliverables, and complete the

milestones in Table 1, Activities, Deliverables, or Milestones for all projects identified in

this contract, if provided for in Contractor's Project SOW and agreed to by the State.

Table I. Activities, Deliverables, or Milestones

PLANNING AND PROJECT MANAGEMENT

1 Conduct Project Kickoff Meeting Non-Written

2 Deliver Work Plan Written

3 Conduct Requirements Analysis and Deliver Associated Reports Non-

Sofiware/Wrilien

4 Delivery and Acceptance of Statement of Work Written

5 Deliver Communications and Change Management Plan Written

6 Deliver System Interface Plan and Design/Development Written

7 Deliver Data Conversion Plan and Design, ifapplicable Written

S Deliver Testing Plan Written

9 Deliver Production Cutovcr Plan Written

10 Provide Software Licenses (if needed) Wrilien

11 Del iypr Documentation of Operational Procedures Written

TEST ACTIVITIES

12 Review and Provide feedback to the Stale's User Acceptance Test
Plan

Written

13 Setup of System Integnilion and User Acceptance Test
Environments

Written

14 Install Configured and Operational Software to Satisfy State
Requirerrients

• Software

15 Provide Fully Tested Data Conversion Software, if provided for in

Contractors' Project SOW and aiireed to by the State

Software

*16 Test in-Bound and Out-Bound Network and Application
Interfaces

Software

17 Conduct Training of User Acceptance Test Teams, if provided for
in Contractor's Proiect SOW and aareed to by the State

. Non-Software

IS Conduct Data Conversion Testing if provided for In Contractor's
Proieci SOW and acrced to bv the State

Sofnvarc

19 Notification of User Acceptance Test Authorization Written

20 Conduct Training of Day in the Life Testers,, if provided for in
Contractor's Project SOW and agreed to bv the State

Non-Software

State of NH Contract

Date:
12/5/2024

Contractor's Initials:

Page 4 of 8



Oocusign Envelope 10: 5CA821D1-16C9-46D4.9167.6859BC74DFA6

STATE OF NEW HAMPSHIRE

Department of Safct>'
DoIT # 2023-067 Hosted State Message Platform

AMENDMENT A (1)

21 Conduct System Performance (Load/Stress) and Sccurit>' Testing
if provided for in Contractor's Project SOW and agreed to by the
State

Non-Software

22 Certification of3rd Party Pen Testing and Application
'Vulnerability Scannina.

Non-Software

23 Test Acceptance State Sign Off Written

END USER TRAINING

24 Provide End User Training Materials if provided for in
Contractor's Project SOW and asreed to bv the State

Written/Non-

Software

25 Conduct Training pfEnd Users, ifprovided for in Contractor's
Project SOW and aareed to bv.thc State ifapplicable

Non-Software

SYSTEM DEPLOYMENT

26 Install Configured and Operational Software in Production
Environment

Software

27 Converted Data Loaded into Production Environment, ifprovided
for in Contractor's Project SOW and acreed to bv the State

Software

28 Production Environment Validation of Installation and Data

Conversions

Non-Software

29 Cutover to New Soft^vare Non-Software

30 Provide Documentation of System Deployment •Written

31 (Not applicable)

32 State Acceptance of System and PROD Non-Software

OPERATIONS

33 Ongoing Hosting Support Non-Software

34 Ongoing Support & Maintenance Software

35 Conduct Project Exit Meeting Non-Software

For the SaaS Conversion project, the Contractor shall deliver the milestones listed in Table 2
in the noted time frames with respect to the Contract Effective Date.

Table 2. SaaS Conversion Project Deliverables and Timing

- j
I Conduct Project KickolT Meeting Non-Written 15 days

2 Defiver final Work Plan Written 30 days

J Submit Vendor Risk Assessment (VRAR)
Report

Written 30 days

4 Deliver SaaS System Specification Written 30 days

5 Deliver Network Change Plan Written 45 days

Slate of NH Contract

Dale:

Contractor's Initials

Page 5 of 8



Docusign Envelope ID; 5CA821D1-16C9-46D4-9167-6859BC74DFA6

STATE OF NEW HAMPSHIRE

Department of Safet)'

DoIT # 2023-067 Hosted State Message Platform
AMENDMENT A (1)

Deliver Sccuritv Plan

Submli S0C2 Repon

VVritien

Written

30 davs

60 days/annually
thereafter

Section C-10

Actlvities/Deiivera

bles and Milestone

Pricins

Replace inlroductbry language with the following:

This is a Firm Fixed Price Contract. The lotal.Contracl value is indicated in P-37 General

Provisions - Block 1.8: Price Limitation for the period between the Effective Date through
date indicated in P-37 General Provisions - Block 1.7: Completion Date. Prices and
payment structure indicated in Table 9 and 10 shall be effective upon Governor and
Executive Council approval through June 30, 2028. Any deliverables indicated in Table
10 shall be completed prior to the Contract Completion date, indicated in the P-37 General
Provisions- Block 1.7, however, deliveiy start, and deliver)' completion dates will
reasonably be adjusted depending upon the date of approval of Services, for performing its

obligations, in accordance with the Contract. ' The Contractor shall be responsible for
performing its obligations in accordance with the Contract.

Payment shall be made to the Contractor, within thirty (30) days, upon receiving
Contractor's invoice and based upon completion of activities, deliverables, or
milestones, indicated in Table 9 and Table ID below, with the exclusion of annual

maintenance, reflected in Table 9 lines 2-6. Payment shall utilize the percentage
payment structure as follows, with the exception of Table 9, Section 7, Nlets XML
Conversion and Table 10, Section 6, Contact Person Notification, in which the
Contractor shall receive one overall payment based upon approved completion of all
required deliverables and milestones.

1. Deliver)' and Accepted Statement of Work - 20%

2. Test Acceptance State Sign Off Complete - 60%

3. State Acceptance of System and PROD - 20%

Exhibit B,

Attachment 8,

SAAS License

Agreement,

Schedule 1

Replace Exhibit B Attachment 8, Schedule I, with the following language:

-icehsed Software. Copies and Use

jBlcensealSolRVa'r.cj ^Qpie

OpenFox'^ Messen.aer
OpenFox'"^ Message Switch
OpenFox' NexGen Hotfiles
Confiaurator

Operator Aid

Archives. 1 Uparadc

Contact Person

Proaram Hotfile

Notification

624 SPOTS

Test, Prod and Failover

Test. Prod and Failover

Test. Prod and Failover

Test. Prod and Failover

Test. Prod and Failover

Test. Prod and Failover

> '  ioi; • ^ y

State of NH Contract

Date:
12/5/2024

Conlrdclor's Initials:

Page 6 of 8



Docusign Envelope 10: 5CA821D1-16C9-46D4-9167-6859BC74DFA6

STATE OF NEW HAMPSHIRE

Department of Safct)-
DoIT # 2023-067 Hosted Slate Message Platform

AMENDMENT A (1)

TABLE 1: AMENDMENT DETAILS (CONTINUED)

'  Exhibit/Section

Number
AMENDED TEXT

Table 10 Hosted State

Message Platform -
Phase II Pricing

6 Contact Person Notification

6.1 One Time Hotfile

License Fee

Software N/A N/A 527,500

'. Exhibit/Section

i  Number - • AMENDED TEXT

Table 9 Hosted State

Message Platform -
Phase 1 Pricing,
Section 7, NLETS

XML Conversion

7 NLETS XML Conversion

7.) Payment iVIilesione
1, 3 and 5

Table 1 Deliverables

1-32

Written ^
/Software

1/1/2025 6/30/2025 570,000

TABLE 2: CONTRACT HISTORY

1
;^^ND,MiNny'

■

DoIT #2023-067 Original
Contract

June 14, 2023,

lieni #145

June 30, 2028 $5,526,186.63

DoIT#2023-067

Amendment AOl

1st Amendment TBD June 30, 2028 $377,500

State of NH ContractD„e:12^^4
Cohlraclor's Initials:

Page .7or8



.Docus^n Envelope ID: $CA6210MBC9^804-9187^S38C740FAS

STATE OF NEW HAMPSHIRE
Departmeat of Safety

DoIT U1023-067 Hosted State Message Platforro
AMENDMENT A (1)

Except as provided herein, all provisions of the Agreement shaU remain in full force and effect. This
modification shall lake effect upon the approval dale from the Governor and the Executive Council

IN WITNESS WHEl^OF, the parties liave hereunto set their hands as of the day and year first above
written.

CONTRACTOR

I luHM.
I^^'Sawatzky, CEO
Computer Projects of Illinois, Inc.

STATE OF NEW HAMPSHIRE

Date:
X2/5/2024

Date: V
Robert t. Ouinn Commissioner
State of New Hampshire
Department of Safety

Denis Goulet, ClO/DoIT Commissioner
State of New Hampshire
Department of Inforroation Technology

Date: December 4.2024

The preceding Amendment, having been reviewed by tbls office, is qiproved as to form, substance, and
execution.

Approv enernlby

4. z Date: /t-b
1/

State of New Hampshire, Department of Justice

1 hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of Nctv Hampshire at the Meeting on: . ^ (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

Contractor's Initials:

Page 8 of 8



State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that COMPUTER PROJECTS OF

ILLINOISj INC. is a Illinois Profit Corporation registere'd.to transact business in New Hampshire on January 26, 1998.1 further

certify that all fees and documents required by the Secretary of State's office have been received and is in,good standing as far as

this office is concerned.

Business ID: 286338

Certificate Number: 0006807733

%

y '3P
fin.

5^

IN .TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 14th day of November A.D. 2024.

David M. Scanlan

Secretary of State



CERTIFICATE OF AUTHORITY

1 . Kevin Sawatzky ^ hereby certify that:
(Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1. 1 am a duly elected Clerk/Secretary/Officer of ^Computer Projects of Illinois, Inc. .
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on _December 6 , 2023 , at which a quorum of the Directors/shareholders were present and voting.

(Date)

VOTED: That _Kevin Sawatzky^ (may (1st rnore than one person)
(Name and Title of Contract Signatory)

is duly authorized on behalf of Computer Projects of Illinois, Inc.to enter into contracts or agreements with the State
(Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further Is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. I hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached? This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. I further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in confpacts with the State of New Hampshire,
all such limitations are expressly stated herein.

Dated:

'Signature of Elected Officer
Name:

Title: c£^

Rev. 03/24/20



CPICOMP-01

CERTIFICATE OF LIABILITY INSURANCE

KELAOUNI

DATE (MM/DD/YYYY)

1/3/2025

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER{S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

PRODUCER ,

Alllant Insurance Services, Inc.
1440 Arrowhead Dr
Maumee, OH 43537

CONTACT
NAME;

PHONE FAX
(A/C. No. Ext): (A/C. No);

INSURERIS) AFFORDING COVERAGE NAJC F

INSURER A; ACE Propertv & Casualty Insurance Company 20699

INSURED

CP! (Computer Projects of Illinois, Inc )• The OpenPox
Company
400 Quadrangle Drive, Ste F
Bollngbrook, IL 60440

INSURER B; Hartford Underwriters Insurance Company 30104

INSURERc; Bankers Standard Insurance Company 18279

INSURERD; Continental Insurance Company 35289

INSURER E; Crum & Forster Specialty Insurance Company 44520

INSURER F ;

COVERAGES CERTIFICATE NUMBER; REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICtES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR

JJE.
TYPE OF INSURANCE

AOOL
INSD

SUBR
WVD POLICY NUMBER

POLICY EFF
<mm;dd/yyyyi

POUCY EXP
imm/ddayyyi LIMITS

COMMERCIAL GENERAL UABILITY

CLAIMS-MADE I X I OCCUR
EACH OCCURRENCE

DDI851032 9/15/2024 9/15/2025
DAMAGE TO RENTED
PREMISES (Ea ocnjrrencal

MED EXP (Any one oftfsoni

PERSONAL S ADV INJURY

GENt AGGREGATE LIMIT APPLIES PER;

X POLICY LOC

GENERAL AGGREGATE

PRODUCTS • COMP/OP AGG

OTHER:

1,000,000

1,000,000

5,000

1,000,000

2,000,000

2,000,000

AUTOMOBILE LIABILITY
COMBINED SINGLE LIMIT
(Ea acddarnl

1,000,000

ANY AUTO

OWNED
AUTOS ONLY

HIRro
AUTOS ONLY

45SBAAZ9V8U 9/18/2024 9/18/2025

SCHEDULED
AUTOS

NON-OWNED
AUTOS ONLY

BODILY INJURY (Per parsonl

BODILY INJURY (Per acoflartil

PROPERTY DAMAGE
(Per acddenll

UMBRELLA LIAB

EXCESS LIAB

DED

OCCUR

CLAIMS-MADE

EACH OCCURRENCE
4,000,000

D01851044 9/15/2024 9/15/2025
AGGREGATE

4,000,000

X 1 RETENTIONS
WORKERS COMPENSATION
AND EMPLOYERS' LIABILITY

ANY PROPRIETOR/PARTNER/EXECUTIYE
QFFICERAIEMBER EXCLUDED?
(MandatMY In NH)

If yes. describe under
DESCRIPTION OF OPERATIONS below

I *

□
7063943358 1/1/2025 1/1/2026

y PER
^ STATUTE

OTH-
FR

E.L. EACH ACCIDENT
1,000,000

E.L. DISEASE - EA EMPLOYEE
1,000,000

E.L. DISEASE - POLICY LIMIT
1,000,000

Professional Liablli TCM104163 12/10/2024 12/10/2025 Aggregate 5,000,000

DESCRIPTION OF OPERATIONS/LOCATIONS / VEHICLES (ACORD 101. AddiUonal Remarks Schedule, may be attached 11 more space is required)
Proof of Insurance-

CERTIFICATE HOLDER CANCELLATION

State of New Hampshire
Department of Safety NHSP
33 Hazen Drive
Concord NH 0330

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, . NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03) ® 1988-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD
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ROBERT UQUliNN
COMMISSIONER

S)tatc of

DEPARTMENT OF SAFETY

JAMES H. HAYES BLOC. 33 HAZEN DR.

CONCORD, N.H. 03305 •

(603) ■271-2791

EDDIE EDWARDS
ASSISTANTCOMMISSIONER

STEVEN R. LAVOlE
ASSISTANTCOMMISSIONER

His Excellency, Governor Christopher T. Sununu
and Che Honorable Council

State Flouse
Concord, New Hampshire 03301

REOUESTED ACTION

May 31, 2023
G&C#150
06-14-2023

Approved
06-14-2023

Authorize the Department of Information Technology, on behalf of the Depanmcnt of Safety, Division
of Slate Police, to enter into a Sole Source contract with Computer Projects of Illinois, Inc.,
(VC#I68812-B(X)I), Boiingbrook, IL, in the amount of 55,526,186.63 to provide a stale-of-the an
criminal justice State Message Platform (SMP) System, to support mission critical criminal justice
information services (CJIS), with the option to renew for up to two (2) additional years, efTcciive upon
Governor and Council approval through June 30, 2028. 79% General, 18.5% Highway, 2.5% Fed Rev
Xfers.

Funds are anticipated to be available in State Fiscal Years 2024 through 2028, upon the availability
and continued appropriation of funds in the future operating and capital budget, with the authority to
adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget OfTicc, if needed and justified, without approval from Governor and Executive
Council.

CAT#-DEPT4.ACENCY#-
ACnVITV#.ACCOUNTIi\C
UNIT DEPT NAME-
ACCOUNTING UNIT
NAME CI-ASS-OBJECT-DESC SFY 2024 SFV 2025 SFY 2026 SFY 2027 SFV 2028 Amount

01-03-03-003 t0-76230(X)0-509038
03230040 ASD DOS J1 Project '
Activity Code: 03230t50 SI.097,2 72.50 $620^81.13 S743J6I.00 $774,279.00 $806,493.00 S4.041,686.63
02-23.23-234D30-XX;(XO0O0
Depi-of Safety - State Police
Message Switch -034-500099 -
Major IT Systems Activity Code:
234030 $1,349,500.00 SO.OO SO.OO SO.OO SO.OO SI.349.500.00
02-23-23-234010- 38940000 Dept. of
Safety - Division of State Police - SP
Agency Inc Grants -103-502664 •
Contracts for Operational Services
Activity Code; 234010 S 14.000.00 S56.000.00 SO.OO SO.OO SO.OO 570.000.00

02-23-23-234010- 33450000 Dept. of
Safety - Divisiott of State Police -
NH DOT & tXU Grants ■ 103-
502664 - ContriKts for Operational
Services Activity Code; 234010 S9.000.00 S56.000.00 SO.OO SO.OO SO.OO $65,000.00

Total 55,526.186.63



His Excellency, Governor Chrisiopher T. Sununu
and ihc Honorable Council

May3l.2023
Pa{'c2of3

explanation

This request is Sole Source because a Request for Informaiioh (RFI) for a new Criminal Justice
Inforniaiion System (CJIS) compliant State Message Platronn{SMP) resulted in responses from vendors
with less experience, extensive project durations, and increased risk of costs exceeding the State's current
budget constraints. Computer Projects of Illinois (CPI),as the sole developer of the existing State Police
Online Telecommunications System (SPOTS) used by more than 300 federal, slate, county, and local
agencies, was identified as the only responding contractor able to provide the services necessary to
pa.ss cCJIS infcnnation between disparate federal, stale, and local entities within budget and without
significant risk to all partner organizations. CP) maintains authorization to pass criminal justice
infonnation between the federal government and state and local entities through the Stale Message
Platform (SMP) and operates within twenty-eight (28) other states.

The purpose of this request Is to provide a Slate Message Platform System to support the criminal justice
information service (CJIS) applications. The System shall equip New Hampshire law enforcement with
current up-to-date criminal justice infonnaiion in the most efTtcient, cost effective, and reliable manner.
Availability of criminal justice information protects the citizens of New Hampshire, keeps NH low
enforcement safe, and shares sensitive information with partner in-state, out-of-state, and federal
agencies. The current Message Switching System resides on hardware that is approximately ten (10)
years old, is unsupported by the manufacturer and is undersized given the increased use of XML
transactions. Deploying the System in the Contractor's CJIS compliant Hosted Environment shall ensure
that NH criminal justice information is available seven days a week, twenty-four hours a day, three
hundred sixty-five days a year to the maximum extent possible.

The Contractor will migrate.all existing on premise SMP application features and functionality, internal

application and network interfaces, and external application and network interfaces to the System. The
Contractor shall ensure that existing on premise SMP capabilities do not experience unplanned

operational iritemiptions until the System has successfully completed the Acceptance Test Plan and

received State Acceptance.

Additionally, throughout the life of the contact the Contractor shall provide additional functionality to
SPOTS that will be considered and implemented solely based upon future funding award determinations.
Such deliverables will only be pursued via future contract amendments and Governor and Executive
Council approval, in accordance with the Exhibit B, Scope of Service, Section 8-5 Phase 2, and at a cost
structure not to exceed amounts indicated in Exhibit C, Price and Payment Schedule Section C-IO, Phase
2.

As referenced in Exhibit A, Special Provisions, Subsection 3.3, of the attached agreement, the parties
have the option to extend the agreement for up two (2) additional years, contingent upon satisfactory
delivery of services, available funding, agreement of the parties and Governor and Council approval.

Should the Governor and Council not authorize this request, state law enforcement agencies will no
longer have the ability to enter, disseminate and access criminal justice information in real time, resulting
in a risk to public safety.



His Excellency, Governor Chrisiopher T. Sununu
unJ ihc Honornbic Council

May 31, 2023
Page 3 of 3

In the event that the Other Funds become no longer available, additional General Funds will not be
requested to support this program.

Rcspeclfully submitted,

Robert L. Quinn

Cotnmissioner ofSafety

Cc: Ronald Reed, DoIT
Ann McLaughlin, DOS

DoIT #2023-067

RID:#78367

Denis Gculel

Commissioner, DOIT
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301
Fax: 603-271.1516 TDD Access: 1-800-735.2964

www.nh.gov/doit

Denis Goulet
Commissioner

u

. May 16, 2023

Robert L. Quinn, Commissioner
Department of Safety
State of New Hampshire
33 Hazen Drive
Concord, NH 03305

Dear Commissioner Quinn;

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a contract with Computer Projects of Illinois, Inc., as
described below and referenced as DolT No. 2023-067.

The purpose of this request is to provide a staie-of-ihe art criminal justice Slate Message
Platform (SMP) System, to support mission critical criminal justice information services
(CJIS).

The Total Price Limitation will increase by $5,526,186.63, effective upon Governor and
Council approval through June 30, 2028.

A copy of this letter must accompany the Department of Safety's submission to the Governor and
Executive Council for approval.

Sincerely,

Denis Goulet

DG/jd
DolT #2023-067
RID #78376

cc: Ron.Reed, IT Manager

"Innovative Technologies Today for New Hampshire's Tomorrow"
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STATE OF NEW HAMPSHIRE

Department of Safety

Hosted State Message Platform System
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FpRiVI NUMBER_P-37 (vmlon

FORM NUMBER P.37 (version 12/11/2019)

This figreement end all of Its auachments shall become'public upon submission to Governor and
Executive Council for approval. Any information that b private, confidential or proprietary must be
clearly identified to tbe agency and agreed to in writing prior to sigoing the cooLract.

-AGREEMENT

The State ofNew Hampshire and the Contractor hereby mutually agrM as follows:

GENERAL PROVISIONS

•Jl.
■ "^171'SUie Agen^Name ' j
Department oflnlbnnalion Technology

i'l^ State Agency A'ddribs and Enuil'

f27 Hazen Drive, Concord, NH 03305. ;•

1.3 ContracWr Name

. Computer Projects of lllinob, Inc.

|l74 CotttncibrAddressaad Email 'i
[! i
400 Quadrangle Drive, Suite F, Bolingbrook. IL 60440 j
Lks»watzhv/&ODcnfox.com.— ■■

nT5'ContractorPHofte ''
Number

'630.754-8820

T .6 Accpurit'Num^

01-0>03.00310-76230000- ''
S09038 03230040 1
02-23-23-234O36-XXXX000O j
Oa-23-23'2340lO-38940000 t
02-23-23.234010.33450000

p.7 Completiod,L}atc
1 June 30,2028

' 1.6 Knee Lioutabon

,S5.S26.I86.63

;  , j
; 1.9 Contracting OfEt^ for Statie' Agency « T.lOStatc Agency TclcphoneNumbcr ,

./fip3\7?-3.S7m:-. . . .
1.11 Signature •

;  °'"S-5od
1:12: Name and Title ofContractor Signatory
ICcvui^watzity, CEO '

rr.l3 State'Xgeri^ SigMUire ' !

Datc:May3|,2023j

1.14 Name and Title'of State Agency Signatory

Denis Goulet, ClO / DOlT Cixnmttsioner

i 1.15 Approval by the N.H. Department of AdmlnisirBiion, Division of PersoniicI (if appHcdbti)

'  By: 1 Director, On:

i'r.1'6 ApDtov^)b>4lT^'ttorw/Gencnii!i^^ and Execution)'i'(|^^^i^/<;li
:.m:: .. .

1.17 Approval Governor tmd Extent^ Council (i/<97p/icflWe^ ;

?  'GA'CTicOTnumber: OACiMSainRrDilei:': .

P«0« 6 of 60 ^ ^
Contractor Initials":-* /s
Date: S-30-23



STATE OF NEW HAMPSHIRE

DepartmcDt of Safety

Hosted State Message Platform System
DoIT 2023-067

FORM NUMBER P-37 (version 12/11/2019)

2. SERVICES TO BE PERFORMED. The Stale of New

Hampshire, acting through the agency identified to block 1.1
(**Statc'3. engages contracior identified in block 13
f'Contractor'3 to perform, and the Contractor shall perform,
(be work or sale of goods, or both, identi6ed and more
particularly described ia (be attached EXHIBrT B which is
incorporated herein by reference fScrvicts'^-

3. EFFECTTVE DATE/COMPLETION OF SERVICES.

3.1 Norwithstandiog any provision of this Agieeateut to the
contrary, and subject to (be approval of the GoverDor and
Executive Council of (be Slate of New Hampshire, if
spplicable, this Agreca>eDt, and oil obligadoos of the parties
hereoodcr, shall become effcetive oo the date the Oovienior
and Executive Council approve ibis AgFcemeot as indicated
in block 1.17, unless no such approval is required, in which
ease the Agreement shall become effectivo on the date the
Agreetneot is aigned by the State Agency as shown in block
1.13 rEffective Date").
33 If the Contnetor Qk Services prior to the
Effective Date, aH Services performed by the Contractor
prior to the Effective Date shall be perfonoed at the sole risk
of the Cootnictor, and in the evcat that this Agreement docs
not become effective, the State shall have no liability to (he
Contractor, including without limitation, any obliga^n to
{My (be Ctmtractor for any costs incurred or Serioces
pefformed. Contractor must complete all Seividcs by .the
Completion Date specified in block 1.7.

4. CONDmONAL NATURE OF AGREEMENT.
Notwithsanding any provision of this Agreement, to (he
contrary, all obUgadoas of the Sate bcreunder, iocludm^
without nmi'tatlrm, tbc cootinuaace of paymcna haeundcr,
are contingent upon die availability end contmued
appropriatioo of (tmds affected by any state or federal
legislative or executive action (bat reduces, elTmipata or
otherwise modifies the appropriation or avaDability of
funding for this Agreement aiid the Scope for Servim
provided in BCHIBIT B, in whole or in part ha no event shaQ
the Saa be liable for any payments hereunder in excess of
such available qipiopriat^ funds. In the event ofa reduction
or tennination of appropriated funds, the Sate shall biiye the
right to withhold payment until such fimds become available,
if ever, and shall b^e the right to reduce or terminate (be
Services under tbs Agreement tmmediately upon pviog the
Contractor notice ofsuch reduction or termination The Sate

fhwll not be required to transfer funds fnim any other acootmt
or source to the Account identified in block 1.6 in the event
funds in that Account are reduced or uitavailable.

5. CONTRACT PRICE/PRICE LIMITATION/PAYME^f^.

3.1 The contract price, method ofpaymcnt, and terms of payment
ore identified and more particularly described in EXHIBIT C
which is incorporated bcrcio by rererence.
53 The payment by the Slate of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and sbal) be the only and the complete
eompensatioB to the Cootnctor for (be Service*. The State shall

have no liability to the Contractor other than the contract price.
53 The State reserves (he right to offset from any amouote
otherwise payable to the Contractor under this Agreement those
liquidated eroouots required or permitted by N.H. RSA 80:7
through RSA 80:7*c or any other provision of law.
5.4 Nolwith^anding any provision in (his Agreement to the
contrary, and notwithstanding unexpected cireumstmces, in tK>
event shaU the total of all payments authorized, or actually made
hcreunda, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND

REGULATIONS/ EQUAL Eh^LOYMENT OPPORTUNTTY.
6.1 Id connection with the performance of the Services, the
Contractor shall' comply with oU applicnblc statutes, laws,
regulations, end orders of federal, state, county or tmiiuctpal
Bt^orities which nnpopr any' obligation or duty upon the
Contractor, indodipfc but not lirnited to, civil rights and equal
employment opportuni^ laws, lo addition, if this Agreement is
{uaided in any part by monies of the United States, the Contractor
shall comply nnth ̂  federal executive orders, rules, rtgulations
end statutes, and with any rules, regubticms and guidelines is (he
State or the United States issue to implement these regulations.
The Contractor shaU alisb comply with all ajqiikable intellectual
property laws. -
62 During the term.of this Agreement, the Contractor shall not
discriminate against employem or applicants for employment
because of race, colbr..reljgion, creed; age, sex, handicap, sexual
ori.enbtion, or.-natiorial.ori^ and urill take affirmative action to
prevent such disoiminatioiL'
63. The Contisctof-agrees to permit the State or United States
access .to any of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with all rules^.regulatioos
aiul ordos, and the covenants, terms and coodi.tions of this
AgreemenL
7. PERSONNEL.

7.1 The Contractor drall.at its own expense provide all personnel
necessary (o perform the Service*. The .Oontncftor.wajTanb that all
pertotinc] qigaged in the Services shall Im qualified to perform the
Services, and shall be properly licensed and'otberwise. authorized
to do so undfte all applicable laws.'

Pae* 7 of 80 i r
Contractor Iniliab: /c <3
Date: 5-30-23



STATE OF NEW HAMPSHIRE

Department of Safety

Hosted Stale Message Platform System
DoIT 2023-067

FORM NUMBER P-37 (version 12/11/2019)
7.2 Unless olherviw authorized in writing, during the.tenn of (his
Agreement, and for i period ofsix (6) months after the Completion
Date in block 1.7, the Contractor shall not hire, and shall not permit
aoy subcontractor or other person, firm or corpotatioo with whom
it is engaged in a combined effort to perform (he Services In hrre,
any person who is a State employee or ofTietai, who is materially
involved in the pTOCurcn)eQt.edininistr86on or performance ofthis
AgrecmeaL This provisioo sbaU survive tennittatioo of (bis
AgreemenL
7.3 The Contnctiog OITicer spcciried in block 1.9. or bis or her
successor, shall be the State's rqiresentative. In the event of any
di^te coitcenuog the bterpretatioo of this Agreement, the
Contrsctisg Officer's dcMon dtaJI be final for (he State.

8. EVENT OP DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Cootiactor shall constitute on event of default bcreunder fEvenl
of Default^:
8.1.1 failure to perfnn the Services satisfactorily or on scbodaJe;
8.1.2 faihtre to submit any rtpcrt required bereuoder, and/or
8.1.3 feiioie to perform any other covenant, term or condition of
this AgreemenL
8.2 Upon the occuneoce of any Event'of Default, (he State may
take any one, or more, or all, ofthe foUowtng actions:
8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied wit^ in foe nbsenoe of a
greater or lesser yecificatjon of time, foiity PO) days fiom the
date of foe notice end if the Event of Default Is not tnnely cored,
tennlnate this Agtccment, effective two (2) days after giving the
ContractornoticB of termination;
8.1.2 give the CootraclDF a written notice specifying the Event of
DelouU and suspotding' all paymcob to be made under thb
Agreemait and ordering thai the portion of (be contract price
which would otherwise accrue to the Contractor daring the period
from the date ofsttch notice until such time as the Stafe'determines
that (be Contractor has cured the Event ofDefaidt sball:Devo be

paid to foe Contractor;
81.3 give the Contivtor a written notice Q>ecifying the Event of
Default and set off against aoy other obligations the Sbte may owe
to the Contractor any damages the Stale suffers by reason of any
Event of Default; and/or
8.2.4 give the Contractor a written notice specifying tbe.Evimt of
Default, treat the Agreement as braached,.tennmate the Agreement
and pursue any ofits resaediei al Uw or in equity, or both.
8.3. No failure by the State to enforce aoy piovisioos hereof after
any Event of De^lt stiatl be. deemed a waiver of ib rigbb with
regard to tliat Event of DefimlL or any subsequent Event'of
OefaulL No express failure to enforce any Event ofDelault shall
be deemed a waivtr of the right of foe State to enforce each and

all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.
9. TERMfNATlON.

9.1 NotwiilLriaodtog paragraph 8,-the State may, at its sole
discretion, Icrminate the Agreement for any reason, in whole or in
part, by iturty.(30) days written notice to the Contractor that the
State is exercising ib option to tcrmtnate the AgreemenL
9.2 In lire event of an early icmiioation of (Iris Agreement for aoy
reason other than the completioa of the Services, the Contractor
sholl, at the Slate's discrttioa, deliver to the Contracting Officer,
Dot later than fifleeo (19) daiyx after the date of termination, a
report CTermination Repoit'3 describmg in detail all Services
performed, and the cootract price earned, to and including the dale
of termination, The form, subject matter, content, and number of
copies of the Termination Report shall be identical to those of any
Final Report described in the atbcbed EXHIBIT B. In addition, at
tbeSbte's discretion, the Contractor shall, within IS days of notice
of early termination, develop and submit to (be Sbte a Transitkm
Plan for services under the AgreemenL

to. DATA/ACCESSAX>NFIDENnAliTY/preservation.
10.1 As used in this Agreement, (he word "dab" shall mean all
information and things dcvelq)ed or obtained during the
perfonnance of, or acquired or developed by reason oC this
AgreemenL includiog, but not limited to, all studies, reports, files,
formulae,- surveys, maps, cha^ sound recordings, video
recordmgs, pictorial reproductions, drawings, analytes, gnqrhic
represcstaiioDs, computer programs, computer prinunib, notes,
letters, memorenda, papers, and documenb, all wbefoo finished
or unfinished

10.2 All dab and any prtqrertywhich-has been received from the
State or purchased with funds provided for that purpose under (his
Agreement, shall be the proper^ offoe Sbtn, and shall be retumed
to the Sbte upon demand or upon (erminaiioii of this Agreement
for any reason.
10 J CodiideDtiality of dab shall be governed by HiL RSA
chapter 91 -A or other cxistinglaw. Discfosure ofdab requires
prior written approval of foe Stab.

11. CONTRACTOR'S RELATION TO THE STATE. In the
performance of this Agreement tbo Contractor is in oil respecb an
iiidq>endeal contractor, and is neither/an agent oor an employee of
the Sbte. Neitba the Contractor nor any of ib ofScos,
employees, agenb or cumbers shall have authority to' bind tbo
Sbb or receive any bencfib, worken' compenaatioo or other
oDoluxncnb provided by the State to ib employees.

12. ASSIGNMENT/DEL^ATION/SUBCONTRACTS. .
Ill The Contractor shall not assign, or otherwise transfer any
interest m this Agreement .without the-prior written notice, which
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ch&il be provided (o the State at least fifteen (IS) days pnor to the
assignmeot, aad a wrinen cooseot of ibe State. For purposes of ibis
paragraph, a Change of Control shall constitute ossignmenL
"Cbaoge of Control" means (a) merger, coitsolidaiioo, or a
l!w}sactioD or series of related transoctioos in which a third party,
together with its afTiliates. becomes the direct or indirect owocr of

percent (50%) or toore of the voting shares or similar equity
interests, or combiDcd vodog power of (be Cootnctor, or (b) the
sale of all or substaodaliy all ofthe «««'-^ of the Coointctor.
12J2 bfoae of the Services shall be subcontracted by (he Contractor
wilbout prior wriQeo notice and consent of (be State. The State is
eob'tled to copies of all subconincls end assignment agreemab
and ahall not be bound by- any provisions cootaioed id a
sobcoDtract or on assigmneni agreement to which it is not a party.

13. £NB£MN1FICAT10K. Unless otherwise exempted by law,
the Contractor shall indenuify and bold bannless the State, its.
officers and employees, from and against any and nil claims,
liabilities and costs for any personal isjuty or property damages,
pBtcnt or copyright InfirisieiDertf, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to crise out of) (be acts or omission of the
Contractor, or snbcontraciors, including but not limited to the
Dcgligeoce, itcltlcss or iptentionel conduct The State shall not be
liable for eny cosb tocurred.by (be Contmctor arising under this
paragrqib 13. Notwithstanding the forgoing, nothing herein
contain^ shall be deemed to constitute a waivef of the sovereign
imniunity of the State, which immunity is hereby reserved to the
State. This coveniot b psragriph 13 shall sumvc the tenriiostioo
of this Agreement

14. INSURANCE.

14.1 The Ctmtractor shall, at its sole expease, c^itab'asd
contuuoQsly nuistab b force, and shall require any subcontractor
or essgnee- b obtab end maintain b force, the foUowing
insunncc:

14.1.1 commercial geperal liability insunncc against all claims of
bodily bjuiy, death or propeity damage, b amouob of not less
than SI,000,000 per occurrence and Q.OOO.OOO aggregate or
excess; and

14.1.2 special cause of loss covenge fonn covcrbg all property
subject to subpangrapb 10.2 herein, m an amount not less than
80% of the whole replecemcst value of (he propeity.
!4.2 The policies described in cubparagrapb 14.1 hcrcb ahall be
on policy forms and codorsemenls approv^ for use b (he State of
New >^pshirc by the Nil. Departmait oflcsarance, end issued
by insurers licqised m (be State of New Hampshire.
I4J The Contractor ahall fiimish to the Contrscdog Officer
idoitified b block U, or bis or ber successor, a certincatefs) of
msorance for aU insorance required nnder this AgrcemeoL

Contractor shall also fbmish to the Cootracibg OfTicer identified
m block 1.9. or his or her successor, ceitiiicate(s) of insunmce for
all renewa](s) of insunnce required under this Agreement no later
than ten (10) days prior b the ctprration date of each insurance
policy. The ccrtificate(s) of bsurance and any renewals (hereof
shell be attached and are bcorpomtcd beieb by reference.

15. WORKERS'COMPENSATION.

15.1 By signing this agrecmeot, the Ceotractor agreea, certifies
and warrants that the Contnctnr is b conrpliarice with or exempt
ftom, the requiiemeais of NJl RSA chapter 281-A f Jfo/Aers'
Compouation
15.2 To the extent (be Contractor is subject to the requirements of
Nil RSA chapter 281-A. CootisctDf shall raabtain, and require
any subcontractor or assignee to secure and mabtab, payment of
Workers' Compcssatioa m connectioD with activities which the
peistm proposes to undesiakc punuant b this AgreemcDl The
Contractor shall fiimisb the Contractbg Officer Identified m block
1.9, or his or her successor, proof of Workers' Compensation m
the manner described b NR. RSA chspter 281-A and any
applkabte renewa[(s) th'cieof^ wfaidi shaD be aTTwrhrd and are
iocorporated bcreb by reference. The Stale shall not be
TC^nsible for payment ofany Woiken' Compensatioa premhims
or for any other cbim -or 'benefit for Cootractor, or any
subcoatiactor or employee of Contractor, which might ahse under
^licable State of New Hampshira Woikera' Gompen^on laws
m coooectioo with the p^oimaoce of the Services under this
Agreement.

.16. NOTICE. Any notice by a party hercbb the other party shall
be decmed to have been duly ddivered or 'giveb at't^ time of
nailing by cotifiedmafl, post^e prepaid, in a United States Post
Office addressed to the parities ai.tbe addresses 0vaib blocks 1.2
and 1.4, herein.

17. AMENDMENT. This Agipement may.te amended, waived or
discharged only .by .an bstr^^.tp .writing cigni^ 'lty/the parties
bereto 'and onty after''approval. 6f such bncridm.at,y.waiver or
discbarge by the Governor and -^ecotive ConacU of Slate of
New Hampshiio unless oo'sudi approval is requi^ under the
circumstances pursuant to State law, rule'or policy.

18. CHOICE OF LAW AND FORUM. This Agreement sb:^ be
Bovemcd, bterpreted aod.cdnstrued m dccoidance with -the laws
of-tbe Sue ofNcw Hampshire, md is btndbg'ppon snd-.nnses to
(be!benefit of-tbe parties.end their r^ppgdvo'.wcce^ra end
assigns. The wordbg used -b this Aygemcol iS;-the wording
chosen by the parties to excess their mOT,ia1 btent, and no rule of
coQstructioo shall be applied agaii^ or m favor of any party. Any
actions arisbg out of this Agreemenx shall be broogbt and
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mainuined is New Hampshire Superior Court which shall have
cxchisivc jurisdictioo tbcreor.

19. CONFLICTTNG TERMS. In the event of a conflict between

the tenns of this P-37 form (si modified in EXHIBIT A) tnd/or
•nachmenu sad amendmeai thereof, the terms of the P-37 (as
modified iaCQflBIT A) shall control.

20. THIRD PARTIES. The parties hereto do sot iatcod to benefit
ttoy third partia aad this Agreemeot shall ooi be construed to
confer any such beneflt

21. HEADINGS. The headings throughout Ibe Agreemenl are for
reference ptirposes only, and the words contained therein shall in
00 way be held to explain, modify, amplify or aid in the
bierprttatioa, construction or locnomg of the provisions of this
AgrecirteaL

22. SPECIAL PROVISIONS. Additionn] or modifying
provisions set forth in the attached EXHIBIT A are incorporated
hereia by reference.

23. SEVERABEJTY. In the event any of the provisions of (his
Agreement ore held by a court of competent jurisdictioo to be
contrary to any state or federal law, the remaming provisians of
this Agreement will remain in full force and effect

24. BNTERB AGREEMENT. This Agreement, which may be
executed in a numbCT of counterparts, each of which shall be
deeoied an original, the entire agreement and
undeistasding between the parties, and supersedes all prior
agrceoxats and understandings with icspect to (he subject matter
hereof.

PocoIOofSO l/^f"
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Exhibit A • Special Provisioos

The (enns ouUioed in Ihe P-37 General Provisions are modified as set forth below:

A-1. Provisloa 2, SERVICES TO BE PERFORMED, is updated and replaced with the feltowtng^

2. The State of New Hampshire, acting through the agcn^ identified in block 1.1 C'Siate'*),
engages contractor identified in block 13 (^'Contractors to perfonn, and the Contractor shall
peifonn, the services identified and more particularly desczibed in the attached Exhibit B
ond Scope of Work.

A-2. Provision 3, Effective Date/Completion of Services, Is updated with the foOowiog addition:

3.4 The Term may be extended up to Two (2) years. (**BxteDded Term") at tbo sole option of the
State, under the .same terms and conditions, subject to approval of the Governor and
Executive Council.

A-3. Provistos 4, ConditSonal Nature of Agreement, la dekted and replaced with the
foDowing:

4. CONDITIONAL NATURE OF AGREEMENT,

Notwithstanding any provision ofthis Agreement te the contrary, ̂  pbtigations ofthe State
bereunder, inclnding, without Umitation, the continuance of -paymats. hereunder, are
contingent upon the availability'and contumed a{i^priatipa offui^ affected by any state
or federal legisUtive or cxcci^ve action tfa^ reducesi eliTnihntrj|;pr|otberwise-modijfiea the
appropriation or availability of fimding for'tius.^Agreemem-and: -Scope for .Soyices
provided in EXHD^IT-B, in wbole^or m:pail- Id no .event'shaU'w'Staie' ̂'liable-for any
payments hereunder in excess of the Price Umitation'set forth-in^bloclc i.8. b the even.tof
a reduction or tennlnatioa of appropriated ̂ ds, the St^ sh^ 'Mye the right to wibbdld
payment until such funds become availaNe.and'if withheld' eidia-p^ sb^ have the. right
to reduce or terminate the Services under this Agreement imn^^y.t^n giving.^ other

• party notice of such reduction or tenninatioh. The State, sl^-. ̂  be teqim^-to' tra^jfo
funds fnnn any other account or source to the Accoupl identified'^ bloipk L6 in the event .
funds in that Account are reduced or unav^'able.'

A-4. Provision 5, Contract Price/Price UmitatioDy Payment, Section 5.2, is.ddefed apd rq^taced
with the following:

5.2. The payment-by the State of the contract price shall be the-only and.the cdrnplete
reimbursement to the Contractor for all expenses, of wbatei^-. nature incurred by the
Contractor in the performance hereof, end shall be the only ondi.tha co^lete'compensddon
to tbe Cootroetor for the Services. The State ahall have oo fbtber paynairat'obli'^^nii -to the
Contractor under the terms of this Agreement other than the contract price.

A-5. ProvlsioD 5, Contract Prtee/Prlce Limitation/Payment, .Section 5Jt,'is-deleted in Its entirety.
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A-6. Provision S, Contract Price/Price limitatloo/ Payment, Section S^, is deleted and replaced
with the followiog:

5.5. The State's liability under this Agreement shaU be limited to monetary damages, provided
however, in the absence of payment by the State, Contractor may cease performing the
Services. The Contractor agrees that it has an adequate remedy at law for any breach of this
agreement by the State and hereby waives any right to specific perfoonance or equitable
remedies against the State. Subject to applicable laws and regulaticiia, in no event shal) the
State be lloble for any consequential, special, indirect, incidental, punitive, or exemplary

damages. Notwithstanding the foregoing, nothing hereto contained shall be deemed to
coDsdtute a waiver ofthe soveretgn immunity ofthe State, which immunity is hereby reserved
to the State.

A-7. ProvlsioD 6, Compliance by Contractor with Laws and Regulations/Equal Employment
Opportunity, Section 6 J, Is deleted and replaced vrith the following:

63. Upon not less thm 30 days writtoi notice, during.reguUr business hours and upon terms
acceptable to both parties, the. CoimnctDrin^.pennjt.the State or United Stales access to any
of the Contractor's books, records and 'occounts for the purpose of asceitaimng compliance
ugth^l^ rules, regulations and orders, and the covenants, terms and conditions of this
Agreement

A-S. Provision 7, Personnel, b deleted and rqda^Wh^thefoIlowiDg:

7.1 The Contractor shall at its own expense provide aIlj>eraonnel necessary to perform Ae Services.
The Contractor wajrahts tbat aD;persdimei''agB^(;] in.tbe Services shall'be qualified to
perfonn the Services.

12 Deleted in its eotu^.
73 The Contracting- Officer spwffied in block 1.9, or his or her succ^or, shall be the State's

representative. In the event of any dispute .coscemiiig the intaprihatioa of this Agreement,
the ContractiDg Officer's decision, on bd^lf ofthe Stete only, shall be final for the State but
not final for the Coniiactor.

A'9. Provision 8, Event of Default/Remedies, SMtion;8,2, Is deleted and replac^ witb.the
following:

83 Any and all disputes arismg.out-of, or ielatipg.to this Agreement and its foraadon, shall be
resolved in the following manner, (he Party, raisidig.the (hsputo ^all provide' a written
description of the deteils.of d>e'di^?Ute, and two (2) or more sugge^ed;wny8 of resolving the
same, acceptable to such Party; to the other Party (a ̂Dispute Konce'O- Within fifteen (IS)
days of receipt of a Dispute Notice, the other Party shall respond to the Party seoding the
Dispute Notice in writing describing any addidonal or disputed facts or conchisions in the
Dispute Notice, and proposmg two (2) or more suggested ways to resolve the dispute
acceptable to the R^ponding .Party (a "Response Notice")- £ach of (he CEO of CPI and (he
equivalent aothorized person employ^ by. the shall receive copies ofthe Dispute Notice

Paeol^ofSO
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and the Response Notice do Uter than fifteeD (15) days after receipt of the Dispute Notice (the
"Nodce Date")- Within ten (lO)'d&ys of the Notice Date the CEO of C?I and the State shail

rneet in person or by video conference and make a good faith eftbrt to arrive at a "Mediated

Resuir,

The Party Represcstativea may agree to continue their meetiDgs from time to time for a period
not to exceed thirty (30) days and if at the end of such period the Parties have not agreed to a
Mediated Resolution, then the Party may terminate this Agreenoeot. effMtive two (2) calendar
days after pving the Contractor notice of termination.

A-10. ProvlsioD 9, Termination, is deleted and replaced with Che following:

9. TERMINATrON

9.1 Notwithstanding paragraph 8 and any other (eiminadoo language in this Agreement,
following one year after the eSecdve date of the contract, the State, at its sole discretion, and
with written nodce, may terminate the Agreement for its sole convenience, in whole or in
part The State will pay the cost of all Services and Deliverables for Vi^ch Acceptance has
bfCT given by the State, provided through the date of terminadon up to the contract price
limitation identified in block 1.8. Upon mutual agreement of the parties, CPl may agree to

the State in wind down. The State shall pay for uy reasonable wind down s^ces as
necessary during a period of thirty (30) days,' not to exceed the amount of the contract. The
Contiacccr not be prid for any work performed or costs incurred which reasonably could
have been avoided

9.2 Teaninadon Procedure ,

9.2.1 Reserved

9.2.2 After receipt of a nodce of terminadoo, and excqrt as otherwise directed by the State,
. Contractor shall:

a. Immediately stop all work hexeunder and shall immediately cause any.and all of its
-  snpplieis .and snbcontractbn to cease Services;

b. Pron^tly, but in do event longer than ten (10) days.after teiminadop, terminate.its
orders and subcontracts related to the work which has ben lenninated, and settle all
outstanding liabilities and all claims arising out of such tennination of orders end
snbcootiacts, with the approval or ratiilcadcn of the State to the extent lequlrcd, which
approval or ratification.shall be final for the purpose of this Section;

c. Take such action as required under applicable federal security laws, or as occwary to
preserve ""ri protect the property related to the Contract which is-in the possession of

. Contractor-ottd in whicb'tbe.State has an interest;

/
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d. Take no action to iotentionally erase any Slate data until directed by the State, arid only
aAcr the Stale has provided Cootractor with a reasonable amount of time to erase such
State data;

e. Implement an orderly return of State data is a CSV or another mutually agreeable
format at a time agreed to by the parties; .

g. Securely dispose/destroy of all requested data in all of its forms, such as disk, CD /
DVO, backup tape and paper, when requested by die State. Data shall be permanently
deleted and shall not be recoverable, according to National Institute of Standards and

<  Technology (NIST)-SpeciaI Publication (SP) 800-S8 a^^uoved methods. Ceiti£cates
of destruction shall be provided to the State; and

b. Provide written Certificatioo to the State that Contractor has sunendered to the State
all soid property and aAer 180 days has erased all State data.

9.2.3 This covenant in paragraph 9 sbaJl survive the ternunadon of this Contract.

A-11. Provisioo 10, Termination, Section lO.li is deleted and rqilaccd with the following:

10.1. As used in (his Agreement, the word "data" shaQ mean all mfoimation input by the State into
Contractor's proprietary sofiware. The State acknowledges that the Licensed Software
and related documentation, inchiding, without limitatiox^ any and all.updates, modification^
al lerations or similar work performed by Contractora pqrsuant to the terms of this Agreement
ore only available for use by the State pursuant to the terms of this Agreemmt and that
nothing pcrfonncd by CPI is "Work for Hire" nor does it constitute prop^ ofthe State;

A-12. Dfita/Access/ConiMutiality/PreservatiqD, is up^ted ]^th the following addition:

10.4 In perform^ its obligations under this Agreement, Contraclor may g^ -access to
* Cc^denti^ Infoimation. The Cootractor ^hall not ,na the/Confito^. Mortnation
developed or obtained during the performance of, or acquired, or developed by rason oftl»
Agrccracnl, cxcqrl as directly connected to and necessary, for the- pcifbimaoce of ibe
Agreement Contractor shall the confidim'tiality. of and piot^ firom unautiiorized
use, disclosure, publicatioQ, and reproduction (collectively "release"), all Confidential
Information.

10.4.1. In the event of the unauthorized rclcoso of Confideiitial lofonnation,-. the party wth
knowledge of the release sh^l immediately. not^ the-Statc's Iiifon^tioii S.ec^^ .Officer,
or Ciootrector's Security OfEcer, and both partiiss agree to cooperate witfi e^h qther. in-the
iovestigatioa, remediation, and preventioo ofsuch release.

10J Subject to applicable federal or State laws and regulations, Confidqitia] Infoimation shall
not include infoimatioo which:

a. chaii hav«> nthffrunsft hecomft pubUclv a>^able othcf than as a result of disdo^ by
(be receiving Party in breach hereof;'
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b. was disclosed (o the receiving Party on a nos-confidential basis from a source other
than the disclosing Party, which the receiving Party believes is not prohibited from
disclosing such information as a result of an obligatioii in favor of the disclosing Party;

c. is developed by the receiving Party independently of, or was known by the receiving
Party prior to, any disclosure of such information made by the disclosing Party,
provide however, any confrdentia] information made known to either Party pursiiant
to the current on-premises contract the parties are engaged in shall remain Confidential
Informaticn; subject to RSA 91-A

d. is disclosed with the written consent of the disclosing Party.

10.6 Upon reasonable notice to a disclosing party, a receiving Party may disclose certain
disclosing par^ infonnatioo to the extent required by an order of a court of competent
jurisdiction. The disclosing party shall immediately notify the non-disclosing party if any
request, subpoena or other legal process is served upon the disclosing party regordijig the
Confidential Information, and the party receiving the request shall cooperate with the other
party in any effort tbe r non-rccehnng party of the request undertakes to contest the request,
subpoena or other legal process, at no addition^ cost to the receiving party of the request.

10.7 Contractor Confidential Infortnation. Contra^or shall clearly identify or mark In writing all
informarion it claims to be confidential or jfrpprieta^ upon providing such information to
the State. For the purposes of complying with its legal obligatipos, the State may notify the
Contractor that it does not accept the Contractor's designation of material as confidential and
give the Contractor reasonable notice and opportunity to undertake legal process to prohibit
,or enjoin the release of the infoimadon. Contractor acknowledges that tbe State is subject to
State and federal laws governing diKlosure of infoniiation including, but not limited to, RSA
Chapter 91-A. In the event the State receives a request for the ihfpnnatlon identified by
Contractor as confidential, (he State shall notify Contractor and spedfy the date the State will
be releasing the requested informatioo. At the lie^^ of tbe ̂ ntrt^r, the State shall
cooperate and assist the Contnictor with the pollection and review of Cqutractor's
infoimatioD, at no additionai expense to the State, including tbe potehtia] redaction ofcertain
proprietary, tia^ secret, or Go^deiitial^Infbrrnation contained m any response to request
Any effort to prbhibit or enjoin .the release of the infohnation shall be Contractor's sole
responsibility and at Contractor's sole expense. If Contract friils to obtain a court order
enjoining the disclosure, the State released mformatico pn the date specified in the
State's notice to Contractor, without any liability, b the State.

10.8 This covenant in paragraph 10 shall survive tbe tenninatidD of this Cpnfract.

A-13. Provtslon, 12, Asslgnment/Delegatlon/Sabcontracts Sectlop 12.1, Is deleted, and rqilaeed
with tbe following: ^
12.1 Tbe Cootmctor shnii- not assi^, or otherwise transfer any interest in this Agreement without

the prior written notice, which shaU beproylibd-to'.thc.Stolc'at lea^-!^eo (15) days prior.to
the assignment, and a written-coosent of lhe-State,-.wbr^-.shalJjiot-;bc'UnreasoQably with^ld
or delayed. For purposes of this p^graph, a Oj^ge of Contrpl-sha]] constitute a^^iment
"Change of Control" means (a) merger, con^Hdatioo, or a tmnsacHoo or series of related
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transactioiis in which a third party, together with its affiliates, becomes the direct or indirect
owner of fifty percent (S0%) or more of the voting shares or similar equity interests, or
combmed voting power of the Contractor, or (b) the sale of all or substantially all of the assets
of the Contractor.

A-14. Provision 13, IndemnUlcation is deleted and replaced with Ibe following:

13. INDEMNIFICATION. Each party shall be respouiblc for their own negligent acts or
omissions, or those of their authorized employeesi officers, and agents wbiie engaged in the
perfonDBDce of the obligations under this Agreement, and neither Party shall have any liability

whatsoever for any negligent act or omission of the other Party, its employees, officers, or
agents. Notwithstanding the foregoing, the State may seek a court order panting it Sovereign
Immunity; nothing herein contained shall be deemed to constitute a waiver of the sovereign
immunity of the State.

A-15. ProvisioD 16, Notice, b updated with the following odditioo:

16. Any notice, or other communication required or permitted to be given under this
Agreement by a party hereto to the other party shall be in wiitiDg and deemed to have been
duly delivered or gjven at the time of mailing by certified mail,-postage prepaid, or electronic
mail, in a Unit^ States Post Office address to the parties at the addresses given in blocks
1.2 and 1.4, herein. -

A-16. ProvlsloD 24, Entire Agreement, b updated.wilb the foUowingaddition:

24. This Agreemenj;-together with any and all exUbits and attachments thereto iiicluding
Contractor's SaaS License Agreement and Contractor's ;SaaS Maintenance 8l ̂ pport.
Addendum may be executed in a numba of counterparts, each of wUcb sh^ be deemed'an ■

origioa], constitutes the entire agreement and understanding between the parties, and
supersedes all prior agreements and undeistaodings with respect to the subject matter hereot

A-17. Provirion 18, Choice of Law, b updated with the following addition:

Notwithstandipg Secticn lS Cbqice of Law, as to whether uy Contractor ipfcrmafion is
confidential, propriety, or a trade secret shaU be dctcnpim^ by lUkois law.

A-1 The following Provi^ns are added.and made pmt .of the F37:

25. FORCE MAmJRE ,

2S.I Neithar Cootractor oor the State shall be responsible for delays or failures in perfOTiDflnce

resulting from events beyond the control of such Faf^ and without ftult oc negligence of
such Party. Such events shall tnciude, but not be limited to. acts of God, strikes, lock oiib,
riots, and acts ofWar, terrorism, pandemic, q>idemics, civil unrest, acts of Government, fire,

power failures,, ni^ear accidents, earthquakes, wd unusually severe weather, inabili^ to

Page 16 of 80 , ̂

Contractor Initials:

Date: 5-30-23



STATE OF NEW HAMPSHIRE

DepartnieDC of Safety

Hosted State Message Platform System
DolT 2023-067

EXHIBIT A - SPECIAL PROVISIONS

reasonably obtain supplies (including any and all utLlities) or matenal or labor or any other

cause beyond the reasonable control of both parties.

26. EXHIBrrS/ATTACHMENTS

The Exhibits and Attachments refeired to in and attached to the ContrBct are incorporated by
reference as if fully included in the text of the Contract, in eccordanca with the order of
precedence outlined in Exhibit A, paragraph 29.

27. NON-EXCLUSrVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide
Doncompetitive services or create any nortccmpetitive deliverables ireither of which
shall use or have access to Contractor's system. Software proprietaiy, confideDtial,
or trade secret infonnatioD , identified under this Agreement

28. GOVERNMENT APPROVALS

Cootractor shall retain ^1 necessary and applicable legul^tory or other governmental
approvals necessary to perform its obligations under the Contract

29. ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any .of ite. text , ̂thin'this-agre^ent, the
foilowiog Order of Precedence shall govern: ' . ' .

State of New Hampshire; -Department of Infonnsticn -.Technology Contrect
AgrccmentDoIT 2023^7, P-3T through OExbTjitiB'i.-Aitaciim^^ .
Additional Contractor Provided Documents, Exhibit B, Attachment .5 through
Exhibit B, Attachment 9. (see Exhibit G.2)

Contractor Certificates .(see Exhibit 0.3)

Remainder of this page intentionally left blank
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EXHIBIT B - SCOPE OF WORK - BUSDVESS AND TECHNICAL REQUIREMENTS

Exhibit B- BosioessandTechnJcalReqDlreooeDtsandDcUverablcs

The Contractor shall provide Business and Technical Requirements, and Deliverables as set forth
in this Exhibit B and pursuant to a mutually agreed upon Statement of WorkaRer the discovery
phase.

B-1. Overview

The Contractor shall support the cuireot environment, and convert and host a criminal justice State
Message Platform (SMP) System, here in referred to as the System, to support New Hampshire's
mission critical criminal jiistice information service (CJIS) messaging applicatioos, previously
refored to as the State Police Online Telecomxmmicaticns System (SPOTS). The Cootractor shall
provide the state a license to use its software pursuant to the terms agreed upon by parties through
this contract

The Contractor shall maintain all current system functionality untirwhich time the new system is
appropriately implemented as indicated-in this Exhibit B

The Contractor ertsure the System complies to all the provisions set forth in this Exhibit B
including the requirements and deliverables defined herein.

B-2. Hosted State Message Platform Conversion - Phase I '

The Cootractor shall migrate all existing OpcnFox® features and functionality fiom the oo-prem
system to the fully hosted SaaS Environment in CPFa Data Center located in l^lingbrook. Illinois.
The Contractor to the best of its ability based'upon w^t (^otractor controls shall ensure that
existing on premise capabilities do'npt es^erience unplazmed op^tional intemiptions until-
the System has successfully' completed-te^ng-and received State Accept^e of production
deploymenL At a minimum, the Contractor slall:

1. Build, test, and deploy a faigl;i availability virtuaUzed System in the Contractor's SaaS
Environment to support'.ail! State reqmrements dpcumciited'and:cputnally agreed to in the
Contractor's Statement of Work.

2. Transfer and convert all .Op^ox data, soflwme, and configurations fiom the current State
on-premises system-to the System mthe SaaSEnviroTunent

3. Provide three operational cnvijonma^ s^)poitiDg I) System ̂ egiation Test (SIT), 2)
User Accq)tance Test,^AT),, and 3) .production deployment

4. Configure one (-1) IPSec Site-to^ite Vi^al Wvate Network (*.*VPN^ tunnel connection
from the SaaS Environment to the iState's peer device(s) (e.g. firewalls, routers). The SoaS
Environment is supported' by redundant Contractor ̂ walls each with redundant power
supplies and redundant Internet Service I^vidm (ISP) within the boundaries of the SaaS
Enviioamcnt.

5. Provide up to tweoQ'-four (24) horirs of consultation to the State in order to define and
document the network.cooirectr^ty details-betSyeen the SaaS Environment and the State
hetwoik and associated oper^onal end points.
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EXHIBIT B - SCOPE OF WORK - BUSfNESS AND TECHNICAL REQUIREME^n^S

6. Establish application interface conneciivicy from the System to all existing State exlerDal
systems through (he VPN tunnel for test and validation of the converted System prior to
production launch.

7. Test and validate prior to productioQ, and pieifonn System mtegratioo testmg to validate that
all existing OpenFox functionality and- Contractor-accessible operational interfaces
associated with the State's current on-premise system as indicated in Section B 9.2.2. Table
4, In Scope Interfaces.

8. Upot) State acknowledgement approval of successful User Acceptance Testing, deploy the
v^dated System into production.

B-2.1. Open Fox^NextGen Archive

The Contractor shall mic^te the existing OpenFox Archive version 2 to the OpenFox NcxtGco

Archive qrplicatioo. The Contractor shall install aod configure the OpenFox NmttOeo Archive
Product m the Contract's SaaS enviroomeot in order to store no more than seven (7) yeius of State

transaction data. Additionally, the Contractor shall migrate the existing OpenFox Archive v2 data
from the current Production database to the new OpenFox NextGen Ar^ve database.

B-2J2. Natfonal Law Enforcement Telecommunications System (Nlets) XML lalerface

Nlets has chosen extensible Markup Language ("XML") as the standard for interstate sharing of
The purpose of this project is to update the State's Nlets interface to-dte currently available

Nlets XML standards. This project will bring the State closer to compliance.with the Nleta mandate
to sun^ legacy, non-stand^ dot delimited text formats (herein referred to. as "legacy format").
rfrrnging thfl Customcr to frill compliance with the Nlets mandate is depudent on the in-state

repositories or en<^ints and may require additional work from CPl, the Custqrher, end/or third-
parties and is outside the scope of this project The Contractor shall convert all Nlets conformant
transactions to the Nalional lnfonnation Exchange Model (KEEM) TAfL.schemas. provided by Nlets
except where noted in the Contractors Statement' of Work and the Site Attalj^is Rej^rt, which is a
deliverable of this project

The Contractor shall provide the solution as a standardized OpenFox*. Message Switch,
Confrgurator, and Operator Aid upgrade package, and shall perform.a site anilysis tb determine any
non-standard or custom processing, cuirently implemented in the State.

Bi2J. OpenFox* NextGen HotfDes Application

The Contractor shall migrate the existing OpenFox Hotfiles System to. the ocw.Opi^oxNextGen
Hotfiles System, including, but not limited to, current workflows, NCIC Synchronizatioii, ud
standardized reporting. The Contractor shall install and confrgure the OpenFox NextGen Hotilles
Product in the Contract's SaaS environment and migrate the existing OpenFox Hotfiles data from
(be current Production database to the new OpenFox NextGen Hotfiles database. The Contractor
»hn\l configure the OpenFox* NextGen NextGen Hotfiles application to support all currently
configured NCIC 2000 transactions and record types, including Entry, Modify, Query, Cancel, Clear
and Locate capabilities. Capabilities Include but are not limited to:
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•  Workflow and NCIC Synchronization

• flexible Response Formats

• Record reteodon and purges

■ • Backup ud Restore as defioed Id Exhibit B 11.2.4.

• Reporting

XML Support excluding N3G Interface, NCIC XML transactioQ processing, m XML transactioD
processing, and NICS XML tnmsactiOQ processing.

B-2.4. OpenFoz* NextGcn Online Validation A'pplicatloo

The Contractor shall provide the OpenFox* NextGen Online Validation system application that
shall support monthly validations of NCIC data received from bw enforcement agencies. The
Contractor shall update the current manual validation system by providing a secure^ encrypted
commxmicalioD pathway through the system and download the NCIC file to the server, Ihco execute
a script which will load the validation database with records from the NCIC file.

The Contractor shall ensure an automatic initiation of the activity via a file download ̂  utilize it
for the validation transaction processing and reporting.

B-3. Hosted State Message Platform-Phase n

Post conversion of the System to the' SaaS EovTipomenii the deliverable outlined twlpw. shall be
-  initiated solely upon request of the State, and subj^ to the.approvalof^e.OovCTnbf and^ecutive
Cotincil. If requested by the State and approved by the Govcrnpr.ahd-^.ecutiyc Counsel These
deliverables shall be provided-at the .cost rate indicated in Exhibit C, Section C-l6 Table 10.
Accordingly, the Contractor shall develop, configure, test, dq}loy, and maint^i.the following new
products, systems, and functionality:

1. External System interfaces
a. Kational Criminal Infonnatioo Center (NCIQ'XML Interface.
b. Interstate Identiiicetion Index (lU) XML Interface
c. National Instant Criminal Background Check (NICS)'XML Inier&ce

2. Disaster Recovery System project located at the Nlcts facility.
3. Query Criminal History Log (QCHL) Reports project
4. MRI Numbers to Spill Messages project
5. Contact Person Noli fication Program project

B-4. Compliance Requirements

The Contractor represents, warrants, covenants, and agrees thai, at a mTnirmrni at all times, the
System shall comply with the provisions of this section.

fr-4.1. Criminal Justice InforroatioD Services (''CJIS'*) CompUanee
\  ■

The Contractor shall fully comply with FBI Criminal Justice Information Sciyicea ("CJIS^O Security
Policies and any future updates, revisions and/or replacements.

PAgoOOofSO . •> ^
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EXHIBIT B - SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS

(a) ens Compliaot SaaS Envtroament

fie bested and malDlaiaed by (be CootrBCtor in a CJIS compliant, secure SaaS Environment,
providing all necessary hardware, software, System and database administration and internet
bandwidth to manage the applicatioo, including all test, and production environments in tbe
System: The SaaS Environment shall comply with the hosted solutions policy set forth in
Exhibit B Attachment 1, Hosted Solution Policy.

(i) In the event that tbe Contractor and/or tbe State is tnade aware that the vdlized SaaS
Enviromnent fails to fiilly comply with the CJIS requirements, tbe Contractor will
wcilc with tbe State to remediate defined issues/items which may include migrating
to another CJIS compliant SaaS Enviromnent

(ii) If CJIS compliance in a SaaS Environment is attained through tbe use of CJI
encryption, the Contractor and the State shall be the oidy eociyption key holders.

(iii) The Contractor shall not migrate to another SaaS EDvirotunent without the
knowledge and express written consent of the State..

(b) CnS^urity Policy

The Contractor hereby represents Md.warrants that:

(i) the Contractor has reviewed and is knowledgeable about, and experienced addressing.
CJIS Security Policies, and

(ii) the Contractor and tbe SaaS Environmcn.t will- comply with all of the sccuriQr
protocol, data security and other policies wd prociedures set forth in the'most recent
applicable version of the CJIS Security Policy ihcluding thc currmt incorporated
CJIS Security Addendum att^ed herein as Ei^bit B Attachment^ ahd any future
updates, revisions and/or replacements.

(iii) the Contractor and the System shall, remain compliant with tbe most recent-applicable
version of the CJIS Security Policy, and with future CJIS versions^ as CJIS may be
uj^ed from time to tirne. Tbe Contractor shall, on an annual basis, certify in such
form as the State may reasonably request that the Contractor and the Systtei are
compliant with then current CJIS version. In the event that the Sl^e notifies the
Contractpr that the System is any way non-compUant with CJIS, then the Contractor

immediately utilize diligent, contiDued efforts to modify the System so that it
becomes and remains ̂ S compliant

(c) Audit

The Stale may, during the term of the Agreement, audit (or engage a third party to audit) the
Contractor ahd the System to ensure tiiat the SaaS EnvironmeDt is compliant with the current
CJIS Security Policy. Such an audit may include the analysis of records bchiding but not
limitedito record keeping, discussions with the Cpntiactor's mployees and subcontractors,
and tcaling of tbe System. The Contractor shall promptly provide to the Slate information
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requested by the Slate in connection with the audit and otherwise cooperate with the State
regarding such audit

In the event that the audit shows that the Contractor or the SaaS EnvironmcDt is not

(i) In full compliance with any CJIS policy, protocol or procedure, then the CoDtractor
shall pTompily tiike such action as is neccssaiy to attain CJIS compliance and upon
achieviog.compljance, ceitiiy in writiDg to the State that it has dooe so, and

(ii) In the unlikely event tb^ the Cootnctor and/or the State ia made aware that the SaaS
Environment fails to comply with the CJIS requirements, through a CJIS or Klets
audit, the Contnctor shall have a reasonable amount of time to curt consisteat with
CJIS and Niels standards. The Contractor will work with the State to remediate the
situation, and, if necessary, may migrate to another CJIS compliant Hosted
Enviromnent. The Contnctor will oot migrate to another Host^ Eovironnient
without the knowledge aad consent of the Stete.

(d) Reference and Bftckground Cheeks

(i) Per the enforced CJIS Security Policy CSP Section 5.12,1, Persqimel Screening
■RequircraCDts for Individuals Requiring Unescorted Access to Unencrypted Qriminal
Justice Infonnatioo (CJI)> State shall conduct qimioal' background checks of the
Contractor's employees whobpld access to CJldata. If a record of any kind exists,
access to CJI data shall not be gnmtcd.until the Slate CJIS Systems Officer (GSO) or
bia^er designee reviews the matter to detennine if access is appropriate.

(ii) The Contractor shall promote and maintain an awareness of the importance of
securing the State's information among the Contractor's employees, agents, and sub
contractors. The Contractor roust ensure that the Cpotiactor's employees, agents, and"
subcontractors comply with CJIS Policy, as de^ed in-.Section B-4 of this Exhibit

(iii) The Slate may, atits wlc aqpcnsc, conduct CJIS reference and.back^tpid sCTCcning
of the Contractor's Project Manager, the Contractor's Key P^jeci Staff;-arid all other
Contractor staff; as well as all employees of any.subcontiacior; The State shaU-
maintain the confidentiality of CJIS background screimmg r^ in accordance with
the General Terms and Condition Form, P-37. paragraphs 3.1 (as may bo modified
in Exhibit A) and this Exhibit.

B-dO. New Hampshire Stat^deSecarity Compliance
The Contractor shall fulfill the State security requiitmenls listed, in to ^tipn B-4.2.

1. Adherence to requireo^ts. set. forth in Statewide Information Security Manua]; New-
Hampshire Statewide Infonnatioo Securitv Manual-fnb.gdv) upon conyereion to SoaS.

2. Complete and submit the State Vendor Risk Assfessment Rtpqi^ sce-.Exhibit B, Attachment.
3, and the Systcxru and Organization Controls 2 (S0C2) report in the timefiraine as indicated
in Table 2, SaaS Conversion Project Deliverables and'Timing.
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-3. 'Subraiiuion of;vulnerability scans:and rcmcdiaiioa actions.takcn based on assbciaicd.rcsulb
as dMcnbcd in Sectioo B-ip.9.1..

4-. .Penctnitibn tc^ng result inclii^g" lem.qdikddn, ̂  taken..based" oq associated,
results; see'SeclioD B-10.9S2-.

'B>5. Actin(ies> Deliverables,-orMQestODCS

The Co'Qtractor.shqil;cMduct;A^^^^ cAtate-.tbcidcUy {m.dctoplcic
Tablci-l-; ActiViUtsj Dcliv.crablcsi'.or-Mnesrqh«HPhasc;i:Pr6jects

Tor. all Phase, 1, projects (i.e; tSaaS. Conv^iq^ Opatfdx^- NjextGcn' Arc^ykj. .XML-.
.interface,.ppcn^ox®yahditionsranii;C)ipcnF65^:Ncx.t6ca:Hbtfi,les)./'ifqitrvid"^
T.rojcct SO.>W:and;agjrwd Iq b^ ihe State.-

Table;/; .Activities, Dq.Hvcrk.Wes, or'j^i^tpn^

:PIiANNING^Ahn);.P.RpJECT-.h^A'^^
'  '■ CdnducX,Projccl:10ckdII,Mce. .. ■ • ' ;  " iNoa-WrittCT

■ 1 '■ 'DcbvcrPbMp.IW.ork.Plan' " . . . > •' IWniicB •• ■ . •'

'  -3." i Gonduct'.Requirc.incnti:j^ilysts:i>iid;Dcliy^:^Ji^w§|^|^ -^.pp-Spftwaj^/W

■  -'4 ■: ;Pel|ycry/add.Ac'ccp.tM.ceb^ Wriitco"

'  ̂Uver..Communjc8dqDS;find;^ahgc.-^^g^^.^^' , . Writich:

•' 16;: ;DclivcrSyrtem;IntciTocc,PI4ri;Md;liaig^i^ - ^ • Written-
.  -

- n. ■ ;:DcUv,w'D«tatonYc'rejqD;Pliin^afi<i']^ • I *. Written.

;8' • .DttUviffTestjngplan " • . ' i .  -Wriucn

;: .9 ■ ''D.cUyCT;IhT^cH9b<|^ ' * !"'v ' • f • ■ Wriitin:

.  lo;- 'I^vidc So/brtreTicaiscsf^^ ! j i' ,, ■ '^'3hcn- . •
'peliver.p6cvjncnttionqfpp£iqtiqn^^^ . > -• WritteD'

••l®3TAeTIVICC.£ES _ ■' . .. _ . "• ' ..
' -iT ;Rcview.^andI^yidc-fte,abwk;tp^6^^^^^ i,- . '■ Written;y..: r ._i

13' ■Scnip;bf Systcm'.Intc^dpn.and'jUscrAcc^^^/Tc^'^ !  ".Wriiira- '

. j.4'; ;■ Insimll Cpniigured andjOpenidoMlSoftwajre Sbftwiirt:

:  .-I S; • .ProvidePdiy.T.esty'PafifConverapaSpftw^
. Contrtciarsi;I^iecl;SOW'and.dpr4cd'io-bY*tK6.Stald.

• •• . J.SqftvwJ

.T6; '.T«t:In-'B.duDd:"uidipu.tTBp^'dlJc^^^ •'Spft'Wwti"" '

•  17; ,;G.on'duc).TramiWg.qf-U%-Acccpt^«^^
; Gbhtnetort'-PrdiccVsOW an^ • ' ■

'■f''.", Noh^df^are"'

■18 • CdQduct'DiBiGonvdTsiqa^TcB^g'^iCRrdvided.fQr.rmGqntte • ^
SOWiimd aoreed'tb-bvltbcrStt^ . .1^:....-
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1? NpiincaiiOQ of UserAcctp^^TotAutborizflUou' -Written

. ?Q Conduct Traiiiing of Day.in ibe'LifcTesicn; ;ifp'rowdcd'forJn:'Gbotinicior's'
.Proicci SOW and acreed'io bv die Slate-.

■■"Nisti-SofHVaic

■21. Conduct SystCTi PdfonDaDce.(Load/Stress)'arid Sccori^-Testmg Lf.providcd
for ifl Gonimctor's ProicctSOW imd narccd to.bvthc StatC'

."NontSo/hvare

22 Certification of'Srd Purly.PcoTcstjng and AppIicoUon Vulnerability
Scadriina. . ... _ . .

NontSoftwarc

23 TcalfAcccptMM Salt SifpijOflT Wriaen-

• EI^rp^USER^TRAINlNG ■' ;• • - •
•;24 Providc'EddJJierTndipng Matcriab if,Rroylded fw'ifl;03atractpf.-^^

rsdWa^d'"itfi5ib%
.WriUeh/Ndn-Softwarc'

■25 • Conduct Traitii^'orEod Usen, if pro.vided fof in Contniclof'is.'PrDject S.OW
and a'2I*ed'to■br^tB'e•Statc■ifadolictfelc'

"NontSoftware

SYSTEM DEPtOyMENT "
.'26 1 Tn«rtnn'r.n'nfiyii^ Md'Opjaatioa^Softg^^ in'-^n^uctiffl Eiii^ j\ ' " "iSbWyarpV
'27; 'CpQYcHcd.Rala Ixiaded-intp Ptqduc.tiqn^E^

" Contr8ctdftj'1*rbie'ct'SOW.flndiriftn^ lo-bv.'thfeSatc,
;  ■ '^Software'

'2?; Piiiiductioo'EbVutimhcot 'Vdlidation.'b£Instdl)atioo'and'Data:CoovcrsipD$. Nop-Softwire.

.29 ; Cutpvv to Ncw'Sp'l^^ 'Noo-S.pftwarc

.30 ; PtoyidtDbc^iaita.tibnp'fSy Written

i)'. '(Nqtpppuaibic)"; '
'32- ■ StateAc.ccqttuicc\6f;Syistem!fl^^^ • 'T;^pn,^q'ftww

•• OPERATIONS.
0.3'■ ^Opgoing^Hosb^^^ • ' ' . .,'i VNb5:Spfli^^- ' h"'

■ 'H :'Pa6oing:Svp^ji(&.Main "* * jSdftwiua' '

: :35; . Conducf'Projcct-^tiMec.tmg ^ " - • [' ■ Nqn^if^j.re

f- .. -

i'CbDduciiProj^-Ki.ckbfF.Kfc^^ - . . '7ri^ • •

•  Z ! *Dtli^.ffii^.W^'LPl5a ■ ' ...' Written' 730'days;" ■" "t
1  --3-.,-: ;Subniit y<bdof:TUsTc;Ajse^ Wriiiicn .-.j;

. . . • - .
•  ' '?30.i<^y5,'.. [

• A'"- •pcjivef S«ui5/Sy3icm'S;kci6eB6p^ . " ; .  -yjriUCT j." ■'■';3p;daJjV' ••}
■  '5 ■ [DeliverNcKyork-.Gbaogoplah " ' ; , ".^ydajsr

• 6 -DeUvcr Seciirity.PI'an • Written ' . ,

>bge24'of'80:
CoDtraclorlnitials::,
ba'te:;5-3a-ir

• I* ".'J \



STATi£ or NE\y HAlVlTSim^
pcpartmcnt of Safety

Hosted State M^sage Platform System

DolT 2023-067

EXHIBIT B - SCOPE OF WORK - BUSINEi^ AND TECHNICAL REQUIREMENTS
r- 'Subaiii.S0C2 Report Written 60 days/annually

thcruHer

^ additipiaU deUycra.bles:puUin"C(J.inTable-3 stiall-.be initiated sb|cly:upon request oTOicStatc'sobject
to the apprpvfll of the Goyeraor apd ExecuUve GouDcil-.. These deliycrables sball bc.proyided at the co^
rate indiMted' in Exhibit. C;.Ihice'and Payhicrit.Sc^e.dulc, Scctioii .C-l6.

TablcrS. Phase li Activities,DelWer.abies, or IVUestp

activity; deliverable, or .MILESTONE; pELlVERADLE TYPE.

•

•

btilestoncT-
•VW NctWorif-.Tiinnc l.C^nnecUvity •

•Wriniii/Sbftwore: '

1.2' .Miltttonc 2 - Planning &.PrtrcquisitM.W
^^oject'kj,(^:pff mee'Ung-;

Pit>jcci'Plan^iheduje'
•Projed Control v

WHucn ' "1

:  ,i
i
t

I  !

1;3:'

•

■  ' ̂Milestone's -TcstAcc«p6m'ce:S&^
Terfpnn.GPrTciiing!

D,cliyc_f MMgyrttiM
Ni^Mli.on^fUAT-rUA^^

Writtoi/Softwarei

1  ;
t

1.4 btilcsjpnc 4 - Vii.^tjonl^
TdflingPeifo^

Signed UAT-'ad^wlj^gemb^^n cmtomtf-
DR-Xcfi^biifSt^'D^^Mt";.

1  i^'W.ntt^So(^rc. I

r* , '
1

"  ■i,5'.

■ j

'Mi^J.tbnclS-.S^tc'AccepnSM;^^
.Gbii3pl.ete'Depio)^edt^bpbiag:^

■ Wnttcn/Sbftware j

'  • I

• i • 1.6

••• "
, ■ i ■ . .Milcdqne.6T.Pn>jcei:Tr^tioiiiMd;eipsu^^

'Projwtj6|.q^u|A^^
-- '■ '■•Wfiyen':

'2 ' :QGIDL..Re^/b': * ' .. '''

;  ;2a.
t

• Milcstooe Jv? DeU'vcry na'djAcc^^lahccp.fvSd V  "■ ■; ■•Wridcn "

■  '{22

>

:;t 'MilcstbaW-PlaraungiAPrtrequisitK'.Gw^
E^jcct kick-off

'Pfpj«l.PlMYSc.hi^c^^
.Project Control-Log (PGty

''"i •Written-

.  ■'■ .V "« . '

"  ;Milcstphe.T-T«t_AMepta^;St^^
' -.PcrfoniiCCTrjeiing-.

'Del ivw ;^figuratiori .tp'UATi
• Nbtificatiba'.ofyAT-r'iU'A^

■' .•'WnricQ/SQftwart '•
'  * ** • » *
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2.4 Milesiooe 4 - Volidation and UAT Testing
Testing Perfonncd by the customer

Signed UAT acknowiedgemeot from customer

Written/So fWnre

2.5 Milestone 5 - Stole Acceptance of System and PROD
Project Acceptance Form

Writlen/SoAware

2.6 Milestone 6- Project Transidon and Closure Complete
Project Closeout Activities Completed

Written

3 NCIC N3C XML Ceavcrsioo

3.1 Milestone 1 - Delivery and Acceptance of Statement of Work
Analysis Report

Written

3.2 Milestone 2 - Planning & Prerequisites Complete
Project Kick oCfmeetiDg.

Project Plan/Schedule'
Project Control Log (PCL)

Written

3.3 Milestone 3 - Test Acceptaocc State Sign OfT Complete
Perform CP! Testing

Deliver coofrguration to UAT
Notificatian of UAT - UAT to begin

Written/Software

3.4 Milestone 4 - Validation and UAT Testing
TestingPeiformed by the eusmmer

Signed UAT ackndwl^geinent frra customer

Written/Software

3.5 Milestone-5 - State Acc^tan'ce of System and PROD
KCIC Wanted PdrspnXey.Set Promotion Complete

Confrguie and prodsote NCIC Wanted. Person queria and
R'espoostt to PROD

Acceotaoce Form

Software

3.6 Milestone frr.NCIC Wanted Person Set Prbibotidn
Complete.

Configure and promote NCIC Wanted Peisop.qnertts and
Res^nses to PROD

Acceptance Form

Written/Non-S oftwnre

3.7 Milestone 7-Project-Transitioh and Qosure Complete
^ject GIoseoutActivida Complete

Kon-Software

3.8 Mitestone 8-NClC Key Set Configuration Complete
Configure, test and promote NCIC MK£ to PROD

Software

4 mraCXMLCoDvenloa '
"  • ■ 1 '

4.1 Milestone.l - Delivery imd Acc^tknce ofStatemrat of.Work
ni Analysis Report

Written
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Milestone 2 • Planoiog & Prerequisites Complete
Project Kick off meeting

Reject Plan/Schedule
Project ControlLog (PCL)

Scctuity CooTiguradoD Vcriiisd

Wrirtcn

4.3 Milestone 3 - Test Acceptance Stale Sign Off Complete
NodficatioD of User Acceptance Testing

Wriltcn/NoD-Software

4.4 Miiestooe 4 • Validation and UAT Testing

Testing Performed by (be customer
Signed UAT ackaowledgemeot from customer

Wrrtten/Softwaie

4.5 Miiestooe 5 - Slate Acceptance of System and PROD Testing
and approval to coofigure and promote III message keys to

PROD

Project Acceptance Form

Software /

4.6 Project TransitiOD end Closure Complete
Project Closeout Activities Completed

Noo-Softwsro

5 NICS N3G XML Conversion

5.1 Milestone I - Delivery and Acceptance of Statement of Work
NICS XML Analysis Report

Written

5.2 Milmtonc 2 - Flanniog ft Pmequisites Complete
Project Kick off meeting

Project Plao/Schedulc
Project Control Log (P^)

Security Coofiguraiioo Verifi^

Non-Software

53 Miiestooe 3 - Test Acceptance State Si^ Off Complete
- NotiScatioQ of-UAT Testing

.Software

5.4 Milestone 4 - Validadoo and User Accqitance Testing
'TestiDg p^orm^ by stale

Signed UAT Acceptance Fdrm
Written acknowledgement Mm customer

Written approval for contractor to move delivered projc^ to
scope oroduction

Software •

5.5 - Milestone 5 - State Acceptsxce of System and PROD'
Project Acceptance Form

Software

5.6 Milestone 6 - Project Transitico-and Qosure Complete
Project Closeout Acdvrties Completed

Noo-SoMw

6 Contact Person Notlllcatlon

6.1 Mdestone 1 - Delivery and Acceptance of Statsment of Work ' Written
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6.2 Milestone 2 - Planaiog & Prerequisites Complete
Project Kick off meeting

Project Plan/Schedule
Project Control Log(P(X)

Writlcn/Sofhvare'

6.2 Milestone 3 - Test Acceptance Slate Sign Off Complete
NoHGcatioo of UAT Testing

Software

6.4 Milestone 4 • Validation and UAT Testing
Testing Perfonned by (he customer

Signed DAT acknowledgemeat from custoroer

Writxeo/Software

6.5 Milestone 5 - State Acceptance of System and PROD
Project Acceptance Form

Wrioen/Software

6.6 Milestone 6 - Project Trensitton and Qosurt Complete
Project Closeout Activities Completed

1

Noi>-Software

B-6 Deliverable Review and Acceptaace

B-6.1. Noo-Software and Written Deliverable Review, and Acceptance

For each deliverable or milestooe set forth in Section 6 of the Gontractors SOW; The Contxactor-will
deliver to the State a Delivenble/MilestODe Acceptance Form (tbe *Toim")- The State shaD l^e .ten
(10) business days after each tender of a deliverable^ or the Contractors claim of miltftpne completion
to complete and letum-tfae Form to the Cootzactor. The Sta'te'shall have the ability to r^est an ertonsion
of the deliverable acceptance 85 agreed upon by both parties.

If the Sute .believes.that the Contractor failed to meet the Specificatipiu setifoith.in.S^OD 7.2
Acceptance Criteria, from the Cootractor's SOW, then 'ihe State.sl^l provide the a detailed
description in writing.that explains how tbe milestODeor .ddivnabl.e frils'tb mieet-die Sp;^frcati6ns.dnd
any other reason for rejection (a "Rejcction'O- Iii ̂  cvcnfdf a Rejection, the" Contractor sMJ prra^y
tntf# ̂ eps to remediate any ncn-confonnities described in the Rejecnon'^thm-a mutu^^iagrei^upon'
time period, l^h the.ContractOf'a delivery of a Oi^ the Custbiner shall have, to (10)
thereafrer to accept or reject the Cure via the Form..A Cure proc.cdure. s^ be. repeated iinti];the
deliverable or milestone is accepted.

B-6.2. Software Deliverables Review and AccepUuice

System/Sofhvare Testing and Acceptance be p^oimed as set.forth in the Test Plan and more
particularly described in Acc^tance and Testing Services described in Appendix B-'IO.

B-6J. Nomber of Deliverables

Unless the State otherwise specifically agrees in writings in-no event shall the Contractor certify for
testbg and ddiver to the State more than three (3) Deliverables for review or.^ing at.one timft
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As the State accepts a Delivenble, ao additional Deliverabie may be presented for review but at no
■ time cao the Deliverables exceed three (3) at a time without the authorization of the State.

B-6.4. Cooditioaal and DncooditloDal Acceptance

B-6.5. The State reserves the ri^t to reject the deliverable, in wbolo or in part, within a
reaMoable period of time os explicitly documented in the Work Plan after discovery of
deficieocy in the system, through completion of all Acceptance Testing, inclxuliiig but not
limited to, Software/System Acceptance Testing, and any extensions thereof.

B-6.6. Change Order

The State may make changes, revisions or request enhancements to the Scope of Work at any time
by written Change Order. The State originated changes, revisions or enhancements shall be
approved by tbe Department of loibnaation Technology, Within five (5) business days of
Contractor's receipt of a Change Order, Contractor shall advise the State, in detail, of any impact
on cost (e.g., increase or decrease), the Schedule, and tbe Work Plan.

The Contractor may propose a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, and'the Work Plan. The State shall acknowledge
receipt of Contractor's requested Cl^nge Order within five business days. The State Agency,
as well as the Depaitment of Information Technology, must review and approve all Change Orders
in writing. In instances in which a contract amendipeiit.of this agreement is not required, the State
shall be deemed to have iqected (be Change Order if tte Parties are unable-to reach an agreemotl
in writing within sixty (60) days of receipt of Ae Change Order

Change ordera restdting. in an increase of.Pri.qe Lnmtation, an exteuioo of'time for Contract
completion or a significant:change to the scope of thie.Contract shall require amendment of this
Agreement and e^roval by the Govenior and Council;

A Change Order whidi is accepted and executed by-^th parties, and if applicable approved by
(jovernor and Council, sball amend the terms of this Agreement

B-7. Project Man^emeot

Tbe Contractor shaU pro'vide project tr^kiog tools and templates:to. record and manage issues, risks,
change requests, requirements,-and other documents.used in the management and tracking of the
project. The Contractor sb.all employ effective qomniunicafion and reportiDg strategies to ensure
project success. .The Contractor Key Project Staff shall participate in mee^gs virtually as requested
at the mutual agreement of (be Contractor and the State., in accordance with the requirements and
terms of this contract

Tbe project requires the coordinated efforts of a Project Team consisting of both Contractor and
State personnel. The Contractor shall provide all necessary tesources to perform its obligations
under the Contract. The Stale s^ provide all oecessa^ resources to perform its obligations under
the Contract Tbe State and the Contractor sball be mutuallyje^nsible for providing all ̂ propriate
resources, including third-party.personnel, to manage thiis project'to a succe^ful completioD.
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The Controctor shall coodua criniiDal background checks and ool utilize any staiT, includiog
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminaJ fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to I year is an authorized penalty.

The Contractor istmll be responsible for knowledge transfer between all Contractor project teams for
all deliverables defined in this Project Agreement.

B-7.1. The Contraclor Key Project Staff

B-7.1.1. The Contractor's Contract Manager

The-Contractor shall assign a Contract Managw who will be responsible for all contract
authorization and administration, including but not limited to processing Contract documcnlaiion,
obtaining executive approvals, tracking costs and payments, and representing the parties in oil
Contract administrative activities. Contractor's Contract Manager is:

Marc J. Smith -

(312)523-5020

m!nnith@QDenfox.com

R-7.1 X The Contractor's Project Manager

The Contractor shall assign a Project Mapaga who is qualified to pcrfonn or supervise Ac
Conlrwtor's obligations under this AgreemenL Contractor's Project Manager is;

Steven Gartner

(630)754-8820x157

spartneT@opeDfox.com
The Contractor's selccticn of the Project Manager shall be subject to .tho.prior written approval of
the State. The State's qiproval process may include, without limitation, at the State's discrctio.n,"
review of the proposed Project Manager's resume, quaiificalioas, references, and background
checks, and an interview.

The Contractor's Project Mapagcr must be qualified to perform the obligetions .required .of the
position under the ̂ ntiabt, ahall Have full auAority to make binding decisions under .the Gdntracl, .
and shall function as Contractor's rcpitseptative for all adininistrative and oi^gement ina«OT..
Projecl.Managef must be available to promptly respond during nonhal Busmi^.Hours wittiin.four:
(4) hours of inquiries fiom the State.

j
B-7.1 J. Change of Project Manager

The Contractor shall not replace the Project Manager or change its assignment of PTojcct Managcr-
wilhout providing the Stale written notice and obtaining the prior approval^ of the State of the
replacement Projec.l Manager. State approvals, for replacement of Project Manager shall ool.be
unreasonably withheld. The leplacemenl Project MaMgci is subject to the .same requiremrats and
review as set forth above. The Contractor awign a replacement Project Manager wi^ tw
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(10) business days of the departure of the pncr Project Manager, and the Cootractor shall cootlnue
during the ten (10) business day period to provide competent project management services through
a qualified interim Project Manager.

B-7.1.4. The Contncton Addidooal Key Project Staff

The Contractor shall not change Key Project Staff commitmcDts without providing the State written
notice and obtaioing the prior wrineo approval of the State. State approvals for rcplacemeni of Key
Project Sta^ will not be unreasooably withheld. The rq?lacemeat Key Project Staff shall have
comparable or greater skills than Key Project Staff being replaced

B-7.1^. Termination for Lack of Project Management and Key Project Staff

Notwithstanding any other provisioo of the Contract to the contrary, the State shall have the option
to terminate the Contract, declare Contractor in default and to pursue its remedies at law and in
equity, if Contractor fiuls to assign a Project Manager and/or Key Project Staff meeting the
requirements and terms of the Contract or if the Stale is dissatisfied with Contractor's replacement
of the Project Manager and/or Key Project. Staff.

B*7^. The State Key Project Staff

B-7^1. The State Contract Manager

The State shall assign a Contract Manager who shall fimcdpn as the State's representative with
regard to Contract administiatioa. The State Contract Manager is:

RonR^
rrMthagcr,Department ofSafety (DOS)
ronald.w.reed@doiLnh.gov

B-7^. The State-Project Manager

The State xhall assign a Project Manager. The State's Prpject-M^ger is:.

Obtain Victor G. Muaey
Cbmm^er, Justice Information Bureau
virfnr, miiT7ev@do$.nh.gOV •

The State Project Manager's duties shall include the following:

a. Leading the Prbject;

b. Engaging and managing all Contractors working on the. Project; -

c. Managing significant-issues and risks;

d Reviewing and accepting Contract Deliverables;

e. Invoice sign«offs; _
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f. Review and approval of Chaoge Ordeis;

g. Managing stakeholders' concerns.

B-7.2.3. Rigbt to Remove lodividnals

The State shall have the light at any lime to request the Coatractor remove from intcroctioQ with the
State aoy representative wbo.the State has detemuned, and shown proof of, performance or actions
that have resulted inadetenoeot to the working relationsbip and delivery of the services set forth in
this agreement between the Contractor and the State. The State shall provide the Coatractor with
notice of its determination, and the reasons it requests the removal. If the State signifies that a
potential security violation exists with respect to the request, the Contractor shall immediately
remove such individual. The Contractor shall not assign the person to any aspect of the contract or
fhture work orders without the State's consent ^

B-8. ImplemeDtation Services

B-8.1. Project Management Meeting and Reports

The Contractor Key Project Staffshall participate in meetings as needed and eX the mutual judgment
of the Contractor's and State's Project Manager, in accordance with the requirements and terms of
this Contract The roeeting(8) shall be conducted virtually, unless mutually agreed otherwise. Unless
otherwise agreed to by the. State, the Contractor shall i»epare agendas and background for and
minutes of meetings. At minimum, background for each meeting must include an updated Work
Plan. Drafting of formal project-relamdpres.entations, such as a prescDtatidp'fcrtheJdckoffmeeting,
shall also be the Contractor's responsibility.

a. Introductory Me>e^g: P^.dpants sb^l include the Contr^or's Key Proj^ Staff and
State-Project- lead^ froni both DOS and the Department ofInformatiQn T^tmology.. this
meeting will enablie leaders to become acquainted and e^blish an/prelimmary Project
procedures.

b. KickoffMeeting; Parti.cipants shall include the State md the Contr^or's Project Team and
major stakcholdm. This meetiog is to a sound foundatibn for activities that will
follow.

c. Status Meetings: Pailicipants shall include, at the minimum, the Contractor's Project
Manager and the State litject Manager. These meetings shall be conduced at least bi
weekly and address overall Project status and any additional topics needed to remain oh
scbedde and within budget The status and error report from the Contractor shall serve'as
the basis for discussion.

d. The Worit Plan: Woric .Plan must be reviewed at each Status Meeting and updated, at
mintiniiTTi, qq a bi-weeldy basis, in accordance with the (^ntraioL

e. Special Meetings: Need may arise for a special n>eeting with State leaders or Project
stakeholders to address, specific issues.

Po^o 32 of 60 ^
Contractor Initials:

Date: 5-30-23



STATE OF NEW HAMPSHIRE

'  DepaiimcDt of Safety
Hosted State Message Platform System

DoIT 2023-067

EXHrorr b - scope of work - business and technical requirements

f. Quaitcrly Executive Status Meetings; Participants isbaJl include Coot?ctoi3 senior
executives. This meeting is to provide executive level status updates on key project
milestones and to provide iosigbt on milestones to be achieved in die next quarter.

g. Post Go Live Meeting: Participants shall include project leaders from the Contractor and
the State. DIscussIod shall focus on lessons learned from the project and on follow up

, options that ibe State may wish to consider.

B-S.l.l.Reports

The Contractor Project Manager or Key Project Staff shall submit monthly status reports in
accordance with tbe schedule and terms of this ContracL All status reports shall be prepared in

foimats approved by the State. Tbe Contractor's Project Manager shah assist tbe State's Project
Manager, or itself produce reports related to Project Management as reasonably req>iested by tbe
State, all at no additional cost to the State. Tbe Contractor shall produce Project status reports, which
shall contain, at a minimum, tbe following;

0. Project status related to die Work Plan;

b. Deliverable status;

c. Accomplishments during weeks being report^

d. Planned activities for the upcoming two (2) week period;

e. Risk Assessment;

f. Future activities; and

g. Report and remedies in case offalling.behind the Scb^ule.

As requested by the State, the. Contractor-shall provide-tbe State-with -inforii^OD or rqiorts
regarding the Project. The Contractor shall prepare sped.al rqi^ rnd prt^tadpnis, relating to
Project Management, and shall assist the State in preparing proje^-jelated r^i^-ud presentations,
as requested by tbe State, oh at no additional cost to.the State.

B-8.U. Work Hours During Implementation

During the Implementatioo period, the Confractor's peisoimel shall woik:beOwe^'8-:0p<aih
pm Central Time, eight (8) hour days, forty (40) hour week^ cxduding Confr:actqr and Fcdieral
holidays. Cbanges-to this schedule may be made upon agreement with the State Project Maiugef.

Implementntioo Strategy

B-7.2.1. Key Components

The Contractor shall employ an tndustry-staodard implementadon .$ixategy.ln;^xordance with the
Work Plan.

The Contractor and the State yh«ii adopt a change iDaoageqieot app^cb tq-idex}tify and plan-key
Strategies and communication initiatives.
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The Contraclor's team shall provide tniiniiig templates as deOned in the Training Plan, which will
be customized to address the Slate's specific requirements. Decisions regarding format, content,
style, and presentatioa shall be made early on in the process, by the State, providing sufficient time

for development of material as functionality is defined and configured.

Tbe Contractor shall manage project execution and provide the tools needed to create and manage
the Project's Woilc Plan and tasks, manage and schedule project stafi", track and manage issues,
manage changiog requirements, maintain comnnmicatioD within tbe project team, and rqmrt status.

B-B.2.2. Tlmdina

The timeline is set forth in the Work Plan resource. During the initial planning period the work
shall be established for the preliminary training plan, die change managemeot plan, comimmication
approaches, fmalization of project standards and procedures, and initiation of team trainiog. Timing
shall be structured to recognize interdQieDdencies between applications and structure a cost
elective and timely execution. Processes shall be documented, training established, and the
application shall be ready for.lmplemenlation in-accordance with the Work Plan.

B-8.2.3. Change Management

Tbe Contractor shall provide sy^em qivnopmcqts includipg System integration Test, DAT
environment and production environrnent The. Conuiicldr shall promote changes from its
Development eoviroiuneot to tbe UAT environmept upqn approval to do so.by the Slate. Once the
State completed its UAT and au^pri^.tbc Contractor to move the changes to.producttOQ, thc
Contractor shkl copy the current pro^.^bh.eQyirpmnest to tbe SIT eovironinent end apply the
changes. Once the Contractor and Ae!State;c6cbpI,em their final validalioii of the changes, the
Contractor shall apply the changes to.prbductidd 'atitbe mutually agreed to date apd time.

B-8.2.4. System Environment

During the Implementafion period, the Contractor shall provide all required system environments
which shall include environments needed for Development and Integration Testing. .The Contractor
shall make available to tbe State the User Acceptance Testing envirqdment and production
environments when required by the Wo^ Plan or Day in tbe Life Testing. The Gohtractoi shall
provide a deployment plan tmnsitioD the System to the production ebviroDment

B-9. Work Plan

In coojunction with tbe Contractor's Project Management methodology, the Contractor's Project
Manager and tiie State Project manager shall'finalize the Work Plan as indicated in Table 2 oxtd as
defined in Gtntral Terms and Condition Form, P-37. paragraph J, and fiiftber refine the tasks
required to implement the ProjecL-

The Work Plan sh*l| include at a minimum, a' detailed 'description of the schedule, deliverables,
major milestones, dependencies, and payment sche<Me. The Woric Plan ̂ lall' also address incra-
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task depectdencies, resource assignment (both State and Contractor's team membcis), and establish
the project's schedule. The Contractor shall provide the State with the deliverables and services in
accordance with the timeframes set forth in the Work Plan.

B-9.1. Updates To the Work Plan

The Contractor shall update the Work Plan as necessary, but no less than every two (2) weeks, Co
accurately reflect the status of the project, including without Umitadon, the schedule, tasks,
deliverables, raajcr milestooes, task dependencies, and payment schedule. Any such updates to the
Work Plan must be approved by the State, in writing, prior to final incorporation into the Work Plan.

Unless otherwise agreed in writing by the State, changes to the Work Plan 'shall not relieve the
Contractor from liability to the State for damages resulting from the Contractor's frilure to perform
its obligations under the Contract, including, without limitation, performance in accordance with
the Schedule.

In the event of any delay in the schedule to include excusable delays and/or force majeui^ the State
and/or the Contractor must notify the other in writing, identifying the nature of the dday, i.e.,
specific actions or inactions ofthe Contractor or the State causing the problem; its estimated duratiob
period to reconciliation; specific actioiis that need to be taken to correct the problem; and the
expected Schedule impact on the Project.

In the event additional time is required by the Contractor or the State to correct Deficiencies, the
Schedule shall not change unless agreed in writing by the State. To the extent that the State's
execution of its major tasks takes longer th*n described in the Work Plan, any subs^ntial changes
^ agreed tqtoo by both parties, will be subject to the Project Change Request process agreed to in
section 6-d.S

B-9.1.2. Preliminary Work Plan The preliminaiy Work Plan created the Contrador and the
State is set forth in Exhibit B, Attachment 6, Preliminary Work Plan. In coiyunction with the
Contractor's Project Management methodology, which shall be used to manage the project's life
cycle, the Contactor's and the State shall fitmliTft tbe'Work Plan at the pn^t of the' project
This plan shall identify the deliverables, major milestones,, and a payment scheme required to
implement the Project It ghall also, resource allocations (both State and The Contractor's team
merobera), refine the project's scoim, and establish the project's schedule

B>9J. Conversions

The Contractor shall provide full data conversion services which include, but m hot limited to
performing data,mapping, development of date conversion scripts and procedures for all legacy
OpenFox system data. The Contractor shall nm test data conversions and present results to'tfae
State for review.

The State shall provide the Contractor with access to, or copi^ of, the legacy data for conversion
analysis and testing. The Contractor shall not convert system transaction 1o'^ from the onrpremises
State Message Platfonn.
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;Tlic ContfBCtbr'iis; not roponsiblV for delays to acquire, this-.,data extracts .from any third-party
company(s);that thciSLatc.currenlly contracts Nvith anit/or ddays the State may encounter extracting
data frony .its applications'lo'.bcxobvertcd inlo'lhc on-premisM^SLilc.Message PlatforiT):

Tbe;CobtractofsiMij«id'th(5:mappirig.6f legacy Data,to the'CohtractorAp^
from-the State..

Bt9.2.1., Cdnycrsion Tcsting'Rcispdpslbilltics

The .'Cbntractbrteam and.the:State, bascd on.tbeihassi^ed conversion-responsibilities^ as.Wt-fortb
iri B-IO^ b;ji/,rw/jn^*.5ervic«:sba^ test scripts'and
id.stdladpniinstra.ctibn^ tbm Uf,'^e'pi;bjMt.spcc7fics;..t^ythc tmd cpmpoxc
witb.the'documcntcd'expected<resuIts:-

.The.'Co0tractbiFteaib;'ahd'the:Sta'te/ba^'dn;'lheir]^jgpcd.'c6ny^.ipQ'resppns^^
the! s^plicable testvscripts' tbatrporoplcte. tbe.conycraioji; ond. compare.executibn.results .Withi'tbe
documented Cxpebtediresufts:

TiiejSUte sHair be/r^ppnsible:.fbr documentmg-Jthe.'technical spcc^cations of .all pfograms.'-tbal
extract;ahd;foOTatd^ t^;byiiKe '

iTTj.e^CpntractbrtcaiQjarid^^e'StatCi.bas^-qpihcirva^
and umy^csi'.thcir.assl^ed'conve^

Jbc-Slatc/ofidWeiCbp^c.tbn.tc^sisfaH.^pibUybbnd^
and'vaiiiitmg;thcaccuracy-andcbmplctea^\of;tKc'cbnyci^ib^^^^ ' r

Tbe^State.:and:tbe;Gi6h'Hctbrtcains'.shali^jbihtly.'y(m,^,apd^yaitj^t'b^^^
of die .c6nvcKibns;-fbr AccepUmcc T«tibg- prcK^

;^9.2^i<lDterfaces

shaJr..bei^bbSiblc'-fbr'tfc~nc^qrk>Mnp^pi^ jContmctpr.
shall-rnamtamithcam^tpiylicaiibn'.ml^^ '

•  Table 4: Jto-iS^opeTbyctfat^^^

NeiQ'in ■■
Tmffic to and'ftOm NGIC iTBpjfbfiliite^stbte " • '
JdeDtmcotion Todex '

■pQ
•'Spccifi^VTraffifc^'tb.bndjfiTora'ihe^sbUc-PhiW'Syst^^
."drivers. ,. •- J....... ' ' .

■KQ Files
''3p&ciGc Ti^c'tp;^d;.C^rnjdib''^^
•drivcr,'Iiistbncs-; ,' .

Pnge-36:6f;8b.
Ccntractar lniBais: •,
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BQ Files
Specific Traffic to and from the NH Natural Resources
System

Wild Life Server Traffic to and from the NH Natural Resources System

Autonoated CCH Files
Unsolicited CCH transactioos to the in-state CCH

database

MAAP NLETS Inquiries in GJXDM. ond NIEM
fonnat

RQ-Search Vehicle Registratioa by Vehicle VIN H. Plate
U, Plate Type, Owner Name (Person or Corporation)
Tl'Searcb Title by Vehicle VIN It
BC^-Scarcb Boat by HIN tt, BOW #, Owner Name
(Person or Coiporatioo)
HPQ-Search Handicap Placard by Placard it, Owner
(Person or Corporation)

RQ Files
Specific Traffic to and from the state DMV System for
registratioas.

lo-state Files' Traffic to and from the Hotfiles database

Discard File for LIS
S^orate queue for LIS transactions to store online for
retrieval for, review

NQC NICS
Spedfic Traffic .to:and:from NCIQ (FBI) for NICS
(Instant Check) for gun.Duithases.

Criminal History System Tr^c to.and from the:oew NH CCH System.

$A Non-automsted Spilt File
Traffic to and from the in-state CGH system for
manual prbccssing.of transactions

NlSTFUe
(cunmtiy umis^) roiite for NIST tra^ction
.processing

NISTFile Cmirent location'for prpcessing NIST transactions

Test CMS File Traffic to and from the new CCH Test System..

Hot File Interface. Recent Inquiry Specific Traffic to and from the OpcnFox* Hotfiles

VISION Web Service Interftce ;; *
Traffic to and from NH DMV System via new
inter&M protocol. '

CCH Web Service

Traffic to and'from'NH CCH System via new interface
protocol inclu'diog traffic pri^natiog-frpmCHRl.
GunLihe application such'as.'MNQ-mesrage.
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CCH UnsoUciled from NQC SSO MSG Pffi. NPR

Unsolicited Traffic from NCIC (FBI). Provider support
for various HI messages such as EXP(FBI Number
Expunged), NMS(Non matching SID in FBI system),
PIR(Prior Record-SID Number Entered in NCIC HI
Record), NPR(No Prior Rccord-NCIC m Record
Established), RNP(SID Reject^-No Prior QI Record),
RPRfSID Rejected-Prior IB Record), MSOfMulti-
Source Offeoder Status). SSOfSingle-Source Offender
Status), FREE(Frec Text Message), DRS(Expuage),
DSP(Electroaic disposition message), and various $
raessaRCS-

Extra Niets Transactioiis Redundant Interface for Traf6c to and from Nlets

VISION Web Service Duplicate Station Redundant intcrfece to NH DMV System.

Extra NIets Transactioos MNQ OLN Specific Traffic to and from Nlets

VISION Extra for KQ Redundant interface to and from the NH DMV.

VISION Extra for KQ OLN
Specific Traffic via a redundant interface to and from
the NH DMV.

National Sex Offender Registry (NS.OR) .. Triffic for SOR message keys such as £XS(SexuaI
pffcnder Record Entry), NpCS(Modify Sexual
Offender Record), C)^.(Ciear ScxupJ Offender

. Recor(Q,.XXS(^ncei!Seiriul.0ff4^^
EXSN(]^ta supplemental f^o^,-XXSN.(C^cel
supplendental recoriQ, QW(Sext^.pffeiida
Inqui^), OXS^SejriialOff^der.Ribcordibqi^

National Instant Criminal.Backgrouhd Check. System
(NICS)

Traffic for NiCS message kcyis sticti aS EDPCAdd
NICS index Record, ltoP(ModifyNiCS Iiidex
Record),XDP(CariccikcS Index
Recor(r),XDP(SupplemratNlCS Index

, Recordl.ODPffiispiav. NICS Index Record)

Nlets Traffic to and fiom.Nlcts

MAAP (File Transfer) TillesVchjcles •

CSI CAD/RMS NCIC queries

IMC NCIC Queries . . ' .

State Police Elec^nic Ticketing Server (ETS) Traffic for of State Police ticke^g;.mfo^tibn to J1
Switch (CPI). Vision n3MV).arid Odyssev (Courts).
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NH Justice Bureau Odyssey Traffic for loitiaJ Case Creation (PBM, MA, Criminal

Complaints) finm Local/State Law Enforcement
agencies in NHJB Case MgmL System (Odyssey).
Provide support for electronic tiaosfer of CAAFF and
DISPOSITION from NHJB to both NH SP E-Tickct

server and to the IMC local agencies.

Unifenn Charge Table (UCT). Provide support related to transfer of new UCT
releases to agencies that use IMC system.

CFI Messenger Client Graphical User interface to the XML Interface to
OpenFox* Message Switching System

•NH Department of Corrections File Transfer

For any interfaces which require cooversiCD from current on-premise interfaces, the following list
defines (he associated responsibilities of the Contractor and State:

« The Contractor is responsible for (he design of all OpenFox required interfaces. The
Contractor shall develop, obtain State approval and mqintain aU interface control
documents (ICDs) to define all required interfaces as indicated in Section 9.2.2
Interlace, Table 4, ICD can incluxle imiltiple interfaces as agreed upon by both parties.
To the greatest extent possible, the designs will qm existmg ApplicatioD Program
Interface (APIs) from the distant end system.

• The State shall coordinate the testing schedule for all interfaces configured in the
system.

• The Cootiactor and (he State document the Ibncdonal;^ tecbhical Specifications
for the interfaces.

•  For all applicable interfaces with other vendors .or .Gcyernmest systeibs the
Contractor develop the interfiice to confoim to the other Vendor or Govenimeot
systems requirements.

• The Contrartor thall |fgd the review of functional . 'and - technical interface
SpecificatioDS.

• lire State assist the Contractor with the resotudpn' of problems and issues
associated with the developonent and InrplementaticD .of the utfcrfaces:

.• The CohtrectOT and the Stale shall collaborate to develop ' tire initial Test Plan.and
related scripts to Unit the intei&ce. The Sj^e 'sl^ validate a^ acc^t theTest
Plan. I

•  The State and the Contractor Team shall jointly verify and V^date the accuracy and
completeness of the interface.

• The State and the Contractor shall colUboratively develop and (e^ d1 leguy application
changes needed to eccommodate the interfaces.

• The State shall be responsible for all data extracts and related foim^ng needed fiom
legacy systems to support the interfiles.

Paae 30 efSP
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a - To the extent permitted by law, the State shall submit any opplications and/or
documents of justification that are required by-the thJrd-pai^ vendors and/or
government entities.

B-10. Aceeptanee and Testing Services

The State shall be responsible for User Acceptance Testing as further described in Sectioa 10.5.,
and conduct Day in the Life testing as outlined below. The State shall provide the Contractor with
aJI user test cases necessary. All Tes^g and Acceptance (both business and technically oriented
testing) shall apply to testing the Systesa as a whole, (e.g., softwaro modules or functions, and

Impleinentatioo(s)). This shall include, but not limited to, planmng, test scenario and script
developmeot, data and system preparation for testing, and execution of unit tests, system Integration
Tests, Conversion Tests, Installation tests, Kegression tests, Performance Tuning end Stress tests,
Security Review, User Acceptance Test, and support of the State during and Implementation.

Each round of the Day in the Life testing shall consist of the following steps:

1. Take the legacy production data wd^ migrate it to UAT. a "snapshot" of the legacy data
from a specifr^ date ond time at .th'e end of a bigness day.

2. Make copies of all transactions' processed during a ̂ recified time period (usually 2-3
hours), including a specific number of users, at the beginniag of (he business day
following the snapshot

3. Load the snapshot into then'ew sy^emandvalid^e theconversibps.

4. Instruct users toeotertfaecopied tjansactipns'into.thenew system. ,

5. Audit the new system to ensuie.aJl trsssactioos succeed and results matched those of the
legacy system from the day of (he criginaJ transacticms.

Testing of the System, as a whole, or a^ module or other portion of the System shall include at
least three (3) rounds of -Day in The Life Testing..or at (he State's request, and in no event shall (he
System be deemed to be accepted by the ̂ te unless and until (he System pas^ the Day in The
Life Testing. The processes and procedures for (be Day in the Life Testing shall be determined by
the State based on such hictois as the State deems necessa^ (which may include using of legacy
data from one or more specific dates, oc^rying transactions and converting to the new System,
verifying with reports that the data was prepay prtxess^ and comparing old rqwrts to the newly
generated reports). i -

B-IOJ. Test Pbnning,and iyeparatlon

The State in collaboration with (he Ckmtractor.s^ d^elop and.fmialize.. an overall Test Plan.
Tbe Plan chall include, at a minimmn,' idcst^c^'on, pr^>antion, and documentation of planned

testing, test scenarios, applicable and test criteria^, wd exipected results, specilicaljons that must bo
satisfied for an Acceptance Test to be,passed.

As identified in the Accq>(ance Test, Flan'and documepted.in accordance with the Work Plan and
the Contract, State testing «Hwti commence tipon the Contractor's Project Manager's notification, in

Paso^OofSO %/ ̂
Contractor Initialj: 3
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.writiiig; thai ihc Contraclor's own staff: has successfully executed .all prerequisite Contractor's
icstiDfe along sviih reporting the:actuartesting results, prior ibj'lic start; praoy tcstirig executed by
Statc-stail,

TbeState^li use commercialiyreasonable.eiToftS'tO'commenccitS'tudhg within Qve (5) business
daxs;-^css mutuaUy agreedothcr^e^^ notiCcatipp.^m.^^^^^ that tf.e State's
perspaher.bave.b.een tnuDedjah'd'tb'e system Js iiist^l<^:coQfigu{^,.edihp^ ahd.re^y, for State
testing..The tcstiDg,wdiJ-bc conductedjby the State in the.UA!t' covixonmcnt independent from
the Goptractor'f deyclppracntcfivTrenmeriL-

Testlng;ends with respect tO:the'dcHveisblc'orportJOn of the deiivcrabic being tested pursuant to.the
r^uiretnrats of tbi| S ecdpo B- fO

&iO^. Systeni Litegra'tipn.TesH^^

The'Goritractbr shall test-lhe ncw:systcm.'in iate^tibn .wth othcr'applicatipn sys'lcms:(lc^cy:.and
setvice'provklers) in aprodnctiopTlike'enyiibnineat'as d'eGbed'ih tins £:diibit tillable )ii,in''Scppc
bita^w 10 thc extcfit-jk>aibic;,infa.p cnyiro.nment 'as de^cdl in"; Ais, Ei^'bit;3,-
T^l'c; In'' Scope Interfaces. Systdm.lntc'gTtUiop.'Tcstibgr'vt^ the iritcpritiph .bctv/ccn !thc
inAyid^.imil appli«don
and.^p^fts cxccutich.pf.intcrfcccs.'tA^bMsi^^ :TC?.;Sy^mlnte^^ T^jshail-bc
pcrfoTm'^.-in-thc.Systan.baAgiatjbn.TesLenvironmebt'Tborou^iendVto^d-Xes^gi.'to^the-.ex.tent

Section'vB^2, integrates .with-^the ̂ .e^'ed';;mtaifiice3..- ;The ,t^ .cinp.liui^jiud^bre
proctgsa^ andUhe'flojw'bfin^rmatipa'ft^ss^
busiaess'proccsscs and intcrfaceS:bcmg';implfimeplcd,ppnfirins"da
and!in'cludMthc'l^smiM'ibn..^"p^to '

Table s. Sjnrtemjljatc^HoD.T^IArtvifl^

w
;^S^ci^.iht5^tibn.T^tmg;.y^]^date
. AiictT^(i^bn;m^uIbs;md;Oth^'^stc^:iud^
n!e^'"^Sy^n7mMtef(i^'(^\"ihti!^^

'.jcxwutiba';pf;Bu^<^:pro^^
^b'lisiflMS -flpw'. pf^ i^pma^pV^ . &•
• appjjcabodi^'itanpK<Ii^''^;k"e^^^us^^
, being'ii^lejricnt'^W^
the' eicteiitCpossible and; iiMludes' ltra&mi^ipnj^f' &U''C^^^

-dQcuinents;'

• Tal^c; "the/li^- iiii dpycloprngldie; Syste3ris;.:ln.te^d Twi-
=Sp;eci£catip|^.; _ ' .

• K WPd^ij.oiiiUy'iW ^Jte. to ;deyei9p".,andy.oa^
•pf6fil«;tbrshppp'rt;tHc;.t^:Specifi'catioiB - .
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imSB'tSSSiliSihli

Work-jbinily-with the State to ̂ idate components of the icst
scripts.

.^Prk Joinily with the Gpntnictor to develop" the. Systems
-ihtei^.liph.Tcsl
Work-joibily'vrith the Cbotrscibr.to develop and load the data'
profiles:to supportitbc test Spccificotiobs.
Work jointly-with'the Contractor .to vaHdatc componeols of
the> test scripts, -modificQtioos. fixes end. other
interactions .with the Contractor supplied-Software Soliidos.

'The- ThtegntioTe^ed System- indiealies that' all. mterfoces
bcCwecQ- the. .eppIicadoD and -the Icgocy and' third-party,
systems,: interfaces; and pi^Ucab'bns.are. functioning prbpnly
to'lhc cxteht;'p^ibibWd'a^abledtthe:tim'e bft^tirig."

BrlOJ.'Convcrsion'Validatibri Testing"

'TbeiContractiar'fihail conductGonvmibn Vahdition.Xesting'bfbu^et-applii^.brisvtq/chs^yd^,
is^yafidyand'cposist

•Table 6. Gonvenion Vifida'tiopXcstActiiitiM^nnd.R^on
*-. • • , * • * . . 1

'  Table.6/:GIpnyc'fsit)n;'Y/dldatibp..Xest^Actiw ■

^The conversion ;yaUdatibn^t'est:^guld:^UMte;tbe''c^'tiiie<^ =
^;ihc' cbjnve;tt<if^ta;!^pu^r^^^ -
•iSpf^«c:SoIbtibn>iS;int'^ ■ i

;.'the.TOfiverti^;"d^ : ■ .
i-'ex'pectW'.iicr ihciSteieJS:w .J-".".'.'i'
i-Ebr-icony.^i^; d'/inV^o^j r
. exccirtc'-idie .aj^)icaible.!yiD.idiiijbh\'tc^...an^^
.results,wlh:die'd<^"m'ca^^ ' : /•:,

4 . ^ . - * •

. VyidationTTested tGonyeision- -I^'gTainsV ■,
.'include ^nycfeion progj^ytoathiyc-bocal-t^^
rA'e'rwjiliipg cphycitedVlegacy ,idala\p<^bfmy'TO |
rc'ntite.siiitc.bf.theiAp'plicati'on';. . r.'. l..- '.

TSe.eontnictor-sl^,l-pcrfoimInstallation'Tfefih&tb:app|i<^ti6n c5'ml».httt^lhof
'S^lemT^.'myiroiimcnttb,tcst.Uic:ihstailaijonrp'uiijdcs;anddrc;refincdTpr!t&
■-.cnSnipnm&l.'.jTTiis'octiVjtyrs^ti/iti'o^nto'ofd^
ithe-produciioh'Syst^ • •
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Br.lO;5.;"Us.er Acceptance Testing (tJAT)

TTie Slatp shall perform UAT testing, beginning"upon comjjietion of ihc Spftwarciconfigmnlipn as
required and user training according to the,Work Plan. Testing cods upon issuancc. of-a letter of
UAf Acc^tance; bytbe. State

.,As:;descr[bed.in Tablc^^^ ih'c Usw Acceptance Test (UAT);is'.8.ycrificatipn;process;pcrfo'iTO^ a}
copy of.lbc production cnviropmcnL.TbcH^.Acccptaacc Test vcnfiM S^tcm funcUpbaU ̂
■pfcdc'fihcd Acceptaricecriieria tbat'wpport tHe.successftil execution of approved business processes.
UAT shall also serve as o pcrfonnaacc ahd^tress tcsl:pf"the System.Ji niay coyer. ^'^ect,bf the'-
p'tw Systcm'iiipcludmg.adjpjbistrativc proccdurcs such os baclcup and recovery. Tlie results of the;
.yAT.prb'^<k'^"dinic6.^.t;the'new:System,mte;ets thVyser'A^ Aet
Contrac'tors.Statcmciit.of-Wdrk.

■tabie'7y;Sy5tem;H$ef Acceplmc'T

•The Sy«'w' Ustt' A'i^p.lMce: Tm^^^
^cdonality agaiost predeOnj^ -Acc^t^ce''cntcru:'tiul.

'• support the sbceesrflU executioQ of approved broccscs. l
!• '"-Tnickiabdjft'pdft all tectidpality'ii^M

qf.the;^,tiflgphasc;M^rc
i V. R!uaSIT testiBgpaV-''p:fdiaii^'6i.^®'?®®®P^

. pfakr-.^YbrkjiiiDUy. wiib}_thejStatc;in^
' rfeQaired-acddnsTorb^obleihTe , . .......r'.1

m

' V- " r* :
;;S; ' ;KccuR5 .^Rls:';and; rcohduct .tAcr.i
.'Awj^tMcc '.'f«tactivities. • ' " , •

" Dofcunfcot-.Vand 'S»iEbmwi«
i'rcjsuite": . \ " ,1

:  l^orfcljotn'fty^''^ih-''tbe:i^ m-'dctenDimog,^
r  .rf^i^lacdons'for'i^btdQr^
.• • , Woii-joiniiy' witb^'the-Contractorto drafl^a' .IJsci-

.  •'Aq^'iSnceTcst'Plia-inclu'i^ St^ p^dDdls'rtiof'
• data; fbrwiiluiipg-UiwAc

'  pifpyidi~fi4j^.fl^ M-ro
; • 'Piovidc'Accrotiuicc ofthc validtilcdi^'i^ *

.These reSulB^pro.wdci-cvidcncC'.tbat -lb'c^
mfce't^'. flbe •.Us<r';vAic.^.iMce;.;.c^ -dcCmj^.^ :in'

; GootracW-iSiitnn'cntbf.Wofk .

fcJO.fi Scope

cnvironrnciit;
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Testing sbaU include the measurement of response rates of the application for end-user transactions
and resource utilization (of various servers and network) under various load conditions. These
response rates shall become the basis for changes and retcsting until the specified System
performance is achieved

Performance testing and tuning shall occur in the final production environment and shall use a copy
of the final production database to provide the best results.

B-10.7 Test Types

Performance testing shall use two different types of testing to determine the stability of the
application. Tbcy are baseline tests end load tests.

a) Baseline Tests; Baseline tests shall collect performance data and load analysis by
running scripts where the output is broken down into business transactions or functions.
During baseline testing, each individual script is nm to establish a baseline for
transaction response time, throughput and other user-based metrics.

b) Load Tests: Load testing shall detennine if the behavior of the System can be sustained
over a three (3) to six (6) hour period of time while running under expected conditions.
Load tests hdp to verify the ability of the af^lication environment under different load
conditioas ba^ on workload distribution. System response time end utilization shall
be meastired and recorded.

B-10.7.1 Tuning

The Contractor ahail administer tuning duringboththe development of the appUc^po as identified
in Section B-2 and load testing. Tuning is the process whereby the application performance is
maximized. This , can be the result of making code more efficient .during :development-as well as
making tuning parameter changes to the envirbnmenL '

B-10.8. Regression Testing ^
The State <h«ii notify the Contractor, in writing, of the.nature of tte t&ting. failure that require
correction, as a -tesult, of. the tiser testing activities. The Contractor shall be requntd.-to perform
additional testing activities in response to State and/or user problems identified fiom the testing
results to determine the root cause.ofthe faHuit.

In designing and cooductihg such regression testing, the Contractor will be r^uired to asses the
risks inbercot to the modification being implemented and weigh-those risks against'tbe.'t^e and
effort required for conducting the regression t^. The Contractor shall be. expected .to design and
conduct regression teste that, will identify any unintended cons^enccs of the modification wlule
teksQg into aceo^mt Schedule and economic considerations.

B-10.9. Security Review and Testing

The Contractor <haH ensure all components of the Software have been reviewed and tested to ensure
they protect the State's hardware and software and its related data assets (see Table 8 ). Tests
shall focus 00 the r^^'hniraii administrative, and physical.security controls (bat have been designed

pB^44or80 \ / f*
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into the System architecture in order to provide the necessary coDftdeniiality, integrity and
availability. Tests shall, at a minimum, address each of the service compoocnts listed in Table 8
below.. Test procedures shall include penetratioo tests and application vulnerability scanning.

Table 8. Services Component DeCnltion

Identificatioo and

Autbenrication
)

Supports obtaining mformation about those parties attempting
to log onto a system or application for security purposes and
the validation of users

Access Control Supports the management of permissions for logging onto a
computer or network

Encryption Supports the encoding of data for security purposes

Intrusion Detection ' Supports the detKtion of illegal entrance into a computer
system

Verificatioo Supports the conflnnatioo of authority to enter a compuicr
system, application or network

User Maoaganent Supports the admioistratidn of computer, application and
network ecconnts within an crRsnization.

Rolc/Privilcgc
Management

Supports the granting of abilities to users or groups ofusers of
a computer, application or network

Audit Trail Capture
and Analysis

Supports the identUication and monitoring of activities within
on application or system

Input Validation Ensures the application is protected from, buffer ove^dw,
cross-site scripting, SQL injtetioo, and unauthorized access of
files and/or directories on the server.

Contractor <hail provide results of all security testing to the Depaiterat of lnfpnsati.on Technology
for review and Acceptance Prior to the System being moved into production.; The Contractor sb^
ensure all Software and hardware shall be fiee of malicious code (mahvare) to the-extent possible
given inibnnation known at the tune of deployment

VulaereblUty Scanning

The Contractor shall meet the Vulnerability Scanning-requirements through adherence to. the FBI
CJIS policy.

Penetration Testing (Non-PCl Environment)

The CoDtxaclor shall, provide certification that the Software and System environment has undergone
pcnctrauoo testing in accordance with Nationai Institute of Standards ond Technology ■(NIS'O
Special Publication 80O-11S. The State requires that the Contractor has this testing pi^oimed
annually by a qualified third-party vendor who is cootn^ed with the Contractor and CJIS compliant
with the State, and after every major upgrade. The contractor shall enniJ the results of penetratioo
testing iocluding outcome of any asociated remediation actions to NH-ClC@DOrr.oh.goy.
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B-10 System Acceptance

Upon successful conclusion of all phases of the System testing and successful System deployment,
the State will issue a Lctla of System Acceptance.

B-11. Malnteoance, Operatiooi, and Support

System Maintenance

The Cootnctor warrants that the System shall operate and conform to the Specifications, tenns and
requirements ofthe ContracL The Contractor shall maintain and support the System in aO matenol
respects as described in the applicable program Documentation throu^ the Contract Completion
Date, as defined in General Terms and ConeHHon Form. P'37, paragraphs 1.7., and in accordance
with the CoDtracL The Contractor sholl also maintain the System so that it meets,and conforms to
the Warranties set forth in Section B-12.

The Contractor warrants that the Software, including but not limited to the individual modules or
fimctions furnished under the Contract, shall operate and property function within the System,
compliant with the requixtmenls of the Conlract, and shall operate in accordance with the
Specifications and terms of the Contract

B-11.I.I. Maintenance Releases

The Contractor make available to the State the latest program updates, general maintenance
releases, selected functionality releases, patches, and Documentation that are generally oCTered to
its customers, at no additional cost .The Contractor shall bastall and update all server patches,
updates and other utilities, to theStaging/Devclopment environment within sixty (60) days ofrelease
fium the manufacturer. Upon the testing and acceptance of the Slate, the Contractor will up^te the
Live applicalion(s). AH Hardware and Software compoacnls of the Contractor hosting infrastructure
shall.be fully supported by their respective aunu&cturers at all times. All critical patches for
operating systems, databases, web services, shall be applied within sixty (60) days of release by
their respective manufacturera. A regularly scbedded, mumaUy agreeable, .maintenance window

be identified at which time all relevant server operating system and application system patches
and upgrades shall be Inylemented.

B-11J.2. Reports

The Contractor shall provide monthly reports.within ten (10) days following the reporting period,
including content and fonnat'dctcnnincd by the State, on Maintenance, Operations; Md support
services including but not limited to OS Updates, Application Updates,-Server Performance, System
up times/down time, CPU usage, bartoips, inqjport calls and Contractor response times, system
rcsposso times, aay fiiilovcrt, redundsacy, bandwidth utilizatodn.

B-ll.U. Meetings

0. The Contractor ghalt ettend all m&intenu^ operations, and .support meetings.set.forth in
this section. Meetings shall be conducted virtually ualw a^ed to by both parties in
writing.
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b. ArinUal Executive Mccdrigs: P^'ciparils include, biit'not limited to, the ContrBctor
senior eJceculive: llie Contractor shall provide ao.overview-of maintenance, operations and
support;actiyilics Tor; lbc;^or,ycar mcludLng::tyStcin-/pcrfpnn to Systqn
Support Obligations below,.review'bf.tystem,outages, open sup^rt.ilems, and identified
risks. The,Cootrnctdrsball'.pro,vide ap_'oyeryicw pf aU tystcm-.cnhaoMmenla, upgrides and
any other significoat-events Tor the.upcomitig y^.

c. Monthly.Mccdngsi\P^cipa.h^ 6ha11;ihcIudc''.lhc',parlies\Pr6^ PurpiMC of Ube-
meeting shdtl'.be U>; Bt.a'nimiMuhi;.f^e:^:mbnthiy sXotisUcs,.rn'6nitd'y-sy^^
repoits;.opea support issues, planncd.systcm-upgradcs.ond maintenaoce;

H-liji, SystenaSupport OblJgQtioas

'Timely.aad'^i-response'tc any outage :is;acritical:compODent.of 'tbe;znxusteiiance,. operations and
i^ppprt setyicesprpyid^ under ContracL-

TOc Gon^ctpr b'e.rt^nsiblcfonf^onnip^ in.accordance with the-
C^n'troct,, md.udmg .without Emitatipu'fit rojJiUpns:-cpht4ih^'io the
•Contract;

•Bf13.2.1;'iDcIdent Re^.onsciS.etyicV.lU

o. Sec Schedule A to. Atta'cKmcnt; 7. C^troirtpf.'^ ̂ ^ntenaice^ &
Addendum;.

:B^n.2.2V.lbddcntR«p.0Mc:Seryice:T^
Contractor's kcldcpbrcspoi^ef^ iiLCTdmC^rw^^ thresbplds.'duripg.^ahy. month

tsh'ali bc.as fplldwi'

mmmmmmssfim

-  .rSwritv3.'.'eihd!-2;:" zm<: :
;Scv.cntv.'3. and-.4;.- S5%..

swa^sKminiSHSSa!•' • . r..

;Swmtv'i';and'2:i . '
'  •Scvcrirv'3-an"d;4:; > ■■.95%' '•

.?ea(i incidbnti/tTes^hse.'tirpCi-rcsphiupipi^e'iscpfe^ w
rnctj and-stausucsilo'prcvious.rnqnlhis. . • • •; «

•B-i 1 Rcsp6iisibmti?5lan.d-^^^
TheiCbDtractor-sluU^WTCspbia^lc^fqrthe-ooqdsitjpQ
netwoiii. support rdaled;tolihe seryices;rWing;iTO^ .TheVtecl^j^;.^
Tfqujird for f?iffb'\'i.biTig, niflnflgingrih<j.|P<»?n>ntnm£.thft
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Contractor. The system shall be available 24/7/365 (with agr^-upon maintenance downtime), and
provide service to customeTS as defined in this agreemenL

The Contractor hereby guarantees that the System shall be available 99.90% of the time measured

CO a moothly basis. See Attachment 7 of Exhibit B. The "Response Time Guaranty'* means
that the System, not including research being done m the Reportiog Data Base which is used for
statistical, in-depth searches (for example complex research based searches. Archives, and
Document Full Text searching); shall process requests, access data, and respond to requests for
outputs within the time periods set forth below, as determined on en average moothly basis. This
Response Time Guaranty only applies to the amount of time that the System processes the requests
within the Envirooment and does not include delays to Intcmet, hitranet and any other Network
related delay such as agency Firewalls and local Virus, Mai ware and Content scanning software that
may be loaded on the end user(5)* device.

.  An average of less than two (2) seconds for application response to save/update,
-  An avaagc of less than five (5) second response for Query response, and
.  An Bvemgcofless than three (3) seconds for aU other responses.

The Contractor's performance (or failure to perform) the l^time. Guaranty and the Response Time
Guaranty shall be noeasured and determined during each month of the term of this. Asreement Per
Section B-11.1.2, the Contractor shall provide a monthly scorecard r^rt on the Uptime Ooaianty
and the Response Time Guaranty, in such a fonn and including such .data" that the State may
reasonably request

Whether the System satisfies the Uptime Guaranty shall be .determmed on a monthly (mis. If for
any month, the Contractor's SystCT fiiils to satisfy the Uptinrt Guaranty,^thcp'the S.tate shall be
entitled to oflset against a future paymeat due for use of the System or'riquisst arefiind in an moxmt
calculated as follows:

Fee for System usage for tbeyear in which the System failed m mect.th'eUptoe Ouarwty
divided bv 36S. then multrolled by the number of days m \*^<i;the System-failed to meet
the Uptime Guaranty during such month. >

Whether ̂ e. System satisfies the Response Tme Guaranty diall be dctcram^. op a-mpp^ basis.
If in any month the ̂ ntxactDr's System fails to satisfy the Ile^i^iime in any respect
CD any day or days during such month, then the State shaii''te entitled to offset against.a future
payment diie for use of the System or request a refund-in an amount caJculat^ u follows:

Fee for Svstem usaee for the year in winch the Svstem -fiuled to meet the ̂ eswmse Time
Guaranty divided bv 36S. then miiltirilied bv the nuifil^of davs iiHwliich'Uje'^
to roeel the Response Thne Guaron^ during inich nrohth. T '

The State must request any ofect or refund provided for in this Section 11.2.3; by writt^ notice to
the Contractor. The Contractor shall apply the of&ct against the unpaid Fee which is chie following
the dntf on which such notice is provided. In the event that.tiie State requests a refimd, ■th.en the
Cootraclor shall provide the refund within thirty (30) days-of notice date, unless otbcrwise specified
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in tbe notice. In no event shall the oHset or refoods provided for in this Section 11.2:3, exceed the
total Fee for use of the System for such mootb.

B-11.2.4. Backup and Restore

The Cootroctor shall support System backup and restore capabilities for software, configuratioo,
and user data which adhere to the following requiremcots:

The Contractor shall ensure Cootractox's Data Center Production and Test Licensed Software aod

configuration data is ticked up locally daily aod then synchionized off-site. Tbe backup data is
encrypted to CJIS standards when in transit to tbe offsite location.. Data to be recovered would be

one (1) day old unless the version from die Secured Data Storage Vendor is recovered which would
be up to two (2) days old.

B*nl2.5. Other General Support Obligadons

a. Tbe Contractor shall repair or replace the hardware or software provided by the
Contractor under this Contract, or any portion thereof, so that the System operates lo
accoK^ce with the Specifications, tenns, and requirements of the Contract Tbe
Contractor ghall also maintain the hardware and software provided by the Contractor in
accordance with Utc specificatioas, terms, and requirements of the Contract, including
providmg, upgrades and fixes as required.

b. Tbe Contractor's support and mointezumce shall include all test and production
enviroiunents of the S^em.

c. Tbe Contractor "ghwH provide Production end User.AcceptanM eovironmeats. Tbe
Production environment-sludl be a>^able m accordance with the requirements of the
CqntracL The User Acceptance environment shall be available when heeded to stqipoit
user training itquiremects or in support of System upgrades or modifications.

d. The Confractor shall have available to'^e State on-call telephone assistance, with issue
tracking available to the Stale, ftraty.Tour (24) hours per ̂ y and seven (7) days a
week, three hundred sixty-five (36^-days a year with an email / tel^bone req>onse
vidthin fifteen (15) minutes.

e. The Contractor shall maintain a record of Uie activities -related to warranty rq^air or
maintenance activities perfonned for tbe State. .

r. For all maintienance Services calls, tbe Contractor shall^ ensure the following
information will be.collected and malntained: -

1. natureof-thcDeficient

2. current status ofthe Dcfidci^,

3. action.plans, datu, andfimes; ^

4. expected and actual completion dme;

5. deficiency resolution inforrnation; .

6. resolved by;
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7. identifying number i.e. work order number,

8. issue identified by.

g. The ConOaclor shall work with the State to identify and troubleshoot potentially large*
scale System fuKires or Deficiencies by collecting the following iofoimatioD;.!) mean
time between reported Deficiencies with the Software; 2) diagnosis of the root cause of
the problem; and 3) ideotiricatjon of repeat calls or repeat Software problems.

b. The CoDtiactor shall use change management policy and procedures, as mutually agreed
upon, for notification, documentation and tracking of change requests, updates as well
as critical outages.

i. The Contractor shall maintain a record of the activities related to repair or maintenance
activid^ performed for^ the Stale and shall report quarterly on the following: 1) all
change requests implemented; 2) all critical out^es rqxuted includmg actual issue and
resolution; 3) numt^ of deficiencies reported by class with initial response time as well
as time to close.

J. Tbc Contmctor shall give two (2) weeks notification to the State Project Muiagerof all
nOD-emcrgency changes/updates and provide the State with training due to the
upgrades and changes.

Ic The Contractor thati siqiport tbe.State in any data conversion to a rq>lBcement system
in the future to mclude but not limited to: providing data dictionahes, data exports,

.  I assisting with data extracts to third party test environments, user acceptance M
environments and pnxtuctioD enviipnments. Provide prompt r^eaircb and response to
data extnut issues. To the extent pennitted by law, the State agrees to not allow access
and/or provide extracts that have not bm prquutd by the Contractor's Staff to
any diird-paity entities that are not entitled to have access to the intellectual property
of Contractor. > ■

I The State shall be grant^ attendance at the Contractor's-user group to provide q voice
in future System enbaDcements and releases.

im The State will be responsible for the User Acceptance Test of new System up^tes,
general maintenance .releases, selected functionality releases and patches befdra the
code is moved to production in accordance widisectiOQ-B-lO.l. The Statemay approve
releases and updates to the production environment .

n. If the Contractor fiails to correct a Deficiency within the allotted period of dmc stated
above, the Contractor shall be deemed to have committed an Event of Default and &e
State may pursue its remedies pursuant to Oeneral Terms ahd 'CondUipn-Fonn, P-37,
paragraph 8 (as may be raj^ified by Exhibit A); as wall as wit^olding future, payments
for products and/or services that the State has not already accepted. Ach^inced Notice

The Contractor shall give advance oohcc to the State, at least two (2) weeks in advance,
of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may
impact service availabili^ and performance. A major upgrade is a replacement of
hardware, software or firmware with a newer or better version in order to bring' the
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system up to date or to improve its characteristics. It usually includes a new version
number.

B-12. Contract Warranties and Representations

The Wanaotiea set forth below in this Section B-12 are in addidoo to, and do not replace, any

other wamnties set forth in this Centra.

B-12.1. System

The Contractor warrants that any Systems provided under this Agreement shall operate and
conform to the Spedfications, tarns, end requirements of this Agreement

B-12.2. Software

The Contractor warrants that any Software provided as port of this Agreement, including but not
limited to the individual modules or ftmctions furnished unda the Contract, is properly
lunctioning within the System, compliant with the requirements of the Contract end shell operate
in accordance with the Specifications and tenne of the Contract

The Contractor shall mnintnin, repair, and correct D^ciencica in the System Software, including
but not limited to the individual modules or ftmctioiis, during the Warranty Period (as described
below) at no.additional cost to the State, in accordance, with the Specifications and tenns of this
Contract

All Deficiencies found during the Wanaoty Period;8jQd all Deficiencies found with the Warranty
Releases shall be corrected the Con.tractor no lata thM five (5) business days, unless
specifically extended in.writing by the Stat^ atno additionaicost to the State.

For any breach of the above Software warranty, in addition to.ali its otha remedies at law and in
equity, at the Slate's optioo the Contractors^:

a. provide the corfectioQ of program, errois.that cause breach of the warranty, or ifContractor
cannot substantially correct such'breach in a commercially reasonable mararer, the State
may end its program license if any .and recpvcry of unused prepaid • fees paid to
Contractor for tfae program license and any unused,-prq>aid technical support fees the
Stale has paid for the program Upense; or

b. the re-perfonnance of .the deficient Services relating .to non-Software Deliverables s.uch
as Training, or if Contractor cadiiol. substantially coirect a breach in a commerci^ly
reasonable manner, the Slate rnay end. the relevant Services and.recova.ibe fees paid to
extractor for the deficient Services.

B-12J. CompatibOlty .

The Contractor warrants that all System-compoacntSi inchidipg but not limited to the componcals
provided, any replacement or upgraded Systdn Software components pfovided by Contractor to
correct Deficiencies or as an EnbaDcement. shall operate with the rest of the System without loss pf
any functionality.
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B-12.4. Service* ^

The Contractor warrants that all Services to be provided under this Agrecrncnt will be provided
expediently, in a professional manner, in accordance with industry stand^ds and that Services will
comply with performance standards, SpecifcatiODS, and terms of the Contract.

B-113. Warranty Peiiod

The Wamuity Period will initially conunence upon the State issuance of a Letter of System
Acceptance end will continue for the entire tens of the Contract.

B-13. Data Protection

ProtectioD of personal privacy and data "h**" be en integral part of the business activities of the
Contractor to ensure there is no inappropriate or unauthorized use of State infoixnation at any time.
To this end, the Contractor shall safeguard the confidentiality, integrity and avoUabUity of State
informatioa and comply with the following conditions:

a. The Contractor implement and maintain appropriate administrative, technical and
organizational security measures to safegu^ against usauthori^ access, disclosure or
tb^ of Personal Data and non-pubUc hfonnation. Such security measures , shall be in
flccordyTy^ with recognized industry practice and not less stringent than the measures the
Cootiactor applies to its own Personal Data and non-public data of similar kind.

b. All data obtained by the Contractor in (he perfonnance of (his contract and all Peraonal Data
ghwii be encrypted at rest and in transit with controlled access. Unle^ otherSvise stipulated,
the Contra^r is responsible for.enayption of the Personal Data.

c. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest and in
transit The Stale «hall identify data it deenu as non-public data to the Contractor. The level
of pTotixtioD and eaciyptioa for. all .non-public data stoll be identified and made a part of
this contract

B-13J. Use Of State's Informatmi^ Confi.^wtiality

This Section B-13.1, Use of Sale's Infonnatioh, Confidentiality shall survive -.100111131100 or
conclusion of the Contract

B-13.1T. Use of State's Informadoa

In performing ia obligations under the Contract, the Contractor may gain access to InfonMtion of
the Stale;- inchidiDg State Confidential Ihfqnnation. ".State Confidential Infbimation*' shaU Inchide,
bat not be limited to, ihfonnatibn exempted.fiom public disclosure under. New Hmnpshire RSA
Chapter 91-A; Access to Public Records anH Mealngs fscc c-g. RSA Chapter 91-A: 5 Exemptions).
The Contractor not use the.Sate Confidential Information developed, or obtain^ during the
performance of, or acquired, or develop^ by reason of the Contract, except as directly connected
to and necessary for the Contractor's perforinancc under the Contract.
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State Confidenda] Information

The Contractor shall maintain the confidentiality of and protect 0-om unauthorized use, disclosure,
publication, and reproduction (collectively "release*^, all State Confidential Informatioo that

becomes available to the Cootractor in connectioD with its perfonnance tmder the Contract,
regardless of its form.

Subject to applicable federal or State laws and regulations. Confidential Informatioo shall not
include information which: (i) shall have otherwise become publicly-available other than as a result
of disclosure by the receiving party in breach hereof: (ii) was disclosed to the receiving party on a
non-confideDtial basis from a source other than the disclosing party, which the receiving party
believes is not prohibited from disclosing such inforroation as a result of an obligation in fevor of
the disclosing party, (iiO is developed by.the receiving party indq>endeDtly of, or was known by the
receiving party prior to, any disclosure of such iafonnatioD made by the disclosing party or (iv) is
disclosed with the wrinen consent of the disclosing party. A receiving party also may disclose
Confidential Information to the extent requl^ by en order of a court of competent jurisdictioD.

Any disclosure of the State Confidential lafonnstioo shall reqxiim the prior written approval of the
State. The Contractor shall immediately notify the State if any request, subpoena or other legal
process is served upon the Contractor regardiDg the State' Confidential Infoxxnation, and the
Contractor shall cooperate with the Stale in any effort the State undertakes to contest the request,
subpoena or other legal process, at do additional cost to the State. '

In the event of the unauthorized release of State Confidential Infonnatioo, the Contractor shall
immediately notify the State, wd the State may immediately be entitled.to pursue any remedy at
law and in equity, including^ but not limits to, injunctive relief.

Contractor's ConfidentlalO^onnatipQ .

Insofar as the Contractor seeks to maintam the confidcntiaiity. of its confidential or proprietary
informatioD, the Cootractor must clearly identify in writing all infoimafioo it clahss to be
confidential or proprietary. Notwithstanding (he foregoing the State-.sc^Ciwledges that the
Contractor considers the Software and Doccmentalion to be Confidientia] Moimation. • The
Contractor acknowledga that the State is subj^. to State and federal laws goyemipg disclosure of
uifoimatibo including, but not limited .to, RSA. Chapter 91-A. The State; shall maintam -the
confidentiality of (be identified Confidential Information insofar as it is-consistent with applicable
State and federal laws or r^ulations,.including but not limited to, RSA Chapter 91-A. iD'tbe.eveat
the State receives a request for (he iDfoimatioo identified by (be Cootractor as confidential, tbe State
yhall Botify the Contractor and s;)ccify the date tbe State will be releasing the requested information.
At the request of the State, the Contractor shall cooperate and assist the State with.the collection and
review of the Contractor's infoimation, at no additional expense to tbe State. Any effort to prohibit
or enjoin tbe release of the information shall be the Contractor's sole responsibility aitd at the
Contractor's sole expense. If the Contractor fails to obtam a court order enjoining the disclosure,
tbe Scale shall release tbe information on the date specified m.the State's notice.to.the Contractor,
without any liability to the Contractor.
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I>ala Location

The Contractor shall provide its Services to the Stale and its end users solely from data centers
within the Continental United States. All storage, processing and transmission of State data shall be

restricted to mfomiation technology systems within the ContincDtal United States. The Contractor
shall not allow its personnel or sub contiacton to store State data on portable devices, including
persoaaJ computers, except as specified and allowed by the contract, and (hen only on devices that
are used and kept at its data centers within the ConttnestzLl United States. The Contractor shall permit
its personnel and Contractoia to access State data remotely only to provide technical support and as

,  specifred or required by the coDtmct

B-13.4. Security loddeot or Datn Breach

The Contractor shall inform the State of any security incident or Data Breadt in accordance with
NH RSA Chapter 359-C:20: Notice of Security Breach and the FBI's CJIS Security Policy.

a. Incident Response: The Contractor may need to communicate with outside parties regarding
a security incident, which may include contacting law enforcement, fielding media inquiries end
seeking external expertise as mutually agreed upon, defined by law or contained in the Contract
Discussing security incidents with the State should be handled on an urgent as-needed basis, as
part of the Contractor communication and mitigation processes as mutually agreed upon,
defined by law or contained in the contract

b. Security Incident Rqxntmg Requiicmcnls: The Contractor shafl repoit a security mcjdent to
the ens Information Security Officer in additioQ to the Stale ideatified cqntact immediately if
it reasonably believes there has been a security incidrat

c. Breach Reporting Requircraente: If the Contractor has actual knowled^ of a conJinned data
breach that affects the security of any State'content that.is subject to applicable data breach
notification law, the Contractor shali (I)pron^tly notify the appropriate State identified contact
within twenty-four (24) hours or sooner, unless shorter time is required.^ applicable law, and
(2) commercially reasonable measores to address the data breach in a timely tnacner.

B-13.4.1. Data Breach Responsibilities

This section applies to both the Contractor and the Stare, when a Data Breach .occurs wdtfr'respect
to State data within the possession.or control of Ihe'Contractpr and/or the third-perfy designee
hosting the data as agreed upon by the Contractor and the State.

B-13.4J. Notification

The Contractor and the State shallimutuaUy and immediately notify the appr^rime S^..ideDtiried
contact by telephone in accordance wth the agreed upon security plan or security procedura if it
reasonably believes there has been a security incident!

B-13.4J. ConslderatioDS

The Contractor or the State shall mutually and unless stipulated otherwise, promptly notify, the
appropriate Stale identified contact within twenty-four (24) hours by telephone, unless shorter time
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is required by applicable law, if it confirms that ±ere is, or reasonably believes that there has been
fi Data Breach.

The Contractor shall;

a. cooperate with die State as reasonably requested by the State to investigate and resolve
the Data Breach;

b. promptly implement necessary rtmedia] measures, if necessary; and

c. docuffiCDt responsive actions taken related to the Data Breach, including any post-
incident review of events and actions taken to make changes in business practices in
providing the services, if necessary.

B-13.4.4. Costs -

Unless otherwise stipulated, if a Data Breach is a direct result of the Contractor's breach of its
contract obligation or the third-party hostiDg company to encrypt Personal Data or otherwise
prevent its release, the Contractor and/or the third-party hosting company shall bear the costs
associated with: ^

a. the investigation and resolution of the Data Breach;

b. notifications to individxuls, regulators or othm required by State law;

c. a credit monitoiing service required by State (or fedexal) law;

d. a website or a toll-free number and callicentv for affected individuals reqiured-by State
iawNH RSA 359-C: I9-C;20, all not to «ceed one million doilais ($ 1,000,000.00 USD)
per occurrence; and

c. complete all corrective actions as reasonably determined by the Contractor based on
root cause; all ((a) through (e)] subject to this Contract's limitation of'liability as
described in die next s^on, Notifrcations of Legal Requests.

B-13^. Notifications of Legal Requests

Absent a court order or other applicable law, odtber the Contractor nor the State shall release
confidential data to a third party without consent of the non-disclosing- party. The Contractor
shall provide data extracts to the Stale, however; ̂ 1 not turn said extracts over to any outside
entity. The Contractor contact the State upon receipt of any eletaronic .discovery, litigatibn
holds, discovery searches and expert testimonies relat^ to the State's 'data under tlus cornet, or
which in any way might- reasonably require access to the data of the State. The Contractor sh^ not
respond to subpoenas, service of process and other legal requests related to the State without first
notifying-the State, tmless prohibited by law frnia providing such notice.

PaeoSSefSO ^
Contractor Initials: K< \J
Date: 5-30-23



STATE OF NEW HAMPSHIRE

Department of Safety

Mosted State Mes5age Platform System
DoIT 2023-067

EXmBfT B - SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS

B-13.6. Access to Security Logs and Reports

The CoDtractor shaJI provide reports to the State in a format as agreed to by both the Contractor and
the State. Reports shall include latency statistics, user access, user access TP address, user access
history and security logs for all State files related to this contract.

-B-13.7. Non-Disclosure and Separation of Duties

The Contractor shall enforce separation of job duties, require commercially reasooablo non- •
disclosure agreements, and limit staff knowledge of State data to that which is absolutely necessary
to perform job duties.

B-f3.8. Import and Export of Data

The Stale shall have the ability to import or export data in piecemeal or in entirety at its discretion
with the assistance of the Contractor if needed by the State. This includes the abifaty for the State
to import or export data to'from other service providers with the coordination and cooperation of
the Cootiactor.

B-l 3.9. Security Related Considerations

B-13.9.1. Data Center Andlt

The Contractor shall perform an independent audit of its data centers at least annually at its e^qrense,
and provide a redacted veraion of the audit report upon request The Contractor may remove its
proprietary information from the redacted version. A JSerricc Organization Control (SOC) 2 audit
report or approved equivalent sets the minimum level of a third-party audit

D-13.9.2. Processes and Technical limitations

At the State's discretion, the Ccotractor shall disclose its non-propictaiy security, processes aqd
technical limitations to the State such that adequate protection and flexibility can . be attaint
between the Slate and the Contractor. For example,, v^ .^eckipg and port sm@ng — the State-
and the Contractor <hflii understand each oihcr'srolcs md-responsibilitics.

B-14. Software Agreement

The Contraptor provide the Stale yrith access to the Software Licenses and Docinm^tation set
forth in the Contract, and. particularly described Exhibit D: .Software Agrecmcbt

D-IS. Administrative.Services

The Contract shall provide the Stale with the Administrative Services .set forth in. the Contract, and
particularly described in Exhibit E: Administraiive Services

B-16. Training

The Coatraclor shall provide training support as previ.ously dctanuned and agreed lo.dming the
initial planning period. Such training support shall include,; but not limited.to:

• Providing a comprehensive training plan that includes a train the traihci opprooch
and/or Manaal preparatioa
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EXHIBIT B - SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS

•  Providing hands oa tnun-tfae-tmner training where applicable and provided for
in the Cootract's Statement of Work, which will inclucte all system functionality
for all modules purchased as well as creation of reports, searching, workflow
and the approval processes as defined by the project requiremeots. The State
and Contractor will mutuaJiy agree on training locadoos (0 ensure convenience
for all parties.

• The training plan which shall include training tailored for the agency's designated
System Administrator so that the persoafs) in, this particular role can perform
functions that include support file maintenance, templates/forms/letters maintenance,
and sta^group^emussions maintenance.

The Contractor shall be present in all formal training classes conducted by the Contractor. The
Contractor shall provide onsite resource during all training classes where applicable as provided
for in Che Contiactor's SOW and agreed to by the Stale. The Contractor shall also develop
training material and provide said malerials to the State in a soft fonnat, or any other format
agreed upon by the State, to the State. The Contractor' authorizes the Stale to copy, modify,
customize and distribute on as needed basis to State training resources. The.State will have a
Superior Officer of suitable rank and aufljority to answer all questions.as they pertain to New
Hampshire State Police Policies A Procedures for the use of the System applications.

As requested by the State, the Contractor to provide electronic copiu of (be Maintenance and
Operations Manual, System,; Administration Guideaad UserOuides that the State will have the
ability to copy, customize.and distribiite to st^ traii^g resources.

B-17. Tcnns and Definitions

Tenns and Definitions appUcable.to this Contract m ide.nti£ediD Exhibit F: Terms and.Definitions.

B-18. Contractor's Certificates

Required Cootractor Certificates are ett^ed in Exhibit G.

Remainder of this page in^tionally lefl blank

PaitBS7of60 ^
Contractor Initials:

Dale: 5-30-23



STATE OF NEW HAMPSHIRE

Department of Safety

Hosted State Message Platform System
DoIT 2023-067

EXHIBIT C-PRICE AND PAYMENT SCHEDULE

Exhibit C - Price aod Payment Schedule

The tenns outlined in the Payment Schedule is set forth below:

C-1. Contract Price

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shftll the total of all payments made by the State exceed the amount indicated
in P-37 Ociieral Provisions - Block 1.8: Price Limitation . The payment by the State of the total
Contract price shall be the only, and the complete reimboraement to tbeXontractor for all fees and
expenses, of whatever nature, incurred by the Contractor in the pcxformoncc hereof. The Contractor
shall not be permitted to increase the Maintenance and Support Services pricing to support the System
OS outlined in Exhibit B, Scope of Services, based on tiie addition of new capabilities.

C-2. Travel Expenses

The State shall not be responsible for any travel or out of pocket expenses incuned in the pcrfbimance
of the Services performed under this Contract . The Contractor must assume all travel and related
expenses incuntd by Contractor in performance ofits obligations . All labor rates in this Agreement
will be considered TuUy Loaded", including, but not limited to: meals, botel/housiDg, airfiue, car
rentals, car mileage, and any additional out of pockd expenses.

C-3. Shipping Fees

The State will not pay for any shipping or delivery fees unless specifically itemized in this Agreement

C-4. Invoices s.

The Contractor chwH submit conect invoices tn the State for all amounts to be paid by the State. Ail
invoices submitted shallbe subject to the State's prior written approval, which shall not be unreasonably
withheld or delayed. The Cootractor shall' oidy submit invoices for Services or Deliveablcs as
pennittcd by the Cootract Invoices must be m a format as determined by the State and contain detailed
information, including without Umitation: itemizaiion of each Deliverable and identificNion of the
Deliverable for which payment is sought, and the Acceptance dale triggering such payment; date of
delivery and/or installation, which.sh^i bc-subjecl to reasonable modification duririg the course of the •'
Contract; monthly charges; any other Project costs orittention amounts if applicable.

1. Upon Acceptance of a Dclivq^le, and a pitqjeiiy documented and undisputed invoice, die
State will pay the c<wrcct and, undisputed .invoice within thirty (30) days of invoice receipt.
Invoices will not be badcdated and s^ll beprompUy dispatched.

2. During the Implementation peno<^ the Cootn^r whflll invoice monthly for all Deiiver^Ies
tliat Were' aj^ffoyed or acce^d during the period.

3. OperaiioQS and Maintenance setVicra fee shall begin first day of the month following to
the Accqitance Letter after the Day in ihe Life Teriing. The Contractor shall invoice
Operations and Maintenance services fee aiuut^ly.

1.
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C-5. Invoice Address

Invoices may be sent to:

New Hampshire Slate Police

Artn; Jennifer Hackett

33 Hazen Drive

Concord, NH 03305
/

C-6. Payment Address

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for ACH
payments: bttps://www.nh.gov/trtasurv/8tate-veDdorarmdcx.htm

C-7. Overpayxneots to the Contractor

The Contractor shall promptly, but no later than fifteen (15) business days after discovery of an

overpayment, return to the State the full amount of any overpayment or errooeoua payment upon
discovery or nodce from the Stale. . '

€-8. Credits

The State may apply credits due to the State arising out of this Contract, aga^t the Contractor's
invoices with appropriate informatipn attached.

C-9. ProJectHoldback

Not applicable.

C-10. Activities / Deliverables./MQestones Pridng

This is a Firm Fixed Price Contract The total Contract vahie is indicated m-P-37. General Provisions -
Block i.8: Price Limitatioo for the.period between the Effective Date throu^.dale indicated in P-37
General Provisions • Block 1.7: Coihpletion Date. Prices indicated in Table 9 andM 0 shall.be effective
upon Governor and Executive Council approval through Juno 30, 2028.. Upon' Governor and
Executive approval and the State's payments of the Milestone Payments to Contractor consistent with
below Tables 9 and 10, Disaster Recovery and any additional deliverables indicated in Table 10
ghall be initiated or completed by December 31, 2027, provided'however,. Delivery Start and

Delivoy CompletioD Dates will reasonably be odjusted depending-upon-the date of ̂ xproval-of
Services for performing its obligations in accordance' with the Contract The Contractor shall be.
responsible for performing its obligations in accordance with the Contxvt This Contract will allow
the Contractor to invoice the State for the activities, Deliverables, or nul^oou oppdwng in Table
9.

Payment shall-be made to the Contractor, within thirty (30) days, upon receiving Contractpris invoice,
and based upon completion of activities, deliverables,-or chitestope3,'ipdicsted in Table 9 below, with
the exclusion of nnnnal maintenance, reflected in lines 2-6. Payment-shall utilize the percentage
payment structure as follows.
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

1. Delivery and Accepted Siatcmeot of Work - 20%

2. Test Acceptance State Sign Off Complete - 60%

3. Slate Acceptance ofSystcraaod PROD-20%

ToMe 9. Hosted State Message Platform - Pbase I Priciog *

ACTIVITY. DEUVERABLB, OR
MILESTONE

DELIVERABLE TYPE DELIVERY

START DATE

DELIVERY

COMPLETIO

NDATE

MILESTON

EPAYM^

PLANNING AND PROJECT MANAGEMENT

1 SaaS Coovenioa/Archive 3.1 Upgrade

1.1 Milestone 1 - Delivciy and
Acceptance of Statement of

Work

Table 1 Deliver&bles M

Table 2 Deliverables 1-10

Written/Software. 7/1/2023 7/31/2023^ S70.000.00

1.2 Milestone 3 -Test Acceptance
State Sign Off Complete

Table 1 Delivexables 5-22

Written/Softwire 9/1/2023 11/30/2023 S210.000.00

1.3 Milestone 5 - State Acceptance
of System and PROD

Table 1 Delivenbles 23-32

Writtcn/Softwart. 1/13/2024 1/24/2024 S70,000.00

2 Maiatcoaoce /SaaS Fee* * SPY

24

No'o-Software ODgoing Ongoing $596,772^

3 Maintenance /SaaS Fee* * SFY

25

N<m-Software Ongoing Ongoing' Sd20.281.13

4 Maintenance /SaaS Fee** SbY
76

Non-Softwaie Ongoing Ongoing ̂ S743.361.00

5 Maintmance /$aaS Fee*? SFY
27

Koii-Softwae. Ongoing Ongoing $774,279.00

6 Maintenance /SaaS Fee** SFY

28

Non-Software Ongoing ; Ongoing $806,493.00

7 NLETS XML Conversion

7.1 Milestone - Delivery end
Acceptance of Statement of

Work

Table 1 Deliverables 1-4

Written/Software 1/5/2024 .2/28/2024 $14,000.00

7.2 Milestone 3 - Test Acceptance
State Sign Off Co^lete

Table 1-Deliverables 5-22

Written/Software &/I/2024 9/3£y2024 $42,000.00.

P«^a£OofSO • V ^
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73 Milestone 5 - Stete Accepteace
of System and PROD

Table 1 D^verables 23-32

Written/Software 10/10/2024 10/15/2024- SI4,000.00

8 NezGen BotfUes/Volidsdoas

8.1 Milestone 1 — DeLvery and
Acceptance of Statement of

Work

Table 1 DeUvoables 1-4

Writtea/Softwve 7/1/2023 12/31/2013 1313.000.00

8.2 Milestone 3 - Test Acceptance
' State Sign Off Complete
Table 1 Deliverables S-22

.Wrinea/Softwirc 2/13/2024 11/13/2024 S939,000.00

8.3 Milestone 5 - Stale Acceptance
ofSyscco and PROD

Table 1 Deliverables 23-32

Written/Software 12/13/2025 1/13/2025 S313,000.00

TOTAL Phase I Pricing $5,526,186.63

'During tbe discovery phase and the development of the SOW, additional deliverables or
milestones may be established within each of the above<ategories consistent with the prices above.

'* SaaS Fee includes S25,000 per year for use and SlOOjOOO for.eqnipmeot cost recovery.

All additional deliverables outlined in Table 10» Hosted State M^sagePlatform-PhaseIlPri^g
shall be initiated solely upon request of tbe State throu^ a mutually acceptable amrac^ent and effective
upon Governor and Executive Council approval These deliverables shall be provided at tbe cost rate
indicated below.

Table 10. Hosted State Message Platform- Phase HPrit^g

Acnvrry, DELrviatABLE, or
MILE^NE

DELIVERABLE TYPE DELIVER

YSTART '

DATE'

DELIVERY

coMPfjanrio
Ndate*

MILESTpNE
PAYMpNT

1 Disaster Recovery (DR)

'  t

1.1 Milestooc'l -Delivery end"
Acceptuce of Statement of

Work.

Wnlten/Softwaie 8A/2023 12/1/2023 $100,000.00.

\2 Milestone 3 - Test Acceptance
State Si^ Off Complete

Written/Software "3/1/2024 5/31/2024 $300^000.00

. U Milestone 5 - State Acceptance
of SystetD and PROD

Written/Software 6/29/2024 7/10/2024 $100^000.00

2 QCUL Reports
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2.1 Milestone 1 - Delivoy and
Accq}tance of Statement of

Work

Writtep/Software 8/1/2023 12/1/2023 $15,000.00

2.2 Milestone 3 - Test Acceptance
Slate Sign Off Complete

Writiea/Software 12/31/2023 3/31/2024 $45,000.00

2J Milestone 5 - Stale Acceptance

of Svstem and PROD

Writtea/Softwtre 4/30/2024 5/15/2024 $15,000.00

3 NQC N3G XML CoQvertton

3.1 .Milestone 1 - DcUvcry and
Accqjtonce of StatemcDt of

Work

Writtei^Softvnre 7/1/2025 9/1/2025 $70,000.00

32 Milestone 3 - Test Acceptance
State Sign Off Complete

Written/Softwire 2/18/2026 04/172026 $210,000.00

3.3 Milestone 5 - State Acceptance

of System and PROD

Written/SoftwiTB 6/16/2026 7/7/2026 $70,000.00

4 m N3G XML Conversion

4.1 Milestone 1 - Deliveiy and
Acceptance of Statemcot of

Work

Writtep/Software 1/10/2026 3/10/2026 $35,000.00

42 Milestone 3 - Test Acceptance
State Sign Off Complete

. Written/Softwiin 8/6/2026. 9/5/2026 $105,000.00

4J Milestone S - State Acceptance
of System and -PROD

Written/Softwirc 11/5/2026- 12/5/2026 $35,000.00

i

5 NICS N3G XML Cooveraion

5.1 Milestone - Delivery and
Acceptance of Statemcat of

Work

Written/Software 1/10/2026 • 3/10/2026 $35,000.00

52 Milestone 3 - Test Acceptance

State Sigo Off Complete

WnBcn/Softwarv 4/10/2026 s/iOiatnd $105,000.00

52 Milestone 5 - State Acceptance
of System and PROD

Wdtlen/Softwaie 6/10/2026 6/3(V2026 $35,000.00
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;  6 Contact Person Notilicatfoo-

. 6,]

f

Milestone J - DicUyeiy.and.
Acceptflhceof Statcmcnlof.

Work'

Writtcfi/Softwarc ;8/l/2024 12/1/2024 ■■ 55,5.00:00

6;2-
1

Milcstoae'3.v-Tcsl Acceptance-'
Staie'Sij^ pfT.Complelc'-

Wrirtco/Softwarc ,12/31/2024' , 3/31/2025. S16A00'.0Q;

6;3 Mil«tonc:5,-tSta!c:Acccptancc.
•of.Sj^jernifliid PROD

Wriitcn/Scftw^ 4/30/2025; 5/15/2025; $5,500:00:

TOTAL Phased Pricing $l;3.02,5,p0:00

OpOphnl Renbwal/M Fee
•

SFY.29 • $

:9is.o72:oo
SFV:3p. 5

■956^576.06

fe-ipj., CbntroctorStj^.ir^purce.p.q^
ThejCpiifiact6rsliaU'prbvi^,addltipnM'ser^ces/^;,iic:ra in-TabIc:!!

.Tablfc'il>. J^tqre-e

^Project
•Manager

■  $300 ■:$3()p ' " 5ooor'-" •$300;;
;

Subject Matt.cT' ;  $3.(8).. ■ :$3.pd:- fsopo" .$300 53.00- ■ ;$3Q0: ■$300- '" ■■■

En^eer-
;  •$3pd, 5300: 53()0; $3,00^ ■ ;$3'0p: .".S3oo: ■" $'300; i

t  1

:-Netwodc.
;En^Ctt*

,  ;poo :s300: : ;S30p; - ■$30or"'^- V :i$3qD-. -' . .$.300:- ;  .$3()p>" ' [

4
.  ■\*

Ti^er^ :  S3Q0 : :S300 53op: ■$300' ■ ■ ■ •.■KOQ: ^. -i •$3:00' $300':
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

As described in P.37 General Provisions, Section 3 Effective Datc/CoiDpletion of Services and inclusive of
the raodiCcations described in Exhibit A, the Contractor shall provide additiooal services at the rate
described in Ibe Table 11 above.

Remainder of this page inteDtionally left blank.
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EXOnOBIT D - SOFTWARE UCENSE AGREEMENT

Exhibit D - Software License Agreement

The (enns outlined in the Software License Agreement are set forth below:

0-1., License Graot

i. Sec Sectioo 3 of Attachment 8 to Exhibit B.

D-1.1. Limitatioos

While this agrcemeot covers software programs and the iostallatioo thereof, it does not cover the State's
hardware engineering or troubleshooting of hardware to cono^ to a provider of soludoDS hosting
unless such hardware was supplied to the Stale by the Contractor. The Contractor has no responsibility
for the operatio(}S of the State' network or related etpiipment

i. Unless otherwise specified in this Agre^ent, these Services and Softwore (as doSned below)
are for the State's ccMttracted use. The State may use the Services tmd/or Software solely for
the State's intemal purposes. ^

ii. The State may not modi^. copy, distribute, transmit, display, perform, reproduce, publish,
sublicense, create derivative works frpm, tnmsfer, or ̂ -any Contractor's softie nor may
the State violate any of the restricttdns iil Sc^bs 4.of-Attachment 8 to Exhibit B.

D-l.Z Contract Records and PfXPrnmicloD Clause

The State will own and have all right, title and interest in ail d^ regress of media used, including,
but not itTTiirwt to all personal information (Inclu^g names luid conhact information), notations,
electronic copy ofdocuments and hard copy documents in the. Contracter's possession eves ifsuch data

'  or other materials was obtained by the Contractor on'bebalf of the-Stete prior to the effective date of.
this Agreement (the "Data"). While this Agrccmenl is in force, the State'grants to the Contractor a
limited, nonexclusive, royalty free license to prociess and accca the Data Mlcly for puxposes of
Contractor fulfiilipg its obligatioDS to the State pursuant to this-Agreement and for ̂ e State's utilization
of the System.

ii. Upon Agreement expiration or termination, Contractor;6ball-(at.the;Stete's request)-pro'vide a
copy of the Data to the Slate in a format acce^ble by the State .^.cooperate with the State to
migrate the Data to another system, to minimize ̂ e State's access to wd ability to utilize such
Data. r

iii. Furthennora, the Contractor shall provide.to (he State, within thirty (30) days (or such longer
period as the State may agree) after Agreement terminatioD or cfxpirabOT and migration of the
data to another system as directed by the State, written confirmation all electronic instances of
the State data, including, but not limited to producdpn data, test data, backups, disaster recovery
data, shall have been purged, permanently rraoved or destroyed in a manner consistent with
the Contractor's company policy related to such data.

Paae62of80. r• • ^ -
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EXHIBIT D - SOFTWARE LICENSE AGREEMENT

D-2. Software Title and loteDectual Property

This SectioQ D-2 shall survive the termination or conclusion of the Contract.

Title, right, asd interest (including all ownership and intellectual property rights) in the Software
provided under (his agreement^ and its associated documentatioQ, shall remain with the Contractor.

Upon successful completion and/or termination of the Implementatioo of the Project, the Coolraclor
shall own and hold all, title, and rights in any Software modificatioas developed in connection with
performance of obligations under the Contract, or modifications to the Cpntractor-provlded Software,
and their associated Documentation including any and all pcribnnance eohancLng operational plans and
the Contractor's special utilities.

Section 5 of Attachment 8 to Exhibit B is incorporated by reference herein.

In 00 event shall the Contractor be precluded from developing for itself; or for others, materials that arc
competitive with modificatioDS developed in connection with perfonruince of obligations under the
Contract In addition, the Contractor shall be free to use its general Imowledge, slcills, experience, and
any other ideas, concepts, know-how, and techniques that are acquired or used in the coxusc of its
performance tuder this agreement

D-2.1. Staters Data and Property

All rights, title and interest in State Data shall.iemm with the Stale. All data and any properly which
has been received from, the State or purchas^ with fimds provided for that purpose under this
Agreement, shall be the property ofthe State, and shall be returned to the State upon termination of this
Agreement for any reason. The Contractor ahali not acc^ State user accounts or State data, except (1)'
in the course of data center operations, (2) in response to service or technical issues, (3) as required by
Use express tenns.of this contract, or (4) at theS^e'synitien request

D-2.2. Contractor** Materials

Subject to the provisions of this Contract, the Contractor may develop for itself; or for others, materials
that are competitive with, or gimilar to, the Deliver^les. In accordance with the provision of this
Cootrwt, the Contractor shall not distribute any products containing or disclose'any Slate CohTidential
Information excluding all Data distributcd thrpugh-NGIC and NLETS. The Contractor shall be free to
use its general Imowledge, skills md cxpOTcncc, and any;ideas, concepts, know-how, Md techniques
that are acquired or used in the course of its performance under this Contract, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential Information by the
Contractor employees or third^?arty consultsints engaged by the Contractor.

D-3. Software asd Documeotfttion Copies

The Contractor provide the State with an electronic, version in Iwth Microsoft Word and PDF
formats of the Software's associoted bocumentatioiL The State shall have the right to copy the
SofKvare and its associated Documentation within its possession for its internal business needs. To (he
extent that the State docs not have posscssioo.of the Softwrur, .Contractor sh^ provide s copy of the
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Software and associated Documentation upon request. The State agrees to include copyright and
proprietary notices provided to tbe State by the Contractor on such copies.

D-4. RestrictiODS

In addition to Section 4 of Contractor's SaaS License Agreement, tbe State agrees not to:
1. Remove or modify any program roarklDgs or any notice of Cootractor's proprietary rights.
2. Make the programs or materials available in soy manner to any third party for use in the third

party's business operaiioos, except as permitted berets; or
3. Cause or permit reverse eogineermg, disassembly or recorapOatioD of tbe programs.

D-S. Viruses

The Coatiactor shall provide Software that is ftee of viruses, destructive prcgranuning, and
mechanisms designed to disrupt the performance of tbe Software in accoitkmce with the Specifications.
As a part of its internal development process. Contractor will use reasonable efforts to test (he Software,
for viruses.

D-6. Audit

Audits will be governed by Section 10 of Attachment 8 to Exhibit B.

D-7. Software Noa-Infringement

The Contractor warranties are provided in Attachments 7 and 8 to Exhibit-B. Ri addition the.CoDtractor.
warrants that it has good title to, or the right to allow the State to use all.Se^c^,.equipment,.and
Software, inchiding any and all component parts thereof such as thiid-party 'sofiware or programs, tlut
may be embedded in the Software ("Contracted Resources^-Provided under this Contnct,'snd thht
such Services, equipment, and Software do not violate or infiinge any pateDt,-.trademark, copyn^t,
trade name or other intellectual property rights or misappropriate a trade secrO of any third party.

D-8. Control of All Componeat Elements

The Contractor acknowledges and agrees that it is responsible for maiatainiog. all licenses or
permissions to use any thirdrparty software, equipment, or services that are component parts, of any
deliverable provided under this agreement for the entire tenn of the contract Nothing within this
provision shall be construed to require the Contractor to maintain liceoses:and perrpissions for Software
acquired by the State directly or throu^ third parties which may be mtegrat^ with-the C^tractor'is
deliverables.

I>>9. Custom Software (Not Applicable)

D-10 Software Escrow

Contractor agrees to provide to the Stale the currently existing source code and any other tools and
requirements nccttsary to create executable or interpretive programs This information may be
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provided co the Slote cither directly, with aay such protections as required by the Cootractor or through
a mutually agreed upon Esaow Agreement. The Slate shall be responsible for all costs associated with
the Escrow Agreement aod the State shall ool assume any liability to the Company or Escrow Agent as
a result of the Agreement

Contractor agrees that the State shall be entitled to utilize the source code in its possessiOo and/or
demand a release of the source code from the Escrow Agent upon the occurrence ofany ofthe following
events ("Release Events"):

a. Contractor has made on assignmeot for the benefit of creditors:

b. Contractor institutes or becomes subject to a liquidatioa or bankruptcy proceeding of
any kind, provided that Contractors is unable to cause the same to be dismissed within
sixty (60) days.

c. A receiver or similar officer has been appointed to take charge of all or part of
Contractor's assets, provided that Contractors is unable to cause the same to be
dismissed within sixty (60) days.

d. Contractor terminates its maintenasce and operations support services for the State for
the Software or has ceased st^porthig and maintaining (he Software for the Slate
whether due to its ceasing to conduct business generally , except in cases where the
termination or cessadon is a result of the non-payntttt or other fault of the State.

e. Contractor de&ults under the Contract and such de&ult is not cmed within a reasonable
amount of time after notice thereof from the State to Contr^tdr; dr

f. Contractor its on-gobg business operations, of that portion of its business
operations relatiDg to the licen^g and ntaihtoiacce of the Software.-.

Upon the occurrence of a Release Event, Contractor hereby grants the State, tlw right .to use the source
code, and to authorize State employees only to do the same, solely for ibt purpow.of completing the
performance of Contractor's obligations under the Contract, including, but not linutcd to, providing
maintenance and support for the Software and subject to the rights granted in Uiis Contract

The remainder of this page is intentionaJly left blank; and to the extent not inconsistent with-tbis
Agreement, the terms of Attachment 8 to Exhibit B shall control the license of Contractor s software.
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Exhi.bU E - Admiriis,tr.fltivc Services

E-i' Dispute Resolution

Prior to thc fiiirigjofanyformol proceedings wiib rcspcct'io a disputc,,(6ihcr than an oc'libn seeking
rihjuncti.vc. rc.licf'With. rcspc,ct Iq ihtcllcctufl! profH^ of. .CpnBdchoal; l^6miqb'oh)',;'lhc 'Poi^'
■bclieving.itsclf ag^cvcd (tbc'"Involang-Party")ishflU call'.for.progressivc'majja'gcineot invblyenichlin
ti).e''dlspu(e □egoUado.q.by, wnUeD]^D'on'ce m the otHer Par^: Such notice sbaU be-witbout prejudice to
-ihc;invbidpg,Pafty's right to ftnyotbef.feme penni.t,!?*! iinjder the Contract

.Thc,parties.,sbali usc;rcwoDbble,.cffqjts-c6 arrange pcreqnol racx^gs.aiidi'br telcphbhe conferences.^;
needed; at-mutually convcDieni.timcs.and;placcs,.'bctw.ecQ ncgqtiaiibis fbritbc Parti«-at thc.Tollqwihg
w'cct^i.Vo Tnan3gemei\t icvcis;-each'of-.which shall haye"a,pcriod'of.a)16tted:tiine'as.spccificd.b.clow. in
•wHichtq^attcmpftq

Tabic 12 .i^iipute.ResolutibD.Re^o.iu.iblUty and ScbedulcTablc

H
• Priofi,^' ■ Steyc'G^cr ■ Cbmmaader^'Jiistice'

Ihfonnndon-Biueau-
'5 Days •

, First. Lori.Ambrosc- ;!.A(3mjnis^lbr,III:
: J^bne:

lO'Days

• SKond^ , IT-MaMgcr'* iO.Days . ,.

"Third KevinSawatzl^. 'VUsi^i.atc'uCbbmvsri.oncr •

Pia^-s riptice;is,re^ixe1d byJ.tf

"Erl Acc^ and • ' *
•As applicab!!V^.d'^tj?ct;to;^.C;tcims'bf,i^S:Agrecmchtandp^^
>t ^ a >• *aa' ' '**■* «. t * ♦ « • - V.t_» -ann la A I * A Wa i*

•bbmplcbi ihbi^nlr^6?d.Sem^^

'Er3' .Rccord^&otoatibn
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litigation oiattos regarding the Coatract shall be kept for one (I) year foUowiog the terminarion of all
litigadon, including the tenomatioo of all appeals or the expiralion of the appeal period.

Upon prior ooticc and subject to reasonable ̂ e frames, ell such records shall be subject to inspection,
examinatioQ, audit and copying by personnel so authorized by the State and federal oScials so
authorized by law, rule, regulation or Contract, as applicable. Access to these hems shall be provided
within Merrimack County of the Stale of New Hampshire, unless otherwise agreed by the Slate.
Deliveiy of and access to such records shall be at no cost to the State during the three (3) year period
following termination of the Contract and one (1) year Term following litigation relating to the
Contract, including ell appeab or the expiration of (he appeal period. Contractor shall include the
record retention and Review requirements of this section in any of its subcontracts.

E-4 Acconnting

The Contractor shall maintain an accounting System in accordance with Cenerally Accepted
Accounting Principles (GAAP). The costs applicable to the Contract shaD be ssceilainable from the
accounting System.

£-5 Audit

Section 10 to Attachment 8 of Exhibit B will contrcrf as to audit rights.

E-6 MisceQaoeous Work Requirements

E-6.1 State Website Copyright

AU right, title and rnterest in the State WWW site, including ct^yri^l-to ̂  Dtha and infonaiation,
shall remain with the State. The State shall.also retain all rightv title tod-^t^est-in any user interfaces
and computer instructions embedded within the WWW pages. All WWW.pagcs.aii,tl,any other-Data or ■
infomiation shall, where applicable, display the State's copyright

E-6J Workplace Hours

Unless otherwise agreed to by the State, the Coolraclor's personnel sh^ ..woA forty (40) hour weeks
between the hours of 8 am and 5 pm (Eastern Tune), excluding State of New HaEppshire hoUdays.
Changes to this Schedule may be made.upon agreement widi the State Project.Ma^gcr;

E-63 Slate Owned Documents and Copyright Privileges

The Contractor shall provide flie State access to all State-owned ;dqcumeDl^ nial^als,'reports, and
other work in progress relating to this Contract. Upon expiration or tcnnination of ttie Contract,with
the State, the Contractor shall turn over, all State-owned documents, material, reports, ai?d work in
progress, if any, relating to the State at no additional cost to the State. Documcoa must be provided in
both printed end eloctnaie fonnst.

Pefe^OefSO ^
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Exhibit F-Terms and DefinitloDS

The following general contracting terms and definitions apply except as specifically noted elsewhere In
this ContiacL

TERM DEFINmON

Acceptance
Notice from the State that a Deliverable has satisfied
Acceptance Test or Review.

Acceptance Letter/Letter of Acceptance
Notice fiom the State that a Deliverable has satisfied

Acceptance Tests or Review.

Acceptance Period The limeframe during which the Acceptance Test is
perfonned

Acceptance Test Plan The Acceptance Test Plan provided by the Contractor and
agreed to by the State that describes at a minimtim, the
specific Acceptance process, criteria, and Schedule for
Deliverables.

Audit Trail Capture and Analysis Supports the identificatioD and monitoring.of activities
within 80 application or system

Authorized Persons The Contractor's employees^ subcontractors or ofiier
agents who need to access the State's Data to oiable the
Cratraclor to perform the services required.

Certification The Contnclor's written deciaratioh with'iUll-suppqrtiDg
and written. Documentation (including witlMUt.liiriitafioa
test results as appiicable)-that the Coptnctqr h^
complete^ development of the Delrve^le.and certified.its
readiness for applicable Acceptance Testibg'or; Review.

Change Order Formal documentation prepared for a'propp^-cbange-lD.
the Specificatioos. ' '

Completion Date End date for the Contract

State Confideotial Information

State Confidential Informatido includes any andfall
infbriDatioD owned, or managed by'the StateofNH -
created, received from or on bdi^ ofiahy' Agdijpcy of the
State or accessed in the course of perfqripmg Mptr^^
Services of which collection, disclosuz^Vpinee^'oh, ahd
disposition is governed by state 6r'fedeiid'-1a^:bT''
rei^atioD. This Lnformatiop includ^^.b^'is not limited
to. Protected Health Infonnation;.(Ph^^^ '
Identifiable Information ̂ II)i Peraon^.}{mmci^ '
Tafoimtion ffFI), Federal TaxliifprmatiOT.i^^^ •
Security Numbers fSSNI; PavmcDliCaid l^ttsti^ fPGl).
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and or other sensitive and CoofidcDtial Information.
Incinding State Confidential Records State's information
regardless of its forth that is not subject lo public
disclosure under applicable state and federal laws and
regulations, including but not limited to
httn-7/wvAv.ecncourt.state.nh.ua/rsa/htnil/NHTOC/NHTO

C.VI-9l-A.btm

Contract

An agreement between the State ofNew Hampshire and a
Contractor which creates binding obligations for each party
to perfonn as specified in the contract documents. Contract
documents Include the State P-37 General ProvisioDS, and
ell Exhibits and attachments, which represent the
understanding and acceptance of the reciprocal legal rights
end duties of the parties with hcspect to the Scope of Worit.

Contract Managere
The persons identified by the State and the Contractor who
shall be responsible for all contractual authorization and
administration of the Contract.

Contract Price The total,' not to exceed amount to be paid by the State to
the Contractor for product and services described in the
Contract. This amount is Ust^ in the Omeml' Provisions
Section 1.8.(P-37).

Contract Term The period during which the "Contract" shall be executed
as ogreed bjatween .the -Contractor and the State in the
Contract inchisive of extend<ed contract period for reasons
beyond the coctrbl of. the Contractor and / or State due to
force majwre.-

Contractor Tbe Contractor's en^loyees, subcpntractois, agents and
afiyiates-whb are.proyi^g the seryibesagr^.to imd^
the contract - . '

• Contractor Proprielary or Trade Secret
Information

Infonnation dkemed prpprietary or a trade secret under
.lUinois law.

Conversion Test A test to ensure-that a Data conversion process, correctly
takes Data from a legacy system and successfully converts
it to a form that can be used by the new System.

Custom Code Code developed by the Contractor specifically for this
project for. the State of New Haipptiiire

•
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J
Data

Stale records, files, forms, electronic information and
other documents or ioformatioo, in either electronic or
paper form, which will be used /converted by the
Contractor during the Contract term.

Data Breach

The loss of control, compromise, unauthorized disclosure,
unauthorized acqulsitiOD, unauthorized access, or any
similar term referring to situatioos where persons oU^
than authorized users and for another than authorized

purpose have access or iMtentiol access to personally .
identifiable infonnation, whether physical or electronic.
With regard to Protected Health Information, "Data
Breach" shall have the same meaning as the tenn
"Breach" in section 164.402 of Title 45, Code of Federal
Regulations.

Day m (be Life Testing Day m the Life testing is a verificatioD process poformed
in a copy of the production environment

/

Deficiency (-iesVDefects
A failure, shortcoming or error in a Deliverable resulting
in a Deliverable, the Software, or the System, cot
conformmg to its Specificahons.

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, repoil, manual, book, code, or other),
provided by the Contractor to the State or under the terms
of a Contract requirement.

Department of Information Technology
The Department of loformation Technology established
under RSA 21 -R by the Legislature effective September 5,
2008.

[>ocumentatioo

All ii^ormation that describes the ihst^tioa, ofHtrahon,
and use of.the Software, either in-printed'or electronic
format

Encryptioo Supports the.tnnsfoiination of data for security purposes

Enhancements

Updates, additions, modificatioas to, and new releases for
the Software or System, and all changes to the
Documentatios as a r^It of improvement in quality,
value, or extent

Firm Fixed Price Contract A FirmTFixcd-Pri« CootrKt provides a price thai is not
subject to increase, i.e., adjustment on the basis,of the
Contractor's cost experiace In-perfprming the Contract
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Fully Loaded Rates are ioclusive of all allowable expenses, including,
but not.limiled to: meals, hotel/bousing, airfare, car
rentals, car mileage, and out of pocket expenses.

Host An entity thai controls the operation of the SaaS
EnvironaKnt

Identification and Authentication

Supports obtaiaiog information about those parties
attempting to log on to a system or application for security
purposes and (he validation of those users.

Implementatioa
. The process for maJdng the System fiilly Operational for
processing the Data.

IntrusioQ Detecttoo
Supports the detection of illegal entrance into a computer
system

Key Project Staff
Personnel identified by the State and by the Contractor as
essential to work on the Project.

Licensee The State of New Hampshire.

Non-Software Deliverables Deliverables that are not Softwair Deliverables or Written
Deliverables, e.g., meetings, help.support, services, other

Normal Business Hours Norroal Business Hours — 8:0p.a^-to 5:00 pm. EST,
Mpnday throu^ Friday cxcluding.Slate of New '
Hampshire holidays. State holidays-arc: New Yearns Day,
Martin Luther King Day, Presidio's Day. Manorial Day,
Jiily 4', Labor Day, Veterans Day,,Tbani(igiYing pAy, the
day after Thanksgiving Day; and-Chnstmu t^y. Specific
dates will be provided

Non-Public Informatjon

Infnnruirinn, other than Personal; Infbl^do'D. . -which is
not subject to distribution to .the public as-public
informatioQ. It is deemed to be semitiveihd confidential
by the State because it contains infoimatipb that is exempt
by statute, ordinance or achninistrative rule'from eccess by
the. general public as. public infoTTnation.
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Personal Data

Data that mcludes lofonnation relating to a person that
identiiies the person by name and has any of the following
persoaally identifiable iafonnatioD (PU): goverrunent-
issucd identificatioo numbers (e.g., Social Security,
driver's License, pass^rt); financial account iofomoatioo,
including account number, credit or debit card numbers; or
protected health informalioD (PHI) relating to a person.

Project
The planned undertaldog regarding the entire subject
matter of a Contract and the activities of the parties relat^
hereto.

Project Team The group of State employees and Contractor personnel
responsible for managing the processes and mechanisms
requir^ such that the Services are procured in accordance
with the Work Plan on time, on budget and to the required
specificatioDS and quality

Project Managemeat Plao A document that describes the processes and methodology
to be employed by the Contrsctor to ensure a successful
ProiccL

Project Managers The persons identified who shall function as the State's end
the CoDb^tor's representBtiye with regard to Review and
Acceptance of Contract peliveiables, invoice sign off, and
review and approval of Change Requests (CR) utilizing the
Change Control Procedures (CCPl.

Project Staff State peraonhel assigned to work with the Contractor on ̂ e
Project

Proposal .A written plan put forth by a Vendor for consideration in
response te a solicitation Iv'tbe State.

Protected Health Informatioo (PHI) Individually identifjable h^tb 'infomiabon transmitted by
electronic niedi^ maintained -ra .electrpnic media,. or
transmitted or maintaibed in. any other" form or mediuj^
PHI .c*clud« cducatiqii records ,cbv6^ by the Fai^y
■Educatioo^ Rights andTrivacy Aa'OF&^A), as amended,
20 U.S.C. i232g, records' d«cribcd at 20 U.S.C.
I232g(aX4)0)(iv) and cmploymeot, records held by a
coveied entitY in its'rbie as employer.

Regression Testing R^e^on tbting means; stlecbye. ro-testinjg-.to detect
. fwlts introduce during the moidificatiqn effor^.both tp-
veri^ the. modificatioas.,have-not caused unlatetided

' adverse effects, add'to verify that the.mo.chfi^ and rdbted .
(possibly-affi^ted) System cdmpoheots meet their f
socciiEicd Tegiiiremeots.

Resolve ' Means (0 whm the defect causing an ioctdimt or problem
is rqiaired, and the defective componat, if applici^le, is
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returned to oorraal service and approved by the State or (ii)
when the State approved bacloip componeDt is placed into
service so that fuoctioaality is restored to the affected
Services, or (iii) when the State approved work-arouod is
impleajested which downgrades the Severity Level of the
Problem.

Review The process ofreviewing DtUverables for Acceptance.

Role/Privilege Management Supports the grantiog of abilities to users or groups of users
of a computer, application or network

Schedule The dates described in tfae Work Plan for deadlines for
pofoimaoce of Services and. other Project events and
activities under the Contract

Security Incideot

"Security Incident" shall have the same meaning
"Computer Security Incident** in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Cuide, National Institute of Standards and Technology,
U.S. Dqjaitment of Commerce.

Security Review and Testing IT Security involves all functions pertaining to tbe
securing of State Data.a^ Systems through the creation
and defimtioD of security policies, procedures and controls
covering sucb areas as ideotificatioD; authentication and
Don-repudiatioQ

Scrvicc(s) '
Tbe work or labor to be perfofmed by-the Contractor on
tbe .Pipjectasdescrib^inacontiBCL.

Software

All Software As A Service and Coipmerci^ OfFTbe Shelf
computer programs and applications provided by the
Cootractbr under die Contract.

Software Deliverabies
All Custom^ SAAS and COTS Software and
Enhancements.

Software Liceose Licenses provided to the Stete.under this Cooftact.

Software-as-a-Service (SaaS)

The capability provided to the State U) use tbe
Cootiactor'a applications running on a cloud
infirastructurt. The ̂plications are accessible from
various client devices through a thixv-client interface such
as a Web browser (e.g., We^based email) or a program
interface. Tbe Stale does not manage or. control the
underlying cloud infrastjucture iocluding-network, servers,
OpCTaCipg. Systems, storage or even indiyichiai applicatioo
capabilltiei- with.the possible-ex.ception.of iiin.it^ user-
spixific a^lic^on cdi^gurtitioDsettings.
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Solution

The Solution consists of the total Solution, which includes,
without limitation, Software and Services, addressing the
requirements and terms of the Contract Specifications.

Software as a Service (SaaS
EnvironmcDt)

The servers, software and related infinstructure on which
the System resides which is. managed by the Contractor
and provides the State access to and use of the System.

Specifications

Written details that set forth the cequiiemeots which
include, without limitation, the Contract, aoy perfomance
standards. Documentation, applicable Stale and federal
policies, laws and regulations. State technical standards,
subsequent Stale-approved Deliverables, and other
specifications and requirements described in the Contract
Documents. The Specifications are, by this reference,
made a part of the Contract as though completely set forth
herein.

Statement of Work

A Statement of Woric clearly defines the basic
re<nuremcnts and objectives of a Project The Statement
ofWoilc also defines a higt^Ii^l view of the
architecture, performance snd design requirements, the -
roles and responsibilities of the 'State-ar^ the Contractor. •

State Confidential Records

State's informatioD rcgardl^ of its foro.that is not
subject to public disclosure undo applicable state and '.
federal laws and regulations, iimludij^ but'no Linited'to
httr>i/Avww.Bcncourt Rtate nh ii</i^/himl/NriTOC/N^
C.VI-9I.Ahtm

For SaaS applicalions-, all Data ci in. any'Way •.
originating with the Statei ahd Wl'D^ that is the'.otrqhit of
computer processing of or otbef.idect^sic o^pulatipn.bf
any Daim that was created by br.m 'any.waybrigmat^-^ih '
the State, whether such Data or putpuris.stbred on.ihe
State's hardwQia, the Contractor's, hardware or exi^ in
any system owned, maintained or othexvrise contell^-by
the State or by the Contractor. '

State Data

St^ Fiscal Year (SFY)
The New Hampshire State Fiscal Year (SFY) luiu fioiri
July 1 of a calendar year thiough'-fi^ 30-of the next
calendar year.
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State Identified Contact
The person or persons desi^ated in writing by the State to
receive security incident or breach nGtificadGa.

State's Project Manager

State's rq)resentadve with regard to Project manageraent
and technical tnatters. Agency Project Managers ore
responsible for review Acceptance of specific
Contract Deliverables, invoice sign off; and Review and
approval of a Change Proposal (CP).

Subcontractor

A person, partnership, or company not in the employment
of^ or owned by, the Cootzactor which is perfonning
Services under this Contract under a separate Contract
with or on behalf of the Contractor.'

System
All Software, spedGed hardware, interfaces and
extensions, integrated and ftmctioniog together in
accordance with the Specificatioos.

TBD To Be Detennined

Term

Period of the. Contract from the Efiective Date through the
Conqtletios Dale identift^ in the P-37 General Provisions
or termination.

Transition Services
Service and support provid^ when Contractor is
supportiDg System, chimges.

UAT . User Acceptence Test

Unit Test DeyeJopen create their own test data and test scenarios to
verifyi^e code;they ba^ created or chmg^ Actions
'pr6p^yas;dcfined.

User Acceptance Testing Tests done by kno.wledgeable busine^ users .who are
familisr-with'the scope.of the I^jecL The State
crea^develbps test cases (subject the approval)
to cbhfinn the.System was dev^oped ̂ or^ng'to specific
user requirements. The test co^ wd scripts/sc.diaiios
should be mapped to business requixeinmts outlined in the
user reqnirements documents.

User Management Supports the admihistratibo of computer, application and
netlEvoik accounts within an organization

!

Vendor/ Contracted Vendor The Vendor wfaoM proposal or-quote was aw^ed the
Contract.witb the State and who is responsiblc for the
Sciwiccs .and=b'eliyerables. of Uie.Contnuit;
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Verification
Supports the confirmation of authority to enter a computer
system application or network.

Walk TTuough
A step-by-siep review of a Specificatioo» usability features
or design before it is handed off to (he technical team for
development

Waixanty

.The coodidons under, and period during, which the
ContmctoT will repair, replace, or other compensate for,
the defective item without cost to the buyer or user. It also
delineates the rights and obligations of both parties in case
of a claim or dispute, n

Warranty Period
A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Services delivered as defined In the Contract

Work Plan

Docufflentation that details the activities for the Project
created in accordance with the Contract The plan and
delineotioo of tasks, activities and events to be performed
and Deliverables to be produced under the Project as
specified in Exhibit B: Business/Technicai Requirements
and Deliverables. The Work Plan shall include a detailed
description of the Schedule, tasks/activities, Deliverables,
critical.evaits, task d^ndencics. and.tbe resources that
would lead and/or partictpatc on each task.

Written Deliverables

Noo-Software written deliverable Documentation Oetier, -
report, mamiaj, book, other) provided by the Contractor
either in paper or electronic format
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STATE OF NEW HAMPSHIRE

Department of Safety

Hosted State Message Platform System
, DoIT 2023-067

EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTinCATES

Exhibit G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

G-1. Slate of New Hampshire Required Act&cbincnts .

a. Exhibit B, Attachment I > Hosted Solutions Policy

b. Exhibit B, Attachment 2 - CJTS Security Addendum

c. Exhibit B. Attachment 3 - NH Vendor Risk Assessment Report Template

G-2. Contractor^Attacbments

a. Exhibit B, Attachment 4 - OpenFox* Archive Retrieval Release Version 3

b. Exhibit B, Attachment 5 - OpcnFox* Archive Retrieval Release Version 3.1

c. Exhibit B, Attachment 6 - Preliminary Work Plan

d. Exhibit B. Attachment 7 - Site Maintenance and Support Addendum

e. Exhibit B.Atiachment 8-SaaS License Agreement

{. Exhibit B, Attachment 9 - Vendor Quote

G-3. Contractor CertUIcates

a. Contractor's Certificate of Good Sending

b. Contractor's Certificaie of Vole/Authority

<  c. Contractor's Certificate of Insurance
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STATE OT NEW HAMVSHERE-

Department of Safety

Hosted State Message Platform System:
DolT 2023-067

Exhibit B, Attachment 1 - Hosted Solutions Policy

':A^i lability' '  •AvailabUitypercentage
• Must.specify how perccntagc'is calculated.

. Must speci^comDensation.ifavailability fjiils
..palp Prwcjyatibh. ' If the contract .bjciTOjbatod-ciihw-.by-lhc'G^ j

•• TheContraclormus't'beoSUgaiedtoprtscfyc.data.ondprbvidri'ito. '
the:State inan acrccd upon fonnat-withia'90 davs;

.Physical •  .Decb.cated data, center facibty at.Sf^ifiied Ipqatton
• Vided.siiiVeiUimce'ibf fac^ ^dpe^'eter i

Humidily-ahd'tcmpcraturc cph^l"
•  -RaisedBbor;

• UPSioDdigencrotorsysteiD with on-siteJuel-storage of.a'miniinuni.cf';
36-hqurs for iJic.generator w

■i firt.dctection.pn'd;s^
;• .E^pnicnt'ii2dsy^st«iis'ia;'ac^ ;
•. FaciMty/desigDed toiwithstand.cnvironmental damage.-sucb^as^frbm-

fire,;flq^;.and";b\^.auic$; j
•  Asset'niaiiagemrar |

'RCTSonuel.' .Bopllcgjro^^ ' . i
:• P^ysj^^d'cibc^m^ based pn lcasl-privilcge.- i
•• Si^ed;comj)u,tff;-.iise:a^amchtiv^ .
.• ^bcrsccfunty,:awTOi:KM,'trpiDing;,re'ff^
• ■ Personneiwth'8acis.lbim.eaCTypted.CUl'date-s^l-.C9nifo]^

m-force (ilTS''S«uritY'Poiicv reouircrochts. ' ■ ' •
•>IctWork ■  ■

. . . ' * i
•; ' :-Reduxidant;envl^mpent;and conne^^^ .!
•  Se'gjxgation:(ii5dlaboD)of:state"-traffic -i
'• N.c^biric;6^iflic."eQCi^,tedfRCTiin;tqit^ j
'  . , ■■Fcquiremcntaf" " " " ' . " • ' ' •» , •

'  " '•Kcindtefi w'a proyided.-yPN us.iig/Ady^crt^^utbM^^ ;
•'pcrm-ibrcc:'CnS'S©cuntyrPbJj ' " - " ' i

.  lntraaioo''I3ctecdpivTfcv.cnUo,n-.ecmprs. j
IKiVEW'aqd-.Sci^ tb,aimoriiior^,secuntyiriforTnqUoni j

. ohd\evcn.t:.maiiQgcmeQt:'(SIEM).pla^o.nn
V rhfthgft'ftnntmlproc^'in|>^
'• ■Exfcnfai'scdnhin8^oraelwbrjc\njncTO6i\ity!;8«
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! Appiicatioo/Data Access restricted by authorized pcrsoonel.
Non-public data shall be cocrypled per in-force CJIS Security Policy
requireinents at rest and Id transit.
Only Contractor shall have description keys to the encrypted data.
Application vulnerability threat assessments
Penetration testing and code reviews; results shared with the State
(Independent testing tnay be required.)
Data backups encrypted per in-force CJIS Security Policy
requirements at rest and in transit
Rotationai storage ofdata backups to secure off-site location per in-
force CJIS Security Policy requiremeats.

Backup media destroyed per in-force CJIS Security Policy
requirements when retired.
Change control process in place to track all updates

Notifications/IncideDt The State must be notified in advance of scheduled system
maintenance.

The State mnst be notified immediately of any outages, incidents,
and regulatory non-compliance and subsequent to the outage
notified within 5 business hours of the cause of die outage, what was
done to correct it and what changes will be qiade to prevent it finm
happening again.
An incident respoi^ procedure must bc in place.
Forensics informadoo must be retained. -

NH CSA CSO must be notified within 3Q minutes qf a.pcrccived
breach of security physical or cyber. (Identified thibpgh IRP).
Resources used to restore data in the event of a ̂mprointse.^iali be
identified at the onset of on executed contract and-qt'onyworkfom
change. These resources shall conform with the ih-foit^' CJIS

Regulatory
-Compliance

All contractual regulatory compliance must be n^ntamed.
Hosted solution nmst be certified S0C2 compliant"
Solution shall maintain compliancy with the in-force GJIS'Security. Policy.

Audit The State reserves the right to employ an indepcndentauditor to.validate the
services under the contract terms.

Service Level

Agreemexxt (SLA)
An SLA must be included which defines the Icgd rel^onship.betn^ the
State and provider and specify the technical, dpcir^q^^and'.managanent
controls in place to secure the security of State Inform^oa

Remainder of thb p^e intentionaily left blank.
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STATE OF NEW HAMPSHIRE

Departraeot of Safety

Hosted State Message Platform System
DoIT 2023-067

Exhibit B, Attacbmeot 2- FBI CJIS Security Addeodum

The goal of this document is to augment the CJIS Security Policy to eDSure'ade<iuflte security is
provided for criminal justice systems while (I) under the control or management of a private entity or
(2) connectivity to FBI CJIS Systems has been provided to a private entity (contractor). Adequate
security is defined in Office of Management and Budget Circular A-130 as "security commensurate
with the risk and magnitude of bano resulting from the toss, misuse, or unauthorized access to or
modification of information."

The intent of this Security Addendum is Co require that the Contractor maintainia security program
consistent with federal and state laws, regul^ooa, and standards (induding tbe CJIS Security Policy
in effect when the contract is executed), as well as with jx>licies ond standards established by tbe
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

This Security Addertdum identifies the duties and responsibilities with respect to the installation and
internal cootTols withlo the cootiactual relationship so that the securiQr and

integrity of (be FBPs information resources ̂  not compromised. The security program shall include
coDSideration of personnel security, site security, system security, and data scfmrity, and technical
security.

The provisions ofthis Security Addepdura apply to all penpnnel, syst^, networks smd support
fecilities supporting and/or acting oh bebalf of the govenunent agency.

1.00 Definitions

1.01 Contracting Government Agcncy,(CGA) ♦ the govcmrnciit agcnt^,..whether a Crirninal Justice
Agency or a Noncriminal Justice Agency, which enters'into an-a^^'ent-prith-a-private
contractor subject to this Security Addendum.

1.02 Contractor - a private business, organization or individual which has enUj^. into.an agreement
for the administration of aiminaJ'justice with a Criminal Justice Agracy or a Noncriminal
Justice Agency.

1.03 Responsibilities of the Contracting Government Agency.

1.04 Tbe COA will ensure that.cach Contractor crnployeo receives o copy of̂  Secmty Addradum
and the CJIS Security Policy and ex wtw 'an acbiowledgmcot of such receipt ah(J-ffie cpntmts
of the Sectirity Addendum. The si^ed. acknowledgments shall rcmatn-is^6-jroi^^^ ofthe
CGA and available for audit puipatcs. The aclcnowl«lgcmcnt nuy .tt;.sigprf';by' hah^ or via
digital signature (see glossary for definition of distal signature).

3.00 Responsibilities of the Contractor.

3.01 The Contractor will maintain a secoxity program consistent with fecha^.and stole
laws, regulations, and standards (mcludipg the CJIS Security Policy in effect when
the contract is exited and all snbsel^ent versions), as well as with'policies and
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staodaids established by the Criminal Justice Information Services (CJIS) ^
Advisory Policy Board (APB).

4.00 -Security Violations.

4.01 The CGA must report security violations to the GJIS Systems Officer (CSO) and
the Director, FBI, along with indications of actions taken by the CGA and
Contractor.

4.02 Security violations can justify termioatioo of theappeDdcdagrcemcDL

4.03 Upon noUficatioD, the FBI reserves the right to:

a. Investigate or decline to investigate any report of unauthorized use.

b. Suspend or terminate access and services, including telecomffluxucations
linlo. The FBI will provide the CSO with timely written notice of the
6uq>ension. Access and servicies will be reinstated only ailer satisfactory
assurances have been provided to the FBI by the CGA ond Contractor. Upon
termination, the Contractor's records containing CHRl must be deleted or
returned to (he CGA.

3.02 Audit

3.03 The FBI is^authorized to perform a final audit of the Contractor's systems after tenniontion of
the Security Addendum.

3.04 Scope and Authority

3.05 This Security Addendum does not confor, grat, or. authorize uy rights, privileges, or
obligatioos on any persoos.other then the CbiitiaCtOT, COA, GJA (t^cre applicable), CSA, and
FBI.

3.06 The following documents are incoipotat^ by referee and part-cf this a^ement: (1)
the Security Addendum; (2) the NQC 2<^ Opera^g Manual; (3)!.che CJIS'Secority Policy;
and (4) Title 28,'Cpde ofFedeial RegulatiOD^ Part 20. The parties are also subject to'applicable

) federal end state laws and regidatidQS.

3.07 The terms set forth in this document do not constit^ the sole, updostuding by-asd between
the parties hereto; rather they augment the pfovisions of the CJIS'Secuiity Policy to provide a
mioimum basis for (he security of the system and contained inifoiinatioh.and it is understood

.  that there may be terms and conditions of the appended Agreement which impose more
stringent requiremeab upon the Contr^or.

3.08 This Security Addendm may only be modified by the FBI and may not be modified by the
parties to the appended Agreetnent without the consent of the PEL

3.09 AH notices and conespondence shall foiwan^ by First Class mail to;

Information Security Officer
(Criminal Justice Information Services Division,

FBI 1000 Custer Hollow Road

Clsrloburg. West Virginid 26306
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State of New Hampshire
Cyber Security Group

Exhibit B, Attachment 3
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Executive Summary

The State of NH requires that all systems connected to the State Network or process State data,
meet an acceptable.level of security compliance. This includes those systems that operate
outside of the States' dlrea control such as Opud Services defined as Software as a Service

(SaaS), Infrastructure as a Service (laaS) or Platform as a Service (PaaS).

The State of NH has adopted the National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-171 as the baseline for security requirements with NIST 800-53 as the
source for identifying and Implementing specific information technology security controls. This
security baseline provides the State of New Hampshire basic requirements to protect citizen

data and services. These basic requirements and controb are referenced or described in the

State of NH Statewide Information Security Manual (SiSM).

The folfowing is a high-level view of specific security requirements that are needed to meet

compliance. The control references (e.g., AC-2) refer to the specific NIST 800-53 control as
listed in the SISM.

Note: There may be additional requirements depending on the sensitivity of the data and other

Federal and State mandates, or agency specific requirements.
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1  Introduction^

1.1 Purpose

This report and its underlying assessment are intended to enable State agencies to reach a

state-ready decision for a specific system interfadng with the State of NH's network that is
based on organizational processes and the security capabilities of the Moderate/Low-Impact

information system.,

1.2 Outcomes '

Submission of this report by the Vendor does not guarantee a state-ready designation, nor
does It guarantee that the State will procure services from the vendor.

1.3 State Approach and Use of This Document

The VRAR identifies dear and objective security capability requirements, where possible, while
also allowing for the presentation of more subjective Information. The dear and objective
requirements enable the vendor to concisely Identify whether an application or vendor is
achieving the most important State Moderate or low baseline requirements. The combination
of objective requirements and subjective Information enables State to render a readiness

decision based on a more complete understanding of the vendor's securiiy capabilities.

Section 4, Capability Readiness, is organized into three sections:

•  Section 3.1, State Mandates, identifies a sma|l set of the state rpandates a vendor must

satisfy. State ̂^iTT:jnot waive any of these requirements.

•  Section 3.2, State Requirements, identifies an excerpt of the most compelling

requirements from the National Institute of Sdence and Technology (NIST] Special

Publication (SP) 800 document series and State guidance. A VENDOR is unlikely to

achieve approval If any of these, requiren^nts are not met.

•  Section 3.3, Additional Capability Information, Identifies additional lnfomiation that is

not tied to specific requirements, yet has typically reflected strongly on a VENDOR'S

ability to achieve approval.
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2 VENDOR System Information
•Provide and validate the informatioh below. For iexampile, If the deployment.model is

•Govej'nmie.ht only; 'ensure there are ,no;non-Gbverrimerit.custbmers. The VRAR template Is
intended for systemS'Categorized at the Moderate or Low security impact level/in .accprd.a'nce
with the FiPS',Publicationl99 Security .Categorization;.

Jable.irli Systemjhfofmathn'

VENDOR Namei,

Sbiution/System Name:.

Service Modeirierg.viaaS/PaaS^
^IPS;P,UB!l99;System,Security Leyel:-(ie.g.,,Mpde"r8te;-Lpw)

fuliy'^Operatiohal as 6.f:-Ehter ihc'date:.the ̂ stem,became fullyioperational.
Wumbenof-Customers (State/Others): Eriter'fl of.customers /.fl'.of other customer's

: deplbymen't Model: is theiscrvice a'-Pubflc Gloiid, 6overn'merit-pf\lY Cloud,/Federal GoydfhmentKa'nty'!
GlduU'py.plher?'^ describe. .

:-5yste>n'.Fuh]^ctiqnali^^^ functio'nality-df'th'^e'syst'emi'an'd.ls^

:R'etatl6nshlp tmbthe'r Vendors-drCSPs.

.'Authorized: For.exarhplej o'lorpe-.VEND.Ofi mgy.'h(^e,d.c6mrner.efdf;se/:^ice'offerIng'o o.seporoti?-jerv/ce
offering wlOi d'StoieiAuthorizdtlgn. dhlyUhe.seiylgeipffprl'ngiwlihM^^
. leyerq'ged,

Si
de ed

ab
j r

"Toi/e,t2rZ 'Leuerag^tSyAerhi
^

fls.^is^stemileyef^^^^

lUhyerlyingVprbylde iSysfem., ; . ' . .

:Ustdll:serifiees:ley€i:agedyTl)esy^efn.from-whl.c^^^^^ ..
above: ' •

Wi
"x"-

.or-'fiignef'if;n6'serviceis- '■
'leveroged'orif ihe VENCiOR^is^ .
'resfidnsihle fd^ ihe.e'rHife.^dck: {

'pro'v/des;Ye.'5y./^d.^DfonFer>-^S/fM;
:datgbase^:qudit';hgg^^ ■

V. ** • "* 'N

'^ent'i^'t/ie'sysf^
wHich-.ihe,^mteUheihg
'leyerage'd': '

'.Gdhtra'ctor. InitjaiiaV
bat0:^6i3O-2^
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Data Flow Dtagrams

Insert Venddr-vdiidpted dqtoflow diagivm{s):ond prp^'de a writteh. descriptipn of the data flows. .Thje_
diogrdrh(s) must:

•  ciedrly identify qhywherfi.Stat'e.,ddta is to be processed, stored, or transmitted:.
•  deafly ddineate.hdw data.comes.into and out of the system boundary:
•  cleafiyfdenVfy data flows for pfiw^^^^ npn-priyileged and custprfier access: and
•  depict.how.olidprUf Prptocpls/pnd.services of. oinnbounddnd outbound traffic gre represented

andmonoged.

.Separation Measures fACr4-SC-2; SC-7]

Aiiess ony'descr/ijeT^e.st^npfW'p^ ond/dOdglcal sepdratldn rneasu'res'Jh.ptdce to provide-
5egmentation.and'is6lat}on:of:ienants: orfm/n/jfrof/bn, ond operaiions::oddressing.user-:tO'Sysiem:
■admh-.'t(^sy^ern:.;qnd'systern-to^systernre^^

T.h'e Vendor mustbdse the~dsse':^tment\df5epdrot}pn:n)easp^^^ evidence; such, ds.ihe
■review.of'.ariy.exfsifhg.penetrdtFoniiesiingf.e'sufts^ordh€xpertrevfewofthe.i3r6ducts:archiiecture,jand
configurations invplved: fhe'yendo'r'mu:^ d' esufbe h'ow:the rnethp(^ to vefify.the;sfrerigth-0
sepqrpfiph'med^^^^^

S^temlritefcb'nhectlo'ns

A'Systemilnterconnecilon-ls.aidedicated:co.nnecdonibfi^een;infor.rpatlonsystems;.such,as:be^een:d
:SadS/R'adS\on'd underlyj^^^^ ' :

The'Vendprmyst'completetbe tablebelow-fftheanswr--td:qny,gues.tion-is yjes,yp^^^^
thercpnnectlgn.Also,:if^eafKwer:td;fhefgst;q!J^lpnJ^^

■oiio^;tfief^'teni'.cqnneiit
•Does the svstem.cpnnect-t'o.a.corpora'teipr
shlelnfrastcuc^re/nAwo^ :

■3" ' boes.ihe'systemrconnett^^^
sy«ems?

lfryes/~compJete'iTpbl'e2-S.i6jelpw.- '. /
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// there are cor)nectJons to externgl'systems, please list each in the table below; using one'row per'
intercprinMon. If there ore rio external system connections, please' type'Nonef intheprst row.

Tdble:2-5..Interconnection Security Agreements (iSAs)

ilM

1
x.

»  •• • ̂ - • . • # • »

■2 '  1"
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Capability Readiness
j  •

•State Mandates

Thissectioh identifies State.Tequiremerits.applicable to ail'Staie-apprbved systems.
Requirements labeled.B+ (Baselihe Plus) indicate-handllng of restarted,,confidential, or

:fedGfally feguiated irifprmation which corresponds to.Section twovcfthe.SiSM. All
requirements',in this"section,rnust-be .mAt, Some.df.these topics are also covered in greater
•delail in Section 0, State.RequiremehCs,_ below.

i.

Only'onswer ires'If the'reguirementisfullif:Qnd strictly met. The.Vendor must answer'No'lfan.
jmplemehtgtion Is Inpjoce'.

Table3-li Stat'eManddtes:

olternatlve

-1 Data at Rest, AVtKentlatldniiAre.bhly.FIPS'W
Security Agency'(NSA)-rApproved cryptpgiaphlc'm

cryptpgrapfiyvl,s.^qulf,ed?''

-BValldated-b^Natibriar.

3dules.''u5ed''where

2  ' TransiTilsjtoh,;Rern6te.Accessi:Vj^e:FiPS.,14i^:.2/i3'yali,datedi^^^^^

Sec.Orify/Agenty:(NSA)VAppto,ye;dcin^tqgiraphlc.mq^

vihVe avptbgraphylsTe^^^ ,

•

■3 Gah the VENObR'Ssplutibn>integrate;w^^^^ 7'. .
4" QoestheVENDOR:d.dlize''secgf|^!boqnci,a^^

, protecl,tHe hetwqrk,;S^eni,.3p,p,lic^tip:n;.;e;gV^^
preventi.6hsvsteiTis,;enA/ppint^prp]t^rtlbn\e '■ v. ' '

5  " Can.the VEND0R-,cb;nsistehtly-;remedlate).Ml|hi'fl^
.days'.and-Medlum flskyulnefabilitles.yith^

.6 'poesthe;VENDpR.ana;^em\meetjF;ed.cral'^^^^^^ •
Requirements, Jhcludlng^the ability"tb.suRAortre'cqrd-K^^^
Archives and Re.cprds-Adrrilnlstrailqh (NARA)-r^,ulr^^^^^ :
lhfdrmatlbn.Act:(FbiAjrequlrem^^ •

1

7 ■' -hfMis.thp'\/FfiJDbRl^b7e.;"b"rbcess.6r:traasmltStaUVdata'bh^^^^ T" :'
continerital'OS:a.ndjisithat-'.dafa:bac^ ..

•  *

i

8 cibesth'eVENp.bRJhayefaip^c&sitbisbiifref^^
'systernsupdhirequcst-that'lslaaccprSanc"^^^^^
Standa,fdi,and^ecKn9)pl^-(NJST)}SpW
vwll;provi,de,itpthe,it3te'9"cettlnea,te'Qhda^:dM^^

■  ̂
/  1

•9 AirQt^rating.svstems'lGSy-ANb tTialdraDplicatlonsoftwarexqmpohents •
{e.g., Micfos0ftrSQ^-Ap3che'Tdmrat}..pi^(H,e.W^bjpglKietc
past N,-l.Applications .whlchare.:npt^bp.§r^,t!ng.driiUieirn^^ .

r

;

1  , .'V

0 St 25

Coritractdr Initials:
bate:.'^30-23
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MUST^have a roadmap to upgrade, with a State approved timeline. Does the'"

application support the N-l,requlr'ement?

10

B+.

Obeithe vendor have a current 3,'-party attestation certification and.is it

regularly, renewed? The State.f'equircs an'lndependent 3" party attestation

.{e.g.,.FedRAM,P, SlateRam'p, SOC 2 Type 2. ISO-27001, 'or HITRUST) prior to

.contract award fbrsystems contaihlng-Rertrlcted/Highly.Restricted data.
1Ndte:>SadSivehddtsTcariri6tlus^4aaS/RodSiceikif}c6tldhlOrilesWelo6Dlicotiori'

!siexpllclilv:covere'dfas'>part-offiheflao5'/.RaaSiahe^rnenSl (GA-7. RA-3'. SA-9)

I'l

;b+.

Dbe'Si'the VEND.OR's staff have' apprp'prlat'e.back'ground cHec^ for

unpViyiiegey'an'd'pfhylleged'acce'ss.a^ accounts accbr'dihg;tp':Fe'dera(

a/i'd^br sbte^Restricted/Hlghly.Restrict regulations and procedures for
those syttems.thai're'qylre it? [AC-2/'PS-3]

•

State Regulriem'ents-

This-section identifi'es.additiohal State Readl'nessrrequirernentl.AII requirements'in-this section'
.mystibe met; hdwever^/alt^matiye im'pfern.entatidris'a'nd npn-appji'Gabiliity-jijstificatlC!^ fpav-bc
.cons]dered:on'a llmlled'basls;-

■Data"at Rest:and.i^uthenticati6n fSG?13l

The'V^ndormu^ ensure.filPS'X^0r2yb/['H yoWofed.qrWSA'rApfi
•  •• r* ' • ^ 4 *'•**;. ' m..' J * • •• I f "* *

eompliarttc^'ptigrdph^^^ i^'e..
■Tabje/3r2a/p^^^

m

emauve esc

tation

i
rfn

2 '^AuthentiatjopH
( ' l>i. '\i' II ■/' : i ' H i'' ' \: mV

, : T.:*

'Pooo
'Contractbr'lhitials:
bate: 5-3'(>23
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Transport layer Security fNIST SP 800-52. Revision 21

The.Vendor must ensure FIPS140-2, orl40-3 where ovaildble, Validated or-NSArApproved pigpritbms
are usedfor qi! ericryptjon niodOtes relating to block ciphers, digital signatures and hash functions..Full
FIRS fhode Is riot required unless other regulatory requirements must be met. .the'Vendor may odd rows
to the table if appropriate butmust not rernove the originol rows.'The yendor mustidentjfy.dll nqh-
cbrhplidht.crydtogrd'phic modules in use.

fable-3'2b: Tronspori Encryption

An

&
-,v I

m % Mi ng>

oHulo NSA>VRS m

mm ca

m esM^o PK.i'.
es

fa

TransmlssionifSG-^ (1), SQ-.12.

Sc:i-2;{2>.3)1

Remote Access [AGl-? {2}]

fhe^i/endbr mustidentlfy.'oH ̂  use: 77)e.;yenrfo/Vnoy odd foWe.'y-p/?prqpr/q
(Tiwf not'remove t/>e gflglndlrowsj.

PAqo.-i'i of.ac
Cbhtractor-iniUsis:'
baie?^^23
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Table 3-3. Tronspori Protocol

' 4̂
1 SSL (Non^GbmpIiant)

:2, Its 1.0 (Noh^Coniplieht)

"3 TLS l.i (Non-Compliaiit)

4 Tt5.1.2 (Compliant)

5 ICS 1.3 (Cbmpnant)

Identification and Autheritlcatibn. Authoriiatldh. iand Aceess^Cdritiroi

Only answer 'yes'-if. the answerIs-.consistenVy-yes^-forparilally:lmplemenied'areos,:an5wer 'ho'and
des0bewhptismisJingtppcM^ea'yp''.onMer:lf-^

.iri the'. ''Qi^cribe Cqpabllity''c6lumn.;Ariy\n6Mnhente'd i:dfidbllU^^^^

i s
•1 Docslhe system'u?iiquely-ideritify;ahd''. "

authorizp.or^hUatiqnal.^i^r^ (or: pri^esses

acting ori'behalf oforganizatJohaLiusc^^^^ in:a

manher;tHat'carih"ptbierepud^ ^
-wliiich'suffldlently reduces iHe'riik of-

,irpp.erspoac)pn7 [IA-2, l,A-4)

■

'2' Docsthe.system'requJreWulti-factor .

.authentication (MFA)iforadmlni.:rtfa^
Xccduntsandfundjolis?.

.i(2)i ^ ,. .: .

«.

3 •ls:r,ol^b'asediafcc'ess!MMd;:m^^

monitored^ IIAV4,
V

■

V ,p.65Sithe.;":^em;restK^^^

personnei's access, to Tesources?^

:ii),.Ae:6:(2)] /
■■ ■■ . ■ , ;

5 Obes'the system:restrict:f^n-prtvHieged ■

yscrs'frpni-p.e^rfb^^ function?

tAG-6,;Ae:^,(il,,AG-6:(2'),AG46^^

<  i» •

.6 Ooesthe'.system^ehsurei^cure'.sepaiatiori:

of'customerdaya?:.[SCm'. i.

P«C« 25 /V r<
Cbnti^ior Iniilals/ ^
Pate:»'36-23
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If

mm

1gyKlonc^pndgffljmtssmgglejncipt^

7 Does the^stern ensuresecure'separation

of'customer processing environments? [SCr-

2]

The capability d'escri'ptiqn'Js npt.
required here,.bOt niiistbe Ihcluded.in

Section 2.3, Seporotlon:Measures..

8
»

Does the system restrict access of

administrative'p.erMhriel Ina way-that.lirriits

the'capa^b[iity. of. individuals to compromise
the.^ecuf jiy of tKe'irtfprrnatioji system?. (AG-

2j,

The capability descriptidn.ls-ndi
required herc,;bu't must beiriclud'ed in.
lSectidn.2:3,SfpOfbtJ6^^^

■9. Odesthe.remoiejaccess'a^^ iO.cfud®
•■yENpOR-defined)andlmple
restrictlons^.con'f)gurationgui'dance,.ahd

-.authorizati6n:procedure?,-(ACrl7]
;  • > i

,10.. ..How will the StVtVrpaswdr^ policy be.
'.eiifor.ced?.St3le fequirelfnlhimiJm 14-
character.'.complex passwords (Upper;
Lowef; SpeclalCharacteV.&'N.u^

•
1

Only
desci
/h'f/j

TdhU

'A'udit;:A[eitIh8rMalware;-<an'd';ihciderit:ResD'dri5e

yilmplernented:area5,:dn5yyer''not{and.
olepselndicgtejpa^iql^^^^^
cs7nust6e-.tfes^/de^.. '

answer yes''if-thean5wenl5Consi^entlyryes.'Forpqr$lal
jbe,wh0iswl_^fng.ioacHf^^^^^
' 'D'es'crlbelCapdbiliy^cdlumh-.,Any-fidhi:lhhen^^

. \i- ' " ■■ •'
•'3r5. Aud/t'yVe^/nST/iMoAvdre,

'V ^^s tjie. Syitdm ̂ haVe'
•detect;. wntain;..3nd.'e^
'software7'(S^ .. .

K

;Ppes:the;$ystgm;rt^^ ' '•
-.tamperrresfeanitfin|pi^
pfcurtOdyyahd^ny^^c^ -
•requjremerite,?:IAUj;4;Ay59T . . .

^  ' y.. ■
t

■3 ^ iDcesUhe^VENDO.It'hayel.thecap'aBiJi^^
■dete"ct'.un"a'uthqft2ed or m'al.idpus.yse.pf t.he-
fsysiem;,lnciuaing;lhs1der.^^^^
.'Mterhal irittuildns?"(S.i^;
;S!;7,-SI^7:(7)i;, . .

' •' * • . • '

1  • ! • 1

'4- .DoeS'.'th'eVENDOR log-arid. mohi.tdfc
'tdithe'.syi^em?*(Sl^)" _ j , j.

;••• "i
*• - V •

,Ppob l3;.qf..2S. '
Gontractof Ihiiials:

•  !
'• • •• K:
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w
5 Does the VENDOR have an Incident

Response Plan and a fully developed

Incident Response test plan? (IR-3, IR-8]

-  "

6 Does the VENDOR have a plan and

capability to perform securitycode analysis

and assess code for security flaws, as well

as identify, track, and remediate security

flaws? [SA-ll]

(f f/)e system contains no custom
soj^orc development, do not answer
Y or N. Instead, state 'NO CUSTOM

C00£' here.

7 Does the VENDOR implement automated

mechanisms for incident handling and

reporting? [IR*4, IR-4 (1), IR-6)

8 Does the VENDOR retain online audit

records for at least 90 days to provide

support for after-the<fact investigations of

security Incidents and offline for at least

one year to meet regulatory and

organizational Information retention

requirements? [AU*11]

i

9 Does the VENDOR haye the capability to

notify customers and regulators'of

confirmed incidents in a timeframe

consistent with all legal, regulatory, or

contractual obligations? The State of NH's

requirement for security breach reporting is.

24 hrs. of Incident confirmation. (IR-6]

•

'

10 If the VENDOR'S solution provides email

'send as' capabilities, does it support

DMARC and OKIM for email protection?

(f the system does not support this

feature, do not answer Y or N. Instead,

rstate 'Not Applicable' here.

Pooo 1Aof2S

Contractor initials:

Date: »0-23
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Contingency Planning and bisasti&riRecoverv

Only answer ''yes''.if '(he.onsweri5 consistently yes."" Forpqrtially Irhpjemented areas, answer 'ho'and
describe what is missing to achieve a 'yes'dnswer. 1/ inherited,- please indicate poriiol orfull inheritance
in the 'Describe Capability' column: /tny ,npn-/n/jcr/rec(coppb///f/e5 must be described.

Table 3-6. Contingency Planning and Disaster Recovery.

'i B ^jgeocetiapd|an^l.ssAnealjetn,ej.^^

T Does the.yEND'PR.h^ye the c^sfiJdb'ilitY to.
recover,the ̂ stem tp;a. Khown and.

functjq.nal state.fbllqwlng'an put.age,;

breach, DoS attacib or disaster?JGP.-2, GP.-9,
CP-i'O]

t

2 Does the VENDOR have a 'ContingencyJRIan ;

and a'fully.devejoped Ccntingencv Plart test

plan In accordance wlth-Statewide-

• Infermation'Securlty.'Manuai? |GP^,tCPr4]- 1

1

•'3 'Does the.systenri have alternatesTo.fige

•and processing facilities?! [GP-6.| CPf?.], •

4 Does.'thesystern have;or'use~ait'eiinate'

telecommuhlcatibh^provlde

j"" •

1

S Dbefthesys'lVmhay^^ !|
;gehe.rai.tlbri or other feaundan^?((PE

1

I

"6 ■pbes'the yENDOR'h'ave^ke^ ^
• agreern.entsilSl^^lJIn place;vvlth;all ^
.telecommuoicatlons providers? (^R;8)

1  '
i

!  i
1

1
I

i

Gbnfieuf;aflbnandiR{sic;Manaeement

OnlyVnsvyeyyes-'iftkeghswer;'i5con5i^€npy.;ye5:':^r'pg/t^
describe.wh'dt-lsmls^^^ dchiey^d 'yes''qnjwer..lf'inHeHted;.:please indicotepanial.or'^^^^^^
ln:the 'D.escribeX.appbili.ty:!':column..Any:non'lhheritedcqpgbjifiJef .mufi-.be described':
fable:3-7. Configuraiipn-.pnd'Risk;!^^ '

m
I2b77$i

reviilenjceft^d»a^^m}^^^
•1 • .Pbes:the.yEii^^^^ . '■ )

cbhipjet e;.a rid.;accu
configuraiibn of the InforrnatloriisysterTv?'
(CM-21 ■ ;

:_PoQO is of as.
'ConlractdrJhlilals;
'Qaie:'5^^23""'
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m

mi
iVjfisi

m-
2 Does the VENDOR maintain 3 current, -

complete, and accurate Inventory of the.

Information system software, hardware,

and network components? [CM-8J

3 Does the VENDOR have a Configuration

Management Plan? [CM-9]

4 Does the VENDOR follow a formal change

control process that IrKludes a security

Impact assessment? [CM-3, CM«4, CM-4

(2)1

S Does the VENDOR employ automated

mechanisms to detect inventory and

configuration changes? [CM-2, CM-2 (2).

CM-€,CM-8]

6 Does the VENDOR prevent unauthorized

changes to the system? (CM-5)

7 Does the VENDOR establish configuration
settings for products employed that reflect
the most restrictive mode consistent with
operational requirements? [CM-fi, CM-7]

// 'yes,' describe if the configuration
settings are based on Centerfor
Internet Security (CIS) Benchmarks or

United States Goveimment

Coriflguration Baseline (USGCB), or
'mostrestrictive eonslstentwith

operatlondlieaulrements.'

8

Does the VENDOR ensure that checklists-.for

configuration settings are Security Content

Automatipn Protocol .(SCAP)-validated or

SCAP-compatlble.(if validated checklists are

not available)? [CM-rS]

•;

For thefollowing questions. Vendors moy use Table 3-18 'Cohtiriuqus Monitoring Cqpfibl/ities t
Additional Detail^ to enter the copahHity descriptions, supporting evidence, and missing elements.

P»oe "I® erfaa ty ̂
eonlractorInitials:

Date: 5-30-23
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Does the VENDOR perform authenticated

operating system/ Infrastructure, web, and

database yuinerabillty scans at least

tfibrithly, a"lappliC3ble? (RA-5, RA-5;(S)J

Describe how the Vendor validated

that yulnerabjiity scans, v/eref,ylly
authenticated..

'10 Does th'e'.VENOOR:demonstrate the.

capabiiity Vo remediate High risk

viilherabilitiies within 30 days.and

Moderate rlsk>v.uinerabll(ties-.within 60

dWs?:[RAV5/SI?2]

Oescribe h'ow'the Vendor yolidated
Ahat tbe yENDQR reme^ijJtei^^^
vulriefobiliries\withih,3,0^^
.Motleraiewulnerablliti'es.wit^^^
dqys;

11 When:a-!Hlgh risk vuln'erability'is identified

as part:QfcpntInuous monitoring;activiti.i^,

d6e'$.'the*yENPQR cpnslstehlly check audit..

logs.fo"r-eyi|encep^^^^^
12 Pp« the:yENP,OR>have.'i

Management'lSC^ pian'and; prpce^stp.
ider\tifyidhd:addr^;.we^^^^^

deficiehciw'intthe.s.up ■

and lawessesptin'foVm^^

Qilscritie'fhe^'yeridd^s'SC^^^

■prdcess&.

DataVGenter.'Securftv

'0'n/y.qriswer'yesfi/'iheAjnswerj5:cc!rjs^l€(t'dy-.'^il&;X^/,'^b^^^^^^
:d^cribewhdiris'missihg/io:o^'ievea'}(^-'qn^er.j//dhhe/i^d;;'ple^
.in.jfhe:'pesg'.§eCqfjqbilJt^''cbfym^^^ .
Tqble:^,^.,PataXdntef^

■1
-•3CC^''t6'On^.^ut.hqHze'd'pe^nn'el?^[PE-:2l
•through:P>6i.REi8) . . . . . '

1-7-- /
. 1

•2 ■ : pp.es/the;.V^ENppR'-ippn!f6^^
8ccess;tp:the [rifprtn^dplrrsv^V

;maintajn.a.pcess records'? (PW; BEfS)-

•

■

.P«gi,47'of« l/'- 'C'
"Conffactbr initials:". /^.■.V
bbi0;.W6f23
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m
M

^esTriS^'apab'iVit^suppor^
bevtocnccyand.tany.'mlssmgielementtf::?

3 Docs'. Ihe VENOOR monitor and respond to '

physical, Infr.usiori alanfis and surveillance

equipment? [PE-6, PE-&(1)]

Pollctes. Procedures, and Training

The Vendor must.indicote thestatusbf-policy'ohdprocedure courage fpr the NIST800-53 RevSfarhilies
lisiedlnTable'3-9 below.

To answer to d.pollcy, lt m'usf b'e'fuity:d^^ docurnentedi onddiS5emin'oted; a^
■qddrep purppse/siqpei.mlesjrespdnsjbjlid^
\drgdhlzati6ndTentj^^^^ andcdmplidnce^Asingle policy dpcyment^^m^^
prowded the NIST requirernents of,each-'Ti'ore fully addressed.

To dhswer yes^tp.a.phicedure, It must.be fuliyjJ'eye^^
■^qff U.

VENP0fjls,mpstlestqyilsh.^eirlpw^^^^ fheyjcqhr^tbtinherU^
.dieyeip'gedsystem,-MTcqn.tiieyhd.pfo}ddedbyXh'ec^p!d.€^^^^
:prx>cedure:elerneritsm'dstbeiuplp!ne'dJnTdb!e;3-iO:beJdw^

fable 3-9. Policies andiRrpesdures

T" ..Ac^is-^ontr^^^^ §i^
m
i '

V •''

-.y 'Procedurels}:

■2 :■ tAwaren^.&'-XraTn "

• •  •• j i

rpblicy: . '
•

Rrocedure(s)i

■3' .Au.dit.&AccouhXabiji^
;[AU.l]

'ppliGyV " '.v-

.Rrocedufelis):- .
J,. 1,. ..

4' • ;• Security: Assessment' &•
. Authbrlta tibn. ((^ri} •.

• prpcdbure'li);
•

oF.aC

Cdnb^ctorlrillJals:
DateV5;-30^23: •
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j iMIBH
idxin':.

Pi#
5 Configuration

Management (CM-lj

Policy;

•

Procedure(s): '

•

6 Contingency Planning

[CP-1]

Policy;
*

#

Procedure(s):

•

7 Identification &

Authentication |IA-1)

\

Policy;

•

Procedure(s):

•

8 Incident Response (IR-I) Policy:

Procedurc(s):

•

9 Maintenance |MA*1) Policy:

•

Procedure{s):

•

10 Media Protection (MP-

1| '

Policy: ■

Procedure(s):

11 Physical &

Environmental

Protection (PE-l)

Policy:

•

Procedure's):

•

12 Personnel Security (PS-

1)

Policy:

•

Prtx:edure{s):

13 Risk Assessment [RA-1] Policy:

•

Prpcedure(s):

•

14 Systeni & Services

Acquisition (SA-lj
Policy:

•  '•

Procedure(s);

•

Contractor tnldals: /C. > •
Date: 9-3023
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M
§g^

wm

?durcB

SSli
15 System.&

Communications

Protection [SC-lj

Pplicy:

•

prbcedure(s):.

•

16 System &' Information

Integrity (SI-1)
f •

pblicy:
•

'Procedi/re(s)':-

17 Planning (PL-lJ •Rpllcy:

•

.Procedu're(i):

'•1

18 ;Supply Chain Risk*

'Managernent [SRrl] '

Policy:.

.•

:P'rbc^urc(s):.,

••

Fpr^gny.fgmilyiwiiha pdlity;qr..pri>cedufe:gap,;p^^^^

KgRtSc-e'SuiSrEiefflSsagSis^KS®

k

1

1

■fh e Vendor must answer t/ie;que^f fon^ below;
Table 3-ii.-Secyrf^A^^^ • - - v

@
,0 ri; secu.ri ty-awa ren ̂
'based-:sbcurjty:resj»

.'"(M ., .

'• "0.'

, V .. ' _ •

Papa 20 of 25
.Cbniractop InlUals:
baie:;5^'30-23 "
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Additional Capability Information

State will evaluate the respqnsesMn.this section on a case-by-case basis^relative to a State-
Ready designation dedsion. - '•

'StaffirieLevels

In the table below; the Vendor mu^ describe oroon/2of/o.no/ stfurture; staffina leyels
currently .dedicated tq'the security of the syitem^^ changes.tpthesfi staffing leyeiS:
THis description must clearly Ihdicdte role arid numbefoJJndivldual'sPs'.weiyo's. identify which st^^^
time 'dedica'ted,-and which.ore performing their role as a colla'terdi duty. Nof^J^lsfnotined^^
lnelude}'SDecincrnomislofild(il9lduals^GtSt7r^'e?^iHelrt^^

Tablp3'12JStqffihg-Leyels^^

j*Stafflnglt:ey.e|:^ 45MRQ5128*d(

Change MahagementMatuHtv

While'the folibiWihg change rnahagemlentjrapa'bj !.ndieate.,a more- '
mafure change managementt^bafell^aAb'^3/
for-.larger ̂ sterns:

The Vendor'musianswer.the'quesiionsPelow.

Include a:fully;.fyhrtiQhihg Bdard;
(ccB)?'
Dopi the-yENDQR^havelaW

t.^'tiehyirpnm^ehts:^^^ ■

!fiip!emjBnbTT[g;iheni;jn^^^

V  y

Vehdbf«DeDenaehclesrahd;Agceem^^^^

fheye_ndpr:mU5lg'nsy/,er ^ ■

Toble'3-iyfyMei}ddriVependendaand:A^

miiP
-.1. :'Oecs tKc:lys^em'ihivc;oriydepc'n'dcH^^^

■ yehdofs suchalaJeyeragW

!-hYpeo/lsor/and,'p^ratjng-'systen^^^ ,
5CcufjtY:and/pr-:s6fty.!are.and';h3rdw3re „

fpSlPS-lS/Venddr-
■ Dependencies Helowi

'Fsige 21 6f'2S'
ebnlra'clbr'lhillals: ̂
date:-5^'30:;i23"



[Typie here]

2 Within the'system, are all products stfil actively

supppited by thelrr^pective vendors?

If any ore not supported,

answer, "Wo."

3 ■Does the VENDOR have a formal agreement with a
vendor, s.ucH as'for maihtehahce of a leveraged service
offering?

'/ 'yes.' please complete'
Table 3-16. Formal
vAgreeme/ifs Details below.

If there are ifehdor dependencies, please list each In. the table below, usinQ:One: row per dependehcy. iFor
exarnple, If.vsing.anoiher vendor^iloperoting system,:list the'operating system, version,, and vendor
norpeJn the f' irsi column; brl^y.indlcate the ^NpOR's re//pncc on rhgtlyendprfpr. patdies. and iiidieate
whether the yendp^^^ and Usues.pqtchv.fpr that'prqdud. lf-there.a.re noyendq'r
dependehdesj'please type'None'in the'flrst rowi ■

Table:,3'15.' Venddk Dependency Details
tsSlDBuggSr

m

p
1

3S{

• ■ ■ ■ ' * ■ ■

2: *

.If .ihere arefprmallvendoragreements'in place; please list eachUri the^tpble below,,,usir)g:pne:rpw, per
ggfeerpe'nt.lf-th'erearem^ please.tyi3e''Npne'in\th.efJ^^^^

r^7e;3-16; ^rmpTAgreein.^^^

— . I. V C-- ".'"I.;." r-.-rt-

:-2:

C6nt>^u6us:Mohitoiihg^pabllftles
able:
(P'es;

'thjs':sy^em\
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• end

;
i  '

; b.6^s;!tKe'y£N^R;haxc.
•\lnyento.fy.?

hejabijiryitd-Vcanyall'
, I

■Riago.i?
CbntractbrlhlUals:, /S
Date'^:5^23••



(Type herej

8
3 - •Doesthe VENDOR havc'.the ability,to provide scan files

.ina structure daia,format,.such as^CiV/XML files?
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1  INTRODUCTION

Computer Projects of Illinois, Inc. (CPI) Is pleased to announce that version 3 of the OpenFox®

Archive Retrieval (Archive V3) Is now released for general availability. This version Is available to
our user community as a new installation or as an upgrade from version 2. The changes In this

new release improves performance, functior^lity, portability, maintainability and transparency to

the end user.

Archive V3 Is built on the Fennec Broker platform. This new platform brings a new standard in

terms of performance and reliability to the Archive Retrieval product. It bridges the gap between

architecture differences such as different operating systems (AIX, Linux, Windows) and database

technology (Oracle, SQLServer, etc.).

The Fennec Broker platform supports parallel processing to ensure that the Archive system

remains responsive even when it is serviang many simultaneous user sessions. Archive V3

reports when a user's request has been delayed because there are too many concurrent requests
from other users. This approach keeps the entire Archive system performanL while transparently

reporting the status of any request to the user. Archive V3 brings consistency to the case

sensitivity of string searches found in pre\dous versions of Archive. Finally, this update includes

further enhancements that are described in more detail In the 'New Archive Retrieval Features'

section.

As a general rule, CPI will ftrst apply the update to your test system. Once CPI has obtained your

approval, we will schedule the production upgrade.

1.1 Requesting the Update

To request the update, please contact the CPI Support Center. The Support Center will open an

enhancement request ticket and the ticket wilt be assigned to the Software Update Group. You

can contact the Support Center via email at suPDort@oDenfox.com or by phone at 86S-471-6305.

1.2 Prerequisites

The following outlines the prerequisites ne.^ed to upgrade to Archive V3

•  Desktop Version 3.00.600, or later to be installed

•  Java 6, or later installed on the server ^

• Configurator 7 or later, if-agency only search logic Is required

• Archive Retrieval Version 2 (Archive V2)

r- .
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If these'prerequisites have not been installed, then they rn'usi be cbimplete'd.'priQr to starting the

upgrade to Archive V3. This will require, additional maintenance, hours beyond those quoted
below. Please contact your CP! project manager for additional inforn^tion.

If Archive V2.Is nbt currehlly installed, then this effortTs not ah upgrade. Insleadi this effort is a
new'lhslallallon and.must'be Implemented following the new product guidelines. Please.contact

your CPI project rhahagGr for addilidnaririfbrfnatjqh.

1.3 Maintenance Hours

-If all system.prerequjslles afe complete..then the.effort.'regulr^ ,tp,;upgrad0jrom;ArchiveVZ id
V3 results in a lpta,l;oj 12 mal.nterianco hpui^^ being;l?il!ed-tp'y^^^

1.4 Upgrade Proce'dure

im

go
gw-.Tr".

First; CPJ. wif suspend thei /^chiye-iReldeyallj^ and disable/the mds.S3ge,lswitdMh^
us;ed in.j^rchiy.eV?;, - '

Ne^, CP-I ,wiII:uR;gfade.:the;;syistem.software..Th1s:'jnclude3,-cl^^^
.Switch; "arid ^'associated ^appjlcatidhs,'..ln^^.lihg^ the^^Fehnec.v.Blqke^/.^^■p^^^ ImiDliemenllng;
idajaba^ changes,.a.hddpdaiing theiA^^^^ • •

.Finally;-CPI.will resu.rheithe;^^

•Al.^ihis point, 'GPI executes the Archive 'VS^aest ;plan-. to -vefrfy/ttie =systern-is^oj^rabjig; to
specrfleatibh,iand;lheW'theiso.^'re-isyea^ •' •

,Once.t'esting;has'beeri-(X)rhpleted^by.G.pris''lea;m;.Qf.^^^
exit dyi;of ihe..C)penFpx.Oesl<tpp;appi!«tiph;a^^^^

•f;

1-5 ;PTeparati.on-SteR^^^^ ' '
'Pnbr
over

.uhavailadle for app'roximalely'SOimlnuie^
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2  NEW ARCHIVE RETRIEVAL FEATURES

This section describes the new features introduced in the Archive V3 release.

2.1 Query Updates

A search queue mechanism has been implemented In Archive V3 in order to increase the

performance ar>d reliability of the system especially when running concurrent sesrches. The
system allows multiple searches to execute simultaneously. The exact number of searches that

can execute simultaneously without Impacting system performance depends on the amount of

hardware resources (CPU. memory, etc.) available to the Archive system. CPI Engineers tune
the Archive V3 system to support the maximum numt>er of concurrent searches, given the

hardware resources available.

When the system Is already running the maximum number of simultaneous searches, and a user

begins a new Archive search, the system will delay the new search until a previous search has

completed. As soon as the previous search Is comptete. then the new search is processed.

Provided that there are adequate hardware resources available to Archive, this situation should

only arise on the rare occasion. However, In the event that it does, the Archive system reports the

status to the user so Uiat the user knows when the search has begun to process.

For example; a status of 'PENDING: T denotes that the query is the second s^rch that is

delayed. When a cuirenlly running' search completes, the Archive ̂ tem.wlll b^ln processing
'die search'in position one, and this users' seardi status changes to 'PENblNG; 1'. which denotes
that |t is the next search to be processed. As soon as another search completes, this seafch will
be processed and the Archive system change this search's status to 'IN PROGRESS' and

begin updating the percent complete of the search.

COPYRIGHT ©2017 COMPUTER PROJECTS OF ILLINOIS. INC. ALL RIGHTS RESERVED
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2.3 Case Insensitive String Searches

Archive V2 provided inconsistent behavior regarding string searches. The Archive V3 system

rtiakes all string searches case insensitive. Thiis maK'es.ithe end-:user experience consistent and

predictable when ruhriing a string search; As an example, consider lhe case;where there;are three
messages In .the system that contain .the following ilext:

1. Wanted Person'

2. WANTED PERSON'

3'.. 'wanted person'

In /Vchive V2,.a ̂ rihg ̂ arch.fof the'w6rdi'Acoe)5teid' may^drily'.retum'm^ The.system
rriay not return either me.ssage-.f^ or rnessage'..;W;'and*th8 user, vwuld.be unayi^re.ih^ these
messages-existed In the system. Archive. V3-brthgs conslslertcy.ip s'tring searchw. and
search, returns all three fiiessages be'cauise the'Stririg .search Jgnores supper and ilower .case

characters.

2;4 'Search-Summary

In-,Archive y2. the search s'ummary.is displayedi.as.^eicolumn.in the.ResuUiSet'teblei Th.e.ampiinl.
,of.text'vlei^ble-lp the. user islirriit^.'T^e.useryie^^td eilh0"rhpvero.y.erthd
.not'jprpvide a .clear-.^ew. pf 'itte. endre sym.rn,aO(ivPr,!.nww cp!urnn;V^.dlh'.,to'^ eotirp";
search synniTiary ̂ ich can:cpmprpmjs0;jh,e'.coj.ijmi}sjze^and-yl.^^^
iSettable'.-

• >

Archive VS- In addition.tp'-the:^(unin\^ew;:,dis^ay5;th.0ic^ ars^plleble
itext-box;above;lhe:^esijtt J[ptvtabJei-Thj.s.-d^^^^ see.rch:symfnary-;
for the;p.ejec.ted .result; and'.vvl't^^^ vi.ews-.-t;d/pth"er;<^^
table. '■ " . • ■

m cnpaiMcfPuWMii

k^ThSi r£DBi*/TWLS«B
3

2:5 .Additip^har'Rrogres^^^^^^^

e6PYRiGHt©.20'17:COMPUTERpROJEeTS;OF.:iLLIN,plS. ING;'ALURIGWJS;^
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Archiv6;V3 replaces the spinning; arrowwilh a progress bar in the upper right-hand comer of the

screen,

set.

cau.«vt

sv:

;Pn>c^sed^26:reicoFds out,6t'21 .records.

«r Z^. ~"..,S... •w.J... . « :i^yBa6SSSS3BSBroBUEiBfBB!6S»HH2B|ameei8SlBl2iiijiii'

2,€ Ne.s.ehtat)Qh.^lew~!Upd^

yi(h®n'y1'^ng:a;r^dnj,:ln.pr^nte^^ message delaijsryii1J.be-pre(^d
;ahd;Miasler'Keferencerlndex'(MRI)ofltheTiacb.rd; values •will;be-.dlsplay.e.di^i.n:l

vm<m

IK QerTPKTrrnTnrfQiimiAiAunrickOtCAiU
wjc^iii?C5«n^^M5wli«55S5
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i iNTRObUGTlON

Computer Projects of Illinois, Inc. (CPI)1s pleased\lo announce lhat version;3:1 of the OpenFo)^
Archive Retneyaj!{Archlve y3;1) is. now released for'.general'availability. This yefsjb.h;is ayailabje
to pur user community as an upgrade from version 3 or as a hew Instaliatiph. The'. chahges in
this new rejease improve the fuf)ctionality as de^nbed in sectipn;2.pf .lhis dbcumehl,

,As a genera! nuIei-GPI vyill first apply the .update ip-your teslfsysl'em. lDnce CPI ha,s pbtalhed
'ypur;apprpyal';rCPJ.will schedule the prpduclion upgrade.-

1.1 Reguestlng.-the.Opdate

Td.irequestilhe update, pleasexohtact- lhe-CRl Supp6rt-Cehter..The..Suppbrt;Center will ppen.an.
.enhancemerit-request iickel and the ticket.vi/ill be asslgned-tb^the; Software .Update Group.'Vou:
can ^contact, the .S.uppb'rt Center' via etfiail ;at; subobrt@ODenfox.conil or by, phdhe lal;

j.2 pjr.erequlsltes

The-prerequisite, lieeded- to. upgradb' to: Archive VS.1, is,Archi.ve; V3. If.ArchlyeiVO^Is hdt^'iTeh.t|y'
Installed; then lit must- be :cprnpleied .prior to elartir^g ;the .uf^rade .lb Arciiiva 'V3y1.-'This will"
require,- addillonal.imalntenance. hours beyond thpse^ quoted; below; sPlease- cbnta^your. '.CP!
piXj8ct-mar!ag.er:ft3r;adbit!0nal.infprm.atjb.n.

Jf ArchiyeVVi' or later Is not xurrenUy. installedi -then-this effortjIs not an upgrade, Instead,-.Uiis-
ejTbrtr Is a.- new. insiallaUbn and must be, irnpl.emenled ,foJlcwing. the new, produc't-gjjjdelines;
Riease .contactjyoux.ePKprpject manager.fQr;addilionaJ'ihfdrmaiion.

If-all system prereqii.isites are cbtripiete; Iheh'the.efTbrt'Teguired tb upgradeitb';A/Ghlv§'y-3'.1 iffbm
Archive 3-.'0''resulls'Jh?25imalntenance:h b.bing'.billeditbyb.urlaecdu

1.4; U p;g ra de; ,P roced u re.

■Sr. rc

'"SS

C'RI wll[:,upg^de^!the'SysTem:sbftware;h'^ssan^rf6iJth§in^T>?ei^^^ '
the OpenFox Message-Switch,,lh8.F.ehnec.Brgl<ef;p!atfbrm,:;ahdiupd8lihg:the-Ajfc^^^

2C30 COMPOTeR.r?ROJGCTC-OP.ILLIh)OIC..ir:^e. .A;LL meJ^iTIC'RCCCRVCO*
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V.

OpenFox® Archive Retrieval Release

Version 3.1

Impact Statement

Client.

After (he above changes are In, CPI executes the Archive V3.1 test plan to verify the system is

operatir>g to spedfication. Once testing has been completed by CPI's team of engineers, end

users will need to completely exit out of the OpenFox Desktop application.and relaunch to

download the changes. Then the software is ready for customer use. '

1.S Preparation Steps and Information

Prior to the production upgrade, please make your user community aware of the production cut

over impact. In particular they stKruld be made aware that the Archive Retrieval system will be

unavailable for approximately ten (10) minutes.

2 New Archive Retrieval Feature's

This section describes the new features introduced In the Archive V3.1 release.

2.1 Search Criteria Enhancement

The search functionality was enhanced to allow the user to define a search field multiple times

within a single search request using combinations of equals, like, contains, rK>t equal or not like.

For example, in prior versions, to find all QH transactions submitted by input stations starting

with 'CPr or 'XML" requires a user to run multiple searches as described below. The user can

then merge the search result sets using the Merge action provided by the. Archive Client.

The user must mn a query to find ail QH transactions submitted by input stations starling with

'CPI* as follows.

A..v.r

.-.i
•  -r i.- v-V-J.

m
Illisr.

3;^
m

ijC?S

mm
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The user, must then run ,a:query to find all .QH transactions submitted, by input stations starting

'with 'XML';

hffyiftTf-WK 3

•  / .V >'y. .l'.-. : ! . .. V „U . >. • ' " ' O *»«»«*•>'

'  ■""t lli' ' ' '

i. M_: 1.:

th.eiuser 'pani'thehjme^ both. resu)t;se.ts":&y;se!e^i
.actlohv;

?th result,sets anO'dicklng b
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rorsT
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2.2 Date/Time Range Enhancement

The search functionality was enhanced to allow a user to search based on a continuous

date/time range.

For example, in prior versions, if a user defines a date/lime range as shown in the following

screenshot, the search functionality will return all archive transactions ran within the time range

'  specified for each day (i.e. 20191102 between 12:00 - 17:30,20191103 between 12:00 • 17:30,
20191104 between 12:00 • 17:30).

In Archive V3.1, the user can choose to run a search based on a continuous date/time range.

For example.dlcking on the 'Continuous Time Range' highlighting below, the date/time range

spedfted would return all archived transactions ran between 12:00 PM on 20191102 through

17:30 on 20191104).

•• ■- —^

2.3 NCIC Compatibility Enhancement

The search functionality was enhanced to account for NCIC storing the letter '0' as the numt>er
zero. In Archive 3.1, the search logic queries for both the letter O' and numberzero.

2.4 String Search Enhancem.ent

The search functionality was enhanced to properly return the records matching- the search
criteria defoied for a string search. Messages bnger than 4000 characters are stored in the
Archive database in segments. Additionally, the header and trailer are stored in separate
segments regardless of the length. In prior versions, if the string search criteria spanned across
segments, the record was not returned. In Archive 3.1, the search logic was enhanced to search
across the entire string, even the portions that are split into multiple segments. For example, if
the end of the first segment is TE' and the beginning of the second segment Is "ST, then the
enhanced soorch logic will property return a match on a search for TEST.

2.5 Maximum Number of. Records Enhancement

The search functionality was enhanced to property report when the maximum number of records
is reached. There 5 a system wide setting In Archive to denote the maximum numberofrecords
returned in a search result (defaulL 5000. In prior versions, vdien the maximum number of
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records message is reported, the actual number of records returned could be less than or more

than the maximum number allowed. In Archive 3.1, the search logic was enharv:ed to properly

report when the maximum number of records has been reached.

Additionally, the time of the last record In (he search status when maximum number of record

reached is also displayed, which allows the user to deftne the next search's start date/time.

■. ' •aesaoa »

i/eat
V AIM

:-S5S32SSSIt2S22vl&i3raH
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1. Project Scope Management

1.1 Business Requirements Activity

Each project will be preceded by a discovery phase whereby the detailed project scope
will be defined through preliminary requirements gathering sessions indudlrtg the project-
managers, project sponsor, artd subject matter experts from both parties. The goal of
these requirements-gathering sessions is mutual agreement on the required scope to
Include deliverables, constraints, exclusions, assumptions, risks, and acceptance criteria.
The projecfs SOW will be developed based on the documented and approved
requirements. The prpjecTs SOW provides a detailed description of the project,
deliverables, constraints, exclusions, assumptions, risks, and acceptance criteria. If the
scope of woric Includes new business requirements or modifications to existing bigness
requirements, a functional requirements document will also bo delivered in conjunction
with the SOW.

1.2 Project Scope Refinement

Supplemental to the SOW. certain projects will require GPI to perfomn slte-spwiflc
discovery and analysis and document the results in a deliverable report-'Thte will be
completed in the Discovery ph3M of the.project

Examples of such reports for speclftc targeted projects indude:
>

• SaaS System Specificaticn
• Nets XML Analysis Report '

o • NLETS XML Message'Key Analysis (In-Scope and Qut-qf-^pa).
o Rollout Prioritization

o Style Sheet Analysts

o  Interface Analysis

o Message Size Configurations

• NexGen Hotfjles & Validation

(
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2. Deliverable and Milestone Schedule

The following tables provide an interim project plan for each identified project which
includes payment milestones and invoicing schedules. Additionally, an Interim project

roadmap for the contract period has been provided in the Appendix.

2.1 SaaS Migration + Archive v3.1 Upgrade

Project Phase. '" .
'Milestone. '' '

: Deliverables ..puratl.brl-.
•  • •• .• V's ■;>^.ount; ;

Delivery and
Acceptance of
Statement of
Work

1. SaaS System
Specincation
2. Statement of
Work (SOW)
3. Data and
conversion analysis
(Archive 3)
4. VPN Network
Tuntiel Established

1 mth 07/01/2023-
07/31/2023

20% $70,000

Planning &
Prerequisites
Complete

1. Project KIckoff
Meeting
2. Project
PlarVSchechile
3. Project Control
Log (POL)
Site, System and
Interface Survey

1 mth 8/ -1/202'3- *
9/1/5023

n/a' .,$0.00.

Test Acceptance
State Sign Off
Complete

1. Complete the
scope of work,
perform CPI testing,
and. deliver
configurations to
UAT
2. Notification of

3mths 9/01/2023-
11/30/2023

60%

t

$210,000

Pages of 16 ) / ^
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User Acceptance
Testing - Formal
notification User

Acceptance Testing
(UAT) Is authorized
to begin

Validation and

User

Acceptance
Testing
Complete

1. Testing performed
by the Customer to
validate the

functionaftty In
accordance with the

approved
specificatjon and
established

acceptance criteria
2. Signed UAT
Acceptance Form -
Written

acknowledgement
from customer that

UAT Is complete;.
and written approval
for CPI to move the

dellvered.'project
scope to prodidtiori

7 weeks 11/20/2023-

1/13/2024

N/A $0.00

State

Acceptance of
System and
PROD

1. Cutover Plan

2. Complete
deployment planning
and staging
activities, and deliver
corifiguraticns to
prodii^on
2. Project
Acceptance Fbmi

2 wks .1/1,3/2024^
1/23/2024

20% $70,000.00

Project
Transition and

Closure

Complete

1. Project ClosTOut
Activities Completed

Within thirty

(30) calendar
days after
Implementati
on and

N/A $0.00

Page 4 of 16
Contractor Initials:.

Date: 5-30-23



Cutover

Complete

2.4 NIets XML Conversion

.Project Phase
Milestone

Deliverables Duration .P.rejim.Ta^et'
Oateis ' ■

■ Payment';'
'.MilGstpni^;;

'■ihyplpe.] '
^^Qunt • • • '.

Delivery and
Acceptance of
Statement of
Work

1. NIets XML
Analysis Report
2. Statement of

Work (SOW)

2 mths 1/05/24-
2/28/24

20% $14,000.00

Planning &
Prerequisites
Complete

1. Project Klckcff
Meeting
2. Project
Plan/Schedule
3. Project Control
Log (PCL)

1 mth 7/01/2024 -
7/30/2024

N/A $0.00

Test Acceptance
State Sign Off
Complete

1

1. Configure the
foundatlonal code,
perform CP! testing,,^
and deliver
configurations to
UAT
2. Notification of
User Acceptance
Testing - Fonnal
notification User
Acceptance Testing
(UA'n Is authorized
to begin

2 mths 08/01/2024-
09/30/2024 ■

60% $42,000.00

Core
FoundaUc>nal
Code
Validation and
User

1. Testing perfomied
by the Customer to
validate the
functtonalHy in
accordai^ with the

todays 09/30/2024-
10/10/2024

N/A ■ $0.00
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Acceptance

Testing

Complete

approved
specification and
established

acceptance criteria
2. Signed UAT
Acceptance Form -
Written
acknowledgement
from customer that

UAT is complete;
end written approval
for CPI to move the

delivered project
scope to production

State

Acceptance of
System and

PROD

1. Cutover Plan

2. Cutover of the
core Foundation

Code to the

OpenFox production
environment

5 days 10yi 0/2024 20% $14,000.00

Key Set
Promotion

Complete

1. Testing and
approval to
configure and
promote converted -
NIets queries and
responses for the
agreed to message .
keys to PROD
received frorh the

Customer

2. Project
Acceptance Form

2.5 mths 10/10/2024-

12/05/2024

N/A $0.00

Project
Transition and

Closure

Complete

1. Project Closeout
ActiviUes Completed

WlthinlhlTty
(3p) ca.ler^ar
days ahdr
Implementatlpn
arid Cutover
Cc^plete

N/A iSP;00
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Project Pha^}:;
Milestone V; -•,£••.

i5.eIiyeraWj^'y.v • Project.
;Ph«e'-

Milwtone .

'beltvera.bles Project'
p'ha'se
Mn^^e

Deliver^tiles'"

Delivery and
Acceptance of
Statement of

Work

1. HotTile Conversion

Plan - Catalog/Map

NH local hotfiles and

specific DB business
njles

2, Statement of Work

(SOW)

4 mths 5/01/2024-

9/01/2024

20% $313,000.00

Planning &
Prerequisites
Complete

1. Project Wckoff

Meeting
2. Project
Plan/Schedule

Project Control Log
(PCL)

1 mth 1/14/2024-

2/13/2024

N/A
i-

$0.00

Test Acceptance
Stale Sign Off
Complete

1. Corhplete the
scope of worK
perform CPI testing,
and deliver

configurations to UAT

Notlfica.tion of User
Acceptance T^ng -
Formal notification

User Acceptance
Testing (UAT) is
authorized.tb beqin

9mths 2/13/2024-

11/13/2024

60% $939,000.00

Validaljoh end
User Acceptance
Testing
Complete

1. Testing peiformed
by the Customer to
validate the
functional]ty-in
accordance vylth the
.approved
specification and
ejstabllsh^
acceptance crltefta

1 mth 11/13/2024-

12/13/2024

N/A $0.00.
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'

Signed UAT
Acceptance. Form -
Written

acknowledgement
from customer that

UAT Is complete: and
written approval for
CPl to move the

delivered project
scooe to production

-

T

state Acceptance

3f System and

PROD

'1. Cutover Plan

2. Complete
deployment planning
and staging activities,
and deliver
configurations to
production

Project Acceptance
Form

1 mth 12/13/2025-

1/13/2025

20% $313,000.00

Project
Transition and

Closure

Complete

1. Project Closeout .
Actlyities Completed

Within thirty

(30) calertfar
'days after
ImplemOTtatio
n and Cu^er
Complete

N/A $0.00

Resource Afiocations

Each CPl project Is urndertaken with a unique Staffing Plan taOor^ to the Proje^ needs.
Staffing Is determined by the scope of the Project. CP! r^urces wrill be brought In arid
out of the Project as he^ed, according to the Re^urce Management Plan and at the
direction of the CP! Dlrectpr(s).

CPl employs quafrfied resources to manage projects and customer vwrkload as sp^fied
In the Project Schedule. CP! Staff requirements may Include; project manager,
engineering subject matter experts, networtc communications, trainers, and testers. CP!
staff will perform all services remotely from the GPI -faclllty In ̂ llngbrook, IIDnols unle^
otherwise agreed to In writing by all parties. Day-toKiay management of ihe Proj^ staff
Is the responsibility of the CPl PM and designated Dlre.ctor(s).
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The SaaS migralion and Archive v3..1 upgrade project will require resources from the
following CPi functional teams:

• Systems

^  • Message Switch

• Database

a  Data Services

• User Apps

• Project Management.

The fpllbwihg js a summarized "table pf.ihe'roles and; fesi»hsi.bil,itjes allpcated to each
•CPI projedrnember to c»rriplete-'lhe-SaaS.mlgr^on and Archive v3.i upgrade project:

gespgiisibil|!v,h:tK-^S^d>^^
Sponsor CpmmiMJons pthers.'lodelfver.the Pro and-champions

the caiise. IhrougHput "the. Project;

Project Manager- ResporislBle.fpr-th'd successrurplahhJng,.execulion,

rhpnTlqrlng;.cbpirpJ:an,^!dP§yr®'b^^^

Subject Mdler'^^peii; jnVpiyed Inthe'dSe^JIsroT^ business.prpG,ess.;or
technl.cal prpce&" a'ridihas.ln dep^'busine.ss\pr;i^^^
knbWi^g6;anB';^"p€rie'nce ;

Prbje.d Pye.^'gfi^
piredqredf^Engineering' •

Rrpyldes;direirtpf^;ah^-!pyersjgh
.teamsito.-ihdu.d.eLr^pureemahageme^^^^^
quallty-assuran.te; tesUn^

ProjedGbyernance P'ro^de's.PReratipn^lOevelidjrecydhi^^^^^
prdjed.;.feeiiHew.>and."a^"t^^
(buc|gdv-.sp9Ri'-?iSfeWe)^
p,roject;,r.e;spurce, ls.sye.?r""Re^e>^,.projgd^^ • '

Nehyoriti'Sgcunty

Engiheef-'x2:

yp|jf:tunne|.r^uirefnents\bny;Sup;^^

IrifrastrudurbfSyMbrn.s.
Engineer;^

•Sysiem-specffiqpyphSi-System
:configuraijdn/build,df,'^pdih&
"sdftvyare-qndne.h^^
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^
Message Switch

Engine"erX3-

Archive DB Upgrade; Support system sizing effort, Message
Svfltch migration and build; Core software upgrade; Systern

Testing

Database Administrator

x2.

Database server software inslajlation and

cdhfigufalion; Database rhigratibn (Archive; Hptfiles)

Database Sp^are'

Eng^heer^x3•

Archive D8 Upgrade; OB'Migration Quality Control and-
SystemTesting

OataSeryirasvEnglneer

x2'

Archive pB Upgrade

'Cdrrim Iriteiface ,

^glrieer^xi.
Ihterfac'e'Mlgiatldri Quality Contrbl end Syaterh.Tesling

,U^ Applications
,Erigin'eer,.x2;

.OpenFox.dient cpnhe'cllyiiy-and testing (OpAid; Desktop/

MessengeGlAjlc^'y® Client)

4:, Migpatiori; piah

4vl Migration-Project ARprpaeh;.

•fheiSaaS^:W.igraU(3P;projert^ P.has?:gat6-ap^roaeh,.^e^^^
ItaWe rapr^enfeitheliH^jirL^ ' •

•  • r:

1 •Discpyei^rand'Etp^^^ ' ' f

■

RlanningfPreRetqy^^^^ .

-3: 'S^terhsr-iSaaS/jEnyirg^ • ;

•  •4-. -Switch .Deyeigprnent • , .

■5; Qross-F.unctipnal;p^^

.6' :Test System .GutpV^ •^5^em;lntegrationTesUng,
:8-. ■ User'Acceptaiice;^^^ ' ' ^ '
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Deployment Planning and Production Cotover

10 Post Production

4.2 Scope Summary

CP! will perform the following services in order to complete the migration:

• Build a SaaS system in CPl's data center to house the OpenFox Message
Switching System'

• TransferandconvertlheOpenPoxdala, software, and configurations to CPI SaaS
architecture

• Provide two test (UAT and SIT) environments
• Provide one production environment
• Provide necessary details for the Customer to estabHsh a site-to-site VPN tunnel

and provide up to three (3) days of effort assisting, in a consutting role to help the
Customer establish network connectivity

• Establish connections from the SaaS solution to.the Cus.tomw communications
end points through the VPN tunnel for lest and validation of the cpnveirsion

•  Implement a vCenter server HA solution for virtual environments
•  Install and configure Archive V3.1
• Perform system integration testing
• Transition the nevy SaaS solution Irilo production

4.3 Customer Responsibilities

Any Project of this nature is a cooperative, effort. With that in mind, the Cu^omer shall
perform the following tasks and responsibilities In order to complete the Pipled:

• Project oversight to include.a point of contact
• Provide CPI with timely access to ail needed da^ba^/Interfaces and the

OpenFox Message Switch resources^via Virtual Private Np^olk n/PN^^^ other
external validation techniques as. provided, by th6 .Custorner.'and. ̂  reasonably
acceptable to CPI

• Communicate and coordinate vrith Nlets, other Custo.nwr def>artmehts,..thirdi5arty
vendors, and/or end users, as required

•  Identify, coordinate, and Implement any required changes tp,.existi;^ non-CPI,
Customer System Certified Client Softvyare, u^r agency.interface;.arid/ornid
vendor software

• Provide resources in a reasonably timely manner for diiscoyery arid te^ng as
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required for this project j
Partner with the CP! to gather and document the business and functional
requirements, which will be approved by both parties in writing if separate from this
SOW

Develop a UAT Plan and complete UAT testing within thirty (30) calendar days of
deiivery of the requested changes
After each tender of a deliverable or CPI's claim of milestone completion, complete
and return the Dellverable/Mllestono Acceptance Form (the 'Form") to CPl
Give final written approval to move the cdnflguratjons to Production ('PROD")
Validate file transfers are complete, correct, accepted, and free of any misnomer
or error.

Create additional communications Interfaces for testing, according to the lest plan
Implement the agreed upon VPN tunnel solution on the Customer network
equipment for connectivity to CPI's site '
Modify ar^ verify ail network ccmponenta from the Customer side of the Intemet
VPN Tunnel to ensure connectivity to CPI's datacenter
The Customer Is responsible for all network configuration changes to their existing
network equipment to re-route necessary traffic to the SaaS solution

4.4 Discovery and Design

The CPl Systems team will size the new hosted State Message Switch (SMS) based on
system analysis performed and captured In the SaaS System Specificab'on document
during the Discovery and Design stage of the project.

4.5 Planning and Prerequisites - VPN Tunnel

Connectivity to the State SPOTS Svritch will be completed via point-tchpolnt Virtual
Private Network (VPN) tunnel uslng agreed-upon security, traffic protocols between the
Stale.end CPl. The State .ls resjwnsible for all networking on its side of the VPN tunnel,
including firewall and IP NAT rules. as well as physical server maintenance for the VPN
equipment Cf^l vrill provide the State a list of appDcations and associated ports required
to be reachable.

During this phase of the project, the NHSP and CPl will work together to set up the
'  point-to-point IPsec.Virtual private Network (WN*) ̂nnei. The phase will be considered

complete when communications'between the CPl Tier 3. Data Center and the NHSP
Data Center are running cootiriuou^. Dependenciesrassociated wth this pha^ indude
both NHSP and CPl resource aveiiablllly, and l^nploglcal agreement on the
implementation of the VPN tunnel.
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CPI networking engineers and NHSP personnel will exchange necessary informallon to
ensure connectivity between the CPl Tier 3 Data Center and the NSP Data Center.
Being the single most important phase of the project, ail other phases and work are
predicated on the VPN tunnel connectivity. This includes, but is not limited to:
•  IP addresses for target machines

• NCIC Router

• NIets Router r '

• Rrewalls

• Ports for traffic flow

• Security protocols

• Personnel lists and secunly roles
• Tunnel permissions

4.6 Systems - SaaS Environment Build

CPI will begin building and licensing the necessary twrdware and soflvkrare in its Tier 3
Data Center for each Instance of the OpenFox applications per specification documented
in the System Specifications Document.

All needed, equipment and softvirare will be procured and Installed .by members of the CPI
Systems Team at Its fadltty. In Bollngbrook. IL, The breadth of CPI personnel with access
to the systems.at this time is small: lhe Systems Teams and Database Administrators will,
solely be Interactlrig with the NSP build at this time.

4.7 Message Switching System (MSS) Migration

Upon comptetlon.of the initial systems buDd, the CPI Switch team will begin building the
SMS provided no aclive.projects are still in progress. If such a project exists and Is
deemed necessary, it Is a dependency before a system upgrade can be performed and
a change-request will be required to account for a delay In the project schedule.
Additionally; Enhancement tickets that are in progress will be required to either be
prornoted to.Production or.-be backed up prior to staftir>g,the system, migration. ^

The MesMg© Switch team ls the Iniljal team participating in the-migration and
conversion effort They are responsible f.or bringing the designated test node to be.vlable
for other departments to begin their work (e.g. Data Services, Databases, Interface). At
a high level the switch team will copy the NI^P production message switching systern
to CPI'e Intomai RHDEV environment, perform a code review and software update to
ensure the states core Openfox software-is in connpllance with the most recent
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standardized OpenFox code release, migrate a!) system code . configuration and user
data flies, build and start the FOX on the new SaaS Test Node.

4.7 Cross Functional Team Development/Migration

Cross-functional development Involves all departments that are deemed necessary for
this project type. All work Is done at the new test node. The time for this phase will vary
depending on the scope/complexity of the system upgrade.

CP! will upgrade the follov4r>g databases to run on CPI's current SaaS environment that
will be maintained by CPI. Including database administration, Oracle licensing, and

maintenance. ^

• Archive v2 to v3.1

• Hotfiles

Migratirig the Archive and Hotfiles Databases to the new SaaS Database Virtual
machines will be preceded by an exploratory step whereby CP! will document
mapping of the current TEST DB schema to the new SaaS TEST DB Schema. CPI vnll
utilize Oracle Data Piimp to perform the Database migration.

/

The.existing New Hampshire Archive v2 data win be mlgrated-frpm the.exisling NH
production Archive v2 database to the new SaaS Archive v 3.1 ddtabaw. The Archive
V3.1 Client win be used to query messages-archived In V3.1.

4.8 Test System Cutover and System Integration Testing

In order to ensure that subsequent milestones can be adhered to .and npt deviate from
established schedules, it is tmF>erative that NLETS and NCIC 0nnectivity be in place in
order to test Interfaces but to also ensure that remote vendors are.able to test CPI will

coordinate with NMSP to ensure they have a networking change plah-Jn place prior to"
this phase to ensure a smooth transition to cutover the current UAT and SIT Test
environments over to the new SaaS Test environrnents. TyprralVi.cubtpmers'wIlJ.slmpfy
NAT the existing Message Switch IP to the new Message S\^lch lP to minimize Impact
to existing system ehdpoint connectivity. -

Page 14 of 16 i/ /
Corrtrectof Initials: y\ )
Date: 5-30-23



CPI and NHSP will work together to establish the formal Test Cutover Plan to be •
adhered to day of cutover which will indude cutover schedule, outage duration, required
resources, engineering tasks and rollback plan. At the designated date and time, the
NHSP and CPI project staff will execute the cutover to the DAT and SIT environments.

Once the NHSP UAT test node has been cutover to the SaaS UAT Tesfnode and the

system is connected to the required Interfaces, CPI will proceed with System Integration
Testing as a quality control step prior to turning over to NHSP for User Acceptance
Testing.

Outcomes:

• All involved departments incorporate their changes and updates into the new test
node

• Test plan Is established for System Integration Testing
• Test node is ready for System Integration Testing
• NLETS and NCIC test connections are In place to allow Sy^em Integration

Testing )

• CPI completes System Integration Testing and emails UAT Notification Form to
designated NHSP. point of-contacl establishing start of the User Acceptance
Testing-phase of the project'

• PGR is issued to reflect projecl delay if NLETS and NCIC test connections are, .
not in place.

4.9 User Acceptarice Testing

UAT is performed:by NHSP userB andTpjlO^ arxestatpllshed Tiest Plan. This is a
collaborative effprt belWeeh meN,HSP;.CPI,".and any third-party, vendors. The
success/fail criteria should be knbvbrr and."agr^ to by all parties prior to this test.level. •
End-User Testing constitutes the firial.^tage.of ,UAT. NHSP Is responsible for testing-
transaction processing prior to scheduling the Production cutover.

('
4.10 Deplpymerit PlahninQ,and Production Cutover

As the UAT windpv/.ge.ts ddser to.Cbmplelipn; t^!team, iri coo.rdihation wilh.the NHSP
staff; must.determIn8:|f,^the.pfipg'rarT>-te to.proceed.to Production. If-li is not,;.suffieIent
reasons must, be provided. 0lhef>yi^,.en^ne8ring!must discuss,Ihe.coordi.riaOpn among
the proJectistaff.Qn.lhis process. T^edoai.rnented.prpceM.ls a gateK^ck Inthat It.must
be. approved by the project stbR before any Cut to Prpduclioh event Is. scheduled.

Outcomes: • .
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• Go / No-Go

o No-Go. reasons for not proceeding and next steps (e.g. canceled?)

0 Example: NLETS and NCIC Production connections are not In place.

• Go

o An approved, documented Cut to Production process

0 A scheduled Cut to Production date, time,

o PM-responsibllity: Customer Cutover Notification

At the designated date and time, the NHSP and CP! project staff will perform the Cut to
Production. At a high-level, it is the process of transitionlng over to the designated
Production node. CP! erxl NHSP Nvill work together to establish the formal Production

Cutover Plan to be adhered to day of cutover which will include cutover schedule,-

outage duration, required resources, engineering tasks and rollback plan. On the actual
day of cutover. the project team is expected to monitor until an all-clear is coordinated
and approved by the customer. It Is the Project Manager's responsibility to gel this all-
dear from the customer.

Outcomes:

• Cut to Production is satisfactonly completed and handed over to the
customer.

Or

•  issues arise that require a rollback (e.g. unforeseen customer concerns).
A review win be conducted and determine, the next steps for this.project.

• Project Manager receives written or verbal approval of this cutover.
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Exhibit B, AllachmcDt 7, SaaS Maintcnaric.c & Support Addendum

GPt S AXS SITE MAINTENANCE SUPPORT ADDENDUM

Thiis GPI. SaaS Mamlcoancc and Support Ad.dMym C'M&S Addendi^'^^is ailached to,
and:forros a:par1.6ftlie PpcnFox®SaaS Sofhvare' License Agreemen^^ (the'"Agr;ecmM^^
it-is attach^i by'Md between Gomputerr Projects, of Illinois, Itic.,ian Dlihois cotporatioh, with.
c)Mces'at-466puadrangic'Drivc,-Suite.Ei.Bplmgbroo^iniinpis-60^ as
^'GPF^,. and -the. Licensee. CPl and ijccnsce :are- refbae'd. to mdiyitoUy ;as .a "Party" -and
cpUcctive|y.:as'ihei"P,artics" in the Agrccment-and.lhis.Addcbduni". Thc.capi^izi^ tems;.u^
tKsM&iS,Aiideh.^;and ,th;e Agreeme.ptshalFbave die;Sarae;meaning:;

B AC^GRQUND

•GPI has;,-pursuaDt to thc-AgrtOment; licras^ the accc»: tp.fimd-usc;of;.w
spRware} which; fqr .thiis Licensee includes-oiily -feLicensed^ fee.Pajtiesta^^p ̂
CPI to ijrptnde niamtenance support tp.ticcnsce.iAcpnD.ectiop;\^,ihj^^
GPI has done :and will continue to !d,cyeloi?;fiiHhep'thV.c^^ feattp^ .«.:$!!« ;

: Spftw;are: Licensee desires io use. GPI's- maihteni^ce,.-and support' Sb^cjtS'. fpn ̂ 'e Licehsed ,
SO^are'fbllpwitigiihetertD,spf:this A . ,

coycn'anls ahd'agrebmerits/frpmtnpwpn'^setTp^,

1. ADDITIONAL DEFlNmCiNS

l.;i . -aBusin.cssDiQy^'-mc^siS^-AM'-l^bO^^Mtl^^
'Gcritnd.-Tiidiei.cxciudj^^^ '• 'V/ ■

L2. ''iSystem'" imt^s: .(i),. the •cpmbinadpp.r.oLjh^.^f!^^
elements that cbmprisb. an inXorthatiah:
tHcrbofby--Licj?nsM fem;a:^jra:Paji^. seUer:d^
without l^tation\GPlj?'TiiirdrParty.Goha'^ , •

pbpdfcpumbcr fpr,GiPTGorappncnts-(d)c^ ^stcra'^p^rt.^wilja'^^ '
to,email InninriM'fnSm-TS'cfthsee'fOTGPl'Cbmckjherits;-

C^ntn>€tor:lnid&ls;.
Ditc:.3;30i2y-
ic^sosndO^^
Crt S^.MiinlcaMc;&ftd Soppon Addeadua-



Exhibit B, Aitachmenl 7, SadS Maintenance & Support Addendum
Gompouenls (g) remedial .maintenance: ofF-sitc via telephone, or secure connection to tlic
Licensee's System for GPl eomponcnts. .AJl maintenance will be perforrped by qualified
pcxsonncl who'are: familiar-\yith the .system'; backup/maihtehance resources; reraote diagnostic
capabilities; if.Bicensce proyidK reasonable nodce to report system malfunction; Help Desk
services within cert^n desi^at^ houn where handlfed oh a priority basis as
determined in.the.fcasonabjc diiscretioii of CPJ; and/ihe following System services,.cpmrncncing
upomihstailation of the System pursuant.to ihe.tSOW;

(i) Error G9rrcction:--iUpon\reosonablc notice;by Licens'cc'df-ah is^'e with-.the
,Systcm.'(if tK'c- issue c'phi'be. replicated), '.GPI; shall-use response- times
describediih Schedule A. to cdniect or prpyidc-a-wo!tog solu'tlpn fdr the
issue.

(ii): Material ,i>cfects: GPI .shall- notify the'-Licensee of.aijy'materi.al .crrdrsvdf
defc^.ih^ihe Systcm^imp^vnip 6P£dr;made;^^ source
during, the. Term-thuiticould.cause.^eprpductidn.pfinadcij^
tn^e^^lj1y^iDtOItectT.c^

(iii): CPl shall.,initiate actiohl.to'.prpyidecon^ cTOrs-or.'dc'fects-by any
•mpflnc f'PT,:ih:it'q .sole-disCTetidhf dee'ms opprbpriate.

(iy)-

adbbr&cc;:'with-U^^^ p'f.Sie^Statc'-.W^ Harftpsfi^ '13^ .
-Mes.saghfPlatfprin^5ystOT^cbntract;to■whm -

&

,10: w.hi^^-thiSi-'AdHcnS its .'cpmplignc^
-  -"J.:-. ill-.'- ■'■i .lUlV -Vi-AC." iPPT^'-will

•Qccorddhcewth thb';tcimsb,^-^c,A8t?cn)tt^

1.4 (?Suppojrf'"'means ■(i).-.Uie:ipah;agemwt;dtv^e.-iLi'cd)s^:S^^^■availab.ility.6fhYc.supppft;'by'teieph6n:e:ais',^^,cnbe;d;^^
addioonflJ sQj^drt'scih^ces desOT'bcjd:;in;;w^

1.5
information _ .
contract to •whidti-.tos-AcIil:^^

. .secret
•System.

•l'flge-2;Of-12
.CodtractorrltutiaJs:.,
•0alc:-5-3(i:'23'
K:\£DSlS\DdCSU662VOO(X«\lbvm36jpOCX'
CPl SssS Niiisteiuhu'Bid



Exhibit B, Allachmeht 7, SaaS'Mainleiiauce &.Suppdrt Addendum
1.6 "Supplementary Services" means services the Licensee purchases.from CPI under

a description of services other than the Maintenance Services described in^this Addimdum. Both,
parties shail.agree upon such,Supplementary Seri'ices i.n writing with mi appropriate statement of
work. Examples o.f Supplemrata^ Services,include, but are not limited to; ,

• providing-architccturc, design, network topology docunicpts
•  ;ne^drkcphsultati,pn;sciyices. ' ̂
•• scCTuity assessments, oridocumcntntipn for system audits by a f^ci^.goycramcntal agCT^
• Any enhancements or.D.cw functionulity-to 'lhc sysiem-ibat is cuirtntiy riot oh.lHe;systerii

'at.thc time of ̂ e sow" ̂ting

I -7 "SaaS Services" means (i) Hardware-platform and cdrnpohchts, (iij^f pc^.dd.tih^
party sd^arc.,Ucep,ses;nc^,cdfor'barfwarc.platformand:cornponcn'ts,,(iii)di^"^i^gc;(iv).back-.-
upsV and (vj'in!teract:\(EN"fdr^^^ :tbe-cent^.,site 10cation;for-hosted bli.^.Jsitbe
secure bpstog ccriteraLthciGPr-facility;

2, SMS HOSTIWG OBUjGATIONS

.2.1 Subjectitppayment of thcEew asdescribcd.in the'State of Ncw;Hampsbire Hosted:

provide SaaS-Serv,iccs-ispon^gcpt:upon,bo^-.Pari3,c;s-,hpy^

,'212: .CPL sM". iprbyide:;SaaS,'Services, to L'i.ccnsee ph p (CTI and"
LicCnMe-.tnay'aCCKS " /^Tsr
lifwn whichrtbc, "
platforinitdsh6st;;tl

app.royediniOdyance.arid.writihg'b^^^

those:

scmcfavailibUi^Midp.CTfbrm ilntemip.ti.onfforplimnicd'iD^ten^'
,schediil'ei^;imituaJiy;a^eca8i^ .• " ' '

uriavaUjabl.e
on.a.mbnthly basis..

-■2;'5- .GPl' wll. provide .^ste.W ^d' appheation support-; .to mainte' the;
.fojlowmg^peifotm.pncev^ "La.tcnc/' shall in^; dic jncajyremMt-.df/^Cibo.^
■mfftgaEfti^itr.Wihg.;ippiifmHnri.receiv&fiI^e;messageiabd':thef^^^^^

.Pogc.3of.12- jf-ZC. ■ i i.-'. ' •-
Contractof-lnitia^": •• ;=*v>
Date: •••, .; -.. .. *
idi^jssbocs^^ - '



Exhibit B, AttacJuncnl 7, SaoS MDjhtcnancc &. Support;Addendum
begins transmitting, any" derived messages to the ultimate destination, -if the desiinatioh is
unavailable for imincdialc delivery, ;then Latency shall mean the measurcracDl cf time, between
.when the message switching application receives the raKsage and.thb time at which llie derived'
me_ssages.are plattd in queue for thd destination, Average'times shall;bc b^edupon a cpcpp.ijation;
over a one moblhperipdl Average messagel^iepcy'tme applies-to:-.(|) Single Hit/No
linage Responses, (2) DMV, andfdj.RcMrdiEntry, and 5).HGIC 6)1^lets:

3. BANKED MOXmS

3.1 CP! will reseiH/e.and make ayaUable'tb.tbe Licehsee'tezi (i0).h6tifs of Maintenance
Services per month for cach^raonth.the Term ofthe Agrecment-is.in effect ('tanked'
Hours"). B^ked Hours .c^ only be used for **MaintCTjmce Sc^ccs"'-as defined
in Secliob J .3 above.

s,

3v2 Banked'.Hours may only:bc.\pcd:for-:MB[mtcnance,'Berviccsithat'are pcffonricd for
^y pujrppse that.is not bed to•a;f^1bra..q^^ c^eratpa^'^ecffied: This
includes the hdure used/foi <fiag^dstics.:ah'd ̂ ublcsiiMtiDg seiyices;.tbat,id"eDtiiy-
faults thai resTfitin irtCip^^ B^ed.-Homs may .also be used for
the discp.ycry. phase ieiatihg"-to geryices which;result in-
"the crwtioh of aS.OWi-fdr'^chiSuppliOTCht^ .

3:3

3.4-

ro"axlmum;ac"crual o'f-eigh^fSO) hoiiifs-: ■

"Under'no ci^cul3^t^ce;.may^Bahkcd^Hol^s^be•wed^•t6.ward;Jt^ua^'Ijic^se:Ecc.•
payment fpfthe't^erpf/lSPrs^^ ' ' • '

3.5 Updo ;tiamihatipa. of lhisi,A'^eemeij.l].'L;(cc^^ -.1110 .twe of My-
Btinkcd'Hburs.

4; baj^ddolLars

4:1. •

Supplementary Services.

r'Gajrydlvcr.D.pUarS'^apphed subsequent.

•4:2

Pago.i'ofi}
Gonirw'tbrlriitiali:

DaicV'wVzi"' . .

CPl S^MtiaieiSDce.ii^^Suppan Addendum
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Exhibit B, Atlac^eol 7, SaaS Maiiitcnance & Support Addendum
^rryovcr Doijars 'from one term Ycai to ihc next is $66,000. for example, if Licensee
docs not use any BajUccd Dollars in TciroTcnr I of this Agreement,-$66,000 in Carryover
Qdllars will cany over to Term and Eiccnsce shall have a total amount of Banked
Dollars 6f.$132,0.o6. If Uc^ec usel^.OQQ of Uie Bt^cd Dollars in Term Ye^ 2, the
Bonked Dollore bmoimt avuliible lo Licensee ,in Term' year 3 shall remain at $132,000
(Tcim. Y.car I. $66,000 +Tcmj Year.2 $66,000 + Teim Year 3 $66,000 # $198,000 of
Canyoycr'DbUars).

4.3 [fLiccnsc'e;bas unuscdBankcd-Hoiirs fî .m^Uc'cnsec's imincdjatcly prior dgre^CT.t with
CPriha't't'cnniriatcd.iimmediately before thb initial TerriivYcar of this;A'greemeAt'(''Onused

• Banked,Hours"),-'CPj ̂all-ollpw 33yodrttie."Unuscd^B^^ c^ed bycrUo
tbe-Boiiked'Hburs'-.df'the first Tcrin Year .of'this A"^cicrocnf;('Tirst:t(^ thC'
maximum accnii.fdr s^.b-T^Year/sfiailbc iriq^^ ac.cordbgly; but bcdy dwng tbe
;Fust TdmYcaf:

4.4 Tbe" other 67%. of "Uniiicd Banked :Hb to Banked. Dollars by
mdOpiymgcacbsuch.UnuiscU'Bianlccd Eomb of-20 Unused Bank^ Hours-
- ip xi'$240-H.tt,4^ -Unused.BankedrDdliais**)): Such'Unuscd/Bahkcd
• A ill'. • - -1 j. A^ . itl ̂  AaU Laa aam.'*!aWIa #A« Wa

•4.5-

' the from;'tHc Fir^.Tcm shaltreraain;$66iOOO.

tb.e Ixuedine.mxlqt^'^r.^^

•4.6 UpOn:to:mjjiafioA'Of.0uS;Agrocrara^^ aU".rii^t.fo,aod^ahy;;"i^upra
.. finiikedfDbljarajificluaing^ •

■"5, TERM^FjAGI^ ■
5.'1 ■Tlib.t€m'pf;tb"?.A^e^erit;sbrd.I.applyTd-tlii.S;i^d^^

rightssctfor^^invtiic/A^ event.thc. A^'emM;-isfencwcd.'fbr.separate
teiims;pfbiydd^.i.thal-nbii4%Party.bas;gi.y.en,tts'bm^^
terms bf;each:ren.ew^.sl^U;i^;d6pii^Wfe"d:^'-proYl.il.cii!w My
tcra,-s.hSbS»trib;g^;QtithVA)p
PcUti'KXtB^p.rp.yidcidj^m^ ■

:kees

tofLicchsee basc'dupbn-d^^^ not.to excbe.d'Mp^^.®
ideEt^ed.m..bji)^k,'h?V^'iS^-iSt^W^P^^^ State Message:Platf^^
cgriti^t to ,wbich.-^
Pogo5'oft-2
C^tr&ctor;1ni6ids:
Datc;-;5-3b?:a''

cpi'S^ 11^

•ir4':



Attachment'.7, SaaS Maintenance & Support Addendurb
6:2 Included ib 'lhe Maintisnahcc Fee provided for in the Agreement arc the charges for

participation in the annual CP! O'pcnFox® user conference, including nil expenses for tjp lb four
(dVticeiisise 'represcniatives.. the;Cost of the airfare shall be, limited to coach class.

613 payments received by GPt as specified above of iii the Agreement does riot
ihcludc-taXes pr-.other applicable .duties. Taxes,and other applicable duties shall,be oddcd;to the
total'amounl';f6r which Licensee'is.fesponsiblc.'Taxcs and.blbcr-applicablc duties shall.be added
to tbe;totd;ampunt for. wluch Licensee is responsible, subject,io opplicablelaws..

7.

7.1 CTi has the nj^t'Md.capacity tp.enicr;iblo'lhis Agrcccpcni.and iEully petfotm'^l of
itStobbgaUoQS'there'imder.

1.2 CPI-'warrants that.tb'cjSystcm and.SaaS 'Seryic.M v^.U .be acC'cssiSie ond op^te in
Cbnfofropcc w&puijljiKe^ in a propcr fashion.

'7:3 Nptwdt^tanding'the above para^phs,.ALL MAXEjO^ENAl^CE. SERVICES AND
SAAS SERVICE^ PKO"^'^" PU^.U'^ TiJE . AGI^TEMEiSf-, .Tt^GLUDlNG- -TmS
■/pDEt^UM, 'P-RbVlDED" -'"OR :pERFORMED ON' .AN' "AS ; IS" BASIS .;#P
-iaC^S^'S: USE-OE ̂ TEE..'SER^CES IS- SOLELY AT ITS' ;0W; MS.Kl . LIGENSEEIS
■REMH^IK ARE: OyTLli^^..IN iTIE'^SJATO^
.'MiisSACE platform SYSTEM' .GCNTKA^ tS' 'WMgH: -'TEnS^
attached;'

8. . " US^GETUiGHTS ' r \ ""
it jis- imdei^lp.Q'di'anii, agreed 'that- System; Licensed.' -.and.

enhancements' to, •ei&cj't :'tb'e. '§yst.cni: :p'f, .the, jUb^ed- S.oftwmc ;proyid,cd.v.by'^GPI; upd.er /tlii's;
Agre'ement^^cproprict^ andt.afe.'^bjcc.t.tb-therfdiJpwp'gr'rK ,

paft:'.UlCrcOI.:UlBy..Om)' mis,.
'pwncd^bsidianM'rOt.cp.nbpij'cd^dcp^ bnd-ticcp9.?;:.'iy^^
■ni^^-cdnsistratij^th-lH'e^

.8;2'. Licensee; ^wiJl., not -copy,.:.$stiibute or m^e .available, any pf:'tli.c; services,'
-impfpycmrats • or cnh^cJanCT^

lenlianCctncQte^pr issues introduced'tO;lhe;SysteihidrLicehsed;S6flwaie]by;pf,llKpugh.-^eLicc^
fbfats^agimts.:

.Bi8e-;|S.6M2; , l/f
ConmctoT Inidaia:'" t^A- 'i^'ntroctor.lmdais:

;»d®iss\ppcsa'6^^
si^'Maai.mmM K>d ^pjj^'Adjtoilwn

J.w.-.iila'i
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Exhibit B, Attachkient 7, SiiaS Maintebance & Support Addendum
9. LICENSEE OBLIGATIONS

*  9.1 Licensee is solely responsible for the content of Licensee databases.. The licensee
must provide CPI access to its databases and cohteht.^ reaspiiably fequKted.by GPI frorn.time'.to
time.forpurposes ofprovidiog the Licensee with Maipten^ccSeiviccspr,Supplcmcn^ Scrylces
i f any'.

'9i2 In the event that any virus^or dcstructiYe.clcinent is foimdiin-or.funiished with any
Liccbsee bonfebt. Licensee .will use ,bcst >ffdrte. upon iMipipg of the situauopi to elmbnate .the
virus, or destructive element CPI sball- have the right" lb itake any steps; itideims.-ne'cessary or.
apprppriate tp cliininate.th'e virus or dcs^ctivc.clement and to bc.rciinburscd'rby Liccnsce foriits
,costs .and.expenses relating tp'the s^e.upqb'.feprs'.dcmandi.suhjccftp-^e cond^dp
identified in block 1.8 ,of the.- Siilje. o.^N.cw' ;&.atfpnh-. Sx5lpm
concet to which' this-Addendura'is attached.. -

GENEI^T^^

-10.- LICENSEE,

Licensee represM.is^'d'w^^^ •

I.O.T Ithas ihejight;and,capacity',tp;"MtCT:mt6>th.e.Agrje^
obligations thereunder ̂ 'dthereunder;-

10.2" .Ail Licensee'.dj3a;prpyid"^;pursuM;t^to .to
Licensee or'Licensee, has acquired 'the hec,«s^
Liccpsec..^.ta 'tmd include\it in"the'Systeqi, and'Licei^ce;;data shall.not-yioiate any. Ihws
couhfry' and stiaifnbt.u)i^uigfei:any othCT-p^.*s:\c6p^^X^^^^^
..propcrtyfri^t; ,

l.Q.'S "LjcehsecVskail not TC.-UccQse' 'pr;rc>scU ',l^qintebanc
ScWices'/toiimy Ibifd.pairti'^^^

.■Sce.'Scctiph,.A:T^ of ;Stale/pf;New.;.Haro^shh,e^i^^^
System cbritracVto.which'^iins Add^^^^ ' ' .'i . " •
ii: iNfiEMNmOATION:

V3..i' GPI is:noL|iajjlc-tp Libensee'%.Tpst data. ' I^s LiceiKee^s^ to
enisurc-ihat any backup;pcif6rmcd'by^Cpi.lpn..Lj<reb"sfre'sh'eh2^.is^ •

;p'«ge7of;-J-2
Contractor Initi'als:

•Dotc:,-5;36t23.
>C;.\^lSSU>OGSUW3VOCW'
CPI'S«aS, Maiaiauu^'^'Suppert AdOcodiss



Exhibit B, Atlachment 7, SaaS MainleriaDC.e,& Sujjport Addendum

13.2 Notwiibstandibg anythingjn the Agreement or this M&S-Addendum, ihcm^imum
mdnclory liability of CPl and any of. its' officers, directors,, employees, agents, suppliers, or
affiliate, in connection with the services, rejatibg.to th,e:Sys!era inciuding.auy act or oinission^shall
not .exceed the lesser of the amounl.of fees paid'to GPl'undcr the Services relating lo thc clalm in
the 12 months preceding thexlmm, or ($500i000)j.wbicheyeT is lower.

V

AGCEPTED AND AGREED TO;

Corriputcf.Pfojecis dfniinois.Inc. LICENSEE

V,

.NaiiieT Kevin S.avvatzl^

Title;: CEQ.

■Date:;

Name:. ;Denis-G.ou!er

Title:.
CiO.7 D.OIT Commisjioncf

_ I •May31v2023
■ Date:- ' •

.Page':8 p'f.i2'
Contractwinidals;.,

-bales.. .
;K;\^]SSIp0!CSU6£2\0()p^l OW9736DOCX
CP( rUU.MitnieiMncc and Suppcjt'Addn^im



Exliibit B, Altachnieni 7,.SaaS Maintenance & Support Addendum
SCHEDinCEA '

COMPUTER PROJECTS OF ILLINOIS, INC.

-POLICY ON. TECHmCAL SUPPORT.PRlORimS

AND ESCALATION PROCEDURE

Issue priorities.&:.se^lce levc^
Each' isVue.io^cd with tfic Siippbrt Ccriicr.wiil^l^ aligned a prionty tp .th.eiidj.SCTCtiomortoe
'Support:Ccntcr team or-r^ucstcd by Licensee and a^eed upon. This rwiUprd\idc;Liccfiscieis/\yithi
sorncnndic^tion' Ip how qmckly the issue:will'be.dealfwith and allows usjb plaii-the Support
Cenier'WorkJOad;^ Wili.ha.ve;.^ response,and fix timc-ossocialcd with it Qccordibg.to
its prion^ illustrated in the;following teblc. .

Table'-PnOii^.dcflhiHdiis

dl»riorifv.«

Highest
Trr.'

Syslemfailu!re,:Licehsce"tihable'to
wojt-

i^^Lthc'Suppprt.Center,

Iii^'cdiate .Or-within,
1-5 mihutcs to

resjponditoctdl

4 •h'oiirs;-to rcsp!
prbvnde qworkarbuhdl
'solution

Ihoiif^allowcdfof. >

tim^lpfr^^pad^ "1%

S2 «n&

edi'ate
KS^.

IU«or

to60»Ge me

KS

for

to)

WJ

Median ^Iniermihrot'hiu"d.wMc/so£lCwaj;c
'proBlem. ucep'scc'sriJl-;abid;.tpi-
^pcrfdirnlcey tasks '

.In^cdi ia ie;or-wi thjijD'
.•Sdtnmulcs tO;
respond,to'^cafl "

'3 w.qrldbg 'diQjsito.
resole-orpro.vidc. a'
u^qrknrotodrspi^^^

r-»., -'i..

PflT^c-b of ii. .
Contractor liaiUaU':: .

DaiV; slsd-Zii •" ■
■ K:^SISS\DOCS\2«2VOOOO«\10W9736J>OCX
CPIS^ hUiacei^c S^j^'AddeadwD



6 woricinig hours
allowed for time-to

respond

••• ;• ■ ■ ,' »*,

'Low .•. ■ •Infomiatibn.requesij.no impact/on;
theXJcci^eeV" • . ' ;

*  . '•! • *

•'3.dmmtjt«^ . '
-i«popd;tb caU."

;!i IwprWngvy.yi^'-
■ pr6.yidd<mfpraaddh
adyice/ - ' ■ ' "/A'

V'. ■•"••

' 10;woriabg':hpu«
• aiipwed:1fprj|^^
;0^o'nd^^ •/ ■'''* - .

I. •■.; ■

PnoTity Table-Issuep^drity &^di^itibf^

Re^onding'tb aDiissueinyolyes.tlie^assj^edjcrnp^loyccjorSupiwjft'd
Licensee to acknowledge the issue and to.indicate to the.Lic^ce.thelUcel)^ Ctmcscaleifb
widiiherequest;
A
penriahent
niultipiejresojutipnsi^ been tri^.
Issue:cscflIation.
i)uiijQg tbe;norn:i5^.busjpess-workf^yiJthe'supp.prt.ccDt«st^;a;;au'
abd.softw^rcnginc^ ^Me-c^js;^;a^gnrf^a'pnpnty^d.ft
to contact thc.-LicehscC'.and'.&drresolutibnl^t^";ftb>j&si^fate"d'l^c;'fi^e'^^^

app^qpnatpM K^;tKe-(^^eer":bh^.l"isju^
.call to, a;5cnior. cn^eSr-pr.'him^tt:^^
for resolution-. . 'i •. ,

..~v. .
A-'fio^to'inli)iag^.l- 8hd\yn:bn- tie;n^t;.|>agtfUip.sirat«^tb;^^
■whenlKuidling;issues;madeitbthe.-GRFSup^ "

Page 10pM2
Coritractor'Ihitials:'.. .1^
lAtc:l5i3'6-23; ' • ■
.K:^ns;ss?i>p<^6^^



Exhiljii B, At'lflchmerit 7; 'SaaS Waintenance & Support Addendum

.OeiaflwoA'cr tmn ̂Savp^Cowv,)

.'piM'a'n ,

' •i'Ywp^ d6'rf
'pnpiES BSr^,EkjAu7i!2l|]
7 • • ■• ■•

U c: <4^^''rvMiViii praUsi^
.... •■•^— ••'• •

rftwVe'diiieeanw.ildi
;^:T«TwHr~

■ I

rv^.

iij

/•

33

iSi

•A»>

las

Pigeill ^,12
CoQtr^or.i^^^* •
Date:-5^3'bi2i'. "
KA^'SS)CC^6^^

Mi^tEnKic^i^ Sof^^



Exlubil Bj Attachment 7, SaaS Mamteoance & Support Addendum
Diagram I—Sxtp^rt Center Frocess Flow Chart-

SCHEDULEB

GOMPUTER.PROJECTS OF ILLINOIS, INC.
POLICY ON APDITIONAL CftAJ^OJES AND EXPENSE^

DAILY ILvra;^tINIMX^VI.GHARGE:: $3,000:00.

;P3gd"i;iqf 12
:CQotnici6r".In3tinls:'
•.batc:-5.36-'23'""'

•  I—



OpenFox®SaaS

Exhibit b, Attachment.S

Software License Agreement

This" OpenFox®' SaaS software License agreement Is entered inio-.as of this isl day of July;
2023 (the 'Effective Dale") between Computer Projects bf.lllinoisi Inc., ah.'llllriois cor^fation/wllh-
an office at 400 Quadrangle priye, Suite F, Boimgbrgok; !L.'$Q4.40 fcpi*), and 1h© .undersigned
Licensee end describes the terms and condKlons pursuant to whl^ CPI shall provide the Ucenseo
use'pf its prOpriolary softwaro as. a service dunn'gl.th'eTenfi. CPI,and Lf^ru.oo arp each spin
referred to herein'as a 'Party*,or, collectively, the 'Parties;*

1. Definitions

'Agreemenl' means- lhis OpenFox®
Sa.aS Software License. Agreement;
including en ;atta,cbed 'Schedules;
each of.which'is incorporated.herein
by .their reference (this "Agreernenr):

i.2 -'pocumenlalion' means GPI
'dqcumenialion, in any medium,
.delivered tb Licensee includ.ing user
manuals and training ma'tertbls
rela.ting tp.'the ysd of th6':.LIcdrise.d
.Spftware:

'1.J 'Ucansed. 'System* means the
Licensee's system ay^^'bnzed to
download, Insteii; .br;o'tjfiery/ise..-use
"ihe-furicborfalityiahd^^
Licdnseii! Sof^.'re; ;in. .'accbrd'afica
•wilii.tbrms'of^lhWAgrtiement. ̂  •

':i.4: •'.LIcensi^;.S.cr%^*:m
prr^rie'tbry 'PpePFb^"
pr6duct(d)'Specifi^ Sbhedul.e "'I.'
:jn; mhtl.mb. obj^.'" ciM.e:;- (fl)\ .any

to

!LibebsBb,ffdKi)Urhblb"U^ •
Teffh; and •(fiij:D.oc"um^nla.tipn''.. '

1.5 ''Maintenance' means the

'rnainte.nance services', prp.vided by
CPI' tb' jsyppqrt' 3ny;-'ma.ini|lk^
Licen'sed f^^a're as- descrilaed .in
•thp.^'aS f^intgn^nce 'and-iSuppprt
AdderidOm'rfor.t.heLitA^
as provided! ' ih> -Scheduie '.3.
•Mairilena'rica ■ 'fof- :,tHo .L'cens.ed .
!Sciftwa're- -is ;provid^ -'bn 'tKo
Cl,rense0>' Sy^slerTi-. Ibated. :aT..-tiie
;eprs^^'aS''Si.te :as specl'led' in
^Schedule 1..

■1;.6, '"Third Party .Prbdycls* .meags.
softviare;ar^^rrharttware owned'by

Cbot^'ctof IhiliaJt:
Datci.'j-ipfiU. " ' .

• C.omj5.ytef' Projects,of IHInolsjvjnc;

1.7

Licensee; or llcenwd by '.ariy party'
piher thij.n'.CPI to LIcona'ee.l
'Upgrade!:' 'means a release of-the'
Licen.s.ed.Sp.^Bresubseq tdlhe'
initial, delivery- gefterajly'. -:tnade
ayallablei . lb: Maintenance
subscribers^ In. i^lch 'G^r has-
inoSnMfated. .(ijl .chanoias' -.to
coirecti errpto' or '"defe^:- '(U).
eriha'nceiii'e'ri^ !td. prbyide<^ new
.capabilities,.•pT (Iji) im'prby^frie'pto,'.tp
p^pyi'db'^tter^
Mrith;neviir:dr re'yls'ed .(^.poirAn^^
[irdb'es'.npt iri.cfu.da
pr^iid .or xbmpbrieni'i.pfTering^ as,

'd€termiri^.s'6jely;.By;'G^^^^ ' ' .
T:8

iTiaIhta)nQd>aV:6p^

1.9 ■ riicensbe's ..'StafT 'means' !ih'0

Software.

2; Tflrfn'oLAQreernent
This
•the.
Agreement •Py ydbiy.'*' a-ulho.riz.ed

Agree mehbstiainb^giri-pnilh'e
•^iS: ."Ag^erji'^t- ' 's6a1l*,'.'ieTrTfil.na(e''^^^^^
't'er^lna.ii6n'.':o'f.^"the.'Sfete.p

ext'e'ria.l6ri.-;w,.:fjeri'^a|.;q.f^^^^
'^reernen.L ;as .fthV;'!^^^
shall* 'become • pirt' of -iiiiisrrA^grecm^ .i'rid
binding when^'r^.uced itbfSyri

•'P^e,-,,l.rpfd;3

t.L'.



OpenFgx® Sfi^S

Exhibit B, Attachment 8
Software License'Agreement

by an auUiorized representative- of each of
the Parties. ' '

I. 2.1 LICEf^SEE shall have UiO'
right to not renew.'lhis.Agreemenl'as
jbng a.s;LICENSEE provides CPl.wiih
notico of nonrrenewal' at least; 60
day^^p'riof lo'.lhe end df.ahy'Ucensee
fis.CTi ycardynng the then Term; CPI
sha'n have the right to cancel" tliis
Agre'emeni; at any bme vrtth or
without cause'upon: Uiirty (3Q) da'>^s
prior written noilce.-

2.2

3.

3.1

Unless dthervyiM spedfled in the
.'State 'of' :New. Hampshire' ̂ bsti^
•Stale Message '.Piatforrn System
ccnlract-.to which :this Agreement-is
a.ttaclied. This . [Agreenfent
.'cqntemplales.^hyersjon lp;aiSaaS •
Solybori (mg ̂cUpnc3'!2}.: CRf'Shab
be paid for services:comple~led.';pnor
to .terminaddh ;and u'p6n"?nqdfiba06n
.and •^acceptance/dr' terniinaliori, no'
'ftirthCT.wdrir will-be perfonhed-

'Grant oflilccnso:

'Subject-to. lrie;;term3;and ;con.d,Idp'w
.pfapd Ucensee)S;CpjTnpli¥ri^^ -
obll^tiphs; 'pnder. this .^AVteement.
m'dudirigprom'pt"
•InsialiniBht; '.as,- prp^diW'jn.
Paragraph 6 " of: ."ihis." ""Agrpe'irient
ydthput.^^rther riotiw. .CPI- gran6i-id.
Upens.ee ;aj;nqnpsubl^
exclusive ''and npW^psferaBle inght
.and' lipe'nse Tor- 'pnly '"^
.Ucens;^.^S.pflwflrd duri.ng .the T.cfTn';'
wle^- for 'ili^r^e's. -■ Inle'r^^^

' bi4jhes.s;puiT>oM^ pp
Ucensed-'Sy.siems^
.Llcerisee ;ke'ep3 <tho; .Mei.nl.o'^nM-
■ar^-'Supjwrt.Addendum
the'-Licen^ :^^^are;;ln effpdi.'by;
'pV6mpt'paVmeHl;'df^^p
Fee^.as;SeWf(:^
andi'iSupport 'Sdr^idBi 'Addendum-
(S.ch'^.u)e: '*3r) - -OTd .tlie • fee's;

3.2

3.3".

3:4.

descried, on Schedule' '2*; non-
payrnenl' of License' Fees or
Maintenance Fees.by Licensee,'Shall
result In cahcellatloh.pf this Ucensel
Following. Contract Formation; CPI
yvilj 'make available the Lidertsed
Spf^'.re-tp Udeh^e'.fpf'yse.p'niy-.pf'
the.^ncdonality arid features of'the
Licensed ;spltware^ jf' this
Ag.reemenl'is for initiation pf^a.SaaS

:Solutidn or the conversion To" the
S'a'aSi Splulipri; 'sucK Initiation, or
'cpny.erslbn -511811" Mnfpfrn; to _liiB;
.dbligafipn's, • 'as,' 'Set 'fc^ in"; .-iiid'
Stetdmehi of WpHr't'SpW^^
.hereto..as- ;Sclipduio-T^*;; provided
.Licensed, tlriieiy 'pehp^s ."^llS'
.obligations as-Twi' forth' in 'the' Spw"
(•.□Mnse.e's; iPe.rtptTpance'O.. I.f
LI.Mns|"e-.s; PdrftMifnanM is-delaye.d;
for' rro.re itha.ri -Uiir^. (30) 'da^"=and
;SMi^.Vd0lay'js:np.1-^
GRj. -CPtOs^i have; the.'...r1ghl tp"
.{^aije.Buchiybensde.-fo^^^
.agaihst" ';Ban,I^''{|iou^^ 'or^J.bariit.dd
:dd||d.^':the'^.tia^i^atyd'^^
■deiay/

i'.marWhgSi-t.ltfeis;^
co^;^h't;.hb"l.i.^"'^an^^^^^^
;ihat''! .'Prtgj.nal
,b,pcurhe.nla;iipp'

ifr' Lii^'nspels-.. -and. are -
•subj^f "'to .'tHeV itprms - 6f ' VUiis
;Agi;ee.nieriL_ Cicc.nsee^' not
'fdprc^ui^; 'the-"^;i^.iwns"^r;$pitW
ii^e ' rhay.' be,
-reprcducdd, " :6niy,^ '"'as' expressly-
;proylded;herei.h.-

•Licensee, ackpowl^ges, jiha't",, ̂ CPi'
jmayi jre.cdmmSp^
.^a^'Spft^'fe'hs^^^
'iJcehsee.-acKhojwipdgds
'.that the Vri9hte:';.a;nd ^iicense^^^^^

Contriclo.r'biidals*
Dale: 5-30'-23-
'Cpropvte.r'Rrojdcls'i.df;lljlh6is, jric. 'Ra9pl2 of-,T3'



OpenFox® SaaS

ExHierr B, Attachment 8
Software License Agreement

resp^cl to such Third Parly Software
shall be under the' terms and

conditions set forth in the pertinent
ll^hse -agreements t^tween the
Licensee br^ the yendors of such
third Party s6fW«re; and' ^at
IJcensee.shalli'Compiy-with' any and
ati license 'ag''reetn^&''yinlh: rasped,
to.ony Third Party.Softwere. Further,
Licens.ee .acknowledge, that, -CPI
db^ iOot endorsei "Indemnify .or'
otherwise- guarantee
epprppriaten^,. efrecUven;«s-; o.r
compatjBiilty.' of 'any'- third ■''RSiiy'
Sbftw^h^;

iLicensea- ac^dw.ledges thai as to
Thirt P^:-'Software,',-CPr-te soi^/a.
.ri^.tler with hoJabflity.'forThi(d:F?ai^
•Software/ .^y^eddjUpriai Thi,^^l§^
:SdftWare resold byGP) to Licensee
,,sh.all .W .pHced 'separately 'arid. In
;a<^rdence the, ternis .wl .'fprth
Iri 'Ihls.i^reeiTionl ''Sch^uje, 5:-
AdditJ6na.l -th.irt Party -^^are,
Resoidito Licensee:-

4; t^'^are Llc.pnse Rja^ptJpns
j  . . . . . ^

lExc.ept as: .caprassly. set -forth In "tJils
■/9^rTOfpehY LImhsto' egf?^es thal--U;'.\^)\ho^
llselif;. or "ih,nwgh' wl^ ;any partjit,
subsidjary./aifiriale.fagVfttw
rwjrialteniplrto do.sp; bhy of theToilbw^
4.1 Mpdjiy.-^adapt, irepro^ distpbutOj

or- iroke; d^^atiye: .Works- from -.the',
;L.k*n8ed:^fliM
or ' rriake' any- -copies- of
.'ddcum'e.fiteildn except- -only, - - as
ifeqiilfed'- ••t'd;. -'um'' ^Ihia; 'yc|rc^ed:
l^f^re, .bl/c^-.reasond^^ !fe;i^-up.
pu'fpbses. unlholit' GPI-s' -wntt'eii
.tthseri^ any-and'alljsu^ ixpiM are,
end ^shalj:' rerihain 'the. ;ex^usiye -
proper^; ";bf GPI -.'subj to ithls,
■AflreeiTienl:i

4.3

4.4

foregoing or; '(l)..d.erlve the Sbftware
source.caJ.e"; pi^ (ii).'.use'th.e..lj.cerised.
^^are as a nwdej for
devetppmerit of'O^r .softt^re thai
contains :^'e 'sai^ .fur^cilbnelity or
featu^'as.'ih.e Cl^risi^.SofhyaVe;-
Rent, sell;, lease, loan,- encuml}ef^or-
biher^se' trailer the .Licensed
Spf^are'pr bocu'mentabbn;
Mse. th.e .Licx^d .^bft^re, to
provide procjessing, .services to; Uilfd
pdrlies; c^' -dlhbrvfe.e; use' orHellow
othersto M^a'W.e; Ll.bensjW-Sbf^^for-the benefit,of^anythird pai^.-im
commeraal. jrehj^l. .sharing
arrange.rnenl,, or •other' "servlcie
bure'au'or similar

Rerripye- any- pnbd.M^ Id^ntin^tion.
^.defna;ii(; cbpyrig.htv-.conRd^

•prtiprieta.ryi:or;:$th'erorx)^^
oh .or, wtthln-;lh'e;' tiiceri s.W Spf^rBibr
•bo^mentatrdn.

' :Chall.ehge-'.,Gpi.!s •Q^iBrah^P^l9f}lhe^
"i:]cyi'iwed?J^.^a^^
'i^i^oh r55(b'el^)j^ -ehyi^y :*6r.\lh
ranyforym.i.ot.rn^^

.5., Oymershlp

^;,1i '.GRI.'shall
ah'd:'int0r.0sL;;i.rviand-4t9^^^^

4.5

4:6

•appljraUoris'; .and;' -..dis^sure.s);-

412 becompilei.disassemblevor reyers.er
.en'gih'eer th'o'.-Llwhsbd. ;Sdft^;m--or.
:oih'er'^e ettempi to do any bf'.the

' :c^i>ut.ec"'5;6ftj^'tj^';S^
' •sof^^e'^,e;;^f!l^relafchi^.t^^
TinTn^Ypy^ -f^sV
•/gr^hic Vjy|?e'fj^vihie'rtdS^iSf
■'disHWardf .bug.ln^; i-M^e
:cas;eS:.sci:8eVis,' alet^; ridtifica.tlohs,.
.drewi't^gsl' is^ij^'lloh.s arid

■ 'd.ajab^s);- #.orai;; .lights; -- -^.trade'
'sec,rBtsra.hd':oth;er;rigHte;witH:^^
•to.' '^hfidMdal ■ p'f "propriBtary,
infornialibn; ikn.o^hbw;; otKer'r^htV

GootrPCtOf'lDldQts;:..!'^
bate:ii3p.23-
CompiileriRirdjects-iof.lllinols,- Inc. Pag'a;-3:,of^13. -

_



pPENFpX®.SAAS
Exhibit B, Attachment B

Software License Agreement

wTh' respect to Irivepydris.
discovenes, ideas, imprpyements,
ledhniflues; ;formulae, algbnthmi
processes.' schematics, -testing
procedures; technical inromialion
and'other technolt^y: and.any-.olher:
ihtelleclual and iiidusl^al property
rights; 'father or not. subject to
-registration or protecliohi and- 'SH
■ngHts.. under :ahy license ;6f olheY;
isirangement. with" respect- to the
■fpregping., CPI doe's .not rgrarit
Licensee any (nteliejctya) prpi^tty

.righti^'in the'Llcensed-So

.all.ngHCi.tiUe-and;in"leif^0s^^
copies pfi'the.UceriM'dr^
•expressly grarrted-ln.thls Agrcei^fit
reidSlh; 'with' GRI.. Th*% Llc'e/wed

..'Sb^are Is copyrighted, . .ahd
.prpte<^.d by. "the law A^--'the'ljnlleb;-
•SjateS, LJcehsee;iT|ay;hpt;re^,ye.or
.'obscure' any copyright", -trademark,
:an^of-8hy'olheT. ihtelle'^^
•dry ..p'rdbdejaliy, npJKjes^ 'fe'rh'f'ithe;
• Licensed IS.oftw •

'6'. ■ • Lrcense:and.i^ '

:l'n •ironsideraljd^^ of 'th.e* Ucer^e jgra'riied
•herein;
^e6s(fpritbb:Uebhsed ^fw
IheddcJfiib'nalimajnienariw^
•on' JSchedule' ':'2y- 'a^' i.Wey "
;-(*Ma)htdnance:.:FeM TTttf ,li^ns^i'FeAS

i^bedule.- -2 "arid' ;S^edyle~3..
ifes{^.c,lhfety:'.i^y,''fei!un9^ip;p'a^
ifree'y.Tntaw^rdahw.''^
.Sbhe.dyle''- ;2]' 'pr". ^maintcribntej -fees; ip:
; aoiWande'.^lh: Schedule -'S'-'may /rj^ulL In'-'
•aytbrri'adcTreyoMUbh'ahd''lorrn}nati^
-i^g'f^ment;. ariiii all lights' .Dn"S'''.-:IIcen"ses
•'graniedj-h'P^yndef'inrXRi's/sple'
.Wl. Uce'nsis/Fees''are" n'orvrefundable once .
JMtd:

^ocmctor InitiaU:.
baii'::5.36:23.

7, ' Iridornnlficatlori

•7.-1 So© .Section ■At:6,- -.bF the -New
'Nampshlre, .Hoisted -State Mes^ge
Plalfprrn System^ ^ritracl to which
-Ihls'AgreementiiiattdcHed

7.3- In the' 'eye'nt '-'that' the. Licensed
-^ftware is .held by- a cpiirt'; of
..cbmpetehlUunisdlc^^ tp= ihWng'e a
.Uilrd pair's/ /prpprieta^ rlghls;, or
.Licensee's- use; bf -the; Llce'rtsed
.Software ls.;e"rii6iiiad;.eRI/shail have;
.'th'e'i'dptiph, ;al its- wpensean^^ sole
;discreiipri.-'to:|a} rnbd'^-the-.LIcons.ad
'..Sbfl^re *tp' 'be. indh-infiftgingi. '(b)
.•obtafh for ;LiiceTisb;e.-a llatise;- to
•.continue/ ds.ing Uie; L|cens;bd
''^ft^re'i (C);siCibstitute thejIJcensed
.SbHware' •■'■^M'ib-^'.-iplhV.f'.'-'s^^^

iiicen.isee',, cOr

/Sb^^fe-ah'ciYefOlTdltKi^feie^

his\Sefction-f§iat6simis'^fegreernepip
r.prcrAnlifhijiaKi:ePrs(eriliifeMiabiliw>fo^;ihfri"ri^^

.  .•■ " • •'T. .' ,

Agf^em'eht-ra'at^
'Warranty,

•GPI wafrartSifoiLl.ciansM'jth'a^^^^^
81

•?:. W.a,!7?n'ty';pjscra^ .

!5,6mp'yter projects'bf-,jll^ Inc;

IMPUiib'" •■^WA^^^I'ES;- OF.
MER^i^NfABiLITy;;' .F%N'e§S- FOR- -A
PARTiTdu^ ■ "• P-U9P0.SE;.. . 'NOUi,-

-INFRINOEM^r -Q^lpr-'^ENilO^f^ENt;'
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.INTEGRATION AND. WARRANTIES

ARISING OUT OF COURSE'OF DEALING

OR .U^AGS OF TF^ADE. 'UICENSEE-
AGREES.THAT, AS BETWEEN" LICENSEE

AND 'CPI, LICEf^SEE IS^RESPONSieLE-.
FOR-JHE'.ACGURACY" AND. QUALITY'OF
THE .DATA "iNRUTfEO"' INTO ANy!
LIC^SED: ,SYSTEM-.RELATED TO" THE
USE OF 'THE XiCENSED SOFTWaM;
BECAUSE THIS. 'blSeLAIMER .OR
WARRANTY-MAY NOT-.BE VALID IN SOME
-STATES OR-JURrsblCTiON; IhE "ABO^
DISCLAIMER'■ :^Y " N.Of .APPLY ' fO
aCENSEE."

.9. Limitation oLUablllty

9;2'

O^er than "for' GPl'o
Indemnification: obligation- set.
f6hfi1.nSect.Ipp;7." In.Ho-eye'nt'will
CPr-.bei . liable .for . any- loss", of-
prpfitis,. ;loss' ib'f' use, :l5ui5]h'ess<
•Inte^rupl|6n,^^lp^
'Cpyer^ . -or- Indlr^^ . s'p'e'dati ,
iincide'nlal, of." -bbns.egWrifial-
•.damages,' 'of- any kind . In •
-.ponnoction.WHh^gr-arlslrigi.p^
•.Oio," "wmlshlngi: peWoVifj.Adbe^ ,or
usp-'oL^he jLi^ense^ iS^of^arp.-pr -

'aiiege^d(as ajb^
.iofto.us'-" iCdndij"^^^' jincludjng

"damagbsiy ■maximujn^
:pgg'reg8to.. .Uabljltj^^ (wHp^eF/jp'
;c6n'(^ct;:tbrt.;i>r^^
.jlabjli^y.Vfo'' ;damagsis "'or 'l.oss,

concerning' the Licensed
Software. Any wrihen
rcprcspntatlon or warranty not
pxprc'Mly. cptitalne.d "in ' this.
Agreement Is unenforceable.

10. Audit Rights

CPI ODlts repj^'entatiyes shajlbe entiiied to,
'at CPi:6 sole .cod and expen^,. 'audir

,  .Ocens.ed's. .lacllilios; or documents To-verify
Licensrtls:Pbmpl.la,n'ce'y^ ^e'.piiwiPipns of
'iHis '.^reerneni-, ">^y su(^ audit" rnay lake
place.■frbrn '.lime.-tp tirn.o, 'but no.more .than
once .each: 'calendar yed. 'during, -ndrmal
busrness-houm.by proyidlhg wriUen.notice'tb-

'  Licejwee rat, .ten {^")' .bwlries's. days'.lri
8(fy^rKe.ofsu<^.auditi If:any:audi't;r6.yeab a

-.defjclffn'^l In any
' thjs'/Agreement; Lkphjee" yrill' Immpdiatpiy
,p.ay: ;lffe4p;;eiriou.rits .8s/are ireguiredrtb-'re.:.

.  p$ta.B|bh'W^p!ia'n^^
j^reeme'i^r' '

ii; ' ,^.Pubjic{Anhpuriceme

• pa.'P|.«' prj^.ehtgddns....''i7W'fke.^gV^
rnai^^tl.pg'ye^peLS, .an^
8nd;'malfl^tfny^ ' . *•

"/&slghrn.eht
_  ' ''

mpgljgbn'cbi/js^lLTn^irip !'e^^
oreWte^-ltfi'a P.f^
re^lye.d.i'by,' QRlrp^^ .tfite.

•Agte.eme.nL

No; ;ernpI_py,Qb,.. ;age"ht,.
rephBspntaWb';-pr^

.has la^^prity,-tOj'b^ ;^y
oral- rei^espntaUph^^ jor. -.warranty

13. - Ce'ti^.dohUall^
;Ea^ Pst^Kv^cli^wIe^

• T«pjB(^e''.Con]lde^^^
. • ;des(^^!'

'■•(^slrtytes y3'fuabl0.\.(raiB^^^
•apd,:each::i^a.r^^^ "Shall
;us'e.4he^.'Corifidenirali<.lnf6rmaU6h of

"CoB'rracl.pf'IoIti^t'':.

I>a.W;5T3i>23,
Cprnpy'c.r.Fjpjecl?..o^ (.ninp.te- Inc; fi^ei$ioifT3



OpenFox® SaaS

Exhibit B, Attachment 8
SoFTvvARE License Agreement

the other Party solely in accordance
with the provisions of this Agreement
and it shall-nol'dlsclose. or permlt'lo
M disclosed, the same oireciiy or
indirecily. to any third, party without
the- other party's prior wrihen
cphseht. unless., t^ulred by law.
Ea^ party agrees to exercise due
care In, proiecUhg-Uio -.ConfidenUal
Inforrriation Jrorri unau^dri^d use
-arid' disclosure: ;^ch Party-
•ackhr^cdgto'tdlh.e'oth'erParty that
data processed the Licensed
iSbflware is; protected by.each'Piarty
in act^ance.wlth (^JS.prbtp!^

'13.'2-. .Neither party.t^ars any'iresponsibility
for safegua^ing any'ihfdfTnatldntha
iit^'can" document in'.whllrig: (a)! is In
the pubfic dpmiajn'lhrough no'
its'own,,^) wasiprpperly kncrwn io it,
wthpui'r^tn.cti.bri, prior to^disclpsyre-
by disclosing p'arty, (c)" wasi^properly
•.disdosed; tb'll, wilhbut 'restsii^oni .by
:arioil^eir. per»n.^'with- lh0';,Jegal
aulhpHty-.' to do sp'„ ;{d) [s
independently developed, ^by'
redslVlrig' -'^arty -without. '.use -pr'
reference to " dtedasing' Rarty/.s
-Oonfidentlal irfcirnatipn or .(e) ' Is
required; 0;.be\disdC||^ pursuant to'
a. judicib!. or '_legi^U>re' order' or
proce'^ihg ' In . yiiilch case
ri^lying, 'Party ^'ali;' •'provide
di^dsingiRar^ wiy^.,'Rn6r rraticesof
the lntended"di$cipsyre.'in
jtlmeiriad^riM
the .disd^hg .'party,;:{he-pppbrtb
to resist-or lln^l idisdbsyfe- ljy
a^ement.OTth^ anyjudicial'-pr .
other- apRroprlate'-feru^^ '.R^wlyliig
Pa^. 're'asohSbly. "cooperate
wjlh diacjoalng- party .In -pny" such
effortsii-.eidcts-tortake.

Plalfomi contract to which this Agreement Is.
attached.

15i Export Controls

IJcensee shall not export .or otherwise,
transmit, directly or indirectly, any^lJcensed'
Software. Oocumentatlon. inrprmalJo'n. detav
or other mater'ials received' under Ihls

Agreement bxcepl In full 'corhpliarice^wlth piK
Uhit^ States Export Admihlstratlon
regulations an'd .qlhV appl.icable-'acts; la^:
and.regul^'ons,

16. No.Wor1( For.HIre

Licensee a^ovdedg^-ti^t-the Llc^
Sbfiware and; bbcu'rhehtatjoh. jhcludin^^
without llmitallbn'. arty end al) up^ie's;
rnr^irtcatlons, alteraUbns or .similar .work
^p.:by;GPI p.ursuanj;tb th(s ̂ greerhenrare
dhjy ̂available; for. use .by Lrcehsee^pyriuani
to .jth'e'-.ternis; of .this' .A^rbement' ipnd-'that-
ndthjng-d.pne-.by CP! is a'.Work for.H

'*^e.s.ft cbiSlitutejpnDp^ of .Ljcensee: ')^y
'.•.^'p^iement^ . '-Wrtt; '.pn, jse^VBte
6.n9^sembn^ .tp. ̂ y .Mcprtsee
ahd!^^p)vwi.lh^ia:dM
therefgr.&^andmrileM.s^^

-17.- MIscclIaneous'Pro.vlsions:

•17;T

'i4.. Notice

See'Seclidn.A-<i,5
New' 'Hampshire. .Hosted, ".i^te .Me^Mge

.  'sciiedulesi^jf anyK^
.a^^l^rrient' of' .'ti^7 .'Pa^es. "with
. rê i^i^: to." the ;'sabjecl*!qdljbr.; qf^fhis
•Agregmenl • ■•and''^su'^fs^es;;'^
p^eyipus co'mrnupjMjjbns,.
'ra^^antatipiu. uridQ(staridInb?'^Od'
ragfe.emenls, -eiltieV bra! br^'iwrilt'eh,
;^twe;en,,lhe.Portje.s.wij^ to!
the'.s'ubje^ mattefsbf-ihls'^i^meh^
■th.is'; ■Agreement; 'may 'oriiy. be
modiflGd lh.'cach'instance' by a.single

;.vvntteh d'ocument" 'signed- liy- both
' Rarties.

Coajrac.^
Dalr.jrjb-ii
Computer i^oiects^ofljllnpis. Inc.- •Rag"e;6.pT'i;3-
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I  ̂

17.2 Choice of Law and pispules -

See P-37,. Paragraph 8 and 18. and
Exhibit A'Secdon A-3 of State of New

Hampshire. Hpste'd, Slate Me^.a'ge'
Platform System contract to which
this agreement is ahached.

17,3' Sayerabllily.and penwdics - Any and.
■ail rights end -remedies, whether
•Mnferr^ In this Agreerneht or" tjy-
anyo.^.er la^ appi)c3^> heVetp,-.w^^^^
.be.cumuiative end'may be exercised
'Slhgulaiiy- or cph^nreriUy. The

.•faji.ufe of either-Party lp enforce
offthe prov(siohs':6f this ,Ag
Mil hot' ix.hstitute. e -waiver of any

;Other' rights- hereundier -or any
subsequent: eriforoeme of ih'at Or-

;ahy qih.erRrpylsions; TTie-.ienr^ and
:condillons';8tated hereih are declared '

' to be: 'seyerablej, -If- ia, .court of'
.cp.ihpetent -jurisd.lctipn' hp!^ any
•provision. .of-^ iiHis invalid' or^^
':ynerif6iceab!e,--.in. ^Vi^le: .pr'.jn.fwrtj
•except pn'^^therp.r^,felons rejalnfltto
■the'granr;of;iiceffse;and^ f^yment
pf any:\-arid . aii' -feM are
;ine^ca'biy' reiatediv the. re.rnalnlng •..
pipyis^ns;- jp.HilHfeV Ayeerneh^l^i.wiil-
'reffiaih\ln''.^)i;f^
•toe ;affe.c^.ci:' brpJWsjpnfs). wil)| .be
consiruediso-ps'tb be'ehforcpabie'to
,the,ii;h^]mum :.exteht
'.^W; - •' ' • ■\

■17-4 ■'.EO.Rp.Ei.Mi^JEUpE.

.See-^ciipn.^rT^bSJate pf.yewi^
Hosted'5Si|te; •MeM^'ej--""f^tfo^^
'cpnlra'd:i6.:wl^i^lfi''fe^

17.5 iNDEPENDENT eONTRACTORS:

C'PI -and " LICENSEE- are- indeperxleht
contractors and neither- shall act as the.
other^S' agent,' or' b'e deemed ari. -ag'erit of
employee of the other.- nor s.hdil -thfe-.
Agreement' be ^Interpreted as creating- a.-
partoershlp; or Joint; ver^ture or .enythlrig
except a-vendor-<ustomer relationship:

17.6 ASSlGiNMiENt

Only Gpr fhay'' »sl^. .this Agreement'.
Licensee'.may' ft,bl assign;'its- rights and'
.ol>l5gaiiohsV'^6r-this''Ad^^^
LICENSEE; ;may ^^ign. its rigfits; and
.dbtigatjons .under -this:- Agreement • to. .a
iS.y&S^'i-.agerVcy 0
17.7 AMBIGUrriES

;Agreemenly;-^^.'m^^

Intbr^reUri'^ltliJsi^^ 'theJarigya'geiiri
.-thfeiAgfeemei^^^
.irrie^lhgi'fapdViSo't'u^ctl;^^^^ or -agair&t'.'ahy-,;
Ra%l' • ' ■•••"''•

■i-7.e; ■ ■TiT;iis;/;HEAoi.N;9;s

Ti'tiesi-ar^ 'headin'gs^ib';:se^ns;, h.erpln.iare ;-■
Inserted;,''for' lhe/.'cpn^^ bf -^ference ^
6nrj(Van^';are;np^'lnter^
a'ff0'%ihi^:riTie_anlhg'.w ■
•/^reemenL" ■

The;undersjgned|Mrbfy^thel-th8y-are/authori.zed^tQ!accepl;a^^^
-lhe;.'r^pe'cij,y,e;p'brties;'Aa^

^.acroctdr'^dak:
Dote: 5:36-23
Gomp.uter--Rrpje.(^ of'll]inoisl Inc: .Page:7r(5e.1-3-

r' '
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LICENSEE LICENSOR

Com'puterPrSlecis of IMlnols. Inc. fCPIV

By;

Name:-.

title:

Date:

Contact Inlc^otion:

•Address:

Telephone:!,

Email;

By;:.

.Name:

Trlle;-._

bale:

.Contact. I nformatk^:

Address:

Tdlophorte:.

-EmaJI:':

Wilh.acopy io:

.•SOile'SZOO.-

iQlns^iSlc^^

Coofractor

.Date:

Computer fltoje^jof'IIIJnols, Ine.

r:; • 1 it'.'^
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'Schedule 1

-'Schedule'2

Schedule'3;

Llst of Schedules

Llcepsed'Softvyarei Copies, Use-and CentralSite-

LIcfirisee.Fees

Maintenance and.SuppoH>Agreement

extractor ihitialg:. .

Date: 5r3br23

Cpmpyler Rrojects;;or'IJl^ ..;BSge';9rpX .''
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Schedule 1

Licensed Software, Gbpies:and Use;.. •• I . .. .

■624.
OpenFox®
.^wltch.

Message'
4 'Tes.ti Prod 'acd'Failover

ppenFo:^
Hdtfiles,

NexQeo ■4 Test. Prod'and:.Failbver

1 Cbnfjguralpr .4 \ Tgst, Prpdand.Failpyer
.Operator Aid \ Te.st^py.pd and^ . _

1 Archive'3.1 Upgrade. ;4 'Test; prod andlFailpyer-

v;.

Co'nbv'etor Initialj:'

Dflic: 5-3^23:

G6mpuIerPfpjqcls"qf;lin Iric"; Pa'ge.i.o:6f;T3'
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Schedule 2

Fees

See Qpntract Pricl'ng-

Schejciuie:3:-.
-Maiihtenan'ce.and.Support Aoreement

•Sen^yla;separate dbcumerit

Goatncto'r InitioU:

Dale: 5^3.(W3?
Cjompuler!Ri^'ccte Inc: ;  * t- :Page;;ii1^d"f;13
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Schedule 4;

Statement of Work f'SOW")

To.bc developed

' loi'dals:Gpo^t'or:

Cornpu^erRrpje^ qfjilinp^
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Schedule 5:

Additional Third Party Software Resold to Licensee

CJIS Audit bv P.eak-Perfoftn'ahce 1 Production

CJIS Online Security Training
and Testing Service by Peak
Performance

1 RroducUori

nexTEST by Peak Performance 1 Productloh '" '

C^DtnictDrldidiib:-M-
Dat>f:5r30i.23: .
Gomput'er ProjectSjOf lllinqb,- Jnc.

i'. '.04'



OPEOTOX"^ .
ImovATiv* ■Moonu<-S(cviu

ExKibit B, A.ttachment.9'Vendor Quote
CPI Quote

Quote for
NHD.O.SSaaS

Contract Phases
1 and 2

To:. Jennifer Hackett
. j4tfm/n/sfrafpr ///, J-O'ne Program, Justice
informationBunau
New Hdmpshiro Statb Police'
33!Hazen'Drive

• Concord, NKOUOS
(603) 223:^521: Office

ierinlferrs.HackeHf3id6s:nh.ao'v-

'«DBtc:;;O4<;1.1/2023j • • «T'|i]l^cc3'tj»o^dT6rj9.0Hyaye-k-.

Ecmarkji'PHclng'foM.temSJo.b'e'de'nvorod'Impha^^
;i.enid;'^haso;2;ofiho,.c^
•-end;fcPi,'t6:up'qrade the oxIsdh'aiPpenFox^fifb'as

..y M T - :t.-

rrMaix::J.;Smiih:/ -
,Phase,i
P'rodQCt Iki^pdod Qfr- . ;iInlt:Rrice . .Totai.Prltt
SmS. Gohyer^oh" ;and 'NejrtGeri ■•^.hlye%;
instaliab'on .) "1 •'• ;$35p";pq0.00 ,$350;0p.0;00

Niels,)«;ML-.C'onver5ion y" ' ' I: "'-' ,'i$7p;ppb:pb' -j^ditoppv
' NextGen; HbtfiJes,"' and , Valid^ns; r '

InsC^latioh" 1 ■?1i^^Q00..pp! .$r;£^iOpo.cto: .
MajrilenaricWSaaS;^^ .,..Ss.'9e®.-50 . .  5596,-7;72";.!WV ""
Nioinlcnancc/SoaS;;F,co.'SFY'25; .' ' lfe2p;28llVl3;'.;
Maintphanoy^'aS-FeS SFY'^; . ^ 1;-- ^
Mai.ntananc^SaaSF.ee'.S^;^ _ ... .. .y'\ - "

MaintanarvcWSaaS-Fee Sl^ ' :■ ^S.P"6|493;p6 "

Rhasd2 \ .. " ' ^ v, V"'"
■  ■ 'iy . Td.yipflqc T' . .

piMSlerF^wovery- f: '• • j$5w!po.o;^,
QCHLRejDbfts. $75;p(^,.p6' •
■ngic.xMl . _ r "* ■■•;^5o;pdo:op^;^
IM^XML ^  ̂ ■  'SiTsfoppiOdV.
NICS'XML, r..-. '  '.fiTSipoo:^.; ;■ .;jj-75!^j6o .
.(^.n,ta.rt i pefsph .N oiifi ^7)500.00,.

t ' ''

• r? • ''J • •• •

Pagc^l of.l
!Contractor.initi3i5: 40'6'Quxtfiu5ou^w •

'BbuVd>u>4^'S!G044k'6' '
"■'■<63b)''7ir4i»alfb'.



State of New Hampshire

Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that COMPUTER PROJECTS OF

ILLfNOIS, INC. is a Illinois Profit Corporation registered to transact busirtcss in New Hampshire on January 26, 1998. 1 Rinhcr
. 1

certify that all fees and documents required by the Secretary of State's office have been received and is in good standing as far as

this office is concerned.

Business ID: 286338

Certificate Number: 0006239100

m

■fii

kL s
0

fee

45

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 31 st day of May A.D. 2023.

David M. Scanlan

Secretary of State



OocuSIgn Envelope ID: 534A8407-4D66-4947-S305-74d80rC£9793

MEMORANDUM OF ACHON TAKEN AS OF

MAY 19,2023

BY THE BOARD OF DIRECTORS OF

COMPUTER PROJECTS OF ILLINOIS. INC.

The uodersigDcd, being all the members of the Board of Directors of COMPUTER PROJECTS

OF fLLiNOlS, INC., a corporation of Illinois (the "Gorporadon'*), do hereby consent to and take

the following action in lieu of holding a special meeting of thc Board of Directors of the

Corporation. This action is taken by unanimous consent pursuant to the Illinois Business,

Corporation Act, waiving all nolice of any meetings, whether required by statute, the ByLaws of.

the Corporation otherwise.

1. WHEREAS, it is in the best interests of the Corporation to" approve a certain contract

with the State .of New H^pshife, the follo.wingresolutioDS are adopted:

RESOLVED, that this Corporation shall enter into a contract with the State of New
Hampshire,-acting-through its Department of Corrections, Divisions of Administration for the
provision of computer programming.scrvices; Md

FURTHER RESOLVED, KEVIN SAWATZKY, as President of thc.Cprporation,is
authorized on behalf of the Corporatipn to enter .into the said contract ̂ th the State of New
Hampshire.and to execute any and all documents, agreements and other instruments, ̂ d any
amendments, revisions,. or modiGcations-thereto, .as,he may deem necessary, desirable or
appropriaife.

2. This Memorandum of Action may be" s.i^ed in one ormdfc co-iinterparts, all of which,

when taken together, constitute a smgle original document. A facsimile or electronic

signature on any counterpart of this Memorandum of Action will be considered the same

as an oiigihal signature. Any electronic copy of this Memorandum.of Action fctamcd by

the Corporation sfaall have .the same effect as,retention by the Corporation .of the signed

original and may be reproduced and used as an:onginal for any Corporation Purpose.

3. -No further action is taken.



OocuSIgn Envelope 10; 534AS4D7-4p66-4»47-83qS-7498DfCE9793

•Oww3len«d0)r;'

JCBVIN S. SAWATZKY

STEVEN L. SAWATZKY

ronzrr

RYAN D. SAV/ATZKY

Boliogbrobk,' Dlinois.

Being all of the members ofthc Board of
.Directors of the Corporatioo



CERTIFICATE OF LIABILITY INSURANCE
GATE (UMioomrrv)

4/3/2023

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSUR£R(S}. AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the cortificato holder is an ADDITIONAL INSURED, the policy{los) must have ADDITIONAL INSURED provisions or t>e endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an eridorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

pRooucen

The Horlon Group
10320 Orland Parkway
Orland Park IL 60467

COMTACT
NAMfil

TaJc'mo F>ti: 708-845-3000 iaJc. moi:
A^RESS: certificalesfSkhehortonQrouD.com

INSURERtSI AFFORDING COVERAGE NAic a

INSURER A Continental Casually Comoany 20443

WSURSO COMPPHOOl

Computer Projects of IL, Inc. (CPI)
400 Quadrangle Dr., Suite F
Bolingbrook IL 60440

INSURER B

INSURER C

INSURER 0

INSURERE

INSURER F

COVERAGES CERTIFICATE NUMBER: 1062972024 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE PQUClES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTVSflTHSTANOiNG ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT VMTH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
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EACH OCCURRENCE i $4,000,000

J3 AGGREGATE . $4,000,000

loED 1 X iReTEKTIONIiftAftft 1 $

A WORKERS C0MPENSATX>N
AND EUPtOVERS* LIABIUTY y, ̂
ANYPROPftrETOIVPARTNER/EXECUTivE rrn
OFFICCrVUEMSEREXCXUOEO?
{Mandatory In KH)
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WC 7011994820 1/1/2023 1/1/2024 y  PER OTH-
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E.I. EACH ACCIDENT $1,000,000

E.L. DISEASE • EA EMPLOYEE $1,000,000

E.L. OtSEASE • POLCY LIMTT $ 1.000.000

OeSCRlPnON of operations I locations / vehicles (ACORO IOI. Addltfo<ul R«mv«i SclwduM. may IM inachad ff mo<« apae* !• raRuirM)

Additional insured on a primary and non-contributory basis with respect lo the general liability coverage only wtien required by written oontrsct
Re:Contracl 2013-034 Waiver of subrogation applies lo the workers compensation in favor of the stated cenirtcale holder only when required by written
contract.

CERTIFICATE HOLDER CANCELLATION

Slate of New Hampshire Department of Safety
33 Hazen Or.
Concord NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE
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