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STATE OF NEW HAMPSHIRE CQ ‘ ; )

DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
Lari A, Weaver 29 HAZEN DRIVE, CONCORD, NH 03301

Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

Iain N, Watt
Director

November 26, 2024

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Sole Source amendment to an existing contract with BOWLink
Technologies, Inc. (VC #220007), Webster, MA, to continue hosting and maintaining the family
planning services data management system, by increasing the price limitation by $91,200 from
$352,037 to $443,237 and by extending the completion date from December 31, 2024 to
December 31, 2026, effective January 1, 2025, upon Governor and Council approval. 59%
Federal Funds. 41% General Funds.

The original contract was approved by Governor and Council on December 18, 2020, item
#9 and most recently amended with Governor and Council approval on December 7, 2022, item
#14,

Funds are available in the following account for State Fiscal Year 2025, and are
anticipated to be available in State Fiscal Years 2026 and 2027, upon the availability and
continued appropriation of funds in the future operating budget, with the authority to adjust budget
line itlems within the price limitation and encumbrances between state fiscal years through the
Budget Office, if needed and justified.

See attached fiscal details.

EXPLANATION

This request is Sole Source because the Department is seeking to extend the Agreement
beyond the completion date and there are no renewal options available. In addition, MOP 150
requires contracts originally approved as sole source be identified as sole source. The
management information system offered by the Contractor is the only data system that fulfills
federal reporting requirements set forth by the Health and Human Services Office of Population
Affairs. The system is uniquely designed to support statutory requirements, federal accountability
and performance reporting, and programmatic activities required of the program. Data collected
includes patient demographics and client utilization of services. All data is presented in aggregate
form to protect the Identity of individuals who receive services as required by 42 CFR Part 59.

The purpose of this request is to allow the Contractor to continue providing hosting and
maintenance services of program data for the Depariment's four contracted Family Planning
services vendors. The information management system enables the Department to analyze data,
in accordance with federal requirements set forth in 45 CFR Parts 742 and 923 and aliows the
Department to monitor access to services.



His Exceflency, Govemnor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

The system allows for the collection, aggregation, and reporting of de-identifiable program .
data to assist the Department in monltonng access to reproductive services including
contraception, pregnancy testing and oounsellng, basic lnferhllty services, and prevention, testing,
and treatment of sexually transmitted infections.

‘The Contractor will continue assisting the Department to ensure comphance wrth the
federal reporting requirements of the Office of Populatlon Affairs.

The Department will continue to monltor contracted services through the following
performance measures: '

s Required reporting is accurate and provnded in a timely manner.

¢ Technical support services are avallable to the Deparlment 24 hours per day,
seven (7) day per week. .

+ Technical support services fbr database maintenance, enhancement requests,
and special requests are available 7 AM to. 7 PM EST, seven (7) days per week.

¢ User access is monitored and managed to ensure secure and appropriate access
to the sysiem and program data collected

Should the Governor and Council not authonze this request, the Department will not be
able to comply with the federal reporting requlrements as there is no other system available to
collect and aggregate the required data. - |

Area served: Statewide.
Source of Federal Funds: Assistance Listing Number 93:217, FAIN FPHPA006511.

In the event the.Federal Funds become, no longer available, additional General Funds will
not be requested to suppor; this program. i -

Respectfully submitted,

Lori A. Weaver
( Commissioner

The Department of Health and Humon Serumes Mission is to join communities and families
in providing opportunities for citizens to achieve health and mdependcnce

i
b
|



Docusign Envelope ID: 0DB06B6B-AFBB-4601-8525-D8BF8555144C
DEPARTMENT OF HEALTH AND HUMAN SERVICES

05-95-90-902010-5530 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS, HHS:

Famlly Planning Database Hoslting and Maintenance - Amendment #2

FIS(LAI.II DETAILS SHEET

55-2021-DPHS-01-FAMIL-01-A02

BUREAU OF FAMILY HEALTH AND NUTRITION, FAMILY PLANNING PROGRAM

CFDA 93.217, FAIN FPHPAD06511

BOWLInk Technologies, Inc. - Vendor #220007

100% FEDERAL FUNDS

PUBLIC HEALTH DIV.,

|
) Increased
Statelascal Class/Account Class Title ‘ Job Number CurzentMoxdified (Decreased) Revised Modlified
Year f Budget Budget
. ; Amount
2021 102-500731 Contracts for Prog Serv. | 90080004 $32,855.00 50.00 $32,855.00
2022 102-500731 Contracts for Prog Serv. ' 50080004 $45,372.00 $0.00 545,372.00
2023 102-500731 Contracts for Prog Serv. 90080004 $45,372.00 $50.00 $45,372.00
2023 102-500731 Contracts for Prog Serv. ' 90020017 $57,145.00 50.00 $57,145.00
2024 102-500731 Contracts for Prog Serv. i 90080004 $45,372.00 $0.00 $45,372.00
2025 102-500731 Contracts for Prog Serv. | 90080004 $32,855.00 =$22,800.00 $55,655.00
2026 102-500731 Contracts for Prog Serv. { 90080004 $0.00 $26,987.00 $26,987.00
2027 102-500731 Contracts for Prog Serv, | 90080004 $0.00 $4,187.00 $4,187.00
Subtotel $258,971.00 553,974.00 $312,945.00

05-95-90-902010-5530 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS, HHS: PUBLIC HEALTH DIV, '

BUREAU OF FAMILY HEALTH AND NUTRITION, FAMILY PLAN

NING PROGRAM

100% GENERAL FUNDS
BOWLInk Technologies, Inc. - Vendor #220007 -
Increased [
Statelkiscal Class/Account Class Title Job Number SurcentiModified {Decreased) Revised/Modified
Year Budget Budget
Amount
2021 102-500731 Contracts for Operation Svc | 90080208 $18,613.00 $0.00 $18,613.00
2022 102-500731 Contracts for Operation Svc 90080208 $18,613.00 $0.00 $18,613.00
2023 102-500731 Contracts for Operation Sve 90080208 $18,614.00 50.00 518,614.00
2024. 102-500731 Contracts for Operation Sve 90080208 $18,613.00 $0.00 518,613.00
2025 102-500731 - [Contracts for Operation Sv¢ | 90080208 518,613.00 $0.00 $18,613.00
2026 102-500731 Contracts for Operation Svc | s0080208 $0.00 518,613.00 $18,5613.00
2027 . 102-500731 Contracts for Operation Svc 90080208 $0.00 $18,613.00 $18,613.00
Subtotal $93,066.00 $37,226.00 5130,292.00
| TOTAL $352,037.00 $91,200.00 $443,237.00

b

Governor Executive Council

Fiscal Details
Page 1of 1
A

|
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STATE O‘IF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271 1516 TID Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

November 25, 2024

Lori A. Weaver, Commissioner
Department of Health arid Human Services
State of New Hampshire

29 Hazen Drive ) r
Concord, NH 03301 - '

Dear Commissioner Weaver:

This letter reprcsehts format notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a{contract amendment w:th BOWTLink Technologies, Inc.,
as described below and referenced as DolT No. 2020 083B.

The purpose of this request is to continue to provide hosting and maintenance for the family
pianning services data base system. l

!

: |
The Price Limitation will increase by $91 l200 for a new total Price Limitation of $443,237, and
the Completion Date will extend from December 31, 2024 to December 31, 2026,
effective January 1, 2025 upon Governor and Executive Council approval through December
31, 2026. .

| ) .
A copy of this letter must accompany the ‘Pepartment of Health and Human Services’ submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DGik
DolT #2020-083B

cc: Ken Gagne, IT Manager

"fnnovative Technologies Todc;vy for New Hampshire's Tomorrow"

!
|



Docusign Envelope |1D: 0DB06B6B-AFBE-4601-8525-DBBF8555144C

State of New Hampshire
Department of Health and Human Services
Amendment #2

]
This Amendment to the Family Planning Database Hosting and Maintenance contract is by and between
the State of New Hampshire, Department of Health and Human Services ("State" or "Department") and
BOWLink Technologies, inc. ("the Contractor”).

WHEREAS, pursuant to an agreement (the "Contract "y approved by the Governor and Executive Council
on December 18, 2020 (item #9), as amended on December 7, 2022 (Item 14), the Contractor agreed to
perform certain services based upon the terms and conditions specn” ed in the Contract as amended and
in consideration of certain sums specified; and ;

WHEREAS, pursuant to Form P-37, General Prowsmns the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the for_egpmg and the mutual covenants and conditions contained

in the Contract and set forth herein, the parties hereto agree to amend as follows:

Decemb_er 31, 2026

$443,237

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:

Form P-37, General Provisions, Block 1.8, Price Liniitation, to read.

Activity/Deliverables/Milestones Pricing Worksheet, to read:

Modify Contract Part 3, Exhibit C, Price émd Péyment Schedule, Section 1, Payment Schedule,

ACTIVITY / DELIVERABLES / MILESTONES PRICING WORKSHEET
ACTIVITY, DELIVERABLE, OR DELIVERABLE PROJECTED PRICE
MILESTONE TYPE DELIVERY DATE :
I
PLANNING AND PROJECT MANAGEMENT
1 | Conduct Project Kickoff Meeting Non-SoMare 11512021 $300.00
2 |Work Plan Written i 1/15/2021 $600.00
3 | Project Status Reports Wiritten As project requires $1,828.00
Infrastructure  Plan,  including '
4 .| Desktop and Network Configuration | Written l 11572021 $420.00
Requirements i .o
5 |Security Plan Written 1/15/2021 $1,200.00
g |Communications —and  Change | yinen - 111512021 $900.00
Management Plan I
7 | Software Configuration Plan Written ‘ nfa N/A
Systems Inteface Plan and |, . ’
8 Design/Capability Written 3/31/2021 $500.00
9 [Testing Plan Written | 3/31/2021 $500.00
10 | Data Conversion Plan and Design Written I 6/30/2021 $1,200.00
11 | Deployment Plan Written | 6/30/2021 r‘—“°§1'000'00
| ' MS
BOWLink Technologies, Inc. A-S:13 Contractor Initials
" e 11/21/2024
$5-2021-DPHS-01-FAMIL-01-A02 Page 1of 5 Date




Docusign Envelope 1D: ODBOGBSB-AFBB-4601-8525-DBBF8555144C

BOWLink Technologies, Inc.

$8-2021-DPHS-01-FAMIL-01-AQ2

Page i2 of 5

Dat

12 |Gomprehensive Training Plan and |\, 6/30/2021 $1,200.00
Curriculum
13 | End User Support Plan Written 9/30/2021 - $1,000.00
14 | Business Continuity Plan Written 9/30/2021 $500.00
Documentation of  Operationa! ; ' ‘
15 Procedures Written ¢ 9/30/2021 $500.00
) i
INS.TiALLATION _
16 | Provide Software Licenses if needed | Written pia —_softw_are astq N/A.
I service
Provide Fuly Tested Data | .
17 Conversion Software Software | 10/31/2021 $0.00
Provide  Software Installed, i
18 | Configured, and Operational to | Software 10/31/2021 $0.00
Satisfy State Requirements ) |
i
TESTING
: | 1171912021 '
18 | Conduct Integration Testing Non-Software (3 upload agencies ~ $6,000.00
o | @ $2,000 per)
20 | Conduct User Acceptance Testing Non-Softwiare 9/1_ 572021 $0.00
21 | Perform Production Tests . Non-Soﬂméare 11/19/2021 $0.00
gz |Mest FEelngl Jand, ;GUEBIUNG liomrmmrely 11/19/2021 $0.00
Interfaces !
2 ‘ n/a - system is
23 ((:f g:(;'(gtresss)y'ls':ees?n RETEMANES Non-Softhare currently operational N/A
9 | and SOC2 certified
Certification of 3@ Party Pen Testing 5 n/a - system is :
24 | and Application Vulnerability | Non-Software currently operational N/A
Scanning. ' i and SOC2 certified
: - I
SYSTEM DEPLOYMENT
]
Converted Data Loaded into :
25 Production Environment Software I “‘.I Sje022 32, 200:0C
Provide Tools for Backup and .
26 | Recovery of all Applications and | Software 1152022 $0.00
Data '
27 | Conduct Training Non-Sofhn:rare 1/15/2022 $520.00
28 '| Cutover to New Software Non-Softy\:!are 2/28/2022. $800.00
29 | Provide Documentation Wiritten 1/31/2022 $0.00
. nfa - system is
30 |Execute Security Plan Non-SoftvIJare currently operational $0.00
i :
OP|ERATIONS
31 | Ongoing Hosting Support - Non—Soﬂ+are 32;‘:20'00 penyL. 2 $4,000.00.
; , . 8860 per year - 2 D
32 | Ongoing Support & Maintenance Software ‘ years M%H0.00
A-Si1.3 Contractor Initials_\———

. 11/21/2024




Docusign Envelope ID: 0DBOBBEB-AFBB-4601-8525-D8BFB8555144C

33 | Web Site Hosting Fee Software 352?50 peryr. -2 $4,000.00
34 Téchnicall Support and updates Non-Soﬂwlafe iéésrgo'oo REriif-2 $5,000.00
|
35 | Maintenance and Updates Non-Softw:are glggg } :g::; $3,010.00
36 gg%"é“gst?;‘;’g“ based op 26,105 NonTSofthare 6/30/2021 $26,737.00 |
37 22%0[;“38[?;252“ hased’ onl (26,105 ‘Non-Soﬂwiare 6/30/2022 $42,700.00
g5} { 2earg. LApoit Bas=g'. g 26,105 Non-Soﬂw:are 1213112022 $22,811.00
39 | Conduct Project Exit Meeting Non-Softw:are 1213112022 $300.00
Cost Breakdown bEy State Fiscal Yee_lr {SFY)
.
SFY 2021: December 16, 2020 - June 30, 2021 (e:s Months) $51,468
SFY 2022: July 1, 2021 - June 30, 2022 (12 Mont:hs) $63,985
SFY 2023: July 1, 2022 - June 30, 2023 (12 Mont:hs) $121,131
SFY 2024: July 1, 2023 - June 30, 2024 (12 Mon:ths) $63,985
SFY 2025: July 1, 2024 - June 30, 2025 (12 Mon:ths) $74,268
SFY 2026: July 1, 2025 - June 30, 2026 (12 Mon:ths) $45,600
SFY 2027: July 1, 2026 - December 31, 2026 (6 I\:Aoriths) $22,800
TOTAL-COST $443,237

BOWLink Technologies, Inc. .

$S8-2021-DPHS-01-FAMIL-01-A02 -

A-S-

1.3

Page 3 of 5

111
Contractor InitialsE—

11/21/2024
Date . ks




Docusign Envelope ID: 0DB0GB&B-AFBB-4601-8525-DBBF8555144C

All terms and conditions of the Contract and prio
in full force and effect. This Amendment shall be
approval.

r amendments not modified by this Amendment remain
effective January 1, 2025, upon Governor and Council

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

Statellof New Hampshire .
Department of Health and Human Services

DocuSigned by:
11/22/2024 ; Laiy add
Date Name: Tai N Watt
Title!

|D1' rector - DPHS

BOWLink Technologies, Inc.

CocuSigned by:
1
1172172024 Micharl Stubmack
Date Name: 1C ’gézl Ste Imach
o ]
Title: president/ceo
|'
|
!
BOWLink Technologies, Inc. A-5-1.3
i ]
§8-2021-DPHS-01-FAMIL-01-A02 Page :4 of 5

v.7.12.23 ]
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. '

OFFICE OF THE ATTORNEY GENERAL

DocuSigned by:
11/25/2024 ‘ ﬁotjm Honino
Date . ' Name: Robyn Guarino

= i
Title: atcorney’

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: _| : (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Titteg

|

s 1‘_‘“»’

|

|

|

|

|

|

' |
BOWLink Technologies, Inc. A-S-j 3

$5-2021:DPHS-01-FAMIL-01-A02 Page 50f5

v, 7.12.23
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‘State of New Hampshire
Department of .St'ate

CERTIFICATE

o
1, David M. Scanlan, Secretary of Staie of the State of New ]-iampshire. do hereby certily that BOWLINK TECHNOLOGIES is.
a Massachuselts Profit Corporalion registered to do business in New Hémpshirc as BOWLINK TECHNOLOGIES
INCORPORATED on November 23, 2020. 1 further certily llllal all fees and documents required by the Secretary of Stale’s office

have been received and is in good standing as far as this office is concerned.

Business 1D: 856568 - ' .
Certificate Number: 0006810918

| IN TESTIMONY WHEREOQF,
i « T herelo set my hand and cause to be affixed
“the Seal of the State of New Hampshire,

_ this 21st day of Novémbcr A.D. 2024,

Secretary of State

|

1

I

!

i

, .

i David M. Scanlan
i
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|
= ¢ o 4 L |
. : b
Vs k. | . b ‘ » 2 4t
Ll AT CERTIFICATEOF AUTHORITY G
' y 245 A
SUZANMG, fz ymWAC“ R S herebycerufythat WS ER Y 753
.. (Name of the' elecled Officer o! the CorporahonfLLC cannot be contracl sugnalory) : o SR
- PR T -“-':
1. lern adury elected CleddSecretnryfomcer of - Rlwtime Teenmoy eres - g,
: ' (Corpo!rahonlLLC Name) . ' gt

2 The folidwmg isa true copy of a vote mken ata meehng of the Board of D!rectorslshareholders duly caued and R a

held on- ‘_T N \—‘r’ ] 20 4 ‘atwhich a quon{m of the Directorslsharehoiders were present and voting. -+ R !
a (Dale) : i
: vo'rso That /%cuﬂu_ P %ELMA(N P(@ DA / C bo (may kst more than one person) : , o
: . (Name and Title of Contract Srgnatory)' : I/ by i R
.rs duly authorized on behalf of @uL INK TéEC Hﬂg&g jto enter Inm contrects oragreements wrth the State Sl W
3 e (Name of Corporanon! LLC) i _ . ; g

of New Hampehlre and any of it agencres or- departments and further is authonzed to execute any end all -
_documenits, agreements and other instruments, and any amendments, revisions, or modlﬁcatlons thereto, which
may in his/her Judgmentbedesnrable or necessary ‘to effect the purpose of this vote. e PR g

'3. 1 hereby cerbfy that said vote has not been amended or repealed -and remains in full force and eﬁect as of the - .
date of the contract/contract amendment to which this cemﬁcate Is attached. This authority was valid thlrty (30) . A d
days prior to and remains valid for thirty (30) days from the date of this Certificate of Authority. | further certify -~ - <

“that it is understood ‘that the State of New Hampshire; will rely on this certificate as evidence that the’ person(s) IR

Jlisted above currently occupy the position(s) indicated and that they have full authority to bind the corporation, To , e
. the extent that there are any limits on'the authority of any listed individual lo bind the cogapratian in mntracts with, . el
i ~ the State of New Hampshrre all such Ilmltatlons are expressly stated hergja. . 1 . e
i Dated: “ 2o z~=1/‘/ = b
- 4 = '. : M
" -I' " 2 ” ‘.
i ¥ - e -
T b 2 B % Ty A g : e
Pp BB Ll b i i o e




Docusign Envelope ID: 0DBOSBEE-AFBB-4601-8525-D8BF8555144C

ACORD»
V.

"CERTIFICATE OF L

BOWLINC-01 MVIT
IABILITY INSURANCE ey

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION

ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER

IMPORTANT:

If the certificate holder is an ADDITIONAL INSURED, tha policy(ies) must have ADDITIONAL INSURED provisions or ba endorsed.

If SUBROGATION IS WAIVED, subject to the terms and cond:tlons of the policy, certain policies may requu‘e an endorsement. A statemant on
this certificate does not confer rlghts to the certificate holder in lieu of such andorsement(s).

PRODUCER | RRTacT
110 Royal Litie B o° Adency. Inc. e, ey (800) 222-4242 [ 4% (401) 868-2083
Providence, RI 02604 £ ss; ' ;
INSURER(S] AFFORDING COVERAGE ‘ NAICH
insurer A : Hartford Ins Company of lllinois 38288
INSURED msurer B Sentinel Ins Co ’ 11000
BOWLINK TECHNOLOGIES, INC msurer ¢ : Miscellaneous Brokered Business
6 BATES XING INSURER D : )
Wahstar, MA 01570 e rEaTEh
i INSURER F :
- COVERAGES - CERTIFICATE NUMBER: | REVISION NUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

Department of Health and Human Services
129 Pleasant Street
Concord, NH 03301

IHiSK TYPE OF INSURANCE ADDLISUBR POLICY NUMBER (DO Y] | (AR A LIMITS
A | X | COMMERCIAL GENERAL LIABILITY ; EACH OCCURRENGE s 2,000,000
} CLAIMS-MADE IZ| OCCUR 02SBMAM3081 3/18/2024 | 3/18/2025 | DAMAGE TO RENTED s 1,000,000
- | MED EXP (Any one person} S 10,000
L PERSONAL & ADV INJURY | $ 2,000,000
| GEN'L AGGREGATE LIMIT APPUES PER: GENERAL AGGREGATE s 4,000,000
RENEY I:l 5% I-L—I £0C PRODUCTS - COMPIOP AGG | § 4,000,000
OTHER, s
A | AUTOMOBILE LIABILITY mﬁlﬁ%w LiMIT s 2,000,000
ANY AUTO ’ 02SBMAM 3081 3/18/2024 | 3/18/2025 | BODILY INJURY (Per person)_| 5
OWNED SCHEDULED :
| | AuTos onwy AUTOS BODILY INJURY (Per sccident) ]
3
| X | RS onur P RN e s
$
UMBRELLA LIAB OCCUR EACH OCCURRENCE s
EXCESS LIAB CLAIMS-MADE AGGREGATE H
peo | | rerenTions 18
PER OTH-
AT R X B |18
ANy PROPRIE!’ORIPARTNERJ‘EXECUTIVE 02WECADOCF4 31812024 | 3118/2025 | ¢} eacy acciDENT H 100,000
8: EM%EF EXCL NiA 1 ]
'"‘”‘W E.L DISEASE - EAEMPLOYEH § 00,000).
, describa under - 500,000
B SCRIPTION OF OPERATIONS below £.L DISEASE - POLICY LIMIT | § )
C (TE/Q.ERRORS&QOMISSION C-4LW7-1 76072-CYB|‘ER-2024 21612024 21612025 |Retention $10,000 3,000,000
C [Cyber Liability C-4LW7-176072-CYBER-2024 - | 2/6/2024 | -2/6/2025 |Retention $10,000 3,000,000(
DESCRIPTION OF OPERATIONS / LOCATIONS { VEHICLES {(ACORD 101, Addltional Remarks Sc!'udulo. may ba attached If more space is raquired)
CERTIFICATE HOLDER CANCELLATION
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
STATE OF NH ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

gubl Qudects

ACORD 25 (2016/03) -
The ACORD name and logo

© 1988-2015 ACORD CORPORATION. All rights reserved.

are registered marks of ACORD
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SfI‘AiI"E OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lert A. Shibinetre © 29 HAZEN DRIVE, CONCORD,NH 03301
“603-2714501 1-800-852-3345 Ext, 4501

‘Commissloner , _
N L Fax; 603-271-4827 TDD Access: 1-800-733-2964
‘Patricia M, Tilley: www.dhhsoh.gov

Director

November 15, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

i .
REQUESTED ACTION

Authorize the Department of ‘Health fq,n',d Human Services, Division of Public Health
Services, to enter Info; a Sole Source amendment to .an existing contract with BOWLInk
Technologies, Inc. (VC#220007), Webster, MA for the hosting and maintenance -of the family
‘planning services data base system, by increasing the price limitation by $204,591 from $147 448
to $352,037 and by extending the completion date from 'December 31, 2022 to December-31,
2024, effective December 31, 2022, upon Governor and. Council approval. 77% Federal Funds,
' 23% General Funds. ' '
The original contract was approved by Govemnor and Council on December18, 2020, item
#9: : '
: Funds are ‘available in the following|accounts for State Fiscal Year 2023, and are
‘anticipated.to be available In State Fiscal ‘Y|'ea'rs 2024 and 2025, .upon the availability and
:coritinued appropriation of funds in the future operating budget, wilh the authority to adjust budget’
line items within the price limitation and encumbrances between state fiscal years through the
:Budget Office, if needed and justified. L
;05195-090e90201,0755300000 HEALTH AND[SOCIAL SERVICES, DEPT OF HEALTH AND,
‘"HUMANSVRCS, HHS: PUBLIC HEALTH DIV, BUREAU OF COMM & HEALTH SERV, FAMILY
:PLANNING PROGRAM - 100% FEDERAL FUNDS '

'["State T l Increased | ...
[rical | eoany | clse o | it | Giger | Oocressed) | g
| 2021 | 102:500731 e 90030094_' $82,855 $0) 82855
| 2022 [ 102500731 fpf"’,':gg"éfm_ 90080004 $45,372 ol sasa
2023 |102:500731 | (SOAEE 9:00336504 s22806|  s2260] 845372
2023 | 102:500731 ,o?;;';;“g‘jc gqoaéom? $0| 857,145, 857,145
| 2024 | 102.500731 fgg';{'.;%zc gm;sioom T so| $45,372| 845,372

]
1
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" His Exceliency, Governor Christopher T. Sununy
and the Honorable Council
Poge 20f3

) - Contracts | 30 $32,855 | '32 855
2025 [ 102 5007:_’.1 for Prog Svc «900810004 i ' $32, ]

Subtotal | $100,913 $156,058 | $238,071

2 . . I 4 i '
05-95-090-902010-55300000 HEALTH AND!SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVRCS, HHS: PUBLIC HEALTH DIV, BUREAU OF COMM & HEALTH SERV, FAMILY
PLANNING PROGRAM - 100% GENERAL FUNDS =

State Increased :
\ Class/ . Job - Current ‘Revised
Fiscal Claas Title 1 ‘ : {Decreased)
Year Account _ Num|ber Budget Amount _ Budget
. Contracts for | | $18,613 $0| $18613
2021 | 103-502507 | Operation | 90080208
'Sve !
Contracts for | | - $18613 30 $18.613
2022 | 103-502507 | Operation -| 90080208 [
Svc ' ‘
: : Contracts for ' $9,307 $9307 | $18,614
2023 102-50073_1 Prog Sve 9008?208
' Contracts for ! $0 '$18613| $18,613
2024 | 102:500731 | “p sl | 80080208 A
| 1ns Contracts for ' $0| - $18613| $18613
2025 | 102-500731 | " b0 9008?208
f_;. . Subtotal $46,533 $46,533 |  $93,086
' Total | $147,446 |  $204,691 | $352,037

" EXPLANATION -

This request is Sole Source because t‘\e data base system provided by the.Contractor is -
the only data system available that fulfills the federal reporting requirements set by the Health and
Human Services Office of Population Affairs. The system allows for the collection, aggregation

- and reporting of program specific data from the Department’s four (4) Family Planning Services
sub-recipient health care agencies (chmcal service sites) on demographic and social
characteristics of clients and their use of farmly planning and related preventive health services.
All data are presented in summary form, wh:ch protects the confidentiality of individuals who
receive family planning services as required byl42 CFR Part 59. Data collected has multiple uses,
which include monitoring performance and comphance with statutory requirements, fulfilling
federal accountabllity and perfon'nance reporting requirements, and guiding programmattc
activities.

The purpose of this request is to continue to provide the hosting and maintenance for the
family planning services data base system. The family planning service data base system enables
the New Hampshire Family Planning Program to analyze sub-recipient data, which meets the
tederal requirements 45 Code of Federal Regulatlons (CFR) Part 742 and 45 CFR Part 923.. The
sub-recipient data allows the program to monitor access of reproductive health services mcludmg
contraceplion, pregnancy testing : and counsehpg achleving pregnancy, basic infertility services,
preconception health and preventlon testing and treatment of sexually transmitted diseases. The
data collected from the data system enables the program to promote and |mprove the services.

|

{
b
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His Exoellency Governor Christopher T Sununu
and the Honorable Coundl
Page 3 of 3

The Contractor will continue to maintain and provide the data base system, project
management, training, technical support, data collection, customer service, and report
generation. The Contractor will also continue to assist in the program's compliance with Office of
Papulation Affairs for the submission of the Family Planning Annual Report and any new updates
required to the Family Planning Annual Report by the Office of Population Affairs.

The "Department will continue to monitor contracted services using the following
performance measures:

. Ensunng timely avallablllty of Famlly Planmng Data Base System -application

generated reports as wall as their accuracy
- o Ensuring technical suppon services will be available 7 AMto 7 PM EST., seven (7)

days per week to provide dalabase|maintenance enhancement requests, and special
requests while continuously available for projea technical support 24 hours per day,
'saven (7) day per week.

. Managlng system access to ensure secure and appropriate access to the application
and associated data.

As referenced in Part 2 Contract Term of the original agréement. the parties have the
.option to extend the agreement for up 1o two|(2) additional years, contingent upon satisfactory
delivery of services, available funding, agreement of the pames and Governor and Council . -
approval. The Department is exercuslng its ophon to renew services for two (2) of the two (2) years

"available.” .
Should the Governor and Counicil not authorize this request the New Hampshire Family
Planning program would not have the ability to comply with the federal reporting reqmrements as
there is no other mechanism in place to collect, aggregate and report data.

Area served Statewide

Source of Funds: 'CFDA #93.217, FAIN # FPHPAQ0B511US HHS: Office. of Assistant
Secretary for Health NH Family Planning (T itte X) Program Family Planning and general funds.

Respectfully submitted,

--" -A Shlbmattq

X{L Commissioner

1

y; I

‘ |

" The Depariment of Health and Humon Services' Mission is {o join communities ond families
in providing opportunities for cilizens to achieve heolsh and independence.

1
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' 1

Fax: 603-2N

Denis Goulet
Comnissioner

Lori Shibinette, Commissioner

.. Department of Health and Human Services
Siate of New Hampshire
29 Hazen Drive

" Concord, NH 03301

Dear Commissioner Shibinette:

This leiter rcpreScnts formal notification

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazcn Dr., Concord, NH 03301

1516 TDD Access: 1-800-735-2964

www.nh. gov/doit

l
i
?

November 3, 2022

that the D‘epanmem of Information Technology (DolT)

has approved your agency’s request to enter into an amendment with BOWLink Technologles Inc., as
_ described below and referenced as DolT No. 2020-083A.

The purpose of this requcst is to continue to provide hosting and maintenance for the family

planning services data base system.

The Price Limitation wil] increase by $204,591 and the contract will have a new total Price
Limitation of $352,037, effective upon Govemor and Execunve Counc;l approval through

December 31, 2024,

A copy of this letter must accompany the Department of Hcallh and Huiman Services' submission
1o the Governor and Executive Council for approval :

- . DG/
DolT #2020-083A

cc: Mike Williams, IT Manager

Sincerely,

e B

Denis Goulet

I . .
"Innovative Technologies Today for New Hompshire's Tomorrow”™
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State of Hew Hampshire
Department of Health and Human Services
b3 _ Amtiandment "

)

This Amendment to the Family Planning Databai;e Hosting and Maintanance contract is by and between
the State of New Hampshire, Department of Heanh and Human Services ("State” or "Department”) and.
BOWLink Technologles, Inc. {“the Contractor"). i :

WHEREAS, pursuant to an agreement {the “Contract") approved by ihe Governor and Executive Council
on December 18, 2020, (ltem #9), the Contrar:,torI agreed 10 perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certatn sums specified; and

WHEREAS; pursuant to Form P-37, General Prows:ons Paragraph 1? and Part 2, Contract Term
Subsection 2.2, the Contract may be amended upon written agreement of the parlies and approval from
the Governor and Executive Council; and : :

WHEREAS, the parties agree to extend the term of the agreement and increase the price limitation lo
support continued delivery of these services; and .

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows: -

4. Form P -37 General Provusmns Block 1.7, Completion Date, to read: | . w
December 31, 2024

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$352,037 -

3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:
Robert W. Moore, DII'EClOI'

4. Modify Part 3, Exhibit C, Price and Payment Schedule, Acuvaty/Delwerablesanestones Prtcmg
Worksheet, to read:

ACTIVITY / DELIVERABLES / MILESTONES PRICING WORKSHEET
_ | - PROJECTED
} ACTIVITY, DELIVERABLE, OR MILESTONE DELIERABLE | DELIVERY |  PRIcE
- . DATE
PLANNING AND PROJECT MANAGEMENT
Conduct Project Kickoff Meeting £ 1 Non-Software 1/15/2021 $300.00
2 |WorkPlan | Written - 1115/2021 - $600.00 =
. . . As project
3 | Project Status Reporis Writlen requires $1,828.00
Infrastructure  Pfan, including Desktop | and : :
4 Network Configuration Requirements ; WplED lieaz] N220:00
5 | Security Plan : Written 1/15/2021 $1,200.00
6 | Communications and Change Management|PIan Written 11152021 $900.00
7 | Software Configuration Plan | + | wnten i nla N/A
8 |Systems Interface Plan and DesignICapabiIi'ty Wiritten 3/31f2021 $500.00
9 |[Testing Plan - | Wrilten 3/31/2021 $500.00
10 |Data Conversion Plan and Design Wrilten ' 6/30/2021 " $1,200.00
11 | Deployment Plan Written 613072021 $1,000.00 ,
. 12 | Comprehensive Training Plan and Curriculum Written 6/30/2021 $1,200.00
13 | End User Support Plan : Written 9/30/2021 $1 p’“ 00.00
. e
BOWLink Technologies Inc. . A-511.3 ' Contractor Innha!sL—-
$8-2021-DPHS-01-FAMIL-01-A01 Page 10f5 _ Date 1/17/20%2
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ha

9/30/2021

$500.00 )

Docusign Envelope ID: 0DB0SBEB-AFBB-4601-8525-DBBF8555144C ‘
|
|
I
i

14 | Business Continuity Plan | wiitten
15 | Documentation of Operationat Procedures Written 0/30/2021 $500.00
' INSTALLATION
16 |Provide Software Licenses'if needed | Written s soft«_vare NIA
as a service
17 | Provide Fully Tested Data Conversion Software | Software 10/31/2021 $0.00
Provide Software Installed, Configured, |and
18 Operational to Satisfy State Requirements_1* Software 10/31/2021 $0.00
TESTING
i i 111972021
. . (3 upload 3
19 | Conduct Integration Tesling ! Non-Software agencies @ $6,000.00
} $2,000 per)
20 |Conduct User Acceptance Testing | Nan-Software 9/15/2021 $0.00
2t | Perform Production Tests' | Non-Software 11/19/2021 $0.00
22 | Test In-Bound and Out-Bound Intedaces | Software 11/19/2021 $0.00
. { ‘nfa - system
] . ; is cumrenily
23 ?ggg:ct gisiam Peromanse (LoadIStrless) Non-Software operational N/A
9 i and SOC2 2
| cerified
. nfa - syslem
R s : I i tly
Certification of 39 Party Pen Testing |and 15 FUMSH
24 -~ o = Non-Software operational - NIA
Application Vulnerability Scanmng_. . and SOC2.
- certified
s - SYSTEM DEPLOYMENT
Converted Data lLoaded inlo Production '
25 Environment . Software 1/15/2022 $2,200.00
Provide Tools for Backup and Recovery of all -
26 Applications and Dala Software 1/15/2022 $0.00
27 |Conduct Training [ Non-Software 1/15/2022 $520.00
28 | Cutover to New Software | Non-Software | 2/28/2022 $800.00
29 {Provide Documentation | Written 1/31/2022 $0.00
n/a - system :
30 |Execute Security Plan # | Non-Software is currently $0.00
.- operational
. OPERATIONS
. | $2,000.00 .
* 31 | Ongoing Hosling Support i Non-Software peryr. -2 $4,000.00
l ) years
. : 8860 per o o
32 | Ongoing Support & Maintenance l Software year - 2 years $17,720.00
. . ! $2000 per yr.
.33 | Web Site Hosting Fee ] Software -2 years $4,000.00 |
; $2,500.00
34 .| Technical Suppori and updates i Non-Software peryr. -2 $5,000.00
' years
i $1,483 - Year
‘ - i : 1
35 [Mainténance and Updates Non-Software $1.527 - Year | - $3'010':30
j S 2 MS

BOWLink Technologies, Inc.
§5-2021-DPHS-01-FAMIL-01-A01

A-5-1.3
" Page 2 of &

Contractor Initials

7
Dale 11/1 /20_2.2
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36 {Ongoing support based on 26,105 FPER | nonsofware | /3012021 | $26,737.00
Ongoing support based on 26,105 FPER
37 estimate | Non-Software 6/30/2022 $42,700.00
‘3 |Ongoing support based on 26905 FPER | Non.Sofiware | 123112022 | $22,811.00
39 |Conduc! Project Exit Meeting | Non-Software 123112022 $300.00
3 Cost Breakdown by State Fiscal Year
State Fiscal Year 2021 Costs $51.468
December 16, 2020 - June 30, 2021 (6 Monlhs} A
State Fiscal Year 2022 Costs $63 985
July 1, 2021 - June 30, 2022 (12 Months) !
State Fiscal Year 2023 Costs J $121.131
July 1, 2022 - June 30, 2023 (12 Months) | '
State Fiscal Year 2024 Costs $63.985
July 1, 2023 = June 30, 2024 {12 Months) ’
State Fiscal Year 2025 Costs $51 468
July 1, 2024 - Dacember 31, 2024 {6 Months) ’
iy i .
TOTAL PROJECT COST o $352,037

pat

BOWLink Technologies, Inc. A-5-1.3

§5-2021-DPHS-01-FAMIL-01-A01 Page 3

!o! 5
{
!
:

I

08
' | MS
Coniractor Initials

‘Date

11/17/2022
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All terms and conditibns of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective December 31, 2022 upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set thieir hands as of the date writlen below,

State of New Hampshire

Department of Health and Human Services
t

6‘1?‘""“"“"‘"" '
11/17/2022 l ?‘:}l’ﬂi\; M. They
Dale Name: Ta M. Tilley

e b .
Title: pi rector

) il -
BOWLink Technologies, Inc.

' Deculigred by:
11/17/2022 I Michotl Stmade

Title: president/ceo

: : ;
80WLink Technologies, Inc. A-5-1.2
$5-2021-DPHS-01-FAMIL-01-A01 . Pagedol5

v
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The preceding Amendment, having been reviewe

execution.

11/21/2022
Date

| hereby cenrlify that the foregoing Amendment w.

the State of New Hampshire at the Meeting

- Date

BOWLink Technologies, inc.
§5-2021-DPHS-01-FAMIL-01-AD1

d by this office, is approved as to form, substance, and

] .
OFFICE OF THE ATTORNEY GENERAL
-

bLysw_uy: '
C Qunrino
g

ameRoByN Guarino

Title; Attorney

as approved by the Governar and Executive Council of
on: | (date of meeting)

}
OFF;ICE OF THE.SECRETARY OF STATE

Name:
Title;

A-5-1.2
Page 50f &
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN'SERVICES ~ ~
o;ws.'oé/ OF PUBLIC HEALTH SERVICES !
19 HAZEN DRIVE, CONCORD, NH 0301
603 271-450I 1-800-852-1345 Ext 4501

Fax: 603-1714817 TDD Access: 1-800-735-1964
Liss M. Morrs ' ‘ W, dhhs.nh. gov

173

Laorl A. Shibineite
Commlssloner

Director

i Novembér 23, 2620

His Excellency, Govemnor Christopher T. Sunlunu ;

and the Honorable Council i - . ; .
State House ' ' i
Concord, New Hampshire 03301

REQUESTE-D ACTION

_ Authorize the Depantment of - Htaa!thI and Human Services, Division of Public Health oo
Services, to enter info a Sole Source contracl with BOWLink Technologies, Inc. (VC#220007), '
Webster, MA in'the amount of $147 446 to prowde the :mplementauon hosting and maintenance
of a data base system for family planning servnoes with the ‘option to renew for up lo two {2)
additional years, effective upon Governor and Counci) approval through December 31,2022. 68%

. Federal Funds and 32% General Funds. -

Funds' are available in the following accounts for Stale Fiscal Year 2021, and are
anlicipated to bé.avallable in State Fiscal |Years 2022 and 2023, upon the availability and
conlinued appropriation of funds in the futyre operaung budget. with the authority to adjust budget
ling items within the price. limitation and, encumbrances between state fiscal years through the
Budget Office, if needed and justified. i

‘05-95-080-902010-55300000 HEALTH AND SOCIAL SERVICES ‘DEPT OF HEALTH AND
HUMAN SVRCS, HHS: PUBLIC HEALTH DIV, BUREAU OF COMM -3 HEALTH SERV, FAMILY

PLANNING PROGRAM
Fi 53:“3% ¥ ‘S:;’E':t Clas:s Title Job. Number Total Amour,t
2021 102-500731 .~ | Contracts for Prog Sve | 90080004 $32,855
2022 102-500731 Contracts for Prog Svc | 90080004 $45.372 @
2023 102-500731 Contracts for Prog Svc | 80080004 $22,686
2 Subtotal $100,913

05-95--090-902010-55300000 HEALTH AND SOCIAL SERVICES, DE?T OF HEALTH AND

HUMAN SVRCS, HHS: PUBLIC HEALTH DiV, BUREAU OF COMM 8 HEALTH SERV, FAMILY

PLANNING PROGRAM ) _.
.F.si’;?‘;’,a, P Al _ cgiisTme Job Number | Total Amount

2021 103-502507 'C"'"“a‘gmgipefaﬁm 90080208 $18,613

2022 |103-502507 %"'fa‘g:r'v‘:‘c;’spefa"m - 90080208 R

I'hr-l)cpartmcul of Healih and Human Scruices’ Miidion is to join communities and familics
in providing opporiuaitics for cliizens io achicve health end independence. :
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Mis Excellency, Govemor Christopher T, Sufiuny |
.and tha Honorable Council

Page 20f 3 ] :
2023 |.103-502507 °°“"a°s‘5 for Operation | 90080208 | $9,307
, ervices - p
i ~ Subtotal $46,533
: : " Total | $147,446
EXPLANATION

Thus request is Sole Source bacause the data base system provided by lhe Contractor is
the only data system available that futfills the federal reporting requirements set by the Health and
Human Services Office of Population Aﬂatrs The system allows for the collection, ‘aggregation
and reporting of program specific data from the Department’s nine (9) Family Planning Services
subrecipient health care agencies (chmcai service sites) on demographic and social
characterisiics of clients and Iheir use of family planning and related preventive health 'services.
All data are presented in summary form, which protects the confidentiality of Individuals who
receive family planning services as required by 42'CFR Pan 59. Data collected has multiple uses;
which include monitoring performance and compliance with slatulory requirements, fulfilling
federal accountability and pedonnance repomng requirements, and guiding programmahc
activities. "

The purpose of this request is to enable the New Hampshire Family Pianning Program to
analyze subreciplent data as required under ihefederal granl. This data not only meets the federal
requirements (45 Code of Federal Reguiahons (CFR) Part 742 and 45 CFR Par 923) of the
program but also provides the Department wuth invaluable data ta enhance the program's ability
to reduce health disparities among reproducllve age individuals by identifying opportunities for

improvement, The data helps 10 ensure lhap preventalive and reproductive health services are. -
- provided slatewide to all individuals of reproductive age, with emphasis on low income individuals.

The data system allows the program to momtor access of reproductive health services including
contraceplion, pregnancy testing and counsellng achieving pregnancy, basic infertility services,
preconception health.and prevention tesling and reatment of sexually transmitted diseases. The

data collected from the dala system enables the program to promote and improve the services’

provided by subrecipients.

The Contractor will ablain data from all Family Planning Services subrecipient heallh care

agencies, which serve approximately 18, 000 vulnerable and low-income individuals throughout
New Hampshire from January 1, 2021 to December 31, 2022,

The Contractor will maintain and provide the data base system, project management,

T

Iraining, technical support, data colleclion, l(:n.sstomer service, and report generation. BOWLink -
Technologles Inc. will also assist in the program's campliance wilth Office of Population Affairs’

for the submission of the Family Planning Annual Report and any new updates required lo the
Fam:ly Planning Annua! Report by the Ofﬁce of Populalion Affairs.

The Deparmenl will monitor contracted services using” the following perfurmance
measures

. Ensuring timely availability -of Family Fi'lanning Data  Base System application
generated reports as well as their accuracy.

s Ensuring techmcal ‘suppor serwces will be available 7 AM 10 7 PM EST seven
' (7) days per week 1o provide database maintenance, enhancement requests and
" special requests while continuously available for project technical, suppon 24 hours
per day, seven (7) day per week. - .

i
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His Excelioncy. Govemor Chrblophcr T.Sunune
and tha Honorable Council_ ;
Paoe Jofd

¢ Managing system access 0 ensure secura and appropnate secess 1o the
application and associaled data, .

As referenced in Part 2 of the attached lc:ontmcl the parties have the option to extend the -
agreement for up two (2) additional years, oom:ngent upon saUsfadory delivery of services,
available funding, and Governor and Coundil approval

Shou'd the Governor and Council not auihorize this request, the New Hampshrre Family
Plannmg program would not have the ability to:comply wilh the federal reporting.requirements as
there is no other mechanism in.place to couect aggregate and report data. Any lapse In
contracting with BOWLInk Technologies, Inc! to maintain the dala base gystem impacts the
integrity of annual data reporting. Y ;

Area served: Statewide

. Source of Funds: CFDA #93. 217 FAIN # FPHPAQDB407 US HHS: Office of Assistan!
Secretary for Heatth, NH Family Planning (Tt ile X) Program Femily Planning and general funds.

Respectfully submitted, '

Lori A. Shibinette
Commissioner
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STATE OF NEW HAMPSHIRE p»
DEPARTMENT OF , INFORMATION TECHNOLOGY
27 Hazcn Dr., Concord, NH 03301
Fax: 603-271-1?16 TDD Access: 1-800-735-2964
www.nh.gov/doit : '

Denis Goulet
Commissioner

. December 2, 2020

Lori A. Shibinerte, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street
Concord, NH 03301 I

Dear Commissioner Shibinettc: 4

This letter represents fonnal notification that the Department of Informanon Technology (Dol‘n
has approved your agency’s request to cater into alsolc source contract with BOWLink Technologies Inc,,

of Webster MA, and as described below and referenced as Dol T No. 2020-083.

This is a request to enler inlo an agreement to prowdc the continuum provision of the
operation and maintenance of the Title X (Family Planning) Region | Data Base System as
JSI Research & Training Institute, Ihc is terminating their contract for these
services. BOWLink Techndlogies is the. only provider of a daabase system devoted
entirely to supporting Title X graniees and family planning organizations. The Region | .
Data Base Sysiem provides the NH Farmlv Planning Program (NH FPP) with project
management, system availability and mamltenancc technical support, dala analysis, system
operations, customer service, and report gentration.

;[‘he arnount of the contract is nok o 'cxccc:d $147,446.00, and shall become effective
upon the date of Govemor and Executive Council approval through December 31, 2022.

A copy of this lener should sccompany the Department oFHcalih and Human Services’ submission
to the Governor and Executive Council for approval

Sincerely,
“ DCms Goulet
DG/kaf .
DolT #2020-083 i,

c¢: Michael Williams, 1T Manager, DolT

1

"innovotive Technologies Today for New Hampshire's Tomorrow”
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Family Planning Database Hosting and Maintenance

(2020-083/ SS-ZOZI-DPHS-OI-FAMIL-OI)

FORM NUMBER P-37 {version 12/11/2019)

"y

Noligé: This ngreement and oll of its anachments shall become public upon submission to Governor and
Executive Council for approval. ‘Any ml'ormauon that is private, confidential or proprietary must
be clearlyideniified to the agency and nyccd 10 in writing prior to signing the contract. "

i. IDENTIFICATION.

. AG REEM ENT
_ The Smc of New Hampshire and the;Coniractor hereby mutually agree as {ollows:

CEN ER;‘EL PROVISIONS

1.1 State Agency Name

Depariment of Health and Human Services

129 Pleasant Street

1.2 Siate Agency Address "

Concord, NH 03101

. 1.3 Coniraclor Name

BOWLink Technologies, Inc.

1.4 Contracior Address

6 Bates Xing
Webster, MA 01570

1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number ) ;
(508) 721-2265 05-95-90-9020!0-5530000(11 Dcccmbcr M, 2022 $147,446 .

Nathan D. White, Direcior

.9 Contraciing Officer for Sialc Agency

IR I0 Stalc Agency’ Tctcphonc Numbcr

603-2 71-963t

1.11 Coniractor Signature

Wi, Shimedls

Date: 12/2/2020

1.2 Name and Tile of Contractor Signalory
Michael Stelmach -

-

President/CEQ

Oucvlighed by:

Pdonin Ul Tl

= Lr ™ r B
I ale Agerty Signature

. Dnte: 12/2/2020

1.14 Name and Title of State Agency Signatory
Patricia M. Tilley -

Ceputy Director "

By:

pproval by the N.H. Depantment of Adminisirasion, Division of Persannel (if applicable)

- Director, On:

NRW&E-

1.16 Approval by the Atlorney General (Form, Subslarllcc an
e °- gro vy

d Execuuon) if applicable)

catherine Pinos
On:12/2/72020

ni o Iy

G&C lierm number:

1.17 Approval by the Governor and Executive Councul (if cpplicable}

G&C Meeting Date:

RR—. 1 I
Page 1 of 4 I l MS
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting thmugh the agency identified in block 1.1
("S1aie™), cngages - contractor  identiliéd in block ) 3
(“Contracior”) lo perform, and the Contractor shall perform, lhc

work or sale of goods, or both, identified and more pamcularly :

described in the atiched EXHIBIT B which is incorporated
'herem b)- reference [* ‘Services™).

3. EFFECTIVE DATEICOMPLE'HON OF SERVICES,

3.1 ‘Notwithsianding any provision of this Agreement 10 the
conmirary, and subject 10 the 2pproval -of the Gavernor and
Executive Council of the State 'of New Hompshire, if apphcnblc

this Agreement, and ail obligations ofthe parties hereunder, shu_lll .

become cffective on the date the Govermor and. Executive
Council approve this Agreement as indicated in block 1.17,
- unless no such spprovsl is required. in which case the Agreemeni
shall become effective on the date the Agreement is signed b)'(
the Stale Agency as shown in block™1.13 [“Effective Date™),

3.2 If the Contracior commences the, Services prior to the
Effective Date, all Services performed by the Contractor prior u'>
the Effective Date shalt be pcrl'ormed at the sole risk of thc
Coniractor, and in the event thal this Agreemeni does not bccomc
cffectiveé, the Staie-shall have no liability 10 the COntraClor
including without limilation,
Contractor for any ‘costs incurred or Services’ pcrformcd
Contraclor must complete all Services by the Completion Date
specified in block 1.7..

4. CONDITIONAL NATURE OF AGREEMENT.

. Notwuhslandmg any ‘provision of this Agrcement to th:
contrary, all. obligatidns of the Siate hereunder, mcludmg.
withour limitation, the continuance of payménts.hereunder, arc
contingent upon the svailabilily and continued EPPropriaLion of
funds affected by any stete or federal legisiative or cxccuhwl:
action that rcduces, eliminates or olherwise modifies Lhe
appropriation or availability of funding for this Agrccmcm and
the Scopc for Services provided in EXHIBIT B, in whole or in
part. fn Ao.cvent shall the State be liable for any payrncnl's
hereunder in excess of such available appropriated funds. In th.ie
event of 8 reduction or termination of appropriated funds. the
State shall have the right 10 withhotd payment until such fund1<
become available, if ever, and shall have the right 10 reduce o'r
terminate the Services under this Agreement immediately upo:'a
giving the Contractor nolice of such reduction or termination.
The Siaie shall not be required to transfer funds from any olhc’r

account or soureé 16 the Account identified in block 1.6 in the’

event funds in that Account are reduced or unavailable,

5. CONTRACT PRICE/PRICE LIMITATION/!
PAYMERNT.

5.1 The conlraci price, melhod of paymcm &nd terms of paywmen}
are identificd and more panticularty described in EXHIBIT o
which is incorporated herein by reference.,

5.2 The payment by the State of the contraci price shall bc the
only and Lhe complclc reimbursement 1o the Contezctor for afl
expenses,- of whatcver nalure incurred by the Contractor in the
performance hereol, and shall be the only and (he complcs_:f:

eny obligation to pay |hc.

compensation 1o the Contractor for the Services, The Stae shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable 1o the Coniracior under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any olher-provision of law.

5.4 Notwilhsianding any provision in this Agreemen i ‘the
conirary, and nowwithstanding unexpected cincumsiances, in no
event shall Lhe tolal of all payments autharized, or octually made
hereunder. exceed the Price Limilation st forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS .
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY,

© 6, i In conncction with the performance of the Services. (he

Coniractor shall comply with all applicoble siatutes. Jaws,

" regulations, and orders of federal, siate, counly or municipal

authoritics which impose any obligaiion or duty upon the
Contracior, including. but not limited to, civil rights and equat
crnplo)'m:nl opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contracior
shall comply with all federal executive orders, rules, regulations
and siatutes, and with any rules, regulations and guidelines as the
Staté or the United States issue 1o implement these regulations.
The Contractor shall also comply with all applicable mtcllcctunl
propeny laws. .

6.2 During the term of this Agreement, lhe Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed. oge, sex, handicap, sexual
orientation, or national origin and will take affirmalive action to
prevent such discrimination.

6.3. The Conlractor agrees to permil the Sum: or United States - -

access 1o any ol the Contracior’'y books, records and eecounts for
the purpose of ascertaining compliznce with all nules, regulalions
end orders, and the covenants, terms and condmons of this
Agreement.

7. PERSONNEL..
*7.1 The Coniracior shall at its own expense provide al personnel

necessary 16 perform the Services. The Contractor warranis that

all personnel engaged in the Serviees shall be qualified 1o
perform the Services, and shall be properly licensed and

- otherwise authorized 10 do so under all applicable Jaws. _
7.2 Unless otherwise authorized in writing, during the term of

this Agreement, and for a period of six (6} months alter the
Complétion Date in block 1.7, the Contracior-shatl not hire, and

shall not permit any subcontractor or other person, firm or

corporation with whom it is engaged in & combined effort to
perform the Services to hire, any person who is 8 State employee

“or official, who is fhaterially involved in the procurement,

adminisiration or performance of this Agreement.  This
provision shatl survive termination of this Agreemeni.

1.3 The Conwracting Officer specified in block 1.9, or his or her
successor, shall be the Staie’s represcniative. In the event ol any
dispule conceming the inlerpretation of this Agreement, the
Contracting Officer's decision shall be final for the Siate.

| . . by
Page 2 of 4 : , | MS.
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the”

Contractor shall constituie on event of defaull hereunder {F ‘Evcr'n .

of Dcfault™):

8.1.1 failure to perform the Services sausrat:lonly or on
schedule;

8.1.2 faiturc to submit any report sequired hereunder; and/or

8.1.3 failure 1o perform any other covenant, term or condition ol' '

this Agreement. - |
8.2 Upon the occurrence of any Evcnl of Dcfaull the State may
iake any one, or more, or ail, of the (ollowing ections:

8.2.1 give the Contractor a wrilten notice specifying the Event of
Default and requiring il to be remedied within, in the absence o!!'

2 greater or lesser specification of time, thiny (30) days from the )

daic of the notice; ond iFthe Event of Default is not timely cured,

terminate this Agreemeni, effective twa (2) days afler gu ving th!c
Conirector notice of termination;

8.2.2 give the Contracior a wrillen notice specifying the Event of
‘Default and suspending ell payments to be made under “".‘
Agreement and ordering that the portion of the contract pric;c
which would otherwise accrue 10 the “Contractor during lhc
period from the date of such notice until such time as the Sla:c
determines thar the Contractor has cured the Event of Dc!‘aull
shall never be paid to the Contractor;

8.2.3 give the Contracior a writien nolice specifying the Event of
‘Default and se1 off against any other obliganons the Siaic ma}

owe (o the Contractor any damages the Siate suffers by rcaqon of,

any Event of Defauh; and/or
8.2.4 give the Contractor a written nolice specifying the-Event of
Default, treat the Agreement ‘a5 breached, terminaie the
Agreement and pursuc eny of ils remedics al law or in equity, or
both.

$.3. No failure by the State 10 enforce any prowsnons hereol afer
any Evem of Default shall be deemed o waiver of its rights wuh
regard to that Event of Defauli, or any subsequent Event ol‘
Defauli. No express failure 1o enforce any Event of Defaull shall
be deemed o waiver of he right of the Siate to enforce each and
all of the provisions hereof upon any further or other Event of
Dcfaull on the part of the Contractor.

9. TERMINATION
9.1 Noiwithstanding paragraph $, lh: State may, a1 its ‘sole
discretion, terminale the Agreement for any reason, in whole o:r
in part, by thirty (30) days written notice to the Contractor that
the State is exercising ils option to lerminate the Agreement.
9.2 In the event of an carly termination of this Agreement for
eny reason other than the completion af the Services,. lhc
Contractor shall, o the Stale’s discrction, deliver o 1hc
Contracting Ofﬁccr not later than fifteen (15) days afer the dale
of termvination, 8 report {“Terminalion Repert™ déscribing i in
detail oll Services performed, and the contract price camed, t0
and including the date of termination. The form, subject manerl
“content, and number of copies of the Termination Report shall

be tdentical 1o those of any Final Report described inthe nnnchcd .

EXHIBIT B. In addition, al the State’s discretion, the Conlmclor
shall, within 15 days of nolice of carly lcrm:nanon develop and

~ © Pagelof4 o ¢l

submit to the Siate a Transition Plan for services under the
Agreement.

10. DATNACCESSICONFIDENT!ALITYI ' s
PRESERVATION.

"~ 10.1 As used in this Agreemen, Lthe word “daig” shalt mcan afl

information and things developed or obtained during the -
performance of, or acquired or devetoped by reason of, lhis
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, chans, sound recordings, video
recordings, piciorial reproductions, drawings, analyses, graphic
fepresentations, COmMpuler programs; compulee printouts, noles,
letters, memoranda, papers, and documcms all whether
finished or unfinished.

10.2 ANl data and any propenty which has bcen received from .
the Stote or purchased with funds provided for thet purpose )
under this Agreement, shall be the propeny of the State, and
shall be retumed to the Statc upon demand or upon lermingtion
of this Agreement for any rcason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapler 91-A or ather existing law.- Disclosure of data requires
prior wriiten opproval of the State, B

1. CONTRACTOR'S RELATION TO.THE STATE. Inthe
performance of this Agreement the Contracior is in all respects
en mdcpcndcnl contraclor, and is ncither an agenl nor an
employee of the State. Neither the Coniractor nor any of its
officers, employees, agents or members shall have suthority Lo
bind the Stalc or reccive any benelits, workers' compensation or
other emoluments provided by the Staie to its einployees.

12. ASSIGNMENT/DELECATION/SUBCONTRACTS.
12.1 The Coniractor shall not assign, or otherwise transfer any

interest in this Agreement without the prior wrillen notice, which

shall be provided to the Stale at least fificen (15) days prior 10

* the assignment, and a written consent of the Stale, For purposes

of this paragraph, a Change of Conirol shall constilute
assignment.  “Change  of  Conrgl™ mcan_s (n) merger,
consolidation, or & transaction or series of relaled transaciions in
which a third panty, togeitier with its affiliates, becomes the.
direct or indirecl owner of iRy percent (50%) or morc of the
voling shores or similas equity interests, or ¢combined voling
power of the Conlractor, or (b) the sale of all or subsiantially oll
of the assets of the Coniractor,

12.2 None of the Services shall be subcomraclcd by the
Conlractor without prior writien nolice and consent of the State.
The State is entitled 10 copies of all subcontracls and assignment
agrecments and shall no1 be bound by any provisions contained
in o subcontract or an assignment agreement 10 which it is not &

pariy. i

13. INDEMNIFICATION. Unlessotherwise cxempled by low,

* _the Contraclor shall indemnify and hold harmless the State, its

officers and employees, from and ngamsl any and oll claims,
lisbilities and costs for any personal injury or property damages,
patent or copyright.infringemeni, or other claims asserted against
the Statc, its officers or employees, which arise oul of (or which
may be claimed 10 arise out ‘of) the acis or om:sﬂ “,’of the

Conl_racwrlnilials S
Date 127272020
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Contractor, or subcontraciors, including but not limited 10 the

negligence. reckless o intentional conduet. The State shall not -

be liable for any cosis incurred by the Conlractor arising under
this paragraph 13. Notwithsiending the foregoing, nothing hcrcm
contained shall be deemed to constitute 8 waiver of the sovercign
immunity of the Staic, which immunity is hereby reserved 10 the
Staie. This covenant in paragraph 13 ‘shall survive the
termination of this Agreement. ' |

14. INSURANCE. 2 R '
14,1 The Contracior shall, “at its sole expense, obiain and
continuously maintain in force, ‘and shall require a.ny
subcontractor, or assignee 10 oblain and maintain in force, the
following insurance:

34.1.1 commercial general liabilily insurance agamsl all Clalﬂ"N
of bodily, injury, death or property damage, in amounis of nol
less than $1,000,000 per occurrence and $2,000,000 aggregale
or cxcess; and -

14.1.2 special cause of loss coverage form covering all propcny'

eubjecl 1o subparagraph 10.2 herein, in an amount nol less than
80% of the whole replacement value of the propenty.

14,2 The policies described in subparagraph 14.! hereinshall be

on policy forms and endorsements approved for use inthe Stau::

of New Hampshire by the N.H. Depariment of Insurance, and .

issued by insurers licensed in the Staie of New Hampshire.

4.3 The Contractor shall furnish lo the Coniracting Officer
identified in block 1.9, o his or her successor, 8 cerntificate(s) of’
insurance for all insurance required undér this Agrccmcnt

Coniractor shall also furnish to the Conwracting Officer identificd
in block 1.9, or his or her successor, centificate(s) of insurance
for all renewal(s) of insurance required under this f\grccmcnl n0

_ later than ten (10) days prior to the expiration date of cach

insurance policy. The certificate(s) of insurance and nny

rencwals thereol shall be attached and ore incorporated herein by

reference.

TS WORKERS COMPENSATION

5.1 By signing this agreement, the Contracior-agrees, certifies
and warranis that the Contractor is in compliance with or exempl
from, the requirements of N.H. RSA chapter 28| Al ll-o:kc:s
Compensation”}.

15.2 To the extent the Conlractor is subject (o the rcqu:rem:nu

_ of N.H.-RSA chapier 281-A, Coniractor shall mainiain, and

requirc any subcontractor or assignee to sécure and inaintain,

payment of Workers' Compensation in conncction with.

activitics which the person proposes to underteke pursuant o this
Agreement. The Contractor shall fumish the Contracting O fficer
identified in block 1.9, or his or her suceessor, prool of Workers’
Compensation in the manner described in N.H. RSA chaplc'r
281-A and any applicable renewal(s) thercof, which shall be
attached and are incorporated herein by reference. “The Staﬂ:
shall not be responsible for payment of any Warkers®
Compensation premiums or for any other ‘claim or benefil for
Conlracior, or any subcomractor or employee of Comraclor.

16. NOTICE. Any notice by a party hercto to the other pany
shall be deemed 10 have been duly delivered or given ot the time
of mailing by cenified mail, posiage prepaid, in a Uniled States

."Paosi Office addressed to ihe parties ot the addresscs given in

blocks 1.2 nnd 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or distharged only by an instrument in writing signed by the

- parlies hereclo and only efier approval of such amendment,

waiver or discharge, by the Governor end Excculive Council of
the Stale of New Hampshire unless no such approval is required
under the.circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW ANI} FORUM. This Agreemem shall |
be governed, interpreted ond construed in accordance with the
laws of the State of New Hampshire, and is binding upon and

‘inures to the benefit of the parties and their rcspccllvc SUCCESSOrs

and assigns. The wording uscd in this Agreement is the wording
chosen by the parties 1o uprcss their mutual intent, and no rule
of construction shall be applied.against or in [avor.of any pany.
Any actions orising oul of this Agreement shall be brought -and
maintained in New Hampshire Superior Court which shol have
exclusive jurisdiction thercol. ‘

19. CONFLICTING TERMS. [n the evern of 'a conflicl

‘between Ihe tees of this P-37 form (as modified in EXHIBIT |
* A) and/or auachments and amendment thereof, the terms of the

P-37 (as modified in EXHIBIT A) shall control.

'20. THIRD PARTIES. The panties hereio do nol intend to-

benefit any third parties and this Agreement shall not be
construed to conler any such benefit.

21. HEADINGS. The headings |hrougl.10ul the Agreement are

. for reference purposes only, and the words contained therein

shall in°'no way be held 1o explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22.  SPECIAL PROVISIONS. Additional or modifying
provmom set forth in the eitached. EXHIBIT A are incomorated
herein by reference.

23. SEVERABILITY. Inthe cvent any ofthe provisions of this
Agreement are held by a court of competent juritdiction 10.be
conirary to dny siate or federa) law, the remaining provisions or
this Agreemeni \wll remain in il force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
execuled in & number of counterpans, each of which shall be
deemed an original, conslitules the entirg agreement and
understanding belween the parties, ond supersedes el prior
agreements and undersiandings with respect to the subject matler

which might arisc under. apphcnbl: State of New Hnmpslnrc hereof.
Workers' Compensation  laws  in conneclion  with lhc .
performance of the Services under this Agreement. i
. o3
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PART 2- lNFORMATlON TECHNOLOGY PROVISIONS

TERMS ANIl) DEFINITIONS
The following general contracung terms and dcﬁmuons apply excep!'as speml’cal ty noted clsewhcre in
this document. “ (2
| ;
| TERM DEFINITION
3 Notice from the Siate that g Dclwcrablc has satisfied
Acceptance Acceptance [‘csl or Rewew e :

- Acccpfnn’ce Letter .

An !Acceplancc Leticr provides nolice from the State thata |
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The] ameframe during which the Acccpl‘ancc. Test’ is
pcrfl()nncd: -

Agreement, ¢

A _Clontracl duly executed and legally binding.”

| ey

s x

Attachment’

Supplementary material that'is collected and appended at the
back of a document. 1

Authorized Persons / Users

The] Vendor's employees, .Contractors, Subcontractors or
other agents who need to access the Stale's Personal Data to
cnable the Contractor to perfonm the Services required.

:Brcach, Brench of Security
or Data Brench

Unlawful and unauthorized acqmsmon of unencrypled |
computcnzcd Data that malcnally compromiscs the security,
confidentiality or integrity of personal information
maintained by & person or coninercisl entity.

“Bre'ach" means the loss of conrrol, comprdmisc,
unmflhorizcd disclosure,  unauthorized  ncquisition,
unal.luhomed nccess, or any similar tenn refeming to
situations where persons other than authorized users and for {
an.other than authorized purpose have access or polential
acccss to personally identifiable infonmation, whether
physu:al orelectronic. Breach” shall have the same meaning
as 1he term “Breach".in section 164. 402 of Title 45, Code of
Fedﬁral Regulations.

Business Hours"Work Hours

Vendor personnel shall work normal busingss hours berween
8:00;a.m. and 5:00 p.n. Esstem Standard Time, eight (8)
hour days, forty (40) hour weeks, excluding State of New,

Hampshirc holidays. Chenges 10 this schedule may be made

| g 7

“State of NH Contract

Date:12/2/2020
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upon agreement ‘with the Statc Project Manager. State
hohdays include: New Year's Day, Martin Luther King Day,
President’s Day, Memorial Day, July dth, Labor Day,
Vclcnms Day, Thanksgwmg Day, the day after
Thanksgwmg Day, and Christmas Day. Specific dates will
be provsdcd upon request.

Certilication

"The Vendor's wrinen declaration with full .suppomng and

wnﬁcn Oocumcentation (including without limitation test
l’CSl.tllls as -applicable) that the: Vendor has completed |,
development of the Deliverable and centified its readiness for
npplicable Acceptance Tesling or Review!

Chonge Request/Order or.CR

Formal documentation prcpared for a proposed changed
wnl-lnn the specificalions or scope of work requested and |
approved by both parties that becomes effective only when
sign‘_ed by an authonized representative of both panics.

|

7 Commercia) Off the ShelfSofhvnrc
(COTS)

.nun-devclopmcmal compulcr software.

Co:nmcrcml off-the-shelf (COTS) is a term thiat references a

Completion Date

End date for the Contract. (Sec Contract Agrccmcnl P-17
General Provisions, Block 1.7) ) ; @

Comﬁut;:r Sccurity Incident

‘Co'mpu:cr Security Incident®” shall have the same meaning
‘Co‘nnputcr Security Incident” in section two (2) of NIST |+
Publication 800-61, Computer Security Incident Handling
Guide, Nationa! [nstirute of Stendards and Technology, U.S.
Dcp'anmcnl of Cominerce.

State of NH Contract

Date:12/2/2020 03 s
Contractor's Initials | MS
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Confidential Information

lnformnuon required io be kcp1 Confidential from
unauthorized disclosure under the Contract. “Confidential
Informetion” or "Confidential Daia” means all confidential
ml'onnanon disclosed by one pany 1o the other such ag all
medical, health, financial, public assistance benefits and
personel information including without limitation, Protected
Health lnformauon and Pcrsonally [dentifieble Infonmation,
l

gorglﬁdcntlal Information also includes- any and " all
information owned or managed by the State of NH - creaied,

rec¢ived from or on behalf of any siate agency or accessed
in the course of perfonming contracted services : of which
colljccuon disclgsure, prolection, and disposition s
governed by state or federal law or regulation. This
mfomanon includes, but is not limited 10 Personal Health
Infonnauon (PHI), Personslly ldentifiable Information (P1I),
chcral Tax Information (FTI), Social Security Numbers
(SSN) Paymeni Cord Industry (PC1), nnd or othcr sensitive

| and confidential information.

Contract

An iAgrc:u:mcni between the State of New Hampshire and a
Vcndor which creates binding obligations for each party to
pcrl'Onn as specified in the Contract Documents.

Con'tract_Agrcemcnt

-Pact 1,2, and 3. The Documentation consisting of the P-37,

IT GCncraI Provisions, IT Provisions, and the Exhibits whtch
repl;cscms the understanding ond acceplance of the.
reciprocal legal nghis and duties of the parties with respect
{o'ltlic Scope of Wark.

Contract Conclusion

" Y

i N

Refers to the conclusion of the Coniract, for any reason,
incliuding but nct limited to, the successful Contrac
completion, termination for convenience, or lennination for
defdul. . -y

. L iy W

Contract Documents

Doclumems thal compnse this’ Commcl (Sce Part 2,
Provisions — Section 1,1)

h)

State of NH Coniract

Date: 12/2/2020 ] 03
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T i &

The lp«:rs‘ons identified by the Stat¢ and the Vendor who shall
be responsible for .all Contractual authorization and
admlmslrnuon of the Contract. . These responsibilities shall
mcludc but not be limited to processing Contract
Documcnlauon oblalmng executive approvels, tracking
cosls and payments, ond rcprcscnung the parties in all
Coniract adrmms:rauvc aclivities,

Controct Mnnnger(i)

Thciloml not Lo exceed amount 1o be paid by the State to the

_ Contraclor for product and- Services described in the

Contract Price Contract Agreement. This amount is listed in Part I, P-37
: General Provisicns - Section 1.8: Price Limitation.

The | vendor whose proposal or quote was awarded the
g Comrar:l wilh the State ond who is responsible for the
ContrgctorIContrgcled Veador “ | Services and Deliverables ofthe Contract.

v
Phi

C'ode developed by the Contracior specifically for this
+ | Custom Code - ‘ Project for the State of New Hampshire.

A Deliverable is any Written, Software, or Non-Softweare
o Deliverable (lewer, report, manual, book, other), provided by

Dcliverable e the Contracior (o the Stale or undcr the tenms of a Contract
. rcqulrcmcnt
Department of Heslth and Human An agcncy of the Siate of New Han-'lp.shirc. X
2| Services ' |
. ; 1 The | Department of Infonnation Technology éstablished
& L Deportment of Information - undcr RSA "chapter 21-R. by the Legislature effective
Technalogy (Dol T) Scptlcmbcr 5, 2008
' DHHS or Department Dcpamncnl of Health and Human Services

All mfonnauon that describes the instatlation, operation and
use of the Software, including any iraining or network

Documentation !
implementation descoplions and mnlcnals cither i in printed

P or electronic formal.
i ! o - The [Contract and ell obligations of the parties hereunder
! shalll become effective on the date the Govermor and ..
Effective Date Executive Council of the State of New Hainpshlrc approves | '
the Contract.

g

Staie of NH Contraci

I |
Date;12/2/2020 ¢ |
Contracior’s Initials | MS i "
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PART 2- INFORMATION TECHNOLOGY PROVISIONS

Th: process of cnnvcmng data 10 an unrecogmmb]c or
"cncry'ptcd" form. It is commonty used 10 protect sensitive
:nfqnnauon so that only authorized panies can view it. This

includes hles and storage devices, as well as dato transferred

o\'cl'r wireless networks and (he Internet.

!

Enhancements

Updates, additions, modifications 10, and new releases for
the| Software or System, and oll changes to- the

- Documeniation as 8 result of Enhancements. -

1

Fully Loaded -

Rates are inclusive of all ollowable expenses, including, but
n0l||nmicd to; mcals, hotcVhousing, airfare, car rentals, car
mileage, and out of pocket cxpcnscs D

Governor and Council (G&C)

The New Hampshire Govemor and Executive Council. |

Hosting Services

ThcI instollation and management of specified software
npphcauons by an Application Service Provider in a shared
cnvitronmcnt on behalf of the State and exclusively for the
benefit of penmitted users of the Sofiware.

Hosting System

The combination of hardware, software and. aetworking.
componenls used by the Application Service Provider 10
deliver the Hosting Services.

Identification and Authentication

Sug'pons obtaining information about those parties
atlemnpting 10 log on lo 8 system or apphcauon for secunty

purposes and the validation of 1hosc users.

f

Implemeatation

Thc process for making the Sysu:m fully Opcruuonal for
processlng the Dala 7 i

Implementation Pian

Sels forth the transition from development of the System to
full| operation, and includes withcut limitation, training,
business and technical procedures.

Intent 1o Negotinte

Thc purpose of the letter of intent is to ensure there is a |

“meeung of the minds” on price and key 1erms before the
pamcs cxpend significant resources -and legal fees in
pursumg a procurcmcnl

Invoking Party

In ai dispute, the panty believing itself aggrieved.

W

423

Stare of NH Conlraci
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- " :,Pcn!zonncl 1dcnuf ¢d by the State end by the Vendor as
Key Project Stoff csscnual to work on the Pro;occ -

Rigbls 1o use the proprictary S'oﬁwnrc, Software Updates,

License - : online and/or hard-copy documeniation and user guides. -
Licensee . - ’l‘ht:| Statc of New Hampshire
- . | 1Is ni release of o product that docs not add new features or
’ e § Mointenance Release comcnl :
_ o A upil of the U.S. Commerce Depanment. Formerly known
*| as the National Bureau of Standards, NIST proingies and
National [nstitute of Stnadards and mai'ptains measurement  stondards. It glso hos active
Technology (NIST) programs for encouraging and assishing industry and science

to develop and use thSC slandards. Fr

A Contracl executed by the State that does not restrict the
Non-Exclusive Co;mnct Slatc from seeking alicmative sources for the Dchw:mbls
e ; or Services provided under the Contract.

3 ¢ ) Deliverables that are.not Software Deliverables or Writien
Non-Software Dcliverables Dclwerubles e.g., meelings, help suppont, Services;-other.

5 The!commitment by the vendor that the value of an intenm
' cs:iilnatc (plus contingency allowances) will not exceed the
] amount of the firm proposal and estimates 1o'he submilted at
Not to Exceed (NTE) a lnlcr date. A NTE value, however, downward depending

' : on '|h° changes in the scope of work or in lhc associated.
specifications.

The| State Contract Manages’s writien direction lo the
Venldor to begin work on the Contract on a given date and

Notice to Proceed. {(NTP) Ly
A A [ile format for storing digital daia, defined by 8 published
specification  usually mainiained by & standards
Open Dsta Forinats org:}niznlion. and which can be used.and implemented by
anyone.
Staic of NH Contract L
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R

Open Sovrce Software

Sofllwarc that guaranlccs the user unrestricted use of the
Sofiware as defined.in RSA chapter 21-R:10 and RSA
cha;lucr 2L-R:00,

.

Open Standards

Spcc:ﬁcmons for the encoding and transfer of computer
Data that is defined in RSA chapter 21-R: 10 and RSA
chapllchI -R:13. )

Operating System

System is fully functional, all Data has bc::n loaded into the
System, is available for usé by the State in its daily
opcrations.

Is
)

‘Operatienal

= A

Opcranonnl means that the System is operating and fully

f‘uncnonal alt Daia has been loaded; the System is,available |

for use by the State in its daily operations; and the Slalc,has
issued an Acceptancc Letter, 2

e

Order of Precedente

The ordcr in which ComracllDocumcnls control in the event
ofa conﬂlct or ambiguity. A term or ¢ondition in a document
conirols over a conflicling or ambiguous term or condition
ina documcm that is lower in the Ordér of Precedence.

Partics

.The | Contractor and _the Stale of New Hampshlre
collccuvcly "

Personal Data

"PcrLonalIy Identifiable - tnformation” (or “PII"} means
information which can be used to distinguish or trace an
individual's identity, such” as their name, sacinl secunty
numbcr personal information as defined in RSA 359-C:19,
b:omclnc records, cte., alone, or when combined with other
pcrsc)nai or 1dennfy1ng information which is linked or
linkable 1o a specific individual, such as date and place of
_binh! mother’s maiden name, elc.

Project

The planncd undenaking regarding the enlire subject matter
of nn RFP.and Coniract and lhc aclivities of the parties
retaied hereto.

Project Holdback -

Partion of payment 10 a coniractor wnhhcld by the State of
Ncw|Hampsh1re until a deliversble finished to lhe agencics
salisfaction.

-t

Siale of NH Coniraci
Date22/2/2020

Contractor's Initials
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:Project Monagement Plan

I
A documcnt thet dcscnbcs the processes and mcthodology
o bc employed by the Vendor 1o ensure a successful projeci.

i

Project Mannger(s)

Thq persons identified who shalf function as the State's and
the | Vendor's representalive with rcgard 1o Review and
Acceptance of Contract Deliverables, invoice sign off, and
_Review and approval of Change Requesis (CR) unhzmg the

y Change Control Procedures (CCP).
[_ &
T R State pcrsonncl nss:gncd to work with the Vendor on the
Project Staff Pro;ec:

i m

.]froject Team

Thc group of State employees ond Vendor's personnel
I'CSpOrlSlblC for managing the processes and mechanisms
rcqu:rcd such that the Services ere procured in accordance |
wuh the Work Plan on time, on budget and (o the rcqmrcd
Spcc;fcanons and quahty -

Proposal

The! submission from a Vendor in response to the Request
far-2 Proposal or Statement of Work.

‘ Review

Theiprocess of Reviewing Deliverables for Acceptance.

Review Period

The| period set lor Review of a Deliverable. If none is
“specified then the Review Period is five (5) business days. .

The| deics described in the Work Plan for deadlines for
perfonnance of Services and other Pro;ecl events and

St‘lhedulc acm'nncs under the Contract.

Thc work or labor to be performed by the Vendor on the
Services Projeci as described in the Contracl.

All Cuslom SAAS and COTS Sofiware provided by the
Sofltware Vendor under the Contract.

Software Deliverables

ANl Custom, SAAS and COTS Softwarc and Enhancements.

Software License

Licenses provided to the State under this Contracl.
! .

‘Staie of NH Contracy

Date; 12/2/2020 ‘["’
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The capabilicy provided to the State 1o usé lhc Contractor’s
opplications running on a cloud infrastructure. The
spplications sre accessible from various cliem devices
through a thin-client interface such as a Web browser (e.g.,
X Web-based email) or e program interface. The Siate does not
Softwarc-as-a-Scrvice (Soo§) mar}agc or control the underying- cloud infrastructure
mcludmg network, servers, Operating Systems, storage or
even individual application copabilities, with the posslblc
exception of limited user-specilic application configuration
e selungs

. |

Th(:I Solution consists of the total Solution, which includes,
wu}}om limitation, Soflware and Services, addressing the
requirements and terms ol the Specifications. The off-the-
stielf Soflivare and configured Software customized for the
State provided by the Vendor.

Solution

’|

Theiwritten Specifications that set fonh the requirements .
which include, without limitation, this RFP, the Proposal, the
) : Contract, eny performance standards, Documeniation,
L appliceble State and federal policies, laws and regulations,

Speriediions . State technical standords, subsequent Stare- -approved
s i Deliverables, and other Specifications and requirements

: ' described in the Contract Documents. The Specificalions
5 o are; by this reference, made a pant of the Contract as though
completely set forth herein,

All Data created, reccived from or gathered by the

Contraclor or Subconlmctor on behalf of the State or.in any g
o | way ongmnlmg with the State, and all Data that is thie outpul i

of COmpuier processing of or other clectronic manipulation

of an'y Data that was created by or in any way originaled with

Statc Dota- the Siate. whether such Daia or outpui is stored on the Stale's

- hardware,” the Contraclor’s hardware or- subcontractor's

hard\ivarc, 8 hosted cloud solution or exists in.any sysiem

e owned, maimeined or otherwise control)ed by the State or by 2

g the Conteector.

The I}lcw Hampshire State Fiscal Year extends from July st
Statc Fiscol Year (SFY) through Junc 30th of the following calendar year.

State of NH Contract

Date: 12/2/2020 e : g
Contractor’s Initials MS .
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A

State Project Leader Stale’s rcprgscmanvc with regard to Praject oversight. p

Slale s infonmalion regardless of its form that is not subject
) : : to public disclosure under applicable stale and federal laws
State's Confidential Records . and regulations, including buinot limited to RSA chapter 91.
A: Access (o Govcmm:nlnl Records and Meetings.

Slalc s representative with regard 1o Project Management
o and echnical  matters. Agcncy Project Managers are
responsible for Review and Acceptance of specific Contract
Deliversbles, invoice sign off, and Review and approval of
o a Changc Request (CR).

State's Project Manager (PM)

A Sllatcmenl of Work clearly defines the basic requirements
' and} objeciives of a Projcc':l The Statement of Work also
dcﬁnes a high level view of the architecture, performance
and'dwgn requirements, the roles-and rcsponslbuluues of the
State and the Vendor. The Contract Agreement SOW
dcﬁncs the resulis that the Vendor remains responsible and
accountable for achlewng

Statement of Work (SOW)

g

A person, pantnership, or company not in the employment
of, or owned by, the Vendor, which is perfonning Services

" | Subcontractor - o und:r this Contract under o separate Contract with or on
5 [ . ‘-:.‘ \ bchalfof{ht Vcndor o

¥ L=

' . ; The{maintenance and technical suppon services provided by
Support Services Conirector 1o the State during the Term of the Contracl.

Al | Software, specified  hardware, und interfaces and
cxiensions, integrated and funciioning together in

| . . .

System accordance with the Specifications.

Thcl vanious forms of computcr or server maintenance
System Maintenance - required lo keep a conputer systcm ninning propcrly
Dirclclion 10.a Vendor which fills in details, clarifies,
Technicnl Authorization interprets, or specifies lechnical requirements.,

Pcn:l)d of the Conlract from the Effective Dalc through
Teem Conlract Conclusnon or tenmination.

l

‘Siate of NH Contract

Date:12/2/2020 E"“
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] Scr\nces and Suppon provided when the Vendor is
Tronsition Services suppomng system changes.

The Vendor whose Proposal or quote was awarded the
Contrect with the Siate and who is responsible for the

~ 1 VEﬂdO[‘fCOﬂ"ﬂc(ed Vendor Services and Dcliversbles of the Contract.

Supports the conflinnation of suthority o enler o computer
Verification sysl}cm application or network.

The!condilions under, and period during, which 1he producer
or vendor will repair, replace, or other compensale for, the
dcfccnvc item wilhoul cost 10 the buyer or user, It slso
dclmcatcs the rights ond obligations of both panties-in case
ofalclmm or dispute.

Warronty

A peériod of coverage duning which the Vendoris responsibic
. | for providing e guaramee.. for producis and Services

MYEnmisy Benod delivercd g5idefined infibe,Contract:

Warranty Release Code releases.that arc done dunnlg the Warranl_y Period.

_ The|Services to be provided by the Conlractor during the
Warranty Services - & Warronty Period. o .

. Wor;k creaied or prepored by conirected personncl within the
e scope of their employment, or a work specially ordered or
Work For Hire com'musswncd for use as a contribution to a colleclive work,
Such work is considered the sole property of the State.

Theloverall plan of activilies for the Project created in
accordance with the Contract. The plan and delineation of
t'lské Belivitics and events to be performed and Dcliverables
10 bc produced under the Project as specified in Appendix C:
Sys!cm Requireinenis and Deliverables. The Work Plan
shall include a dewiled description of _the Schedule,
lasks/achvmcs Dcliversbles,  critical  events,  1ask
dcpendcncu:s and the resources thal would icad andfor
Yy participate on cach task.

"7 1 Work Plan

W Non:Soflware Written Deliverable documentation (lelter,
repon, maoual, book, other) provided by the Contracted

Written Deliverables Vendor cuhcr in paper or electronic formal.

State of NH Contraci 2 i o

Date:1 12/2/2020 oy
Conlractor’s Initials MS
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Department of Health and Human Serwces
Family Planaing Dntabase Hosting and Maintenance

DPHS 2020-083
PART 2 - INFORMATION TECHNOLOCY PROVISIONS

|
INTRODUCTION
This Coniract is by nnd betwzen the State of New Hampshire, acting through the New Hampshlrc
Department of Heelth and Human Services (“Sme“) and BOWLink Technologies, Inc. {“Contracior”), a
Massachuseits Corporation, having its principal placc of-business at 6 Linden Lane, Aubum, MA 01501,

The Contrecior shall provide hosting and mainienanée of the Dcpartrncru of Health and Human Services,

Malerna! end Child Health, Family Plann:ng Dala Base; as well as provide project management, technical -

suppont, data analysis, systcm operations, customcr service and repon generation.

R.ECIITALS :

Whereas, the State desires (o have the Cdnn’nclor‘:hom and maimain the State's Family Planning Program
: " Dato Base, provide technical suppon, data analysis, system operations, customer service and generate
¢ reports. Additionally, the Contractor shali prowdc project management services 10 the Stale 10 ensure

consistent and timely management of all activitics scross multiple organizalions and associated Services

" for the State, l

Whereas, the Family Planning Program (FPP) serves individuals , especially those at or below 1wo hundred

fifty (250) percent of the Federal Poverty Level (FPL), in nced of family planning and reproductive healih

care services, including individuals who, are elsg1ble end/or are receiving Medicaid scrvices, and un-
- insured individuals through agreements with program sub-grantecs.

Whereas, the State of NH requires a1l program sub-grantees submit aggregate data through o Family

Plenning Electronic Record (FPER). The data 'submitted into the FPER is analyzed and rcporis ore

generoled. : ‘

The panies therefore agree as follows: )

1. CONTRACT DOCUMENTS - !

1.1, .Contract Documents -

This Contract Agreemem DPHS 1 2020-083 is comprised of the following'documcnu:

A. Pan | -Form P-37 General Provision
Pen 2 - tnfornation Technology Provisions -
C. Pant 3 - Exhibits

=

Exhibit A - Specia) Provisipas
Exhibit B - Scope of Services

Siate of NH Contract

Date:12/2/2020 . s

Contractor's Initials !
) Page 16 of 37
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=i

3 Exhibit C - Price and Payn‘\ent Schedule

- Exhibul D_ — Administrative Services
Exhibit E - lm_plcmcnml.iorii Scrviccs - (Not Applicable)
Exhibit F —Testing Services
Exhibit G - Maintenance ahd Suppont Services
Exhibit H - Requircmcnté }
Exhibit ] - Work Plan !
Exhibit } - Software Agrecéncnt
Exhibit K - Warrenly ond \{Varrnnly Services
Exhibil L. - Tmining'Scwicc§ (?;!01 Applicable)

_ Exhibit M - Agency RFP wuh Addendums, by reference - (NOI Appltcablc)
Exhibit N = Vendor Proposa!al , by reference - (Not Apphcnbtc)
Exhibit O —Cenrtificates and ‘Atiochmenis

Exhibit P - DHHS Information Security chunrcmcnls
|
1.2.  Orderof Preccdence |

I the eveni of conflict or amblgulty among sny of the text of the Contract Documents,

the following Order of F‘rccc:dcm:cI shali govem: '

i.  Siate of New Hampshwc! Dcpanmenl of Health and Hunan Services Contral:t
Agreement DPHS - 2020-083 including Pans 1, 2, and J. ;

CONTRACT TERM @ :

2.1.  The Conlract and all obh&auons oif the parties hereunder shall become cchcuvc alter full
execution by the parties, and the receipt of requiced govermunental approvals, mcludmg.
but not limited o, Govemor and Executive Council of the State of New Hampshire
approval (“Effective Daie™), .

2.2 The Contract shall begin on the Effeciive Date and ctlcnd through the date indicated in
Part 1, P-37 General Provisions - Block 1.7: Completion Daic. The Tenn may be extended
up io two (2) years, ("Extended Tcnn") at the sole option of 1he State, subject to the partics
prior writien Agreement on applicable fees for cach extended (¢rm, up 1o but not beyond
December 31, 2024 under the ssme tenns and condilions, subject to npproval of the
Govemor and Exccutive Council.

2.3.  The Contractor shall commence work upon issuance of 8 Notice 1o Proceed by the Sate.

"o I
PR 3

Suaie ol' i, (O:? tracl .

Daie:*

Coniractor's Initinls [ MS ey

Page}l7 of 37




bocusign Envelope 1D: 0DBOSB6B-AFBB-4601-8525-D8BF8555144C
DocuSign Envelope [D: 23091240-8037-420B-9C4F-71F880D0BT783

OocuSign Ervolope 10: 4D70226C-3951 4E70-BF 10-EF78084A209A

vry

i “K
Dcpartment of_Hi:alth and Human Services
Family Ptanning Database Hosting and Maintennonce-

DPHS 2020-083
PART 2 - INFORMATION TECHNOLOGY PROVISIONS -

24,

2.5,

.The State does not requirce the COnlnClOf 10 commence work prior 10 the EfTective Dalc.

however, if the Contracior commences work prior to the Effective Date and o Notice to
Proceed, such work shall be pcrformcd 8l the sole risk of the Contractor. In the event thai
the Contract does not become efTective, the State shall be under no obligation 1o pay the

. €ontrector for any costs incurved or Services performed; however, if the Contract becomes
effective, all costs mcurrcd pnor‘ to the Effective Daie shall be paid under the terms ol'lhe '

Contract.

Time is of the essence m the jperformance of the Conlracior's obligalion under the
Contract.

" 3 COMPENSATION .

3 Al

3.2..

4. CONTRACT MANAGEMENT

Contract Pricg

. | .
The Contract Price is'identified in, Pan §, P-37 General Provisions - Block 1.8; Price
Limitation. 'Method of payment ¢ and tcnns of‘paymcm are identified and imore panicularly
described in Pant |1, P-37 - Sectian 5: Contract Price/Price Limitation/Payment, and Pan L

- Exhibil C: Price. and Payment [Schcdulc

Non-Exclusive Contract

The State reserves the right, at us discretion, to relain other Vendors to provide any of the
Services or Deliverables |dcnuf'cd under this procurement or inake an award by item, pan
or portion of an item, group ol] items, or.total Proposal. The Contractor shall not be

responsible for ariy delay, act, or omission of such other Comrucmrs except that the

Contractor shallbe responsible for any delay, act, or omission of the other Vendors if such

" delay, aci, or omission is caused by or due 1o the fauli of the Contracior,

The Project will require the coordinated cfTorts pf‘a Project Team consisting of both the Contractor
end -Siate personnel. © The Contracior [shell provide sll nccessary resources to perfonn its
obligations under the Coniract. The Contractor shall be responsible for managing the Projeci to

its successful completion.

4.1.

.. Contractor's Contract Manager ¥

The Contractor shall assign a Contract Manager who shall be rcsponsublc for all Commcn
authorization and administration The Coniractor's Contract Manager is:

Michael P. Stelmach
.6 Bates Xing ~

State of NH Contract
Date: 12/2/2020

Coniractor's Initials .
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Webster, MA 01570 | :
i |
Tel. 774-272.0313 i

Email: msteln]n;h@hcnlth-c-lmk net

4.2, Conlractor s Project Mannger
B

4.2.i. The Coniractor shol nssnlgn o Projcct Manager who meets the requirements of the
‘Contract, The Contractor's selection of the Project Manager shall be subject to
the prior written approva) of the State. The Siate's approval process may include,

without limiation, at the State's discretion, review of the proposed Conlractor's
Project Manager's resume, quahl‘ ications, references, and background checks,
and Ban _interview. 'I'h.:| Siate may require removal or reassignment of the
Contraclor's Project Manager who, in the sole judgmem of the Sate, is found

- unacceptable or is not pe'rl'ormmg to the State’s satisfaction.

2 4.2:2. The Contractor's Pl’OjCC_l Manager must be qualified 10 perform 1lie obligntions
required of the position|under the Contract, shall have full authority to make

_ binding decisions under the Contract, and shall funclion as the Coniractor's

: . representative for all ndmlmstmuvc and management matters. The Comraclor's
az Project Manager shall pcrform the required duties under this Contract and all
dulies shall be 0ullmed in the Work Plan, tilled Contractor Roles and
s s Responsibilities. The Coplmclor s Project Manager imust be available 1o promptly
' * respond during nonnal Business Hours within two (2) hours 1o inquiries from the
‘State, and be a the sitc as needed. The Contractor’s Project Managee mus) work

diligently and use his/ hcr best effons. on the Project.

i Manager withoul prowdmg the Siate writien justification and obtaining the prior
- written approval of the State. State approvals for replacement of the Contractor's

Project Manager shall not be unreasonably withheld. The replacement Project -

‘Manager shall have comparable or greater skills than of the Conlractor's Project
Manager being replaced; ieet the requirements of the Contract; and be subject 1o
= ' reference and background checks described above in Part 2 - Infonnation
o, d Technology Provisions, Section 4.2: Conieacl Project Manager, and in Port 2 -
Information Technology| Provisions, Section 4.6: Reference and Background
Checks, below. The Coniractor shall assign a replacement of the Contractor's
Project Manager within|ten (10) business days of the departure of the prior
Contractor's Project Manager, and the Contractor shall continue during the ten
(10) business. day pcnod to provide competent Project managemen! Services
through the assignment of o qualified interim Project Manager.

" 4.2.4. Notwithstanding any other provision of the Coniract, the State shall have the
. option, alits discretion, 10 tenninate the Contract, declarc the Contractor in default
and pursue its remedics aj law and in equity, |fthc Contractor fails lo essign 6 the

Coniractor Project Manu'gcr meeting |hc requirements and terms of the Contract.

4.2.3. The Contractor shall not change its assignment of the Contractor's Prwecl .

State of NH Contract
Daic:12/2/2020

o3 ok
Contractor's Inilials S = ; =
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P

4.3.

4.25. Comra::lor Project Mana'ger HH ;
Enn Slclmach

53 Five Mile River Road
Puinam, CT 06260

Tel. 774-272-2800

. -Email: maikto:est chébealth-e-lin ..

Contractor's Key Project Staff.

4.3.1. The Contractor shall assign-Key Project Staff who meet the rcquircmcms of the
' Coniract, and can implement the Software Solution meeting the requirements set
forth within this contracl and in Aitachment |. Business System and Technical
Requirements. - The Snle may conducl reference and background checks on the
Contractor's Key Pl‘OJCCl Staft. The State reserves the right to require removal or
reassignment of the Commctor s Key Project S1afT who are found unscceplable
io the State. Any buckgmund checks shall be perfonned in accordance with Part
2 = Information chhnol'ogy Provisions, Scction 4.6: Background Checks.

43.2. The Coniraclor shall not change any of the Contractor's Key Project Staff
y commilmenis withoul provndmg the Siatc writien justification and obtaining the
prior wrilten approvat oI' the Siate. Swte approvels for replacement of the
Contractor's Key Pro;ccl Staff will not be unreasonably withheld. The

replacement of the Contractor s Key Projéct Staff shall have comparable or

greater skills than of the Comractor's Key Project StafT being replaced; meet the
requirements of this Contracy, including but not limited to 1he requirements sct
fonh in Auschment |. Business System and Technical Requiremenis, dnd be
. subject to réference and| background checks described in Part 2 — Information
Technology Provisions, Section 4.6: Rcfercncc and Background Checks.

43., Notwithstanding any other provision of the Coniract to the contrary, the Siatc

shall have the option to lermmalc the Contract, dectare the Coalractor in defauit |

and (0 pursue its rcmedncs at law and in equily, if the Contractor fails 1o asslgn
Key Project Stafl mcctmg the requirements and terms of the Coniract or if it i3
“dissatisfied with the Comractor s replacement Project siaff.

4.3.3.1,The Contractor| Key Project Stalf shall consist of ‘the following
individuals in the roles identified below:

Chad McCue, Software Dcvclbper

Grace Chan, System Admimistralor

State of NH Contract
Date.12/2/2020

Coniracior's Inilials
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5 44.  State Contract Manager i

The State shall assign a Contract|Manager who shall function as the State’s representalive
with regard 1o Contract administration. The State Contract Manager is:

Rhondn Siegel, Admin-isilralor
29 Hazen Drive
Concord, NH 01301
Tel. 603-2714516
Email: Rhonda.sicgel@dhhs.nh.gov

" 45, State Project Managcr

o 4.5.1. The Stalc shal) nssign o Pro;ccl Manager. The State Project Manager's duties
_shall mclude the (ollowmg = .

o ) Leading the Pro;ect;
b. Engagingand m?nngin‘g all Cdn}raclors;
¢. Managing significant issues and nisks;
d. Reviewing and accepting Contract Deliverables;
c. [nvaice sign-ofls; -
N f. Review and approval of Change Request; and

g- Managing stokeholders’ concerns.
4.5.2. The Statc Project Manag'er is:

‘ Haley Johnsion, Family %’lanning Program Manager
* 29 Hazen Drive
Concord, NH 03301
Tel. 603-271-0061.
; Email: Halcy.Jéhnslon@dhhs.]1}'1.30v

4.6. Reference and Background Checks

4:6.1. The Contracior shall conduct eriminal background checks and not tilize any

© 7 staff, including Subconlraclors to fulfill the obligations of the Contrect who have

been tonvicied of any crime of dishonesty, including but not limited to criminal
fraud, or othenwise convicied of any felony or misdemeanor offense for which

e

Siate of NH Contracr
Date:12/2/2020

. M - ' I
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incarceration for up loil year is an-authorized penally. The Contrector shall
. promote and maintain an awareness of the importance of securing the Sate's
- information among the Conlractor s employees and agents,

4.6.2. The Stale may, ai its sole expense, conduct reference and backgromd screening

of the Contracior Pro;ca Msnager and .the Coniractor Key Project Staff. Thc.

Srate shall maintain the Confidentiality of background screening results in
sccordance with Pan 2 < Information Technotogy Provisions, Section 11: Use of
" State’s Information, and'Confidentiality.

s. DELIVERABLES

5.1

5.3.

pursue Hs remedies at law and in equity.

The_'Co_n‘iractor's Responsibilities

5.1.1. The Commctorshallbc sPIcly responsible [or meeting all requirements, and terms
and condilions specified in 1his ‘Contract, regardless of whether or not a
Subconiractor is used. .

Deliverables and Services |

The Coniracior shali prowdc the State with the Deliverables and Services in accordance
with Pan 3 - Exhibit B: Scope! of Services. Upan its submission of a Deliverable or
Service, the Contracior represents that it has pcrfonned is obligations under the Coniracl
associaled with the. Dcl:vcmblc olr Scrvuccs

Non_-Software and Written l}elivcrablqs Review and Acceptance’

After receiving written Ceniﬁcnlibn from the Comraclor that a Non-Software or Wrilten
Dtliverable is final, complete,' and ready for Review, the State witl Review the
Deliverable to determine whether it meets the Requirements outlined in Part 3 - Exhibit
B: Scope of Services. The Siaie \Vl“ noify the Coniractor in writing of its acceptance or
rejection of the Deliverable \Vllhln {ive (5) busincss days of the State's receipt of the
Conteacior's written Ceruﬂcauon [f the Swae rejects the Deliverable, the State shall
notify the Contracior of the ndiurc and class of the Defliciency and the Contractor shall
correct the Deficiency within the -period identified in the Work Plan, If no period for the
Contractor’s correction of the Dchvembie is identified, 1the Contractor shall correcl the
Deficiency in'the Deliverable WII"III'I five (5) business days. Upon receipl of the correcied

. Deliverable, the Staie shall have five (5) business days to review the Deliverable and

notify the Contractor of ils Acceplance or rejeciion thereof, with the option to extend the
Review Period up 10 Nive (5) uddmonal business days If ihe Coniractor fails'to correcl
the Dcrmcn(:y within the alloued period of time, the Staie nay, ol its option, ‘continue
reviewing the Deliverable and rcqunrc the Conlraclor to coniinue until the Deficiency is
corrected, or immediately lerminnte the Contract, declore the Contracior in default, and

Siate of NH Contract
Dale;12/2/2020

Contractor's Initials
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-

5.4. Software Review and Accep ance

System/Software Tesling and

and more particularly described in Pant 3 — Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the Services required under the Contract Documents. All Services

shall meet, and be performed, in accordance with the Specifications.

i SERVICES

The Contractor shall prov:dr. the Semces required under the Contraét Documents., Al Scrv:ccs
_ shall mect, and be pcrformcd in sccordance with the Specifications.

1.1. AdnumstratweSerwces

- The Contractor shall provndc

lhc Siate with the admlmslrauve Services set forth in the

Contract, nnd pamcukarly described in Pant 3 - Exhibit D: Administrative Services. .

Implementation Services

*

The Contracior shall provide the|Saie with the Implementation Services st forth in the
#. - Coniracl, and particularly described in Part 3 = Exhibit E: lmplementation Scrvices.

‘Testing Services

The Contracior shall perfonn.

.
L]

testing Services for the State set forth in the Contract, and

particularly described in Pan 3 - Exhibit F: Tesnng Scrwccs

74.  Maintenance and Support Scrvices

The Contractor shall provide the State with Maintenance and suppont Services for the

Software sct forth in the Gontract and particularly described in Part 3 — Exhibit G: Sysiem

Maintenance and Support.

©71.5. Warranty Services

i The Contractar shall provide

fre

the[Siate with wamranly Services set forth in the Contract,

and particulacly deseribed in Pan|3 - Exhibit K: Warranty & Wamanty Services:

Acceptance shall be performied as sel forth in the Tesi Plan

Siate of NH Conirat e B

Date:12/2/2020 o3
Contractor's Initials l M_S
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1.6

8.  WORK PLAN DEUVERABLES

12 -

8.1.

8.2,

8.3.

8.4.

8.5.

9. CHANGE ORDERS

o 9.1.

Training Services

The Contractor shall provide che?Sxate with training Services set forth in the Contracl angd
particularly described in Pan 3 - Exhibit L: Training Services. .

The Contractor shall provide trl:c State with a Work Plan that shall include, without
limitation, & detailed description of the Schedule, 1asks, Dchvcrablcs maJor milestones,
task dependencies end payment Schcdulc

The initial Work Plan shall be a separmc Deliverable and is sel forth in Part 3 = Exhibit I
Work Plan. The Contractor shall ;updote the Work Plan as necessary, no less than yearly,
to accurately reflect the siatus oflhe Projéct, including withowt limitation, the Schedule,

‘lnsks, Delivernbles, major m:lcsloncs task dependencics, and payment Schedule. Any

such updates to the Work Plan must .be approved by the Siate, in wriling, prior to final
incarporation into Pan 3 - E‘hlbll 1: Work Plan. The updated Part 3 — Exhibit I: Work
Plan, as approved by the State, is incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Part 3 - Exhibit I: Work
Plan shall not relieve. the Comractor from liability to the State for domages resulting from
lhe Contraclor's failure to pcrl'or'm its obligations under the Conteact, mcludmg withoul
limitation, performance in accordance with the Schedule.

« In the event o[‘nnydelay in the Schicdule, the Contractor must |mmcd|a1ely notify the Slnlc‘ ..

in writing, identifying the nature of the delay, i.c., spcuﬁc actions or inactions of the
Contractor or the Stotc causing the problem; its estimated durstion period to -
reconciliation; specific actions that nced 10 be taken 1o cormrec! lhc problem; angd the

" expected Schedule impact on the| Project.

In the event additional time is rcqulred by the Commc(or 1o correct Deficiencies, the
Schedule shall not change unless prcwomly agreed in wrifing by the Siate, excepl that the
Schedule shall automatically cw:nd on a day-t0-day basis to the extent that the delay does
not resull from the Contracior's fallurc 1o fulfill its obligations under the Contract. To the
extent that the State's execwtion, orlls major tasks takes longer than described in the Work
Plan, the Schedule shall automalucally exlcnd on a day-to-day basis.

Notwithstanding anyzhmg to the Fontrnry. the State shall have the option to temminaie the
Contract for default, at its discretion, il i1 is dissatisfied with the Vendor's Worl\ Plan or
clcmcnls within the Work Plan. |

The State may make changes or revisions at any limé by. written Change Order. The State
onginated changes or revisions [shall be approved by the Departiment of Infonnalion
Technology. Within five (5) business days of the Contractor’s receipt of a Change Order,

State of NH Contract

Contractor's tnitials

D3 -
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9.2.

9.3

10. INTELLECTUAL PROPERTY

Con

10.1.

10.2.

thc Conrractor shall adwvise the State, in detsil, of eny impact on cost {e.g., increase or
decrease), the Schedule, or the Work Plan.

The Coniracior may request a chnnge within the scope ol the Contract by wnitten Chnngc

Order, identifying eny.impact on cost, the Schedule, or the Work Plan. The Siate shall

attempt 10 respand to the Comractor s requested Change Order within five (5) business

days. The State Agency, as well as ttie Depanment of Information chhnology, must

approve all Change Orders in wnung The State shall be deemed 1o hnve rejecied the
Change Crder |flhc pames are unable to reach an Agrecment in wriling, :

_All Change Order requests ﬁ'OI‘l]l the Contractor 10 the Sla(e and the State acceptance of
‘the Contractor’s -estimate for a State requesicd changc will be acknowledged and

responded to, cither acceptance lor rejection, in writing. If accepted, the Change Order(s)
shall be subject to the Contrnct amendment process, as determined io apply by the State.

Software Title

10.1.1. Upon successful completion and/or temminstion of the Tinplementation of the
Project, the Contractor shall own and hold"all, title, and rights in any Scfiware
modifications dcvclopcd in connection with perfonnancc of obligations under the

» Coniract, or modiﬁcauons to the Contractor provided Soflware, and iheir
associaled Documemmmn inctuding- any and ell performance énhancing
operational plans and ll\c Contractors' special utitities. The Coniractor shall
license back to the Slatc the right 10 produce, publish, or ctherwise use such
soflware, source code, objcct code, modifi cauons rcpons and Documcnlnlton

. developed under the Comracl

10.1.2. In no eveni shall the Vcnldor be prectuded from dcvclopmg, for usell, or for others, .

materials tha: are compeiitive with, or similar to, Custoin Software, modificotions

developed in c:onrmr:t:nonl with performance of obligations under the Contract. In

addition, the Vendor shall be free 1o use its gencral knowledge, skills, expenience,
and eny other ideas, concepls, know-how, and techniques that are acquired or
uscd in the course of its pcrformancc under this agreement.

State's Data and Property

All rights, ul}c and interest in Slmc Data shall remain with‘the State. All data and any

properly which has been rcccwed from the State or purchascd with funds provided for that

_purpose under this Agreeiment, shall be the property of the State, and shall bc retumed to -
the' State upon demand or upon lermination of this Agreeméni for any reason. The

Contractor shall not access Smlc user accounts or State data, except:

"l

State of NH Coniract

Contractor's Iniliols
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10.3.

pi

4

10.2.1.

10.2.2.
10.2.3.
10.2.4.

Data

Upon
“agree

from

assum

In the course of Data center Opemnons
In rr.sponsc to service or technical issues;
As required by the express terms of this Contract; or

At the State’s wrilten request.

Mlgranon Services

lcrrmnauon cancetlation, expiration or other conclusion of the Comrnm the Portics
to cooperate.in good faith to effectuate a smooth secure transition of the Services
he Contractor 10 NH DHHS and, if applicable, the vendor engaged by NH DHHS to
e the Services previously, pcrf'onncd by the Contrnctor (for this seciion known as

“Recipient™).

10.3.1.

10.3.2;
10.1.3.

10.3.4.

The Contracior shall use reasonable efTons 1o assist Recipient, in connection with *
“the transition from the pcrfonnancc of Services by the Contractor and its Affiliates
to the performance of 'such. Services; which may include assistance with the
transler of records, migration of historical dala, the transition of any such Service
from the hardware, sofiware, neiwork and telecommunications equipment and
intemei-related ml'ormanon |cchnology infrastruciure (“Internal IT Systems™) of
‘Cortractor to the Intcmal IT Systems of Recipient and cooperation with and
assistance 1o any third- -party consulianis cngagcd by Rcmplcn( in canneetion wilth
such 1ransition (“Mlgrat_:on Services™), taking into account the need to minimize ;
the cost of such mngranon and the disruption 1o the ongoing business activilies of
‘the Parties hereto and their AfTilintes. -

If a systemn, database, hardware, software, and/or sofiware licénses (Tools) was
purchased or created to managc track, and/or store NH DHHS daita in rclauonshup
1o this conwact said Too!s will be inventoried and rerumed to NH DHHS, along
with the inventory documcm once migration of NH DHHS dala is complete.

The intemal planning of the Migration Services by the Contracior and iis Affikistes
and Migration Services shall be provided-1o Recipient as sci forth in Section 3 of
this Conlraci. Any such Migration Services shall be decmcd to be Services for
purposes of this Contraci. ‘ .

Should the data migration exicnd beyond the end of the Contract, the Contractor
and s offiliates agree Comrncl Security Requirements, and if apphcnble NH
DHSS Business Assocnalcs Agreement terms and conditions remain in effect until
the Dawa Migration is ncceptcd as complete by NH DHHS.

10.3.5. In the evemt where. the Conirecior has comingled Confidential Data and the -

destruclion or mlgrnuon is not feasible, the -Siate and Contractor will Jmmly
evaluate regulatory and profcssuonal standards for retention requirements prior to
destruiction. l

(e
-

State of NH Contract
= Dn!c: 12/2/2020
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10.3.6. I the pnrucs identify Conﬁdcnual Data thal will not be mlgralcd and musi be
destroyed, the Contractor shall comply with Exhibit P, DHHS Information
Security Requirements; regarding disposition of Confideniial Dats. i

10.4. Comblction of Services

10.4.1. Each service or migration phase shall be deemed compleled (nnd lhc migration
process finalized) at lhc}cnd of the 10th day sfter the product, resulting from the
Service, is delivered to the recipient in sccordance with the mutually agreed upon
migration plan, unless wnhln said 10-day tenn the Contracior notifies NH DHHS

" of an issue requinng addmonal time to complete said product.

10.5. Disagrccmcntovcr"Scrvicc’r'.'Rcsults

10.5.1. Iri the event NH DHHS i is nol sausﬁcd with the resuiis of the Service, NH DHHS
shall notify the Contmctor by email, staling the ieason for the lack ofsansl'ncuon
within 10 business days of the ﬁnal product or at any time during the data
migration process. The Parties shall discuss 1he aclions 10 be taken 1o resolve the
dispgreement or issue. Iflan agreement is not reached; at any time NH DHHS shall
be entitled to initiate actions in accordance with Part 3, Sccnon 1.8 Breach of
Dala

10.6. Comraclor‘s Materials 4

= 10.6.1. Subject to the provisions of this Contract, the Contractor may develop for itsélf,
or for others, materials that are competitive with, or similar 10, the Deliverables.
(n accordancc with the provision of |h|s Contracl, the Contractor shall no
distei bute any producis containing or dlsclosc any State Confidential Information,
The Contractor shall be free 1o use its genernl knowledge, skills and experience,
and any. ideas, concepis, know-how, and 1echniques that are acquired or used in
the course of its performance under this Contract, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential
Information by the Contractor employees or third pary consultants engaged by
the. Contractor

10.6.2. - Without lummng the foregoing, the pamcs agree that the general knowledge
“referred to herein cnnno'i include information or records nol subject 1o public ‘
disclosure under New Hampsh:re RSA Chapier 91-A, which includes but is not
fimited to the I'ollowmg l-ccords of grand jurics and petit juries; records of parole
and pardon boards: personnl school records of pupils; records pcnalmng to
intémal personne! practices, financial infornmation, test questions, sconng keys
and other examination| data use to administer a licensing examination,

. examination for employment, or academic examination and pcrsonncl medical,
welfare, library use, wdct') tape sale or rental, and other fiies containing pcrsonally
identifiable information that is privale in nalurc.

Siate of NH Contract

. . A D3 .
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10.7.

10.8.

10.9.

o

State Website Copyright

. Www Copynght and lmdlcclu:ﬂ Property Rjghls

All night, title and interest in the lSlaic WWW site <NH GOV elwc.> mcludmg copyright

to all Dato and informaiion, shall remain with the State. The Slalc shall atso retain all
nght, title and’interest in any use’ interfaces and compuler instructions embedded within
the WWW poges. All WWW pages and any other Dala or infonnation shall, where
applncnblc disploy the State's copynghr

|
Custom Software Source Co'de

In the event that the State purchascs Software development Service, which resulis in
Custom Software, the Contrnctor shall provide the State with a copy of the source code
for the Cusiom Software, which!shall be subject 1o the: License rights.” The State shall
receive a worldwide, perperua), irevocable, and non-exclusive paid —up right and license
10.use, copy, modify and prcpare derivetive works of any cusiom developed Sofiware.
This section does not apply fo thc| Contractor's proprietary Soflware ¢ode.

Suryival

This Coniract Agreement Pari 2 - Information Technology Provisions, Section 10:
[ntellectual Property shali survive the tennination of the Contract.

11 USE OF STATE’S INFORMATION.AND CONFIDENTIALITY

1L

-Use of State’s Inforrhalion |

.:':..

e

In perfonming its obligations undcr the Contract, the Contractor may gain access o
information of the State, mcludmg State Confidential Information. “State Confidential
Information™ shall include, but |not be limited to, information exempied from public
disclosure under New Hnmpsh:rc RSA Chapter 91-A: Access 1o Public Records and
Meetings (see e.g. RSA Chuplcr 91-A: 5 Exempiions). The Coniractor shall not use the
State Confidential Information developed or obtaincd during the perfornance of, or
acquircd, or developed by rcaso'n of the Contrac, except as directly connected (o and
necessary (or the Contraciors pcrfOrmancc under the Contract.

State Confidential Information

" 11.2.1. The Contractor shall maintain lhe Confidentiality of and protect from

unnuthorized use, dlsclosurc publication, and reproduction  (collectively
“rclcasc") ol Sisie Copfidential Information that becomes nvallable to the

State of NH Contract
Dmc;IZ/Z/ZOZO

Contractor’s Initials
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Er

11.3.

|

Contractor in connection with its performance under lhc Coniract, regardless of
its form -

1

1.2 Subjccl to applicable (federal or Slale. Iaws and regulal:ons Confidential
Information shall not include information which: :

a.  Shall have olﬁenvise become publir:ly available other than as a result
of disclosure by the’ rcceuvmg pany in Breach hereof;

‘b, Was dxscloscd to the receiving porty on o non-Conﬁdcnqu basis from

4 source olhcr than the disclosing party, which the receiving pany
believes is not prohibited from disclosing such.information as 8 resuly
of an obhgnuon in favor of the disclosing party;

c. Isdeveloped by the rcccwmg pany mdcpendcmly of, or was known by
the receiving pnny prior to, any disclosure of such mformauon made
by the dlsclosmg party; or’

d. Is disclosed- }wlh the written consent of the disclosing party. A
receiving party also may disclose Confidential Information to the
exient requlrcd by an order of & court ofcompclcm Junsducnon

11.2.3. Any disclosure of the State Confidential Information shall require the prior
written approva) of the State. The Coritractor shall immediatcly notify the State if
ony requesl, subpoena or -other legal process is served upon thé Contractor
regarding the Siae Conf'dennnl tnformation, and the Contracior shall cooperate

wilh the Siate in-any ef fort the State undertakes to contest the request, subpoena -

or olher legal process, atlno-nddilional cost to the State. : *

11.2.4. In the event of the unauthorized release of Siate Confidential Information, the

- Contractor shall immcdi{uely notify the State, and 1he State may immediately be

entitled 1o pursue any remmedy at law and in equily, including, bul nol limited to,
injunctive relief. ] : L

Contractor Confidential Information

Insofar as the Contractor secks|to maintain the Confidentiality of its Confidential or

-propniciary information, the Conlraclor must clearly identify in writing al} infonmation i1

claims to be Confidential or propnctary Notwithstanding the foregoing, the State

" acknowledges that the Comraclor considers the Sofllwarc ond Documentation 0 be

Confidential Information. The Conlmclor acknowlcdgcs that the State is subjeci 1o Siate
and federal laws governing disclosure of information including, bul not linited 10, RSA
Chapter 91-A: Access to Government Records and Meciings. The Siaie shall inaintain

- the Confidentiality of the udcnuﬁcd Confidential Infonnation insofar as it is consistenl

with applicable Siate and fcdcml laws or regulations, including bui nol hmned to, RSA
Chaplcr 91-A: Access 1o Governinenl Records and Meclings. In the eveni the Siate
receives a request for the information identified by the Contractor as Confidential, the
State shall notify the Contractor end specify the daic the Stote witl be releasing the

'State of NH Coniract

Contractor's Initials
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requested-information. Al the :requcsl of the Siate, the Contractor shall cooperate and

assist the State with the collection and review of the Centractor’s information, at no
i additional expense to the State. Any effori to prohibit or enjoin the release of the
information shall be the Conlrnc(or s sole responmbuluy and . at the Contractor's sole
expense. [f the Contractor fails to obtain a court order enjoining the disclosure, the Siate
shall release the information on,the date specified in the Sml: s notice to the Contractor,
without any liability to the Conlruclor )

i

114, Survivnl
This Coniraci Agreement — Part!2 - Information chhnology Provisions, Sccuon 11, Use

of Siate’s Information and Conﬁdcnllahly, shall survive termination or conclusion of the
Coniract.

2. LIMITIATION OF LIABILITY .

12.1. Statc

Subject to appliceble laws and regulations, 'in no event shall the Siate be liable for ey
consequential, specisl, indirect,lincidental, punitive, or exemplary damoges. Sobject to
epplicable laws and regulations, the State’s liability to the Contractor shal) not exceed the
total Contract price set forth in Contract Agreement — Pan 1, P-37 General PrOVISIOnS -
Block 1.8: Price anuatmn -

g

12.2. State's ]mmunity : :‘ ;
r

Notwuhslnndmg the foregomg. nolhmg herein conlained shalt be deemed to constituie a

waiver of the sovereign immumly of the State, which inmunity is hereby reserved 10 the

State. This covenant shall survive tenmination or Contract Conclusion.

12.3. . Survival

This Coniract Agreement Part 2 - Information Technology Provisions, Section 12:
Limitation of Liability shall survive tenminalion or Contraci Conclusion.

13. TERMINATION - ' %

13.1. Términntion Procedure

13.1.1. Upon termination of the Con:racl tlhe Siate, in addilion to any other nights

provided in the Comracl may requirc the Contraclor to deliver to the Sale any-

property, including w:lhoul limitation, Soflware and Wrilen Dehvembles for
= such pan of the Conlrncl as has been {erminaied.
I

Siate of NH Coniraci

Datc22/2/2020  wos
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13.1.2. Aler rece|p1 ofa noncclor lcnnmauon and except as otherwise directed by the
Siate, the Commclor shull .
. l o
‘8. The Stale shul] be entitled to any post-termination assistance generally
made evailable’ with respect to the Service, unless a unique Data
retricval nrrangcmcnt has been cstablished as pan of the Soflware
Llcensc Agrecmcnt (SLA);

b.  Stop work under the Contract on the date, and to lhe extent specufed
in the notice; o

¢. . Promptly, bul lin no evenl longer than thirty (30) days afler icrmination,
tenninaie its ordcrs and subcontracts related to the work which has been
{erminated and setile all outstanding liabilities and all ¢laims arising
out of such tefmination of orders and.- subconiracts, with the approval
or rauﬁcanonlof the Siate 1o the extent required, which opproval or
ratification shall be final for the purpose of this Section;

d:  Take such ncuon as the Siate directs, or as ncccssnry to preserve and
protecl the propcrty related to the Contract which is in the possession
or the Contracllor and in which the State has an mu:rcSt

c. Dunng any period of Service  suspension, the Comraclor shall not take
any action 1o intentionnlly erase any State Data; :

“i. In theievent of 1enmination of any Service or Agreement” in
) cnnreiy. the Contracior shall not 1ake any. acuon o
:nlcnuonally erase any State Data for o period of'

. L+ . IO days afler the Effective Date of lcrmmnuon if the
5 ' ' lcrrmnauon isin nccordancc with the Coniract period.

* 30 days al'tcr the Effective Date of tenmination, if the
* {erminaiion is for convenience. -

LI 60 days aller the Effective Datc of tennination, if the
llcnnmuuon is for cause. i

{.  Transferiitle to the State and deliver in the manncr, at'the Limes, and o
the extent directed by the Staie, any property which is rcqunrcd 1o be
; fumished to the State and which has been acccplcd or rcqucstcd by the
. Siae;

. 3
g. Provide wrilten Centification to the State’ that the Contraclor has
surrendered tolthe Staie all said property; and

h.  Assislin Transition Services; as reasonably requested by the Slale o1 no
additional costl

Stete of NH Contract
Date:12/2/2020 g
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13 1.3 Afier such period, the Contraclor shall have no obllgauon 10 maintain or provide
eny State Data'and shal) lhcreaflcr unless legally prohlbucd delete all Stare Data -
in its Systems or onhcnwse in its possession or under ils control:

13.2. Survival

Transfer title IL the Staie and deliver in the manner, ot Lhe times, end 10
the extem dlrcctcd by the State, any propeny which i rcqutrcd 1o be
Furnished 1o the State and wvhich has been nccepted or requested by the
State; .

The Comracxor shall implemem an ordcrly cetwmn of State Data in 8

"~ CSVor nnothcr mutually agrccablc format at & time agreed to by the .

parties and the subsequent sécure disposal of Stale Data;

The Conlructor shall securely dispose ol all requested Data in all of its
forms, such psidisk, CO/ DVD, backup tape and paper, when requested

- by the Staic. |Data shall be permanently dcleted and shall nol be

recoverable, according 1o National Institute of Standards ond
Technology {NIST)- uppmvcd incthods. Certificates of destruction
‘shall be provided 16 the State; and

Provide written Certification 1o the Slh.lc lhat the Contracior has
surrendered to'the State all said property.

ThlS Contract Agreement — Part 2 - Infonnation Technology Provisions, Section 13:
Tcn'mnauon shall survive lesmination or Contract Conclusion.

14. CHANGE OF OWNERSHIP

‘In the event that the Coniractor shouid change ownership for any reason whatsoc‘vcr the State
shall have the 0pnon of continuing under thc Contraci with the Contractor, its successors or ass:gns
{or the full rcmutmng term of the ConlraCI continuing under the Contract with the Contractor, its
successors or assigns for such period of nmc as deterinined necessary by the State; or immediately
tenninale the Contract without liobility |q the Contraclor, ils Successors or assigns.

15.  DISPUTE RESOLUTION |

b

16.1.  Priorto the filing of any formal proceedings with respect to a'dispure (other than an sction
seeking injunciive reliel with r:cspccl 1o intcllectual propeny rights or Confidential
Enformalion), the pany believing itsell aggrieved (the “Invoking Party') shall call for
progressive managemerit involveiment in the dispuie negoliation by written. nolice (o the
other party. Such nolice shall bc without prejudice to the Invoking Party’s right to any
other remedy penmitted under the. Contracl

16.2.  The parties shall use reasonablc| efforts to arrange personal meetings and/or telephone
conlerences as needed, al mulually convenient times and places, between negotiators for

State of NH Contract _
Date: 1_213@-2_0 2B
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. 163.

the parties al the followmg succcsswc management Icvcls each of whlch shall have a’
peoiod of allotted time as spccuﬁcd below in which to atiempt to resolve the dispute:

The alloited 1ime for the first Icvcl negouauons shall begin on the date the Invoking
Party’s notice is received by thé other party. Subsequent alloited time is days from the
date that the original Invoking Party’s notice is received by the other party. 0

; 1 | .

TABLE 16: Disputc Resolution Responslblllrg and Schcduie Table’

’ LEVEL CONTRACTOR STATE CUMULATIVE
o POINT OF CONTACT . POINT OF CONTACT ALLOTED TIME
Primary | Michael Stetmach - Rl ElanningiBrogrion Five () Business Days g
: Manager in
“. First Erin Stelmach MCH Administrator ‘Five (5) Business Days
Second | Grace Chan. : Direcior DPHS ° Five (5) Business Days

¥ - | Third

& Commissioner, DHHS Five (5) Business Days

16. . DOIT GENERAL TERMS AND CONDITIONS

17.1.

Computcr Use . ’ L

In consideration for receiving ncccss to and use of the computer facitities, nclwork,

licensed or developed Sof‘lwtarci Soflware maintained or operated by any of the Sute.

entities, Systems, equipment, Documentation, information, reports, or Date of any kind :
(hcrcmahcr ‘Information’ ) the Contractor undersiands and ngrees to the following rules: .

Every Authonzcd User has the responsibility 10-assure the pmlcc'lion of information from

unauthorized access, misuse, thell, damage, dcslrucuon modification, or disclosure.

.Thnr information shall be used solcly for conducllng officinl Siate business, and oll other

use or eccess is sinctly l'orbldden including, but not hmited to, personal, or other privoie
and non-Siate use and that al no, lrmc shall the Contractor access or attempt (o access any
information wuhoul having the exprtss authority to do 50.

Thatat no time shall the Comracmr aceess or atiempt 10 access any information in a manner
inconsisient with the approved polncu:s procedures, and Ior Agreements relating to System

: cntrylocccss

That ell Softwore Licensed, dcvclopcd or being cvaluated by the Siaie cannol bc copied,
shared, distributed, sub-licensed |mod1ﬁcd reverse engincered, rénted, or sold, and Lhat a1 -
gl times the Contractor must use utmost care to protect and keep such Soflware sieictly
Confidential in accordance with lhc license or any other Agreement executed by the Siate.
Only equipment or Software owr?cd licensed, or being evalualed by the Siate, can be used

Stale of NH Contract

Datc-12/2/2020
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1723,

174.

L 172,

i
by the Contractor. Personal Soﬂlwa.rc (mcludmg but not hmucd to palmiop sync Softwa.rc)

- shall not be installed on any equipment.

That if the Contractor is found (0 be in violation ofany of the above-stated rules, the User
may face removal from the State Coniract, end/or eriminal or civil prosecution, if the act
constituies o violation of law, :

Email Use . _ '

Mail and otherelectronic’ commumcanon messaging Sysiems are State of New Hampshire
property and are to be used for bu5mcss purposes only. Email is defined as “internal Email
Systems™ or *'State-funded Emall Systems™. The Contracior undersiand and agree thal
use of emneil shali follow Staie standard policy (available upon request).

Intcrnct Use

The Tnternet is 1o be used for access 10-and distribution of information in direct support of
the busincess of the State of Ncw Hampshire pccording 10.51ate standard poticy (available .

upon rcqucst)

-Regulatory Government Approvals

The Contracior shall oblam all necessary and apphcablc rcgulatory or other governmental
appmvnls necessaty to pcrfOrm its obligations under the Contract.

17. CENERALCONTRA_CT REQUIREMENTS ' "

: 18.1.

18.2.

18.3.

Insurance Certificate
1

The Insurance Certificate éh(mldl note the Certificate Holder in the'lower left hand block
including State of New Hampshrrc Depanment Name, and name of the individual
responsible for the funding of the Contracts and his/her nddrcss

Exhibits

The Exhibits refemed 10, in and anached 10 the Coniract are incorpornled by reference ‘as .
if fully included in the tex1. -

Vt;.nuc and Jurisdiction

Any action’ on he Coniraci-may only be brought in the State of New 'l-_iampshire,
Merrimack County Supenior Coun.

‘State of NH Contract
Dalc: 12/2/2020

Contractor’s Initials
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| DPHS - 2020-083
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

18.4.

18.6.

.Notices

i
Survival

The terms, conditions and Warraniies contained in the Contract that by their comext are
intended to survive the compleuon of the performance, cancellation or termination of the
‘Contract shall so survive, mcludmg, but not timited to: Pan I, P-37 Genecal Provisions —
Section 7: Personnel; Paa I, P- 37 General Provisions - Sccuon 13: Indemnification; Pan
2 - Information Technology l'-;rovnsnons Section 10: Intellecrual Propeny; Pan 2 -
Information Technology Provisions , Sceiion 11: Use of Stalc's Information and
Confidentiality; Pert 2 — lnronn'anon Technology Provisions -, Section 12: Limitation of

" Ligbility; Pont 2~ Information chhnulogy Provisions , Sccuon 13: Termination; and Part

3 — Exhibit K: Section 2: Warra'my Period which shall all survive (he termination of the
Contract.

Force Majcurc'

|
18 5.1. Neither the Contractor nor lhe Stote sholt be responsible for dclays ot fajlures in

performance resulting l'rlom cvents beyond the control of such party and withoul.
fault or negligence ofsufh party. Such events shall include, but nol be limited 10,

acts of God, strikes, lock outs, riots, and acls of War, cpidemics, acts of
Govermnent, fire, power failures, nuclear accidents, earthquskes, and unusually
severc wealher. - ' '

18.5.2. Except in the event of the foregoing, Force Majcure events shall noi include the
' Cantraclor’s inability lo hire or provide personnel needed (or lhe Contractor's
performance under the Commcl

Any notice by a party hereto 1o thc other pany shall'be decmed 10 have been duly delivered .
“or given al the time of mailing by cenified mail, postage prepaid, in & United States Post
Office addrcsscd to the partics 2t the following addresses.

; TABLE 18.6: Notices = |
CONTRACTOR o g STATE
POINT OF CONTACT _ _ POINT OF CONTACT
, Michael P. Stelmach = | Haley Johnston "

6 Bates Xing 29 Hazen Dnive

Webster, MA 01570 Concord, NH 0330t

774-272-0313 v | | 603-271-0061

nstelmachfhealth-e-lipk.net . | 8l hnsign{@diihs v

Siate of NH Contract

; Contraclor's Initials
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I8.

Y

T

DATA PROTECTION . i .

19.1. DHHS Information Security Requirements

Contraf:lor shall comply with all:requirements in Exhibit P, DHHS Infonnation Sccunty

Requirements, which is altached herclo and incorporated by reference herein.

|
19.2.  Access to Sceurity Logs and"II'chqrts
§ : i '
The Controctor shall provide repons 10 the Siate in a.format as agreed to by both the

Contreclor and the Staie, Reporls shali include latency siatistics, user access, user access
IP address, user nccess htslory and security logs for oll State files related 10°this Contract.

19.3. Co'ntract Audit

Thc Contractor shalt allow the Slule 10 audit conf'ormancc lo (hc Conrrict-terms. The State

may perform this audit or C0n|rac1 wilh a third party at its discretion and at the State’s
‘expense.

19.4. Data Center Audit

The Contractor shall perfonn an lir_xdep-cndcnl audit of its' Dala centers-at teast annually nt

. ils expense, and provide a redacted version of the audit report upon request. The
Contractor may remove its proprictary information from the redacted version. A-Service
Organization Control (SOC) 2 sudit repon or approved cquivalent sets the minimum leve]
of a third-party audit.

19.5. Advance Notice

The Contractor shall give advance notice (o the State of any upgrades (c.g., major
upgrades, minor upgrades Systcm changes) tha may impact Service availability and

perfonmance. A major upgrnde |s! a replacement of hardware, Soflware or finnware with .

8 newer or betier version in ordcr 0 bnng the System up to date or 1o improve its
_ churnclcnsucs it usually includes a new version number.

19.6. Security

The Contractor shall disclose Ifls non-proprietary security processes and technical
limitations to the State such |hal adcquate pr0|ccu0n and flexibilily can be atteined

between the State and the Contractor. For example: virus checking and port sniffing — -

the Siric and the Coniractor shalllundersiand each other's rolés and responsibilities.

l ~

Siatc of NH Contract
Date: 12/2/2020

. [+} ]
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19.7.

Non Disclosure and Scparanon of Duties
|

) Thc Contracior shall cnforcc sc.'parutlon of job dulies, require commercially reasongble

19.8.

19.9.

B

i 19.10.

Ta

TR
4 ? 1

non-disclosure Agreements; and limit staff knowledge of Staie Data 10 lha| which is
absolulcly necessary 1o perform jOb dutics. k

import and Export'of Datn 5 .
The Stale shall have the abilily (o import or export Dasa in piccemeal or in cntirety st its.
disceetion without interference f‘rorn the Contractor. This includes the abnl:ty for the Siate
lo |mpon or expon Data tolfrom oiher Service providers.

Responsivitics and Uptlme Guarantee

The Contracior shall be responsible for the acquisition and operation of all hardware,
Soflware and netwaork sippon rclmed to the Services being provided. The technical and
professional activities rcqum:d for establishing, managing and maintaining the
environments are the responsubllmcs of the Contractor. The Sysiem shall be ovpileble
24721365 (with egreed-upon maintenance downnmc) and provide Scrvu:c to customers 0s
defined in the SLA. ! b

R,

-

Right to Remove Individuals
The State shall have the right at any lime 1o require thal the Contracior reméve from
interaction with State eny the' Conlroctor representitive who the State belicves is
detrimenial to its working rclallonshnp with the Contractor. The State shall provide the
Conlracior with notice of its dctcnmnanon and the reasons il requests the removal. If the
State signifies that a potential sccunty violslion exists with respect 1o the request, the
Controctor shall immediately rcmovc such individual. The Contractor shall not assign the
person to any aspeci of the Contract or future work ordcrs without the Stal: s consent.

-

Siate of NH Contract
Date:12/2/2020

N [+ ]
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PART 3 - INFORMATION TECHNOLOGY EXH]BITS
EXHIBIT A -SPECIAL PROVISIONS

EXHIBIT A - SPECIAL PROVISIONS r

REVISIONS TO STANDARD CONTRACT PROVISIONS

1. Rcvisions to Form.P-37, General Provisions

1.1.  Paragraph -3, Effective Daic/Completion of Services, is amended by adding
subparagraph 3.3 as follows: : ' :

33 The parties may extend the Agrecment for up to (two) 2 additional year(s) from
the Completion Date, contmgcnl upon satisfaciory delivery of services, available

funding, agreement of the parties, and approval 6f the Gow:mor and Execuuvc :

Council.

1.2.  Paragraph 12, Assignmenl[Dele'galioMSubcomracts, is amended. by . adding
subparagraph 12.3 as foliows;

12.3. Subcontractors are subjecl to the same contractus! conditions as the Contracior
" and the Contractor is responsnblc 10 ensure subcontractor compliance with those

conditions. The Contractor shall have written agreements with all-

- subcontractors, specifying the work to be performed and how correclive action
shall be managed if thej subconlractor’s performance is inadequate. The
Contractor shall manage l}}c subcontractor’s performance on an ongoing basis
and take correclive action as necessary. The Contractor shall annually provide
the State with a list of all subcontraclors provided for urider this Agreement and

- notify the State of any inad cquate subcontractor performance.

Remainder ofth is page intentionally left blank

State of NH Contract |
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EXHIBIT B - SCOPE OF SERVICES

: EXHIBITB SCOPE OF SERVICES

Thc Contractor shall provide Hosting and Mairitenance services of the State’s Family Planning Database
and Project Management Services 10 ensure consistent and umcly management of family planning data
colicction snd analysis across multiple communuy health organizations that will enable the Dcpanmcru 10
collect, store, and analyze family planning cncoumer Ievcl dota.

The Contractor sholl provide, mainiain and updnltl: o fumnly planmng dn1a sysiein to meet the requirements
set forth by this contraci including, but not limited to the federal requirements set forth by the Office of
Population Affairs (OPA}. The Depariment’s con'mnunuy health organization partners will have access to
and use of the data system and will provide data 'to the Contractor in order for the Department to extracl

aggregated date for federal reporting and program improvement.

1.- STATEMENT OF WORK

a.

b.

d.

L2

Siate of NH Coniract

““1.1.  General Project Assumptions

The Contractor will provide project tracking tools and templates 10 record and
manage issues, risks, Chnngc Requests, requirements, decision sheets, and other
documents used in the mnnngcmcm and tracking of the Pro;ccl The State of New
Hampshire and the Contractor's Project Managers will review these tools and
templates and determine|which ones will be used for the Project. The. Contraclor
‘shall conduct training on these 100ls and templates at the stant of each'phase in
which they will be uscd

Prjor 1o the commcnccrnlent of work on Non-Soflware and Written Deliverables,
the Contractor shall provide 10 the State a template, teble of contents, or agenda
for Review and prior approval by the Siate.

The Contractor shali easure that appropriate Jevels of security are implemented’

and maintained in orde} 10 protect the integrity and relmblluy of the State's
[nformation chhnology resources, information, dnd services.  Secunty
requirements arc defined | in Part 3 - Exhibit H: Reguiremenis. The Contractor shall
provide the State resources, information, and Services on an ongoing basis, with
the appropriate infrostructure and, security controls. 1o ensure business continuity
-and 10 sasfeguard the Conf'dcnuullly end inlegrity of Stote nctworks Sysiems and
Data.

The Deliverables are sei fonh in the Schedule dcscnbcd below in Section 2. By
unconditionally ncccpnng a Deliverable, the Siate reserves the right to rejecl any
and all Deliverablesin lhc event the State detects any Deficiency in the System, in
whole or in pan, lhrough completion of oll Acceptance Testing, including but not

limited Lo, SoﬁwardSyslem Acceptance Tesllng, and any extensions thereof.

Pricing for Dchverablcsi set forth in Part 3 . Exhibit C: Price and ‘Payment
Schedule. Pricing will be efTective for the Teom of this Contract, and any
extensions thereal. I

1

“ Daw;12/2/2020 (% ;
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT B - SCOPE OF SERVICES

'I_, wo 1.

DELIVERABLES

]

TABLE 2: Deliverables )

[
1

ACTlYlT:Y. DEI.;IVERiABLE. OR MILESTONE DE"'}’EPR;:“.’L.E

PLANNING AND PROJECT MANAGEMENT

I} Conduct Project Kickoff Meciinlg | Non-Soware

2 | Work Plan Wriltcn

? Project Status Reponis | Weitten

4 :{):;ZSIII‘:::LT; Plan, inc.:luding Dc!sklop end Nclwor'k Configuration }Vn'ncn

5 |'Secunty Plan Wrilen
. 6 | Communicaiions and Changc' Management Plan Written

7 | Software Conliguration Plan _eriuen
:.':8 Systems Interface P!an and Dcsi:gnICapabilily \\.lriucn -

9 | Testing Plan Wrinen

10 | Daia Conversion Plan‘aqd Dcsi[!gn Wrirten

11 | Deployment Plan ‘Written

12 | Comprehensive Training .Plan and Cuqicuil:m Written

13 | End User Support Plan ; Writien

14 | Business Continuily Plan f Written

15. | Documentation of IOpcral'ionaI [%roccdurcs Written

INSTAL_LATION

State of NH Contract

Datc: X

s t
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Dcepartment of Health and Human Services -
" Family Planning Datab;ase Hostiné and Maintenance

DPHS - 2020-083 / S5-2021-DPHS-01-FAMIL-01
PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT B - SCOPE OF SERVICES

i

16 | Provide SoMware Licenses if n::cdcd Writien
17 y Provide Fully ’i‘est'ed Daia Con\:rcrsion SoRware soriwa{s
12 .;r:;ic:;‘s‘:::.r:r:n::slallcd, Conlf'ngurcc_l. and Operational to Satis[y Soﬁfvarcrb
TESTING 3 di :
19 | Conduct Inleg@tioﬁ Tr‘cs'ling Non-'Sqflwarc
: 20 Conduct User Acceptance Tesli:n‘g Non-Software
! 21 Pcrfqnn Production Tests o Non-Soflware
22 | Test In-Bound and Out-Bound -Iintcrfnc'cs Software
5 23 | Conduct Sysiem Pcrfonnqncc.(l:.oa&!Strcss) 'Taling. Non-soﬂwurc
. 24 Sf,?ﬁf;%:ﬁ?ysii ) :n:ig Pany |Pen Testing nnd Application Non-Softwre
‘SYSTEM DEFLOYMENT
- . 25 | Converted Data Loaded into Pr%rduc'lion Em'rironmem:h S;ﬁwarc .
26 [P;r:t;id: Tools for Backup and !Rccowrry of gll Applications and Soflware
27 | Conduct Training ! Non-Software
28 | Cutover io New Soflware Non-Software
29 | Provide Documcn'l“ﬁtidn | Written |
30 | Execute Security Plan _ , Non-Software
OPERATIONS . :
31 bngoing Hosli'ﬁg Sup-pdrl Non-Software
_ 32 | Ongoing St;ppon & Maintennnce Software

State of NH Conlcict __,,

12/2/2020 '
. Contractor's [nitials ‘MS
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EXHIBIT B - SCOPE OF SERVICES

-’

33 | Web Site Hosting : _ Sofiware

34 | Technical Support and Updglcs! : Non-Spl’lwnrc_'

35 | Maintenance an& Updaies . | Non-Software

36 | Ongoing suppc-m based on 26,I(:]S FPER Non-Sofiware

37 On_going suppaort based on.26,l(:15 FPER 6lima|¢ Non-SOﬂmrc

38 | Ongoing support based on 26,IC:)5 FPER estimate Non-Software *

39 | Conduct Project Exit Meeting . . !;«.fon-Sbﬂ,wnrc b 7
; b :

State of NH Contracl

Date: 12/2/2020- o
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; |
EXHIBIT C - PRICE AND PA YMENTSCIHEDULE

PAYMENT SCHEDULE % l

"1.1.  Contract Type

This is a Not to Exceed, Software as a; Service (SAAS) Conlract.

The 10tal Contract volue is

indicated in Part 1, P-37 General Provus-ons Block 1.8: Price Limitation for the period between:

the Effective Date shrough daie mdwalcd in Part 1,

P-37 General Provisions -

Block 1.7

Completion Date. The Cantractor shall bc responsible for performing its obligations in accordance
with the Contract: The Contracior shalllanvo:cc the State monthly for costs associated with the
allowable Aclwmcs/Dchvcrablcsanlcsmncs inctuded in the Pricing Worksheet below.-Costs for
each -Activity/Deliverable/Milesione shall not exceed the loml price st for cach Aclivity,

Deliverable or Milestone. . ) |

ACTIVITY / DELIVERABLES '/ MILESTONES PRICING WORKSHEET
ACTIVITY, DELIVERABLE; OR DELIVERABLE ngﬁggf —
¥ MILESTONE TYPE OATE
PLANNING AND PROJt-.CT MANAGEMENT
1 * | Conduct Project KickofT Meeting | Noni-Soflware 1/15/2021 . $§300.00
2 [Work Plan Written 1/15/2021 $600.00
3 | Project Status Reponts Written Q:S:fcls“' . $1,828.00
R e e oo € e | wnsanr | sx2000
5 |Security Plan | Writien 1/15/2021 $1,200.00
126 }Communications and Change Management Plan | Written 1/15/2021 © $900.00
. L7 |Software Configuration Plon ! “Written n/a ; N/A
| 8 [Ssystems tnterfoce Plan and Design/Caphdility | Written - 3/3112021 $500.00
9 |Testing Plan | Written 33112021 $500.00
10 | Data Conversion Plan and Design : Writien 6/30/202) §1,200.00 |
11 | Deployment Plan | Wrilten 6/30/2021 $1,000.00 ]
12 |Comprehensive Training Plan and Cumiculum | Written 6/30/2021 "$1,200.00
13 | End User Support Plan | Written 9/30/2021 $1,000.00
14 | Business Continuity Plon | Written 9/30/2021 $500.00
15 | Documentation of Operationsl Procedures Whritten 9/30/202\ $500.00
INSTALLATION
16 |Provide Software Licenses if nceded Written ;‘:"n‘:c?fi‘::'c Na |

State of NH Contracl

2/2/2620 0 .
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17 | Provide Fully Tésted Data Conversion éoﬂwnrc Software 103112021 50.00
. g, |Provide Sofware Insialled, Configyred, and [ g p 0, 1013172021 $0.00
. | Operational to Satisfy Siate Requiremenis .
2 | TESTING L
o | 7 11719200 |
19 |Conduct [ntcgrati_-on Testing Non-Soflware E;:npcl?;d@ . $6,000.00
i £2 000 per) i
. 20 | Conduct User Acceptance Tesling { Non-Soflware 9/15/2021 $0.00
21 |Perform Production Tests | Non-Sofiware 1111972021 $0.00
22 | Test In-Bound end Out-Bound Inierfaces Software 111972021 . $0.00
‘ ' nfa - system -
27 : is currently
2 ('Zronc!uct System Performance (Lmd!S}rcss) Non-Sofiware operational N/A
esting and SOC2
cenified
_ n/s - system
T o , ' i currently
24 (i::mli:n calt_uon Vo:' 4 b.l?:! ng Pcn:u Testing .and Non-Software operational TNIA
polication Vulncrability Scanning. | and SOC2
certified
SYSTEM DEPLOYMENT ")
25 ‘ Con\.rcncd Daiz  Loaded -into Producl.mon‘ -‘Soﬂw‘arc 1/15/2022 $2,200.00
H Envirenment 3 i
2 P_rovu_']c Tools for Backup and Recovery of all Software 1152022 $0.00
Applications and Data -
27 |Conduci Training ' |7 Non-Software 1/15/2022 . $£520.00
28 |Cutover to New Software | Non-Software 2/28/2022 $800.00
. 29 | Provide Documentation | Writicn 173172022 $0.00
i nfa - system
30 | Execute Secunity Plan Non-Software is currently $0.00
p operational
OPERATIONS
- . $2,000.00 per i
31 | Ongoing Hosting Suppon Non-Software yr. - 2 years $4,000.00
" 32 '|Ongoing Support & Maintenance Soflware Bgﬁfeap:sr YEAr 1 $17,720.00
. . $2000 per yr.
33 | Web Site Hosting Fee Soflware - 2 years $4,000.00
Y , $2,500.00 per
34 | Technical Suppon and updales Non-Soflware o $5,000.00

i

State of NH Coniract 54 l
Dale: 12/2/2020
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l

I N $1,483 - Year _
N " B ( i
35 [|Masintenance am_i dentes l Non.Soﬁwn{e $1,527 - Year $301000]
2 ' )
36 |Ongoing suppon based on 26,105 FPER cstimaie | Non-Sofiware | 6/30/2021 " $26,737.00
37 |Ongoing support based on 26,105 FPER estimate | Non-Sofiware | 6/30/2022 $42,700.00
38 | Ongoing suppon based on 26,105 FPER estimate | Non-Sofiware 12/31/2022 |- $22.811.00
) 39 | Conduct Project Exit Meeling L3 Non-Sofiware 12/31/2022 -$300.00 |.
State Fiscal Year 2021 Costs e
Deceniber 16,2020 - June 30, 2021 (6 Ld’o}:flu') f SUNECEING
State Fiscal Year 2022 Costs . ‘
July 1, 2021 - June 30. 2022 (12 Months) _-$63"985'00
State Fiscal Year 2023 Costs s i
July 1. 2022 - December 31, 2022 (6 Monihs)- $31,991.00
TOTAL PROJECT COST (2-Year Conitrnct Period) $147,446.00
1.2.  Vendor Staff, Resource Hours and Rates Worksheet
; i ! Y i P
* Title |, Name- | Initiation | Implementation | Project | Hourly:| Hours x.-
I o BN A | Close out | Rate Rate -
Project | Michael . | .. | ' ey e
Manager _ | Stelmach - 12 hrs.I 24 hrs 8 hrs $160 $7,040
i .
' Operations | Erin 2
Manager | Stelmach 16 hrs $65 $1,040
System . | Grace Chan C
Adminisiral X 40 hrs $125 $5,000
or
Soﬂ“.rare Chad ;
Developer | McCue 32 hrs $145 52.640
TOTALS: 12hrs) 12 hrs' . 8 hrs. $17,720:
State of NH Contract _
Da['c;IZI_ZIZOZO ) ¥
Coniractor's Initials MS Page 9 of 55
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l
1.3.  Future Vendor Rates Worksheet

The Stete and Contractor agree 1o the followmg rates in the event the contraci is exiended os
described in Pan 2 - Information chhno!ogy Provisions Section 2: Contract Term.

. E : Extension Year 1 Extenslon Year 2
* Position Title Houdy Rate . Hourly Rate
:o {1/1723 1213123} (111724 - 12/31124)

Project Manager $170 %175

Operations Manager $69 g79

Software Developer c| $133 - $137 ;

System Administrator $154 3158

i.4.  Services Pricing Worksheet

Pricing rellecis the payment ofmamlcnarl\cc through the Contract end date. Price reflects the most
optimistic Implemeniation dale. Acrual payments may differ from the estimae if the projeci stant
date slips or if Implementstion takes Ionger 8s this will cause 8 shoncr maln{cnance period.

. Co_ntract I Cpnl}ract : Contrac! Co‘ntract
HOSTING Year-1 Year2 Yedr.) + Yeard TOTAL
SERVICES (included.in ~ (mc.rudodln {upon contract | (upon conlract
' ) - Tablo 1.1~ Tabla 11 |- renewsl) | renewal)
) above) abovo} g .
WebSite | $2000| s2los0 | s2122 | s2185 | 3367
Hosting Fee ~ -
Technical " 82500 | sa2lsts | s2852 | $2.731 | s10.4s8
Support and .
updates -
Maintenance $1,483: ] sis27 | s1573 ] sie20 [ 6,203
and Updates : :
TOTALS $5.083 | sel1e2 | s63a7 | $6536 | $20028
State of NH Contract

Date; 12/2/2020 o3 .
Contractor's Initials N-S . Page 10 of 55
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I' "Siate of NH Coritract |

- * Contractor’s Initials S Pa'gc It of 55

CONTRACT PRICE ' , . it

wauhstandlng any provision in the Conmct to she commry, and notwithstanding unexpecied
circumsiances, in no event shall the lotal of all paymenis made by the State exceed the emount
indicated in Part 1, P-37 General Prowslons Block 1.8: Price Limitation. The payment by the
State of the total Conlract price shall'be the only, and the complete reimbursement to the
Contractor for ali (ees and expenses, of whatcver nature, incurred by the' Contractor in the

perfonmance hcrcof

TRAVEL EXPENSES

The Siate will not be responsible forlany travel ‘or out of pocket “expenses incurred in the
performance of the Services performed. under this Contract.  The- Contractor must assume all
reasonsble travel and related expenses incurred by Contrictor in performance of its obligations.
All labor rates in this Agreement will belconsidered “Fu)ly Loaded”, including, but not limited to:,
meals, hotelshousing, airfare, car rentals) car mileage, and any additional out of pocket expenses.

SHIPPING AND-DELIVERY FEE EXEMPTION
The Stale w:ll nol psy for any shnppmg or dclwer‘y fees unless Spemﬁcally uermzcd in this
Agresnenl.

INVOICING

The Contractor shall submit accurate invoices (o the State on a monthly basis by the Flﬂeemh
{15™) day of the month for allowable cosls in accordance with the ACTIVITY / DELIVERABLES

- MILESTONES PRICING- WORKSHEET in Section 1. PAYMENT SCHEDULE above, to be

paid by the Stale. All invoices subnmlcd shall be subject 10 the Stale’s prior wrilten approval,

which shall not be unreasonably wnhheld Invoices musi be in a formal es detcnnined by the State
and contain detailed information, lncludmg withou! limitation: identification and itemization of
each AcuvulechvcrablclMulcstonc for which payment is sought, and the date(s) of delivery
and/or installation; monthly maintenance charges; any other Project costs or retention amounts if
applicable.

Upon Acceplance of a Deliverable, and / properly documented and undlspulcd invoice, the State
will pay the correct and undisputed i mvoucc within thirty (30) days of invoice receipt. Invoices
will not be backdated and shall be promp!ly dispatched.

INVOICES " - &

In tieu of hard copies, the Contractor shall assign an clectronic signature to invoices and email to:

QEHS;:Qmm_ ctBilling@dhhis.nb.gov. ) i,

D} e T
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7 PAYM'ENT ADDRESS
‘ Payments shnll be made vie Automated c!canng house (ACH). Use the following link 1o enroll
with the Stare Treasury for ACH paymcms Jfwww.nh, govitreasury/staig-vendars/in
8. . OVERPAYM ENTS TO THE CONTRACTOR
. The Contractor shal} promptly, bu no lajlcr than fiflcen (1 5) busmcss doys, return 10 the State the:
B full amount of any overpayment or eroneous paymcnt upon d:scovcry or natice from the State. ™
9.  CREDITS |
The State may appty credits due 10 the Staie arising out of this Contract, againsl the Contractor's
invoices with approprinte information attached.
|
Stale #W&ﬁqmcl P
Date: _
"Contractor's fnitials_” Page 12 of 55
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EXHIBIT D - ADMINISTRATIVE SERVICES % =

1 t“

TE

Staic of NH Coniract

Datc: 12/2/2020 . ‘ "

ACCESS/COOPERATION : v

- As spplicable, and subject to the applicable laws and regulations, the Stiale will provide the
Conirector with secess 1o ell program ﬁ!u libraries, personal computer-based sysiems, software
packagcs network systems, securily systems and hardware as required 10 complewe the cantracted
services. The Stale will use reasonable effons to provide approvals, authorizaiions, snd decisions
reasonably necessary to allow the Comraclor 10 perform its obligaiions under the Contract..

'STATE-OWNED.DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the Siatc Access (o all Statc-owned documents, matenals, repons,
and other work in progress relating tojthis Contract. Upon cxpiration or tennination of the
Contrael with the Siate, the Conlmclor shall tum over 8ll Siate-owned documents, malenal,
reports, and work-in progress rcluung lo Ihls Contract 10 the State at no additional cost to the State.
Documems musi be provided in both pnntcd and clectronic fonnat.

RECORDS RETENTION AND ACCESS REQUIREMENTS

3.1.  The Contractor shall agree to the conditions of all applicable Siatc and federal laws and
regulations, ‘which are incofporated herein by reference, rcgardmg retention and access
requirements, including without limitation, retention policies consistent with the Federat
Acquisition Regulations (FAR) Subpan 4. 7 Contracior Records Retention.

3.2 The Contraclor and ils Subconlmclors shall maintain books, records, documents, and other
evidence of accounl:ng proceduncs and pracuices, which properly and sufficiently refiect
ol direct and indirect Cosls mvmccd in the perfonmance of their respective obligations
under the Contract. The Comractor and its Subcontractors shall refain afl such records for
three (3) years following ternination of the Contract, including any exiensions. Records
relating to any litigation m:mcrsi regarding the Contract shall be kept for one (1} year
following the termination of all Imbauon mcludmg the termination of all appcals or the
expiration of the appeal period.

I Upon pnor notice and subject to reasonable time (rames, all such records shall be subject

to inspection, examinaiion, audit and copying by personnel so aulhorized by the State and

“federal ofMicials 50 authorized by iaw rule, regutation or Coniracl, as spplicable. Access (o
these items shall be provided wnhm Memimack County of the State of New Hampshire,
unless otherwise agreed by the Slatc Dchvcry of and access 1o such records shall be at no
cost to the State duning the three (3) year period following tcnmination of the Contract and
oné (1) year term following litigation relaiing to the Contract, including all appeals or the
expiration of the appenl period.| The Contracior shall include the record relention and
Review requirements-of this section in any of its subcontracis.

Conlractor’s Initials MS Page 13 of 85
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. | ‘
The Siate agrees that books, rcfcords, documents, and other evidence of accounting

procedures and practices refated to the Contractor's cost structure and profit factors shall

be excluded from the State’s review unless the cost of eny other Services or Deliverables

. . u i
provided under the Coniract is cuk.iu?mcd or derived from the cost structure or profit factors.

4.  ACCOUNTING REQUIREMENTS

The Contractor shall maintain an BCCOlfnling system in accordance wiih'Gcncra]ly Acccpted
Accounting Principles (GAAP). The costs applicable 1o the Contract shall be ascertainable (rom

the decounting system and the Contraclos,
other cosis and cxpenditures.

B

Remainder of this page intentionally left blank

Staie of NH Contract
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EXHIBIT E - IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

. . The Staie believes that effeciive communication and reporting are essential to Project
success. The Contractor shnll employ ¢ffective communication and reponing
snm:cgu':s to ensure Project success The Contractor Key Project Staff shall participaie
in meetings ss requested by the State, in accordance with the requirements and terms
of this Contract,

1.1. - State Meetings end Reports

1.1.t.  The Contractor Key Projem Staff shall participate in mccungs as rcqucsled by the
State, in accordance with the requirements and tenms of 1his Contract.

8.  Kickoff Meeting: Participants will include the State and the Contractor’s
" Project Team and major stakeholders. This meeting is to cstabllsh a sound
foundation for activities thal will follow. :

b, Status Meetings: Pamcnpanls will include, a1 the minimum, the Contracior's
' Project Manager and the State Project Manager. These meetings will be
conducted at least qunncrly and ‘address overall.Project status and eny
additional 1opics needed 1o remain on schedule and within budger. A status
and error report from the Contractor sholl serve as the basis for duscussuon

s minimum, on momhly bas:s in accordance with the Coniract.

d. * Specisl Meetings: Necd may arise for ) spcc:al meeting with State lcaders or
Project stakeholders to address specific issucs.

e.  Exit Meeting: Pnnumpanls will include Project Jenders from the Contractor
ond the State. Discussion will focus on lessons icamed from Ihe Project and
on follow up options|that the Siate may ‘wish 10 consider.

1.1.2. The Contractor shall prepare agcndns and background for and minutes of -

meelings.. Background for each status meeting must include an updated Work
Ptan. Drafling of t'onnal presentations, such as a presentation for the kickofT
mecling, will also be the ‘Coniractor's responsibility.

1.1.3. The Contractor’s PI'OJCCI Manager or the Contractor’s Kcy Projeci Staff shall
submit quarterly status rcports in sccordance with the Schedule and terms of this
" . Coniract. All siatus rcports shall be prepared in formats approved by the State.
The Contractor’s ?rcucc Manager shall assist the Siate’s Project Manager, or
itself produce reports related 1o Project Management as reasonably requested by
the ‘Siate, alt at' no addmonal cost to the Siate. The Contractor- shall producc
. : Pro;cct status rcpor15 which shall contain, at o minimum,the followmg .

State of NH Coniract -
Date; 12/2/2020

Contractor's Imimials_| MS ~ Page15of S5
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o

a.  Project status related to the Work Plan;

. b. Deliversble stsI.I’US‘
<. Accomphshmenls durng weeks bemz, reported;
d.  Planned ncnvmcs for the upcommg quarter;

Future activines;

f.  lssues and concems requinag resolution; and

g- . Report and remedies in case of falling behind Schedule.

1.1.4. As reasonably rcqucswd:by the Stale, the Contractor shall provide the State wnh
information or reports regarding the Project. The Cantractor shall prepare special
reports and presentalions relating to Project Manageinent, and shall assist the
State in preparing repons and presentations, as reasonably requested by the Siate,

oll pt no additional cosl to the-State. -

1.2.  The Caniractor shall provide Project Manangcnl SCrwccs that ensure consistent and
timely management of all projccl activitics across muliiple Siate conlractcd Family
Planning vendors, which shall include but is not limiled to:

,1.2 I Orgenize and lead Regional Data Commitice Meetings that consist of lcadership
", from Family Planning Prograins across New England. Mcetings are held quancrly
or as required.

2. © IMPLEMENTATION STRATEGY -

2.1.  Key Components »
’ The Contracior shall employ an industry-standard Implementation stralegy with a limeline set fonh
in accordance with the Work Plan:

d N 8. The Contractor shall manage Project execution and provide the tools needed to
creale and ‘manage the IProjcct s Work Plan and tasks, manage and schedule
projeci stafT, irack and manage issues, manage chnngmg requirements, mamlatn
communication within the Project Team, and report stalus.

2.2, Timeline

The hmclme is set forth in the Work Plan During the initial planning period’ Pr0J<:<:l task and

resource ptans will be established for: (hc prclummary training plan, the change management plan,”

.comrmunication approaches, Pro_;cci slundnrds and procedures finzlized, and 1eam training initiated.
"Timing will be structured 1o rccogmzc mlcrdcpcndcncncs between npplicalions end siructure a cost
" effective and timely execution. ‘Processes will be documented, iraining esiablished, and the
applicalion will be ready for Implementation in accordance with the Work Plan,

~State 6f NH Contrect o8
Daic:12/2/2020

|
Contractor's Inmals MS Poge 16 of 55
t

el



Docusign Envelopé ID: 0DBOGB6B-AFBB-4601-8525-D8BFE555144C
DocuSign Envelope 1D: 230_9'1 24D-9037-4208-9C4F-T1F88DD0OB783

DocuSign Envelope ID: 4D79226C-3951-4E70-BF 10-EF 76084A200A

P

Department of Health and Human Services
Family Planning Dalalbnse Hostmg and Maintenance
DPHS - 2020-083 / §§-202)-DPHS-01-FAMIL-01
PART 3 - lNFORMATlON TECHNOLOGY EXHIBITS
. EXHIBITE - [MPLEMENTAT[ON SERVICES

State Requested Reports

" 23.

2.3.t.  The Contractor shall pl:oducc a varicty of dato rcparts on an ongoing basis.
The Contractor shall ensure the timely availability of these reports as well as
their accuracy. -

2.3.2.  The Coniractor sha_!l create reports for NH DHHS, as well as any subset of
the paniicipating sites in the network. Reponts are created and validated, then

] distnbuted to users. ' -

2.3.3. The Contractor shall provide assistance with periadic request for data analysis

and repont generntion.
24. Change Management and 'l‘rain'ihg
doo 0 The Contractor's change management |and (raining’ services shall focus on developing chonge

managemeni end training strategies and plans.

lis approach relics on State resources for the

exccution of the change management and end user training.

Remuoinder of this poge imtentionally left blank

State of NH Contract
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EXHIBIT F - TEST!NGSER VICES

5 B The Contractor shal) ptovide the following Produ cts and Services descnibed in Part 3 - Exhibit F: Taling.

Services, including but not limited to: r

I. TESTING AND A_CCBPTANCE

LY

The Contractor.shsll bear oll responsibilitics for the full suite of Test Planning and preparation

throughout the Project,

a.

The Contractor will provide training as necessary (0 the State stafT responsible for test
activities. ‘

The Contractor shall be responsible for all sspecis of testing contained in the Acceplance
Test Plan including suppon,jal no additional cost, during User Acceptonce Test
conducted by the State’and lhcrlcsting of the training matenals.

The Tesi Plan m¢thodology shnII reflect the needs of the Project and be mcludcd in the
finalized Work Plan. A scparntc Tesi Plan and set of test materials wull be preparcd for
cach Software function or module. :

All Teslung and Acceplance (both business and technically onented tcstmg) shall npply'

to tesing the Sysiem as o whole, (e.g., sofiwarc mmodules or funclions, and

' Implcmcmauon(s) This shall Imclude planning, test scenario ond script developmeni,
Data and System preparalion far westing, System Integration Tests, Conversion Tesls,
Installation (ests, RCgl’CSSlOﬂ'ICSlS Performance Tuning and Stress tests, Secunty
Review and tests, and support of the State during User Acceptance Tcsn and
Implemeniation.

In addition, the Conlrnctor shall provide a mechanism for reponing actual test results
vs. expecled resulis and for lhc resolution and tracking of oll errors and problems
identified during tes! exccution. Thc Contractor shall nlso correct Deficiencies and
suppon requnrcd re-testing.

Test Planning and Prcparnt]ion

1.1.1. The Contracior shall. prov:dc the State with an overall Test Plan that will guide
all tcslmg The Con|mcmr provided, State approved, Test Plan will include, al b
minimum, |dcnl|fcal1on preparalmn and Documentation of planncd tesling, 0
requircments traceability matrix, test varants, lest scenarios, test coses, test

seripts, test Dato, lesllphuscs cxpccwd resulls, and a tracking method for

reporting actial versus expected results as well os oll emors and problems
identificd during Lest execulion.

1.1.2.  As identified in the Accepiance Test Plan, and documenied in accordance with -
_the Work Plan ond the Comtrect, Statc testing will commence upon the

- State of NH Conlrac;t

Date:

12/2/2020 o _ !
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Contractor’s Pro;:cl Manager 5 Cemﬁcauon in wnung, that the Contractor's
own stafT has succcssfullv executed all prcrcqumle Contractor's Ieslmg along
with reporting the acrual testing results, prior to the siant of any testing executed
by State s1aff. The State will be presented with o State approved Acceptance Test
Plan, test scendrios, test|cases, test scripts, test data, and cxpc::lcd results.

The Siate will commence its testing within Ten (i0) business days of receiving
Certification from the Controctor that the State's personnel have been trained and
the System is installed,iconfigured, complete, and ready for Siate testing. The

testing will be conducled by the State in an environment independent from the

Contractor’s dcvelopmc}u environment. The Contracior must assisi the State with
testing in accordance wnh the Test Plan and the Wark Plan, utilizing test and live
Data 10 validate rcpons and c0nduc| stress snd performance tesling, 81 no
additional cost. :

Testing begins upon complcnon of the Software conﬁgurnuon as required and

user training according lo the Work Plan. Testing ends upon issuance of aleter”

of UAT Acceplance by the State.

The Contracior must dcmonslmtc that their (esting methodology can be integrated
with the Sinte smndard mclhodology o

1.2.  Unit Testing "

12,1

Siale of N4 Contract

1.2.3,

N

In Unit Testing, the Contractor shall test the application components on an
individual basis to vcrif):rth'al the inputs; outputs, and ‘processing logic of ‘cach
application component functions without errors,  Unil testing is performed in
either the development cfnvironmcm or a tesling cnvironmeni.

The goal is (o find crmrs in the sinallest unit of Software before logically linking
it into larger units. If successful, subsequent testing should Only reveal errors
related to the mlegmnon!belwccn application inodules.

The Contracior devclopcr who is responsible for a specific unit of work, will be
responsible for conducnng the Unit Testing of their modules.

Activiry Dcvclop the seripts needed to Unil Test individual
Description ullnp]icnlion modules, inlerface(s) and. conversion
- -c]'omponcnts.

Contractor's Flor applicalion mmodules, conversions and interfaces the

Team . COnlr‘\ClOr s weam will identify applicable test scripls

Responsibilitics nlnd installation instiructions, adapt them to 1he Project
specifics, test the process, and compare with the
documenied expecied results.

Date: 12/2/2020 0s |
Contractor's Initials_| MS - B e 15155
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L3

1 i

Work Product L'Inil-Testcd Modules that have been tested 1o verify that
Description lhc inputs, outputs, and processing logic of coch
apphcanon module functions without errors. Individual
dctallcd test scripts and instollation guides list alt the
rcquwcd sctions and Data to conduct the test, the process
ﬂI:r 1esl exceution, and the expecled results,  © &

System Integration Testing \

1.3.1.

1.3.2.

The ncw System is tested in integratign with other appll'::nnon Sysiems (legacy
and ‘service providers) m a production-like environment. System: Integration
Testing validates the micgranon between the individual unit application modules
and verifies that the ncw System meets defined requirements and.,suppons
exccution of interfaccs and business processes.. The System Integration Tesl is
performed in a test environment.

. -
Thorough end-to-end leslmg shall be perfonned by the Contracior team(s) o
confinn that the Apphcallon integrates with any interfaces. The test emphosizes -
ead-to-end business proc'csscs ond the flow of information across-applications. It
includes alt key busmcss processes and interfaces being implemented, confirms
Data tronsfers with ctlcmnl panies, and includes the transmission or pnnung of ~
all clecironic and paper documcnls

Act'iviry Description Sysiclms Integration Testing ™ validates the -integration

bclwccn the target applacauon modules and other Systems,
and verifics that the ncw System mects defined interface
rcqm{'cmcnls and supports excculion of business processes.
This tcsl cmphasizes end-to- end business processes and the
flow 'of infonmalion ncross the application. It includes all
key business processes and interfaces being implemenied,
c0nﬁl'ms Daia transfees with extemnal parties, and includes
ihe lrans:mssnon or printing of all electronic and paper

= doculincms
Contractor Team . Tal-.c the lead in developing the Systems Integralion Tc5|
‘Responsibilities Spccmcauons ‘ ;

* Work jointly with the State to dcvclop and load the Dain
proﬁlcs 10 support the test Specifications.: .

. WO,’R jomdy with: the S1mc Lo validate components of the
test seripls.

State of NH Contract

Daie: 12/2/

2020
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) \

State -
| Respoasibilities

Integration Test Specifications.

i P
* Work joinily with the Contractor1o develop and load the
Baia profiles lo suppon the 1es1 Specifications.

|hc|lést seripts, modifications, fixes and other System
imefacdons with the Contractor supplied Soﬂwnre Solution.

i . .
* Work jointly with the Contractor to develop the Systems:

* Work jointly with the Contractor t6 validate componenis of '

Work Product
Description

i properly

. Thlle lnlcgrnt:on Tested System indicales that all interfaces
bemlfeen the application and the legacy and third- -party
Syslcms inierfaces, and applications .are {functioning

14

ln Conversion Validation Testin

Conversion/Migration anic'lntion Testing

targel apptication functions are validated.

Activity Description

The c:lonvcmon validation test should replicate the entire flow
ol'lhcI convered Data through the Soflware Solution. As the
Software Solution is interfaced 1o legacy or third-party

uppli(':ulionslin!erfaccs, testing verifies'that the resulting flow

i . )
of the converted Data through 1these interface points perfonns
corrcci:tly.

Contractor Team'
‘Responsibilities

I [ ! ' .
For conversions and interfaces, the Contractor's team will
exccule the applicable validation tests and compare execution
rg5ul||s with the documented expected resuhts.

State
Responsibilitics

|
Euract and cleanse, if ncccssary. the Jegacy Daln 10 be
convcncd in the Data CONVErsions.

- . | Work Product
Description

'

Validalion Testcd Convcrsion Progroms. ~ These programs.
mcludc conversion programs that have been tested o verily
that (hc resulting convented legacy Dala performs correclly in
the cnure su:tc of the Application.

1.5. .Installation Téstinp

[n Installauon Testing the application componcnts are installed in the Sys!cm Test environment 10
test the installation routines and are rcﬁnlcd for the eventual production environment. This activily
serves os a dry run of the installation steps in preparation for configuring the production System.

Stote of NH Contract

‘ Dawe: 12/2/2020 (.
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1.6, User Acceptance Testi'ng'(UlAT)

161

1.6.2.

1.6.5.

1.6.6.

i 1.6.7.

1.6.4.

CUAT begins upon com;;lctlcn of the Sofware configuration as required and user

training occording to the Work Plan. Testing ends upon issuance ol & leiter-of

UAT Acceptance by the State.

| e e .
The Contracior's Project Manager must certify in writing, that the Contractor's
own 5tafT has successfully executed all prerequisite Contractor testing, along with

.reponiing the acrual tesling results prior to the stant of any testing executed by

Siate stafT,

The Stale shall be prcscn!cd with all testing results, as wicll.as written Centification

that the Coniractor has succcssfull y completed the prerequisite tests, , mecting the
defined Acceptnncc Cnlcna and performance standards. The Siate shall
commence (esting within. five (5) business days of receiving Ccmﬁcauon in
writing, from the Comra’ctor that the system is installed, configured, complete and
ready for State lcsnng The State shall conduci the UAT utilizing scripts

developed 8s identified i in the Acceptance Test Plan (o validate the funciionality

of the Syslcm and the interfaces, and verify linplementation readiness. UAT is
perfonmed in 3 copy 'of the . production environment and. can serve os B
performance and stress test of the Systein. The User Acceptance Test may cover
any- aspect of the new|Sysiem, including administrative procedurcs (such as
backup and rcco'-rery]

The User Acceptance Tclsl (UAT) is a verification proccss performed in a copy.of
the production environment. The User Accepiance Test verifies Sysiem
functionality against prédeﬁncd Acceptance criteria thal support the successful
execution of approved bhsincss processes.

UAT will also scrve as a perfonmance and stress test of the Systém. [t may cover
ony aspect of the new"fSyslem including administrative procedures such as
backup and recovery. The results of the UAT provide evidence that the new

‘Systcm tnects the User Acccplancc crileria os defined in the Work Plan.

The results of the User Acceptancc Test provide evidence thal the new System
meets the User- Acceptancc criteria as defined in the Work Plan.

Upon successful conclusion of UAT and success ful Systein deployment, the State
will issue a letier-of UAT Acceptance and the respective Wamanty Period shall

_ commence.

Activity Description | The Syslcm User Acceptance Tests verify System

funcuonaluy against predefined Acceptance criteria that
suppon the successful cxccuuon of approved processes.

State of NH Contract

Date: 12/2/2020 ¥ . !
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Contracior Team Proiwdc the State an Acceptance Test Plan and selection of
. Responsibilities 1es1 scnpls for ihe Acceptance Tes!.
! ‘ Monnor the execution of the test scripis und assist es needed
dunng the User Acceptance Test activities.
' WOrk jointly with the State in determining the required
acrior'ls for problem resolwion.
i State . Approve lhc development of the User Acceptance Test Plan
Responsibilities and the set of Data for use during the User Acceptonce Test, -
* Vallldatc the Acceplance Test eavironafent, -
. ExcLulc the -test scripts and conduct User Acceptance Test
aciivities. -
Documenl and summarize Acceplance Test results,
-WOrL jointly with the Contractor i in determining the required
actions for problem resolution.
. ProY:de Acceptance of the validated Sysiems.
| _
Work Product The Deliverable for User Acceplonce Tests is the User
Description Accci:mncc Test Results. These results provide evidence that
: the new System meeis the User Acceptance criteria defined
_ in thel Work Plan. _
’ 1.7.  Performance Tumng and Stjrcss Testing
.. The Conlraclor shall develop and documcm hardware and Soflware conf‘guranon and 1uning of the
soflware infrastructure as well as assist and direct the Staie’s System Administrators and Database
Administralors in configuring and lumng the infrastructure 10 support the Software throughout the,
Project. . . S
1.7.0.  Scope
- |
3 o. - The scope of Performance Testing shall be (o' measure the Sysiem level
metrics cntical I'or the development of the applications infrastructure and
operation of the apphcauons in the production cnwronm:nl
: b..  ltwill include the rncasuremcnl of responsc rales o_l'thc application for end-
user transactions and resource wtilization {of verious servers and network)
under vanous Ioadl conditions. These response rates shall become the basis
{or changes and refesting until oplimum System per{onmance is achieved.
Stalc of NH Contract ' i
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c. Pcrfo’nﬁanic testing and tuning - shall coceur in the final production
environment and shall use a copy of the final production dotabasc to provide
the best resulis. . .

1.7.2. Tesi Types

1.7.3.

Performance testing shall use two different types of icsting to determine the
stability of the application. They are baseline iests and load tests.

0.  Baseline Tcsts:: Bascline tests ‘shall collcet perfonnance dais ond -load
enalysis by running scripts where the output is broken down info business
tronsactions or funciions. The 1est is'like a sing!c user executing a defined
business transaction. During bascline testing, cach individual script is run-

“10 establish o bas:elinc for transaction response time, throughput and other
user-based metncs, ' 5

b. - Load Tests: Load testing will determine if the behavior of the Sysiem can

be sustained over a long period of time while running under expecied - -
conditions. L,o‘fxd test helps to venify the ability of the application
environmenl under different load conditions based on - workload
distribution.  Syslem response lime and utilizalion is incasured and

recorded.

Tuning

Tuning will be the Contractor led and occiir during both the development of the
application and load telsting. Tuning is the process whereby the application
performance is maximized. This can be the result of inaking code more efficient
during development n's_wcl_l as making funing parameicr changes o the
environment. ' ' :

1.8.  Rcgression Testing

1.8.1.

As a result, of the user testing activities, problems will be identified that requite
correction. The State wi!l notily the Contractor of the nature of the testing failures
inwriting, The Contractor wilt be required to perform odditional testing activities
in response to Stote and/or user problems identificd from the tesiing results.
Regression Testing means sclective re-testing to detect faubs introduced. during
the modification effort, both to verify that the modifications have not capsed
unintended adverse efects, and 1o verify that the modificd and reloted {possibly
affected) System compdhents stil meet their specified requircments.

1.8.2. In designing and conducting such Regression Tesling, the Coniractor will be

Siate of NH Contract
Dalc:12/2/2020
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. | S— ;
conduct Regression Tc§ts that will identify any uniniended consequences of the '
- modification while mkmg inlo account Schedule and economic conﬂdcratrons

0. Foreach mmor failure of an Accepiance Test, 1the Acceptance Period
shell be extended by corresponding time defined in the Test Plon.

b. The Conlrnclor “shall noti fy the Stale no later thon from the
.Conlractor’s receipt of wrinen notice of the test failure when ihe
Coniractor ‘Ctpccls the corrections o be completed and ready for
retesting by.Ihc State. The Conirector will have up to five (5) business
days to mnkc corvections to the problem unless specifically-cxtended
in wriling bly the Statc.

e. When programming change is made in response 1o a problcm

& identified during user testing, a Regression Test Plan should be

developed by the Contractor based on the undersianding of the

E program and the change being made 10 the program. The Test Plan
has two ObJCCllVCS

i. Valldn:c that the changc/updase has been propcrly incorporated
into the program; and

ii. Vahdmc| that there has been no uniniended change 1o the other -
pomons of the program,

d. The Contractor will be expectéd to: -

; I
H 4 1 Crca!c a set of test conditions, test cases, and test Data that
willivalidate that the change has been incorporated correctly;

i Crcale a set of 1est conditions, lest cases, and test Data that
wiltlvalidate that the unchanged portions of the program sull
opernte comrectly; and

i Managc the entire cyclic process.

c¢. The Comrnclor will be expecied 10 execule the chrcssmn Test,
provide actu‘nl lesting results, and centify ils complelion in writing to
the Stote pnor to pussing the modificd Softwere application 10 the
users for rctcsl:ng

183, In designing and conducting such regression testing, the Controctor will be
required to assess the nsks inherent to the modification being implemented and
el weigh those risks agalnsl the time and effon required for conducting the
regression tests. In othef words, the Coniractor will be expected to design and
conduct regression Lesis hat will identify any unintended consequences of the
fnodification whilc taking into account Schedule and cconomic consideralions.
| .
|
r {

Stale of NH Contract ) : »
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I

) I

1.9.  Security Review and Tcst_in'g
' |

t.9.1. T Security involves all funclions penaining to the sccuring of Siate Data and

Systems through the cremion and definition of security policies, procedures and
controls - cavering - such arcas as Identification, Aulhenticalion and non-
repudiation.

1.9.2.  All components of the Sofnware shall be Reviewed and 1ested. Tests shall focus

' on the technical, ndlmnlls!rnuvc and phys:cnl secunty controls thal have been
designed into the System orchitecture in order 10 provide the nccessary
Confidemiality, inlcgrilyl' and availability. Tests shall, at & minimum, cover each
of the service components. Tesi procedures shall include penetration tests (pen
tests) and application vulnerability scanning.

b

SERVICE COMPONENT DEFINES THE SET OF CAPABILIITIES.
; THAT:

Identification ond Aulhcnt[cu’lion Supponts obtaining infonnation about those
parties attempting to log onto a Systen or
application for security purposcs and the
N ' i validaiion of users.

.Access Control 2 " | Supports the management of pennissions for
‘logging onto a computer or network.

. | Encryption i Suppons the cncodmg of Data for security
purposes.
Intrusion Dctection . Supports the delection of illega! entrance into a

compuicr System.

h

Verification Supports the conlinmation of suthority to enter
; a computer System, application or nerwork.

Digito! Signature : Guaramees the unaltered state of a file.

User Management B Supports the adininistration of compulter,
application and network accounts within an
organizalion.

Role/Privilege Management Suppons the gronting of abilitics to users or
. groups of users of a computer, appllcnuon or
network,

N Staie of NH Con—iract -
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Audit Teall Capture 2nd Annllysls Supports the dentificalion and moniloring of

activiiies within on application or System.

|
Input Validation ’ . Ensures the application is protected from
.’
|
|

buffer overflow, cross-site scripting, SQL
injecticn, and unauthorized access of files
and/or directories on the server, *

. 1.9.3.  Tests shall focus on thc’ technical, adminisirative end physical security controls
S that have becen dcslgncd into the System architecture in order to prowdc the
necessary Conﬁdcnlualuy. integrity and, availability. Tests shall, at & minimum,

_cover each of the service components. The Contracior shali provide a certificate

of applicalion, vulnerablluy scanning, and 3rd party Penciration Tests (pen test)

when appropriate.

e 1.9.4.  Prior 10 the Sysiem being moved into production the Contracior shall provide
results of all secunity lcging to the Depanment of Information Technology for
Review ond Acceptance. All Soflware and hardware shall be free of melicious

code (tnalware).

1.10. Penctration Testing

The Coniraclor shall provide Centification thai their Software and Sysiem environment hos

undergone penetration lcsling in accordlance wilh current recommendations from a recognized
indusiry standards organization, such as the U.S. Depaniment of Cominerce National Institute of

Siandards Technology (NIST). The Slalc requires that the Contracior has this iesting performed
ennually by a qualificd third-panty Vcndor at teast annually, and after every major release.

1.10.1. Implement & methodotogy for penetration testing thal includes the following:.

Siate of NH Contracl

Date: 12/2/2020 o T
Contractor's Inilials f“-S :

Indusiry- acccplc'd penciration Lesling appronchcs {for example, NIST
SP800-115). »

Includes coverng'c for the entire CDE pcrimcicr ond critical Systeins.
|
lncludcs testing from both inside and owtside the network.

Includes ‘testing! to validate any scgmentetion and scopc -reduction
controls. ]

Defines apphcnhou |aycr penctralion tests to include, ot o minimuin, the
vulnerabilitics ligicd in PCI DSS Compliance: Requirement 6.5.

Defines neiwork-layer penetration tesis to include components that
suppon network funcnons as well as Operaling Systems.

Includes Rcwc\y-and consideration of threats and vulnerabilities
capencnced in the last 12 months.

Page 27 of 55
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1.10.2.

1103,

1104,

1.10.5..

h. Spec:fcs relention of pcnctranon testing results and remedintion
" aclivites rcsults

Perform extemal penetration (esting ot least annually ond after any significani

" infrastructure or appllcanon upgrade or medification (such as an Operaling

System upgrade, 6 sub-network added to the environment, or-s web server added
to the environmen). ; ,

Perform intemnal pcnctrnuon testing at least nnnually and after any significam

infrastructure or apphcanon upgrade or modilication (suth as .an Operating

System upgrade, a sub-network odded 10 the environment, or a web server added

'to the environment). -

Explmlable vulnerabilities found during peneiration testing are correctcd and
testing is repeated 10 vcnfy the corrections.

If segmentation is uscd to isolale the COE from other neiworks, perform
penetration tests at Ieasl annually and afler apy changes 1o segmentation
conlrols/methods to vcr'lfy that the segmentation methods are operation- and
effective, and isolnic all out-of-scope Sysiems from in-scope Systemns. ‘

1. SUCCESSFUL UAT COMPLETION

Upon succcs.sfdl completion of UAT, the|Siatc will issue a Letter of UAT Acceplince.

3. SYSTEM ACCEPTANCE |

Upon compiction of the Warranty Pcr"iiod; the State shall issue a Letter of Final System

W . ... Acceptance.

 Remalnder of this page intemionally left blank

Siate of NH Conlracl.
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EXHIBIT G ~ MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE l

The Coniractor shall maimain and Suppon the System in all maleriel respecrs as described in Pan
— Infonmation Technology Prowsuons Sccnon I: Contract Documents; through the Contract

cnd date.

1.1 Cont_r_'acto'r's Responsibility 2

The Contractor shall maintain ihe Syste;ln in eccordance with the Con'ln_ch. The Coniractor will not
be responsible for maintenance or suppon for Sofiware developed or modified by the State.

Staie of NH Coniract

“The Contractor shall ensure hosted cnvironmen is sveilable for general system

Maintenance Releases

The Contractor shall make available to the State the latest program updaies,
general Maintenance Iliclcascs, selected funclionality releases, patches, and
Documentation that are generally offered 10 its cusiomers, 81 no additional cost.

]

Standard Agreement -

The State wil) adopt |he‘Contrac|or s standard maintenance Agreement modified
to address tenns and condmons inconsistent with Staie Statutes and genera) State
information Technology {IT} practices. .

The Coniractor shall prowde Sysiem uvallablluy hosting and maintenance forthc
computer environmend{ that provides -the Family Plnnnmg Daia System
application,

usage by the user Commumly from 7 8.m. 10 7 p.m, Eastern Siandard Time o5 well
as con!muously available for project technical suppon 24 hours per doy, seven {7)
days per week.

1
.

The Contracior shall: i

1151, Mainiain a secure data center with HVAC, redundant power and
network conﬁgurnnons fice detection and suppression and security.

1.1.5.2. Masintain wcblapphul:c)n dalabase, report and 1281 servers.

1.1.5.3. Mpiritain secure fircwell configuration 1o prevem unaulhonzcd pccess
lo servers.

1.1.5.4. Perfonn ongoing daily incremental ond weekly-full backup of dotabase
and application!

1.1.5.5. Perfonn Sys'lcm‘moniloring ensuring uplime and general avaiigbility.

ILI.S.'t_S. Provide Sol'lwarc mainicnance including software patches and upgrades
for ali system app!ncnuuns and operating system.

Date:12/2/2020 @ i
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K l_‘
115, 7. Provide certification of meeting all applicable laws that govcm data
' access, maintenance, use and disclosure.

2. ° SYSTEM SUPPORT S
2.1.  Contractor’s Rcsponsibilit)i

2.1.1. The Contracior will be responsible for pecforming on-site or remote 1echnical
suppon in accordance with the Contract Documents, including wuhoul limitation
the requirements, lcnns‘ and conditions contained herein.

A 2.1.2, Aspartofthe Sonwam maintenance Agreement, ongoing Soflware maintenance
and support levels, mclludmg all new Soﬂwarc rclcnscs shall be responded to
uccord:ng to the follomng

i Clnss A Deficlencles < Thc Contracior shall provide a Help Desk to the State
with issue racking avaslable The Help Desk shall serve as the primary point of
contact for system users and shall be available from 8:00 a.m. to 5:00 p.m. Eastem
Standard Time on a dmly basis. Help Desk shall respond by telephone or email”
within Four (4) hours of request;-or the Contracior shall provide support on-site
or with remote duagnosllc Services, within Twelve (12) hours of a request;

* Ciass B & C. Deficiencies — The State shall notify the Coniracior of such
Dcf'cmnmcs dunng rcgular Business Hours and the Contractor shall respond back
wuthm Four (4) hours of notification of pianncd correclive action.

2.1, Applucalmn and dalabasc maintenance shall require review and maintenance to
cnsure genera)’ avallublhty and performance.

2.1.4. Enhancement requests shall be imptemenied o improve the.scope and quality of
the services offered asl approved by the ‘chional dalu c0rnmiucc and the
Department. -

. 2.1.5. Special requests from system users for access to datn, to modify sysiem
configurations, or 10 invesligate anomalies in how the sysiem provides ‘data
collection, data analysis,(and reporting services.

1.3, The Contractor shall provide Opcrxilion Servicés thot includes but is not limited 10;
2.1.1. Managing systein acccss to ensure securc ond oppropriate access to the
upphcuuon and associated datn,

2.1.2. Iniemei-based data entey shall be rcwcwcd 10 ensure site availability ‘ond
perfonmance for all Internet-based dnto entry users.

2.1.3. PM cxpon file proccssing sholl be revicwed to ensure the timely and accurale

. i ., ;
processing of encounter records from baich file exiracts from agencies’ practice
management and ¢lectronic medical records systems.

State of NH Contract
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o Canlractor's Initials MS Page 30 of 55




Docusugn Envelope ID: ODBOSBGB-AFBB—4601-8525—DBBF85551440
DocuSign Envelope 10: 23091240-9037-4208-9C4F-71F88DD0B783

DocuSign Erwciop' 10: ﬁ0792260-3951 <4E70-BF 10-EF 76084A2094,

Department of H?alth and Human Services
Family Planning Dntalbasg Hosting apd Maiatenance
DPHS - 2020-083 / SS-2021-DPHS-01-FAMIL-01
PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT G - MAINTENANCE AND SUPPORT SERVICES

- 1

2.1.4. Provide assisiance with daia anatysis and reporting nccds thar is outside the ability
of the requesior. !

The -Contractor shall provide ltraining Services {0 Sysiem users (0 support system
enhancements which shall include but not limited to:

L.1.1. Training on the creation af batch file cxtrocis of family planning encounter
records from agency praclice manogement or elecironic medical record systems.

2.1.2. Training on the availability, creation and usage of repons.  Repons shall be
aveilable via the suiie| of -standard, non-sianderd, basic ad-hoc query, and
enhanced ad-hoc query tli_ata nnnly51s and reponting 100ls.

3. SUPPORT OBLICATIONS AND TERM

3L
32,

T i

4.

Stt;le of NH Conlract
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The Contractor sholl repair or rcplacc Software, and provide maintenance of the Software
in accordance with the Spccnl'canons and tenns and requirements of the Contract.

" The, Comracmr shall maoiniain a record of the activities related 10 Warranly repair or
_mainlenance aclivities performed for the State,

For all maintenance service calls; the Contractor shall ensurc the following infonnation
will be collecied and maintained:”

8. Naturcof the Deficiency:
b.  Current status of the. Deficiency;
"¢ Aclion plans, dat-cs. and times;
d Expected and actual completion 1imé;
¢. - Deficiency resolution information;.
f.  Resolved by; y
g. Identifying number (1.¢. work order number);
h.  Issue [dentified by; n}nd'

The Contrector 1nust work wilh the Depariment 10 ideniify and troublcshool potentially
large-scale System failures or Dcf‘cncncucs by-collecting the foltowing informatian:

. Mean time between reporu:d Deficiencies with the Soflware;
b.  Dingnosis of the rooticause of the problem; and

c.  Identification of repeat calls or repeat Software problems.
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- = 3.5, Ifthe Contractor fails o correct a Deficiency within the allotted period of time siated above,

: the Contracior shall be deemed (0 have commitied an Event of Default, and the State shall

. have the right, at its option, to plursuc the remedies in Pant 2 - Information Technology
Provision$ - Section 11.1: Termination Procedure, as well as to return the Controactar’s .
product and receive a refund for il nmounts paid 1o the Contractor, including but not
limited to, applicable license fees! within ninety (90) days of nonﬁcanon 1o the Contractor
of the State’s refund request.

3.6.  Ifthe Contractor fails to correct a Deficiency within the allotted period of time stated above,
the Contractor shall be deemed 10, have commitied an Event of Default, and the State shoil
have the right, a1 its option, to pursue the remedies in Pant ), P-37 General Provisions -
Sccuon 8: Event of DcfauIdRcmcritcs

i

Remainder of this page intentionally left blank

-
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EXHIBITH - REQUIREMENTS

o _

See Anachment 1 - Business System an‘d Technicel Requirements, which is nttached hereto and
incorpornted by reference within. .

3. REQUIREMENTS

Remainder of this puge intentionutly left blank
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: I
EXHIBIT I - WORK PLAN Lo 2

The Conlrnclor shal! ensure the Contract Project Managcr in coltaboration with the State Project Manager
finalize a'Wark Plen within Sixty, (60) Cnlcndar days of the Effective Date and further refine the tasks
required to implement the Pro;ecl The elements ol'thc Work Plan are documented in accordance with the
Contractor’s plan to implement the rcquurcmcnls defined in the RFP and further deseribed in the

- Comtractor's Proposal. Continued development t:and managemeni of the Work Plan is o joint ciTon on-lhe

part of the Contractor and Stale ijea Managers.
|

The preliminary Work Plan creaied by the Conm?nc'lor ond the State is set forth at the end of this ExhibiL
In conjunction with the Contractor's Project Management methodology, which shall be used to manage .
the Project’s life cycle, the Contracior team and |he Siaie shall finalize the Work Plan at the onset of the
Project. This plan shall identify the 1asks, Dchvcrablcs ‘major milestones, 1ask dependencics, and a
payment Schedule required 10 implement the ijecl It shall also address inira-1ask dependencies,

- resource allocations {both State and Contracior's tcam members), refine the Project’s scope, and establish

the Project’s Schedule. The Plon is documented i In accordance with the Contractor's Work Plan and shall
utitize ngreed upon project management software o support the ongoing manngemcm of 1he Project.

I ASSUMPTIONS

i.1. General - l
i )

a.  The State shall provide tcam members with decision-making authorily lo
support the Implementation cfforts, at the level outlined in the Request for
Proposel Docurmnent State Siaffing Matrix.

{ , R
b b.  All Siate tasks must bc pcrfonncd in accordance with the revised Wark Plan.

c. Al key decisions wnll be resolved within five (5) business days. Issues not
resolved within this initial peried will bc escalated 10 the State .Project
Manager {or resolu||0n

d.  Any acnvmcs. dcmsroas or issucs taken on by the Stale that nffccl the
mutually agreed upon Work Plan timeline, scope, resources, and costs shall
be subject o the |dcnt|ﬁcd Change Conirol process. ‘

c.  The Contractor shall prowdc a separate escrow agreement for the application.
|

1.2.  Logistics -

o.  The Contractor's Team shall perform this Project at State faculmcs al no cost
1o the Contractor.

b.”  The Contractor's Team may perform that work ot a facility other than that .
fumished by the Slatc' when pracucal at their own expense.

|

State of NH Contract _
Date12/2/2020 | |
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¢. The Con(raclor s Tcam shall honor all hohda)s observed by the Contraclor
- or the State, allhough with permission, may choose 10 work on holidays and
: weekends. l

t.3. Project Mapagement
4
n.  The State shall npp;rovc lhc Project Manogement Mclhodology used for the
Project.

b.  The Siatc shall provnde the Project Team with reasonable access 1o the Siate
personnel as needed 10 complctc Pro_;ccl 1asks.

¢. A Projeci folder crested within the Stale System shall be used for centralized
b 4 " storage and rctncval of Project documents, work products, and other material
' and information rclcvant 10 the success of the Project ond required by Project
Team members. This central reposilory is secured by detcrmuung which
team members have access to the Project folder and granting either view or
read/write privileges. The Contractor’s Project Manager will establish and
- maintain this folder. The Siate Project Manager shall epprove aécess for the
State team. DOCumcmauon can be stored tocally for the Contracter and State
team on a “shared” ncmork drive to facifitate case and speed of access. Final
versions of o)) Documeniation shall be loaded 10 the Siate Systeni.

d.  The Contractor assumes that an Allemate Project Manager may be appointed
. from time to time 10 handlc reasonable and ordinary abscnces of the Project
Manager. 5 s

1.4.  Technical Environment anq Management

I & . = :
. 5t 8. The Staie is responsible for providing the hardware, network, and
© communicatign fncililics needed to suppon the Project.

. b.  The Siate shall prowdc the hardware and operating sysiem 10 host the -

Pro_|ccl s dcvclopmcnt and production instances, Hardware and operaling

: sysiem eavironmenis must be sized to suppart &8 minimum of six (6) instances

i -of 1the applicalions (inslances _include:* configuration, developmeni,

system/integration festing, Acceptance Testing, training, snd production).

All instances shalt|be inslallcd on similar hordware configurations and
operaling syslem. '

¢ The Swate's hardware operating environment and supporting sofiware shall
meet the Contracior cedtification requirements for the applications
deployment being installed.
|

-

d.  The Siateis rcsponslblc far providing the lniernet access.

. The Contractor - tcam shall implement Release XX, Vcrswn XXX
applications.

o - . The Contractor w:ll;lcad an cffort, including the Stale of Ncw Hampshire
Operations Team to! |denhfy the hardware requirements for the development,

Stote of NH Contract = : T -
Date: 12/2/2020 : . : i
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tesi and production’ envlronmcnls -The Stale of New Hampshnre shall satisfy
- those hardware requ:rements prior to -the Contractor and Staie of New
Hampshire teams building of the environment.

A

g.  Designated State systems personnel shall be available during normal working
hours and for ndjusiments to operating systems configurations and tuning,

1.5. Conversions

The Contmélor Team's proposal is bnslcd on the assumplion that the Siate’s technical team is
capable of implementing, with ass:slance from the Contractor's technicat team, 8 subset of the
conversions. The Contractor's Team shall Iead the State Wllh the muppnng of the Iegacy Data to

. the Contractor's applications.
Additionally, the Contractor's Team shall:

e

8. Provide the State wuh Contractor’s apphcauon Data rcqmrcmcnls and

_ cxomples, of Data mapp:ngs, conversion scripts, and Data loaders. . The

i . Contrecior’s Team shall identify the AP(s the Siate should use in the design
b and developmen of the conversion.

b.  Provide gundancc n?d assisiance with the use of the Daia londers ond
conversion sceipts provided. : "

Lead the Review of functional and technical Spcciﬁcmioni .

d.  Assist with the rcslolulion of problems and issucs - associated with the
development and Implemceniation of the conversions.

1.6. Project Schedule

.The daia system will be available 10 the Depantinent and community health organizations on the
contract cfTective dare. : '

1.7.  Reporting

* The Contractor shatl conduct quarterly stalus mcclmgs. and provide reports that include, but are
nat limited to, minulcs, action |lems test results, and documeniation.

1.8.  User Training

o.  The Contractor’s Team shall lead the deveiopment of the end-user training
‘ plan : '

]
b. Tram the trainer approach shall be used forthe delivery of end-user iraining.

The State is responsible for the delivery of end-user training. 5

The Sinte shall Schedule nnd track atendance on sll end-user t'ra'ining clnsses.

State of NH Contract . |
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LY

1.9. ~ Performance and Security Measures

o.  The Contracior’s Team shall provide a performance 1es1 workshop to identify
the key scenarios to be tested, the approach and lools required, and best
practices infonnation on perfonmance testing,

b.  The State shall wofk with the Contractor on all testing as set forth in Pant 3 -
Pan 3 - Exhibit F: Testing Services. .

CONTRACTOR ROLES AND RESPONSIBILITIES . ks

2.1.  Contractor’s Team Project[Executive

- The Contractor Team’s Project Executives (Contractor and Subcontracior Project Executives} shall

be responsible for advising on and 'mon:ilorjng the quality of the Services throughout the Project
life cycle. The Project Executive shall advise the Contractor Team Project Manager and the State's
Project leadership.on the best practices for implementing the Coniracior Software Solution within
the State. The Project Executive shali p'anicipate in the definition of the Project Plan and provide

-guidance to the State’s Team.

2.2, Contractor’s Team Project Manag'or

The Contracior Team - Project Manngqr shall have overall résponsibility for the day-to-day
management of the Project and shall plian, track, and manage the activities of the Contractor's
lnplementation Team.  The Contractor Team Project Manager will have the lfollowing

8. Mainiain communications with \he State's Project Manager; b

" b, Work with the Statejin planmng snd conducting & kick-off mecting;

Creatc and maimain|the Work Plan;

d.  Assign the Contraclor Team consuliants to tasks in the Implementotion
Project according 1o ihe scheduled staffing requireinents;

¢.  Define soles and responsibilities of all the Contractor Team members;
. s

f.  Provide monihly update progress repons 1o the State Project Manager;

g Notify the Siale Projcct Manager of requirements for Staie resources in order
to provide sufTicient lead time for resources (o be made available;

h.  Review tosk progress for time, quality, and accuracy in order o achieve
progress; ! _
i Review requireiments and scheduling changes and identify the impact on the

Project in order to i'dcmil'y- whether the changes may require a change of
scope; :

Siate of NH Contract . i i
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m.

n.

# 23 Contractor's Team Analysis
The Contractor Team shall conduct an

understanding of the Steie business
rcqmremcnls mapping:

Implement scope and schedule changes as authorized by the State Project

Manager and with appropnalc Change Control opprovals as identified in lhc
[mplementation Plan;  ~

Inform the Siate Project Managcr and staff of any urgcnl issues if and when
they anse; [

" Provide the State corl\pletcd Project Deliverables and obiein sign-off from the

State’s Project Manager;
Manage handoff to t?c Contracior operaluonal siafT;

Manage Transition Services as needed.

Construct and confirm application test case scenanos;

Produce application configuration definitions and configure the applications;
Conduct tcs‘ling of the configured application;

Produce functionol Specilicaiions for exiensions, conversions, and interlnces;
Assist the State in thle testing of extensions, conversions, ond interfoces;.
Assist the State in execution of the State's Accepln}lcc Test;

Conduct follow-up meelings 1o obtain l’eedback. results,  and
concurrence/approval from the State,

Assist with the conrctuon of conﬁgurnuon problcms identified during
Systcm integration and Acceplance Testing; and

Assist with the tronsition to production.

2.4, Contractor's Team Tasks

The Contracior ican shatl assume the following tasks:

n

= &

State of NH Coniracl
Date:12/2/2020 '

Coniractor's Inivials

- 0%

Development and illcvicw of functional and technical Specification to
determine that they are a1 an appropriaic level of detail and quality;

Dcvclopmcm and Documeuluuon of conversion and interface programs in
accordance with funcnonnl and technical Specificalions;

DechOpmem and Documcntauon ol inswallation procedures;
Dcvclc;pmcn! ond cxccullon of unit lest scnpls
Unit testing ofconvclrsnons and interfaces developed; and

System Integration Testing,

Page 18 of 55
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3. STATE ROLES AND RESPONSIBILITIES .

The fol!owmg State resources have becn identified for the Project. The time demands on the

individual Siate team members will vary depending on the phase and specific tasks of the
o Implementation. The demands on the SubjECl Marer Expens’ time will vary based on the need
' determined by the Stae Leads and the phasc of the Implementation.

3.1.  State Projcct Ma inager

The State Project Manager shall work side- by-sldc with the Contractor's Projeci Manager.. The
role of the State Project Manager is 10 :hanngc Stale resources, facilitatc completion of all tasks
assigned to State siall, and communlcnilc Project status on 8 regular basis. The Staie Project
Manager represents the Siate in sll dcc:smns on [mplememation Project matiers, prowdcs all
N necessary suppont in the conduci of the Implementation Project, and provides necessary State
; resources, as defined by the Work Plan and as otherwise identified throughout the course.of the
Project. The Siate Project Manager has lihc following responsibititics:

= i 8. Plan and conduct a kick-off meeting with ass:s!ancc from lhe Comractor's
team; . s

b.  Assist the ’Comracu;r's Project Manager in the dcvéioplhcm of o detailed
Work Plan;

¢.  Identify and secure the State Project Team members in accordance with the
- Work Plan; :

d. " Dchneroles and rcspon;ibiliiics of all State Projeci Teain members assigned -
to the Project; ' 'y

¢ Ideniify and sceureaccess to additional Siate cnd-user staff as needed 10
support specific areas of knowledge 1f and when required to perfonm certain
Implementation lasks;

f.  Communicate issucs|1o Stale management as necessary io secure resolution
of any matter that cannot be oddressed i the Project level;

g.  Inform the Contractor's Project Manager of any urgent issues if and when
they arise; ‘

h..  Assist the Conlracior;s leam s1aff 10 oblain requested-information if and when
required to perform certain Project tasks;

i.  Manape handoffto Siale op-t_:rmionél siafT; and '
). Manage State s1aff during Tronsition Services as needed.

3.2, State Subject Matter Expert(s) (SME)

The role of the Sta1e SME iS lo assist application leams with an understanding of the State's curren)

‘business practices and ‘processes, provide agency knowledge, and participate in -the.
Implememation. Responsibilities of the SME include the following:

Staie of NK Contenct
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Be the key user and coniaci for their Agency or Depanment:

b.  Auend Project Team training and acquire in-depth functional klnowledge' of
the relevant applications;

.  Assist in validating and documenting user requnrcmcms as nceded;
' d.  Assistin mapping business requirements; "
‘ ¢ Assistin consimcnng test seripis and Data; '
f.  Assistin System Inl.-.granon and Acceptance Testing;
g -Assistin performing conversion and integration 1esting and Daia Verification;
h. Atiend i’rojcci meclings when réqucslcd' and

i.  Assistin training cnd users in the use of the Contractor's Software Solution
and the business processes |hc applicsation suppans.

3.3. - State Technical Lead and Architeet .

.The State’s Technical Lead and Archnecl' reports (o the State's Project Manager and is responsible -
for leading and managing the State’s technical tasks. Rcsponsubnlmes include:

Attend technical Iraining as necessary Lo suppon the Pl‘OjCCI

b.  Assist the State and the Contraclor’s Team Pro;cct Managers to establish the .
detailed Work Plan; :

o Manage the day-to-day aclivities of the Stale’s 1cchnical resources assigned
© to the Project;

d.  Work with State IT) management to oblain Stalc icchnical resources in
accordance with the Work Plan;

e.. Work in partnership with the Contractor and lead the State technical s{aﬂ‘s
efforts in documcmmg the technical operational procedures and processes for
the Project. This is “; Coniracior Deliverable and it will be expected thai the
Contracior will lead the overall effort-with support and assisiance from the
State; and .

State of NH Contract
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3.4. State Application Database ’Administrqtor (DBA) (DolT)

m,

Slnlc of NH Coniract

H

The role of the Staic Application DBA(s) is to work closely with the’
Conteactor’s Team |10 install and maintdin the Application environments
throughout ithe -durstion of the Project. It is imponant that the. Siate

- Application DBA(s) assumes responsibility for the support of these

edvironmenis as soon as possible and conducts the following responsibilities

_ throughout the I:nplcmemnnon Project:

Autend Appl:canon DBA training and acquire in-depth technical knowledge
of application DBA responsibilities, if the DBA has nol alrcady done so;

Work with the Conimacior to finalize machine, site, and producuon
conrgurahon

Work with the Contraclor 1o finalize Iogucnl and physical database
configuralion; |

Wark with the Conlractor ] mstall the Contraclor's-loals, and Contractor’s
Applications for the dcvclopmcnl and fraining environment;

Wark with the Comrzactor to clone additional apphcanon mslanccs as needed
by the application |c%:|ns .

Work with the Comruclor upgradcs 1o the Apphcauon instances s required
by the Teams. Mmmnm a consistenl and constant parity with all instances es
required by Lhe Appltcauon 1cams;

Work with lhc Comr{aclor and the Application teams 1o esiblish and munugc
an instance manager?cm plan throughoul the Project;

Work with the Conliractor 16 establish and execute backup and recovery
procedures throughout the Project;

Manage Operaling Sysu:m adjustments and Sysiein Maintenance 1o maintain
system configurations and Specifications; ©%a

Work with the Application Teams to manage the evailability of Application
instances lhroughoull the Project;

Perfonn rouling Controctor Applicalion monitoring and tuning;

Work with the Contracior to define and test Applicalion scounty, backup and

|
_ recovery procedures; and

Assume rcsponsublhty for the database administration functions, upon
transfer of the Appl:canon 10 the State’s hardware platform.

Develop and maintain role-based sccunty as defined by the Application
Teams;

Establish new Contractor Application user |ds; and

Configure menus, request groups, secunty rules, and cusiom responsibilities.

Daic; 12/2/2020 (% X
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3.5. State Network Administrator (Dol T)
a.  The Sizte Network| Administrator will provide technical suppon rcgnrding
| s nctworking rcquircircnls administration. The responsibilities will include:

n. Ass:ss the ability of the State’s overall network architecuire and capacity to
ndequately suppon mplcmcntcd applications;

b.  Establish connections among the database and npﬁlicalion r:crvers; and

oy ¢.  Esiablish connections emong the deskiop devices and the Application and
g datsbase servers.

3.6.  State Testing Administrator #

The State’s Testing AdnumSlralor will| coordinate the State's testing efforts. Responsibitities
|ncludc

0. Coordinating the dfvclopmcnl of Sys(cm mtcgrauon pecformance, end
Acceptance Tesi plans,

b.  Coordinating System, iniegraiion, performance, and Atcepiance Tests;
e - Chain‘ng 1est Review mectings;

! d. Coordlnallng the State’s team and external lhlrd panlcs involvement in
testing;

c.  Ensuring that proposed process changes arc considered by process owners;
“ 1" .Establish priorities o‘I'Dcﬁcicnci'es requicing resolution; and -
g Trackmg Dcf'cmnc:cs through resolution.
g. | SOFTWARE APPLICATION ~ Not Applncablc

5.  CONVERSIONS - Not Applicable ' g

The following table identifies the planned conversions within the scope of this Contracl,

TABLE 5: Planned Conversions ’ " 5
CONVERSION- (| ompo.\'r-:r'lws LEAD DESCRIPTION
‘ I RESPONSIBITIV S

Swate of NH Conlracl
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6. Cooversion Testing Responsibiliticis ' s

1. INTERFACES - Not Applicable

The Coniractor's Team and the. State, based on their assigned conversion
responsibilities, as set forth fin Part 3 - Exhibil F: Testing Services shall identify

. applicable test scripts and lnSIaIPauon instructions, adapl them to the Project specifics,
- lest the business process, and compare with the documented expected.results. i

The Coniractor’s Team ond the State, based on heir assigned conversion
responsibilities, shatl executclithe applicable test scripts thot complete the conversion

and compare execution resulis with the documented expected results. : oo

The State is responsible for documcnnng the technical Specifications of all programs
that cxiract and formal Data, from the legacy Sysiems for use by the conversion
processes. :

The Contractor's Team anld the Siate, based on their ESSIgncd conversion
respansibilities, shall develop and Unit Test their assigned conversions.

The State and the Contracior!s Teams shal! jointly eonducl System and Integramn
Testing, verifying and validating the accuracy and complclcncss of the conversions.

The State and the Contraclor's| Teams shall jointly vcnfy and validate the accuracy and
complelcncss of the conversions for Accepiance Tesling and production.

Inicrfoces shall be itnplcmcnlgd in c})opcr'alipn with the Siate. The (ollowing Table identifics the
inlerfaces within the scope of this Contragt and their relative assigniment.

TABLE 7: In Scope Interfaces

INTERFACE COMPONENTS |  LEAD | DESCRIPTION

RESPONSIBITIY N

e

. Remainder of -rlu's puge intentionally feft blank

Statc of NH Commu

12/2/2020
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7.1. . interface Responsibilities

C,)

Staie of NH Contract’ =

The Contracior’s Tcam shall pravide the State Conlracmr Apphcauon Data
requirements and examplcs of Dala mappings and interfaces implemented on
other Projects.

The Contractor's Tcam shall |dennfy the APIs the State should usc in the

design and developmeni of the interface.

The Contractor’s Team shall lead the State with thc mapping of lcgacy Data

to the Contractor Application.
|

. The Coniractor's Team shall lead the Review of functional and technical

interface Spccnﬁcauons ) '

The Contractor's Team shall assist the State with the resolution of problems
and issues associated with thc development and [mplementntion of the
interfaces. &

The - Contracior's |Team shall document the functional. and technical
Specifications for the inlerfaces.

The Conltracior's Tleam shall create the mmal Test Plan and related scripts to
Unit Test the interface. The State shalt validate end accept.’

The Contractor’s Team shall develop and Unil Test the interface,

The State and the Contracior's Team shall joinily vcnfy and valldale the
accuracy and complcicncss of the interface.

The State is rcsponfab!c for documenting the procedures required to run the
inlcrfaccs in production. .

The State shall document the 1echnical changcs needed to legacy Systems to
sccommodate the interface.

The State shali develop and test all Icgncy opplication changes nccdcd 10
eccommodate the interface.

The Siate and the Contractor’s Teams shati jointly consiruct 1¢st scripts and
create any Data needed 10 support testing 1he interfaces.

The State is responsible for ali Data extracts and rclatcd fonmatiing needed
from egacy Systems 1o support the interfaces,

The Suate .is responsible for the scheduling of interface operation in
production,

Date: 12/2/2020_ 0
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|
8.  APPLICATION MODIFICATION

To more fully address the State’s requirements, the Coniractor's Team shiall |mplemen| the
followmg applicalion modifications with the Depanment’s communily health organization
parincrs The following iable |dcnnﬁcs the modifications that are wuhm the scope of this Contract,

TABLE 8: Application Modlﬁcnrionls (Contractor Developed)

REQUIREMENT, | COMPONENTS | 'DESCRIPTION
/ FPAR 20 .. Web-based data Panticipaling organizations must be able to manually enter
Requirements entry .clienl visit records into the system,
. ™ | File upload FPAR 2.0 requires 30 new data elements that ngencies

|
Interfaces [ will submii to the sysiem. File upload interfaces must be
r reconfigured.
' Audil Filc upload eudit review ond processing must be updated
1o meet FPAR 2.0 requirements,
Reporting FPAR 2.0 repons must be ercated and made available to

sysiem users,

9.  PRELIMINARY-WORK PLAN -

The following table provides the preliminary agréed upon Work Plan timelabte,

TABLE9: High Level Preliminary NH Broject Plan
_ \ TASK NAME, . DURATION STARL. " EINISH.

Graniee Kickoff ’ 2 wcck% 17187202} 112972021
Subrecipient Engagement 4 monuims V2021 s/ 191202,1.
Eonfigure intcHAges i monlI:\ 91302021 1011572021

QA test, 2 wcck.f:; 10/257202) 1175/2021
Activatc in }’ROD '_ ; 2 weeks : 21412022 21252022
Prod monitoring ' 2 wccksl 2/28/2022 ; 32022

State of NH Contract

Date:12/2/2020 03 :
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EXHIBITJ - SOFTWARE AGREEMENT,

The terms ouilined in the Software Agreement are sei forth belaw:

l.

Siate ol‘Nﬁ Contracl

LICENSE CRANT -

13,

14.

COTS - Not Applicablc
Thé Contracter hcrcby grams to, the State o worldwide, perpetual, irrevocable, non-

. exclusive, non-transferable, I1mncd License 1o use lh: Sofware and its associated

Documcntauon subject to the tenms of the Contract. The State may allew its agenis

|
- and Contractors (o access and use the Software, and in such event, the State shall first

obtain wrilten agreement from such agents and Contractors that each shall abide by
the terms and conditions set forth herein.

SAAS - Grant of Rights

During the Subscripiion Tenn, the Siate wull receive 8 nonexclusive, non-assignable,

royalty free, worldwide right lolacccss and use the Soflware solely for the Siate’s

intemal business operations subjccl to the terms of this Agreement and up 1o the -
number of Licenses documenied in the Agreement.

'Thc Parties ncknowledge that lhIS Agreement i5 a Services ngreement and Contraclor

will not b delivering copies of the SoRware to Cusiomer s pan of the Agreement,
SUBSCRIPTION - Not Applicable

The contractor hereby grants to the Staic a non-transferable, non -sub licensable, non-
exclusive license 10 use Sol‘twhrc and its associated documentation during the
applicable subscription tenm, subj ect ta the 1enns ol the Contract. The State may allow
its agents and Contractors 1o access and use the Soflware, and in such cvent, the State
shall. first obtain written agrccmcnl from such egents and Contractors 1hat each shall.
abide by the terms and conditions set forth herein,

The Parties acknowledge thai lhls Agreement is a Services ngrecnent and Contractor
will not be delivering copies of the Soflware 1o Customer as part of the Agreemen.

CUSTOM SOFTWARE - Not Applicable

The Conractor agrees that any and all work product creasted pursuant to this
Agreement, including but not limited 10 atl Software, are déemed (o be “Work For
Hire” within the meaning of the (‘opynghl Act of 1976. To the extent Contractor is
deemed to have retained eny legal title, rights and interest in these works, Contracior
hereby assigns any and all such l| le, rights, and interest (including all ownership and
inteltectual property nghis) in lhc Software and related work product 10 the State of -
New Hampshire in consideration I'qr the promises set forth within this Agrecment,

Date: 12/2/2020 ~
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' sor-fwmra TITLE

-VIRUSES

~ efforts 1o test the Software for Viruses.

Smlc ofNH Conlracl

Conlraclor s Inilials MS Page 47 of 55

Title, right, and interest (including all{ownership and intellectual property nights) in the
Software provided under this agreement, and its associaled documentation, shall remain with
the Contractor. T :

SOFTWARE AND DOCUMENTATION COPIES i

The State shall be entitled 10 copies of any work product upon request 10 Contractor. Al lhe
¢onclusion of this Agreement, Comractolr agrees to provide atl copies of the Software for sil
versions, including related documcmnuon to the State. Contracior shall not retain any work
product associated with this Agreement unless authorized by the State in writing.

Contractor shall provide the Siate with a sufficient number of hard copy versions of the
Software’s associated Documentation and one (1) electronic version in Microsoft Word and
PDF format. The State shall have the nght to copy the Sofiware and its associnted
Documentation within its possession for:' its inlernal business needs. To the extent thal the
Siate does not havé possession of the Sof,lwarc Contractor shall provide a reasonable number
of copies of the Software end assocmlcd Documentation upon requesi. The Stete agrees to
include copyright and-proprictary notices provided to the Siate by the Contractor on such
copies.

RESTRICTIONS g

Except os othenwise penmucd undcr the Contract, the Siate agrees nol lo

a. Remove'or modify any program markings or any notice of the Contractor’s propructary
rights;

b. Moke the programs of materials uvmlab!c in any manner to any third party for usc in
the third party's business operauons except as permitied herein; or

¢. Causc or pennit reverse engineenng, dlsasscmbly or recomnpilation of the programs.

The Contractor shalt provide Soltware 1l|mt is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the
Specificalions. As a pant of its intemal development process, Contracior will use reasonable

AUDIT

Upon forty-five (45) days writlen nouce the Confractor may audit the State’s use of the
programs at the Conlractor's solc e\pense The State agrees to cooperate with the Contractor’s

|
audit and provide reasonable assistance nnd access (o information. The State agrees that the
Contractor shall nol be ‘responsible I'or any of the Statc's reasonable costs incurred in

. cooperaiing with the audit. Nolmlhslandmg the foregoing, the Contracior's audit nghls arc

subject 10 applicable State and federal laws and regulations,

2020
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1

: |
7. SOFTWARE NON-INFRJNGEMI}:NT

cquipmeni, and Soflware, including sny all component pans thereof such as third pany
Softsware or programs that may be embedded in the Software (“Contracted Resources'™)
provided under this Contract, and thai sdch Services, equipment, and Software do not violate
or infringe any patent, lradcmark copynghl trade name or other intellectual propeny rights
or m;sappropnnlc o trade secret of any third-porty.

. " The Wemanty of non-infringement shnll be an on-going and perpetual obligaiion thai shall

- survivé temination of the Coniract. In |hc event that someone makes a claim ageinst the State -

_that eny contracted resources mfnngc thc:r intellectual property rights, the Contracior shall
defend and indemnify the Siate againsi the claim provided that the State: ]

a. Prompily notifies the Conteactorin writing, not later than 30 days afler the Stale
receives actual writien notice of such claim;

b. Gives the Contractor conirol of the defenseand any settement negotiations; and

¢. Gives the Coniractor the information, suthonty, and assrslnncc reascnably needed to

|
delend against or setile the claint.

Nowwithstanding the foregoing, the Smu-i s counsel may participale in any claim to the exient
the State seeks to assert any immunitics or defenses applicable 1o the Siate,

if the Contractor believes or it is delcnmined thal any of the conircted works may- have
violated someone else's intellectual propcny rights, the Contractor may choose to either
* modify the contracicd resources to be non- infringing or obtain a License 10 allow for continued
use, or if these alicmatives are not comimercially reasonable, the Contractor may end the
License, and require retum of the apphcablc contracted works and refund.all fees the State has

" paid the Contracior under the Contract. l The Coniractor will not indemnify the State if the -

State alters the contracied resources without the Coniractor’s consent or uses it outside the
scope of use identified in the Contractor’s User Documentation or if the State uses a version
of the contracted works which has been superseded, if the infringement claim could have been
avgided by using an unalicred current v:l"s:on of the contracted resources which was provided

" to the Stalc al no additional cost. The Conlraclor will not indemnify the State 10 the extent
that an infringement claim is based upon any infonnation design, Specification, instruction,
Software, Dsta, or matenal not furmished by the Cantractor. The Contractor will aol indemnify

¥ the State to the extent that an inﬁingcﬁcm claim 15 based upon thc combination of -any
- contracted works with any products or Services not provided by the Contractor without the

Contractor’s consent.

.. 8 CONTROL OF ALL COMPONENT ELEMENTS
Contractor acknowledges and agrees 'hnm il 15 responsible for maintaining all Licenses or
pennissions (o usc any third-party Soflware, equipment, or Services that are component parts

of any Deliverable provided under this Agreemeit for the entire terin of the Contract, Nothing
“within this provision shall be consirued to require Contracior to maimain Licenses and

Siate of NH Contract

Date: 12/2/2020 .
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EXHIBIT K - WARRANTY & WARRANTY SERVICES

permissions for ScAware acquired by lh.le State directly or lhrough third-parties wh:ch may be’
integrated with the Contractor's Deliverables.

CUSTOM SOURCE CODE

Should any custom source code be dcchOpcd Coniracior.shall provide the Siaie with a cupy

. of the source code, which shall be subject to the License rights. The Siate shall receive o

worldwide, perpetual, irrevocable, nondexclusive paid -up right .and license to use, copy,
modify and prepare derivative works of ony cusiom developed software.

SOFTWARE ESCROW - Not Applicablc

Contractor agrees (o pmvidc to the State the currentl y existing source ¢ode and any other tgols
and requirements necessary lo creale cx'cculablc or interpretive programs. This infarmation
may be provided 1o the Siate either durf:ctly, with any such protections as requnred by the
Contractor or through a mutually .agreed upon Escrow Agreement. Contractor shall be

~ responsible for all costs associated with |he Escrow Agreement and the-Stale shall not assuine

any liability to the Company or Escrow Agcnl 8s a result of the Agreement.

Conmrector agrccs thai the State shall be entitled 10 utilize the source code in its possession
gnd/or demand a release of -the source codc from the Escrow Agent upon the occurrence of
any of the following events ("Release Events*):

* a. The Contractor hos made an assignment for the benefit of creditors;
b. The Contractor instituies or becomes subject to a liquidation or bankruptcy
: procccding of any kind;
¢. A recciver or similar of'f'ccr has bccn appointed 1o take charge of all or parl of the
Contractor's pssets; |
d. The Contractor 1enminales its maintcnance, opcruuons and support services for the
State for the Software or has ccnsed supporting and mainaining the Software for Ihe
State whether due to its censing to conduct business generally or otherwise, except in
cases where the (ermination or ccssauon 15 a resuli of the non-paymem or other faull
of 1he Siate; l .
e. The Contractor defaults under the Contraét; o
f. The Contractor ceases its on- go:r'ng business operations or thal poruon of its business
operatians relaling (0 the licensing and maintenance of the Sofiware.

Updn the occurrence of a Release Evenl) the Contracior hereby grants the Slalc the right to
usc, copy, modify, display, distribute, and prepare derivative works of the source code, and 1o
authorize others 1o do the same on behalf of the State (Contraciors, agenls, etc.), solely for the
purpose of compleling the perfonnance Iol' the Contraclor's obligations under the Contract,
including, but not limited 10, providing maintenance and support for the Soflware and subject
to'the nghas granted in this Coniract.

The Contracior agrees 1o pay all cosls nssocmtcd wilhi the cscrow covered by lhns Contrnel,
excepl for nominal fecs 10 cover the cos) of reproduction and distribution of retease of the
source codeto the State, including ol relaied reasonable administrative expenses,

¢ 49 offS :
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EXHIBIT K - WARRANTY & WARRANTY SERVICES i
l.. WARﬁANTIES i
1.1, System
2 The Contractor warranis that the Systemwill operate to confonn m- the Specifications, terms, :_md

requirements of the Contract.

1.2,  Software

The Comractor warrants thai the Sonwnrc mctudmg but not limited to the individual modules or

functions fumished under.1hé Contracl, ts properly functioning within the Sysiem, compliant with -

. the requirements of the Contract, and wil] operale in accordance with the Spcc1ﬁcunons and Terms

of the Contract. =~ - z
; For any breach of the above Software warranty, lhc Slalc s remcedy. and the Contracior's cnltire
liability, shall be: :

u. the comection of program ¢mors that cause breach of the wamanty, or if the
Coniracior cannot substantially correct such breach in a commercinlly reasonable
manner, the Siate may end its program license if eny and recover the fees poid to
the Con:ractor for the pr'ogram license and any unused, prcpmd technical support
fees the Siate has paid for lhc prograim license; or

Lev wlfiy

b. there- pcrfonnancc of the dcfcwnl Services; or’ =

¢. if the Contraclor cannot substantially correct a breach in a commercially
“reasonable manncr, the Slatc may end the relevant Services end recover the fees
paid to the Contracior for the deficient Scrwces

1

1.3. NOn-lnfrmgcmen(

Thc Contractor warvants thal it has good lnllc to, or the nght 10 allow the State o use, al} Services,

equipment, and’ Software (“Malerial™) prowdcd under this Contraci, and that such Services,

cquipment, arid Soflware do nol violate of infringe any patent, trademark, copyright, trade name or
; other intelicctual propeny rights or rﬁisnp'proprialc @ trade secred of anythird pany.

'1.4.  Viruses; Destructive Programming
The Contractor warranis thai the Software shall not conlain any viruses, desiructive prograimining,

or mechanisins desigried 1o d»srupt the) perfonnance of the Software in accordance with the
Spccsf'cnnons ' ;

" State of NH Contract
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EXHIBIT K - WARRANTY & WARRANTY sznvncss

LS. Compalibility

The Contractor warrants that atl Sysiem components, including but not limited 10 the components
provided, including any replacement or [upgraded System Software components provided by the
Contracior to correct Deficiencies or as oan Enhancemen, shall operaie with the rest of the System

without loss of any functionality.

@ 1.6.  Scrvices

i+

The Contractor warrants that all Services to be prowdcd under the Contract will be provided
expediently, in a professional manner, injaccordance with industry standards end that Services will
comply with performance standards, Specifications, and terms of the Contract.

17. . Pcrsonncl

The Contrnc(or warrants that all pcrsonncll engaged in Lhe Services shall be qualifi ed 1o perfonn the

& 1.8. Breach'of Data

" Services, and shall.be properly licensed and othenwise authorized to do so under all applncablc laws.

S

The Contractor shall be solely liable for costs associated with any brc&ch_of State Data housed at
their location(s) including but-not limited 1o natification and any damnges assessed by the couns.

2, WARRANTY PERIOD

The Warranly Pcriod-shall retnain in effect until the conclusion or tennination of this Contract and

" indehnitely. ..
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EXHIB!T L - TRAINING SERVICES

EXHIBIT L - TRAINING SERVICES'

L. TRAINING SERVICES

The Contractor shall provide iraining 10 system users as new sites arc added 10 the system, as
' requlrcd 10 suppon system enhancements, or on an “as requested” basis.” User based- training
includes:

v) Y

1.1.  File extract creation and processing

"Health-e-Link provides training on -the creation of batch Nle extracts of family
planning encounter records fror;n sub-recipieni practice management or ¢lectronic -
medical records systems. The extract files are submittéd to the FPDS on & monthly
" basis.

1.2.  Online Duta Entry

‘Health-e-Link provides training|io system users 1o suppon online data eniry and
review of family planning encounter records.

1.3 chorﬂng and data analysis
Health-¢-Link provides training lon the availability, creation and usage of repons
Reporls are available via the suile of siandard, non-standard ond ad- hoc query data
i _analysis and reponing tools.
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" PART J - INFORMATION TECHNOLOGY EXHIBITS:
EXHIBIT M - AGENCY RFP WITH ADDENDUMS

EXHIBITM - AGENCY RFP WITH ADD]ENDUMS

Exhibit M - Not Applicable 10 this Coniract.
: [
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EXHIBIT N - VENDOR PROPOSAL

EXHIBIT N - VENDOR PROPOSAL

Exhibit N - Not Applicable to this Contract. I i i
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|
EXHIBIT O - CERTIFICA TES AND A TTACHMENTIS’

1. CERTIFICATES AND ATTACHMENTS

" oo o
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Contractor’s Certificate of Good Standing

Contractor's Centificate of Yole/Authority
Contractor's Centificate of Insurance
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A. Definitions
The foliowing terms may be reflected and have the described meaning in this document:

: _ 1. “Breach” ‘means the loss ol control, compromise, unauthorized disclosure,

# T unauthorized acquisition, unauthonzed access, or any similar term referring to -
situations where persons other than authorized users and for an other than authorized
purpose have access or potentual access. 1o personally identifiable information,
whether physical or electronic. Wrth regard to Protected Health Information, ” Breach”
shall have the same meaning as the term "Breach™ in section 164.402 of Title 45, -
Code of Federal Regulations. .

2. “Computer Security Incident” sI{all have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, Nat:ona! Institule of Standards and Technotogy. u.s. Department of
Commerce.

3. *Confidenlial Information” or "Conl‘ dential Data™ means all confidential information
disclosed by one party to the other such as all medical, health, financial, public’
assistance benefits and personal information including without ltmnatlon Substance
Abuse Trealment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential tnformation also- includes any and all mformat:on owned or managed by
. the Slate of NH - created, recewed from or on beha!f of the Department of Health and
o Human Services (DHHS) or accessed in the course of performsng contracted services
--of which collection, dlsclosurel protection, and dispasition is governed by state or
federal law or regulation. This mformatuon includes, but is not limited to Protected
Heallth information- (PHI), Personal information (P}, Personal Financial Information
{PFt), Federa!l Tax Information (FTI) Social Security Numbers (SSN), Payment Card
Industry (PCI) and or other sensitive and confidential information.

4. “End User” means any person|or entity (e.g.,-contractor, contractar's employee
business associate, subcontraclor other downstream user, elc.) that receives DHHS
dala or derivalive data in accordance with the terms of this Contracl

5. "HIPAA" means the Health lnsurance Portabitity and Accountablhty Act of 1996 and the
regulations promulgated thereunder.

© 6. “incident” means an acl that potentially violates an exphcu or implied securily policy,
which includes attempts (either falled or successful) 10 gain unauthorized access to a -

syslem or ils data, unwanted dlsruptnon or denial of service, the unauthorized use of a

. syslem for the process!ng or storage of data; and changes to system hardware,

firmware, or software characleristlcs without the owner's knowledge, instruction, or

s consent, Incidents include the loss of data through theft or device misplacement, loss

or misplacement of hardcopy documents and misrouting of physical or electronic mail,

- . 03
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all of which may have the polenual to put the data ai risk of unauihonzed access, use,
disclosure, modification or destruction. - .

*Open ere!ess Network™ means any network or seg'rnehl of a netwark that is not
designated by lhe State of| New Hampshire's Department of Information

. Technology or delegale as a protected network {designed, tested, and approved,

10.

12.

1.
* Prolected Health Information at 45 C.F.R. Part 164 Subpart C, and amendmenis

‘by means of the State, to lransmll) will be considered an open network and not

adequately secure for the transmission of unencryp:ed Pl, PF1, PHI or confidential
DHHS dala

"Personal Information” {or “PI") means information which can be used to distinguish or
frace an individual's idenility, sU ¢h as their name, social security number, personal
information as-defined in New|Hampshire RSA 359-C:19; biometric records, etc.,
alone, or when combined with other personal or idenlifying information which is linked
or linkable to.a specific individu al, such as date and place of birth, mother‘s maiden
name, etc. - .

“Privacy Rule® shall mean the Standards for Privacy of Individually tdentifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
Stales Depanment of Health and Human Services. -

“Prolected Health Informalion {or “PHI") has the same meanmg as provided in the
definition of “Protected Health Iriformation” in the HIPAA Privacy Rule at 45 C. FR. §
160, 103

'Secunty Rule shall mean 1helSecunty Standards for the Protection of Eleclronic
lhereto.

“Unsecured Protected Health Information” means Protected Health Information !hal is
not securad by a technology s'landard that renders Protected Heallth Information
unusable, unreadable, or mdecapherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
Nationat Standards Institute.

|. RESPONSIBILITIES OF._DHHS AND Th’iE CONTRACTOR

1.

2.

A. Business Use and Disclosure of Confidential Information.

The Contractor musl nol use, disclose, maintain or transmit Confidential Information
excepl as reasonably necessary, as outlined under this Contract. Further, Contracior,
including bul not limited to all itsdireclors, officers, employees and agenls, must not
use, disclose, maintain or transmil PH in any manner that would conslitute a violation
of the Privacy and Security Rule. i

The Contractor must not disclose any Confidential Information in resppnée to a-request

1 F
. X : ‘ MS
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1 -

| :
for disclosure on the basus that it is required by law, in response 1o a subpoena, etc.,

without first notifying DHHS so that DHHS has an opportunity to consent or object to
the disclosure. _

3. If DHHS notlifies the Conlractor that DHHS has.agreed to be bound by additiona!
restrictions over and abave lhose uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Secunty Rule, the Contractor must be bound by such
additional ‘restrictions andg musl not disclose PHI in violation of such addmonal
restrictions and musl abide by any additional security safeguards.

¥ .4, The Contractor agrees thal DHHS Data or denvalive there from disclosed to an End
- User must only be used pursuant to the lerms of this Contract,

5. The Contractor agrees DHHS Dala obtained under this Contracl may not be used for
- any other purposes that are nol indicated in this Contract.

e

'6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for. the purpose of mspeclung to confirm compliance with the terms of this
Contract. ;

. METHODS OF SECURE TRANSMISSiON OF DATA

1. Application Encryption. If End User Is transmitting DHHS data containing Confidential
Data between applications, the Conlractor atlests the applications have been
evaluated by an expert know!edgeable in cyber security and that said. application’s -
encryption capabilities ensure secure transmission via the intemet.

2. Computer Disks and Porable Slorage Devices. 'End User may not use compuler disk$
" or portable storage dewces ‘such as 8 thumb drive, as a method of aransmm:ng DHHS -
data.

3. Encrypted Email. End User may ]only employ email to transmit Confidential Data if
email is encryptéd and being sent to and being received by email addresses of
persons aulhoruzed 1o receive such infarmation, i

4. Encrypted Web Slte IfEnd Useri is employing the Web to transmit Confi dennal Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site. .

' 5. Fite Hosling Services, also known as File Sharing Sites. End User may nol use file
hosling services, such as Dropbox or Google Cloud Storage, to transmit Confidential
‘Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mait within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable dewces to transmit Confidential
Data said devices must be encrypted and password- protected

8. Open Wireless Networks. End User may not transmil Confidential Data via an open

t
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10.

wireless network. End User must employ a virlual private network (VPN) when
remotely transmitling via an opan wireless network,

Remote User Communication. If| End User is employing remote communication to
access or transmit Confidential Data a virtual private network (VPN) must be installed
on the End User's mobile dev:ce(s) or laptop from which informalion will be
transmitted or accessed. 2

SSH File Transfer Protocol (SFTP) elso known as Sécure File Transfer Protocol. If -
End User is employing an SFTP to {ransmit Confidential Data, End User will structure

" the Folder and access pnw!eges to prevent inappropriale disclosure of information.

11.

SFTP tolders and sub-folders usedllor transmitting Confidential Data will be coded for 24-
hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours).

Wireless Devices. If End User is lransrmrlmg Confidential Data via wireless davices, all
data must be ancrypted to prevent mappropnate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Conlraclor will only retam the data and any denvalwe of the dala for the duration of this
Contract. After such time, the Conlractor will have 30 days to desiroy the dala and any
derivative in whatever form it may exusl unless, otherwise required by taw or permitted under

“this Contract. To this end, the parties must:

A. Retentnon -

1. The Contractor agrees it w:!l not slore, transfer or process data collected in
connection with the' servnces rendered under this Contract outside of the United
- States. This physical Iocalnon requirement shall also apply in the implementation of
cloud computing, cloud serwce or cloud storage capabililies, and mcludes backup
data and Disaster Recovery tocalions.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detec! potential security evenis that can impact State of NH systems andfor
Department confidential mformahon for conlractor provided systems.

3. The Contractor agrees 1o prowde security awareness and education for its End Users
in support of protecting Depanmen! confidential information.

4. The Conlractor agrees to rela:n all electronic and hard-copies of Confidential Data .
in a secure location and identified in section IV. A. 2

5. The Conlractor agrees Confidential Data slored in a Cloud must be in 2
FedRAMPII—iITECH complaanl solution and comply with-all applicable statutes and
regulations regarding the privacy and securily. All servers and devices must have
currently-supported and hardened operating syslems, the latest anli-viral, anti-
hacker, anti-spam; anti- spyware and anti-malware utilities. The environment, as a -
whole, must have aggresswe{mlrusion -detection and firewall protection.

; i os
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v 6. The Contractor agrees 1o and ensures its complele cooperation with the Stale’s
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. Ifthe Contractor will maintain any Confidential Information on its systems (or its sub-
contraclor systems), the Contractor will maintaln a documented process for securely

" disposing of such dala upon request of the Department ; and will oblain written
cédtification for any State of IMew Hampshire data destroyed by the Contractor or
any subcontractors as a part of ongoing, emergency, and or disasler recovery
operations. When no Ionger in use, electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with induslry-accepled standards for secure deletion and media
sanitization, or otherwise physncally destroying the media (for example, degaussmg}
as described in NIST Specual Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Ins!atute of Standards and Technology U. S. Department of
Commerce. The Contractor w1l| document and certify in writing at time of the data
destmctlon and will provide \written certification 10 the Departmen! upon request.
The written certification will |chude all details necessary to dembnslrate data has
been propery destroyed end validaled. Where applicable, regulatory and

. professional standards for retenhon requirements will be ;ounlly evalualed by the

State and Contractor prior lo destruction.

2. If spplicable based on the Data Migration Plan in Parl 2 of the Contracl, the
Contractor agrees ta destroy identif edConfidential' Dala using a secure method such as
shredding,

and will completely daslroy all rdentuf ed electronic Conr dential Data by means of

data erasure, also-known as secure dala wiping.

IV. PROCEDURES FOR SECURITY
A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
. derivative data or files, as follows:

" The Contractor will maintain. proper security conlrols to protect Depariment conr dential
information collacted, processed, managed and/or stored in the delivery of contracted
servicas.

2. The Contracior will maintain pohmas and procedures 1o protect Department conf denlial
information throughout “the mformallon lifecycte, wheie applicable, (from creation,
translormation, use, storage and secure deslruchon) regardiess of the media used lo
store the data (i.e,, tape, disk, p'aper elc.).

3. The Contractor will maintain appropri'ale authenticalion and access controls 1o

. i , 03 S
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contractor systems that co!lecl} transmit, or store Depanmenl confidential information
where apphcable ;

The Contractor will ensure proper secunty monitering capabilities are in place to detect

- polential security events that can impact State of NH systems and/or Department

10.

11,

confidential information for contraclor provided. systems,

The Coniractor will provide regular security awareness and education for its End Users
in suppon of prolecting Department confidential information.

If the Conlractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an intemnal process or processes that defines specific secunty expectalions,
and monitoring compliance to security requirements that at a minimum, maich those for
the Conrractor including breach notife catron requirements;

" The Contraclor will work with Ihe Department 1o sign and cornply with all applrcab!e

State of New Hampshire and Depanmenr syslem access and authorization policies and
procedures, systems access forms, and computer use agreements as parnt of oblaining
and maintaining access to any; Department system(s). Agreements will be completed
and signed by the Contraclor and any applrcable sub-contractors prior to syslem
access being authonzed

If the Department determrnes the Contractor is a Business Assocrate pursuant to 45
CFR 160.103, the Conlraclor r-vrll execule a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreément.

‘The Contractor will work with the Depaniment at its requesl 1o complete a Syslem

Management Survey. The purpose of the survey is 10 énable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Conlractor engagement. The survey will be completed
annually, or an alternate time frame at the Departmenis discretion with agreement by
the Contractor, or the Depanmen{ may requesl the Survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Conlrac!or will not store, knowingly or unknawingly, any State of New Hampshire
or Depaniment dala offshore or outsrde the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department|

Data Security Breach l__iabi!ity.g In the event of any securilty breach Contractor shali
make efforts to investigate the causes of the breach, promptly take measures to prevent
fulure breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all cosls of response and recovery from the breach,
including but not limited ‘to: credrt monrtormg services, mailing costs and costs

" 03
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12.

13.

4,

13

_ breach.

associated with website and tLIephone call center services necessary due to the

-

Conlraclor must, comply with ali applicable statutes and regulalions regarding the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of Pl and PHI! at a level and scope that is not less than lhe
level and scope of requirements applicable to federal agencies. Including. but not
limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), OHHS Privacy Act
Regutations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45 C.F.R. Pans 160
and 164) that govern protection's for individually identifiable heallh information and as
applicable under State law.

Contractor agrees lo establish and maintain appropriate adm:mstrallve technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to ul The safeguards must provide a level and scope of
securily that is not less than lhe level and scope of security requirements estabtished
by. the State of New Hampshlre Depariment of Informalion Technology. Refer to
Vendor ResourcesfProcuremenl at hitps://www.nh.gov/doit/ivendorfindex.htm for the
Department of Information Techno!ogy policies, guidelines, standards, and
procurement information relating to vendors. - .

Conlractor agraes-to maintain aldocumen'led breach nolification and incident response
process. The Contraclor will noufy the State's Privacy Officer and the State's Security
Officer of any securily breach_ mmeduately at the emait addresses provided in Section -
V].- This Includes a confi dentlal information breach, computer security incident, or
suspected breach which aﬁectsI or includes any Stale of New Hampshire systemns that
connect to the State of New Hampshire network.

L 1
Contractor must reslrict access to the Confidential Data obtained under this Contract ™
to only those authorized End Users who need such DHHS Data to perform their
official dulies in conneclion wulh] purposes identified in thls Contract.

. The Conlractor must ensure that gll End Users:

a. comply with such safeguards as referenced in Section IV A, above, implémented-
to protect Confidential Informallon that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

C. ensure thatlaptops and: other electronic dewc.es!medua containing PHI, Pl, or PFI
are encrypled and password protecled,

d. send emails containing Conhdent:al tnformation only |l encmgted and belng senl
o and being received by emanl addresses of persons authorized 1o receive such
information. I

e. (imit disclosure of the Cbhﬁd_ential Information to the extent permitted by law.
. ; :
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i

I Confidential Information received under this Contract and individually identifiable

* data derived from DHHS Data musl be stored in an area thal is physically and
technologically secure Irom access by unaithorized persons during duty hours -

as well as non-duty hours (e.g., doar locks, card keys, biomelric ldentlﬁers etc.).

g. only authorized End Users may transmit the Confidential Dala, mcludmg any
derivative files conlaining personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on poriable media as required in section IV above.

h. in all other inslances Conﬁdentual Data must be maintained, used and disclosed
using appropriate safeguards as determined by a risk-based assessmenl of lhe
circumstances involved.

i: understand that theur user credenlials {user name and password) musl nol be
shared wilh anyone. End Users will keep their credential informalion,. secure.
‘This applies to credentials used lo access the site directly or indirectly through a -
third party applicalion. .

Contractor is responsidle for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite mspechons to monitor compliance with this Contracl,
including. the privacy and security requuremenls provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed

of in accordance with this Contract.

LOSS REPORTING ' ' ;

£=

The Contractor mus! nofify the State’s Privacy Ofﬁcér and Security Officer of any Security
Incidents and Breaches immediately, al the email addresses provided in Section VI.

The Contraclor mustTrther handle| and report Incidents and Breaches invalving PHI in
accordance wilh the agency's documented Incident Handling and Breach Nolification
procedures and in accordance wdh 42 CFR. §§ 431.300 - 306. In addilion to, and
natwithstanding, Contractar’'s comphance with all applicable obligations and procedures,
Conlraclor's procedures must also address how the Contractor will:

1.
2. Determine if personélly identifiable infarmation is involved in Incidents;
3.
4

Identify Incidents;

Report éuspecled or confirmed Incidenls as required in this Exhibit or P-37;
Identify and convene a core response group to determine lhe risk level of Incidents

.and determine risk-based responses o Incidents; and

Determine whether Breach notification is required,: and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different-
options, and bear costs associaled with the 8reach notice as well as any mmgahon

measures.
: e [ 03
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Incidents andfor Breaches that im

" applicable, in accordance with NH RSA 359-C:20.

VI.  PERSONS TO CONTACT
A. DHHS Privacy Officer:

b

DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:

DHHSInformalionSecurityOffice@dhhs.nh.gov

1

V4, Last update 1/08NE i
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CERTIFICATION REGARD[NG DRUG-F‘REE WORKPLACE REQUIREMENTS
] ' '

The Conlractor identified in Section 1.3 of tha General Provisions agrees to comply with the provisions of
Seclions 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Tille V, Sublitle D; 44
U.S.C. 701 et seq.), and further agrees 1o have|the Contractor's representative, as idenlified in Séctions
1.11 end 1.12 of the General Provisions execule the following Certilicatian;

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

i I

© US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
U5 DEPARTMENT -OF EDUCATION - CONTRACTORS ) :
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Seclions 5151:5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Titte V, Subtille D: 41 U.S.C. 701 el seq.). The January 31,
1989 regulalions were amended and published;as Part Il of the May 25, 1990 Federal Register (pages
. 21681-21691), and require certificalion by grantees (and by inference, sub-grantees and sub-

conltraclors), prior to award, thal they will maintain a drug-free warkplace. Section 3017.830{c) of the -
reguiation provides'that a granlee (and by infeience. sub-grantees and sub-contraclors) that is a Slate

. may elect to make one certification to the Depaflmenl in each.federal fiscat year in lteu of certificatas for
each grant during the federal fiscal year covereg by the cenification. The centificale sel.oul below is B
malerial representation of facl upon which reliance is placed when the agency awards ihe grani. False
centification or viclalion of tha certificalion shail pe grounds for suspension of paymenls, suspension or -
terminalion of grants, or government wide suspension or debarment. Coniraclors using this form should

send it lo: ‘

"Commissioner _
NH Qepartment of Heallh and Human Services 4
129 Pleasant Street,
Concord, NH 03301-6505

‘1. The grentee certifies that it will or will continye to provide a drug-lree workplace by:

i e 1.1, Publishing a stalement nolifying employaas that the unlawlu! manufacture, dislribution,
dispensing, possession or use of & c6n1roll_ed subslance is prohibiled in the grantee’s
workplace and specifying the aclions,that will be taken against employees for violation of such
prohibition; - ’

1.2, Eslablishing an ongoing drug-free awareness program to inform employees about
1.2.1.  The dangers of drug abuse in the workplace:
1.2.2. -The grantee's policy of mainlfaining a drug-free workplace; .
1.2.3.  Any avallable drug counseling, rehabitilation, snd employee assislance programs; and
1.2.4.  The penallies that may be imposed upon employees for drug abuse violations e
occurring in the workplace: - ' -
1.3, Making it a requirement thal each employee to be engaged in the performance of the grant be
. given a copy of the slalement required by Section 1.1, . :
i 1.4.  Nolifying lhe employee in the statement required by paragraph (a) that, as a condition of
' employmenl under the grant, the employee will ‘
1.4.1.  Abide by the terms of the slalement: and 4 .
©1.4.2. Nolify Lhe employer in wrlllng‘lo! his or her conviction lor a violalion of & ¢riminal drug
slalute occurring in the workplace no Jater than five calendar days after such
. conviction; ’
1.5.  Nolifying the agency in wriling, wilhin!lan calendar days afier receiving notice under
subparagraph 1.4.2 from an employee or otharwise recelving actual notice of such conviclion.,
Employers of convicted employees mus! provide nolice, includidg position title, 1o every granl
officer on whose grant aclivity the conviclad employee was working, unless the Federa! 'qﬂfﬁqy.
a q S

A

| "
Exhibit D - Certification regarding Drug Free Cantractor tliats |
’ Workplace Requéremenls 12/2/2020.
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has desugnaled a central point for the receipl of such nolices. Notice shallinclude the
identification number(s) of each affecled grant;
1.6. Taking aone of the following actions, Wllhln 30 calendar days of receiving notice under
K subparagraph 1.4.2, wilh respec! to any employes who is so convicted
* 1.6.1. Taking appropriate personnel action against such an employse, up to and Including
termination, consistent with ihe requirements of the Rehabilitation Act of 1973, as
. amended, or .
1.6.2. Requiring such employea to pamcupale salisfactorily in a drug abuse assislance or
tehabilitation program approved for such purposes by a Federal, State, or local health,
: law enforcement, or olher appropnate agency;
y 1:7.  Making 8 good laiih effor Lo continue lo maintain a drug-free workplace through
= implementation of paragraphs 1 1.1.2,1.3,1.4, 1.5, and 1.8,

2. The.grantee may insert in the space provided below the sita(s) for the performénce of work done in
. “ conneclion with the specific-grant.

Placéf-'ot Performance (sireel address, cily, county, slate, zip code) (iist each location)

.
]

Check Q if there are workplaces on file tha! are not Identified here.

Contraclor Name;

o riig,
. wmoo  Deculigaed by! .
12/2/2020 o Midiadd, Shlmade
Date ; [Name: ICHAET SteTmach

Tie:  president/ceo’

il

I 03
| (%
i Conlracior tnltigls .

Exhibit D - Centification regarding Orug Free
o ) . . Workplaco Requiremenls - 127272020
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i CEI‘!TIFICA.TIOMI REGARDING LOBBY|NG

I ]
The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Seclion’319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 1.5.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 4,11
and 1.12 of the General Provisions execule the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (tndlcale applicable program covered)
*Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcement Program under Tutle V-0
*Socigl Services Block Grant Program under Tille XX
*Medicaid Program under Tille XiX

*Community Services Block Grant under Tille VI
*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and beliel, Ihat:

1, NoFedera! appropnated funds have been paud or will be paid by or on behalf of Ihe undersigned, to
any person for influencing or altempling to tnﬂuenoe an ofiicer or employee of any agency, a Member
of Congress an officer or employee of Congress or an employee of a Member of Congress in

connection wilh the awarding of any Federal conlracl, continuation, renewal, amendment, or
modification of any Faderal contracy, grant, Ioan or cooperalive agreement (andsby specnﬁc menlion
sub-grantee or sub-contractor),

2. If any funds other than Federal appropriated funds have been paid or will.be paid to any person for
influencing or attempling to influénce an offncer or employee of any agency, 8 Member of Congress,
an officer or employee of Congress, or an employee of @ Member of Congress in connection with this
Federal contract, grant, loan, or cooperalive, agreement (and by specific mention sub-grantee or sub-

_ coniraclor), the undemgned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with ils instructions, attached and rdentul‘ ed as Standard Exhibit-E-1.) -

3. The undersigned shall require that the tanguage of this certification be included in the award
document for sub-awards al all tiers (uncludmg subconiracls, sub-grants, and contracts under grants,
loans, and cooperative agreements) and thai all sub-recipients shall certity and disclose accorgingly. -

This certification Is a-material. represenlalaon of fact upon which reltance was placed when this transaction
- was made or enlered inlo. Submilssion of this cemhcatuon is a prerequisite for making or entering into this
transaction imposed by Section 1352, Tille 31, U S. Code. Any person who fails to file the required
certification shall be subjecl 1o a civil penally of 0ot less than $10.000 and not more than $100,000 for
each such faifure.

Vendor Name:

3 Docusigned by;
12/2/2020 Micarl Shlmacl
Date ' aima M1Chad) stelmach
Title: h
President/CEO
i o
@i
Exhibk £ Can;tﬁcalion Regarding Lobbyi'!a Vendor Initlals

' . 12/2/2020
CL/ONS/1 16713 Poge 1 011




Docusign Envelope |D: 0DB06B6B-AFBB-4601-8525-D8BF8555144C

DocuSign Envelope 1D: 23091 24D-9037—‘4208~9C4F-71 F8socDDB733 TR

‘DocuSign Envclnpe ID: 4070226C- 3951-4ETO-BFW~EF?BO&4AZDM

New Hampshire Department of Health and Human Servicos

Attachment 1B - State Agency Exhibits

Exhibit F

CERTIFICATION REGAROING DEBARMENT, SUSPENSION
AND OYHER RESPONS|BILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees lo comply with the provisions of
Executive Office of the President, Execulive Order 12549 and 45 CFR Part 78 regarding Debarment,
Suspension, and Other Respons:bmty Matters, and turther agrees to have the Contractor's
representative, as identified in Sections 1.11 and| 1.12 of the General Provisions execute the following -
Certification: ) . i <

INSTRUCTIONS FOR CERTIFICATION
1.

The prospechvé primary participant shall provide immediale writlen notice to the DHHS agency to

By signing and submitting this proposal {conlract), the prospective primary participant is brow.;i'ding the
certification set oul below, o ¥

The inability of a person to provide the certification required below will not necessarily resull in denial
of panicipation in this covered transaclion. If necessary, the prospective participant shall submit an
explanalion of why il cannot provide the cemﬁcahon The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this lransaction However, failure of the prospeclive primary
participant to fumish a certification or an explanatlon shall disqualify such person from participation in
this transaction.

The cemﬁcahon in this clause is a malesial representauon of fact upon which reliance was placed
when DHHS determined 1o enter into this transacuon If it is later determined that the prospeclive
primary participant knowingly rendered an erroneous cerlifi cation, in addilion 1o other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default,

whom this proposal (contract) is submitted if at any lime the.prospective primary pariicipani learns
that its certification was erroneous when submltted or has become erroneous by reason of changed
clrcumstances

The lerms “covered lransaction,” "debarred "I*suspended,’ ‘ineligible " “lower tier covered
(ransaction,” "participant,” “person,” “primary covered transaction.” “principal,” “proposal,” and
*voluntarily excluded,” as used in this clause' have lhe meanings set oul in the Definitions and
Coverage seclions of the rules mplementmglExecm:ve Order 12549: 45 CF RPant78. Seethe’
aftached deﬁnmons

The prospective primary participant agrees by submilling this proposal (contract) that, should the

- proposed covered transaclion be entered mto it sha!l not knowingly enler into any lower lier covered

transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered lransachon| unless authorized by DHHS.

The prospeclive primary participant further algrees by submitting this proposal that it will include the ;

clause titied “Certification Regarding Debarment, Suspension, ineligibility and Voluntary Exclusion -

Lower Tier Covered Transaclions,” provided by DHHS, withoul modificalion, in all lower tier covered i
transactions and in all solicitations for lower lier covered transactions. ' I

A padicipant in a covered transaction may rely upon a certification of a prospective parlicipant in a e
lower tier covered transaction thal it is nol debarred suspended, ineligible, or involuntarily excluded "
fram the covered lransaction, unless it knows that the certification is erroneous. A parlicipant may

decide the method and frequency by which it determines the eligibility of its principals. Each

participant may, but is'not required to, check the Nonprocuremenl List {of excluded panties).,

Nothing contained in the foregoing shall be construed to require eslablishment of s system of fecords
in order to render in good faith the certificalion requured by this clause. The knowledge and |

Exhivit F = Cenificalion Begarding Debarment, Suspension Canleactor Initials
And Gther Respensibility Mattars .12/2/2020
Dale

CURHEN 10713 Page 1 0l.2
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information of a participant is no! required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealmgs

10. Excepl for transactions suthorized under parlagraph € of these instructions, if a panticipant in a
covered transaction knowingly enters into a Iower tier covered transaction with a person who is
suspendead, debarred, ineligible, or voluntanly excluded from participalion in this ransaction, in
addition to other remedies available to the Federal government, DHHS may terminate this ransaclion
for cause or default z

PRIMARY COVERED TRANSACTIONS i ;
11. The prospeclive primary parlicipant cemﬁes to the best of its knowledge and beliel, that it and its
principals:
~ 11.1. are not presently debarred, suspendad proposed lor debarmant declared Inel:gibla or
: voluntarily axcluded from covered transactlons by any Federal department or agency;
) 11.2. have not within a three-year period precedmg this proposal (contracl) been convicted of or had
a civil judgment rendered agains! them for commission of fraud or a criminal offense in -
connection with obteining, attempting ! to obtain, or performing a public (Federal, State or local)
transaction or a contract under a pubhc transaction; violation of Federat or State antitrust
.stalutes or commission of embezzlemenl theft, forgery, bribery, falsificalion or destruclion of
records, making false statements, or recemng stolen property;
" 11.3, zre nol.presently indicted for otherwise criminally or.civilly charged by a governmental enmy
" - (Federal, State or local) with commission of any of the offenses enumeraled in paragraph ()){b)
of this certification; and
‘11.4. have not within e three-year period preceding this application/proposal had one or more public
lransactions (Federal, State or local) terminaled lor cause or default

12. Where the prospecuve primary participant i is unable to cenify lo any of the statemenis in this
cerification, such praspective panicipant shall attach an explanallon to this proposal (contract).
LOWER TlER COVERED TRANSACTIONS _ B
43. By signing and submitting this lower tier proposal (contract), the prospeclive lower tier participant, as
defined in 45 CFR Parl 76, certifies to the besl of its knowledge and beliel that it and its principats:
s 13,1, are not presently debarred, 5u5pended proposed for debarment, declared ineligible, or
. voluntaiily excluded from pamcnpalmn in this transaction by any federal department or agency.
13.2, where the prospective lower tier paruc:pam is unable to cerify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract). 2K

14. The prospeclive lower tier participant further agrees by submitling this proposal (coniract) that it will
include this clause entiled “Certification Regarding Detarment, Suspension, Inel:g:btlrty and
voluntary Exclusion - Lower Tier Coverad Transaclions,” withou! modification in all lower tier covered -
transactions and in all solicitations for lowet tier covered transaclions: -

*

Contractor Name:

, .l —omutiones vy
12/2/2020 Michacl Stulmadk,
Date : Vo enagl steimach
Tilte:

" .President/Ce0

b3
i [ MS
Exhith £ - Cumr:cauon Roglrdlng Dobarmant, Suspension Conlrmctor Indtials
. And Othol Reaponsiblily Matters 127272020
CLVDHHSN 10713 [Page2dt2 Date
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERT INING

FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS ANO.
- WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of thé Contracior's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
cerlification: . - .

Contractor will comply, and will require any subgraniees or subconlractors to comply, with any applicable
federal nondiscrimination requirements, which may include;

- the Omnibus Crime Conirol and Safe Streats Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding undeér this slalute from discriminating, either in employment practices or in
the delivery of services or benefils, on the basis]ol race, color, retigion, national origin, and sex. .The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Juslice Delinquency Prevention Act of 2002 (42 U.5.C. Seclion 5672(b)) which adopts by
" reference, the civil rights obligations of the SafelSlrgels Act. Recipients of federal funding under this
statute are prohibiled from discriminating, eitheriin employment practices or in the delivery of services or
benafits, on the basis of race, cotor, religion, national origin, and sex. The Act includes Equat
Employment Qpportunity Plan requirements; ‘

- he Civil Rights Act of 1984 (42 U.S.C. Sectian|2000d, which prohibits recipients of fedéral financial
assislance from discriminaling on the basls of race, color, or-nationa! origin in any program or activity),

- the Rehabilitation Act of 1873 (200U.5.C. Seciipn"fgd), which prohibits recipients of Federal financial
assislance from discriminaling on the basis of disability, in regard 1o employment and the delivery of
services or benefils, in any program or activity, . i

- the Americans with Disabililies Act of 1990 {42|U.5.C. Sections 12131-34), which prohibits
discriminalion and ensures equal opportunity for persons with disabililies in employmenl, State and local
government services, public accommodations, commercial facilities, and transportation; :

- the Education Amendments of 1972 (26 U.S.C: Sections 1681, 1683, 1685-86). which prohlblis

. distriminalion on the basis of sex in federally assisted education programs;

- the Age Discrimination Ac! of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or aclivities receiving Federal financial assistance. Il does nol include
employment discrimination; i

- 28 C.F.R. pl. 31 (U.S. Depanment of Justice Regulations — QJJOP Granl Programs): 28 C.F.R. pl. 42
(U.5. Department of Justice Regulations-— Nondiscrimination; Equal Employment Opportunity; Policies
"and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
- organizations); Executive Qrder No: 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations; 2

-28 C.F.R. pt. 38 {U.S. Depariment of Justice'Regulations - Equal Trealment for Faith-Based
Organizations); and Whislleblower protections 41 U:8.C. §4712 and The National Defense Authorization
-Act (NDAA) for Fisca!l Year 2013 (Pub..L..1 12-2319. enacled Janvary 2, 2013} the Pilot Program for
Enhancement of Contract Employee Whistleblower Prolections, which protects employees against
reprisal for certain whislie blowing activities in connection with federal grants and conlracls.

The cenrificate set out below is a material representalion of fact upon which reliance is placed when the-
agency awards the granl. False centification or violation of the certification shall be grounds for
suspension of payments, suspension of terminalion of granls, or governmenl wide suspension or
debarmenit. B2 -

Y - D3
Exhibil G ) { MS
Contiecior Initlals _———

Confication bl Comphance with 14cui emants pasining 10 £ edersl Noodstiminaion, Equsl Tresnmend of Feitr-Raaes Crpanizasany
. g Whistebiows: protecdons 3
C wmne _ ; | g o A2/2/2020
I LV TR Page 1 0f2 ‘Date
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on lhe grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient wil forward a copy of the finding to the Office for Civil Rights, to
the applicable contracling agency or division wnhln lhe Department of Healih and Human Services, and
to the Department of Health and Human Serwces Qffice of the Ombudsman.

The Centractor identified in Section 4.3 of the General Provisions agrees by signature of the Conlractor's

representative as |dennned in Sections 1,11 and 1.12 of the General Provisions, 1o execule the foliowing

certification: ¥ i :

). By signing and submmmg this proposal {contract) the-Contraclor agreeé to comply with the provisions
indicated above. .

5 Conlractor Name: L

" Daculigned by:
12/2/2020 _ | Midharl Stlmade
Date .maﬂ Stelmach .
' Tile:  pregident/cE0

'\An

: . 3 [ B3
Exhibil G : . MS
’ Contractor Inllialy: , 1

Condication i Campliencs wilh sagudements penaining © Feoersl Hondiorimingtion, Equal Treatment of Fsh-Dased Orparizstions
e, 12/2/2020
fee, A . Page 20 2 Date .
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CERTIFICATION REGARD_!_NGTENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Pari C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regulary for the provision of health, day care, education,
of library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federa) grant. contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facililies funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug of alcoho! treatment. Failure
lo comply wilh the provisions of the law may resdl1 in the imposition of a civil monetary penalty of up to
51000 per day and/or lhe imposition of an administrative compliance order on the responsible emtity.

The Contraclor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's .
representative as identified in Section 1.1t and 1.12 of the General Provisions, lo execule the following
certification:

1. By signing and submitting this contract, the Conlractor agrees lo make reasonable efforts to comply
with all applicable provisions of Pp.blic Law 102-227, Part C, known as the Pro-Children Act of 1994,

Contractor Name:

o DecuSigied oy |

12/2/2020 | Midiael Shlmacs )

‘Date _ '  |Neme I eNaeT stetmach

- i Tile:  president/ceo

. 0y
Exhibi H - Cenlfication Regarding , Contractot Initigls

CUDHHS 19713 Page 10l 1

Environmental Tobacco Smoke . "12/2/2020
. Cate _____
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACY

BUSINESS ASSOCIATE AGREEME&JT

The Contractor idenlified in Secllon 1.30f !he General Provisions of the Agreement agrees to
comply with the Health Insurance Ponablluty and Accountability Act, Public Law 104-191 and
wilh the Standards for Privacy and Secunty of Individually Identifiable Health Information, 45
CFR Paris 160 and 164 applicable lo busnness associales. As defined herein, “Business
Associate’ shall mean the Contractor and. subcontractors and agents of the Contractor that
receive, use or have access 1o protected heallh information under this Agreement and “Covered .
Entnry sha!l mean the State of New Hampshire, Depariment of Health and Human Services.

b

a.

“b.

&

e,

—

m

-

k.

-Breach” shall have the same meaning
Cede of Federal Regulations.

Definitions.

“Busingss Associate” has the meaning g
of Federal Regu’lalions

“Covered Entity” has the meaning g:ven such term in section 160 103 of Title 45

Code of Federal Regulalions.

. "Designated Record Set” shall have the

in 45 CFR Section 164,501,

“Data Aggreqalion shaII have the same
Sectlon 164.501.

"Health Care Operations” shall have the
in 45 CFR Seclion 164.501:

‘HITECH Act” means the Health Informa

ilaes the term “Breach” in section 164.402 of Title 45,

iven such term in section 160.103 of Title 45, Code

same meaning as the lerm “designated record: set”
meaning as the term “data ag'gregation" in 45 CFR
same mearning as the term “health care operations”

tion Technology for Economic and Clinical Health

Act, TitleX!li, Sublille D, Part 1 & 2 of the American Recovery and Reinvestment Act of

2009,

"HIPAA" means the Heal1h Insurance Po
104-191 and the Standards for Privacy a
i lnlormatuon 45 CFR Parts 160, 162 and

Nability and Accountahility Act of 1996, Public Lew
nd Security of Individually Identifiable Health
164 and amendments therelo.

“Individual” shail have the same meaning as the term “individual” in 45 CFR Seclion 160.103

and shall include a person who quahﬁes
CFR Seclson 164.501(g).

“Privacy Ru g' shall mean the Standards

as a personal represeniative in accordance with 45

for' Privacy of Individually Identifiable Health

Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

"Prolected Heallh Information” shall have the same meaning as the term “protected health

information” in 45 CFR Seclion 160.103, |Im'uled to the informalion created or recewed b*

Business Asscciale frorn oron beha" of Covered Enmy
32014

Exhivh )
Healih lnsyram Portabllity Act
Businoss Associate Agreement
Page 10/8

12/2/2020
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I, "Required py Law" shall have the same meaning as the term “required by law" in 45 CFR
Section 164.103.

m. “Secretary” shall mean the Secretary of lhe Departmenl of Health and Human Semces or
histher designee.

n. “Security Rule” shall mean the Secunly Standards for the Protecuon of Electronic Protected
Health Information 8145 CFR Part 164, Subpart C, and amengdmenis thereto,

0. "Unsecured Protected Heallh Intormgugn means protecled heaglth information that is not

secured by & lechnology standard that renders protected health information unusable,

unreadable, or indecipherable to unauthonzed individuals and is developed or endorsed by
a standards developing organization thatjis accrediled by the Amedcan National Standards
Institute,

p. Qther Definitions - Alf terms not otherwise defi ned herein shall have the meaning S
established under 45 C.F.R. Paris 180, 162 and 164, as amended from time to time, and the
HiTECH 5] K, s
Act.

(2) Business Assoclate Use and Disclosure of Protected Health Information. '

‘a. Business Assocuate shall not use, dnsclose maintain or transmn Protected Heallh
Information {PH!) except as reasonably necessary lo provide the services outlined under
Exhibit A of the Agreement. Further, Business Associale, including but not limited to all

- its direclors, officers. employees and agents shall not use, disclose, maintain or transmit

~ PHl in any manner that would constitlte a vialation of the Prwacy and Secunty Rule.

b. Business Associate may use or dlsclose PHI:
I Forthe proper: management and administration of the Business Assocuate
' i 1 As required by law, pursuanl fo the terms set forth in paragraph d. below; or
. For data aggregation purposes for the health care operations of Covered
Enlity. .

To the extent Business Associate is permilled under the Agreement to disclose PHI to a
third party, Business Associate rnus.:t oblain, prior o making any such disclosure, {i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as r€qu1red by law or for the purpose for which it ‘was
disclosed ta the third party; and (ii) an agreement from such third party 1o nolify Business
Associate, in accordance: with the HiPAA Privacy, Security, and Breach Nolification
Rules of any hreaches of the conﬂdentnahry of the PHI, to the extent il has obtained
i knowledge of such breach,

d. The Business Associate shall not unless such disclosure is reasonably necessary to
provide services under Exhibil A of the Agreemenl disclose any PHI in response to a
reques! for disclosure on Ihe basis thal il is required by law, without first notifying
Covered Enlity so that Covered Entuty has an opporiunity 1o object to the dusclosure and
o seek appropriate relief. If Covered!Entity objects 1o such disclosure, the Busd 'ﬁ. S

- 32014 Exnibit ) Conlraclor njlials ™
’ Heatth tnsurance Porability Act
Busmoss Assodalo Agreeman! 12/2/2020
. Paga2 0!8 - Dale .
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(3)

32014

Associate shall refrain from disclosmg the PH! until Covered Entity has exhausted all
remedies.

if the Covered.Entity nolifies the Busmess Assoclate that Covered Entity has agreed to
be bound by additional restrictions 0ver and above those uses or disclosures or security

safeguards of PHI pursuant to the Prwacy and Security Rule, the Business Associate
shall be bound by such additional restncuons and shall not! disclose PHI in violation of
such addilional restrictions and shalllabide by any additional  security safeguards.

o

Obligatio é d Activities of Business ocla

The Business Associate shall notlfy ihe Covered Enmy s Prwacy Officer immediately
after the Business Associate becomes aware of any use’ or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incidenl thal may have an impact on the
prolected health information of the Covered Entity. -

5
The Business Assoaale shall immedialely perforrh a risk assessment when it becomes
aware of any of the above situations! The risk assessment shall include, but not be
limited to:

‘o The nature and extent of the prolecled health informalion involved, including the
types of identifiers and the I|keluhood of re-identification,
o The unauthorized person used the protected health mformauon or to whom the
disclosure was made;
o Whelher the protected health Imlormahon was actually acqwed or viewed ?
o The extent 1o which the risk to the protected health information has been
L., Mmitigated. .

The Business Associale shall complete Ihe risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in wriling to the
Covered Enlity. . !

I
The Business Associate shall cornply with afl sechons oi-the Prwacy Security, and
Breach Notificalion Rule

Business Associale shall make available all of its internal policies and procedures, books
and records relating 1o the use and dusclosure of PHI received from, or created or
received by the Business Associate on behall of Covered Entity to.the Secretary for
purposes of determining Covered Enlity's compliance with HIPAA and the Privacy and
Secuifity Rule. L

Business Associate shall require all of its business associates thal receive, use or have
access 10 PHI under the Agreement, to agree in wriling 10 adhere to the same
rgstriclions and condilions on the use'and disclosure of PHI conlained herein, including
the duty to return or destroy the PHI as providegd under Section 3 {l). The Covered Entily
shali be considered a direct third party beneficiary of the Contractor’s business agsgpgiate -
agreements wuh Conltractor's mlended business associales, who will be recelwﬁﬁgl

IExhlbll | Contractor Indtialy it
Haalth Insuianco Portability Act i
Buslness Associate Agresmant © o 12/2/2020 )
Page Jolg Dale . "
|
|
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~amendment and incorporate any such:
-obligations under 45 CFR Section 164.526.

pursuant to this Agreement, wilh nghls of enrorcernenl and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37} of this Agreement for the purpose of use and dlscfosure of
protecled health information.

Within five (5) busrness days of receipt of a written request from Covered Entity,
Business Associate shall make avarlable during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHt to the Covered Entity, for purposes of enabling Covered Entity to determine

. Business Assoclale’s compliance wilh the terms of the Agreement,

Within ten (10) business days of recewrng a written request from Covered Entity,

Business Associate shall provide access 1o PHI in a Designated Record Set to the -

Covered Enlity, or as directed by Covered Entity, lo an individual in order (o meet the

requrremenls under 45 CFR Seclion 164 524,

Within ten (10) business days of receiving a writlen request from Covered Entity for an .
amendment of PHI or a record about an individual contained in a Designated Record

Set, the Business Associate shall make such PHI-availablé to Covered Entity for A
amendment lo enable Covered Enlity to fulfill its

Business Associate shall document such disclosures of PRI and information related to
such disclosures as would be requrred for Covered Enlity to respond to a request by an
individual for an accounling of disclosures of PHI in accordance with 45 CFR Seclion
164, 528 .

Wthrn ten (10) business days of receiving a writlen requesl from Covered Entity for a
request for an accounting of d:sclosures of PHI, Business Associate shall make available -
to Covered Entity such information as Covered Entrty may.require to fulfill its obligations
to provide an accountmg of drsclosures with respect to-PHI in.accordance with 45 CFR
Section 164, 528

in the event any individual requests access to, amendment of, or accounting of PH!
directly from the Business Associale, the Business Associate shall within two (2)
business days forward such request Io Covered Enlity. Covered Entity shall have the
responsibility of responding to forwarded requests, However, if forwarding the
individual's request to Covered Entity would cause Covered Enlily or the Business
Associale to violale HIPAA and the anacy and Security Rule, the Business Associate

. shall instead respond to lhe individual' s request as required by such law and notify

Covered Entity of such respanse as saon as praclicable.

Within ten (10) business days of termination of the Agreement, {or any reason: the
Business Associale shall return or deslroy as specified by Covered Enlily, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall.no! relain any cop:es of back-up tapes of such PHI. If return or

* deslruction is not feasible, or the dispasilion of the PHI has been olherwise agreed to in

the Agreemenl, Business Associale shall continue lo'extend the protections of the

" Agreement, to such PHI and limit further uses and disclosures of such PHI to those

purposes that make the return or destri.rclion infeasible, for so long as Business

Exhibit) . Contractor tnhials MS
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Associate manmams such PHI If Covered Entity, in its sole discretion, requires that.the
" Business Associale desiroy.any or all PHI, the Busingss Associate shall certify lo
Covered Entity that the PHI has been destroyed.

{4)  Obligations of Covered d Entity

-8. Covered Entity shall notify Business Assocnale of any changes or limitation(s) in its
Notice of Privacy Practices provided 10 individuals in accordance with 45 CFR Section "
164.520, to the extent that such change or limilation may affect Business Associate’s
use or disclosure of PHI.

. b.  Covered Entity shall promplly notify Busmess Assocna!e of any changes in, or revocauon
of permission provided to Covered Entuty by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuam to 45 CFR Section
164.506 or. 45 CFR Section 164.508)

c. . Covered enlity shall promplly notify Bumness Assoc|a1e of any restrictions on the use or
disclosure of PHI that Covered Enlity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may.affect Bus:ness Associate's use or disclosure of

C " PHL

{5) Termination for Caua’e*

e

In addition to Paragraph 10 of the slandard terms and condmons {P-37) of this .
' Agreement the Covered Entity may immediately terminate the Agreement upon Covered
< Entity's knowledge of a breach by Business Associale of the Business Associate
* Agreement set forth herein as Exhrbll 1. The Covered Enlity may either immedialely

lerminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach wilhin a limeframe spemﬁed by Covered Entity. If Covered Enlity
determines that neither termination nor cure’is feasible, Covered Enlity shall report the
violation to the Secrelary. ]

cim (6) Misgellaneous_,
.a. " Definitions and Requlatory References. All terms used, but not otherwise defined herein,

shall have the same meaning as those terms in the Privacy and Security Rule, amended
. from time to time. A reference in lhe'Agreemenl as amended to include this Exhibit |, to

a Section in the Privacy and Securny Rule means the Section as in effect or as -

amended. :

b. Amendment. Covered Entily and Business Associale agree to take such action as is
necessary 10 amend the Agreement, lrom lime to time as is necessary for Covered
Enlity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal|and slate faw.

c. Data Ownership. The Business Assocaale acknowledges that it has no ownership rights
with respect to the PH) provided by of created on behalf of Covered Entity.

d. [niergrelallo The parties agree thal any amblgmty in the Agreement shall be resolyed
- to permit Covered Entity lo comply with HIPAA, the Privacy and Secunty Rule.

04 Exhibil | Contractor Inltials MS
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e. Searegation. If any term or condition'of this Exhibit | or the application thereof to any
person(s) or circumstance is held mvahd such invalidity shall not aflect other terms or
conditions which can be given eflect wnihout the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

[ Survival. Provisions in this Exhibit | regatdmg the use and disclosure of PHI; feturn or
desiruction of PHI, extensions of the protectlons of the Agreement in séction (3} |, the
defense and indemnification prowsnons of section (3) e and Paragraph 13 of the

" slandard terms and condluons (P- 37) shall survive the termination of the Agreemenl

IN WITNESS WHEREQF, the parties hereto have duly executed this Exhibit I.

Departmenl of Health and.Humén Services s8Cwlink Tec'hno‘l'ogies. Inc.
i o = saselibe Contractor
(?i.‘. M. They ; ' Midearl Stulmed ,
Signalure of Autharized Representative  Signalure of Authorized Representalive
patricia M. Tilley Ty nl-n'chae'i Stelmach
Name of Authorized Representative Name of Authorized Representative.
. Deputy Director
: Pres1dent/c50
#  Tille of Authorized Representalive Title of Authorized Represenlahve
100 = 3 ?2/2/2020 : : ¢

Date ‘ Date

F

:oa
V2014 Exhnli | - Coniraclor Inklats &

Health insurance Portabillty Act . .
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CERTIFICATION BEGARDING THE EEDEﬂAL FUND[NG ACCOUNTABILITY AND TRANSPARENCI

ACT {FFATA) COMPLIANCE

The Federal Funding Accountability and Transpalrency Act (FFATA) requires prime awardees of individual
Federsl grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
dala related 1o executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent granl modifications resull in a total award equal to or over
$25,000, the sward is subject to the FFATA reponing requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Oepartment of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subjec! to the F FATA reporting requirements:

Name of entity

Amaunt of sward

Funding agency

NAICS code for conlracls ! CFDA program number for grants i

Program source :

Award lile descriplive of the purpose of the funding action .

Location of the entily

Principle place of perfformance

Unigue identifier of the entity (DUNS #)
. Total compensation and names af the top fi ive executives if:

10.1. More than 80% of ennual gross revenues ara from the Federal governrnent and those

_revenues are greaier than $25M annually and
10.2. Oompensatron information is not already available Lhrough reporung to the SEC.

2OBADNA N

[=]

Prime grant recipients must submit FFATA requ:red data by the end of the month plus 30 days. in which

the award or award amendment is made,

The Contractor identified in Section 1,3 of the Genetal Provisions agrees to comply with the provisions of -
The Federal Funding Accountabilily and Transparency Act, Public Law 108-282 and Public Law 110-252, at
and 2 CFR Part 170 (Reporting Subaward and Executwe Compensahon Information), and further agrees

lo have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions

execute the loliowing Certification:

The below named Contractor agrees to provide needed information es outlined above to the NH

Department of Health and Human Services and to comply with all applrcabla provisions of {he Federal

Firancial Accounlab:l:ty and Transparency Act.

;Contraclor Name:

1
o |

b y Du;.‘hmdbr
12/2/2020 l Midiacl Shlm.cb.
Date = ‘Name: XTh

!lee

4

]

Pres'ident/cso

[qs
Exhiblt J -~ Comﬁumn Rngnrdmg tho Foders) Funding Contrncior lnitiats

Acouunubttily And Transparency Act (FFATA) Complianco 12 /2 /2020
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FORM A

As the Contractor identified in Sectron 1. ol the
below listed questions are true and accurate.”

60580

1. The DUNS number for yo_ur entity is:

General Provisions, | certify lhat the responses to the-

]
|}

1005

2. Inyour businiass or organization's preceding

completed fiscal year, did your business or orgamzau::n'

receive (1) 80 percent or more of your annual gross revenue in U.S, federal conlracls, subcontracts,
loans, grants, sub-grants. and/or cooperative agreements; and {2) $25,000,000 or more in annual

gross revenues fromU.S. federal contracts,
cooperative agreements?

X NO

.YES
If the,answe'r te #2 above is NO, stop here

If the answe} 10 #2 above is YES, please an

business or organization through periodic re

subconltracts, loans, grants, subgrants, and/or

swer the foflowing:

Does the public have access to information aboul the compensahon of the executives in your

porls filed under section 13{a) or 15(d) of the Securities

Exchange Acl of 1934 (15 U.5.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of

19867

X

NC ~YES

If the answer to #3 above i YES, stop here

If the answer to #3 above is NO, please answer Ihe ldllowing:

' orgamzat:on are as lollows:

Mmichael P. stelmach
Name:

Name:‘

Name:

Name:

a

Name:

fU

R CUDHHSA 1071

Exhibh J - Cenification
Accountabilily And Tlansparancy Adl (FFATA) Compliznce

The names and compensation of the five most highly compensated officers in your busmess or

190,000
Amount:

Amount;

“amount;

Amounl:

Amount;

03
(2
Contractor Initials
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