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STATE OF NEW HAMPSHIRE CQ 5

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Weaver 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4561
Fax: 603-271-4827 TDD Access: 1-800-735-2964
Tain N. Watt www.dhhs.nh.gov

Director

November 20, 2024

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301-

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Sole Source amendment to an existing contract with Bio-Tech Medical
Software, Inc. d/b/a BioTrackTHC (VC #261504), Fort Lauderdale, FL, to continue to provide a
platform for a therapeutic cannabis patient registry, by increasing the price limitation by $300,000
from $400,000 to $700,000 and by extending the completion date from December 31, 2024 to
December 31, 2027, effective January 1, 2025, upon Governor and Council approval. 100% Other
Funds (Therapeutic Cannabis Program).

The original contract was approved by Governor and Council on June 19, 2019, item #77:
and amended on December 22, 2021, item #5B; and most recently amended on December 21,
2022, item #22.

Funds are available in the following account for State Fiscal Year 2025 and are anticipated
to be available in State Fiscal Years 2026, 2027, and 2028, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified.

05-95-90-901010-38990000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND

HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF HEALTHCARE ACCESS
EQU & POL, THERAPEUTIC CANNABIS PROGRAM

tate Increased ;

: Class / . Job Current Revised
Y'gg?' Account | ClassTitle | Nimber Budget (Dﬁ%gﬁﬁd’ Budget
2020 | 102-500731 | Contracts for | gnnnna68 | $219.274 $0 $219,274

Prog Svc ’ '
2021 | 102-500731 | Contracts for | o0hn0868 | $110,051 $0 $119,051
Prog Svc ’ '
Contracts for
2022 | 102-500731 Prog Svc 90000868 $61,675 $0 $61,675
Contracts for
2023 | 102-500731 Prog Svc 90000868 $0 $0 $0
Contracts for
2024 102-500731 Prog Svc 90000868 | $0 $0 $0
Contracts for
2025 | 102-500731 Prog Svc 90000868 $0 $300,000 $300,000




His Exceflency, Govemor Christopher T. Sununy
and the Honorable Councﬂ
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Contracts for 3 $0 ' $0 $0
2026 | 102-500731 Prog Svc 90000868 N

Contracts for : $0 " $0 ' $0
2027 | 102-500731 Prog Sve 90(1100868

Contracts for ' $0 $0 $0
2028 102-500731 Prog Svc 90900868 _ .

TO,TAL: ~ $400,000 '$300,000 $700,000

!
i
EXPLANATION

This request is Scle Source because| MOP 150 requires all amendments to agreements
originally approved as sole source to be .identified as sole source. The Department has
determined that maintaining the existing system is the most cost-efficient option to meet _program
and client needs. This includes determmatlon that developing and transitioning to a new product

would be cost prohibitive and not provide necessary upgrades o program delivery. This request

is also necessary to avoid any lapse in therapeutlc cannabis program patient registry services.

The purpose of this request is to allow the Department to continue utilizing the Contractor's
therapeutic cannabis data system to mamtam a therapeutic cannabis program patient registry. In
addition, extending the contract by three (3))years will allow the Department adequate time to
explore additional solutions that meet the neelds of program delivery and client services.

Approximately 15,000 qualifying patients, 1,100 designated caregivers, and 1.400'

certifying medical providers are supported byithe current registry database system.
The Department will contmue to monltor contracted services through:

+ Verification and valldauon revuews of the quality.and completeness of project
deliverables. !

b .
* Reporting of lessons leamed with recommendations for incorporation of best
practices into future projects. :

* Project status reports summarizing the progress of ongoing projects, monitoring
findings, and recommendations for, improvements.

+ Project Closure Report including a final Project Assessment, Findings, and
‘Recommendations.

Should the Governor and Council not authorize this request, the Department will not have
a functioning therapeutic caninabis registry database solution which will create data security and
operational risks and will impede patient access 1o services.

Area served: Statewide

In'the event that the Other Funds become no Ionger available, General Funds will not be
requested to support this program.

Respectiully submitted,

Lori A. Weaver
Commissioner

The Department of Health and Humcml Services’ Mission is to join communities and families -
in providing opportunities for citizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATICN TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

t
|
i
i
Denis Goulet ]
Commissioner : }
!
|
!

November 18, 2024

Lori A. Weaver, Commissioner
Department of Health and Human Services |
.State of New Hampshire
129 Pleasant Street
Concord, NH 03301

Dear Commissioner Weaver:

This letter represents formal notification, that the Department of Information Technology (DolT)
has approved your agency’s request to entet intola contract amendment with Bio-Tech Medical Software,
Inc. d/b/a Bio TrackTHC, as described below ancl| referenced as Dol T No. 2019-059C.

The purpose of this request is to cohtin‘ue to utilize the therapeutic cannabis registry database
services. '

The Total Price Limitation shall increase Py $300,000 for a New Total Price Limitation of
$700,000, effective January 1, 2025, upon Governor and Council approval through December 31,
2027. - !

A copy of this letter should accompany thle Department of Health and Human Services' submission
to the Governor and Executive Council for appro;val.

Sincerely,

Denis Goulet

DG/jd
Dol T #2019-059C

cc: Ken Gagne, 1T Manager,. Dol T

"innovative Technologies Today for New Hampshire's Tomorrow"
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) = State of New Hampshire -
Department of Health and Human Services
; Amendment #3

."This Amendment to the Commermal Cannabls‘lnventory Tracking Software System contract is by and
between the State of - New - Hampshire, Department of Health and Human Services ("State" or
“Department") and Bio-Tech Medical Software, Inc d/b/a BioTrackTHC ("the Contractor").

WHEREAS, pursuant to'an agreement {the "Contract") approved by the Governor and Executive Council
on June 19, 2019 (ltem #77), as amended on December 22, 2021 (Item #5B), and as most recently

* amended on December 21, 2022 (Item #22), the ‘Contractor agreed to perform certain services based upon
the terms and conditions speuf ied in the Contract as amended and in consideration of certain sums
specified; and - |

WHEREAS, pursuant to Form P-37, General Rrovisions, the Contract may be amended upon written
agreement of the parties and approval from the Gevernor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties h:ereto agree to amend as follows:
1. Form P-37 General Provisions, Blobk 1.7, Completion Date, to read:
December 31, 2027
2. Form P-37, General Provisioné, Block 1.8, Price Limitation, to read:
$700,000
|
|
inktiat
Bio-Tech Medical Software, Inc. d/h/a BioTrackTHC ~ A-S-1.3 Contractor Initials,
Sﬁgg;g-DPHs -17-TCPPR-01-A03 Page 10f 3 ate Lye0yches
v
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3

All terms and conditions of the Contract and prior amendments not modified by this Amendment remain
in full force and effect. This Amendment shall be effective January 1, 2025, upen Governor and Council
approval. .

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

! .
State of New Hampshire

Deﬁar’tment of Health and Human Services

bowSlnnud by:
o
11/20/2024 Tain o
Date Name:lain Watt

. ]
Title: pirector - oPHs

Bio-Tech Medical Software, Inc: d/b/a BioTrackTHC

' sllgnedhy:
11/20/2024 _ ‘ Jason: thurman.
Date Nan?e: ason Herman

Title: pirector

Bio-Tech Medica! Software, Inc. d/b/a BioTrackTHC  A-S-1.3

$5-2019-DPHS-17-TCPPR-01-A03 Page 2 of 3
v.7.12.23 i

|
i
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The preceding Amendment, having been reviewed by this 6fﬁce, is approved as to form, substance, and

execution. - - !
' OFlrICE OF THE ATTORNEY GENERAL
DocuSigned by:
12/3/2024 ‘ﬁﬂtjm Qunsino

Date Name:Rebyn Guarino
o0
' Title: attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: i (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:

Bio-Tech Medical Software, Inc. d/b/a BioTrackTHC  A-S-1.3

55-2019-DPHS-17-TCPPR-01-A03 Page 3!0f 3
v, 7.12.23 :
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o ._
State of New Hampshire

Departﬂnent of State

|

!

| .
CElRTIFICATE :

|

E

L + !
[, David M. Scanfan, Sccretary of State of the State of New Hampshirc, do hercby certify that BIO-TECH MEDICAL
SOFTWARE. INC. is a Florida Profit Corperation registered 1o transact business in New Hampshire on December 13, 2016. 1

further certify that all fees and documents réquired by the Secretary of State’s office have been received and is in good standing as .

far as this officc is concerned.

Business [D: 761246
Certificate Number: 0006797167

[N TESTIMONY WHEREQF,

| hereto set my hand and cause to be affixed
the Seal of the State of New Hampshiré,

I this 24th day of October A.D. 2024,

David M. Scanlan

Secretary of State
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CERTIFICATE OF VOTE/AUTHORITY

I, Dr. Moe Afaneh of Bio-Tech Medical Software D/B/A BioTrack do hereby certify ihait:
S

1. | am the Chief Operating Officer of Bio- Tech Medical Software D/B/A BioTrack.

2. That the Director.of Government- Affairs and Project Management is hereby authorized on behalf
- of this company to enter into said contracts with the State, and to execute any and all documents,
agreements, and other instruments, and any amendments, revisions, or modifications thereto, as
he/she may deem necessary, desirable or appropriate, and Jason Herman is the duly elected
Director of Government Affairs and Proje<|:t Management of this company.

3. | further certify that itis understood that t;he State of New Hampshire will rely on this certificate as
evidence that the person listed above currlently occupies the position indicated and that they have -
full authority to bind the company and that this authorization shall remain valid for thirty (30) days

~ from the date of this certificate. ;

i i ;
M&"/\ | 10/30/2024

Name: Dr. Moe Afaneh : | '~ Date
Title: Chief Operating Officer
Company Name: Bio-Tech Medlcal Soﬂware D/B/A BioTrack
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ACORD.  CERTIFICATE OF LIABILITY INSURANCE er0s

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ON,LY_AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S}, AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
It SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer any rights to the certificate holder in lieu of such endorsement(s).

PRODUCER | GORLACT Jimmy Jang '
Edgewood Partners Ins. Center | LgN,fo Exg: 770 5524245 (A, wo): 770 232-9202
2405 Satellite Boulevard ioonEss: Jimmy.Jang@epicbrokers.com
Duluth, GA 30096 INSURER(S} AFFORDING COVERAGE NAIC #
770 232-0202 INSURER A ; Citizens insurance Company of America 31534
INSURED . I INSURER 8 : Houston Specialty Insurance Company 12936
BioTech Medical Software \NSURER ¢ ; Houston Casualty Company 42374
6750 North Andrews Ave #325 | NSURERIDE
Fort Lauderdale, FL 33309 0 SURERIEE |
5 lr INSURER F :
COVERAGES : CERTIFICATE NUMBER: | REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM QR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED QR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY, HAVE BEEN REDUCED BY PAID CLAIMS. '

'l["*rsuR TYPE OF INSURANCE .’:.'_g';ﬂw POLICY NUMBER @?_B%R%% (ﬂﬁ:'ﬂgfv% | LIKITS
A | X| COMMERCIAL GENERAL LIABILITY - OBAJ53392301 08/23/2024 | 08/23/20255 EACH OCCURRENCE $1,000,000
J cLamsamoe | X] occur : PRMAREIQRENTED . |5300,000
LA . . . . MED EXP {Any one person) 5 5,000
PERSONAL & ADV INJURY _ {$1,000,000
"GENL AGGREGATE LIMIT APPLIES PER:; GENERAL AGGREGATE £2,000,000
X| poLicy I:, 5’38, D Loc PRODUCTS - COMPIOP 466 | 52,000,000
OTHER: ) §
A | AUTOMOBILE LABILITY OBAJ53392301 08/23/2024(08/23/2025 o momeny  o-s UMIT 11,000,000
ANY AUTO ; BODILY INJURY (Per person} | §
: D T iﬁ;‘ggmm BODILY INJURY (Per accident) | %
| X| XUFSs oy AUTOS ONLY (Por accens o= |3
s
A | X|UMBRELLALIAB | X loccur | . | OBAJ53392301 08/23/2024|08/23/2025 EACH OCCURRENCE $1,000,000
EXCESS LIAB CLAIMS-MADE ; o AGGREGATE $1,000,000
OED | | RETENTION § ! ) $
e i e L T&
&;lggzgsggﬁ%tﬁggggﬁcuﬂvED NIA E.L. EACH ACCIDENT $
{Mandatory in NH) E.L. DISEASE - EA EMPLOYEE| §
) , dascribe under :
DESCRIPTION OF OPERATIONS balow E.L. DISEASE - POLICY LIMIT | 5
B |Executive Liab. _ ' PCMLHS00001760, [11/13/2023(02/10/2025 $3,000,000
C |Tech E&O H24TG3312101 02/10/2024(02/10/2025 $5,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, AddRiional Remarks Schedule, may be attached If more space Is required)

CERTIFICATE HOLDER CANCELLATION
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
State of New Hampshire THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Department of Health and Human ACCORDANCE WITH THE POLICY PROVISIONS.
Services; Division of Public
Puhlic Health Sﬂwices . AUTHORIZED REPRESENTATIVE

29 Hazen Drive . W’
LConcord, NH 03301

© 1988-2015 ACORD CORPORATION. All rlghts reserved.

ACORD 25 {(2016/03) 1 of1 The ACORD name and logo. are registered marks of ACORD
#57025208/M7008922 KWI102
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ACORD
V

CERTIFICATE OF LIABILITY INSURANCE

16MR

DATE (MWOO/YY YY)

120212024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT SETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the poficy(ies) must have ADDITIONAL INSURED provisions or be
endorsed. If SUBROGATION IS WAIVED, subject to the torms and conditions of the policy, certain policlies may require an endorsement. A
staternent on this certificate does not confor rights to the certificate holder in lieu of such endorsemant(s).

PRODUCER

ADN RISK SERVICES SOUTH INC
3550 LENOX ROAD NORTHEAST
SUITE 1700

ATLANTA GaA 20328

CONTACT
NAME:

Aon Risk Services, Inc of Florida

[AIC, No, Ext): 333-506 1544

FAX
{ANC, No}:

EMAIL
ADDRESS:

work comp{@irinet.com

! INSURER(S) AFFORDIRG COVERAGE

NAIC #

| INSURER A : Indamnity Insurance Cormpany of North America

INSURED

43575

TriNet Group. Inc. LIC/F Bio-Tech Medical Softwara, Inc. [NSURERA’:
1 Park Place, Suite 600 INSURER C :
Dublin, CA 94588.7683 SSoReoh
INSURERE :
INSURERF -
COVERAGES CERTIFICATE NUMBER:i15837740 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TC THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
[ EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR] ADDL[SUBR : POLICY EFF | POLICY EXP
LTR TYPE OF INSURANCE et R POLICY NUMBER MmO YYY] | awporvvyy) uMITS
COMMERCIAL GENERAL LIABILITY ' EACH OCCURRENCE 5
l DAMAGE 70 RENTED
CLAIMS-MADE GCCUR PREMISES (Ea occurrence} 5
MED EXP {Any one parson} 3
PERSONAL & ADV INJURY 3
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $
|| poucy PROJECT Loc PRODUCTS - COMPIOP AGG | §
OTHER $
COMBINED SINGLE LTRTT
| AUTOMOBILE LIABILITY {Ea sccident) $
|| ANY AUTO —F BODILY INJURY (Per person] | §
OWNED SCHEDULED
AUTOS ONLY AUTOS BODILY INJURY {Per sccident) | §
HIRED NON-OWNED PROPERTY DAMAGE
AUTOS ONLY AUTOS ONLY {Per accldent) $
s
| | UMBRELLA LIAB OCCUR EACH QCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE $
DEC I | RETENTION §
WORKERS COMPENSATION x | FER l UTH-
AND EMPLOYERS' LIABILITY . YIN . STATUTE ER
ANY PROPRIETOR/PARTNERIEXECUTIVE ; :
A | OFFICERMEMBER EXCLUDED? E NIA WIRIE57356238 07/01/2024 | 07/01/2025 [E-LEACHACCIDENT : 2,000,000
{Mandatory In NH) £.L. DISEASE - EA EMPLOYEE| § 2,000,000
It you, describe undar e
DESCRIPTION OF OPERATIONS bslow E£.L. DISEASE - POLICY LIMIT | $ 2,000,000
DESCRIPTION OF OPERATIONS | LOCATIONS / VEHICLES (ACORD 101, Additional Remarks' Scheduls, may be hed if more space is required)
Workars Cc_:mpmutibn,coverage is limited to worksile amployeas of Bio-Tech Madical Software, In¢, through a to-employment agresmant with TriNet KR 111, Inc.,

CERTIFICATE HOLDER

Bio-Tech Medical Software, Inc.
8750 N Andrews Ave

Suits 325

Fort Lauderdale, FL 33309

|  CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

d?on (R_ﬂk "8&#4:23 .8out/|. Qne

ACORD 25 (2016/03}

.

® 1988-2015 ACORD CORPORATIQN. All rights reserved.

The ACORD name and Iogo are registered marks of ACORD

{
|
]
i
|
i
!
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STATE OF NEW HAMPSHIRE
nzpmmwr OF HEALTH AND HUMAN SERVICES
DIVISIQN OF PUBLIC HEALTH SERVICES

I
29 HAZEN DRIVE, CONCORD, NH 03301
603-27i-4501 * 1-800-852-3345 Ext. 4501

Lori A. Shibinette

' Commbxsloner Fax: 6032714827 TDD Access: 1-800-735-2964
. www.dhhs.nh.gov

Patricls M. Tilley

'Dlregtor |
|
December 5, 2022

His Excellency, Govemnor Christopher T. Sununu
and the Honorable Councll

State House

Concord, New Hampshire 03301

RE UES'I'ED ACTION

Authorize the Department of Health and Human Services, Divisioh of Public Health Services,
to enter into a Sole Source amendment to an'existing contract with Bio-Tech Medical Software, Inc.
dfbla BioTrackTHC, (VC#261504), Fort Lauderdals, FL to'continue to utilize the therapeutic cannabis
registry database services, by extending the comp!etlon date from December 31, 2022 to December
31,2024, effective upon Govemor and Councll approval with no change to the price limitation of
$400 000. 100% Other Funds (Therapeutic C?nnabis Program).

-The original contract was approved by Govemor and Council on June 19, 2019, item #77 and
most recently amended with Governor and Councll approval on December 22, 2021, item #5B.

Funds are avallable in the following account for State Fiscal Year 2023, and are anticipated

_ to be available in State Fiscal Year 2024, upon the avaltability and continued appropriation 6f funds

in the future operating budgét, with the authomy to adjust budget line items within the price limitation
and ericumbrances between state ﬁsm! years through the Budget Office, if needed and justified.

05:95-90-901010-3899 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POLICY & PERFORMANCE.
‘THERAPEUTIC CANNABIS PROGRAM . ;

22

State I increased L
e Class / : Job Current Revised
Fiscal o Class Title : . {Decreased) | ..
Year | Account Nun?ber Budget A ount Budget
= X i
2020 | 102-600731 C‘I’,’:gg"s'ﬁf’ 9000?868 ' $219,274 $0 $219,274 -
2021 | 102500731 c‘l’,';ggcs‘f’;“ 9000?868 $119,051 | o $119,051
.. . . 1w ) 3
2022 | 102-500731 g‘;’:g;“’éi;“ 90000868 | - 361,675 " $0 $61,675
: Contracts for 7"
2023 | 102:500731 | RO | oooogees $0 $0 $0
Contracts for e , _ K-
2024 | 102500731 | “GLIS " | sooogss $0 $0 so.
Totar | $400,000 50 $400,600

 The Depcrlmcnl of Health-and Huma

“in-providing opportunities for citizens to'achieue health and independence.

n Gervices' Mission is 10 join communities ond families
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His Excellency, Governor Christopher T. Sununu i
and the Honorable Council
Page 2 of 2

EXPLANATION

This request is Sole Source because the Department is seeking to extend the contract
beyond the completion date and there are no renewal options available. The original contract was
sole source because BioTrackTHC is an industry leader in therapeutic cannabis-related data
systems and currently works with every Alternative Treatment Center (ATC) licensed by the State of
New Hampshire for their seed-to sale inventory tracking software system and point-of-sale software
system needs. ]

The purpose of this request is to continue to utilize the web-based therapeulic cannabis
regisiry database system, which provides enhanced security, performance, and capacity to process
applications and to handle and store mformat:on including . personal health information. The
extension will allow sufficient time for 2 new procurement and the development and implementation
of the selected registry database solution for lthe therapeutic cannabis program, while maintaining
functional administration of the program in the meantime. There is currently no viable internal solution
that can replace the current contractor's database solution. The Department is actively assessing all
available solicitation and procurement options {and released a Request for Information on November
16, 2022.

Approximately 13,000 qualifying patients, 600 deSignated caregivers, and 1,200 certifying

- medical providers are currently registered wnth the program and are being supported by the current
registry database system, and these numbers are expected to mcrease throughout the contract
period ending December 31, 2024.

The Department will conlinue to monitor contracted services by:
L]

» Conducling verification and validation reviews of the qUalnly and completeness of
project deliverables.

+ Reviewing reporting of lessons learned with recommendations for incorporatiq_n of
best praclices into future projects. ;

¢ Reviewing project status. repor ts summarizing the progress of ongomg projects,
monitoring findings, and recommendations for improvements.

* Reviewing a Project Closure Report with a final Project Assessment, Findings, and
Recommendaticns.

Should the Governor and Council not authorize this request, the Department will not have a

. web-based therapeutic cannabis registry dalabase solution. The Department would need to revert
to a Department-built MS Access database, Which has not been used since July 2021, and is
technically unstable. Reverting to this legacy system would 1) create risks to data security and data
integrity, 2) decrease patient access to services by introducing programmatic inefficiencies for
customer service, data managemenl and retentaon and compliance with statutory timeframes for
processing applications, and 3) create operataonal risks for the state’s licensed alternative treatment

centers to continue to serve NH patients.

' Area served: Statewide
Source of Funds: 100% Other Funds (Therapeutic Cannabis Program)
In the event that the Other Funds become no longer available, General Funds will not be

requested to support this program.
Respectfully submitted,

Rep ™

Lori A. Shibinette
Commissioner.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazcn Dr., Concord, NH 03301
Fax: 603-271- 15310 TDD Access: 1-500-735-2964

wiww.th.gov /doit

Denis Goulet
Commiissioner

I November 30, 2022

Lori Shibinette, Commissioner
Departiment of Health and Human Services
State of New Hamypshire

29 Hazen Drive

Concord, NH 03301

Dear Comnussioner Shibinetie;

This lewer represens formal notification that the Departiment of Information Technology (Dol t)
has approved your agencey's request to enter into a solg soiiree antendment with Bio-Tech Mcdlcal Software,

Inc.. as deseribed below and referenced as- Dol TINo. 2019:039[3,

The purpose of this requesi ix 1o amend!a contract with Bio-Tech Medical Software, Inc.

to continue o uiilize the therapewie cannabis registry database services,

The Price Limitation will not change and remain $400.000. cfiective-upon Governor and

, . . |
Executive Council approval through December 31, 2024,

A copy of this letter must accompany the Departiment of Health and Human Seivices' submission

d = b il !
1o the Governdr and Execuiive-Council for approval.
Sincerely,
/) ) ~
l} / 5‘ 4 A’
My A eu
Denis Goulet

DG/jd
DolT #2019-059B

cc: Mike Williams, IT Manager

"Innovative Technologies Today for New Hompshire's Tomorrow”

!
|



Docusign Envelope |1D: 7456A4A7-0BF8-4338-BE82-62A48D5160A4
- DotuSign Envelope ID: 9B1A1F38-9221-46D9-A012-18502149A10A ‘

'[

State of New Hampshire

Department of Health and Human Services
Amendment #2 '

This Amendment to the Therapeutic Cannabls Inventory Tracking Software System contract is by and
between the State of New Hampshire, Department of Health and Human Services ("Stale” or
"Department”) and Bio-Tech Medical Software. Inc. d/b/a BioTrackTHC (“the Conlractor” or “the Vendor™). -

WHEREAS, pursuant to an agreement {the "Contract") approved by the Governor and Executive Council
on June 19, 2019 (ltem #77). as amended on|December 22, 2021 {ltem #5B), the Conltractor agreed lo
perform certain services based upon the terms; and conditions specified in the Contract as amended and
in consideration of certain sums specified; and }

WHEREAS, pursuant to Form P-37, General Rrovisions, Paragraph 18, the Contract may be amended
upon written agreement of the parties and approvai from the Governor and Executive Councit: and

WHEREAS, the parties agree lo exiend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued dehvery of these services; and

NOW THEREFORE, in cons:derallon of the foregoing and the mutual covenants and condmons conlained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
December 31, 2024 : :

2. Form P-37, General Provisions, Block 1.}9', Contracting Officer for State Agency, lo read:
Robert W. Moore, Director ' |

3. Modify Form P-37, General Provisions, Section 10 Termination to read:

10.1  Nolwithstanding paragraph 8, the State may, al its sole discretion, terminate the Agreement

' for any reason, in whole or in part, by thirty {30) days wrilten notice lo the Contractor that

the State is exercising its option|to terminate the Agreement. The Contraclor may., at its

sole discretion, terminate the Agreemenl for any reason, in whaole or in part, by ninety (90)

. days written notice lo the State that the Conlractor is exerasmg ils option to terminate the
Agreement. :

10.2  In the event of an early lerminalion of this Agreement for any reason other than the
complelion of the Services, the Conlraclor shall, at the Stale's discretion, deliver to the
Contracting Officer, not laler lhan fifteen (15) days after the date of terminalion, a report
(‘Termination Report™) descr|b|ng in detail all Services performed, and the contract price
earned, to and including the dalte of termination. The form, subject matter, conlent, and
number of copies of the Termmallon Report shall be identical to those of any Final Report
described in the Service Agreement in addition, at the State’s discretion, the Contractor
shall, wilhin 30 days of nolice of early termination, develop and submit to the State a
Transition Plan for services under the Agreement in a form, subject malter and content as
mutually agreed by the State and|the Contraclor.

4, Modify the Service Agreement, Section |4 Compensation for Services, Payment, Subsection A
Compensation, lo add the following provisions:

1. The portions of the Implementation Fee and related Services described in Section 4.A.i. {c)-(d)
shail not be billed or performed by the Vendor. ;

2. The monthly maintenance tier fee and related Services described in Seclion 4.A.i.-iii. shall not
" be billed or performed by the Vendor! -

3. The monthly ‘maintenance and operatlons fee of $5,000 per month and relaled Services
described in Section 4.A.i.-iii. shall conlinue to be billed and performed by the 'Ufmnr and

R

- Bio-Tech Medical Software, Inc. ' A-5:1.3 Contractor Initials

$5-2019-DPHS-17-TCPPR-01-A02 Pagel of 4 _ Date T2/672022
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shall be reimbursed by the Department.

55 Modify the Service Agreement, Seclion Term, Subsect:on G Suspension and Termination, to
delete the text and sect:on term to read:
Reserved
6. Modify Exhibit A, Statement of Work, to femove all references related to online or web portals for

patients, caregivers, and medical provnders and system functionality being released or available -
to these public groups.

7/ Modily the Service Agreement to add a new Section, to read:

26. Reqular and Periodic Data Extracts. The Vendor shall provide data extracts of the entire
database to the Department once each month. The content, format, manner, and timing of
. such extracts shall be mulually agreed upon between the Department and the Vendor,

R

Big-Tech Medical Software, Inc. A-8-1.3 Contractor Initials

; . 12/6/2022
55-2019-DPHS5-17-TCPPR-01-A02 Page 2 of 4 : Date /6/
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All terms and conditions of the Contract and pri:or amendments not modified by this Amendment rémain
in full force and effect. This Amendment shall be effective December 31, 2022, or upon Governor and

Council approval.

. i
IN WITNESS WHEREQF, the parties have set their hands as of the date written beiow,

12/6/2022

Date

12/6/2022

Date

Bio-Tech Medica! Software, Inc.
§5-2019-DPHS-17-TCPPR-01-A02

State of New Hampéhire
Department of Health and Human Services

l!)mﬁtgncd by
P‘iﬂtn;l; M 'rl“t.‘l

i
arln‘el: atricia M. T'iﬂey
Titie: pirector

Bio:Tech Medical Soflware, Inc. d/bfa BioTrackTHC
/——Dlo:uSigncd by!

! tong

(I
Namo: Hot Afaneh

Tille:vp of Biotrack

A-5-1.2
Page 30i 4
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| g
The preceding Amendmenl,.having been reviewed by this office, is approved as to form, substance, and

execulion. i
OFFICE OF THE ATTORNEY GENERAL
Bocusigned by:
12/6/2022 Folgn Gondno ‘
Date Name ROBYI Guarino

Lol
Title: attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Exécutive Council of
the State of New Hampshire at the Meeting on; | (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Na me:
Title
I
|
|
Bio-Tech Medical Software, Inc. A-8-1.2

§5-2019-DPHS-17-TCPPR-01-A02 . Pagedofd
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_ 'II'ATE OF NEW HAMPSHIRE
~ DEPARTMENT OF HEALTH AND HUMAN SER\’ICES
-.-v.DIVISIOlN OF PUBLIC HEALTH SERVICES
X

: i {
Lors A, Shibinette 29 HAZEN DRIVE, CONCORD, NH 03301

Commissioner 603-271-4501 1-800-852.3345 Ext. 4501
¥ Fn\ 503 1714817 .TDD Access: 1-800-735-2964

Parricia M. Tilley

www.dhhs.oh.gov
Director

Decamber 1, 2021

His Excellency, Governor Christopher T: Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

- s Tmc T WSS

REQUESTED ACTION

Authorize the Department of Heallriw and Human Services, Division of Public Health
Services, to amend to an existing contract with Bio-Tech Medical Software, Inc. dibla
BioTrackTHC (VC#261504), Fort Lauderdale, FL lo continue to ulilize the commercial cannabis
registry database services, by extending the completion date from December 31, 2021, lo
December 31, 2022, with no change to the price limitation of $400, 000 effective upon Governor
and Councll approval. 100% Other Funds (Therapeuuc Cannabis Program). -

The original contract was approved by Governor and Council on June 18, 2019, lem #77. _

Funds are avatlable in the following aécounts for State Fiscal Year 2022, with the authority
to adjust budget line ttems within the price fimitation through the Budget Office, if needed and
justified.

05-95-90-901010-3899 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEAL-TH BUREAU OF POLICY 8& PERFORMANCE,
THERAPEUTIC CANNABIS PROGRAM :

State : ‘Increased .
. Ciass / oy Job Current : Revised
F\i,scal Account CIass_Tatle Number Budget {Pecreased) Budget
3 €al ; : ; Amount 4
1 - - 3
2020 | 102500731 C‘;,?ggcgié‘” 90000868 | $219,274 so | s219.274
2021 | 102-500731 C‘;’:ggcs‘icf‘” 90000868 | $119,051 |- g0 $119,051
2022 | 102500731 Cf,?gg“s'igm 190000868 | | $61,675 %0 361,675
Total $400,000 $0 "$400,000

EXPLANATION

The purpose of this request is to exterlud the existing contract for one {1) year to continue
to utilize the new commercial web-based cannabis registry database system, which provides
enhanced security, performance, and capacaty to process applications and to handie and slore

The Department of Health and Humen Services' Mission is to join contmunitiea and familics
in providing opportunitics for citizens 1o achicve health and independence.
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Page 2 of 3

information, including personat health information. This amendment also modifies the payment
terms to ensure the Department is paying for services provided by the Contractor as they are
. delivered. The Department and Conlraclorfhave agreed 1o 2 fixed monthly fee of $5,000 for
ongoing monthly maintenance and operallon costs. In addition, the Department and Contraclor
* have agreed to a variable monthly maintenance tier fee of $0.55 per aclwe patient registered with
the system.

The Department previously intended lo go out to bid for a new registry dalabase software
system, but due to delays in implementing lhe system, it would be cosl and time prohibitive to re-
starl implementation on a new system at this time. The Departmenl is actively assessing all
available solicitation and procurement ophon's ' '

Approximately 13 000 qualifying patients, 600 designated caregivers, and 1,200 centifying
medical providers are currently registered with the program and are being supported by the new
registry database system; and this number rs’expecled to increase throughout the coniract period
endmg December 31, 2022.

The efficiencies and ease of use crealed by the new registry database system, particularly
the ability of program applicants to submit mfcumat:on onling, will lead to a reduction in the number
of incomplete applications received. This, in: turn, will increase the efficiency and timeliness of .
Department staff in issuing registry 1D cards within the statutorily mandated limeframes. The
Department will continue 1o accept paper apphcatuons from individuals choosmg not to use the
online portal. The new registry database syslem will atso provide certifying medical providers with
an oniine porlal o eleclronically complete and submit written certifications for patients. Overall,
the online system will allow external users 1o track their application status, update their information
as needed and renew their applications. '

The Department will momlor conlracted services by:

» Conducling verifi cation and vahdahon reviews of the qualily and completeness of
project deliverables. : |

» Reviewing reporting of Iessons learned with recommendations for incorporation of
best praclices into future pro;ects

* Reviewing weekly projecl status reports summarizing the progress of ongoing
projects, moniloring ﬁndmgs and recommendanons for improvements.

.» Raviewing a Project Closwe Report with a final Prolecl Assessmen!, Findings, and
Recommendations.

Should the Governor and Council not authonze this request, the Departmenl will not have
. a commermal cannabis web-based registry database solution and will

» Be unable to impiement the Office of Legislalive Budget Assistant’s performance
audit recommendalion to m'e}intain a registry database capable of tracking
application processing and issuance time 1o ensure compliance with State law;

» Beforced torevert lo its antiquated, unstable, and unsupponed former MS Access
database; :

+ Be'unable to offer the long-expecled customer-facing on-line application system
and need o rely exclusively onla manual, paper-based application.process.
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His Excellency, Governor Christopher T. Sununu
and the Honarable Council
Page3of 3

» Lose all efficiencies gained fromthe use of the new system with regard to customer
" service, dala management‘ and retention, and cornphance with statutory
timeframes.

* Need to re-procure for a régistry database solution, at significant cost of time and
resources, '

Area served. Siatewide
Source of Funds: 100% Other Funds {Therapeu!ic Cannabis Program)

In the event that the Other Funds become no longer avaalable General Funds will not be
requested to support this program.

Respectfully submitied,

Deoculigned by:
@Wm k. LAM!A,
2405BITECREBLYS ..

Lori A. Shibinetie

Commissioner




Docusign Envelope ID: 7456A4A7-0BF8-4338-BES2-52A48D5160A4
DocuSign Enveiope ID: 9B1A1F38-9221-4603-A012-18302140A18A

STATE|OF NEW HAMPSHIRE
DEPARTMENT| OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax; 603-271.1516 TDD Access: 1-800-735-2964
[ B
1 www.nh.gov/doit

{
{

D?nis Goulet
Comaiissioner

Deccinber 3, 2021

Lori A. Shibinetie, Commissioner
Department of Health and Human Services
Stale of New Hampshire

129 Pleasant Stregl

Concord, NH 03301

Dear Commissioner Shibinetic:

This letter represents formal nouhcanon that the Department of Information Tcnhnology
(DolT) has approved your request to amend a Icmtrac:l with Bio-Tech Medical Software, Inc. (VC
#261504), of Fort Lauderdale, FL. The contract is further described betow and referenced as
DolT # 2019-059A, .
The purpose of this request is to extend the existing conteact for one (1) year to
continue 1o utilize the new commercial web-based cannabis registry database
system, which provides enhanced sectril y, performance, and capacity to process
applications and to handle and store information, including - personal health
. information. This amendment also modifics the payment teoms to ensure the
Department is paying for services Iprcwiclcd by the Coatraclor as they arc
delivered. There is no change 1o the contract price limitation.

This amendment shall become effective upon Govemnor and Executive Council
approval through December 31, 2022.

A copy of this letter should accompany the Department of Health and Human Services'
submission to Governor and Executive Council for approval.

Sincerely,

Denis Goulet

bGrik
2019-059A

ce: Michae! Williams, DOIT [T Manager
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State of,New Hampshire
Department of Health-and Human Services
Amendment #1

This Amendment to the Commercial Cannabis !nventory Trackmg Software Systern conlract is by and
between the Slate of New Hampshire, Department of Heaith and Human Services (State" or
“Department”) and Bio-Tech Medical Software, Inc dibla BioTrackTHC ("the Contractor”). :

WHEREAS, pursuant to an agreement {the "Contract”) approved by the Governor and Executive Council
on June 19, 2019, (ltem #77), the Contraclor agreed to perform certain services based upon the lerms and
_ conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the Contract may be amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to extend the termlof the agreement, increase the price limitation, or modify
the scope of services 1o support continued delivery of these services: and

- NOW THEREFORE, in consideration of the foregoing and the mutuat covenants and condilions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows: '

1. Form P-37 General Provisions, Block 1.7‘I Caompletion Date, to read:
December 31, 2022

2. Modify the Service Agreement, Seclion 4 Compensation {or Services, Payment, Subseclion A.
- Compensalion, Lo read:

3. Compensation for Services, Paymenl.

A. Compensation.

i. "For performing the Services, Vendor shall be paid by DHHS an Implementation
‘Fee. DHHS will also pay ajmonthly maintenance and operation fee as services are
delivered to DHHS and almonthly maintenance tier fee after the System “"Goes
Live™. The amount of the Implementation Fee shall be $155,000 and payment shall
be as follows: (a) $15, 500 due no later than thirty (30) busmess days after
completion of the Project Managemenl Plan; (b) $69,750 due no later than thirty
(30) business days alter completlon of Technical Design and Configuration; (¢) -
$62,000 due no later than thirty {30) business days after completion of User

. Acceptance Testing and Training; (d) $7,750 due no later than thirty (30) business

i days after completion of Go-Live", which is more pamcularly described in the

Statement of Work, and notmthstandrng anything to the contrary in this Agreement,

shall specifically be subsequent to the completion of the Preliminary Services and

the implementation and avallabllrty of the TCP Patient Registry System solution to

DHHS. DHHS shall pay an ongoing monthly maintenance and operation fee of

35,000 as services are delwered and accepted by DHHS. Upon completion of “Go-

- Live", DHHS shall pay a monlhly maintenance tier fee. The monthly maintenance

tier fee is based on the number of active patients registered at the end of each

month. The monthly maintenance tier fee is $0.55 per active patient. Active patient

means a qualifying pahenl'as defined in RSA 126-X, who has been approved for

the NH Therapeutic Cannabls Program and is legally authorized lo possess
cannabis for therapeulic use

i. All payments of the marnlenance and operation fee and the mamtenance tier fees -
due and payable hereunder shall be invoiced electronically by Vendor on the 1st of
each calendar month and shall be due and payable on or before thirty (30) business
days from receipt of invoice

$5-2019-DPHS-17-TCPPR-AQ? Bio-Tech Medical Software, Inc. d/bla BioTrackTHC Contractor Initials MA

A-810 Page 1 Iol 4 Date 112372021
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$5-2019-DPHS-17-TCPPR-AD1 Bio-Tech Medical Software, Inc. dfo/a BioTrackTHC Contraclor Initials

A-5-1.0

Invoicing and/or paymentsifor the monthly maintenance and operation fee will begin
as services are delivered lo DHHS. The monthly maintenance tier fee will begin at
the end of the first monthithe TCP Patient Registry System “Goes-live” on a pro-
rata basis, and in no event will any payments be due uritil after OHHS has confirmed

- the TCP Patient Registry System is operational for the use intended by DHHS

MA

Page 2of4 Data }1/29/3011
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All terms and conditions of the Contract not

|
modified by this Amendment remain in full force and effect.

This Amendment shall be upon the date of Gover:nor and Executive Council approval.

s

I

IN WITNESS WHEREOF, the parlies have set :their hands as of the déte writien below,

11/29/2021

Date

11/29/2021
Date

State of New Hampshire
Department of Health and Human Services .

E Doculigned oy,
Paoi M.'TMW'
L Ba8EDMFSOF Y,
Name: Patricia M. Tilley

Title: .
Director

BlO Tech Medical Software, Inc. d/b/a BioTrackTHC

%Q/f

Nalme,Moc Afaneh

~ Title;vice President

§5-2019-DPHS-17-TCPPR-AQ1 Bio-Tech

A-5-10 _

Pape

Medica! Software, Inc. dfb/a BioTrackTHC
Jotd
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The preceding Amendment, having been reviewed by this office, is approved as 1o form, substance, and

execution. _
. ' ' OFFICE OF THE ATTORNEY GENERAL -
Ooculigned by: .
L . . ]’ U»U’\S('bp{u! llwslwﬂ.
f DSA0AS3E 2004403 .
Date Nalme: 3. christopher Marshal)
Title:
~ Assistant Attorncy General
I hereby certify that the foregoing Amendment was approved by the Governor and Execulive Council of
the State of New Hampshire at the Meeting on: | "~ (date of meeting) -
OFFICE OF THE SECRETARY OF STATE
Date Name:
Tille:
I
|
$5-2019-DPHS-17-TCPPR-AD1 Bio-Tech Medical Software, ‘inc. d/bla BioTrackTHC
A-5-1.0 Page 4 of 4
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S:ITATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES _ -
DIVISION OF PUBLIC HEALTH SERVICES

SefTeey A Megers 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 1 60)-271-4501 1-800-852-3)45 Ex1, 4501 .
’ Fax: 603-271-4827 TDD Actess: 1-B00-735-2964
Lba BL Morris , | www,dhhs.nh.pov
Director ] '
| May 28, 2019

His Excellency, Governor Chrisiopher T. Sununu
and the Honorable Council

State House ‘

Concord New Hampsh:re 03301

REQUESTED ACTION

Authorize the Department of Health and Human Serwces Division of Public Health Serv:ces to

- enter into a sole source agreement with Bio- Tech Medical Software, Inc., d/b/a BioTrackTHC, Contracior

#261504, 6750 N. Andrews 6750 N. Andrews Alvenue Suile 325, Fort Lauderdale, FL 33309, to provide

commerciat cannabis registry database senvices, in an amount not to exceed $400,000, effective upon
Govemor and Execulive Council approval, thro?gh December 31, 2021. 100% Other Funds.

Funds are anticipated to be available in Slate Fiscal Year (SFY) 2020, SFY 2021, and SFY 2022
upon the availability and continued appropruahon of funds in the fulure operaling budgets, wilh authority
to adjust amounts within the price limitation and adjust encumbrances between State Fiscal Years
through the Budget Office if needed and |ushf:ed

05-95-90-901010-3899 HEALTH AND SOCiAL SERVICES, DEPT OF HEALTH AND HUMAN SVS, |
HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POLICY & PERFORMANCE THERAPEUTIC

CANNABIS PROGRAM |
?an?l ClassfAccount % | Class it Job Number | Tolat Amount -
SFY 2020 | 102-500731 Coniracts for Prog Svc | 90000866 $219.274
SFY 2021 | 102-500731 Conlra;lcts for Prog Svc 90000868 . 51_19.051
SFY 2022 | 102-500731° - - | Conlracts for Prog Svc 90000868 $61,675
' ' Total $200,000

EXPLANATION’

This request is sole source because Bno’TrackTHC is an induslry leader in cannabis-related data |

syslems and currently works wilth every Allernalnve Treatment Center (ATC) licensed by the State of New

. Hampshire for their seed-to-sale inventory trackmg software system and point-of-sale software syslem

“-.needs. Ulilizing the same Contractor used by ATC licensees reduces the administrative burden of and

ensures consistency across ATC service platforrns and allows the Dapartment 10 keep the number of

dalabases containing private heallh information:surrounding the Therapeutic Cannabis Program (TCP)

to a minimum. There will be no extension to this agreemenl and the Departmen! will initiate a competitive
procurement for services no later than nine months prior to the expiration of the contracl.

|
|
|
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The purpose of this reques! is to replace the current TCP paltient registry system, currently a
combination of paper applications and an unsubported Microsoft Access database, with a commercial,
off-ihe-shelf product that provides enhanced securlty performance, and capacily to handle and store
information. The Contraclor will migrate exlshng dala to and test the new system, as well as train
Departmenl staff on system use.

As of the dale of this letler, there are app:oxrmalely B,000 qualifying patients, 450 demgnaled

_ caregivers, and 1,070 cenrtifying medical prowdars registered with the program. The Departmant expects

these numbers to increase throughout the coufse of the agreement. Department projections estimate
approximately 13,000 registered palients at the ond of the agreement lerm in December 2021.

) The new TCP Patient Regislry System (PRS) will provide TCP staff wilh the ability to electronically
procass and lrack palient and caregiver TCF’. program card registration applications™eleclronically
process and lrack writlen certifications for prowders print patient and caregiver registry identification
cards, manage and house ATC information, and produce system, operationa!, and decision making
reports and dashboards. Further, the new PRS will provide the Department with access to an internal
user system, and create an onling portal for New|Hampshire residents lo register as a qualifying patients,
and/or designaled caregivers, by electronically lf iling an application, uploading documentation, lracking
application status, and updating information as needed to maintain qualilying patient and/or designated

caregiver status. The Depariment will stilf accepl paper applications from those who choose not 1o use
the online portal. The new PRS will also provide cerlifying medical providers with an online portal 1o
electronically complete and file written certifications-for patients, track application status, and update
information as neaded:

it is the expectation of the Deparimen! lhat the efficiencies and ease of use created by the new
PRS, particutarly the ability of program apphcants to submit information online, will lead to a reduction in
-the number of incompiete appilcatsons recaived.| This, in turn, will increase the efficiency of Dapariment
staff in issuing registry 1D cards within the slatu\orily mandated period,

The Department will use the foliowing perfmmance measures and deliverables 1o monﬂo: and
ensure the performance and effectiveness of the Contractor;

. = Contractor will conduct venﬁcallorlr and validation reviews of the guality and completeness
of project deliverables, which inciude but are not limited to a Project Management Plan,
Project Schedule, a Requuremenls Traceablhly Matrix, a Data Migration Plan, a System
Architecture and Security Plan, a Test Plan and Test Scripts, an Implementation Plan,
DHHS project status reports, and'a Disaster Recovery Plan.

s Contractor will provide a corﬁprehpnsive report of lessons learned with recommendations
for incorporation of bast practices inio future projacts.

- Contractor will provide the Department with weekly project status reports summarizing the . .
progress ol ongoing projects! monitoring findings., and recommendations for
improvements. |‘ :

« ~ Contractor will provide a Project Closure Report with a final Project Assessmenl Findings,
and Recommendations. !

« Contractor will provide System anfd Functional Administrator Training, End User Training.
and Product User Guides and ‘Training Manuals,

Area served: Slatlewide.” i
Source of Funds: 100% Other Funds. |
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His Excellancy, Gavernar Christopher T. Sununau i
end the Hanorable Council |
Pagololl

In the event that the Other Funds, Agency Income, become no longer available, the Department
will not request General Funds to support this program during the initial term of the agreement.

. Respectiully submitted,

rey A, Meyers
Commissioner

The Department of Health and Humaon Services' Mission is to join communities ond fomilies
in preciding gpportunities for eitizens to ochicve healih and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603—271 1516 TDD Access: 1-800-735-2964

| www.nh, gov/dait

Denis Goulet
Commissioner

Jeffrey A, Meyers, Commissioner

State of New Hompshire

Department of Health and Human Services
£29 Pleasant Strect

Concord, NH D3301-3857

Dear Commissioner Meyers:

June 3, 2019

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your request to cnlcr!inro a sole source contract with Bio-Tech Medical
Software; Inc, (VC #261504), of Fort Lauderdale, FL. The contract is further described below

and rcl’cmnccd as Dol T # 2019-059%.

The purpose of this contract is for B|o Tech Medical Sofrware, Inc 1o provide for
commercial cannabis registry dalaba.sa services, replacing  the cument
Therapeutic Cannabis Pragram (TCP) Palient Registry System (PRS) which is a
combination of paper applications a!nCI a Microsoft Access datsbasc. The new
system will provide the ability to elecwronically process and track patient and
caregiver TCP program card registration applications, process cenifications for
providers, print patient and camgiver' registry 1D cards as well as provide reports
and a.dashboard. The new PRS will also provide the department with access to
an intemal user system and create ah on-line poral for NH residents 1o register
electronically. \ '
The amount of the contract is not 1o-exceed $400,000 and shail become effective
upon Governor and Executive Council approval through December 31, 2021,

A copy of this Jetter should accomp?ny the Department of Health and Human Services’

submission to Governor and Executive Council for approval.
|

DGlik

Sincerely,

Denis Goulet

2019-0596 ' T

¢c: Denise Sherboumne, DHHS Conlra:c_ls
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FORM NUMBER P-37 (version §/8/15)

Subject: Commercial Canpabis Inventory Tracking Software Sysiem ($8-2019-DPHS-12-TCPPR}

Najjce: This agreement and el of its attachments f.shall become public upon submission o Governor and
Executive Courxil for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agr!ccd to in writing prior to sigaing the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually ngree as follows:
' GENERAL PROVISIONS
L.__IDENTIFICATION. ! -
1.1 Siwate Agency Name t.2 Siate Agency Address

NH Department of Health and Human Services 129 Pleasant Streel

Coneord, NH 03301-3857

i.3 Contractor Name . ) i.4 Conractor Address
Bio-Tech Medical Software, Inc. d/b/a BioTeackTHC 6750 N. Andrews Avienue, Suite 325
' Fort Lauderdale, -
. FL 23309
1.5 Conirsctor Phone 1.6 Account Number ‘1.7 Complenion Date I.8 Price Limitation
Number :
954.271.2087 05-95-90-901010-3859 December 31,2021 $400.000
1.9 Contracting Officér for Stale Agency ; 1.10 State Agency Telephone Numbe
Nathan D. Whiie, Dircetor 603-271-9631 ‘ .

Bureau of Contracts and Procurement

111 Coniractor Signarure - .12 Name and Title of Comtractor Signatory

W Fatciell Va . CEO

i .
i.13 Acknowledgement: State of (forah® - Countyaf /oA

on/ 3! / /"\ . before the undersigned officer, pcr?onally sppearcd the person identified in block 1.12, or satisfaciorily
proven 10 be the person whose name is signed in block .11, and ackrowledged that s/he execuied this document in the capacity
indicated in block 112, '

IR Sii' nt:rc of Notary P‘u/ber Justice of the Peace

[Seal)
1.10.2 Name and Title of Notary or Justice of the Peace

e339 0"« M. Meacude - A-'c. va ) /U." }.'c.

1.i4 Sia cySigna&c | 1,15 ngencyﬁgmmq )
w ) ( {'!?me; éldttL T ﬂM

1.16 Appr%}by the M.H. Depaniment of Administation, Division of Personnel (if applicabibc)

ALESSANDRA MARIA MANCUSO
Htotary Publlc - State of Colorado
Wotary 10 20164032415
My Commission Explres Aug 23, 2020

By: Director, On:

117 Approval by the Atomey General (Form, Substaace and Execution) (if applicable)

ATl | o i

1.18 Approval by the Governor and Executive Council (if applicable)

By: On:

Page | of 4
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO-

" BE PERFORMED. The Stale of New Hampshire, acling
through the agency identified in block 1.1 (“State™), engages
contractor identified in block 1.3 {"Contractor") 1o perfarm,

. and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the antached
EXHIBIT A which is incorporated heretn by refercnce
(“Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of 1his Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, iF
epplicable, Uus Agreement, and a}] obligations of the panies
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
© the Agreement shall become effective on the date the
Agreement is signed by the Siate Agency as shown in block

- 1.14 (“Effective Date™).

3.2 1f the Contractor commences the Services prior to the 1
Effective Date, ail Services performed by the Contractor prior
10 the Effective Date shail be performed al the sole risk of the
Conlraclor, and in the cvent that this Agreement does riot
become effective, the State shall have no liability to the
Contractor, including without Jimitation, any obligation to pay
‘the Contractor for any costs incurred or Senvices performed,
Contractor must complete all Services by the Completion Date
specified in block 1.7;

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, al! obligations of the Siate hereunder, inciuding,

" without limitation, the continuance of payments hereunder, arc
contingent upon the availability and continued appropriation
of funds, and in ao event shall the Siate be liable for eny
payments hereunder (n excess of such available appropriated
funds. 1n the event of 8 reduction or termination of -
appropriated funds, the Stele shall have the nght 16 withhold
payment until such funds become available, if ever, and shal)
have the nght to lerminate this Agreement immediately upon
giviog the Contractor notice of such lermination. The State
shall nol be required to transfer funds from any other account

. lo the Account identified in block 1.6 in the event funds in that
Accaum are reduced or unavailable.

5. CONTRACT PRICE/PRICE L [MITAT!OM
PAYMENT. :

5.1 The contract price, method of payment, and 1erms of
payment arc identified and mare particularly described in
EXHIBIT B which is"incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the -
only and the complete-reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hercof, and shall be the only and the complete
compensation 1o the Contractor for the Services. The Staic
shall have no liability 1o the Conlracior other than the contract’
price.

5.3 The Suate reserves the nght 1o offsel from any emounts
otherwise payable 1o the Contracior under this Agreement
those liquidated amounts required or permitied by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.

5.4 Nowwithstanding any provision in this Agreement to the

" contrary, and nolwilhstanding unexpected ¢ircumstances, in

no event shall the tota) of all payments authorized, or actually
made hercundcr, exceed the Pncc Limitation se: forth in block
i8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS! EQUAL EMPLOYMENT
QOPPORTUNITY. :
6.1 In connection with the performance of the Services, the
Coatractor shall comply with all statutes, laws, regulations,
and orders of fedeml. siale, county or municipal authorities
which impose any obligatian or duty upon the Contraclor,
tncluding, bul not limied to, civil rights and equal oppormuniry
laws. This may include the requirement 1o utilize auxitiary
sids and services 10 ensurc thal persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. -In addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, refigion, creed, age, sex,
handicap, sexual oricatation, or naiional origin and will teke
aflirmative action (o prevent such discrimination.

6.3 If this Agreement is funded in any pan by monies of the
United States, the Contractor shall comply with all the

- provistons of Executive Order No, 11246 (“Equa!
" Employment Opportunity™), as supplemented by the

regulations of the United $1ates Department of Labor (41
C.F.R. Pan 60), and with any rules, regulations and guidelincs
as the State of New Hampshure or the United States issue to
implement these regulations. The Contractar Rurther agrees (o
permit the State or United States access to'any of the
Contraclor’s books, records and accounts for the purpose of
ascerisining compliance with alf rules, regulations and orders,
and the covenants, terms and condilions of this Agreemen:.

7. PERSONNEL.

7.1 The Controctor shall al its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified 10 perform the Services, and shall be properly
licensed and otherwise authorized 1o do so under ali applicable
faws,

7.2 Unless otherwisc authorized in writing, during the 1erm of
this Agreement, and for & period of six (6) months afier the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permi any subcontractor.or other person, firm or
corporation with whom it is engaged in a combined cffon 10
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, edministration or performance of this

Page2of4
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Agreement. This provision shall survive terminalion of this
Agreemen.

7.3 The Contrecting Officer specified in block 1.9, or hisor |
her successar, shali be the State’s representative. In the event
of any dispute concemiag the interpretation of this Agreement
the Contraéling Officer’s decision shall be final for the Snle.

.8. EVENT OF DEFAULT/REMEDIES.
8.1 Any onc or more of the following acts or omissions of the
Contractor shall constitute an event of defsuh hcrcundcr
("Event of Defsul”):
8.1.t failure to perform the Services satisfaciorily or on

- schedule;

8.1.2 foilure to submit any report required hereunder; and/or,

8.1.3 failure to perform any other covenant, term ot condition

. of this Agreement.
8.2 Upon the occurrence of any Event of Defaulr, the State
may take any one, or more, or 8ll, of the following actions:
8.2.1 give the Contractor a wrilien notice specifying the Event
of Default and requiring it 10 be cemedied within, in the ’
absence of a greater or lesser specification of time, thiny (30)
days from the date of the notice; and if.ihe Event of Defauly is |-
not timely remedied, lerminate this Agreement, cffeciive two |
{2) days after giving the Contractor notice of 1ermination; |
8.2.2 give the Contractor & written notice specifying the Event |
of Defauli and-suspending 21l payments 1o be made under this
Agreement and erdering that the' portion of the contract price
which would otherwise accrue to the Contractor during the

“peniod from the date of such notice until such time as the Scare
determines that the Contrac:or has cured the Event of Defaull
shall never be paid to the Contractor;
§8.2.3 se1 off against any other obligalions the State may owe to
the Contraclor any damages the State suffers by reason of any
Event of Defauh, and/or

- 8.2.4 reat the Agreement as breached and pursve any of its

remcdies &1 law or in equily, ot both,

9. DATAACCESS/ICONFIDENTIALITY/
PRESERVATION. .

9.1 As used in this Agreement, the word “data™ shall mean all
information and things developed or oblained during the
performance of, or acquired or developed by reason of, 1his
Agreement, including, but not limited to, all sludics, repons, -
fites, formulae, surveys, maps, chans, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representalions, compuler programs, compuler
printouts, notcs, letiers, memorands, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shalt be the property of the State, end
shalt be returned to the Swrte upon demand or upon
termination of this Agreement (or any reason. i

* 9.3 Confidentiality of data shall be governed by N.H. RSA
chapier 91-A or other existing law. Disclosure of data
requires prior written approvel of the State.

10. TERMINATION. In the event of an carly 1crmination of
this Agreement for any reason other than the completion of the
Services, the Conuactor shall deliver to the Coniracting
OfTicer, noi later than fifteen (15) days after the date of
termination, & report (" Termination Report™) describing in
deuwil all Services performed, and the contract price camed, (0
and including the datc of termination. The form, subject
matter, conteat, and number of copies of the Termination
Repart shali be identical to those of any Final Repont
described in the ertached EXHIBIT A, '

11. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contraclor, and-is neither an agent nor
an employee of the Swte. Neither the Contractor nor any of its
officers, employees, agents or members shall have suthonily 10
bind the State or receive any benefits, workers’ compensation
or other emaluments provided by the State 1o its employees, -

12. ASSIGNMENT/DELECATION/SUBCONTRACTS.
The Contractor shall not assign, or othcrwise transfer any
imerest in this Agreement without the prior writien notice and
conscnt of the State, None of the Services shall be
subcontracied by the Contractor without the prior written
riotice and consent 0[ the State.

13. IN DEM:\'IF]CATION. The Contractor shall defend,
indemnify and hold harmlcss the Suate, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any 2nd all claims,
liabilities or penailics asseried against the Suaie, its officers
and cmf)foyccs, by or on behal{ of any person, on account of,
based or resulting from, arising out of (or which may be

. clatmed 10 arise out of) the acis or omissions of the

Contractor. Notwithswanding the foregoing, nothing hergin
contained shall be decmed to constitute a waiver of the
sovereign immunily of the State, which immunity is hereby |
reserved to the Swate. This covenant in paragraph 3 shali
survive the termination of this Apreement.

14, INSURANCE.
14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontracior or

. assignee (0 obtata and maintgin in force, the following

insurance;

14.1.1 comprehensive gencral liability insurance againsi all-
claims of bodily injury, death or property damege, in amounts
of not less than §$1,000.000per occurrence and $2,000,000
aggregate ; and |

14.1.2 special ceuse of loss coverage form covering all
property subject 10 subparagraph 9.2 hercin, in an amount not
tess than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.4 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
lnsurance, end issued by insurers licensed in the State of New
Hampshire.
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14.3 The Contractor shali fumish to-the Contracting Officer
idenlified in block 1.9, or his or her successor, a centificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also fumish 10 the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
insurance for al] renewal(s) of insurance required under this
Agreement no later than thirty (30} days prior to the expiration
date of each of the insurance policjes. The certificate(s) of
insurance and eny renewals thereof shall be atisched and are
incorporated herein by reference.- Each cenificate(s) of
infurance shall conusin a clausc requiring the insurer 10
provide the Contracting Qfficer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior wniliea
notice of cancellation or modification of the policy. -

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
centifies and warrants thal the Conlractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
{“Workers™ Compensation”).

5.2 To the extent the Contractor is subject 1o the
requirements of N.H. RSA chapier 281-A, Contractor shall
maintain, and require any subconiractor orassignee 1o secure
and maintain, payment of Workers” Compcnsation in
conncclion with activities which the person proposes (o
undertak¢ pursuant to this Agreement. Contracior shall’
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner deseribed in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be atached and are
incorporaled herein by reference. The State shall not be
responsible for payment of eny Workers' Compensation
premiums of for any other claint or benefit for Contraclor, or
any subconuractor or employee of Contractor, which migh!
ans¢ under epplicable Stale of New Hampshire Workers’
Compensation laws in connection with the pcrforrnam:c of the
Services under this Agrccmcm

16. WATVER OF BREACH. No failure by the Statc to
cnforce any provisions hereof after any Event of Default shali
be deemed & woiver of i1s rights with regard 10 that Event of
Default; or ey subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemied a
whaiver of the nght of the State to enforce cach and all of the
provisions hercof upon any further. or othcr Event of Defauh
on the part of the Contractor.

17. NOTICE. Any notice by a panty hereto to the other panty
shall be deemed to have been duly delivered or given ai the

* time of mailing by centificd mail, postage prepaid, in 8 United
States Post Office addressed 10 the partics ot the addrcsses '
given in blocks [.2 and 1.4, herein.

18. AMENDMENT. This Agrccment moy be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after epproval of such
“amendment, waiver or discharge by the Governor and
Executive Council of the Siate of New Hampshire unless no

such approval is \'CQU[I’Cd under the c:rcumsunccs pursuani to
Slalc law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS,
This Agrcement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
nwres to the benefit of the panies and their respective
successors and assigns. The wording used in this-Agreement
i5 the wording chosen by the parties 10 express their mutual
intent, and no rule of construction shall be npphed ngamsl or
in favor of aoy party.

20. THIRD PARTIES. The parties hereto do nol intend 10
benefit any third panties and this Agreement shali not be
construed to confer any such benefil.

2. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
&id in the inlerpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS, Additional provisions sel
forth in the aliached EXHIBIT C.gre incorporated hercin by
reference.

23. SEVERABILITY. In the evem any of the provisions of
this Agreement arc held by a court of competent jurisdiction to
be contrary (o any stale or federal taw, the remaining
provisions of this Agreement will remain in full force and
cffect. :

24, ENTIRE AGREEMENT. This Agreement, which may .
be executed in & number of counterparts, cach of which shalt
be deemed an original, conslitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relaling hereto.
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SERVICES AGREEMENT BY AND AMONG THE STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES AND BIO-TECH MEDICAL
SOFTWARE INC,FOR A COMMERCIAL CANNABIS INVENTORY TRACKING
SOFTWAR.E SYSTEM (ITSS)

This Services Agreement (the “Agreement”) by and among the Nw Hampshire Department of Health and
Human Services (“DHHS"), and Bio-Tech Medical Software, Inc., a Florida corporation d/b/a BioTrackTHC
("Vendor"™), shall be effective upon Go»crnor|& Executive Council approval (“Effective Date™). -

RECITALS -
i
1. inJuly 2011, the New Hampshire fatw RSA 1 26-X created an exemption instate law from criminal
penalties for the therapeutic use of cannabis, })mwded thar its use is in compliance with RSA 126-X (the
“Therapeuti¢ Cannabis Program”). The New Hampshire Legislature placed the responsibility for
adnumstcnng the program within the DHHS.;Subsequently, DHHS established the sclf- Fundcd Ofﬁcc of
Therapeutic Cannabis Program (lhc“TCP‘ ).

?. Following adOpuon of the Thcrapcuuc Cannabis Program Adminisirative rules (He-C 401 and
He-C 402), the TCP began issuing Thcrapcutac Cannabis Registry ldentification Cards in December 2015.
To mect the immediate TCP business necds, DHHS's Office of Information Services developed an interim
patient registry solusion. The solution utilizes an MS Access database as its source of TCP applicant control
and maintenance. The patient regisury application process is paper based and managed by the TCP.

3. For enhanced security, performancel and expansion purposes, DHHS and Vendor are scckmg a
Commercial Off-the-Shelf (COTS) product 1o rcplacc its current patient registry solution. To meet current
business needs, the “TCP Patient ReglstryiSystem" will: (i) provide TCP staff with the ability 10
electronically process and track patient and caregiver card registration apptications, ¢lectronically process
and track written certifications for providers, slcamicssly print patient and caregiver registry identification
cards utilizing housed system data, manage and house Aliemative Treatment Center (ATC) information,
and produce system, operational, and decision-making reporting and dashboards, (ii) provide internal
DHHS user systemaccess; (iii) provide New Hampshire residents with an ondine portat (o register as a
qualifying patient {as that temm 1s defined inf RSA 126-X) by electronically completing and filing an
application, uploading documentation, tracking application stalus, and updating information as needed to
maintain status as qualifying patients; (iv) provide designated caregivers (as that term is defined in RSA
126-X) with an online pontal to electronically complete and file their applications, upload documentation,

" track their application status, and update their 1nformatacm as necded to maintain their siatus as designated
caregivers; and (v) provide centifying medical prowdcrs (as that term is defined in RSA 126-X) who have |
been prior authorized by DHHS with an online portal {0 electronically complete and ﬂle their patients’
written certifications, track application status, and update information as needed.

4. The parties to this Agrcement will [replace the existing patient regisiry solution, migrate the
existing data to the new COTS system, iest the system, and then Vendor will product train DHHS users on
the new system (collcctively, the "Preljmmsry Services”). This project will facilitate TCP productivity
and security for DHHS staff, provide DHHS staff with reponiing and program management metrics, and
better enable DHHS to meet its statutory requirements for timely review of applications. DHHS will
“determine the timeline to relcase the system for) full functionality to patients, caregivers, and providers and
will make its best effort to release full funcuonnhty as soon as practicable. All system data (qualifying
patients, designated caregivers, and ccmfymg medical providers, and ATCs) are and will remain the
property of DHHS. Vendor shall exccule a Bus:ncss Associate Agreement, the form of which is Exhibit 1
to this Agreement, with respect to protected hcalth mformation that will be & part of the system data, which
is protected under the Health Insurance’ Ponablhty and Accountability Act {HIPAA). The projcct will be
complete (as descnbed herein) and available to, DHHS staff within five (5) months of the project kick~off

- meeting, which shall be scheduled subsequent to the receipt of the Initial Implementation Fec as described
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within Section 4.A.()) below, DHHS will. determine when the system functionality will be released to
patients, caregivers, and providers. Thc-Vcindor shall not be liable for any failure of or delay in the
implementation of this Agreement should a delay be onginated by either DHHS or another State Agency.
Any such delay or postponement shall be mutually agreed to by both DHHS and the Vendor.

b DHHS desires to engage an independent Vendor proficient in the field to develop, operete,
maintain, control, secure, and suppor all aspects of a cloud-based TCP Patient Registry System solution.

6. Vendor has demonstrated compeicnce, experience, proficiency, and qualifications with patient
registry solutions in other states adequate 10 develop, operate, pwintain, control, secure, and support all
aspects of a TCP Patient Regisicy System sol:ur.ion {the “Services"), and DHHS desires to retain Véndor to
perform the Services on the terms and conditions sct forth in this Agreement,
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AGRfiJEMEN"T

NOW THEREFORE, based on the muiual Fovcnams condmons and terms recited herein and made a
maicrial part hereof, the parties agree as follows:

l. Bgci;éis. Recilals 1, 2, and § st forth above arc acknowledged by DHHS 16 be true and correct’
and are incorporated herein by reference. Rcci‘wls 3,4, and 6 set forth above are acknowledged by Vendor
to be truc and correct and are incorporated herein by reference.

. 2. Scope of Services. DHHS hercby retains Vendor, Vendor hereby agrees to perform the Services
as more fully set forth in the Statement of Work attached hereto as Exhibit A, and DHHS agrees to fully
fund the performance of the Services by Vcndor for the fees sct fonh herein. Stale funds are available in
the following account for State Fiscal Year (SFY) 2019, and are anticipated to be available in SFY 2020
and SFY 2021, upon the availability and conlmued appropriation of funds in the future operaling budgets,
wilh authonty to adjust encumbrances between SFYs through the Budget Office if need and justified,

§ without approval from the Governor and Executive Council.

+ 3. Swndards of Performance.

A. Standard of Care. The standard oficarc for the Scrvices performed or fumished by Vendor under
this Agreement will be the care and skilf ordinanly used by members of the subject profession
practicing under similar circumstances at the same time.

B. Accuracy of Services. DHHS and|the Vendor working collaboratively shall be responsible for
discovering deficiencies in the techmca! accuracy of the Services performed by Vendor under .
this' Agreement. Vendor shall corrcx:t any such deficiencies in technical accuracy based on the
SLA timcframe within Exhibit 51 S1.11 without additional compensation except to the extent
such comreclive action is directly, arributable to deficiencies in DHHS-fumished information, -
which Vendor shall still use its bcsl efforts 10 comect such deficiencies but shall be perrnitted o
charge for the time spent doing so as set forth herein. However, DHHS shall be responsible for,
and Vendor may rely upon, !hcl accuracy and completeness of all requirements, programs,
instructions, reports, data, and othcr information furnished by DHHS to Vendor pursuant to this
Agreement. DHHS shall use its bcst efforts to provide accurate and complete information to
Vendor, Vendor may use suqh requirernenls, programs, instructions, rcports, date, and
information in perfarming or furnishing Services under this Agreement.

C. In?eﬁecmal,lf’roper@. Vendor hereby represents and warmants to DHHS that it owns all
inlelectual property rights inthe|Services, and that the Services, ahd Vendor's pet{omnance
of this Agreement, shall not infringe upon any third party's intellectual property rights.

D. Vendor agrees that all staff shall be appropriately trained to safeguard the confidentiality and
privacy of the information of anylpalicm cardholder or caregiver contained in the registry, as
required by state administeative rule, and siate and federal law, including, lfappllcable 42
CFR Pan 2,

4, . Compensation for Services, Payment:

A Compensation..

(® Forperforming the Services, Vcndor shall be paid by DHHS an Implementation Fec. DHHS

: will also pay a monthly maintenance and operation fee and an monthly maintenance tier fee
ofter the System “Goes Live” The amount of the Implementation Fee shall be $155,000

and payment shall be as follows: (a) $15,500 duc no later than thiny (30) business days
after completion of the Project Management Plan; (b) $69,750 due no later than thirty (30}
business days after completion of Technica) Design and Configuration; {c) $62,000 due
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no later than thinty (30) business days afier completion of User Acceptance Testing and
Training; (d) $7,750 due no later than thiny (30) business days after completion of “Go-
Live", which is more pamt:ularly described in the Statement of Work, and
notmlhstandmg anything 16 the contrary in this Agreement, shall specifically be
subsequent to the. c0mplcu0'n of the Preliminary Services and the implementation and
availabilily of the TCP Pancnt Registry System solution to DHHS. Upon completion of
“Go-Live™, DHHS shall’ pay an angoing monthly maintenance and operation fee of
$3,000, and a monthly mamlcna.ncc tier fee. The monthly maintenance tier fee per ATC
license is based on the numb:cr of patients registered with cach separate ATC license at
. the end of cach month. The monthly maintenance tier fee schedute is: $1.00 per patient
for each ATC license while its respeciive patient counl is between 1 to 1,000 palients;
-80.65 per patient for each ATC license once its respective patient count s between 1,001
10 2,000 patients; $0.60 per pam:m for each ATC license once its respective patient coun
is between 2,001 to 2,500 paluenls and 50.55 per patient for each ATC license once its
respective patient counl is al or above 2,501,

M All paymenis of ihe maihlcnalncc and operation fee and the maintenance tier fees due and -
payable hercunder shall be invoiced clectronically by Vendor on the Ist of each calendar
month and shal! be due and payablc an or before thiny (30) business days from receipi of
invoice, |

¥

(m) lnvoicing-andfor payments for the monthly maintenance and operetion fee and the
monthly maimenance liér fee will begin 21 the end of the first month the TCP Patient
Registry System “Goes-live™ on a pro-rata basis, and in no event will any payments be
due until after DHHS has confirmed the TCP Palient Registry System is opcrauonnl for
the use thndcd by DHHS

B. System Change Reguests. Vcndoq shall be compensated by DHHS for System modifications

- and/or core erhancements made 21 the request of DHHS at Vendor's standard hourly. rates,
which in no event will exceed Sl9‘9 00 pec hour. Prior to performing any such modifications or
core cnhancements, Vendor shailicshrmtc the costs thercfor and provide the same (o0 DHHS.
Vendor shaill submit estimated Level of Effort documentation for each requesied change.
DHHS must provide a deposit o[ 80% of the estimated Leve! of Effort prior o the development
of the requested modification or|enhancement. Once the modification or enhancement has
been tested and released 10 the live system, the Vendor will bill for the actual time used. Such
costs shall be paid for by DHHS. '

C. Application Security Testmg Vendor shall be compensated by DHHS for costs associated with
audit testing; reference Exhibit S T1.13 and H3.6. Prior to0 performing any such tesling,
Vendor shall estimate the costs thesefor and provide the same to DHHS for approval. Vendor
shall submit estimatc documentation for each testing cycle. DHHS must provide e deposit of
80% of the estimate testing: cyclc,pnor to the start of lcsung Such costs shall be paid for by
DHHS.

D: Payments. The parties herelo acknowlcdgc and agree that DHHS will be solely and exclusively
responsible for the payment to Vendor for Scrvices rendered under this Agreemenl,

E. Withholding of Payment. DHHS may withhold payment of alf or any portion of that provided
for by this Agrcement in the event that the Vendor has materially violaied, or threatens to
matenaily violaie, any term, pmvilsion, or condition of this Agreement; or the Vendor fails to
maintain rcasonable progress toward completion of the Services or any component thereof.
Such withholding of payment shal] nol be deemed to be a breach of this Agreement by DHHS.
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Term. This Agreement shall comrlncncc upon Governor and Executive Council approval and
remain in full force and effect unul December 31, 202]. At the conclusion of this Agreement,
Vendor shall promptly deliver all Hata and reports generated to DHHS in the cleclromc format
specified by DHHS.

1

Time for Completion. Vendor shajl complete all Services in accordance with lhc‘schcdulc set
forth in Exhibit A. t

Suspension and Fermination. |

0]

(@)

|

Suspension. At any time and forany reason, upon five (5) days writlen notice to Vendor,
DHHS may temporarily suspend Vendor’s performance of the Services, In such event,
Vendor shall perform no additional Scrvices under this, Agreement until DHHS has
provided written notice 10 Vendor 10 recommence performance of the Services.

Termination. The obligation 10 provide Services under this Agreemett may be terminaied
for cause by Vendor or without cause by DHHS upon thiny (30} days wnitten notice in
the event of substantial failure by the other party to perform in accordance with the terms
of this "Agreement through no fauli of the terminating panty. Notwithstanding the
foregoing, this Agreement will not terminate under this paragraph if the party receiving
such notice begins, within seven (7) days of receipt of such notice, 1o correct its substantial
failure 10 perform and proceeds diligently 1o cure such failure within no more than thifty

(30} days of receipt of such nolice; provided, however, that if and to the extent such

substantial failurc cannot be reasonably curcd within such thiny (30) day period, and if
such party has diligently atlcrn'plcd to cure the same and thercafier continues diligently 10
cure the same, then the cure pcnod provided for herein shall extend up to, but in no case
more than, sixty (60) days after the date of receipt of the notice.

. 5 Inde cndc t Vendor. Vendor, in perfonming Services, shall act as an indcpendent Vendor and
shall have control of its work and the manner injwhich it is performed. The Vendor shall be free during the
Term to contract 10 and to perform services for other third panies similar to the Services performed
hereunder. Vendor is not 10 be considered an agent or employce of DHHS. Vendor agrees to fumish at

. Vendor's own expense all equipment, services, tools, labor, and materials necessary to perform the Services
under thisAgrecement. :

6. Josurance. During the Term, and for onc (1} year thereafter, Vendor shall mainiain the following
types and amounis of insurance, and at the request of DHHS, shali provide Centificates of {nsurance as set

forthbetow.

A. Commercial Genera! Liability. Insurance Scrvices Office (SO} “Commercial General

B.
C

'‘May 2019

Liaebility" policy form CG 00 Ol or the ¢exact equivalent on an “occurrence™ basis,
including products and completed opcrauons property damage, bodily injury, and personal
and advertising injury with limits no less than $1,000,000 per occurrence and $2,000,000
aggregate for all covered losses. If 2 general aggregate limit applies, either the general
aggregate Yimit shall apply scpa.rau_ly to this project/localion or the general aggregate limil
shall be wwice the required occun'cncc limit. Additional insured coverage for DHHS shalt
not be limited to ils vicarious Imb:luy Defense costs must be paid in addition to limits.

Intentionally Omitted.
Workers Compensation Insurance.|By signing this agreement, the Vendor agrees, centifies

end warrants that the Vendor is in' compliance with or exempt from the requirements of
N.H. RSA chapter 281-A (“Worker's Compensation™). To the extent the Vendor is subject
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to the requirc.ments' of N.H. RSA chapter 281-A, Vendor shall maintain, and require any
subcontractor or assignee to secure and maintain, payment of Worker's Compensation in
connection with activities whlch the person proposes 1o undertake pursuant to this
Agreement. Vendor shall fumnish the Contracting Officer identified in block 1.9 of the P-
37, or his or her successor, proof*of Worker's Compénsation in the manner described in
N.H. RSA chapier 281-A and any, appliczble renewal(s) thereof, which shall be aitached
and are incorporated herein by reference, DHHS shall not be responsible for payment of
any Worker's Compensation premiums or for any other claim or benefu for Vendor, orany
subcontractor or employee of Vendor, which might anise under applicable State of New
Hampshire -Worker's Compensation laws in connection with the pcrformance of the
Services under this Agrcemcnt

D. Cyber Liability Insurarice. Vendor agrees 10 puschase a technology/professional liability
insurance policy; including coverage for network security/data protection liabitity insurance
“(also called “cyber liability”) covering liabilities for financial loss resulting or arising from
acts, Crrors, or ofmissions, in rcnd%.ring technology/profcssional services or in connection
with (hc specific Scrviccsdcscribcd in this-Agreement: '

* Violation or infringement of any right of privacy, including brc~ch of'sccunly and
breach of security/privacy Iaws rules, or regulations globally, now or hercinafier
constituted or amended; Dula thefi, damage, unduihorized disclosure, destruction, or

_corruption, including wuhom limitation, unauthorized access, unauthorized use,
identity theft, thefi ofpcrsonaliy wdentifiable information or confidential corporate
information in whatever form, transmission of a computer virus or other type of
malicious code; and pamcap‘auon in adenial of service atack on lhud party computer
systems;

» Loss or denial of service; -
¢ Nocyber terrorism exclusion;

with a minimum limit of $5, 000 000 cach and every claim and in the aggregate. Such

coverage must include tcchnologylprofcssmnal lability including breach of Agreement,

privacy and security liability, privacy regulatory defense and payment of civil fines,

payment of credit card provider penaltics, and breach response costs (including without

limitation, notification cosis, forensics, credit protection services, call center services,
" identity theft protection services, and crisis management/public relations services).

"Such insurance must explicitly address all of the foregoing without limitation if caused by
‘an employce of Vendor or a sub;Vendor working on behalf of Vendor in performing
Services under this Agreement. Pohcy must provide coverage for wrongful acts, ¢laims, and
‘lawsuits anywhere in the world. |Such insurance must include affirmative contractual
liability coverage for the data breach indemnity in this Agreement for all damages, defense
costs, privacy regulatory civil finesland penalties, and reasonable and necessary data breach
notification, forensics, credit protection services, public relations/crisis management, and
other data breach mitigation servicds resulting from a bréach of confidentiality or breach of
secunly by or on behalf of DHHS,
p ) .

E. Excess or Umbrelia Liability insurance (Over Primary). 1f used 10 meel limit requirements, »

" Vendor shall provide coverage at I]easl as broad as specified for the underlying coverage.
Such policy or policies shall mcludc a drop-down provision providing coverage above a
maximum $25,000 self-insured rctcntnon for liability not covered by primary bul covered
by the umbrella. Coverage shall be! provided on a “pay on bebalf of” basis, wilh defense -
coslis payable in addition 1o policy[limits. Such insurancé shall contain or be endorsed to
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conlain a provision that such coverage shall-also apply on a primary and non-contributory
basis for the benefit of DHHS bc:forc DHHS's insurance or self-insurance shall be called
upon {0 protect it as a named insured. There shall be no cross-liability exclusion precluding
coverage for claims or suits by one insured against another. Coverage shall be applicable Lo
DHHS for injury (o employees of Vendor, sub-Vendors or others involved in performing .

Services under this Agreement. The scope of coverage provided is subject to approval of

" DHHS following receipt of proof,of insurance as required hercm

May 2019

‘Professional or Errors and Omissions Insurance, as Appropriate. Coverage specifically

designed to protect against octs. errors or omissions of Vendor and “Covered Professional
Services” as designated in the policy must specifically include work performed under this
Agreement. The lele limit shall! bc no less than $1,000,000 per claim and in the aggregale.
The policy must “pay on behalt‘of‘ the insurcd and must include a provision establishing
the insurer's duty to defend. The pohcy retrpactive date shall be on or before the Fﬂ'ocuv

Date oflhns Agrcemenl

General Conditions Periaining 10 Insurance.

(  Vendor shall have its insurerendorse the Lhird party general liability caverage to include
as additional insureds the DHHS, its officials, employees, volunteers and agents, using
standard 1SO endorsement CG 20 10. The additional insured coverage under Vendor's
policy shall be provided on 'a primary, non- contributing basis in relation Lo any other
insurance or sclfmsurancc{avmlablc to the DHHS. Vendor's poticy shall not seck
contribution from the DHHS's insurance or self-insurance and shall be at least as broad
8s ISO form CG 20 01 04 13,

{B) Itis a requirement under this' Agreement that any available insurance proceeds broader
than or in excess of the specified minimum insurance coverage and/or limits required in
this Section 7 shall be available to DHHS as an additional insured. Furthermore, the
requirements for coverage gnd limits shall be (8) the minimum coverage and. limits
specified in this Agreement; c:ar {b) the broader coverage and maximum limits of coverage
of any insurance policy proceeds available to the named insured, whichever is greater.

(@) Al sell-insured retentions (“SIR") must be disclosed to DHHS for approval and shall not
reduce the timits of liability. Policies containing any SIR shall provide or be endorsed to
providc that the SIR may be satisficd by cither the named insured or DHHS..

(™ DHHS reserves the right 1o obtain a full centified copy of any insurance policy and any
.endorsement. Failure to exercise this right shall not constitute a waiver of DHHS s right.

{v) Centificates shall comain 2 statement that the policy will not be cancelied except after

thirty (30) days prior wrilien hatice to DHHS.

() Vendor agrees to waive subr?gauon rights against DHHMS regardless of the applicability
of any insurance proceeds, and to require that all sub-Vendors and sub-sub-Vendors do
likewise. -

{vii) Proof of compliance with l?lmse insurance requirements, consisting of certificates of
insurance cvidencing all required coverages and an additional insured endorsement Lo
Vendor's general liability policy, shall be delivered 1o DHHS on or prior to the Effective
Date.

(viii) All coverage types and limits required src subject to approval, modification, and
additional requirements by DHHS, as the need anses. Vendor shall nol make any
reductions in scope ofcoveragc (e.g., elimination of conractual liability or reduction of
discovery period) that may affect DHIS's proteciion without DHHS's prior written
consent. -
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(x) DHHS reserves the right at jany time during the term of the Agreemenl to changc the
amounts and types of i insurance required by giving Vendor ninety (90) days advance
wriiten notice of such change If such change results in substaniial additional cost to
Vendor, DHHS will negotiate additional compensation proponionaj to the increased
benefit 1o DHHS. - '

(x} Inthe event Vendor fails to oPlam of maintain completed operations coverage as required
by this Agreement, DHHS at its sole discrelion may purchase the coverage required and
the cost will be paid by Vendor. ;

7. Indemnity. The Vendor shall defend, lindemnify, and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the State, its officers and employees, and any
and all claims, liabilities or penalties assened against the State, its ofﬁccrs and employecs, by or on behalf
of-any person, on account of, based or rcsu]llng from, arising out of {or which may be ¢laimed to arise out

- of) the acts or omjssions of the Vendor. Nolwu(hstandmg the foregaing. nothing herein contained shall be
deemed to constitule 2 waiver of the sovereign lmmumt) of the State, which immunity is hereby reserved 0
the State. The covenant in paragraph 8 shall survwc the termination of this Agreement.

8. Subconlract!ng. No Services coverediby the Agreement shall be subcontracted withour the prior
written consent of DHHS. In the event subconu"‘:cling is approved, and the Vendor delegates a function to
the subcontractor, the Vendor shall do the following:

A. Evaluate the prospective subconiractor's ability to perform the activivies before dclcgating
-the funciion

B. . Have a wr:ucn agreement with 1hc subcontractor that specifies activities and reporting
responsibilities and how sanctiohs/revocation will be managed if the subcontractor’s
performance is not adequate. '

C. . Monitor the subcontractor's performance on an ongoing basis.

D. Provide to DHHS an annual schedule 'idcnli'l'ying all subcontractors, delegated functions and
responsibilities, and when the subcontracior’s performance will be reviewed.

Tile to Data and Doguments. Vendor) agrccs thal all data, repors, operating manuals, notes, and
other wnm:n or graphic work produced in the performance of this Agreement is considered work made for

hire and shall be the property of DHHS upon dclwcry DHHS may disclose, disseminate, and use in whole
or in past, any final form data and infortation reccived; collected, and developed under this Agreement.
DHHS agrees that the TCP Patient Registry System and. all computer program code crealed, used, and/or
developed by Vendor in performance of this Agreement is confidential and proprietary to and the property
of Vendor. Said proprietary -information shall bc held as confidential and not disclosed to the public.in
accordance with New I-!ampshnrc or other applucab[e law.

10. Permils _and ngcusg Pror 1o lhc Effective Date, Vendor shall obtain and maintain
1hroughou: the Term all licenses 'cqmrcd by apphcablc New Hampshire or other apphcablc law,

. Modifieation, Amendment. No amendment or variation of the terms of this AgTecmcm shall be
valid unlcss made in writing of subsequent date lhcrclo signed by the parties and approved as required. No
ora} understanding or agreement nol incorporated in the Agreement is binding on any of the parties,

12. Assignment. - The Vendor shall not’ assign, or otherwise lransfer any mlcrcsl in this Agreement
without the prior written nol:cc and consent of DHHS.
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13, Audil of Records. Vcndor shall submit an annual audit to lhe DHHS within sixty (60) days after
the close of the agency fiscal year. Itis rccommcnded that the repont be prepared in accordance with the
provision of Office of Management and Budgclt Circular A-133, “Audits of States, Local Governments, and
Non Profit Organizations” and the provisions of Standards for Audit of Governmental Organizations,
Programs, Activities and Functions, issucd by the US General Accounting Office as they pertain to financial
compliance audtls.

A. Audit and Review: During the Agreement term and the period for retention hercunder,
DHHS and any of their dcmgﬁalcd represcnlatives shall have access to all reponts and
records maintained pursuant to the Agrccmcm for purposes of audil, examination, excerpts
and transcripts. !

B. Audit Liabilities: In addition :Io and not in any way in limitation of obligations of the
Agreement, it is understood and agreed by Vendor that Vendor shall be held liable for any
stale or federal audit cxccpuon's and shzll retum to DHHS all payments made under the
Agreement Lo which exceplion thas been nken or which have been dlsallf)wcd because of
such an exception. :

14. Designated Representatives. With the execution of this Agreement, Vendor and DHHS shall
- designate specific individuals to act as Vendor(s and DHHS’s representatives with respect 1o the Services
to be performed or furnished by Vendor and responsibilitics of DHHS under this Agreement. Such
.individuals shall have authority to transmil instructions, receive information, and implement the Agreement
“on behalf of cach respectiveparty.

overning Law. This Agrecment.|and perfonhance hercunder and all suits and special
procccdmgs shall be construed in accordance with the laws of (he Statc of New Hampshire, In any action
ar proceeding that may be brought from'or con'nc.clcd in any way to this Agreement, the laws of the State
of New Hampshire shall be applicable and shall govern to the exclusion of the law any other forum. Venuc
shall be fixed in Merrimack Cou'lly, New Hampshire.

16. Disputes. DHHS and Vendor agree lo ncgotiate all disputes between them in good faith for a
pcnod of thirty (30) days from the date of nolrcc prior to invoking any procedures of this Agreement, or
exercising their rights under law, Prior to courl aclion, the parnies agree (o pursue non-binding mediation
as a means 10 setile anydispute. ' o '

-17. Entire Agreement. This Agreement together with the exhibits identified below constitute the
antire Agreement between DHHS and VendorI for the Services and supersedes all prior wrilten or oral
understandings as it relates to New Hampshlrc Department of Health and Human Services’ TCP Patient -
Registry System.

13. ongls grimination. In connection with the performance of the Scrvices, the Vendor shall comply
_wuh all statutes, laws, regulations, and orders| of federal, slate, county, or municipal authorities which '
impose any obligation or duty upon the Vendor, including, but not limited to, civil rights and equal
opportunily Jaws. This may include the rcquir'cmem to utilize auxiliary aids and services to ensure that
persons wilh communication disabilities, including vision, hearing and speech, can communicate with,

* receive information from, and convey ml'ommuon to the Vendor. In eddition, the Vendor shall comply
with al} applicable copyright laws. During the Iu:m1 of this Agreement, the Vendor shall not discriminate
against employees or applicants for cmploymcnl because of race, color, religion, creed, age, sex, handicap,
sexual orienlation, or national origin and will takc affirmative action to prevent such discrimination. Ifthis
Agreement is funded in any pan by monies of the United States, the Vendor shall comply with alt the

5 provisions of Executive Order No. 11246 (“Equal Employment Opportunity”), as supplemented by the
regulations of the United Siates Depanment of Labor (4) C.F.R. Part 60), and with any rules, regulations
and guidelines as the Statc of New Hampshire or the United States issues to implement these regulations.
The Vendor further agrees to permit the State or|United States access to any of the Vendor's books, records
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and accounts for the purpose of ascertaining compliance with all rules, regulations and orders, and the
covenants, terms and‘conditions of(his Agreement,

19. Nolices. Any nolice required undcr this Agrcement will be in writing, addresscd to the
appropriate party and given pcrsonally, by facsimite. by centified mail, return reccipt requested, postage
prepaid, or by a commercial courier service. Allinotices shall be effective upon the date of receipt.’

20. Severabilily. Any provision or part of the Agreement held to be void or unenforceable under any
laws or rcgulations by a coun of competent jurisdiction and vepue shall be deemed stricken, and all
remaining provisions shall continue to be valid and binding upon DHIS and the Vendor, who agree that
the Agreement shall be reformed to replace such stnicken provision or pan thereof with a valid and
enforceable provision that comes as close s possible to expressing the intention of the stricken provision.

21. Survival. All express representations, waivers, indemnifications, and limitations of liability
-included in this Agreement will survive its completion or termination for anyreason.

22. Timcliness. Time is of the essence injthis Agreement. Vendor shall proceed with and complete
the Services in an expeditious manner.

23, Waiver. Neither the acceptance of Vendor’s work nor the payment thereof shall constitute a
waiver of any provision of this Agreement. A waiver of any breach shall not constitute 8 waiver of that
provision, nor shall it affect the enforceability of that provision for the remainder of this Agrecment.

24, Exhibits lncludcd The’ followmg ‘Exhibits are auachcd hereto and mcorporntcd into this
Agrccmcnl .

Exhibit A - Statemenl of Work

Exhibit T - Health Insurance Ponabnhty and Accountability Aci Business Associate Agrccmcnl :
Exbibit K —~ DHHS Information Sccumy Requirements

Exbibit § - Security Review chuurcmcnts Matnix

_Exhibit B - Mcthods and Conditions.Precedent 10 Paymem

In the evenl of conflict between the lenns and T(:cmdi:ionss of this Agreement and those within any Exhibit
hereto, the terms and conditions of this Agreement shall prevail over any Exhibit hereto.

'25. Atomey’s Fees. Should any liligation or arbitration be commenced between the parties hereto -
concerning this Agreement, or the rights and dutics of any party in relation thereto, the party prevailing in

such litigation-or arbitration shall be entitled, |?n addition 1o such other relief as may be granted, to a
reasonable sum as and for attomey’s fccs in such litigation or arbitration.

(Signature Pages Follow]
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IN WITNESS WHEREQCF, the person cxclcu!ing this Agrcement on behalf of DHHS warrents and
represents that he/she has the authorily to execute this Agreement on behalf of DHHS and has the authority
to bind DHHS to the performance of its obligations hercunde_:r.

DHHS:

STATE OF NEW HAMPSHIRE DEPARTMENT
OF HEALTH AND HUMAN SERVICES

-
A e
S

May 2019 : A Page 11 of 72
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IN WITNESS WHEREOF, the person échuiing this Agreement on behall of Vendor warants and
represents that he/she has the authority to execute this Agreement oo behialf of Vendor and has the authority
to bmd Vendor to thc performance of its obhganons hereunder.

VENDOR:

BIO-TECH MEDICAL SOFTWARE, INC.

By: _‘é:SZV

Name: ?.d-;.'i,L _ .U°

Tille; ¢Eo -

Date;_$£-40-2019

May2019 - Page 12'0f 72
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Exhibit A
- Statement of Work

State of New Hampshire
Department of Health and Human Services
| Patient Registry System for

Therapeutic Ca nrﬁmb‘is Program { TCP)_
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CHAPTER 1 - STATEMENT OF PURPOSE / NEED

11 PROJECT OVERVIEW

This statement of work (SOWY} is for the design, implementation, and suppon of the New Hampshire Department
of Health and Human Services {DHHS), Therapeutic Cannabis Program (TCP). Vendor is to provide industry
standard services and deliverables for the following|initiative: TCP Patient Registry System.

1.2 PROJECT DESCRIPTION

In July 2013 the New Hampshire law, RSA 126-X, created an exemption in state law lrdm ceiminal penalties for

the therapeutic use of cannabis provided that its usé is in compliance with RSA 126-X. The NH Legislature placed

the responslbmty for administering the program within the NH Department of Health and Human-Services

{hereinafier known as DHHS). Subsequently, DHHSlestablished the self-funded Office of Therapeutic Cannabis
" Program {hereinafter known asTCP). -

With the passing of the Therapeutic Cannabis Program admamslrahve rules (He.C 401 and He-C 402), the TCp
began issuing Therapeutic Cannabis Registry ldennﬁcalnon Cardsin December 2015. To meet the immediate TCP
business needs, DHHS's Office of Information Semlces developed a homegrown patient registry identification
card solution. The solution utilizes an MS Access database as its source of TCP applicant control and maintenance.
The patient registry application process is paper basled and managed by the TCP,

For enhanced security, performance, and expansion, DHHS is seeking a COTS product to replace its current
patient registry solution. To meet current busmcss’needs the TCP Patient Registry System will (i) provnde TCP
staff with the ablhty to eIeczromcally process and track patient and caregiver card registration appltcauons
electronically process and track written certifications for providers, seamlessly print patient and caregiver

. registry cards utilizing housed system data, manage 1am:l housc Alternative Treatment Center [ATC) information,
and produce system, operational, and decision- makirhg reporting and dashboards; (i) provide internal DHHS user
system access; (iii} provide New Hampshire reudents with an online portal to register as a qualifylng patient (as
that term is defined in RSA 126-X} including eleclromcally completing and filing their applications, uploading
documentation, tracking their application status, ar!\d updating their information as needed to maintain their
status as qualifying patients; (iv) provide designated caregivers (as that term is defined in RSA 126-X) with an
online portal to electronically complete and file their ap;ilications, upload documentation, track their application
status, and update their information as needed to maintain their status as designated caregivers; and (v) provide
certifying medical providers {as that term is defined i'n RSA 126-X) who have been prior authorired by DHHS with
an online portal to electronically c0mplete and file their patients’ wn(ten certifications, track application status,
and update information as needed.

DHHS and Vendor will replace the existing Patient Registry solution, migrate the data to the new COT§ system,
_test the system, and then Vendor will product train|DHHS users on the new system. This project will facilitate
TCP productivity and security for DHHS stafi, and prciwide DHHS staff with reporting and program management
~ metrics. All system data {qualifying patients, designated caregivers, and certifying medical providers) Is and will
remain the property of DHHS. The project will be complete within five (5} months of the project kick-off meeting. ..
The project kick-off meeting will be scheduledon a date thatis mulually agreed upon by the Vendor and DHHS

Exnibit A | _ © VendorInttsts__ PP
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PROJECT TIMELINE

e ey

The project’s design, development, and implementation and the Preliminary Services will be completed within
five (5) months of the project kick-off meeting. A d‘e:alled project schedule will be devetoped and delivered to
DHHS, by the Vendor, within ten (10} business days of the project kick-off meeting. The project kick-off meeting -
shall be scheduled on 2 date that is mutually agreed upon by the Vendor and DHHS. The schedule will reflect
Vendor and DHHS mutually agreed upon deliverables. :

1.3

PRDJECT ORGANIZATION AND GOVERNANCE

For a comprehensive list of key DHHS swffassoaated with this project and |he|r role, refer to Table 1.

Table 1: DHHS staff associated with the TCP Patlent Rc‘lllr‘y;y‘slem Project

e ‘.‘_\
‘3?..1\

Pro;ect Sponsor

l- ‘.,..
h

m%-m Wy

‘lﬁ:’
Securmg resources
Resolving issues on a timely basis
Final Acceptance & Sign-off

Py _.-_\‘ |""
. Jiw ‘w‘

OPHS Business Lead

Identifying and requesting State Resources

Liai;son between Project Team and DHHS Senior Leadership
Mitigating risks & Issues

Approving schedule adjustments

Appl;roving Change Orders

Project Manager

Dirécﬂy interfacing with Vendor

Asslsllng the State Pro;ecl team wnh monitoring and
tracking progress

Managing significant issues and risks

Coordinating and scheduling project team me'etings
Approving meeting minutes/notes

System Engineer

“Ensuring all business and technical requirements are met

Attgnding project team mectings
Revéew‘mg ang approving technical documents
Revliewing and recommending approval/disapproval of
Change Orders
Recommending acceptance of test results
Recommending approval/disapproval far “go-live”

]

Business Analyst/Subject Matter Expert
{SME)

Interpreling business requirements
Atlendmg project team meetmgs
Rewkewmg technical documents
Rew'ewmg Change Orders .
Parllicipating _in system testing

Database Administrator

Assisting with the migration of legacy data to vendar's
database

Atteindmg project team meétings when needed -
Partncnpatmg in system testling

0512018
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"CHAPTER 2 - SCOPE OF WORK

21 OVERVIEW

New Hampshire OHHS, Therapeutic Cannabis Program (TCP} seeks a Vendor that offers innavative project
- processes, approaches, and tools to design, implement, and support the TCP Patient Registry System project,

Per this Scope of Work, the Vendor will repart {through a designated point of ;:ontacl} directly to TCP Patient
Registry System Project Sponsor or .designees. The Vendor will evaluate and assess.the TCP Patient Registry
System throughout the Agreement term. System architectural dizgrams and project documents will be
provided to the DHHS System Engineer and Project Manager, who will, in turn, distribute these materials to the
Project Sponsor to facilitate project decision-making as needed.

The Vendor will review and evaluate all aspects of the project and provide analysis, feedback, and suggested
mprovements to ensure the quality and success of the TCP Patient Registry System. The Vendor will examine
TCP Patient Registry System artifacts, deliverables, LEAN analysis, and written and oral communications to

* evaluate the effectiveness of OMHS project management practices {including scope, cost, schedule, risk, quality,
and other measures of project management} and ;Inrojec[ execution.

The Vendor shall perform a project assessment to independently identify, analyze, and validate the major risks
facing the project. The Vendor shall design, implemert, and support an industry-standard Therapeutic Cannabis
Program Patient Registry System with web portfal capability to DHHS, prospective and eiisting qualifying
patients, designated caregivers, and certifying mgqical providers,

: |
2.2 * ST OF VENDORRESPONSIBILITIES ] I

The Vendor will provide design, development, andiimplementation and support service_s.

The Vendor will possess the professional and technical staff sufficient in number to timely perform the project .
and support services required by this Agreement|and the statf will have suHicient skills and experience 1o

‘perform the services assigned 10 them. i

Ali of the services 10 be furnished by the Vendor under the Agreement shall meet the professional standard
-and quality that prevail among information (echypology professionals in the same discipline and of sirpilar
knowledge and skill engaged in related work throughout New Hampshire under the same or similar
circumstances. '

During the term of the Agreement, the Vendor willqmaintain all licenses, permits, qualifications, insurance, and
approvals of whatever nature that is legally required to perform the services.

221 Perform ProjectMonlitoring

The Vendor will perform angoing project [monitoring activities and will review and validate
"issues/deficiencies/risks identified with the projeci! Project monitoring activities will include:
o Providing personnel, processes, approaches, and tools to perform project and suppon services for
the TCP Patient Reglslry System project.
®  Assessing and repomng overall project performance, extrapolating likely future praject progress
and success, and identifying any possible impedimenls to successful project complétion.
¢ Examining all project artifacts and documents to evaluate the effectiveness of the project
management conltrols, procedures, and methodology

e Performing a detailed review of project deliverables for accuracy, completeness, and adherence %
Exhibll A Vendor Inftials :
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i
contractual and functional requirements. !
* Performing a detaifed review of the system documentation (Requlrements Design, Training, Test,
and Management Plans, etc.} for accuracy and completeness.

» Performing a detailed review of the software architecture for feasibility, consistency, and
" adherence to industry standards.

* Reviewing the process for tracking of bu$iness and technical requirements to their source and
" reviewing the process established during the planning phase for requirements traceability
throughout the subsequent development/implementation phase. Reviewing the traceability of
system requirements to design, code, test,)and training.
v Assessing the eﬂectivehess of project communication,

¢ Develaping performa nce metrics lhat facilitate the tracking of progress/completion of pro;ect tasks
and.milestones.
e Reviewing all project cost and expenditure documentation and making recommendations for the
efficient use of funds. -

* Validating identified risks and issues and proposed response(s) and assessing impact to the project
Progress ar success. i | :

* Reviewing statements-of-work, solicilétio}ns, and contracts to verify the alignment between
requirements and solicited or contracted térms.

 Providing guidance and training on standards and best practices for project management.

& Ensuring project teams follow required standards including, but not limited to, administrative
ru1es New Hampshire statutes, and federal requirements.

. Assessmg the project’s Configuration Management {CM) function/organization by rev:ewmg ™M
reports and making recommendalions regardmg appropriate processes and tools (o manage
system changes.: ‘ '

* * Consulting with all stakeholders and assesﬁing the user involvement and buy-in regarding system
functionality and the system's ability to meet program needs.

. Developmg performance metrics which al!olw Irackmg of project completnon agamst milestones set

© - byDHHS. - ) _

e Assessing and recommending improvemelnt, 35 needed, to assure software .testing is being
performed adequately through review of test plans or other documentation and through direct
observation of testing where appropriate; in¢luding participation in and cooardination of peer
reviews.

e Reviewing system hardware and software canfiguration and reporting on any compatibility and
obsolescence issues. i -

2.2.2 Provide Presentations and OralReports

The Vendor will participate in project meetings and provide oral updates and summary presentations of all
report content. in addition, the Vendor will provide presentatrons for stakeholders or government leaders when
requested by the Project Sponsor, ' ;

223 Meetings |
The Vendor will attend project meetings and evenls,ias defined by the DHHS Project Manager, System Engineef,

or Project Sponsor. '
Exhloit A | Vendor tritials__ "
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‘224

RS

Provide Recommendations for Cost Saving§ .

. !
The Vendor will provide recommendations to DHHS for project cost savings where feasible and practicable.

225

Records Management

The Vendor will maintain the monitoring work documents necessary to manage and support the TCP Patient
Registry System {life-cycie management documenlls, status reports, risk analysis, change order requests, user
guide manuals, etc.) and recommendations lhmughoul the term of the Agreement. These work papers must’
be available during the status meetings and must upon request, be supplied to DHHS for archiving at the
conclusion of the project. -

2.2.6

The Vendor will:

1
2,

10.
11,

12,

asnme

Perform AdministrativeResponsibHitics

Designate 3 contract manager to oversee the Agreement assotiated with this SOW.

Designate a project manager Lo oversee the|activities of this SOW, serve as the point of contact for DHHS,
communicate with and provide inforrnatiori to DHHS as required,

! ; - '
Perform all activities identified in the SOW, and provide 3ll deliverables in the manner and timeframes
described in the associated Agreement to OHHS satisfaction.

Provide all administrative needs to support-the TCP Patient Registry System effort, including but not’
limited to travel, office services, equipment (e.g., personal computers, software, fax machines, copiers),
and any other special equipment or supplies for use by the Vendor staff}, untess other arrangements are
made with DHHS. '

Submit invoices in a manner prescribed bv'the Agreement.
Submit timesheets, if required by DHHS, in 3 manner prescribed by DHHS.

Provide a schedule and other project information/artifacts to OHHS for incorporation into project
documentation.

Schedule requests for information and meetings so as to minimize the impact on DHHS staHf, project
stakeholders, and the project team,

Respond to inquiries or requests from the DHHS Project Sponsor, Project Manager, or System Engineer
within agreed-upon timeframes. '

Produce all documentation using the document, spreadsheet, and diagram standards specified by DHHS.

Pravide final copfes of all deliverables, reports, and other antifacts {as mutually agreéd-upo_n] in electronic
format for archive purposes. ’

Provide sufficient contact telepﬁone numbers during normal business hours and e-mail addresses to
facilitate communication. For the purpose’slof this SOW, normal business hours are defined as Monday
through Friday, BAM to SPM, Eastern Time [ET), excluding State of New Hampshire observed holidays.

Exhibli A Vendor Inltials_ Pl
Statement of Work . :
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CHAPTER 3 - PROJECT TASKS AND DELIVERABLES

3.1 ADMINISTRATWE DEUIVERABLES

In compliance wnh TCP statutory requirements and to meet the goals of the TCP Patient Registry System the
Vendor will develop/perform/submit the following deliverables to  administer and manage the prjECl and
SuUpport services. :

3.1.1  TCP Patient Reglstry System Implementation Project Mana'gement Plan

The Vendor will develop a comprehensive TCP Patient Registry System implementation Project Management
Plan.

The TCP Patient Registry System Implementation|Project Management Plan will be provided to DHHS within
twenty [20) business days after the Praject Kickoff Meeting is completed.

" The TCP Patient Registry Project Management Plan must include the following elements:

¢ A detailed description of how the Vendor plans to perform the implementation project, This
description must include melhodolog:es strategies, standards, and approaches employed by the °
Vendor for executing each of the activities within this SOW.

* Anorganizational structure which reflects,|among other things, coordination activitics among the
Vendor, the DHHS Project Sponsor, Project Manager and team, stakeholders, and ovérsight
entities involved in the project. :

* An organizational chart and description of resources assigned to project activities, tasks, and
deliverables.

» Description of the specific deliverables to be produced (minimum required deliverables are
presented in section 3.2 of this Exhibit A) as a result of activities.

The Vendor will manage and carry out the project imp!_erﬁentation and support services in accorbanéc} with the
DHHS-approved TCP-Patient Registry System Implementation and Management Plan.

.3.1.2 Schedule

The Vendor will develop a complete and c0mprehe|nsive'project schedule that is based on key delive(ables and
activities. The detailed schedule will include activities, tasks, estimated start and end dates, durations,
deliverables, and assigned resources to iltustrate hrle services will be achieved. DHHS and Vendor acknowledge
that this project schedule may need 1o be adjusted durmg the Agreement term to reflect changes. The schedule .
will be provided to DHHS within ten {10) business days after the Project Kickoff Meeting is compleled

The project schedule will be updated penodlcaﬂy andwill be submitted with the status rcports or upon request
by OHHS. { .

3.1.3 ODI and Support Status Reparts/Meetmgs 1

The Vendor will conduct DDI and support status meetlngs {with the DHHS Project Sponsor Project Manager
ang team} and provide reports on the status of DD| and support acuv:tres

Exhibit A Vendor Intials_ceze—
05/2019 " Statement of Work
; Thgrapeutic Cannabls Program, Patent Reglsiry System Date_5-39-2e (¥ _
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3.2  PROJECT DELIVERABLES
The Vendor will develop/perform/submit the following deiivea:ables for the TCP Patient Registry System:

121 Functional Requlrements

The TCP System will include three [3) mterdepf.!ndent views and data types: quahfymg patient, designated
caregiver, and certifying medical provider, Addmonally the system will have administrative, advanced
reporting, dashboard, dual-sided card printing, photo and document upload capability, and system-wide search
functionatity. Further, the system will have record retention and storage capacity to accommodate seven {7)
years patient, caregiver, and medical provider history and the recall of all system documents associated with
every patient, caregiver, and medical provider {eg., correspondences).

3211 Qualifying Patient View

At a minimum, the patient screen must include the fields below and have the capability of identify information
-missing from the patient application. As a bdsines{s requirement these and other fields may include drop-down
selection, searchable free form text, auto-fill, and overall search functionality.

10 1ssuance Date

s PatientID * Registry D Medicaid ID .

s D effective date * [Dexpiration date Minor s Under Guardianship
- o Physical address * Mailing address Email address s County

. 'Namepreﬂx ¢ Firstname Middie name - = Last name

¢ Name suffix 1 e Name suffix 2 'Pr-mne-l * Phone2

* DOB
. 1ﬁcompleleduedate

e Case status’
s Case comments
‘s Remittance amt.

» Provider2

3.21.2

ApplicéliOn received
date
Incomplete notice due
date o
Document list
Symplom
Remittance type

Caregiver

Application accepted
date -

Iincomplete package
returned

Patient photo
Medical condition
Remittance date

Denial/close reason

- Request for

information date
Incomplete package
returned date

Photo expiration date
ATC selection

Provid_erl

Designoted Careglver View

The TCP is patient based. For each patient case there must be an inter-related Designated Caregiver View. This
view will contain caregiver information and have the capability of identifying information missing from the
caregiver application. At a minimum, the caregwer screen must include the fields below. As a business

requirement these and other fietds may include d‘rop down selection, searchable free form text, auto-fili, and
overall search functionality. ;

s Caregiver ID s RegistryID o Medicaid D » D Issvance Date

* D effective date ¢ D expiration date * Denlal/close reason - DOB

¢ Physical address * Mailing address ¢ Email address -+ County

+ Name prefix ¢ First name * Middle name e Lastname

. Exhibit A Vendor Inilials__ o/ Peer"
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s Name suffix 1

e Application received
date

¢ Incomplete notice due
date i

» Caregiver photo

s Assigned patient
county
s Medical condilion

3213

The TCP is patient based. For each patient case th

» Name suffix 2

¢ Photo expirationdate

¢ Symptom

Certifying Medical Provider View

"Ll gl o}

Application accepted

_date

Incomplete package

teturned

List of assigned
patients (full name}

Phone
Incompiete due date

Phonel .
Reques) for .
information date
Incomplete package .
returned date

Document list )

Case status

Case comments

Assigned patient
registry 1D

Assigned patiemt ID .

ere must be aninter-related Certifying Medical Provider View.

This view will contain medical provider information and have the capability of identifying information missing
from the Written Certification, At a minimum, th medical provider screen mustinciude the fields below. As a

business requirement these and other fields may

Medicallicense #
DEAregh
County

Provider middle name

Office manager name

s [Document list

e Associated patientiDs

3214 .

fill, and overall search functionality.

Licen;ing state
Office phone number
Office/business name
Provider last name

Medical specialty

Certification statu

v

List of associated
patients {full name)

include drop-down selection, searchable free form text, auto-

License issuance date
Office address

Provider name prefix

Provider name suffix 1

license renewal date
Office emailaddress

Provider first name

Provider name suffix 2

Provider type ¢ Centification
application received
date

Close reason ~» Certification case

~ comments

Associated patient
registry 1D

Alternative Treatment Center (ATC) Dispensory Malntenonce View

The TCP is patient based. For each patient case there must be an inter-related Alternative Treatment Center
{ATC} view. This view will contain ATC information and be used to auto-populate ATC information within the
patier—u view. This view will be used by the system and functional administrators to manage and maintain ATC
information for the system. At a minimum, ATC screen must include the fields below. As a business requirement
-these and other fields may include drop-down selection, searchable free form text, auto-fill, and overall search

functionality.
e ATC namé

* ATC contact email

¢ ATC view name ‘

052019

e ATC address
& ATC contactema
e ATC view addres

w

Exhibil'A
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3215

Capabllity to define each case by application st
frames. Required categories:

1

acard, etc.
" Renewal -

3.2.16°

The system mus‘l be capable of:

3217

Case Stotus Field

ge, to ensure DHHS is meeting application processing time

Registration - The patient/caregiver has submitted an application but TCP has not taken action on it

vet to determine if it is complete or inc

omplete. Once determined, the case is brought out of

registration and into pending or open, 35 applicable.
§
Pending ~ The application has been submitted, TCP has determined it as incomplete and has

requested additional information.

Open — The case has been fully processed.
Issued - Registry ldentification Card has be
Closed - The case had previously been prg

The card/cenification is due to
application and some/all of the needed doc

enissued {patient/caregiver)
cessed but is currently ¢losed due 16 denial, expiration of

expire but the patient/caregiver has submitted a renewal

umenlation. -

Renewal Pending — The renewal application has been submltted TCcP has determined it as incomplete

and has requested add:tuonalunformatnon

Under Appeal - The case has been denied

Registry ldentification Cards

generating a photo expiration atert, based
uploading and housing digital photos:
exporting extracted preselecied data and
two-sided template format; and

sending the exported information viaa "p
digital photo and state statute determ

angd is currently under appeal. -

on photo expiralibn date, to avoid tapse in régistration;
digital image(s) from the system server/data mart in a

rint function” to the specialized card printer where the
ined information will be printed onto the Registry

Identification Card for patients andcaregivers.

Record Case Comments

The system must have a case comment section wi}hin each view to enter progress notes for individual cases. It
is expected each case note will be a separate field, along with corresponding and separate fields for case note
date‘and case note entry user ID Notes must be u;')datable searchable, and printable, including date and name
of note entry user.

3218

Porta!l

The system will include a web portal 1o allow patients, caregivers, and providers to complete and submit
applications and written centifications, upload documents and photos, and check on the status of applications
or renewals. Figure 1 provides a hngh level process flow for the portal,

052019
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Figurel

The patient/caregiver functionality will be included in the initial operating capability. The provider functiona!it\}
will be included in the final operating capability. A}s a business requirement these and other fields may include
drop-down selection; free-form text, and auto-fill. Functionality willinclude, but not be limited to, the fallowing:

¢ High Level Functionality
o -Provide alinkage 10 database

o Provide a landing page for users
Generate notices to TCP staff to include:
0. Pending actions
0 Incomplete applications
0 Denied applications
¢ Near term renewals

- Generate email notices to patients, caregivers, and prowders
Allow for new and exisling users i
Allow access for ‘qualifying patients, desngnaled caregivers, and certifying medical provnders
Provide lmkage between patient and caregwer accoums
Provide linkage between patient and provider accounts
Upload documents and photos
Prevent creation of duplicate accounts | ) _
¢ User based {i.e., prevent users irorr: creating multiple accounts)

0 TCP based (u e, pr0v:de accurate hnkage hetween TCP created account and user-created account

Exhibit A ] Vendor Inltlals &ﬁ
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if TCP created a palient/caregivzjar/pmvider account first)
o Provide information/requirements/instructions pages or pop-ups, including the required notice

explaining federal cannabis law
Provide security features:

¢ Username/password

¢ Double verification -

O Consistent with security requirements in Appendix B, Exhibit K
O Provide privacy features consistent with Appendix 8, Exbibit K
o Pro\.ride'support_to users experiencing issues during lagin and navigation of partal

User Functionality
Create a new user account that

¢ User name
0 email addeess

will include:

0 Temporary password (system auto-generated)
0 Creation of user-defined password.

Capability for recovering usern

ame and password

Save and retrieve an application/wrilten certificatlon before it has been submitted.

Enter application/certification
signatures

Identify authorized caregiver [paticnl
¢ Name

O Address

¢ Phone number

¢ Email address

0 Rela!i'on;hip

¢

requirements, including all acknowledgements, certificatidns, and

)

!

Proof of guardianship'or power ?f attorney

- Complete and submit an application [patients/caregivers)

Capability lo upload any of the

lollovl.ring:

0 Digital photo [patients/caregivers]
0 -Proof of residency [patients)
0 Proof of guardianship {patients/caregivers)

Check status of application, reg
Submit change of information t
Name :
Address
TATC
Caregiver
Email address‘A
Phone number
Compiete and submit a renewa

Ll - - -2

"¢ Renewal application will be

ardless of paper or portal submission
o include:

I application/certification
prepopulated with existing information

Exniplt A . Vencor intlals_g P
Statoment of Work
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¢ Applicant will verify and update information

-#  User Functionality (Careglver specific)
o Verify caregiver is an authorized user
o Verify caregiver is authorized to access a patient’s accaunt
o System must allow for caregiver to access muttiple patient accounts
o Allow for a minor patient account tc be linked to two caregivers

s User Functional {Provider speclf‘c} ! \
verify that provider is an aulhonzed user using a DHHS- generated 10

Allow for a mingr patient account to be linked to two. providers .
Allow provnder account {o link {0 multlplc patient accounts

Allow provider to revoke patient’s certification

Extend written certification if originally cemfned for duration shorter than ane year

O 0O 0 0 0

3.2.1.9  Letters/Notifications
The system must be able to generate auto-fill[checklists, letters, and natifications in PDF and hard copy. The
system should allow for template and customizable letters and notifications for patient, caregiver, and medical .

provider records. Letter and notification address formatting must be templated for mail-merging, mailing
labeis and for window envelopes. Letter and notification examples:

¢ Approval Notice
+ Notice of lncomplate Application/Certification
« DenialNotlce -

+. Renewal Notice

* Voided Card Notice

* Revpcation Notice .

*  Notice of Closed File —Patient

32110 Dashboord

Itis expected the system will Include a cuslomuable dashboard with the capabitity of alerts, heat maps, graphs,
and integrating linked patient, caregiver, and medlcal provider data at an aggregate and individual Ievel
Dashboard information would include, but not be limited to, the following:

» Client Registration — Number of applications in client registration and the date received

+ Pending - Number of applications pending and the due date for the incomplete information

e Uploaded Documents ~ Notification (alert} when documnents have been uploaded into an openor
closed case (i.e.. regorting a change, patient/provider correspondence,etc.) )

» Renewal — The patient has submitted a renewal application but TCP has not taken action on it yet to
deter'rnine if it Is complete orincomplctc '

+ Renewal Pending — Number of renewal apphcatlons pending and the due date for the incomplete.
information

* Under Appeal - Number of denied cases underappeal

3.2.1.11° Reporting

Exhibit A Vendor Inttints__s "
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It is expected the system will inclide user qulery-based and taqned reporting 'at an aggregate and individual
level. Reparting will include, but not be limited to, the following: .

32112 Addmonameq:{!re;nents

3.2.2

_ Export Date/Time 10 ATC Export form

Statistical reporting for opencases
Operatlonal reporting L
Decision-making reporting
Remittance rate reporting
New

In-process .
Revoked [check did not clear/credit carddechned)
voided '

OHRS printer, Magicard Rio Pro Duo DJaI-Sided Prinier (3652-0021), must be compatible 1o TCP system
System must have record deduplication or identity replication capability

System must be capable of creating la rangom 10-digit identification number, containing at least 4
numbers and at feast 4 létters, that is unique to the qualifying patient or the designated caregiver.
Searchable free-form comment field that can be printed and/or included in a Word letter when selected
by the User
Auto populate comment fields with generic comments

Missing application/certification infarmation (check-list) will be auto-filled an the “Notice of incomplete
Applicatian/Certification” letter ;
Generic Patient Payment S1atus report|gengration in PDF and Excel formats

System must store, per record, all torrespondences and documents and generate a prmtable/exportable
historic list of ail correspondences, Including original send date

System must be sized accordmgly to agommodate retaining record correspOndences documems and
digital photos, as well as, quick retruevali of said letters and documents !

Autd-generate emails upon patient ATC change
Autbmated push to ATCs of patient/caregiver data

Unlimited medical conditions selection within Medical Conditions field

Unlimited symptoms selection within Symptom field

User Guide for system

Technical documentation
Robust patient/caregiver/provider search & find fundiqnaﬁt'y
Disaster recovery strategy '
Unlimited name length in tables and on forms

Design Phase

During the Design Phase the Vendor will work|with the DHHS project team to identify system requirements.
The identified requirements are to be transforrned by the Vendar, into a System Oesign Document that
accurately describes the design of the system Thns document will be used as an Input to system development.

The Design Phase comprises the following deliverables:

052019
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¢ Transformation of all requirements into detailed specifications covering all aspects of the system

» Assessment and planning for securityrisks

» Scope and prepare a pre-migration plan, including but notlimitedto:

o Extract design: how the data is extracted, held and verified
Migration design: how data is transformed Into the target structure
Mapping rules: the deatails of the migr'atibn
Test overview: 100ls, reporting, stiucture and constraints
Unit test: unit test specification

Integratian test: integration test specification '

O 0O 0 O ©

|
Impiementation/Go-Live Plan: actions required to “go live”

* Approval 10 pragress (0 the Development Phase
During the development of documentation, the Vendor shall:

* - Write comprehensive, easy to understand documents with no redundant information
Y Develop an organized document reposrtorv for critical project Information, so Development Team -
members can easily access, store, and reference project documents and other dehverables from all
life cycie phases
¢ Implement routine deliverable reviewsito correct inaccuracy, incompleteness, and ambiguities
»  Recycle or reference informationtrom earlier documents where possibie and beneficial

Table 2 is a listing of deliverables required of all projects for this phase ol work,

Table 2: Doslgn Phase Dellverables

Pro[ect Schedule ‘ . Dccumenta hslmg o!the BioTrackTHC | « Project Sponsor

. prje:Cl s milestones, ¢ Project Manager
1 - actuvmes and
dcﬁvcmblcs with
.mtended start and finish
dates'. '
Weakly Project Status Reports . va-de updates on the BioTrackTHC ¢ Project Sponsor
‘ health of the project and | » Project Manager

the status of each-
requi{ed deliverable.

» Document the forecast of
the next scheduled
actwmes

Project Management Plan . Document-the methods BioTrackTHC | » Project Sponsor
used to manage the Project Manaper
project lifecycle and

deliverlall end products.

!

]
L}
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3.23 Development Phase

- During the development of documentation, the

H,‘f- A

A2

other components and external
systems, and the interface that
allows end users to operate the
system and its functions.

S{,'vstem Design Document = . Document the resul!s of

=3 : ; i
specifies the construction details the system design process. * System Engineer
of the system, each system . Descnbe how the system
component’s interaction with wilt sal:sfy requirements.

BloTrackTHc . Projed Sponsor

4

project life cycle.

Requirements Traceabllity » Establish 2 baseline for and | BioTrackTHC | System Engineer
Matrix - a table that links docuiment afl requirements » Buslness Lead
requirements to their origing for change cantrol, design,

and traces them throughout the . and testing.

Deliverables produced during this phase must|be reviewed in detall and should follow the approva! path as’
defined in the above tabie. A signature page or1section should accompany each deliverable requiring approval.
DHHS will periodically request coples of these documents as part of its oversight responsibiities.

The purpose of the Development Phase Is to convert the system design prbtolyped in the Design Phase inlo a
warking information system that addresses all documented system requirements. At the end of this phase, the
working system will enter the Test Phase. To successfully complete the Development Phase the Vendor will
need Lhe System Design Document developed during the Design Phase and proper processes standards, and

-

tols.

The Development Phase comprises the following deliverables:

* Building the system

¢ Testing and integrating the units into largercompanents

-+ Preparing the technical environment for

‘& Approval to progress to the Test Phase

thesystem

Development Team shall:

+  Wiite comprehensive, casy 1o understand documents with na redundant information

+ Develop an organized document repository for critical project infarmation, so Development Team
members can easily access, store, and reference project documents and other deliverables from alb

life cycle phases
¢ Implement routine deliverable reviews

* Recycle or reference information frome

Table 3 is a listing of deliverables required of all

0572018 | Sletemant

y :
0 correct inaccuracy, incompleteness, and ambiguities

arlier documents where possible and beneficial

projects for this phase of work.
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Tabie 3: Development Phase Dellver:bles

¢ TR

‘."'.3"_£.~.'-.ui-.a.l..-a‘:w-‘f* ‘;i' . : Sl A ‘fﬁ -
Disaster Recovery Plan - T |o ldenufy plans 1o restore BioTrackTHC . System Engmeer
focused plan designed to Operﬂbllll’y in the event of X
restore operability of extended interruption of

targeted systems, " services !

applications, or a computer | » Define and document

- facility due to a natural or toncept of operations

man- made extended » Document notification

interruption of an agency's procedures _

business services. - * Record damage assessment e

procedures, recovery
activi!ies', and

ol
reconstitution procedures

“System Security Plan - ¢ Describelplanned activities BioTrackTHC s System Engineer
documents the scope, to contrql access and * Business Lead
approach, and resources protect the system and its )

required to assure system information

security.

Deliverables produced during this phase must|be reviewed in detail and should follow the approval path as
defined in the above table. Updates should be revisited and enhanced 2s necessary as prescribed.in this phase.
A signature page or section should accompany each deliverable reguiring approval. DHHS will periodically
request copies of these documents as part of its oversight respansibllities. o

324 TestPhase

- In the Test Phase, testing of the system proves that the system meets all requirements, including those for
performance and security. The in-depth securny testing in this phase, which includes penetration testing and 3
vulnerability assessment, identifies any parts of the system that will not satisfy accreditation criteria. Finally,
acceptance testing confirms the developed system satishies the end users who identified the business need and "
the requirements.

The pumpose of the Test Phase is to guarantee| the system successfully built and tested in the Development
Phase.meets all requirements and design parameters. After being tested and al:cepted the system moves to
the Implementation Phase.

’

The Test Phase comprises the following deliverables:

»  Proof through system, security, and user acceptance tests that the system meets all requirements,
functions according to design parameters and satisfies all business, technical, and management
stakeholders Security testing will mclude but is not limited to:

* A vulnerability assessment (deep-dive evaluation} of the information security with the
following steps

1. Define system assets and resources

2. Assign quantifiablejvelue and importance to the resources’

- Exhialt A Vondor Inttlals Q’g
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I

3. Identify the security vulnerabilities or potential threats o each resource

. : _ .
4. Develop a strategy Lo mitigate or eliminate the most serious vuinerahilities
for the most valuable resources

S. Define and implement ways to-minimize the consequences of the lesser
vulnerabilities from becoming more serious

+ "White box" penetration testing with the followihgsteﬁs‘
1. Determination of s!c‘ope. {in collaboration with DHHS)
2. Targeted information gathering or reconnalssance
3, Exploit attempls__for access and escalation
4. Sensitive dala collection testing
5. Cleanup and final teporting -
) Assurance that the system functions as descnbed in the Standard Operating Procedures
+  Migration of data from the Iegacv.'.ystell'n
* Approval 1o progress (o the Imglementation Phase.
Duriﬁg the development of documentation, thejDavelopment Team shall:
»  Write comprehensive, easy to understand documents with no redundantinformation

'« Develop an organized document repository for critical project information, so Development Team
. members can easily access, store, and reference praject' documents and other deliverables from all
life cycle phases .

» Implement routine deliverable reviews to correct inaccuracy, incompleteness, and ambiguities

; ; [ =
e Recycle or reference information from earlier documents where possible and beneficial,
. Table 4 is a listing of deliverables required of all prdjecls for this phase of work.

Table &: Test Phase Delhworables

i
Unlit and Integra lon Test e Idenhfy detaned scripts for BloTrackTHC = System Engineer
Plans —detailed scripts used testing system components * Business Lead

in the Test Phase tar
evaluating the completeness
‘and correctness of the
smallest parts of the system
and the components created
from those parts. '

i
/
1
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Svstem Engnneer

Testlng Results Documen! = | e Allow team membcrs to BaoTrackTHC
tracks and summarizes test track replorted bugs, or

results, Defects may be defects .

documented via multiple | » Clearly communicate

commercially available bug summary of defects found

tracking tools or manually in | s Record facts regarding

a spreadsheet. ‘| known b:ug's, such as times

. reported, individuals who
reported' them, defect
sta!uses,!and team
members responsible for
addressing the bugs

. 3.25 Implementatlon Phase

During the Implementation Phase, the Vendor will wotk with DHHS to achieve the key activity of instalting and
releasing the new system in its target environment. Supparting actions for the Vendor will include training end-
users and preparing to turn 1he system over (ojthe Vendor's maintenance personnet,

The Impltementation Phase comprises the following deliverables:
* Production instaltation andrelease
* Tralning of end users on the system

* The system will not "go live” until the Implementation Phase is complete and the system is available for
use 10 DHHS. DHHS will determine when the system functionality will be released 1o patients;
Caregivers, and providers. .

Table S is a listing of deliverables required of all projects for this phase of work.

Table S: Implementation Phase Deliverables ,

Tralning Manual for End- ) Prowde detauled msuucuun . Sys:em Enguneer
users ~ This Manual focuses for systerln operations for * Business Lead
on the system processes for system users, '
end users.
_ Exhibit A Vandar nltisls_g Bl -
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Complete System - For * Deliver system that meets BioTrackTHC = System Engineer
Software-as-a-Service, the business need and all o Business Lead
Vendors provide the system requirements '

for use, but'do not hangd- ¢ Deploy system to

over actual code. production enviranment

Implementatlan Plan/Go- * Provide information BioTrackTHC * System Enginger

-Live — Consolidates summary
infarmation regarding the
current status of the system
and the project and provides
decision makers with the
information necessary to
make a "Go/No Go”

necessary to make the
g0/no-go, decision
Consolidate status
informatlon regarding the
eflective completion of the
project apd achievement of

project abjectives and SOLC

s Business Lead

dacision. It should include a
checklist listing all work
products, User Acceptance
Test {UAT] results, other
indicators of success
measures and deliverable
Project Closure Report — Summarize assessment of
summarizes the assessment imp!er’nentation activities
of implementation actmtles « fvaluate the effectiveness
at the end of the of the syMcm
Implementation Phase. “Implementation after the
' system has been in
production
* Determing if the system
does whal it was designed
to do.

req ujremlents .

Affirm achievement of al
deliverable accepiance
criteria

BloTrackTHC All DHHS Staff

3.2.6 Operatlons and Maintenance Life Cyclei Phase

During the OpErauons and’ Maintenance life Cycle Phase, the information system’s availability and
performance in executlng the wark for which u¥ was designed is maintained. System operations thI continye
until the system’s termination date, when the next phase, Dispasition, begins.

The Operations and Malntenance Life Cycle Phase comprises the fallowing dellverables:
. Ménagemenl of changes to the system to support end users
* Monitoring of system performance .

s . Performance of required security activities such as backups, vulnerability assessments, contingency

- Exhibh A Vondor Inltials__g Pde—"
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planning, and audits

s Continuation of end user suppon throu

Tatle 6 Is atisting of deliverables required of all

Table 6: Operations and Malntensnce Life Cycle Phase Diﬂveuhlu

gh tralning and documentation

prajects for this phase of work.

Sta ndard Operating

BuoTrackTHC

| Busmess tead

requests approval for system
changes made during the
Implementation Phase,

for systemlimplementation

. PrOwde detanled
Procedures (SOPs) - defines instructions for future * Business
in detail how the Systems business processes Analyst/Subject
Team will perform the » Ensure consistent execution Matter Expért
business processes related to of buslnes's processes * Database -
the operations and e Drive performance Administrator
maintenance of the system. improvement and improve '
Whereas the User Guide is organizational results
focused on the use of the
system specifically, the
Standard Operating
Procedures address all
related business processes,

4

Performance Reports — * Report onlagreed upon BioTrackTHC * Business Lead
tracks routine metrics as " system performance * Business
system performance measurements Analyst/Subject
indicators. + Include ke{( performance Matter Expert

*indicators
Release Notes — formally * Formally request approval * System Engineer.

BioTrackTHC

¢ Business Lead

0572019
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how the termination of the
system/data will be
conducted, and when, as
well as the system’
termination date, software
components to be
‘preserved, disposition of
remaining equipment, and

archiving,
disposing ofthe system and
data

transferring, and -

in- Process Review Report - |e Prowde DHHS with routme BioTrackTHC . System Engmeer
formally reports the health of | insight inlo system : * Business Lead
the systern. Itincludes pe‘rformaﬁce * Project Manager
summary of performance s (nclude results of user

reparts but is more satisfaction reviews

formatized and usuaily

developed quarterly.

Disposition Plan — identifies | & Address ail facets of BioTrackTHC

= Business Lead

| archiving of life ¢ycle
‘products.

322

Project Deliverable Review

The Vendor will conduct verification and valilc!a!ion reviews of the quality and completeness of project
deliverables. Deliverable review will be performed by defined Vendor resources that are experienced and/or

certified in the related technical, functional,
Deliverables may include, but are not limited to:

323

or other requirements of the deliverable under review.

Project Management Plan, which will include project acceptance criteria

Project Schedule

Requirements Traceabilify Matrix

Data Migratlon Plan

System Architecture and Secu
Test Plap and Test Scribts
Implementation /Go-Live Plan
DHHS project status reporis

Disaster Recovery Plan

Project Lessons Learned

rity Plan

The Vendor wil document project lessons Ieamed throughout the pro;ect and will provide this information to

: 0572019
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the project team and stakeholders throughout the project. In addition, the Vendor will provide a
comprehensive report of lessons learned with recomméndations fori mcorporanon of best practices into future

projects.

324

Wéeidy Project Status Reports

The Vendor will diaft weekly project stalus reports thal summarize the resuits of their ongoing prbject
manitoring and provide findings and recommendations for improvement of project management and

processes.

Thie following activities must be conducted andjthe weekly report submitted to DHHS;

&

Assess any changes to project artifacts including, but not limited fo, project scope, budget and schegule
estimates, assumptions and constraints, project team and stakeholders, risk and issue management,
quality asswanc_e, communication, and|resource manag'ernent

Assess the overall project progress and status and provide an‘analysis of the project budget and schedule
estimates, milestones, and deliverables. Identify possible impediments to progress and make

I
. recommendalions to address these impediments

Ideitify and analyze any s:gnmcanr changes that might impact the project timeline, delivery dates, or
quality :

identify and analyze any new major project risks and mitigaltion strategies

Identify and analyze any new major project issues

Assess any changes to the prOJecr’s control processes, including: project management, prO]ecl budgel
project schedule, perfermance metrics,jand software development methodology

-Assess changes to the project’s organiza'tion-and governance committee, Including agency mariagement,

executive sponsorship, stakeholder participation, and user involvement and buy-in

Assess payments to Vendor and verify that appropriate reviews and approvals were ahtained for Vendor

- services and deliverables prior to payment by DHHS. As appropriate, examine deliverables for

completeness, accuracy, and quality;, and review the project procurement documents and contracts to -

validate compliance

~ The Weekly Project Status Report will contain the following sections:

0512010

The Prolect Assessment sechon wilt document the results of the review and analysis activities listed
above

The Findings section will update previous reports concerning the project status, readdress the stren ths
8

and defcaenmes previausly identified, and Identify any new strengt hs or deficiencies. The hndmgs will,
ata minimum, address the following topics:

* Agsessment of the gverall agency IT capabllity and ability to wppoh the project
¢ Technological, financial, human! and politicai/management resources and constraints
» Project planning and management
s Project organization, governance, management, and Difersight
. Project stope and objectives '

¢ Risk and issue management

ExhiD! A " vendor initals_ g T2
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3.25

Level of risk associated with proceeding to the next stage of the project

The Recommendations section will provide alternative approaches or solutions for correcting alt current

project deficiencies, as well as recommendatioas for addresmng any risks, issues, or other impediments

identified in the asscssment

Speclal Communlcation

Special communication will be generated immediately when the Vendor determines that circumstances exist

that put the scope, budget, schedule, or viability of the project at significant risk, The Vendor will communicate

these potential issues and their consequences jto the DHHS Project Manager, System Engineer, and Project

Sponsor. The special communication is expected as part of the Vendor's due diligence to provide DHHS with
_prompe notification of such significant circumstances.

326 Profect Closure Repant

This report contains a discussion of project management capabilities and methodology: schedule management
effectiveness and earned value measures; cost detail and budget management; management of risks and issues
and their eHect on the project outcome; and scape and deliverabie management processes and efforts for the
project. This report will also address the overall success of the project in meetmg the business needs and
objectives, and will include rccommendauons for improvement for fulure projects.

The Vendor will furnish 3 written Prolect Closure Report comammg the fouowung sections:

0512019

The Project Assessment section will detail the managerﬁent of the ps"oject and inciude (at @ minimum):

*

Discuss the overall capability ol OHHS 1o manage and support projects or this type and the
effectiveness of the project organization, gavernance, and oversight

Discuss the project management methodology and software development methodology and -
provide recommendations for {uture improvement

Discuss any significant schedule variance, slippage, or re-baselining and the causes and

"mitigation related to each variance. The Vendor will provide an assessment of the overall

! 3
schedule management process and efforts for the project

Provide a summary of major prOjECI risks and Issues, their impact on the project, the mitigation

or response, the success of the {w1nt|gataon or response, as well as an assessment of the overall
risk and issue management pracess and eHorts for the project

| (dentify funding and cost detaill(or the duration of the project and discuss any significant cost

variance or funding Issues, and the causes and mitigation related to each variance

Compare and contrast the original project scope with the final project deliverables and
implemented system/appllcanon/product Discuss any significant difference between the
original and final scope and the causes and mitlgation related o each variance. The Vendor will
provide an assessment of the overall scope management process and efforts for the project

The findings section will contain 3 summary of project findings, both positive and negative, and identify

def:c:enc:es

The R uommendg;lon; sch0n will contain suggestions, mcludmg al(ernatrve approaches or soiutmns
for improving project management and ﬁupport on future pIO]ECtS

Exhibil A Vendor initials M
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3.27 Addhional Dellverables

Additianal activities or deliverables required by the TCP Patient Registry System projEct:
*  System and Functional Administrator Training '
¢ End User Training '

¢ Product User Guides and Training Manuals

—

o 3

Exhibh A . Vendo inltints__ 2 Z/
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CHAPTER 4 - DELIVERABLE STANDARDS AND PERFORMANCE CRITERIA

4.1 DELIVERABLE STANDARDS .

Ali reports {including dratis submitted for review) willlclearly articutate the projéct analysis, findings, and
recommendations. All reports will be pro!ess-onahn appearance arid edited for spelling, grammar, jargon, and
formauung Reports must be concise and to- the -point and rust present information in 2 way that is easily
understood by techaical and non-technical managers and stakeholders

4.2 - DOCUMENTATIONSTANDARDS

All draft and final deliverables for which tormal review is required are to be provided to DHHS electronically,
unless othenwise specified, using the following software standards (or convertible versions):

‘1. Word Processing — MS Word
Schedule '
Spreadsheets — MS Excel
lsresen!atior_\s- S PowerPoint A
Searchable PDF — Adobe Acrobat

voe W

4.3  DELVERABLE SUBMISSION AND REVIEW PROCESS

DHHS and the Vendor will negotiate mutually agreed upon procedures and criteria for acceptance of ongoing,
short-term, and cycllcaldelwerables {weskly updales maonthly reports, ad hac reports; specualcommumcauon
meetings, etc.).

“The following steps will guide the formal deliverable review process:

1. The Vendor will submit an electronic copy,of each draft deliverable to the DHHS Project Manager
. by the dates specified in the DHHS’appro‘ved project schedule

| : ; a
2. The DHHS Project Manager will revlew and pravide a response to findings, conclusions, and
recornmendations within three (3) busmess days following receipt of the deliverable from the Vendar,
or per other mutually agreed -upon t:melrame(sl '

3. The Vendor will review the DHHS response and resubmit the rewsed deiiverable to the DHHS Pro;ect .
‘Manager, within two (2) business days olf receipt of DHHS response, along with dowmentat:on of
how findings, conclusions, or recommendations were addressed

4. The DHHS Project Manager will review 1hle Vendo?'s final package within one {1) business déy from
receipt and will approve and accept final deliverable upon satisfaction of all agency requirements

5. vendor review of all project deliverables will follow the above timelines and processes per agency
direction.
Exhibit A Vendorinilals_Z 85"
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HEALTH INSURANCE PORTABILITY
. ANRACCQUNTABILITY ACT,

The Conlractor agrees lo comply with the Health'insurance Portability and Accountability Act,
Public Law 104-191 and with the Standards for Privacy and Security of Individually identifiable
Heallh Information, 45 CFR Parls 160 and 1164 applicable to business associates: As defined
herein, “Business Associate” shall mean lhe Contractor and subconlractors and agents of the
Conlraclor that receive, use or have access lo protected health informatian under this Agreement
and “Covered Enmy ghall mean the Stale of New Hampshire, Department of Health and Human
Semces '

(1 Refinitions.
a. ‘Breach” shall.have the same meanmg as the term “Breach” in section 164.402 of Titie 45,
Code of Federa! Ragulahons

b. Busmess Assocua!e has the meaning given such temm.in seclion 160. 103 of Tille .45, Coda
of Federal Regulations. :

c. ‘Covered Entity” has the meaning given such term in seclion 160.103 of Title 45,
Code of FederalRegulations.

d. “Designated Record Set”shall have the same meaning as the tem “designated record set®
in 45 CFR Section 164,501,

e’ "Dala Aggregation’ shall have the same meaning as the term “dala aggregation® in 45 CFR
Section 164.501.

. “Health Care Operalions” shalr have the same meaning as the lerm “health care Operatlons
in 45 CFR Section 164.501,

g. "HITECH Act means the Health lnformahon Technology for Economic and Clinical Health
Act, Titla XIll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestmen! Acl of
2009. :

h. "HIPAA" means the Heallh Insurance Porltabilily and-Accounlability Acl of 1996, Public Law
. 104-191 and the Standards for Privacy, and Security of Individually Identifiable Health
- Informalion, 45 CFR Parts 160, 162 and 164 and amendmenls thereto,

i.. "Individual® shall have the same meaning|as the term “individual® in 45 CFR Section 160,103
and shall include a.person who gualifies as a personal reprasentative in accordance with 45
CFR Section 164,501(g). ' .

" j. “Privacy Rule’ shall mean the Standards for Privacy of Individually Identifiabd Health
Information at 45 CFR Parts 160 and 1Ml promulgaied undar HIPAA by the United States
Departiment of Health and HumanSerwces

k. “Prolecied Healih !nformaljo shall have|lhe same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the informalion created or received by
Business Associate irom or on behalf of CoveredEnmy

1
52019 Exhibit | Vondor Iitiols_sFt—"
HIPAA.

Business As..auate Agreomant ‘
Pago41o!70 Dot 3-30-Toi %




Docusign Envelope ID: 7456A4AT7-0BF8-4338-BES2-62A48D5160A4
DocuSign Envelope 10: 981A1F38-9221-46D9-A012- 18902 149A19A
Appendix A
New Hampshlre Department of MHealth and Human Services
E)’(hlbtt I

L R@u:red by Law” shalthave the same rne!anmg as the term “required by faw”in 45 CFR Section
164.103.

m. “Secrelary” shall mean the Secretary of the Department of Health and Human Services or
hisfer designee.

n. -"Secun[y Rule” shall mean the Security Standards for the Prolection of Electronic Prolected
Healih Information at 45 CFR Part 164, Subpaﬂ C end amendmenls thereto.

0. “Unsecured Protected Health Inlormatuon means protected health information that is not
secured by & technology standard that renders proteclted health information unusable,
unreadable. or indecipharable to unauthortzed individuals and is developed or endorsedby a
standards oevelopmg organization that s accredited by the American National Siandards
Instiute.

p. Other Definilions - All terms not otherwtse defined herein shall hiave the meamng established
© under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the HITECH Act.

(2) - Business Assogiate Usq and Disclosuro of Protected Health information,

a. Business Associale shall nol use, |disclose, maintain or transmil Prolected Heallh
Information {PHI) excapt Bs reasonably necessary to provide the senvices outlined under
Exhiblt A of the Agreement. Funther, Business Associate, including but not limited to all its
directors, officers, employees and agents, shall not use, disclose, maintain ortransmit PHI
in any manner that would constitute a violation of the Privacy and Security Rue.

b, Busmess Associale may use or disclosePHl
. - Forthe proper management and administration of the BusmessAssouate
B As required by law, pursuant to the terms sat farth'in paragraph d. below; or
. For data aggregation purpases for the health care operations of Covered Entity

c. Yo the extent Busmess Associate is permmed under the Agreement to disclose PHl to a
third parly, Business Associale rnust oblain, prior to making any such disclosurs, {i)
reasonable assurances from the third party that such PHI wilt be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosad to Ihe third party; and (ii} 8n agreement from such third pary to notify Business
Associate, in accordance with the HtPAA Privacy, Security, and Breach Notification Rules
of any breaches of the confidentiality of the PHI, to the extent it has obtained knowledge of
such breach. -

d. The Business Assomate shall not, unless such disclosure is reasonably necessary {o
provide services under Exhibit A of the Agreement disciose any PHI in response to a
reques! for disclosure on the basis that it is required by law, withou! first notifying Covered
Entity so that Covered Entily has an opportunity to object to the disclosure and to seek
appropriate relief. i Covered Entity objecls o such disclosure, the Business

52019 Exhibit | Vendorinillals d&
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Associale shall refraln from dlsclosmg the PH! until Covered Enlity has exhausled all
remedios.

e. If (he Covered Entity nolifies the Business Associate that Covered Enlity has agreed to be

- bound by additional restriclions over and above those uses or disclosures or security

safeguards of-PHI pursuanl to the Privacy and Security Rule, the Business Associaté shall

be bound by such additional restrictions and shall not disclose PHI in violation of such
addilional restrictions and shall abide by any addilional security safeguards.

(3)
a. The Business Associate shall notity tha Covered Enmy s Privacy Officer |mrnedlalely after
the Business Assaciate becomes aware of any use or disclosure of prolected health
informalion not provided for by the Agreemenl including breaches of unsecured protected
* haalth information and/or any security incident thal may have an impact on the prolec!ed
health information of the Covered Enbty 1
b. The Business Associate shall immedialely perform a risk assessmien! when it bocomes
aware of any of the above situations. |The risk assessment shallinclude, bul not be limiled
ta:
o The nalure and extent of the [prolecled health information involved, including the
~ types of idenlifiers and the likelihood of re-idantification; :
o The unauthorzed person used the protectcd health mformallon oi 1o whom the
disclosura was made; ) )
© Whether the protected health information was actually acquirgd or viewed
o The exlent to which the risk tojthe protected health inférmation hasbeen mutigaled.

The Business Associale shall complete the risk assessmenl within 48 hours of the breach
and immediately repon the findings of the risk assessment in witing 1o trie Covered Entity.

c. The Business Associale shall comply with all sechons ol the Privacy, Security, and Breach
Notification Rule.

o d. Buslness Assomale shall make avaulab!a all of ils internal policies and procedures, books
! and records relating to the use and d:scbsure of PHI received from, or created of received . -

by the Business Associate on behalfio! Covered Entily lo the Secretary for purposes of

determlmng Covered Entity's compliance with HIPAA and the Privacy and Security Rule .

e. -~ Business Associale shall reqwre all of its business associates that receive, use or have
access lo PHI under the Agreement, lo agree in wriling lo adhere to the same restriclions
and conditions on the use and disclosure of PHI contained herein, including the duty to
return or destroy the PHI as provided under Section 3 (I). The Covered Entity shall be
considered a direct third party benaﬁcuary of the Vendor's business associale agreements
with Vendor's inlended business assogciates. who will be raceiving PHI

572019 . £ xhibit | © Vendorlnitals_ oS
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pursuant 1o this Agreement, with nghts of enforcemant and indemnification from such
business associales who shall be governed by standard Paragraph #13 of the standard
conlract provisions (P-37) ofthis Agreemant for the purpose of use and disclosure of
protecled health information. !_ :

!

f. Within five (5) business days of recelpt of a written reques! from Covered Entity, Business -
Associate shall make avatlable dunng normal business hours al its offices all racords,
books, agreements, policies and procedures relating to the use and disclosure of PHI to
the Covered Entily, for purposes of| enabling Covered Enlity to determme Business
Associate’s compliance with the terms of the Agreement.

g. Within len (10) business days of receiving @ written requesi from Covered Entity, Business
Associate shall provide access o PHI ina Desrgnated Record Sel lo the Covered Entity,
or a5 directed by Covered Enlity, to an individual in order to meelthe requirements under
45 CFR Seclion164.524,

h. Within ten {10) business days of rece:wng a wrrilten request from Covered Entlty for an-
amendment of PHI or & record about an ingividual contained in a Designated Record Set,
‘the Business Associate shall make such PHI available to Covered Enlity for amendment
and incorporate any such amendment lo enable Covered Enlity to fulfill ils obligations
under 45 CFR Seclion 164.526.

i Business Associate shall document such disciosures of PHI and Information relaled lo
such disclosures as would be requ:red for Covered Enlity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance wnh 45 CFR Secnon
164.528.

i Within ten (10) business days of recol\nng a written request from Covered Enlity for a

request for an accounUng of disclosures of PHI, Businass Associate shall make available

" to Covered Entity such information as| Coverad Entity may require to fulfill its obligations

to provide an accounting of disclosures with respact 1o PHI in accordance with 45 CFR
Section 164.528. ‘

k. In the evenl any individual requesls access to, amendmant of, or accounting of PHI directly
from the Business Associate, the Busmess Assaciale shall within two (2) business days
forward such request to Covered Enmy Covered Entily shall have the rasponsibility of
responding to forwarded requesis. Howevar if forwarding the individual's request to
Covared Enlity would cause Covered|Entity or the Business Associale to violate HIPAA
and the Privacy and Security Rule, the Business Assaciate shall instead respond to the
individual's request as required by such law and nolify Cavered Entily of such response
as soon aspraclicable.

. Within ten {10} business days of termination of the Agreemsnt, for any reason, the
Business Associate shall relurn or dastroy, as specified by Coverad Enlity, 211 PHI receivad
from, or created or received by the Busmss Associate in connaclion with the Agreement,
and shall not relain any copies or back- ~up tapes of such PHI If relurn or desltruction is not
leasible, ar the disposition of the PHI has-beaen otherwise agreed to in the Agreement,
Business Associate shall continue to extend the prolections of the Agreement, 1o such PHI
and limit further uses and disclosurgs oI’ such PHI lo those purposes that make the retum
or destruction infeasible, for so long as Business
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Associale maintains such PHI. if Covered Entily, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Assocnate shall cemfy to Covered
Entity that the PHI has been destroyed

(4)  Qbliaations of Coverad Entity

a. Covered Entity shall notify Business Associate of any changes or limitation{s) in its Notice
of Privacy Practices provided to mdeuals in sccordance with 45 CFR Section 164.520,
to the extent that such change of limitation may affect Business Associate's use or
disclosure of PHI,

b Covered Entity shall prompily nolify|Business Associate of any changes in, or revocation
of permission provided o Covered Enllly by individuals whose PH! may be used or
disclosed by Business Associate under thls Agreement, pursuant to 45 CFR Section
164 506 or 45 CFR Section 154, 50&.

c. Covered enlity shall promplly natify;Business Associate of any restriclions on the use or
disclosure of PHI that Covered Entity has agreed to In accordance with 45 CFR 164.522,
to the extent that such restriclion may affect Businass Associate’s use or disclosure of
PHI.

. (8  Iermination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this Agreemaent
the Covered Entily may mmeduately terminate the Agreement upon Covered Enlity's .
knowtedge of a breach by Busmess Associate of the Business Associate Agreemant set -
forth herein as Exhibit I. The. Covered Entity may either immediataly terminate the
Agraemant or provide an opporturuty for Business Associale lo cure the alleged breach
within a timeframe spécified by Cavered Entity. If Covered Entity determines that neither

* termination nor cure is {easinle, Covared Entity shall report the violation to the Secretary.

(6) Miscellangous _ _
a.. Definilions and Requlatory Ref‘erengg. All terms used, bul not otherwise deﬁhed hereln,

shall have the same meaning as thase terms in the Privacy and Security Rule, amended
from time to time. A reference in the[Agreemem.-as‘amended to include this Exhibit | 10 a’
Saction in the Privacy and Security Rule means the Section as in effect or as amended.

b. Amendment. Covered Entity and Business Associale sgree to lake such aclion as is
necessary o amend the Agreementi from time 10 time as is necassary for Covered Enlity
to comply with the changes in the requiremenls of HIPAA, the Privacy and Security Ruls,
and applicable federal and state law.

¢. ~ Dala Qwnership. The Business Assouale acknowladges lhal it has no ownershlp rights
with raspect to the PHI provided by of croated on behalf of Covered Entity.

¢ Interpretation. The parties agree thal any ambiguity in the Agreament shall be resolved to
permit Covered Enuty o comply with HIPAA, the Privacy and Security Rule.
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e. Segreqgation. If any term or condition of this Exhibit 1 or the application thereof to any -
person(s) or circumstance is hald mvahd such invalidity shall not affecl other terms or
condilions which can be given effect without the invalid term or condition; to this end the |

" terms and conditions of this Exhibit | are declared severable.

f. Survival. Prcw:smns in this Exhibit I regarding the use and disclosure of PHI, returmn or
destruction of PHI, extensicns of lhe protections of the Agreement in section (3) 1, the

delense and indemnification prowsmns of seclion (3) e and Paragraph 13 of the slandard
terms and condmons (P- 37) shall survwe the termination of the Agreement.

JN WITNESS WHEREQF, the parties hereto have dully exaculad this Exhibit .

(D~ . (A
Name of the' Vendar |

.S:gnﬂa c@% Reﬁresantalwe Signature of Authorized Representative
Gabick Vo :

Name of Authorized Represen;alive Name of Autharized Representalive
MM (Eo |
Title of Aulhon Represenlatwe Title of Authorized Representative
L ' $-3>-219
- Dale Date . '
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A. Definitions

|
DHHS INFQRMATION SECURTY REQUIREMENTS

The following terms may be reftecled and have the described méaning in this document:

1.

3.

*Breach” means the loss of contrpl compromise, unauthorized disclosure, unaulhotized
acquisition, unauthorized access, or any similar term referring to situalions whare persons
other than authorized users and lor an other than authorized purpose have accass or
potential access 1o personally |dent|faable information, whether physical or electronlc. With -
regard to Protécted Health Inforrna!ron “Breach’ shall have the same meaning as the term
"Breach" in section 164.402 of Tlﬂei45 Code of Federal Regulahons

“‘Computer Secunly Incident” shalllhave the same meaning *Compuler Secursty Incident” in
section two (2) of NIST Publication 800-61, Compuler Security Incident Handling Guide,
National Instituie of Standards and Technology, U.S. Daparimen! of Commerce.

*Confidential Information” or Conﬂdenha! Data” means all confidential mformallon disclossd
by one party (o the other such as all rned|cal health, financial, public assistance benefils and
parsonal information including wathou! limitation, Substance Abuse Treatmenl Records, Case
Records, Protected Health Information and Personally Identifiable Information.

Confidential Informalion also includes any and all information owned or managed by the Stale

Of NH - created, recsived from or onbehalf of the Department of Health and Human Services

(OHHS} or accessed in the course of parforming contracted sarvices - of which collection,
disclosurs, protection, and dasposnhon is governed by, state or federal iaw or regulation. This
information includes, but is not Inmlted lo Protected Health Information (PHI). Personal
Information (P1), Personal. Financial llnlormahon (PF1), Fedaral Tax Information (FTi),- Socia!
Security Numbers (SSN) Payment Card'Industry (PCI), and or other sensitive and confidential
informatlon.

4. "End User” means any person or entity (e.g., contraclor, contractor's employee, business
associate, subcontractor, other downslream user, etc.) thal receives DHHS data or derivative
data in accordance with the terms of this Conlract.

5. "HIPAA" means the Health Insurance Portability and Accountabllny Act of 1996 and the

regulations promulgaled thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy, which
includes atiempts (either failed or success!ul) to gain unauthorized access to a system or ils
“dala, unwanted- disruplion or denial of servica, the unauthorized use of a system for the
processing or slorage of data; and changes to system hardware, firmware, or ‘software
characlerislics without the owner's knowledge instruction, or consent. Incidents include the loss
of data through theft or device mlsplacement loss or misplacement of hardcopy documents, and
misrouting of physical or elactronic mall all of which may have the polential 1o put the dala at
rlsk of unauthorized access use, discloSure, modificalion or deslruction. _

2019
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10.
1.

12.

*Open Wireless Network” means any network or segment of a network that is not
dasignated by the State of Naw Hampshlre s Department of Information. Technology or
delegate as a protecled network (designed. tested, and approved, by means of the State,
to transmit} will be considered an]open network and not adequately secure for. the
transmission of unencrypted Pl, PFi, PHI ar confidential DHHS data.

“Personal Information” (or *PiI° ) means information which can be used to dlstmgunsh of traca
an individua!'s identity, such as their narne social security number, personal information as
defined in New Hampshire RSA 359- C 19, biometric records, etc., alone, or when combined
with other personal or identifying information which is linked or linkable to a specific md!wdual
such as dale and place of birth, mother's maiden name, etc.

Prwacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Semces

Protected Health Information' {or 'PH{I”) has the same meaniﬁg as p'rovi:led in the definition
of "Protected Health Information” in the HIPAA Prvacy Rule al 45 CF.R. § 160.103.

"Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Haalth Information at 45 C.F.R. Pari 164 Subpart C, and amendments thereto

"Unsecured Protecled Health Information” means Protected Health Information that is not
secured by a lschnology standard that renders Protected Health Information unusabls,
unreadable, or indecipherable to unaulhonzed individuals and is developed or endorsed by
a standards daveloping organization thal is accredited by the American National Standards
Institute. »

l. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR.

A. Business Use and Disclosure of Confidential Information.

1.

g

‘The Contractor must not usa, d|sclose mainlain or transmit Confidential Information except
‘as reasonably necessary as outiined under this Contract. Further, Contractor, inciuding but
not limited to all Hs directors, ofﬁcers employees and agents, must nol use, disclose,
maintain or transmit PHI in any manner that would constitute a viglation of the Prwacy and
Security Rule.

The Contractor must not disclose any Confidential Information in. response 1o a request for .
disclosure on the basis thal it is reqwred by law, in response to a subpoena, etc.. withoul first
notifying DHHS so that DHHS has an oppodumry to consent or gbject to the disclosure.

i DHHS notmes the Conlractor that DHHS has agreed to be bound by additional restriclions
over and above those uses or disclasures or security safeguards of PHI pursuant o the
Privacy and Security Rule, the Contractor mus{ bo bound by such additional restrictions and
must nol disclose PHI in violation of such addilional resirictions and must abide by any
additional security safeguards.
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- 4. The Contractor agrees that DHHS Data or derivative there from disclosed (o an End User must
only be used pursuant to the terms of this Contract.

5. The Contraclor agrees DMHS Data obtained under this Contract may not be used for any
olher purposes that are not indicated in this Contract

6. The Contraclor agrees to grant acce 56 to the data lo the authorized representatives of DHHS
for the purpose of inspecting to confirm compliance wilh the terms of this Contract.

. METHODS OF SECURE TRANSMISSION|OF DATA

1. Application Encryplion. If End User is transmitting DHHS data conlaining Conflidential Data
between applicalions, the Contraclor |attests the applications have been evaluated by an
expert knowledgeable in cyber security and that said application’s encryplion capabilities
ensure secure ransmission via the mtemel

2. Computer Disks and Portable Storage| Devices. End User may not use computer disks or
portable storage devices, such as a thumb drive, as @ method of ransmilting DHHS dals.

3. Encrypted Email. End Usar may only employ email to transmil Confidential Dala if email is-
encrypted and being senl to and belng received by email addresses of persons authonzed
fo receive such information.

4. Encrypted Web Site. If End User is employing the Waeb to transmil Confidential Data, the
secure socke! layers (SSL)} must be used and the web sile musl be secure. SSL encrypts
data ransmitied via a Wab site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use fil hosting
services, such as Dropbox or Google Cloud Storags, to transmit Confidantial Data.

6. Ground Mait Service. End User may only transmit Confidential Data via certified ground mail
within.the continenlal U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is emplaying portable devices to transmn Confidential Dala
said devices must be encrypled and password prolected.

8. Open Wireless Networks. End User may nol transmit Confidential Data via an open
- wireless network. End User musl employ a virlual private network (VPN } whaen remotely
transmitting via an open wueless network.

9. Remole User Communication. If End User is employing remote communication 10 access
i or transmit Confidential Data, a virtual, private network (VPN) must be instalied on the End
User's mobile device(s) or laptop from which information will be transmitted or accessed.

10. SSH File Transfer Protocol (SFTP). also known as Secure File Transfer Protocol. If End
User is employing an SFTP to lransmnt Confidential Data, End User will structure the Folder
and access pnwleges lo prevent mappropnala disclosure of information. SFTP folders and
sub-folders used for trarismitling Confi danlual Data will be coded for 24-haur auvlo-deletion cycle
(i.e. Confidential Data will be deleted every 24 hours).

11. Wireless Davices. If End User is transmitling Confidential Data via wireless devices, all data
musl be encrypted to prevent inappropriate disclosure of information.
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M.

RETENTION AND DISPOSINO.N OF iDENTIFIABLE RECORDS

The Contractor will only retam the dala and any derivative of the data for the duration of this
Contract. After such time, the Contractor wull have 30 days to deslroy the dala and any derivative
in whatever form it may exist, untess, otherw:se raquued by iaw or permitted under this Contract,
To this end, the parhes must: l

A. Retention

1.

The Contractor agrees it will nol store, ransfer or process dala collected in connechon
with the services rendared under tp|s Conlract oulside of the United States. This physica!
location requirement shall also appiy in the implementation of cloud computing, cloud -
service or cloud slorage capabulutles and includes backup dala and Disaster Recovery
lpcations,

The Contractor agrees fo ensure proper securily monitoring capabilities are In place to
detect potentiail sacurity evenis tha1 can impact Stale of NH systems and/or Department

- confidential information for contractor provided systems.

The Contractor agrees to provide secunty awareness and educahon for |ls End Users in

support of protecting Depariment cionf idential lnforrnahon

The Contractor agrees to retain al! eisclronic and hard copies of Confidential Data in a
secure localion and identified in section IV. A2

‘The Contraclor agrees Confidentiat Data stored in a Cloud must be in-a
FedRAMP/HITECH compliant soluhon and comply with all apphcable statules and

regulations regarding the prwacy, and security. All servers and devices must have

" currently-supported and hardened operating systems, the latest anti-viral, anti-hacker,-

anli-spam, anti-spyware, and anti- malware utilitios. The environment, as a whole, musl
have aggressive intrusion-delection and firewa!l protection.

The Conlractor agrees 10 and ensures its complete cooperation with the State's Chief
Information Officer in the delectlon of any- secunty vulnerabiiily of the hosting
infrastructure.

B. Disposition

t.

52019

It the Contractor will maintain any Confidential Information o its systems (or its sub-.
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract lermination; and will oblain written
certification for any State of New Hampshire data dastroyed by the Conlraclor or any
subcontractors as a part of ongomg. emergency, and. or disasier recovery operations.

When no longer in use, electronic medsa containing State of New Hampshire data shall be
rendered unracoverable via a securo wipe program in accordance with indusliry-accepled
standards for secure delation and med|a sanitization, or otherwise physically destroying
the media {for axample, degaussmg) as described in NIST Specizl Publication 800-88,

Rev 1, Guidelings for Media Sanmzahon National Institute of Standards and Technology,

U. S. Department of Commaerce. The Conlraclor will document and certify in wriling at time
of {he dala destruction, and will prov:de written certification to the Department upon
requesl. The written certification wall include all delails necessary to demonstrate dala has

‘been properly destroyed and val:daited Where applicable, regulatory and professional
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I g
slandards for retention requirements will be |omt|y evaluated by the Slate and Contractor
pnor o daslruclion.

2. Unless otherwise specified, within thifly (30) days of the lerminalion of thi§ Confract,
- Contraclor agrees lo destroy. all hard copies of Confidential Data using a secure method |
such as shredding.

3. Unless otharwisa spacified, wnhm thity (30) days of the termination of this Contract,
Contractor agrees to completely dastroy all electronic Confidential Data by means of dala
arasure, also known as secure data wiping.

Iv. PROCEDURES FOR SECURITY

A. Conlractor agrees to safeguard the DHHS Dala received under this Contracl, and any derivative
dala or files, as follows:

1. The Contractor will maintain propes security controls 1o prolectDebartment'conﬁdenlial
informalion collected, processed, managed, and/or slored in the detivery of conlracted
Services.

2. The Contractor will maintain pohcses and procedurgs to protecl Department confidantial
information throughou! the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure dsstruclion) regardiess of the media used 10 store
the data (i.e., tape, disk, papser, elc.). ' '

s

riate authenlication and access controls to conlractor
slore Department confidenlial Information wheré

3. The Contractor will maintain approp
syslems thal collecl, lransmil, or
applicable.

The Contraclor will ensurg proper s

ecurily moniloring capabilities are in place lo detect

potential security events thal can
confidential information for contracto

| impacl State of NH systems and/or Department
provided sysiems.

5. The Conlractor will provide regular security awareness and educalion for its End Users in
‘support of protecting Depariment confidential informalion.

6. -If the Conltractor will be sub—conlrachng any core funclions of the engagement supporting
the services for State of New Hampshlre {he Conlractor will maintain a program of an
internal process ofr processes that defines specific security expectalions, and momtonng
compliance to security requ:rementsl that at a minimum malch those for the Conlractor,
including breach notification requiremenls,

7. The Contractor will work with the Department to sign and comply with all applicable State of
New Hampshire and Department syslem access and authorization policies and procedures,
- syslems accaess forms, and compuler use agreements as part of obtaining and maintaining
access to any Depariment sysiem(s). Agreementis will bs completed and signed by the
Conlraclor and any applicable sub-contractors prior t0 system access being authorized.

8. If the Department delermings the Contractor is a Business Assaciale pursuant 1o 45 CFR

5/2019

160.103, tha Conlractor will execule

the Department and Is responsibls fo
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The Contractor will work wilh thel Department at ils request lo complete a Syslem
Managemant Survey. The purpose of the survey is o enable the Department and Coniractor
to monitor for any changes in risks, lhreals and vulnerabilities thal may occur over the life
of the Contractor engagement. The survey will be completed annually, or an altemate time
frame at the Depaniments discrelionlwith agreement by the' Conlractor, or the Depariment
may request the survaey be compleled when the scope of the engagement between ine
Department and the Contractor changes.

10. The Contraclor will not slore, knowingly or unknowingly, any State of New Hampshire or

. Department data offshore or 0ut51de the boundaries of the United States unless prior

expross written consenl is obtained fiom the-information Security Office leadership member
within the Department.

Dala Secunly Breach Liability. In the evenl of any secunty breach Contraclor shall make
afforts 1o investigata the causes of the breach, promptly take measures lo prevent fulure
breach and minimize any damags of loss resuiting from the breach. The State shall recover
from the Contractor all costs of response and recovery from the breach, including. but not
limited to: credit monitoring services) mailing cosls and costs assaociated with websile and
telephone call center services necessary dus to the breach.

1.

12. Contractor must, comply with ali apphcab!a slatutes and regulations regarding the privacy
and security of Confidential Information, and must in all olher respects maintain the privacy
and securily of Pt and PHI at a level 'and scope thal is not less than the level and scope of
requirements applicable to federal agencies, including, bul not limited to, provisions of the
Privacy Act of 1974 (5 U.S.C. § 552a). DHHS Privacy Act Regmallons {45 C.F.R. §5b),
HIPAA Pnvacy and Securily Rules [45 C.F.R. Parts 160 and 164) that govern protactions

for individually identifiable health mformataon and as applicable under Stale law,

13.

14,

15.

82019

Contractor agrees lo establish and
physical safeguards to protect the ¢
unautharized use or access toit. The
that is nol less than the level and sc

ol. New Hampshire, Department

maintain appropriale admlmslralwe. technical; and
onfidentiality of the Confidential Dala-and to prevent
safeguards must provide a leve! and scope of security
ope of security requirements eslablished by the State
of information Technology. Refer to Vendor

Reasources/Procurement at hiips: Ihvww nh.govidoit/vendor/index. htm for the. Department of

Information Technology policies, ¢
relating to.vendors.

Conlraclor agrees to maintain 8 do

uidelines, slandards and procuremant information

cumented breach nolification and incident response

process. The Contractor will notify the State’s Privacy Officer and the Stale’s Security Officer

of any security breach immediately,

at the email. addresses provided in Section VI. This

includes a confidential information breach, camputer security inciden!, or suspacted breach

which affects or includes any Slats o
New Hampshire network.

Contractor mus;t restn‘cl'access to the
those authorized End Users who ne

connection wilh purposes identified ir

Exhibl

New Hampshire systems that conriect to the State of

Confidenlial Dala. obtained under this Contraét to only
ad such DHHS Data to parform thenr official dutias in
3 [his Conlract.
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16. The Conlractor must ensure {hat all End Users:

a. comply with such safeguards as referenced in Seclion IV A. above, implemented to
protect Confidential Informatlon that is furnished by DHHS under lhxs Conlract from
loss, theft or inadvertent disclosure.

b. safequard this information at all times.

¢. ensure thatiaplops and other electromc davices/media conta:mng PHI, Pt, or PFl are
encrypted and password-protetled.

d. send emails containing Confidential Information only if’ gncrypted d and being sant to
and being rece:ved by emaﬂ addresses of persons aulhorized o recaive such
information. -

e. limit disclosura of the Confidential Information to the extent permitted by law,

{. Confidential Information recewed under this Contrac! and mdmduaily identifiable data
derived {rom DHHS Data, rpust be slored in an area (hal is' physically and
technalogically secure from accass by unauthorized persons during duty hours as
well as non-duly hours {(e.g., door locks, card keys, biometric identifiers, elc.).

9. only aulhorized End’ Users may vansmit the Confidential Data, iricluding any
derivative files conlaining personally identifiable information, and in all cases, such
data must be encrypled al all llmes whan.in transil, al rest, or when slored on portable
madia as required in seclion 1V above.

h. in ali other instances Confidentiai Dala must be maintained, used and disclosed using
appropriale safequards, as |delermined by -2 nisk-based assessment of the
circurnstances involved. '

i. understand that their user credenha!s (user name and password) musl not be shared
with anyone. End Users will keep their credential informalion secure. This applies to
credentials used to access the site directly or indiractly mrough a thlrd party
~appl|callon :

Conlractor is responsible for oversight and compliance of their End Users. DHHS reserves the
right to conduct onsile inspections 1o momtor compliance with this Contract, including the privacy
and securily requirements provided in herem HIPAA, and olher appiicable laws and Federal
regulations until such time the Conﬁdanhal Dala is disposod of i in acoordance with this Contracl

V. LOSS REPORTING

The Contractor must nolify the State's Privacy Officer and Securuty Officer of any Securlty
Incidents and Breaches immediately, ot the email addresses provided in Seclmn Vi

The Conlractor must further handle and report Incidents and Breaches Involving PHI in
accordance with the agency's documented incident Handling and Breach Notification procedures
and in accordance with 42 C.F.R. §§ 431 300 - 306. In addition to, and notwithstanding,
Contractor's compliance with all appilcable obligations and procedures, Comractor s procedures
must also address how the Contractor will

S0 ExninitK © vendornbivls ¢ 8T
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1 .

1. fdentify Incidents;

2. Detemmine if parsonally identifiable infolrmalioh is involved in (ncidents;

3. Report suspected or confirmed lncidems as required-in this Exhibit or P-37;

- 4, |denlify and convene a core response group 1o determine the risk Ievel of Inciden!s and

delermme risk-based responses o Incndems and

5. Datermme whether Breach nomrcahon is required, and, if so, identify appropriate Breach
' notification methods, liming, source, and contenis (rom among different options, and bear
cqsts associaled with the Breach nonce as well as any mitigation measures.

Incidents andfor Breaches that implicate Pl musl be addressed and reported, as apphcable in
accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT
A DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer: K
DHHS InformationSecurityOffice@dhhs.nh.gov

it
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Exhibit S
Security Review Requirements Matrix for the
|
Therapeutle Cannabis Program Patlent Registry

Vendor Instructions

Vondor Response Column:

Piace 3 "Yes® if the current release of the software can tully support ALL the functionality described in the row,
without special customization. A "Yes™ can only be used il the delivery method is Standard (see dellvery
method inslructions below). Otherwise, enter a "No™; £A "No can only be used with delivery method Future,
Custom, or Not Available/Nol Proposing (see delwary method instruclions below),

Criticality Column:

(M} Indicates a requirement that'is Mandatory The State oonsiders i 10 be of such great mpoﬂance thal it
mus! be metl in order for the proposal to ba accepled Il the proposer believes that there is something about

. |their proposal that either obviates the need for this requrremenl or makes il of less importance this must be
explained within the comments. The Slale retains thc right 1o accept 8 proposas! if the need of |he raguirament
is reduced or eliminatad by another feature of the p-roposa!

(P) Indicales a requirement which is-*Preferred”. This requiremant is considered by the State to be of greal
usefulness but the lack of this feature Is not considered serious enough to disqualily the proposal

(O) indicates o requirement which is “"Optional™. This requirement Is consldercd by the Stale to be one which
useful or potentially useful but not a cenlral feature o the Project.

Dailvery Method Column:
Complete the delivery melhod using a Standard, Futu'e ‘Custom, or Not Available/Nol Proposing (as defined
befow) that indicatas how the requirement will be dalwerad

l
Standard - Feature/Function is induded in the propcibsed system and available in the current saftware relaase.
Future - Feature/Funclion will be available in a fulure release. {Provide anlicipated delivery date, vers:on and
service release in tha commant area.}
Custom - Fealure/Function can be provided with CUslom modificalions. (Respondant must provide astimated
hours and sverage billing rate or flat cost for the sonware modification in thg commenl area. Thase cost
estimatas should add up to the talal cost for softwarg modifications found In the cost summary table in Section
X of the RFP).
Not Avallable/Not Proposing - Feature/Function hrfs not been proposed by the Vendor (Provide brief
description of why this funclionality was nol proposed.)

—

Commants Column: - e
For all Delivery Malhod responses vendors must provide a briel explanation of how lhe requirement will be
mel. Free form text ¢can be enlared into this column. .

Securlty Review Relqulrtmenu Matrlx lor the vendorinitialy &/"‘
Therapeutic Canaabls Program Pdllen'llewlrv : .
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APPLICATION REQUIREMENTS

'?m%
Bt *'?:xk

12

B GrNCRAL SPICIHICATIONS

Only DHHS will have
access lo this system
unless otherwise

i spacified

Ability to access data using open standargs access M N/A
prolocol (please specify 9upponed verslons in thei
comments figld).

All

Data is available in commonly used format ovar wlhich .
A1.2 |no entily has exclusive control, with the exception|of M Y | HTML, CSv, PDF
Nationat or Inlernational standards. Data is not
subject lo any copyrighl, patent, trademark or other
irede secrel regulation.

AL ; , . ] Y
) 13 Web-based compatible and in conformance with iy

the following W3C standards: HTMLS, CSS 2.1,

XML 1.1
APPLICATION SECURITY
[Verify ha identity or authanticate ali of the sysiem M Y - we have session based
A2.L I S
client applications before allowing use of the system access, thal will expire
lo prevent access 10 in appropnate or confidential data after some time
or services,

- . : woalso h tection
Verify the dentity and authenticate al of the f,;]a ;;lﬁ;gm;c;fer

12 Sysle:: lr;ar;utrnalr: userls belore ?Howmgrgha:imtlo us:e its . > IP address will be blocked
. cap:”:dml ’:;taeven a;:cess 0 inappropriate or for 10seconds at first and
confidential data or services ‘ then lime will be increased

on next wrong logins

3 : : M Y ; -
A23 Jentorce unique user names. - ‘ login is unlcgJBe field in the
Enforca complex passwords for Adminisirator
A2.4 |Accounts in accordance with Dol T's statewide User M Y
Account and Password Policy

Enfarce the use af complex passwords for generai
users using capital letters, numbers and speclal
characters in accordance with DolT's statewide
User Account and Password Paolicy. o

Password should be more
; than 7 characters and
I contains at least one
character from each next
M Y charactar sel:
A2.5 abcdelghijkimnoparstuvivxy
z .
ABCOEFGHIJKLMNOPCOR
STUVWXYZ
| 1234567890
@RV (+) (-

\ ‘
Security Rcvleu% Requitements Matrla far the Vendos tnl:lals, aﬂ’-"/
E Therapeutic Cannabls Program Patient Reglsiry i . 3
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Encrypt passwords in transmission and at rest passwords are encrypled
A2.6 [within the database. M Y with salt using
: SHAS12
Establish abliity 1o expire passwords after a definite right now passwords will
ok pesiod of time in accordance with DolT's statewide | . v expire in 60 days (ihis
" |User Account and Password Policy : parameler can be updated
' | in config file}
! ,
i
o
|
|
!
Secuttty Review Requicements Mairh for the vendor intials 2E5
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] Exhibit §
Securlty Review R'equirem'ents Matrix for the
Therapeutic Cannabls Program Patient Registry

APPLICATION REQU!REMENTS

Prnwd" the ablhly to limit the aumber of people that can s we have very fiexible rights
" |grant or change authorizations system with an ability t6
A28 . Y create neecded user roleswith
particutar rights inside
- sysiem
Establish ability 10 enforce session timeouts during periods , we have session based -

atcess, that will explre after

A29 |of inactivity. : Y
' specific time

The application shall nol store authentication credential L 5
e application s ol authentication ¢redentipls in history table alt passwords

A2.10 nsitly init ! M Y

or sensitive daFa n ils code are ceplaced with *

Log all atiempted accesses that Faitidentification, all tailed login attempts will
A2.11{authentication and autharization requirements. M Y be stored into separate DB

1able

The application shall lag all activities to a central server 1o
A2.12 | prevent parties to application transactions from denymg M Y

that they have taken place
Ali logs must be kept for seven (7} yrars.

A213 M Y

The application must allow a human user Lo explicitly R VS S —

AZ.14 |terminate a session. No remnants of the priorsession M Y 3
; . any time
shoyld thep remain,
t fw arvi i
A2.15 Do not use Software anfi System Services for anything M y
other thap they are designed for,
The application Data shall be protected from unauthorized g .
3 account access is possible
A2.16 |use when at rest M Y : .
only for authorized users
7 ' - 3 :
) he appll.cats.on sha‘ll keep any sensitive .Oata or. | we are using HTTPS for
AZ.17 |communications private from unauthorized individuals and M Y : »
e stcessing web part
QLGRS |
Subsequent application enhancer,nenl:.s or upprades shall all changes will be based an
#2.18 Inot remove or degrade securlty requirements M Y, .
X 5 current security system

Utilize change management documentation and

A2.19 M ¥
protegdures
Web Services: The service provider shall usc Web services

A2 20 |exclusively to interface with the State s data in near real M Ly

time when possible.

Vendos Inltials 2 2l
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Exhibit S

Security Review Requirements Matrix for the
Therapeutic Cannabls Program Patient Reglstry

TESTING

ST aPPutAnonsrcumrv rssrwc

Ti.1

All components of the Software shall be reviewed and
tested 10 ensure they protect the State’s web site and ils

related Data assets.

¥ Y

TL.2

The Yeador shall be responsible foc providing
documentalion of securlty testing, as appropriate, Tests
shalt focus on the 1echnical, administrative and physizal
security controls that have been designed Into the System
architeclure in order to provide the necessary
confidentlality, integrity and avalfability.

T3

Provide evidence thai supports the fact that Idennhca\lon
and Aulhcnncatlon testing has been recently
accomplished; spppons obtalning informarion about those
parties attempting to log onto a system or application for
security purpases and the validation of users

Ti.é.

Test for Aceess Control; supparts the managemeni of
permissions foé fogging onta 8 computeér or network

Test for entryption; supparts the encoding of data for

security purposes, and for the ability to access the datain a M Y

decivated format from required toals

T1.6

Test the Intrusion Detection; supports the detection of
literal entrance into 3 computgr system

T1.?

Test the verification (eature; supports the confirmation of
authority to enter a computer system, application or
netwark

TLB

Test the User Management feature; supports the
administration of computer, application and network
accaunts within an organization.

TL9

Test Role/Privilege Management; supports the granting of
ablities to users ot groups of users of 3 computer,

T1.10

Test Audit Trail Capture and Analysis; supports the .
identification and monitoring of activities within an
agnticalion ar svsterm

TL1!

Test Input Validation; ensures the applucalion is prolected
from buffer averflow, cross-site scripting, SQLinjection,
and unauthorized access of files and/or directories on the
SOrVer

5/101%
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Exhibit S
Security Review Requirements Matrix for the
Therapeutic Cannabis Program Patient Registry

For web applications, ensure the appiication has been
tested and hardened 10 prevent critical appiication security
Naws. { At 2 minimum, the application shall be tested
T.L12 against all laws outlined in the Open Web Application
Security Project {OWASF) Tap Ten
(http://www.owasp.org/index.php/OWASP_Top_Ten_Praj
ect)) =

Provide the Stale with validation of 3rd party security
reviews performed on the application and system _
environment. The review may Include 3 combination of ' | vew audits will have 3 cast
TL13 Lvulnerabllity scanning, penétration testing, static analysis Yy S

of the source code, and expert code review (please
specify proposed methodology in the comments field).

Prior 1o the System being moved Into production, the
vendor shall provide results of all security testing 1o Ihe
Department of Information Technology for review and
acceptance, ‘

T1.14 i

vendor shall provide decumented procedure for migrating
application modifications from the User Aceeptance Test
Environment 1a the Production Enviconment.

STANDARD TESTING.

T1.15

The vendos must Lest the software and the svs'tem using : TE:,‘ s;r:!:ls ar_ei;r;a(e::l 'ln
R o n e stale
Ti1 |anindustry standard and Siate approved iesting M - NA SENANEIN0Ry i
4 before the system is
methodology as more {ully described In the SOW, )
: Rushed {9 production,
‘Stress tests & load balancing
o ' measures are part of the
The Vendor must perform application stress testing and €as . !
T2.2 a i " A NA testing phase of
- |tuning as more fully described in the SOW, g .
: implementation. Auto-scaling
| i3 out of the box with AWS.
123 |The vendor must provide documented procedure for how e -
" |to sync Production with a specific testing environment.
1.4 The vendor must define and test disaster recovery " v
procedures.
Securily Rovigw Requirements Malrix for the ' Vendoriaitlats PP~
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Exhibit S

Security Review Réquirements Matrix for the
Therapeutic Cannabis Pragram Patient Registry

Vendor shall pravide an ANSI/TIA-942 Tier 3 Data lCc*nler or
equivalent. A tier 3 data center reguires 1) Mulliplle independent
uislributlo_n paths serving the {T equipment, 2} All !T equipment
must be dual-powered and fully compatible with :‘he topology of
a site's architeclure and 3)Concurrently maintalnaple sife
infrastructure with cxpected availability of 99.98 z?s

Yes

Plan to use Amaon
AWS

Vendor shall maintain o secure hosting environment providing 3ll
necessary hardware, software, and Internel bandwidth to
manage the application and support userss with permission based
logins

. Yes

H.3

The Data Center must be physically secured - restricted access to
. . N i - .

the site o personnel with controls such as biomeltric, badge, and

others security solutions. Policies for granting aceess must be in

|place and followed. Access shall only be granted to those with a

need to perform Lasks in the 0ata Center.

Yes

Hld4

Vendor shall ins1all and update all server patches, updates, and
other utilldes within 6¢ days of release from the manulfacturer.

Yes

HL5

Vendor shall monitor System, security, and applicaiion logs.

YE?

H1.6

Vendar shall manage the sharlng of dats resomces!

|

‘ N{A

There willbe no
sharing of resources

Vendor shall manage daily backups, off-site data storzge, and
restorg operatigns, 't

Yes

HLB

The Vendor shall monitor physical hardware. !

Yes

HLS

Remate access shall be custemized to the State's business
application, In instances where the State requires access 1o the
application ar server resources not in the DMZ, the|Vendor shail
provide remote desktop connection to the server through secure
protocols such s a Virtual Private Network: (VPN).

N/a

H1.10

H2.1

DISASTER RECOVERY

The Vendor shall repart any breach in security in conformance
with Stale of WH RSA 359-C:207 Any person cngaged in trade or
commerce thatis subject to RSA 358-A:3, 1 shall also notify the
regulator which has primary regulatory authorily over such trade
or commerce. Al other persons shatl notify the New Hampshire
attorney general's office,

vendor shall have documented disaster recovery plans that
address the recovary af lost State data as well as lhlelr own,
Systems shall be architected to meet the defined recavery needs.’

Yes

Yes

51019
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Exhibit S

Securlty Review Requirements Matrix for the
Therapeutic Cannabis Program Patient Registry

HOSTlNG CLOUD.REQUIREM NTS

The disaster recovery plan shallidentlty appropnate methods for
procuring addltional hardware In the event of 3 ct:{nponem
failure. In most instances, systems shail offer a level of
redundancy so the loss of a drive or power supply L«Nl not be
suHicient to terminate services however, these falied
components will have to be replaced.

‘™M

Yes

H2.3

Vendor shall adhere to a defined and dowmented|back up
schedule and procedure.

Yes

Back-up cOpes of data are made for the purpose of facilitating a
restore of the data in the event of daia 103s or System falture.

Yes

H2.5

Scheduled backups of all servers must be completed regularty.
The minimum acceptable (requency is differential backup daily,
nd compiate backuo weekly :

Yes

H2.6

Tapes or other back-up media tapes mus: be securcly transferred
fram the site to another secure Iocanon to avoid complcle data
loss with the toss of 3 facility.

Yes

H2.7

] Hos TiNG SECURHV

Data recovery ~ I the event that recovery back to ;lhe last
backup is not sufficient to recover State Data, the Vendor shall
employ the usé of database 1ogs in addition to backup media In
the resioration of the database(s} to afford a muchicloser to real-
time recovery. To do this, i6gs must be moved off the volume
containing the database with a frequency to matchithe business

The vendor shall cmploy secu mv measures ensurejthat the
State’s application and data is oratected. -

Yes

Yes

H3.2

1f State data is hosted on multiple servers, data exchanges
between and among servers must be enciypied..

N/A

. |Standard operating

procedure for -
BioTrackTHC in the
AWS GovCloud

H33

All servers and devices must have currently-supported and
hardened operaling systems, the 13test anti-viral, anti-hacker,
anti-spam, anti-spyware, and anti-malware wtilities! The
environment, as a whole, shall have aggressive intrusion-
detection apd ficewall aratection

Yes

All components of the infrastructure shall be reviewed and tested
1o ensure they protect the State's hardware, SO“’WBIIO, and its
related data asscts. Tests shall focus on the technic%:&,
administrative and physical security controls that have been
designed Into the System architectuie in oider (o prlovide
canfidentiatity, integrity and avaitability.

Yes

H1.5

The Vendor shall ensure its complete cooperation Mi'ilh the

State’s Chief Infarmation Officer in the detection oFlany securlty
yulnerahllity of the basting tnfeastoucture

M

Yes

512019
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The Vendor shaﬂ authanze the Sta{e to periorm scheduled and

Exhlbit S

Security Review Requlrements Matrix for the
Therapeutic Cannabis Program Patlent Reglstry

random securlty audits, including vulnerabinity assessments, of

the Vendor hosting infrastructure and/or the apphcalfon upan
request,

Yes

Third party audits witl
have a3 casi assoclated

H3.?

All servers and devices must have cvent logglng enqbled. Lags
must be protected with access Umited to only authorized
administrators. Logs shall include System, Agplication, Web and

Databise logs

]

Yes

H3.8

Operating Systems {O5) and Dat2bases (0B} shall ba built and
hardened in accordance with guidelines set forth by €IS, NIST or
NSA

Yes

H39

The Vendor shall notify 1he Staie’s Project Manageri of any
securily breaches within two {2} hours of the time thal the
vendor learns of thairoccurrence. |

Yes

H3.10

The Vencor shall be solely liable for costs associated with any

SFRVICE LLVIL AGR!’EM{NT

breach of State data housed at their location{s) Including bus nal
limited to notification and any damages assessed by the courts,

The Vendor s System support and maintenance shalll commence
vpon the Effective'Date and extend through the end of the
Contract term, and any extansions thereof. -

‘N/A

Yes

Covered

H¢.2

The vendor shall maintain the hardware and Software in
accordance with the specurcauons terms, and rcqulremenls of
the Contract, including providing, upgrades and.hxels asrequired.

Yes

Ha.3

The vendor shall repalr or replace the hardware or software, ar
any portion thereof, so tha! the System operates In accordance
with the Specifications, 1erms, and requirements of the Contract,

Yes

H4 4

All hardware and soltware components of the Vendor hosting
infrastructure shall be tully supported by their respective
manulacturers at all times. All critical patches for operating
systems, databases, web services, etc., shall be appiied within
siaty (60} days of release by their respective manufalcmrers.

Yes

Ha.5

The State shal) have unlimited access, vio phone or Emall, ta the
Vendor technical support stalf between the hours of 8:00am to
5:00pm- Monday thru FridayES¥;

N/A

S/09
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not requi e re-performance of the Service.

Servite.

The Vendor shail con!orm wothe speciﬂc deficlency class as
described: o Class A Deficiency - Sofiware - Critical, does not
allow System to aperate, no work around, d emam:!sI immediate
action; Written Documentation - missing significant partions of
information or uninteliigidle (o State; Non Sohware - Services
were inadequate and require re-performance of the Service.

o Class B Deficiency - Sofware - important, does not stop
operation and/or there is a work around and user c.:m perform
tasks; Written Dogzumentation - portions of informatton are
missing but not enough to make the dacument unintelligible;
Non SoRware - Services were delicient, require reworking, but do

o Class C Deficiency - Software - minimal, cosmelit in nature,
minimal ¢cflect on System, low priority and/or user can use
System; Written Documentation - minimal changes rlequircd and
of minor editing nature; Nan Software - Services require only
minor reworking and do not require re-performancé‘ ol the

Exhibit S
Securlty Review Requirements Matrix for the
Therapeutic Cann_abls Program Patlent Registry

< . HOSTING CLouD REQUIR’EMENTS

Yes

the Contract;

He.? As part of the maintenance agreement, ongoing sugport lssu es
shall be respanded to according to the lollowing:

3. Class A Deficlencics - The Vendor shall have available to the
State on-call ietephone assistance, with issue tr acking available to
the State, gight (8} hours per day and five (5) days a;wcck with an
email { teleghone response within two (2) hours of request; or
the Vendor shali provide support on-site or with remote
diagnostic Services, within four {4) business hours of 3 request;

b. Class B & C Deficlencies ~The State shall notify the Vendar of
such Deficiencles during regutar business hours and'the Vendor
shall respond back within four (4} hours of notification of .
planned corrective aclion; The Vendor shall repair ar repiace
Software, and provide maintenance of the Sohware in
accordance with the Specifications, Terms and Requu’ements of

NfA

Support wlil be
available from § - 8
facal time. On call
support secvices are
avpi!ab}e 24 hours.

mainienance

H4.8 5 The hosting server for the State shall be available twenty four
' {24) hours a day, 7 days 2 week except for during schcduled

Yes

H4 9 A regularly scheduled maintenance window shall be' identified
) (such as weekly, monthly, ar quarterly] at which u mfc- Al relevant
server patcﬁes and application upgrades shalt be ap'p!ied.

yes

Creditin wril

H4.10 1 The Vendor is unable to meet the uplime requirement, The
Vendor shall credit State’s account in an amount based upon the
fallowing formula: (Total Contract Htem Price/365) ;:Number of
Days Contract ltern Not Provided. The State must request this

N/A

ATC's are paylng for
the system.

Secuvity Review Rtfcu{remcnts Matrix for the
Therapeutic Cannabls Program Patien] Registry
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Exhibit §

Security Review Requirements Matrix for the

Therapeutic Cannabls Ptogram Patient Registry

HOSTlNG ClOUD REQUIREMENTS

The Vendor shail use a change managemenl palicy 10r
notification and tracking of change requests as well as critical M
aulages. |

Yes

H4,12

A critical outage will be designated when 2 business|function
cannot be met by a npnperforming application and thereis no M
wark around to the problem. ’

Yes

H4.13

The Vendor shall maintain 3 record of the activities r;emcd to
repair or maintenance activities performed for the State and shall

report quarterly on the following: Server up-time; All change
requests implemented, including oparaling system paiches; All -
eritical outages reported including actual issue and resolution;
Number of deficiencies reported by dass with initial respense
time 3s weil as time Lo ciose. |

Yes

The Vendor will give two-business days prior notif icatlon to the
Siate Project Manager of all changes/updates and provide the
State with training due to the upgrades anc changcs.

Yes ~

$/1019
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SUPPORT & MAIRTENANCL REQUIREMENTS

" Jcommence upan the EHective Date and extend theough the

|
Exhibit S |
Security Revlew Requirements Matrix for the
Therapeutic Cannabls Program Patient Reglstry

The Vendor's System suppont and maintenance shall

end of the Contract term, and any extensions thereof.,

Yes

SL.2

$1.3

deguired

Malntain the hardware and Softwaré in accardance with
the Spedfications, terms, and requirements of the
Contract, including providing. upgrades and fixes a3

Yes

Repair Software, or any portion thereof, so that the
System operates in accordance with the Specifications,

llerms, and requlrements of the Contract.

Yes

514

The State shall have unlimited access, via phone or Email,
to the Vendor technical support staff betwaen the hours of
8:003m to 5:00pm- Monday Lhru Friday EST;

Yes

Will have access 1o support
stafl, not sure what
“unfimiled” is implying

"|and/or vser can use System; Written Documentalion -

The Vendor response time for support shall conform to-the
specific deficlency class as described below or as agreed to
by the parties: o Class A Deficlency - Software -
Criticat, does nol altow System 10 operate, no workaround,
demands immediate action; Written Documentation -
missing significant portions of information or unintelligtble
to State; Non Software - Services were inadequate and
require re-performance ofthe Service. o ClassB
Deficiency - Sohtware - Imporniant, does not stop operation
and/or \here is a work around and user can perform tasks;
Wreltten Cocumentation - porlians of Information are
missing bul not enough to make the document
unintelligible; Non Softwarc - Services were deficient,
chqulre rewarking, but do not require re-performance of
the Service. © Class € Defclency - Software- minimal,
{cosmetic in nature, minimal effect on System, low priority

minimal changes required and of minor editing nature;
Non Soltwarc - Services require only minor reworking and
donotrequirese-performance of the Service,

Yes

5.6

The Vendor shall make available to the State the latest
program updates, genesal maintenance refeases, selected
tunctionality releases, patches, and Documentation that
are generally offered to its cusiomers, at no additional
({318

Yes

Yes, based on signed
agreement "

S/2019
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51.9

Exhibit S
Security Review Requlrements Matrix for the
Therapeutic Cannabis Program Patient Registry

SUPPO

e

For all mainlenance Services calls, The Vendor shall ensure
the following information wlil be collected and maintained:
1) nature of the Deficlency; 2) current status of the
Deficiency; 3) action plans, dates, and times; 4) expected
and actual completion time; 5) Deficlency resolution
Information, 6) Resolved by, 7) Identiiying numbey i.e.
work prder number, 8) tssue identified by;

Yes

The Vendor must work with the State ta identify and
troubteshool potentiaily large-scale System laitures or
Defidencies by collecting the following information; 1)

51.10 [mean time between reported Deficiencies with the

Software; 2) dlagnosis of the o0t cause of the prob!e}:m; :
and 3} identification’of repeat calls or repeat Software
problems,

Yes

Si.11

As part of the Software maintenance agreement, ongoing
sofltware maintenance and suppont Issues, shall be
responded to according to thefollowing or as égrccd 1o by
the parties: a. Class A Defictenties - The Vendor shal!
have available 1o the State on-¢all telephone assistance,
with Issue tracking avaliable to the State, eight (8) hours
pes day and five (S) days a week with 3n email / Lelephone
response wilthin two {2} hours of request; or the Vendor
shall provide support on-site or with remote diagnosiic

Services, within four (4} business hoursof arequest:  b. ||

Class B & C Deficiencies =The State shall notHy the Vendor
of such Deficlencies during regular business hours and the
Vendor shalt respond back within four {4} hours of
notification of planned corrective action; The Vendor shall
repalr or replace Software, and provide malntenance of the
Software In accordance with the Specifications, Terms and
Requlrements of the Contract; or as agreéd between the
partles

Yes

5432

The Vendor shall use a change management policy tor
natification and tracking of change requests as well as
critical outages.

Yes

§1.13

A critical outage will be designated when 3 business
function cannot be met by a nonperforming application
and there s no work around to the problem.

Yes

512019
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Security Review Requirements Matrix for the
Therapeutic Cannabls; Program Patlent Reglstry

SUPPORT & MAINTENANCE REQUIREMENTS

51.14 I

The Yendor shall malntain 2 record of the actlvmes related
to repair or malntenance activitles performed for the State
and shali report quanerly on the following: All change
requests implemented; All ¢critica! outages reported
including actual Issue and resolution; Number of
deficiencias reporied by class wihh initial respense time as
well as lime 1o close.

M Yes

51.15

The hosting servers for the State shall be available twenty-
four (24} hours a day, 7 days a woek cxcept for durlng
scheduled malntenance.

M Yes

S1.16

The Vendor will guide the State wllh possible solutlens to -
resolve Issues ta maintain a fully functioning, hosted
System.

] Yes

Sl.l}'H

A regularty scheduled maintenance window shali be
identified (such as weckly, monthly, or quarterly) at which
time all celevant'server patches and application upgrades
shall be applied. . '

1] Yes

$1.18

* Jthe State Project Manager of all changesfupdates and

The Vendor will glve two-business days prlor notification to

provide the $tate with trainlng due L6 the upgrades and

chanEc

LY Yes

51.19

Al hardware and soflware components of the Vendor
hosting inlrastructure shall be fulty supported by their
respective manufacturers at all times. Al critical patches
for operating systems, databases, web services, et¢., shall
be applied within thirty (30} days of release by their
respective manufacturers. -

M Yes

$1.20

The Vendor shall provide the State with a personal secure
FTP site to be used the State for uploading.and
downloading files  applicable.

M Yes

3/2019
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PROJECT MANAGEMENT

PRON Fl MANAGEMENT

P1.1

Vendar shall particlpate in an iniial kick-olf meeting to
initigte the Project. l

PL2

vendor shall provide Project Staff as specified In Lhe SOW. i

Yes

P13

vendor shail submit a finalired Project Schedule within ten
(10) days atter the Project Kickoff Meeting Is completed.
The Project Schedule shaltinclude, without limitation, a
detalled description of the Schedule, tasks, Deliverables,
criticat evenls, and task dependencics. The schedule shall
be updated no less than cevery two weeks. >

Yes

Vendor shali provide detailed weekly status reports on !
the progress of the Projact.

Yes

PLS

All yser, technical, and System Documentation as well as
Project Schedules, plans, staius reports, and
correspondence must be malntained as project
documentation. (WORD and/ar Excel format)

M

Yes

5121019
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~ Appendix D|-

Exhlblt Bi

1.

Method and. Cond];rons Pracedent to Paym

The State shall pay the Contractor an amount noi to exceed the Foim P-37, alocl: 1. 8 Pnce lertatlon for the

- services provided by the Contractor pursuam to Exhibit A, Scope of Services.”

"2.1.  Payment shall be on a reimbursement rate pursuant to this Agreement, Section 4. Compensation for -

1.1, This Agreement Is fundéd with funds from the Thera peutic Cannabls Program, 100% Other Funds

1.1.1. Other Funds from the Therapeuric Cannabts Program include fees collected from Cannabis
Registry Identification and Centification cards, fees collected from the Alternative Treatment
Centers and administrative fines and fees for the program.

12.  The Contractor agrees to provide the services in this' Agreemeént in complrance with funding
requirements. Failure to meet the scope of services may jeopardize the funded Contrar:ton’s current
and/or future funiling. :

Payment for said services shall be made monthly-as follows:

Services, Payment, Subsection A. Compen_satibn,! Paragraph {i). -

22,  The Contractor shall submit an invoice in a form' satisfactory to the State by the twentleth working
day of each month, which identifies and requests relmbursement for authorized expenses incurred
in the prior month. The invoice must be completed slgned, dated and returned to the Department
n order to Inltiate payment. The Contractor agrees to keep records of their activities refated to
Oepartment programs and services, |

23.  The State shall make payment to the Contractolr within thirty (30} days of receipt of each invoice,
subsequent to approvat of the submitted i mvorce and if sufficient funds are available. The Contractor
will keep detailed records of their activitles related to DHHS.- funded programs and services.

24, The final invoice shall be due to the State no Iater than forty (40) days after the contract Form P-37,
Block 1.7 Completion Date,

25, o In !teu of hard copies, all invajces may be asslgned an electronic signature and emanled to DPHS

contractbilling@dhhs.ah.gov, or invoices may be malled to:
r

Financial Administrator
Department of Health and Human Services
Division of Public Hedlth
25 HazenDr.
" Concord, NH 03301

1.6. Payments may be withheld pending receipt of required reports or documentation as identified in
Exhibit A, Scope of Services and in this Exhibit B.

Notwithstandins‘bara_graph 18 of the General Provisions F-37, changes limited (o adjusting amounts between
budget line items, related items, amendments of related budget exhibits within the price limitation, and to
adjusting encumbrances between State Fiscal Years, may be made by written agreement of both parties and
may be made without obtalnmg spproval of the Governor and Executive Council. .

‘Notwithstanding anything to the contrary herein, the Contractor agrees that funding under this agreeament
may be withheld, in wholé or in part, in the event of non-comphance with any Federal or State law, rule or
reguiation spplicable Lo the services provided, or if the sald services or products have not been satisfactorily
compléted in accordance with the terms and conditionsiof this agreement.
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