STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

October 15, 2024

The Hongarable Ken Weyler, Chairman
Fiscal Committee of the General Court
State House

Concord, NH

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Pursuant to RSA 14:30-a, VI, authorize the Department of information Technology (DolT) to amend an
American Rescue Plan Act (ARPA) State Fiscal Recovery Funds (SFRF) item approved by the Fiscal
Committee (FIS 21-141) on June 8, 2021 and Governor and Council # 68 on June 16, 2021 and as
extended by Fiscal Committee (FIS 23-166) on May 19, 2023 and Governor and Council # 160 on May 31,
2023, and most recently by Fiscal Committee {FIS 24-182) on May 17, 2024 and Governor and Council #
154 on May 15, 2024 by reallocating $411,096 in and among classes within an accounting unit for the
purposes of refreshing and replacing legacy infrastructure solutions to implement next generation DolT
Critical IT Infrastructure sotutions. Effective upon Fiscal Committee and Governor and Council approvals
through June 30, 2025. This is an allowable use of ARPA SFRF funds under Sections 602(c)(l)(A) to
response to the public health emergency or its negative economic impacts. Funding Source:100%
Federal Funds.

Funds are budgeted in the following account 01-03-003-030010-24600000" DolT ARP_Critical IT
Infrastructure

Class Budget Category Current Adjusted Transfer of Funds Revised Adjusted
Authorized Budget Authorized Budget
FY 25 FY 25
income
000-400338-16 | Federal Funds $ 2,303,706 $0 $2,303,706
Totals $ 2,303,706 $0 $ 2,303,706

I All direct program costs will be accounted for using activity 00FRF602GS0301A and all administrative and
indirect costs will be accounted for using activity 00FRF602GS0301Z. Accounting classifications may be subject to
technical changes at the discretion of the Department of Administrative Services’ Division of Accounting Services.
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Expenditures

037-500171 Technology Hardware $947,227 $411,096 $1,358,323

038-500177 Technology Software $542,281 ($308,281) $234,000

040-500800 Indirect Costs, $2,500 $0 $2,500

041-500801 Audit Set-Aside $23,600 $0 $23,600

046-500465 Consultants $788,098 ($102,815) $685,283
Totals $2,303,708 $0 $2,303,706

EXPLANATION

This initiative consists of multiple components to address Core IT infrastructure modernization, that will
enhance security and monitoring capabilities, allows for rapid infrastructure expansion to address capacity
and business needs that have been challenging during COVID, while providing added protection of State
and citizen information.

The ability to maintain and refresh DolT core infrastructure services helps ensure that critical systems and
services are available to agencies, citizens and businesses in the event of a crisis, and the systems are
current to maintain proper security updates. This includes providing protection-against unexpected events
impacting the delivery of DolT services provided from the primary data center, enhanced security to defend
~ against attacks on the primary data center such as ransomware and other cybersecurity attacks, the
prevention of data loss, and the infrastructure required to provide disaster recovery services in the event the
State's primary data center services are unavailable.

DolIT was originally awarded a total of $23,600,000.00 as part of the DolT ARP Critical IT Infrastructure
initiative. This funding is being used to refresh and expand the network infrastructure for all executive branch
agencies, along with critical server and data center infrastructure. The transfer reclass funding request will
re-align funds to allow for the completion of the network upgrade work and begin replacement of our aged
server environment.

DolT is requesting the transfer of funds between classes to best use the available appropriation, as shown
below:

Class 037 Increase Technology Hardware: Technology Hardware is needed to cover
additional network infrastructure required to complete the network upgrade
program and fund refresh of a portion of the virtual server environment to address
end of life equipment.
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Class 038 Decréase Technotogy Software: For the virtual server refresh program, we will be
able to transfer a portion of the existing virtual server licenses to the replacement
equipment, reducing our overall software requirements.
Class 046 Decrease Consultants: The majority of the virtual server refresh will be handled by

DolT staff, allowing us to procure additional servers for the refresh program.

In the event that Federal Funds are no longer available, General funds will not be requested to support this
program.

Respectfully submitted,

o A~

Denis Goulet
Commissioner

"Innovative Technologies Today for New Hampshire's Tomorrow"
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peritiiot Chfumttiatoee
April 30, 2024
Fiscal Commiittee of the General Court and
Cornicord, New Hampshire (03301

Pursuant to RSA 14:30-a, VI.and RSA 124:15, the Department of Administrative Services (DAS) is.
seebngnppmvalmb:hﬂfomeAgmdeswmmdﬂ)ewuptmdmdafAmmmRemue
PlanAct(MA)SWPMR@WFM(W)WMM&M@M&Rforfunding
mmﬁmuﬂmm%&&&mﬁhﬁ&m&dhmhhmmmnmeﬁmdARPAﬁM
funds, from June 30, 2024 to June 3@, 2025, effective upon approval of i jttee and the

Govemor and Executive Council. 100% Federal Funds.

EXPLANATION
mmtofAmmmveSmmumhngwavaLmbehanfmeSmAgmhmd
in Attachment A, to extend the effective through date from June 30, 2024 to June: 30, 2025. All items:
included in the attachment have been previously submitted by the respective state agency responsible
for the program and approved by both the Fiscal Committec and Governor and Executive Council. In
addition, the Governor’s Office of Emergency Relief and Recovery (GOFERR) has reviewed the
attachment and concurs with the extensions requested.

While all ARPA SFRF must be obligated by December 31, 2024, and experided by December 31,
2026, approval of this réquest will reautherize fanding for projects or programs using ARPA SFRF and
authorize agencies' program balances that are unspent as of June 30, 2024, as well as positions and
consultants created pursuant to RSA 124:15, to carry forward into Fiscal Year 20235. This request will
abogrmtagmcteemcmrdm&hmwr&ﬁOFERR&memwnnmmwwaluumjmmdpmgams
as the ARPA SFRF obligation deadline approaches in order to ensure any fimds that may need to be
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mllomted 10 atheruscs hm:e sufﬁcicm ume to:do-s0. Any: requcst o feslioaate an: e:dsnng getor... -
repurpoﬁe fuids for pew dfexnstmg projects wall require: fiiture: Ftseal ‘Commitice and Gorcmorand -
Council approvals and sre ot eonmfplated in ifis‘item. : -

If his:itém is not timely: approved, tthtate wauld need to isgue’layoff nofices: toemploym hired into
thess federally fanded positions, ereated under the arigifial ARPA réquest; agencies would: heltwork -
on'timexgensitive projestsar paw’m:nts on'existing, contracts*«and ongoutg programs wouId B unable' (o
issue or followe th:oughgn awards: Furifier, eachagency would ihiéri need't6 subimiit 4 reguest. for
approval to-ieaythorizi the“pﬁsiuons atd. &mdmg, however;, m;“réqucsts gotcnnally woutd nat
eliminaté thenéed to. issus !ayof? notices m )unc 2024 dug' 1o layoff notice: prcmsxons '

Typically. agencies budge.tfer known fcdcml grants inthe btcnmal budgex pmccss howevcr, the
budget guidance issued in August 2022 instricted Agencies to exclude. all COVID-retated funding.
fram their FY24-FY25 budget submissions in order to maintain the: authonzzﬂon methedology,
compliance protocols,am[audlt trail that had become standard for.use and oversight 6fARPA SFRE.

Moreover, althoog the funding is suthorized by the fedéral govemnment beyond Jurie 30, 2024,
inchuding this-ne-time funding: would have erroneously inflated the FY24-FY25:State budget.

In the event that Federal Funds are no longer avaifable. General Funds will not be requested to siipport
these programs. The Department of Adininistrative Services seeks approval of this request.

Respectfully submitted, |

Chiirles M. Arlm; é us

Commissioner

TDD ACCESS: RELAY NH 1-800-733-2964
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Department of Mm!nisumm semces

Cloud Migration of State ERP System

zhw_ma - F15:23-050;
05/19/2023 - £15.33-168-

02P370 igwam |
05/31/2023 - 1160,

Department of Business and Economic Affalrs

Broadband Infrastructyre

06/08/2021 - £15.21-136;
03/24/2023 - £15:23-096;
05/19/2023 - £)5.23-166

061162021 - 489;
104112/1023 87
05/31/2023 ~ 160

Department of Corrections

DOC Air Handlers & Ductwork
Replacement

06/08/2021 - 15 21-137;
05/19/2008 . £13:23-166

oahs/m Hi78;
o5 ~ B85

L

2435000

Department of Corrections

Fiber Optic Cable Upgrade and
Repiacement

01/21/2022 - €I5:22-034;
5/19/2023 - Fi5.23-166

Jolﬂﬁﬂﬂu +#S8;
105/31/2023 - 4 4)‘!;60

Department of Corrections

Air Handlers & Ductwork Replacement
- Additional Funds

10/18/2022 - FI5.22-368;
|o5/19/2023 - £15:23.366

10{1912921 4143,

243505001

Departrment of Education

College & Career 'Skills Mentoring
Pliot Program (Big Grothers).

105/19/2023 - £i3.23-166

12/17/2021.F1$21.393;

Department af Environmental Services

Drinking and Wastewater
infrastructure

06/08/2021 - FiS 21-138;

03/18/2022 - Fi5:22-111;

05/20/2022 - F18-22-17%;
05/19/2023 - FI5 23-166;
10/18/202% - F$:23:287

24766000

Department of Environmental Services

Drinking and Wastewater
Infrastructure ||

l10/22/2021 - FiS. 21-313;

|05/19/2023 - Fi5 23-166.

%onmnzr 486,
{osrizpory 4160

Department of Environmental Services

Air Permit Refief Program

19/2023 - £1S 23-166

05/20/2022 - 11§ 22-164;

0602722022 -872;
Jmma #1160,

10

Department of Environmental Services

LRM Permitting Positions.

05/20/2022 - FiS 22-17%;
05/19/2023 - FIS 23-166

:Jzoézm

11

Department of Environmental Services

Investment in State and Municipal
Dam tnfrastructure

05/20/3003 - F15 22-185,
05/19/2023 - FIS 23-166

12

Department of Environmental Services

SWEEP - Online Systems.and Full time
Temporary Position

0snsi20z3 - n.s 23-165;
03/15/2024 - £1S 24-089

[ii72273023 - 9%,
Q5/31/2023 - 1160:
0371372024 - 256
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13 Dtpmment of Heahth snd Human Services Mentat Health System Service DﬁIOBI!On FIS 21039 06/16/2021 - 113; NI
Improvements (BHIP) 09/09/2022. - FI§ 22-314; 09/07/2022 -#116A A f
_ p5/19/2023 - 15 23-165 053172023 9160 T
14 |Department of Heaith and Human Services me Hampshire Hospital Upgrades  [06/08£2021 - FIS 21-340; 06/16/2021 - 112; 24650000 H/Af
(LampttRoof, Health & Safety, and - [11/18/2822.- £15.22-398 13/22/2022 - 012; o i
: Seclusion:Roam) [05£1972023 - £15,23-166 05/33172023- 8160 G
15 [Department of Heahth and Human Services Mealthcare Workforce Capacity - 08/20/2021 - FIS 21-243; 08/18/2021 - 814; - gT3160]
Underserved. Paputations 05/19/2023 - FI13:23:166; 0S£31/2023.- $160;
- 01/18/2024 - FIS24-008 01/33/2034.--48 B
16 |Department of Heaith and Human Services Early intervention-and Prevention 11/19/2021 - FiIS:21'354; 11/22/2021 - 412; 24650000 N/A
JBeluMor Health Support {DBH) Jowmzsmzam 02/08/2023 - 14,
: 05/10/2023:- F5:23:166 ma@nmmw -
17 |Department of Health and Human Services Eerly.Childhood Mental Heaith 11/19/2021 FIS-21.355; 11/ 1w 811y 24650000 N/A
Support 05/19/2023 - F5.23-166 lostasraozs “aveo '
18 [Department of Hea!th and Human Services COVID-19 Suppiles and Equipment  [03/18/2022.- 515 22-113; |0a/23/2022:-4i13; 24650000 = N/A
Storage (Warehouse Lease) 05/19/2023 - FIS 23-166 05/31/2023 - 8160 '
19 |Department of Health and Human Services Investment In SUD Related Services 07/22/2022 - FiS22-269, ommnm #52; 24850000 - A
: and Prevention Efforts |§1wpoza K5 33166 172028~ #160 _
20 |Department of Health and Human Services Solutionieatth Consolidated Iosfomozz FS22.305:  [00/22/2023 - #6A 2455000 N/
Behavioral Health Mospital 05/38/£2023 - £13.23-166 0573242023 <RI 160 ,
21 [Department of Heatth and Human Services SWEER.- Incident Management 10/14/2022 - F1S.22-364;. wh}zm 430; | ‘2as80006] . T AGA
System Improvements 05/19/2023 - F1S23-166. - 4]
22 |Department of Health and Human Services SWEEP - Cail Center 10/24/2022 - FIS 22-366; N7A
: 05/19/2023 - Ft$ 33-366
23 |Department of Health and Human Services Farensic Mospite! investments 11/18/2022 - FIS 22:398; " WA
05/19/2023 - Fi§ 23-166; _
: 05/19/2023 - FIS 23-175 i d
24 |Department of Heatth and Human Services Additional funds for Forensic Hospital [05/19/2023 - FIS 23178 N/A
Investments - L
25 |Department of Information Technelogy ARP-Cloud:Services, Continuity of jo670872021 - RIS 21:141; N/A]
1 |Operation, I, and Cybersecurity 05/19/2023 - FIS 23-166; A
02/16/2024 - FIS 24-043 :
26 |Oepartment of Information Technology State:Licensing:Partal Modernlzation [07/22/2022- FI5:22:265; WA
05/19/2023 - Fi523-166 i

Page 2 of §



Attachment A . |

PRt RS

s B

Gmmd COVIDI9Relaxed '
Restrictions -

osnalzoz; FIS21-168;

02/18/2022 - FIS 22-065;
D7/22/2022 - $15.22-253;
05/19/2023 - 1S 23-166:

oms;mz-mn
lo£22/2022 - 0120;
05/31/2023 <4160’

Department of Justice

|support for Increased Victim Services
& VOCA

oy/1813022 5 22054
71222002 - FIS 22-254;

l:stnmn -FI§ 21-252;

05/19/2023 - FIS:23-166

1071372021 - 4924,

" jo2/16£2022 - #123;

[or72242022 - 9223,
05/3)/20237.8160

470000

Department of justice

internet Crimes Against Children
{ICAC)

105/19/2023 - FI5.23-166

05/20/2021 - Fi$ 23-199;

0S/18/2022 - 41054;
: bsﬂlfm néo

30

Department of Justice

Sunpon-for'lncreas; Victim Services
& VOCA

05/19/2023 - S15 234166

2273023 - 494
05/31/2023 - #1160

3l

Department of Labor

SWEEP - OnBase System
improvements .

108/1972023.- FI$ 23166

10/14/2022 < F1S 22-353{ .

10/29/2022 - 882;
1053172023 - 4160

n

Department of Natursl and Cultural Resources

State Parks Projects

08/08/2021 - FIS 21-143;
09/09/2022 - FI$ 22:322;
ushslzozs ns 23~166,

3/16202% - 993,
09/2172022 - #76;
13/08/2023.<483

3

Department of Natural and Cultural Resources

State Parks - Historic Sites
mprovements

07122}_2922 -F§ Zl*lﬁﬁ:
D5 /192023 - FiS:23:166

7’27 m }‘“1-

rt)epamnem of Natura! and Cuttural Resources

Trall Groomer and Trail GIS Mapping
iTool

101412022+ 615 22:332;
05/19/2027 < FIS:23-166

35

ﬁepanment of Naturat and Cultural Resources

and Compilance System (DOUG RE&C)

Digital Ondine User.Generated Review.

04/21/2083 - 515 233-126;
058/19/2023 - F15 23-166

Department of Revenue Administration

SWE;P - RIMS CORE21 Software
improvements

wamezz [T ‘& -355;

37

Department of Ravenue Administration

ISWEEP - Web Application Upgrade
ant Enhancement

10/14/2022 - FI5 22356
losaaraazs . e15:23. 366

05]31[;023 #160

Department of Safety

School Physical Sécurity Assessments
and [POC.

05/08/2021 - FI5-:21-145;
05/15/2023 - F15:23-166

wﬁmz_ﬁ_ -#160

34&90000

39

Department of Safety

CDL Licensing Improvements Program:

1012272021 - F15:21-33);
05/19/2023 - FI5:23-166

107272021 - #1023
08/31/2023 - 4160

Pagr " of 5



Arntachment A

Ui} _fg:,u“'ﬁ; Asmw ‘ J'MWW i 'twﬂww wmmﬁw
a0 |Department of Safety  |E911 Fadility Investment 112/18/2022 - FiS 22-421; AL/22/2022 4159,
. los/19/2023 - Fis 23466 losyaa/2003 -p160
41 [Department of Transportation SWEEP - Winter and Highway 10/14/2022 - FiS 22-370; 10/19/72023 - #23;
Mzintenance *{05/19/2023 - FIS 23-166; 05/31/2023 - - 8160;
wazoza £IS 24-142 05!01/2024 428 .
42 [Fish and Game Department Temporery.Permit Application Review |06/0872021 - FIS 21-186; 24750000]  ‘9WIOL
Staff Support for Water Projects osmmz} FIS 23:166
43 [Fish and Game Department Temporary Permit Application Review [08/03/2021 - nszmsw ATS0000]  9TIAST
Staff Support for Water Projects 5/19/2023 - FI§ 23-166; '9T3159I
’ ‘ ) ;onafzuza «F15.23:286 10/18/2023 - - {62 9¥2158!
44 [Fish and Game Department SWEEP - IT Solutions Improvements  |10/14/2022 --FIS 22-349; 10/1972022 - 455; - zmooﬁq W/A
| .. los/1972023 - F15.23-166.  [05/33/2073+ 4260
45 [Governor's Office for Emergency Retief and Housing Needs Administration 08/0372021 - F1S°21-:203;  |08/04/202). - 133A; 24690000} N/A
Recovery 05/19/2023 - FI523-166 0S/3)1/2M3 - 160
- 46 |Governor's Office for Emergency Relief and Youth Resideatial Facifity 10/2272021 - FIS'21.283; 10727/2021 - 262, 24630000 /A
Recovery improvement Program rosmslmz'- Fi5.22-300; }OSIWIZOZE ~883;
_ 05/18/2023 - 13.23-166 05/31/2423 - 0160
47 lGovernor's Office for Emergency Relief and Career Pathways Program 02/18/2022 - F15:22-080; 0370972023 - #58; 285900006} N/A]
Recovery - 05/19/2023 - F13.23-166 MB’ - 160
48 [Governor's Office for Emergency Relief and Temporary Relief for Guardian 03/18/2022 - FIS22-115; 13/23/2022 - B78; 24690000 N/A]
Recovery 3 LAppaintments 03/39/202) - F15:23:166 05/31/2023 - 5160
49 |Governor's Office for Emergency Reflef and Veteran Housing and Retreat Center  [03/18/2022 - FIS:22-116; 03{23&0225 77 EYeree ST
Rmy . 05[18!2023 9523’16‘6 i 4 aw o it il s
S0 |Governor's Office for Emergency Rellef and LCOSHH Ucensed Practitioner Nurse  [04715/2022 - FIS 22-148; 2469000 “N/A
Recovery {LPN) program 0S/19/2023 - 13 23-166
51 |Governor's Office for Emergency Refief and (nvotuntary Emergency Admssdons 04/15/2022 - FIS 22-149; 24680000) N/A
Recovery Case Improvements 05/13/2023 - FIS 23:166 ‘ -
$2 |Governor’s Office for Emergency Refief and County Nursing Home infrastructure  [06/17/2022 - FiS 22-257; OGIISR&} ZAB0000| -~ WA
Recovery Program 05/19/2023 - FIS 23488 05/33/2023 - MGD i .
53 |Governor's Office for Emergency Refief and investments tn SUD Facilities and 07/22/2022 - FIS 22+268; 07/27/2022 - 453; 24690000 " MJA
{Recovery Programming 05/19/2023 - FIS 23-166 05/3172023 - #160
-Pregnast & Parenting Residential ‘
Treatment -

Pagn 4.0f8




Governo:‘s Ofﬂoe fof Emergencv Reﬂefand

S

54 Munldpd Boat Launch vestment rosmmzz s u.am, r21/2072. @mi “NIA
fecovery Program 105/19/2023:- F15.33:166 172023~ _
S5 |Governor's Office for Emergency Refief and fudicial: Branch Infrastructyre ¥0/1472072- FIS 22:388; 19!191‘2922, rere wml oA
Recovery Investments 05/19/2023.-F1523:066  105/31/2023"- 8160 : “
56 |Governar's Office for Emergency Rellef and Invotuntary Emergency Admissions  [06/23/2023 -FIS 23.200 [06/28/2003~1A18 prme [ "
Recovery Case Impravements
57 [New Hampshire Commission for Human Rights: |{SWEEP - Case Management and Public|N/A ¥1/22/2022 - 458; 26960000 N/A
information Portsl 05/31/2023:- #4160
58 INew Hampshire Employment Security KH Emergency Madicat Technician IUWZ..,-mzzgﬁzs; IMZ- 564, 2m1 NIA
{EMT) Training Program 05/19/2023 - Fi523-166 05/31/2023 - 2160
59 |New Hampshire Veterans Home SWEEP-. IT Infrastructure and 10/14/2022:-F15.22:360; 10/19/2022 - #184; 26860000 N/A!
Resident Safety Improvements 0571972023 - FiS.23-166 /3172023, #160 1 I
ol
Page "5



State of New Ham /@0 ¥

DEPARTMENT OF ADMINISTRATIVE SERVI CES
25 Capitol Street - - Room 20

Coneord, New Hampsh
(602) FT1-3201.+ QiceBiagnh. coy
m?'“"'{"ﬁm.? 54 Beche otice
Short L, Rockburn
- Assistant Commisiioner
April 27,2023
-’Fl'ie-.Hohoraﬁté Ken weyre.- yler, Ch =~,---§,ma- 5 |
His Exccllency, Governor Christopher T. Summu
and the Horotable. Council
- Staté Hotise '
Concard, New Hampshire 03301

Pursuant to RSA 14:30-a, VI and RSA 124 IS the DepammmofAdrmmsunuve Services (DAS) is
mwmwofmwummmmmtmmanmm

anAct(ARPA)StawFlscalRmvewFunds(SFRP)wqmtsbyexmdmgﬂwmddatcforfmdmg,
new pasitions, and/ar new- Class 046-Consultants; created in relation to the acceptance of ARPA SERF
funds, from June 30, 2023 to June 30, 2024 eﬁ'ectrveuponapprovalofthc FbealCommmeemdthe
Governor and Executive- Council. 100% Federal Funds.

EXPLANATION

The Department of Administrative Services is seeking approval, on behalf of the State Agencies listed
in Attachment A, to extend the effective date of the attached items from June 30, 2023 to June 30,
2024. This extension is allowable under the “procedural rules amendment” approved at the previous
Fiscal Committee meeting on April 21, 2023. All items included in the attachment have beea
previously submitted by the respective state agency responsible for the program and approved by both
the Fiscal Committee and Governor and Executive Council. In addition, the Governor's Office of
Emergency Relief and Recovery (GOFERR} has reviewed the attachment and concurs with the

_ extensions requested. .

While all ARPA SFRF must be obligated by December 31, 2024; and expended by December 31,
2026, this request only serves to authorize agencies’ program balances that are unspent as of June 30,
2023, as well as positions and consultants created pursuant to RSA 124:15, to carry forward into FY24
and reauthorize projects or programs that were already intended to continue utilizing authorized ARPA
SFRF into the next biennium, This will also grant agencies in coordination with GOFERR time to
further evaluate projects and programs as the ARPA SFRF obligation deadiine approaches in order to
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anyﬁmdsthatmayneedtobewdlmﬁndmoﬂmusashavesnfﬁcnmmtodosa.m
requesr 16 reailocate;anexisting budgeror repurpase finds for new-orcxisting prajects willrequire
future Fiscal Cortmittee and Govimor aid Countil approvalsand are riot contemplated in this item.

T thig. it nem ts nat umcly approvéd, the State would need to issue layofE: notices'to employees. liired ifito
thiese: federally funded positions, created-ynder the'original ARPA equest, agencies waald:halt work

on time-sensifive projectsor pamntsonmm contracts; and ongoittg programs would be.unableto
issise oi follow througlt on awards. Further, e*ach sgency would'thea need to submit a retrodctive

request to July 1, 2023:for approval to rea
mmwﬂdmteﬁnﬂnmmmédmmhyoﬁmmmzw

Typicatly, agencies budget for knowri fedeial grints in the upcoming biensiisl budget, however, the
budget gmdance issued.in August 2022 mmaedAgmms to exclude all COVID-related funding
from their FY24-FY25 budget subptissions i order to maintain the authorization mctbodology
conipliance protocols, and dudit trail that had become standard for use and oversighit of ARPA SFRF.
Moreover, aIthough the funding i$ authorized by the federal government beyond June 30, 2023,
including this one-time funding would have erroneously: inflated the PY24-FY25 State budget.

In: the event that Federal Funds.are no longer-available, General Funds will not be requested to-support
these programs. The Department of Administrative Services seeks approval of this request.

ﬁtﬂily submitted,

Chales MT Arlinghaus
Commissioner

TDLO ACCESS: RELAY NH 1.800-735-2964
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Department of Administrative Services

08/20/2021 - F1§.21-207

(0871872021 4122

Department of Administrative Services

0271672022 - P16 22:081;
02/17/2023 - FIS 23050

State Agency recrultment support

o

5,

0370972022 - #96
02/22/2023 - #3012

Department of Administrative Services

Investments In Deferred Maintenance Fmﬁmozg: -Fi822-267
a1 State Facllities

07/27/2022- 9125

Department of Administrative Services

Cloud Migration of State ERP System ﬂ‘zfi?nﬁn,,.ﬁ:s,.za.oso

2/22/2028 .. 8300,

Department of Agriculture, Markets and Food

| MK -Meat Processing Infrastructure
2nd Training investment Program

11/18/2022 - FiS. 22405

11/22/2022 . 857

Department of Business and Economic Affairs

Broadband tnfrastructure 06/08/2021 - Fi$:21.136;

03/24/2023 - F13.23-096

04/12/2023 - 472

Department of Business and Economic Affairs

InvesttNH Progrem Support Staff f18/2022 - F1$ 22-117

“[0372372022 - 879

Department of Business and Economic Affalrs

InvestNH Program Fund

04;!15/2022.-.!!5“22450
DOC Air Handlers & Ductwork

05/04/2022 -.#67

10

Oepantment of Corrections

C Alr 06/D8/2021 - Fi$ 21-137
Reptacement

08/16/2031.- 475

.11

Depzrtment of Corrections

‘Upgrading the Offender Management |01/21/2022:Fi$.22-033
System {OMS)

01/26/2022 - 459

Oepartment of Corrections

Fiber Optic Cable Upgrade and
Reptacement

01/21/2022 ~ FIS 22-034

[01/26/2022 438

13

Depertment of Corrections

Nationgl Guard Temporary Stzff 01/21/2022 - FIS 22038

Support

01/26/2022 - 437

14

Department of Corrections

Alr Handlers & Ductwerk Repiacement]10714/2022 - FIS 22-368
- Addittonal Funds

10/19/2023- 843

15

Department of Corrections

10/14/2022 - F1522-369

SWEEP - Technology and Automation

10/19/2022 =244
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Department of Education

npmrml i

College&GareerSklllsMentoﬂns 70000|! Al
Pilat Progrem (Big Brathers) : % N
17 |Department of Education Schoo! Security Project investment  |06/17/2022 - FIS.22-236 losnsmzz' -9158 wnml N/A
18 |Department of Education School Security Project investment  [07/22/2022 - FIS 22-248 !ovmnoz'z«-m 26620000] 973279
19 |Department of Environmental Services Orinking and Wastewater 06/08/2021 - FIS 21-138; 06/16/2021-9101; ﬂ?ﬂﬂﬂl 973089
tnfrastructyre 05/20/2022 - Fi8 22-171 06/01/2022 - #75 973050].
‘ 972091 |
B 973093|
273095
e . | 9T3097|
20 |Department of Environmental Services Orinking ard Wastewater 10/22/2021 - FI5:21-313. 10/27/2021 - 86 I#Wf' 973096
tnfrastrycture |) |
21 |Department of Envirenmentsl Services Alr Permit Reflef Program |05mmzz 5512464 [0870%72023 - %2 247600001~ -N/A
22 |Department of Environmental Services ng Pos 120/ 6/ (/2022 - zaziw‘ “NfA
23 |Department of Envirenmental Services EST000D 973235
913237
24 |Department of Environmental Services SWEEP - Online Systems.and Fud) time [11/18/2022 - FIS 22:406 1172242022 - u99 3#@'&:?,"__%%
Temporary Position i
25 |Department of Health and Human Services Mental Health System’ Service |06/08/2021 - FIS 21-189 {O6/16/2021 - #13 24550000t /A
{improvements (BHIP) : :
26 [Department of Heafth and Human Services New Hampshire Hospital Upgrades  [06/08/2021 - FIS 21140 roaﬁsnon..- 12 24630000 N/A
(Lamott Roof; Health & Safety, end
Sectusion Room)
27 [Department of Health and Human Services |Bureau of Femily Assistance Call 06/18/2021 - FIS 71-169;. /3072021 - #7; "24650000] A
Center 06/17/2022 - FIS 22:230;. Ensnon 12; ;
- 03/24/2023 - FIS 23-106 £22/3023 - 420A
78 |Department of Health and-Human Services Healthcare Workforce Capacity - 08/20/2021 - F15.21-243 08718/2021 - #14, 34650000f  5T3160
’ Underserved Poputations N
29 |Department of Health and Human Services Hampstead Hospital 10/22/2021 - FI$:21-314; 10!21{2021 78; 24380000 | 73
02/18/2022 - FIS 22083 ioymmn ~Late ftem A ’
Page 2 057
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rLJI QTR A ProftamiName) ﬂ:.ﬂ:i‘a L_d'i*J;L?jM ( i § Fumwes a@m k!f AR :
30 [Department of Heaith and Human Services Early Intervention and Prevention /15/2021- FIS21:358  |13/2373021 - 612
Behavior Health Support {DBH)
31 |Department of Health and Human Services Early Childhood Mental Heafth 11/19/2021 - F15-21-358 11/22/2021 - 811 14650000( NJA
Support -
32 |Department of Health and Human Services Facility & COVID-19 Response Support | 12/02/2021 - FiS 21-363 12/08/2021-#68 24650000 - NfAS
(EQ2021-12 Repanse) ‘ : ,
33 |Department of Health and Human Services Medicald Cara Management Study  [01/21/2022 - FiS 22-014 01/26/2022~#6 .zbaimoo' -N/A
34_|Department of Health and Human Services ___ [Behavarial Heatth Strike Team 01/21/2022 - FIS 22042 101/26/2022 2814 24650000] RIA
35 [Department of Heatth and Humen Services [COVID-19 Supplies and Equipment _ [03/18/2022 - FI522.113  [03/33/2022-13 24650000( NN
Storage (Warehousa Lease) : ‘ i
36 |Department of Health and Human Services COVID-19 Wastewater T [04/15/2022 - £15.22:146. ___[04720/2022 =27 NZA
37 |Department of Health and Human Services lgmpmul Rosphat Operstions (04/18/2022 - FI5:22-152 104}20!2012 -5 N/A
38 |Department of Health and Human Services bwestment in SUD Related Services  {07/22/2022 - F15-22-269 [07/23£2022 - 852 24650000 N/l
‘ 7 and?reveq_tlon Efforts T
39 {Department of Health and Human Services QOVID-19 Mebilae Testing and 09/03/2022 - FiS 22-304 09/07/2022 - #26 24650000 " NIA
Vaoetnation Jervices 2 s
40 {Department of Heatth and Human Services Birthing Cenner'aiid Midwife 09/09/2022 - FIS 22-312 09/21/2022 - 811 2365 &- 'NIA
41 [Department of Health and Human Services Shon Te.rrn and'Cold Weather Sheiter nosmenozz F1522-313 09/07/2023 - #25A 24650000 ﬁjﬁ,
41 |Department of Health and Human Services mmo-a.s-mm; Surge Services 10/14/2022 - FIS:22,361 1011972022 - 7
43 |Department of Health and Human Services COVAD PCR Tests for SNH:Congregate {10/14/2022 . FS 22.362 10/19£2022 - 88
44 |Department of Health and Human Services [SWEEP - Appeatls Portal S 10/14/2022 - FIS 22:363 1021973032 - fig'
45 |Department of Health and Human Services SWEEP - Incident. Management 10/14/2022 - FIS 22-364: 1071972022 4110
System improyements a
46 |Department of Health and Human Services SWEEP- Call Center 10/14/2022 - F1S 22-366. 10/39/2022.- 2
47 |Department of Health and Human Services Forensic Hospital Investments 11/18/2022 - FIS 72:398 1X£23/2022 - 411 50000
48 [Department of Heatth and Human Services COWID-19 Testing Service Contracts  [11/18/2022 - FIS 22422 W02 -1 S I
49 [Department of Health 2nd Human Services SolutionHeatth Consolidated 09/09/2022 - F1S-22.305 Q372212023 - #EA - 24550000 N/A
Page 3 of 7



4 vt !L('munﬂ,\s{u.“ AL ; b
Department of He Heal nnd } 04/21/2023-FIS23-124 |04/22/2023-015 [ 2483000 /A
S1 [Department of Information Technology ARP Cloud.Services, Continuity of  [06/08/2021 - FS 21-141 06/16/2021 - 468 40000 N/
Operation, IT, and Cybersecurity 24420000 - :
52 |Department of tnformation Technalogy Cyber insurance/Protection Program [03/18/2022 - FIS 22-114 03/23/2022 - 487 26410000} N/A
53 |Department of Information Technology Portable Wi-Fi Connectivity Suppart 05/20/2022 - Fi$:22-205 [06/01/2022 - #45 26590000 WA
54 |Department of information Tedmo!ogy - State Licensing Portal Moderniration  [07/22/2022 - Fi5.22-265 07/22/2021 - 429 26630000 N/A
55 [Department o tustice Temporary Staff-for Criminal 06/08/2021 - F1521-142;  {06/16/2021 : 137, 24620000 9u872
|investigation-voc 02/17/2023 - FIS 23-057 03/07/2023 - #95 91673
90674
- QUBTS
: 973141 |.
7 ; 7 - - : o]y = ml‘n :
56 |Department of Justice Grant Aid - COVID 19 Relaxed -{06/18/2021 - FIS 23-168; 06/30/2021 - 4173; 24590000 NIA
|Restrictions 02/18/2022 - §1522-065;. 02/16/2022 - 1121 e i
02/22/2022 - £1$:22-253 {own0n - m20 _ .
57 |Department of Justice Support for Increased Victim Services 09/17/2021 - FIS22-753; 1071372021 - #324;- 24790000 - N/A
& VOCA 2022 - FIS22°064;  02/16/2022 - 123;
07/22/2022 - £1522.254 07/27/2082 - 9121
S8 |Department of Justice intemet Crimes Against Children 05/20/2022 - FiS 22-199 1054182071 - A205A 26330000 N/A
(ICAC) Eaaa VA
59 |Department of Justice Support for incraased Victim Services [02/17/2023 - F1S'23-056 02/22/2023 - 94 34790060 ~/A
_ & VOCA
60 [Department of Justice Website Update and Modemization  [03/24/2023 - £1$ 23-100 03/2272023 - 1113 28276000] N/A
61 [Department of Labor SWEEP - OnBase System 10/14/2027 - FIS 22-353 |10/1972022 - na2 268000001 N/A
Improvements 1
62 |Department of Military Affairs and Veterans SWEEP - Cloud Based Datobase INJA 10719572022 - 136 ml : 373\1
63 [Department of Military Affalrs and Veterans SWEEP - Automated inventory IN/A 10/19/3021 - 436 26620080] . NN
Services Tracking Software e o ¥
Paged of™
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Department of Natural and Cultural Resources 8/2 ?,' ~FISZ1.143; owmzozz £93;
mmnﬂmzrsnau 0972172022 : 476 L
65 {Department of Natural and Culture! Resources ‘Save Our Granite Stages (SOGS)  |02/18/2022 - FiS 22-082 03/69/2022- #1652 zsam N/A
66 |Department of Natural and Cuttural Resources  [State Parks - Historic Sites 107/22/2022 - Fi§ 22-266 07/27/2022 - 851 26660000 NIA
Imptovements :
67 |Department of Natural and Cuftural Resources  [Trall Groomer and Trail GIS Mapping | 10/14/2022 - FIS 22-352 10/10/2022 - #159 zssamool N/A
Tool - :
68 |Department of Natural and Cultural Resources  |Digital Onllne User Generated Review [04/21/2023 - FIS 23-126 Wusfoanozs -#75 ’ m[ NIA
\ ‘Jand Compliance System {DOUG R&C) ' .
sé Department of Revenue Administration SWEEP - Highspeed Scanner 10/14/2022 - Fi 22-354 10/29/2022 - 432
tnvestment '
70 |Department of Revenue Administration SWEEP - RIMS CORE21 Sofeware 10/14£2022 - F13.22-355 1071972022 - 433
71 |Department of Aevenue Administration SWEEP - Web Application Upgrade  [10/14/2022 - F15 23-356 10739/2022 - 134
nd Enhancement
72 [Department of Safety School Physical Security Assessments [06/08/2021 - FIS 21-145 06/16/2021 - 133
20d POC
73 |Department of Safety €DL Ucensing Improvements Program [ 10/22/2021 - FIS 21311 10/71/2024 - #1302
74 [Department of Safety First.Responder Recruitment and 11/19/2021 - FIS 21-350 11/23/2021 - naga
Train !
23 |DeparmenticliSafety NHSP. Forensie Biology Resources ___ [05/2072023 - FIS 23208 [06/AR/7003 FORA
76 |Department of Safety COVID-19 After Action Report and 06/17/2022 - FIS 22-235 06£29/2022- 8165
. Improvement Plan )
77 |Department of Safety SUD Retated Public Awarensss 07/22/2022 - FI5 23-270 lo772772023 - 4108
1Cam .
78 |Department of Safety SWEEP - DOS Critical IT Investments  [10/14/2022 - Fi5 22:351 10/19/2022 - 593 /A
79 _|Department of Safety [E91} Facillty investment 11/18/2022 - FIS:22-421 11/22/2023 #5159 N/A
80 iDepartment of Transportation WEEP - Winter and Highway 10/1472022 - FiS 22.370 10/19/2022 - 423 . N/A
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R R RO
né) D/ En ity
| |Fish and Game Department
82 [Fish and Game Department [Temporary m-wimm-nmwiroafosmn - FI5 21197 08/18/2021 -845A. 24756000 973157
Staff Support for Water Projects . T3139
: L)
83 [Fish and Game Departrent Design and construction of three fish [04/15/2022 - Fi$ 22-153 04/20/2022 - 168 -26490000] B T7Y
84 [Fish and Game Department SWEEP - IT Solutions Improvements  [10/14/2022 - FIS 22:349 10/19/2022 - 455, | 26830000] N/A
85 |Governor's Office for Emergency Rellef and xpanding and Modernizing le6/08/2021 - FiS 31-146 |o6/16/2021 - 863 24650000 - NJA
Recovery Technology Related: Pragramming
{NCC Enginearing) and-Guidehouse
86 |Governor's Office for Emergenty Rellef and GOFERR Admin Butiget 06/18/2021-F1821-172 . [06/30/2021 -#93 19110000 N7Al
87 {Governor's Office for Emergency Reflef and Housing Needs Administration |68/03/2021 - FiS 21:203  [08/04/2021 - #33A 24690000, WA
|Recovery Program ______ ot —
88 |Governor's Office for Emergency Rellef and Nouﬂ'lﬂeﬂdenﬂdfadﬂtv 10122!2021 -FI§ 2‘1-283; 10/2712021 ~462; | 246590000 MfA
|recovery Improvement Program lea/pa/202; F: 453
89 |Governor's Office for Emergency Rellef and LNA Recruiting and Training Program [12/17/2031 - FI8 31-391 -+ 459: 24690000 N/A
Recovery 4 .
30 |Governor's Office for Emergency Retief and Career Pathways Program lo2/a8/2022 - Fi5 22-080 03/09/2022 - 058 - 14690000 N/A
Recovery
91 |Governor's Office for Emergency Reflef and Temporary Refief for Guardian 03/18/2022 - F15 22-115 03/23/2022 - 478 24650000 /A
92 Fovemor"s Office for Emergency Rellef and Veteran Housing and Retreat Center  [03/18/2022 - FiS 22-116 03/23/2022- 817 | 24 N/A
Recovery ; w
93 |Governor's Office for Emergency Rellef and CCSNH Utensed Practitioner Nurse . [04/15/2022- F1S 22-148 104/28/2022 - €63 24693000 N/A
Recovery {LPN) program . ® '
94 |Governor's Office for Emergency Reltef and Involuntary Emergency Admissions  [04/15/2022 - FIS 22-149 [oa/20/2022 - 62 24690000 N/A
- JRecovery _ Case Improvements i i
95 |Governcr's Office for Emergency Rellef and [County Nursing Home Infrastructure  [06/17/2022 - FIS 22.237 5/2022 - 4808 24690000/ N/A
96 {Governor's Office for Emergency Refief and tnvestments in SUD Facilities and 07/22/2022 - F13 22-268 07/27/2022.- 952 24650000 N/A
_|Recovery Pragramming l
Page 6.of 7
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98 |Govemor‘s Office for Emergency Reilef and County Emergenty Equipment 10/24/2022 - FIS 22-357 10/19/2022 - 44?7 24690000 N/A
99 |Gavernor's Office for Emergency Reflef and Sudiciol Branch: Infrastructure 10/14/2022 ~ Fi$:22-358 10/19/2022.-.848 24690000 N/A
Recovery : Investments - ) A 7 e =
100 ]Governor's Office for Emergeney Reflef and Cemmunity Center tnvestment 10/14/2022 - FIS 22-359 10/19/202 ~#49 24590000| N/A
Recovery ' Program S : —— va— : '
101 Uudicial Council Support for Indigent Defense 10/22/2021 - F1$ 23-307 10/27/2021 - #4A9 24430000 N/A
102 |New Hampshire Commission for Human Rights  |SWEEP - Case Management and Public[N/A 11/22/2022 -#158 - WA
{information Portel ; ; DS
103 |New Hampshire Employment Security Transportation: Workforce 10/22/2021 - FIS 21-308 10/23/2021 - 448 204800001 -  N/A
Recrultment _ ) TR
104 |[New Hampshire Employment Security NH Emergency Medical Technician  |11718/2022 - FIS 22-426 11/22/2022 - BS6A 26940000 " .NfAl
(EMT) Training Program '
105 |New Hampshire insurance Department SWEEP - Modernize critical IT 11/18/2022 - F15:22-407 2593@0@ .: = NIA
|infrastructure - A Rl
106 [New Hampshire Veterans Home NM Veterans Home Support - Fire  [09/09/7022 - FIS:22-321 -uslomozz H70A 26730000 - © . 'N/A]
i Suppression Improvements : | £
107 |New Hampshire Veterans Home SWEEP- IT trifrastructure and 10/14/2022 - FIS 22.360 mm;;un - 684 zssemoo1 T NIA
Resident Safety:Improvements g
108 |Pease Development Autherity - DPH Pease ncvnlonment Authority (POA)  [11/19/2021 - FIS 21-351 13/22/2021 - 458 24560000 - NfA
109 [Pesse Development Authority - DPH PDA l'-!‘oﬂ‘Auﬂ\odty tnvestments 06/12/2022 - FIS 22.234 06/15/2022 - #30A 26600000 ' NIA
110 [Police Standards and Training Council . |PSTCA/C Replacements arid Renge  [06/08/2021 - FIS 21144 06/16/2021 - 1132 | 24880000 N/A
' Ventilation
d . Page 7 of 7



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dt., Concord, NH:03301" -
Fax: 603-271-1516.TDD Access: 1-300-735-29‘& L
www.nh.gov/doit G-

May 27, 2021

The Honorable Ken Weyler, Chairman
Fiscal Committee of the General Court
State House

Cancerd, NH 03301

_ His Excelleacy, Governor Christopher T. Sununu
and the Honorable Council
State House

Concord, NH 03301
REQUESTED ACTION

). Pursuant 10 the provisions of RSA 14:30-a, V1, authorize the Department of Information Technology (DolT) to
occept and expend $6,407,187 of American Rescuc Plan (ARP) State and Local Fiscal Recovery Funds (FRF), in
support of DoIT's response to the COVID-19 publi¢c health emergency, and § 23,600,000 for government services
under Section 602(c) 1 XC), effective upon Fiscal Commitiee end Govemnor and Council approval for the period July
1, 2021t through June 30, 2023, Funding Source: 104% Federal Funds.

2. Pursuant to the provisions of RSA 124:15, authorize the Department of Information Technology (Dol T) to estsblish
Class 046 Consultants for the purpose of hiring independent professional services for installation and configuration
of hardware, software, cyber threat analysis support and assistance with the management of platform and resource
utilization effective upon Fiscal Committee and Governor and Council approval for the period July 1, 2021 through
June 30, 2023. Funding Source: 100% Federal Funds,

Funds are to be budgeted in FY2022 and FY2023 in the new accounting units as follows. All transactions will be
accounted for using activity codes 1o be determined and as assigned by GOFERR.

01-03-003-0300 10-24xxxxxx Depanmmt of Information Technology, ARP Cybu'secmty (COV]D-IQ
public health response)

FY22 FY13 ey
Class Description Requested Requested Requested
Budget Budget Budget
037-500171 TECHNOLOGY HARDWARE $646.000 $0 $646,000
038-500177 TECHNOLOGY SOFTWARE $875,000 $0 $875.000
040-500800 INDIRECT COSTS $2.500 30 $2,500
041-500801 AUDIT FUND SET ASIDE $2.086 $0 $2.086
046-500465 CONSULTANTS . $530414 $0] . $530,414
066-500545 TRAINING $30,000 50 $30,000
TOTAL EXPENSES $1,086,000 $0 $2,086,000
Source of Funds
000-48 xxxx FEDERAL FUNDS $2.086,000 $0 $2,086.,000
TOTAL REVENUE $2.086,000 $0 $1,0856,000
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Fiscal Committee of the General Coun

His Excellency, Governor Christopher T. Sununu
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' 01-03-003-030010-24xxxxxX Departmeat of Information Technology, ARP Cloud Services (covmw

publlc health response)
. | e | PERTD
Clasy Description Requested Requested Requested
N Budget Budget Budget
038-500177 TECHNOLOGY SOFTWARE $844,800 $0 $844,800
040-500800 INDIRECT COSTS $2,500 30 $2,500
041-500801 AUDIT FUND SET ASIDE $3.450 50 $3,450
046-500463 CONSULTANTS $2,336,450 $0 $2.336.450
066-500545 TRAINING $262,500 30 $262,500
TOTAL EXPENSES $3,449,700 50 $3,449,700
Source of Funds 1
000-48xxxx FEDERAL FUNDS $3,449.700 30 $3,449.700
TOTAL REVENUE $1.449,700 50 $3,449,700
01-03-003-010010-24xxxxxx Department of Information Technology ARP Contimiity of Operations
(COVID-19 public heatth response)
~ | o | RS
Class Description Requested Requested Requested
Budget Budget Budget
037-50017Y TECHNOLOGY HARDWARE $583,487 $0 $583.487
040-500800 INDIRECT COSTS $2,500 $0 $2.500
041-500801 AUDIT FUND SET ASIDE _ 3871 $0 $371
. 046-500465 "CONSULTANTS $284,629 $0 . $284,629
v TOTAL EXPENSES $871,487 $0 $871,487
Source of Funds
000-48xxxx FEDERAL FUNDS $871.487 $0 $871.487
TOTAL REVENUE $871,487 $0 $871.487

"innovative Technologies Todoy for New Hompshire's Tomormow™
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01-03-003-03001 0-24xx00xx Depamnem of Information Technology, ARP Critical IT Infrastructure:
(government services under Section 602(cX1XC))

. L L T oy
Description Requested Requested Requested
Budget Budget Bu
: Budpet
037-500178 TECHNOLOGY HARDWARE $17,491 398 $0 $17.491,398
038-500177 TECHNOLOGY SOFTWARE $5,120,602 30 $5,120,602
040-500800 INDIRECT COSTS 32,500 $0 - $2,500
041-500801 AUDIT FUND SET ASIDE $23.600 $0 '$23,600
046-300465 CONSULTANTS _ $961,900 30 3961900
TOTAL EXPENSES $23,600,000 s0 $23,600,000
Source of Funds
000-4 8xxxx FEDERAL FUNDS $23.600,000 50 $23,600,000
TOTAL REVENUE $23,600.000 $0 523,600,000
EXPLANATION

Pursuant to US Treasury 3} CFR Part 35, RIN 1505-AC77, the Coronavirus State Fiscal Recovery Fund established
under the American Rescue Plan Act, DoIT will use the funds for the following activities:

_ ARP Cybersecurity (52,086,000): The COVID-19 public health emergency continues to have a number of negative

impacts to the confidentiality, integrity and availability of critical personal and public health information for New
Hampshire’s citizens and key public health programs that are protected by DolIT's cybersecurity program. These
cybersecurity program enhancements are targeted to address these negative impacts by:

s Monitoring and protecting the real-time flow of personal and federally protecied health information related (o
COVID-19 vaccines, veccination, and pubtlic health issues between state systems and cloud-hosted applications.

+ Providing positive identity verification and protection from phishing and ransomware attacks by malicious
actors who are using the COVID-19 public health emergency as a lure in phishing emails and infected
atiachments.

_»  Expanding our cyber (hreat analysis capabilitics to detect end block malicious cyber activity before it can affect

systems that store and protect sensitive personal and public data related to the COVID-19 public health
cmergency.

The ARP funds in suppon of Cybersecurity will allow the State of New Hampshire to apply the necessary threat
intelligence, identily verification and cyber capabilities to monitor and protect the flow of critical COVID-19 related
citizen and public health data against malicious cyber actors and is therefore allowabie as a COVID-19 related

response 1o the public health emergency.

ARP Cloud Services Fiscal Recovery Funds ($3,449,700): Two major factors are driving DolT's request to obtain
services and tools to design, develop, implement and provide cloud solutions that will enable and modemize digital
government services. First, our historical unbundling strategy has put us at a disedvantage when responding to the
challenges of the COVID-19 response and recovery activities that are still continuing. This removed our ability to
skip releases 2nd unbundle to reduce operational expenses to ensble functional capabilities due to COVID-19.
Second, our tools vendor Microsoft has switched from a perpetual license model to 2 bundled subscription model.

“Innovative Technologies Today for New Hampshire's Tomorrow"”
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The siate has begun implementing these tools based on CARES Act funding provided as part of the state’s initia)
COVID-19 response. Funds are needed to continue and expand functionality and continue support and effective
management of the environment, which has become a critical and heavily utilized platform for the state throughout
the continiting COVID-19 crisis. This effort has allowed agencies to continue 10 work effectively during the
pandemic due to remote work capability needs to serve its citizens and businesses. These collaboration and cloud
services solutions provide flexible and scalable platforms that can edapt to changing business nceds and atlow the
state to react quickly when disasters occur. They also minimize the impact on our state’s infrastructure and provide
flexibility and enhanced functionality as state agencies expand citizen gervices. As these-improvemenis continue to
be needed to respond to the State’s IT needs during the COVID-19 public health emergency the continved reliance
of the public on remote communications and access to State services, these services and investments are (herefore
allowable as a COVID-19 related response 1o the public health emergency. :

ARP Continuity of Operations ($871,487): This request will address core Information Technology services 5
required 10 implement cloud based infrastructure to sccommodate DolT continuity of operation (COOP) and disaster
recovery (DR) services. These services will be based on business needs identified during the COVID-19 response
and currently being collected and refined under an existing capital appropriation. [n essence, this will improve the
ability of NH agencies o support its citizens and businesses during emergency conditions thal could poteatially
disrupt critical services, such as COVID-19.

The ability to run Do!T services from a flexible and scalable cloud plalfbrm will provide a more dynamic
environment when needed (0 ensure critical sysicms and services are available (0 agencies, citizens and businesses
in the event of a crisis.

This includes providing proteclion against unexpected events impacting the delivery of Dol T services provided from
the primary data center, enhanced security to defend against attacks on the primary data center such as ansomware
and other cybersecurity attacks, the prevention of data Joss, and the infrastructure required to provide disaster
recovery services in the event the Siate’s primary data center services are unavailzble. As these improvements
continue 10 be needed to respond to the State’s IT needs resulting from the COVID-19 public health emergency and
the continued reliance of the public on remote communicationy and access to State services, these services and
investments are therefare sllowable as a COVID-19 related response to the public health emergency.

ARP Critical IT lnfrastructure ($23,600,000): This initiative consists of multiple components to sddress
Core IT infrestructure modernization, that will enhance security and monitoring capabilities, allows for
rapid infrastructure expansion (o address capacity and busincss nceds that have been challenging during |
COVID, while providing sdded protection of State and citizen information. These improvements are
allowable as government services under Section 602(c)(1XC).

Network Coatinuity: Replaces ali end of life (EOL) core network infrastructure, agency cquipment and addresses
capacity consmaints, security and compliance issues. The Executive Branch network that supports state agencies has
2 high percentage of network equipment that is either st EOL or will be at EOL shortly. When equipment reaches its
End of Life, vendors no longer provide security patches and other updates which create growing security, federal,
andt Payment Card Industry (PCI) compliance risks. In addition to EOL equipment there is a major technology shift
occurring in the networking space called Software Defined Networking (SDN). States are migrating toward SDN to
essist with the increasing requirements for performance and security en their networks driven by:

- Acctlerated adoption of cloud computing

- Expansion of Internet of Things (10T)

- Increased remote workforce needs due to COVID-19

- Steep increase in the volume of citizen critical services that travel on cur networks, driven by the COVID-

19 pubtlic health emergency

"innovative Technologies Today for New Hampshire's Tomorrow”
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DolT has worked with our network equipment vendar (o identify the equipment and services required wo keep
agency networks performant and compliant for the next 5 = 6 years. The proposal provides a significant discount
over our standard pricing by scquiring all of the equipment in a large volume single transaction, along with design
and training services. Rapid implementation services gre included (12,000 hours), atlowing the project 1o be
completed within 12-18 months. The network refresh would replace routers, switches, firewalls, and wireless
equipment, along with expanding wireless capabilities to additional agencies.

‘lmpicmmungthnsoluuoninllalsopmwdetheoppomtylonh:ﬁowmh:pandﬁmdmgofaxmynemrk

infrastructure environments w DolT, m:bzingu:ecxminsTeleeommunmoo-rewlvmgﬁmdmaddmnew
wqmremumdﬁxtummﬁuhneeds.

DoIT DR/COOP: Accelerates the planned DolT core infrastructure DRACOOP solution and addresses the need to
replace aged infrastructure in our primary Data Center. The American Rescue Plan funding would be used o
expand and accelerate the DolT Disaster Recovery Services Project proposed for FY22/FY23. Key upgrades to our
primary data center at 27 Hazen Drive are required to address severe power, cooling and fault tolerance limitations,
These upgrades would include the replacement of transformers, HVAC systems, UPS, distribution panels and
adding redundant generator backup, to reduce unplanned downtime and allow roum:aemaxmmamcmﬂmt
operational shutdowns.

Addressing these deficiencies will significantly extend the long term viability of the Hazen Data Center and allow
for further consolidation of on campus data centers. Included in the expanded DR/COOP plan are consulting
services thereby aflowing DolT to accelerate and complete the project in 2 years while providing an “Infrastructure
s a Sexvice” in the cloud for DR Services.

Backup: Modemnizes the DoIT backup architecture sohution and storage environments through consolidation and

" implementation of new technologics. Performing regular backups is a critical component of any modem

organization’s resiliency efforts. One critical reason for creating backups is to perform a restore of data 10 a given
point in tini¢, should data loss or corruption occur. During the COVID-19 response over the past year, backup was a
critical service, ensuring we could recover whole systems, departnent shared drives, personal drives, and

databases when the need arose, as well as the backup of rew, unplanned pandemic data and applications created in
support of the State’s response to COVID. Without this resiliency, wpandanwmpmcﬁ'ommyhnvebeen
compromised.

Dol T’s growing reliance on critical data and the sheer volume of that data is straining our already aging bsckup
infrastructure, especially when we consider it is ultimately a tape-based system. A modem, tapeless.
mmwlmghmcwmmmakmmuammknas)mhmm will nllowmmncale
in support of growing data needs and speed up recovery, especiaily when we consider our ability to perform a
timely restore from ransomware events such as the Colonial Pipeline compromise. In 2 number of similar attacks,
strong backups reduced, or virtually eliminated, ransom payments.

Storage: The sbility to store and provide fast, reliable access to data is a critical service in support of our citizens.
Nowhere was this more apparent than ditring the COVID- 19 pandemic. Comprehensive data analytics utilized
during our pandemic response required high performance solid-state storage and consumed enormous space in
support of this critical mission.

However, our current storage landscape consists of nine aging storage arrays, four of which are end-of-life and five
approaching end-of-life. As our storage armays reach EOL, mainienance and support are no longer available from
the primary vendor. Contracts with third party vendors have been implemented to provide support, putting the
environment at an increased risk. In addition, the sheer number of arrays, ell of varying sizes and software release
levels, has made support difficult and inefficient. A single, modem array will allow us to consolidate the existing
arrays, create administrative efficiency and support future, modern workloads with a hybrid Cloud architecture.
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Funds are budgeted as follows:

Class

Cybersecurity Praject

Procure servers and physical personal identity tokens

Critical IT Infrastructure Project

Hardware to store data on-site at the primary data center for immediate critical systems recovery
Cloud based infrastructure (servers, storage) that will be dupbcued in the cloud to provide DR and
coop .

Storage array hardware for primary dats center

Power, cooling, distribution and fault wlerence replacemenis/upgrades in our primary data center
Network equipment {routers, switches, firewalls, wireless eqaipment) to address EOL, security and
compliance

Cless 033 -Technology, Software
Cybersecurity Project

Cloud access security broker sof’\wm:

Cloud Services Project

Procure enhanced licenses 10 enable functions and security features required to manage the ongoing
environment ‘

Critical IT Infrastructure Project

Licensing for the Backup Solution
Licensing for the storage arrays, data center monitoring and alerts

Clagy 040 -Indirect Expenses

Budgeted at a rate of 10% of direct costs up to the first $25K of any contract outsourcing funcuons or
sub awards

Class 041 -Audit Fond Set Aside

Budgeted at a rate of .001

'Clugs 046-Consuitanty

Cybersecurity Project

L)
*

Independent consultants for installation end configuration of hardware and software
Cyber threat analysis support and assistance with the management of the platform and resource
utilization

Cloud Services Project

* Assist with the management of the platform and resource utilization (Cloud Services)
Assist with business analysis for ongoing agency requests and environmental configuration,
Assist with architectura! planning 1o ensure ongoing sustainability of the platform

Provide development services within the platform as needed

Manage activities 1o sefup agency TEAMS and SharePoint sites

Provide ongoing training and guidance on platform best practices and supponed usage

“Innovative Technologies Today for New Hampshire's Tomorrow”
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DR/COOP Project
s  Consulting services (o provide assistance needed !o duplicate Dol T technology services, processes,
applications, hardware and software platforms, and to migrate and continuously sync the data to the
cloud.

Critical IT Infrastructure Project
e Assist ini the design and implementation of the backup and storage solutions
*  Data Center re-design and installation services

Class 066-Training

Cybersecurity Project and Cloud Services Project
s  On-going DolT staff training in support of new services and 10ols

The following information is provided in sccordance with the Comptroller's instructions memorandum dated
Sepiember 21, 1981

1. List of personnel involved: Temporary consultants.
Nature, Need and Duration: for the purpose of hiring independent profesioml services for installation and
configuration of hardware, software, cyber threat analysis support and assistance with the management of
plaiform and resource utilization.
3. Relationship to existing agency programs: Builds upon DolT's previous eﬂ'orts in response to the COVID-
19 public health emergency across all siate agencies and partnerships relative to the COVID-19 response
cflorts.
Has a similar program been requested of the legislature and denied? No,
Why wasn't funding included in the agency's budget request? It was not known at the time that DolT would
be applying for American Rescue Plan (ARP) Stste and Locsl Fiscal Recovery Funds (FRF).
Can portions of (he grant funds be utilized? This request is 100% federally funded.
Estimate the funds required to continue these positions: $0.00. The temporary consulting positions will not
be continued beyond the ume frame of the American Rescue Plan (ARP) State and Local Fiscal Recovery

Funds (ERF)

h) &

S (O

In the event that Federal Funds are no longet available, General Funds will not be requested lo support this program.

Respecifully submitted,

i B~

Denis Goulet
Commissioner
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