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State of New Hampshire

DEPARTMENT OF ADMINISTRATIVE SERVICES
25 Capitol Street
Concord, New Hampshire 03301
(603) 271-3201 Office@das.nh.gov

Catherine A. Keane
Charles M. Arlinghaus Deputy Commissioner
Commissioner

Sheri L. Rockburn
Assistant Commissioner

October 30, 2024
His Excellency, Governor Christopher T. Sununu '
and the Honorable Council
State House
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Administrative Services (DAS) to enter into a contract with
Oracle America, Inc. (VC#173609), Reston, VA, in an amount up to and not to exceed
$4,000,000 for cloud solutions through a Participating Addendum (PA) with the National
Association of State Procurement Officials (NASPO) Value Point Master Agreement (MA)
#AR2487, effective upon Governor and Executive Council approval through September 15,
2026.

Funding shall be provided through individual agency expenditures, none of which shall
be permitted unless there are sufficient appropriated funds to cover the expenditure.

EXPLANATION

The Department of Administrative Services (DAS) reviewed and negotiated in
collaboration with the Department of Justice for this requested State of New Hampshire
participating addendum. This participating addendum is aligned with the MA set in place by
NASPO and the lead state, Utah, through the competitive bidding process, sourcing vendors
through the NASPO sourcing platform.

The State of Utah in partnership with NASPO ValuePoint has awarded cooperative
master agreements for cloud solutions. The Oracle America, Inc. MA will allow state agencies
and participating entities to avail themselves to the following services included in the scope of
work: Platform as a Service (PaaS), Infrastructure as a Service (IaaS), and Software as a Service
(SaaS). This MA executed by NASPO and the lead state, Utah, through the competitive bidding
process for RFP CH16012, received a total of 80 proposals and subsequently awarded contracts
to 33 suppliers. This award with Oracle America, Inc. under the MA became effective on March
31, 2017, and expires on September 15, 2026.
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The DAS has gained Governor & Executive Council approval to contract through 4 more
participating vendors, Presidio Networked Solutions LLC, Carahsoft Technology Corp, SHI
International Corp, and Red River Technology LLC and request approval for an additional
contract with Insight Public Sector, Inc. Cloud computing offers a compelling value proposition
for state and local governments, enhancing their ability to deliver services efficiently, improve
operational flexibility, and ensure data security and compliance. Request for quote with attached
statement of work, to all cloud solutions contract partners per engagement, will ensure
competitive advantage and best possible value for State of New Hampshire.

The benefits of cloud service contracting will provide the State with cost efficiency,
scalability and flexibility, improved service delivery, enhanced collaboration, security and
compliance, disaster recovery and continuity, innovation and modermization, environmental
sustainability. Cloud computing reduces the need for substantial upfront investments in
hardware and infrastructure, shifting to a pay-as-you-go model. This scalability allows
governments to adjust resources according to demand, ensuring taxpayer money is used more
efficiently. Governments face fluctuating demands for services, and cloud computing can
dynamically scale resources up or down as needed. This flexibility supports various functions,
from traffic management to public health initiatives, without the constraints of physical
infrastructure. By leveraging the cloud, governments can deploy and update applications faster,
enhancing citizen access to services. Online portals for tasks such as permit applications, bill
payments, and service requests can be more robust and user-friendly, improving overall citizen
satisfaction. Cloud-based platforms facilitate better communication and data sharing among
departments, agencies, and regional governments. This improves response times and decision-
making, especially critical in emergency situations or for projects that require coordinated
efforts. Leading cloud service providers invest heavily in security technologies and protocols. By
adopting cloud solutions, governments benefit from advanced security measures, data
encryption, and compliance with regulatory standards, helping protect sensitive information
against cyber threats. Cloud computing enhances resilience to disasters, ensuring data and
applications are backed up in geographically diverse locations. This redundancy is crucial for
maintaining government operations during unforeseen events, from natural disasters to
cyberattacks. Cloud platforms offer access to cutting-edge technologies such as artificial
intelligence, machine tearning, and big data analytics. Governments can leverage these tools to
improve decision-making, automate processes, and develop new services for public benefit. By
optimizing resource use and reducing the need for physical data centers, cloud computing
supports sustainability goals. Energy-efficient cloud data centers can significantly lower the
carbon footprint associated with government IT operations.

With no historical spend to consider, DolT has requested the contract limitation is

requested at a minimum $2,000,000 per year, or $4,000,000 for the term of this Participating
Addendum.

TOD ACCESS: RELAY NH 1-800-735-2964
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Annual Spend $2,000,000
Requested Price Limitation $4,000,000

Based on the foregoing, I am respectfully recommending approval of the contract with
Oracle America, Inc.

Respectfully submitted,

QNG N=

Charles M. Arlinghaus
Commissioner

TDD ACCESS: RELAY NH 1-800-735-2964



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www. nh.gov/doit

Denis Goulet
Commissioner

July 23, 2024

Charles M. Arlinghaus, Commissioner
Department of Administrative Services
State of New Hampshire

25 Capitol Street — Room 100
Concord, NH 03301

Dear Commissioner Arlinghaus:

This letter represents formal notification that the Department of Information Technology (DolT)

has approved your agency’s request to enter into a Participating Agreement (PA) with Oracle America,
. Inc., as described below and referenced as DolT No. 2024-129.

The purpose of this request is to provide NASPO Value Point Master Agreements for
Cloud Solution Services.

The Total Price Limitation shall be $4,000,000 effective upon Governor and Council
approval through September 13, 2026.

A copy of this letter must accompany the Department of Administrative Services’ submission to
the Governor and Executive Council for approval.

Sincerely,
Denis Goulet
DG
DolT #2024-129

cc: Cindy Dotlich, IT Manager

“Innovative Technologies Today for New Hampshire's Tomorrow"



NASPO ValuePoint NASPO
PARTICIPATING ADDENDUM NO. 8003417

FOR CLOUD SOLUTIONS (2016-2026) ValuePOintG,

Led by the State of Utah

PARTICIPATING ADDENDUM

This Participating Addendum (the “Patrticipating Addendum”) is entered into by and between the STATE OF NEW
HAMPSHIRE, acting by and through its Department of Administrative Services ("Paficipating State”), and ORACLE
AMERICA, INC., a Delaware corporation with a principal place of business located at 500 Oracle Parkway, Redwood,
Shores, CA 94065 (“Contractor”). Participating State and Contractor are sometimes referred to herein singularly as a “Party”
or collectively as the “Parties”).

RECITALS

WHEREAS, the State of Utah {the “Lead State”), acting on behalf of member states of the NASPO ValuePoint
Purchasing Program, and Contractor entered into the NASPO ValuePoint Master Agreement No. AR2487 having an
effective date of March 31, 2017, (the “Master Agreement”), wherein Contactor agreed to provide cloud services thereto to
Participating Entities upon the terms and conditions set forth in said Master Agreement;

WHEREAS, Participating State is a member of the NASPO ValuePoint Purchasing Program; and

WHEREAS, Participating State desires to participate in Contracter's offering the products and services under the
Master Agreement subject to the terms and conditions of this Participating Addendum;

NOW, THEREFORE, for good and valuable consideration exchanged, the receipt and sufficiency of which are
hereby conclusively acknowledged, the Parties hereby agree as follows:

1. Scope. This Participating Addendum governs Participating State's participation in the Master Agreement
by and between Contractor and Lead State. This Participating Addendum shall cover all of the Cloud Services, Anciltary
Software, and all other Services offered by Contractor to Participating State under the Master Agreement including all
products and services listed on the Contractor page of the NASPO ValuePoint website.

2. Incorporation of Master Agreement. The terms and conditions of the Master Agreement are attached hereto
as Schedule 1 and incorporated herein by reference. All undefined capitalized terms used herein shall have the same
meanings assigned to them in the Master Agreement. Certain other capitalized terms are defined elsewhere within the text
of this Participating Addendum and, throughout this Participating Addendum, those terms shall have the meanings
respectively ascribed to them. In the event of any conflict or inconsistency between the terms and conditions of this
Participating Addendum and any terms and conditions set forth in the Master Agreement, the terms and conditions of this
Participating Addendum shall prevail.

3. Participation; Authorized Purchasers. The Cloud Solutions available for purchase under the Master
Agreement by way of this Participating Addendum may be ordered and purchased by all departments, divisions, and other
executive agencies eligible to use statewide contracts within the State of New Hampshire (each, an *Authorized Purchaser”).
Participating State shall not be obligated to pay for Orders from any person or entity that is not authorized by Participating
State to order or purchase any of the products and services offered by Contractor under this Participating Addendum and
the Master Agreement. All determinations of eligibility to participate in the Master Agreement through this Participating
Addendum are solely within the authority of Participating State's Procurement Officer.

4. Effective Date of Participating Addendum. Notwithstanding any terms and conditions in the Master
Agreement to the contrary, this Participating Addendum is subject to the approval of the Governor and Executive Council
of the State of New Hampshire, and Participating State shall not be bound by the terms and conditions of this Participating
Addendum or the Master Agreement until the date of such approval (the “Participating Addendum Effective Date").

5. Term.



a. Initial Term. The term of this Participating Addendum shall begin on the Participating Addendum
Effective Date, Governor & Executive Council Approval and end on September 15, 2026, unless terminated earlier
in accordance with the terms and conditions of the Master Agreement or this Participating Addendum.

b. Extension of Initial Term. In the event that Lead State and Contractor agree to extend the term of
the Master Agreement, then Participating State shall have the option to extend the term of this Participating
Addendum for an additional term not to exceed the extended term of the Master Agreement.

C. QOrder Term. All Orders shall be placed prior to the expiration (or earlier termination) of this
Participating Addendum. In the event that a timely Order made by an Authorized Purchaser and accepted by
Contractor contemplates performance or deliverables beyond the expiration or termination of this Participating
Addendum, the terms and conditions of the Master Agreement and this Participating Addendum shall survive and
continue to govern the Parties respective rights and obligations under the Order until all perfformance obligations
and deliverables called for in the Order are complete.

6. Access to Cloud Solutions Services Requires State CIO Approval. Unless otherwise stipulated in this
Participating Addendum, specific services accessed through the NASPO ValuePoint cooperative Master Agreements for
Cloud Solutions by state executive branch agencies are subject to the authority and prior approval of the State Chief
Information Officer's Office. The State Chief Information Officer means the individual designated by the state Governor
within the Executive Branch with enterprise-wide responsibilities for leadership and management of information technology
resources of a state.

7. Funds Available and Authorized; Non-Appropriation. in the event funds are not appropriated for a new fiscal
year period in connection with an Authorized Purchaser’s purchase of any Cloud Services, Anciltary Software, or any other
Services, the Authorized Purchaser may temminate the applicable Order immediately without penalty or expense upon
written notice to Contractor; provided, however, that; (a) for each of the whole or partial 12-month terms of the order, the
Authorized Purchaser must provide a purchase order, and {b) the Authorized Purchaser's issuance of each whole or partial
12-month purchase order shall signify to Contractor that all funds for the given whole or partial 12-month term have been
fully appropriated and encumbered. Notwithstanding the foregoing, the Authorized Purchaser will agree to pay for all
services performed by Contractor prior to Authorized Purchaser’s receipt of its notice of non-appropriation.

8. Orders. Any Order placed by Participating State or Authorized Purchaser for the products and/or services
available under the Master Agreement shall be deemed to be a sale under (and governed by the prices and other terms
and conditions) of the Master Agreement, subject to the terms and conditions of this Participating Addendum, unless the
parties to the Order agree in writing that another contract or agreement applies to such order.

9. Resellers. Centain Oracle-authorized resellers ("Authorized Resellers” or "Fulfilment Pariner”) are eligible
to resell Services to authorized Purchasing Entities under this Addendum. Such Authorized Resellers, if any, are authorized
to take orders under this Addendum and invoice and receive payment from such Purchasing Entities. Oracle is responsible
for any reports and/or fees that are required per the terms and conditions of the Master Agreement and/or this Addendum,
unless expressly stated otherwise herein. Participation of Authorized Resellers, if any, will be in accordance with the terms
and conditions set forth in the Master Agreement and this Addendum. All of the Authorized Resellers under this Addendum,
if any, will promptly be listed on an Oracle website.

10. Non-Exclusivity. This Participating Addendum is not exclusive, and Participating State may acquire the
preducts and services available under the Master Agreement and this Participating Addendum from other third parties.

11 Independent Contractor. Contractor shall act at all times as an independent contractor, and not as'an agent
or employee of the Participating State, in the performance of its obligations under this Participating Addendum and the
Master Agreement. Contractor shall not have any authority to legally bind Participating State. Neither Party shall make any
statements, representations, or commitments of any kind or to take any action binding on the other except as expressly
provided for herein or authorized in writing by the Party to be bound.

12. Invoice Requirements.
a. To request payment for each Order made hereunder, Contractor shall submit an original invoice to

the office of the Authorized Purchaser that submitted the Order. The contents of the invoice must include, at a
minimum, the following:
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i. Contractor's name and address;
ii. Contractor's payment address;
iii. The Order number; and

iv. A description of the products and services that Contractor delivered with, as applicable,
the date, serial number, quantity, unit price, and total price of the products and services for which payment
is sought.

b. If an invoice submitted by Contractor does not meet the requirements of this Section 12, then the
Authonized Purchaser will send a wntten notice to Contractor that describes the defect or impropriety of the invoice
and any additional information that Contractor needs to correct the invoice.

C. Participating State or Authorized Purchaser may request Contractor for additional documentation
to support payment of any invoice. Contractor shall respond to any such requests within ten (10) calendar days of
recelpt Participating State or Authorized Purchaser's payment obligations are conditioned upon receipt of an
invoice that complies with this Section 12 and includes any supporting documentation as may be requested by
Participating State or Authorized Purchaser.

d. Participating State's payment will not be due until thirty (30) calendar days after the latter of receipt
of an invoice that complies with this Section 12, the completion of the services, or the delivery of the products.
13. Termination; Default and Remedies.

a. Termination for Convenience. Refer to Master Agreement Attachment A Section 7 (Termination).

Participating State may terminate this Participating Addendum without cause by providing Contractor with thirty (30)
calendar days’' advance written notice.

b. Termination for Cause. Refer to Master Agreement Attachment A Section 10 (Defaults and
Remedies). [f any party to the Participating Addendum breaches a material term of the Master Agreement or
Participating Addendum and fails to correct the breach within 30 days of written specification of the breach, then
the breaching party is in default and the non-breaching party may terminate this Participating Addendum.

C. No Liabilty Upon Termination. Participating State shall not be liable to Contractor for any damages
arising from or related to the Participating State's exercise of its termination rights under this Agreement. In the
event that Participating State terminates this Participating Addendum pursuant to its termination rights under this
Section 13, Participating State shall not be liable to Contractor, except for the payment of the Products and Services
ordered hereunder that are performed or delivered, as the case may be, prior to Contractor's receipt of Participating
State’s written notice of termination, in accordance with all terms and conditions of this Participating Addendum.

14, Access to Records. Refer to Master Agreement Attachment A Section 26 (Records Administration and
Audit).

15. Public Information.

a. Application of Right-to-Know Law. Participating State’s obligations of confidentiality, if any, under
the Master Agreement and this Participating Addendum are subject to disclosure pursuant to the New Hampshire
Right-to-Know Law codified at RSA 91-A. Notwithstanding the terms and conditions set forth in Section 15(b) below,
Participating State shall have the sole and final authority as to whether the disclosure of any information relating to
the transactions contemplated in this Participating Addendum or the Master Agreement is required under RSA 91-
A.

b. Contractor's Designation of Trade Secrets and Confidential Information. If Contractor considers
any portion of the matenals disclosed to Paricipating State to be confidential or protected as a trade secret,
Contractor must clearly designate that portion of the material as “CONFIDENTIAL,” “TRADE SECRET." or any other
language of similar import when submitted to Participating State. In the event that Participating State receives any
request made pursuant to RSA 91-A that seeks the disclosure of materials designated by Contractor as bemg
confidential or protected as a trade secret, and Participating State determines that the provisions of 91-A requnre
the disclosure of the materials so designated, Participating State will notify Contractor of the following:
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i The scope of the information sought through the request;

ii. A description of the materials that Participating State will disclose in response to the
request,

iii. A description of the materials, if any, that are exempt from disclosure under the Right-to-
Know Law pursuant to RSA 91-A:5 or any other applicable exception or exemption to the Right-to-Know
Law; and

iv. The date upoh which Participating State will disclose the materials to the RSA 91-A
requestor.

If Participating State concludes that the disclosure of materials designated by Contractor as being confidential or
protected as a trade secret is required under RSA 91-A, Contractor shall be responsible for taking whatever
appropriate legal action it deems necessary to prevent such disclosure to the RSA 91-A requestor. Notwithstanding
the preceding sentence, any and all claims against Participating State pursuant to RSA 91-A are subject to the
terms and conditions set forth in Sections 21 through 23 of this Participating Addendum to the fullest extent
permitted by law.

16. Primary Contacts; Notice. The Parties’ respective primary points of contact for this Participating Addendum
are the individuals named below as follows:

a. Contractor.
Name: Michael Estrada
Address: 613.NW Loop_410_Suite 1000

San Antonio, TX 78216
Telephone: {210) 536-9415

Emait: michael e estrada@oracle.com

b. Panrticipating State.

Name: Gary S. Lunetta

Address: 25 Capital Street, Concord, NH 03301
Telephone: (603) 271-2201

Email: gary.s.lunetta@das.nh.gov

Except as otherwise expressly provided by law, any and all notices or other communications required or permitted to be
given pursuant to this Participating Addendum shall be in writing and shall be deemed to be delivered when sent by U.S.
mail, postage prepaid, or by email to each Parties’ respective primary contracts identified above. Each Party may change
its respective primary contacts by providing written notice of such change to the other Party in the manner specified by this
Section 16,

17. Usage Reporting. Contractor shall submit quarterly usage reports for analysis by Participating State's

Procurement Officer identified in Section 16(b) above for each quarter during the term of this Participating Addendum as
follows:
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) ,Re’p’brtirig Period . Due Date .
January 1 to March 31 April 30
April 1 to June 30 July 31
July 1 to September 30 October 31
October 1 to December 31 January 31

Each quarterly usage report shall be submitted electronically in a “.xis™ or “CSV” format and shall be organized by Authorized
Purchaser. Contractor may use the NASPQO ValuePoint Detailed Sales Report Template to fulfill this requirement. The
NASPO ValuePoint Detailed Sales Report Template is based on invoices issued to Authorized Purchasers during the
Reporting Period.

18. Click Through Terms and Conditions; Entire Agreement. By placing an Order under this Participating
Addendum, the Paricipating Entity and any Authorized Purchaser agree that this Participating Addendum and any
information that is incorporated by written reference into this Participating Addendum or the applicable Ordering Document
(including reference to information contained in a URL or referenced policy), together with the applicable Ordering
Document, are the complete agreement for the products and services ordered by such Participating Entity or Authorized
Purchaser and supersede all prior or contemporaneous agreements or representations, written or oral, regarding such
Products and Services. it is expressly agreed that the terms of this Participating Addendum and any Oracle Ordering
Document shall supersede the terms in, any purchase order, procurement internet portal or any other similar non-Oracle
document and no terms included in any such purchase order, portal or other non-Oracle document shall apply to the
products and services ordered. Where an authorized individual of Participating Entity or Authorized Purchaser is required
to click-through or otherwise accept or be made subject to any electronic terms and conditions to use or access any products
or services provided hereunder, such terms and conditions are not binding and shall have no force or effect. If either Party
uses a web based ordering system, an electronic purchase order system, an electronic order acknowledgement, a form of
an electronic acceptance, or any software based ordering system with respect to any Products or Services ordered
hereunder (each an “Electronic Ordering System”), the Parties acknowledge and agree that an Eiectronic Ordering System
is for ease of administration only, and Contractor is hereby given notice that the persons using Electronic Ordering Systems
on behalf of Participating State do not have any actual or apparent authority to create legally binding obligations that vary
from the terms and conditions of this Participating Addendum. Accordingly, where Participating State is required to “click
through,” otherwise accept, or be made subject to any Oracle terms and conditions in using an Electronic Ordering Systems,
any such terms and conditions are deemed void upon presentation.

18. Insurance. Contractor shall, at its own expense, obtain and continuously maintain in full force throughout
the term of this Participating Addendum, the insurance coverage specified under Section 16 of the Master Agreement.
Upon request by Participating State, Contractor shall provide Participating State with certificates of insurance for all
insurance required under this Section 19 prior to entering into any orders with the Participating State for any products or
services pursuant to the-Master Agreement and this Participating Addendum.

20. Equa! Employment Opportunity. Contractor shall comply with all federal, state, and local laws, regulations,
executive orders, and ordinances applicable to Contractor, this Participating Addendum, and any Orders made under this
Participating Addendum, as may be modified or adopted from time to time. Without limiting the generality of the foregoing,
Contractor expressly agrees to comply with the following laws, regulations, and executive orders to the extent they are
applicable to this Participating Addendum and the Orders made hereunder:

a. Titles V1 and VIl of the Civil Rights Act of 1964, as amended;

b. Sections 503 and 504 of the Rehabilitation Act of 1973, as amended;

c. The Americans with Disabilities Act of 1990, as amended,

d. Executive Order 11248, as amended;

] The Age Discrimination in Employment Act of 1967, as amended, and the Age Discrimination Act

of 1975, és amended:

f. The New Hampshire iLaw Against Discrimination, RSA 354-A, as amended:;
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g. All regulations and administrative rules established pursuant to the foregoing laws; and

h. All other applicable requirements of federal and state civil rights and rehabilitation statutes, rules,
and regulations.

21. Indemnification. See Master Agreement Attachment A Section 13 {Indemnification), the text is provided
below:

“a. Subject to the terms of this Section 13 (Indemnification), if a third parly makes a claim against the
Purchasing Entity (*Recipient™), that any information, design, specification, instruction, software, service,
data, hardware, or material (collectively, *“Material’} furnished by Oracle (“Provider”} and used by the
Recipient infringes the third party's intellectual property rights, the Provider, at the Provider's sole cost and
expense, will, to the extent not prohibited by law, defend the Recipient against the claim and indemnify the
Recipient from the damages, liabilities, costs and expenses awarded by

the court to the third party claiming infringement or the settlement agreed to by the Provider, if the Recipient
does the following:

(i) notifies the Provider promptly in writing, not later than 30 days after the Recipient receives notice of the
claim (or sooner if required by applicable law);

(iiy gives the Provider sote control of the defense and any settlement negotiations, to the extent permitted
by law; and

(iii) gives the Provider the information, authority and assistance the Provider needs to defend against or
settle the claim.

b. If the Provider believes or it is determined that any of the Material may have violated a third party's
intellectual property rights, the Provider may choose to either modify the Material to be non-infringing (white
substantially preserving its utility or functionality) or obtain a license to allow for continued use, or if these
alternatives are not commercially reasonable, the Provider may end the ficense for, and require return of,
the applicable Material and refund any unused, prepaid fees the Recipient may have paid to the other party
for such Matenial. If such return materially affects Oracle’s ability to meet its obligations under the relevant
Order, then Oracle may, at its optiocn and upon 30 days prior written notice, terminate the Order. If such
Material is third party technology and the terms of the third party license do not allow Oracle to terminate
the license, then Oracle may, upon 30 days prior written notice, end the Services associated with such
Material and refund to Purchasing Entity any unused, prepaid fees for such Services.

c. The Provider will net indemnify the Recipient if the Recipient (i) alters the Material or uses it outside the
scope of use identified in the Provider's user or program documentation or Service Specifications, (i) uses
a version of the Material which has been superseded, if the infringement claim could have been avoided by
using an unaltered current version of the Material which was made available to the Recipient, or (iii)
continues to use the applicable Material after the end of the license to use that Material. The Provider will
not indemnify the Recipient to the extent that an infringement claim is based upon any information, design,
specification, instruction, software, service, data, hardware or material not furnished by the Provider. Oracle
will not indemnify Purchasing Entity for any portion of an infringement claim that is based upon the
combination of any Material with any products or Services not provided by Oracle. Oracle will not indemnify
the Purchasing Entity to the extent that an infringement claim is based on Third Party Content or any
Material from a third party portal or other external source that is accessible or made available to Purchasing
Entity within or by the Services {e.g., a social media post from a third party blog or forum, a third party Web
page accessed via a hyperlink, marketing data from third party data providers, etc. Oracle will not indemnify
the Purchasing Entity for infringement caused by the Purchasing Entity's actions against any third party if
the Services as delivered to the Purchasing Entity and used in accordance with the terms of this Master
Agreement would not otherwise infringe any third party intellectual property rights. Oracle will not indemnify
the Purchasing Entity for any intellectual property infringement claim(s) known to the Purchasing Entity at
the time Services rights are obtained.

d. This Section 13{a)-(d) provides the Purchasing Entity's exclusive remedy for any infringement
claims or damages.

e. Oracle (“Indemnitar”) shall defend and indemnify the Purchasing Entity (“Indemnitee”) against any and
all claims of bodily injury (including wrongful death) and/or tangible personal property damage resulting
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from negligent or intentionally wrongful actions or omissions of the Indemnitor or a person employed by the
Indemnitor (i.e., as an employee or independent contractor} while performing or participating in services
under an Ordering Document at your site, if such actions or omissions were not proximately caused by the
action or omission of the Indemnitee or any third party; provided however, that (i} the Indemnitee notifies
the Indemnitor within thirty (30) days of the Indemnitee’s receipt of a claim; (ii) the Indemnitor has sole
control of the defense and zll related settlement negotiations; and (iii} the Indemnitee gives the Indemnitor
the

information, authority and reasonable assistance necessary to perform the above; reasonable out-of-pocket
expenses incurred by the Indemnitee in providing such assistance will be reimbursed by the indemnitor. As
used in this Section, the term “tangible personal property” shall not include software, documentation, data
or data fites. The Indemnitor shall have no liability for any claim of bodily injury and/or tangible personal
property damage anising from use of software or hardware.

This Section 13(e) states Oracle’s entire liability and the Purchasing Entity’s exclusive remedy for
bodily injury and property damage.”

22. Limitation of Liability. Refer to Master Agreement Attachment A Section 44(f) (Limitation of Liability). To the
fullest extent permitted by law, the Parties agree that in no event will Participating State, together with its officials, agents,
and employees, be liable for any indirect, incidental, special, or consequential damages, including, without limitation, lost
profits, even if Participating State had been advised, knew, or should have known of the possibility of such damages.

23. Sovereign Immunity Preserved. Notwithstanding any terms and conditions set forth herein to the contrary,
this Participating Addendum shall nat be construed as a waiver of Participating State's sovereign immunity, which is hereby
reserved by Panticipating State. The terms and conditions of this Section 23 shall survive the expiration or termination of
this Participating Addendum.

24, Successors and Assigns. The promises and covenants herein contained shall bind, and the benefits and
advantages shall inure to, except as herein specifically limited, the respective successors and assigns of the Parties.

25. Governing_Law. The Parties acknowledge and agree that this Participating Addendum and the rights,
obligations, and liabilities of the Parties hereunder, including matters of construction, validity, and performance, shall be
exclusively governed by the laws of the State of New Hampshire without regard to any choice of law or conflict of law, rules,
or provisions (whether of the State of New Hampshire or any other jurisdiction) that would cause the application of the laws
of any jurisdiction other than the State of New Hampshire.

26. Consent to Jurisdiction and Venue. The Parties hereby irrevocably and unconditionally (a) submit to
exclusive personal jurisdiction in the Superior Courts of the State of New Hampshire over any suit, action, or proceeding
arising out of or relating to this Participating Addendum, and (b) waive any and all personal rights under the laws of any
other state to object to jurisdiction within the Superior Courts of the State of New Hampshire. The Parties agree that the
only proper venue for any suit, action, or proceeding arising out of or related to this Participating Addendum shall be in the
state courts of the State of New Hampshire. Notwithstanding the foregoing, the Parties agree that, consistent with 11 U.S.C.
§ 1338(a), any claim for relief arising from or related to this Participating Addendum under federal copyright or patent law
shall be brought in the United States District Court for the District of New Hampshire.

27. Severability. If any term or condition of this Participating Addendum or the application thereof to any party
or circumstance shall to any extent be invalid or unenforceable, the remainder of this Participating Addendum, or the
application of such term or conditicn to the Parties or circumstances cother than those as to which it is invalid or
unenforceable, shail not be affected thereby, and each term and condition of this Participating Addendum shall be valid and
enforceable to the maximum extent permitted by law.

28. Waiver. No delay on the part of Participating State in the exercise of any right or remedy hereunder shall
operate as a waiver thereof, and no single or partial exercise by Participating State of any right or remedy shall preclude
other or further exercise thereof or the exercise of any other right or remedy; nor shall any amendment, modification, or
waiver of any of the provisions of this Participating Addendum be binding upon Participating State except as expressly set
forth in a writing duly signed and delivered by an authorized agent of Participating State. No action of Participating State
permitted hereunder shall in any way affect or impair the rights of Participating State or the obligations of Contractor under
this Participating Addendum.

29. Merger. This Participating Addendum, together with the Master Agreement, is intended by the Parties as
the final, complete, and exclusive understanding of the Parties hereto. All prior or contemporaneous promises, agreements,
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and understandings, whether oral or written, are deemed to be superseded by this Participating Addendum, and no Party

——--is-relying-on-any.-promise,-agreement,. or. understanding. notset.forth. in. this_Participating_Addendum. This Participating

Addendum may not be amended or modified except by a written instrument describing such amendment or modification
‘executed by the Parties hereto.

30. Construction. The recitals set forth at the outset of this Pamc:patmg Addendum are a part of this
Participating Addendum,. as fully as if set forth in their entirety in the body hereof. The captions or headings in this
Participating Addendum are for ease of reference only, and no caption or heading shall affect in any way the interpretation,
meaning, or construction of this Participating Addendum. Wherever used, the singular shall include the plural, the plural
the singular, and the use of any gender or the neuter shall be applicable to all genders and the neyter. References to a
person or entity are, unless the context otherwise requires, also to its owners, members, managers, shareholders, officers,
directors,.affiliates, heirs, executors, legal representatlves agents successors, and assigns as applicable. As used in this
‘Participating - Addéndum ‘the- terms linclude,” “includes,”. and including”. shall-be_deemed_to:be_followed by mthout
fimitation® whether or not they are in fact followed by such word or words of similar import. The words "all” and “each” shal!
be construed as all and each, and the words "or” and “and” shall be construed either disjunctively or conlunctrve!y as the
context may requu'e

31. Caounterparts; Facsimile and Electronic Si _q_atures This Partnclpatlng Addendum may be executed in two
- or more counterparts, each of which shall be deemed an original, but all of which together shall constitute one and the same
Participating Addendum. A facsimile or portable document format (PDF) signature on this Participating Addendum shall be
equivalentto, and have the same force and effect as, an original signature. In accordance with the New Hampshire Uniform
Electronic Transactions Act, RSA 294-E, the Parties hereby agree that this Participating Addendum may be signed
electronically, including any exhibits, schedules, addenda, or other attachmems referenced herein.

IN WITNESS WHEREQF, the pames have executed this Partuc:patmg Addendum as of the date their respective
signatures parties below.

e L. s 1ot

S Oy A e Ry

RS i i 115 M

i ey o i

" iy

Contracting Officer for Participating State ; Participating State Telephone Number
Onle: 2024.09.1) 03 70) 04'0F g S gl s
;—w‘mbenuastor—blgﬂawm — B — o -angd-Titie-at-Gontractor Signatoiy—rr——r—r i
= T - woeeas L . alpop i = P 3RS ed e e e ey e bb - - ] R ’_
Mmdbr . Michael E. Estrada :
Mdub(. f ‘ES!Y&JA Date: .
BOBDBIOS2ARR41 1. 06-Sep-2024 | 9:50 AM PDT Director - Customer Dea) Desk %
Participating State Signature Name and Title of Participating State Signatory :
o _ \\ :
L 02/- L (PRI 0 hacles Ptr\mf\ AwS C.omu\\ss\mtcr‘

Approval by the N.-H. Department of Administration, Division of Personnel {if applicable)

By: Director, On;

App_royal by the Attomey General (Form, Substance and Execution} {# applicable)

oy. Duncan A. (Zgar . On: October 9, 2024
“Approval by the Governor and Executive Council (if applicable)

GA&C Iltem number: G&é Meeting Date:

[Please emall fully executed PDF copy of this document to
PA@naspovaluepoint.org to support documentation of participation and posting m appropnate data bases]

[ S
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SCHEDULE 1
MASTER AGREEMENT



Contract# AR2487

STATE OF UTAH COOPERATIVE CONTRACT

CONTRACTING PARTIES: This contract is between the Division of Purchasing and the following Contractor:

Oracle America, [nc. LEGAL STATUS OF CONTRACTOR
Name (7 Sole Proprictor
1910 Oracle Way [ Non-Profit Corporation
Address {d For-Profit Corporation
Reston VA 20190 {] Partnership
City State Zip {7 Government Agency

Contact Person Elizabeth Hwang  Phonc #703-364-0282 Email glizabeth.hwang@oracle.com
Vendor #VC0000147700 Commuodity Code #920-05

GENERAL PURPOSE OF CONTRACT: ilted tg
Participating Statcs once a Parlicipating Addehdum has been signed

PROCUREMENT PROCESS: This contract is entercd into as a result of the procurement process on Bid#CH 16012

CONTRACT PERIOD: Effective Date: 3/1/2017 Termination Date: 09/15/2026 unless terminated carly or extended in zccordence with
the terms and conditions of this contract. Note: Pursuant to Solicitation #CH16012, Contract must re-certify its qualifications cach ycar.

Administrative Fee, as described in the Selicitation and Attachment A: The Contractor shall pay to NASPO ValucPoint, or its assignee
a NASPO ValuePoint Administrative Fee of onc-quarter of one percent {0.25% or 0.0025) no later than 60 days following the end of
cach calendar quarier. The NASPO VaiuePoint Administrative Fee shall be submitted quarterty and is based on sates of the Services
invoiced during the calendar quarter,

ATTACHMENT A: NASPO ValucPoint Master Terms and Conditions, including the Exhibits and Addenda referenced therein and
attached thereto.

ATTACHMENT B: Scope of Services Awarded to Contractor

ATTACHMENT C: Pricing Discounts and Pricing Schedule

ATTACHMENT D: Contractor’s Response to Solicitation #CH 16012, which is aftached solely for reference purposes only.
ATTACHMENT E: Contractor’s Sample Ordering Document, which is attached solely for reference purposes oaly.

Any conflicts between Attachment A and the other Attachments will be resolved in favor of Attachment A.
Each signatory below represents that he or she has the requisite authority to enter into this contract.

IN WITNESS WHEREOQF, the partics sign and cause this contract to be executed.

ONTRACTOR

STATE
Mar 1, 2017 . oz 2.\ wory

EXratsain Hmaen (M7 1, 2017 <.
Contractor's signature Date ‘Fﬁ
Elizabeth Hwang, Manager, Public Sector Deal Management N

Type or Print Namc and Title

Christopher Hughes 801-538-3254 christopherhughcs@utah.gov.

Division of Purchasing Contact Person Telephone Numbur Fax Numbcr Ermail

(Revision 16 June 2016)



NASPO

ValuePoint

Attachment A: NASPO ValuePoint Master Agreement Terms and Conditions
1. Master Agreement Order of Precedence

a. Any Order placed under this Master Agreement shall consist of the following
documents:

(i) Oracle Ordering Document, which shall incorporate the applicable Hosting and
Delivery Policies. A copy of the Oracle's Hosting and Delivery Policies, current as of
the effective date of this Master Agreement, is attached hereto as Addendum 1 for
reference purposes only and is subject to change at Oracle’s discretion. The version
of these policies, current as of the Cloud Services start date set forth in each
applicable Order, is available at www.oracle.com/contracts.
(i} A Participating Entity's Participating Addendum? (“PA").
{iii) NASPO ValuePoint Master Agreement Terms & Conditions, including the
following Exhibits:

(1) Exhibit 1: Software-as-a-Service;

(2) Exhibit 2: Platform-as-a-Service; and

(3) Exhibit 3: Infrastructure-as-a-Service.

The Lead State agrees that this Master Agreement and the information which is
incorporated into this Master Agreement by written reference (including reference to
information contained in a URL or referenced policy), together with the applicable Order
and Participating Addendum, is the complete agreement for the Services ordered by the
Purchasing Entity and supersedes all prior or contemporaneous agreements or
representations, written or oral, regarding such Services.

It is expressly agreed that the documents in the order of precedence above (unless
otherwise provided below) shall supersede the terms in any purchase order,
procurement internet portal, or other similar non-Oracle document and no terms
included in any such purchase order, portal, or other non-Oracle document shall apply
to the Services ordered. In the event of any inconsistencies between the terms of an
Order and the Master Agreement, the Order shall take precedence; however, uniess
expressly stated otherwise in an Order, the terms of the Data Processing Agreement (a
copy of which, current as of the effective date of this Master Agreement, is attached
hereto as Addendum 2 for references purposes only and is subject to change at

! A Sample Participating Addendum wilt be published after the contracts have been awarded.
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Oracle’s discretion) shall take precedence over any inconsistent terms in an Order. The
version of the Data Processing Agreement that is current as of the Cloud Services start
date set forth in each applicable Ordering Document is available at

www .oracle.com/contracts. No third party beneficiary relationships are created by this
Master Agreement.

2. Definitions - Unless otherwise provided in this Master Agreement, capitalized terms
will have the meanings given to those terms in this Section.

Ancillary Software means any software agent or tool that Oracle makes available to
the Purchasing Entity for download for purposes of facilitating the Purchasing Entity's
access to, operation of, and/or use with, the Services Environment.

Cloud Services means, collectively, the Oracle cloud services (e.g., Oracle software as
a service offerings and related Oracle Programs) listed in Purchasing Entity's Order and
defined in the Service Specifications. The temm “Cloud Services” does not include
Professional Services.

Confidential Information has the meaning ascribed to it in Section 8 (Confidentiality,
Non-Disclosure, and Injunctive Relief} below.

Contractor means Oracle America, Inc.

Data Center Region refers to the geographic region in which the Services Environment
is physically located. The Data Center Region applicable to the Cloud Services is set
forth in Purchasing Entity's Order.

Fulfillment Partner The Participating Addendum may set forth the extent to which a
third party may resell the Services under the terms of this Master Agreement.

High Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization
of Federal Information and Information Systems.

Incident means an incident that creates suspicion of unauthorized access to or
handling of Personal Data.

Intellectual Property means any and all patents, copyrights, service marks,
trademarks, trade secrets, trade names, patentable inventions, or other similar
proprietary rights, in tangible or intangible form, and all rights, title, and interest therein.
Lead State means the State of Utah.

Low Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization of
Federal Information and Information Systems.

Master Agreement means this agreement executed by and between the Lead State,
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acting on behalf of NASPO ValuePoint, and the Contractor, together with Exhibit 1
(Software-as-a-Service), Exhibit 2 (Platform-as-a-Service), and Exhibit 3 (Infrastructure-
as-a-Service), each of which is attached hereto and incorporated herein, as now or
hereafter amended.

Moderate Risk Data is as defined in FIPS PUB 199, Standards for Security
Categorization of Federal Information and Information Systems.

NASPO ValuePoint is the NASPO ValuePoint Cooperative Purchasing Program,
facilitated by the NASPO Cooperative Purchasing Organization LLC, a 501(c)(3) limited
liability company (doing business as NASPO ValuePoint) is a subsidiary organization
the National Association of State Procurement Officials (NASPO), the sole member of
NASPO ValuePoint. The NASPO ValuePoint Cooperative Purchasing Organization
facilitates administration of the cooperative group contracting consortium of state chief
procurement officials for the benefit of state departments, institutions, agencies, and
political subdivisions and other eligible entities (i.e., colleges, school districts, counties,
cities, some nonprofit organizations, etc.) for all states and the District of Columbia. The
NASPO ValuePoint Cooperative Development Team is identified in the Master
Agreement as the recipient of reports and may be performing contract administration
functions as assigned by the Lead State.

Oracle means Oracle America, Inc., the Contractor.

Oracle Programs refers to the software products owned or licensed by Oracle to which
Oracle grants Purchasing Entity access as part of the Cloud Services, including
Program Documentation, and any program updates provided as part of the Cloud
Services.

Order or Ordering Document means Contractor's or Contractor's authorized reseller’s
standard ordering document signed by Purchasing Entity when placing an order for
Services pursuant to this Master Agreement.

Participating Addendum means a bilateral agreement executed by a Contractor and a
Participating Entity incorporating this Master Agreement and any other additional
Participating Entity specific language or other requirements, e.g. ordering procedures
specific to the Participating Entity, other terms and conditions.

Participating Entity means a state, or other legal entity, properly authorized to enter
into a Participating Addendum. '

Participating State means a state, the District of Columbia, or one of the territories of
the United States that is listed in the Request for Proposal as intending to participate.
Upon execution of the Participating Addendum, a Participating State becomes a
Participating Entity.

Personal Data means any information relating to an identified or identifiable natural
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person that customer or its end users provide to Oracle as part of the Cloud Services;
an identified or identifiable natural person (a “data subject”) is one who can be
identified, directly or indirectly, in particular by reference to an identification number or to
one or more factors specific to his/fher physical, physiological, mental, economic,
cultural or social identity.

Professional Services means, collectively, the Cloud Services-related consulting and
other professional services which Purchasing Entity has ordered. Professional Services
include any deliverables described in Purchasing Entity's Order and delivered by Oracle
to Purchasing Entity under the Order. The term “Professional Services” does not
include Cloud Services.

Program Documentation refers to the user manuals referenced within the Service
Specifications for Cloud Services, as well as any help windows and readme files for the
Oracle Programs that are accessible from within the Services. The Program
Documentation describes technical and functional aspects of the Oracle Programs.
Purchasing Entity may access the documentation online at http://oracle.com/contracts
or such other address specified by Oracle.

Purchasing Entity means a state, city, county, district, other political subdivision of a
State, and a nonprofit organization under the laws of some states if authorized by a
Participating Addendum, who issues a Purchase Order against the Master Agreement
and becomes financially committed to the purchase.

Security Breach for the specific purpose of handling an Incident in the Data Processing
Agreement means the misappropriation of Personal Data located on Oracle systems or
the Cloud Services environment that compromises the security, confidentiality or
integrity of such information. Oracle will inform Customer within 72 hours if Oracle
determines that Personal Data has been subject to a Security Breach (including by an
Oracle employee) or any other circumstance in which Customer is required to provide a
notification under applicable law, unless otherwise required by law.

Services means, collectively, the Cloud Services and Professional Services ordered by
the Purchasing Entity.

Services Environment refers to the combination of hardware and software
components owned, licensed or managed by Oracle to which Oracle grants Purchasing
Entity and Purchasing Entity’s Users access as part of the Cloud Services which
Purchasing Entity has ordered. As applicable and subject to the terms of this Master
Agreement and Purchasing Entity's Order, Oracle Programs, Third Party Content, Your
Content and Your Applications may be hosted in the Services Environment.

Service Specifications means the descriptions on www.oracle.com/contracts, or such
other address specified by Oracle, that are applicable to the Services under Purchasing
Entity’'s Order, including any Program Documentation, hosting, support and security
policies (for example, Oracle Cloud Hosting and Delivery Policies), and other
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descriptions referenced or incorporated in such descriptions or Purchasing Entity’s
Order.

Services Period refers to the period of time for which Purchasing Entity has ordered
Cloud Services as specified in Purchasing Entity's Order.

Solicitation means the documents used by the State of Utah, as the Lead State, to
obtain Contractor's Proposal.

Statement of Work means a written statement in a solicitation document or contract
that describes the Purchasing Entity’s service needs and expectations.

Third Party Content means all text, files, images, graphics, illustrations, information,
data, audio, video, photographs and other content and material, in any format, that are
obtained or derived from third party sources outside of Oracle and made available to
Purchasing Entity through, within, or in conjunction with Purchasing Entity’s use of, the
Cloud Services. Examples of Third Party Content include data feeds from social
network services, rss feeds from blog posts, and data libraries and dictionaries and
marketing data.

Users means those employees, contractors, and end users, as applicable, authorized
by the Purchasing Entity or on the Purchasing Entity's behalf to use the Cloud Services
in accordance with this Master Agreement and Purchasing Entity’'s Order. For Cloud
Services that are specifically designed to allow the Purchasing Entity's clients, agents,
customers, suppliers or other third parties to access the Cloud Services to interact with
the Purchasing Entity, such third parties will be considered “Users” subject to the terms
of this Master Agreement and Purchasing Entity's Order.

Your Applications means all software programs, including any source code for such
programs, that the Purchasing Entity or the Purchasing Entity’s Users provide and load
onto, or create using, any Oracle “platform-as-a-service” or “infrastructure-as-a-service”
Cloud Services. Services under this Master Agreement, including Oracle Programs and
Services Environments, Oracle intellectual property, and all derivative works thereof, do
not fal within the meaning of the term “Your Applications.”

Your Content means all text, files, images, graphics, illustrations, information, data
(including Personal Data as that term is defined in the Data Processing Agreement for
Oracle Cloud Services described in Section 8.b of the Master Agreement), audio, video,
photographs and other content and material (other than Your Applications), in any
format, provided by the Purchasing Entity or on behalf of Purchasing Entity's Users that
reside in, or run on or through, the Services Environment.
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3. Term of the Master Agreement: The initial term of this Master Agreement is for ten
(10) years with no renewal options.

4. Amendments: Except as otherwise permitted in Section 44.b (Service
Specifications) and Section 44.g (Third Party Web Sites) of this Master Agreement and
Section 2 (Data Protection) and Section 3 {(Data Location) of Exhibits 1, 2, and 3 to the
Master Agreement, this Master Agreement and Orders placed hereunder may not be
modified and the rights and restrictions may not be altered or waived except in a writing
signed by authorized representatives of the Lead State and of Oracle. The terms of this
Master Agreement shall not be waived, altered, modified, supplemented or amended in
any manner whatsoever without prior written approval of the Lead State and Contractor.

5. Assignment/Subcontracts: Except in the event of a merger, consolidation,
acquisition, internal restructuring, or sale of all or substantially all of the assets of
Oracle, Contractor shall not assign, this Master Agreement, in whole or in part, without
the prior written approval of the WSCA-NASPO Master Agreement Administrator. The
Lead State may not assign the Master Agreement and no Participating State or
Participating Entity may assign its Participating Addendum, in whole or in part, without
the prior written approval of Contractor. No Purchasing Entity may give or transfer the
Services ordered under an Ordering Document to another individual or entity.

6. Discount Guarantee Period: All discounts must be guaranteed for the entire term of
the Master Agreement. Participating Entities and Purchasing Entities shall receive the
immediate benefit of price or rate reduction of the services provided under only net new
Orders under this Master Agreement in the event that Oracle’s commercial list price for
the Services decreases. A price or rate reduction reflected in Oracle’'s commercial list
price will apply automatically to the Master Agreement for purposes of net new Orders
only, and an amendment is not necessary.

7. Termination: Unless otherwise stated, this Master Agreement may be terminated by
either party upon 60 days written notice prior to the effective date of the termination.
Further, any Participating Entity may terminate its Participating Addendum upon 30
days written notice, unless otherwise limited or stated in the Participating Addendum.

Any termination under this provision shall not affect the rights and obligations that
survive termination or expiration of this Master Agreement, such as those relating to
limitation of liability, indemnification, payment and others which by their nature are
intended to survive.

Termination of the Master Agreement or any Participating Addendum will not affect
Orders that are outstanding at the time of termination. Those Orders will be performed
according to their terms as if this Master Agreement or the Participating Addendum
were still in full force and effect. However, those Orders may not be renewed
subsequent to termination of this Master Agreement,
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8. Confidentiality, Non-Disclosure, and Injunctive Relief

a. By virtue of this Master Agreement, the parties may have access to information that is
confidential to one another (“Confidential Information”). We each agree to disclose
only information that is required for the performance of obligations under this Master
Agreement. Confidential information shall be limited to the terms and pricing under this
Master Agreement, Your Content and Your Applications residing in the Services
Environment, and all information clearly identified as confidential at the time of
disclosure.

b. A party’s Confidential Information shall not include information that: (i) is or becomes
a part of the public domain through no act or omission of the other party; (ii} was in the
other party’s lawful possession prior to the disclosure and had not been obtained by the
other party either directly or indirectly from the disclosing party; (iii) is lawfully disclosed
to the other party by a third party without restriction on the disclosure; or (iv) is
independently developed by the other party.

c. We each agree not to disclose each other's Confidential Information to any third party
other than as set forth in the following sentence for a period of three years from the date
of the disclosing party's disclosure of the Confidential Information to the receiving party;
however, Oracle will hold the Purchasing Entity’s Confidential Information that resides
within the Services Environment in confidence for as long as such information resides in
the Services Environment. We each may disclose Confidential Information only to those
employees, agents or subcontractors who are required to protect it against unauthorized
disclosure in a manner no less protective than required under this Master Agreement.
Oracle will protect the confidentiality of Your Content or Your Applications residing in the
Services Environment in accordance with the Oracle security practices defined as part
of the Service Specifications applicable to the Purchasing Entity's Order. In addition, the
Purchasing Entity's Personal Data will be treated in accordance with the terms of
Section 2 (Data Protection) of Exhibits 1, 2, and 3 to the Master Agreement. Nothing
shall prevent either party from disclosing the terms or pricing under this Master
Agreement or Orders placed under this Master Agreement in any legal proceeding
arising from or in connection with this Master Agreement or from disclosing the
Confidential Information to a governmental entity as required by law.

d. Injunctive Relief. Each party acknowledges that monetary damages may not be a
sufficient remedy for unauthorized disclosure of Confidential Information and that the
disclosing party shall be entitled, without waiving any other rights or remedies under this
Master Agreement, to seek such injunctive or equitable relief as may be deemed proper
by a court of competent jurisdiction.

e. Purchasing Entity Law. The parties acknowledge and agree that the Purchasing
Entities and this Master Agreement are subject to applicable freedom of information or
open records law. Except as may otherwise be agreed to in the applicable Participating
Addendum, if the Lead State, any Participating Entity, or any Purchasing Entity receives
a request to disclose Oracle Confidential Information under the applicable freedom of
information or open records law, each such entity agrees to promptly notify Oracle in
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writing and give Oracle an opportunity to request confidentiality protection for any
Confidential Information to which such entity may deny access under law.

9. Right to Publish: Throughout the duration of this Master Agreement, Contractor must
secure prior approval from the Lead State or Participating Entity for the release of any
information that pertains to the potential work or activities covered by the Master
Agreement, including but not limited to reference to or use of the Lead State or a
Participating Entity’s name, Great Seal of the State, Coat of Arms, any Agency or other
subunits of the State government, or any State official or employee, for commercial
promotion which is strictly prohibited. News releases or release of broadcast e-mails
pertaining to this Master Agreement or any Participating Addendum shall not be made
without prior written approval of the Lead State or a Participating Entity.

The Contractor shall not make any representations of NASPO ValuePaint's opinion or
position as to the quality or effectiveness of the services that are the subject of this
Master Agreement without prior written consent. Failure to adhere to this requirement
may result in termination of the Master Agreement for cause.

Oracle may orally refer to this Master Agreement, and the potential work and activities
_covered by this Master Agreement, and may orally reference the Lead State or a
Participating Entity as a customer in sales presentations and activities.

10. Defaults and Remedies:

If any party to (i) this Master Agreement, (ii) a Participating Addendum, or (iii) an
Ordering Document breaches a material term of this Master Agreement and fails to
correct the breach within 30 days of written specification of the breach, then the
breaching party is in default and the non-breaching party may terminate the Order under
which the breach occurred. If Oracle terminates the Order as specified in the preceding
sentence, the Purchasing Entity must pay within 30 days all amounts that have accrued
prior to such termination, as well as all sums remaining unpaid for the Services under
such Order plus related taxes and expenses. Except for nonpayment of fees, the
nonbreaching party may agree in its sole discretion to extend the 30 day period for so
long as the breaching party continues reasonable efforts to cure the breach. If a
Purchasing Entity is in default under this Master Agreement, the applicable Participating
Addendum, or the applicable Ordering Document, the Purchasing Entity may not use
those Services ordered.

In the event of any dispute or disagreement between the parties arising out of or relating
to (i) this Master Agreement, (ii) a Participating Addendum, or (iii) an Ordering
Document (the “dispute”), the parties will endeavor to resolve the dispute in accordance
with this section. Either party may invoke this section by providing the other party
written notice of its decision to do so, including a description of the issues subject to the
dispute. Each party will appoint a Managing Director (or the equivalent) to discuss the
dispute and no formal proceedings for the judicial resolution of such dispute, except for
the seeking of equitable relief, may begin until the Managing Directors (or the
equivalent) conclude, after a good faith effort to resolve the dispute, that resolution
through continued discussion is unlikely. The parties shall refrain from exercising any
termination right and shall continue to perform their respective obligations under this
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Master Agreement and the applicable Participating Addendum and Ordering Document,
if any, while the parties endeavor to resolve the dispute under this section, provided
that, any party alleged to be in breach promptly makes good faith efforts to cure the
breach and pursues the cure in good faith. The period of dispute resolution after notice
will not exceed thirty (30) days, unless both parties agree to an extension.

11. Changes in Contractor Representation: The Contractor must notify the Lead State
of changes to the Contractor's Contract Manager, in writing within 10 calendar days of the
change. The Lead State reserves the right to approve changes to the Contractor's
Contract Manager.

12. Force Majeure: Neither party to (i) this Master Agreement, (ii} a Participating
Addendum, or (iti) an Ordering Document shall be in default by reason of any failure or
delay in performance of this Contract in accordance with reasonable control and without
fault or negligence on their part. Such causes may include, but are not restricted to,
acts of nature or the public enemy, restrictive acts of the government (including the
denial or cancelation of any export, import, or other license) in either its sovereign or
contractual capacity, fires, floods, epidemics, quarantine restrictions, strikes, freight
embargoes and unusuaily severe weather, but in every case the failure to perform such
must be beyond the reasonable control and without the fault or negligence of the party.
The parties will both use reasonable efforts to mitigate the effect of a force majeure
event. If such event continues for more than 30 days, either party may cancel
unperformed Services and affected Orders upon written notice. This Section does not
excuse either party’s obligation to take reasonable steps to follow its normal disaster
recovery procedures or Purchasing Entity’'s obligation to pay for the Services.

13. Indemnification

a. Subject to the terms of this Section 13 (Indemnification), if a third party makes a
claim against the Purchasing Entity (“Recipient”), that any information, design,
specification, instruction, software, service, data, hardware, or material (collectively,
“Material”) furnished by Oracle (“Provider”) and used by the Recipient infringes the third
party’s intellectual property rights, the Provider, at the Provider's sole cost and expense,
will, to the extent not prohibited by law, defend the Recipient against the claim and
indemnify the Recipient from the damages, liabilities, costs and expenses awarded by
the court to the third party claiming infringement or the settlement agreed to by the
Provider, if the Recipient does the following:

(i) notifies the Provider promptly in writing, not later than 30 days after the Recipient
receives notice of the claim (or sooner if required by applicable law);

(i) gives the Provider sole control of the defense and any settlement negotiations, to
the extent permitted by law; and

(iii) gives the Provider the information, authority and assistance the Provider needs
to defend against or settle the claim.

b. If the Provider belleves or it is determined that any of the Material may have violated
a third party’s intellectual property rights, the Provider may choose to either modify the
Material to be non-infringing (while substantially preserving its utility or functionality) or
obtain a license to allow for continued use, or if these alternatives are not commercially
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reasonable, the Provider may end the license for, and require return of, the applicable
Material and refund any unused, prepaid fees the Recipient may have paid to the other
party for such Material. If such return materially affects Oracle’s ability to meet its
obligations under the relevant Order, then Oracle may, at its option and upon 30 days
prior written notice, terminate the Order. If such Material is third party technology and
the terms of the third party license do not allow Oracle to terminate the license, then
Oracle may, upon 30 days prior written notice, end the Services associated with such
Material and refund to Purchasing Entity any unused, prepaid fees for such Services.

¢. The Provider will not indemnify the Recipient if the Recipient (i) alters the Matenal or
uses it outside the scope of use identified in the Provider's user or program
documentation or Service Specifications, (i} uses a version of the Material which has
been superseded, if the infringement claim could have been avoided by using an
unaltered current version of the Material which was made available to the Recipient, or
(iii) continues to use the applicable Material after the end of the license to use that
Material. The Provider will not indemnify the Recipient to the extent that an
infringement claim is based upon any information, design, specification, instruction,
software, service, data, hardware or material not fumnished by the Provider. Oracle will
not indemnify Purchasing Entity for any portion of an infringement claim that is based
upon the combination of any Material with any products or Services not provided by
Oracle. Oracle will not indemnify the Purchasing Entity to the extent that an
infringement claim is based on Third Party Content or any Material from a third party
portal or other external source that is accessible or made available to Purchasing Entity
within or by the Services (e.g., a social media post from a third party blog or forum, a
third party Web page accessed via a hyperlink, marketing data from third party data
providers, etc. Oracle will not indemnify the Purchasing Entity for infringement caused
by the Purchasing Entity’s actions against any third party if the Services as delivered to
the Purchasing Entity and used in accordance with the terms of this Master Agreement
would not otherwise infringe any third party intellectual property rights. Oracle will not
indemnify the Purchasing Entity for any intellectual property infingement claim(s)
known to the Purchasing Entity at the time Services rights are obtained.

d. This Section 13(a)-(d) provides the Purchasing Entity’s exclusive remedy for
any infringement claims or damages.
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e. Oracle ("Indemnitor”) shall defend and indemnify the Purchasing Entity
(“Indemnitee”) against any and all claims of bodily injury (including wrongful death)
and/or tangible personal property damage resulting from negligent or intentionally
wrongful actions or omissions of the Indemnitor or a person employed by the Indemnitor
(i.e., as an employee or independent contractor) while performing or participating in
services under an Ordering Document at your site, if such actions or omissions were not
proximately caused by the action or omission of the Indemnitee or any third party;
provided however, that (i) the Indemnitee notifies the Indemnitor within thirty (30) days
of the Indemnitee’s receipt of a claim; (ii) the Indemnitor has sole control of the defense
and all related settlement negotiations; and (iii) the Indemnitee gives the Indemnitor the
information, authority and reasonable assistance necessary to perform the above ;
reasonable out-of-pocket expenses incurred by the Indemnitee in providing such
assistance will be reimbursed by the Indemnitor. As used in this Section, the term
“tangible personat property” shall not include software, documentation, data or data
files. The Indemnitor shall have no liability for any claim of bodily injury and/or tangible
personal property damage arising from use of software or hardware. This Section
13(e) states Oracle’s entire liability and the Purchasing Entity’s exclusive remedy
for bodily injury and property damage.

14. Independent Contractor: The Contractor shall be an independent contractor.
Contractor shall have no authorization, express or implied, to bind the LLead State,
Participating States, other Participating Entities, or Purchasing Entities to any
agreements, settlements, liability or understanding whatsoever, and agrees not to hold
itself out as agent except as expressly set forth herein or as expressly agreed in any
Participating Addendum. The parties agree that no partnership or joint venture
relationship exists between us. We are each responsible for paying our own
employees, including employment related taxes and insurance. The Lead State and
each Purchasing Entity understand that Oracle's business partners and other third
parties, including any third parties with which Oracle has an integration or that are
retained by a Purchasing Entity to provide consulting or implementation services or
applications that interact with the Cloud Services, are independent of Oracle and are not
Oracle’s agents. Oracle is not liable for, bound by, or responsible for any problems with
the Services, Your Content or Your Applications arising due to any acts of any such
business partner or third party, unless the business partner or third party is providing
Services as an Oracle subcontractor on an engagement ordered under this Master
Agreement and, if o, then only to the same extent as Oracle would be responsible for
Oracle resources under this Master Agreement.

15. Individual Customers: Except to the extent modified by a Participating Addendum,
each Purchasing Entity shall follow the terms and conditions of the Master Agreement
and applicable Participating Addendum and will have the same rights and
responsibilities for its purchases as the Lead State has in the Master Agreement,
including but not limited to, any indemnity or right to recover any costs as such right is
defined in the Master Agreement and applicable Participating Addendum for its
purchases. Each Purchasing Entity will be responsible for its own charges, fees, and
liabilities. The Contractor will apply the charges and invoicé each Purchasing Entity
individually.
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16. Insurance

Oracle shall take out and maintain the following minimum insurance at its expense for
the duration of this Master Agreement covering locations where Oracle is to perform
work on Purchasing Entity's premises:

a. Workmen's Compensation — As required by the statute of states where Services are
being performed;

b. Employer's Liability — $2,000,000 each occurrence:

c¢. Comprehensive General Liability Insurance — $5,000,000 per occurrence/aggregate
bodily injury and $5,000,000 per occurrencefaggregate property damage; and

d. Automobile Liability Insurance — $5,000,000 — per occurrence, bodily injury and
tangible property damage combined.

In addition, the minimum insurance coverage required for data breach and privacy/cyber
liability shall be as indicated in the following table:

Level of Risk ‘Data Breach and Privacy/Cyber Liability including
Technology Errors and Omissions
Minimum Insurance Coverage

Low Risk Data $2.000,000
Moderate Risk Data $5,000,000
High Risk Data $10,000,000

Nothing in this Master Agreement shall be deemed to preclude Oracle from selecting a
new insurance carrier or carriers or obtaining new or amended policies at any time, as
long as the above insurance coverage is maintained. This provision is not intended to,
and does not, increase or decrease Oracle’s liability under the Limitation of Liability
provision of this Master Agreement.

17. Laws and Regulations - Compliance with Laws: Oracle shall comply with all
laws to the extent that such laws, by their terms, are expressly applicable to Oracle's
provision of Services under the Master Agreement and impose obligations directly upon
Oracle in its role as an information technology services provider with respect to the
Services. The Purchasing Entity may not provide Oracle access to any health, payment
card or other sensitive personal information that requires the application of specific
regulatory, legal or industry data security obligations unless the applicable obligations
are specified in the applicable Ordering Document. Your Content and Your Applications,
including personal information, may be maintained in one of several Oracle data centers
globally and/or accessed by Oracle's global personnel as required to provide the
Services.

18. Reserved.
19. Ordering

a. Reserved.
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b. This Master Agreement permits Purchasing Entities to define project-specific
requirements and informally compete the requirement among other firms having a
Master Agreement on an “as needed” basis. This procedure may also be used when
requirements are aggregated or other firm commitments may be made to achieve
reductions in pricing. This procedure may be modified in Participating Addenda and
adapted to Purchasing Entity rules and policies. The Purchasing Entity may in its sole
discretion determine which firms should be solicited for a quote. The Purchasing Entity
may select the quote that it considers most advantageous, cost and other factors
considered.

¢. Each Purchasing Entity will identify and utilize its own appropriate purchasing
procedure and documentation. If the Purchasing Entity provides the necessary
information to Contractor, Contractor is expected to become familiar with the
Purchasing Entities’ rules, policies, and procedures regarding the ordering of supplies
and/or services contemplated by this Master Agreement.

d. Contractor shall not begin providing Services without a valid Ordering Document.

e. Orders may be placed consistent with the terms of this Master Agreement during the
term of the Master Agreement.

f. All Orders pursuant to this Master Agreement, at a minimum, shall include:

(i) The services or supplies being delivered,;

(i) The name, phone number, and address of the Purchasing Entity
representative; and

(iii) The Master Agreement identifier and the Participating State contract
identifier.

g. Communications concerning administration of Orders placed under this Master
Agreement shall be furnished to the authorized purchasing agent within the Purchasing
Entity’s purchasing office, or to such other individual identified in writing in the Order.

h. Orders must be placed pursuant to this Master Agreement prior to the termination
date of this Master Agreement.

i. Notwithstanding the expiration or termination of this Master Agreement, Contractor
agrees to perform Orders then outstanding at the time of such expiration or termination.
Contractor shall not honor any Orders attempted after the expiration or termination of
this Master Agreement. Orders from any separate indefinite quantity, task orders, or
other form of indefinite delivery order arrangement priced against this Master
Agreement may not be placed after the expiration or termination of this Master
Agreement, notwithstanding the term of any such indefinite delivery order agreement.

20. Participants and Scope

a. Contractor may not deliver Services under this Master Agreement until a Participating
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Addendum acceptable to the Participating Entity and Contractor is executed. The
Master Agreement terms and conditions are applicable to any Order by a Participating
Entity (and other Purchasing Entities covered by their Participating Addendum), except
to the extent altered, modified, supplemented or amended by a Participating Addendum.
By way of illustration and not limitation, this authority may apply to unique delivery and
invoicing requirements, confidentiality requirements, defaults on Orders, governing law
and venue relating to Orders by a Participating Entity, indemnification, and insurance
requirements. Statutory or constitutional requirements relating to availability of funds
may require specific language in some Participating Addenda in order to comply with
applicable law. The expectation is that these alterations, modifications, supplements, or
amendments will be addressed in the Participating Addendum or, with the consent of
the Purchasing Entity and Contractor, may be included in the Ordering Document (e.g.
purchase order or contract) used by the Purchasing Entity to place the Order.

b. Subject to a Participating Entity’s Participating Addendum, the use of specific
NASPO ValuePoint cooperative Master Agreements by state agencies, political
subdivisions and other Participating Entities (including cooperatives) authorized by
individual state’s statutes to use state contracts is subject to the approval of the
respective State Chief Procurement Official.

¢. Reserved.

d. Obligations under this Master Agreement are limited to those Participating Entities
who have signed a Participating Addendum and Purchasing Entities within the scope of
those Participating Addenda. Participating States are financially obligated for the orders
placed by the departments or other state agencies and institutions of the Participating
State. Participating States incur no financial obligations on behalf of political
subdivisions to the extent not otherwise specified in an Ordering Document.

e. NASPO ValuePoint is not a party to the Master Agreement. It is a nonprofit
cooperative purchasing organization assisting states in administering the NASPO
ValuePoint cooperative purchasing program for state government departments,
institutions, agencies and political subdivisions (e.g., colleges, school districts, counties,
cities, etc.) for all 50 states, the District of Columbia and the territories of the United
States.

f. Participating Addenda shall not be construed to amend the terms of this Master
Agreement between the Lead State and Contractor. This shall not prohibit the Lead
State from negotiating different terms and conditions in its Participating Addendum.

9. Participating Entities who are not states may under some circumstances sign their
own Participating Addendum, subject to the approval of participation by the Chief
Procurement Official of the state where the Participating Entity is located. Coordinate
requests for such participation through NASPO ValuePoint. Any permission to
participate through execution of a Participating Addendum is not a determination that
procurement authority exists in the Participating Entity; they must ensure that they have
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the requisite procurement authority to execute a Participating Addendum.

h. Resale. Subject to any explicit permission in a Participating Addendum, Purchasing
Entities may not resell goods, software, or Services obtained under this Master
Agreement.

21. FEES AND TAXES

a. All fees payable to Oracle are due within thirty (30) days from the invoice date. Once
placed, Purchasing Entity’s Order is non-cancelable and the sums paid nonrefundable,
except as provided in this Master Agreement or Purchasing Entity's Order. Purchasing
Entity will pay any sales, value-added or other similar taxes imposed by applicable law
that Oracie must pay based on the Services Purchasing Entity ordered, except for taxes
based on Oracle’s income. Also, Purchasing Entity will reimburse Oracle for reasonable
expenses related to providing any Professional Services. Fees for Services listed in an
Order are exclusive of taxes and expenses.

b. Purchasing Entity understand that Purchasing Entity may receive muitiple invoices for
the Services Purchasing Entity ordered. Invoices will be submitted to Purchasing Entity
pursuant to Oracle's Invoicing Standards Policy, which may be accessed at
http://oracle.com/contracts.

¢. Purchasing Entity agree and acknowledge that Purchasing Entity has not relied on
the future availability of any Services, programs or updates in entering into the payment
obligations in Purchasing Entity’s Order; however, the preceding does not relieve Oracle
of its obligation during the Services Period to deliver Services that Purchasing Entity
has ordered per the terms of this Master Agreement.

22. Data Access Controls: Reserved. See the Technical and Organizational Measures
section of the Data Processing Agreement, which is subject to change from time to time
at Oracle’s discretion.

23. Operations Management: Reserved.

24. Public Information: Subject to the requirements of Section 8 (Confidentiality, Non-
Disclosure, and Injunctive Relief) and, in particular, Section 8(e), this Master Agreement
and related documents are subject to disclosure pursuant to the Purchasing Entity's
public information laws.

25. Purchasing Entity Data:

Purchasing Entity retains all ownership and intellectual property rights in and to Your
Content and Your Applications. Oracle or its licensors retain all ownership and
intellectual property rights to the Services, inciuding Oracle Programs and Anciilary
Software, and derivative works thereof, and to anything developed or delivered by or on
behalf of Oracle under this Master Agreement and the applicable Order.

Oracle may use tools, scripts, software, and utilities (collectively, the “Tools”) to monitor

and administer the Services and to help resolve the Purchasing Entity's Oracle service
requests. The Tools will not collect or store any of Your Content or Your Applications
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residing in the Services Environment, except as necessary to provide the Services or
troubleshoot service requests or other problems in the Services. Information collected
by the Tools (excluding Your Content and Your Applications) may also be used to assist
in managing Oracle’s product and service portfolio, to help Oracle address deficiencies
in its product and service offerings, and for license and Services management.

26. Records Administration and Audit.

a. For a period of six (6) years from the effective date of an Ordering Document under
this Master Agreement, Participating Entity shall have the right to audit records relating
to invoices and payments for the services provided to Participating Entity thereunder,
upon reasonable written notice to Oracle, no more than one time per year, at
Participating Entity’s cost, and provided that such audit does not unreasonably interfere
with Oracle’s normal business operations. Participating Entity shall have the right to
contract a third-party audit firm to conduct such an audit, provided that such third-party
audit firm agrees to Oracle's standard nondisclosure terms and to utilize standard audit
software.

Oracle may audit the Purchasing Entity’s use of the Services (e.g., through use of
software tools} to assess whether the Purchasing Entity’s use of the Services is in
accordance with the Purchasing Entity’s Order and the terms of this Master Agreement.
The Purchasing Entity agrees to cooperate with Oracle’s audit and provide reasonable
assistance and access to information. Any such audit shall not unreasonably interfere
with the Purchasing Entity’s normal business operations. The Purchasing Entity agrees
to pay within 30 days of written notification any fees applicable to the Purchasing
Entity's use of the Services in excess of the Purchasing Entity's rights. If the
Purchasing Entity does not pay, Oracle can end the Purchasing Entity's Services and/or
the Purchasing Entity’s Order. The Purchasing Entity agrees that Oracle shall not be
responsible for any of the Purchasing Entity’s costs incurred in cooperating with the
audit.

See also Audit Rights section of Data Processing Agreement, which is subject to
change from time to time at Oracle's discretion.

27. Administrative Fees: The Contractor shall pay to NASPO ValuePoint, or its
assignee, a NASPO ValuePoint Administrative Fee of one-quarter of one percent.
(0.25% or 0.0025) no later than 60 days following the end of each calendar quarter. The
NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on
sales of the Services. The NASPO ValuePoint Administrative Fee is not negotiable. This
fee is to be included as part of the pricing submitted with proposal.

Additionally, some states may require an additional administrative fee be paid directly to
the state on purchases made by Purchasing Entities within that state. For all such
requests, the fee level, payment method and schedule for such reports and payments
will be incorporated into the Participating Addendum that is made a part of the Master
Agreement. The Contractor may adjust the Master Agreement pricing accordingly for
purchases made by Purchasing Entities within the jurisdiction of the state. All such
agreements shall not affect the NASPO ValuePoint Administrative Fee percentage or
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the prices paid by the Purchasing Entities outside the jurisdiction of the state requesting
the additional fee. The NASPO ValuePoint Administrative Fee shall be based on the
gross amount of all sales at the adjusted prices (if any) in Participating Addenda.

28. System Failure or Damage: Reserved. See Section 31: Warranties, Disclaimers,
and Exclusive Remedies.

29. Title to Product: Oracle may provide the Purchasing Entity with on-line access to
download certain Anciillary Software for use with the Services. If Oracle licenses
Ancillary Software to the Purchasing Entity and does not specify separate terms for
such Ancillary Software, then, subject to the Purchasing Entity's payment obligations,
(a) the Purchasing Entity has the non-exclusive, non-assignable, worldwide limited right
to use such Ancillary Software solely to facilitate the Purchasing Entity’s access to,
operation of, and/or use of the Services Environment, subject to the terms of this Master
Agreement and the Purchasing Entity’s Order, including the Services Specifications, (b)
Oracle will maintain such Ancillary Software as part of the Cloud Services, and (c) the
Purchasing Entity’s right to use such Ancillary Software will terminate upon the earlier of
Oracle’s notice (which may be through posting on https://support.oracte.com or such
other URL designated by Oracle) or the end of the Cloud Services associated with the
Ancillary Software. If Ancillary Software is licensed to the Purchasing Entity under
separate third party license terms, then the Purchasing Entity’s use of such software is
subject solely to such separate terms.

30. Data Privacy: Reserved. See Oracle Services Privacy Policy, which is subject to
change from time to time at Oracle's discretion.

31. Warranties, Disclaimers, and Exclusive Remedies

a. Oracle warrants that, as of the effective date of the applicable Ordering Document, it
has the right to enter into the Master Agreement and the applicable Ordering Document;
Oracle's infringement indemnification obligations under the Indemnification Provision of
the Master Agreement states the Purchasing Entity’s exclusive remedy and Oracle’s
entire liability for any breach of this particular warranty.

b. Oracle warrants that it will perform (i) Cloud Services in all material respects as
described in the Service Specifications, and (ii) Professional Services in a professional
manner in accordance with the Service Specifications. If the Services provided to
Purchasing Entity were not performed as warranted, Purchasing Entity must promptly
provide written notice to Oracle that describes the deficiency in the Services (including,
as applicable, the service request number notifying Oracle of the deficiency in the
Services).

c. ORACLE DOES NOT GUARANTEE THAT (A) THE SERVICES WILL BE
PERFORMED ERROR-FREE OR UNINTERRUPTED, OR THAT ORACLE WILL
CORRECT ALL SERVICES ERRORS, (B) THE SERVICES WILL OPERATE IN
COMBINATION WITH YOUR CONTENT OR YOUR APPLICATIONS, OR WITH ANY
OTHER HARDWARE, SOFTWARE, SYSTEMS, SERVICES OR DATA NOT
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PROVIDED BY ORACLE, AND (C) THE SERVICES WILL MEET PURCHAING
ENTITY’S REQUIREMENTS, SPECIFICATIONS OR EXPECTATIONS.
PURCHASING ENTITY ACKNOWLEDGES THAT ORACLE DOES NOT CONTROL
THE TRANSFER OF DATA OVER COMMUNICATIONS FACILITIES, INCLUDING
THE INTERNET, AND THAT THE SERVICES MAY BE SUBJECT TO LIMITATIONS,
DELAYS, AND OTHER PROBLEMS INHERENT IN THE USE OF SUCH
COMMUNICATIONS FACILITIES. ORACLE IS NOT RESPONSIBLE FOR ANY
DELAYS, DELIVERY FAILURES, OR OTHER DAMAGE RESULTING FROM SUCH
PROBLEMS. ORACLE IS NOT RESPONSIBLE FOR ANY ISSUES RELATED TO
THE PERFORMANCE, OPERATION OR SECURITY OF THE SERVICES THAT
ARISE FROM YOUR CONTENT, YOUR APPLICATIONS OR THIRD PARTY
CONTENT.

d. FOR ANY BREACH OF THE SERVICES WARRANTY, YOUR EXCLUSIVE
REMEDY AND ORACLE’S ENTIRE LIABILITY SHALL BE THE CORRECTION OF
THE DEFICIENT SERVICES THAT CAUSED THE BREACH OF WARRANTY, OR, IF
ORACLE CANNOT SUBSTANTIALLY CORRECT THE DEFICIENCY IN A
COMMERCIALLY REASONABLE MANNER, PURCHASING ENTITY MAY END THE
DEFICIENT SERVICES AND ORACLE WILL REFUND TO PURCHASING ENTITY
THE FEES PAID FOR THE DEFICIENT SERVICES FOR THE PERIOD OF TIME
DURING WHICH THE SERVICES WERE DEFICIENT.

e. TO THE EXTENT NOT PROHIBITED BY LAW, THESE WARRANTIES ARE
EXCLUSIVE AND THERE ARE NO OTHER EXPRESS OR IMPLIED WARRANTIES
OR CONDITIONS INCLUDING FOR SOFTWARE, HARDWARE, SYSTEMS,
NETWORKS OR ENVIRONMENTS OR FOR MERCHANTABILITY, SATISFACTORY
QUALITY AND FITNESS FOR A PARTICULAR PURPOSE.

32. Transition Assistance:

Upon the end of the Services, the Purchasing Entity no longer has rights to access or
use the Services, including the associated Oracle Programs and Services
Environments; however for a period of up to 60 days after the end of the applicable
Services Period, Oracle will make available Your Content and Your Applications then in
the Services Environment for the purpose of retrieval by the Purchasing Entity. At the
end of such 60 day period, and except as may be required by law, Oracle will delete or
otherwise render inaccessible any of Your Content and Your Applications that remain in
the Services Environment.

Upon the end of the Services, Oracle may be able to provide Professional Services to
assist in transitioning Your Content and Your Applications, dependent upon QOracle
Professional Services’ capabilities and availability at the time a Purchasing Entity makes
a request for such assistance. Any transition services performed by Oracle must be
mutually agreed to by the parties in writing in a separate Ordering Document that is
executed by both parties. Fees for any transition services will be at Oracle's then-
current rates or as mutually agreed to by the parties in writing.
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33. Waiver of Breach: Failure of the Lead State Master Agreement Administrator,
Participating Entity, Purchasing Entity or Contractor to declare a default or enforce any
rights and remedies shall not operate as a waiver under this Master Agreement or any
Participating Addendum. Any waiver by the Lead State, Participating State,
Participating Entity, or Contractor must be in writing. Waiver by the Lead State Master
Agreement Administrator, Participating State Participating Entity, or Contractor of any
default, right or remedy under this Master Agreement or Participating Addendum, or
breach of any terms or requirements shall not be construed or operate as a waiver of
any subsequent default or breach of such term or requirement, or of any other term or
requirement under this Master Agreement, a Participating Addendum, or the Ordering
Document.

34. Assignment of Antitrust Rights:

Contractor irrevocably assigns to a Participating Entity who is a state any claim for relief
or cause of action which the Contractor now has or which may accrue to the Contractor
in the future by reason of any violation of state or federal antitrust laws (15 U.S.C. § 1-
15 or a Participating Entity’s state antitrust provisions), as now in effect and as may be
amended from time to time, in connection with any goods or services provided to the
Contractor for the purpose of carrying out the Contractor's obligations under this Master
Agreement or Participating Addendum, including, at a Participating Entity's option, the
right to control any such litigation on such claim for relief or cause of action.

35. Debarment: The Contractor certifies, to the best of its knowledge, that neither it nor
its principals are presently debarred, suspended, proposed for debarment, declared
ineligible, or voluntarily excluded from participation in this transaction (contract) by any
govemmental department or agency. If the Contractor cannot certify this statement,
attach a written explanation for review by the Lead State.

36. Performance and Payment Time Frames that Exceed Contract Duration:
Provided all Services have been purchased through an Oracle Ordering Document, all
maintenance or other agreements for services entered into during the duration of an
Order and whose performance and payment time frames extend beyond the duration of
this Master Agreement shall remain in effect for performance and payment purposes
(limited to the time frame and services established per each written agreement). No new
leases, maintenance or other agreements for Services may be executed after the
Master Agreement has expired. All Services which require payment must be paid in
accordance with the invoice even after the expiration of the Master Agreement.

37. Governing Law and Venue

a. The procurement, evaluation, and award of the Master Agreement shall be govermned
by and construed in accordance with the laws of the Lead State sponsoring and
administering the procurement. The construction and effect of the Master Agreement
after award shall be governed by the law of the state serving as Lead State (in most
cases also the Lead State). The construction and effect of any Participating Addendum
or Order against the Master Agreement shall be governed by and construed in
accordance with the laws of the Participating Entity’s or Purchasing Entity’s State.
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b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or
action relating to the procurement, evaluation, and award is in the Lead State. Venue
for any claim, dispute or action concerning the terms of the Master Agreement shall be
in the state serving as Lead State. Venue for any claim, dispute, or action concerning
any Order placed against the Master Agreement or the effect of a Participating
Addendum shall be in the Purchasing Entity’s State.

c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely
and exclusively within the United States District Court for (in decreasing order of
priority): the Lead State for claims relating to the procurement, evaluation, award, or
contract performance or administration if the Lead State is a party; the Participating
State if 2a named party; the Participating Entity state if a named party; or the Purchasing
Entity state if a named party.

d. Reserved.

38. No Guarantee of Service Volumes: The Contractor acknowledges and agrees that
the Lead State and NASPO ValuePoint makes no representation, warranty or condition
as to the nature, timing, quality, quantity or volume of business for the Services or any
other products and services that the Contractor may realize from this Master
Agreement, or the compensation that may be earned by the Contractor by offering the
Services. The Contractor acknowledges and agrees that it has conducted its own due
diligence prior to entering into this Master Agreement as to all the foregoing matters.

39. NASPO ValuePoint eMarket Center: In July 2011, NASPO ValuePoint entered into
a multi-year agreement with SciQuest, Inc. whereby SciQuest will provide certain
electronic catalog hosting and management services to enable eligible NASPO
ValuePoint's customers to access a central online website to view and/or shop the
goods and services availabie from existing NASPO ValuePoint Cooperative Contracts.
The central online website is referred to as the NASPO ValuePoint eMarket Center.

The Contractor will have visibility in the eMarket Center through Ordering Instructions.
These Ordering Instructions are available at no cost to the Contractor and provided
customers information regarding the Contractors website and ordering information.

At a minimum, the Contractor agrees to the following timeline: NASPO ValuePoint
eMarket Center Site Admin shall provide a written request to the Contractor to begin
Ordering Instruction process. The Contractor shall have thirty (30) days from receipt of
written request to work with NASPO ValuePoint to provide any unique information and
ordering instructions that the Contractor would like the customer to have.

40. Contract Provisions for Orders Utilizing Federal Funds: Pursuant to Appendix li
to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for Non-Federal
Entity Contracts Under Federal Awards, Orders funded with federal funds may have
additional contractual requirements or certifications that must be satisfied at the time the
Order is placed or upon delivery. These federal requirements may be proposed by
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Participating Entities in Participating Addenda and Purchasing Entities for incorporation
in Orders placed under this master agreement. Oracle reserves the right to negotiate
such terms and to decline such Orders.

41. Government Support: Reserved.

42. NASPO ValuePoint Summary and Detailed Usage Reports: In addition to other
reports that may be required by this solicitation, the Contractor shall provide the
following NASPO ValuePoint reports.

a. Summary Sales Data. The Contractor shall submit quarterly sales reports directly to
NASPO ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee
Reporting Tool found at http://iwww.naspo.org/WNCPO/Calculator.aspx. Any/all sales
made under the contract shall be reported as cumulative totals by state. Even if
Contractor experiences zero sales during a calendar quarter, a report is still required.
Reports shall be due no later than 30 day foliowing the end of the calendar quarter (as
specified in the reporting tool).

b. Detailed Sales Data. Contractor shall also report detailed sales data by: (i) state; (ii)
entity/customer type, e.g. local government, higher education, K12, non-profit; (iii)
Purchasing Entity name; (iv) Purchasing Entity bill-to and ship-to locations; (v)
Purchasing Entity and Contractor Purchase Order identifier/number(s}); (vi) Purchase
Order Type (e.g. sales order, credit, return, upgrade, determined by industry practices);
(vii} Purchase Order date; and (viii) and line item description, including product number
if used. The report shall be submitted in any form required by the solicitation. Reports
are due on a quarterly basis and must be received by the Lead State and NASPO
ValuePoint Cooperative Development Team no later than thirty (30) days after the end
of the reporting period. Reports shall be delivered to the Lead State and to the
NASPO ValuePoint Cooperative Development Team electronically through a
designated portal, email, CD-Rom, flash drive or other method as determined by the
Lead State and NASPO ValuePoint. Detailed sales data reports shall include sales
information for all sales under Participating Addenda executed under this Master
Agreement. The format for the detailed sales data report is in shown in Attachment F.

c. Report data for employees should be limited to ONLY the state and entity they are
participating under the authority of (state and agency, city, county, school district, etc.)
and the amount of sales. No personal identification numbers, e.g. names, addresses,
social security numbers or any other numerical identifier, may be submitted with any
report.

d. Contractor shall provide the NASPO ValuePoint Cooperative Development
Coordinator with an executive summary each quarter that includes, at a minimum, a list
of states with an active Participating Addendum, states that Contractor is in negotiations
with and any PA roll out or implementation activities and issues. NASPO ValuePoint
Cooperative Development Coordinator and Contractor will determine the format and
content of the executive summary. The executive summary is due 30 days after the
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conclusion of each calendar quarter.

e. Timely submission of these reports is a material requirement of the Master
Agreement. The recipient of the reports shall have exclusive ownership of the media
containing the reports.

f. If requested by a Participating Entity, the Contractor must provide detailed sales data
within the Participating State.

43. Entire Agreement: The Master Agreement, the information which is incorporated
into the Master Agreement by written reference (including reference to information
contained in a URL or referenced policy), and any written addenda thereto, together
with the applicable Order and Participating Addendum, constitute the entire agreement
of the parties to the Master Agreement, and supersede all prior or contemporaneous
agreements or representations, written or oral, regarding the Services offered under the
Master Agreement.

44. Additional Terms and Conditions:

a. Restrictions:
The Purchasing Entity may not and may not cause or permit others to:

i.  remove or modify any program markings or any notice of Oracle’s or its licensors'
proprietary rights;

ii.  make the programs or materials resulting from the Services (excluding Your
Content and Your Applications) available in any manner to any third party for use
in the third party’s business operations (unless such access is expressly
permitted for the specific Services the Purchasing Entity has acquired);

ii.  modify, make derivative works of, disassemble, decompile, reverse engineer,
reproduce, distribute, republish or download any part of the Services (the
foregoing prohibitions include but are not limited to review of data structures or
similar materials produced by programs), or access or use the Services in order
to build or support, and/or assist a third party in building or supporting, products
or Services competitive to Oracle;

iv.  perform or disclose any benchmark or performance tests of the Services,
including the Oracle Programs;

v.  perform or disclose any of the following security testing of the Services
Environment or associated infrastructure: network discovery, port and service
identification, vulnerability scanning, password cracking, remote access testing,
or penetration testing; and

vi. license, sell, rent, lease, transfer, assign, distribute, host, outsource, permit
timesharing or service bureau use, or otherwise commercially exploit or make
available the Services, Oracle Programs, Ancillary Software, Services
Environments or Oracle materials, to any third party, other than as expressly
permitted under the terms of the applicable Order.
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b. Service Specifications:

i. The Services are subject to and governed by Service Specifications applicable to the
Purchasing Entity’s Order. Service Specifications may-define provisioning and
management processes applicable to the Services (such as capacity planning), types
and quantities of system resources (such as storage allotments), functional and
technical aspects of the Oracle Programs, as well as any Services deliverables. The
Purchasing Entity acknowledges that use of the Services in a manner not consistent
with the Service Specifications may adversely affect Services performance and/or may
result in additional fees. If the Services permit the Purchasing Entity to exceed the
ordered quantity (e.g., soft limits on counts for-Users, sessions, storage, etc.), then the
Purchasing Entity is responsible for promptly purchasing such additional quantity to
account for the Purchasing Entity's excess usage.

ii. Oracle may make changes or updates to the Services (such as infrastructure,
security, technical configurations, application features, etc.) during the Services Period,
including to reflect changes in technology, industry practices, patterns of system use,
and availability of Third Party Content. The Service Specifications are subject to
change at Oracle’s discretion; however, Oracle changes to the Service Specifications
will not result in a material reduction in the level of performance, security or availability
of the applicable Services provided to the Purchasing Entity for the duration of the
Services Period.

C. Use of the Services:

i. The Purchasing Entity is responsible for identifying and authenticating all Users, for
approving access by such-Users to the Services, for controlling against unauthorized
access by Users, and for maintaining the confidentiality of usernames, passwords and
account information. By federating or otherwise associating the Purchasing Entity’s and
the Purchasing Entity's Users’ usernames, passwords and accounts with Oracle, the
Purchasing Entity accept responsibility for the confidentiality and timely and proper
termination of user records in the Purchasing Entity's local (intranet) identity
infrastructure or on the Purchasing Entity's local computers. QOracle is not responsible
for any harm caused by the Purchasing Entity's Users, including individuals who were
not authorized to have access to the Services but who were able to gain access
because usernames, passwords or accounts were not terminated on a timely basis in
the Purchasing Entity’s local identity management infrastructure or the Purchasing
Entity’s local computers. The Purchasing Entity is responsible for all activities that
occur under the Purchasing Entity’s and the Purchasing Entity's Users’ usernames,
passwords or accounts or as a result of the Purchasing Entity's or the Purchasing
Entity’s Users' access to the Services, and agree to notify Oracle immediately of any
unauthorized use. The Purchasing Entity agrees to make every reasonable effort to
prevent unauthorized third parties from accessing the Services.

ii. The Purchasing Entity shall not use or permit use of the Services, including by
uploading, emailing, posting, publishing or otherwise transmitting any material, including
Your Content, Your Applications and Third Party Content, for any purpose that may (1)
menace or harass any person or cause damage or injury to any person or property, (2}
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involve the publication of any material that is false, defamatory, harassing or obscene,
(3) violate privacy rights or promote bigotry, racism, hatred or harm, (4) constitute
unsolicited bulk e-mail, “junk mail®, “spam” or chain letters; (5) constitute an
infringement of intellectual property or other proprietary rights, or (6) otherwise violate
applicable laws, ordinances or reguiations. In addition to any other rights afforded to
Oracle under this Master Agreement, Oracle reserves the right, but has no obligation, to
take remedial action if any matenial violates the restrictions in the foregoing sentence
(the “Acceptable Use Policy”), including the removal or disablement of access to such
material. Oracle shall have no liability to the Purchasing Entity in the event that Oracle
takes such action. The Purchasing Entity shall have sole responsibility for the accuracy,
quality, integrity, legality, reliability, appropriateness and ownership of all of Your
Content and Your Applications. To the extent not prohibited by applicable law, the
Purchasing Entity agrees to defend and indemnify Oracle against any claim arising out
of a violation of the Purchasing Entity’s obligations under this section.

iii. The Purchasing Entity is required to accept all patches, bug fixes, updates,
maintenance and service packs (collectively, “Patches”) necessary for the proper
function and security of the Services, including for the Oracle Programs, as such
Patches are generally released by Oracle as described in the Service Specifications.
Oracle is not responsible for performance or security issues encountered with the Cloud
Services that result from the Purchasing Entity’s failure to accept the application of
Patches that are necessary for the proper function and security of the Services. Except
for emergency or security related maintenance activities, Oracle will coordinate with the
Purchasing Entity the scheduling of application of Patches, where possible, based on
Oracle’'s next available standard maintenance window.

d. Trial Use and Pilot Cloud Services:

i. For certain Cloud Services, Oracle may make available “trials” and “conference room
pilots” for non-production evaluation purposes. Cloud trials and conference room pilots
must be ordered under a separate agreement.

ii. Oracle may make available “production pilots” for certain Cloud Services under this
Master Agreement. Production pilots ordered by the Purchasing Entity is described in
the Service Specifications applicable to the Purchasing Entity’s Order, and are provided
solely for the Purchasing Entity to evaluate and test Cloud Services for the Purchasing
Entity’s internal business purposes. The Purchasing Entity may be required to order
certain Professional Services as a prerequisite to an Order for a production pitot.

e. Services Period; End of Services:

i. Services provided under this Master Agreement shall be provided for the Services
Period defined in the Purchasing Entity's Order, unless earlier suspended or terminated
in accordance with this Master Agreement or the Order. Even though the Purchasing
Entity order Cloud Services that are designated in the Service Specifications or the
Purchasing Entity’s Order as Auto Renew, such services will NOT automatically renew.
In order to renew, the Purchasing Entity must provide Oracle with written notice no later
than thirty (30) days prior to the end of the applicable Services Period of the Purchasing
Entity’s intent to renew and the Purchasing Entity must execute a contract modification
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evidencing such renewal. The preceding sentence shall not apply if Oracle provides the
Purchasing Entity with written notice no later than ninety (90) days prior to the end of
the applicable Services Period of its intention not to renew such Cloud Services.

ii. Oracle may temporarily suspend the Purchasing Entity’s password, account, and
access to or use of the Services if the Purchasing Entity or the Purchasing Entity's
Users violate any provision within the ‘Rights Granted’, ‘Ownership and Restrictions’,
‘Fees and Taxes', ‘Use of the Services', or 'Export’ sections of this Master Agreement,
or if in Oracle’s reasonable judgment, the Services or any component thereof are about
to suffer a significant threat to security or functionality. Oracle will provide advance
notice to the Purchasing Entity of any such suspension in Oracle’s reasonable
discretion based on the nature of the circumstances giving rise to the suspension.
Oracle will use reasonable efforts to re-establish the affected Services promptly after
Oracle determines, in its reasonable discretion, that the situation giving rise to the’
suspension has been cured; however, during any suspension period, Oracle will make
available to the Purchasing Entity Your Content and Your Applications as existing in the
Services Environment on the date of suspension. Oracle may terminate the Services
under an Order if any of the foregoing causes of suspension is not cured within 30 days
after Oracle’s initial notice thereof. Any suspension or termination by Oracle under this
paragraph shall not excuse the Purchasing Entity from the Purchasing Entity's
obligation to make payment(s) under this Master Agreement.

iii. If the Purchasing Entity has used an Oracle Financing Division contract to pay for the
fees due under an Order and the Purchasing Entity is in default under that contract, the
Purchasing Entity may not use the Services that are subject to such contract.

iv. Provistons that survive termination or expiration of this Master Agreement are those
relating to limitation of liability, indemnification, payment and others which by their
nature are intended to survive.

f. Limitation of Liability:

a. CONTRACTOR'’S AGGREGATE LIABILITY FOR ALL DAMAGES ARISING OUT
OF OR RELATED TO THIS MASTER AGREEMENT OR A PURCHASING ENTITY'S
ORDER, WHETHER IN CONTRACT OR TORT, OR OTHERWISE, SHALL IN NO
EVENT EXCEED THE GREATER OF (i) TWOQ (2) TIMES THE TOTAL AMOUNTS
ACTUALLY PAID TO ORACLE IN THE TWELVE (12) MONTH PERIOD
IMMEDIATELY PRECEDING THE EVENT GIVING RISE TO SUCH LIABILITY LESS
ANY REFUNDS OR CREDITS RECEIVED BY THE PURCHASING ENTITY FROM
CONTRACTOR UNDER SUCH ORDER OR (ii) ONE MILLION DOLLARS
(U.5.$1,000,000).

b. NOTWITHSTANDING THE ABOVE, NEITHER THE CONTRACTOR NOR THE
PURCHASING ENTITY SHALL BE LIABLE FOR ANY CONSEQUENTIAL,
INDIRECT, INCIDENTAL, PUNITIVE OR SPECIAL DAMAGES OF ANY KIND
ARISING DIRECTLY OR INDIRECTLY OUT OF THIS MASTER AGREEMENT OR A
PURCHASING ENTITY’S ORDER, INCLUDING, WITHOUT LIMITATION, DAMAGES
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RESULTING FROM LOSS OF USE OR LOSS OF PROFIT OR REVENUE
(EXCLUDING FEES UNDER THIS MASTER AGREEMENT), DATA, OR DATA USE
BY THE PURCHASING ENTITY, THE CONTRACTOR, OR BY OTHERS.

c¢. Contractor’s obligation to indemnify for (i) infringement claims or damages under
Sections 13(a)-(d) or (ii) claim(s) of bodily injury and tangible personal property damage
under Section 13(e) shall apply without regard to whether the damages under such
claim(s) (y) are classified as direct, indirect, or otherwise, or (z) exceed the limits on
liability under this Section 44(f) (Additional Terms and Conditions: Limitation of Liability).

g. Third Party Web Sites, Content, Products and Services:

i. The Services may enable the Purchasing Entity to link to, transmit Your Content to, or
otherwise access, other Web sites, platforms, content, products, services, and
information of third parties. Oracle does not control and is not responsible for such Web
sites or platforms or any such content, products, services and information accessible
from or provided through the Services, and the Purchasing Entity bear all risks
associated with access to and use of such Web sites and third party content, products,
services and information.

ii. Any Third Party Content made accessible by Oracle is provided on an “as-is” and “as
available” basis without any warranty of any kind. Third Party Content may be indecent,
offensive, inaccurate, infringing or otherwise objectionable or unlawful, and the
Purchasing Entity acknowledge that Oracle is not responsible for and under no
obligation to control, monitor or correct Third Party Content; however, Oracle reserves.
the right to take remedial action if any such content violates applicable restrictions under
Section 6.2 of this Master Agreement, including the removal of, or disablement of
access to, such content. Oracle disclaims all liabilities arising from or related to Third
Party Content.

iii. The Purchasing Entity acknowledge that: (1) the nature, type, quality and availability
of Third Party Content may change at any time during the Services Period, and (2)

. features of the Services that interoperate with third parties such as Facebook ™,
YouTube™ and Twitter™, etc. (each, a “Third Party Service”), depend on the continuing
availability of such third parties’ respective application programming interfaces (APIs)
for use with the Services. Oracle may update, change or modify the Services under this
Master Agreement as a result of a change in, or unavailability of, such Third Party
Content, Third Party Services or APIs. If any third party ceases to make its Third Party
Content or APls available on reasonable terms for the Services, as determined by
Oracle in its sole discretion, Oracle may cease providing access to the affected Third
Party Content or Third Party Services without any liability to the Purchasing Entity. Any
changes to Third Party Content, Third Party Services or APIs, including their availability
or unavailability, during the Services Period does not affect the Purchasing Entity’s
obligations under this Master Agreement or the applicable Order, and the Purchasing
Entity will not be entitled to any refund, credit or other compensation due to any such
changes.

iv. Any Third Party Content that the Purchasing Entity store in the Purchasing Entity’s
Services Environment will count towards any storage or other allotments applicable to
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the Cloud Services that the Purchasing Entity ordered.
h. Service Analyses:

Oracle may (i) compile statistical and other information related to the performance,
operation and use of the Services, and (ii) use data from the Services Environment in
aggregated form for security and operations management, to create statistical analyses,
and for research and development purposes (clauses i and ii are collectively referred to
as “Service Analyses”). Oracle may make Service Analyses publicly available;
however, Service Analyses will not incorporate Your Content or Confidential Information
in a form that could serve to identify the Purchasing Entity or any individual, and Service
Analyses do not constitute Personal Data. Oracle retains all intellectual property rights
in Service Analyses.

i. Export:

i. Export laws and regulations of the United States and any other relevant local export
laws and regulations apply to the Services. the Purchasing Entity agree that such
export laws govern the Purchasing Entity’s use of the Services (including technical data)
and any Services deliverables provided under this Master Agreement, and the
Purchasing Entity agree to comply with all such export laws and regulations (including
“deemed export” and “deemed re-export” regulations). the Purchasing Entity agree that
no data, information, software programs and/or materials resulting from Services (or
direct product thereof) will be exported, directly or indirectly, in violation of these laws, or
will be used for any purpose prohibited by these laws including, without limitation,
nuclear, chemical, or biological weapons proliferation, or development of missile
technology.

ii. the Purchasing Entity acknowledge that the Cloud Services are designed with 5
capabilities for the Purchasing Entity and the Purchasing Entity's Users to access the
Services Environment without regard to geographic location and to transfer or otherwise
move Your Content and Your Applications between the Services Environment and other
locations such as User workstations. The Purchasing Entity is solely responsible for the
authorization and management of User accounts, as well as export control and
geographic transfer of Your Content and Your Applications.

i- Notice:

i. Any notice required under this Master Agreement shall be provided to the other party
in writing. If the Purchasing Entity has a dispute with Oracle or if the Purchasing Entity
wish to provide a notice under the Indemnification Section of this Master Agreement, or
if the Purchasing Entity become subject to insolvency or other similar legal proceedings,
the Purchasing Entity will promptly send written notice to: Oracle America, Inc., 500
Oracle Parkway, Redwood Shores, CA 94065. Attention: General Counsel, Legal
Department.

ii. Torequest a termination of Services in accordance with this Master Agreement, the
Purchasing Entity must submit a service request to Oracle at the address specified in
the Purchasing Entity's Order or the Service Specifications.
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iil. Oracle may give notices applicable to Oracle's Cloud Services customer base by
means of a general notice on the Oracle portal for the Cloud Services, and notices
specific to the Purchasing Entity by electronic mail to the Purchasing Entity’s e-mail
address on record in Oracle’s account information or by written communication sent by
first class mail or pre-paid post to the Purchasing Entity’s address on record in Oracle's
account information.

k. Miscellaneous:

i. If any term of this Master Agreement is found to be invalid or unenforceable, the
remaining provisions will remain effective and such term shall be replaced with another
term consistent with the purpose and intent of this Master Agreement.

ii. Oracle Programs and Services are not designed for or specifically intended for use in .
nuclear facilities or other hazardous applications. The Purchasing Entity agrees that it
is the Purchasing Entity’s responsibility to ensure safe use of Oracle Programs and
Services in such applications.

iii. The Purchasing Entity shall obtain at the Purchasing Entity's sole expense any rights
and consents from third parties necessary for Your Content, Your Applications, and
Third Party Content, as well as other vendor’s products provided by the Purchasing
Entity that the Purchasing Entity use with the Services, including such rights and
consents as necessary for Oracle to perform the Services under this Master Agreement.

iv. The Purchasing Entity remains solely responsible for the Purchasing Entity’s
regulatory compliance in connection with the Purchasing Entity’s use of the Services.
The Purchasing Entity is responsible for making Oracle aware of any technical
requirements that result from the Purchasing Entity's regulatory obligations prior to
entering into an Order governed by this Master Agreement. Oracle will cooperate with
the Purchasing Entity's efforts to determine whether use of the standard Oracle
Services offering is consistent with those requirements. Additional fees may apply to
any additional work performed by Oracle or changes to the Services.

v. The purchase of Cloud Services, Professional Services, or other service offerings,
programs or products are all separate offers and separate from any other Order. The
Purchasing Entity understands that the Purchasing Entity may purchase Cloud
Services, Professional Services, or other service offerings, programs or products
independently of any other Order. The Purchasing Entity's obligation to pay under any
Order is not contingent on performance of any other service offerings or delivery of
programs or products.
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Exhibit 1 to the Master Agreement:
Software-as-a-Service

1. Data Ownership and Rights Granted: The control and ownership of Data remains with the Purchasing
Entity, and as between Purchasing Entity and Oracle, Purchasing Entity will at all times remain the data
cantroller for the purposes of the Master Agreement, the applicable Participating Addendum, any
orders of Cloud Services placed under the Master Agreement and any Participating Addendum, and the
Data Processing Agreement. See alsc Controller of Data section of the Data Processing Agreement.

For the duration of the Services Period and subject to the Purchasing Entity’s payment obligations, and
except as otherwise set forth in the Master Agreement or the Purchasing Entity’s Order, the Purchasing
Entity has the non-exclusive, non-assignable, worldwide limited right to access and use the Services that
the Purchasing Entity ordered, including anything developed by Oracle and delivered to the Purchasing
Entity as part of the Services, solely for the Purchasing Entity’s internal business operations and subject
to the terms of the Master Agreement and the Order, including the Service Specifications. The
Purchasing Entity may altow its Users to use the Services for this purpose and the Purchasing Entity is
responsible for its Users’ compliance with the Master Agreement and the Order.

The Purchasing Entity does not acquire under this Master Agreement any right or license to use the
Services, including the Oracle Programs and Services Environment, in excess of the scope and/or
duration of the Services stated in the Order. Upon the end of the Services ordered, the Purchasing
Entity’s right to access and use the Services will terminate.

To enable Oracle to provide the Purchasing Entity and its Users with the Services, the Purchasing Entity
grants Oracle the right to use, process and transmit, in accordance with this Master Agreement and the
Order, Your Content and Your Applications for the duration of the Services Period plus any additional
post-termination period during which Oracle provides the Purchasing Entity with access to retrieve an
export file of Your Content and Your Applications, If Your Applications include third party programs, the
Purchasing Entity acknowledges that Oracle may allow providers of those third party programs to access
the Services Environment, including Your Content and Your Applications, as required for the
interoperation of such third party programs with the Services. Oracle will not be responsible for any use,
disclosure, modification or deletion of Your Content or Your Applications resulting from any such access
by third party program providers ar for the interoperability of such third party programs with the
Services.

Except as otherwise expressly set forth in the Purchasing Entity’s Order for certain Cloud Services
offerings (e.g., a private cloud hosted at the Purchasing Entity’s facility, if available under this Master
Agreement}, the Purchasing Entity acknowledges that Oracle has no delivery ohligation for Oracle
Programs and wilt not ship copies of such programs to the Purchasing Entity as part of the Services.

As part of certain Cloud Services offerings, Cracle may provide the Purchasing Entity with access te Third
Party Content. The type and scope of any Third Party Content is defined in the Purchasing Entity’s Order
or applicable Service Specifications. The third party owner, author or provider of such Third Party



Content retains all ownership and intellectual property rights in and to that content, and the Purchasing
Entity’s rights to use such Third Party Content are subject to, and governed by, the terms applicable to
such content as specified by such third party owner, author or provider, unless otherwise specified in
the Purchasing Entity’s Order.

The Purchasing Entity will own all right, title and interest in its data that is related to the Services
provided by this Master Agreement. The Contractor shall not access Purchasing Entity user accounts or
Purchasing Entity data, except {1) in the course of data center operations, (2} in response to service or
technical issues, {3) as required by the express terms of this Master Agreement, Participating
Addendum, SLA, and/or other cantract documents, or {4) at the Purchasing Entity’s written request.

2. Data Protection:

In performing the Services, Oracle will comply with the Oracle Services Privacy Policy, which is available
at http://www.oracle.com/html/Services-privacy-palicy.html and incorporated herein by reference. The
Oracle Services Privacy Policy is subject to change at Oracle’s discretion; however, Oracle policy changes
will not result in a material reduction in the level of protection provided for the Purchasing Entity’s
Personal Data provided as part of Your Content during the Services Period of the Purchasing Entity’s
Order.

Oracle’s Data Processing Agreement for Oracle Cloud Services (the “Data Processing Agreement”), which
is available at http://www.oracle.com/dataprocessingagreement and incorporated herein by reference,
describes the parties’ respective rales for the processing and control of Personal Data that the
Purchasing Entity provides to Qracle as part of the Cloud Services. Oracle will act as a data processor,
and will act on the Purchasing Entity’s instruction concerning the treatment of the Purchasing Entity’s
Personal Data residing in the Services Environment, as specified in the Master Agreement, the Data
Processing Agreement and the applicable Order. The Purchasing Entity agree to provide any notices and
obtain any consents related to the Purchasing Entity’s use of the Services and Oracle’s provision of the
Services, including those related to the collection, use, processing, transfer and disclosure of Personal
Data.

The Service Specifications applicable to the Purchasing Entity’s Order define the administrative, physical,
technical and other safeguards applied to Your Content residing in the Services Environment, and
describe other aspects of system management applicable to the Services. The Purchasing Entity is
responsible for any security vulnerabilities, and the consequences of such vulnerabilities, arising from
Your Content and Your Applications, including any viruses, Trojan horses, worms or other programming
rautines contained in Your Content or Your Applications that could timit or harm the functionality of a
computer or that could damage, intercept or expropriate data. The Purchasing Entity may disclose or
transfer, or instruct Oracle to disclose or transfer in writing, Your Content or Your Applications to a third
party, and upon such disclosure or transfer Oracle is no longer responsible for the security or
confidentiality of such content and applications outside of Oracle.

The Purchasing Entity may not provide Oracle access to health, payment card or similarly sensitive
personal information that imposes specific data security obligations for the processing of such data



unless specified in the Purchasing Entity’s Order. If available, the Purchasing Entity may purchase
services from Oracle (e.g., Oracle Payment Card Industry Compliance Services, Qracle HIPAA Security
Services, Oracle Federal Security Services, etc.) designed to address particular data protection
requirements applicable to the Purchasing Entity’s business or Your Content.

3. Data Location:

The Purchasing Entity’s Order will specify the Data Center Region in which the Purchasing Entity’s
Services Environment will reside. As described in the Service Specifications and to the extent applicable
to the Cloud Services that the Purchasing Entity has ordered, Oracle will provide production, test, and
backup environments in the Data Center Region stated in the Purchasing Entity’s Order. Oracie and its
affiliates may perform certain aspects of Cloud Services, such as service administration and support, as
well as other Services (including Professional Services and disaster recovery), from locations and/or
through use of subcontractors, worldwide.

4. Incident Management and Data Breach Notification and Responsibilities: Reserved. See Incident
Management and Breach Notification section of Data Processing Agreement, which is subject to change
from time to time at Oracle’s discretion.

5. Personal Data Breach Responsibilities: Reserved. See section 4 (Incident Management and Data
Breach Natification and Responsibilities) above.

6. Notification of Legal Requests: Reserved. See Legally Required Disclosures section of Data Processing
Agreement, which is subject to change from time to time at Oracle’s discretion.

7. Termination and Suspension of Service: Reserved. See section 32 (Transition Assistance) of the
Master Agreement.

8. Background Checks: Oracle, or its agent, has performed a background check on Oracle employees
hired on or after January 1, 2003 in the United States. As of the effective date the Ordering Document,
the background check is used to attempt to : (i) ascertain an employee’s previous employment with up
to four (4) employers within the seven (7) years preceding the date of the check; (ii) ascertain an
employee’s highest degree earned; (iii) assess any public criminal records uncovered for an employee
within the seven (7) years preceding the date of the check; and (iv) check for matches on the Office of
Foreign Asset Control’s Specially Designated Nationals and Foreign Sanctions Evaders Lists. The
background check is adjudicated by Oracle. While all criminal records are individually assessed in
accordance with applicable laws and agency guidance, generally, significant crimes involving violence,
dishonesty, and certain drug-related offenses are considered disqualifiers, except where a diversion
program was successfully completed and/or the case was discharged or judicially dismissed. In general,
international transfers and individuals with valid United States government issued security clearance are
not subject to a background check. Processing and procedural variances may apply to students/interns,
university recruiting hires, and to employees of companies acquired by Oracle.

9. Access to Security Logs and Reports: Reserved,



10. Audit Rights: Reserved. See Audit Rights section of Data Processing Agreement, which is subject to
change from time to time at Oracle's discretion.

11. Data Center Audit: Reserved. See section 10 {Audit Rights) above.

12. Change Control and Advance Notice: Reserved. See Oracle Cloud Change Management and
Maintenance section of Oracle Hosting and Delivery Policies, which is subject to change from time to
time at Oracle’s discretion.

13. Security: Reserved.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties and
limit staff knowledge of Purchasing Entity data to that which is absolutely necessary to perform job
duties.

15. Controller of Data: Reserved. See Controfler of Data section of Data Processing Agreement, which is
subject to change from time to time at Qracle’s discretion.

16. Service Availability Provisions: Reserved. See Service Availability Provisions and Definition of
Unplanned Downtime sections of Hosting and Delivery Policies, which is subject to change from time to
time at Oracle’s discretion.

17. Affiliates and Subprocessors: Reserved. See Affiliates and Subprocessors section of Data Processing
Agreement which is subject to change from time to time at Oracle’s discretion.

18. Right to Remove Individuals: Reserved.

19. Business Continuity and Disaster Recovery: Reserved. See Oracle Cloud Service Continuity Policy
section of Hosting and Delivery Policies, which is subject to change from time to time at Oracle’s
discretion.

20. Compliance with Accessibility Standards: The extent to which an Oracle product is, at the time of
delivery, capable of providing comparable access to individuals with disabilities consistent with the
applicable provisions of the Architectural and Transportation Barriers Compliance Board standards set
out in 36 CFR Part 1194 (known as 'Section 508'), in effect as of the date of the Master Agreement, is
indicated by the comments and exceptions {some of which may be significant, if any) noted on the
applicable Voluntary Product Accessibility Templates (VPAT) available at www.oracle.com/accessibility
for each product, when they are used in accordance with Oracle's associated decuments and other
written information, and provided that any assistive technologies and any other products used with
them properly interoperate with them. In the event that no VPAT is available for a particular Oracle
product, please contact the Oracle Accessibility Program Office at accessible_ww@oracle.com. In some
cases, the outcome may be that a product is still being evaluated for accessibility, may be scheduled to
meet accessibility standards in a future release, or may not be scheduled to meet accessibility standards
at all. No other terms, conditions, statements or any other such representations regarding or relating to
accessibility shall apply to the Gracle products provided under this agreement.



21. Web Services: Reserved.

22. Data Protection: Reserved. See Scope of Customer-managed Public Cloud Services section of Oracle
Hosting and Delivery Policies which is subject to change from time to time at Oracle’s discretion.

23. Subscription Terms: Reserved. See section 1 {Data Ownership and Rights Granted) above and
section 26 (Title to Product) of Attachment A.



Exhibit 2 to the Master Agreement:
Platform-as-a-Service

1. Data Ownership and Rights Granted: The control and ownership of Data remains with the Purchasing
Entity, and as between Purchasing Entity and Oracle, Purchasing Entity will at all times remain the data
controller for the purposes of the Master Agreement, the applicable Participating Addendum, any
orders of Cloud Services placed under the Master Agreement and any Participating Addendum, and the
Data Processing Agreement. See also Controller of Data section of the Data Processing Agreement.

For the duration of the Services Period and subject to the Purchasing Entity’s payment obligations, and
except as otherwise set forth in the Master Agreement or the Purchasing Entity’s Order, the Purchasing
Entity has the non-exclusive, non-assignable, worldwide limited right to access and use the Services that
the Purchasing Entity ordered, including anything developed by Oracle and delivered to the Purchasing
Entity as part of the Services, solely for the Purchasing Entity’s internal business operations and subject
to the terms of the Master Agreement and the Order, including the Service Specifications. The
Purchasing Entity may allow its Users to use the Services for this purpose and the Purchasing Entity is
responsible for its Users’ compliance with the Master Agreement and the Order.

The Purchasing Entity does not acquire under this Master Agreement any right or license to use the
Services, including the Oracte Programs and Services Environment, in excess of the scope and/or
duration of the Services stated in the Order. Upon the end of the Services ordered, the Purchasing
Entity’s right to access and use the Services will terminate.

To enable Oracle to provide the Purchasing Entity and its Users with the Services, the Purchasing Entity
grants Oracle the right to use, process and transmit, in accordance with this Master Agreement and the
Order, Your Content and Your Applications for the duration of the Services Period plus any additional
post-termination period during which Oracle provides the Purchasing Entity with access to retrieve an
export file of Your Content and Your Applications. If Your Applications include third party programs, the
Purchasing Entity acknowledges that Oracle may allow providers of those third party programs to access
the Services Environment, including Your Content and Your Applications, as required for the
interoperation of such third party programs with the Services. Cracle will not be respons'ible for any use,
disclosure, modification or deletion of Your Content or Your Applications resulting from any such access
by third party program providers or for the interoperability of such third party programs with the
Services.

Except as otherwise expressly set forth in the Purchasing Entity’s Order for certain Cloud Services
offerings {e.g., a private cloud hosted at the Purchasing Entity’s facility, if available under this Master
Agreement}, the Purchasing Entity acknowledges that Oracle has no delivery obligation for Oracle
Programs and will not ship copies of such programs to the Purchasing Entity as part of the Services.

As part of certain Cloud Services offerings, Oracle may provide the Purchasing Entity with access to Third
Party Content. The type and scope of any Third Party Content is defined in the Purchasing Entity’s Order
or applicable Service Specifications. The third party owner, author or provider of such Third Party



Content retains all ownership and intellectual property rights in and to that content, and the Purchasing
Entity’s rights ta use such Third Party Content are subject to, and governed by, the terms applicable to
such content as specified by such third party owner, author er provider, unless otherwise specified in
the Purchasing Entity’s Order.

The Purchasing Entity will own all right, title and interest in its data that is related to the Services
provided by this Master Agreement. The Contractor shall not access Purchasing Entity user accounts or
Purchasing Entity data, except (1) in the course of data center operations, {2} in response to service or
technical issues, {3) as required by the express terms of this Master Agreement, Participating
Addendum, SLA, and/or other contract documents, or {4) at the Purchasing Entity’s written request.

2. Data Protection:

In perfarming the Services, Oracle will comply with the Oracle Services Privacy Policy, which is available
at http://www.oracle.com/html/Services-privacy-policy.html and incorporated herein by reference. The
Oracle Services Privacy Policy is subject to change at Oracle’s discretion; however, Oracle policy changes
will not result in a material reduction in the level of protection provided for the Purchasing Entity’s
Personal Data provided as part of Your Content during the Services Period of the Purchasing Entity’s
Order.

Oracle’s Data Processing Agreement for Oracle Cloud Services (the “Data Processing Agreement”), which
is available at http://www.oracle.com/dataprocessingagreement and incorporated herein by reference,
describes the parties’ respective roles for the processing and control of Personal Data that the
Purchasing Entity provides to Oracle as part of the Cloud Services. Oracle will act as a data processor,
and will act on the Purchasing Entity’s instruction concerning the treatment of the Purchasing Entity’s
Personal Data residing in the Services Environment, as specified in the Master Agreement, the Data
Processing Agreement and the applicable Order. The Purchasing Entity agree to provide any notices and
obtain any consents related to the Purchasing Entity’s use of the Services and Cracle’s provision of the
Services, including those related to the collection, use, processing, transfer and disclosure of Personal
Data.

The Service Specifications applicable to the Purchasing Entity’s Order define the administrative, physical,
technical and other safeguards applied to Your Content residing in the Services Environment, and
describe other aspects of system management applicable to the Services. The Purchasing Entity is
responsible for any security vulnerabilities, and the consequences of such vulnerabilities, arising from
Your Content and Your Applications, including any viruses, Trojan horses, worms or other programming
routines contained in Your Content or Your Applications that could limit or harm the functionality of a
computer or that could damage, intercept or expropriate data. The Purchasing Entity may disclose or
transfer, or instruct Oracle to disclose or transfer in writing, Your Content or Your Applications to a third
party, and upon such disclosure or transfer Oracle is no longer responsible for the security or
confidentiality of such content and applications outside of Oracle.

The Purchasing Entity may not provide Oracle access to health, payment card or similarly sensitive
personal informaticn that imposes specific data security obligations for the processing of such data



unless specified in the Purchasing Entity’s Order. If available, the Purchasing Entity may purchase
services from Oracle (e.g., Oracle Payment Card Industry Compliance Services, Oracle HIPAA Security
Services, Oracle Federal Security Services, etc.} designed to address particular data protection
requirements applicable to the Purchasing Entity’s business or Your Content.

3. Data Location: The Purchasing Entity’s Order will specify the Data Center Region in which the
Purchasing Entity’s Services Environment will reside. As described in the Service Specifications and to
the extent applicable to the Cloud Services that the Purchasing Entity has ordered, Oracle will provide
production, test, and backup environments in the Data Center Region stated in the Purchasing Entity’s
Order. Oracle and its affiliates may perform certain aspects of Cloud Services, such as service
administration and support, as well as other Services (including Professional Services and disaster
recovery), from locations and/or through use of subcontractors, worldwide..

4. Incident Management and Data Breach Notification and Responsibilities: Reserved. See Incident
Management and Breach Notification section of Data Processing Agreement, which is subject to change
from time to time at Qracle’s discretion.

5. Personal Data Breach Responsibilities: Reserved. See section 4 (Incident Management and Data
Breach Notification and Responsibilities) above.

6. Notification of Legal Requests: Reserved. See Legally Required Disclosures section of Data Processing
Agreement, which is subject to change from time to time at Oracle’s discretion,

7. Termination and Suspension of Service: Reserved. See section 32 {Transition Assistance) of the
Master Agreement.

8. Background Checks: Oracle, or its agent, has performed a background check on Oracle employees
hired on or after January 1, 2003 in the United States. As of the effective date the Ordering Document,
the background check is used to attempt to : (i) ascertain an employee’s previous employment with up
to four (4) employers within the seven (7) years preceding the date of the check; (ii) ascertain an
employee’s highest degree earned; (iii) assess any public criminal records uncovered for an employee
within the seven (7) years preceding the date of the check; and {iv) check for matches on the Office of
Foreign Asset Control’'s Specially Designated Nationals and Foreign Sancticns Evaders Lists. The
background check is adjudicated by Oracle. While all criminal records are individually assessed in
accordance with applicable laws and agency guidance, generally, significant crimes involving violence,
dishonesty, and certain drug-related offenses are considered disqualifiers, except where a diversion
program was successfully completed and/or the case was discharged or judicially dismissed. In general,
international transfers and individuals with valid United States government issued security clearance are
not subject to a background check. Processing and procedural variances may apply to students/interns,
university recruiting hires, and to employees of companies acquired by Oracle.

9. Access to Security Logs and Reports: Reserved.



10, Audit Rights: Reserved. See Audit Rights section of Data Processing Agreement, which is subject to
change from time to time at Oracle’s discretion.

11. Data Center Audit: Reserved. See section 10 (Audit Rights} above.

12. Change Control and Advance Notice: Reserved. See Oracle Cloud Change Management and
Maintenance section of Oracle Hosting and Delivery Policies, which is subject to change from time to
time at Oracle’s discretion.

13. Security: Reserved.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties and
limit staff knowledge of Purchasing Entity data to that which is absolutely necessary to perform job
duties.

15. Controller of Data: Reserved. See Controller of Data section of Data Processing Agreement, which is
subject to change from time to time at Oracle’s discretion.

16. Service Availability Provisions: Reserved. See Service Availability Pravisions and Definition of
Unplanned Downtime sections of Hosting and Delivery Policies, which is subject to change from time to
time at Oracle’s discretion.

17. Affiliates and Subprocessors: Reserved. See Affiliates and Subprocessors section of Data Processing
Agreement which is subject to change from time to time at Qracle’s discretion.

18. Business Continuity and Disaster Recovery: Reserved. See Oracle Cloud Service Continuity Policy
section of Hosting and Delivery Palicies, which is subject to change from time to time at Qracle’s
discretion.

19. Compliance with Accessibility Standards: The extent to which an Oracle product is, at the time of
delivery, capable of providing comparable access to individuals with disabilities consistent with the
applicable provisions of the Architectural and Transportation Barriers Compliance Board standards set
out in 36 CFR Part 1194 (known as 'Section 508'), in effect as of the date of the Master Agreement, is
indicated by the comments and exceptions (some of which may be significant, if any) noted on the
applicable Voluntary Product Accessibility Templates (VPAT) available at www.oracle.com/accessibility
for each product, when they are used in accordance with Oracle's associated documents and other
written information, and provided that any assistive technologies and any other products used with
them properly interoperate with them. In the event that no VPAT is available for a particular Oracle
product, please contact the Oracle Accessibility Program Office at accessible_ww®oracle.com. In some
cases, the outcome may be that a product is still being evaluated for accessibility, may be scheduled to
meet accessibility standards in a future release, or may not be scheduled to meet accessibility standards
at all. No other terms, conditions, statements or any other such representations regarding or relating to
accessibility shall apply to the Oracle products provided under this agreement.

20. Web Services: Reserved.



21. Data Protection: Reserved. See Scope of Customer-managed Public Cloud Services section of Oracle
Hosting and Delivery Policies which is subject to change from time to time at Oracle’s discretion.

22. Subscription Terms: Reserved. See section 1 (Data Ownership and Rights Granted} above and
section 26 (Title to Product) of Attachment A.



Exhibit 3 to the Master Agreement:
Infrastructure-as-a-Service

1. Data Ownership and Rights Granted: The control and ownership of Data remains with the Purchasing
Entity, and as between Purchasing Entity and Oracle, Purchasing Entity will at all times remain the data
contraller for the purposes of the Master Agreement, the applicable Participating Addendum, any
orders of Cloud Services placed under the Master Agreement and any Participating Addendum, and the
Data Processing Agreement. See also Controller of Data section of the Data Processing Agreement,

For the duration of the Services Period and subject to the Purchasing Entity’s payment obligations, and
except as otherwise set forth in the Master Agreement or the Purchasing Entity’s Order, the Purchasing
Entity has the non-exclusive, non-assignable, worldwide limited right to access and use the Services that
the Purchasing Entity ordered, including anything developed by Oracle and delivered to the Purchasing
Entity as part of the Services, solely for the Purchasing Entity’s internal business operations and subject
to the terms of the Master Agreement and the Order, including the Service Specifications. The
Purchasing Entity may allow its Users to use the Services for this purpose and the Purchasing Entity is
responsible for its Users’ compliance with the Master Agreement and the Order.

The Purchasing Entity does not acquire under this Master Agreement any right or license to use the
Services, including the Oracle Programs and Services Environment, in excess of the scope and/or
duration of the Services stated in the Order. Upon the end of the Services ordered, the Purchasing
Entity’s right to access and use the Services will terminate.

To enable Oracle to provide the Purchasing Entity and its Users with the Services, the Purchasing Entity
grants Oracle the right to use, process and transmit, in accordance with this Master Agreement and the
Order, Your Content and Your Applications for the duration of the Services Period plus any additional
post-termination period during which Oracle provides the Purchasing Entity with access to retrieve an
export file of Your Content and Your Applications. If Your Applications include third party programs, the
Purchasing Entity acknowledges that Oracle may allow providers of thase third party programs to access
the Services Environment, including Your Content and Your Applications, as required for the
interoperation of such third party programs with the Services. Oracle will not be responsible for any use,
disclosure, modification or deletion of Your Content or Your Applications resulting from any such access
by third party program providers or for the interoperability of such third party programs with the
Services.

Except as otherwise expressly set forth in the Purchasing Entity’s Order for certain Cloud Services
offerings (e.g., a private cloud hosted at the Purchasing Entity’s facility, if available under this Master
Agreement), the Purchasing Entity acknowtedges that Oracle has no delivery obligation for Oracle
Programs and will not ship copies of such programs to the Purchasing Entity as part of the Services.

As part of certain Cloud Services offerings, Oracle may provide the Purchasing Entity with access to Third
Party Content. The type and scope of any Third Party Content is defined in the Purchasing Entity’s Order
or applicable Service Specifications. The third party owner, author or provider of such Third Party



Content retains all ownership and intellectual property rights in and to that content, and the Purchasing
Entity’s rights to use such Third Party Content are subject to, and governed by, the terms applicable to
such content as specified by such third party owner, author or provider, unless otherwise specified in
the Purchasing Entity’s Order.

The Purchasing Entity will own all right, title and interest in its data that is related to the Services
provided by this Master Agreement. The Contractor shall not access Purchasing Entity user accounts or
Purchasing Entity data, except (1) in the course of data center operations, {2) in response to service or
technical issues, (3) as required by the express terms of this Master Agreement, Participating
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

2. Data Protection: In performing the Services, Oracle will comply with the Oracle Services Privacy
Policy, which is available at http://www.oracle.com/html/Services-privacy-policy.html and incorporated
herein by reference. The Oracle Services Privacy Policy is subject to change at Oracle’s discretion;
however, Oracle policy changes will not result in a material reduction in the level of protection provided
for the Purchasing Entity’s Personal Data provided as part of Your Content during the Services Period of
the Purchasing Entity’s Order.

Oracle’s Data Processing Agreement for Oracle Cloud Services (the “Data Processing Agreement”}, which
is available at http://www.oracle.com/dataprocessingagreement and incorporated herein by reference,
describes the parties’ respective roles for the processing and control of Personal Data that the
Purchasing Entity provides to Oracle as part of the Cloud Services. Oracle will act as a data processor,
and will act on the Purchasing Entity’s instruction concerning the treatment of the Purchasing Entity’s
Personal Data residing in the Services Environment, as specified in the Master Agreement, the Data
Processing Agreement and the applicable Order. The Purchasing Entity agree to provide any notices and
obtain any consents related to the Purchasing Entity’s use of the Services and Oracle’s provision of the
Services, including those related to the collection, use, processing, transfer and disclosure of Personal
Data.

The Service Specifications applicable to the Purchasing Entity’s Order define the administrative, physical,
technical and other safeguards applied to Your Content résiding in the Services Environment, and
describe other aspects of system management applicable to the Services. The Purchasing Entity is
responsible for any security vulnerabilities, and the consequences of such vulnerabilities, arising from
Your Content and Your Applications, including any viruses, Trojan horses, worms or other programming
routines contained in Your Content or Your Applications that could limit or harm the functionality of a
computer or that could damage, intercept or expropriate data. The Purchasing Entity may disclose or
transfer, or instruct Oracle to disclose or transfer in writing, Your Content or Your Applications to a third
party, and upon such disclosure or transfer Oracle is no longer responsible for the security or
confidentiality of such content and applications outside of Oracle.

The Purchasing Entity may not provide Oracle access to health, payment card or similarly sensitive
personal information that imposes specific data security obligations for the processing of such data
unless specified in the Purchasing Entity’'s Order. if available, the Purchasing Entity may purchase



services from Oracle (e.g., Oracle Payment Card Industry Compliance Services, Oracle HIPAA Security
Services, Oracle Federal Security Services, etc.} designed to address particular data protection
requirements applicable to the Purchasing Entity’s business or Your Content.

3. Data Location: The Purchasing Entity’s Order will specify the Data Center Region in which the
Purchasing Entity’s Services Environment will reside. As described in the Service Specifications and to
the extent applicable to the Cloud Services that the Purchasing Entity has ordered, Oracle will provide
production, test, and backup environments in the Data Center Region stated in the Purchasing Entity’s
Order. Oracle and its affiliates may perform certain aspects of Cloud Services, such as service
administration and support, as well as other Services (including Professional Services and disaster
recovery), from locations and/or through use of subcontractors, worldwide.

4. Incident Management and Data Breach Notification and Responsibilities: Reserved. See Incident
Management and Breach Notification section of Data Processing Agreement, which is subject to change
from time to time at Oracle’s discretion.

5. Personal Data Breach Responsibilities: Reserved. See section 4 (Incident Management and Data
Breach Notification and Responsibilities) above.

6. Notification of Legal Requests: Reserved. See Legally Required Disclosures section of Data Processing
Agreement, which is subject to change from time to time at Oracle’s discretion.

7. Termination and Suspension of Service: Reserved. See section 32 (Transition Assistance) of the
Master Agreement.

8. Background Checks: Oracle, or its agent, has performed a background check on Oracle employees
hired on or after January 1, 2003 in the United States. As of the effective date the Ordering Document,
the background check is used to attempt to : {i) ascertain an emplayee’s previous employment with up
to four {4) employers within the seven (7) years preceding the date of the check; (ii} ascertain an
employee’s highest degree earned; (iii) assess any public criminal records uncovered for an-employee
within the seven {7} years preceding the date of the check; and.{iv) check for matches on the Office of
Foreign Asset Control’s Specially Designated Nationals and Foreign Sanctions Evaders Lists. The
background check is adjudicated by Oracle. While all criminal records are individually assessed in
accardance with applicable laws and agency guidance, generally, significant crimes involving violence,
dishonesty, and certain drug-related offenses are considered disqualifiers, except where a diversion
program was successfully completed and/or the case was discharged or judicially dismissed. In general,
international transfers and individuals with valid United States government issued security clearance are
not subject to a background check. Processing and procedural variances may apply to students/interns,
university recruiting hires, and to employees of companies acquired by Oracle.

9. Access to Security Logs and Reports: Reserved.

10. Audit Rights: Reserved. See Audit Rights section of Data Processing Agreement, which is subject to
change from time to time at Oracle’s discretion.



11. Data Center Audit: Reserved. See section 10 (Audit Rights) above.

12. Change Control and Advance Notice: Reserved. See Oracle Cloud Change Management and
Maintenance section of Oracle Hosting and Delivery Policies, which is subject to change from time to
time at QOracle’s discretian.

13. Security: Reserved.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties and
limit staff knowledge of Purchasing Entity data to that which is absolutely necessary to perform job
duties.

15. Controller of Data: Reserved. See Controller of Data section of Data Processing Agreement, which is
subject to change from time to time at Oracle’s discretion.

16. Service Availability Provisions: Reserved. See Service Availability Provisions and Definition of
Unplanned Downtime sections of Hosting and Delivery Policies, which is subject to change from time to
time at Oracle’s discretion.

17. Affiliates and Subprocessors; Reserved. See Affiliotes and Subprocessors section of Data Processing
Agreement which is subject to change from time to time at Oracle’s discretion.

18. Business Continuity and Disaster Recovery: Reserved. See Oracle Cloud Service Continuity Policy
section of Hosting and Delivery Policies, which is subject to change from time to time at Oracle’s
discretion.

19. Subscription Terms: Reserved. See section 1 {Data Ownership and Rights Granted} above and
section 26 (Title to Product) of Attachment A,



ADDENDUM 1 _
ORACLE’

Data Processing Agreement for Oracle Cloud Services

Version November 3, 2015
1. Scope and order of precedence

This agreement (the “Data Processing Agreement”) applies to Oracle’s Processing of Personal Data
provided to Oracle by Customer as part of Oracle's provision of Cloud Services (*Cloud Services™), as
further specified in (i) the applicable Oracle master agreement and (ii) the Oracle Ctoud Ordering
Document between Customer and Oracle, and all decuments, addenda, schedules and exhibits
incorporated therein {collectively the “Agreement”) by and between the Customer entity and Oracle
subsidiary listed in the order for Cloud Services.

This Data Processing Agreement is subject to the terms of the Agreement and is incorporated into the
Agreement. Except as expressly stated otherwise, in the event of any conflict between the terms of the
Agreement and the terms of this Data Processing Agreement, the relevant terms of this Data Processing
Agreement shall take precedence. This Data Processing Agreement shall be effective for the Services
Period of any Oracle Cloud order placed under the Agreement.

2. Definitions
“Customer” or “you" means the Customer that has executed the order for Cloud Services.
“Oracle” or “Processor” means the Oracle subsidiary listed in the order for Cloud Services.

“Oracle Affiliates” mean the subsidiaries of Oracle Corporation that may assist in the performance of the
Cloud Services.

"Model Clauses” means the standard contractual clauses annexed to the EU Commission Decision
2010/87/EU of 5 February 2010 for the Transfer of FPersonal Data to Processors established in
Third Countries under the Directive {defined below).

“Personal Data” means any information relating to an identified or identifiable natural person that
Customer or its end users provide to Oracle as part of the Cloud Services; an identified or identifiable
natural person (a “data subject’} is one who can be identified, directly or indirectly, in particular by
reference to an identification number or to one or more factors specific to his/her physical, physiological,
mental, economic, cultural or social identity.

“Process” or “Processing” means any operation or set of operations which is performed by Oracle as part
of the Cloud Services upon Personal Data, whether or not by automatic means, such as collection,
recording, organization, storage, adaptaticn or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure
or destruction.

*Subprocessor” means a third party subcontractor engaged by Oracle which, as part of the
subcontractor's role of delivering the Cloud Services, will Process Personal Data of the Customer,

“The Directive” means Directive 95/46/EC of the European Parliament and of the Council of October 24,
1985, as amended, on the protection of individuals with regard to the Processing of Personal Data and on
the free movement of such data.

Other terms have the definitions provided for them in the Agreement or as otherwise specified below.
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3. Categories of Personal Data and purpose of the Personal Data Processing

in order to execute the Agreement, and in particular to perform the Cloud Services on behalf of
Customer, Customer authorizes and requests that Oracle Process the following Personal Data:

Categories of Personal Data: Personal Data may include, among other information, personal contact
information such as name, home address, home telephone or mobile number, fax number, email
address, and passwords; information conceming family, lifestyle and social circumstances including age,
date of birth, marital status, number of children and name(s) of spouse and/or children; employment
details including employer name, job title and function, employment history, salary and other benefits, job
performance and other capabilities, education/qualification, identification numbers, social security details
and business contact details; financial details, and goods and services provided.

Categories of Data Subjects: Data subjects may include Customer's representatives and end users, such
as employees, job applicants, contractors, collaborators, partners, and customers of the Customer. Data
subjects atso may include individuals attempting to communicate or transfer Personal Data to users of
the Cloud Services.

Oracle will Process Personal Data solely for the provision of the Cloud Services, and will not otherwise
(i) Process or use Personal Data for purposes other than those set forth in the Agreement or as
instructed by Customer, or (ii) disclose such Personal Data to third parties other than Oracle Affiliates or
Subprocessors for the aforementioned purposes or as required by law.

4. Customer’s Instructions

During the Services Period of any order for Cloud Services, Customer may provide instructions to
Oracle in addition to those specified in the Agreement with regard to processing of Personal Data.
Oracle will comply with all such instructions without additional charge to the extent necessary for Oracle
to comply with laws applicable to Oracle as a data processor in the performance of the Cloud Services;
the parties will negotiate in good faith with respect to any other change in the Cloud Services and/or
fees resulting from such instructions.

5. Controller of Data

The control of Personal Data remains with Customer, and as between Customer and Cracle, Customer
will at all times remain the data controller for the purposes of the Cloud Services, the Agreement, and
this Data Processing Agreement. Customer is responsible for compliance with its obligations as data
controller under data protection laws, in particular for justification of any transmission of Personal Data to
Oracle (including providing any required notices and obtaining any required consents}, and for its
decisions and actions concerning the Processing and use of the data.

6. Rights of Data Subject

Oracle will grant Customer electronic access to Customer's Cloud Services environment that holds
Personal Data to permit Customer to delete, release, correct or block access to specific Personal Data
or, if that is not practicable and to the extent permitted by applicable law, follow Customer's detailed
written instructions to delete, release, correct or block access to Personal Data held in Customer's Cloud
Services environment. Customer agrees to pay Oracle's reasonable fees associated with the
performance of any such deletion, release, correction or blocking of access to Personal Data. Oracle wiil
pass on to the Customer any requests of an individual data subject to delete, release, correct or block
Personal Data Processed under the Agreement.

7. Cross Border and Onward Data Transfer
Oracle treats all Personal Data in a manner consistent with the requirements of the Agreement and

this Data Processing Agreement in all locations globally. Oracle’s information policies, standards and
governance practices are managed on a global basis.
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To the extent Personal Data originating from the EEA or Switzerland is transferred to Oracle, Oracle
Affiliates or Subprocessors located in countries outside the EEA or Switzerland that have not received a
binding adequacy decision by the European Commission pursuant to Articles 25(6) and 31(2) of the
Directive or by a competent national data protection authority, such transfers are managed as follows.

Transfers from Customer to Oracle or Oracle Affiliates are made subject to the terms of this Data
Processing Agreement and {i) the Model Clauses, with Customer acting as the “data exporter” and Oracle
and/or the Oracle Affiliate(s) acting as the “data importer(s)” (as those terms are defined in the Model
Clausesy); or (ii) other appropriate transfer mechanisms that provide an adequate level of protection in
compliance with the applicable requirements of Articles 25 and 26 of the Directive. The terms of this Data
Processing Agreement shall be read in conjunction with the Model Clauses or other appropriate transfer
mechanism referred to in the prior sentence.

For transfers from Oracle to Oracle Affiliates, Oracle shall ensure that such transfers are subject to (i) the
terms of the Oracle intra-company agreement entered into between Oracle Corporation and the Oracle
Affiliates, which requires all transfers of Personal Data to be made in compliance with the Model Clauses
and with all applicable Oracle security and data privacy policies and standards, or (ii} other appropriate
transfer mechanisms thal provide an adequate level of protection in compliance with the applicable
requirements of Articles 25 and 26 of the Directive.

For transfers from Oracle or Cracle Affiliates to Subprocessors, Oracle requires the Subprocessor to
execute Model Clauses incorporating security and other data privacy requirements consistent with those
of this Data Processing Agreement.

8. Affiliates and Subprocessors

Some or all of Oracle's obligations under the Agreement may be performed by Oracle Affiliates. Oracle
and the Oracle Affiliates have entered into the intra-company agreement specified above, under which
the Oracie Affiliates Processing Personal Data adopt safeguards consistent with those of Oracle.
Oracle is responsible for its compliance and the Oracle Affiliates' compliance with this requirement.

Oracle also may engage Subprocessors to assist in the provision of the Cloud Services. Oracle
maintains a list of Subprocessors that may Process the Personal Data of Oracle's Cloud Service
customers and will provide a copy of that list to Customer upon request.

All Subprocessors are required to abide by substantially the same obligations as Oracle under this Data
Processing Agreement as applicable to their perfarmance of the Cloud Services. Customer may
request that Oracle audit the Subprocessor or provide confirmation that such an audit has occurred (or,
where available, obtain or assist customer in obtaining a third-party audit report concerning
Subprocessor’s operations) to ensure compliance with such obligations. Customer also will be entitled,
upon written request, to receive copies of the relevant terms of Oracle's agreement with Subprocessors
that may Process Personal Data, unless the agreement contains confidential information, in which case
Oracte may provide a redacted version of the agreement.

Cracle remains respensible at all times for compliance with the terms of the Agreement and this
Data Processing Agreement by Oracle Affiliates and Subprocessors.

Customer consents to Oracle's use of Oracle Affiliates and Subprocessors in the performance of
the Cloud Services in accordance with the terms of Sections 7 and 8 above.

9. Technical and Organizational Measures

When Processing Personal Data on behalf of Customer in connection with the Cloud Services, Oracle
has implemented and will maintain appropriate technical and organizational security measures for the
Processing of such data, including the measures specified in this Section to the extent applicable to the
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Oracle’s Processing of Personal Data. These measures are intended to protect Personal Data against
accidental or unauthorized loss, destruction, alteration, disclosure or access, and against all other
unlawful forms of processing. Additional information concerning such measures, including the specific
security measures and practices for the particular Cloud Services ordered by Customer, may be
specified in the Agreement.

9.1 Physical Access Control. Oracle employs measures designed to prevent unauthorized persons from
gaining access to data processing systems in which Personal Data is processed, such as the use of
security personnel, secured buildings and data center premises.

9.2 System Access Control. The following may, among other controls, be applied depending upon the
particular Cloud Services ordered: authentication via passwords and/or two-factor authentication,
documented authorization processes, documented change management processes, and logging of
access on several levels. For Cloud Services hosted @Oracle: (i) log-ins to Cloud Services
Environments by Oracle employees and Subprocessors are logged; {ii} logical access to the data centers
is restricted and protected by firewall/VLAN; and (iii) intrusion detection systems, centralized iogging and
alerting, and firewalls are used.

9.3 Data Access Control. Personal Data is accessible and manageable only by properly authorized staff,
direct database query access is restricted, and application access rights are established and enforced.
In addition to the access control rules set forth in Sections 9.1 — 9.3 above, Oracle implements an
access policy under which Customer controls access to its Cloud Services environment and to Personal
Data and other data by its authonzed personnel.

9.4 Transmission Control. Except as otherwise specified for the Cloud Services (including within the
ordering document or the applicable service specifications), transfers of data outside the Cloud Service
environment are encrypted. Some Cloud Services, such as social media services, may be configurable
to permit access to sites that require unencrypted communications. The content of communications
(including sender and recipient addresses) sent through some email or messaging services may not be
encrypted. Customer is solely responsible for the results of its decision to use unencrypted
communications or transmissions.

9.5 Input Control. The Personal Data source is under the control of the Customer, and Personal Data
integration into the system, is managed by secured file transfer (i.e., via web services or entered into the
application) from the Customer. Note that some Cloud Services permit Customers to use unencrypted file
transfer protocols. In such cases, Customer is solely responsibte for its decision to use such unencrypted
field transfer protocols.

9.6 Data Backup. For Cloud Services hosted @Oracle: back-ups are taken on a regular basis; back-
ups are secured using a combination of technical and physical controls, depending on the particular
Cloud Service.

9.7 Data Segregation. Personal Data from different Oracle customers’ environments is
logically segregated on Oracle's systems.

10. Audit Rights

Customer may audit Oracle’s compliance with the terms of the Agreement and this Data Processing
Agreement up to once per year. Customer may perform more frequent audits of the Cloud Service
computer systems that Process Personal Data to the extent required by laws applicable to Customer. If a
third party is to conduct the audit, the third party must be mutually agreed to by Customer and Oracle and
must execute a written confidentiality agreement acceptable to Oracle before conducting the audit.

To request an audit, Customer must submit a detailed audit plan at least two weeks in advance of the
proposed audit date to Oracle Corporation’s Global Information Security organization (“GIS™) describing
the proposed scope, duration, and start date of the audit. Oracle will review the audit plan and provide
Customer with any concerns or questions (for example, any request for information that could
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compromise Oracle security, privacy, employment or other relevant policies). Oracle will work
cooperatively with Customer to agree on a finat audit plan. If the requested audit scope is addressed in a
SSAE 16/ISAE 3402 Type 2, ISO, NIST, PCI DSS, HIPAA or similar audit report performed by a qualified
third party auditor within the prior twelve months and Oracle confirms there are no known material
changes in the controls audited, Customer agrees to accept those findings in lieu of requesting an audit
of the controls covered by the report.

The audit must be conducted during reqular business hours at the applicable facility, subject to
Oracle policies, and may not unreasonably interfere with Oracle business activities.

Customer will provide GIS any audit reports generated in connection with any audit under this section,
unless prohibited by law. Customer may use the audit reports only for the purposes of meeting its
regulatory audit requirements and/or confirming compliance with the requirements of the Agreement ang
this Data Processing Agreement. The audit reports are Confidential information of the parties under the
terms of the Agreement.

Any audits are at the Customer's expense. Any request for Oracle to provide assistance with an audit is
considered a separate service if such audit assistance requires the use of resources different from or in
addition to those required for the provision of the Cloud Services. Oracle will seek the Customer's
written approval and agreement to pay any related fees before performing such audit assistance.

11. Incident Management and Breach Notification

Oracle evaluates and responds to incidents that create suspicion of unauthorized access to or handling
of Personal Data {“Incident”). GIS is informed of such Incidents and, depending on the nature of the
activity, defines escalation paths and response teams to address those Incidents. GIS will work with
Customer, with internal Oracle lines of business, with the appropriate technical teams and, where
necessary, with outside law enforcement to respond to the Incigdent. The goal of the Incident response
will be to restore the confidentiality, integrity, and availability of the Cloud Services environment, and fo
establish root causes and remediation steps.

Oracle operations staff is instructed on responding to Incidents where handling of Personal Data may
have been unauthorized, including prompt and reasonable reporting to GIS and to Oracle
Corporation's legal department, escalation procedures, and chain of custody practices to secure
refevant evidence.

For purposes of this section, “Security Breach™ means the misappropriation of Personal Data located
on Oracle systems or the Cloud Services environment that compromises the security, confidentiality or
integrity of such information. Oracle will inform Customer within 72 hours if Oracle determines that
Personal Data has been subject o a Security Breach (including by an Oracle employee) or any other
circumstance in which Customer is required to provide a natification under applicable law, unless
otherwise required by law.

Oracle will promptly investigate the Security Breach and take reasonable measures to identify its root
cause(s) and prevent a recurrence. As information is collected or otherwise becomes available, unless
prohibited by law, Oracle will provide Customer with a description of the Security Breach, the type of
data that was the subject of the breach, and other information Customer may reasonably request
concerning the affected persons. The parties agree to coordinate in good faith on developing the content
of any related public statements or any required notices for the affected persons and/or the relevant data
protection authorities.

12. Return and Deletion of Personal Data upon End of Cloud Services or at Customer's Request
("Data Portability™)

Following termination of the Cloud Services, Oracle will retumn or otherwise make available for retrieval
Customer's Personal Data then available in the Customer's Cloud Services envirgnment. Following



return of the data, or as otherwise specified in the Agreement, Oracle will promptiy delete or otherwise
render inaccessible alt copies of Personal Data from the production Cloud Services environment, except
as may be required by law. Oracle's data return and deletion practices are described in more detail in the
Agreement.

13. Legally Required Disclosures

Except as otherwise required by law, Oracle will promptly notify Customer of any subpoena, judicial,
administrative or arbitral order of an executive or administrative agency or other governmental authority
{"Demand”) that it receives and which relates to the Personal Data Oracle is Processing on Customer's
behalf. At Customer's request, Oracle will provide Customer with reascnable information in its
possession that may be responsive to the Demand and any assistance reasonably required for Customer
to respond to the Demand in a timely manner. Customer acknowledges that Oracle has no responsibility
to interact directly with the entity making the Demand.

14. Service Analyses

Oracle may (i) compile statistical and other information related to the perfarmance, operation and use of
the Cloud Services, and (ii) use data from the Cloud Services environment in aggregated form for security
and operations management, to create statistical analyses, and for research and development purposes
(clauses i and ii are collectively referred to as “Service Analyses”) . Oracle may make Service Analyses
publicly available; however, Service Analyses will not incorporate Customer's Content or Confidential
Information in a form that could identify or serve to identify Customer or any data subject, and Service
Analyses do not constitute Personal Data. Oracle retains all intellectual property rights in Service
Analyses.
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Overview

These Oracle Cloud Hosting and Delivery Policies (the "Delivery Policies™) describe the Oracle Cloud Services
ordered by You. These Delivery Policies may reference other Oracle Cloud policy documents; any reference to
"Customer” in these Delivery Policies or in such other policy documents shall be deemed to refer 16 “You" as defined
in the ordering document. Capitalized terms that are not otherwise defined in this document shall have the meaning
ascribed to them in the Oracle agreement, ordering document or policy.

Your ordering document or Oracle's Service Specifications (such as Cloud Service Pillar documentation or Service
Descriptions) may include additional details or exceptions related to specific Oracle Cloud Services. The Cloud
Service Pillar documentation, the Service Descriptions and the Program Documentation for Oracle Cloud Services

are available at hitp://fwww.oracle.com/coniracts.

Oracle Cloud Services are provided under the terms of the Oracle agreement, ordering document, and Service
Specifications applicable to such services. Oracle's delivery of the Services is conditioned on Your and Your users’
compliance with Your obligations and responsibilities defined in such documents and incorporated policies. These
Delivery Policies, and the documents referenced herein, are subject to change at Oracle's discretion; however
Oracle policy changes will not result in a material reduction in the level of performance, security, or availability of the
Cloud Services provided during the Services Period of Your order,

Oracle Cloud Services are deployed at data centers ar third-party infrastructure service providers retained by
QOracle, with the exception of Oracle Remote Cloud Sesvices. Oracle Remote Cloud Services are Public Cloud
Services that are deployed at Your data center or a third-pary data center retained by You. Cusiomers may
purchase these services standalone or they may be deployed as the underying platform for other Qracle Cloud
Services. For Oracle Remote Cloud Services, Oracle will deliver to Your data center certain hardware compeonents,
including gateway equipment, needed by Oracle to operate these services. You are responsible for providing
adequate space, power, and cooling to deploy the Oracle hardware including the gateway, and for ensuring
adequate network connectivity for Oracle Cloud Operations {o access the Services. Cracle is solely responsible for
maintenance of the Oracle hardware components including gateway equipment.

These Delivery Policies do not apply to Oracle BigMachines Express, Oracle ETAWorkforce, or such other Oracle
Cloud offerings as specified by Oracle in Your ordering document or the applicable Service Description.

1 Oracle Cloud Security Policy

1.1 OQracle Information Security Practices - General

Oracle has adopted security controls and praclices for Orade Cloud Services that are designed to protect the
confidentiality, integrity, and availability of customer data that is hosted by Oracle in the Services. Oracle continually
works 1o strengthen and improve those security controls and practices,

Oracle Cloud Services operates under practices which are aligned with the ISO/NEC 27002 Cade of Practice for
information security controls, from which a comprehensive set of controls are selected.

Oracle Cloud information security practices establish and govern areas of security applicable to Oracle Cloud
Services and o Your use of such Services. Oracle personnel (including employees, contractors, and temporary
employees) are subject to the Oracle information security practices and any additional policies that govern their
employment or the Services they provide to Oracle.
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Rather than focusing on individual components, Oracle Cloud takes a holistic approach to information security,
implementing a multilayered defense security strategy where network, operating system, database, and software
security practices and procedures complement one another with strong interal controls, govemance, and oversight.

1.2 User Encryption for External Connections

Your access to Oracle Cloud Services is through a secure communication protocol provided by Oracle. If access is
through a TLS enabled connection, that connection is negotiated for at least 128 bit encryption or stronger. The
privale key used 1o generate the cipher key is at least 2048 bits. TLS is implemented or configurable for all web-
based TLS certified applications deployed at Oracle. It is recommended that the latest available browsers certified
for Oracle programs, which are compatible with higher cipher strengths and have improved security, be utilized for
connecting to web enabled programs. The list of certified browsers for each version of Cloud Services will be made
available via a portal accessible to You or in the comesponding Service Description. In some cases, a third party site
that You wish to integrate with the Cloud Service may not accept an encrypted connection. For Cloud Services
where HTTP connections with the third party site are permitted by Oracle, Orade will enable such HTTP
connections in addition to the HTTPS connection.

1.3 Physical Security Safeguards

Oracle provides secured computing facilities for both office locations and production cloud infrastructure. Common
controls between office locations and Oracle controlled co-locations/datacenters currently include for example:

» Physical access requires authorization and is monitored.

» All employees and visitors must visibly wear official identification while onsite.

» Visitors must sign a visitor's register and be escorted and/or observed while onsite.

» Possession of keys/access cards and the ability to access the locations is monitored. Staff leaving Oracle
employment must retum keys/cards.

Additional physica! security safeguards are in place for Oracle controlled Cloud data centers, which currently include

safeguards such as:

» Premises are monitored by CCTV.

» Enfrances are protected by physical barriers designed to prevent unauthorized entry by vehicles.

» Entrances are manned 24 hours a day, 365 days a year by security guards who perform visual identity recognition
and visitor escort management.

This section does not apply to Oracle Remote Cloud Services. You must provide secured computing facilities for the

hosting and operation of the Service related hardware, including the gateway hardware required for Oracle to

access the Services.

1.4 Oracle Scftware Security Assurance

Oracle Software Security Assurance (OSSA) is Oracle’s methodology for building security into the design, build,
testing, and maintenance of its products and services, including the Oracle Cloud Services. The OSSA program is
described at http://www.oracle.com/us/support/assurance/overviewfindex.html.

1.5 Customer Security Related Obligations
You are responsible for:

» Implementing Your own comprehensive sysiem of security and operational policies, standards and procedures,
according to Your risk-based assessments and business requirements.

» Ensuring that end-user devices meel web browser requirements and minimum network bandwidth requirements
for access {o the Services.
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» Managing client device security controls, so that antivirus and malware checks are performed on data or files
before importing or uploading data into the Services.
» Maintaining Customer-managed accounts according to Your policies and security best practices.

» Additionally, for Oracle Remote Cloud Services, You are responsible for providing adequate network security (e.g.,
intrusion detection systems, access controls, and firewalls) to prevent unauthorized access to your Cracle Cloud
Service from your networks.

2 Oracle Cloud Service Continuity Policy

2.1 Oracle Cloud Services High Availability Strategy

Oracle deploys the Oracle Cloud Services on resilient computing infrastructure designed to maintain service
availability and continuity in the case of an incident affecting the services. Dala centers retained by Oracle 1o host
Oracle Cloud Services have component and power redundancy with backup generators in place, and Oracie may
incorporate redundancy in one or more layers including network infrastructure, program servers, database servers,
andfor storage.

2.2 Oracle Cloud Services Backup Strategy

Oracle periodically makes backups of Your production data in the Oracle Cloud Services for Oracle's sole use to
minimize data loss in the event of an incident. Backups are stored at the primary site used to provide the Oracle
Cloud Services, and may also be stored at an allemate location for retention purposes. A backup is typically
retained online or offline for a period of at least 60 days after the date that the backup is made. Oracle typically does
not update, insent, delete or restore Your data on Your behalf. However, on an exception basis and subject to written
approval and additional fees, Oracle may assist You to restore data which You may have lost as a result of Your
own actions.

3 Oracle Cloud Service Level Objective Policy

3.1 Hours of Operation

The Cloud Services are designed 1o be available 24 hours a day, 7 days a week, 365 days a year, except during
maintenance periods, technology upgrades and as otherwise sel forth in the agreement, the ordering document and
this Oracte Cloud Service Level Objective Policy.

3.2 Service Availability

Commencing at Oracle’s activation of Your production service, Oracte works to meet the Target Service Availability
Level, or Target Uptime, of 99.5% in accordance with the terms se! forth in the Cloud Service Piltar documentation
for the applicable Cloud Service {or such other Target System Availability Level or Target Uptime specified by
Oracle for the Cloud Service in such documentation).

The foregoing is contingent on Your adherence to Oracle's recommended minimum technical configuration
requirements for accessing and using the Services from Your network infrastructure and Your user work stations as
set forth in the Cloud Services Program Documentation.

321 Measurement of Availability

Following the end of each calendar month of the Services Period, Oracle measures the System Availability Level or
System Uptime over the immediately preceding month by dividing the difference between the total number of
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minutes in the monthly measurement period and any Unplanned Downtime by the total number of minutes in the
measurement period, and multiplying the result by 100 to reach a percent figure.

3.22 Reporting of Availability

Oracle will provide You wilth access 10 a Custorer notifications portal. This portal will provide metrics on the System
Availability Level for Cloud Services purchased under the ordering document. For those Cloud Services for which
such metrics are not available via the Customer notifications portal, Oracle will provide metrics on the System
Availability Level upon receipt of a Service Request submitted by You to Orade requesting the metrics.

3.3 Definition of Unplanned Downtime

'Unplanned Downtime” means any time during which the Services are not Available, but does not include any time

during which the Services or any Services component are not Available due to:

» A failure or degradation of performance or malfunction resulting from scripts, data, applications, equipment,
infrastructure, software, performance testing or monitoring agents directed or provided or performed by You:

» Outages caused by scheduled and announced maintenance, or outages initiated by Oradle at Your request or
direction or initiated by You for maintenance, activation of configurations, backups or other purposes that require
the Services to be temporarily taken offline;

» Unavailability of management, auxiliary or administration services, incuding administration tools, reporting
services, utilities, third party software components, or other services supporting core transaction processing, not
within the sole control of Cracle;

» Qutages resulling from Your equipment, third party equipment or software components not within the sole control
of Oracle;

» For Oracle Remote Cloud Services, downtime or other unavailability, including due to maintenance, of Your data
center,

» For Oracle Remote Cloud Services, downtime or other unavailability occuring outside the on-site hours defined
under Your order for Oracle’s Cloud Operations personnel at Your data center;

» Events resulting from an interruption or shut down of the Services due to circumstances reasonably believed by
Oracle to be a significant threat to the normal operation of the Services, the operating infrastructure, the facility
from which the Services are provided, access 10, or the integrity of Your Content {e.q., a hacker or matware
attack);

» Outages due lo system administration, commands, or file transfers performed by Your users or representatives;
» Outages due lo denial of service atlacks, natural disasters, changes resulting from govemment, political, or other
regulatory actions or court orders, strikes or labor disputes, acts of civil disobedience, acts of war, acts against
parties {including carriers and Oracle's other vendors), or other force majeure events or circumstances outside of

Oracle’s control;

» Inability to access the Services or outages caused by Your conduct, including Your negligence or breach of Your
contractual obligations;

» Your lack of availability or unreasonable delay in responding 1o incidents that require Your participation for source
identification and/for resolution, including meeting Your responsibilities for any Services; or

» Outages caused by failures or fluctuations in electrical, connactivity, network or telecommunications equipment or
lines due to Your conduct or circumstances outside of Oracle's control.

Oracle Cloud Services are “not available” at any lime during which a problem with the service prevents Your
conneclivity to the service as applicable in the corresponding pillar documentation
3.4 Monitoring

Oracle uses a variety of software tools to monitor the availability and performance of the Oracle Cloud production
service as applicable and the operation of infrastructure and network components. Oracle does not monitor, or
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address deviations experienced by any non-Oracle managed components used by You in the Services, such as
non-Oracle applications.

341 Monitored Components

Oracle monitors the hardware that supports the Oracle Cloud Services, and currently generates aleris for monitored
network components, such as CPU, memory, storage, database, and other components. Oracle's Operations staff
monitors alens associated with deviations to Oracle defined thresholds, and follows standard operating procedures
to investigate and resclve underlying issues.

342 Customer Monitoring & Testing Tools

Due to potential adverse impact on service performance, security and availability, You may not, as to any program
or feature of, or service component within, the Services, (a} use Your own testing tools {including automated user
interfaces and web service calls 10 any Oracle Cloud Service) or perform network or vulnerability scans or
penetration tests to directly or indirectly seek to measure security, or {b) use Your own monitoring tools (including
automated user interfaces and web service calls lo any Oracle Cloud Service) to direclly or indirectly seek to
measure availability or performance.

You may not use nor authorize the use of data scraping tools or technologies to collect data available through any
Oracle user interface or via web service calls without the express written permission of Oracle. Oracle reserves the
right {o require Your proposed data scraping tools 1o be validated and tested by Oracle prior to use in production and
to be subsequently validated and tested annually. Oracle may require that a writlen statement of work be executed
to perform such testing and validation work subject to additional fees.

You may not make workload changes beyond the amount pemmitted under the entitlements provided under Your
" order,

Oracle reserves the right to remove or disable access 1o any tools or technologies that violate the restrictions in this
section, without any liability to You.

4 Oracle Cloud Change Management Policy

4.1 Oracle Cloud Change Management and Maintenance

Oracle Cloud Operations performs changes to cloud hardware infrastructure, operating software, product software,
and supporting application software that is provided by Oracle as part of the Services, to maintain operational
stability, availability, security, performance, and currency of the Oracle Cloud. Orade follows formal change
management procedures lo review, test, and approve changes prior 10 application in the production service.

Changes made through change management procedures inciude system and service maintenance aclivities,
upgrades and updates, and customer specific changes. Oracle Cloud change management procedures are
designed 1o minimize service interruption during the implementation of changes.

Oracle reserves specific maintenance periods for changes that may require the Services to be unavailable during
the maintenance period. Oracle works to ensure that change management procedures are conducted during
scheduled maintenance windows, while taking into consideration low traffic periods and geographical requirements.

Oracle will provide prior notice of modifications 1o the standard maintenance period schedule. For Customer-specific
changes and upgrades, where feasible, Oracle will coordinate the maintenance periods with You.

For changes that are expected to cause service interruption, Oracle will work to provide prior notice of the
anticipated impact. The durations of the maintenance periods for planned maintenance are not included in the
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calculation of Unplanned Downtime minutes in the monthly measurement period for System Availability Level (see
the Oracle Cloud Service Level Objective Policy). Oracle uses commercially reasonable efforts to minimize the use
of these reserved maintenance perods and to minimize the duration of maintenance events that cause service
interruptions.

411 Emergency Maintenance

Oracle may be required lo execute emergency maintenance in order to prolact the security, performance, availability,
or stability of the Services. Emergency maintenance may include program patching and/or core system maintenance
as required. Oracle works to minimize the use of emergency maintenance, and to the extent reasonable under the
circumstances as determined by Oracie, will work 10 provide 24 hours prior notice for any emergency maintenance
requiring a service interruption.

41.2 Major Maintenance Changes

To help ensure continuous stability, availability, security and performance of the Cloud Services, Oracle reserves the
right 1o perdform major changes to its hardware infrastructure, operating software, applications software and
supporting application software under its control, lypically no more than twice per calendar year. Each such major
change event is considered scheduled maintenance and may cause the Cloud Services t¢ be unavailable. Each
such event is targeted to occur at the same time as the scheduled maintenance period. Oracle will work to provide
no less than 60 days prior notice of a major change event.

413 Data Center Migrations

Oracle may migrate Your Services deployed in datacenters retained by Oracle between production dala centers in
the same data center region as deemed necessary by Oracle or in the case of disaster recovery. For data center
migrations for purposes other than disaster recovery, Oracle will provide a minimum of 30 days notice to You.

4.2 Software Versioning

421 Software Upgrades and Updates

Oracie requires all Cloud Services customers to keep the software versions of the Services current with the software
versions that Oracle designates as generally available (GA) for such Services. Software updates or upgrades will
follow the release of every GA release and are required for the Services in order to maintain version cumrency.
Oracle's obligations under these Delivery Policies, including the Cloud Service Continuity Policy, Cloud Service
Levels Objective Policy, and the Cloud Support Policy, are depandent on You maintaining GA version currency.
Oracle is not responsible for performance, functionality, availability or security issues experienced with Services that
may result from running earlier versions.

422 End of Life

Oracle will not support older versions beyond the End of Life Policy described as follows. Qracle will host and
support only the designated GA version of a Service. All other versions of the service are considered as “end of life”
(ECL). Oracle does not provide Services for EOL versions. You are required to complete the Services upgrade lo
the latest version before the EQL of a given version. You acknowledge that failure to complete the upgrade prior to
the EQOL of a Service version may result in an upgrade automatically performed by Oracle or a suspension of the
Services. In certain circumstances where a Service version reaches EOL and Oracle does not make available an
upgraded version, Oracle may designate. and require You to transition to, a successor doud service.
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5 Oracle Cloud Support Policy

The support described in this Oracle Cloud Support Policy applies only for Oracle Cloud Services and is provided by
Oracle as part of such Services under Your order. Oracle may make avaitable, and You may order for additional
fees, additional support service offerings made available by Oracie for the Services.

5.1 Oracle Cloud Support Terms

511 Support fees

The fees paid by You for the Oracle Cloud Services under Your order include the suppont described in this Oracle
Cloud Support Policy. Additional fees are applicable for additional Qracle suppon services offerings purchased by
You.

512 Support period .

Oracle Cloud support becomes available upon the service start date and ends upon the expiration or termination of
the Services (the "support pericd”). Oracle is not obligated to provide the support described in this Oracle Cloud
Support Policy bayond the end of the support period.

513 Technical contacts

Your technical contacts are the sole liaisons between You and Orade for Oracle Cloud support services. Such
technical contacts must have, al minimum, initial basic service training and, as needed, supplemental training
appropriate for specific role or implementation phase, specialized service/product usage, and migration, Your
technical contacts must be knowledgeable about the Services in order to help resolve system issues and to assist
Oracle in analyzing and resolving service requests. When submitting a service request, Your technical contact
should have a baseline understanding of the problem being encountered and an ability to reproduce the problem in
order to assist Oracle in diagnosing and {riaging the problem. To avoid interruptions in support services, You must
notify Oracle whenever technical contact responsibilities are transferred to another individual.

51.4 Oracle Cloud Support
Support Services for Oracle Cloud consists of;

» Diagnosis of problems or issues with the Oracla Cloud Services.

» Reasonable commercial effors to resolve reported and verifiable errors in the Oracle Cloud Services so that they
perform in all material respects as described in the associated Program Documentation.

» Support during Change Management activities described in the Oracle Cloud Change Management Policy.
» Assistance with technical service requests 24 hours per day, 7 days a week.

» 24 x 7 access to a Cloud Customer Support Portal designated by QOracle {e.g., My Oracle Support) and Live
Telephone Support to log service requests.

» Access lo community forums.
» Non-technical Customer service assistance during normal Oracle business hours (8:00 to 17:00) local time.

5.2 Oracle Cloud Customer Support Systems

521 Cloud Customar Support Portal

Oracle provides customer support for the Cloud Service acquired by You through the Cloud Customer Support
Portal designated for that Cloud Service. Access o the applicable Cloud Customer S'upporl Porial is governed by
the Terms of Use posted on the designated support web site, which are subject to change. A copy of these lerms is
available upon request. Access to the Cloud Customer Support Portal is limited to Your designated technical
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contacts and other authorized users of the Cloud Services. Where applicable, the Oracle Cloud Customer Support
Portal provides support details to Your designated technical contacts to enable use of Oracle Cloud support. All
service notifications and alerts relevant to Your Cloud Service are posted cn this portal.

522 Live Telephone Support

Your technical contacts may access live lelephone support via the phone numbers and contact information found on

Oracle’s support web site at hitp://www.gracle com/support/contact html.
5.3 Severity Definitions

Service requests for Oracle Cloud Services may be submitted by Your designated technical contacts via the Qracle
Cloud Customer Support Portal noted above. The severity leve! of a service request submitted by You is setected by
both You and Oracte, and must be based on the following severity definitions:

Severity 1

Your production use of the Oracle Cloud Services is stopped or so severely impacied that You cannot reasonably
continue work. You experience a complete loss of service. The impacted operation is mission critical to the business
and the situation is an emergency. A Severily 1 service request has one or more of the following characteristics:

» Data corrupted

» A critical documented function is not available

» Service hangs indefinitely, causing unacceptable or indefinite delays for resources or response

» Service crashes, and crashes repeatedly after restart attempts

Oracle will use reasonable efforts to respond to Severity 1 service requests within fifteen {15) minutes. Qracle will
work 24x7 until the Severity 1 service request is resolved, a reasonable work-around is put in place, or as long as
useful progress can be made. You must provide Oracle with a technical contact during this 24x7 period to assist with
data gathering, testing, and applying fixes. You are required lo propose this severity classification with great care, so
that valid Seventy 1 situations obtain the necessary resource allocation from Oracle.

Severity 2
You experience a severe loss of service. Important features of the Oracle Cloud Services are unavailable with no
acceptable workaround; however, operations can continue in a restricled fashion,

Severity 3
You experience a minor loss of service. The impact is an inconvenience, which may require a workaround to restore
functionality.

Severity 4
You request information, enhancement, or documentation clarification regarding the Oracle Cloud Services, but
there is no impact on the operation of such service. You experience no loss of service.

5.4 Change to Service Request Severity Level

54.1 Initial Severity Level

Al the time Oracle accepts a service request, Oracle will record an initia! severity level of the service request based
on the above severity definitions. Oracle’s initial focus, upon acceptance of a service request, will be to resaolve the
issues underying the service request. The severity leve! of a service request may be adjusted as described below,
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542 Downgrade of Service Request Levels

tf, during the service request process, the issue no longer warranis the severity level currently assigned based on its
current impact on the production operation of the applicable Oracle Cloud Service, then the severity leve! will be
downgraded to the severity level that most appropriately reflects its current impact.

543 Upgrade of Service Request Levals

If, during the service request process, the issue warrants the assignment of a higher severity lavel than that currently
assigned based on the current impact on the production operation of the applicable Oracie Cloud Service, then the
severity leve! will be upgraded to the severity level that most appropriately reflects its current impact.

54.4 Adherence to Severity Levels definitions

You shall ensure that the assignment and adjustment of any severity level designation is acourate based on the
current impact on the production operation of the applicable Oracle Cloud Service. You acknowledge that Oracle is
not responsible for any failure to meet performance standards caused by Your misuse or mis-assignment of severity
level designations.

5.5 Service Request Escalation

For service requests thal are escalated, the Oracle support analyst will engage the Oracle service request
escalation manager who will be responsible for managing the escalation. The Oracle service request escalation
manager will work with You to develop an action plan and allocate the appropriate Oracle resources. If the issue
underlying the service request continues to remain unresolved, You may coniact the Oracle service request
escalation manager 1o review the service request and request that it be escalated to the next level within Oracle as
required. To facilitate the resolution of an escalated service request, You are required to provide contacts within
Your organization that are at the same level as that within Oracle to which the service request has been escalated.

6 Oracle Cloud Suspension and Termination Policy

6.1 Termination of Cloud Services

After termination or expiration of the Services under Your order, or at Your request, Oracle will delete or otherwise
render inaccessible the production Services, including Your Content residing therein, in a manner designed to
ensure that they cannot reasonably be accessed or read, unless there is a legal obligation imposed on Oracle
preventing it from deleting all or part of the service environment.

For a period of no less than 60 days after the termination or expiration of the Services, Cracle will make available
Your production data via secured protocols, or keep the service system accessible, for the purpose of data retrieval
by You. During this period, the service system should not be used for production activities. Oracle has no obligation
to retain Your Content after this 60 day period.

If You need assistance from Oracle to obtain access to or copies of Your Content, You must create a service
request in the Cloud Customer Support Portal applicable to the service {e.g., My Oracle Support).

Data retrieval and any related assistance by Oracle is not applicable for Services that do not store Your Content.
You are responsible for ensuring that if those Services are dependent on separale Cloud Services, such as Storage
Cloud Service or Database Cloud Services, for the storage of data, those separate Cloud Services must have a
valid duration through the end of the terminating Service to enable data relrieval.
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For Oracle Remote Cloud Services, You must make available for retrieval by Oracle any Service related hardware
components, including the gateway, provided by Oracdle in good working order and the same condition as at the start
of the Services subject to reasonable wear and tear for appropriate use.

6.2 Termination of Pilot Environments
This Oracle Cloud Suspension and Termination Policy applies to production pilots of Oracle Cloud Services.
Production pilots are not available for all Oracle Cloud Services.

6.3 Suspension Due to Violation

If Oracle detects a violation of, or is contacted about a violation of, Services related terms and conditions or
acceptable use policy, Oracle will assign an investigating agent. The investigating agent may take actions including
but not limited to suspension of user accounts, suspension of administrator accounts, or suspension of access (o the
Services unti! the issues are resolved.
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Attachment B
Oracle Cloud Services — Overview

Oracle Cloud is the industry’s broadest and most integrated public cloud. It offers best-in-class services
across software as a service (“5aaS"), platform as a service {“Paa$”), and infrastructure as a service
(“1aaS"}, and even lets you put Oracle Cloud in your own data center. QOracle Cloud helps organizations
drive innovation and business transformation by increasing business agility, lowering costs, and reducing
IT complexity. More detailed information is available at http://cloud.oracle.com and
http://oracle.com/cloud.

Oracle’s SaaS offerings under the Master Agreement include Oracle’s RightNow, Taleo Cloud, Primavera
Cloud, Social Relationship Management, Fusion Cloud, Financial Services Cloud and related services.

Oracle’s Paa$S and laa$ offerings under the Master Agreement include Oracle’s current non-metered
PAAS and IAAS Cloud and related services.

Oracle may offer under the Master Agreement additional SaaSs, Paa$, and laa$ solutions that are
generally available and offered to Oracle customers in the normal course of business.



Contract # AR2487

Attachment C - Cost Schedule

Cloud Solutions By Category. Specify Discount Percent % Offered for products in
each category. Highest discount will apply for products referenced in detail listings for
multiple categories. Provide a detailed product offering for each category.’

Software as a Service ' Discount % _9.77
Infrastructure as a Service Discount % _9.77
Platform as a Services Discount % _9.77
Value Added Services Discount %__NIA

Note — These discount apply to net new cloud services.

Additional Value Added Services:

Maintenance Services
Onsite Hourly Rate $ N/A
Remote Hourly Rate $ N/A

Professional Services

0 Deployment Services Onsite Hourly Rate $ N/A
Remote Hourly Rate $ N/A

0 Consultina/Advisory Services _Qnsite Hourly Rate $ NiA
Remote Hourly Rate $ N/A

0 Architectural Design Services
Remote Hourly Rate $ N/A

0 Statement of Work Services i
Remote Hourly Rate $ N/A

Partner Services Onsite Hourly Rate $ N/A
Remote Hourly Rate $ _ N/A

Training Deployment Services Onsite Hourly Rate $ N/A
Online Hourly Rate $ N/A

' Oracle’'s SaaS offerings under lhe Masler Agreement include Oracle’'s RighiNow, Taleo Cloud, Primavera Cloud, Social
Relationship Management, Fusion Cloud, Financial Services Cloud, and related services. Oracle’s PaaS and laaS offerings under
the Master Agreement include Oracle's current non-metered PaaS and laaS Cloud and relaled services. Oracle may offer under the
Master Agreement additional SaaS, PaaS, and laa$S solutions that are generally available and offered to Oracle customers in the
nomal course of business,
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Oracle America, Inc. 1910 Oracle Way Phone: 703.478.9000

ORACLE. Reston, VA 20190 Fax: 703.318.6340

March 10, 2016

Mr. Christopher Hughes

State of Utah Division of Purchasing
3150 State Office Building, Capitol Hill
Salt Lake City, Utah 84114-1061

Dear Mr. Hughes:

Thank you for the opportunity to respond to the Statc of Utah (the Statc) Request for Proposal (RFP),
Solicitation Number CH16012, NASPO ValuePoint Master Agreement for Cloud Solutions.

My position and signature below meet your requirements that an authorized signatory with the ability to
bind the vendor sign the responsc to the RFP.

The following paragraphs respond to the mandatory requirements for this cover letter as defined in
Section 5.2.1 through 5.2.6 of the Request for Proposal:

1. By submitting this offer, Oracle understands and acknowledges that it may be required to
negotiate additional terms and conditions including additional administrative fees with
Participating Entities when exccuting Participating Addendums. It is further assumed that a final
Master Agreement will be based on a set of mutually agreed upon specifications, terms and
conditions based on the Oracle response as negotiated by the State of Utah and Oracle.

2. The following Oracle America, Inc. staff members were responsible for writing the proposal:

o Sales Lead: Glenda Sakau, Director, Government Resell Programs. Glenda will be Oracle’s
primary point of contact for this response. Plcase contact her at 703.795.2189, or via e-mail at

glenda.sakati@oracle.com.
o Contracts Lead: Helen Velardi, RFx Deal Manager

o Software as a Service (SaaS) Subject Matter Expert: Beth Veatch, Senior Saies Consultant

o Platform as a Service (PaaS) Subject Matter Expert: Brian Kechn, Principal Cloud Sales
Engineer

3. To the best of my knowledge and belicf as of the date of this submission, Oracle is not presently
suspended, debarred or otherwise excluded from federal or state procurement and non-
procurement programs.

4. Oracle acknowiedges that a 0.25% NASPO ValuePoint Administrative Fee will apply to total
sales for the Master Agreement(s) awarded from the RFP. In addition, we acknowledge that there
may be Participating Entity Administrative fce that apply if ncgotiated in a Participating
Addendum. '

5. The service models covered in Oracle’s response include Saa$S and PaaS with responses based on
two primary focus subcategorics for evaluation purposes.



ORACLE

6. Oracle'is capable of storing and securing data in.the Moderate Risk Data category defined in
Attachments D and H of the RFP. With regard to data risk categories, Oracle refers the Lead State
to'the applicable Cloud Security Policy in the applicable cloud hosting and delivery policy
provided in Section 9 of this response.

Oracle is proud of its dynamic cloud services:and looks forward to your favorable evaluation of this
response to provide cloud services to the NASPO ValuePoint members.

Sincerety,

Mk C Johngon ﬂé ¢ 0, 2016}

Mark C. Johnson
Sénior'Vice President, Public Sector Software



THE STATE OF UTAH RFP #: CH16012
VALUEPOINT MASTER AGREEMENT FOR CLOUD SOLUTIONS

Response Guidelines

Corporate Entity

This Response is being made by Oracle America, Inc., a wholly owned subsidiary of Oracle Corporation.
All responses reflect information concerning Oracle Corporation (hereinafier referred to as Oracle} except
where otherwise indicated as being information of Oracle America, Inc. (hereinafter Oracle America,
Inc.).

Definitions

Throughout this Response, the term sofution refers to and is interchangeable with approach or system.
Solution is not intended to commit Oracle to solving problems, but is meant to express that Oracle’s
approach to cloud services has been well thought out and is the result of the use of Oracle’s products,
methods, and experience. '

Throughout this Response, the term partner refers to an ally or collaborator. Partner is not intended to
bind Oracle to any third party.

oRACLE

LISE OR DISCLOSURE OF DATA CONTALNED ON THIS SHEET [$ SUBJECT TO THE RESTRICTIONS [N THE LAST PARAGRAPH OF THE GENERAL i
TERMS AND CONDITIONS OF ORACLE'S PROPOSAL INCLUDED IN THIS RESPONSE.
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Oracle’'s Response Terms :

GENERAL TERMS AND CONDITIONS OF ORACLE'S PROPOSAL

Oracle America, Inc. (“Oracle) is in receipt of Solicitation CH16012 (RFF} dated December 21, 2015 (the
*Request’) issued by the State of U1ah, Division of Purchasing ("State”) for NASPO ValuePoint Cloud Solutions.
Oracle is pleased to have the opportunity to.submit this proposal in response to the Request (the “Response”).
The general terms applicable to the Response are gs follows:

1. The Response is based upon information that the State has provided to Oracle and is intended tor the
Siate's evaluation purposes. in accordance with the enswer to question number 476 of the Q8A process,
Oracle does not plan to incorporate the Request or the Response into the contract that may result.
However, Oracle looks forward to negonanrg a midually aooeptable agreerment wilh the Lead State and, in
accordance with (he answer lo question number 506, is considering attacning the Responss as an
information exhibit to the final agreement for historica! information purposes onty. Except &s provided in'the
pioposat signature page, the Response does not provide any represertations or warranties on behalf of
Oracle prior to contract signing and Oracle does not intend {o create or imply warranties of fitness for a:
patticular purpose, merchantability, performance, product, or product/platform or service availability, or any
other representation or warranty. The Response is not intended to be a legally binding contract with
Oracle. In the event of any inconsistencies between tha text in the Respanse and this document, the text of
this document best describes Oracle’s position and shall take precedence.

2. Oracle has, as part of the Response, submittad the Exception Form as permitied by the Request. The
comménts, responses end provisions provided in the *Allernate Language References” colunn of the
Exceptions Form are for informational and discussion purposes with a view toward pegotiating a mutually
agreed upon Master Agreement. All terms and conditions, including, without limitation,. the exceptions
provided In the Exceptions Form, are contingert on the finalization of 'a mutually acceptable Master
Agreement. Additionally, Oracle expects that any inapplicable definitions and related provisions will not be
included in any final Master Agreement.

3. The Response is valid until 96 days from the Due Date of March 10, 2018, unless otherwise mutually
agreed, in'writing, by the parties,

4. Except as otherwise may be negotiated and mutually agreed by the parties based on the Exceptions Form;
the services described in the Responss are subject {o the attached Cloud Services Agreement (which
includes the Data Processing Agreement and other referenced documentation), as well as one or more
ordering documents (template available upon request) which incorporate the applicable cloud hesting and
delivery policies, among other references ("Cloud Terms?).

S. If you elect 1o award a contract o Oracle for the services specified in the Response, the perties will
endeavor to execute the contract within thirty (30) days after notification of award, or within such other
reasonable time period as may be agreed o by the parties. The negotiated contract shall consist of mually
acceptable provisions of the NASPO ValuePoint Master Agreement Terms and Conditions and the Cloud
Terms, as may be further amended by the parties following notification of award to Oracle (the "Master
Agreemem‘) Upon agreement on a Participating Addendum with a Participating State or Entity; orders
would be placed using the Oracla ordering documents (sample available upon request), which specify the
products or. services acquired end the fees due Cracle for such acquired products or services (the "ordering
document(s)®). All fees payable to Oracle are due within 30 days from the invoice date.

6. The information contained in this Response marked "confidential,* redacted from the redacted copy of the
technical proposal, and idertified in the Business Confidentiallty Claim documenrt, is considered by Oracle o
be proprietary and confidential to Oracte. The information contained in this Response may'be.used solely in
conpection with the evaluation of the Response. To the extert that a claim is made under applicable law to
disclose corfidential information contained in Lhis Response, Oracle reserves the right to defend its
confidential information against such ciaim. Subject to applicable law, the State agrees (3) to keep the
information cortained in this Response in strict confidence and not to disclose it to any third party without
Oracie's prior written consent and (b) the State’s internal disclosure of the information contained in this
Response chall be anly 10 those employaes, contractors or agents having a need to know such information
in connection with the evaluation of the Response and only insofar as such persons are bound by a
nondisciasure agreement consistent with the foregoing. The State does not acquire any intellectual propenty
rights in Oracle's property under the Response and the State agrees to comply with all applicable export
control laws and regulations to ensure that no confidential information is used or exported in violation of

Oracie Ganers! Tes State of UT NASPQ.0310201 6 hv
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such laws and regulations. The State may make a reasonable number of copies of this Response for the
State’s internal distribution for use solely in connection with the evaluation of the Response; otherwise,
subject 1o applicable law, the State may riet reproduce or transmit any part of this Response in any formor
by any means without the express written consent of Oracle. By reading the Response, the State has
agreed to be bound by the foregoing terms.

Oracle General Terms State of UT NASPO.0310200 6 hy
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1. RFP Signature Page

The Lead State’s Request for Proposal Signature Page complcted and signed. See Section 5.1 of the
RFP. ‘

5.1 M) _SIGNATURE PA(:_;E '

roposals must be submitted with a.vendor information form, located on Bidsync as an attachment
}to the RFP, which must contain an ORIGINAL HANDWRITTEN signature cxecuted in INK OR
'AN ELECTRONIC SIGNATURE, and be returned with the Offeror’s proposal.

Oracle Response:

The Oracle Vendor Information form is on the following page.
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oF Fidg
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State of Utah Vendor Information Form

Legal Company Nams (inchide dbia if spplicable) Fodarsl Tax Lentification Nember Stte of Utth Sales Tax (D Nwmber
Oracle America, Inc. 94-2805249 12265566-002-STC
Orduring Address City Qe Zip Code
1910 Oracle Way, Reston, VA 20190 Reston VA 20180
Remittancy Ay o Gldﬂt;tm_fruludﬂin;lﬂhm oy e “Zip Code
™[] Proprictorship ] Partnership [_] Government Company Comtact Peraon

{3 For-Profit Corporation [ Nen-Profit Corporation Glenda Sakati
‘Tetephone Nucabar (nchude s cooe) Fax Numbir (lnciude wes code)
703.478.9000 703.318.6340
Company’s lutermet Web Adkdrem Hmmil Acktrsax
www.oracle.com glenda.sakati@oracle.com

Offeror’s Authorized Representative’s Signature

M,C‘m.&' ¥. 2018}

Type or Print Neme

Mark C. Johnson

Position or Tille of Authorized Represcntative

Senior Vice President, Public Sector Software
Dule:

March 10, 2016
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2. Executive Summary

5.4 (M) EXECUTIVE SUMMARY C

Offerors must provide an Executive Summary of its proposal. An Executive Summary should
highlight the major features of an Offeror’s propesal. Briefly describe the proposal in no more than
three (3) pages. The evaluation committee should be able to determine the essence of the proposal
by reading the Executive Summary: Any requirements that cannot-be met by the Offeror must be
included. : '

Oracle Response:

Oracle’s business philosophy is based on a close working relationship with our customers to offer
solutions that keep pace with changing technology. As a world leader innovating technology this
philosophy is the forcfront of the Oracle Cloud story. Oracle’s cloud services provide options to
customers by creating a path from the traditional investments in enterprise information technology
perpetual licenses and hardware to a subscription services for same enterprise solutions in the cloud.
Another benefit to Oracle cloud service is the portability between the traditional on premise model to
cloud then back again as nceded. A move to the cloud requires the agility to integrate easily with legacy
applications, futurc applications, and other third-party technologies all which were accounted for in the
development of Oracle cloud services. Once in the cloud Oracle’s solution offers configuration
throughout the system to adapt to changing business nceds with configuration without the use of code for
ongoing enterprise management, Oracle offers private cloud, public cloud and hybrid cloud solutions to
mcet modern technology nceds.

Oracle understands that a shift to the cloud or any enterprise technology shift can be disruptive and cach
customer has their unique requirements which is where the Oracle Account team can assist. The Oracle
Account team will engage with customers to understand their varying needs and use cases for the cloud
environment. The Oracle Account team will work alongside the customer to explore the wide range of
options and provide demonstrations, no cost trial enviroprments, and when possible connections to
reference clients who has a similar necds that are deployed in onc of the Oracle cloud services. The
Response where possible provides examples of how a specific cloud platform or product work in
conjunction with one another but there is no one solution or specific approach to meeting the
modernization goals across the enterprise in the cloud. Oracle has the breadth, depth, and cloud
experience to mect the cloud computing needs while working with the customer’s current investment in
cnterprisc technology. In summary, due to the breadth and depth of Oracle’s Cloud offerings it is
impossible to provide a specific PaaS and/or Saa$ solution that is collectively right for all customers but
our team of trained professionals can provide information to allow for informed decision.

Oracle’s cloud solutions offer choice and flexibility with the most comprehensive, modemn, and portfolio
of cloud services which use the same technology for all of its cloud solutions providing the same
standards and the same product no matter what type of deployment is chosen. As part of our Response
we have included a comprehensive list of Additions and Exceptions io the RFP to align with the cloud
services that we offer.

OoORACLE’
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3. Mandatory Minimums

Provided below is the information requested in section 5 of the Request for Proposal.

fThis scction should constitute the Offcror’s point-by-point response to each item described in

Section 5 of the RFP, except 5.1 (Signaturc Page) and 5.4 (Executive Summary). An Offeror’s

response must be a specific point- by-pomt response, in the order listed; to éach requirement in the
ection 5 of the RFP.

If applicable to an Offcror’s Solution, an Offeror must provide a point by point responses to each
mandatery minimum requirecment. If a mandatory minimum requircment is not applicable to an
Offeror’s Solutien then the Offeror must explain why the mandatory minimum requirement is not
applicable.

f an Offcror’s proposal contains more than onc Solution (i.c., Saa$ and PaaS) then the Offeror
must provide a response for each Solutlon However, Offerors do not need to submit a proposal for
'each Solution, , Lo

Cover Letter (RFP #5.2)

Provided below is the information requested in section 5.2 of the Request for Proposal.

IProposals must include a cover letter on official letterhead of the Offeror. The cover letter must
identify the RFP Title and number, and must be signed by an individual authorized to commit the
Offeror to the work proposed. In addition, the cover letter must include:

|

5.2.1 A statement indicating the Offeror’s understanding that they may .be-}cquircd to negotiath
additional terms and conditions, including additional administrative fees, with
Participating Entitics when executing a Participating Addendum.

2.2 A statement naming the firms and/or staff responsible for writing the proposal.

5.2.3 A statement that Offeror is not currently suspended, debarred' or otherwise excluded from
federal or state procurement and non-procurement programs, )

5.2.4 A statement acknowledging that a 0.25% NASPO ValuePoint Administrative Fee and any
Participating Entity Administrative fee will apply te total sales for the Master .
Agreement(s) awarded from the RFP. ;

5.2.5 A statement identifying the scrvice model(s) (Saa$, IaaS, and/or PaaS) and deployment
model(s) that it is capable of providing under the terms of the RFP. See Attachment C for
a determination of each service model subecategory. The services models, deployment
models and risk categories can be found in the Scope of Services, Attachment D. Note:
Multiple service and/or deployment model selection is permitted, and at least one service
model must be identified. See Attachment H.

ORACLE
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t‘i.z.(i A statement identifying the data risk categories that the Offeror is capable of storing and
securing. See Attachment D and Attachment H. .

QOracle Response:

The Oracle cover letter is presented on the third page of this response. It is signed by Mark C. Johnson,
Senior Vice President, Public Sector Software.

Acknowledgement of Amendments (RFP #5.3)

Provided below is the information requested in section 5.3 of the Request for Proposal.

fthe RFP is amended, the Offeror must acknowledge each amendment with a-signature on the
acknowledgement form provided with cach amendment, Failure to return a signed copy of each
amendment acknowledgement form with the proposal may result in the proposal being found non-
responsive. i

Oracle Response:

Oracle’s signed acknowledgement form is presented in Attachment 1,

General Requirements (RFP #5.5)

Provided below is the information requested in section 5.5 of the Request for Proposal

5.5.1  Offcror must agree that if awarded a contract it will provide a Usage Report
Administrator responsible fer the quarterly sales reperting described the Master
Agreement Terms and Condmons, and if applicable Participating Addendums.

Oracle Response:

Oracle agrees and acknowlcdges that if it is awarded a Master Agreement that it will provide a Usage
Report Administrator in the form of a Contracts Manager as described in Section 5 in response to RFP
section 7.1.1 who is responsible for quarterly sales reporting as described in the Master Agreement Terms
and Conditions and if applicable for any Participating Addendums. Oracle has successfully completed
such reporting for various Federal Government, State |T Schedules, and WSCA/NASPO agreements.

5.5.2  Offeror must provide a statement that it agrees to cooperate with NASPO ValuePoint and
SciQuest (and any authorized agent or successor entity to SciQuest) with uploading an
_ Offeror’s ordering instructions, if awarded a contract.

Oracle Response:

Oracle confirms and acknowledges that it will cooperate with SciQuest or any successor thereto to upload
ordering instructions if awarded a Master Agreement.

5.5.3  Offeror must at a minimum complete, provide, and maintain a completed CSA STAR
Registry Sclf-Asscssment . [Footnote: CSA STAR Self-Assessment documents the security
controls provided by an Offeror’s offerings, thereby helping Purchasing Entities assess the
security of an Offeror, if awarded a Master Agreement, they currently use or are considering
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~using. ] Offeror must either submit a completed The Consensus Assessments Initiative
Questionnaire'(CAIQ), Exhibit 1 to Attachment B, or submit a rcport documenting
compliance with Cloud Controls Matrix (CCM), Exhibit 2 to Attachment B. Offcror must

" also represent and warrant the accuracy and currency of the information on the
completed: Offerors-are encouraged to complete and submit both exhibits to Attachment
B.

Oracle Response:

Oracle’s response to the Conscnsus Assessments Initiative Questionnaire (CAIQ) from RFP is presented
in Section 7 of this responsc.

Please note that the relevant contract(s) between you and Oracle will determine the scope of services
provided and the related legal terms. While we have tried to be as complete as possible, Oracle’s response
to your question(s} is provided on an AS-IS basis without warranty or obligation to update, is subject to
change, and is confidential information under the Claim of Business Confidentiality Form submitted by
Oracle in this response and Oracle’s General Terms.

Please note that any Yes/No responses and any computed "In Place” indicators, must be read in the
context of the supplied comments and qualifications, and, given the diversity and complexity of the
services, will not be absolute or applicable in all instances. Oracle has attempted to address the
requirements in light of the Lead State’s responses to questions 468 and 484 through 488 from the Q&A
proccess. Please note that the explanation and/or supporting documentation may comprise Oracles
response and control regardiess of the scoring or any Yes/No response. The responses provided in this
document apply solely to the services specifically listed and other products or services may have different
controls.

5.5.4  Offeror, as part of its proposal must provide a sample of its Service Level Agreement,
which should define the performance and other operating parameters within which the
infrastructure must operate to meet IT System and Purchasing Entity’s requirements.
[Footnote: SLAs can vary depending on the cloud service being procured as well as the
individual ordering activity, and the Lead State does not expect to require a single SLA to all
cloud solutions being proposed under the RFP. Additionally, by submitting a sample the Lead
State does not agree to its terms and you understand that a Purchasmg Entity may revise the
SLA to conform to the requirements of its laws.|

Oracle Response:

Oracle’s Cloud Service Level Agreements (SLAs) are comprised of multiple parts depending of the cloud
services ordered. The documents contained in Attachment 7 are hereafter referred to as Oracle’s SLA’s
and include the Oracle Cloud Enterprise Hosting and Delivery Policies, the Oracle (non-enterprise) Cloud
Hosting and Delivery Policies, the Data Processing Agreement, and the Cloud Services Agreement. These
documents are living documents updated to provide the most current service levels to customers and can
be found at http://www oracle.com/us/corporate/contracts/cloud-services/index. html.
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Recertification of Mandatory Minimums and Technical
Specifications (RFP #5.7)

Provided below is the information requested in scction 5.7 of the Request for Proposal.

'Offeror must acknowledge that if it is awarded a contract under the RFP that it will annually
certify to the Lead State that it still meets or exceeds the technical capabilities discussed in its
proposal '

Qracle Response:

Oracle acknowledges that if awarded a contract pursuant to this RFP that annually it will certify to the
tcchnical capability discussed in its proposal or thereafter amended into the Master Agreement.
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4. Business Profile (RFP #5)

Provided betow is the information requested in section 6 of the RFP.

n Offeror’s response must be a specific point-by-point response, in thc ordcr listed, to each

{This section should constitute the Offeror’s response to the items described tn Section 6 of the REP.
F:

equirement in the Section.6 of the'RFP. : .

Business Profile (RFP #6.1)

Provided below is the information requested in section 6.1 of the RFP.

BUSINESS INFORMATION

Provide a profile of your business including: year started, organizational structure, client base
(including any focus by region, market sector, ctc.), growth over the last three (3) years, number of
employees, employee retention rates (specific for employces that may be associated with the services
related to the RFP) over the last two (2) years, etc. Businesses must demonstrate a minimum of
ithree (3) years of experience providing cloud solutions for large scale projects, mcludmg
'‘government experience, to be eligible for award.

Oracle Response:

Oracle America, Inc. is a wholly owned subsidiary of Oracle Corporation (Oracle). Founded in June
1977, Oracle provides products and services that address all aspects of corporate information technology
(IT) environments. Since 2004, Oracle has invested more than $39 billion in rescarch and development.
Products offered include database and middleware software, application software, cloud infrastructure
software and hardware systems along with support and related services.

Oracle is a leader in the core technologies of cloud IT environments, including database and middleware
software as well as enterprise applications, virtualization, clustering, large-scale systems management and
related infrastructure. Oracle offers a wide range of services in all primary layers of the cloud. Oracle
Cloud offerings are designed to be rapidly deployable to cnable customers shorter time to innovation;
casily maintainable to reduce integration and testing work; and cost-effective by requiring lower upfront
customer investment. - :

With more than 400,000 customers including 100 of the Fortune 100 in morc than 145 countrics, Oracle
provides a complete technology stack both in the cloud and in the data center. Oracle’s industry-leading
cloud-based and on premises solutions give customers complete deployment flexibility and unmatched
benefits including application integration, advanced security, high availability, scalability, energy
cfficiency, powerful performance, and low total cost of ownership.

Oracle has over 132,000 employces worldwide, all of whom are dedicated to providing a complete
busingss offering that includes integrated, award-winning support services combined with industry-
leading products. Oracle does not report statistics on employee retention. For more information, visit
oracle.com.
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Oracle Cloud was announced in 2012, and since then Oracle has delivered cloud services and other
services under numerous, large-scale government projects at the Federal and State level, including for the
US Department of Defense (DoD), the State of Texas. Under NASPO ValuePoint (formerly WSCA-
NASPQ) agreements, Oracle has also provided products and services to the States of Illinois,
Washington, Utah, New Mcxico, and Minnesota.

Scope of Experience (RFP #6.2)

Provided below is the information requested in section 6.2 of the RFP.

iDescribe in detail the business’ experience with government or large consortium contracts similar
%o the Master Agreements sought through this RFP. Provide the approximate dollar value of the
business’ five (5) largest contracts in the last two (2) years, under which the Offeror provided
Solutions identical or very similar to those required by this RFP. Government cxperience is
preferred =

Oracle Response:

CLOUD SOLUTIONS FOR THE U.S. DEPARTMENT OF DEFENSE
Oracle DoD Community Cloud

The Oracle DoD Community Cloud provides a U.S. Department of Defense-only community to use
Oracle Saa$S solutions. Available to the U.S. Air Force, U.S. Army, U.S. Navy, U.S. Marine Corp., U.S.
Coast Guard, U.S. Department of Defense Agencies, and NAF Agencies that support the U.S. Depariment
of Defense.

Oracle Service Cloud for DoD

The Oracle Service Cloud is Oracle’s premicr Software as a Service (SaaS) solution providing the
industry’s best-in-class customer service platform for U.S. DoD customers. Oracle Service Cloud is
deployed onto a robust, sccure infrastructure hosting Oracle’s patented Service Cloud software
applications in an environment accredited to FedRAMP+ DoD} Level 4 specifications. The Oracle Service
Cloud leverages a fault-tolcrant core application framework offering flexible add-on modules providing
customers with a customizable, out-of-the-box feature set to support both customer-facing and customer
service agent-facing functions. The Oracle Service Cloud is offered as a hosted cloud solution (that 1s,
operated and maintained by Oracle within its securc hosting environment at co-location facilities in the
United States) providing customers with a modern, cfficient, and secure cloud solution via proven
Software as a Service (SaaS) delivery model. Additional information is available at
https://cloud.oracle.com/dod.

CLOUD SOLUTIONS FOR THE STATE GOVERNMENTS
Texas Department of Information Resources {DIR)
Location: Austin, Texas

Industry: Public sector
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Employees: 180
Budget: U$$240,735,442 in 2012

Oracle products: Oracle Exadata Database Machine; Oracle Database, Enterprise Edition; Oracle
Enterprise Manager; Oracle Active Data Guard; Oracle Real Application Clusters; Oracle Cloud
Management Pack for Oracle Database; PeopleSoft Financials; PeopleSoft Human Resources; PeopleSoft
Payroll

Twenty-cight agencics have signed up to use Texas DIR’s Oracle Exadata-based cloud services,
including the Texas Education Agency, Texas Health and Human Services Commission, the Texas
Department of Assistive and Rehabilitative Services, the Texas Department of Family Protective
Services, the Texas Department of Insurance, and the Texas Department of Public Safety.

Leaders at Texas DIR decided to use the cloud technologies within the Oracle Exadata and Oracle
Exalogic lines to provision a shared “PeopleSoft-as-a-scrvice™ environment that the agencies can
consume in a simple, straightforward way.

“Our cloud services are ag:le and priced very attractively. They are also ﬂex.rbie We
have been careful not to lock customers into a rigid cloud model. Customers pay one
price: They don’t have to- thmk about standby databases and d:sasler recovery that s
all built in.” - T i L

- Todd Klmbnel director, eGovernment, Texas Dcpartmcnt of Inforrnatlon
1 Resources (D[R). -, o

OTHER RELATED CLOUD SOLUTIONS

The following figures present an overview of sclected government or large organization cloud solutions
similar to those proposed for the NASPO master agreement.

REDISA GOES LIVE IN 60 DAYS WITH ORACLE STACK

The Recycling and Economic Development Initiative of South Africa (REDISA)is a non-profit arganization aiming to
develop a sustainable South African tire recycling industry through an integrated waste tire management plan.

chauences Wl L F el
T PR AR vt ; & Xl
= ENSURE HIGH OPERATIONAL + Oracle Service Cloud « Launched solution in 2 months
EFFICIENCY AND LOW TCO « Oracle Database using out of the box
* EXECUTE A COUNTRY WIDE * Oracle Financials & Procurement functionality
PLAN TO TRACK - Oracle HR & Payroll : Suppor_‘t countr'y-uwde '
COMMUNICATION AND SERVICE| || Oracle Taleo collection, storing, and recycling
OF TIRE MANUFACTURES AND of waste tires
(MPORTERS * Oracle Transportation Mgmt “From the sty esagn PRI e wOMIed a singlevendor
* Oracle BI o . e G
« Qracle BPM e e e
A R E « Partner: Implementation Factory iﬂmﬁ:ﬁli’:’ﬂmﬁﬁmmmm
thot we ki he c0e ta grow inglefinitoly, " lan Beston, 00,
REDISE NPC

FIGURE 1: ORACLE CLOUD SOLUTION FOR RECYCLING AND ECONOMIC DEVELOPMENT INITIATIVE OF SOUTH AFRICA
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U.S AIR FORCE IMPROVES CONSTITUENT SATISFACTION 5@‘:}

The U.5. Air Force's Total Force Service Center delivers personnel services to regular Air Force, Air

RFP #: CH16012

.,

e

d
x

National Guard, Reserve, civilian and retiree populations through Air Force's personnel services centers.

CHALLENGES ﬂy SOLUTIONS

* REDUCE INBOUND EMAIL &
PHONE TRAFFIC

* DIFFICULT TO ACCESS PERSONNEL
INFORMATION

* NEEDED ARCHITECTURETO
INTEGRATE MULTIPLE SYSTEMS

* MANAGE FEEDBACK & UPDATE
CONTENT TO ENSURE RELEVANCY

AlIR||E

@

Oracle Service Cloud

+ Cross-Channe! Contact Center
* Knowledge Management

« Web Customer Service

* Leverage email, feedback/surveys
& analytics

+ 3600 Agent Desktops

* Raised custamer satisfaction
levels from poor to very good
Moved 21 personnel programs to
new web-based KM service

Consolidated 82 personnel
centers into 2 centers

Reduced average customer
inquiry times from 20 to 2 min
Increased weekly utBization of
web knowledge base from
180,000 to 2 million hits

FIGURE 2: CRACLE CLOUD SOLUTION FOR THE U.S. AIR FORCE

HM LAND REGISTRY MOVES TO DIGITAL CHANNELS

Land
Registry

HM Land Registry is a British government agency that registers land and property

ownership in England and Wales

chaences Wiy J| sotumions @®)

* BECOME AN EVEN MORE
CUSTOMER-CENTRIC ORG

* CAPTURE ALL INTERACTIONS &
INFORMATION CENTRALLY TO
UNDERSTAND CUSTOMER
BEHAVIOR & REQUIREMENTS

+ IMPROVE CUSTOMER
INTELLIGENCE TO HELP DRIVE
GOV'T MANDATED SHIFT TO
QONLINE CHANNELS

AlIR||E

Oracle Service Cloud

* Cross-Channel Contact Center
* Knowledge Management

* Web Customer Service

* Analytics - To understand call
times and patterns to gain a
holistic view of customer needs

+ 3,000 employees to deliver
improved services to distinct
customer groups and to
organizations

..

Enabled customers to access
online self-service when they
need services cost effectively way
and meeting government
objectives to handle more online

Empowered 3,000 employeesto
quickly and accurately handle
6,000 to 8,000 calls per day

“With Qrocle Service Cloud we are seeking
to dramatically enhence our knowledge and
understanding of our customers (o defiver
an improved, more consistent customer

experience.”
Eadm Daes, Commaron & Costomar Director

FIGURE 3: ORACLE CLOUD SOLUTION FOR HM LAND REGISTRY, UNITED KINGDOM
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CITY OF CARTAGENA CENTRALIZES SOCIAL

INTERACTION

RFP #: CH16012

AYUNTAMIENTO
DE CARTAGENA

Ayuntamiento de Cartagena runs the public admin., social senfices, sports, police, cultural and youth
activities, education, libraries, and communication for the 215K residents of the city of Cartagena, Spain

craitences @y B soLuTions @) | resuuts ®e

* EFFECTIVELY USE SOCIAL MEDIA
AS PRIMARY COMMUNICATION
CHANNEL WITH CITIZENS

* MEASURE & ANALYZE CITY’S
SOCIAL FOUTPRINT &
COMMUNICATION SUCCESS

* QUICKLY IMPLEMENT & EASILY
MANAGE, A FLEXIBLE CLOUD
PLATFORM

AllRIIE

Oracle Service Cloud

* Oracle Social Engagement and
Monitoring

* Agent Desktop

* Implementedin 48 hours

+ Consolidated all social media
communication channels to
enable faster response times

* Multiplied user engagement and
citizen communication improving
city’s image

*DSVE proviges us with o powerful, user-jriendly

pfarfarm re intormer with thausends of citirens. I

enobies us (o provide them with public informgtion

ond to mepndtor thelr satisfoction with our serdces
Inrect time.” Miguet Rodiigua2 Gutlerrez, (T

Manggen Ayuntamiento de Carlagena

FIGURE 4: ORACLE CLOUD SOLUTION FOR THE CITY OF CARTAGENA, SPAIN

The Boston Globe

BOSTON GLOBE IMPROVES SERVICE & RETENTION

New England's leading newspaper and winner of 21 Pulitzer Prizes with approximately 1.45
million weekly readers and a rapidly growing online subscriber base

CHALLENGES W SOLUTIONS

* SUPPORT THE DYNAMIC MEDIA
BUSINESS & GROW THE DIGITIAL
MARKETPLACE

* WANTED A SOLUTION TO UNIFY
CUSTOMER INTERACTIONS,
IMPROVE SUBSCRIBER
SATISFACTION, INCREASE AGENT
EFFICIENCY AND CAPTURE
IMPORTANT INFORMATIONTO
DRIVE BUSINESS DECISIONS

AllRI}IE

Oracle Service Cloud

+ Cross-Channel Contact Center
Knowledge Management
Web Customer Service

Phone, email, & chat channels -
chat has become differentiator

Feedback for surveys
+ CX for Facebook & Social Monitor

* Mohile support for help, view
answers, & rate answers

=
®)

* Increased Web self-service rate by
20%

* Increased customer satisfaction
by reducing e-mail response time
to consumer inguiries

+ Increased use of mobile channel
for support requests by 12%

“We feel like we hit the bull’s eye with
finding the right solution to support the
growing digital environment.”

Sobers Saurar, Ditezror of Costomer Care and Jarkating

FIGURE 5: ORACLE CLOUD SOLUTION FOR THE BOSTON GLOBE
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\'I
Walmart - <

WALMART REDUCES SUPPLY CHAIN GAS EMMISSIONS

Walmart is an American multinational corporation that runs chains of large discount
department stores and warehouse stores.

-
N
SOLUTIONS ®)
= BUILD A CLOUD-BASED PLATFORM Oracie Service Cloud + Became the Walmart Sustainability
TO STREAMLINE RELATIONSHIPS « Cross-Channel Contact Canter HUB
WITH THOUSANDS OF SUPPLIERS + Knowledge Management * Hub for thousands of Walmart
+ HELP MEET ITS GOAL OF + Web Customer Servica suppliers and bt‘lsin?ss pannefs to
ELIMINATING 20M METRIC TONS learn, connect, inspire, and drive
OF GREENHOUSE GASES BY 2015 sustainability collaboration 24/7
THROUGH EFFICIENT SUPPLY * Eliminate more than 2.3 MMT of
CHAIN OPERATIONS greenhouse-gas emissions initially

“Oracle Service Cloud is a scalable
plaiform thor heips us engage portners
across our supply chains and seft
A R E sustainable products that minimize our
. environmental footprint”,
Ro0er1 factin, Dreetor, Procuct Sutianabilty

FIGURE 6: ORACLE CLOUD SOLUTION FOR WALMART

ORBITZ ACHIEVES #1 IN SATISFACTION ZREBITZ

Leading global online travel company that uses innovative technology to enable leisure and business
travelers to search for, plan and book a broad range of travel products and services

L
cHacences Wy | sowumions ©)
* ggfﬁ%‘;ég&%&?ﬁ%ﬁg Oracie Service Cloud * Ranked #1 In overall customer
SUPERIOR CUSTOMER SERVICE * Cross-Channe! Contact Center satisfaction
¢ COST EFFICIENTLY HANDLE * Web Customer Service * Lowest customer service costs
MILLIONS OF CUSTOMER B in the industry
INQUIRIES Knowledge Management

* 90% reduction in agent errors
* 833% ROl on Investment
* 22M FAQ/year for all brands

« ENSURE AGENTS HAVE UP TO * 3K+ FAQs in 12 languages
THE MINUTE INFORMATION * 1.2M Web Self Service Sessions
= Email and chat channels

. . . " The selution enables us to put the right,
2 OPtImlzed for Mobile Devices ectionable mformorion in our ogenats” hands to

A R E ENSUTE We MReT QUr CUStomers” gxpectations

for superior customer tervice.”

Higaauy ereigng, Dretior, Global Cupigrer Expariones |

FIGURE 7: ORACLE CLOUD SOLUTION FOR ORBITZ
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COX UNIFIES ITS CUSTOMER CARE TEAM

Third largest cable provider in the US with more than six million customers

RFP #: CH16012

COX

cHaLlenGes (| soLuTions @) f resuirs &

* No way to unite all customer-
facing employees, whether in-
house or third-party contractors

* Needed a flexible platform and
cost-effective business model

* Sought to improve customer
experience while reducing costs

Al{RIIE

+ Deployed Oracle Field Service’s
flexible, web-based platform to
adapt to the company’s
evoiving business needs and
integrate with other
applications

Communicate with customers
to narrow wait windows and
consistently arrive on time for
appointments

* Reduced wait windows to 60
minutes

+ Within weeks, dramatically
improved workplace
productivity

+ Significantincrease in number
of appointments completed per
day

FIGURE B: ORACLE CLOUD SOLUTION FOR COX COMMUNICATIONS

KOHL'S PERSONALIZES EACH CUSTOMER’S EXPERIENCE 5"9?;!"

Kohl’s is a leading specialty department store with 1,160 stores in 49 states 4

* DRIVE AND DELIVER
DIFFERENTIATED SERVICE IN
HIGHLY COMPETITIVE RETAIL
MARKET

* DELIVER COMPELLING
CONSUMEREXPERIENCE ON THE
WEB WHILE IMPROVE WEB
RESOLUTION RATES

AIIRI]E

Oracle Service Cloud

* Enterprise Agent Desktop, Web
Self Service and Knowledge
Management

* Channels: web, email, chat, co-
browse, & feedback/surveys

* Plans to integrate with Oracle
Commerce (ATG) - just launched
as commerce platform

= 2200 Agent Desktops & 23M Web
Sessions/Year

« 1QPC CC Award Runner Up 2014

ERESULTSRA

s

LS

+ 23% web self service success or
deflection via Smart Assistant

*+ $1.3M+ annual savings in
deflection through effective
knowledge content YTD

+ 98% Answer Effectiveness

* >56% KB Effectivenass & Smart
Assistant Deflection > 20%

FIGURE 9: ORACLE CLOUD SOLUTION FOR KOHL'S DEPARTMENT STORES
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Financials (RFP #6.3)

Provided below is the information requested in section 6.3 of the RFP.

iOffcror must providc audited financial statcments, of the last two ycars, to the Statc that
demonstrate that an Offeror meets at a minimum Dun and Bradstreet (D&B) credit rating of 3A2
-’or better, or a recognized equivalent rating. Please provide the Respondent’s D&B Number and the
'compositc credit rating. The State rfescrves the right to verify this information. If a branch or -
wholly owned subsidiary is bidding on this RFP, please provide the D&B Number and score for the
iparent company that will be financially responsible for performance of the agreement.

Oracle Response:

Oracle annual reports for fiscal years ending May 31, 2015 and May 31, 2014 are presented in
Attachment 6.

The D U N S (D&B) number for Oracle America, Inc. is 01-304-4532. The Oracle Corporation D UN S
(D&B) number is 14-470-9193. As of November 19, 2014, the D&B rating for Oracle Corporation was
SA2.

General Information (RFP #6.4)

Provided below is the information requested in section 6.4 of the RFP.

6.4.1  Provide any pertinent general information about the depth and breadth of your Solutions
I and their overall use and acceptance in the cloud marketplace. :

Oracle Response:

Oracle’s cloud service is portable between the traditional on premise model to cloud then back again as
needed. Oracle’s cloud services were developed with the agility to integrate easily with legacy
applications, future applications, and other third-party technologies. Once in the cloud Oracle’s solution
offers configuration throughout the system to adapt to changing business needs with configuration
without the use of code for ongoing enterprise management. Oracle offers private cloud, public cloud and
hybrid cloud solutions to meet modern technology needs.

16.4.2  Offeror must describe whether or not its auditing capabilities and reports are consistent
l with SAS 70 or later versions including, SSAE 16 6/2011, or greater. - '

QOracle Response:

Yes, the auditing capabilities and reporting of Oracle’s solution are consistent with SSAE 16. Duc to
confidentiality considerations, Oracle has not included its SSAE16 report(s) as part of this proposal. In
the event that Oracle is shortlisted for your RFP, or you clect to award a contract to Oracle for the
products and/or services specified in this Response, Oracle would be happy to work with you to provide
its SSAE 16(s) reports under a scparate nondisclosure agrecment.

oRrRACLE

USE OR DISCLOSURE OF DATA CONTAINED ON THIS SHEET 1S SUBJECT TO THE RESTRICTIONS IN THE LAST PARAGRAPH OF THE GENERAL 15
TERMS AN CONTHTIONS OF ORACLE'S PROPOSAL INCLUDED IN THIS RESPONSE.



THE STATE OF UTAH RFP #: CH16012
VALUEPOINT MASTER AGREEMENT FOR CLOUD SOLUTIONS

Billing and Pricing Practices (RFP #6.5)

Provided below is the information requested in section 6.5 of the RFP.

iDO NOT INCLUDE YOUR PR]CING CATALOG, as part of your response to this question.

16.5.1  Describe your billing and pricing practices, including how your billing practices are
' transparent and easy to understand for Purchasing Entity’s. - °

Oracle Response:

Purchase orders arc required for ordering cloud services and at the point of order a customer can sclect
from a manual or electronic invoicing option. Service fees are due quarterly in arrcar of service delivery
with net thirty-payment terms. A credit or purchase card (P-Card) may be used as a form of payment
against an invotce provided the fees do not exceed $99,999 USD. Credit card as a form of payment
against an invoice <$2,000 is mandatory.

Pricing is based on an annual subscription for a particular cloud service for a defined metric discounted
from commercial list pricc. Metrics vary by cloud service type as presented in the Cost Proposal section
but an example two of common metrics are:

FOR SAAS

Hosted Named User: is defined as an individual authorized to access the hosted service, regardless of
whether the individual is actively accessing the hosted service at any given time.

FOR PAAS

Hosted Environment: is the combination of systerns and supporting resources to which Oracle grants you
access as part of the Oracle Cloud Services ordered by you, that is (i) configured for the Oracle Programs
operating on it and for specific uses as part of the Oracle Public Cloud Services, and (ii) used by Oracle to
perform the Oracle Cloud Services. The Hosted Environment consists of the Production Environment,
and any non-Production Environment(s), as referenced in the applicable Ordering Document and services
policies.

6.5.2 Identify any typical cost impacts that a Purchasing Entity might need to consider, if any, to
l implement your cloud solutions,

Oracle Response:

Each customer has different considerations and requirements that align with their overall technology
objectives and budget. The Oracle Account team will perform an assessment with each perspective
Participating Entity to gain an understanding of their goals which may include:

¢ Reducing facilitigs/real estate cost
¢ Reducing technical support fees

e Investment in on premisc licenses; do they have a value that can be shelved/exchanged to reduce
the cost of a cloud solution
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6.5.3 Offeror must describe how its Solutions are NIST compliant, as defined in NIST Special
Publication 800-145, with the service models it offers.

Oracle Response:

Please see our discussion of mecting NIST requirements for our solutions, which are detailed in our
response to RFP section 8.1.2 below.

Scope and Variety of Cloud Solutions (RFP #6.6)

Provided below is the information requested in section 6.6 of the RFP.

Specify the scope and variety of the Solutions you offer under this solicitation. You may provide a
list of the different SaaS, IaaS, and/or PaaS services and deployment modcls that you offer.

QOracle Response:

Oracle’s platform as a service offering has been extremely well-received in the industry. Today, over 250
Saa$ providers are using Oracle products and technologies as a foundation for their own offerings.
Providers such as satesforce.com, Ariba, and Perot Systems are just a few of the companies using
Oracle’s platform as a service solution to power their clouds. Similarly, Oracle leverages this very same,
customer available, technology to power its own cloud computing offerings including the Oracle Public
Cloud and Oracle Cloud Services. Oracle’s Paa$ offering is based upon a well-integrated collection of
products and technologies that provide middleware and application integration functionality as well as
data services, but organizations sceking to build cloud computing architectures need business-ready
solutions not point products. Oracle understands what it takes to run enterprise-ready cloud computing
environments, and that is why Oracle introduced its line of fit-for-purpose enginecred systems—complete
hardware and software solutions, engincered together and optimized to deliver the best performance,
elastic scalability, security, and availability while drastically reducing IT complexity. These enginecred
systems are designed to speed up time to deployment, reduce support and management costs, and scalc in
response to the necds of the organization making them ideal foundations for any PaaS architecture.

Organizations realize that a shared services platform, used to create, integrate, and share applications is
critical to maximizing the value of a cloud computing architecture. Just as with applications delivered as a
service, platform technologies must too offer flexibility, clastic scalability, and self-service access in
order to more rapidly respond to workload fluctuation as well as the ever-changing needs of the
organization. Oracle has a very comprehensive PaaS offering that includes market-leading, best-in-class
products such as the Oracle Database, the Oracle WebLogic Suite, and the Oracle Identity Management
Suite—all #1 in their respective categorics according to industry analyst reports.

SERVICES OFFERINGS IN THE QORACLE PuBLIC CLOUD
Currently, Oracle offers the following services in the Oracle Public Cloud:

Oracle Database Cloud Service — provides the power and flexibility of the Oracle Database in the cloud
with your choice of a dedicaled database instance with direct network connections and full administrative
control, or a dedicated schema with a full development and deployment platform managed by Oracle.
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The Oracle Database has been the standard for enterprise databases for more than two decades. With the
Oracle Database Cloud Service, you get the full power of this legendary platform. You can use the same
SQL for data interaction that is used for hundreds of thousands of enterprise applications. You can use
PL/SQL, the procedural cxtensions for the Oracle Database, All the optimizations and data structures,
which make the Oracle Databasc so robust, are available in your Oracle Database Cloud Service.

The Oracle Database Cloud Service uses schema isolation to implement multi-tenancy, which allows full
transparency while still providing efficient use of database resources. The Oracle Database is, at its core,
a muitiuser system for sharing data, so the Oracle Database Cloud Service simply uses the capabilities

built up for the Oracle Database to share resources among multiple Oracle Database Cloud Service
customers

CLOUD SERVICE MODELS

Oracle is proposing to provide the following two cloud computing services models:

e Softwarc as a Service (SaaS) — The service provider offers one or more applications over the
network to be customized (where possible) and used by its customers.

s Platform as a Scrvice (PaaS) — The scrvice provider offers development and deployment
platforms over the network to be used by customers building or assembling their own applications
using these provided frameworks.

. Service Types: Paa$, SaaS

DifferentUse.

Consumer

Saa$S Cloud

Service Provider Comsumer

Service
Provider”

Key App Development New Capability
Oriver Focus Speed

FIGURE 10: PROPOSED ORACLE CLOUD SERVICE MODELS
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DEPLOYMENT MODELS

The four cloud computing deployment models include:
+  Public Cloud - An environment provisioned for open use by the general public.

s Private Cloud — An environment provisioned for exclusive use by a single organization
comprising multiple (internal} consumers. Sometimes called an enterprise cloud, private clouds
can be on premise or off premise, managed internally or managed by a third-party provider.

e Community Cloud — An environment provisioned for exclusive use by a specific community of
consurners from different organizations that share business or computing goals, needs or
concerns. '

¢ Hybrid Cloud - An environment comprised of two or more of the above specified cloud
computing deployment models in a manner where they are bound together using technology that
supports applicalion, service or data portability, migration, and intcroperability.

. Deployment Models: Private, Public, Hybrid

Exclusive Shared by multiple organizations

Private Cloud Y{__{ HybridCloud T »( Public Cloud

b vl

» CapEx & OpEx * Cloudbursting — overdraft + OpEx
+ Control & visibility for peak loads + Qutsourced services
» Not shared * Dev/Test & production - Shared by multiple orgs

+ B2B integration

FIGURE 11: ORACLE CLOUD DEPLOYMENT MODELS

Best Practices (RFP #6.7)

Provided below is the information requested in section 6.7 of the RFP.

ISpecify your policies and procedures in ensuring visibility, compliance, data sccurity and threat
protection for cloud-delivered services; include any implementations of encryption or tokenization
ito control access to sénsitive data.

Oracle Response:

Oracle Cloud services employ a holistic approach to application and data security, with controls enforced
at multiple layers—physical, nctwork, application, infrastructure, and personnel security.
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The Oracle Cloud services are aligned with the security framework of International Organization for
Standardization (1S0) and Intemational Electro-technical Commission (IEC), specifically ISO/IEC
27002:2005, Code of Practice for Information Security Management and [SO/IEC 27001:2005 standards,
but are not 1ISO 27001 certified.

Customers with a licensing agreement or signed confidentiality disclosure agreement can request a copy
of the SOC 1—S8SAE 16 and ISAE 3402 reports for Oracle Cloud Services. The controls included in
Oracle’s self-attestations for SSAE 16 SOCI and SOC2 reports arc aligned with the controls and
objectives of the [SO 27001 framework. These reports are steps toward formalizing our 1SO 27001
compliance and certification.

Additional details can be found in Section 1.9 of the Oracle Cloud Enterprise Hosting and Delivery
Policies document found in Attachment 7.2.

Encryption is offered end-to-end for Oracle Cloud Services. Oracle Cloud Services can provide
encryption capabilities for both data in-transit as well as data at rest. Encryption technologies may vary
based on cloud services and leverage technologies such as SAN encryption or database encryption.

Oracle has an Incident Response Plan for IT security breaches. Oracle evaluates and responds to incidents
that create suspicions of unauthorized access to or handling of customer data whether the data is held on
Oracle hardware assets or on the personal hardware assets of Oracle employces and contingent workers.
When Oracle’s Global Information Security (GIS) organization is informed of such incidents and,
depending on the nature of the activity, it defines escalation paths and response teams to address thosc
incidents. GIS will work with customer, and the appropriate technical teams, and law enforcement where
necessary to respond to the incident. The goal of the incident response will be to restore the
confidentiality, integrity, and availability of customer’s environment, and to establish root causes and
remediation steps. Operations staff has documented procedures for addressing incidents where handling
of data may have been unauthorized, including prompt and reasonable repornting, escalation procedures,
and chain of custody practices.

In addition, Oracle has an Oracle Cloud Service Exception Repori Practice, geared toward fulfilling our
customers’ Enterprise IT and transparency needs. Service Exception Reports (SER) contains information
from root cause analysis performed by Oracle Cloud Operations on specific service outages.

Root Cause Analysis (RCA) is a procedural framework used as part of IT Infrastructure Library Problem
Management by Oracle Cloud Operations personnel to:

e I[dentify and understand the root cause of problems concerning Oracle Cloud services.
e Maintain transparency with service subscribers.

* Implement adequate controls and measures to ensure that the problem does not recur.

SERs are provided to customers only when they formally request them through My Oracle Support
(http://support.oracle.com). Typically, Oracle provides SERs to affected customers as soon as the root
causc analysis is complete. Oracle Cloud customers can request SERs for issucs or outages that occurred
in the last 30 days.
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SERs can be requested for the following types of outages.

s  Unplanned Outages — PO impact lasting more than 15 minutes, outages that prevents us from
fulfilling customer SLAs, and third-party system outages.

» Performance Degradation — Persistent issues, slow performance for longer than 15 minutes.

e Other — Maintenance windows exceeding projected duration, partial service failure events
exceeding 15 minutes,

The Oracle Cloud Customer Portal is a one-stop-shop for customer’s Oracle Cloud Service lifecycle
management needs. The porntal is rote-based and provides both business and operational details of the
Oracle Cloud.

Account owners as well as security contacts can perform various functions on the Oracle Cloud Customer
Portal including, but not limited to:

*  Monitor health of all services across multiple data centers
e Purchase one or more services across multiple data centers

* Retricve customer support identificr (CS1), that can be used My Oracle Support Portal to obtain
help with issues related to paid services from highly qualified technical staff

e Manage payments, credit cards, and purchase orders

e  Monitor service entitlement overages

¢ Monttor Service Level Agreements (SLAS) and aggregated service as well as business metrics
e  Monitor scheduled and unscheduled outages to services

¢ Delegate service and/or account administration role assignment to other users

e Manage uscrs, roles and policics, and perform bulk operations

e Manage scrvice lockouts

e Retrieve terminated service archives within 60 days after termination

Oracle Cloud Services uses firewalls to control access between the intemmct and Oracle Cloud by allowing
only authorized traffic. Firewalls are deployed in a laycred approach to perform packet inspection with
security policies configured to filter packets based on protocol, port, source, and destination 1P address to
identify authorized sources, destinations, and traffic types.

Sccurity vulnerability tests are performed regularty, at least annually. There are multiple levels of ongoing
security checks, threat and risk assessments, vulnerability scanning, and penetration testing used to
validate system controls, including file integrity where applicable.
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5. Organization Profile

T his section should constitute the Offeror’s response to the items described in Section 7 of the RFP.
'An Offeror’s response must be a specific point-by-point response, in the order listed, to cach
requirement in the Section 7 of the RFP.

Organization and Staffing (RFP #7)

Provided below is the informaticon requested in section 7 of the RFP.

Contract Manager (RFP #7.1)

Provided below is the information requested in section 7.1 of the RFP.

jThe Offcror must provide a Contract Manager as the single point of contact for management of the
ASPO ValuePeint Master Agreement, administered by the State of Utah. The Contract Manager
ust have experience managing contracts for cloud solutions.

17.1.1  Provide the name, phone number, email addréss, and work hours of the person who will act
I as Contract Manager if you arc awarded a Master Agreement.

Oracle Response:

Contract Manager: Rachel Kasoff

Email Address: rachel.l.kasoffi@oracle.com

Phone Number: +13032729791

Work Hours: 9 am. to 5 p.m. (MST)

{7.1.2  Describe in detail the Contract Manager’s experience managing contracts of similar size
and scope to the one that will be awarded from this RFP. Provide a detailed resume for the
Contract Manager.

Oracle Response:

Rachel Kasoff is a member of Oracle’s Government Sector Contract Administration Group. She manages
some of the key customer contracts Oracle, namely the contracts for CT, DE, 1L, LA, MD, MN, NM, WA
and NASPO. Plcase see attached resumé in Section 7.
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7.1.3 Describe in detail the reles and.responsibilities of the Contract Manager as they spply to the
_NASPO ValucPoint Master Agreement that will be awarded from this RFP.

Oracle Response:

The Contracts Manager shall be responsible to administer all the contract administration requirements of
the awarded contract, including reporting, pricing updates, and any other contract communications
required by the contract.

USE OR DESCLOSURE OF DATA CONTAINED ON THIS SHEET IS SUBJECT TO THE RESTRICTIONS IN THE LAST PARAGRAPH OF THE GENERAL 23
TERMS AND CONDITIONS OF ORACLE’S PROPOSAL INCLUDED IN THIS RESPONSE.




THE STATE OF UTAH RFP #: CH16012
VALUEPOINT MASTER AGREEMENT FOR CLOUD SOLUTIONS

6. Technical Response

6A. Description of Proposed Solutions

lT his section should constitute the chhmcal response of the proposal and must contain at least the

following information: - : s 3

A complete narrative of the Offeror's assessment of the Cloud Solutions to be provided, the
Offerors ability and approach, and the resources necessary to fulfill the requirements. This should
demonstrate the Offeror's understanding of the desired overall performance expectations and
clearly indicate any options or alternatives proposed.

Oracle Response:

The Oracle SaaS Solutions — The Oracle Service Cloud Platform

In an effort to properly introduce you to the Oracle Service Cloud Platform, we believe that a brief
solution overview is an important place to start. To be clear, we are offering Oracle RightNow Enterprise
Contact Center Dynamic Agent Desktop Cloud Service and Tier i, Tier 2, and Tier 3 Web Sessions. This
offering includes the following list which is discussed in the sections that follow:

» Oracle RightNow Web Experience
o Oracle RightNow Customer Portal Cloud Service (Tier | and Tier 2 Scssions)
o Oracle RightNow Chat Cloud Service
o Oracle RightNow Cobrowsc Cloud Service
o Oracle RightNow Email Managecment Cloud Service
o Oracle Policy Automation Web Cloud Service (Tier 3 Sessions)
* Oracle RightNow Contact Center Experience
o Case Managemcnt
= Corc Agent Deskiop
* Incident (Case) and SLA Management
s  Business Rules, Escalations, Routing
o Interaction Management
*  Oracle RightNow Basic Screen Pop Cloud Service
o Oracle RightNow Incident Collaboration Cloud Service
o Oracle RightNow Mobile Agent App Cloud Service

o Oracle RightNow Asset Management and Product Tracking Cloud Service
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s Oracle RightNow Engage
o Oracle RightNow Outreach Cloud Service
o Oracle RightNow Feedback Cloud Service
o Oracle RightNow Analytics Cloud Service
¢ Oracie RightNow Social Experience
o OQracle RightNow Social Momitor Cloud Service
¢ Oracle RightNow Platform
o Oracle RightNow Connect Cloud Service
¢ Oracle RightNow Cloud Platform Cloud Service
o Oracle RightNow Incident Thread Masking Cloud Service
o QOracle RightNow Standalone Foundation Agent Knowledgebase Cloud Service
We believe this solution and its components fall in line with the performance objectives outlined in your
requirements and greatly exceed those expectations with an out-of-the-box, scalable solution. A solution
that can support multiple departments while providing an end-to-end approach for web services to your
customers. The Oracle Service Cloud Platform will be able to let you field, evaluate, and implement
requests via tools like workflow and experience routing all with robust reporting. In essence, you can
engage your customers, empower your staff, and adapt through the actionable insights available in the
Oracle Service Cloud Platform. Oracle Policy Automation (OPA}) will be able to put your policies into
casy to understand natural tanguage through familiar interfaces like Excel and Word, not complicated
code. It can be applicd to intake to assist in the cvaluation and determination processes. Such assistance
can be prescnted through our platform’s self-service, on the web via any device or to contact center agents

handling calls or conducting determination interviews. Lets look a little closer at the solution components
in the sections that follow.
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FIGURE 12: THE ORACLE SERVICE CLOUD PLATFORM
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1. THE ORACLE SERVICE CLOUD PLATFORM

Since the requirements in this request are more around the SaaS platform and its capabilities, we are
going to begin with a discussion of the Oracle Service Cloud Platform, and then delve into the solution
components that were built upon this Customer Experience platform.

Customer

> e

FIGURE 13: ORACLE'S SOLUTION: FLEXIBLE AND PERFORMANCE PROVEN APPLICATION PLATFORM

¢ Agent and Customer Design

o Leverage designers built for business users to customize the experience
* Integration and Extensibility

o Integrate using open standards technology and extend applications to meet business needs
¢ (Cloud Operations and Delivery

o Monitor, test, and control your site(s) with visibility into the entire implementation

o Trust mission-critical levels of secunity, reliability, and data redundancy

1.1. Agent Experience Design for Business Users

= Expericnce Designers — Make it Simple
o Leverage an array of designers to configure your own custom application
¢ Build screens and views simply by dragging and dropping elements

o Control interaction flow, trigger events, and define access by profile
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s Developer Tools — Expand and Adapt

o Leverage add-ins to create new user interface functionality, automate user interface behavior,
and integrate behind the firewall

o Use the JavaScript application programming intcrface (AP1) to embed any web application
and pass context

1.2 Design Pixel Perfect Customer Experiences - Fast!

e  Web Service Design
o Match your cxisting website branding down to the pixel
o Leverage widget-based design to mash-up capabilities on any web page
o Extend and customize widgets using step-by-step wizards
o Meet Oracle accessibility standards

» Fast Deployments
o Accelerate deployment with 160 pre-built widgets, pages, and templates
o Implement changes instantly with zero site downtime

o Deliver for browsers, mobile browsers, and Facebook
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1.3 Extensibility

e Custom Objects
o Create an entircly new application or extend the base applications

o Leverage the array of designers to create rich applications—new objects inherit all platform
capabilities

o Decfine relationships between objects and create new custom ficlds
o Define and extend business logic 1o new and existing objects
e Upgrade Safe

o Rest assured that your work will always be upgrade safe

1.4 Integration

e Standards-based APIs
o Leverage non-proprietary APIs and integration capabilitics (PHP, XML, WSDL, SOAP)
o Conduct real-time and batch data synchromzation via SOAP APIs

o Integrate via PHP-based APIs to support server-side scripting scenarios and cvent triggers
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e SOA Ready
o Enable SOA tooling via SOAP/WSDL APIs, Oracle SOA Conncclor, and Oracle Service Bus
o Leverage built-in single sign-on support

+ System Integrator Partners

o Leverage system intcgrators to help with everything from the initial implementation to
customizations

o Take advantage of direct switch access and control with telcphony integrators

o Ensure proven, repeatable integrations to Oracle Service Cloud

ISV Partners

o Select best of breed ISV partners to extend solution capabilities
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FIGURE 14: ORACLE PARTNERS ENHANCE THE ORACLE CLOUD SOLUTION

1.5 Mission-critical Cloud Delivery

Secure

o Industry-leading security compliance

o The only cloud solution operating inside the U.S. Department of Defensc
Reliable

o Mission-critical reliability

o Carner-grade hosting facilities

Redundant

o Data redundancy and disaster recovery across multiple geographic locations

o No single points of failure for continuous availability
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1.6

O The only cloud solution
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FIGURE 15: ORACLE'S INDUSTRY-LEADING SECURITY COMPLIANCE
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FIGURE 16: SUPERIOR CONTROL OF THE ORACLE CLOUD ENVIRONMENT
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e Monitor
o Monitor system-wide performance as well as individual applications
o Track application usage
o Monitor service level targets
o Track purchascs and subscriptions
o Test
o Create test sites to evaluate changes, integrations and extensions
+ Control
o Schedule upgrades

o Control application access
1.7. Beyond Enterprise to Global Scale

¢ Global Presence
o Major hosting centers worldwide
o Redundancy and failover handled across geographies
o Global implementation scale

¢ Language Support

o Application localization in 34 languages

Londor EMEA Cloud

Canadian Cloud
APAC North Cloud

Continental EMEA
Cloud o

_ . APAC Central
e — Cloud

Santa Clara
NA & APAC Cloud

NA & Gov Cloud

DoD Cloud
; : B
APAC South <7
Cloud
& wd o e
Defense-in-Depth ||  State of the Art * Shared Nothing . Global Support 99.999% .
Security & Compliance Facilities =~ - POD Model ~ Bestin Class SLAs Availability.

FIGURE 17: ORACLE’S SOLUTION: GLOBAL SCALE PLATFORM

2. MODERN CUSTOMER SERVICE

Today’s global economy has been made more accessible by the internet, social media, mobile, and other
technologies. This has shifted from the provider to the consumer. Organizations can no longer rely solely
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on having a better product or lower price in order to remain competitive. This demand on the Private
Sector has split over into the Public Sector. Increasingly, it is the manner in which organizations engage
with their existing and potential customers that dictates success or failure in their mission.

“Oracle Service Cloud helps us to deliver superb customer expérience and is integral
to cur vision of presenting a personal, responsive, and a customer-focused brand.”

- He!en.E{Iis, Director, Cust&;-i'mér Experience, Phorobox.

Successfully delivering an omni<channe] service capability has been proven by existing Oracle customers
to drive significant reduction in the cost of customer service.

'First calt resolution . : 15% T
Email into contact center 30% |
Call volumes R " S 15% & -
Training costs 50% J
Average handle time B 130K
Customer satisfaction & Net Promoter Score 25% T

FIGURE 18: STATISTICS-BASED CUSTOMER DATA

Oracle’s solution offers a full scrvice, cross-channel out-of-the-box solution. Our fully integrated
Customer Experience (CX) Suite makes it possible for us to offer a lower cost and lower risk solution,
which can be:

* Implemented quickly at low cost

* Configured to your business needs
+ Scaled rapidly to meet demand

+ Maintained by business users

s Leveraged to achieve quantifiable benefits in as little as a month

Oracle’s solution gives you the flexibility and speed to quickly adapt to your customers' changing needs
allowing you to beat competitors and to rapidly address new market opportunities. Oracle offers a onc-
stop solution out-of-the-box, meaning that you do not have to worry about the cxtra cost and complexity
of managing add-on partners and their solutions.

Oracle’s solution empowers connected engagements that let organizations:
* Understand needs - Infuse insight into each customer engagement.
¢ Solve problems ~ Manage interactions across all channcls
o Delight customers — Increase trust through great service

*  Drive self-service
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3. ORACLE’S SOLUTION: WEB CUSTOMER SERVICE

Oracle’s solution provides a rich online customer experience solution, allowing customers to research and
resolve issues from multiple devices. [t sets a standard for excellent service by allowing your members,
non-members, and customers to intcract on their own tcrms while you lower service costs and increase
customer loyalty.

FAQ knowledge management cnables visitors to find answers online from any web-enabled device. The
self-learning knowledgebase improves with every customer interaction and provides deep and valuable
insight into every customer and trend. Guided Assistance uses branching logic to guide customers through
more complex queries. SmartAssistant suggests knowledgebase answers to queries ahead of submission;
providing one last opportunity for self-service resolution.

Live Chat soflware provides an casy and effective way 10 provide assistance solving an issue and,
perhaps, engage a customer in a research process. Chats can be customer-initiated (reactive) or
proactively (proactive) offered, based on criteria defined by your organizations. Oracle’s Engagement
Engine allows powerful and flexible ruies to be created that detect conditions in the user's session and
atlow invitations for chat (or indeed other services such as Click to Call or Knowledge article display) to
be offered based on that context and thereby offer a differentiated service based on both customer needs
and the vatue of that customer to the organization. In the Engagement Engine, 70+ rules types are
available to detect a wide variety of conditions in the user's session that can be combined to perform a
range of different actions including the offening of live chat. Further, co-browse provides the ability for
your customcr service staff to share control of the customer's screen during a contact. This way, you are
able to achieve a visual connection that allows customers to reach their goals on the phone or via live
chat.

Social Self-Service differentiates your brand by increasing your relevance, growing your fan base, and
delivering on your brand promise where your customers are.

* Enable customers to browse and find knowledgebase answers without leaving Facebook.

» Communities arc the lowest cost service channel. Customers can ask questions, post answers, and
then rate and reusc the collective expertise of your community. Further, questions can be
escalated into service incidents, accessible on the Agent Desktop; where agents can view
community members’ profile data and manage follow-up actions.

¢ Innovation Communities help you reduce research and development costs and discover profitable
new ideas and business opportunitics. Customers are able to form personal networks,
communicate through private messaging, participate in discussions and share community content
with the broader social web.

¢ Smart Engagement provides the ability to focus on customer intent. It is a set of capabilities that
includes Guided Assistance, SmartAssistant and Intelligent Routing. The goal of Smart
Engagement is to help you reduce inbound ¢scalations by guiding your customers to the best
answer via the web.

¢  Guided Assistance provides step-by-step troubleshooting, based on branching logic. Guides can
be created quickly and easily, and updated as required.

s  SmartAssistant rccommends the best answer based on customer question content submitted via an
“Ask a Question” web form. SmanAssistant can reduce inbound escalations by up to 30 percent
{based on customer data).

» Intelligent Routing leverages real-time behavior and agent skills to match the right agent with the
right customer.
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4, ORACLE’S SOLUTION: CROSS-CHANNEL CONTACT CENTER

Oracle’s solution offers a unified Agent Desktop, providing the ability to:

* Unify Your Applications

o Embed the multi-channel media bar

o Use the add-in framework and API
s Extend the Desktop

o Extend the data model with objcct extensibility

© Enable non-technical business users with experience designers
+ Integrate Everything

o Connect web applications with JavaScript API

o Integrate the Contact Center out-of-the-box to other applications in the Oracle pontfolio

Oracle’s solution offers a complete omni-channel case management solution. All channels are blended
within the Agent Desktop. If an inquiry is received from someone who does not have a customer record, a
new record will be created automatically by the system to speed up the interaction.

The case management capabilitics in Oracle’s solution deliver quality communications and timely
resolution to cases; with personalized responses that leverage centralized knowledge, routing, workflow,
and cross-channel communications.

The flexible, multi-channel Agent Workspace offers a unified view of a customer’s service experience
and interactions across multiple channels. The customer data model captures information unique to your
business. The solution provides the ability to manage workspaces for contacts and accounts across scrvice
interactions and to define the SLA cach customer is cligible to receive and credit incidents against the
SLA. Further, intelligent queuing and routing provides the ability to automate updates, responses,
escalations and assignments; balance workloads using standard assignment and round-robin queuing.

The mobile desktop application provides agents with native mobile capabilitics, away from their desktop.
The application provides the ability to manage incidents and tasks, as well as contacts and organizations.
Users can also use offline caching in arcas where intemet connection is not available.

Incident Collaboration makes it possible to collaborate in context of an incident between multiple agents
and subject matter experts. Collaboration is available through mobile devices, Outlook and web browsers
in order to participate in conversations. Participants are able to post messages, and annotate documents so
cveryone in the conversation can vicw them. Additional people can be added to the conversation as
required.

Guided Resolution reduces agent training time and ensures consistent.troubleshooting and resolution.
¢ Guided Assistant guides agents through a series of questions and answers to diagnose issues.

¢ Ensurc Consistency with Agent Scripting. Create scripts to guide agents through customer
interactions and capiure their responses. Agents are efficiently guided through complex business
processes. Deliver personatized experiences with scripts that change based on the customer or
interaction.
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¢ Contextual Workspaces dynamically change workspaces based on agent role, customer
information or any field change.

¢ Policy Automation ensures policies are met prior to delivering products or services. Design
dynamic interviews that change based on customer answers,

Integrated Knowledge Management helps to improve resolution time with more accurate answers
available to staff and customers in the single knowledgebase. Visibility to knowledge articles can be
restricted by public, private, and group access. Content can be authored and managed in multiple
languagcs.

Social Engagement allows you to monitor social channels, such as Twitter and Facebook, and engage
with your customers within the social sphere.

e Social Monitor atlows you to monitor Twitter, Facebook, YouTube. and any social site with an
RSS feed. The Social Monitor makes it possible to understand trends in activity and sentiment
across social networks. Post authors can be matched to existing contacts and a threaded
conversation can be added to an existing incident thread.

¢ Social Communities provide a space where customers can share insights and knowledge. Partner
organizations can moderate posts and identify best answers and respond to posted questions.
Agents can search for answers across both community and company knowledge.

Customer Engagement allows you to gather feedback from, and proactively communicate with, your
customers.

¢ Easily capture customer feedback with customer surveys and social monitoring.

¢ Qutreach mailings allow you to creatc proactive, relevant communications based on complete
customer history.

5. ORACLE’S SOLUTION: POLICY AUTOMATION

Oracle Policy Automation {OPA) — OPA will cnable your organizations to define, deploy, monitor, and
analyze complex and rapidly changing policies and procedures, using natural language and familiar
software tools such as Microsoft Word and Excel. With this platform, partner staff can leverage highly
complex business logic and processes to make critical decisions consistently and accurately.

OPA provides tools that will enable the business to mark up existing policies using tools that are familiar
to business users, such as Microsofi Word and Microsoft Excel. Once compiled, this creates an
application that can be used either via your self-scrvice website or within your call center. The result is an
interview that cither a customer or agent can work through to obtain an answer to their query.

Benefits of Oracle Policy Automation — Qracle Policy Automation will enable your organizations to offer
a service to its customers with:

» More cfficient, cffective, and accountable delivery of product and customer services.
e Fairer and more consistent determination of legislation and policy obligations.

» Dynamically generated questionnaires that only ask relevant questions, and delivers personalized
interactive advice to citizen and organizations and tracks it.

» Pre-integrated Oracle’s solution, including deployment as a natural knowledgebase cxtension, and
can be used 1o deliver a single set of decisionfadvice logic across multiple service delivery

channcls.
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¢ The ability to rapidly detiver innovative, fast-changing products and customer scrvices to your
customers in a cost-¢ffective manner.

s Vastly improved agility and flexibility, as the business can adjust the rules in minutes rather than
days.

s The ability to significantly reduce the possibility of ‘translation errors’.

s Capability to automate decisions using business rules, moving the operational process much
closer to the customer front-cnd; resulting in greatly improved consistency, accuracy, timeliness,
and reduced operational costs.

» Natural language as a way to centrally manage intellectual property and business logic rather than
encoded in complex programming codc across multiple applications.

» Overall productivity increases, with fewer repeat inquiries and appeals.

6. ORACLE’S SOLUTION: KNOWLEDGE MANAGEMENT

Knowledge Management will provide the ability to capture and deliver knowledge, in order to more
effectively resolve your customer issues. Knowledge Management is a core function within Oracle’s
solution. It is the primary driver for our Web Self-Service offering and is natively integrated to Contact
Ceater, Chat, Email, and Analytics.

The single knowledgebase is presented across all channcls and is available to both customers and staff
users, meaning that a single version of the truth is presented to all users. The knowledgebase can be
segmented according to user profile; allowing you to maintain appropriate access levels. Knowledge
articles can be segmented by public, private, brand, product, and custom groups. It is also possible to
customize content via conditional sections within articles.

Content Authoring is managed in the application, via a user-friendly WYSIWYG editor. Rich, compelling
knowlcdge interactions are handted with Rich Media Support. Custom authoring and approval workflow
can be designed within the solution. The solution is also easily integrated into the KCS methodoelogy and
is KCS verified. Core tanguage dictionaries arc available in 33 languages.

Sclf-Leaming Search minimizes knowledge maintenance with self-leaming capabilities that dynamically
push the best answers to the top. Self-scrvice rates are maximized by delivering the best answers with
sclf-learning and real-time indexing.

SmartAssistant ¢valuates the language of a customer's question on Ask a Question querics and suggesis
possible answers. SmartAssistant can reduce inbound escalations by up to 30 percent (based on customer
data).

Guided Assistant offers guided resolution with step-by-step troubleshooting for agent and customers.
Guides can be embedded wherever they are most useful on web pages, in email responscs or within
knowledgebase articles.

Knowledge Analytics allow you to gain insight into how knowledge is being used, understand, which
articles have the lowest/highest deflection rate and identify and address gaps in your knowledge.
Numerous standard reports are available. It is also possible 1o create ad-hoc reports from scratch or
modify existing pre-built reports.
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7. ORACLE'S SOLUTION: FIELD SERVICE

Oracle Field Service Cloud Service transforms customer experiences as well as the effectiveness and
productivity of your field service operation. Customers no longer wait without knowing when service will
occur and how long a job will take, because Oracle Field Service Cloud Service’s patented approach
climinates guesswork and uncertainty. Users can plan, optimize, and manage fieldwork, scheduling and
coordinating jobs for mid-to-large workforces in minutes. Then, field teams can communicate with
customers and each other to ensure jobs are completed in a timely manner. This holistic field service loop
allows you to create efficient daily job schedules, work assignments, and routes while maintaining a real-
time view of the field. If something changes, you can make adjustments on the fly and still keep
customers informed.

Avoid disappointing customers by :

¢  Quickly determuining how much work can be completed based on available resources, skills, work
zones, and work types,

¢ Eliminating the risk of over- and under-booking,

e Setting limits for the desired amount of work, and making adjustments on the fly to match
changing business priorities, and

e Empowering agents to book appointments that match customer preferences.

8. INTEGRATING ORACLE'S SOLUTION ACROSS THE ENTERPRISE

Oracle’s solution offers several APIs that permit real-time integration to cither point systems or via a web
services-enabled Enterprise Service Bus. Oracle’s solution is designed to integrate effectively with
cxisting systems and data transfer can be done in a varicty of different ways.

On the most basic-level data can be imported and exported to and from Oracle’s solution using a simple
comma delimited (CSV) file, but both real-time and batch data transfer can be avtomated using Oracle
solution’s API.

Oracle’s solution supports several methods of integration and accommodates both real-time and batch
modes.

From a real-time perspective, Oracle’s solution supports a variety of APIs.

s QOracle’s solution Connect is a framework of APIs available in both .NET and Java distributed
libraries. This cnables you to choose the programming model that best aligns with their skills and
experience as well as current in-house methodology in order to integrate with QOracle’s solution.
In addition, third parties may leverage these APls to develop connectors between Oracle’s
solution and other enterprise applications. This framework of APIs will continue to be enhanced
in future releases to support new APIs as well as new programming models.

s The Oracle’s solution desktop console also supports .NET add-ins which may greatly extend the
functionality of the solution; for example, Google Map pop-ups to display location addresses of
members, cases or transactions
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Oracle’s solution also provides the ability to send outbound messages based on events within the
Oracle solution environment. External Events provide the ability to create custom programs that
can be invoked from within the Business Rules Engine of Oracle’s solution. These custom
programs are typically used to integrate with third-party applications, but they can also be used to
implement unique functionality that extends the capabilitics within the environment of the Oracle
solution.

Oracle’s solution aiso supports batch integration techniques for periodic importing or exporting of bulk
data, These batch utilitics arc most often used duning the initial set-up of Oracle’s solution environment to
“seed”” customer and support data. However, the utilities are also deployed for recurring imports and
cxports in conjunction with other enterprise applications as a part of master data management initiatives.

In addition, Oracle’s solution enables customers to integrate the customer experience within the desktop
or aver the web. In the contact center, Oracle’s solution provides third-party specialist teams with the
ability to use standard connectors to all of the major telephony providers, including the Cisco telephony
infrastructure that may currently be in use.

9. ORACLE PAAS — ORACLE DATABASE CLOUD SERVICE

Oracle Database Cloud Service provides the power and flexibility of the Oracle Database in the cloud
with your choice of a dedicaled database instance with full administrative control, or a dedicated schema
with a complete development and deployment platform managed by Oracle. Database as a Service
provides dedicated virtual machines with fully configured and running Oracle Databasc instances.
Database Schema Service offers dedicated database schemas, RESTful web services for access to data,
and a powerful declarative development and deployment environment for custom applications. Oracle
Database Cloud Service enables businesses to reap all the benefits of the cloud including subscription-
based, self-service access to reliable, scalable, and secure cloud environments.

Features

Full capabilities of the Oracle Database, including SQL and PL/SQL support
Dedicated virtual machine with pre-configured database instance or dedicated schema
General purposc and high-memory compute shapes

Flexible management options from self-managed 1o fully managed by Oracle

Rapid provisioning and easy to use cloud tooling for simpler management

Integrated Identity Management for user repository and single sign-on (SS0)

Instant Productivity, More Choice, Fewer Compromises

Oracle Database Cloud Service is designed to maximize and accelerate productivity. With the Oracle
Database Cloud, businesses can gain instant access to cloud environments ready for application
development, deployment, and built on the world’s #1 database platform. The Oracle Database Cloud
provides self-service tools to make the completion of development and database administration tasks
faster and easicr. In addition, the Oracle Database Cloud offers flexible database management options
ranging from self-managed with full administrative control to fully managed by Oracle. With the Oracle
Database Cloud, you get instant productivity, more choice, and fewer compromises.
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FIGURE 19: DATABASE AS A SERVICE MONITORING TOOL
Oracle Database

e Oracle Database 12¢ and 11g, including Standard Edition One, Enterprise Edition, Enterprise
Edition High Performance, and Enterprise Edition Extreme Performance option bundles

Oracle Application Express
s Declarative, iterative development

» Uilities for browsing database objects and running SQL and scripts

¢ Tools for team-based development
RESTful Web Services

e Use SQL and PL/SQL for implementation

e Wizard-based definition

*  Access to identity and other header information
Identity Management

* Sccurc applications

s User and role management

s Automatic single sign-on (§80)
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Database as a Service

Database as a Service provides dedicated virtual machines with pre-configured and running Oracle
Database 12¢ or 1 1g instances. Database as a Service offers general purpose and high-memory compute
shapes that provide the full power of the Oracle Database for any type of application, whether deploying
production workloads or simply for development and testing. Businesses can also choose between
different editions including Standard Edition One, Enterprise Edition (includes no Database Options),
Enterprise Edition High Performance {(includes most Database Options), or Enterprise Edition Extreme
Edition (includes all Database Options).

Databasc as a Service is ideal for businesses that want a fully featured Oracle Database in the cloud, while
retaining full administrative control such as root operating system and SYSDBA access. Databasc as a
Service provides advanced cloud tooling for simpler management of the database including one-click
automated backup with point-in-time recovery, one-click patching, and one-click upgrades. Database as a
Service also supports a wide range of connectivity and access choices, including a comprehensive set of
CLI (command line interfaces) for typical administration tasks and network access via SSH, SQL*Net,
IDBC, web, HTTPS, and other drivers. There is also support for development and administrative tools
such as Oracle Application Express, SQL Developer, Data Pump, SQL*Plus, and more.

Database as a Service includes a provisioning wizard to quickly and easily create new database instances,
advanced cloud tooling to back up and restore database instances and related configuration and system
files, utilities to automate database patching, and a local monitoring application that provides a wide set of
controls and information about the Oracle Database.
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FIGURE 20: DATABASE SCHEMA SERVICE CLOUD PORTAL AND APEX
Database Schema Service

Database Schema Service is designed to maximize and accelerate productivity by providing instant access
to dedicated database schemas in cloud environments ready for application development and deployment.
With dedicated schemas, each businesses data is completely isolated to ensure data security. Use Oracle
Application Express to quickly create robust, scalable business applications, modify them in real-time,
and deploy them instantly for access from any web browser or mobile device.
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The Database Schema Service includes tools to load data, develop, and run SQL and PL/SQL, browse
data and data structures, and facilitate team development. The Schema Service also includes a wizard-
driven interface to create RESTful web services that can call any SQL statement or PL/SQL code and
return values in JSON format, CSV format, or any format you wish to create. Once created, these web
services provide secure access to your data through a unique URL

The entire development and deployment architecture of the Database Schema Service is contained within
the Oracle Databasc. As a result, applications and RESTful web services can be moved to any other
Oracle Database, whether on premise or in other clouds. This portability protects investments deployed in
Oracle Cloud and cnables businesses to extend the Oracle Database Cloud Service in virtually any way.

Enterprise-grade Cloud for Any Business

As part of the Oracle Cloud, the Oracle Database Cloud Service is deployed on enterprisc-grade
infrastructure that includes generic x86 Compute resources or Oracle Exadata for extreme performance
and availability, triple mirroring of storage for data redundancy, full system backup and restore,
datacenters in multiple geographic locations, and industrial strength physical and logical security.

Furthermore, Oracle Cloud is backed by 24/7 multi-lingual Support to ensure customers’ needs in various
rcgions are met.

Whether your business needs the flexibility and control of a dedicated database instance or the simplicity
of a dedicated database schema that is fully managed by Oracle, the Oracle Database Cloud Service has
your nceds covered

10. CONCLUSION

Thank you again to your tcam for issuing this RFP, We welcome the opportunity to meet with you,
demonstrate our solution, and discuss our implementation experience relevant to you on this important
project. We believe the solution set described in this RFP will provide your team (both technical and non-
technical) with the most comprehensive suite of tools to service those in need and while working through
evaluations and determinations in the fastest, most convenient and consistent business manner. We are the
only solution that provides policy automation functionality through natural language.

There are several differences between Oracle’s solution Platform with Policy Automation and other
solutions.

e Ability to transform policy documents (legislation, regulation, policy) directly to executable form.
This breaks the standard requircments bottlencck, where teams get stuck in “analysis paralysis”
trying to take the traditional approach of defining a data model from thousands of pages of policy
and then attempting to express policy rules in technical or code formats.

¢ Ability for policy experts to work dircctly with rules, using familiar tools (Word, Excel) in
natural language.

*  Ability to see clearly and at-a-glance that the rules implemented in the system match the policy.
This is achieved by retaining the same language and structure as the original policy material
throughout the rule lifecycle.

+  Ability to simulate future policy changes, to sce the impact on the citizen base, and to very
rapidly implement changes.
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¢ Ability to process against multiple versions of rules; for example, retaining rules for multiple
years, and also multiple versions of customer circumstances; for example, when incomes and
family structures change; and to do this without requiring custom code to aggregate the results
from cach version of the rules and circumstances. The solution needs to be able to process
transactions that span multiple versions of both rules and c¢ircumstances.

e Ability to write the rules once and deploy them many times, for example, the same rules in
standalone web scif-service and positioned as an enterprise service that can be called by any
application

¢ The ability to offer service access to case members and citizens alike, on any device, at any time,
s True end to end case management where every system interaction leaves an audit trail.

s Multiple Cloud Deployment oppertunitics including, Government and DoD Clouds that are
FedRAMP JAB and FedRAMP+ certified respectively.

6B. Technical Requirements Compliance (RFP #8)

Provided below is the information requested in section 8 of the RFP.

JA specific point-by-point responsc, in the order listed, to cach requirement in the Sectwn 8 of the
rRFP Offerors should not provide links to a website as part of its response.
P

Offeror’s should focus their proposals on the technical qualiﬁcations and capabilitics described in
’thc RFP. Offcrors should not include sales brochures as part of their response.

8 TECHNICAL REQUIREMENTS

If applicable to an Offeror’s Solution, an Offeror must provide a point by point responses to each
technical requirement demonstrating its technical capabilities. If a technical requirement is not
applicable to an Offeror’s Solution then the Offcror must explam why the techmca! requirement is
not applicable.

must provide a response for cach Solutlon Howcvcr, Offerors do not nced to submit a proposal for
each Solution.

I If an Offeror’s proposhl contains more than one Solution (:l e., $aa$ and Paa$) then the Offeror -

Technical Requirements (RFP #8.1)

Provided below is the information requested in section 8.1 of the RFP.

8.1.1 Offcror must identify the cloud service model(s) and deployment model(s) it intends to
provide to Eligible Users. Sec Attachment D,

Oracle Response:

CLOUD SERVICE MODELS

The two proposed cloud computing services models are the following.
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e Software as a Service (SaaS) — The service provider offers one or more applications over the
netwaork to be customized (where possible) and used by its customers.

¢ Platform as a Service (PaaS) — The service provider offers development and deployment
platforms over the network to be used by customers building or assembling their own applications
using these provided frameworks.

DEPLOYMENT MODELS

The four clond computing deployment models include:
s  Public Cloud — An environment provisioned for open use by the general public.

* Private Cloud — An environment provisioned for exclusive use by a single organization
comprising multiple (internal) consumers. Sometimes called an enterprise cloud, private clouds
can be on premise or off premise, managed internally or managed by a third-party provider.

e Community Cloud — An environment provisioned for cxclusive use by a specific community of
consumers from different organizations that sharc business or computing goals, needs or
concerns.

¢ Hybrid Cloud - An cnvironment comprised of two or more of the above specified cloud
computing deployment models in a manner where they are bound together using technology that
supports application, service or data portability, migration, and interoperability.

8.1.2  For the purposes of the RFP, meeting the NIST essential characteristics is a primary ;
concern. As such, describe how your proposed solutien(s) meet the following characteristics,
as defined in NIST Special Publication 800-145: . - :

8.1.2.1 NIST Characteristic - On-Demand Sclf-Service: Provide a brief written description
of how the cloud solutions proposed satisfies this individual essential NIST
Characteristic. Attest capability and bricfly describe how self-service technical

.. ~capability is met. N

Oracle Response:

Oracle’s Cloud Computing offerings can be ¢asily mapped to the NIST definition for cloud computing, as
shown in Figure 21below. When used together or with interoperable third-party software, these products
help satisfy customer requirements for sclf-scrvice, elasticity, resource pooling, nctwork accessibility, and
measured service. These products can be assembled to form private cloud architectures, used in
conjunction with Oracle or third-party public cloud services or combined to create hybrid cloud
architectures.
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FIGURE 21: OVERVIEW OF ORACLE CLOUD SOLUTION

8.1.2.2 NIST Characteristic - Broad Network Access: Provide a brief written description of
how the cloud solutions proposed satisfies this individual essential NIST
Characteristic. Attest capability and briefly describe how network access is
provided.

Oracle Response:

All a user needs to access Oracle Cloud Service is a certificd web browser — such as Internet Explorer,
Fircfox or Safari—and a working intcret connection. Any computer system configuration capable of
running a certified browser can access Oracle Cloud Services.

In addition, where applicabie, Oracle offers a LAN-to-LAN IPSEC based software VPN connection
following for the encryption of all data between Oracle’s data center firewalls, where Oracle Cloud
Services arc hosted, and the customer's firewall. This is an optional service and may be purchased at
additional price.

Yes, please refer to section 4 of Attachment 7.2, our Oracle Cloud Enterprise Hosting and Delivery
Policies. The most recent copy of this living document is always available
http://www.oracle.com/us/corporate/contracts/cloud-ent-hosting-del-policies-188 1438 .pdf.

In addition, the Oracle Service Cloud has been FedRAMP JAB Certified. JAB Provisional
Authorizations: Cloud systems listed under the FedRAMP P-ATO path have undergone a rigorous
technical review by the FedRAMP PMO, been assessed by a FedRAMP accredited 3PAQ, and received a
P-ATOQ from the DHS, DOD, and GSA CIOs.

The Federal Risk and Autherization Management Program, or FedRAMP, is a government-wide program
that provides a standardized approach to security assessment, authorization, and continuous monitoring
for cloud products and services. This approach uses a ““do once, use many times” framework that saves an
cstimated 30% to 40% of government costs, as well as both time and staff required 1o conduct redundant
agency security assessments. FedRAMP is the result of close collaboration with cybersecurity and cloud
experts from the General Services Administration (GSA), National Institute of Standards and
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Technology (NIST), Department of Homeland Security (DHS), Department of Defense (DOD), National
Security Agency (NSA), Office of Management and Budget (OMB), the Federal Chief Information
Officer (CIO) Council and its working groups, as well as private industry.

8.1.2.3 NIST Characteristic - Resource Pooling: Provide a brief written description of how
the cloud solutions proposed satisfies this individual essential NIST Characteristic.
Attest capability and briefly describe how, resource pooling technical capability is
met. . : 7 s

Oracle Response:

A virtualized and clustered grid computing architecture is often the basis for PaaS offerings, because grid
provides the necessary elastic scalability and resource pooling.

Please refer to section 4 of Attachment 7.2, our Oracle Cloud Enterprise Hosting and Delivery Policies.
The most recent copy of this living document is always available
http://www .oracle.com/us/corporate/contracts/cloud-ent-hosting-del-policies- 188 1438. pdf.

In addition, the Oracle Service Cloud has been FedRAMP JAB Certified. JAB Provisional
Authorizations: Cloud systems listed under the FedRAMP P-ATO path have undergone a rigorous
technical review by the FedRAMP PMO, been assessed by a FedRAMP accredited 3PAQ, and received a
P-ATQ from the DHS, DOD, and GSA CIOs.

The Federal Risk and Authorization Management Program, or FedRAMP, is a government-wide program
that provides a standardized approach to sccurity assessment, authorization, and continuous monitoring
for cloud products and scrvices. This approach uses a “do once, usc many times” framework that saves an
estimated 30% to 40% of government costs, as well as both time and staff required to conduct redundant
agency sccurity assessments. FedRAMP is the result of close collaboration with cybersccurity and cloud
experts from the General Services Administration (GSA), National Institute of Standards and
Technology (NIST), Department of Homeland Security (DHS), Depaniment of Defense (DOD), National
Security Agency (NSA), Office of Management and Budget (OMB), the Federal Chief Information
Officer (CIOQ) Council and its working groups, as well as privatc industry.

8.1.2.4 NIST Characteristic - Rapid Elasticity: Provide a brief written description of how -~
the cloud solutions proposed satisfies this NIST Characteristic. Attest capabnhty and
briefly describe how rapid elasticity technical capability is met.

Oracle Response:

A virtualized and clustered grid computing architecture is often the basis for PaaS offerings, because grid
provides the necessary elastic scalability and resource pooling.

Plcase refer to section 4 of Attachment 7.2, our Oracle Cloud Enterprise Hosting and Delivery Policies.
The most recent copy of this living document is always available
http:/fwww.oracle.com/us/corporate/contracts/cloud-ent-hosting-del-policies-188 1438.pdf.

In addition, the Oracle Service Cloud has been FedRAMP JAB Certified. JAB Provisional
Authorizations: Cloud systems listed under the FedRAMP P-ATQ path have undergone a rigorous
technical review by the FedRAMP PMO, been assessed by a FedRAMP accredited 3PAQ, and received a
P-ATO from the DHS, DOD, and GSA ClOs.
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The Federal Risk and Authorization Management Program, or FedRAMP, is a government-wide program
that provides a standardized approach to security assessment, authorization, and continuous monitoring
for cloud products and services. This approach uses a “do once, use many times” framework that saves an
estimated 30% to 40% of government costs, as well as both time and staff required to conduct redundant
agency security assessments. FedRAMP is the result of close collaboration with cybersecurity and cloud
experts from the General Services Administration (GSA), National Institute of Standards and Technology
(NIST), Department of Homeland Security (DHS), Department of Defense (DOD), National Sccurity
Agency (NSA), Office of Management and Budget (OMB), the Federal Chief Information Officer (CIO)
Council and its working groups, as well as privatc industry.

r-'_I .2.5_NIST Characteristic - Measured Service: Provide a brief written description of how the
cloud solutions proposed satisfies this NIST Charactenstlc Attest capablhty and brlefly
describe how measured service technical capability is met.’ :

Oracle Response:

Yes, the proposed solution satisfies this NIST characteristic. Please refer to section 4 of Attachment 7.2,
our Oracle Cloud Enterprise Hosting and Delivery Policies. The most recent copy of this living document

i5 always available http.//www oracle com/us/corporate/contracts/cloud-ent-hosting-del-policies-
1881438 .pdf.

In addition, the Oracle Service Cloud has been FedRAMP JAB Certified. JAB Provisional
Authorizations: Cloud systems listed under the FedRAMP P-ATO path have undergone a rigorous
technical review by the FedRAMP PMO, been asscssed by a FedRAMP accredited 3PAQ, and reccived a
P-ATO from the DHS, DOD, and GSA ClOs.

The Federal Risk and Authorization Management Program, or FedRAMP, is a government-wide program
that provides a standardized approach to sccurity assessment, authorization, and continuous monitoring
for cloud products and services. This approach uses a “do once, use many times” framework that saves an
estimated 30 to 40% of government costs, as well as both time and staff required to conduct redundant
agency security assessments. FedRAMP is the result of closc collaboration with cybersecurity and cloud
cxperts from the General Services Administration (GSA), National Institute of Standards and
Technology (NIST), Department of Homeland Sccurity (DHS), Department of Defense (DOD), National
Security Agency (NSA), Office of Management and Budget (OMB), the Federal Chief Information
Officer (C10) Council and its working groups, as well as private industry.

MEASUREMENT OF AVAILABILITY

Following the end of each calendar month of the services period under an ordering document, Oracie
measurcs the system availability level over the immediately preceding month. Oracle measures the system
availability level by dividing the difference between the total number of minutes in the monthly
measurement period and any unplanned downtime by the total number of minutes in the measurement
period, and multiplying the result by 100 to reach a percent figure.

REPORTING OF AVAILABILITY

Cracle will provide customer with access 1o a Customer Notifications Portal. This portal will provide
metrics on the system availability level for Cloud Serviees purchased under the ordering document, For
those Cloud Services for which such metrics are not available via the Customer Notifications Portal,
Oracle will provide metrics on the system availability level upon receipt of a service request submitted by
customer to Oracle requesting the metrics.
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MONITORING

Oracle uses a varicty of software tools to monitor (i) the avaitability and performance of customer’s
production services environment and (ii) the operation of infrastructure and network components.

MONITORED COMPONENTS

Oracle monitors the service infrastructure, and currently generates alerts for CPU, memory, storage,
database, network components, and transactions. Oracle’s Operations staff attends to any automated
warnings and alerts associated with deviations of the environment from QOracle-defined monitoring
thresholds, and follows standard operating procedures to investigate and resolve underlying issues,

8.1.3 Offeror must identify for each Solution the subcategories that it offers for each service
.. model. For example if an Offeror provides a Saa$S offering then it should be divided into
education SaaS offcrings, e-procurement SaaS offerings, information SaaS offering, etc,

Oracle Response:

ORACLE SERVICE CLOUD

Oracle Service Cloud, the customer experience suite, will help you by delivering superior customer
experiences across Web, social, and contact center touch points,

Oracie Service Cloud Web Experience seamlessly integrates into an existing Web infrastructure for a
fully branded online customer experience. When customers visit a Web site, they should be able to
quickly and casily find what they're looking for. The Web experience must be interactive, engaging, and
branded to create "stickiness.” A great Web expericnce should also allow a customer to seamlessly
transition across Web self-service, agent online, mobile devices, and telephone assistance based on their
needs.

Oracle Service Cloud Social Experience taps social networking to promote brands, facilitate community,
address customer concerns, and drive trust. Opinions are being formed and decisions being made about
you without your involvement - on social networking sites like YouTube, Twitter, and Facebook, and on
blogs and in online communitics. Agencics need to have a presence on the social Web, must engage with
customers through corporate-sponsored communities, and must take advantage of the power of the social
Web rather than be at its mercy.

Oracle Service Cloud Contact Center Experience enables end-to-end management of the customer
experience by unifying customer data, contextual knowledge, and interaction channels. Your agents are
equipped to consistently deliver better customer expericnces across channcls.

Oracle Service Cloud Engage enables organizations to deliver the voice of the customer across the Web,
social, and contact center experiences. Paired with Engage's analytics engine, it delivers deep customer
insights and enables proactive, relevant customer communications, which builds loyalty and drives trust.

Underlying Oracle Service Cloud is the Oracle Service Cloud CX Platform. The platform includes Oracle
Service Cloud's innovative self-learning knowledge foundation which infuses every customer interaction
with relevant and consistent knowledge to provide the basis for a positive customer experience. Oracle
Service Cloud Connect provides the integration framework to casily connect Oracle Service Cloud with
other systems. The entire Oracle Service Cloud leverages a mission-critical SaaS (Software as a Service)
delivery model to guaraniece unparailcled up-time, sccurity, and performance.
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ORACLE DATABASE CLOUD SERVICE

Oracle Database Cloud Service provides the power and flexibility of the Oracle Database in the cloud
with your choice of a dedicated database instance with full administrative control, or a dedicated schema
with a complcte development and deployment platform managed by Oracle. Database as a Service
provides dedicated virtual machines with fully configured and running Oracle Database instances.
Database Schema Service offers dedicated database schemas, RESTful web services for access to data,
and a powerful declarative development and deployment environment for custom applications. Oracle
Database Cloud Service enables businessces to reap all the benefits of the cloud including subscription-
based, self-service access to reliable, scalable, and secure cloud environments.

FEATURES

¢ Full capabilities of the Oracle Database, including SQL and PL/SQL support

e Dedicated virtual machine with pre-configured database instance or dedicated schema
e General purpose and high-memory compute shapes

s Flexible management options from sclf-managed to fully managed by Oracle

* Rapid provisioning and easy to use cloud tooling for simpler management

¢ Integrated ldentity Management for user repository and single sign-on (SS0O)

INSTANT PRODUCTIVITY, MORE CHOICE, FEWER COMPROMISES

Oracle Database Cloud Service is designed to maximize and accelerate productivity. With the Oracle
Databasc Cloud, businesses can gain instant access to cloud environments ready for application
development, deployment, and built on the world’s #1 database platform. The Oracle Database Cloud
provides self-service tools to make the completion of development and database administration tasks
faster and easier. In addition, the Oracle Database Cloud offers flexible database management options
ranging from self-managed with full administrative control to fully managed by Oracle. With the Oracle
Database Cloud, you get instant productivity, more choice, and fewer compromises.
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FIGURE 22: DATABASE AS A SERVICE MONITORING ToOL
Oracle Database

* Oracle Database 12c and 11g, including Standard Edition One, Enterprise Edition, Enterprise
Edition High Performance, and Enterprise Edition Extreme Performance option bundles

Oracle Application Express
* Decclarative, iterative development
o Utilities for browsing database objects and running SQL and scripts
» Tools for team-based development
RESTful Web Services
e Use SQL and PL/SQL for implementation
¢  Wizard-based definition

*  Access to identity and other header information
Identity Management

*  Secure applications

+ User and role management

e Automatic single sign-on ($50)

ORACLE

USE OR DISCLOSURE OF DATA CONTAINED ON ‘THIS SHEET IS SUBJECT TO THE RESTRICTIONS IN THE LAST PARAGRAPH OF THE GENERAL 49
TERMS AND CONDITIONS OF ORAGLE'S PROPOSAL INCLUDED EN THIS RESPONSE,



THE STATE OF UTAH RFP #: CH16012
VALUEPOINT MASTER AGREEMENT FOR CLOUD SOLUTIONS

DATABASE AS A SERVICE

Database as a Service provides dedicated virtual machines with pre-configured and running Oracle
Database 12¢ or 11g instances. Database as a Service offers general purpose and high memory compute
shapes that provide the full power of the Oracle Database for any type of application, whether deploying
production workloads or simply for development and testing. Businesses can also choose between
different editions including Standard Edition One, Enterprise Edition (includes no Database Options),
Enterprise Edition High Performance (includes most Database Options), or Enterprise Edition Extremc
Edition (includes all Database Options).

Database as a Service is ideal for businesses that want a fully featured Oracle Database in the cloud, while
retaining full administrative control such as root opcrating system and SYSDBA access. Database as a
Service provides advanced cloud tooling for simpler management of the database including one-click
automated backup with point-in-time recovery, one-click patching, and one-click upgrades. Database as a
Service also supports a wide range of connectivity and access choices, including a comprechensive set of
CLI (command line interfaces) for typical administration tasks and network access via SSH, SQL*Net,
JDBC, web, HTTPS, and other drivers. There is also support for development and administrative tools
such as Oracle Application Express, SQL Developer, Data Pump, SQL*Plus, and mere.

Database as a Service includes a provisioning wizard to quickly and easily create new database instances,
advanced cloud tooling to back up and restore databasc instances and related configuration and system
files, utilities to automate database patching, and a local monitoring application that provides a wide set of
controls and information about the Oracle Database.
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FIGURE 23: DATABASE SCHEMA SERVICE CLOUD PORTAL AND APEX

DATABASE SCHEMA SERVICE

Database Schema Scrvice is designed to maximize and accelerate productivity by providing instant access
to dedicated database schemas in cloud environments ready for application development and deployment,
With dedicated schemas, each businesscs data is completely isolated to ensure data security. Use Oracle
Application Express to quickly create robust, scalable business applications, modify them in real-time,
and deploy them instantly for access from any web browser or mobile device.
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The Database Schema Service includes tools to load data, develop and run SQL and PL/SQL, browse data
and data structures, and facilitate team development. The Schema Service also includes a wizard-driven
interface to create RESTful web services that can call any SQL statement or PL/SQL code and retumn
values in JSON format, CSV format, or any format you wish to create. Once created, these web services
provide sccure access to your data through a unique URIL.

The entire development and deployment architecture of the Database Schema Service is contained within
the Oracle Database. As a result, applications and RESTful web services can be moved to any other
Oracle Database, whether on premise or in other clouds. This portability protects investments deployed in
Oracle Cloud and enables businesscs to extend the Oracle Database Cloud Service in virtually any way.

ENTERPRISE-GRADE CLOUD FOR ANY BUSINESS

As part of the Oracle Cloud, the Oracle Database Cloud Service is deployed on enterprise-grade
infrastructure that includes generic x86 Compute resources or Oracle Exadata for extreme performance
and availability, triple mirroring of storage for data redundancy, full system backup and restore,
datacenters in multiple geographic locations, and industnal strength physical and logical security.

Furthermore, Oracle Cloud is backed by 24/7 multi-lingual Support to ensure customers’ needs in various
regions are met.

Whether your business needs the flexibility and control of a dedicated database instance or the simplicity
of a dedicated database schema that is fully managed by Oracle, the Oracle Database Cloud Service has
your needs covered.

8.1.4  As applicable to an Offeror’s proposal, Offeror must describe its willingness to comply
! with, the requirements of Attachments C & D. '

Oracle Response:

Please see our detailed response on mecting NIST requirements found in our response to RFP section
8.1.2 above.

8.1.5  As applicable to an Offeror’s proposal, Offeror must describe how its offerings adhere to
the services, definitions, and deployment models identificd in the Scope of Services, in
Attachment D. '

Oracle Response:

Plcase sce our detailed response on mecting NIST requirements found in our response to RFP scction
8.1.2 above.

Subcontractors (RFP #8.2)

Provided below is the information requested in section 8.2 of the RFP.

8.2.1 Offerors must explain whether they intend to provide all cloud solutions directly or through
the use of subcontractors.Subcontractors. Highier points may be earned by providing all
services directly or by providing details of highly qualified subcontractorsSubcontractors;
lower scores may be carned for failure to provide detailed plans for providing services or
failure to provide dctail regarding specific subcontractors.Subcontractors. Any

- Subcontractor that an Offeror chooses te use in fulfilling the requirement s of the RFP must]
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also meet all Administrative, Business and Technical ﬁequirements of the m, as .
applicable to the Solutions provided. SubcontractorSubcontractors do not need to comply
with Section 6.3, ' -

Oracle Response:

The cloud services described in Oracle’s response are provided by Oracle. Customers have a choice of
selecting their own implementation provider, either using Oracle Consulting Scrvices (OCS) or
implementing directly with one of our comprehensive partners described in this section below.

Oracle has built a comprchensive partner community with more than 25,000 partners worldwide. The
Oracle Partner Network is a global program that manages Oracle’s business relationships with this large,
broad-based nctwork of partners, including independent software and hardware vendors, system
integrators, and resellers that deliver innovative solutions and services based upon Oracle’s product
offerings. Oracle customers can find a partner with the knowledge, experience, and commitment to help
their business succeed. Oracle can help customers locate, secure, and retain the right partner to develop
and implement business solutions for the specific needs of their business. Types of partners include the
following:

e Applications Hosting Services ¢ Original Equipment Manufacturer (OEM)
¢ Education Services Provider ¢ Scrvice Partners

» Hardware Rescllers * Software License Reseller

+ Independent Software Supplier e Support Scrvices Provider

+ Indcpendent Software Vendor (ISV) ¢ System Integrators (S1)

+ Managed Service Provider o Value Added Distributor (VAD)

+ Management Consultancy * Value Added Reseller (VAR)

More information including a listing of partners is provided at
http;//www.oracle.com/partners/index.html.

8.2.2 Offeror must describe the extent to which it intends to use subcontractors to perform
contract requirements. Include each position providing service and provide a detailed
description of how the subcontractors are anticipated to be involved under the Master
Agreement. '

Oracle Response:

Oracle does not anticipate the use of a subcontractor at this point.

8.2.3 If the subcontractor is known, provide the qualifications of the subcontractor to provide the
services; if not, describe how you will guarantee selection of a subcontractor that meets the
experience requirements of the RFP. Include a description of how the Offeror will ensure

that all subcontractors and their employees will meet all Statement of Work requirements.

Oracle Response:

Not applicablc at this time.
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Working with Purchasing Entities (RFP #8.3)

Provided below is the information requested in section 8.3 of the RFP.

8.3.1 Offeror must describe how it will work with Purchasing Entities before, during, and after a
[ ; Data Breach, as defined in the Attachments and Exhibits. Include information such as:

s Personnel who will be involved at various stages, include detail on how the Contract
Manager in Scction 7 will be involved; i

* Response times;
s  Processes and timelines;

e Methods of communication and assistance; and

» _ Other information _vital to_understanding the service you provide.

Oracle Response:

WORKING WITH PURCHASING ENTITIES- GENERAL

The Oracle Account team is comprised of sales professional and engincers who will be the primary
interface with customers for needs assessment and scoping the cloud services. The Contracts Manager
will handle operational requirements and be engaged with the Participating Entities as described in
Oracle’s response in Section 5 above to RFP Section 7.

WORKING WITH PURCHASING ENTITIES- DURING A SECURITY INCIDENT

There are detailed steps in monitoring and reporting incidents that arc most cffectively read in context
with one another on the Oracle Cloud Enterprise Hosting and Delivery Policies, specifically sections [, 2,
3,4,and 6.

8.3.2 Offeror must describe how it will not engage in nor permit its agents to push adware,
software, or marketing not explicitly authorized by the Participating Entity or the Master
Agrcement. ;

Oracle Response:

The customer is in control of its data in the cloud envirenment at all times. QOracle has well established
policies with regard data handling and communication protocols as described in the

Oracle Cloud Enterprise Hosting and Delivery Policies, specifically sections 1, 2, 3, 4, and 6 for detailed
information.

'8.3.3  Offeror must describe whether its application-hosting environments support a user
test/staging environment that is identical to production.

Oracle Response:

Test sites (a clone of your existing production site) are available for an additional fee, Any information
- loaded into the test site or any configuration performed on the test sit¢ 18 not transferred back to the
production site automatically. However, during an upgrade, an upgrade test site is created (at no
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additional fee). The upgrade test site can be used for training purposes and some pre-configuration work.
Some configuration procedures performed are automatically transferred back to the production site when
the production site is upgraded.

'8.3.4 - Offeror must describe whether or not its computer applications and Web sites are be
l accessible to people with disabilities, and must comply with Participating enuty accessibility
policies and the Americans with Disability Act, as _as applicable.

Oracle Response:

Oracle agrees to review with the Participating Entitics their requirements but offers the preceding general
information.

The extent to which an Oracle product is, at the time of delivery, capable of providing comparable access
to individuals with disabilities consistent with the applicable provisions of the Architectural and
Transportation Barriers Compliance Board standards sct out in 36 CFR Part 1194 (known as ‘Section
508", in effect as of the date of this Agreement, is indicated by thc comments and exceptions (some of
which may be significant, if any} noted on the applicable Voluntary Product Accessibility Templates
(VPAT) available at www.oracle.com/accessibility for cach product, when they are used in accordance
with Oracle's associated documents and other written information, and provided that any assistive
technologies and any other products used with them properly interoperate with them. In the event that no
VPAT is available for a particular Oracle product, please contact the Oracle Accessibility Program Office
at accessible_ ww(@oracle.com . In some cases, the cutcome may be that a product is still being evaluated
for accessibility, may be scheduled to meet accessibility standards in a future release, or may not be
scheduled to meet accessibility standards at all. No other terms, conditions, statements or any other such
representations regarding or related to accessibility shall apply to the Oracle products provided under this
agrecment.

8.3.5 Offeror must describe whether or not its applications and content delivered through Web
browsers arc be accessible using current released versions of multiple browser platforms
(such as Internet Explorer, Firefox, Chrome, and Safari)_at minimum.

q_p_._._——_——-—-—_ll—

Oracle Response:

The following web browsers are supported by Customer Portal's standard page sct.

TABLE 1: MINIMUM REQUIREMENTS FOR WEB BROWSERS

Browser ” Supported Version(s)
Microsoft Internet Explorer 11.0, Edge
Google Chrome 46 or newer
Mozilla Firefox 41 or newer
Apple Safart 9.0

RESTRICTIONS

s Mac/Safari is not supported by the Oracle Knowledge Cloud Service {OKCS) feature of the
Service Cloud

o  The browser text size must be set to normal.
e Using versions of web browsers that are not listed in this table will result in malfunction.

»  Windows/Safari is only supported by the OKCS feature of Service Cloud
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'8.3.6  Offeror must describe how it will, prior to the execution of a Service Level Agreement, meet
with the Purchasing Entity and coopcrate and hold a meeting to determine whether any
sensitive or personal information will be stored or used by the Offeror that is subject to any
law, rule or regulation providing for specific compliance obligations.

Oracle Response:

The Oracle Account team is comprised of sales professional and engineers who will be the primary
interface with customers for needs assessment and scoping the cloud services. Each customer has
different considerations and requirements that align with their overall technology objectives, budget use
cases and regulations. The Oracle Account team will perform an assessment with each perspective
Participating Entity to gain an understanding of their goals which may include:

¢ Reducing facilities/real cstate cost
s Reducing technical support fecs

» Investment in on premise licenses; do they have a value that can be shelved/exchanged to reduce
the cost of a cloud solution

* Regulatory requirements

8.3.7 Offeror must deseribe any project schedule plans or work plans that Offcrors usc in
implementing their Solutions with customers. Offerors should include timelines for
developing, testing, and implementing Selutions for customers.

QOracle Response:

While we anticipate that this project will be implemented by an Oracle solution partner if Oracle’s
solution is selected, we will provide the Oracle based mcthedology as a baseline.

Oraclc’s solution project methodology provides an overarching methodology for implementing any of our
solution’s products or services, regardless of size or complexity, and activities are tailored to specific
project necds. Our goal is to be as thorough as possible, while achieving collaboration, speed,
effectiveness, and overachievement.

e Plan — W collaborate with you to establish the dircction of the project introducing project teams,
validaling the project scope, outlining the business objectives, developing the project
plan/timeline, and establishing measures and baselines for the project.

» Design — We collaborate with you to establish the direction of the project introducing project
teams, validating the project scope, outlining the business objectives, developing the project
plan/timeline and establishing measures and baselines for the project.

e Configure - Oracle RightNow Professional Services consultants and/or application engineers
work with you to configure, integrate, and/or customize the solution based on the design. In
addition to standard configuration activitics, other set-up tasks such as data imports, integrations
to third-party applications to data share; and customization may be performed to support your
requirements.

o Test— The test phase is a verification period for all parties to confirm that the system has been set
up according to the requirements and design. The Oracle RightNow project team performs a
range of system tests before your project team engages in uscr acceptance testing.

OoRACLE

USE OR DISCLOSURE OF DATA CONTAINED ON THIS SUEET S SUBJECT TO THE RESTRICTIONS [N THE 1LAST PARAGRAPH OF THE GENERAL 56
TERMS AND CONDITIONS OF ORACLE'S PROPOSAL INCLUDED [N THIS RESPONSE.




THE STATE OF UTAH RFP #: CH16012
VALUEPOINT MASTER AGREEMENT FGR CLOUD SOLUTIONS

s Deploy — During the deploy phase, Oracle works with you to ensure a smooth launch of your
solution into production. Marked by a go-live project milestone, your solution is promoted to a
production environment, ready for use.

¢ Results — After deploying to production, we measure project success by mapping back to your
project goals and objectives. We are committed to a continued partnership with you and will
support you as your business needs grow and expand.

Your OCX project manager will work with you to develop a detailed project plan and timeline for your
specific implementation.

When implecmenting our solution, it is vital to sct up an active project team to plan for the significant
actions to be taken through the project’s exccution. This active and complete project team ensures a
successful, timely, and budgeted solution implementation. It is not necessary to have one person per tcam
role; however, it is important to have each role filled.
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FIGURE 24: SAMPLE PROJECT TIMELINE

The project team is not only needed during the initial implementation but throughout the process to assist
in maintaining the knowledgebase moving forward. We recommend regular meetings with the project
team to rcview site. statistics and determine improvement that can continuc to be made.

» Project Sponsor — an cxecutive or director who helps with project team direction and escalates
issues when needed.

e Project Manager — ensures the product is released quickly and that the team members complete
their tasks in conjunction with the project plan.
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s RightNow Administrator — performs the majority of the configuration on the product for the
release.

» Knowledgebase Engincer — ensures that the knowledgebase is being maintained and is always
up to date. The knowledgebase engincer is normally a full-time position, depending on the size of
your knowledgebase.

Customer Service (RFP #8.4)

Provided below is the information requested in section 8.4 of the RFP.

8.4.1 Offcror must describe bow it cnsurc cxcellent customer service is provided to Purchasing
Entities. Include:

s  Quality assurance measures;

e Escalation plan for addressing problems and/or pomplaihts; and

e Service Level Agreement (SLA).

Oracle Response:

Oracle has provided its documents that describe our Oracle Cloud Enterprise Hosting and Delivery
Policies, (sections 4 and 6 specifically) found in Attachment 7.2.

In addition:

ISO 27002 CERTIFICATE OF CONFORMANCE

Oracle Cloud Services has received the 1SO 27002 Certificate of Conformance. 1SO/IEC 27002 is an
intemnationally recognized standard that assists organizations with selecting and applying controls to
information sccurity.

Information technology, and provides a framework that takes into account legal, regulatory and
contractuat requirements.

ISO 27001 CERTIFICATION FOR THE INFORMATION SECURITY SYSTEM

Oracle Cloud Services Risk Management’s On Demand Sccurity Services tcam has been granted an 1SO
27001 Certification for its staff, technology, and processes. Product information is provided at:

htips:/fwww.oracle.com/cloud/managed-cloud.html.

ISO 14001 CERTIFICATION (ENVIRONMENTAL AND ENERGY)
Oracle’s hardware manufacturing facilities maintained their IS0 14001 certifications.

The following Oracle locations are certified to the ISO 14001:2004 standard: Hillsboro, Oregon,
Louisville, Colorado and Morrisville, North Carolina. Objectives and targets at Oracle certified locations
are designed to ensure environmental protection and increased operational ¢fficiency and include sotid
waste reduction and enhanced management of air, water, and waste controls. Further information is
provided at: http://www.oracle.com/us/products/applications/green/ehsms-184396.html.
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1S9001 QUALITY MANAGEMENT SYSTEM

Oracle has a dedicated Global Quality Programs team and is 1S9001 certified across all product lines
throughout all regions.

8.4.2 Oficror must describe its ability to comply with the following customer.service
requirements: A i

a. You must have onc lead representative for cach entity that executes a f’articipating.
Addendum. Contact information shall be kept current.

Qracle Response:

b. Customer Scrvice Representative(s)- must be available by phone or email at a minimum,
from 7AM to 6PM on Monday through Sunday for the applicable time zones.

c. Customer Service Representative will respond to inciuir'ies within one business day;.
d. You must provide design services for the applicable categories. |

e.__You must provide Installation Services for the applicable categories.

Oracle Response:

Oracle Support Services for Oracle Cloud consists of:
s Diagnosis of problems or issues with the Oracle Cloud Services

s Reasonable commercial efforts to resolve reported and verifiable errors in the Oracle Cloud
scrvices so that they perform in all material respects as described in the associated Program
Documentation

e Support during Change Management activities described in the Oracle Cloud Change
* Management Policy

s Assistance with technical Service Requests 24/7

»  24/7 access o a Cloud Customer Support Portal designated by Oracle (for example, My Oracle
Support) and Live

» Telephone Support to log Service Requests
* Access to community forums
+ Non-technical Customer service assistance during normal Oracle business hours (8:00 to 17:00)

local time.

LIVE TELEPHONE SUPPORT

Customer’s technical contacts may access live telephone support via the phone numbers and contact
information found on Oracle’s support web site at http://www.oracle. com/support/contact.html or such
other address designated by Oracle for the applicable Cloud Services ordered.
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RESPONSE TIME

Every attempt is made to return technical support calls as quickly as possible. Oracle will make
reasonable efforts to respond to Severity | service requests within one hour. (A Severity | problem causes
complete loss of service). In addition, Premier Support provides 24/7 coverage on Severity 1 issues untii
the issue is resolved or as long as useful progress can be made.

For further information refer to Technical Support Policies documents available at:
hitp:/iwww oracle.com/us/support/policies/index.html.

Security of Information (RFP #8.5)

Provided below is the information requested in section 8.5 of the RFP.

8.5.1 Offecror must describe the measures it takes to protect data. Include a description of the
methoed by which you will hold, protect, and dispose of data following complction of any
contract services.

8.5.2 Offeror must describe how it intends to comply with all applicable laws and related to data
privacy and security.

5.6.3 Offeror must describe how it will not access a Purchasing Entity’s user accounts or data,
except in the course of data center operations, response to service or technical issues, as
required by the cxpress terms of the Master Agreement, the applicable Participating
Addendum, and/or the applicable Service Level Agreement.

Oracle Response:

The following response is excerpted from Attachment 7.2, “Oracle Cloud Enterprise Hosting and
Dclivery Policies.”

1. ORACLE’S CLOUD SECURITY POLICY
1.1 User Encryption for External Connections

Customer access to the system is through the Internet.  TLS encryption technology is available for
Oracle Cloud Service access. TLS connections arc ncgotiated for at lcast 128 bit encryption or stronger.
The private key used to generate the cipher key is at least 2048 bits. TLS is implemented or configurable
for all web-based TLS certified applications deployed at Oracle. It is recommended that the latest
available browscrs cettificd for Oracle programs, which are compatible with higher cipher strengths and
have improved security, be utilized for connecting to web enabled programs. The list of centified
browsers for cach version of Oracle programs can be found on the Cloud Customer Support Portal
designated by Oracle for the specific service ordered (for example, the My Oracle Support portal). In
some cascs, a third-party site used with cloud services and not under the control of

Oracle may force a non-encrypted connection. In some cases, a third party site that Customer wishes to
integrate with the Cloud Service may not accept an encrypted connection. For Cloud Scrvices where
HTTP connections with the third party site arc permitted by Oracle, Oracle will enable such HTTP
connections in addition to the HTTPS connection.
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1.2 Network Access Control

Oracle Cloud operations teams access Customer environments through a segregated network connection,
which is dedicated to environment access control and isolated from Oracle’s internal corporate network
traffic. Authentication, authorization, and accounting are implemented through standard security
mechanisms designed to ensure that only approved operations and support engincers have access to the
systems.

1.3 Network Bandwidth and Latency

Oracle is not responsible for Customer’s network connections or for conditions or problems arising from
or related to Customer’s network connections (for example, bandwidth issues, excessive latency, network
outages), or caused by the internet. Oracle monitors its own networks and will work to address internal
issucs that may impact availability.

1.4 Anti-Virus Controls

Oracle Cloud employs anti-virus software to scan uploaded files when deemed necessary by Oracle. Virus
definitions arc updated daily.

1.5 Firewalls

Oracle Cloud Services use fircwalls to control access between the internet and Oracle Cloud Services by
allowing only authorized traffic. Oracle managed firewalls are deployed in a layered approach to perform
packet inspection with sccurity policies configured to filter packets based on protocol, port, source, and
destination IP address, as appropriate, in order to identify authorized sources, destinations, and traffic

types.
1.6 System Hardening

Oracle employs standardized system hardening practices across Oracle Cloud devices. This includes
restricting protocol access, removing or disabling unnccessary software and services, removing
unnecessary user accounts, patch management, and logging.

1.7 Physical Security Safeguards

Oracle provides sccured computing facilities for both office locations and production cloud infrastructure.
Commoen controls between office locations and co-locations/datacenters currently include, for instance:

¢  Physical access requires authorization and is monitored.
* Everyone must visibly wear official identification while onsite
s Visitors must sign a visitor’s register and be escorted and/or observed when on the premises

» Possession of keys/access cards and the ability to access the locations is monitored. Oracle
+ employment must return keys/cards

Additiona! physical security safeguards are in place for all Oracle Cloud data centers, which currently
include safeguards such as:

*  Premises are monitored by CCTV
*  Entrances are protected by physical barricrs designed to prevent vehicles from unauthorized entry

e Entrances are manned 24 hours a day, 365 days a year by sccurity guards who perform visual
identity recognition and visitor ¢scort management
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1.8 System Access Control & Password Management

Access to Cloud systems is controlied by restricting access to only authorized personnel. Oracle enforces
password policies on infrastructure components and cloud management systems used to operate the
Oracle Cloud environment.

System access controls include system authentication, authorization, access approval, provisioning, and
revocation for employees and any other Oracle-defined ‘users’. Customer is responsible for all end user
administration within the program. Oracle does not manage the Customer’s End User accounts. Customer
may configure the programs and additional built-in security features.

1.9 Review of Access Rights

Nctwork and operating system accounts for Oracle employees are reviewed regularly to ensure
appropriate employee access levels. In the cvent of cmployec terminations, Oracle takes prompt actions to
terminate network, telephony, and physical access for such former employees. Customer is responsible
for managing and reviewing access for its own employec accounts.

1.10 Security-Related Maintenance

Oracle performs security related change management and maintenance as defined and described in the
Oracle Cloud Change Management Policy. For any security patch bundle that Oracle will deploy for
designated Oracle Programs, Oracle will apply and test the security patch bundle on a stage environment
of the applicable Cloud Service. Oracle will apply the security patch bundle to the production
environment of the Cloud Service after Oracle successfully completes testing on the stage environment.

1.11 Data Management / Protection

During the use of Oracle Cloud services, Oracle Cloud Customers maintain control over and
responsibility for their data residing in their environment. Oracie Cloud services provide a variety of
configurable information protection services as part of the subscribed service. Customer data is data
uploaded or generated for use within the Oracle Cloud Services.

L11.1 Physical Media in Transit

Designated Oracle personnel handle media and prepare it for transportation according to defined
procedures and only as required. Digital media is logged, cnecrypted, securely transported, and as
necessary for backup archiving vaulted by a third-party offsite vendor. Vendors are contractually
obligated to comply with Oracle-defined terms for media protection.

1.11.2 Data Disposal

Upon termination of services (as described in the Oracle Cloud Suspension and Termination Policy) or at
Customer's request, Oracle will delete environments or data residing therein in a manner designed to
cnsure that they cannot reasonably be accessed or read, unless there is a legal obligation imposed on
Oracle preventing it from deleting all or part of the environments or data.
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1.11.3 Security Incident Response

Oracle evaluates and responds to incidents that create suspicions of unauthorized access to or handling of
Customer data whether the data is held on Oracle hardware assets or on the personal hardware assets of
Oracle employees and contingent workers. When Oracle’s Global Information Security (GIS)
organization is informed of such incidents, GIS defines escalation paths and response tcams 1o address
those incidents, depending on the nature of the activity. GIS will work with Customer, the appropriate
technical teams, and law enforcement where necessary to respond to the incident. The goal of the incident
response will be to restore the confidentiality, integrity, and availability of the Customer’s environment,
and to establish root causes and remediation steps. Operations staff has documented procedures for
addressing incidents where handling of data may have been unauthorized, including prompt and
reasonable reporting, cscalation procedures, and chain of custody practices.

[f Oracle determines that Customer's data has been misappropriated; Oracle will report such
misappropriation to Customer within 72 hours of making such determination, unless prohibited by law.

1L.11.4 Data Privacy

Oracle’s Data Processing Agreement for Oracle Cloud Services (Data Processing Agreement), and the
Oracle Services Privacy Policy, describe Oracle’s treatment of data that resides on Oracle systems
(including personally identifiable information or “PH™) to which Oraclc may be provided access in
connection with the provision of Cloud Services. The Data Processing Agreement specifically describes
Oracle’s and Customer’s respective roles for the processing and control of persenal data that Customer
provides to Oracle as part of the Cloud Services. These documents are avaitable at:

¢ Oracle Services Privacy Policy: http.//www oracle.com/us/legal/privacy/services-privacy-policy-
078833.html

* Data Processing Agreement for Oracle Cloud Services:
http://www.oracle.com/dataprocessingagreement

1.12 Regulatory Compliance

Oracle Cloud Services operate under Policies which are aligned with the ISO/IEC 27002 Code of Practice
for information sccurity controls, from which a comprchensive set of controls are selected, as described
by [SO/IEC 27001.

The [nformation Security Management System Family of Standards (ISO/IEC 270xx) arc pubiished by
ISO (the international Organization for Standardization) and the IEC (the International Electrotechnical
Commission), and are a comprehensive reference for information sccurity management, data protection
and risk management for organizations of all types and sizes.

The internal controls of Oracle Cloud Services are subject to periodic testing by independent third-party
audit organizations. Such audits may be based on the Statement on Standards for Attestation
Engagements (SSAE) No. 16, Reporting on Controls at a Service Organization (SSAE 16), the
International Standard on Assurance Engagements (ISAE) No. 3402, Assurance Reports on Controls at a
Service Organization (ISAE 3402), or such other third party auditing standard or procedure applicable to
the specific Oracle Cloud Service. Audit reports of Oracle Cloud Services are periodically published by
Oracle’s third party auditors, although reports may not be available for all services or at all times.
Customer may request to receive a copy of the current published audit report available for a particular
Oracle Cloud Service.
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The audit reports of Oracle Cloud Services, and the information they contain, are Oracle confidential
information, and must be handled by Customer accordingly. Such reports may be used solely by
Customer to evaluate the design and operating effectivencss of defined controls applicable to Oracle
Cloud Services and are provided without any warranty.

Customer remains solely responsible for its regulatory compliance in its use of any Oracle Cloud Service.
Customer must make Oracle aware of any technical requirements that result from its regulatory
obligations prior to contract signing. Some Oracle Cloud services are audited to PCIDSS or
FISMA/NIST standards and additional certifications and attestations to specific regulatory frameworks
for the Oracle Cloud Service may be available for additional fees. Customer must not provide Oracle with
health, payment card or other sensitive personal information that requires specific regulatory, legal or
industry data security obligations for the processing of such data; however, where available for certain
Cloud Services, Oracle may offer for purchase by Cloud Customers additional services designed for the
processing of regulated data within the services environment. Note that such additional services are not
avaitable for all Cloud Services.

Oracle understands that some Customers may have regulatory audit requirements and Oracle will
cooperate with Customer as described in the Data Processing Agreement in those cascs.

1.13 Oracle Software Security Assurance

Oracle Software Security Assurance (OSSA) is Oracle’s methodology for building security into the
design, build, testing, and maintenance of its services. The OSSA program is described at
http:/fwww.oracle. com/us/support/assurance/overview/index.html.

Privacy and Security (RFP #8.6)

Provided below is the information requested in scction 8.6 of the RFP,

8.6.1 Offeror must describe its commitment for its Solutions to comply with NIST, as defined in
NIST Special Publicatien 800-145, and any other relevant industry standards, as it relates
to the Scope of Services described in Attachment D, including supporting the different types
of data that yon may reccive.

Oracle Response:

IMMEDIATE SECURITY CERTIFICATION (FEDRAMP)

Utah should consider a modern citizen experience platform that is already a FedRAMP JAB (Joint
Authorization Board) certificd SaaS. While operating in our Government Cloud is not required for a
Citizen Relationship Management (CRM) deployment, we have included this section to explain the
significance of a FedRAMP JAB Certification.

Specifically, it is important to understand that not all FedRAMP certifications are alike. More to the point
a FedRAMP JAB certification must be scrutinized by the “Board”, comprised of the Chief Information
Officers (Cl10s) of the U.S. Department of Homeland Security (DHS), U.S. Department of Defense
(DOD), and U.S. General Services Administration (GSA). This board is responsible for prioritizing
authorizing cloud services that will be widely used across government. To obtain FedRAMP JAB
certification, the ClOs of DoD, DHS, and GSA must agree that the Cloud Service Providers (CSPs):

e Strictly meets all controls
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» Presents an acceptable risk posture for use across the federal government

+ Conveys a baseline-level of likely acceptability for government-wide use

It is important to note that the FecdRAMP JAB certification puts the onus of maintaining certification on
the Cloud Service Providers (CSPs), and not on the city/county/agency obtaining the service. Additional
CSP responsibilities are listed below.,

e (SPs must usc an accredited Third-party Assessor Organization (3PAQ)

* FedRAMP PMO manages continuous moniioring activitics; agencies review results

Finally, proven benefits of working with a company that has FedRAMP JAB certification include:
e [t's the most rigorous, (although slowest) path to authorization.
* JAB authorization offers the LOWEST risk tolerance-level
¢ HIPAA controls (AT-101) and FISMA NIST 800-53 Moderate Controls are included

When you go to the fedramp.gov site, you can see that both our PaaS and Saa$ offerings arc FedRAMP
JAB Certified:

¢ https://'www.fedramp.gov/marketplace/compliant-systems/

¢ QOracle Corporation — Federal Managed Cloud Services (PaaS)

¢ Oracle Corporation — Oracle Service Cloud (SaaS)

SECURITY AND MISSION CRITICAL CLOUD OPERATIONS

Oracle understands that the confidentiality, integrity, and availability of your information are vital to your
business opcrations. That’s where Oracle’s solution excels. You must have trust and confidence in your
service provider, and Oracle takes this commitment seriousty. Security is embedded in Oracle’s “DNA” -
within the product, the development cycle, and Cloud Operations practices — 10 ensure your information
remains your information.

PHYSICAL SECURITY

Full-time, 24/7 local operations and security staff ensure that only authorized individuals have the ability
to access the data center. All data center access doors, including shipping and parking areas, are
monitored and video recorded. All data center access is secured by access cards, biometric devices (hand
scanners}, man-traps, portals, or a combination thereof. Exterior walls, doors, and windows are taken into
careful design considering the environment and are generally constructed according to the requirements to
protect from natural hazards such as lightening and wind.

Server and network equipment is physically secured within locked cages/suites inside the data center. The
listing of employees and cages are updated promptly to ensure access is limited to authorized personnel.
Each data center provides centralized security operations and monitoring on a 24/7 basis, including
prompt response Lo actual or suspected physical security incidents. In additional to administering and
monitoring access to the data center, the operations and security teams monitor and enforce other security
policics and environmental sensors and alarms. All security and environmental systems are supported by
redundant power, uninterruptible power supply (UPS) devices, and stand by generators.
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LOGICAL SECURITY

Oracle’s solution requires management authorization for employce access 10 any critical applications and
systems, and additional approval levels are required for all cloud services access. Access is granted
according to a user’s role and business need. Logical and physical access is immediately revoked from
employees who have resigned or are terminated. Oracle Cloud Service continuously monitors logs, and
audits system and network activities, including access or attempted access 1o customer data. This includes
monitoring and auditing of systems for unauthorized or inappropriate access to customer data by Oracle
employees.

DATA AVAILABILITY

Oracle’s solution 1s architected with availability, maintainability, scalability, and customer security at the
top of the list. Every data center implementation meets or exceeds the following specifications:

» Redundant firewalls

¢ Redundant F5 load balancers with SSL acceleration

¢ Redundant web farms

*  Multi-processor servers connected by multiple gigabit NICs
¢ Redundant database disk using real-time replication

¢ Redundant (failover) databasc servers

¢ Tape library for offsite data storage

In addition to the robust computing architecture, cach data center supports Oracle’s solution via:
¢ Dedicated substation on utility grid
¢ Four or more onsite diesel gencrators
* Independent rack power sources
¢ Dual entry network connectivity
e 3+ internet backbone providers
* Less than 40 percent peak network utilization

*  99.999 percebt availability of power and cooling

ENVIRONMENTAL CONTROLS

All data centers leverage advanced monitoring and reporting systems to monitor environmental controls
and alert data center staff to potential or merging issucs. Using these systems, the 24/7 staff monitor:

*  All power systems, including generators, transfer switches, UPS, diesel gencrators, and their fuct
-supplies

e Firc detection and suppression systems, and waler sensors, as well as a double interlock pre-
action and detection system

All data centers are equipped with independent utility sources originating from independent feeders or
substations. The incoming services lines are connected to automatic transfer switches, which also connect
to redundant standby diesel generators.
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All mission-critical systems, including all server and network equipment, heating and cooling equipment,
and security systems at the data centers are sourced by redundant UPS systems. All data centers have
zoned temperature control systems, with multiple HVAC units at each center to verify correct temperature
in critical areas. If temperatures vary outside preset limits, an alarm is generated. The HVAC units are
powered by utility and generator systems for redundancy.

DISASTER RECOVERY

Regardless of the quality of any system architecture, infrastructure, or robustness of any individual data
center, unexpected situations can occur that potentially may impact Oracle’s solution operation, and limit
ability to deliver scrvice to customers. Oracle has established a recovery strategy and a detailed recovery
plan, including recovery procedures for critical infrastructure components, to allow for a quick recovery
of Oracle’s solution, with minimal disruptions to the customer’s operations.

Each production customer’s data is replicated in near-real-time to two replication servers within the
production data center, as well as to a geographically-remote disaster recovery (DR} facility. This creates
multiple redundant copies of all customer data to guard against system, local disruptions, and even entire
data center failure

INTRUSION DETECTION AND ANTI-VIRUS

Oracle’s solution operates an advanced intrusion detection system (IDS) on the internal and customer
facing networks to monitor network traffic for unauthorized or suspicious activity. Traffic monitor
correlates threats and provides event aggregation across all systems and networks, and sends events to the
SIEM. All log summaries are reviewed daily, with cenain alerts or events escalated as appropriate, and
may invoke the incident Response Pian,

All files sent to Oracle Cloud Service, regardicss of the method used to transmit, are scanned for known
attack signatures. Infected files are flagged and not permitted into the service.

INTERNAL AND THIRD-PARTY TESTING AND ASSESSMENTS

New product features arc tested prior to code completion to identify features that do not work properly.
Security testing is integrated into featurc testing and regression testing. Additional security testing is
provided in the form of source code scans of modified or added code, and internal audits of the products.
Every Oracle Service release is subjected to a third-party application vulnerability assessment prior to
rcleasc.

REGULATORY COMPLIANCE

Oracle’s solution is designed and certified to mect many of the compliance requirements of the most
demanding environments. The security landscape continues 1o evolve, and you can rely on Oracle’s
solution to stay ahead of threats. Note that some compliance offerings are unique to Oracle’s solution, and
not all regulatory frameworks listed below are applicable 10 all available environments of Oracle’s
solution.

e PCI DSS Service Provider Level | (Payment Card Industry Data Secunty Standard)
¢ HIPAA (Health Insurance Portability and Accountability Act)

¢ Family Education Rights and Privacy Act

¢ GLBA (Gramm-Leach-Bliley Act)
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s NIST 800-53 Moderate Control (National Institute of Standards and Technology 800-53)
o FISMA (Federal Information Security Management Act)

e U.K. Data Protection Act 1998, and all other E.U. National Legislation

e E.U. Data Privacy Dircctive 95/46/EC

s DIACAP (DoD Information Assurance Certification and Accreditation Process)

* FIPS 140-2 (Federal [nformation Processing Standard)

s SSAE 16 (Statement on Standards for Attestation Engagements 16)

« E.U.-U.S. Safe Harbor Registration SOC 1/SCC 2 (Service Organization Controls)

8.6.2 Offeror must list all government or standards organization security certifications it
_currently holds that apply specifically to the Offeror’s proposal, as well as those in process
at time of response. Specifically include HIPAA, FERPA, CJIS Security Palicy, PCI Data
Security Standards (DSS), IRS Publication 1075, FISMA, NIST 800-53, NIST SP 800-171,

and FIPS 200 if they apply. :

Oracle Response:

Yes, please see response 8.6.1 above.

8.6.3 Offeror must describe its security practices in place to secure data and applications,
including threats from outside the service center as well as other customers co-located
within the same service center.,

Oracle Responsc:

Yes, pleasc see response 8.6.1 above.

8.6.4 Oficror must describe its data confidentiality standards and practices that are in place to
ensure data confidentiality. This must include not only prevention of exposure to
unauthorized personnel, but also managing and reviewing access that administrators have
to stored data. Include information on your hardware policies (laptops, mobile etc).

Oracle Response:

Yes, pleasc sce response 8.6.1 above,

8.6.5 Offeror must provide a detailed list of the third-party attestations, reports, security
credentials (e.g., FedRamp), and certifications relating to data security, integrity, and other
controls.

Oracle Response:

Yes, please see response 8.6.1 above.
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8.6.6 Offeror must describe its logging process including the types of services and devices logged;
the event types logged; and the information fields. You should include detailed response on

how you plan to maintain security certifications.

Oracle Response:

Yes, please sce response 8.6.1 above. In addition, When looking at a record in Oracle’s solution, the audit
log lists a series of actions that have affected that record, including when the record was created, events
that occurred related to the record (such as editing or changing the status of an incident), and by whom.

In current releases of Oracle’s solution, the default workspaces include a tab for the audit log. Custom
workspaces may have the auditlog embedded on another tab or removed from the workspace for some
reason. If you do not have an Audit Log tab for the record types below, contact the administrator for
Oracle’s solution for your site 1o determine how to access the audit log.

Audit logs are associated with the types of records listed below:

e Incidents
e Answers
+ Contacts

¢ Organizations

e Sales Opportunities

e Tasks
In addition, several marketing records include the Audit Log as an embedded tab on the main Summary
tab:

¢ Campaigns

s Surveys

e Mailings

¢ Audiences (segments and contact lists)

¢ Documents
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FIGURE 25: ORACLE’S SOLUTION: AUDIT LOG EXAMPLE
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SYSTEM LOGS

Oracle’s solution allows agents to see a complete history of the current interaction with a customer. Any
additions to the interaction are automatically captured with a date and time stamp. Any phone, web, or
email communications are captured in an interaction. In addition, a detailed record of each change can be
seen on the details tab by clicking the Audit log button.

The Audit Log contatns a detailed listing of every change to the record. This log is complete with type of
change, name of person making the change, date, and time of the change.

'8.6.7 Offeror must describe whether it can restnct vns:blllty of cloud hosted data and documcnts
to'specific users or groups. = : - i iE z

Oracle Response:

Privileged access for specific audiences is configurable in Oracle’s solution. We look at Administrative,
and end user access in this section.

Administrative Access — Oracle’s solution provides for configuration of administrative access levels for
staff members. With full access, any and all configuration is accessible via graphical user interface (GUI)
settings. Depending on the user profiles set up by the administrator, other staff members may be limited.
Because Oracle’s solution is entirely a web-based application, staff members can access the
administrative side of the program, (provided they have appropriate sccurity clearance) from a browser at
any location.

The roles or privileges that can be applicd or removed from user profiles include the following:
*  Accessible Interfaces
¢ Vicws
o Edit Administration
o Change
" Default Incident View
*  Default Customer View
= Decfault Answer View
* Modify Profiles/Groups/Accounts
e Incidents (Add/Update, Send Response, Assign to other groups, and Delete)
*  Answers
»  Customers/Companies (Add, Update, and Delete)
» Canned Reports
» Custom Reports (Add/Update)
* Live (Phone/Chat/Monitor)
¢ Modify Administrative Settings

¢ Modify Business Process Settings
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End User Access — Oracle’s solution includes the ability to easily configure or designate knowledgebase
articles as viewable or not viewable to specific audiences in two different ways. The first way is to
designate knowledge items as either public, (viewable on the public website) or private, (viewable only to
designated internal personnel).

Another option, on the customer-facing side of Oracle’s solution, can be used to configure access using a
feature called Privileged Access. Privileged Access enables certain users to automatically gain specific
information access privileges after they are logged in.

Privileged Access in Oracle’s solution allows you to grant certain contacts and organizations the ability
to view answers in your knowledgebase that are not available to all end users. For example, if you had a
group of contacts that purchased a higher-level of customer support, you could create additional answers
that would not be viewable to the general public on your end user interface, but would be viewable only
to those contacts with privileged access. Access can be controlled in self-service options, web form
submission, chat, and even email based on service levels, through required end user log ins.

Secunity features tied to web form submissions provide you an extra layer of security against malicious
botnets and other attacks attempting to compromise site intcgrity and security.

An abuse detection system constantly monitors incoming web form traffic for any signs of an attack. If
abusc is detected, the system begins injecting CAPTCHA verification dialogs into the pages. When a user
successfully completes the CAPTCHA question, the system allows their session to continue as it normally
would, and abusive sessions from botnets are terminated.

8.6.8  Offcror must describe its notification process in the event of a security incident, including
relating to timing, incident levels. Offeror should take into consideration that Purchasing
Entities may have different notification requirements based on applicable laws and the
categorization type of the data being processed or stored.

Oracle Response:

Please sece section 1.Oracle Cloud Security Policy of the Oracle Cloud Enterprisc Hosting and Delivery
Policies found in Attachment 7.2.

8.6.9 Offeror must describe and identify whether or not it has any security controls, both
physical and _virtual Zones of Control Architectures (ZOCA), used to_isolate hosted servers. |

Oracle Response:

Oracles policies includes several protocols designed to be read in conjunction with each other as indicated
in the Oracle Cloud Enterprise Hosting and Delivery Policies, specifically section 3.

8.6.10 Provide Security Technical Reference Architectures that support Infrastructure as a
Service (1aa8), Software as a Service (SaaS) & Platform as a Service (PaaS).

Oracle Response:

Oracle’s solution has been developed using a logical three-tier Internet architecture consisting of
presentation, application logic, and data management layers. Because of the tiered separation, Oracle’s
solution 1s highly scalable, allowing expansion at the presentation and application logic ticrs and at the
data management tier. Oracle has experience deploying Oracle’s solution in highly available, highly
scalable, load-balanced web server and clustered database scrver configurations. Oracle’s solution
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supports most commonly available operating systems (Linux, Sun Solaris, Microsoft Windows Server)
and databases (Oracle, Microsoft SQL Server, MySQL).
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FIGURE 27: ORACLE SERVICE CLOUD PRODUCT ARCHITECTURE
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'8.6.11 Describe security procedures (background checks, foot printing logging, etc.) which are in
I place regarding Offeror’s cmployees who have access to sensitive data.

Oracle Response:

US employees who have access to client data have passed background checks. Only a small subset of
developers has access to client production data—for the purposes of troubleshooting or correcting
customer issues.

All user and administrative accounts ar¢ managed by the corporate security manager. Administrative
access is provided to hosting administrators via usc of the ‘sudo’ command. The root password is known
only by the corporate security manager, the IT director, the hosting manager, and any people designated
by all three of the parties listed previously. All non-hosted support accounts are given away on a need-to-
know basis.

All access to application and supporting computer networks by system administrators, operators,
development, and audit staff is logged. All logs arc sent via syslog to a central syslog server where they
are parsed in real-time for failed login attempts using logsurfer.

All failed login attempts arc logged showing the time, date, and user name uscd. Failed login attempts are
emailed to the security team and monitored on a quarterly basis. These logs are retained on the systems
for at lcast 2 weeks and available via tape for a year. Upon termination, employees are removed from the
access list immediately.

All user accounts are locked out of the bastion hosts after five failed log in attempts. The sccurnity
manager, [T director, or hosting manager for Oracle’s solution must manually unlock an account.

Other personnel procedures are as follows:
e Remote log-in only via ssh to a bastion server only from specific addresses.

¢  All hosting systems administrators have passed criminal and social security background checks.

'8.6.12 Describe the security measures and standards (i.e. NIST) which the Offeror has in place to
! secure the confidentiality of data at rest and in transit._

Oracle Response:

Data at rest will be encrypted using FIPS 140-2 compliant AES at a moderate-level. Oracle will need to
understand what level of FIPS 140-2 compliance is required by Oracle’s solution based on your
determunation of data sensitivity.

Oracle’s solution is designed and certified to mect many of the compliance requirements of the most
demanding environments. The security landscape continues to evolve, and you can rely on Oracie’s
solution to stay ahead of threats. Note that some compliance offerings are unique to Oracle’s solution, and
not all regulatory frameworks listed below are applicable to all avaitable Oracle Service Cloud
environments.

s PCI DSS Service Provider Level 1 (Payment Card Industry Data Sccurity Standard)
¢ HIPAA (Health Insurance Portability and Accountability Act)

o Family Education Rights and Privacy Act

e GLBA (Gramm-Lcach-Bliley Act)
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o NIST 800-53 Moderate Control {National Institute of Standards and Technology 800-53)
¢ FISMA (Federal Information Security Management Act)

+ UK. Data Protection Act 1998, and all other E.U. National Legislation

o E.U. Data Privacy Directive 95/46/EC

¢ DIACAP (DoD Information Assurance Certification and Accreditation Process)

¢ FIPS 140-2 (Federal Information Processing Standard)

e SSAE 16 (Statement on Standards for Attestation Engagements 16)

e E.U.-U.S. Safe Harbor Registration SOC 1/S0C 2 (Service Organization Controls)

PCI CLouD

Oracle offers a PCl-certified Cloud option. This option provides an environment certificd as PCI Service
Provider Level 1 - the highest-level possible for service providers.

As part of industry-wide PCI compliance efforts, Oracle’s solution includes scveral features to improve
security processes used to store and manage contact passwords in the knowledgebase. The features are:

*  Removal of Password Visibility on Oracle’s Solution Consele — Oracle’s solution provides
increased security by removing the contact password field from scripts and workspaces so that
staff members can no longer view passwords in any workspace or merge field functions.

¢ Removal of the Email Me My Password Feature — When customers have forgotten their
password, they can request that the password be reset. The current password is then invalidated
and a message containing an encrypted link is sent to the customer's primary email address. When
the customer clicks the email link, a Change Password window requires the entry and
confirmation off a new password.

¢ New Reset Password Button — If your organization requires providing staff members with the
option to change customers' passwords, a Reset Password button can be added to the ribbon on
custom incident, contact, opportunity, and task workspaces. Clicking this button invalidates the
current password and sends a password resct email to the contact’s primary email address.

e New Transaction Types — The following transaction types appear on the Audit Log tab in the
contact workspace: Password Changed, Password Reset by Customer, and Password Reset by
Administrator. Each transaction notes when and by whom passwords were changed.

Thesc password security procedures are part of requirements that Oracle’s solution has fuifilled to
becorne fully compliant with the Payment Card [ndustry Data Security Standard, often referred to as PCI
compliance. Oracle’s solution offers a PCl-certified cloud option. This option provides an environment
certified as PCI Service Provider Level 1 — the highest-level possible for service providers.

PCI compliance is necessary to ensure maximum security of customer information. All customer data,
including passwords, is encrypted at rest in the PCI environment of Oracle’s selution, using file system
encryption (with automated key management), so the entire database is encrypted, and all customer data
is cncrypted using SSLv3 in transit. As part of this compliance, passwords are encrypted on the Customer
Portal side as well as the agent side of Oracle’s solution.

ORACLE

USE OR DISCLOSURE GF DATA CONTAINED ON THIS SHEET 1S SUBJECT TO THE RESTRICTIONS [N THE LAST PARAGRAPH OF THE GENERAL 74
TERMS AN CONTITIONS OF ORACLE'S PROPOSAL INCLUDED [N THIS RESPONSE.



THE STATE OF UTAH RFP # CHI16012
VALUEPOINT MASTER AGREEMENT FOR CLOUD SOLUTIONS

Your organization will benefit from:
s Compliance with government mandated legislation and regulations, both current and proposed

¢ Being able to meet the PCI compliance process

In Oracle Database Cloud — Database as a Service databases, data security is provided for data in transit
and data at rest. Security of data in transit is achieved through network encryption. Data at rest security is
achicved through cncryption of data stored in databasc data files and backups.

Data in Oracle Database files, including backups, is secured by the use of encryption implemented
through a key management framework. Security of data across the network is provided by native Oracle
Net encryption and integrity capabilities.

Upon termination of services or expiration of production scrvices under the ordering document or at
customer’s request, Oracle will delete the environments and any production data residing therein in a
manner designed to ensure that they cannot reasonably be accessed or read, unless there is a legal
obligation imposed on Oracle preventing it from deleting all or part of the environments. For a period of
up to 60 days after the termination or expiration of production services under the ordering document,
Oracle will make available customer data then in the production services environment for the purpose of
retrieval by customer. Qracle has no obligation to retain the data for customer purposes after this 60 day
post termination period. Oracle Customer Support [dentifiers (CSlIs) are terminated at the end of the 60
day period.

8.6.13 Describe policies and procedures regarding notification to both the State and the
Cardholders of a data breach, as defined in this RFP, and the mitigation of such a breach.

Oracle Response:!

The Corporate Sccurity Incident Handling Plan for Oracle’s solution specifies that all affected partics
should be notificd of medium and high-risk security incidents within 12 hours of incident confirmation.
Incident confirmation will occur when it has been dclcrmmcd which parties have been affected by an
incident and to what extent.

Migration and Redeployment Plan (RFP #8.7)

Provided below is the information requested in section 8.7 of the RFP.

8.7.1 Offcror must describe how it manages the cnd of life activitics of closing down a service to a
Purchasing Entity and safely deprovisioning it before the Offeror is no longer contractually
obligated to maintain the service, include planned and unplanned activities. An Offeror’s
response should include detail on how an Offeror maintains security of the data during this
phase of an SLA, if the Offeror provides for redundancy during migration, and how
portable the data is during migration.

Oracle Response:

Please sec our Oracle Cloud Enterprise Hosting and Delivery Policies, specifically section 7. This
document is available as Attachment 7.2 of this response and available here:
http:/fwww.oracle.com/us/corporate/contracts/cloud-ent-hosting-del-policies-188 1438 .pdf.
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8.7.2 Offeror must describe how it intends to provide an orderly return of data back to the
Purchasing Entity, include any description in your SLA that describes the return of data to
a customer.

Oracle Response:

Please see our Oracle Cloud Enterprise Hosting and Delivery Policies, specifically section 7. This
document is available as Attachment 7.2 of this response and available here:

http://www oracle.com/us/corporate/contracis/cloud-ent-hosting-del-policies- 188 1438, pdf.

Service or Data Recovery (RFP #8.8)

Provided below is the information requested in section 8.8 of the RFP.

8.8.1 Describe how you would respond to the following situations; include any contingency plan
or_policy.

iﬁ. Extended downtime.
b. Suffers an unrecoverable loss of data.
c. Offeror experiences a system failure.

d. Ability to recover and restore data within 4 business hours in the event of a severe
system outage.

c. Describe your Recovery Point Objective (RPO) and Recovery Time Objective (RTO). |

Oracle Response:

The following response is excerpted from Attachment 7.2, “Oracle Cloud Enterprise Hosting and
Delivery Policies™

3. ORACLE CLOUD DISASTER RECOVERY SERVICE POLICY
3.1 Scope

This Policy applies only to Customer’s production environmenis within Oracle Cloud Services. The
activities described in this Policy do not apply to Customer’s own disaster recovery, business continuity
or backup plans or activities, and Customer is responsible for archiving and recovering any non-Oracle
software.

Disaster Recovery services are intended 1o provide service restoration capability in the case of a major
disaster, as declared by Oracle, that leads to loss of a data center and corresponding service unavailability.

For the purposes of this Policy, a disaster means an unplanned event or condition that causes a complete
loss of access to the primary site used to provide the Oracle Cloud Services such that the Customer
production environments at the primary site arc not available.
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3.2 System Resilience

Oracle Cloud Services maintains a redundant and resilient infrastructure designed to maintain high levels
of availability and to recover services in the event of a significant disaster or disruption. Oracle designs its
cloud services using principles of redundancy and fault-tolerance with a goal of fault-toterance of a single
node hardware failure.

Oracle Cloud Services provide an infrastructure that incarporates a comprehensive data backup strategy.
The Oracle Cloud includes redundant capabilities such as power sources, cooling systems,
telecommunications services, networking, application domains, data storage, physical and virtual servers,
and databases.

Oracle has two separate data centers that function as primary and secondary sites for Oracle Cloud
Services. Customer’s production standby (sccondary site) environment will reside in a data center
separate from Customer’s primary site. Oracle will commence the disaster rccovery plan under this Policy
upon its declaration of a disaster, and will target to recover the production data and use rcasonable efforts
to re-cstablish the production environment at the sccondary site. For a major regional jurisdictional area
(for example, the United States or the European Union), Oracle operates both a production and secondary
site within that region.

Customer data is replicated in physically separate facilities in order to restore full services in the event of
a disaster at a primary site. Backups are for Qracle’s sole use in the event of a disaster,

3.3 Disaster Recovery

Oracle provides for the recovery and reconstitution of its production Cloud Services to the most recent
available state following a disaster.

Oracle has established alternate processing sites to accommodate full operating capability in the event of
loss of service at a primary facility. Oracle maintains a Disaster Recovery Plan that describes recovery
procedures.

Disaster recovery operations apply to the physical loss of infrastructure at Oracle facilities. Oracle
reserves the right to determine when to activate the Disaster Recovery Plan. During the execution of the
Disaster Recovery Plan, Oracle provides regular status updates to Customers.

Note: the RTO and RPO described below do not apply to Customer customizations that depend on
external components or third-party software. During an active failover event, non-critical fixes, and
enhancement requests are not supported. Customer will be solely responsible for issucs arising from third-
party software and customizations (CEMLIs) to Oracle programs and services.

3.3.1 Recovery Time Objective

Recovery time objective (RTO) is Oracle’s objective for the maximum period of ime between Oracle’s
decision to activate the recovery processes under this Policy to failover the service to the secondary sitc
due to a declared disaster, and the point at which Customer can resume production operations in the
standby production environment. If the decision to failover is made during the period in which an upgrade
is in process, the RTO extends to include the time required to complete the upgrade. The RTO is 12 hours
from the declaration of a disaster.
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3.3.2 Recovery Point Objective

Recovery point objective (RPO) is Oracle’s objective for the maximum possible length of time during
which data couid be lost, in the event of a disaster. The RPO is | hour from the occurrence of a disaster,
excluding any data loads that may be underway when the disaster occurs.

3.4 Approvals and Reviews

This Policy and the corresponding Disaster Recovery Plan is reviewed annually. The Plan is revised
during the review process to incorporate problem resolutions and process improvements.

3.5 Service Restoration

This Policy identifies the purpose and scope of the Disaster Recovery Plan, the roles and responsibilities,
management commitment, coordination among organizational entitics, and compliance. The plan
documents the procedures for recovering a Cloud Service in the event of a disaster.

Oracle is committed to minimizing down time due to any disasters or equipment failures. As part of this
commitment, Oraclc has a corporate business disaster recovery plan for a timely recovery and restoration
of Oracle operations.

3.6 Disaster Recovery Plan Objectives

The following arc the objectives of Oracle’s Disaster Recovery Plan for Oracle Cloud Services:
e Inan emergency, Oracle’s top priority and objective is human health and safety.

e Maximize the effectiveness of contingency operations through the established Disaster Recovery
Plan that consists of the following phases:

o Phase | — Disaster Recovery Launch Authorization phasc—to detect service disruption or
outage at the primary site, determine the extent of the damage and activate the plan.

o Phase 2 - Recovery phase - to restore temporary 1T operations at the secondary site.

o Phase 3 — Reconstitution phase - to restore processing capabilitics and resume operations at
the primary site. '

o Identify the activities, resources, and procedures to carry out processing requirements during
prolonged intcrruptions.

e Assign rcsponsibilitics to designated personnel and provide guidance for recovery, during
prolonged periods of interruption.

» Ensure coordination with other personnel responsible for disaster recovery planning strategies.
Ensure coordination with external points of contact and vendors and execution of this plan.

3.7 Plan Testing

The Cloud Services Disaster Recovery Plan is tested, as a live exercise or a table-top test, on an annual
basis. The tests arc used for training hosting personnel and are coordinated with all personnel responsible
for contingency planning and execution. The tests verify that online backups can be recovered and the
procedures for shifting a scrvice to the alternate processing site are adequate and effective. Test plans are
developed in accordance with NIST 800-34. Results of the testing are used to improve the process and
initiate corrective actions.
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B8.8.2__ Describe your methodologies for the following backup and restore services; -

Method of data backups

T

. Method of server imagc backups

Digital location of backup storage (secondary storage, tape, etc.)

n‘vﬂv—p Trreery

Alternate data center strategies for primary data centers within the continental United
States. . -

Oracle Response:

The following response is excerpted from Attachment 7.2, “Oracle Cloud Enterprise Hosting and
Delivery Policics™.

2. ORACLE CLOUD SYSTEM RESILIENCY POLICY

The resiliency and backups described in this Policy apply only for Oracle Cloud services. Customer is
solely responsible for developing a business continuity plan to ensure continuity of its own operations in
the event of a disaster and for backing up and recovering any non-Oracle software.

2.1 Oracle Cloud Services High Availability Strategy

For business continuity in the event of an incident affecting Oracle Cloud Services, Oracle deploys the
services on resilient computing infrastructure. Oracle’s production data centers have component and
power redundancy with backup gencrators in place to help maintain availability of data center resources
in the event of crisis as described below.

2.2 Redundant Power

The infrastructure design includes redundant power feeds to the data center and redundant power
distribution for the data center and to the data center racks. Data center cooling components (chillers,
towers, pumps, and computer room air conditioning units) include redundancy. The emergency standby
power includes redundant battery backup with generator fuel stored onsite and contracts in place for
refueling.

2.3 Redundant Network Infrastructure

Network designs include redundant circuits from different carriers, firewall pairs, switch pairs, and load
balancer pairs.

2.4 Redundant Program Servers

Customer’s environment consists of a set of one or more physical servers or virtual servers that provide
services to Customer. The overall program tier functionality may be distributed across multiple physical
servers or virtual servers.

2.5 Redundant Database Servers

Databases are configured to distribute workload across multiple physical servers. High-availability is
achieved through clustering and replication.
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2.6 Redundant Storage

Oracle Cloud services data resides in redundant storage configurations with protection from individual
disk or array failure.

2.7 Oracle Cloud Services Backup Strategy

In support of Oracle’s Cloud Disaster Recovery practices (see Section 3 below), Oracle periodically
makes backups of production data in Customer’s Cloud Service for Oracle’s sole use to minimize data
loss in the event of a disaster. Database backups are stored at the primary site used to provide the Oracle
Cloud Scrvices, as well as at an alternate location for redundancy purposes. A backup is retained online
and/or offline for a period of at least 60 days after the date that the backup is made. Oracle typically does
not update, insert, delete or restore Customer data on behalf of Customer. However, on an exception basis
and subject to writtcn approval and additional fees, Oracle may assist Customer to restore data which
Customer may have lost as a result of their own actions.

Data Protection (RFP #8.9)

Provided below is the information requested in section 8.9 of the RFP.

8.9.1 Specify standard encryption technelogies and options to protect sensitive data, depending
on the particular service model that you intend to provide under this Master Agreement,
while_in_transit or at rest.

Oracle Response:

Encryption is offered end-to-end for Oracle Cloud Services. Oracle Cloud Services can provide
encryption capabilities for both data in-transit as well as data at rest. Encryption technologics may vary
based on cloud services and leverage technologies such as SAN encryption or database encryption.

8.9.2  Describe whether or not it is willing to sign relevant and applicable Business Associate, i
~ Agrecement or any other agreement that may be necessary to protect data with a Purchasing
Eutity. -

Oracle Response:

Oracle puts security at the forefront of all our endeavors. Oracle has a consistent contract medel for all
programs and services globally. The standard contracts often refer to policies that may be relevant to a
specific order. Links to the standard contracts and specified policies are available here.

http://www.oracle.com/us/corporate/contracts/index. html.

'8.9.3 Offeror must describe how it will only use data for purpeses defined in the Master
Agreement, participating addendum, or related service level agreement. Offeror shall not
use the government data or government related data for any other purpose including but
not limited to data mining. Offeror or its subcontractors shall not resell nor otherwise
redistribute information gained from its access to the data received as a result of this RFP,

Oracle Response:

Yes, please see our Oracle Cloud Enterprise Hosting and Delivery Policies (section 1.12) found in
Attachment 7.2.
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Service Level Agreements (RFP #8.10)

Provided below is the information requested in section 8.10 of the RFP.

'8.10.1 Offeror must describe whether your sample Service Level Agreement is negotiable. If not

l describe how it benefits purchasing entity’s not to negotiate your Service Level Agreement.

Oracle Response:

Please see our Oracle Cloud Enterprisc Hosting and Delivery Policies (section 4: Service Level
Objective) found in Attachment 7.2,

Oracle has a consistent contract model for all programs and services globally. The standard contracts
often refer to policies that may be relevant to a specific order. Links 1o the standard contracts and

specified policies are available here. hitp://www.oracte.com/us/corporate/contracts/index. html.

8.10.2 Offeror, as part of its proposal, must provide a sample of its Service Level Agreement,
which should define the performance and other operating parameters within which the
infrastructure must operate to meet IT System and Purchasing Entity’s requirements.

Oracle Response:

The Oracle Service Level Agreement was developed with public cloud consideration to overall
management and maintenance of data at the primary hosting site and well as back up site to ensurc a
target-level of service that is achievable and sustainable. Oracle makes available for a separate fee Oracle
Cloud Support, which allows for advance support with negotiated levels of support. The details of
Oracle’s service levels and optional cloud support is included in the Oracle Cloud Enterprise Hosting and
Delivery Policies (section 4: Service Level Objective) found in Attachment 7.2.

Data Disposal (RFP #8.11)

Provided below is the information requested in scction 8.11 of the RFP.

{Specify your data disposal procedures and policies and destruction confirmation process. 1

Oracle Response;

Upon termination of services or at a customer’s request, Oracle will delete environments or data residing
therein in a manner designed to ensure that they cannot reasonably be accessed or read, unless there is a
legal obligation imposed on Oracle preventing it from deleting all or part of the environments or data.

More information is located in the Oracle Cloud Enterprise Hosting and Delivery Policies (section 4 and
7) found in Attachment 7.2.

Performance Measures and Reporting (RFP #8.12)

Provided below is the information requested in section 8.12 of the RFP.
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8.12.1 Describe your ability to guarantee reliability and uptime greater than99.5%. Add:tlonal
points will be awarded for 99.9% or greater availability.

Oracle Response:

Oracle works 10 meet a target system availability Level of 99.5% of the production service, for the
measurement period of one calendar month, commencing at Oracle’s activation of the production
environment. More details are included in the Oracle Cloud Enterprisc Hosting and Delivery Policies
(Section 4) found 1n Attachment 7.2.

'8.12.2  Provide your standard uptime service and related Service Level Agreement (SLA).criteria. |

Oracle Response:

Oracle works to meet a target system availability Level of 99.5% of the production service, for the
measurcment period of one calendar month, commencing at Oracle’s activation of the production
environment. Oracle measures the system availability level by dividing the difference between the total
number of minutes in the monthly measurement period and any unplanned downtime by the total number
of minutes in the measurement period, and multiplying the result by 100 to reach a percent figure. More
details are included in the Oracle Cloud Enterprise Hosting and Delivery Policics.

8.12.3 Specify and provide the process to be used for the participating entity to calli/contact you for
support, who will be providing the support, and describe the basis of availability.

Qracle Response:

Ycs, please sce our Oracle Cloud Enterprise Hosting and Delivery Policies (section 4) found in
Attachment 7.2.

8.12.4 Describe the consequences/SLA remedices if the Respondent fails to meet mcldent response

| time and incident fix time,

Oracle Response:

Yes, please sce our Oracle Cloud Enterprise Hosting and Delivery Policies (section 4) found in
Attachment 7.2,

8.12.5 _Describe the firm’s procedures and schedules for any planned downtime. ]

Oracle Response:

Yes, please see our Oracle Cloud Enterprise Hosting and Delivery Policies (scction 4) found in
Attachment 7.2

'8.12.6_ Describe the consequences/SLA remedies if disaster recovery metrics are not met. ]

Oracle Response:

Yes, please scc our Oracle Cloud Enterprise Hosting and Delivery Policics (section 3 and 4) found in
Attachment 7.2.
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8.12.7 Provide a sample of performance reports and specify if they are available over the Web and
if they are real-time statistics or batch statistics.

Oracle Response:

The SmartHosting program in Oracle’s solution provides real-lime usage reporting, disk space
monitoring, and a Customer Success Index that allows customers to compare their implementation against
the commercially rcasonable efforts benchmark of Oracle’s solution. One component of the SmartFosting
offcring is a Hosting Management System (HMS). HMS is a browser-based dashboard that enables users
to view hosted applications data in a manner similar to how they would view internally deployed
software. It gives customers access to a full range of application statistics, including page turns and page
load times. This product also allows customers to upgrade according to their own schedule, rather than
leaving vendors to decide when to introduce new software versions.

Oracle’s solution HMS further enhances the value of hosted applications by making it as easy to monitor
and upgradc as in-house applications. There is no charge to hosted customers for this tool.

'8.12.8 _Ability to print historical, statistical, and usage reports locally. ; |

Oracle Response:

Please sec our response in section 8.12.7 above.,

8.12.9 Offeror must describe whether or not its on-demand deployment is supported 24x365. ]

Oracle Response:

Yes, please sce our Oracle Cloud Enterprise Hosting and Delivery Policics (section 4 and 6) found in
Attachment 7.2

8.12.10 Offeror must describe its scale-up and scale-down, and whether it is available 24x365. |

Oracle Response:

Oracle’s solution provides a horizontally scalable infrastructure model across all tiers, including SAN
storage. Monitoring tools arc tracking performance and utilization across the landscape, and Oracle takes
proactive steps to address resource constraints.
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Cloud Security Alliance (RFP #8.13)

Provided below is the information requested in section 8.13 of the RFP.

iDescribe your level of disclosure with CSA Star Registry for each Selution offered.

a. Completion of a CSA STAR Self-Assessment, as described in Section 5.5.5
b. Completion of Exhibits 1and 2 to Atléchment B. '
Completlon of a CSA STAR Attcstatlon, Certlf catlon, or Assessment.

c
L Completlon CSA STAR Continuous Momtorme.

Oracle Response:

Oracle recognizes the unique needs of its Public Sector customers. As such, Oracle believes strongly in
the nced for open and interoperable standards to simplify integration with existing environments. Further,
Oracle strives to help organizations comply with key security standards and compliance mandates such as
the U.S. Federal Information Security Management Act (FISMA), the U.S. Federal Risk and
Authorization Management Program (FedRAMP), the U.S. DOD Information Assurance Certification
and Accreditation Process (DIACAP). Further, Oracle works to support and align with NIST cloud
computing efforts as well as with industry bodies such as the Cloud Security Alliance in order to sharc
and advocate standards and best practices.

Oracle is aware of the CSA Star Registry process. While wc arc not currently in the process of registering
with CSA Star, we have completed self-assessments included with this response. These self-assessments
include the Cloud Controls Matrix (CCM), and the Consensus Assessment Initiative Questionnaire
{CAIQ) for your review Section 7.

Service Provisioning (RFP #8.14)

Provided below is the information requested in section 8.14 of the RFP.

'8.14. 1 Describe in detail how your firm processes cmergency or rush services implementation’
requests by a Purchasing Entity,

Oracle Response:

Since Oracle Cloud Services are built upon NIST 800-145 model for on-demand scalability, it is up to
Utah to determine a need and start the standard service delivery process.

8.14.2__Describe_in_detail the standard lead-time for provisioning your Solutions, i

QOracle Response:

initial provisioning of cloud service environments vary by service and are defined at the order-level with
services descriptions, data canter location, capacity limits based on order services in other factors of the
ordered service at the time of order. During the pre-order engagement with the customer Oracle can
establish provisioning schedule, which vary depending on complexity of initial ordered scrvices. Once the
environment is provisioned the customer’s account administrator is notified via a welcome email with the
credentials needed to access a secured cloud portal to initiate the service environment. Also, plcasc sce
our response for section 8.14.1.
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Back Up and Disaster Plan (RFP #8.15)

Provided below is the information requested in section 8.15 of the RFP.

'8.15.1 Ability to apply legal retention periods and disposition by agency per purchasing entity
policy and/or legal requirements.

Qracle Response:

As part of the Oracle makes securcd protocols available by which designated customer users can transfer
data from the service. Beyond the standard service offering Oracle is willing to engage in an cvaluation
and solutions planning session to gain an understanding of the unique policies and requirements by
Participating Entity to determine if there is an existing solution provided by Oracle or a custom solution
that could be configured to achieve their objectives.

18.15.2 Describe any known inherent disaster recovery risks and provide potential mitigation
strategies.

Oracle Response:

Oracle is unaware at the time of this submission of any known specific disaster recovery risks that could
be broadly applied to multiple customers. The Oracle Cloud Enterprise Hosting and Delivery Policies
found in Attachment 7.2 outline the complete policy that applics to customer’s production environments
within Oracle Cloud Services. The activities described in this policy do not apply to customer’s own
disaster recovery, business continuity or backup plans or activities, and customer is responsible for
archiving and recovering any non-Oracle software. Disaster Recovery services are intended to provide
service restoration capability in the case of a major disaster, as declared by Oracle, that leads to loss of a
data center and corresponding service unavailability. For the purposes of this policy, a disaster means an
unplanned cvent or condition that causes a complete loss of access to the primary site used to provide the
Oracle Cloud Services such that the customer production environments at the primary site arc not
available.

'8.15.3 Describe the infrastructure that supports multiple data centers within the United States,
cach of which supports redundancy, failover capability, and the ability to run large scale
applications independently in case one data center is lost.

Oracle Response:

For business continuity in the cvent of an incident affecting Oracle Cloud Services, Oracle deploys the
scrvices on resilicnt computing infrastructure. Oracle’s production data centers have component and
power redundancy with backup generators in place to help maintain availability of data center resources
in the event of crisis. The infrastructure design includes redundant power feeds to the data center and
redundant power distribution for the data center and to the data center racks. Data center cooling
components (chillers, towers, pumps and computer room air conditioning units) include redundancy. The
emergency standby power includes redundant battery backup with generator fuel stored onsite and
contracts in place for refucling.
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Other measures include but are not limited to following: a complete description is included in Oracle’s
Cloud Hosting and Delivery Policies in Attachment 7.2.

e Network designs include redundant circuits from different carriers, firewall pairs, switch pairs,
and load balancer pairs.

s Customer’s environment consists of a set of one or more physical servers or virtual servers that
provide services to customer. The overall program tier functionality may be distributed across
multiple physical servers or virtual servers.

o Databases are configured to distribute workload across multiple physical servers. High-
availability is achieved through clustering and replication.

s QOracle Cloud Services data resides in redundant storage configurations with protection from
individual disk or array failure.

Solution Administration (RFP #8.16)

Provided below is the information requested in section 8.16 of the RFP.

B.16.1_Ability of the Purchasing Entity to fully manage identity and user accounts. |

Oracle Response:

You will be responsible for creating and maintaining your own user accounts within Oracle’s solution.
You are given complete control over accounts in the cloud environment ordered which allows flexibility
manage those accounts in any way necessary to conform to the needs of the Participating Entity.

All systems and network administrators must use cither SSH (for command line access to hosts) or SSL
{for web-based administration tools) to administer the network.

All SSH access is filtered through a single bastion host, which exists at cach datacenter. This creates a
choke point for all command line access, making it easy 10 monitor and terminate access to server
command line.

SSH and SSL access for administrative purposes 1s limited by the firewall to source 1P addresses that are
owned, controlied and/or approved by Oracle.

8.16.2_ Ability to_provide anti-virus protection, for data stores, |

Oracle Response:

Oracle employs anti-virus software to scan uploaded files. Virus definitions are updated daily. More
information on the entire environment protocols are included in the Oracle Cloud Enterprise Hosting and
Delivery Policics Section 1.6.4, part of Attachment 7.2 of this response and found here;
http://www.oracle.com/us/corporate/contracts/cloud-ent-hosting-del -policies-188 1438.pdf.

8.16.3  Ability to migrate all Purchasing Entity data, metadata, and usage data to a successor
[ Cloud Hosting solution provider. ;

Oracle Response:

During the usc of Oracle Cloud services the Participating Entity maintains control over and responsibility
for their data residing in their provisioned environment. Oracle Cloud Services provide a variety of

ORACLE

USE OR DISCLOSURE OF DATA CONTAINED ON THIS SHEET IS SUBJECT TO THE RESTRICTIONS IN THE LAST PARAGRAPH OF THE GENERAL 86
TERMS AND CONDITIONS OF ORACLE'S PROPOSAL INCLUDED IN THIS RESPONSE.



THE STATE OF UTAH RFP #: CH16012
VALUEPOQINT MASTER AGREEMENT FOR CLOUD SOLUTIONS

configurable information protection services as part of the subscribed service. Customer data uploaded or
generated for use within the subscribed Oracle Cloud Service can be prepared using the secure file
transfer functionality is built on commonly used network access storage platforms and uses secured
protocols for transfer (such as SFTP), The functionality can be used to upload files to a secured location,
most commonly for data import/export on the Oracle Cloud hosted service, or downloading files at
service termination, More details on these features are included in the Oracle Cloud Hosting and Delivery
Policies included in Attachment 7.1.

8.16.4_Ability to administer the solution in a distributed manner to different participating enfitics. |

Oracle Response:

Each cloud service environment is separate and Oracle can support multiple Participating Entities.

8.16.5 Ability to apply a participating entity's defined administration polices in managing a
solution.

Oracle Response:

The automation of customer service workflow, wherever appropriate, improves the quality and
consistency of simple and complex service interactions across multiple departments and processes. This
serves to reduce training time allowing customers to adapt to changing policies and expectations. The
customer and agent experience is improved by improved quality and timely management to resolution.
Oracle’s solution will:

¢ Provide the business analyst/administrator with intuitive wizards and a drag and drop designer to
create and manage rules and workflow without wnting code.

* Automatc the movement of business object instances through multiple processes controtling state
progression.

» Trigger sending email messages to end users, staff members, groups, and distribution lists
s  Support the update standard and custom fields.
* Automate routing and assignment of service incidents, chat sessions, tasks, and answers.

e Support rules triggered by elapsed time to perform escalations, send alerts and trigger outreach
communications campaigns or surveys

» Execute custom cvent handlers and external processes that can drive internal custom processes or
integration with other agency systems

» Allow the dynamic assignment of service level agreements for specific interactions

*  Generate new object records such as task from task plans or parent/child records
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FIGURE 28: WORKFLOWS: DRAG AND DROP SIMPLICITY

AUTOMATED NAVIGATION AND DYNAMIC FORMS

In addition to workflow, our customer service solution empowers agents with automated navigation that
performs functions the agent would do under certain conditions. This serves to reduce simple repetitive
tasks and simplify the agent intcractions with complex processes. For instance a tip about a regulatory
violation is reported online; an agent reviews the tip and judges that the tip should be investigated. An
automated workflow will take the agent to another view of that same tip but with areas to confirm
automatically gencrated research tasks, review policy on the subject and present a map of the location of
the potential violation. This process can happen without code and triggered by only the agent clicking a
button to pursuc the tip.

AUTOMATED ROUTING AND CATEGORIZATION

Oracle Services supports business improvements and processes by providing business rules as a standard
component of the service. As part of a full administrative interface, Qracle provides the ability to define
business rules including workflow, escalation, and automatic response rules by way of an intuitive and
casy-to-use console to empower staff,

The system provides the ability to create and configure workflow rules to process the data through the
construction of simple if/then statements. Configuration tools, such as text entry, radio buttons, and pull-
down menus are used as tools to accomplish this functionality.

No coding knowledge is required, and users can make changes on the fly.
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A List of features and benefits associated with solution workflows follows:

Workspace and Script Rules — Rules dynamically adjust the display, behavior, and values of
fields and controls on a workspace (based on staff member actions). Each rule is triggered by one
or more events and conditions.

Desktop Workflow — A sequence of workspaces, scripts, decisions, connectors, and actions
presented to staff members as a dynamic interface serve to efficiently support and automate
complex business processes.

Business Rules — Objcct-bascd business ruics control backend workflow triggered at record
creation or update and time-based cscalations.

ORACLE PoLICY AUTOMATION (OPA)

Oracle Policy Automation (OPA) is native to Oracle’s solution platform and provides an unmatched
ability to adapt to changing citizen experience needs. OPA provides dynamic, precise and personalized
customer advice experiences via web self-service, mobile, call center, and face-to face channels. Policy
Automation cnables your organization to capture, manage and deploy complex policies for self-service
benefit chgibility determination, complex guided assistance, online application forms, tailored incident
creation, tax obligations, business license and building permit requirement determinations, and much
more. OPA enables city and county governments to clegantly deliver consistent, accurate, and transparent
self-service applications processing and advice. Key Oracle Policy Automation features and functions

include:

Dynamic Interviews — Dynamic interviews are an intuitive way to collect information from a
citizen/business during the application process without the need for the customer to download,
and fill out an application form. Upon completion of the interview process, “intake” data 1s
captured and interfaced real-time to the core processing system. Qur solution supports the ability
to pre-fill application data, as well as the ability to create service requests via text, email, and chat
for follow-up resolution. OPA supports over 20 different written languages and can be deployed
to any remote device (laptops, tablets, smartphones, ctc.).

Rule Modeling — Oracle Policy Automation provides a desktop modeling tool for policy creation,
maintenance and deployment. Using common desktop applications like Microsoft Word or Excel
business users write and maintain rules for policies in natural language. From these deskiop files
executable code is generated directly to your website, climinating the need for costly IT
maintenance and support.

Compliance Management — Oracle Policy Automation maintains a complete audit trail of
information. Each website interaction is logged and available for explanation (that is, in response
to a customer complaint). Decision audit reports may be retrieved at any time.

Policy Analyties — Oracle Policy Automation provides advanced policy analysis features
including what-if analysis to understand the impact of new or changed policics, so that users are
able to analyze and adapt policy to avoid unexpected results.
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FIGURE 29: SAMPLE QPA FUNCTIONALITY WITHIN ORACLE'S SOLUTION

Hosting and Provisioning (RFP #8.17)

Provided below is the information requested in section 8.17 of the RFP.

817.1 Documented cloud hosting provisioning processes, and your defined/standard cloud
provisioning stack. :

Oracle Response:

Provisioning of cloud service environments vary by service and are defined at the order-level with
services descriptions, data canter location, capacity limits based on order services in other factors of the
ordered service. After order the account administrator contact listed on the Participating Entities order is
notificd via a welcome email with the credentials needed to access a secured cloud portal to initiate the
service environment,
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For example, with Oracle Service Cloud is a rich intemet application that uses a standard 3-Tier
architecture consisting of the following:

¢ Smart Client Tier — The client tier consists of a NET Smart client application that presents
content received from the application ticr. The client ticr communicates with the application tier
through the Internet via Hypertext Transfer Protocol (HTTP) or Hyptertext Transfer Protocol with
Securc Sockest Layer (HTTPS).

o Application Tier — The application ticr provides business logic for the Oracle Standard Dynamic
Agent Desktop Service Cloud and transfers data from the database tier to the client tier.

s Database Tier — At the base of the application is the database tier containing the data users

create, delete, modify, and query.

INSTALLATION METHODOLOGIES

Web-based Installation — To use the most common installation methodology, an agent simply navigates
to the appropriate URL, for example: hitp://interface.custhelp.com/cgi-
bin/interface.cfg/php/admin/launch.php.

The web-based instailation is based upon Microsoft ClickOnce technology. ClickOnce installation is
precluded when a mandatory Windows profile is detected because ClickOnce uses the user profile as the
installation file destination.

Administrative Installation — Refer to the Smart Client Installation Guide for information on using the
Smart Clicnt MSI file. This guide can be found in the Library section of our site with the manuals specific
to your version of Oracle Service Cloud.

'8.17.2 Provide tool sets at minimum for:

1. ‘f)cploying new servers (determining configuration for both stand alone or part of an
existing server farm, etc.)

QOracle Response:

This request is not applicable to our solution, since its being sold “as a Service” hosted by Oracle.
Customers can deploy new services within the limits of their service agrecments on cither shared
infrastructure or dedicated servers based on the service deployment method selected.

12, Crcating and storing server images for future multiple deployments

Oracle Response:

This is not applicable to our solution since its being sold “as a Service” hosted by Oracle.

3. Securing additional storage space

Oracle Response:

This request is not applicable to our solution since its being sold “as a Service” hosted by Oracle.
Customers can acquire more uscrs or the applicable metric of the cloud services they have ordered at any
time during a service term and their new purchase will be added to their existing services.
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4. Monitoring tools for use by each jurisdiction’s authorized personnel — and this should
-idcally cover components of a public (respondeat hosted) or hybrid cloud (including
Participating euntity resources).

QOracle Response:

During the usc of Oracle Cloud services, Oracle Cloud Customners maintain control over and
responsibility for their data residing in their environment, Oracle Cloud services provide a variety of
configurable information protection services as part of the subscribed service.

MONITORING OF SERVERS — HOSTING

Oracle uses a variety of software tools to monitor (i) the availability and performance of Customer’s
production services environment and {ii) the operation of infrastructure and network components.

MONITORED COMPONENTS

Oracle monitors all levels of the service infrastructure, and currently generates alerts for CPU, memory,
storage, database, network components, and transactions. Oracle’s operations staff attends to any
automated warnings and alerts associated with deviations of the environment from Oracle defined
monitoring thresholds, and follows standard operating procedures to investigate and resolve underlying
issucs,

CUSTOMER MONITORING AND TESTING TOOLS

Due to potential adverse impact on service performance and availability, vustomer may not use their own
monitoring or testing tools (including automated user interfaces and web service calls to any Oracle
Cloud Service) to directly or indirectly seck to measure the availability, performance, or security of any
application or feature of or service component within the services or environment. Exceptions to this are
the Oracle Database Cloud Scrvice and Oracle Java Cloud Service or if otherwise expressly permitted in
the ordering document. Oracle reserves the right to remove or disable access to any tools that violate the
forcgoing restrictions without any liability to vustomer.

CUSTOMER WORKLOADS

Customer may not make significant workload changes beyond the amount permitted under the
entitlements provided under ordering document,

AUTOMATED WORKLOADS

Customer may not use nor authorize the use of data scraping 100ls or technologics to collect data available
through the Oracle Cloud Service user interface or via web service calls without the express written
permission of Oracle. Oracle reserves the right to require customer’s proposed data scraping tools 1o be
validated and tested by Oracle prior to use in production and te be subsequently validated and tested
annually. Oracle may require that a written statement of work be exccuted to perform such testing and
validation work.
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Trial and Testing Periods (Pre- and Post-Purchase) (RFP #8.18)

Provided below is the information requested in section 8.18 of the RFP.

'8.18.1 Describe your testing and training periods that your offer for your service offerings. |

Oracle Response:

FREE TRIALS

Oracle Cloud delivers the broadest selection of enterprise-grade cloud computing solutions, including
Saa§, PaaS, and laaS. Visit us on the web at cloud.oracle.com to take a free cloud trial today!
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FIGURE 30: ORACLE CLOUD FREE TRIAL OFFER

TESTING

The goal of the user acceptance testing plan is to verify that Oracle Service Cloud works as designed and
satisfies your business requirements,

¢ Verification that the system has been property configured
* Verification that customizations and integrations are working as designed

e Confirm that all user acceptance test scripts satisfy pre-defined acceptance criteria
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During the Discovery phase, when business requirements are documented and gaps identified, unique test
scenarios should begin to become evident. These test scenarios are added to the standard list of scenarios
so that the system can be tested to validate results during the system test process.

Prior to testing the system for results, the Oracle Service Cloud consultant and/or Oracle Service Cloud
application engineer will complete unit testing. Unit testing is a task performed by Oracle Scrvice Cloud
to verify corrcct configuration or a module's inputs, outputs, and decision logic. For the Oracle Service
Cloud application engineer, the objective of unit testing is 1o test possible program logic paths and
combinations of data and to ensure that the module meets the technical design requirements described in
the Statement of Work (SOW). The result of unit testing is error-free code that processes data accurately
and reliably according to specifications.

After unit testing is complete, the implementation tcam (including subject matter experts from your
company) performs acceptance testing to confirm that technical customizations meet the functional
requircments without breaking core functionality. The focus of system testing is data integrity,
integration, and usability of the functionality. Application performance is a secondary focus. Testing of
multiple modules is conducted to ensure the accurate completion of the entire function. The outcome of
system testing is an application that functions according to the Oracle Service Cloud standard
specifications set forth in the conceptual design and any additional specifications outlined in the SOW,

The final step in the overall test cycle is to conduct user acceptance testing (UAT). The purpose of this
stage is to gain consensus from your company that the system and users are ready to move the application
into production. The Oracle Service Cloud project manager works with your project manager (o organize
and distribute the test scripts to the appropriate users according to the user test plan. The uscrs follow the
test outlined in the test scripts and record the results. Any failures are reviewed and resolved by
configuration changes or code changes where appropnate.

DEVELOPMENT OF ACCEPTANCE TEST PLAN AND USER ACCEPTANCE TEST PLAN

The goal of this process is to produce detailed test plans to support all phases of testing. Your project

“manager and the Oracle Service Cloud project manager will work together to produce the required use
cases that dircctly reference the documented and agreed upon business requirements. Equally important,
both Oracle Service Cloud and your company must ¢nsure that sufficient, accurate data exists to support
cxccution of the test cases.

Each test plan shall contain:
* A list of use cases organized by role
» Alist of credible data elements to support the test cases
*  Assignment of test owners

* Relevant supporting information (interfacing requirements, assumptions/constraints, risks and
contingency plans)

The Oracle Service Cloud project manager works to produce the test plan stratcgy document that outlines
the purpose, objective, and approach to the overall test phase. The Oracle Service Cloud project manager
works with your project manager to produce and organize the test use cases. These use cases need o map
directly to the confirmed business requirements and SOW requirements. Your project manager will assign
users to each set of test scenarios. Your project manager presents this test plan to the users o verify that
all use cases have been identified to cover normal processes and exception processing.
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The Oracle Service Cloud project manager will create the User Acceptance test kick-off meeting agenda.
This kick-off meeting should be delivered to any person involved with testing to ensure that each
stakeholder is aware of the goals/objectives of testing and his/her role and responsibilities, Equally
important, the Qracle Service Cloud project manager will work with the developers and other support
personnel to prepare the test environment well in advance of the actual test days to allow for any technical
issues to be resolved. Your project manager also coordinates the testers’ schedules to coincide with the
system's availability after unit testing is completed.

Upon the completion of the test plan, a sign-off is received from your project manager.

Training — Depending on the extent of your Oracle Service Cloud platform needs and configuration,
education levels range from simple business users to advanced HTML programmers. Oracle Service
Cloud is cloud-based and 1s designed to be up and running with little or no configuration from
administrators of your company and yet be flexible enough to be extensively configured to match your
business process.

TRAINING

Training 15 a critical element of any successful project. Best practices dedicate that the project team learn
the software capability and the end users on the configured software. This practices speeds
implementation and facilitates maximum adoption and optimal result. Typically training will be provided
by the firm selected to perform the implementation/configuration.

In addition, Oracle has a training arm called Oracle University. We create our courses in collaboration
with the Oracle product development teams as to deliver top quality instruction and premium training
content from the experts.

Courscs are available in a varicty of formats 10 make training convenient,

¢ In-class Training — Attend our scheduled classes at an Oracle learning center.

» Live Virtual Class Training — Attend live, hands-on training from anywhere in the worltd.

¢ Training On Demand - Access full classroom training and labs in an on-demand format.
¢ Self-Study — Stretch your budget or supplement other learning with self-paced courscs.

s Private Training — Train a group at your site or at an Oracle learming center.

'8.18.2 Describe how you intend to provide a test and/or proof of concept environment for
I. evaluation that verifies your ability to meet mandatory requirements.

Oracle Response:

The Oracle Account team can arrange for a demonstration of one of the Cloud Service offerings and often
provide for a trial environment for the customer to access and use for their own proof of concept. Each
customer’s needs vary depending on use casc for the cloud environment and mitigation concerns so
through an engagement session the Oracle Account team, which includes sales professionals and
engineers, can recommend a wide range of options that may include demonstrations, trial environments,
or connection with a reference client who has a similar need that is deployed in one of the Oracle Cloud
Services.
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In addition, see response to 8.18.1. Free Trials: Oracle Cloud dcelivers the broadest selection of
enterprise-grade cloud computing solutions, including SaaS, PaaS, and laaS. Visit us on the web at
cloud.oracle.com to take a free cloud trial today!

8.18.3 Offeror must describe what training and support it provides at no additional cost. |

QOracle Response:

CLOUD SERVICES SUPPORT

Oracle Cloud Services include the support described below and further defined in the service level
agreement (SLA) documents in Attachment 7. Additional fees are applicable for additional Oracle support
services that may be ordered by a Participating Entity

Support Services for Oracle Cloud consists of:
e Diagnosis of problems or issues with the Oracle Cloud Services

¢ Reasonable commercial efforts to resolve reported and verifiable crrors in the Qracle Cloud
Services so that they perform in all material respects as described in the associated Program
documentation

* Support during change management activities described in the Oracle Cloud Change
Management Policy

s  Assistance with technical service requests 24/7

e 24/7 access to a Cloud Customer Support Portal designated by Oracle (for example, My Oracle
Support) and live telephone support to log Service Requests

¢ Access Lo community forums

¢ Non-technical customer service assistance during normal Oracle business hours (8:00 to 17:00)
local time

CUENT SUCCESS SPECIALIST

Oracle believes in assisting its customers with understanding deployment of their data in the cloud not
just through self service tutorials typically found in a SaaS-based world, but with people. The Client
Success Specialist tcam works with the Oracle Account team and other members that may be assembled,
such as an exccutive sponsor, for large enterprise data migration or cloud deployment developed
solutions. A Client Success Specialist helps to look afier your success after your implementation.

The implementation success manager helps during your startup and crossover. Of course your Oracle
Account team is there is kecp you informed of the latest and greatest innovations and help answer any
questions you have along the way. Lastly, Oracle Support is there via phone, chat, and email to answer
your most pressing questions.
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FIGURE 31: ORACLE PROVIDES COMPREHENSIVE CLOUD SUPPORT AT ALL LEVELS

Integration and Customization (RFP #8.19)

Provided below is the information requested in section 8.19 of the RFP,

8.19.1 Describe how the Solutions you provide can be integrated to other complementary
applications, and if you offer standard-based interface to enable additional integrations.

Oracle Response:

INTEGRATION

A move to the cloud requires the agility to integrate easily with legacy applications, future applications,
and other third-party technologics. '

Integration Overview — Oracle’s solution has the ability to integrate {in real-time) with primary,
secondary, and future systems, as discussed below. More specifically, we imagine that many system
integrations will be bi-directional and employ one or more of the capabilities available below.

Integration Capabilitics — Oracle Connect Service Cloud is a standards-based service-oriented
architecture (SOA) framework that enables smooth integration to existing systems regardless of operating
system, programming language, or hardware platform.

Integration Patterns — Oracle Connect Service Cloud provides a sct of open, standards-based integration
capabilities for the three integration patterns;

¢ Data Integration — Real-time access and synchronization of data regardiess of location: back
office, contact center, web, and social
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e Desktop Integration - Extend, unify, and automate the Oracle Standard Dynamic Agent Deskiop
Service Cloud including agent workflow, scripting, and contextual workspaces

*  Web Integration:— Extending the CX expericnce to existing web products through integration of
data and services at the application server, website, or Agent Deskiop

Integration Methods — Oracle Connect Service Cloud Web Services for SOAP is used to communicate
with Oracle’s solution from external systems, providing full CRUD (Create, Read, Update, Delete) access
to data contained within QOracle’s solution.

Oracle Connect Service Cloud for PHP (HyperText Preprocessor) is used to extend or customize your
web support experience in the Customer Portal. The PHP API is based on the Connect Common Object
Maode! - (the same object model as Connect Web Services for SOAP), offering CRUD capabilities for the
Connect Object Model.

Oracie Connect Service Cloud Desktop Add-In Framework is used to extend the Agent Desktop. It allows
integration developers to build custom .NET components that live in the Agent Desktop of Oracle’s
solution, and to automate, extend, and integrate the Agent Desktop with other systems to create a unified
business process.

Custom Integration — In addition, Oraclc offers custom integration offerings to scamlessly tie third-party
technology with Oracle’s solution components. Oracle has integrated our products with everything from
commercial enterprise software to custom-developed applications and other on demand services.

Oracle’s solution accelerators arc designed to demonstrate how an integration scenario could be built
using the public integration and cxtension capabilities of Oracle’s solution. They are provided to help
customers and partners confidently leverage our platform to meet their own unique integration needs.

8.19.2 Describe the ways to customize and personalize the Solutions you provide to meet the needs
of specific Purchasing Entities. '

Oracle Responsce:

Oracle’s solution offers configuration throughout the system to adapt to your changing business needs by
supporting the following configurations without the usc of code:

o Specify system behavior, user roles, and permissions

* Extend the data model, support multiple business processes and policies

s Tailor dynamic campaign and survey flows, campaign online forms and staff user interfaces
s Automate workflow

s Rceport and analyze results

Oracle understands your need for a cloud-solution across diverse departments, recognizing their unique
requirements and policies without sacrificing efficiency and agility of a single cloud solution. These fluid
policies affect a broad lifecycle of citizen and employee advice, determinations, and compliance, yet each
department needs to operate its own programs and ensure that the right information gets to the right
people effectively and consistently.
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FIGURE 32: THE ORACLE SERVICE CLOUD FOOTPRINT

Marketing Plan (RFP #8.20)

Provided below is the information requested in section 8.20 of the RFP.

Describe your how you intend to market your Solutions to NASPO ValucPoint and Participating
Entitics.

Oracle Response:

It is contemplated that Oracte will be approved to release a press announcement and create supporting
marketing materials that can be positioned to its extensive list of Public Sector customers that have an
nstall base of Oracle on premise software and hardware. Oracle’s dynamic position in the market allows
for customers to maintain a portion of their architecture in an on premise environment while they explore
the cloud for their approved cloud use cascs. As a matter of standard Oracle offers to quote customer’s
expanding their use of Oracle or new Oracle products the cloud equivalent to the on premise solution
which will be part of the marketing strategy to promote the use of the Master Agreement. A key to
marketing the Master Agreement will be the hundreds of outside and inside sales representative that are
engaged with customer daily promoting the Oracle entire architecture capabilities.

Oracle has an in-house marketing division that will be used for custom calt, mail and electronic media
campaigns to promote the usc of the Master Agreement. Annually Oracle host several events including
the global uscr conference known as Oracle OpenWorld and regional events such a Cloud Days and Tech
Days throughout the country during which the master Agrecment will be promoted to the target
customers.

It is Oracle’s intention to approach the Participating Entitics to allow for the addition of authorized
resellers by Statec who will also facture into the marketing and development of the Master Agrecment
through their direct marketing efforts.
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Related Value-Added Services to Cloud Solutions (RFP #8.21)

Provided below is the information requested in section 8.21 of the RFP.

;Dcscribc the valued-added services that you can provide as part of an awarded contract, ¢.g.
consulting services pre- and post- implementation. Offerors may detail professional services in the
ERFP limited to assisting offering activities with initial setup, training and access to the services.

Oracle Response:

Please see response to 8.18.2. Additionally, Oracle Consulting Services (OCS) is a division of Oracle that
offers comptlete resource for consulting, integration, development, and training. Our professionals provide
the expertise, experience, and skills to assess and optimally apply our technology to your needs.

With almost a decade of experience and more than 3,000 successful implementations to its credit, OCS is
the ideal resource for those essential skills, insight, and expertise. No other scrvice organization in the
world is better equipped to help you achieve the results you seek with the resources you have. And no
other partner can bring you Dayl Advantage while also providing the long-term support you need to
continuously optimize your frontline sales, marketing, and service processes.

Key capabilities offered by OCS for Oracle’s cloud solutions include:

* Business process consulting services for nceds assessment, project planning, implementation
support, and ongoing performance optimization.

e Data migration readiness and portabitity planning.
» Integration services to ensure existing enterprise applications remain atigned with cloud services.

e Building customized solutions Customer training and information aware and materials for casy
adoption.

Supporting Infrastructure (RFP #8.22)

Provided below is the information requested in section 8.22 of the RFP.

'8.22.1 Describe what infrastructure is required by the Purchasing Entity to support your
Solutions or deployment models.

Oracle Response:

This is not applicable to our solution since its being sold “as a Service” hosted by Oracle.

8.22.2 If required, who will be rcspons:ble for installation of new infrastructure and wheo will incur
' those costs?

Oracle Response:

This is not applicable to our solution since its being sold “as a Service™ hosted by Oracle.
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Alignment of Cloud Computing Reference Architecture (RFP #8.23)

Provided below is the information requested in section 8.23 of the RFP.

'Clarify how your architccture compares to the NIST Cloud Computing Reference Architecture, in
particular, to describe how they align with the three domains e.g. Infrastructure as a Service (laa8S),
Software as a Service (SaaS), and Platferm as a Service (Paa8S).

Oracle Response;

Yes, please refer to section 4 of Attachment 7.2, our Oracle Cloud Enterprise Hosting and Delivery
Policies. The most recent copy of this living document is always available
http://www.oracle.com/us/corporate/contracts/cloud-ent-hosting-del-policies-1881438 pdf.

In addition, the Oracle Service Cloud has been FedRAMP JAB Certified. JAB Provisional
Authorizations: Cloud systems listed under the FedRAMP P-ATO path have undergone a rigorous
technical review by the FedRAMP PMO, been assessed by a FedRAMP accredited 3PAQ, and received a
P-ATO from the DHS, DOD, and GSA CIOs. .

The Federal Risk and Authorization Management Program, or FedRAMP, is a government-wide program
that provides a standardized approach to security assessment, authorization, and continuous monitoring
for cloud products and services. This approach uscs a “do once, use many times” framework that saves an
estimated 30% to 40% of government costs, as well as both time and staff required to conduct redundant
agency sccurity assessments. FedRAMP is the result of close collaboration with cybersecurity and cloud
experts from the General Services Administration (GSA), National Institute of Standards and Technology
(NIST), Department of Homeland Security (DHS), Department of Defense (DOD), National Secunty
Agency (NSA), Office of Management and Budget (OMB), the Federal Chief Information Officer (CI0)
Council and its working groups, as wcll as privatc industry.
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7. Confidential, Protected or Proprietary
Information

fAIl confidential, protected or proprietary Information must be included in this section of proposal
response. Do not incorporate protected information throughout the Proposal. Rather, provide a
reference in the proposal response directing Lead State to the specific area of this protected
Information section.

f there is no protected information, write “None” in this section.

ailure to comply with this Section and Section 3.13 of the RFP releases the Lead State, NASPO
iVaIucPomt and Participating Entitics from any obligation or hablhty arising from the inadvertent
release of Offeror information.

Oracle Response:

Please refer to the following pages.
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CLAIM OF BUSINESS CONFIDENTIALITY

Pursuant to Utah Code Annotated, Subsections 63G-2-305(1) and (2), and in accordance with
Section 63G-2-303, Oracle America, Inc. (company name) asserts a claim of business
confidentiality to protect the following information submitted as part.of this solicitation. Pricing/Cost
Proposals may not be classified'as confidential or protected and will be considered public
information. An entire proposal cannot be identified as "PROTECTED”, “"CONFIDENTIAL" or
“PROPRIETARY".

(] Non-public financiai statements

X Spedific employee name and contact information

{1 Specific custormer inforrration, client lists, or subscription lists

X Other (specify): Consensus Assessments Initiative Questionnaire and Compliance
with Cloud Controls Matrix

This claim is asserted because this information requires protection as it includes:

4 trade secrets as defined in Utah Code Annotated Section 13-24-2 (*Trade secret”
means information, including a formula, pattern, compilation, program, device, method,
technique, or process, that: (a) derives independent economic value, actual or potential,
from not being generally known to, and not being readily ascertainable by proper means
by, other persons who can abtain economic value from its disclosure or use; and (b) is
the subject of efforts that are reasonable under the circumstances to maintain its
secrecy).

& commercial information or non-individual financial information obtained from a person
if: (a) disclosure of the information could reasonably be expected to result in unfair
competitive injury to the person submitting the information or would impair the.ability of
the governmental entity to obtain necessary information in the future; {and] (b) the
person submitting the information has a greater interest in prohibiting access than the
public in obtaining access.

This statement of reasons supporting the claim of business confidentiality applies to the following
information in this proposal:

| Page | Paragraph Reason
Section All of The Consensus Assessments Initiative Questionnaire (CAIQ) (RFP
7 Oracle's Exhibit B.1): These responses contain confidential and trade secret
Responses | information of Oracle. These responses are compilations of
in information which is used in Oracle’s business. This information is

Attachment | based on Oracle’s proprietary offerings and is gleaned from a detailed
3 in.Section | review of Oracle's proprietary documentation, Compiling this
7 information is.a complicated task that took members of the Oracle

technical teams many hours and which required them to go through
and match each requirement in the RFP to a line in the documeritation
and determine whether or not, and to what degree, the Oracle offering
meets the stated RFP requirement. This information clearly presents
an opportunity to obtain an advantage over-competitors responding to
the same requirements, as they could compare how Oracle’s offering
measures to their own and use that information to become more
competitive with Oracle in the future. In addition, this type of
information is protected within Oracle and by Oracle in disclosing it to
third parties. Oracle requires its employees to sign non-disclosure
agreements whereby employees agree not to disclose Cracle

roprietary and/or confidential information. Requests for Proposals
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relating to software and cloud services frequently contain functional
requireiments matrices, each of which is unigque to the particilar
procurement. Oracle.goes through the same line-by-line process for
each such matrix and requirement and is very careful in labeling the
information as proprietary and taking other reasonable measures to
ensure its protaction from unauthorized disclosure.

Section All of Compliance with Cloud Controls Matrix (CCM) (RFP Exhibit 8.2):

7 Oracle's | These responses contain confidential and trade secret infformation of
Responses | Oracle. These responses are compilations of information.which is
in used in Oracle's business, This infformation is based on Oracle's

Attachment | proprietary offerings and is gleaned from a detailed review of Oracle's
4 in Section | proprietary documentation. Compiling this information is a complicated

7 task that took mambers of the Oracle tachnical teams many hours and
which required them to go through and match sach requirement in the
RFP to a ine in the documentation and determine whether or not, and
to what degree, the Oracle offering meets the stated RFP requirement.
This information clearly presents an opportunity to obtain an advantage
over competitors responding to the same requirements, as they could
compare how Oracle’s offering measures to their own and use that
information to become more competitive-with Oracle in the future. In
addition, this type of information is protected within Oracle and by
Oracle in disclosing it to third parties. Oracle requires its employees to
sign non-disclosure agreements whereby employees agree not to
disclose Oracle proprietary and/or confidential information. Requests
for Proposals relating to software and cloud services frequently contain
functional requirements matrices, each of which is unique to the
particular procurement. Oracle goes through the same line-by-line
process for each such matrix and requirement and is very careful in
labeling the information as proprietary and taking other reasonable
measures to ensure its protection from unawthorized disclosure.
Section | Section 5, | Resume of Oracle Contract Manager: Oracle considers the names,

5 QOrganization | contact information, and experience of its key personnel to be

Profile confidential commercial information that could injure Oracle if disclosed
and competitors attempt to hire these employses away from Oracle.
Section All of Qracle has a keen interest in prohibiting access to the names, contact
7 Oracle's | information and expertise of employees to protect Oracle’s
Responses | competitiveness in the marketplace.
in
Attachment
10in
Section 7

Please use additional sheets if needed.

You will be notified if a record claimed to be protected herein under Utah Code Annotated §
63G-2-305(1) or (2) is classified public or if the governmental entity determines that the record
should be released after weighing interests under Utah Code Annotated §.63G-2-201(5)(b) or
Utah Code Anfpotated § 63G-2-401(6). See Utah Code Annotated § 63G-2-309.

Signed:

On behalf of (company): Oracle Amarica, Inc.

Date: Mar 8, 2018

(Revision B/42015)

OoRACLE’

USE OR DISCLOSURE OF DATA CONTAINED ON THIS SHEET 1S SUBJECT TO THE RESTRICTIONS IN THE LAST PARAGRAPH OF THE GIENERAL 104
TERMS AND CONDITIONS OF ORACLE'S PROPOSAL ENCLUDED IN THIS RESPONSE. .
ORACLE CONFIDENTIAL



*Please note that Pages 105-107 of RFP redacted.

Pages 105-107 of the RFP are redacted, intentionally blank and left off the MA on the NASPO website.

Thanks,

ORACLE'

DOapo Lawal [Contracts Manager

U.S. Public Sector Deal Management

Oracle US Public Sector Contracts

1910 Oracle Way, #4032 | Reston, VA 20190
(703} 364-0676

dapo lawal(@loracle com
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8. Exceptions and/or Additions to the
Standard Terms and Conditions

iProposed exceptions and/or additions to the Master Agreement 1erms and Conditions, including
the exhibits, must be submitted in this section. Offeror must provide all proposcd exceptions and/or
additions, including an Offeror’s terms and conditions, license agreements, or service level
agreements in Microsoft Word format for redline editing. Offeror must also provide the name,
;contact information, and access to the person(s) that will be directly invelved in terms and
conditions negotiations.

If there are no exceptions or additions to the Master Agreement Terms and Conditions, write
cNone” in this section. :

Oracle Response:

Oracle’s exceptions and/or additions to the standard terms and conditions are presented in Attachment 8.
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9. Attachments

Please refer to the following pages.
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1. Acknowledgement of Amendments (RFP #5.3)

Plcasc sce the file entitled “1. Oracle Acknowledgement of Amendments to RFP #CH16012.pdf” in the
zip file entitled “Oracle Attachments - RFP #CH16012.zip.”
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2. Identification of Service Models (RFP Attachment H)

Please see the file entitled “Oracle Identification of Service Models (RFP Attachment H).docx” in the zip
file entitled “Oracle Attachments - RFP #CH 16012 zip.”
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3. The Consensus Assessments Initiative Questionnaire
(CAIQ) (RFP Exhibit B.1)

Please sce the embedded file entitled “3. Oracle CAIQ (RFP Exhibit B.1).doc™ in Section 7 {(Confidential
Information) of the digital version of this response.

4. Compliance with Cloud Controls Matrix (CCM) (RFP
Exhibit B.2)

Please see the file entitled “4. Oracle CCM (RFP Exhibit B.2).xlsx” in Section 7 (Confidential
Information) of the digital version of this response.
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5. Oracle Annual Report FYE May 31, 2015

Please sec the file entitled “S. Oracle 10K, FYE 31MAY 2015.pdf” in the zip file entitied “Oracle
Attachments - RFP #CH16012.zip.”

A copy of Oracle’s most recent Form 10-K and Annual Report is available at:

http://d11pe852tjgow.cloudfront.net/CIK-0001341439/ec127b2b-13a7-4bdb-a384-d27bb7cSbddb.pdf,

6. Oracle Annual Report FYE May 31, 2014

Please sce the file entitled “6. Oracle 10K, FYE 31MAY 2014.pdf” in the zip file entitled “Oracle
Attachments - RFP #CH16012.zip.”

A copy of Oracle’s 2014 Form 10-K and Annual Report is available at:
hup://d11ge852tjjgow.cloudfront.net/CIK-0001341439/495da947-b778-4d53-89be-fa66ffh9c3ag.pdf
EARLIER FORM 10-K/ANNUAL REPORTS

Historical annual reports are available within the SEC Filings on the Financial Reporting tab at this
website:

http://investor.oracle.com/financial-reporting/sec-filings/default.aspx.
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7. Oracle Cloud SLAs

Oracle’s Cloud SLAs are comprised of multiple parts depending of the cloud services ordered. The
documents below are referred to in this response as Oracle’s SLAs.

7.1. Hosting and Delivery Policies for PaaS

Please see the file entitled “7.1. Oracle Cloud Hosting and Dclivery Policies (PaaS).doc” in the zip file
entitled “Oracle Attachments - RFP #CH 16012 zip.”

7.2. Hosting and Delivery Policies for SaaS

Please see the file entitled “7.2. Oracle Cloud Enterprise Hosting and Delivery Policies (SaaS).doc” in the
zip file entitled “Oracle Attachments - RFP #CH16012.zip.”

7.3. Data Processing Agreement for Oracle Cloud Services

Please sce the file entitled “Data Processing Agreement for Oracle Cloud Services.doc” in the zip file
entitled “Oracle Attachments - RFP #CH 16012 zip.”

7.4. Oracle Cloud Services Agreement

Please see the file entitled “7.4. Oracle Cloud Services Agreement.docx™ in the zip file entitled “Oracle
Attachments - RFP #CH16012.zip.”
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8. Oracle Exceptions and/or Additions to Standard Terms
and Conditions

Please see the file entitled *8. Exceptions to the standard T&Cs for RFP #CH16012.docx” in the zip file
entitted “Oracle Attachments - RFP #CH16012.zip.”
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9. Oracle’s Services Privacy Policy

Please see the file entitled “*9. Qracle’s Services Privacy Policy.docx” in the zip file entitled “Oracle
Attachments - RFP #CH16012 zip.”

OoORACLE

USE OR DISCLOSURE OF DATA CONTAINED ON THIS SHEET [S SUBJECT TO THE RESTRICTIONS IN THE LAST PARAGRAPH OF 'T11E GENERAL 116
TERMS AND CONDITIONS OF ORACLE'S PROPOSAL INCLUDED IN THIS RESPONSE.



THE STATE OF UTAH RFP #: CH16012
VALUEPOINT MASTER AGREEMENT FOR CLOUD SOLUTIONS

10. Résumeé of Oracle’s Proposed Contracts Manager

Please see the file entitled “Oracle Contract Manager Resume.doc” in Section 7 (Confidential
Information) of the digital version of this response.

ORrRACLE

USE OR DISCLOSURE OF DATA CONTAINED ON THIS SHEET 1S SUBJECT TO THE RESTRICTIONS IN THE LAST PARAGRAPH OF THE GENERAL 117
TERMS AND CONDITIONS OF ORACLE’S PROPOSAL INCLUDED IN THIS RESPONSE.



Attachment E
SAMPLE ORDERING DOCUMENT FOR REFERENCE PURPOSES ONLY

ORACL & ORDERING DOCUMENT

Oracle America, Inc.
500 Oracle Parkway
Redwood Shores, CA 94065

Your Name Your Contact
Your Location Phone Number
Email Address

Cloud Services Services Period: v
Net
Data Center Reglon: Quantity Term List Foe Discount % Unit Net Price  Fee
N\ 4
Consulting ! Professional Services Net
QOrdered - Quantity ~ List Fee  Discount % Fee
N )
Olher Fees ™ \\ J' I/
LU \ NN/ e
Fee Description | - Net Foe
Cloud Services Fees
Consulting / Professiona! Services Fees
Total Fees

N
A. Terms of Your Order

1. Agreement

This ordering doc@l incorporates by\referenoa thg temms of the” NASPO VaiuePoint Master Agreement and all amendments and addenda
therelo by and beMeen the State of Utah as'lead'glalesand Qracle America, Inc. (“Oracle™), together with the Pamcspatlng Addendum and all
amendments and addenda thereto by and"Betwéen ~ and Oracle (the “Master Agreement.” Oracle reference
number: NASPO ValuePoint reference number ). The defined terms in the Master
Agreement shali hava the-sarmi& meaning in lhtS ordenng document uniess otherwise specified herein.

2. Payment Tarms
Net 30 days from invoice date

3. Payment Frequency:
Quarterly in arrears

4. Currency:
US Dollars

5. Offer Valid through:
20

6. Services Period

The Services Period for the Services commences on the date stated in this order. If no date is specified, then the *Cloud Services Start Date”
for each Service will be the date thal the User login names and password are issued to you to access the Services, and the
"Consulting/Professional Services Starl Date” is the date that Oracle begins performing such services.

7. Service Specifications

Service Specifications applicable to the Cloud Services and the Consulting/Professional Services ordered may be accessed al
www .oracle.com/ contracts,

SAMPLE ORDERING DOCUMENT Page 1 of 2



SAMPLE ORDERING DOCUMENT FOR REFERENCE PURPOSES ONLY
8. Customer Reference

Oracle may refer to You as an Oracle customer of the ordered Services in sales presentations. marketing malerials and aclivities.

9. Renewal of Cloud Services

Notwilhstanding any statement to the contrary in the Services Specifications, the parties expressly agree that the Cloud Services acquired
under this order will not Auto-Renew.

B. Additional Order Terms
[Order-specific terms to be added]

[Customer Name]

Signature;

Mame:

Title:

Signature Date:

7\ N\
Q-

SAMPLE ORDERING DOCUMENT L Page 2 of 2



State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that ORACLE AMERICA, INC. is
a Delaware Profit Corporation registered to transact business in New Hampshire on May 06, 2016. [ further certify that all fees
and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business ID: 743844
Certificate Number: 0006685661

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 9th day of May A.D. 2024.

David M. Scanlan
Secretary of State




CERTIFICATE OF ASSISTANT SECRETARY
OF
ORACLE AMERICA, INC.

11_ September 2024

I, the undersigned, hereby certify that | am the duly elected, qualified and acting Assistant
Secretary of Oracle America, Inc., a Delaware corporation (the “Corporation™), and that, as such,
I am authorized to execute this Certificate on behalf of the Corporation and further certify that:

1. The Document Signing Authority (the “DSA™) of the Corporation was duly adopted by
its Board of Directors, and the DSA is currently in full force and effect.

2. Michael Estrada currently serves as Director, Customer DealDesk, Deal
Management (M4) of the Corporation.

3. Michael Estrada is empowered to execute any or all of the documents specified below
in Exhibit A for, and in the name of, and on behalf of the Corporation.

IN WITNESS WHEREOQF, | have executed this Certificate on this 1 1th day of September
2024,

DocuSigned by:
—[«sw%z“*
Name: Jacklyn Park
Assistant Secretary




EXHIBIT A

3.C | DOCUMENT DOLLAR SIGNING
VALUE AUTHORITY

a Commercial Revenue Generating Any amount ;
Documents (all lines of * Schedule E,
This authority does not extend to signing | business) (Deal
agreements for disclosure of source code, Management)
except for Oracle Local standard or
HQAPP approved escrow provisions.

h Commercial Revenue Generating For ;
Documents in respect of acquired contracts up * Schedule J,
company products where such to $100,000 (Deal
acquired company has reached Management)
local legal entity combination,
but has not yet reached local
systems integration. This
authority does not extend to
signing agreements for disclosure
of source code, except for Oracle
Local standard or HQAPP
approved escrow provisions.

3.D | DOCUMENT SIGNING AUTHORITY

a Standard Confidentiality or Non- ;
Disclosure Agreement which relates to a » Schedule L, (Deal
Commercial Revenue Generating Management)
Document.

b | Non-Standard Confidentiality or Non- .
Disclosure Agreement which relates to a = Schedule L, (Deal
Commercial Revenue Generating Management)
Document.

c Standard assignment and change of name 2
documents * Schedule L, {Deal

Management)

d Non-Standard assignment, change of .

name, and novation documents. *  Schedule L, (Deal
Management)

f Proposals to prospective and existing -
customers, including tenders, referencing + Schedule F, (Deal
Oracle Standard terms. Management)

g Proposals to prospective and existing

customers, including tenders, referencing
Non-Standard terms.

» Schedule F, (Deal
Management)

Standard trial agreements




Schedule F, (Deal
Management)

Non-Standard trial agreements

Schedule F, (Deal
Management)




Partner certificates, manufacturer
authorization forms, any similar type
documents

* Schedule G, (Deal
Management)

Local;

(ii) the duration of the projects specified
does not exceed thirty (30) person-days
of services;

(ii1) the scope of the services specified
does not involve Oracle Applications or
Custom Development;

m | Electronic Commerce Agreements (ECA) .
on behalf of Oracle Local related to = Schedule F, (Deal
customers submitting orders Management)
electronically.
n Standard publication rights agreements ;
= Schedule F, (Deal
Management)
0 Non-standard publication rights i
agreements » Schedule F, (Deal
Management)
3.E | DOCUMENT DOLLAR SIGNING
VALUE AUTHORITY
a Public Sector Revenue Generating Any amount .
Documents (all lines of * Schedule E,
This authority does not extend to signing | business) (Deal
agreements for disclosure of source Management)
code, except for Oracle Local standard
or HQAPP approved escrow provisions.
b Public Sector Revenue Generating For contracts .
Documents up to s Schedule I,
This authority does not extend to signing | $3,000,000 (Deal
agreements for disclosure of source code, | (all lines of Management)
except for Oracle Local standard or business)
HQAPP approved escrow provisions.
h Standard Services Revenue Generating Equal to or .
Document for the provision of Oracle less * Schedule F
consulting services to a Public Sector than $50,000 {(line of
Customer on a time and materials basis, business
provided that: relevant to the
(i) such agreements do not materially particular
affect other organizations of Oracle matter)




Sector Customers, including tenders, referencing
Oracle Standard terms.

This authority does not extend to signing
agreements for disclosure of source
code, except for Oracle Local’s standard
escrow provisions, or (iii) that have any
terms that require approval of the Chief
Executive Officer.
] Revenue Generating Documents in For contracts
respect of acquired company products up « Schedule F,
where such acquired company has to $100,000 Deal
reached local tegal entity combination, Management
but has not yet reached local systems = Schedule J,
integration. Deal
Management
k Revenue Generating Documents in Any amount
respect of acquired company products * Schedule F,
where such acquired company has Deal
reached local legal entity combination, Management
but has not yet reached local systems
integration.
This authority does not extend to signing
agreements for disclosure of source
code, except for Oracle Local standard
or HQAPP approved escrow provisions.
3.F DOCUMENT SIGNING
AUTHORITY
a Standard Confidentiality or Non-Disclosure
Agreement which relates to a Public Sector Schedule K (Deal
Revenue Generating Document. Management)
b Non-Standard Confidentiality or Non-Disclosure | ...
Agreement which relates to a Public Sector Schedule K (Deal
Revenue Generating Document. Management)
c Standard assignment and change of name
documents in respect of a Public Sector Customer | Schedule K (Deal
Management)
d Non-Standard assignment, change of name, and
novation documents in respect of a Public Sector | Schedule K (Deal
Customer. Management)
f Proposals to prospective and existing Public

Schedule F (Deal
Management)




Proposals to prospective and existing Public
Sector Customers, including tenders, referencing | Schedule F (Deal
Oracle Standard terms, relating to bids up to Management)

$50,000.

Proposals to prospective and existing Public
Sector Customers, including tenders, referencing | Schedule F (Deal
Non-Standard terms, or referencing Oracle Management)

Standard terms relating to bids over $50,000

Standard trial agreements in respect of a Public

Sector Customer Schedule F (Deal
Management)

Non-Standard trial agreements in respect of a o

Public Sector Customer Schedule F (Deal
Management)

Electronic Commerce Agreements (ECA) on

behalf of Oracle Local related to customers Schedule F (Deal

submitting orders electronically. Management)

Standard publication rights agreements in respect | ...

of a Public Sector Customer Schedule F (Deal
Management)

Non-standard publication rights agreements in
respect of a Public Sector Customer Schedule F (Deal
Management)

E. SCHEDULE E

Independent Contributor 5 (IC5) level and above, or Director (M4) level and
above for the detailed line of business within Oracle Local, present in the Oracle
Local country when signing (including via DocuSign).

F. SCHEDULE F

Independent Contributor 4 (IC4) level and above, or Senior Manager (M3) level
and above for the detailed line of business within Oracle Local, present in the
Oracle Local country when signing (including via DocuSign).

G. SCHEDULE G

Independent Contributor 3 (IC3) level and above, or Manager (M2) level and
above, for the detailed line of business within Oracle Local, present in the Oracle
Local country when signing (including via DocuSign).

[. SCHEDULE |

Manager (M2) level and above, for the detailed line of business within Oracle
Local, present in the Oracle Local country when signing (including via
DocuSign).




ii.

K. SCHEDULE K

Manager (M1) level and above, for the detailed line of business within Oracle
Local, present in the Oracle Local country when signing (including via
DocuSign).

J. SCHEDULEJ

Individual whose name appears on the Acquired Company Signatory Matrix, where
such Matrix has been approved by a Director (M4) level and above within the Oracle
Business Practices Group, where such individual:

Has responsibility for the matter that is the subject matter of the relevant revenue
generating document; and

Has completed the Oracle Document Signing Authority Policy Training and
Certification; and

Is present in the Oracle Local country when signing (including via DocuSign).

L. SCHEDULE L

Independent Contributor 2 (1C2) level and above, or Manager (M1) level and
above for the detailed line of business within Oracle Local, present in the Oracle
Local country when signing (including via DocuSign).



MEMORANDUM OF INSURANCE

DATE
01-Aug-2024

This Memorandum is issued as a matter of information only to authorized viewers for their internal use only and confers
no rights upon any viewer of this Memorandum. This Memorandum does not amend, extend or alter the coverage
described below. This Memorandum may only be copied, printed and distributed within an authorized viewer and may
only be used and viewed by an authorized viewer for its internal use. Any other use, duplication or distribution of this
Memerandum without the consent of Marsh is prohibited. "Authorized viewer"” shall mean an entity or person which is
authorized by the insured named herein to access this Memorandum via http://www.marsh.com/moi?client=C829. The
information contained herein is as of the date referred to above. Marsh shall be under no obligation to update such

QOracle Corporation, Oracle America Inc.,
Cerner Corporation
2300 Oracle Way
Austin, TX 78741
United States

information.

PRODUCER COMPANIES AFFORDING COVERAGE
2?,?4'::’5:,?)“ I5E. ghe fersh REHey Teleeel SeRices Co.A National Urion Fire Ins Co Pittsburgh PA
INSURED Co.B Safety National Casualty Corp.

COVERAGES

[THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE
POLICY PERIOD INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT
OR QTHER DQCUMENT WITH RESPECT TQO WHICH THIS MEMORANDUM MAY BE ISSUED OR MAY PERTAIN, THE
INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN S SUBJECT TO ALL THE TERMS, EXCLUSIONS AND
CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

co TYPE OF POLICY NUMBER POLICY POLICY LIMITS
LTR| INSURANCE EFFECTIVE EXPIRATION {LIMITS IN USD UNLESS OTHERWISE
DATE DATE INDICATED
A [|GENERAL GL1728969 01-Aug-2024 01-Aug-2025 IGENERAL 5,000,000
LIABILITY AGGREGATE
COMMERCIAL PRODUCTS - 5,000,000
GENERAL LIABILITY COMP/OP AGG
CCCURRENCE PERSONAL AND 5,000,000
ADV INJURY
EACH 5,000,000
OCCURRENCE
FIRE DAMAGE 5,000,000
(ANY ONE FIRE)
MED EXP (ANY 25,000
ONE PERSON)
A |[AUTOMOBILE 1AL4594403 01-Aug-2024 01-Aug-2025 |COMBINED 5,000,000
LIABILITY SINGLE LIMIT
ANY AUTO BODILY INJURY
(PER PERSON)
BODILY INJURY
(PER ACCIDENT)
PROPERTY
DAMAGE
EXCESS EACH
LIABILITY OCCURRENCE
AGGREGATE
GARAGE [AUTO ONLY (PER
LIABILITY ACCIDENT)
IOTHER THAN AUTO ONLY:
EACH ACCIDENT
AGGREGATE
B [WORKERS LDC4066354 (AQS) | 01-Aug-2024 01-Aug-2025 |WORKERS COMP Statutory
B [COMPENSATION /[PS4066355 (WI) 01-Aug-2024 01-Aug-2025  [LIMITS
EMPLOYERS EL EACH 1,000,000
LIABILITY ACCIDENT
EL DISEASE - 1,000,000
POLICY LIMIT
EL DISEASE - 1,000,000

EACH EMPLOYEE

The Memorandum of Insurance serves solely to list insurance policies, limits and dates of coverage. Any modifications
hereto are not authorized.




DATE

MEMORANDUM OF INSURANCE 01-Aug-2024

This Memorandum is issued as a matter of information only to authorized viewers for their internal use only and confers
no rights upon any viewer of this Memorandum. This Memorandum does not amend, extend or alter the coverage
described below. This Memorandum may only be copied, printed and distributed within an authorized viewer and may
only be used and viewed by an authorized viewer for its internal use. Any other use, duplication or distribution of this
Memorandum without the consent of Marsh is prohibited. "Authorized viewer" shall mean an entity or person which is
authorized by the insured named herein to access this Memorandum via http://www.marsh.com/moi?client=C829. The
information contained herein is as of the date referred to above. Marsh shall be under no cbligation te update such
information.

PRODUCER INSURED
Marsh USA Inc. dba Marsh Risk & insurance Services Qracle Corporation, Oracle America Inc.,
("Marsh™) Cerner Corporation

2300 Oracle Way
Austin, TX 78741
United States

ADDITIONAL INFORMATION
Any person or crganization is named as an additional insured as respects General Liability to the extent required by
written contract

The Memorandum of Insurance serves solely to list insurance policies, limits and dates of coverage. Any modifications
hereto are not authorized.






