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State of New Hampshire

DEPARTMENT OF ADMINISTRATIVE SERVICES
25 Capitol Street
Concord, New Hampshire 03301
(603) 271-3201 Office@das.nh.gov

Catherine A Keane
Charles M. Arlinghaus Deputy Commissioner
Commissioner

Sheri L. Rockburn
Assistant Commissioner

October 16, 2024
His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Administrative Services (DAS) to enter into a contract with
[nsight Public Sector, Inc. (VC#175490), Tempe, AZ, in an amount up to and not to exceed
$4,000,000 for cloud solutions through a Participating Agreement (PA) with the National
Association of State Procurement Officials (NASPO) Value Point Master Agreement (MA)
#AR2485, effective upon Governor and Executive Council approval through September 15,
2026.

Funding shall be provided through individual agency expenditures, none of which shall
be permitted unless there are sufficient appropriated funds to cover the expenditure.

EXPLANATION

The Department of Administrative Services (DAS) reviewed and negotiated in
collaboration with the Department of Justice for this requested State of New Hampshire
participating agreement. This participating agreement is aligned with the MA set in place by
NASPO and the lead state, Utah, through the competitive bidding process, sourcing vendors
through the NASPO sourcing platform.

The State of Utah in partnership with NASPO ValuePoint has awarded cooperative
master agreements for cloud solutions. The Insight Public Sector, Inc MA will allow state
agencies and participating entities to avail themselves to the following services included in the
scope of work: Platform as a Service (PaaS), Infrastructure as a Service ([aaS), and Software as a
Service (SaaS). This MA executed by NASPO and the lead state, Utah, through the competitive
bidding process for RFP CH16012, received a total of 80 proposals and subsequently awarded
contracts to 33 suppliers. This award W|th Insight Public- Sector Inc. under the MA became
effective on September 2, 2016, and e‘cplres on September IS 2026.
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The DAS intends to seek Governor & Executive Council approval to contract through 6
more participating vendors, Oracle America, Inc, Presidio Networked Solutions LLC, VMware,
Inc., Dell Marketing LP, Hewlett Packard Enterprise Corp Co., and Red River Technology LLC
and expand on current PA with Carahsoft Technology Corp. Cloud computing offers a
compelling value proposition for state and local governments, enhancing their ability to deliver
services efficiently, improve operational flexibility, and ensure data security and compliance.
Request for quote with attached statement of work, to all cloud solutions contract partners per
engagement, will ensure competitive advantage and best possible value for State of New
Hampshire.

The benefits of cloud service contracting will provide the State with cost efficiency,
scalability and flexibility, improved service delivery, enhanced collaboration, security and
compliance, disaster recovery and continuity, innovation and modernization, environmental
sustainability. Cloud computing reduces the need for substantial upfront investments in
hardware and infrastructure, shifting to a pay-as-you-go model. This scalability allows
governments to adjust resources according to demand, ensuring taxpayer money is used more
efficiently. Governments face fluctuating demands for services, and cloud computing can
dynamically scale resources up or down as needed. This flexibility supports various functions,
from traffic management to public health initiatives, without the constraints of physical
infrastructure. By leveraging the cloud, governments can deploy and update applications faster,
enhancing citizen access to services. Online portals for tasks such as permit applications, bill
payments, and service requests can be more robust and user-friendly, improving overall citizen
satisfaction. Cloud-based platforms facilitate better communication and data sharing among
departments, agencies, and regional governments. This improves response times and decision-
making, especially critical in emergency situations or for projects that require coordinated
efforts. Leading cloud service providers invest heavily in security technologies and protocols. By
adopting cloud solutions, governments benefit from advanced security measures, data
encryption, and compliance with regulatory standards, helping protect sensitive information
against cyber threats. Cloud computing enhances resilience to disasters, ensuring data and
applications are backed up in geographically diverse locations. This redundancy is crucial for
maintaining government operations during unforeseen events, from natural disasters to
cyberattacks. Cloud platforms offer access to cutting-edge technologies such as artificial
intelligence, machine learning, and big data analytics. Governments can leverage these tools to
improve decision-making, automate processes, and develop new services for public benefit. By
optimizing resource use and reducing the need for physical data centers, cloud computing
supports sustainability goals. Energy-efficient cloud data centers can significantly lower the
carbon footprint associated with government I'T operations.

With no historical spend to consider, DolT has requested the contract limitation is

requested at a minimum $2,000,000 per year, or $4,000,000 for the term of this Participating
Agreement.

TDD ACCESS: RELAY NH 1-800-735-2964
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Contract Financials

Annual Spend $2,000,000
Requested Price Limitation $4,000,000

Based on the foregoing, I am respectfully recommending approval of the contract with
Insight Publi¢ Sector, Inc.

Respectfully submitted, W

Charles M. Arlinghaus
. Commissioner

TDD ACCESS: RELAY NH 1-800-735-2964



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

August 12, 2024

Charles M. Arlinghaus, Commissioner
Department of Administrative Services
State of New Hampshire
25 Capitol Street — Room 100
Concord, NH 03301
Dear Commissioner Arlinghaus;

This letter represents formal notification that the Department of Information Technotogy (Dol T)
has approved your agency’s request to enter into a Participating Agreement (PA) with Insight Public Sector,
Inc., as described below and referenced as Dol T No. 2024-129.

The purpose of this request is to provide NASPQ Value Point Master Agreements for
Cloud Solution Services.

The Total Price Limitation shall be $4,000,000 effective upon Governor and Council
approval through September 15, 2026.

A copy of this letter must accompany the Department of Administrative Services’ submission to
the Governor and Executive Council for approval.

Sincerely,

b Ad—

Denis Goulet

DG/jd
Dol T #2024-129

cc: Cindy Dotlich, IT Manager

“Innovative Technologies Today for New Hampshire's Tomorrow”



NASPO ValuePoint

PARTICIPATING ADDENDUM NO. 8003520
FOR CLOUD SOLUTIONS (201 6-2026)

Led by the State of Utah

NASPO

ValuePoint,

PARTICIPATING ADDENDUM

This Participating Addendum (the “Participating Addendum”) is entered into by and between the STATE OF NEW
HAMPSHIRE, acting by and through its Department of Administrative Services (“Participating State"), and Insight Public
Sector, Inc., an lllinois corporation with a principal place of business located at 2701 E Insight Way, Chandler, AZ, 85286,
USA (“Contractor’). Participating State and Contractor are sometimes referred to herein singularly as a “Party” or
collectively as the “Parties").

RECITALS

WHEREAS, the State of Utah (the “Lead State™), acting on behalf of member states of the NASPO ValuePoint
Purchasing Program, and Contractor entered into the NASPO ValuePoint Master Agreement No. AR2485 havmg an
effective date of August 1, 2019, (the “Master Agreement”), wherein Contactor agreed to provide cloud solution services
ancillary thereto to Partlcnpatlng Entities upon the terms and conditions set forth in said Master Agreement:

WHEREAS, Participating State is a member of the NASPO ValuePoint Purchasing Program; and

WHEREAS, Participating State desires to participate in Contractor's offering the products and services under the
Master Agreement subject to the terms and conditions of this Participating Addendum,;

NOW, THEREFORE, for good and valuable consideration exchanged, the receipt and sufficiency of which are
hereby conclusively acknowledged, the Parties hereby agree as follows:

1. Scope. This Participating Addendum governs Participating State's participation in the Master Agreement
by and between Contractor and Lead State. This Participating Addendum shall cover all of the Products and Services
offered by Contractor to Participating State under the Master Agreement. The Parties agree that the terms and conditions
of the Master Agreement shall be subject to the terms and conditions of this Participating Addendum.

2. Incorporation of Master Agreement. The terms and conditions of the Master Agreement are attached hereto
as Schedule 1 and incomporated herein by reference. All undefined capitalized terms used herein shall have the same
meanings assigned to them in the Master Agreement. Certain other capitalized terms are defined elsewhere within the text
of this Participating Addendum and, throughout this Participating Addendum, those terms shall have the meanings
respectively ascribed to them. In the event of any conflict or inconsistency between the terms and conditions of this
Participating Addendum and any terms and conditions set forth in the Master Agreement, the terms and conditions of this
Participating Addendum shall prevail.

3 Participation; Authorized Purchasers. The Products and Services available for purchase under the Master
Agreement by way of this Participating Addendum may be ordered and purchased by all departments, divisions, and other
executive agencies eligible to use statewide contracts within the State of New Hampshire (each, an “Authorized Purchaser”).
Contractor shall not accept, and Participating State shall not be obligated to pay for, Orders from any person or entity that
is not authorized by Participating State to order or purchase any of the Products and Services offered by Contractor under
this Participating Addendum and the Master Agreement. All determinations of eligibility to participate in the Master
Agreement through this Participating Addendum are solely within the authority of Participating State's Procurement Officer
identified in Section 14(b) below,

4. Effective Date of Participating Addendum. Notwithstanding any terms and conditions in the Master
Agreement to the contrary, this Participating Addendum is subject to the approval of the Governor and Executive Council
of the State of New Hampshire, and Participating State shall not be bound by the terms and conditions of this Participating
Addendum or the Master Agreement until the date of such approval (the “Participating Addendum Effective Date™).

5. Term. The term of this Participating Addendum shall begin on the Participating Addendum Effective Date,
Governor & Executive Council Approval and end on September 15, 2026, unless terminated earlier in accordance with the
terms and conditions of the Master Agreement or this Participating Addendum. In the event that Lead State and Contractor
agree to extend the term of the Master Agreement, then Participating State shall have the option to extend the term of this
Participating Addendum for an additional term not to exceed the extended term of the Master Agreement.



6. - Access to Cloud Solutions Services Requires State CIO Approval. Unless otherwise stipulated in this
Participating Addendum, specific services accessed through the NASPO ValuePoint cooperative Master Agreements for

Cloud Solutions by state executive branch agencies are subject to the authority and prior approval of the State Chief
Information Officer's Office. The State Chief Information Officer means the individual designated by the state Governor
within the Executive Branch with enterprise-wide responsibilities for leadership and management of information technology
resources of a state.

7. Funds Available and Authorized; Non-Appropriation. Participating State's obligations under this
Participating Addendum and the Master Agreement are subject to the availability of sufficient legislative appropriations

allotments, or other expenditure authority and, if Participating State is expending federal funds, the availability of such
federal funds. In the event of the reduction, elimination, or medification of the appropriation or availability of funding for this
Participating Addendum, in whole or in part, Participating State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to reduce or terminate this Participating Addendum immediately upon
written notice to Contractor.

8. Orders.

a. Any Order placed by Participating State for the Products and Services available under the Master
Agreement shall be deemed to be a sale under (and governed by the prices and other terms and
conditions} of the Master Agreement, subject to the terms and conditions of this Participating
Addendum, unless the parties to the order agree in writing that another contract or agreement applies
to such order.

b. Orders may only be placed prior to the expiration or earlier termination of this Participating
Addendum, but may include a delivery date or performance period that extends beyond the expiration
or earlier termination of this Participating Addendum. Regardless of whether this Participating
Addendum has expired or otherwise been terminated, Contractor shall comply with all outstanding
Orders that include delivery dates or performance obligations that extend past such expiration or
termination. Furthermore, notwithstanding the expiration or termination of this Participating
Addendum, the terms and conditions of this Participating Addendum shall continue to govern all
outstanding Orders.

9. Non-Exclusivity. This Participating Addendum is not exciusive, and Participating State may acquire the
Products and Services available under the Master Agreement and this Participating Addendum from other third parties.

10. Independent Contractor. Contractor shall act at all times as an independent contractor, and not as an agent
or employee of the Participating State, in the performance of its obligations under this Participating Addendum and the
Master Agreement. Contractor shall not have any authority to legally bind Participating State. Neither Party shall make any
statements, representations, or commitments of any kind or to take any action binding on the other except as expressly
provided for herein or authorized in writing by the Party to be bound.

11. Invoice Requirements.

"a. To request payment for each Order made hereunder, Contractor shall submit an original invoice to
the office of the Authorized Purchaser that submitted the Order. The contents of the invoice must include, at a
minimum, the following:
i Contractor's name and address;
i, Contractor's Federal Employer Identification Number;

iii. Contractor's payment address;

iv. The Order number; and

V. A description of the Products and Services that Contractor delivered with, as applicable,
the date, serial number, quantity, unit price, and total price of the Products and Services for which payment
is sought.
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b. If an invoice submitted by Contractor does not meet the requirements of this Section 10, then the
Authorized Purchaser will send a written notice to Contractor that describes the defect or impropriety of the invoice
and any additional information that Contractor needs to correct the invoice.

c. Participating State may request Contractor for additional documentation to support payment of any
invoice. Contractor shall respond to any such requests within ten (10) calendar days of receipt. Participating State’s
payment obligations are conditioned upon receipt of an invoice that complies with this Section 11 and includes any
supporting documentation as may be requested by Participating State.

d Participating State’s payment will not be due until thirty (30) calendar days after the latter of (i)
receipt of an invoice that complies with this Section 11, the completion of the Services, or the delivery of the
Products.

12. Termination; Default and Remedies.

a. Termination for Convenience. Participating State may terminate this Participating Addendum,
including any unfulfilied Orders made hereunder, in whole or in part, at any time and without cause by providing
Contractor with thirty {30) calendar days’ advance written notice.

b. Termination for Cause. If Contractor fails to perform under this Participating Addendum, including
any Orders made hereunder, or fails to comply with any of the terms or conditions of this Participating Addendum,
Participating State may, in its sole and absolute discretion, immediately terminate all or any part of this Participating
Addendum, including any unfulfilled Orders made hereunder.

C. Other Remedies Preserved. Termination is not Participating State's exclusive remedy but will be
in addition to any other rights and remedies available in law or in equity under this Participating Addendum and the
Master Agreement. The exercise of any remedies hereunder will not constitute a termination of this Participating
Addendum unless Participating State notifies Contractor in writing prior to the exercise of such remedy. Contractor
shall also be liable for all costs and expenses, including attorney’s fees and court costs, incurred by Participating
State in enforcing the terms and conditions of this Participating Addendum.

d. No Liability Upon_Termination. 'If this Participating Addendum is terminated for any reason,
Participating State shall not be liable to Contractor for any damages arising from or related to the termination. In
the event that Participating State terminates this Participating Addendum, Participating State shall not be liable to
Contractor for any reason, except for the payment of the Products and Services ordered hereunder that are
performed or delivered and accepted, as the case may be, in accordance with all terms and conditions of this

Participating Addendum
13, Access to Records. Contractor will maintain all fiscal records relating to this Participating Addendum in

accordance with generally accepted accounting principles and will maintain all other records relating to this Participating
Addendum in such a manner as to clearly document.Contractor’s performance hereunder. Participating State shall have
access to such fiscal books and records of Contractor which relate to this Participating Addendum to perform examination
and audits and to make copies of the same. Contractor will retain and keep accessible all such fiscal books and records
writings for a minimum of six (6) years, or such longer period as may be required by applicable law following final payment
and termination of this Participating Addendum, or until the conclusion of any audit, controversy, or litigation arising out of
or related to this Participating Addendum, whichever date is later.

14. Public Information.

a. Application of Right-to-Know Law. Participating State's obligations of confidentiality, if any, under
the Master Agreement and this Participating Addendum are subject to disclosure pursuant to the New Hampshire
Right-to-Know Law codified at RSA 91-A. Notwithstanding the temms and conditions set forth in Section 13(b) below,
Participating State shall have the sole and final authority as to whether the disclosure of any information relating to
the transactions contemplated in this Participating Addendum or the Master Agreement is required under RSA 91-
A,

b. Contractor's Designation of Trade Secrets and Confidential Information. |f Contractor considers
any portion of the materials disclosed to Participating State to be confidential or protected as a trade secret,
Contractor must clearly designate that portion of the material as “CONFIDENTIAL,” “TRADE SECRET,” or any other
language of similar import when submitted to Participating State. In the event that Participating State receives any
request made pursuant to RSA 91-A that seeks the disclosure of materials designated by Contractor as being
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confidential or protected as a trade secret, and Participating State determines that the provisions of 91-A require
the disclosure of the materials so designated, Participating State will notify Contractor of the following:

i. The scope of the information sought through the request;

ii. A description of the materials that Participating State will disclose in response to the
request;

il A description of the materials, if any, that are exempt from disclosure under the Right-to-
Know Law pursuant to RSA 91-A:5 or any other applicable exception or exemption to the Right-to-Know
Law; and

iv, The date upon which Participating State will disclose the materials to the RSA 91-A
requestor,

If Participating State concludes that the disclosure of materials designated by Contractor as being confidential or
protected as a trade secret is required under RSA 91-A, Contractor shall be responsible for taking whatever
appropriate legal action it deems necessary to prevent such disclosure to the RSA 91-A requestor. Notwithstanding
the preceding sentence, any and all claims against Participating State pursuant to RSA 91-A are subject to the
terms and conditions set forth in Sections 20 through 22 of this Participating Addendum to the fullest extent
permitted by law.

15. Primary Contacts; Notice. The Parties’ respective primary points of contact for this Participating Addendum
are the individuats named below as follows:

a. Contractor.
Name: Brittany Dunaway
Address: 2701 E Insight Way, Chandler, AZ, 85286, USA
Telephone: {480} 366-7029
Email: SLEDContracts@insight.com

b. Participating State.

Name: Gary S. Lunetta

Address: 25 Capital Street, Concord, NH 03301
Telephone: (603) 271-2201

Email: gary.s.lunetta@das.nh.gov

Except as otherwise expressly provided by law, any and all notices or other communications required or permitted to be
given pursuant to this Participating Addendum shall be in writing and shall be deemed to be delivered when sent by U.S.
mail, postage prepaid, or by email to each Parties’ respective primary contracts identified above. Each Party may change
its respective primary contacts by providing written notice of such change to the other Party in the manner specified by this
Section 14,

16. Usagé Reporting. Contractor shall submit quarterly usage reports for analysis by Participating State's

Procurement Officer identified in Section 15(b) above for each quarter during the term of this Participating Addendum as
follows:
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" Reporting Period . "~ Due Date.
January 1 to March 31 April 30
April 1 to June 30 July 31

July 1 to September 30 October 31

October 1 to December 31 January 31

Each quarterly usage report shall be submitted electronically in a “.xls” or “CSV" format and shall be organized by Authorized
Purchaser. In addition, each quarterly usage report shall include, at a minimum, the following information:

a. Participating State’s number assigned to this Participating Addendum, if any, and the number
assigned to the Master Agreement;

b. The names of all Authorized Purchasers that placed an Order under this Participating Addendum
during the reporting period;

c. A description of the Products and Services purchased by each Authorized Purchaser as well as
the total price for each Order,;

d. The total price of all Orders during the reporting period; and
e. Any other information as Participating State may reasonably request.
17. Click Through Terms and Conditions. If either Party uses a web based ordering system, an electronic

purchase order system, an electronic order acknowledgement, a form of an electronic acceptance, or any software based
ordering system with respect to any Products or Services ordered hereunder (each an “Electronic Qrdering System”), the
Parties acknowledge and agree that an Electronic Ordering System is for ease of administration only, and Contractor is
hereby given notice that the persons using Electronic Ordering Systems on behalf of Participating State do not have any
actual or apparent authority to create legally binding obligations that vary from the terms and conditions of this Participating
Addendum. Accordingly, where Participating State is required to “click through,” otherwise accept, or be made subject to
any terms and conditions in using an Electronic Ordering Systems, any such terms and conditions are deemed void upon
presentation. Additionally, where Parlicipating State is required to accept or be made subject to any terms and conditions
in accessing or employing any Products or Services, those terms and conditions will not in any way affect the master
agreement or this participating addendum and to the extent they purport to do so are void.

18. Insurance. Contractor shall, at its own expense, obtain and continuously maintain in full force throughout
the term of this Participating Addendum, the following types of insurance coverage:

a. Commercial general liability insurance against all claims of bodily injury, death, or property damage
in an amount of not less than One-Million and 00/100 Dollars {$1,000,000.00) per occurrence and Two-Million and
00/100 Dollars ($2,000,000.00) in the aggregate;

b. Workers' compensation insurance as required by applicable workers’ compensation laws for
persons performing work under this Participating Addendum with limits not less than Five-Hundred Thousand and
00/100 Dollars {$500,000.00) per accident.

Contractor shall provide Participating State with certificates of insurance for all insurance required under this Section 17
before furnishing any Products or Services pursuant to the Master Agreement and this Participating Addendum.

19. Equa! Employment Opportunity. Contractor shall comply with all federal, state, and local laws, regulations,
executive orders, and ordinances applicable to Contractor, this Participating Addendum, and any Orders made under this
Participating Addendum, as may be modified or adopted from time to time. Without limiting the generality of the foregoing,
Contractor expressly agrees to comply with the following laws, regulations, and executive orders to the extent they are
applicable to this Participating Addendum and the Qrders made hereunder:

a. Titles VI and VIl of the Civil Rights Act of 1964, as amended;
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b. Sections 503 and 504 of the Rehabilitation Act of 1973, as amended:

(of The Americans with Disabilities Act of 1990, as amended;

d. Executive Order 11246, as amended;

e The Age Discrimination in Employment Act of 1967, as amended, and the Age Discrimination Act
of 1975, as amended;

f. The New Hampshire Law Against Discrimination, RSA 354-A, as amended;

g. All regulations and administrative rules established pursuant to the foregoing laws; and

h. All other applicable requirements of federal and state civil rights and rehabilitation statutes, rules,

and regulations.

20. Participating State’s Set-Off Rights. Notwithstanding any terms and conditions contained herein to the
contrary, Participating State shall have and retain all of its common law, equitable, and statutory rights of set-off. These
set-off rights shall include, but not be limited to, Participating State's option to withhold any monies due to Contractor under
this Participating Addendum up to any amounts due and owing to Participating State with regard to this Participating
Addendum, or any other contracts or agreements between Contractor and Participating State, plus any amounts due and
owing to Participating State for any other reason, including, without limitation, tax delinquencies, fee delinquencies, or
monetary penalties relative thereto.

21. Indemnification. Notwithstanding any terms and conditions set forth herein to the contrary, Contractor shall
indemnify and hold Participating State harmless from and against, and to reimburse Participating State for, any and all
liabilities, penalties, assessments, judgments, claims, demands, debts, obligations, fines, damages, losses, fees and
expenses, including attorney's fees and litigations costs, suffered or incurred by Participating State arising from any acts or
omissions of Contractor in the performance of its obligations under this Participating Addendum. The terms and conditions
of this Section 20 shall survive the expiration or termination of this Participating Addendum.

22, Limitation of Liability. To the fullest extent permitted by law, the Parties agree that in no event will
Participating State, together with its officials, agents, and employees, be liable for any indirect, incidental, special, or
consequential damages, including, without limitation, lost profits, even if Participating State had been advised, knew, or
should have known of the possibility of such damages.

23. Sovereign Immunity Preserved. Notwithstanding any terms and conditions set forth herein to the contrary,
this Participating Addendum shall not be construed as a waiver of Participating State's sovereign immunity, which is hereby
reserved by Participating State. The terms and conditions of this Section 22 shall survive the expiration or termination of
this Participating Addendum.

24 Successors and Assigns. The promises and covenants herein contained shall bind, and the benefits and
advantages shall inure to, except as herein specifically limited, the respective successors and assigns of the Parties.

25. Governing Law. The Parties acknowledge and agree that this Participating Addendum and the rights,
obligations, and liabilities of the Parties hereunder, including matters of construction, validity, and performance, shall be
exclusively governed by the laws of the State of New Hampshire without regard to any choice of law or conflict of law, rules,
or provisions {whether of the State of New Hampshire or any other jurisdiction) that would cause the application of the laws
of any jurisdiction other than the State of New Hampshire.

26. Consent to Jurisdiction and Venue. The Parties hereby imevocably and unconditionally (a) submit to
exclusive personal jurisdiction in the Superior Courts of the State of New Hampshire over any suit, action, or proceeding
arising out of or relating to this Participating Addendum, and (b) waive any and all personal rights under the laws of any
other state to object to jurisdiction within the Superior Courts of the State of New Hampshire. The Parties agree that the
only proper venue for any suit, action, or proceeding arising out of or related to this Participating Addendum shali be in the
state courts of the State of New Hampshire.
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27 Severability.. If any term af condition of this Participating Addendum or the application thereof to any party
or circumstance: shall to any extent be invalid or unenfdrceatle, the remdinder of this Participating Addendum, or the
application of such term or condition ‘to: the Parties or circumstances other than those as to: which it is invalid or
unenforceable, shall not be affected thereby, and each term and condition of this-Participating Addendum shall be valid'and
enforceable tothe maximum extent permitted by law.

28. Waiiver. No delay on thé part of Participating StatQ ,in‘-t!\e_ exercise 'of any right or remedy hereunder ghali

operate as a waiver thereof, and no single of, partial exercise by Participating State of any right or remecty shall preciude

other or further. exercise thereof or the exercize of any other right:of faiédy; nor shall any-amendment, modification, or

waiver of any of the-provisions of this Participating Addeadum be binding upon Participating State except as.expréssly sat
forth in a Wiiting duly signed arid defivered:by an authorized agent of Participating State, No action of Participating State

penmitted hereurider shall iri any way: affect or impair the rights of Participating State or the obligations of Contractor under

this Participating Addendum.

29. - Merger. This Participating Addendum, together with the Master Agréément,.is intended by the Parties as
thefinal, complete, and exclusive understanding of the Parties hereto. Al prior or contemporanscus promises, agreements,
and understandings; whether oral or written, are' deemed to be superseded by this Participating Addenduin, drd no' Panty
is relying on any promise; agreement, or understanding not set forth'in this Participating Addendum. This Participating
Addendum may nct.be dmended o modified except: by a wrilten insbrument describing such amendment or modificatigii

executed by the Parties hereto.

30. Construction. The recitals. set forth at the outset of this Pgrticipating Addendum are a part. of -this
Participating Addendum, as fully as. if: set forth in their entirety in-the body hereof. The: captions or headiigs i ‘this
Participating Addendum are for ease cof reference only, and no:caption of heading shalt affect in any way the intetbretation.
meaning, or constiuction of this Participating Addendum. Wherever: used, the singular shall mclude the plhiral, the plira
the singular; and the use of any. gender- or thé néiter shall be. applicable to all genders and-the neuter. Reférences t6 o
person or entity are, unless thé context otherwise requires; also to its owners, members, managers, shareholders, officers,

directors, affiliates, heirs, executors, legal representatives, agents, successors, and' assigns as applicable. As used in thig
Participating Addendum, the terms’ “include,” *includes.” ang ‘“irciuding® shall. be deemed. to be followed by “without
limitation” whether or net they-are.in fact followed by such word or words of similar import: The wods “all* and “each” shalt
be consliued as all'and each, and the words “or*-and "and” shall be'construed either disjunctively or conjurictively, .as the
context may require.

31, ;ounterparts; Facsimite and. rohic Signatures. This Participating Addendum may be executed in. two.
or more counterparts, each of which shall be deemed an original, but all of whichtogether shall.constitute one and the'sama
Participating Addendum: A facsimile or portable document format (PDF) sighature on this Participating Addendum shail be.
equivalent to, and have the same force and effect.as, .an originaf signature:- In accordance with the New Hampéhire Uniform
Eléctionic Transactions Act, RSA 294.-E, the Parties hereby agree that this Pa ticipating Addendum may be .signed.

electronically; including any éxhitits, schigdulés. addenda, or. Gther attachments referenced herein.

IN WITNESS WHEREOF, the parties have executed this Participating' Addendum as of the date:their respective
signatures parties below.

Contracting Officer for Participating State Particpating State Telephone Number
= DN: ¢nwC orrine E Tatro, pwBureau of Purchase
Colire  srpmesmeimiriionm: 603-271-2201
Date: 202&09.2‘1 12:00:53 0400
Contractor Signature Name and Title of Contractor Signatory
Stott Friedlander Scatt Friediander

Scott Friedlander {Aug 19, 2024 1320 E0TY Date: 8/1972024 President.
Participating State Signature Name and Title of Participating State Signatory-

Cithannt G Kxara— 3 1%/ 24 Githerine A Kegpe _

Date: Depuhy Commissroner, DAS

Approval by the N:H. Department of'Administraﬁon. Dwision of Personne’! (if applicable)
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By: Director, On:

Approval by the Atterney General (Fonm, Substance and Execution) (i gppficable)

By Duncan A. C?%m On: September 23, 2024

Approval by the Governor and Executive Council (¥ applicable)

G&C Item number. GA&C Meeting Date:

[Please email fully executed PDF copy of this document to
PA@naspovaluepoint.org to support documeniation of participation and posting m appropriate data bases]
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SCHEDULE 1
MASTER AGREEMENT



Contract# AR2485

STATE OF UTAH COOPERATIVE CONTRACT

I. CONTRACTING PARTIES: This contract is between the Division of Purchasing and the following Contractor:

Insight Public Sector, Inc. LEGAL STATUS OF CONTRACTOR
Name [CI  Sole Proprietor
6820 S. Harl Avenue [ Non-Profit Corporation
B For-Profit Corporation
Tempe AZ 85283 (] Partnership
City ’ State Zip O Government Agency

Contact Person: Erica Falchetti Phone: 480-760-9488 Email: Erica.Falchetti@lnsight.com
Vendor # Commodity Code #920-05

2. GENERAL PURPOSE OF CONTRACT: Contractor is permitted to provide the Cloud Solutions identified in Attachment B 1o
Participating States once a Participating Addendum has been signed.

3. PROCUREMENT PROCESS: This contract is entered into as a result of the procurement process on Bid4CH]6012.

4. CONTRACT PERIQD: Effective Date: 09/30/2016 Termination Date: 09/15/2026 unless terminated early or extended in accordance
with the terms and conditions of this contract. Pursuant to Solicitation #CH16012, Contractor must re-certify its qualifications each year.

5. Administrative Fee, as described in the Solicitation and Attachment A; The Contractor shall pay to NASPO ValuePoint, or its assignee,
a NASPO ValuePoint Administrative Fee of one-quarter of one percent (0.25% or 0.0025) of contract sales no later than 60 days
following the end of each calendar quarter. The NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on
sales of the Services.

6. ATTACHMENT A: NASPO ValuePoint Master Terms and Conditions
ATTACHMENT B: Scope of Services Awarded 1o Contractor
ATTACHMENT C: Pricing Discounts and Pricing Schedule
ATTACHMENT D: Contractor’s Response to Solicitation #CH16012
ATTACHMENT E: Service Provider Terms and Conditions

Any conflicts between Attachment A and the other Attachments will be resolved in favor of Attachment A.

8. DOCUMENTS INCORPORATED INTO THIS CONTRACT BY REFERENCE BUT NOT ATTACHED:
a. All other governmental laws, regulations, or actions applicable to the goods and/or services authorized by this contract.
b. Utah State Procurement Code and the Procurement Rules, :

9. Each signatory below represents that he or she has the requisite authority to enter into this contract,

IN WITNESS WHEREOQF, the parties sign and cause this contract to be executed.

CONTRACTOR STATE
.—rﬂ'".".-'-’""':.::r::'_— S . < i k J
e P S T T 02006/2017 mgb) Z.%2.17
-~ Contractor's signiure Date If]"’ Dirwﬂiﬁm'i‘m‘ﬁﬁ&hnsing Do

John Camahan SVP- Business Development
Type or Print Name and Tite

Spencer Hall 801-538-3307 801-538-3882 _spencerh@utah.gov
Division of Purchasing Contact Person Telephone Number Fax Number Email

(Revision 16 June 2016)



NASPO

ValuePoint

Attachment A: NASPO ValuePoint Master Agreement Terms and Conditions
1. Master Agreement Order of Precedence

a. Any Order placed under this Master Agreement shali consist of the following
documents:

(1) A Participating Entity's Participating Addendum’ ("PA");

(2) NASPO ValuePoint Master Agreement Terms & Conditions, including the applicable
Exhibits? to the Master Agreement;

(3) The Solicitation;

(4) Contractor's response to the Solicitation, as revised (if permitted) and accepted by
the Lead State; and

(5) A Service Level Agreement issued against the Participating Addendum.

b. These documents shall be read to be consistent and complementary. Any conflict
among these documents shall be resolved by giving priority to these documents in the
order listed above. Contractor terms and conditions that apply to this Master Agreement
are only those that are expressly accepted by the Lead State and must be in writing and
attached to this Master Agreement as an Exhibit or Attachment.

2. Definitions - Unless otherwise provided in this Master Agreement, capitalized terms
will have the meanings given to those terms in this Section.

Confidential Information is non-public information that is designated “confidential” or
that a reasonable person should understand to be confidential, including (1) Customer
Data; (2) any Purchasing Entity's records, (3) personnel records, and (4) information
concerning individuals. Confidential Information does not include information that (a)
becomes publicly available without a breach of this agreement, (b) was lawfully known
or received by the receiving party without an obligation to keep it confidential, (c) is
independently developed, or (d) is a comment or suggestion one party volunteers about
the other’s business, products or services.

Contractor means the person or entity providing solutions under the terms and
conditions set forth in this Master Agreement. Contractor also includes its employees,
subcontractors, agents and affiliates who are providing the services agreed to under the

' A Sample Participating Addendum will be published after the contracts have been awarded.
? The Exhibits comprise the terms and conditions for the service models: Paa$, 1aaS, and Paas.



Master Agreement.

Customer Data means all data, including all text, sound, software, or image files that
are provided to Service Provider by, or on behaif of, a Purchasing Entity through its use
of the Online Services. All references to “Data” in the Master Agreement shall be
deemed to mean Customer Data.

Data Categorization means the process of risk assessment of Data. See also “High
Risk Data”, “Moderate Risk Data” and “Low Risk Data".

Disabling Code means computer instructions or programs, subroutines, code,
instructions, data or functions, (including but not limited to viruses, worms, date bombs
or time bombs), including but not limited to other programs, data storage, computer
libraries and programs that self-replicate without manual intervention, instructions
programmed to activate at a predetermined time or upon a specified event, and/or
programs purporting to do a meaningful function but designed for a different function,
that alter, destroy, inhibit, damage, interrupt, interfere with or hinder the operation of the
Purchasing Entity's’ software, applications and/or its end users processing environment,
the system in which it resides, or any other software or data on such system or any
other system with which it is capable of communicating.

Fulfillment Partner means a third-party contractor qualified and authorized by

. Contractor, and approved by the Participating State under a Participating Addendum,
who may, to the extent authorized by Contractor, fulfill any of the requirements of this
Master Agreement including but not limited to providing Services under this Master
Agreement and billing Customers directly for such Services. Contractor may, upon
written notice to the Participating State, add or delete authorized Fulfillment Partners as
necessary at any time during the contract term. Fulfillment Partner has no authority to
amend this Master Agreement or to bind Contractor to any additional terms and
conditions.

High Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization
of Federal Information and Information Systems (“High Impact Data”).

Infrastructure as a Service (laaS) as used in this Master Agreement is defined the
capability provided to the consumer to provision processing, storage, networks, and
other fundamental computing resources where the consumer is able to deploy and run
arbitrary software, which can include operating systems and applications. The
consumer does not manage or control the underlying cloud infrastructure but has
control over operating systems, storage, deployed applications; and possibly limited
control of select networking components (e.g., host firewails).

Intellectual Property means any and all patents, copyrights, service marks,
trademarks, trade secrets, trade names, patentable inventions, or other similar
proprietary rights, in tangible or intangible form, and all rights, title, and interest therein.



Lead State means the State centrally administering the solicitation and any resulting
Master Agreement(s).

Low Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization of
Federal Information and Information Systems (“Low Impact Data”).

Master Agreement means this agreement executed by and between the Lead State,
acting on behalf of NASPO ValuePoint, and the Contractor, as now or hereafter
amended.

Moderate Risk Data is as defined in FIPS PUB 199, Standards for Security
Categorization of Federal Information and Information Systems (“Moderate Impact Data”).

NASPO ValuePoint is the NASPO ValuePoint Cooperative Purchasing Program,
facilitated by the NASPO Cooperative Purchasing Organization LLC, a 501(c)3) limited
liability company (doing business as NASPO ValuePoint) is a subsidiary organization
the National Association of State Procurement Officials (NASPO), the sole member of
NASPO ValuePoint. The NASPO ValuePoint Cooperative Purchasing Organization
facilitates administration of the cooperative group contracting consortium of state chief
procurement officials for the benefit of state departments, institutions, agencies, and
political subdivisions and other eligible entities (i.e., colleges, school districts, counties,
cities, some nonprofit organizations, etc.) for all states and the District of Columbia. The
NASPO ValuePoint Cooperative Development Team is identified in the Master
Agreement as the recipient of reports and may be performing contract administration
functions as assigned by the Lead State. ‘

Non-Public Data means High Risk Data and Moderate Risk Data that is not subject to
distribution to the public as public information. It is deemed to be sensitive and
confidential by the Purchasing Entity because it contains information that is exempt by
statute, ordinance or administrative rule from access by the general public as public
information. ‘

Participating Addendum means a bilateral agreement executed by a Contractor and a
Participating Entity incorporating this Master Agreement and any other additional
Participating Entity specific language or other requirements, e.g. ordering procedures
specific to the Participating Entity, other terms and conditions.

Participating Entity means a state, or other legal entity, properly authorized to enter
into a Participating Addendum.

Participating State means a state, the District of Columbia, or one of the territories of
the United States that is listed in the Request for Proposal as intending to participate.
Upon execution of the Participating Addendum, a Participating State becomes a
Participating Entity. -

Personal Data means data alone or in combination that includes information relating to



an individual that identifies the individual by name, identifying number, mark or
description can be readily associated with a particular individual and which is not a
public record. Personal Information may include the following personally identifiable
information (PIl): government-issued identification numbers (e.g., Social Security,
driver's license, passport); financial account information, including account number,
credit or debit card numbers; or Protected Health Information (PHI) relating to a person.

Platform as a Service (PaaS) as used in this Master Agreement is defined as the
capability provided to the consumer to deploy onto the cloud infrastructure consumer-
created or -acquired applications created using programming languages and tools
supported by the provider. This capability does not necessarily preclude the use of
compatible programming languages, libraries, services, and tools from other sources.
The consumer does not manage or control the underlying cloud infrastructure including
network, servers, operating systems, or storage, but has control over the deployed
applications and possibly application hosting environment configurations.

Product means any deliverable under this Master Agreement, including Services,
software, and any incidental tangible goods.

Protected Health Information (PHI) shall have the same meaning as the term
“protected health information” in 45 CFR § 160.103 of HIPAA, provided that it is limited
to such protected health information that is received by Service Provider from
Customer, or created, received, maintained, or transmitted by Service Provider on
behalf of, Customer.

Purchasing Entity means a state, city, county, district, other political subdivision of a
State, and a nonprofit organization under the laws of some states if authorized by a
Participating Addendum, who issues a Purchase Order against the Master Agreement
and becomes financially committed to the purchase.

Services mean any of the specifications described in the Scope of Services that are
supplied or created by the Contractor pursuant to this Master Agreement.

Security Incident means any unlawful access, use, theft or destruction to any
Customer Data stored onService Provider's equipment or in Service Provider's facilities,
or unauthorized access to such equipment or facilities resulting in use, theft, loss,

- disclosure, alteration or destruction of Customer Data. All references to “Data Breach” in
the Master Agreement shall be deemed to mean Security Incident.

Service Level Agreement (SLA) means the service levels or service level agreements,
if any, set forth in the Service Provider Terms.”

Service Provider means a provider of the Cloud Services that are available for resale
through Contractor under this Master Agreement.

Software as a Service (SaaS) as used in this Master Agreement is defined as the



capability provided to the consumer to use the Contractor’s applications running on a
Contractor’s infrastructure (commonly referred to as ‘cloud infrastructure). The
applications are accessible from various client devices through a thin client interface
such as a Web browser (e.g., Web-based email), or a program interface. The consumer
does not manage or control the underlying cloud infrastructure including network,
servers, operating systems, storage, or even individual application capabilities, with the
possible exception of limited user-specific application configuration settings.

Solicitation means the documents used by the State of Utah, as the Lead State, to
obtain Contractor's Proposal.

Statement of Work means a written statement in a solicitation document or contract
that describes the Purchasing Entity’s service needs and expectations.

Terms of Use means the terms and conditions associated with the use of the Cloud
Services by the Participating Entity set forth in the Contractor's Cloud Services Order
Form.

3. Term of the Master Agreement: The initial term of this Master Agreement is for ten
(10) years with no renewal options.

4. Amendments: The terms of this Master Agreement shall not be waived, altered,
modified, supplemented or amended in any manner whatsoever without prior written
approval of the Lead State and Contractor.

5. Assignment/Subcontracts: Contractor shall not assign, sell, transfer, or sublet
rights, or delegate responsibilittes under this Master Agreement, in whole or in part,
without the prior written approval of the Lead State.

The Lead State reserves the right to assign any rights or duties, including written
assignment of contract administration duties to the NASPO Cooperative Purchasing
Organization LLC, doing business as NASPO ValuePoint. ’

6. Discount Guarantee Period: All discounts must be guaranteed for the entire term of
the Master Agreement. Participating Entities and Purchasing Entities shall receive the
immediate benefit of price or rate reduction of the services provided under this Master
Agreement. A price or rate reduction will apply automatically to the Master Agreement
and an amendment is not necessary.

7. Termination: Unless otherwise stated, this Master Agreement may be terminated by
either party upon 60 days written notice prior to the effective date of the termination.
Further, any Participating Entity may terminate its participation upon 30 days written
notice, unless otherwise limited or stated in the Participating Addendum. Termination
may be in whole or in part. Any termination under this provision shall not affect the
rights and obligations attending orders outstanding at the time of termination, including
any right of any Purchasing Entity to indemnification by the Contractor, rights of
payment for Services delivered and accepted, data ownership, Contractor obligations
regarding Purchasing Entity Data, rights attending default in performance an applicable



Service Level of Agreement in association with any Order, Contractor obligations under
Termination and Suspension of Service, and any responsibilities arising out of a
Security Incident or Data Breach. Termination of the Master Agreement due to
Contractor default may be immediate if defaults cannot be reasonably cured as allowed
per Default and Remedies terms.

8. Confidentiality, Non-Disclosure, and Injunctive Relief

a. Confidentiality. Contractor acknowledges that it and its employees or agents may, in
the course of providing a Product under this Master Agreement, be exposed to or
acquire information that is confidential to Purchasing Entity's or Purchasing Entity’s
clients. Any reports or other documents or items (including software) that result from
the use of the Confidential Information by Contractor shall be treated in the same
manner as the Confidential Information. Confidential Information does not include
information that (1) is or becomes (other than by disclosure by Contractor) publicly
known; (2) is furnished by Purchasing Entity to others without restrictions similar to
those imposed by this Master Agreement; (3} is rightfully in Contractor’'s possession
without the obligation of nondisclosure prior to the time of its disclosure under this
Master Agreement; (4) is obtained from a source other than Purchasing Entity without
the obligation of confidentiaiity, (5) is disclosed with the written consent of Purchasing
Entity or; (6) is independently developed by empioyees, agents or subcontractors of
Contractor who can be shown to have had no access to the Confidential Information.

b. Non-Disclosure. Contractor shall hold Confidential Information in confidence, using
at least the industry standard of confidentiality, and shall not copy, reproduce, sell,
assign, license, market, transfer or otherwise dispose of, give, or disclose Confidential
Information to third parties or use Confidential Information for any purposes whatsoever
other than what is necessary to the performance of Orders placed under this Master
Agreement. Contractor shall advise each of its employees and agents of their
obligations to keep Confidential Information confidential. Without limiting the generality
of the foregoing, Contractor shall advise Purchasing Entity, applicable Participating
Entity, and the Lead State immediately if Contractor learns or has reason to believe that
any of Contractor's Employees who has had access to Confidential Information has
violated or intends to violate the terms of this Master Agreement, and Contractor shall at
its expense cooperate with Purchasing Entity in seeking injunctive or other equitable
relief in the name of Purchasing Entity or Contractor against any such of Contractor's
Employees. Except as directed by Purchasing Entity, Contractor will not at any time
during or after the term of this Master Agreement disclose, directly or indirectly, any
Confidential Information to any person, except in accordance with this Master
Agreement, and that upon termination of this Master Agreement or at Purchasing
Entity’s request, Contractor shall turn over to Purchasing Entity all documents, papers,
and other matter in Contractor's possession that emibody Confidential Information.
Notwithstanding the foregoing, Contractor may keep one copy of such Confidential
Information necessary for quality assurance, audits and evidence of the performance of
this Master Agreement.

c. Injunctive Relief. Contractor acknowledges that breach of this section, including
disclosure of any Confidential Information, will cause irreparable injury to Purchasing



Entity that is inadequately compensable in damages. Accordingly, Purchasing Entity
may seek and obtain injunctive relief against the breach or threatened breach of the
foregoing undertakings, in addition to any other legal remedies that may be available.
Contractor acknowledges and agrees that the covenants contained herein are
necessary for the protection of the legitimate business interests of Purchasing Entity
and are reasonable in scope and content. '

d. Purchasing Entity Law. These provisions shall be applicable only to extent they are
not in conflict with the applicable public disclosure laws of any Purchasing Entity.

e. Notwithstanding the foregoing, damages attributable to Security Incidents shall be
subject to the Section of the Master Agreement titled “Limitation of Liability.”

8. Right to Publish: Throughout the duration of this Master Agreement, Contractor must
secure prior approval from the Lead State or Participating Entity for the release of any
information that pertains to the potential work or activities covered by the Master
Agreement , including but not limited to reference to or use of the Lead State or a
Participating Entity’s name, Great Seal of the State, Coat of Arms, any Agency or other
subunits of the State government, or any State official or employee, for commercial
promotion which is strictly prohibited. News releases or release of broadcast e-mails
pertaining to this Master Agreement or Participating Addendum shail not be made without
prior written approval of the Lead State or a Participating Entity.

The Contractor shall not make any representations of NASPO ValuePoint's opinion or
position as to the quality or effectiveness of the services that are the subject of this
Master Agreement without prior written consent. Failure to adhere to this requirement
may result in termination of the Master Agreement for cause.

10. Defaults and Remedies
a. The occurrence of any of the following events shall be an event of default under this
Master Agreement:

(1) Nonperformance of contractual requirements; or
(2) A material breach of any term or condition of this Master Agreement; or

(3) Any certification, representation or warranty by Contractor in response to the
solicitation or in this Master Agreement that proves to be untrue or materially
misleading; or

(4) Institution of proceedings under any bankruptcy, insolvency, reorganization or
similar law, by or against either party to this Master Agreement or to a
Participating State or Purchasing Entity, or the appointment of a receiver or
similar officer for any such party or any of such party’s property, which is not
vacated or fully stayed within thirty (30) calendar days after the institution or
occurrence thereof; or

(5) Any default specified in another section of this Master Agreement.

b. Upon the occurrence of an event of default, the party claiming default shall issue a
written notice of default, identifying the nature of the default, and providing a period of



30 calendar days in which the non-defaulting party shall have an opportunity to cure the
default. The Lead State shall not be required to provide advance written notice or a cure
period and may immediately terminate this Master Agreement in whole or in part if the
Lead State, in its sole discretion, determines that it is reasonably necessary to preserve
public safety or prevent immediate public crisis. Time allowed for cure shail not
diminish or eliminate defaulting party’s liability for damages.

c. If a defaulting party is afforded an opportunity to cure and fails to cure the default
within the period specified in the written notice of default, the defaulting party shall be in
breach of its obligations under this Master Agreement and the non-defaulting party shall
have the right to exercise any or all of the following remedies:

(1) Exercise any remedy provided by law; and

(2) Terminate this Master Agreement and any related Contracts or portions
thereof, and

(3) In the event of default by the Contractor, and to the extent permitted by the
law of the Participating State or Purchasing Entity, the Lead State shall have the
right to suspend Contractor from being able to respond to future bid solicitations;
and

(4) Suspend Contractor's performance; and
{5) Withhold payment until the default is remedied.

d. Unless otherwise specified in the Participating Addendum, in the event of a default
under a Participating Addendum, a Participating Entity shall provide a written notice of
default as described in this section and have all of the rights and remedies under this
paragraph regarding its participation in the Master Agreement, in addition to those set
forth in its Participating Addendum. Nothing in these Master Agreement Terms and
Conditions shall be construed to limit the rights and remedies available to a Purchasing
Entity under the applicable commercial code.

11. Changes in Contractor Representation: The Contractor must notify the Lead State
of changes in the Contractor's key administrative personnel, in writing within 10 calendar
days of the change. The Lead State reserves the right to approve changes in key
personnel, as identified in the Contractor’s proposal. The Contractor agrees to propose
replacement key personnel having substantially equal or better education, training, and
experience as was possessed by the key person proposed and evaluated in the
Contractor’s proposal.

12. Force Majeure: Neither party shall be in default by reason of any failure in
performance of this Contract in accordance with reasonable control and without fault or
negligence on their part. Such causes may include, but are not restricted to, acts of
nature or the public enemy, acts of the government in either its sovereign or contractual
capacity, fires, floods, epidemics, quarantine restrictions, strikes, freight embargoes and
unusually severe weather, but in every case the failure to perform such must be beyond
the reasonable control and without the fault or negligence of the party.

13. Indemnification
a. (1) Contract Indemnification: The Contractor shall defend, indemnify and hold



harmless NASPO, NASPO ValuePoint, the Lead State, Participating Entities, and
Purchasing Entities, along with their officers, agents, and employees as well as any
person or entity for which they may be liable, from and against claims, damages or
causes of action including reasonable attorneys’ fees and related costs for any death,
injury, or damage to property arising directly or indirectly from act(s), error(s), or
omission(s) of the Contractor, its employees or subcontractors or volunteers, at any tier,
relating to the performance under the Master Agreement.

(2) Participating Entities Indemnification: The Participating Entities shall defend and
indemnify Contractor for, from, and against any losses, damages, penalties, costs, and
expenses, including, without limitation, reasonable attorney fees incurred by Contractor
in connection with any claims or actions by Service Provider or other third parties arising
out of or resulting from (i) Client Data passing through the Cloud Services and/or
Service Provider’s network to or from the Participating Entity, (ii) unauthorized or misuse
of Cloud Services by Client, its employees or agents (excluding any claims that the
Cloud Services, as provided by Service Provider, infringe third-party intellectual property
rights), (iii) Participating Entity’s failure to comply with applicable law, (iv) Participating
Entity's failure to pay Contractor for the full Term, regardless of Service Provider
performance issues, and/or (v} Participating Entity's failure to comply with these Terms
of Sale.

b. Contractor Indemnification. The Contractor shall defend, indemnify and hold harmless
NASPO, NASPO ValuePoint, the Lead State, Participating Entities, Purchasing Entities,
along with their officers, agents, and employees as well as any person or entity for
which they may be liable , from and against claims, damages or causes of action
including reasonable attorneys’ fees and related costs arising out of the claim that the
Product or its use, infringes Intellectual Property rights (“Intellectual Property Claim") of
another person or entity.

(1) The Contractor's obligations under this section shall not extend to any claims
arising from the combination of the Product with any other product, system or method,
unless the Product, system or method is:

(a) provided by the Contractor or the Contractor’s subsidiaries or affiliates;

(b) specified by the Contractor to work with the Product; or

(c) reasonably required, in order to use the Product in its intended
manner, and the infringement could not have been avoided by substituting another
reasonably available product, system or method capable of performing the same

function; or

(d) It would be reasonably expected to use the Product in combination
with such product, system or method.

(2) The Indemnified Party shall notify the Indemnifying Party within a reasonable
time after receiving notice of a Claim. Even if the Indemnified Party fails to provide



reasonable notice, the Indemnifying Party shall not be relieved from its obligations
unless the Indemnifying Party can demonstrate that it was prejudiced in defending the
Claim resulting in increased expenses or loss to the Indemnifying-Party and then only to
the extent of the prejudice or expenses. If the Indemnifying Party promptly and
reasonably investigates and defends any Claim, it shall have control over the defense
and settlement of it. However, the Indemnified Party must consent in writing for any
money damages or obligations for which it may be responsible. The Indemnified Party
shall furnish, at the Indemnify Party's reasonable request and expense, information and
assistance necessary for such defense. if the Indemnifying Party fails to vigorously
pursue the defense or settiement of the Claim, the Indemnified Party may assume the
defense or settlement of it and the Indemnifying Party shall be liable for all costs and
expenses, including reasonable attorneys’ fees and related costs, incurred by the
Indemnified Party in the pursuit of the Claim. Unless otherwise agreed in writing, this
section is not subject to any limitations of liability in this Master Agreement or in any
other document executed in conjunction with this Master Agreement.

14. Independent Contractor: The Contractor shall be an independent contractor.
Contractor shall have no authorization, express or implied, to bind the Lead State,
Participating States, other Participating Entities, or Purchasing Entities to any
agreements, settlements, liability or understanding whatsoever, and agrees not to hold
itself out as agent except as expressly set forth herein or as expressly agreed in any
Participating Addendum.

15. Individual Customers: Except to the extent modified by a Participating Addendum,
each Purchasing Entity shall follow the terms and conditions of the Master Agreement
and applicable Participating Addendum and will have the same rights and
responsibilities for their purchases as the Lead State has in the Master Agreement,
including but not limited to, any indemnity or right to recover any costs as such right is
defined in the Master Agreement and applicable Participating Addendum for their
purchases. Each Purchasing Entity will be responsible for its own charges, fees, and
liabilities. The Contractor will apply the charges and invoice each Purchasing Entity
individually.

16. Insurance
Coverage shall be written on an occurrence basis, cyber liability and professional

liability is written on a claims made basis. The minimum acceptable limits shall be as
indicated below, with no deductible for each of the following categories:

(1) Commercial General Liability covering premises operations, independent
contractors, products and completed operations, blanket contractual liability, bodily
injury (including death), advertising liability, and property damage, with a limit of not
less than $1 million per occurrence/$2 million general aggregate;

(2) Tech E&O Coverage



Technology Errors and Omissions Minimum Insurance Coverage including

Professional Liability/Risk/Data Breach and Privacy/Cyber in the amount of
$5,000,000 in the aggregate.

(3) Contractor must comply with any applicable State Workers Compensation or
Employers Liability Insurance requirements.

¢. Contractor shall pay premiums on all insurance policies.

d. Prior to commencement of performance, Contractor shall provide to the Lead State a
blanket endorsement to the Contractor's general liability insurance policy or other
documentary evidence acceptable to the Lead State that (1) names the Participating
States identified in the Request for Proposal as additional insureds on a blanket basis,
(2) provides that cancellation, non-renewal, or expiration of the coverage contained in
such policy shall have be in accordance with policy terms and conditions, and (3)
provides that the Contractor’s liability insurance policy shall be primary, with any liability
insurance of any Participating State as secondary and noncontributory. Unless
otherwise agreed in any Participating Addendum, the Participating Entity’s rights and
Contractor’s obligations are the same as those specified in the first sentence of this
subsection. Before performance of any Purchase Order issued after execution of a
Participating Addendum authorizing it, the Contractor shall provide to a Purchasing
Entity or Participating Entity who requests it the same information described in this
subsection.

e. Contractor shall furnish to the Lead State, Participating Entity, and, on request, the
Purchasing Entity copies of certificates of all required insurance within thirty (30)
calendar days of the execution of this Master Agreement, the execution of a
Participating Addendum, or the Purchase Order's effective date and prior to performing
any work. The insurance certificate shall provide the following information: the name
and address of the insured; name, address, telephone number; name of the insurance
company (authorized to operate in all states); a description of coverage in detailed
standard terminology (including policy period, policy number, limits of liability,); These
certificates of insurance must expressly indicate compliance with each and every
insurance requirement specified in this section. Failure to provide evidence of coverage
may, at sole option of the Lead State, or any Participating Entity, result in this Master
Agreement’s termination or the termination of any Participating Addendum.

f. Coverage and limits shall not limit Contractor's liability and obligations under this
Master Agreement, any Participating Addendum, or any Purchase Order.



17. Laws and Regulations: Any and all Services offered and furnished shall comply
fully with all applicable laws (including but not limited to privacy and security related
laws) applicable to IT service providers.

18. No Waiver of Sovereign Immunity: In no event shall this Master Agreement, any
Participating Addendum or any contract or any Purchase Order issued thereunder, or
any act of a Lead State, a Participating Entity, or a Purchasing Entity be a waiver of any
form of defense or immunity, whether sovereign immunity, governmental immunity,
immunity based on the Eleventh Amendment to the Constitution of the United States or
otherwise, from any claim or from the jurisdiction of any court.

This section applies to a claim brought against the Participating State only to the extent
Congress has appropriately abrogated the Participating State's sovereign immunity and
is not consent by the Participating State to be sued in federal court. This section is also
not a waiver by the Participating State of any form of immunity, including but not limited
to sovereign immunity and immunity based on the Eleventh Amendment to the
Constitution of the United States. '

19. Ordering

a. Master Agreement order and purchase order numbers shall be clearly shown on all
acknowledgments, shipping labels, packing slips, invoices, and on all correspondence.

b. This Master Agreement permits Purchasing Entities to define project-specific
requirements and informally compete the requirement among other firms having a
Master Agreement on an “as needed” basis. This procedure may also be used when
requirements are aggregated or other firm commitments may be made to achieve
reductions in pricing. This procedure may be modified in Participating Addenda and
adapted to Purchasing Entity rules and policies. The Purchasing Entity may in its sole
discretion determine which firms should be solicited for a quote. The Purchasing Entity
may select the quote that it considers most advantageous, cost and other factors
considered.

¢. Each Purchasing Entity will identify and utilize its own appropriate purchasing
procedure and documentation. Contractor is expected to become familiar with the
Purchasing Entities’ rules, policies, and procedures. regarding the ordering of supplies
and/or services contemplated by this Master Agreement.

d. Contractor shail not begin providing Services without a valid Service Level
Agreement or other appropriate commitment document compliant with the law of the
Purchasing Entity.

e. Orders may be placed consistent with the terms of this Master Agreement during the
term of the Master Agreement.

f. All Orders pursuant to this Master Agreement, at a minimum, shall include:;

(1) The services or supplies being delivered,;



(2) The place and requested time of delivery;

(3) A billing address;

(4) The name, phone number, and address of the Purchasing Entity
representative;

{5) The price per unit or other pricing elements consistent with this Master
Agreement and the contractor’'s proposal;

{6) A ceiling amount of the order for services being ordered; and

(7) The Master Agreement identifier and the Participating State contract identifier.

g. All communications concerning administration of Orders placed shall be furnished
solely to the authorized purchasing agent within the Purchasing Entity’s purchasing
office, or to such other individual identified in writing in the Order.

h. Orders must be placed pursuant to this Master Agreement prior to the termination
date of this Master Agreement. Contractor is reminded that financial obligations of
Purchasing Entities payable after the current applicable fiscal year are contingent upon
agency funds for that purpose being appropriated, budgeted, and otherwise made
available.

i. Notwithstanding the expiration or termination of this Master Agreement, Contractor
agrees to perform in accordance with the terms of any Orders then outstanding at the
time of such expiration or termination. Contractor shall not honor any Orders placed
after the expiration or termination of this Master Agreement. Orders from any separate
indefinite quantity, task orders, or other form of indefinite delivery order arrangement
priced against this Master Agreement may not be placed after the expiration or
termination of this Master Agreement, notwithstanding the term of any such indefinite
delivery order agreement.

20. Participants and Scope

a. Contractor may not deliver Services under this Master Agreement until a Participating
Addendum acceptable to the Participating Entity and Contractor is executed. The
NASPO ValuePoint Master Agreement Terms and Conditions are applicable to any
Order by a Participating Entity (and other Purchasing Entities covered by their
Participating Addendum), except to the extent altered, modified, supplemented or
amended by a Participating Addendum. By way of illustration and not limitation, this
authority may apply to unique delivery and invoicing requirements, confidentiality
requirements, defaults on Orders, governing law and venue relating to Orders by a
Participating Entity, indemnification, and insurance requirements. Statutory or
constitutional requirements relating to availability of funds may require specific language
in some Participating Addenda in order to comply with applicable law. The expectation
IS that these alterations, modifications, supplements, or amendments will be addressed
in the Participating Addendum or, with the consent of the Purchasing Entity and
Contractor, may be included in the ordering document (e.g. purchase order or contract)
used by the Purchasing Entity to place the Order.

b. Subject to subsection 20c and a Participating Entity’s Participating Addendum, the



use of specific NASPO ValuePoint cooperative Master Agreements by state agencies,
political subdivisions and other Participating Entities (including cooperatives) authorized
by individual state’s statutes to use state contracts is subject to the approval of the
respective State Chief Procurement Official.

c. Unless otherwise stipulated in a Participating Entity's Participating Addendum,
specific services accessed through the NASPQO ValuePoint cooperative Master
Agreements for Cloud Services by state executive branch agencies, as required by a
Participating Entity’s statutes, are subject to the authority and approval of the
Participating Entity’s Chief Information Officer's Office®.

d. Obligations under this Master Agreement are limited to those Participating Entities
who have signed a Participating Addendum and Purchasing Entities within the scope of
those Participating Addenda. Financial obligations of Participating States are limited to
the orders placed by the departments or other state agencies and institutions having
available funds. Participating States incur no financial obligations on behalf of political
subdivisions.

e. NASPO ValuePoint is not a party to the Master Agreement. It is a nonprofit
cooperative purchasing organization assisting states in administering the NASPO
ValuePoint cooperative purchasing program for state government departments,
institutions, agencies and political subdivisions (e.g., colleges, school districts, counties,
cities, etc.) for all 50 states, the District of Columbia and the territories of the United
States.

f. Participating Addenda shall not be construed to amend the terms of this Master
Agreement between the Lead State and Contractor.

g. Participating Entities who are not states may under some circumstances sign their
own Participating Addendum, subject to the approval of participation by the Chief
Procurement Official of the state where the Participating Entity is located. Coordinate
requests for such participation through NASPQ ValuePoint. Any permission to
participate through execution of a Participating Addendum is not a determination that
procurement authority exists in the Participating Entity; they must ensure that they have
the requisite procurement authority to execute a Participating Addendum.

h. Resale. Subject to any explicit permission in a Participating Addendum, Purchasing
Entities may not resell goods, software, or Services obtained under this Master
Agreement. This limitation does not prohibit: payments by employees of a Purchasing
Entity as explicitly permitted under this agreement; sales of goods to the general public
as surplus property; and fees associated with inventory transactions with other
governmental or nonprofit entities under cooperative agreements and consistent with a
Purchasing Entity's laws and regulations. Any sale or transfer permitted by this
subsection must be consistent with license rights granted for use of intellectual property.

3 Chief Information Officer means the individual designated by the Governor with Executive Branch, enterprise-
wide responsibility for the leadership and management of information technology resources of a state.



21. Payment: Unless otherwise stipulated in the Participating Addendum, Payment is
normally made within 30 days following the date of a correct invoice is received.
Purchasing Entities reserve the right to withhold payment of a portion (including all if
applicable) of disputed amount of an invoice. After 45 days the Contractor may assess
overdue account charges up to a maximum rate of one percent per month on the
outstanding balance. Payments will be remitted by mail. Payments may be made via a
State or political subdivision “Purchasing Card” with no additional charge.

22. Data Access Controls: Contractor will provide access to Purchasing Entity's Data
only to those Contractor employees, contractors and subcontractors (*Contractor Staff’)
who need to access the Data to fulfill Contractor's obligations under this Agreement.
Contractor shall not access a Purchasing Entity’s user accounts or Data, except in the
course of data center operations, response to service or technical issues, as necessary
for the operation and maintenance of the service, as required by the express terms of
this Master Agreement, or at a Purchasing Entity’s written request.

Contractor may not share a Purchasing Entity’s Data with its parent corporation, other
affiliates, or any other third party without the Purchasing Entity's express written
consent.

Contractor will ensure that, prior to being granted access to the Data, Contractor Staff
who perform work under this Agreement have successfully completed annual instruction
of a nature sufficient to enable them to. effectively comply with all Data protection
provisions of this Agreement; and possess all qualifications appropriate to the nature of
the employees’ duties and the sensitivity of the Data they will be handling.

23. Operations Management: Contractor shall maintain the administrative, physical,
technical, and procedural infrastructure associated with the provision of the Product in a
manner that will protect Customer Data against accidental, unauthorized or unlawful
access, disclosure, alteration, loss or destruction.

24. Public Information: This Master Agreement and all related documents are subject
to disclosure pursuant to the Purchasing Entity’s public information laws.

25. Purchasing Entity Data: Purchasing Entity retains full right and title to Data
provided by it.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except
as strictly necessary to provide Service to the Purchasing Entity. No information
regarding Purchasing Entity's use of the Service may be disclosed, provided, rented or
sold to any third party for any reason unless required by law or regulation or by an order
of a court of competent jurisdiction. The obligation shall extend beyond the term of this
Master Agreement in perpetuity.

Contractor shall not use any information collected in connection with this Master
Agreement, inciuding Purchasing Entity Data, for any purpose other than fulfilling its
obligations under this Master Agreement.



26. Records Administration and Audit.

a. The Contractor shall maintain books, records, documents, and other evidence
pertaining to this Master Agreement and orders placed by Purchasing Entities under it
to the extent and in such detail as shall adequately reflect performance and
administration of payments and fees. Contractor shall permit the Lead State, a
Participating Entity, a Purchasing Entity, the federal government (including its grant
awarding entities and the U.S. Comptroller General), and any other duly authorized
agent of a governmental agency, to audit, inspect, examine, copy and/or transcribe
Contractor's books, documents, papers and records directly pertinent to this Master
Agreement or orders placed by a Purchasing Entity under it for the purpose of making
audits, examinations, excerpts, and transcriptions. This right shall survive for a period
of six (6) years following termination of this Agreement or final payment for any order
placed by a Purchasing Entity against this Agreement, whichever is later, to assure
compliance with the terms hereof or to evaluate performance hereunder.

b. Without limiting any other remedy available to any governmental entity, the
Contractor shall reimburse the applicable Lead State, Participating Entity, or Purchasing
Entity for any overpayments inconsistent with the terms of the Master Agreement or
orders or underpayment of fees found as a result of the examination of the Contractor's
records.

c. The rights and obligations herein exist in addition to any quality assurance obligation
in the Master Agreement requiring the Contractor to self-audit contract obligations and
that permits the Lead State to review compliance with those obligations.

d. The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement and applicable Participating Addendum terms. The purchasing entity may
perform this audit or contract with a third party at its discretion and at the purchasing
entity’s expense.

27. Administrative Fees: The Contractor shall pay to NASPO ValuePoint, or its
assignee, a NASPO ValuePoint Administrative Fee of one-quarter of one percent
(0.25% or 0.0025) no later than 60 days following the end of each calendar quarter. The
NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on
sales of the Services. The NASPO ValuePoint Administrative Fee is not negotiable. This
fee is to be included as part of the pricing submitted with proposal.

Additionally, some states may require an additional administrative fee be paid directly to
the state on purchases made by Purchasing Entities within that state. For all such
requests, the fee level, payment method and schedule for such reports and payments
will be incorporated into the Participating Addendum that is made a part of the Master
Agreement. The Contractor may adjust the Master Agreement pricing accordingly for
purchases made by Purchasing Entities within the jurisdiction of the state. Al! such
agreements shall not affect the NASPO ValuePoint; Administrative Fee percentage or
the prices paid by the Purchasing Entities outside the jurisdiction of the state requesting
the additional fee. The NASPO ValuePoint Administrative Fee shall be based on the



gross amount of all sales at the adjusted prices (if any) in Participating Addenda.

28. System Failure or Damage: In the event of system failure or damage caused by
Contractor or its Services, the Contractor agrees to use its best efforts to restore or
assist in restoring the system to operational capacity.

29. Title to Product: If access to the Product requires an application program interface
(API), Contractor shail convey to Purchasing Entity a license to use that AP| for the
duration of that applicable Product subscription.

30. Data Privacy: The Contractor must comply with all applicable laws (including but
not limited to data privacy and security related laws) applicable to IT service providers.
Prior to entering into a SLA with a Purchasing Entity, the Contractor and Purchasing
Entity must cooperate and hold a meeting to determine the Data Categorization to
determine whether the Contractor will hold, store, or process High Risk Data, Moderate
Risk Data and Low Risk Data. The Contractor must document the Data Categorization
in the SLA or Statement of Work.

31. Warranty: At a minimum the Contractor must warrant the following:

a. Contractor has acquired any and all rights, grants, assignments, conveyances,
licenses, permissions, and authorization for the Contractor to resell the Services
described in this Master Agreement.

b. Contractor will perform materially as described in this Master Agreement including
any performance representations contained in the Contractor's response to the
Solicitation by the Lead State.

c. Contractor represents and warrants that the representations contained in its response
to the Solicitation by the Lead State.

d. The Contractor will not interfere with a Purchasing Entity's access to and use of the
Services it acquires from this Master Agreement.

32. Transition Assistance: The Contractor shall assist a Purchasing Entity if
requested, by providing guidance, in exporting and extracting a Purchasing Entity’s
Data. Any transition services requested by a Purchasing Entity involving knowiedge
transfer or guidance and support shall be subject to a separation transition Statement of
Work.

33. Waiver of Breach: Failure of a party to declare a default or enforce any rights and
remedies shall not operate as a waiver under this Master Agreement or Participating
Addendum. Any waiver by a party must be in writing. Waiver by a party of any default,
right or remedy under this Master Agreement or Participating Addendum, or by
Purchasing Entity with respect to any Purchase Order, or breach of any terms or
requirements of this Master Agreement, a Participating Addendum, or Purchase Order
shall not be construed or operate as a waiver of any subsequent default or breach of



such term or requirement, or of any other term or requirement under this Master
Agreement, Participating Addendum, or Purchase Order.

34. Assignment of Antitrust Rights: Contractor irrevocably assigns to a Participating
Entity who is a state any claim for relief or cause of action which the Contractor now has
or which may accrue to the Contractor in the future by reason of any violation of state or
federal antitrust laws (15 U.S.C. § 1-15 or a Participating Entity's state antitrust
provisions), as now in effect and as may be amended from time to time, in connection
with any goods or services provided to the Contractor for the purpose of carrying out the
Contractor’s obligations under this Master Agreement or Participating Addendum,
including, at a Participating Entity's option, the right to control any such litigation on such
claim for relief or cause of action.

35. Debarment : The Contractor certifies, to the best of its knowledge, that neither it nor
its principals are presently debarred, suspended, proposed for debarment, declared
ineligible, or voluntarily excluded from participation in this transaction (contract) by any
governmental department or agency. This certification represents a recurring
certification made at the time any Order is placed under this Master Agreement. If the
Contractor cannot certify this statement, attach a written explanation for review by the
Lead State.

36. Performance and Payment Time Frames that Exceed Contract Duration: All
maintenance or other agreements for services entered into during the duration of an
SLA and whose performance and payment time frames extend beyond the duration of
this Master Agreement shall remain in effect for performance and payment purposes
(limited to the time frame and services established per each written agreement). No new
leases, maintenance or other agreements for services may be executed after the
Master Agreement has expired. For the purposes of this section, renewals of
maintenance, subscriptions, SaaS subscriptions and agreements, and other service
agreements, shall not be considered as “new.”

37. Governing Law and Venue

a. The procurement, evaluation, and award of the Master Agreement shall be governed
by and construed in accordance with the laws of the Lead State sponsoring and
administering the procurement. The construction and effect of the Master Agreement
after award shall be governed by the law of the state serving as Lead State (in most
cases also the Lead State). The construction and effect of any Participating Addendum
or Order against the Master Agreement shall be governed by and construed in
accordance with the laws of the Participating Entity’s or Purchasing Entity's State.

b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or
action relating to the procurement, evaluation, and award is in the Lead State. Venue
for any claim, dispute or action concerning the terms of the Master Agreement shall be
in the state serving as Lead State. Venue for any claim, dispute, or action concerning
any Order placed against the Master Agreement or the effect of a Participating
Addendum shall be in the Purchasing Entity's State.



c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely
and exclusively within the United States District Court for (in decreasing order of
priority). the Lead State for claims relating to the procurement, evaluation, award, or
contract performance or administration if the Lead State is a party; the Participating
State if a named party; the Participating Entity state if a named party; or the Purchasing
Entity state if a named party.

d. This section is also not a waiver by the Participating State of any form of immunity,
including but not limited to sovereign immunity and immunity based on the Eleventh
Amendment to the Constitution of the United States.

38. No Guarantee of Service Volumes: The Contractor acknowledges and agrees that
the Lead State and NASPO ValuePoint makes no representation, warranty or condition
as to the nature, timing, quality, quantity or volume of business for the Services or any
other products and services that the Contractor may realize from this Master
Agreement, or the compensation that may be earned by the Contractor by offering the
Services. The Contractor acknowledges and agrees that it has conducted its own due
diligence prior to entering into this Master Agreement as to all the foregoing matters.

39. NASPO ValuePoint eMarket Center: In July 2011, NASPO ValuePoint entered into
a multi-year agreement with SciQuest, Inc. whereby SciQuest will provide certain
electronic catalog hosting and management services to enable eligible NASPO
ValuePoint's customers to access a central online website to view and/or shop the
goods and services available from existing NASPO ValuePoint Cooperative Contracts.
The central online website is referred to as the NASPO ValuePoint eMarket Center.

The Contractor will have visibility in the eMarket Center through Ordering Instructions.
These Ordering Instructions are available at no cost to the Contractor and provided
customers information regarding the Contractors website and ordering information.

At a minimum, the Contractor agrees to the following timeline: NASPO ValuePoint
eMarket Center Site Admin shall provide a written request to the Contractor to begin
Ordering Instruction process. The Contractor shall have thirty (30) days from receipt of
written request to work with NASPO ValuePoint to provide any unique information and
ordering instructions that the Contractor would like the customer to have.

40. Contract Provisions for Orders Utilizing Federal Funds: Pursuant to Appendix ||
to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for Non-Federal
Entity Contracts Under Federal Awards, Orders funded with federal funds may have
additional contractual requirements or certifications that must be satisfied at the time the
Order is placed or upon delivery. These federal requirements may be proposed by
Participating Entities in Participating Addenda and Purchasing Entities for incorporation
in Orders placed under this master agreement.

41. Government Support: No support, facility space, materials, special access,
personnel or other obligations on behalf of the states or other Participating Entities,



other than payment, are required under the Master Agreement.

42. NASPO ValuePoint Summary and Detailed Usage Reports: In addition to other
reports that may be required by this solicitation, the Contractor shall provide the
following NASPO ValuePoint reports.

a. Summary Sales Data. The Contractor shall submit quarterly sales reports directly to
NASPO ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee
Reporting Tool found at http://www.naspo.org/WNCPO/Calculator.aspx. Any/all sales
made under the contract shall be reported as cumulative totals by state. Even if
Contractor experiences zero sales during a calendar quarter, a report is still required.
Reports shall be due no later than 30 day following the end of the calendar quarter (as
specified in the reporting tool).

b. Detailed Sales Data. Contractor shall also report detailed sales data by: (1) state; (2)
entity/customer type, e.g. local government, higher education, K12, non-profit; (3)
Purchasing Entity name; (4) Purchasing Entity bill-to and ship-to locations; (4)
Purchasing Entity and Contractor Purchase Order identifier/number(s); (5) Purchase
Order Type (e.g. sales order, credit, return, upgrade, determined by industry practices);
(6) Purchase Order date; (7) and line item description, including product number if used.
The report shali be submitted in any form required by the solicitation. Reports are due
on a quarterly basis and must be received by the Lead State and NASPQO ValuePoint
Cooperative Development Team no later than thirty (30) days after the end of the
reporting period. Reports shall be delivered to the Lead State and to the NASPO
ValuePoint Cooperative Development Team electronically through a designated portal,
email, CD-Rom, flash drive or other method as determined by the Lead State and
NASPO ValuePoint. Detailed sales data reports shall include sales information for all
sales under Participating Addenda executed under this Master Agreement. The format
for the detailed sales data report is in shown in Attachment F.

c. Reportable sales for the summary sales data report and detailed sales data report
includes sales to employees for personal use where authorized by the solicitation and
the Participating Addendum. Report data for employees should be limited to ONLY the
state and entity they are participating under the authority of (state and agency, city,
county, school district, etc.) and the amount of sales. No personal identification
numbers, e.g. names, addresses, social security numbers or any other numerical
identifier, may be submitted with any report.

d. Contractor shall provide the NASPO ValuePoint Cooperative Development
Coordinator with an executive summary each quarter that includes, at a minimum, a list
of states with an active Participating Addendum, states that Contractor is in negotiations
with and any PA roll out or implementation activities and issues. NASPO ValuePoint
Cooperative Development Coordinator and Contractor will determine the format and
content of the executive summary. The executive summary is due 30 days after the
conclusion of each calendar quarter.



e. Timely submission of these reports is a material requirement of the Master
Agreement. The recipient of the reports shall have exclusive ownership of the media
containing the reports. The Lead State and NASPO ValuePoint shall have a perpetual,
irrevocable, non-exclusive, royalty free, transferable right to display, modify, copy, and
otherwise use reports, data and information provided under this section.

f. If requested by a Participating Entity, the Contractor must provide detailed sales data
within the Participating State.

43. Limitation of Liability for Contractor:

a. Direct Damages Limitation. If Contractor, at its option, re-performs the Services or
replaces the Product that is the subject of, or gave rise to, the claim, Contractor’s total
liability will be limited to such re-performance. If (i) the claim or matter cannot be
remedied by such re-performance; (i) re-performance is not an applicable remedy; or
(iii) re-performance is not provided, then Contractor’s total aggregate liability for any and
all claims under this Master Agreement will be limited to and shall not exceed: (i) an
amount equal to two (2x) times the total amount paid by Participating Entity to
Contractor for the Cloud Services under the Purchas Order giving rise to the party’s
claim (said amount not to exceed a total of twelve months (12) months charges under
the applicable purchase order) including indirect damages or (ii} or $1,000,000,
whichever is greater.

b. Indirect/Special Damages. Except for fraud and Participating Entity’s obligations
under the subsection titled “Indemnification,” neither party will be liable for any indirect,
special, incidental or consequential damages, nor damages for loss of business profits,
business interruption, loss of business information and the like, arising in any way out of
the order, any of the documents referenced in the order (or any addenda or amendment
thereto), or the use or inability to use any Cloud Services, even if advised of the
possibility of such damages.

44. Entire Agreement: This Master Agreement, along with any attachment, contains
the entire understanding of the parties hereto with respect to the Master Agreement
unless a term is modified in a Participating Addendum with a Participating Entity.



Exhibit 1 to the Master Agreement: Software-as-a-Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to
the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user
accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall
survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
avaitability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft
of Personal Data and Non-Public Data. Such security measures shatl be in accordance with
recognized industry practice and not less stringent than the measures the Contractor applies to
its own Personal Data and Non-Public Data of similar kind. :

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shall be included
in the service level agreement (SLA}, or otherwise made a part of the Master Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in
transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor.
The level of protection and encryption for all Non-Public Data shall be identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that
does not include the Purchasing Entity.

f. The Contractor shall not use any information collected in connection with the Services issued
from this Master Agreement for any purpose other than fulfilling the Services.



3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users
solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in
data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing
Entity data on portable devices, including personal computers, except for devices that are used and kept
only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access
Purchasing Entity data remotely only as required to provide technical support. The Contractor may
provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise
prohibited in a Participating Addendum.

4. Security Incident or Data Breach Notification:

a. Incident Response: Contractor may need to communicate with outside parties regarding a
security incident, which may include contacting law enforcement, fielding media inquiries and
seeking external expertise as mutually agreed upon, defined by law or contained in the contract.
Discussing security incidents with the Purchasing Entity should be handled on an urgent as-
needed basis, as part of Contractor’s communication and mitigation processes as mutually
agreed upon, defined by law or contained in the Master Agreement.

b. Security Incident Reporting Requirements: The Contractor shall report a security incident to
the Purchasing Entity identified contact immediately as soon as possible or promptly without
out reasonable delay, or as defined in the SLA.

¢. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data
breach that affects the security of any purchasing entity’s content that is subject to applicable
data breach notification law, the Contractor shall 1) as soon as possible or promptly without
out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to address the data breach in a timely
manner.

5. Personal Data Breach Responsibilities: This section only applies when a Data Breach occurs with
respect to Personal Data within the possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Purchasing Entity identified contact by telephone in accordance with the agreed upon security
plan or security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing
Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it has confirmed that there is, or reasonably believes that there has been a
Data Breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably
requested by the Purchasing Entity to investigate and resolve the Data Breach, {2) promptly
implement necessary remedial measures, if necessary, and {3) document responsive actions
taken related to the Data Breach, including any post-incident review of events and actions taken
to make changes in business practices in providing the services, if necessary.



¢. Unless otherwise stipulated, if a data breach is a direct result of Contractor’s breach of its
contractual obligation to encrypt personal data or otherwise prevent its release as reasonably
determined by the Purchasing Entity, the Contractor shall bear the costs associated with (1) the
investigation and resolution of the data breach; {2) notifications to individuals, regulators or
others required by federal and state laws or as otherwise agreed to; (3) a credit monitoring
service required by state (or federal) law or as otherwise agreed to; (4) a website or a toll-free
number and call center for affected individuals required by federal and state laws — all not to .
exceed the average per record per person cost calculated for data breaches in the United States
(currently $217 per record/person) in the most recent Cost of Data Breach Study: Global
Analysis published by the Ponemon Institute at the time of the data breach; and (5) complete all
corrective actions as reasonably determined by Contractor based on root cause.

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any
electronic discovery, litigation holds, discovery searches and expert testimonies related to the
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of
process and other legal requests related to the Purchasing Entity without first notifying and obtaining
the approval of the Purchasing Entity, unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a. In the event of a termination of the Master Agreement or applicable Participating Addendum,
the Contractor shall implement an orderly return of purchasing entity’s data in a CSV or another
mutually agreeable format at a time agreed to by the parties or allow the Purchasing Entity to
extract it’s data and the subsequent secure disposal of purchasing entity's data.

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

¢. In the event of termination of any services or agreement in entirety, the Contractor shall not
take any action to intentionally erase purchasing entity’s data for a period of:

* 10 days after the effective date of termination, if the termination is in accordance with
the contract period

+ 30 days after the effective date of termination, if the termination is for convenience
* 60 days after the effective date of termination, if the termination is for cause

After such period, the Contractor shall have no obligation to maintain or provide any purchasing
entity’s data and shall thereafter, unless legally prohibited, delete all purchasing entity’s data in
its systems or otherwise in its possession or under its control.



d. The purchasing entity shall be entitled to any post termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has been
established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely
dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and
paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted
and shall not be recoverable, according to National Institute of Standards and Technology
(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity.

8. Background Checks: Upon the request of the Purchasing Entity, the Contractor shall conduct criminal
background checks and not utilize any staff, including subcontractors, to fulfill the obligations of the
Master Agreement who have been convicted of any crime of dishonesty, including but not limited to
criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which incarceration for
up to 1 year is an authorized penalty. The Contractor shall promote and maintain an awareness of the
importance of securing the Purchasing Entity’s information among the Contractor’'s employees and
agents. If any of the stated personnel providing services under a Participating Addendum is not
acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal history
investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) request
immediate replacement of the person, or {2) immediately terminate the Participating Addendum and
any related service agreement.

9. Access to Security Logs and Reports: The Contractor shall provide reports on a schedule specified in
the SLA to the Purchasing Entity in a format as specified in the SLA agreed to by both the Contractor and
the Purchasing Entity. Reports shall include latency statistics, user access, user access |P address, user
access history and security logs for all public jurisdiction files related to this Master Agreement and
applicable Participating Addendum.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its
discretion and at the Purchasing Entity’s expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least
annually at its expense, and provide an unredacted version of the audit report upon request to a
Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version.
A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a
third-party audit.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour
advance notice {or as determined by a Purchasing Entity and included in the SLA} to the Purchasing
Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service
availability and performance. A major upgrade is a replacement of hardware, software or firmware with
a newer or better version in order to 'bring the system up to date or to improve its characteristics. It
usually includes a new versian number.



Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when
Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service's functionality, adversely
affect Purchasing Entity’'s use of or access to the Service, or increase the cost of the Service to the
Purchasing Entity.

Contractor will notify the Purchasing Entity at |east sixty {60) days in advance prior to any major update
or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary
system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such
that adequate protection and flexibility can be attained between the Purchasing Entity and the
Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor
shall understand each other’s roles and responsibilities.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing
Entity data to that which is absolutely necessary to perform job duties.

15. import and Export of Data: The Purchasing £ntity shall have the ability to import or export data in
piecemeal or in entirety at its discretion without interference from the Contractor at any time during the
term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing
Entity to import or export data to/from ather Contractors. Contractor shall specify if Purchasing Entity is
required to provide its’ own taols for this purpose, including the optional purchase of Contractors tools
if Contractors applications are not able to provide this functionality directly.

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and
operation of all hardware, software and network support related to the services being provided. The
technical and professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The system shall be available 24/7/365 {with
agreed-upon maintenance downtime), and provide service to customers as defined in the SLA.

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to
services provided under this Master Agreement, including but not limited to all subcontractors or other
entities or individuals who may be a party to a joint venture or similar agreement with the Contractor,
and who shall be involved in any application development and/or operations,

18. Right to Remove Individuals: The Purchasing Entity shall have the right at any time to require that
the Contractor remove from interaction with Purchasing Entity any Contractor representative who the
Purchasing Entity believes is detrimental to its working relationship with the Contractor. The Purchasing
Entity shall provide the Contractor with notice of its determination, and the reasons it requests the
removal. If the Purchasing Entity signifies that a potential security violation exists with respect to the
request, the Contractor shall immediately remove such individual. The Contractor shall not assign the



person to any aspect of the Master Agreement or future work orders without the Purchasing Entity’s
consent.

19, Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and
disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective
{(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing
Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test
and take action to correct any issues detected during the test in a time frame mutually agreed between
the Contractor and the Purchasing Entity. '

20. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to
Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973, or any other state
laws or administrative regulations identified by the Participating Entity.

21. Web Services: The Contractor shall use Web services exclusively to interface with the Purchasing
Entity’s data in near real time.

22. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with
validated cryptography standards as referenced in FIPS 140-2, Security Requirements for Cryptographic
Modules for all Personal Data, unless the Purchasing Entity approves in writing for the storage of
Personal Data on a Contractor portable device in order to accomplish work as defined in the statement
of work.

23. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the
Service for its business purposes; {ii} for Saa$, use underlying software as embodied or used in the
Service; and {iii) view, copy, upload and download (where applicable), and use Contractor’s
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy,
shall apply te Purchasing Entities unless such terms are included in this Master Agreement.



Exhibit 2 to the Master Agreement: Platform-as-a-Service
1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to

the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user

accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating

Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall
survive and extend beyand the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft
of Personal Data and Non-Public Data. Such security measures shall be in accordance with
recognized industry practice and not less stringent than the measures the Contractor applies to
its own Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shall be included
in the service level agreement (SLA), or otherwise made a part of the Master Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in
transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor.
The level of protection and encryption for all Non-Public Data shall be identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that
does not include the Purchasing Entity.

f. The Contractor shall not use any infarmation collected in connection with the Services issued
from this Master Agreement for any purpose other than fulfilling the Services.



3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users
solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in
data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing
Entity data on portable devices, including personal computers, except for devices that are used and kept
only at its U.S. data centers. The Contractor shall permit its personne! and contractors to access
Purchasing Entity data remotely only as required to provide technical support. The Contractor may
provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise
prohibited in a Participating Addendum.

4. Security Incident or Data Breach Notification: The Cantractor shall inform the Purchasing Entity of
any security incident or data breach within the possession and control of the Contractor and related to
the service provided under the Master Agreement, Participating Addendum, or SLA. Such natice shall
include, to the best of Contractor’s knowledge at that time, the persons affected, their identities, and
the Confidential Information and Data disclosed, or shall include if this information is unknown,

a. Incident Response: The Contractor may need to communicate with outside parties regarding a
security incident, which may include contacting law enforcement, fielding media inquiries and
seeking external expertise as mutually agreed upon, defined by law or contained in the Master
Agreement, Participating Addendum, or SLA. Discussing security incidents with the Purchasing
Entity should be handled on an urgent as-needed basis, as part of Contractor’s communication
and mitigation processes as mutually agreed, defined by law or contained in the Master
Agreement, Participating Addendum, or SLA.

b. Security Incident Reporting Requirements: Unless otherwise stipulated, the Contractor shall
immediately report a security incident related to its service under the Master Agreement,
Participating Addendum, or SLA to the appropriate Purchasing Entity.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data
breach that affects the security of any Purchasing Entity data that is subject to applicable data
breach notification law, the Contractor shall (1) promptly notify the appropriate Purchasing
Entity within 24 hours or sooner, unless shorter time is required by applicable law, and (2) take
commercially reasonable measures to address the data breach in a timely manner

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to Persanal
Data within the possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Purchasing Entity identified contact by telephane in accordance with the agreed upon security
plan or security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing
Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it has confirmed that there is, or reasonably believes that there has been a
data breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably



requested by the Purchasing Entity to investigate and resolve the data breach, {2) promptly
implement necessary remedial measures, if necessary, and (3) document responsive actions
taken related to the data breach, including any post-incident review of events and actions taken
to make changes in business practices in providing the services, if necessary.

¢. Unless otherwise stipulated, if a Data Breach is a direct result of Contractor’s breach of its
contractual obligation to encrypt Personal Data or otherwise prevent its release, the Contractor
shall bear the costs associated with (1) the investigation and resolution of the data breach; (2)
notifications to individuals, regulators or others required by federal and state laws or as
otherwise agreed to; {3} a credit monitoring service required by state {or federal) law or as
otherwise agreed to; (4) a website or a toll-free number and call center for affected individuals
required by federal and state laws — all not to exceed the average per record per person cost
calculated for data breaches in the United States (currently $217 per record/person) in the most
recent Cost of Data Breach Study: Glabal Analysis published by the Poneman Institute at the
time of the data breach; and (5) complete all corrective actions as reasonably determined by
Contractor based on root cause,

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any
electronic discovery, litigation holds, discovery searches and expert testimonies related to the
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of
process and other legal requests related to the Purchasing Entity without first notifying and obtaining
the approval of the Purchasing Entity, unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a. In the event of an early termination of the Master Agreement, Participating or SLA, Contractor
shall allow for the Purchasing Entity to retrieve its digital content and provide for the
subsequent secure disposal of the Purchasing Entity’s digital content,

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

¢. In the event of early termination of any Services or agreement in entirety, the Contractor shall
not take any action to intentionally erase any Purchasing Entity’s data for a period of 1) 45 days
after the effective date of termination, if the termination is for convenience; or 2) 60 days after
the effective date of termination, if the termination is for cause. After such day period, the
Contractor shall have no obligation to maintain or provide ény Purchasing Entity data and shall
thereafter, unless legally prohibited, delete all Purchasing Entity data in its systems or otherwise
ih its possession or under its control. In the event of either termination for cause, the Contractor
will impose no fees for access and retrieval of digital content to the Purchasing Entity.



d. The Purchasing Entity shall be entitled to any post termination assistance generally made
available with respect to the services, unless a unique data retrievai arrangement has been
established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely
disposé of all Purchasihg Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and
paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted
and shall not be recoverable, according to National Institute of Standards and Technology
(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity.

8. Background Checks:

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal background
checks and not utilize any staff, including subcontractors, to fulfill the obligations of the Master
Agreement who have been convicted of any crime of dishonesty, including but not limited to
criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to 1 year is an authorized penalty. The Contractor shall promote and
maintain an awareness of the importance of securing the Purchasing Entity’s information among
the Contractor's employees and agents.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA.

c. If any of the stated personnel providing services under a Participating Addendum is not
acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal
history investigation, the Purchasing Entity, in its” sole option shall have the right to either (1)
request immediate replacement of the person, or (2} immediately terminate the Participating
Addendum and any related service agreement.

9. Access to Security Logs and Reports:

a. The Contractor shall provide reports on a schedule specified in the SLA to the Purchasing
Entity in a format as specified in the SLA and agreed to by both the Contractor and the
Purchasing Entity. Reports will include latency statistics, user access, user access IP address, user -
access history and security logs for afl Purchasing Entity files related to the Master Agreement,
Participating Addendum, or SLA.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA.



10. Contract Audit: The Contractor shalt allow the Purchasing Entity to audit conformance to the Master
Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its
discretion and at the Purchasing Entity’s expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least
annually at its expense, and provide an unredacted version of the audit report upon request to a
Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version.
A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a
third-party audit.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48} hour
advance notice (or as determined 'by a Purchasing Entity and included in the SLA) to the Purchasing
Entity of any upgrades (e.8., major upgrades, minor upgrades, system changes) that may impact service
availability and performance. A major upgrade is a replacement of hardware, software or firmware with
a newer or better version in order to bring the system up to date or to improve its characteristics. It
usually includes a new version number.

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when
Contractor makes such updates and upgrades generally available to its users,

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely
affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the
Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance p'rior to any major update
or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary
system security plans {5SP) or security processes and technicatl limitations to the Purchasing Entity such
that adequate protection and flexibility can be attained between the Purchasing Entity and the
Contractor. For example: virus checking and port sniffing — the Purchasing Entity'and the Contractor
shall understand each other’s roles and responsibilities.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing
Entity data to that which is absolutely necessary to perform job duties.

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in
piecemeal or in entirety at its discretion without interference from the Contractor at any time during the
term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing
Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is
required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools
if Contractors applications are not able to provide this functionality directly.



16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and
operation of all hardware, software and network support related to the services being provided. The
technical and professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The system shall be available 24/7/365 {with
agreed-upon maintenance downtime), and provide service to customers as defined in the SLA.

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to
services provided under this Master Agreement, including but not limited to all subcontractors or other
entities or individuals who may be a party to a joint venture or similar agreement with the Contractor,
and who shall be involved in any application development and/or operations.

18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and
disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective
(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing
Entity.} Contractor must work with the Purchasing Entity to perform an annuval Disaster Recovery test
and take action to correct any issues detected during the test in a time frame mutually agreed between
the Contractor and the Purchasing Entity.

19. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to
Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973 or any other state
laws or administrative regulations identified by the Participating Entity..

20. Web Services: The Contractor shall use Web services exclusively to interface with the Purchasing
Entity’s data in near real time.

21. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with
validated cryptography standards as referenced in FIPS 140-2, Security Requirements for Cryptographic
Modules for all Personal Data as identified in the SLA, unless the Contractor presents a justifiable
position that is approved by the Purchasing Entity that Personal Data, is required to be stored on a
Contractor portable device in order to accomplish work as defined in the scope of work.

22. Subscription Terms: Contractor grants to a Purchasing Entity a license to: {i) access and use the
Service for its business purposes; (i) for PaaS, use underlying software as embodied or used in the
Service; and (iii) view, copy, upload and download (where applicabie), and use Contractor’s
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy,
shall apply to Purchasing Entities unless such terms are included in this Master Agreement.



Exhibit 3 to the Master Agreement: Infrastructure-as-a-Service
1, Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to

the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user

accounts or Purchasing Entity data, except (1) in the course of data center operations, {2) in response to
service or technical issues, (3} as required by the express terms of this Master Agreement, Participating

Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless
required by law or regulation or b\f an order of a court of competent jurisdiction. This obligation shall
survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft
of Personal Data and Non-Public Data. Such security measures shall be in accordance with
recognized industry practice and not less stringent than the measures the Contractor applies to
its awn Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shall be included
in the service level agreement (SLA), or otherwise made a part of the Master Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in
transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor.
The level of protection and encryption for all Non-Public Data shall be identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that
does not include the Purchasing Entity.

f. The Contractor shall not use any information collected in connection with the Services issued
from this Master Agreement for any purpose other than fulfilling the Services.



3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users
solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in
data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing
Entity data on portable devices, including personal computers, except for devices that are used and kept
only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access
Purchasing Entity data remotely only as required to provide technical support. The Contractor may
provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise
prohibited in a Participating Addendum.

4. Security Incident or Data Breach Notification: The Contractor shall inform the Purchasing Entity of
any security incident or data breach related to Purchasing Entity’s Data within the passession or control
of the Contractor and related to the service provided under the Master Agreement, Participating
Addendum, or SLA. Such notice shall include, to the best of Contractor’s knowledge at that time, the
persons affected, their identities, and the Confidential Information and Data disclosed, or shall include if
this information is unknown.

a. Security Incident Reporting Requirements: The Contractor shall report a security incident to
the Purchasing Entity identified contact immediately as soon as possible or promptly without
out reasonable delay, or as defined in the SLA.

b. Breach Reporting Requirements: If the Contractor has actuat knowledge of a confirmed data
breach that affects the security of any purchasing entity’s content that is subject to applicable
data breach notification law, the Contractor shall (1) as soon as possible or promptly without
out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to address the data breach in a timely
manner.

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to Personal
Data within the possession or control of the Contracter and related to the service provided under the
Master Agreement, Participating Addendum, or SLA.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Purchasing Entity identified contact by telephone in accordance with the agreed upon security
plan or security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing
Entity identified contact within 24 hours or soaner by telephone, unless shorter time is required
by applicable taw, if it has confirmed that there is, or reasonably believes that there has been a
data breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably
requested by the Purchasing Entity to investigate and resolve the Data Breach, (2) promptly
implement necessary remedial measures, if necessary, and (3) document responsive actions
taken related to the Data Breach, including any post-incident review of events and actions taken
to make changes in business practices in providing the services, if necessary.



¢. Unless otherwise stipulated, if a Data Breach is a direct result of Contractor’s breach of its
contractual obligation to encrypt Personal Data or otherwise prevent its release, the Contractor
shall bear the costs associated with {1) the investigation and resolution of the data breach; (2)
notifications to individuals, regulators or others required by federal and state laws or as
otherwise agreed to; (3} a credit monitoring service required by state (or federal) law or as
otherwise agreed to; (4) a website or a toll-free number and call center for affected individuals
required by federal and state laws — all not to exceed the average per record per person cost
calculated for data breaches in the United States (currently $217 per record/person) in the most
recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute at the
time of the data breach; and (5) complete all corrective actions as reasonably determined by
Contractor based on root cause,

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any
electronic discovery, litigation holds, discovery searches and expert testimanies related to the
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of
process and other legal requests related to the Purchasing Entity without first notifying and obtaining
the approval of the Purchasing Entity, unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a. In the event of an early termination of the Master Agreement, Participating or SLA, Contractor
shall allow for the Purchasing Entity to retrieve its digital content and provide for the
subsequent secure disposal of the Purchasing Entity’s digital content.

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

c. In the event of early termination of any Services or agreement in entirety, the Contractor shall
not take any action to intentionally erase any Purchasing Entity’s data for a period of 1) 45 days
after the effective date of termination, if the termination is for convenience; or 2) 60 days after
the effective date of termination, if the termination is for cause. After such day period, the
Contractor shall have no obligation t¢ maintain or provide any Purchasing Entity data and shall
thereafter, unless legally prohibited, delete all Purchasing Entity data in its systems or otherwise
in its possession or under its control. in the event of either termination for cause, the Contractor
will impose no fees for access and retrieval of digital content to the Purchasing Entity.

d. The Purchasing Entity shall be entitled to any post termination assistance generally made
available with respect to the services, uniess a unique data retrieval arrangement has been
established as part of an SLA,

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely
dispose of all Purchasing Entity's data in all of its forms, such as disk, CD/ DVD, backup tape and
paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted



and shall not be recoverable, according to National Institute of Standards and Technology
(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity.

8. Background Checks:

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal background
checks and not utilize any staff, inciuding subcontractors, to fulfill the obligations of the Master
Agreement who have been convicted of any crime of dishonesty, inciuding but not limited to
criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to 1 year is an authorized penalty. The Contractor shall promote and
maintain an awareness of the importance of securing the Purchasing Entity’s information among
the Contractor's employees and agents:”

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA,

c. If any of the stated personnel providing services under a Particip'ating Addendum is not
acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal
history investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1)
request immediate replacement of the person, or (2) immediately terminate the Participating
Addendum and any related service agreement.

9. Access to Security Logs and Reports:

a. The Contractor shall provide reports on a schedule specified in the SLA to the Contractor
directly related to the infrastructure that the Contractor controls upon which the Purchasing
Entity’s account resides. Unless otherwise agreed to in the SLA, the Contractor shall provide the
public jurisdiction a history or all API calls for the Purchasing Entity account that inciudes the
identity of the API caller, the time of the API call, the source IP address of the API caller, the
request parameters and the response elements returned by the Contractor. The report will be
sufficient to enable the Purchasing Entity to perform security analysis, resource change tracking
and compliance auditing

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its
discretion and at the Purchasing Entity’s expense.



11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least
annually and at its own expense, and provide an unredacted version of the audit report upon request.
The Contractor may remaove its proprietary information from the unredacted version. For example, a
Service Organization Control (SOC) 2 audit report would be sufficient.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour
advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing
Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service
availability and performance. A major upgrade is a replacement of hardware, software or firmware with
- a newer or better version in order to bring the system up to date or to improve its characteristics. It
usually includes a new version number.

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when
Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely
affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the
Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update
or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary
system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such
that adequate protection and flexibility can be attained between the Purchasing Entity and the
Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor
shall understand each other’s roles and responsibilities.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing
Entity data to that which is absolutely necessary to perform job duties.

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in
piecemeal or in entirety at its discretion without interference from the Contractor at any time during the
term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing
Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is
required to provide its’ own toals for this purpose, including the optional purchase of Contractors tools
if Contractors applications are not able to provide this functionality directly.

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and
operation of all hardware, software and network support related to the services being provided. The

* technical and professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The system shail be available 24/7/365 {with
agreed-upon maintenance downtime}, and provide service to customers as defined in the SLA.



17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to
services provided under this Master Agreement, including but not limited to all subcontractors or other
entities or individuals who may be a party to a joint venture or similar agreement with the Contractor,
and who shall be invoilved in any application development and/or operations.

18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and
disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective
{RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing
Entity.} Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test
and take action to correct any issues detected during the testin a time frame mutually agreed between
the Contractor and the Purchasing Entity.

19. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the
Service for its business purpases; (ii) for laaS, use underlying software as embodied or used in the
Service; and (iii} view, copy, upload and download (where applicable), and use Contractor's
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy,
shall apply to Purchasing Entities unless such terms are included in this Master Agreement,



Attachment B

Under the terms of the NASPO ValuePoint Cloud Solutions contract Insight is capable of providing the
following service models and deployment models.

Service Models
AWS: |aas, Paas, Saas
Microsoft: Saas, laa$, and Paa$S

Deployment Models
AWS: Public {including Government Community Cloud) and Hybrid
Microsoft: Public {including Government Community Cloud), Hybrid, Private

Insight has identified the data risk categories that our Cloud Service Provider Partners are capable of
storing and securing.

AWS: It is the responsibility of the customer to assign risk classification levels to their data. AWS' security
features are outlined throughout our proposal response.

Service Model: Low Risk Data Moderate Risk High Risk Data Deployment
Data Models Offered:

Saas X X X Public, Hybrid,
Private

laaS X X X Public, Hybrid,
Private

Paas X X X Public, Hybrid,
Private

Microsoft: Certain Microsoft Services are capable of handling and storing Moderate Data. This is
addressed further in the exemption list.

Contract Service Offerings: Insight has partnered with two of our strongest Cloud Service Provider { CSP)
partners in response to the NASPO ValuePoint/State of Utah’s RFP. Amazon Web Services (AWS) is
our first partner offering which has an expansive portfolio offering that will be made available
and is outlined throughout Insight’s proposal response. While the majority of AWS’ offerings are
classified as laas, some earn the classification of Saa$ and PaaS. The classifications have been
identified in our response. AWS’ offerings can be delivered via Public and Hybrid deployment
models.

To support AWS cloud solution purchases, we have also partnered with a third party services
firm that specializes in AWS consulting services around design and deployment. REAN Cloud
will assist Participating States and Entities in leveraging AWS' offerings to the fullest
advantage possible.




The Insight REAN Cloud team is able to provide the following services:

Strategy Phage - Saa$

%

Asgogsment Phase - Saas

" Operations Phasé - Saas

Dev Ops Phase - PaasS

ROI & Business Case
Justification (Activity)
AWS Calculator (Task)
Cloud
Rationalization/Adoption
strategy

DR & Business continuity
planning

DevOps Strategy
Account Management
Governance & Compliance

Cloud Architecture

Security & Risk Assessment
Migration and
Implementation Phase

Secure Infrastructure Setup Lift
& Shift Migration
{CloudEndure)
DevOps based migration

Managed Services (MGS)
Billing as Service (BaaS)
AWS Infrastruciure (laaS)

Infrastructure Autormnation
Application Reengineering
Native AWS Application
Development

Insight's second cloud partnership is with Microsoft. Participating States and Entities will have
access to laaS, Saa$, and PaaS solution offerings delivered via Pubtic (including the Government
Community Cloud), Hybrid, and Private deployment models. Through the Microsoft partnership
Office 365, Azure, Intune, and CRM Dynamics will be made available to the participating entities.
Insight services will provide design and deployment capabilities for Office 365, Azure, and CRM

Dynamics. Further description of the Online Services available is provided below.

riline Sesvices in DPT - Those Online Services which
tore or process Customer Data, and are included in scope

Online Services Terms.

'or the Data Processing Terms (DPT) section of the Microsoft

nline Services — Those online services which do not
tore or process Customer Data, and are merely desktop
pplications delivered using MlCl’OSOft $ servers as a delivery

echanism. ,

Microsoft Dynamics CRM Online Services

Office 365 ProPlus

Office 365 Services

Project Pro for Office 365.

Microsoft Azure Core Services

Visio Pro for Office 365

Microsoft Intune Online Services

Insight will offer Participating States and Entities an array of cloud offerings from Microsoft, wrapped with support

services and expert resources to centralize management and control for a diverse range of hosted solutions. Insight's

team of cloud certified experts will draw on the experience of helping clients implement and manage a wide
range of cloud solutions in their organizations. Inthe U. S. alone, Insight currently manages more than
seven million seats distributed over 5,000 clients.

insight’s cloud solutions include the following:

Messaging Solutions

« Email Secunty
* Hosted Exchange
« Hosted Black Berry
(BES) A
+ Email Archiving
+ Email Continuity

-...,u tm-—-n'l" e e

w—— lrrarre s e

o ——— - A&

Security Solutions

+ Web Security
+ Managed Firewall
» Theft and Recovery
Solutions

+ Intrusion Detection and
Prevention

1+ Vulnerability -

Management

) Oiilinei Remote "

Infrastructure

Solutions

Backup
+ Hosted VOI P.& PBX
Solutlons

+ Desktop Management

+ Managed-Co- w
Ipcation,{.—i;l;')st_ing e

e T DD PR

Collaboration
Solutions

Instant Messaging
SharePoint Online
Web Conferencing
Hosted CRM
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Attachment C - Cost Schedule

Solicitation Number CH16012
NASPO ValuePoint Cloud Solutions RFP

Cloud Solutions By Category. Specify Discount Percent % Offered for products in each
category. Highest discount will apply for products referenced in detail listings for multiple
categories. Provide a detailed product offering for each cateqory.

Software as a Service
Microsoft Discount %: 10%
Amazon Web Services Discount %: 1%
Infrastructure as a Service
Microsoft Discount %: 10%
Amazon Web Services Discount %: 1%
Platform as a Services
Microsoft Discount %: 10%
Amazon Web Services Discount %: 1%

Insight Is offering Participating States and Entities minimum discounts off list price for ail AWS
and Microsoft cloud products purchased through Insight on the NASPO ValuePoint Cloud
Solutions contract. These discounts apply to all product categories and subcategories outlined in
our product catalogs submitted as separate attachments. Additional discounts may be extended
for specific opportunities.

Value Added Services Discount %

Please see Insight's Value Added Services Pricing in the sections below,

Additional Value Added Services:

Insight is offering value added services for the delivery of Microsoft based Cloud Solutions. These .
service types are clearly marked as Insight Delivered.

Maintenance Services (Insight Delivered)
Onsite Hourly Rate $165/hr (Con )
Remote Hourty Rate $165/hr (Con ) (no travel expense)

March 10, 2016 Request for Proposal Response #CH16012 1
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Insight™

Professional Services {Insight Delivered)

Deployment Services

Consulting/Advisory Services

Architecturat Design Services

Statement of Work Services

Partner Services

Onsite Hourly Rate $165/hr (Con il)
Remote Hourly Rate $165/hr {(no travel expense)

Cnsite Hourly Rate $165/hr (Con Il)
Remote Hourly Rate $165/hr (no-travel expense)

Onsite Hourly Rate $225/hr (Arch Sr)
Remote Hourly Rate $225/hr (no travel expense)

Onsite Hourly Rate $165-$225/hr
Remote Hourly Rate $165-$225/hr (no travel)

Onsite Hourly Rate $ please see below
Remote Hourly Rate $ please see below

Outlined below are the rates and costs that have been established for the services our
subcontractor, REAN Cloud, will perform specific to AWS solutions. These rates apply to both

onsite and remote services.

Labor Category (REAN Cloud) Fi:fi'cgid
Principal Technical architect $281.25
DevQOps Architect $218.75
Sr. Cloud Engineer $187.50
Cloud Security Architect $218.75
Configuration Manager $156.25
Database Engineer $125.00
Developer -FE $106.25
PMOQ/Billing Specialist $118.75
Project Director $150.00
Project Manager | SCRUM Master $112.50
Technical architect $181.25
Test Engineer $106.25
Test Lead $131.25

The proposed pricing for REAN Cloud delivered services is covered by the following rates for each
of the talent categories required to provide the service.

March 10, 2016 Request for Proposal Response #CH16012 2
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REAN Cloud and Insight offer a one-time up front analysis, architecture, implementation, and
migration. This offering is priced on a case-by-case basis. Initial setup and migration estimates
are based on a blended price of license, support, engineering, architecture, project management,
and AWS subject matter expertise that REAN/ Insight will bring to bear.

Managed Services (reoccurring monthly costs)

$625/server/month for managed services fees (above AWS infrastructure costs) inclusive of all
the help desk, security tools, management, patching, maintenance, monitoring and reporting as
described in our sample SOW, for environments up to $30,000/month in AWS infrastructure
spend.

For environments that have more than $30,000/month in AWS infrastructure spend, $12,500
monthly flat fee plus 31.25% of AWS infrastructure spend for the month.

Example:

15 Servers in an AWS customer environment - Managed Services fees would be $625 X 15 =
$9,375/month

Example:

58 Servers in AWS Customer environment costing them about $37,000/month. For Managed
Services fees for this larger environment (over $30,000/month in AWS spend) it would be
$12,500 plus 31.25% of $37,000 or $19,250.

Training Deployment Services (Insight Detivered) Onsite Hourly Rate $ 145/hr
Online Hourly Rate $ <varies>

Insight offers in-person, remote, and third-party training for most of the technologies and
transformative changes we deliver to our dlients. Services range from technical training for
technical staff to process training for end users. The cost of the training is variable to match the
need, depth, and complexity of the training desired by our clients.

March 10, 2016 Request for Proposal Response #CH16012 3
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1. RFP Signature Page (RFP 5.1) (M)

Insight Response: Insight elected to submit our proposal response electronically, and therefore
provided an electronic signature via BidSync. Below is a copy. of the signed Vendor Information
Form to confirm Insight's Authorized Representative signed off on Insight's proposal response.

Legx! Cosepany Name (inciode ¢/niif epplicible). Federsl Tua {densification Number, | -Statz of Utah Sades Tuk [ Nomber
fnsight-Public. Sector, 1S, 36:3949000 NA
T ' Ty, IR
6820 S. HartAvenue: Terpe Az 85283 |
* Rémittmice Adaress (f differons fhorm ondering address) Clry Ste  |-RlpCade
PO Box 731072 Dallas TX  [75373-1072
T popdcoctip L) Puwenp [ Obvimipen | PRV
B Fer-rom Comparation ,[] Nam-FProfs Corporation Erica Falchett
Telophono Number (inchude zrex code). Firc Miniber (include afca wdc)”
480-333-3071 480-780-9488"
gy B W A ' ey v
ips:insight.com’ Erica Falchétti@nsight.com:

e e

Type or.Print Name -
‘BrianHicks
Pasition or Titke of Authorizzd Represcntalive

Vice: President; Profitabiity

Y
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2.Executive Summary (RFP 5.4) (M)

Solicitation Objectives

Insight understands that the State of Utah (*UT"), Division of Purchasing, is in the process of
selecting high quality cloud based service providers to serve states, territories, and their
authorized political subdivisions. The providers should have the ability to provide a menu of cloud
solutions offerings that will ultimately increase the technology department's overall efficiency,
reduce costs, improve operational scalability, provide business continuity, increase coliaboration
efficiencies, and allow for expanded flexibitity in work practices and system improvements. The
establishment of a cooperative contract provides a vehicle for authorized contract participants to
obtain best value, and achieve more favorable pricing, than is obtainable by an individual state or
local government entity because of the collective volume of potential purchases by numerous
state and local government entities that is possible under a contract of this nature.

Insight Solutions

Insight would like to thank the State of UT Division of Purchasing and NASPO ValuePoint for the
opportunity to submit the enclosed response for providing cloud solutions as described in the RFP,

exhibits, and attachments.

NASPO ValuePoint can benefit from a continuing partnership with Insight because our IT solutions
are designed with our public sector clients in mind. Our process knowledge, product fulfillment
and logistics capabilities along with our management tools, and expertise make managing IT
solutions easier while helping Participating States and Entities control their i T costs. Based on the
documents in the solicitation and description of requested services, we are prepared to offer
NASPO ValuePoint the following:

Contract Service Offerings: Insight has partnered with two of our strongest Cloud Service
Provider (CSP) partners in response to the NASPO ValuePoint/ State of Utah’s RFP. Amazon Web
Services (AWS) is our first partner offering which has an expansive portfolio offering that will be
made available and is outlined throughout Insight's proposal response. While the majority of
AWS’ offerings are classified as laaS, some earn the classification of SaaS and PaaS. The
classifications have been identified in our response. AWS’ offerings can be delivered via Public
and Hybrid deployment models.

To support AWS cloud solution purchases, we have also partnered with a third party services firm
that specializes in AWS consulting services around design and deployment. REAN Cloud will assist
Participating States and Entities in leveraging AWS’ offerings to the fullest advantage possible.

The Insight REAN Cloud team is able to provide the following services:

Strategy Phase - Saa$

Assossment Phase - Saa$

Operations Phase - Saa$

DevOps Phasge - Paa$

ROI & Business Case
Justification (Activity)
AWS Calculator (Task)
Cloud

Rationalization/ Adoplion
strategy

DR & Business continuity
planning

DevOps Strategy
Account Management
Governance & Compliance

Cloud Architecture

Security & Risk Assessment
Migration and
Implementation Phase

Secure Infrasiruclure Setup

Lift & Shift Migration
{CloudEndure)

DevOps based migration

Managed Services (MGS)
Billing as Service (BaaS)
AWS Infrastructure (1aaS)

Infrastructure Automation
Application Reengineering
Native AWS Application
Development

March 10, 2016
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Insight's second cloud partnership is with Microsoft. Participating States and Entities will have
access to laaS, SaaS, and PaaS solution offerings delivered via Public {including the Government
Community Cloud), Hybrid, and Private deployment models. Through the Microsoft partnership
Office 365, Azure, Intune, and CRM Dynamics will be made available to the participating entities.
Insight services will provide design and deployment capabilities for Office 365, Azure, and CRM
Dynamics. Further description of the Online Services available is provided below.

nline Services in DPT - Those Online Services nline Services — Those online services which do
hich store or process Customer Data, and are ot store or process Customer Data, and are merely
ncluded in scope for the Data Processing Terms (DPT) Hesktop applications delivered using Microsoft's

ection of the Microsoft Online Services Terms. - ervers as a delivery mechanism.

Microsoft Dynamics CRM Online Services Office 365 ProPlus

Office 365 Services Project Pro for Office 365

Microsoft Azure Core Services Visio Pro for Office 365

Microsoft Intune Online Services

Insight will offer Participating States and Entities an array of cloud offerings from Microsoft,
wrapped with support services and expert resources to centralize management and control for a
diverse range of hosted solutions. Insight’s team of cloud certified experts will draw on the
experience of helping clients implement and manage a wide range of cloud solutions in their
organizations. In the U.S. alone, Insight currently manages-more than seven million seats
distributed over 5,000 clients.

Insight's cloud solutions include the following:

Infrastructure Collaboration
Solutions ' Solutions

Messaging Solutions  Security Solutions

c « Web Security
.+« Email Security * Managed Firewall .» Online/Remote  Backup
i+ Hosted Exchange - " 1+ Theft and Recovery * Hosted VOIP & PBX « Instant Messaging
:» Hosted BlackBerry.." Solutions Solutions’. . . G + SharePoint Online
f(BES) S I * Intrusion Detection and | -.Desktop Management " - - |+ Web Conferencing
f+ Email Archiving Prevention - Managed Co- » Hosted CRM
i+ Email Continuity  Vulnerability location/ Hosting
- ' ~ | Management L

b
A Wi s e A ad ¢ § (W, L e e PO R ST N NRRE R U T -

Conclusion

It is our belief that the requirements outlined in the SOW and the information Insight has
provided in our response make a compelling proposition for NASPO ValuePoint to select Insight to
participale in this contract. Insight has continuously evolved and grown as the IT industry has
changed. We provide significant value in IT procurement and management assistance to state
and local governments and educational entities.

The cloud solutions presented throughout our response give evidence to our commitment and our
ability to ensure Participating States and Purchasing Entities get the most value out of their cloud
technology investments-while decreasing their Total Cost of Ownership. We have proven our
competence to our clients, and believe we can exceed your expectations.

March 10, 2016 Request for Proposal Response # CH16012 2.3
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3. Mandatory Minimums (RFP 5) (M)

Cover Letter (RFP 5.2) (M)
March 10, 2016

Christopher Hughes

Contracts Analyst

DAS

T: 801-538-3254

E: Christopherhughes@utah.gov

RE: RFP # CH16012 for NASPQO ValuePoint Cloud Solutions

Dear Mr. Hughes:

Insight Public Sector, Inc. {“Insight”) is pleased to participate in the State of Utah’'s RFP for Cloud
Solutions in furtherance of the NASPO ValuePoint Cooperative Purchasing Program. Based on the
scope of the requirements, Insight has prepared a response that represents a comprehensive
effort at meeting the requirements of the RFP to provide services related to cloud solutions for all
Participating States and Entities.

Insight Public Sector is solely focused on the needs of local, state and federal governments as
well as educational institutions. With an industry-leading selection of products, a complete suite
of IT services and a wide range of government contracts, Insight helps organizations streamline
procurement, simplify deployment and maximize the value of the IT lifecycle.

We have provided below all of the information required for the cover letter.

5.2.1 A statement indicating the Offeror’s understanding that they may be required to
negotiate additional terms and conditions, including additional administrative fees,
with Participating Entities when executing a Participating Addendum.

insight Response: Insight understands that we may be required to negotiate additional terms
and conditions, inciuding additional administrative fees, with Participating-Entities when executing
a Participating Addendum.

5.2.2 A statement naming the firms and/ or staff responsible for writing the proposal.

Insight Response: The following individuals and/or firms were respansible for contributing to the
content of Insight’s response.

Cloud Service Providers (CSP)/
Subcontractor Firms

Joanna Crowder Jeromy Siebenaler ’ Amazon Web Services.
Erica Falchetti Heather Suchobrus
David Solliday Joe Benik : Microsoft

Billy Roberts Joe Monfortan REAN Cloud

Insight Public Sector Staff

March 10, 2016 Request for Proposal Response # CH16012 3.4
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5.2.3 Astatement that Offeror is not currently’ suspended,rdebarred oi-otheiwise.
excluded-from federal'or state procurement and non-procurement programs.

Insight Response: Neither Insught nor any key personnel are currently debarred pursuaant to.an
‘established debarment procedure from- bidding or ‘contracting by any public
body of this or any other state.or agéncy of the fedéral government:

5.2, 4 A statement: acknowiedging that a 0. 25%:NASPO ValuePoint Administrative Fee
and. any. Participating Entity. Administrative fee will: apply to total sales. for the Master
Agreement(s) awarded from thie RFP.

Insight Response: Insight Pubho_Sector acknowledges that a.0.25% NASPO ValuePoint- .
Administration Fee and any Participating Entity Administrative Fee will apply.
to total salés for the Master Agreemerit(s).-awarded from the RFP.

5.2.5 A-statement identifying. the.service modei(s) (Saas, Iaas; and/or PaaS) and

deployment: model(s) that.it Is capable of. provlding underthe.terms of the RFP. See

Attachmeént C for a.determination:6feach sefvice model subcategory. The services

models; deployment modeis and fisk catégoriés'can be found in the Scope of Services,

Attachment D, Note: Muitlpie service and/or deployment modei seiectlon Is permitted,

and at least one- service model must be Identified. See. Attachment H.

Insight Response: Under the teits’ of the NASPO ValuePoint Cloud Solutions’ cantract Insight ts
capable of provndmg the following 'setvice rodéls-and deployment. ‘models.

Service Models

AWS! 133S, Paas, SaaS
Microsoft: SaasS, laaS, and PaaS
Deployment Models

AWS" Public (mcludlng Government Commtinity Cloud):and Hybrid
Microsoft: Public (incliding Government Community, Cloud), Hybrid, Privaté

5.2.6 A statementidéntifying the:data risk:categories that the Offéror is capabie of
stofing.and securing. See Attachment D and Attachmeént H.

Inslg_ht. Response: Inslght has dentifled the data risk categories that our.Cloud Service Provider
Partners are capable ofistoring and securing.

AWS: It is the responsiblllty of the customer to assign. risk classification levels to their data. AWS’

security'features are outlined- throughout our proposai response:

Deplaymaeant Models Offered:

‘Service Mocjol. Low. Risk Data' | Moderate Risk;Data High Risk Data
- Saas X X X Public, Hybrid, Private,
Iaas X X X Public, Hybrid; Private
PaaSs X X X Public, Hybrid, Private.

Microsoft: Certain Microsoft Services-are capable of handling and storing Moderate Data. This. is
addressed further in.the exemption list.

Insight Public Sector looks forward to working with the NASPO ValuePgint organization and the

State of Utah
Respectfully,

e

John Carnahan.

e

—_—— e

Senior-Vice President,. Operations

March 10, 2016
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Acknowledge of Amendments (RFP 5.3) (M)

[fthe RFP is amended, the Offeror must acknowledge each amendment with a
signature on the acknowledgement form provided with each amendment. Failure to
return a signed copy of each amendment acknowledgement form with the proposal
may result in the proposal being found non-responsive. Note: Offeror will not need to
sign an amendment for a Master Agreement update. A Master Agreement update
should be used when the action on the contract is chjective and provides factual
updates. Examples of when an update should be used in lieu of an Amendment include
technical clarifications that do not change the SOW or Ts & Cs, e.g. changes of address,
phone number, contact person, etc.

Insight Response: Insight understands and has complied with this requirement. Provided as an
attachment ~ RFP CH16012_Acknowledgement of Amendments_Signed_Insight- are the following
signed Acknowledgement of Amendment forms.

1. Acknowledgement of Amendments to RFP; February 3, 2016
2. Acknowledgement of Amendments to RFP: February 10, 2016
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General Requirements for the Service Offerings (RFP 5.5) (M)

5.5.1 If awarded a contract I nsight will provide a Usage Report Administrator
responsible for the quarterly sales reporting described in the Master Agreement Terms
and Conditions. The Usage Administrator will use Attachment F as the template to
report usage under the contract.

Insight Response: If awarded a contract Insight will provide a Usage Report Administrator
responsible for quarterly sales reporting described in the Master Agreement Terms and
Conditions. The Usage Administrator will use Attachment F of the RFP as the template to report
all usage under the contract.

5.5.2 Offeror must provide a statement that it agrees to cooperate with NASPO
ValuePoint and SciQuest (and any authorized agent or successor entity to SciQuest)
with uploading an Offeror's ordering instructions, if awarded a contract.

Insight Response: Insight will comply with this requirement. We will cooperate with NASPO
ValuePoint and SciQuest by providing ordering instructions that will provide information on how
to order directly from the Contractor outside of the eMarket Center, as well as provide
information about the Contractor.

5.5.3 Offeror must at a minimum complete, provide, and maintain a completed CSA
STAR Registry Seif Asessment. Offeror must either submit a completed The Consensus
Assessments Initiative Questionnaire (CAIQ), Exhibit 1 to Attachment B, ar to submit a
report documenting compliance with Cloud Controls Matrix {CCM), Exhibit 2 to
Attachment B. Offeror must also represent and warrant the accuracy and currency of
the information on the completed. Offerors are encouraged to complete and submit
both documents.

Insight Response: As a Value Added Reseller, this requirement does not apply to Insight, but
does apply to our Cloud Service Provider partners, AWS and Microsoft. Responses for each CSP is
provided in Section 8.13.

5.5.4 Offeror, as part of its proposal, must provide a sample of its Service Leve!
Agreement, which should define the performance and other operating parameters
within which the infrastructure must operate to meet | T System and Purchasing
Entity's requirements.

Insight Response: insight understands this requirement and has provided a detailed answer in
Section 8.10 of the proposal response.
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Re-Certification of Mandatory Minimums and Technical
Specifications (RFP 5.7) (M)

Offeror must acknowledge that if it is awarded a contract under the RFP that it will
annually certify to the Lead State that it still meets or exceeds the mandatory minimum
requirements and technical specifications of the RFP.

Insight Response: Insight acknowledges that if the firm is awarded a contract under the RFP
that it will be required to annually certify to the Lead State that it still meets or exceeds the
mandatory minimum requirements and technical specifications of the RFP.
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4. Business Profile (RFP 6)
Business Profile (RFP 6.1) (M) (E)

Provide a profile of your business including: year started, organizational structure,
client base (including any focus by region, market sector, etc.), growth over the last
three (3) years, number of employees, employee retention rates (specific for
employees that may be assoclated with the services related to the RFP) over the last
two (2) years, etc. Businesses must demonstrate a minimum of three (3) years of
experience providing cloud solutions for large scale projects, including government
experience, to be eligible for award.

Insight Response: Insight Enterprises, Inc. (our parent company), founded in 1988, is a leading
technology provider of hardware, software and service solutions to commercial and public sector
customers in the United States, Canada, Europe, and Asia-Pacific. Our company management
structure is broken down by North America, EMEA and APAC and consists of Management,
Support Services, Administration, Sales Account Executives and Distribution employees. The
highest position in each of these areas is a Senior Vice President who reports either directly into
our Chief Executive Officer or into one of our other Executive Officers. Insight Enterprises, Inc.
became a publicly traded company in 1995, selling its stock on the NASDAQ under the ticker
symbol NSIT. Insight Enterprises, Inc. is ranked number 493 on Fortune Magazine's 2015
“Fortune 500" list.

Insight has 206 SLED and Heaithcare sales, support and management teammates located
throughout the United States. Insight has 50 office and remote locations, as well as 40 home-
based offices. In addition, our clients are supported with a national services team of 1,374 staff
members, for a combined total of 1,580 sales and technical rescurces.

Insight Public Sector (Insight) holds over 180 federal, state, local, education and non-profit
contracts. Insight currently maintains federal contracts with agencies such as the General
Services Administration, and national contracts like U.S. Communities. In addition, our
participation in 25 state wide contracts gives us a solid market share of government technology
sales. Insight also holds local government and education contracts for computer equipment and
services in 33 states. Highly specialized teams are dedicated to each market offering customized
solutions that range from initial consulting, procurement and product delivery to maintenance
and support.

The combined Insight companies and their subsidiaries represent a $5.4 billion, in 2015, global
enterprise. While remaining small enough to service our public sector clients with personal
attention, Insight Public Sector has the resources of the Insight family of companies behind us to
support our efforts. Insight’s Public Sector business has steadily grown. In 2015, our Public
Sector business (Fed/State & Local/Education) grew more than 30%. Cumulatively, as a
company, Insight's revenue has remained steady, and in most cases has grown year-over-year
(YOY}, as demonstrated below.

T LIS PR AR L mE AL TE AL b s A ke s

e

2015: $5.4 Billion 2014: $5.3 Billion | 2013, :,;s?q-.jljai||ior{'. 2012: $5.3 Billion 2011: $5.3 Billion : |

3 4 boa ' ' :
o emtmrbie | it 1 A L b e - = i | SR SR 4 R I |

Insight’s average worldwide headcount over the past three (3) years is as follows:
¢« 2015 - As of December 31, 2015, we employed 5,761 teammates
* 2014 - As of December 31, 2014, we employed 5,406 teammates.

March 10, 2016 Request for Proposal Response # CH16012 4-9



Insight RFP Response .|.i.

State of Utah s el
NASPO ValuePoint Cloud Solutions !,Dé_lght
Technical Proposal

~» 2013 - As of December 31, 2013, we employed 5,202 teammates.
Per the requirements of the RFP, we have provided insight Public Sector teammate retention
statistics for the year 2015.

* 2015: 77.99% Retention Rate

The organization chart presented below outlines Insight’s organizational structure and identifies
the various Insight teams that will be responsible for ensuring successful delivery of services and
providing oversight on the contract.
Insight Public Sector
Management Organization Chart
NASPO ValuePoirit Cloud Solutions Contract
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Figure 1: I nsight Public Sector NASPO Cloud Solutions Organization Chart
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Experience

Clients looking for a partner to connect them with cloud solutions would be hard-pressed to find a
more qualified partner than Insight. With a decade of experience in providing cloud solutions,
Insight’s own portfolio of best-in-class partners offers NASPO Value Point Purchasing Entities
diverse advantages to meet their comprehensive needs. It's why Insight is one of the few
organizations anywhere that can truly act as a one-stop source for cloud - from consultative
advice early in the process, to delivery and go-live, all the way through management.

In the U.S. alone, Insight currently manages more than 7 million seats distributed over

5,000 clients. It's all possibie as a result of having a robust roster of best-in-class solutions and
partners — a roster that's consistently being re-assessed for consistency in quality and relevance.
In 20135, Insight delivered almost $20 miilicn of cloud services to nearly 1,000 clients across the
commercial and public sector markets including but not limited to: healthcare, state/local
government, K-12 education, higher education, federally funded financial institutions, banking
and financial services, manufacturing, retail, pharmaceutical, and hospitality.

Independent School District: Due to a lack of internal resources, the client needed a
solution that was cost efficient and required little maintenance. Insight helped identify a
solution which was easier to manage than the School's PBX on-prem system, provided
greater capabilities, and improved communication. Insight designed and installed a Cloud
VOIP soiution for 750 end users.

Retail Chain: After supporting this national chain's Microsoft Office 365 transition, Insight
was quickly engaged to help develop a strategy for the company’s current security
strategy, particularly as it pertained to their archiving needs. Within two weeks, Insight
was able to help the client introduce a cloud-based security/archiving sclution into their
environment.

American Cable and Satellite News Channei: With an accelerated timeline for the
migration of 3,500 users to Microsoft Office 365 while maintaining a limited impact to
user's access, Insight was engaged to design a migration solution, including ensuring the
client’s infrastructure was properly set up in order to support the migration. Insight
created a High Availability solution that allowed the client to continue to leverage the
features of a hybrid solution with minimal to no downtime.

Scope of Experience (RFP 6.2) (M) (E)

Describe in detail the business’ experience with government or large consortium
contracts similar to the Master Agreements sought through this RFP. Provide the
approximate dollar value of the business’ five (5) largest contracts in the last two (2)
years, under which the business provided services identical or very similar to those
required by this RFP. Government experience is preferred.

Insight Response: Insight has over ten years of experience with major contract implementation
efforts. We are an existing NASPO ValuePoint Software VAR contract holder and as such have
previousty gone through the process to implement a new NASPO ValuePoint contract. And given
our staff’s familiarity with the contract organization, we expect a seamless implementation of a
new contract. In addition to our NASPO ValuePoint experience, Insight holds and manages some
of the largest SLED contracts in the country, including state government contracts in over 20
states, a U.S. Communities contract, and a GSA Schedule. Through these experiences, we have
developed a robust contract implementation and management program based on accepted
project management standards (ref. Project Management Body of Knowledge, PMBOK Guide).

March 10, 2016 Request for Proposal Response # CH16012 4-11



Insight RFP Response .r?
State of Utah & i o
NASPO ValuePoint Cloud Scolutions !,Déu!ght
Technical Proposal

This methodology is widely accepted as the best way to ensure requirements are determined,
dependencies are investigated and planned for, and timelines are acknowledged and agreed to by
all parties involved in the project. This process helps ensure deliverables meet or exceed
expectations. As with any project there is the need to regularly evaluate progress and make
adjustments in order to successfully complete the project. The project team has a responsibility
to complete all of the process steps required, to adhere te the methodology outlined, and
complete the project deliverables on time.

Over the past ten years Insight’s Cloud Services team has focused on developing and bringing to
market robust Cloud Services offerings to help our clients in the public and commercial markets
take advantage of the benefits of cloud computing. Because a high percentage of public sector
entities are in the investigative phase of adopting Cloud technology solutions, the opportunity to
participate in a cloud services focused contract(s} has been minimal. However, through the large,
broad scoped 1T products and services contracts Insight holds, we have been able to introduce
cloud computing solutions to customers purchasing under those contracts.

Provided in the table below are the five (5) contracts through which Insight has introduced the
most cloud solutions.

Contract Name Contract Value Contract Term
Annual
U.S. Communities $100M+ May 2009 - Current
I *NASPO ValuePoint Software VAR . $60M+ June 2011- Current, |
State of California SCA
for Microsoft Enterprise Bz Janugryl 20121~ Currer\t
L County of Rwersude_a for Microsoft - $10M+ November 2011 - Current
Enterprise
State of Florida ACS Agreement $7M+ May 2009 - Current

Financials (RFP 6.3) (M)

Offeror must provide audited financial statements to the State and should meet a
minimum Dun and Bradstreet (D&B) credit rating of 4A2 or better, or a recognized
equivalent rating. Please provide the Respondent’'s D&B Number and the composite
credit rating. The State reserves the right to verify this information. 1f a branch or
wholly owned subsidiary is bidding on this RFP, please provide the D&B Number and
score for the parent company that will be financially responsible for performance of the
agreement.

insight Response: Insight Public Sector's Dun and Bradstreet (D&B) number is 88-434-7568.
The D&B rating for Insight Public Sector is a 1R3, which means IPS is a subsidiary whose financial
information rolls up to our parent company, Insight Enterprises, Inc. Insight Enterprises, inc.
has a D&B rating of 5A2, which is the best/highest rating that can be obtained from D&B.

The State of Utah State Procurement Office and Purchasing States can access electronic versions
of our financial information, past annual reports, as well as other audited financial statements via
the link below to our website. http:/insit.client.shareholder.com/financials.cfm
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General Information (RFP 6.4) (E)

6.4.1 Provide any pertinent general information about the depth and breadth of
your services and their overall use and acceptance in the cloud marketplace.

Insight Response: Insight offers our clients an array of cloud offerings from industry leaders,
wrapped with support services and expert resources to centralize management and control for a
diverse range of hosted solutions. Insight's team of cloud certified experts draws on the
experience of helping clients implement and manage a wide range of cloud solutions in their
organizations. The result is more choice and more control of their cloud computing initiative. In
the U.S. alone, Insight currently manages more than seven million seats distributed over 5,000
clients.

Insight's cloud solutions include the following:

Infrastructure Collaboration
Solutions Solutions

Messaging Solutions  Security Solutions

5 : v |+ Web Security i | .

i» Email Security .. |* Managed Firewall « Online/Remote Backup

i+ Hosted Exchange - |+ Theft and Recovery + Hostéd VOIP &' PBX ’ * Instant Messaging
i Hosted BlackBerry | Solutions . ] -Solutions - ' = SharePoint Ontine
f'(-BES) ) et . {* Intrusion Detection and | + Desktop Management .' * Web Conferaencing
L« Email Archiving ' - | Prevention " {*Managed Co- © .~ |+ Hosted CRM

1+ Email Continuity -  {* Vulnerability ; location/Hosting

o .-t 7 IManagement soe, LB LW LS 2,

o RIS L R S, I N B~

Cloud Computing is a growing trend within the technology industry. Insight's Software-as-a-
Service {SaaS)/Cloud Services solutions are designed to provide 24x7 assistance with offerings
such as: hosted Exchange email, backup, and recovery for designated critical business data;
email security that helps control e-mail threats or to gain greater control; and management of all
the PCs on a network.

Insight cioud solutions are designed for affordability and efficiency to provide:
= Minimal to no hardware or software investment required
« No additional IT staff or increased management time necessary to maintain the
services
e Easy to implement, easy to use, easy to manage
e Quick on-boarding of new users
e Compatible with multiple platforms
2417 support
Less software management; updates and upgrades are automatic
Enterprise-class features at low per-user costs
Full virus and spam protection

Insight also offers additional services to provide a turn-key onboarding experience migrating
information and data into the cloud. Insight offers pre-sales assessments, onboarding project
ptanning and project management, coupled with post-sales data migration and integration
services.

As we look forward, Insight is well positioned for continued success. Insight will continue to invest
in and apply best practices to our business model, incorporate strategies, and streamline
processes. Our clients benefit from being able to obtain all the products, services, and expertise
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they require—all from a single, reliable source. Insight's success and growth over the past 27

years demonstrates our commitment 3 L
to the significant investments required —_ ¥ lnsigh‘t.#‘
to develop an IT and operating — P 5 : ——a— ’
infrastructure. It is Insight’s strategy Weé're the:best:at whatimatters most.
to continue utilizing this business e e
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Forrester Reports: In a December
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2015 report from Forrester Research, " R T g
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interoperability in the cloud. Insight

. . 1 -
was listed as a resource multiple places  Figure 2: 2014 Forrester Report Value-Added Reseller
in the report as well as serving as a Findings
thought leader. The full report can be
found at http://www.insight.com/en_US/learn/whitepapers/forrester/state-of-the-cloud.html

According to a 2014 report from Forrester Research, Inc., Insight was recognized for offering the
most comprehensive capabilities among 14 leading value-added resellers (VARs) based on a
comprehensive study of these VARs in the global marketplace. The VARs were evaluated on the
services they provide to clients, the regions in which they serve, and their partnerships with original
equipment manufacturers (OEMs). Forrester’'s report summarizes their perspective on the shifting
market, taking an in-depth look at how the VARs continue to adapt to a highly volatile landscape,
and how sourcing and vendor management professionals can best take advantage of these changes.

REAN Cloud: Insight has partnered with REAN Cloud (*“REAN"), a Premier

Consulting Partner of the Amazon Web Services ("AWS") Partner Network, REAN
to provide full-service Cloud IT solutions to Participating Entities through the
NASPO ValuePoint Cloud Solutions contract. REAN Cloud is a cloud-native CLOUD

firm with deep experience supporting legacy enterprise I T infrastructures

and applications. The REAN Cloud team has served Enterprise IT clients to successful cloud
adoption, specializing in helping enterprises use the cloud to become agile, realize cost savings,
and enhance security and performance.

REAN was the fastest to achieve elite Premier Consulting Status (one amongst the 46 companies
worldwide out of 22,000 + AWS partners) and is being recognized by an independent editors’
consortium as one of the top 7 AWS consulting partners worldwide.

REAN Cloud's background and experience is in providing a Secure, Compliant Systems
Architecture framework for clients in highly regulated industries. Their experience supporting
financial services, healthcare, education, and government clients has been a market driver for
them to build security and compliance into their offerings from the outset.

REAN Cloud provides Consulting Services around
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« Cloud Strategy,
¢ Cloud Systems Architecture, Migration, Custom Cloud-Based Solutions, DevOps and
+« Managed Cloud Services (MCS).

REAN offers a Secure Managed Services framework which handles all end-user requirements in
the so-called Shared Responsibility Model. REAN's Managed Services enables clients to
confidently migrate their workloads to the cloud. -

ol TR )
AW S: Insight is partnering with AWS because of
their clear differentiators. Below are some of the
features and benefits of AWS that set their cloud
infrastructure services apart in the marketplace.

Pace of I nnovation: AWS's pace of innovation i et
is funded and sustained through their economies .
of scale and commitment to delivering the

products and services that matter most to their g =3 P

customers. Their approach to product : Yawen @ 7° -] Qi
development and delivery is fundamentally o ©nene

different than that of other Cloud Service . _

Providers (CSPs). They have decentralized, s ©

autonomous development teams that work TPy """ © sttt

directly with customers. They are empowered to m__.%e"ﬁ-

autonomously develop and launch new features - wm®

based on what they learn from interactions with B 7 _ o

both commercial and public sector customers. i i
AWS's continual innovation ensures that e * s
customers maintain state-of-the-art IT

infrastructure without having to make - Figure 3: Magic Quadrant for Cloud | aa$,

recapitalization investments. As of January 1, Wiegldxqgide

2016, AWS has launched a total of 1,896 new services or major features since inception in 2006
(including 516 in 2014 and 722 in 2015). According to the Gartner, Inc. 2015 Magic Quadrant for
Cloud Infrastructure as a Service (laaS), Worldwide report, “AWS is a thought leader; it is
extraordinarily innovative, exceptionally agile, and very responsive to the market."

Service Breadth and Depth: AWS offers the broadest set of global compute, storage,
networking, database, analytics, application, deployment, management, and mobile services to
help organizations move faster, lower |IT costs, and scale applications. AWS has been continually
expanding its services to support virtually any cloud workload, and it now has more than 50
services that serve over one million active customers in more than 190 countries through their 12
regions, 32 Availability Zones, and 54 Edge Locations. Gartner Inc. reported in its 2015 Magic
Quadrant for Cloud Infrastructure as a Service (1aaS), Worldwide report that AWS “has the
richest array of laaS features,” “continues to rapidly expand its service offerings and offer higher-
level solutions,” and has “over 10 times more cloud laa$S compute capacity in use than the
aggregate total of the other 14 providers in this Magic Quadrant.”

Partner and Software Ecosystem: According to the 2015 Gartner, Inc. report referenced
above, AWS has attracted “a very large technology partner ecosystem that includes software
vendors that have licensed and packaged their software to run on AWS, as well as many vendors
that have integrated their software with AWS capabilities. It also has an extensive network of
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partners that provide application development expertise, managed services, and professional
services such as data center migration.”

AWS Cloud Security Authorizations and Experience: AWS offers customers a powerful cloud
security capability based on cutting-edge security experience and backed by an extensive
repertoire of accreditations and authorizations. In The Forrester Wave™: Public Cloud Platform
Service Providers’ Security, Q4 2014 report, Forrester Research named AWS as the only provider
in the Leader category. Forrester stated, "AWS leads the pack. AWS demonstrated not only a
broad set of security capabilities in data center security, certifications, and network security, but
also excelled in customer satisfaction, security services partnerships, and a large installed base.”

AWS Pricing: As AWS's cloud computing infrastructure grows, it gains efficiency and economies
of scale, which Amazon passes on to their customers in the form of lower prices. The 2015
Gartner, Inc. report referenced above states that AWS has “over 10 times more cloud |aaS
compute capacity in use than the aggregate total of the other 14 providers,” demonstrating how
AWS’'s massive economies of scale make it possible to lead the cloud market in lowering prices.

Business Benefits of AWS Cloud Services

There are additional business benefits that AWS cloud services can help customers realize. A few
of these are listed here:

» Almost Zero Upfront | nfrastructure I nvestment; AWS allows customers to access a
large-scale system without having to invest in the real estate, physical security, hardware
(racks, servers, routers, backup power supplies), hardware management (power
management, cooling}, and operations personnel.

s Just-In-Time Infrastructure: By deploying applications in the AWS cloud with just-in-time
self-provisioning, customers do not have to worry about pre-procuring capacity for large-scaie
systems. AWS’s cloud increases agility, lowers risk, and lowers operational cost, because
customers can scale ctoud resources as they grow and only pay for what they use,

s More Efficient Resource Utilization: With AWS, System Administrators can manage
resources more effectively and efficiently by having the applications request and relinguish
resources on-demand.

+ Usage-Based Costing: With utility-style pricing, AWS customers are billed only for the
infrastructure that has been used. AWS customers do not pay for allocated but unused
infrastructure.

+ Reduced Time to Market: Parallelization is the one of the great ways to speed up
processing. If one compute-intensive or data-intensive job that can be run in parallel takes
500 hours to process on one machine, with cloud architectures, it would be possible to spawn
and launch 500 instances and process the same job in 1 hour. Having available an elastic
infrastructure provides the application with the ability to exploit parallelization in a cost-
effective manner reducing time to market.
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satisfaction, security services partnerships, and a large installed base. AWS led with the size of its
development and technical support staff as well.”

Figure 5: Forrester Wave: Public
Cloud Platform Service Providers’
Security

Microsoft: From virtual machines and storage to media services, a broad range of Azure services
are available in Azure Government. Their commitment to innovation goes beyond basic services,
extending to government-specific solutions.

The Microsoft Cloud for Government allows state and local governments to select the best tools to
solve unique problems, whether it be for a large agency or small town government. Plus, Microsoft's
massive global investment in data centers, and dedicated to U.S. federal and state policies,
mandates, and compliance means they have everyone covered.
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Offerings in the Government Cloud

Microsoft Office 365 U.S. Government provides organizations with easy-to-use
productivity and collaboration tools that allow them to spend more time serving their
community and less time sifting through paperwork. The secure and compliant platform
lets departments seamlessly work together from anywhere with an Internet connection on
nearly any device.

Microsoft Dynamics CRM Online Government is the solution that equips organization’s
employees with data, along with reporting, modeling, and powerful workflows, while also
offering security features that can limit access to sensitive data. Dynamics can also free’
data trapped in outdated systems and automate monotonous tasks, allowing employees to
focus on more important work.

Microsoft Azure Government increases the agility of federal, state, and local
government organizations and partners with hyperscale computing, storage, networking,
and identity management services. Its integration of on-premise apps and data with cloud
computing breaks down office walls, allowing governments to collaborate with citizens in
their communities.

Azure Government is a government-community cloud (GCC) designed to support sirategic
government scenarios that require speed, scale, security, compliance and economics for
U.S. government organizations. It was developed based on Microsoft's extensive
experience delivering software, security, compliance, and controls in other Microsoft cloud
offerings such as Azure public, Office 365, 0365 GCC, Microsoft CRM Online etc.

in addition, Azure Government is designed to meet the higher level security and
compliance needs for sensitive, dedicated, U.S. Public Sector workloads found in
regulations such as United States Federal Risk and Authorization Management Program
(FedRAMP), Department of Defense Enterprise Cloud Service Broker (ECSB), Criminal
Justice Information Services (CJIS) Security Policy and Health Insurance Portability and
Accountability Act (HIPAA).

Figure 1. Madic Guadrant for Cloud Inkestrixture an 3 Servics, Woridwide
Ol RLIRG WAy
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6.4.2 Offeror must describe whether or not its auditing capabilities and reports
are consistent with SAS 70 or later versions Including, SSAE 16 6/ 2011, or
greater.

I nsight Response: Due to Insight's business status as a Value Added Reseller this requirement
is not applicable to Insight. However, it does apply to our CSP partners that we are proposing
and we have provided their compliance below.

AWS: The AWS cloud infrastructure has been designed and is managed in alignment with
regulations, standards, and best practices, including:

v' Federal Risk and Authorization ¥" Family Educational Rights and Privacy
Management Program (FedRAMP) Act (FERPA)

¥ Payment Card Industry Data Securit
¥ SOC 2 and SOC 3 Standard (PCI DSS) ’ !
¥ International Organization for v 1S0O 27017 & 1SO 27018
Standardization (1S0O) 27001
Department of Defense {DoD) Security
v 1S0 9001 Requirements Guide (SRG) security
impact levels 2 and 4

v Federal Information Security ¥" US Health Insurance Portability and
Management Act {FISMA) Accountability Act {HIPAA)

v . ) . ¥" National Institute of Standards and

FBI Criminal Justice Information
Services (CJIS) Technology (NIST) 800-171

/ . -
v International Traffic in Arms gfgﬁgzlrén{g:’g\s&;tl10;0'-:’;0ce$3'ng
Regulations (ITAR) .

¥" Service Organization Controls (SOC) 1/American Institute of Certified Public Accountants
(AICPA): AT 801 (formerly Statement on Standards for Attestation Engagements [ SSAE]
Na. 16)/international Standard on Assurance Engagements (I SAE) 3402 (formerly
Statement on Auditing Standards [ SAS] No. 70)

Microsoft: For Data Processing Term (DPT) Services {each, as defined in the Microsoft contract
terms attached with Insight's Proposal), each such DPT Service follows a written data security policy
{(“Information Security Policy™) that complies with the control standards and frameworks of SSAE
16 SOC 1 {Type Il) and SOC 2 (Type Il). Additional standards are listed in the Microsoft Online
Services Terms, which also include terms and conditions pursuant to which the audit findings may
be provided to Purchasing Entities under non-disclosure agreement.
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Billing and Pricing Practices (RFP 6.5) (E)

6.5.1 Describe your billing and pricing practices, including how your billing
practices are transparent and easy to understand for Purchasing Entity’s.

Insight Response: Insight will provide price lists for both Microsoft and AWS showing both the
provider's MSRP as well as the contract price. These price lists will be available on our dedicated
NASPO ValuePoint Cloud Solutions website and updated as often as we receive updates from the
provider. Participating Entities can always be assured that the price offered to them will be at or
below the not-to-exceed prices listed on the price lists. Additionally, Insight has provided details
pertaining to the ordering process for Amazon Web Services and Microsoft.

Amazon Web Services

Insight quotes AWS using AWS's Simple Monthly Calculator to generate an appropriate solution.
The results from the generator are then added to our Customer Facing Agreement (CFA). The
Insight CFA contains several key parts:

The Insight Public Sector remit to address
Insight's Terms of Sale
AWS’s Terms of Service
AWS’s Terms of Use
s Customer’s Legal signature and optional PO field
With this order form we should have enough customer information to set up a working AWS
solution and aliow the customer to be operating in the AWS environment quickly.
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Flgure 9: AWS Simple Monthly Calculator
We have included a copy of the Customer Facing Agreement as an attachment to our response.

Microsoft

Provided below is an explanation of the ordering process for the Microsoft services Insight is
offering in our proposal response.

For Office 365, Exchange Online, and CRM Online, the customer initially makes a three-year
commitment for a quantity of products that is paid for annually. This is referred to as their
annual payment. If the customer wishes to add additional guantities, they can pay a pro-rated
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amount to the anniversary date and then that quantity is added to their annual payment. If the
customer wishes to reduce their quantity, they can do this on the anniversary date only.

For Azure, the customer has two options to procure—upfront or in arrears. With the upfront
option, the customer commits to a three-year agreement for an annual dollar amount of Azure
services they want to consume. This is referred to as their annual payment. The customer can
add more commitment dollars at any time during the year for additional services. If the
customer exhausts their commitment dollars before the anniversary date, they will be billed
quarterly in arrears for the services they use. The customer can make adjustments to their
annual commitment upward or downward at their anniversary date. With the pay in arrears
option, the customer commits no upfront dollars. They are simply billed quarterly in arrears for
the Azure services they use.

Provided below is information pertaining to AWS and Microsoft pricing and billing practices.

AW S: With AWS, customers can incorporate a utility-style pricing model, only paying for the
resources consumed. AWS continues to lower the cost of cloud computing for its customers. In
2014, AWS reduced the cost of compute by an average of 30%, storage by an average of 51%,
relational databases by an average of 28%, and they continue to drive down the cost of customer
IT infrastructure. AWS's utility-style pricing model is explained below to provide NASPO
ValuePoint and the State of Utah with further understanding of how AWS services are charged.

+ Pay as You Go: No minimum commitment or long-term contract is required. Customers can
turn off cloud resources and stop paying for them when they are not needed, maximizing
Return on Investment {ROl) through full utilization.

+ Pay Less When You Reserve: For certain AWS [t it ki
products, customers can invest in reserved
capacity, paying a low up-front fee to receive a Applications onTAWS
significant discount. This results in overall savings .
of up to 60% (depending on the type of instance M Payback] pﬁnm m
reserved) over equivalent on-demand capacity. N5 11540 average fivesyear

u*ﬁ]ﬁfhenehts

« Pay Even Less Per Unit by Using More: AWS j
pricing is tiered for storage and data transfer, so « VETA T
the more customers use, the less they pay per " m
gigabyte. « 5 n,EﬂE=aﬁd1trf.mai-revenue

« Pay Even Less as AWS Grows: Amazon ‘-' | h
continually focusgs on r.educing their Qata center :
ha-rd.war.e costs, improving our operational . Wmtepaper SPONS0rod by,
efficiencies, lowering their power consumption, and “Quant:fymg el s Valie o
passing savings back to customers. AWS has a Serwces
history of continually lowering prices and has
reduced prices 51 times since AWS launched in ) Al 30 A GO S LA
2006.

¢ Transparency: AWS provides transparent, publicly available, and up-to-date pricing, as well
as tools that allow customers to evaluate AWS pricing against other CSPs. AWS's Simple
Monthly Calculator is available online.
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¢« Governance: AWS provides tools to generate detailed and customizabie billing reports to
meet customer business and compliance needs. Additionally, AWS Partner Network {APN)
Consulting Partners can help customers manage and control cost utilization/tracking tools in
order to provide customized billing reports.

The AWS Total Cost of Ownership (TCO) Calculator allows organizations to compare AWS to the
cost of running applications in an on-premises or traditional hosting environment.

Microsoft: Microsoft pricing for government customers is updated monthly on the first of every
month. Prices don't always change, nor do they always go up, but the changes can be
significant, especially when new products and services are released. Insight will keep the
Purchasing Entities updated throughout the RFP process, and if selected, through the term of the
engagement. In order to do this, Insight will work with each Purchasing Entity to ensure that the
updated pricing is passed effectively.

6.5.2 ldentify any typical cost impacts that a Purchasing Entity might need to
consider, if any, to impiemant your cloud solutions.

Insight Response: This requirement does not apply to Insight because we are not the host of
the solution’s infrastructure.

AWS: Per the response provided in Section 6.4.1., clients make an almost zero upfront
infrastructure investment when they choose Amazon Web Services. AWS allows customers to
access a large-scale system without having to invest in the real estate, physical security,
hardware (racks, servers, routers, backup power supplies), hardware management (power
management, cooling), and operations personnel.

Microsoft: Listed below are costs that a Purchasing Entity might need to consider when
implementing a Microsoft cloud solution. {n addition to implementation costs, included in the list
are common costs associated with the solution post-implementation.

Office 365 subscription costs: These are per-user per-month costs for users subscribing to
Microsoft business productivity services available through the Office 365 program.

Azure Compute costs: These are per-minute charges for virtual machines running in the
Azure Cloud.

Azure Storage costs: These are per-GB of storage for data stored in the Azure Cloud.

Azure ExpressRoute: This is an option that provides the Purchasing Entity with a private,
dedicated connection to the Microsoft Cloud, instead of connecting over the public
Internet. ExpressRoute is priced based on the speed of the outbound data. Inbound data
is free.

+ Migration Costs. This is the cost of the time and manpower used to plan, execute
and test the migration of Purchasing Entity data from their premises (or hosted
environment) to the Microsoft Cloud. This would include stored data, as well as
emails, documents and web content that will be maintained in the Cloud. Insight
can be contracted to provide these migration services, and will offer either a
packaged offering for a standard set of services, or a full offering based on the time
and materials necessary to deliver the migration.
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6.5.3 Offeror must describe how its Solutions are NIST compliant, as defined in NI ST
Special Publication 800-145, with the service models it offers.

Insight Response: Due to Insight’s status as a Value Added Reseiler, this requirement is not
applicable to Insight. However, we have provided responses explaining how our chosen CSP
partner’s solutions are NIST compliant. Confirmation of compliancy is provided in the answer to
Section 8.1.2.
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Scope and Variety of Cloud Solutions (RFP 6.6) (E)

Specify the scope and variety of the Solutions you offer under this solicitation. You may
provide a list of the different Saa$S, [aaS, and/ or Paa$ services and deployment models
that you offer.

Insight.

PUSLC BRCTOR

Insight Response: Insight has partnered with two of our strongest cloud partners in response to
the NASPQO ValuePoint/ State of Utah's RFP. Amazon Web Services (AWS) is our first partner
offering which has an expansive SaaS, PaaS, and laaS portfolio offering that will be made
available and is outlined throughout Insight’s proposal response. AWS' offerings can be delivered
via Public and Hybrid deployment models.

We have also partnered with a 3" party services firm who specializes in AWS consulting services
around design and deployment that will assist in leveraging these services to the fullest
advantage possible.

The Insight REAN Cloud team is able to provide the following services:

Assessment Phase - DevOps Phase - Paa$

SaasS

" Operations Phase - .

Strategy Phase - Saa$
2 © Saas

ROl & Business Case

Cloud Architecture
Justification (Activity) )

Rationalization/ Adoption
strategy

DR & Business continuity
planning

DevOps Strategy

Account Management
Governance & Compliance

Implementation Phase
Secure Infrastructure
Setup

Lift & Shift Migration
(CloudEndure)

DevOps based migration

Billing as Service (Baa$S)
AWS Infrastructure
(laas)

Security & Risk Infrastructure
AWS Caiculator (Task) 4 ‘

Assessment r Automation
Cloud ! ] [ Managed Services (MGS) )

Migration and Application

Reengineering
Native AWS Application
Development

Insight's second cloud partnership is with Microsoft. Participating Entities will have access to
laa$S, SaaS, and PaaS solution offerings delivered via Public {including the Government
Community Cloud), Hybrid, and Private deployment models. Through the Microseft partnership
Office 365, Azure, Intune, and CRM Dynamics will be made available to the Participating Entities.
Insight services will provide design and deployment capabilities for Office 365, Azure, and CRM
Dynamics. Further description of the Online Services available is provided below.

Those Online Services which do not store or process Customer Data, and are merely desktop
applications delivered using Microsoft’'s servers as a delivery mechanism. As of the date of
Insight's submission, there are three such Online Services: (1) Office 365 ProPlus; (2) Project Pro
for Office 365; and {3) Visio Pro for Office 365,

Those Online Services which store or process Customer Data, and are included in scope for the
DCata Processing Terms {DPT} section of the Microsoft Online Services Terms. As of the date of
Insight’s submission, that list exclusively includes the following:
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Oﬁline Services in DPT

Microsoft Dynamics CRM Online services made available through volume
licensing or the Microsoft online services portal, excluding (1) Microsoft
Dynamics CRM for supported devices, which includes but is not limited to
Microsoft Dynamics CRM Online services for tablets and/or smartphones and
{2) any separately-branded service made available with or connected to
Microsoft Dynamics CRM Online, such as Microsoft Social Engagement,
Parature, from Microsoft, and Microsoft Dynamics Marketing.

Microsoft Dynamics
CRM Online Services

The following services, each as a standalone service or as included in an Office
365-branded plan or suite: Exchange Online, Exchange Online Archiving,
Exchange Online Protection, Advanced Threat Protection, SharePoint Online,
OneDrive for Business, Project Online, Skype for Business Online, Sway, Office
Office 365 Services Online, Delve Analytics, Customer Lockbox, and Yammer Enterprise. Office
365 Services do not include Office 365 ProPlus, any portion of PSTN Services
that operate outside of Microsoft's control, any client software, or any
separately branded service made available with an Office 365-branded plan or
suite, such as a Bing or a service branded “for Office 365.”

Cloud Services (web and worker roles}, Virtual Machines (including with SQL
Server), Storage (Blobs, Tables, Queues), Virtual Network, Traffic Manager,
Microsoft Azure Core Batch, Web Sites, BizTalk Services, Media Services, Mobile Services, Service
Services Bus, Notification Hub, Workflow Manager, Express Route, Scheduler, Multi-
Factor Authentication, Active Directory, Rights Management Service, SQL
Database, and HDInsight.

The cloud service portian of Micresoft Intune such as the Microsoft Intune
Add-on Product or a management service provided by Microsoft Intune such
as Mobile Device Management for Office 365.

Microsoft Intune Online
Services
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Best Practices (RFP 6.7) (E)

Specify your policies and procedures in ensuring visibility, compliance, data security
and threat protection for cloud-delivered services; include any implementations of
encryption or tokenization to control access to sensitive data.

I nsight Response: Insight has provided responses explaining how our CSP partners and
services partner, REAN Cloud, ensures visibility, compliance, data security
and threat protection for cloud-delivered services.

AWS: The AWS virtual infrastructure has been designed to provide optimum availability while
ensuring complete customer privacy and segregation. AWS's highly secure data centers use
state-of-the-art electronic surveillance and multi-factor access control systems and maintain
strict, least-privileged-based access authorizations. Their environmental systems are designed to
minimize the impact of disruptions to operations, and their multiple geographic regions and
Availability Zones allow customers to remain resilient in the face of most failure modes, including
natural disasters or system failures. AWS manages over 1,800 security controls to provide an
optimally secure environment for all customers. .

In addition, network traffic between AWS regions, Availability Zones, and individual data centers
travels over private network segments by default. These private network segments are fully
isolated from the public Internet and not routable externally. AWS resources can be configured to
reside only on isolated AWS network segments and to avoid utilizing any public P addresses or
routing over the public Internet.

AWS security engineers and solution architects have developed whitepapers and operational
checklists to help customers select the best options for their needs and to recommend security
best practices, such as storing secret keys and passwords in a secure manner and rotating or
changing them frequently.

Built-ln Security Features

Not only are applications and data protected by highly secure facilities and infrastructure, they
are also protected by extensive network and security monitoring systems. AWS and its partners
offer over 700 tools and features to help customers meet their security objectives concerning
visibility, auditability, controllability, and agility. These tools and features provide basic but
important security measures such as Distributed Denial of Service {DDo8S) protection and
password brute-force detection on AWS accounts. AWS-provided security features include:

¢« Secure Access — Customer access points, also called Application Programming Interface
{APl} endpoints, allow secure HTTP access {HTTPS} so that customers can establish secure
communication sessions with their AWS cloud services using Secure Socket Layer
{SSL)/ Transport Layer Security (TSL).

+ Built-In Firewalls — Customers can control how accessible their instances are by configuring
buiit-in firewall rules—from totally public to completely private or somewhere in between. And
when instances reside within an Amazon Virtual Private Cloud { Amazon VPC) subnet,
customers can control egress as well as ingress.

s Unique Users - The AWS | dentity and Access Management (| AM) tool allows AWS
customers to controi the level of access their own users have to AWS infrastructure services.
With AWS |AM, each user can have unique security credentials, eliminating the need for
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shared passwords or keys and allowing the security
best practices of role separation and least privilege.
Multi-Factor Authentication (MFA) — AWS
provides built-in support for MFA for use with AWS
accounts as well as individual AWS |AM user
accounts.

Private Subnets-The Amazon VPC service allows
customers to add another layer of network security
to instances by creating private subnets and even
adding an Internet Protocol Security (IPsec) Virtual
Private Network (VPN) tunnel between a home
network and Amazon VPC,

Encrypted Data Storage — Customers can have
the data and objects they store in Amazon Elastic
Block Store (Amazon EBS), Amazon Simple Storage

AWS Multi-Factor Authentication
(MFA} is a simple best practice that
adds an extra layer of protection on top
of your user name and password. With
MFA enabled, when a user signs in to
an AWS website, they willi he prompted
for their user name and password (the
first factor—what they know), as well
as for an authentication code from their
AWS MFA device (the second factor—
what they have). Taken together, these
multiple factors provide increased
security for your AWS account settings
and resources.

Service (Amazon S3), Amazon Glacier, Amazon Redshift, and Amazon Relational Database
Service (Amazon RDS} on Oracle and SQL Server encrypted automatically using Advanced
Encryption Standard {(AES) 256, a secure symmetric-key encryption standard using 256-bit

encryption keys.

Dedicated Connection Option —-The AWS Direct Connect service allows customers to
establish a dedicated network connection from their premises to AWS. Using industry-

standard 802.1qg VLANs, this dedicated connection
can be partitioned into multiple logical connections
to. enable access to both public and private IP
environments within the AWS cloud.

Dedicated, Hardware-Based Crypto Key
Storage Option — For customers who must use
Hardware Security Module (HSM)} appliances for
cryptographic key storage, AWS CloudHSM
provides a highly secure and convenient way to
store and manage keys.

Centralized Key Management— For customers
who use encryption extensively and require strict
control of their keys, the AWS Key Management
Service { KMS) provides a convenient management
option for creating and administering the keys used
to encrypt data at rest.

Perfect Forward Secrecy- For even greater
communication privacy, several AWS cloud services
such as Elastic Load Balancing and Amazon
CloudFront offer newer, stronger cipher suites.
These cipher suites allow SSL/TLS clients to use

AWS GovCloud (US) is an isolated
AWS region designed to host sensitive
workloads in the cloud, ensuring that
this work meets the US government's
regulatory and compliance
requirements. The AWS GovCloud (US)
region adheres to United States
International Traffic in Arms
Regulations {ITAR) as well as Federal
Risk ang Authorization Management
Program (FedRAMP) requirements. It
provides special endpoints that utilize
only Federal Information Processing
Standard (FIPS) 140-2 encryption AWS
GovCloud (US) is available to US
government agencies, government
contractors, private and public
commercial entities, educational
institutions, non-profits and research
organizations that meet GovCloud (US)
requirements for access.

Perfect Forward Secrecy, a technique that uses session keys that are ephemeral and not
stored anywhere, This prevents the decoding of captured data, even if the secret long-term

key itself is compromised.

Several of AWS's built-in cloud security features focus on providing visibility into data,
performance, and resource usage. The tools listed below help customers gain more insight into
their cloud operations, giving them the means to better control their security and providing
information for data-driven decisions.
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e AWS Trusted Advisor —Provided automatically when AWS customers sign up for premium
support, the AWS Trusted Advisor service is a convenient way for customers to see where
they could use a little more security. It monitors AWS resources and alerts customers to
security configuration gaps such as overly permissive access to certain Amazon Elastic
Compute Cloud (Amazon EC2) instance ports and Amazon S3 storage buckets, minimal vse of
role segregation using AWS IAM, and weak password policies.

¢« Amazen CloudWatch — Amazon CloudWatch enables customers to collect and track
metrics, collect and monitor log files, and set alarms. Amazon CloudWatch can monitor AWS
resources such as Amazon EC2 instances, Amazon DynamoDB tables, and Amazon RDS DB
instances, as well as custom metrics generated by a customer’s applications and services and
any log files their applications generate. Customers can use Amazon CloudWatch to gain
system-wide visibility into resource utilization, application performance, and operational
health, using these insights to react intelligently and keep applications running smoothly.

s AWS CloudTrail - AWS CloudTrail provides logs of all user activity within an AWS account.
The recorded information includes the identity of the API caller, the time of the API call, the
source |P address of the APl caller, the request parameters, and the response elements
returned by the AWS cloud service. The AWS API call history produced by AWS CloudTrail
enables security analysis, resource change tracking, and compliance auditing.

« AWS Config - With the AWS Config service, customers can immediately discover all of their
AWS resources and view the configuration of each. Customers can receive notifications each
time a configuration changes as well as dig into the configuration history to perform incident

analysis.
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leading products that are
equivalent to, identical to,
or integrate with existing
controls in a customer’s on-premises environments. Customers can browse and purchase APN
partner products on the AWS Marketplace. These products complement existing AWS cloud
services to enable customers to deploy a comprehensive security architecture and a more
seamless experience across their cloud and on-premises environments. The APN partner security
products caver multiple areas of security, including application security, policy management,
identity management, security monitoring, vulnerability management, and endpoint protection.
The figure below is a snapshot of the APN partners and cateqories of products available under the
security category in the AWS Marketplace.

Several of the security products that AWS offers are provided only by APN partners that are
prequalified by the APN Partner Competency Program, which confirms their iechnical
proficiency and proven customer success in specialized solution areas. AWS's Security
Competency Partners can also provide demos and consulting services that are not always
available through the AWS Marketplace. -

Figure 10: AWS Marketplace Security Offerings
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Value Added Security, Visibility, Compliance and Threat Protection Best Practices
Insight/ REAN Provides:

Amazon Virtual Private Cloud (Amazon VPC) lets customers provision a private, isolated section of
the Amazon Web Services (AWS)} Cloud where members can launch AWS resources in a virtual
network that they define. With Amazon VPC; users can define a virtual network topology that
closely resembles a traditional network that they might operate in their own data center. REAN
will help Participating Entities have complete control over their virtual networking environment,
including selection of their own IP address range, creation of subnets, and configuration of route
tables and network gateways.

REAN will help Participating Entities customize the network configuration for their Amazon VPC.
For example, Participating Entities may need a public-facing subnet for their web servers that
have access to the Internet, and place their backend systems such as databases or application
servers in a private-facing subnet with no Internet access. REAN will help Participating Entities
leverage multiple layers of security, including security groups and nelwork access control lists, to
help control access to Amazon EC2 instances in each subnet,

Additionally, REAN will help Participating Entities create a Hardware VPN connection between their
corporate data center and their VPC and leverage the AWS cloud as an extension of their
corporate data center. Figure below shows a notional picture of the AWS VPC infrastructure
offering.

A variety of connectivity options exist Ditech's isolateid
for Participating Entities to connect P el ; ’_g-—f*;‘wg';:;aum,
to their Amazon VPC: Participating . L) ol B E
Entities can connect their VPC to the
Internet, to their datacenter, or both,
based on the AWS rescurces that
they want to expose publicly and
those that they want to keep private.

» Connect directly to the
Internet {public subnets) -
Participating Entities  can
launch instances into a publicly
accessible subnet where they
can send and receive traffic
from the Internet,

-

.

REAN-

HE R e

Figure 11: AWS VPC I nfrastructure Offering

« Connect to the Internet using
Network Address Translation {private subnets} — Private subnets can be used for instances
that Participating Entities do not want to be directly addressable from the Internet. Instances
in a private subnet can access the Internet without exposing their private IP address by
routing their traffic through a Network Address Transiation (NAT) instance in a public subnet.

s+ Connect securely to a corporate datacenter — All traffic to and from instances in a
Participating Entity’'s VPC can be routed to their corporate datacenter over an industry
standard, encryptedl PSec hardware VPN connection.

+ Combine connectivity methods to match the needs of the application - Customers can
connect a VPC to both the Internet and their corporate datacenter and configure Amazon
VPC route tables to direct all traffic to its proper destination.
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Amazon VPC provides advanced security features such as security groups and network access
control lists to enable inbound and outbound filtering at the instance level and subnet level. In
addition, Participating Entities can store data in Amazon S3 and restrict access so that it's only
accessible from instances in their VPC. Optionally, Participating Entities can also choose to launch
Dedicated Instances that run on hardware dedicated to a single customer for additional isolation.

REAN Secure VPC

REAN has devised a secure virtual private cloud (S-VPC) framework that provides assurance of
information protection with additional security controls to ensure the confidentiality, integrity and
availability of information. The S-VPC wraps the customer application in a secure shell to meet
the internal governance and ensure compliance with regulations like SOC 1/SSAE 16/1SAE 3402
{formerly SAS 70 type ), PCl DSS Level 1, 1SO 27001, HIPAA, HITECH, and FedRAMP.

Figure below shows the high level architecture for REAN S-VPC. The following sections explain
virtual netwark, server, storage, access control, and audit controls in further detail.
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Figure 12: High Level Architecture for REAN S-VPC

Network Protection
REAN S-VPC protects the network perimeter by creating a Demilitarized Zone (DMZ) with a
unified threat management suite. The suite provides firewall services, intrusion
protection/detection services, secure Virtual Private Network (VPN) connectivity, packet filtering,
and web application firewall protection not available via AWS standard offerings. This front-end
protects against denial-of-service attacks, worms, and hacker exploits.
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Server Protection
REAN S-VPC offers comprehensive server security designed to protect all the AWS instances in
the customer environment from data breaches and business disruptions, and achieve cost-
effective compliance across these environments.

Tightly integrated modules including anti-malware, web reputation, firewall, host based intrusion

prevention, integrity monitoring, and log inspection expand the security posture to ensure server,
application, and data security across physical, virtual, and cloud environments. The solution also

features FIPS 140-2 certification to support high security standards.

Storage Protection
REAN S$-VPC provides distinctive data protection for information stored on elastic block store
volumes using encryption with key management system that enables policy based restrictions to
determine where and when encrypted data can be accessed. In addition, server validation applies
identity and integrity rules when servers request access to secure storage volumes. Solution
ensures that encryption keys are delivered to valid devices without the need to depioy an entire
file system and management infrastructure. This solution protects sensitive information from
theft, unauthorized exposure, or unapproved geographic migration to other data centers.

Access Control
REAN S-VPC environment provides various convenient options to the end users to access the
environment and initiate their VPN connections. These include:

» HTMLS based remote access VPN that they can initiate from any HTML5 compatible browser
with requiring any plug-in.

¢ SSL remote access VPN that provides additional security by a double authentication using
X.509 certificates and username/password.

¢ |PSec based VPN using native Windows or Mac VPN clients.
+ Mobile VPN using native iPhone VPN client to securely connect to VPC.

System administrator access control is provided through the integration of GU identity and access
management solution. This suite supplements the AWS Management Console by vaulting
administrator’s credentials, enforcing separation of duties, and recording all accesses and actions.

Logging and Auditing
REAN S-VPC ensures that the customer environment is continuously monitored using auditing at
the network, server, and application levels to help meet all the forensics and compliance
requirements. In case of server and infrastructure access, the solution not only provides system
logs but could optionally provide full video stream of an administrator session into Amazon S3. By
providing such video stream that is tied back to customer Identity and Access Management
{IAM}, enterprises can maintain full accountability for any changes performed on the service. The
entire above audit data is fed into a Security Information and Event Management (SIEM) system
that provides full contextual awareness of the events that can be summarized in a simple
dashboard.

Availability
Customer environment is architected to take full advantage of highly available AWS
infrastructure. All the components {application servers and files stores) of the solution are
deployed in a redundant fashion across multiple fault isolated AWS Availability Zones. Each
Availability Zone is designed as an independent failure zone. This means that Availability Zones
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are physically separated within a typical metropcelitan region and are located in lower risk flood
plains {specific flood zone categorization varies by Region). In addition to discrete uninterruptable
power supply (UPS) and onsite backup generation facilities, they are each fed via different grids
from independent utilities to further reduce single points of failure. Availability Zones are all
redundantly connected to multiple tier-1 transit providers. The file store uses Amazon Simple
Storage Service (S3) that provides eleven 9s SLA on durability of the data.

REAN S-PVC Value
REAN S-VPC has successfully passed security testing and auditing by a leading auditor that
provides the services to the Department of Defense. Participating States and Entities can adopt a
proven and working framework and save time and money.

Auditing and Compliance
REAN firmly believes in the separation of duties between architecting and implementing security
solutions and auditing and accreditation process to ensure compliance. Hence, REAN will work
with any independent third party vendor a Participating Entity recommends to help them through
the certification and accreditation process.
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5. Organization Profile (RFP 7) (M) (E)

7.1 Contract Manager

The Offeror must provide a Contract Manager as the single point of contact for
manggement of the NASPO ValuePoint Master Agreement, administered by the State of
Utah. The Contract Manager must have experience managing contracts for cloud
solutions.

7.1.1 Provide the name, phone number, email address, and work hours of the
person who will act as Contract Manager if you are awarded a Master Agreement.

Contract Manager I nformation
Name: Pam Potter
Phone: (630) 924-6810
Email: Pam.Potter@lnsight.com
Work Hours: 8:00am — 5:00pm (CST)

Insight Response: While Pam Potter will serve as the Contract Manager and primary point of
contact, she will be supported by an Insight Product Manager who is well versed in the AWS and
Microsoft Cloud offerings and associated contract terms. A professional bio has been provided
below.

7.1.2 Describe in detail the Contract Manager’s experience managing contracts
of similar size and scope to the one that will be awarded from this RFP. Provide
a detailed resume for the Contract Manager.

Insight Response: Pam Potter is a seasoned professional in the IT industry having spent the past
15 years with Insight, of which four have been spent as a member of the Insight Contract
Compliance team. She is responsible for managing all IPS SLED contracts, as well as SLED-related
client and nationwide non-services partner agreements. Pam’s primary responsibilities include new
contract roll-outs, contract lifecycle/ change management, and ongoing training efforts. She
further serves as the primary contact for the client contract managers of Insight's 160+ contracts.
She has extensive experience managing large multi-state contracts, including the NASPO Software
Value Added Reseller and U.S. Communities contracts that Insight holds.

David Solliday is a seasoned professional in the T industry with over 25 years of experience in
the channel, with a focus on Cloud for the past six (6) years. He serves as the Business
Development Specialist for Insight’s Cioud Practice. His current responsibilities are around
Managing infrastructure partners as well as the responsibility of Onboarding new Cloud business
partners and how we operationalize them into Insight's business systems. David will serve as
Pam's deputy in all matters that pertain to the solution-specific offering terms and technical
details.
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7.1.3 Describe in detail the roles and responsibilities of the Contract Manager as

they apply to the NASPO ValuePoint Master Agreement that will be awarded from
this RFP.

Contract Manager

Insight Response: Ms. Pam Potter will have the authority and responsibility for the overall
success of the NASPO ValuePoint Cloud Solutions contract within Insight's organization. As the
Manager of Compliance for IPS’ SLED contracts, Ms. Potter is responsible for working directly with
the NASPO ValuePoint organization and state procurement offices to ensure that Insight is
properly administering the Master Agreement and Participating Addendums. Areas of
responsibility include managing the following contract items:

¥'. Renewals Vi Extensions - - f ¥ - Product Catalog v Opdate.” -,
B X _ ' ; Sche‘dulesa:—.’j”sg

) : £ S | . iy L -
¥ lIssues ¥ Daily Contract - v Reporting |77 V- Contract -
; ~Management - . ' ~° -Management !
25w e ; " [-Website .

Additionally, Ms. Potter will work directly with state procurement offices to educate them on
Insight’s NASPO ValuePoint contract. She will assist participating states and individual entities
throughout the addendum signing process, ensuring each PA is executed smoothly. She will be a
dedicated point of contact for states and entities interested in and going through the sign up
process. Additionally, she works closely with Insight sales and provides appropriate contract
training and compliance oversight.
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6. Technical Response (RFP 8} (M) (E)

If applicable to an Offerors offering, an Offeror must provide a point by point responses
to each technical requirement demonstrating its technical capabilities. 1f a technical
requirement is not applicable to an Offeror’s offering then the Offeror must explain why
the technical requirement is not applicable.

Ifan Offeror’s proposal contains more than one Solution (i.e., Saa8 and Paa8S) then the
Offeror must provide a response for each Sclution. However, Offerors do not need to
submit a proposal for each Solution.

8.1 TECHNICAL REQUIREMENTS
8.1.1 Offeror must identify the cloud service model(s) and deployment model(s)
it intends to provide to Eligible Users. See Attachment D.

Insight Response: Insight's proposed solutions that we will provide through the NASPQO
ValuePoint Cloud Sclutions contract are outlined below.

Vendor Name Service Model(s) Deployment Model(s)
Amazon Web Services laaS, PaaS, Saal Public, Hybrid, Private
Microsoft laaS, Saa8, PaasS Public, Hybrid, Private
Insight Public Sector Not Applicable Not Applicable
REAN Cloud Not Applicable Not Applicable

8.1.2 For the purposes of the RFP, meeting the NIST essential characteristics is
a primary concern. As such, describe how your proposed solution(s) meet the
following characteristics, as defined in NI ST Special Publication 800-145:

Insight Response: This requirement is not applicable to Insight but is relevant to our CSP
partners. Provided below is how their solutions meet the NIST Characteristics.

8.1.2.1 NIST Characteristic - On-Demand Self-Service: Provide a brief
written description of how the cloud solutions proposed satisfies this
individual essential NI ST Characteristic. Attest capability and briefly
describe how self-service technical capability is met.

AWS: Amazon Web Services (AWS) provides customers of all sizes with self-service, on-demand
access to a wide range of cloud infrastructure services, charging users only for the resource<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>