STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concard, NH (3301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

August |, 2024

His Excellency, Governor Christopher T. Sununu
an the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology fo enter into a Sole Source contract
amendment with The Atom Group, LLC, of Portsmouth, NH (VC #313392) by increasing the price limitation
by $1,500,000 from $400,705 to $1,900,705, and by extending the completion date from August 31, 2025 to
September 30, 2027, for the pwrpose of providing Cyber Security Training and Exercise services to
Municipalities, K-12 8AUs, Local Utility Commissions, and State Agencies throughout the State of New
Hampshire, effective upon Governor and Council approval. The Governor and Executive Council
approved the original contract agreement on March §, 2023, Item #16 and most recently amended with
Governor aud Executive Council approval on October 4, 2023, Item #40.

Source of Fuads: 80% Federal Grant money and 20% General Funds will be used.

Funding is available in Fiscal Year 2025 as follows:

CAT#DEPTH#AGENCY#-ACTIVIT#-ACCOUNTING UNIT #- FY 25
DEPT NAME- AGENCY NAME -ACCOUNTING UNIT NAME
CLASS- OBJECT - DESC
01-03-03-030010-67170000-Department of Information Technology- %1,200,000
2023 Cyber Enbancements Grant- 103-502664-Contracts for Program
Services

02-23-23-231010-71150000-Department of Safety-Cybersecurity Grant $300,000
Program-103-502664-Contracts for Operational Services.
Total ! $1,500,000

EXPLANATION

This contract amendment is Sole Source because it accelerates/continues an existing Public-Private
partpership to provide Cybersecurity Training and Exercises to Municipalities, K-12 SAUs, Local Utility
Commissions, State Agencies, etc. across New Hampshire. The Atom Group, LLC will provide up to 250
hours per quarter of Municipal Cyber Training and Exercise Services to accelerate the existing Municipal
Cyber Defense Program offered in partnership with the New Hampshire Public Risk Management
Exchange’s (PRIMEX) Risk Managers.

On March 4, 2023, the Governor and Executive Council approved the original contract as item #16

on the agenda. On October 4, 2023, the Governor and Executive Council approved the first Amendment to
this contract. Since that time, the following cybersecurity training has been developed in response to data
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collected within the State of New Hampshire and addresses critical gaps in cybersecurity readiness. These
training programs are available to any municipal entity within the state and are delivered as 90-mimute, 2-
hour, 4-hour, and full day tminings as workshops or through webinar format.

General Cybersecurity Awareness Training (UPDATED FOR 2024)

Public Cybersecurity Treining for Libraries (NEW FOR 2024)

Cybersecurity Training for Police and Fire Departmeants (Includes CJIS, Evidence, Dispatch)
Cybersecurity Training for Financial Teams (Include ACH Freud and Payroll Fraud)
Cybersecurity Training for IT Teams (Engineer Training of Common Attacks in 2022)

How to Legally Review Cybersecurity Documentation and Policies

Cybersecurity Incident Response Plan Creation

Tabletop Workshop for cybersecurity iecident response plans (NEW FOR 2024)

Cybersecurity Microsoft 0365 Secure Setup Review end Training (Includes Log Review)
Cybersecurity Google Workspace Secure Setup Review and Training (Includes Log Review)
Cyber Protections for SCADA Networtks Training (UPDATED FOR 2024)

Cybersecurity Training for Educators (K-12 & SAU) (UPDATED FOR 2024)

Cybersecurity Voting Protection Training for Cities and Towns

Cybersecurity Advanced Indicator of Compromise Detection Training (For IT Engineers)

Deta Privacy Training for Emergency Responders. (UPDATED FOR 2024)

CIS Controls Webinar Series (Controls 1-16, Implementation Group 1&2)

Region Cyber Defense Training Program

The following MAJOR training events were made possible by this contrect:

¢ MAJOR RECORDED EVENTS
» CIS Controls Webinar Series Complete 1900+ Views. (600 new views)
s General Cybersecurity Training (Created in Partnership with NH Primex). 9200+ Views
e Cybersecurity Micro-Treinings (Created in Partnership with NH Primex). 2400+ Views

e MAJOR WORKSHOPS DEVELOPED

Iacident Response Planning for Town Administrators (Provided Annualty, 2023, 2024)

Regional Cyber Defense Program (Provided Quarterly Q4, 2023, Q1 2024)

Cybersecunity Emergency Response for IT Managers (Provided Annually 2023, 2024)

Sandbox and Honeypot Training for IT Managers (2023)

'Living off the Land Cybemecurity Warkshop (Provided 2X in 2024)

Crisis Media Response for Leadership Training (NEW)

Group Tabletop Incident Response Workshop (NEW)

o CONFERENCE TRAINING DELIVERED

Cyber Atteck Response end Recovery Tabletop

Emergency Dispatchers Cybersecurity Training

Cybersecurity: Detecting Financial Frauds and IT Controls

Cyber Risk Awareness for Public Sector Employees

NH Municipal Association Conference Training (2 Sessions)

Cybersecurity Alerts, Training, and Communication Portal

Counterintelligence Training for Municipal Leaders

IT Cybersecurity: Honeypot Creation Treining

Windows Hardening Techniques for Windows 10 and 11

NH Cyber Symposium (Modern Incident Response for Towns)

NHMA Organizational Training (Conference Sessions)

NHSAA Organizational Training (Conference Sessions)

Al Cybersecurity (NH/VT Counties)

* ® & o & & 0
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The Atom Group’s Program includes four pillars of cybersecurity readiness for Municipal
Government entities in the State of New Hampshire. These pillars are:

1. Proactive Education and Training, :

2. Cybersecurity Emergency Response Planning and Tabletop Exercises,

3. Cybersecurity Vulnerability Overviews, Custom Content, and On-Demand Webinars, including

a 20-part series of CIS Controls Implementation Groups 1 and 2, and

4. Hands-on warkshops for IT personnel working for Municipalities that have significant

cybersecurity responsibilities to safeguard public information systems and confidential data.

The Atom Group provides a program thet is moduler and adaptable in s customized matrix where
the delivery of coatent is based on 3 key traits of municipalities:

1. The type of municipality receiving the content.

2. The job description of the person receiving the tmining.

3 The existing cybersecurity readiness training of the organization.

Additionally, Atom Group, LLC’s program provides not only in person conteat delivery for specific
municipalities, but they additionally make the content available to wider municipal audiences via the New
Hampshire Public Risk Management Exchange (PRIMEX) Cybes Portal which is available to over 550
municipal entities in New Hampshire.

Alteroatives to this contract that were considered include competitive bidding and the leveraging of
a statewide contract. Due to the efficiency and effectiveness of the existing public-private competiti ve
bidding was not deemed feasible to produce acceptable outcomes and leveraging a statewide contract would
not allow vendors to have access to the PRIMEX Cybersecurity Training Partal and therefore would not be
accessible on-demand to more than 550 lower political subdivisions.

The State will receive many benefits from this contrect amendment including a higher level of
Cybersecurity awareness and training throughout political subdivisions by reduciag overall risk and
increasing situationsl awareness of Cybersecurity events/incidents across the State, and a higher level of
awareness will reduce the poteatial of serious cyber incidents.

As most Municipalities are connected to at least one state netwark, increased Cybersecurity
awarcness should decrease risk to State Networks. The State will leverage the existing PRIMEX processes
for Municipalities to access and schedule training. All edministrative process and procedures to schedule
and conduct training for municipalities already exist and will not bave to be executed by State employees.

This accelerated treining program will more quickly enable lower political subdivisions to comply

with RSA 31:103-b and the business systems of agencies that have coanections with Municipalities (e.g.
Department of Motor Vehicles will operate at a lower level of Cyber Security Risk

*Innovative Technologles Today for New Hampshire's Tomorrow"”
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The Department of Information Technology respectfully requests approval of this contract
amendment.

Respectfully submitted,

o A8

Denis, Goulet
Commissioner, Departmeat of Information
Technology

e

Robert L: Quinn
Commissioner, Department of Safety

DG/jd
DolT #2023-030B
RID #88456

cc: Ken Weeks, DolIT Chief Information Security Officer

“Innovative Technologles Today for New Hampshire's Tomorrow”
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STATE OF NEW HAMPSHIRE

Department of Information Technology
DolIT # 2023-30 MUNICIPAL CYBER TRAINING AND EXERCISES

AMENDMENT B (2)

Template Revision V3.0 2/27/23
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INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a sole source coritract on
March 8, 2023, Item #16, as amended on October 4, 2023, Item #40 (herein after referred to as the
“Agreement™), The ATOM Group, LLC (hereinafter referred to as “Contractor” agreed to supply certain
services upon the terms and conditions specified in the Agreement and in consideration of payment by the
Department of Information Technology (hereinafter referred to as the “Department™), certain sums as
specified therein; ¢

WHEREAS pursuant to the Agreement Section |7 and the provisions of the Agreement, the Agreement
may be modified or amended only by a written instrument executed by the parties thereto and approved
by the Governor and Executive Council.

WHEREAS the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS this Amendment is intended by the Parties as the final, complete, and exclusive understanding
between the Parties hereto. All prior or contemporaneous promises, agreements, and understandings,
whether oral or written, are deemed to be superseded by this Amendment, and no Party is relying on any
promise, agreement, or understanding not set forth in this Amendment. Except as expressly amended by
this Amendment, the Agreement shall continue in full force and effect.

WHEREAS the Department wishes to add federal funds to continue the Municipal Cyber Training and
Exercises program.

WHEREAS The Vendor agrees to provide Municipal Cyber Training and Exercise Services, 1o include
State Agencies,

WHEREAS The Department and the Vendor wish to increase the Contract price by $1,500,000.00 to bring
the total contract price to $1,900,705.00

WHEREAS The Department and the Vendor wish to extend the completion date from August 31, 2025 10
September 30, 2027,

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

{ Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $1,500,000.00 from $400,705 to $1,900,705.00

Date:

Page

State of NH Contract {— °*
8/1/2024 jg
Contractor’s Initials:

20f4
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TABLE 1: CONTRACT HISTORY

CONTRACT AND | AMENDMENT | G&C COMPLETION CONTRACT
AMENDMENT TYPE APPROVAL - DATE AMOUNT
NUMBER DATE
DolIT # 2023-030 Original March 8, 2023, ! June 30, 2024 $100,705

Contract ltem #1i6
DoIT # 2023-030 | 1* Amendment October 4, 2023, | August 31, 2025 $300,000
Amendment A Item #40
DolT # 2023-030 | 2nd Amendment | TBD September 30, 2027 | $1,500,000
Amendment B

';CONTRACT TOTAL | $1,900,705

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above

written.

CONTRACTOR

DocuSigned by:
(QV&‘*M . Date" 8/1/2024

Jason Sgro
The Atom Group, LLC

STATE OF NEW HAMPSHIRE

b As—

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Technology

Date: August 2,2024

State of NH Contract DS
Date8/1/2024 ‘ jg
Contractor’s Initials:

Page Jof4
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Duncan &. (Zgar Date: August 12, 2024

Duncan A. Edgar, Assistant Attorney General
State of New Hampshire, Department of Justice

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract os
Date: 7/19/2024 jg

Contractot’s Initials:

Page
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State of New Hampshire
Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that THE ATOM GROUP LLC is a New
Hampshire Limited Liability Company registered to transact business in New Hampshire on April 12, 2007. [ further certify that
all fees and documecnts required by the Secretary of State’s office have been received and is in good standing as (ar as this oflice is

concerned.

Business [D: 576086
Centificate Number: 0006690525

IN TESTIMONY WHEREOF,
[ hereto set my hand and cause 1o be affixed
the Seal of the State ol New Hampshire,

this 16th day of May A.D. 2024.

David M. Scanlan

Secretary of State
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DD/YYYY)
OM152024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
SELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

JMPORTANT: If the cartificate holder is an ADDITIONAL INSURED, the policy(ies} must have ADDITIONAL INSURED provisions or be andorsed.
it SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the cartificate holder In lisu of such endorsement(s).

L

PRODUCER MHAME: Michacl Warc
Giranite State Insumince & Rish Myt LLC N £y, 003 58U 4706 TTu% wopF03 369 4433
90 Beverly Drive apphEss:  michaclGigranitestateinsuranye.com
Hampstead, NIt 03841 INSURER(S) AFFORDING COVERAGE NAIC ®
(NSURER a ; 1he Hastford 19682
ISURED INSURER 8 ;
‘The Awm Group, LLC INSURER C :
3} Jewell Count IKSURER D :
Pontsmouth. NH 0380) INSURER E :
INSURER F |
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:
TS 1570 CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT . TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERME,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
LTR TYPE OF INSURANCE esol ol POLICY NUMBER DGR Y | (MMBBITYYY) LIMITS
) | COMMERCIAL GENERAL LIABRLITY EACH OCCURRENCE s 1000001
TARAGE TU RERTED =
coansamoe [ X]occur PREMISES (Zu ocaurance) |3 500000
MED EXP {Any ona person) 3 SO
A BSBAAESUIS 09722720223 | 0972272024 [ PERSONAL & ADV INJURY |3 100000
GEN AGGREGATE LT APPLIES PER: GENERAL AGGREGATE s 2000000
X jroucy D e D Lac PRODUCTS - COMPIOP AGG |3 2000004
X|other: Tech E&Q). Cybur Liability SIM Aggreguie H 1000000
AUTOMOBILE LIABILITY e L [ Lh000nn
_} ANY AUTO BOOILY (INJURY {Por pevson) | §
& [V e, oD MMSBAALSH 097222023 | 092272024 [BOOILY INSURY (Per accidan 1§
[Ty | HIRED NON-OWNED PROPERTY DRRAGE s
| X | aUTos ony AUTOS ONLY {Per acerient)
3
UMBRELLA LIAB | X ]occuR EACH GCCURRENCE 5 300K
A [ |excessuss | camsmage MSIAAESSIR 09,22/20223 | 09222029 [agamecate s 300000
DED | |ReTENTIONS s
WORKERS COMPENSATION x|2$§7m EJH-
AND EMPLOYERS' LIABILITY YiN 3 100000
WY PROPRIETORPARTNERIEXECUTIVE e ioat b sapomya e |EdL EACH ACCIDENT
A DT RREMBER EXCLUDED? N[nia MEWECIVANI3 017262024 | 0326i2015
; ﬁa.naft?:ﬁn ES; £.L. DISEASE - EA EMPLOYEE]S 100000
PESE A TIoN OF OPERATIONS below £.L. DISEASE - POUICY LIMIT |5 1000000

GESCRIPTION OF OPERATIONS [ LOCATIONS / VEHICLES (ACORD 101, Addilonal Remarks Scheduls. may be sttached W mora space i requited)

CANCELLATION

CERTIFICATE HOLDER

New Hampshire Depurtment of lntermet Technology

27 Hazen Drive
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRES
Michael Ware
.

J o

ACORD 25 (2016/03)

.2015 ACORD CORPORATION. All rights resarved.
The ACORD nama and logo are registerad marks of ACORD




I, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC, hereby certify that
JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited
liability partnership under RSA 304-B.

abe afe 2 o ok a9 o8 o4 o b ok ek ok o R el o e e ok ko ok ok ok ok o ke ok ok ok 3k ok ok ok ok Xk

| certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. |
further certify that it is understood that the State of New Hampshire will rely on this
certificate as evidence that the person listed above currently occupies the position indicated
and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

0@:%/%

DATED: JULY 19, 2024 ATTEST:



STATE OF NEW HAMPSHIRE L/0

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

August 8, 2023

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

_ Authorize the Department of information Technology to enter -into a Sole Source contract
amendment with The Atom Group, LLC, of Porismouth, NH (VC #313392) by increasing the
price limitation by $300,000 from $100,705 to $400.705 and by extending the completion date from
June 30, 2024 to August 31, 2025, for the purpose of providing Cyber Security Training and Exercise
services to Municipalities, K-12 SAUs, Local Utility Commissions, and State Agencies throughout
the State of New Hampshire, effective upon Governor and Council approval through August 31, 2025.
The Governor and Executive Council approved the original contract agreement on March 8, 2023,
Item #16. Source of Funds: 100% Federal Grant.

Funds are available in the following account for State Fiscal Years 202%

CATH-DEPTH-AGENCY#AACTIVITY#ACCOUNTING
UNIT # DEPT NAME- AGENCY NAME - Activity Code Fy 24
ACCOUNTING UNIT NAME_CLASS- OBJECT - DESC

01-03-03-030010- 13810000-Department of Information
Technology-Cyber Enhancements Grant-102-500731- N/A $300,000
Contracts for Program Services

EXPLANATION

This request is Sole Source because MOP |50 requires all amendments to agreements previously
approved as sole source to be identified as sole source. This contract amendment accelerates/continues an
existing Public-Private partnership to provide Cybersecurity Training and Exercises to Municipalities, K-
12 SAUs, Local Utility Commissions, State Agencies, etc. across New Hampshire. The Atom Group. LLC
will provide up Lo 250 hours per quarter of Municipal Cyber Training and Exercise Services to accelerate
the existing Municipal Cyber Defense Program offered in partnership with the New Hampshire Public Risk
Management Exchange's (PRIMEX) Risk Managers.

The Atom Group’s Program includes four {(4) pillars of cybersecurity readiness for Municipal
Government entities in the State of New Hamgpshire. These pillars are:
1. Proactive Education and Training,
2. Cybersecurity Emergency Response Planning and Tabletop Exercises,

»



3. Cybersecurity Vulnerability Overviews, Custom Content, and On-Demand Webinars, including a 20-
part series of CIS Controls Implementation Groups | and 2, and

4. Hands-on workshops for IT personnel working for Municipalities that have significant cybersecurity
responsibilities to safeguard public information systems and confidential data.

The Atom Group provides a program that is modular and adaptable in a customized matrix
where the delivery of content is based on three (3) key traits of municipalities: the type of municipality
receiving the content, the job description of the person receiving the training, and the existing
cybersecurity readiness training of the organization.

Additionally, Atom Group, LLC’s program provides not only in person content delivery for
specific municipalities, but they additionally make the content availabie to wider municipal audiences
via the New Hampshire Public Risk Management Exchange (PRIMEX) Cyber Portal which is
available to over 550 municipal entities in New Hampshire.

The Department of Information Technology respectfully requests approval of this contract
amendment.

Respectfully Submitted,

s I

Denis Goulet
Commissioner

DG/id
Dol T #2023-030A
RID: 80908 (71682)

cc: Ken Weeks, Dol T Director
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STATE OF NEW HAMPSHIRE

Department of Information Technology
DolT # 2023-30 MUNICIPAL CYBER TRAINING AND EXERCISES

AMENDMENT Amend A (I)

Template Revision V3.0 2/27/23
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STATE OF NEW HAMPSHIRE .

Department of Information Technology
DolT # 2023-030 Municipal Cyber Training and Exercises
AMENDMENT Amend A (1)

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a sole source contract on
March 8, 2023, ltem #i6, (herein after referred to as the “Agreement™), The ATOM Group, LLC
{hereinafler referred to as “Contractor” agreed to supply certain services upon the terms and conditions
specified in the Agreement and in consideration of payment by the Department of Information
Technology (hereinafier referred to as the “Department”}), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 17 and the provisions of the Agreement, the Agreement
may be modified or amended only by a written instrument executed by the parties thereto and approved
by the Govemor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respecits;

WHEREAS, the Department wishes to add federal funds to continue the Municipal Cyber Training and
Exercises program.

WHEREAS, The Vendor agrees to provide Municipal Cyber Training and Exercise Services, to include
State Agencies;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $300,000 to brng the
total contract price to $400,705.00

WHEREAS, the Department and the Vendor wish 10 extend the completion date from June 30, 2024 to
August 31, 2025;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $300,000 from $100,705 to $400,705.00

State of NH Contract .
Date: 8/31/2023

Contractor's Initials: [_js

Page
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STATE OF NEW HAMPSHIRE
Department of Information Technology
DolIT # 2023-030 Municipal Cyber Training and Exercises
AMENDMENT Amend A (1)

TABLE |: CONTRACT HISTORY

'CONTRACT AND [AMENDMENT [:G&C. . =~ . | COMPLEFION |'‘CONTRACT
AMENDMENT ~ | TYPE- APPROVAL- .| DATE - 'AMOUNT
NUMBER - - 4. 1 DATE A - o
DolIT #2023-030 Original March 8, 2023, | June 30, 2024 $100,705
Contract ftem #16
DolT #2023-030 1" Amendment TBD August 31,2025 | $300,000
Amendment |
tTE s b Ly w57 CONTRACT TOTAL | $400;705 .. ..
State of NH Contract o8
Date: 8/31/2023 [_
Contractor's Initials: JS
Page 3of5
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' STATE OF NEW HAMPSHIRE
Department of Information Technology

DolT # 2023-030 Municipal Cyber Training and Exercises
AMENDMENT Amend A (1)

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOQF, the parties have hereunto set their hands as of the day and year first above
written. '

CONTRACTOR

Docutigned by:
! W Date: 8/31/2023

Jason Sgro
The Atom Group, LLC

STATE OF NEW HAMPSHIRE

b 45

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Techoology

Date: September 14, 2023

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Duncan 8. (Zoan Date: Sept. 18, 2023
Duncan A. Edgar, Esq. ¥
State of New Hampshire, Department of Justice

" 1 hereby centify that the foregoing amendment was approved by the Governor and Executive Council of

the State of New Hampshire at the Meeting on: (date of meeting)

State of NH Contract

o3
Date: 8/31/2023 S
Contractor's [nitials: j

Page
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STATE OF NEW HAMPSHIRE
Department of Iaformation Technology
DolT # 2023-030 Municipal Cyber Training and Exercises
AMENDMENT Amend A (1)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract

oS
Date; 8/31/2023
Contractor's Initials: jS

Page
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State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Sccretary of State of the State of New Hampshire, do hereby certify that THE ATOM GROUP LLC is a New
Hampshire Limited Liability Company registered to lransact business in New Hampshire on April 12, 2007, 1 further cenify that
all fecs and documents required by the Sccretary of Swaie’s office have been received and is in good standing as far as this office is

concerned.

Business 1D: §76086
Certificale Number: 0006291759

N TESTIMONY WHEREOF.

{ hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 4th day of August A.D. 2023,

David M. Scanlan

Sccretary of State




LLC Certification of Authori

I, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC hereby ceriify that
JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited
liability partnership under RSA 304-B.

LRI EAREA R R AR PAY S L LR LA LA A R ALy

! certify that JASON JOSEPH SGROQ is suthorized to bind the partnership or LLC. |
further certify that it is understood that the State of New Hampshire will rety on this
certificate as evidence that the person listed above currently occupies the position indicated
and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: AUG 4, 2023 ATTEST:
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MW/DRAYTT)
09/1972023

VHIS CERTIFICATE IS ISSUED AS A MATTER
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY
BELOW. THIS CERTIFICATE OF INSURANCE

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE

OF INFORMATION ONLY AND CONFERS NG R
DOES NOT CONSTITUTE A CONTRAC

{GHTS UPON THE CERTIFICATE HOLDER, THIS
AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
T BETWEEN THE ISSUING INSURER(S), AUTHORIZED
HOLDER.

MPORTANT: If the cartificats holder |
f SUBROGATION IS WAIVED,
this cortificats does not confer rights to the certificate holder

s on ADGITIONAL INSURED,
subject to the terms and condltions

the policy(les) must have ADDITIONAL INSURED provisions or ba endorsed.
of the polflcy, cartak policios may require &n endorsement. A ststernant on
in lhee of such endorserreni(s).

PRODUCER Famb:”'  Michasl Ware '
Granito Stalo Insurenc & Risk Mgt LLC Yo, ey 503 580 4706 TiA%. wey, 607 36 4495
ADOREsy: michaci@artnitestaielnturance, com
I Park Ave 21 INBURER(S] AFFORDING COVERAGE NAIC 4
Hamplon NH 031342 wiURER A1 The Hentfonl 19682
ixtuRen MSURER D :
The Alom Group. LLC NSURER C :
INBURER D |
13 Jewell Cownt HEURER &
Poramourh NH 01801 WSURER P :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:
THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LIS TED BELOW HAVE BEEN (SSUED TO THE INSURED NAMED ABOVE FOR THE POLICY FERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY HE [SSUED OR MAY PERTAIN, THE INSURANCE AFFORDE D BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS BHOWN MAY HAVE BEEN REDUGED BY PAID CLAIMS,
ﬁ'{ TYFE OF MIURANCE WYD POLICY NUMAER i LETS
COMMERCIAL OENERAL LIABLITY EACH OCCURRENCE i 1000000
| etanas aace @ocoun PREM3ES (B2 accumence) 114 500000
MED EXP (Any o parscn) || § 5000
a[] \ 4SBAAESH 092212023 | 09222024 {persceon 8 Aov ARy 1§ 1060000
GENL AGOREGATE UMIT APPUES PER: CENERAL AGOREGATE |3 2000000
X]eouer [ 1728 (e PRODUCTS - COMPIOP AGS |1 2000000
OTER: '
AUTOMOBLE LASRITY R e 5 1000000
ANY ALSTO . BOOLY MUK, (Pt parsory |6
AL e sy T ROLED: Y 04SDAARSO9S 0972213023 | 622720224 [BGORY INJLRY (Por socioeraf | §
ALTOS ONLY AJTOR ORLY $
'
UMZALLLA LIAB occun EACH OCCURRENCE s 3000000
A EXCESS Lng cuosaase] ¥ O4SBAAESP98 092220723 | 092272004 [agareaats $ 3000000
0€0 AETENTION § 10000 3
1.
AND EMPLOYERS' LABILITY o Rl‘i‘i“" L 000
A Dorcovuessen s coeor (N [wea| | oewectvsors 0172672323 | 017282024 ik EAGH ACCIENT 3
Mendstery in M) L DISEASE - EA EMPLOYEG(S 1000000
OLSERITION OF BPERATIONS badow £.L OIZHASE - POLILCY LniiT [ 1000000
QESCRIPTION QF GPERATIONS | LOCATIONS | VEHICLES (ACORD 101, AdeZiionsl Remnerks Bchucula, mey be stiached if mare spacy It required)

SERTIFICATE HOLDER

CANCELL ATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

&ﬁiﬁ,‘nt‘.mu Technalogy ACCORDANCE WITK THE POLICY PROVISIONS,
AUTHORLIZO REPRZSENTATIVG
27 Hazen Orive Michae| Were
1 Concord Ni¥ 03301
© 1988, ACORD CORPORATION. All rights resarved.
ACORD 25 (2018K03) The ACORD name and logo aro registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Cancord, NH Q3301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denk Goulet
Commissioner

February 14, 2023
His Excellency, Governor Christopher T. Sununu
ond the Honorable Executive Council
Siate House

Concerd, NH 03301

REQUESTED ACTION
Authorize the Departinent of Information Technology to eter into a Sole Source contract with The
Atom Group, LLC, of Portsmouth, NH in an emount not to exceed $100,705 for the purpose of providing
Municipal Cyber Trining and Excrcise Services, effective upon Govemor and Executive Council
approval through June 30, 2024. Source of Funds: 100% Federa! Transfer from Other Agency.

Funds arc aveilable in the following account for State Fiscal Year 2023.

CATH-DEPTHAGENCYH-ACTIVITYH-
ACCOUNTING UNIT # DEPT NAME- AGENCY

NAME -ACCOUNTING UNIT NAME_CLASS- ATty Cods SEY2
OBJECT - DESC
01-63-03-030010-13810000-Department of Informetion
Technology-Cyber Enhancements Gront-102-500731- N/A $100,705
Contracts for Program Services

EXPLANATION

This contract is Sole Source because it is the mosi cosi effective option. It sccelerates an existing
Public-Private partnership with Primex NH Public Risk Management Exchange (Primex) to provide
Cybersecurity Training and Exercises to Lower Political Subdivisions in New Hampshire. The Atom
Group, LLC will provide up 10 250 hours per quarter of Municipal Cyber Training and Exercisc Services:
1o accelerate and expand the existing Municipal Cyber Defense Program offered in pantnership with the
Primex. Primex, along with their underwriting entities, had previously veited The Arom Group and selected
them as their partner. Based on that expericnce we know that they provide high quality and very cost
effective services, Since the administrative and communicotion structures are olready in place these funds
go directly 10 the rendering of services without the administrative burden thet would typically be attached
to a contract like this.

The Atom Group's Progrom includes four pillers of cybersecurity rcadiness for Municipal
Govemment entities in the Stare of New Hampshire. These pillars are:

I. Proactive Education and Treining,

2. Cybersccurity Emergency Response Plenning and Tabletop Exercises,

3. Cybersccurity Vulnerubility Overviews, Customn Content, end On-Danand Webinars,
including a 20-pan series of CIS Controls linplanentation Groups 1 and 2, and

“Innovative Technologies Today for New Hompshire's Tomortow™



_H.is Excellency, Govemor Christopher T, Sununu and the Honarable Executive Council
1 Page 2
.

.
’

4. Hands-on workshops lor IT personnel working for Municipalities that have significant
cybersecurity responsibilities to safeguard public information sysiems and confidential data.

The Department of Information Technology respectlully requests approval of this contract.

Respectfully Submitied,

oo BB

Denis Goulet
Commissioner

DGk
Dol T #2023-030
RID: 71682

cc: Ken Weeks, DolT Director/Chief Information Security OfTicer

“Innovetive Technologies Todoy for New Hampshire's Tomorrow”
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FORM NUMBER P-37 (version 12/1172019)

Noticc: This agreement and all of its atischments shall become public upon submission to Governor
and Executive Council for approval. Any information that is privaie, conflidential or
propriciary must be clearly identified 10 the agency and agreed to in writing prior (o signing

the contraet,
AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree ns follows:
GENERAL PROVISIONS

. IDENTIFICATION.

1.} Siate Agency Name

DEPARTMENT QOF INFORMATION TECHNOLOGY

1.2 Siate Agency Address
27 HAZEN DR, CONCORD, NH 03310

1.3 Contractor Name

1.4 Contractor Address

33 JEWEL CT, PORTSMOUTH, NH, 03801

THE ATOM GROUP LLC
1.5 Coatractor Phone 1.6 Account Number
hiumter 01-03-03-030010-
{603) 501-0003 13810000
’ 102-50073 1

1.8 Price Limitation

$100,705

1.7 Completion Date

June 30, 2024

1.9 Contracting OfMicer for Slate Agency

Denis Goulet

.10 State Agency Telephone Number
603-223-5703

1.1t Contractor Signature

e

Date: 2/'89/2'}

1.12 Nome and Title of Contracior Signatory

G}mgefo - Sk, Téue.

.13 Stale Apgency Signature

oo A

Date: 2203

I.14 Name and Title of Stale Agency Signatory

Denis Goulet, Commissioner / Chiel Information OfTicer

By:

.15 Approval by the N.H. Depantment of Adminisication, Division of Personnel (if upplicable)

Direcior, On:

116
By: st Zonir 7 Weowar

Approval by the Autorney General (Form, Subsiance and Execulion) (if applicable)

On:  February 22, 2023

117

G&C hem number;

Approvel by the Governor and Exccutive Council (if applicable)

G&C Mecring Dare:

Paye 2 of 28
Coniractor Initials: ¢ ‘(J g

Daie:
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1. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the egency identified in block 1.1
(“State™), engages conlractpr identified in block 1.3
{"Contracior) to perform, and the Contrucior shall perform,
the work or sale of goods, or both, identified and more
panicularly described in the entached EXHIBIT B which is
incorparated herein by reference (“Services™).

). EFFECTIVE DATE/COMPLETION OF SERVICES,
3.1 Notwithstanding any provision of this Agreement o the
contrary, and subject to the epproval of the Govemor and
Executive Council of the State of New Hampshire, if
spplicable, this Agreement, and all obligations of the partics
hercunder, shall become effective on the date the Governor
and Execulive Council approve this Agreement es indicated
in block 1.17, unless no such approval is required, in which
case the Agreemeni shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.13 (“Effcetive Date").

1.2 If the Coniroclor commences the Services prior to the
Effective Date, all Services performed by the Contracior
prior 10 the Efective Date sholl be performed at the sole risk
of the Contractor, end in the evenl thel this Agreement does
not become efTective, the Staic shall have no lisbility Lo the
Contractar, including wilthou! limitaiion, sny ebligation io
pay the Contraclor for any cosis incurred or Services
performed. Contractor must complete sll Services by the
Completion Date specified in block 1.7,

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
conirary, all obligations of the Siate hereunder, including,
wilthoul limitgtion, the conlinuance of payments hereunder,
tre contingenl upon the availability and continued
appropriation of funds affected by any saic or federal
legislative or cxcculive action that reduces, climinates or
otherwise modifies the approprigtion or availshility of
funding for this Agreemen and the Scope for Services
provided in EXHIBIT B, in whole or in pani. [n no event shall
the State be lisble for any payments hereunder in excess of
such availahlc eppropriated funds. tnthe event of a reduction
or iermination of sppropristed funds, the Staic shall have the
right 10 withhold payment until such funds become aveilable,
il ever. and shall have the right 1o reduce or terminate the
Scrvices under this Agreement immediately upon giving the
Coniracior nolice of such reduciion or ierminmion. The Siaie
shal! not be required 1o wransfer funds from any other pcoount
or source 1o the Account identified in block 1.6 in 1the event
fundls in 1hal Account are reduced or unavailable.
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5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.
5.1 The contrect price, methad of payment, and terms of paymeni
arc identified and more particulerly described in EXHIBIT C
which is incorpornied herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement 10 the Contractor for all
eapenses, of whatever nature incurred by the Contractor in the
performance hereof, end shall be the only and the complete
compensation 10 the Conirector for the Services. The State shall
have ne liability 10 the Coniractor other 1hian the coatract price.
3.3 The Siate reserves the right 1o ofTsat from any amounts
otherwise payable to the Contrector under this Agreement those
liquidated amounis reguired or permited by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law, -

5.4 Notwithstanding eny provision in (his Agreement 1o the
contrary, and notwilhstanding unexpected circumsiances, in no
event shall the 1otal of alt payments authorized, or octvatly mede
hereunder, exceed the Price Limilation set forth in block .8,

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS! EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Coniractor shall comply with all applicable statutes, laws,
regulations, snd orders of federal, siate, county of municips!
authoritics which impose ony obligaslion or duty upon the
Contractor, including, bul not limited 10, civil rights and equal
employment opportunity laws. in sddition, il this Agreemen is
funded in any pant by monies af the United Siates, the Contrsctor
shall comply wiih oll federal executive orders, rules, reguletions
nd sialutes, 8nd with any rules, regulaiions and guidelines as the
State or the United Siates issue 10 implement these regulsiions.
The Contracior shall also comply with all epplicable inmiellecival
property laws.

6.1 During ihe term of this Agreemeny, the Contractor shall not
discriminate agoinst employees or epplicants for employment
because of race, colar, religion, creed, age, sex, handicap, sexual
oricniation, or national origin and will take afTirmative sclion 1o
preven) such discrimination,

6.). The Contraciar agrees 10 permit 1the Siate or United Sioles
access 10 any of the Comracior's books, records ond accounts for
the purpose of ascertvining compliznce with all rules, regulalions
and orders, and the covenants, terms ond condions of this
Agreemen.

1. PERSONNEL.

1.0.The Contractor shall 21 its own expense provide all personnel
necessary 1o perform the Services. The Contractor warrgnis that ol
personnct engaged in the Scrvices xhall be quatified 10 perform (he
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Services, and shall be properly licensed and otherwise authorized
10 do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the 1¢rm of this
Agreement, and lor a period of six (6) months afler the Completion
Datein block 1.7, the Contracior shall not hire, and shall not permit
any subcontractor or other person, firm or corporation with whom
it is engaged in 8 combined ¢ffoet 10 perform the Services to hire,
any person who is a Siate employee or official, who is matenially
involved in the procurement, sdminisiration or performence of this
Agreement. This provision shall survive terminmiion of this
Agreement,

1.3 The Contracting OfMicer specified in block 1.9, or his or her

successor, shall be the State's represeniative. In the event of any -

disputc congerning the interpretation of this Agreement, the
Contracting OfTicer's decision shall be final for the Siate.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the lollowing ects oc omissions of the
Contractor shall constitute an event of default hercunder (“Event
of Defouh®™):

8.1.1 foilure to perform the Services salisfaciorily or on schedule;
8.1.2 failure 1o submit any repon required hereunder; and/or

8.1.3 feilure 1o perform eny other covenan, term or condition of
this Agreemeni.

8.2 Upon the occurrence of any Event of Defauli, the State may
take any one, or more, or all, of 1he following aciions:

8.2.1 give the Contracior a wrinen notice specifying the Even of
Delault and requiring it to be remedied within, in the sbsence of 2
greater or lesser specilication of lime, thiny (30) days from the
daie of the notice; and il the Event of Delauli is not timely cured,
1erminste this Agreement, effcciive two (2) days sfler giving the
Coniractor notice of terminalion;

8.2.2 give the Contracior 2 wrillen nolice specifying the Event of
Default and suspending oll paymentis to be made under this
Agreement and ordering that the ponion of the conirect price
which would ciherwise seeruce 10 the Contractor during the peried
(rom the dote of such notice until such time as the State determines
that the Contractor has ¢urcd the Event of Defaul shall never be
paid 10 the Contracior,;

8.2.3 give the Coniracior o wrilten notice specilying the Event of
Default and 21 ofT ogoinst eny other obliyorions the Staie may owe
10 the Coniractor any damages the Stote suffers by reason of any
Eveni of Default; gnd/or

8.2.4 give the Contracior e wrilten notice specifying the Event of
Defauly, treat the Agreement 3z hreached, terminate the Agreement
and pursue any of its remedies al law or in equity, or both.

8.3. No failuée by the Siaic 1o enlorce any provisions hereofl afler

any Event of Default shall he deemed a woiver of its rights with

regard 19 that Evem of Defaul, or any subsequemt Evemt of
Defauli. No express {eilure 10 enloree any Event of Defaull shall
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be deemed 8 waiver of the right of the State to enforce each and
alt of the provisions hereof upon any funher or other Eveni of
Default on Lhe pan of the Contrector.

9. TERMINATION. _

9.1 Notwithstanding paragroph B, the Siote masy, st its sole
discretion, ierminete the Agrecmeni for any reason, in whole or in
pan, by thirty (30) days written notice (o the Contractor that the
State is exercising its aption to 1erminsie the Agreement,

9.2 In the event of an early termination of this Agreemeni for eny
reason other than the completion of the Services, the Contractor
sholl, ot the Staic’s discretion, deliver to the Contracting Officer,
not tater than fifleen (15) deys after the daie of termination, a
repon ("Termination Repon™) describing in defdil ol) Services
performed, end the contract price camed, to &nd including the date
of termination. The form, subject metter, content, and number of
copies of the Terminstion Report shall be identical 10 those of any
Final Repant described in the atached EXHIBIT B, In addition, a1
the Swate's discretion, the Contrastor shall, within |5 days 0¥ notice
of early termination, develop and submit 10 the State 2 Transition
Pian lor services under the Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data" shall mean all
information end things developed or obtained during the
petformance of, or sequired or developed by renson of, this
Agreement, including, but nat limited 10, all studies, repons, files, -
formulae, surveys, meps, chans, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
FEpPrescntalions, cOMpuLEr programs, cOMpuer Printouls, notes,
ictters, memorenda, papers, and documents, all whether linished
or unfinished.

10.2 All data and any propeny which has been reccived from the
Sise or purchased with funds provided for tha purpose under this
Agreemen, shall be the property of the Slate, and shall be relumed
1o the State upon demand or upon temmination of this Agrecinent
for any reason, '

10.3 Confidentiality of data shall be governed by N.H. RSA
chapier $1-A or other existing law. Disclosure of daia requires
prior written epprove! of the Siote, ’

1. CONTRACTOR'S RELATION TO THE STATE. Inthe
performance of this Agreement the. Contracior is in sl respects an
independeni contractor, and is neither an agent nor an employec of
the Siate.  Neither the Contraclor nor any of ils oflicers.
employces, agents or members shall have awhority to bind the
State or reccive any benefits, workers® compensation or uther
emoluments provided by the Siaie 10 iis employees.
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12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contractor shell nat assign, or ctherwise (rensfer any
interest in this Agreement without the prior written notice, which
sho!l be provided to the Stetc af least Nifleen (13) days pricr ta the
assignment, and 2 written consent of the State. For purposes of 1his
'narsgraph, & Change of Conwol shall conmstilutz assignment,
“"Change of Conlrol” means (o) merger, consolidauon, or o
iransaction or series of related irensaciions in which s third panty,
1ogether with fis aM)intes, becomes the direct or indiree owner of
fifty percent (50%) or more of the voting shares or similar equity
interests, or combined voting power of the Contrecior, or (b) the
sale of ell or subszantially all of the pssets of the Contracior.

12.2 None of the Services shall be subcontracied by the Contractor
withoul prior writlen nolice and consent of the State. The State is
entitled to copies of all subcontracls ond assignment pgreemenis
and shall not be bound by any provisiens contained in 2
subcontrect or on assignmeni sgreement to which il is not a pany,

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Coniractor sholl indemnify and hold harmless the Sime, its
officers and employees, fram end sgeinst any and all claims,
liabilities and costs for any personat injury or propeny damoges,
patent or copyrighl infringement, or other claims zsseried ogtinst
the Stale, its ofTicers or employees, which arise gut of (or which
may be claimed 10 arise out of) the scis or omission of the
Contrector, or subconiractors, including but not limited 1o the
negligenee, reckless or intentional conduct. The State shall not be
liable for any costs incurred by the Contracior arising under this
paragraph 1). Nowwilhstanding the foregoing, nothing herein
coniained shall be deemed 10 constituie a waiver of the sovereign
immunity of the Siate, which immunity is hereby reserved Lo the
Swste, This covenant in parsgraph 13 shall survive the termination
of this Agreement.

I4. INSURANCE.

4.1 The Comimcior shall, @1 us sole expense, obtain and
conlinuously mainlain in foree, and shall require ony subconiractor
or assignce to obisin and maintin in force, the following
insurance:

4.1, commercinl generat Habiliy insurance againsi all claims of
bodily injury, death or propeny damage, in amounts of not less
than $),000,000 per occurrence and $2,000,000 aggregate or
cxeess; and

14.1.2 special cause of loss coveraye form covering oll property
subject 10 subparagreph 10.2 herein. in an smount not less than
80% of the whole repiacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shabl be
on policy forms and endorsements opproved (or use in the Siave of
New Hampshire by the N.H. Depariment of Insurance, and issued
by insurers licensed in the State of New Hampshire,
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14.3 The Contractor shall fumish to the Comracling Officer
identified in block 1.9, or his or her successor, o cenlificate(s) of
insurance for el insuronce required ynder this Agreement,
Contracior shall also fumnish to the Contracting Officer identified
in block 1.9, or his or her successor, centificate(s) of insurance for
all renewal(s) of insurance required under this Agreement no later
than ten {10) doys prior 1o the expirstion date of each insurance
policy. The cenificste(s) of insurznce and any renewals thereol
shell be aunched and arc incorporated herein by relerence.

15. WORKERS' COMPENSATION,

15.1 By signing this agreement, the Controclor agrees, cenifies
and warrenis that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chopter 281-A (" Horkers’
Compensation™).

15.2 To the extent the Contractor is subject 10 the requirements af’
N.H. RSA chapter 281-A, Contracior shall maintain, and requirc
eny subconiracior or assignee (o secure and maintain, payment of
Workers' Compensation in connection with activities which the
person proposes 10 undertake pursuant to this Agreement. The
Contractor shall furnish the Contracting OMicer identificd in block
1.9, or his or her successor, prool of Warkers' Compensation in
the manner described in N.H. RSA chapier 281-A and any
appliceble renewnl(s) thercol, which shall be sttached and ore
incorporated herein by reference.  The Siate ghall not be
responsible for payment of any Workers® Compensation premiums
or for any other ¢laim or benefit for Contraclor, or ony
subcontrecior or cmployee of Contractor, which might arise under
applicable Suate of New Hampshire Workers' Compensation laws
in connection with the performance of the Services under shis
Agreement.

16. NOTICE. Any notice by a party hereto o the ather panty <hall
be deemed 10 have been duly delivered or given at the time of
mailing by cenified mail, postage prepaid, in o United Siates Post
Office addressed 10 the panties ai the addresses given in blocks 1.2
and | .4, herein,

t7. AMENDMENT. This Agreement may be amended, waived
or dischorged only by an instrument in writing signed hy the
partics herelo and only after approval of such emendment. waiver
of discharge by ihe Governor and Exceulive Council of the State
of New Hompghire unless no such approval is required under the
tircumstances pursuant 16 Siate law, rule or policy.

18. CHOICE OF LA AND FORUM. This Agrecment shall
be governed, interpreted and construed in occordence with the
laws of the Swe of New Hampshire, and is hinding upon and
inures 10 the benefit of 1the paniies and their respeciive successors
and assigns. The wording used in this Agreement is ihe wortding
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chosen by the partics 10 express \heir mutusi intent, and no rule of
construction shall be applied against or in favor of any panty. Any
actions anging out of this Agreement shall be brought and
maimtsined in New Hampshire Superior Count which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict between
the 1crms of this P-37 form (es modificd in EXHIBIT A) and/or
sttachments and amendment thereof, the terms of the P-37 (a3
modified in EXHIBIT A) shall conrrol.

0. THIRD PARTIES. The partics hercto do nol intend 1o benefit
any third panies and this Agreement shall not be construed to
confer any such benefit.

21, HEADINGS. The headings throughout the Agreement are

for reference purposes only, and the words contained therein shall
in no way be held to explain, modify, amplify or aid in the
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interprelation, canstruction or meaning of the provisions of this
Agreement,

211, SPECIAL PROVISIONS. Additionsl or modifying
provisions sct forth in the otiached EXHIBIT A eare incorporated
hercin by reference. :

23. SEVERABILITY. [n the event any of the provisions of this
Agreement are held by a count of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
1his Agreement will remain in full force end effect.

24, ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterpants, each of which shall be
deemed an original, constitutes the cmtirc agrcement and
undersianding between the parties, and supersedes all prior
agreements and understandings with respect to the subject malter
hereol.
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EXHIBIT A -

SPECIAL PROVISIONS

The terms outlined in the P-37 General Provisions are modified as set fonh below:

A.1  Provision 5, Contract Price/Price Limitation/ Payment, Is updated with the following
sddition:

5.5

The Siate's liability under this Agreement shall be limited 10 monetary dameges not

10 exceed the controct price pursuant 1o Perogroph 5.2. The Contracior ogrees that it

has an adequate remedy at law for any breach of this Agreement by the State and

hereby waives eny right 10 specific performance or other equitable remedies against

the Siate. Subject 1o spplicsble laws and regulations, in no event shall the State be

lioble for any consequential, special, indirect, incidental, punitive, or exemplery

dameges. Notwithstonding the foregoing, nothing herein conlained shall be deemed |
(o consiitute a waiver of the sovereign immunity of the State, which immursty is

hereby reserved 1o the Siate.

A.2  Provision 8, Event of DelaultVRemedics, is updoted with the following addition:

8.2.5

give the Coniractor a written notice specifying the event of Default, terminate the
agreement as breached, and procure Services thet are the subject of the Contract from
enother source and Coniractor shail be hable for reimbursing the State for the
replacement Services, and all administrative costs direcily relaied to the replacement
of the Contract and procuring the Services (rom another source, such o$ costy of
competitive bidding, mailing, advertising, applicable fees, chorges ar penalties, ond
stoff time costs; all of which shall be subject 1o the limitations of tiability set fonth in
the Contract.

A3 Provision 9, Termination, is deleted nad replaced with the following:
9.  TERMINATION

9.1

9.2

Page 7ol 28

Notwithsianding paragraph 8, the Staie may, ot its sole discreiion, and with written
nolice, tenninate the Agreement for any reason, in whole or in pant. In the eveni of
such termination, the Contractor shall immedintely stop all work hereunder and shal)
immediatcly cause any and oll of its suppliers and subcontractors 10 cease work. The
State shoil be liable for cast of all Scrvices and Delivernbles for which Acceptance has
been given by the Stale, provided through the date of termination but will not be lisble
for any costs for incomplele Services or winding down the Contract sctivities, The
Comiracior shall nol_be paid for any work performed or cosis incurred which
reasonably could have been ovoided.

Termination Procedure

9.2.1 Upon termination of the Contracy, the State, in addition 10 any other righs
provided in the Contraci, may require Coniractor to deliver 1o the State any

Coniractor fnitials: Ih Q
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property, including without limilation, Sofiware and Written Deliverables, for
such part of thc Contraci as has been lerminated,

9.2.2  Afer receipt of a notice of tenmination, and except as otherwise directed by
the State, Contractor shall:

o. Stop work under the Contract on the date, and io the extent specified
in the notice;

b. Prompily, but in no event longer than ten (10) doys afler termination,
terminate its orders and subcontrects related to the work which has

¢ been terminsied, and settle all outstanding liabilities and all claims
prising out of such temmination of arders and subconiracts, with the
spproval or ratification of the Stuate 1o the exient required, which
approval ar ratification shoil be final for the purpose of this Section;

c. Teke such action as the State directs, or as necessary 10 preserve and
protect the property refaied to the Contract which is in the possession
of Contractor and in which the State has an inlerest;

d. Take no sction 1o intentionslly erase any State dais until directed by
the State;

e. Transfer title to the State and deliver in the manner, 81 the times, and
to the extent directed by the State, any property which is required to
be furnished to the State and which has been occepted or requested by
the State;

f. Implement an orderly retumn of State data in a CSV or another
mutunily agrecable farmat ot o time agreed to by the pantices;

g Securely dispose/desiroy of afl requested data in all of its forms, such
as disk, CD / DVD, backup tape and paper, when requesied by the
Stote. Data shall be permanently deteted and shall no1 be recoverable,
according 10 National [nstitute of Standards and Technology (NIST)-
Speciat Publication (SP) 800-88 approved methods. Centificates of
destruction shall be provided to the State; ond

h. Provide writlten Cenification to the State that Coniraclor has
surrendered 10 the State all said property and after 130 days has erased
oll Siate dala.

9.2.3 I the Contract has expired, or lemminated prior Lo the Completion Date, lor
any reason, the Contractor shal) provide, for n period up 1o ninety {(90) days
alter the expiration or termnation, all transilion services requesied by the
Siate, al no additional cost, 10 atlow for the expired or ienminated portion of
1he Services 1o conlinue wilhoul interruption or adverse ellecy, and to focilitate
the orderly wransier of such Scrvices to the Siate or its designees (“Transition
Services™).

9.2.4  This covenant in paragraph 9 shall survive the ieanination of this Contract,

A4 Provision 10, Data/Access/Confidentiulity/Preservotion, is upduted with the following
uddition:

I"q,c $of 28
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10.4  In performing its obligations under this Agrecement, Contractor may gain access 10
Conlidential Information of the State. Confidentia} Information includes any and el)
information owned or managed by the State of NH - created, reccived from or on
behalf of any Agency of the State or accessed in the course of performing contracted
Services - of which collection, disclosure, protection, and disposition is governed by
siate or federal law or regulstion. This information includes, but is not limited to
Protected Health Information (PHI), Personally ldeniifiable Information (Pil),
Personal Financial Information {PF1), Federal Tax Informstion (FT1), Socinl Security
Numbers {($SN), Poyment Cord Industry (PCI), and or other sensitive and Confidentiol
Information. The Contractor shall not use the Confidential Informetion developed or
oblained during the performance of, or scquired, or developed by reason of the
Agreement, except es directly connected to and necessary {or the performance of the
Agreement. Contractor . shell maintain the confidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction {collectively “release’),
2!l Confidential Information,

10.4.1 In ihe event of the unauthonized release of Confidential [nformation,
Contractor shell immedintely nolify the State's Chief Information Security
OfMicer, and the State may immediately be entitled to pursue any remedy at
faw and in equity, including, but noi limited to, injunciive relief.

10.5  Subject to applicable federnl or State laws and regulations, Confidential Information
sha!l not inciude information which: )

a. shall have otherwise become publicly available other than as a result of disclosure
by the receiving Porty in breach hereof,

b. was disclosed to the receiving Penty on a non-confidentiol basis from o source
other than the disclosing Party, which the receiving Pany believes is not
prohibited from disclosing such information as & resull of sn obligation in faver
of the disclosing Perty;

c. is developed by the receiving Porty independently of, or was known by the
receiving Party prior to, any disclosure of such informotion made by the disclosing
Pany; or

d. is disclosed with the writien consen of the disclosing Pany.

10.6 A receiving Party also may disclose the disclosing Pany's Confidential Information
10 the extent required by an order of a coun of competent jurisdiclion. Any disclosure
of the Confidentinl Information shall require the prior written approval of the Sue.
Contracior shall immediately natify the Stale if any request, subpoena or other legal
process is served upon Coniractor regarding the Confidential Infonnation, and
Contracior shall cooperate with the Siate in any effort the Siate undertakes 10 contest
the request, subpoena or other legal process, ai no additional cost 1o the Siate.

10.7  Contracror Confidential Information. Contracior shall clearly identify in writing al)
information it claims 1o be conflidentinl or proprietary upon providing such
infonnaiion 10 the Siate. For the purposes of complying with its legal obligations, the
Staie is under no obligation to accept the Contraclor's designation of moterial as
confidential. Contracior acknowledges that the Siate is subject to Siate and federal
laws goveming disclosure of infonnaiion including, but not limited 10, RSA Chapier

Page 9 of 28
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9{-A. In the event the State receives a requesi for the information identified by
Contractor as confidential, the State shall notify Contractor.and specify the date the
State will be releasing the requested infarmation. Al the request of the Siate,
Contractor shall cooperale and assist the State with the collection and review of
Contractor's information, at no additional expense to the Stste. Any effort to prohibit
or enjoin the release of the information shall be Contracior's sole respensibility and a1
Contractor's sole expense. I Contractor fails to obtain a court order enjoining the
disclosure, the Siate shail celease the information on the date specified in the Siate's
nolice to Contenctor, without any liability 10 the State.

10.8  This covenant in paragraph 10 shall survive the termination of this Contract.

A.5  Provision 12, Assignmeot/Delegation/Subcontracts, [s updoted with the following
nddition:
12.3  In the event that Coniracior should change ownership for any reason whatsoever that
results in a change of control of the Contracior, the State shall have the option of:

p. continuing under the Agreement with Contractor, ils successors or assigns for the
fult remaining Term of the Agreement or for such period of lime os detenmined
necessary by the State;

b. immedistely ierminaie the Agreement without liability to or further compensation
owed to Conlractor, its Successors ar assigns.

A.6  The following Provisions are added osnd made part of the P37:
25. FORCE MAJEURE

25.1  Neither Contractor nor the State shall be responsible for delays or failures in
performance resulling from eventis beyond the control of such Pany and without fault
or negligence of such Pany. Such events shall include, but not be limited to, acis of
God, sirikes, lock outs, nots, and acis of War, epidemics, octs of Government, fire,
power failures, nuclear sccidents, eanhquakes, and unusually severe weniher,

25.2  Except in the event of the foregoing, Force Mojeure events shall not include the
Contractor’s inability to hire or provide personnel needed for Lhe Coniracior's
perfarmance under the Contract.

26. EXHIBITS/ATTACHMENTS

The Exhibits and Antachmenis referred 10 in and entoched 1o the Contract are incorporaied
by reference as if fully included in (he texi of the Canlract,

27. NON-EXCLUSIVE CONTRACT

The Siate reserves'the right, a1 its discretion, to retain other vendors to pravide ony of Lhe
Services or Deliverables idemified under this Agreement. Coniracior shall make best elfons
10 coordinaie work with sl other State vendors perfonming Services which celate 10 the work
or Deliverables se1 fonth in the Agreement. The Siate intends 10 use, whenever possible,
existing Software ond hardware coniracis to acquire supporting Soflware and hardware.

18. GOVERNMENT APPROVALS

Page 1001 28 -
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Contracior shall obtain 2ll necessary and epplicable regulstory or other governmentsl
approvals necessary 10 perform its obligations under the Contracy,

29. ORDER OF PRECEDENCE

In the event of conflict or ambiguity nmong any of the text within this agreement, the
following Order of Precedence shell govern:

i.  State of New Hompshire, DEPARTMENT OF INFORMATION TECHNOLOGY
Contract Agreement CONTRACT #2023-030.

it.  Coniractor Description of Program and Quote, (see Exhibit F)

Remainder of this page intentionally left blank
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EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICA.L
REQUIREMENTS AND DELIVERABLES

The Stetement of Work, Business and Technical Requirements, and Deliverables are set farth below:
1. STATEMENT OF WORK

The Contractor shall provide up 10 250 hours per quanter of Municipal Cyber Training and Exercise
Services to accelerate the existing Municipal Cyber Defense Program offeved in partnership with (he
New Hampshire Public Risk Management Exchange's (PRIMEX) Risk Managers.

The Program shall include four pillars of ¢ybersecurity readiness for Municipal Government entities
in the Staie of New Hampshire. These pillers are:

I. Proactive Education and Training,
2. Cybersecurity Emergency Response Planning and Tabletop Exercises,

3. Cybersecurity Vulnerability Overviews, Custom Content, end On-Demand Webinars,
including 8 20-pen series of CIS Controls Implemeniation Groups 1 and 2, and

4. Hands-on workshops for IT personnel working for Municipalities that have significant
cybersecunity responsibilities to safeguard public information systems and confidential data.

The Contractor shall provide » program that is modular end adaptable in 8 customized matrix where
the delivery of content is based on 3 key traits of municipalities:

. The type of municipality receiving the content.

2. The job description of the person receiving the training.

1. The existing cybersecurity readiness irpining of 1the organization.

The Contracior shall provide in person content defivery for specific municipalities, and additionzlly make
the contenl available (o wider municipal audiences via the New Hampshire Public Risk Management
Exchange (PRIMEX) Cyber Portal which is available 10 over 550 municipal entities in New
Hampshire.

1. CHANGE ORDER

The Siate may make changes, revisions or request enhancements 10 the Scope of Work at
any time by written Change Order. The Sistc originoied changes, revisions or
enhancements shall be opproved by the Depantment of Information Technology. Within
five {5) business days of Contracior's receipt of a Change Order, Coniraclor shall advise
the Siate, in detpil, of any impact on cost (e.g., increase or decreasc), the Schedule, ond
the Work Plan.

Page 12 of 28
Coniracior Inilials&)s >

Datuz?[?o_/_z >



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

Contractor may propase a change within the scope of the Contract by written Chonge
Order, identifying any impact on cost, the Schedule, and the Work Plan. The Siste shall
acknowledge receipl of Controcior’s requested Change Order within five (5) business
deys. The Siaie Agency, as well a3 the Depariment of Information Technology, must
review and approve all Change Qrders in writing. The Stale shall be deemed to have
rejected the Change Order il the Porties are unable to reach-an agreement in writing within
30 days of receipt of the Change Order.

Change orders resulting in on increase of Price Limitotion, an extension of rime for
Contract completion or a significan change 1o the scope af the Coatract may require
approval by the Governor and Council,

A Change Order which is accepied nnd executed by both Panies, and if spplicable
approved by Governor and Council, shall amend the terms of this Agreement.

3. PROJECT MANAGEMENT

The Contractor shall provide project tracking lools and templates to record and manage
Issues, Risks, Change Requesis, Requirements, ond other documents used in the
management and tracking of the project. The State belicves that effective communication
and Reporting are essential lo Project success. The Contraclor shall employ effective
communication and Reporting sirategies to ensure Project success. The Cantractor Key
Project StafT shall panticipate in meclings as requesied by the State, in accordence with the
requirements and terms ol 1his Contenct.

The Project requires the coordinated effons of a Project Team consisting of both
Contracior and State personnel. Coniractor shall provide all necessary resources to
perform its obligations under the Coniract. Contractor is responsible far providing all
appropriate resources and personnel 10 manage this Project 1o & successful completion.

The Contractor shall conducr criminal backyground checks and not wiilize any staff,
including subcontractors, to fulfil} the obligations of the controci who have been convicted
of any crime of dishonesty, inctuding bui not limited 1o criminal froud, or otherwise
convicted of any felony or misdemeanor offense for which incarceration for up to | year
is an authorized penalty. The Contracior shall promote and maintain an awareness of the
importanec of securing (he Siate's information among the Contraclor’s employees and
agents.

The Siate inay, ot its sole cxpense, conduct reference and backpground screening of the
Controctor's Project Manager and. Key Project Stafl.  The Siate shall maintain the
confidentiadily of background screening results in accordance with the Contract
Agreement.

Page 13 of 28
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The Contractor shall be responsible for knowledge transier between all Contrecior project
teams for all deliverables defined in this Project Agreement.

3.1 The Contractor Key Project Stoll

3.).1 The Contractor's Contract Manager
Conuacior shall assign a Contract Manager who will be responsible for oll Contract
authorization end administation, including but not limiled 16 processing Contract
documentotion, obtaining executive approvals, tracking cosis and payments, and
representing the parties in all Contract adminisirative activilies. Contracior's Contrect
Maneger is:

JASON SGRO, SENIOR PARTNER, THE ATOM GROUP, LLC
(603) 531-0003
JASON@THEATOMGROUP.COM

3.1.2 The Contractor's Project Manager
Contraclor shall assign a Project Manager who is qualified to perform or supervise the
Contractor's obligations under this Agreement. Contractor's Project Manager is:

JASON SGRO, SENIOR PARTNER, THE ATOM
GROUP, LLC

(603) 531-0003
JASON@THEATOMGROUP.COM

Contracior's selection of the Project Manager shall be subject 10 1he prior written
approval of the Staté. The Staie’s approval process inoy include, without limilation,
a1 the State’s discretion, review of the proposed Project Manager's resume,
qualifications, references, and background checks, and en interview. The Siate inay
require removal or reassignment of Project Manager who, in the sole judgmeni of 1he
State, is found unacceplable or is not performing to the Staie’s satisfaction.

Project Manager must be qualified 10 perform the obligations required of the position
under the Contract, shall have full avthority 10 nake binding decisions under the
Contraci, and shall lunciion as Contractor's representative for all adminissrative and
management matters. Project Manager must be available 1o prompily respond during
normal Business Hours within Eight (8) hours of inquiries (rom the Siate, and be a1
the sile as nccded. Project Manager musi work diligentily and use his/ her best effons
on the Project. '

Change of Project Manager
Contractor may not replace ihe Project Manager or change its assigninent of
Project Manager without providing the Siate wrinen notice and obdaining the
prior opproval of the State of the replacemeni Project Monager. Siale approvals

T
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for replacement of Project Manager shall not be unreasonably withheld. The.
replacement Project Manager is subject to the same requirements and Review
o3 set forth above. Controctor shall assign o replacement Project Manager within
ten (10) business days of the departure of the prior Project Manoger, and
Contractar shall conlinue during the ten (10) business day period o provide
competent project management Services through o quelified interim Project
Manager.

J.1.3 The Contractors Additional Key Project Staff
The State considers the follpwing individuals 10 be Key Project SinfT for this Project:

AS ASSIGNED BY AND ATOM GROUP LLC FOR SPECIFIC
TRAINING AND EXERCISE EVENTS

The State reserves the right 1o require removal or reassignment of Key Project Siaff
who are found unacceptable to the State. Coniracior shall not change Key Project
Staff commitments without providing the State written notice and obtaining the prior
wrinien approval of the State. State approvals for replacement of Key Project Staff
will'not be unreasonably withheld. The replacement Key Project StafT shall have
comparable or greater skills than Key Project StalT being replaced.

3.1.4 Termination for Lack of Project Management and Key Project Staff
Notwithsianding any other provision of the Contract to the contrary, the Staie shall have
the option to terminate the Contraci, declare Contractor in defaull and to pursue its
remedies st law and in equity, if Conteactor foils to assign a Projeci Manager and/or Key
Project StafT meeting the requirements and terms of the Controct or if the Siate is
dissatisfied with Contractor's replacement of the Project Mandger and/or Key Project

Seaff. B
3.2 The State Key Project Stalf

3.2.1 The Stote Contract Manager
The State shall assign 2 Contract Manager who shall funclion as the State’s representative
with regard to Contract administrotion. The Siate Contract Manager is:

DENIS GOULET, CIO
(603) 223-5703
DENIS.C.GOULET@DOQIT.NH.GOV

3.2.2 The State Project Manoger
The State shatl assign a Project Manzger. The Staie's Project Manager is:

KEN WEEKS, CISO
(603) 9319234
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KENNETH.L.WEEKSHI@DOIT.NH.GOV

The State Project Manager's duties shal) include the following:

Leading the Project;

Engaging ond managing all Contractors working on the Project;
Mensging significant issues and nisks;

Reviewing and accepting Controct Deliverobles;

Invoice sign-ofTs;

Review z2nd approval of Change Orders; -

Managing stakeholders’ concerns.

4. DATA PROTECTION

Protection of personal privacy and data sholl be an integral port of the business nctivities
of the Contraclor to ensure there is no inzppropnate or unauthorized use of State
information at any time. To this end, the Contractar shall safeguard the confidentiality,
integniry and svailability of State information end comply with the following conditions:

4.1

The Contracior shall implement and maintain appropriate administralive, technical
ond organizational security measures to sefeguord against unauthorized access,
disclosure or theft of Persanal Dawa and non-public information. Such security
measures shall be in eccordance with recognized indusiry practice and not lcss
siringent than 1the measures the Contractor applies to its own Personal Dais and non-
public dala of similar kind.

All data obtnined by the Contractor in the performance of this contract and all Persona)
Dain shall be encrypied ai rest and in (ransit with controlled access. Unless othenvise
stipuleied, the Coniracior is responsibie for encrypiion of the Personal Data.

Unless otherwise siipulated, the Controctor shall encrypt all non-public data st resi
and in Iransit. The Stare shall identify dota it deems as non-public dala 10 the
Contrscior. The level of prolection and encryption far all non-public data shall be
identified and made a pan of this conirzct.

At no time shall any dola or processcs - that either belong 10 or arc iniended for the
use of the Siate or its officers, agents or employees - be copied, disclosed or rerained
by the Conirgcior or ony pany relsied 10 the Contractor for subsequent use in any
transaction that does nat include the State.

The Contractor shall not use any infonnation collected in connection with the service
issued from this Coniraci for any purpose ather than fulfilling 1he service.

Dato Location
The Contracior shall provide its Services 10 the S11e and i1s end users solely from daia
centers within the Continental United Suates. Ali siorage, processing and trangmission of
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State dow shall be resiricted to information technology systems within the Conunenial
United States. The Controctor shell not sllow its personnel or sub-contraciors (o store State
data on ponable devices, including personal computers, except as specified and allowed
by the contraci, and then only on devices that are used and kepl al its dota centers. within
the Continental United Stiates. The Contractor shall permit its personnel and Contraciors
10 sccess Stiate data remotely only to provide technical support and as specified or required
by the contrael.

4.2 Security Incident Or Data Breoch
The Conmsetor shall inform the State of any security incident or Data Breach in .
accordance with NH RSA Chapter 359-C:20: Notice of Security Breach.

Incident Response: the Coniracior may need to communicate with outside parties
regarding a securily incident, which may include conizciing law ¢nforcement,
fielding media inquiries and secking external expertise as mutually ngreed upon,
defined by law or contained in the Contrect. Discussing security incidenis with
the State should be handled on an urgent as-needed basis, as part of 1he Conirocior
communicetion and mitigation processes as mutuelly agreed upon, defined by law
or contained in the contract.

Security Incident Reporting Requirements: the Contractor shall report a securily
incident to the State identificd contact immediately if it reasoniably believes there
has been a secunity incident.

Breach Reporting Requirements: If the Coniractor has actusl knowiedge of 2
confinncd daia breach thai affects the secunity of eny State content that is subjeci
10 applicable data breach netification law, the Contractor shall (1) promplly notify
the appropriote State identified contact within 24 hours or sooner, unless shorter
1ime is required by spplicable 1sw, and (2} toke commercially reasonable measures
10 adidress the data breach in a timely manner.

S. Breoch Responsibilitics

$.1 This section anly applies when a Data Breach occurs with respect 10 State data within the

POSSESSion

or control of the Contracior and/or the third party designee hosiing the data as

agreed upon by the Contractor and the State.

5.2 The Contracior, unless stipulated otherwise, shall immediately notify the appropriate Siate
identified contact by iclephone in accordance with the agreed upon security plan or security
procedures il it reasonably beligves there hat been a securnity incident.

5.3 The Comiracior, unless stipulated othenwise, shall promptly notify the approprisic State
identified contact within 24 hours or sooner by lelephone, unless shorter time is required by
applicable law, if it confinns that there is, or reasonably belicves that there has been o Dala

Breach the

Page |7 of 28
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b.

c.

prompily inplemnent necessary remedial measures, if necessary; and
document responsive actions taken related 1o the Data Breach,
including any posi-incident review of evenis and actions taken to
make changes in business preclices in providing the services, if
necessary.

5.4 Unless otherwise stipulaled, if o Dato Breach is a direct result of the Contracior's breach
of its contrect obligation or the third panty hosling company to encrypt Personal Data or
otherwise prevent its release, the Contraciar and/or the third party hosting company shall bear
_the costs nssociated with:

b..
<
d.

the investigation and resolution of the Daia Breach;

notifications 1o individuals, regulators or others required by State law,
a credit monitoring service required by State (or federal) law;

a2 website or a tol).free number and call center for affected individuals
required by State law — all not lo exceed the average per recosd per
person cost calculated for Data Breaches in the United States
(currently $2G1 per record/person) in the most recent Cost of Data
Breach Siudy: Global Analysis published by the Ponemon Institute at
ihe time of the Data Breach; and

complete all comeciive actions as reasonably determined by the
Coniractor based on root cause; all [(a) through (e)) subject to this
Contract's limitation of liabilicy.

6. ADMINISTRATIVE SERVICES

The Contract shall provide the Stote with the Administrative Services set forth in the Contract,
and particularly described in Exhibit D: Administralive Services

7. TERMS AND DEFINTIONS

Terms ond Definitions applicable to this Conirsct are idemified in Exhibit E; Tenns and
Definitions.

8. CONTRACTOR'S CERTIFICATES
' Required Cantractor Cenificates are atlached in Exhibi F.

Remuinder of this puge intentinnally left blunk
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGCY
DOIT 2023-030 MUNICIPAL CYBER TRAINING AND EXERCISES
EXHIBIT C - PRICE AND PAYMENT SCHEDULE

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

The terms outlined in the Payinent Schedule is set forth below:

1. CONTRACT PRICE

Notwithstanding eny provision in the Contract 1o the conirary, and notwithsianding
unexpecled circumstances, in no event shall the totel of oll poyments made by the State
exceed the amount indicated in P-37 General Provisions - Block 1.8; Price Limitation.
The payment by the State of the total Contract price shall be the only, and the complete
reimbursement to the Contracior for sl fees and expenses, of whatever noture, incurred
by the Contracior in the performance hereof.

2. TRAVEL EXPENSES

The State will not be responsible for any travel or out of packes expenses inturred in the
performance of the Services performed under this Contract. The Contractor must ossume
ail ravel and related expenses incurred by Contractor in performance of its obligations.
All labor rates in this Agreement will be considered “Fuily Loaded”, including, but not
limited to: meals, hotel/housing, eirfare, car remsls, car mileage, and any additional out of
pockel expenses.

3. SHIPPING FEES

The Stote will not pay for any shipping or delivery fees unless specifically ilemized in this
Agreement.
J L ]

4. INVOICING :

The Coniractor shall submit correct invoices 1o the Stale for all samounts to be paid by the
State. All invoices submiited shall be subject to the State's prior writlen approval, which
shall not be unreasonably withheld. The Contractor shall only submit invoices for Services
or Deltverables s permitied by the Contract. Invoices must be in a format as determined
by the State and contain derailed information, including without limitation: itemization of
each Deliversble and identification of the Deliverable for which payment is sought, and
the Acceplance date iriggenng such payment; daie of delivery and/or insiallstion; monthly
maintenance charges; eny other Project cosis or retention amounts if applicoble.

The contractor shall invoice 250 hours for the first quaner beginning July |, 2023, and
quanerly for the duration of the contrac based on the nunber of hours of training and
exercise services provided ot the hourly raies defined in Table C-1 below.

Upon Acceptance of a properly documemed and undisputed invoice, the State will pay the
carrect and undispuied inveice within thiny {30) days of invoice receipi. Invoices will nol
be backdated and shall be prompily dispstched.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
DOIT 2023-030 MUNICIPAL CYBER TRAINING AND EXERCISES

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

5. INVOICE ADDRESS

Invoices may be sent to:

DEPARTMENT GOF INFORMATION TECHNOLOGY
ACCOUNTS RECEIVABLE

27 HAZEN DRIVE

CONCORD, NH 02310

6. PAYMENT ADDRESS

Payments shall be made via ACH. Use the lollowing link 1o enroll with the State Treasury
for ACH payments: hups://www.nh.gov/ireasury/siate-vendors/index. hem

7. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall prompily, but no later than fificen (15) business days, retum to the
State the full amount of any overpayment or erroneous payment upon discovery or notice
from the State.

8. CREDITS

The State may apply credits due to the State arising oui of ihis Contract, egainst the
Coniractor's invoices with appropriate information sitached.

9. PAYMENT SCHEDULE

9.1 Contract Type
This is 8 Not 1o Exceed Contract. The toial Contract value is indicaied in P-37 General
frovisions - Block 1 .8: Price Limitation for the period between the Effective Date through
date indicated in P-37 General Provisions - Block 1.7: Completion Date. The Contracior
shell be responsible for performing its obligations in accordance with the Contract. This
Contract will 2liow the Conirsctor. 10 invoice the Siate as defined below.

9.2 Conrtractor S1afl, Resource Hours and Raotes Worksheet
The State and Contractor agree to the lollowing rotes for Services. The State may also

request additionsl Services from the Conirector al the same rates. The contractor shall
inake every effon 10 complete work belween 8:00 AM — 6:00 PM ET when possible,

Table C-1
VENDOR HOURLY RATES PRICING WORKSHEET

Between 8:00 AM ~ 6:00 PM ET $175/br
Between 6:01 PM - 7:59 AMEYT $220/hr

Remoainder of this puge intentionatly fefi blunk
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT D - ADMINISTRATIVE SERVICES.

EXHIBIT D - ADMINISTRATIVE SERVICES
). DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectunt property rights or Confidentinl
Tnformation), the Party believing itself aggrieved (the "“Invoking Party™) shall call for
progressive management involvement in the dispute negotiation by wrillen notice (o the
other Party. Such notice shall be without prejudice to the Invoking Party's right 10 any
other remedy permitted under the Coniract.

The Panties shall use reasonable efforts to arranpe personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotistors for
the Parties ot the following successive management levels, each of which shall have o
period of allotted time as specified below in which 10 attempi 10 resolve the dispute:

Table D-1.

DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

A— ggg}“mqn oF |STATE CUMULATIVE
|2 POINT OF CONTACT | ALLOTED TIME

Primary JASON SGRO KEN WEEKS S Days

First JASON SGRO DENIS GOULET 10 Days

The allolted time for the first level negotiations shall begin on the date the invoking Parry's
nolice is received by the other Party. Subsequent sllolted time is days (rom the daie that
the original Invoking Party’s notice is received by the other Party. '

2. ACCESS AND COOPERATION

Subject to the terms of this Agreement and applicable laws, regulaiions, and policies, the
State will provide the Contrector with access to all program files, librories, personal
computer-based Systems, Sofiware packages, Network Sysiems, security Systems, and
hardware as required io complete the contracied Services.

3. RECORD RETENTION

Coniractor ond its Subcontractors shall maintain oll Project records including but not
limited to books, records, documents, and other evidence of nccounting procedures and
practices, which properly and sufficiently reflect all direct and indirect costs invoiced in
the perfonnance of their respective obligetions under the Corrnct.  Contracior nnd its
Subcentractors shall retain all such records for three (1) years (ol lowing tenmination of 1the
Conlract, including any cxtensions. Records reloting (o any litigaiion matiers regarding
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT D - ADMINISTRATIVE SERVICES

the Coniract shoil be kept for one {1) year following the termination of all litigation,
inctuding the terminotion of all appeals or the expirstion of the appes) penad.

Upon prior notice and subject to reasonable time fremes, all such records shall be subject
to inspection, cxeminetion, sudit and copying by personnel so authorized by the State and
federa) officials 5o authonized by lew, rule, regulstion or Contract, as applicable. Access
10 these ilems shall be provided within Merrimack County of the State of New Hempshire,
unless othenwise agreed by the Siate. Delivery of and sccess to such records shall be st
no cost (o the State during the three (3) year period following termination of the Coniract
and one {1) year Tenn following litigation relating to the Contract, including all appeals
or (he expiration of the appeal period. Contractor shall include the record retention end
Review requiremenis of this section in any of its subcontracis.

4, ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally Accepied
Accounting Principles (GAAP). The costs applicable to the Contraci shail be nscentainable
from the accounting System.

5. AUDIT

The Contracior shall allow the State 1o sudit conformance to the contract tenms. The State
may perform shis audit or contract with a third party 8t its discretion and at the Stiate’s
expense.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT E - TERMS AND DEFINITIONS

EXHIBIT E - TERMS AND DEFINITIONS

The following generol coniracling terms and definitions apply except as specifically noted ¢lsewhere in this
Conrroct,

TERM DEFINITION

Natice from the State that o Deliverable has sausfied

Acceptance Acceptance Test or Review.

Agreement A Contract duly executed and legally binding.

Informaetion required 1o be kept Confidential and restricied
from uneuthonzed disclosure under the Contracy,
“Confidentinl Information” or “Confidentizl Data’ means
all privaie/restricted confidential infonnation disclosed by
one perty to the other such es all medicel, health, financial,
public assistance benefits and persanal information
including without limitation, Protected Health Information
and Perscmnlly: Jdentifiable Information.

Confidential Information -also includes any and all
Confidential Information information-owned or managed by the Staie of NH - created,
received {rom or on behall of any siate agency or recessed
in the course of performing contracied services - of which
collection, disclosure, protection, and disposition is
governed by siale or federal law or regulation. This
information inctudes, but is not limited 1o Personel Healih
Information (PHI), Personally ldentifisble Informeation
(PIl), Personal Finencial Iaformation (PF1), Federal Tax
Information (FT1), Social Security Numbers (SSN),
Poymeni Card Indusiry (PCi), and or other sensitive snd
confidential information.

An ogreement between the State of New Hampshire and 2
Vendor which creates binding obligations for each pany to
perfonn as specified in the contract documents. Contract
Coniract documents include the Siaie P-37 General Provisions, and
' all Exhibits and ahachments, which represent the
understonding and accepiance of the reciprocal tegal rights
and duries of the panies with respect 1o the Scope of Work.

Siate records, files, forms, electronic information and other
documents or inflonnation, n either clecironic or paper
fonn, that will be used /convened by the Vendor dunng the
coniract ienn.

Dais
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT E - TERMS AND DEFINITIONS

Dala Breach

Data Bresch means the loss of control, compromise,
vnauthorized  disclosure, unauthonzed  acquisition,
unauthorized access, or any similar lerm refemring to
situations where persons other than authorized users and for
on other than suthorized purpose have access or potential
access to personally identifiable information, whether
physical or electronic.- With regard 10 Protected Health
Informatien, “Data Breach” shall have the same meaning as
the term “Breach” in section 164.402 of Title 45, Code of
Federal Regulations.

Deficiency (-ies¥Defects

A failure, shortcoming or error in a Deliverable resulting in
o Deliverable, the Software, or the System, not conlorming
to its Specifications.

Deliverable

A Deliverable is any Wriiten, Softweare, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor Lo the State or under the terms
of a Coniract requirement.

Documentation

All information that describes the installation, operstion,
and use of the Sollware, cither in printed or electronic
format.

Enhancemenis

Updates, additions, modifications o, and new releases for
the Sofiware or System, end all changes to the
Documentetion as a resull of improvement in quality, velue,
or exienl.

Hosied Services

Applications, IT infrastructure components or functions
that organizations access from exiernal service providers,
typically through an intemet connection.

Hosted System

The combination of hardware, sofiware and networking
components used by the Application Service Provider to
deliver the Hosted Services.

Identiflication and Autheniication

Suppons obiaining information about those panies
sitempting to log on lo a system or application for security
purposes and the validation of those users,

lmplementation

The process for making the System fully Operstional {or
processing the Data.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT E - TERMS AND DEFINITIONS

Non-Public Information

Information, other than Personal Information, that is not
subject to distribulion to the public 8s public information. it
is deemed to be sensitive ond confidentie) by the Staie
because it contmins information Lhat is exempt by stotute,
ordinance or administrative rule from sccess by the general
public a3 public information.

Operzational

Operetionsl means that the System is ready for use and fully
functional, all Date has been loaded; the System is available
for use by the Staie in its daily operations, and the Staie has
issued Acceptance.

Personal Information

“Personal Information” (or “'P1") or “Personally [dentifinble |
{nformation™ (PIl) means information which can be used to
distinguish or trace an individual's identity, such as their
name, social security number, personal information as
defined in New Hempshire RSA 359-C:19, biometric
records, etc., olone, or when combined with other personal
or identifying information which is linked or linkable lo a
specific individual, such as date and ptace of birth, mother’s
maiden name, elc, i

Project

The plenned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Propossl

A written plan put forth by & Vendor for consideration in
response (0 o solicitation by the State, i

Secunty Incident

“Security Incidem' shall have the ssme meaning
“Compuler Security Incident” in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Guide, Nationsl Institute of Siandards end Technology,
U.S. Depsartinent of Cominerce,

Services

The work or labor to be performed by the Vendor on the Project
03 described in a conlracy.

Sofiware

Al Cusiom, SAAS ond COTS computer programs and
applicotions provided by the Contractor under the Contract,

Software Deliverables

All Cusiom, SAAS and COTS Soflware and Enhancemenits.

Sofiware License

Licenses provided to the State under this Coniract.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT E - TERMS AND DEFINITIONS

Software-as-a-Service (SaasS)

The capability provided Lo the State to use the Contractor's
opplications running on 3 cloud infrastructure. The
applications ar¢ accessible from various client devices
through o thin-clien: interfece such g3 a Web browser (c.g.,
Web-based emeil) or o program interface. The Siaic does
not manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or
even individua! application capabilities, with the possible
exception of limited user-specific application configuration
setiings.

Specifications

Written details that set forth the requirements which
in¢clude, without limilation, the RFP, the Proposal, the
Contract, any performance standards, Documeniation,
applicable Siate and federal policies, laws and regulations,
State technical standerds, subsequent Siale-approved
Deliverables, and other specifications and requirements
described in the Contract Documenis. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Datn created or in ony way originating with the Stote,
ond all Data that is the ouiput of computer processing of or
other electronic manipulation of any Data that was crealed
by or in any way onginated with the Sisle, whether such
Data or output is stored on the State's hardware, (he
Contracior’'s hardware or exisis in sny system owned,
mainlained or otherwise controlled by the Staie or by the
Contraclor.

Siate Figeal Year (SFY)

The New Hampshire State Fiscal Year {(SFY) runs from
July 1 of ihe preceding calendar year through June 30 of the
applicable calendar year, i

Subconiracior

A person, partnecship, or company not in the employment’
of, or owned by, the Controctor which is performing
Services under this Coniract under a separai¢ Comract with
or an behalf of the Contracior.

Sysien

All Software, specified hardwore, interfaces and exiensions,
integrated and funciioning together in sccordance with the
Specifications.

Term

Period of ihe Contract from the Effective Date through the
Completion Daie idensified in the P-37 General Provisions
Or 1enninalion.

Verification

Suppents the confirmation of authority (o enter o computer
sysiem applicalion or network.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES
EXHIBIT E - TERMS AND DEFINITIONS

Warranty

The conditions under, and period during, which the
Contractor will repair, replace, or other compensaig for, the
defective item without cost 10 the buyer or user. :It also
delineates the rights and obligations of both parties in case
of & claim or dispute.

Warranty Period

A period of coverage during which the Contractor is
respontible for providing a guerantee for products and
Services delivered s defined in the Contract.

Work Plan

Documentstion that details the activities for ihe Project created in
accordance with the Contract. The plan end delineation of tasks,
activitics and cvenis to be performed and Deliverables to be
produced under the Project 23 specified in Appendix B:
Business/Technical Requirements and Deliverables. The Work
Plon shall include o delailed description aof the Schedule,
tasks/uctivilies, Deliverables, critical events, task dependencies,
and the resources that would lead and/or participate on coch task.

Remainder of this page intentionally left blank
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DOIT 2023-030 MUNICIPAL TRAINING AND EXERCISES
EXHIBIT F - ATTACHMENTS AND CONTRACTOR CERTIFICATES

EXHIBIT F - ATTACHMENTS AND CONTRACTOR CERTIFICATES

1. ATTACHMENTS
a. Contractor’s Proposal and Quote.

2. CONTRACTOR CERTIFICATES

o. Contractor's Centificate of Good Sianding
b. Contractor's Certificate of Vote/Authority
¢. Contractor's Certificate of Insurance

Remainder of this page inteutionally left blank
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State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scamian, Secretory of Stote of the State of New Hompshire. do hereby cenify that THE ATOM GROUP LLC is a New
Hompshire Limiicd Liobility Company registcred 10 transact busincss in New Hampshire on April 12, 2007, | further certify that
all fees and documcnts requirgd by the Scerctary of State’s office have been reccived and i8 in good standing os far 33 this office is

concerned,

Business 1D: 576036
Cenificaic Number: 0005845328

[N TESTIMONY WHEREOF.

[ hereto st my hand and couse 1o be aMixed
the Sca! of the Siate of New Hampshire,
this 12th day of August A.D. 2022.

Dawvid M., Scunlan

Secrelary ol S1ale




LLC Certification of Authority

1, LAURA A. MUNYON, ESQ, counse! for THE ATOM GROUP, LLC hereby certify
that JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited
liability parmership under RSA 304.B.

FRBESRINRRNN R R AR RN RN R R AR R R R RRRE R AR BB R

| centify that JASON JOSEPH SGRO is authonized to bind the partnership or LLC. |
further certify that it is understood that the State of New Hampshire will rely on this
centificate as evidence that the person listed sbove currently occupies the position indicated
and that they have full suthority to bind the parmership or LLC and that this suthorization

shall remain valid for nincty (90) days from the date of this Corporate Resolution.

ATTEST: O\@‘ﬁ/%‘fu

Laura Munyon, Esq.

DATED: FEBRUARY 21,2023
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/162002

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE NOLOER.

BELOW, TH!S CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS MO RIGHTS UPON THE CERTIFICATE HOLDER, THIS |
CERTIFICATE DOES NOT APFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALYER THE COVERAGE AFFORDED BY THE POUCIES

GETWEEN THE ISSUING INSURER(S), AUTHORIZED
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