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Denis Gonlet

Commissioner

August i, 2024

His Excellency, Governor Christopher T. Suuunu
and the Honorable Executive Council

State House

Concord, NEI 03301

REOUESTED ACTION

Authorize the Department of Information Technology to enter into a Sole Source contract
amendmerU with The Atom Group, LLC, of Portsmouth, NH fVC ̂313392) by inaeasing the price limitation
by $1,500,000 from $400,705 to $1,900,705, and by extending the completion date from August 31, 2025 to
September 30, 2027, for the piupose of providing Cyber Security Training and Exercise ^rvices to
Municipalities, K-12 SAUs, Local Utility Commissions, and State Agencies throughout the State of Ne\\'
Hampshire, effective upon Governor and Council approval. The Governor and Executive Council
approved the original contract agreement on March 8, 2023, Item #16 and most recently amended with
Governor and Executive Council approval on October 4, 2023, Item #40.

Soiuce of Funds: 80% Federal Grant money and 20% General Funds will be used.

Funding is available in Fiscal Year 2025 as follows:

CAT#-DEPT#-AGENCY#-ACTIVIT#-ACCOUNTING UNIT #-

DEFT NAME- AGENCY NAME -ACCOUNTING UNIT NAME

CLASS- OBJECT - DESC

FY 25

01 -03-03-030010-67170000-Departmeat of Information Technology-
2023 Cylwr Euhancements Grant-103-502664-Coutracts for Program
Services

$1,200,000

02-23-23-231010-71 ISOOOO-Department of Safety-Cybersecutity Grant
Program-103-502664-Coutracts for Operational Services.

$300,000

Total $1,500,000

EXPLANATION

This contract amendment is Sole Source becau^ it accelerates/continues an existing Public-Private
partnership to provide Cybersecurity Iraining and Exercises to Municipalities, K-12 SAUs, Local Utility
Commissions, State Agencies, etc. across New Hampshire. The Atom Group, LLC will provide up to 250
hours per quarter of Municipal Cj'ber Training and Exercise Services to accelerate the existing Municipal
Cyber Defense Program offered in partnership with the New Hampshire Public Risk Management
Exchai^e's (PRIMEX) Risk Managers.

On March 4,2023, the Governor and Executive Council approved the original conttact as item #16
on the agenda. On October 4,2023, the Governor and Executive Council approved the first Amendment to
this contract. Since that time, the following cybersecurity trainiug has been developed inrespouse to da^
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collected within die State ofNew Hampshire and addresses critical gaps in cybersecuiity readiness. These
traioiag programs are availaUe to any municipal entity within the state and are delivered as 90-minute, 2-
hour, 4-bour, and full d^ trainings as workshops or though w^inar format.

General Cybersecurity Awareness Training (UPDATED FOR 2024)
Public Cybersecurity Training ̂  Libraries (NEW FOR 2024)
Cybersecurity Training for Police and Fire Departments (Includes CITS, Evidence, Dispatch)
Cybersecurity Training for Financial Teams Goclude ACH Fraud and Payroll Fraud)
Cybersecurity Training for IT Teams (Engineer Training of Common Attacks in 2022)
How to Le^ily Review Cybersecurity Documentation and Policies

Cybersecurity Incident Response Plan Creation
Tabletop Workshop for cybersecurity incident response plans (NEW FOR 2024)
Cybersecurity Microsoft 0365 Secure Setup Review and Training (Includes Log Review)
Cybersecurity Google Workplace Secure Setnp Review and Training (Includes Log Review)
Cyber Protections for SCADA Networks Training (UPDATED FOR 2024)
Cybersecurity Training for Educators (K-12 & SAU) (UPDATED FOR 2024)
Cybersecurity Voting Protection Training for Cities and Towns
Cybersecurity Adv^ed Indicator of Compromise Detection Training (For IT Engineers)
Data Privacy Training for Emergency Responders. (UPDATED FOR 2024)
CIS Controls Webinar Series (Controls 1-16, Implementation Group 1&2)
Region Cyber Defense Training Program

The foiUowing MAJOR training events were made possible by this contract:
• MAJOR RECORDED EVENTS

CIS Controls Webinar Series Complete 1900+ Views. (600 new views)
General Cybersecurity Training (Created in Partnership with NH Primex). 9200+ Views
Cybersecurity Micro-Trainings (Created in Partnership with NH Primex). 2400+ Views

MAJOR WORKSHOPS DEVELOPED

Incident Response Planning for Town Administrators (Provided Annually, 2023,2024)
Regional Cyber Defense Program (Provided Quarterly Q4,2023, Q1 2024)
Cybersecurity Emergency Response for FT Managers (Provided Annually 2023,2024)
Sandbox and Honeypot Training for FT Managers (2023)
Living off the Cybersecurity Worktop (Provided 2X in 2024)
Crisis Media Response for Leadership Training (NEW)
Group Tabletop Incident Response Workshop (NEW)

CONFERENCE TRAINING DEUVERED

Cyber Attack Response end Recovery Tabletop
Emergency Dispatchers Cybersecurity Training
Cybersecurity: DetectingFinandal Frauds and IT Controls
Cyber Risk Awareness for Public Sector Employees
NH Municipal Association Conference Training (2 Sessions)
Cybersecurity Alerts, Training, and Communication Portal
Counterintelligence Training fox Municipal Leaders
IT Cybersecurity: Honeypot CreationTraining
Windows Hardening Tedmiques for Windows 10 and 11
NH Cyber Symposium (Modem Incident Response for Towns)
NHMA Organizational Training (Conference Sessions)
NHSAA Organizational Training (Conference Sessions)
A1 Cybersecurity (NHAT Counties)

"Innovative Technologies Todayfor New Hampshire's Tomorrow'
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The Atom Group's Progiam includes four pillars of cybersecurity readiness for Municipal
Government entities in die State of New Hampshire. These pillars are:

1. Proactive Education and Training,
2. Cybersecurity Emergency Response Planning and Tabletop Exercises,
3. Cybersecurity ViilnerabiUty Overviews, Custom Content, and On-Demand Webinars, including
a 20-part series of CIS Controls Imi^ementation Groups 1 and 2, and
4. Hands-on workshops for IT personnel woddng for Municipalities that have significant
cybersecurity responsibiLities to safeguard public information systems and confidential data.

The Atom Group provides a program that is modular and adaptable in a customized matrix where
the delivery of content is based on 3 key traits of municipalities;

1. The type of municipality receiving die content.
2. The jc^ description of the person receiving the training.
3. The existing cybersecurity readiness training of the organizatioa

Additionally. Atom Group, LLC's program provides not only in person content delivery for specific
municipalities, but they additionally the content available to wider municipal audiences via the New
Hampshire Public Risk Management Exchange (PRIMBX) Cyber Portal which is available to over 550
municipal entities in New Hampshire.

Alternatives to this contract diat were considered include competitive bidding and die leveraging of
a statewide contract Due to the efficiency and effectiveness of the existing public-private competitive
bidding was not deemed feasible to produce acceptal^e outcomes and leveraging a statewide contract would
not allow vendors to have access to the PRIMEX Cybersecurity Training Portal and therefore would not be
accessible on-demand to more than 550 lower pditical subdivisions.

The State will receive many benefits fiom this contract amendment including a higher level of
Cybersecurity awareness and training dirougbout political subdivisions by reducing overall risk and
increasing situational awareness of Cybersecurity events/incidents across the State, and a higher level of
awareness will reduce the potential of serious cyber incidents.

As most Municipalities are connected to at least one state network, increased Cybersecurity
awareness should decrease risk to State Networks. The State will leverage tiie existing PRIMEX processes
for Municipalities to access and schedule training. All administrative process and procedures to schedule
and conduct training for municipalities already exist and will not have to be executed by State employees.

This accelerated training program will more quickly enable lower political subdivisions to comfHy
with RSA31:103-band the business systems of agencies that have connections with Municipalities (e.g.
Department ofMotor Vehicles will operate at a lower level of Cyber Security Risk

'Innovative Technologies Todayfor New Hampshire's Tomorrow'
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The Department of Information Technology respectfully requests approval of this contract
amendment.

Respectfully submitted.

Denis, Goulet

Commissioner, Department of Information
Technology

Robert Quinn
Commissioner, Department of Safoty

DGfjd

Dorr #2023-0303

RID #88456

cc: Ken Weeks, DoIT Chief Information Security Ofricer

Innovatt^e Technologies Todayfor New Hampshire's Tomorrow'
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STATE OF NEW HAMPSHIRE

Department of Information Technolog)'

DoIT # 2023-30 MUNICIPAL CYBER TRAINING AND EXERCISES

AMENDMENT B (2)

Template Revision V3.0 2/27/23
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INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a sole source contract on
March 8, 2023, Item #16, as amended on October 4, 2023, item #40 (herein after referred to as the

"Agreement"), The ATOM Group, LLC (hereinafter referred to as "Contractor" agreed to supply certain
services upon the terms and conditions specified in the Agreement and in consideration of payment by the
Department of Information Technology (hereinafter referred to as the "Department"), certain sums as
specified therein;

WHEREAS pursuant to the Agreement Section 17 and the provisions of the Agreement, the Agreement
may be modified or amended only by a written instrument executed by the parties thereto and approved
by the Governor and Executive Council.

WHEREAS the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS this Amendment is intended by the Parties as the final, complete, and exclusive understanding
between the Parties hereto. All prior or contemporaneous promises, agreements, and understandings,

whether oral or written, are deemed to be superseded by this Amendment, and no Party is relying on any
promise, agreement, or understanding not set forth in this Amendment. Except as expressly amended by
this Amendment, the Agreement shall continue in full force and effect.

WHEREAS the Department wishes to add federal funds to continue the Municipal Cyber Training and
Exercises program.

WHEREAS The Vendor agrees to provide Municipal Cyber Training and Exercise Services, to include
State Agencies.

WHEREAS The Depanment and the Vendor wish to increase the Contract price by $1,500,000.00 to bring
the total contract price to $1,900,705.00

WHEREAS The Department and the Vendor wish to extend the completion date from August 31, 2025 to
September 30, 2027;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

I. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $1,500,000.00 from $400,705 to $1,900,705.00

State of NH Contract

Date:

Contractor's Initials:
Page 2 of 4
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TABLE 1: CONTRACT HISTORY

CONTRACT AND

AMENDMENT

NUMBER

AMENDMENT

TYPE

G&C

APPROVAL

DATE

COMPLETION

DATE

CONTRACT

AMOUNT

DoIT # 2023-030 Original
Contract

March 8, 2023,
Item #16

June 30, 2024 $100,705

DoIT # 2023-030

Amendment A

1" Amendment October 4, 2023,

Item #40

August 31, 2025 $300,000

DoIT # 2023-030

Amendment B

2nd Amendment TBD September 30, 2027 $1,500,000

CONTRACT TOTAL $1,900,705

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

CONTRACTOR

Date:
8/1/2024

Jason Sgro
The Atom Group, LLC

STATE OF NEW HAMPSHIRE

Date- August 2, 2024

Denis Goulet, Commissioner

State of New Hampshire
Department of Information Technology

Stale of NH Contract
Date:8/l/2024

Contractor's Initials:

Page

4 Contract /—
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

/I. Date: August 12. 2024
Duncan A. Edgar, Assistant Attorney General
State of New Hampshire, Department of Justice

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of

the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

JS
State of NH Contract

Date: 7/19/2024
Contractor's Initials:
Page 4 of 4



State of New Hampshire

Department of State

CERTIFICATE

1, David M. Scanlan, Secrelar>' of Stale of the Slate of New Hampshire, do hereby certify that THE ATOM GROUP LLC is a New

Hampshire Limited Liability Company registered to transact business in New Hampshire on April 12, 2007. I further certify that

all fees and documents required by the Secretaiy of State's offtce have been received and is in good standing as far as this ofllcc is

concerned.

Business ID: 576086

Certificate Number: 0006690525

SI
Of.

u*

o

A

IN TESTIMONY WHEREOE,

1 hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 16th dav of Mav A.D. 2024.

David M. Scanlan

Sccretan' of State



ACORD CERTIFICATE OF LIABILITY INSURANCE
DATE (MMrt)OnrYYYl

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the poliey(ies) must have ADDITIONAL INSURED provisions or tM andoraed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
thk certificate does not confer riahts to the certificate holder in lieu of such endor»ement(s).

PRODUCER

(iranilc State liisuntnce RisL LLC

90 ncvctly Drive

lioiuprtcad. Nil 03S41

Michael Ware

K F.,v «i3 580 J70(, N.l: W5 «''5
a(^P«- michacl(iiJBr.nnitcsiatcinsunTK'c.com

INSURERlS) AFFORDING COVERAGE NAICa

INSURER * : i he HaHfonl I90.<?2

INSURED

Thf Atom Croup. LLC

.1} Iruel) Cvun

I'on.imouih. NH OJ*Oi

INSURER B:

INSURERC :

INSURER 0 :

INSURER E :

UVcKAuCd ucn I iriWM I & i^vmuurv, —

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE P^ICY PE^
INDICATED MO-TWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

wsn
TYPE OF INSURANCE

AUULCiUUK

INSO wvo POLICY NUMBER
POLICY LFF

(lOUODWYYY)
POLICY tXP~

(MM/OO/YYYY) LIMITS

LTR

COMMERCIAL GENERAL LIA8a.rTV

I CLAIMS-MADE m OCCUR

GENl AGGREGATE LIMIT APPLIES PER

I
OTHER; Ipch HAO. Cyhtf Liabiliiy

AUTOMOetLE LIABlLnY

AMY AUTO

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

UMBRELLA LlAB

EXCESS UAB

OEO

SCHEDULED
AUTOS
NON-OWNED

AUTOS ONLY

OCCUR

CLAIAIS-MADE

RETENTION S

WORKERS COMPENSATION

AND EMPLOYERS- LIABIUTY y / N
ANY PROPRIETOTVPARTNER/EXECUTIVE (—jl
OFflCERAIEMBER EXCLUDED? | N |
:ManU«t9ry in NH)
I vM. dMOiM ttfidat
ASCRIPTION OF OPERATIONS aekm

tUSBAAIiSiWS

04SBAAI'5'«X

(MSH/V-\I=599K

fVIWI;CIV5ftl.1

W/22/20:2.'

W,-22.'202Z}

i)i.':o'2(CA

EACH OCCURRENCE
UAMAUL lUNbNIbU
PREMISES tea oeoOTaHO)

MED EXP(Any ona p«r»on)

(W/2i'':024

0W22/2024

09.'22;':024

in/2T'v2o:.'i

PERSONAL S AOV INJURY

GENERAL AGGREGATE

PRODUCTS - COTJP/OP AGG

S2M Aaarcgoic
COI.lBINk.U SINULk LIUII'
(£a accKlom)

BOOILV INJURV (Pfl« pwaon)

DOOILY INJURY (P*f wxtaant)

PROFEHTY U4MAIjE
(P»f accKtant)

EACH OCCURRENCE

AGTiREUATE

T»ER
STATUTE

■OTTT
ER

11)000(111

500000

50lX)

IrtODOOd

2000000

2000000

1000000

1000000

3000000

.TOOWWO

E.L. EACH ACCIDENT

E.L, DISEASE • EA EMPLOYEE

E.L. DISEASE • POLICY LIMIT

lOOCWMI

lOOOOOO

1000000

pfgijpt>Tinw nf npeWATtONS I LOCATIOWS / VEMICLeS lACORO 101, AddHloftal RamaWa SchaPula. may 6a attacAaO » nXMi Utaca tt raquitafl)

CERTIFICATE HOLDER

New Hampshire Dcparimem oi' Imcmci rochiiijlo^y

2" Hazcn Drive

Concord. Nil 03301

SHOULD AMY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE OELfVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTXWE
Michael Ware

-1 — 5HJ^.2015 ACORD CORPURAIIUN. All iluhunesviveo.

ACORO 25 (2016/03) The ACORD name and logo are regislered marlrs of ACORD



LLC Certincation of Authorin'

I, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC, hereby certify that

JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited

liability partnership under RSA 304-B.

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. I

further certify that it is understood that the Stale of New Hampshire will rely on this

certificate as evidence that the person listed above currently occupies the position indicated

and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninet>' (90) days from the dale of this Corporate Resolution.

DATED: JULY 19, 2024 ATTEST:



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: I-MO-735-2964

www.nh.gov/doit

HO

Denis Goalet

Commissioner

August 8, 2023

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a Sole Source contract
amendment with The Atom Group, LLC, of Portsmouth, NH (VC #313392) by increasing the
price limitation by $300,000 from $100,705 to $400,705 and by extending the completion date from
June 30. 2024 to August 31, 2025, for the purpose of providing Cyber Security Training and Exercise
services to Municipalities, K-12 SAUs, Local Utility Commissions, and State Agencies throughout
the State of New Hampshire, cfTectlvc upon Governor and Council approval through August 31, 2025.
The Governor and Executive Council approved the original contract agreement on March 8. 2023,
Item #16. Source of Funds: 100% Federal Grant.

Funds are available in the following account for State Fiscal Years 202^

CAT#-DEPT#-AGENCY#.ACTIVITV#-ACCOUNTING

UNIT #. DEPT NAME- AGENCY NAME -

ACCOUNTING UNIT NAME_CLASS- OBJECT - DESC
Activity Code FY 24

01 -03-03-030010-138 lOOOO-Department of Information
Technology-Cybcr Enhancements Grant-102-500731 •
Contracts fbr Proenim Services

N/A $300,000

EXPLANATION

This request is Sole Source because MOP 150 requires all amendments to agreements previously
approved as sole source to be identified as sole source. This contract amendment accelerates/continues an
existing Public-Private partnership to provide Cybersecurity Training and Exercises to Municipalities, K-
12 SAUs, Local Utility Commissions, State Agencies, etc. across New Hampshire. The Atom Group. LLC
will provide up to 250 hours per quarter of Municipal Cyber Training and Exercise Services to accelerate
the existing Municipal Cyber Defense Program offered in partnership with the New Hampshire Public Risk
Management Exchange's (PR(MEX) Risk Managers.

The Atom Group's Program includes four (4) pillars of cybersecurity readiness for Municipal
Government entities in the State of New Hampshire. These pillars are:
1. Proactive Education and Training.
2. Cybersecurity Emergency Response Planning and Tabletop Exercises,



3. Cybersecurily Vulnerability Overviews, Custom Content, and On-Demand Webinars, including a 20-
part series of CIS Controls Implementation Groups I and 2, and
4. Hands-on workshops for IT personnel working for Municipalities that have significant cybersecurity
responsibilities to safeguard public information systems and confidential data.

The Atom Group provides a program that is modular and adaptable in a customized matrix
where the delivery of content is based on three (3) key traits of municipalities: the type of municipality
receiving the content, the job description of the person receiving the training, and the existing
cybersecurity readiness training of the organization.

Additionally, Atom Group, LLC's program provides not only in person content delivery for
specific municipalities, but they additionally make the content available to wider municipal audiences
via the New Hampshire Public Risk Management Exchange (PRIMEX) Cyber Portal which is
available to over SSO municipal entities in New Hampshire.

The Department of Information Technology respectfully requests approval of this contract
amendment.

Respectfully Submitted,

Denis Goulet

Commissioner

DG/jd
DolT#2023-030A

RID: 80908(71682)

cc: Ken Weeks, DoIT Director
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STATE OF NEW HAMPSHIRE

Department of Information Technology

DolT # 2023-30 MUNICIPAL CYBER TRAINING AND EXERCISES

AMENDMENT Amend A (1)

Template Revision V3.0 2/27/23
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STATE OF NEW HAMPSHIRE.
Department of Information Technology

DoiT H 2023-030 IMunicipa! Cyber Training and Exercises
AMENDMENT Amend A (1)

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a sole source contract on
March 8, 2023, Item #16, (herein after referred to as the "Agreement"), The ATOM Group, LLC
(hereinafter referred to as "Contractor" agreed to supply certain services upon the terms and conditions
specified in the Agreement and in consideration of payment by the Department of Information
Technology (hereinafter referred to as the "Department"), certain sums as specified therein;

WHER£AS, pursuant to the Agreement Section 17 and the provisions of the Agreement, the Agreement
may be modified or amended only by a written instrument executed by the parties thereto and approved
by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to add federal funds to continue the Municipal Cyber Training and
Exercises program.

WHEREAS, The Vendor agrees to provide Municipal Cyber Training and Exercise Services, to include
State Agencies;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $300,000 to bring the
total contract price to $400,705.00

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2024 to
August 31, 2025;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement Is hereby amended as follows:

1. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the
Price Limitation by $300,000 from $100,705 to $400,705.00

State of NH Contract

Date: 8/31/20Z3

Contractor's Initials: _
Page 2 of 5

JS
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STATE OF NEW HAMPSHIRE

Departmtnt of [nrormation Technology
DoIT U 2023-030 Municipal Cyber Training and Exercises

AMENDMENT Amend A (I)

TABLE I: CONTRACT HISTORY

;CONTRACT AND
AMENDMENT'''''
number" "

AMENDMENT

,TYPE'' * " ■ •
G&e- ■

ARFRbVAL .
DATE

GOMPILETION

DATE -

-GONTRAGT

AMOUNT-

DoIT #2023-030 Original
Contract

March 8, 2023,
Item #16

June 30. 2024 SI 00,705

DoIT #2023-030

Amendment 1

1" Amendment TBD August 31, 2025 $300,000

•  * * ^
.  CONTR/ieT TOTAL $460;70.5' '...

State ofNH Contract

Date; 8/31/2023

Contractor's Initials:

Page

■01

JS
3 of 5
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STATE OF NEW HAMPSHIRE
Department of Information Technology

DolT 2023-030 Municipal Cyber Training and Cxerctscs
AMENDMENT Amend A (1)

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITTJESS WHEREOF, the parlies have hereunto set their hands as of the day and year first above
written.

CONTRACTOR

— OocaSlBMtfbr:

Date:
8/31/2023

Jason Sgro
TTie Atom Group, LLC

STATE OF NEW HAMPSHIRE

Date- September 14, 2023

Denis Goulet, Commissioner

State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Z^UKCZLH' ̂ .
Duncan A. Edgar, Esq.
State of New Hampshire, Department of Justice

Date: Sept. 18. 2023

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the Stale of New Hampshire at the Meeting on: (date of meeting)

State of NH Contract

Date: 8/31/2023

Contractor's Initials:

Page

•n

JS
4of5
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STATE OF NEW HAMPSHIRE

Department of Informotion Technology
DoIT U 2023-030 Municipal Cyber Training and Exercises

AMENDMENT Amend A(l)

GfTice of the Secretary of State

Date:

Slate of New Hampshire, Department of Administration

Slate of NH Conlract q,
Date: 8/31/2023
Contractor's Initials: JS
Page 5 of 5



state of New Hampshire

Department of State

CERTIFICATE

I. Devid M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that THE ATOM GROUP LLC is a New

Hampshire Limited Liabilit>' Company registered to transact business in New Hampshire on April 12, 2007.1 further certify that

all fees and documents re<)uired by the Secretary of Stale's office have been received and is in good standing as far as this office is

concerned.

Business ID; 576086

Ccnificaie Number: 0006291759
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IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be afTl.ved

the Seal of the State of New Hampshire,

this 4ih day of August A.D. 2023.

David M. Scanlan

Secretary of State



LLC Ccrlification of Authority

I, LAURA MUNYON, ESQ, counsel for THE ATOM GROUP, LLC hereby certify thai

JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP, LLC, a limited

liability partnership under RSA 304-B.

I certify that JASON JOSEPH SGRO is authorized to bind the partnership or LLC. I

further certify that it is understood that the State of New Hampshire will rely on this

certificate as evidence that the person listed above currently occupies the position indicated

and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: AUG 4,2023 ATTEST:
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STATE OF NEW HAMPSHIRE
DEfARTMENT OF INFORMATION TECHNOLOGY

27 hA^en Dr., Concord. NH 0^01

Fax; 6(B-271-1516 TDD Access: l-80(>>7;^2964

www.nKgov/doIt

/6

Deob Coolct

Commissioner

His Excellency, Governor Christopher T. Sununu
ond the Honorable Executive Council

State House

Concord, NH 03301

February 14, 2023

REQUESTED ACTION

Authorize the Dqiarttneni of Information Technology to enter into a Sole Source contract with The
Atom Group, LLC. ofPorumouth, NH in en amount not to exceed 5100,705 for the purpose of providing
MunidpaJ Cyber Training and Exercise Services, eflective upon Governor and Executive Council
^proval through June 30,2024. Source of Funds: 100% Federal Transfer from Other Agency.

Funds arc available in the following account for State Fiscal Year 2023.

CAT#-DEPT#-ACENCY#.ACTrVITY#-

ACCOUNTING UNIT #- DEPT NAME- AGENCY

NAME-ACCOUNTING UNIT NAME CLASS-

OBJECT- DESC

Activity Code SFY23

01-03-03-030010-13810000-Department of Information
Technology-Cyber Enhancements Grant-102-500731-
Contracts for Program Services

N/A $100,705

This contract is Sole Source because it is the most cost effective t^lion. It accelerates an existing
Public-Private partnership with Primex NH Public Risk Maoagemeni ̂ change (Primex) to provide
Cybersecurity Training and Exercises to Lower Political Subdivisions in New Hampshire. The Atom
Group, LLC will provide up to 250 hours per quarter of Municipal Cyber Training and Exercise Services
10 accelerate and expand the existing Municipal Cyber Defense Program offered in partnership with the
Primex. Primex, along with their underwriting entities, hod previously vetted The Atom Group and selected
them as their parmer. Based on that experience we know that ihcy provide hi^ quality and very cost
effective services. Since the administrative and communicoiion structures are already in place these funds
go directly to the rendering of services without the administrative burden that would typically be attached
to a contract like this.

The Alum Croup's Program includes four pillars of cybersecurity readiness for Municipal
Government entities in the State of New Hampshire. These pillartt ore:

1. Proactive E^caiion and Training,
2. Cybersecurity Emergency Response Planning and Tableiop Exercises,
3. Cybersecurity Vulnerability Overviews, Custom Content, and On-Danand Wcbinars.
including a 20-paA scries of CIS Controls linplanenlaiion Groups 1 and 2, and

InnovoOvr. Technoiogiei Today fot Atfw Hampshire's Tomonow'



His Excellency, Governor Christopher T. Sununu and ihc Honombic Executive Council
t Page 3

4. Hands-on workshops for IT personnel working for Municipalities (hm hove significant
cybersecurity responsibilities to safeguard public infonnaiion systems and conndential data.

The Department of Information Technology respectfully requests approval of this contract.

Respecthilly Submitted,

Denis Coulel

Commissioner

DG/ik

DolT #2023-030

RID: 71682

cc: Ken Weeks, DolT Director/Chief Information Security OITicer

"tn/jovotwe Technoio^m Today fo/ New Hampshire's Tomorrow'
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STATE OF NEW HAMPSHIRE

DEPATMENT OF INFORMATION TECHNOLOGY

MUNICIPAL CYBER TRAINING AND EXERCISES

DoIT-2023-030

Temploic Revision V5.0 September S, 2021



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2023-030 - MUNICIPAL CYBER TRAINING AND EXERCISES

STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P3?

FORM NUMBER P.37 (version 12/11/2019)

Ndice: This igreenxni and all of iis aiiachmenis shall become public upon submission lo Covemor
and Excculive Council for approval. Any informslion thai is private, conndeniiai or
proprietary must be clearly identified lo the agency and agreed to in writing prior to signing
ihe coiuraci.

AGREEMENT

The Stale of New Hsrnpshire and ihe Contraclor hereby mutually agree as follows:

GENERAL PROVISIONS

I.I Stale Agency Nome

DEPARTMENT OF rNFORMATION TECHNOLOGY

1.2 State Agency Address

27 HA2EN DR. CONCORD. NH 03310

1.3 Coniracior Name

THE ATOM CROUP LLC

1.4 Contractor Address

33 JEWEL CT, PORTSMOUTH. NH, 03801

1.5 Contractor Phone

Number

(603) 501-0003

1.6 Account Number

01-03-03-030010-

13810000

102-500731

1.7 Completion Date

June 30, 2024

1.8 Price Limitation

Sia0,705

1.9 Coniracting ClTicer for Slate Agency

Denis Goulci

1.10 State Agency Telephone Number

603-223-5703

1.11 Comracior Signature 1.12 Nome and Title of Contmcior Signatory

(.13 Stale Agency Signature

^  2/22«0J3
1.14 Name and Title of State Agency Signatory

Denis Goulei, Commissioner / Chief Informstlon OrTicer

I.IS Approval by the N.H. Deportment of Administration, Division of Personnel 0/applicable)

By: Director, On:

1.16 Approval by (he Attorney General (Form, Substance and Execution) (ifapplicable)

By: !%! ^ On: February 23. 2023
1.17 Approval by the Governor and Esccuiive Council Ofapplicable)

G&C Item number: G&C Meciinu Date:

PnBc2Qf28 , .
Coitiractor Initials: C Id ^
Date



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

2023-030 - MUNICIPAL CYBER TRAINING AND EXERCISES

STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

2. SERVICES TO BE PCRFORMED. The Stale of New

Hampshire, acting through the agency identined in block 1.1
("Statc'3, engages contractor Idcntilled in block 1.2
<"Coniroctor") to perform^ and the Coflintctor shall pcrrorm,
ihc work or sale of goods, or both, identiricd and more
psnieularly described in the attached EXHIBIT 6 which is
incorporated herein by reference ("'Services").

3. EFFECTIve DATE/COMPtETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement lo the
contrary, and subject to the approval of.the Governor and
Executive Council of the Sutc of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effeciive on (he date the Governor

and Executive Council approve this Agreement as Indicated
in block 1.17, unless no such approval is required. In which
case the Agreement shall become effective on the date the
Agreement is signed by (he S(e(e Agency as shown in block
1.13 ("Effective Date").
3.2 If (he Contractor commcrtces (he Services prior to the
EHective Date, all Services performed by the Contractor
prior ID the Effective Date shall be performed at the sole risk
of the Contractor, and in (he event that this Agreement does
not become efreciivc, the State shall have no liability to the
Contractor, including without limitation, any obligation to
pay the Contractor for any costs incurred or Services
performed. Contractor must complete all Services by (he
Completion Date specified in block 1.7.

4. conditional NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement lo the
contrary, all obligations of the Slate hereunder, including,
without limitation, the continuance of payments hereunder,
are contingent upon the availability and continued
appropriation of Ktnds aficcted by any state or federal
legislative or executive action (hat reduces, eliminates or
otherwise modifies the appropriation or availability of
funding for this Agreement and the Scope for Services
provided in EXHIBIT B, in whole or In pan. In no event shall
the State be liable for any payments hereunder in e.xcess of
such avallahic appropriated funds. In the event of a reduction
or termination of appropriated funds, the State shall have the
right 10 withhold payment until such funds become available,
if ever, and shall have the right to reduce or terminate the
Scfvicc.x under this Agreement immediately upon giving the
Contractor notice of such reduction or termination. The State

shall not be required to iramsfer funds from any other account
or source to the Account identified in block 1.6 in the event

futxl.t in thai Account are reduced or unavailable.

5. contract PRICE/PRICE LIMITATION/ PAYMENT.
5.1 The conirtci price, method of payment, and terms of poymeni
are identined and more particularly desoibed in EXHIBIT C
which is incorporated herein by reference.
5.2 The payment by (he State of the contract price shall be the
only and (he complete reimbursement to (he Contractor for all
expenses, of whatever nature incurred by the Contractor in the
pcrrormance hereof, and shall be the only and the complete
compenaaiion lo the Contractor for the Services. The State shall

hive no liability lo the Coniracior other than ihe contract price.
5.3 The Stale reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7*c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to Ihc
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of alt payments authorized, or actually made
hereunder. exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND

REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with Ihc performance of the Services, the
Coniracior shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impo.se any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity taws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulatioits
and siaiuies, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The ConirKlor shall also comply with all applicable mlelleclual
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age. .sex. handicap, sexual
orientation, or national origin and will take afTirmaiive action to
prevent such discrimination.
6.3. Tbe Contractor agrees to permit the State or United States
access to any of the Comracior's book.s, rccoriJ.s and accounts for
the purpose of ascertaining compliance with all rules, regulations
ind orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contraaor shall at its own expense provide all personnel
nece.sf;ary to perform the Services. The Contraaor warrants that oil
personnel engaginl in the Services shall be qualified to perform the

Page 3 of 28
Controcior.lniiials: r i|\ ̂
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Services, and shall be properly licensed and oiherwice authorized
10 do so under all applicable laws.
7.2 Unless otherwise authorized in writing, during the term of (his
Agreement, and Tor a period of six (6) months aflcr the Completion
Date in block 1.7, the ConiQcior shall not hire, and shall not permit
any subeoniraetor or other person, firm or corporation with whom
it is engaged in a combined elTon to perform the Services to hire,
any person who is a State employee or ofTtcial, who is materially
involved in the procurement, administration or perrormance of (his
Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting OfTioer specified in bloek 1.9, or his or her
successor, shall be the Stale's representative. In (he event of any
dispute conecming the imerpraaiion of this Agreement, the
Contracting OITtcer's decision shall be final for the State.

8. EVENT OF default/remedies.

8.1 Any one or more of the following act's or omissions of the
Contractor shall constitute an event of default hertunder ("Event
of Dcfouli"):
8.1.1 failure to perform the Services saiLsfacioriiy or on schedule;
8.1.2 failure to submit any repon requir^ hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.
8.2 Upon the occurrence of any Event of Default, the Slate may
take any one, or more, or all, of the following actions:
8.2.) give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of a
greater or lesser specification of lime, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, cfrcciive two (2) days aAer giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the ponion of the contract price
which would otherwise accrue to the Coniraciof during the period
from the date ofsuch notice until such time as the Slate determines

that the Contractor has cured the Event of Oerauli shall never be

paid to the Conirvcior;
8.2.3 give the Contractor a xvriiien notice specifying the Event of
Default and set off against any other obligations the State may owe
to the Contractor any damages the State suffers by reason of any
Event of Default; and/or

5.2.4 give the Contractor a written notice .specifying the Event of
Default, treat the Agreement ls breached, terminate the Agrecmem
and pursue any of Its remedies at law or in equity, or both.
8.3. No failure by the State to enforce any provisions hereof oner
any Event of Oefauli shall be deemed a waiver of its rights with
regard to that Event of Ocfauli, or any subsequent Event of
Default. No e.tpress failure to enforce any Event of Default shall

be deemed • waiver of the right of the Slate to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the pan of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 6. the State may. at its sole
discretion, lerminaie the Agreement for any reason, in whole or in
pan, by thiny (30) days written notice to the Contractor that the
Stale is exercising its option to terminate the Agrcenxnt.
9.2 In the event of an early termination of this Agreement for any
reason other than the completion of ihe Services, the Contractor
shall, 01 the State's discretion, deliver to the Contracting Officer,
not later than flneen (IS) days aAer the date of lerrhinaiton. a
repon ('Termination Rcpon") describing in detail all Services
performed, and the coniraci price earned, to and including the date
of termination. The form, subject matter, content, and number of
copiu of the Termination Repon shall be identical to those of any
Final Repon described in the attached EXHIBIT B. In addition, at
the State's discretion, the Contractor shall, within 15 Jays of notice
of early terminaiion, develop and submit to the State a Transition
Plan for services under the Agreement.

10. OATAyACCESS/CDNFIDENTIAUTY/

preservation.

10.1 As used in this Agreement, (he word "data" shall mean all
inrormaiion and things developed or obtained during' the
performance of. or acquired or developed by reason of. this
Agreement, including, but not limited io, all studies, repons, files,'
formulae, surveys, maps, chins, sound recording.s, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, rrxmoronda, papers, and documenis, all whether finished
or unfinished.

10.2 All data and any propeny which has been received from the
State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned
to the State upon demand or upon termination of this Agreaneni
for any reason.
10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91 ̂A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRaCTDR'SRELaTIDNTDTHESTaTE. In the

performance of this Agreement thc.Contracior is in all respects an
indcpcrtdent contractor, and is neither an agent nor an employee of
the State. Neither the Contractor nor any of its oniccr.s.
employees, agents or members shall have authority to hind the
Slate or receive any benefit.*, n-orkcrs' compensation or uthvr
tmolumcni.* provided by the State to its employees!

Page 4 of 2S
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12. ASSICNMENT/DELeCATION/SUBCONTRACTS.

12.1 The Coninctor shsll not usign. or otherwise irvnsfer sny
iniereii in this Agreement without the prior written notice, which
shall be provided lo the State at leas nOeen (15) days prior to the
assignment, and a wriiten consent of the State. For purposes of this
'paragraph, a Change of Control shall constitute assignment.
"Change of Control" means (a) merger, consolidaiion, or a
transaction or series of related transactions in wrhich a third party,
together with It* arnilaies, becomes the direct or indirect owner of
fifty percent (50%) or more of the' voting shares or similar equity
interests, or combined voting power of the Coniracior, or (b) the
sale of ell or substantially all of the assets of the Contractor.
12.2 None of the Services shall be subcontracted by the Contractor
without prior written notice and consent of the State. The State is
entitled to copies of alt subcontracts and assignment agreements
and shall not be bound by any provisions contained in a
subcontract or an assignment agreement to which it is not a pany.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnity and hold harmless the State, its
ofTlcers and employees, from and against any and all claims,
liabilities and costs for any personal Injury or propeny damages,
patent or copyright infringement, or other claims asserted against
the Stale, its ofTicers or employees, which arise out of (or which
may be claimed to arise out oQ the acts or omission of the
Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not be
liable for any costs incurred by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the termination
of this Agreement.

14. INSURANCE.

14.1 The Coniracior shall, at its sole e.xpense, obtain and
continuously maintain in force, and shall require any .eubconiroctor
or assignee to obtain and mainuin in force, the following
insurance:

14.1.1 commercial general liability insurance agatn.si all claims of
bodily Injury, deoih or propeny damage, in amouni.<c of not less
than SI.000,000 per occurrence and 12,000,000 aggregate or
excess,- and

14.1.2 special cause of loss coverage form covering oil propeny
Subject 10 subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.
14.2 The policies described in subparagraplt 14.1 herein shall be
on policy forms and emlorscmenis approved for axe in the State of
New Hampshire by the N.H. Depanmcni oflrtsurance. and issued
by in.surers licenced in the State of New Hampshire.

14.3 The Contractor shall furnish to the Contracting OFTlcer
identifted in block 1.9, or his or her successor, a certiricaie(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting OfTcer identified
in block 1.9, or his or her successor, certincate(s) of insurance for
all renewal(s) of insurance required under this Agreement no later
than ten (10) days prior to the expiration date of each insurance
policy. The eenifieateia) of insurance and any renewals thereof
abail be attached and are incorporated herein by reference.

15. WORKERS* COMPENSATION.

15.1 By signing this agreement, the Coniracior agrees, certifies
and warrants that the Contractor is in compliance with or exempt
ftom, the requirements of N.H. RSA chapter 281'A ("tVorkers'
Compensation").
15.2 To the extent the Contractor is subject to the requirements of
N.H. RSA chapter 281 ̂A, Contractor shall maintain, and require
any subeoniracior or assignee to secure and maintain, payment of
Workers' Compensation in connection with activities which the
person proposes to undertake pursuant to this Agreement. The
Contractor shall furnish the Contracting Omcer identiHcd in block
1.9, or his or her successor, proof of Workers' Compensation in
the manner described in N.H. RSA chapter 281-A and any
applicable renewals) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation premiums
or for any other claim or benefit for Contractor, or any
subcontractor or employee of Contractor, which might arise under
applicable State of New Hampshire Workers' Compensation laws
in conrieciion with the performance of the Services under this
Agreement.

16. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have been duly delivered or given at the time of
malting by cenified mail, postage prepaid, in a United Siate.x Post
OfTice addressed to the parties at the addressesgiven in blocks 1.2
tnd 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or diKharged only by an insirumeni in writing .signed hy the
parties hereto and only after approval of such omendmeni. waiver
or discharge by the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement .diati
be governed, interpreted and construed in accordance with the
laws of the Stnie of New Hampshire, and is binding upon and
inures to the benefit of the panics and their respective siicccs.sor.<
and assigns. The wording u.xcd in this Agreement Is the wording

Page 5 of 28
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chosen by (he parties lo express their mutual intent, and no rule of
construction shall be applied against or in favor of any party. Any
actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court u^ieh shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict between
the terms of (his P*37 form (as modified in EXHIBIT A) and/or
attachments and amendment thereof, the terms of (he P-37 (as

modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do noi intend to beneni
any third parties and this Agreement shall not be construed to
confer any such benern.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein shell
in no way be held to explain, modify, amplify or aid in the

interpretation, construction or mcarting of the provisions of (his
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in (he e((ached EXHIBIT A are incorporated
herein by reference.

23. SCVCRABILITY. In (he event any of (he provisions of this
Agreement are held by a court of competent Jurisdiction to be
contrary to any stale or federal law. the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to (he subject matter
hereof.

Page 6 0128
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EXHIBIT A - SPECIAL PROVISIONS

The terms gutlined in the P-37 General Provisions ere modified as set forth below:

A.I Provision 5, Contract PHce/Pricc Limitation/ Payment, is updotcd with the following
addition:

5.5 The State's liability under this Agreement shall be limited to monetary damages not
to exceed the contract price pursuani to Peragroph 5.2. The Contractor agrees that it
has an adequate remedy at law for any breach of this Agreement by the State and
hereby waives any right to specific performance or other equitable remedies against
the State. Subject to applicable laws and regulations, in no event shall the State be
liable for any consequehiial, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein conloined shall be deemed
to constitute a waiver of the sovereign immunity of (he State, which immunity is
hereby reserved to the Slate.

A.2 Provifion 8, Event of Default/Remedies, is updoted with the following addition:

8.2.5 give the Contractor a written notice specifying the event of Default, terminate the
agreement as breached, and procure Services that are the subject of the Contract from
another source and Contractor shall be liable for reimbursing the State for the
replacement'Services, and all administrative costs directly related to the replacement
of the Contract and procuring the Services from another source, such as costs of
competitive bidding, mailing, advertising, applicable fees, charges or penalties, and
staff lime costs; all of which shall be subjea to the limitations of liability set fonh in
the Contract.

A.3 Provision 9, Termination, is deleted and replaced with (he following:

9. termination

9.1 Notwithstanding paragraph 8, the State may, at its sole discretion, and with written
notice, tcnninaic the Agrrcment for any reason, in whole or in part. In the event of
such termirvation, the Contractor shall immediately stop all work hereunder and shall
immediately cause any and all of its suppliers and subcontractors to cease work. The
State shall be liable for cost of all Services and Oeliverables for which Acceptance has
been given by the State, provided through the dote of termination but will not be liable
for any costs for incomplete Services or winding down the Coniroci activities. The
Contractor shall not.be paid for any work performed or costs incurred which
reasonably could have been avoided.

9.2 Tcrmlnorion Procedure

9.2.1 Upon termination of the Contract, the Stale, in addition to any other rights
provided in the Contract, may require Contractor to deliver to the State any
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property, including wiihoui limilslion, Soflware and Wriden Deliverables, for
such pan of the Coniract as has been lerminaied.

9.2.2 AOer receipt of a notice of lennination, and except as otherwise directed by
the Slate, Contractor shall:

D. Slop work under (he Contract on (he date, and to the extent specified,
in the notice;

b. Promptly, but in no event longer than ten (10) days afler termination,
terminate its orders and subcontracts related to (he work which has

'  been terminated, and settle all outstanding liabilities and all claims
arising out of such termirution of orders and subcontracts, with the
approval or ratification of (he Slate to the extent ret^uired, which
approval or ratification shall be final for the purpose of this Section;

c. Take such action as the State directs, or as necessary to preserve and
protect the property related to the Contract which Is in the possession
of Contractor and in which the Siote has an interest;

d. Take no action to intentionally erase any State data until directed by
the State;

t. Transfer title to the State and deliver in the manner, at the limes, and
to the extent directed by the State, any property which is required to
be furnished to the State and which has been accepted or requested by
the State;

f. Implement an orderly return of Stale data in a CSV or anolher
mutually agreeable format at a time agreed to by the panics;

g. Securely dispose/destroy of all requested dam in all of its forms, such
as disk, CD / DVD, backup tape and paper, when requested by the
State. Data shall be permanently deleted and shall not be recoverable,
according lo National institute of Standards and Technology (NIST)-
Special Publication (SP) 800*88 approved methods. Certificates of
destruction shall be provided to the State; and

h. Provide written Certification to the State thai Contractor has

surrendered to the Slate all said property and afler t SO days has erased
all State data.

9.2.3 If the Contract has expired, or terminated prior to the Completion Date, for
any reason, the Contractor shall provide, for n period up to ninety (90) days
after the expiration or termination, all transition services requested by the
State, at no additional cost, to allow for the expired or terminated portion of
the Services to coniinue wiihoui inierruption or odverse effeci, and to rocilimie
the orderly transfer of sud) Services (0 the State or its designees ("Transition
Services").

9.2.4 This covenant in paragraph 9 shall survive the icnninaiion of this Contract.

A.4 Provision 10, Data/Access/ConndcntiulityfPrcscrvotion, is updated with the following
addition;

Page S or28
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10.4 In pcrfomiing its obligations under this Agreement, Contractor may gain access to
Conndenlial Information of (he Stale. Confidential Infonnotion includes any and ell
information owned or managed by (he State of NH • created, received from or on
behalf of any Agency of the State or accessed in the course of performing contracted
Services • of which collection, disclosure, protection, end disposition is governed by
Slate or federal law or regulation. This information irKludes, but is not limited to
Protected Health Information (PHI). Personally Identifiable Information (PtI).
Personal Finortciel Information (PFI), Federal Tax Information (FTI), Social Sceurity
Numbers (SSN), Payment Card Industry (PCI), and or other sensitive and Conndenlial
Information. The Contractor shell not use (he Conftdenlial Information developed or
obtained during the performance of, or acquired, or developed by reason of (he
Agreement, except as directly connected to and necessary for (he performance of the
Agreement. Contractor, shall miiniain the confidentiaiiry of and protect from
unauthorized use. disclosure, publication, artd reproduction (collectively "release"),
all Confidential Information.

10.4.1 In the event of (he unauthorized release of Confidential Infonnation,
Contractor shall immediately notify the State's Chief Information Security
Officer, and the State may immediately be entitled to pursue any remedy at
law and in equity, including, but not limited to, injunciive relief.

10.5 Subject to applicable federal or State laws and regulations. Confidential Information
shall not include information which:

a. shall have otherwise become publicly available other than as a result of disclosure
by (he receiving Party in breach hereof;

b. was disclosed to the receiving Party on a non-confideniiol basis from a source
other than the disclosing Party, which the receiving Pony believes is rwt
prohibited from disclosing such information as a result of an obligation in favor
of the disclosing Party;

c. is developed by the receiving Party independently of, or was known by the
receiving Party prior to, any disclosure of such Information made by (he disclosing
Party, or

d. is disclosed with the written consent of (he disclosing Party.

10.6 A receiving Party also may disclose the disclosing Party's Confidential Information
to the extent required by an order of a court of competent jurisdiction. Any disclosure
of the Confidemial Information shall r^uire the prior written approval of the State.
Contractor shall immediately notify the Stale if any request, subpoena or other legal
process is served upon Contractor regarding the Conndenlial Infonnation, and
Contractor shall cooperate with the State in any effort (he State undertakes to contest
(he request, subpoena or other legal process, at no additional cosi to the State.

10.7 Contractor Confidential Information. Coniraciof shall clearly identify in writing all
information it claims to be confidential or proprietary upon providing such
infonnation to the State. For the purposes ofcoinplying with its legal obligations, the
State is under no obligation to accept the Contractor's designation of material as
conndcniia). Contractor acknowledges thai the State is subject to State and federal
laws governing disclosure of infonnation including, but not limited to, RSA Chapter
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91-A. In (he even( (he S{a(e receives a requesi for (he infomiadon identified by
Coniracior as confideniiol. (he Slate shall notify Contractor.and specify (he date the
State will be releasing the requested infonnation. At (he requesi of the Slate,
Contractor shall cooperate and assist the State with the colleclion and review of
Contractor's infomiation, at no additional expense to the State. Any efTort to prohibit
or enjoin (he release of the information shall be Contractor's sole responsibility and at
Coiuractor's sole expense, if Contractor falls to obtain a court order enjoining the
disclosure, the Slate shall release (he information on the date specified in the State's
notice to Coniroctor, without any liability lo the State.

10.8 This covenant in paragraph 10 shall survive the termination of this Contract.

A.S Provision 12, Assignnicot/Dclegation/Subcontracls, Is updated with the following
odditlon;

12.3 In the event that Contracior should change ownership for any reason whatsoever that
results in a change of control of ihe Contractor, the State shall have the option of;

e. continuing under the Agreement with Contracior, its successors or assigns for the
full remaining Term of (he Agreement or for such period of time as deiertnined
necessary by the State;

b. immediately terminate the Agreement without liability to or further compensation
owed to Contractor, its successors or assigns.

A.6 The following Provisions are added and made part of the P37:

25. FORCE MAJEURE

25.1 Neither Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond ihe control of such Pany and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, Hots, and acts of War, epidemics, acts of Govemmem, fire,
power failures, nuclear accidents, earthquakes, and unusually severe weather.

25.2 Except in the event of the foregoing, Force Majeure events shall not include the
Contractor's inability to hire or provide personnel needed for the Contractor's
performance under Ihe Contract.

26. EXHIBITS/ATTACHMENTS

The E.thibiis and Aliachmcnis referred to in and attached to the Coninsci are incorporated
by reference as if fully included in the text of the Contract.

27. NON-EXCLUSIVE CONTRACT

The Stale rcscrves'ihe right, at its discretion, to retain other vendors to provide any of the
Services or Ociiverables ideniirred under this Agreement. Contractor shall make best elTons
to coordinate work with all other State vendors perfonning Services which relate to the work
or Deliverables set fonh in the Agreement. The State intends to use. whenever possible,
existing Software arK) hardware contracts to acquire supporting SoHware and hardware.

28. GOVERNMENT approvals

Page 10 of 28
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Conirsctor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary lo pcrfonr) its obligations under the Contract.

29. ORDER OF PRECEDENCE

in the event of conflict or ambiguity among any of the text within this ogreemeni, the
following Order of Precedence shall govern:

i. State of New Hampshire. DEPARTMENT OF INFORMATION TECHNOLOGY
Contract Agreement CONTRACT ff2023-030.

ii. Contractor Description of Program and Quote, (see Exhibit F)

Remainder o/this page intentionally le/i blank
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BUSINESS/TECHINCAL REQUIREMENTS AND DELIVERABLES

EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

The SiBlement of Work, Business and Technical Requiremenls, and Deliverables are set forth below;

1. STATEMENT OF WORK

The Contractor shall provide up to 250 hours per quarter of Municipal Cyber Training and Exercise
Services to accelerate the existing Municipal Cyber Defense Program offered in partnership with the
New Hampshire Public Risk Management Exchange's (PRIMEX) Risk Mattagers.

The Program shall include four pillars of cybersecurity readiness for Municipal Covemmenl entities
in the State of New Hampshire. These pillars are:

1. Proactive Education and Training,

2. Cybersecurity Emergency Response Planning and Tableiop Exercises,

3. Cybersecurity Vulnerability Overviews, Custom Content, and On-Demand Wcbinars,
including a 20-p8(l series of CIS Controls Implementation Croups 1 and 2, and

A. Hands-on workshops for IT personnel working for Municipalities that have signincani
cybersecurity responsibilities to safeguard public information systems and confidential data.

The Contractor shall provide a program that is modular and adaptable in a customized matrix where
the delivery of content is based on 3 key traits of municipalities:

1. The type of municipality receiving the content.

2. The job description of the person receiving ihe training.

3. The existing cybersecurity readiness training of ihe organization.

The Contractor shall provide in person content delivery for specific municipalities, and additionally make
the content available to wider municipal audiences via the New Hampshire Public Risk Management
Exchange (PRIMEX) Cyber Portal which is available to over 550 municipal entities in New
Hampshire.

2. CHANGE ORDER

The State may make changes, revisions or request enhancements to the Scope of Work at
nny time by written Change Order. Tlic Siatc originated changes, revisions or
enhancanenis shall be approved by ihe Dcpnnmeni of Infonnaiion Technology. Within
five (5) business days of Contractor's receipt of a Change Order, Contractor shall advise
the Slate, in detail, of any iinpaci on cosi (e.g.. iiKrease or decrease), ihe Schedule, and
Ihe Work Plan.
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Contractor may propose a change within the scope of the Contract by written Change
Order, identifying any impact on cost, the Schedule, and the Work Plan. The State shall
acknowledge receipt of Contractor's requested Change Order within five <5) business
days. The State Agency, as well as the Department of Information Technology, must
review and approve all Change Orders in writing. The State shell be deemed to have
rejected the Change Order if the Ponies are unoble to reach an agreement in writing within
30 days of receipt of the Change Order.

Change orders resulting in on increase of Price Limitation, an extension of time for
Contract completion or a significant change to the scope of the Contract may require
approval by the Governor end Council.

A Change Order which is accepted and executed by both Panics, and if applicable
approved by Governor and Council, shall amend the terms of this Agreement.

3. PROJECT MANAGEMENT
f

The Contractor shall provide project {racking tools and templates to record and manage
Issues, Risks, Change Requests, Requirements, ond other documents used in the
management and tracking of the project. The State believes that efleciive communication
and Reporting ore essential to Project success. The Contractor shall employ effective
communication and Reporting strategies to ensure Project success. The Contractor Key
Project Staff shall paniclpaie in meetings as requested by the State, in accordance with the
requirements and terms of this Contract.

The Project requires the coordinated eftons of a Project Team consisting of both
Contractor ond State personnel. Contractor shall provide all necessary resources to
perform its obligations under the Contract. Contractor is responsible for providing all
oppropriate resources and personnel to manage this Project to a successful completion.

The Contractor shall conduct criminal background checks ond not utilize any siaff.
including subcontractors, to fulfill the obligations of the contract who have been convicted
of any crime of dishonesty, including but not limited to criminal froud. or otherwise
convicted of any felony or misdemeanor offense for which incarceration for up to 1 year
is an authorized penally. The Contractor shall promote and maintain an awareness of the
importance of securing the State's Inrormalion among the Controctor's employees ond
agents.

The State may, oi its sole c.xpciisc, conduct reference and background screening of the
Controctor's Project Manager and Key Project Staff. The Stale shall maintain the
confidcmioliiy of backgroum) screening results in accordance with the Contract
Agreement.
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The Contractor shall be responsible for knowledge transfer between all Contracior projeci
teams for all deliverables defined in this Project Agreement.

3.1 The Contractor Key Project StolT

3.1.1 The Contractor's Contract Manager
Contractor shall assign a Contract Manager who will be responsible for oil Contract
authorization and administration, Including but not limited to processing Contract
documentation, obtaining executive approvals, tracking costs and payments, and
representing the parties in all Contract administrative activities. Comracior's Contract
Manager is;

JASON SGRO, SENIOR PARTNER. THE ATOM GROUP, LLC
(603) 531-0003
JASON@TH6ATOMCROUP.COM

3.1.2 The Contractor's Project Manager
Contractor shall assign a Project Manager who is qualified to perform or supervise the
Contractor's obligations under this Agreement. Contractor's Project Manager is:

JASON SGRO. SENIOR PARTNER, THE ATOM
GROUP, LLC
(603) 531-0003
jASON@THEATOMGROUP.COM

Contractor's selection of the Project Manager shall be subject to the prior \rrillen
approval of the State. The State's approval process may include, without limitation,
at the Slate's discretion, review of the proposed Project Manager's resume,
qualifications, references, and background checks, and an interview. The State may
require removal or reassignment of Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State's satisfaction.

Project Manager must be qualified to perform the obligations required of the position
under the Contract, shall have full authority to make binding decisions under the
Contract, arxJ shall function as Contractor's representative for all administrative and
management matters. Project Manager must be ovailabic to pro>npily respond during
normal Business Houra within Eight (3) houn of inquiries from the State, and be at
the site as needed. Project Manager must work diligently and use his/ her best efforts
on the Project.

Change of Project Manager
Contractor may not replace the Project Manager or change its ossignineni of
Project Manager wiihoui providing the State Nvriiien notice and obtaining the
prior approval of the State of the replacen)ciii Project Monager. State opprovals
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for replacement of Project Manager shall not be unreasonably withheld. The
replacement Project Manager is subject to the same requirements and Review
asset forth above. Contractor shall assign a replacement Project Manager within
ten (10) business days of the departure of the prior Project Manager, and
Contractor shall continue during the ten (10) business day period to provide
competent project management Services through a qualified interim Project
Manager.

3.U The Contractors Additional Key Project Staff
The State considers the following individuals to be Key Project SiolT for this Project:

AS ASSIGNED BY AND ATOM GROUP LLC FOR SPECIFIC

TRAINING AND EXERCISE EVENTS

The State reserves the right to require removal or reassignment of Key Project Staff
who ore found unacceptable to the Slate. Comractor shall not change Key Project
Slaff commitments without providing the State written notice and obtaining the prior
written approval of the State. State a^^rovols for replacement of Key Project Staff
wiU'noi be unreasonably withheld. The replacement Key Project Staff shall have
comporable or greater skills than Key Project Staff being replaced.

3.1.4 Termination for Lock of Project Management ond Key Project Staff
Nolwithsianding any other provision of the Contract to the contrary, the State shall have
the (^ion (0 terminate the Cdnireci, declare Contractor in default and to puisue its
remedies at law end in equity, if Contractor foils to assign a Project Manager and/or Key
Project Slaff meeting the requirements ond terms of the Contract or if the State is
dissatisfied with Contractor's replacement of the Project Manager and/or Key Project
Staff.

3.2 The State Key Project Staff

3.2.1 The State Contract Manager
The State shall assign a Coniraci Manager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:

DENIS COULET.CIO
(603) 223-5703
DENIS.C.COULET@DOIT.NH.COV

3.2.2 The State Project Manager
The State shall assign a Project Manager. The State's Project Manager is;

KEN WEEKS. CISO
(603)931-9234
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K£NNETH.L.WEElCS!II@DOIT.NH.GOV

The Slate Project Manager's duties shall include the following:

Leading (he Project;
Engaging and managing all Contraciors working on (he Project;
Managing sigjiiftcant issues and risks;
Reviewing and accepting Contract Deliverables;
Invoice sign'ofTs;
Review and approval of Change Orden; u
Managing stakeholders' concerns.

4. DATA PROTECTION

Protection of personal privacy and data sholl be on integral part of the business activities
of the Contractor to ensure there is no inappropriate or unauthorized use of State
information at any lime. To this end, the Contractor shall safeguard the confidentiality,
integrity and availability of Slate information and comply with the following conditions:

0. The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures to safeguard against unauthorized access,
disclosure or ihefl of Personal Data and non-public information. Such security
measures shall be in accordance with recognized industry practice and not less
stringent than the measures the Contractor applies to its own Personal Data and non-
public data of similar kind.

b. AH data obtained by the Contractor in the performarKe of this contract and all Personol
Data shall be encrypted at rest and in transit with controlled access. Unless otherwise
stipulated, the Contractor is responsible for encryption of the Personal Data.

c. Unless otherwise stipulated, (he Contractor shall encrypt all non-public data at rest
and in transit. The State shall identify data it deems as non-public data to the

Contractor. The level of protection and encryption for all non-public data shall be
idenilfied end made a pan of this contract.

d. At no lime shall any data or processes - (hat either belong to or are intended for the
use of (he State or its officers, agents or employees - be copied, disclosed or retained
by the Contractor or any pany related to the Contractor for subsequent use in any
transaction that does not include the State.

e. The Contractor shall not use any infonnation collected In connection with the service
issued from this Contract for any purpose other than fuiniling the service.

4.1 Data Location

The Contractor shall provide its Services to the State «tnd its end users solely from data
centers within the Coniineniai United States. All storage, processing and transmission of
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Stale data sKall be restncted to inrormation technology systems within the Coniinenial
United Slates. The Contractor shall not allow its personnel or sub-contractors to store Slate
data on ponabic devices, including personal computers, except as specified and allowed
by the contract, and then only on devices that arc used and kept at its data centers within
the Coniinenial United Slates. The Contractor shall permit its personnel and Contractors
to access State data remotely only to provide technical support and as specified or required
by the contrael.

4.2 Security Incident Or Data Breach
The Contractor shall inform the Stale of any security incident or Data Breach in.
accordance with NH RSA Chapter 359-C:20: Notice of Saurity Breach.

a. Incident Response: the Contractor may need to communicate with outside parties
regarding a security incident, which may include contacting law enforcement,
fielding media inquiiies and seeking external expertise as mutually agreed upon,
defined by law or contained in (he Contract. Discussing security incidents with
the State should be handled on an urgent as-needed basis, as pan of the Coniracior
communieaiion and midgation processes as muraally agreed upon, defined by law
or contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the State identiflcd contact immediately if it reasonably believes there
has been a security incident.

c. Breach Reporting Requirements: If (he Contractor has actual knowledge of a
confmncd data breach that affects the security of any State content that is subject
toapplicoble data breech notification law, the Contractor shall (I) promptly notify
the appropriate Slate identified contact within 24 hours or sooner, unless shorter
time is required by applicable law, and (2) take commercially reasonable measures
to address the data breach in a timely manner.

S. Breoch ResponsibiiiHcs

5.1 This section only applies when a Data Breach occurs with respect to State data within the
possession or control of the Contractor and/or the third party designee hosting the data as
agreed upon by the Contractor and the State.

5.2 The Coniracior, unless stipulated otherwise, shall immediately notify the appropriate State
identified contact by telephone in accordance with the agreed upon security plan or security
procedures if ii reasonably believes there has been a security incident.

5-3 The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State
identified coniaci within 24 hours or sooner by telephone, unless shorter time is required by
applicable law, if it confinns that there is, or reasonably believes that (here has been a Data
Breach the Coniracior shall:

u. cooperate with the State as reasonably requested by the State to
investigate and resolve the Data Breach;
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b. promptly impleinenl necessary retnedtal measures, if necessary; and
c. document responsive actions taken related to the Data Breach,

including any posiMncideni review of events and actions taken to
make changes in business practices in providing the services, if
necessary.

5.4 Unless otherwise siipulaled, if a Dato Breach is o direct result of the Contractor's breach
of its conrract obligation or the third party hosting company to encrypt Personal Data or
otherwise prevent its release, the Contractor and/or the third party hosting company shall bear
the costs associated with:

a. (he investigation and resolution of (he Data Breach;
b.. notifications to individuals, regulators or others required by State law;
c. a credit monitoring service required by State (or federal) law;
d. a website ore tolhfree number and call center for affected individuals

required by State law — all not to exceed the average per record per
person cost calculated for Data Breaches in the United Stales
(currently $201 per record/pmon) in (he 'most recent Cost of Data
Breach Study: Global Analysis published by the Ponemon Institute at
the time of the Data Breach; and

e. complete all corrective actions as reasonably determined by the
Contractor based on root cause; all [(a) through (e)] subject to this
Contract's limitation ofliabiiiry.

6. ADMINISTRATIVE SERVICES

The Contract shall provide the State with the Administrative Services set forth in the Contract,
and particularly described in Exhibit D: Administrative Services

7. TERMS AND DEFINTIONS

Terms and Definiiions applicable to this Coniraci are identified in Exhibit E: Terms and
Deftnitions.

8. CONTRACTOR'S CERTIFICATES

Required Contractor Certificates are attached in Exhibit F.
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

The (crms outlined in the Peyment Schedule \s set fonh below:

1. CONTRACT PRICE

Notwjihsianding any provision in the Contraci to the coniivy, and notwiihsianding
unexpected circumstances, in no event shall the total of all poyments made by (he State
exceed the amount indicated in P*37 General Provisions • Block 1.8: Price Limitation.

The payinent by the Slate of the total Contract price shall be the only, and the complete
retmbursemcnt to the Controcior for ail fees ond expenses, of whatever nature, incurred
by the Contractor in the performance hereof.

2. TRAVEL EXPENSES

The Slate will not be responsible for any navel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume
all travel and related expenses incurred by Contractor in pctformance of its obligations.
All labor rates in this Agreement will be considered "Fully Loaded", including, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage, and any additional out of
pocket expenses.

3. SHIPPING FEES

The Stole will not pay for any shipping or delivery fees unless specincally itemized in this
Agreement.

4. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the
Slate. All invoices submitted shall be subject to the Stale's prior vvritien approval, which
shall not be unreasonably withheld. The Contractor shall only submit invoices for Services
or Deliverebles as permitted by the Contract. Invoices must be in a format as determined
by the State and contain detailed infonnation, including without limitation: iiemizaiion of
each Deliverable and ideniification of the Deliverable for which payment Is sought, and
the Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; any other Project costs or retention amounts if applicable.

The contractor shall invoice 2S0 hours for the first quarter beginning July I, 2023, and
quanerly for the duration of the contract based on the number of hours of training and
e.xercisc services provided at the hourly rates defined in Table C*l below.

Upon Acceptance of a properly documented and undisputed invoice, the State will pay the
correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not
be backdated and shall be promptly dispatched.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

DOIT 2023-030 MUNICIPAL CYBER TRAINING AND EXERCISES

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

5. INVOICE ADDRESS

Invoices may be seni (o:

DEPARTMENT OF INFORMATION TECHNOLOGY
ACCOUNTS receivable

27 HAZEN DRIVE

CONCORD. NH 03310

6. payment ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury
for ACH payments: hnps://www.nh.gov/irea$ury/siate*vendors^ndex.htm

7. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifleen (15) business days, return to the
Slate the lull amount of any overpayment or erroneous payment upon discovery or notice
fiom the Stale.

8. CREDITS

The Stale may apply credits due to the State arising out of this Contract, against the
Contractor's invoices with appropriate information attached.

9. PAYMENT SCHEDULE

9.1 Contract Type
This is a Not to Exceed Contract. The total Contract value is indicated in P*37 Genera)
provisions • Block 1.8: Price Limitation for the period between the EfTeciive Date through
date indicated in P-37 General Provisions • Block 1.7: Completion Date. The Contractor
shall be responsible for performing its obligations in accordance with (he Contract. This
Contract will allow (he ContrBcior to invoice the State as defined below.

9.2 Contractor Staff, Resource Hours and Rales Worksheet

The State and Contractor agree to the following rates for Services. The State may also
request odditional Services from the Contractor at the same rates. The contractor shall
make every effon to complete work between 8:00 AM - 6:00 PM ET when possible.

Table C-l

VENDOR HOURLY RATES PRICING WORKSHEET

Bc^vcc^ 8:00 AM - 6:00 PM ET Sl75/hr

Bet^veen 6:01 PM - 7:59 AM ET S220rtir

Remainder ofthis page inieniionofly left blank

Page 20 of 28 . _
Contractor Initials: . 1 ]3



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT D - ADMINISTRATIVE SERVICES

EXHIBIT D - ADMINISTRATIVE SERVICES

I. DISPUTE RESOLUTION

Prior 10 (he niing of &ny formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect ip intellectual property rights or ConfidcniiQl
Information), the Party believing Itself aggrieved (the "Invoking Party") shall call for
progressive management Involvement in the dispute negotiation by written notice to the
other Party. Such notice shall be without prejudice to the Invoking Party's right to any
other remedy permitted under the Coninci.

The Parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for
(he Parties at the following successive management levels, each of which shall have a
period of allotted time as specified below in which to attempt to resolve the dispute:

Table D-1.

DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

LEVEL

CONTRACTOR

POINT OF

CONTACT

STATE

POINT OF CONTACT

CUMULATIVE

ALLOTEDTIME

Primary JASON SGRO KEN WEEKS 5 Days

First JASON SGRO DENIS GOULET 10 Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party's
notice is received by the other Party. Subsequent allotted time is days from the date that
the original Invoking Party's notice is received by the other Party.

2. ACCESS AND COOPERATION

Subject to the terms of this Agreement and applicable laws, regulations, and policies, the
State will provide the Contractor with access to all program flics, libraries, personal
computer-based Systems, Software packages, Network Systems, security Systems, and
hardware as required to complete the contracted Services.

3. RECORD RETENTION

Contractor and its Subcontractors shall maintain all Project records including but not
limited to books, records, documents, and other evidence of occouniing procedures and
practices, which properly and sunicienily reflect oil direct and indirect costs invoiced in
the pcrfonnancc of their respective obligations under the Coniraci. Conimctor and iis
Subcontractors shall retain all such records for three (3) years following icnninaiion of the
Contract, including any extensions. Records relating to any liiigniion matters regarding
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT D - ADMINISTRATIVE SERVICES

the Coniraci shoil be kept for one (I] year following ihe tennlnation of all litigation,
including (he lerminoiion of all appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject
to inspection, examination, audit and copying by personnel so authorized by the State and
federal oiTicials so authorized by lew, rule, regulation or Contract, as applicable. Access
to these items shall be provided within Metrimack County of the State of New Hampshire,
unless oiher>vise agreed by the Slate. Delivery of and access to such records shall be at
no cost (0 (he State during the three (3) year period following terminaiion of the Contract
and one (I) year Term following litigation relating to the Contract, including all appeals
or Ihe expiration of the appeal period. Contractor shall include the record retention end
Review requirements of this section in any of its subcontracts.

4. ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally Accepted
Accounting Principles (GAAP). The costs applicable to the Contract shall be oscenainable
from the accounting System.

5. AUDIT

The Contractor shall allow the State to audit conformaiKe to the contract terms. The State

may perform (his audit or contract with a third party at its discretion and at the State's
expense.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOCy

DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT E - TERMS AND DEFINITIONS

EXHIBIT E - TERMS AND DEFINITIONS

The following general conirociing (erms and dermiiions apply except as specifically noted elsewhere in this
Contract.

TERM DEFINITION

Acceptance
Notice from (he State thot o Deliverable has satisHed

Acceptance Test or Review.

Ajcreenient A Contract duly executed and legally binding.

Information required to be kept Confidential and restricted
from unauthorized disclosure under the Contract.

"Confidential Infoimotion" or "Confidential Data" means

all private/restricted confidential infonnation disclosed by
one party to the other such as all medical, health, fmancial,
public assistance benefits and persona) informaiion
including without limitation. Protected Health Infonmation
and Personally Identifiable Information.

Conndeniial Inrormaiion

Confidentia) Informaiion also includes any and all
information owned or managed by the State ofNH • created,
received from or on behalf of any state agency or accessed
in the course of performing contracted services • of which
collection, disclosure, protection, and disposition is
govemed by stale or federal law or regulation. This
information includes, but is not limited lo Personal Health
Information (PHI), Personally Ideminable Information
(PJI), Personal Financial InTormaiion (PFI), Federal Tax
Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PC()> Of other sensitive end
confidential information.

Coiitroci

An agreement between the State of New Hampshire and a
Vendor which creates binding obligations for each pany to
perfonn as specified in the contract documents. Contract
documents Include the State P-37 General Provisions, artd

all E.xhibi(s and attachments, which represent the
understanding and acceptance of the reciprocal legal rights
and duties of the panics with respect to the Scope of Work.

Data

State records, files, forms, electronic inrormaiion and other
documents or infonnaiion, in either electronic or paper
fonn, that will be used /convened by the Vendor during the
contract icnn.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT E - TERMS AND DEFINITIONS

Data Breach

Data Breach means (he loss of control, compromise,
unauthorized disclosure, unauthorized acquisition,
unauthorized access, or any similar tenn referring to
situations where persons other than authorized users end for
an other than authorized purpose have access Or potential
access to personally identifiable information, whether
physical or electronic.- With regard to Protected Health
Information, "Data Breach" shall have the same meaning as
the term "Breach" in section 164.402 of Title 45, Code of
Federal Regulations.

Deficiency (-ieayDefects
A failure, shortcoming or error in a Deliverable resulting in
a Deliverable, the Software, or the System, not conforming
to its Specifications.

Deliverable

A Deliverable is any Written, Sof^are, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
provided by (he Contractor to the State or under the terms
of a Contract requirement.

Documentation

All infomiction that describes the installation, operation,
and use of (he Software, either in printed or electronic
format. '

Enhancements

Updates, additions, modifications to. and new releases for
(he Software or System, and all changes to (he
Documentation as a result of improvement inquality, value,
or extent.

Hosted Services

Applications, IT infrastructure components or functions
that organizations access from external service providers,
typically through an internet connection.

Hosted System
The combination of hardware, software and networking
components used by the Application Service Provider to
deliver the Hosted Services.

Ideniificaiion and Auiheniicailon

Supports obiaining infonnation about ihose parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Implementation
The process for making the System fully Operational for
processing the Data.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT E - TERMS AND DEFINITIONS

Non-Public [nformalion

Information, other than Personal informaiion, that is not
subject to dlsiribulion to the public as public information. It
is kerned to be sensitive and confidential by the State
because ti contains information that is exempt by statute,
ordinance or administrative rule from access by the general
public as public informaiion.

Operationai

Operational means that the System is ready for use and fully
funeiional, all Data has been loaded; the System is available
for use by the Slate in its dally operations, and the Slate has
issued Acceptance.

Personal InfomiBtion

"Personal Information" (or "PI") or "Personally (deniifiable ,
lnrormation"(Pll) means informotion which can be used to
distinguish or trace an individual's identity, such as their
name, social security number, personal information as
defined in New Hampshire RSA 359-C:19, blometric
records, etc.. alone, or when combined with other personal
or identifying informaiion which is linked or linkable to a
specific individual, such as date and place of birth, mother's
maiden name, etc.

Project
The planned imdertaking regarding the entire subject maner of an
RPP and Conirici and the activities of the panics related hereto.

Proposal
A written plan put forth by a Vendor for consideration in
response to a solicitation by the Slate.

Security Incident

"Security Incident" shall have the same meaning
"Computer Security Incident" in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technology,
U.S. Department of Commerce.

Services
The work or labor to be performed by the Vendor on the Project
OS described in a coniraci.

Software
All Custom, SAAS and COTS computer programs and
applications provided by the Contractor under the Contract.

Software Deliverables All Custom, SAAS and COTS Software and Enhancements.

Software License Licenses pi^vided to the State under this Contract.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT E - TERMS AND DEFINITIONS

Sonware-0s-a-Service (SsaS)

The capability provided to the State to use the Contractor's
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through 0 thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does
not manage or control the underlying cloud infntsmjclure
including network, servers. Operating Systems, storage or
even individual application capabilities, with the possible
exception oflimited user-specific opplication configuration
settings.

SpeciHcauons

Written details that set forth the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any performance standards, Documentation,
applicable Slate and fedensl policies, laws and regulations.
State technical standards, subsequent Stale-approved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specincations
are, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created or in any way originating with the State,
ond all Data that is the output of computer'processing of or
other electronic manipulation of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State's hardware, the
Contractor's hardwore or exists in any system owned,
maintained or otherwise controlled by the State or by the
Contractor.

State Fiscal Year (SPY)

The New Hampshire State Fiscal Year (SPY) runs from
July 1 of the preceding calendar year through June 30 of the
applicable calendar year.

Subcontractor

A person, partnership, or company not in the employment'
of, or owned by, the Contractor which is perfonning
Scr\'iccs under this Contract under a separate Contract with
or on behalf of the Contractor.

System
All Software, specified hardware, interfaces and extensions,
integrated and functioning together in occordance with the
Specifications.

Tcnn

Period of (he Contract from the ElTeciive Date through the
Completion Date ideniided in the P-37 General Provisions
or tenninaiion.

Verincaiioii
Supports the connrmaiion of outhoriiy to enter a computer
system applicaiioti or network.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

DOIT 2023-030 - MUNICIPAL TRAINING AND EXERCISES

EXHIBIT E - TERMS AND DEFINITIONS

Warranty

The conditions under, and period during, which the
Contractor will repair, repixe, or other compensate for. the
defective item without cost to the buyer or user. :lt also
delineates the ri^ts and obligations of both parties in case
of a claim or dispute.

Warniniy Period
A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Work Plio

Documentation that details the activities for the Project created in
accordance with the ContrKl. The plan and delineation of tasks,
activities and events to be performed and Deliverables to be
produced under the Project as specified in Appendix B:
Butiness/Teehnical Requiremenit and Deliverables. The Work
Plan shall include a detailed description of the Schedule,
tasks/activiiies. Deliverables, critical events, task dependencies,
and the resotrrees that would lead and/or Danicioftte on each task.

Remainder ofthis page intenlioneny left blank
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STATE OF NEW HAMPSHIRE

DEPAJITMENT OF INFORMATION TECHNOLOGY
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EXHI BIT F - ATTACHMENTS AND CONTRACTOR CERTIFICATES

EXHIBIT F - ATTACHMENTS AND CONTRACTOR CERTIFICATES

1. ATTACHMENTS

a. Contractor's Proposal and Quote.

2. CONTRACTOR CERTIFICATES

a. Contractor's Certiricate of Good Standing
b. Contractor's Certificate of Vote/Authority
c. Contractor's Certificate oflnsurance

Rcmoi/iiler of this page inle/tlionelly lefl blank
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State of New Hampshire

Department of State

CERTIFICATE

I. David M. Sesnlsn, Secretary of Suie of the State of New Hempshire. do hereby cenify that THE ATOM CROUP LLC ii a New

Hampshire Limited Liability Company rcgisicred to transact business in New Hampshire on April 12, 2007. 1 further cenify that

all fees and documents requitpd by the Secretary of State's ofTice have been received and is in good standing as far as this ofTicc is

concerned.

Business ID: S76036

CeniHcaic Number: OOOS84S3Z8

%

£

s

vi.i

IN TESTIMONY WHEREOF.

I hereto Ki my hand and cause <0 be afTixcd

the Seal of the State of New Hampshire,

this I2(h Jay ol' August A.O. 2022.

Oavid M. Scaniun

Sccrciar\' ol* State



LLC Certification of Authority

1, LAURA A. MUNYON, ESQ. counsel for THE ATOM GROUP, LLC hereby certify

thai JASON JOSEPH SGRO is a Senior Partner of THE ATOM GROUP. LLC. a limited

liability partnership under RSA 304'B.

I cenify lhat JASON JOSEPH SGRO is authorized to bind the partnership or LLC. 1

further certify that it is understood that the State ofNew Hampshire will rely on this

certificate as evidence that the person listed above currently occupies (he position indicated

and that they have full authority to bind the partnership or LLC and lhat this authorization

shall remain valid for ninety (90) days from the date of this Corporate Resolution.

DATED: FEBRUARY 21, 2023 ATTEST: ' 0
Laura Munyon, Esq.
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