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State of New Hampshire
DEPARTMENT OF ADMINISTRATIVE SERVICES

25 Capitol Street - Room 100
Concord, New Hampshire 03301
(603) 271-3201 Office@das.nh.gov

71

Charles M. Arlinghaus
Commissioner

Catherine A. Keane

Deputy Commissioner

Sheri L. Rockburn

Assistant Commissioner

August 7, 2024

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Administrative Services to enter into a contract with
Facilities Management Express, LLC, (VC #488333), Columbus, OH in an amount up to and not
to exceed $298,452.00 for maintenance software, with the option to renew for up to an additional
two-year period, effective upon Governor and Council approval for the period September 1,
2024, through August 31, 2029.

Funding shall be provided through individual agency expenditures, none of which shall
be permitted unless there are sufficient appropriated funds to cover the expenditure.

EXPLANATION

The Department of Administrative Services (DAS), through the Bureau of Purchase and
Property (BoPP), issued request for proposal (RFP) 2859-24 on January 22, 2024, with responses
due on March 1, 2024. This bid reached 152 vendors through the NIGP registry with an
additional 21 directly sourced. There were 7 responses received with Facilities Management
Express, LLC submitting the highest total score.

The tables below summarize the comprehensive scoring completed by the Department of
Information Technology (DoIT); Central Facilities Bureau (CFB), DAS; Bureau of Courts
(BoC), DAS; and BoPP, DAS. The scoring team was comprised of Rebecca Bolton, DoIT;
Robert Kelley, DoIT; Donald Perrin, CFB; Brigitte Proctor, CFB; Ruth Kimball, BoC; and Jonah
Rosa, BoPP Senior Purchasing Agent.

Facilities Management Express, LLC Awarded Points

Category
Possible

points
Points

Awarded

Proposed Software Solution & Vendor Presentation 20 20

Vendor's Technical, Service, and Project Management Experience 15 15

Bidder Qualifications / Experience 15 15

Price proposal 50 43

Total 100 93



His Excellency, Governor Christopher T. Sununu
and the Honorable Council
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This contract (Contract #8003483), upon approval, will enable state agencies to
streamline their maintenance work order process resulting in a significant decrease in the amoimt
of time needed to manage the maintenance workflow and potential cost savings regarding energy
efficiency, labor costs, and equipment upkeep costs by tracking key performance indicators with
this new software. The existing software has very limited capabilities and cannot keep up with
the demand. For example, the current software requires end users to manually enter a work order
request which generates an email whereby the maintenance technician manually creates the
workorder. Additionally, there is no ability to communicate the work order status within the
system which requires all parties to call or email for updates in addition to manually entering the
status in the current software as each stage of the maintenance process is accomplished.
Although some migration is anticipated after contract implementation, it is expected to be
minimal.

The requested price limitation of $298,452.00 will cover the full term of the contract
including ongoing customer support and is based off the pricing provided in Facilities
Management Express, LLC's proposal. The spend limitation will be closely monitored to prevent
the contract price limitation from being exceeded.

Contract fmancials

Year 1 cost (including implementation) $79,200,000

Year 2 cost $52,800.00
Year 3 cost $52,800.00
Year 4 cost $55,440.00

Year 5 cost $58,212.00
Recommended price limitation $298,452.00

Based on the foregoing, I am respectfully recommending approval of the contract with
Facilities Management Express, LLC.

Respectfully submitted,

Oul_
Charles M. Arlinghaus
Commissioner

TDD ACCESS: REI.AYNH 1-800-73.5-2964



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr.. Concord, NH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/dolt

Denis Gouiet

Commissioner

June 26, 2024

Charles M. Arlinghaus, Commissioner
Department of Administrative Services
State of New Hampshire
25 Capitol Street - Room 100
Concord, NH 03301

Dear Commissioner Arlinghaus:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a contract with Facilities Management Express, LLC, as
descried below and referenced as DolT No. 2024-071.

The purpose of this request is to provide maintenance software that will enable state
agencies to streamline their maintenance work order process.

The Total Price Limitation shall be $298,452 effective upon Governor and Council
approval for the period of September 1, 2024 through August 31, 2029.

A copy of this letter must accompany the Department of Administrative Services' submission to
the Governor and Executive Council for approval.

Sincerely,

Denis Goulei

DG/jd
DolT #2024-071

cc: Cindy Dotlich, IT Manager

"Innovative Technologies Today for New Hampshire's Tomorrow"



Division of Procurement Support Services

Bureau of Purchase Property

RFP Scoring Summar>'

Gary S. Lunetta

Director

(603) 271-2201

Bid Description Computerized Maintenance Management Software

RFP# 2859-24 Agency Statewide

Agent Name Jonah Rosa Bid Closing 2/21/2024 0,9:30 AM

(ndlcalcs highest overall score; H

Vendor
Financial

Score

Technical

Score
Total Score

Ageii.x consulting 50 14 64

Asset Works 15 40 55

Atom 19 32 51

Brightly 29 46 75

IBM 7 18 25

RTA 17 17 34

*l'inal scoring is consensus based

1  Financial Scoring |
Indicates Lowest Cost: Hi Agelix Consulting Asset Works

License Costs

Barcode

Scanning

Gun

Barcode

Printer

fees for every 1,000

work orders over the

15,000 work order

(WO) base limit per

vear

License Costs
Barcode Scanning

Gun

Barcode

Printer
implementation License Costs

Year 1 $46,500.00 . $3,000.00 $120,000.00 $214,040.00 $70,000.00

Year 2 $47,430,00 $3,075.00 $126,000.00 N/A $70,000.00

Year 3 $48,379.00 $3,150.00 $132,300.00 . N/A $70,000.00

Year 4 $49,347.00 $3,225.00 $138,915.00 N/A $70,000.00

Years $50,334.00 $3,300.00 $145,910.75 N/A $70,000.00

.Subtotal $241,990.00 $0.00 SO.OO $15,750.00 $663,125.75 $0.00 $0.00 $214,040.00 $350,000.00

Total Cost S877,165.75
Total Points 50 15

FMX IBM

License Costs
1

Barcode

Scanning

Gun

Barcode

Printer
Implementation

License Costs

(Maximo

Application Suite

per

AppPoint

Subscription
Licensed

License Costs

(Maximo

Application Suite

per

AppPoint

Subscription License
SaaSJ

Barcode

Printer
Implementation License Costs

Year 1 i  $52,800.00 1  can use smanphonc or tablet | $26,400.00 $707,513.00 $162,453,60 $140,000.00
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Division of Procurement Support Services

Bureau of Purchase Property

RFP Scoring Summary

Gary S. Lunetta

Director

(603) 271-2201

Year 2 $52,800.00 N/A $170,576.28 Based on Tiers

and Number of

/Vsseis

Year 3 $52,800.00 N/A $179,105.09

Year 4 $55,440.00 N/A $188,060.35

Year 5 $58,212.00 N/A $197,463.37

Subtotal $272,052.00 so.oo so.oo $26,400.00 5707,513.00 $897,658.69 $0.00 $140,000.00 $0.00

Total Cost $298,452.00 $1,745,171.69
Total Points 43 7

' Technical Scoring
Indicates IHghcst Score; Proposed Software

Solution & Vendor

Presentation

Vendor's Technical, Service, and

Project Management Experience

Bidder Qualifications /

Experience
Total Points

20 possible points 15 possible points 15 possible points
50 possible

points
Agelix 6 4 4 14

Asset Works 15 12 13 40

Atom 12 12 8 32

Brightly 18 14 14 46

IBM 8 5 5 18

R'lA 7 5 5 17

Recommendation Summary

Statewide Contract or Amendment Statewide Contract

Temi of Contract 5 years with the option to extend for 2 years

Price Limitation $298,452.00

Number of Solicitations Received 7

Number of Sourced Bidders 21

Number of NIGP Vendors Sourced 152

Number of non-responsive bidders 166

P-37 Checklist Complete Yes

D&B Report Attached No

Method of Payment (P-card/ACH) P-card and ACl 1

FOB Delivered Yes

Expiring Contract Price Limitation N/A

Total Cost Savings ($/%) $140,804.52 47% when compared to the next low bid
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Division of Procurement Support Services

Bureau of Purchase Propert>'

RFP Scoring Summary

Gary S. Lunetta

Director

(603)271-2201

Scoring Team

Name Title Department
Jonah Rosa Senior Purchasing Agent Bureau of Purchase and Property

Donald Perrin Superintend^t of Plant & Property Central Facilities Bureau

Brigitte Proctor Facilities Data Assistant Central Facilities Bureau

Rebecca Bolton IT Lead Department oflntemel Technology
Robert Kelley IT Lead Department oflniemet Technology

Ruth Kimball Proiecl Manager Bureau of Courts

Special Notes:
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Division of Procurement Support Services

Bureau of Purchase Property

RFP Scoring Summary

Gary S. Lunetta

Director

(603)271-2201

Atom Brightly

Barcode

Scanning

Gun (unit

price)

Barcode

Printer

(unit

price)

Implementation License Costs

Barcode

Scanning

Gun

Barcode

Printer
Implementation

$500.00 $400.00 $325,000,00 $62,459.51 nol proposed noi proposed $27,902.14

$79,754.40 N/A

$84,539.66 N/A

$89,612.04 N/A

$94,988.77 N/A

$500.00 $400.00 $325,000.00 $41135438 50.00 SO.OO $27,902.14

$675,900.00 $439,256.52

19 29

RTA

Barcode

Scanning

Gun

Barcode

Printer
Other Costs

RTA Pricing:

Coneierge Diamond

r

Per Asset Per Asset Per Per Asset Per Asset Per

Asset Block Annual MSRP Annual Month Asset Block Annual MSRP Annual Month

100 - -

500 S71.008 $142.00 511.83 $47,339 $94.68 $7.89

1.000 5103,207 5103.00 .  58.60 i  1 1.000 568.805 568.81 55.73
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Division of Procurement Support Services

Bureau of Purchase Property

RFP Scoring Summary

Gary S. Lunetta

Director

(603)271-2201

$0.00 so.oo so.oo

$750,422.00

17

5,000 $409,615 $82.00 $6.83 1 5,000 5273,077 $54.62 $4.55 1
10,000 $650,285 $65.00 $5.42 1 10,000 $433,523 $43.35 $3.61 1
20,000 $1,032,360 $52.00 $4.30 1 20,000 $688,240 $34.41 • $2.87 1
50,000 ,  $2,048,653 $41.00 $3.41 1 50,000 $1,365,769 $27.32 S2.28 1

tflcetjinjleikvtllmphmentathn^ti Hardware IndudediZ.

Platinum

Per Asset Per Asset Per

Asset Block = Annual MSRP Annual Month

$9,600 $96.00 $8.00

$32,340 $64.68 $5.39 !

1,000 $49,804 $49.80 $4.15

5,000. $191,744 $38.35 $3.20

10,000 $295,286. $29.53 $2.46

20,000 $454,740 $22.74 $1.89

50,000 $875,374 $17.51 $1.46 1

'Fleet Vaitt fev^ Implem^npitten ̂  Hardware Induded"

Ai>set Block

l^lmplementation,&,Hard}^felSold SeparatelyJU^

Gold

Per Asset Per Asset Per

Annual MSRP Annual Month

S7.200 $72.00 $6.00

$23,813 $48.00 $3.97

$37,805 $38.00 S3.15

$150,042 $30.00 S2.S0

$238,200 $24.00 $1.98

$378,154 ' $19.00 $1.58

.  $750,422 -  $15.00 $1.25

yi' '

ft:

'Imolementotion S Hordwere Sold Seoaratelv ' *

fl
H'. I

f>r' ■'

1
iw
f:i'i.
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FORM NUMBER PO? (version 2/23/2023)

Notice: This agreement and all of its attacbmeots shall become public upon submission to Governor and
B&ecutivc CoQttCil for approval. Any infbrmatiod that is, private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as &llows:

GENERAL PROVISIONS

L OBNTmCATlON, .

1.1 State Agracy Name
Department of Administiative Services
Burew.of Purchase and'Proper^' • -

1.3 ContnumrName

Facilities Management Express, LLC'

1.5 CoQtiactcn Phone Number

(585) 705-7885
1.6 Account Unit and Clau

Various

1.9 Conti^ting Officer for State Agency
Gary Lunctta, Director

1.11 Cod.

D.te:

1.13 (State Agency Slgnatur

l^n

1.2 State . Agency Address
25. C^tol Street Eoom 102-
'Cbi^rd,W 03301

1.4 Cohtractor, Address

800 Yard Street, Suite US
Columbus, OH 43212

1.7 Compl^onDate
8/31/2029

1.8 Price Limitation

$298,452.00

1.10'State Agency Telq)boQe Number
(603) 271-3606

1.12 Name and Title of Ccmtractor Signatory

1.14 Name and Title of State Agency Signatory

Charles M. Arlin^us, Commissioner

1.15 Approval by the Nii Department of Administration, Division of Personnel Wei

By: Director, On:

1.16 Approval by the Attorney General (Form, Substance and Execution) (^applicable)

By: On: July 23, 2024

M 7 Approval, by the Oovcmor and Executive Council (if applicable)

G&Cltem number: G&C Meeting Date:

Page 1 of 14 kHContractor Initi
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2. SERVICES TO BE PERFORMED^^m^Stitto^Nw the compeiLtioii to the
^•ruh^:;r-rctidS fsTe^r". ri^t to o^se. ̂ n. an, atnonttts

attached EXHIBrr B which ts otcotpctated heteta by refetettce p„^iaio„ oflaw.
("Services")- 5 4 The State's liability under this Agreement shall be limited to

3. effective DATE/COMPLETION OF SER^C^ ^
3.1 Notwithstanding any provision of this ^ ^y the State and hereby waives any right to specific

Se Cotta^ii^TthrS^: oTn:: Hampahite, if applicable pctfortttance or other eqaihtble tetnedies against the State.
this Agreement, and all obligations of the patPK heteunda COMPLIANCE BY CONTRACTOR WITH LAWS AND
become effecuve on the date the Governor and Exccuhve Connc.l 6_C0hff L^C^BY EMPLOYMENT
approve this Agreement, unless no such approval ,s mwhich case the Agreement shaU become cffccttvc on thc^te the OPPORTUNITY^ performance of the Services, the
Agreement is signed by the State Agency as shown in block . applicable statutes, laws.

Date, all Services perfomed by Ac P"° Contractor including, but not limited to. civU rights and equal
Effective Date shall be performed at the sole nsk of Ac Contractor. ^ jaws and Ac Governor's order on RespectandinAeevcntAatthisAgreemcatdoesnotbecomeeffecUve A Executive order 20204)1. A
State shall have no Uability to Ae Contractor, mcluding wiAoA any part by momes of Ac
limitation, any obligation to pay Ae Contractor or any co Contractor shall comply wiA aU federal
incurred or Services performed. . ^ .vAf>,.riv^rirHm rules rceulations and statutes, and wiA any rules,
3.3 Contractor must complete all Sctviccs by the Compk Sidelines as the State or the United States issue to
specified m block 1.7. implement these regulations. The Contractot shall also comply

4. CONDITIONAL NATURE OF AGREEMENT. Conttactor shall notNotwithstanding any provision ofthisAg^cntW the cont^. ; ^ employees or applicants for employment
all obUgations of Ac SAte hcre^der. mcluding. ̂'thou U^Ahon color, marital status.Ac continuance of paymcnA hereunder, are contingent upo oriental disability religious creed, national origin.
availability and continued appropriation of Ands. In no even identitv or cendcr expression and will take affinnative

=1r:e=:SurS=^^^^ lH^tHrb=t;\TTy=ctot or tk
tretwotldSkE^SV^lnw^^^^
Ac SAtc shall have Ac right to withhold payment unol such funds acccoAnce of^acquiescencc in extortion, kickbacks,

or source to the Account ^ regulations and orders pertaining to the covenants, terms
in dtat Aceonnt are reduced or unavaUable. l™coniiti^ of this Agreement
5. CONTRACT PRICEH-RICE LIMITATION/PAYMENT
5.1 The contract price, method of payment, Contractor shall at its own expense provide all personnel
arc Identified and m<xc particutoly dracribed necessary to perform the Services. The Conttactor warrants that all
which is incorporated herem by relerence. ■' ,. .. c^ices shall be qualified to perform Ae

event shall the total of all payments authottxedo, actual ym^ fjTe&tt^Cg^er' specified in block 1.9, or any
p:r-.=ttak oHre^™ be^the only and dte successor, shall be .he State's point of contact pertaining to this
complete reimbursement to Ac Contractor for all expenses, of Agreement.

Page 2 of 14 Contractor Aitials _
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8. EVENT OF DEFAULT/REMEDIES. I n ? a ii h . ^
8.1 Any one or more of the foUowing acts or omissions of the J data and any ̂ perty which has been received from the
Contractor shall constitute an event of default hereunder r*Event a ^ ^ provided for that purpose under this
of DcfauIfO: f State. andZl beTS8.1.1 failure to perform the Services satisfactorily or on schedule; for^y tcnninaHon of this Agreement
fi l l required hereunder; and/or lo 3 Disclosure of a«h> ■ c8 1.3 failure to perfoim any other covenant, term or condition of goveiSd Iv t,
this Agreement governed by NJi. RSA chapter 91 -A and/or other applicable law
8.2 Upon the occuirence of any Event of Default, the State may P"°' Wroval of the State.

8.2.1 give the Contractor a noricrs"i^d^'^'the Event of RELATION TO THE STATE. In the
Default and requiring it to be remedied within, in the absence of a Agreement the Contractor is in all respects an
greater or lesser specification of time. thir^OTcdS Ae w n T Tn ^ ^ of
from d,c date of Urn noUce; and if U>e f/entor m^bl

terminate this Agreement, effective two (2) calendar days aSv WfiJT ^uthonty to bmd the State or receive
after giving the Contractornotice of tcnnination- nrnvirt^t a ̂  ^oo^Poosation or other emoluments^2^ ̂ve ̂ e Contractor a written notice specif the Event of ' ^
Agreraem and'^^lhlfthr^^n of pril^lhth Hi
would otherwise accrue to the Contractor during the period from (15) k T
the date of such notice until such time as the State determines that LL tTr.^^ r Proposed assignment, delegation, or
the Contractor has cured the Event of Default Agreement No suchto the Contracton ^ ̂  ^signment, delegation, or other transfer shall be effective without
8.2.3 give the Contractor a written notice, specifying the Event of U^T
Default and set offagainst any other obUgations the State may owe constinX of pat^ph 12. a Change of Control shallto the Contractor any damages the State suffers by reason of anv °f Control" means (a) merger,
Event of Default; and/or ^ ® consobdation. or a transaction or scries of related transactions in
8.2.4 give the Contractor a written notice specifying the Event of Tr affiliates, becomes the direct
Default, treat the Agreement as breached. te^^L AarZe^l T"" ^
and pursue any of its remedies at law or in equity or both ConSi^fn interests, or combmed voting power of theequity, or both. ^n^tor, or (b) the sale of all or substantially all of the assets of
9. TERMINATION. f®
9.1 Notwithstanding paragraph 8, the State mav at its sni.. ^ f"® by the Contractor
discretion, tcnninntethe A^fment for any rlaso/io whdc ort 4 T°/.7"°" ""77^ """""
pan, by thirty (30) calendar days written notice to the Contractor iLssicm^r ®f 1°, "" subcontracts and
that the State is exercising its option to terminate the AgreeraenL conSd ■ bound by any provisions9.2 In the event of an early termination of this A^eel^tTaliy ^
r^on other than the completion of the Services, the Contractor
shall at the State's discretion, deliver to the Contracting Officer 13 iNDFMNmrATinM tu ^not later than fifteen (IS) calendar days after the date of 5 V l Contractor shall indemnify,
termination, a report (Termmation Report") describinfi in detair ftn ^ harmless the State, its officers, and employees
aU Services perform^ and themcluding the date of termination. In addition, at the State's witCrm^ o^her expenses, including,
discretion, the Contractor shall, within fifteen (15) calendar davs rc!«H i T ̂ attorneys' fees, arising out of or
of notice of early termination, develop anTsub^ o St^a
transition plan for Services umdcr the mjury, property damage, intellectual pnipertyAgreement mfrmgement. or other claims assencd against the State, its officers,
10. PROPERTY OWNERSHIP/DISCLOSURE. omissions of negligence!
10.1 As used in this Agreement, the word "Prooertv" shall I misconduct, or fraud by the Contractor, its
all data, information and things developed or obtained durintt the subcontractors. The Stale shall not be liable
perfonnance of. or acquired^or dev^d fy r^onTtS nlZh'Tf ''^®
Agreement, including, but not limited to. aU studies reports'files LntSi shall ^®formulae, surveys, maps, charts siu^d rSte« ^ a waiver of the State's
recordings, piaorial reproductions,'drawings analyscT'eraphic which immunity is hereby reserved to the
i^resentations. computer programs, computir printouk^tes. ofthis A^eTrileT ^®
iet^, memoranda, papers, and documents, all whether fmishcd or 14. INSURANCE,
luinnishfid.unftnished.

Page 3 of 14
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contmuouslymamtainmfo^.andshaUi^u^ he^Hnd only after approval of such amendment, w^vcr or
or assignee to obtain and maintain in . discharge by the Governor and Executive Council of the Slate of
insurance; • » n nf >j«i/ Hflmnshire unless no such approval is required under the

$1,000,000 per occurrence and $2,000,000 aggregate or excess. la^ AND FORUM.

T'l2 special cause of loss eove^ge fonn coveriug all Prop^ '' ̂ Sel-s'^freru.to"
aubjecno subpara^h ,0.2 herein, in au^o-. no, less ihan » ,,«,uir» otewiae. The80%ofthewholercplaccmentvalueofthePrope^. it«5ed in this Aerccment is the wording chosen by the
,4.2 The policies describedmsubparagrapb 14.1 s I, tir Staten,. and no ml! of eonshuctiou
policy forms and endorsements approved for of
New Hampshire by the N.H. Dep^cnt of Ins^ce. and issued sh^ out of this Agreement, including the
by insurers licensed m the State of New ^ ^ or alleged breach thereof, may not be submitted to bmding
14.3 The Contractor shaU furnish to the Contractmg Officer br^ or anegea ^ niaintaincd in the

shall provide ccrtificatc(s) of insurance fw all renewd(s) o TERMS. In the event of a conflict between
insurance rcq uircd under this Agreement ^ p.37 form (as m"o<iif.ed in EXHIBIT A) and any
insurance and any renewals thereof shall be attached an portion ofthis Agreement including any attachments thereto,
incorporated hcrem by reference. p modified in EXHIBIT A) shall control.

15. WORKERS* COMPENSATION. ^ _„j 71 thTRD PARTIES. This Agreement is being entered into for
15.1 By signing this agreement, the Contractor benefit of the parties hereto, and nothing herein, express orwarrants totthe Condons » is intended ,o or wili confer any le^I or equitable righh
the requirements of N.H. RSA cbapter ( benefit, or remedy of any nature upon any other person.
Compensation '). . .15.2 TothccxtcntthcContractorissubjerttothereqimemCT HEADINGS The headings throughout the Agreement are for

-.e;:r»^:u,1'l,^cn^ o^^ean.! of .e pro^slous Of .is
Contractor shall furnish the Contracting Officer identified m block Agreement.1.9, or any successor, proof of Workers' Com^sation in c cpcaAL PROVISIONS. Additional or modifying

Te^raV"™ sbd, t°'aScb'e:."t.TteToco'U,ed provisions for. in ,h. aUnebed EXHIBIT A are incorpomled
herein by reference. The State shall not be responsible for payment hcrem by reference.
of any Workers' Compensation premiums or for any other claim or prmTHER ASSURANCES. The Contractor, along with its
benefit for Contractor, or any subcontractor or employee of
Contrscor, which migh. arise under VPUcable S«e of N™ toherTuons as may be
Hampshire Workers; reasonably required to carry out the provisions of this Agreement
performance of the Services under this Agrecmen . transactions contemplated hereby.

16. WAIVER OF BREACH. A State's fmlure to e^orceite^^ SEVERABIUTY. in the event any of the provisions of this
with respect to any single or contmumg breach of this a *-™ent are held by a court of competent jurisdiction to be
shall no, ac. as a waive, of tt.c ri^, of the Sutc ,o l a« ̂orce any A^cm ̂  hdd by a co^^o^ of
such righ« or m enforce any Cher or any subsequeu, breach. ip g.,, fo„o and cffcC.

17. NOTICE. Any notice by a party hereto to Oie odier pa,^ sM AGREEMENT. This Agreement which may he
he deemed to have been duly deUvered or eLuTdT! nt^to of counterparts. «ch of which shall hemailing by certified mil, postage pre^i^m a U original, constitutes the entire agreement and
Offmaddresred to the patttes a, the addresses given mbloclts 1.2 .e parties, and supersedes atl prior

agreements and understandings with respect to the subject matterand 1.4, herein.

hereof.
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EXHIBIT A - SPECIAL PROVISIONS
There are no special provisions of this contract.
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EXHIBIT B - SCOPE OF SERVICES

State Request for Proposal 2859-24 and as described herein.

2 m?JTPArT DOCUMENTS; ,
' 21 This Contract consists of the following documents ("Contract Documents ).

2.1.1. State of New Hampshire Terms and Conditions, General Provisions Form P-37
2.1.2. EXHroiTA Special Provisions
2.1.3. EXHIBITB Scope of Services
2.1.4. EXHIBIT C Method of Payment
2 1 5. EXHIBIT D RFP 2859-24

™ ■ P) c ■i-.M W Kimu "
2859-24," and (5) EXHIBIT E "Contractor's Proposal Response.

shall commence on upon approval of the Governor and Executive Council through
August 31, 2029, a period of approximately five (5) years.

3 2 The Contract may be extended for up to an additional two (2) years thereafter upon the same terms, conditions,
and pricing structure with the approval of the Governor and Executive Council.

3.3. The maximum terai of the Contract (including all extensions) cannot exceed seven (7) years.

tf^S^shaU provide the State of New Hampshire with access to Contputemed Maintenance
Management Software with the following functionality at a mimmum, but not limited to.
4.1.1. Support additional State Agencies in the future
4.1.2. Demo/Training Videos or Guides . . ^ ^
4.1.3. Supporting approximately 50 administrators (individuals with approval authority) and up to 100 otherusers (individuals who submit work requests)
4.1.4. Permit multiple approval levels (i.e.. Requestor. Technician, Supervisor, Approver, etc.)
4.1.5. Mass data import/export
4.1.6. Barcode/QR code capable
4.1.7. Preventative maintenance scheduling
4.1.8. Automatic notifications at each stage of the work order process
4.1.9. Permits communication between users
4.1.10. Generate Work Orders
4.1.11. Asset inventory
4.1.12. KPI Reporting - asset usage, labor, materials, performance trends
4.1.13. Track Vendors who may complete work orders
4.1.14. Cloud based/Web Access
4.1.15. Mobile App and Mobile Webpage for access from Android and/or Apple products
4.1.16. Ongoing Customer Support

Page 6 of 14
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4.2. Implementation:

Test phase "

Management of the testing pmri>g9
Test planning

Test scenario development

Data preparation

System preparation
Unit testing
System integration testing

User acceptance testing

System performance tejcrin^
D

Contractor
•  Role/ r

Responsibflity •
/"State Role/
Responsibility

N

Acceptance testing
only

•Toblis.

SDLC tracking system

Timeframe

SDLC tracking system

N

efect tracking

Acceptance testing
only

Acceptance testing
only

SDLC tracking system

N

N

N

N

N

SDLC tracking system

Test environments

Ongoing

Ongoing

Ongoing

Ongoing

Source code

Source code

Customer site

Test environments

SDLC tracking svstem

Ongoing

OngO'Qg
Ongoing

Optional upon
implementation

Ongoing
Ongoing

Mcctingsahdl^rocesses Through Launch Estimated Days
(Recommended)

Data Review and Pre-Site Configuration
•  Data Input
•  Pre-Site Configuration
•  Single Sign-On (SSO)

Day 0

Days 1-7

Admin Training
• Data review

• Workflow review

• Admin settingsreview

Days 8-14

Training

•  StaffTraining
•  Launch

Days 15-21

Post-Launch

•  One Month Post Launch
Day 21

4.2.1. The Contractor shall provide:

' ■'' Manager responsible for project overeight and collaboration with clientS S""' ove.ight of ntass data itnport^g t^r
responsible for mass data impotting. SSO login button

configuration, existing integration configuration.
4.2,1.3. Manager respons^le for the management of client projects post-launch and sharing

FMX product innovacions throughout the Ufctimc of this contract.
4.2.2. The State shall provide:

4.2.2.1. State Contacts responsible for project oversight, resource management, stakeholder
and customizarion of the

Page 7 of 14
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4.2.2.2. State Process Owners/Stakeholders responsible for participating in requirements gathering,
prioritizing requirements.

4 2 2 3 State Administrators responsible for participating in existing process plows, set^configuration, and customization oftheFMX workflows, daiiyadmimstration of FMX post-
launch. . L ,1

4.2.2.4. Dau for Importing within seven (7) days prior to ^koff m«tmg^m^^^
user, equipment, and building infomiauon in Microsoft Excel, CSV, SQL, or JSON formats.
PDF, scans, or paper copies are not acceptable.

4 3 Training- The Contractor shall provide training on the use of their software as needed mth no "ddifiOTal costs

of any updates that require the software to be off-lme for an extended penod.
4.5. Data Security:

4 5.1. The Contractor's hosting provider, Microsoft Azure shall foUow NIST SP 800 controls at a nummum.
4.5.2. The software shaU use intrusion detection systems, physical access mechamsms, and techmcal testmg o

protect against unauthorized access and modification.
4 5 3 The Contractor shall protect confidential data through encryption, access controls, md devi« swra^

mL^s to ensure privacy. The Contractor shall also scan and update third- party libraries for secunty
vulnerabilities.

4 5 4 Customers are notified by email as soon as possible when a confirmed^ breach is d;sc°y=.ed ^
addition, the assigned Customer Success Manager will caU the customer's primary contact to personal y
inform them of the situation.

4 5 5 The Contractor shall store three copies of all customer data 'l^.^^rnntSrTor S
conies within a geographically disparate secondary data center. Additionally, the Contractor shaU
perform differential database backups every hour, full database backups every week, and "yhive
database backups for a period of 90 days. Extra procedures include redundant storage, load-balanced
servers, and synchronized clocks using reputable time sources to ensure data integnty.

4 5 6 In addition to annual pen testing and monthly vulnerability scanning, the Contractor shall use
automated and manual testing, OWASP top 10 checks, and identical producHon environment to ensure
security. • »

4 5 7 The Contractor shall use a combination of internal and external resources to conduct security =^8 ,
We use tod parties for annual penetration testing but also complete regular internal secunty testing via
vulnerability scanning, code review, manual and automated testing.

4 5 8 The Contractor shall authorize the State to perform scheduled and random security audits, includmg
assessments, of the Contractor's hosting infrastructure and/or the applicanon upon request.

4 5 9 Servers, Operating Systems (OS) and Databases (DB) shall be bitUt and hard^ed in accoidantre withguidelines set forth by CIS, NTST or NSA and have latest anti-viral, anti-hackcr, anti-spam anti-
spywarc, and anti-malware utilities. The environment, as a whole, shall have aggressive intrusion-
detection and firewall protection.

4 6 Data Storage: There shall be no limitations on data storage. The Contractor shall store data in^fmitely barnng
the cancellation of this contract In the event the State decides to cancel this contract, all data shall be exported
to excel or csv and provided to the State at no additional cost.

Page 8 of 14
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'•'■'■ tTto,""" Stato held a. a cadence
'■"■ Sy"' '» P~ <=-' -™gs .0 the

'° to the State aa
^■•'■4- Provide training on the use of the Contractor's portal as needed with no charge to the State

t*»s
must request this credit in wntmg within 30 days at the end of each 12-month period ' ^ ^

4.11. Disaster Recovery;

documented disaster recovery plans that address the recovery of lost State data aswell as their own. Systems shall be architected to meet the defined recovery needs.
4.11.2. Contractor shall adhere to a defined and documented back-up schedule and procedure

fosstlyTtem f^^*" ™ °f f-ihtating a restore of the data in the event of data
'' "■ i^ffe^rial''h f" '■^Sularly. The minimum aceeptabie frequency isdifferential backup daily, and complete backup weekly.

4. i i .5. or other back-up media tapes must be securely Iransferred from the site to another secure location
to avoid complete data loss with the loss of a facility.

4.12. The Contractor shall support single sign-on (SSO) protocols via WS-Federation, Google OAuth, and SAML-P.
4.13. ^0 Contractor sM permit use ofthe software on browsers such as Google Chrome MoziUa Firefox Aonle

Safan, Microsoft Edge, and Microsoft Internet Explorer. onie. Mozuia firetox, Apple
4.14. E^ept ns othenMse provided in this Scope of Services, all services performed under this Contract shall be

perfotmed Monday through Fnday between the hours of 8.00 A.M. and 6:00 P.M unless other airaneementsare made m advance with the State. Any deviation in work hours shall be pre-appr"ed byt
Page 9 of 14
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Officer. Tl.e State reqtures ten-day advance knowledge of said work schedtdes to provide security and access to
respective work areas.

will be arranged by the State agency.

4 1 fi The State shall require correction of any defective work and the repair of any damages to any part of a biding,^ ts ̂ p4^s Smed by the ConLtor or its employees, subcontractors, eqmpmcnt or *

the Contractor.

security and the State.

4.18. Neither the Contractor nor its employees or subcontractors shall represent themselves as employees or agents of
the State. .

4 19 While on State property the Contractor, its employees, and its subcontractorsand control of the State, but under no circumstances shall such persons be deemed to be emp y

4.20. All personnel shall observe all regulations or special restrictions in effect at any State agency location at which
services arc to be provided.

4.21. The Contractor's personnel shall be allowed only in areas where services^ to be provided. The use of State
telephones by the Contractor, its employees, or its sub-contractors is prohibited.

4 22 If sub-contractors are to be uulized. Contractor shall provide information regarding the proposed

shipment; the agency shall receive the items ordered in accordance with the delivery time required under this
invitation, as if an account already exists for the agency.

submit a quarterly and annual usage report for analysis for each state agency or eligible
^dpaS? W ̂ due no later than 30 days after the end of each calendar quarter to the Bureau of

Wy, Jonah Rosa and sent electronic to lonah 1 Rnsa@DAS.NH.Cov. At a minimum, the
Report shall include:

6.1.1. Contract Number

6.1.2. Utilizing Agency and Eligible Participant
6 1 3 Services/Products Purchased (showing the manufacturer, item, part number, and the final cost.)
6.1.4. Total Cost of all Servicesffhoducts Purchased. Ability to sort by agency/eligible parOcipant.
6.1.5. In Excel format

Page 10 of 14 , . • ,
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7.2.

7.3.

7.4.

7.5.

obligations and I IARCLity of the CONTRArrnp.

Of this Contract. aescnt)ea m :.tate RFB #2859-24, as described herein, and under the terms

SrS3S=-55S=i~=
S5BB==5Tt=r5-=.

CONFIDENTIALITV A nuMINAT. RFropn.
9.1. If requited by the using agency, the Contractor and its employees, and Sub-Contractors fif anv^ <;hall Hp

SFor^t'f ^ ^ Records FolTdTc^e fonns shall be submitted to the individual using agency prior to the start of any work.

9.
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EXHIBIT C - METHOD OF PAYMENT

Block 1.7.

11. PRICTNG STRUCTURE: , ,Hn,inktratorsV

Yearl ; - Yea^l; Year3 Year 4 Year 5

$79,200 $52,800 $52,800 $55,440 $58,212

I 1.^. r\ UUW-^ilUV XWW w*

17 r^r\vTT> Arn^nPS^S RAT.ANCE of PRODUCT T.TT^TE ITEMS:
■  12 1 The items in the Offer Secrion include the items most conunonly purchased by State of New Hampshi

^en "d shall be used for award purposes. During the term of contract, the State .nay purchase mh« 1^
that relate to the product/categories represented herein from the success^ ConWcto^B^tmce of Product
Line. All items ordered shall include all shipping/charges as specified above m "Bid Pnces .

lM.°ite^d invoices shaU be submitted monthly to the individual agimcy after the completion of the job/services
and shall include a brief description of the work done along with the location of work.

13.2. Contractor shall be paid within 30 days after receipt of properly documented invoice and acceptance of the
work to the State's satisfaction.

13.3. The invoice shall be sent to the address of the using agency under agreement.

f^Ll^nts may be made via ACH or P-Card. Use the following link to enroll with the State Treasury for ACH
payments: httnsiZ/www nh.pov/treasurv.
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EXHIBIT D- RFB 2859-24
RFB 2859-24 is incorporated here within..

Page 13 of 14

Contractor Initials

Date



EXHIBIT E - CONTRACTOR'S PROPOSAL

Contractor's proposal is incorporated here within.
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State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New llampshire, do hereby certify that I-ACILITIES MANAGEMENT

EXPRESS, LLC is a Ohio Limited Liability Company registered to transact business in New Hampshire on Februaty 07, 2024. I

further certify that all fees and documents required by the Secretaiy of State's office have been received and is in good standing as

far as this ofTicc is concerned.

Business ID: 953707

Certificate Number: 0006699305

SI

u.

O

IN TESTIMONY WHEREOF.

1 hereto set my hand and cause to be affi.xed

the Seal of the Stale of New Hampshire,

this 5ih day of June A.D. 2024.

David M. Scanlan

Secretaiy of State



ACTIONS TAKEN IN WRITING

BY THE MANAGERS

OF

FACILITIES MANAGEMENT EXPRESS, LLC

WITHOUT A MEETING

June 27, 2024

The undersigned, being all of the Managers (the "Managers") of Facilities Management

Express, LLC, an Ohio limited liability company (the "Company"), do hereby take, authorize, and

approve the actions set forth in the following resolutions, without a meeting, pursuant to Section

5.l(h)(vii) of the Fourth Amended and Restated Operating Agreement of the Company (the

"Operating Agreement"). Capitalized terms used but not defined herein shall have the meanings as

set forth in the Operating Agreement.

Background

WHEREAS, the Managers have deemed it in the best interest of the Company to
authorize the company's VP - Finance to execute any documents or agreements
necessary for the company to participate in various RFP and Proposal processes
that potential customers of the company may require.

Approval of the Authorization

NOW THEREFORE BE IT HEREBY RESOLVED, that the Authorization shall

be, and it hereby is, authorized and approved by the Managers on behalf of the
Company.

Enabling Authority

RESOLVED, that, in addition to the specific authorizations hereunder conferred, the
VP - Finance of the Company shall be, and hereby is, authorized in the name and on
behalf of the Company to take all such other and further actions, including, but not
limited to, the e.xecution, acknowledgment, delivery and filing of all such other and
further documents, instruments and agreements as the VP - Finance may deem
necessary, convenient or desirable, in order to effect the actions contemplated by and
the purposes of the foregoing resolutions, with the execution, delivery or filing of any
such instrument or the taking of any such action as conclusive evidence of the authority
of the VP - Finance to so act.

Ratification of Past Actions

RESOLVED, that any and all actions heretofore taken by or on behalf of the
Managers, officers, employees or agents of the Company in connection with the



foregoing resolutions shall be, and the same hereby are, in all respects adopted,
approved, ratified and confirmed on behalf of the Company.

j

Counterpart Signatures

RESOLVED, that these Actions may be executed in counterparts and by facsimile
or other electronic transmission, all of which counterparts shall be deemed
originals, all of which counterparts taken together shall constitute a single
instrument, and the signature pages of each such counterpart may be detached from
the several counterparts and attached to a single copy of this document to physically
form a single instrument.

(Signatures on following pagef



IN WITNESS WHEREOF, the undersigned have signed these Actions effective as of

the date noted below.

MANAGERS:

6-27-24

Brian D. Gregory Date

6-27-24
Todd L. Mace Date

6-27-24

Jeffrey M. Wilkins Date

Joe Onofrio Date

(Signature Page for Actions Taken in Writingl



IN WITNESS WHEREOF, the undersigned have signed these Actions effective as of

the date noted below.

MANAGERS:

6-27-24

Brian D. Gregory Date

Todd L. Mace Date

-M

Jeffrey M. Wilkins Date

6-27-24

Onofrio Dale

[Signalurc Page for Aclions Taken in Wriiing)



^CORO"

FACIMAN-01

CERTIFICATE OF LIABILITY INSURANCE

PGERMAN

OATg (MM/D(VYYYY)

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

PROoucER License #1529
The Keenan Agency
6805 Avery Muirfield Drive
Suite 200
Dublin, OH 43016

Ext): (614) 764-7000 n«):(614) 389-4259

(NSURERfSI AFFORDING COVF.RAGF NAICS

WSURERA VALLEY FORGE INSURANCE COMPANY 20508

INSURED

FACILITIES MANAGEMENT EXPRESS LLC

800 YARD STREET. STE 115
GRANDVIEW HEIGHTS, OH 43212

MSURERB CONTINENTAL CAS CO 35289

MSURER C BEAZLEY USA SERVCIES Inc. 37540

MSURER D

INSURER E

INSURER F

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT NMTH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR

LTR TYPE OF INSURANCE
ADDL

INSO
SUBR

VYVD POLICY NUMBER
POLICY EFF

(MM/OOrrYYYl
POUCY EXP
rMMmDIYYYYI UMns

A X COMMERCIAL GENERAL UABILITY

E 1 X 1 OCCUR 6025082990 1/10/2024 1/10/2025

EACH OCCURRENCE J  2,000,000
CLAJMS-MAC DAMAGE TO RENTED

PRFMISFS <Fa omirrpnm)
S  1,000,000

MED EXP (Anv one oeraonl
s  10,000

PERSONAL & ADV INJURY
J  2,000,000

GENl AGGREGATE LIMIT APPLIES PER; GENERAL AGGREGATE
,  4,000,000

POLICY 1 1 LOC
OTHER:

PRCX)UCTS • COMP/OP AOG
J  4,000,000

s

A AUTOMOBILE LIABILITY

6025082990 1/10/2024 1/10/2025

COMBINED SINGLE LIMIT J  1,000,000

ANY AUTO BODILY INJURY (Pur oeraonl s
OWNED
AUTOS ONLY

HIR^
AUTOS ONLY

SCHEDULED
AUTOS

NQN-OWNED
AUTOS ONLY

BODILY INJURY (Per acddenll s

X TOOPERTY DAMAGE
(Per sccideniT s

$

B X UMBRELLA LIAB

EXCESS LIAB

OCCUR

(XAIMS-MAOE 7034105103 1/10/2024 1/10/2025

EACH (XX:URRENCE
s  1,000,000

AGGREGATE
s  1,000,000

DED X 1 RETENTIONS 10,000
s

A WORKERS COMPENSATION
AND EMPLOYERS' UABILnV ^ ̂ ̂
ANY PROPRIETOR/PARTNER/EXECLfTIVE j j

t—1
If y«a. doacriba under
DESCRIPTION OF OPERATIONS below

N/A

6025082990 1/10/2024 1/10/2025

PER y OTH-
-STATI (TF ^ FR

E.L. EACH ACCIDENT
s  1,000,000

E.L. DISEASE - EA EMPLOYEE
J  1,000,000

E.L, DISEASE • POUCY LIMIT
J  1,000,000

C

C

Professional Llab

Cyber Liability

W15C4721801

W15C4721801

6/6/2024

6/6/2024

6/6/2025

6/6/2025

Per Claim

Aggregate

2,000,000

2,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS 1 VEHICLES (ACORD 101. Additional l^niaflcs Schadula. may ba atlachad H mom apaca la raquirvd)

state of New Hampshire
Bureau of Purchasing and Property
25 Capitol Street
Concord, NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELfVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25(2016/03) © 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



Response to RFP# 2859-24

Computerized Maintenance
Management Software
Implementation
STATE OF NEW HAMPSHIRE

Department of Administration

Division of Procurement and Support Services

Bureau of Purchase and Property

Delivered by

Facilities Management Express

Ameshia Williams. Account Executive

585-705-7885 | ameshia.williams@gofmx.com

Due Date: February 7, 202411:00 AM (EST) Computerized Maintenance

Management Software Implementation

Facilities Management Express

800 Yard St #115

Grondview Heights, OH 43212



844.664.4400 | support@gofmx.com | gofmx.com

Cover letter
To Whom it May Concern,

Thank you for the opportunity to bid on your project at the State of New Hampshire. FMX

provides purpose-built solutions for organizations that span facilities, maintenance,

scheduling, and other operational-focused solutions. Having reviewed the contents of your

Request for Proposal (RFP). I am confident that FMX can provide the solutions and services

your organization needs to support your district and achieve your goals.

FMX serves over 1400 organizations nationwide. Hundreds of organizations have moved

from other software tools to FMX over the past several years, with each noting that FMX

understands the unique challenges that these organizations face while providing an

easy-to-use, configurable solution that supports the key aspects of facility operations.

Enclosed is our response to your RFP, which we hope illustrates the solutions we offer and

the value we provide. We look forward to working with the State of New Hampshire and

serving you for years to come.

Best Regards.

Mike Manuche

mike.manuche@gofmx.com

VP of Sales. FMX

m
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APPENDIX B - STATE OF NEW HAMPSHIRE TRANSMITTAL LETTER

1 ^ I Company Name: ̂ 4^0
■ Vrf ,^4 X.k ̂  ^

To: Poiot of Contact: Jonah Rosa

Telephone: (603)-271.2550
Email: NH.Purchasing@daa.nh^ov

RE: Proposal Invitation Name: Computerized Maintenance Management System Iroplementadon
Proposal Number 2859-24
Proposal Posted Date (on or by): 1/22/2024
Proposal Closing Date and Time: 2/7/2024 @ 11:00 AM (EST)
Dear Mr. Rosa,

[Insert name of signorl 'Vj on behalf /vU..| [insert name of entity
submitting proposal] (collectively'rcferrcd to as "Vendor") hereby submits an offer as contained in the ̂ tten proposal submitted
herewith ("Proposal*') to the State of New Hampshire in response to Proposal # 2859-24 for Computerized Maintenance Management
System Implementation at the price(s) quoted herein in complete accordance with the proposal.

Vendor attests to the fact that:

1. The Vendor has reviewed and agreed to be bound by the Proposal.
2. The Vendor h^ not altered any of the language or other provisions contained in the Proposal document.
3. The Proposal is effective for a period of 180 days from the Proposal Closing date as indicated above.
4. The prices Vendor has quoted in the Proposal were established without collusion with other vendors.
5. The Vendor has read and fully understands this Proposal.
6. Further, in accordance with RSA 21-1:1 l-c, the undersigned Vendor certifies that neither the Vendor nor any of its subsidiaries,

affiliates or principal officers (principal officers refers to individuals with management responsibility for the entity or association):
a. Has, within the past 2 years, been convicted of, or pleaded guilty to, a violation of RSA 356:2, RSA 356:4, or any state or

federal law or county or municipal ordinance prohibiting specified proposalding practices, or involving antitrust violations,
which has not been annulled;

b. Has been prohibited, either permanently or temporarily, from participating in any public works project pursuant to RSA 638:20;
c. Has previously provided false, deceptive, or fraudulent informaLion on a vendor code number application form, or any other

document submitted to the state of New Hampshire, which information was not corrected as of the time of the filing a proposal,
proposal, or quotation;

d. Is currently debarred from performing work on any project of the federal government or the government of any state;
e. Has, within the past 2 years, failed to cure a default on any contract with the federal govemment or the govenunent of any state;
f. Is presently subject to any order of the department of labor, the department of employment security, or any other state

department, agency, board, or commission, finding that the applicant is not in compliance with the requirements of the laws or
rules that the department, agency, board, or commission is charged with implementing;

g. Is presently subject to any sanction or penalty finally issued by the department of labor, the department of employment security,
or any other state department, agency, board, or commission, which sanction or penalty has not been fully discharged or
fulfilled;

h. Is currently serving a sentence or is subject to a continuing or unfulfilled penalty for any crime or violation noted in this section;
i. Has failed or neglected to advise the division of any conviction, plea of guilty, or finding relative to any crime or violation noted

in this section, or of any debarmcnt, within 30 days of such conviction, plea, finding, or debarment; or
j. Has been placed on the debarred parties list described in RSA 21 -I; II -c within the pa.si year.

This document shall be signed by a person who is authorized to legally obligate the responding vendor. A signature on this document
indicates that all State of New Hampshire tcnns and conditions arc accepted by the responding vendor and that any and all other terms
and conditions submitted by the responding vendor are null and void, even if such terms and conditions have temunology to the contrary.
The responding vendor shall also be subject to State of New Hampshire terms and conditions as staled on the reverse of the purchase

Authorized Signer's Signature: Authorized Signer's Title: Aa/iu-

18
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Executive Summary
Core products

Maintenance Requests

Submit, prioritize and assign work requests across your organization to streamline

communication and resolve issues faster. With Maintenance Requests, users will never

hove to worry about manually managing work order requests. FMX mokes it quick and easy

for requesters to submit work orders and stay up to date on progress. At the some time,

staff con focus on resolving work orders with all the information they need right from their

mobile device.
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Key capabilities

•  Use Calendar & To-Do views to easily
to see schedules, upcoming tasks, and
resolve conflicts by drag and drop
rescheduling.

Use your mobile device to quickly
submit requests and ensure
technicians con access all the



844.664.4400 | support@gofmx.com | gofmx.com

Communicate in-opp to directly update

requestors, other technicians, vendors,

and more.

Save time with auto-assignment &

notifications by assigning the

technician best suited to the task and

sending real-time updates.^
Configure custom request forms to

ensure all relevant details are captured

to complete the job - attach photos,

videos, documents, and more.

information they need to resolve work

orders.

Utilize QR code equipment tagging to

submit requests, see work order

history, or view equipment information.

Gather actionable Insights with

interactive reporting & dashboards

that track metrics like downtime,

equipment repair cost, labor time and

cost, and more.

Preventive Maintenance

Prevent costly equipment issues, and ensure your equipment is operating at peak

performance. Use Preventive Maintenance to schedule regular inspections and upkeep

tasks to prolong equipment life, reduce downtime, maintain safety, and avoid costly

breakdowns.
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Key capabilities

• Create and apply inspection checklists

and instruction sets to tasks to ensure

proper regulatory standards,

equipment upkeep, and

manufacturer-recommended service is

completed.

•  Schedule regular maintenance tasks

using time-based and meter-based

intervals. Store important records and

other assets by uploading user

manuals, vy/arranties, and more.

View the equipment log to see the

previous work history for each

equipment item.

Use your mobile device to ensure

technicians can access all the

information they need to resolve work

orders.

Gather actionable insights with

interactive reporting & dashboards

that track metrics like downtime,

equipment repair cost, labor time and

cost, and more.

Equipment

Get the most value from your assets and equipment. Increase asset lifespans, reduce

equipment downtime, and strategically plan capital investments with reliable maintenance

software.
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Key capabilities

•  Centralize work order requests to make

it easy for staff to submit, resolve, and

see a history of work order requests.

•  Schedule regular planned

maintenance, like safety inspections,

for equipment with time and

meter-based intervals.

•  Use QR codes to quickly see equipment

details, previous work order history, or

submit and resolve new work orders.

•  Save time by auto-assigning the

technician best suited to the task and

sending real-time updates.

View interactive reports and

dashboards to see key metrics like

costs, inventory usage, completion

rates, and more.

Create instruction sets and inspection

checklists for all your inspections,

cleanings, and QA testing.

Integrate BAS,

water/humidity/temperature sensor

alerts, and more right into FMX to

centralize facility operations.

Reporting & Dashboards

Capture, analyze, and discover actionable insights. With FMX. you can understand

equipment repair trends, analyze labor cost and time, justify capital improvements, and

plan your organization's budget expenditure.
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Key capabilities

•  Interactive dashboards and filtering

tools

•  Insights on work orders, labor,

equipment, inventory, invoicing, and

capital forecasting

•  Filterable by request type, building &

location, date range, work state, user,

and module

Export for print and email distribution

Standard dashboards for costs,

operations, downtime, equipment,

building usage, inventory usage, team

performance, and work completed

Custom-built reports can be purchased

as an add-on

Professional services

The following services are not* included with the standard implementation:

Onsite Training

The FMX Customer Success Team will go to Customer's location for training on the FMX

software.

SQL Update

Allows bulk actions to be performed by FMX Customer Success Team to a customer's FMX

site. FMX will perform this service in the FMX offices and deploy this to the customer's

account automatically. Customers may have to supply FMX with their desired changes to

their FMX site. The time to complete this service varies widely from as little as 10 minutes to

as long as 30 days.

Development Updates

Service is performed by the FMX Development team to perform a mass update to a

customer's site. The service provided by the development team usually includes a change to

the FMX software code. FMX will perform this service in the FMX offices and deploy this to

the customer's account automatically. Customers may have to supply FMX with their

desired changes to their FMX site. The time to complete this service varies widely

depending on the customer requirement, which has spanned from 2 weeks to 30 days

depending on many factors.

w
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Data Management

The FMX Customer Success Team will perform the dote management service and enter all

data into a customer's FMX site not in the FMX acceptable data import formats. This service

also includes a mass change in data to a customer's FMX site. FMX will perform this service

in the FMX offices and deploy this to the customer's account automatically. Customers may

have to supply FMX with their desired changes to their FMX site. The time to complete this

service varies widely depending on the customer requirement, which has spanned from 2

weeks to 30 days depending on many factors.

'These services are available for an additional charge. To inquire about one of these services, reach out to your

dedicated Customer Success Manager or Account Manager.

Watch our product tour
Want to see FMX in action? Watch our product demo, and experience an overview of our

capabilities in full force.

www.aofmx.com/watchtour

FMX 10
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Market differentiators

Customer success

Your needs warrant a streamlined Implementation process that has you up and running and
realizing ROI in a short time. The FMX customer success team is dedicated to providing it all
to you. hiccup-free and with the resources that you need for fast staff adoption. The FMX

Customer Success team that will support your implementation and our partnership:

•  Boasts a market-best 98% CSAT (Customer Satisfaction) rating
•  Has a 97% renewal rate, which is almost 4X better than the average SaaS company
• Has an average response time (calls, emails) of 60 minutes or less, compared to the

industry average of 13 hours

Why FMX? Our approach
Our approach is simple, it all begins with listening and collaboration. FMX was created

based on direct conversations with facilities and maintenance leaders, and that hasn't

stopped. Input from professionals like you guides and informs our decisions, so FMX works

the way you do. FMX's unique approach stands above the rest because of three key
elements:

1. Ease of use

2. Configurability

3. Customer success

1. Ease of use

We believe in keeping things easy. Say goodbye to multiple emails, phone calls, and

complicated paper forms. With a focus on ease of use and simplicity, your entire team will

understand how to use FMX right out of the gate. Our software puts your day-to-day
management on autopilot and frees up your time to make data-informed decisions and

planning.

m 11
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2. Configurability

With FMX, you're not stuck with a "standard model". FMX is designed to fuse with how you

perform your operations—with an additional benefit of organizational structure and

advanced record keeping. Hand-in-hand, our solutions are crafted with you.

3. Customer success

You're never alone, your needs warrant a streamlined implementation process that has you
up and running and realizing ROI in a short time. The FMX customer service team is

dedicated to providing it all to you. hiccup-free and with the resources that you need for

fast staff adoption. Whether you're coming from paper or another system, we've seen it

before. We've got your back with data migration assistance and continuous training for
your staff and technicians.

12
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Responses to Requirements and

Deliverables
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Work Order System Requirements

Topic 1 - DESCRIPTION OF SOLUTION

Additional Comments

Question 1: Provide a detailed description of

your proposed Solution, Including features and
functionality.

Please see poges 7-12 in the RFP response under
Executive Summary.

Question 2: Describe hovy your Solution meets
the business requirements in B-2 Business
Requirement^echnical Requirements. ■ '

QUESTION REMOVED: NA.

.  ̂ f.; '

.  j.. •

Question 3; Describe ease of use and user

friendliness of your proposed Solution including
learning curve, navigation.
Highlight in detail specific advantages to the
user Interface. What methodology do you use to
ensure that your

user Interface is userfriendly?

FMX's unique approach stands above the rest

because of three key elements: Ease of use.
Configurability, and Customer success. Please see

pages 14 - 15 for more details.

Question 4: Provide an attachment with product

literature describing the functionality of the
proposed Software. Provide

a table that maps your literature with topics

listed in this Appendix. Include references to

page numbers.

Refer to the attached RFP.

Question 5: Describe the benefits of the

technical architecture (i.e. scalability,

adaptability, interoperability, etc.).

Being Azure hosted gives FMX the ability to

automatically scale rescources automatically so

customers are always given the best experience

possible.

Question 6: How will the proposed software

Solution be accessed (i.e. Web Browser over

Internet)?

FMX is a cloud based CMMS. FMX is browser

based and can be accessed on any device with a

web browser (PC, Laptop. Mobile phone, tablet,

etc.) Full functionality is provided on mobile devices
and the user interface is tailored to make using
FMX on smaller screens a seamless and productive

experience. Please see poge 20 of the RFP for more
information on supported browsers.

Question 7; Describe any additional software

that will be required on end-point devices and

the access authorization level required to install
it.

N/A

Question 8: Describe any add-on or third-party
Software required.

N/A

Question 9: Is your product dependent on a

solution not included in this proposal?

N/A

Question 10: Describe the degree to which the

proposed Solution meets the requirements of
RSA chapter 21-R:10. 21-

us/rsa/html/l/21-R/21-R-mra.htm

Information included in RFP response.

1

Topic 2 - USER FRIENDLINESS

Question 11: How quickly can users perform

needed tasks?

FMX is simple and intuitive. Most actions take only

a few clicks to complete.
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Question 12: How easy is it to learn, is it
intuitive?

Our approach is simple, it all begins with listening
and collaboration. FMX was created based on

direct conversations with facilities and

maintenance leaders, and that hasn't stopped.
Input from professionals like you guides and
informs our decisions, so FMX works the way you
do.

Question 13: Is its navigation and interface
similar to other software used?

Yes, FMX is modern and intuitive to use.

Question 14: How steep is the learning curve? Implementation and training typically takes 90
days.

Question 15: Please discuss how the solution

helps reduce human error.
FMX reduces human error by setting up schedules,
alerts, and allowing organizations to input

instructions and SOPs to complete tasks.

Topic 3 - ENHANCEMENTS AND NEW RELEASES

Question 16: What types (maintenance,
Enhancement, other) of releases are planned?

Routine patches and other enhancements are

released weekly. Deployment automation allows us
to release a hotfix without taking our website
offline. New enhancements are announced closer

to lauch of said enhancements.

Question 17: What is the historical (past 3
years) and expected frequency of each type of
newrelease?

1-2 times per week.

Question 18: How is the content of future

releases determined? Required maintenance,
security, userinput?

We use customer feedback, data, and market

research to information product releases.

Question 19: Are Enhancements made for

specific clients included in future releases for all

clients?

Yes. any enhancments made will be availbe to the

full customer base.

Question 20: What specific Enhancements are

planned for release within the next 24 months?
Our roadmap is planned on our quarterly basis in
order to pivot as needed to best serve our customer

base.

Question 21: How is the content of a release

communicated to the client?

Releases are comunicated via in-app notification,
emails, and quarterly product releases on the help
desk.

Question 22: Con components of a release be
applied individually or by Module without
adversely affecting the overall
functionality of the System?

This can vary depending on what the release is.

Question 23: How long is a release supported? N/A: upgrades are automatic.

Topic 4 - DATA IMPORT/EXPORT STANDARDS

NA 1
Topic 5 - SYSTEM SECURITY 1
Question 24: Describe the System security
design and architectural features incorporated
into the proposed Solution

including:

The system incorporates secure design
principles, documentation, and testing to
protect against hacker attempts throughout
the development lifecycle.
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Question 25: Compliance with NIST SP 800-
171, Protecting Controlled, Unclassified
Information in Non- Federal Systems and
Organizations

FMX does not specifically follow NIST SP 800
but does follow SOC 2 controls, which ore

based in port of NIST controls. FMX's hosting
provider, Microsoft Azure does follow NIST SP

800 controls in addition to many other security
controls.

Question 26: Compliance with NIST SP 800-63,
Digital Identity Guidelines

FMX does not specifically follow NIST SP 800
but does follow SOC 2 controls, which are

based in part of NIST controls. FMX's hosting
provider, Microsoft Azure does follow NIST SP

800 controls In addition to many other security
controls.

Question 27: Compliance with NIST SP 800-

115. Technical Guide to Security Testing and
Assessment.

FMX does not specifically follow NIST SP 800
but does follow SOC 2 controls, which ore

based in part of NIST controls. FMX's hosting
provider. Microsoft Azure does follow NIST SP

800 controls in addition to many other security
controls.

Question 28: The methods used to ensure that

the parties to interactions with the Application
cannot later repudiate or rebut those
interactions.

Non-repudiation methods for application

interactions Include documentation, supervisor
review, and disciplinary action.

Question 29: The Intrusion Detection methods

used to ensure the detection, recording and
review of attempted access or modification by
unauthorized individuals.

The system uses intrusion detection systems,
physical access mechanisms, and technical

testing to protect against unauthorized access

and modification.

Question 30: The privacy methods used to

ensure that confidential Data and sensitive

communications are kept private.

Confidential data is protected through
encryption, access controls, and device

security measures to ensure privacy.
Question 31: The system maintenance methods
used to ensure that system maintenance does
not unintentionally disrupt the security
mechanisms of the Application or
supportinghordware.

Changes ore mode during off-peak hours and are
throroughly reviewed before being implemented.

Question 32: Your Software patch schedule
employed to protect the Software from new

security vulnerabilities as they arise.

Our policy is to prioritize critical patches for
hotfix as soon as possible. The timeline for
patching is based on the complexity of the
problem, however, 95% of critical patches are
released the within 48 hours of problem
discovery. FMX also scons and updates third-
party libraries for security vulnerabilities.

Question 33: The ability of your Software to be
installed in a "locked-down" fashion so as to

turn off unnecessary features
(user accounts. Operating System Services, etc.)

thereby reducing the Software's security
vulnerabilities and

attack surfaces available to System hackers and
attackers.

FMX's software strictly follows the principle of
least privelege and allows customers to
minutely configure permissions according to
that principle.
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Question 34: The notification and escalation

process In the event of on intrusion.
Customers ore notified by email as soon as
possible when a confirmed data breach is

discovered. In addition, the assigned Customer
Success Manager will call the customer's primary
contact to personally inform them of the situation.

Question 35: What process or methodology is
employed within the proposed Software to
ensure Data integrity?

We store three copies of all customer data within a
primary data center and three copies within o

geographically-disparate secondary data center.
Additionally, we perform differential database
backups every hour, full database backups every
week, and we archive database backups for a
period of 90 days.

Question 36: To whot degree does your

approach rely on System assurance
capabilities?

Our approach relies on strong system

assurance capabilities, including audits and
secure system engineering principles.

Question 37: If multiple Databases are

employed, what extra procedures ore employed
to ensure synchronization among

Databases?

Extra procedures include redundant storage,
load-balanced servers, and synchronized
clocks using reputable time sources to ensure
data integrity.

Topic 6 - SECURITY TESTING

Question 38: Describe the testing tools and
methodologies used for testing the security of
the Software Application and
Hosting environment

In addition to annual pen testing and monthly
vulnerability scanning, we use automated and
manual testing, owasp top 10 checks, and
identical production environment to ensure

security.
Question 39: How can you ensure the security
and confidentiality of the State Data collected
on the system?

Implementing appropriate backup procedures
and regularly testing backups and restore
capabilities, while also carefully selecting and
controlling test data.

Question 40: What security validation
Documentation will be shared with theState?

UDon sianina an NDA. the state mav access

FMX's Trust Center via trust.aofmx.com. which

includes live updates of the securitv controls
FMX followinas. relevant securitv

documentation. FMX's securitv oolicies. and

FMX's securitv attestation rer^orts.

Question 41: Do you use internal or external
resources to conduct SecurityTestlng?

We use 0 combination of internal and external

resources to conduct security testing. We use
third parties for annual penetration testing but
also complete regular internal security testing
via vulnerability scanning, code review,
manual and automated testing.

Question 42: Describe in detail the options for
Vendor-supplied training. Include a proposed
training schedule, training
topics, and options for participation (e.g.. in-
person. webinors, one-on-one, on-line, on-

demand) that you
would provide. r

In-depth training on oil necessary workflow items
for each training group Troining formats available:
Webinar, self-service via pre-recorded video, self-
service via written training guides
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Question 43: Describe in detail the

Documentation that is available to support the
training of users of your proposed
Solution. Include help screens, On-line or
printable manuals and Knowledge bases. If any
of these resources

would need to be developed or modified for
your proposed Solution include a timeline for

their availability.
If there are access restrictions on any of this
material indicate what those restrictions ore.

(

Refer to the Implementation Section of the RFP
(Page 18).

Topic 8 - PREPARATION AND EXPECTATIONS OF STATE STAFF INCLUDING
TECHNICAL KNOWLEDGE

TRANSFER

Question 44: Describe how State staff assigned
to the Project Team will be involved throughout
the Project, including design
meetings, decision making, and scope control.

Refer to the Implementation Section of the RFP
(Page 18).

Question 45: Provide on overview of Project
Team interactions and dependencies between

functions

Customer and FMX will jointly manage the project,
and each party will manage its resources. All
Customer resources shall be available for the

duration of the project. Customer will be
responsible for managing all assigned project
management tasks.

Question 46: Provide recommendations for

State staff reguirements to maintain the system
after Implementation {skill, # of

resources, etc.} Include a worksheet or table

identifying State staff resources and the
projected number of
weekly hours to support the system
movingforword.

Refer to the implementation Section of the RFP
(Page 18).

Question 47; The transfer of technical

knowledge is important for operations,
configuration/development, workflow,
business setup, maintenance, and management.
Address, training curriculum, training priorities
and

prereguisites, specific commercial and custom
course, and one-on-one learning opportunities
for State staff.

Refer to the Implementation Section of the RFP
(Page 18).

Question 48: Describe and provide samples of
the available Documentation supporting the
System. Does the

Documentation include technical specifications,
troubleshooting tips, technical contact
information?

Refer to the Implementation Section of the RFP
(Page 18).

Topic 9 - IMPLEMENTATION APPROACH

Question 49: Provide one or more feasible

Implementation Plans. For each plan provided:
Refer to the Implementation Section of the RFP
(Page 18).
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Question 50; Identify timeframes for major
milestones, including timing for discontinuing
legacy Systems

Implementation timeline An estimate of launch
date based on 60-day maximum Import templates
For a list of FMX supported data migrations, please
see the Pre-site configuration questionnaire
Commit to completing before data review and pre-
site configuration meeting Commit to sending data
that is in an Excel format to CSM

Question 51: Discuss cost implications of the
plan, including implications on maintenance
fees and available

Implementation options that would lower costs.
Refer to the Implementation Section of the RFP
(Page 18).

Question 52: Address the level of risk

associated with each plan.

Refer to the implementation Section of the RFP
(Page 18).

Question 53: Why is this the approach you
recommend?

Refer to the Implementation Section of the RFP
(Page 18).

Question 54: Will the Vendor provide a tool for

the State and the Vendor to communicate and

share information throughout
the Project - i.e., SharePoint, Portal?

Refer to the Implementation Section of the RFP
(Page 18).

Topic 10 -TESTING MANAGEMENT

Question 55: Describe in detail the end-to-end

testing methodology you propose for this
Project.

All changes to our software must pass a battery of
automated tests, manual exploratory tests, and
receive approval from management before they ore
released to our production environment. Testing is
conducted in an environment that is identical in

configuration to production, but contains no
production data.

Question 56: Describe testing tools that will be
used as part of the Solution testing. Will these
tools be available to the State,

or will the State be required to purchase tools?

No testing is required by the state. FMX performs
quality and security testing internally.

Question 57: Using the following chart, describe
the roles and responsibilities required of Vendor
Staff and State Staff,

include additional information as needed.

See attached sheet.



Test phase

Vendor

Role/Responsibility State Role/Responsibility Tools Timeframe

Monogement of the testing
process Y N SDLC trocking system Ongoing

Test planning Y Y (Acceptoncc testing only) SDLC trocking system Ongoing

Test scenario development Y Y (Acceptance testing only) SDLC tracking system Ongoing

Data preparation Y Y (Acceptance testing only) SDLC trocking system Ongoing

System preporotion Y N Test environments Ongoing

Unit testing Y N Source code Ongoing

System integration testing Y N Source code Ongoing

User occeptonce testing N Y Customer site Optionol upon implementation

System performonce testing Y N Test environments Ongoing

Defect tracking Y N SDLC tracking system Ongoing
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Question 58: What support will be provided to
prepare State staff prior to and during
Acceptance Testing? (Training, user
Documentation, staff on site, remote support,
etc.)

Refer to the Implementation Section of the RFP
(Page 18).

1

Question 59: Will configured Software be
delivered in functional components for State
Acceptance Testing?

Yes

Question 60: The State has defined 3 levels of

Defect severity. Describe how you will adopt
this methodology or provide a
mapping to outline your proposed

representation of Defect severity.

FMX has five defect levels: Critical. High.
Medium. Low. and Very Low. Critical
represents an availability or intrusion event
and is addressed immediately by all hands.
High represents the inability for multiple FMX

customers to operate standard workflows.

Medium represents the inability of one FMX
customer to operate standard workflows or

multiple FMX customers being only able to
operate standard workflows via a

workaround. Low represents the inability of
one or more FMX customers being unable to
operate non-standard workflows. Very Low
represents a low defect that is discovered

internally but not yet reported by a customer.
Question 61: What tools will be used to

document and track status of

suspected Defects?

FMX uses its own software internally to track
defect tickets. FMX uses New Relic and its

own internal logging to log application errors.
FMX uses ZenDesk to collect customer reports
of potential defects.

Question 62: What role will the State play in
classification and prioritization ofDefects?

FMX customers play no role in the
prioritization of defects but can report
potential defects to FMX via support@gofmx.
com

Question 63: How quickly will a suspected
Defect be investigated and how quickly will the
Defects be corrected?

Critical defects are resolved within minutes or

hours. High priority defects are resolved either
same day or 1-2 business days. Medium
priority defects are resolved between 1-5
business days. Low priority defects are
resolved between 1-14 business days. Very
low priority defects are not under SLA.

Question 64: Provide a sample User Acceptance
Test Plan from a completed project as an
appendix.

Refer to the Implementation Section of the RFP
(Page 18).

Question 65: Will System performance be
measured and documented using the State's
infrastructure and Data? If yes, how?
(Not needed for Hosting?)

No, FMX is cloud-hosted.

Question 66: Outline your methodology for
Security and Penetration Testing and provide
confirmation that it is NIST

SP800-115 compliant.

FMX uses Pensive Security for penetration
testing. Pensive security utilizes a four-stage
methodology based on nist sp 800-115 for
security and penetration testing.
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Topic 11 - MIGRATION STRATEGY

Additional Comments

NA

Topic 12 - WORK PLAN, STATUS MEETINGS AND REPORTS

Question 67; The State sees a Work Plan as

essential to reaching a comprehensive
agreement with a Vendor. Consequently,
the State willseek to refine the proposed Work
Plan prior toContract approval with the selected

Vendor and to

incorporate the refined Work Plan by reference
into aContract.

Refer to the Implementation Section of the RFP
(PaRe 18).

Question 68: Provide o preliminary Work Plon

depicting tasks, task dependencies, Schedule.
milestones/critical events.

Deliverables, and payment Schedule. Include the
Deliverables outlined in Appendix B
{Business/Technical

Requirements and Deliverables), appropriate
status meetings and Reports, and include other

Deliveroblesthat

you, based on experience, would recommend be

developed on this Proiect.

Refer to the Implementation Section of the
RFP (Poqe 18).

Question 69: Define both proposed Written and
Software Deliverables. Include sufficient detail

that the State will be able

to identify departures from the Plan in sufficient

time to seek corrective action. In particular,

provide

information about staffing.

Refer to the Implementation Section of the RFP
fPase 18).

Question 70: Describe all Deliverables to be

produced in the Project. Ensure that all
Deliverables and milestones are

identified in the Work Plan. Identify and discuss
the following:
a) All assumptions upon which the Work Plan is
based.

b) Descriptions of recommended roles by
activity and time required for both State and

Vendor members of

the Project Team.
c) Assignments of members of the Vendor's
team identified by role to specific tasks: and
d) Critical success factors for the Proiect.

Refer to the Implementation Section of the RFP
(Paee 18).

Question 71: Discuss how this Work Plan will be

used and State access to Plan details.

Refer to the Implementation Section of the RFP
(PaRe 18).

Question 72: Discuss frequency for updating the
Plan, at a minimum biweekly and for every
status meeting. Explain how
the State will know whether the project is on
schedule, project expenses incurred to date, and
within budget.

Refer to the Implementation Section of the RFP
(PaRe 18).
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Question 73: Define your planned approach to

maintaining all project documentation. For
example, how will this
documentation be available to the State staff

(Word Doc. ShorePoint, etc.).

Refer to the Implementation Section of the RFP
(PaRe 18).

Question 74: The State believesthat effective

communication and Reporting ore essential to
project success. As reasonably

requested by the State. Vendor shall provide the

State with information or reports regarding the
Project.

Vendor shall prepare special reports and

presentations relating to Project Management
shall assist the State in

preparing reports and presentations, as
reasonably requested by the State, all at no
additional cost to the State.

Refer to the Implementation Section of the RFP
(Page 18).

Question 75: Describe your planned project

management activities including Introductory
and Kickoff Meetings. Status
Meetings. Work Plan Updates, and Special
Meetings. Discuss frequency, duration.

participants, agenda items.
etc.

Refer to the Implementation Section of the RFP
(Page 18).

Question 76: Describe how you will report

Project health to communicate Project status
with Stakeholdersond for the early
recognition of factors that may result in Project
problems requiring special attention.

Refer to the Implementation Section of the RFP
(Page 18).

Topic 13 - PROJECT RISK AND ISSUE MANAGEMENT

Question 77: Provide proposed methodologies (
for project risk and issue management.

Refer to the Implementation Section of the RFP

(Page 18).

Question 78: Discuss State and Vendor

responsibilities. The State seeks o clear means

to compare planned versus actual

status, including percentages, at a sufficiently
detailed level to ensure the State can

adequately monitor the

progress of the Project. Be sure to identify any
essential time constraints on State actions.

Escalation

procedures will be defined in a Contract
between the State and the Vendor.

Refer to the Implementation Section of the RFP

(Page 18).

Topic 14 - QUALITY ASSURANCE APPROACH



Work Order System Requirements Additional Comments
Question 79: Describe the methodology that will
be employed to ossure that each type of
Deliverable is of high quality
before submission for State consideration

(Written, Software, and Non-Software).
Discussion should include

but not be limited to:

a) Provision for State input to the general
content of a Written Deliverable and Non-

Software Deliverables

prior to production.

b) The standard for Vendor internal Review of a

Written Deliverable and Non-Software

Deliverables prior

to formal submission: and

c) Testing of Software Deliverables prior to
submission for Acceptance Testing.

Topic 15 - HOSTED SYSTEM

Question 80: Describe the service model being
offered. Service is Commercial Off the Shelf

Software (COTS). Softwareas-o-Service (SaaS),
Platform-as-o- service (PaaS), or Infrastructure-
as-a-Services (laaS). The State requires
the service provider to use web services

exclusively to Interface with the State of New

Hampshire's Data in

near Real-Time when possible. Describe any
client software or plug-in downloads that may
be required.

it is preferred the service provider's relevant
Data Center(s) are certified to the Federal

Information Security
Management Act (FISMA) level 3 AT04 and/or
Federal Risk and Authorization Management
Program

(FedRAMP) CSP5 and have independent annual
see 2 Type 2 audits performed.

Please see Market Differentiators section of the

RFP.

The service model being offered is software-
as-a-service (saas) and the service provider

must use web services for real-time data

access.

Question 81: Provide Certifications and latest

audit of the Data Center{s) being used in the
Solution offered ■

Microsoft Azure has the following attestations:
SOC 1. SOC 2, SOC 3. PCI-DSS, FERPA.

ISO/IEC 27001. ISO/IEC 27018.



Microsoft Azure's certifications and controls

are available on their website. FMX's

certifications and controls are on trust.gofmx.
com .

Work Order System Requirements Additional Comments
Question 82: If Certifications and audits cannot

be provided the service provider will be required
to implement and maintain
appropriate administrative, technical, and

organizational security measures to safeguard
against unauthorized
access, disclosure or theft of Personal

Information and Non-Public Information. Such

security measures must

be in accordance with recognized industry
practices such as in the National Institute of

Standards and

Technology (NISI) Controls 800-53 Rev 4
where applicable. Describe controls including
but not limited to:

a) Data storage. Data Encryption, Data

destruction. Data location. Data handling,
b} Business continuity and disaster recovery
plan.

c) Security incident or Data Breach notification,

d} Change control and maintenance,
e) Patching and upgrades
Question 83: Describe how the service provider
will provide compliance to all Federal and State
of New Hampshire laws,
regulations, statutes, policies, standards, and
best practices relevant to internet- based
hosting

FMX uses Vanto compliance monitoring to
ensure that it follows all relevant security and
privacy laws.

Question 84: The State requests regularly
scheduled Reporting to the State of New
Hampshire. Describe the availability of
Reports available to the State including latency
statistics, user access, user access IP address,

user access

history and security logs for oil Stote of New
Hampshire files related to this RFP.

Access history of customer sites is visible via
the product. FMX does not provide access to
its security logs.

Question 85: The State requires the system to
be available 24/7/365 (with agreed-upon
maintenance downtime), and for the

Vendor to provide service to customers as

defined in a Service Level Agreement (SLA)
which will be

developed and agreed to in the Contract phase.
The State also requires the service provider to
guarantee 99%

uptime (excluding agreed-upon maintenance
downtime). Describe how you will meet these
requirements.

Topic 16 -BACKUP AND RECOVERY

Question 86: Describe the tools used for Backup
and Recovery of Applications and Data.

Our svstem is designed with redundancv ond

hosted in the public cloud to ensure 99%
uptime and quick scolobilitv. we also prioritize
critical secuhtv patches within slos. You can

review uptime statistics at status.aofmx.com

Backup and recovery are managed by our
CSP, Microsoft Azure. Backup cadence is
determined by FMX and is recorded earlier in
this proposal.



Work Order System Requirements Additional Comments

Question 87; Describe timelines for scheduled

backup of Data and Servers including the
retention schedule

We store three copies of all customer data
within 0 primary data center and three copies
within 0 geographically-disparate secondary
data center. Additionally, we perform
differential database backups every hour, full
database backups every week, and we archive
database backups for a period of 90 days.

Question 88: Describe the impact of the

proposed backup process on the operation of

the System. Also, address the
followinq:

Backups do not interrupt normal use of the
software

Question 89: Use of and method for logging and
journaling.

Azure Log Analytics. Azure Storage. Azure Monitor.
Azure Defender for Endpoint/Cloud

Question 90: Single points of failure and
recommended approaches for their elimination.

Not applicable

Question 91: Approach to redundancy including

backup material securely transferred from the

site to another secure

25

location to ovoid complete Data loss with the

loss of a facility.

Data backups are stored in a geographically
redundant and encrypted off-site location to

prevent data loss in case of a facility failure.

Question 92: Explain your high-level
methodology for creation of a Disaster Recovery
Plan.

Our high-level methodology includes annual
testing and consideration for both operational

and information security continuity. More
information is available at trust.qofmx.com

Question 93: Discuss how the disaster recovery

plan identifies appropriate methods for
procuring additional hardware in
the event of a component failure. Also describe
any impact of Software License fees. The State

believes that

additional Software License fees solely related
to redundancy for Backup and Recovery would
be

inappropriate. If the Proposal differs from this
standard, describe, and provide rationale for the

difference.

Data backups are stored in a geographically
redundant and encrypted off-site location to
prevent data loss in case of a facility failure.
This ervice is included in all licenses.

Question 94: Discuss how the disaster recovery

plan addresses the recovery of lost State Data
as well as your own.

The goal of the disaster recovery plan is to
recover all possible data, including FMX
customer data.

Question 95: Will the Solution include the option

to have the collected Data stored at the Vendor'

s site, at the State site or

both?

No. data is stored in Microsoft Azure's

datacenters

Question 96: Provide a plan for business
continuity if a disaster occurs at the Data center
that is Hosting the proposed
Solution

FMX's disaster recoverv olan is available for

download at trustaofmx.com

Topic 17 - SUPPORT AND MAINTENANCE FOR VENDOR HOSTED SYSTEM



Work Order System Requirements Additional Comments
Question 97: Describe how the System

hardware, Softwore. and Database will be

maintained in accordance with the

Specifications, terms, and conditions of the RFP,
including providing upgrades and fixes as

required.

FMX uses Microsoft's PaaS model. Azure is

responsible for providing available and up-to-
date hardware. Software is maintained by
FMX and regularly maintained and updated.
Software patches and upgrades are released
1-2 times per week.

Question 98: Describe the Help Desk Support
that will be available to State staff including
hours of operation, phone vs

Email, access to technical support staff.

Refer to Ongoing training and support
resources on page 28 In the RFP.

Question 99: Describe the classification of a

Software Defect (bug) that will be used to
indicate the degree of negative

impact on the quality of thew Software and

anticipated response times.

FMX has five defect levels: Critical. High.
Medium, Low, and Very Low. Critical
represents an availability or intrusion event
and is addressed immediately by all hands.
High represents the inability for multiple FMX
customers to operate standard workflows.

Medium represents the inability of one FMX
customer to operate standard workflows or

multiple FMX customers being only able to
operate standard workflows via a
workaround. Low represents the inability of
one or more FMX customers being unable to
operate non-standard workflows. Very Low
represents a low defect that is discovered

internally but not yet reported by a customer.
Critical defects are resolved within minutes or

hours. High priority defects are resolved either

same day or 1-2 business days. Medium
priority defects are resolved between 1-5

business days. Low priority defects are
resolved between 1-14 business days. Very
low priority defects are not under SLA.

Question 100: Describe any particular

procedures required to handle escalation and

emergency calls.

Emeraencv colls are handled bv following the

formal incident response plan, which is
reviewed and tested annually. FMX's incident

response plan con be found at trust.gofmx.
com

Question 101: Detail the types and frequency of
support tasksrequired.

Question 102: Describe any different levels and
or models of support and maintenance that you
provide

FMX's Customer Support service works with
customers to troubleshoot defects. For critical, multi-
spanning availability or intrustion issues, FMX
provides a post-mortem.

FMX's Customer Support service works with
customers to troubleshoot defects. For critical, multi-

spanning availability or intrustion issues, FMX
provides a post-mortem.



Work Order System Requirements Additional Comments

Question 103; Describe how the Vendor will

work with the State to identify and troubleshoot
potentially large- scale System
failures or Deficiencies by collecting the
following information:
a) mean time between Reported Deficiencies
with the Software;

b) diagnosis of the root cause of the problem;
and

c) identification of repeat calls or repeat
Software problems.

FMX's Customer Support service works with

customers to troubleshoot defects. For critical,

multi-spanning availability or intrustion issues,
FMX provides a post-mortem.

Question 104: For all maintenance service calls,

the Vendor shall ensure the following
information will be collected and

maintained:

a) nature of the Deficiency;

b) current status of the Deficiency;

c) action plans, dates, and times;

d) expected and actual completion time;

e) Deficiency resolution information;
f) Resolved by;
g) Identifying number i,e. work order number;

and

h) Issue identified by.

FMX supports configurable fields, so that

customers may manage and store additional

information within the system.

Question 105: Describe how the State will be

informed of emergency maintenance or system
outages?

The state will be informed of emeraencv

maintenance or svstem outaaes throuah

status.aofmx.com and other reaular channels.

includina email, phone, and meetinas.

Question 106: Describe how the Vendor will

ensure all hardware and Software components
of the Vendor Hosting
infrastructure will be fully supported by their
respective manufacturers at all times. All critical

patches for

Operating Systems, Databases, web services,

etc., shall be applied within sixty (60) days of
release by their
respective manufacturers.

Vendor will ensure timely application of critical

patches to all systems and applications,
following industry standard configuration and
hardening procedures.
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Bidder Qualifications

Year Business Started: 2012

State of Incorporation Ohio

Location of Headquarters 800 Yard St #115. Grandview Heights. OH 43212

Employee Count 140

Ongoing Litigation None/NA.

Presence in the state of New

Hampshire
FMX has 10 customers in the state of New Hampshire.

Identification of which

services are provided via the

bidder

All services listed in the RFP are provided via FMX.

Sub-contractor including
company name, address,
contact person, and three

references for clients they are
currently servicing

No sub-contractors/NA.
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Company Information &

Experience
Our company history and experience

"I began my career as a mechanical engineer for an energy company and
quickly realized that I wanted to make a more strategic impact on the
business. It wasn't until 2012. when I was working on an energy conservation
project with one of my partners that I realized the need for FMX.

"At the time, the school we were working with was trying to find a way to
manage their facilities remotely while maximizing energy savings easily.
We began searching for software that was capable of scheduling preventive
maintenance, streamlining event scheduling, and tracking maintenance
requests. While many options were available, none helped us achieve our
needs and were far too complicated for staff members to use on a daily basis.

"We knew we could create something better, so we did."

- Brian Gregory, Founder and CEO of FMX

The platform that Brian and his team created allows facilities leaders to streamline their

maintenance processes, increase asset productivity, and track, manage, and improve the

metrics that matter most to them. The solution has helped more than 1400 organizations,

across K-12, Higher Education, Municipalities, and others, to optimize their operations and

reach their facilities and maintenance goals.

FMX is recognized as one of the most-reviewed and highest-rated CMMS providers based

on usability and customer satisfaction.

We rely on facilities and maintenance leaders to guide the future of FMX. Their insights

influence our product so heavily that we brought a few of these experts onto the team.

Together, they hove a combined 43 years of experience. These include:
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John Bailey, Ph.D.

•  National Director. K-12 Business Development

•  Former CEO & Executive Director. National School Plant Management Association

•  34 years of experience in the K-12 field as a teacher, principal and director of

operations of two large urban school divisions

Darin Porter

•  FMX Manager of Industry Practice

•  Former K-12 Facilities Manager

•  Former FMX customer

Robert Kleimenhagen

•  Former Facilities/Operations Director in K-12

•  Former Facilities/Operations Director in Municipalities

Matt Pace

•  FMX K-12 Practice Leader

•  Former K-12 Director of Maintenance and Operations

•  Former FMX customer

Tyler Cantrell

•  FMX Solutions Engineer

•  Former K-12 IT Leader

•  Former FMX customer

References

City of Dublin (Ohio)

Matt Earman. Director of Parks and

Recreations

mearman@dublin.oh.us

614-348-1588

Eastern State Penitentiary Historic Site

James Travis Lll, Associate Director of

Design and Facilities

jt@easternstate.org

(215) 236-5111x221

HD( 16
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U.S. Department of Agriculture

Chris Mehelis, Quality Assurance Specialist

chris.mehelis@ars.usda.gov

(510) 559-5697

FHx 17
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Vendor Staff Qualifications

FMX's Customer Success leaders hove over 30 years of combined experience working with

over 1400 organizations to ensure they are deriving value from FMX.

Vice President, Customer Success - Brand! Templeton
Brandi has been with FMX for 8 years. Brandi has previously served as a member of the

technical support team as a Customer Success Specialist, a member of the implementation

team as a Customer Success Manager, and as a Director of the department. Brandi is now

the Vice President of the Customer Success team here at FMX. Brandi's primary

responsibilities include providing direction and leadership toward the achievement of the

department's goals for customer onboarding, customer satisfaction, renewals, upsells, and

Net Promoter Scores (NPS).

Director, Customer Success - Lindsey Dittmar
Lindsey has been with FMX for over 7 years. Starting at FMX in 2017, she learned the ins

and outs of the software in a customer support role. Since then, she has been a Customer

Success Manager, an Enterprise Customer Success Manager, Manager of the Customer

Success team, and now is the Director of Customer Success. Lindsey and her team focus on

training and Implementing new customers to set them up for success within FMX.

Senior Director, Customer Success - Kathryn Moore
Kathryn has been with FMX for over 8 years. She joined the FMX team in July 2016 as a

Customer Success Specialist, working on data migrations and customer support tickets.

Afterward, she worked as a CustomeriSuccess Manager and Enterprise Customer Success

Manager implementing new customers for almost two years until transitioning into

Management in the Customer Success department in 2018. Since October 2019, Kathryn

has managed the Account Manager team in Customer Success. Kathryn and her team focus

on supporting ongoing customers and their ever-changing needs to continue delivering the

value of FMX.

m 18
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Lead, Enterprise Account Manager - Andrea
I

Lindenmuth

Andrea has been with FMX for just over 6 years. As an Enterprise Account Manager,

Andrea focuses on being the point of contact for her accounts to ensure they are deriving

value from FMX post-implementation. Andrea has been working directly with customers for

the last 4 years to ensure customer satisfaction.

Enterprise Account Manager - Emily Rowling
Emily has been with FMX for 4 years. As an Enterprise Account Manager, Emily focuses on

being the point of contact for her accounts to ensure they are deriving value from FMX

post-implementation. Emily has been working directly with customers for the last 4 years to

ensure customer satisfaction.
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Implementation
FMX provides these FMX Implementation Requirements to customers prior to the beginning
of the implementation process. This document outlines the project

assumptions, checkpoints, and meetings throughout the implementation process. After

working through over 1,000 implementations, these are FMX's recommended best practices

to ensure optimal success with your chosen FMX solutions.

Project assumptions
The following assumptions define the project's full scope and the parameters of what is

in-scope and out-of-scope.

•  Sufficient and appropriate Customer resources set forth need to be available during

the project (for both onsite and remote work).

• Customers will provide a point of contact (e.g., project manager) who is empowered

to moke decisions and approve direction. This resource will be available at least

once each week to meet, review progress, provide feedback and guidance. Customer

needs to communicate regularly with FMX and provide FMX with timely feedback.

•  Customer and FMX will jointly manage the project, and each party will manage its

resources. All Customer resources shall be available for the duration of the project.

Customer will be responsible for managing all assigned project management tasks.

Client's IT team will be responsible for the Single Sign-On (SSO) setup.

Project team composition
FMX will provide the following resources during implementation:

1 Role Description

Customer Success Manager Responsible for project oversight and collaboration
with client project management team, FMX site
configuration, oversight of moss data importing, and
client training.

Customer Success Specialist Responsible for mass data importing, SSO login
button configuration, existing integration
configuration.
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Account Manager Responsible for the management of client projects
post-launch and sharing FMX product innovations.

Customer will provide the following resources during implementation:

Role
1

Description

implementation POC(s) Responsible for project oversight, resource
management, stakeholder interactions and liaison,

existing process flows, setup, configuration, and
customization of the FMX workflows

Process Owners/Stakeholders Responsible for participating in requirements
gathering, prioritizing requirements

FMX Administrators Responsible for participating in existing process
plows, setup, configuration, and customization of the
FMX workflows, daily administration of FMX
post-launch.

Data importing
An organization's data on buildings, assets, etc., are the building blocks of an FMX site.

Some data is required to use FMX, while other data is optional. Depending on Customer's

workflow and reporting needs, some optional data may be needed during the initial

implementation. All required data will need to be provided from the Customer to FMX within

7 days of the kickoff meeting in one of the acceptable formats listed below before the

Admin Training.

Required data:
Buildings

Users

Optional data (may be required depending on

Customer's workflow and reporting needs):
Locations/Resources
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•  Equipment

•  Inventory

•  Historical Work Requests

•  Historical Planned Maintenance

•  Historical Schedule Requests

The following are acceptable data Import formats:
•  Excel format (cannot be a converted image or PDF file)

• Comma Separated Value (CSV)

•  SQL backups

•  JavaScript Object Notation QSON)

The following formats are not acceptable data
migration formats:
• Attachments

•  PDF files

•  Scanned copies

•/ Paper copies

•  Floppy discs

other free services provided by FMX during Initial
Implementation (additional fee-based services are
available after the Initial Implementation):
1, Data migration from another system

•  Transferring data from other software to FMX. To complete this data migration

•  FMX will need:

o Ability to access other software system(s)

o Data in an Excel. CSV, or other acceptable format from the list above

2. Form Configuration

•  FMX will create your request forms for you. To complete the form configurations

•  FMX will need a copy of Customer forms. These can be in Excel, CSV, Word, or PDF

files.
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Timelines for services*:

Type of service Standard due dates (business days)

Data migration from another system 30

Data import Up to 15

Form configuration 10

*Timeline for services is dependent on Customer providing end communicating timely with PMX

Single sign-on (SSO)
FMX provides a support agent to enable the SSO feature for FMX. FMX does not configure

the SSO database for your organization. FMX supports the following protocols for SSO:

• WS-Federatlon

• Google OAuth

•  SAML-P

Supported browsers
The following are a list of FMX supported browsers:

• Google Chrome (recommended) - Version 50+

• MozHIa FIrefox - Version 4+

• Apple Safari-Version 5.1+

• Microsoft Edge - All Versions

• Microsoft Internet Explorer* - Version 11+

*Please note: While we support Internet Explorer, for the best FMX experience, we suggest using one

of the other 4 browsers, as well as keeping your web browser updated.

Remote access

FMX Is browser based and can be accessed on any device with a web browser (PC, Laptop,

Mobile phone, tablet, etc.) Full functionality Is provided on mobile devices and the user

Interface Is tailored to make using FMX on smaller screens a seamless and productive

experience. On mobile devices FMX also Incorporates a barcode scanner that can be utilized

to look up Information, or assign equipment or Inventory to work orders.
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Limitations on data storage
There ore no limitations on data storage in FMX other than the file size limitation mentioned

above. FMX does not limit the total amount of data stored in the system and will store data

indefinitely barring the cancellation of a contract. In the event a client decides to cancel

their contract with FMX. all data can be exported to excel or csv.
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Meeting and process through
launch

Meetings and Processes Through
Launch

Estimated Days
(Recommended)

Kickoff Meeting Day 0

Data Review and Pre-Site Configuration
•  Data Input

•  Pre-Site Configuration
•  Single Sign-On (SSO)

Days 1-7

Admin Training
• Data review

• Workflow review

• Admin settings review

Days 8-14

Training
•  Staff Training
•  Launch

Days 15-21

Post-Launch

• One Month Post Launch

Day 21

Total 21 Days

Implementation timeline
FMX's recommended 21-day implementation is shown for example purposes. FMX's

implementation package includes a maximum term of 60 days. If implementation is

not completed in 60 days, implementation will be reevaluated and the customer may

be subject to an additional fee.

The Services are provided in increments of full days and reviewed in each

implementation meeting.

All implementation and support work time is based on the FMX standard work

schedule of Monday through Friday {8:00 am to 6:00 pm Eastern Time).
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•  Launch support will be provided as needed, including help from an FMX Customer

Success Manager and Customer Success Specialist during their standard work

schedule.

•  The work will be performed remotely from FMX offices unless otherwise indicated.

FMX will bill the travel and expense separately if onsite work is requested.

Definition of terms

•  POC - Point of contact

• CSV - Comma Separated Value

•  JSON - JavaScript Object Notation

• SSO - Single sign-on, or on authentication process that allows a user to access

multiple applications with one set of login credentials

•  URL - Universal resource locator, or the address of a World Wide Web page

• QBR - Quarterly business review

• CS - Customer Success

• T&E - Travel and expense

Kickoff meeting outline

' Steps ; Resources Commits & ^ Commits &

deliverables deliverables

1
from FMX from

.

customer

• Begin the FMX FMX participants: Kickoff PowerPoint Pre-site

implementation Customer Success • FMX URL configuration
• Project lead Manager • GSM and FMX questionnaire

introductions Support Contact Commit to

• Establish desired Customer Info completing before
outcomes participants: • Meeting Dotes data review and

• Develop a Launch Implementation pre-site
Plan POC(s), Process Implementation configuration

• Implementation Owner{s)/Stakeholde timeline meeting
overview r(s),FMX • An estimate of launch

• Introduction to Data Administrator(s) date based on Data

Importing 60-day maximum Commit to sending
data that is in an

Import templates Excel format to CSM

For a list of FMX

supported data Training dates
migrations, please Commit to having
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see the appendix
below.

Pre-site

configuration
questionnaire
CSM to provide o link
to o questionnaire

SSO documentation

FMX to provide
documentation for

SSO configuration

training dotes

before date review

and pre-site
configuration
meeting

Data review and pre-site configuration meeting

outline

Process Steps Resources Commits & Commits &

deliverables deliverables
'

from FMX from

customer
1

Data Input • Learn more about FMX participants: Import templates Manual data

manual and mass Customer Success and completion of collection

doto importing Manager,Customer data import Commit to gathering
Success Specialist For a list of FMX any building.

Mass data importing supported data location, equipment.
• Correlation of fields Customer migrations, please inventory, or user

between previous participants: see the appendix Information not

system export and Implementation below. included in dota

FMX POC(s). FMX transfer ond needed

• Confirmation that Administrator(s} for the first value

FMX has all the

needed resources to Data import
proceed with mass Commit to sending
data Import data that is in an

Excel format to CSM

Pre-site • Review of pre-site FMX participants: Site configuration Forms/documents

configuration configuration Customer Success • User types Commit to sending
questionnaire Manager • Approval any forms or

• Further discussion process documents for

of desired workflow Customer • Request types configuration to
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processes to be participants: • Equipment and GSM

configured within Implementation inventory types
FMX per module POC(s). FMX

Administrator(s)
• Forms

• Misc. feature

configuration

sso • Customer to provide SSO enabled on Metadata

FMX with fully FMX site document/URL

configured • For a list of SSO Commit to sending
metadata options that FMX metadata

document or URL supports, please
see the appendix
below.

• NOTE: FMX is

not 0 consultant

for configuring

SSO services on

your server.

document/URL to

CSM

Admin training meeting outline

Process Steps Resources Commits & Commits &

deliverables deliverables

1 from FMX from
i

,  1

customer

Data review • Review data FMX participants: • Dato import Data import
questions as Customer Success Process Completion of data
needed Manager. Customer Complete imports

Success Specialist • Solidification of • Training plan to
• Review of the launch dote Choose 0 method

imported data to Customer • "Welcome to for staff training
ensure accuracy participants: FMXr email and dates as

Implementation template necessary

POC(s), FMX

Administrator(s) NOTE: All training
is held remotely via
a Zoom webinar

session.

Solidification of the

launch date
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Workflow review • In-depth training
on oil ospects of
workflow

discussed in the

previous meeting
• Site to be viewed

from all needed

user types

FMX participants:
Customer Success

Manager

Customer

participants:
Implementation
POC{s}. FMX

Administrator{s)

• Workflow

knowledge
• FMXperttip

Admin settings
review

• Brief training on
the Admin

Settings menu of
FMX and all tabs

involved

FMX participants:
Customer Success

Manager

Customer

participants:
Implementation
POC{s). FMX
Administrator{s)

Training meeting

Process Steps Resources Commits & Commits &

deliverables deliverables

from FMX from

customer

Staff training • In-depth training FMX participants: • Training videos
on all necessary Customer Success • CSM to provide a
workflow items Manager link to training |
for each training videos

group Customer

• Training formats participants:
avoiloble: Implementation
Webinar, POC(s), Training
self-service via groups

pre-recorded
video.

self-service vie

written training
guides

Launch "Welcome to FMX!" Customer First value Launch FMX site

email is sent to all participants: CSM to ensure Commit to having
staff Implementation Customer has staff begin

POC{s). FMX started receiving submitting
Administrator{s) value from FMX requests
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Post-launch meeting

Process Steps Resources Commits & Commits &

deliverables deliverables

from FMX from

customer

One Month • introduction to FMX Participants: BR PowerPoint Attendance at

Post-Launch Account Customer Success One-Month

Manager Manager, Account Post-Launch

• Revisit the Manager Meeting
desired outcomes

stated during the Customer

Kickoff meeting Participants:
• Review product Implementation

modules POC(s). Process
• Identify new pain Owner(s)/Stakehol

points der{ s). FMX
• Set new goals Administrator(s)

and desired

outcomes

• Review new FMX

features

• Set regular
Business Review

cadence

Ongoing training and support resources
Upon completion of Implementation, FMX will assign o designated Account Manager for
your school district. This contact will be the main FMX delegate for your school district

throughout the lifetime of our relationship.

FMX offers a variety of training videos and support articles on our support center which can

be found on our website as well as by clicking the "Help and Updates" link on the FMX

application.

Additionally, ongoing training is included in the event the district requires additional training
for new staff or refresher training to ensure proper utilization of FMX.

FMX 30



844.664.4400 | support@gofmx.com | gofmx.com

Support availability and timing
FMX support is available Monday through Friday from 8 am to 6 pm ET. Contact options

include email (support@aofmx.coml and phone (844.644.4400). You con also schedule

remote meetings with your AM by contacting them at their direct line or email.
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Pricing
Pricing Proposal
Below you will find our pricing proposal for this RFP. Pricing is based on 95 licensed users

{70 technicians, 20 primary users and 5 administrators.)

Hosted Software Yearl Year 2 Years Year 4 Years

License Name

Maintenonce Requests. $52,800 $52,800 $52,800 $55,440 $58,212
PMs, Reporting

Total $52,800 $52,800 $52,800 $55,440 $58,212

Hardware Item Unit Cost

Barcode Scanning Gun N/A

Barcode Printer $0

*There is no barcode scanner needed. You can use your

smartphone or tablet

Total $0
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Other Cost

1 Description

Year 1 Year 2 Years Year 4 Year 5

Implementation and

Training

$26,400 $0 $0 $0 $0

Total $26,400 $0 $0 $0 $0

Bidder Contact Information:

Name: Ameshia Williams

Email: ameshia.williams@gofmx.com
Phone Number: (585) 705-7885

Company Website: www.qofmx.com
Company Name: FMX
Company Address: 800 Yard Street Columbus, Ohio 43212
DUNS; 079858910
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APPENDIX F - VENDOR RISK ASSESSMENT REPORT (VRAR)

VENDOR SYSTEM INFORMATION: Table 2.1 System Information

VENDOR Nome; Focllites Monogement express LLC.

SotutiofYSystem Nome: FMX

Service Modal: (e^ loaS, PobS, SoaS) SooS

FIPS PUB 199 System Security Level; (e.<). Moderate. Low) Low

Fully Operotionot as ol; Enter the dote (he system became luHy operationoL -. FMX was founded in November. 2012.

Number ol Cuttomert (StattfOthers): Enter of customers / • of other customers FMX has roughly 2000 customers

Deployment Model: Is the service 0 Publtc Cloud, Goverrtmertt-Only Cloud, Federal
Government-Only Yes. our service is a Put>lic Cloud deployment model

.  i 1 '
Cloud, or Other? If otiter. pleose describe.

We use Microsoft Azure as our cloud service provider ond nviintoin control of potches ond
chortges to our opplicotion ond dotobose service.

System Fur>ctiorxrilty; Briefly describe the functiorwllty of the system ocxl service being .
provided. . , '

FMX is 0 on easy to use ond configurable CMMS with modules to monoge work orders,
preventive maintenance, osseis. equipment FMX also hos comprehensive reporting so
ergonlzoliens con goiher octionoljle insights to sove lime, money, and mere.

Table 2.2 Leveraged Systems
Is this system leveragir>g an underlying provider? No, on FMX products ore developed by FMX. FMX does use Microsoft Azure os Ks CSP. . i

Table 2.2 Leveraged Systems

State what is beirtg leveroged or 'None* if
no service is leveraged or If tr^e VENDOR is
responsible for the entire stack. None i
Table 2-4. System Interconnections ■

Does the system connect to the Internet? Yes 1
Does the system conrtect to o corporotc or state infrastructureA>et%vor1c? No

Does the system connect to external systems? Possibly, depending on the customer's Ctrosen configurotior).

Coinp'ionce Topic ]
11 Doto at Rest. Authentication: Are only FIPS 140-2/-3 Validated or Notional
1 Security Agency (NSA)-Aporoved cryptogrophic modules used where

1  jcryptogropihv is required?

FMX does not specificolly follow FIPS but does follow SOC 2 controls, which ore bosed in
port of NIST controls. FMX's hoslirtg provider. Microsoft Azure does follow NIST SP 800
controls in odditlon to nwny other security controls.

2

2 Tronsmission, Remote Access; Are FIPS 140-2/-3 Volidoted or Notional Security
Agerrcy |NSA)-Approved cryptographic modules consistently used where
cryptography is required?

FMX does rtot specifically follow FIPS but does follow SOC 2 controls, which ore bosed in
port of NIST controls. FMX'S hosting provider. Microsoft Azure does foliow NIST SP 800
controls in oddition to many other security controls.

3 3 Con the VENDOR'S solution integrate with the State's 1AM solutlon(s)? FMX has on open API. more Oetoils con be provided upon request

4

4 Does the VENDOR utilize security boundoryfthreat protection devices to protect
the network, system, application._e,g., firewolls intrusion detection/ prevention
systems, end point protection etc.? (SC-7] (SI-3/SI-4|

Yes. the VENDOR uses security iMundorynhreot protection devices such as firewalls,
intrusion detectlort^revention systems, ond endpoint protection.

5

6

5 Can (he VENDOR consistently remediate High risk vulnerabilities within 30 days
and Medium risk vulnerabilities within 60 days? (SI-2)

6 Does the VENDOR artd system meet Federol Records Mortagemcnt
Requirements, including the ability to support record holds, Notional Archives and
Records Administration (NARA) requirements, ond Freedom of information Act
(FOIA) requirements?

Yes, our doto backup and retention policies comply with oil relevant legol ond reguloiory
requirements. Including HIPAA. NARA. ond FOIA.

7 Does the VENDOR store, process or transmit State data only in the continental
US ond is thot data bocked up in only US locations? ,

Yes. oH doto is stored and bocked up within the US and erxrypted ot rest in geographically
redundont iocotiorts.

8

8 Does the VENDOR hove o process to securely dispose of State doto from its
systems upon request (hot is in occordonce with the Notiorsol Institute lor

Stondords or>d Techrtology (NIST) Speciol Publication 600-88 revision I and will
provide (0 the State o ceflifKoie of data destruction? [MP-6|

FMX does not specificolly follow FIPS but does follow SOC 2 controls, which ore based in
por. of NIST controls. FMX's hosting provider. Microsoft Azure does follow NIST SP 800
controls in oddition to many other security controls. We win provide the State o certiflcole of
dole deletion if requested. Doto descuuctlon is obfoscoted from us ond mottoged by
Microsoft Azure.

9

10

9 All operatir>g systems (OS) AND major opplicotion software components (e.g.
Microsoft SOL Apache Tonxot. Oracle Weblogic, etc.), must NOT be post N-1.
Applications which ore not operating on the most recent plotfoim MUST hove o
roodmop to upgrade with o Stote opproved timeline. Does the application support
the N-1 requirement? The OS layer of our opplicotion is morsoged via Microsoft Azure

Does the vendor hove o current 3rd party ottestolion certification and is it reguldrty
renewed? The Stote desires on Independent 3r(l porty onestotion (e.g.. FedRAMP,
StoleRAMP, SOC 2 Type 2, ISO 27001, or HfTRUST) prior to contract oword for
systems contoining Restricted/Highly Restricted doto. Note: SooS vendors covered
OS port of the loo^aoS assessments. |CA-7. RA-3. SA-9tconnot use laaS/PooS
certiftcotion unless tftc opplicatlon is explicitly Yes, our company has undergone a SOC 2 Type I and is actively pursulrtg o SOC 2 Type 2.

11

Does the VENDOR'S staff hove opprapriate bockgrourtd checks for unprivileged
artd privileged occess and occounis occordir>g to Federal and/or Stole
Restricted/Highly Restricted regulations ond procedures for titose systems thot
require it? [AC-2. PS-3)

Yes. the VENDORS staff undergoes opproprlote bockground checks for unprivileged ond !
privileged occess. in occordonce with Federol ondtor State regulotions ar>d procedures. !

TabJc 3'2a. Data at Rest & Authentication

1  'DoIo 01 Rest ISC-28]: FIPS 140-2 Volidoted?; NSA Approved?

FMX does'not specifically follow FIPS but does follow SOC 2 controls, which ore bosed in 1
port of NIST controls. FMX's hosting provider. Microsoft Azure does follow NIST SP 800 j
controls In addition to mony other security controls.

i
2  lAuthcnlicotion [IA-5, IA-7]: FIPS 140-2 Volidoted?: NSA Approved?

FMX does r>ot specifically fellow FIPS but does follow SOC 2 controls, which ore bosed in ,
port of NIST controls. FMX's hostirrg provider. Microsoft Azure does follow NIST SP 800 ,
controls in oddition to mony other security controls. [

Tob/e 3'2b. Transport Encryption
1

iTronsmission (SC-8 (1), SC-12. SC-12 (2. 3)): FIPS 140-2 Voiidoted?: NSA
I  1 i Approve?

FMX does not specifically follew FIPS but does follow SOC 2 controls, which ore i>osed in [
port of NIST controls. FMX's hostirrg provider. Mkiosoft Azure does follow NIST SP 800
controls in oddition to mony other security controls. '

1  ̂

i  2 IRemote Access (AC-17 (2)1; FIPS 140-2 Volidoted?: NSA Approved?
FMX does not specificolly follow FiPS but does foHow SOC 2 controls, whkh ore txised in '
port of NIST controls. FMX's hosllrtg provider, Microsoft Azure does follow NIST SP 8120 1
controls in oddition to mony other security controls. |

Table 3-4. Identification and Autheiiticab'oii. Authorization, and Access Control

'Does the system uniquely Identify ond oulhorize orgonizotionol users <or processes
!octing on behalf of orgonizotionol usersi in o manner ihot connoi be repudioied,

I  ' ond which sulfkienUy reduces the risk ol impersonation? [IA-2, IA-4)
Yes. the system uniquely identifies ortd authorizes orgcruzotjonal users in o woy that i
reduces the risk of impersonotion.



' 2 Oo«t Che system require muhl-factor authentlcotion (MFA) for odmirristtotive
2  occountt ond (unctions? |IA-2. IA-2 (1). IA-2 (2))

Yes. MFA con be required for oil administrative (Kcounis and functions, inctudrng remote {
occess for third-porties vio the use of SSO integrotion. |

■

3  ; 3 is rofe-based occess used, monoged. and monitored? [lA-4, iA-5]

, 4 Does the system restrict rran-authoriied personnel's occeSS to resources? (AC-6.
4  .AC-6(11, AC-6(2H

Yes. role-based access is used, monoged. ond monitored through structured rules and '
odditional security controls.

Yes. the system restricts non-outhorized personnel's cKcess to resources tfvough occess
controls ond procedures.

' S Does the system restrict non-privileged users from performing privileged
5  'function? [AC-6. AC-6 (1). AC-6 {21. AC-6 (10)]

Yes. the system restricts non-privileged users from performing privileged functions through
user access and role rewews.

6  ;6 Does the system ensure secure seporatiort of Customer doto? (SC-4)
Yes. custonser data is securely separated and managed in accordance with relevant
regulations ond customer agreements.

17 Does the system ensure secure seporotion of customer processing
7  'environments? (SC-2|

la Does the system restrict occess of odmirustroiive personnel ino woy thot limits
the capability of individuals to compromise the security of the information system?

8  1|AC-21

Yes. our system ensures secure separation of customer processing environments through
strict segregation and approvol processes-

Yes. access controls for odministiative personnel ore based on granular permissions and [
odditional security controls. '

|9 Does the remote access capability irKhide VENDOR-defined ar%d implemented

9  ! usoqe restrictions, configurcnion guidance. arKf authorizotlon procedure? (AC-17|
Yes. the remote access capability must adhere to VENDOR-defined restrictions,
configuration guidonce. and authorization procedures.

110 How will the State's possword policy be enforced? Stole requires minimum 14-

Uhoroctet complex passwords (Upper. Lower. Special Chorocter & Numerical) |1A-
10 15] The State can enforce their password controls via SSO integration.

Tobfc 3'5. Audit, A'crting, Malwarc. and Incident Response I
' Does the system hove the capobility to delect, contoin. and eradicate malicious

1  softwore? |St-31

Yes. the system has the copobility to detect contoin. ond erodicote malkious software 1
through onti-molwore protections and threat detection and response software. [

12 Does the system store audit data in o tomper-resistont monner which meets
2  ' chain of custody and ony e-discovery requirements? [AU-4. AU-9]

Yes. our system stores oudit doto in o tomper-resistont manner ond meets chain of custody >
and e-discovery requirements. 1

; 3 Does the VENDOR hove the capability ta detect urrouthorized or riKilicious use of
'tfte system. ir«cluding insider threot ond exlemoi intrusions? [$i-4. SI-4 (4). SI-4 (5).

3  |si-7.Si-7{7)l

[

Yes. tlic vendor has the capability to detect unauthorized or malicious use of the system
through automated monitoring ond security personnel.

4  14 Does the VENDOR log ond monitor occess 10 the system? (Si-4)
Yes. the system logs and monitors tKcess by specific users. doteAime. and originoting
iP/device for security purposes.

15 Does the VENDOR hove an Irtcident Response Plan and a fully developed
5  llrKident Response test plan? [iR-3, IR-S]

Yes. Facilities Management Express has a formal incident response plan that is reviewed,
tested, and documented annually.

,6 Does the VENDOR hove a plan and capability to perform security code orrolysis
;ond assess code for security flovrs. os well as identify, track, and remediate

6  isecurityf)aws?|SA-ll)
Yes. the vendor performs security code analysis and utilizes vorious tools to identify and '
remediato security flaws. I

17 Does the VENDOR implement automoted mechonisms for incident hondiing and
7  |reporting?(IR.4.IR-4(l).IR.61

Yes. the VENDOR implements automated mechonisms for incident handling ond reporting I
through qualified engineers and on incident response team. |

>8 Does the VENDOR retain online audit records for at least 90doys to provide
'Support for ofter-the-foct mvestigotionsof security incidents and offline for at least
'one year to meet regulatory and orgonizotionoi information retention

8  requirements? |AU-li|

Yes. the vendor retains online audit records lor ot least 90 days ond offline for at least one 1
yeor. i

|9 Does the VENDOR hove the capobility to notify customers and regulators of
'confirmed incidents in a timefrome consistent withal legal, regulatory, or
Icaniroctual obligotions? The State of NH's requirement for security breach

9  'reporting is 24 hrs. of incident confirmation, [IR-6]
Yes. the vendor has the capabiiity to notify customers and regulators within 24 hours of '
confirmed incidonts. as required by Slate of NH.

110 If the VENDOR'S solution provides email 'send os* copobiiities. does it support
10 lOMARCondOKIMforemoiiprotectian? Yes. tfie VENDORS solution supports DMARC and DKiM for emoil protection. |
Table 3-6. Contingency Planning and Disaster Recovery 1

1 Does the VENDOR have the capability to recover the system to o known and
ifunctionoi State folowing an outage, breach. DoS aitock.ot disaster? [CP-2. CP-9.

1  'CP-lOj

2 Does the VENDOR hove o ConlingerKy Plan and a fully developed Contingency
' Plan test plan in accordance with Statewide information Security Manual? [CP-2.

1  ;cp-4]

Yes. the VENDOR hos a disaster recovery plan and conducts an annual test to ensure !
conbnuity of information security.

Yes. however the Statewide information Security Manual was not used as O refererKe lor <
this plon. 1

3  3 Does the system hove ahcmote storoge and processing fociiities? [CP-6. CP-7]

,

4  • 4 Does the system hove or use olternctc lelecommunicotions providers? [CP-8|

Yes. the system has alternate storage and processing fociiities to meet Facilities 1
Management Express requirements for dato protection. 1

the customer has sole control over internet connectivity and is responsible for proper *
functioning of the system. i

5  5 Does the system hove backup power gcnerotion or other redundancy? (PE-11)
This aspect of the service is monoged by Microsoft Azure which does hove these '
copobitities

, 6 Does the VENDOR hove service level agreements (SLAs) in place with o9
6  I telecommunications providers? [CP-6]

(he customer has sole control over internet connectivity and is responsible lor proper
functioning of the system. i

Table 3-7. Configuration and Risk Management
. Does the VENDOR mointain a current complete, and accurate baseline

1  . configuration of the informotion system? [CM-2)

' 2 Docs the VENDOR maintain o current, complete, ond occurote inventory of the
2  1 information system softwore. hordwore. and network components? [CM-S]

Yes. the VENDOR mointoins o current, complete, and accurate baseline canfrguration of the
information system through regular reviews and updates. I

Yes. the vendor maintains an up-to-dote inventory of all software, hordwore. and network

components in our information system.

3  ' 3 Does the VENDOR have a Configurotion Monagement Plan? |CM-9] No

' Does the VENDOR foOow o formal chonge control process that includes a security
4  impoct assessment? [CM-3. CM-4. CM-4 (2)|

Yes. our formal change control process includes a security impact ossessment for oil
chtviges before they are moved to production.

15 Does the VENDOR employ automated mechanisms to detect inventory ond
5  configurotion chonges? [CM-2. CM-2 (2). CM-6. CM-8)

6  j€ Does the VENDOR prevent unouthorized changes to the system? [CM-51
; 7 Does the VENDOR establish configurotion settings for products employed tfiot
reflect the most restrictive rnode consistent with aperotionai requirements? [CM-6.

7  CM-71

Yes. the VENDOR employs automated mechanisms to detect inventory and configurollon
Choisges through regular vulnerability monitoring and seil-repoirAiierting of critrcoi files.

Yes. all changes must comply with Change Manogement procedures and ore only ^ ;performed by outftorized personnel. ^
1

Yes

Does the VENDOR ensure tlKit checklists for configurotion settings ore Sccunty
Content Automot'ian Protocol (SCAP)-volidated or SCAP-compatibie (if volidated

;  8 checklists ore not available)? (CM-6) No

Does the VENDOR perform authenticated operoling system/ infrastructure, web.
1  9 'and datobose vulnerobility scons at leost monifdy. asapplicoble? [RA-S. RA-5 (5)) Yes



110 Oo«s tne ViNDOR demonstrote tn« capaMity to remodiote Hign risk
, vulnerabilities within 30doys end Moderate risk vulnerabilities within 60 days?

10 'IRA-5. SI-2]

1 Describe how the Vendor validated that the VENDOR remediates High
1 vulnerabilities within 30doys and Moderate vulnerabilities within 60 days.

Yes

Reporting on past tickets

111 When a high-risk vulrterobility is identifled os port of continuous monitoring
'octivities. does the VENDOR consistently check oudii logs (or evidence of

11 .exploitation? [RA-5]

1

Yes. the vendor consistently checks audit logs for evidence of exploitation through 1
automated monitoring orxl monuol review, 1

' 12 Does the VENDOR hove o Supply Chain Risk Monogement (SCRM) plon and
I processes to identify and oddress weoknesses or deficiencies in the supply choin

13 ; elements ond processes of information systems?

1

Not opplkable. FMX does rtot require supplies to be regularly operatiorwi. |
foWe 3-8. Doto Center Sccurrty

Does the VENDOR restrict physlcol system occess to only authorized personnel?
1  (PE-2 through RE-6. RE-6] This ospect is hortdled by Microsoft Azure and is part of their service

2 Does the VENDOR monitor and log physical occess to the Informotion system,
2  ; ond mointoln occeSS records? [PE-6, RE-S] This ospect is handled by Microsoft Azure and is port of their service i

[3 Does the VENDOR monitor and respond to physlcol intrusion olorms and
3  tsurveillonce equipment? (PE-6. PE-6 (1)1 This ospect is hortdled try Microsoft Azure ond is port of their service ;

Table 3-9. PoWc/es ond Procedures

Pletise refer to httn«'/rtn]«t gnfmv mm/ far tpwifif<. 1

Table 3-11. Security Awareness Training
1 Does the VENDOR train personnel or^ security asworeness artd role-based security Yes, the VENDOR provides training for security ovrareness or>d role-based security 1

1  {responsibilities? (AT-2| responsibilities to personnel. I

Table 3-13. Change Management

1 Does the VENDOR'S change mortagement copobility include a fully functioning
1  1 Change Control Boord iCCBj?

Yes. our change monogement process includes outhorizotion. impoct analysis, testing, and
vokdation before chonges are moved to production. Our documented process includes
pkmnirtg, tcstirtg. approval, communication, ond remediation measures.

i 2 Does the VENDOR hove ond use development ondAw test environments to verify
1  1 chonges before implementing them In the production environment?

Yes, we hove established ond followed softwore testing processes in a production-like 1
environment before promoting changes to production. |

TobJe 3-14. Vendor Dcpcndcneics and Agreements 1

i Does the system hove ony deper>dencles on other vendors such as o leveraged
1 service offering, hypervisor ond operating system patches, physkol Security ortdAir

1  ; software and hordware support? Yes. Microsoft Azure

' 2 Within the system, ore all products still actively supported by their respective
2  1 vendors? Yes

13 Does the VENDOR hove o formol ogreement with o vertdor, such as for
3  1 mointertonce of o leveroged service offerirtg? Yes 1

Table 3-17 Continuous Monitoring Capabilities i
{Does the VENDOR hove a lifecycle monogement plon Ihot ensures products ore

1  1 updated before they reach the end of their vendor Support period?

2  ' 2 Does the VENDOR iKive the obHity to scan all hosts In the inventory?

Yes. our lifecycle management plon ensures timely updates and monitoring of vertdor 1
support periods for oil products.

Yes ~ ~ " .1
13 Does the VENDOR hove the ability to provide scon files in o structure data

3  ;format. such OS CSV. XML files?
]

EMX does not Shore the results of scons to limit the surfcKe area of attack ,

1 d Is the VENDOR property maintaining their Plon of Actions and Milestones
' (POAjiM). includir>g timely, accurate, and complete inforoKition entries for new

4  1 scon findings, vendor checV-lns. and Closure of POA&M Items?

1

1

FMX mointoins o risk assessment and mitigotion plan os port of its SOC 2 compKonce i

Appendix 0: Application Requirements

GENERAL SPECIFICATIONS

Ability to access data using open startdards access protocol (please specify
1  supported versions in the comments field). Yes j
loalo is ovailoble In commonly used forritot over which rvo entity hos exclusive
[Control, with the exception of Nationol or Internotiortal stortdords. Data is r>ot

2  1 subject to any copyright, patent, trademark or other trode secret regulotion.
>Web-bosedcompotible ar>d in conformonce with the foliowing W3C standards:

3  'HTML5.CSS 2.1.XML 1.1

Yes

Yes

APPLICATION SECURITY 1

'verify the identity or outhenticate oNof the system client applications before
allowing use of the system to prevent occess to inappropriate Or conlidentiol data

1  or services.

Verify the identity and authenticate all of the
system's human users before aUowirtg them to use
' its capabilities to prevent occess to inappropriate or

2  : confidontiol data or services.

3  Enforce unique user rtomes.

I

Yes

_  . . . ,

Yes

1 Enforce complex posswords for Administrator
1 Accounts in accordance with OolTs statewide User

4  j Account orrd Possword Policy.

1

Yes. complex passwords are enforced via SSO inteqraiion '

[Enforce the use of complex passwords for general
1 users using capital letters, numbers ond special
choiocters in occordorKe with Dorrs statewide

5 User Account and Possword Policy.

1

Yes complex passwords ore enforced vio SSO integration [

' Encrypt poSSwordS in tronsmission and at rest
6  'within the dotobose. Yes

'  Establish obility to expire posswords ofter a
[  definite period of tirrre in occordonce with DolT's
1  7 , stoiewide User Account and Password Policy, Yes. complex posswords ore enforced vio SSO integration

Provide the ability to limit the number of people
1  6 .that can grant or chongeauthorizations. Yes '
;  Establish ability to enforce session timeouts during
1  9 periods of inoctrvity.

1  The application sftall rtot store outheniication
10 credemiols or sensitive data in its code.

Yes. session tirrteouts can be enforced via SSO integration '

Yes



jkog an attempted occesses that foil identifkolion.
11 [outhenlkotion artdouthorization requirements. Yes. oitempted access logs con be enforced via SSO integration <

; The applkotion shol log ol (Ktivilies to ocenlrol

[server to prevent porties to appikation cronsoctions
12 f from denying that they hove token ploce. Yes

13 ;AI logs must be kept for (90 days). Yes

iTheopplkatien must olew a humon user to
; expUcitty termiriate a session. No remiionts of the

14 ' prioi session should then rerrioin. Yes

! Do net use Software and System Servkes for
15 'onythirigotherthanlheYOredesignedfor.

1
Yes

{The opplkotion Doto shoH be protected from
16 1 unouthorized use when ot rest.

Yes. dota Is protected at rest through encryption using AES 256 orxl occess Is restriaed to i
outhorized roles. !

The opplkolion shoD Iteep any sensitive Data or
{communkotions private from unauthorized

17 ' iridividuals and progroms.

1 Subsequent applicolion erthancements or upgrades
18 ' shell rtot remove or degrade security requirements.

i
i

-  j

Yes

' Utilize chatige mortogemenl documentation ond
19 1 procedures. Yes

, Web Servkes: The service provider shed use Web
1 services exclusively to interface with the Stote's

I 20 f data in rwor rtd llm« wh«n possiblt.

APPLICATION SECURirr TESTING

I Al eemponcntt ol th« Softwort shcill b* reviewed

and tested to ensure they protect the State's wed
1  site and its related Data assets.

I Yes

[The Vendor shall be responsible for providing
idocumentoiion of security testing, as appropriate.
iTests shell focus on the technical, administrative

lortd physical security controls that have been
'designed into the System architecture in order to
provide the rtecessary confldentiolity. integrity ortd

I avoilabiliTy.

{Provide evidence that Supports the fact thot
I Identification and Authentication testirtg has l>een
recently accomplished: supports obtaining
' information about those parties attempting to log
.onto 0 system or oppVcatlen for security purposes
and the valtdotion of users.

Test for Access Control: supports the marsogement
of permissions for loggirrg onto o computer or
network.

Test for erKryption: supports the erKOding of doto
' for security purposes, attd for the ability to access

5  ' the d«a in o decrypted format from required tools.

I Test the Intrusion Detection: supports the detection
6  I of IQegol entrance into o Computer system.

. Test the VerifKotion feature: supports the
I confirmation of outhonty to enter o computer
• system, opplicatioo or r^etwork.
I Test the User Managentent feature: supports the
I odministrotion of computer, opplicalion and
lisetwork occounts within on orgonizatiart.

Test ftole/Privilege Monogement: supports the
< granting of abilities to users or groups of users of a
'computer, application or networic

Test Audit Trail Capture oiwf Artolysis: supports
< the identification ortd mortitorirtg of activities
, within on applicotion or systenu

15

' Test Input Validation: ensures the oppKcatlon is

protected from buffer overflow, cross-site
' scripting. SQL injection, and unouthorized access
[of files ortdAH directories on the server.

I For web oppilcotions. ensure the oppfKotion has
been tested ortd horoened to prevent critkol

lOpplicatian security Haws. I At a minimum, the
opplicatian shol be tested ogoinst ol flows

I outlined In the Open Web Applicatian Security
1 Project (OWASP) Top Ten
I (hRpJVrwwowaspor^ndex.php/OWASP.Top,
•TenJ*roiect|.
' Provide the Sttite with validation of 3rd party
security reviews performed on the opplication ond
system ertviiorwnenL The review moy include a

cambirwtion of vulnerability scanning, perpetration
'testing, stalk artdysis of the source code. ar>d
:expert code review (please specify proposed
n«t_hodolo^ in the comments field).

I Prior to the System being moved into production.
I the Vendor shell provide results of oil security
:testir>g to the Deportment of Information
! Technology for review ortd acceptance.

'Verxlor shod provide documented procedure for

migrating application modificalions from the User
Acceptac^e Test Environment to the Production

; Environment.

lYes. regular security reviews arid odhererKe to OWASP top 10 ore used to mitigote
common web oppKcation vulfierabilities.

'Yes. we perform third-porty security reviews using o combination of virinerabiUty sconning,
' penetration testing, orid code otiolysis tools. Pleose see lrusl.oofmx.com

Pieose see irust.gofmxxom

Pleose see trustgofrruccom

STANDARD TESTING



1 The Vendor must te$t the software and the system
[using an iitdustry standord end State approved

1  [ testing methodology.

1 The Vendor must perform appllcotion stress
2  {testirtg ond tuning.

Please see ifust gnfmvfom for the stondords FMX follows

Yes

1 The Vendor must provide documented procedure
|for how to symc Production with o speciHc testing

3  'envirorunent. Not opplicoble

IThe vendor must define and lest disosier recovery
4  [procedures.

Yes, our disoster recovery plan is tested annually and includes testing of bockup restoration
processes ond continuity of information security, Pleose see trust,aofmx.com

OPERATIONS

1

Vertdor sholl provide on ANSI/TIA-942 Tier 3

Data Center or equivolent. A tier 3 doto center
requires 1) Multiple indepertdent distribution polhs
servirtg the IT equipment, 2) All IT equipment
must be dual-powered ond fully compatible with
the topology of o site's orchitecture ond
3)Cottcurrently molntoinoble site infrastructure
with expected availability of 99,982%, FMX uses Microsoft Azure for hosting

2

Vendor thoH moinloin o secure hosting
environment providing oH necessory hordwore,
softwore, orxt Internet t>ondwidth to monoge the
oppllcalion orKl support users with permission
Ixtsed logins, FMX uses Microsoft Azure lor hosting

'The Ooto Center must be physically secured -
restricted occess to the site to personnel with
Iconlrols such OS biometric. bodge, ond others
jsecurity solutions. Policies for granting occess
imust be in place ond followed. Access shol only
Ibe gronted to those with o need to perform tasks in

3  , the Ooto Center, FMX uses Microsoft Azure for hosting

4

Vertdor shoH instoll ortd update oH server patches,

updotes, or>d other utilities v/ilhin 60 days ol
releose from the monufocturer. FMX uses Microsoft Azure for hosting i

5

Vertdor sholl monitor System, security, and
opplicotion logs. Yes

6

7

Vertdor sftoll mortoge the sharing of data resources.

Vendor sholl monoge doily backups, off-site doto
storoge. and restore opcrotions.

Yes

Yes

8  [The Vendor shall monitor physical hardware, FMX uses Microsoft Azure for hosting j

[Remote access shoB be customized to the Stote's
1 business applicotioa In instortces where the State
1 requires occess to the application or server
[resources not In the OMZ. the Vendor sholl

1 provide remote desktop connection to the server
1 through secure protocols such as a Virtual Private

9 Network (VPN).

1

1

,

Not opplicoble 1

|The Vendor shall report ony b«eoch In security in
jconformonce with State el NH RSA 359-C:20.
1 Any person engoged in irode or commerce that is
j sub)ect to RSA 356-At3,1 sholl olso rtotify the
! regulator which has primary regulotory outhority
1 over such trade or commerce, AH other persons
sholl notify the New Hampshire attorttey general's

10 ioffice. Yes

DISASTER RECOVERY

1 Vendor sholl hove documented disaster recovery
1 plons thot oddress the recovery of lost State data as
1 well OS their own. Systems shall be architected to

I  [meet the deflrted recovery needs.

1
Yes Our ORP is tested onnuolly ond irKludes bockup restorotion processes ond continuity |

1
'The disoster recovery plon sholl identify
1 oppropriote methods lor procuring odditional
'hordwore in the event of o component foifure. In
'most instances, systems shall offer o level of
Iredundoncy so the loss of o drive or power supply
{Will not be sufficient to termirtote services
[however, these failed components will hove to be

2  [replaced,

1

Not opplicoble

[vendor shoH odhere too defined and documented
3  [back-up schedule and procedure. Yes

[Back-up copies of doto ore mode for the purpose of
Ifocilltating o restore of the doto in the event of doto

4  [lessor System failure.
i

Yes 1

[ Scheduled bockups of oil servers must be
icompleted regukirty. The minimum occeptoble
, frequency is differentiol backup dolly, ortd

5  Icomplele bockupweetdy,

1 Topes or other bock-up mcdio topes must be
1 securely tronsferred from the site to onother secure
j locotion to ovoid complete doto loss with the loss

6  J of 0 facility.

j
Yes, bockups are taken daily and weekly for an servers, with odditionol hourly bockups for '
SQL servers, j

i
1

Yes :



lOoto 'Movery-ln the event thot recovery bock to
1 the lost twckup Is not sufficient to recover State
\ Doto. the Vendor sholl employ the use of dotobose
1 logs in oddllion to bockup medio In the restorotion

{of the dotobosefs) to afford o much closer to reol-
1 time recovery. To do this, logs must be moved off

1 tfte volurrte contalnirtg the database with a
7 frequency to motch the business rteeds.

!

Not oppllcable 1
HOSTING SECURITY

iThe Vendor shall employ security measures ensure
1  '■  thot the State's oppUcation and doto Is protected. Yes

If Stote data Is hosted on multiple servers, doto
'exchortges l>etween and amortg servers must l>e

2  : encrypted. Yes

[ah servers and devices must hovecurrentty-
1 Supported ond hardened operoting systems, the

i latest onti-virol. onti-hocker. anti-spam, onti-
j spywore, and anti-molware utilities. The
environment, as a whole, sholl hove oggressrve

3  i intrusion-detection and flrewoH protection. FMX uses Microsoft Azure tor hostirrq '
lAII components of the infrastructure sholl be
;reviewed artd tested to ensure they protect the
IStoie's hardware, softwore, or>d its related data
[assets. Tests shot focus on the technical,
[administrative and physical security controls that
jlvove been designed into the System architecture in
, order to provide confidentiality. Integrity and

4  lovaikibilitv. Yes

[The Vendor sholl ensure Its complete cooperation
[with the Stote's Chief Information Officer In the
.detection of ony security vulneroblllty of the

5  : hosllrtg infrastructure.
1

Yes

;The Vendor sholl outhorize the State to perform
Ischeduled ortd random security audits. Irtcludlng
[vulnerability assessments, of the Vendor' hosting

6  , Infrastructure ond/or tf<e opplication upon request.
1AB servers aixf devices must hove event loggirtg
' enabled. Logs must l>e protected with access
[ limited to only outhorized administrators. Logs
' sholl Include System, Application, Web and

7  'Ootabaselogs,
'Operating Systems (OS) ortd Databases (06) shall
Ibe built ond hardened in accordonce with

8  [guidelines set forth by CIS, NIST or NSA.
[The Vendor shall notify the State's Project
j Manager of ony security bteoches within two |2)

1  1 hours of the time that the Vendor learns of their
!  9 [occurrerKe,

Yes, so long as these audits do r«jt interfere with FMX's normol business operations j

1

Yes j
1

Yes

while FMX olms to inform customers of breaches as soon as possible, 2 hours is '
Insufficient time for FMX to understand the impoct of o breoch if one were to occur ond j
provide a recommendotion. FMX will agree to a notification within 24 hours. 1

The Vendor sholl be solely lioble for costs
.associated with arty breach of State doto housed at
their locatlonts) Including but not limited to

[notiricotion artd any domoges assessed by the
10 [courts.

1

Please review FMX's Terms ond CortdltionsQttoched '
SERVICE LEVEL AGREEMENT

-

[The Vervdor's System support ond mointenorKe
; sholl commence upon the Effective Date ond
extend through the end of the Controct term, ond

1  any extensions thereof. Yes

|The vendor shall ntolntain the hardwore and
.Software In accordance with the specifications,
1 terms, and requirements of the Contract, including

2  I providing, upgrodes ond fixes as required. Yes. however. Microsoft Azure win mointoin the hordwore.
J The vertdor sholl repair or replace the hordwore or
; software, or any portion thereof, so that the System
[operates In accordance with tfte Specificotions,

3  1 terms, ond requirements of the Contract. Yes, however. Microsoft Azure will malntoln tfte hordwore.

IaII ftordwore and software components of the
Vertdor ftostlng Infrostructure shall be fully

[supported by their respective manufacturers ot on
^ times, AB critical potcftes for operoting systems.
; dotobases. web services, etc- shall be applied
[ within sixty (60) doys of release by their respective

4  imonufocturers. Yes, however, Microsoft Azure win mointoin the hordwore.

1 The Stme shall ftave unlimited occess, via phone or
Email, to ttve Vendor technicol Support stoff ony

5  ' lime of day, seven doys per week.
No, FMX's support phone support ftours ore from SAM to 6PM EST. The State may email in
requests at any time.



I Th« Vendor shol conform (o the tpecifie
' deficteney dots at described: o Oott A
i Deficiency - Softwore • Critical, does net alow
' System to operote, no work oround. demands
' immediate oction: VWitten Documentation •

{missing significont portions of information or
I unintelligible to State: Non Softwore - Services
'were inodequote and require re*performance of the
' Service.

< 0 Clots 6 OefKiency - Software • important,
does not stop operotion and/or there is o work

.around artd user con perform tasks; Written
, Oocumentotion - portions of information ore
' missing but not enough to make Ifie document
. uninte^ibie: Non So^ore - Services were
I

^deficient, require reworking, but do not require re-
performance of tfie Service.

0 Clots C Deficiency • Softwore - minimol.
cosmetic in noture, minimal effect on System, low
priority ondtor user can use System; Written

Documeniotion • minimal cftonges required and of
' minor editirsg nature: Non Softwore - Services
1 require only mir^r reworkirtg and do not require
, re-performonce of the Service.

No, FMX ftos five defect levels; Cnticol, High. Medium. Ldw, ottd Very Low. Critical
represents on availobiltty or intrusion event ond is addressed immediately by at hands
Hi^ represents the inobility for multiple FMX customers to operote standard workflows.
Medium represenu the inability of one FMX customer to operote stondord workflows or
mi.«iple FMX Customers being only oble to operote stondard workflows vio o workoround.
Low represents the inobility of one or more FMX customers being unoble to operate non-
stondord workflows. Very Low represents o low defect thot is discovered interno«y but not
yet reported l>y a customer.

:  7

;  8

; As port of the mointertatKe ogreemenL ongoing
I support issues shell be responded to occording to
' the folowing:

> o. Closs A Deficiencies ■ The Vendor shol hove

J ovoiloble to the Stote on-cc0 telepftone ossistoncc.
. with issue crockirtg ovoilable to the Stote. eight (8]
hours per doy ond frve (5) days o week with on
iemcil/telephone response within two (2) hours of

I request or tfie Vendor sholl provide support on-
' site or vrith remote diogrtoslic Services, within four

|4) business ftours of o request
; b. Class B & C OeftcterKies -The State shofl

notify tfie Vendor of such Defkierscies during
; regular business hours and the Vertdor shoH
[respond back within four (4) hours of notification

I of planned corrective octior^: The Vendor shol
I repoir or replace Software, and provide
' mointenance of the Software in occordonce with

tfie Specificationt, Terms orsd Requirements of tfte
Contract

The hosting server for the State stiafl be ovailable
.twenty-four (24| hours a day. 7 doys o week except
'lor during scheduled mointenonce.

IA regularly scheduled mointenonce window shall
I l>e identified (such as weekly, monthly, or
] quarterly) at which lime al relevont server poicltes
|ond opplicotion upgrodes shoB beopplied.

If The Vendor is unoble to meet tf>e uptime
requirement, The Vendor sfkd Credit State's

{occourtt in on omount based upon the folowing
i formulo: (Total Contract Item Pric^65) x
[Number of Days Coniroct Item Not Provided. The
[Stote must request this credit in wtiling.

[ The Vendor sholl use o cftonge monogement policy
< lor notificotion and tracking of Chonge requests os
. wet OS cnticol outoges.

IA cntkol outoge will be designoted when o
[business furtction connot be met by a
, rtonperforming opplicotion or>d there is no work

12 ; oround to the problem.

The Vertdor shol maintain a record of the

'activities related to repair or mointenonce octKHties
I performed for the State and shol report quarterly
on the following: Server up-time: Ail chorsge
.requests implemented, including operoting system
Ipolches: All criiicol outoges reported Including
'octuol issue ond resolution; Number of deficiencies
'reported by class wrlih initiol response time os wet

13 ' OS time to dose.

' The Vendor wiB give two-business days prior
I nolifKOtion to the Slote Project MorKiger of oi
cfrangesAjpdotes ond provide the Stote with

14 boining due to the upgtodes end Chonges.

No, critkal defects ore resolved within minutes or hours. High priority defects are resolved
either Same doy or 1-2 business days. Medium priority delects ore resolved between 1-5
business doys. Low priority defects ore resolved between 1-14 business doys. Very low
prioriTy defects ore rKH un^ SLA.

No. FMX wlB commit to o 995* uptime meosured yeorly. No softwore solulion is without
(downtime.

FMX win commit to o 99.9% uptime, meoiured yeorty. This is oquokvotent to 364.5 doys ct
uptime. If FMX foRs short of this number, FMX win comply with the Slote's uptime credit
policy.

Yes

No, FMX hos five defect levels: Critkal. High, Medium, Low, and Very Low. Criticol
represents on ovodobility or intrusion event or>d is oddressed irrvnediotefy by ol honds.
High represents the inobililY for multiple FMX customers to operate Storidord workflows.
Medkim represents the irrabitlty of one FMX customer to operate stondord workflows or
multiple FMX customers being only oble to operate itor>dord workflows via o workaround.
Low represents the irtobillty of one or more FMX customers being unable to Operote non-
stondord workflows. Very Low represents o low defect thot is discovered internally but not
yet reported by a customer.

No. tfus interferes with FMX's normal busir>ess operations.

1 SUPPORTS MAINTBNANCE REQUIREMENTS
-- - -

1  'The Vendor's System support or>d mointenance
'shall commence upon the Effective Dote and

'  ,exter>d through the end of the Contract term, and
1  any extensions tftereof,

1

Ives 1
, Moinloin the hortfwore and Softwore in occordOnce

^  ' with the Specifkotions. terms. ar.d reqixremenis of
'  the Controct. includitsg providing, upgrodes orKl
{  2 fixes OS required.

i

lYes 1



' Repair Softwore, or ar>y portion thcr«0<. to thot
; the Syttem operates in occordorKe with the
: Specirications. terms, ond requiremerKs oi the
iConttoct.

I  6

> The State shofl have unlimited oceess. via phone or
[Ensoil, to the Vendor technical support staff
Ibetween the hours of 7:30am to S:00p<n- MorKlay
I through Fridoy EST,

I The Vendor response time for support shall
conform to the specific deAciency class as
' described below or as ogreed to by the parties:
10 Class A Deficiency • Software - Crtticd.
' does not aflow System to operate, no work oround.
' demortds immediate action; Written
|Documentation - missing significant portions of
[information or urtintelligible to Stote: Non
[Software ■ Services were inodequote ond require
re-performorKe of the Service.
0 Class B Deficiency - Softwore • important,
does not stop operotion and/br there is o work
around and user eon perform tasks: Written

Documenlotion - portions of inforrTtation ore
missing but not ertough to moke the Oocurrtenl
luninte^ible: Non Softwore • Services were

[deficient, require reworking, but do rtot require re-
1 performonce of the Service.

'o Closs C Oeficiertcy - Software • minimol,
' cosmetic in rtoturc. mirumai effect on System, low

^ priority ondfer user can use System; Written
I Oocumentotion - ntinlmol chortges required ortd of
[minor editing noture: Non Software - Services
[require only minor reworking ortd do not require
[re-performorKe of the Service.

fThe Vertdor shol moke ovoiloble to the Stote the
ikitesi progrom updotes, general mointenorKe

■ releoses. selected furxtionality releoses. potches,
, ond Oocumentotion thot ore gerteroly offered to its
customers, at rw additional cost

No, FMX hos five defect levels: Criticol, High. Medium. Low, orKf Very Low, Criticol
represents on ovoikibility or intrusion event or>d is addressed icrvrtediotely by ol horwls.
High represents the iriobillty for multiple FMX custorrters to Operate stondord werkflaws.
Medium represents the ir>obility of one FUX customer to Operate Stondord workflows or
multiple FMX customers being only oble to operote storxJord workflovrs vie o workorourid.
Low represents the Itwbllity of one or more FMX customers being urxible to operate non-
itondord workflows. Very Low represents o low delect that is discovered iniernolty but not
yet reported by o custorrrer.

I For oB rrtointenonce Services cols. The Vender

I shall ensure the foBowing Information mil be
'collected and moinloined: 1) r>oture of the
OeAciency; 2) current status of the DeficletKy: 3)

< oction plons. dotes, ond times: 4) expected ortd
' octuol completion time: 5) DefkietKy resolution
I information, 6) Resolved by. 7) Idendtymg
j number i.e. work order rtutrtber, 9) Issue identified
'by:
, The Veridor must work with the Stote to identify
[and trouMcshoot potentially lorgc-scole System
I failures or Deficiencies by colleciing the following
I informotion: 1) meon time between reported
I DeAcierKies with the Softwore: 2) diogrmis of the
i root couse of the problem: ond 3) identiAcotion of
repect coBs Or repeol Softwore problems.

, As port of the Softwore mointeriorKe agreement.
I otigoiitg softwore rrwintetwrKe omS support issues.
IshoB be responded tooccording to the foBowIng or
I OS ogreed to by the portios:
! o, Class A Deficiencies - The Vertdor sholi hove
.trroiloble to the State on-caB telephone ossistonce.
'With issue crockif^ available to the Stole, eight (8)
hours per day ano five (5) days a week with on

i email / leiepfiorte response within two (2) hours of

I request: or the Vendor sfioB provide support on-
• site or with remote diognostie Services, within four

I

(4) business hours of o request
jt]. Cioss BSC DeAcierKies -The Stole ShoB
notify the Vertdor of such DefiderKies during
' regular busirtess hours ond the Vendor shol
I respond bock within four (4) hours of notiAcotion
' of planned corrective ociiort The Vendor shd

' repoir or replace Softwore. and provide
: maintenance of the Software in occordorKe with

I Ifte SpeciAcotions, Terms arid Requirements of the
Controct or os ogreed between the portles.

The Vetidor shall use o change motiogeriient policy
t for rtoliAcotion ond trockirtg of chortge requests OS
weB OS critical outoges.

IA critical outoge wlB be designoted When o
I business furKtion cannot be met by o
; nonpcrfornvtig application and there is no work

11 oround 10 the protilem.

Yes _ _ _ . _
Na FMX has five defect levels; Critical. High, Medium. Low. ottd Vbry Low. Criticol
represents on ovoilobiUty or Intrusion event ond is oddressed Immediotely by oB hoitds.
High represents the inability for nuiftipie FMX custoniers to operate stondord workftows.
Medium represents the inobiUly of one FMX customer to operate stondord workflows or
multlpie FMX customers being only oble to operote stondord workflows via o workaround.
Low represents the irrobility of orve or more FMX customers being unoble to operate non-
standard workftows. Very Low represents o low defect tfrat is discovered inlerrxrily but not
yet reported by a customer,



lTh« Vendor thol mainioin o record of (he
ocdvitle* rekned to repoir or moinienortce ocUvidet
performed for the Stole ortd thofl report quorterly
on the folowing: Al chortle reqvetts
, implemented: Al cnttcof outoget reported
lirtcluding octuol issue ortd resolution: Number of
; deficiencies reported by dots with initiol response

12 i time OS well OS time to close. Yes i
' A regulorty scheduled mointertortce tvirtdow shot
be Identified (such os weeUy. monthly, or
quorterlyl at which time OH reievoni server potches

13 jortdopplicotionupgradesshoUbeopplied.
1

1
< The Vendor shol give two-busirtess doys prior
notlficotion to the Stole Project Monoger of o>
' chongesAjpdotes and provide the Stole with

14 1 training due to the upgrades and chonges.

z
o

[ The State shot provide the Vendor with o personal
! secure FT? site 10 be used by the State for

15 iupleodirtganddowitloodirtgniesifopplicable.
i

No oppfkoble 1

PROJECT MANAGEMENT

IVertdor shoB porticlpale in on irtitioi Idclc-off
1  Imeetiitg to initiate the Project

1 Vendor shol provide Project Stoff os specified in
2  jtheRFP.

1

1

f

1

1

1

1

1

1

1

1

1

 11

1 Vendor shpB submit a finalized Wort Plon within
lien (10) days after Controct oword ortd opprovol tiy
j Governor and Courtcil. The WorV Plon shoB
'include, without limitation, o detoHed description

1 of the Schedule, tasks. Oeliverobles.
1 milestones/criticol events, tosk dependencies, ond
' payment Schedule. The plan shofl be updated no

3  1 less then cevery two weeks>

1

Yes

j Vertdor shoB provide detoiied ctil-weekly or
! monthly> stotus reports on the progress of the

1  1 Project whkh wU indude expenses incurred yeor
j  4 , to dene. :Yes 1
1  1 Ail user, technicol. ond System Documentation os
'  ' weB OS Project Schedules, plans, stotus reports.
1  ond correspondeisce must be moinioined as project

jdocumentotion, (Define how- WORD formot- on-
I  5 1 Line, in o convnon library or on paper).

1  1

i  1

1

Yes 1


