State of New Hampshire 7ﬁ W

DEPARTMENT OF ADMINISTRATIVE SERVICES
25 Capitol Street - Room 100
Concord, New Hampshire 03301
(603) 271-3201 Office@das.nh.gov

. Catherine A, Keane
Charles M. Arlinghaus Deputy Commissioner
Commissioner

Sheri L, Rockburn
Assistant Commissioner

August 7, 2024

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Administrative Services to enter into a contract with
Facilities Management Express, LLC, (VC #488333), Columbus, OH in an amount up to and not
to exceed $298,452.00 for maintenance software, with the option to renew for up to an additional
two-year period, effective upon Governor and Council approval for the period September 1,
2024, through August 31, 2029.

Funding shall be provided through individual agency expenditures, none of which shall
be permitted unless there are sufficient appropriated funds to cover the expenditure.

EXPLANATION

The Department of Administrative Services (DAS), through the Bureau of Purchase and
Property (BoPP), issued request for proposal (RFP) 2859-24 on January 22, 2024, with responses
due on March 1, 2024. This bid reached 152 vendors through the NIGP registry with an
additional 21 directly sourced. There were 7 responses received with Facilities Management
Express, LLC submitting the highest total score.

The tables below summarize the comprehensive scoring completed by the Department of
Information Technology (DolT); Central Facilities Bureau (CFB), DAS; Bureau of Courts
(BoC), DAS; and BoPP, DAS. The scoring team was comprised of Rebecca Bolton, DolT;
Robert Kelley, DolT; Donald Perrin, CFB; Brigitte Proctor, CFB; Ruth Kimball, BoC; and Jonah
Rosa, BoPP Senior Purchasing Agent.

Facilities Management Express, LLC Awarded Poin{s
Catésory Pos_sible Points
points | Awarded

Proposed Software Solution & Vendor Presentation 20 20
Vendor’s Technical, Service, and Project Management Experience 15 15
Bidder Qualifications / Experience 15 15
Price proposal 50 43

Total 100 93




His Excellency, Govemor Christopher T. Sununu
and the Honorable Council
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This contract (Contract #8003483), upon approval, will enable state agencies to
streamline their maintenance work order process resulting in a significant decrease in the amount
of time needed to manage the maintenance workflow and potential cost savings regarding energy
efficiency, labor costs, and equipment upkeep costs by tracking key performance indicators with
this new software. The existing software has very limited capabilities and cannot keep up with
the demand. For example, the current software requires end users to manually enter a work order
request which generates an email whereby the maintenance technician manually creates the
workorder. Additionally, there is no ability to communicate the work order status within the
system which requires all parties to call or email for updates in addition to manually entering the
status in the current software as each stage of the maintenance process is accomplished.
Although some migration is anticipated after contract implementation, it is expected to be
minimal.

The requested price limitation of $298,452.00 will cover the full term of the contract
including ongoing customer support and is based off the pricing provided in Facilities
Management Express, LLC’s proposal. The spend limitation will be closely monitored to prevent
the contract price limitation from being exceeded. '

Contract financials
Year 1 cost (including implementation) | $79,200.000
Year 2 cost $52,800.00
Year 3 cost $52,800.00
Year 4 cost $55,440.00
Year 5 cost $58,212.00
Recommended price limitation $298,452.00

Based on the foregoing, I am respectfully recommending approval of the contract with
Facilities Management Express, LLC.

Respectfully submitted,
Charles M. Arlinghaus
Commissioner

TDD ACCESS: RELAY NH 1-800-735-2964



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www .nh.gov/doit

Denis Goulet
Commissioner

June 26, 2024

Charles M. Arlinghaus, Commissioner
Department of Administrative Services
State of New Hampshire
25 Capitol Street — Room 100
Concord, NH 03301
Dear Commissioner Arlinghaus:

This letter represents formal notification that the Department of [nformation Technology (DolT)
has approved your agency’s request to enter into a contract with Facilities Management Express, LLC, as
described below and referenced as DolT No. 2024-071.

The purpose of this request is to provide maintenance software that will enable state
agencies to streamline their maintenance work order process.

The Total Price Limitation shall be $298,452 effective upon Governor and Council
approval for the period of September 1, 2024 through August 31, 2029.

A copy of this fetter must accompany the Department of Administrative Services’ submission to
the Governor and Executive Council for approval.

Sincerely,

s Aot —

Denis Goulet

DG/jd
DolT #2024-071

cc: Cindy Dotlich, [T Manager

"Innovative Technologies Today for New Hampshire's Tomorrow"



Division of Procurement Support Services Gary S. Lunetta
Bureau of Purchase Property Director
(603) 271-2201

RFP Scoring Summary
Bid Description Computerized Maintenance Management Software
RFP# 2859-24 Agency Statewide
Agent Name Jonah Rosa Bid Closing 2/21/2024 @ 9:30 AM
[ndicates highest overali score: [l
Vendor . Findncial | Technical Total Score
Score Score
Agelix consulting i 50 14 64
Asset Works 15 40 55
Alom 19 32 5t
Brightly 29 46 75
ENIA ] ' ;
IBM 7 18 25
RTA 17 17 34
*Final scoring is consensus based ;
§ . . Financial Scoring . : |
Indicates Lowest Cost: |l Agelix Consulting Asset Works
fees for every 1,000
. Barco'dc Barcode e Sl . Barcode Scanning | Barcode ! )
License Costs| Scanning L 15,000 work order L.icense Cosls . Implementation |License Costs
Printer o Gun Printer
Gun (WO) base limit per
year
Year | $46,500.00 $3,000.00 $120,000.00 $214,040.00 $£70,000.00
Year 2 $47,430.00 £3,075.00 $126,000.00 N/A $£70,000.00
Year 3 $48,379.00 $3,150.00 $132,300.00 _NIA $70,000.00
Year 4 $49,347.00 $3,225.00 $138,915.00 N/A $70,000.00
Year 5 $50,334.00 $£3,300.00 $145910.75 N/A $70,000.00
Subtotal $241,990.00 $0.00 50.00 5$15,750.00 $663,125.75 $0.00 $0.00 §214,040.00 $350,000.00
Total Cost STSTATA0T00 $877,165.75
Total Points 50 15
FMX IBM
License Costs License Costs
(Maximo (Maximo
. Barco.de . Barcode . Application Suite | Application Suite Barcode . .
License Costs| Scanning - [mplementation per per - Implementation | License Costs
Printer . . Printer
Gun AppPoint AppPoint
Subsecription Subscription License
License) Saas)
Year | $52,800.00 can use smariphone or 1ablet $26,400.00 $707,513.00 $162,453.60 $140,000.00
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Division of Procurement Support Services

Bureau of Purchase Property

Gary S. Lunetta
Director
(603) 271-2201

Presentation

RFP Scoring Summary
Year 2 $52,800.00 N/A $170,576.28 Based on Tiers
Year 3 $52,800.00 N/A $179,105.09 and Number of
Year 4 $55,440.00 N/A $188,060.35 Asscls
Year § $58,212.00 N/A $197,463.37
Subtotal $272.,052.00 50.00 §$0.00 $26,400.00 $707,513.00 S$897,658.69 $0.00 $140,000.00 50.00
Total Cost $298,452.00 $1,745,171.69
Total Points 43 7
- "Technical Scoring
Indicates Highest Score: Proposed Software
P ) Vendor’s Technical, Service, and Bidder Qualifications / .
Solution & Vendor : : : Total Points
Project Management Experience Experience

20 possible points

t5 possible points

15 possible points

50 possible

points
Agelix 6 4 4 14
Assct Works 15 12 13 40
Alom 12 12 8 32
Brightly 18 14 14 46

Recommendation Summary

Statewide Contract or Amendment

Statewide Contract

Term of Contract

5 years with the option Lo extend for 2 years

Price Limitation $298,452.00
Number of Solicitations Received 7

Number of Sourced Bidders 21

Number of NIGP Vendors Sourced 152

Number of non-responsive bidders 166

P-37 Checklist Complete |Yes

D&B Report Attached No

Method of Payment (P-card/ACH) P-card and ACH
FOB Delivered Yes

Expiring Contract Price Limitation N/A

Total Cost Savings (3/%) $140,804.52 1 47% when compared to the next low bid
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Division of Procurement Support Services
Bureau of Purchase Property

RFP Scoring Summary
Scoring Team
Name Title Department
Jonah Rosa Senior Purchasing Agent Burcau of Purchase and Propeny

Donald Perrin Superintendant of Plant & Property Central Facilitics Bureau
Brigitte Proctor Facilities Data Assistant Central Facilities Bureau
Rebecca Bolion IT Lead Depanment of Internet Technology

Robert Kelley IT Lead Department of Internet Technology

Ruth Kimball Project Manager Bureau of Couns

Special Notes:

Gary S. Lunetta
Director
(603) 271-2201
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Division of Procurement Support Services Gary S. Lunetta
Bureau of Purchase Property Director

(603) 271-2201

RFP Scoring Summary

Atom Brightly
Barcode | Barcode
. . Barcode
Scanning | Printer . j , Barcode .
; A Implementation | License Costs| Scanning : fmplementation
Gun (unit | (unit Printer
. ; Gun
price) price)
$500.00 $400.00 $325,000.00 $62,459.51 nol proposed | not proposed $27,902.14
$79,754.40 N/A
$84,539.66 N/A
$89,612.04 N/A
$94,988.77 N/A
$500.00 $400.00 $325,000.00 $411,354.38 $0.00 $0.00 $27.902.14
$675,900.00 $439,256.52
19 29
RTA RTA Pricing: ) .
. R bt A s e B bt vty S s e e e e e S e 2 AT e b o - k.
Conclerge Diamond
Barcode
. Barcode . * B .
Scanning Printer Other Costs Per Asset Per Asset Per Per Asset Per Asset Per
Gun Assat Block Annual MSRP Annual ~Manth Asset Black Annual MSRP | Annual ‘ Maonth
i $71,008 $142.00 $11.83 $47,339 $94.68 57.89
$103,207__|'_$103.00 . $860 § 568,805 | _ $68.81 $5.73
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Divisien of Procurement Support Services Gary S. Lunetta
Bureau of Purchase Property Director
(603) 271-2201

RFP Scoring Summary

$409,615 $82.00. . $6.83 } $273,077 $54.62 $4.55
$650,285 -$65.00 $5.42 | $433,523 $43.35 $3.61 4
51,032,360 $52.00 54.30° $688,240 $34.41 - $2.87 [} e
52,048,653 541.00 53.41 51,365,769 527.32 - 5228 |
$0.00 50.00 50.00 L__,____;:Eieet,wm_kve! Implementation & Hardwore Included®* " TFleet Vulet level Implementation & Humog!nduded,’.‘........._._]
$750,422.00
” ! Platinum Gold

i ) . ‘

3 _ - Per Asset Per Asset Per Per Assat Per Asset Per

[l Asset Block ' Annual MSRP " Annual | Month g Ll Annual MSRP Annual © | ° Month |

100 $9,600 $96.00 $800 | $7,200 57200 - $6.00

i $32,340 $64.68 $5.39 | $23,813 548.00 $3.97

" 549 804 549.80 $4.15 537,805 . $38.00 $3.15

! $191,744 538.35 - 53.20 $150,042 $30.00 $2.50

| $295,286. $29.53 |  $2.46 $238,200 524.00 - $1.98

i . ¢ $454,740 $22.74 $1.89 $378,154 | ~519.00 -$1.58 o

| 50,000 | %875,374 $17.51 $1.46 $750,422 |- $15.00 s$1.25 . | E

L **implementation.& Hardwore Sold Separately®®. S | * *Implementution 8 Hordwure Soid Separctely”® o i f :

o T,
L1, ke
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FORM NUMBER P-37 (version 2/23/2023)

Notice, This agreément and ali of its aitachments shall become public upon submission to Govemor and
Executive Comml for approval. Any informatiod that i3, private, confidential or proprietary must
be cleardy identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT
Theé Siate of Now Humpshjre ond the Coatractor hereby mumally agree as. follows:

GENERAL PROVISIONS

1. IDENTIFICATION.

1.1 Staie Agency Name
Department of Administrative Services
Buregu of Purchase 30d Property - -

1.2 State Agency Address
25 Cgpitol Street, Room 102- - . b g™
‘Cancord, NH 03301

1.3 Contractor Name
Facilities: Managerpent Express, LLC-

1.4, Contrector, Address
800 Yard.Street, Suite 115
Columbus, OH 43212

1.5 Contractor Phone Number | 1.6 Account Unit and Class
(585) 705-7885 Verious

1.7 Completion Date 1.8 Price Limitation
/3112029 $298,452.00

1.9 Contracting Officer for State Agency
Gary Lunetta, Director:

1.10- State Agency Telephone Nuinber
(603) 271-3606

1.12 Name and Title of Contractor Signatory

‘5"‘*}(— {"‘\a,%\“"p V?* G"‘"‘“ﬁ

1.13 Wtate Agency Signam
el mﬂhfﬁ 27

1.14 Name and Title of State Agency Signatory

Charles M. Adingbeus, Commissioner

1.15 Approval by the N.H. Department of Administration, Division of Personnel (if applicabie)

By:

Director, On:

1.16 Approval by the Attormey General (Form, Substance and Execusion) (if applicable)

By: Lrancan . Cha%-m

On: July 23, 2024

1.17 Approval by the Governor and Executive Council (if applicablej

G&C Item numbes:

G&C Meeting Date:

Page |
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3. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State™), engages contractor identified in block 1.3 (“Contractor™)
to perform, and the Contractor chall perform, the work or sale of
goods, or both, identified and more particularly described in the
attached EXHIBIT B which is incorporated herein by reference
(“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES,

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the Statc of New Hampshire, if applicable,
this Agreement, and all obligations of the parties hereunder, shall
become effective on the date the Governor and Executive Council
approve this Agreement, unless no such approval is required, in
which case the Agreement shali become effective on the date the
Agreement is signed by the State Agency as shown in biock 113
(*Effective Datc™). ]

3.2 If the Contractor commences the Services prior to the Effective
Date, all Services performed by the Contractor prior to the
Effective Date shall be performed at the sole risk of the Contractor,
and in the event that this Agreement does not become effective, the
State shall have no liability to the Contractor, including without
limitation, any obligation to pay the Coatractor for any costs
incurred or Services performed.

3.3 Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agrecment to the contrary,
all obligations of the State hereunder, including, without limitation,
the continuance of payments hereunder, are contingent upon the
availability and continued appropriation of funds. n no event shall
the State be liable for any payments hercunder in excess of such
available appropriated funds. In the event of a reduction or
termination of appropriated funds by any state or federal legislative
or executive action that reduces, eliminates or otherwise modifies
the appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in part,
ihe State shall have the right to witthold payment until such funds
become available, if ever, and shall have the right to reduce ar

terminate the Services under this Agreement immediately upon.

giving the Contractor notice of such reduction or termination. The
State shall not be required to transfer funds from any other account
or source to the Account identified in block 1.6 in the event funds
in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.
5.1 The contract price, method of payment, and terms of payment
arc identified and more particularly described in EXHIBIT C
which is incorporated herein by reference. -

5.2 Notwithstanding any provision in this Agreement t0 the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8, The
payment by the State of the contract price shall be the only and the
complete reimbursement to the Contractor for all expenses, of
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whatever nature ipcurred by the Contractor in the performance
hereof and shall be the only and the complete compensation to the
Contractor for the Services.

§3 The State reserves the right to offset from any arnounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 807
through RSA B0:7- or any other pravision of law.

5.4 The State’s liability under this Agrecment shall be limited to
monetary damages not to exceed the total fees paid. The Contractor
agrees that it has an edequate remedy st law for any breach of this
Agreement by the State and bereby waives any right to specific
performance or other equitable remedies against the State.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 ln connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county Of municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws and the Governor's order on Respect
and Civility in the Workplace, Executive order 2020-0i. In
addition, if this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all federal
executive orders, rules, regulations and statutes, and with any rules,
regulations and guidelines as the State or the United States issue to
imptement these regulations. The Contractor shall also comply
with all applicable intellectusl property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of age, sex, sexual grientation, race, color, marital status,
physical or mental disability, religious creed, national origia,
gender identity, or gender expression, and will take affirmative
action to prevent such discrimination, unless exempt by state or
federal taw. The Contractor shall ensurc aay subcontractors
comply with these nondiscrimination requirements,

6.3 No payments or transfers of value by Contractor or ils
representatives in connection with this Agreement have or shall be
made which have the purposé or effect of public or commercial
bribery, or acceptance of or acquiescence in extortion, kickbacks,
or other unlawful or improper means of obtaining business.

6.4. The Contractor agrees to permit the State or United States
access to any of the Contractor’s books, tecords and accounts for
the purpose of ascertaining compliance with this Agreement and
all rules, regulations and orders pertaining to the covenants, terms
and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its owr: expense provide all persoancl
necessary to perform the Services. The Contractor warrants that all
personnel engaged in the Services shall be qualified to perform the
Services and shall be properly licensed and otherwise suthorized to
do so under all applicable laws.

72 The Contracting Officer specified in block 1.9, or any
successor, shall be the State’s point of contact pertaining to this

Agreement.
Contractor lnitials\_jﬂ_
Datej_ FLPL\




8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the

Contractor shall constitute an event of default hereunder (“Bvent

of Default™):

8.1.1 failure to perform the Services satisfactorily or on schedule;

8.1.2 failure to submit any report required hercunder; and/or

8.1.3 failure to perform any other covenant, term or condition of

this Agreement.

8.2 Upon the occurrence of eny Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of

Default and requiring it to be remedied within, in the absence of a

greater or lesser specification of time, thirty (30) calendar days

from the date of the notice; and if the Event of Default is not timely

cured, terminate this Agreement, effective two (2) calendar days

after giving the Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of

Default and suspending ail payments to be made under this

Agreement and ordering that the portion of the contract price which

would otherwise accrue to the Contractor during the period from

the date of such notice until such time as the State determines that

the Contractor has cured the Event of Default shall never be paid

to the Contractor;

8.2.3 give the Contractor g written notice. specifying the Event of

Default and set off agginst any other obligations the State may owe

to the Contractor any damages the State suffers by reason of any

Event of Default; and/or

8.2.4 give the Contractor 2 written notice specifying the Event of

Default, treat the Agreement as breached, terminate the Agreement

and pursue eny of its remedies at law or in equity, or both.

9. TERMINATION,

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or in
part, by thirty (30) calendar days written notice to the Contractor
that the State is exercising its Option to terminate the Agreement.
9.2 In the event of an early termination of this Agreement for any
reason other than the completion of the Services, the Contractor
shall, at the State's discretion, deliver to the Contracting Officer,
not fater than fifteen (15} calendar dnys after the date of
termination, a report (“Termination Report”) describing in detail
all Services performed, and the contract price earped, to and
including the date of termination. In addition, at the State’s
discretion, the Contractor shall, within fifieen (15) calendar days
of notice of early termination, develop and submit to the State a
transition plan for Services under the Agreement.

10. PROPERTY OWNERSHIP/DISCLOSURE.

10.] As used in this Agreement, the word “Property” shall mean
all data, information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports, files,
formulas, surveys, maps, chars, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether finished or
unfinished.

Page 3 of 14

10.2 All data ang any Property which has been received from the
State, or purchased with funds provided for that purpose uader this
Agreement, shall be the property of the State, and shall be returned
to the State upon demand or upon termination of this Agrsement
for any reason.

10.3 Disclosure of data, information and other records shall be
govemed by NH. RSA chapter 91-A and/or other applicable Jaw.
Disclosure requires prior written approval of the State,

1l. CONTRACTOR'S RELATION TO THE STATE. In the
performance of this Agreement the Contractor is in all respects an
independent contractor, and is nejther an agent nor an employee of
the State. Neither the Contractor nor any of its officers, employees,
agents or members shall have authority to bind the State or receive
any benefits, workers’ compensation or other emoluments
provided by the Stats to its employees.

12, ASSIGNMENT!DELEGATIONISUBCON‘I‘RACTS.

12.1 Contractor shall provide the State written notice at least fifteen
(15) calendar days before any proposed assignment, delegation, or
other transfer of any interest in this Agreement.  No such
assignment, delegation, or other transfer shall be effective without
the written consent of the State,

12.2 For purposes of paragraph 12, a Change of Control shail
constitute assignment. “Change of Control" means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its affiliates, becomes the direct
or indirect owner of fifty percent (50%) or more of the voting
shares or similar equity interests, or combined voting power of the
Contractor, or (b) the salc of ail or substantially all of the assets of
the Contractor.

12.3 None of the Services shall be subcontracted by the Contractor
without prior written notice and consent of the State,

12.4 The State is entitled to copies of all subcontracts and
assignment agreerents and shall not be bound by any provisions
coatained in a subcontract or an assignment agreement to which it
i3 not a party.

13. INDEMNIFICATION, The Contractor shall indemnify,
defend, and hold harmless the State, its officers, and employees
from and against al) actions, claims, damages, demands,
judgments, fines, liabilities, losses, and other expensss, including,
without limitation, reasonable attorneys' fees, arising out of ar
relating to this Agreement directly or indirectly arising from death,
personal  injury, property damage, intellectual property
infringement, or other claims asserted against the State, its officers,
or employees caused by the acts or omissions of negligence,
reckless or wiilful misconduct, or fraud by the Contractor, its
employees, agents, or subcontractors. The State shall not be liable
for any costs incurred by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the State’s
sovereign immunity, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the termination
of this Agreement.

14. INSURANCE.

Contractor lm'tialsM
Date_lu_[Z(_




14.1 The Contractor sball, at its sole expemse, obtain and
continuously maintain in force, and shall require any subcontractor
or assignee to obtain and maintain in force, the following
insurance:

14.1.1 commercial general liability insurence against all claims of
bodily injury, death or property damage, in amounts of not less than
$1,000,000 per occurrence and $2,000,000 aggregate or excess,
and

14.1.2 special cause of loss coverage form covering all Property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the Property.

14.2 The policies described in subparagraph {4.1 herein shall be on
policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Department of Tnsurance, and issued
by insurers licensed in the State of New Hampshire,

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or any Successor, & certificate(s) of
insurance for ell insurance required under this Agreement. At the
request of the Contracting Officer, or any successor, the Contractor
shall provide certificate(s) of insurance for all renewal(s) of
insurance required under this Agrecment. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference.

5. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies and
warrants that the Contractor is in compliance with or exempt from,
the requirements of N.H. RSA chapter 281-A (“Workers'
Compensation”).

15.2 To the extent the Contractor is subject to the requirements of
N.H. RSA chapter 281-A, Contractor ghall maintain, and require
any subcontractor or assignee to secure and maintain, payment of
Workers' Compensation in connection with activities which the
person proposes to undertake pursuant to this Agrecment. The
Contractor shall furnish the Contracting Officer identified in block
1.9, or any successor, proof of Workers’ Compensation in the
manner described in N.H. RSA chapter 281-A and any applicable
renewal(s) thereof, which shall be attached and are incorporaicd
herein by reference. The State shali not be responsible for payraent
of any Workers' Compensation premiums or for any other claim or
benefit for Contractor, or any subcontractor of employce of
Contractor, which might arise under applicable State of New
Hampshire Workers’ Compensation laws in connection with the
performance of the Services under this Agreement.

16. WAIVER OF BREACH. A State's failure to enforce its rights
with respect to any single or continuing breach of this Agreement
shall not act as 8 waiver of the right of the Sate to later enforce any
such rights or to enforce any other or any subsequent breach.

17. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have been duly delivered or given at the time of
mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the addresses given in blocks 1.2
and 1.4, herein.
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18. AMENDMENT. This Agreement may be amended, waived or
discharged only by an instrument in writing signed by the parties
hereto and only after approval of such amendment, waiver or
discharge by the Governor and Executive Council of the State of
New Hampshire unless no such approval is required under the
circumstances pursuant to State law, rule o policy.

19. CHOICE OF LAW AND FORUM.

19.1 This Agreement shall be governed, interpreted and construed
in accordance with the laws of the State of New Hampshire except
where the Federal supremacy clause .requires otherwise. The
wording used in this Agreement is the wording chosen by the
partics to express their mutual inteat, and no rule of construction
shall be applied against or in favor of any party.

19.2 Any actions arising out of this Agreement, including the
breach or alleged breach thereof, may not be submitted to binding
arbitration, but must, instead, be brought and maintained in the
Merrimack County Superior Court of New Hampshire which shall
have exclusive jurisdiction thereof. i

20. CONFLICTING TERMS. In the event of a conflict between
the terms of this P-37 form (as modified in EXHIBIT A} and any
other postion of this Agresment including any attachments thereto,
the terms of the P-37 (as modified in EXHIBIT A) shall control.

21. THIRD PARTIES. This Agreement is being entered into for
the sole benefit of the partics hereto, and nothing herein, express or
implied, is intended to or will confer any legal or equitable right,
benefit, or remedy of any nature upon any other person.

42. HEADINGS. The headings throughout the Agreement are for
reference purposes only, and the words contained therein shall in
no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

23. SPECIAL PROVISIONS. Additional or modifying
provisions sct forth in the attached EXHIBIT A are incorporated
herein by teference.

24. FURTHER ASSURANCES. The Contractor, along with its
agents and afTiliates, shall, at its own cost and expense, execute any
additional documents and take such further actions as may be
reasonably required to carry out the provisiens of this Agreement
and give effect to the transactions contemplated hereby.

25. SEVERABILITY. In the event any of the provisions of this
Agreement are held by 2 court of competent jurisdiction to be
contrary fo any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

26. ENTIRE AGREEMENT. This Agreement, which may be
executed in 8 number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.

Contractor [nitinlsl)

i




EXHIBIT A - SPECIAL PROVISIONS
There are no special provisions of this contract.
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EXHIBIT B - SCOPE OF SERVICES

1. INTRODUCTION:

L1

2. CO
2.1

2.2,

Facilities Management Express, LLC (hereinafter referred to as the “Contractor”) hereby agrees to provide the
State of New Hampshire (hereinafter refetred to as the “State™), Department of Administrative Services, with
Computerized Maintenance Management Software in accordance with the proposal submission in response to
State Request for Proposal 2859-24 and as described herein.

CT DOCUMENTS:
This Contract consists of the following documents (“Contract Documents™):

2.1.1. State of New Hampshire Terms and Conditions, General Provisions Form P-37

2.1.2. EXMIBIT A Special Provisions

2.1.3. EXHIBITB Scope of Services

2.1.4, EXHIBIT C Method of Payment

2.1.5. EXHIBITD RFP2859-24

2.16. EXHIBITE Contrector’s Proposal Response

In the event of any conflict among the terms or provisions of the documents listed above, the following order of
priarity shall indicate which documents control: (1), Form Number P-37 as modified by EXHIBIT A “Special
Provisions, (2) EXHIBIT B “Scope of Services,” (3) EXHIBIT C “Method of Payment,” (4) EXHIBIT D “RFP
2859-24.” and (5) EXHIBIT E “Contractor’s Proposal Response.”

3. TERM OF CONTRACT:

3.1

3.2.

3.3.

The term of the contract shall commence on upon approval of the Governor and Executive Council through
August 31, 2029, a period of approximately five (5} years.

The Contract may be extended for up to an additional two (2) years thereafter upon the same terms, conditions,
and pricing structure with the approval of the Governor and Executive Council.

The maximum term of the Contract (inctuding all extensions) cannot exceed seven (7) years.

4. SCOPE OF WORK:

4.1.

The Contractor shall provide the State of New Hampshire with access to Computerized Maintenance
Management Software with the following functionality at a minimum, but not limited to:

4.1.1. Support additional State Agencies in the future

4.1.2. Demo/ Training Videos or Guides

4.1.3. Supporting approximately 50 administrators (individuals with approval authority) and up to 100 other
users (individuals who subrait work requests)

4.1.4. Permit multiple approval levels (i.c., Requestor, Technician, Supervisor, Approver, etc.)
4.1.5. Mass data import/export

4.1.6. Barcode/QR code capable

4.17. Preventative maintenance scheduling

4.1.8. Automatic notifications at each stage of the work order process

4.1.9. Permits communication between users

4.1.10. Generate Work Orders

4.1.11, Asset inventory

4.1.12. KPI Reporting — asset usage, labor, materials, performance trends

4.1.13. Track Vendors who may complete work orders

4.1.14. Cloud based/Web Access

4.1.15. Mobile App and Mobile Webpage for access from Android and/or Apple products
4.1.16. Ongoing Customer Support
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4.2. Implementation:
P ; - Contractor i o i i ] . T

¢ Test:phase ‘Role/. 1. Rf:n 3?1'3;:1?" W et Tools, Timeframe
! =L ; “Responsibiiity - i| %P Ity \ "
Management of the testing process Y N SDLC tracking system Ongoing
Test planming Y A“"e"‘z‘!‘l‘; **S1P8 1SDLC tracking system Ongoing
Test scenario development Y Acceptzx:lcl:; testing SDLC tracking system Ongoing
Data preparation Y Accep t::j; 2ing SDLC tracking system Ongoing
System preparation Y N Test environments Ongoing
Unit testing Y N Source code Ongoing
System integration testing Y N Source code Ongoing

. 3 Optional upon
User acceptance testing N Y Customer site implemenigtion
System performance testing Y N Test environments Ongoin
Defect tracking Y N SDLC tracking system Ongoin:
T i N I o5 (. Estimated Days
d r . } o’ 7.
!.I.\deetingsan i_l?rocesscsThmugh Launchl (Recommended)

Kickoff Meeting Day 0
Data Review and Pre-Site Configuration Days 1-7

* DataInput

* Pre-Site Configuration

* Single Sign-On 6S0)
Admin Training Days 8-14

¢ Datareview

s Workflow review

* Admin settingsreview
Training Days 15-21

* Staff Training

e Launch
Post-Launch Day 21

* _OneMonth Post Launch

4.2.1. The Contractor shall provide:

4.2.1.1. Customer Success Manager responsible for project oversight and collaboration with client
project management team, FMX site configuration, oversight of mass data importing, and
client training,

Customer Success Specialist responsible for mass data importing, SSO login button
configuration, existing integration configuration,

Account Manager responsible for the management of client projects post-launch and sharing
FMX product innovations throughout the lifetime of this contract,

The State shall provide:

4.2.2.]. State Contacts responsible for project oversight, resource management, stakcholdc::
interactions and liaison, existing process flows, setup, configuration, and customization of the
FMX workfiows.

42.1.2.
4.2.1.3.

4.2.2.
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43

44.

4.5.

4.6.

42272, State Process Owners/Stakeholders responsible for participating in requirements gathering,
prioritizing requirements.

42.23. State Administrators responsible for participating in existing process plows, setup,
configuration, and customization of the FMX workflows, daily administration of FMX post-
launch. :

4.2.2.4. Data for Importing within seven (7) days prior to the kickoff meeting. This data shall contain
user, equipment, and building information in Microsoft Excel, CSV, SQL, or JSON formats.
PDF, scans, ot paper copies are not acceptable.

Training: The Contractor shall provide training on the use of their software as needed with no additional costs
to the State. In-depth training on all necessary workflow items for each training group Training fonmats
available: Webinar, self-service via pre-recorded video, self- service via written training guides

Software Updates: The contractor shall automaticaily provide system security updates as they become
available at no cost to the State during off-peak hours. Functional changes to the portal es requested by the State
shall be provided at no cost and no more than 60 days from the date of notification to the Contractor. All
updates shall be deployed by the Contractor remotely. The Contractor shall notify all end users within 30 days
of any updates that require the software 10 be off-line for an extended period.

Data Security:

4.5.1. The Contractor's hosting provider, Microsoft Azure shall follow NIST SP 800 controls at a minimum.

4.52. The software shall use intrusion detection systems, physical access mechanisms, and technical testing to
protect against unauthorized access and modification.

4.5.3. The Contractor shall protect confidential data through encryption, access controls, and device security
measures to ensure privacy, The Contractor shall also scan and update third- party fibraries for security
vulnerabilities.

4.5.4. Customers are notified by email as soon as possible when a confirmed data breach is discovered. In
addition, the assigned Customer Success Manager will call the customer's primary contact to personally
inform them of the situation.

4.5.5. The Contractor shall store three copies of all customer data within a primary data center and three
copies within a geographically disparate secondary data center. Additionally, the Contractor shall
perform differential database backups every hour, full database backups every week, and archive
database backups for a period of 90 days. Extra procedures include redundant storage, load-balanced
servers, and synchronized clocks using reputable time sources to ensure data integrity.

4.5.6. Inaddition to annual pen testing and monthly vulnerability scanning, the Contractor shall use
automated and manual testing, OWASP top 10 checks, and identical production environment to ensure
security.

4.5.7. The Contractor shall use a combination of internal and external resources to conduct security testing.
We use third parties for annual penetration testing but also complete regular internal security testing via
vulnerability scanning, code review, manual and automated testing.

4.5.8. The Contractor shall authorize the State to perform scheduled and random security audits, including
vulnerability assessments, of the Contractor’s hosting infrastructure and/or the application upon request.

4.5.9. Servers, Operating Systems (OS) and Databases (DB) shall be built and hardened in accordance with
guidelines set forth by CIS, NIST or NSA and have latest anti-viral, anti-hacker, anti-spam, anti-
spyware, and anti-malware utilities. The environment, as a whole, shall have aggressive intrusion-
detection and firewall protection.

Data Storage: There shall be no limitations on data storage. The Contractor shail store data indefinitely barring

the cancellation of this contract. In the event the State decides to cancel this contract, all data shall be exported
to excel or csv and provided to the State at no additional cost.
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4.7.

4.8,

4.9,

4.10.

411,

4.12,
4.13.

414,

Customer Service: The Contractor shall provide customer service to the State at no additional cost Monday
through Friday, 8:00 am to 6:00 pm. All notification outside of these hours shall be sent via email. The
Contractor shall assign a dedicated account representative and a backup in their absence who will be responsible
for the daily administration of this Contract, The account representative shall be familiar with all Contract
requirements to ensure compliance with the terms of the Contract. The account representative’s responsibilities
shall include but not be limited to:

4.7.1. Coordinate business review meeting(s) either virtually or on-site with the State held at a cadence

requested by the State.

4.7.2. Provide recommended process and productivity improvements related to potential cost savings to the
State for consideration quarterly,

4.7.3. Provide information and product offerings to bring the latest industry ideas and trends to the State as
applicable.

4.74. Provide training on the use of the Contractor’s portal as needed with no charge to the State,

Support Classifications and Resolution: Critical, High, Medium, Low, and Very Low. Critical represents an
availability or intrusion event and is addressed immediately by all hands. High represents the inability for

Performance Guarantee: The Contractor shall ensure & 99% up-time rate measured annually. If the Contractor
fails to meet the 99% up-time rate, then the Contractor shall credit State’s account in an amount based upon the
following formula: (Total Contract Item Price/365) x Number of Days Contract Item Not Provided, The State
must request this credit in writing within 30 days at the end of each 12-month period.

Record of Activities: The Contractor shall maintain a record of the activities related tg repair or maintenance

activities performed for the State and shall report quarterly on the following: Server up-time: All change

requests implemented, including operating system patches; Ali critical outages reported including actual issue

and resolution; Number of deficiencies reported by class with initial response time as well as time to closc.

Disaster Recovery: ,

4.11.1. Contractor shall have documented disaster recovery plans that address the recovery of lost State data as
well as their own. Systems shall be architected to meet the defined recovery needs.

4.11.2. Contractor shall adhere to a defined and documented back-up schedule and procedure.

4.11.3. Back-up copies of data are made for the purpose of facilitating a restore of the data in the event of data
loss or System failure.

4.11.4. Scheduled backups of all servers must be completed regularly. The minimum acceptable frequency is
differential backup daily, and complete backup weekiy.

4.11.5. Tapes or other back-up media tapes must be securely transferred from the site to another secure location
to avoid complete data loss with the loss of a facility.

The Contractor shall support single sign-on (SSO) protocols via WS-Federation, Google OAuth, and SAML-P.

The Contractor shall permit use of the software on browsers such as Google Chrome, Mozilla Firefox, Apple
Safan, Microsoft Edge, and Microsoft Internet Explorer,

Except as otherwise provided in this Scope of Services, all services performed under this Contract shall be
performed Monday through Friday between the hours of 8:00 A .M. and 6:00 P.M. unless other arrangements
are made in advance with the State, Any deviation in work hours shall be pre-approved by the Contracting
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6.

4.15.

4.16.

4.17.

4.18.

419,

4.20.

4.21.

4.22.

Officer. The State requires ten-day advance knowledge of said work schedules to provide security and access to
respective work areas.

The Contractor shall not commence work until a conference is held with each State agency intending to utilize
the Contractor’s services, at which representatives of the Contractor and the State are present. The conference
will be arranged by the State agency. .

The State shall require correction of any defective work and the repair of any damages to any part of a building,
or its appurtenances caused by the Contractor or its employees, subcontractors, equipment or supplies. The
Contractor shall correct, repair, or replace all defective work, as needed, to complete said work in satisfactory
condition, and damages so caused in order to restore the building and its appurtenances to their previous
condition. Upon failure of the Contractor to proceed promptly with the necessary corrections or repairs, the
State may withhold any amount necessary to correct all defective work or repair all damages from payments to
the Contractor.

The work staff shall consist of qualified persons completely familiar with the products and equipment that they
will use. The Contracting Officer may require the Contractor to dismiss from the work such employees as the
Contracting Officer deems incompetent, careless, insubordinate, or otherwise objectionable, or whose continued
employment on the work is deemed to be contrary to the public interest or inconsistent with the best interest of
security and the State.

Neither the Contractor nor its employees or subcontractors shall represent themselves as employees or agents of
the State,

While on State property the Contractor, its employees, and its sub-contractors shall be subject to the authority
and control of the State, but under no circumstances shall such persons be deemed to be employees of the State.

All personnel shall observe all regulations or special restrictions in effect at any State agency location at which
services are to be provided.

The Contractor’s personnel shall be allowed only in areas where services are to be provided. The use of State
telephones by the Contractor, its employees, or its sub-contractors is prohibited.

If sub-contractors ate to be utilized, Contractor shall provide information regarding the proposed sub-
contractors including the name of the company, their address, contact person and three references for clients
they are currently servicing. Approval by the State must be received prior to a sub-contractor starting any work.

ESTABLISHMENT OF ACCOUNTS:

5.1

Each State of New Hampshire agency shall have its own individual customer account number. There may also be
instances where divisions or bureaus within an agency will need their own individual customer account numbers.
Should any State of New Hampshire agency place an order under the contract, the Contractor agrees to establish
an account within three business days from the date the order is placed. However, there shall be no delay in any
shipment; the agency shall receive the items ordered in accordance with the delivery time required under this bid
invitation, as if an account already exists for the agency.

USAGE REPORTING:

6.1.

The Contractor shall submit a quarterly and annual usage report for analysis for each state agency or eligible
participant. Reports are due no later than 30 days after the end of each calendar quarter to the Bureau of
Purchase and Property, Jonah Rosa and sent electronic to Jongh.L.Rosa@DAS.NH.Gov. Ata minimum, the
Report shall include:

6.1.1. Contract Number

6.1.2. Utilizing Agency and Eligible Participant

6.1.3. Services/Products Purchased (showing the manufacturer, item, part number, and the final cost.)
6.1.4. Total Cost of all Services/Products Purchased. Ability to sort by agency/eligible participant.

6.1.5. In Excel format
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7. OBLIGATIONS AND LIABILITY OF THE CONTRACTOR:
7.1.  The Contractor shall provide Computerized Maintenance Management Software strictly pursuant to, and in

conformity with, the specifications described in State RFR #2859-24, as described herein, and under the terms
of this Contract.

72. ltisthe responsibility of the Contractor to maintain this contract and New Hampshire Vendor Registration with
up to date contact information, ]

7.3. Coatract specific contact information (Sales contact, Contractor contract manager, etc.) shall be sent to the
State’s Contracting Office listed in Box 1.9 of Form P-37.

7.4.  Additionally, all updates i.e., telephone numbers, contact names, email addresses, W9, tax identification
numbers are required to be current through a format electronic submission to the Bureau of Purchase and
Property at: httgs:/{das.nh.gov/gurchging/vendorreszistrationf( S(q0fzcv55ghaeqs45ipyqs5ia5)ywelcome aspx.

7.5. The Contractor shall agree to hold the State of NH harmless from liability arising out of injuries or damage
caused while performing this work. The Contractor shail agree that any damage to building(s), materials,
equipment, or other property during the performance of the service shall be repaired at its own expense, to the
State’s satisfaction,

8. DEBARMENT, SUSPENSION, INELIGIBILITY AND YOLUNTARY EXCLUSION LOWER TIER
COVERED TRANSACTIONS:

8.1. The Contractor cettifies, by signature of this contract, that neither it nor its principals is presently debarred,
suspended, proposed for debarment, declared ineligible, or voluntarily excluded from participation in this
transaction by any Federal Department or Agency.

9. CONFIDENTIALITY & CRIMIN CORD:
9.1. Ifrequested by the using agency, the Contractor and its employees, and Sub-Contractors (if any), shall be
required to sign and submit a Confidentia] Nature of Department Records Form and a Criminal Authorization
Records Form. These forms shall be submitted to the individual using agency prior to the start of any work.
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10.

11.

12.

13.

14.

EXHIBIT C - METHOD OF PAYMENT

CONTRACT PRICE:

10.1. The Contractor hereby agrees to provide Computerized Maintenance Management Software in complete
compliance with the terms and conditions specified in Exhibit B for an amount up to and not to exceed & price
of $298,452.00; this figure shall not be considered a guaranteed or minimum figure; however, it shall be
considered a maximum figure from the effective date through the expiration date as indicated in Form P-37

Block 1.7.
PRICING STRUCTURE:
11.1. Pricing is based on 95 licensed users (70 technicians, 20 primary users, 5 administrators).
Year1, | “Yedr2 | Year3 " | - Yeard” | ' Year§ .
$79,200 $52,800 $52,800 $55,440 $58,212

11.2. A one-time fee of $26,400.00 shall be charged for implementation and training.

CONTRACTORS'S BALANCE OF PRODUCT LINE ITEMS:

12.1. The items in the Offer Section include the items most commonly purchased by State of New Hampshire
agencies and shall be used for award purposes. During the term of contract, the State may purchase other items
that relate to the product/categories represented herein from the successful Contractor’s Balance of Product
Line. All items ordered shall include ali shipping/charges as specified above in “Bid Prices”.

INVOICE:
13.1. Itemized invoices shall be submitted monthly to the individual agency after the campletion of the job/services
and shall include a brief description of the work done along with the location of work.

13.2. Contractor shall be paid within 30 days after receipt of properly documented invoice and acceptance of the
work to the State’s satisfaction.

13.3. The invoice shall be sent to the address of the using agency under agreement.

PAYMENT:
14.1. Payments may be made via ACH or P-Card. Use the following link to enroll with the State Treasury for ACH
payments: https://www.nh gov/treasury.
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EXHIBIT D - RFB 2859-24
RFB 2859-24 is incorporated here within, 1
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EXHIBIT E - CONTRACTOR’S PROPOSAL

Contractor’s proposal is incorporated here within.
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State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that FACILITIES MANAGEMENT
EXPRESS, LLC is a Ohio Limited Liability Company regisiered 1o transact business in New Hampshire on February 07, 2024. |
further cenify that all fees and documents required by the Sceretary of State’s office have been received and is in good standing as

far as this office is concemed.,

Business 1D: 953707
Certificate Number: 0006699305

IN :I'ES'['[A'IONY WHEREOF.

| hereto set my hand and causc 1o be affixed
the Seal of the State of New Hampshire,
this Sth day of June A.D. 2024.

David M. Scanlan

Secretary of State




ACTIONS TAKEN IN WRITING
BY THE MANAGERS
OF
FACILITIES MANAGEMENT EXPRESS, LLC
WITHOUT A MEETING

June 27, 2024

The undersigned, being all of the Managers (the “Managers™) of Facilities Management
Express, LLC, an Ohio limited liability company (the “Company™), do hereby take, authorize, and
approve the actions set forth in the following resolutions, without a meeting, pursuant to Section
5.1(h)(vii) of the Fourth Amended and Restated Operating Agreement of the Company (the
“Operating Agreement”). Capitalized terms used but not defined herein shall have the meanings as

set forth in the Operating Agreement.

Background

WHEREAS, the Managers have deemed it in the best interest of the Company to
authorize the company’s VP - Finance to execute any documents or agreements
necessary for the company to participate in various RFP and Proposal processes
that potential customers of the company may require.

Approval of the Authorization

NOW THEREFORE BE IT HEREBY RESOLVED, that the Authorization shall
be, and it hereby is, authorized and approved by the Managers on behalf of the
Company.

Enabling Authority

RESOLVED, that, in addition to the specific authorizations hereunder conferred, the
VP - Finance of the Company shall be, and hereby is, authorized in the name and on
behalf of the Company to take all such other and further actions, including, but not
limited to, the execution, acknowledgment, delivery and filing of all such other and
further documents, instruments and agreements as the VP - Finance may deem
necessary, convenient or desirable, in order to effect the actions contemplated by and
the purposes of the foregoing resolutions, with the execution, delivery or filing of any
such instrument or the taking of any such action as conclusive evidence of the authority
of the VP - Finance to so act.

Ratification of Past Actions

RESOLVED, that any and all actions heretofore taken by or on behalf of the
Managers, officers, employees or agents of the Company in connection with the



foregoing resolutions shall be, and the same hereby are, in all respects adopted,
approved, ratified and confirmed on behalf of the Company.

Counterpart Signatures

RESOLVED, that these Actions may be executed in counterparts and by facsimile
or other electronic transmission, all of which counterparts shall be deemed
originals, all of which counterparts taken together shall constitute a single
instrument, and the signature pages of each such counterpart may be detached from
the several counterparts and attached to a single copy of this document to physically
form a single instrument.

[Signatures on following pagef



IN WITNESS WHEREOF, the undersigned have signed these Actions effective as of

the date noted below.

MANAGERS:

Brcan

6-27-24

Brian D. Gregory - Date

y A (e 6-27-24
Todd L. Mace Date

% W Williina 6-27-24
Jeffrey M. Wilkins Date

Joe Onofrio Date

|Signature Page for Actions Taken in Writing|
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IN WITNESS WHEREOF, the undersigned have signed these Actions effective as of
the date noted below.

MANAGERS:

6-27-24
Brian D. Gregory Date
Todd L. Mace Date

%‘?’ W illliine 6-27-24

Jeffrey M. Wilkins

Date
Olpasph Onstris 6-27-24
& Onofrio - ] Date

[Signawre Page for Actions Taken in Writing)

3
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FACIMAN-01

CERTIFICATE OF LIABILITY INSURANCE

PGERMAN
DATE (MMDDIYYYY)
6/5/2024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT:

If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on

this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

prooucer -icense # 1529

The Keenan Agenc

6805 Avery Muirfield Drive
Sulte 200

Dublin, OH 43016

PR, exy: (614) 764-7000

| FA% woy:(614) 3894259

1N

INSURER(S) AFFORDING COVERAGE NAIC #
wsurer o: VALLEY FORGE INSURANCE COMPANY 20508
INSURED wsurer 6 : CONTINENTAL CAS CO 35289
FACILITIES MANAGEMENT EXPRESS LLC wsurer ¢ BEAZLEY USA SERVCIES Inc. 37540
800 YARD STREET, STE 115 INSURER D
GRANDVIEW HEIGHTS, OH 43212
INSURER E ;
INSURER F : |
COVERAGES CERTIFICATE NUMBER: REVISION NUMEBER:

THIS I8 TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWATHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WATH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

TR TYPE OF INSURANCE i " POLICY NUMBER FOLICY EFF | PobeY EXF ——
A | X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE . 2,000,000
__ ] cramsaunce [X] occur £025082990 110/2024 | 11012025 | BAKASE TORENTED s 1,000,000
- MED EXP {Any one person) $ 10'000
- PERSONAL & AOVINJURY | § 2,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE 5 4,000,000
|| poucy | X 5B I:l FGE PRODUCTS - COMPIOP AGG | § 4,000,000
OTHER: 5
A | AUTOMOBILE LIABILITY COE MBINEDISINGLELIMIT [T 1,000,000
ANY AUTO 6025082990 1/110/2024 | 1/110/2025 | soOILY INJURY (Per parson) | &
[~ | OWNED SCHEDULED
| ___| AUTOS ONLY AUTOS BODILY INJURY (Par accident] $
RTY £
X | S5F oy KON 7% g s
. $
B | X |umsrerame | X | occur EACHIOCCURRENCE . 1,000,000
EXCESS LIAB CLAIMS-MADE 7034105103 110/2024 | 1110/2025 AGGREGATE s 1,000,000
oeo | X [ reventions 10,000 .
A |WORKERS COMPENSATION | BER [ x[&™
AND EMPLOYERS® LIABILITY STATWIE ER
s pRCPmETO AT EREXCCUTIE YiN | [F0250829%0 11012024 | 11072025 | o o 3 1,000,000
&‘““"“"_ ) E.L. DISEASE - EA EMPLOYEE] § 1,000,000
DESERIPTION OF OPERATIONS betow E.L. DISEASE - POLICY LIMIT | § 1,000,000
C |Professional Liab W15C4721801 6/6/2024 6/6/2025 |Per Claim 2,000,000
C |Cyber Liability W15C4721801 6/6/2024 | 6/6/2025 [Aggregate 2,000,000

DESCRIPTION OF OPERATIONS | LOCATIONS { VEHICLES {(ACORD 101, Additional R

rks Schedule, may ba attached if mors spaca is requirsd)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire

Bureau of Purchasing and Property

25 Capitol Stroot
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

QJ,,;%JW

ACORD 25 (2016/03)

The ACORD name and logo are registered marks of ACORD

© 1988-2015 ACORD CORPORATION. All rights reserved.



Response to RFP# 2859-24
Computerized Maintenance
Management Software

Implementation
STATE OF NEW HAMPSHIRE

Department of Administration
Division of Procurement and Support Services
Bureau of Purchase and Property

Delivered by

Facilities Management Express
Ameshia Williams, Account Executive
585-705-7885 | ameshia.williams@gofmx.com

Due Date: February 7, 2024 11:00 AM (EST) Computerized Maintenance

Management Software Implementation

Facilities Management Express

800 Yard St #115
Grandview Heights, OH 43212
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Cover letter

To Whom it May Concern,

Thank you for the opportunity to bid on your project at the State of New Hampshire. FMX
provides purpose-built solutions for organizations that span facilities, maintenance,
scheduling, and other operational-focused solutions. Having reviewed the contents of your
Request for Proposal (RFP), | am confident that FMX can provide the solutions and services
your organization needs to support your district and achieve your goals.

FMX serves over 1400 organizations nationwide. Hundreds of organizations have moved
from other software tools to FMX over the past several years, with each noting that FMX
understands the unique challenges that these organizations face while providing an
easy-to-use, configurable solution that supports the key aspects of facility operations.

Enclosed is our response to your RFP, which we hope illustrates the solutions we offer and
the value we provide. We look forward to working with the State of New Hampshire and
serving you for years to come.

Best Regards,
Mike Manuche

mike.manuche@gofmx.com
VP of Sales, FMX
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ENDIX B - STATE OF NEW HAMPSHIRE TRANSMITTAL LETTER
Date: ’Ll [‘1[‘ _ Company Name: $A¢ ~ess, LULC
M ok Sired: m, 1S
(o\:;,m b, OW  H3u7

To: Point of Contact: Jonah Rosa
Telephone: (603)-271-2550
Email: NH.Purchasing@das.nh.pov

RE: Proposal Invitation Name: Computerized Maintenance Management System Implementation
Proposal Number: 2859-24

Proposal Posted Date (on or by): 1/22/2024

Proposal Closing Date and Time: 2/7/2024 @ 11:00 AM (EST)

Dear Mr. Rosa,

[Insert name of signor] JD&Q A u,k/" ’ la. L.. !!E ,on behalroquu} 5{; ~¢J5, &l [insert name of entity
submitting proposal] {collectively referred to as “Vendor'™) hereby submits an offer as cont#ned in the ritten proposal submitted

herewith (“Proposal”) to the State of New Hampshire in response to Proposal # 2859-24 for Computerized Maintenance Management
System Implementation at the price(s)quoted herein in complete accordance with the proposal.

Vendor attests to the fact (hat:

‘The Vendor bas revicwed and agreed to be bound by the Proposal.

The Vendor has not altered any of the language or other provisions contained in the Proposal document.

The Proposal is effective for a period of 180 days from the Proposal Closing date as indicated above.

The prices Vendor has quoted in the Proposal were established without collusion with other vendors.

The Vendor has read and fully understands this Proposal.

Further, in accordance with RSA 21-1:1 [, the undersigned Vendor certifies that neither the Vendor nor any of its subsidiarics,

affiliates or principal officers (principal officers refers to individuals with management responsibility for the entity or association):

a. Has, within the past 2 years, been convicted of, or pleaded guilty to, a violation of RSA 356:2, RSA 356:4, or any state or
federal law or county or municipal ordinance prohibiting specified proposalding practices, or involving antitrust violations,
which has not been annulled;

b. Has been prohibited, either permanently or temporarily, from participating in any public works project pursuant to RSA 638:20;

" ¢. Has previously provided false, deceptive, or fraudulent information on a vendor code number application form, or any other

document submitted to the state of New Hampshire, which information was not corrected as of the time of the filing a proposal,
proposal, or quotation;
d. Is currently debarred from performing work on any project of the federal government or the government of any state;

Has, within the past 2 years, failed to cure a default on any contract with the federal government or the government of any state;

Is presently subject to any order of the department of labor, the department of employment security, or any other state

department, agency, board, or commission, finding that the applicant is not in compliance with the requirements of the laws or

rules that the department, agency, board, or commission is charged with implementing;

g. Is presently subject to any sanction or penalty finally issued by the department of labor, the department of employment security,
or any other state department, agency, board, or commission, which sanction or penalty has not been fully discharged or
fulfilled;

h. Is currently serving a sentence or is subject to a continuing or unfulfilled penalry for any crime or violation noted in this section;

i. Has failed or neglected to advise the division of any conviction, plea of guilty, or finding relative to any ¢rime or violation noted
in this section, or of any debarment, within 30 days of such conviction, plea, finding, or debarment; or

j- Has been placed on the debarred partics list deseribed in RSA 21-1:1 1-¢ within the past year.

This document shall be signed by 2 person who is authorized to legally obligate the responding vendor. A signature on this decument
indicates that all State of New Hampshire terms and conditions are accepted by the responding vendor and that any and all other terms
and conditions submitted by the responding vendor are.null and void, even if such terms and conditions have terminology to the contrary.
The responding vcndor shall also be subject to State of New Hympshire terms and conditions as stated on thc reverse of the purchase

order.
Authorized Signor's Signature: Authorized Slgnor s Title: ‘.f £ = p/\ﬂ AL

Sl Tl il

™ 0
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Executive Summary

Core products

Maintenance Requests

Submit, prioritize and assign work requests across your organization to streamline
communication and resolve issues faster. With Maintenance Requests, users will never
have to worry about manually managing work order requests. FMX makes it quick and easy
for requesters to submit work orders and stay up to date on progress. At the same time,
staff can focus on resolving work orders with all the information they need right from their
mobile device.

(1]  Maintenance Requests m . @
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Key capabilities
e Use Calendar & To-Do views to easily e Use your mobile device to quickly
to see schedules, upcoming tasks, and submit requests and ensure
resolve conflicts by drag and drop technicians can access all the

rescheduling.
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Communicate in-app to directly update
requestors, other technicians, vendors,
and more.

e Save time with auto-assignment &
notifications by assigning the

technician best suited to the task and

sending real-time updates,
e Configure custom request forms to
ensure all relevant details are captured
to complete the job - attach photos,
videos, documents, and more.

Preventive Maintenance

Prevent costly equipment issues, and ensure your equipment is operating at peak
performance. Use Preventive Maintenance to schedule regular inspections and upkeep
tasks to prolong equipment life, reduce downtime, maintain safety, and avoid costly

breakdowns.

information they need to resolve work
orders.

Utilize QR code equipment tagging to
submit requests, see work order
history, or view equipment information.
Gather actionable insights with
interactive reporting & dashboards
that track metrics like downtime,
equipment repair cost, labor time and
cost, and more.

Planned Maintenance
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Key capabilities

e Create and apply inspection checklists
and instruction sets to tasks to ensure
proper regulatory standards,
equipment upkeep, and
manufacturer-recommended service is
completed.

¢ Schedule regular maintenance tasks
using time-based and meter-based
intervals. Store important records and
other assets by uploading user
manuals, warranties, and more.

Equipment
Get the most value from your assets and equipment. Increase asset lifespans, reduce

equipment downtime, and strategically plan capital investments with reliable maintenance
software.

View the equipment log to see the
previous work history for each
equipment item.

Use your mobile device to ensure
technicians can access all the
information they need to resolve work
orders.

Gather actionable insights with
interactive reporting & dashboards
that track metrics like downtime,
equipment repair cost, labor time and
cost, and more.
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Key capabilities

e Centralize work order requests to make e View interactive reports and

it easy for staff to submit, resolve, and dashboards to see key metrics like
see a history of work order requests. costs, inventory usage, completion

¢ Schedule regular planned rates, and more.
maintenance, like safety inspections, ¢ Create instruction sets and inspection
for equipment with time and checklists for all your inspections,
meter-based intervals. cleanings, and QA testing.

¢ Use QR codes to quickly see equipment e Integrate BAS,
details, previous work order history, or water/humiditytemperature sensor
submit and resolve new work orders, alerts, and more right into FMX to

e Save time by auto-assigning the centralize facility operations.

technician best suited to the task and
sending real-time updates.

Reporting & Dashboards

Capture, analyze, and discover actionable insights. With FMX, you can understand
equipment repair trends, analyze labor cost and time, justify capital improvements, and
plan your organization's budget expenditure.
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Key capabilities

¢ Interactive dashboards and filtering Export for print and email distribution

tools e Standard dashboards for costs,

o Insights on work orders, labor, operations, downtime, equipment,
equipment, inventory, invoicing, and building usage, inventory usage, team
capital forecasting performance, and work completed

e Filterable by request type, building & o Custom-built reports can be purchased
location, date range, work state, user, as an add-on
and module

Professional services

The following services are not* included with the standard implementation:

Onsite Training
The FMX Customer Success Team will go to Customer’s location for training on the FMX
software.

SQL Update

Allows bulk actions to be performed by FMX Customer Success Team to a customer’'s FMX
site. FMX will perform this service in the FMX offices and deploy this to the customer's
account automatically. Customers may have to supply FMX with their desired changes to
their FMX site. The time to complete this service varies widely from as little as 10 minutes to
as long as 30 days.

Development Updates

Service is performed by the FMX Development team to perform a mass update to a
customer's site. The service provided by the development team usually includes a change to
the FMX software code. FMX will perform this service in the FMX offices and deploy this to
the customer’s account automatically. Customers may have to supply FMX with their
desired changes to their FMX site. The time to complete this service varies widely
depending on the customer requirement, which has spanned from 2 weeks to 30 days
depending on many factors.

i 9‘
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Data Management

The FMX Customer Success Team will perform the data management service and enter all
data into a customer’'s FMX site not in the FMX acceptable data import formats. This service
also includes a mass change in data to a customer's FMX site. FMX will perform this service
in the FMX offices and deploy this to the customer’s account automatically. Customers may
have to supply FMX with their desired changes to their FMX site. The time to complete this
service varies widely depending on the customer requirement, which has spanned from 2
weeks to 30 days depending on many factors.

*These services are available for an additional charge. To inquire about one of these services, reach gut te your
dedicated Customer Success Manager or Account Manager.

Watch our product tour

Want to see FMX in action? Watch our product demo, and experience an overview of our
capabilities in full force.

www.gofmx.com/watchtour




844.664.4400 | support@gofmx.com | gofmx.com

Market differentiators

Customer success

Your needs warrant a streamlined implementation process that has you up and running and
realizing ROl in a short time. The FMX customer success team is dedicated to providing it all
to you, hiccup-free and with the resources that you need for fast staff adoption. The FMX
Customer Success team that will support your implementation and our partnership:

¢ Boasts a market-best 98% CSAT (Customer Satisfaction) rating

¢ Has a 97% renewal rate, which is almost 4X better than the average SaaS company

¢ Has an average response time (calls, emails) of 60 minutes or less, compared to the

industry average of 13 hours

Why FMX? Our approach

Our approach is simple, it all begins with listening and collaboration. FMX was created
based on direct conversations with facilities and maintenance leaders, and that hasn't
stopped. Input from professionals like you guides and informs our decisions, so FMX works
the way you do. FMX's unique approach stands above the rest because of three key
elements:

1. Ease of use
2. Configurability
3. Customer success

1. Ease of use

We believe in keeping things easy. Say goodbye to multiple emails, phone calls, and
complicated paper forms. With a focus on ease of use and simplicity, your entire team will
understand how to use FMX right out of the gate. Our software puts your day-to-day
management on autopilot and frees up your time to make data-informed decisions and
planning.

a :
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2. Configurability

With FMX, you're not stuck with a “standard model”. FMX is designed to fuse with how you
perform your operations—with an additional benefit of organizational structure and
advanced record keeping. Hand-in-hand, our solutions are crafted with you.

3. Customer success

You're never alone, your needs warrant a streamlined implementation process that has you
up and running and realizing ROl in a short time. The FMX customer service team is
dedicated to providing it all to you, hiccup-free and with the resources that you need for
fast stoff adoption. Whether you're coming from paper or another system, we've seen it
before. We've got your back with data migration assistance and continuous training for
your staff and technicians.

P .
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Responses to Requirements and

Deliverables
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Work Order System Requirements

Topic 1 - DESCRIPTION OF SCLUTION

Additional Comments

Question 1: Provide a detailed description of
your proposed Solution, including features and
functionality.

Pleose see pages 7-12 in the RFP response under
Executive Summary.

Question 2: Describe how your Solution meets. '
the business requirements in B-2 Business '
Regquirements/Technical Requirements.

QUESTION REMOVEDE NA. 2

H e L : .
ET B A ™ -
3 '

Question 3: Describe ease of use and user
friendliness of your proposed Solution including
learning curve, navigation.

Highlight in detail specific advantages to the
user Interface. What methodology do you use to
ensure that your

user Interface is userfriendly?

FMX's umque cpprooch stunds obove the rest
because of three key elements: Ease of use,
Configurability, and Customer success. Please see
pages 14 - 15 for more details.

Question 4; Provide an attachment with product
literature describing the functionality of the
proposed Software. Provide

o table that maps your literoture with topics
listed in this Appendix. Include references to
page numbers.

Refer to the attached RFP.

Question 5: Describe the benefits of the
technical architecture {i.e. scalability,
aodaptability, interoperability, etc.).

Being Azure hosted gives FMX the ability to
automatically scale rescources automatically so
customers are always given the best experience
possible.

Question &: How will the proposed software
Solution be accessed (i.e. Web Browser over
Internet)?

FMX is a cloud based CMMS. FMX is browser
based and can be accessed on any device with a
web browser (PC, Laptop. Mobile phone, tablet,
etc.) Full functionality is provided on mobile devices
ond the user interface is tailored to make using
FMX on smaller screens a seamless and productive
experience. Please see page 20 of the RFP for more
information on supported browsers.

solution not included in this proposal?

Question 7: Describe any additional software N/A
that will be required on end-point devices and

the access autherization level required to instail

it.

Question 8: Describe any add-on or third-party | N/A
Software required.

Question 9; Is your product dependent on a N/A

Question 10: Describe the degree to which the
proposed Solution meets the requirements of
RSA chapter 21-R:10, 21-

R:11, 21-R:13. _IIDillg&_mstLﬁIQIﬁ._h.
Toplc 2- USER FRIENDLINESS

Question 11: How quickly can users perform
needed tasks?

Information included in RFP response.

FMX is simple and intuitive. Most actions take only
a few clicks to complete.
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Additional Comments

Question 12: How easy 1s it to learn, is it
intuitive?

Our approach is simple, it all begins with listering
and collaboration. FMX was created based on
direct conversations with facilities and
maintenance leaders, and that hasn't stopped.
Input from professionals like you guides and
informs our decisions, so FMX works the way you
do.

Question 13: Is its navigation and interface
similar to other software used?

Yes, FMX is modern and intuitive to use.

Question 14: How steep is the learning curve?

Implementation and training typically takes 90
days.

Question 15: Please discuss how the solution
helps reduce human error.

FMX reduces human error by setting up schedules,
alerts, and allowing organizations to input
instructions and SOPs to complete tasks.

Topic 3 - ENHANCEMENTS AND NEW RELEASES

Question 16: What types (maintenance,
Enhancement, other) of releases are planned?

Routine patches and other enhancements are
released weekly. Deployment automation allows us
to release a hotfix without taking our website
offline. New enhancements are announced closer
to lauch of said enhancements.

Question 17: What is the historical (past 3
years} and expected frequency of each type of
newrelease?

1-2 times per week.

Question 18: How is the content of future
releases determined? Required maintenance,
security, userinput?

We use customer feedback, data, and market
research to information product releases.

Questien 19: Are Enhancements made for
specific clients included in future releases for all
clients?

Yes, any enhancments made will be availbe to the
full customer base.

Question 20: Whot specific Enhancements are
planned for retease within the next 24 months?

Our roadmap is planned on our quarterly basis in
order to pivot as needed to best serve our customer
base.

Question 21: How is the content of a release
communicated to the client?

Releases are comunicated via in-app notification,
emails, and quarterly product releases on the help
desk.

Question 22: Can components of a release be
applied individually or by Modute without
adversely affecting the overall

functicnality of the System?

This can vary depending on what the release is.

Question 23: How long is a release supported?

N A A POR POR A

| Question 24: Describe the System security
design and architectural features incorporated
into the proposed Solution

including:

N/A: upgrades are automatic.

DARD

The system incorporates secure design
principles, documentation, and testing to
protect against hacker attempts throughout
the development lifecycle.




Work Order System Requirements

Additional Comments

Question 25. Compliance with NIST SP 800-
171, Protecting Controlled, Unclassified
Information in Non- Federal Systems and
Organizations

FMX does not specifically follow NIST SP 800
but does follow SOC 2 controls, which are
based in part of NIST controls. FMX's hosting
provider, Microsoft Azure does follow NIST SP
800 controls in addition to many other security
controls.

Question 26: Compliance with NIST SP 800-63,
Digital Identity Guidelines

FMX does not specifically follow NIST SP 800
but does follow SOC 2 controls, which are
based in part of NIST controls. FMX's hosting
provider, Microsoft Azure does follow NIST SP
800 controls in addition to many other security
controls.

Question 27: Compliance with NIST SP 800-
115, Technical Guide to Security Testing and
Assessment.

FMX does not specifically follow NIST SP 800
but does follow SOC 2 controls, which are
based in part of NIST controls. FMX's hosting
provider, Microsoft Azure does follow NIST SP
800 controls in addition to many other security
controls.

Question 28: The methods used to ensure that
the parties to interactions with the Application
cannot later repudiate or rebut those
interactions.

Non-repudiation methods for application
interactions include documentation. supervisor
review, and disciplinary action.

Question 29: The Intrusion Detection methods
used to ensure the detection, recording and
review of attempted access or modification by
unauthorized individuals.

The system uses intrusion detection systems,
physical access mechanisms, and technical
testing to protect against unauthorized access
and maodification. :

Question 30: The privacy methods used to
ensure that confidential Data and sensitive
communications are kept private,

Confidential data is protected through
encryption, access controls, and device
security measures to ensure privacy.

Question 31: The system maintenance methods
used to ensure that system maintenance does
not unintentionally disrupt the security
mechanisms of the Application or
supportinghardware,

Changes are made during off-peak hours and are
throroughly reviewed before being implemented.

Question 32: Your Software patch schedule
employed to protect the Software from new
security vulnerabilities as they arise.

Our policy is to prioritize critical patches for
hotfix as soon as possible. The timeline for
patching is based on the complexity of the
problem, however, 95% of critical patches are
released the within 48 hours of problem
discovery. FMX also scans and updates third-
party libraries for security vulnerabilities.

Question 33: The ability of your Software to be
installed in a "locked-down” fashion so as to
turn off unnecessary features :
{user accounts, Operating System Services, etc.)
thereby reducing the Software's security
vulnerabilities and

attack surfaces available to System hackers and
attockers.

FMX's software strictly follows the principle of
least privelege and allows customers to
minutely configure permissions according to
that principle.
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Question 34; The notification. and escalation
process in the event of an intrusion.

Additional Comments

Customers are notified by email as soon as
possible when a confirmed data breach is
discovered. In addition, the assigned Customer
Success Manager will call the customer's primary
contact to personally inform them of the situation,

Question 35: What process or methodology is
employed within the proposed Software to
ensure Dota integrity?

We store three copies of all customer data within a
primary date center and three copies within a
geographically-disparate secondary data center.
Additionally, we perform differential database
backups every hour, full datobase backups every
week, and we archive database backups for a
period of 90 days. .

Question 36: To what degree does your
approach rely on System assurance
capabilities?

Our approach relies on strong system
assurance capabilities, including audits and
secure system engineering principles.

Question 37: If multiple Datobases are
employed, what extra procedures are employed
to ensure synchronization among

Databases?

methodologies used for testing the security of
the Software Application and
Hosting environment

Extra procedures include redundant storage,
load-balanced servers, and synchronized
clocks using reputable time sources to ensure
data integrity.

Topic 6 - SECURITY TESTING
Question 38: Describe the testing tools and In addition to annual pen testing and monthly

vulnerability scanning, we use automated and
manual testing, owasp top 10 checks, and
identical production environment to ensure
security.

Question 39: How can you ensure the security
ond confidentiality of the State Data collected
on the system?

Implementing oppropriate backup procedures
and regularly testing backups and restore
capabilities, while also carefully selecting and
controlling test data.

Question 40: What security validotion
Documentation will be shared with theState?

Upon signing an NDA, the state may access
's Tru i fm which
includes live updates of the security controls
EMX followings, relevant security
i : i lici n

FMX's security attestation reports

Question 41: Do you use internal or external
resources to conduct SecurityTesting?

We use a combination of internal and.external
resources to conduct security testing. We use
third parties for annual penetration testing but
also complete regular internal security testing
via vulnerability scanning, code review,
manual ond automated testing.

Question 42: Describe in detail the options for
Vendor-supplied training. Include o proposed
training schedule, training

topics. and options for participation (e.g., in-
person, webinars, one-on-one, on-line, on-
demand) that you

would provide, (

In-depth training on all necessary workflow items
for each training group Troaining formats available:
Webinar, self-service via pre-recorded video, self-
service via written training guides
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Question 43; Describe in detail the
Documentation that is ovailable to support the
training of users of your proposed

Solution. Include help screens, On-line or
printable manuals ond Knowledge bases. If any
of these resources

would need to be developed or modified for
your proposed Solution include a timeline for
their availability.

If there are access restrictions on any of this
material indicate what those restrictions are.

Additional Comments

Refer to the Implementation Section of the RFP

Page 18}.

Topic 8 - PREPARATION AND EXPECTATIONS OF STATE STAFF INCLUDING

TECHNICAL KNOWLEDGE

TRANSFER

Question 44: Describe how State staff assigned
to the Project Team wilt be involved throughout
the Project. including design

meetings, decision making, and scope control.

Refer to the Implementation Section of the RFP
{Page 18).

Question 45: Provide an averview of Project
Team interactions and dependencies between
functions

Customer and FMX will jointly manage the project,
and each party will manage its resources. Al
Customer resources shall be available for the
duration of the project. Customer will be
responsible for managing all assigned project
management tasks.

Question 46: Provide recommendations for
State staff requirements to maintain the system
after Implementation (skill, # of

resources, etc.} Include a worksheet or table
identifying State staff resources and the
projected number of

weekly hours to support the system
movingforward,

Refer to the Implementation Section of the RFP
{Page 18).

Question 47; The transfer of technical
knowledge is important for operations,
configuration/development, workflow,

business setup, maintenance, and management.
Address, training curriculum, training priorities
and

prerequisites, specific commercial and custom
course, and one-on-one learning opportunities
for State staff.

Refer to the Implementation Section of the RFP
{Page 18).

Question 48: Describe and provide samples of
the available Documentation supporting the
System. Does the

Documentation include technical specifications,
troubleshooting tips, technical contact
information?

Question 49: Provide one or more feasible
Implementation Plans. For each plan provided:

Refer to the Implementation Section of the RFP
Page 18).

Topic 9 - IMPLEMENTATION APPROACH |

Refer to the Implementation Section of the RFP
| (Page 18).
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Question 50: Identify timeframes for major
milestones, including timing for discontinuing
legacy Systems

Additional Comments

Implementaticn timeline An estimote of launch
date based on 60-day maximum Import templates
For a list of FMX supported data migrations, please
see the Pre-site configuration questionnaire
Commit to completing before data review and pre-
site configuration meeting Commit to sending data
that is in an Excel format to CSM

Question 51: Discuss cost implications of the
plan, including implications on maintenance
fees and available

Implementation options that would lower costs.

Refer to the Implementation Section of the RFP
{Page 18).

Question 52: Address the level of risk
associated with each plan.

Refer to the Implementation Section of the RFP
(Page 18).

Question 53: Why is this the approach you
recommend?

Refer to the Implementation Section of the RFP
{Page 18).

Question 54; Will the Vendor provide a tool for
the State and the Vendor to communicate and
share information throughout

the Project —i.e., SharePoint, Portal?

Topic 10 -TESTING MANAGEMENT
Question 55: Describe in detail the end-to-end

testing methodology you propase for this
Project.

Refer to the Implementation Section of the RFP
Page 18).

All changes to our software must pass a bottery of
automated tests, manual explorotory tests, and
receive approval from management before they are
released to our production environment. Testing is
conducted in an environment that is identical in
cenfiguration to production, but contains no
production data.

Question 56: Describe testing tools thot will be
used as part of the Solution testing. Will theése
tools be available to the State,

or will the State be required to purchase tools?

No testing is required by the stote. FMX performs
quality and security testing internally.

Question 57: Using the following chart, describe
the roles and responsibilities required of Vendor
Stoff and State Staff,

include additional information as needed.

See ottached sheet.




Test phase
Monagement of the testing

Vendor
Rale/Respons

i

ility

State Role/Responsibility

Timeframe

process Y N SDLC trocking system Ongoing
Test planning Y Y [Acceptonce testing only) SDLC tracking system Ongoing
Test scenario development Y Y (Acceptance testing anly) SDLC tracking system Ongoing
Data preparation ) Y Y (Acceptance testing only) SDLC tracking system Ongoing
System preparotion Y N Test environments Ongoing
Unit testing Y N Source code Ongoing
System integration testing Y N Source code Ongoing
User acceptance testing N Y Customer site Optional upon implementation
System performonce testing Y N Test environments Ongoing
Defect tracking ¥ N SDLC tracking system Ongoing




Question 58: What support will be provided to
prepare State staff prior to and during
Acceptance Testing? (Training, user
Documentation, staff on site, remote support,
etc.)

Work Order System Requirements

Additional Comments

Refer to the implementation Section of the RFP
{Page 18).

Question 59: Will configured Software be
delivered in functional components for State
Acceptance Testing?

Yes

Question 60; The State has defined 3 levels of
Defect severity. Describe how you will adopt
this methodology or provide a

mapping to outline your proposed
representation of Defect severity.

FMX has five defect levels: Critical, High,
‘|Medium, Low, and Very Low. Critical
represents an availability or intrusion event
and is addressed immediately by all hands.
High represents the inability for multiple FMX
customers to operate standard workflows.
Medium represents the inability of one FMX
customer to operate standard workflows or
multiple FMX customers being only able to
operate standard workflows via a
workaround. Low represents the inability of
one or more FMX customers being unable to
operate non-standard workflows. Very Low
represents a low defect that is discovered
internally but not yet reported by a customer.

Question 61: What tools will be used to
document and trock status of
suspectedDefects?

FMX-uses its own software internally to track
defect tickets. FMX uses New Relic and its
own internal logging to log application errors.
FMX uses ZenDesk to collect customer reports
of potential defects.

Question 62: What role will the State play in
classification and prioritization ofDefects?

FMX customers play no role in the
prioritization of defects but can report
potential defects to FMX via support@gofmx.
com '

Question 63: How quickly will a suspected

Defect be investigated and how quickly will the

Defects be corrected?

Critical defects are resolved within minutes or
hours. High pricrity defects are resolved either
same day or 1-2 business days. Medium
priority defects are resolved between 1-5
business days. Low priority defects are
resolved between 1-14 business days. Very
low priority defects are not under SLA.

Question 64: Provide a sample User Acceptance

Test Plan from a completed project as an
appendix.

Refer to the Implementation Section of the RFP
(Page 18).

Question 65: Will System performance be
measured and documented using the State's
infrastructure and Data? If yes, how?

Not needed for Hosting?)

No, FMX is cloud-hosted.

Question 66: Outline your methodology for
Security and Penetration Testing and provide
confirmation that it is NIST

SP800-115 compliant,

FMX uses Pensive Security for penetration
testing. Pensive security utilizes a four-stage
methodology based on nist sp 800-115 for
security and penetration testing.
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Topic 11 - MIGRATION STRATEGY

Additional Comments

Topic 12 - WORK PLAN, STATUS MEETINGS AND REPORTS

Question 67; The State sees a Work Plan as
essential to reaching a comprehensive
agreement with a Vendor. Consequently,

the State willseek to refine the proposed Work
Plan prior toContract approval with the selected
Vendor and to

. |incorporate the refined Wark Plan by reference
into aContract.

Refer to the Implementation Section of the RFP
{Page 18).

Question 6B: Provide a preliminary Work Plan
depicting tasks, task dependencies, Schedule,
milestonesi/critical events, ‘
Deliverables, and payment Schedule. Include the
Deliverables cutlined in Appendix B
{Business/Technical

Requirements and Deliverables), appropriate
status meetings and Reports, and include other
Deliverablesthat

you, based on experience, would recommend be
developed on this Project.

E

Refer to the Implementation Section of the
RFP {Page 18].

Question 69: Define both proposed Written and
Software Deliverables. Include sufficient detail
that the State will be able

to identify departures from the Plan in sufficient
time to seek corrective action. In particular,
provide

information about staffing.

Refer to the Implementation Section of the RFP
(Page 18).

Question 70: Describe all Deliverables to be
produced in the Project. Ensure that all
Deliverables and milestones are

identified in the Work Plan. dentify and discuss
the following:

a) All assumptions upon which the Work Plan is
based.

b) Descriptions of recommended roles by
activity and time required for both State and
Vendor members of

the Project Team.

c} Assignments of members of the Vendor's
team identified by role to specific tasks; and

d) Critical success factors for the Project. -

Refer to the Implementation Section of the RFP
{Page 18).

Question 71: Discuss how this Work Plan will be
used and State access to Plan details.

Refer to the Implementation Section of the RFP
{Page 18).

Question 72: Discuss frequency for updating the
Plan, at @ minimum biweekly and for every
status meeting. Explain how

the State will know whether the project is on
schedule, project expenses incurred to date, and
within budget.

Refer to the Implementation Section of the RFP
(Page 18).
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Question 73: Define your planned approach to
maintaining all project documentation. For
example, how will this

documentation be available to the State staff
{(Word Doc, SharePoint, etc.).

Additional Comments

Refer to the Implementation Section of the RFP
(Page 18).

Question 74: The State believesthat effective
communication and Reporting are essential to
project success. As reasonably

requested by the Stote, Vendor shall provide the
State with information or reports regarding the
Project.

Vendor shall prepare special reports and
presentations relating to Project Management
shall assist the State in

preparing reports and presentations, as
reasonably requested by the State. all at no
additional cost to the State.

Refer to the Implementation Section of the RFP
{Page 18).

Question 75: Describe your planned project
management activities including Introductory
and Kickoff Meetings, Status

Meetings, Work Plan Updates, and Special
Meetings. Discuss frequency, duration,
participants, agenda items,

etc.

Refer to the Implementation Section of the RFP
(Page 18).

Question 76: Describe how you will report
Project health to communicate Project status
with Stakeholdersand for the early

recognition of factors that may result in Project
problems requiring special attention.

Topic 13 - PROJECT RISK AND ISSUE M

Question 77: Provide proposed methodologies [
for project risk and issue management.

Refer to the Implementation Section of the RFP

Page 18},
ANAGEMENT

Refer to the Implementation Section of the RFP
(Page 18).

Question 78: Discuss State and Vendor
responsibilities. The State seeks a clear means
to compare planned versus actual

status, including percentages. at a sufficiently
detailed level to ensure the Stote can
adequately monitor the

progress of the Project. Be sure to identify any
essential time constraints on State octions.
Escalation

procedures will be defined in a Contract

Refer to the Implementation Section of the RFP
(Page 18).

between the State and the Vendor,

Topic 14 - QUALITY ASSURANCE APPROACH
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Question 79: Describe the methodology that will
be employed to assure that each type of
Celiverable is of high quality

before submission for State consideration
{Written, Software, and Non-Software),
Discussion should include

but not be limited to:

a) Provision for State input to the general
content of a Written Deliverable and Non-
Software Deliverables

prior to production.

b) The standard for Vendor internal Review of o
Written.Deliverable and Non-Software
Deliverables prior

to formal submission:; and

c) Testing of Software Deliverables prior to
submission for Acceptance Testing.

Topic 15 - HOSTED SYSTEM

Question 80: Describe the service model being
offered. Service is Commercial Off the Shelf
Software {COTS), Softwareas-a-Service (SaaS),
Platform-as-a- service {PaaS), or Infrastructure-
as-a-Services {taaS). The State requires

the service provider to use web services
exclusively to Interface with the State of New
Hampshire's Data in

near Real-Time when possible. Describe any
client software or plug-in downloads that may
be required.

Itis preferred the service provider's relevant
Data Center(s) are certified to the Federal
Informotion Security

Management Act {FISMA) level 3 ATO4 and/for
Federal Risk and Authorization Management
Program

{FedRAMP) CSP5 and have independent annual
SOC 2 Type 2 audits performed.

Additional Comments

Please see Market Differentiators section of the
RFP. :

The service model being offered is software-

as-a-service (saas) and the service provider
must use web services for real-time data
access.

Question 81: Provide Certifications and latest
audit of the Data Center{s) being used in the
Solution offered -

Microsoft Azure has the following attestations:

SOC 1, 50C 2, SOC 3, PCI-DSS, FERPA,

ISO/IEC 27001, ISO/IEC 27018.
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Question 82: If Certifications ang oudits cannot
be provided the service provider will be required
to implement and maintain

appropriate administrative, technical, and
organizational security measures to safeguard
against unauthorized

access, disclosure or theft of Personal
Information and Non-Public Information. Such
security measures must

be in accordance with recognized industry
practices such as in the National Institute of
Stondards and

Technology (NIST) Controls 800-53 Rev 4
where applicable. Describe controls including
but not limited to:

a) Data storage, Data Encryption, Data
destruction, Data location, Data hondiing,

b} Business continuity and disaster recovery
plan.

¢) Security incident or Data Breach notification,
d)} Change control and maintenance,

e) Patching and upgrades

Additional Comments

Microsoft Azure's certifications and controls
are available on their website. FMX's
certifications and controls are on trust.gofmx.
com. -

Question 83: Describe how the service provider
will provide compliance to all Federal and State
of New Hampshire laws,

regulations, statutes, policies, standards, and
best practices relevant to internet- based
hosting

FMX uses Vanta compliance monitoring to
ensure that it follows all relevant security and
privacy laws.

Question 84: The State requests regularly
scheduled Reporting to the State of New
Hampshire, Describe the availability of

Reports available to the State including latency
statistics, user access, user access IP oddress,
user occess

history and security logs for all State of New
Hampshire files related to this RFP,

Access history of customer sites is visible via
the product. FMX does not provide access to
its security logs.

Question 85: The State requires the system to
be available 24/7/365 {with agreed-upon
maintenance downtime), and for the

Vendor to provide service to customers as
defined in a Service Level Agreement {SLA)
which will be

developed and agreed te¢ in the Contract phase.
The State also requires the service provider to
guarantee 99%

uptime {excluding agreed-upon maintenance
downtime). Describe how you will meet these
requirements.

Topic 16 -BACKUP AND RECOVERY

Question 86: Descrine the tools used for Backup:
and Recovery of Applications and Data.

ritical ri hes within Yl n

=

Backup and recovery are managed by our
CSP, Microsoft Azure. Backup cadence is
determined by FMX and is recorded earlier in
this proposal.
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Question 87: Describe timelines for scheduled
backup of Data and Servers including the
retention schedule

Additional Comments

We store three copies of all customer data
within a primary data center and three copies
within a geographically-disparate secondary
data center. Additionally, we perform
differential database backups every hour, full
database backups every week, and we archive
database backups for a period of 90 days.

Question 88: Describe the impact of the
proposed backup process on the operation of
the System. Also, address the

following:

Backups do not interrupt normal use of the
software

Question 89: Use of and method for logging and
journaling.

Azure Log Analytics, Azure Storage, Azure Monitor,
Azure Defender for Endpoint/Cloud

Question 90: Single points of failure ond
recommended approaches for their elimination.

Not applicable

Question 91: Approach to redundancy including
backup material securely transferred from the
site to another secure

25

location to aveoid complete Data loss with the
loss of a facility.

Data backups are stored in a geographically
redundant and encrypted off-site location to
prevent data loss in case of a facility failure.

Question 92: Explain your high-level
methodology for creation of a Disaster Recovery
Plan.

Our high-level methodology includes annual
testing and consideration for both operational
and information security continuity. More
information is available at trust.gofmx.com

Question 93: Discuss how the disaster recovery
plan identifies appropriate methods for
procuring additional hardware in

the event of a compaonent failure, Also describe
any impoct of Software License fees. The State
believes that

additional Software License fees solely related
to redundancy for Backup and Recovery would
be

inappropriate. If the Proposal differs from this
standard, describe, and provide rationale for the
difference.

Data backups are stored in a geographically
redundant and encrypted off-site location to
prevent data loss in case of a facility failure.
This ervice is included in all licenses.

Question 94: Discuss how the disaster recovery
plan addresses the recovery of lost State Data
as well as your own.

The goal of the disaster recovery planis to
recover all possible data, including FMX
customer data.

Question 95 Will the Solution include the option
to have the collected Data stored at the Vendor’
s site, at the State site or

both?

No, data is stored in Microsoft Azure's
datacenters

Question 96: Provide a plan for business
continuity if a disaster occurs at the Data center
that is Hosting the proposed

Solution

MX's di 1 is available for
download at trust.gofmx.com

Topic 17 - SUPPORT AND MAINTENANCE FOR VENDOR HOSTED SYSTEM
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Question 97: Describe how the System
hardware, Software, and Database will be
maintained in accordance with the
Specifications, terms, and conditions of the RFP,
including providing upgrades and fixes as
required.

Additional Comments

FMX uses Microsoft's PooS model. Azure is
responsible for providing available and up-to-
date hardware. Software is maintained by
FMX and regularly maintained and updated.
Software patches and upgrades are released
1-2 times per week.

Question 98: Describe the Help Desk Support
that will be available to State staff including
hours of operation, phone vs

Email, access to technical support staff.

Refer to Ongoing training and support
resources on page 28 in the RFP,

]

Question 99: Describe the clossification of o
Software Defect (bug} that will be used to
indicote the degree of negative

impact on the quality of thew Software and
anticipated response times,

FMX has five defect levels: Critical, High,
Medium, Low, and Very Low. Critical
represents an availability or intrusion event
and is addressed immediately by all hands.
High represents the inability for multiple FMX
customers to operate standard workflows.
Medium represents the inability of one FMX
customer to operate standard workflows or
multiple FMX customers being anly able to
operate standard workflows via a
warkaround. Low represents the inability of
one or moré FMX customers being unable to

|operate non-standard workflows. Very Low

represents a low defect that is discovered
internally but not yet reported by a customer.
Critical defects are resolved within minutes or
hours. High priority defects are resolved either
same day or 1-2 business days. Medium .
priority defects are resolved between 1-5
business days. Low priority defects are
resolved between 1-14 business days. Very
low priarity defects are not under SLA.

Question 100: Describe any particular
procedures required to handle escalation and
emergency calls.

Emergency calls are handled by following the

; = lan. whi

reviewed and tested gnnually. FMX's inciden
n n n r

com

Question 101: Detail the types and frequency of
support tasksrequired.

Question 102: Describe any different levels and
or models of support and maintenance that you
provide

FMX's Customer Support service works with
customers to troubleshoot defects. For critical, multi-
spanning availability or intrustion issues, FMX
provides a post-mortem.

FMX's Customer Support service works with
customers to troubleshoot defects. For critical, multi-
spanning availability or intrustion issues, FMX
provides a post-mortem.




Work Order System Requirements Additional Comments

Question 103: Describe how the Vendor will FMX's Customer Support service works with
work with the State to identify and troubleshoot | customers to troubleshoot defects. For critical,
potenticlly large- scale System multi-spanning availability or intrustion issues,

failures or Deficiencies by collecting the
following information:

a) mean time between Reported Deficiencies
with the Software;

b) diagnosis of the root cause of the problem;
and

c) identification of repeat calls or repeat
Software problems.

Question 104: For all maintenance service calls, |FMX supports configurable fields, so that

FMX provides a post-martem.

the Vendor shall ensure the following customers may manage and store additional
information will be collected and information within the system.
maintained:

a} nature of the Deficiency;

b) current status of the Deficiency;

¢) action plans, dates, and times;

d) expected and actual completion time;

e} Deficiency resolution information;

f) Resolved by:

g) Identifying number i.e, work order number;
ond

h) Issue identified by.

Question 105: Describe how the State will be The state will be informed of emergency
informed of emergency maintenance or system maintenance or system outages through

outages? _ gofm r regular channel
in¢luding email, phone, and meetin

Question 106: Describe how the Vendor will Vendor will ensure timely application of critical

ensure all hardware and Software components | patches to all systems and applications,

of the Vendor Hosting following industry standard configuration and

infrastructure will be fully supported by their
respective manufacturers at all times. All critical
potches for

Operating Systems, Databases, web services,
etc., shall be applied within sixty {60) days of
release by their

respective manufacturers.

hardening procedures.
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Bidder Qualifications

Year Business Storted:

2012

State of Incorporation

Ohio

Location of Headquarters

800 Yard St #115, Grandview Heights, OH 43212

Employee Count

140

Ongoing Litigation

None/NA,

Presence in the state of New
Hampshire

FMX has 10 customers in the state of New Hampshire.

Identification of which
services are provided via the
bidder

All services listed in the RFP are provided via FMX.

Sub-contractor including
company name, address,
contact person, and three
references for clients they are
currently servicing

No sub-contractors/NA.
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Company Information &

Experience

Our company history and experience

“I began my career as a mechanical engineer for an energy company and
quickly realized that | wanted to make a more strategic impact on the
business. It wasn't until 2012, when | was working on on energy conservation
project with one of my partners that | realized the need for FMX.

“At the time, the school we were working with was trying to find a way to
manage their facilities remotely while maximizing energy savings easily.

We began searching for software that was capable of scheduling preventive
maintenance, streamlining event scheduling, and tracking maintenance
requests. While many options were available, none heiped us achieve our
needs and were far too complicated for staff members to use on a daily basis.

“We knew we could create something better, so we did."

- Brian Gregory, Founder and CEO of FMX

The platform that Brion and his team created allows facilities leaders to streamline their
maintenance processes, increase asset productivity, and track, manage, and improve the
metrics that matter most to them. The solution has helped more than 1400 organizations,

across K-12, Higher Education, Municipalities, and others, to optimize their operations and

reach their facilities and maintenance goals.

FMX is recognized as one of the most-reviewed and highest-rated CMMS providers based
on usability and customer satisfaction.

We rely on facilities and maintenance leaders to guide the future of FMX. Their insights
influence our product so heavily that we brought a few of these experts onto the team.
Together, they have o combined 43 years of experience. These include:

i
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John Bailey, Ph.D.
e National Director, K-12 Business Development
e Former CEO & Executive Director, National School Plant Management Association
e 34 years of experience in the K-12 field as a teacher, principal and director of
operations of two large urban school divisions

Darin Porter
¢ FMX Manager of Industry Practice
e Former K-12 Facilities Manager
¢ Former FMX customer

Robert Kleimenhagen
e Former Facilities/Operations Director in K-12
e Former Facilities/Operations Director in Municipalities

Matt Pace
¢ FMXK-12 Practice Leader
¢ Former K-12 Director of Maintenance and Operations
e Former FMX customer

Tyler Cantrell
e FMX Solutions Engineer
e Former K-12 IT Leader
e Former FMX customer

References

City of Dublin (Ohio) Eastern State Penitentiary Historic Site
Matt Earman, Director of Parks and James Travis LI, Associate Director of
Recreations Design and Facilities
mearman@dublin.oh.us jt@easternstate.org

614-348-1588 (215) 236-5111 x221

Lo

G

16



844.664.4400 | support@gofmx.com | gofmx.com

U.S. Department of Agriculture

Chris Mehelis, Quality Assurance Specialist
chris.mehelis@ars.usda.gov

{510} 559-5697
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Vendor Staff Qualifications

FMX's Customer Success leaders have over 30 years of combined experience working with
over 1400 organizations to ensure they are deriving value from FMX.

Vice President, Customer Success - Brandi Templeton

Brandi has been with FMX for 8 years. Brandi has previously served as a member of the
technical support team as a Customer Success Specialist, a member of the implementation
teom as a Customer Success Manager, and as o Director of the department. Brandi is now
the Vice President of the Customer Success team here at FMX. Brandi's primary
responsibilities include providing direction and leadership toward the achievement of the
department's goals for customer onboarding, customer satisfaction, renewals, upsells, and
Net Promoter Scores (NPS).

Director, Customer Success - Lindsey Dittmar |

Lindsey has been with FMX for over 7 years. Starting at FMX in 2017, she learned the ins
and outs of the software in a customer support role. Since then, she has been a Customer
Success Manager, an Enterprise Customer Success Manager, Manager of the Customer
Success team, and now is the Director of Customer Success. Lindsey and her team focus on
training and implementing new customers to set them up for success within FMX.

Senior Director, Customer Success - Kathryn Moore

Kathryn has been with FMX for over 8 years. She joined the FMX team in July 2016 as a
Customer Success Specialist, working on data migrations and customer support tickets.
Afterward, she worked as a Customer.Success Manager and Enterprise Customer Success
Manager implementing new customers for almost two years until transitioning into
Management in the Customer Success department in 2018. Since October 2019, Kathryn
has managed the Account Manager team in Customer Success. Kathryn and her team focus
on supporting ongoing customers and their ever-changing needs to continue delivering the
value of FMX.

e 18
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Lead, Enterprise Account Manager - Andrea
Lindenmuth

Andrea has been with FMX for just over 6 years. As an Enterprise Account Manager,
Andrea focuses on being the point of contact for her accounts to ensure they are deriving
value from FMX post-implementation. Andrea has been working directly with customers-for
the last 4 years to ensure customer satisfaction.

Enterprise Account Manager - Emily Rowling

Emily has been with FMX for 4 years. As an Enterprise Account Manager, Emily focuses on
being the point of contact for her accounts to ensure they are deriving value from FMX
post-implementation. Emily has been working directly with customers for the last 4 years to
ensure customer satisfaction.

G -
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Implementation

FMX provides these FMX Implementation Requirements to customers prior to the beginning
of the implementation process. This document outlines the project

assumptions, checkpaoints, and meetings throughout the implementation process. After
working through over 1,000 implementations, these are FMX's recommended best practices
to ensure optimal success with your chosen FMX solutions.

Project assumptions

The following assumptions define the project’s full scope and the parameters of what is
in-scope and out-of-scope.

e Sufficient and appropriate Customer resources set forth need to be available during
the project (for both onsite and remote work). |

¢ Customers will provide a point of contact (e.g.. project manager) who is empowered
to make decisions and approve direction. This resource will be available at least
once each week to meet, review progress, provide feedback and guidance. Customer
needs to communicate regularly with FMX and provide FMX with timely feedback.

e Customer and FMX will jointly manage the project, and each party will manage its
resources. All Customer resources shall be available for the duration of the project.
Customer will be responsible for managing all assigned project management tasks.
Client's IT team will be responsible for the Single Sign-On (SSO) setup.

Project team composition

FMX will provide the following resources during implementation:

Description

Customer Success Manager Responsible for project oversight and collaboration
with client project management team, FMX site
configuration, oversight of mass data importing, and
client training.

Customer Success Specialist Responsible for mass data importing, SSO login
button configuration, existing integration
configuration.

o
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Account Manager Responsible for the management of client projects
post-launch and sharing FMX product innovations.

Customer will provide the following resources during implementation:

Description

Implementation POC(s) Responsible for project oversight, resource
management, stakeholder interactions and ligison,
existing process flows, setup, configuration, and
customization of the FMX workflows

Process Owners/Stakeholders Responsible for participating in requirements
gathering, prioritizing requirements

FMX Administrators Responsible for participating in existing process
plows, setup, configuration, and customization of the
FMX workflows, daily administration of FMX
post-taunch.

Data importing

An organization's data on buildings, assets, etc., are the building blocks of an FMX site.
Some data is required to use FMX, while other data is optional. Depending on Customer’s
workflow and reporting needs, some optional data may be needed during the initial
implementation. All required data will need to be provided from the Customer to FMX within
7 days of the kickoff meeting in one of the acceptable formats listed below before the
Adrmin Training.

Required data:

e Buildings

e Users
Optional data (may be required depending on
Customer’s workflow and reporting needs):

e Locations/Resources

o :
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Equipment

Inventory

Historical Work Requests
Historical Planned Maintenance
Historical Schedule Requests

The following are acceptable data import formats:

Excel format {(cannot be a converted image or PDF file)
Comma Separated Value {CSV)

SQL backups

JavaScript Object Notation (JSON)

The following formats are not acceptable data
migration formats:

e Attachments

s PDF files

e Scanned copies
o, Paper copies

s Floppy discs

Other free services provided by FMX during initial
implementation (additional fee-based services are
available after the initial implementation):

1. Data migration from another system

¢ Transferring data from other software to FMX. To complete this data migration
¢ FMX will need:

o Ability to access other software system(s)

o Datoin an Excel, CSV, or other acceptable format from the list above

2. Form Configuration

¢ FMX will create your request forms for you. To complete the form configurations
o FMX will need a copy of Customer forms. These can be in Excel, CSV, Word, or PDF
files.

i :
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Timelines for services*:

Type of service Standard due dates (business days)

Data migration from another system 30
Data import Upto 15
Form configuration 10

*Timeline for services is dependent on Customer providing and communicating timely with FMX

Single sign-on ($S0O)
FMX provides a support agent to enable the SSO feature for FMX. FMX does not configure
the SSO database for your organization. FMX supports the following protocols for $SO:

¢ WS-Federation

e Google OAuth
e SAML-P

Supported browsers

The following are a list of FMX supported browsers:

e Google Chrome {recommended) - Version 50+

e Mozilla Firefox — Version 4+

e Apple Safari — Version 5.1+

e Microsoft Edge - All Versions

® Microsoft Internet Explorer* - Version 11+
*Please note: While we support Internet Explorer, for the best FMX experience, we suggest using one
of the other 4 browsers, as well as keeping your web browser updated.

Remote access

FMX is browser based and can be accessed on any device with a web browser {PC, Laptop,
Mobile phone, tablet, etc.) Full functionality is provided on mabile devices and the user
interface is tailored to make using FMX on smaller screens a seamless and productive
experience. On mobile devices FMX also incorporates a barcode scanner that can be utilized
to look up information, or assign equipment or inventory to work orders.
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Limitations on data storage

There are no limitations on data storage in FMX other than the file size limitation mentioned
above. FMX does not limit the total amount of data stored in the system and will store data
indefinitely barring the cancellation of a contract. In the event a client decides to cancel
their contract with FMX, all data can be exported to excel or csv.

G 2
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Meeting and process through
launch

Meetings and Processes Through Estimated Days
Launch (Recommended)
Kickoff Meeting Day O
Data Review and Pre-Site Configuration Days 1-7

o Data Input

e Pre-Site Configuration
* Single Sign-On (SSO)

Admin Training Days 8-14
¢ Dota review
e  Workflow review
e Admin settings review

Training Days 15-21
e Staff Training
e Launch
Post-Launch Day 21 ’

¢ One Month Post Launch

Total 21 Days

Implementation timeline

¢ FMX's recommended 21-day implementation is shown for example purposes. FMX's
implementation package includes a maximum term of 60 days. If implementation is
not completed in 60 days, implementation will be reevaluated and the customer may
be subject to an additional fee.

e The Services are provided in increments of full days and reviewed in each
implementation meeting.

e Allimplementation and support work time is based on the FMX standard work
schedule of Monday through Friday (8:00 am to 6:00 pm Eastern Time).

b :
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¢ Launch support will be provided as needed, including help from an FMX Customer
Success Manager and Customer Success Specialist during their standard work
schedule.

¢ The work will be performed remotely from FMX offices unless otherwise indicated.
FMX will bill the travel and expense separately if onsite work is requested.

Definition of terms

e POC — Point of contact

e CSV - Comma Separated Value

e JSON - JavaScript Object Notation

e SSO - Single sign-on, or an authentication process that allows a user to access
multiple applications with one set of login credentials

¢ URL - Universal resource locator, or the address of a World Wide Web page

o QBR - Quarterly business review

e (S - Customer Success

s T&E - Travel and expense

Kickoff meeting outline

'Commits &
' deliverables
from

1 customer
J

i Commits &
"deliverables
from FMX

i
. Resources

Process | Steps

s Begin the FMX

implementation

e Project lead
introductions

o Establish desired
autcomes

e Develop a Launch
Plan

s Implementation
overview

¢ Introduction to Data
Importing

FMX participants:
Customer Success
Manager

Customer
participants;
Implementation
POC{s}). Process
Owner{s}/Stakeholde
r(s), FMX -
Administrator(s)

Kickoff PowerPoint

* FMX URL

¢ CSM and FMX
Support Contact
Info

® Meeting Dates

Implementation
timeline

An estimate of launch
date based on
60-day maximum

Import templates
For a list of FMX
supported data
migrations, please

Pre-site
configuration
questionnaire
Commit to
completing before
data review and
pre-site
configuration
meeting

Data

Commit to sending
data that is in an
Excel format to CSM

Training dates
Commit to having{

M
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see the appendix
below.

Pre-site
configuration
questionnaire

CSM to provide a link
to a questionnaire

S50 documentation
FMX to provide
documentation for
SS0 configuration

training dotes
before data review
and pre-site
configuration
meeting

Data review and pre-site configuration meeting

outline

Process

Data Input

Steps

e Learn more about
manual and mass
. dataimporting

Mass data importing
e Correlation of fields
between previous
system export and
FMX

Confirmation that
FMX has all the
needed resources to
proceed with mass
data import

' Resources

FMX participants:
Customer Success
Manager,Customer
Success Specialist

Customer
participants:
Implementation
POC(s), FMX
Administrator(s)

Commits &
deliverables
from FMX

Import templates
and completion of
data import

For a list of FMX
supported data
migrations, please
see the appendix
below.

Commits &
deliverables
i from
| customer

Manual data
collection

Commit to gathering
any building,
location, equipment,
inventory, or user
information not
included in data
transfer and needed
for the first value

Data import
Commit to sending
data that is in an
Excel format to CSM

Pre-site
configuration

# Review of pre-site
configuration
questionnaire

e Further discussion
of desired workflow

FMX participants:
Customer Success
Manager

Customer

Site configuration

® Usertypes

e Approval
process

* Request types

Forms/documents
Commit to sending
any forms or
documents for
configuration to

Jnay

G
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below.

e NOTE: FMX is
not a consultant
for configuring
SS0 services on
your server.

processes to be participants: ¢ Equipment and CsSM
configured within Implementation inventory types
FMX per module POC(s). FMX ¢ Forms
Administrator(s) ¢ Misc. feature
configuration
550 ¢ Customer to provide 550 enabled on Metadata
FMX with fully FMX site document/URL
configured ¢ Foralistof SSC | Commit to sending
metadata options that FMX | metadata
document or URL supports, please | document/URL to
see the appendix | CSM

Admin training meeting outline

Process

Dota review

3 Steps

s Review data
guestions as
needed

¢ Review of
imported data to
ensure accuracy

. Resources

FMX participants:
Customer Success
Manager, Customer
Success Specialist

Customer
participants:
Implementation
POC(s}, FMX
Administrator(s})

y Commit§ &

deliverables

; from FMX

¢ Data import
Process’
Complete

¢ Solidification of
the launch date

* “Welcome to
FMX!" email
template

Commits &
deliverables
from
customer

Data import

Completion of dato

imports

e Training plan to
Choose a method
for staff training
and dates as
necessary

NOTE: All training
is held remotely via
a Zoom webinar
session,

Solidification of the
launch date
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Administrotor{s}

Workflow review ¢ In-depth training | FMX participants: | » Workflow
on all aspects of | Customer Success knowledge
workfiow Manager o FMXpert tip
discussed in the
previous meeting | Customer

e Site to be viewed | participants:
from all needed Implementation
user types POC{s), FMX

Admin settings
review

Brief training on
the Admin
Settings menu of
FMX and all tabs
involved

FMX participants:

Customer Success
Manager

Customer
participants:
Implementation
POC({s), FMX
Administrator{s}

Training meeting

Commits &
deliverables
from
customer

Commits &
deliverables
from FMX

Process Resources

Steps

Staff training ¢ In-depth training | FMX participants: | e Training videos
on all necessary | Customer Success | « CSM to provide @
workflow items Manager link to troining
for each training videos
group Customer
e Training formots | participants:
available: Implementation
Webinar, PQOCis), Training
self-service via .| groups
pre-recorded
video,
self-service via
written training
guides
Launch “Welcome to FMX!" | Customer First value Launch FMX site
email is sent to all participants: CSM to ensure Commit to having
staff Implementation Customer has stoff begin
POC{s}. FMX started receiving submitting
Administrator{s) value from FMX requests
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Post-launch meeting

Process

Steps

desired outcomes
stated during the
Kickoff meeting

¢ Review product
modules

¢ |dentify new pain
points

s Set new goals
and desired
outcomes

#* Review new FMX
features

® Set regular
Business Review
cadence

Resources

Customer
Participants:
Implementation
POC(s), Process
Owner(s)/Stakehol
der{ s}, FMX
Administrator(s)

Commits &
deliverables
from FMX

Commits &
deliverables
from
customer

One Month ® Introduction to FMX Participants: | BR PowerPoint Attendance at
Post-Launch Account Customer Success One-Month
Manager Manager, Account Post-Lounch
® Revisit the Manoger Meeting

Ongoing training and support resources

Upon completion of implementation, FMX will assign a designated Account Manager for
your school district. This contact will be the main FMX delegate for your school district
throughout the lifetime of our relationship.

FMX offers a variety of training videos and support articles on our support center which can

be found on our website as well as by clicking the “Help and Updates” link on the FMX

application.

Additionally, ongoing training is included in the event the district requires additional training
for new staff or refresher training to ensure proper utilization of FMX.
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Support availability and timing

FMX support is available Monday through Friday from 8 am to 6 pm ET. Contact options

include email {support@aofmx.com) and phone (844.644.4400). You can also schedule
remote meetings with your AM by contacting them at their direct line or email.
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Pricing

Pricing Proposal

Below you will find our pricing proposal for this RFP. Pricing is based on 95 licensed users
{70 technicians, 20 primary users and 5 administrators.}

Hosted Software Year1 Year 3 Year 4 . Year5

License Name

Maintenance Requests, | $52,800 $52,800 $52,800 $55,440 $58,212
PMs, Reporting

Total $52,800 $52,800 $52,800 $55,440 $58.212

' Hardware Item Unit Cost
Barcode Scanning Gun N/A
Barcode Printer $0

*There is no barcode scanner needed. You can use your
smartphone or tablet

Total $0
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Other Cost Yearl Year 2 Year 3 Year 4 Year 5
Description

implementation and $26,400 $0 $0 $0 30
Training

Total $26,400 | $0 $0 $0 $0
Bidder C Inf .

Name: Ameshia Williams
Email: ameshia.willioms@gofmx.com
Phone Number: {585) 705-7885

Company Website: www.qofmx.com

Company Name: FMX

Compuany Address: 800 Yard Street Columbus, Ohio 43212
DUNS: 079858910

G .



APPENDIX F - VENDOR RISK ASSESSMENT REPORT (VRAR)

VENDOR SYSTEM INFORMATION: Table 2.1 System information

VENDOR Nome: S—— e T Foglies Management eXpress LLC
Solution/System Name: (2714
Servica Model: ing. loaS, PooS, SaaS) - Saos
FIPS PUB 199 System Security Levet [e.9., Moderate, Low) “|Low
Fully Operotionat as of: Enter the dote the system becama fully operotionol. - ' FiAK war founged in November, 2012,
Number of Customers {State/Othersh: Enter # of ¢ i % of gthar 3 Fadil harg roughly 2000 customers.
Deployment Modet, Is the service o Public Claud, Govefrimen\-ﬂrw Cloud, Federal
Governmani-Only b ¥ . " [Yes, our service is a Pubtic Cloud deployment modal. _
£ e v " IWaeuse Microsoft Azure o3 our cloud service pravider and maintain controt of patches ond
Cloud, or Other? if other, pleass describe, > i thanges to our application ond database service.
. SO i . FMX is & an easy to use ond configurable CMMS with modules 1o manage work orders,
System Functionality: Briefly describe the functionaiity of the system and service beitig . | preventive maintenance. nssats, equipment. FMX also has comprehensive reporting sa
peovided. . oy 2 i organizafions can gather actionable insights to sove time, money, and mare,
Table 2.2 Leveraged Systems
{15 chis system leveraging an underlying provider? | Mo, oll FMX products ofe developad by FMX, FMX does use Microsoft Azureas its CSP. . |

Tabie 2.2 Leveraged Systems

State what is peing ieveraged ar “None™ if

|
ng service Is leveraged or if the VENDOR is ’

responsible for the entire stack, MNone
Tabie 2-4. System Interconnections
Does the system connect to the internet? Yes |
Does the system connect to a corperate o state infrostructurehetwork? No :
Does the system connect 10 externol systema? Possibly, depending on the customer's chosen configuration.
Camplignce Topic .
1 Data ot Rest, Authentication: Are only FIPS 140-2/-3 Validated or National FMX does not specifically {ollow FIFS but does follow SOC 2 controls, which are based in
| Security Agency {NSA)-Approved cryptographic modules used where port of NIST controls, FMX's hosting provider, Microsoft Azure does follow NIST SP 830
1 cryptography is required? controls in oddition to many other security controls.
2 Transmigsion, Remote Access: Are FIPS 140-2/-3 Volidated or Nationol Security  [FMX does not specifically follow FIPS but does follow SOC 2 controls, which are bosed in
Agency {NSA}-Approved cryplogrophic mocules consistently used where port of NIST controls, FMX's hosting providar, Microsoft Azure does lollow NIST 5P 800
2 lcryplography is required? controls in addition to many other security controls.
3 13 Con the VENDOR'S solution integrota with the State's LAM solutionis)? FiiX hos on open AP1. more detcils can be provided upon request, I
' 4 Does the VENDOCH utilize secunty boundarylthreat protection devices Lo protect 1;
the network, system. opplication..e.q., firewalls intrusion detectiond prevention Yes, the VENDOR uses security boundaryfthreot protection devices such os firewalls. h
4 __:incin_s._:nd point pratection at.? [SC-7) {S-3S1-4] intrusion detectionforevention systems, and endpoint pratection. - "
5 Can the VENDOR tongistently remediate High risk vulnerobilities within 30 doys i
5 |and Medium risk vulnerabilities within 60 days? [51-2] Yes HrIbms  Rmaner e}

Ir6 Does the VENDOR and system meet Federal Records Monagement
, Requiremenss, including the ability 16 support record holds, National Archives and

'Records Administrotion {NARA) requirements, ond Freedom of Information Act e, our data backup and retention policies comply with oll relevant legal and regulatory L

6 | [FQHA]} requirements? . requirements. including HIPAA, NARA, and FOIA. ;
57 Does the VENDOR store, process or tronsmit State data only in the continental | Yes, oll dotais stored and bocked up within the US and encrypted at rest in geographically
|7 1US and is thot data bocked up in only US locations? A redundont locations,

i
4 FMX does not specificolly follow FIPS but does follow SOC 2 controls, which are bused in !
;B Does the VENDOR have a process to securely dispase of State doto from its port of NIST controls, FMXCs hosting provider. Microsoft Azure does follow NIST 5P 800 {
1systems upon request thot is in ogcordonce with the Natienal Institute for conlrols in addition to many other security controls. We will provide the State o certificate ow

i

! 'Standands and Technology (NIST) Special Publication BG0-88 revision 1 and will dato deletion if requested. Data desciruction is obfoscated from us and manoged by
_B_|provide ta the State g certificate of dota destruction? [MP-6) Micresoft Azure,
9 All operating systems (0S) AND majar applicotion software components {&.4..

Microsoht SQL Apoche Tomeat. Cracle Weblogic. etc.). must NOT be post N-1.
Applications which ore not operating on the most recent plotform MUST have a

tDoes the vendor hove o current 3rd party attestosion cartificatior: and is it regulary
imnewed? The Stote desires on ind dent 3rd porty ion [&.g.. FedRAMP,
15to1eRAMP, SO 2 Type 2,150 27001, or HITRUST) prior to contract aword for 5
:syslems containing Restricted/Highly Restricled dato. Note: SaaS vendors covered !
las part of the 106S/PoaS nssessments, [CA-7, RA-3, SA-8jcannot use laaS/PooS ¥
10 ,certification unless the application is explicitly Yes, our company has undergone @ SOC 2 Type | and is actively pursuing o SOC 2 Type 2.
\Does the VENDOR's statf have appropriate background checks for unprivileged
‘and privikeged occess ond occounts octording to Federal andior Stote
rReslric:edelghh» Restricted regukitions and procedures for those systems that ‘fes, the VENDORSs s16H undergoes appropriate background checks for unprivileged ond
| 11 irequireit? [AC-2, PS-3] privileged nccess, in occordance with Federal onddor State requlctions and procedures.

Table 3-2a. Data gt Rest & Authentication’ |

FMX does not specifically follow FIPS but does follow SOC 2 controls, which ore bosed in |
part of NIST controls, FMXCs hasting provider, Microselt Azure does follow NIST 57 800 |
Doto ot Rest [SC-28); FIPS 140- 2 Validoted?, NSA Approved? <ontrols in addition to many other security controls. 5
EMX does not specifically follow FIFS but does follow S0C 2 controls, which are hased in -~
! part of NIST controls. FMX's hosting peovidar, Microsoft Azure does folkw NIST SP 800 :

|
;
:
i

1 Approved? condrols in addition to mony ather sacurity controls.

i FMX does not specifleally follow FIPS but doas follow SOC 2 controls, which are basad in
§ part of NIST controls. FMX's hasting provider, Microsoft Azure does follow NIST SP 800 '
| 2 iRemote Access [AC-17 {2)]: FIPS 140-2 Validated?: NSA Approved? controls in addition to mony other security controls.

Table 3-4, Identification and Authentication, Autherization, ond Access Control

! 2 Authentication [I1A-5, 1A-7]; FIPS 140-2 Validated?: NSA Approved? controls in addition to many other security controls.

Table 3-2b. Iransport Encryption
I ] FX does not specifically follow FIPS but does follow SOC 2 controls, which ore bosedin |
E i Transmission [SC-8 (i), 5C-12, 5C-12 {2, 3)); FIPS 140-2 Vdlidoted?; NSA port of NIST controls. FMX's hosting provider, Micresoft Azure does follow NIST 5P 800 )

Does the system uniguely identify ongd outhorize organizotional users (or processes B
jocting on behall of organizationol usersh in o manmer that connot be repudioled, | Yes, the system uniguely identifies ond authorizes arganizational users in a way that
1 'ond which sulficiently reduces the risk of impersonation? [1A-2, 14-4] e reduces the nsk of impersonation.

1
1
4
|
\




'2 Does the system require multi-focter authenticotion (MFA) for odminisuative
2 occounts and functions? [IA-2,1a-2 {1). 1a-2 (2]

_|oecess for third-parties vio the use of 550 inlegrgﬂonm.

Yes, MFA con be required for oll administrative occounts and functions, inchuding remaote

Yes, role-based occess is used, managed, and monitored through structured rules ond

'
—h— e o

_§ '3 Is role bosed occess u§ﬂd mancged and rpqmtnred? [lA -4, IA-SI b . uddmonul secunty comruls.
.4 Does rhe System restrict mn-uu\honzed personnel’'s occess to rescmrccs? [aC- 8 Yes, the system resticts. non-authonzed pcfsonnel S OCCess lo resources through access
4 AC-6(1). AC-6 [2)] conirols and procedures, 1
'8 Does the system restrict nan-privileged users from performing privileged Yes, the systerm restrcts non-privileged users from performing privileged functions through
5 'functlon? [AC-8, AC-8 (1), AC-6 {2}, AC-5 {10)] __|user access and role reviews.
' Yes. customer dota is securely separated and managed in accordonce wath relevant
6 ;6 Does the system ensure secure seporation of customer data? (SC-4} regulotions ond customer agreements,

17 Does the system ensure secure Separolion of Customer processing
7 -qnvuunmems? [SC-2)

Yas, our syStem ansuras sacurd separation of Customer procassing envirgnmants threugh
strict segregotion and appioval processes.

I JEI Does the systam restrict access of administrative p-ersonnel inoway thm lumns
1lhq: copability of individuals o compromise the security of the information system? |Yes, occess cantrols for administrative personnel are based on granukar permissions and |
B LJAC-2] additional security controls. t
19 Does the remote dccess copability include VEMDOR-defined ond implemented | Yes, the remote access copability must adhere to VENDOR-defined restrictions,
9 !usage restrictions. configuration guidance. and outhorization procedure? [AC-17] | configuration guidonce, and authorization procedures.

1 10 How will the State’s possword policy be enforced? State requires minimym 14-
jchamuer complex passwords {Uppar, Lower, Special Charocter & Mumerical} [La-

10 {8)
Table

Does the systern have the copability to detect, contoin, ond eradicate malicious
' softwora? [S1-3]

Audit, Alerting, Malware, and Incident Response

The State con enforce their possword controls via S50 integrotion.

Yes, the system has the capohility to detect. contain. and eradicate malicious softwore
through anti-malwore protections and threat detection and response software.

1 2 Does the system store audit dota in o tomper-resisiont monner which mests

Yes, our system stores awdit doto in o tamper-iesistont manner and meets chain of custody

2 ¢hain of custody and ony a-discovery requirements? [AU-4, AU-9] and e-discovery requirements.
'3 Does the VENDOR have the capability 1o detect unouthorized or malicious use of
:'the system. including insider threot and external intrusions? [S1-4, 51-4 {4), 51-4 (S}, | Yes, the vendor has the capability 16 detact harized or malicious use of the systern i
3 |S1-7.51-7 {7)] through automated monitoring ond security personnel. |
i T Yes, the system logs ond monitors access by specific users, doteftime. and originating |
d ;4 Does the VENDOR log ond manitor ocdess 10 the systam? {S1-d] IP/device for security purposes. ]
Ls Does the VENDOR have an Incident Respense Plon ond o fully developed Yes, Facilities Monagemant Express hos a formal incidant response plan that is fsdewmed i
§ _Irxident Response Lest plon? |IR-3, IR-8] tested, and documented annually. e -
6 Ooes the VENDOR hove a plan and capability Lo perform secumy I:Odl! nmlysls
und assess code for security flaws, as well as identify. trock, and remediate Yes, the vendor performs secunty code analysis and utilizes vorious tools ta identify and !
) .secur'rty flaws? [SA-11] remediata security laws. 1
17 Doas the VENDOR implament gutomated mechanisms for ingident handling and |'Yes. the VEMOOR implements outomaoted mechanisms for incident handiing ond reporting |
| 7 lreporting? IR-4, IR-4 (1), IR-G] through qualified engineers ond an incident response team, !
+8 Does the VENDOR retain online oudit records for ot keast 90 doys to provide i
+support for ofter-the-foct investigotions of security incidents and offline for ot leasy i
i 'one yeor ta meet reguiatory and erganizational infarmation retention Yes. the vendor retoins online audit records lor ot least 80 days ond offine for at leost one |
| _B  requiremenis? |AU-11] YooK |
;9 Daes the VENDOR have the capability to notify tustomers and regukrtors of
¢confirmad incidents in a timefrome consistent with ofl legal, requlatory, or
| \controctual obligations? The State of NH's requiremens for security braoch Yes, the vendor has the capability to notify customers and regulators within 24 hours of
| 9 ‘raporting is 24 hrs. of incident confirmatian, [IR-8] iconfirmed intidents, as required by State of N, 4
| 110 ¥ the VENDOR's solution provides email “send o5 copubilities, does # support :
| 10 1DMARC and DKIM for email protection? Yes, the VENDOHs solution supports BMARC and OKIM for email protection, i

Table 3-6. Contingency Planning and Disaster Recovery

iDoes the VENDOR have the capability to recover the system ie a known and
Hunctional state following an outage, breach, DoS attack, or disoster? [CP-2, CP-9,
1 'CP-10) o I
2 Does the VENDOR have o Cnntlngency Plan and fulry deve|oped Contlngency
.Plon test plon ia g¢cordange with Stotewide Information Security Manual? [CP-2,
CP-4)
i

‘fas. the VENDOR hos o disasler recovery plan and conducts an annual Lest to ensure
continuity of information security.

“fas. however the Statewide Information Security Monua! was nat used as o reference for 1
this plan. |

—-T-

el

3 Does the systam have chernate storoge and processing faciiies? [CP-5,CP-7] _

‘fes. the system has olternate storage and processing focilities to meet Facilities |
IManagement Express requirements for data protection. !

the cusiomer has sole control aver internet connettivity ond is responsible for proper I

4 -4 Does the system hove or use ol telecommunications providers? [CP-8) functioning of the systam. '
This aspect of the service is monaged by Microsoft Azure which does have these )
5 5 Does the system have backup power generation ar other redundancy? iPE-11)  (copabilities N . } .
1
.6 Does the VENDOR hove service level agreements (SLAs) in place with of 1k customer has sole cantrol over internet connectivity ond is responsible lor proper
6 itelecommunicaotions providers? [CP-8) Hunctiening of the systam. '

Table 3-7. Configuration and Risk Management
Does the VENDCR maeintain a current, campiete, ond accurate bossline

Yes, the VENDOR mointoins a current. complete. ond occurate baseline configuration of the

1 cunﬁgurot:on of the information system? [CM-2) information system through regular revidws and updotes. !

-— - - 1

~2 Does the VENDOR maintain o current. complete, nnd occurate |nvemory n\' the Yes the vendor mointaing gn up-to-dote inveritory of oll soﬁwure. hurdwnre‘ und network v

7 linformation system softwore, hordwore, ond network components? [CM-8] gemponents in our infarmation system, 1

3 '3 Does the VENDOR have o Configurotion Monagement Plan? [CM-9] No !

i Does the VENDOR follow a formal change contrel progess that includes a security | Yes_ our formol change control process includes a security impact assessment for oll I

4 impoct assessment? [CM-3. CM-4, CM-4 (2)) chanyes before they ore moved to production. !
15 Does the VENDOR empioy automated mechanisms to detect inventory ond Yes. the VENDOR employs outemated mech to detect i y and configurotion

5 configuration changes? |CM-2, CM-2 (2), CM-5. CM-8} _ _ [shonges through regular vulnerability munltonng and sdl-remlrblertmg ol crlb\:ul files. -

‘fes. all changes must comply with Change Manogement procedures ond are only i

[ IG Doaes the VENDOR prevent unauthorized changes o the system? ([CM-5)
17 Does the VENDOR astablish configuration settings for products employed that
reflect the mast restrictive mode consistent with operotional requirements? [CM-6,

perfarmed by authorized personnel.

7 CM.7) Yes
Dees the VENDCR ensure that checklists for configurotion settings are Secunty
Conlent Automaotion Protlocol (SCAP)-volidated or SCAP-¢ ible (if valicdoted
8 checklists are not ovoilable}? [CM-6] Mo e 1
. Does the VENDOR perform outhenticated operating systemd infrastructure, web,
9 iand datobase vulnerobility scons ot leost morthly, a3 apglicolde? [RA-5, RA-S (5] [ves e D i




: 10 Does the VENDOR demonstrate the capability to remediate High risk
\vulnerabilities within 30 doys ond Moderate risk vuinerobilities within 6Q days?

[ 10 'RA-5.51-2) . o lYes . o
.Des:nbe how the Vendor validated thot the VENDOR remediates H'gh
wulnembclmas within 30 doys and Moderate vulnerabilities within 60 days. Reporting on past tickets [
i ' 11 When a high-risk vulnerability is identified as port of continugus manitoning ]
activities. does the VENDOR consistently check oudit logs for evidence of ‘fes, the vendor consistentty checks oudit fogs for evidence of explitation through !
11 ,axploitation? [RA-5] automated manitoning ond ronugl review, I

13

1

Tabie 3-8, Data Center Security

12 Does the VENDQR have o Supply Chain Risk Monagement {SCRM) plon ord
| pro<esses to identify ond address weaknesses or deficiencies in the supply chain
1 elements and processes of information systems?

| Does the VENDOR restrict poysical system occess o only outhorized personnel?

|

| {PE-2 through PE-6, PE-8]

Not applicabie. FMX does not require supplies to be regularly operational.

This ospect is handled by Microsaft Azure and is part of their service

2

}2 Does the VENDOR monitor and log physical occess to the infermation system,
,and maintain occess records? [PE-6, PE-B]

This aspect is hondied by Microsoft Azure and is port of their service

3

i3 Does the VENDOR monitar and respond to physicol intrusion alorms ond
+surveillonce equipment? [PE-6, PE-6 (1))

Tnblc 3-8. Policies and Procedures

| .

1

This aspect is handled by Microsoft Azure and is part of their service

Please refer to httpu/trust.gofmx.com/ for specifics,

Droes the VENDOR wain personnel on security awareness and role-based security
responsibilities? [AT-2]

| Does the VENDOR's change monagement copability include a fully functioning
,Change Control Boord [CCB)?

Table.? 11. Security Awareness Training

‘Yes, the VENDOR provides troining for security oworeness ard role-bosed security
rasponsibilities 1o personnel,

Table 3-13, Change Manogement

Yes, our change monagement process ingludes outhorizotion, impoct analysis, testing, ond
volidaticn before chonges are moved to production. Our documented process includes
plonaing, 1esting, approval, communication, o remadialion measures,

1
Tab.

‘2 Does the VENDCR have ond use development ondfor test environments 1o verify
\chunges before implem: g them in the production environment?

fe 3-14. Vendor Depondencies ond Agreements

\ Does the systemn have any dependencies on othe: vendors such as o leveroged

;snrv'u:e offering. hypervisor ond operoting system patches, physicol security endfar

1 'softwors and hardware support? e
2 Within the systam, are all pradugts sl actively supported by their respeciive
2 vendors?

Yes, we hove established and followed software testing processes in a praduction-like
environment before promoting changes to productio

Yes, Microsoht Azure

Yes

l.‘

13 Does the VENDOR have o {urmul agreement with o vendor such as for
maintenance of o leveroged service offering?

Tcrbie 3-17. Continuous Manitoring Capabilities

. Does the VENDOR hove o lifecycle monagement plan thot ensures products ore
cupdated before they reoch the end of their vendor support period? -
'2 Does the VENDOR have the obility to scan all hosts in the inventory?

fsupport periods for oft products.

Yes, our lilecycle manogement plon ensuras timely updates and monitoring of verwlor

Yes

3 Does the VENDOR have the ability to provide scan files in o structure dota
format. such ag CSV, XML, files?

F34X doas not shore the results of scons to limit the surfoce oreo of ottack

']Dutu is ovailable in commonly used format over which no entity hos exclusive

:'d Is the VENDOR property maintaining their Plan of Actions ond Milestenes.
HIPOALM), including umety, accurate, and complete information entries for new
15¢an findings, vendor check-ins, and closure of POASM items?

Ability to OCcess UQla using open siandosds access protocol [pease sprecify
supparted versions in the comments field).

a risk 1t and mitigation plan as port of its SOC 2 comphance

1 cantrol, with the exception of National or Internotional stondords. Data is not
{subject to any copyngh! potent, trademark or other trade secret reguiation.

1

2
| 1k,

1 Web-bosed compatible and in conformance with the fallowing W3C standords:
'HTMLS, C55 2.1 XML 1.1

APPLICATION SECURITY

Verity the identity or cuthenticote ol of the system client gpplications before

allowing use of the systern to prevent access 1o inappropriate or confidential data

JOrservices.

Venfy the identity and outhenucme all of :he

' system's human users before alkowing them to use
'its copabilities to prevent ogcess 10 inappropriate or
Egorjrldnnligl dala or services.

Enlerce unigue user names.

Yes

Yes

|
1

4

entorce complex passwords for Administrator
+ Accounts in accordance with DolT's statewide User
| Account ond Possward Policy.

5

|Enlorce the use of complex passwoerds for general
users using capitol letters, numbers and special
,chorocters in occordance with DclT's stotewide
User Account and Password Policy.

6

7

i Encrypt passwords in tronsmission and ot rest
'within the dotobasa,

"Establish ability 1 expire posswords—(_ﬂt:r a
definite pariod of time in occordance with DolT's
siotewide Uset Account and Password Policy,

Yes.

Yes, complex pusswords are enforced via S50 integration

(a8
|
10

Provide the obility to bmit the number of pecple
lhat <an grant or cmnge authorizotions.

|

Yes

Establish ability to enforce session timeouts dunng
zperiodsicinocidly.woy 8
. The application shall not stere cuthentication

<radantiols or sensitive data in its gode,

clentarced 1gl550 Mtegration,

Yes, session timeou!

Ye§




!
B

{Log ofl attempted octesses that foil identification,
+authentication ond authonzotion requirements.

Yes. atiempied occess logs con be enforced via S50 integration

The opplication shall log ol octivities o o centrol
1server Lo prevent porties to opplication tronsactions

== Al

12 |from denying that they have token place. es.
1 13 iaNlogs must be kept for [90 days). ¥es
1 ,Theoppicuuon must allow a anan user to |
! rexplicitly terminate a session. No remnonts of the
L1 ! prioe session should then remain. e ¥au
i | Do not use Software and Systemn Services for |
15 'anything other than they ore designad for, Yes
| The application Doto shall be protected from ¥es. dotais protected ot rest through encryption using AES 256 ond nccess Is restricted to
16 |uncuthorized use when ot rest. authorized rokes. i
"The appkcation sholl keep any sensitive Dota or |
Icommumcubons private from unouthorized i
17 1ndeuai§ ond programs. _ . o e R o _ _ \
| Subsequent appiication enhancements or upgrodes | .
18 :sholl not remove or degrode security requirements. |Yes
iUtikize charge manogement documentation and
19 |procedures. il

; Web Services : The service provider shall use Web
isennces exclusively to interfoce with the State's

«All components of the Softwore shall be reviewed
Lond tested to ensure they protect the State's web
L site and its reloted Dota ossaets.

| 20 pdc!unn-arrcd time when possible. |'Yes g
APPLICATION SECURITY TESTING

| The Vendor sholl be responsible for peoviding

rdocumentation of security testing. os appropriate,

Tests shall focus on the technical, administrative

[and physical security controls that have bean

rdesigned into 1he System architecture in order to

' provide the necessary confidentiality, integrity ond
2 ,ovoilability.

3 _and the volidotion of users.

!Prwide evidence that supparts the fact that

| identificotion and. Authentication testing has beer
recently accomplithed: supparts obloining

finformation about those parties ottempiing to log
LONto 0 System of application 1or $eCurily purposes

‘I'esl for Accrss Conm* SUPPOrts the monogemm
*of permissions for logging onto o computer or
4 network,

_|Please see trustgafmxcom

Yes

Test for encryption: supports the encoding of dato
ifor security purposes, and for the obility to access
51 Moo decrypled foematiomequireditols.
1 Test the Intrusion Detection: supports the detection
6 |of itlegal entronce inta o computer systam.

Yes

ey

. Tast the Varification feature; supports the
1confirmation of authonty to enter o computer
- system, opplicotion or network.
ITest the User Manogement featurs: supparts the
1 administeation of computer, opplication and

Yey

Yes

Test Role/Privilege Monogement; supports the
1 gronting of abilities to users or groups of users of o
S 'computer, opplication or network

|as

L 14 Techrology for review ond oeceplonce.

'Test Audit Troil Capture and Anclysis; supports
{the identification ond monitoring of activities
10, within an application or system.
‘Test Input Volidation; ensures the application is
|pmtected from buffer overflow, cross-site
15cripting, SQU injection. and unauthorized occess
ur files ondior or directories on the server,

'Fo« web oppli(o\ms ensure lhe uppllcollon has

been tested and hardened Lo prevent criticol

applicotion security flaws, { Al a minimum, the

opplication sholl be tested ogainst o Alaws

Joutlined in the Open Web Applicotion Security

1 Project (WASP) Top Ten

1 (hitpuiwww.owasp.orgfindex. php/OWASP_Top_
12 ' Ten_Project).

‘Provide the State with validoton of 3rd puny
security reviews performed on the pplication ond
system environmenL The review may indude a
bi 1 of vulk Y SCaNNing, p ion
"testing. static analysis of the source code. and
texpert code review (please specify proposed
13 methodology in the comments fiekt), —_— sl
| Priot 10 the System being moved into production,
ithe Vendar shall provide resuits of all security
*testing to the Department of Information

cor

‘Vendor shall provvde documenled procedure fur
,migrating opplication modificotions from the User
Acceptunce Test Environment to the Produttion
15 \Environment.

Yas

Y3

Yei, reguiar security revdews und odherence 10 DWASP top 10 are used 10 mitigote
_itommon wab application vulnerobilities.

|
!
'
I

_ penetrotion testing, ond code onalysis tools. Please see tnusigofmucom

Please sea trust.gofmecom

Yes, we perform third-porty security reviews using o combination of vutnerability sconning,

=21
i
|



The Vendar must test the software and the system
using on industry standard ond State approved

. [testing methodolagy. —
The Vendor must perform applicotion stress
testing ond tuning.

. |Please see wust.goimescom for the standards FMX follows

fies

The Vendor must provide documented procedure
for hew to sync Production with o spacific testing
environment. i

3

Mot applicable

i The vender must dafine and 151 disaster recovery
4 iprocedures.

OPERATIONS

Vendor shall provide an ANSUTIA-942 Tier 3
Data Center or equivalent_ A tier 3 dato center
irequires 1) Multiple independent distribution paths
1serving the IT equip 2) AN IT equip

[must be dual-powered ond Rulty compatible with
Ilhe 1cpalogy of a site’s architecture and
13}Concurrantly maintainable site infrastructure
___!wilh expected availability of 99,982%,

_|PuK uses Microsoft Azure for hosting

Yes, our disoster recovery plan is tested annuaily and includes testing of bockup restoration
Iprocesses and continuity of information security, Please see {rusl gpiinx com

1Vendor shall maintgin & secure hosting
lenvironment providing all necessory hardwaore,
isoftware, and Internet bandwidth o menage the
| application ond suppart users with permission
ibosed logins,

FMX uses Micrasoft Azure for hosting

i The Dato Center must be physically secured ~
lrestn‘cted access Lo the site to personnel with
|conuols such as bismetric. badge. ond others
!security solutions, Policies for granting access
|rust be in place ond fellowed. Access shall only
loe gronted 1o those with o need to perform tasks in
 the Dota Center.

FMX uses Microsoft Azure for hosting

Vendor shall instoll and update all server patches,
updates, ond other utilities within 60 doys of
ireleosa from the manufacturer.

Vendoer sholl monitor System, sec;.lrity. and T T
lopplication kogs.

FMX uses Microsoft Azure for hosting

Yes

}Vendar sholl manage the sharlng of data resources._
EVendor shall manoge daily backups, off-site doto
| storoge, and restore operotians,

rigs

Yes

TThe Vendor shall moniter physical hardware,

FMX uses Microsoft Azure for hosting

Femate access shall be customized to the Sicle's
{business applicotion. In instonces where the Siate
|requires occess to the application or server
|resources not in the DMZ, the Vendor sholl
provide remote desktop connection 0 the server
tthrough secure protocols such as a Virtual Private
|Netwark (VPN).

Mot opplicable

}The Vendor shall report any breach in security in
1conformonce with State of NH RSA 359-C:20,
Any persan engoged in trode or commerce that is
jsubject to RSA 358-4:3, 1 shall oiso notify the
iregulater which hag primary reguiitary gutharity
1‘over such trade or commerce, Al other parsons
sholl notify the New Mampshire attorney general's
10 {office.

OIsA R RECOVERY

;Vendor shall hove documented disaster recovery

-plons that address the recovery of lost State data as

fwall as their own, Sysiems shall be architected 1o

imeet the defined recovery needs.

—

Yes

‘Yes. Our DRP is tested onnuolly ond includes bockup restoration processes and continuity
of information sacurity ond operational continuity. Please see trustgofmxcom

| “The disaster recovery plon sholl identify

Jappropriate methads for procuring odditional
"hardware in the event of o companent foilure. In
"most ingtances, systems shall offer o level of
‘redundancy so the loss of a drive or power supply
1 will not be sufficient to termincte services
[however, these falked components will have o be
'reploced.

»n

Not applicable

| vendor sholl adhere to a defined and documented
!back-up schedule and procedure,

Yes

1 Back-up copies of dota ore made for the purpase of
\facilitating o restore of the dato in the event of data
| boss or System failura,

Yes

1 Scheduled bockups of oll servers must be
tcompleted regularly. The minimum occeptable
\frequency is differential backup daily, ai
jcompletelbockupereeklys, .l
Tapes or other bock-up media topes must be
securely transferred from the site to onothar secura
| location to ovoid complete dato koss with the loss
of a focility.

Yas. bockups are laken daily and weekly for oll servers, with additional hourly backups for
S0L servers.

Yes

|
|
!
i
|




Datao recovery = In the event that recovery back to
the last bockup is not sufficient to recover State

1 Data, the Vendor sholl amploy the use of database
{logs in eddition 10 backup media in the restoration

1of the database(s) to offord a mugh closer to recl-
{time recovery. To do this, logs must be moved off
1

!the volume comaining the database with a
7 |frequency to match the business neads.

| The Vendor shall employ security measures ensure
1 ithat the State's opplication ond dato is protected,

Hot applicable

| es

It State dato is hosted on mukiple servers, data
exchanges between and among servers must be
lencrypted,

!
2

Yes

EAII Servers and devices must have currenthy-
1supported and hardened oparoting systems. the

i latest anti-virol, anti-hacker, anti-spam. anti-
1spyware. and anti-mabwora utilitias. The

'
environenent, as o whole, shall have oggressive
3 iintrusian-detection and firewall protection,

FMX uses Microsoh Azure for hosting

1All components of the infrostruciure shall be
‘reviewed and lested 1o ensure they protect the
!State’s hardware, software, and its related data
Lassets, Tests sholl focus on the technical,
administrative and physical security controls that

theave been designed into the System architecture in
;order to provide confidentiality. integrity and

4 lovaikability,

fes

The Vendor shell ensure its complete cooperation
with the Stote’s Chiaf Information Officer in the
«<detection of eny security vulnerability of the

5 :hesting infrastructure.

e Vendor shall outhorize the State to perform
heduled and random security audits, including
{vulnerobility assessments, of the Vander' hosting
! 6  infrastructure ondior tha opplication upon request.

Vs

es. 50 long as these oudits do not interfere with FMX's normol business cperations

iAII servers and devices must hava event logging
'enabled. Logs must be protected with access
limited to anly outhorized gdministrators. Logs
1shollinclude System. Application, Web and

7 {Database logs. i
| Operating Systems (0S) o Databases (08 shall
| be built ond hardened in occordence with

3 :guidelines set forth by CIS, NIST or NSA.

| The Vendas shall natify the State's Project

! ! Manager of ony security breaches within two (2}
l 1haurs of the time that the Vandar kearns of thair
9 loccurrence,

ves

es

Mo, while FMX gims t0 inform custaemers of breaches as soon as possible, 2 hours is
insufficient time for FMX to understand the impact of o breach if one were to occur and
provide o recommendation. FMX will agree to a natification within 24 hours,

"The Vendor shall be solety lichle Tor costs
JAssaciated with any breach of State dato housed at
their location(s) including but not limited to
‘[nntiﬁcalion ungd any domaoges ossessed by the

10 |courts,

SERVICE LEVEL AGREEMENT
gThe Vendor's Systern support and mointenance
‘sholl commence upon the Effective Date and

‘exlend threugh the end of the Controct term. end
any extensions thereol,

1

Please review FMXCs Terms and Conditions attached

Yes

1 The vendor shall maintain the hardwora and
,Software in accordance with the specifications,
1teemg, and requirements of the Contract, including
| providing. upgrodes ond fixes as required,

Yes, howaver, Micresoft Azure will maintain the hardwore,

i The vendor sholl repair o replace the hordwaore or
1software, or ony portion thereof. sa that the System
!operates in occardance with the Specifications,
+lerms, and requirements of the Contract.

‘Yes, however. Microsoft Azure will maintoin the hardware,

1All hordwore ond saftware components of the
Vendor hosting infrostrugtuee shall be fully
"supponed by their respective manufacturers ot all
‘1imes. All critical patches fer operating systemns,

| datoboses. web services, etc.. shall be applied

| within sixty (60) days of release by their respective
Imonufociurers,

Yes, however, Micrasoft Azure will maintain the hacdwore,

{The State shall have untimited access, vio phone or
Email. to the Vendor technical suppart stutf any
“time of day, seven doys per week,

Mo, FMX's support phone support hours are fram 8AM to 6PM EST. The Stote maoy emoil in
L MeQUESLs ot any time,

S5 D T U



i 1The Vendor shall canform to the specific

i ' deficiency closs os described: o Class A

gmﬁciency - Saftwrre - Criticol. does not alkow

| ' Systém to operate, na work oround, demands.

| timmedicte oction; Written Docurmentation -

'missing significant portions of information or

| Iuninulligiblc to Siate; Non Softwore - Services

lwere inodequate ardl require re-performance of the

l 'Service.

o Closs B Deficiency - Software - important,

i does not stop operotion andior there Is o work

' varound and user can perform tasks: Written

| , Documentation - portions of information ore
*missing but not enough to make the document
\unintelligible; Non Seftware - Services were

1

P :deﬁcient. require reworking, but do not require re-
| _performance of the Service.
I
1
!
!

o Clags C Deficiency - Software - minimol,
cosmetic in nature, minimal effect on System, low
priority ondior user can use System; Written
Docurmentation - minimol changes required ond of
‘minar editing nature: Non Software - Services
raquira only minar reworking and do not require
6 | re-performance of the Service.

No, FMX hos five defect lavels: Cntical, High. Medium. Low, and Very Low. Critical H
represents on availobility of intrusion event ond is addressed inwnediately by off hands.
High represents the ingbility for multiple FMX customers 10 operate standord woridflows.
Medium represents the inability of one FMX cuttomer Lo operate stondard workfiows of
multiple FMX customers being only able 1o operote standard workflows via g workoround,
Low represents the ingbility of one or more FMX customers being unable ta operate non-
swondard workflows. Very Low represents o low defect that is discovered internally but not
yat reparted by a customnar.

; As part of the maintenonce agreement, ongoing

; ) support Issues shall be responded 1o occarding to
‘the following:
ra. Closs A Deficiencies - The Viarwos tholl have
jovailoble 10 the State on-colt telephone ossistance,
with issue tracking avoillable Lo the State, sight {8)

hours per doy and five |5) days o week with on
1email / telephane response within twe (2} hours af
i

!requust: or the Vendor shall provide support on-

'site or with remate diognostic Services, within four

{4} business hours of ¢ réquest:

it Class B & C Deflciencies -The Stote shadl

notify the Vendor of such Deficiencies during

| requiar busingss hours and the Vendor sholl

I trespond back within four {4) hours of netification

] }ni planned corrective oction: The Vendor sholl
1repair or replace Software, ond provide

' maintenance of the Software in accordonce with
the Specifications, Terms end Requirements of the

} 7 Contract

I The hesting verver for the State shofl be available
| twenly-four (24) hours a day, 7 doys o week extept
8 ifor duning scheduled maintenance,

Mo, critical defects are resolved within minutes or hours, High priarity defects are resolved
either tame day or 1-2 business days. Medium priority delects are resobved between 1-5
business days. Low priority defects ore resolved between 114 business days. Very low
priority defects ore not under SLA.

Mo, FMX will ¢omemit to o 99.9% uptime meosured yearly. No softwore solution is without
downlime.

| | A regularly scheduled mointenonce window shall
| | be identified {such us weekly, monthly, or '
i quarterly) ot which time all relevant server potches
9 and opplicotion upgrodes shall be applied.

Yes

'if Tha Vendor is unable to meet the uptime

! requiremens, The Vendor shall iredit Stote's
| eccount in on amount based upon the following

| | formulg: {Totol Controct e Price/365) x
tNumber of Days Contract ltem Not Pravided. The

FMX will commit to o 99.9% uptime, meosured yeorly, This is equolvalent to 364.5 days of
uptime. If FMX fofs short of this number, FIMX will tcomply with the State's uptime cradit

| 10 |State must request this credit in writing, policy, iy __i
: {The Vendor sholl use a change management policy
i Jior notification and tracking of change requests og

i1 . wel o3 criticol outoges, Ves

I
)
1 A crtical outage will be designated when o
{ ibusiness function connot be met by o
[ nonperforming application ond there is no work
12 lioownditoithelpolem
L ’The Vendor shall maintain a record of the
} ‘octivities related Lo repair g mopintenance octivities
1performed for the State and sholl report querterly
on the following: Server up-time; All (hange
srequests imphemented, including operating system
Ipatches: All criticol outoges reparted including
actual issue or resclution; Number of deficiencies
, ‘reported by class with initiol response time as well
13 pOstmwcocss | _
' Tha Vendor will give two-business days prior
natification to the State Project Manager of il
changesiupdates ond provide the State with
14 'ugining due to the upgrodes ond changas.

| "The Vendor's System support and meintenance
! “sholl commence upon the Eltective Dote and
! ,extend through the end of the Controct term. and

Ho, FMX haos five defect levets: Criticol, High, Mediurn, Low, ond Very Low. Critical
represents on avoilobility o intrugion event and is oddressed immediately by ol hands.,
High sepresents the inobility for multiple FMX customers 10 operate stondord workflows.
Medium represents the inability of one FMX customer to operate standard workfows ar
muttiple FMX customers being anly oble 1o operate standord warkflows via o workaigund,
Low represents the inability of one or more FMX customers being unoble to operale non- '
standard woridflows. Very Low represents o kw defect that is discovered internolly but not |
yetreported by o customer. _ -

e —— Ak Y m—

"1 any extensions thereof, lYes ]
,Maintoin the hordwore ond Softwore in occerdonce | i
‘with the Speciicotions, terms, and requirements of

| the Controct. inchuding praviding, upgrodes and ! |

{ 2 fixes os required, | fes i




! Repair Software, or any portion theres!, 1o thot
1the System operotes in accordance with the
-Specifications, terms. ond requirements of the

) Controct, fed
1 The State sholl hive unlimited occess, via phone or

[Emoll to the Vendor technicol support staff

.be‘ween the hours of 7:30uom te 5:00pm- Monday

ithrough Fridoy EST. Yes

IThe Vendor response time for support shall
conform to the specific deficiency closs as
‘ described below or as ogreed to by the porties:
10 Closs A Deficiency - Software - Critical,

‘does not allew Systern to operate. no work oround.
| dernonds immediate oction; Written
,Documenmuon misting significont portions of
linfovrm-nlon or unintelligible to State: Non

1 Softwore - Sarvices wars inodequate ond require
re- perfommonce of the Service.

'oCloss B Deficiency - Softwore - important,
does not stop operation andir there is g work
oroursd and user can perform lasks: Written

Doc ion - portions of inf on are
missing but not enough 10 make the dacument
unintelligible: Non Software - Services were

ideficient, require reworking. but do not require re-
iperfotmom:e of the Service.

'o Class C Deficiency - Software - minimal,
cn:meﬂc in natyre, minimal effect on System, fow
priovity andlor user can use System; Written
il:',u-..... jon - minimol chang quired end of
jminor editing nature: Non Software - Services
|require only minor rewarking and do not require

‘re performcnce of the Servrce

lmesl progrom updates, general maintanance
‘releases, selected functionality :elecses. patches,
,and Doc yon that are g By oitered 1o its
customers, at no additional ¢ost,

No, FMX hos five defect kevels: Critical, High. Medium, Lew, and Very Low. Criticol
repiesents an avaibability o« intrusion event ond is addressed immediotety by off hands,
High represants the ingbility for multiple FMX customers 1o ogertte standard workflows.
Medium represents the inabdity of ore FliX customer to opeum stondard workfiows o
mukipla FMX customers being only obie to op rkfl via o work o
Low represents the inobility of one or more FMX customers being unable to operate non-
standard workflows, Very Low represents a low defect that is discoverad imernally but not
yet reported by a customer.

Yot

iFor ofl maintenance Services colts, The Vendor
1shall ensure the following information will be
caltected and maintained: 1) nature of the
Deficiency; 2) cument siatus of the Deficlency: 3}
1 action plons. dates. ond Limes; 4) expected ond

1 nctual completion time: 5) Deficiency resohtion
,mforrmtlon 6) Resolved by, 7) Klentifying
Inumbec e work order number, B Istue identified

Yes

, The Vendor must work with the State to identify
‘and troubleshaot potentially large-scale System
|fualures or Deficiencies by collecting the following
tinformation: 1) mean lime betwean reported

| Deficiencies with the Softwore; 2) diognosis of the
nro-ot couse of the problem; and 3) identification of
lepem calls or repeol Softwore problems.

Tes

1As part of the Software maintenance agreement,
ongaing software mointenance and support issues,
ishan be responded 1o occording to the following or
|03 ogreed to by the parties:
10, Class A Deficiencies - The Vendor shall have
available to the Siote on-call telephone ossistance,
{with issue tracking avaoilable to the Sicte, sight (8)
hours per day tnd five {5} doys o week with on
iemail / telephone response within two (2) hours of

|request: or the Vendor shall provide support on-
1site or with remote diognostic Services, within four
'[d) business hours of o request;
jb. Class B & C Daficiencies ~The Stote shafl

notify the Vendor of such Deficiencies during
‘reqular business hours ond the Vendor shall
srespond back within four [4) hours of notification
10f plonned comective oction; The Vendor shall
' repair or replace Softwore. and provide
‘;moinlcnunu of the Software in occordonce with
I the Spacifications, Terms and Requirements of the
Contract or as agreed between the parties.

Yes

10 well os critical sutiges,

The Vendor shall use o change management policy
Hor notification ond trocking of changs requests ot

1A criticol gutage will be designated when o
|business function cannot be mat by o
nonpcrlnnmng opplication and there is no work

11 orwnd to the pwblem

Vi

g, F3LX has five defect levels: Critical, High, Medium, Low, and Very Low, Critical
represents on gvodability of intrusion event ond is oddressed immediatedy by oll hands,
High reprasents the ingbility for multipbe FMX 3 10 dowd workflows.
Medium represents the incbility of one FMX ¢ 1o op standard workflows or
muitiple FMX customers being only able to operate standard workflows via o workorgund,
Low represents the inability of one or more FMX customers being unoble to operale non-
standard workflows, Very Low represents o low defect that is discoverad internally but nat

yet reported by 0 customer,

—



[The Vendor sholl maintain o recond of the
|uctivilies refoted to repair or mointenance aclivities
! performed for the State ond sholl report quarterly
!on the following: All change requests
\implemented: AN critical outages reported
Jinchuding octual issue ond resolution; Number of

| deficiencies reported by class with initiol response
time as well os time (o close.

Yas

+A reguiarly scheduled mai e window sholt
be identified {tuch ot weekly. monthly. or
quarterty) ot which time off relevont server potches
rund applicotion upgrodes shall be cpplied.

i

{The Vendor shall give two-business days prior
notificotion to the Stete Project Manoger of ofl
ichangesAmdates and provide the Stote with
‘1raining dug to the upgrades and changes.

15

{
!

2

\The Stute sholl provide the Vendor with o personal
!secure FTP site to be used by the State for
iuplooding and dewnlooding files if apphcable,

PROJECT MANAGEMENT

| Vendor shall porticipate in on initial dck-off
jmesting tojnitiote the Project.
Ivendor shall provide Project Stat! os specified in
{the RFP,

Yes

No

HNo opplicable

Yl

Yes

{vendor shall submit a finalized Work Plon within

1ten {10} doys ofter Controct aword ond opprovol by

| Gavermor and Council. The Work Plan shall

tinclude, without limitation, o detoiled description

; of the Schedule, 10sks, Deirverables,
milestonesicriticol events. task dependencies, and

‘payment Schedule. The plan sholl be updaed no

{less thon <every two weeks.>

Yes

{Vendor shall provide detailed <bi-weekly or
!momhlp ttotus reports on the progress of the
{Project, which will indude expenses incurred yeor
. to dite.

5

| All user, technicol, and System Dacumentation as
!well o3 Project Schadules, pkans, Stotus repoas,
and correspondence must be maintoined as project

'
 documentatian, (Define how- WORD format- on-
| Lins. in o common library or on paper).




