AR
STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF ECONOMIC STABILITY

Lori A. Weaver

Commissioner 129 PLEASANT STREET, CONCORD, NH 03301
603-271-9474 1-800-852-3345 Ext. 5474
Karen E. Hebert Fax: 603-271-4230 TDD Access: 1-800-735-2964 www.dhhs.nb.gov
Director
July 11, 2024

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Economic Stability,
to enter into Sole Source amendments to existing data sharing agreements with the Contractors
listed beiow, for the Department to share basic individual contact information with the Contractors,
so they can continue to contact families to discuss their eligibility for energy assistance and assist
them with applying, at no cost, by exercising a contract renewal option by extending the
completion date from October 1, 2024 to October 1, 2028, effective October 1, 2024, upon
Governor and Council approval.

The original data sharing agreements were approved by Governor and Council on Qctober
18, 2022, item #5C.

Contractor Name Area Served

Community Action Program Belknap and | Belknap and Merrimack Counties
Merrimack Counties, Inc. (Concord, NH)

Southern New Hampshire Services, Inc. | Hillsborough and Rockingham Counties
{(Manchester, NH)

Southwestern Community Services, Inc. (Keene, | Cheshire and Sullivan Counties
NH)
Community Action Partnership of Strafford | Strafford County
County (Dover, NH)

Tri-County Community Action Program, Inc. | Carroll, Coos, and Grafton Counties
{Berlin, NH)

EXPLANATION

This request is Sole Source because MOP 150 requires all amendments to agreements
originally approved as sole source to be identified as sole source. The five (5) Community Action
Programs currently assist families with both energy assistance and Supplemental Nutrition
Assistance Program benefits throughout New Hampshire and need to utilize this data to contact
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families, with their consent, to dlscuss their eligibility for energy assistance and Supplemental
_Nutrition Assistance Program benefits, and assist them with applying for energy assistance.

The purpose of this’ request is to continue to assist families and-individuals, with their
consent, currently utilizing Supplemental Nutrition Assistance Program benefits, in providing
information regarding energy assistance programs they may be eligible for, so they can benefit
-from these cost-savings. Additionally, the Contractors will also discuss Supplemental Nutrition
Assistance Program benefits that the individuals may qualify for if they already receive Low-
Income Home Energy Assistance Program benefits. Both Supplemental Nutrition Assistance
Program and Low-Income Home Energy Assistance Program are 100% federally funded benefits.

. The Contractors will continue to utilize basic contact information, including names,
mailing/residential addresses, e-mail addresses, and/or telephone numbers, provided by the
Department for individuals receiving Supplemental Nutrition Assistance Program benef ts to make
- them aware of fuel assistance options.

" As referenced in the original Data Sharing Agreement, the parties have the option to
extend the agreements for up to four (4) additional years, contingent upon satisfactory delivery of
services, agreement of the parties, and Governor and Council approval. The Department is .
exercising its option to renew services for four (4) years of the four (4} years available.

Should the Governor and Council not authorize this request, families who utilize
Supplemental Nutrition Assistance Program benefits may not receive notification they also could
have access to fuel assistance benefits.

Area served. Statewide

Respectfully submitted,

i Uy

Corfimissioner

- The Department of Health and Human Seruvices’ Migsion is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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State of New Hampshire ;
Department of Health and Human Services
Amendment #1

This Amendment to the Fuel Assistance Outreach contract is by and between the State of New Hampshlre '
Department of Health and Human Services ("State" or "Department”} and Community Action Program
Belknap and Merrimack Counties, Inc. ("the Contractor"). .

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on October 19, 2022 (Item #5C}), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract, and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P- 37, General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

NOW . THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contalned
in the Contract and set forth herein, the pames hereto agree to amend as follows:

. Modify Data Sharmg Agreement No. 2022-029, Section VIII, A. Effective Date, to read:

A. Effective Date: This Data Sharing Agreement shall become effective October 1, 2024, upon
approval of the Governor and Executive Council.

2. Modify Data Sharing Agreement No. 2022-029, Section VIII, B. Duration, to read:

B. Duration: The duration of this Agreement is from the Effective Date through October 1, 2028,

DS

Community Action Program Belknap ' : | jd
and Merrimack Counties, Inc. i Contractor Initials _
7/8/2024

$8-2023-DEHS-04-FUELA-01-A01  * Page 10f3 Date_
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Al terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective October 1, 2024, upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as-of the date written below,.

State of New Hampshire =~
" Department of Health and Human Services

DocuSigned by: -
[ —
7/11/2024 : ' ] E\L,—....ij.x\k
B28CECEB1B4A416...
Date Name: Karen Hebert

Title:  piyision pirector

Community Action Program Belknap and Merrimack

Counties, Inc. -
_DocuSigncdby:
7/8/2024 ; - Jannt ﬂgn
DCAT11F43CIE4ES...
Date . Name: leanne Agri
Title:

Chief Executive officer

Community Action Program Belknap
and Merrimack Counties, Inc. )
SS-2023-DEH$-04-FUELA-O1-A01 : Page 2 of 3



. g )
{3-’ Dacusign Envelope D: 7TESEF44D-F2BC-4D31-B860-20A51890A6FA

-
=
4!

/

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and,
execution. '

OFFICE OF THE ATTORNEY GENERAL

ﬁmusinme by:
7/11/2024 [?ohtjm Hvino

== TART 34344041 Q0
Date Name:Robyn Guarino

Title:  attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
.the State of New Hampshire at the Meeting on: ' (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date - Name:
; _ Title:

Community Action Program Belknap
and Merrimack Counties, Inc.’ .
§5-2023-DEHS-04-FUELA-01-AD1 Page 3of 3
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.'S_tlate of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampsh:rc do hereby cemf) that COMMUNITY AC FION
PROGRAM BELKNAP AND MERRIMACK COUNTIES, INC. is a New Hampshnre Nonprofit Corporation reglstcred
to transact business in New Hampshire on May 28, 1965. I further certify that all fees and documents required by the Secretary of

State’s office have been received and is in good standing as far as this office is concerned.

Business [D: 63021
Certificate Number: 0006732860

iN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 8th day of July A.D. 2024,

David M. Scanlan

Secretary of State
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- COMMUNITY ACTION PROGRAM
BELKNAP-MERRIMACK COUNTIES, INC. _d

EMPOWERING COMMUNITIES SINCE 1965

T
i

CERTIFICATE OF AUTHORITY

o
.

' |,,A, Biute Carril Secrefary, Board of Directors, hereby cerlify that:
- . 5 |

1.1 am-a duly elécted officer of Community’ Action Program Beélknap-Merrimack Courtties, Inc:
2.Thé following I a true copy of a i{:dte;tali,en at a meeting of the Board of Directors; duly'called
and héld on March 14, 2024, at which a quorum of thé Directors were present.and voting.

]
\

VOTED: That Jeanne Agri, Chief Executivé Officer/Executive’ Director, Michael Tabory,
Chief Operating Officer/Deputy Director, Jill' Lesmerises, Chief Fiscal Officer, Steven .
Gregoire, Budg',e“tf} Analyst, Christopher' J: Pyles, Chair, Board of Directors are duly
authorized on behalf of Community Action Program’ Belknap-Merrimack Counties, Inc. to entef
into contracts or aére_eme,nts with’ the. State of New Hampshire and any of its agencies or
departments anq further:is authorized to execute any and all documents, agreements and other
instruments, and any amendments, revisions, or modifications thereto, which may in histher

judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote:has not been arénded.or répealed and remains in full force and
efféct as of the d:ate"“ of the contract/contract amendment.t6 which this certificatg is attached. Tis
authority was valid thirty (30) days prior to and remains-valid for thirty (30) days from the date of this
Certificate of AuthPrit_ff. I fur‘th'er certify that it is undeérstood that the State of New Hampshire will
rely'on:this certificate as eviderice that the person(s) listed -above currently occupy the position(s)
indicated and: that they have full authority to bind the-corporation. To the extent that there are any
limits on the authority of any listed individualto bind thé carporation in contracts with the State of
"~ New Hampshire, a";&l_JCh limitations are expressly stated herein,

? . F y
) i
Dated: 7> & 244 _Signaturé of Elected Officer-_Gp, : -
: ik " : ] Name: A. Bruce Carri s
Title:  Secretary Board 6f Directors.

. "Rev, 3/14/2024
KRCAPBM COA 2024, :

"Mailinig Address P.0.Box{1016, Concord, N 03302 Administrative Office 2 Industrial Park Drive, Concord, NH
‘ Phone: 603 225-3295 | 1 800 856-5525 °1Y/TDD_1 800 735-2964 Eax: 603 228-1898
Website: capbmry
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DD/YYYY)
03/11/2024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER({S}, AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.
IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).
PRODUCER GONTACT  Stephanie Peffer
Cross Insurance-Manchester PHONE  {603) 669-3218 m"q Noj: (603) 645-4331
1100 Elm Street L 5. manch.certs@crossagency.com
INSURER(S) AFFORDING COVERAGE NAIC #
Manchester NH 03101 INSURER A : Selective Insurance Co. of SC 19259
INSURED INsUrRer B . Granite State Health Care c/o Midwest Employers Casua 23812
Community Action Program Belknap-Merrimack Counties Inc. INSURER ¢ : Federal Ins Co 20281
P. 0. Box 1016 INSURER O -
INSURER E :
Concord NH 03302 SRR
COVERAGES CERTIFICATE NUMBER:  23-24 All; 24-25 D80 & WC REVISION NUMBER:
THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERICD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH PCOLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,
ADDL[SUBR]
iy TYPE OF INSURANCE INSD | WVD POLICY NUMBER AVDDA Prv) | (MMBON YY) LMITS
>¢| COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE $ 1,000,000
["DAMAGE TO REN
| cuams-maoe GEQHR PREMISES (Ea occTuEerence] s 1.000,000
|| MED EXP (Any one persen) $ 20,000
A || § 2509940 10/01/2023 | 10/01/2024 | oenamnal & ADYV INJURY ¢ 1.000,000
GEN'L AGGREGATE LIMIT APPLIES PER; GENERAL AGGREGATE s 3,000,000
POLICY i Loc PRODUCTS - COMPIOPAGG | 5 3:000,000
X otHEr: Professional Liability Professional Liability s 1,000,000
™
| AUTOMOBILE LiABILITY C[E g“ja*gg‘é'gﬁns'“e'-ﬁ LT s 1,000,000
| ANy AUTO BODILY INJURY {Per person) | §
[ | OWNED SCHEDULED
A || AUvos onLy RirGE S 2509940 10/01/2023 | 10/01/2024 | BODILY INJURY {Per accident) | $
HIRED NON-OWNED PROPERTY DAMAGE 5
| AUTOS ONLY AUTOS ONLY {Per accident)
5
| | UMBRELLALIAB | XY gocur EACH OCCURRENCE s 9.000,000
A | . | EXCESS LIAB CLAIMS-MADE S 2500940 10/01/2023 | 10/01/2024 | \corecaTe s 5.000,000
DED l ><| ReTenTion § O 3
WORKERS COMPENSATION PER OiH-
AND EMPLOYERS' LIABILITY | 5rure E e
B, [ANr RO AR TR ECUTIVE NIA HCHS20240000547 (3a.) NH 01/01/2024 | 01/01/2025 |EL:EACHACCIDENT it
(Mandatory in NH) EL. DISEASE - EAEMPLOYEE | 5 1/000.000
If yes, describe under A 1.000.000
DESCRIPTION OF OPERATIONS below EL. DISEASE - POLICY LIMIT [ § 'MW
Directors & Officers Liabili i e
i .
L+ ’ vy JO6511302 04/01/2024 | 04/01/2025 |Deductible $5,000
DESCRIPTION OF OPERATIONS / LOCATIONS { VEHICLES [ACCRD 104, Additlonal Remarks Schedule, may be attached if more space is raquired)
Refer to policy for exclusionary endorsemants and special provisions.
CERTIFICATE HOLDER CANCELLATION
SHOULD ANY OF THE ABOYE DESCRIBED POLICIES BE CANCELLED BEFCORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN
State of New Hampshire; Depariment of ACCORDANCE WITH THE POLICY PROVISIONS.
Health & Human Services
AUTHORIZED REPRESENTATIVE
128 Pleasant Street
Concord NH 03301 WWD
|

- ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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g, e STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DI VISION OF ECONOMIC & HOUSING STABILITY

Loti A. Shibixitte " 129 PLEASANT STREET, CONCORD, NH 0330t

Commissioner. " 603-270-9474 1-800-852-3345 Ext. 9474
Fax: 6032714230 TDD Access; 1-800-735-2964 mdhhs.uh.gov .
g KlnnE.thm
Dlrmor

September-1, 2022

His Excellency. Govemor Christopher T. Sununu .
and the Honorable Council ’

State Houee
Concord New Hampshlre 03301

REQUESTED ACTION

"Authorize the Department of Health and Human Servuoes chsuon of .Economic .and
Housing Sl&bfl[ly to'enter‘into Sole Source data sharing agreements (DSA) with the Contractors
listed" below to :share basic. mdi\ndua! ‘contact information so_that the Contractors. can contact
families to dnscuss their eligibility for energy assistance and.assist them with applying,-at no cost,
with ithe op‘hon to renew.for- up to four(4) additional .years, effective ‘October 3, 2022 or
upon’ Governor and Counol approval, whichever is later, through October1 2024 '

s

Contractor Name
] Commumty Action Program of Belknap and Merrimack Counhes !nc :

Southem New Hampshire Services; Inc.
‘.Southwestem Commumty Services, lnc
'Community thon Pannershap of Strafford County
:Trl-County Commumty Action’ Program inc.

PLANA 10

This request is Sole Source because the. f ive (5) Communtty Actlon Programs (CAPs) -
-currently ‘assist families ‘with -both energy essnstance and SupplementaI Nutrmon Assistance .
Program (SNAP) benef ts throughout New Hampshire and are therefore unlquely quahﬂed to
utiiize‘this data to- expand efforts to provide energy assistance to famities.

The Department is presentmg this request to*the Governor. and Councnl ‘because the

' -Department -has muluple contracts and/or.agreements with the Contractors listed above in"State

Fiscal Year 2023 the total amount of the multiple agreements is at or above the apphcable G&C

approval thresholds” set forth in Manual of Procedures 150 and, lherefore this action requires
Governor.and Counal epproval ‘

The CAPs. currently administer eligibility for the Low Income Home Energy Assistance
(LIHEAP) program. The purpose of this request is to help families and mdwiduals with_their
consent, currenﬂy utlllzfng SNAP benefits become aware of energy asmstenoe programs_they
‘may be eI:glb[e for, 80 they can benefit from these cost-savings. Additionally, the Contractors will.

. also discuss SNAP benefits that the.individuals may qualify for if they already recewe LIHEAP.
benefits: Both SNAP and LIHEAP are 100% federally funded benefits. .

N

The Dcportmcm of Heom‘l and Humaa Seruwgs Mission s to join communilies and fomilies '
in pmu(dmg upporlunulu Ior cliizens to achisve health ond lndcpcndcnce
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His Excellency, Governot Cl’ristopher T. Sunumu . : . W
and the Honorabie Councd - 5
Pﬂﬂe 202 ; &

£

The Contractors will utilize basic contact-information, includnng names, malllnglresudentlal.
‘addresses, e-mail addresses, and/or telephone numbers, provided by the Department for
“  individuals receiving SNAP benefits to make them aware of fue! assistance options.

As referenced in the attached Data Sharing Agreement 'Duration ongreement .
and Additional- Terms,. Subsection B, the parties have the option to extend the

agreements for up.to four .(4). additional years contlngent upon satisfactory delivery of
semces agreement - of the parties, and Govemor and Couricil approval.

: Should the Govemnor and Counc:l not authorize this request, families who utilize SNAP
benef' ts may.not réalize that they also could have access to fuel assistance benefits.

. Respectfully submitted,

':";,',L”ie”ﬁ””(f”

Commms:oner

'
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. DATA SHARING AGREEMENT BETWEEN
. STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN
SERVICES
AND
COMMUNITY ACTION PROGRAM BELKNAP-MERRIMACK COUNTIES INC.

FOR
DATA SHARING AGREEMENT No. 2022-029

I. PURPOSE, AND LEGAL AUTHORITY
A. Purpose

' This Data Sharing Agreement, including all definitions, and Attachment A, DHHS.
Information Security Requnremems (Agreement) establishes the terms, conditions,

' safeguards and procedures under which the State of New Hampshire Department of ’
Health and Human Services, Division .of Economic and Housmg Stability (DHHS),
agrees to share Confidential Data, as defined herein and'in Attachment A, with

- Community Action Program Belknap & Merrimack Counties, Inc. (Comractor)
(Collectively, the “Parties”). _ .

Use of the DHHS Confidential Data s$hared with Contractor under this Agrecment is
. limited to the following: DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone numbeér of recnplents of the Supplemental
Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/
families of their potential eligibility for Fuel Assistance, Participation by SNAP.
recipienis is voluntary and the DHHS ‘shall-ensure all individuals sign a written
consent form to share their personally identifiable information with Contractor.

B. Legal Authonty

This Agreement supports the responsnbnlmcs of the Parties and is permissible
~pursuant to 7 CFR 272.1(c)(1)(i), which states that the Contractor must be
;  "directly connected with federally-assisied State programs providing assistance on
- a means-tested basis to low income individuals.” This Agreement is established to
~ ensure compliance with all applicable state and féderal confidentiality and pnvacy
. laws and regulations. : :

' II. DESCRIPTION OF CONFIDENTIAL DATA TO BE DlSCLOSED TO
CONTRACTOR

CONTRACTOR agrees the Confi dentnal Data provndcd by DHHS listed below shall bc
- restricted to the following use:

Confidential Data will be used only to contact SNAP l’CClplCnlS to notn“y them
of their potential eligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter. There will be no metric on frequency or success of
contact. 5



A\

A

rocusign Envelope 1D: 7ESEF44D-F2BC-4D31-B860-20A51890A6F A

DocuSign Envelope ID: FEIE7010-83C5-473E-8A4A-AZTFCBS08TAC

Contractor shall make no other use or disclosure of the data.
Data will be purged for those individuals declining these services or who do
‘not respond after ninety (90) days of inactivity. :

A. Source or Sys'tems bf Records

DHHS shall provide COnf' dennal Data from the followmg systems of records:

1. CSV Excel File (no database use; just an excel file with basnc contact
mformatlon)

B. Data Elements Involved
The Data DHHS will be providiné to Contractor islimited to the following:

1. Client first name and last name;

2. Client mailing/residential address;

3. Client e-mail address; and

4. Client phone number.. i

', CONTRACTOR and DHHS agree that the DHHS Confidential Data requesied and

provided in this Agreement is the mlmmum necessary to achieve the goals of the request.

I, -OBLIGATIONS OF DHHS RELATING TO THE CONF]DENTlAL DATA "

Upon receipt of a valid sigﬁ'cd consent from_the SNAP client, DHHS will provide basic
contact information to Contractor.for SNAP clients, to assist in learning:about'Fuel
Assistance Program options. This data may include:

Client first name and last name;

- Client mailing/residential address;
Client e-inail address; and
Client phone number.

SE (Rl e

OBLIGATIONS OF CONTRACTOR AND END. USERS RELATING TO THE
CONF] DENTIAL DATA

In addition to those abligations included in Attachment A, DHHS Information Security
" Requirements of this Agreement, Contractor’ agrees that it shall meet all federally
required standards. .

4

V. COSTS

No funds will be exchanged under this Agreemenit. The parties agiee to absorb their

respective costs associated with the Agreement. Each party shall bear and be responsible.

solely for its own costs and expenses necessary to comply with this Agreement with the
exception of any costs and expenses, owed by the Contractor for data breaches further

cow
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described in Attachment A, the DHHS Infoﬁnati‘on Security Requirements.

VI OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR
lNCIDENTS ’

i
i

In addition to the obligations in Attachment A, in the event of a breach, Contractor
agrees to .Cease using and retum and/or destroy all Confidential Data and
Derivative Data and any copies in its possession, and to arrange for the return of
all Confidential or Derivative Data in the possession of any contractor or third
party, lmmedmlely upon notice from DHHS. Contractor agrees to certify
destruction of thc data within 30 days of lhc termination of this Agrecmcnt

VIIL DURATION OF AGR.EEMENT AND ADDITIONAL TERMS

A. Effective Date: Thls Data Sharing Agreement shall become effective upon
approval of the Governor and Executwc Council.

B: Duration: The duration of this Agreement is from the Effective Date through
October 1, 2024. Par The Parties may extend the Agreement for up to four (4) .
years, contingent upon approval of the Governor and Executive Council.

C. Amendment: The Parties agree to modify or negotiate an amendment to this
Agreement as needed to address changes in policy, fiscal issues, changes in law or

' regulation relating to information security, and specific safeguards for maintaining

confi dcnna]lty or as necessary to comply with the requirements associated with thc .

. safeguarding ofCoancntlal Data. - o

D. Choice of Law and Forum. This Agrcement shall be govemcd mterpreted and
construed iri accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and theur‘represenrauyes
‘successors, and assigns. The wording used in the Agreement is the wording chosen
by the parties to express their mutual intent; and no rule of constniction shallbe
applied against or in favor ofany party. Any actions arising out of this Agreement’
shall be brought and maintained in New Hampshire:Superior Court which shall
have exclusive jurisdiction thereof. :

E. Indemnification. Unless otherwise exempted by law, Contractor shall hold
harmless and indemnify DHHS and its officer§ and employees from and againist all-

" claims, liabilities, and costs arising from any incidents or breaches of the data .

F. Termination: Either party may unilaterally terminate this Agreement upon

" written notice to the other party, in which case the termination shall be effective 30

days after the date of that notice or on a later date specified in the notice. Ini the
event that DHHS has cause to believe that the Contractor has violated a term of the
Agreement, DHHS reserves the right to immediately terminate this Agreement -
upon written notice and Contractor shall destroy the data and provudc an attestation
of its destruction to DHHS, or retumn the data to DHHS within the 30 days.
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In the event that any Confidential Data or derivative data cannot be destroyed upon
termination, the privacy and security requirements of this Agreement shall survive the
termination or expiration of this Agreement, and the data shall be maintained according
to the Agreement and as requu'ed under apphcable law, until it can be destroyed.

" No fallure : by the DHHS to enforce any prowsmns hereof after any cvent of defaul! shall

be deemed a, waiver of DHHS’s rights with regard 1o that event, or any subsequent event.’
No express failure to-enforce any event of default shall be deemed a waiver of right of the

- state to enforce each and all of the provisions hereof upon any further or other event of

default on the part of the Contractor.

G Contmctor s Relatlon to DHHS. In the performance of this Agreemenl
CONTRACTOR is in all respecis an independent contractor, and is neither an agent rior
an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employces,
agents or members shall have authority to bind the DHHS or receive any benefits, '
workers' compensauon or other emoluments provided by the Statc to its employees.

H. Ass:grunent/DclcgaﬂorVSubCOntracls The Contractor shall not assign, or otherwise
transfer any interest in this Agreement.

. Insurance Coverage. The Contractor shall, at its solc expense, -obtain and continuously

maintain in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial gcncral liability insurance against all claims ofbodnly injury, death
or property damage, in-amounts of not less than $1,000,000.per occurrence and

$2, 000 ;000 aggrcgatc Or excess.

1. Notice. Any notice by a party hercto to the other party shall be deemed to have' been
duly delivered or given at the time of mailing by certified mail, postage prepaid, ina -
United States'Post Office addressed to the parties at the ‘addresses or email addresses
below. .

irpe.
-~ L (L

N

K. Third Parties. Thc parties "hereto do not intend to benefit any third pames and this

Agreement shall not be construed to confer any such benefit.
L. Headings. The headings throughout the' Agreement are for reference purposes only,
and the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agroement

M. Severability. In the event any of the provisions of this Agreement are held by a court
of competent jurisdiction to be contrary to any state or federal law, the remaining
provisions of this Agrecment will remain in full force and effect.

N. Entire Agreement. This Agreement, ‘which may be executed in a number of -
counterparts, each of which shall be deemed an original, constitutes the entire agreement

and undcrslandmg bctween the parties, and supersedes all prior agreements and
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understandings with respect to the subject matter hereof.

g IX. PERSONS TO CONTACT

DHHS contact program and policy: .
Debra.E. Sorli
- Administrator [V 3
Bureau of Family Assistance '
Debra.c.sorli@dhhs.nh.gov
DHHS contact for Information Security, Privacy,
Data Management, or Data Custodian issues:

(DHHS InformationSecurityOffice@dhhs.nh.pov) .

» X. APPROVALS : | L
CONTRACTOR contact official:

Jeanne-Agri, Ch;icf'Exccutivc Officer

t

The authorized Contractor program official, whose si gnature appears below, acccpts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal -

" - agreements of any kind shall be binding or recognized, and hereby c0mm|ts their respective
orgamzatmn to the terms of this Agreement.

Approved by: ,
" DocuSigned by: o
l Samnr ﬂ?ﬂ _ Chief Executive officer
Jeanne Agri ' ‘Pate:
Community Action Program y 9/20/2022

Belknap-Merrimack Counties, Inc.
2 Industrial Park Drive - -
PO Box 1016

Concord, NH 03302-1016
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STATE con'tact.ofﬁcialz

-

The authérized DHHS approving official, whosc slgnature appears below, accepts and

expressly agrees to the terms and conditions expressed herein, and confirms that' no verbal

agreements of any kind.shall be binding or recogmzcd and héreby commits their respective
. organization to the terms of this Agreement.

Approved by: B : -
' Dotusigned by: | )

DlV1S1Qﬂ Director
| \—ozacoceminennio, ,
Karen Hebert ' Date:
Bepartment of Health and Human Services 9/30/2022
ivision for Economic and Housing Stability -
129 Pleasant St,'Concord NH 03301

_ATTORNEY 'GENERAL contact official:

" The authonzed Attommey General ofﬁcnal whose mgnature appears below, accepts and expressly
agrees to the terms and conditions cxprcSSed herein, and confirms that no verbal agreements of
any kind shall be binding or recognized, and, heréby commits their respective organization to

»  the terms of this Agreement. e

" Approved by:

! ?oh\jb\, Qmmo AttOrney.
New Hampshire Attorney General - | Date:

33 Capital Stirect o < | 107372022
Concord, NH 03301
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A. Definitions.

The following terms may be reﬂécted and have the described meaning in this document;

1.

“Breach” ‘means the loss of control, compromise, unauthorized disclosure, -
unauthorized acquisition, unauthorized access, or any similar term referring to ..
situations -where. persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, “ Breach" shall have the same meaning as the term “Breach" in section

- 164.402 of Title 45, Code of Federal Regulations.

“Computer Security incident™ shall have the same meaning “Computer Security
Incident” in section two.(2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. - - : :

“Confidential Information” or “Confidential Data” means all confidentiaj information -
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatmént Records, Case- Records, Protected Health Information and

Personally Identifiable Information.

. , : o
Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law. or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (P1), Personal Financial
Information (PFI), Federal Tax Information (FT1), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

. “End User” means any person or entily (e.g., contractor, contractor's employee, - .

business associate, subcontractor, other downstream user, efc.) that recéives

DHHS data or derivalive data in accordance with the terms of this Contract. .

“HIPAA" means the Health fhsurance Portability and Accountability Act of 1996 and the

regulations promulgated thereunder.

“Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanied disruption or denial of service, the unauthorized use of

a system for the processing or storage of data; and changes to system hardware,

firmware, or software characteristics without the owner's knowledge, instruction, or

consent. Incidents include the loss of data through theft or device misplacement, loss

or misplacement of hardcopy documents, and misrouting of physical or electronic
. (D3,

DHHS Information _ } ’
Security Requirements ' . 9/20/2022
Page 1of 9 +Date
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mail, all of which may have ‘the potential to put the data at risk- of unauthorized
access, use, disclosure, modification or destruction. -
s o 7. "Open Wireless Network™ means any .network or segment of a network that is
7 not designated by the State of New Hampshire's Depariment of Information
Technology or delegate as a protected network (designed, "tested; and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,

PHI or confidential DHHS data. i '

8. "Personal information” (or “PI"}- means-information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19. biometric records, efc.,
alone, ‘or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc. ‘ -

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
. States Department of Health and Human Services. " ..

10. “Protected Health Information” (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103. ) 4 ey

11. "Security. Rule” shall mean the.Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments -
thereto. S : :

s

12. "Unsecured Protected Health Information” means Protected Health Information that is
not secured. by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized _individuals and is
developed or endorsed by a_ standards developing organization that is accredited by

* the American National Standards Institute. ' -

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, 'maintain or transmit Confidential Information

- except as reasonably necessary as outfined under this Contract. Further, Contractor, -
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule. -

2: The Contractor must not disclose any Confidential Information in response to a

. A ' :os
V5, Lasi updale 10008118 - Attachment A - Contractor inltials :
=% ‘4 A DHHS Information L : ] ]
A Security Requirements . : 9/20/2022
Page 2.0f 9 - S “ Date____ "~
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request for disclosure on the basis that it is required by law, in response lo a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure. '

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI .
pursuant to the Privacy and Security Rule, the Contractor must be bound by such

- additional restrictions and must not disclose PHI in viclation of such additional
restrictions and must abide by any additional security safeguards. _ -

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

1.

8.

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data abtained under this Contract may not be used for

" any other purposes that are not indicated in this Contract.

6. The Contractor égrees to grant access to the data to the authorized Tepresentatives

of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract. i i

"H. METHODS OF SECURE TRANSMISSION OF ,DATA

Application Encryption. If End- User is transmitting DHHS"déia.conlaining
Confidential Data between applications, the Contractor attests the applications: have'
been evaluated by an expert knowledgeable in cyber security- and that said
application’s ‘encryplion capabilities ensure secure transmission via the internet.

Computer Disks and F’oftable Storage Devices. End User'may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS

. data. - g 1
' Encrypted Email. End User may only-employ email to transmit Confidentidl Data if

email is .‘e‘ncmgted and being sent to and being received by email addresses of
persons authorized fo receive such information.

Encrypted Web Site. If End User is employing the Web to transmit Confidential

. Dala, the.secure socket layers (SSL) must be used and the web site must be

secure. SSL encrypts data transmitted via a Web site. °

File Hosting Services, aiso known as File Sharing Sites. End User ray not use file
hosting services, such as Dropbox or- Google Cloud Storage, to transmit
Confidential Data. v

Ground Mail Service. End User may only transmit Conﬁdé'ntial Data via certified groLmd )
mail within the continental U.S. and when sent to a named individual. .

Laptops and PDA. If End User is employing portab'ie— devices to transmit

"Confidential Data said devices must be encrypted and password-protected. -
Open Wireless Networks. End User may not transmit Confidentia! Data via an open ~

% = L DS
i s 30 . ‘ l Jﬁ
VS: Last update 10/09/18 . Altachmenl A : ' Contractor Iniligls ym— ,
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wireless network. End User must employ a virtual -private network (VPN) when
remotely transmitting via an open wireless network. ‘

9. Remote User Communication. If End User is employing remote c_ommv_.:hication to
- access or transmit Confidential Data, a wvirtual private network (VPN) must be

instalied on the End User's mobile devuce(s) or laptop from whuch information will be -

transmitted or accessed.

10. SSH File Transfer Protoco! {SFTP), also kno'w'n as Secure File Transfer Protocol. it
-End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP: folders and sub-folders used for transmitting Confidentia! Data will
be coded for 24-hour auto-deietion cycle (i.e. Confidential Data will be deleted every, 24
hours}. -

11. Wireless Devices. If End User is transmitting Confidential Data via wireless dewces all
data must be encrypted to prevent mappropnate disclosure of rnforma_hon -

lll. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS -

The Contractor will only retain the data and any denvatnve of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise requwed by law or. permitted
under this Contract. To this end, the parties must:

A. Retention
1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the |mplementauon of
" cloud computmg cloud service or cloud storage capab:lmes and includes backup
data and Disaster Recovery locations. o

2. 'The Contractor agrees to ensure proper security monltonng capabilities are in
place to detect potential securily events that can impact State of NH systems,
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide secunty awareness and education for its End
Users in support of protechng Department conf dential information.

4. The Contractor agrees to retain all electromc and hard copies of Confidential. Data
_in a secure location and identified in section V. A.2

. 5. The Contractor agrees Confidential Data stored i'n a Cloud must be in a -

. FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and-security. All servers and devices must have
currently-supported and- hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

F . F CDS
V5, Last update 10/09/18 o B Altachmenl A Conlractor inhilals 2
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c
whole, must have aggressive intrusion-detection and fi rewail protection -

6. The Contractor agrees to and ensures its complete cooperation with the States
Chief Information Officer in the detectlon of any secunty vulnerability of the hosting
lnfrastructure

*B.. Disposition

t. If the Contractor will maintain -any ‘Confidential Information on its systems (or its
sub-contractor systerns), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster

- recovery operations.-When no.longer in- use, electronic media contammg State of

" New Hampshire data shall be.rendered unrecoverable via a secure wipe program
in .accordance with .industry-accepted standards for secure deletion and media
- sanitization, -or otherwise . physically .-destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology U. s’
Department of Commerce. The Contractor will document and certify in writing at -
time of the data destruction, and will provide written certification to the Department
~upon request. The written - cerlification will include all details necessary to
demonstrate data has been properly destroyed and validated, Where applicable,
reguiatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to desiruction. ‘

2. Unless otherwise- spec|r ied, within thirty (30) days of the termination of this
- Contract, Contractor agrees to destroy all hard copies of Conﬁdentral Data using a
. secure method such as shrédding.

- 3. Unless otherwise specified, wuthm thirty (30) days of the terrnmatlon of thle"
-Contract, Contractor agrees to completely destroy all eiectromc Conf dential Data
by means of data erasure, also known as.secure data wiping.

V. PROCEDURES FOR SECURITY ' : 5

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or fi Ies as fo||0WS‘ :

1. The Contractor will maintain proper security controls 'fo protect Depaftment
. confidential information collected, processed, managed, and/or stored in the delivery
. of contracted ‘services.

2. The Contractor wnll maintain policies and procedures "to protect Department
" confidential information throughout the information lifecycle, where applicable, {from
- creation, transformation, use, storage and secure destruction) regardless of the

media used to store the data (i.e., tape, disk, paper, etc.). ~ 5
V5. Last update 10/09/18 e Allachment A+ Canlractor lnmals[;
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The Contractor will maintain” appropriate authentication and access controls to
contractor systems that collect, transmlt or store Department confidential mformauon
where appllcable _ . ¥ &

The Contractor will ensure proper secunty monitoring capabuhtnes are in place to

detect potential security /events that can impact State of NH systems andfor
Depanment confidential information for contractor provided systems. -

The Contractor will provide regular security awareness and education. for its End
Users in support of protecting Department confidential information. " .

.If the Contractor wil be sub-contracting any core functions of the engagement

supporting the services ‘for State of New Hampshire, thé Contractor will maintain a
program of an internal process or processes that defines specific security

. expectations, and monitoring compliance to security requirements that at a minimum

match those for the Contractor, including breach notification requirements.

The' Contractor will work with the Department to sign and comply with all applicable

. State of New Hampshire and Department system access and authorization policies

and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub—contractors prior to
system access being authorized. i

If the Department determines the Contractor is a Business Assocnate pursuant to 45

CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement

' (BAA) with the Department and is responsuble for maintaining compliance with the-

10:

11.

V5. Last update 10/09/18 Allachment A

agreemenl

The Contractor will work -with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable-the Department and
Contractor to monitor for any changes in risks, threats, and vuinerabilities that may

. occur ovér the life of the Contractor engagement. The survey will be completed

annually, or an alternate time frame at the Depantments discretion with agreement by
the.Contractor, or the Department may request the survey be completed when the
scope of the engagement-between the Department and the Contractor changes.

The Contractor will not store, knowinglly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Ofﬁce
leadership member wnhm the Department

Data Security Breach Luabllny In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach..
The State shall recover from the Contractor all costs of response and recovery from

0s !
@
Contractor InHtials
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone, caII center services necessary due to
the breach. ; .

12. Contractor must comply with ali applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
‘Privacy Act Regulations {45 C. FR. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually ldenhﬁable health
information and as applicable under State law. ,

13 Contractor agrees.to establush and maintain appropriate admlmstratwe techmcal and -

_ . physmal safeguards to protect the confidentiality of the Confidential Data and td
i i prevent unauthorized use or access to it. The safeguards must provide a level and
' scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procufement at hitps:/Avww:nh.gov/doit/vendor/index.htm
for the Department of Information Technology pohc:les guudellnes standards, and

procurement tnformatlon relating to vendors.

w14 Contractor agrees to maintain a documented breach notification and incident

’ response process. The Contractor will notlfy the State's Privacy Officér.and the

State's Security Officer of any security breach immediately, at the email addresses

provided in Section VI. This includes a confidential information breach, computer

security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State-of New Hampshlre network.

15, Conlractor must restrict -access to the Confidential Data obtamed under this
" Confract to only those authorized End Users who need such DHHS Data to
perform their official duties in connechon with purposes identified in this Contract.

. 16. The Contractor must ensure that all End Users:

a. comply with such safeguards as. referenced in Section IV A. above,
implemented to protect Confidential Information that. is furnished by DHHS.
under this Contract from loss, theft or inadvertent dusclosure "

s b. safeguard this information at all times. -

e ensure' that laptops and other electronic devices/media containing PHI, Pl, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
- sent to and being received by email addresses of persons authorized to
recewe such mformatlon .

DOoculigned by:
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e. limit disclosure of the Confidential Information to the extent bennitted by law.

f. . Confidential Information received under this Contract and individually

. identifiable data derived from DHHS Data, must be stored in.an area that is

"% physically and technologically” secure from access-by unauthorized persons

during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers. etc.). o

9. only authorized End Users may transmit the Confi dennal Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must -be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above. - :

“ h., in all other mstances Confidential Data must be malntained uséd and
. disclosed using appropriate safeguards, as determined by a nisk- based
assessment of the curcumstances involved.

i. understand that their user crederitials (user name and password) must not be -
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through

. @ third party application.

- wsfLast update 10/09/18 Altachment A Contractor Initials

~Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compllance with this
* Contract, ‘including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such tlme the Confidential Data

is disposed of in accordance with this Contract:
+ 4

LOSS REPORTING

The Conlractor must notify the State’s Privacy Officer and -Security Off icer of any
Secunty incidents and Breaches immediately, at the email addresses provided in
Section VI. 1

The Contractor must further handle and report Incldents and Breaches involving PHI in
accordance with the agency's documented Incudent Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will: - -

1. "identify incidents;
. Determine if personally identifiable,information is involved in Incidents;

I

2
3. Report suspected or confirmed Inciderits as required in this Attachment A;
4

. Identify and convene a core response group to determine the risk level of Incidents
~ and determine risk-based responses to Incidentsand .
' ' J

{

G
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5. Determine whether Breach notification is required, and, if.so, identify appropriate
Breach notification methods, timing, source, and contents from among different
it options, and bear costs associated with the'Breach notice as well as any mltrgatlon
RE measures. 2
Incidents andlor Breaches that lmphcate Pl must be addressed and reported as
. appllcable in accordance with NH RSA 359-C:20.

-
V..  PERSONS TO CONTACT
_‘A. DHHS Privacy Officer:
. DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Ofﬁce'r:
DHHSInformationSecurityOffice@dhhs.nh.gov .

s
I
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" This Amendment to the Fuel Assistance Outreach contract is by and between the State of New Hampshire,
Department of Health and Human Services ("State” or "Department”) and Southern New Hampshire
Services, Inc. ("the Contractor”). g

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on October 19, 2022 (Item #5C), the Contractor agreed to perform certain services based upon the terms
_and conditions specified in the Contract, and in consideration of certain sums specified; and

WHEREAS, pursuant to’ Form P-37,'Generai Provisions, the Contract may be amended upon written -
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and condltlons contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

Modlfy Data Sharmg Agreement No. 2022-029, Section VIII, A. Effective Date, to read:

A. Effectivé Date: This Data Sharing Agreement shaII become effective October 1, 2024, upon
approval of the Governor and Executive Council.

. 2. Modify Data Sharing Agreement No. 2022-029, Section VI, B. Duration, to read:

B. Duration: The duration of this'Agree.ment is frorﬁ the Effective Date through October 1, 2028.

Southem New Hampshire Services, Inc. Contractor Initials, E
i 7/8/2024
SS-2023-DEHS-O4-FUELA702-A01 Page 10f 3 Date
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All terms and conditions of the Cbntract not

modified by this Amendment remain in full fofce and effect.

This Amendment shall be effective October 1, 2024, upon Governor and Council approval.

IN WITNESS WHEREOQF, the parties have set their hands as of the date written below,

7/12/2024

Date

7/8/2024

Date

Title:

Southem New Hampshire Services, Inc.
§8-2023-DEHS-04-FUELA-02-A01 -

State of New Hampshire ,
Department of Health and Human Services

DocuSigned by:

S APRCACERIPMALLA
Name: Karen Hebert

Title:

Division Director

Southern New Hampshire Services, Inc.

DocuSkined by:

Dowsalic (prtau

DDP36FB1F0814C1...
Name:Donnalee Lozeau

Chief Executive Officer

Page-2 of 3



Docusign Envelope ID: 4BEC03A0-1D67-46AB-A07B-82D14984A6EQ

The preceding Amendment, ﬁaving been reviewed by this office, is approved as to form, substance, and
execution. - :

OFFICE OF THE ATTORNEY GENERAL

3 DocuSigned by: )

7/15/2024 | 3 E‘?ohnjm @uusino
e T4ATIAIA0d 14600

Date Name: Robyn Guarino

Title:”  attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:

Southern New Hampshire Services, Inc.
55-2023-DEHS-04-FUELA-02-A01 " Page3of3

[y
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‘State of New Hampshire
 Department of State

CERTIFICATE

[, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that SOUTHERN NEW HAMPSHIRE
SERVICES INC. is a New FHampshire Nonprofit Corporation registered to transact business in New Hampshire on May 28, 1965.
[ further certify that all fees and documents required by the Secretary of State’s office have been received and is in good standing

as far as this oftice is concerned.

Business [D: 65506
Certificate Number: 0006652089

IN TESTIMONY WHEREOQF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 1st day of April A.D. 2024

‘David M.'Scanlan

Secretary of State
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‘'CERTIFICATE OF AUTHORITY

I, __Orville Kerr - , hereby certify that:
(Name of the elected Officer of the Corporation/LLC; cannot be conlract signatory) '

1. lam a duly elected Clerk/Secretary/Officer of _Southern New Hampshire Services, Inc.
-(Corporation/LLC Name)

2, The following is a true copy of a vote 1aken at a meeting of the Board of.Directors/sharehoiders, duly called and
held on _December 11__, 2023 -, at which a quorum of the Directors/shareholders were present and voting.

VOTED: That _Donnalee Lozeau an Clouthler, COO:_James Chaisson, CFO, and Cara Aliberti
Financial Analyst __ (may list more than one person )is duly authorized on behalf of Southern New Hampshire
Services, Inc. to enter into contracts or agreements with the State of New Hampshire and any of its agencies or
departments and further fs authorized to execute any and all documents, agreements and other instruments, and
any amendments, revisions, or modifications thereto which may in his/her judgment be desirable or necessary to
effect the purpose of this vote.

3.1 hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of -
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position{s) indicated and that they have full authority to bind the corporatign. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in conjracts w;tr) the State of New Hampshire,
all such Ismltatlons are expressly stated herein.

Dated? g Y 4‘/ - ' /
ignature of Elected Officer

ame: Orville Kerr
Title: Secretary

Rev. 03/24/20
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ACORD’ CERTIFICATE OF LIABILITY INSURANCE -+ S BmDr

0312512024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE.OR PRODUCER, AND THE -CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the poticy{les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy,.certain policies may raquire an endorsement. A statement on
this certificate doas not confer rights to the certificate holder in lieu of such endorsement(s).

-| probucER : ; | GSNIAST  Dianne Soto
Cross insurance-Manchester ' "”ONEG e (603) 669-3218 m’él Noj: {603) 845-4331
1100 Elm Street ML 5. manch.ceris@crossagency.com
i INSURER(S) AFFORDING COVERAGE NAKC #
Manchester ‘ : NH 03101 NSURER A: Philadelphia Indemnity Ins Co 18058
INSURED . ' msurer B : Mldwest Employers Casualty Corp 23612
. Southern New Hampshire Services, Inc. INSURER € : :
PO Box 5040 ' INSURER D :
INSURER E :
Manchester NH 03108-5040 | \ysuRERF:
COVERAGES CERTIFICATE NUMBER:  24-25SNHS . REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

- INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

ADDLISUBR OLICY EFF
e TYPE OF INSURANCE INSD LwyD POLICY NUMBER (MRIDOIY YY) | (MWD Y YY) LIMITS
| COMMERCIAL GENERAL LIABILITY : EACH OCCURRENCE s 1,000,000
- | cLamsmane OCCUR PREMISES (Ea gcurence) | 8 100:000
| ' MED EXP (Any ong parson) $ 5,000
A [ PHPK2670953 0410112024 | 041012025 | personaL s aDv uURY | 5 1:000.000
| GENLAGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE sp 2 00G000
eover 158 X ee PRODUCTS -COMPIOPAGG | 5 2/000.000
OTHER: ] s
g ’ COMBINED SINGLE LIMIT
EOMOBILE LIABILITY o o y s 1,000,000
] Any auTO BODILY INJURY (Per parson) | $
[ | owneD SCHEDULED .
A || AuTos ory R PHPK2670952 04/01/2024 | 04/01/2025 | BODILY INJURY (Per accident) | $
HIRED NON-OWNED . PROPERTY DAMAGE 3
|| AUTOS OrLY AUTOS ONLY | (Per accident)
]
[ <] UMBRELLALIAB | DY oecur : ' : EACH OCCURRENCE s 5:000,000
A EXCESS LIAB 7 CLasMADE PHUBY05859 0410112024 | 0410112025 | ucorecare s 5,000,000
oeo | D] retenmon s 10000 ; s
WORKERS COMPENSATION : PER OTH
AND EMPLOYERS' LIABILITY YIN < SRR | [ER i
By | e w = m HCHS20240000534 (3a - NH) 01/01/2024 | 01/01/2026 | Bt EACHACCIDENT Ol
{Mandatery in NH) EL DiSEASE - EAEMPLOVEE | 5 1.000.000
If yos, describe under 1,000,000
DESCRIPTION OF OPERATIONS below EL. DISEASE - PoUCYLMIT |8 P
! Each Prof Incident $1,000.000
Professional Llablmy
A PHPK2670953 04/01/2024 | 04/01/2025 |Aggregate $2,000,000

DESCRIPTION OF OPERATIONS f LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedile, may be atiached If mors space |s required)
Refer 1o policy for exclusionary endorsements and special provisions.

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRISED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN

State of NH Department of Health and Human Services ACCORDANCE WITH THE POLICY PROV'SIQNS' .

129 Pleasant Street

AUTHORIZED REPRESENTATIVE

Concord . NH 03301-3857
| .

© 1988-201 5ACORD CORPORATION All rights reserved.
ACORD 25 (2016/03} The ACORD name and logo are reglstered marks of ACORD
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STATE.OF NEW HAMPSHIRE . _
'DEPARTMENT OF HEALTH AND HUMAN SERVICES
" DIVISION OF ECONOMIC & HOUSING STABILITY

LoriA, Shibizette 119 PLEASANT STREET, CONCORD NH 03301

Commiulom ) 603-171-9474 1-000-852-3345 Ext. 9474
Fax: 6032714230 TDD Accéss: I-800-735-296‘ mdhhs.rlb.gov
+ Karen E. Heberl

"Director
| September-1, 2022
His Excellency. Govemor Chrlstopher T. Sununu ‘
and the Honorable Coundil.

State House : )
Concord, qu.v.Hamp._sm,re_.oaaor

REQUESTED ACTION

. Authorize the Department of Health and Human Semces Dwrsuon of Economic -and’
. Housing Stabrnty 1o enter into Sole Source data sharing agreerents (DSA) with the-Contractors
listed below to share basic individual contact information so-. that the Contractors. can contact’
families to discuss their ehgubil:ty for enerpy assistance and.assist them with applying,-at no cost,

with :the -option to renew.for. up.to four: ‘(4), additional .years, effective ‘October 3, 2022 or.
upon Governor and Councrl approval, whrchever is later, through October1 2024 '

Contractor Namo

‘_'Commumty Achon P_rogram of Belknap and Merrimack Counhes Inc.
Souihem New Hampshlre Servuces Inc. :
;ScL_lthvyestern Commumty Serv:ces Inc

_ {-Communﬂy Action’ Pannershrp of Strafford County
Tri-=County Commumty Action" Program Inc.

ﬂPLAﬂA[[Oﬂ

- This request is Sole Source because the: fi ve (5) Communrty Action Programs (CAPs)
currently ‘assist famities w:th both energy asslstance .and Supplemental Nutntlon -Assistance
,Program (SNAP) bensfits throughout’ New Hampshire and are thereforé umquely qualrﬁed to
utiiize this data to-expand- efforts to provide energy assistarice to families.

The Department  is_presenting this. request to"the Governor and Council because the
Department ‘has mulliple contracts and/or agreements with the Contractors listed above in State
Fiscal Year2023; the total amount of the multiple agreements is at or above the apphcable G&C
approval thresholds’ set forth in Manua1 of Procedures 150 and therefore th:s action reqmres-
Governor:and Counci! approval.

THe CAPs currently admmlster eligibility for the Low Income ‘Home Energy Assistance

- (LIHEAP) program. The purpose of this request s to help. famities and mdwuduals. Wwith their

consent, currently utilizing SNAR benefits bacome aware of energy assistance programs they

may .be ellglble for, 80 they can benefit from these cost-savings. Additionally, the Contractors will

- also dis¢uss SNAP benefits.that the.individuals may qualify for if they already recewe LIKEAP.
benefits: Both SNAP and LIHEAP are 100% federally funded benefits.

The Depariment of Health and Humcm Services' Mission is o join communities and families -
in promdmg opportunilies for cilizens to achicue health and independence.
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& His Exceltency, Governot Christopher T. Sununu
: and the Honorgble Councdl
Page 2 of 2 oA

e

The Contractors'will utilize basic contact: information, -including names, mailing/residential

‘addresses, e-mail addresses, and/or telephone numbers, provided by the Department for
mdmduals receiving SNAP benefi ts to make them aware of fuel assistance options.

K As raferenced in the attached Data Sharing Agreement 'Duration of Agreement .
and Additional- Terms, Subsection B, the 'parties have the option to extend the
agreements_for up to four .(4). additional years,. contingent upon satrsfactory delivery of
semces agreement of the parties, and Govemnor and Council approval. .

Should the Governor ‘and Counc:l not authorize this request, families who utlllze SNAP'
‘benefits may not réalize that they atso could have access to fuel assistance benefits.

Bespectfulty submitted,

Minlanpll g
Lor) Shibinette JV

| Commlssloner
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DATA SHARING AGREEMENT BETWEEN
STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN
SERVICES - :
< AND : ' g
SOUTHERN NEW HAMPSHIRE. SERVICES INC.
o . ) ; - FOR
! ; " DATA SHARING AGREEMENT No. 2022 029

1. PURPOSE, AND LEGAL AUTHORITY
A. Purpose

. This Data Sharing Agrecment mcludmg all-definitions, and Attachment A, DHHS

. Information Security Requirements (Agréement) establishes the terms, conditions,
safeguards, and procedures under which the State of New Hampshire Department of
Health and Human Services, Division of Economic and Housing Stability (DHHS),
agrees to share Confidential Data, as defined herein and in Attachment A, with )
Southern New Hampshire Services, Inc. (Contractor), (Collectwely, the “Part:es")

Use of the DHHS Confidential Data shared with Contractor under this Agreement is
_ limited to 1hc followmg DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone number of recipients of the Suppiemental
Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/
"~ families of their potential eligibility for Fuel Assistance. Pamcupatnon by SNAP .
recipients is voluntary and the DHHS shall ensure all individuals sign & written
n _ consent form to share their personally identifiable information with Contractor.

B. Legal Authority

* This Agreement supports the responsibilities of the Parties and is perrms&b!c
pursuant to 7 CFR 272. l(c)(l)(n), which states that the Contractor must be
“directly.connected with federally-assisted State programs providing assistance 6n
a means-tested basis to low.income individuals.” This Agreement is established to
ensure compllance with all appllcablc state and federal conﬁdcntnalnty and privacy
laws and regulatlons ‘ o6

Il. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO
¢ CONTRACTOR

CONTRACTOR agrees the Confidential Data provndcd by DHHS listed below. shall be
.restrictéd to lhe followmg use: .

Confidential Data will be used only to contact SNAP recipients to nonfy lhem

. of their potential eligibility for Fuel Assistanice. Recipiénts will be contacted
by phone, email or letter There will be no metric on frequency or success of
contact.

R

Contractor shall make no other use or disclosire of the data. g
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Data will be purged for those individuals declining these services or who do
* not respond after ninety (90) days of inactivity.

A." Source or Systems of Records .

.DHHS sh‘all‘pfovidc Confidential Data from the following systems of records:

‘1. "CSV Excel File (no database use just an cxcel file with basic contact
‘ mformauon) : : i

B. Data Elemenls [nvolved ; %

The Data DHHS will be providing to Contractor is limited to the followmg
1. Chent first name and last name;

2. Client mailing/residential address;

3. Client e-mail address; and

4. Client phone number.

CONTRACTOR and DHHS agree that the DHHS Confidential Data requested and
provided in this Agreement is the minimum necessary to achieve the goals of the request.

1. OBLIGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA

Upon receipt of a v‘alid signed consent from the SNAP client, DHHS will provide basic
,. contact information to Cont_racto‘r_ for SNAP clients, to assist in leaming about Fuel
Assistance Program options. This data may include:

Client first name and last name;
Client mailing/residential address;
Client e-mail address; and

Client phone numbet.

. OBLIGATIONS OF CONTRACTOR AND END USERS RELATING TO THE
CONFIDENTIAL DATA

In addition to those obligations included in Attachment A, DHHS Information Security
Requirements of this Agreement, Cofitractor agrees that it shall mccl all federally
_ required standards

V. COSTS

No funds will be exchanged under this Agreement. The parties agree to absorb their-
respective costs associated with the Agreement. Each party shall bear and be responsible
solely for its own costs and expenses necessary to comply with this Agreement with the .
exception ofany costs and expenses owed by the Contractor for data breaches further

" described in Attachment A, the D}-IHS Information Security Requu‘ements 4
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VL. OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR
INCIDENTS

~ In addition 1o the obligations in Attachment A, in the event of a breach, Contractor

“agrees to cease using and return and/or destroy all Confidential Data and

_Derivative Data and any copies in its possession, and to arrange for the return of .
all Confidential or Derivative Data in the possession of any contractor or-third .
party, immediately upon notice from DHHS. Contractor agrees to certify
destruction of the data within 30 days of the termination of this Agreement,

VIII. DURATION OF AGREEMENT AND ADDITIONAL TERMS

A. Effective Date; This Data Sharing Agreement shall become effectwe upon
approval of the Governor and Executive Councnl 2 i

B. Duration: The duration of this Agreement is from the Effective Date through
October 1,:2024. Par The Parties may.extend the Agreement for up to four (4)
N years, contingent upon approval of thc Govemnor and Executive Council.

. C. Amendment: The Parties agree to modify or negotiate ah amcndment to this
Agreement as needed to address changes in policy, fiscal i issues, changes in law or
regulation relating to information security, and specific safeguards for maintaining
confidentiality or as necessary to comply with the rcqunrements assocmted wnth the

“safeguarding of Conﬁdenual Data. : g
D. Choice of Law and Forum. This Agrecmcnt shall be govcmed interpreted, and

* construed in'accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their representatives;
successors, and assigns. The wording used in the Agreement is the wording chosan
by the parties to express their mutual intent, and no rule of construction shall be
'applicd against or in favor of any party. Any actions arising out of this Agreement
shall be brought and maintained in New Hampshire Superior Court which shall
have exclusive jurisdiction thereof.

-

‘E. Indemnification. Unless otherwise exempted by law, Contractor shall hold
‘harmless and indemnify DHHS and its officers and employees from and against all -
claims, liabilities hnd costs arising from any incidents or breaches of the dala

F: Tenmnat:on Eithcr party may umlatcrally terminate this Agreement upon
* awritten notice to the other party, in which case the termination shall be effective 30
days after the date of that notice or on a later date specified in the notice. In the
event that DHHS has cause to believe that the Contractor has violated a term of the
Agreement, DHHS reserves the right to immediately terminate this Agreement
upon written notice and Contractor shall destroy the data and provide an attestation
o of its destruction to DHHS, or return the data to DHHS within the 30 days.

_In the'event that any Confidential Data or derivative data cannot be destroyed upon
termination, the privacy and security requirements of this Agreement shall survive the
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termination or expiration of this Agreement, and the data shall be maintained according
to the Agrecment and as required under applicable Jaw, until it can be destroyed

Al 3

"No failure by the DHHS to enforce any provisions hereof, after any event of default shall

be deemed a waiver of DHHS’s rights with regard to that event, or any subsequent.event.
No express failure to enforce any event of default shall be deemed.a waiver of right of the

. state to enforce each and all of the provisions hereof upon any further or other event of

default on the part of the Contractor.

G. Contractor's Relation to DHHS In the perforrnance of this Agreement

.
'

CONTRACTOR is in all respects an independent contractor, and is neither an agent nor

an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees, -
agents or members shall have authority to bind the DHHS or receive-any benefits,
workers’ compersation or olher emoluments provided by the State to its cmployccs.

. H._Assignment/Delegation/Subcontracts. The Contractor shall not assign, or othenwise

transfer any mtcrcst in this Agreement.

I Insurance Coverage. The Contractor shall, at its sole expense, obtain and cont{nuously
maintain‘in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death
or property damage, in amounts of not less than $1,000,000 per occurrence and
$2,000,000 aggrcgatc Or eXCess. .

1. Notice. Any notice by a party hereto to the other party shall be decmed to have been
duly delivered or given at the time of mailing by certified mail, postage prepaid, in a
United States Post Office addressed to the parties at the addresses or email addresses
below.

K. Third Parties. The parties hereto do not intend to benefit any third parties and this
Agreement shall not be conslmcd to confer any such benefit.

L. Headings. The hcadmgs throughout the Agrccment are for rcfercnce purposes only,

~ and the words contained therein shall in no way be held to explain, modify, amplify or

aid in the interpretation, construction or meaning of the provisions of this Agreement.

M Severability. In the event any of the provisions of this Agreement are held by a court

. of competent jurisdiction to be contrary to any state or federal law, the remaining

provisions of this Agreement will remain in full force and effect,

N. Entire Agreement. This Agreement, which may be executed in a number of
counterparts, each of which shall be deemed an original, constitutes the entire agreement
and understanding between the parties, and supersedes all prior agréements and
understandings with respect to the subject matter hereof.
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IX. PERSONS TO CONTACT

DHHS contact program and policy:”
Debra E. Sorli
Administrator \Y 3
Bureau of Famlly Assistance

X ‘Debra.e.sorli@dhhs.nh.gov

. DHHS contact for Inforination Security, Privacy,
Data Management, or Data Custodian issues:

DHHSInfoﬁnglionScc 1 lce
X. APPROVALS

i

CONTRACTOR contact official:

The authorized Contractor program official, whose signature-appears below, accepts and
- expressly agrees to the terms and conditions expressed herein, and confirms that no verbal .
agreements of any kind shall be binding or recognized, and hereby commlts their respective

orgamzatlon to the terms of this Agrccmcnt

nh.uov

Approved by:

Docusigned by:

Donnalee (oapau

DORIAFA1FO814CT,.

chief Executive Officer

Donnalec Lozeau
Southern New Hampshire Serwces Inc.
40 Pine St.

Manche;tcr NH 03103

Date:

- 9/28/2022

i

n
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¢ . STATE contact official:
The authorized DHH'S‘appr&;ving official, whose signature appears below, accepts and -
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal

_agreements of any kind shall be binding or rccogmzcd and hcrcby commits their rcspeclwe

g oL _organization to thc terms of this Agreement: .

e

Approved by:

DocuSigned by:
N Kovor Hobort pivision Director
! A B . .
Karen Hebert N , _ Date:
Department of Health and Human Services 9/29/2022

ivision for Economic and Housing Stability -
’ 129 Pleasant St, Concord NH 03301 ‘

Teot

ATTORNEY GENERAL contact official:
The authorized Attomey General official, whose signature appears below accepts and exprcssly
© agrees to ‘the terts and conditions expreSScd herein, and confirms that no verbal agreements of
o oas any kind shall be binding or recognized, and hercby commits their respectwe organization to
A " the terms of this Agreement.

-

Approved by:

DocuSigned dy:

ghgn wa'vw Attorney
[New Hampshire Attorney General K Date:
: 33 Capita! Strect S ; 10/3/2022

" Concord, NH 03301
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NH Department of Health and Human Servnces
) Attachment A
DHHS Information Security Requirements

- A. Definitions ' -

" . The following terms may be reflected and have the described meaning in this document;

1.

3‘

"Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized - access, or any similar. term’ freferring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to- Protected Health |
Information, * Breach” shall have the same meaning as the term "Breach in section
164.402 of Title 45, Code of Federal Regulations.

Computer Secunty Incident” shall have the same -meaning Computer Security -

 Incident” in section two (2) of NIST. Publication 800-61, Computer Security Ihcident

Handling Guide, National Institute of Standards and Technology U S. Department

" of Commerce.

““Confidential Information or “Confidential Data® means all confidential information
disclosed by one party to the other such as all medical, health, financial, pubiic
assistance benefits and personal information including without limitation, Substance: -
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifi able Information.

Confidential Information also lncludes any and all mformahon owned or managed by
the State of NH - created, received from or on behatf of the Department of Health and

"Human_ Services (DHHS) or accessed in the colrse of performing contracted

services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health information. (PHI), Personal Information (Pl), Personal Financial
Information (PFl), Federal Tax Information- (FTI), Social Security Numbers (SSN),
Payrnenl Card Industry (PCI) and or other sensitive and confidential information.

‘End User” means any person or-entity (eg., contractor, contractors employee,
business associate, . subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

*HIPAA™ méans the Health Insurance Portability and Accountablllty Act of 1996 and the
regulations promulgated thereunder.

"lnmdent means an act that potentially violates an explicit or implied security pollcy.
which includes attempts (either failed or successful) to gain unauthorized access.to a -
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the éwner's knowledge; instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss °
or mlsplacement of hardcopy documents, and misrouting of physical or electronic .

DS
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" mail, all ‘of which may have the polential to put the data at rlsk of unauthonzed

access, use, dlsclosure moduf cation or destruction.

“Open WIT&'GSS ‘Network™ means any network or segment of a network that is
not designated by the State of New Hampshire’s Depariment of Information
Technology or delegate as a prolected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission-of unencrypted Pl, PFI,
PHI or confidential DHHS data.

“Personal Information” (or “PI") means information Wthh can be used to dnstlngmsh
or trace an individual's identity, such as their name, social security number, personal -
information as defined in New Hampshire' RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is Imked

" or linkable to a specifi ic individual, such as date and place of blrth mother's maiden

10.
" definition of “Protected Health Information” in the HIPAA Privacy Rule at 45C.F.R. §

1.

12.

name, etc.

“Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health

Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Sen.nces

“Protected Health Information” (or “PHI") has the same meaning as-provided in the
160.103.

“Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected. Health Information at 45 C.F.R. Part 164, Subpart C, and amendments

'thereto.

“Unsecured Protected Health Information™ means Protected Health Information that is

.not secured by a technology standard- that renders Protected Health information .

unusable, . unreadabie, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by

the American National Standards Institute.

L. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential information.

. o

2.

o2

The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, mainlain or transmit PHI in any manner that would constitute a vuolatlon
of the Privacy and Security Rule.

The Contractor must not disclose any Confidential Information in response 10 a

:.E | C
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request for disclosure on the basis that it is required by law, in-response to a
subpoena, etc., without first notifying. DHHS so that DHHS has an -opportunity_to
* consent or object to the disclosure. :

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional -

‘restrictions over'and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additiona) security safeguards.

4, The Contractor agrees that DHHS Data_or derivative there from dnsclosed to an End

User must only be used pursuant to the terms of this Contract.

5. . The Contractor agrees DHHS Data obtained under this Contract may not be used for

- any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authonzed representatives

of DHHS for-the purpose of mspectmg to confirm.compliance w1th the terms of this
Contract ;

Il. METHODS OF SECURE TRANSMISSION OF DATA

1.

8

Appilcatlon Encryption. If End User is transmitting DHHS data. containing
Confidential Data between applications, the Contractor attests the apphcatnons have

‘been evaluated by an expert knowledgeable in cybér security and that said

application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drivé, as a method of transmitting DHHS
data. .

[}

Encrypted Email. End User may only employ email fo transmit Confidential Data if
email is encrypted and being sent to and beirig received by email addresses of
persons authorized ‘to receive such information, -

‘Encrypted Web Site. If End User is employing the Web to transmit Confidential

Data, the secure sockel layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site. ¥

File Hostlng Services, also known as File Sharlng Sites. End-User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Caonfidential Dala

Ground Mail Serwce End User may only transmlt Confldenlial Data via certified ground

mail within the contlnental u. S and when sent to a named individual.

Laptops and PDA. If End’ User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password- protected.

Open Wireless Networks End User may not transmut Confdentnal Data wa an open

% o L
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1.

wnreless network. End User miust employ a virtual private network (VPN) when .

- remotely transmlttlng via an open ‘wireless network

10.

Remote User Communication. If End User is employing remote communication to’
access or transmit Confidentia! Data, a virtual private network (VPN) must be
installed on the End User's moblle dewce(s) or laptop from which information will be '

transmitted or accessed.

SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP. to transmit Confidential Data, End User will

- structure the Folder and access privilegés to prevent inappropriate disclosure of -

‘information.. SFTP folders and sub-folders used for transmitting Confidential Data will

be codéd for 24-hour auto-deletion cycle (u e. Confidential Data will be deleted every . 24

“hours).

Wireless Devices. If End User is transrnit{ing Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contracter will have 30 days to destroy the .data and any

A

derivative in whatever form it may exist, unless, otherwise required by law or permitted
* under this Contract. To this end, the partles must;

Retention

1. -The Contractor agrees it will not store, transfer, or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of.
cloud computing, cloud service or cloud storage capabllmes -and includes backup
data and Disaster Recovery locations. . »

2. 'The Contractor agrees to ensure proper security monitoring capabllmes are in
" place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provuded systems:

3." The Contractor .agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agiees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV, A.2

. 5. The Contractor agrees Confidential Data stored in a Cioud must be in a

FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the prwacy and security. Ali servers and devices must have

currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker; anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

. W
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whole, must have aggressive intrusion,-detection and firewall protection.’
The Contractor agrees to and_ensures its complete cooperatton with the State's

Chief Information Officer in the’ detectron of any security. vulnerabthty of the hosting
infrastructure.

- B. Disposition

1.

i

If the Contractor w1|t malntam any Confidential Information on its systems (or its -
sub-contractor systems), the Contractor will maintain a documented process for

securely disposing of such data upon request or contract teérmination; and will

obtain written certification for any State of New Hampshlre data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When 'no longer in use,/ electronic media containing State of

- New Hampshire data shall be rendéred unrecoverable via a secure wipe-program

in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media -(for exampie,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, u. s
Department of Commerce. The Contractor will document and certify in writing at
time of the data _destructton and will provide written-certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has. been properly destroyed and validated. Where applicable,

l regulatory and professional standards for retention requirements will be jointly
‘evaluated by the Stale and Contractor prior to destruction. -

Unless otherwise specified, within thirty (30) days of -the termination of thts.

-Contract, Contractor agrees to destroy all hard copies of Confidential Data using a

secure method such as shredding.

Unless otherwise specified, within thlrty (30) days of the termination of this
Contract, Contractor agrees.to completely destroy all electronic Confidential Data -
by means of data erasure, also known as secure data wiping.

V. PROCEDURES FOR SECURITY

A. Contraclor agrees to safeguard the DHHS Data received under this- Contract and any
derivative data or files, as follows:; ' A

“The Contractor wifl - maintain proper security controls to protect Department
~ confidentia! information collected, processed, managed, and!or stored in the delivery
ofcontracted services. @

The Contractor wall maintain policies and procedures to protect Depariment
confidential information throughout the information lifecycle, where appltcable (from
creation, transformation, use, storage. and secure destruction) regardless of the
media used to store the data (i.e., tape disk, paper, etc.). : _ !
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-

The Contractor will maintain appropnate authentication and access controls to
contractor systems that collect, transmrt or store Department confidential information
where applrcable ‘

'_i’he Contractor will ensure proper security monitoring capabilities are in place to
detect potentiat security events that can impact State ,of NH systems andfor
Department confidential information for contractor provided systems.

The Contractor will -provide regular security awareness .and epucatipn, for its End
Users in support of protecting Depariment confidential information. !

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of' New Hampshire, the Contractor will maintain a

-program of an internal process or processes that defines specific security :
‘expectations, and monitoring compliance to security requirements that at a minimum

= match those for the Contractor, including breach notrﬁcatron requrrements

The Contractcr will work with the Department to sign and compty with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
oblaining and maintaining access to any Department.system(s). Agreements will be

‘completed and signed by the Contractor and. any applicable sub-contractors priorto -

system access being authorized.

if the Department determines the. Contractor is a Business Associate pursuant to 45

CFR 160.103, the Contractor will execute a HIPAA Business Associate' Agreement
(BAA) with the Department and is résponsible for maintaining compliance with the
agreement.

. The Contractor will work with the Department at its request to complete a System

Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any ‘changes in risks, threats, and vulnerabrlrtres that may

““occur over the life of the Contractor engagement. The survey will be completed

10.

.

annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the

‘scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department -
Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulling from the breach.
The State shall recover from the Contractor all costs of response and recovery from

V5. Lasi update 10¢0_9HB . 4 Allachment A * Contraclor Initials C

DHHS Information

E Security Requiremenls
Page 6 of 9 Dale9/?-8/2022

o



Docusign Envelope 1D: 4BEC03A0—1DGT-46AB-A07B—82D1498-4A6_E0

DocuSign Envelope I: 510EASSD-3A21-4B48-A45C-DSCE7E202008

" NH Department of Health and Human Services
Attachmerit A
DHHS Information Security Requifements

52

12.

13.

14.

g2
the breach, including but not limited to: credit momtormg services, mailing costs and -

costs assoc:ated with website and telephone cali center services necessary due to
the breach

Contractor must comply with all applloabie statutes and reéulatlons regardmg the -
privacy -and security of Confidential Information, and must in all other respects
maintain the privacy and security of P| and PHI at a level and scope that is not less

‘than the level and scope of requirements applicable to federal-agencies, including,

but not limited to, provisions -of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
anacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy arid Security Rules (45
C.F.R. Parts 160 and 164) that govern protéctions for- lndlwdually identifiable health .
tnformatron and as applrcable under State law. .

Contractor agrees to establish and maintain appropriate administrative, tect‘t.nica'l, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it: The safeguards must provide a level and
scopé of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor ResourcesfProcurement at https://www.nh, govldoutlvendorhndex htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors, "

.Contractor agrees to' maintain a documented breach notlﬁcat:on and incident

* response’ process. The Contractor will notify the State’s Privacy Officer and the

15

16.

State's Secunty Officer of any security breach |mmedtately, at the email addresses
provided in Section VI. This includes .a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshlre network.

Contractor must restrict access to the Confidential Data oblained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connectlon with purposes identified in this Contract

The Cantractor must ensure that all End Users:.

a. comply with such. safeguards as referenced in Sectton v A above
implemented to protect” Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

*b. safeguard this information at all times. .

¢. ensure that laptops and other electronic devncesfmedua contalnmg PHI Pl, or -
PFl are encrypted and password-protecied.

"d. send emails containing Confidential Information only if encrypted and bemg."
-sent to and being received by email addresses of persons authorized to
receive such information.

; g £ b — D9
. ' : a: ' l DL
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e. Iirnit disclosure of the Conﬂdential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
- identifiable data derived from DHHS Data, must be stored in. an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as- well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.). :

g. only authorized End Users may transmit the Confidential Data, mcludmg any

- derivalive files containing personally identifiable information, and in all cases,
such data must be encrypted at all-times when in transit, at rest, or when
stored on portable media as required in section 1V above.,

h in all other instances Confidential Data must be  maintained, used’ and
disclosed using appropriate safeguards, as determined by a risk-based
.assessment of the circumstances involved.

"I understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and comphance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor comphance with this
Contract including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Da_ia
is disposed of in accordance with this Contract.

V. LOSS REPORTING '
The Contractor must notify the State's. Privacy Officer and Security ‘Officer of ‘any
Security Incidents and Breaches |mmed|ately ‘at the email addresses provided in
Section VI. :
The Contractor must further handle and report Incidents and Bréaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
. Contractor's procedures must also address how the Contractor will

1. Identify Incudents : _ .

2. Determine if personally identifi able information is mvolved in Inmdents

3. Report suspected or confirmed Incidents as required in this Attachment A;
4

." ldentify and convene a core response group to determine the risk level of Inmdents
and determine risk-based responses to Incidents; and

C
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!

options, and bear costs associated with

. measures.

i,

© 5. Determine whether Breach notification is required, and, if so, identify appropriate
" Breach nofification methods, timing, .source, and contents from among different
the Breach notice as well as any mitigation

Inéidefts and/or Breaches that implicate Pl must be addressed and reported, as

ety

applicable, in accordance with NH RSA 359-C:20.
Vi. PERSONS TO CONTACT .~
A. DHHS Privacy Officer:

'DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Sécurity Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov
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State of New Hampshiré
Department of Health and Human Services
Amendment #1

This Amendment to the Fuel Assistance Outreach contract is by and between the State of New Hampsi'nre
Department of Health and Human Services ("State”" or "Department") and Southwestern Communlty
Services, Inc. ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council _ .

“on October 19, 2022 (ltem #5C), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract, and in consideration of certain sums specifi ied; and

- WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be-amended upon wntten
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contamed
in the Contract and set forth herein, the parties hereto agree to amend as follows:

Modlfy Data Sharing Agreement No. 2022 029, Section VIII, A. Effective Date, to read:

A. Effective Date: This Data Sharing Agreement shall become eﬁectlve October 1, 2024 upon
approval of the Governor and Executive Council.

2. Modify Data Sharing Agreement No. 2022-029, Section VIII, B. Duration, to read:

8. Duration: The duration of this Agreement is from the‘ Effective Date through October 1, 2028.

" ; C :ns
Southwestern Community Services, Inc. Contractor Initials
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. All terms and condltlons of the Contract not modified by this'’Amendment remain in full force and effect.
This Amendment shall be effective October 1, 2024, upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date Written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned by:
d : ,l»"" 1
©7/10/2024 . [r et
828CACEB1B4A416...
Date - Name: Karen Hebert

Title:  pivision pirector - °

Southwestern Community Services, Inc.

¥ 4 DocuSigned by:
7/9(2024 : | % Dwid,s
Date Name?:Btzﬁ:‘(‘)‘ani els
. Title: Chief Executive Officer

Southwestern Community Services, Inc.
$8-2023-DEHS-04-FUELA-03-A01 Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. o ’

OFFICE OF THE ATTORNEY.GENERAL

DocuSigmd.hy:
7/11/2024 _ l ‘?;tkj% ZPPETV I

Date - S Name: Robyn Guarino

Title: attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date . Name:
Title:

Southwestern Community Services, Inc.
§8-2023-DEHS-04-FUELA-03-A01 Page 30of 3
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~ State of New Hampshire -
Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that SOUTHWESTERN COMMUNITY
SERV]CE.S, INC. is a New Hampshire Nonproﬁl Corporation registered to transact business in New Hampshirc on May 19, 1965.
[ further certify that all fees and documents required by the Secretary of State’s office have been reccived and is in good standing

as far as this office is concerned.

Business 1D: 65514
_ Certificate Number: 0006194063

IN TESTIMONY WHEREQF,

1 hereto set my hand and cause to be aflixed
the Seal of the State of New Hampshire,
this 3rd day of April A:.D. 2023.

David M. Scanlan

Secretary of State
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CERTIFICATE OF AUTHORITY

), _Kevin w_anegon Officer . hereby ceirtify that:
. {Name of the elected Officer of the CorporatlonlLLC cannot be contract mgnatory)

1. 1am a duly elected GClerk/Sesretany/Officer of _Southwestern Communltv Services: Inc.
(Corporatlom'LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on _June 14 , 2024, at which a quorum of the Directors/sharehelders were present and voting. -
(Date) ’

VOTED: That Beth Daniels, CEQ and/or Margaret Freeman, CFQ__ (may list more than one person)
' (Name and Title of Contract S:gnatory)

is duly authorized on behalf of _Southwestern Commumg Services Inc. to enter into contracts or. agreements with
{Name of Corporation/ LLC)

the State of New Hampshire and any of its. agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be‘desirable or necessary to effect the purpose of this vote.

3. I hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. I'further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any

limits on the authority of any listed individual to bind the corporation in gontracts withAHe State af New Hampshlre
all such limitations are expressly stated herein. :

Dated: 7/9/2024

ignature of Elected Ofﬂcer
ame: Kevin Watterson
Title: Board Chair

Rev. 03/24/20
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ACORD CERTIFICATE OF LIABILITY INSURANCE pEpRO

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
'REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{les) must have ADDITIONAL INSURED provisions or be endorsed.
if SUBROGATION IS WAIVED subject to the tarms and conditions of the policy, certain policies may require an andorsamant A statement on
this certificate doas not confar rights to the certificate holder In lieu of such endorsemant(s).

-{ ProDUCER ; ; ] CORTAZY— Ana O'Donnell, CPIW, CIC _
The Hilb Group New Engtand, LLC PHONE . (877)352-2121 | Lt
PO Box 606 SopaEgs, aodonnell@hilbgroup.com
. ) INSURER(S) AFFORDING COVERAGE . “NAIC ¥
Keene | Z , ] NH 03431 INSurer a: Philadelphia Indemnity Insurance Co 18058
INSURED ¥ . Wsurer B: Oranlte State Healthcare & Human Services Trust
Southwestern Community Services Inc. Z INSURER C :
63 Communtty Way. . INSURER D :
PO Box 603 INSURER E :
Keene S | . NH 03431 NSURER F :
COVERAGES CERTIFICATE NUMBER: 24/25  ~ REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIQD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TQ ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH PQLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

[TNZR KODL[SUBR
iR TYPE OF INSURANCE INSD | WvD POLICY NUMBER ﬁ_;%'ﬂ%mfﬁ) [ﬁ%ﬂ'v%; uMITS
| COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 1,000,000
| ’ [ DARAGE TO REMTED 100,000
CLAIMS-MADE OCCUR PREMISES (Ea occumenca) 5 i
. MEDEXP{Anyonsperson} - | $ 5,000 -
A PHPK2636316 - . | 0110172024 | 01012025 | oersona s apvingury | s 1:000.000
GENL AGGREGATE LIMIT APPLIES PER: : GENERAL AGGREGATE s 2/000,000
X rouer []58% [] e : PRODUCTS - COMPIOPAGG | s 2:000.000
OTHER: - ' Professional Liability $ tm/2m
COMBINED SINGLE LIMIT -
AUTOMOBILE LIABILITY _ (b aceens s 1.000.000
K| Ay auTO : ) BODILY INJURY (Per parson) | §
I JowneD. SCHEDULED
A ATOS ONLY - TGS ) PHPK2636315 01/01/2024 | 01/01/2025 | BODILY INJURY (Per accident) | §
HIRED NON-OWNED i [PROPEATY DAMAGE s
AUTOS ONLY AUTOS ONLY | (Per accident)
' $
X[ umereLtatue | X occur EACH OCCURRENCE ° s 2000000
A EXCESS LIAB A MADE PHUBB93672 010112024 | 0102025 | ,ccneaate ¢ 2.000,000
oen | X< revenmion s 10,000 s
WORKERS COMPENSATION : PER oTH-
AND EMPLOYERS' LIABILITY i # > S5hure [ [ER T
ol e NiA HCHS20242000036 01/01/2024 | 01/01/2025 |- EACHACCIDENT s
(Mandatory In NH) i ’ i E.L. DISEASE - EAEMPLOVEE | ¢ 1,000,000
llzes. oeacibei 1,000,000
DESCRIPTION OF OPERATIONS below EL.DISEASE - POLICY LIMIT_|§ ' -T25

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES {ACORD 101, Addltl Romarks" heduls, may be attach ‘Ilmou space ls reqblnd)

3a state: NH. All officers Included. This certificate is issued as a matier of mI’ormauon only and confers no rl|hts upon the cerlificate holder. This certificate
does not amend, extend or alter the coverage afforded by the policies referenced herein.

CERTIFICATE HOLDER ' CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE -
THE EXPIRATION DATE THEREOF, NOTICE WiLL BE DELIVERED IN
State of NH, DHHS ACCORDANCE WITH THE POLICY PROVISIONS. d

129 Pleasant Street

AUTHORIZED REPRESENTATIVE

Concord -~ NH 03301 , C@aﬂe el

® 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
TS bms?onnbr ECONOMIC & HOUSING STABILITY
Mﬂ Al . st:tut:m: 129 PL!‘.ASANT STREET. CONCOR.D NH 033{)]

Commhsioncr : 603-17!-9474 1.500.852-3345 Ext. 9{74
Fu 603:271-4236  TDD Access: ‘1-800:735-2964 mdhhs nh. gov

" 'KarenE Mebert
* Dirtetor |

September.1, 2022
His Excellency, Governor Christopher.T.‘Sununu
and:the Honorable Council. .

State House
Concord, New: Hampshrre 03301 . :

‘REQUESTED ACTION

Authorize the Deparimient of 'Health and Human -Services, Division of. Economic -and
Housing Stabtlrty 1o enter:into Sole Source data shanng agreements (DSA) with the.Contractors
listed below to:.share basic individual contact information o, fhat the Contractors can contact
families to drscuss their: ehgrbrlrty for energy assistance and assisf them with applying,  at no;cost,
with :the optton to renew.for up to four. (4): add:tronat .years, effective .October 3 2022, or
upon Governor and Coungil approvaf whichever is Iater through Ootober1 2028,

COntractor Name
Commumty Actron Program of Belknap and Merrimack Countles Inc.

Southem New Hampshire Serwoes. Inc.

Southwestem Community Servrces !nc

Communrty Actron Portnershrp of Strafford County
Tri-County’ Communrty Action® Program Inc.

EXPLANA TION.

This request is Sole Source because the: five (5) Communlty Action’ Programs (CAPs)
currently asslst families wrth -both energy assistance -and Supptemental Nutrition, Assistance
Program (SNAP) bensfits’ throughout New Hampshrre ‘and are therefore umquely qualified to
(tifize. this data to expand efforts to provide enargy assistance to families.

The Department is. presentrng this request to™the Governor and Council - because-the
Department has multiple contracts andlor agreements with the Contractors listed above in State
Fiscal Year 2023: the total amount of the multiple agreements is at.or above the applicable G&C
approval thresholds set forth in° Manual of Procedures 150 and therefore this actlon requires
Governor and Councul epproval

The CAPs currently administer eligibility for the Low 1ncome Home Energy Assistance
(LIHEAP) program The .purpose of this request’is to help families and andwnduals with their
consent, currently utmzlng SNAP benefits become aware of energy. assistance programs. they
may be_ eligibte fof, 50 they can benefit from these cost-savings.- Additionally, the Contractors.will

- also discuss SNAP benefits.that the individuals may qualify for if they already. recewe LIHEAP
benefits. Both 'SNAP and LIHEAP are 100% federally funded benefrts

" The Depariment of Health and Hunion',Sﬂjuk:.‘r'Mis;ion i3 Lo join communities and fomilies
in providing opportuaities for cilizens to achieve health and independence.

-
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" His Excellency, Governor ChmtopherT Sununu L
and the Honorable Counci W
Page 2 of 2 .

Big - &

The ‘Contractors will utilize basic contact-information, including names, mal!lnglresldentlal _ )

‘addresses e-mail addresses, and/or telephone numbers, provided by the Department for
individuals receiving SNAP benefits to make them aware of fuel assistance options.

. AS raferencad in the attached Data Sharing Agreement, "Duration ongreement :
and" Addltlonal Terms,- Subsection B, the parties have the option to extend the
agreements for ip to four .(4). additional years,. -contingent upon satisfactory delivery of
services, agreement. of the paries, and Govemor and Council approval. .

Shou!d the Governor ‘and Councul not authorize thls request, families who utitize SNAP
benefits may not réalize that théy also could have access to fuel assistance benefits.

v . ; i Respectfully submitted,

'f-;,,.tf::z?'”dv

| 'Coinmlssuoner

b

]

o
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DATA SHARING AGREEMENT BETWEEN
STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN
SERVICES '

AND
SOUTHWESTERN COMMUNITY SERVICES INC.
FOR
DATA SHARING AGREEMENT No. 2022-029

1. PURPOSE, AND LEGAL AUTHORITY
A. Purpose

This Data Sharing Agreement, including all definitions, and Attachment A, DHHS
Information Security Requirements‘(Agreement) establishes the terms, condmons
safeguards, end procedures.under which the State of New Hampshire Department of
. Health and Human Services, Division of Economic and Housing Stability (DHHS),
> _agrees to share Confidential Data, as defined herein and in Attachment A, with,
Southwestern Community Services, Inc. (Contractor), (Coliectively, the “Par’ucs”)

Use of the DHHS Confidential Data shared with Contractor undér this Agreement is
limited to the following: DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone number of recipients of the Supplemental
Assistance Nutrition Program (SNAP) benefits, .in order to inform individuals/
families of their potential eligibility for Fuel Assistance. Pammpat:on by SNAP
recipients is voluntary and the DHHS shall ensure all individuals sign a wrilten
consent form to share their pcrsonally |denuﬁable information with Contractor.

" B. -Legal Authonty R i .
This Agreement supports the responsibitities oflhe Parties and is perrmss:ble
" pursuant to 7 CFR 272.1(c){1)(i), which states that the Contractor must be
“directly connected with federally-assisted State programs providing assistance on
a means-iested basis 10 low income-individuals.” This Agreement is established to
‘ensure: comphancc with all applicable state and fcderal confidentiality and prwacy
laws and rcgulauons - 5 -

1. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO
.. CONTRACTOR

CONTRACTQR agrees the Conﬁdcnual Data provndcd by DHHS listed below shali be -
restricted to the following use: : oy

Confidential Data will be used only to contact SNAP recipients to notify them
of their potential eligibitity for Fuel Assistance. Recipients will be contacted
by phone, email or letter. There will be no metric on frequency or success of
contact.

Contractor shall make no other use or disclosure of the data.
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Data will be purged for those individuals de'c'llini'ng these services or who do
not respond afier ninety (90) days of inactivity.

o A. Source-or Systems of Records

h DHHS shall provide Confidential Data from the following systems of records:

: CSV Excel File (no database¢ use; just an exccl ‘file with basic contact
1nformat|on)

B Data Elemems lnvo!vcd

- The Data DHHS will be prowdlng to Contractor is timited- 1o the followmg

1. Client first fiame and last name;
" 2. Client mallmg/resndentlal address
3. Client e-mail address; and
4. Client phone number. .

CONTRACTOR and DHHS agree that the DHHS Confidential Data requested and
provided in this Agreement is'the minimum necessary to achieve the goals of the request.

" HI. OBLIGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA

Upon receipt of a valid signed consent from the SNAP client, DHHS will provide basic
contact information to Contractor for SNAP clients, to assist in learning about Fuel
Assistance Program options. This data may include: o
I. Client ﬁrst name and last name;,
2. Client mailing/residential address;
3. 'Client e-mail address; and
4. Client phone number: =
Iv. OBLIGATIONS OF CONTRACTOR AND END USERS RELATING TO THE .
CONFIDENTIAL DATA ' .
. laaddition to those obligations included in Attachment A, DHHS, Information Security
* Requirements of this Agreement, Contractor agrees that it shall meet all fedcrally
requlred slandards
V. COSTS: 3
No funds.will be exchanged under this Agreement. The parties agree to absorb their
respectivé costs associated with the Agreement. Each party shall bear and be responsible
solcly for its own costs and expenses necessary to comply with this Agreemert with the
exccpnon of any costs and expenses owed by the Contractor for data breaches further
described in Attachment A, the DHHS Information Security Requirements.
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. VI OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR
INCIDENTS

In addition to the obligations in Attachment A, in the event of a breach, Contractor
agrees to cease using and return and/or destroy ali Confidential Data and
Derivative Data and any copies in its possession, and to arrange for the return of

~all Confidential or Derivative Data in the possession 'of any contractor of third
party, immediately upon notice from DHHS. Contractor agrees to certify
destruction ofthe data within 30 days of the tenmination of this Agreement. - o

. VIIL DURAT[ON OF AGR.EEMENT AND ADD]TIONAL TERMS

" A. Effective Date: This Data Sharing Agreement shall become efFecnvc upon
approval of the Governor and Executive Councni

B. Duration: The duration of this. Agrccment is from the Effectwe Date through
October 1;2024. Par The Parties may extend the Agreement for up to four (4)
years, contmgent upon approval of the Governor and Executive Council.

C. Amcndr’ncnt; The Parties agree to modify or negotiate an amendment to this-

Agreement as needed to address changes in policy, fiscal issues, changes in law or LN
e regulation relating to information security, and specific safeguards for maintaining ;

confidentiality or as necessary to comply with the requirements associated with the

safeguarding of Confidential Data. : s

D. Choice of Law and Forum. This Agreement shall be governed, interpreted, and
i : ~ construed in accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their representalives, &
successors, and ass;lgns The wording used in the Agreement is the wording chosen )
by the parties to express their mutual intent, and no rule of construction shall be .
applied against or in favor of any parly. Any.actions arising out of this Agreement ST
. ' shall be brought and maintained in'New Hampshire Superior Court which shall
' have exclusive jurisdiction thereof.

B Indemunification.Liiless otherwise exerﬁpled,by law, Contractor shali hold
harmless and indemnify DHHS and its officers and employees from and against all
claims, habilities, and costs arising from any incidents or'breaches of the data.

F._.Termination: Either party may unilaterally terminate this Agreement upon
written nofice to the other party, in which case the termination shall be effective 30
days after the date of that notice or on a later date specified in the notice. In the
event that DHHS has cause to believe that the Contractor has violated a term of the

_ Agreement, DHHS reserves the right to immediately terminate this Agreement
upon written notice and Contractor shall destroy the data and provide an’attestation
of its dcs‘truction' to DHHS, or return the data to DHHS within the 30 days.

.- & -In the event that any Confidential Data or derivative daia cannot be destroyed upon %
termination, the privacy and sccurlty requlrements of th1s Agrecmcnt shall survive the

i
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= termination or expiration 6f this Agreement, and the data shall be maintained according
" to the Agreement and as required under applicable law, until it can be destroyed.

No failure by the DHHS to enforce any provisions hereof, after any event of default shall

be deemed a waiver of DHHS’s rights with regard to that event, or any subsequent event.

No express failure to enforce any event of default shall be deemed a'waiver of right of the.
‘state to enforce each and all of thé provisions hereof upon any further or other event of )
dcfault on the part of the Contractor P -

G Contractor’s Relation to DHHS In the performance of this Agreement &
CONTRACTOR is ih ali respects an independent contractor, and is neither an agent nor
.an cmployce of DHHS. Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority to bind the DHHS or receive any benefits,
workers’ compensation or other emoluments provided by the State to its employees.

H._ Assignment/Delegation/Subcontracts. The Contractor shall not assign, or otherwise
transfer any interest in this Agreement. .

.
or

1. Insurance Coverage. The Contractor shall, at its sole expense, obtain and contmuously
maintain in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial gencral liability insurance against all claims of bodily injury, death
or property damage, in amounts of not less than $1,000,000 per occurrence and

$2 000,000 aggregate or eXCESS. - *

J. Notice. Any notice by a party hereto to the othef party shall be deemed to have been
duly delivered or given at the time of maiting by certified mail, postage prepaid, in a
United States Post Office addressed 1o the parties/at the addresses or email addresses
below. :

K Third Parties. The parties hereto do not intend to benefit any thnd parties and this
Agreemem shall not be construed to confer any such benefit.

I3 L. Headings. The headings throughout-the Agreement are for reference purposes only,
and the words contained therein shall in no way be held to explain, modify, amplify or
N aid in the interpretation, construction or meaning of the provisions of this Agreement.

M. Severability. In the event any of the provisions of this Agreement are held by a court
of competent jurisdiction to be contrary to any state or federal law, the remaining
prowsmns of this Agreement will remain in full force and effect.

" N. Entire Agreement, This Agrcemcnt which may be executed in a number of
counterparts, each of which shall be deemed an original, constitutes the entire agreement
“and understanding between the partics, and supersedes all prior agreements and
understandlngs with respect to the subject matter hereof.

(T P
fal

o

I
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1X, PERSONS TO CONTACT.

DHHS contact program and policy: -
Debra E. Sorli :
- Administrator [V . '
Biireau of Family Assistance -
" Debra.e.sorli@dhhs.nh.gov
DHHS contact for Information Security, Privacy,
‘Data Management, or Data Custodian issues: -

(DHHS EnfommtionSeéuritﬁ!f‘ﬁ'cé@dlhh's.nh.gov) ’ &
X: APPROVALS g . e ¥
B CONTRACTOR contact official: -

The authorized Contractor program official, whose signature appears' below, accepts and

expressly agrees to the terms and conditioné expressed herein, and confirms that no verbal

agreements of any kind shall be’ bmdmg or recognized, and hereby commits their rcspccuve
. Orgamzatmn to the terms of this Agreement. :

App'rovcd by:

Dosusigned by:
Butle Danicls S Executive officer 1B
SUOSESABBIZANL. - Chief executive Officer

Bcth Danicls ' i Date: .
Southwestern Community’ Scrvnccs, Inc. ] ' . ;

8/22/2022
63 Community Way, P.O. BOX 603 Y
Kecne, NH 03431

e
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The authorized DHHS approving official, whose signature appears below, accepts and

expressly agrees to the terms and conditions expressed herein, and confirms that no verbal

- agreements of any kind shall be binding or recognized, and hereby commus their respective .
oorganization to the terms of this Agreement. : s

Eh

Approved by: g 7
DocuSigned by: 12
Koren Heboct A a B o
—— Division Director
i aren Hebert A= ' Date: )

irector of Division for Economiic and Housing Stablllty 9/29/2022
epartment of Health and Human Secvices
ivision for Economic and Housing Stability _ R
129 Pleasant St, Concord NH 03301

ATTORNEY GENERAL confact official: ' :

" The authorized Attorey General official, whose signature appears below, accepls and expressly
agrees to the terms and conditions expressed herein, and confirms that no verbal agreements of
any kind shall be binding or recognized, and hereby commits their respective orgamzatlon to

_ the terms of this Agreement. S

®

Approved by:

- ' DocuSigned by:
I 1 ﬁ g ] P
' E ShIL Slante Attorney .

TA0TMBA454 1480,

New Hampshire Attorney General Date:
33 Capital Street
sl : : 10/4/2022
; Concord, NH-03301 - * g 4 / ,
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NH Department of Health and Human Services .
Attachment A
DHHS Informatlon Securrty Requlrements

3

A. Definitions’

n

Te

V5. Last update 100918 " o . Attachment A ® Contractor Inhials ~

-

£

L =
4

The following terms may be reflected and have the described meaning in this document:

1.

3

e,

5.

"5

*Breach” means the loss of control, compromise, unauthorized- disclosure,
unauthorized  acquisition, unauthorized access, or any similar term referring to

.. situations where -persons ‘other than authorized users and for an ‘other than

authorized purpose have access or potential access to personally identifiable
information, whether physrcal or electronic. With regard to Protected Health
Anformation, * Breach shall have the same meaning as.the term “Breach” in sectlon
164. 402 of Title 45, Code of Federal Regulatlons

“Computer Security Inéident” shall have the .same meaning “Computer Secunty
Incident” in section two (2) of NIST Publication 800-81, Computer Security Incident
Handling Guide; Natlonat Institute of Standards and Technology, U.S. Department
of Commerce. ‘ .
"Conﬁdential Information” or "Confidential Data” m‘eans all confidential information
disclosed by one party to the other such as all medical, health, finahcial, public
assislance benefits and personal information inctuding without limitation, Substance
Abuse Treatment Records, Case’ Records Protected Health Informatron and
Pérsonally identifiable lnformatron

Confidential Information atso includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federa! law or régulation. This information- includes, but is not limited to
Protected Health Information {(PHI), Personal Information (Pl), Personal Financial
Informatlon (PFI), Federal Tax Informatioh (FT1), Social Security Numbers (SSN),
'Payment Card Industry (PCH), and or. other sensitive and confldenttal information.

“End User".means any person or entity (eg contractor, contractors employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or denvatrve data in accordance wnth the terms of this Contract.

"HIPAA" means the Health Insurance Portability and Accountability ‘Act of 1996 and the
regulations promulgated thereunder. .

“Incident” means an act that potentlatly wolates an explicit or implied security palicy,
which includes attempts (either failed or successful).to galn unauthorized access to a
system or its data, unwanted dlsruptlon or denial of service, the unauthorized use of
" a.system for the processing or storage of data; and changes to system hardware,
. firmware, or software characteristics without the owner's knowledge, instruction; or
consent. Incidents include the loss of data through theft or device misplacement, loss
or mlsplacement of hardcopy documents, and misrouting of physrca! or elec Inlc

DHHS Information
Securlty Requirements
Page10ol 8 : Date

9/22/2022
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. NH Department of Health and Human Services
o Attachment A - '
z ~ DHHS Information Security Requirements

_rﬁail, all of which may. have the potential to put 'the data at risk of unauthorized
access, use, disclosure, modifi cation or destruction.

7. “Open Wireless Network® means any network or segment of a network. that 'is
not de5|gnated by the State of New’ Hampshire’s Depariment of Information
Technology or delegate as a protected network (designed, tested, and -

. approved, by meéans of the State,.to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,

.- .PHI or confidential DHHS data.

o

8. “Personal Information” (or “PI") means information which can be used to distinguish

or trace an individual's identity, such as their name, social. security number, personal

: mformatlon as defined in New Hampshire RSA 359-C:19, biometric records, etc:,

i o alone, of when combined with other personal or identifying information which is Imked

' or linkable 10 a specnf ¢ individual, such as date and place of birth, mother's malden
" name, etc.

9. “Privacy Rule” shall mean the Standards for Priva¢y of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United,
States Department of Health and Human Services. - R

10. *Protected Health Information” (or *PHI") has the same meaning as provided in the
. definition of “Protected-Health Infonna'uon in the HIPAA Privacy Rule at 45 CF.R.§
. 160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
- Protected Heatth. Informatjon at 45 C.F.R. Part 164, Subpart C, and amendmenls
-thereto.

12 “Unsecured Protected Health Information” means Protected Health Information that is
not secured by @ technology standard that renders Protected Health Information
' unusable, unreadable, or indecipherable. to unauthorized individuals and is
developed or endorsed by a standards developing orgamzatlon that |s accredited by

the Amencan National Standards Institute.

. 'RESPONSIBiLITIES OF DHHS AND THE CONTRACTOR
-A. Business Use and Disclosure of Conf:dentlal Informat:on

1. The Contractor must not use, disclose, malntam or transmit Confidential information
except as reasonably necessary as oullined under this Contract. Further, Contractor,
including But not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or fransmit PHI in any manner that-would constitute a violation -

- of the Privacy and Security Rule.

2. The Contracior must not disclose any Confidential Informatlon in response to a

V5. Last update 10/0918 ; Attachment A i Conlractor Initials
- & DHHS Information '
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requéét for disclosure on the basis that it is required by law, in response to-a
subpoena, etc., without first notifying DHHS so - that DHHS has an opporlunlty to
consent or object to the disclosure.

@ . 3. If DHHS notifies the Contractor that DHHS has agreed to be bound by addltlonal-
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from'disclosed to an End
User must only be used pursuant to the terms of thls Contract.

5.- The Contractor agrees DHHS Data obtained under this Contract may not be used for:
any other purposes that are not indicated in this Contract. .

6. The Contractor agrees 'ta grant access to the data to the authorized representatuves
of DHHS for the purpose of mspectmg to confirm compllance with the terms of this
Contract.

oo

Il. - METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data -containing
Confidential Data between apphcatlons the Conltractor attests the applications have
been evaluated by- an expert’ knowledgeable in cyber security and that said
appllcatlon s encryption capabilities ensure secure transmission via the internet,

- 2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb.drive, as a method of transmitling DHHS
data.

‘ 3. Encr‘ypted Email. End User may only employ email to transmit Confidential Dafa if
email is encrypted and bemg sent to and being received by email addresses of
persons authorized 1o recewe such tnformation.

4. Encrypted Web Slte. If End User is employing the 'Web to 't,ran,smit Conﬁdential
- Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site. - .. %

5. File Hosting Services, also known as File Sharmg Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Dala via cemf ed ground
mail within the continental U.S. and when sent to a named individual. -

7. Laptops’ and RDA. If End User is employing portable devuces to transmit
-~ Confidential Data said devices must be encrypted and password-protected.

518, Open Wireless Networks. Eng User may not transmit Confidential Data via an open

" V5. Last update 10/09/18 ) _ Aftachment A g Contractor Initials
1 DHHS Information
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wireless network."End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network. -

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from WhICh information will be
transmitted or accessed.

10. SSH File Transfer Protocol {SFTP), alsé known as Secure F|Ie Transfer Protocol. If

. End User is employing an SFTP to transmit Confidential Data, End User will

‘structure "the .Folder and access privileges to prevent inappropriate disclosure of

information. SFTP folders and sub-folders used fof transmitting Confidential Data will

be coded for 24-hour auto-deletlon cycle (: e. Confidential Data will be deteted every 24
hours).

11. \Mreless Devioes. If End User is transmitting Confidential Data via wireless devit:es, all
" data must be encrypted to prevent inappropriate disclosure of information.

. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS .

The Contractor will only retain the data and any derivative of the data for the duration of this

Contract. After such time, the Contractor will have 30 days to destroy the data and any -
derivative in whatever form it may exist, unless, otherwise requ:red by law or permitted

under this, Contract. To this end, the parties must; :

o “ - A Retention -

4 , .- 1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract .outside of the United
States. This physical location requirement shall also apply in the rmplementatuon of .
cloud computing, cloud service or cloud storage capabslmes and mcludes backup
data and Disaster Recovery locations. & :

2. The Contractor agrees to ensure proper security monitoring capablhtle's are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential mformatlon for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users'in support of protecting Department confidential information.

"4, The Confractor agrees to retain all electronic and hard copies of Confidential Data
.. in a secure |ocation and identified in section IV. A.2

" 5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with, all applicable statutes and
regulations regarding the privacy and schrily. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a,

C
V5. Last update 10/09/18 ‘ Allachment A . Contractor Initials
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. whole,.must have aggressive intrusion-detection and firewall protection.
6. The Contractor agrees to and ensures its complete cooperation with the State's
- Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure. _ .

B. Disposition

1. - If the Contractor will maintain any Confi dential Information on its systems {or its
“sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or.contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. Yhen no longer in us€, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a sécure wipe program
in accordance with industry-accepted standards for secure ‘deletion and media .
sanitization; or otherwise physically - destroying the media (for example,

- degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
- for Media Sanitization, National Institute of Standards and Technology u. s
' : Department of Commerce. The Contractor will document and certify in writing at
time of the-data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary té
-demonstrate data has been properly destroyed and validated. Where applicable, -
regulatory and professional standards for retention requirements will be jointly
" evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termiriation of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding: ' . o

3. Unless otherwise specified, within thirty (30) days of the termination of this
“ Contract, Contractor agrees to .completely’ destroy all electronic Confidential Data
by means of data erasure; also known as secure data wiping. '

LA PROCEDURES FOR SECURITY

o A. Contractor agrees to safeguard the DHHS Data received under thss Contract, and any
derivative data or files, as follows &

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored i in the delivery
of contracted services. s '

2. The Contractor will maintain policiés and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the

media used to store the dala.(i.e., tape, disk, paper, etc.). R :Ds
V5. Las! update 10/09/18 ' Attachment A Conlractor Inftials
: DHHS Information b '
Security Requiremenls 9/22/2022

Page S ol 9 Date .

= -



Docusign Envelope ID; 9DEQ8763-COB4-4F 88-943A-37DOSTFFAE4S

DocuSign Envelope ID: 0C35AZCA-26B0-4E37-9684A-CBA4ED4000AS

v " NH Department of Health and Human Services
| ' Aftachment A -~ ° )
DHHS .Information Security Requirements

3. The Contractor will maintain appropriate authentication and access controls io
contractor systems that collect, transmlt or store Department confidential information
where applicable. . .

i 4. The Contractor will ensure proper security monitoring capabilities are in place to
1) detect potential security events that can impact State of NH systems and/or
' Department confidential information for contractor provided systems.

5. The antractor will provide regular security awareness and educétion for its €nd
,Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program” of an internal process or processes that defines specific security

# expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements. g

wos T, The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Depariment system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
& . . obtaining and maintaining access to any Department system(s). Agreements will be
compleled and signed by the Contractor and any applicable sub-ccmtractors prior to

system access being-authorized.

B. If the Depanment determmes the Contractor isa Busnness Assomate pursuant to 45

@ " CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement

£ " (BAA) with the Department and is responsible for maintaining compliance with the
agreement. & | .E

9. The Contractor will work with the Depariment at its request to complete a System
Management Survey. The purpose of the survey is to enable the Depariment and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey. will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope-of the engagement between the Department and the Contractor changes.

10. The Contractor will not slore, knowingly or:unknowingly, any State of New Hampshire
- “'or Department dala offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
= _Ieadershlp member wuthln ‘the Departmenl

11, Data Secunly Breach Llabﬂlt‘y In the event of any secunty breach Contractor shall

“ make efforts to investigate thé causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resuliing from the breach.,

The State shall recover from the Contractor all costs of response and recévery from

V5. Last update 10/09/18 -+ Altachment A Contractor Initiats "
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12,

13.

14,

15.

16.

Fat)

the breach, including but not limited to: credit i‘nénitormg services, mailing costs and
costs associated -with website and telephone call center services ‘necessary due to
the breach, :

Contractor must- comply. wnth all appllcable statutes and regulations regardmg the. -
privacy and security of Confidential Information, and must in all other [fespects
maintain the privacy and security of Pl and PHI at a level and scope that is.not less
than the level and scope- of requirements applicable to federal agencies, including,
but hot limited 1o, provisions: of the Privacy Act of 1974 (5 U.S.C.-§ 552a), DHHS
Privacy Act Regulations (45 C.FR. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern.protections for mdwndually |dent|ﬁable health
information and as appllcable under State law. )
Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential -Data and to

" +. prevent unauthorized use or access to it. The safeguards must provide a level and

scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https:/Mww.nh.gov/doitivendorfindex.htm
for the Department of Information Technology policies, gwdellnes standards and
procufement mformatlon relating to vendors.

Contractor agrees to maintain a documenled breach notifi catron and incident

response process. The :Contractor will notify the State’s F’nvacy Officer’ and the
State's Secunly Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

Contractor must restrict access to the Confidential Data obtained under this
Contract to only ‘those authorized End WUsers who need ‘'such DHHS Data 1o
perform their official duties in connection with purposes identified in this Contract.

The Contractor must ensLlre that alt End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
‘under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this informatiof at all times. i

c. ensure that laptops and other electronic dev:ceslmedna contalnlng PHI, P, or
PFl are encrypted and password- -protected.

d. send emails containing Confidential Information only if encrypted and being
sent 10 and being received by ematl addresses of persons authorized to

V5. Lasl updale 10/09/18 Atlachment A . Contractor Inltiats
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e. limit disclosure of the Conﬁdenlia!-Informati'on_ to the extent permitted by law.

f. Confidential 'Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an'area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hour$ (e.g., door locks, card keys, -

biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any

- derivative files containing’ personally idéntifiable information, and in all cases, -
such data must be encrypled at all times when in transit, at rest, or when
stored on poriable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by -a risk-based
assessment of the circumstances involved.

i. understand that their user credentials {user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application. § g

V5. Lasl update 10/09/18 . Altachment A Contraclor Inilials

Contractor is.reéponsibié for oversight and compliance of their End Users. DHHS

reserves the right to conduct onsite inspections to monitor compliance with- this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract. ;

LOSS REPORTING

The .Contractor must notify -the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches imm_ediaiely, at the email addresses. provided in
Section VI. e ' a

The Contractor miust further handle and report Incidenj(s and Breaches_ involving PHI in -

accordance ‘with the agency's documented Incident Handling and Breach Notification

procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and '
“notwithstanding, Contractor's compliance with all applicable obligations and procedures,

Contractor's procedures must also address how tht_a Contractor will:

" - 1.. Identify incidents;

. Determine if personally identifiable information is involved in'lr)cidents; -

2
. 3. Report suspected or confirmed Incidents as required in this Attachment A; .
4

. |dentify and-convene a core response group to determine the risk level of Incidents
~and determine risk-based responses to Incidents; and
' ‘ ’ :DS
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_5. Determine whether Breach notification is required, and, if so, identify appropriate

" 7 Breach notification methods, timing, source, and .conlents from among different
options, .and bear costs associated with the Breach notice as well as any mitigation
measures. ' ) '

Inmdents and/or Breaches that’ implicate Pl must be addressed and reported as
applicable, in accordance with NH RSA 359-C: 20

BB PERSONS TO CONTACT
A. DHHS Privacy Officer;
| 5 DHHSPrwacyOff cer@dhhs nh.gov
. B. DHHS Security Officer: S T
DHHSInIormatnonSecuntyOﬂ' ce@dhhs nh.gov

1L
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State of New Hampshire
Department of Health and Human Services
Amendment #1

This Amendment to the Fuel- Assistance Outreach contractis by and between the State of New Hampshire,
Department of Health and Human Services ("State" or "Department") and Community Action Partnership
of Strafford County ("the Contractor”).

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executwe Council
on October 19, 2022 (Item #5C), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract, and in consideration of certain sums specified; and

- WHEREAS, pursuant to Form P- 37 General Provisions, the Contract may be amended upon written
- agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the partiés hereto agree to amend as follows:

1. Modify Data Sharing Agreement No. 2022 029 Section VIII, A. Effective Date, to read:

A. Effective Date: This Data Sharung Agreement shall become effective October 1, 2024, upon
approval of the Governor and Executlve Council.

2. Modify Data Sharing Agreement No. 2022-029, Section VI, B. Duration, to read:

B. Duration: The duration of this Agreement is from the Effective Date through October 1, 2028.

' DS
Community Action Partnership-of Strafford County ‘Contractor Initials L

$5-2023-DEHS-04-FUELA-04-A01 | Page 1 of 3 - Date_’/8/2024
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All terms and conditions-of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective October 1, 2024, upon Governor and Council approval.

\ IN WITNESS WHEREQF, the parties have set their hands as of the date written below,

Sfate of New Hampshire
Department of Health and Human Services

Doculignad by:
7/9/2024 . | %{;&_ﬂb\l
Date - . Name;Kare‘nmﬁ;be rt

Title: Division Director

Community Action Partnership of Strafford County

7/8/2024 i : | Ef)dt:( mﬂ:lxuus Partur

Date Name: Betsey Andrews Parker-
Title: CED

Community Acti_oq Partnership of Strafford County
$§8-2023-DEHS-03-FUELA-04-A01 . Page 2 0of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and

execution. .
OFFICE OF THE ATTORNEY .GENERAL
DocuSigned by:
7/9/2024 d [?hujv\, H.vivo
74873484484 1480...

Date . ' Name: Robyn Guarino.
' Title: - attorney

' I-h‘eréby' cértify that the foregoing Amendment was approved by the Govemnor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date i Name:;
Title:

Communily Action Partnership of Strafford County
§5-2023-DEHS-03-FUELA-04-A01 = . Page30f3
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State of New Hampshire
Department of State

CERTIFICATE

1, William M Gardner, Secretary of State of the State of New Hampshire, do hergby certify that COMMUNITY ACTION
PARTNERSHIP OF STRAFFORD COUNTY is a New Hampshire Nonprofit Corporation registered to transact business in New
Hampshire on May 25. 1965. I further centify that all fees and documents required by the Secretary of State’s office-have been.

received and is in good standing as far as this office is'concerned.

Business ID: 65583
Certificate Number: 0005748257

IN TESTIMONY WHEREOF, |

! hereto set my hand and cause 10 be affixed
the Scal of the State of New Hampshire,
this dth day of April A.D. 2022.

Do fodr
William M. Gardner

Secretary of State
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CERTIFICATE OF AUTHORITY

I, . «/(/ }aﬂ 57’0(.1-)0 .ﬁereby certify that:

(Name of the elected Officer of the Corporation/LLC: Car_inot» be contract signatory)

1.1 am a duly etected Clerk/Secretary/Officer of

f : 1{.,4

2. The following is & true copy of a vote taken at a meeting of the Board of Directors/shareholdsrs, duly cal!ed and

held on ‘k&hv ) , 20013, at which a quorum of the Dlrectorsfshareholders were present and voting.
(Date) .
VOTED: That ﬂlg@a@m JAQPQ[ tor-and —QS Leg C/U\l AL (may list more than one person)
{Name and Tl 8t Conirag! Signatory) © :

to.enter into contracts or agreements with the State

‘is duly authorized on behalf of
- t%lﬁa%t&f’fe%w e

of New Hampshire and any of its ‘agenciés or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote. - =

3. I hereby centify that said vote has-not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hamgpshire will rely on this: certificate as evidence that the person(s) listed above currently occupy the.
position(s) indicated and that they have full authority to bind the corporation. To the exient that there are any
limits on the.authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,
aII such limitations are exprossly stated herein.

Dated: M

Signature of Elected Officer
Name: Aion Brown
Title: - Secagtary

Rev. 03/24/20
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ACORD' . CERTIFICATE OF LIABILITY INSURANCE T —

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTEACONTRACT BETWEEN THE ISSUING INSURER(S}, AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: H the certificate holder Is an ADDITIONAL INSURED, the policy(lea) must have ADDITIONAL INSURED provisions or be sndorsad.
i SUBROGATION IS WAIVED, subject to the torms and conditions of tho policy, cortain policies may require an endorsemont. A statement on
this certificate does not confor rights to the certificato holder n lieu of such andorssment(s).

PRODUCER : T Teri Davis
CG! Insurance, Inc. [PHORE T (577) 562-6054 [T noy,_(068) 5742443
§ Dartmouth Drive : mm: Toavis@CGlBusinessinaurance.com :
' INSURER{S) AFFORDING COVERAGE NAKC #
Auburn NH 03032 INSURER A : Hanover insurance Company 22292
NSURED i wisunens: EasBm Allance 16724
Commemity Action Partnership of Strafford County esoReER ¢ . Phaceiphia Indemraty ] 23850
DBA: Strafiord CAP e
5§77 Centrai St, Sta 10 : : R
; Dover 03820 INSURERF :
COVERAGES CERTIFICATE NUMBER:  24-25 Master REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT QR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

- TADOCTSTER] - POV EFF T TR
o TYPE OF DISURANCE 8D [WvD POLICY NUMBER INDOIYYYY] | (MORDORYYY) f—
| comuerciaL cenErRAL LABTY EACH OCOURRENGE s 1.000,000
(s}
| cLamsace {29 acom DA TORERTED |4 100,000
] Abuse Lisbiity: $1M ) MED EXP (Arey ona parsors | 3 10000
Al ZHVA182135 11 07/0172024 | 07/0172025 | pepeomar s aov moumy | 5 1.000,000
| GENLAGGREGATE LIMIT APPUIES PER: _ GENERAL AGGREGATE s 3.000,000
 Jrouer [ 1288 Pioc PRODUCTS - COMPIOP AGG_| §_IMluded
OTHER Professionar Liability $ 1,000,000
COMBINED SINGLE OWIT
| AUTOMOBA.E LIABAITY ] ; {(Ea sceidens] I s 1,000,000
] Any aLTO BOOILY INJURY {Por paraon) . | §
| | OWNED SCHEDULED
Al RS oy S, AWVA158930 . 0710112024 | 07/0172025 [ GOOILY INJURY (Par sccidecd) | §
_& AUTOS OMLY AUTOS ONLY ) . (Prar pecident) L
i . Uninsured motorist s 1,000,000
E UMBRELLA LLAR | X< occuR EACH OCCURRENCE. ¢ 4,000,000
A EXCESS LiAD AT AT UHVA 192136 : 07/01/2024 | 0776172025 | \orcenire s 4.000,000
oeo | X< rerewmon s 9 - - s
WORKERS COMPENSA ; R T
mmmﬁv X e | 8
PROPRIE TORPARTNER/EXE . g 1,000,000
B OFF,CEMEEHR I CUTRE [1’] NiA 01000011375-2024A 0710172024 | 070172025 [ &L EACHACCIDENT 5
ory M) E.L DISEASE - EAEMPLOVEE | 1.000.000
SR AIPTION OF GPERATIONS below . E.L DISEASE - POLCY UMy [ ¢ 1,000,000
' Aggregate 8,000,000
. Disectors & Officers y g $
C | EPLI with Crime PH3D1BO7748-007 07/01/2024 | 07/01/2025 | Par Claim $3,000,000
' Crime Aggregate ' $1.000,000

DESCRIPTION OF OPERATIONS / LOCATIONS | VEHICLES [ACORD 101, Adcitional Rermrks Schedule, may ba sttached ¥ more space ia required)
Workers Compensation 3A State: NH

CERTIFICATE HOLDER . . CANCELLATION

SHOULD ANY OF THE ABO\J’E DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

State of NH, DHHS, Bureau of Contracts and Procurement ACCORDANCE \WITH THE Y PROVISIONS.
129 Pleasant St
AUTHORIZED REPRESENTATIVE
g 4050

© 1888-2015 ACORD CORPORATION. All rights resarved.
ACORD 25 {2016/03) The ACORD name and logo are reglistored marks of ACORD
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STATL OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF ECONOMIC & HOUSING STABILITY

Lori A. Shibinette 129 PLEASANT STREET, CONCORD, NH 03301
Commissicoer 603-271.59474 1-800-852-1345 Ext. 9474
Fax; 603-271-4230 TDD Access: 1-800-735-2964 www.dhhs.nh.gov
Karen E Hebert
Director

September 1, 2022

His Excellency, Govemor Christopher T. Sununu
and the Honorable Council

State House . ,

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human ‘Services, Division of Economic and
Housing Stability, to enter into Sole Source data sharing agreements (DSA) with the Contractors
listed below to share basic Individual contact information so that the Contractors can contact
families to discuss their eligibility for energy assistance and assist them with applying, at no cost,
with the option to renew for up to four (4) additiona! years, effectiive October 3, 2022, or
upon Governor and Council approval, whichever is iater, through October 1, 2024,

Contractor Name

Community Action Program of Belknap and Merrimack Counties, Inc.
Southermn New Hampshire Services, Inc.

Southwestern Community Services, Inc.

Communtty Action Partnership of Strafford County

Tri-County Community Action Program, Inc.

EXPLANATION

This request is Sole Source because the five (§) Community Action Programs (CAPs)
currently assist families with both energy assistance and Supplemental Nutrition Assistance
Program (SNAP) benefits throughout New Hampshire and are therefore uniquely qualified to

v utilize this data to expand efforts to provide enargy assistance to families.

The Department is presenting this reques! to the Governor and Council because the
Department has multiple contracts and/or agreements with the Contractors listed above in State
Fisca! Year 2023; the total amount of the muttiple agreements is al or above the applicable G&C
approval thresholds set forth in Manual of Procedures 150 and therefore this action requires

Governor and Council approval.

The CAPs currently administer eligibiiity for the Low income Home Energy Assistance
(LIHEAP) program. The purpose of this request is to help families and individuals, with their
consent, currently utilizing SNAP benefits become aware of energy assistance programs they
may be eligible for, so they can benefit from these cost-savings. Additionally, the Contractors will
also discuss SNAP benefits that the individuals may qualify for if they already receive LIHEAP
benefits. Both SNAP and LIHEAP are 100% federally funded benefits.

The Depariment of Health and Humaon Services’ Mission is lo join comniunilies and fomilies .
in providing opporiunilies for cilizens o achieve health and independence,
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Mis Excellency, Governor Christopher T. Sununu
and the Honorable Councll ‘
Page 2ot 2

The Contractors will utilize basic contactinformation, including names, mailing/residential
‘addresses, e-mail addresses, and/or telephone numbers, provided by the Department for
individuals receiving SNAP benefits to make them aware of fue! assistance options.

As referenced in the attached Data Sharing Agreement, "Duration of Agreement .
and Additional- Terms,- Subsection B, the parties have the option to extend the
agreements for up to four .(4). additional years,. contmgent upon satisfactory delivery of
sarvices, agreement of the parties, and Govemor and Council approval.

Shou!d the Govemnor and Councnl not authorize this request, families who utilize SNAP
benrefits may not realize that they also could have access to fuel assistance benefits.

. Respectfully submitted,

i Lol

' Commissioner
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DATA SHARING AGREEMENT BETWEEN .
.STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN
SERVICES

. AND
COMMUNITY ACTION PARTNERSHIP OF STRAFFORD COUNTY
N FOR
DATA SHARING AGREEMENT No. 2022-029

nl

1. PURPOSE, AND LEGAL AUTHORITY
. A. Purpose

This Data Sharing Agreement, including all definitions, and Attachment A, DHHS
Informahon Security Requirements (Agreement) establishes the terms, conditions,
-safeguards, and procedures under which the State of New Hampshire Department of
Health'and Human Services, Division of Economic and Housing Stability (DHHS),
agrees to share Confidential Data, as defined herein and in Attachment A, with -
Community Action Partnership of Strafford County (Contractor), (Col]ecuvcly,.thc
“Parties™).

Use of the DHHS Confidential Data shared with Contractor under this Agreément is
limited to the following: DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone number of recipients of the Supplemental .
Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/
families of their potential eligibility for Fuel Assistance. Participation by SNAP
recipients is voluntary and the DHHS shall ensure all individuals sign a written
consent form to share their personally ldennﬁablc mformatton with Contractor ,

s i
s

B. ;Legal Authority

2 This Agreement supports the responsibilities of the Parties and is permissible
pursuant to 7. CFR 272.1(c){(1)(i),. which states that the Contractor must be
“directly connected with federally-assisted State programs providing assistarice on
'a means-tested basis to low income individuals.” This Agrcement is established to
ensure compliance with all apphcable state and fedcral conﬁdentlahty and privacy
laws and rcgulatlons

IL. DESCRJ PTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO -
CONTRACTOR _

CONTRACTOR agrees the Confidential Data provnded by DHHS listed below shall be
restricted 10 ihe following use:

Confidential Data will be used only to contact SNAP recipients to notlfy them
of their potem:al éligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter There will be no,metric on frequency or success of
contact. -
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w Contractor shall make no other use or disclosure of the data.
Data will be purged for those individuals declining thesc services or who do
-not respond after ntncty (90) days of inactivity.

A. Source or Systcms_ of Records

DHHS shall proVidc Confidential Data from the following systems of records:
1. CSV Excel File (no database use; just an excel ﬂle with basic contact
information)
" B. Data Elements Involved

The Data DHHS will be providing to' Contractor is limited 1o the following:

b, Client first name and last name; .
2. Client mailing/residential address; i 3
. 3. Client e-mail address; and '
"~ 4, Client phone number.

CONTRACTOR and DHHS agree that the DHHS Confidential Data requested and
provuded in this Agreement is the minimum necessary to achlcvc the goals of the. request.

1. OBLIGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA .

Upon recenpt ofa valld signed consent from the SNAP chcnt DHHS will provndc basic

contact information to Contractor for SNAP clients, to assist'in Ieamlng about Fuel
Assistance Program Opttons This data may include:
l. Client first name and last name; -
2. Client mailing/residential address;
3. Client e-mail address; and
+ 4 Client phone numbcr

Iv. OBL!GATIONS OF CONTRACTOR AND END USERS RELATING TO THE
CONFIDENTIAL DATA

In addition to those obligations included in Attachment A, DHHS Information Security
Requirements of this Agreement, Contractor agrees that it shall meet all federall y
rcqu:rcd standards. )

V. COSTS

-No funds wili be exchanged under this Agrcemcnt The parties agree to absorb their
respective costs associated with the. Agreement. Each party shall bear and be responsible

- solely for its own costs and expenses necessary to comply with this Agreement with the -

exception of any costs and expenses owed by the Contractor for data breaches further

o
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described in Attachment A, the DHHS Information Security Requirements.

VI. OBLIGATIONS OF CONTRACTOR RESULTINE} FROM A BﬁEACH'OR '
" INCIDENTS ..

‘In addition to the obligations in Attachment A, in the event of a breach, Contractor

agrees to cease using and returh and/or deslroy all Confidential Data and
Derivative Data and any copics in its possession, and to amrange for the retum of
all Confidential or Denvauve Data in the possession of any contractor or third
party, immediately upon notice from DHHS. Contractor agrees lo. certify
destruction of thc data within 30 days of the termination of this Agreemem

VIIL DURATI_ON OF AGREEMENT AND ADDITIONAL TERMS -

A. Effective Date: This Data Sharing Agreement shall become ef] f‘eclwe upon
approval of the Governor and Executive Council.

B. Durat:on The duration-of this Agreement is from the Effective Date through
October 1, 2024. Par The Parties may extend the Agreement for up to four (4)
years, contmgent upon approval of the Governor and Executive Council.

C Amendment The Parties agree to modify or negotiate an amendment to this
Agreement as needed to address changes in policy, fiscal issues, changes in law or
regulation relating to information security, and specific safeguards for mairitaining
confidentiglity or as necessary to comply with the requlrements assocnated wnh the
safeguardmg of Conﬁdcnnal Data . § s

D. Chome of Law and Forum. - This Agreemenl shall be governed, interpreted, and
construed in accordance with the Laws of the Stite of New Hampshire, and is

- binding upon and inures to the benefit of the parties and their representatives, «

successors,.and assigns. The wording used in'the Agreement is the wording chosen -
by the parties to express their mutual intent, and no rule of construction shall be -
applied against or in favor of any party. Any actions arising out of this Agreement
.shall be brought and maintained in New Hampshire Superior Court which shall
have exclusive jurisdiction thereof. -

E. Indemnification. Unless othcrwnsc excmpted by Iaw Contractor shall hold
harmless and indemnify DHHS and its officers and employees from and against all
claims, liabilities, and costs arising from any incidents or breaches of the data.

F. Termination: Either party_may unilaterally terminate this Agreement upon
written notice to the other party, in which case the termination shall be effective 30
days after the date of that notice or on a later date specified in the notice. In the
event thal DHHS has cause to believe that the Contractor has violated a-term of the
Agreement, DHHS reserves the right to immediately tenninate this Agreement -
upon writien notice and Contractor shall destroy the data and provide an attestation
of its destruction to DHHS or relum 'the data to DHHS within the 30 days
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” In the event that any Confidential Data or derivative data cannot be destroyed upon
termination, the privacy and security requirements of this Agreement shall survive the
termination or expiration of this Agreement, and the data shall be maintained according
to the Agreement and as nequlred under applicable law, until 1t can be destroyed.

{
; No failure by the DHHS to enforce any provisions hereof, aﬁer any event of default shall
7 ' be deemed a waiver of DHHS's rights with regard to that event, or any subscquent event.
No express failure to enforce any event of default-shall be deemed a waiver of right of the
state to enforce each and all of the provisions hereof upon any ﬁ.nrther or other event of
defaull on the part of the Comractor

R

G. Contractor’s Relation to DH HS. ln the performance of this Agreement '
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor
an employee of DHHS. 'Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority 10 bind the DHHS or recéive any benefits, -
workers’ compcnsanon or other emoluments provnded by the State to its employees. |

H ASSJgnment/Delegatnou/Subcomracts The Contractor.shall not assign, or othenwse
‘transfer, any interest in this Agrcement

L. Insurance Coverage The Contractor shall, at its sole expcnse obtain and contmuously
maintain in force, and shall require any subcontractor or assignee 1o obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death
-or property damage, in amounts of not less than $1,000,000 per occurrence and

" - $2,000,000 aggregate or excess.

1

4 ~J. Notice. Any notice bya party hereto to the other party shall be deemed to have been

duly delivered or given at the timé - of mailing by certified mail, postage prepaid, in a
United States Post Office addressed to the parties at the addresses or email addresses
below. i

- K._Third Parties. The parties hereto do not intend to benefit any third parues and this
* Agreement shall not be construed to confer any such benefit.

L. Headmg The headings throughout the Agreement are for reference purposes only, A
b and the words contained therein shall in no way be held to explain, modify, amplify or
* aid in the interpretation, ‘construction or meaning of the provisions of this Agrecment

M Severablhty In the event any of the provnsmns of this Agrccment are held by.a court
of competent jurisdiction to be contrary to any state or federal law, the remaining
provisions oftkus Agreement will remain.in full force and effect.

" N. Entire Agreement. This Agreement which may be executed in a number of
. counterparts, each of which shalt be deemed an original, constitutes the entire agreement
- and understandmg between the pames, and supersedes all pnor agreements and
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understandings with respect to the Subjecpmat.ié,r hereof.

IX. PERSONS TO CONT'A'CT

DH HS contact program and pollcy
Debra E. Sorli m B ' D
Administrator IV v B c
Bureau of Family Assistance ' %
. Debra.e sorli@dhhs.nh.gov )
DHHS contact for Information Security, Privacy, o
‘Data Management, or Data Custodian issues: .

_( DHHS InformationSecurityOffice@dhhs.nh. pov)

X. APPROVALS
CONTRACTOR contact -ofﬁciél:

The authorized Contractor program official, whose si gnature appcars below, accepts and
expressly agrees 1o the terms and condmons expressed herein, and conﬁrms that no verbal
agreements of any kind shall be binding or recognized, and hcreby commits their respective
organization to the terms of this Agrcemenl

Approved by:

OQocuSigned by: )
[w::l fwdruws Parker
CBOG4EE... ' © CEO

‘Betsey Andrews Parker Date:
Community Action Pattnership of Strafford Cou nty
557 Central Avenue, Suite 10 )

Dover, NH 03820

9/20/2022
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The authorized DHHS approving offi cna! whose sngnature appears below accepts and

expressly agrees’ to the terms and condmons expressed herein, and confirms that no verbal

- agreements of any kind shatl be binding or recognized, and hereby commits their respective

. organization to the terms of this Agreement.

Approved by:
a i Docusigned by:

‘&“‘\v WM
426COCERIB4A1E

pivision oirector

-

Karen Hebert
Department of Health and Human Services

u 129 Pleasant St, Concord NH.03301

Division for Economic and Housing Stability

Date:
9/27/2022

ATTORNEY GENERAL contact official:

The authorized Attorney-General official, whose signature appears below accepts and expressly
agrees to the terms and conditions expressed herein, and confirms that no verbal agreements of
any kind shall be binding or recognized; and hereby commlts thclr respecuve organization to

the terms of this Agreement,

Approvcdby'

(R e

Attorney

New Hampshire Attorncy General
33 Capital Strect
Cencord, NH 03301

Date: _
. 9/28/2022
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NH Department of Health and Human Services
_ ‘Atlachment A :
'DHHS Information Security Requirements

A. Definitions
The following terms may be reflected and have the describéd meaning in this document:

“ 1. “Breach” means the loss of control, compromise. unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than aithorized users -and.for an’ other than
«authorized purpose have access or potential access to personally -identifiable
information, whether physical .or electronic. - With regard to Protected Health
Information, * Breach® shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations. ‘

2. "Computer Security Incident” shall have the same meaning “Computer Security
- Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. ' '

3. "Confidential- Information” or "Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Redords, Case Records, Protected Health Information. and
Personally Identifiable Information, | J i

. i - ]

Confidential Information also includes any and all information owned or managed by
“the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in -the course of performing contracted
~services - of which collection, disclosure, -protection, and disposition is governed by
state or federal law or regulation. This information includes, but is ;not limited to
Protected Health ‘Information (PHI), Personal Information {(P), Personal Financial
- Information (PF1), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry {PCl), and or other sensitive and confidential information. -

4. "End User" means any person or entity {e.g., cdntractdr, contractor's emplb_yee.
i business associate, subcontractor, other downstream user, etc.). that receives,
DHHS data or derivative data in accordance with the terms of this Contract. '

5. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the _
regulations promulgated thereunder. O E
6. “Incident" means an act that potentially violates an explicit or implied security policy,
" which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or dernial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the - owner's knowledge, instruction, or
. consent. Incidents include the loss of data through theft or device misplacement, loss
" or misplacement of hardcopy documents, and misrouting of physical or electronic

[+}1
V5. Lastupdate 1008118 : Atlachment A Contraclor Inttials L

.DHHS Information g . : e
Security Requirements ' 9/20/2022
Page 1 of 8 : Date
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NH Department of Health and Human Sennces
Artachment A
DHHS Information Security Requirements

méil; all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. -*Open Wireless Network™ means any network or segment of a network that is
: not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network ‘(designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmnssnon of unencrypted Pl, PFI,

PHIl or confdentlal DHHS data

8. "Personal Informatlon (or "PI") means information which can be used to distinguish
- or trace an individual's |dent|ty such as their name, social security number, personal
.~ information as defined in New Hampshire RSA 359-C:19, biometric records, ‘etc.,
- alone, or when combined with other personal or. identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's malden
name, etc. - .

‘9. “Privacy Rule” shall mean the Standards for Pruvacy of Indavrdually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under. RIPAA by the United
States Department of Health and Human Services. .

y ]

10. “Protected Health information® (or *PHI") has the same meaning as provided in the )
definition of “Protected Health Information™ in the HIPAA Privacy.Rule at 45 C F.R. §
160.103.

11, “Security Rdle* shall mean the Secunty Standards for the Protection of Electronic
" Protected Health Information at 45 C.F.R. Part 164 Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health information
unusable, unreadable, or indecipherable to. unauthorized individuals and- is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

l. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A, Buéin_ess Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information -
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

LY

2. The Contractor must not disclose any Conﬁdeniial Information in response to a

. : . i ) os -
V5. Last update 10/09/18 : Aflachment A ' : _ Contractor Inkiials L

DHHS informalion . T
Securlly Requlrernents ©9/20/2022
Page 2 0/ 9 o  Date



. Docusign Envelope ID: FSEFD67B-442F-441 F-A277-376_A_2650E664

. DocuSign Envelope ID; 613C1AFO43DA4BF0-A462-8444D4BCTAFF

NH Department of Health and Human Services
- Aftachment A
'DHHS Information Security Requiréments

]request for disclosure on the basis that it is required by law, in responsé to a .
subpoena, etc., without first notifying DHHS so thai DHHS has an opportunny to
consent or object 1o the disclosure. '

3. If DHHS notifies. the Contractor that DHHS has agreed to_be bound by additional
" restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must ablde by any additional security safequards.

_ 4 "The Contractor agrees that DHHS Data or derivative there from dlsclosed to an End
User must pnly be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained .under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized repfesentalwes
of DHHS for the purpose of inspecting to confirm complsance with the terms of this
Contract

1§ METHODS OF SECURE TRANSMISSION OF DATA

1. Apphcahon Encryptlon If End User is transmltlmg CHHS data containing . .
Confidenlial Data between applications, the Contractor attests the appiications have
been evalualed by an expert knowledgeable in cyber secumy and that said

2 appllcatlon s encryptlon capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb. drive, as a method of transmumng DHHS
data.

3. Encrypted Enail. End User may 6th employ email to transmlt Confidential Data if
email is encrypted and being sent to and ‘being received by émait addresses of
persons authorized to receive such information. ' .

4. Encrypted Web Site. If End User is ‘employing the Web 1o transmit Confidential
Data, the secure socket layers (SSL} must be used.and the web sne must be
secure. SSL encrypts data transmitied via a Web site.

5. File Hosting Servnces also known as File Sharing Sites. End User may not use file
hosling services, such as’ Dropbox or Google Cloud Storage to' transmit
- Confidential Data. o

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail-within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

VS. Lastupdale 1009118 ~ Atlachment A Contractor nllials L
. OHHS Information . -
. Securily Réquirements "' 9/20/2022

Page J ol 8 Date



Docusign Envelope ID: FBEFD67B-442F-441F-A277-376A265CE664

DocuSign Envelope ID: 613C1AF0-43DA-4BF(-A462-8444D4BCTAFF

* NH Department of Health and Human Services
- Attachment A
DHHS Information Security Reqmrements

wweless network.- End User must empioy a wrtual pnvate network (VPN) when
. remotely transmitting via an open wireless network.- :

9.““‘Remote User Communication. [f End User is employing remote communication to:
access or transmit Confidential Data, a virtual private network {VPN) must be
installed on the End User's mobile device(s) or Iaptop from Whlch lnformanon will be

= - 7" transmitted or accessed.

~

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol If
End User is employing an SFTP to'transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours). )

11. Wireless Devices. If End User. is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this .
‘Contract. After such time, the Contractor will have 30 days to destroy the data and any

- derivative in whatever form it may exist, unless, otherwise required by law or permitted
under. thtS Contract. To this end, the parties must:

A.. Retention

4. The Contractor agrees it will not store, transfer or process data. collected in
© conhection with the services rendered under this Contract outside of the United
States. This physical location requ:rement shall also apply in the implementation of
cloud computing, cloud service or .cloud storage capabllmes and mcludes backup-
data and Disaster Recovery Iocahons

2. The Contractor agrees to ensure proper security monutormg capabilities are in :
- place to detec! potential security events that can impact State of NH. systems
and/or Departmeni confidential information for contractor provided systems.”

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protectlng Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Conﬂdentlal Data
in a secure Iocatlon and identified in sectlon IV.A2

5 The Contraclor agrees Confidential Data $tored in a Cloud must be in a

FedRAMP/HITECH compliant solution and comply with all applicable statutes and

- regulations regarding the privacy and security. All servers and devices must have

. currenlly-supported and hardened operatmg systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-matware utilities. The environment, as a -

: 25 D3
V5. Last updale 10009718 ‘ Altachment A Contractor Initials =
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whole, must: have aggressive intrusion-detection and firewall p}oteqtion.

6. The Contractor agrees to and ensures its complele cooperation with the State's
*.Chief Information Officer in the detection of any securlty vulnerab:hty of the hosting
infrastructure.
B. Disposition i '
1. If the Contractor will mamtam “any Confidential Informat:on on its systems (or its
" sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon.request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the _
Contraclor or any subcontractors as a part of ongomg emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be fendered unrécoverable via a sécure wipe program
- in accordance with industry-accepted standards for secure deletion and media
sanitization, or  otherwise  physically destroying the media (for example,
degaussing} as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media' Sanitization, National Institute of Standards and Technology, U. S.-
Department of Commerce. The Contractor will document and certify in writing at -
- time of the data destruction, and will provide written certification to the Department
" upon request. The writlen certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruct:on

2. Unless otherwise specified, within thity (30) days of the termination of this
Contract, Contractor agrees to destroy all hard coples of Conr dential Data using a
secure method such as shredding.

3. Unless otherwise specifi ed, within - tHirty {30) days.of the termi'nation of this
Contract, Confractor agrees to completely destroy all electronic Confidential Data
_'by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Conlractor agrees to safeguard the DHHS Data recewed under this Contract,* “and any
derivative data or fi les as follows :

1. The Contractor will mamtaln proper security controls to protect Department

confidential information collected, prooessed managed, andlor stored in the delivery
of contracted services.

2. The Contractor wall ‘maintain policies and procedures to protect Depariment

confidential information throughout the information lifecycle, where applicable, (from

creation, transformation, use, storage and secure destruction) regardless of the
2 media.used to store the dala (i.e., tape, disk, paper, etc.).

Ao os ;
V5. Las! update 10/09/18 ® Altachment A Contracior Inkials L
DHHS Informalion . )
Security Requirements ; 9/20/2022
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“

3. The Contractor will main'tain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential inforration
‘where applicable. T

4. The Contractor will ensyre'prc;ber security monitoring capabilities are in place to
3 . detect potential security ‘events that can impact State of NH systems and/or
- Department confidential information for contractor provided systems..

5. The Contractor will provide regular security awareness and education for its End -
- Users in support of protecting Depariment confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for-State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the. Department to sign and comply with all applicable
s State of New Hampshire and Department system access and authorization policies
©-and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized. © i

8. If the Department determines the Contractor is a Business Associate pursuant to 45

' CFR 160.103, the Contractor will execute a HIPAA Business,Associate Agreement

: (BAA) with the .Depariment and is résponsible for maintaining compliancewith the
.agreement. : ' . :

8. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the 'survey is to enable the Department and
-Contractor to monitor for any changes in risks, threats, and -vulnerabilities that may
occur over the life of the Contractor -engagement. The survey will be completed
_annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the

. scope of the engagement between the Department and the Contractor changes.

0. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire

or Department data offshore ‘or outside the boundaries of the United States untess

. prior express written consent is obtained from the Information . Security ‘Office
. - leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shal! recover from the Contractor all costs of response and recovery from

03 ol
V5. Last updaie 10/09M18 . Altachment A _ Contractor lnilials L
S F DHHS Information " .
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( .

the breach, including"buit not limited to: credit monrtorrrrg services, mailing costs and
costs assocrated with website and telephone call center services necessary due to -

' the breach

12.

Contractor. m‘ust comply with all applicable statutes and reguiatrons regarding the
pnvacy and securrty of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federa! agencies, mcludlng

-but not limited to, provisions of the Privacy Act of 1974 (SUSC. § 552a), DHHS

- Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy ‘and Security Rules {45

13.

C.F.R. Parts 160 and 164) that govern protections for mdwrdually |dent|f' able health
information and as applicable under State law.

Contractor agrees to establish and maintain appropriate adminietrative, techntcal, and

. physical safeguards to protect the confidentiality of the Confidential Data and to -

14.

15.

16.

prevent unauthorized use or access to it. The safeguards must provide a level and
scope of secuily that is not fess than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.

‘Refer to Vendor Resources/Procurement at hitps://www.nh.govidoitivendor/index.htm

for the Depariment of Information Technology policies, guidelines, standards, and
procurement mformatron relating to vendors.

Contractor agrees to maintain a documented breach notrﬁcatron and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach.immediately, at the email addresses
provided in"Section VI. This includes a confidential information breach, computer

'security incident, or suspected breach which affects or includes any State .of New:

Hampshire systems that connect to the State of New Hampshire network.

Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to

- perform their official duties in connection with purposes identified in this Contract.

The Contractor.must ensure that all End Users:

a. comply with such safeguards as referenced in" Section IV A, above,
implemented to protect Confidential. Information that is furnishied by DHHS
under this Contract from loss, theft.or inadverient disclosure.

b. safeguard this information at all times.

¢. ensure that lapiops and other electronic devices/media contalnlng PHt Pl, or
PF| are encrypted and password- protected

-d. send emails containing Confidential Information only if encrypted and being
sent to and being received by emall addresses of persons authorized to
“receive such information.

. . A, ) =] — D3
- V5. Last update 10/09/18 - Altachment A - Contractor Inttiats
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e. limit disclosure of the Confidential Information to the extent permitted by law.

Confidential tnformation Teceived under this Contract and mdl\ndually
identifiable data derived from DHHS Data,” must be stored in an area that is
physically and technologically secure from access by unauthorized "persons _
during duty hours as well as non-duty hours (eg., door locks, card keys,
biometric identifiers, etc.).

g. " only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information; and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
storéd on portable media as required in section IV above.

. h in all other instances Confidential Data must be maintained, used ard
' disclosed -using appropriate safeguards, as determined by a risk-based
assessment of the curCumstanoes mvolved

. I understand that their user credentnals (user name and password) must not be
T shared with anyone. End Users will keep their credential information secure.
: This applies to credentials used to access the szte directly or indirectly through
- athird party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compl;ance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidentia! Data
is d:sposed of in-accordance with this Contract. A

e
Ly -

V. 'LOSS REPORTING "

. The Contractor must notify the State's Privacy Officer and Security Off icer of any

Security Incidents and Breaches immediately, at the email addresses provided m
Section VI, ;
The Contractor must further handle and report Incidents and Breaches involving PHI in

. .accordance with the agency’s documented Incident Handhng and Breach: Notification
procedures and in, accordance.with 42 C.F.R. §§431.300 - .306. In addition to, and:
notwithstanding, Contractor's compliance with all appllcable oblrgauons and procedures )

Contractor's procedures must also address how the Contractor will:
1. identify Incidents; ="y : X
. ‘Determine if personally identifiable information is involved in lncidents;‘

2
3. Report suspected or confirmed Incidents as required in this Attachment A;
4

) . Identify and convene a core response group to determine the risk level of Incidents
£ i " and determine risk-hbased responses to Incidents; and

H . D3
- L - | By
V5. Last update 10/08/18 Allachment A Contraclor Initials
B DHHS Information
Security Requirements i 9/20/2022
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5. Determine whether Breach notification is required, and, if so, idéntify appropriate
" - Breach notification methods, timing, ‘sourcée, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation

. measures. - ‘ ;

; Incidents and/or Breaches that implicate Pl must be addréésed

applicable, in accordance with'NH RSA 359-C:20. ~
. £
= = V. -PERSONSTOCONTACT
) A. DHHS Privacy Officer:”
OHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov

&
V5. Lesl update 10¢09/18 A Attachment A
3 y DHHS Informalion
Security Requirements
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State of New Hampshire
Department of Health and Human Services
Amendment-#1

This Amendment to the Fuel Asssstance Outreach contract is by and between the State of New Hampshire,
- Department of Health and Human Services ("State" or "Department") and Tri-County Community Action
Program, Inc. (“the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on October 19, 2022 (Item #5C), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract, and in consideration of certain sums specified: and

" WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executlve Council; and

NOW THEREFORE, in consideration of the foregomg and the mutual covenants and condmons contained
in-the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Modify Data Sharing Agreement No. 2022-029 Section VIII, A. Effective Date, to read:
A. Effective Date: This Data Shanng Agreement shall become effectlve October 1, 2024 upon
approval of the Governor and Executive Council.

2. Modify Data Shan_ng Agreement No. 2022-029, Section VIIl, B. Duration, to read:

B. Duration: The duration of this Agreement is from the Effective Date through October 1, 2028:

| | Cns
Tri-County Community Action Program, Inc. ; ) Initials

58-2023-DEHS-04-FUELA-05-A01 Page 1of3 I Date
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All terms ahd conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective October 1, 2024, upon-Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below, -

" State of New Hampshire i .
Department of Health and Human Services

E;o;:uSigncd by:

& ‘.L'_/ | ,

7/12/2024 - ' ‘\L-vm?‘j‘?\k
' : 14
Date Name: Karen Hebert

Title:

Division Director

Tri-County Community Action Program, Inc,

DocuSigned by’

/82024 Sanne Fobillard }
. ADFFTB1065ADACY...
Date : . Name: Jeanne Robillard
Title: . o

Tri-County Community Action Program, Inc.
$8-2023-DEHS-04-FUELA-05-A01 Page 2 0f 3
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i s . .
The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and

execut_ion.'
OFFICE OF THE ATTORNEY GE_NERAL
: R DocuSigned by:
7/17/2024 : ‘ﬂﬂm Gunnno
Date I ., @ Name: Robyn Gvarino

Title Attor;ney

| hereby certify that the fbregoing Améﬁdment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:.
Title:

Tri-County Community Action Program, Inc.
© §5-2023-DEHS-04-FUELA-05-A01 : Page 3 of 3
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State of New Ha}ﬁpshire
Department of State

CERTIFICATE

I, David M. Scanlun, Secretary of Stale of the State of New Hampshire, do hereby certify that TRI-COQUNTY COMMUNITY
ACTION PROGRAM. INC. (TRI-COUNTY CAP) is a New Hampshire Nonprofit Corporation registered to transact business in
" New Hampshire on May 18, 1965. I further certify that all fees and documents required by the Secretary of State’s office have

been received and is in.good standing as far as this office is concerned,

- Business |D: 63020
Certificate Number; 0005774957

IN TESTIMONY WHEREOF.

[ hereto set my hand and causc 10. be affixed
the ‘Scal of the State of New Hampshire,
this _lOth day of May A.D. 2022.\

David M. Scanlan

" Seeretary of State
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CERTIFICATE OF AUTHORITY

l, Sandy Alonzo | ______ hereby certify that:
(Name of the elected Officer of the Corporation/LLC; cannot be conlract signalory)

1.1 am a duly elected board chair of __Tri-County Commuﬁity Action Program, Inc__ .
; - (Corporalion/L.LC Name) o

2. The following is a true copy.of a vote taken at a meeting of the Board of Direclorslshareholders.,'duly called and
held on _June 27th__ ., 2023__, at which a quorum of the Direclors/shareholders were present and voting.
{Date) ‘ : :

VOTED: That Jeanne Robillard CEO, Randall Pilotte CFO, Brénda Gagne CPO___ (may list more than
one person) - : ok ' g *
- (Name and Title of Contract Signatory)

is duly authorized on behalf of Tri-County Community Action Program, Inc. _ to enter into contracts or agreements

with the State o
(Name of Corporation/ LLC)

of New Hampshire -and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may In his/her judgment be desirablg or necessary to effect the purpose of this vote. - )

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any

" limits on the authority of any listed individual to bind the corperation in contracts with the State of New Hampshire,

all such limitations are expressly stated herein.

" Dated: -} M ﬁ/ﬂf""“\f/
ae _'J"Q_‘BA . _ ] Signature o@iﬂeﬁﬁﬁmﬂr-

Name; San onzo
Title: Board Chair

>

Rev. 03/24/20
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ACORD’ CERTIFICATE OF LIABILITY INSURANCE - o '

THIS CERTIFICATE IS [SSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE MOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POUICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S}, AUTHORIZED
' REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

[ EPORTANT: W the cortilicats holdar & an ADDITIONAL INSURED, the policy(les) must havo ADDNTIONAL IMSURED perovisions or be endorsed.
H BUBROGATION (S WAIVED, whhﬂnlhe&muﬂeonﬂﬂmudhpoﬂq,mmpdhmmmmmm A siatoment on

] mmmmmmmmmmmlmmmmmamamnm;

PRODUCER . . 5 Lindsey Goodrich
Croes tnusmnoo-Manchestes ' (PRGHE 1B0) 6601218 6 (603) 64333 |
100 B Skeet - i | AnomEss: manch.certeficrocsagenoy.coen
ez H SIESURERTS: APPCR NG COVERAGE ' A 9
Manchester - NH 03101 iMsimen 4 Phitadeiphia indemnity brs Co . 18058
[T : ; HaUmER® ; GO Stin Henlth Crre mnd Muman Scrvices Seb
Tri-County Community Adion Progras, inc R,
. 30 Exrtmngn Strest _ DELLIRER D :
INSURERE :
Bertin : NH GI570 SRERE: ;
COVERAGES CERTIFCATE NUMBER: _ 2-25AlLnes REVISION NUMBER:

THIS I5 TO CERTIFY THAT THE POLICIE'S OF INSLARANCE LIS TED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLIGY PERIOD
BIDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUNENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY B8E ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICE'S DESCRIBED HEREIN IS BUBXECT TO ALL THE TERMS,
EXCLLUSIONS AMD CONDITIONS OF SUCH POUCIES. LIMITS SHOWH MAY HAVE BEEN REDUCED BY PAID GLAIMS.

AR T POUEYERF | POLIEY DXF
L TYPE OF DNAURANCE w30 wvo 1. POUCY NUMSR | AEOYYYY) LaaTs
D] comsERtAL cEcERAL LASILITY : EALH OOCLIRAENCE g 1.000.000
ONIE TORER
] cumsuce >4 ocern | PREMEEN T pcorrergay |3 100000
|| - _ MED BXP (Any e pursery | 3 8:000
A PHPK2571041 OTOU2024 | 070012028 [ rariin 2 swecnmy |4 1.000.000
CENUACCREGATE LT APPLES PER. CENERAL MIGREQATE s 3,000,000
poucy [ ]2% [Jece PROCUCTS- CoMpopaca | ¢ 3.000.000
OTHER: HE i Professionad Linhikty $ 1,000,000
AUTOMOES & LABILITY ; $ 1,000,000
I5q avv o i BOOILY SLURY {Par parserny |
A s oot | PHPK257 1543 | OTOW2024 | GT/012028 [ BOOILY NASRY (Pur weciderty | §
o = « o VRV Gl
] AUTCR OoeLY ATOB Gy | (Por pesieet L
'
UMBRELLALAS | ] i ' EACH COCLRRENCE 3 2.000,000
A | 2] xcessuns CLAMSMADE PHUBATO344 ) 0702024 | 07012025 |  ~eneote s 2,000,000
o | D] revewmon s 10.000 : - s :
WORKERS COMPENSATION BT
[AMD FRM_OYERS LIARE ITY viu Xt | 1" YT
B o BTN [1]|wea HCHS2240000575 (Xa.) NH 01012024 | 01012028 |[ELEACHACCORNT 3
{Madnry s HH) . EL_ONSEASE . EA EupLovee | ¢ 1000000
[} ctes Bot sovéir i — 1,000,000
FEPTION OF OPERATIONS batow EL DetEasE . poucyimar fg 1
i

DESCRIPTION OF OPERATIONS { LOCATIONS ! YEHICLES (ACORD 101, Advittisnel Remarhs Schaduls, uty be sceathid ¥ mtes spvacs by maculrady
Refer to polioy for exdtesiorary endonsements and gpecial prowigions,

CERTIFICATE HOLDER : CANCELLATION

BHOULD ANY OF THE ABGVE DESCRIEED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN
Coréracts & Procurerment ACCORDANCE WITH THE POLICY PROVISIONS.

DHHS . Siaie of NH
AUTHORIZED REPRESENTATIVE

129 Pieizant Street . .
Concord . "NH 63301 W\%@
|

~

O 1988-2016 ACORD CORPORATION. All rights reserved.
ACORD 25 (2018/03) ' The ACORD nama and logo &ro registered marks of ACORD

- -
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'STATE OF NEW HAMPSHIRE | =0
DEPARTMENT OF HEALTH AND HUMAN SERVICES :
¥yt DIVISION OF Eco;'\romc&,ﬂousmg STABILITY
Lot A. Shiblactte ' : . 129 PLEASANT STREET, CONCORD, NH 63301 -

"Commissioner - ] .. 603-270.9474_ 1-800-852-3345 Ext. 9474 :
Fax: 603-2714230 TDD Access: 1-800:735-2964 . www.dhhs.uh.gov

. Kareo E Hebert.

‘Director
. Septemb,etl":j 2022
. His.Excelléncy, Governor Christopher T. Sununu :
-, _@and'the Honorable Council. =~ '
State House ; )
‘Concord, New Hamipshire 03301 :
REQUESTED ACTION

. AuthoriZe the' Department of Health and Human Services, -Divisiori of Economic :and
Housing Stability, to enter irito Sole Source data sharing agreements (DSA) with the-Contractors
-listed"below to share basic individual ‘contact information so.that the Contractors.can contact’
families to discuss their eligibiiity for energy assistarice and assist them with applying,-at no cost,
with:the _option to renew:for. up to four. (4) additional. years, effective :October 3, 12022, or

upon Governor and Council approval, whichever is later. through October 1,:2024. .

- Contractor Name

'Corﬁﬁﬂniif A'ction-'Pi'o‘g'ram of Belknap and Marrimack Counties, Inc.

_Squf(he,rhi I}levé“Hanpshi}re Servicgs, Inc.

“Southwestem Community Services,Jnc.
‘Community Aciion Partership of Sirafford Caunly
[TCounty Community Action Program, T,

o EXPLANATION |

This request [s Sole Source becatisé the five (5) Community Action Programs .(CAPs)
currently “assist’ faniilies ‘with both enérgy assistance and ‘Supplemental "Nutrition Assistafice
Program_ (SNAP) benefits throughout New Hampshire and are theréfore uniquely qualified to
utilize this data to expand efforts to provide energy assistance to families. d

_The Departiment is presenting this request to' the Governor and ‘Gouncil ‘because the
Department has multiple contracts and/or agreements with the Coniractors listed above in State
Fiscal Year.2023; the total amount of the. multiple agreements is at or above the appiicable G&C
approval thresholds set forth in‘Manual of Procedures 150 and therefore this" action requires
Gaovernor.and Council dpproval. R ' ;

The CAPs clrrently administer eligibility for the Low Income Home Energy-Assistance
(LIHEAP) program. The purpose of this request is-to help. families and individuals, with their
consent, currently utilizing SNAP benefits become aware of energy -assistance programs. they
may be eligible for, 80 they ¢an benefit from these cost-savings. Additionally, the Contractors will
also discuiss SNAP benefits that the individuats may qualify for if they already feceive LIHEAP.
benefits. Both SNAP and LIHEAP are 100% federaily funded benefits. '

The Depariment o'/_f_fehhh and Human Services' Mission is fo join communities and fomities
In providing opportunities for cilizens to achisve health gnd indepchence:

-

R
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"His Exceliency, Governor Chaistopher T. Sununu ‘ _
. and the Honorable Councl it
Page 2 6t 2 i = -

The Contractors will utilize basic contact: mformatlon including names, malling/residential
‘addresses, e-mail addresses, and/or telephone numbers, prowded by the Department for
_individuals receiving SNAP benefits to make them aware of fuel assistance options.

As refe_renced in the attached Data Sharing Agreement, "Duration’ of Agreement .
and Additional- Terms,” Subsection B, the parties have the option to extend the
agreements for up to four .(4). additional years, . contingent upon satisfactory delivery of
sennoes agreement of the parties, and Govemor and Council approval. .

Should lhe Governor and COUHCII not authon.ze this reques!, families who utilize SNAP
benef' ts may not reahze that théy also could have access to fuel assistance benefits.

. Respectfully submntted

\ :f;'..".\wquodV
Shibinette

Commlsswner
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DATA SHARING-AGREEMENT BETWEEN
STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN
 SERVICES

AND
TRI-COUNTY COMMUNITY ACTION PROGRAM
FOR .
DATA SHARING AGREEMENT No. 2022-029

1. PURPOSE, AND LEGAL AUTHORITY
A. Purpose

- This Data Sharing Agreement including all definitions, and Attachment A DHHS -
‘Information Security Requirements (Agreement) establishes the terms, conditions,
safeguards, and procedures under which the State of New Hampshire Department of
Health and Human Services, Division of Economic and Housmg Stability (CHHS),
agrees'to share Confidential Data, as defined herein and in Attachment A, with Tri-
County Community Action Program (Contractor), (Collccuvely, the “Parties™).

Use of the DHHS Confidential Data shared with Contractor under this Agreement is .
limited to the following: DHHS shall share the name, ma:lmg/remdenual address,

and e-mail address and/or phone number of recnplents of the Supplementa!

Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/

famlhes of their potential eligibility for Fuel Assistance. Pammpatlon by SNAP
‘recipients is voluntary and the DHHS shall ensure all individuals sign a written

consent form 1o share their personalty identifiable information with Contractor.

B. Legal Authonty Ty '2 &
~ Thi§ Agreement supports the responsibilities of thc Pames and is permissible”

pursuant to 7 CFR 272.1(c)(1)(1), which states that the Contractor must be i
-"dlrectly connected with federaly- assisted State programs providing assistance on

a means-tested basis to low income individuals.” This Agreement is established to

ensure compliance with all applicable. state and federal confidentiality and privacy
laws and regulations. B 7 E

I. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO
* CONTRACTOR.

* ‘CONTRACTOR agrees the Confidential Data provided by DHHS listed below shall be
restricted to the following use: i
Confdentnal Data will be used only to contact SNAP recipients to notify them
of their potential eligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter. There will be no metric on frequcncy or success of

contact.

Contractor shall make no other use or disclosure of the data.
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Data will be purged for those individuals declining these services or who do
not respond after ninety (90) days of inactivity.

e

A Soﬁrce or Systems of Records

DHHS shall provide Confidential Data from the foliowing systems of records: -

1. CSV Excel File (no database use; just an excel file with basic- contact
-information) : :

B. Data Elements Involved
- The Data DHHS will be providing to Contractor is limited to the following;

I. Client first name and last name;
" 2. Client mailing/residential address;
3. Client e-mail address; and .
4. Client phone number.
CONTRACTOR and DHHS agree that the DHHS Conf’ dential Data requested and
" provided in this Agreement is the minimum necessary to achieve the goals of the request.

Il OBLiGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA

i . Uponreceiptof a vahd signed consent from the SNAP chcnt DHHS will provide basic
i " contact information to Contractor for SNAP clients, to assist in leaming about Fuel
+ Assistance Program options. This data may include: :
[. Client first'name and last nameé;
2. Client mailing/residential address _
3. Client e-mail address; and : £
4. Chem phone nimber.

. OBLIGATIONS OF CONTRACTOR AND END USERS RELATING TO THE
CONF’IDENTIAL DATA

In addition to those obligations included in Anachment A, DHHS Information Security

Requirements of this Agreement, Contractor agrées that it shall meet all federally
required standards. &

V. COSTS -

No funds will be exchanged under this Agreement. The parties agree to absorb their
respective costs associated with the Agreement. Each party shall bear and be responsible
solely for its own costs and expenses necessary to comply with this Agreement with the

- exception of any costs and expenses owed by the Contractor for data breaches further
described in Attachment A, the DHHS Information Security Requirements.
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+ VL OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR
INCIDENTS

In addition to the obligations in Attachment A, in the event of a breach, Contractor
_agrees -to cease using and return and/or destroy all Confidential Data and
Derivative Data and any copies in its possession, and to arrange for the return of
all Confidential or Derivative Data in the possession of any contractor or third
party, immediately ‘'upon notice from DHHS. Contractor- agrees to . certify
destruction of the data within 30 days of the termination of this Agreement

VIII. DURATION OF AGREEMENT AND ADDITIONAL TERMS

A." Effective Date: ThlS Data Shanng Agréement shatl become effectwc upon
-approval of thc Govemor and Executive Council. i

. B. Duration: The duranon of this Agreement is from the Effective Date through
 October 1, 2024 Par The Parties may extend the Agreement for up to four (4)
years, contingent upon. approval of the Govemor and Execunve Coungil., o

C. Amendment: The Parties agree to modlfy or negotiate an amendment to this’
Agreement as needed to address changes in policy, fiscal issues, changes in law or
" regulation relating to information security, and specific safeguards for.maintaining
B confidentiality or as necessary to comply with the tequirements associated wnh the
safcguardmg of Confidential Data.

D. Chowc of- Law and Forum: This Agreement shall be gow:rned interpreted, and.

. construed in accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parti_es'and their representatives,

- successors, and assigns. The wording used in the Agreement is the wording chosen

" by the parties to express their mutual intent; and no rule of construction shall be
applied against or in favor of any party. Any actions arising-out of this Agreement
shall be brought and maintained in New Hampshire Superior Couit which shall
have exclusive jurisdiction thereof. :

-t
PN

' AE.'.lndcmniﬁcaition‘. Unless otherwise exempted by law, Contractor shall hold
" harmless and indemnify DHHS and its officers and employees from and against all
claims, liabilities, and costs arising from any incidents or breaches of the data.

. F._Termination:-Either party: may untlateratly terminate this Agreement upon
written notice to the other party,.in which case the termination shall be effective 30
days ‘after the date of that notice or on a later date specified in the notice. In the
event that DHHS has cause to believe that the Contractor has violated a term of the
Agreement, DHHS reserves the right 10 1mmcd|atcly terminate this Agreement

“upon written notice and Contractor shall dt_:stroy the data and provide an attestation
of its destruction to DHHS, or return the data to DHHS within the 30 days.

In the event that any Confidential Data or denvative data cannot be destroyed upon
termination, the privacy and security requirements of this Agreement shall survive the
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- 'workers’ compensation or other emolumerits provided by the State to its employees.

below.

‘L. Headings. The headings throughout the Agreement are for reference purposes only,

A

termination or eatpiralion of this Agreement, and the data shall be maintained according
to-the Agreement and as required under applicable law, until it can be destroyed.

No failure by the DHHS to enforce any provisions hereof, after any event of default §F13ll
be deemed a waiver of DHHS’s rights with regard to that event, or any subsequent event. -

state to enforce each and all of the provisions hereof upon any further or other event of
default on the part of the Contractor. ' -

G. Contractor’s Relation to DHHS. In the performance of this Agreement
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor

.an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees,

agents or members shall have authority to bind the DHHS or receive any benefits,

H. Assignment/Delegation/Subcontracts. The Contractor shall not assign, or otherwise
transfer any interest in this Agreement. .

L. Insurance Coverage. The Contractor shall, at its sole expense, obtain and continuously
maintain in force, and shall require any subcontracior or assignee to obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death
of property damage, in'amounts of not less than $1,000,000 per occurrence and
$2,000,000 aggregate or excess. k C

-

-1 Notice. Any notice by a party hereto to the other party shall be deemed to have been
 duly delivered or given at the time of mailing by certified mail, postage prepaid, in a

United States Post Office addressed to the parties at the addresses or email addresses,

K. Third Parties. The parties hereto do not intend to benefit any third parties‘and this

- Agreement shall not be construed to confer any such benefit. : 3 A

and the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agreemeni..

M. Severability. In the event any of the provisions of this Agreement are held by a court

+ of competent jurisdiction to be contrary to any state or federal law, the remaining

provisions of this Agreement will remain in full force and-effect.

N. Entire Ag'recment. This Agreement, which may be executed in a number of
counterparts, each of which shall be deemed an original, constitutes the entire agreement
and understanding between the parties, and supersedes all prior agreements and
understandings with respect to the subject matter hereof. :

. No-express failure to enforce any event of default shall be deemed a waiver of right of the
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IX. PERSONS TO CONTACT

DHHS contact program and policy:
Debra E. Sorli
Admtmstrator v
a: ... Bureau of Family Assnstance
W Debra e.sorli@dhhs.nh.gov
o8 DHHS contact for Information Secunty, anacy,
. . Data Management, or Data Custodian issues:
DHHS InformationSecurityOfficef@dhhs.nh.siov

X. APPROVALS

CONTRACTOR contact official:

, The authonzcd Contractor program official, whose signature appears below, acccpts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective .
organization to the terms of this Agreement. :

Approved by:

W KLMMJ- 4 ceo

Jeanne Robiflard’ Date:

Tri-County Community Action Program 9/20/2022
30 Exchange §t. .
Berlin, NH 03570 & . #




s Docusigﬁ Envelope ID: 347CB38C-B0BB-4BEF-BFEF-E966F75D4E78B : A

DocuSign Envelope 1D: AF44337B-CCB!’-4346£908—CA51E0034038

s ¥ 4

The authiorized DHHS approving official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal =
agreements of any kind shall be binding or recognized, and hereby commlts their respective
organization to the terms of this Agreement. -

Approved by: Loy

—: DocySigned by =
3 Loren Holoot " pivision Director
i [T.FTVET | —x d X

aren Hebert i ' Date:
epartment of Health and Humnn Services 9/20/2022
' ivision for Economic and Housing Stability %
= 129 Pleasant St, Concord NH 03301

ATTORNEY G‘EN.ERAL contact c_)fﬁcial:

The authorized Attorney General official; whose signature appears below, adcepté and expressly
agrees to'the terms and conditions expressed herein, and, confirms that no verbal agreements of

.. * any kind shall be binding.or recognized, and hereby commits their respective organization to
the terms of this Agreement. : &

Approved by:
Docusipnes by:

?h'.jﬂ. Quinnno

S

Attorney

New Hampshire Attorney General - ' Date: -

33 Capital Street 9/21/2022
Concord, NH 03301 : L
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& ; NH Department of Health and Human Serwces

Attachment A.
DHHS Information Secunty Requurements

A: Definitions o

The following terms may be reflected and have the described meaning in this docurﬁeln;: ,

1. 'Breach® means the loss of control, compromise, unauthorized disclosure,
“unauthorized acquisition, unauthorized access, or any similar term referring to -
situations where persons other than authorized users and-for an other than
authorized purpose have access or potential access 1o peérsonally identifiable
_information, whether physical or electronic. With regard to Protected Health
Information, * Breach" shall have the same meaning as the term “Breach® in section
164.402 of Title 45, Code of Federal Reguiahons

2 “Computer Secunty Incident® shall have the same meamng *Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident

b Handling Guide, National Institute of Standards and Technology U.S. Department
* ofCommerce

3. ““Confidential Information™ or “Confidential Data” ‘means. all confidential information
. disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information inciuding without limitation, Substance - *
Abuse Treatment Records, Case. Records, Protected Health Information and
Personally Identifi able Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services, (DHHS) or accessed in. the course of: performmg contracted
services - of which collection, disclosure, proteciion, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to-
‘Protected Health Information (PHI), Personal Information (Pl), Personal Fmancual,
Information (PF1), Federal Tax Information (FTI), Social Security Numbers {SSN),

Payment Card Industry (PCI) and or other sensitive and confidential information.

4. "End User” means any person or enlity {e.g., contractor, contractor's employee
business associate, subcontractor, other downstream. user, etc.) that receives
DHHS-data or derivative data i in accordance with the terms of this Contract. )

5. “HIPAA" means the Health Insurance Ponablhty and Accountabmty Act of 1996 and the.
regulat:ons promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or |mphed security pollcy
-which ‘includes attempts (either failed or successful) to galn unauthorized access to 2

system or its data, unwanted disruption or denial of service, the unauthorized use of -
a system for the processing or- storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
i consent. Incidents include the loss of data through theft or device misplacement, toss

i - or misplacement of hardcopy documents, and misrouting of physical or electronic

s
VS. Last updale 10705118 . Altachment A Contractor Injtials ﬁ
3 DHHS Information :
Security Requirements . 9/20/ 2022

- Page1ol 8 Date
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NH Departme'nt of Health and Human Services
' Attachment A |
DHHS Information Security Requirements

7.

mail, all of which may have the potential 1o put the data at risk of unauthorized
access use, disclosure, modification or destruction.

“Open ereless Network” means any network or segment of a network that is
not deSIgnaied by the State of New Hampshire's Department of Informatlon

Technotogy or delegate as a protected network (designed, tested,  and

approved, by means of the State, to transmit) will be considered an open
network and nol adequately secure for the transmlssmn of unencrypted Pl, PFI,
PHI or confidentiai DHHS data. 42

“Personal Information” (or “Pi ) means rnformauon which can be used to distinguish

- or trace an individual's ldentlty such as their name, social security number, personal

10.

e

12.

information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,

alone, or when combined with other personal or identifying information which is linked -
~ or.linkable 1o a specific mdwndual such as date and place of birth, mother's maiden

name, elc

“Privacy Rule shalt mean the Standards for Privacy of Individually Identifiable Health

Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services. -
"Protected Health Information” (or "PHI") has the same meanmg as provuded in the
definition of “Protected Health information” “in the HIPAA anacy Rule at 45 C.F.R: §
160.103.

“Security Rule™ shall mean the Security Standards for the Protectuon of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto. .

"Unsecured Protected Health Information® meané Protected Health Information that is
not secured by a technology standard that renders Protected Heatth Information
unusable, unreadable, or, indecipherable 1o unauthdrized individuals and is
developed or endorsed by a' standards developmg organization that is accredlled by
the American National Standards Instltute »

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A Business Use and‘DiécIosure of Confidential Infcrma{ion

1.

of the Privacy and Secunty Rule. : ; i
© 2. The Contractor must not disclose any Conﬁdenhal Informahon in response to a
_ . : : - I jﬂ
V5. Last update 10/09/18 “ Altachment A~ ) Contraclor fnilials \—

o

The Contractor must not use, disclose, maintain or transmtt Confidential lnformatlon
except as reasonably necessary as outlined under this Contract. Further, Contractor;
including but not limited to alt its directors, officers, employees and agents, must not
use,. dlsclose maintain or transmit PHI in any manner that would constitute a violation

DHHS Information .
Security Requirements 9/20/2022
Page2ol9 = Dale
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5 NH Department of Health and Human Serwces
, ' Attachment A
: DHHS Information Security Requlrements

v

W

request for disclosure on the basis that it is required by iaw, in response to a .

subpoena, etc., without first notifying DHHS so that DHHS has an opporiunity to
consent.or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by addutnona! .

restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to-the Privacy and Security Rule, the ‘Contractor must be bound by such
additional restrictions and must not-disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards

_ 4. The Contractor agrees that DHHS Data or derivative there from dlsclosed to an End

User must only be used pursuant to the terms of this Contract.

5'. The Contractor agrees DHHS Data obtained under this Contract may not be used for'

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives

of DHHS for the purpose of nnSpectlng to confirm compliance with the terms of this
Contract.

.. METHODS OF SECURE TRANSMISSION OF DATA

1.

Application Encryption. If End User i$ transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have.
been evalvated by an expert knowledgeable in cyber security and that said
appllcatlon s encryplion capabilities ensure secure fransmission via the internet.

‘Computer Disks and Portable Storage Devices. End User may not use computer disks

or portable storage devnces such as a thumb drive,.as a method of transmitting DHHS
data.

Encrypted Email. End User may only empléy email to transmit Confidential Data if
email is encrypled and being sent to and being received by -email addresses of -
persons authorized to receive such information.

Encrypted Web Site. if End User is: employing the' Web to transmit Confdentlal
Data, the secure socket layers (SSL) must be used and the web s:te must be
secure. SSL encrypts data transmitled via a Web site. .

'Flle Hostlng Services, also known as File Sharmg Sites. End User may not use file

hosting services, such as Dropbox or Googte Cloud Storage to transmit
Confidential Data. ;

Ground Mail Service. End User may only transmit Conr dential Data via certified ground

mail within the- contmental U.S. and when sent to a named mdlvadual
Laptops. and PDA. If End ‘User is employmg portab!e dewces to transmit

. Conﬁdential Data said devices must be encrypted and password- protected, '

Open ,\Mre!eés Networks. End User may not transmit Confidential Data via'an open

V5. Last update 10409118 Aftachment A ' Contracior Intiats C _

. DHHS Information

Securlly Requirements : - 9/20/2022
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NH Department of Health and Human Services
Attachment A
DHHS Information Security Requirements

10.

1.

wireless network. Erd User must employ. a virtual pnvate network (VPN) when

-remotely transmitting via an,open wireless ‘network.

Remote User Comniunication. If End User is employing remote communlcabon to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile dewce(s) or laptop from which information will be
transmitted or accessed. i

SSH File Transfer Protocol (SF.TP-), also known as Secere File Transfer Protocol. If
End' User is employing an SFTP to transmit Confidential Data, End User will

- . structure the Folder and access privileges to prevent inappropriate disclosure of

information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (| e Conﬂdentlal Data will be deleted every 24

.hours)

Wireless. Devices. If End User is transmitting Conf dential Data via wireless devices, all
data must be encrypted to prevent inappropriate dssclosure of information.

RETENTION AND DISPOSITION OF IDENTI FIABLE RECORDS

The Contractor wil only retain the data and any derivative of the data for the 'duraiton ‘of this
- Contract. After such time, the Contractor will have 30 days to destroy the data and'any

derivative in whatever form it may exisl, unless, otherwuse requ&red by law or permitted
under this Contract. To'this end, the parties must :

CA

Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the ‘services rendered under this Contract outside of the United
‘States. This physical location requirement shall also apply in the implementation of
cloud compuling, cloud-service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security momtorlng capabilities -are in
place to detect potential- secuiity events that can impact State of NH systems
and/or Department confidential mformahon for contractor provuded systems.

. 3. The Contractor agrees to prowde security awareness and education for its End '

Users in support of protecting Department confidential infarmation.

. 4. The Contractor agrees to retain all electronic and hard copies of Confidential Data

in a secure location ahd identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and- hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

1 ' w . i ' 0s
V5. Last update 10/09/18 . Attachment A Contractor Inillals [;
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1.

IV. PROCEDURES FOR SECURITY

b

‘whole, must have aggressive intrusion-detection and ﬁrewall protec@ion'.

The Contractor agrees to and :enéU(és its complete cooperation with the State's
Chief Information Officer in the detection of any secUrity vulnerability of the hosting
infrastructure. = e ’

7 ¥

" B.. Disposition

If the Confractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will' maintain a documented process for
securely disposing of such data upon request or contract termination: and will
obtain’ written certification for any State of New Hampshire data destroyed by the
Contractor or any subconiractors as a part of ongoing, emergency; and or disaster
recovery operations.. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a_secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication' 800-88, Rev 1, Guidelines
for Media Sanitization, ‘National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at -
time of the data destruction, and will provide written certification to the Department
upon request. The wriitten certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointty
evaluated by the State and Conlractor prior to destruction.

Unless otherwise specified, within thirty (30) days,;of the termination ‘of this |
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a

* secure method such as shredding. - !

Unless pthemise'speéiﬁed, within thirty' (30) days of the termination of this -
Coritract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

-

A. Contractor agrees to safeguard the DHHS Data received unde-r this Contract, and any
derivative data or files, as follpws: ) _ !

y

1. The Contractor will maintain proper security controls to protect Department

confidential information collected, processed, managed, and/or stored in the delivery
-of contracted services. ;

- The Contractor will maintain policies and ‘procedures to protect Dep'artment

; 2.
confidential information throughout the information lifecycle, where applicable, (from
.creation, transformation, Use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.). '

o J . ! D3

. o » | 3
V5. Last update 10/09/18 Allachment A : Contractorinitlals \ . |
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"10.

11.

The Contractor will maintain appropnate authentication and access controls to
contractor systems that collect, transmrt .or stare Department confidential information
where applicable. 3

. The Contractor will ensure proper security monrtorlng capabmtres are in place to
detect potential security events that can impact State of NH systems and/or
.Department confidential rnformatron for contractor provided systems

The Contractor will provide regular security awareness and education for.its End
Users in support of protecting Department confi dential mformatron

If the Contractor will be.sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including. breach notrf cation requrrements

The Contractor wr[l work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as par of
obtaining and maintaining ‘access to any Department system(s) Agreements will be
compleled -and signed by the Contractor and any applicable sub-contractors pnor to
system access being authorized. .

If the Departmeni determines the Contractor i is a Business Associate pursuant to 45
CFR 160.103, the, Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for' maintaining compllance with the
agreement. ; :

The Contractor wiII work with the Department: at its reqiest to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in rigks, threats, and vulnerabilities that may

. oceur over the life of the Contractor engagement. The survéy will -be completed ..

annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement betwéen the Department and the Contractor changes. ’

The Contractor will not store, knowrngly or unknowingly, any State of New Hampshire
or Department data offshore or-outside the boundaries of the United States unless
prior express written consent is obtained from the Informatron Security Office
leadership member within the Department.

Data Security Breach Liability, In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.

The State shall recover from the Contractor all costs of response and recovery from

) D3
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the breach, incliuding but not limited to: credit monitoring services, mailing costs and’
costs associated with website and telephone call center services necessary due to .

the breach. - _ ;

12.

* but not limited 1o, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS ..

13.

TS

“Contractor must c'omply with ali applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other -respects

maintain the privacy and security of Pl and PH! at.a leve! and scope that is not less

than the level and scope of requirements applicable to federal agencies, including,

Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health

information and as applicable under State iaw.

Contractor agrees to establish and maintain appropriate administrative, technical and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is.not less than th:e level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Referto'Vendor Resources/Procurement lat https:/Awww.nh.gov/doit/vendor/index.htm
for the Depariment of Information Techrlmology policies, guidelines, standards, and
procurement information relating to vendors. g

Contractor agrees to maintain a docqmented breach notification and' incident
response process. The Contractor will potify the State's Privacy Officer and the

State’s Security Officer of any security breach immediately, at the email addresses
. provided in Section VI. This includes a confidential information breach, computer

security incident, or suspected breach which affects or inciudes any State of New

_ Han_]pshire systems that connect to the State.of New Hampshire network.

- 15.

16.

D3
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Contractor must restrict access to the [Confidential Data obtained under this .

e

Contract to only those atithorized End {Users who need such DHHS Data to . ™

berfoujm their official duties in connection with purposes identified in this Contract.

The Contractor must ensure that all End Users:
a. comply with such safeguairds as referenced in Section IV A. above,

implemented to protect Confidential Information that is furnished by DHHS . -

under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times. - y

. .. énsure that laptops and other elecp'onic devices/media containiri'g PHi,’ Ploor.

PF! are encrypted and password-protected. -

"d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information. :

1
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limit disclosure of the Confidential Information to the extent permitied by taw.

- Confidential Information received under this Contract and individually

identifiable data derived from DHHS Data, musi be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as. well as non-duty hours (eg door locks, card keys;
biometric identifiers, etc.). ‘

only authorized End Users may transmit the Conf dential Data, including any
“derivativé files containing personally identifiable information, and in al cases,
such data must be encrypted at all times when in transit, .at rest, .or when
stored on portable media as required in section |V above.

in all other instances Confidential Data must be maintained, used and
disclosed using appropriale safeguards, as determined by a risk- based
assessment of the circumstances involved.

understand that their user credentrals (user name and password) must not be
shared with anyone. End Users will keep their credéntial information ‘secure.
This applies to credentials used to access the site directly or indirectly through

£

a third party -application.

Contractor is responsrble for oversrght and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including. the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with thls Contract.

LOSS REPORTING i
The Contractor must notlfy the State's Prwacy orr icer and Secunty Oﬂ' icer of any
Security Incidents and Breaches immediately, at ‘the email addresses provnded in

. Section VI

The Contractor must further handie and’ report fncidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notifi cation

. procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and

notwithstanding, Contractor's compliance with all applicable obligations and_ procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents: -

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or.confirmed Incidents as required in this Attachment A;
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

V5. Lasi update 10/09/18 Attachmeni A - [ Conlraciorlnllials_E .
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5 Determine whether Breach notification is required, and, if so, identify appropriate,

Breach notification methods, timing, source, and contents from among different

options, and bear costs associated with the Breach notlce as well as any mitigation
i . measures. ,

O

Inc1dents and!or Breaches that implicate Pl must be addressed and reported, as
apphcable in accordance with NH RSA 359 C:20.

V. PERSONS TO CONTACT
A. DHHS Privacy Officer:
 DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer.
) DHHSInformatlonSecuntyOﬁ' ce@dhhs nh gov

t
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