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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DmSION OF ECONOMIC STABILITY

129 PLEASANT STREET, CONCORD, NH 03301
603-271-9474 1-800-852-3345 Ext. 9474

Fax: 603-271-4230 TDD Access: 1-800-735-2964 >vww.dhbs.nh.gov

July 11.2024

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Economic Stability,
to enter Into Sole Source amendments to existing data sharing agreements with the Contractors
listed below, for the Department to share basic individual contact information with the Contractors,
so they can continue to contact families to discuss their eligibility for energy assistance and assist
them with applying, at no cost, by exercising a contract renewal option by extending the
completion date from October 1. 2024 to October 1, 2028, effective October 1, 2024, upon
Governor and Council approval.

The original data sharing agreements were approved by Governor and Council on October
19, 2022, Item #50.

Contractor Name Area Served

Community Action Program Belknap and
Merrimack Counties, Inc. (Concord, NH)

Belknap and Merrimack Counties

Southern New Hampshire Services, Inc.
(Manchester, NH)

Hillsborough and Rockingham Counties

Southwestern Community Services, Inc. (Keene,
NH)

Cheshire and Sullivan Counties

Community Action Partnership of Strafford
County (Dover, NH)

Strafford County

Tri-County Community Action Program, Inc.
(Berlin. NH)

Carroll. Coos, and Grafton Counties

EXPLANATION

This request is Sole Source because MOP 150 requires all amendments to agreements
originally approved as sole source to be identified as sole source. The five (5) Community Action
Programs currently assist families with both energy assistance and Supplemental Nutrition
Assistance Program benefits throughout New Hampshire and need to utilize this data to contact
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families, with their consent, to discuss their eligibility for energy assistance and Supplemental
Nutrition Assistance Program benefits, and assist them with applying for energy assistance.

the purpose of this request is to continue to assist families and individuals, with their
consent, currently utilizing Supplemental Nutrition Assistance Program benefits, in providing
information regarding energy assistance programs they may be eligible for, so they can benefit
from these cost-savings. Additionally, the Contractors will also discuss Supplemental Nutrition
Assistance Program benefits that the individuals may qualify for if they already receive Low-
Income Home Energy Assistance Program benefits. Both Supplemental Nutrition Assistance
Program and Low-Income Home Energy Assistance Program are 100% federally funded benefits.

The Contractors will continue to utilize basic contact information, including names,
mailing/residential addresses, e-mail addresses, and/or telephone numbers, provided by the
Department for individuals receiving Supplemental Nutrition Assistance Program benefits to make
them aware of fuel assistance options.

As referenced in the original Data Sharing Agreement, the parties have the option to
extend the agreements for up to four (4) additional years, contingent upon satisfactory delivery of
services, agreement of the parties, and Governor and Council approval. The Department is
exercising its option to renew services for four (4) years of the four (4) years available.

Should the Governor and Council not authorize this request, families who utilize
Supplemental Nutrition Assistance Program benefits may not receive notification they also could
have access to fuel assistance benefits.

Area served: Statewide

Respectfully submitted,

Lobw. Weaver \
Commissioner

The Department of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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"/ is State of New Hampshire
Department of Health and Human Services

Amendment #1

This Amendment to the Fuel Assistance Outreach contract is by and between the State of New Hampshire,
Department of Health and Human Services {"State" or "Department") and Comrnunity Action Program
Belknap and Merrimack Counties, Inc. ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on October 19. 2022 (Item #5C), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract, and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
In the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Modify Data Sharing Agreement No. 2022-029, Section VIII, A. Effective Date, to read:

A. Effective Date: This Data Sharing Agreement shall become effective October 1, 2024, upon
approval of the Governor and Executive Council.

2. Modify Data Sharing Agreement No. 2022-029, Section VIII, B. Duration, to read:

B. Duration: The duration of this Agreement is from the Effective Date through October 1, 2028.

Community Action Program Belknap
and Merrimack Counties. Inc. Contractor Initials

7/8/2024
SS-2023-DEHS-04-FUELA-01-A01 Page 1 of 3, Date____
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All terms and conditions of the Contract not modified by this Amendment remain In full force and effect.
This Amendment shall be effective October 1, 2024, upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,.

7/11/2024

Date

State of New Hampshire
Department of Health and Human Services

—DeeuSlon«d by: •

— 628C6CE8164A416..,

Name: Karen Hebert

Title. Division Director

7/8/2024

Date

Community Action Program Belknap and Merrlmack
Counties, Inc.

Q
OecuSigntd by:

0C871ir43C3E4ES..

Name: Jeanne Agri

Title:
chief Executive Officer

Community Action Program Belknap
and Merrimack Counties, Inc.
SS-2023-DEHS-04-FUELA-01-A01 . Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and,
execution.

OFFICE OF THE ATTORNEY GENERAL

-OocuSigrwd by:

7/11/2024
• 746734ftdl9i_146fl_

Date Nameif^obyn cuarino
Title; Attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting'on: ' (date of meeting)

.  OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Community Action Program Belknap
and Merrimack Counties, Inc.
SS-2023-DEHS-04-FUELA-01-A01 Page 3 of 3
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State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that COMMUNITY ACTION

PROGRAM BELKNAP AND MERRIMACK COUNTIES, INC. is a New Hampshire Nonprofit Corporation registered

to transact business in New Hampshire on May 28, 1965. 1 further certify that all fees and documents required by the Secreiar>' of

State's office have been received and is in good standing as far as this office is concerned.

Business ID: 63021

Certificate Number: 0006732860

O

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

(his 8th day of July A.D. 2024.

David M. Scanlan

Secretary of State
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I. A. Bruce Carri

GQMMUNITYACTION PROGRAM
BELKNAP-MERRIMACK COUNTIES, INC. ̂
EMPOVVE'rING C O M.M U N IT! E S, SINCE 19 6 5

certifigAte of authority

Secretary. Board of Directors, hereby certify that:

1. i arri a duly.elect^ officer of.Gommunitv Action Program Belkn'ap-Merrimack Counties, Inc:

2. The following |s a true copy of a ydle.taken at a meeting of the Board of Directors; duly'calied
and held on March .14. 2024. at which a .quorum .of the Directors were preseritand voting.

VOTED: That Jeanne Agfi, Chief Executive Officer/Executive Director, Michaet Tabory,
Chief Operating Qfn.cer/Deputy Director; Jill LeSmeris^, Chief Fiscal Officer, Steveh
Grejgbire, Bud^ei^i Analyst, Christopher J Pyles, Chair, Board of Directors\are My
authorized on behalf of Community Action Program Belkhap-Merfimack Counties. Inc. to enter
into contracts or agreements with, the, .State of New Hampshire and any of its agencies or
departments and furtherJs authorized to execute any and all documents, agreements and other
instrumehts, and any amendments, revisions, or rhodifications thereto, which may in his/her
judgment be des rable of necessary to effect;the purpose of .this Vote.

3. 1 hereby certify that said yoteihas ripf been .amended.of repealed and remains in full force and
effect as of the d^ate'of the contract/contract amendment to which this certificate is attached. This
authority was valid thli^ (30) days prior to and remalns valld for .thirty (30) days from the date of this
Certificate of Authority. I further certify that it is understood that the State of New Hampshire will
rely oathis certificafe as eyideriCe that the persoh{s) listed above currently occupy the position(s)
indicated a.nd!that they have full authority to.birid the corporation. To the extent that there are any
limits on the authority of any listed ipdividual to Bind the corporation in contracts with ,the State of.
New Hampshire, all such limitations are expressly stated herein.

Dated: Signature of Elected Officer

•Rev. 3/14/2024

Uh:CAPBM COA 2024

Mailirig Address P,0.:Bo.s
Phone: 603

Name: A. Bruce Carri

Title: Secretary Board of Difectbrs.

1016, Concord, NH 03302 Administrative Office 2 Industrial Park DrK-c Concord NH
225-3295 | 1 800 856-5525 Tiy/TDD 1 800 735-2964 Fax; 603 228.-I89S

Website: capbni.orj^
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^ ACORlJ CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/OO/YYYY)

03/11/2024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER{S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed.

If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on

this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

Cross Insurance-Manchester

1100 Elm Street

Manchester NH 03101

NAME^^^ Stephanie PefPer
(603)669-3218 (603)645-4331

ACCESS- r"3nch.certs(gcrossagency.com
INSURER(S) AFFORDING COVERAGE NAICm

INSURER A; Selective Insurance Co. of SO 19259

INSURED

Community Action Program Belknap-Merrimack Counties Inc.

P.O. Box 1016

Concord NH 03302

INSURER B : Granite State Health Care c/o Midwest Employers Casua 23612

INSURER c : ^©deral Ins Co 20281

INSURER D :

INSURER E :

INSURER F :

COVERAGES CERTIFICATE NUMBER: 23-24 All; 24-25 D&O & WO REVISION NUMBER;

THIS IS TO CERTIFY THATTHE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BYTHE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

Tmj.
INSD

5DBR
WVDTYPE OF INSURANCE POLICY NUMBER

POLICY EFF
(mm/dd/yyyy)

POLICY EXP
IMM/DD/YYYY) LIMITS

INSR
LTR

X COMMERCIAL GENERAL LIABILITY

CLAIMS-MADE X OCCUR

EACH OCCURRENCE

DAMAiiE TO RENTED
PREMISES (Ea oecurrencel

S 2509940 10/01/2023 10/01/2024

MEO EXP (Any one person)

PERSONAL SADV INJURY

GEN'LAGGREGATE LIMIT APPLIES PER:

POLICY I X| jsci I X| LOC
OTHER- Professional LiabilityX

GENERALAGGREGATE

PRODUCTS - COMP/OP AGG

Professional Liability

1,000,000

1,000,000

j 20,000

1,000,000

3,000,000

3,000,000

1,000,000

AUTOMOBILE LIABILITY

ANYAUTOX

COMBINED SINGLE LIMIT
(Ea accident) 1,000,000

BODILY INJURY (Per person)

OWNED

AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLY

S 2509940 10/01/2023 10/01/2024 BODILY INJURY (Per accident)

PROPERTY DAMAGE
(Per accident)

X UMBRELLA LlAB

EXCESS LlAB

X

X OCCUR

CLAIMS-MADE

EACH OCCURRENCE
5,000,000

S 2509940 10/01/2023 10/01/2024
AGGREGATE

5 5,000,000

RETENTION $

WORKERS COMPENSATION

AND EMPLOYERS' LIABILITY

ANY PROPRIETOR/PARTNER/EXECUTIVE

OFFICER/MEMBER EXCLUDED?
(Mandatory In NH)
If yes, descfitie under
DESCRIPTION OF OPERATIONS below

Y/N

0

OTH
ER

HCHS20240000547 (3a.) NH 01/01/2024 01/01/2025
E.L. EACH ACCIDENT

1,000,000

E.L. DISEASE - EA EMPLOYEE 1,000,000

E.L, DISEASE - POLICY LIMIT
1,000,000

Directors & Officers Liability
J06511302 04/01/2024 04/01/2025

Limit

Deductible

$1,000,000

$5,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORO 101, Additional Remarks Schedule, may be attached if more space Is required)

Refer to policy for exclusionary endorsements and special provisions.

CERTIFICATE HOLDER CANCELLATION

State of New Hampshire; Department of

Health & Human Services

129 Pleasant Street

Concord NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)

©1988-2015ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE

^PEPARTMENTOF HEALTH AND HUMAN SERVICES

DiVlSlON OF ECONOMICS HOUSING STABILITY

129 PLEASANT iSTR^et. CONCORD. NH <13301
603-2?i-9474 1.800452-3345 ExL9474

Fax:603-271-4230 TDDAc<Mf: l-S06-739-2964 www.<lhfas.nh.gov .

September 1. 2022

His Excellency, Governor Christppher T. Sununu
and the Honorable Coundl

Stale House

Concord. New Hampshire 03301

REQUESTED ACTION

Authpri^ the Department of Health and Human Services, diyidbn of. Economic and
Housing Stability, to enter ihtq Sole Source data sharing agreements (OSA) with the Contractors
listed' balow to share basic indiyiduai contact Informatiori so that the Contractors can contact
farhllies to discuss their eligibility for energy assistance and assist them with applying, at no cost,
with ;the optioni to renew, for up to four.'(4) additional years, effective OctoWr 3] .2022, or
upon Governor and Council approval, whichever is later! through October 1, 2024.

Contractor Name

Corfimunity. Action.Program of Belknap and Merrimack Counties, Inc.

Southem Nevy Hampshire Services; Inc.

Spulh^stern Community Services,-Inc.

Community Action Partnership of Straffbrd County

Tri-Cdunty Community Action Program, Inc."

EXPLANATION

.this truest is Sole Source because the five (5) Community Action Programs .(CAPs)
curieritly assist fainilies wth both energy assistance and Supplemental Nutrition ̂ sistanice
Program (Sf^P) benefits throughout New Hampshire .ahd are therefore uniquely qualified, to
{hiiize this data to expand efforts to provide energy assistance to families.

The.Department is presenting this request to'the Governor and Council because the
Depaiiment has multiple contracts and/or.agreements with the Contractors listed above in State
Fiscal Year 2023; the total amouiit of the multiple agreements Is at or above the applicable G&C
approval thresholds'set forth in Manual of Procedures . 150 and. therefore this action 'require.s
Gpyerriorend Council approval.

The CAPS, currently administer eligibility for the Low Income Home Eriergy Assistance
(LIHEAP) pr^ram. The purpose of this request is to help families and individuals, with their
conseht, currently utilizing SNAP benefits become.aware of energy assistant programs they
may be eligible for, so they can benefit from these.cost-savings. Additionally, ithe Contractors will
also discuss SNAP benefits that the individuals may qualify for if they already receive LIHEAP
benefits. Both SI^P and LIHEAP are 100% federally funded benefits.

The DepqrimetU o/A/ra/t/i and Hunion Evicts'Miuian u to join communiliu and fomUiet
in providi/ig opportunities for cUizehs to ochteue health and independence.
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arKj the Horweble Councfl
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The Contractors will utilize basic contact Information, inciudlrtg names, mailing/residential
"addresses, e-mail addresses, and/or telephone numbers, provided by the Department for
individuals receiving SNAP benefits to make them aware of fuel assistance options.

As referencecl in the attached Data Sharing Agreement, Duration of Agreement
arid Additional Terms.- Subsection B. the parties have the option to extend the
agreements for up. to four (4). additional years,. contingent upon satisfactory delivery of
services; agreement of the parties, and Governor and Council approval.

Should the Governor and Cpundl not authorize this request, families who utilize SNAP
benefits may not realize that they alSo could have access to fuel assistance benefits.

Respectfully submitted.

hibinetteLon

Commissioner
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DATA SHARING AGREEIMENt BETWEEN
STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN

SERVICES

AND

COMMUNITY ACTION PROGRAM BELKNAP-MERRIMACK COUNTIES, INC.
FOR

DATA SHARING AGREEMENT No. 2022-029

I. PURPOSE, AND LEGAL AUTHORITY I

A. Purpose

This Data Sharing Agreement, including all dcfuiitions, and Attachment A, DHHS. .
Infomiatibn Security Requirements (Agreement) establishes the terms, conditions,
' safeguards, and procedures under which the State of New Hampshire Department of
Health and Human Services, Division.of Economic and Housing Stability (DHHS),
agrees to share Confidential Data, us defined herein and'in Attachment A, with
Community Action Program Belknap & Merrimack Counties, Inc. (Contractor),
(Collectively„the "Parties")!

Use of the DHHS Confidential Data shared with Contractor under this Agreement .is
limited to.the following: DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone number of recipients of the Supplemental
Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/
families of their potential eligibility for Fuel Assistance. Participation by SNAP-
recipients is voluntary and the DHHS shall ensure all individuals sign a written
consent form to share their personally idenlifiable.lnformation with Contractor.

B. Legal Authority !'•

This Agreement supports the responsibilities of the Parties and is permissible
pursuant to 7 CFR 272. l(c)(l)(i), which slates that the Contractor must be
"directly connected with federally-assisted Slate programs providing assistance on
a means-tested basis to low income individuals." This Agreement is established to '''
ensure compliance with all applicable state and federal confidentiality and privacy .

. laws and regulations.

II. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO
CONTRACTOR

CONTRACTOR agrees the Confidential Data provided by DHHS listed below shall be
restricted to the following use: '

Confidential. Data will be used only to contact SNAP recipients to notify them
of their potential eligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter.'There-will be no metric on frequency or success of
contact.
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Contractor shall m^e no other use or disclosure of the data. .

Data will be purged for those individuals declining these services or who do
not respond after ninety (90) days of inactivity.

A. Source orSystemsofRecords

. ' DHHS shall provide Confidential Data from the following systems of records:

1. CSV Excel File (ho database use; just an excel file with" basic contact
information).

B. Data Elements Involved

The Data DHHS will be providing to Contractor islimiied to the following:

1. Client first name and last name;
2. Client mailing/residential address;
3. Client e-mail address; and .
4. Client phone number., i?

CONTRACTOR and DHHS agree that the DHHS Confidential Data requested and
provided in this Agreement is the minimum "necessary to achieve the goals of the request.

in: OBLIGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA

Upon receiptof a valid signed consent from.the SNAP client, DHHS will provide basic
contact information to Contractor, for SNAP clients,.to assist in leaming-aboul'Fuel
Assistance Program options. This data may include:

Client first name anlj last name; "
2. Client mailing/residential address;
3. Client e-mail address; and

Client phone number.

iV. OBLIGATIONS OF CONTRACTOR AND END USERS RELATING TO THE
CONFIDENTIAL DATA

In addition to those obligations included in Attachment A, DHHS biformaiion Security
' Requirements of this Agreement,.Cbntractor'.agrees that it shall meet all federally
required standards..

V. COSTS

No funds will be exchanged under this Agreemerit. The parties agree to absorb their
respective costs associated with the Agreernent. Each party "shall bear and be responsible
solely for its own costs and expenses necessary to comply with this Agreement with the
exception of any costs and expenses, owed by the Contractor for data breaches further
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described in Attachment A, the DHHS Information Security Requirements.

Vi; OBLIGATIONS OF CONTRACTOR RESULTiNG FROM A BREACH OR
INCIDENTS

In addition to the obligations in Attachment A, in the event of a breach, Contractor
agrees to xease using and return and/or destroy all Confideniial Data and
Derivative Data and any copies in its possession, and to arrange for the return of
all Confidential or Derivative Data'in the possession of any contractor or third
party, immediately upon notice from DHHS. Contractor agrees to certify
destruction of the data within 30 days of the termination of this Agreement.

VIII. DURATION OF AGREEMENT AND ADDITIONAL TERMS

A. Effective Date: This Data Sharing Agreement shall become effective upon
•' approval of the Governor and Executive Council.

B. Duration: The duration of.lhis Agreement is from the Effective Date through
October 1, 2024. Par The Parties rnay extend the Agreement for up to four (4)
years, contingent upon approval of the Governor and Executive Council.

C. Amendment: The Parties agree to modify or negotiate an amendment to this
Agreement as needed to address changes in policy, fiscal issues, changes^in law or
regulation relating to information security, and specific safeguards for maintaining '
confidentiality or as necessary.to comply with the requirements asso'ciated with the .

. safeguarding of Confidential Data. '

D. Choice of Law and Forum. This Agreement shall be governed, interpreted, and
construed in accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their representatives,
successors, and assigns. The wording used in the Agreement is the wording chosen
by the parties to ex'press their mutual intent' and no rule of construction shall be
appli^ against or in favor of any party. Any actions arising out.of this Agreement
shall be brought and maintained in New Hampshire-Superior Court which shall
have exclusive jurisdiction thereof.

E. Indemnification. Unless otherwise exempted by law, Contractor shall hold
harmless and indemnify DHHS and its officers and employees from and against all
claims, liabilities, and costs arising from any incidents or breaches of the data.

F. Termination: Either pafty_may unilaterally terrninate this Agreement upon •
written notice to the other party, in which case the termination shall be effective 30
days after the date of that notice or on a later date specified in the notice. In the
event that DHHS has cause to believe that the'Contractor has violated a term of the

Agreement, DHHS reserves the right to immediately terminate this Agreement'
upon written notice^and Contractor shall destroy the data and provide an attestation
of its destruction to DHHS, or return the data to DHHS within the 30 days. '•
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In the event that any .Confidential Data or derivative data cannot be destroyed upon
tennination, the privacy and security requirements of this Agreement shall survive the
termination or expiration of this Agreement, and the data shall be maintained according
to the Agreement and as required under applicable law, until it can be destroyed.

No failure^y the DHHS to enforce any provisions hereof, after any event of default shall
be deemed a.waivcrof DHHS's rights with regard to that event, or any subsequent event.
No express failure to enforce any event of default shall be deemed a waiver of right of the
state'to enforce each and ail of the provisions hereof upon any further or other event of
default on the part of the Contractor. '

G:.Contractor's Relation to DHHS. In the performance of this Agreement
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor
an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority to bind the DHHS or r^eive any benefits,
vvorkers' compensation or other emoluments provided by the State to its employees.

H. Assignment/Delegation/Subcontracts. The Contractor shall not assign, pr otherwise
transfer any inieresl in this Agreement.

1- Insurance Coverage. The Contractor shall, at its sole expense, obtain and continuously
maintain in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death
or property damage, in amounts of not less than $ 1,000,000 per occurrence and
$2,000,000 a^egate or excess.

< •

J. Notice. Any notice by a party hereto to the other party shall be deemed to have been
duly delivered or given at the time of mailing by certifi^ mail, postage prepaid, in a '
United States -Post Office addressed to the parties at the addresses or email addresses
below.

-  f

K. Third Parties. The parties'hcreto do not intend to benefit any third parlies and this
Agreement shall not be construed to confer any such benefit.

L. Headings. The headings throughout the Agreement are for reference purposes only,
and the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agreement.*

M. Severabilitv. In the event any of the pro^sions of this Agreement are held by a court
of competent jurisdiction to be contrary to any state or federal law, the remaining
provisions" of this Agreement will remain in full force and effect.

N. Entire Agreement. This Agreement, which may be executed in a number of
counterparts, each of which shall be deemed an original, constitutes the entire agreement
and underetanding beUveen the parties, and supersedes all prior agreements and
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understandings with respect to the subject matter hereof.

IX. PERSONS TO CONTACT

DHHS contact program and poljcy:

Dcbra.E. Sorli

Administrator IV ,i

Bureau of Family Assistance
Dcbra.c.sorli@dhhs.nh.gov

DHHS contact for information Security, Privacy,
Data Management, or Data Custodian issues:

(DHHSlnformationSecuritvOffice@dhhs.nh.uov>.

)  X. APPROVALS
i  i'.' 'I-

CONTRACTOR contact official;

Jeanne-Agri, Chief Executive Officer

X

The authorized Contractor pro^am official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal -
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement.

Approved by:

^••^DoeuSlffMd by: •V*

1  Chief Executive officer

.Jeanne Agri Date:

Communit)' Action Program 9/20/2022
Belknap-Merrimack Counties, Inc.
2 Industrial Rark Drive

PO Box 1016

Concord, NH 03302-1016
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STATE contact official: 7."

The authorized DHHS approving official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms Ihat no verbal
agreements of any kind.shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement.

Approved by:

X—DMwSlgfMd by:

1  Division Director
^M»C0CeB1B4«18.. ,

Karen Hebert Date:

Department of Health and Human Services
Division for Economic and Housing Stability
129 Pleasant St, Concord NH 03301

9/30/2022

ATTORNEY GENERAL contact official:
f.'

The authorized Attorney .General official, whose signature appears below, accepts and expressly
agre« to the terms and conditions expressed herein, and confirms that no verbal agreements of
any kind shall be binding or recognized, and,hereby commits their respective organization to
the terms of this Agreement.

Approved by:

OocuS^fMd by:

Attorney
-

New Hampshire Attorney Genera! Date:

33 Capital Street 10/3/2022

Concord, NH 03301
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OHMS Information Security Requirements

A. Definitions
s

The following terms may be reflected and have the described meaning in this document:

1. Breach means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to,.
situations where, persons other than authorized users and for an other than

.I authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
.Information." Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of .Standards' and Technology. U.S. Department
of Commerce.

3. "Confidential Information" or "Confideritial Data" means all confidential informatiori
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits'and personal information including without limitation. Substance
Abuse Treatment Records. Case Records. Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all tnfotmation owned or managed by
the Slate of NH - created, received from or on behalf of the Department of Health and
Hurnan Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition Is governed by
state'or federal law. or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI). Persona! Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN).
Payment Card Industry (PCI), and or other sensitive and confidential inforrnation.

A. , "End User" means any person or entity (e.g., contractor, contractor's employee.- ..
business associate, subcontractor, other downstream user, etc.) that receives '
DHHS data or derivative data in accordance with the terms of this Contract. .

5. :"HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or inipiied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a systeni for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents Include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

vs. Last update 10/09/18 Atiachmenl A * Contraclor Initiate
•  DHHS inlomnation j

Security Requirements 9/20/2022
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mail, all of which may have the potential to put the data at risk-of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that Is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested^ and
approved, by means of the State, to transmit) will be considered ap open
network and not adequately secure for the transmission of unencrypted PI, PFI
PHI or confidential DHHS data. "

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19. biometric records, etc..
alone..or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name. etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164. promulgated under HIPAA by the United

.  States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition.of "Protected Health Information" In the HIPAA Privacy Rule at 45 C F R 6
160.103". . . ...

11. 'Security, Rule" shall mean the. Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C. and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is
not secured, by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a, standards developing organization that is accredited by

•:v the American National Standards Institute.

I. RESPdNSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Conftdential lnformation.

1. The Contractor must not use. disclpse, maintain or transmit Confidential Information
^  except as reasonably necessary as outlined under this Contract. Further. Contractor,

including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2: The Contractor must not disclose any Confidential Information in response to a
•• •' DS

nn
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request for disclosure on the basis that it Is required by law. in response to a
subpoena, etc.. without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure..

3. If, DHHS notifies the Contractor .that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to, the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI In violation of such additional
restrictions and must abide ,by any additional security safeguards. ' -

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract. ' ♦

(

METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End-. User is transmitting DHHS "data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security- and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmittino DHHS

... data. • •

3. Encrypted Email. End User may onlyemploy email to transmit Confidential Data if
email Is .encrypted end being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. |f End User is employing the Web to transmit Confidential
. Data, the. secure socket layers (SSL) must be used and the web site must be

secure. SSL encrypts data transmitted via a Web site. '

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or ■ Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via cert/ffed ground '
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
' Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. Epd User may not transmit Confidential Data via an open

—M
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting yla an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data,, a .virtual private network (VPN) must be
installed on the End User's mobile clevice(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP-folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data vwll be deleted, every .24
hours). ■

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data rhust be encrypted to prevent inappropriate disclosure of information.

III. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

the Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or. permitted
under this Contract. To this end, the parties must;

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
.. connection with the sen/ices rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery location's.

2. • The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems,
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

. 5. The Contractor agrees . Confidential Data stored in a Cloud must be in a
. FedRAMP/HITECH compliant solution and comply with at) applicable statutes and
regulations regarding the privacy and security. All servers and devices'must have
currently-supported and- hardened operating systems, the latest anti-viral, anti- '
hacker, anti-spam, anti-spyware. and anti-malware utilities. The environment, as a

-08
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whole, must have aggressive intrusion-detection and firewall protection.-
6. The Contractor agrees to and ensures its complete cooperation with the State's

Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B.- Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster

•  recovery operations.-When no. longer in-use. electronic media containing State of
New Hampshire data shall be.rendered unrecoverable via a secure wipe program
in accordance with .industry-accepted standards for secure deletion and media
sanitization, or otherwise - physically. destroying 'the media (for example,
degaussing) as described in NIST Special Publication 800^88, Rev 1. Guidelines
for Media Sanitization. ■ National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification Vyill include all, details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the Slate and Contractor prior to destruction. ■

2. Unless otherwise-, specified, within thirty (30) days o.f the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a

.  secure method such as shredding. '
■ 3. Unless otherwise specified, within thirty (30) days of the termination of this

Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as.secure data wiping..

IV. PROCEDURES FOR SECURITY ^

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or fijes, as follows;

1. The Contractor will maintain proper security controls 'to protect Department
confidential information collected, processed, managed, and/or stored in the delivery

.  of contracted'services.

2. The Contractor • will maintain policies and procedures' to-protect Department
confidential information throughout the Information lifecycle, where applicable, (from

- creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.). ^

I  ■ ■ 09
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3. The Contractor will maintain'^ appropriate authentication and 'access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable. * r

*  ' , s

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security ^events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security rareness and education, for its End
Users in support of protecting Department.confidential information. >•;

6. . If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
prograrh of an internal process or processes that defines specific security

. expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms,, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8: If the Department determines the Contractor is a Business Associate pursuant to 45
CFR. 160.103, the Contractor will execute a HIPAA Business Associate Agreernent
(BAA) with the Department and is responsible 'for maintaining compliance with the-'
agreement.

9. The Contractor will work with the Departrnent at Its request to complete a System
Managemerit Survey. The purpose of the survey is to enable-the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may

. occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the. Contractor, or the Department may request the survey be completed when the

•  scope of the engagement between the Department and the Contractor changes.

10; The Contractor will not store, knowingly or unknowingly, any Stale of New Hampshire
or Department, data offshore or outside the boundaries of the United States unless
prior express' written consent is obtained from the Information Security Office
leadership member within the Department. '•

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize' any damage or loss resulting from the breach..
The Stale shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: aedit monitoring services, mailing costs and
costs associated with website and telephone, call center services necessary due to
the breach. . •

12. Contractor must comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of,PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of,the Privacy Act of 1974 (5 U.S.C. § 552a). DHHS
Privacy Act 'Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for Individually identifiable health
information and as applicable under State law.

13. Contractor agrees-to establish and maintain appropriate administrative, technical, and
physical .safeguards to protect the confidentiality of the Confidential Data and to*
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements

:  established by the State of New Hampshire. Department of Information Technology.
Refer to Vendor Resources/Procufement at https://www;nh.gov/doit/vendor/rndex.htm
for the Department of. Information Technology policies, guidelines; standardis, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's'Privacy Officer and the
State's Security Officer of any security .breach Immediately, at the email addresses
provided in Section. VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

• 15. Contractor must restrict -access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

.  16. The Contractor must ensure that all End Users:

a. comply with such safeguards as/referenced'in Section IV A. above,
!  implemented to protect Confidential Information that, is furnished by DHHS-

under this Contract from loss, theft or inadvertent disclosure. ' .

H  b. safeguard this information at all times.'

c. ensure that laptops and other electronic devices/media containing, PHI. PI, or
PFI are encrypted .and password-protected.

d. send emails containing Confidential Information only if encrypted and being ;
sent to and being received by email addresses of persons authorized to
receive such information. ■

C—OecuSlQntd by;
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■Ts

e. limit disclosure of the Confidential Information to the extent permitted by law.
;• r f. . Confidenitial Information received urider this Contract and individually

identifiable data derived from DHHS Data, must be stored in.ari area that is
' -'v. physically and technologically secure from access by unauthorized persons

during duty hours as well as non^duty hours (e.g., door locks, card keys,
biometricldentifiers.eta). ■/ '

g; only authorized End Users may transmit the Confidential Data, including ariy
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at ail times v^rhen in transit, at rest, or when
stored on portable media as required in section IV above. '

h.. in all other instances Confideritial Data must be maintained, used and
.  disclosed using appropriate safeguards, as determined by a risk-based

assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inispections to monitor compliance with this

' Contract, -including the privacy .and security requirements provided in herein. HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract: • ■

.. . / -

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI. i

The Contriactor must further handle and report Incidents and Breaches involving PHI in ■
accordance with the agency's documented Incident Handing and Breach Notification
procedures and in accordance with 42 C.F.R: §§ 431.300 - 306. In addition to, and
notwithstanding. Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will: ■
1. Identify Incidents;

. 2. Determine if personally identifiable.information is inyojved in Incidents;

3. Report suspected or confirmed Inciderits as required in this Attachment A;
4. Identify and convene a core response group to determine the risk level of Incidents

and determine risk-based responses to lncidents;'and
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5. Determine whether Breach notification is required, and, if,so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated, with the'Breach notice as well as any mitigation
measures. •.?

Inciderits and/or .Breaches that implicate PI must be addressed and reported, as
• applicable, in accordance with NH RSA 359-C:.20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer;

DHHSPfivacy.Officer@dhhs.nh.gov

B. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov.
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State of New Hampshire
Department of Health and Human Services

Amendment#!

This Amendment to the Fuel Assistance Outreach contract is by and between the State of New Hampshire,
Department of Health and Human Services {"State" or "Department") and Southern New Hampshire
Sen/ices, Inc. ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on October 19, 2022 (Item #5C), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract, and in consideration of certain sums specified: and

WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be amended upon written •
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Modify Data Sharing Agreement No. 2022-029, Section VIII, A. Effective Date, to read:

A. Effective Date: This Data Sharing Agreement shall become effective October 1, 2024, upon
approval of the Governor and Executive Council.

2. Modify Data Sharing Agreement No. 2022-029, Section VIII, B. Duration, to read:

B. Duration: The duration of this Agreement is from the Effective Date through October 1, 2028.

Pi
Southern New Hampshire Services, Inc. Contractor Initials.
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective October 1, 2024, upon Governor and Council approval.

IN WITNESS WHEREOF,-the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Sen/ices

7/12/2024

Date

— OocuSigned by:

■ «9«rArcpiajA.iiA

Name: Karen Hebert

Title. Division Director

Southern New Hampshire Services, Inc.

7/8/2024

Date

-DocuS)gn*d by:

-DD93eFeiF0814C1

Name:^®'^"^^®® Lozeau
Title; chief Executive officer

Southern New Hampshire Services, Inc.

SS-2023-DEHS-04-FUELA-02-A01 Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

OocuSlon*<l t>y:

7/15/2024

Date Namer ̂ohyn cuarino
Title. Attorney

I hereby certify that the foregoing Amendment was approved by the Govemor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Southern New Hampshire Services, Inc.

SS-2023-DEHS-04-FUELA-02-A01 Page 3 of 3
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State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secrctar>' of State of the State of New Hampshire, do hereby certify that SOUTHERN NEW HAMPSHIRE

SERVICES INC. is a New Hampshire Nonprofit Corporation registered to transact business in New Hampshire on May 28, 1965.

I further certify that all fees and documents required by the Secretary of State's office have been received and is in good standing

as far as this office is concerned.

Business ID: 65506

Certificate Number: 0006652089

u.

O

d)

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be afiixed

the Seal of the State of New Hampshire,

this 1st day of April A.D. 2024.

David M. Scanlan

Secretarj' of State
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CERTIFICATE OF AUTHORITY

1. Orville Kerr ^ hereby certify that:
(Name of the elected Officer of the Corporation/LLC: cannot be contract signatory)

1. 1 am a duly elected Clerk/Secrelary/Offlcer of Southern New Hampshire Services. Inc. ^
{Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of.Directors/shareholders, duly called and
held on December 11 2023 . at which a quorum of the Directors/shareholders were present and voting.

VOTED: That Donnalee Lbzeau. CEO. Rvan Clouthler. COO: James Chaisson. CFO. and Cara Aliberti.
Financial Analyst (may list more than one person )is duly authorized on behalf of Southern New Hamoshire
Services. Inc. to enter into contracts or agreements with the State of New Hampshire and any of its agencies or
departments and further is authorized to execute any and all documents, agreements and other instruments, and
any amendments, revisions, or modifications thereto, which may in his/her judgment be desirable or necessary to
effect the purpose of this vote.

3.- 1 hereby certify that said vote has not been amended or repealed and remains In full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid ifor
thirty (30) days from the date of this Certificate of Authority. I further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporatipn. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in conj^cts vyitp the State of New Hampshire,
all such limitations are expressly stated herein.

Dated

/  Sj^ature of Elected Officer
NamJame: Orville Kerr

Title: Secretary

Rev. 03/24/20
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ACORO* CERTIFICATE OF LIABILITY INSURANCE DATE (MM/OO/YYYY)

03/25/2024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

representative OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(8). ' ^ '

PRODUCER

Cross Insurance-Manchester

1100 Elm Street

Manchester NH 03101

contact Djanne Soto

(603)669-3218 (603)645-4331

A^RESS- nianch.certs@cro$saoency.com
INSURERfS) AFFORDING COVERAGE NAICt

INSURER A - Philadelphia Indemnity Ins Co 18058

INSURED

. Southern New Hampshire Services. Inc.

PO Box 5040

Manchester NH 03108-5040

INSURER B - Midwest Employers Casualty Corp 23612

INSURER C :

INSURER D ;

INSURER E :

INSURER F; ' .

COVERAGES CERTIFICATE NUMBER: 24-25 SNHS REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECTTO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES- LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
LTR TYPE OF INSURANCE

rotjcSUBR
wvn policy number

POLICY EPF
(MM/DD/YYYYI

POLICY EXP
(MM/DD/YYYY) LIMITS

A

X COMMERCIAL GE4ERAL LIABILITY

E  1 X| OCCUR

PHPK2670953 04/01/2024 04/01/2025

EACH OCCURRENCE
5 1,000,000

-- CLAIMS-MAD

DALUGE TO RENTED
PREMISES /Fb o«aim!n«)l

J 100,000

MEO EXP (Any one Darson)
, 5,000

PERSONAL & ADV INJURY
J '1,000,000

GENT AGGREGATE LIMIT APPLIES PER: GENERALAGGREGATE
J, 2.000,000

POLICY 1 1 JEI^ LOC
OTHER:

PRODUCTS -'COMP/OPAGG
j 2,000,000

s

A

AUTOMOBILE LIABILITY

PHPK2670952 04/01/2024 04/01/2025

COMBINED SINGLE LIMIT S 1,000,000

X ANYAinO BODILY INJURY (Par parson) $

OWNED

AUTOS ONLY
HIRED

AUTOS ONLY

SCHEDULED

rros
N-OWNED .

BODILY INJURY (Per acddeni) s

NC PROPERTY DAMAGE
/PBracdrianll

%

A

X UMBRELLA LIAB

EXCESS LIAB

X OCCUR

CLAIMS-MADE
PHUB905859 04/01/2024 04/01/2025

EACH OCCURRENCE
J 5.000,000

AGGREGATE
j 5,000,000

DEO X RETENTION $ 10.000 s

B

WORKERS COMPENSATION

AND EMPLOYERS' LIABILITY y / N

ANY PROPRIETOR/PARTNER/EXECUTIVE
OFFICER/MEMBER EXCLUDED?
(Mandatory In NH)
If ya*. daac^be under
DESCRIPTION OF OPERATIONS bakw

N/A HCHS20240000534 (3a - NH) 01/01/2024 01/01/2025

w PER OTH-
''N STATirrE FR

E.L. EACH ACCIDENT
5 1,000,000

E.L. DISEASE - EA EMPLOYEE
5 1,000,000

E.L. DISEASE • POLICY LIMIT
5 1,000,000

A
Professional Liability

PHPK2670953 04/01/2024 04/01/2025

Each Prof Incident

Aggregate

$1,000,000

$2,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS/VEHICLES (ACORD 101, Additional Remark* Schadula, may ba attachad If mora apaca 1* raqulrad)

Refer to policy for exclusionary endorsements and special provisions.

State of NH Department of Health and Human Services

129 Pleasant Street

Concord NH 03301-3857

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)

€> 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



Oocusign Envelope ID: 4BEC03A0-1D67-46AB-A07B-82D14984A6E0

1^ A.,Slljbiiittlc
Cooniuiooer

Karcp )L Hcbcri.
'bir^or

0CT05'22pri 3:16RCUD

STATE OF NEW HAMPSHIRC

DEPARTMENT OF HEALTH HUMAN SERVIGES

DIVlSlpN OF ECONOMICS HOUSING STABILITY

119 PLEASANT STREET. CONCORD, NH 0J30I
603-271.9474 1-^0452^345 Ext 9474

Fxx: 603-271-4230 TDD Ac<cu:T-800-73'5.3964 www.dhfas.nb.80V

September 1.2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Cqunctl.

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authbrife the Department of Health and Hiirnan Services. Oiyi»on of Economic and
Housing Stability, to enter into Sole Source data sharing agreements (QSA) with the Contractors
listed below to ishare basic indiyidual contact' information so that thb Contractors can contact
families to discuss their eligibility for energy assistance and.asslst them with applying, at no cost,
with-the option to reniew-for- up.to four.(4), additional .years, effective OctoWr 3. 2022, or.
upon Governor and Council approval, whichever is later through October 1,-2024.

Contractor Name

Community-Action Program of Beiknap and Merrlmack Counties, Inc.

Southern New Hampshife Services, Inc.

Southwestern Community Services, Inc..

Community Adipn Partnership "of Strafford County

TrtCbunty Community Action Program' Inc.

BCPLANATfON

This request is Sole Source because'the five (5) Community Action Pri^rams (CAPs)
cuirently assist families with both' energy assistance, arid Supplemental tSutfition A^sistarice
Pfograrh (Sf^P) benefits throughout'New Hampshire and are therefore uniquely qualified to
utilize'this data to expand efforts to provide energy assistance to families.

The Department; is, presenting this rkiuest to" the Governor and Council because the
Department has multiple cbntracts and/or agreements with the Contractors listed above in State
Fiscal Year 20i23; the total amount of the multiple agreements Is at or above the applicable G&C
approval thresholds' set forth in Manual of Procedures 150 and therefore this actioh requjrei
Governor;and Council approval.

The CAPs currently administer eligibility for the Low Income Home Energy Assistance
(LjHEAR) program. The purpose of this request Is to help, families and Individuals, with their
consent, currently utilizing SNAP, benefits become aware of energy assistance prograrris they
may be eligible for, so they can benefit from these cost-savings. Additionally. >the Contfactore will
also discuss Sf^P benefits that the individuals may qualify for if they already receive LIHEAP
benefits. Both SNAP and LIHEAP are ) 00% federally funded benefits.

7?ie Depariment of Health and Human Services'Mission Uio join communities and families
in providing opportunities for citizens to pchitoe health and independence.
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His Excellency. Governor Christopher!. Sununu
' and the Honor8t>le Councfl
Paoo2of2

The Contractors will utilize basic contact inforrnation, including names, mailing/residential
addresses, e-mail addresses, and/or telephone numbers, provided by the Department for
Individuals receiving SNAP benefits to make them aware o1 fuel assistance options.

As referenced in the attached Data Sharing Agreement, Duration of Agreement
and Additional Terms. Subsection B. the parties have the option to extend the
agreements for up to four (4). additional years,. contingent upon satisfactdry delivery-of
sen/ices; agreement of the parties, and Governor and Council approval.

Should the Governor and Council not authorize this request, families who utilize SNAP
benefits may not realize that they also could have access to fuel assistance benefits.

Respectfully submitted,

Lpii^ -Shibinette
Comrnissioner
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DATA SHARING AGREEMENT BETWEEN

STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN

.  SERVICES—

AND ■ ■

■  SOUTHE!^ NEW HAMPSHIRE SERVICES, INC.
FOR . '

DATA SHARING AGREEMENT No. 2022-029

I. PURPOSE, AND LEGAL AUTHORITY

A. Purpose -'

■ This Data Sharing Agreement, including all-definitions, and Attachment A, DHHS
Inforination Security Requirements (Agreement) establishes the terms, conditions,
safeguards, and procedures under which the State of New Hampshire Department of
Health and Human Services, Division of Economic and Housing Stability (DHHS),
agrees to share Confidential Data, as defined herein and in Attachment A, with
Southern New Hampshire Services, Inc. (Contractor), (Collectively, the "Parties").

Use of the DHHS Confidential Data shared with Contractor under this Agreement is
.  limited to the following: DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone number of recipients of the Supplemental
Assistance Nutrition Program (SNAP) benefits, in order to inform" individuals/
families of their potential eligibility for Fuel Assistance. Participation by SNAP
recipients is voluntary and the DHHS shall ensure all individuals sign a written
consent form to share their personally identifiable.information with Contractor.

B. Legal .Authority

This Agreement supports the responsibilities of the Parties and is permissible
pursuant to 7 CFR 272.l(c)(l)(i), which states that the Contractor must be
"directly.connected with federally-assisted State programs providing assistance on
a means-tested basis to low .income individuals." This Agreement .is established to
ensure compliance with all applicable state and federal confidentiality and privacy
laws and regulations.' *'

II. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO
CONTRACTOR

CONTRACTOR agrees the Confidential Data provided by DHHS listed below, shall be
.restricted to the following use:

Confidential Data will be used only to contact SNAP recipients to notify them
. of their, potential eligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter. There will be no nietric on frequency or success of
contact. • ' . . .

Contractor shall make no other use or disclosure of the data.
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Data will be purged for those individuals declining these services or who do
• not respond after ninety (90) days of inactivity.

A. Source or Systems of Records

■DHHS shall provide Confidential Data from the following systems of records:

I. ' CSV Excel File (no database use; just an excel file with basic contact.
information) ' "

B. Data Elements Involved .

The Data DHHS'will be providing to Contractor is limited to the following:

1. Client first name and last name;
2. Client mailing/resideritial address;
3. Client,e-mail address; and
4. Client phone number. , *• *.

CONTRACTOR and.DHHS agree that the DHHS Confidential Data requested and
provided in this Agreement is the minimum necessary to achieve the goals of the request.

III. OBLlOAtiONS OF DHHS RELATING TO THE CONFIDENTIAL DATA

Upon receipt of a valid signed consent from the SNAP client, DHHS will provide basic
. . contact information to Contractor for SNAP clients, to assist in leaming about Fuel

Assistance Program options. This data may include:

1. Client fi rst name and iast name;
2. Client mailing/residential address;
3. Client e-mail address; and
4. Client phone number.

IV. OBLIGATIONS OF CONTRACTOR AND END USERS RELATING TO THE
CONFIDENTIAL DATA

In addition to those obligations included in Attachment A, DHHS Information Security
Requirements of this Agreement, Coiilracior agrees that it shall meet all federally
required standards. ''

V. COSTS

No funds will be exchanged under this Agreement. The parties agree to absorb their
respective costs associated with the Agreement. Each party shall bear and be responsible
solely for its own costs and expenses necessary to comply with this Agreement with the
exception of any costs and expenses owed by the Contractor for data breaches further
described in Attachment A, the DHHS Information Security Requirements.
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VI. OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR
INCIDENTS

in addition !o ihe obligations in Attachment A, in the event of a breach, Contractor
■ agrees to cease using and return and/or destroy all Confidential Data and
Derivative Data and any copies in its possession, and to arrange for the return of.
all Confidential or Derivative Data in the possession of any contractor or third
party, immediately upon notice from DHHS. Contractor agrees to certify
destruction of the data within 30 days of the termination of this Agreement.

VIII. duration OF AGREEMENT AND ADDITIONAL TERMS

A. Effectiye_Date; This Data Sharing Agreement shall become effective upon
approval of the Governor and Executive Council.

B. Duration: The duration of this Agreement is from the Effective Date through •
October 1, <2024. Par The Parties may.extend the Agreement for up to four (4)

iV years, contingent upon approval of the Governor and Executive Council.

• C. Amendment: The Parties agree to modify or negotiate an amendment to this
Agreement as needed to address changes in policy, .fiscal issues, changes in law or
regulation relating to information security, and specific safeguards for maintaining
confidentiality or as necessary to comply .with the requirements associated with the
safeguarding of Confidential Data.

D. Choice of Law and Forum. This Agreement shall be governed, interpreted, and
construed in' accordance wiih.the Laws of the State of New Hampshire, and.is

•  binding upon and inures to the benefit of the parties and their representatives,' •
successors, and assigns. The wording used in the Agreement is the wording chosen
by the parties to express their mutual intent, and no rule of construction shall be
applied against or in favor of any party. Any actions arising out of this Agreement
shall be brought and maintained in New Hampshire Superior Court which shall
have exclusive jurisdiction thereof.

•E. Indemnification. Unless otherwise exempted by law, Contractor shali hold
harmless and indemnify DHHS and its officers and employees from and against all
claims, liabilities, and costs arising from any incidents or breaches of the data.

F. Termination: Either party.may unilaterally terminate this Agreement upon
written notice to the other party, in which case the termination shall be effective 30
days afler the dale of that notice or on a later date specified iri the notice. In the
event that DHHS has cause to believe that the Contractor has violated a term of the

Agreement, DHHS reserves the right to immediately terminate this Agreement
upon written notice and Contractor shall destroy the data and provide an attestation .
of its destruction to DHHS, or return the data to DHHS within the 30 days.

In the event that any Confidential Data or derivative data cannot be destroyed upon
termination, the privacy and security requirements of this Agreement shall survive the
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termination or expiration of this Agreement, and the data shall be maintained according
to the Agreement and as required under applicable law, until it can be destroyed.

»  r

No failure by the DHHS to enforce any provisions hereof, after any event of default shall
be deemed a waiver of DHHS's rights with regard to that event, or any subsequent-event.
No express failure to enforce any event of default shall be deemed a waiver of right of the
slate to enforce each and all of the provisions hereof upon any further or other event of
default on the part of the Contractor.

G. Contractor's Relation to DHHS. In the performance of ̂ s Agreement
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor
an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority to bind the DHHS or receive any benefits,
workers' compensation or other emoluments provided by the State to its employees.

. H. Assignment/Delegation/Subcontracts. The Contractor shall not assign,'or otherwise
transfer any interest in this Agreement.

I. Insurance Coverage. The Contractor shall, at its sole expense, obtain and continuously
maintain in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death
or property damage, in amounts of not less than $ 1,000,000 per occurrence and
$2,000,000 aggregate or excess.

J. Notice. Any notice by a party hereto to the other party shall be deemed to have been
duly delivered or given at .tlie lime of mailing by certified mail, postage prepaid, in a
United States Post Office addressed'to the parties at the addresses or email addresses
below.

K. Third Parties. The parties hereto do not intend to benefit any third parties and this
Agreement shall not be construed to confer any such benefit.

L. Headings. The headings throughout the Agreement are for reference purposes only,
and the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agreement.

M!-Severabilitv. In the event any of the provisions of this Agreement are held by a court
of competent Jurisdiction to be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and effect.

N. Entire Agreement. This Agreement, which may be executed in a number of
counterparts, each of which shall be deemed an original, constitutes the entire agreement
and understanding between the parties, and supersedes all. prior agreements and
understandings with respect to the subject matter hereof.
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IX. PERSONS TO CONTACT

DHHS contact program and policy: ' .
Debra E, Sorli

Administrator IV .> v
Bureau of Family Assistance

y  Debra.e.sorli@dhhs.nh.gov
DHHS contact for Information Security, Privacy,
Data Management, or Data Custodian issues:

(DHH$lnfomiationSecuritvOfT]ce@dh)is.nh.uov)

X. APPROVALS . '

CONTRACTOR contact official:

The authorized Contractor program official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal.
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement.

Approved by:
• .

^.~~D«euSlgfM4 by:

1  chief Executive officer
k»009)aF« 1PMI4C1 ...

Donnalec Lozeau Date:

Southern New Hampshire Services, Inc. 9/28/2022
40 Pine St.

Manchester NH 03103

• , >
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STATE contact ofTicial:

The authorized DHHS.approving official/vvhose signature appears below, accepts and •
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement;

Approved by:

1  Division Director
AyKrATPn 1 lu M1A

Karen Hebert

Department of Health and Human Services
Division for Economic and Housing Stability
129 Pleasant St, Concord NH 03301

Date:

9/29/2022

ATTORNEY GENERAL contact official;

^  f
The authorized Attorney General official whose signature appears below, accepts and expressly
agrees to the terms and conditions expressed herein, and confirms that no verbal agreements of
any kind shall be binding or recognized, and hereby commits their respective organization to
the terms of this Agreement.

Approved by:

•DoeuSigA*d by:

New Ramp^tiireTt'ttorney General
33 Capital Street
Concord, NH 03301 .

Attorney

Date:

10/3/2022
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NH Department of Health and Human Services

Attachment A

DHHS Information Security Requirements

A. Definitions - '• .. . ...

The following terms-may be reflected and have the described meaning in this document;

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar, term referring to
situations where persons other than authorized users and for an' other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to- Protected Health
Information, " Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45. Code of Federal Regulations.

2. . "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology. U.S. Department
of Commerce. '

■ 3. "Confidential Information' or "Confidential Data" means all confidential informalipn
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records. Case Records. Protected Health Information and
Personally Identifiable Information.

Confidential Inforrnation also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition Is governed by
state or federal law or regulatiori. This information includes, but is not limited to
Protected Health information. (PHI), Personal Information (PI). Personal Financial
Information (PFI), Federal Tax Information-(FTI), Social Security Numbers (SSN).
Payment Card Industry (PCI), and or other serisitive and confidential information.

4. "End User" means .any person or entity (e.g., contractor, contractor's employee,
business associate,, subcontractor, other'downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" me'ans the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder. . ■. • .

6. "Incident" means an act that potentially violates an explicit or irriplied security policy,
which includes attempts (either failed or successful) to gain unauthorized access.to a
system or its data, unwanted disruption or denial.of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the Ipss of data through theft or device misplacement, loss ■
or misplacement of hardcopy documents, and misrouting of physical or electronic .

d
llllalc VV5. Lasl update 1(y09/i8 Attachment A Contractor Initials

DHHS Infoimation
Security Requirements Q/-ya/->f\n

PagelofS , .. oalellllll™
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NH Department of Health and Human Services

Attachment A

DHHS Information Security Requirements

mail, all of which may have the polential to put the data at. risk of unauthorized
access, use, disclosure, modification or destruction. •;

7. "Open Wireless Network" meahs" any network or segment of a network that is
not designated by the State, of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an individual's identity,, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19. biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date .and place of birth, mother's maiden
name, etc. '

•  9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F:R. Parts 160 and 164, promulgated under-HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as-provided in the
' definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected, Health Information at 45 C.F.R, Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Informatiort" means Protected Health Information that is

not secured by a techriology starid'ard that renders Protected Health Information
unusable,. unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,

*• including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

•OS
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request for disclosure on .the basis that it is required by law, in-response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity, to
consent or object to the disclosure. , . .

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
' restrictions overhand above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and mUst not disclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data_or derivative there from disclosed to an End
User rhust only be used pursuant to the terms of this Contract.

5. .The Coniractor agrees' DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
'  of DHHS for the purpose of inspecting to confirm.compliance with the terms of.this

Contract. ...

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data, containing
Confidential Data between applicaitions, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

•  3. Encrypted Email. End User rnay only employ email to transmit Confidential Data if
email is enervated and being sent to and beirig received by email addresses of
persons authorized to receive such information, •

4. ^Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SS.L) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Sen/ice. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End' User Is erhploying portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

./ . . -

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

OS
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open'wireless network.,

■9.' Remote User Communication. If End User is employing remote communication to
access or transrhil Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s).or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data. End User will

■  structure the Fojder and access privileges to prevent inappropriate disclosure of, ■
information.- SFTP folders and sul>folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours);

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data rriust be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the . data and any
derivative in w'hatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end. the parties must:

A. Retention . , ' '

1. The Contractor agrees it will not store, transfer, or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of-
cloud computing, cloud service or cloud storage capabilities, -and includes backup
data and Disaster Recovery locations. : .

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that- can impact State of NH systems
and/pr Department confidential information for contractor provided systems;

3. The Contractor agrees to provide security awareness and education for its End
.  Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all, electronic and hard copies of Confidential Data
in a secure location and identified in section IV, A.2

.  5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker. anti-spam, anti-spyware, and anti-malware utilities. The environment,, as a
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whole, must have aggressive intrusion7detection and firewall, protection.'

6. The Contractor agrees to and.ensures its complete cooperation with the'State's
Chief Information Officer in the'detection of any security.vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster

.  recovery operations. When-no longer in use/electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the niedia -(for example,
degaussing) as described in NISI Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include a|l details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure .method such as shredding.

\  . . .

3. Unless otherwise specified, within thirty. (30) days of the termination of this
Contract, Contractor agrees."to completely destroy all electronic Confidential Data
by means of data erasure, also .known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or.files, as follows; \

1. The Contractor will • maintain proper security controls to protect Department
confidential Information collected, processed, managed, and/or stored in the delivery
of contracted services. i.-. ,

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage, and secure destruction) regardless of the
media used to store the data (i.e.. tape, disk, paper, etc.).

a
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable. '

4. The Contractor will ensure proper security monitoring capabilities are In place to
detect potential security event's that can impact State,of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will -provide regular security awareness ̂ and education for its End
Users in support of protecting Department confidential information. '

6. If the Contractor will be sub-contracting any core fuhctions of the engagement
supporting the sen/ices for State of" New Hampshire, the Contractor will maintain a

' program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

.7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
■completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the.Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate'Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. , The Contractor will work with the Department at its request to complete a System
Management .Survey. -The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The. State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated wjth website and telephone call center services necessary due to
the breach. '

12. Contractor must comply "with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
'than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of. 1974 (5 U.-S.C. § 552a). DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy arid Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health,
information and as-applicable under State law. . '

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to It. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire. Department of Inforrnation Technology.
Refer to Vendor Resources/Procurement at https://www.nh_.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. .

14. Contractor agrees to- maintain a documented breach notification and incident
•• response'process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes, a confidential information breach, computer
security incident,- or suspected breach which affects or includes any State of New
Hampshire systems that .connect to the State of New Hampshire network.

15: Contractor must restrict .access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform thdr official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that ail End Users:-

a. comply with such safeguards as referenced in Section IV -A. above,
irriplemented to protecf Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

• b. safeguard this information at all times. •.

c. ensure that laptops and other electronic devices/media containing PHI. PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being,
• sent to and being received by email addresses of persons authorized to
receive such Information.
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e. limit disclosure of the Confidential Inforrnation to the extent permitted by law.

f. Confidential Information received under this Contract and individually
■  identifiable data derived from DHHS Data, must be stored in. an area that is

physically and technologically secure from access by unauthorized persons
during duty hours as-well as non-duty hours (e.g.,'door locks, card keys.

*  biometric identifiers, etc.).

9. only authorized End Users may transmit the Confidential Data, including any
'  ■ derivative files containing personally identifiable information, and' in all cases,

such data must be encrypted at all times when in transit, at rest, or when
'■ stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be "maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based

,  .assessment of the circumstances involved.
i. understand that their user credentials (user name and password) must not be

shared with anyone, End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through

.  a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this '
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the Stale's, Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section V|.
The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance ;with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with. 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:
1. Identify Incidents; • .

2. Determine if personally identifiable infomikion is involved in Incidents; .
3. Report suspected or confirmed Incidents as required in this Attachment A;
4." Identify and convene a core response group to determine the risk level of Incidents

and determine risk-based responses to Incidents; and
I-

-0$
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5. Determine whether Breach notification Is required, and. If so. identify appropriate
Breach notification methods, timing, -source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures; . '

Incidents and/or Breaches that Implicate PI must be addressed and reported as
ajaplicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT i

A. DHHS Privacy Officer: '' . ■ '

DHHSPrivacyOfficer@dhhs.nh.gov ■■ ■■;-
B. DHHS Security Officer:

OHHSInformationSecurityOffice@dhhs.nh.90v
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State of New Hampshire
Department of Health and Human Services

Amendment #1

This Amendment to the Fuel Assistance Outreach contract is by and between the State of New Hampshire,
Department of Health and Human Services ("State" or "Department") and Southwestern Community
Services, Inc. ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved .by the Governor and Executive Council
on October 19, 2022 (Item #50), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract, and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be-amended upon written
agreerhent of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE,, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. ■ Modify Data Sharing Agreement No. 2022-029, Section VIII, A. Effective Date, to read:

A. Effective Date: This Data Sharing Agreement shall become effective October 1, 2024, upon
approval of the Governor and Executive Council.

2. Modify Data Sharing Agreement No. 2022-029, Section VIII, B. Duration, to read:

8. Duration: The duration of this Agreement is from the Effective Date through October 1, 2028.

Southwestern Community Services, Inc. Contractor Initials,

SS-2023-DEHS-04-FUELA-03-A01 Page 1 of 3 Date_^{^{^^^
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective October 1, 2024, upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below.

State of New Hampshire
Department of Health and Human Services

7/10/2024

Date

—OecuSign*d by:

's/.

-e28CeCEB1B4A416..

Name: Karen Hebert

Title. Division Director

7/9/2024

Date

Southwestern Community Services, Inc.

■~OocuSlgnad by:

WL pAuids
Name: ^6"^" Darnels
Title: chief Executive Officer

Southwestern Community Services, inc.

SS-2023-DEHS-04-FUELA-03-A01 Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY IGENERAL

DocuSlgntd by;

7/11/2024
7.ia73.ia.iimi<6Ci,

Date - NameiRobyn cuarino .

Attorney

i hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting) ,

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Southwestern Community Services, Inc.

SS-2023-DEHS-04-FUELA-03-A01 Page 3 of 3



Docusign Envelope ID: 9DE08763-CD84-4F88.943A.37D097FFAE45

State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that SOUTHWESTERN COMMUNITY

SERVICES, INC. is a New Hampshire Nonprofit Corporation registered to transact business in New Hampshire on May 19, 1965.

1 further certify' that all fees and documents required by the Secretary of State's ofTice have been received and is in good staiiding

as far as this office is concerned.

Business ID: 65514

Certificate Number: 0006194063

&&.

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the Stale of New Hampshire,

this 3rd day of April A.D. 2023.

David M. Scanlan

Secretary of Slate
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CERTIFICATE OF AUTHORITY

.  I, Kevin Watterson. Officer ^ ^ - hereby certify that:
(Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1. 1 am a duly elected Glork/Socrotopy/Officer of Southwestern Community Services. Inc. .
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Pirectors/ohoroholdorG, duly called and
held on Jiine 14 . 2024. at which a quorum of the Directors/shareholders were present and voting.

(Date)

VOTED: That Beth Daniels. CEO and/or Margaret Freeman. CFO (may list more than one person)
(Name^and T}tle_of_Contract Signatory)

is duly authorized on behalf of Southwestern Community Services Inc. to enter into contracts or agreements with
(Name of Corporation/LLC)

the State of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be^esirable or necessary to effect the purpose of this vote.

3. I hereby certify that said vote has not been amended or repealed and remains in full force and eiffect as of the
.date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority, i further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits pri the authority of any listed individual to bind the corporation in contracts witfytfje State*cl^ New Hampshire,
all such limitations are expressly stated herein.

Dated: 7/9/2024

^gnature of Elected Officer
tjlame: Kevin Watterson
Title; Board Chair

Rev. 03/24/20
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ACORCf CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/DO/YYYY)

12/19/2023

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the pollcy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

PRODUCER

The Hiib Group New England. LLC

PO Box 606

Keene NH 03431

NAMet'^^ Ana O'Donneil. CPIW. CIC ,
PHONE (8771352-2121 f**lorr) 40^^141 (A«:,No):

ADMESS- ao<'o""«'l®fi'l'>9''0'Jp.com
INSURER(S) AFFORDING COVERAGE NAICf

INSURER A: Phiiadelphia Indemnity Insurance Co 18056

INSURED

Southwestern Community Services inc.

63 Community Way.

PO Box 603

Keene NH 03431

INSURER B; ^''^lite State Healthcare & Human Services Trust

INSURER C:

INSURER 0:

INSURERE;

INSURERF:

COVERAGES CERTIFICATE NUMBER: 24/25 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

Tn5r"
LTR

TOUT
INSOTYPE OF INSURANCE

SaBR

vwo POLICY NUMBER
POLICY EFF

(MM/OOfirYYYI
POLICY EXP

(MM/DO/YYYY) LIMITS

X COMMERCIAL GENERAL LIABILITY

CLAIMS-MADE X OCCUR
EACH OCCURRENCE

DAMAGE TO RENTED
PREMISES fEa occufrencal

PHPK2636316 01/01/2024 01/01/2025

MEO EXP (Any one peaofi)

PERSONAL S ADV INJURY

GENt AGGREGATE LIMIT APPLIES PER:

PRO
JECTX POLICY LOG

OTHER;

GENERAL AGGREGATE

PRODUCTS - COMP/OP AGG

Professional Liability

1,000.000

100.000

5.000

1.000.000

2.000.000

2.000.000

1m / 2m

AUTOMOBILE LIABILITY

ANY AUTOX

COMBJNEO SINGLE LIMIT
fEa acddftnu 1.000.000

BODILY INJURY (Par parson)

OWNED -

AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NON<IWNED

AUTOS ONLY

PHPK2636315 01/01/2024 01/01/2025 BODILY INJURY (Par acdOent]

PROPERTY DAMAGE
fPer acctdenH ;

X UMBRELLA LIAB

EXCESS LIAB

OED

X OCCUR

CLAIMS-MADE

EACH OCCURRENCE 2.000,000

PHUB893672 01/01/2024 01/01/2025
AGGREGATE

2.000,000

X RETENTION $ ^O-OOO
WORKERS COMPENSATION

AND EMPLOYERS' LIABILITY

ANY PROPRIETOR/PARTNER/EXECUTIVE

OFFICER/MEMBER EXCLUDED?
(Mandalory in NH)
If yes, describa under
DESCRIPTION OF OPERATIONS balow

STATUTE
OTH-
ER

0 HCHS20242000036 01/01/2024 01/01/2025 e.L. EACH ACCIDENT
1.000,000

E.L. DISEASE - EA EMPLOYEE
1.000,000

E.L. DISEASE . POLICY LIMIT 1.000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101. AddlUonal Ramarlis Schedule, may be attached If more space Is required)

3a state: NH. All officers included. This certificate is issued as a matter of information only and confers no rights upon the certificate holder. This certificate
does not amend, extend or alter the coverage afforded by the poildes referenced herein.

CERTIFICATE HOLDER CANCELLATION

State of NH. DHHS

129 Pleasant Street

Concord NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE '

THE expiration' DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)

® 1988-2015 ACORD CORPORATION. AM rights reserved.

The ACORD name and logo arc registered marks of ACORD
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STATE OF NEW HAMPSHIRE

DEPAiRTMENTOF HEALTH AIW HUMAN iSERVlirES

- mv0ip7>l OF ECONOMiC A NOUSING STABlLm

:i29 PLEXSAryT STREET. CXInCORD. NH 03301
60>27|.9474 1^0452-3345 Ext 9474

Fax: 603^271-4230 TDO Access: 1400-735-2964 www.dhhs.Rh.gov

September 1. 2022

His ExceKency, Gbveimor ChristopherT. Sununu
end:the Honorable pencil/

State House

Concord,'NewHampshire 03301 -

REQUESTED ACTION

Authorize the Depiartnfeht of Health and HUman'Se^ces, pivisipn of. Econbrhic and
Housing StaWHty, to enter ihtb Sole Source data sharing agreements (DSA) with the.Contractors
listed below to share basic individual contact information so. that the Contractors can contact
farnllies to discuss their eiigibility for energy assistance and assist them with applyirig,- at ho;cbst,
with .vthe option to renew, for up to four. (4) additional .years, effective :dctober ji, 2022. or
upon Governor ar)d Council approval, whlcheverls later, through October 1, 2024.

Contractor Name

■.Cofhmunity Act'on Program of Belknap and Merrimack Cbuhtles; Inc.
Southern New Hampshire Services. Inc.

Southwestern Community Services, Jnc.
Community Action Partnership of Strafford County
Tri-Cbunty Community Actioh'Prbgram, Inc.,

EXPLANATION

This request is Sote Source t^cause the five (5) Community Action Programs,(CAPs)
currently assist .families with both energy assistance and Supplemental . Nutrition. Assistan
Prt^ram (St4AP) tenefits throughout New Hampshire and are therefore uriiqueiy qualified to
utilize, this data to expand effobs to provide energy assistance to families.

The Department is .presenting this request to" the Governor and Council because the
Department has multiple contracts and/or agreements with the Contractors listed above In State
Fiscal Year 2023; the total amount of the muttipfe agreements is at,or above the applicable G&C
approval thresholds set forth in Manual of Prbcedures 150 And ihefefore this action requires
Governor and CbunciJ approval.'

The CAPs currently adrriinister eligibility for the Low Income Home Energy Assistance
(LIHEAP) program. The' purpose of this request is to help families and individuals, with their
consent, cuneritiy .utilizing SlvtAp benefits become aware of energy..assistance programs they
rnay be. eligible for, so they .can benefit from these cost-savings. Additionally, the Contractors will
also discuss SNAP benefits.that the individuals may qualify for if they already receive LIHEAP
benefits. Both SNAP and UHEAP are 10p%.federally funded benefits.

77ie Deportment ofHwlth and Huniaii Sfryieek'Mission 19 to join comniunitiea and famitie$
in providiiig opporlunities for eilixene to achieue health and independence.
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His Excellency. Governor Chriatopher T. Sununu
and the Horwrabie Councfl

P80A2bf2

The'Contractors wiii utilize basic contactinformation, including names, mailing/residential
addresses, e-mail addresses, and/or telephone numbers, provided by the Department for
individuals receiving SNAP benefits to make thern aware of fuel assistance options.

As referenced in the attached Data Sharing Agreement, Duration of Agreement
and Additional Terms, Subsection B, the parties have the option to extend the
agreements for up to four (4). additional years,.. contingent upon satiBfactory dei'ivery'of
sen/ices, agreement of the parties, and Governor and Council approval

Should the Goverrtor and Council not authorize this request, families who utilize SNAP
t>enefit8 may not realize that they alSo could have access.to fuel, assistance benefits.

.Respectfully submitted.

Lori^Shibinette
Commissioner

-A:
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DATA SHARING AGREEMENT BETWEEN

STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAJV

SERVICES

AND

SOUTHWESTERN COMMUNITY SERVICES, INC.

FOR

DATA SHARING AGREEMENT No. 2022-029

I. PURPOSE, AND LEGAL AUTHORITY

A. Purpose

This Data Sharing Agreement, including all definitions, and Attachment A, OHMS
Information Security Requiremchts'(Agreement) establishes the terms, conditions,
safeguards, and procedures, under which the Slate of New Hampshire Department of

, Health and Human Services, Division of Economic and Housing Stability (DHHS),
agrees to share Confidential Data, as defined herein and in Attachment A, with.
Southwestern Community Services, Inc. (Contractor), (Collectively, the "Parties").

Use of the DHHS Confidential Data shared with Contractor under this Agreement is
limited to the following: DHHS shall share the name, mailing/residential address-,
and e-mail address and/or phone number of recipients of the Supplemental
Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/
families of their potential eligibility for Fuel Assistance. Participation by SNAP
recipients is voluntary and .the DHHS shall ensure all individuals sign a written
consent form to share their personally identifiable information with Contractor.

B. -Legal Authority .

This Agreement supports the responsibilities of the Parties and is permissible -
pursuant to 7 CFR 272.1 (c)( 1 )(i), which states that the Contractor must be

•  "directly connected with federally-assisted State programs providing assistance on
a means-tested basis to low income individuals." This Agreement is established to
ensure compliance with all applicable stale and federal confidentiality and privacy
laws and regulations.

II. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO

CONTRACTOR

CONTRACTOR agrees the Confidential Data provided by DHHS listed below shall be
restricted to the following use:

Confidential Data will be used only to contact SNAP recipients to notify them
of their potential eligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter. There will be no metric on frequency or success of

•y contact,

Contractor shall make no other use or disclosure of the data.
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Data will be purged for those individuals declining these services or who do
not respond afterninety (90) days of inactivity. . ..

A. Spurce or Systems of Records

DHHS shall provide Confidential Data from the following systems of records:

Ir CSV Excel File (no database usejust an excel file with basic contact
information) •

B. Data Elements lnvolv,ed
If.

• The Data DHHS will be providing to Contractor is limited to the following:

1. Client first name and last name;

2. Client mailing/residential address;,
3. Client e-mail address; and

4. Client phone number. ..

CONTRACTOR and DHHS agree that the DHHS Confidential Data requested an^
provided in this Agreement is the minimum necessary to achieve the goals of the request.

III. OBLIGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA

Upon receipt of a valid signed consent from the SNAP client, DHHS will provide basic
contact information to Contractor for SNAP clients, to assist in learning about Fuel
Assistance Program options. This data may include:

1. Client first name and last name;

2. Client rnailing/residential address;
3. Client e-mail address; and
4. Client phone number; ^

IV. OBLIGATIONS OF CONTRACTOR AND END USERS RELATING TO THE

CONFIDENTIAL DATA

In addition to those obligations included in Attachment A, DHHS,Information Security
Requirements of this Agreement, Contractor agrees that it shall meet all federally
required standards.

V. COSTS * .

No funds.will be exchanged under this Agreement. The parties agree to absorb their
respective costs associated with the Agreement. Each party shall bear and be responsible
solely for its own costs and expenses necessary to comply with this Agreement with the
exception of any costs and expenses owed by the Contractor for data breaches further
described in Attachment A, the DHHS Information Security Requirements.
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VI. OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR

INCIDENTS

In addition to the obligations in Attachment A, in the event of a breach, Contractor
agrees to cease using and return and/or destroy all Confidential Data and
Derivative Data and any copies in its possession, and to arrange for the return of
all Confidential or Derivative Data in the possession of any contractor or third
party, immediately upon notice from DHHS. Contractor agrees to certify
destruction of the data within 30 days of the tenriination of this Agreement.

. VIU. DURATION OF AGREEMENT AND ADDITIONAL TERMS

A. Effective Date: This Data Sharing Agreement shall become effective upon
approval of the Governor and Executive Council..

B. Duration: The duration of this.Agreement is from the Effective Date through
October 1 ̂  2024. Par The Parties may extend the Agreement for up to four (4)
years, contingent upon approval of the'Gpvcmor and Executive Council.

C. Amendment: The Parties agree to modifv or negotiate an amendment to this-

Agreement as needed to address changes in policy, fiscal issues, changes in law or
regulation relating to information security, and.specific safeguards for maintaining
confidentiality or as necessary to comply with ihe'requirements associated with the
safeguarding of.Confidential Data. . .

D. Choice of Law and Forum. This Agreement shall be governed, interpreted, and
construed in accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their representatives,
successors,"and assigns. The wording used in the Agreement is the wording chosen
by the parties to express their mutual intent, and no rule of construction shall be
applied against or in favor of any parly. Any.actions arising out of this Agreement
shall be brought apd maintained in New Hampshire "Superior Court which shall
have exclusive jurisdiction thereof.

E. Indemnification. Dnless otherwise exempted bv law. Contractor shalf hold

harmless and indemnify DHHS and its officers and employees from and against all
claims, liabilities, and costs arising from any incidents or breaches of the data.

F. Tenuination: Either party.may unilaterally terminate this Agreement upon
written notice to the other party, in which case the termination shall be effective 30
days after the date of that notice or on a later date specified in the notice. In the
event that DHHS has cause to believe that the Contractor has violated a term of the

Agreement, DHHS reserves the right to-immediately terminate this Agreement
.  ' upon written notice and Contractor shall destroy the data and provide an'attestation

of its destruction to DHHS, or return the data to DHHS within the 30 days.

In the event that"any Confidential Data or derivative data cannot be destroyed upon
termination,.the privacy and security requirements of this Agreement shall survive the

v.
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v ■. s

termination or expiration of this Agreement, and the data shall be maintained according
■  to the A^eemeni and as required under applicable law, until it can be destroyed.

No failure by the DHHS to enforce ̂ y provisioiishereof, after any event of default shall
be deemed a waiyer of DHHS's rights with regard to that event, or any subsequent event.
No express failure to enforce any event of default shall be deemed a waiver of right of the.
state to enforce each and all of the provisions hereof upon any further or other event of "
default on the part of the Contractor. r

G. Contractor's Relation to DHHS. In the performance of this Agreement .
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor

. an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority to bind the DHHS or receive any benefits,
workers' compensation or other emoluments provided by the State to its employees.

H. Assignment/Delegation/Subcontracts. The Contractor shall not assign, or otherwise
transfer any interest in this Agreement.

I. Insurance Coveraiee. The Contractor shall, at its sole expense, obtain and continuously
maintain in force, and shall require any subcontractor of assignee to obtain and maintain
in force commercial general, liability insurance against all claims of bodily injury, death
or property damage, in amounts of not less than $ 1,000,000 per occurrence and
$2,000,000 aggregate or excess.

J. Notice. Any notice by a party hereto to the other party shall be deemed to have been
duly delivered or given at the time of mailing by certified mail, postage prepaid, in a
United States Post Office addressed to the partiesfat the addresses or email addresses
below. • .

K. Third Parties. The parties hereto do not intend to benefit any third parties and this
Agreement shall not.be construed to confer any such benefit.

L. Headings. The'headings throughout-the Agreement are for reference purposes only,
and the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agreement.

'o,'

M. Severabilitv. In, the event any of the provisions of this Agreement are held by a court
of competent jurisdiction to be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in fuHforce and effect.-

I. >

N. Entire Agreement. This Agreement, which may be executed in a number of
counterparts, each of which shall be deemed aii original,.constitutcs the entire agreement
and understanding between the parties, and superaedes all prior agreements and

: understandings with respect to the subject matter hereof.
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IX. PERSONS TO CONTACT

DHHS coniact program and policy: •

DebraE. Sorii .
Administrator FV ,

Bureau of Family Assistance
Debra.e.sorli@dhhs.nh.gov , ,

DHHS contact for Information Security, Privacy,
Data Management, or Data Custodian issues: •

fDHHSInformationSecuritvOfTice@dhhs.nh.gov'i

X. APPROVALS V

CONTRAfcTpR contact official:

The authorized Contractor program official, whose signature appears^ below, accepts and
expressly agrees to the terms' and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement. ;

Approved by:

Wfc pAlAltis u- 4 «■
^stt95£SA8#i2«4.. Chief Executive officer -

Beth Daniels
Southwestern Community Scrvices, Inc.
63 G6mmunit>' Way, P.O. BOX 603
KecnCjNH 03431

Date:

9/22/2022
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The authorized DHHS approving official, whose si^atur.e appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement. V

Approved by: ' • 5-

1  " Division Director
BJSCeCEB »B4A41«.„

Karen Hcbert

Director of Division for Econditiic and Housing Stability
Department of Health and Human Services
Division for Economic and Housing Stability
129 Pleasant St, Concord NH 03301

Date:

9/29/2022

ATTORNEY GENERAL contact official:

The authorized Attorney General official, whose signature appears below, accepts and expressly
agrees to the terms and conditions expressed he7ein, and confirms that no verbal agreements of
any kind shall be binding or recognized, and hereby commits their respective organization to
the terms of this Agreement.

.u I'.;

Approved by:
DocuStgnttf by:

7467MS44»414e0...

Attorney

New Hampshire Attorney General Date:

33 Capital Street
10/4/2022

Concord, NH 03301
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NH Department of Health and Human Services

Attachment A

DHHS information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized* disclosure,
unauthorized.acquisition, unauthorized access, or any similar term referring to

..situations where, persons other than authorized users and for an other than
authorized purpose have, access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
■Information," Breach" shall have the same meaning as.the term "Breach" in section

-  164.402 of Title 45, Code of Federal Regulations. ■ ■■

2. "Computer Security Incident" shall have the .same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide,' National Institute of Standards and Technology, U.S. Department
of Commerce. , ^ •'

3. "Confidential Information" or "Confidential Data" means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or .accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation.. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI), Personal Financial

.Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
' Payment Card Industry (PCI), and or, other sensitive and confidential information.

4. * "End User". .means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

•  j •

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful).to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of

' a system for the processing or storage ofdata: and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction; or
consent. Incidents include the loss ofdata through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or ei^phic

V5. Last update 10/09/18 • AitactvnentA Contractor Initials
DHHS Information

Security Requirements 9/22/2022
Page 1 of S Date
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NH Department of Health and Human Services

Attachment A ■

DHHS Information Security Requirements

mail, all of which may, have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any network or.segment of a network.that is
not designated by the State of Nevy- Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and

'■ - approved, by means of the State,-to transmit) will be considered an open
'  network and not adequately secure for the transmission of unencrypted PI. PFI,

.' .PHI or confidential DHHS data.

8. "Personal Information" (or "PJ") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal

.. informalion as defined in New Hampshire RSA 359-C;19. biometric records, etc:,
alone, or.when combined with other personal or identifying information which is linked
or linkable to a sipecific individual, such as date and place of birth, mother's maiden
narne, etc.

9. ."Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R.. Parts 160 and 164,- promulgated under HIPM by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R..§
160.103.

11. "Security Rule" shall mean the-Security Standards for the Protection of Electronic
- Protected Health. Information at 45 C.F.R. Part 164, Subpart C, and amendments
-thereto. ..

12. "Unsecuredprotected Health Information" means Protected Health Information that is
'■ not secured by a technology standard that renders- Protected Health Information

unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American-National Standards Institute. "

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information..

1. The Contractor must not use. disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further. Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use. disclose, maintain or transmit PHI In any manner that would constitute a violation
of the Privacy and Security Rule. ...,

2. The Contractor must not disclose any Confidential Information in response to a
'  .nA

VS.Lasl update 10/09/18 Attachment A : Contractor initials
OHHS information

Security Requirements 9/22/2022
Page 2 of 9 Date
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NH Department of Health and Human Services

Attachment A

DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in response to a
subpoena, etc:, without first notifying DHHS so -that DHHS has an opportunity to
consent or object to the disclosure.

.  3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of. such additional

restrictions and must abide by any additional security saf^uards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be usied for-
any other purposes that are not indicated In this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of Inspecting to confirm compliance vrith the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert 'knowledgeable in cyber security and that said

•' application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable.Storage Devices. End User may not use computer disks
or poftal5le storage devices, such as a thumb,drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted, and being sent to and being received by email addresses of
persons authorized to receive such information.

#4. Encrypted W.eb Site. If End User is employing the Web to transmit Confidential
Data, the s.ecure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site. •

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground fs^ail Service. End User may only transmit Confidential Data via cerl/f/ed.ground
mail within the continental U.S. and when sent to a named Individual. •

./

7. Laptops and PDA. If End User is employing portable devices to transm
Confidential Data said devices must be encrypted and password-protected.

•• 8. Open Wireless Networks. End User may not transmit Confidential Data via an open

VS.'LasI update 10/09/18 Attachment A Conlractof'inilials
OHHS Information

Security Requirements 9/22/2022
Page 3 of 9 T' Dale
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NH Department of Health and Human Services

Attachment A
j  •

DHHS information Security Requirements

wireless network. End User must employ a virtuai private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be'
installed on the End User's mobile device(s) or laptop from which Information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If

End User is employing an SFTP to transmit Confidential Data, End User will
structure the . Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-h6ur auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via yvireless devices, all
data.must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS .
•  • • ' (

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data, and any •
derivative in whatever form It may exist, unless, otherwise required by law or permitted
under this.Contract. To this end, the parties must:

■ A. Retention •

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations. ^

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

'3. The Contractor agrees to provide security awareness and education for its End
Users' in. support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified In section IV. A.2

5. The Contractor agrees 'Confidential Data stored in a Cloud* must be in a
FedRAMP/HITECH compliant solution and comply with, ail applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

V5. Last update 10/09/18 AltachmentA • Contractor Initials
DHHS mrormalion • r- o/■>■>

-  Security Requirements 9/22/2022
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NH Department of Health and Human Services

Attachment A

DHHS Information Security Requirements

whole..must have aggressive Intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor wil] maintain any Confidential Information on its systems (or its
sub-contractor systems), "the Contractor will maintain a documented process for
securely disposing of such data'upon request or.contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing Stale of
New Hampshire data shall be'rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitizatioh,- or otherwise physically destroying the media (for example,

■ degaussing) as described in NISI Special Publication 800-88, Rev 1. Guidelines
for Media Sanitization. National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
'time of the "data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
■demonstrate data has been properly destroyed and validated. Where applicable, •
regulatory and professional standards for retention requirements will be Jointly
evaluated by the State and Contractor prior to destruction.

•/ 2. Unless othenwise specified,, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding:

3. Unless otherwise specified, within thirty (30) days of the termination of,this
■  Contract, Contractor agrees to .completely" destroy all electronic Confidential Data

by means of data erasure.-also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential' information collected,,processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, ,(from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data ji.e., tape, disk, paper, etc.).

vs. La$l update 10/09/18 AttachmealA Contractor Initials
DHHS Information

Security Requirements 9/22/2022
Page 5 of 9 Date -
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Attachment A " .

DHHS.information Security Requirements

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

A. The Contractor will ensure proper security monitoring capabilities are in place to
detect potentiaj security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
. Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program'of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being-authorized.

8. If the Department deterrnines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and Is responsible for maintaining compliance with the
agreement. . -.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the ̂ Department and
Contractor to rnonitor for any changes in risks, threats, and vulnerabilities that- may
occur over the life of the Contractor engagement. The survey, will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope-of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
' or Department data offshore or outside the boundaries of the United States unless

prior express written consent is obtained from the Information Security Office
.leadership mernber within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach..
The State shall recover from the Contractor all costs of response and recover^ from

vs. Last update 10/09/16 Attachment A Contractor Initials
DHHS Information

Security Requirements , 9/22/2022
Page 6 of 9 Date
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'r/>.

the breach, including but not limited to; credit monitoring services, mailing costs and
costs associated-with website and telephone call center services necessary due to
the breach. - • .

12. Contractor must-comply, with all applicable statutes and regulations regarding the
-• privacy and security of Confidential Information, and rhust in all other respects

maintain the privacy and security of PI and PHI at a level and scope that is.not less
than the level and scope of requirements applicable to federal agencies, including,
but hot limited to. provisions of the Privacy Act of 1974 (5 U.S.C."§ 552a). DHHS.
Privacy Act Regulations {45 C.F.R. §5b). HIPM Privacy and Security Rules (45 '
C.F.R. Parts 160 and 164) that govern.protectiohs for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to

?  prevent unauthorized use or access to it. The .safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire. Department of Information Technology.
Refer to Vendor Resources/Procurement at https://wwvy.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The -Contractor will notify the State's Privacy Officer' and the
State's Security Officer of any security breach,immediately,, at the email addresses
provided in Section VI. This Includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only 'those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor.must ensure that all End Users: '

a. coniply with such safeguards as referenced in Section IV A. above,
implemented to protect" Confidential Information that is furnished by DHHS

• under this Contriact from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing. PHI. PI, or
PFI are encrypted and password-protected.

■  d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.

V5. Lasi updaie 10/09/18 AiiachmentA Coniractof Initials
DHHS information

Security Requirements 9/22/2022
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DHHS Information Security Requirements

e. limit disclosure of the ConfidentiaMnformation to the extent permitted by law.
f. Confidential, Inforrhation received under this Contract and Individually

identifiable data derived from DHHS Data, must be stored In an'area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hourS (e.g.. door locks, card keys,
biometric identifiers, etc.). ' '

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing'personally identifiable information, and in all cases,
such data must be encrypted at all limes when in transit, at rest, or wheri-
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by ■ a risk-based
assessment of the circumstances Involved.

I. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

V'

Contractor is.responsible for oversight and compliance of their End Users. DHHS
reserves the. right to conduct onsite inspections, to monitor compliance with' this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal re;gulations until' such time the Confideritial Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING
The -Contractor must notify -the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the ernail addresses, provided in
Se'ction VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance -with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to. and
notwithstanding, Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will:

•1.. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents; '
.3. Report suspected or confirmed Incidents as required in this Attachment A; -

4. Identify and-convene a core response group to determine the risk level of Incidents
and determine risk-based responses to.lncidents; and

Contraclor IniiialsVS. Lasl update 1(y09/18 Attachment A
DHHS Information

Security Requirements ' 9/22/2022
Page 8 of 9 Date
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DHHS Information Security Requirements

^5. Determine whether Breach notification Is required, and. if so, identify appropriate
V  ' Breach notification methods, 'timing, source, and .contents from among different

options, and bear costs associated with the Breach notice as well as any mitigation
measures.

■' Incidents and/or Breaches that" implicate PI must, be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer: ' :

DHHSInformationSecurityOffice@dhhs.nh.gov

a
vs. Last update 10/09/18. AtiachmenlA ^ Contractor InKlals

. OHHS Information
Security Requirements , : 9/22/2022
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State of New Hampshire
Department of Health and Human Services

Amendment #1

This Amendment to the Fuel Assistance Outreach contract is by and between the State of New Hampshire,
Department of Health and Human Services ("State" or "Department") and Community Action Partnership
of Strafford County ("the Contractor").

WHEREAS, pursuant to an agreerrient (the "Contract") approved by the Governor and Executive Council
on October 19, 2022.{ltem #50), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract, and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Modify Data Sharing Agreement No. 2022-029, Section VIII, A. Effective Date, to read:

A. Effective Date: This Data Sharing Agreement shall become effective October 1, 2024, upon
approval of the Governor and Executive Council.

2. Modify Data Sharing Agreement No. 2022-029, Section VIII, B. Duration, to read:

8. Duration: The duration of this Agreement is from the Effective Date through October 1, 2028.

- y

W
Community Action Partnership of Strafford County Contractor Initials

SS-2023-DEHS-04-FUELA-04-A01 Page 1 of 3 Date_Z^?^^^
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All terms and conditions of the Contract not modified by this Amendment remain In full force and effect.
This Amendment shall be effective October 1, 2024, upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below.

State of New Hampshire
Department of Health and Human Services

7/9/2024

Date

■>OocuStgnad by:

■gWCWEBIMMie..

Name:Karen Hebert
Title. Division Director

7/8/2024

Date

Community Action Partnership of Strafford County

—OocuSIgnid by: '

SSAQCi

Name:®®^5®y Andrews Parker
Title:

Community Action Partnership of Strafford County

SS-2023-DEHS-03-FUELA-04-A01 Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. ,

OFFICE OF THE ATTORNEY GENERAL

'OocuSHiiwd by;

7/9/2024 '
-^OocuSlgn^d by:

-74673404404 >460...

Date Name: cuarino
Title: ■ Attorney

I hereby'certify that the foregoing Amendment was approved by the'Govemor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Communlly Action Partnership of Strafford County

SS-2023-DEHS-03-FUELA-04-A01 .. , Page 3 of 3
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State of New Hampshire

Department of State

CERTIFICATE -

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that COMMUNITY ACTION

PARTNERSHIP OF STRAFFORD COUNTY is a New Hampshire Nonprofit Corporation registered to transact business in New

Hampshire on May 25. 1965.1 further certify that all fees and documents required by, the Secretar>' of State's office have been,

received and is in good standing as far as this office is concerned.

Business ID: 65583

Certificate Number: 0005748257

Q&

B&i

5^

®:2

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the Stale of New Hampshire,

this 4th day of April A.D. 2022.

William M. Gardner

Secretary of State
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CERTIFICATE OF AUTHORmr

I  Srouon hereby certify that:
(Name of the elected Officer of the Corporation/LLC: cannot be contract signatory)

1. 1 am a duly elected Clerk/Secretary/Offlcer of romm[H\iiu (-^
(CorporatioD^LLC Name) - '

2. The foilowing Is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on V\hV | ̂ . 20 . at which a quorum of the Directors/shareholders were present and voting.

(Date)

VOTED: That (may list more than one person)

Is duly authorized on behalf of(jimMiiH<-U; fyfi/jy] pi/jlu/diyChf to.enter into contracts or agreements with the State
-  Corporal/ LLC)

of New Hampshire and any of its agencies or departments .and further Is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in hjs/her judgment be desirable or necessary to effect the purpose of this vote.

3. i hereby certify that said vote has-nOt been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thlr^ (30) days from the date of this Certificate of Authority. I further certify that It is understood that the State of
New Hampshire will rely on this; certificate as evidence that the person(s) listed above currently occupy the-
pos!ition(s) Indicated and that they have full authority to bind the corporation. To the e)rtent that there are any
limits on the authority of ahy listed individual to bind the corporation in contracts witf] the State of New Hampshire,
all such limitations are expressly stated herein.

Dated:, yg/goa./ ■ _
Signature of ̂ l^ted Officer
Name:

Rev, 03/24/20
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AcoRcf CERTIFICATE OF Liability INSURANCE DATEfMfellDOrVYYri

07/01/2024

THIS CERTIFICATE IB ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POUCIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTmnTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT tf the certificate hoMer Is an ADDITIONAL INSURED, the pollcy(leB) must have ADDITIONAL INSURED provisions or bt sndorsBd.
If SUBROGATION IS WAIVED, sut>)BCt to the tormt and conditions of the poii^, certain pollciee may require an endorsemont A statement on
this certificate doee not confer rights to the ceittflcBto holder in lieu of such si>d0fssfnent(s).

pftoouceit

CGi Insurance, Inc.

5 Dartmouth Drive

Auburn NH 03032

Teri Davis

(8")Se2.S864 ^ (868)57M443

KOOCTS8- TDavisOCGIBuslnesslnsurance.com
WSURERtl) AFFOROWO COVERAGE NAiC*

INSURER A: Hanover Insurance Company 22292

INSURED

Comrmmity Action Partnership of Strsfford County

DBA; Strafford CAP

577 Central SL Ste 10

Dover 03820

iM«i«ERB.- EastsmAinance 10724

i,#8UReRC: f*hHadeiphia Indemr^ 23850

erSURERO:

MSURCRE:

INSURER F:

COVERAOES CERTIFICATE NUMBER: 24-25 Master REVISION NUMBER;

TWIS IS TO CERTIpr THAT THE POUCIES OF INSURANCE LISTED 8EL0W HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POUCY PERIOD

INDICATED. NGTWITHSTANOING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED .OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXaUSIONS AND CONDITIONS OF SUCH POLICIES. UMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

won—
TTPeOPMSURANCE i POUCY N

pouevw POLiCVeXP
UMITSLTR rairni UMBER

CCMtCRCUL QENERM. UASajTY

~~1 cuwMSJkuoe OCCUR
Abuse UabOilyiSiM

GEfg AGGREGATE UMITAPPUES PER;

POUCY [ I
OTHER;

, PRO-
' JECT LOC

ZHVAie213511

IMWOOrrYYY)

07/01/2024

nenmorvYm

07/01/2025

EACH OCCURRENCE
DAUACE TO REmEO
PREMISES IE« eco«T»nc«l

MEOEXPCA/iTWWPfton)

PERSONAL S AOV INJURY

GENERAL AGGREGATE

PROOUCTS • COMP/OP AOG

Professionaf Liability

COU&lieDSIHCLf UUiT
(El jcctmnu

1,000,000

100.000

10,000

1,000,000

3,000,000

Included

S 1,000,000

AUTOMOBILE LIABSJTY

ANY AUTO

% 1,000,000

X

eOCHLY INJURY (Pir pinon)

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY X

SCHEOLILED
AUTOS
NONGWNED
AUTOS ONLY

AVWA156930 07/01/2024 07/01/2025 BODILY INJURY (P«r icddanO

■pRmrnsTOCE
(Pir icetdmll

Uninsured motorist t 1,000,000

UMBRELLA UAB

EXCESS UA8

DEO

OCCUR

CLA1MS4AA0E

EACmXOJRRl'NCE , 4,000,000
UHVA192136 07/01/2024 07/01/2025 AGGREGATE 4,000.000

RETENTION $
WORKERS COMPENSATION
AND EMPLOYERS'UAB8JTY y/M
ANY PROPRIETORIPARTNER/EXECUTIVE
OFFICER/MEMBER EXCLUDED?
(UuMMofylnNH}

ols^lPnON OF OPERATIONS Mk»v
s

STATUTE

01000011379-2024A 07/01/2024 07/01/2025 E.L EACH ACCIDENT 1,000,000

E.L DISEASE • EA EMPLOYEE 1,000,000

E.L DISEASE - POUCY UUIT 1,000.000

Directors & OfHcers
EPLI with Crime PHSD1807749-007 07/01/2024 07/01/2025

Aggregate
Per Claim

Crime Aggregate

$8,000,000

$3,000,000

$1,000,000

DESCRPTION OF OPERATIONS ILOCATKMSI VEHICLES (ACORDIIH, AdMUoral Rtimrlu SerwduM. imy IM ittaehid ■ mom ipici M rxiulrMi)

\AbrkefS Compensation 3A State; NH

CERTIFICATE HOLDER CANCELLATION

State of NH, DKHS, Bureau of Contracts and Procurement

129 Pleasant St

Concord NH 03301

•

SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POUCY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 26 (2016/03)
e 1988-2015 ACORD CORPORATION. All rights fMerved.

The ACORD name and logo are roglstored marks of ACORD
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Lori A. SblWkette

ConmUshMKr

Kireo E. Hcboi

Dlrtrtor

ST/^Tt OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF ECONOMIC ̂  HOUSING STABILITY

\19 PLEASAIVT STREET. CONCORD, NH <13301
603-271^74 1-8004152^345 Ext 9474

Faxr 603-271-4230 TDD Ac<eM; 1-800-735-2964 www.dhlit.nb.gov

5C

September 1. 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hempshire 033Q1

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Economic and
Housing Stability, to enter into Sole Source data sharing agreements (DSA) with the Contractors
listed below to share basic indhrldual contact Information so that the Contractors can contact

families to discuss their eligibinty for energy assistance and assist them with applying, at no cost,
with the option to renew for up to four (4) additional years, effective October 3, 2022, or
upon Governor and Counctf approval, whichever is later, through October 1, 2024.

Contractor Name

Community Action Program of Belknap and Merrimack Counties. Inc.

Southern New Hampshire Services, Inc.

Southwestern Community Services. Inc.

Community Action Partnership of Strafford County

Tri-County Community Action Program, Inc.

EXPLANATION

This request is Sole Source because the five (5) Community Action Programs (CAPs)
currently assist families with both energy assistance and Supplemental Nutrition Assistance
Program (SNAP) benefits throughout New Hampshire and are therefore uniquely qualified to
utilize this data to expand efforts to provide energy assistance to families.

The Department is presenting this request to the Governor and Council because the
Department has multiple contracts and/or agreements with the Contractors listed above In State
Fiscal Year 2023; the total amount of the multiple agreements is at or above the applicable G&C
approval thresholds set forth in Manual of Procedures 150 and therefore this action requires
Governor and Council approval.

The CAPs currently administer eligibility for the Low Income Home Energy Assistance
(LIHEAP) program. The purpose of this request is to help families and indrviduals. with their
consent, currently utilizing SNAP benefits become aware of energy assistance programs they
may be eligible for, so they can benefit from these cost-savings. Additionally, the Contractors will
also discuss SNAP benefits that the individuals may qualify for if they already receive LIHEAP
benefits. Both SNAP and LIHEAP are 100% federally funded benefits.

The Deportment of Health ond Humon Serihctf' Mission is to join communities and families
in providing opportunities for eiliirns to ochieue health and independence.
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His Excellency. Governor Chrtstopher T. Sununu
and the Honorable CouncB , •

Page 2 of 2

The Contractors will Uilize basic contact information, Including names, mailing/residential
'addresses, e<mail addresses, and/or telephone numbers, provided by the Department for
individuals receiving SNAP benefits to make them aware of fuel assistance options.

As referenced in the attached Data Sharing Agreement, Duration of Agreement
and Additional Terms, Subsection B. the parties have the option to extend the
agreements for up to four (4). additional years,. contingertt upon satisfactory delivery of
services; agreement of the parlies, and Governor and Council approval.

Should the Governor and Council not authorize this request, families who utilize SNAP
benefits may not realize that they alSo could have access to fuel assistance benefits.

Respectfully submitted.

Lori^ Shibinette
Commissioner
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DATA SHARJNG AGREEMENT BETWEEN

STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN

SERVICES

AND

COMMUNITY ACTION PARTNERSHIP OF STRAFFORD COUNTY

FOR

DATA SHARING AGREEMENT No. 2022-029

I. PURPOSE, AND LEGAL AUTHORITY

. A. Purpose

This Data Sharing Agreement, including all definitipns, and Attachment A, OHMS
Informalioh Security Requirements (Agreement) establishes the terms, conditions,
safeguards, and procedures under which the State of New Hampshire Department of
Health and Human Services, Division of Economic and Housing Stability (DHHS),
agrees to share Confidential Data, as defined herein and in Attachment A, with •
Community Action Partnership of Strafford County (Contractor), (Collectively,.the
"Parties").

Use of the DHHS Confidential Data shared with Contractor under this Agreernent is
limited to the following: DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone number of recipients of the Supplemental .
Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/
families of their potential eligibility for Fuel Assistance. Participation by SNAP
recipients is voluntary and the DHHS shall ensure all individuals sign a written
consent form to share their personally identifiable information with Contractor.

B. Legal Authority ' . '
This Agreement supports the responsibilities of the Parties and is permissible
pursuant to 7.CFR 272. l (c)(l)(i), which states that the Contractor must be
"directly connected with federally-assisted State programs providing assistance on
a means-tested basis to low income individuals." This" Agreement is established to
ensure compliance with all applicable state and federal confidenfiality and privacy
'laws and regulations.' ^

• >

J'

II. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO

CONTRACTOR

CONTRACTOR agrees the Confidential Data provided by DHHS listed below shall be
restricted to the following use:

Confidential Data will be used only to contact SNAP recipients to notify them
of their potential eligibility for Fuel Assistance. Recipients will be contacted
by phone, email or letter. There will be no.melric on frequency or success of
contact. . .
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v: Contractor shali make no Other use or disclosure of the data.
Data will be purged for those individuals declining tfiese services or who do
not respond after ninety (90) days of inactivity.

A. Source or Systems of Records

DHHS shall provide Confidential Data from the following systems of records:

1. CSV Excel File (no database use; just an excel .file with basic contact
information)

/■

B. Data Elements Involved ''

The Data DHHS will be providing to Contractor is lirhited to the following:

!. Client fi rst name and last name;
2. Client inailing/residential add.ress; ^

r- 3. Client e-mail address; and
4, Client phone number.

CONTRACTOR and DHHS agree that the DHHS Confidential Data requested and
provided in this Agreement is the minimum necessary to achieve the goals of the request.

lU. OBLiGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA

Upon receipt of a valid signed consent from the SNAP client, DHHS will provide basic
contact information to Contractor for SNAP clients, to assist'in learning about Fuel
Assistance Program options. This data may include:

.V- •

1. Client fi rst name and last name; •
2. Client mailing/residential address;
3. Client e-mail address; and,
4. Client phone number.

IV. OBLIGATIONS OF CONTRACTOR AND END USERS RELATING TO THE
CONFIDENTIAL DATA

in addition to those obligations included in Attachment A, DHHS Information Security
Requirements of this Agreement, Conu-actor agrees that it shall-meet all federally

. required standards.

V. COSTiS

• No funds will be exchanged under this Agreement. The parties agree to absorb their
respective costs associated with the.Agreement. Eacii party shall bear and be responsible

•  solely for its own costs and expenses necessary to comply with this Agreement with the
exception of any costs and expenses owed by the Contractor for data breaches further
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described in Attachment A, the DHHS Information Security Requirements.

VI. OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR

INCIDENTS

In addition.to the obligations in Attachment A, in the event of a breach, Contractor
agrees to cease using and return and/or destroy all Confidential Data and
Derivative Data and any copies in its possession, and to arrange for the return of
all Confidential or Derivative Data in the possession of any contractor or third
party, immediately upon notice .from DHHS. Contractor agrees to certify
destruction of the data within 30 days of the termination of this Agreement.

VIIl. DURATION OF AGREEMENT AND ADDITIONAL TERMS

A. Effective Date: This Data Sharing Agreement shall become effective upon
approval of the Governor and Executive Council.

B. Duration: The duration of this Agreement is from the Effective Date through
October I, 2024. Par The Parties may extend the Agreement for up to four (4)
years, contingent upon approval of ihe Oovemor and Executive Council.

C. Amendment:'The Parties agree to modify or negotiate an amendment to this
Agreement as needed to address changes in policy, fiscal issues, changes in law or
regulation relating to information security, and specific safeguards for maintaining
confidentiality or as necessary to comply with the requirements associated with the
safeguarding of Confidential Data.

D. Choice of Law and Forum. This Agreement shall be governed, interpreted, and
construed in accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their representatives, -
successors, and assigns. The wording used in the Agreement is the wording chosen
by the parlies to express their mutual intent, and no rule of construction shall be •
applied against or in favor of any party. Any actions arising out of this Agreement
.shall be brought and maintained in New Hampshire Superior Court which shall
have exclusive jurisdiction thereof.

E. Indemnification. Unless otherwise exempted by law, Contractor shall hold
harmless and indemnify DHHS and its officers and employees from and against all
claims, liabilities, and costs arising from any incidents or breaches of the data.

F. Termihation: Either party.may unilaterally terminate this Agreement upon •
written notice to the other party, in which case the termination shall be effective 30
days after the date of that notice or on a later date specified in the notice. In the
event that DHHS has cause to believe that the Contractor has violated a term of the
Agreement, DHHS reserves the right to immediately tenninate this Agreement •
upon written notice and Contractor shall destroy the data and provide an attestation
of its destruction to DHHS, or return the data to DHHS within the 3Q days.

r
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In the event-that any Confidential Data or derivative data cannot be destroyed upon
termination; the privacy ̂ d security requirements of this Agreement shall survive the
termination or expiration of this Agreement, and the data shall be maintained according
to the Agreement and as required under applicable law, until it can be destroyed.

No failure by the DHHS to enforce "any provisions hereof, after any event of default shall
be deemed a waiver of DHHS's rights with regard to that event, or any subsequent event.
No express failure to enforce any event of default-shall be deemed _a waiver of right of the
state to enforce each and all of the provisions hereof upon any further or other event of
default on the part of the Contractor.

^  'y 't*

G. Contractor's Relation to DHHS. In the performance of this Agreement
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor
an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority to bind the DHHS or receive any benefits,
workers' compensation or other emoluments provided by the State to its employees.

H. Assignment/Delegation/Subcontracts, The Contractor shall not assign, or otherwise
transfer any interest in this "Agreement.

b Insut^ce Coverage. Tfte Contractor shall, at its sole expense, obtain and continuously
maintain in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death

■or property damage, in amounts of not less than $ 1,000,000 per occurrence and
$2,000,000 aggregate or excess.

..J. Notice. Any notice by a party hereto to the other party shall be deemed to have been
duly delivered or given at the time of mailing by certified mail, postage prepaid, in a
United States Post Office addressed to the parties at the addresses or email addresses
below. iv

K. Third Parties. The parties hereto do not intend to benefit any ^ird parties and this
Agreement shall not be construed to confer any such benefit.

L. Headings. The heading,s throughout the Agreement are for reference purposes only,
arid the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agreement.

M. Severabilitv. In the event any of the provisions of this Agreement are held by .a court
of competent Jurisdiction to be contrary to any state or federal jaw, the remaining
provisions of this Agreement will remain in full force and effect.

N. Entire Agreement. This Agreement, which may be executed in a number of
counterparts, each of which shall be deemed an original, constitutes the entire agreement
and understanding between the parties, and supersedes all prior agreements and
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understandings with respect to the subject-matter hereof.

IX. PERSONS TO CONTACT

DHHS contact program and policy;

Debra E. Sorli , • ..

Administrator rv

Bureau of Family Assistance
Debra.e.sorli@dhhs.nh.gov

DHHS contact for Information Security, Privacy, .
Data Management, or Data Custodian issues:.

fDHH$Lnfoimation$ecuritvOFnce@dhhs.nh.tiov)

X. APPROVALS

CONTRACTOR contact official:
^

The authorized Contractor program official,.whose.signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement.

Approved by: ' •'

Mut Payity
k>_asiBSADcc80O4fl6.. CEO

Betsey Andrews Parker
Community Action Partnership of Strafford County
557 Central Avenue, Suite 10
Dover, NH 03820

Date:

9/20/2022

A
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The authorized DHHS approving official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective
organization to the terms of this Agreement.

Approved by:

OpcuWQflid toy:

Division Director

Karen Hebert

Department of Health and Human Services
Division for Economic and Housing Stability
129 Pleasant St, Concord NH.0330I

Date:

9/27/2022

.attorney general contact official:

The authorized Attorney-General official, whose signature appears below, accepts and expressly
agrees to the terms and conditions expressed herein, and confirms that no verbal.agreements of
any kind shall be binding or recognized; and hereby commits their respective organization to
the terms of this Agreement. '

Approved by:

y"^~t>oc»»Sl8ri»aby: .
...

■  Attorney

New Hampshire Attorney General Date:

33 Capital Street . 9/28/2022"
Concord, NH 03301
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NH Department of Health and Human Services

Attachment A

DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized, acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and-for an other than
lauthorized purpose have access or potential access to personally Identifiable
Information, whether physical o'r electronic. With regard to Protected Health
Information.' Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident", shall have the same meaning "Computer Security
.  Incident" in section two (2) of NIST Publication 800-61. Computer Security Incident
Handling Guide. National Institute of Standards and Technology. U.S. Department
of Commerce.

3. "Confidentiai- Information" or "Confidential Data' means all confidential information
disclosed by. one party to the other such as all medical, health, financial, public
assistance benefits and personal inforrnatlon including without limitation, Substance
Abuse Treatment Records. Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
' the State of, NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in-the course of performing contracted
sen/ices - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI). Personal Information (PI). Personal Financial
Information (PFI), Federal Tax Information (FTI). Social Security Numbers (SSN),
.Payment Qard Industry (PCI), and or other sensitive and confidential information.

4.. End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.). that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of. data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or

,  consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V5. Last update 10/09/18 Attachnient A Contractor initials
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NH Department of Health and Human Services

Attachment A

DHHS Information Security. Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is
'?•: not designated by the State of New Hampshire's Department of Information

Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately-secure for the transmission of unencrypted PI. PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "Pr)"means Information which can be used to distinguish
or trace an individual's Identity, such as their name, social security number, personal

.  information as defined .in New .Hampshire RSA 359-C:19, biometric records, "etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.-R. Parts 160 and 164, promulgated under.HIPAA by the United
States Department of Health and Human Services.

■10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy.Rule at 45 C F R 6 '
160.103.

11. "Security Rule' shall mean the Security Standards for the Protection of Electronic
"  Protected Health Information at 45 C.F.R. Part 164, Subpart C. and amendments

thereto. ■

12. "Unsdcured Protected Health Information" means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and- is
developed or endorsed by a standards developing organization that is accredited by
the Arnerican National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use. disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule. '

2. The Contractor must not disclose any Confidential Information in response to a

■  rwV5. LbsI update 1009/18 AtlachmenlA Conlractor Initials ^
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Attachment A

DHHS Information Security Requirements

^request for disclosure on the basis that it is required by law. "in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure. r

3. If DHHS notifies, the Contractor that DHHS has agreed to be bound by additionai
■  restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4-. 'the Contractor agrees that DHHS Data or derivative there from disclosed' to an End
User must only be used pursuant to the terms of this Contract.

5. the Contractor agrees DHHS Data obtained :under this Contract-may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract. •

METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User ■ is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmissipn via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable, storage devices, such as a thumb, drive, as a method of transmitting DHHS
data.

3. Encrypted Ernail. End User may only employ email to transmit Confidential Data if
email is encrypted arid being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site, if End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used.and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Seryices, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage.- to* transmit
Confidential Data. •

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
rnaiUwithin the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

vs. Last updaie 10/09/18 Attachment A Contractortnlitals
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Attachment A

DHHS Information Security Requirements

wireless network. End User must employ a virtual priyate network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is ernployihg remote communication to
access or transmit Confidentiai Data, a vlrtuaf private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed. i:

10. SSH File Transfer Protocol (SFTP). also known as Secure File Transfer Protocol. If
End User is employing an SFTP to .transmit Confidential Data. End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sul>folders used for transmitting Confidential Data will
t>e coded-for 24-hour auto-deletion cycle (i.e. Confidentiai Data will be deleted every ,24
hours).

11. Wireless Devices. If End User-is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent Inappropriate disclosure of information. ■

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
•Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form It may exist, unless, otherwise required by law or permitted
under-this Contract. To this end. the parties must;

A.. Retention

.1. The Contractor agrees it will not store, transfer or process data collected in
conhection with the services rendered under'this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and inciudes backup
data and Disaster Recovery locations.

2. The Contractor agrees to erisure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH. systems
and/or Department confidentiai information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidentiai Data
in a secure location and identified in section IV. A.2

, • V, ^

5. The Contractor agrees Confidential Data stored In a Cloud must be In a
FedRAMP/HITECH compliant solution and comply with ail applicable statutes and

• regulations regarding the privacy and security. All servers and devices must have
,  currently-supported and hardened operating systems, the latest anti-virai, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a ■

w
VS.Laslupdale 10/09/16 ' AUachrnentA Contraclor Iniiials

DHHS Infonnation . "
Security Requirements 9/20/2022

Page 4 of 9 Dale



Docustgn Envelope ID: F8EFD67B-442F-441F-A277-376A265CE664

. DocuSign Envelope 10; 6t3ClAFp-«3DA-4BF0-A462-d444D4BC7AFF

NH Department of Health and Human Services

Attachment A
ft, ► .

DHHS information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.
6. The Contractor agrees to and ensures its complete cooperation with the State's

Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If. the Contractor will rriaintain any Confidential Information on its systems (or Its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media contairiing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program

•  in accordance with jndustry-accepted standards for secure deletion and media
sanitizatibn, or othenwise physically destroying the media (for example,
degaussing) as described in NISI Special Publication 800-88, Rev 1. Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S. -
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written. certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.-

2., Unless otherwise specified, within thirty (30) days of the terrnination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. 'Unless otherwise specified, within thirty (30) days. of the termination of this
Contract. Contractor agrees to completely destroy all electronic Confidential Data

. by means of data erasure, also Known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Coritractor agrees to safeguard the DHHS Data received under this Contract.'and any
derivative data or files, as follows; •

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored \f\ the delivery
of contracted services.

2. The Contractor will "maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media-used to store the data (i.e., tape, disk, paper, etc.).

w
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential inforrhation
.where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
.  detect potential security events that can Impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor' will be sub-contracting any core functions of the engagement
supporting the seryices for-State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements'that at a minimum
match those for the Contractor, including breach notification requirements!

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department systemfs). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a" Business Associate pursuant to 45
CFR 160.103. the Contractor will execute a HIPAA Business,Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance'with the
.agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to motiitor for any changes In risks, threats, and vulnerabilities that may

:  occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Departrnent may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will riot store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information. Security Office

.  - leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from

.w
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the breach, including'but not limited to; credit monitoring services, rpailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must comply with all applicable statutes and regulations regarding the
privacy' and security of Confidential Information, and must in all other respects
rhaintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the' Privacy Act of 1974 (5 U.S.C. § 552a). DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
. physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State pf New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://w\yw.nh.gov/doit/vehdor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach.immediately, at the email addresses
provided in'Section VI. This ,includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New-
Hampshire systems that.connect to the State of Nevy Hampshire,network.

15. Contractor must restrict access to the Confidential Data obtained under this

Contract to only those authorized End Users who need such DHHS Data to
• perform their official duties in connection with purposes identified in this Contract.

16. The Contractor.must ensure that all End Users; --

a., comply with such safeguards as referenced in" Section IV A. above,
implemented to protect Confidential. Information that is furnished by DHHS
under thjs Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all tirnes.

c. . ensure that laptops and other electronic devices/media containing PHI', Rl, or
PFI are encrypted and password-protected.

•d. send emails contairiing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.

W
vs. Last Update 10/09/18 Attachment A -Contractor Initials

DHHS information

■ Security Requirements 9/20/2022
■ Page 7 of 9 Dale ■
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NH Department of Health and Human Services

Attachmen! A

DHHS Information Security Requirements

6. limit disclosure of the Confidential Irifonmation to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data/ must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well' as non-duty hours .(e.g., door locks, card keys,'
biom^etric identifiers, etc.).

g. ■ only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at, all times when in transit, at rest, or virhen
stor^ on portable media as required in section IV above.

^ h. in all other instances Confidential Data must be maintained," used arid
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

.  i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.

;■ This applies to credentials used to access the site directly or indirectly through
■  a third party application.

•: Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein. HIPAA,
and other applicable laws and Federal regulations until such time the Corifidential Data ■
is disposed of in accordance with this Contract.

V. LOSS REPORTING

,  The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided In
Section VI. .

The Contractor must further handle and report Incidents and Breaches involving PHI in
.accordance with the agency's documented Incident Handling and Breach Notification
procedures and in,accordance.with 42 C.F.R. §§^431.300 - 306. In addition to, and-
notwithstanding, Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor vyill: . ^ .
1. Ideritify incidents; ^
2. Determine if personally identifiable information is involved in Incidents;
3. Report suspected or confirmed Incidents as required in this Attachment A; ••
4. Identify and convene a core response group to determine the risk level of Incidents

and determine risk-based responses to Incidents; and

■  - {Zf
V5. Lasl updale 10/09/18 Aliacftmem A Conjractof initials v

OHHS Information
Security Reguirements .9/20/2022

Page 8 of 9 Date
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NH Department of Health and Human Services

Attachment A

OHMS Information Security Requirements

VI.

5. Determine whether Breach notification is required, and, if so. identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and l>ear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/iar Breaches that Implicate PI must be addressed and reported as
applicable, in accordance with'NH RSA359-C:20. ' ' . '

*• '0

PERSONS TO CONTACT

A' DHHS Privacy Officer:'

DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:,

DHHSInformatlonSecurityOffice@dhhs.nh.gov "

, u

vs. Lasl update 10/09/18 AtiacHmeni A

OMHS infonriailon

Security Requirements
Page 9 of 9

Contraclorlnlilals
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State of New Hampshire
Department of Health and Human Services

Amendment#!

This Amendment to the Fuel Assistance Outreach contract Is by and between the State of New Hampshire,
Department of Health and Human Services ("State" or "Department") and Tri-County Community Action
Program, Inc. ("the Contractor"). .

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on October 19, 2022 (Item #5C), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract, and in consideration of certain sums specified: and

WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows;

■1. Modify Data Sharing Agreement No. 2022-029, Section VIII, A. Effective Date, to read:

A. Effective Date: This Data Sharing Agreement shall become effective October 1, 2024, upon
approval of the Governor and Executive Council.

2. Modify Data Sharing Agreement No. 2022-029, Section VIII, B. Duration, to read:

B. Duration: The duration of this Agreement is from the Effective Date through October 1, 2028;

Tri-County Community Action Program, Inc. Initials
SS-2023-DEHS-04-FUELA-05-A01 Page 1 of 3 Date

■DS

J/e -
77577U7T
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective October .1, 2024, upon-Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

7/12/2024

Date

7/8/2024

Date

^DocuSigncd by:

—e?ececFB 1 fUAi t6

Name: Karen Hebert

Title: •
Division. Director

Tri-County Community Action Program, Inc.

G—OocuSigned by:'
-4DFf7B10e5AD<C3.-

Name: J®3rine Robillard
Title:

CEO

Tri-County Community Action Program, Inc.

SS-2023-DEHS-04-FUELA-05-A01 Page 2 of 3
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/

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

OoeuSigntd by:

7/17/2024

Date Name: Robyn Guarino

Title. Attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:.

Title:

Tri-Counly Community Action Program. Inc.

SS-2023-DEHS-04-FUELA-05-A01 Page 3 of 3
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State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secrclary ofSiale of the Stale of New Hampshire, do hereby certify thalTRI-COUNTY COMMUNITY

ACTION PROGRAM. INC. (TRI-COUNTY CAP) is a New Hampshire Nonprofit Corporation registered to transact business in

New Hampshire on May 18, 1965.1 further certify that all fees and documents required by the Secretary of State's office have

been received and is in.good standing as far as this office is concerned.

Business ID; 63020

Certificate Number: 0005774957

S&.

O

<H)
A

IN,TESTIMONY WHEREOF.

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this lOth day of May A.D. 2022.

David M. Scanlan

Secretary of Stale
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CERTIFICATE OF AUTHORITY

1. Sandy Alonzo . . , hereby certify that:
(Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1. 1 am a duly elected board chair of _Tri-County Community Action Program, lnc._ .
(Corporation/LLC Name) * .

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on _June 27th 2023 , at which a quorum of the Directors/shareholders were present and voting.

~  (Date)

VOTED: That Jeanne Robillard CEO, Randall Pilotte CFO, Brenda Gagne CPO (may list more than
one person)

(Name and Title of Contract Signatory)

is duly authorized on behalf of Tri-County Community Action Program, Inc. _ to enter into contracts or agreemerits
with the State

(Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other Instruments, and any amendments, revisions, or modifications thereto, which
may In his/her judgment be desirable or necessary to effect the purpose of this vote. . ,

3. 1 hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate Is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. I further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) Indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in^ntracts with the State of New Hampshire,
ail such limitations are expressly stated herein.

Dated:
icerSignature ofyEtecte

Name: Sano^onzo
Title: Board^'air

N.

Rev. 03/24/20
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AXZORCf CERT1RCATE OF LIABILITY INSURANCE
cMTepauocvrvYvi

THIS CfeK lU-ICATE IS ISSUB) AS A HATTER OF WFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLJOeR. THB
CERTIFICATE DOES NOT AFFIRHATTVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POUCES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT COMSTTTinE A CONTRACT BETV/EEN THE ISSUING INSURERS) AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH HUMAN SERVICES

DIVISION OF economics HOUSING STABIUTY

■ 129 pleasant in*RErr.O>N(:OlU).NHWJOr
ConmiuioiMr ^ ; 603-27I.M74 l4b0^O345E»t9474

IC«r<DE. Mcb^ «3-27I-4230 TDD Ac(«Si:T^.739-3964 .www.dhhs.nb.Sov
'blre^f .

Septemter 1.2022

His Excellency, Governor Christopher T; Sununu
^  and the Honorable Council
S^e House
Concord. New-Harhpshire 03301 -

REQUESTED ACTION

Authorise the' Department of Health and Human Services, Division of Economic and
Housing Stability, to enter iritp Sole Source data^^aring agreements (OSA) with the Contrackors
listed below to sharp basic Individual; contact information so that the Contractors-can contact
faniiiies to discuss their eligibility for energy assistance and assist them with applying,-at no cost,
with ;the .option to .renew -for^ up to four (4) additional, years, effective October 3, :2022i or
upon Governor and Council approval, whicheveris later^throiigh October 1,-2024.

Contractor Name

Corrimunity Action-Program of Belkhap and Merrimack Counties, Inc.

Southern New Hampshire Services, Inc.

Southwestern Cbmmuhlty Services,;Inc. ,

Community Action Partnership of Strafford County

Tri-Oouhty Community Action Program, IricT

BCPLANATIQN

This request is Sote, Source fecause the fiye (5) Community Action Pr^rams .(CAPs)
cufrehtly-assist fanillie's virfth both ertergy assistance and Supplemental Nutrition Assistance
Pr^ram. (SNAP) krenefits throughput'New Harhpshlre and are therefore uhiquOly qualified to
utilize this data to expand efforts to provide energy assistance to famiiies. '

The/Department is presenting this rkjuest toMhe Governor and Council because the
Department has multiple contracts and/or agreements with the Contractors listed abpve In State
Fiscal.Year 2023; the total amount of the.muitiple agreements is at or above the applicable G&C
approval thresholds set forth in Manual of Prodedures 150 and therefore this action requires
GpvemoTand Council approval.

The CAPs currehtty administer eligibility ,for the Low Income Home Energy Assistance
(LIHEAP) program. The purpose of this request is to help farnjlies and indiyicluals. with their
consent, currently utilizing SNAP benefits become aware of energy assistance programs they
may be. eligible for, so they can benefit from these cost-savings. Additionally.-the Contractors will
also discuss SNAP benefits, that the individuals may qualify for If they already receive LIHEAP
benefits. Both SNAP and UHEAP are 100% federally funded benefits.

TheDtporimenlof H^Uh and Human Senkts'Miu'ion uio join communiliea and/omilies
in pnOidirig opportunilies for eiiuens to achieve health and independence.
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Kit Excellency. Governor Christbpt^erT. Sununu
and the Horxxeble Councfl

PsQe 2 of 2

The ContractorB will utilize basic contact-mfbrmatlon, including names, mailing/residential
addresses, e-mail addresses, and/or telephone numbers, provided by the Department for
individuals receiving SNAP benefits to make them aware of fuel assistance options.

As referenced in the attached Data Sharing Agreement, Duration of Agreement
and Additional Terms. Subsection B. the parties have the option to extend the
agreements for up to four (4). additional years,. contingent upon satisfactory delivery of
sen/Ices, agreement of the parties, and Govemor and Council approval.

Should the Governor and Council not authorize this request, families who utilize SNAP
benefits may not realize that they also could have access to fuel assistance benefits.

f^espectfully submitted,

:Lori^ Shibinette
Commissioner
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DATA SHARING AGREEMENT BETWEEN

STATE OF NEW HAMPSHIRE DEPARTMENT OF HEALTH AND HUMAN

SERVICES

AND

TRI-COUNTY COMMUNITY ACTION PROGRAM
FOR

DATA SHARING AGREEMENT No. 2022-029

I. PURPOSE, AND LEGAL AUTHORITY

A. Purpose v.-.

This Data Sharing Agreement, including all defmUions, and Attachment A, DHHS
[nfonmation Security Requirements (Agreement) establishes the terms, conditions,
safeguards, and procedures under which the State of New Hampshire Department of
Health and Human Services, Division of Economic and Housing Stability (DHHS),
agrees'to share Confidential Data, as defined herein and in Attachment A, with Tri-
Couhty Community Action Program (Contractor), (Collectively, the "Parties").

Use of the DHHS Confidential Data shared with Contractor under this Agreement is
limited to the following: DHHS shall share the name, mailing/residential address,
and e-mail address and/or phone number of recipients of the Supplemental
Assistance Nutrition Program (SNAP) benefits, in order to inform individuals/
families of their potential eligibility for Fuel Assistance. Participation by SNAP
recipients is voluntary and the DHHS shall ensure all individuals sign a written
consent form to share their personally identifiable information with Contractor.

B. Legal Authority

This Agreement supports the responsibilities of the Parties and is permissible
pursuant to 7 CFR 272,l(c)(l)(i), which states that the Contractor must be
"directly connected with federally-assisted State programs providing assistance on
a rheans-iested basis to low income individuals." This Agreement is established to
ensure compliance with all applicable.siate and federal confidentiality and privacy
laws and regulations. " ' ' ,

II. DESCRIPTION OF CONFIDENTIAL DATA TO BE DISCLOSED TO
'CONTRACTOR

CONTRACTOR agrees" the Confidential Data provided by DHHS listed below shall be
•  restricted to the following use:

Confidential Data will be used only to contact SNAP recipients to notify them
of their potential eligibility for Fuel Assistance. Recipients will be contacted "
by phone,^email or letter. There will be no metric on frequency or success of
contact.

Contractor shall make no other use or disclosure of.the data.
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Oata will be purged for those individuals declining these services or who do
not respond after ninety (90) days of inactivity.

•A. Source or Systems of Records •"

DHHS shall provide Confidential Data from the following systems of records:

I. CSV Excel File (no database use; just an excel file with basic contact
• information)

B. Data Elements Involved

The Data DHHS will be providing to Contractor is limited.to the following:

1. Client first name and last name;
2. Client mailing/residential address; '.v .
3. Client e-mail address; and .
4. Client phone number.

CONTACTOR and DHHS agree that the DHHS Confidential Data requested and
provided in this Agreement is the minimum necessary to achieve the goals of the request.

HI. OBLIGATIONS OF DHHS RELATING TO THE CONFIDENTIAL DATA ̂

Upon receipt of a valid signed consent from the SNAP client, DHHS will provide basic
contact information to Contractor for SNAP clients, to assist in learning about Fuel
Assistance Program options'. This data may include:

I'

1. Client firsl'name and last name;
2. Client mailing/residential address;
3. Client e-mail address; and ' -c
4." Client phone number.

IV. OtoGATIONS OF CONTRACTOR AND END USERS RELATING TO THE
confidential DATA

In addition to those obligations included in Attachment A, DHHS Information Security
Requirements of this Agreement, Contractor agrees that it shall meet all federally
required standards. r;

V/ COSTS - * - "

No funds will be exchanged under this Agreement. The parties agree to absorb their
respective costs associated with the Agreement. Each party shall bear and be responsible
solely for its own costs and expenses necessary to comply with this Agreement with the
exception of any costs and expenses owed by the Contractor for data breaches further
described in Attachment A, the DHHS lnfomtation Security Requirements.
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VI. OBLIGATIONS OF CONTRACTOR RESULTING FROM A BREACH OR.
INCIDENTS

In addition lo the obligations in Attachment A, in the event of a breach, Contractor
agrees to cease using and return and/or destroy all Confidential Data and
Derivative Data and any copies in its possession, and to aijange for the return of
all Confidential or Derivative Data in the possession of any contractor or third
party, immediately upon notice from DHHS. Contractor agrees to certify
destruction of the data within 30 days of the termination of this Agreement.

Vni. DURATION OF AGREEMENT AND ADDITIONAL TERMS

A. Effective Date: This Data Sharing Agreement shall become effective upon
approval of the Governor iand Executive Council. -

-  B. Duration: The duration of this Agreement is from the Effective Date through .
October 1,2024. Par The Parties may extend the Agreement for up to four (4)
years, contingent upon approval of the Governor and Executive Council., ■■u

C. Amendment: The Parties agree to modify or negotiate an amendmeril to this
Agreement as needed to address changes in policy, fiscal issues, changes in law or
regulation relating to information security, and specific safeguards formaintaining
confidentiality or as necessary to comply with the requirements associated with the
safeguarding of Confidential Data.

D. Choice of'Law and Forurh; This Agreement shall be governed, interpreted, and,
. construed in accordance with the Laws of the State of New Hampshire, and is
binding upon and inures to the benefit of the parties and their representatives,
successors, and assigns. The wording used in the Agreement is the wording chosen
by the parties to express their mutual intent; and no rule of construction shall be
applied against or in favor of any party. Any actions arising.out of this Agreement
shall be brought and maintained in New Hampshire Superior Court which shall
have exclusive jurisdiction thereof.

V.

E. .Indemnificationi. Unless otherwise exempted bv law. Contractor shall hold
harmless and indemnify pHHS and its officers and employees from and against all
claims, liabilities, and costs arising from any incidents or breaches of the data.

^  F. Tcrmination:-Either partv mav unilaterally terminate this Agreement upon
written notice to the other party,.in which case the termination shall be effective 30
days after the date of that notice or on a later dale specified in the notice. In the
event that DHHS has cause to believe that,the Contractor has violated a term of the
Agreement, DHHS reserves the ri ght to inimediately terminate this Agreement .
upon written notice and .Contractor shall destroy the data and provide an attestation
of its destruction to DHHS, or return the data to DHHS within the 30 days.

In,the event that any Confidential Data or derivative data cannot be destroyed upon
termination, the privacy and security requirements of this Agreement shall sur\'ive the

I
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tennination or expiration of this Agreement, and the data shall be maintained according
to-lhe Agreement and as required under applicable law, until it can be destroyed.

No failure by the DHHS to enforce any provisions hereof, after any event of default shall
be deemed a waiver of DHHS's rights with regard to that event, or any subsequent event.
No express failure to enforce any event of default shall be deemed a waiver of right of the
stale to enforce each and all of the provisions hereof lipoh any further or other event of
default on the part of the Contractor.

G- Contractor's Relation to DHHS. In the performance of this Agreement
CONTRACTOR is in all respects an independent contractor, and is neither an agent nor
an employee of DHHS. Neither the CONTRACTOR nor any of its officers, employees,
agents or members shall have authority to.bind the DHHS or receive any benefits,

• workers' compensation or other emoluments provided by the State to its employees.

H. Assignment/Delegation/Subcontracts. The Contractor shall not assign, or otherwise
transfer any interesi,in this Agreement.

I. Insurance Coverage. The Contractor shall, at its sole expense, obtain and continuously
maintain in force, and shall require any subcontractor or assignee to obtain and maintain
in force commercial general liability insurance against all claims of bodily injury, death
or property damage, in amounts of not less than S1,600,(X)0 per occurrence and
52,000,000 aggregate or excess. ""

■ J. Notice. Any notice by a party hereto to the other party shall be deemed to have been
duly delivered or given at the time of mailing by certified mail, postage prepaid, in a
United States Post Office addressed to the parties at the addresses or email addresses,
..below.

'.S - , •

K. Third Parties. The parties hereto do not intend to benefit any third parties'and this
• Agreement shall not be construed.to confer any such benefit. ; . .v*

L. Headings. The headings throughout the Agreement are for reference purposes only,
and the words contained therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the provisions of this Agreement.

M. Severabililv. In the event any of the provisions of this Agreement are held by a court
of competent jurisdiction to be contrary to any state or federal law, the remaining '
provisions of this Agreement will remain in full force and'effeci.

N. Entire Agreement. This Agreement, which may be executed in a number of
cbunlcrparts, each of which shall be deemed an original, constitutes the entire agreement
and understanding between the parties, and supersedes all prior agreements and
understandings with respect to the subject matter hereof.
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IX. PERSONS TO CONTACT

DHHS contact program and policy;

Dcbra E. Sorli

Administrator IV .

. . Bureau of Family Assistance
Debra.e.sorli@dhhs.nh.gov

DHHS contact for Information Security,"Privacy,
. Data Management, or Data Custodian issues:

(DHHSinfon'»ationSecuritvOfFice@dhhs.nh.uov^

X. APPROVALS

CONTRACTOR contact ofFicial:

The authorized Contractor program official, whose signahire appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby corhmils their respective
organization to the terms of this Agreement.

Approved by:

^0««uSlgRt4 by:

JuouAX. U^'iiorl ceo

Jeanne KofJTffarS
Trl-County Community Action Program
30 Exchange St.
Bcrlm, NH 03570

Date:

9/20/2022

y

/
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The authorized DHHS approving official, whose signature appears below, accepts and
expressly agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their respective
'organization to the terms of this Agreement.

Approved by: 5

>-^OocvS>gn»4 Dy;

'  Division Director

Karen Hebert Date:

Department of Health and Human Services

Division for Economic and Housing Stability
129 Pleasant St, Concord NH 03301

9/20/2022

ATTORNEY GENERAL contact official:

The authorized Attorney General pfficiafi whose signature appears below, accepts and expressly
agrees to the terms and conditions expressed herein, and.confirrns that no verbal agreements of
any kind shall be bihding or recognized, and hereby commits their respective orgariization to
the terms of this Agreement. v;

Approved by:

Do<i»3to««d by.

1  ' ̂ Attorney

New Hampshire Attorney General Date: •

33 Capital Street ' ; 9/21/2022

Concord, NH 03301 o'
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DHHS Information Security Requirements

A. Definitions . '

The following terms may be reflected and have the described meaning in this docurnent:

'1. ."Breach" means the loss of control, compromise, unauthorized disclosure,
' unauthorized acquisition, unauthorized access, or any similar term referring to '
situations where persons Other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With 'regard to Protected Health

,  Information," Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45. Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning. "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident

;■ Handling Guide, National Institute of Standards and Technology,. U.S. Department
-  of Commerce.

3. ""Confidential Information" or "Confidential Data""means'all confidential information
disclosed by one party- to the other' such as all medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records, Ca^ Records. Protected Health Information and
Persoriaily Identifiable Information.

Confidential Information also includes any and a|l information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health anci
Human Services,(DHHS) or accessed in the course of- performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but Is not limited.to-
Protected Health Information {PHI), Personal Informatiori (PI). Personal Financial .
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream, user, etc.)' that receives
DHHS-.data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the-
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
■which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a systerri for the processing or- storage of data; and changes to system hardware,

•firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacernent,. loss
or misplacement of hardcopy documents, and misrouling of physical or electronic

^'—D8

&vs. Lest updale 1(VP9/18 . Attachment A Contractof initials
DHHS information

Security Requirements 9/20/2022
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mail, all of which may have the potential to put the' data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wirkess Network" means any network or segment of a network that ,is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
spproved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI. PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an Individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19. biometric records, etc.,
alone, or when combined with other personal or identifying Information which is linked
or, linkable to a,specific individual, such as date and place of birth, mother's maiden
name, etc. ' '

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. .Paris 160 and 164. promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (of "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C F R 6
160.103. . ■

11. "Security Rule" shall mean the Security Standards for the^'Proleclion of Electronic
Protected Health' Information at 45 C.F.R. Part 164. Subpart C. and amendments
thereto. v.-,

12. "Unsecured Protected Health Information" means Protected Health Information that is
not; secured by a technology standard that renders Protected Health Information
unusable, unreadable, or. indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute. '

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor.-
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule. '

2. The Contractor must not disclose any Confidential Information in response to a

/""•OS

jr
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request for disclosure on the basis that it is required by law,- in response to a
subpoena,^ etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the. Privacy and Security Rule, the "Contractor must be bound by such
additional restrictions and must not disclose PHI In violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
■" User must only be used pursuant to the terms of this Contract.

5.- The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Conhdential Data between applications, the Contractor attests the applications have,
been evaluated by an expert knowledgeable :in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2.. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive,.as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to tra'nsrhit Confidential Data if
email is encrypted .and being sent to and being received "by email addresses of
persons authprized to receive such information.

4. Encrypted Web Site. If End User .is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sjtes. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, lb transmit
Confidential Data.

6. Ground Mall Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops, and PDA. If End User is employing portable devices to transmit
• Confidential Data said devices must be encrypted and password-protected.

8. Open .Wireless Networks. End User may not transmit Confidential Data via an open

■  fjr
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wireless network. End User rhust employ, a virtual private network (VPN) when
remotely transmitting via an open wireless'network.

9. Remote User Communication. If End User Is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s)"or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data. End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours). .

1T. Wireless. Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information..

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

the Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have ,30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention *

1. The Contractor agrees it will not stpre, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
"States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service'or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security rhonitoring capabilities are in
place to detect potential-security events that can impact State of NH systerris
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential Information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A,2

'5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and. devices must have
currently-supported and hardened operating systems, the. latest anti-viral, anti-
hacker. anti-spam, anti-spyware, and anti-malware utilities. The erivironment, as a

vs. Last update 10/09/18 Attachment A
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whole, must have aggressive intrusion-detection and firewalf protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Informatiori Officer in the detection of any security vulnerability of the hosting
infrastructure.

B.- Disposition

1. if the Confractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergencyi and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance vwth industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication" 800-88, Rev 1. Guidelines
for Media Sanitization, "National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,

■  regulatory and professional standards for retention requirements will be jointly
evaluated'by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty "(30) days, of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding. '

Unless pthervyise ■ specified, within thirty (30) days of the termination of this
Contract. Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

3.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

,1- The po,ntractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and ■ procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
•creation, transformation, use, storage and secure destruction) regardless "of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit,, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can Impact State of NH systerhs and/or
-Department confidential lrifbrmation.for contractor provided systems.

t

, 5. The Contractor will provide regular security avyareness and education for. its End
Users In support of protecting Department confidential information.

6. If the Contractor will be ..sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an Internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, Including breach notification requirements.

-7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department syste'm{s). Agreernents'will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the, Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to, monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the'engagement between the Department and the Contractor changes.

TO. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless

.  prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability, In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and'
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in ail other -respects
maintain the privacy and security of PI and PHI at. a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a) DHHS
Privacy Act Regulations (45 O.F.R. §5b). HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for Individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data arid to
prevent unauthorized use or access to it ' The safeguards must provide a level and
scope of security that is.not less than th|e level and scope of security requirements
established by the State of New Hampshire. Departnient of Information Technology.
Refer to Vendor Resources/Procurement |at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. ^

14. Contractor agrees to maintain a documented breach notification and Incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security tireach immediately, at the email addresses
provided in Section Vl. This includes a confidential information breach, computer
security incident, or suspected .breach which affects or" includes any State of New
Harnpshire systems that cgnnect to the State of New Hampshire' network.

15. Contractor must restrict access to the
Contract to only those authorized End
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users: -

.  a. comply with such safeguards a|s referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS .-
under this Contract from loss, theft or Inadvertent disclosure.

b. safeguard this information at all times. ■ ^ v
.  .c. ensure that .laptops and other electronic devices/media containirig PHI, PI, or

PFI are encrypted and password-protected. ^
d. send emails^ containing Confidential Inforrpation only if encrypted and being

sent to and being received by email addresses of persons authorized to
receive such information.

1 jr
V5. Lasl update 1.0/09/18 Attachment A Contractor Initials

DHHS Information ' '
Security Requirements 9/20/2022

Page 7 of 9 .. Date

Confidential Data obtained under this
Users who need such DHHS Data to.



Docusign Envelope ID: 347CB38C-B0BB-48EF-BFEF-E966F75D4E7B

DocuSign Envelope ID: AF44337B^:C8F-4B4e.990^CA51E0D34D38

NH.Department of Health and Human Services

Attachment A

DHHS Information Security Requirements '

e. limit disclosure of the Confidential Information to the extent permitted by law.

.  f. • Confidential Information received under this Contract and Individually
identifiable data derived from OHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as. well as non-duty hours (e.g., door locks, card keys;
biometric Identifiers, etc.).

g. only authprized End Users may transmit the Confidential Data, Including any
''derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, .or when
stored on portable media as required In section IV above.

h. in ail other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined ̂ by a risk-based
assessment of the circumstances involved.

-N

I. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or Indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including, the privacy and security requirements provided In herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
Is disposed of in accordance with this Contract.

■  V. LOSS REPORTING t ^

The Contractor must notify the State's Privacy Officer and Security Officer of any

Security Incidents and Breaches Immediately, at the email addresses provided in

Section VI.

The Contractor must further handle andVepOfI Incidents and Breaches involving PHI In
accordance with the agency's documented Incident Handling and Breach Notification

, procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to. and

notwithstanding, Contractor's compliance with all applicable obligations and. procedures.

Contractor's procedures must also address how the Contractor will:

1. Identify Incidents; •

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Attachment A;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

&V5. LasJ Update 10/09/18 AtlachmenlA (' Contractor Initials
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5. Determine whether Breach notification is required, and, if so. identify appropriate.
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation

V- measures. ■ ' ' •

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

OHHSPrivacyOfficer@dhhs.nh.96v

B. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov
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