State of New Hampshire
DEPARTMENT OF NATURAL & CULTURAL RESOURCES
DIVISION OF FORESTS & LANDS
172 Pembroke Road  Concord, New Hampshire 03301

Phone: 603-271-2214 Fax: 603-271-6488
TDD Access: Relay NH 1-800-735-2964

nhdfi.dncr.nh.qov
June 26, 2024
His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Natural and Cultural Resources, Division of Forests and Lands to exercise a Retroactive
contract renewal option (Contract #DNCR-2020-001) with Sovereign Sportsman Solution, LLC (83) (VC #230940), Kansas
City, MO, for an Online Fire Permit System by extending the completion date from June 30, 2024 to June 30, 2028, effective
upon Governor and Council approval. The original contract was approved by Governor and Council on August 26, 2020,
item #54. No State Funds Required.

EXPLANATION

This request is retroactive due to administrative delay in obtaining the required contractual documents to proceed with a
request to Governor and Council. The business entity, S3, was recently acquired by Paylt, LLC who is not yet familiar with
government contracts and the backup documents required.

The Division of Forests and Lands (Division) uses an enline fire permit system to expand the options and convenience for
landowners to obtain fire permits. The Division can track the number and location of fire permits obtained through the
online system, post daily fire danger warnings, and send email notifications to permitees and Town Forest Fire Wardens.
The online fire permit system incurs no cost to the State as the vendor, 83, receives a transaction fee directly from the customer.
Additionally, S3 hosts the system in a secure data center meeting the State of New Hampshire’s PCI standards.

Per RSA 227-L:17, a fire permit is required for any outdoor burning whenever the ground is not covered by snow. Through
this contract with 83, the Division has been able to offer the online fire permit system as a way for landowners to obtain fire
permits at their convenience. Since 2015, over 282,704 fire permits have been obtained through an online system. In just
in 2023 alone, 43,684 fire permits were obtained online. Not only is this online fire permit system a convenience for
landowners but it has also reduced pressure on local Forest Fire Wardens who in the past were required to issue fire permits
in-person.

DoIT has approved the contract amendment and the Attorney General’s Office has reviewed and approved the contract
amendment as to form, substance, and execution.

Respectfully submitted, Concurred,

AR /( ML W

¥

Patrick D, Hackley { Sarah L. Stewart
Director Commissioner




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

March 21, 2024

Sarah L. Stewart, Commissioner
Department of Natural and Cultural Resources
State of New Hampshire
172 Pembroke Road
Concord, NH 03301
Dear Commissioner Stewart:
This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment with Sovereign Sportsman
Soclutions, LLC, as described below and referenced as DolT No. 2020-001A.

The purpose of this request is to continue to maintain the online fire permit system and to
expand the options and convenience for landowners to obtain fire permits.

This is a no cost contract amendment, effective upon Governor and Executive Council
approval for the period of june 30, 2024 through June 30, 2028.

A copy of this letter must accompany Department of Natural and Cultural Resources’ submission
to the Governor and Executive Council for approval.

Sincerely,

s A

Denis Goulet

DG/jd
DolT #2020-001A

cc: Nicole Warren, IT Manager

“innovative Technologies Today for New Hampshire's Tomorrow"
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STATE OF NEW HAMPSHIRE
Department of Nataral and Cuoltural Resources
Division of Forest and Lands
DoIT # DNCR-2020-001 Online Fire Permit System
AMENDMENT A

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP DolT #
DNCR-2020-001 on August.26,2020, Item #54, (herein after referred to as the “Agreement”), Sovereign
Sportsman Solutions, LLC (83) (hereinafter referred to as “Contractor” agreed to supply certain services
upon the terms and conditions specified in the Agreement and in consideration of payment by the Division
of Forests and Lands (hercinafter referred to as the “Department™), certain sums as specified therein;

WHEREAS, pursuant to thc Agreement Section 17: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;
WHEREAS, the Department wishes to renew for an additional four (4) year period;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2024 to
June 30, 2028,

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.4 of Agreement contract located form 43136 Kenilwood Drive, Nashville,
TN 37204 to 1100 Main St, Suite 700, Kansas City, MO 64105,

2. Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extending the
Completion Date from June 30, 2024 to June 30, 2028,

State of NH Contract
Date: 6/10/2024 D
Contractor’s Initials: 3 Page 2 of 8




STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
Division of Forest and Lands
DoIT # DNCR-2620-001 Online Fire Permit System
AMENDMENT A

3. The Agreement is further amended as described in Table 1:

TABLE 1: AMENDMENT DETAILS

Contract #
DNCR-200-001

Part 2 -

Technology
Provisions

4.1

Replace section 4.1 Contractor’s Contract Manager Rob Walker with:

Jack Laskowitz; VP of Revenue and Business Operations
Payit

1100 Main St, Suite 700

Kansas City, MO 64105

Tel: 341-578-5425

Email: jlaskowitz{@payitgov.com

4.2.5 Replace Section 4.2.5 Contractor Project Manager Ashley Grubbs with:
Tonya Cooke; SR Project Manager
Paylt

1100 Main St, Suite 700

Kansas City, MO 64105

Tel: 615-430-7723

Email: tcooke@payitgov.com

Replace Section 4.3.3.1 Contractor Key Project Staff: Richard

4334 Bonazzoli with:

Chris Willard; Chief Customer Officer
cwillard@payitgov.com

541-409-5081

Mr. Willard will serve as the proiect’s executive sponsor.

Jean Nobile; SVP, Operations

jnobile@payitgov.com

505-412-0577

Ms. Nobile will assign, direct and manage project implementation and
operations staff as required.

Bharat Swatantran; SVP, Engineering

bswatantran(@payitgov.com
404-933-1803

Mr. Swantantran will assign, direct and manage project engineering staff
as required.

State of NH Contract
Date: 6/10/2024 >
Contractor’s Initials: = Page 3 of 8




STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
Division of Forest and Lands

DolT # DNCR-2020-001 Online Fire Permit System
AMENDMENT A

16 Replace Table 16 Dispute Resolution Responsibility and Schedule Table
with revised table 16 below.
18 ‘Replace Table 18.6 Notices with revised Table 18.6 below.
TABLE 16: Dispute Resolution Responsibility and Schedule Table
LEVEL CONTRACTOR STATE POINT OF CUMULATIVE
POINT OF CONTACT CONTACT ALLOTED TIME
Primary | Tonya Cooke, SR PM Forest Ranger Captain Fire (5) Business Days
First Jean Nobile, SVP ChichFoncstErotection Ten (10) Business days
Bureau
o Sarah Stewart, Commissioner | Fifteen (15} Business
Second | Chris Willard, CCO DNCR Days

TABLE 18.6: Notices

CONTRACTOR
POINT OF CONTACT

STATE

POINT OF CONTACT

Jack Laskowitz, VP

Chief, Forest Protection Bureau

1100 Main St. Suite 700 172 Pembroke Road
Kansas City, MO 64105 Concord NH 03301
314-578-5425 603-271-2214

jlaskowitz@payitgov.com

State of NH Contract

Date: 6/10/2024

Contractor’s Initials:

L

3

Page 4 of 8



STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources

Division of Forest and Lands

DoIT # DNCR-2020-001 Online Fire Permit System
AMENDMENT A

Contract #
DNCR-200-001
Part3 -
‘Information
Technology
Exhibits

AMENDED TEXT

Section
Number 1.2

Replace Table Future Vendor Rates Worksheet with table below.

1.3

Transaction Fees will remain the same. Table below reflects the Fiscal
Y ear update.

1.2. Future Vendor Rates Worksheet

Position SFY 2025 SFY 2026 SFY 2027 SFY 2028 SFY 2029
Title

SR Project $£185.00/hour | $185.00/hour | $185.00/hour | $185.00/hour | $185.00/hour
Manager

Project $140.00/hour | $140.00/hour | $140.00/hour | $140.00/hour | $140.00/hour
Manager

SR $175.00/hour | $175.00/hour | $175.00/hour | $175.00/hour | $175.00/hour
Developer

Developer $138.00/hour | $138.00/hour | $138.00/hour | $138.00/hour | $138.00/hour
SR Database | $175.00/hour | $175.00/hour | $175.00/hour | $175.00/hour | $175.00/hour
Engineer

Database $141.00/hour | $141.00/hour | $141.00/hour | $141.00/hour | $141.00/hour
Engineer

SR Business | $145.00/hour | $145.00/hour | $145.00/hour | $145.00/hour | $145.00/hour
Analyst

Business $115.00/hour | $115.00/hour | $115.00/hour | $115.00/hour | $115.00/hour
Analyst

Quality $115.00/hour | $115.00/hour | $115.00/hour | $115.00/hour | $115.00/hour
Assurance

Analyst

Data Scientist | $85.00/hour | $85.00/hour | $85.00/hour | $85.00/hour | $85.00/hour

State of NH Contract
Date: 6/10/2024
L

Contractor’s Initials; = Page 5of 8




STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
Division of Forest and Lands
DolT # DNCR-2020-001 Online Fire Permit System

AMENDMENT A
Table 1.3: Transaction Fees:
SFY SFY SFY SFY
Transaction Fee 2025 2026 2027 2028

Structure $5.50 $5.50 $5.50 $5.50

Remainder of page intentially left blank.

State of NH Contract
Date: 6/10/2024
Contractor’s Initials: 5&

Page 6 of 8



STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
Division of Forest and Lands
DoIT # DNCR-2020-001 Online Fire Permit System
AMENDMENT A

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

N WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

CONTRACTOR

@2%— Diai: 13-Jun-2024

Jerod Sands
Sovereign Sportsman Solutions, LLC

ST OF NEW HAMPSHIRE
Date: T15/24

o
Sarah L. Stewart, Commissioner

mﬂlck or tap here to enter text D

State of New Hampshire - Depariment of Natural and Cultural Resources

(CAGENCY FULL DESCRIPTIVE NAME [ ik or (p here (0 enter text.J)

The preceding Amendment, having been reviewed by this office, is approved as to form, substancc, and
cxccution.

Approved by the Attorney General
Shere ﬁ&%«,, AAG Date: 7/09/2024

Statc of New Hampshire, Department of Justice

Stata' NH Contrac?
Date: 6/10/2024
L

Contractor’s Initials: = Page 7of 8



STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
Division of Forest and Lands
DolIT # DNCR-2020-001 Online Fire Permit System
AMENDMENT A

1 hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract
Date: 6/10/2024 D
Contractor’s Initials: = Page Bof 8



2020-001 DNCR Online Fire Permit -
Amendment A 2024.06.10

Final Audit Report 2024-06-13
Created: 2024-06-10
By: Jack Laskowilz (jlaskowitz@payitgov.com)
Status: Signed
Transaction 1D: CBJCHBCAABAAfOgIbBEU2rZI 1bQRbp2HY VTocK7uhgt

"2020-001 DNCR Online Fire Permit - Amendment A 2024.06.10
" History

) Document created by Jack Laskowitz (jlaskowitz@payitgov.com)
2024-06-10 - 3:04:57 PM GMT

E3 Document emailed to Jerod Sands (jsands@payitgov.com) for signature
2024-06-10 - 3:05:01 PM GMT

) Email viewed by Jerod Sands (jsands@payitgov.com)
2024-06-12 - 10:48:18 PM GMT

) Email viewed by Jerod Sands (jsands@payitgov.com)
2024-06-13 - 10:13:43 PM GMT

& Document e-signed by Jerod Sands (jsands@payitgov.com)
Signature Date: 2024-06-13 - 10:14:31 PM GMT - Time Source: server

(] Agreement completed.
2024-06-13 - 10:14:31 PM GMT
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State of New Hampshire
Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that SOVEREIGN SPORTSMAN
SOLUTIONS, LLC is a Delaware Limited Liability Company registered to transact business in New Hampshire on March 01,
2013. | further certify that all fees and documents required by the Secretary of State’s office have been received and is in good

standing as far as this office is concerned.

Business 1D: 687841
Certificate Number: 0006664620

IN TESTIMONY WHEREQF,

| hereto set my hand and cause to be affixed
the Scal of the State of New Hampshire,
this 10th day of April A.D. 2024,

David M. Scanlan
Secretary of State




Certificate of Authority #3 {Limited Partnership, Limited Liability
Professional Partnership or LLC)

Limited Partnership or LLC Certificate of Authority

I, Michael Plunkett , hereby certify that [ am a Partner, Member or Manager
(Name)
of Sovereign Sportsman Solutions a limited liability partnership under RSA 304-B, a limited
(Name of Partnership or LLC)

lability professional partnership under RSA 304-D, or a limited liability company under

RSA 304-C.

I certify that Jerod Sands is authorized to bind the partnership or LLC. I
(P-37 Signatory)*

further certify that it is understood that the State of New Hampshire will rely on this

certificate as evidence that the person listed above currently occupies the position indicated
and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for thirty (30) days from the date of this Corporate Resolution

6/10/2024 [—%;’/W

DATE: ATTEST: ~ “—cicroce@onature)

Chief Development Officer
(Title)

* Note: The signatory to this Certificate of Authority and the signatory to the P-37 may not be
the same individual.
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CERTIFICATE OF LIABILITY INSURANCE
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OATE (MUOONYYY)
3/1/2023

6/28/2024

TH!S' CERTIFICATE S tSSUED AS A MATTER OF (INFORMATION ONLY AND CORFERS NO RIGHTS UPON THE CERTIFICATE HOLOER, THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELYIAMEND, EXTEND OR ALTER THE COVERAGE AFFOROED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONS‘TITUTE'A]CON‘TW BETWEEN THE'ISSUING INSURER(B), AUTHORZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. 131

" Lad
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PRODUCER | ockion Companies . pocm e -
444 W. 47th Street, Svite 900 ‘aTr'“ ‘I"-" RS
Kansas City MO 641 12-1906 figin buck =
(816)960-9000 'y * e
kease@lockion.com i INSIIRER(E) ATFORDON COVERAGE wace I
i || Naimzn a : Sentine] Insurance Compeny, Lid. 11000
RO oy ] ) " weenere ; The Hanford Business Servu:e Center '
1540062 )1 09 MAIN ST., SUITE 700 wsm e n P
. KANSAS CITY MO 64115 i SEmgor RN
VKR ; : -
i b . " "“""""': A o . .
_COVERAGES _ ' ~ CERTIFICATE NUMBER: 5520715097 2= 61T " REVIION NUMBER: _ XXXXXXX _

1* THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
+ INDICATED, NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POUCIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,

EXCLUSIONSE AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
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e v . -
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DERCAPTION OF OPERATIONS / LOCATIONS / YIIECLED (ACORD 191, Addivionsl Remarks Soheduls, may be sitachad ! mere space is requind)

CERTIFICATE HOLDER
— E—

CANCELLATION

NH Depariment of Natural & Cuitural Resources

BHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE wiLL B& DELIVERED N

172 Pembroke Road ACCORDANCE WITH THE POLICY PRDOWSIONS.
Concord NH 03301 “"“'““""'"’.."‘""?’."
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© 1988:2015 ACORD CORPORATION. All rights resarved.
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1, STATE OF NEW HAMPSHIRE 5 -
DEPARTMENT of NATURAL and CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS '

172 Pembroke Road  Concord, New Hampshire 03301
.Phone: 603-271-2214 Fax: 603-271-6488 www.nhdfl.org

i

-

Il

July 20, 2020

His Excellency, Governor Christopher T. Sununu

and the Honorable Executive Council :
State House 4
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Departiment of Natural and Cultural Resources, Division of Forests and Lands to enter into

" a contract with Sovereign. Sportsman Solutions, LLC (S3) (VC #230940), Franklin, TN for an Online Fire
Permit System, with the option to renew for an additional 4-year period, upon approval of Governor and
Executive Council through June 30, 2024. No State is funding is required for this contract.

-

. EXP TION

In accordance with RSA 227-L:17, 11, a fire permiit is required for any outdoor burning whenever the
ground is not covered by snow. Over the last 7 years, the Division of Forests and Lands (Division) has
been able to offer the online fire permit system managed by S3 as a way for landowners to obtain fire
permits. When a person acquires an online permit, notification i$ automatically sent to the Town Forest
Fire Warden so they are aware. The Vendor, S3, will receive a transaction fee directly from each
customer transaction. The system wili‘continue to incur no cost to the State. S3 will host the system in a
secure data center, meeting specified PCI standards. Through this online sydtem, the Division will
continue to be able to track fire permits issued, post daily fire danger warnings, and send email
notifications to permitees and Town Fire Wardens which is a vital tool for the Division’s
communications. The Onlirie Fire Pérmit System has proven to be valuable during the COVID-19
Pandemic by allowing individuals to obtain fire permits while maintaining safety and social distancing.

. The State desires to have S provide a commercial-off-the-shelf database-driven permitting application
available to the general public through the Intemet. This application conforms to accepted- industry
standards and will securely allow the user to obtain fire permits and pay an appropriate transaction fee
using a credit card. S3 will develop, implement, host, and maintain the Division's Internet-based permit
website. *

The current Online Fire Permit System has reduced printing €xpenditures for paper permits provided to v
the permit issuers at no cost, by providing the paperless option. The system also enables the Division to
collect statistical data pertaining to fire permits issued throughout the State. This system will allow focal
departments and State forest rangers to be notified and track permits issued in their jurisdiction. r

The option of contracting with the Department of Information Technology (DolT) to develop an on-line
fire permitting software application was not visble due to thé costs involved. The Division has no
funding available to accommodate this project. . :

During Fiscal Year 2020, DolT assisted the Division with the development of a Request for Proposal
(RFP) to ensure that State standards are being met and that the technical and security issues that would be
essential to the success of the project have been addressed.



On December 11, 2019, the Division issued RFP #2020-001 to seek a new contractor for the Online Fire
Permit System and S3 was the only respondent. Based on their performance over the past 7 years, we are
confident they will be able to meet our needs successfully.

DolT has approved this contract and the Attorney General’s Office has approved thls contract as to_form,
substance and execution.

Respectfully submitted, Concurred, b @
Willam T, Guinn _~_ 7 Sarah L. Stewart.
Acting Director Commissioner



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301 (
Fax: 603-271-1516 TDD Access: 1-800-735-2964
" www.nh.gov/doit

Denils Goulet
Commissioner

July 16, 2020

Sarzh L. Stewart, Commissioner

Department of Natural and Cultural Resources
Division of Historical Resources

State of New Hampshire

20 Park Street

Concord, NH 03301

Dear Commissioner Stewart:

This letier rcprésents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a contract with Sovereign Sportsman Solutions, LLC.
(S3). Franklin, TN as described bclow and referenced as DolT No. 2020-001.

This is a rcquest lo enter into a contract for 83 to provide a commercial-off-the-shelf
database-driven fire permitting application. S3 will be charging a fee per transaction and
will retain the funds from each transaction to develop, implement, hosl, and maintain the
internet-based permit website.

The State is not expending any funds for this contract. The contract shall become effective
upon Governor and Council approval through June 30, 2024.

A copy of this Ieucr should accompany the Department of Cultural Resources® submission to the
Governior and Executive Council for approval,

for Denis Goulet

DG/kaf
. RolT #2020-001

——— - -.

c¢: Nicole Warren. IT Manager, DolT

“innovative Technologies Todoy for New Hampshire's Tomorrow"”



FORM NUMBER P-37 (version-12/11/2019)

Ngtice: This agreement and all of its attachments shall become public upon submission to Govermor and ‘
Executive Council for epproval. Any information that is private, confidentis! or proprictary must
be clearly idcmiﬂed to the agency and agreed to in writing prior to signing the contracl.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually egree as follows:
: GENERAL PROVISIONS :
. IDENTIFICATION.
1.1 State Agency Name 1.2 State Agency Address
Department of Nztural und Cultural Resources 172 Pembroke Rd, Concard NH 03301
) Contractor Neme |14 Contractor Address
Sovereign Spor'tsman Solutions, LLC (53) . 43136 Kenilwood Drive .
) ! Nashville; TN 317204
1.5 Contractor Phone t.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number ) ‘ '
) - June 30, 2024 | See Exhibit C —No Cont
844-688-7133 4 - Contract
1.9 Contracting Officer for State Agcncy 1.10 State Agency Telephone Number
William Guinn : 603-271-2214
1.1} Contrector Signature 1.12 Nesne and Title of Contractor Signatocy
= - . Rob Welker, COO/CFO
Date: 144 ) 20 .
113 Sttc Agency Signature 1.4 Name and Titlc of State Agency Signatory
: Sarah L. Stewan, Commissioner
Date: 7/ ?’9{ 2o
1.15 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)
By: hl f . Director, On:.
1.16 Approvel by the A General (Form, Substance end Excecution) (if applicable)
By: ; On: - / {
=135 g 7/24 (a6
.17 Awr@}-ﬁy the Governor and Executive Councit (if applicable)
G&C [tiem number: G&C Meeting Date:
Page 1 of 4

Contractor Initials -
Date



2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“Stme"), engages contractor identified in  block 1.3
(“Contructor™) to perform, and the Contrector shell perform, the
work or iale of goods, or both, identified and more particularly
described in the attached EXHIBIT B which is incorporated

+ herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding eny provision of this Agreement to the
contrary, end subject to the approvel of the Govemor and
Executive Council of the State of New Hampshire, if epplicable,
this Agreement, and all obligations of the parties hereunder, shail
become cffective on the dete the Govemor and Executive
Council spprove this _Agreement as Indicated in block 1.17,
unless no such approval is required, in which case the Agreemen
ghall become effective on the date the Agreement is signed by
the State Agency as shown in block (.13 (*Effective Date™).
3.2 If the Contractor commences the Services prior 1o the
Effective Date. &l Services performed by the ConLractor prior to
the Effective Date sheil be performed at the sole risk of the
Contrector, and in the cvent that this Agreement does not become
cffective, the State shall have nc liability to the Contmctor,
including without limitation. any obligation to pay the
Contractor for any cosis incurred or Services performed.
Contractor must complete all Services by the Compietion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding eny provision of this Agreement to the
contrery. all obligations of the Swte hereunder. including,
without limitation, the continuance of payments hercunder, ane
contingent upon the avaijlability and continued appropriation of
funds affected by any siate or federal legislative or execulive
sction (hat reduces, efiminates or otherwise modifies the

approprintion or availability of fundmg for this Agreement and .

the Scope for Services provided in EXHIBIT B, in whole or in
part. (n no event shail the Siate be liable for any payments
hereunder in excess of such svailable sppropriated funds. In the
event of a reduction or términation of epproprieted funds, the
State shall have the right to withhold payment unitil such funds
become aveilable, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the: Contractor notice of such reduction of tersimination.
The State shatl not be required to transfer funds from any other
sccount of source to the Account identified in block 1.6 in the
event funds in that Account sre reduced or unavailsble.

S. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.
5.1 The contrect price, method of payment. end terms of payment

~ - —are-identified: and-more-particularly “describéd i EXHIBIT C

which is incorporeted herein by reference.

5.2 The payment by the Stite of the contrect price shall be the
only and the complete reimbursement to the Contractor for el
expenses, of whatever nature incurred by the Contractor in Lhe
performance heréof. and shall be the only and the complete
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compensation to the Cantractor for the Services. The State shell
have no lisbility to the Contractor other then the contract price.

5.3 The Stte rescrves the right to offset from any amounts . '

otherwise paysble to the Contractor under this Agreement those
liquidated amounts required or permitied by N.H. RSA 80:7
through RSA lO'I-cormyotMrpuwmmthw

5.4 Notwithstanding any provision in this Agreement to the
coatrary, and notwithstending unexpected circumstances. in no
cvent shall the total of sll payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8,

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND RECULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply swith all epplicable statutes, laws,
reguiztions, and orders of federsi, state. county or municipal
authoritics which impose any obligstion or duty upon the
Contractor, mcludmg, but not limited 10, civil rights end equal
employment opportunity lews. - In eddition. if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with afl federal executive orders. rules, regulations
and statutes, and with eny rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall afso comply with all applicable intellectual
property laws.

6.2 During the term of lhls Agreement, the Contractor shall not
discriminate sgainst employees or applicents for employment
because of race, color, ulngmn creed, age, sex, handicap, sexual
orientation, or national origin-and will teke affii rmaiwe ection to
prevent such discrimination.

6.3. The Contrector agrees to-permit the Statc or Umtcd Stetes
sccess 1o any of the Contractor’s books, records and accounts for
the purpose of ascertaining compliance with all rules, regulstions
and orders. and the covenants, terms and conditions of this

Agreemcm
7. I’ERSONNEL.

*7.1 The Contractor shall at its own expense provide oll personne!

necessary to perform the Services. The Contracior warrants that
all personnc! cngaged in the Services shall be qualified ©
perform the Services, and shalil be ‘properly licensed and
otherwise suthorized to do so under sl applicable laws.

1.2 Unless otherwise suthorized In writing. during the term of
this Agreement, end for a period of six (6) months sfier the
Completion Date In'block 1.7, the Contractor shall not hire, and
shell not permil any subcontractor of other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,

_administration or perfonnmce of..this Agreement. - This-
provision shall survive termination of this Agreement.

1.3 The Contracting Officer specified in block 1.9. or his or her
successor, shall be the State’s representative. in the event of any
dispute conceming the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for thc State.

Contractor Initials «‘\) _
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any onc or more of the following scts or omissions of the
Contrector shall constitute an event of default hereunder (“Event
of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit eny repon required hereunder; snd/or
8.1. fellure to perform any other covenent, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
teke sny one, or moré, or all, of the following sctions:

8.2.1 give the Contractor a written notice spocifying the Event of
Default and requlring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) deys from the
date of the notice; end if the Event of Defaultis not timely cured.
terminate this Agreement, cffective two (2) days sfter giving the
Contractor notice of termination; Ty

3.2.2 give the Contrector & written notice specifying the Event of
Default and suspending all peyments to be made under this
Agreenient and ordering that the portion of the contract price
which would otherwise accrue to the Contrector during the
period from the date of such notice until such time as the State
determines that the Contractor has cured.the Event of Default
shall never be paid to the Contrector;

8.2.3 give the Contractor » written notice specifying the Event of

Default gnd set off against any other obligations the State may
owe to the Contractor eny damages the State suffers by reason of
any Event of Defeult; and/or :

8.2.4 give the Contractor 8 written notice specifying the Evcm of
Defeult. treai the Agreoment as breached. lerminate the
Agreement and pursuc any of its remedies 21 law or in equity. or
both.

8.3. No failure by the State to enforce any provisions hereof after
any Event of Defeult shall be deemed o waiver of its rights with
regerd ‘to thai Event of Defauh. or any subsequent Event of
Default. No express feilure to enforce any Event of Defauht shall
be deemed a waiver of the right of the State 10 enforce each end
all of the provisions hercof upon any further or other Evem of
Default on the pert of the Conmtor

9. TERMINATION.

9.1 Notwithstanding paragraph 8, lhe State may, at its.sole
discretion, terminate the Agréement for any reason, in whole or
in port, by lhuny {30) days written notice to the Contractor that
the State is exercising its option to terminate the Agreement.
9.2 In the event of an early termination of this Agreement for
any -reeson other than the completion of the Services. the
Contractor shall, at the State’s discretion, deliver to the
Contracting Officer, not later than fifteen (15) days after the date

of termination, 8 repont (“Termination chon") descnblng in_
- —dewll ‘all-Services perforiicd, 87d the contract price camed, to

end including the date of termination. The form. subject marter,
content, and number of copies of the Termination Report shall
be identicel to those of any Final Report deseribed in the sttached
- EXHIBIT B. In eddition, at the State’s discretion, the Contractor
shall. within |5 days of notice of carly termingtion, develop end
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submit to the State o Transition Plan for services under the
Agreement. '

10. ATAMCCESSICONFIDENTIALITW
PRESERVATION.

10.1 As used in this Agreement the word “data™ shall mean all
information and things developed or obtained during the
performeance of, or acquired or developed by reason of, this
Agreemen, including, but not limited to, all studies, reports,
files. formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, enalyses, grephic
representelions, computer programs, compuler printouts, notes,

'_lmets. memorenda, papers, and documents, all whether
finished or unfinished.

102 All dzta and any property which has been recelved from
the Siate or purchased with funds provided for thal purpose
under this Agreement, shall be the property of lhe State, and -
shal) be retumed ta the State upon demend or wpon termination
of this Agreement for any reason..

10.3 Confidentintity of duta shiill be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of date requires
prior written epprova! of the State.

. .
11. CONTRACTOR'S RELATION TO THE'STATE. inthe
performance of this Agreement the Contractor’is in all respects

_an independent contractor, and is neither en agent nor en

employee of the State. Neither the Contrector nor eny of its
officers, employees, agents or members shell have authority to
bind the State or receive any benefits, workers' compensation or
other emoluments provided by the State to its employees.

12, ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12,1 The Contractor shall not assign. or othenwise transfer eny
interest in this Agreement without the prior written notice, which
shell be provided to the State at least fifteen (15) days prior to
the essignment, end & written consent of the State. For purposes
of this parograph, ¢ Chenge of Contro} shall constitute
assignment.  “Change of Control” means (a) merger,
consolidation, or a transaction or scries of related transactions in
which a third panty, .together with its affiliztes, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voting
power of the Contractot, or (b) the sale of afl or.substantially all
of the assets of the Contractor.

12.2 Nonc of the Services shall be subcontracted by the
Contractor without prior wriften notice and consent of the State.
The Stale is entitled to copies of all subcontracts and assignment
agreements and shell not be bound by any provisions contained
in & subcontract or an assignment agreement 1o which it is not a

party.

. INQE.‘._MNI-F iCA_'l_'l.O'N. iJnI.cn otherwise exempted by Iaw,

the Contructor shall indémnify and hold harmiéss the State, its
officers and employees, from and sgainst any and all ctnims,
liabilities and costs for any personal injury or property damages, -
patent or copyright infringement, or other claims asserted ageinst
the Stete, its officers or employecs, which arise out of (or which
may be claimed to arise out of) the acts or omission of the

Contractor [nitials «M)
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Contrector, or subcontractors, including but not lsmrted to the
ncgligence, reckless or intentional conduct. The Staze shall not

be lisble for any costs incurred by the Contractor arising under

this paragraph 3. Notwilhmding the fm:gomg. nothing herein
comteined shall be deemed to'constitute & waiver of the sovereign
immunity of the Stge which immunity & hereby reserved to the
State. This coversnt in paragraph 13 shall survive the
terminsation of this Agreement.

I4, INSURANCE.
14.} The Contrector shall, uinsolecxpmse.obummd
continuously maintain in force, end shall require eny
subcontractor or essignee to obtein and maintain in force, the
following insurence: *
14.1.0 commerciat gencral liability insw'nnoe against all claims
of bodily injury, death or property dumage, in amounts of nat
fess than $1,000,000 per occurvence and 32,000,000 nggregate
or excess; and
14.1.2 special cause of loss coverage form covering sl property
subject to subparsgraph 10.2 herein. in an amount not less than
80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.] herein shall be
on.policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance. and
issued by insurers licensed in the State of New Hampshire.
143 The Contractor shall fumish to the Contracting Officer
identified in block 1.9, or his or her successar, s certificate(s) of
, insurance for all insurance required under this Agreement.
Contractor shall also fumish to the Contracting Officer identified
in block 1.9, or his or her succéssor, certificate(s) of insurance
. for !l renewal{s) of insurence required under this Agreement no
later than ten (10) days prior to the cxpirstion date of each
insurance policy. The centificate(s} of insurence and eny
renewals thereof shatl be attached and are incorporated hercin by
reference.

15. WORKERS' COMPENSATION.

_ 15.1 By signing this agreement, the Contractor agrees, certifies
tnd warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (" Workers'
Compensation”).

15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contrector shall maintain, and
require any subcontractor or assignee to secure and maintain,
poyment of Worken' Compensation in connection with
sctivities which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9, or his or her successor, proof of Workers'
Compensation in the manner described in N.H. RSA chapter
281-A snd any applicable rencwal(s) thereof, which shall be
machednndutuworponwdhere_!_nbymference The State

* cshill” Do be 't‘uponﬂble for payment of any Workers'

Compensation premiums or for any other claim or benelit for

Contractor, or any subcontrector or employee of Contractor,

which might erise under epplicable Statc of New Hampshire

Workers' Compensation laws in connection with the

performance of the Services under this Agreement.

o
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16. NOTICE. Any notice by o party hereto {o the other party

" . shall be deemed to have been duly delivered or given st the time

of mailing by centified mail. postage prepaid, in a United States
PostOﬁ‘ccuddmudtodmpmluumcaddmmgiven in
blocks 1.2 and |.4, herein.

17. AMENDMENT. This Agreement may be amended. waived
or discharged only by en instrument in writing tigned by the
parties hereto and only after epprovel of such smendment,
waiver or discharge by thé Governor and Executive Council of
the State of New Hampshire unless no such approvel is required
under the circumstances pursuant to State law, rule or policy.

{2 CHONCE OF LAW AND FORUM, This Agreement shall’

be governed, interpreted-end construed in sccordance with’ the
laws of the Siate of New Hampshire. end is binding upon and
inures 1o the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent. and no rule
of construction sha!l be epplied against or in favor of eny party.
Any actions arising out of this Agreement shall be brought end
maintained in New Hampshire Superior Court which shall have

- exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict
between the terms of this P-37 fom (as modified in EXHIBIT
A) and/or attachments and emendment thereof, the terms of the
P-37 (a3 modified in EXHIBIT A) shall control.

10. THIRD PARTIES. The parties hereto do not intend o
benefit any thind partics and this Agreement shall not be
construed to confer eny such benefil.

21. HEADINGS. The headings throughout the Agreement are
for reference purpeses only, and the words contzined therein
shall in no way be held to explein, modlfy lmphﬁf or aid in the
interpretation, construction or meamng of the provisions of this
Agreement.

22, SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the ettached EXHIBIT A ere incorporated
herein by reference.

23, SEVERABILITY. In the event any of the provisions of this
Agreement gre held by a court of competent jurisdiction to be
contrary 1o eny state or federsl law, the remaining provisions of

 this Agreement will remain in full force énd effect.

24. ENTIRE AGREEMENT, This Agreement. which may be
executed in o number of counterparts.-each of which shall be
deemed an originel, constitutes the entire sgreement and
undersianding between the partics, and supersedes ali prior
agreements end understandings with respect {o the subject matter
hereof.
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere in

this document.

TERM DEFINITION
o Notice from the State that a Delivernble has satisfied
ceeptance Acceptance Test or Review.
' An Acceptance Letter provides notice from the State that a
Accepiance Letres Deliverable has satisfied Acceptance Tests or Review,
Acceptance Period The timeframe during which the Acceptance Test is

performed.

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and
agreed 1o by the State that describes at 8 minimum, the
specific Acceptance process, criteria, and Schedule for
Deliverables.

ﬂmment

A Contract duly executed and legally binding.

Attachment

Supplementary material that is collected and appended at the
back of a document.

Authorized Persons / Users

The Vendor's employees. Contraciars, Subcontractors or
other agents who need to access the State’s Personal Data to
enable the Contractor to perform the Services required,

Bresch of Security or Breach

Unlawful and unauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidentiality or integrity of personal information
maintained by a person or commercial éntity.

“Breach” means the loss of control. compromise,
unauthorized  disclosure,  unauthorized  acquisition,
unauthorized access, or- any similar term referring to
situations where persons other than authorized users and for
an other than authorized purpose have access or potential

sccess to personally identifiable information,, whether
" | physical’or electronic. Breach™ shall have the same meaning

as the term “Breach™ in section 164.402 of Title 45, Code of
Federal Regulations.

State of ontract
Date: WM|w

Contractor's Initials
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS .
DNCR -2020 001 ONLINE FIRE PERMIT SYSTEM
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

The Vendor's personnel shall work normal business hours
between 8:00 a.m. and 5:00 p.m. ET, eight (8) hour days,
farty (40) hour weeks, excluding State of New Hampsh:re
holidays.

Business Hours

The Vendor's written declaration with full supperting and
s written Documentation (including without limitation test
Certification ‘results as applicable) ‘that the Vendor has completed
development of the Deliverable and certified its readmes for
applicable Acceptance Testms or Review.

Formal documentation prepared for & proposed changed |
within the specifications or 'scope of work requested and
approved by both parties that becomes effective only when
signed by an authorized representative of both parties.

] Change RequuUOrdér or CR

Commercial Off the Shelf Software Commercial ofi-the-shelf (COTS) is a term that references a
(COTS) non-developmental computer software.

: End date for the Contract. (See Contract Agrccment. P-37
Completion Date ‘General Provisions, Block 1.7)

“Computer Security Incident™ shall have the same meaning
“Computer Security Incident™ in section two (2) of NIST
Computer Sccurity locident Publication 800-61. Computer Security Incident Handling
: Guide, National institute of Standards and Technology, U.S.
Department of Commerce.

State of NH Contract

Date: - MRS
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DI\IISION OF FORESTS AND LANDS

DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

- ————— ——

Confldentinl Information

5

Information required (o be kept Confidential from
unauthorized disciosure under the Contract. “Confidential
Information™ or “Confidential Data” means all confidential
information disclosed by one party to the other such as all
medical, bealth, financial, pubiic assistance beneflits and
personal information including without limitation, Protected
Health {nformation and Personally [dentifiable Information.

Confidential Information also includes any and el!

information owned or managed by the Statc of NH - created,
received from or on behalf of eny state agency or accessed
in the course of performing contrected services - of which
collection, disclosure, protection, and disposition is
governed by state or federal law or regulation. This
information includes, but Is not limited to Personal Health
tnfonnation (PHI), Personally Identifiable Information _(Plll.
Federal Tax Information (FT1), Social Security Numbers
(SSN). Payment Card Industry (PC1), and or other sensitive
and confidential information.

Contraet

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perfarm as specified in the Contract Documents.

Coantract Agmr'l;enl

Parl |, 2, and 3. The'Documentation consisting of the P-37,
IT General Provisions, IT Provisions, and the Exhibits which
represents the understanding and acceptance of  the
reciprocal legal rights and duties of the parties with respecl
to the Scope of Work.

Refers to the conclusion of the Contract. for any reason.
including but not limited to, the successfu! Contract |

Contract Conclusloa completion. termination for convemcnee or termination for
R default. .. ... ... ;
Contrect Documeots Documents that comprise this Contract, (Sec Pert 2, IT

Provisions — Section 1.1)

g

State of NH Contract
Date: |20
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES .
DIVISION OF FORESTS AND LANDS .
DhCR 2020 001 ONLINE FIRE PERMIT SYSTEM
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Contract Manager(s)

[N

The persons identified by the Siate and the Vendor who shall
be responsible for all Contractual authorization and
administration of the Contract. These responsibilitics shatl
include but not be limited to processing Contract

| Documentation, obtaining executive approvals, tracking

costs and payments, and representing the parties in all
Contract administrative activities.

Contract Price

The total, not 10 exceed amount to be paid by the State to the
Contractor for- product and Services described in the
Contract’ Agreement. This amount is listed.in Part |, P-37
General Provisions — Section |.8; Price Limitation, as well
as Part 3, Exhibit B - Paragraph 2: Contract Price.

Coutractor/Coutracted Vendor

The vendor- whose proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

Custom Code

Code developed by the Contractor specifically for this
Project for the State of New Hampshire.

Data

State’s records, files, forms, Data and other documeénts or
information, in either electronic or paper form, that wilé be
used /converted by the Vendor during the Contract Term.

Data Breach

The unauthorized access by a non-authorized person{s) that
results in the use, disclosure or theft of the State’s
unencrypted Non-Public Data, -

Deficiency (-ies)yDefects

A failure, Deficiency or Defect in a Deliverable resulting in
a Deliverable, the Software, or ‘the System, not confoming
to its Specifications.

Deliverable '

A Deliverable is any Written, Software. or Non-Software
Deliverable (letter, report. manual, book. other): provided by
the Contractor to the State or undcr the terms of a Commct
requirement.

Depamnent

An agency of the State

Dep:rtment of Information

e e o

"I Techoology (DolT)

The Departmem of Information Technology esteblished

| under RSA chapter 21-R by the "Légisiature efiective

September 5, 2008.

Docomentation

All information that desqribes the instiallalion. operation, and
use of the Software. either in printed or clectronic format.

State of NH Contract
Date: _"HIY|W
Contractor’s Initials ({ps)
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 2 - INFORMATION TECENOLOGY PROVISIONS

Effective Date

The Contract and all obligations of the panties hereunder
shall become cffective on the date the Governor and the
Executive Council of the State of Néw Hampshire approves
the Contract.

Encryption

The process of converting data to an unrecognizablc or

"encrypted” form. It is commonly used to protect sensitive |,

information so that only autborized parties can view it. This
includes files and storage devices, as well as data transferred
over wireless networks and the tnternet.

Eabsncements

Updates, edditions, modifications to, and ncw releases for
the Software or System, and all changes to the
Documentation as a result of Enhancements. :

.Eveat of Default

Any one or more of the following acts .or omissions of a
Vendor shall constitute an Event of Default hercunder
{"Event of Default™):
a. failure to perform the Services satisfactorily or on
Schedule; -

b. failure to submit eny report required; and/or
c. failure to perform any other covenant, term or condition
of the Contract,

Fully Loaded

Rates are inclusive of all sliowsble expenses, including, but
not limited to: meals, hotel/housing. airfare, car rentals, car |
mileage, and out of pocket expenses.

Governor and the i‘imuﬁve Council

The New i-lampshirc Governor and the Executive Council.

Hostlng Services

The installation and management of specified software
applications by an Application Service Provider in a shared
environment on behalf of the State and exclusively for the
benefit of permitted users of the Software.

Hoating System

The combination of hardware, software and networking
components used by the Applicstion Service Provider to
deliver the Hosting Services.

- . - ] e = e PR

Identification and Autbentication

L

Supports obtaining ~ inforiation about those parties
attempting to log on to a system or application for security |
purpases and the velidetion of those users.

‘Implementation

The process for making the System fully Operational for
rocessing the Daia.

State of NH Contrect
Date: W
Contractor's Inilialse j
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'DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
- DIVISION OF FORESTS AND LANDS
DNCR -2020 001 ONLINE FIRE PERMIT SYSTEM

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

!

.

Sets forth the transition from development of the System to

Implementation Plan 5 full operation, and includes without limitation, training,
business and technical procedures.
The purpose of the letter of intent is to ensure there is a
“meeting of the minds” on price and key, terms before the

Intent to Negortate parties expend significant resources and legal fees in
pursuing a procurement.

Invoking Party In a dispute, the party believing itself aggrieved..

N Personnel identified by the State and by the Vendor as
Key Project Staff essential to work on the Project. +
License Rights 10 use the proprictary Software, Software Updates.
cen. online and/or hard-copy documentation and user guides.
Licensee The State of New Hampshire
_Maii:lteunnce Rel ' Is & release of a product that does not add new features or

content.

National lnstitute of Standards snd
Technology (NIST)

A unit of the U.S. Commerce Department. Formerly known
as the National Buresu of Standards, NIST promotes and
maintains measurement standards. 1t also has active
programs for encouraging and assisting industry and science
1o develop and use these standards.

Non-Exclusive Contract

A Contract executed by the State that does not restrict the
State from seeking alternative sources for the Defiverables
or Services provided under the Contract.

Non-Publlc Data

Data, other than Personal Data, that is not subject to
distribution to thé public as public information. It is deemed
to be sensitive and confidentia) by the State because it
contains information that is exempt by statute, ordinarice or
administrative rule from access by the general public as
public information. )

_Non-Somnn Dellverables

vo e e . o ess -

Deliverables that are not Software Deliverables or Written

Deliverables, e.g.. meetings, help support, Services, other. J ... .. ...

State of NH Contract
Date: . ¥
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF FORESTS AND LANDS

. DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Not to Exceed (NTE)

The commitment by the vendor that the value of an interim
estimate (plus contingency allowances) will not exceed the
amount of the firm proposal and estimates to be submitted at
a later date. A NTE value, however, downward depeénding
on the changes in the scope of work or in the associated
specifications.

Notice to Proceed (NTP)

The State Contract Manager's written direction to the
Vendor to begin work on the Coniract on a'given date and

- time.

Open Data Formats.

A file format for storing digital data, defined by a published
specification  usually maintsined by e standards

| organization, and which can be used and implementi:d by_

anyone,

Opecn Source Software

Software that guarantees the user unrestricted use of the
Software as defined in RSA chapter 21-R:10 and RSA
chapter 21-R:11. :

Open Standards

Specifications for the encoding and transfer of coniputer
Data that is defined In RSA chapter 21-R:10 end RSA
chapter 21-R:13.

Operating System

System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily
operations.

Operational

Operational means that the System is operating and fully
functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the State has
issued an Acceptance Letter.

Order of Precedence

The order in which Contract/Documents contro! in the event
of a conflict or ambiguity. A term or condition in a document
controls over a conflicting or ambiguous term or condition
in a document that is Jower in the Order of Precedence.

Partics

The Contractor and the State of New Hampshire
coilectively.

State of NH Contract
Date: Y

Contractor’s Initials QM_)
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Personal Data

1

“Personally Identifisble Information™ (or “PlI™} means
information which can be used to distinguish or trace an

individual's identity, such es their name, social security |

number, personal information as defined in RSA 359-C:19,
biometric records. eic., alone, or when combined with other
personal or identifying information which is linked or
linkable to a specific Individual, such as date and place of
birth, mother's maiden name, etc.

Project

The planned undertaking regarding the entire subject matter
of an RFP and Contract and the activitics of the parties
refated hereto,

Project Holdback

Portion of payment to a contractor withheld by the State of
New Hampshire until a deliverable finished to the agencies
satisfaction.

Project Management Plan

A document that describes the processes and mcth?dology
to be employed by the Vendor to ensure a successful project.

The persons identified who shell function as the State's and
the Vendor's representative with regard to Review and

Project Meanager(s) Acceptance of Contract Deliverables, invoice sign off, and
Review and approval of Change Requests (CR) utilizing the
= Change Control Procedures (CCP).
Project Staff grt:t,:c tersopnel assigned t0 work with the Vendor on the
The group of State employees and Vendor's personnel
responsible for managing the processes and mechanisms
Project Team required such that the Services are procured in accordance
.| with the Work Plan on time, on budget and to the required
Specifications and quality.
Proposal The submission from a Vendor in response to the Request
posa for a Proposal or Statement of Work.
Review _ The process of Revicwing Deliverables for Accepiance.
The perio& set for Review of a Deliverable. 1f nope is
Review Period specified then the Review Period is five () business days.
State of NH Contract
Date: ﬁljlu
Contractos’s [nitials M
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Schedule

The dates described in the Work Plan for deadlineés for
performance of Services and other Project events and
activities under the Cantract.

Services

The work or labor 1o be performed by the Vendor on the
Pro;eci as described in the Cantract.

Software

All Custom, SAAS and COTS Software providcd by the
Vendor under the Contract.

Software Deliverables

All Custom, SAAS and COTS Software and Enhancements.

Software License

Software-as-a-Service (Sas$)

Licenses provided 1o the State under this Contract.

The capability provided to the State (0 use the Contractor's
applications running on & cloud infrestructure. The
applications are accessible from various client devices
through a thin-client interface such as 8 Web browser (¢.g.,
Web-based email) or a program interfece. The State does not
manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, ‘storage or
cven individual application capabilities, with the possible
exception of limited user-specific application configuration
semings.

Solution

The Solution consists of the total Solution, which includes,
without limitation, Software and Services. addressing the
requirements and terms of the Specifications. The off-the-
shelf Software and configured Soﬁwan customized for the
State provided by the Vendor.

The written Specifications that set forth,the requirements
which include, without limitafion, this RFP, the Proposal. the
Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards. subsequent State-approved
Deliverables, and other Specifications and requirements
described in the Contract Documents. The Specifications

.are, by.this reference, made-a part-ofithe Gontract as though-

completzly set forth herein.

State of NH Contract
Date: 11

Contractor's Initials QNJ
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State Datn

Ali Data created or in any way originating with the State, and
all Data that is the output of computer processing of or other
elecironic manipulation of any Data that was ¢reated by or
in any way originated with the State, whether such Data or
output is stored on the State’s hardware,. the Contractor’s
hardware or exists in any system owned. maintained or
otherwise controlled by the State or by the Contractor.

State l?l.scal_ Year (SFY)

The New Hempshire State Fiscal Year extends from July 1t
through June 30th of the following calendar year.

State Project Leader

State's mprisenmive with regard to Projeét oversight.

State's Confldentis] Information

State Data and information and Confidentiality regardless of
its form that is not subject to public disclosure under
applicable state and federal laws and regulations. including
but not limited to RSA Chapter 91-A: Access to Govcmmem
Records and Meetings. .

State's Confidential Records

State's information regardless of its form that is not subject
to public disclosure under applicable state and federal laws
and regulations, including but not limited to RSA chapter 9-

| A: Access to Governmental Records and Meetings. .

) \
State’s Project Manager (PM)

State's representative with regard to Project Managérment
and tcchnical maiters: Agency Project Managers are
responsible for Review and Acceptance of specific Contract
Deliverables, invoice sign off, and Review and approval of
a Change Request (CR).

Shtcment of Work (SOW)

i .. ———

A Statement of Work clearly defines the basic requirements

‘and objectives of a Projcct The Statement of Work also

defines a high level view of the architecture, performance

" | and design requirements, the roles and responsibilities of the

State and the Vendor. ‘The- Contract Agreement SOW
defines the results that the Vendor remains responsible and
accountable for achicving.

-~

—pr = Semesw 4

Statz of NH [Contract
Date:

Contrector’s [nitials %
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Subeontractor

A person, pannership. or company not in the employment
‘of, or owned by, the Vendor, which is performing Services
under this Contract under 8 separate Contract with or on
behatlf of the Vendor.

Support Services

| The maintenance and technicel support services provided by

Contractor 10 the Siate during the Term of the Contract.

System

All Sofiware, specified hardware, dnd interfaces and
extensions, integrated and functioning together _ in
eccordance with the Specifications.

System Maintenance

The various forms of computer or server maintenance
required to keep a computer system running properly.

Technical Authorinﬂou

Direction to a Vendor which fills in details, clarifies,
interprets, or specifies technical requirements.

Term

Period of the Contract from the Effective Date through
Contract Conclusion or termination.

Test Plan

A pian. inlegrated in the Work Plan, to verify the code (new
or changed) works 10 fulfill the requirements of the Projcct.
It may consist of a timeline, & series of tests and test Data,
test scripts and reports for the test results as well as a tracking
mechanism.

Transition Services

| Services and support provided when the Vendor is

supporting system changes.

Vendor/ Contracted Veddor

The Vendor whose Proposal or quote wes awarded the
Contract with the State and who is responsible for the

*| Services end Deliverables.of the Contract.

Verifieation

Supports the confirmation of authority to enter a computer
system application or network,

s

Warranty

The conditions under, and period during, which the producer
or vendor. will repair, replace, or other compensate for, thé
defective item without cost to the buyer or user. It also
delineates the rights and obligations of both parties in case
ol a claim or dispute.

Warranty Period

A period of coverage during wh:ch the Vendor is responsible
for providing a guarantee for products end Serwces
delivered as defined in the Contract,

State of NH Contract
Date: "'\'| tjlgg
Contractos's Initials (IN\)
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Warranty Release

1

Code release that ere done.dﬁﬁng the Warranty Period.

Warraoty Services

The Services to be provided by the Contractor during the
Warrany Period.

Work For Hire

1 Work created or prepared by contracted personnel within the

scope of their employment, or 8 work specially ordered or
commissioned for use as & contribution to a collective work,
Such work is considered the sole property of the State.

Work Hours

Vendor personnel shall work normal business hours between

8:00 a.m. and 5:00 p.m., cight (8) hour days, forty (40) hour |

weeks, excluding State of New Hampshire holidays.
Changes to this schedule may be made updn agreement with

the State Project Manager. State holidays are: New Year's |

Day, Martin Luther King Day, President’s Day, Memorial
Day, July 4th, Labor Day, Veterans Day, Thanksgiving Day,
the day after Thanksgiving Day, and Christmas Day.
Specific dates will be provided upon request.

Work Plan

The overall plan of activities for the Project created in

.| accordance with the Contract. The plan and delineation of

tasks, aclivities and events to be performed and Deliverables
to be produced under the Praject as specified in Appendix C:
System Requirements and Deliverables. The Work Pian
shall ‘inciude a detailed description of the Schedule,
tasks/activities, Deliverables, critical events, task

‘dependencies, and the resources that would lead and/or,

participate on each task.

Written Deliverables

Non-Software Written Deliverable documentation (letter,
report, manual, book, other) provided by the Contrected
Vendor either in paper or electronic format.

Remuinder of this page infentionally left blank

State of N tract
Date: W|w
Contrector’s Initiels (lun)
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INTRODUCTION .

This Contract is by and between the State of New Hampshire. acting through New Hampshire Department

of Natural and Cultura! Resources for the benefit of the Division of Forests and Lands (“State™). and

Sovereign Sportsmen Solutions, LLC, (“Contractor™). having its principal place of business at 4336
. Kenilwood Drive, Nashville, TN 37204,

Sovereign Sportsman Solutions is a provider of automated eGovernment Services.
RECITALS

Whereas the State desires o have the Contractor provide & unique state solution for New Hampshire to
issue Fire Permits, and associated Services for the State; :

Whereas the Contractor wishes to provide a unique solution for New Hampshire to issue online fire permits
for the State.

h

The parties therefore a.gree ‘as follows:
1. CONTRACT DOCUMENTS

1.J. Contract Documents

This Contrect Agreement 2020-001 DNCR Online Fire Permits is comprised of the
following documents:

A. Part | - Form P-37 General Provision

B. Part 2 — Information Technology Provisions

C. Part 3~ Exhibits '

Exhibit A — Special Provisions

Exhibit B — Scope of Services

Exhibit C — Price and Payment Schedule
Exhibit D - Administrative Services

Exhibit E - Implementation Services

Exhibit lél— festing Services

Exhibit G — Maintenance and Support Services
Exhibit H - Requirements

State of NH Contract

Date: {1410

Contractor's Initials
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Exhibit | - Work Plan

Exhibit ] - Softwere Agreement

Exhibit K — Warranty and Warranty Services

Exhibit L — Training Services

Exhibit M — Agency RFP with Addendums, by reference
Exhibit N — Vendor Proposal, by reference

Exhibit O - Certificates and Attachments -

Order of Precedence

In the event of conflict or ambiguity among any of the text of the Contracl Documents,
the following Order of Precedence shall govern:

“ L State of New Hampshire, DNCR Contract Agreement 2020-001. including Parts
1,2,end 3.

il.  State of New Hampshire, DNCR 2020-001 Online Fire Permit System RFP datcd
December 19, 2G19.

fil.  Sovercign Sportsman Solutions Proposal Response to DNCR 2020-00! Online
Fire Permit System dated February 14, 2020,

CONTRACT TERM

2.1

2.2

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, end the receipt of required governmental approvals, including.
but not limited to, Govemor and Executive Council of the State of New Hampshire
approval (“Effective Date™). ¥

The Contract shall begin on the Effective Date and extend through the date indicated in

. Partl, P-37 Genera! Provisions - Block 1.7: Completion Date. The Term may be extended
up to June 30, 2029, (“Extended Term™) at the sole option of the State, subject to the
parties prior written Agreement on applicable fees for each extended term.

The Contractor shall commence work upon issuance of 8 Notice to Proceed by the State. .

The State does not requlire the Contractor to commence work prior to the Effective Date;
however, if the Contractor commences work prior to the Effective Date and a Notice to

- - -Proceed-such-work-shall be:performed at the'sole risk of the Contractor. In'ihe event that

the Contract does not become effective. the State shall be under no obligation to pay the
Contractor for any costs incurred or Services performed; however, if the Contract becomes
effective, all costs incurred prior to the Effective Date shall be paid under the terms of the
Contract., .

State of NH Contract
Date:

0

Contractor’s Initials QA/J
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1.58.

Time is of the essence in the performance of the Contractor’s obligation under the
Contract.

3. COMPENSATION

3.1

3.2

Contract Price

The Contract Price is identified in, Pant |, P-37 Genera) Provisions - Block 1.8: Price
Limitation. Method of payment and terms of payment are identified end more particularly
described in Part |, P-37 - Section 5: Contract Price/Price Limitation/Payment, and Part 3
— Exhibit C: Price and Payment Schedute,

Non-Exclusive Contract

The State reserves the right, a1 its discretion, to retain other Vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, pan
or portion of an item, group of iiems, or total Proposal. The Contrector Shall not be
responsible for any delay, act, or omission of such other Contractors. except that the
Contractor shall be responsible for any delay, act, or omission of-the other Vendors if such
delay, act, or omission 15 caused by or due to the fault of the Contrector,

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the Contractor
and State personnel. The Contractor shall provide all necessary resources to perforim its
obligations under the Contract. The Contractor shatl be responsible for managing the Project 1o
its successful completion.

‘-ll

Contractor's Contract Manager

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is:

Rob Walker, COQ/CFO

Sovereign Sportsman Solutions

4336 Kenilwood Drive

Nashville, TN 37204

Tel: 615-610-1762

Email: rwalker@s3gov.com

State of NH Contract
Date:

Contractor's nilinlsw
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4

42, Contnctor s Project Manager

4.2.1.

41.2.

4.2.3.

414,

I
|

The Contractor shall assign a Project Managcr who mects the requiremenis of the
Contract. The Contractor’s selection of the Project Manager shall be subject to
the prior written approval of the State. The State's approval process may include,
without limitation, at the State's discretion, review of the propased Contractor's
Project Manager's resume, qualifications, references, and background checks,
and an Interview. The Stale may require removal or reassignment of the
Contractor's Project Manager who, in the sole judgment of the State, is found
unacceptable or is not performing to the State’s satisfaction.

The Contractor's Project Manager must be qualificd to perform the ebligations
required of the position under the Coatract. shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor's
representstive for all administrative and management matters. The Contractor’s

-Project Manager shall perform the duties required under the Contract, including,

but not limited to, those set forth in Part 3 — Exhibit I: Work Plan, Section 2:
Contrector Roles and Responsibilities. The Contractor’s Project Manager must be
available to promptly respond during normal Business Hours within two (2) hours
to inquiries from the Stete, and be &t the site as needed. The Contractor’s Project
Maneger must work diligently and use his/ her best cfiorts on the Project.

The Contractor shall not change its assignment of the Centractor’s Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State apprnvals for replacement of the Contragtor’s
Project Manager shall not be unreasonably withheld. The replacement Project
Mansger shatl have comparable or greater skills than of the Contractor's Project

Mensger being replaced; meet the requirements of the, Contract; and be subject to |

reference and background checks described above in Pen 2 — [nformation
Technotogy Provisions, Section 4.2: Contract Project Manager, and in Pant 2 -
Information Technology Provisions, Section 4.6: Reference and . Background
Checks, below, The Contractor shall assign a replecement of the Contrector's
Project Manager within ten (10) business days of the  departure of the prior
Contractor’s Project Manager, and the Contractor shall.continue during the ten
(10) business day period to provide competent Project management Services
through the assignment of a qualified interim Project Manager.

hY

Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, 10 terminate the Contract, declare the Contractor in defoult
and pursue its remedies 8t law and in equity, if the Contractor fails to assign a
Contractor Project Manager mecting the  requirements and terms of the Contract.

Contractor Project Manager is:

Ashley Grubbs

& aw om= rwl

" State of NH Contract
Date: HIMIW
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Sr. Project Manager
4336 Kenilwood Drive
Nashville, TN 37204
Tel: 615-610-3755

Emeil: _agrubbs@s3gov.com

43." Contractor's Key Project Staff

43.1.

43.2,

43,

The Contractor shal) assign Key Project Staff who meet the requirements of the
Contracl, and can implement the Software Solution meeting the requirements set
forth in the RFP and further defined within this contract.: System Requirements
and Deliverables-Vendor Response Checklist. The State may conduct reference
and background checks on the Contractor's Key Project Staff. The State reserves
the right to require removal or reassignment of the Contractor’s Key Project Staff
who are found unacceptable 10 the Siate. Any background checks shall be
performed in accordance with Part 2 ~ Information Technology Provisions.
Section 4.6: Background Checks.

The Contractor shall not change any of the Contrector's Key Project Siaff
commitments without providing the State written justification and obtaining the
prior written approval of the State. State approvals for replacement of the
Contrector’s: Key Project Stafl will. not be unreasonably withheld. The
rcplaccmcm of the Contractor's Key Project Staff shall have comparable or
“greater skills than of the Contractor's Key Project Staff being replaced meet the
requirements of the Contract, including but not ‘limited to the requirements set
forth in RFP Appendix C: System Requirements and Deliverabies and be subject
to reference and background checks described in Part 2 ~ information Technology
Provisions, Section 4.6: Reference and Background Checks.

Notwithstanding any other provision of the Contract to the contrary, the State
shall have the option to terminate the Contract, declare the Contractor in default
and to pursue its remedies at law and in equity, if the Contractor fails to assign
Key Project Staff meeting the requirements and terms of the Contract ot if it is
dissatisfied with the Contractor's replacement Project stafT.

43.3.1. The Contractor Key Pro;cct Stalf shall consist of the followmg-.
mdmdunls in the roles |dcnul'ed below:

Richard Bonazzoli, CTO
RBonszzolifsdgov.com .

State of NH Contract
Date; _H4{W
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615-610-3764 )
Mr. Bonazzoli will assign, direct and manage other staff as required.

State Contract Manager

LY

The State shall assign a Contract Manager who shall function as the Stete’s representative
with regard to Contract administration, The State Contract Manager is:

Chief, and/or designec

New Hampshire Forest Protection Bureau

Tel: 603-271-2214

State Project Manager

4.5.1. The State shall essign a Project Manager. Thé State Project Manager's duties
shall include the follawing:

Leading the Project;

Engaging and managing all Contractors;

Menaging significant issues and risks;

Reviewing and accepting Contract Deliverables;

[nvoice sign-offs:

~ 8 an Fp

Review and approval of Change Request: and
g Managing stakeholders’ concems.

4.5.2.. The State Project Manager is:

Chief, Forest Protection Bureau
172 Pembroke Road
Concord, NH 03301

TR 60342712204

ntract ,

Wil

State of NH Co
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4.6. Reference and Background Checks

4.6.1.

4.6.2.

The Contractor shail conduct criminal background checks and not wtilize any
stafT. including Subcontractors, to fulfill the obligations of the Contract who have
been convicted of any crime of dishonesty, including but not limited to criminal
fraud, or otherwisc convicted of any felony or misdemeanor offense for which
incarceration for up'to | year is an authorized penalty. The Contractor shall
promote and maintain an awareness of the Importance of securing the State's

_information among the Contractor’s ‘employeces and agents.

The State may, at its sole expense, conduct reference and background screening
of the Contractor Project Manager and the Contractor Key Project Staff. The
State shall maintain the Confidentiality of background screening results in
accordance with Part 2 — Information Technology Provisions, Séction ) 1: Use of
State's Information. and Confidentiality.

5.  DELIVERABLES °

5.1. The Contractor's Responsibilities

5.1L1.

5.1.2.

The Contractor shall be solely responsible for meeting all requirements. and terms
and conditions specified in this Contract, regardless of whether or not a

. Subcontractor is used.

"The Contractor may subcontract Services subject to the provisions of the

Contract, including but not limited to, the terms and conditions in the Contract
Agreement. The Contractor must submit all information and documemtation
relating 10 the Subcontractor, including terms and conditions consistent with this
Contract. The State will consider the Contractor to be wholly responsible for the
performance of the Contract and the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the

.Contract.

%.2. Deliverables and Services

The Contractor shall provide the State with the Deliverables and Services in eccordance
with the time frames in the Work Ptan for this Contract, and as more particularly described
in Part 3 - Exhibit B: Scope of Services. Upon its submission of a Deliverable or Service.
the Contractor represents that it has performed its obllgnnons undcr the Contract

. associated with the Deliverable or Services. - - z

State of NH Contru:l
Date:
Contractor’s Initials w
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53.

5.4,

Non-Software and Written Deliverables Review and Acceptance

Afer receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the
Deliverable to determine whether it meets the Requirements outlined in Pant 3 — Exhibii
B: Scope of Services. The State will notify the Contractor in writing of its Acceptance or *
rejection of the Deliverable within five (5) business days of the.State's receipt of the
Contractor's written Certification. If the State rejects the Deliverable, the State shall
notify the Contractor. of the nature and class of the Deficiency and the Contractor shal)

- correct the Deficiency within the period identified in the Work Plan. f no period for the

Contractor's correction of the Deliverable is identified, the Contractor shall comect the
Deficiency in the Deliverable within five (5) business days. Upon receipt of the corrected
Deliverable, the State shali have five (5) business days to review the Deliverable and
notify the Contractor of its Acceptance or réjection.thercof. with the option to extend the
Review Period up to five (5) additional business days. [f the Contractor fails to correct
the Deficiency within the allotted period of time, the State may, at its option. continue
reviewing the Deliverable and require the Contrector to continue until the Deficiency is
corrected, or immediately terminate the Contract, declare the Contractor in defsult, and
pursue its remedies at law and in equity. i

Software Review and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Part 3 - Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the State with access to the Software Licenses and Documentation
set forth in the Contract, and particularly described in Part 3 - Exhibit J: Software Agrecment.

7.-. SERVICES

The Conteactor shall provide the Services required under the Contraet Documents. Al) Services

shall meet, and be performed, in accordance with the Specifications.

7.1.  Administrative Services
The Contractor shall provide the State with the administrative Services set forth in the
... ... Contract, and particuterly described in Pant 3 ~ Exhibit D: Administrative Services.
i
State of NH Contract

Date:
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7.2

7.3.

14.

1.5.

" T8,

Implementation Services

The Contractor sha!l provide the State with the Implementation Sérvices set forth in the
Contract, and particularly described in Part 3 - Exhibit E: Implementation Services.’

Testing Services

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Part 3 — Exhibit F: Testing Services.

Maintenance and Support Services’

-

The Contractor shall provide the State with Maintenance and suppornt Services for the
Softwere set forth in the Contract, and particularly described in Part 3 - Exhibit G: System
Maintenance and Support.

Warranty Services

The Contractor shall provide the State with warranty Services se1 forth in the Contract,
- and particularly described in Part 3 — Exhibit K: Warranty & Warranty Services.

Training Services

The Contrector shall provide the State with training Services set forth in the Contract, and
particularly described in Pant 3 Exhibit L: Training Services.

8. WORK PLAN DELIVERABLES

8.1.

8.2.

83.

The Contractor shell provide the State with 2 Work Plan thal shall include, without
limitation, & detailed description of the Schedule, tasks, Deliverables, major mllestones
task dependencles, and payment Schedule.

The initia} Work Plan shall be a separate Deliverable and is set forth in Part 3 - Exhnbu I:

Work Plan. The Contractor shall update the Work Plan as necessary, no less than every
two weeks, to accurately reflect the status of the Project, including without limitation, the
Schedule, tasks, Deliverables, major milestones, task dependencies, and payment
Schedule. Any such updates to the Work Plan must be approved by the State, in writing,
prior to fina incorporation into Part 3 — Exhibit {: Work Plan. The updated Part 3 —

- Exhibit 1:-Work-Plan; as approved by the State, is incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Part 3 ~ Exhibit 1: Work
Pian shall not relieve the Contractor from liabilily to the Staie for damages resulting from

State of NH Contract
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS | s

the Contractor’s failure to perfonn its abligations under the Contract, lncludlng. wlmout"

Ilmtmlon performance in accordance with the Schedute.

In the event of any delay in the Schedule. the Contractor must immediately notify the State
in writing, identifying the nature of the delay, i.c., specific actions or inactions of the
Contractor or the State causing the problem; its estimated duration period to
reconciliation; specific actions that need to be taken to correct !hc problem; and the
expected Schedule impact on the Pro_|ect

In the event additiona! time Is requircd by the Comractor 10 cornect Dcﬁcicncies. the
Schedule shall not change unless previously agseed in writing by the State, except that the
Schedule shall automatically extend on a day-to-day basis to the extent that the deltay does
not result from the Contractor’s failure to fulfill iis obligations under the Contract. To the
extent that the State’s execution-of its major tasks takes longer than described in the Work
Plan, the Schedule shall automatically extend on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the
Contract for default, at its discretion, if it is dusausﬁcd with the Vendor's Work Pian or
elements within the Work Plan.

9. CHANGE ORDERS

9.1.

2.2,

9.3.

]
The State may make changes or'revisions at any time by written Change Order. The State
originatcd changes or revisions shall be approved by the Depariment of Information
Technology. Within five (5) business days of the Contractor's receipt of a Change | Order,
the Contractor shall advise the State, in detail, of any impact on cost (e.g., increase or
decrease). the Schedule, or the Work Plan,

The Contractor may request a change within the scope of the Contract by written Change
Order, identifying any impact on cost, the Schedule, or the Work Plan. The State'shall
attempt to respond to the Contractor's requested Change Order within five (5) business
days. The State Agency, as'well as the Department of Information Technology. must
approve all Change Orders in writing. The State shall be deemed to have rejected the
Change Order if the parties are unable to reach an Agreement in writing.

All Change Order requests from the Contractor to the State, and the State acceptance of
the Contractor’s estimate for a State requested change. will be scknowledged and
responded 1o, either acceptance or rejection, in writing. [f accepted, the Change Order(s)
shall be subject to the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

- . . e B T T L

10.1.

Software Title

10.1.1. Upon successful completion and/or termination of the implementation of the
Project. the Contractor shall own and hold all, title. and rights in any Software

State of NH Contract
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10.1.2.

modifications developed in connection with performance of obligations under the
Contract, or modifications to the Contractor provided Software, and their
associated Documentation including any and all performence enhancing
operational plans and the Contractors' special utilities. The Contractor shall
license back.to the State the right to, produce, publish, or otherwise use such
software, source code, object code, modifications, reports, and Documentation
developed under the Contract.

in no event shall the Contractor be precluded from developing for itself, or for
others, materials that ere competitive with, or simitar 10, Custom Software,
modifications developed in connection with performance of obligations under the
Contrect. In addition, the Contractor r shall be free to use its genersl knowledge,
skills, experience, and any other ideas, concepts, know-how, and techniques that
are acquired or used in the course of its performance under this agreement.

10.2. States Data and Property

All rights, titte and interest in State Data shall remain with the State. All data end any
property which has been received from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of the State; and shall be returned to
the State upon demand or upon termination of this Agreement for any resson. The
Contractor shall not access State user accounts or State data, except:

8.
b.

d.

in the course of Data center operations;

in response to service or technical issues;

a5 required by the express terms of this Contract; or
at the State's written request.

J0.3. Coatractor's Materials :

10.3.1. Subject to the provisions of this Contract, the Contractor may develop for itself,

or for others, materials that are competitive with, or similar to, the Deliverables.
[n ‘accordance with the provision of this Contract, the Contractor shall not
distribute any products containing or disclose any State Confidential Information.
The Contractor shall be free 1o use its general knowtedge, skills end expenencc.
and any idess, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided: that such i npt
obtained as the result of the deliberate memorization of the State Confi denual

. Information by the Contractor employees ¢ third paity consultants engaged by

. the Contractor.

State of NH Contract
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10.4.

10.5.

10.6.

10.3.2. Without limiting the foregoing, the partics agree that the general knowledge
referred to herein cannot include information or records not subject to public
disclosure under Now Hampshire.RSA Chapter 91-A, which includes but is nat
limited to the following: records of grand juries and petit juries; records of parole
and pardon boards; personal school records of pupils; records pertaining 1o
internal personnel practices, financial information, test questions, scortng keys
and other examination data use to administer a licensing. examiration.
examination for employment, or academic examination and personnel, medical,
welfare, library use, video tape sale or rental, and other files containing personally
identifiable information that is private in nature.

State Website Copyright
WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright
to all Data and information, shall remain with the State. The State shall also-retain all
right, title and interest in any user interfaces and computer instructions embedded wlthm
the WWW pages. All WWW pages and any other Data or information shall, where
applicable, display the State's copyright.

Custom Software Source Code

In the event that the State purchases Software development Service, which ruuhs in
Custom Software, the Contractor shall provide the State with a copy of the source code
for the Custom Software, which shall be subject to the License rights. The Staté shall
receive & worldwide, perpetual, irrevocable, and non-exclusive paid —up right and license
1o use, copy, mulify and prepare derivative works of any custom developed Software,
“This section does not.apply to the Contrectoi’s proprietary Software code.

Surle

This Contract Agreement Part 2 — {nformation Technology Provisions, Section 10:
Intellectual Property shall survive the termination of the Contract.

11.  USE OF STATE'S INFORMATION AND CONFIDENTIALITY

11L.L

e o -

Use of State’s Information

W

in performing its obligations under the Co:itract, the Contractor may gain access to
information of the State. including State Confidential Information, “State Corifidential
Information” shall include. but not be timited to, information exempted from public

- —

State of NH Contract
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disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and

Meetings (sec ¢.g. RSA Chapter $i-A: § Exemptions). The Centractor shal) not use the -

State Confidential Information developed or obtained during the performance of. or
acquired, of developed by reason of the Contract, except as directly connected to and
necessary for the Contractor's performance under the Contrect.

11.2. State Confidentia! Information

11.2.1.

11.2.2,

1.2

11.2.4.

The Contractor shall maintain the Confidentiality of and protect from
unsuthorized use, disclosure, publication, .and reproduciion (collectively
“release™). all State Confidentia! Informstion that becomes available to. the
Contractor in connection with its pcrfonnance under the Contract. regardless of
its form.

Subject to applicable federal or State laws and regulations, Confidential
Information sha!l not include information which:

a.  shall have otherwise become publicly available other than as a result of
disclosure by the n:cciving party in Breach hereof:

b.  was disclosed to the receiving party on a non-Confidential basis from
a source other than the disclosing party, which the rccemng party

believes is not prohibited from disclosing such information as a'result

of an obligation in favor of the disclosing party; .
c.  is developed by the receiving party independently of, or was knowri by

the receiving party prior to, any disclosure of such information made

by the disclosing party; or

d. is disclosed with the written consent of the disclosing party. A -

receiving party also may disclose Confidential Information to the
extent required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidentis! Information shall require the prior
written approval.of the State, The Gontractor shall immediately notify the State if
any rcquest, subpoena or other legal process is served upon the Contractor
regarding the State Confidential Information, and the Contractor shall cooperate
with the State in any effort the State undertakes to contest the request, subpoena
or other legal process, at no additiontal cost to the State.

In the event of the unauthorized release of State Confidential Information, the
Contrector shall immediately notify the State. and the State may immediately be

- entitled-to pursue any remedy at law and iiv eguity; inétiding, but not fimitéd 1o,

injunctive relief.

State of NH Contract
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12.

113.

11.4.

Contractor Canﬁdential lnloméﬁon

Insofar as the Contractor seeks to maintain the Confidentiality of its Confidential or
proprictary information, the Contractor must clearly identify in writing all informmon it

claims to be Confidential or proprictary. Notwithstanding the foregoing, the 'State
acknowledges that the Contractor considers the Software and Documentation to be

Confidential Information. The Contractor acknowledges that the State is subject toiState
end federal laws goveming disclosure of information including. but not Jimited to, RSA

Chapter 91-A: Access to Government Records and Meetings. The State shall maintain
the Confidentiatity of the identified Confidential Information insofar as it is consistent
with. appficable State and federal laws or regulations, including but not limited to, ‘RSA
Chapter 91-A: Access to Govemment Records and Meetings. In the event the ‘State
receives a request for the information identified by the Contractor as Confidential. the
State shall notify the Contractor and specify the date the State will be nleasms the
. requested information, At thé request of the State, the Contractor shall coopeme and
assist the State with the collection end review of the Contractor’s information, 't no
additional expense to the State. Any effort to prohibit or enjoin the release of the
information shalt be the ‘Contractor's sole rcsponsiblhty and ot the Contractor's sole
expense. [f the Contracior fails (o obtain a court order enjoining the disclosure, the State
" shall release the information on the date specified in the Stale’s notice to the Contractor,
without any liability to the Contractor. |

Snrviv_ai

This Contract Agreement = Pant 2 - Information Technoloéy Provisions, Section 1 I, Use
of State's Information, and Confidentiality, shall Survive termination or conclusion of the
Contract.

LIMITIATION OF LIABILITY

12.1.

12.2.

S!ate

Subject to applicable taws and regulgtions, in no event shall the State be liable for any
consequential, special, indirect, incidentsl, punitive, or exemplary damages. Subjéet to
applicable laws and regulations, the State’s liability to'the Contractor shall not exéeéd the
total Contract price set forth in Contract Agreement — Part |, P-37 General Provisions -
Block 1.8: Price Limirtation.

~States-Immuaity—~- -~ -~ -

_ Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
* waiver of the sovereign immunity of the Siaté, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract Conclusion.

Date
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12.3. Survival

This Contract Agreement Part 2 - [nformation Technology Provisions. Section 12:
Limitation of Liability shall survive termination or Contract Conclusion.

13. TERMINATION

13.1. Termination for Default

Any one or more of the following ects or omissions of the Contrector shall constitute an
Event of Default hereunder (“Event of Defauit™):

8.  Failure to perform the Services satisfactorily or on Schedute:
b.  Failure to submil any report required; end/or
c.  Failure to perform any other covenant, term or condition of the Contract.

13.1.1. Upon the occurrence of any Event of Default, the Statc may take any one or more.
or all, of the following actions:

8.  Unless otherwise provided in the Contract, the State shall provide the
Contractor written notice of default and require it to be remedied in the
absznce of a greater specificetion of time, within thirty (30) days from
the date of notice (“Cure Period™). If the Contractor fails 10 cure the
default within the Cure Period, the State may terminate the Contract at
its sole discretion, treat the Contract as Breached and pursue its
remedies 81 law or in equity or both.

b.  Give the Contractor a written notice specifying the Event of Default
and suspending all payments to be made under the Contract and
ordering that the portion of the Contract price which would otherwise
accruc to the Contractor during the period from the date of such notice
untii such time as the State determines that the Contractor has cured the
Event of Default shall never be paid to the Contractor. .

e Set off against any other obligations the State may owe to the
- Contractor any dameges the State suffers by reason of any Event of
Defaull.

d Tm!meConmctasBraachedm-ndpunucnnyofusmneduesat!awor
. in_equity, or both. R e ) md = ;

¢.  Procure Services that are the subject of the Contract from anather
source and the Contrector shall be liable for reimbursing the State for
the replacement Services, and all administrative costs directly related

-

State of NH Contract
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13.1.2.

to the replacement of the Contract and procuring the Services from
another source, * such as costs of competitive bidding, maliling.
aedvertising. applicable fees, charges or penalties, and staff time costs:
zll of which shall be subject to the limitations of liability set forth In the
Contract.

The Cantractor shall provide the State with written notice of default, and the State
shall cure the default within thirty (30) days.
]

13.2. T.ermlnition for Convenience

13.2.1

1322,

.~ The State may, ot its sole discretion, terminate the Contract for.convenience, in

whale or in part, by thirty (30) days written notice to the Contractor. In the cvent
of 8 termination for convenience, the State Shall pay the Contractor the agreed
upon price, if separately stated in this Contract, for Deliverables for which

Acceptance has been given by the State. Amounts for Services or Deliverables

provided prior to the date of termination for which no separate price is mted
under the Contract shall be paid, in whole or in part, generally in accordance with
Contract Part 3 ~ Exhibit C: Price and Payment Schedule, of the Contract.

During the 1hmy (30) day period, the Contractor shall wind dowti end cease
Services as quickly and efficiently as reasonably possible, without perfohmng
unnecessary Services or activities and by minimizing negative effects on the State
from such winding down and cessation of Services.

13.3. Termination for Conflict'of Interest

13.3.1.

( . 132

i = = -+- -~ ~the Contractor 8s it could pursue in‘the event of a defaith of the Contrect” bylhe'

The State may terminate the Contract by writien notice if it determines that a
conflict of interest exists, including but not limited to, a violation by any of the
parties hereto of applicable laws regarding ethics in public acquisition$ and
procurement and perfommce of Contracts.

13.3.1.1.  In such case. the State shall be entitled to a pro-med refund of any
" current development, support, and maintenance costs. The State shall

pay all other Contracted payments that would have become due and -

- payable if the Contractor did not know or reasonably did not know
of the conflict of interest.

In the cvent the Contract is terminated as provided above pursuant 1o a vnolation
by the Contractor, the State shall be entitled to. pursue the same remedies ngninst

Contrattor. ‘
/

r
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'13.4. Termination Procedare

13.4.1. Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require the Contractor to deliver to the State any
property, including without limitation, Software and Wnnen Delwembles, for

such part of the Contract as has been terminated.

13.4.2. Afer receipt of a notice of terminetioh, and except as otherwiss directed by the

State, the Contractor shall:

a.  Make available to the State any post-termination assistance generally
made available with respect to the Service, unless a unique Data
retrieval arrangement has been established as part of the SLA;

b. Stop work under the Contract on the date, and to the extent specified,

in the notice;

¢.  Promptly, but in no event Ionger than thu'ty (30) days after termination,
terminate its orders and subcontracts related 10.the work shich has been
terminated and settle all outstanding liabilities and ail claims drising
gut of such termination of orders and subcontracts, with:the approval
or ratification of the State to the extent required, which approval or

ratification shall be final for the purpose of this Section;

d.  Teke such action as the State directs, or as nccessary to pmerve and
protect the property related to the Contract which is in the possession

of the Contractor and in which the State lias an interest;

e.  During any period of Service suspension, the Contractor shall nat take

any action to intentionally crase any State Data;

i.  In the event of termination of any Service or Agreement in
entirety, the Contractor shall not take any action to

intentionally erase any State Datn for a period of:

* 10 days after the Effective Date of tcnﬁinnlion, if the
termination is in eccordance with the Cantract period.

¢ 30 days after the Effective. Date of termination. if the

termination is for convenience.

/ o 60 days after the Effective Date of termination, if the
r termination is for cause. o

melEING T £ Teansfer title to the State and deliver in the mahner, at thc times, and to
the extent directed by the State, any property which is required to be
fumnished to the State and which has been accepted or mquetted by the

State;

.
State of N4 Contract
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g Provide written Certification 1o the State that the Contractor has
surrendered to the Sthte all said property; and

b.  Assistin Transition Services. as reasonably requested by the State at no
additional cost.

13.4.). Afier such period, the Contractar shall have no obligation to maintain or provide
any. State Data and sha!l thereafies, unless legally prohibited, delete all State Data
. in its Systems or otherwise In its possession or under its control:

.  Trensfer title to the State and deliver in the manner, 8t the times, and to
-the extent directed by the State, any property which is required to be
furnished to the Staie end which hu been accepted or requested by the
State;

b. The Contrzclor shall implement an orderly retum.of State Data in &
CSV or another mutually agreeable format at a time agreed to by the
parties and the subsequent secure disposal of State Data;

& The Contractor shall securely dispose of ali requested Data in all-of its
forms, such as disk, CO/ DVD, backup tape and paper, when requested
" by ‘the State. Data shall be permanently deicted and shall not be
recoverable, according to Nationel Institute of Standards and
Technology (NIST)-epproved methods. Certificates of destruction

shall be provided to the State; and

d.  Provide written Cenification to the State that the Contractor has
summendered to the State all said property,

13.5. Sarvival ~

This Contract Agreement — Part 2 — Information Technology Provisions. Section 13;
Termination shall survive termination or Contract Conclusion.

14. CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the 'Sme
shall have the option of continuing under the Contract with the Contrecior, its successors or ass;gns
for the full remainlng term of the Contract; continuing under the Conltrect with the Commctor jts
successors or assigns for such period of time as determined necessary by the State; or immediately
terminate the Contract without liability 1o the Contractor. its successors or assigns.

e

i5.  ASSIGNMENT, DELEGATION, AND SUBCONTRACTS

15).  The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its
interest, rights, or duties under the Contract without the prior written consent of the State.

State of NH Contrect
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Such consent shall not be unreasonably withheld. Any attempted transfer, assigniment,
delegation, or other transfer made without the State’s prior written consent shall be null
and void. and may constitute an Event of Default at the sole discretion of the State.

15.2. The Contractor shall remain wholly responsible for performance of the entire Conu'acl
: even if assignees, delegates, Subcontrectors, or other transferees (“Assigns”) are’used,

uniess otherwise agreed to in writing by the State, and the Assigns fully assumes in writing
any and all obligations and liabiliiies under the Contract from the Effective Date. In the
absence of a written assumption of full cbligations and lisbilities of the Contract, any
permitted assignment, defegation, subcontract, or other transfer shall neither relieve the
Contractor of any of its obligations under the Contract-nor affect any remedies available
to the State against the Contractor that may arise from any Event of Defaull of the
provisions of the Contract. The State shall consider the Contractor to be the sole point of
contact with regard (o all Contractual matters, including payment of any and all cliarges
resulting {rom the Contract. '

15.3. Notwithstanding the foregoing; nothing herein shall prohibit the Contractor’ from
assigning the Contract to the successor of atl or substantially all of the essets or business
of the Contractor provided that the successor fully assumes in writing all obligatioris and
responsibitities under the Contract. in the event that the Contractor should change
ownership, as permitted under Part 2 ~ Information Technology Provisions, Section 14:
Change of Ownership, the State shall have the option to continue under the Contrnct with
the Contractor, its successors or assigns for the full remaining term of the Contract;
continue under the Contract with the Contractor. its successors or assigns for such period
of time as determined necessary by the State; or immediately terminating the Contract
without tiebility to the Contractor, its successors or assigns.

16. DISPUTE RESOLUTION ' at

16.1.  Prior tc the'filing of any formal proceedings with respect to a dispute (other than en dction
' seeking injunclive relief with respect to intellectual property rights or Confidential
Information), the party believing itself aggrieved (the “Invoking Party™) shall cal) for
progressive management involvement in the dispute negotiation by written notice to the
other party. Such notice shall be without prejudice to the*[nvoking Party’s right o any

other remedy permitted under the Coniract,

16.2. The parties shall use reasonable cflorts to arrenge personal meetings and/or telephone
conferences as needed, at mutually convenient times and piaces. between negotiators for
the partics at the following successive management levels, each of which shall have a
period of allotted time as specified below in which to artempt to resolve the dispute:

16.3. _The aliotted time_for. the first level negoatiations shall-begin on the date the Invoking

Party’s notice is reccived by the other party. Subsequent allotted time is days from the
date that the original Invoking Party’s notice is received by the other party.

State ol‘ﬂl—l Contract
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TABLE 16: Dispute Resotution Responsibility and Schedule Table i
LEVEL CONTRACTOR STATE . CUMULATIVE |

POINT OF CONTACT POINT OF CONTACT ALLOTED TIME
Primary | Rob Walker, COO/CFO Forest Ranger Ceptain Five (5) Business Days
First | Eric Richey, CEO g'“‘f' Ferest Procection Ten (10) Business Days

uresu
' Sarah Stewan :
s i | Richard B 1. CTO Fifteen ()5) Business
N : Commissioner DNCR Days

17. DOIT GENERAL TERMS AND CONDITIONS

17.1. Computer Use

In consideration for receiving access to and use of the computer fecilities, network,
licensed or developed: Software, Software maintained or operated by any of the State
entities, Systems, equipment, Documentation, information, reports, or Data ol any kind
(hereinafter “Information™), the Contractor understands end agrees to the followlng rules:

Every Authorized User has the responslblllty to assure the prolection of
information from unauthorized access, misuse, thefi, damage, dmmctlon.
modification, or disclosure.

That information sha!l be used solely for conducting official State business, and
6l other usc or access is strictly forbidden including, but not limited to; personal,
or other private and non-Stete use and that &t no time shall the Contractor gccess
or artempt to access any information without having-the express suthority 10 do 80,

That at no time shall the Contractor access or atteinpt to eccess any information in
a manner inconsistent with the approved policies. procedures, and /or Agreements
relating to System entry/eccess.

That all Software Licensed, developed. or being evaluated by the State cannot be
copied, shared, distributed, sub-licensed, modified, reverse engineered, rented, or
sold, and that at all times the Contrector must use utmast case to protect and keep. .
“gich SoRware sirictly Confidentlal in accordance with the license oc any other
Agreement execuied by the State. Only equipment or Software owned, licensed.
or being evatusted by the State, can be used by the Contractor. Personel Software

N\
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{Including but not limiled to palmtop sync Sofiwere) shall not be mstalled on any
cquipment.

¢, That if the Contracior is found to be in viciation of any of the above-uawd rules,
the User may face removal from the State Contract, and/or crimina! or civil
prosecution, if the act constitutes a violation of law.

17.2. Email Use

Mail and other electronic communication mssagmg Systems are State of New Hnmpshirc
property and are to be used for business purpases only. Email is defined as “internal Emml
‘Systems” or “Siate-funded Email Systems”. The Contractor understand and agrec that
use of email shali follow State standard policy (available upon request).

173. Internet/Intranet Use
The Internet/Intranet is to be used for access to and distribution of infermation in direct

support of the business of the State of New Hampshire according to State standard golicy
(aveilable upon request).

174. Regulatory Government Approvals

The Contractor shall obtain all necessary end applicable regulatory or other govemmental
approvals necessary to perform its obligations under the Contract.

18. GENERAL CONTRACT REQUIREMENTS

18.1. Insurance certificate
The Insurance Cenificate shou!d note the Certificate Holder in the lower left hand block

including State of New Hampshire, Department Name, and neme of the indiv:dual
responsible for the funding of the Contracts end his/her address,

18.2. Exhibits.

The Exhibits referred to, in and anached to the Contract are incorporated by referencc as
if fully included in the text.

rmem s - 183.. Venue and Jurlsdiction

- Any action on the Contract may only be brought in the State of New Hampshire,
Merrimack County Superior Court.

State of NH Contract
Date: MiL0
Contrador'slnitia!se' \
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18.4.

18.5.

18.6.

Survival

The terms, conditions and Warranties contained in the Contract that by their contexi are
intended to survive the campletion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited fo, the terms of RFP Appendix H-
Section H-25.12-14: Confidential Information; Part |, P-37 General Provisions - Section
7: Personnel; Part 1, P-37 General Provisions - Section 13: Indemnification; Past 2 -
Information Technotogy Provisions, Section 10: Intellectual Property; Pant 2 -
Information Technology Provisions , Section 1); Use of Stete’s information and
Confidentiatity; Part 2 — Information Technology Provisions , Section 12: Limitation of
Liability; Part 2 - Informetion Technology Provisions , Section 13; Termination; and Pan
3 — Exhibit K: Section 2: Warranty Period which shall all survive the termination of the
Contracl,

Force Majeure

18.5.1. Neither the Contractor nor the State shal! be responsible for delays or failures in
performance resulting from events beyond the control of such party and without
fault or negligence of such party. Such events shall include, bul not be limitéd to,
acts of God, strikes, tock outs, riots, and acis of War, epidemics, acts of
Govemnment, fire, power [ailures, nuciear accidents, carthquakes, snd unusually
severe weather.

18.5.2. Except in the event of the foregoing. Force Majeure events shall not include the
Contractor’s inebility to hire or provide personnel needed for the Contractor's
performance undér the Contract.

Notices

Any notice by a party hereto 1o the other party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in & Unl!pd States Post
Office addressed to the partics at the followmg addresses.

State of NH Contract

Date:

Contractor's Initials QN\)
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TABLE 18.6: Notices

CONTRACTOR ° STATE
POINT OF CONTACT . POINT OF CONTACT
Rob Walker Chief, Forest Protection Bureau
4336 Kenilwood Drive i 72 Pembroke Road
[ Nashville, TN 37204 "| Concord, NH 03301
615-610-3762 603-271-2214
R\anke@sov.com

18.7. ELECTRONIC EXECUTION

An electronically transmitted version of this Agrcemenl may be considered the original
and the Contractor will not have the right to challenge in court the authenticity or binding
effect of any faxed or scanned copy or signature thereon. This Agreement may be signed
in counterparts and all counterpans will be considered and constitute the same Agreement.

-19. DATA PROTECTION

19.1. Data Protection

Protection of personal privacy and Data shall be an integral part of the business activitics

of the Contractor to énsure there is no inappropriate or unauthorized use of State

information et any time. To this end, the Contractor shall safeguard the Confidentiality,
- integrity and availability of State information and comply with the following conditions:

The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures 1o safeguard against unauthorized access,
disctosure or theft of Personal Data and Non-Public Data. Such security measures
shal} be in accordance with recognized industry practice and not less stringent than
the measures the Contractor apphes to its own Personal Datn nnd Non-Publlc Dam

.-of similar kind. - -. o R TR S s (i —

All Data obtained by the Contractor in the performance of this Contract shall
become and all Personal Daia shall be encrypted at rest and in transit with

State of NH Contract
Date: { }
Contractor's lnitialsem)
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

controlled access. Unless otherwise stipulated, the Contractor is responsible for
Encryption of the Personal Data.

¢ Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data a1
rest and in transit. The State shall identify Data it deems as Non-Public Data to the
Coniractor. The level of protection and Encryption for all Non-Public Data shall
be identified and made & part of this Contract.

d. At notime shall any Data or processes — that either belong to or are intended for
the use of the State or its officers, agents or employees — be copied dlsclosed or
retained by the Contractor or eny party related to the Contracior for subsequent use

. in any transaction that does not include the State.

e.  The Contractor shall not ‘'use any information coliected in connection with the
Service issued from this Proposal for any purpose ather than fulfilling the Service.

Data Location
The Contractor shall provide its Services to the State and its end users solely from data

centers within the Continental United States. All storage. processing and transmission of
State data shall be restricted to information technology systems within the Continental

" United States. The Contractor shall not allow its personnel or sub-contractars to store’ State

data on portable devices, Including personal computers, except as specified and allowed
by the contract, and then only on devices that are used and kept at its data centers within
the Continental United States. The Contractor shall permit its personnel and Contractors
to access State data remotely only to provide technical support and as speclﬁed or rcqu:rcd
by the contract.

Security Incident or Data Breach

The Contractor shall ‘inform the Siate of any Security Incident or Data Breach in
sccordance with NHM_&_}}_-Q‘,_Q Notice of Securlty Breoch,

8.  Incident Response: the Contractor may need to communicate with outside parties
regarding a Secumy Incident, which may include contacting law enfon:emem.
fielding media inquiries and secking extemal expertise as mutusaily ngrced upon.
defined by law or contained in the Contract. Discussing Security Incidents wlth the
State shauld be handled on an urgent as-needed basis, as part of the. Contractor
communication and mitigation processes as mutually agreed upon, dcf' ned by law
or contained in the Contract.

. emes. ¢+ — .b.— -Security-Incident Reporting Requirements: the Coatractor shall Fepoit'a Sectinty 7T T T

. Incident to the appropriate State [dentified Contact immediately if it reasonably
believes there has been a security incident.

State of NH Contract

Date:
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Breach Reporting Requirements: If the Contractor has actual knowledge of a
confirmed Data Breach that affects the security of any State content that is subject
to applicable Data Breach notification law, the Contractor shall (1) promptly notify
the uppropnate State Identified Contact within 24 hours or sooner, unless shorter
time i3 required by applicable law, and (2) take commercinlly reasonable measures
to address the Data Breach in a timely manner.

19.4. Breach Responsibilities

This section only applies when & Data Breach occurs with respect to personal Data within
the possession or control of the Contractor.

19.4.1.

19.4.2.

19.4.3.

The Centractor, unless stipulsied otherwise, shall immediately notify the
appropriate State Identified Contact by tefephone in accordance with the agreed
upon security plan or security procedures if it reasonably belicves there has been
8 Security [ncident.

The Contractor. unless stipulated otherwise, shall promptly notify the appropriste
State [dentified Contact within 24 hours or sooner by telephone, unless shorter
time, is required by applicable law, if it confirms that there is, or reasonably
belicves that there has been a Data Breach, the Contractor shall:

a. coopemte with the State as reasonably requested by the State to
investigate and resolve the Data Breach,

promptly implement-necessary remedial measures, if necessary, dnd

¢. Document responsive actions taken relsted to the Data Breach,
including any post-incident Review of events and actions taken to make

changes in business practices in providing the Service, if necessary.
Unless otherwise stipulated, if a Data Breach is 8 direct result of the Contractor’s

Breach of its Contract obligation to encrypt Personal Data or otherwise prévent -
its release, the Contractor shall bear the costs associated with: !

8.  The investigation and resolution of the Data Breach;

b.  Notifications to individuals. regulators or others required by State Iaw
¢ A credit monitoring Service required by State (or federa!) law;

d

_A website or a toll-free number and call center for affected individuals
_ . .required by Siate law — all not.to exceed the average-per record per
person cost calculated for Data Breaches in the United States (currently
$20! per record/person) in the most recent Cost of Data Breach Study:
Global Analysis published by the Ponemon Institute at the time of the
Data Breach; and '

State of N
Date:
Con

ntract

tractor’s nitialsQM,

Page 39-0f 4)



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020-001 ONLINE FIRE PERMIT SYSTEM
_ PART 2 - INFORMATION TECHNOLOGY PROVISIONS

19.5.

19.6.

19.7.

19.8.

19.9.

e. Complete all comective ections as reasonably determined by the
Contracior based on root cause; 2l [(a.) through {(d.)] subject to this
Conract’s limitation of liability. i

Notification of Legal Requests

The Contractor shall contact the State upon receipt of any electronic discovery, litigation
holds, discovery searches and 'expert testimonies related to the: State’s Data under this
Contract, or which in any way might reasonably require access'to the Data of the State.
The Contractor shall not respond ta subpoenas, Service of process and other legat requésts
related 1o the State without first notifying the State, unless prohibited by law from

providing such notice.
Access to Security Logs and Reports

The Contrector shall provide reports to the State in a format as-agreed Lo by both the
Contractor and the State. Reports shall-include latency statistics, user access. user BCCess
IP address, user access history and sccurity togs for all State files related to this Coritract.

Contract Audit

_ The Contractor shall allow the State to eudit'conformance to the Contract terms. The State
may perform this audit or Contract with a third party a1 its discretion and at the. State’s
expense. ’

{
Data Center Audit

The Contractor shall perform an independent audit of its Data centers at teast annually at

its expense, .and provide a redacted version of the audit report upon request. * The
Contractor may remove its proprictaly information from the redacted version, A Service

Organization Control (SOC) 2 audit report or epproved equivalent sets the minimum Ievel
of a third-party audit.

Advance Notice - ' ‘

The Contractor shall give advance notice to the Siate of any upgrades (e. g.,'major

upgredes, minor upgrades, System changes) that may impact Service uvanlabihty and
performance. A major upgmle is o replacement of hardware, Software or firmware with

-.-a.newer.or-better-version -in-order-to bﬂng the System-up to date or to improve its -

chmctedstics 1t usually includes a new version number.

- - p——E

State of NH Contract
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19.10. Security

19.11.

19.12.

19.13.

The Contractor shall disclose its non-proprictary security processes and technical
limitations to the State such that adequate protection and flexibility can be attained
between the State and the Contractor. For example: virus checking and port sniffii ing —
the State and the Contractor shall understand each other's roles and responisibilities.

|}

Non-Discloaure and Separation of Duties

The Contrector shall enforce separation of job dunes, require oommerclally rusonnble

non-disclosure Agreements, and limit staff knowledge of State Data to that whu:h is

absolutely necessary to perform job duties.

Import and'Eiport of Data

-The State shall have the ability to import or export Datn in piccemeal or in entirety ot its
discretion without interference from the Contractor. This includes the sbility for the. State
10 Impon or export Data to/from other Service providers.

Responsivltin and Uptime Guarantce

The Contractor shall be responsible 'for the acquisiticn and operation of all ‘hard:ware,
Software and network support related to the Services being provided. The technica) and
professional activities required for establishing, managing and maintaining the

environments are the fesponsibilities of the Contractor. The System shall be avajlable -

. 24771365 (with agreed-upon maintenance downtime), and pro\r:de Service to customers as

. 19.14,

C mmm e A spmm m y e " —

defined in the SLA.

Right.to Remove Individuals

Thie State shall have the right 2t any time to require that the Contractor remove from
Interaction-with State any Contractor representative whio the State beliéves is detnmentnl
to its working relationship with the Contractor. The State shall pravide the Comractor
with nouce of its determination, and the reasons it requests the removal. If the 'State
significs that a potential security violation exists with respect to the request, the Contractor
shall immediately remove such individual. The Contractor shall not assign the person to
any aspect of the Contract or future work orders without the State’s consent.

B Y e -
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EXHIBIT A - SPECIAL PROVISIONS

1. SPECIAL PROVISIONS _
There are no changes to the terms outlined in the P-37 General Provisions.

Remainder of this page intentlonally left blank
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The State of New Hampshire, acting through the Department of Natural and Cultura! Resources (DNCR),
Division of Forests and ‘Lands, is entering into a contract agreement with Sovereign Sportsman Solutions
(“S3" or “Contraclor”™) for the procurement of a database-driven permitting application available to the

. public through the Internet. . Currently the division generates 13,875 fire permits annually issued
electronically. These are generated by Internet access and hardware is not supplied to permit agents. This
application will allow the uscr to obtain fire permits and pay an approprinte transaction fee using a credit
card. .

Contractor will be responsible for developing, implementing, hosting, and maintaining the Department’s

Intemnet based permit website. Making the electronic permitting application available twenty-four (24) hours

per day, seven (7) days per week, and 365 days per year. S3 will be responsible for maintaining the operational

- status of the connectivity and their provided applications end wiil monitor, trouble shoot and resolve all issues

related to service availability and functionality. The System will be available as specified unless the DNCR

and vendor have mutually agreed in writing to a specified period of down time for system maintenance and
~

The State of New Hampshire, Department of Natural and Cultural Resources, Division of Forests and Lands
wiil not incur any up front funding for this project. There must be no time or implementation cost associated
with this project, '

1. STATEMENT OF WORK
1.1.  General Project Assumptions

a. The Contractor will provide project tracking tools and templates to record and
' manage issues, risks, Change Requests, requirements, decision sheets, and other
documents used in the management and tracking of the Project. The State of New
Hampshire and the Contractor's Project Managers will review these tools and
templates and determine which ones will be used for the Project. Training on these
" tools and templates will be conducted at the start of each phase in which they will
be used. !

b. Prior to the commencement of work on Non-Software and Written Deliverables,
the Contractor shall provide to the State a template, table of contents, or agenda
for Review and prior approval by the State.

c. The Contractor shall ensure that appropriate levels of security are implemented
w =@+ iw .. . — aod maintained in_order to protect the integrity and relisbility of the Swate’s . _ . __
Information Technology resources, information, and services.  Security ’
requirements are defined in Part 3 - Exhibit H: Requirements. The Contractor shall
provide the State resources, information, and Services on an ongoing basis, with
the appropriate infrastructure and security controls to ensure business continity
and to safeguard the Confidentiality and integrity of State networks, Systems and .

Data. .
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d The Deliverables are set forth in the Schedule described below in Section 2. By
unconditionally accepting a Deliverable, the State reserves the ngh! to reject any
and all Deliverables in the event the State detects any Deficiency in the System, in
whole or in part, through completion of all Acceptance Testing, including but not

limited to, Software/System Acceptance Testing, and any extensions thereof,

e. Pricing for Deliverables set forth in Part 3 - Exhibit C: Price and Payment

Schedule. Pricing will be effective for the Term of this Contract, and any.
extensions thereof.
2.  DELIVERABLES '
Activity, Deliverable, o Milestone _ [Deliverable Type] _rojected Delivery Date
onduct Project Kickoff Meeting Non-Software 08/03/2020
2 [Project Status Reports Written Bi-weekly starting 08/05/2020
3 [Work Plan ~ Written 07/31/2020
4 Becurity Plan Draft Written 10/02/2020
S [Testing Plan | Written 07/31/2020
6 [Communications and Changg Management Written 07/31/2020
[Plan -
7" [Data Conversion/Migration Plan and Design Written 10/02/2020
"8 [Comprehensive Training Plan and Curriculum|  Written 10/02/2020
9 [End User Support Plan Written 10/02/2020
10 [Conduct Integration Testing Non-Software 08/17/2020 - 11/13/2020
11 [Conduct User Acceptance Testing Non-Software 11/16/2020 - 12/15/2020
12 {Conduct System Performance (Load/Stress} | Non-Software 12/02/2020 - 12/10/2020 &
Testing Annually
13 Kertification of 3rd Party Pen Testing and Non-Software 11/16/2020 - 11/25/2020
Application Vulnerability Scanning. )
14 [Converted DatalLoaded into Production Software 11/02/2020 - 11/13/2020 & Final
J—-fEnvironment - ccc . .. - .- = < wIE . e g -on 12/30/2020.
15 [Provide Tools for Backup and Recovery of all |  Software 11/15/2020
Applications and Data : :
16 {Conduct Training Non-Software 12/08/2020 - 12/18/2020
17 [Cutover to New Software Non-Software 12/30/2020
ISJPiwlde Documentation - inclustve of Written 12/17/2020

DOIT Master Template: 20200204
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arketing Annual Plan for Communication &
rint Materials

19 |Ongoing Hosting Support Non-Software 12/30/2020 - Ongoing
20 [Ongoing Support & Maintenance ° Non-Software .12/30/2020 - Ongoing
21 [Conduct Project Exit Meeting Non-Software 02/12/2021

Remainder of this page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

1. . PAYMENT SCHEDULE

1.1. ' Contract Type

This is a Not to Exceed Contract. The total Contract value is indicated in Part 1, P-37
Genera) Provisions - Block |.8: Price Limitation for the period between the Effeclive Date
through date indicated in Pan 1, P-37 General Provisions - Block 1.7: Completion Date.-
The Contractor shal} be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following
activities, Deliverables, or milestones appearing in the price and payment tables below:

"1.2. Future Vendor Rates Worksheet

The State may request additional Services from the selected Vendor and requires rates in
the event that additional Service is required. The following férmat must be used to provide
this information. “SFY™ refers (o State Fiscal Year. The New Hampshire State Fiscal
Year runs from luly | through June 30 of the following calendar year. Positions not
identified in the Proposed Position Worksheet may be included in the Future Vendor Rates
Worksheet. '

The State and Confractor agree to the following rates in the event the contract is extended
as described in Part 2 — Information Technology Provisions Section 2: Contract Term.

* Position Title . "sry.dv2i .| i sFyio22 | SRY20237] sPY2024 ]
(Project T -giasoomr | $125.00m | $125.00me | $125.00m
Manager

Sr. Developer |  $125.00he | $125.00/hr $125.00/Mhr $125.00/mr

Business 1 ¢i0000mr | S10000mr. | $100.00me | $100.00mr
Analyst

QAStaff | $80.00/r $80.00hr | $80.00/hr | $80.00/r

1.3. Transaction Fees

Online Fire Permit ;l‘rgnuctiun Fee - Online Fire Permit Transaction Fee - For each
-m—-~- o= —w—— —-customer-transaction (transaction =-1'permit) the Contractor shall receivea transaction fee..
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.‘l

Tabie: Transaction Fees

SFY | SFY SFY
Transsction Fee 2021 2022 | SFY2023 | 5004
Structure $5.50 | $5.50 $5.50 $5.50

CONTRACT PRICE

Notwllhstandmg any provision in the Contract to the contrary, and notwithstanding uncxpected
circumstances, in no event shafl the total of all payments made by the State exceed the amount

indicated in Part 1, P-37 General Provisions - Block 1.8: Price Limitation. The payment by the .

State of the total Contract price shall be the only, end the complete reimbursement to the
Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in, the
performance hereof. .

TRAVEL EXPENSES

The State will not be responsible for any travel or out of pockel expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
reasonable travel and related expenses incurred by Contractor in performance of its obligations.
All labor rates in this Agreément will be considered “Fully Loaded™, including, but not limited to:
meals, hoteUVhousing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

SHIPPING AND DELIVERY FEE E)fEMPTION'

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement. '

INVOICING

The Contractor shal| submit correct invoices to the State for all amounts to be paid by the State.
All invoices submitted shall be subject to the State’s prior written approval, which shall not be
unreasongbly withheld. The Contractor shall only submit invoices for Services or Deliverables as
permitted by the Contract. Invoices must be in a format as determined by the State and contain

- - detailed--information;,—including' -without ~limitation: itemization of each Deliverable- and

identification of the Deliverable for which payment is sought, and the Acceptance date triggering
such payment; -date of delivery and/or installation; monthly mainienance charges; any other
Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State
will pay the correct and undisputed invoice within thirty (30) days 'of invoice receipt. Invoices
will not be backdated and shall be promptly dispatched.

DOIT Master Template: 20200204
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" 10..

INVOICE ADDRESS
Invoices may be sent to:
NH Division of Forests and Lands
Chief, Forest Protection Bu;ea'u
172 Pembroke Road
Concord, NH 03301 -
PAYMENT ADDRESS

Payments shall be made via ACH. Use the followmg link to enroll w1th the State Treasury for
ACH payments: https: ”www nh.gov/treasury/state-vendors/index.htm

OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifieen (15) business days, return to the State the
full amount of any overpayment or erroneous payment upon discovery. or notice from the State.

CREDITS -

The State may apply credits due to the Stntc arising out of thls Contract, against the Contractor’s
invoices with appropriate mformalmn attached.

PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software
License fees, as set forth in the Payment Table, until succesgful conclusion of the Warranty Period,

" "Remainder of this p&ge blte—ntfonaﬁy leﬁ blank
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ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access 1o all program files, librarics, personal computer-based systems, software
packages, network systems, security systems, and hardware as required to complete the contracted
services. The State will use reasonable efforts lo provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to il State-owned documents, materials, reports,
and other work in progress relating to this Contract. Upon expiration or termination of the
Contract with the State, the Contractor shall tum over all State-owned documents, material,
reports; and work in progress relating to this Contract to the State at no additianal cost to the State.
Documents must be provided in both printed and electronic format.

RECORDS RETENTION AND ACCESS REQUIREMENTS

3.1.  The Contractor shal) agree to the conditions of atl applicable State and federal laws and
regulations, which are incorporated. herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regutations (FAR) Subpart 4.7: Contractor Records Retention.

3.2.  The Contractor and its Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect
all direct and indirect costs invoiced in the performance of their respective obligations
under the Contract. The Contractor and its Subcontractors shall retain all such records for
three (3) years following termination of the Contract, including any extensions. Records
relating to any litigation matters regarding the Contract shall be kept for one (1) year
following the termination of all litigation, mcludmg the termination of ell appeals or the
expiration of the appeal period.

3.3.  Upon prior notice and subject to reasonable time frames, all such records shall be subject
to inspection, examination, audit and copying by personne) so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access
to these items shall be provided within Merrimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at

no cost to the State during the three (3) year period following termination of the Contract -

1

- —and-one-(1) year term following litigation retating to the Contract, including all appealsor
the expiration of the appeal period. The Contractor shall include the record retention and
- Review requirements of this section in any of its subcontracts.

3.4.  The State agrees that books, records, documents, and other cvidence of accounting
procedures and practices related to the Contractor’s cost structure and profit factors shall
Dbe excluded from the State’s review unless the cost of any other Services or Deliverables
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provided under the Contract is calculated or derived from t\he cost structure or profit
factors. -

4 ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in -accordance with Generally Accepted
Accounting Principles (GAAP). The costs applicable to the Contract shall be ascertainable from
the accounting system and the Contractor shat! maintain records pertaining to the Scrvices and all
other costs and expenditures.

: \

" \
Remainder of this page intentionally left blank .

A e =t e——— -

DOIT Master Template: 20200204°



DEPARTMENT.OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR -~ 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 — INFORMATION TECHNOLOGY EXHIBITS
_EXHIBIT E - IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

The State believes that effective communication and reporting are essential to Project success.
The Contractor shall employ effective communication and Reporting strategies to ensure Project
success. The Contractor Key Project Staff shall participate in meetings as requested by the State,
in accordance with the requirements and terras of this Contract.

1.1.  StateMeetings and Reports

1.1.1. The Contractor Key Project Staff shall participate in meetings as requested by the
State, in accordance with the mquircmem.s and terms of this Contract.

a. lntroductory Meeting: Partlc:pams will include the Contractor's "Key
Project Staff and State Project leaders from both Department of Justice and
the Department of Information Technology. This meeting will enable leaders
to become ecquainted and establish any preliminary Project procedures.

b.  Kickoff Meeting: Participants will include the State and the Contractor’s
Project Team and major stakeholders. This meeting is to establish a sound
foundation far activities that will folow.

¢.  Status Meetings: Participants will inctude, at the minimum, the Contractor's
Project Manager and the State Project Manager. These meetings will be
conducted at least bi-weekly and address overall Project status and any
additional topics needed to remain on schedule and within budget.” A status
and error report from the Contractor shall serve as the basis for discussion.

d  The W,ofk Plan; must be reviewed at each Status Meeting and updated, at
minimum on a bi-weekly basis, in accordance with the Contract.

e Speclal Meetings: Need may arise fora spec:al meeting with State leaders or
- Project stakeholders to address speclf’  isSues.

. Exit Meeting: Participants will include Project leadcrs from the Conlractor
and the State. Discussion will focus on lessons leammed from the Project and
on follow up options that the State may wish to consider.

1.1.2. The State expects the Contractor 1o prepare agendas and background for and
" minutes of meetings. Background for each status meeting must include an

updated Work Plan. Drafling of formal presentauons. such as a pregentatton for

sUmTTrs Tt T T KicKof meeting, will dlso be'the Contractor's responsibility.

1.1.3. The Contractor's Project Manager or the Contractor's Key Project Staff shall

submit monthly status reports in accordance with the Schedule and terms of this
Contract. All status reports shall be prepared in formats approved by the State.

The Contractor’s Project Manager shall assist the State’s Project Manager, or.

itself produce reports related to Project Management as reasonably requested by
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the State, all at no additional cost to the’ State. The Contractor shall produce -
Project status reports, which shall contain, at a minimum, the following:

8.  Project status related to the Work Plen; :
beliyel:able status;

Accomplishments during weeks being reported; |

Planned activities for the upcoming two (2) week period;

Future activities;

N

Issues and concerns requiring resolution; and
g. Repon and remedies in case of falting behind Schedule.

1.1.4.. As reasonably requested by the State, the Contractor shall provide the State with
information or reports regarding the Project. The Contractor shall prepare special
reports and presentations relating to Project Management and shall assist the State
in preparing reports and presentations, as reasonably requested by the State, all at
no additional'cost to the State. :

2.  IMPLEMENTATION STRATEGY

2.1, Key Components '
The Contracto} shall employ an industry-standard lmplementatiof-s strategy with a timeline
set forth in accordance with the Work Plan: .

a.  The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project’s Work Plan and tasks, manage and schedule
project staff, track and manage issues, manage changing requirements, maintain
communication within the Project Team, and report status.

2.2. Timeline

The timeline is set forth in the Work Plan. During ttie initia) planning period Project task
and resource plans will be established for: the preliminary training ptan, the change -
management plan, communication approaches, Project standards and procedures
finalized, and team training initiated. Timing will be structured to recognize

st e m o mimeme -— . o= . interdependencies..between applications .and..structure a .cost.effective. and timely
execution. Processes will be documented, training established, and the application will be
ready for Implementation in accordance with the Work Plan.

DOIT Master Templz;te: 20200204



DEPARTMENT OF NATURAL AND CULTURAL Rl.?.SOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT E - IMPLEMENTATION SERVICES

T

2.3. Chbhange Management and Training
Thé Contractor's change management and. training services shall be focused on

developing change management and training strategics arid plans. [is approach relies on
State resources for the execution of the change management and end user training.

~

Remainder of this page intentionally left blank
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The Contractor shall provide the following Products and Services described in Part 3 - Exhibit F: Testing
Services, including but not limited to:

1.  TESTING AND ACCEPTANCE'

The Contractor shall bear all responsibilities f‘or the full suite of Test Planning and preparation
!hroughout the Project.

A

L)

b.

L.1.

“The Contractor will provide training as necessary to the State staff responsible for test
activities.
The Contractor shall be responsible for all aspects of testing contained in the Acceptante

Test Plan including support, at no additional cost, during User Acceptarice Test
conducted by the State and the testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of test materials will be prepared for
each Software function or module, -

All Testing and Acceptance (both business and technicaily oriented testing) shall apply
to testing the System as a whole, (c.g.,. software modules or functions, and
Implementation(s). This shall include planning, test scenario and script development,
Data and System preparation for testing, Regression tests, Performance Tuning and
Stress tests, Security Review and tests, and support of the Sme during User Acceplance
Test and Implementation.

. In addition, the Contractor shall provide o mechamsm for reportmg ectun) test results
- vs. expected results and for the resolution and tracking of all errors and problems
identified during test execution. The Conlractor shall also correct Deficiencies and
support required re-testing,

Test Planning and Preparation

1.L.L1. The Contractor shall provide the State with an overall Test Plan that will guide
all testing. The Contractor provided, State approved, Test Plan will include, at a
minimum, identification, preparation, and Documentation of planned testing, a
requirements traceability matrix, test variants, test scenarios, test cases, test
scripts, test Data, test phases, éxpected results, and a tracking method for

__reporting actual versus expecied results as well as all errors_and problems
identified during test execuuon

1.1.2. " As identified in the Accepuncc Test Plan, and documented in accordance with
the Work Plan and the Contract, State tesung will commence - upon the
Contractor’s Project Manager's Certification, in writing, that the Contractor's
own staff has successfully executed all prerequisite Contractor's testing, along
with reponting the actua! testing results, prior to the start of any testing executed
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12
1.3,

1.4,

LS.

1.6

1.1.5.

by State staff. The State will be presented with a State epproved Acceptance Test
Plan, test sccnarios, test cases, test scripts, test data, and expected results.

The State will commence its testing within Ten (10) business days of receiving
Certification from the Contractor that the State's personnel have been trained and
the System is installed, configured, complete, and ready for State testing. The
testing will be conducied by the State in an environment independent from the
Contractor’s development environment. The Contractor must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live
Data to validate reports, and conduct stress and performance testing, at no
additional cost.

. . Testing begins upon completion of the Software configuraticn as required and

user training according to the Work Plan. Testing ends upon issuance of a letter
of UAT Acceptance by the State.

The Contractor must demonstrate that their teslir{g methodology can be integrated
with the State standard methodology. '

Unit Testing - (Not Applicablc)

1.2.1.

Unit Testing is not within the.scope of this Contract.

System Integration Testing - (Not Applicable)

1.3.1.

System Integration Testing is not within the scope of this Contract.

Conversion/Migration Validation Testing - (Not Applicable)

Conversion Validation Testing Testing is not within the scope of this Contract.

Installation Testing (Not Applicable)

In Installation Testing is not within the scope of this Contract.

User Acceptance Testing (UAT)

1.6.1.

UAT begins upon completion of the Software configuration as required and user
trainirig according to the Work Plan. Testing ends upon issuance of a letter of

T TUAT Accepiance by the State.

1.6.2.

The User Acceptance Test (UAT) is a verification process performed in a copy of
the production environment. The User Acceplance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.
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1.6.3. UAT will also serve as a performance and stress test 'of the System. It may cover
any aspect of the new System, including administrative procedures- such as
backup and recovery. The results of the UAT provide evidente that the new
System meets the User Acceptance criteria as defined in the Work Plan.

1.6.4. The results of the User Acceptance Test provide evidence that the new System
meets the User Acceptance criteria as defined in the Work Plan.

1.6.5. Upon successful conclusion of UAT and successful System deployment, the State
will issue a leiter of UAT Acceplance and the respective Warranty Period shall
commence. ‘ -

Activity Description | The System User Acceptance Tests verify . System
functionality against predefined Acceptance critecia that
support the successful execution‘of approved processes.

Contractor Team * Provide the State an Acceptance Test Plan and selection of
Responiibilities test scripts for the Acceptance Test.

* Monitor the execution of the test scripts and assist s needed
during the User Acceptance Test activities,

« Work jointly with the State in determining the required
actions for problem resolution.

State = Approve the development of the User Acceptance Test Plan
Respousibitities and the set of Data for use during the User Acceptance Test.

* Validate the Acceptance Test environment.

* Execute the test scripts and conduct User Acceptance Test
activities.

» Document and summarize Acceptance Test results.

*Work jointly with the Contractor in determining the required
actions for problem resolution.

= Provide Acceptance of the validated Systems.

Work Product The Deliverable for User Acceptance Tests is the User
“we s = - .- -- -4 .Description - | Acceptance Test-Results. These results provide evidence that
: . the new System meets the User Acceptance criteria defined

in the Work Plan.
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1.7. Performance Tuning and Stress Testing (Not Applicable)

The Contractor shall develop and document hardware and Software configuration and
tuning of the software infrastructure ns well as assist and direct the State’s System
Administrators and Database Administrators in configuring and tuning the infrastructure
to support the Software throughout the Project. *

L7.1. Scope

The scope: of Performance Testing shall be to measure the System level
metrics critical for the development of the applications infrastructure and
operation of the applications in the production environment.

It will include the measuremcnt of response rates of the application for end-
user transactions and resource utilization (of various servers and network) -

. under various load conditions. These response rates shall become the basis
for changes and retesting until optimum System performance is achieved.

Performance lesting and tuning shall occur in the final . production
environment and shall use a copy of the final production database to provnde
the best results.

1.7.2. Test Types

Performance testing shall use two differesit types of testing to determine the
stability of the application. They are baseline tests and load tests.

a.

Baseline Tests: Baseline tests shall collect performance datn and load
analysis by running scripts where the output is broken down into business
transactions or functions. The test is Jike a single user executing a defined
business transaction. During baseline testing, each individual script is run
to establish a baseline for transaction response time, throughput and other
user-based metrics.

b. Load Tests: Load testing will determine if the behavior of the System can
be sustained over a long period of time while running under expected
conditions, Load test helps to verify the ability of the application
environment under different load conditions based on workload
distribution. System response time and utilization is measured and
recorded. .

113, Tumng

Tuning will be Contractor led and occur during both the dcvelopment of the
application and load testing.” Tuning is the process whereby the application
performance is maximized. This can be the result of making code more efficient
during development as well as making tuning parameter changes to the
environment.
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1.8.  Regression Testing

1.8.1. As a result, of the user testing activities, problerns will be identified that reguire
correction. The State will notify the Contractor of the nature of the testing lailures
in writing. The Contractor will be required to perform additional testing activities
in response to State and/or user problems identified from the testing results.
Regression Testing means selective re-testing to ‘detect faults introduced during
the modification effort, both to verify that the modifications have not caused
unintended adverse effects, and to verify that the modified and related (possibly
affected) System components still meet their specified requirements.

1.9.. Security Review and Testing

1.9.1. IT Security involves all functions pertaining to the securing of State Data and
Systems thmugh the creation end definition of security policies, procedures and
controls covering such arcas -as Identification, Authcmlca:lon and non-
repudiation,

1.9.2. All components of the Software shall be Reviewed and tested to ensure they
protect the State’s hardware and Software and its related Data assets. Tests shall
focus on the technical, edministrative and physical security controls that have
been designed into the System architecture in order to prowde the nccessary
Confi dcnhnllty. integrity and availability. Tests shall, at a minimum, cover each
of the service components. Test procedures shall include penetration tests (pen
tests) and application vulnerability scanning.

SERVICE COMi’ONENT DEFINES THE SET OF CAPABILIITIES
: THAT:

Identification snd Authentication | Supports obtaining information about those

‘ - | parties attempting to log onto a System or
application for security purposes and the
validation of users.

Access Control Supports the management of permissions for
logging onto a computer or network.
vimeeir + 4=« —i-Encryption ~. . o . - Supports -the encoding. of Data-for security ..
Intrusion Detection . Supports the detection of illegal entrance into a
computer System.
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Verification Supports the confirmation of authority to enter
n computer System, application or network.

Digital Signature Guarantees Lhe unaltered state of a file.

User Management Supports the administration of computer,
application and network accounts within an
organization.

Rote/Privilege Management Supports the granting of abilities to users or
| groups of users of a computer, application or
network.

Audit Trail Capture and Analysis | Supports the [dentification and monitoring of
activities within an application or System.

Input Validation Ensures the application is protected from
buffer overflow, cross-site scripting, SQL
injection, and unauthorized access of files
and/or directories on the server.

1.9.3. Tests shall focus on the technical, administrative and phys;cal security controls
that have been designed into the System architecture in order to prowde the
necessary Confidentiality, integrity and availability. Tests shall, al a minimum,
cover each of the service components. The Contractor shall provide a certificate
of application, vulnerability scanning, and 3rd party Penetration Tests (pen test)
when appropriate.

1.9.4. Prior to the System being moved into production, the Contractor shall provide
results of all security testing (0 the Department of [nformation Technology for
Review and Acceptance. All Software and hardware shall be free of malicious
code (malware).

1.10. Penctration Testing (Non-PCI)

1.10.1. The Contractor will conduct proactive, third-party penetration testing and provide
the results when appmpnate

- - - - - s e —————

2, Succeul'ul UAT Completion

Upon successful cornpletion of UAT, the State will issuc a Letter of UAT Acceptance.
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3. System. Acceptance

Upon completion of the Warranty Period, the State shall issue a' Letter of Final :System
Acceptance.

Remainder of this page intentionally left blank
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I SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all maerial respects as described in Part
2 — Information Technology Provisions, Section 1: Contract Documents, through the Contract
end date. - ' ' ;

1.1.  Contractor’s Responsibility

The Contractor shall maintain the System in sccordance with the Contract. The
Contractor will not be responsible for maintenance or suppon for Software developed or
modified by the State. -

1.1.1. Maintenance Relenses

- The Contractor shall make availabie to the State the latest program updates,
general Maintenance Releases, selected functionality releases, patches, and.
Documentation that are generally offered to its customers, at no additional cost. -

1.1.2. Standard Agreement

The State will adopt the Contrector’s standard maintenance Agreement modified
to address terms and conditions inconsistent with State Statutes and general State
Information Technology (IT) practices. -

2. SYSTEM SUPPORT
2.1. Contractor’s Responsibility

2,1.1. The Contractor will be responsible for performing on-site or remote technical
suppont in accordance with the Contract Documents, including without limitation
the requirements, terms, and conditions contained herein.

2.1.2. As part of the Software maintenance Agreement, ongoing Software maintenance
and support levels, including al) new Software releases, shall be responded to
according to the following:

a. Class A Deficiencies - The Contractor will provide on-call
telephone assistance, with issue tracking available, eight (8) hours per
day and five (5) days a week with an email / tetephone response within .
two (2) hours of request; or the Contractor shall provide support on-

-— - ~- site-or ‘with-remote-diagnostic Services, within four (4) ‘Business -
Hours of a request;

b. Class B & C Deficiencies -DNCR shall notify the Contractor of
. such deficiencies during regular Business Hours and the Contractor

shall respond back within four (4) hours with notification of planned

corrective action; )
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3. SUPPORT OBLIGATIONS AND TERM
3.1.  The Contractor shall repair or replace SoRtware, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

3.2.  The Coatractor shall maintain a record of the aclivities related to Warranty repair or
maintenance activities performed for the State. -

33 For all. maintenance service calls, the Contractor shall ensure the following information
will be collected and maintained;

Nature of the Dé['lciency;

Current status of the Deficiency;

Action plgns. dates, and times;

Expected and actual completion time,;
Deficiency resolution information;

Resolved by;

Identifying number (i.c. work order numbcrj;
h. Issue [dentified by; and

3.4. The Contractor must work with the Department to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following information:

™ == p B p T

a.  Mean time between reported Deficiencies with the Software;
b.  Diagnosis of the root cause of the problem, and
¢.  [dentification of repeat calls or repeal Software problems.

.

3.5.  If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part 2 — Information
Technology Provisions - Section 13.1: Termination for Default.

© 3.6. I the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contrector shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part 1, P-37 General
Provisions - Section 8: Event of Default/Remedies.

- __.__\ - ——— e s ¢ P L C R T TR L " CRN S S = B omm ks mw
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oy
1 REQUIREMENTS -

Attachment 1: Project I\fequircmcms is hereby incorporated within,

- Remainder of this pige intentlonally left blank
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Do b e b s em gmemam m o e

The Contractor's Project Manager and the State Project manager shall finalize the Work Plan within thirty

. (30) Calendar days of the Effective Date and further refine the tasks required to implement the Project.

The clements of the preliminary Work Plan are documented in accordance with the Contractor's plan to
implement the requirements - -defined in the RFP and further described in the Contractor's Proposal.

. Continued development and-management of the Work Plan is a joint effort on the part of the Contracter

and State Project Managers.

The preliminary Work Plan created by the Contractor and the State is set forth at the end of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used to manage
the Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the

- Project. This-plan shall identify the tasks, Deliverables, major milestones, task- dependencies, and a

payment Schedule required to implement the Project. It shall also address intra-task dependencies,
resource allocations (both Staté and Contractor’s team members), refine the Project’s scope, and establish
the Project’s Schedule. The Plan is documented in accordance with the Contractor’s Work Plan and shall
utilize agreed upon project management software to support the ongomg management of the Project.

1. _ ASSUMP'I‘IONS
11. General

8.  The State shall provide team members with decision-makirig authority to -
support the Implementation efforts, at the level outlined in the Request for
Proposal Document State Staffing Matrix.

b.  All State tasks must be performed in accordance with the revised Work Plan.

¢.  All key decisions will be resolved within five (5) business days. Issues. not
resolved . within this initial period will be escalated to the State Project
Manager for resolution.

d.  Any activities, decisions or issues taken on by the State that aﬂ’ect the
mutually agreed upon Work Plan timeline, scope, resources, and costs “Shall
be sub)ect to the identified Change Control process.

1.2, Project Management

a.  The State shall approve the Project Management Mcthodo!ogy used for the
Project.

b. = The State shall provnde the Pro;ecl Team with reasonab!e access to the State
personnel as needed to complete Pro;ect tasks.

¢. A Project folder created within the State System shall be used for centrallzed
storage and retrieval of Project documents, work products, and other material
and information relevant to the success of the Project and required by Project
Team members. This central repository is secured by determining which
team members have access to the Project folder and granting eithier view or
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1.3.

1.4.

1.5

L.6.

L7

readl\mle privileges. The Contractor’s Project Manager will establish and
maintain this folder. The State Project Manager shall approve access for the
State team. Documentation can be stored locally for the Contractor and State
team on a “shared” network drive to facilitate ease and speed of access. Final
versions of all Documentation shall be loaded to the State System. ~

" d.  The Contractor assumes that an Alternate Project Manager may be appointed
- from time to time to handle reasonable and ordinary absences of the Project

‘Manager.
Conversions - (Not Applicable)

Conversions is not within the scope of this Contract. .

Project Schedule

Deployment is planned to begin on July 22, 2020, with a planned go-live date of January
1,2021.

Reporting

The Contractor shall conduct status meetings, and provide reports that include, but are not
limited to, minutes, action items, test results, and Documentation upon request of the
State.

User Training
a. The Contractor's Team shall tead the developmcnt of the end-user training
plan. -
b.  Train the trainer approach shall be used for the delivery of end-iser training.
c.  The State is resporisible for the delivery of end-user training.
d.  The State shall Schedule and track attendance on all end-user training classes.

Performance and Security Measures

a.  The Contractor’s Team shall provide a performance test workshop to identify

the key scenarios 1o be tested, the approach and tools requnred and best

practices information on performance testing,

b. The State shall work with the Contractor on all testing as sct forth in Part 3 -
- Pant3 - Exhibit F: Testing Services.
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2. CONTRACTOR ROLES AND RESPONSIBILITIES

2.1. Contractor's Team Project Executive

The Contractor Team’s Project Executives (Contractor and Subcontractor Project
Exccutives) shall be responsible for advising on and monitoring the quality of the Services
* throughout the Project life.cyclc. The Project Executive shall advise the Contractor Team

Project Manager and the State's Project leadership on the best practices for implementing
the Contractor SoRware Solution within the State. The Project Executive shall participate
in the definition of the Project Plan and provide guidance to the State’s Team. -

2.2. Contractor’s Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the
Contractor’s implementation Team. The Contractor Team Project Manager will have the
following responsibitities:

Maintain communications with the State’s Project Manager;

o,
b.  Work with the State in planning and conducting a kick-off meeting;
= ¢. Create and main-tain the Work Plan; P
E d. Assign the Contractor Team consultants to tasks in the Implementation
Project according to the scheduled staffing requirements;
e.  Define roles-and responsibilities of all the Cantractor Team members;

f.  Provide biweckly and monlhly update progress reports to the State Project
Manager,

g Notify the State Project Manager of requirements for State resources in order
to provide sufficient lead time for resources to be made available;

h. Review task progress for time, quality, and accuracy in order to achieve

B progiress; '

.. Review requirements and scheduling changes and identify the impact on the

Project in order 10 identify whether the changes may require a change of
. scape;
= A I Implement scope and schedille changes as authorized by the State Project

Manager and with appropriate Change Control approvals as identified in the
Impiementation Plan;

k Inform the State Project Manager and staff of any urgent issues il and whea
they arise;

DOIT Master Template: 20200204



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
'DIVISION OF FORESTS AND LANDS -
DNCR - 2020-001 ONLINE FIRE PERMIT SYSTEM
PART 3 - INFORMATION TECHNOLOGY EXHIBITS,

EXHIBIT I - WORK PLAN

L Provide the State completed Project Deliverables and obtain sign-off from the
State’s Project Manager;

m.  Manage handoff to the Contractor operational staff,
) 0.  Manage Transition Services as needed.
2.3. Contractor's Team Analysis
The Contractor.Team shall conduct analysis of requirements,. validate the Contracior

Team's understanding of the State business requirements by application, and perform
business requirements mapping:

Construct and confirm application test case scenarios;

Produce application configuration dcf}nitions and configure the applications;
Conduct testing of the configured application;

Produce functional Specifications for extensions, conversior}s. and interfaces;
Assist the State in the lestipg of extensions, conversions, and interfac;'.s;
Assist the State in execution of the State’s. Acceptance Test;

Conduct follow-up 'meetings to obtain feedback, results, and
concurrence/approval from the State;

';"HPP'P_F.'

b.  Assist with the correction of configuration- problems identified during
System, integration and Acceplance Testing; and

i Assist with the transition to production.
24. Contractor's Team Tasks

" The Contractor team shall assume the following tasks:
a. Development and Review of functional and technical Specification to

determine that they are at an appropriate level of detail and quality;

b. Development and Documentation of conversion and interface programs in
accordance with functional and technical Specifications;

¢.  Development and Documentation of installation procedures;
samm s e emmememes == = gt o SystemIntegration Testing. '
3. STATE ROLES AND RESPONSIBILITIES
The following State resources have been identified for the Project. The time demands on the
. individual State team members will vary depending on the phase and specific tasks of the

Implementation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the Stite Leads and the phase of the Implementation.

DOIT Master Template: 20200204



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020-001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
' __ EXHIBIT ] - WORK PLAN

3.1.  State Project Manager

The State Project Maneager shall work side-by-side with the Contractor's Project Manager.
The role of the State Project Manager is to manage State resources (if any), facilitate
completion of al] tasks assigned to State staff, and communicate Project status on a regular
basis. The State Project Manager represents the State in all decisions on Implementation
Project matters, provides all necessary support in the conduct of the {mplementation
Project, and provides necessary State resources, as defined by the Work Plan and as
otherwise identified throughout the course of the Project. The State Project Manager has
the following responsibilities:

a.  Plan and conduct a kick-off meeting with assistance from the Contractor’s

team;
b.  Assist the Contractor's Project Managcr in the refinement of a detailed Worl:
Plan;
¢ Identify and secure the State Project Team members in accordance with the
Work Plan; P
 d.  Define roles and responsibilities of all State Project Team members assigned
to the Project;

c.  ldentify and secure access to ndditional State end-user staff as needed to
support specific areas of knowledge if and when required to, perform certain
implementation tasks;

f. Communicate issues to State management as necessary to secure resolution
of any matter that cannot be addressed at the Project level;

g. [nform the Contractor's Projeci Managér of any urgent issues if and when
they arise;

b.  Assist the Contractor's team staff to obtain requested information if and when
" required to perform certain Project tasks.

L Manage State staff during Transition Services as needed.
3.2.  State Subject Matter Expert(s) (SME)

The role of the State SME is 1o assist application teams with an understanding of the
State’s current business practices and processes, provide agency knowledge, and

- R el " ‘participate in the'Implementation. Responsublltues ‘of the SME mclude‘the'followmg

Be the key user and contact for their Agency or Department;

Attend Project Team training and acquire in-depth functional knowledge of
the relevant applications;

c. Asslst in validating and documemmg user requirements, as needed,

DOIT Master Template: 20200204



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF FORESTS AND LANDS
DNCR —2020-001 ONLINE FIRE PERMIT, SYSTEM
PART 3 - INFORMATION TECHNOLOGY EXHIBITS

33.

3.4.

EXHIBIT 1 - WORK PLAN

d Assist in mapping business requirements; I
e.  Agsist in constructing test scripts and Data;

f.  AssistinUser Acceptance Testing; -
g Attend Project meetings when requested; and
h

Assist in training end users in the use of the Contractor’s Software Solution
and the business processes the application supports.

State Technical Lead

The State’s Technical Lead reports to the State's Project Manager and is responsible for
leading and managing the State’s technical tasks. Responsibilities include:

.  Work with State IT management (o obtain State technical resources in

accordance with the Work Plan; and
b. Repmem the technical efforts of the State at blweekly Project meetings.

State Testing Administrator
The State’s Testing Administrator will coordinate the State's testing efforts.
Ruponsibilitiw include:. :
a Conduct test Review meetings, as needed
b.  Ensuring that proposed process changes are considered by process owners
c.  Establish priorities of Deficiencies requmng resolution; and
d. Tracking Deficiencies through resolution.

4  SOFTWARE APPLICATION (Not Applicable)

Software appllc.atlons are not within the scope of this Contract.

5. CONVERSIONS - (Not Applicable)

Planned conversions are not within the scope of this Contract,

- «.6...——INT ERFACES.-.mot:AwI}mble). g S : ‘=

Ime;'facing is not within the scope of this Contract.

" DOIT Master Template: 20200204
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020-001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECANOLOGY EXHIBITS
EXHIBIT | - WORK PLAN

7. APPLICATION MODIFICATION - (Not Applicable)

Application Modiftcations are not within the scope of this Contract:

8. PRELIMINARY WORK PLAN

‘The preliminary agreed upon Work Plan for the Contract is included as Attachment 2.

Remainder of this page intentionally left blank
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT J - SOFTWARE AGREEMENT

The terms outlined in the SoRlware Agreement are set forth below:

1. LICENSE GRANT

License Grant is Not Applicable

Remainder of this page intentionally left blank
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES ]
DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM
PART 3 - INFORMATION TECHNOLOGY EXHIBITS

. EXHIBIT K - WARRANTY & WARRANTY SERVICES

1.  WARRANTIES

1.1.  System .

The Contractor warrants that the System will operate to confonn to the Speciﬁcauons,
terms, and reqmrcmcms ot’ the Contract.

1.2. Software -~

The Contractor warvants that the Software, including but rot limited to the individual

modules or functions fumished under the Contract, is properly: functioning within the

System, compliant with the requirements of the Contract, and will operate in accordance
" with the Speciﬁcations and Terms of the Contract.

-For any breach of the nbove Software warranty, the State’s remedy, and the Contractor's
entire liability, shall be:

* 'a. the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially reasonablie
manner, the State may end its program license if any and recover the fees paid to
the Contractor for the program license and any unused, prepaid technical supporn
fees the State has paid for the program license; or - '

b. the re-performance of the deficient Services; or

¢. if the Contractor cannot substantially correct a breach in a commercially
‘reasonable manner, the State may end the relevant Services and recover'the fees
paid to the Contractor for the deficient Services

1.3. Non-lnlnngement

The Contractor warrants that it has good title to, or the right to allow the State to use, afl .
Services, equipment, and Software (“Material”) provided under this Contract, and that*
such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or ather intellectual property rights or misappropriate a trade secret
of any third party.

14, Viruses, Destructwc Programmiug

The Contmctor ‘warrants that the Software shall not contain nny viruses, destructive
programming, or mechanisms designed to. disrupt the performance of the Software in
accordance with the Specifications.

DOIT Master Template: 20200204



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM
PART 3 ~ INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT K - WARRANTY & WARRANTY SERVICES

1.5. Compatibility
The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded Sysiem Software

components provided by the Contractor fo correct Deficiencies or as an Enhancement,
shall operate with the resi of the System without-loss of any functionality.

1.6. . Services

The Contractor warrants that all Services provided under the Contract will be provided

. expediently, in a professional manner, in accordance with industry standards and that

Services will comply with performance standards, Specifications, and lerms of the
Contract.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect untif the conclusion or termination of this Contract and
any extensions, except for the warranty for non-infringement, which shall remain in effect in
indefinitely.

Remainder of this page intentionally left blank
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT L - TRAINING SERVICES

1.  TRAINING SERVICES

Contractor will provide DNCR with the knowledge and training to use the system as this is an important
step to ensure that implementation is successful.

Management, administrative, and end-user training will be employed for rescurces responsibie forthe day
to day operational and maintenance of the solutioh and its functional components. Contractor will develop
a thorough training plan to accommodate this need to include training materials and training sessions (via
in-person and on-site, webinars, videos or other related methods), as approved by DNCR.

Training materials will consist of:

H Mastcr Training Plan Overview
o Outlines the various training plans and intended audiences. Details document
handling and revision methodology.

» Administration Portal / User Documentation (Electronic)
o Administrator-level documentation that defines system terminology, major
system components and administrative functions.
* Help Desk / Operations Reference Documentation

o Details call handling, technical troubleshooting steps, trouble ticketing,
administrative functions and escalation policies.

Remalinder of this page intentionally left blank
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
" DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM
PART 3 -~ INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT M - AGENCY RFP WITH ADDENDUMS, BY REFERENCE

1. AGENCY RFP WITH ADDENDUMS, BY REFERENCE

ONCR 2020-001 Online Fire Permit RFP dated December 12, 2019 is hereby incorporated and
reference as fully set forth herein.

Remainder of this page intentionally left blank -
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR ~ 2020 001 ONLINE FIRE PERMIT SYSTEM
PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT N - VENDOR PROPOSAL, BY REFERENCE

1. VF_:NDOR PROPOSAL, BY REFERENCE Al

i

Sovereign Sportsman Solutions Proposal 1o DNCR 2020-001 Online Fire Permit System dated
February 18, 2020 is hereby incorporated and reference as fully set forth herein.

Remainder o:fﬂ'ur page intentionally left blank

LI

. ———————— . = W = -— - 2w om m ammr 4= om

DOIT Master Template: 20200204 r

4



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR -2020 001 ONLINE FIRE PERMIT SYSTEM
PART 3 ~- INFORMATION TECHNOLOGY EXHIBITS

‘EXHIBIT O — CERTIFICATES AND ATTACHMENTS

1. CERTIFICATES AND ATTACHMENTS
Exhibit H Requirements — Attachment |
Exhibit | Work Plan — Attachment 2
Contractor's Certificate of Good Standing
Contractor's Certificate of Vote/Authority
Contractor’s Certificate of Insurance L

P a0 TP
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ATT'\CH.MENT C-1: PROJECT REQUIREMENTS, VENDOR RESPONSE CHECKLIST

NHDNCR REQUIREMENTS Vm Ir-smpa‘tons

VENDOR INSTRUCTIONS
mnmcdnm:Pheu'\'u'l!ﬂncurmmdmw&w-anhmwpmmmmmmmhuum.wmwm.h
25" can only be used if the defivery mathod b Standard (1ae delivery method Instructions below). Otherwise, enter R
- -uo';a'm'mmuuwMMMMMMwmmmwlmmmm'mmm;.

v

Column; : ' :
Mllndlumanquhmntum'hW.mmmhwhdmmﬂmmd\nhmblnmlnado(brthemnohuupml.llm
mmmmhm‘mmww:clthumthemdlwﬂﬂandrinmtumamhduhmmthhmhuﬂm
Unmmum.m_mmdmﬂnrldnmmlmﬂulmmddm:immhnducndcrmmbvlnodmfumdmtprom.
Indlma_afewkemmu‘m‘.mhcmkﬁmmumwmsxzumhdmstmmmmwdmhltambmmmm

to disqualify the proposal. .
Olirdhm!rmmmmnw.mhwhmlsmucndwtheMclohmmmmpﬂmwmmmaummfnmﬁun

Method Column: : 3 .
plete the delvery mathod using 8 Standard, Future, Custom, or Not Avaltable/Not Proposing (a3 defined below) that indicates how the requirement will be deligred.

ndard - Feature/Function ks Inchuded In the proposed system and avaltable In the aurent software relesse.
- Feature/Function wi be pvalisbis in a future relcase, (Provide aticipated detivery date, veriion, and service refesss In the comaent ared.} Customs -
munhw&dd&mmmwMmmdhdnardwbm‘mum’lml«tmmu
in the comment area. These cost estimates should add up 10 the total cost for software modifications found i the cost summary table in Saction X of the

) . ‘
Mw-Fumrdﬂummmbeenmev:ﬁdo«.lmwmmdmmhfummﬂwmmm.l

+

K ornments Columan: ) '
m:lmmmmmMlWWdM“WWthGMi«mtmanhtmmmum.
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NHDNCR BUSINESS REQUIREMENTS
Clarifieation - Detivery method column, S3's proposs) assumed 'FUTURE® was deflned as a feature that was not out of (he
box but would be developed and ready for Initiat implementation.

-—n e na

Vandor wid provide » online Nire permil satem *53 currently provides tha NH Fire Permia sclution a3 s
through 8 web-based Interface 24/7/365; snd web- batad solution providing 24x7x365 access for state
ress for state smployees/Agents. employess / Agents [astomers.

i must be user friendly and help reduce i Yas Standard | $3's curvent onding Nre/burn permit Bssusnce solution was

[ J]
emor and provide sn upfront question snd designed 1o be usar friendly and selfdesrning In order 1o
p tutorial and FAQ with requirements that reduce human error. Our solution sbo provides extensive
o1 be Mt to obtaln Mre permits — giving user ' tutoris] and FAG information regarding criteris to be met
prion to opt out i not mat. (eg. Are you the bind to obtain Nire permits, See sppropriste section with soreen
7, Where are you going 1o bumn?, Category?, ‘ shots in our response,
th of permit, etc)
.| Our experience with the current-NH Online Fire Permit
System uniquely positions us to provide true functions!
snd operationsd enhancements withoul arduous snd
Invative functional discovery tetsions.
813 Lipon completion of pesmit being issued, the . M No Future Today, the current system In operation provides only
mnmmwwnmm . | eveinottications. Text messagingwill be » new sdd!ition
text, and/or fax s tnew permit. . . to the new solution and has been included 25 part of
this proposs. ’

The enhanced system will sdd configuration to Usar
Setup that will enable uters to chooss thelr preferred
mathod of communication when a burn permit I ltued
within their township {emall, text, or both). There b no
Bt o0 the aumber of users who can ba notifled.
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» LT

Bl4 tommummu by text,

i el that their permit & not valld, for that
period If fire cngerincreases to level when
wu_muwmwunmmn

Jurksdiction. '

nwmdemlmummummmmhu
bewn addad 21 an expactation for the updated solution
being proposed and has been included

»3 part of pur bid submiasion,

The enhanced system will add the option to send text
messages 1o customers and will add configuration to
the Public Site and Fire Agent Site Sales Workflow to
enable the customer Lo selact thelr preferred method of
communication [email, text, or both) to receive
notification from flre Warden/Agenis and/or Agency
Personned when thair permit is no longer valid due to
fire danger.

The solution will include intultive and affickent ways to
cormmunicale and send messages 10 musttipls customers
{emadl, text) in bulk, resutting in » reduction of
administrative overhead.

BUSINESS REQUIREMENTS

B1s The vendor will provide the user\agent the
abilty to creats » new password when the
password explres.

Yus

Standard

Future

This feature is standard In our solution.

| Tive enhaficed system witt asdd configuration to enable

Administrative users with sppropriate permissions to

set vartables to reset password for Agency Users snd

fire Agents including:

*  Max number of Login Attempts bafore lockout

s Falled Login Lockout Minutes

. demmmvmmm
msemunmwnwmrmm&wu

nawmmmmww

Password’,

. Anwlmwlmmuuwmm
thelr username.

L} Mwﬂemthﬂtmmlwmmml
with a token to reset thalr password.

o Clicking the token in the emall will give 3 form with
"New Password”™ and "Confum New Password™

[The token will expirs afier 1 configurable senoun of time

Rakd ”E"WW’“‘TH Ave
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816 mtmmmtummm This feature 13 standard in our schution.
wertly that the permittes has spplied for the
corratt Chtepory permi Future The erchanced system will add configurstion to enable
{seasona! or dally). . Administrative users with sporopriste permissions to
. tha Catalog to:

o addfupdste/inactivate Categories (inktlally Seatonal
-@wmmmmdmmmm

& List burn permits tn the order they want them to

i display within the category

«  Conurol the daplay of the categories / burn permits
on the internat site and Fire Agent Site Sales
Channel a3 configured in Admin site (based on sales

[ ' mMMwuﬂmMmﬂMl
[ 3 The System will sllow for permits to be M Yo Sundard | Manual permk entry cepabliities exist in tha current
manusl enter In categories that srent ’| sohstion.
svallabie to purchese by permittes. However, sdditions) detals thoudd be dhitussed (o make

sure that the full extent of business rules sre accounted
wae,Mmmdwﬂmmm
e,

Future Tha enhanced system will add functionality to collect all
relevant customer data, including acknowindgement of
Affidavit quastions, peint and emall capabiliies, enabling
the fire agent to use the system o 3¢f) and futhi tha permity
diractly theu the tystem, bypassing the conveniance fee F
charge that bs applied when sold over the Internet. -

fl.l Provide mapping application lnu;euburm M Tu Standard  [This feature s stancand In our solution.
Jocation.
p1e he Vendor must supply Lhe Vendor's PCI DSS M res Standard  [This is standard with ofl S3 client product Implementacions.

.of Cormpilance (AOC). Vendor must
10 Agency 3 new status report snd evidence
validation of compliance at -
snnually,
Veﬂduuﬂlmmclvmlfywﬁlt M res Fumhrﬂ |53 agraes to notlly Agency In sccondance with the
: MubmberCIDSScnmpllmmdwm Fequirements listed hers. ‘

p1.10

d mwmmmum R
mamameonﬂamsmu tnno .
pvent should Vendor's notification to Agenty be
N udmmlubn.slnusdanmvmmuu

P .-_-h_.._..-—-...- rr— . i —— e s = e —— ——————
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LN
1.11 -ﬂmmmm bmndmm-nssmmmmm
ting according to PCI Requirermant 11,3, The
witl run, 51 least, quartsrly winerability
according to PO D35 requirement 11.2. .
1.12 work with the state to produce 8 printable fembwhum :
. that follows al state tyw snd rules.

BUSIHESS REQUIREMENTS
@ ¢17¢ ACnIRISIRIION ang RIARNETING

andor mast provida support to NHDNCR in

$3 will provide marketing services as outiined in NHDNCR
Onlina Fire Permits Marketing ideas document provided on
05/07/2020, inctusive of 8 written Anaual Ptan for
Communication and Print Materhls

3 st prowice mechankm lor regulse
e anabyre webiite traflic/usage.

Yas

Standard | Yhis fastura Is standard in our solution.
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?2.3

Vendor 1o provide cooperative, additionsl, or
unique marketing opportunilics to genarate
more onting reservations,

b

mpshire

MegscilnpPledommrBlodietiolEuttomenEast o
| Fastermpand-cihars.

$3 will provide the marketing services 85 outlined In NHDNCR
Onfine Fire Permits Marketing Idess document provided on
05/07/2020.

-

3.1 Proposed solution must includs written L] es Standard | This feature ts standard in ous sohRion,
dapumentation for ail fupctionality. * .
Proposed solution must inchude tratning for ™ Yes Standard | This festure bs standard Jn our sohutlon,

State of NH staff who will serva as system
administrators.

Onfine training resources on the use of the
system by tha Agents\Customers should be
available,

or will electronically transfer all funds
d on behatf of the State to the State’s bank
i On & manthly basts

This fzaturs b standard In our solution.

$3's solutions have the ability to estabiish multipls options
for financial distributions of funds received from the use of
our soltions. These are enslly estabishad within the
Admin Console of our sokations

ps2

proceeds from the suance of permits sre
of the State of New Hampshire, which
ndor holds In trust. These proceeds shall not
co-mingied with personal, business or any
operating funds or diverted or used by

Yo Standard

This festure is siandard in our solution,

endor Tor gny purpote.

’
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.3 mmwu-suummwm ml’umhnnﬁnﬂhmm
owide electronic fBes to the NH NHONCR
ing fee detalis.
mldoh:mmdmmfbwﬂ
ecual the tots! dollaf transferred less the
feesandoradiicardfens. e . .
data Mles wil contain information such
byt not kmited to, names, addrestes and
numbers

i L ittty dh b A
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NHDNCR APPLICATION Somwu.-; REOUIREMENTS
APPLICATION REQUIHEMENTS

l

Vandor will provide » web based resl time E3 curmently provides the NH Firg Permit solution 513 web-
Bcation thal aliows secur sctes for state hased solution providing 24x7x365 access for state
tes/Agent) uring 2 secure log-on : prghoyees /| Agents / customers using b secure
] : ogin.
2 thon must Afiow indhviduals (o compiete an Ires Kiandyrd  [This feature i standard in our sohution.
jon fof onia Nre perrlt from thelr home |
el
K13 for State Staff administrator to reste the fﬁ Etandard  [Thess capabiiities exist in thelr entivety in our extsting NH
profile with thei criterta for type of permits s parmit solution. .
ars moilabls ond updatable on a dally basls
not Bmited to: Categoey of fire, snow cover,
of parmits, burning clasy, tc. )
1A for suihorzed Agants 1o manusly sdd fine o ! @ [This feature b standaed i Guf Solution.
o online detsbans.
L5 Mt verify name, age, sddress, burn ey This feature s standard In our solution.
ion pedress, DOB and dobver’s Ncenss
| 3] to opdate dally fira danger and dbplayin = M &S tandard  [This feature bs standard in our solution.
r berosd top of sereen, by bown of County for ’
and cuTtomer. -

‘v
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Agents and peminiszrators,

f b A Rsrsonney

NHDNCR's anhanced system will be architecied 10 be
retponsive design. This sokstion allows pages end
functionaily within the application to adept to mobile,
tablet ind other devices by brand and screen tite. The
Iinterfaces will ba designed with Intultive drop-Oown menus
to reduce friction as well a3 “dirty dats °.

r

rl.l ¥ mmmu:&wmm = -8 5 provides extensive reporting Capabilities bn our schntions
bl reporting capabiflties (Mnancial, statistical and hat inchude but sre nct Emited to financtay, statistical,
sphic) for » specific location or a sades, and product reports. All
of loaations. i ) Feports ars exportabie in csv, pof, sty, htmi
pLY cormpietion of permit being ksued, the M o Future $3 currently sends this “one to ont” Information today to
{rririram five uters) will be notified via the contact person 2 the agency / Are department. $3 hes
o text 3bout new permht sutomstically. accounted to make this & "one to many” relationship /
communication s3 part of the new system
modificstions.

As stated in requirerment 51.3, tha enhanced system will
8dd conligurstion to User Setup that will enable users to
choosa their prefermed method of communication when
2 burn permit B Bsued within thelr township {emal,
text, or both). There is no [imit on tha number of users
who oan be notified sutomatically when & new permit by

K110 Tha Agent must have the abillty to turn ] ves fnndani This featura bs standand In our solstion.
restrict the bsuance of permits by town .
_mmuwmmm Future The enhanced systam will add funcrionaiity to atiow

o0 re-enable, Administrative users with appropriste permissions to

. ) Manage Burns from the Admin Site. This festure will
ensbie the user to tum off/rettrict sales of bum
permits by township (ether ndividually selected or
giobaly] and will display a date/time when sales may
resume for the townshipis]. The date/time will have »
~| defaiit satting that can be edited globally or at

*
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111 to notlfy existing permit halders by text, Tﬁsbmmlutmﬂ:prmudhmlomﬂmu)
nd emall that thair permit & not valid for that today. Tha state can tend mass emalls from s search result
period if fire dariges Increases to level when | vo nddress the Bsue. The text an sutomation component
burning ks no longes sfiowed by the hmbemmadfuhﬂnmmm
having jurkdiction. 43 pan of this RFP response.

]
‘ AS stated in requirement B1.4, the anhanced system will

add the option to tend text messages to customaers and
will add configuration to the Public Ske snd Firg Agent
She Sales Workflow (0 enable'the customar 10 select
L i their preferred mathod of communication (emall, text,
or both) to receive notificstion from Fira
Warden/Agents snd/or Agency Personnel when thelr
. permitis no longer valid dud to fire danger.

The solution will inchude intultive and efficient ways Lo
communicate end send messages Lo muftiple cusiomen
(emadl, 1ext) in butk, resulting in » recuction of .

sdministrative overhead.
ni.u for State Staff to MNag nama snd address 0 M fes Standard Thuhm-hnuﬁamhum
parmit lssuance due to citations.
| YW & ions website mutt be responsive for M No Custom < The cumant solution was not bulit using responsive design
devices; desitop, laptops, smart indwould ased to be re-written in oeder to
tabiets; stc. acommodate this requingment.

A3 stated In Requicement AL.7, NHORCR's enhanced
sysiem will be architected to ba responsive design. This
solution aflows pages and functionality within the
application to adapt to'mobile, tablet desktops, laptops,
- smart phones and other devices by brand anc? soreen”
] _ she. Tha interfaces will by designed with intuitive drop-
down menus to reduce friction a3 well a3 “diny data *.
pr18 M applicstion must update dats Mlesonadally M res Etandard  [This feature bs standard in our sokaion. ]
“Jasts which coatain the ast 24 hours of data, The
snd State Staff witl have the sbillty to

the data in CSV format and add
to thelr own database.
| IBLT loamdaﬂushtwmmm.m M y (-] Ptandard connects are over internet Message Access Protocol
] . [IMAP],
)

I
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pras

spplication must be able to provide multitude
mammmmeum
for » spacific iocation or &
of locations.

e 23 Al.B7 53 provides extensive reporting capsbiilties in

7 solutions that Inciude but are not limited te financial,

tstical, demagraphic, and product reports. AR repons we
b I cv,

, ks, htmd

| J8Y

Sm-ialb-mmwwawm
print tha pernslt st the (re department or
sgent locstion to provide 8 no cost lre

}

fes

ndard This fexture Is standard In our sohstion, -

As described In Requéremnent B1.7,(The enhancad
systam will add functionafity to the Agent ske to
collect 8l relgvant customer data, Inchxding
scknowdedgement of Affidavit questions, print and
emait capabilities, enabling tha fire agent to use tha
systam 10 sei) and fulflll the permits directly thvu the
fystem, bypatiing the comveniencs fae charge that kt
appiled whan sold over tha internet. .

mwmmmmmmm

kype of permit that was purchased (e.g. seasonal
day) In error and reissue that pesmit or lssus

memﬁnnom

plandard minktrative nesowrces with sppropriate system and
access have the sbillty to sccomenciaty these
inctional capabilities.
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APPLICATION REQUIREMENTS

. B IO St Ly

fy the identity or suthenticate sl of the [This feature bs standard in our solution.,
ftam chient applications bafors silowing use of
systam Lo pravent scoess 1o Insppropriste of
ronfidenilal data or services. '
pRssSWOrds in transmission and st rest M res [This feature is standard In our sokation.
ru i the datzbass. I
w23 sbillty to expire pesswords sftera A, res Etandard  [rhis feature bs standard In our tolaion.
puhddnmhmwllhod'r's .
wwida User Account snd
Policy
n2a the abliity o limit the number of people M res Btandard | users are sat ups with specific roles and responsibliities
| can grant or change authortzations can allow or disaliow capabliities once logged into the
! ‘ ysiem incuding the sbilky to gram or change
2ations for other
b ' ; within the system.
ms tion/Authorization to ensure that .. Yes Btandard 3's role-based system login snd security allows and
State personnel, Wardens snd local ) access to spediic cystem capabliities based on
have accass to specic dats and System authorization. These festures sre managed entively
H and only If they have been explicitty ' hin the system by system adminkstratory with
horized Lo do so by the application ppropriate secusity scoess.
rator (State).
n26 abiflty to enforce session thneouts during M res TV feature B8 stendaed by our tolution.
of inactivity. I
.7 sppiication shadl not stors suthentication M s , [This feature Is standard in our sokaion,
[u fals or sensitive data In Its code. :
p2e ol sttemptesd scoesses that fall kienttfication, M es Etandard  [Thii festure Is standard in our solution.
and suthortzation requirements. ¥
23S spplication shall log all sctvities toacentral M -] Standard  [This feature Is stendard n our sohution.
to prevent parties to application
ansactions from denying that .
hava taken place.
210 rhpmuummummm) : M Ires Ktandard Agency can datermine the length of time tha records
logs are kept within the system.
aily i
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MMIMMMH\‘IMMW

a2.11 muonnwdbuallmunmrh Wes ru-d.td
te » Jon. No reny of tha stalls to determing the speciiic detalied
sesion should then remain, rocuirements.
M2.12  [Ponct use Software and Sysiem Services for M Yes tancard  [Thls heature bs standard In our sokution.
bnything other than they are designad for, '
rl.ls Tha application Data thall be protacted from M 3" rlnduﬂ This feature b standard in our zolution.
bnauthortzed use when at rest, .
VET) spplication shall kyep any sensithe D3taore M Mes rd feature Is standard in our solution,
privats from unsuthortred lmh
snd programs.
A5 applicstion enhancements of N res Bandard system upgrades ara intanded to prasarve ofl desired
shall not remove or degrade security : requirements from previous updates uniess
speciiied by the s
nl.16 e change manzgement documentstionand M Ves Brandard 3 enforces a proven and effective Change Management
» for s system / scope changes throughout the
deveiopment process &3 web 23 after the system has
accepied ko production.
p2.17 to ensure that the software b. M ires ?um This festure ks stanciard in our solstion.
; from Infection by undesiratie )
ms {e.g. computes viruses,
se) .
213 nsure application has been tested snd hardened M e [ptandard | 53’ proven Project Management and Software
prevent critical application security flaws. AL s mw&ndmummmm
the application shsl be tested against m:mwmmdu
Maws cutlined in the Open Web Agplication , solutions. These efforts serve (0 prevent oritical application
Project [OWASH) Top Ten functional, technica! and security firws outiined in the
fwrarwe owrdsp.org/index pho/OWASP _Top_Te Open Web Application Securtty Project
[OWASP) protocots :

S % Wil
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NHDNCR TESTING REQUIREMENTS
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APRLICATION SECURITY TESTING

B 1 et hod

$3 provides our dients with s broad range of
documentation of security testing that foous on
tachnical, adminbtrative and phytical seaurity contros.
AN 51 solutions are designed and architected to provide
the highest level of confidentialty, integrity and
availshility. )

Testing Requirtments.

vendor wifl annually compiete penetration Sundard | $3 provides annual penetration testing and quarterly’
esting according to PCE Requirement 11.3. The wilnerabliity scans scconding to PCI DSS requirement
will run, at least, quarterly vuinerabllity 112snd103, -
according to PO 0SS requirement 11.2.
T1.3 tha State with validation of 3rd party Y Standard | This requirement i3 customary with nescly afl 53 clignts.
reviews performed on the applicstion $3 suff will work with the Agency to detarmine the
fyslem erwivonment. The feview may spacific sctivities and outcomes that must be mat to hully
a tombination of vulnerabllity scanning, adhere to this requirement,
tasting, statie anplyshs of the source
and expen code review.
[rLe ndor shall provide documented procedure for Tes Standard | This feature Is standard for all 53 system
sppiication modifications from the implementations.
Acceptance Test Environment to the ;
Environment.
TL.5 Vendor must perform applicetion Yus Standard | This festure & standard for 3l 53 system
’ tuning and stress testing and UAT Imptementations.
mare fully descartbed In Appendix G,-Security

————



TESTING

Vendor musst perform application stress

J1.7

esting and tuning 23 more helly descartbed In

orms application stress testing and turings for sll 53
development and Imptementations and v

khe vendor shall provide results of all security
to tha Departmant of Infocmation
‘echaology [or review and SCCaptance.

G, Securfty snd Testing Requirements. with the Agency’s Secusity and Testing
: Satalied in Appendis G.
r1.8 The vendor must define and test Glaster Yes Ktandard 3 provides s cients with 1 detadled Disaster Recovery
recowiry procedures. nmdmumm )
me Prior to the System being moved inte production, . Yes Standard

provides our chents with all results of secustty testing for
review and acceptance prior to lormad system

LT -
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NHDNCR HosTiNg Cl.ouo REQUIREMENTS

HOSTING-CLOUD REQUIRENLCMNTS

Qrraanoss

8 Vendor shafl provide its Services 1o the Stato _ +{This featura Is standaed for all S3 system implementations.
pad s end users salgly frorh data centers within :
Continental United States. All storage, *
pcessing and transmission of State data shafl be
d to information technology systems
the Continertal Unitad States. . ‘
Vendor thall not allow Its personnei or sub- M Yei Stencard  [This feature is standand for all $3 systam implementations.

10 store State data on portable
, Inchuding Persona? Computers, except as 2 '
pacified and aliowed by the contract, and then 3
on devices thal are uzed snd kept at ks data
within the Contingntal Unitad States. The
shall permit its personnel and
to sccess State dats remotely only 10
techniced support and &s spacilied or
Fequired by the contract, : :
H1.3 Vendor will not stors or transter Data collected in ™M Yes Standard feature & standard for atl $ systam implementations.
Fonnection with the Services rendared under this E T“

outside of the United States inciuding
Oats snd dlsaster recovery locations.

1.2

Standard  [This feature s standlard for afl 53 system implementations.

Standard  [This feature s standard for sll $3 system implementations.

Sum ey sy Pyt ter— g 1T F we e e
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mdwmm:mum
In the Dats Center.

H15 shatl maintain a secure bosting . L] Yoy This Eesture Is standard for alt 53 systen implementations.
provkiing sl necessasy hardware, T )
and internat bandwidth to manage the
pplication and support users with permission-
Joging.
H1.7 shall ingtall and updats a8l cerver patches, "] Yes Standard  [This festure b standard for 38l 53 system knplementations.
pdates, ind other utilities within 60 days of
from the manufacturer. .
H18 Mwsmmmw M Yes Standard rmmmhmw#ludlﬂmtmhnwm
pplication logs.
i Y] Vendor shall manage the sharing of data M Yes Standard rmmﬂuwmuﬁmumm
Fesources. d
H1.10 shatl manega daily backom, off-she dats “ (7 Standand Testure & slancsrd for all S tystem bnplsmentations.
and restore opevations. i will work with the Agency to determing specific
b Fequirements (I any) for thess 3spects of the sokution.
H1.11 [The Veador thatl moniter physics! hardware. ] Yes Standard nmumhmmwusamwm

HL.12

The Vandor shall report any breach in security In
Ponformance with Stats of NH RSA 359-C:20. Any
prion exgaged In trads or commerce that s
bjec mmmu.umm-mwm

lans that addness the recovery of lost State data

F well a3 thelr own, Systems shalt be architected

Yo

Standand

agrees and will adhere to this requiremant in its
rety. .

s feature s standard for a8l S3 system Imgiementations.

Yo

[This featurs s standard for all S3 system implementations.

Iy
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, these (alied components witl have to be
. y

.7

Data recovery - In the event that recovery back
ko the last backup b not suffident to recover
Kiste Data, the Vendos shall employ the usa of
bese logs in addition to backup medly in the
ation of the datzbase(s} to afford 2 much
1o rezi-time recovery. To do this, logs must
mowed off the volumne containing the

base with 3 frequency to match the business

Vendor shall employ security measures
that the State’s application and data Is
eCted. .

Feptaced
ML) Mendor shall sdhers to a defined and Tes Standard  [This fzature bs standard for a1 53 system implemantations.
pocumented back-up schedule snd procedurs. 53 will work with the Agancy (o determine the spacifics of
khis requirement snd will make any additions]
$3's existing cllent processes to meet Agency
es If different. -
HL4 -up coples of dats are made for the purpose Yes Saandard  [This feature b standard for a1 53 system Implementations.
faclitating & restore of the dats in the event of
ta boss or System fallure. . '
H2S backups of aD servers must be Yoy Stanctard  [This festure bs standard for afl 53 systern implementations.
regutarly. The mintmum scoeptable )
requency is Gifferentiz) backup dally, and
o backup weekdy. -
H16 apes of other back-up rmadia Lxpes must be vas Standard System backups sre astomated snd foliow specific and
transferred from the site to another ry acceptad Diaster Recovery backup mandstes that
bacury location to avaid complete cats loss with no dats logs in the nstance of o system Tallure, Al
kha loss of a hacillty. data Is stored In geographically separste dxty
orsge locations.
Yes Standard  [This feature is standard for sl 53 system implementations.

This fgature ks standard for o4 53 sysiem implementations.

State dats b hosted on multiple servers, data
between and smong servers must be

Yes

This featurs Is suendard for all 53 system implementations.

3 P
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g{ ) |

sareers and devices must have camently
and hardanad operating systemy, the
antviral, setk-hacker, anthspam, snth
pyware, and antl-mahware utilities. The

as a whole, thall have aggrenive
zetion and ficewall protection.

Yas

Standard

[This featurs b standaed for all 53 system implermentations.

components of the infrastructure shall ba
and tested to ensuce they protect the
tate’s hardware, software, and its related data
Tests shall focus on the technical,
ministrative and physical security controls that
been detigned into the System srchitecturs

n order to provide confidentiality, integrity and

iabillty.

Yes

Standerd

mrmhnmtuwnmthm.

Vendor thall ensure its complete cooperation
the Stste’s Chief information Officer In the
of aew securlty wingrabilty of the
nfrastriscture.

Yes

Pmmaummu.nsammmm

servers and devices must have svent logging
Logs must be protected with acoess
imited to only authorized administrators. Logs
f include System, Application, Web snd
abase logs.

Ter

Standard

ﬁumuwmwnmwm

Systems {05} sndt Databases (DB} chall
bullt and hardanad in accordance with
sxt forth by OIS, NIST or NSA

Yas

Standard

[inis fenturs is standand for alt $3 system implementations.

H3s

Vendor shall notify the State’s Project
nager of sny security bresches within two (2}
of the time that the Vendtor lgams of thair

Yes

Standard

[vivis feature Is stancard for all $3 system implemantstions.

H3.10

’ wmnummwm
ssecisted with say breach of State data housed
g Mbmmllmmmmmw

T

[This featurs Is standard for 2l $3 system implementations.
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ton or uninteRigible to State; Non
- Services wers inadequats snd require
ta of the Service.

nsy 8 Deficlency - Softwars - Important, does not
op operation end/or there ks » work around snd

Y s : e @:Pﬂr?w&l (‘:-;?ﬁg :

Yas, Standard  [This lesture & standard for all $3 system imgplementations.
Yas Standard [This feature s standard for sl 5 system implemantations.
5 mmummmmmnor \_ B Standard B3 provides dient support via phone or amall 1 any
mall, to the vendor tachaicsl tupport s1aff / timeframe desired by the Agency ranging from
the hours of 8:00am to 4:00pm- Monday { specific hours during weekday(s) and/or
Friday EST. Mz;:omzum.
4.5 f Vendor shall conform 1o the pedfle You Standard requivement b3 currently being sdhered to 33 part of
class a3 describect: existing systeen bmplementation.

. m— -
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€ Deficlency - Softwars - mintmal, cotmetic
nature, minima! effect on Jystem, low priority
nd/or user ean use System; Written
- minkmal changes required and of
aditing nature; Mon Softwars - Services
Fequire only minor reworking snd do not require
re-performance of the Service.

*ja part of the maintenance agreement, ongoing
pppon hsoes shall be responded to sccording to
following: .

. Chass A Deficiencies - The Vendor shall have
pvailalile to the State on- call telephone

111 hours and the Vendor shall respond beck
four (4) hours of notilcaticn of ptanned
action; ‘I'ht\mdnrshc!rmka

Yes

Standard

mmbmmummwumd
abmmmlmplemmmbn
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Hal

hosting server for the Stats shall be avallable
{24) howrs a day, 7 days 2 watk
for during schaduled maintenance.

lmslumlsm:dlwwﬂwummtm

Ha S

reguiarly scheduled mainmenance window shall
identifled (sach a3 weekdy, monthly, or

rterly) a1 which time oll relevant server

s ond spolication upgrades shal) be spplied.

Tes

[This feature s standard for 30 53 rystem kmplementations.

Vendor thall uie a change management policy
mmmumdmmmmu
i o3 critical outages.

Tes

Standard

utilzes a proven and wel- estabilshed Changs
Process that can be utiized by the Agency or
can sddapt an scceptable process approved
required of tha Agency.

critical outage will be designated when s
function cannot be met by a
pplication and thare is no work
ound to the problem.

Yes

Standard

i s & standard definition for “Critical Outage” used by
53 clients'for similar types of system
lons.

vendor thall maintain » record of the
retated (0 repaie Of MantenInce
periormed for the State and thafl report
on the following: Server up-time; AR
requests implemented, Inchuding opersting

" Bystem patches; ANl criticel outages reported

mm-mmmwnurd
reported by class with nklal response
85 well 33 time to close.

Yes

Standard

[This festure bs standard for &l 53 system implementations.

ha Vendor will give two-business days prior
10 the Stite Projec Manager of sli
5 and provide the State with
due to the upgracies and changes,

Yo

This feature b standaed for afl $3 system implementations.




s Feature Is standard for ) 53 system implementations.

mmmupmh-nnmm

e tha hours of 8:00am to 4:00pm- Monday
h Friday EST.

of tha Comricl, inchuding providing,
mgquind.
51.3 Softwars, or sty portion thereol, o that Yes Sizndard  |[This feature bs standard for sl S system Implementations.
Syitem operste;s In accordance with the . .
terms, and requiremadts of the
BlL4 State shall have undimiind sctess, via phone or L]

K3 will provide Call Canter / Technical Suppon for RHDNCR
jind s Agents from BAM - TPM EST 7 davaiwi.

P . a e
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515 Vendor response time for support shall 3 ] Yo Standard riquirameant Iy currently being schared to s part of
10 tha specific deficlency diass a3 existing fystem implementation,
below or 23 ppreed to by tha parthes: . ,

b Clzss A Deficency - Softwars - Critical, dous
not allow System to Operate, no work sround,
demands immediaty action; Wiltten
Documentstion - missing significant portions §
of information or unintefligible to $t3te; Non Y
Software - Services were inadequate and
requive re-perfonmance of the Service.

b Class D Deficiency - Software - kmportant,
does not stop opesation end/or there 5 o
work sround and users cen perform wasks;
Writien Documentation - portions of
Information ae missing but not enough to
make the doasment unintelligible; Non

- Software - Services wers deficlent, require d

[ reworking, I do not requine re-performance

of the Sarvice.

b Class C Deficency - Software - minimasl,

cosmetic in nature, minimat effect on Systam,

low priority and/or uses ¢an usa Systam; :
written Documentstion - minimal changes
requined and of minor editing nature; Non

Scftware - Services requine only minor -

rewarking and do not require re-performance

of the Service.

51.6 Vendor ghal maks avaliably to the State the [ %] Yoi Standard  [This feature ks standard for all 53 system implementations.
test program updates, genens! malatenaance ‘ E
seiwcted functionaity releases, patches,
Docurnentation that sre gencrally offered to

Standard [This feature s standard for 8l S3 tystem implementations.

*
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18

Vendor must work with the State to identify
troublathoot potenttally large-scale System
alures or Defickencies by collecting the following
: 1) maan time batween reported

with the Software; 2) dlagnests of the
cause of the problem; and 3) identification of
calls or repest Software problems.

P

Ye3

Future

criterts witl be added to the required list of
ormation provided by $3 and 33s hosting sohaion
partners in order Lo Rilly achere Lo this requirement.

519

loliowtng or a3 agreed to by tha parties: s. Class A
incies - The Vendor shall hive svaltable to

Yas

Standardt

This feature is stancard for st 53 system implementations.

5110

Vendor shall use 3 changs management policy
or aotificetion and tracking of changs requests 11
83 critical outages.

Yes

[Thiy fexture bs standard for ol 3 system implementations.

b1.11

critical outage witl be designated when a
function cannat be met by »
spplication snd thers IS no work ¢
round to the problem.

Yes

This festure s standard for afl S3 system implementations.

“‘j;ﬂf-l??‘v:- N
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[s1.11

vendor thall maintsin 1 record of the
les retated to repaly Of maintenance
performed for the State and shat repon
reerty on tha following: Al change requests
nted; All criticsl outages reported )
achual issue and resolution; Number of
reported by class with inltta) respome
Bt well a3 tima to close..

Yas

Standard

rois 1 [ rd lor sl) 53 oy nph tions.

51.13

four (24} hours » day, 7 days » week

Emmmmmmum
for during scheduled maintenance.

Yes

[This feature bs standard for &% 53 system impiamentations.

regutarly scheduled malintgnance window thall
identiNed {such as waekly, monthly, or

) 5t which time a4 relevant server

and applieation upgrades

be applied.

Yes

mrmhmdhaﬂnmmlm

BL16

Vendor will ghv two-txisiness days prior
thon to the State Project Manager of afl
and prowide the Stat with
due to the upgrades snd changes.

-

Yoy

53 witl work with the AgENCY 10 (FOVIOR Whatever

Umeframes necessary pricr to sy changes /
23 slong with any training necessary Lo understand
support that changes / updates,

£1.17

herdwarg and software components of the
endor hosting Infrastructurs shall be Audly
by their respective manufacturen at all
imes. Al critical patches for operating systems,
hases, web services, etc, shafl be spplied
sixty (6D) days of releazs by thelr
manufacturers.. .

Yes

This {eature Is standard for al) $3 tystem implementations:

51.18

Vendor shall provide the Sute with & personal
FTP site 10 be used by the State for

Yes

This feature Is stanciard for aft 83 system implemeantations.

plosding and downicading flies If spplicable.

- s s——
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F’Mhmuﬂmmaﬂnmmm

Standard

3 makes this provision in every solution contract with small
sssociated with timing and scheduliag this

big with the State. $3 will adhery to thi requirgment
23 entiretly,

shall participate i wrsp-up madting &t the
of iImplemantation,

rmrmamruansmkmm

mﬂmﬂnwwdﬂunohn.uhﬂmm
lemmmau

[lhbhmumfwons)mmmm

Yo

Standsrd

[Tds faatusre Is standard for aft $3 sysiem tmplementations.

ndor will proside Stata with PO D33 ertificeton
curpentaiion pnd svidenca of I moct recent

tion of compliance. Vendor mwst Supply &h
on of compliance ot least enoually. -~

Yo

[This feature ks standard for afl $3 rystem implementations.

—
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~ State of New Hampshire
Department of State

CERTIFICATE

J
I, William M. Qardner, Secretary of State of the Stete of New Hampshire, do hercby cenlify that SOVEREIGN SPORTSMAN
SOLUTIONS, LLC is a Delawere Limied Lizbility Company registered to transact business in New Hampshire on March 01,
2013. | further certify that 2}l fees end documents required by the Secretary of Siate's office have been received and is in good
stonding as fer os this office is concerned. )

Busincss 1D: 687841
Centificate Number: 0004513147

* IN TESTIMONY WHEREOF,
| hereto sct my hand and cause to be nflixed
the Scal of the State of New Hempshire,
this 12th day of May A.D. 2020.

William M. Gardner
T " Scorétiiry 6MStasc”




SOVEREIGN

SPORTSMAN
SOLUTIONS
» : )
4336 Kenllwood Dr. Nashville, TN 37204
Office: (844) 688-7133
NEW HAMPSHIRE.
{Limited Lisbility Company)
L Rob Watket » herby certify chat:
(Name of Manager of Limited Llability Company, Contract Signatory - Print Name)
L I am a Manager of the Company of
(Name of Limited Liabily Company) _
r R I hereby further certify and acknowledge that the State of New Hampshire wil! rely on this cenlﬁatbn as
evidence that | have full authorlty tobind  ___ Sovereten Sportsman Solutions, 1€

(Mame of Limited Liability Company)

and that no corporate resolution, shareholder vote; or other document or action Is necessary to grant me

{Contiact Signatory -~ Signature)

/20

{Bate)
—
STATE OF enaesse

COUNTY OF .& 01‘0(40\-

On this the / ‘/t&m of _QL%__, 2040, before me persanally appesred
'7?0 b (U(.Llﬂﬁg___, known to be the person (or bersons) whose name Is subscribed to the

{Contract Signatary-Print name)

within instrument and acknowledged that he/she executed the same for the purposes therein contained. In

o,
R ‘g:{," ;

witness f, | hereunto et my hand and official seal.




—
ACORO
V

CERTIF ICAT_E OF LIABILITY INSURANCE

Page 1l of 1

DATE (MOLODAYYY) -
- 04/08/2020

o/a

P.O.
Neshville, ™

26 Cantury 8lwd
Box 308191

IT13081%1 UEM

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIRCATE HOLDER. TH13
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE IS8SUING INSURER(B). AUTHORIZED
REPRESENTATIVE OR PRODUGER, AND THE CERTIFICATE HOLDER.

IMPORTANT: 1f tho certificets holder l» an ADDITIONAL INSURED, dnpoucy(ln)muuhmmm IllSl.lREDprovhlomotboondornd.
it SUBRDGATION [S WAIVED, subject to the terms end conditions of the policy, certain policies may require an endorsement. A statoment on
mmmmmmqmwmmmmumdmhmqu

PRODUCER
willls Towsrs Watson mt.

r "' Willis Towsrs Watscn Certificate Center

7_ . 1-077-945-7318 ”ﬂ pet: 1-088-467-2370
N gs. certificatesewillis.com

I RAC#

BISURERIE) AFFORDENG COVERAGE
10283

CEEED
Soversigs Spertsman Solstiocas, LIC

DEURER A : Ureat Borthern losurance Compasny
| ncpynen 8 ; Fedsrsl Insurautce Company 10201

4336 Kenllvood Drive IEBURER C ;
Nasbville. TH 373844402 INBURER [} :
| DESURIR 8 |
vy IFURER P ; y
COVERAGES CERTIFICATE NUMBER: ¥16130210 REVISION NUMBER

e e AMED ABOVE FOR THE POLUGCY PERIOD ]
THIS (S TO CERTIFY THAT THE POUCIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POUCY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WATH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED MEREIN I3 SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. . -4

ke IYPR OF myumAnce Py POLCY MuspER ) wors
X | COMMERCIAL GENERAL LASRITY EACH OCCURRENGE = 1000, 600]
[ OARAGE YO RENTED
] camswce (X] occum | PREMESES (Enccorrencn | ¢ 1,000, 600)
A X MED EXP ey orapersord.__ | 8 10. otol
E 3605-04-13 TCx 03/01/2010( 0870172031 [ percoma 2 AV nRY | 8 1,040, 000]
GENL AGGREGATE LDAIT APPLIES PER: GEMERALAOGREGATE |8 2,000, 000]
roucy || & Loc PRODUCTS - COMPIOP AGG. | 3 2,000,000
ones: ; : .
AUTOMOBILE LADRLITY ' 3. 000, 000)
: N AITO . BODLY IR (Por parsary | 3
[} ey, 0
- ng oMLY AUTOS 7360-89-08 03/01/2020[05/01/1011 | BODILY INARY (Par sccicent)| §
[ X | aumos osay AUTOS ONLY s
N
X [ UaBREOLLA LD X | ocon EACH OCCURRENCE 3 s.000,0
B et :
ExcEssuAS oy I918-04-59 08/01/2030{03/81/201 [ soomraate = s s, 000,000
pep | | mereumons : ',
WORKERS COMPEINIA TION H 5
AND EXPLOYERS LIABRLITY Y _IEME I ]8;
ANTPROPRETORFANTNEREXECUTIVE £ EACH ACCIDENT s
in i) = €4 orsease - ea eumover] s
(Manciatery -
L] dpecre uncied
o SHAPTION OF CPFRATIONY g : EA. CUSEASE - POLICY (o 1
- Y

- — - T & & -

DESCAIPTION OF OPERATIONS / LOCATIONS / VEMICLED (ACORD 181, Adcitions! Aemerks Schotuls, muy be attachad § mare 0pees is required)

_CERTIFICATE HOLDER

CANCELLATION

NN Depr of Cultursl and Matursl Resources
Steven Obarman, Chisf
1 172 peobroke Dr
Concord, BN 03301

SHOULD ANY OF THE AGOVE DESCRIBED POLICIES BE CANCELLED GEFORE
THE EXPIRATION DATE THEREOF, KOTICE WILL BE DELIVERED ™
ACCORDANGE WITH THE POLICY PROVISIONS.

MTHORIED REPRESENTATVE

Yiiaid

ACORD 28 (2016/03}

© 1938-2018 ACORD CORPORAT!ON All rights mﬂﬂﬂl

The ACORD namo and logo are registered marks of ACORD

I 194014661

mrch 1642319



ACORY CERTIFICATE OF LIABILITY INSURANCE i nehozt

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER, THIS
_ CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISBUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificato hoidef s &n ADDITIONAL INSURED, the policy(les) must have ADDmOﬂAL INSURED provisions or be ondorsed.
if BUBROGATION 18 WAIVED, sulject to the terms and conditions of the polky, certaln policles may requiro an endorsement, Ammon
mmmmmwmwmmmmmudmhm«mu

PROCUCER
to Artex Risk Solutions, Inc. (480) 8514477 | o (400) 0514200
8840 E. Cheperral Rd.; Sulle 275 ; SOEBSDWM
Scoltsdele, AZ 85250 INEURER(S] AFFOROING COVERAGE NACS
: ; sgunen A ; American Zurich insurance Company 40142
RepURID . pauRER S : .
Contury § Stafling. Inc. dba: A Division of Owsis Al Emyr: Sowarsign Spontamen
Sotutioa, LLC [ INSURERC :
4344 North 300 Weai Sube 100 . ' INSURER D1
'M L o
E:
COVERAGES CERTIFICATE NUMBER: 20UT314920408 ; REVISION NUMBER:

TiiSlSTOCERﬂFYMTﬂ(EPOLﬂEBOF!m&JMEUSTEDBELWHAVEBEENWTOTPEIMEDMDMFORMMPEM
INDICATED. NOTWITKSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH REGPECT TO

EXQUSMMWOFMHW.MWMYMVEBEENMDWPNDM

T o B L A o
COMMERCIAL GENTRAL LIABILITY EACH OCCURRENCE s
) [ORKTE TO RERTED
) e wos [ ] occum ' | PREMISES (g occurencnt 18
- » MED EXP (Any one parsan) $
b PERSOMAL & ADVINAURY | 8
| GENL AGGREGATE LIMIT APPUES PER: GENERAL AQGREGATE s
_WD% DLOC . PRODUCTS - COMPIOP AOG | §
| quen ' s
AUTOMODILE LIABILITY s
ANY AUTO BODMY INJURY (Pus persory | §
[ | oveeD SCHECLLED BOCRLY INJURY (Per sccienng] §
AUT
{5 o ﬁm Sl
|| auTos omy AUTOS ONLY
s
|| \aeRniAuag | locom [ EACH OCCURRENCE s
€XCEE3 LAD CLAIM3-MADE ADGREGATE s
peo | | pevesmons” ; s
WORKERS COMPENSATION
AND EMPLOYERS' LIABRITY Yin _x_l.ﬂm] ng»
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