STATE OF NEW HAMPSHIRE . |
DEPARTI\IENT OF HEALTH AND HUMAN SERVICES
DIVISION OF FINANCE AND PROCUREMENT .

Lori A, Weaver 129 PLEASANT STREET, CONCORD, NH 03301-3857
Commissioner 603-271-9631 1-800-852-3345 Ext. 9631
Fax: 603-271’-843__1 -TDD Access: 1-800-735-2964
. Nathan D. White www.dhhs.nh.gov

Chief Financia) Officer

May 31, 2024
His Excellency, Governor Christopher T. Sununu
and the Honorable Council - , -
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Finance and
Procurement to enter into a Sole Source amendment to an existing project agreement with
Deloitte Consulting LLP {VC#174776), Concord, NH, utilizing Statewide contract 8002970, under
the Department of Administrative Services Statewide Master Agreements for Salesforce
Professional Services; for the continued enhancement, maintenance, and operations of the
budget tracking 'system, by increasing the price limitation by $492,210 from $1,935,192 to
$2,427,402 and by extending the completion date of the project agreement from June 30, 2024
to June 30, 2025, effective upon Governor and Council approval, 21.9% Federal Funds. 78.1%
General Funds.

The Statewide contract 8002970, under the Department of Administrative Services
Statewide Master Agreements for Salesforce Professional Services was approved by Governor
and Council on October 13, 2021 (item #96) as amended on April 6, 2022 {ltem #8), June 28,
2023 (ltem #8), and December 20, 2023 {Item #5AA). '

Funds are avaitable in the foliowing account for State Fiscal Year 2024, with the authority
to adjust budget line items within the price limitation through the Budget Office, if needed and
justified.

05-95-047-470010-79370000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SERVICES, HHS: DIVISION OF MEDICAID SERVICES, OFFICE OF MEDICAID
SERVICES, MEDICAID ADMINISTRATION

- Class/ . - Job Current : -/, Revised °

4 Fiscal ... 1 Class Title " Rured (Decreased) | |
| Year | Account Number Budget Amount Budget
I t Contracts for | g 4nc $200,8811 © $0| $290,881

2022 | 10250071 | “Progsve | 95409962 | b

_Subtotal |  $290,881|  $0| $290,881

05-95-95-954010-5952 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SERVICES, OFFICE OF INFORMATION SYSTEMS, OFFICE OF INFORMATION
SERVICES ., - , | “

- State L T i Increased | . .
\ . Class/ - : Job . Current ‘ Revised.
Fiscal i Class Title | S (Decreased) s
| Year. Account - Number | Budget AMo untr' | Budget




His Excellency, Govemor. Christopher T. Suriunu
_ -and the Honorable: Council :

Paga2of2
| 731 | Contracts for | $1,644,311 T Tet,e4a311
$ 2023 | 1 92-500731 rog Svc | 95409962 k
1 aqo. | Contracts for $492,210 |  $492,210
2024 |102-600731 | “pte Svo | | 95400062

Subtotal | $1,644311|  $492,210 | $2,136,521 |

Total | $1,935,192 $402,210 | $2,427,402 |

EXPLANATION

This request is Sole Source because the Department is amending the scops of services
-and adding funding. This contract was originally competitively procured through the Statewide
Salesforce contract for professional services through a request for quote processin which Deloitte
Consulting LLP was the only respondent. ’ : '

The purpose of this request is o .continue supporting the budget fracking system by
deploying speclfic enhancements, maintenance, and operations as specified by the Department
to meet budget planning deadiinés for the current budget. The Contractor provides support to the .
budget tracking system that allows the Department to track the dollars-earned during the State
Fiscal Year compared to what was initially budgeted to.ensure the maximization of federal funds.
This will allow the Department to better budget and leverage Federal and Other funds to offset
General Funds.

 The Department will monitor services through:
e Enforcement of contract monitoring provisions.

o Ulilization.of the State's project management tools and application of best practices
for project management.

¢ Daily and weekly project meetings with the Contractor to ensure project health and
contract fuffilment.

Should the Governor and Councii not authorize this request the Department will not be
able to continue to devélop a tool that allows for the maximization of Federal and Other funds.
Having a functional system that aliows for the quick and easy comparison of budgeted versus
actual spending rates will help the Department identify additional federal dollars to be budgéted,
which in turn should reduce the likélihood of lapsed federal funds and is a more efficient use of
general flinds. ‘ "

Area served: Statewide
Source of Federal Funds: 21.9% Federal Funds. 78.1% General Funds.

In the event thatt the Federal Funds become no longer available,?additibnai'General Funds
may be requested to support this program. 4

Repeclfuily submitted,

The Department of Health-and Humaen Services’ Mission is to join communities and families
in providing opporiunities for citizens to uchizve health und i ndegpendence. -
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301,

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

May 29, 2024

Lori A. Weaver, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Coincord, NH 03301

Dear Comimissioner Weaver:
N ‘

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment with Deloitte Consulting LLP, as

described below and referenced as Dol T No. 2022-086B.

The purpose of this request is for continued enhancement, maintenance, and operations of the
federal grants ledger to track all of the federal expenditures by account unit and program.

The Total Price Limitation will increase by $492,210 for a New Total Price Limitation of
$2,427,402 effective upon Governor and Council approval through June 30, 2025.

A copy of this letter should accompany the Department of Health arid Human Services’ submission
'to the Governor and Executive Council for approval.

Sincerely,

o A5

Denis Goulet

DG/jd
DolT #2022-086B

¢c: Michael Williams, IT Manager, Dol T

“Innovative Technologies Today for New Hampshire's Tomorrow"
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State of Néw Hampshire
Department of Health and Human Services -
Amendment #2

I

This Amendment to the Financial Analytics of Federal Funds project ié by and between the State of New
Hampshire, Department of Health and Human Services (“State” or “Department”) and Deloitte Consulting
LLP (* the Contractor”),

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of project
agreement 2022-086 utilizing Statewide -contract 8002970, under the Department of Administrative
Services Statewide Master Agreements for Salesforce Professional Services, October 13, 2021 (Item:
#96) as amended on December 20, 2023 (ltem #5AA), and as amended by ’the Department on April 6,
2022 (Item #6) and Juné 28, 2023 (ltem #8). ,the Contractor agreed to supply certain services upon the
terms and conditions specified in the Agreement and in consideration of certain sums as specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 17, of the Master Agreement, the

Contract may be amended upon written agreement of the parties and approval from the Governor and
Executive Council; and

WHEREAS, the parties agree to extend theterm of the agreement, increase the price limitation, or modlfy
the scope of services to support continued delivery of these services: and

WHEREAS, the Debartment of Administrative Services has confirmed that this increase in funding is
consistent with the price limitation under the Master Agreement; and
WHEREAS, the Vendor is the competitively selected vendor for the Department’s project,

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to. amend as follows:

1. Amend project agreement #2022-086 by increasing the Price Limitation by $492,210 from
$1,935,192 to $2,427,402.

2. Amend project agreement #2022-086 by extending the completion date to June 30, 2025.

3. Add Attachment 1, Additional Scope of Services Amendment #2, which is attached hereto and
incorporated by reference herein.

E
pe'loitte Consulting LLP - _ A-8-1.3 Contractor Initials
RFQ-2022-OCOM-06-FINAN-01-A02 Page 10of 3 ~ Date



DocuSigh Envelope 1D: 90339816-063A-48F0-8§_07-73904AD41BSC

All terms and conditions of the Contréct and prior amendments not modified by this Amendment remain
in full force and effect. This Amendment shall be effective, upon Governor and Council approval.

IN WITNESS WHEREOF, thé paﬁies have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned hy:
6/3/2024 . "l\,ak\m,m Mmkb
- EBEEQ4985832440...
Date A Name: Nathan white ’
Title: i ) ) ]
Chief Financial officer
Deloitte Consulting LLP
~=—DocuSigned by:.
5/22/2024 .
SwH ‘Ntblffzmm
g g " UBGOSDEFOCCS4A2...
PDate Name: Scott workman
Title:
Managing Director
Deloitte Consulting LLP A-5-1.2

RFQ-2022-0C0OM-06-FINAN-01-A02 Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. . :

OFFICE OF THE ATTORNEY GENERAL

, DocuSigned by: .
6/4/2024 C/j%{mjn Bonsivio
R 74B734844941460,..

Date Name: Rrobyn -Guarine
Title:

Attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

.Date - Name:
~ Title:
P
J.
1
Deioitte Consultin_g LLP A-S-1.2

REQ-2022-0COM-08-FINAN-01-A02 Page 3 of 3



DocuSign Envelepe ID: 9C339816-063A-48F0-8807-73904AD41B38

Deloitte.

. Attachment 1, Additional Scope of Services Amendment #2 I

New Hampshire Department
of Health and Human Services
FFBS | o

04/24/2024

D3
I St
5/22/2024

© 220 Deiontte Contulting LLP
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CUSUATIULGUUIT rT ot cnhancements and Maintenance/Operations Support for 1 Year

The team will support the below scope of work within the planned ca pacity, to continue enhancing budéeting, ledger,.
adjustment features, enhance dashboards/ETLs, develop/operationalize new features and provide operations support

+ Backlog Items — Scope of Services
* Operationalize — mass update by class, special programs
* Add new features to mass update by programs, activity, accounting unit
. Néw EBI dashboards for mass update features
. DiscOVéry - elaboration, design, prototypirﬁg for mass update features and dashboards
* Development; Testing and Deployment Sprints to implement hacklog items
* DevOps, Release and Project management
* Maintenance and Operations for 1 Year — Scope of Services
* DevOps, Release and Project management for FFBS and EBI
* Data fixes/future data ingéstion support for ledger, adjustments

*  Support for product backlog grooming, minor enhancements, new SF reports & dashboards, creating new program,
accounting units " .

D3
‘ : | sw
* Salesforce Yearly releases support :
) Attachrient 1; Additional Scope of Services Amendment 2 5/22/2024.

© 2120 Delnitte Censuiting LLP
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- Cost Allocation Project — Staff Break-up

The below team mix will be providing the services to implement Backlog Items and 1 year of Maintenance/Operations

support

Backiog ltems. . _

FBl Dashboarding/ETL 660, 5104,940
Project Manager 54 510,530
Business Analysts/QA 480 $76,320
Technical Lead 48 57,200
Developers 700 584,000
DevOps 150 $18,000

Total Capacity 209 $300,930)
Mainteriance and Opérations Support, . _ ) S
EBI Dashboarding/ETL 200, 531,800
Project Manager 30, $5,850)
Business Analysts/QA 430 - 568,370
Technical Lead 50 59,000
Developer 545 565,400
DevOps a0 $10,800

Total Capacity 1355 5191,220

© 2070 Deioma Corauirng LLP

Attachment 1, Additional Scope of Services Amendment 42

G

s/22/2024

3
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State of New Hampshire
Department of State

/

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that DELOITTE CONSULTING LLFP is
a Delaware Limited Liability Partnership registered to transact business in New Hampshire on March 10, 2004. I further certify
that all fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this

office is concerned.

Business ID: 467399
Certificate Number: 0006692670

IN TESTIMONY WHEREOF,

I héreto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 21st day Ef May A.D. 2024.

David M. Scanlan

Secretary of State
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Limited Liability Partnership or LLC Certificate of Authority

I, Gregory Spino , hereby certify that | am a Partner, Member, or Manager of

{Name)
[ u
" _Deloitte Consulting LLP__, a limited liability partnership under RSA 304-A, a limited
il\fakﬂe'qfﬁéftdéfship‘or.l:l;wj
liability partnership under RSA 304-D, or a limited liability company under RSA 304-C.

I certify that Scott Workman is authorized to bind the partnership or LLC. | further certify
that it is understood that the State of New Hampshire will rely on this certificate as
evidence that the person listed above currently occupies the position indicated and that
they have full authority to bind the partnership or LLC and that this authorization shall -
remain valid for thirty (30) days from the date of this Certificate of Authority.

Dated: 05/21/24 Signature: iy i

Name: Greg Spino
Title: Managing Director

" Revised 03/25/20
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ACORD’ CERTIFICATE OF LIABILITY INSURANCE Tt

BELOW. THIS CERTIFICATE OF INSURANCE DCES NOT GONSTIT

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS 1SSUED AS A 'MATTER OF INFORMATION ONLY ‘AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLIGIES
UTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
I SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement, A statement on
this-certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER ggﬁg\CT
MARSH USA, LLC. PHONE - —TFAR
1166 Avenue of the Americas (A/C, No, Ext]: | (AJC; Noj:
Wew York, NY 10036 E-MAIL
Altry: raalestate.cerfrequest@marsh.com ADDRESS: -
INSURER(S) AFFORDING COVERAGE . NAIC #
CN102871568-STND-GAWU-24-25 INSURER A :_Continental Casualty Company . 20443
INSURED- . "
Deloitie LLP; Deloitte & Touche LLP: _ INSURER B N/A - - NiA
Deloitte Consulting LLF; Deloitte Tax LLP; Deloitte Services LP; | INSURER € : Amarican Casualty Company of Reading, PA 042y
Deloitte Financial Advisory Services LLP; L » ’
Deloitte Transactions and Business Analytics LLP HNSURERD : Valley.Farge msurance Company s - 20508
30 Rockefeller Plaza INSURER E :
New York, NY 10112 | INSURER F :
COVERAGES CERTIFICATE NUMBER: NYC-010414857-18 REVISION NUMBER: 2

THIS 18 TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TG THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
ADDLISUBR = T -
fhiy __TYPE OF INSURANCE NSO | WyD POLICY NUMBER IR Y ) | (DDA t] LTS
A | X | COMMERCIAL GENERAL LIABILITY GL 6024588868 (06/03/2024 © | 06012025 | EACH OCCURRENGE 3 1,000,500
- T TO REN .
| CLAMS-MADE | X | OCCUR : E@gnﬂ%%s (Ea ocIanl?encé) s 1,000,000
L I MED EXP {Any one persan) $ 10,000
| PERSONAL &ADVINJURY | 3 1,000,000
| GENL AGGREGATE LiMIT APPLIES PER: -’ GENERAL AGGREGATE $ 2,000,000
| leouer | 5BE (X |ioc PRODUCTS - COMPIOP AGG | § 2,000,000
OTHER: '
A | AUTOMOBILE LIABILITY BUA 6024588871 08/01/2624 | 06/01/2025 &Ca"";g'c%%%“s"}'ﬁﬁ Lnir $ 1,060,000
X | ANY AUTO BODILY INJURY (Per person) | §
| | OWNED -SCHEDULED i :
| AUTOS oMLY UT0S _E_OD!LY INJURY (Per accident) | $
HIRED NON-OWNED PROPERTY DAMAGE 3
|| AUTOS CNLY AUTOS ONLY | (Per accident)
5
| UMBRELLALIAB | | OCCUR - EACH OOCURRENCE: $
EXCESS LIAB CLAIMS-MADE AGGREGATE 3
DED | | RETENTION $ $
C |WORKERS COMPENSATICN WC 8024588837 (A0S} 06/01/2024  § 08/01/2025 X |RER | O1h-
AND EMPLOYERS' LIABILITY YIN STATUTE ER
c g;;;ﬁ:%%m:zﬂggi%lﬁ%?ggmm,VE NIA WC 6024568840 (CA) 06/01/2024 46/01/2025 £L, EAGH AGCICENT [ 1,000,000
b {Mandatory In NH} WC 6024588854 {AZ, OR, Wi 06/01/2024 06/01/2025 E.L DISEASE - EA EMPLOYEE| § 1,000,000
If Ees. daseribe under N 1 0
DESCRIPTION OF GPERATIONS below ) EL. DISEASE - POLIGY LIMIT | 5 000,001
D | Stop Gap (OH, ND, WA) GAP 6042880816 (OH, ND, WA) 06/01/2024 | 08/01/2025 ' 1,000,000

DESCRIPTION OF GPERATIONS / LOCATIONS / VEHICLES {ACORD 104, Additional Remarks Schedule, may be attached if more space is required}

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 0331

"'SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS,

AUTHCRIZED REPRESENTATIVE

ACORD 25 (2016/03)

The ACORD name and logo are registered-marks of ACORD

© 1988-2016 ACORD.CORPORATION. All rights reserved.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF THE COMMISSIONER
129 PLEASANT STREET, CONCORD, NH Qll&l}i-i’;ss*! :

6032719200  1-800-852-3345 Ext. 9300
Fax: 603-271-4912 DD Access: 1-800-735:2064 www.dhhs.nh.gov

Lor{ A Weaver
{aterim Commissioner

May 30, 2023
His Excellency, Governor Christopher T. Sununu
_and the Honarable Council
State House .
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of the Commissioner, to
enter into a Sole Source amendment to an existing project agreement with Deloitte Consulting
LLP (VC#174776), Concord, NH utilizing Statewide contract 8002970, under the Department of
Administrative Services Statewide Master Agreements for Salesforce Professional Services
approved by the Governor.and Executive Council on October 13, 2021, item #96, and an. April 6,
2022, item #8, for the continued enhancement: maintenance, and operations of the fedéral
grants ledger to track all of the federal expenditures by account unit and program, by increasing
the-price limitation:by.$719,862 from $1,215,330 to $1,935,192 and by extending the completion
date of the project agreement from June 30, 2023 to June 30, 2024, effective upon Governor and
Council approval, 45.65% Federal Funds. 54.35% General Funds. ’

Funds are avallable in the foliowing account for State Fiscal Year 2023, with the authority
to adjust budget line items-within the price limitation through the Budget Office, if neéded and
justified.

DS-‘SS»Q&%‘IA?OMO-.?%?OOOO_ HE'AL-TH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HURGAN SERVICES, HHS: DIVISION OF MEDICAID SERVICES, OFFICE OF ‘,\MEDIC__;AID

SERVICES, MEDICAID ADMINISTRATION

[ State T . Increased | . . .
e Class / e Job Current gl Revised
Fiscal ' -« | Class Titie - . (Decreased) | o
Y-*eaat J Account h Numiber Budgst Am ount Budoet

: ' . { Contracts for $296,881 $0| $290,881
2022 | 102-500731 Prog Svo | 95409962
‘ Subtotal |  $290,881 80| $230,887

05-86-954010-5952.

‘HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SERVICES, OFFICE OF INFORMATION SYSTEIS, OFFICE OF INFORMATION SERVICES
i State | A, 1 T ' increased | . . .
b ot Clags ). | .y ; Job Current | Reviscd

T Fiscal L 1 Class Title L .- o | (Decreased) A

Year Account Nuimber Budget Amount Budget. .
2023 | 102-500731 Contracts for 95400062 $924,449 $719,862-| $1,644,311

: Prog Svc ' o

" Subfotal |  $924,449|  $719,8621 81,644,311

Total | $1,215,330 $719,0862.| $1,935,192,
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His Excellency, Govemor Christopher T. Sununy:
and the Honorable Councd
Page 20of2

EXPLANATION

This request is Sole Saurce because the Depariment is amending the scope of services
and adding funding. The Contractor is the only known vendor able to provide the necessary
services, because they have the resources and background specific to complete the project within
the specified timeframe without additional training and onboarding of new staff.

This contract was originally competitweiy procuréd through the Statewide Salesforce
contract for professional services through a request for quote process in which Deloitte Consulting
LLP, contract number 8002970 was the only respondent to design and configure a sofution on
the Salesforce platform for the department. :

The purpose of this request is to continue supporting the budget tracking system and

federal grant ledgers that allows the Department to track the dollars earned during the State Fiscal

Year compared to what was initially budgeted to ensure maximization of federal funds. The
Contractor will continue ‘supporting the budget lrackmg system by deploying specific
enhancements, maintanarice, and operations.

The Department will monitor services by:

b
i~

a Utilization of contract monitoring provisions from the contmct or amendment

o Utilization of the State's application to track user stories outlining the work being
committed ta in accordanoe with Agile Scrum project management bast practices.

o Additionally, both daily and weekly mestings will review project health and contract
fulfillment:

Should the Governor and Council not authorize this request the Department will not have
efficient tools available to eﬂ’achvely receive ifformation for the budget development and
utilization. Having a comparison of budgeted versus actual spendmg rates will help the
Department identify additional federat dollars to be budgeted, which inturn should reduce the
likelihood of lapsed federal funds and is a more efficient use of general funds.

Area served: Statemde
Source of Fedéral Funds: 45.65% Federal Funds. 54.35% General Funds.

_ In the event that the Federal Funds becoms no longer available, additional General Funds
will-not be requested to support this program,

i

Respactfully submitted,

Lori A. Weaaver
%Interim Commissioner

i
R

The Depariment of Healths and Human Services” Mission i3 Lo join conntunities and families
in providing opportunities for citizeng lo achieve heaith and independence.
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STATE OF NEW HAMPSHIRE ;T
DEPARTMENT OF INFORMATION TECHNOLOGY ,
27 Hazen Dr.,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
. www.nh:gov/doit oo
Denis Goulet .
Commissioner B . #
. June 2, 2023

Lori Weaver,.Commissioncrr
Department of Health and Human Services .
State of New Hampshire. , . . . .
95 Pleasant Street ’ . -
Concard, NH 03301 . "‘ B

Dear Commissioner Weaver_:

i This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment with Deloitte Consulting LLP, as
described below and referenced as Do!T No. 2022-086A. .

The putpose of this request is to continue utilizing Salesforce Professional Services to
support the budget tracking system and federal grant ledgers that allows the Department to

track the dollars earned during the Slale Fiscal Year 10 ensure mamm:zallon of federal

funds. )

'The Total Price Limitation will increase by $719,862 for a New Total Price Lamitation of :
$1,935,192, effective upon Governor and Council approval through June 30, 2024,

A copy of this letter must accompany the Department of Health and Human Services’ submission
to the Governor and Execut:ve Council for approval. )

. F,
b 1

ey

3

Sincerely, ‘o

Denis Goulet

DG/jd :
DolT #2022-086A

cc: Mike Williams, IT Manager

.

) 1
o i

*tnnovative Technologies Today for New Harripshire's Tomorrow"

w ¥
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State of New Hampshire
Department of Health and Human Services
Amendment #1

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of projéct
agreement 2022-086 utilizing Statewide contract 8002970, under the Department of ‘Administrative
Services Statewide Master Agreements for Salesforce Professional Services, October 13, 2021 (Item
#96), (herein after referred to as the “Agreement}, Deloitte Consulting LLP (hereinafter referred to as
“Contractor’) agreed to supply certain services upon the terms and conditions specified in the Agreement
and in consideration of payment by the Department of Health and Human Services (hereinafter referred
to as the “Department”), certain sums as specified therein; and o

ki WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 17, of the Master Agreement, th:e‘
Contract may be amended upon written agreement of the parties and approval from the Governor and
Executive Council; and '

4

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

WHEREAS, the-Department of Administrative Services has confirmed that this increase in funding is
consistent with the price limitation under the Master Agreement; and -

WHEREAS, the Vendo'r is the:competitively selected vendor for the.De'partment's project.

. NOW THEREFORE, in consideration of the foregoing and the mutual i:ovc—;-nants and conditions contained .
in the Contract and set forth herein, the parties hereto agree fo amend as folfows: ‘

1. Amend project agreement #2022-086 by increasing the Price Limitation by $719,862 from
$1,215,330 to $1,935,192.

2. Amend project agreement #2022-086 by extending the completion date to June 30, 2024.

3. Add Attachment 4, Additional Scope of Services Amendment #1 which Is attached hereto and
. incorporated by reference herein.
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» Ali-terms and conditions of the Contract and prior amendments -not modified by this Amendment remainy
in fuIl-for;e and effect. This Amendment shall be effective upon Governor and Council approval.

IN WITNESS WHEREQF, the parties have set their hands as of the date written below,
' State of New Hampshire .
Department of Health and Human Services
‘ % DacuSigned by; N . e '™
Date ’ & Name:Lori A. weaver

» Title: Interim Commissioner

+ " Fu

‘ Deloitte Consulting LLP .o
DocuSignadby:
6/9/2023 Statt Morkman,
" Date . Name: S¢0tt Workman
- ' . Title: managing Director

any
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The preceding Amendment, hawng been reviewed by this office, is. approved as to form, substance, and

execution, .
) . F OFFICE OF THE ATTORNEY GENERAL
DocuSigned by: *
6/9/2023 , shgn, Hurtino
Date Name:Robyn Guarino

Title:  attorney

| hereby certify that the foregoing Amendmant was approved by the. Govemor and Executlve Councll of
the State of New Hampshire at the Meeting on: ___(date of meeting) -

OFFICE OF THE SECRETARY OF STATE .

Date Name: . B -
Title:
"
¢
® .
Deloitte Consulling LLP A-85-1.2

RFQ-2022-0COM-06-FINAN-01-AD1 Page 30f 3
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Cost Allocation Project — Enhancements and Mamtenance/Operatlons Supportfor1 Year

The team will support the below scope of work within the planned capacity, to operatlonahze Phase [I/Phase I, add new
Fhase |l dashboards/ETL and provide operations support
* MVP Release !l Backlog Items ~ Scope of Services

*  Operationalize )
+ Phase ll {Ledger) - ipge;st ledger data, a;ijust ledger entries; export & send data to NH First
* Phaselll {budget vs earned) - ingest actual data, budget vs actuals comparison, reallocation of funds
«  Discovery - eiabolrati;)n, design, prototyping for Phése I EBl dashboards and a;aplication enhancements
. Developmen_t, Testing and Deployment Sprints to implement backlog items
*  DevOps, Reléase and Projgct management
. Maintenance anq Operations for 1 Year - Scope of Services
. DevOps, Reléase and P.ro'ject- management for FFBS and EBI

o

* Data fixes/future data ingestion support for Phase Il and Phase m

»  Support for product backlog groommg, minor enhancéments, new SF reports & dashboards creating new program,
accounting units . .

“«  Salesforce Yearly releases support . | S
. ) Conirector kil

. /972023
- Dala
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Cost Allocation Project — Staff Break- up

The below team mix will be providing the serv:ces toim

Malntenance/ Operations support .,

%

plement MVP Release Ii Backlog Items and 1 year of

I&!sourge Type

Planned Capacity |.

‘Cost
MVP Release Il Backlog tems R
EBI Dashboarding/ETL 1320 $23,000 |
Project Manager 84 $16,380
Business Analysts/QA 880 $139,920
Technical Lead E ¥ 270 542,930
Developers - ’ . 840 $105,840
DevQps ’ ' 240 530,240
. Total Capacity 3634 $566,310°
Maintenance and Operations Support o .
Project Manager 47 58,190
Business Analysts/QA 204 - %$31,800
Technical Lead 108 $17,172,.
Developer _ _ 675 585,050
DevOps _ * 9 $11,430
) " Total Capacity 1115 $153,552
Cortractos tntiale >——
oo et e 7972083
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Cost Allocation Project — Payment Break- up

The below table provides the sprint capacity payment schedule and effort hours allocation. The Agile backlog grooming of
user’s stories will be used to prioritize and plan work. Prioritized stories capacity hours burn down will be tracked based on
. actual hours. Unused hours will be carried over for DHHS to prioritize and burn down against future prlorntlzed user stories.

vx

Sprint'Deliverable Name Planned Capamty Cost

June MQ and Enhancements| 679 $102,851

July MO and Enhancements . 679 . $102,851

August MO and Enhancements| * ° 679 . $102,850

. September MO and Enhancements| 678 K $102,850)

QOctober MO and Enhancements . 678 $102,850

November MO and Enhancements 6578 $102,850)
December MO and, Enhancements]., 674 . $102,85(Q -..
e T . Total| 4,749 g $719,952 -

,
)
,?—;-ﬁ

Goelracioe Intialy w—— __
s B/59/2023
& 220 Bekikix Conmting P Date
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STATE OF NEW HAMPSHIRE

2‘:1 i DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF THE COMMISSIONER ’
129 PLEASANT STREET, CONCORD, NH 03301-)857 ‘
Lorl A. Shibinctie . 603-271-9200 |-3G0-852-3345 Ext. 9200
Commisstoner” Fax: 603-271-4912 TDD Access: 1-800-735-2964  wwiv,.dhhs.ah.gov

¢

" Lorl A Weaver
Deputy Comminloner

3 §

March 24,2022

%

His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Hampshnra 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of the Commissioner, to
enter into a project agreemient with Deloitte Consulting, LLP (VC# 174776), ulilizing Statewide
contract 8002870, under the Department of Administrative Services Stalewide Master
Agreements for Salesforce Professional ‘Services approved by the Governor and Executive
Councll on October 13, 2021, in the amount not to exceed $1,215,330, for.a federal grants ledger
to track al! of the federat expsndituras by account unit and program, effective upon Governar and
Council approval through June 30, 2023, or completion of the prOJec{ whichever occurs first.
45.65% Federal Funds. 54.35% General Funds. - ;

x

Funds are available in the following account for State Fiscal Year 2022, with the authority
to adjust budget line items within the price limitation through the Budget Office, if needed and
justified.

05-95-095-954010-58520000 Health and Social Services, Dept of Health and Human
Services, HHS: Commilssloner, Office of Information Services, Office. of Information
Services -

MAR2522 11 2:25 Revp LD *ﬁ)

State’ | Class] - T

Fiscal Year Account Class Title | Job Number | Total Amount
2022 102 500731 Contracts for Prog Svc 18D $924,449
Subtotal | $924,449

Y
-

05-95-047—470010-79370000 Health and Soclal Services, Dept of Health and Human
Services, HHS: Division of Medicald Services, Office of Medicald Services, Medicaid
Administration

Fi si;?t‘:'aear Eggzét Class Title Job Number l Total Amount
2022 | 102-500731 Contracts for Prog Svo | TBD - $200,881
. i ' : Subtotal $200,889
Total $1,215,330
PR

+

The Department of Health and Human Services’ Mission |, i 1p join comupitinition rmd famitics
. ~in pragiding opportunitics for citizens lo ochlens healih and mdependcncc .

i
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‘g ¥ His Excellency, Govarnor éhrislopher T. Sununu
o e and the Honorable Councll . .
® Paga 2.af 2 -
EXPLANATION
The purpose is to develop a budget tracking system that-will allow the Department to track
the dollars earned during the State Fiscal Year compared to whal was Initially budgeted to ensurs
maximization of federal funds, and beller estimation of potential lapse.
. The State of New Hampshire follows a two (2) year or biennium budget lifecycle, in which
there are several stages for budgel approval. The budget work starls 18 months prior o the
18 -beginning of the first month of the next budget cycle. The State's current budget cycle began on
T July 1, 2021, and will complete an June 30, 2023. Beginning in January 2022 the Department will
- begin ptanning the budget for the State Fiscal Year 2024-2025 biennium and will nged to be able
i lo use the system. by July 1, 2022, The current system of Microsoft Excel spreadsheets and
: Microsoft Access databases has become overly burdensome to maintain and operate and the
\ Depantment is in need of a system thal can efleclively recsive information for the budget
: ' devefopment, track the budgeled dollars versus earned dollars and replace the federal ledgers.
v The Contractor submissions were scored by a technical review team. Deloitte Consiiting,
' LLP was the only vendor to submit a proposal. Further details are included with this letter as
Attachment A, -
The Department will monitor services by ensuring the Conlracter meets all project
3 milestones, : . )
i Shotld the Governor and Council riot authorize this fequest, the Department will not have
v efficient tools available to effectively receive information for'the budget development. Having a
i comparison of budgeted versus actual spending rales will help the Depariment idenlify additional
! federal dollars to be budgeted, which in turn should reduce the likelihood of lapsed of federal
: - funds and is a more efficient use of general funds. ’
i Area served: Statewide . ' ) .
: Source of Federal Funds: 45.65% Federal Funds, 54.35% General Funds.
:ft In the event that the Federal Funds become no longer avaifable, additional General Funds "
: will not be requested to support this program.
;'; 5 Respectfully supbmitted,
HE :
lﬂ' Bocusigned by:
! ) Eou’- /. Wuwm-
; . STAASTFMIT5TI.,.
I - & .
| Lori Weaver ' .
a. Deputy Commiissioner
+ .
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) STATE OF NEW HAMPSHIRE )
DEPARTMENT OF INFORMATION TECHNOLOGY ] ' - ;'
) 27 Hazen Dr., Concord, NH 0330] . o ?
i Fax: 603-271-1316 TDD Access: 1-600-735-2964 -
. i wwv.nh.gov/dail i
: ‘ . !
- ¥
Dents Goulet ) -
3 ) ‘Commissioner ' . - . ;
] . _— i
. . March 18,2022 '
EN ' - : : 1 . .l
3 Lori A; Shibinetle, Commissioner L . i
Department of Health and Human Services - - i
: State of New Hampshirc . :
" 129 Pleasant Street . .
‘ »  Concord, NH 03301 o, ! . B B ‘ :
Dear Commiissioner Shibincitc: Y ; ) 3
. ©+ This letter represents’formal nolification that the Depariment of Information Technology (DolT) v
2 has ‘approved the Department of Administrative Services request to enter inlo a project agreement with .
o » Deloitte Consulling, LLP, utilizing the statewide contract 8002970 as described below and referenced as e
.DolT No. 2022-086. , - . ’
il i This project ngicerment fof Salcaforcc Profcsuoml Services includes a not 10 exceed price )
limitation of-$1,215,330.00 and shall become cffective upon the date of Govemor and . .
: Exceutive Council nppmvai through Jung 30, 2023, , .
1 ' 2 K
‘ - A copy of th:s letter should gccompany your A@,cncy s submrss‘mn tw C‘ ovcmor and Exccutive
Council for approval. - . ; » i
: . N
1 : . , . - "8
1 . = " ’ Sincerely, £
N 1.
m Denis Gouler - ;
s ) § . ) - 4
i . DG/RA ww §
;f ) DolT #2022-086 , .
_ cc: Michac) Williams, I'” Menager, DolT  ° : ) . B
i . '
1 ' * :
'?E 3 uf B “s.
e p . " \ sd
] " - 2 ) i -
& :
?i > £ ) . - i
. ¢ ) ) " - i
% 3 N vs : 3
ic : 3
! . v . . g s i
i, - . )
?E T CSinnovative Technologics Today for New Hampshire's Tomorrow™ - * i ;
5 ) ' '
ﬁ 3 ! . 75:’5 B r‘ﬂ
by ' ' i g £
- . . ' _ i
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P B e,
i State of New Hampshire )
; - RFQ #2022-086
= " Closing Date: 2/15/2022 @ 4 PM
. DHHS Cost Allocation and Budgeting
Comblined Scoring - . .
. ‘Vendor Technical Score  |Financial'Score  [Total Score
___ Deloitte e 63 30 Vo933
;u‘l: b i 'y )
:%(l W - - 5
i Technical out of 70 points K .
. . Max Points | Technical Section
i ‘Mendor. Availble Score
Deloitte .
Mandatory Expertise’or Contractor Qualificatons | 20 18
Key Staff Réquired with Subject Matter Expertise .20 20 .
. Project Deliverables.and Milestones 30 ; 25 ;
9 “AtA .
si , : TOta! 63 w
: Finantlal out of 30 points
i Vendor Pricing Section Score
’ { - Deloitte | 30 | .
" {Indicates award made to this bidder ] e iﬁ:;;& :'.,_’.H,.'S"T’J]
i E = B *
. " - ' o .
‘ 23 g ;‘; "
I - ?
& S "
4 r
; A F &
i : .
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New Hampshire Department of Heaith and Human Services
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Exhibit D
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Seclion 1.3 of the General Prt-wisions agrees (o comply with the provisions of
Seclions 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-680. Title:V, Sublitle D; 41

U.S.C. 701 et séq.), and further agrees to have the Contracior's representative
1.11 and 1.12 of the General Provisicns execule the following Cerification;

ALTERNATIVE ! - FbR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRAGTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5180 of the Grug-Free
Workplace Act of 1988 (Pub. L. 100-680, Title V, Sublitle D; 41 U.8.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Parl Il of the May 25, 1990 Federal Register {pages
21681-21691}, and require cerlification by‘grantees (and by inference, sub-grantees and sub-
cantractors}, prior to award, that they will malntain a drug-free workplace. Sectlion 3017.630(¢) of the
regulation pravides that a granlee (and by inference, sub-grantees and sub-conlraclors) that is a State
may elect to make éne cedification to the Depariment in each federal fiscal year in lieu of cerificates for
each grant during the federal fiscal year covered by the certification, The certificate set out belowis a
material representation of fact upon which reliance is placed when the agency awards the grant, False ’
certification or violation of the certification shall be grounds for suspansion of paymants, suspension or
termination.of grants, or government wide suspension or debarmen!. Contractors using this form should

send it lo:

Cormmissioner
NH Department of Health and Human Services
129 Pleasant Stireet,
Cancord, NH 03301-6505

v

-

1. The grantee cettifies thal it will or will continue to provide a drug-free workplace by:
1.1. Publishing a Stalement notifying employzes that the unlavdul mantdacture, distribution,
dispensing, possession or use-of a controlled substanice is prohibited in the grantee’s
gainst employees for violalion of such

workplace and specifying the aclions that will be taken a

- prohibition;
1.2.  Estabiishing an angoing drug-free awareness program to inform employees ahout

1.2.1.

The dangers of drug abuse in the workplace;

1.2.2. The grantes’s policy of maintaining a drug-free workplaze; .
1.2.3. Any available diug counseling, rehabilitation, and employee assistance programs; and

1,2.4. The penallis

1.3. ‘Making it a requirement Ihat each employee to be engag
given a copy of the stalement required by paragraph {a)

‘occurring in the'workplace’

s that may be imposed upon employees for drug abuse viclations

, as identified in Sections

i

ed in the perdormance of the grant be

1.4.  Nofifying the employes in the stalement required by pardgraph {a) that, as a condition of
employment undér'the grant, the emplayes will
1.4.1.  Abide by the terms of the statemént; and,
1.4.2.  Nolify the emplojrer in writing of his or her conviction for a violalion of & criminal drug

statute occurring in the workplace no later-than five caten

conviction;

dar days after such

1.5, Nolifying {he agency in writing, within ten calendar days after receiving nolice under
‘subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such.conviction,
Employefs bf convicted employees riust provida notice, including position title, to -every grant
officer on whise grant activity the convicled employee was working, unless the Fegerag,agency

CUDHHSH 16713

Exhibit D --'Certification tegarding Drug Free
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k ! Exhibit D . ¥
3 has designated a central polnt for the receipt of such notices. Notice shall include the
! . identification numbet(s) of each affecled grant:
, 1.6, Taking one of the following actions, within 30 calendar days of receiving notice under
% L subparagraph 1.4.2, with respect o any employes who is so convicted
tH o ' 1.6.1. Talr.mg appropriate personne! action against such an employee, up to and mclud:ng
d \ termination, consistent with the requirements of the Rehab:mahon Actol 1973, as
. - amendad; or
1.6.2. Requiring such employee to paricipale satisfactonly in a drug abuse assistance or

\ rehabilitation program approved for such purposes by a Federal, State, or local heallh ,
" law enforcement, or olher appropriate agency; [
o 1.7.  Making a gocd faith eftort to continue: to maintain & drug-free workplace :hrough
implemantation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5. and 1.6. - ‘

2. The grantee may insed in the space provided below Lhe sile(s) for the performance of work done in -
N ) connection with the specific grant. i
: " . - . 1
% Place of Performance (sireet address, city, county, state, zip code) {list each location) o1
i “ - :;
_ v . Check [ if there are workplaces on file thal are not idantified here.
Z F ol o
e . ;
" - *  Vendor Name: ’
3 N %
i ’ h Docusigned by *
il yn/e Stoft Workman. ' \
B Dale Name: Seott Workman " o
i Title:  yanaging pirector ;
L] 2
? . E ) = H
5; » i
:; I §
B ) 3
i
# . i
: ‘
N . n ¥
l i ) " b o %‘
ki a weoE . = . N
3 ¥ s I o ! B
' § i
48 :
1 —03 [
f ' l s ‘
i ) Exhibit D - Centification regarding Drup Frea Vender inltials ’
:.- Watkplace Requirements . - 3 /23 /2022 i
? 3 3 CUDHHS O3 Pape 2 of 2 Date H
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CERTIFICATION REGARD!NG LOBBYING

" The Vendor Identified in Seclion 1.3 of the General Provisions agrees lo comply with the provisions of
* Seclion 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and

31 U.5.C. 1352, and further agrees to have the Conlractor's répresentative, as identified in Sections 1.11
and 1.12 of the General Provisions exscute the following Centification:

US'DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*“Temporary Assistance lo Needy Famiilies under Title IV-A
*Child Suppon Enforcement Pragram under Tille [V-D

“*Social Services Block Grant Program under Title %X

*Medicaid Pregram under Tille XIX
*Communily Services Block Grant under Title VI
*Child Care Development Block Grant under Title v -

The undersigned certifies, to the best of his or her knowledge and belisf, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, fo
any person forinfluencing or attempling to influence an officer or employee of any agency, 8 Member
of Congress, an officer or employee of Congress, or an employes of a Member of Congress in

.cofinection with the awarding of any Federal cantracl, continuation, renawal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (énd by specific mention
sub-grantea or sub-contractor). ‘

2. Ifany funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or atternpting to influence an officer or employee of any agency, a Member.of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in cornection with this
Federal contract, grant, loan, or cooperative agreement {and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Fosm LLL, {Disclosure Formto
Repont Lobbying, in accordance with its instructions, atlached and identified as*Standard Exhigit E-1.)

3. The undersigned shall tequire thal the language of this cerification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and conlracts.under granis,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This cettification Is & malerial rapresentation of fact upon which reliance was placed when this lransaction

was made or entered into. Submission of this cetification is a-prerequisite for making or entering into this-
ransaction imposed by Seclion 1352, Title 31, U.8. Code. Any person who falls to file the required
certification shall be subject te a civil penalty of not less than $10,000 and not mere than $100,000 for

each such failure.
Vendor Name:
o Docusignad by: .
3/23/2022 l Seaft Wprbman
Dats aE S Cott “Workman
Title:.

Maraging Director

PR
[sw
Vendor ln::'mals .

. _ . 3/23/2022
CULHHEN 10713 Page t ol 4 Date . :
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 CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

-

The Conlbraclor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarmenl,
Suspansion, and Other Responsibllity Matters, and furthier agrees to have the Contractor's
representative, as identified in Sections .11 and 1.12 of the General Provisions execute the following
Certification:

INS
1,

oy -

TRUCTIONS FOR CERTIFICATION

By signing and submitting this proposal (centract), the prospective primary participant is providing the’

certificalion sel out below, .
The inability of a person (o provide the cerlification required below will no{ necessarily result in denia
of participation in this covered transaction. If necessary, the prospective participant shail submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter inta this transaction. However, failure of the prospective primary
participant to furnish a cedtification or an explanation shall disqualify such person from participation in
this transaction. B .

The certification in this clause s a malerial representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If il is later determined thatthe prospeclive
primary participant knowingly rendered an erroneous centification, in addition to cther remedies
available to the Federal Government, DHHS may terminate this transaction for cause or defauill.

The prospective primary participant shall provide immediale written notice lo the DHHS agency to
whom this proposal {contract) is submilted if al any ime the prospective primary participant learns
that its:certification was erronaous when submitied or has become erroneous by reason of changed
cirdumstances, ' ‘

The ferms “covered transaction,” "debarred,” *suspended,” “ineligible,” "lower lier covered
transaclion,” “participant,” “person,© “primary covered transaction,” “principal,"-“proposal,” and
“voluntarily excluded,” aé-used in this clause, have the meanings set out in the.ODefinitions and
Coverage sections of the rules’implementing Executive Order 12549; 45 CFR Part 76. See the
altached definitions. .o |

“The prospeclive primary participant agrees by subfnitting this proposal (contract} thal, should the
proposed covered transaction beentered Into, it shall nol knowingly enter into any lower tier covered
transaclion with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered trensaction, unless authorized by DHHS, ©

The piospectivé pimary participant further agrees by submitting this proposal that it will inclide the
clatse tiled *Certification Regarding Debarment, Suspension, Ineligibifity and Voluntary Exclusion -
Lower Tier Covered Transaclions,” provided by DHHS, without modification, in ali fower tier covered
transactions and in all solicitations for lower lier covered ransactions.

© A participant in'a covered transaction may rely Upon a certification of a prospective paricipantin a

lower tier covered transaction that It is not debatred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless il knows that the certification is erroneous. A participanl may
decide the mielhod and frequency by which it determines the eligibility of lts principals, Each
participant may, but js not required lo, check the Nonprocurement List {of excluded parties). -

Nothing contained in the foregoing shall be.construed to require establishment of a system of records
in order ta render in good faith the certification required by this clause. The knowledge aiidfs o>

Exhibll F - Certification Regarding Debarmnent, Suspension.  Conlraclor tnitialis 24

a3

And Other Responsibifity Masters 3/23/2022
Dote
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b

persan in the ordinary course of business dealings.

10. Excepl for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participatian in this transaction, in
additicn to other remedies available lo the Federal government, DHHS may terminate this transaclion
for cause or defauilt.

PRIMARY COVERED TRANSACTIONS _ . -

11. The prospective piimary participant cortifies to the best of its knowledge and beliaf, that it and its -
principals: ) ' . )

11.1. are not presently debarred, suspended, proposed for debarment, declared inefigible, or
t voluntarily excluded from tovered transaclions by any Federal depariment or agency; )
11,2, have not within a three-year period preceding this propossl {contract) been convicted of or had '
a civil judgment rendered against them for commission 6f fraud.or a criminal offense In
canneclion with obtaining, altempting to cbtain, or performing a public (Federal, State or iocal)
transaclion dr a contract under a public ransaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
recordlg, making false statements, or receiving stolen property;
are nat presently indicted for otherwise criminzlly or civilly charged by a governmental enlity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph ()(1)
of this.certification;.and’
have not within a thiee-year period preceding this application/propasal had one or more public
transaclions (Federal, State or local) terminated for cause or default,

t

11.3.
! 1.4,

Where the prospectivé primary participant is uriable 1o cerlify to any of the statements in this
certification, such prospective participant shall attach an explanation lo this proposal {contract). ,

12.

P

i . LOWER TIER COVERED TRANSACTIONS |
13. By signing and submitting this lower tier proposal (contract), the prospective lower lier pariicipant, as “
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13,1, are nat preséntly debamed, suspended, proposed for debarment, declared ineligible, or
‘voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. whera the prospactive lower tier participant is, unable'to certify to any of the above, such
_prospective participant shall attach an explanation to this proposal (contract).

14. The praspective lower tier parlicipant further agrees by submitling this proposal (contract) that it will
include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and
' Voluntary Exclugion - Léwer Tier Cavered Transdctions,” witholt modification in all lower tier covered
transactions and in all'sdlicitations for lowear tier Covered transactions. «

Conlractor Name;

i DetuSigned by: -
<. 3/23/2022 Sealf Warkmat, p
Dale w Name Seate Workman g
" - Title: . . .
Managing Director B
o P 2 ¥
N < pg
! E | . S UJ '
Exhibil F.~ Contification Regarding Dabarment, Suspension Coatragior Initials 3
. And Other Retponsibilly Mattors ’ : 3/2372022
CUDHSN 1O ¥ Page 2 of 2 Date R
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New Hampshire De_pa"rtment of Health and Human Services

Exhibit G

B i

CERT|FICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

‘ FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

MWHISTLEBLOWER PROTECTIONS

The Caritractor identified in Section 1.3 af the Genéral Provisions agrees by signalure of the Contractor's
representative’ as identiffed in Sections 1,11 and 1.12 of the General Frovisions, to execute the following
certification; .

Contractor will comply, and will require any subgrantees or subcantractors to comply, with' any applicabla
federal nondiscrimination requirements, which may include; %

- the Omnibus Crirne Control and Safe Streets Actof 1988 (42 U.S.C. Seclion 3789d) which prohibits  ©
recipients of federal funding under this statute from discriminating, either in employment practices or in

the delivery of serfvices or benefits, on the basis of race, color, refigion, national origin, and sex. The Acl
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.5.C. Section 5672(b)) which adopts by
reference, tha civil rights obligations of the Sale Streets Act. Recipients of federal funding under this
stalule are profiibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race; color, religion, national origin, and sex. The Act includes Equal

. Employment Opportunily Plan requirements; . b

B

- the Civil Righls Act of 1964 {42 U.S.C. Section 20004, which prohibits recipiénts of federal finangial )
assistance from discriminating on the basis of race, color, or national ofigin in any program or activity),

- the Reh'abililation'Act of 1873 (29 1.5.C, Section 784), which prohibits recipients of Federal inangial.
assistance from discriminating on the basis of disability, in regard 10 employment and the delivery of ¥
services or benefits, in any program or activity:

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34}, which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, Stale and local
government sgrvices, public accommodations, cormmercial faciliies, and transportation;

- the Education Amendmenls of 1972 (20 U.S.C, Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1875 (42 U.S.C, Sections 5106-07), which prohibits discriminalion on the
‘basis of age in programs or aclivilies receiving Federal financial assistance. If does not include
employmenl discrimination;

-28C.F.R. pt. 31 '(U.S.‘D'epartment of Justice Regulations — OJJOP Grant Programs); 28 C.F.R. pt. 42
{U.S. Department of Justice Regulations - Nondiscrimination; Equal Employmanl Oppertunity; Policies
and Procedures), Executive Order No. 13279 (equal protection of the 1aws {or faith-based and community
organizations) Execulive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

-28 C.F.R. pt. 38 (U.S, Deparimentof Sustice Regulations'— Equal Treatment for Faith-Based

Organizations), and Whistleblower protections 41 U,S.C. §4712 and The Nalional Defense Authorization

Act (NDAA) for Fiscal Year 2013 (Pub. L.-112-238, enacted January 2, 2013) the Pilot Program for o
Enhancement of Coniract Employee Whistleblower Protections, which protects employees against

reprisal {or certain whistle blowing activities in connection with federal grants and contracts..

The certificate setout below is a materlal represeritation of fact upon which reliance is placed When the
agency awards the grant. False certification or violation of the cetlification shall be-grounds for
suspension of paymenls, suspension or termination of granls, or government wide suspension or

debarment,
* ) * ) _ " 08
Exhibit G . ’ SU’
i h X _Coniractor lniiolg bt -
Cnicaton of Complibnce with resuiemarns perinining 1o Fader sl Mondiscrimination, Equal Treeimend of Fadv-Bessd Organizations o
i T end VAustatleem protstiions
62714 T . ‘ - . 3/23/2022
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. In the everit a Federal or State court or Federal or State administrative agency makes a finding of
discrimination afier a dye process hearing on the grounds of race, color, religion, national origin, or sex
. against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civii Righls, to
R - - the applicable contracting agency or division within the Depariment of Health and Human Services, and )
¥ tothe Departmenl of Health and Human Services Office of the Ombudsman. :
- The.Contraclor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
El " representative as idéntified In Sections 1.11 and 1.12 of the General Provisions, to execute the following
g cert:rcalton ] . s
K I. By signing and submmmg this proposal (contract) the Contractor agrees to comply with the provisions
?ﬁ indicated above.
Conlraclor Name:
- ' Doculigoad by, . ;
;. ; 3/23/2022 " - Sealt Wertman, !
) i Date o ; ame’ $Cott Workman t
7 ' ! Title:, ~ N i
- R , ' Managing Director 5
ae 5 & . H
i f
4 . ! :
:
k . . - ;
’ ;
- S . I :
< ) 3
55 - H i g
“ ¥ %
:' R K .
. ) H
v B ) 3 !
4 :
A
3“" I
| : ;
:31 3 s K
; g o :
iﬂﬁ . . » o
h . D3 R
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New Hampshire Department of Health and Human Services

E Exhibit H ) a
4 CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE .
1 f : .
E Public Law 103-227,.Par C - Environmental Tobacco Smoke, also known as the Pro-Children Actof 1994 )
{Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or T '
: -contracted lor by an entily and used routinely or regularly for the provision of heatth, day care, education,
s or library services fo children under the age of 18, ifthe services are funded by Federal programs either
directly or through State or local governmentls, by Federal granl, contract, taan, or loan guaraniée. The
. law does not apply to children's services provided in privale residences, facifities funded solely by ) .
s Medicare or Medicaid funds, and portions of facflities used for inpatient drug or alcohol treatment. Failuré )
i to comply with the provisions of the.law-may result in the imposition of a civil monelary penally of up to .
I $1000 per day and/or the imposition of an administrative compliance order on the responsible entily. . .
4 d ' ; ' ) ) |
- The Contractor identified in Section 1.3 of the General Provisions agrees, by signatdre of the Conlractor's
. . representative as identified in Seclion 1.11 and 1,12 of the General Provisions, to execute the following
certificalion:
« " ! :
1. By signing and submitting this contract, the Contraclor agrees lo make reasonable efforts lo comply
o i wilh all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994, :
:-4 ; . . 3
E . Contractor Name: M a0
5 L
c 3/23/2022 | Sealt Wortman . (
: Date -~ Name: SCOEt workman
£l H .
5. i . Tite: Managing Director :
: - .
1 : i < -
i .
; oo ]
4 S f
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i New Hampshire Department of Health and Human Services -
Exhibit | -
. The Contractor identified in Section 1.3 of the Genera! Provisions of the Agreement agrees to
I comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
i with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
i CFR Parts 180 and 164 applicable to business associates. As defined herein, “Business
& Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
P receive, use or have access to-protected health informalion under this Agreement and *Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services,
' (1) Refinjtions.
a. "Breach® shall have the same meaning as the term “Breach” in sechon 164.402 of Tille 45,
. Code of Federal Regulations. '
. b. "Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
i " of Federal Regulations.
35 . c, "Covered Entity® Thas the meaning given such term in section 160.103 of Title 45,
L “  Code of Federal Regulations.
; d. “Designated Recard Set” shall have the same meaning as the term “designated record sét”
: in'45 CFR Section 16'4.501. _
I »
2 e. “Data Aggregation” shall have the same meaning as the term “data aggregahon in 45 CFR
« Section 184.501. ) ,
: 1. “Health Care Operations’ shall have the.same meaning as the term “health care operations”
3_: in 45 CFR Section 164.501.
g. “HITECH Act” means the ‘Health Information Technology for Economic and Clinical Heatth
h Act, TitleXll, Subtitie D, Part 1 & 2 of the American Recovery and Remvestment Act of
-f;'; 2008.
h. °HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
. 104-191 and the Standards for Privacy and Security of Individually Identifiable Health
N Information, 45 CFR Parts 160, 162 and 164 and amandments thereto.
; I “Individual” shall have the 'same meaning as the term “individual” in 45 CFR Section 160.193
i " and shall include a person who qualifies as a personal representative in accordance with 45
5 CFR Section 164.501(g).
i-?, j. “Privacy Rule™ shall mean‘the Standards for Privacy of [ndlv:duaﬂy Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
h Department of Health and Huian Services. \

§
k. “"Protected Health Information™ shalf have lhe same meaning as the term “protedled health
it information™ in 45 CFR Section 160.103, limited to the information created or receivéd by
;‘ Business Associaté ffom or on behalf of Covered Entity. l SCU
" 2014 Exhinl | o Contracior Initials

! Health Insurance Portability Act ; 5"
f Busincas Assoclata Agre;mem . o 3/23/2022
; . d Page 10f6 Dale
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Exhibit |

S e e R e i et B U T i U
2 T " - Eo

a.

b.

Ci.

d.

*Reguired by Law” shall have the same meaning. as the term requrred by Iaw“ in 45 CFR
Sectlon 164.103. .

L ecrelar_\g shall mean the Secretary of the Department of Health and Human Services or

hisiher designee,

&

“Security Rule® shall mean the Security Standards for the Protection of Electronic Protected -

Heaith Information.at 45 CFR Part 164, Subpart C, and amendments thereto.

‘Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R, Parts 160, 162 and 164, as amended from time to lime, and the
HITECH

Act.

Business Associale shall niot use, disclose, maintain of transmit Protected Health
information (PHI) except as reasonably necessary to grovide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but ndt limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHiI in any manner that would constitite a violation of the Privacy and Security Rule.
Business Assaciate may use or disclose PHI: '

l. For the proper management and administration of the Business Associate;

Il. . Asrequiréd by law, pursuant to the terms set forth in paragraph d. below; or

. For data aggregation purposes for the health.care-operations of Covered

Entity. .

To the extenl Business Associale is permitted under the Agreement to disclose PHI ta a
third party, Busingss Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed 1o the third party; and (ii) an agreement from such third party to notify Business
Associate, in actordance with the HIPAA Privacy, Security, and Breach Notification Rules
of .any breaches of the confidentiality of the PHI, to the extent it has obtained knowledge
of such breach. 0

The Business Associate shall not, unless such disclosure is reasonably necessary lo
provide services under Exhibit A of the Agreement, disclose any PHI in responseto a
request for disclosute on the basis that it is required by law, without first notifying
Covered Enlity so that Covered Enlity has an opportunity to object 1o the disclosure and

*Ao seek appropriate religf. If Covered Enlity objects 1o such disclosure, the Busingss [ S‘E;]

nma Exhibit [ Comiactor Inltials

. ' Heolh Insurance Portability A€
K Business Assotiale Agicement
Page 2olé Date. .
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Assocuate shall refram from dlsctosmg the PHI unti) Covered Entity has exhausted.all
remedies.

N ki

If the Covered Entity netifies the Business Associate thal Covered Entity has agreed to
be bound by additiona! restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restriclions and shall abide by any additional security safeguards.

#

W

The Business Associate shall notify the Covered Entity's Privacy Officer immediately -

" after the Business Associale becomes aware of any use or disclosure of protected

health information not provided for by the Agreement including breaches of unsecured
protected heallh information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

The Business Assaciate shall immediately perform a risk assessment when it becomes
aware of any-of the above situations. The risk assessment shall include, but nol be
limited to: i . \
o The.nature and extent of the protected health information invalved, including the
types of identifiers and the likelihood of re-identification;
The unauthorized person used the prolected healih information or to whom the
+ disclosure was made;

o Whether the protecled health information was aclually acquired or vxewed

o The exterit to which the risk ta the protected heaith information has been

mitigated.

The Busingss Associate shall complele the risk assessment within 48 hours of the'
‘breach and immediately report the findings of the risk assessment in writing to the
Covered Entity. w

A bey

The Busingss Associate shall comply with all sections of the Privacy, Security, and
Breach Notnf catlon Rule.

¥

Business Associate shall make available all of its internal policies and procedures, books

and records relating fo the use and disclosure of PHI received from, or created or

recelved by the Business Associate on behalf of Covered Entity to.the Secretary for -

purposes of determlnlng Covered Enlily's compliance with HIPAA and the Privacy and

Security Rule k) . i

Busingss Associale shal] require all of its business associates that receive, use or have

access to PHI under the Agreement, to agree in wriling to adhere to the same

restrictions and conditions on the use and disclosure of PH! conltained: herein, including

the duty to return or destroy the PHI as provided under Section 3 {|). The Coveréd Entity

shall be considered a direct thifd party beneficiary of the Contractor's business associate 0s
.agreements with Contractor's intended business assaciates, who will be receiving PHI [ SU’

Butiness Associate Agreement 3-/2 32 02.2
Page 3 0f6 Date
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v

‘pursuant to this Agreement, with rights of enforcement and indemnification from such”

. business associates who shall be governed-by standard Paragraph #13 of the standard

. 32014

B Rrgler T .

contract provisions {P-37) of this Agreament for the purpose of use and disclosure of
protecied health information. ‘
Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all,
records, books, agreements, policies and procedures relating to the use and disclosure
of PH to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate’s compliance with the terms of the Agreement.

within ten (10) business days of receiving a written request from Covered Entity, * +
Business Associate shail provide access to PHI In a Designated Record Set to.the
‘Govered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

Within ten {10) business days of receiving a written request from Covered Entity for an \
amendment of PHI or a record about'an individual contained in a Designated Record
Set, the Business Associate shail make such PHI available to Covered Entlity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obllgauons under 45 CFR Sectlon 164.526.

Busmess Associate shall document such d:sc!osures of PHI and information related to

" such disclosures as would be required for Covered Entity to respond to a request by an

individual for an accounting of disclosures of PHI in accordance with 45 CFR Section .
164.528.

Wilhin ten (10) business days of receiving a wrilten request from Covered Entity for a

request for an accounting of disclosures of PHI, Business Associate shali make available

to Covered Entity such informatian as Covered Entity may require to fulfill its obligations

to provide an accounting of disclosures with respect to PH! in accordance with 45 CER
Section 164,528.

In the event any individual requests‘access to, amendment of, or accounting of PHI

directly from the Business Associate, the Business Associale shall within two (2)

business days forward such request to Covered Enlity. Covered Entity shall have the
respoRsibility 6f responding to forwarded reguests. Howevar, if forwarding the

individual's request to Covered Entity would cause Covered Entity or the Business

Associate to violate HIPAA and the Privacy and Security Rule, the Business Associale

shall instead respond {o the individual's request as required by such law and notify

Covered Entity’of such response as soon as praclicable. . R
Within ten (10) business days of termination of the Agreement, for any reason, the .
Business Associate shall relurn or destroy, as specified by Covered Entity, all PHI

received from, ‘or created or received by the Blsiness Assoclate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or

destruction is not feasible, or the disposition of the PH! has been otherwise agreed to in

the Agreement, Business Associate shall continue to extend the protections of the

Agreement, to such PHI and limit further uses and disclosures of su¢h PHI to those Wan
purposes that makethe, feturn or destruction infeasible, for so fong as Business I Sw
} Exhibit | C Contractor nilials
Health Insurance Poitablily Act .
i Business Asaociale Agreenen! ' 3/23/2022
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- (4}

Associate maintains such PHI. If Covered Entity, in its sole discrelion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PH_[ has been destroyed.

¥ | ) [ g ! E I.I
Covered Entity shall netify Business Associate of any changes or limitation(s) in its.

Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's

use or disclosure of PHI.

Covered.Enkity shall promplly notify Business Associate of any changes in, or revocation -
of permission provided to Coverad Entity by individuals whose PH! may be used or

disclosed by Business Associate under this Agreement, pursuan! to 45 CFR Section
" 164.506 or 45 CFR Section 164.508.

.

Covered entity shall promptly notify Business Associate of any resltrictions on the use or

disclosure of PHI tha! Covered Entity has agreed t6 in accérdance with 45 CFR 164.522,

)

to the extent that such restriction may affect Business Associate's use or disclosure of
PHI. , . .

]

- In addition to Paragraph 10 of the standard terms and conditions (P-37) of this

(6)

. 32014

5

Agreement the Covered Enlity may immedialely terminate the Agresment upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate -
Agreement set forth herein ‘as Exhibit 1. The Covered Entily may either immediately
terminate the Agreément or piovide an opportunity for Businéss Associate to cure the
alleged breach within a timeframe specified by Covered Entity. if Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary,

Definitions and Requiatory References, All terms used, but not otherwise defined herein,
shall have the same meaning as thoseterms in the Privacy and Security Rule, amended
from time to'time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section jn the Privacy and Security Rule means the Section as in effect or as
amended. . :

Amendmient. Covered Eritity and Business Associate agree 10 take such action asis
necessary to amendthe Agreement, from time to time as is necessary for Covered V
Entity to comply with:tie.¢hanges in the requ:rements of HIPAA, the Privacy and
Security Rule, and appllcabie fedéral and state law. -

Data Ownership. The Business Associate acknowledges that it has no ownershlp rights
with respect to the PHi provided by or created on behalf of Covered Entity.

Interprelation. The parties agree that dny ambiguily in the Agreement shall be resolved D3
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. l Sm

Exhibi(l Conrlraclor Inlitlsls -
Heallh Insurance Porlabiity Act : . P .
Business Associate Agreement 3/23/2022
Page 5ol Date -
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(] .

: e. Segreqgation..If any term or condition of this Exhibit | or the application thereof to any _
person(s) or circumstance is held invalid, such invalidity shail not affect other terms or ¢
% conditions which can be given effect without the invalid term or condition; to this end the N
i terms and conditions of this Exhibit | are declared severable. - .

' . ‘ - . ' f
3 f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or ' |
fo 5 destruction of PHI, extensions of the protections of the Agreement ip section (3} |, the .
i« defense and indemnification provisions of section (3)-e and Paragraph 13 of the - "
" standard lerms and conditions (P-37), shall survive thétermination of the Agreement.
. B 5 3
I . . . ;
, Tet ; a 3 h i N 5
{.?‘ IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit (. i
¥ David wisters peloitte Consulting LLP \
E : :

; The State \ameglihe Contractor %;
i _ﬁm’& {Diefurs Seaft Workmann, ' i
;  SIigRAIFEFRuthorized Representative TSRaNIS of Authorized Representative
A ' David wieters Scott Workman -
f Name of Authorized Representative’ Name of Authdérized Representative -
¥ < ) ¢
‘B . pirector Information Services Managing Director ¢
H Title of Authorized Representative Title of Authorized Represen!ative -
5. . P " >
% 372372022 - 3/23/2022 ;
i " Date . a0 T Date E : B
'g' =5 N ) a » [T . K :
% ¢ i - kY ?
i s .
3, hd 3,
E]
b N
E i ) T M
E W ey :g
o : . st P
f anrts , Exhiod | e Contractor Infilals k "B
% Health Insurance Pordabllity Act . = 1
E Business Assotiale Agreament 372372022 i
t} PageBol6 . Date o 1
: . . r
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) ERIIFICABON REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY

ACT (FFATA) COMPLIANCE

Tha Federal Funding Aocountab:hty and Transparancy Act (FFATA) requires prime awardees of individual
‘Federal grants equal to or greater than $25,000 and awarded un or after October 1, 2010, to report on
data related to executive compensation and assaciated fi rst-tier sub—grants ‘of 25,000 or more, If the
initial award Is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of tha date of the award.
. In accordance with 2 CFR Part 170 {Reperting Subaward and Executive Compensation Inforfnation), the
y Department of Health and Human Sarvices (DHHS) must report the following information for any
subaward or contract award subject Lo the FFATA reporting requirements;
‘Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program sourée
Award title descriplive of the purposa of the funding action
Location of the entity
Principle placa of perfermance
Unique identifier of the entity (DUNS #)
. Tolal compensation and rames of the lop five executives if;
; 10.1. More than 80% of annda) gross revenues are from the Federal government, and these
}; * revenues are greater than $25M annually and
; 10.2. Compensation information is not already available through reparling to the SEC

-

SO N LWk

o

Prime grant recipienls must submit FFATA required data by the end of the month, plus-30 days, in which
the award or award amendment is made,

. . The Contractor identified in Seclion 1.3 of the General Provisions agrees to comply with the provisions of
5 The Federal Funding Accountabllity and Transparéncy Act, Pubiic Law 109-282 and Public Law 110-252,
3 and 2 CFR Part 170 (Reporting Subaward and Executive Compensalion Infarmation), and further agrees:
# to have the Contractor’s representative, as identified in Sections 1.11 énd 1.12 of the General Provisions
1 - execitte the following Cedification:
| The below named Contractor agrees to provide needed information as Gutlined above lo the NH,
1; = Depariment of Health and Human Services arid to comply with all applicable provisions of the Federal
55 Financial Accountability and Transparency Act, . ;
: Canfractor Name:
1
¥ - Docu¥igned by:
3/23/2022 Seoft Morbman

Date : Nama:' oL WoTrkman

Title:

Managing Oirector

:ns
Exhiblt J — Centification Regarding the Foderal Funding Cenlrsctor nlllal

- Aocouniabmty And Transparency Act (FFATA) Compliance '3/23/2022
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N , _ FORMA

As the Contractor |dent|fed in Seclion 1.3 of the General Provnsnons ] cermy that the responses to the
befow listed questions até true and accurate,

) ... 002563455
1. The DUNS ngmberloryo_urenmy is; . . .

2. In your business.or organization's preceding completed fiscal year, did your business or arganization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts; subcontracts,
ioans, granis, sub-grants, andlof cooperalive agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subconiragts, joans, grants, subgrants, andfor
cooperative agreements?

—
2

NO X yes

If the answer {o #2 above is NO, stop here
If the answer to #2 above is YES, please answer the lol!ovying: ) -

3. Does the public have access to informatian abaut the compensation of the executives in your
-business or arganization through peticdic reperts filed under secfion 13{a} or 15(d} of tha Securities
Exchange Act of 1934 (15 U.8.C.78mfa), 78¢{ d}) or seclion 6104 of the Internal Revenue Coda of
19867

i
It

X NO _YES

. i

If the answer to #3 above is YES, stop here I

.

if the answer fo #3 above is NO; please answer the following: ‘

4. The names and compensation of the f ive mosl highly compensated officers in your business or

organization are as follows: ;
' Upon Request 0
Nama: P d _ Amount:
Name: - e Amount: o
Name: - . Amount: _ - .
Name: Amount: ) . )
Name: Amount: . .
B v
3 * ' w =
2 #®
]
) ¥
>
1 23 :
\
T - " Ds ud
. Exfibli ) - Cedification Regardiag the Federal F;mding Cenlracter Initlals ;
- . Atcountabifity And Transparency Acl (FFATA), Compliance 3 /23 /2022
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Exhibit K y
s DHHS Information Security Requirements
3t ’ A. Definitions i . K
The following terms may be reflected and have the described meaning in this document:

r 1. ‘“Breach” means the loss of control, compromise, unauthorized disclosure, :
Bl - Unauthorized acquisition, unauthorized access, or any similar term referring to
3‘3 situations where persons olher than authorized users and for an other than authorized B
1 purpose have access or potertial actess to personally identifiable information,

i . whether physical or eleclronic. With regard to Protected Health Informatlon Breach® '
. ) shafl have the same meaning as the term “Breach® in seclion N
g 4 * 164.402 of Title 45, Code of Federal Regulations. ;
iy 2. “Computer Security tncigent” shall have the same meaning “Compuler Securily ‘
" incident” in section two (2) of NIST Publication 800-61, Computer Security Incident .

Handling Guide, National Instifute of Standards and Technology, U.S. Depariment |

h of Commerce. ol
] e 4
w 3. “Confideniial Information” or “Confidential Data" means all confidential information 1
i disclosed by one parly to the other such as all medical, health, financial, public
. assislance benefits and persanal information including without limitation, Substance - ¥
e Abuse Trealment Records, Case Records, Protected Health “Information -and - -
é} Personally Identﬁ" able Information.. .
2 Coitfidential Informatlcn also mcludes any and all information ownad or managed by L
U the State of NH - created, received from or on behalf of the Department of Health and '
: Human Services (DHHS) or accessed in the course of performing contracted services
T - of which collection, disclosure, protection, and disposition is governed by state or N
‘“ federal law or reguilation. This information .includes, but is not limited to Protected i

s Health tnformation (PHI), Personal Information (P1), Personal Financial Information %

T H _ (PF1), Federal Tax Information {FTI), Social Security Numbers (SSN), Payment Card

Industry (PCI) and or other sensitive and confi dential information.

y e §
) 4. “End User" means any person or entity (e.g.. contractor, contractor's employee,
} business assodiate, subcontractor, other downstream user,-etc.} that receives DHHS ¢
g data.or derivative data in accordance with the terms-of this Contract. ' . b
F ® . * - i
iy 5. "HIPAA" means the Health insurance Portability and Accountability Act of 1996 and the I
regidations promu!gated thereunder. i
g . 6. “Intident” means an act that polentially violates an explicit of amphed security policy, i %
1 - _which'inciudes attempts (either failed or successful) to gam unauthorized access to.a
t system-of its data, unwanted disruption or denial of service, the unauthorized use of i
i a system for the processing or slorage of data; and changes to system hardware, . T4
i firmware,. or software -characleristics without the owner's knowledge, instruction, or

g consent. Incidents include the loss of data through theft or device misplacement, loss

] or ‘mispltacemen! -of hardcopy documents,*and misroutlng of physical or electronic

' | a (5

'8 V5. Logl updale 10/08/18 ngxlhi:ﬁt}( i Ceniractor Initials '

) ‘ DH ! )

Ii Securlty I'%,;:E:m?clts i 3/23/2022
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DHHS Information Security Requirements

+

mail, all" of which m'ay.have the potentiat 1o put the data at risk of uﬁauthorized
access, use, disclosure, maodification or destruction. -

b 7. "Open Wireless Network™ means any network or segment of a network that isnot

! designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network {designed, tested, and-approved,
by means of the State, to transmit) will be considered an cpen network and not
adequately secure for the transmissmn of unencrypted P, PFI, PHIor confdentlal
DHHS data.

o
f’\.

8. "Pérsonal Information” {or “Pi") means information which can be used to distinguish or -
trace an individual's |denhty such as their name, secial security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, of when combined with other personal or identifying information which is linked
or linkable to a specific iridividual, such as date and place of birth, mother's maiden
name, elc.

9. “Privacy Rule” shall mean the Standards for Privacy of lndlwdualty identifiable Health
@ Information at 45 C.F.R. Paris 160 and 164, promulgated under HIPAA by the United
States Department of Health-and Human Services.

10. “Protecled Health Iriformation” {or “PHI™ has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §

160.103. ‘
11. *Security Rule” shali mean the Security Standards for the Protection of Electronic )
5 Profected Health Informatlon at 45 C.F.R, Part 164, Subpart C, and amendments v_:-,

thereto, 5 ‘

12. “Unsecured Pratected Health Information” meahs Protected Health Information that is

- not secured by a technology stardard that renders Protected Health Information
unusable, unreddable, or indecipherable to unautharized individuals and is developed -
or endorsed by a standards developing organization that is accredited by the Amencan
National Standards Institute,

ES

l. RESPONSIBILITIES OF DHHS AND. THE CONTRACTOR . :
A. Business Use and Disclosure of Confidential Information.

1, The Conltractor must not use, disclose, maintain or transmit Confidentia! Inforation
: except as reasonably necessary as outlined under this Contract. Furthér, Contractor,
‘ including but not limited to all its direclors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that woutld constitute a violation
of the Privacy and Securily Rule.

3

2. The Contractar must not disclose any Confidential Informalion in fesponse to a

- VS, Losl update 10/09/18 Exhibit K - Conleattor inflials
: DHHS Informelion ;
Securlly Requiremenis 3/23/2022
= Page 20l8 -Date
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I. METHODS OF SECURE TRANSMISSION OF DAT
1.

request for disclosure on the basis that it is required by law, in response to & ‘subpbena,
etc., without first notifying DHHS so that DHMS has an opportunity to consent or object
to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

- restrictions over and above those uses or disclosures or security safeguards of PHI

pursuant to the Privacy and Security Rule, the Contractor must be bound by such -

additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrées that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obiained under this Contract may not be used for

any other purposes that are not indicated in this Contract.

8. The Contractor agrees to grant access to the data to the authorized represenlatives of

DHHS for the purpose of inspecting to confirm compliance with the terms of this
Caontract.

.

Application Encryption. I End User is transmitting DHHS data conlainingConfidential
Data between applications, the Contractor attests the applicalions have been
evalualed by an professional knowledgeable in cyber security and that said
application’s encryption capabilities confirm secure transmission via the internet.

Computer Disks and Portable Storaée Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as-a method. of transmitting DHHS
dala.

Enctypted Email. End User may only employ emdil to transr.ni! Confidential Data if

email is encrypted and being senl to and being received by email addresses of
persons authdrized to receive such information. .

Enciypted Web Site. if End User s em.ploying the Web to transmil Confidential Data,
thesecure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site. : ‘
File Hosling §ewices-, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Gloud Storage, to transmit Confidential
Data. o

Ground Mail Seivice. End User may-only fransmit Confidential Data via ceriified ground

* mail within the continental U.S. and when sent to a named individual,

Laptops and PDA. If End User is employing portable devices to transmit Confidential
Dala said devices must be encrypted and password-protected.

‘Open Wireless Networks. End User may not transmit Confidential Data via an open

V5. Last update 10/09/18 Exhibit K . Conlracior Inifials

OHHS Information

Securlty Requirements . 3/23/2022
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wireless network. End User must employ a virtual private network (VPN) when
remotely lransmitting via.an open wireless network.

9. Remole User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must beinstalled
on the End User's mobila dewce{s) or laptop from which information will betransmitted
or accessed. _ .
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10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Prolocol If
* End Useris employing an SFTP to transmit Confidential Data, End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for transmitting Confidential Data willbe coded for
24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours),

11, Wireless Devices. If End User is transritting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate d:sdosure of information.
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i, RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

o
o

)

The Contractor wil onty retain the data and any derivative of the data for the duration. of this

Contract. After 'such time, the Contractor will have 30 days to destroy the data and any

derivative in whatever form it may exist, unlass, otherwise required by taw or permitted
1 under this Contract, To this end, the parties must:

A. Retention ' . .

CEETS

.1, The Contractor agrees il will nof store, transfer or process data collected in
connection with the services rendered under this Contract oulside of the United
States. This physical focation requirement shall also apply in the implémentation of -
cloud computing, cloud service or cloud storage capabilities, ant includes backup
-data and Disaster Recovery locations.

A
T

b

The Contractor agrees to confirm proper seturity monitoring capabilities are in place
to detect potential security events that can impact State of NH systems ‘and/or :
Department confidential information for contractdr provided systems. ?

WG g L et K

‘The Contractor agrees lo p'rovide secufily awareness and education for its End Users ;
in support of protecting Department confidential information.

4. The Contractor agrees to retain ajl electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2 : g

. . The Contractor agrees ‘Confidetial Data stored in a Cloud must be i a
" FedRAMP/HITECH compliant solution and comiply with all applicablé statutes and,
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-mahware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewali protection.

6. The Contractar agrees to and confirms its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure. |
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B. Disposition "
1. lfthe Contractor will maintain any Confidential Information on'its systems (or its sub-
contractor systems), the Cantractor will maintain a documented process for securely
disposing of such data upen request or contract termination: and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor-or -
any subcontractors as a part of ongoing, emergenty, and or disaster recovery
operalions: When no longer in use, electronic media containing State of New
- Hampshire data shall be rendered unrecoverable via a secure wipe programin
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media {for example, degaussing)
as described in NIST Special Publication 800-88, Rev 1, Guidelines for ‘Media
Sanitization, National Institute of Standards and Technology, U. $.Department of
Commerce. The Conlractor will document and Gertify in writing at time of the daita
destruction, and will provide wirittén certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicatle, regulatofy and
professional standards for retention requirements will be joinlly evaluated by the
Btate and Centractor prior to destruction. , '

2. Unless otherwise specified, within thirly (30) days of the termination of this Coritract,
Contractor agrees to destray all hard copies of Confidential Data using a secure
method such as 'shredding. . : ’

3. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to complelely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.
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IV, PROCEDURES FOR SECURITY .

A. Cohtractor agrees to. safeguard the DHHS Data received under this Contragt, and any ¥i
derivative dala or files, as follows:

1. The Coritractor will maintain proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services. ’ .

‘2. The Contractor will maintain pélicies"‘énd procedures fo protect Department confideniial
informalion throughout the information lifecycle; where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to

& store the data (i.€., tape, disk, paper, efc.). _ N
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. The Contractoi will maintain appropriate authentication and access controls to

-contractor systems that colfect, transmit, or store Depariment confidential information
where applicable.

- The Contractor will confirm proper security monitoring capabilities are in place to detect

potential security gvents thal can impact State of NH systems and/or Deparment.

confidential information for contractor provided systems.

. The Contractor will provide regular security awareness and education for i}s End Users

in support of protecting Depariment confidential information.

0

5+ It the Conlractor will be sub-contracting any core functions of the engagement

supporling the services for State of New Hampshire, the Contractor will maintain a
program:of an internal process or processes that defines specific securityexpectations,
and monitoring compliance to security requirements that at a2 minimum match thase for
the Contractor, including breach nolification requirements. '

7. The Contractor will work with the Department to sign and comply with all applicable

State of New Hampshire and Department Systemaccess and authorization policies and
procedures, systéms access forms, and computer use agreerments as part of oblaining

and ‘maintaining access to any Départment system(s). Agreements will be completed.

and signed by the Contractor and any applicable 'sub-contractors priof to system
-access béing authorized.

. It'the Department determines the Contractor is:a Business Aséociate pursuant to 45

CER 160.103, .the Coniractor will ‘execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement. -

p—

. The Coni_raétor will work ‘with the Depariment &l its request to complete a System

Management Survey. The purpose of the survey is to enable the Department and
Contractor to.monitor for any changes in risks, threats, and vulnerabilities that may
occur over the fife of the Contraclor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Conltractor, or the Department may reques! the survey be completed when the
scope of the engagément between the Department and the Coantractor changes,

10. Thé Contractor will not store, knowingly or (inknowingly, any State of New Hampshire

or-Depariment data offshore or cutside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership

member within the Department,

11, 63{3 Security Breach Liability. In the event of eny securily breach Contraclor shall.

make efforts to investigate the causes of the breach, promptly take measures to prevent
future Breach and-minimize any damage or loss resulting from the breach. The State
shall recover from the Corntractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
_ costs associated with website and telephone call center services necessary due to
the breach,

) 12. Contractor must, comply with all applicable statites and regulations regarding the
privacy and security of Corifidential Information, and mustin all cther respects maintain®
the privacy and security of Pl and PHI at a level and scope that is not less than the
levet and scope of requirements applicable to federal agencies, including, but not
limited to, pravisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy Act
‘ Reguiations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45

w7 C.F.R. Parts 16@ and 164) thal govérn protections for individually identifiable health

information and-as applicable under State faw. 2

1. -Confractor agrees o establish and maintain appropriate administrative,- lechnical, and
: “ physical safeguards 1o protect the confidentiality of the Confidential Data and toprevent
unauthorized use or access to it. The safeguards must provide a level and scope of
securily that is not less than the lavel and scope of security requirements eslablished g
by the State of New Hampshire, Depariment of Information: Technology. Refer to
Vendor Resources/Procurement at hitpsy//www.nh.govidoitivendorfindex.htmfor the .
w . Department of Informalion Technology policies, * guidelines, standards, and “
procurement information retaling to vendors. B ’ :
+ 2. Contractor agrees to maintain a documented breach notification and incident response
" process. The Contractor will nolify the State’s Privacy Officer and theState's Security
Officer of any security breach immed|ately, st the email addresses provided in Section
VI. This includes a confidential informatioh breach, computer security incident, or
suspected breach which affects or includes any State of New Hampshire systems that
‘connect 1o the State of New Hampshire network,
3. Contractor must restrict access to the Confidential Data ~obtained urider this
Contract to only those authorized End Users who'need such OHHS Data to perform
3 their official duties in connection with purposes identified in this Contract,

s !Wm‘mmmwmm o AT W TP TR R Lo e SRt Lo R A o TV L L R SR B G B

4. The Contractormust conﬁrm‘that all End Useré:
a. comply with such safeguards as réferenced in Section IV A, above, implemented
. to protect Confidential Information that is-furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure, .

b. safeguard this information at all times.

¢. confirm that laptaps and other electronic devices/media containing PHI, PI, or
PFlare encrypted and password-protected. -

R d. send emails containing Confidential |nformation only if encg{gte& and being sant
to and being received by email addresses of persons authorized to receive such
information. ' :
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@ e, limit disclosure of the Confidenlial Information to the extent bérmiﬁed by law.

. Confidential Information received under this Contract and individuatly identifiable

data derived from DHHS Data, must be stored in-an area that is physically and

technologically secure from access by unauthorized persons during duly hours
a1 o . aswell as non-duty hours {e.g., door locks, card keys, biometric identifiers, efc.).

i ¢ - g. only authorized End Users may transmit the Confidential Data, including any

' derivative files containing personally identifiable information, and in all casés,
such data must be encrypted at all times when in transil, -al rest, or when
stored on portable media as required in section IV above.

h. - i a!! other instances Confidential Data: muist be maintained, used and disclosed
5 usihg appropriate safeguards, as determined by a risk-based assessmenl of the”
circumstances involved.

i, understand that their user credentials {user name and password) must not be
: shared with anyone. End Users will keep their credential information s&cre. This
applies to credentials used to0.access the site directly or indirectly througha lhlrd
party application. . .

Contractor ‘is 'responsible for oversight and compllance of their End Users. DHHS
reserves the nghl to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
.applicable laws and Federal regulations wntil such time the Confidential Data is.disposed
of in-accordance with this Contract.

LOSS REPORTING

=

e
¥

The Contractor must notify the State's Privacy Officer and Secunty Off icer of any Security
Incidents and Breaches immediately, at the emall addresses provided in Section V.~

® The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency’s documented Incident Handling and Breach Notification
‘procedures and in accordance with 42 CF.R. §§ 431.300 - 306. In addition to, and
notwithstanding,. Contracior's compliance with all applicable obligations and procedures
Contractor's procedurés must also address how the Coniraclor will; ,

1. Identify Incidents; . \

2. Determine if personally identifiabie information s mvolved in Incidents; . N :
3. Report suspected or confirmed Incidents as required in this Exhibit or P37,
4

Identify and convene a core response group o determine the Tisk level of incidents
and determing risk-based responses to Incidents; and

YO .
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5. “Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation

N - measures. L 5
i | Incidents andfor Breaches that implicate P must be ‘addressed and reported, as
. applicable, in accordance with NH RSA 359-C:20.

- ke , » :: 3

5 V. PERSONS TO CONTACT
I ¥ A, DHHS Privacy Officer: "

' DHHSPrivacyOfficer@dhhs.nh.gov ‘
B. DHHS Security. Officer:
g y DHHSInformationSecurityOffice@dhhs.nh.gov
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State of New Hampshire
DEPARTMENT OF ADMINISTRATIVE SERVICES
25 Capitol Street - Room 100
Concord, New Hampshire 03301
" (603) 271-3201 Office@das nh.goy

Catherine A, Keane
Charles M. Arlinghaus Deputy Commissioner
Commissioner

Sheri L. Rockburn
Assistant Commissioner

December 20, 2023
His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Administrative Services to enter into an amendment to an
existing contract (Contract #8002970) with Deloitte Consulting LLP (VC#174776), Bethesda,
MD, for salesforce professional services by extending the completion date from December 31,
2023 to December 31, 2024, with no change to the price limitation of $10,000,000.00 effective
upon Governor and Executive Council approval. The original contract (Contract #8002970) was
approved by Governor and Executive Council on Qctober 13, 2021, item #96.

Funding shall be provided through individual agency expenditures, none of which shall
be permitted unless there are sufficient appropriated funds to cover the expenditure.

EXPLANATION

As previously stated, the original contract (Contract #8002970) was approved by the
Governor and Executive Council on October 13, 2021, item #96.

The Department of Administrative Services (DAS), through the Bureau of Purchase and
Property (BoPP), issued request for information (RFI) 2024-370 on ‘August 16, 2{323 with
responses due on August 30, 2023, This RFI reached 41 vendors through the NIGP electronic
sourcing platform and one additionally sourced vendor. There were thirteen responses received
providing updated pricing and identifying new opportunities in the market. Further assessment of
responses received, determined that a one-year extension would be in the best interest of the

L L L e AP Ty i PR EF
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

. State in order to prevent.service interruptions for projects while building a new Request. for
Proposal (RFP). to- solicit updated rates and improved services that will fit evolvmg industry
needs.

Upon approval, this -contract amendment with Deloitte Consulting LLP will allow
continued support and services for the Department of Information Technology (DolT) to support
the strategic business objectives of State agencies; to create and sustain a secure and reliable
information technology environment; and to ensure careful and respons:ble management of the
State’s information technology resources. Not providing this service would increase the
probability of shorifalls in all agency-secured information.technology environments that would
likely create data breaches.

“The current spend of $6,275,490.68, plus the estimated annual spend for a one-yedr
extensiofi at $2,091,830.23, gives an estimated term spend ‘of $8,367,320.91, There are no
additional funds requested as the current contract price limitation of $10,000,000.00 can support
the one-year extension.

Contract financials
Original ¢ontract price limitation $10,000,000.00
Less current spend on contract $6.275,490.68 |
} One-year extension | $2.091.830.23
Estimated term spend (Including one-year extensmn) ' $8,367,320.91
Available balance in price limitation $1,632.679.09 |

Based on the foregoing, 1 am respectfully recommending approval of the contract
amendment with Deloitte Consulting LLP.

Respectfully- submitted,
Charles M. Arlinghaus
Commissioner

TDD ACUESS: RELAY NH 1-800.735.2964

N P L - P T P TS gy
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY k-
27 Hazen Dr., Concord, NH 03301
Fax:. 603-271-1516 TDD Access: 1-800-735-2954
www.nh.gov/doit

Denis Goulet
Commissioner

October 31, 2023

Charles M. Arlinghaus, Commissioner
Department of Administrative Services
State of New Hampshire: ’
25 Capito] Street — Room 100
Congcord, NH 03301

L3

Dear Commissioner Arlinghaus:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment with Brite Systems Inc., Spruce
Technology, Inc., Deloitte Consulting LLP, Caresphere, LLC, MTX Group, Tech Mahindra Americas Inc.,
and Sapient Corporation d/b/a Publicis Sapient, as described below and referenced as DoIT No. 2021-081A.

" The purpose of this request is to provide statewide Salesforce Professional Services and
for the continued support and services for the Department of Information Technology
(DoIT) to support the strategic business objectives of State agencies, to create and sustain
a secure and reliable information technology environment, and to ensure careful and
responsible management of the State's information technology resources.

The Total Price Limitation will not change and shall remain $10,000,000, effective upon
Governor and Executive Council approval through December 31, 2024,

A copy of this letter must accompany the Department of Administrative Services® submission to
the Governor and Executive Council for approval.

Sincerely,

It B

. Denis Goulet
/ .

DGfjd
DolT #2021-081A

cc: Rebecca Bolton, IT Manager |

"Innovative Technologies Today far New Hampshire's Tomorrow”



Division of Procurement Support Services Gary S. Lunetta
: Bureau of Purchase Property Director
(603) 271-2201
RF] Summary
RF! Description Saleforce Professional Services Agency . DalT i
RFi# - 2024-21 Vendor < Deloifte Consulting LLP -
Agent Name Claudia Roy RFI Closing 8/3012023 @ 9:00 AM

Less current spend on contract]  $6,275,490.68

. Estimated annual spend] = $2,091,830,23

Estimated term spend (Including 1 year extension)| $8,357,320.91
Current price limitation] $10,000,000.00)

Available balance In price iimitatlon|  $1.632,679.08

. 5 iE R . - Recommendation Sutmmary . T L . C - 2 >
Statewide Contract or Amendment Amendment '
Term of Contract ) . ) 4.00
Price Limitation $10,000,000,00
Number of Solicitations Received 13
Number of Scurced bidders . . 1
Number of NIGP Vendors Sourced - 41
Number of non-responsive bidders 29
P-37 Checklist Complete Yeos
D&8 Report Attached L ) NA
Method of Payment (P-card/ACH) Both
FOB Delivered Yes ) .

The current price iimilation is $10,000,000.00. Rused on the current spend of $6,275,490.68, plus the cstimated annval spend for a ong-year exlension at $2,091,830.23,

Special Notes: [pives an estimated term spand of $8,367,320.91. There are no additional funds requestcd as the current contract prics limitation can support the one-year extension,

- .
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FIRST AMENDMENT TO THE CONTRACT
BETWEEN DELOITTE CONSULTING LLP
AND
THE STATE OF NEW HAMPSHIRE, DEPARTMENT OF ADMINISTRATIVE SERVICES,
FOR SALESFORCE PROFESSIONAL SERVICES
CONTRACT # 8002970

This First Amendment (hereinafter refetred to as the “Amendment”), dated this _1st day
of December, 2023, is by and between the State of New Hampshire, Department of
Administrative Services (hereinafter referred to as “the State”) and Deloitte Consulting LLP
(hereinafter referred to as “the Contractor”) for Salesforce Professional Services.

WHEREAS, pursuant to an agreement effective October 13, 2021 set to expire December
_ 31,2023, (hereinafter referred to as "the Agreement”), the Contractor agreed to perform
certain Salesforce Professional Services for the Siate in consideration of payment by the State of
certain surms as specified therein; and

" WHEREAS, pursuant to Section 17 of the Agreement, the Agreement may be amended
by an instrument in writing executed by both parties;

NOW, THEREFORE, for and in consideration of the mutual promises set forth in this
Amendment and the underlying Agreement, the parties do mutually agree as follows:

1. Delete inits entirety Form Number P-37, item 1.7 Completion Date and substitute the
following:

1.7 December 31, 2024

2. Paragraph 2 as set forth in Exhibif C (Pricing Structure] is deleted in its entirety and
replaced with the following:

2. Pricing Struciure. Contractor shall provide the services at the not-fo

exceed houriy rates set forth in the table below.
Position L Hourly Rafe
Program Manager $201.00
Scrum Master i $164.00
Salesforce Technical Architect $191.00
Salesforce Administrator $104.00
Sclesforce Plaiform Developer $130.00
Salesforce Data Architect .. 816000
Salesferce Business Anaiyst $155.00
Sdlesforce Training Consultant $134.00

3. Allother provisions of the Agreement, approved by the Governor and Executive Council
on October 13, 2021, ifem #96, shall remain in full force and effect.

Page 1 of 2
. Contractor Initicls: S&f/
Date: 12/01/23
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Deloitte Consuiting LLP

STATE pF NEW HA‘M}’SH_!_RE
i
By: . .

By:
Scott Workman : Charles M. Aflinghaus
{Print Name) [Print Name)
Title: _Manaaing Birecfor Tifle: Commissioner
Department of Administrative Services

Date:r 12/01/23

Date: .\‘}“ M? )‘2'3
QFFICE OF THE ATTORNEY GENERAL
By:  Dewcdrn 4. (a%,zm

DRuncan A. Edgar
(Print Name})

Tifle: Attorney

Date: Decémber 4, 2023

The foregoing coniract was approved by
the Governor and Councit of New
Hampshire on

Signed:

(Print Name)
Title:

Page 2 of 2
Coniractor initials: S/
Date; 12/01/23
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State of New Hampshire OCT 13 2021 |

DEPARTMENT OF ADMINISTRATIVE SERVICES

26 Capitol Street~ Room 120 5 - 9’ '
Concord, New Hampshire 03301 :
Office@dag.nh,pov
i ) , Joseph B. Bouchard
Charles M. Arlinghaus Assistant Commissioner
Commissioner . {603) 2713204
{603) 271-3201 .
. Catherine A. Keane
Deputy Commissioner
{603) 271-2059

August 23, 2021

His Excellency, Governor Christopher T. Sununu
‘and the Honorable Coundl! -

State House

Concord, New Hampshire 03301

REQUESTED ACTION

. Authorize the Department of Administrative Services to enter into a confract with
Deloitte Consulling LLP of Concord, NH (Vendor No. 174776}, for an aggregate price limitation
of $10,000,600.00 among all awarded vendors, for Salesforce Professional Services. The term
shall be effective upon Governor and Council approval and ending on December 31, 2023
with the option fo extend for two {2) additional one-year extension terms.

Funding shall be provided through individual agency expenditures, none of which
shall be permitted unless there are sufficient appropriated funds to cover the expenditure.

o

EXPLANATION

The Depariment of Administrative Services, through the Bureau of Purchase and

Property, and in collaboration with the Department of Information Technology, Issued a

“request for proposal on February 3, 2021 with responses due on March 3, 2021, There were 1]
compliant résponses recelved.

Itis the Depariment’s intent fo enter into contracts with the 10 highest scoring vendors
where through a Request for Quote (RFQ) and Statement of Work (SOW) process the
Department of Administrative Services, on behalf of a requesting State agency, will issue
RFQ/SOW to dll contractors, Each SOW will detail various requirements related 1o the services,
planning and implementation of new projects. The project engagement will be based upon
the highest scoring response. Project engagements under the agreemenis with a dollar value
exceeding $10,0C0 shall be brought before the Executive Council for approval prior to
proceeding with the engagements.
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His Excellency, Govemor Christopher T. Sununu
and Ihe Honorable Council

August 20, 2021

Page 2 of 2

_ As the Siate's experience and expertise with Salesforce matures, it will expand its
Salesforce capabilities and services offered. The production Salesforce environment s
cendrally managed. The State has implemented an Enterprise Government Maodel that seeks
to establish Standard Operating Procedures (SOP) and processes on the use of third party
solutions. .

Through the propaosed confracts, the State anticipates improvements in the following
areas: automating business processes, providing prompt responses to fracking or delivering
canstituent needs, refining business operations based on access to insighiful daia, securing
information within compliance of State and Federal regulations, and deploying rapid
solutions throughout the State of New Hampshire's IT environment. '

Enabling these capabilitigs will often require the use of expert rescurces that cari assist
the State fo efficiently design, govern, maintain and provide ongoing management of these
platforms in a secure, responsible and effective manner, Confracting mechanisms that
shorten the “fime to value” are needed fo procure resources to work with State agencies and
IT staff fo supplement existing consirained resources that are needed to provide the skills

. hecessary for the State to excelin its Digital Government Initialives. Based on the foregoing, |
am respectfully recommending approval of the contract with Deloitte Consulting LLP.

¥

Respectfully submitted,

(1-aL

Charles M. Arlinghaus
Commissioner

FDD ACOESS: RELAY NE 1-800-735-2061
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Division of Procurement Support Services Gary S. Lunelta
Bureau of Purshase Property . Directar

(603) 271-2201

Bid Descriptian Salesforce Professional Srve (Agency: Statewide .

Bid# RFP 2425-21 " |Requisition: # . [N/A
Agent Name Paul Rhodas Bid Closing:  [3/3/21 @ 10:00 AM

Tech Mahindra 929
CaoreSphere B 80.9 .
Deloitie ' 87.1
MTXGrolip | . 86.0 ’
22nd Cenlury . . . 82.6 N R )
Spruce Tech B25| ' .
Catalyst ) ) 80.0 '
Brite Systems 79.7
Publicis - S
Sapient 79.5
Slalom 75.2
Agqualagcon B4.0
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Denis Goulet
Conunissioner

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNCLOGY
27 Hagen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Angust 12, 202]

Charles M. Arlinghaus, Commissioner
Department of Administiative Services

State of New Hampshire
25 Capitol Street

Concord, NH 03301

Dear Commissioner Atlinghaus,

This letter rcprcsents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into seven (10) contracts as described below and refercnced as
: DolT No. 2021-081.

The tén (10) contracts being requested are for:
1.

2
3.
4,
5
]

7.
8.
5.
1

Brite Systems Inc. of Indiznapolis, IN

Catalyst Consulting Group, Inc. of Chicago, IL

Spruce Technology, Inc, of Clifton, NI '
Deloitte Consulting LLP of Concord, NH .
Coresphere, LLC of Bethesda, MD

MTX Group of Albany, NY

22nd Century Technologies, Inc. of Mclean, VA

Tech Mahindra Americas Inc. of Plan, TX

Sapient Corporation d/bfa Publicis Sapient of Boston, MA

0. Slalom, LLC of Boston, MA

- This is a request to caler into a statewide contract with ten (10) vendors to allow agencies
to release RFQ'sfSOW's for Salesforce Professional Services. These contracts will provide
a mechanism for agencies requiring assistance with ongoing and future projects. Currently,
ail applications are internally focused and used exclusively by State agency personnel;
public data submission is currently done through web to case. It is anticipated that as the
State’s expenence and expertise with Salesforce matures, it will expand its Salesforce
capabilities and services offered.

The total ameunt of the ten {10) contracts is not to exceed $10,000,000; and shall become
effective-upon Governor,and Executive Council approval through December 31, 2023.

“

“Innovative 'fechno!ogies Today for New Hampshire's Tomorraw"

2

el
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STATE OF NEW HAMPSHIRE

Denls Goulet DEPARTMENT OF INFORMATION TECHNOLOGY
Commissioner 27 Hazen Dr., Concord, NH 03301 N
Fax: 603-271-1516 TDD Access: 1-800-735-2964
) www.nli.gov/doit

A copy of this letter should accompany the Department of Administrative Services’ submission to
the Govemor and Executive Council for approval.

Sincerely,

t (.zlPﬂd L > S

- Denis Goulet

bGiik
DolT #2021-081

ce: Paul Rhodes, DAS

“Innovative Technalogies Today for New Hampshire’s Tomorrow”
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3

TFORM NUMBER P-37 (version 12/1 1/2019)

Notice: This agreement and all of its attachiments shall become publie upon submission to Governor anid
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified 16 the agency and agreed to in wriling prior to signing tha contract, _ -

AGREEMENT ' .
The State of New Hampshire and the Contractor hereby mutually agree as follows:
. GENERAL PROVISIONS
L. IDENTIFICATION. )
1.1 State Agency Name 1.2 State Agency Address
Depattment of Administrative Services State House Anaex
25 Capitol Street
Concord, NH 03301
1.3 Coniractor Name 1.4 Contractor Address
. . 7 Eagle Square @
] Deloitte Consulting LLP Suite 301
Concord, NH 03381,
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number : ¢ _
Various - | December 31, 2023 $10,000,060,00
603-630-2355 ]
1.9 Contracting Officer for Siate Agency 1.10 State Agency Telephone Number

Paul Rhodes, Purchasing Manager
‘ 603-271-3350 =
.11 Contractor Signatre 1.12 Name and Title of Contractor Signatory

W_ e , ate;
T ' 6/36/21

T .13 State Agency Sigﬁarur_e 1.14 Name and Title of State Agency Signatory
Charles M. Arlinghaus, Commissioner
ag/\_ M Date: S/) Z 3}01(

v

Scott Workman, Consulting Managing Director

1.15 Approval by the N.H. Department of Administration, Divis'ion of Personnel (if applicable)

By: Director, On;

1,16 Approval by the Attorney General (Form, Substance and Execution) (if applicable)

By: ¢ On: 2y 4

aiffy =i )
1.17 Appréval by the Governor and Executive Council (ifapplicable)

G&C.Item nusmber: GRCMeetingDate: . OCT 13 2021

ITY SECRETARY OF STATE

LR

“ Page 1 of 50
Contractor Initials  SW

. Date” 6/30/21

.b.
]
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State™), engages contractor identified in block 1.3
(“Contractor™) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particulacly
described in the altached EXHIBIT B which is incorporated
herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agrecment to the
contrary, and subject to the approval of the Govemnor and
Exceutive Council of the State of New Hampshire, if applicable,
this Agreement, and all ohligations of the parties hereunder, shall
become effective on the date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, if whichrcase the Agreement
- shall become effective on the date the Agreement is signed by
the State Ageacy as shown in block 1,13 (“Effective Date®).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the cvent that this Agrecment does not become
effective, the State shall have no liability te the Cortractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without Jimitation, the continuance of payments hercunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduces, eliminates or otherwise modifies the
appropriation or availability of funding for this Agreement and
the Scope. for Services provided in EXHIBIT B, in whole or in
part. In no avent shall the State be Hable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment uniil such funds
become available, if ever, and shall have the right to reduce or
terminate the Services, under this Agreement immediately upon
giving the:Contractor fatice of such reduction or termination.
‘The State shall not be required to transfer funds from any other
accouni or source to the Account identified in block 1.6 in the
event funds in that Account are reduced or unavailabley, 7 7 %

Dl
a

5. CONTRACT PRICD'PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT €
which is incorporated herein by reference,

5.2 The payment by the Stzte of the contract price shall be the -

only and the camplete reimbursemen to the Contractor for all
expenses, of whatever pature incwred by the Contractor in the
performance hereof, and shall be the only and the complete

- Cshally nolf permm'ady subcontizgtor or ol:hﬂr"faerson firm or

. ‘_fl *

compensation to the Contractor for the Services, The State shall
have no liability to the Contractor other than the contract price.

" 5.3 The. State reserves the right to offset from any amounts'

otherwise payable to the Contractor under this Agreement. those
liquidated amounts required or permitted by N.H, RSA 80:7
through RSA 80:7-c or any other provision of law,

5.4 Notwithstanding eny provision, in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
evenit shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Cantractor shall comply with ail applicable stamutes, laws,
regulations, and orders of federal, state, county -.or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
cmployment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with al federal executive orders, niles, regulations
and statutes, 2nd with any rules, regulations and guidefines as the
$iate or the United States jssue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
praperty laws.

6.2 During the term of this Agreement, the Contractar shall not
discriminale against employees or applicants for employment
‘because of race, color; religion, créed, age, sex, handicap, sexual
arientation, or nationa! origin and will take affirmative action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or United States
access to any of the Coniractor’s books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and thc covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Comtractor shall at its own expense provide all personnel
necessaty to perform the Services, The Contractor warrants that
all personnel engaged in the Services shall be qualified 1o
perform the Services, and shall be properly licensed and
otherwise anthorized to do so under all applicable laws,

7:2 Unless otherwise authorized in writing, during the tém of
this Agreement, and for a period of six (6) months after the
Compleuun Date in block 1.7, the Contractor sha)l not hire, and

cmpormmn With whom it is cngagcd in.a* cumbmed effort to
perfonu the Services 1o hire, any person’ Whotis'd State employee
or official, who is matcrially invoived in the procorement,
administration or performance of this Agreement. This
provision shall survive termination of this Agreerent.

7.3 The Contracting Officer specified in bloek 1.9, or lis or her
successor, shall be the State’s representative. Inthe event of any
dispute concerning the ifiterpretation of this Agreement, the
Contracting Officer’s decision shall be final for the State,

Page 2 of 50

Cootractor Initials SW
Date _6/30/21
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any onc or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder (“Event
of Default™):

8.1.1 failure: to perform the Seivices satisfactorily or on
scliedule;

8.1.2 failure to submit any report required hereunder; andfor
8.1.3 failure to perform any other covenznt, term or condition of
this Agreement. -

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty. (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2)-days after giving the
Cantrasior nalice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the poriion of the contract price
which would otherwisc accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may
owe to the Contractor any damages thie State suffers by reason of
any Event of Default; and/or ' _

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursue any of its remedies at law or in equity, or
both,

8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default, No express faiture 10 enforce any Event of Defanit shall
be deemed a waiver of the right of the State to enforee each and
zll of the provisions hereof upon any further or other Event of
Default on the part of the Contractor. '

5. TERMINATION.

9.1 Nowwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising its oplion 1o tenmninate the Agreement,

92 In the event of an early termination of this Agreement for
any reason other than the completion of the Services, the
Contractor shall, at the State’s discrction, deliver to the
Contracting Officer, not later thun fifieen (15) days afier the date
of tenmination, a report (“Tesmination Report™) describing in
detail all Services performed, and the contract price eaned, to

-and including the date of termination, The form, subject matter,

content, and number of copics of the Termination Report shall
be identical to those af any Final Report described in the attached
EXHIBIT B. In addition, at the State’s discretion, the Contractor
shall, within 15 days of notice of early termination, develop and
submit to the State 2 Transilion Plan for services under the
Agreement,

Page 3 of 50

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION. . :

10.1 As used in this Agreement, the word “datx” shall mean all
information and things developed.or obtained during the
performance of, or acquired or developed by reason of; this
Agrcement, including, but not limited to, all studies, repotts,
fikes, formulag, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawinps,analyses, graphic
representations, computer programs, comptter printouts, notes;
letters, memoranda, papers, and documents, all whether
finished or unfinished,

10.2 All data and any property which has been received from
thie State or purchased with funds provided for that purpose
uinder this Agreement, shall be the property of the State; and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason,

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter D1-A or other existing law. Disclosure of data requires
prior written approval of the Stats,

11. CONTRACTOR’S RELATION TO THE STATE. In the
performanee of this Agreement the Contraclor is in all respects
an independent contractor, and s neither an agent nor aam
employee of the State, Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any beneflts, workers® compensation or
other emoluments provided by the State to its emplayees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior wrilten notice, which
shall be provided to the State at least fifieen (15).days prior to
the assignment, and 2 written consent of the State, For purposes
of this paragraph, a Change of Control shall constitute
assignment. “Change of Control” means (a) merger,
cansolidation, or a transaction or series of related transactions in

- which o third party, together with its affiliates, becomes the

direct or indirect owner of fifiy percent (50%) or more of the
voting shares or sirnilar equity interests, or combined voting
power of the Contractor, or (b) the sale of all ér substantially all
of the assets of the Contractor,

12.2 None of the Services shdll be subcomtracted by the
Contractor without prior written notice and consent of the State.
The State is entitled to copies of all subcentracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assigniment agreement to which it is not a

party. .

13. INDEMNIFICATION. Unless otherwise exempted by Jaw,
the Contractor shall indemnify and hold harmiess the State, its
officers and cmployees, from and against any and all claims,
linbilities and costs for any personal injury or property'damages,
patent or copyright infringement, or other elaims asserted against
the State, its officers or emnployees, which arise out of {or which
may be claimed to arise out of) the acls or omission of the
Contractor, or subcontractors, including but not Bmited to the
nepligence, reckless or intemtional conduct, The State shall not
be liable for any costs incurred by the Contractor arising under

Contractor Initials W

Date_6/30/21 /21
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this paragraph 13, Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovercign
immunity of the State, which mmunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
lermination of this Agreement,

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously meintain in force, and shall require any
subcontractor or assignee o obtain and maintain in foree, the
following insurance:

14.1.1 commercial general liability insurance against all claims
of bodily infury, death or property damage, in amounts of not
less than §1,000,000 per occwrence and $2,000,000 ageregate
or excess; snd ) )
14.,1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 hercin shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers licensed in the State of New Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her suceessor, certificate(s) of insurance
for all renewnl(s) of insurance required under this Agreement no
later than ten (10} days prior to the expitation date of each
insurance policy. The centificate(s) of .insurance and any
renewals thereof shall be attached and are incorporated hercin by
reference.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, cerlifies
and warrants that the Contractor is in compliance with or exerpt
from, the requirements of W.H. RSA chapter 281-A (“Workers'
Compensation”).

15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any ssbronlractor or assignee lo secure and maintain,
payment of Workers’ Compensation in comnection with
actjvities whicii the person proposes to undertake pursuant to this
Agreement. The Contracter shail furish the Contracting Officer
identified in block 1.9, or his or her successor, proof of Workers’
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, ‘which shall be
attached and are incorporated hercin by reference, The State
shall not be responsible for payment of any Workers’
Compensation premiums or for any ather claim or benefit for
Contractor, or any subcontracter or employee of Contractor,
which might arise under applicable State of New Hampshire
Workers’ Compensation  laws in  connection  with  the
performance of the Services under this Agreement,

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herain.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharpe by the Governor and Executive Council of
the.State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18, CHOICE. OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hompshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns, The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction shall te applied against or in favor of any party.
Any actfons arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the cvent of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shal! control,

20. THIRD PARTIES, The parties hereto-do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit,

21, BEADINGS. The headings thronghaut the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agresment.

22, SPECIAL PROVISIONS. Additiona! or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERAEBILITY. Intheevent any of the provisions ofthis
Agreement arc held by a court of competent jurisdiction to be
contrary (o any state or federal Jaw, the remaining provisions of
this Agreement will remain in ftl] force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
excouted in a number of counterparts, each of Which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject marter
hereof,

*
%

™

Page 4 of 50 ”
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" EXHIBIT A

_ SPECIAL PROVISIONS
1. Delete Section 13. INDEMNIFICATION inits enfirety and subslitute with the following:

-

The Coniractor shall defend, indemnify and hold harmiess the State, its officers and
employees, from and against any and afl claims, liabilities and costs for any personal injury or
property damages, patent or copyright infringement, or other claims asserted cgainst the
State, ifs officers or employees, which arise out of {or which may be claimed to arise out of]
the acts or omission of the Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The.State shall not be liable for any costs incured
by the Contractor arfsing under this paragraph. '

The Coniractor shall require any subcontractor, delegates, or transferees to agree inwiiiing tao
defend, indemnify and hold harmiless the State, its officers and employees from and against
any and dll losses suffered by the: State, its officers and employees, and anyand all claims,
liabilities or penalties asserted against the State, its officers and employees, by or on behalf of
any person, on account of, based or resulting from, arising out of {or which may be claimed to
arise out of) the acts or omissions of the subconiractor, delegate, or transferee.

Further, notwithstanding the foregeing, nothing herein contained shall be deemed to
conslitute a waiver of the sovereign immunity of the State, which immunity is hereby reserved
fo the State. This covenant shall survive the termination of this Agreement

2. Delete Section 8.2.1 in is entirety and substitufe with the following:

8.2.1 give the Contractor a written notice specifying the Event of Default and requiring it to be
remedied within, in the absence of a greater specification of fime, thirty {30) days from the
date of the notice; and if the Event of Default is not timely cured, termingte this Agreement,
effective two (2) days after giving the Contractor nofice of termination;

3. Delete Section 8.2.2 in its enfirety and substitute with the following:

8.2.2 give the Confractor a written notice specifying the Event of Default and suspending any |
applicable payments pending underthe applicable RFQ/SOW and ordering that the portion
of the RFQ/SOW price which would otherwise accrue to the Contractor during the period from
the date of such nolice until completion of the services by the Contractor;

4. Section 9. The foliowing provision shali be inserted at the end of this Section:

Contractor should have aright fo terminate the contract by giving (30} days' notice at least
for material breach like non-payment from Stote.

-

Page 5 of 50
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EXHIBIT B
SCOPE OF SERVICES

1. INTRODUCTION

This Master Agreement is entered into by and between Deloitte Consulting LLP (hereinafter referred
to as the "Contractor’] and the State of New Hampshire {hereinafter referred to as the “State”). The .
Confractor hereby agrees to provide the State and its agencies with for Salesforce Professional
Services in accordance to this Agreement and the terms of Request for Quotes [RFQ)/Statements of
Work (SOW] to this Agreement.

2, CONTRACT DOCUMENTS

;. This Contract consisis of the following documents [“Contract Documen’r's“l:

State of New Hdmpshire Terms and Conditions, General Provisions Form P-37
EXHIBIT A Special Provisions
EXHIBIT B Scope of Services
EXHIBIT C Method of Payment
CEXHIBITD . RFP 2425-21
EXHIBIT E RFQ/SOW

~oopoo

In the event of any conflict among the terms cr provisions of the documents listed above, the
fol[owing order of priority shall indicate which documents contrek: (1) Form Number P-37, asmodified
in Exhibit A, Special Provisions, {2} EXHBIT B “Scope of Services,” (3) EXHIBIT C “Method of Payment,™
{4) RFQ/SOW Worksheet, and (5) EXHIBIT D “RFP 2425-21."

All RFQ/SOW and Purchase Orders shall be subject solely to the terms of this Confract. In the event of
any conflict among the terms or provisions of this Contract and the SOW and Purchase Crders, the
terms of this Contract must take precedem

3. TERM OF CONTRACT

The term of this Contract shall. commence upon the approval by The Govermnor and Executive
Council dnd shall continue thereafter through December 31, 2023, a period of approximately fwo
and one-half [2.5) years, unless extended for additionat terms.

The Contract may be extended for five {5) additional one-year extension terms thereafter upon the

same terms, conditions and pricing sfructure upon the approval of the Governor and Execufive
Council.

The maximum term of the Contract (lnciudang all extensmns) cannot exceed seven and one—half (7.5)
yedars,
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4. SCOPE OF WORK. - .

All SOWs that are negotioted between the Parties shall be in writing and executed by both Parlies
and shall be attached hereto as supplemental Exhibits, and shall be incorporated into, and
governed by, this Agreement. A standard tempilate to request @ QUote\is attached (Exhibit E).
Confractor must be capable of providing information technology professional services for
Implementing Salesforce solutions. '

Confractor will receive RFQs/SOW from the Department of Administrative Services with a Salesforce
Professional Services Scope of Work. Each Scope of Work will detail various requirements related to
the planning and implementation of new projects, Each Scope of Work may request Salesforce
i_mplemenmﬁon,qnd experience in varying funcﬁonalﬁcreas or require mandatory expertise. Requests
for Services or Deliverables under the Contract will be submitted on behaif of Stdte Agencies in the .
form of an RFQ/SOW to all coniractors. An RFQ/SOW shali not constitute a binding order unfit
Purchase Order and RFQ/SOW have been approved per the requirements of the Contract,

- In cases where sp&cial licenses, accreditations or certificatioris are required by the State, federal or
local law or regulation fo perform Services of specified job d escriptions or RFQ/SOW, Contrdctor shall
provide copiés of such license, accreditation or cerlification within five (5] business days upon award
when requested by the State. .

Individual RFQs/SOW may include additional contractual requirements, certifications, o approvals
that must be safisfied at fhe time the Purchase Order [PO} is placed or upon delivery. Any federal
requirements or additional funding requirements will be defined by the State in the RFQ/SOW and

incorporated in Purchose Orders (PO).

I.  STANDARDS FOR FUTURE PROJECTS -

4

L USE OF CONTRACTOR SOLUTIONS

. When awarded a project through the RFQ/SOW process, Contractor will provide the
services as specified within the RFQ/SOW, : :

. Contracter shall explicitly state what Salesforce licenses are required as well as any
third parly applications when respondirig to a RFQ/SOW. -
° Each RFQ/SOW may include requirements about the System Integrator's {S1)

_ experience in implementing a similar solution. Experience shallinciude requirements
E that include but are not limited to, how many solutions of a similar nature are

: implemented and operational, the size and complexity of the project, and any
experience with statutory, regulatory, or indusiry standards. The specific Contractor
praposed functionality must be described. ' .

. SECURITY AND TESTING

L. APPLICATION SECURITY

Confractor shall;

ooy
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Develop Software applicatfions based on indusiry best practices and incorporating

information security throughout the Software development life cycle;

o Perform a Code Review prior to release of the application to the State to move it
into production. The code Review may be done in @ manner muiually agreeable to
the Contractor and the State. Copies-of the final, remediated results shall be
provided to the State for Review and audit purposes;

+ Follow Change Contro! Procedures {CCP) relative to release of code; and

» Develop applications following security-coding guidelines as set forth by

organizations such as, but not limited to Open Web Application Security Project

(OWASP) Top 10, SANS Commeon Weakness Enumeration {CWE) Top 25 or CERT

Secure Coding.

o=

i. TEST PLANNING AND PREPARATION - ‘

Conlractor shall meet the State's testing and acceptance requirements. All Testing and
Acceptance addressed herein shall apply to testing the Systemi. This shall include planning,
test scenario development, Data and System preparation for testing, and execution 6f Unif
Testing, System integration testing, conversion/migration testing, installation testing,
performance, and siress testing; Security Review and testing, and suppert of the State during
user Acceplance Tesﬁng [UAT). )

Contractor must disclose in their RFQ/SOW responses the scheduling ossumphons used In
regard to the Using Agency's resource efforts during testing.

Contractor shall certify, in wrifing, that the Contractor's own staff has successfully executed il
prergquisite testing, along with reporting the-actual testing results.

- The State will commence :is festing within five [5) business days of receiving Certification from
the Coniractor that the State's personnel have been frained and the System is instalied,
configured, complete, and ready for State testing. The testing will be conducted by the State
in an environment independent from the Contractor's development environment. Coniractor
must assist the State with testing in accordance with the Test Plan and the Work Plan, utiiizing
test and live Date to validate reporis, and conducf stress and performance testing.

i, TESTING
Testing begins upon completion of the Software configuration as reqwred and user training

according to the Work Plan. Testing ends upion issuance of a letter of UAT Acceptance by the
State.

Contractor shall adhere to the State's standard methodology described in Tdble II-C: State
Recommended Testing Methodology.

5 | Table lI-C: State Récomménded Tesfing Methodology
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Unit Testing

Application components are tested on an individual basis to
verify that the inputs, oulputs, and processing logic of each

" application component functions without errors. Unit Testing is

performed In either the development environment or o testing
environment.

Tne godl is to find erors in the smallest unit of Software, If
successful, subsequent integration testing should only reveal
emors related to the integration between application
components. N

System
Integration
Testing

a. Valdates the integration between the individual unit
application components and verifies that the new
System meets défined requirements and supports
execution of interfaces and business processes. The
Systems Integration Test is performed in a test
environment.

b. Emphasizes end-to-end business processes and the flow
of informotion across applications. It includes all key
business processes and interfaces being implemented,
confirms Data fransfers with external paorties, and
includes the fransmission or printing of al electronic and.
paper documents. )

¢.  The State will conduct System Integration Testing, utilizing
scripts developed, as identified in the Test Plan, fo
validate the functionality of the System and its
interfaces. The State will also use System Integration
Tésting to validate modifications, fixes and other System:
inferacfions with the Contracter supplied Software
Solution. . '

Conversion
/Migralion
‘Validation
Testing

The Conversion/Migration Validation Testing should Teplicaie
the enfire flow of the converted Data through the Software
Solution. As the Soffware Solution is interfaced to legacy or
third-porty opplications, the testing verifies that the resulting
converted legacy Data performs comectly.

Instailalion
Testing

Application components are installed in the System test
environment to test the installation routines and are refined for
the eventual production environment. This activity sefves as a
dry run of the installation steps in preparation for configuring the
production System.
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User The User Acceptance Test {UAT) is a Verificction process

-Acceptance performed in a copy of the production environment. The User

, Testing (UAT) - | Acceptance Test verifies System funclionality against
i . predefined Acceptance criteria that support 4he successiol

execution of approved business processes.

a. The Coniracior's Project Manager must certify in writing,
that the Contractor's own staff hos successfully
executed ol prerequisite Contractor testing, along with
reporting the octual testing results prior to the start of any
tesiing executed by State stoff.

b. The State will be presented with a State’ approved Test
Plan, test scenarios, test cases, test scripts, fest Data, and
expected results, as well as wiitten Certification of the
Conlractor's having completed the prerequisite tesis,

+ prior to the State stoff involvement in any testing
activities.

c. UAT will also serve as a performance and siress test of
the System. It may cover any aspect of the new System,
including administrative procedures such as backup
and recovery. The results of the UAT provide evidence
that the new System meets the User Acceptance criteria
as defined in the Work Plan

Upon successful conclusion of UAT and successiul System
deployment, the State willissue a lefter of UAT Acceptance and
therespective Warranty Period shall commence as described in
Section 4,12 Warranty Period.

Regression As a resuli, of the user Tesﬁng' activities, problems will be
| Testing identified that require correction. The Stafe will notify the
‘ Contractor of the nalure of the testing failures in writing. The

Contractor will be required fo perform oddifional testing
activities in response to State and/or user problems identified
from the testing resulls.

Regression Testing means selective re-testing to detect faults
infroduced during the modification effort, both to verify that
the modifications have not caused unintended adverse
effects, and fo verify that the modified and related {possibly
cffected] System components still -meet their specified
requirements.

‘a. For each miner failure of an Acceptance Test, the
Acceptance Period shall be extended by
carresponding time defined in the Test Plan.
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b.  The Confractor shall nofify the State no later than
five {5) business days from the Contractor's receipt

of wriiten notice of the test failure when the
Confractor expects the comections 1o be
completed and ready for rétesting by the State.

The Contractor willhave up fo five (5) business days

to make comections to the’ problem unless

specifically extended in writing by the State.

¢. When o programming change is made in response
to a problem identified during user testing, a
Regression Test Plan should be developed by the ‘
Contractor based on the understanding of the
program and the change being made fo the |
program. The Test Plan has two objectives:

1. Vdlidate that the change/update has
been properly incomorated info the
program; and :

2. Validate that there has been no
unintended change to the other portions
of the program.

d. The Coniractor shall:

1. Creaile a set of tést conditions, fest cases,
and test data that will validate that the
change has been incorporated comrectly;

2. Create a set of test conditions, test cases,
and fest data that will validate that the
unchanged portions of the program sfill
operate correctly; and

3. Mandage the enfire cyclic process.

e. The Confractor will be expected to execute the

Regression Test, provide actual testing results, and
) - cerfify its completion in writing to the State prior to
passing the modified Sofiware application to the
users for retesting.

In designing and conducting such Regression Testing, the
Contractor will be required to assess the risks inherent to the
modification.being implemented and weigh those risks against
the time and effort required for conducting the Regression
Tests. In other words, the Contractor will be expected to design
and conduct Regression Tests ihat will idenlify any unintended
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consequences of the modification while taking info account
Schedule and economic considerations.

Securlty
Review and
Testing

IT Security involves all funclions perlaining to the securing of
State Data and Systems through the creation and definition of
security policies, procedures and controls covering such areas
as ldentification, Authenlicafion and non-repudiation.

All components of the Software shall be Reviewad and tested
to ensure they protect the State’s hardware and Sofiware and
" its related Data assels.

Service Defines the set of capabilities that:
Component

Identification Supports obtaining information about
and | those parties attempling to log onto a
Authenfication system or application for security

purposes and the validation of users.

Access Conirol

Supports the management of permissions
for logging onto a computer or network.,

Encryption Supports the encoding of Data- fbr :
security purposes

Infrusion Supports the detection of illegal entrance

Detection into a computer system,

Verification Supports the confirmation of authority to
enter a computer system, application or
nefwork.

Digital Guarantees the unaltered state of a file.

Sighature:

User Supports the administratioh of computer,

Management application and network accounts within

. -an organizafion.
. Pagei20f50 -
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Role/Privilege Supports the gronting of abilities to users
Management or groups of users of a computer,
. ) application or network.

Audit Trail Supports  the  identification ~ and .7
Capture and monitoring of activiies within  an
Analysis application or system, -

Input Validation Ensures the application is protected from

- | buffer overflow, cross-site scripting, SQL
injection. and unauthorized access of files
! . and/or directories on the server.

: Prior to any System being moved into production, Contracter
shall provide results of all security testing to the Department of
- Information Technology for Review and Acceptance. All
Software and hardware shall be free of malicious code
(malware).

i

ll. = GENERAL REQUIREMENTS

i CONTRACTORSTAFF

The Contractor's Project Manager requires approval of the State prior to award of any
RFQ/SOW. The State's approval process may include, without limitation, at the State's
discretion, review of the proposed Project Manager's resume, qualificaiions, references and
background checks, and an interview. The Conlractor's Project Manager must be qudilified to
perform the obligations required of the position under the Contract, have full authority to
rake binding decisions, and shall function as the Contractor's representative for all
adminisirative and management matters. The Project Manager must be available to promptly
respond during Normal Working Hours within two {2) hours to inquiries from the State, and be at
the site as needed, .

The Contractor shall not change key staff and Project Manager commitments [c:ollechvely
referred to as "Project Staff”) unless such replacement is necessary due to sickness, death,
termination of employment, or unpaid leave of absence. Any such changes to the
Centractor's Project $taff shall require the prior written approval of the State. Rep[acer'neni
Project Staff shall have comparable or greater skills with regard to performance of the PrOJeci
as the'staff being replaced .and be subject to the provisions of this Contract.

The State may conduct reference and background checks on the Contractor's Pro;ect Staff,
The State shall mainfain the confidentiality of reference and background screening results, The
State reserves the right to refect the Coniractor's Project Staff as a reésult of such reference and
background checks. The Stafe also reserves the right to requiré removal or recxss:gnmem of the
Conlraclor's Key Project Staff found unacceptable to the Siate.
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Notwithstanding anything to the contrary, the State shall have the option to terminate the
Contract, at its discretion, if it is dissafistied with the Contractor's replacement Project Statf.

The Conlreector shall not allow ifs pérsonnel or subconiracters to store State data onportable
devices, including personal computers, except as specified and allowed by the Contract, and
then only on devices that are used and kept at its data centers within the Continental United
States. The Contractor shall pemmit its personnel and contractors to access State data remotely
only fo provide technical support and as specified or required by the contract.

ii. Prograr Support Roles
A. PROJECT MANAGER
The Confractor must have, maintain for the duration of this Agreement and engage
- Project Manager in any RFQ/SOW in this Agreement with the following minimum

qualifications:

5

Project Manager shall have af least 5+ years of Program/Project Management
experience managing a coniract and IT project team within the Public Sector
or Government environments,

Strong ability to establish and. maintain effective working relationships with
associates, subordinates, public officials and other professionals. A very strong
verbal, written and presentation skills and an abifity to express ideas clearly
and concisely both orally and in all forms of communication.

Cerlification in the field of Project Management.

Understanding of Agency business strategies and oversees short and long-
term Salesforce strategles for T infrastructure, operations and Agency IT Plan
{AITP), and works with project team to define objectives, research IT
requirements, provide cost benefit analysis and directs projects fowards the
best Salesforce solution.

Provides input into the design and implementation of project
management/infrastructure processes where modifications are beneficial to
support project outcomes. This may include items such as deliverable
templates, invoice processing, time approval, or sub-team reporiing where
such infrastructure is not existent or not meeting the needs of the project,
Demonsirates technical and judgmental skills required to perform project
management. o ‘

Provides direction and support for assigned projects (project
Intake/prioritizations, and workflow and decument management) to ensure
timely and efficient completion of tasks. )

Assumes responsibility for projects and assigned staff and consultants,
including delegation and scheduiing of work across agencies and provides
timely project progress reviews and feedback to senior leadership in Do,

¢ Project participants and sponsors. '

Maintain continuous and effective oversight of analysis and coordination
efforts, including business analysts to support project mission and objectives,
Leads analysis as well as project management tasks and activities as needed
to move project effarts towards completion,

Maintains project plan monitoring. control and updates as authorized and
approved by Doll management. ' ‘
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Parficipates in intra- and infer- agency discussions, requiring logical and
technological expertise, particularly to share and document information and
coordinate with project stakeholders from Doll and other agencies.
Continually seeks to improve practices tq add quality and value in support of
the intended assigned project missions and goals, .
Faciliate ongoing status reporting and conduct periodic project reviews.
Ability to perform financial management duties — preducing bills/invoices and
tracking the project budgef. : .

Maintains a Program Management Schedule that tracks upcoming work,
major accomplishments, and risks,

Ability to manage project stoff and ensure that they meet approved project
deadlines.’ ' '

‘B, Scrum Master
- The Contractor must have, maintain for the duration of this Agreement and engage
Scrum Master in any RFQ/SOW in this Agreement with the following minimum
qualificalions;

Scrum Master shall have at least 5+ years of experience a Salesforce project
team within the Public Secfor or Governmental environments,

Atleast 1 of the following cerlifications: Certified Serum Master, PMI Agile
Cerfified Pracfitioner, Professional Scrum Master il Certification.

- Experience with facllitating Scrum Events and Activities.

Experience with ensuring the project team and government staff understand
the scrum or agile framework that will be used for sprints and releases.
Experience with leading Scrurn or Scrum Sessions.

Experience with ensuring that the Sprint Stays aligned to Sprint Goals and
meeis the definition of done.

Experience with tracking and communicating issues that are discussed during
the Daiiy Scrums or Scrum of Scrum sessions.

Experience with facllifating Sprint Retrospective and identify areas of
improvement. .
Experience with supporting the development team in crecting user stories for
each sprint.

Experience in application design and development as wel o systems
maintenance and operations of a large-seale IT sysiem.

Experience with maintaining the Scrum Task board or Kanban Board for the
development leam and government to review the latest status of the sprint.

C. Sdlesforce Administrator

The Contractor must have, maintain for the duration of this Agreemeni and engage
Salesferce Administrator in any RFQ/SOW in this Agreement with the following minimum
qudlifications:

&

Salesforce Administrator shall have at least 3+ years of expetience a
Salesforce project leam within the Public Sector or Governmental

environments.

Must have Salesforce Certified Administrator certification.
Experience with setting up organization profiles, configuring User infedaces
and configure search settings.
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Expetience with creating and maintaining.an enterprise contact list within
Salesforce.

Experience with setting up and managing user profiles, froubleshooting user
login issues,

Experience with deploying [ift cnd shift Salesforce solutions.

Experience with managing Security and daia access based on: restricting
logins, determining object access, esfablish record access confrols, manage
record access with role hierarchy, deal with record access exceptions, cnd
manage field-level securily.

Experience with customizing Salesforce solutions by crechng new custom
fields, developing picklists & lookups, establishing page onouis, create record
types while maintaining data quality.

Experlence with managing Sales force data based on: imporiing néw records
using the import wizards, updating existing records, mass fransfer of records-
between users, cleaning of records/data integrity, backing up data, and
maintaining a data diciionary.

‘Experience with demonstrating the ability to automate email template

responses, workfiows, process builder, and establish rules within Salesforces

" capabilities.

Experience wilh developing reports and dashboards within Salesforce bosed
on the following:running and modifying reports, creating new reports, building
dashboards Using data visualization tools, and exporting data from reports.
Must have strong business analysis and functional experience, including
requirements gathering, creating/deploying solutions to end users, and
managing User Acceptance Testing {UAT)/deployment pracess.

Experience with the following: deploying Salesforce's solutions within g
Govemment Cloud environment, knowledge {and expertience) with Transport
Layer Security (JLS} and Secure Sockefs Layer (TSL), Salesforce Apex,
Salesforce Object Query Language SOQL, Chatter, Salesforce’s Lighining
Component, VisualForce, Mulesoft, DocGen(Nintex), DevOps and Continuous
Integration Tools, GitHub or similar tools.

Experience with developing the following: Sales force intake solutions,
Salesforce Investigation solutions, Salesforce Assessment solutions, Salesforce
Service Planning Solutions, Case Management Solutions, Salesforce Reporting
solutions, Salesforce Resource Management Solutions, Satesforce Financial
Management Solutions, and experience with designing Salesforce Ul and UX.

D. Salesforce Platform Developer

The Contractor must have, maintain for the duration of this Agreement and engage os
a Salesforce Administrator in any RFQ/SOW in this Agreement with the following
rminfmum quallftcchons .

Salesforce Developer shall have at least 3+ years of Salesforce Platform
Developer experience with a Salesforce project team within the Public Sector
or Governmental environments.

Must have af least one of the following certifications: Salesforce Platform
Certifled Develop |, Salesforce Platform Developer I, cr Salesforce Platform
App Builder,
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" Experience with product development fife cycle and soffwdre testing, which

includes creating unit fest cgses establishing unit testirig protocals and

- apprapriate festing environments, coordinate and executs software testing.

Experience with deploying lift and shift Salesforce solutions.

Abllity to design, code, test, debug. package and deploy quality scalable
and well-documented solutions on the Salesforce solutions,

Experience with deploying Salesforce’s solutions within @ Gevernment Cloud
environment.

Successfully document/maintain documentation on application code,
application use and flow, and tiaining materials.

. Experience with demonstrating the ability to autorate email template

responses, workflows, process builder, and establish rutes within Salesforce
capabilifies.. o

Experience with: Salesforce design/development, DevOps and Continuous
Infegration Tools, Salesforce Apex, developing Salesforce mobile sclutions,
MuleSoft and APl programming, Chatter, VisualForce, Salesforce’s Lightning

Component, JavaScript, C3 or C++, SQL or Data Manipulation Language

(DML), Salesforce Object Query Language (SOQL), GitHub or similar tools and
code versioning best pracfices, designing Salesforce Ul and UX, and DocGen
{Nintex).

Experience with developing: Salesforce intake solutions, Salgsforce
Investigation solufions, Salesforce Assessment solutions, Salesforce Service
Planning solutions, Sdlesforce Case Management solutions, Salesforce
Reparting solutions, Salesforce Resource Management solufions, and
Salesfarce Financial Management solutions. - i

E. Sdlesforce Technical Architect
The Contfractor must have, maintain for the duration of this Agreement and engage as
‘ a Techaical Architect in any RFQ/SOW in this Agreement with the followingminimum
" qualifications:

Technical Architect shall have at least 5+ years of Salesforce Technical
Architecture experience with a Solesforce project team within the Public
Sector or Governmental environments. _

Must have the atleast one of the following certifications: Salesforce Certified
Application Architect, Salesforce Certified System Architect, or Salesfoice
Cerlified Technical Architect.

Experience with architecting solutions that address security compléxities, Dev-
Ops, application design/development, and capabilities on the Lighining,
Platform as part of a functional security model. :
Experience with identitying development-related risks, considerations, and
limits for the platform across the architecture.

Experience with deploying lift and shift Salesforce solulions.

Understanding of data migration considerations, design frade-offs, and
commaon EIL tools. ,
Ability to document and mainiain current As-Is and To-Be Salesforce Solutions
Architecture for govermnment review. :

Ability to discuss and demonsirate all aspects of the Salesforce platform,
including but not limited to business processes, hosting infrastructure, security,

e
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i

integration to other Il systems across the State of New Hampshira's IT
Enferprise. )
Experience with Service Orienled Architecture (SOA).

Understanding of systerns architecture and ability to design scalable

performance-driven solutions.

Experience with Salesforce Apex.

Experience with VisualForce,

Experience with Salesforce's Lightning Component.

Experience with JavaScript.

Experience with deploying Sclesforc:e 5 solutions within a Government Cloud
environment.

Must have 3+ years of experience Wlfh CitHub or similar focls and code
versioning best praclices,

Strong knowlédge of the SDLC framework.

Experience with DevOps and Continuous Integration Téols e.g. (Jenkans]
Experience with MuleSoft or similar fools and APl programming.

Experience with Single Sign-on (550) and Security Assertion Markup Langucge
{SAML)

Experience and knowledge with Transport Layer Security [TLS) and Secure
Sockets Layer (TSL).

Experience with DocGen [Nintex)

Experience with developing: Salesforce Intake solutions, Salssforce
Investigation solutions, Salesforce Assessment solutions, Salesforce Service
Planning solutions, Salesforce Case Management solutions, Salesforce
Reporting solutions, Salesforce Resource Management solutions, Salesforce
financial Management solutions, Salesforce Object Search Language {SOQL,
and HTML.

£

F. Salesfarce Datce Architect

The Contractor must have, maintain for the duration of this Agreement and engage as
a Sdlesforce Data Architect in any RFQ/SOW in this Agreement with the following
minimum qualfications:

Technical Architect shali have at least 5+ years of Salesforce Data
Architecture experience with a Salesforce project team within the Public
Sector or Governmental environments,

Experience In dgile deliver.

Must be a Salesforce cerlified Data Arch:fec?ure and Management Designer;
Experience with Data Modeling/Database Design. .
Experience with large scale Data Migration efforts and Indexing.

Experience with performing Exfract, Transform, Load (ETL) effarts.

Must maintain data quality, a data dictionary, and As-ls and T0-Be data
models {logical and physical) for users to reference.

Experience with Salesforce Shield for data security.

Experience with Oracle databaseé.

Experience with leveraging Master Data Management (MDM]) Tools,
Experience wilh deploying Salesforce’s solutions within a Government Cloud
environment, o

Experience with Salesforce Apex.

Experience with MuleSoft and API programming.
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Experience with VisuglForce. .
Experience with Salesforce’s Lightning Component.
Experience with SQL or Data Manipulation Language {DML).
Experience with Salesforce Object Query Language {SOQL).
. Experience with GitHub or similar tools and code versioning best practices.
Experience with JavaScript.
Experience with Tableau or similar data visualization tool.
. ] = Experience with data analytics, data govemance, and Business Inteligence
sojutions within Salesforce.
Experience with DocGen (Nintex).
Experience with developing Salesforce Intake solUtions.
Experience with developing Sdlesfarce investigation solutions.
Experience with developing Salesforce Assessment
Experience with developing Salesforce Service Planning sclutions,
Experlence with developing Sdlesforce Case Management solutions.
Experience with developing Salesforce Reporting solutions.
Experience with developing Salesforce Resource Managemen solufions.
Experience with developing Salesforce Financial Managerment solutions.
Experience and knowledge with Transport Layer Security {TLS} and Secure
Sockets Layer (TSL).

G. Salesforce Business Analyst *

The Contractor must have, malntain for the duration of this Agreement and engage as -
o Salesforce Business Analyst in any RFQ/SOW in this Agreemen’r Wwith the following
minimum qudlifications:

« Sdlesforce Business Analyst shalt have at least 3+ years of Salesforce Busmess
Analyst experience with a Salesforce project team within the Public Sector or
Govemmental environments,

= Must have the Salesforce Certified Administrator certification. -

= Experience in agile delivery.

= Proficient in MS Excel, Word, PowerPolnt and Visio.

= Experience with writing user stories, use case, business/I requirements, and

User Acceptance Testing documents,

Experience with writing manuals and standard operating procedures.

Experience with developing As-Is and To-Be process.

Experience with Salesforce Solufions.

Experience with Tableau or similar data visualization focls.

Strong knowledge of the SDLC framework.

Experience with facilitating requirements gathering sessions and problem

solving.

Experience deveioping reporis that meeting Federal Standards.

Experience with gathering requirements for DocGen (Nintex}.

Experience with gathering requirements for Salesforce Intake solufions.

Experience with gathering requirements for Salesforce Investigation solutions.

Expetience with gather reguirements for Salesfor¢e Assessment solutions.

Expefiehce with gathering reqwrements feor Salesforce Service Planning

solutions.

» Experience with gathering requirements for Salesforce Case Management
solutions,
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» Experience with gathering requiremenis for Salesforce Reporfing solutions.

» Experience with gathering requirements for Salesforce Resource Management
solutions. ‘

= Experience with gathering requiremenis for Salesforce Financial management
solutions, .

H. Salesforce Training Consultant

The Confractor must have, maintain for the duration of this Agreement and engage as

a Salesforce Training Consulfant in any RFQ/SOW in this Agreement with the following

minimum qualifications:

« Salesforce Training Consultant shall have. Salesforce Training experience with a
Salesforce project team within the Public Secter or Governmental
environments. -

Must have Salesforce Certified Administrator certification.
Proficient in M$ Excel, Word, PowerPoint, and Visio.

Experience with wiiling user guides and training manuals.
Experience with Tableau or similar data visualization tool.

- Experience with Leaming Mcnagement Solutions such as Moodle.
Experience with fraining and teaching an audience on Salesforce solutions.
Strong knowledge of the SDLC framework.

Experience with gathering training requirements for future fraining sessions.
Experience with facilitating requirements gathering sessions and problem
solving. ‘

»  Experience with providing fraining on DocGen (Nintex).

Experience with providing training on Salesforce Intake solutions.

Experience with providing training on Salesforce Investigation solutions.

Experience with providing fraining on Salesforce Assessment solutions.

Experience with providing fraining on Salesforce Service Planning solutions.

Experience with praviding iraining on Salesforce Repaorting solutions.

Experience with providing training on Salesforce Resource Management

solutions. .

Experience with gathering requiremenits for Salesforce Financlal management solutions.

V. DELIVERABLES

The Conlractor shall provide the State with the Deliverables and Services in accordance with
the time frames in their response to RFQs/SOW. All Deliverables shall be subject to the State's
Acceptance as set forth in Testing and Acceptance, herein. Upon its subraission of @
Deliverable, the Confractor shali represent that it hos performed its obligations under the
Confract and RFQ/SOW associated with the Deliverable.

The State reserves the right to reject any and alt Deliverables in the event the State detects
any material Deficiency in such Deliverable, in whole or in part, through completion of all
Acceptance Testing for such Deliverable, including but not limited to, Software/Systern
Acceptance Testing, and any extensions thereof,

For each denial of Acceptance, the Acceplance Period may be extended, at the option of
the State, by the coresponding time required to correct the Deficiency, retest or Review.
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. WRITTEN DELIVERABLES REVIEW

The State will Review RFQ/SOW Written Deliverables for an Acceptance Period of five [5)
business days after receiving written Certification from the Contractor that the Written
Deliverable Ts final, complete, and ready for Review, The State will nofify the Contractor in
writing of its Acceptance or Non-Acceptance of a Deliverable by the end of the five (5) day
Review Period. If any Deficiencies exist within RFGs/SOW, the State will notify the Contractor in

. wrifing of the Deficiency and the Contractor must correct the Deficiency within five (5)

. business days of receiving nolfice from the State at no charge fo the State. Upon receipt of
the comrected Deliverable, the State will have five (5) business days to Review the comected
Written Deliverable and nofify the Contractorin writing of its Acceptance or rejection thereof.

. SOFTWARE DELIVERABLES.
Testing and Acceptance are completed based on the requirements defined herein,
iil. NON-SOFTWARE DELIVERABLES REVIEW

The State will Review RFQ/SOW Non-Software Deliverables to determine whether any
Deficiency exists and notify the Coniractorin writing of its Accepfance or non-acceptance of

~ the Non-Software Deliverable. The Contractor must correct the Deficiencies within five [5)
business days, or within the periad identified in the Work Plan, as applicable, Following
correction of the Defictency, the State will notify the Coniractorin writing of its Acceptance or
rejection-of the Deliverable.

iv. *  SOFTWARE LICENSE GRANT .

The Software License shall grant the State a warldwide, perpetudi, irevocable, non-exclusive,
non-fransferable, imited license to use the Software and ifs associated Documentation,
subject to the ferms.of the Contract.

V. SOFTWARE AND DOCUMENTATION COPIES

The Contractor shall provide the State with a sufficient nurmber of hard copy versionsof the
Software's associated Documentation and one {1) elecironic version in Microsoft WORD and
PDF format, The State shall have the right to copy the Software and ifs associated
Documentation for its internal business needs. The State agrees to include copyright and
proprietary nofices provided to the State by the Contractor on such copies,

vi. RESTRICTIONS

Except as otherwise permitled within, the State agrees not to: i

» Remove or madify any program markings or any nofice of Contracior's proprietary
rights; . ;

o Make programs or materials avaiiable iA any manher 1o any third pariy for use in the
third party's business operations, except as permitted herein; or '

« Cause or permit reverse engineering, disassembly or recompilation of the programs.
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vil. TITLE

The Confractor must hold the right to cllow the State fo use the Software orhold afi fitle, right,
and interest (including all ownership and infellectual property rights) in the Software and its
associated Documentation.

Vi, REMEDES ~ °

If the Contracior fails to corect a Deficiency within the period of time alloted by the State,
the Contractor shall he deemed to have committed an Event of Default, pursuant Section 8,
State of New Hampshire Terms and Conditians - P-37, General Provisions.

No'?wi‘ihs’rcmding any provision of the Contract, the Stote's oplion to terminate the Contract
and pursue the stated remedies will remain in effect untiithe Contraclor completes the
Contract to the satisfaction of the State,

ix. SYSTEM ACCEPTANCE

Upon completion of the Warranty Period, the State will issue a Letter of Final System
Acceptance.

X. - WARRANTY PERIOD

The Waranty Period for €ach project will initially commence upon the Stdte issuance of a
Lefter of Acceptance for UAT and will confinue for ninety (90) days. If within the last thirty (30)
calendar days of the Warranty Period, the System Software fails to operate as specified, the
Warranty Period wili cease, the Contractor will correct the Deficiency, and a new thirly {30)
calendar day Warmanty Period will begin. Any further Deficiencies with the Soffware must be
corrected and run faulf free for thirty (30) days.

The Contractor shall wamrant that fne System must operate to conform to the Specifications,
terms, and requirements of the Contract and RFQ/SOW.

The Contractor shall warrant that the Software is propetly functioning within the System,
compliant with the requirements of the Contract, and will operate in accordance with the
Specifications. Software shall be archived and or version controlled through the use of the
State of New Hampshire's configuration monagement sysiem.

The Contractor shall warrani that it has good e to, orthe right to allow the State to use all
Services, equipment, and Software provided under this Contfract, and that such Services;
equipment, and Software ("Material) do not violate orinfringe any patent, trademaork,
copyright, frade name or other intellectual property nghts or misappropriate a trade secret of
any third party.

The Coniroctor—sh_é:ll warrant that the Software will not contain any viruses, destructive
programming, or mechanisms designed to distupt the performance of the Software in
accordance with the Specifications.
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The Contractor shall warant thot all Systern components, including any replacement or
upgraded System Software components provided by the Contracior to correct Deficiencies or
as an Enhancement, shall operate with the rest of the System without loss of'any funcionality.»

The Contractor shall warrant that all Services provided under the Contract will be provided in
a professional manner In accordance with industry standards and that Services will comply
with performance standards.

x WARRANTY SERVICES

The Contractor shall agree to mainiain, repair, and correct Deficiencies in the System

Software, including but not limited to the individual modules or functions, during the Warranty
Period at no additional cost to the State, in accordance with the Specifications and terms and
requirements of the Contract, including without limitation,. correcting all errors, and Defects
and Deficiencies; eliminating viruses or destruciive programming; and replacing incorect,
Defective or Deficient Software and Documentation,

‘Warranty Services shall include, without imitation, the following:

= Maintain the System Software in accordance with the Specifications, terms, and
requirements of the Contract;

» Repair or replace the Systern Software or any poriion thereof so that the System
operates in accordance with the Specifications, terms, and requirements of the
Contract; -

» The Coniractor shall have available fo the Stote on-call telephione assistance, with issue
tracking available to the State, twenty four (24) hours per day and seven (7} days a
week with an email / télephone response within two {2) hours of request, with

. assistance response dependent upon issue severity; '

» On-site additional Services within four {4) business hours of a request;

¢ Maintain arecord of the octivitiés related to Warranty Repair or maintenance activities
performed for the State: and . . .

» For dll Warranty Services calls, the Contractor shall ensure the following infermation will
be collected and maintained: .

o Nature of the Deficiency;

Current status of the Deficiency;

Action plans, dates, and times;

Expectad and actual completion time;

Deficiency resolution information;

Resolved by,

Identifying number i.e. work order number: ancd

Issue identified by.

e The Contractor.must work with the State {o identify’ and troubleshoot potentially large-
scale Softwaore failures or Deficiencies by collecting the following information:

o Mean fime between reporied Deficiencies with the Software:
¢ Diagnosis of the roof cause of the problem; and
o ldentification of repeat calls or repeat Software problems.

» Al Deficiencies found during the Warranty Period and all Deficiencies found with the
Wamranty Releases shall be corrected by the Contractor no later than five (5) business
days, unless specifically extended.in writing by the State, af no additional cost 1o the
State.

0O Cc D OO0 OO0
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ifin the Event of Defauit, the Coniractor fails to comect the Deficiency wiihin the alloited

B period of time (see above). the State shall have the right, at its option: 1) to declare the
Coniractor in default, terminate the Contract, in whole or in part, without penalty or liability to
the State; 2] to retumn the Confractor's product and receive a refund for all amounts paid to
the Centractor, including but not limited to, applicable license fees within ninety [90) days of
notification 1o the Conlractor of the State’s infent to request a refund; anid 3) to pursue its
remedies available at law or in equity. o

Notwithstanding any provision of the Conircéf. the State's option to terminate the Contract
and pursue the remedies above will remain in effect until satisfactory completion of the full
Womranty Peried.

i ONGOING SOFTWARE MAINTENANCE AND SUPPORT LEVELS

The Contractor shall maintain and support the System in all material respects as described in
the applicable program Documentation after delivery and the Waranty Period of ninety (90)
days through the complefion of the Contfract term.

The Confractor will not be responsible for maintenance or support for Software deveioped or
meodified by the State.

xiil, MAINTENANCE RELEASES

The Contractor shalt make aveilable o the State the latest program updates, general -’
maintenance reieases, selected functionaiity releases, patches, and Documentation that are
generally offered to its customers, at no additional cost.

(4

xiv. CONTRACTOR RESPONSIBILITY .

The Contractor shall be responsible for performing on-site or remote technical support in
accordance with the Confract Documents, including without limitation the requirements,
terms, and conditions contained herein.

As port of the Software maintenance Agreement, ongoing Software mainfenance and
support levels, including all new Software releases, shall be responded to according to the
following:

» Closs A Deficiencies - The Controctor shall have available to the State on-call
felephone assistance, with issue fracking available to the Staie, eight (8) hours per day
and five {5) days o week with an ernail / telephone response within two (2} hours of
request; or the Contractor shall provide support on-site or with remote diagnostic
Services, within four (4) business hours of a request;

o Class B & C Deficiencies -The State shall notify the Contractor of such Deficiencies
during regular business hours and the Contractor shall respond back within four {4)
hours of notification of planned corrective action:
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The. Contractor shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications, Terms and Requirements of the Confract;

The Contractor shall maintain a record.of the activities related to wamranty repair or
mainfenance activifies performed fér the State;

For all maintenance Services calls, the Contractor shall ensure the following information will be
collected and maintained:
I. Nature of the Deficiency;
" ii. Current status of the Deficiency;
' fi. Action plans, dates, and times;
iv. Expected and actual completion time;
v. Deficiency resolution information;
vi. Resclved by;
vil. Identifying number i.e. work order number; and
vili, Issue identified by.

The Contractor must work with the State to idenlify and froubleshoot potentially large-scale
Systern failures or Deficiencies by collecting the following information: 1) mean time-between
reporied Defictencies with the Software; 2) diagnosis of the root cause of the problem; and 3
identification of repeat calls or repeat Software problems.
If the Confractor fails to comect a Deficiency within the dliotted period of time Stated above,
the Contfractor shall be deemed fo have committed an Event of Default, pursuant to Section
8: State of New Hampshire Terms and Conditions - P-37. The State reserves the right to retum
the Confractor's product and receive a refund for all amounts paid to the Contractor,
including but not imited o, applicable license fees, within mne'ry {?0) days of nofification to

. the Contractor of ihe State'srefund request

xv, ADMINISTRAT]VE SPECIFICATIONS

The State will not be responsible for any travel or out of pocket expensesincured in the
performance of the Sarvices, ’

The Confractor shall assume all fravel and related to Include, but not imited to: meals,
hotel/housing, airfare, car rentals, car mileage, and out of pocket expenses.

The Siate will noi pay for ony shipping or delivery fees unless specifically itemized in the
Confract.

The State agency will work with the Confractor to determine the requirements for providing afl
necessary workspace and office equipment, including desktop computers for the
‘Contractor's staff. If Contractor has specific requirements, they must be included in the
Confractor's response to any RFQ/SOW.

Contractor personnel shall provide Services between the Work Hours as identified by the
requesling State Agency, excluding State of New Hampshire holidays. Changes to this
Schedule may be made upon Agreement with the State Project Manager.
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As applicable, and reasonably necessary, and subject to the applicable State and federal
laws and regulations and restrictions Imposed by third parties upon the State, the State will
provide the Contractor with access to all program files, libraries, personal computerbésed
systeéms, softwdra packages, network systems, securi’ry systems, and hardware s required to
complete the controcted Services. &

The Confractor shalf provide the State access to all Documents, State Data, materials, reports,
and other work in progress relating to the Contract {*State Owned Documenis”). Upon
expiration or termindtion-of the Contract, Contractor shall tumn over all State-owned’
Documents, State Data, material, reports, ond work in progress relating to this Contract to the
State at no odditional cost to the State. State-Owned Documents must be provided in both
printed and electronic format.

Upon successful completion and/ar termination of the implemeniation of the Project, the
Contractor shall own and held all, title, and rights in any Software modifications developed in
connection with performance of obligations under the Coniract, or modifications o the
Contractor provided Software, and their associated Documentation including any and ali
performance enhancing operational plans and the Contractors' special utiiifies, The
Contractor shall license back to the State the right to produce, pubilish, or otherwise use such
Software, source code, object code, modifications, reports, and Documentation developed
under the Contract.

In no event shall the Contractor be precluded from developing foritself, or for others, matericis
that are competitive with, or similar o Custom Software, modifications developedin ¢
connection with performance of obligations under the Contract. In addition, the Coniractor’
shalt be free to use its general knowledge, skills, experience, and any other ideas, concepis,
know-how, and technigues that are ccquxred or used in the course of its performance under
this Agreement.

All work done must conform-to standards and procedures established by the Department of
Information Technology and the Siate.

In-consideration for receiving access to and use of the .computer facilities, and subject to
clarification in gpplicable RFQ/SOWs, network, licensed or developed Software, Sofiware
maintained or operdted by any of the Stafe entlties, systems, equipment, Documentation,
information, reports, or Database Administrator of any kind {heréinafter *Information”),
Contractor understands and agrees to the following rules: _

o Every Authorized User has the responsibility to assure the protection of information
from unauthorized access, misuse, theft, damage, destruction, modification, or”
disclosure;

o Information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other
private and non-State use and that at no fime shall Contractor access or attempt to
access any information without having the express authority from the State to do so;

= Al no time shall Contractor access or attempt to access any information in a
manner incensistent with the approved policies, procedures, and /or agreements
relating to system entry/access; .

o AllSoftware Llicensed, developed, or being evaluated by the State cannot be
copied, shared, distributed, sub-icensed, modifled. reverse engineered, rented, or
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sold, and that at all times Controctor must use utmost care to protect and keep
such Software strictly confidential in accordance with the license or any other
Agreement executed by the State. Only equipment or Software owned, licensed, or
being evaluated by the State, can be used by the Contractor. Personal Software
{including but not limited to palmiop sync Software) shalt not be-installed on any
equipment; and
+ if the Contractoris found to be in violation of any of the above-stated rules, the
Contractor may face remaval from the Coniract, and/or criminal or civil
prosecution, if the act constitutes @ violation of law.
- E-Mail and other electronic communication messaging systems are State of New Hampshire
property and are fo be used for business purposes only. Email is defined as “internal email

systems™ or “State-funded email systems." Conlractor understands and agrees that use of
~email shall follow State standard policy (available upon request).

The Internet/intranet is to be used for access to and dishibution of information in direct support
of the business of the State of New Hampshire according to State standard policy (available
upon request).

xvi. FORCE MAJUERE

Neither Contractor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party ond without fault or negligence of such
party. Such events shall include acts of God, stikes, lock cuts, riots, and acts of War,
epidemics, acts of Govermnment, fire, power failures, nuclear accidents, earthquakes, and
vnusually severe weather. )

Except in the evénf of the foregoing, Force Majeure events shall not include Contractor's
inability to hire or.provide personnel needed for the Confractor's performance under the
Contract. :

xvii. STATE CONFIDENTIAL INFORMATION

In performing its obligations under the Contract. the Coniractor may gain access fo
information of the Slate, including State Canfidential Information. “Siote Confidential
Information shall include, but not be limited 1o, information exempted from public disclosure
under New Hampshire RSA chapter 91-A: Access to Public Records and Meetings (see e.g. RSA

- chapter 9i-A: § Exemptions). The Confractor shall not use the State Confidential Information
developed or obtdined during the performance of, or acquired, or developed by reason of
the Contract, except as is directly connected to and necessary for the Contractor's
performance under the Confract.

The Contractor agrees to maintain the confidentiality of and to protect from unauvthorized use,
disclosure, publication, and reproduction {callectively "release”), dll State Confidential
Information that becomes available to the Contractor in connection with its performance
under the Conhract, regardiess of its form.

Any disclosure of the State Confidential information shall require prior written approvol 6f the
State. The Coniracior shall immediately notify the State if any request, subpoena or ofher
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legal process is served upon the Contractor regarding the State Confidential Information, and ‘
the Contractor shall cooperate with the State in any effort it undertakes to contest the request,
the subpoena or other legal process, at no additional cost to the Siate:

. In the event of unauthorized use or disclosure of the Siate’s 'Confidemidi Information, the
* Conftractor shall immediately notify the State, and the Stafe shallimmediately be entilled to
pursue any remedy at low and in equity, including, but not fimited to injunctive relief.

Insofar as the Coniractor seeks to maintain the confideritiality of its confidential or proprietary
information, the Coniractor must cleary identify in writing the informaticon it claims to be

. .confidential or proprietary. The Coniractor acknowledges thai the State is subject to the Right
to Know Law, RSA chapler 21-A. In the event the Stafe receives arequest for the information
Identified by the Céntractor as confidential, the State will notify the Contractor and specify
the date the Siate will be releasing the requested information. At the request of the State, the
Contractor shall cooperate and assist the State with the collection end Review of the '
Contractor's infarmation, at no additional expense to the Stafe, Any effort fo prohibit or enjoin
the felecse of the information shall be the Confractor's sole responsibility and at the
Contractor's sole expense. If the Coniractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State's notice 1o
the Contractor without any State jiabiiity to the Contractor.

As clanified in an applicable RFQ/SOW, in the event of a Data Breach, the Cohtracter shall
comply with provisions of NH RSA 359-C.

. Xvil, TRANSMISSION OF CONFIDENTIAL DATA
The following provisions are subject to clarification in an applicable RFQ/SOW.

Application Encryplion: Conlractor aftests the applications have been evaluated by an
expert knowledgeable in cybersecurity and that said application’s encryption capabilities
ensure secure fransmission vio the internet if transmitting data containing confidential data
between applications.

Computer Disks and Portoble Storage Devices: Contractor may not use computer disks or
pettable storage devices, such as a thumb drive, as a method of fransmitting Confidential
Data. Encrypted thumb drives may be used with written exception from the State.

Encrypted Email: Contractér may only employ email to transmit Confidential Data if email is
encrypted and being sent to and being received by email addresses of persons authorized to
receive such information.

Encrypted Web Site: If Coniractor is employing ihe Web io tronsmli Confidential Data, al! dc’ro
must be encrypled in transit using TLSv1.2 or higher. i
File' Hosting Services, also known.as File Sharing Sites: Co'n_’rrccfor may not use file hosting
services, such as Dropbox or Google Cloud Storage, to fransmit Confidential Dataq, without
writfen exception from the Stote.
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Ground Mail Service: Contrac:ror may only transmit Confidential Data via cerlified ground mail
or other delivery service with document/parcel tracking and receipt signature systems, such as
UPS or FedEx, within the confinental U.S. and when sentto a named individual.

Open Wireless Networks: Confractor may not transmit Confidential Data via an open wireless
network, unless employing a secure method of fransmission or remote access, such as a virtual
private nefwork [VPN). '

Remote User Communicofion: If Contractor Is employing remote communication to access or
transmit Confidential Data, a secure method of fransmission or remote access must be used.

SSH File Transfer Protocol alse known as Secure File Transfer Protocol {SFTP): If Contractoris
employing on SFTP to fransmit Confidentfial Data, Confractor will structure the Folder and
access privileges to prevent inappropriate disclosure of infofmation. SFTP folders and sub-
folders used for transmitting Confidential Dota will be coded for 24-hour auto-deletion cycle
(i.e. Confidential Data will be deleted every 24 hours).

Wireless Devices: If Coniractor is transmitting Confidential Data via wireless devices, all
Confidential Data must be encrypted to prevent inappropriate disclosure of information and
devices must be password protected.

xix. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS
The fcllowing brovisions are subject to clarification in an applicable RFQ/SOW.

The Contractor shall refain the Confidential Data for the duration of this Contract, Upon ihe
termination of the Contract, the Contractor shall retum the Data in whatever form it may exist
1o the State within 30 days of the Contract termination. Only-upon return of the Data to the
State, the Conhractor shall destroy the Data unless instructed otherwise by the State.

i.  Retention
Coniractor agrees:

o Nottostore, fransfer or process Confidential Data collected in connection with the
services rendered under this Contract and RFW/SOW oulside of the United States. This
physical lecation requirement shall alse apply in the iImplementation of cloud
computing, cloud service or cloud storage capabifities, and includes backup data and
Disaster Recovery locations,

« Confidential Data will not be stored on personal devices.

+ To ensure proper securily monitoring copdbiliﬁés are in place to detect potential
security events that can impact State of NH systems and/or State Confidential Data for
conlractor provided systems accessed or utilized for purposes of carrying out this
Coniract. . ‘

= To pravide or require security awareness and education for/of its End Users in support of
. protecting Confidential Data.
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« Toretain allelecironic and hard. copies of Confidential Data in a secure location.

o Confidential- Data stored in-o Cloud must be in a Government Cloud compliant solution
and comply with all applicable statutes and regulations regarding the privacy'and
security. All Contractor ¢ontrolled servers and devices must follow the hardening
standards as outline in NIST 800-123 .
(https://nvipubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-1 23.pdf). Aswell
os cutrent, updated, and maintained anti-malware utilities (e.g. anti-viral, anti-hacker,
anti-spam, anii-spyware). The environment, as a whole, must have infrusion-detection
services and intrusion protection services, as well as, firewall protection.

o To cooperate with the State's Chief information Security Officer (CISO) in the detection
of any securify vulnerability of the hosting infrastructure.

i. Disposiltion

« [f'the Contractor will maintain any Confidential Data on its systems [or its sub-contractor
systems), the Contractor will mainfain a documented process for securely disposing of such
- data upon request or contract ferminafion. The Coniractor will also obtain written
cerfification for any State of New Hampshire data destroyed by the Contractor or any
subconiractors as a part of ongoing, emergency, and or disaster recovery operations
When no longer in use, electronic media containing State of New Hampshire Confidential
Data shall be rendered unrecoverable via a secure wipe program in accordance with
industry-accepted standards for secure deletion and media sanitization, or otherwise
physically destroying the media (for example, degaussing) as described in NIST Special
Publication 800-88, Rev 1, Guidelines for Media Sanifization, National Institute of Standards
and Technology, U. S. Department of Commerce.
!

+ The Confractor shall provide the State with written certification, including date and time of
data desfruction, asserfing that data was destroyed per this Agreement. The written
certification will include all detclls necessary to demonstrate Confidential Data has been
properly desfroyed and validated. Where applicable, regulatory and professional
standards for retention requirements will be jointly evaluated by the State and Contractor

. prior to destruction. In the event where the confractor has comingled Confidential Diata
ond the destructionis not feasible the State and Contractor will Jointly evaluate regulatory
and professional standards for retention requirements prior to desfruction.

XX. PROCEDURES FOR SECURITY
The following provisions are subject to clarification in an applicable RFQ/SOW: :
1. Confractor agrees to safeguard the Confidential Data received under this Contract, and
any Derivative Data or files, s follows
a. The Confractof will maintain propersecurity controls fo protect Confidential Data
collecled, processed, managed, and/or stored in the gelivery of confracted
services.
b. The Contractor will maintain policies and procedures to protect Confidential Data
throughout the information lifecycle; where applicable, {from craation,
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transformation, use, storage and secure destruction) regardtess of the medio used
to store the data (i.e., tape, disk, paper, etc.).

. The Confractor will maintain appropriate authentication and dccess controls to

contractor systems that collect, transmit, or store Confidential Data where
applicabie. ’

- If the Conlractor will be sub-contracting any core funétions of the Contract and or

RFQ/SOW supporting the services thereunder, the Contractor will ensure End User(s)
will maintain an intermnal process or processes that defines specific security
expectations, and menitoring complicnce to security requirements that are
equivalent with the obligations imposed on the Contractor by this Agreement,

. The Contractor will work with the State to sign and comply with all applicable State

of New Hampshire and Deportment system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of
obtdgining and mcintaining occess to any Confidential Data or systemls).
Agreements will be completed and signed by the Contractor and any applicable
sub-coniractors prior to system access being authorized.

If the State determines the Contractoris o Business Associate pursuant to 45 CFR
160.103, the Coniractor will execute a HIPAA Business Associate Agreement [BAA)
with the State and is responsible for maintaining compliance with the BAA.,

. Inthe event of an Incident, Computer Security Incident, or Privacy Breach the

Contractor shall make immediate efforts to contain the incideni/Privacy Breach, to
minimize any damage or loss resulfing from the Incident, Computer Security
Incident, or Privacy Breach, as well s, investigate the cause(s) and promptly take
measures to prevent future Incidents, Computer Security Incidents, or Privacy
Breaches of a similar nature from reoccuning.

. Contractar agrees to maintain a documented Breach Notification and incident

Response process that complies with the requirements of this Information Security
Requiremenls Exhibit.

Contractor must, comply with all applicable state and federal laws refating to the
privacy and security of Confidential Data, ond safeguard the Confidential Data at a
level consistent with the requirements applicable to state and federal agencies,
Contractor agrees fo establish and maintain appropriate administrative, technical,
physical, and organizational safeguards to protect the confidentiality of the
Confidential Datd and to prevent unauthorized use or access to it. The scfeguards

. must provide d level and scope of securlty that is not less than the level and scope
.of security requirements that is set forth in the principles of NIST 800-53 {Rev.4).

Contractor agrees to use the minimum necessary Confidential Data in performance
of this Coniract. .

. The Contractor is responsible for ensuring End User compliance with the terms and

conditions of the Contract and this Information Security Requirements Exhibit.

The State reserves the right to conduct onsite inspections to monitor compliance
with this Coniract, including the privacy and security requirements provided herein,
HIPAA, and other applicable laws and Federal regulations until such time as the
Confidential Dota is disposed of in accordance with this Contract. -

2. The Stale reserves the right te conduct onsite inspections io monitor compliance with this

Contract, including the privacy and security requirements provided herein, HIPAA, and
other applicable State and federal laws and regulations until such time as the Confidential
Data is disposad of in accordance with this Coniract.
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LOSS REPORTING

¥

The following provisions are subject to clarification in on applicable RFQ/SOW;

" The Contractor must notify the State of any information securify events, computer security

incidents, or privacy breaches as scon as feasible, but no more than 24 hours after the
Coniractor has determine that the aforementioned has occured and that Confidential Data
may have been exposed or compromised.

If a suspected or known information securiiy event, computer security incident or privacy
bredch involves Social Security Adminisiration [SSA) provided data or Infernal Revenue
Services {IRS) provided Federal Tax Information (FT1). the confractor must notify the State
immediately and without delay.

The Contractor must comply with all applicable state and federal laws relating to the privacy
and security of Confidential Data, and safeguard the Confidential Data at the level consistent
with the requirements applicable to state and federcl agencies. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must-also address how the Contractor will:
a. ldenlify Incidenis;
b. Determine if Confidential Data is invalved in Incidents;
c. Report suspected or confirmed Incidents as required in this Information Security
Requlrements Exhibit; 7 )
d. ldenfify cnd convene a core response group to determine ihe risk level of Incidents and
determine risk-based responses to Incidents and mitigation measures;
e. Ideniify Inciden}/Breach nofification method and timing; and
Address and report Incidents, Computer Security incidents, Privacy, and/or Breaches
that implicate personal information {Pl) in accordance with NH RSA 359-C:20 and this
Agresment.

b

5. TERMINATION

a.

Termination for Default

Any one or more of the following acts or omissions of the Contractor shall consﬁ’fd%e an Event
of Default heraunder ("Event of Default”): .
[}

i. Failure to perform the Services as required under hereunder or on Schedule,
except to the extent the delay is'coused by the State:
ii. - Failure to submit any report required; and/or
ji. Failure perform any other covenant, term or condition of the Contract.

Upcn the occumence of any Event of Default, the State rnay take the following action {in

addition to, and subject to the requiremenis of Section 8 of P-37).

-
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~

Procure Services that are the subject of the Confract from another source and the
Contractoer shall be lioble for reimbursing the State for the replacement Services, above
those fees that the State would have otherwise paid Contractor for the lerminated Services
and all administratfive costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding. mailing,
advertising, applicable fees, charges or penalties; and staff time costs; all of which shall be
subject to the limitations of liability set forth in the Confract.

b. Termination Procedure

Upon termination of the Contract for any reason, the State, in addition to any other rights
provided in the Conirach, may require the Contractor to deliver to the State ony property,
including without imitation, Software and Written Deliverables, for such part of the Confract as
has been terminated. ‘ .

Afterreceipt of a notice of termination, and except as otherwise directed by the State, -
Conlractor shall:

1. Stop work under the Contract on the dc:f?, and fo the extent specified, in the
notice; '

2. Provide wiitten Certification to the State that Contractor has surrendered to the
State all said property.

c. Terminalion

All RFQ/SOW shall automatically terminate in the event that this Contract terminates for any
recson.

2

8. OBLIGATIONS AND LIAEIL]TY OF THE CONTRACTOR

The Contractor shall provide all services strictly pursuant fo, and in conformity with, the specifications
under the terms of this Contract and as described in State RFP #2348-21.

LIMITATION OF LABILITY
CONTRACTOR

Subject to gpplicable laws and regulations, in no event shall the Contractor be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and the Coniractor's
llablity to the State forany claims, liabilities, or expenses relating to this Contract shall not exceed two
times (2X] the total Confract price set forth in Coniract Agreement' —P-37, Gengral Provisions, Block
1.8. - e : &

Notwithstanding the monetary limitation contained in this paragraph abaove, in the event a claim or
action is brought against the State In which infringement, violation of Contractor's obligations under
the Business Associate Agreement, and/or any third parly claims for bodily injury, death, or damage
to real or tangible personal property to the extent caused by the Contractor’s negligence or willful
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misconduct are alleged, the Contractor, dtits own expense, shcll,defend', indemnify and hold
harmiess the State against.all such cloims or actions for any expenses, costs or damages, including
legal fees and expenses, incured by the State in connection with such claims or aclions.

@ -

7. DEBARMENT, SUSPENSION, INELIGIBILITY AND VOLUNTARY EXCLUSION LOWER TIER.COVERED
TRANSACTIONS

The Contractor certifies, by signature-of this Contract, that neither it nor its principals is presently
debarred, suspended, proposed for debarment, declared ineligible, or voluntarlly excluded from
participation in this transaction by any Federcl or State Department or Agency.

8. INSURANCE

Certificate of insurance amounts must be met and maointained throughout the term of the Contract
and any extensions as per the P-37, section 14 and cannot be cancelled or modified until the State
receives a 10 day prior written notice. !

9. CONFIDENTIALITY(& CRIMINAL RECORD:

_Ifrequested by the Using Agency, the Contractor and its employees, and Sub-Contractors (if any],
shall sign and submit a Confidential Nature of Department Records Form and a Criminal )
Authorization Recerds Form. These forms shall be submitted to the Using Agency prior fo the starf of
any work., C

10. ADDITIONAL REQUIREMENTS

a. The State requires ten (10} days' advance knowledge of work schedules to provide security
and access o respective work areds. No premium charges will be paid for any off-hour
work,

b. The $tate shall require comection of defective work ordamages to any part of a building or
its appurteénances when.caused by the Contractor's employees, equipment or supplies.
The Confractor shall replace in satisfactery condition all defeclive work and clamages
rendered thereby or any other damages Incurred. Upon failure of the Contractor to
proceed prompily with the necessary corrections, the State may withhold cny amount
necessary to.comect all defective work or damages from payments to the Confractor.

¢. The Confractor or their personnel shall not represent themselves as employees or agents of
the State.

d. While on State property, Coniractor's employees shall be subject to the control of the
State, but under no circumstances shall such persons be deemed to be employees of the
state. ’ ‘

e. All personnel shall observe all reguiations or s’p'ecioi restrictions in effect-at the State
Agency.
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f. The Confractor's personnel shall be allowed onlyin c;r:’ec:s w
performed. The use of Stafe telephones s prohibited.

i,

'g. TERMS AND DEFINITIONS

e

]

Acceptance

Notice' from the State that o Deliverable has
satisfied Acceptance Test or Review.

k.

Access Conrol

Supports the management of permissions for
logging onto a computer or network.

Appendix

Supplementary material that is coliected and
appended at the back of a document.

Authorized User

The Contractor's employees, Contractors,

Subcontractors or other agents who have

-permission to access the State's Personal Data

lo enable the Contractor to perform the
Service requirad.

Breach or Breach of
Security

Unlewful and unouthorized acquisition  of

unencrypted  computerized Data  that
materially  compromises  the . security,
Confidenticlity or integily of persondi

information maintained by a person or
commercial entity.

Certification

The Confractor's written declaration with full
supporting and witten  Documentation
(including without limitation test resuits as
applicable) that  the Conifractor  has
completed development of the Deliverable
and ceitified its readiness for applicable
Acceptance Testing or Review,

Change Control

Formal process for initiating changes to the
proposed Solufion or process once
development has begun,

Change Control
Procedures (CCP)

Formal process for initioling changes to the
proposed  Solution eor process once
development has begun through the use of a
Change Request/Order or CR.

Change Management

A process designed to help control the life

cycle of strategic, faclicai, and operational
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changes fo IT services through standardized
procedures. The goal of Change
Manaogement is to conlrol risk and minimize
disruption to associated IT services and
business operations.

Consists of changes which range from minor
changes fo significant changes that drostically
diter the project, however, typically format
change requests involve more significant
changes and the less impactful changes are
made at the projeci management level. The
change order. must be madeé formally, via a
writtén proposdl or request form fypically, and
that changes are not to be implemented until T
they are formally approved.

Change Ordey

Means sensitive informotion like fingerprints
and criminal backgrounds gathered by local,
state, and federal criminal justice and law
clis : - enforcement agencies as defined in the
Criminal Justice Information Services (CUIS)
Security Policy, ajoint progrom of the FB), State
l[dentification Bureaus, and CIS Systems
- Agency,

Refers to all the cloud computing and

Cloud/Claud virtualization products and solutions that are

Government .
Environment developed specificaly for government
organizations and institutions.
Completion Date End date for the Contract.
S Means "Computer Security incident" as stated
compuler Securily in Section 2.1 of NIST Publicafion 800-61 Rev. 2,

:Computer Security Incident Handling Guide

Means all informaltion ewned, managed.
created, received, fram or on behaif of the
State that is protecied by information security,
privacy or cenfidentiality rules and state and
federdl laws. This information includas but is not
imited to Derivative Data, Protected Health
Information {PHIl), Petsonally Identifiable
Information (Pll), Federal Tax Information.
Social Security Administration, and CJIS
{Criminal Justice Information Services) data.

Confidential Data ‘

Page 36 of 50 s -'
- Contractor Initials _EW___
Date 6/_30!21



DocuSign Envelope ID: §C339816-063A-48F0-8807-73904AD41B3C

»

Confidential infarimation

Information required 1o be kept Confidential
from unauthorized disclosure under the
Contract.

Contract

Tnis Agreement between the Sfate of New
Hampshire and a Centractor, which creates

binding obligations for each party to perform

as specified in the Contract Documents.

Coniract Conclusion

Refers to the conclusion of the Confract, for
any reason, including but not imited to, the
successful Contract completion, termination
for convenience, orterminafion for defauit.

Confract Documents

Documents that comprise this Confract.

Conlract Managers

The persons idenfified by the Staie and the
Contractor who shall be responsible for all
confractual authorization and administration
of the Contract. These responsibilities shall
include but not be lmited fo processing
Contrdct Documentation, obtaining executive
approvals, fracking costs and payments, and
representing the parties in all Confract
administrative activities.

Conlract Price

The total, not to exceed amount to be paid by
the State'to the Conlractor for product and
Services described in the Contract Agreément.
This amount is listed in Part 1, P-37 General
Frovisions - Section 1.8; Price Limitation,

Comr;:cior/ Contracted
Contractor

The Conlractor whose proposal or guote was
cwarded a Contract with the Stdfe-and who is

- responsible for the Sérvices and Déliverables of

the Contract.

Cure Period

The ihirty {30) day perod following wiiiten
nofification of a default within which o
Contracior must cure the default identified.

Custom Software

Software developed by the Contractor
specifically for a project for the Siate,

Data

State's records, files, forms, Data and olher
-documents ar information, in either electronic
or paper form, that will be used /converted by
the Contractor during the Contract Term.
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Data Breach

The unauthorized access by a non-authorized
person/s that resuls in the use, disclosure” or
theft of the State's unencrypted Non-Public
Doia.

Deficiencies/Defecis

A failure, Deficiency or Defect in a Deliverable
resulting in a Deliverable, the Software, or the
System, not conforming to its Specifications.

A Deliverable Is o fully qualified T consultani

Deliverable provided by the Coniractar to the State under
the terms of @ Coniract requirement.
Department _ An agency of the State

Department of

Administrafive Services -

Responsible for  providing  innovative
leadership, quality stafewide management of
services, and ensuring an efficient/cost-

(DAS) effective state govemment.
Responsible for the health, safely and well-
. being of the citizens-of New Hampshire. DHHS
Pepartment of Health provides services for individuals, children,

and Human Services
(DHHS)

families and seniors, and administers programs
ond services such as mental  health,
developmenital disabliity, substance abuse,
and public heglth.

Department of
information Technelogy
(DolT)

The Department of information Technology

estoblished under RSA 21-R by the Legislature
effective September 5, 2008.

Means data or information based on or

Derivalive Data created from Confidential Data
"Is a set of practices that automates the
DevOps processes between software development

and [T teams, in order o build, test, and release
software faster and more refiably.

Digital Signature

Cerfificafion” that guarantees the unaltered
state of a file, also known as "code signing".

.

Documentation

Al information that describes the instaliation,
operation, and use of the Softwcre, either in
printed or efectronic format,

Effective Date

The Contract and all obligations of the parties
hereunder shall become effective on the date
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the Governor and fhé Executive Council of the
State of New Hampshire approves the
Coniract.

Encryplion

Supports the transformation of Data for security

puUrposes.
. P i

End User

Means any person or entity [e.g. contractor's

employee, business associate, subcontractor,
other downstream wuser] that receives
Confidential Dato in cccordcnce with the
?erms of this Contract.

Enhancements

Updates, additions, modifications fo, and new
releases far the Software, and all changes to
the Documentation " as ad resull of
Enhancements, including, but not limited to,

. Enhancements produced by Change Orders.

Fully Loaded

Rates are inclusive of dll allowable expenses,
including, but not flimited to: meals,
hotel/housing, airfare, carrentals, car mileage,
and out of pocket expenses,

Governor and Execuhve
Council ‘

. The New Hampshire Governor and Fxecutive

Council.:

Health Insurance
Portability and
Accountability (HIPAA)

Means the Health Insurance Portability cnd
Accountability Act of 1996 and the regulafions
promulgated thereunder,

Identification and
Authentication

.t

Supports obfaining informatlion aboul those
parties attempting 1o log on to a System or
application for security purposes ond the
vcllddhon of those Users .

Incident

Means an act that potentially viclates an

. explicit or implied securty policy, which

includes successful aiftempls to  gain
unauthorized access fo a system or its data,
unwanted disruption or deniol of service, the
vnauthorized use of a system for the processing
or storage -of data; and changes fo system
hardware, firmware, or software
characteristics without the owner's knowledgs,
instruction, -or consent. Incidents include the
loss of data through theft or device
misplacement, loss or misplacement of
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hardecopy documents, and misrouting  of
physical ar electronic matl.

Input Validation

Ensure that the values entered by users or
provided by other applications meets the size,
type and format expected. Protecting the
application from- cross site scripting, SQL
injection, buffer overflow, etc.

Intrusion Detection

Supports the detection of ilegal entrance into
d computer system.

information Technolagy

{m

Refers to the tools and processes used for the
gathering, storing, manipulating, transmitting,
sharing, and sensing of information including,
but not Ilmited to, Data processing,

computing, information systems,
telecommunications, and véarious audic and
video technologies. .

Key Project Staff *

Personnel identified by the State and by the
Confractor as essential to work on the Project.

licensee

The State of New Hampshire

Non Exclusive Coniract

A confract executed by the Staie that does
not resirict the State from seeking alternative
sources for the Deliverables, or Services
provided under the Coniract.

Deliverables that are not Software Deliverables

g;;i:i?gg:;e or Written Deliverables, e.g., meetings, help
- support, service, other.

‘ : The State Contract Manager's wiitten direction

Notlce to Froceed (NTP) to the Contractor to begin work on the

Contract on o given date and time.

Mot to Exceed (NTE)

The total contract value commilted by the
State of New Hampshire that will nof exceed
the armnount of the Coniractor's frm proposal
and estimates.

Open Wireless Network

Means any network or segment of a network
thaf is hot designated by the State of New
Hampshire's Depariment  of  Information
Technology or delegate as a protected
network {designed, tested, and approved, by

"means of the State, fo iransmit] wil be

considered an open network and not
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adequately secure for the Iransmission of-
unencrypted Confidential Data.

Operational

The System is opérating and fully functional, all
Data has been loaded; the System is available
for use by the State in its dally operations, and
the State hasissued an Acceptance Letter.

Order of Precadence

The order in which Confract/Documents
control in the event of a conflict or ambiguity.

A ferm or condition in @ document coritrols

over a conflicting “or ambiguous term or

condition In a document that is lower in the

Order of Precedence.

Personally Identifiable
* Information (PH)

Means any data that could potentially identify
a specific individual, Any information that can
be used io distinguish one person from another
and can be used for de-anonymizing
anonymous data can be considered PH

Privacy. Breach

Means ‘the loss of confrol, compromise,
unauthorized disclosure, unauthorized
acquisition, unauthorized access, or anysimilar

tarm refering to situgtions where persons other

than auvihorized users and for an other than
authorized purpose have access or poténtial
access to perscnally identifiable information,
whether physical or elecironic. With regard fo
Protected Health Information, "Breach" shall
have the same meaning as the term “Breach”
in seclion 164.402 of Title 45, Code of Federal
Regulations.

e

Project

The planned underiaking regarding the entire
subject matter of this Contract, RFQ/SOW and
the activities of the parlies related herelo.

’ Project Team

The group of State employees and contracted
Contractor's  personnel responsible  for
managing the processes and mechanisms
required such that the Services are procured in
accordance with the Wark Flan on time, on
budgef and to the required specifications and -
quality.

Project Management
Plan

A document that describes the processes ond
methadology to be employed by the
Cantractor to ensure a successful project,
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s

‘.Proje{:i Managers

The persons identifiedt who shall function as the

State’s -and the Conkactor's representaiive;

with regard to Review and Acceptance of
Ceniract Deliverobles, invoice sign off, and
review and approval of Change Requests [CR)
utilizing the Change Conirol Procedures (CCP).

Protected Health
Information (PH!)

With regard to Protected Hedlth information,
“Breach" shall have the same meaning as the
term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b

A plan integrated. into the Work Plan used to
ascerfain whether fixes to Defects have

Regresston Test Plan "caused erors  elsewhere in  the
application/process. .
. The process of reviewing Deliverables for
Review

Acceplance.

Review Period

The periad set for Review of a Deliverable. if
none Is specified then the Review Pericd is five
(5} business days.

&

Role/Privilege

Supports fhe granfing of abilifies fo users or
groups of users of a computer, application or

Management network.
The dates described in the Work Plan for
schedule deadiines for performance of Services and

other Project everits and acfivities under the
Conliract.

Security Rule

Means the Secwurify Standards for the
Profection of Eleclronic Protected Health
Information at 45 C.F.R. Part 164, Subpart C,
and amendments thereto.

The work or labor to be performed by the

Contract. é

Services Coniractor on the Project as described in the
‘Coniract.
Al cusiom Software and COTS Software
Software provided by the Confractor under _the

Software Deliverables

The Software provided under this Contract and
any Enhancements.

-
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Software ll;:ens e licenses provided io the State under this
I Contract.

- - . The Solution consists of the total Solution, which
_ includes, without limitation, Software and
Solution Services; addressing the requirements and
terms of the Contract Specifications as a
response to this RFP.

The written Specifications that set forth the
requirements which include, without imitation,
this RFP, the Proposal, the Confract. any
performance standards, Documentation,
applicable State and federal policies, laws
and reguiations, State technical standards,
subsequent State-approved Deliverables, and
other Specifications and requirements
described in the Contract Documents, The
Specifications are, by this reference, made a
part of the Contract as though completely set
forth herein. )

Specifications

Is a set of step-by-step instructions compiled by
an organization-for users to camy out complex

Lo Standard Operating routine operafions. SOPs aim to achievée
Procedure {SOF) efficiency. quality output and uniformity of
performance, while reducing

miscommunication within the organization.

STATE is-defined as:

State of New Hampshire

| Department of Administrative Services
State ) | 20 Capitol Street

¢ Concord, NH 03301

‘The -Term:"Sicie" shall include -gll state
ugencies.

i

A Statement of Work cleanly defines the basic
requirements and objectives of a Project. The
Statement of Work ¢lso defines a high level
: view of the architeciure, performance and

" Stolement-of Work (SOW) design  reguirements, the roles and
responsibilities of the State and the Contractor,  |.
The SOW defines the results that the Contracior ¢
remains responsible and accountable for:
achieving.
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State's information regardless of its form that is
not subject to public disclosure under

:?;:Zgonﬂdenml applicable state and federal laws and
regulations, including but not limifed to RSA
Chapter 91-A.
Any information contained within State systems
State Data in electronic or papeér format.
The New Hdmpshire State Fiscal Year extends
State Fiscol Year (SFY) from July 1si through June 30th of the following
calendar year.
’ State's representative with regard to Project
management and technical matters. Agency
State’s Project Manager Project Managers are responsible for review
(PM) ond Accepfance of specific Contract

Deliverables, invoice sign off, and Review and
approval of a Change Request (CR).

4

A person, parinership, or company not in the
empioyment of, or owned by, the Confracior,
Subcontractor which is performing Services under this
' Coniract under a separate Coniract with or on
behalf of the Contractor,

Al Software, specified hardware, and
inferfaces and extensions, integrated and
funclioning together in accorddnce with the
Specifications.

Sysfem

A Confractor that specializes in  bringing
together component subsystems into a whole
and ensuring that those subsystems function
together, a practice known as system
- infegration. They also solve problems of -
automation.

System Integrator (SI)

TBD To Be Deterniined

. Term Pefiod of the Contract from the Effectivé Dale
fhrough Coentract End Date.

A plan, integrated in the Work Plan, to verify

the code {new or changed) works to fulfil the

Test Plan . rfaq'U]_remen’rs of the Project. It may consist of a
timeline, a series of tests and test Datq, test

‘scripts and reports for the test resulis as well as
a tracking mechanism.
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A State of New Hampshire Agency that

Using Agency submited o request for o quote from
1 vendor(s).
Veriticalion Supports the confirmation of authority to enter

a computer system application or network.

Extends a private network across a public
network, and enables users to send and
receive Data across shared or public networks
as if thelr computing devices were. directly
connected to the private network.

Virtual Private Nelwork (VPN)

A period of coverage during: which the.
confracted .Contractor is responsible for
providing a guaraniee for products and
services delivered as defined in the contract,

Warranty Petiod

Conlracter personnel shall provide Services
bétween the Work Hours as identified by the
. . 1 reguesting Staté Agency, excluding State of
: § New Hampshire helidays. Changes to this
1 schedule may be made upon agreement with.
- Work Hours i the State Project Manager. State holidays are:
1 New Yecr's Day, Marlin Luther King Day.
President's Day, Memorial Day, July 4, Labor
Day, Veterans Day, Thanksgiving Day, the day
after Thanksgiving Day, and Chrisimas Day.
Specific dates will be provided upon request. .

The overdl plan of activilies for the Project
created in accordance with the RFQ/SOW.
The plon and delineation of tasks, activities
and events to be pearformed and Deliverables
to be produced under the Project. The Work
Plan shail include a delailed description of the
Schedule, fasks/aclivities, Deliverables, critical
events, task dependencies, and the resources
that would lead and/or pariicipate on each
fask.

Work Plan
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' EXHIBIT C
METHOD OF PAYMENT

1. CONTRACT PRICE

The Contractor hereby agrees o provide Salesforce Professional services in complete compliance with
the terms and conditions of this Agreement and any future Statement of Work awarded o the
Contractor. The Contractor acknowledges and agrees that this is a nol-fo-exceed Agreement with
an aggregate price limitation of $10,000,000.00 for all future SOW. This price limitation is shared between
multiple vendors, and no funds will be paid to the Contractor once the price limitation is reached. This
price limitaiion is not considered a guaranteed or minimum figure; however it shall be considered a
maximum figure far all fulure SOW from the effective date through the expiration date as indicated in
Form P37 Block 1.7.

Both Parties acknowledge and agree that this Contract shall not be exclusive in any respect.

2. PRICING STRUCTURE

Coniracter shall provide the services at ine notto-exceed houry rates set in the chle below, This
pricing for hourly staff or Project staffing shall be effechve for ’rhe term of this Contrcc:f any extensions
therteof and the Siatement of Work.

Year 1 _
Contract Approval ~ Year 2 Year3
12/31/21 - 1/1/22-12/31/22 1/1/23 - 12/31/23
Hourly Rate Not to Hourly Rate Not to Hourly Rate Notto
Position Exceed Exceed Exteed .
| Program Manager $195.00 $195.00 | $201.00
Scrum Master ’ $159.00 % _59 00 $164.00
Salesforce Technical ‘ '
| Architect $185.00 $185.00 -l $191.00
Salesforce Administrator 1 .00 $101.00 - | $104.00
Salesforce Platform ’ | -
Developer $126.00 $124.00 $130.00
Salesiorce 5010 Archih'act 3155.00 i 1 $155.00 & $160.00
Salesforce Business Analyst | $150.00° $150.00 A $155.00
Salesforce Training .
Consultant $130.00 ' $130.00 $134.00
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o

3, FUTURE PRICING REQUESTS

The State reserves the right to either seek additional discounts.from Confractor or to contract
separately for a single purchase, if in the judgment of the State, the Project required is sufficiently
large, fo enable the State torealize a cost savings, over and above the prices’set forth in Exhibit C
Section 2, whether or not such a savings actually occurs.

4. INVOICE

ltemized Invoices shall be submitted to the requesting agency after the completion of the _
job/services and shallinclude a brief description of the-work done along with the location of work.

N

Contractar shall be paid within 30 days after receipt of properiy documented invoicé and
acceptance of the work io the State's satisfaction,

5. PAYMENT _

Payments may be made via ACH or P-Card. Use the following link to enroll with the State Treasury
for ACH payments: hitos://www.nh.qav/treasury
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EXHIBIT D

RFP #2425-21 is incorporated-here within.
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EXHIBIT E - ScleSfbrcé'Mdnag'ed Services RFQ Worksheet/Template

Purpose: To request'a preposal from prequalified Salesforce Managed Services vendors for a specific Scope of
Work. All Statements of Work shall adhere to this worksheet. All theterms and conditions within the Salesforce
Managed Services Contract RFP 2348-21 are applicable to this scope of work.

3le arée-Professional:Services Via - SRTERERED
INFORMATION. *... - T R c ]
Date: MM/DD/YYYY. Proposal Due Date: MM/DD/YYYY.

Project Name:

Agency Sapported: -~ [Submitter:
-<Name>
<Title>
<Contact Information>

Mandatory Expertise or Contractor Qualifications:
e Text

Key Staff Required with Subject Matter Expertise:
« Staffassigned to the following roles shall have knowledge of (X} Programs and experience with (X}
requirements ’ -
o Staff Title —~ Text
o Staff Title ~ Text

Sample Work plan and Methodology Réqﬁired? Key Contractor Staff Resumes Required?

Compliance Requirements:

' “STATEMENT OF WORK °

Project Overview: Describe how the work will meet statutory]reguIatory/business requirements for the Agency that

is associated with the project.
!

Background and Current Processes:

Assumptions/Risk Mitigation Plan:

* " . ) -PROJECT DELIVERABLES AND MILESTONES

Deliverables:
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Milestones;

B -

%" CHNTERFACEREQUIREMENTS - - . -~ + % -

Interfaces-Required?

Assumptions/Risk Mitigation Plan

L kT

STRIgTEAN

SOW Project Manager
<Name>
<Title>
<Contact Information>

Key Team Members
<Role»
<Name>
<Title>
<Contact Information>

<Role>

<Name>

<Title>

<Contact Information>

allocations.)

For éxample purposes only:

4. Total cost — 30 Paints
Note: Points-must total 100,

Evaluation. Criteria:{for SOW awards) .
All. awards for the SOW will be based on the following criterfa. (The agency will select award criteria and point

1. Ability to meet “Mandatory Expertise or Contractor Qualifications” — 30 Points
2. Ability to meet. "Key Staff-Required with Subject Matter Expertise” ~ 20 Points -
3. Optional interviews as deemed necessary by the State - 20 Points
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