New Hampshire
Fish and Game Department

o

April 24, 2024
His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the New Hampshire Fish and Game Department (NHFG) to enter into a Sole Source amendment to an existing
contract (Contract #6003417) with Sovereign Sportsman Solutions, LLC, dba Paylt, LLC (VC#230940), Nashville, Tennessee, by
increasing the price limitation by $50,000 from $184,305 to $234,305 and by extending the contract completion date from June 30,
2024 to June 30, 2029, per the option stated in the original contract, for upgrades to an Online OHRV Registration Sales system and
the online internet sales system, effective upon Governor and Council approval through June 30, 2029. The original contract was
approved by Governor and Council on May 15, 2019, item #55, and most recently amended with Governor and Council approval on
June 14, 2023, item #108. Funding is 50% Agency Income (OHRV Funds) and 50% Fish and Game Funds.

Funding is available in account, Law Enforcement Program-OHRV Education, Trng, Enforc., as follows:

FY 2024
03 75 75 752520 11830000-103-502507 Contracts for Operational Svcs. $25,000

Funds are available in the following account for Fiscal Year 2025, and are anticipated to be available in Fiscal Years 2026 through
2029, upon the continued appropriation of funds in the future operating budgets with the authority to adjust encumbrances
between fiscal years within the price limitation through the Budget Office, if needed and justified.

03 75 75 751020 21180000, Administrative Support-Licensing FY 2025 FY 2026 FY 2027 FY 2028 FY 2029
103-502507 Contracts for Operational Svcs. $5,000 $5,000 $5,000 $5,000 $5,000

EXPLANATION

A sole source amendment to the existing contract is necessary in order to move towards greater database consolidation
and to better support the public by allowing NHFG to expand its use of the online OHRV Registration system by allowing the
purchase of both renewal AND initial OHRV registrations per RSA 215-A:45.

The current contract expires June 30, 2024. This amendment will allow the NHFG to continue internet based sales of
hunting and fishing licenses, OHRV registrations, hunt lotteries HIP surveys, sales of HikeSafe card, the Hunter Education event
management systems and Wildlife Harvest Reporting.

The Office of Information Technology has approved this contract amendment, DolT No 2019-031B.

Respectfully submitted,

Jutt e b AGID X

Scott R. Mason Kathy Ann LaBonte
Executive Director Chief, Business Division

N

HEADQUARTERS: 11 Hazen Drive, Concord, NH 03301-6500 www.WildNH.com
(603) 271-3421 e-mail: info@wildlife.nh.gov
FAX (603) 271-1438 TDD Access: Relay NH 1-800-735-2964



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301 S
Fax: 603-271-1516 TDD Access: 1-800-735- 2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 29, 2024

Scott R. Mason, Executive Director

New Hampshire Fish and Game Department
State of New Hampshire

11 Hazen Drive

Concord, NH 03301

Dear Executive Director Mason:
This letter represents formal notification that the Department of Information Technology (DolT) |
has approved your agency’s request to enter into a contract amendment with Sovereign Sportsman

Solutions, LLC, as described below and referenced as DoIT No 2019-031B.

The purpose of this request is for upgrades to an Online OHRV Registration Sales system and
the online internet sales system.

The Total Price Limitation will increase by $50,000 for a New Total Price Limitation of
$234, 305 effective upon Governor and Council approval through June 30, 2029.

A copy of this letter must accompany the New Hampshrre Fish and Game Department s
subrmssmn to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet "‘
DG/id
DolIT #2019-031B

cc: Dorice McCullough, IT Lead

“Innovative Technologies Today for New Hampshire's Tomorrow"



AMENDMENT

This Agreement (hereinafter called the “Amendment™) dated 29% day of April 2024, by
and between the State of New Hampshire acting by and through its New Hampshire Fish and -
Game Department (hereinafier referred to as the “State™), and Sovereign Sportsman Solutions,
LLC dba Paylt Kansas City MO, TN, VCH 230940 (hereinafier called the “Contractor”).

WHEREAS, pursuant to an agreement (hereinafier called the “Contract™) dated, April 16,
2019, approved by the Governor and Council on May 15, 2019, Item #53, the Contractor agreed
to perform certain services upon the terms and conditions specified in the Contract and in
consideration of payment by the State of certain sums specified therein; and

WHEREAS, pursuant to an agreement amendment (hereinafter called the “Contract
Amendment”) dated, May 17, 2023, approved by the Governor and Council on June 14, 2023,
ftem #108, the Contractor agreed to perform certain services upon the terms and conditions
specified in the Contract Amendment and in consideration of payment by the State of certain
sums specified therein; and

WHEREAS, pursuant to the provisions of paragraph 17 of the Contract, the Contract may

be amended, waived or discharged only by written instrument executed by the partics thereto;
and ' v

NOW THEREFORE, in consideration of tlje foregoing, and the covenants and conditions
contained in the Contract and set forth herein, the parties hereto do hereby agree as follows:

1) Amendment and Modification of Contract:.
The Contract is hereby amended as follows:
‘ {A}The completion date shall be extended i:f’rmn June 30, 2024 to June 30, 2029.
(B) Amend Exhibit B of the agreement to read as follows: “The additional amount paid

to-the Contractor under this Coniract will not exceed $ 50,000. The total Contract
amount including this Amendment shall not exceed $ 234,303,

2)  Effective Date of Amendment

This Amendment shall take effect upon the-date of approval by the Governor and
Executive Council of the State of New Hampshire.

3,  Continuance of Agreement
Except as specifically amended and modified by the terms and conditions of this

Amendment, the Contract, and the obligations of the parties thereunder, shall remain in
~ full force and effect with the terms and conditions set forth therein.




PRAVHINESS WHEREOL, the ;mriics set theie hands avof the day and yeac Tirs e
CUwpien. ’ S : :

U SEATEOF NEW HANMPSHIRE o | )

Vivh and §hame Department of Ngw Lampshire

RY:

DATE: May 24 2024

Name of (‘.ontmctm- and Authorized Signoy

' boverelgn Sponsman Solutions,. LLC d!bla Paylt, LLC

Nameof Lyt;aymr)

/-’ : .
"“3 ~Jerod Sands DATE: =
T J S

~Acknow ¥cdgmem: State of __ it \&u

| person 1 ide neified 1o be he. pe S0t ul:ose napw! appcal subove in .wgmno o [’u /Iulf 0/ z}‘. _ :
contrdetor and acknowledged thar s'he executed this document in lha capacits indicdied befie -

IN WITNESS THEREOK, | hcreunm setmy hand and official scal.

ol

LA
Signatre of \umr\ Pubhx or lustm of NamefTitle of Notary Public oe Jastice off -
[hL Peace - o : the Peace . ) .

APPROVED BY. THEATTORNEY GENERAL (Form, Substance and Execution)
BY: Melsse Feles pam:_ S lz"{"'

Attornd® General's Office

ME‘!ED#TH €. LU}\FH
Hetaty Public, f’om'y Seai
St 6t Missour
Clay County
EIN ~Commission § 19006465
| My Commissian Expires 09-12-2027

*m G R Wmmwmm




State of New Hampshlre
Department of State

" CERTIFICATE

N _I Dav1d M Scanlan Secretary of State of the State of New Hampshlre do hereby certlfy that SOVEREIGN SPORTSMAN .
e -'SOLUTIONS LLC 1s aDelaware lelted Llabrhty Company reglstered to transact busmess in New Hampshlre on March 01
: 2013 1 further certlfy that all fees and documents requlred by the Secretary of State s ofﬁce have been recelved and 1s in good o

: standlng as far as thls offlce is. concerned ;

" BusmessID 687841 » e T e e R
'CertlﬁcateNumber 0006664620 o ST S - o s ’

. i ‘ IN TESTIMONY WHEREOF

. ’E:’the Seal of the State of New Hampshlre
"fthls IOth day of Aprll A D 2024

iDaVid'Mﬁ;Seanlan )

Secretary"bt‘fsltate" T

O

Ry 1 hereto set my | hand and cause to be afﬂxed




Certificate of Authority #3 -~ - (Limited Partnership, Limited Liability
; ) Professional Partnership or LLC)

Limited Partnership or LLC Certificate of A-uthoritvr

1, Michael Plunkett
(Name)

of _Sovereign Sportsman Solutions d/b/a Paylt - a limited liability partnershlp under RSA 304-B, a limited
(Name of Partnersth or LLC)

, hereby certify that I am a Partner, Member or Manager

liability pro’fessional partnership under RSA 304-D, or a limited liability company under

RSA 304-C.

I certify thatJerod Sands - is authorized to bind the pérthérship or LLC.1
(P-37 Signatory) * '

further certify that it is understood that the State of New Hampshire will rely on this
~ certificate as evidence that the person listed above currently occupies the position indicated
and that they have full authority to bind the partnership or LLC and that this authorization

shall remain valid for thirfy (30) days from the date of this Corporate Resolution

TN

DATE: 5/24/2024 ATTEST: (Signature) -

Chief Development Officer
— (Title)

~ * Note: The signatory to this Certlﬁcate of Authorlty and the signatory to the P-37 may not be
the same individual.
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CERTIFICATE OF LIABILITY INSURANCE

3/1/2025 -

DATE (MM/D DIYYYY)

3/1/2024

" THIS CERTIFICATE IS ISSUED AS ‘A MATTER OF INFORMATION ONLY. AND CONFERS NO RIGHTS. UPON THE CERTIFICATE HOLDER. THIS
- CERTIFICATE. DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
. BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT. CONSTITUTE. ‘A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER

. IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the pohcy(les) must have ADDITIONAL INSURED provisions or-be endorsed.
‘If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies i may Tequire an endorsement A statement on
this certificate does not confer rlghts to the certificate holder in- heu of such endorsement(s).

PRODUCER L ockton Companies . RAMERCT
444 W. 47th Street, Suite 900 PHONE PAX o)
Kansas City MO 641121906 TR | (BlE. el

- (816) 960-9000

E-
ADDRESS:

keasu@lockton.com INSURER(S) AFFORDING COVERAGE ) _‘ NAIC#
' : iNsurer A : Sentinel Insurance Company, Ltd. 11000

INSURED  pAvTT LLC ‘wsurer 8 : The Hartford Business Service Center
1536830 1100 MAIN ST, SUITE 700 INSURER C

KANSAS CITY MO 64105 | INSURER D :

' INEURER E:
Sl INSURERF:‘ -

COVERAGES CERTIFICATE NUMBER: 20277437 REVISION NUMBER: . = XXXXXXX

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANYREQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO-ALL THE TERMS,
- EXCLUSIONS, AND CONDITIONS OF SUCH POLIEIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

s
IE-?; . TYPE OF INSURANCE . ‘,\l\?gé' ?,I,J\I,ag * . POLICY NUMBER ﬁ_&'ﬂ%m) (POLICIYE)II;) _ LIMITS i
A |X | COMMERCIAL GENERALLIBILITY | N | N | 37SBARH6901 3/1/2024 | 3/1/2025 | EACHOCCURRENCE  -|s 1,000,000
. ) - o “DAMAGE TO RENTED. i -
CLAIMS-MADE OCCUR : PREMISES (Ea oceurrence) | $ 1,000,000
1 MED EXP (Any one person) | $ 10,000
L PERSONAL & ADVINJURY | §.1.000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
X | pouey [ ] 5RO Loc PRODUCTS - COMPIOP AGG | 2,000,000
| OTHER: . . C 5 ]
ﬂ'omoau.s LIABILITY NOT APPLICABLE I LD, 0.0.0.0.0.0.4
ANY AUTO BODILY INJURY (Perperson) | $ XXX XXXX -
OWNED" SCHEDULED - - o
] BRSSONY | ATIOS e ROPERTYDRIAGE Ty S ™
| | AUTOSONLY . AUTOS ONLY  (Per accident) : $ XXXXXXX
‘ » . : $§ XXXXXXX -
A X | DIVIBRELLALIAB ‘| occur N N | 37SBARH6901 - 3/1/2024 3/1/2025 | EACH OCCURRENCE ‘$ 6,000,000
EXCESS LIAB CLAIMS-MADE ' AGGREGATE - $ 6,000,000
DED | | RETENTIONS ' : , , < $ XXXXXXX
) . PER OTH T
‘B xv,?.;“g;‘;fgy‘;“a’;ﬁfgg'f,’;‘v v N| 37wBCCD2936 312024 | 312025 | X StArure || ER
| RO [ ] o cLexcsccoon s 1000000
OF . 7 v
(Mandatory in NH) E.L. DISEASE - EAEMPLOYEE| $. 1,000,000
If yes, describe under - . ’ : -
-_|DESCRIPTION OF OPERATIONS below o N B .| EL DISEASE - PoLicY LMiT | $ 1,000,000
" A -| PROPERTY : - N N |- 37SBARH6901 3/1/2024 3/1/2025 SEE POLICY FOR SCHEDULED -
: - ) VALUES

| DESCRIPTION OF OPERATIONS / LOCATIONS 7 VEHICLES (ACORD 101, Additional Remarks Schedul

, may be attached if more space is required) . )

- CERTIFICATE HOLDER

CANCELLATION

20277437 -

NEW H AMESHIREDEEARTMENT OF FISH AND GAME
A

11 HAZEN DR. ’

CONCORD NH 03301-6502 .

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE ‘WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVF;

Vo, 1 /élm/x@

ACORD 25 (2016/03)

® 1988§é015 ACORD CORPORATION. AII rlghts reserved.

The ACORD name and Iogo are reglstered marks of ACORD




New Hampshire -
E‘zsh ar:td Game Departmeat

.HEADQUARTERS ﬂ Hazen Dnve Concord, NH 0330‘-6500, T W, W!!dNH com -
(603) 271-3421 : - C e»mari info@wildlife.nh.gov

FAX (603) 271-1438 7 o TDD Access Relay NH 1-800-735- 2964
N | : ‘ May 17, 2023 A
{is Excellency, Governor Chriétopher T.Sununu C
and the Honorable Councrl
itate. House
“oncord, New Hampshrre 03301

- REQUESTED ACTION

Authorize the New Hampshire Fish.and Game Department (NHFG‘) to enter into a Sole Source amendment to‘an exrstmg
‘ontract {Contract #6003417) ‘with Sovereign Sportsman Solutions; LLC, (S3) (VC#230940), Nashville; Tennessee, by i mcreasmg the
yice limitation by $74 305 from $110 000 to $184,305 with no change to the contract completlon date, for upgrades 10 an Event
vianagement and Online OHRV. Regrstratlon Sales system, and the creation of a Law Enforcement Crrmrnal Background Check .
nodule, effective upon Governor and- Council approval through June 30, 2024. The original contract was approved by Governor and
souncil on May 15, 2019, item #55. Funding is 20% Federal; 27%.Agency Income (OHRV Funds), 2% Revolvmg Funds (Gifts & =
)onatlons) and 51% Fish- and Game Funds

Fundmg is avallable as follows S
)3 75 75 750020 21130000 Fish & Game Commlssron-Grfts & Donations Account o EY 2023
20-07500-21130000-020-500252 Current Expense ) . S 1,305

3 7575 751020 21200000-Public Info & Conservatron Edu-Public Information & Outreach ' :
20-07500-21200000-020-500252  Current Expense ' 3,000

)3 7575 751020 21210000 Public Info & Conservation Edu-Hunter Education Program L
20-07500-21210000-046-~ 500464 Consultants - 10,000 -

37575 751020 21220000 Public Info & Conservatlon Edu —Aquatlc Resources Education c
' 20-07500-21220000-020- 500252 Current Expense - - 5,000

)3 75 75 752520 11830000 Law Enforcernent Program-OHRV Education, Trng, Enforc. oo
20-07500-11830000-103-502664 Contracts for Operatlonal Sves. . 20,000

)3 75 75 752520 78870000-Law Enforcement Program Conservatlon Law Enforcement 7
. 20-07500-78870000-103-502507 Contracts for Operatlonal Sves. 35,000

_ EXPLANATION T
) A sole source amendment to the existing contract is necessary in order to move towards greater database consohdatlon
md to better support the pubhc by allowing NHFG to expand its use of the Event Manager system to mclude our Becommg an .
Jutdoors Woman (BOW) program “In order to achreve thrs the current platform requires upgrades and an expans:on of the current
:apabilities.

Currently/NHFG generates’ general hunting and frshmg Ircenses Off nghway Recreatlonal Vehlcle (OHRV) reglstratlons hunt
otteries, Harvest-Information Program (HIP).surveys, Hike Safe cards, Hunter Education Certificates, online turkey and deer )
eglstratrons and has an online event manager to manage someof our education programs electronlcally ] .- -

~ This amendment will also allow for the development of a platform to migrate OHRV renewal reglstratlons to an onllne
rystem per RSA 215-A:45. As well as additional programming to develop a process to prohlbrt it customers from purchasmg huntlng
ind fishing licenses if they are under suspension from any state. Thisisa requrrement as part of the. lnterstate erdhfe Vlolators
~ompact. T
The current vendor is possibly belng acquired by Paylt LLC. This acquisition has not been f nallzed as of the date of thlS
amendment however, attached within this packet is a letter from them indicating they will honor this contract

. Respectfully submitted,

Dot @ aso - V@»

Scott R. Mason ’ : _ Kathy A aBonte
Executive Director - Chief, Busmess Division




 AMENDMENT

- This Agreement (hereinafter called the “Amendment”) dated 8™ day of February 2023, by
and between the State of New Hampshire acting by and through its New Hampshire Fish and
Game Department (hereinafter referred to as the “State”), and Sovereign Sportsman Solutions,
LLC (S3) Nashville, TN, VC# 230940 (hereinafter called the “Contractor”). Bl

A WHEREAS, pursuant to an agreement (hereinafter called the “Contract™) dated, April 16,
- 2019, approved by the Governor and Council on May 15, 2019, Item #55, the Contractor agreed
to perform certain services upon the terms and conditions specified in the Contract and in :
consideration of payment by the State of certain sums specified therein; and

WHEREAS pursuant to the provisions of paragraph 17 of the Contract, the Contract may
be amended walved or discharged only by written mstrument executed by the parties theleto
and

NOW THEREFORE, in consideration of the-foregoing, and the covenants and conditions |
contained in the Contract and set forth herein, the parties hereto do hereby agree as follows: .

1) Amendment and quiﬁcaﬁon‘ of Contract:

The Contract is hereby amended as follows:

(A)The completion date shall be extended from (date) to
(date) B T

‘(B) Amend Exhibit B of the agreement to read as follows “The additional amount paid
to the Contractor under this Contract will not exceed $ 74,305. The total Contract
amount including this Amendment shall not exceed $ 184,305.

2.) - Effective Date of Amendment

This Amendment shall take effect upon the date of approval by the Governor and
Executive Council of the State of New Hampshire.

3) Continuance of Agreement |

Except as spemﬁca]ly amended and modified by the terms and conditions of this
- Amendment, the Contract; and the obligations of the parties thereunder, shall remam in
full force and effect with the terms and conditions set forth therein.

. IN WITNESS WHEREOF the pames set thelr hands as of the day and year first above
_ written. o B : o

- THE STATE OF NEW HAMPSHIRE



th and Game Department of New H&mpshix"e '

¥

Scott R. Mason, Executive Director

Name of Contractor and Authorized Signer

. Bill Hewz’z‘tfor.Savereégﬂ Spartsmazi Solutions LLC

~

DATE: 5/22/2023 _

TITLE: _Chief Executive Officer_ |
: Acknowledgment Siate of . T/{ﬂaf see | , County of Dﬁm&‘f O~

) On ﬂ ag 92(} ﬁ beﬁ?re the unders:gned officer, personally appeared lhe
- person identified to be the person whose name appears above in signing on behalf of the -
contractor and acknawledged tha: sthe executed this- docume;zt in fhe capacity md:cazed below

IN WIPNESS. Tk IER—EO}Z’ 1 hereunto set my hand and ofﬁcml seal

 DdoaStuton /sz{aqt’/c

ngnduxre of Not. ry Pubhc or Justxce of Name/Title of Noiary Pubhc or Justxce of '
the Peace . the Peace

(Form bubstance and Egecution)
DATE: \J Zﬂﬂ 4@33

APPROVED BY THE. ATTORNEY GENER.

Attorney General's Office

e‘- R e

e e. ~
’*%5? W, &&
‘
foNé“““ \g&

(Revised 8/20/20 LHG)




Smte of New Ha%mpshim
Bepé’rtmem of State

° CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that SOVEREIGN SPORTSMAN
SOLUTIONS, LLC is a Delaware Limited Liability Company registered to transact business in New Hampshire on-March 01,
2013. T further certify that all fees and documents required by the Secretary of State’s office have been received and is in good

standing as far as this office is concerned.

Business ID: 687841
Certificate Number: 0006227246

IN TESTIMONY WHEREOE,

I hereto set my hand and cause to be affixed
the Seal of the State of New Haﬁriﬁshim,
this 10th day of May VA.DV. 2023. 4

David M. Scanlan

Secretary of State



rocuSign Envelope 1D: 68BFI0AA-25D2-4157-0A61-CAATEEDES253

19005 Overlook Biv(Eel® WS Brentwvod, TN 37027

%@WREE@N.

SPORTSMAN SOLUTIONS

_ NEW HAMPSHIRE
CERTIFICATE OF AUTHORITY/VOTE
{Limited Liability Company)

1, John Marquis, a duly authorized officer-of Sovereign Sportsman Solutions, LLC, a limited liability company organized under
the laws of Delaware (the “Counterparty”), DO HEREBY CERTIFY that the following resolutions. were duly adopted on
September 21, 2022, by action of the board of directors, general partner(s), manager(s), or member(s) of the Counterparty
as the case may be, andare still in full force and effect: '

)..

RESOLVED, that Bill Hewitt and John Marquis be appointed as President and CEQ arid Vice President, respectively, of the

Counterparty and are authorized to negotiate and enter into any and all agreements and amendments to agreements, to

perform all such acts and things, to execute, file, deliver, all such certificates, instruments, agreements, affidavits or other

documents, and to make all such payments as they, in thelrJudgment or in the judgment of any one or more of them,
may deem necessary, advisable or appropriate, for and on behalf of the Counterparty :

| hereby further Cel‘tlfy and acknowledge that the State of New Hampshire will rely on this certification as
evidence that the persons listed above currently occupy the positions indicated and that they have full authorlty to bind
the Counterparty. ‘

*

[Signature on following page.]



" DocuSign Envelope 1D: 68BFS0AA-25D2-4157-0A61-CAATBBDES253

IN WITNESS WHEREOF, { have hereunto subscribed my name and executed this Certification on this 24th day of May,
2023, ' '

DocuSlgned by:

Signature: » o Ws

Name; John Marquis
Title: Vice President




Smarter for government.
= - Easier for everyone.

May 19, 2023

- State of New Hampshire
New Hampshire Fish and Game Department
Attn: Scott Mason, Executive Director
11 Hazen Dr. |
Concord, NH 03301

Dear Mr. Mason,

Paylt LLC (“Paylt™) is a Kansas City, MO based softwale company that prov1des technology to state and

~ local government agencies to remove friction from resident and agency interactions. On May 15, 2023, we
entered into a definitive agreement to acquire Sovereign Sportsman Solutions,LLC (“S3”). After careful
thought, consideration and diligence we made the decision to acquire S3 as we found a group of like-minded
people who are passionate about supporting the missions of their agency clients. .

On behalf of the entire Payli team, T want to extend a warm welcome to the New Hampshire Fish and Game
Department, the members of the New Hampshire Fish and Game Commission, the employees that work to
preserve and protect the state’s fish, wildlife and marine resources, and the residents that you serve.

I am writing you to confirm that Paylt will honor the agreement dated April 24, 2019, between the New
Hampshire Fish and Game Department and S3. Furthermore, we intend to maintain the Sovereign
Sportsman Solutions, LLC legal entity after the closing of the acquisition. ’

We look forward to continuing the strong relationship between New Hampqhne and S3. In the meantune
plcasc don’t hesitate to reach out to me directly. »

Sincerely,

i

John Thomison
Founder & CEO
Jjohn@payitgov.com -

KANSAS CITY 100 Main Street, Suite 700 #{ Kansas City, MO 64106 |/ payitgov.com
TORONTO 100 University Avenue // Toronto, ON M5J 1V6 payitgov.ca
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CERTIFICATE OF LIABILITY INSURANCE |

Page 1. of 1

DATE (MM/DD/YYYY)
05/15/2023

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCGER, AND THE CERTIFICATE HOLDER. )

“IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or.be endorsed.
if SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

'RODUCER

1illis Towers Watson Northeast, Inc.

:/o 26. Century Blvd
7.0. Box 305191 .
372305191 UsA

ﬁgs‘{:‘:‘m Willis Towers Watson Certificate Center )
PN, Exy; 1-877-945-7378 PAX o 1-888-467-2378
EbMéxégss; certificates@willis.com : )

INSURER(S) AFFORDING COVERAGE

lashville, TN NAIC#
’ INSURERA: Great Northern Insurance Company 20303 -
NSURED INSURER B : Federal Insurance.Company " 20281 ..

jovereign Sportsman Solutions, LLC

1336 Kenilwood Drive INSURERC :
lashville, TN 372044401 INSURER D :
INSURERE :
INSURERF :

COVERAGES

CERTIFICATE NUMBER: W28968600

REVISION NUMBER:

THIS IS TO. CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

NSR TADDL[SUBR - POLICY EFF | POLICY EXP .
LTR TYPE OF INSURANCE INSD | WVD POLICY NUMBER - MM/DD/YYYY) | (MM/DDIYYYY) . LIMITS
X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENGE $. 1,000,000
DAMAGE TO RENTED
J CLAIMS-MADE OCC.UR PREMISES (Ea occurrence) $ 1,000,000
A k MED EXP (Any one person) $ 10,000
] Y - - - y - .
3605-84-75 05/01/2023|05/01/2024 | pepannal 8 ADVINJURY | 6 - 1,000,000
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
X | poLicy D T D Loc PRODUCTS - COMP/OP AGG | $ 2,000,000
OTHER: ) s
COMBINED SINGLE LIMIT
AUTOMOBILE LIABILITY o aaeident) $ 1,000,000
ANY AUTO BODILY INJURY (Per person) | $
B OWNED SCHEDULED -89- E 01/2023|05/01/2024 . i
UTOS ONLY AUTos . (22) 7360-89-86 05/01/20 /01/ BODILY INJURY (Per agadent) $
> | HIRED_ NON-OWNED PROPERTY DAMAGE $
. AUTOS ONLY | AUTOS ONLY | (Per aceident)
. $ 7
s IX umereLLALIAB | X| gccur . EACH OCCURRENCE 3 5,000,000
EXCESS LIAB CLAIMS-MADE 7818-84-59 05/01/2023}05/01/2024 | AGGREGATE $ 5,000,000
DED l I RETENTION $ - $
WORKERS COMPENSATION PER ; OTH-
AND EMPLOYERS' LIABILITY SiRrure | __LER
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $
OFFICER/MEMBEREXCLUDED? N/A -
(Mandatory in NH) E.L. DISEASE - EAEMPLOYEE| $
If yes, describe under
DESCRIPTION OF OPERATIONS below £.L. DISEASE - POLICY LIMIT | $

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)

NH Fish & Game Dept is included as an Additional Insured as respects to General Liability.

CERTIFICATE HOLDER

CANCELLATION

NH Fish, & Game Dept

11 Hazen Dr
. Concord, NH 03301-6502

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE '
THE EXPIRATION DATE THEREOF, NOTICE WILL .BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)

© 1988-2016 ACORD CORPORATION. All rights,reserved‘.'

The ACORD name and logo are registered marks of ACORD

SR ID: 24142218

BATCH: 2974409




, STATE OF NEW HAMPSHIRE ‘
DEPARTMENT OF IN FORMATION TECHNOLOGY' i
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1—800-735 -2964
www. nh gov/ d01t '

_ Denis Goulet
- Commissioner

May 30,2023

Scott'R. Masen, Executive Director -
New Hampshire Fish and Game Department
State of New Hampshire

11 Hazen Drive

Concord, NH 03301

Dear Executive Director MasOn'
Thls letter represents formal notlﬁcatlon that the Department of Information Technology (DoIT) .
- has approved your agency’s request to enter into a contract amendment with Sovereign Sportsman
Solutlons LLC as described below and referenced as DoIT No 2019-031A.
_ : The purpose of this request is for upgrades to an Event Management and Online OHRV
’ Reglstratlon Sales system, and the creation of a Law Enforcement Criminal Background Check
‘module,
~ The Total Price Limitation will increase by $74, 305 for a New Total Price Limitation of
- $184,305, effective upon Governor and Council approval through the onglnal contract end date
: of June 30, 2024.
~A copy of thls letter must accompany the New Hampsh1re FlSh and Game Department s

submrssron to the Governor and Executive Council for approval

Smcerely,

M}M

_Denls Goulet

DG/id .
DolT #2019-031A

cc: M_ike O’Neil, IT Mnnager a

"Innovative Technologies Today for New Hampshire's Tomorrow" -



. o Wv - &ERRI3a
. ‘ P T o S : £ ranct TOVED

- New Hampshire ¢ o TesfisyaTee

O Eich and Cana P SN fem#: .02 |, o~
.Ezsh and Game DAepari:meﬂt ,. TG

~ HEADQUARTERS: 11 Hazen Drive, Concord, NH 03301-6500 . ~wildnh.com

" (603) 271-3421 ' o C . e-maik info@ wildlife.nh.gov
FAX(603) 271-5829 : ++ TDD Access: Relay NH 1-800-735:2954

- S April 16, 2019 .
ellency, Governor Christopher T. Sununu L : - .
~and the Honorable Council ’ ?‘{’6\}& Bt '?Z) m 6)% -
ouse . o o S . v
1, New Hampshire 03301 '

' REQUESTED ACTION LOO2V30

Authorize the New Hampshire Fish and Game Departmént (NHFG) to enter into a contract with Sovereign Sportsman
15, LLC, (83) Nashville Tennessee, vendor code #230940, in the amount of $110,000 for an Event Management and |
mnternet Licensing Sales system effective upon Governor and Council approval through June 30, 2024: Funding is 54%.
23% Agency Income (Game Management Funds) and 23% Fish and Game Funds. : ’

Funding for this contract is available in the Huntér Education, Game Management and Licensing Aacc(')invl'ts contingent
ailability and continued,appr_opriations for State Fiscal Years 2020, 2021, 2022, 2023 and 2024 as follows:
5751020 21210000-Public Info & Conservation Edu-Hunter Education Program .

‘ ' ‘FY2020* FY2021* FY2022* FY2023* FY2024*

0-21210000-020-500252 Current Expense ~ $12,000  $12,000  $12,000 $12,000 $12,000-
5 751520 21580000-Wildlife Program-Game Managemerit

L  FY2020%

0-21580000-020-500252 Current Expense = $25,000

» 750520 21180000-Administrative Support-Licensing L : .- :
' ' . FY2020* FY2021* FY2022% FY2023* FY2024%
0-21_18_0000-1»_Q,2—‘66®’7‘3‘1¢Contracts for Prog. Sves.$ 5000 § 5,000 $ 5,000 $ 5,000 $ 5.000

- o 5@&@@7 R $42,000 $17,000 $17,000 $17,000  $17,000

~ *Pending Budget Approval
EXPLANATION

Currently the NHFG generates general hunting and fishing licenses, Off Highway Recreational Vehicle (OHRV).
lons, hunt lotteries, Harvest Information Progtam (HIP) surveys, Hike Safe cards and Hunter Education Certificates v
cally. The New Hampshire Fish and Game Department’s current Online Licensing system contract expires June 30, -

L addition to the current system, the Department is also adding Wildlife Harvest Information Reéporting. Approval of
ract will allow the NHFG to continue Internet based sales of hunting and fishing licenses, OHRV registrations, hunt
HIP surveys, sales of Hike Safe cards, Hunter Education event management and introduce online Wildlife Harvest ~

The Office of Information Technology has approved this contract, DoIT No. 2019-031.

Respectfully submitted, ' . ) ,
Glenn Norfndndeau o ‘ Kathy Ann LaBonte
Sxecutive Director L . Chief, Business Division : N
- REGION 1 - REGION 2 ) REGIONZ - REGION 4
- 629B Main Street o . PO Box 417 . 225 Main Street PO 15 Ash Brook Court - .
icaster, NH 03584-3612 - New Hampton, NH 03256 . Durham, NH 03824-4732 . Keene, NH 03431 = -
(603) 788-3164" : (603) 744-5470 (603) 868-1095 « - - (603) 352-9669
FAX (603) 788-4823 . : FAX (603) 744-6302 - FAX (603) 868-3305 ’ C FAX (603) 352-8798

1il: regt@wildlife.nh.gov - email: reg2@wildlife.nh.gov © email: reg3@uwildlife.nh.gov . - email: regd @wildlife.nh.gov -



Bid Page

. Sovere1gn Sportsman Solutions, LLC
4336 Kenilwood Drive
Nashville, TN 37204 -

, Kalkdmey Enterprises, LLC
14086 Proton Rd.
Dallas, TX 75244

$110,000

- Incomplete Proposal -



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
. 27 Hazen Dr., Concord, NH 03301'
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit -

* Denis Goulet
Commissioner

March 5, 2019

- . ‘Glenn Normandeau, Executive Director
New Hampshire Fish and Game Depanment
11 Hazen Drive

Concord, NH 03301-6500

Dear Director Normandeaﬁ‘ :
X /

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency’s request to enter into a contract with Sovereign' Sportsman Solutions, of
Nashville, TN, for an Event Management & Online Tnternet Licensing Sales System as descnbed below
and referenced as DoIT No. 2019-031. .

~ This software solution will allow license/Off Highway Recreational Vehicle (OHRYV)
agents to-enter customer data through hardware and software at their location, print out
the license or OHRV registration and issue to the buyer. The solution will also include -
an Internet sales subsystem which will allow individuals to purchase and print
hunting/fishing licenses, Hike Safe cards and apply for lotteries from home 24/7 using a
credit card for payment. The License /OHRV Registration POS and Internet Sales
system will be paid for by transaction fees, which are passed on to the customer.

The system will also include a Conservation Educatlon System, Deer/T urkey Harvest Informatlon
System’ and a Harvest Information Program

The amount of the contract is not to exceed $110,000 and shall become effective upon
- Governor and Executive Council approval through June 30, 2024.

A copy of this letter should accompany the Fish and Game Department’s submlssmn to the
Governor and Executive Council for approval : : :

Denis Goulet

DGrik
cc: Susan Perry, NH FlSh and Game

“Innovative Technologies Today for New Hampshire's Tomorrow"



FORM NUMBER P-37 (Versibn 5/8/15)

~ This agreement and all of its attachments shall become > public upon submission to Govemor and

otice:
Executive Council for approval. Any information that is prlvate conﬁdent1a1 or proprietary must
be clearly identified to the agency and agreed to in wrltmg prior to signing the contract.
: AGREEMENT : '
The State of New Hampshire and the Contractor hereby mutually agree as follows:
. "GENERAL PROVISIONS
NTIFICATION. _
rgency Name : 1.2 - State Agency Address
ishire Fish and Game Department . 11 Hazen Drive
Concord, NH 03301
actor Name -~ , ‘ - . 14 Contractor Address
Sportsman Solutions, LLC 4336 Kenilwood Drive
: ) Nashville, TN 37204
actor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
er ' _ . oo S
761 - | 20-07500-21210000-500252 June 30, 2024 ' $110,000.00
. .| 20-07500-215 80000-500252 ‘ :
20-07500-21180000-502507
acting Officer for State Agency , : 1.10 State Agency Telephone Number
mandeau . 603 271-2741
tractor Sign: [ 1.12 Name and Title of Contractor Signatofy
/ ' { Eric Richey, Chief Executive Officer
77 Y e e : ST
nowledgement:—State of / é’ﬂﬂt’SSflf County of ‘ﬂ%[ dJa \\““ ER ﬁfiff
& ,\«.‘,...c..,%@ %

4l K/ 2004 YA before the under31gned officer, personally appeared the person 1d§htﬁed ng;fpglgl '1'2/ @ ‘§a’asfactor11y

be the person whose name is signed i m block 1.11, and acknowledged that s’he e%@‘eﬁ this @Fument ’ogeapacny

nblock 1.12. = : TENMESSEE '§ =
gnature of Notary Public oe J f the Peace . : ’i "E’» G‘:,% Q NOTARY :’33\ § § .

M | /ﬂ QL PBICS LS

: 7 e, 4 “4cenanott® A o
Seal] / ’O 7 ﬂ { : » ‘?i%f O 250 ") CO\}’%\'% \’) -
ame and Title of Notary or uqtlce of éfe Peace ' o8 of TN @\
7 N EXPIRES

Yie/le ﬂ&w Offi'e/ (e
te Agency Slgnamre o 1.15 Name and Title of State Agency Signatory -

7/6)7) - ». Daxe 1//{2{9,[243) 4 Glenn Normandeau,- Executive Di_i:eotor

)rovaf}fy the N.H. Department of Admniétratm(n, D1v1s1on of Personnel (if applicable)

_ Dlrector, On.

sroval by the Af orney General (Form, Substance and Execuuon) af applzcable)

//// o Yeq

5%/va_/b /ﬂovemor and Executive Council (i applzcable)

7 On:

Page'1 of 4




VIVIENT OF CONTRACTOR/SERVICES TOQ
RMED. The State of New Hampshire, acting
igeney identified in block 1.1-(“State”), engages
entified in block 1.3 (“Contractor”) to perform,
ractor shall perform, the work or sale of goods, or
ied and more particularly described in the attached -
which is incorporated herein by reference

TVE DATE/COMPLETION OF SERVICES.
standing any provision of this Agreement to the

1 subject to the approval of the Governor and
ouricil of the State of New Hampshire, if

his Agreement, and all obligations of the parties
hall become effective on the date the Governor -
ve Council approve this Agreement as indicated in
anless no such approval is required, in which case
:nt shall become effective on the date the

s signed by the State Agency as shown in block
tive Date”). -

mtractor commences the Services prior to the

ite, all Services performed by the Contractor prior
ive Date shall be performed at the sole risk of the
and in the event that this Agrecment does not
ctive, the State shall have no liability to the
including without limitation, any obligation to pay
‘or for any costs incurred or Services performed.
nust complete all Servmes by the Completion Date
block 1.7.

[TONAL NATURE OF AGREEMENT.
ding any provision of this Agreement to the
-obligations.of thé State hereunder, including,
itation, the continuance of payments hereunder, are
pon the availability and continued appropriation
d in no event shall the State be liable for any
sreuander in excess of such available appropriated
e event of a reduction or termination of
1 funds, the State.shall have the right to withhold
til such funds become available, if ever, and shall
ht to terminate this Agreement immediately upon
lontractor notice of such termination. The State
required to transfer funds from any other account
ant identified in block 1.6 in the event funds mthai
. reduced or unavailable.

&CT PRI_CE/PRICE LIMITATION/
C.
tract price, method of payment, and terms of
» identified and more particularly described in
+ which is incorporated herein by reference.
ment by the State of the contract price shall be the
: complete reimbursement to the Contractor for all
£ whatever nature incurred by the Contractor in the
2 hereof, and shall be the only and the complete
n to the Contractor for the Services. The State
o liability to the Contractor other than the contract

Pége 2 of4

5 3 Thc Staie reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N H. RSA.
80:7 through RSA 80:7-c or any other provision of law. -
5.4 Notwithstanding any provision in this Agrcement to the
contrary, and notwithstanding unexpected circumstances; in

_ no event shall the total of all payments authorized, or actually

made hereunder, exceed the Price Limitation set forth in block
138.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMLENT
OPPORTUNITY. '
6.1 In connection with the performance of the Servwes the
Coritractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
-disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws. _
6.2 During the term of this Agreement, the Contractor shall
-not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.
6.3 If this Agreement is funded in any part by monies s of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
‘Employment Opportunity”), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
persomnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, adjmmstranon or performance of this

- Contractor Initials 9™



it. This provision shall 5urvive termination of this
at.

‘ontracting Officer specnied in block 1 9,orhisor -

ssor, shall be the State’s representative. In the event -
putc concerning the interpretation of this Agrccmcnt,
1ct1ng Oﬁicer s decision shall be ﬁnal for the State

[‘ OF DEFAULT/RENHEDIES

ne or more of the foIlowmg acts or omissions of the
r shall constitute an-event of default hereunder

£ Default?): -

re to perform the' Servrces satlsfactorlly oron

reto submit any report requlred hereunder and/or
re to-perform any other covenant, term or condition
reement.
the occurrence of any . Event of Default, the State
my one, or more, or all, of the following actions:
the Contractor a wrillen notice. specifying the Event
and requiring it to be remedied within, inthe
Ta greater. or lesser speclﬁcatlon of time, thlrty 30)

the date of the notlce and if the Event of Defanlt is

remedred, terminate this Agreement, effective two
Ter giving the Contractor notice of termination; ,
the Contractor a written notice specrfymg the Event

and suspending all payments to be made under this =~ -

t and ordering that the portion of the contract price
Ud otherwise accrue to the Contractor during the -
n the date of such notice until such time as the State

s-that the Contractor has cured the Event of Default

~be paid to the Contractor; -

ff against any other obligations the State may owe to
ctor any damages the State suﬂ"ers by reason of any
efault; and/or

the Agreement as breached and pursue any of its -
tlaw or in eqmty, or both., -

/ACCFSS/(‘ONFIDENTIALITY/
TATION. '
1in this Agreement, the: word “data” shall mean all
1and things developed or obtained durmg the

e of, or acquired or developed by reason of, this’

» including, but not limited to, all studies, reports
dae surveys, maps,.charts, sound récordings, video
plctonal reproductions, drawings, analyses,
resentations, computer programs, oomputer

otes, letters, memoranda, papers, and documents
finished or unfinished.

\ and any property which has been received from
purchased with: funds provided for that purpose.
\greement, shall be the property of the State, and
mrned to the State upon demand or upon

'of this Agreement for any reason. :

ntiality of data shall be -governed by N.H. RSA

A or other existing law. Disclosure of data

or written approval of the State.

Page 3 of 4

' 10 TERMINATION In the event of an early tennmatlon of

this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the ContraCt

Officer, not:later than fifteen (15) days after the date of
termmatlon, a report (“Termination Report™) desmbmg in
detail all Services performed, and the contract price earned, to

- and mcludmg the date of termmanon The form, subject

maiter, content, and number of copies of the Termmatmn

‘Report shall be identical to those of any Fmal Rep()rt
-described in the attached EXH]BIT A

_ 11 CON’IRACTOR’S RELATION TO THE STATE In '
~the performance of this Agreement the Contractor is jn all

respects an indépendent contractor, and is neither. an agent nor. -

an employee of the State. Neither the Contractor nor any ofits
officers, employees, agents or members shall have authority to ‘
bind the State or receive any benefits, workers® compensation

or ‘other emoluments provided by the State to its employees, -

12 ASSIGNMENT/DEIEGATION/SUBCONTRACTS

The Contractor shall not assign, or. otherwise transfer any

" interesti in this Agreement without the prior written- notice and
- consent of the State. None of the Services shall be

subcontracted by the Contractor w1thout the pnor wntten

: notrce and consent of the State.

13. INDEMNIFICATION The Contractor shall defend, »

_indeninify and hold harmless the State, its officersand =~~~
employees, from and against any and all losses suffered by the- S

State, its officers and employees, and any-and all claims,
liabilities or penalties asserted against the. State, its officers
and employees, by or on behalf of any person, on account of, -
based or resultmg from, arxsmg out of (or which may be

o claimed to arise out of) the acts or omissions ofthe’ .
Contractor. Not\mthstandmg the foregomg, nothmg herein -

contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is “hereby:
reserved to the State. This covenant in paragraph 13 shall
survive the termmatron of this Agrcement

14 INSURANCE. -
14.1 The Contractor shalL at its sole expense obtam and

" maintain in force, and shall require any subcontractor or . -

assrgnee to obtain and maintain in force, the fo]lowmg
msurance

-14.1.1 comprehenswe general liability i msurance agamst all

claims of bodily injury, death or property damage, in amounts

.. of not less than $1,000, OOOper occurrence and $2 000, 000
- aggregate ; and :

14.1.2 special cause of loss coverage form oovermg all - ,
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.

. 14.2 The policies described in subparagraph 14.1 Herein shall

be on policy forms and endorsements approved for use in‘the - .
State of New Hampshire by the N.H.-Department of _
Insurance; and issued by insurers hcensed in the State of New
Hampshire. :

Contractor Initials



he Contractor shall furnish to the Contracting Officer
ied in block 1.9, or his or her successor, a certificate(s)
rance for all insurance required under this Agreement.
ctor shall also furnish to the Contracting Officer .

ied in block 1.9, or his or her successor, certificate(s) of .

tce for all renewal(s) of insurance required under this

nent no later than thirty (30) days prior to the expiration .

“each of the insurance policies. The certificate(s).of

«ce and any renewals thereof shall be attached and are .
srated herein by reference. Each certLﬁcate(s) of -

«ce shall contain a clause requiring the insurer to

> the Contracting Officer identified in block 1.9, or his
successor, no less than thirty (30) days prior written

of cancellation or modification of the policy.

ORKERS’ COMPENSATION. -
y signing this agreement, the Contractor agrees,
s and warrants that the Contractor is in compliance with

npt from, the requirements of N.-H. RSA. chapter 281—A '

ters”Compensation™).

‘o the extent the Contractor is subJect to the

ments of N.H. RSA chapter 281-A, Contractor shall

in, and require any subcontractor or assignee to secure

\intain, payment of Workers’ Compensation in

tiori with activities which the _person proposes to

ike pursuant to this Agreement. Contractor shall -~
_the Contracting Officér identified in block 1.9, or his

successor, proof of Workers’ Compensation in the
~.described in N.H. RSA chapter 281-A and any

ble renewal(s) thereof, which shall be attached and are

»rated herein by reference. The State shall not be

sible for payment of any Workers’ Compcnsation

ms or for any other claim or benefit for Contractor, or

»contractor or employee of Contractor, which might

1der applicable State of New Hampshire Woikers®

nsation laws in connection with the performance of the
;s under this Agrocment

\IVER OF BREACH, No failure by the State to-
s any prowsrons hereof after any Event of Default shall
ned a waiver of its rights with regard to that Event of
, or any subsequent Event of Default. No express
to enforce any Event of Default shall be deemed a
of the right of the State to enforce each and all of the -

ons hereof upon any further or other Event of Dcfault '

sart of the Contractor.

'TICE Any notice by a party hereto to the other party -

» deemed to have been duly delivered or given at the
‘mailing by certified mail, postage prepaid, in a United
>ost Office addressed to the parties at the addresses
1blocks 1.2 and 1.4, herenL

LENDMENT This Agreement may be amended,

or drscharged only by an instrument in writing signed
»arties hereta and only after approval of such

nent, waiver or discharge by the Govemnor and.

‘ve Council of the State of New Hampshire unless no-

Page4 of4 .

such approval is requlred under the cucumstances pursuant o

~ State law, rule or policy.

16. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in. accordance'wlth the ‘
laws of the State of New Hampshire, and is binding upon and

-inures to the benefit of the parties and their respective

successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall b¢ apphed against or
in favor of any party.

20. TH]RD PARTIES. The parties’ hereto donot intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS The headmgs throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modey amplify or
aid in the interpretation, construction or meaning of the o
provisions of this Agreement.

22 SPECIAL PROVISIONS. Addluonal pr0V1510ns set
forth in the attached EXH]BIT Care mcorporated herein by
reference . .

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
‘be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect

- 24, ENTIRE AGREEMENT This Agreement, which may

be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings rclating hereto.




State of New Hampshire
Department of State

CERTIFICATE -

~

L leham M Gardner Secretary of State.of the Staie of New Hampshire, do hercby ccrtlfy that SOVEREIGN SPORTSI\/IAN '
: SOLUTIONS LlCisa Delaware Limited Llablhty Company reglstcrcd to transact business in New Hampshlrc on March 01, '

2013. 1 further ccrtlfy that all fc&s and documents requued by the Secretary of State’s office have been received and is m good
- standing as far as this office is concerned, ’ :

‘Business ID: 687841 ,
Certificate Number: 0004492226

IN TESTIMONY WHEREOF,

1 heteto set my hand and cause to be afﬁxed _
the Seal of the State of New Hampshlre
this 9th day of April AD. 2019. -

William M. Gardner -
Secretary-of State -




Sovereign Sportsman Solutions, LLC
4336 Kenilwood Drive Nashville, TN 37204

NEW HAMPSHIRE -
CERTIFICATE OF AUTHORITY/VOTE
) . (Limited Liability Company)
1 Eric Richey ' ’ ' , , hereby eertify that:
. (Name of Manager of Limited Llabﬂxty Company, Contract Signatory — Print Name) .
1. Iama Manager of the .Company of Soverexgn Sportsman Solutions, LLC
2.

(Name of Limited Llabihty Company) B
I hereby further certlfy and acknowledge that the State of New Hampshlre will rely on this certification as’

evidence that Lhave full authpnty to bind

Sovereign Sportsman Solutions, LLC g
* - (Name of Limited Liability Company) - ‘

and that no corporate resolu‘uon, shareholder vote, or other document or action is necessary to grant me such

authonty

ﬁag" Si gnature)
_ April 5, 2019
(Date),
STATEOF  /énn L KE€e.

COUNTY OF _ Dirrzelcer
On this the | i day of @[Z (- 20 before me /)?/.’dzf//é ? }ﬂ(‘/e
: - (Day) (Month) * ", MName of Notary Public / Justice ofthd Peace)
" the undersigned _oﬁicer_, personally appeared F ric )4/ /?/Cﬁ (474

_» known to me (or
(Contract Slgnatory Print Nam

satisfactorily proven) to be the person whose name is subscnbed to the within lnstrument and acknowledged

that he/she executed thé same _for the pulposes therein contained. In Wwitness whereof, I hereunto set my hand
- and official seal. '

N7
SULE R 5,
S \‘("‘f?v“"""--?‘?f o M ,(/
A Y L4
(NOTA@gaAL) STATE &% (onz %{
= f TENNESSEE%’“\E (NotaryPubhc/Justxceof Peaco-Sjgttur

EXP:RES‘*“



~ STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Bepartment
v CONTRACT 2019-031 o '
PART 2 - INFORMATION TECHNOLOGY PROVISIONS '

New Hampshire Department of lnformahon Technology .
: Coniroct Cover Sheet

" Name of Agénty/Divisio‘n: ,
NH- Fish and Game Depariment

' Conh'aci Number/Nome 2019- 031 o
NH Fish and Game Department’ Llcense/OHRV and Event Manoger Sysiem ‘

" Contract Purpose :

" To procure a system to allow the Fish ond Gome Depoﬁment to issue our
licneses through a Pos and Internet site and our OHRV Registrations through

" POS site; also aliowing online regls’rromon program for Eveni Manager and

-~ Hunter Education. '

Name of Vendor: : . Who Negoﬁoied the Contract: -

~ Sovereign Sportsman Solutions - NH Fish and dee'Depaﬁmeni ,

- Amount of Contract;: = ) ‘Funding Source: NH Fish ondz S A
$110,000.00 : » Game Funds

~ Term of Contract: o s this an amendment? No '

- 5 years C : : ‘
Competitive Bid Process: (Explain lf “No")

.Yes )

- Background Information: - ,
~ The majority of the New Hampshire Fish and Game Department's revenue -
~comes from fishing and hunhng license fees. These licenses are sold through -
an Internet site .and on a Point of Soﬂe system with confracted license and
OHRV registration agenis -

“Special Concerns:

~Amendment History (i applicable):

_ Submitted By: Susan Pery ___Cunrent Date: 01/14/19
_Phone: 271-6832 3 » Email: susan.perry@wildlife.nh.gov
2019-031 IT Proi)isidns ~Part2 . o o 7 Page 1 of34
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- STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department

CONTRACT 2019-031

PART_Z INFORMATION TECHN OLOGY PROVISIONS

TERMS AND DEFINITIONS :

The following general contracting terms and deﬁmt1ons apply except as spectﬁcally noted elsewhere

“in this document. .

Acceptance Notlce from the State that a Dehverable has satlsﬁed Acceptance
- Test or Review. -

Acceptance Letter An Acceptance Letter provides ‘notice from he State that a

S ' Deliverable has satisfied Acceptance Tests or Review.
Acceptance Period The timeframe during which the Acceptance Test is performed
Acceptance Test Plan . The Acceptance: Test Plan provrded by the Vendor and agreed to by

the State that describes at a minimum, ‘the specific. Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review

| Tests performed to determine that no Defects. eXISt in the '

application Sofiware or the System

Access Control

‘Supports ‘the management of permissions for loggmg onto a
computer or network :

Agreement - A contract duly executed and legally binding.
Appendix Supplementary material that is collected and appended at the back :
of a document -
Audlt Trail Capture and * Supports the 1dent1ﬁcatron and momtormg of act1v1t1es within an
Analysis application or system
Authonzed Persons The Contractor’s employees, contractors, subcontractors or other
agents who need to access the State’s personal data to enable the
, : Contractor to perform the services required.
Certification - The Vendor’s written declaration with full supportmg and written
' '~ Documentation (including without * limitation test results as.
applicable) that the Vendor ‘has ‘completed development of  the
Deliverable and certified its readmess for apphcable Acceptarnce
N Testing or Review.
Change Order Formal documentation prepared for a proposed change in' the
‘ ' ‘Specifications.
Coempletion Date _End date for the Contract

Conﬁdential Information

Information required to be »kept Confidential from unauthorlzed
disclosure under the Contract

Contract -

This Agreement between. the State of New Hampshlre and a Vendor |

| which creates binding obligations for each party to perform as

specified in the Contract Documents.

Contra_ct_ Agreement'

Part 1, 2, and 3.. The documentation consisting of both the General
PI'OVISIOHS and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the partles
with respect to the Scope of Work

Contract Conclusion

2019-031 IT Provisions Part2

—ontracto I—ir?ials: 52%—’

t9

DJate: -
. 1 ¢

Refers to the conclusion of the Contract, for any reason, mcludmg
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STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department

CONTRACT 2019-031

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

but not limited to, the successful Contract completion, termination
for convenience, or termination for default.

{ Contract Documents

Documents that comprise this Contract (See Contract Agreement, |.

“Section 1.1)

| Contract Managers

| The persons identified by the State and the Vendor who shall be

responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive
approvals, tracking costs and payments, and representing the parties

in all Contract administrative activities. (See Section 4: Contraét |

Management)

" Contract Price

| The total, not to exceed. amount to be paid by the State to the

Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Prov151ons Sectlon

1.8 (P-37).

| Contractor

| The Vendor and its employees subcontractors agents and afﬁhates«

who are prov1dmg the services agreed to under the confract.

Contracted Vendor/Vendor

The Vendor whose proposal or quote was awarded the Contract w1th
the State and who is responsible for the Services and Deliverables of
the Contract. :

| Conversion Test

A test to ensure that a Data conversion process correctly takes Data

“from a legacy system and successfully converts it to a form that can

be used by the new System.
Cure Period. | The thirty (30) day period followmg wntten notlﬁcatlon ‘of a default
: within which a contracted vendor must cure the default identified.
| Custom Code Code developed by the Vendor specifically for this project for the
State of New Hampshire
| Custom Software Software developed by the Vendor specifically for thls PrOJect for
. ' the State of New Hampshire
Data State’s records, files, forms, Data and other documents or.
information, in either electronic or paper form, that will be used
, : ‘ /converted by the Vendor during the Contract Term
"| Data Breach The unauthorized access by a non-authorized person/s that results in
: ' the use, disclosure or theft of a the State’s unencrypted non-public’
data. : '
DBA - . | Database Administrator ; ‘
Deficiencies/Defects A failure, deficiency or defect in a Deliverable resulting in a

Deliverable, the Software, or the System, not conforming to its |
Specifications. ‘

Class A Deficiency — Software - Critical, does not allow System to
operate, no work around, demands immediate action; Writfen

Documentation - missing significant portions- of information or

2019-031 IT Pr‘ovisions —Part 2

Contractor //Irzxﬂdals &

" Date:
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- STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department
' - CONTRACT 2019031 -
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

umntelhglble to State Non Soﬁware Serv1ces were madequate and: |
require re-performance of the Servrce '

Class B Deﬁclency Software - nnportant, does not stop operam)n :
-and/or there is a work around and user can perform ‘tasks;- Wrztz‘en
Documentation - portions of information are missing but niot enough.
to make the document unintelligible; Non Soﬁ‘ware Services were'|
deficient, require reworkmg, but do not requlre re-perfomlanCe of |
the Service. : '

1 Class' C Deﬁclency - Soﬁware - minimal,- cosmetlc in nature

mmnnal effect on System, low priority and/or user can use System '
Written Documientation - minimal changes requlred and of minor |
editing nature; Aon Soﬁware - Services - require only minor
reworking and do not require re-performance of the Service.

Defiv"erabllre ’

A Deliverable is any Written, Software, or. Non-Software
Deliverable (letter, report, manual, book, other), provrded by the
Vendor to the State or under the terms of a Contract requirement.

Department of Information

The Department of Information Technology established nndcr RSA

Technology (DoIT) 21-R by the Legislature effective September 5, 2008.
Documentation | All information that describes the installation, operation, and USe of
R | the Software, either in printed or electronic format.
Digital Signature < *| Certification that guarantees the unaltered state: of a file, also Known
L as “code signing.” :

Effective Date : The Contract and all obhgatlons of the parnes hereunder shall

' ' | become effective on the date the Govemor and the Executive
5 ~ | Couricil of the State of New Hampshlre approves the Contract :
Encryption ‘| Supports the transformatlon of data for security purposes
Enhancements

| Enhancements,

Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
including, but - not limited to Enhancements '
produced by Change Orders ' ' : '

Firm Fixed Price Contr'aict -

A Flrm-F ixed- Prrce Contract prov1des a pnce that is not subJect to :
-~ increase; ie.,

adjustment ‘on the basis of the Vendor’s cost
experience in performmg the Contract

Fully Loaded

Rates are inclusive of all allowable - expenses, mcludmgo but not
limited to: meals, hotel/housmg, airfare, car rentals car mlleage :
and out of pocket expenses '

Governor and Executive Counecil

The New Hampshire Governor and Executlve Council.

[dentification and

Supports obtammg ‘information about those parties attemptlng to |

i&uthenﬁcatio_n log on to a system or application for secunty purposes . and the‘
. : validation of those users '
[mplementatio_n

The process for makmg the System fully operatronal for processmg {
the Data. :

ZO 1’9—‘03 11T Proviéions‘ ~—'Part 2
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. STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department

CONTRACT 2019-031

PART 2- INFORMATION TECHNOLOGY PROVISIONS

‘ Implementatmn Plan

Sets for’rh the transition frorn development of the System to full-

" operation, and includes without. hmrtanon, training, business and

technical procedures.

[ Tuformation Technology (IT)

Refers to ‘the tools and processes used for the gathering, stormg,

‘manipulating, transmitting, sharing, and sensing of information

including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audio ‘and
video technologies.

| : -Ihpuf Validaﬁon

Ensure that the values entered by users or provrded by other i
applications meets the size, type and format expected. - Protecting

.the application from cross site scripting, SQL mjectron, buffer
“overflow, etc.

| Intrusion Detection

Supports the detection of 111ega1 enfrance into a computer system

{ Invoking Party ~

In a dispute, the party believing itself aggrieved.

Key Project Staff

Personnel identified by the State and by the Contractor as essential
to work on the Project.

Licensee

The State of New Hampshire

It on Exclusive Contract

A contract executed by the State that does not restrict the State from
seeking - alternative sources for the Deliverables or Services
provided under the Contract.

Non-Public Informatio

Data, otherthan personal data, that is not subject to dlstrlbutlon to
the public as public information. It is deemed to be sensitive and
confidential by the State because it contains information that is.
exempt by statute, ordinance or administrative rule from access by -
the general pubhc as public information.

| Non-Software Deliverables

Deliverables- that are not Software Dehverables or Wrrrten_

__Deliverables, e.g., meetings, help support, services, other -

Normal Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State

“holidays are: New Year’s Day, Martin Luther King Day,

President’s Day, Memorial Day, July 4%, Labor Day, Veterans Day,

- Thanksgiving Day, the day after Thanksgiving Day, and Chrlstmas
_Day. Specific dates will be provided -

Notice to Proceed MNTP)

- The State Contract Manager’s written direction to the Vendor to’

begin work on the Contract on a given date and time

OpenjDat'a Formats

A data format based on an underlying Open Standard.

Open Source Software

Software that guarantees the user unrestricted use of the
Software as defined in RSA 21-R:10 and RSA 21-R:11.

- | Open Standiirds‘

| ~ Specifications for the.-encoding and transfer of computer data
_ that is defined in RSA 21-R:10 and RSA 21-R:13. ”

| Operating System

System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily operations.

Operational

The System is operating and fully functional, all Data has been |-

2019-031 IT Provisions — Part 2

Contractor /{n als
Date

_loaded; the System is available for use by the State in its daily '
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' STATE OF NEW HAMPSHIRE
- New Hampshire Fish and Game Department -

CONTRACT 2019-031 .

PART 2- INFORMATION TECHNOLOGY PROVISEONS

q)eratlons and the State has issued an Acceptance Letter.

Order of Precedence

The order in which Contract/Documents control in the event of a.
conflict or ambiguity. A term or condition in a document controls |

over-a conflicting or ambiguous term or condrtron ina document o

that is lower in the Order of Precedence

Ptersonal Data

Data that includes information relatlng to a person that 1dent1ﬁes the
person by name and has any of the following personally identifiable
information (PH): governmient-issued identification numbers (e.g,,

' Social Security, driver’s license, passport); financial account

information, including account number, credit or debit card

- numbers; or protected health information’ (PHI) relating to a person.

Project

| The planned undertaking regarding the entire subject matter of an
~ RFP and Contract and the activities of the parties related hereto.

Project Team

The group. of State employees and contracted Vendor’s personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work |
Plan on time, on budget and to the required specifications and.

quality

Project Management Plan

A document that describes the processes and methodology to be -

employed by the Vendor to ensure a successful Project.

Project Managers

The persons identified who shall function as the State’s and the '

| Vendor’s representative with regard to Review and’ Acceptance of |
- Contract Deliverables, invoice sign off, and review and approval of

Change Requests (CR) utrhzmg the Change Control Procedures '
(cCp)

Project Staff

| State personnel assrgned to work wrth the Vendor on the PrOJCCt

Proposal

~ The submission from a Vendor in response to the Request for a

Proposal or Statement of Work

Protected Health Information
(PHI) o

- Individually identifiable- health vmformatlon transmrtted by

electronic media, maintained  in electronic media, ‘or
transmitted or maintained in any other form or medium. PHI
excludes education records covered by the Family Educational
Rights and Privacy Act (FERPA), as amended, 20 U.S.C.
1232¢, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and

- employment records held by a covered ent1ty in its role as

emplover.

Regression Test Plan

A plan integrated into. the Work Plan used to ascertam whether
fixes  to Defects have caused ' errors - elsewhere in ~ the
apphcatron/process

Review The process of reviewing Dehverables for Acceptance :
Review Period The period set for review of a Deliverable. If none is spec1ﬁed then

: - the Review Period is five (5) business days. :
LFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State functional |

019-031 IT Provisions - Part 2
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L
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STATE OF NEW HAMPSHIRE .
New Hampshire Fish and Game Department

CONTRACT 2019-031

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

resources according to specific terms a_nd conditions

Role/Privilége Management

Supports the granting of abilities to users or groups of users of a |
computer, application or network

7 Schedule

The dates described in the Work Plan for deadhnes for performance
of Services and other Project events and activities under the
Contract

| Security Incident

The potentially unauthorized access by non-authorized persons
to personal data or non-pubhc data the Contractor believes
could reasonably result. in the use, disclosure or theft of a
State’s unencrypted personal data or non-public data within the
possession or control of the Contractor. A security incident
may or may not turn into a data breach.

Service

| The work or labor to be performed by the Vendor on the Pro_]oct as

described in the Contract.

| the Contractdr

- The vendor and its employees, subcontractors, agents and affiliates

who are providing the services agreed to under the contract.

" | Software

All custom Software and COTS Software provided by the Vendor

under the Contract

Software—as%,—Service,(SaaS)

The capability prov1ded to the State to use the Contractor’s
applications running on a cloud infrastructure. The applications are
accessible from various client devices through a thin-client

. interface- such as a ‘Web browser (e.g., Web-based email) or a
program interface. The State does not manage or control the

underlying cloud infrastructure including network, servers,
operating systems, storage or even individual application
capabilities, with the possible exception of 11m1ted user-specific
application configuration settings.

| Software Delwerables

Software and Enhancements

Software License -

Licenses pr0v1ded to the State under this Contract

| Soluation

The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Contract Specifications. The .off-the-shelf Software |-
and configured Software customized for the State provided by the
Vendor in response to this REP.

Specifications .

The written provisions that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,

~any- performance standards, Documentation, applicable State and

federal policies, laws and regulations, State technical standards, |
subsequent State-approved Deliverables, and other Specifications
and requirements described in the Contract Documents. The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

‘State

STATE is defined as:
State of New Hampshire
New Hamshire Fish and Game Department

2019}031 IT Provisions — Part 2
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- STATE OF NEW HALMPSHIRE
'New Hampshire Fish and Game Department

CONTRACT 2019-631

PART 2 - INFORIWATION TECHNOLOGY PROVISIONS

1 1 Hazen Drive
Concord, NH 03301 ‘ . .
Reference to the term “State” shall include applicable agencies

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements . and ,
objectives of a Project. The Statement of Work also defines a high

level - view of the architecture,  performance and design
requirements, the roles and responsibilities of the State and the |
Vendor.” The Contract Agreement SOW defines the results that the’

__|__Vendor remains responsible and accountable for achieving.

‘State’s Confidential Records

State’s information regardless of its form that is not subject to
public disclosure- under applicable’ state and federal laws and
 regulations, mcludmg but not limited to RSA Chapter 91-A

‘State Data

For SaaS- applications means all data created or in any way
originating with the State, and all data that is the output of
computer processing of or other electronic manipulation of any data
that was created by or in any way originated with the State, whether
such- data or output is stored on the State’s hardware, the |
Conu‘actor s hardware or exists in any system owned, maintained or
otherwise controlled by the State or by the Contractor.

"State Fiscal Year (SFY)

The New. Hampshire State Fiscal Year extends from July 18‘“- ..
through Junie 30* of the following calendar year

‘State Identified Contact

The person or persons designated in writing by the State to receive
security incident or breach not1ﬁcat10n

State’s Project Manager (PM) -

~

- State’s representative with regard to PI‘O_]eCt management and
technical matters. Agency Project. Managers. are responsible for
review and Acceptance of specific Coniract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Subcontractor

A person, partnership, or company not in the employment of; or |
owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on bchalf of the Vendor

System -

All Software, specified hardware, and mterfaces and extensions,
integrated and functioning together in. accordance with the
_Specifications. ‘

TBD

To Be Determmed '

Tech_nicai Authorization. -

Direction to a Vendor, which fills in details, clarifies, interprets, or

specifies technical requirements. It must be: (1) consistent with
-Statement of Work within statement of Services; (2) not constitute a |
new assignment; and (3) not change the terms, documents of |-

| specifications of the Contract Agreement’

Tesf Pian

A plan, integrated in the Work Plan, to verify thecode . =~ |
(new or changed) works to fulfill the requirements of the Project. It |

may consist of a timeline, a series of tests and test data, test scnpts
and reports for the test results as ‘well as a tracking mechanism. =

Term

2019-031 IT Provisions —Part 2
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- STATE OF NEW HAMPSHIRE -
New Hampshire Fish and Game Department

CONTRACT 2019-631

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

. Transmon Semces

Services and support provided when Contractor is supportmg »
System changes.

' UAT_

-User Acceptanoe Test _

 Unit Test

Developers create their own test data and test scenarios to verlfy the
code they have created or changed functions propetly as defined.

‘| User Aéceptance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.

“The test cases and scripts/scenarios should be mapped to business

fequirements outlined in the user requirements documents.

User Manégement

~Supports the administration of computer application and network

accounts within an organization

| Vendor/ Contracted Vendor

The Vendor whose propoesal or quote was awarded the Contract
with the State and who is responsible for the Serv1ces and
Deliverables of the Contract.

Verification

Supports the confirmation of- authorlty to enter a computer system,
application or network

Walk Through

- A step-by-step review of a Specification, usablhty features or

design before it is handed off to the technical team for development

Work Hours

Vendor personnel shall work normal business hours between 8:00.
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State. of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State PI‘O_]eCt
Manager.

“Work Plan

The overall plan of activities for the Project created in-accordance
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include a

- detailed description of the Schedule, tasks/activities, Deliverables,
 critical events, task dependencies, and the resources that would lead

and/or partlcrpate on each task.

Written Deliverables |

Non-Software written deliverable Documentation (letter, report,
manual, book, other) prov1ded by the Vendor either in paper or
electronic format.

' 2019-031 IT Provisions — Part 2
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STATE OF NEW HAMPSHIRE -
N ew Hampshire Fish and Game Department
CONTRACT 2019-031
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshlre Flsh and o
‘Game Department (“State™), and Soverergn Sportsman Solutions, a Corporatron, (“Contractor™), hang ,
its prrncrpal place of business at 4336 Kenilwood Drive, Nashvrlle TN 37204. '

,SB provrdes Automated eGovemment’Servrces.
RECITALS

Whereas the State desu'es to have the Contractor provrde a unique state solution for New Hampshlre to
issue Licenses, OHRV Registrations, Event Management, and associated Services for the State;

Whereas the Contmctor wishes to provide a unique state solution for New Hampshire to 1ssue Llcenses
OHRV Regrstratrons Event Management, and asso<:1ated Services for the State;

The parties therefore agree as follows:
1. CONTRACT DOCUMENTS

‘1.1 CONTRACT DOCUMENTS
This Contract Agreement 2019-031 is comprrsed of the followmg documents:

A. Part1 - Form P-37 General Provision
- B. Part 2 - Information Technology Provisions
C Part 3 - Exhibits
Exhibit A- Contract Deliverables
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services
- Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit I- Work Plan
Exhibit J- Software Agreement :
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference
Exhibit O- Certlﬁeates and Attachments

2019-031 IT Provisions — Part 2 - o Page 11 of 34
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STATE OF NEW HAMPSHIRE _
New Hampshire Fish and Game Department
' CONTRACT 2019-031
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

1.2 ORDER OF PRECEDENCE
In the event of conflict or amb1gu1ty among any of the text of the Contract Documents the
following Order of Precedence shall govern:
a. State of New Hampshire, Fish and Game Depaxtment, Contract Agreement 2019-031
including Parts 1, 2, and 3.
b. State of New Hampshire, Fish and Game Department RFP 2019-031.
¢. Vendor Proposal Response to RFP 2019-031 dated December 8, 2018. - -

2. CONTRACT TERM

‘The Contract and all obhgatlons of the partles hereunder shall become effectlve after full

~ execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Councﬂ of the State of New Hampshire approval
' (“Eﬁ‘ectlve Date™). :

The Contract shall begm on-the Effective Date and extend through June 30; 2024. ‘The Terin
‘may be extended up to June 30, 2029 (“Extended Term™) at the sole option of the State, sub_]ect
to the parties prior written agreement on applicable fees for each extended term.

The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

- 3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, Part 1, P37, block 1.8 price limitation, method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract Exhibit B: Price and Payment Schedule.

_Table F-3.1a: License / OHRYV Agent POS and License Transaction Fees Worksheet

POS License / OHRV Transaction Fees Cost — For each customer transaction (regardless of the number of
license types per license form) and per Registration Certificate the veridor may propose a transaction fee.

| Proposed POS Transaction Fee for both License/OHRV Agents (fees are paid by the customer) :
. Year1 Year 2 Year3 Yeard | Year5

| Cost  per T$200 $2.00 $2.00 $200 | $200
Transaction - ' : '

Table F-3.1b: Llcense Internet Transactmn Fees Worksheet

| Internet License Sales Cost — For each customer transaction (regardless of the number of hcense types per
" | license form) the vendor may propose a transaction fee.
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STATE OF NEW HAMPSHIRE
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As the Internet llcense provrder the Vendor will be consrdered a License Agent of the Department

As such, in addition to the proposed transaction fee the Vendor wﬂl retain $1 for the sale of . certam
icenses. These licenses are listed in Appendrx L :

’roposed Internet Transac’uon Fee (does not include the $1 Agent F ee — fees are paid by the customer)
“redit Card Fee % of total transaction — —may be added to customer charge): ‘

o | |  Year1 |  Yearz | Year3 _ Yeard4 - | Years
cost per e 8275 $2.75 8275 $275 | $275
Tramsaction . o ’ : : R B ,

Credit Card % 25% | 25% . 2.5% 25% | . 25%

| Table F-3. 2: Hrp Program Fees Worksheet

IP Program - The Harvest Information Program (HIP) surveys are a prerequisite for the-issue of certain
censes. HIP permits may be issued three different ways. The customer may complete the HIP survey over
e internet in con_]unctron ‘with the purchase of a hunting license, the customer may complete just the- H]P
irvey over the internet, or the customer may complete the survey by phone with Vendor personnel. The cost
T admmrstermg these surveys must be detailed below : : ’

N Year1. .| Year2 Years Yeard = Ye‘a‘rs_
‘ost Per Phone - $2.00 $2.00 $2.00 $200 | = $2.00
ransaction o oo . L :

‘ost per Internet |~ $.50 |  $.50 "~ $.50 $.50 $.50
ransaction

1IP only) , ‘ _ . s | |
ost per Internet | = $0.00 ~ $000 | $0.00 $0.00 $0.00
ra;nsacﬁon o :

/license purchase

3.2 NON—EXCLUSIVE CONTRACT

The State reserves the right, at its dlscretlon, to retam other vendors to provide any of the Servrces "
or Deliverables identified under this procurement or make an award by item, part or portion. of an

item, group of items; or total Proposal. the Contractor shall not be responsible for any delay, act, or |

omission of such other vendors; ‘except that the Contractor shall be responsible for any delay, act, or

omission of the other vendors if such delay, act, or omission 1s caused by or due to the fault of the
Contractor. :
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4 CONTRACT MANAGEMENT -

The PI‘Q]CCt will require the coordinated efforts of a Project Team consisting of both the
Contractor and State personnel. The Contractor shall provide all necessary resources to perform
its obligations under the Contract. The Contractor shall be responsible for managing the Project
to its successful completlon

4.

42 ¢

1 THE CONTRACTOR’S CONTRACT MANAGER

‘The Contractor shall assign a Contract Manager who shall be respon51b1e for all Contract
-authorization and admmlstmtlon The Contractor S Contract Manager is:

4.2.1

4.2.2

423

Eric Rxchey,

CEQ, Sovereign Sportsmans Solutions

4336 Kenilwood Drive, Nashville, TN 37204
Tel: 615-610-3761

er1chey@s3 gov.com

THE CONTRACTOR’S PROJECT MANAGER

Contract Project Manager '

The Contractor shall assign a Project Manager who meets the requlrements of the
Contract. The Contractor’s selection of the Contracted Vendor Project Manager -
shall be subject to the prior written approval of the State. The State’s approval
process may include, without limitation, at the State’s discretion, review of the
proposed Contractor’s Project Manager’s resume, qualifications, references, and
background checks, and an interview. The State may require removal or
rea351gnment of the Contractor’s Project Manager who, in the sole judgment of
the State, is found unacceptable or is not performing to the State’s satisfaction. .

The Contractor’s Pro_]ect Manager must be quahﬁed to perform the obligations
required of the position under the Contract, shall have full authority to make

~ binding decisions under the Contract, and shall function as the Contractor’s - |
representative for all administrative and management matters. The Contractor’s
- Project Manager shall perform the duties required under the Contract, including,

but not limited to, those set forth in Exhibit I, Section 2. The Contractor’s Project
Manager must be available to promptly respond during Normal Business Hours

‘within two (2) hours to inquiries from the State, and be at the site as needed. The

Contractor’s Project Manager must work dlhgently and use his/ her best efforts-
on the Pro_]ect : .

The Contractor shall not change its assignment of the Contractor’s Pro;ect
‘Manager without providing the State written Justification and obtaining the. prior-

written approval of the State. State approvals for replacement of the Contractor’s
Project Manager shall not bé unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor’s Project

 Manager being replaced; meet the requirements of the Contract, and be subject to
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42.4

425

reference and background checks described above in General Provisions, Section

. 4.2.1: Contract Project Manager, and in Contract Agreement General Provisions,
Section 4.6: Reference and Background Checks, below. The Contractor shall
assign a replacement. of the Contractor’s Project Manager within ten (10)

. business days of the departure of the prior Contractor’s Project Manager, and the

. Contractor shall continue during the ten (10) business day period to provide
competent Project management Servrces through the assrgnment of a qualified -
mtenm Pro_]ect Manager

Notvmhstandmg -any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Confractor in
- default and pursue its remedies at law and in equity, if the Contractor fails to
assign a the Contractor PI‘O_]eCt Manager meetmg the requrrements and terms of
the Cornitract. : '

CONTRACTOR Project Manager is:

Shawnna Forck

Sr. Project Manager

4336 Kenilwood Drive; Nashville, TN 37204
Tel: 573-821-2935
sforck@s3gov.com

43 ;;CQNTRACTOR- KEY PROJECT STAFF

Contracto

Date:,

f

4.3.1

' 432

The Contractor shall assign Key Project Staff who meet the requirements of the -
Contract, and can implement the Software Solution meeting the requirements set-
forth in RFP Appendix C: System Requirements and Deliverables, Table C.2:
System Requirements and Deliverables-Vendor Response Checklist. The State may
conduct reference and background checks on the Contractor’s Key Project Staff.
The State reserves the right to require removal or reassignment of the Contractor’s
Key Project Staff who are found- unacceptable to the State. Any background
checks shall be performed in accordance with General Provisions Sectron 4.6:
Background Checks

The Contractor shall ot change any of the Contractor’s Key Project Staff
commitments without providing the State written ]ustrﬁcatron and obtaining the
_prior written approval of the State. State approvals for replacement of the.
Contractor’s Key Project Staff will not be unreasonably withheld. The replacement
‘of the Contractor’s Key Project Staff shall have comparable or greater skills than of
the Contractor’s Key Project Staff being replaced; meet the requirements of the
Contract, including but not limited to.the requirements set forth in RFP Appendix
C: System Requirements and Deliverables and be subject to . reference and
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background checks described in Contract Agreement- General Provisions, Section
4.6: Reference and Background Checks

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the Statc shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key_
Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with the Contractor’s replacement Project staff, sub_]ect to providing
‘notice and allowing for the Cure Period. :

43.3.1° The Contractor Key ‘Project Staff shall consist of the followmg
individuals in the roles identified below :

- The Contractor’s Key Project Staff:

Key Mérnber( 5) A | Title-

Randall Forsha _ CTO, Sr Systems Architect
JoshRichardson -~ Sr.Business-Analyst =,
Matt Rooks - _ Sr Developer

4.4 STATE CONTRACT MANAGER

The State shall assign a ‘Contract Manager who shall function as the State’s representanve wrth ,
regard to Contract administration. The State Contract Manager is: :

Kaihy A.LaBonte
Business Administration, Chief
New Hampshire Fish and Game Department
11 Hazen Drive
Concord, NH 03301
 Tel: 603-271-2741
- Fax: 603-271-5829 .
Email: Kathy.LaBonte@wildlife. nh SOV

4.5 STATE PROJECT MANAGER .
The State shall assign a Project Manager ‘The State Project Manager s duties shall mclude the
following: :
: Leadmg the Pro;ect,
- Engaging and managing all Contractors
Managing significant issues and risks. -
Reviewing and accepting Contract Deliverables;
Invoice sign-offs;
Review and approval of change proposals and

moeeEE
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g Managlng stakeholders concerns.

The State Project Manager is: .

. Susan Perry
Licensing/OHRV Registry Supemsor

- 11 Hazen Drive )
Concord, NH 03301
Tel: 603-271-6832

. Fax: 603-271-5829

. Email: Susan. Perrv@wﬂdhfe nh.gov

State PI‘Q]CCt Staff: Event Manager Program Laura Ryder, Hunter and Aquatlc Ed Supervisor

‘Wildlife Harvest Program — — Kent Gustafson — Wildlife Program Supervisor

4.6 REFERENCE AND BACKGROUND CHECKS

" The Contractor shall conduct criminal background ‘checks and not ut111ze any staff, mcludmg

subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the State’s
information among the Contractor’s employees and agents.

The State’ may, at 'its sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and the Contractor Key Project Staff. The State shall
maintain the confidentiality of background screening results in accordance with the Contract
Agreement — General Provisions-Section 11: Use of State’s Information, Confidentiality. :

S. DELIVERABILES

5.1 CONTRACTOR RESPONSIBILITIES ‘
The Contractor shall be solely responsible for meeting all requlrements and terms and

4 7 ,condltlons specified in ﬂ]lS Contract, regardless of whether or not a subconttactor is used.

The Contractor may subcontract Services sub_]ect to the provisions of the Contract, mcludmg but
not limited to, the terms and conditions in the Contract Agreement. The Contractor must submit
all information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State will consider the Contractor to be wholly responsible for
the performance of the Contract and the sole point of contact with regard to all contractual
matters, including’ payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

- The Contractor shall provide the State with the Deliverables and Services i in accordance w1th the

time frames in the Work Plan for this Contract, and as more partlcularly described in Contract -
EXhlbltA Contract Deliverables. S
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STATE OF NEW HAMPSHIRE
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5.3 NON—SOFTWARE AND WRI‘I‘TEN DELIVERABLES REVIEW AND
ACCEPTANCE

‘After receiving written Ccrtlficatlon from the Contractor that a Non-Software or Wntten
Deliverable is final, complete, and ready for Review, the State will Review the Deliverable to

- determine whether it meets the Requirements outlined in Contract Exhibit A: Contract

Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the State’s receipt of the Contractor’s Written -
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the

nature and class of the Deficiency and the Contractor shall correct the Deficiency within the
perlod identified in the Work Plan. If no period for the Contractor’s correction of the Deliverable
is identified, the Contractor shall correct the Deficiency in the Deliverable within five (5)
business days. Upon receipt of the corrected Deliverable, the State shall have five (5) business

days to review the Deliverable and notify the Contractor. of its' Acceptance or rejection thereof,
with the option to extend the Review Period up to five (5) additional business days. If the
Contractor fails to correct the Deficiency within the allotted period of time, the State may, at its
option, continue reviewing the Deliverable and require the Contractor to continue until the
Deficiency is corrected, or immediately terminate the Contract, declare the Contractor in default,
and pursue its remedies at law and in equity. :

5.4 SOFTWARE REVIEW AND ACCEPTANCE

" System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and

more particularly described in Exhibit F Testing Services.

6. SOFTWARE :
The Contractor shall provide the State with access to the Software and Documentation set forth in the 7

Contract, and particularly described in Exhibit J: Soﬁware Agreement.

7. SERVICES

7.2 IMPLEMENTATION SERVICES

The Contractor shall provide the Serv1ces required under the Contract Documents All Serv1ces shall
meet, and be performed, in accordance with the Specifications. :

7.1 ADM]NISTRATIVE SERVICES

The Contractor shall provide the State with the. adm1mstrat1ve Serv1ces set forth in the -
Contract, and particularly described in Exhibit D: Administrative Services.

#

The Contractor shall provide the State with the Implementation Serv1ces set forth in the '
Contract, and pamcularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES

The Contractor shall perform testing Services for the State set forth in the Contract, and :
particularly described in Exhibit F: Testing Services.
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7.4 TRAINING SERVICES
The Contractor shall provide the State with training Serv1ces set forth in the Contract, and
particularly described in Exhibit L: Trammg Serv1oes

7.5 MAINTENAN CE AND SUPPORT SERVICES
The Contractor shall provide the State with Maintenance and support Services for the
Software set forth in the Contract, and parncularly described in Exhibit G: System
Mamtenance and Support.

7. 6 WARRANTY SERVICES ' ’ '
The Contractor shall provide the State with warranty Services set forth in the Conﬁ‘act, and
parhcularly described in Exhibit K: Warranty & Warranty Serv1ces

‘8. WORK PLAN DELIVERABLE

‘The Contractor shall provide the State with a Work Plan that shall include, \mthout limitation, a

* -detailed description of the Schedule, tasks, Deliverables, major milestones, task dependenc1es and

payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: Work

Plan. The Contractor shall update the Work Plan as necessary, but no less than every two weeks, to

accurately reflect the status of the Project, including without limitation, ‘the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the

Work Plan must be approved by the State, in writing, prior to final incorporation into Contract

Exhibit I Work Plan. The updated Contract Exhibit I: Work Plan, as approved by the State, is
incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall
not relieve the Contractor from liability to the State for damages resulting from the Contractor’s
failure to perform its obligations under the Contract, including, wrthout limitation, performance in

" accordance with the Schedule.

In the event of any delay in the Schedule, the Contractor must immediately notify the State in
writing, 1dent1fy1ng the nature of the delay, i.e., specific actions or inactions of the Contractor or the

‘State causing the problem; its estimated dmatlo't period to reconciliation; specific actions that need
to be taken to correct the problem and the expected Sehedule impact on the Pro_|ect

In the event addmonal time is requlred by the Contractor to cerrect Deﬁmenmes the Schedule shall
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from the

- Contractor’s failure to fulfill ‘its obligations under the Contract. To the extent that the State’s -
- execution of its major tasks takes longer than descr1bed in the Work Plan, the Schedule “shall

automatically extend on a day-to-day basis.
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Notvmthstandmg anythmg to the contrary the State shall have the option to terminate the Contract‘ o

. for default, at its discretion; if it is dissatisfied with the Vendor’s Work Plan or elements wrrhm the
- . Work Plan, sub_]ect to. provrdmg Not1ce and allowmg for the Cure Period. :

9. CHANGE ORDERS

The State may make changes or revisions at any time by wntten Change Order ‘The State orlgmated
changes or revisions shall be approved by the Department of Information Technology. Within five
(5) business days of the Contractor’s recelpt of a Change Order, the Contractor shall advise the State
in detail, of any 1mpact on cost (e g., increase or decrease), the Schedule, or the Work Plan

The Contractor may request a change within the scope of the Contract by ertten Change Order § |

identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond -

to the Contractors. requested Change Order within five (5) business days. The State Agency, as well

- as the Department of Information Technology, must approve all Change Orders in writing. The State -

shall be deemed to have rejected the Change Order 1f the parties are unable to reach an: agreement in

. ‘writing.

i0.

All Chan‘ge Order requests from the Contractor to the State, and the State acceptance of the
Contractor’s estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. If accepted, the Change. Order(s) shall be subject to the Contract L
amendment process, as determined to apply by the Staie '

INT ELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (mcludmg all ownershlp and intellectual property rlghts) in the Soﬂware
and its assoc1ated Documentatlon, shall remain w1th the Contractor ‘

Upon successful completlon and/or termmatxon of the Implementation  of the Prqlect, the
‘Contracted Vendor shall own and hold all; title, and rights in any Software ‘modifications
developed in connection with performance of obligations under the Contract, or modifications to
the Contracted Vendor provided Software, and their associated Documentation including any and - .
all performance enhancing operational plans and the Vendors® special utilities. the Contracted
Vendor shall license back to the State the right to produce, publish, or otherwise use’ such

software, source. code, object code, modlﬁcatlons reports, and Documentation developed under
the Contract. . '

. In 1o event shall the Vendor be precluded from developing for itself, or for others, matenals that
are competmve with, or similar to Custom-Software, modlﬁcatlons developed in connection with
performance of obligations under the. Contract. In addition, the Vendor shall be free to use its
general knowledge, -skills, experience, and any other ideas, concepts, know-how, ‘and techniques -
that are acquired or used in the course of its performance under this agreement.
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102 STATE’S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the Stage “All data and any property
which has been received from the State or purchased with funds provided for that purpose under
this' Agreement; shall be the property of the State, and shall be returned to the State upon -,
demandor upon termination of this Agreement for any reason.” The Contractor shall not access
‘Stateuser accounts or State data, except (1) in the course of data center operations, (2) in
response to service or technical issues, (3) as requlred by the express terms of this Contract or (4)
at the State’s written request.

10.3 CONTRACTOR’S MATERIALS

Subject to the provisions of this Contract, the. Contractor may develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, the Contractor shall not distribute any products containing or disclose
any State Confidential Information. The Contractor shall be free to-use its general knowledge,

skills and experience, and any ideas, concepts, know-how, and techniques that are acquired or
used in the course of its performance under this Contract, provided that such is not obtained as the
result of the deliberate memorization of the State Confidential Information by the Contractor
employees or third party consultants engaged by the Contractor.

Without limiting the foregoing, the parties ag'ree' that thé general knowledge referred to, herefn
cannot include information or records not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited to the following: records of grand juries and

- petit juries; records of parole and pardon boards; personal school records of pupils; records

pertaining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer a licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video tape sale or rental,
and other files containing pcrsonally identifiable information that is private in nature. '

10.4 STATE WEBSITE COPYRIGHT

\
?

All right, title and interest in the State WWW site <NH. GOV, ete>, mcludmg copyright to all

- Data and information, shall remain with the State. The State shall also retain all right, title and

interest in any user interfaces and computer instructions embedded within the WWW pages. All
WWW pages and any other Data or information shall, where applicable, display the States
copyright. :

10.5 CUSTOM SOFTWARE SOURCE CODE

In the event that the State purchases software developnient services, which results in- Custom
Software, the Contractor shall provide the State with a copy of the source code for the Custom
Software, which shall be subject to the License rights. The State shall receive a worldwide,
perpetual, irrevocable, non-exclusive paid —up right and license to use, copy, modify and prepare
derivative works of any custom developed software. This sectlon does not apply to the
Contractor’s proprletary software code
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10. 6 SURVIVAL

“This Contract- Agreement Secﬁon 10: Intellectual Property shall survive the termmatlon of the S
Contract. : .

11 USE OF ?STATE’S INFORMATION CONFIDENTIALITY
‘ 11 1 USE OF STATE'S ]NFORMATION ' :

~.In performmg its obligations under the Contract, the Contractor may gam access to
. information of the State, including State Confidential Information. - “State Conﬁdentlal
~ Information™ shall include, but not be limited to, information exempted from ‘public

disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and

" Meetings (see e.g. RSA Chapter 91-A: 5 Exemptions). The Contraotor shall not use the

State Confidential Information developed or obtained during the. performance of, or

acquired, or developed by reason of the Contract, except as directly connected to- and a

necessary for the Contractor’s performance under the Contract.

- 11.2 STATE CONF]])ENTIAL ]NFORMATION

The Contractor shall mamtam the confidentiality of and protect from. unauthonzed use,

disclosure, publication, and reproduction (collectlvely “release™), all State Confidential
‘Information that becomes available to the Contractor in connection with 1ts performance »

under the Contract, regardless of its form.

- Subject to applicable federal or State laws and regulations, Confidential Information shall
~ not include information which: (i) shall have otherwise become publicly available other

than as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to

the receiving party on a non-conﬁdentral basis from a source other than the dlsclosmg
party, which the receiving party believes. is not prohibited from disclosing such

information as- a result of an obligation in favor of the disclosing party; (iii) is developed ,

by the receiving party independently of, or was known by the receiving party prior to, any

disclosure of such information made by the disclosing party; or (iv) is disclosed with the

written consent of the disclosing party: A receiving party also may disclose Confidential- R

Information to the extent requircd by an order of a court of competent _]urlsdlctron

Any disclosure of the State Conﬁdentlal Informatlon shall require the prlor wrltten
approval of the State. The Contractor shall- immediately notify the - State if any request,
subpoena. or other legal process is served upon the Contractor regardmg the State

- Confidential Information, and the Contractor shall cooperate with the State in ‘any. effort B

the State undertakes to contest the request, subpoena or other legal process, at no addmonal S
cost to the State. : :

In the event of the unauthorized release of State Conﬁdenual Informatlon, the Contractor: .

shall immediately notify the State, and the State may immediately be entitled to pursue any .

~remedy at law and i in equrty, mcludmg, but not limited to, injunctive relief.
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CONTRACTOR CONF]DENTIAL INFORMATION |

Insofar as the Contractor seeks to maintain the conﬁdenuahty of its confidential or
_proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be

- Confidential. Information. The Contractor acknowlédges that the State is subject to State
and federal laws governing disclosure of information including, but not limited to, RSA

Chapter 91-A. The State shall maintain the confidentiality of the identified Confidential
Information insofar as it is consistent'with applicable State and federal laws or regulations,

- including but not limited to, RSA Chapter 91-A. In the event the State receives a request. - ‘

for the information identified by the Contractor as confidential, the ‘State shall notify the
Contractor and specify the date the State will be releasing the requested information. - At
the request of the State, the Contractor shall cooperate and assist the State with the
collection and review of the Contractor’s information, at no additional expense to the State.
Any effort to prohibit or enjoin the release of the information shall be the Contractor’s sole
responsibility and at the Contractor’s sole expense. If the Contractor fails to obtain a court
order enjoining the disclosure, the State shall release the information on the date specified
in the State’s notice to the Contractor, withotit any hab111ty to the Contractor.

11 4 SURV]VAL

This Contract Agreement Section 11, Use of State s Information, Conf dentzalzty, shall ‘
survive termmatlon or conclus1on of the Contract., -

12 LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws and regulatlons in no event shall the State be liable for any

- consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to

applicable laws and regulations, the State’s liability to the Contractor shall not exceed the '
total Contract pnce set forth in Contract Agreement — General Provisions, Block 1.8 '

122 CONTRACTOR

Subject to apphcable laws and regulations, in no event shall the Contractor be.liable for
any consequential, special, ‘indirect, incidental, punitive or exemplary damages and the
Contractor’s liability to the State shall not exceed two times (2X) the total Contract pnce
set forth in Contract Agreement P-37, General Provisions, Block 1.8.

Notw1thstandmg the foregoing, this hnutauon of 11ab111ty shall not apply to the Contractor s
indemnification obligations set forth in the Contract Agreement-General Provisions
Section 13: Indemnification and confidentiality obligations in Contract Agreement-General

- Provisions. Section 11: Use of State’s Information, Conﬁdentzalzty, which shall be
- unlimited. "

2019031 1T Provisioné—'PartZ | - " Page 23 of 34

: Contractj/lm als

- Date:




STATE OF NEW HANIPSHIRE

New Hampshlre Fish and Game Department

' PART'Z

CONTRACT 2019-031
INF ORMATION TECHNOLOGY PROV!&EUNS

12.3 STATE’S IMMUNITY
’ Notwrthstandmg the foregomg, nothmg herein contained shall be deemed to’ conSUtute a
waiver of the sovereign nnmumty of the State, which immunity is hereby reserved to the -
State. This covenant shall survive termination or Contract conclusion. :

12 4 SURVIVAL :
This Section 12: Lzmztatzon of Liability shall survxve termination or Contract concluswn

13 TERIWENATION , , »
- This Section 13 shall survive the termination or Contract Conclusion.

- 13.1 TERM]NATION FOR DEFAULT
- Any one or more of the following acts or omissions of the Contractor shall constrtute an event of -
default hereunder (“Event of Default™) '
a. Failure to perform the Services satisfactorily or on schedule
b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or condltlon of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more or
all, of the followmg actions: :

a. Unless otherwise rprovided in the Contract, the State shall provide the Cdntlector

~ portion -of the Contract price which would otherwise accrue to the Contractor.- |

written notice of default and require it to be remedied within, in the absence of a
greater specification of time, within thirty (30) days from the datc of noticc, unless
otherwise indicated within by the State (“Cure Period”). If the Contractor fails to -
cure the default within the Cure Period, the State may terminate the Contract
effective two (2) days at the end of the Cure Period, at its sole dlscretron, treat the
Contract as breached and pursue its remedres at law or in equity or both

lee the Contractor a wrrtten notice speclfymg the Event of Default and-
suspending all payments to be made under the Contract and ordering that the-

during the period from the date of such notice until such time ‘as the State
determines that the Contractor has cured the Fvent of Default shall never be paid
to the Contractor. However, the State shall act in good faith in determining that
the Contractor has cured such default.

c. Setoff against any other obhgatrons the State may owe to the Vendor any damages _

determmed in good faith, the State suffers by reason of any Event of Default; _

d Treat the Contract as breached and pursue any of its remedres at law or m equlty, or

. both.

e. Procure Services that are the subject of the Contract from another source and the -

Contractor shall be liable for reimbursing the State for the replacement Services,
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and all administrative costs directly related to the replacement of the Contract and

- procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability set forth in the Contract.

13.1.2 The Vendor shall provide the State with written notice of default, and the State shall

 cure the default within thirty (30) days. :

13.2 TERMINATIONFOR CONVENIENCE

13.2.1

The State may, at its sole discretion, terminate the Contract for convenience, in whole

‘or in part, by thirty (30) days written notice to the Contractor. In the event of a
termination for convenience, the State shall pay the Contractor the agreed upon price, if

separately stated in this Contract, for Deliverables for which Acceptance has been
given by the State. Amounts for Services or Deliverables provided prior to the date of
termination for which no separate price is stated under the Contract shall be paid, in
whole or in part, generally in accordance with Contract Exhibit B, Price and Payment
Schedule, of the Contract. . ' :

13.2.2 During the thirty(30) day period, the Contractor shall wind down and cease Services as

quickly and efficiently as reasonably possible, without performing unnecessary
Services or activities and by minimizing negative effects on the State from such.

winding down and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

1331

13.3.2

The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts subject to the Cure Period. '

In such case, the State shall be entitled to a pro-rated refund of any current -

- development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know, or
‘reasonably did not know, of the conflict of interest. . '

Tn the event the Contract is terminated as provided above pursuant to a violation by

the Contractor, the State shall be entitled to pursue the same remedies against the

Contractor as it could pursue in the event of a default of the Contract by the
~ Contractor. '

13;4 TERMINATION VPROCEDURE
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13.4.1  Upon termination of the Contract, after the Cure Penod the State, in addrtron to any
: other rights prov1ded in the Contract, may require the Contractor to deliver to the -
State any property, mcludlng without limitation, Software and Wntten Dehverables
- for such part of the Contract as has been terminated.

13, 4.2 After rece1pt of a notice of termination, and except as otherwise directed by the %tate
. the Contractor shall:

a. Make available to the State any post- ~termination assistance generally made available |
with respect to the services, unless a unique data retrieval arrangement has been
established as part of the SLA. '

b.\, _Stop work under the Contract on the date, and to the extent speciﬁed, in the notice; -

c. Promptly, but in no event longer than thirty (30) days after termination; termmate its -
orders and subcontracts related to the work which has been terminated and settle all -
outstanding liabilities and all claims arising out of such termination -of orders and

- subcontracts, with the approval or ratification of the State to the extent required,
‘which approval or ratification shall be firial for the purpose of thls Section;

d. Take such action as the State directs, or as necessary to preserve ‘and protect the
' ,property related to the Contract which is in the possessmn of the Contractor and in
which the State has an interest;

€. Not take any action to mtentlonally erase any State data. -

1. In the event of termination of any services or agreement in entlrety, ‘the -

‘Contractor shall not take any action to intentionally erase any State data fora
period of: '

'_s 10 days after the effectlve date of termination, if the termmatlon is 1n
) - 'accordance with the contract perlod

e .30days after the effectlve date of termination, if the termmatlon is for.
o convemence

¢ 60 days after the effective datc of tcnnmatlon if the termination is. for cause
- 2. After such period, the Contractor shall have no obligation to maintain or prov1de :
h 'any State data and shall thereafter, unless legally prohibited, delete all State data ,
in its systems or otherw1se in its possession or under its control.

f. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State and
which has been accepted or requested by the State; and ‘

g. Implement an orderly return of State data in a CSV or another mutually agreeable
format at a time agreed to by the parties and the subsequent secure drsposal of State
data, , .
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- h. Securely dispose of all requested data in all of its forms, such as disk, CD/ DVD),
- backup tape and paper, when requested by the State. Data shall be permanently
deleted and shall not be recoverable, according to National Institute of Standards and
Technology (NIST)—approved methods. Certificates of destruction shall be pr0V1ded

to the State.

i. Provxde written Certification to the State that the Contractor has surrendered to the -
- State all said property. ' ' '

14" CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whaisoever the State shall

- have the optlon of continuing under the Contract with the Contractor, its successors or assigns. for the
full remammg term of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without liability to the Contractor, its successors or assigns.

is ASSIGNMENT DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or otherw15e transfcr any of its interest,
rights, or-duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made

*~without the State’s prior written consent shall be null and void, and may constitute an event of default
at the sole dlscretlon of the State. :

5.2 The Contractor shall remain wholly respons1ble for performance of the entire Contract even if .
~ ‘assignees, delegates, Subcontractors, or other transferees (“Assigns™) are used, unless otherwise
agreed to in writing by the State, and the Assigns fully assumes in writing any and all obligations and
liabilities under the Contract from the Efféctive Date. In the absence of a written assumption of full
obligations and liabilities of the Contract, any permitted assignment,. delegatlon subcontract, or other
transfer shall neither relieve the Contractor of any of its obligations under the Contract nor affect any
remedies available to the State against the Contractor that may arise from any event of default of the
provisions of the contract. The State shall consider the Contractor to be the sole point of contact with -

regard to all contractual matters, including payment of any and all charges resultmg from the
Contract. : :

153 Notw1thstandmg the foregomg, nothing herein shall proh1b1t the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. In-
- the event that the Contractor should change ownership, as permitted under Section 15: Change of
- Ownership, the State shall have the option to continue under the Contract with the Contractor, its -
“successors or assigns for the full remaining term of the Contract; continue under the Contract with the
- Contractor, its Successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or assigns.
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i6- DISPUTE RESOLUTION

K lPrror to the filing of : any formal proceedmgs w1th respect to a dispute (other than an actlon seekmg
_injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the- “Invokmg Party™) shall call for progressive management involvement.

in the dispute negotiation by written notice to the other party. Such notice shall be without prejudrce . E

to the Invokmg Party s nght to any other remedy permrtted under the Contract

. The partles shall use reasonable efforts to arrange personal meetmgs and/or telephone conferences as

" needed, at mutually convenient times and places, between: negotrators for the parties at the followmgi

- »jsuccesswe management levels, each of which shall have a period of allotted time as specrﬁed below'f'
in which to attempt to resolve the dispute: : :

o ;D'i'rsfpute Resolution Resporsibility and Schedule Table

- [LEVEL |Sovereiga | STATE CUMULATIVE
: Sporiman Solutions | = ALLOTTED -
-| Primary - | Shawnna ~ Forck | Susan Perry .| 5 Business Days |
: - | Project Manager | State Project . -
. - . | Manager (PM) : : ,
First - | Eric Richey CEO Glenn Normandeau | 10 Business Days = |
L ' L | Director . - '

The: allotted time for the ﬁrst level negotlatlons shall begm on the date the Invokmg Party s notice is
. teceived by the other party. Subsequent allotted time is days from the date that the. or1gma1 Invokmg
- Party’s notice is recelved by the other party.

7 GENERAL TERMSANDCONDITIONS o

17 1 COMPUTER USE , ’
~In consideration for receiving access to and use of the oomputer facrht1es network, hcensed
o - or developed software, software maintained or operated by any of the State entities, systems, ,
equipment, - Documentation, information, reports, or data of any kind (heremafter
“Information’), the Contractor understands and agrees to the followmg rules:
a. Every Authorized User has the responsibility .to assure the protectlon of mformatwn'

from.. unauthorized access, ‘misuse, " theﬁ, damage destructlon, modrﬁcatlon, or,
- disclosure. oL

b. That mformatlon shall be used solely for conduetmg ofﬁelal State busmess and all other

- use or access is strictly forbidden including, but not limited to, personal or other prlvate.j -

and non~State use and that at no time shall the Contractor access or. attempt to access any
information Wlthout having the express authority to do so. :
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- c. That at no_time shall the Contractor access ‘or attempt to access any information in a c
' manner inconsistent with the approved policies, procedures and for agreements relatmg
to system entry/access

d. That all software hcensed, developed, or bemg evaluated by the State cannot be copied,
‘shared, distributed, sub-licensed, modified, reverse engmeered, tented, or sold, and that
at all times the Contractor must use utmost care to protect and keep such software
strictly confidential in accordance with the license or any other Agreement executed by
- the State. Only equipment or software owned, licensed, or being evaluated by the State,
can be used by the Contractor. Personal software (including but not hmrted to palmtop
: sync software) shall not be mstalled on any equrpment : '

e. That if the Contractor is found to be in wolauon of any of the above-stated rules the
User may face removal from the State Contract, and/or criminal or civil prosecutron 1f
- theact constrtutes a violation of law.

17.2 EMAIL USE » :
EMail and other electionic - communication messagmg systems are State of New
Hampshlre property and are to be used for business purposes only. Email is defined as

“internal Email systems” or “State-funded Email systems.” The Contractor understand and” B
_agree that use of email shall follow State standard policy (avarlable upon request).

- 17.3 ]NTERNET/INTRANET USE

The Internet/Intraret is to be used for access to and dlstrrbutron of mformat10n in drrect

- support of the business .of the State of New Hampshire according to State standard pohcy‘
- (available upon request) ‘

17 4 REGULATORY GOVERNMENT APPROVALS

The Contractor shall obtain all necessary and applicable regulatory or other governmental .

approvals necessaty to perform its obligations under the'Contract.

17.5 INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Name, name of the individual responsrble for ’
the funding of the contracts and h1s/her address

17 6EXHIBITS

~ The Exhibits referred to, in and attached to the Contract are mcorporated by reference as’ 1f
- fully included in the text. .

17.7 VENUE AND JURISDICTION

- Any action on the Contract may only be brought in the State of New Hampshrre Merrlmack o

County Superlor Oourt

- 17.8 SURVIVAL
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The terms, eondrtrons and watranties contamed in the Contract that’ by thelr context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit E ‘Section 3:
_ Records Retention and Access Requirements, Exhibit. E  Section 4: Accounting
Requrrements and General Provisions-Section 11: Use of - State’s Information, -
* Confidentiality and General Provisions- Section 14 Termination whlch shall all survive the
termmatron of the Contract. o . '

179 FORCE MAJEURE , _

Neither the Contractor nor the State shall be responsible for delays or failures in performance ,

resulting from events beyond the control of such party and without fault or negligence of

such party. Such events shall include, but not be limited to, acts of God, strikes, lock outs,

riots, and acts of War, epidemics; acts of Government, fire power failures, nuclear acmdents g
: earthquakes and unusually severe weather.

" Except in the event of the foregomg, Force Majeure events shall 16t include the Conu*actor S
* inability to hire or provrde personnel needed for the Contractor’s performance under the
Contract.

17.10 NOTICES

‘Any notice by a partyihereto to the other party shall be deemed to have been duly dehvered
or given at the time of mailing by certified mail, postage prepaid, in a Umted States Post -
Office addressed to the. parties at the following addresses

TO THE CONTRACTOR: . TOSTATE: - ‘

- SOVEREIGN SPORTSMAN = 'STATE OF NEW HAMPSHIRE -
SOLUTIONS . FISHAND GAME DEPARTMENT
4336 KENILWOOD DRIVE ~ 11HAZENDRIVE
NASHVILLE, TN 37204 CONCORD, NH 03301
TEL: (615)610-3761 a | ~TEL: (603)271-6832 o
EMAIL: ERICHEY@S3GOV. COM ~ SUSAN. PERRY@W]LDLIFE NH.GOV'

17.11 DATA PROTECTION

Protection of personal -privacy and data shall be an 1ntegra1 part of the busmess act1v1t1es of
~ the Contractor to ensure there is no inappropriate or unauthorized use of State information at

any time. To this end, the Contractor shall safeguard the conﬁdentrahty, mtegrlty and

availability of State mformatron and eomply with the followmg condmons '

a. The Contractor shall nnplement and marntam appropnate admmrstratwe techmcal and
organizational security measures to safeguard against unauthorized access, disclosure or
theft of personal data and non-public data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
~applies to its own personal data and non-public data of srmrlar kind. : '
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b. All data obtained by the Contractor in the performance of this contract and all personal
data shall be encrypted at rest and in transit with controlled access. Unless otherwise
stipulated, the Contractor is respons1b1e for encryption of the personal data.

. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest and

- intransit. The State shall identify data it deems as non-public data to the Contractor. The
level of protection and. encryptlon for all non-public data shall be identified and made a
part of this contract.

d. At no time shall any data or processes — that either belong to or are mtended for the

use of the State or its officers, agents or employees — be copied, disclosed or retamed by :

the the Contractor or any party related to the Contractor for subsequent use in any '

~ transaction that does not include the State.

e. The Contractor shall not use any mformanon collected in connection with the serv1ce
issued from this proposal for any purpose other than fulﬁlhng the service.

17.12. DATA LOCATION
The Contractor shall provide its Services to the State and its end users solely from data
centers within the Continental United States. All storage, processing and transmission of-
- State data shall be restricted to information technology systems within the Continental
United States. The Contractor shall not allow its personnel or sub-contractors to store State
data on portable devices, including personal computers, except as specified and allowed by
the contract, and then only on devices that are used and kept at its data centers within the
Continental United' States. The Contractor shall permit its personnel and Contractors to-

access State data remotely only to prov1de techmcal support and as specified or required by
the contract. |

'17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION | :

The Contractor shall-inform the State of any security incident or data breach in accordance

with NH RSA 359-C. ' . :
a. Incident Response the Contractor may need to communicate with outside parties
regarding a securlty incident, which may include contacting law enforcement, fielding
media inquiries and seeking external expertise as mutually agreed upon, defined by law or
contained in the contract. Discussing security incidents with the State should be handled
on an urgent as-needed basis, as part of the Contractor communication and mitigation
processes as mutually agreed upon, defined by law or contained in the conuact

b. Security Incident Reporting Requirements: the Contractor shall report a securlty »
incident to the appropriate State identified contact immediately as defined in the SLA.

c. Breach Reporting Requirem'ents: If the Contractor has actual knowledge of a confirmed
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data breach that affects the security of any State content that is subject to apphcable data
breach notification law, the Contractor shall (1) promptly notify the appropriate State ~ -
identified contact within 24 hours or sooner, unless shorter time is required by applicable -
law, and (2) take commermally reasonable measures to address the data breach in a tlmely
manner. :

17 14 BREACH RESPONS[BILITIES _
This section only applies when a data breach occurs with respect to personal data wrchm the
possession or control of the Contractor

- a.The Contractor unless stipulated otherwme shall unmedlately notlfy the appropnate
State identified contact by telephone in accordance with the agreed upon security plan or.
security procedures if it reasonably beheves there has been a security mmdent

b. The Contractor unless stlpulated othermse shall promptly notify the appropnate State -
identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it confirms that there is, or reasonably beheves that there has been a
data breach. the Contractor shall (1) cooperate with the State as reasonably requested by
the State to investigate and resolve the data breach, (2) prompﬂy implement necessary

- remedial measures, if necessary, and (3) document resporsive actions taken related to the
data breach, including any post—mmdent review of events and actions taken to make :

‘ changes in ‘business practices in providing the servrces if necessary

c. Unless otherwme stipulated, if a data breach is a dlrect result of the Contractor s breach
of its contract obligation to encrypt personal data or otherwise prevent its release, the '
- Contractor shall bear the costs associated with: -

(1) the investigation and resolution of the data breach - '

(2) notifications to individuals, regulators or others required by State law;

(3) a credit monitoring service required by State (or federal) law; -

(4) a website or a toll-free number and call center for affected individuals required
by State law NH RSA 359-C:19-C:20, all not to exceed the average per record per
person cost calculated for Data Breaches in the United States (currently $148 per -
record/person) in the most recent “Cost of a Data Breach Study: Global Overview”
published by the Ponemon Institute at the time of the Data Breach; and- .

(5) complete all corrective actions as reasonably determined by the- Contractor based
~ on root cause; all [(1) through (5)] subject to this Contract’s limitation of hablhty

17.15. NOT[FICATION OF LEGAL REQUESTS :
The Contractor shall contact the State upon receipt of any electromc discovery, Iltlgatlon.: o
holds, discovery searches and expert testimonies related to the State’s data under this™
contract, or which in any way might reasonably require access to the data of the State. the
Contractor shall not respond to subpoenas, service of process and other legal requests related
to the State without ﬁrst notlfymg the State, unless prohibited by law from prov1d1ng such'
notice. :
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17.16. ACCESS TO SECURITY LOGS AND REPORTS
The Contractor shall provide reports to the State in a format as agreed to by both the
Contractor and the State. Reports shall include latency statistics, user access, user access P

~ address, user access hlstory and security logs for all State files related to this contract.

17.17. CONTRACT AUDIT '
The Contractor shall allow. the State to audlt conformance 1o the contract terms.. The State

may perform this audit or contract w1th a third party at its discretion and at the State’s
expense. :

17.18. DATA CENTER AUDIT

" The Contractor shall perform an mdependent audit of its data centers at least annually at its

expense, and provide a redacted version of the audit report upon request. the Contractor may
remove its proprietary information from the redacted version. A Service Organization

- Control (SOC) 2 audit report or approved equlvalent sets the minimum level of a third-party

audlt

17.19. ADVANCE NOTICE
The Contractor shall give advance notice (to be determlned at the contract time and mcluded

- in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades, system

changes) that may impact service availability and performance. A major upgrade is a

- replacement of hardware, software or firmware with a newer or better version in order to

bring the system up to date or to improve its characteristics. It usually includes a new version
number :

17.20. SECURITY ' ,
The Contractor shall disclose 1ts non-propnetary security processes and techmeal lnmtanons '
to the State such that adequate protection and flexibility can be attained between the State
and the Contractor. For example: virus checking and port sniffing — the State and the
Contractor shall understand each other’s roles and responsibilities. :

.

17.21. NON—DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non-
disclosure agreements, and limit staff knowledge of State data to that which is absolutely
necessary to petform job duties.

17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in plecemeal or in entlrety at. 1ts
discretion without interference from the Contractor. This includes the ablhty for the State to
import or export data to/from other service providers. :

17.23. RESPONSIBILITIES AND UPTIN[E GUARANTEE

‘The Contractor shall be responsible for the acquisition and operation of all hardware,
-software and network support related to the services being provided. The technical and
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professional activities required for estabhshmg, managing and mamtalmng the environments
are the responsibilities of the Contractor. The system shall be -available 24/7/365 (with
agreed-upon maintenance downtime), and prov1de service to customers as defined in the

' SLA.

17.24. RIGHT TO REMOVE INDIV]DUALS :
The State shall have the right at any time to require that the Contractor remove from mteractlon :
with State any the Contractor representative who the State believes is detrimental to its working

“relationship with the Contractor. The State:shall provide the Contractor with notice of its

determination, and the reasons it requests the removal. If the State signifies that a potential
security violation exists with respect to the request, the Contractor shall immediately remove-

such individual. the Contractor shall not assign the person to any aspect of the contract or future
work orders without the State’s-consent.
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a. Problem Statement

Currently the NH Fish and Game Department generates general hunting and fishing licenses, OHRV
registrations, hunt lotteries, Harvest Information Program (HIP) surveys, Hike Safe cards and Hunter
Education Certificates issued electronically. These are generated by a Point of Sale (POS) system and/or
Internet. Access.is web based and hardware is not supplied to License/OHRV POS agents. The current
contract ends on June 30, 2019. The Department would like to add on to this system, the following non-

" mandatory component: Wildlife Harvest Information Reporting. All subsystems, both mandatoxy and
: non-mandatory will be billed separately.

b. Goals .

The State of New Hampslnre Fish and Game Department, would like to procure a modular software
system with several components. The main systems will allow the Fish and Game Department to issue
licenses and through both a POS system and Internet sales system; OHRV Registrations through a POS -

system and an online registration program for Event Management and Hunter certification. Other
components are a Wildlife Harvest reporting system

c. Pro ject Overwew

This software solution will allow hcense/OHRV agents to enter customer data through hardware and
software at their location, print out the license or OHRV registration and issue to the buyer. It will also -
have an Internet sales subsystem developed and the whole system will be hosted by one vendor. The
Internet sales system will allow individuals to purchase and print hunting/fishing licenses, Hike Safe cards
and apply for lotteries from home 24/7 using a credit card for payment. The License /OHRV Registration
POS and Internet Sales system will be paid for by transaction fees, which are passed on to the customer.
The Harvest Information Program (HIP) survey’s filed both by phone and Internet are billed for cost per
survey. Deer, Bear and Turkey harvest reporting will be billed for initial development and "annual
maintenance and support.  The Event Manager System will provide online registration .education

- programs. offered to the public and electronic services for accessing certification numbers online. The
system will also provide support for volunteer management, participant tracking and communications.
This system will be billed for annual maintenance and support. The Internet License and Event
Management systems must be mobile compliant. - :

d. Statement of Work

The State wishes to procure a Fish and Game Llcensmg/OHRVlEvent Management and Harvest system
from one vendor. The Agent Licensing system is to be accessed by contracted License POS agents
‘throughout the state. The Internet License Sales system, will allow individuals to purchase license,
permits, lotteries and Hlke Safe cards over the Internet. Deer/Turkey Harvest Reports will be accessed by
contracted Deer/Turkey Registration stations throughout the state.” The OHRV Registration system will

- State of NH Contract 2019-031
Exhibit A + Cantract Deliverables —Part 3
“Date: < {j Zg’ & Contractor’s Initials: gf/é,,/ '

- Page 1 of 80




STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT

| FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3—-EXHIBIT A
- CONTRACT DELIVERABLES

" be accessed by contracted OHRV POS Agents: throughout the state. The Event Management ‘System

_ which is accessed by individuals to-register for Wildlife Education Programs and instructors to: issue o
cértificates; with a subsystem to register for OHRV Safety Education Programs and issue- cettificates.. All .-~

- systems will produce a-.comma-delimited text file generated nightly for the current day’s sales/issues data IR
" The text file will be made available nightly on the State of New Hampshlre 5 (SoNH) FTP Slte to be e
‘ »loaded daily into the Department’s mternal database. e

The Vendor must provide help desk and technical support function for the pubhc as well as the contracted- -

' hcense/OHRV POS agents and Check Statlons Th1s phone number will also be used for ﬁlmg phone HIP -
. surveys. - _ ,

. Genet'al Project Assumptions

L

" The Contractor will provxde pro;ect nackmg tools and templates to record and manage Issues RlSkS

~ . Change Requests, Requirements, and other documents used in the management and trackmg of the i

project. The State of New Hampshire and the Contractor’s Project Managers will review thesé tools:

and templates and determine which ones will be used for the project. Trammg on these tools and= e
’ templates will be conducted at the start of each phase in Whlch they will be used. :

; .PI‘lOI' to the commencement of work on Non—goﬂware and Wntten Dehverables the Contractor shall -
~ provide to the State a template table of contents, or agenda for Review and pI‘IOI‘ approval by the o
" State. : K

' The Contractor shall ensure that appropriate levels of security are implemented and maintained in

order to protect the mtegnty and reliability of the State’s Information Technology resources,

information, and services. Security requirements-are defined in Appendix C-2 of the- Request for . '1

Proposal. The Contractor shall prov1de the State resources, information, and Services ‘on an ongoing -

“basis, with the appropriate mﬁ“astructure and security controls to ensure business contmulty and to
“safeguard the conﬁdentlahty and mtegnty of State networks, Systems and Data. ' .

The Dehverables are set forth in the Schedule ‘described below in Section 2. By unconchtlonally
accepting a Dehverable ‘the State reserves the right to reject any and all Deliverables in the event the
State detects any Deficiency in the System, in whole or in part, through completlon ofall Acceptance .

Testmg, including but not limited to Soﬁware/System Acceptance Testmg, and any extensxons
thereof. : : _ L

Pncmg for Dehverables are set forth in Exhlbxt B: Przce and Paymem‘ Schedule Prlcmg wxll be o
~ effective  for the Term of this Contract, and any extensions thereof.” ‘

tate of NH Contract 2019+ 03 1
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STATE OF NEW HAMPSHIRE
" FISH AND GAME DEPARTMENT :
e FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
. : CONTRACT 2019-031 '

PART 3 — EXHIBIT A

CONTRACT DELIVERABLES

" DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

PRI o ~ Deliverable Projected
A‘ctlvnfy, Del_lrv‘efrable,v or Ml;esfoqe Type Delh}ery Date
|PLANNING AND PROJECT MANAGEMENT o |
1 1 |Conduct Project Kickoff Meeting . Non-Software 08/29/2019 -
N o : Bi-weekly
L starting -
2 Projéct Status Reports Written 09/10/2019
3 . |WorkPlan Written 09/09/2019
- [Infrastructure Plan, including Desktop _' Written
o -fand Network Conﬁguratlon ' _ o
4 ' Requlrements - 10/03/2019 _
5 Security Plan | Written 10/10/2019
Communications and Change ) :
_ .Management Plan Written 09/09/2019
o Requlrements Trace ablhty Matnx Written ~ 09/09/20 19
Software Configuration Plan Written 11/01/2019
10/24/2019
' Systems Interface Plan S AND .
-9 and Deslgn/_CapabIhty Written 11/22/2019
10 Testing Plan Written 08/30/2019
11 |Data Conversion Plan and Design _ Written 09/10/2019
12 Deployment Plan Written 09/09/2019
1 - [Comprehensive Trammg Plan . -
|13 land Curriculum Wiitten 10/03/2019
| 14 |End User Suppoit Plan Written 11/15/2019
"-‘,15" . - [Business Contmulty Plan ' ‘Written . 12/10/2019
“|Documentation of _ ' o :
“|Operational Procedures 7 ‘Written 12/10/2019
ANTR e SRRl ‘ s
17 Provide Software Licenses if needed _ N/A -
18 Provide Fully Tested Data Conversion - Software '11/01/2019

. State of NH ‘Contract 2019 031

Exhibit A5 Co tract Deliverables — Part 3
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STATE OorF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/ONRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019031
PART 3 -EXHIBIT A
CONTRACT DELIVERABLES

Software . ' ‘ | .,. ‘;
Provide Software Installed, Conﬁgured, : '
: : and© Operational to Satisfy State : o
19 [Requirements - - . | __Software . | 12/02/2019 .

20 - |Conduct Integration Testing ', : Non-Software 11/21/2019
R : : ' ‘On going with
21 __|Conduct User Acceptance Testing " | Non-Software each sprint
22. - |Perform Production Tests Non-Software 11/12/2019
| Test In-Bound and | | | |
23 Out-Bound Interfaces - : : Software 11/18/2019
 |Conduct System Performance B . B
24 __I(Load/Stress) Testing : Non-Software 11/12/2019
' Certification of 3% Party Pen Testmg and

“Non-Software 11/18/2019

2‘5 1Application Vulnerability Scanning.

‘ VConverted Data Loaded into, Production . _ ,
26 Environment ' | Software - _11/25/2019

Provide Tools for Backup and Recovery :
27 of all Apphcatlons and Data - . . Software ~11/01/2019
, | N 10/28/2019-
28 Conduct Trammg . | Non-Software __11/01/2019
29 Cutoverrto New Software . Non-Software  12/02/2019
30 . [Provide Documentation ' Written - : 12/02/2019

Non-Software 12/02/2019

- 31 ~ |Executé Security Plan

‘IOngoing  Hosting,

. Maintenance and . | Non-Software S
32 |Support - ‘ . : o On :going
33 Conduct Project Exit Meeting =~ . . | Non-Software ~ 01/06/2020

itate of NH Contract 2019-031

ixhibit A+ Contract Deliverables — Part 3
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. STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT , :
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 -EXHIBITB
PRICE AND PAYMENT SCHEDULE

‘1. PAYMENT SCHEDULE

1.1 Net to Exceed

This is a Not to Exceed (NTE) Contract for the period between the Effective Date through June 30 .
2024. The Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the followmg activities,

Deliverables, or Milestones and Ongoing Maintenance and Support as defined 1 in the pnce and
payment tables below.

Table 1.1A: Activity, Deliverable, or Milestone Payment Table

Activity, peﬁvergble, pr Milestone Delgz(::‘yei)t:tie " Price
IPLANNING AND PROJECT MANAGEMENT - :
. : S ) | . Included in
: ' .ﬁ _Transaction
1 ___|Conduct Project Kickoff Meeting - ' 08/29/2019 ' Fee(s)
: o " Bi-weekly Included in
starting Transaction
2 Project Status Reports 09/10/2019 Fee(s)
’ SRR ' : : * Included in -
: : : * Transaction
-3 'Work Plan . 09/09/2019 ~ Fee(s)
: Infrastructure Plan, including Desktop | 10/03/2019 | Included in
and Network Configuration ~ ' ‘Transaction
4. Requirements : o - ' Fee(s)
' 10/10/2019 | Included in
o : : ‘ - Transaction
5 Security Plan : f Fee(s)
o ) : ' ‘ "Included in -
Communications and Change ] : Transaction
6 Management Plan : 09/09/2019 . Fee(s)
I o | , -Included in
: . : - _ Transaction
7 Requirements Trace ability Matrix 09/09/2019 . Fee(s)
‘ ' Included in”
_ o ‘ - Transaction
8 Software Configuration Plan : 11/01/2019 . Fee(s)
: ~ |Systems Interface Plan 10/24/2019 | Included in
9 __|and Design/Capability ' - AND Transaction

State of NH Contract 2019-031

Exhibit B # Prite and Payment Schedule — Part 3
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' FISH AND GAME DEPARTMENT =~ -
FISH AND GAME LICENSING/OHRYV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Fee(s) :

. 11/22/2019
. Included in
oo : Transaction
10 Testing Plan 08/29/2019 _Fee(s)
BI-WEEKLY Included in
_ o STARTING Transaction -
11 [Data Conversion Plan and Design = 09/10/2019 Fee(s)
' ' : Included in’
» - Transaction
12 . - IDeployment Plan . 09/09/2019 Fee(s) -~
o ’ Included in
A Comprehensive Training Plan : o Transaction
13 and Curriculum 10/03/2019 Fee(s)
: ' Included in -
o o , : | Transaction
14 End User Support Plan - 11/15/2019 - Fee(s) .
' ' Included in
: S - Transaction
15 Business Continuity Plan 12/10/2019 Fee(s)
o C ’ Included in
: Documentation of - ‘ Transaction
16 Operational Procedures - 12/10/2019 Fee(s) -

" Included:in
» ‘ , : Transaction
17 _|Provide Software Licenses if needed N/A Fee(s)
’ S : Included in -
: Provide Fully Tested Data Conversion - Transaction
18 Software = 11/01/2019 - Fee(s) .
Provide Software Installed, Configured, ' o - Included in
. and Operational to  Satisfy  State - Transactlon
1 Requirements 12/02/2019 )

Included in - -
o = : : ‘Transaction
20 Conduct Integration Testing 11/21/2019 Fee(s)
' o Included in
A ' L On-going - Transaction
21 Conduct User Acceptance Testing w/each sprint Fee(s) - -
‘ o ’ Included in
22 Perform Prod_uction} Tcsts 11/12/2019 Transaction.

tate of NH Contract 2019-031
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PRICE AND PAYMENT SCHEDULE

26

Fee(s) “
v , Included in
o TestIn-Bound and . , _Transaction
23 Out-Bound Interfaces B . 11/18/2019 -Fee(s)
’ : : = 10/22/2019. Included in -
. [Conduct System Performance = . " 111/22/2019 and Transaction
24 - - |(Load/Stress) Testing annually Fee(s)
, . . _ 11/18/2019 Included in
| Certification of 3" Party Pen Testing and Transaction |-
{25 |Application Vulnerability Scanning. Fee(s)

Converted Data Loaded mto Productlon

Included in
Transaction
Fee(s)

27

Envu*onment | 112512019

Provide Tools for Béck'up and Recévery

" lof all Applications and Data ‘ 11/01/2019

Included in
Transaction
Fee(s)

28

10/28/2019-

11/01/2019
Conduct Training

Included in
Transaction
- Fee(s)

29

Cutover to New Software ‘ 12/02/2019

Included in
Transaction

Fee(s)

30

Provide Documentation 12/02/2019

| Included in

Transaction

Fee(s)

Execute Securl Plan

-12/02/2019

] ‘V\Included in.

Included in
Transaction

o : On-going
E : Ongoing Hosting, Maintenance and Transaction
- 32 ISupport ‘ Fee(s) -
Included in’
1 » - , - : Transaction
.33 Conduct Project Exit Meeting - 01/06/2020- Fee(s)

State of NH COntract 2019-031
Exhibit B ~ Prige and Payment Schedule — Part 3
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. STATE OF NEW HAIWPSHIRE
FISH AND GAME DEPARTMENT

‘FISH A.ND GAIWE LECENSING/OHRVIEVENT MANAGENENT SYSTEM -
. CONTRACT 2012-031
PART 3 - EXHIBITB.

’ PRICE AND PAYMENT SCBEDULE

?éble 1.iB: Ox-Going Maintenance an:d' Suppdrt Payment Table

Mamtenance and Support_

FY 2024

FY2020 | 2021 | FY2022 | FY2023°

COHServétionEducaﬁOn I | 1 T S
System 412,000 | $12,000 | $12,000 | $12,000 | $12,000 | $60,000
Deer/’l‘urkeyHarvest S , S - N : i -
Information System _ $25,000 | Included | Included | Included | included | $25,000 : |
Harvest Information Program ' g » , ‘
HIP) ~ $5,000 | $5000 ‘| $5000 | $5000 | $5000 | $25,000
Total 342,000 | $17,000 | $17,000 | $17,000 $17,000 | "$110,000 |

2 Future Vendor Rates Worksheet

Total - |

"he State may request additional Services from the selected Vendor and requires rates in the event that:
dd1t10na1 Service is required. The following format must be used to provide this information. “SFY™ refers -
o State Fiscal Year. The New Hampshire State Fiscal Year runs from July 1 through June 30 of the
ollowing calendar year. Positions not identified in the Proposed Posmon Worksheet may be included in the ,
‘uture Vendor Rates Worksheet. .

Table 1.4; Future Vendor Rates Worksheet

" I Position Title | SFY 2019 SFY: 2020 " SFY 2021 | SFY2022..| . SFY 2023 .
Project $125.00/hr | $125.00/r . | $125.00/hr $125.00/hr | $125.00/hr
| Manager L ‘ 3 I
15 - | $125.00/0r $125.00/br - | $125.00/br . | $125.00/hr $125.00/hr
Developer =~ ' ) 7' _ A N . o
| Business | $100.00/hr | $100.00/hr | $100.00/hr $100.00/hr $100.00/hr
| Analyst ] 1 | . o ‘ o
QA Staff $80.00/hr $80.00/hr | $80.00/hr - | $80.00/hr $80.00/hr .
. CONTRACT PRICE

Notmthstandmg any prov1s1on in the Contract to the contmry and notw1thstandmg unexpected E

* circumstances, in no event shall the total of all payments made by the State exceed the amount indicated” -
in the P-37 General Provisions Block 1.8 (“Price Limitation™).  The payment by the State of the total
Contract price shall be the only, and the complete reimbursement to the Contractor for all fees and
expenses of whatever nature, incurred by the Contractor in the performance hereof. '

,tate of NH Contract 2019—03 1
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. STATE OF NEW HAMPSHIRE
FISH AND GAME BEPARTMENT -
FISH AND GAME LICENSING/OHRV/EVENT MTANAGEMENT SYSTEM
CONTRACT 2019-031
: PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1 The State will not be responsible for any travel or out of pocket expenses incurred in the perfonnance of
‘the Services performed under this Contract ,

3. INVOICING

‘The Contractor shall submit cofrect invoices to the State for all amounts to be paid by the State All‘

invoices submitted shall be subject to the State’s prior written approval, which shall not be unreasonably

withheld. The Contractor shall only submit invoices for Services or Deliverables as permitted by the

Contract. Invoices must be in a format as determined by the State and contain detailed information,

including without limitation; itemization of each Deliverable and identification of the Deliverable for which

payment is sought, and the Acceptance date triggering such payment; date of delivery and/or mstallatlon
. monthly mamtenance charges any other Project costs or retenuon amounts if apphcable

. Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct-and undisputed invoice within thlrty (30) days of invoice receipt. Invoices will not be'backdated
and shall be prompt;y dlspatched. _ L

Invomes shall be sent to:

New Hampshire Fish and Game Department
Attn: Business Office

11 Hazen Drive

Concord, NH 03301

4. PAYMENT

© Payments shall be made via ACH. Use the following link to enroll with the Srate Treasury for ACH.
payments hitips: :/[www.nh, gov/ireasury/state-vendors/index. htm

S. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days return to the State the full .
amount of any overpayment or erroneous payment upon dlscovery or notice from the State.

6. CREDITS

The State may apply credlts due to the State arising out of this Contract, against the Contractor s invoices
w1th appropriate information attached.

. PRGJECT HOLDBACK

‘The State shall withhold ten percent (10%) of the ﬁrst year annual fee for a period of 60 days after first -
productlve use of the System - :

“State of NH Contract 2019-031 - o
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STATE OF NEW HAMPSHIRE
: FISH AND GAME DEPARTMENT g '
FISH AND GAME LICENSING/CHRV/EVENT MANAGENEENT SYSTEM
CONTRACT 2019-031
- PART 3 - EXHIBIT C
SPECIAL PROVISIONS

1.5 FEDERAL AWARD INFORMATION AND COMPLIANCES FOR FEDERAL
ASSISTANCE FUNBED PRGJECTS - ' :
his contract is funded in part by grants from the Department of’ the Interior, U. S. Fish and Wlldhfe .

ervice. The contractor and all sub-contractors must comply with tederal regulanon and the followmg -
rovisions, as apphcable _ , ’

GOVERNMENT~W]DE DEBARMENT AND SUSPENSION

his contract is subject to Executive Orders 12549 and 12689 “Debarment and Suspensmn The
ontractor must comply with the apphcable provisions of the OMB guidance in Sub-part C of 2 CFR Part
80, as adopted by the Department of Interior at 2 CFR Part 1400 Non-procurement Debarment and

uspension. A contract award (see 2 CFR 180:220) cannot be made to parties listed on the govemment— o

/ide exclusions in the System for Award Management (SAM), in accordance with 2 CFR 180. Before
ntering into a covered transaction the contractor must notify the contracting state agency 1f you know
1at you or any of ‘your principals are presently excluded or disqualified from participation in federally ’
unded transactions.

‘ertlﬁcatlon Regarding Debarment and Sus ensmn_ Lower Tler Covered Transactions L
by submitting a bid and entering into a contract the contractor certifies, , per-Subpart C of 2 CFR Part 180
hat neither it nor its principles (officers, directors, owners, or partners) are presently debarred, suspended, -
.roposed for debarment, declared mehglble voluntanly excluded, or otherwise excluded by any federal
.epartment or agency from participating i in transactions supported in whole or in part by Federal funds

State of NH Contract 20190331
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT

. FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
" PART 3 - EXHIBIT D
ADMINISTRATIVE SERVICES

TRAVEL E)@ENSES

The Contractor must assume all reasonable travel and related expenses All labor rates will be “fully
loaded”, including, but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and out _
of pocket expenses.

SHIPPING AND DELIVERY FEE EXEMPTION
The State will not pay for any shlppmg or delivery fees unless specrﬁcally itemized in the Contract,

‘ ACCESS/COOPERATION

As applicable, and subject to the apphcable laws and regulations, the State will provrde the Contractor
with access to all program files, libraries, personal computer-based systems, sofiware- packages,

. network systems security systems and hardware as required to complete the contracted Services.

The State will use reasonable eﬁorts to provide approvals, authorizations, and decisions ‘reasonably
necessary to allow the Contractor to perform its obligations under the Contract.

STATE—OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to ‘all State-owned documents, materlals reports and
other work in progress relating to this RFP. ‘Upon expiration or termination of the Contract with the

‘State, the Contractor shall turn over all State-owned documents, material, reports, and work in

progress relating to this RFP to the State at no additional cost to the State.” Documents must be
provrded in both prmted and electronic format.

RECORBS RETENTION AND ACCESS REQUIREMENTS
The Contractor shall agree to the conditions of all applicable State and federal laws and regulatlons

“ which are incorporated herein by reference, regarding retention and aceess requirements, including
without limitation, retention policies consistent with the Federal Acquisition Regulatlons (FAR)
_ Subpart 4.7 Contractor Records Retention.

‘The Contractor and its Subcontractors shall maintain books, records, documents, and other evidence of
“accounting procedures and practices, which. properly and sufficiently reflect all direct and indirect
- costs invoiced in the performance of their respective obligations under the Contract. The Contractor
--and its-Subcontractors shall retain all such records for three (3) years following termination of the _
Contract, inchiding any extensions. Records relating to any litigation matters regarding the Contract
shall be kept for one (1) year following the termination of all litigation, including the termination of all
Aappeals or the expiration of the appeal perrod

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE -

' FISH AND GAME DEPARTMENT . '
FISH AND GAME LICENSING/OHRV/EVENT MANA(‘EMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT D
ADMINESTRATIVE SERVICES

Upon prior notice and subject to reasonable time frames, all such records shall be subject to N
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall-

be prov1dcd within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no.cost to the State during the three (3) year .

period following termination of the Contract and one (1) year term following litigation relating to the :

Contract, including all appeals or the expiration of the appeal period. The Contractor shall include .
the record retentlon and review requlrements of this section in any of its. subcontracts

The State agrees that books, records, ,documcnts, and othcr ev1denc_e of accounting procedures and .
; pr'acticcs related to the Contractor’s cost structure and profit factors shall be excluded from the State’s

review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structurc or proﬁt factors :

. ACCOUNTIN G REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted

Accounting Principles. The costs applicable to the Contract shall be ascertainable from the .-

accounting system and the Contractor shall maintain records pcrtalmng to the Services and alI other
costs and expcndlturcs

state of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
: FISH AND GAME BEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT E
IMPLEMENTATION SERVICES

PROJECT.N[ANAGEMENT

- The Staie beheves that effectlve commumcauon and reporting are essential to Project success.

The Contractor Key Project Staff shall participate in meetmgs as requested by the State in accordance
with the requlrements and tcrms of this Contract. N

a.

Introductory Meetmg Part101pants will include the Contractor’s Key Project Staff and State Project

~ leaders from the New Hampshire Fish and Game Department. This meeting will enable leaders to -

become acquamted and establish any prehmmary Project procedures

chkoff Meeting: Partmpants will mclude the State and the Contractor’s Project Team and maJor :

‘ stakeholders This meeting is to establish a sound foundation for activities that will follow.

Status Meetings: Participants w111 include, at the minimum, the Contractor’s Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status
and error report from the Contractor shall serve as the basis for discussion.

“The Work Plan: must be reviewed at each Status Meeting and updated, at mlmmum, ona bl—weekly

basis, in accordance with the Contract.

Special Meetings: Need may arise for a special meeting with State leaders or Project stakeholders to
address spec1ﬁc issues.

Exit Meeting: Participants will include Project leaders ﬁom lthe Contractor and the State. Discussion

will focus on lessons learned from the Project and on follow up options that the State may wish to
consider. _

The State expects the Contractor to prepare agendas and background for and updates Background for
each status meeting must include an updated Work Plan. Drafting of formal presentations, such as a
, presentatlon for the kickoff meeting, will also be the Contractor’s respon51b111ty

- The Contractor s Project Manager or the Contractor’s Key Project Staff shall submit monthly status
. Teports in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in
formats approved by the State. The Contractor’s Project Manager shall assist the State’s Project Manager,
or itself produce reports related to Project Management as reasonably requested by the State, all at no
additional cost to the State. The Contractor shall produce Project status reports, Whlch shall contain, at a
. minimum, the following:

AU A BN

1. Project status related to the Work Plan;
.- Deliverable status;

Accomplishments during weeks being reported

Planned activities for the upcoming two (2) week perlod,
- Future activities; and

Issues and concerns requiring resolution.

State of NH Contract 2019-031 ‘
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7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
-regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by
“the State, all at no additional cost to the State. : ' SR

2. IMPLEMENTATION STRATEGY-

2.1 Key Components

The Contractor shall employ an industry-standard hnplementét{on strategy with a timeline set
forth in accordance with the Work Plan; :

The Contractor and the State shall adopt a change management approach to identify and plan
key strategies and communication initiatives. . ' _

The Contractor’s team will provide training templates as defined in the Trailiing Plan, which

will be customized to address the State’s specific requirements. Decisioris_ regarding format, =

content, style, and presentation shall be made early on in the process, by the State, providing
sufficient time for development of material as functionality is defined and configured.

The Contractor shall manage Project execution and provide the tools needed to create and
manage the Project’s Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and report status. '

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and

resource plans will be established for: the preliminary training plan, the change management -
plan, communication approaches, Project standards and procedures finalized, and team training
initiated. Timing will be structured to recognize interdependencies between applications and
structure a .cost effective and timely execution. Processes will be documented, training

established, and the application will be ready for Implementation in accordance with the Work -

Plan.

2.3 Change Management and Training

The Contractor’s change management and training services shall be focused on ‘deVe’loping
change management and training strategies and plans. Its approach relies on State resources

for the execution of the change management and end user training.

N
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The Contractor shall prov1de the following Products and Services described in this Exhlblt F, mcludmn but
not lmuted to:

1. TESTIN G AND ACCEPTANCE

_ The Contractor shall bear all responsibilities for the full suite of Test Planning and- preparation lhroughout
the Project. The Contractor will also provide training as necessary to the State staff responsible for test _
activities. The Contractor shall be responsible for all aspects of testing contained in the Acceptance Test
Plan including support, at no additional cost, during User Acceptance Test conducted by the State and the
testing of the trammg materials. -

" The Test Plan methodology shall reflect the needs of the Pro_]ect and be included in thc finalized Work
* Plan. A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testmg and Acceptance (both busmess and technically oriented tesung) shall apply to testmg the
System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include
planning, test scenario and script development, Data and System preparation for testing, and execution of

- Unit Tests, System Integration Tests, Conversion Tests, Installation tests, Regression tests, Performance a
Tuning and Stress tests, Security Review and tests, and support of the State durmg User Acceptance Test
and Implementation.

In addmon, the Contractor shall provide a mechamsm for reporting actual test results vs. expected results -

and for the resolution and tracking of all errors and problems identifiéd durmg test execution. The
' Contractor shall also correct Deficiencies and support required re-testing.

1.1 Test Plamung and Preparation

The Contractor shall provide the State with an overall Test Plan that will gulde all testing. The

Contractor provided, State approved, Test.Plan will include,” at a ,mmlmum,r identification,
- preparation, and Documentation of planned testing, a requirements traceability matrix, test variants,

test scenarios, test cases, test scripts, test Data, test phases, unit tests, expected results, and a tracking
.- method for reporting actual versus expected results as well as all errors and problems identified
: durmg test execution. , :

. As identified in the Acceptance Test Plan, and.documerited in accordance with the Work Plan and the
~ Contract, State testing will commence upon the Contractor’s Project Manager’s Certification, in
writing, that the Contractor’s own staff has successﬁllly executed all prerequisite Contractor’s testing, .
along with reporting the actual testing results, prior to the start of any testing executed by State staff. .
- The State will be presented with a State approved Acceptance Test Plan, test scenarios, test cases, test
_ scripts, test data, and expected results. :

' Thé State will commence its testing within five business day of receiving Certification from the B
Contractor - that the State’s personnel have been trained and the System is installed, configured,
complete, and ready for State testing. The testing will be conducted by the State in an environment

“State of NH Contract 2019-031
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mdependent from the Contractor s development envrronment The Contractor must assrst the State - ‘
* with testing in accordance with the Test Plan and the Work Plan, utilizing test and live Data to ‘-
- validate reports and conduct stress and performance testing, at 1o addltlonal cost. '

- ‘Testmg begms upon completlon of the Software conﬁguratmn as required and user trammg accordmg
to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State

. The Contractor must demonstrate that thelr testmg methodology can be mtegrated WIth the State» o
' standard methodology

1 2 System Entegmtmn Testmg (if apphcable)

‘The new System is tested in. mtegratlon with other applrcanon systems (legacy and service provrders) -
in a production-like environment. System Integration Testing validates the integration between the
individual unit application modules and verifies that the new System meets defined requirements-and-

supports execu’uon of interfaces and busmess processes The System Integratlon Test i is performed in o
atest env1ronment S

g Thorough end-to-end testing shall be performed by the Contractor. team(s) to. conﬁnn ‘that the

Application integrates with any interfaces. . The test emphasizes end-to-end business processes, and

the flow of information. across applications (IF APPROPRIATE).. It includes all key business
processes. and interfaces being implemented, confirms data transfers with . external partres and
includes the transmlssmn or prmtmg of all electromc and paper documents."

Systems Integratlon Testing vahdates the mtegratlon between the target- apphcanon
modules and other. systems, and verifies that the new System meets defined
“interface requirements and. supports. executron of business processes.  This test
~ emphasizes end-to-end business processes and the flow of information ‘across the .
application. It includes all key business - processes- and interfaces bemg
1mplemented, confirms data transfers with external part1es and mcludes the
transmission or prmtmg of all electromc and paper documents

o Take the lead i in developing the Systems Integratron Test Spemﬁcatlons
©

e Work Jomtly with the State to develop and load the data proﬁles to. support the
" test Specifications.

n @ : Work jointly with the State to vahdate components of the test scrlpts

e Work jointly wrth the Contractor to develop the Systems Integratron Test

_— Specrﬁcatrons , :
e Work jointly with- the Contmctor to develop and load the data proﬁles to

support the test Specifications.- :

4 e Work jointly. with the Contractor to vahdate components of the test scnpts

- modifications, fixes and other System interactions w1th the Contractor supplled

- Software Solutlon

‘e The IntegrationQTested System . indicates. that all inferfaces between - the
- application and the legacy and third-party systems interfaces, and apphcanons
__are functromng properly

ate of NH Contract 20 19- 03 1 '
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1.3 Installation Testing

Tn Installation Testing the application components are installed in the System Test environment to test
the installation routines and are refined for the eventual production environment. This activity serves
asa dry run of the mstallatlon steps in preparation for configuring the production system.

14 User Acceptance Testmg (UAT)

UAT begins upon completion of the Soﬁware configuration as required and user trammg accordmg to

- the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State. .

The User Acceptance Test (UAT) i is a verification process performed in a copy of the productlon
environmerit. The User Acceptance Test verifies System functionality against predefined Acceptance

~ criteria that support the successful execution of approved busmess processes.

UAT will also serve as a performance and stress test of the Syst‘em.' It may cover any aspect of the
new System, including administrative procedures such as backup and recovery. The results. of the

UAT provide evidence that the new System meets the User Acceptance criteria as defined in the
Work Plan. - S

The results of the User Acceptance Test prov1de ev1dence that the new System meets the User
Acceptance crlterla as defined in the Work Plan. ‘

Upon successful conclus1on of UAT and successful System deployment, the State wﬂl issue a letter of
UAT Acceptance and the respectwe Warranty Penod shall commence

The Systcm User Acceptance Tests verify System functionality against predefined |
Acccptance criteria that support the succcssﬁll cxecution of approved processes.

¢ Provide the State an Acceptance Test Plan and selectlon of test scripts for the |
- Acceptance Test.

Acceptance Test dctivities.

e  Work jointly with the State in deterrmnmg the reqmred acuons for problem
resolution.

© Monitor the execution of the test scnpts and assxst as needed dunng the User o

e  Approve the development of the User Acceptance Test Plan and the set of data
~for use during the User Acceptance Test.
Validate the Acceptance Test environment.
Execute the test scripts and conduct User Acceptance Test act1v1t1es
Document and summarize Acceptance Test results. '
Work jointly with the Contractor in determmmg the reqmred actmns for '
problem resolution.
e Provide Acceptance of the validated Systems

e e o o

The Deliverable for User Acceptance Tests is the User Acceptance Test Results
" These results provide evidence that the new System meets the User Acceptance
. =i _criteria defined in the Work Plan.. .

State of NH Contract 2019-031
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5 Performance Tunmg and Stress Testmg : B o
‘The Contractor -shall develop and document Software configuration and tunmg of mﬁ'astructure as
~ well as assist and- direct the State’s System- Administrators and Database Administrators in
© configuring and tuning the mfras‘i:ructure to support the software throughout the PI‘Q]eCt

7 Scope

The scope of Performance Testing. shall be to measure the System level metrics crltlcal for the
development of the apphcatlons mfrastructure and operatron of the apphcatlons in the productron
environment. ¢

' It will include the measurement of response rates of the apphcatlon for end-user transacuons and
resource utilization (of various servers and network) under various load conditions. These response ’
rates shall become the basis for changes and retestlng until optimum System performance is achieved. =

- Performance testing and tuning shall occur in the final production environment and shall use a -
copy of the ﬁnal productron database to provide the best results. B

1.7.1 Test Types

Performance testing shall use two drfferent types of testmg to determine the stablhty of the
“application. They are-baseline tests and load tests. ‘

a) Baseline Tests: Baseline tests shall collect performance data and load analysis by runnlng- 'V

scripts where the output is broken down into business transactions or functions. The test is like .~

a smgle user executing a defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transactlon response time, throughput and other user-
based metrics. .

b) Load Tests: Load testmg will determme if the ‘behavior of the System can be sustamed over a’
- long period of time while running under expected conditions. Load test helps to verify the
ability of the apphcatrorr environment under different load conditions based on workload -
distribution. System response time and utilization is measured and recorded.

-1.7.2 Tumng

Tuning will be the Contractor led and occur during both the development of the apphcatlon and |
“load testing. Tuning is the process whereby the application performance is maximized. This can be .

the result of making code more efficient durmg development as well as making tuning parameter
_ changes to the envrronment '

8 Regresslon Tcstmg

As a result, of the user testmg activities, problems wrll be 1dent1ﬁed that require correction. The State

will notify the Contractor of the nature of the testmg fallures in writing. The ‘Contractor will be
“ required to perform addrtlonal testing activities in response to State and/or user problems identified -

from the testing results. Regression testing means selective re-testing to detect faults introduced during

the modification effort, both to verify that the modrﬁcatrons have -not caused umntended adverse‘ o

effects, and to verify that the modified and related (possibly affected) System components still. meet -
their spe01ﬁed requrrements

itate of NH Contract 5019-031 o
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In desrgmng and conducting such regression testing, the Contractor will be required to assess the rrsks
inherent to the modification” bemg implemented and weigh those risks against the time and effort
required for conducting the regression tests. In other words, the Contractor will be expected to design

~ and conduct regression tests that will 1dent1fy any unintended consequences of the modification while

19S

takm0 into account Schedule and economic considerations.

ecurrty Review and Testmg
IT Security involves all functions pertaining to the securing of State Data and Systems through the

. creation and definition of security policies, procedures and controls covermg such areas as

1dent1ﬁcat10n, authentication and non-repudratron.

All components of the Software shall be reviewed and tested to ensure they protect the State s hardware‘
and software and its related Data assets. Tests shall focus on the technical, administrative and- ‘physical
security controls that have been designed.into the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components Test procedures shall include penetratron tests and applrcatlon vulnerabrhty scanmng

Service Component :

Defines the set of capabilities that:

Identification and
Authentication

{ Supports obtaining information about those parties

attempting to log onto a system or application for
security purposes and the-validation of users '

"Access Control

Supports the management . of pérmissions for
logging onto a computer or network

Encryption Supports the encoding of data for security pur poses
Intrusion Detection Supports the detection of illegal entrance into a
computer system -
Verification Supports the confirmation of authority to enter a
computer system, application or network
Digital Signature Guarantees the unaltered state of a file
User Management Supports the administration of computer,
' | application --and network accounts within  an
’ - organization. .
Role/Privilege | Supports the granting of abilities to users or groups
Management- of users of a computer, application or network

and Analysis

Audit Trail Capture

Supports the identification and monrtormg of
activities within an application or system :

-Input Validation

Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on
the server.

» Tests shall focus on the technical, administrative and physical security controls that have been
desrgned mto the System architecture in order to provrde the necessary confidentiality, mtegnty and

State of NH Contract 2019-031
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avallablhty Tests shall, at a minimum, cover each of the service. components. Test procedures shall
mclude 3 party penetratlon tests and application vulnerablhty scanning,

Prior to the System being moved into productlon the Contractor shall prov1de results of all securlty
testing to the Department of Information Technology for review and Acceptance All Software and
hardware shall be free of malicious codc (malwarc).

L9 Penetratlon Testmg (Non-PCI Environment) - ' .
* The Contractor shall provide certification that their Software and System environment has undergone :
 penetration testing in accordance with.current recommendations from a recognized industry standards
organization, such as the U.S. Department of Commerce National Institute of Standards Technology

(NIST). The State requires that the Contractor has this testing performed annually by a qualified third-
party vendor, and after every major upgrade.
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1. SYSTEM MA}NTENAN CE -

The Contractor shall maintain and support the System in all matenal respects as descnbed in the o )
- applicable program Documentation through the contract end date.

1.1Contractor’s Responsibility
' The Contractor shall maintain the System in accordance with the Contract.

»" 1.1.1 Mamtenance Releases -

The Coniractor shall make available to  the State the latest program updates general
maintenance releases, selected functionality releases, patches, and Documentation that are
generally offered to its customers, at no addmonal cost.

1.1.2 Standard Agreement ’
* The State will adopt the Contractor’s standard maintenance agreement modified to address
terms -and conditions inconsistent with State Statutes and general State information
technology practices.

2. SUPPORT OBLIGATIONS AND TERM

2.1 The Contractor shall repair. or replace Software, and provide maintenance of the Software in

~ - accordance with the Specifications and terms and requirements of the Contract, including but not-

. limited to S1.1 through S1.20 of the Support and Maintenance Requirements in Exh1b1t H
Requirements, Attachment 1. ~

2.2 If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
- Contractor shall be deemed to have committed an Event of Default, and the State shall have the
right, at its option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to return the
Contractor’s product and receive a refund for all amounts paid to the Contractor, including but not
limited to, applicable license fees, within ninety (90) days of notification to the Contractor of the
State’s refund request

2.3 If the Contractor fails to correct a Deficiency within the allotted per 1od of time stated above the -
Centractor shall be deemed to have committed an Event of Default, and the State shall’ have the
right, at its option, to pursue the remedies in Part 1 Section 14. :

State of NH Contract 2019-03 1
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Attachment C-2: Project Requirements, Vendor Response Checklist

Vendor Response Column' :
Place a “Yes” if the current release of the software can fully support ALL the functionality descrlbed in the row, without special customization. A ”Yes” can'only be used
if the-delivery method is Standard (see delivery method instructions below).

_ Otherwise, enter an "No"; A "No" can only be used with delivery method Future, Custom, or Not Avallable/Not Proposing (see delivery method instructions below)

Criticality Column~ >
(M) Indicates a requirement that is "Mandatory". The State considers it to be of such great importance that it must be met in order for the proposal to be accepted. , If

the proposer believes that there is something about their proposal that either obviates the need for this requirement or makes it of less importance this must be
explained wnthm the comments. The State retains the right to accept a proposal if the need of the requirement is reduced or eliminated by another feature of the

proposal.
(P) Indicates a requirement which Is "Preferred" Thxs requlrement is consrdered by the State to be of. great usefulness but the lack of thrs feature is not consrdered

serlous enough to drsquahfy the proposal.
(O). Indicates a requirement which is "Optional”. This requrrement is consrdered by the State to be one which usefull or potentlally usefull but not a central feature of

the Project.
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Delivery Method Column: :
Complete the delivery method using a Standard Future, Custom, or Not Avallable/Not Proposmg {as defmed below) that indicates how the requnrement will be

dehvered .
Standard - Feature/Funct:on is included in the proposed system and available in the current software release.

Future - Feature/Function will be available in a future release. (Provide anticipated delivery date, version, and service release in the comment area.)

Custom - Feature/Function can be provided with custom modifications. (Respondent must provide estimated hours and average billing rate or flat cost for the software
modification in the comment area. These cost estimates should add up to the total cost for software modifications found in the cost summary table in Section X of the

RFP).
Not Avaxlable/Not Proposing - Feature/Functuon has not been proposed by the Vendor. (Provide brief description of why this functmnahty was hot proposed )

Comments Column:
For all Delwery Method responses vendors must provide a brief explanation of how the requirement will be met Free form text can be entered into this column.

oy E b (AL Syt Y Uy
st"n &
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Due to the confidentiality of customer information, the

. B11 Vendormustprowdeaproductthatlssecureand includes ™ ] Yes Standar.d,:.

secure authentlcatxon and authorszatlon

S3 understands the need forall
customer information to be
secure. All data is encrypted both

‘at rest and in tran51t In addmon,

access to the S3 system is role

" based and only users with proper
| permissions. can access and /or g
- | edit customer informatlon

Varlous permissnons can be )
establish that limit who can view

‘| and /or edit specific information

based on the various’ permlssmns
established for a each user.

The vendor rﬁust be able to demonstrate that the log-on . , ‘
. pr‘otﬁocols;can suffxcnep;!y hmit the‘ vnewmg apd editing - Y ' Ves stardard
privileges for data that is used exclusively by one or more of ‘
the users. - :

B1.2

As stated above, access to the 3

| system is user role, based. S3 will ‘_‘_
- work with the state to estabhsh
‘the various security

levels/permlssions Perm|ssions
will'establish what data a user -

| can view and/or edit. Permiss;ons

can control viewmg/edxting data
down to thefield level.’ When the
state administrator sets.up new
users, he/she will establish the

‘permission Ievel(s) that mdmdual

wnl be allowed

State of NH Contract 2019 031 L :
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; S The $3 web-based system is built -
to accommodate all types of
connectivity. ‘While any web- "
based system.performs optimally
over high-speed broadband, 53
understands the need to build-a
system that performs at the

| lowest common denominator,

T that being dial-up. Your current
system, developed and managed
by $3, currently accommodates
various connections. The next
generation system proposed by
$3, given the advancesin
technology, will out perform the
current system.

At a minimum the Vendor must provide a system that will
communicate via dial-up as well as with existing network
solutions which include circuits, cable and DSL, as well as M . ' Yes sténdérd
their associated modems, switches and routers. License : ‘
and OHRV Agents will be responszble for their own lSP and
Hardware.

B1.3 -

1 .83 will contihue to use the same
o [ merchant processor for internet
: - RIS o - : sales that is currently being -
| System must interface with a bank network to authorize o - , o ~uti‘iizedv under your'c»;rrentg :
Bl.4 an:lhsettle c]rqeqllt c?rd_ tr_agsfa;t{o?s W|tth trlue_ Venr;dor acting . M o Yes Standard - . system. S3 currently uses the
as the merchant of record for internet sales only. . . | eredit card processing seljvi,c'es
' ' ' provided by Central Bank of
Missouri and Authorize.net.
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B1.5

secure log-on procedure.

REQUIREMENTS

The Vendor will provide a system that all0w§ secure, , .
remote access via the internet for'State Employees using a M Yes - Standard

$3 will continue to provide remote

access for State Employees with
proper authority. NHFG
administrator will have the ability
to set up new users, assign -
permission levels, and deactlvate
users if necessary.

B1.6

The system must have the abiliﬁty,to handle the grdwth of
additional License / OHRV agents, different user groups-and M Yes Standard
multiple login accounts at any one agent location. T s

The $3 solution allows the state to
setup both license and OHRV
agents, as well as Harvest Check
stations, etc;, through the
administrative control centet.
There is no limit to the number of
license agents, OHRV agents that
the state can establish. The state
will have the ability to set up users
for each group and provide. ‘
managers at agent locations the
ability to setup their own staff as
well. Both NHFG and managers at
agent locations will have the
ability to set up new users and
reactive existing users.

State of NH Contract 2019-031
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.The 83 system will create -
. o . remittance reports ona scheduled

_ ‘ S ‘ - ' ‘basis that provides a detailed ‘

. v . . - summary of sales that occurred
| :‘5:2:; ?\ln:iii\;ﬁ?;nizyg ;‘;ﬁr\:";}:‘:"e remitted by m'ail | M Yes Standard for the sc‘heduled time period.
, ‘ ‘ _ , Agents will use the system

' ' ' generated sales summary report
to remit sales for the specified
time period to NHFG.

B1.7

The next generation system to be
- | implemented for NHFG will be
Standard mobile responsive with the ability
for customers to complete sales
via a mobilé device.

BL8 The prOposed system must be-mobile compatible. ~ M | Yes

State of NH Contract 2019-031
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FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
' CONTRACT 2019-031 ~ '
PART 3 - EXHIBIT H

B1.9

REQUIREMENTS

The System must be user friehdly and help reduce human

error. M. _ Yes Standard

Over the years S3.has continually -

[Improved our system with each
-| Implementation providing an

improved and more efficient user
experience. The sales solutionisa

| simple 4-step linear process that -

first identifies the customer,
displays a list of licenses to select,
accepts payment and prints the
license. A customer can only

-| select licenses that he/she is

allowed to purchase based on
enforcement of the state's robust
rules engine. For example,a

. nonresident will only be allowed

to purchase nonresident permits
and an individual will only be
allowed to purchase licenses that
can be sold during that time
period. The $3 system is designed
to minimize errors and ptovide a
positive user experience.

State of NH Contract 2019 031
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' FISH AND GAME DEPARTMENT
FISH AND ‘GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
- PART 3 - EXHIBIT H

REQUIREMENTS
Reporting requnrementsmclude detailed transaction _ S . .
reports for each Agent, including voids as well as reports by I The S3 so!utlor; meetsall-
Agent/Clerk or Agent for a spécific time period or speclific . Co report[[?%_regu remints. AIS V°c;”
811 0.' ‘ -product type. Monthly Sales Statements will be‘prmtecl out M Yes Standard gl:;z:e:ilzz doi:;q\ngmaevnet: dr:?I Y
- by each License / OHRV Agent and remitted to the ' . .
Department with payment for total sales of a calendar - ' : : your required repor.ts,and will
month. A non inclusive list of reports are presented in ' | . continue to provide NHFG with a
‘ . comprehensive suite of reports.
Appendlx l , v
All 83 installations, including the
current NHFG system, provides a
public internet sales channel that -
\ . : allows customer to purchase -
; ‘Thza.'lﬁternet License Sales {Appllcatlon must allow . o A : licenses over the Internet and
B1.11 mdnvndua.ls to complete a License sales transaction and print M -‘ Yes | Standard - | print thelr license(s) at home. This
from their home cpmputer. ' : _ o . , i - sales channel and functionality
' will continue to be provided in
your next generation licensing
system,

State of NH Contract 2019-031
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FISH AND GAME LICENSING/OHRV/EVENT MANAGEIVIENT SYSTEM
' CONTRACT 2019-031
PART 3 - EXHIBIT H

REQUIREMENTS

' The Agent/ OHRV. Subsystem must be rapid and accurate,
allowing License Agents /OHRV Agents to sell and print
licenses and OHVR Registration certificates. OHRV

| subsystem requires inventory tracking.

31.12 M .Yes Standard

The current $3 systle‘m provides

| the functionality described.

Agents gén quickly and efficiently

navigate the sales process.

Inventory tracking is already .
provided as a component to the
OHRYV registration system. Al
functionality provided in your

‘current system will continue to be .

provided in your next generation
system without the risks
associated to moving to another
vendor that does not have a

‘ thorough understandlng of you‘r‘

requirements.

The system will have the flexibility to allow Department

31'13 license types and availability of hcenses through an

Admmlstra'uve Portal.

Staff to change license and OHRV registration prices, add M ves - Standard

The S3 system allows Department »

Staff with proper permissions to

update prices, add new licenses,
establish sale dates, enforce
established business rules, etc.
S3's goal when Building a system
is to empower the uset. and put
the control of the system back in
the hands of the state thereby
minimizing the need for vendor
intervention

State of NH Contract 2019—031
Exhibit H ‘ Re fiirements — Part 3
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FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
' CONTRACT 2019-031
PART 3 - EXHIBIT H

' L REQUIREMENTS
‘The system will generate data files (format defined by
Departrent) on a daily basis that are placed on the State of
NH secure FTP site. Separate files will be generated for ' ' .. L
: License data, OHRV sales data, Moose Lottery, Inventory, The 53 system will continue to

B1.14 -Donations, Hunter Education, OHRV Education, Harvést and M Yes Standard generate and recelve the. - - :

Violations. The state will retrieve and process this data on a necessary files as required by the
- daily basis adding it to the State existing in-house state.
databases. The Vendor will receive files from the
Depariment bi-monthly for customer data updates. .
) ‘ ' ' ' The S3 system currently supports

The Vendor must develop a HIP reporting componént to the requnrgd‘f‘-llP funct«o._nahty and
the Internet License sales site that will allow an individual will continue to do so with the

81 15 to obtain a HIP number in conjunction with hunting lice_nse M Y Standard n§>;t gene;atu_c;lr? l|cepsl;r;*gsystem.

' | or as a separate option for a HIP survey only. The vendor es tandar S s.very amiliar with Hl
will report the HIP data to the USFWS on a monthly basis. {;%T;ﬁ?:g; :P?is\,/:i:st\;snality in
Survey questions will be supplied by the Department. “all of our current state
implementations.

_ ‘ . SR S3 will continue to maintain the
The Vendot will also maintain a toll-free phone survey same toll free number that is.jn

8116 system for issuing HIP permit humbers_to individuals who M‘ Ves Standard use today for custorners to call in-

) are not able to complete the online survey. This data will , : and complete their HIP survey and
be included with the online HIP data sent to USFWS. 'be provided a HIP confirmation
- ‘ numbers.

State of NH Contract 2019-031
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FISH AND GAME LICENS]ENG/OHRV/EVENT MANAGEMENT SYSTEM,, B

CONTRACT 2019-031
PART 3 - EXHIBITH'
REQUIREMENTS _

The Event Manager System must be user frrendly and easy -
to use. The look of all event manager pages, integration of , : » :
B2.0 alt functlons, delivering all requared reporting functions and Yes . Standard
’ | customer support will be weighed in the contract award o ‘ B

' decrsron co

53 built and manages the current
| Event Management System for

NHFG $3 has a thorough -

] understandmg of the requlred )
functnonality and will.continue to

meet the requirements of NHFG
and provrde a system that is easy ;

to use resulting ina posmve user |

expetience f for both customers -
and NHFG staff,

he systemywrll provide crlterla to prevent duphcate profile | Yes . standard

B2.1
creatlon

'3 understands the heed to keep ,

your database "clean" and

| minimize duphcate records S3

| has developed a powerful tool
.that compares customer records
“at the time of creation to

| eliminate duplicate records.”

‘Based on a strict matching cntena,.,
if a customer record matches on ’ .

four data pomts, such'as first -
name, last name, address, and
DOB the system will not allowa

| new record to be created and wrll

point the customer to hls/her

|- current of primary record. The.

matchmg algorithm established by
S3 has assisted in mmimlzmg
customer records in‘all of our

_state. implementa,trons,

State of NH Contract 2019 031
Exh1b1t H - .Re irements — Part3
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- FISH AND GAME DEPARTMEN T .
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
. CONTRACT 2019-031
PART 3 - EXHIBIT H

- REQUIREMENTS - ‘ L :
: : For ad hot reporting, the $3 core

system provides a "
_ multidimensional database and a
The system will provide Ad hoc reporting by using approved ' ' , powerﬂljl__OLAP (Online Analytical
B2.2 . dashboard system using date ranges and data fields ' Yes : Standard . Pro_ces.smg) reporting toql..r OLAP
determined by the Department . o : reporting will allow analysis of

, . o : business data and provides the

‘ capability for complex
, calculations, trend analysis, and
\ data modeling.

$3 provides a powerful dashboard
in all our installations that
| provides trends and analysis of
current data at your fingertips
when first logging into the system.
S$3 has provided this functionality
to NHFG since going live with your
current system In 2011, S3 will
‘work with NHFG staff to modify
your current dashboard to
accommodate your current needs
in data analysls. '

'| System analytics through use-of a dashboard system
approved by the Department will provide data from queries Yes Standard
to show trends and churn rates for hunting and ﬂshmg ‘ ‘ :
participation.

B2.3

The current NHFG Event Manager
: | System built and managed by S3
Yes Standard has both a public registration
‘ portal and a Department
Administration portal. -

The Event Manager System must consist of (2) two 'p:ortalsv- '
1.B2.4 the public registration portal; and the Departments
Administration portal. :

State of NH Contract 2019-031 B
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FISH AND GAME LICEN SING/OHRV/EVENT MANAGEMENT SYSTEM

 CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

’ ' 4
The public portal will provide viewing and registratlon for
- : events; individuals will create a profile, search, register or .
B2.5 “cancel out of events. Also to reprint their certification card. ~ | Yes
There must be an option for user to recover username
‘ and/or password S

Standard

The $3 Event Management system

| meets all the functionality

required. Individuals are able to
view, register, cancel registration
for events,’and create and edit
customer profiles/accounts.
Customers will also be able to
recover username and/or’
passwords. '

The Departments Administration portal will provide -
- different levels of permissions for users such as
administrators, chief mstructors, volunteer instructors,
teachers and volunteers

B2.6 Yes

' Standard .

The S3 Event Management system
meets these requirements.. The
administrative control center
(Portal) access is role-based

| allowmg users to only access data -

and functionality associated to .

| their security/permission levels.

The state will have the ability to
create various roles based on
specific permissions and associate
roles/perml‘ssions to each user.

B2.7 The proposed system must be mobile compatible. _ . Yes

Standard

' The S3 system is mobile

responsive allowmg individuals to

.| view-and register for events S3 .

systems are mobile responsive in

‘most of our state lnstallatlons

State of NH Contract 2019 031
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FISH AND GAME DEPARTMENT

FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT .SYSTEM

CONTRACT 2019-031
PART 3-EXHIBITH

B2.8

the merchant of record.

System must Interface with a bank network to authorize -
and settle credit card transactions with Vendor acting as

REQUIREMENTS

Yes

Standard

The §3 system includes the
functlonahty to accept and
process credit cards. S3 utilizes .
Central.Bank of Missouri and
Authorize.net as our merchant
processor for credit card
processing.

| B2.9

CL1

vendor for use in new system.

{ The System must have an automated email component to '
emall students, participants, instructors and teachers -

The Vendor will mtegrate all legacy data from prevrous _

Yes

Yes

Standard

Standard

. induvnduals ‘

As the currentprowder for NHFG

The S3 Event Management system

‘has an automated email

component that provides the-
state the ability to setup email
notification campaigns. Users,

‘with proper authority, have the

ability to setup notifications. -
programs to email groups or

licensing-and event management,
we currently manage all data for
the state. There will be no" -
integration work required by S3

_eliminating the risk associated -

data migration.

~ State of NH Contract 2019~ 031
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FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H

REQUIREMENTS . -
- As your cqr’rent vendor for both
The Vendor will work with Department and if necessary 1 - licensing and event management,
C1.2 previous Vendor to ensure no interruption occurs durmg | Yes Standard ther.e will be no Interfuption of
transition to new system. - : service transitipnyng from your
current system'to your next
generation.

Stato of NH Contract 2019-031
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FISH AND GAME LICEN SING/OHRV/EVENT MANAGEMENT SYSTEM .
CONTRACT 2019-031
PART 3 - EXHIBIT H -

Ability to access data using open standards access protocol M v st | d q The 53 apphcation supports HTTPS
(please specify supported versions in the comments field). _ es andard, . and SFTP and FTPS protocols.

Data is available in commonly used format over which no
entity has exclusive control, with the exception of National , ) :
Al.2 or International standards. Data is not subject to any. .M Yes Standard S3 meets these requirements

copyright, patent, trademark or orhter trade secret : ' :
regulation.

5

Web-based compatible and in conformance with the . ' ' . ‘
following W3C standards: HTMLS, CS§ 2.1, XML1.L M Yes Standard 3 meets theserequirements

Verify the identity or authenticate all of the system client ' S3 security protocolsand
A2.1 applications before allowing use of the system to prevent M Yes . Standard authentication processes meet.
' access to inappropriate or confidential data or services. ‘ these requirements.
Verify the identity and zi\uthenticat'e all of the sys'tcem’s ' | ' ' $3 security protocols and.
A2.2 human users before allowing ’fh_em to u‘se i.t N capabilitnes to M Yes | Standard _authentication processes meet
pre\{ent access to inappropriate or confidential data or : these requirements.
services. .

State of NH Contract 2019-031
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FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT H'
REQUIREMENTS

User names must be unique is all

A23 Enforce unique user names. . M Yes Standard $3 systems and is required to be
' unique in the NHFG system.

$3 utilizes industry standard
- password requirements with

Enforce complex passwords for Administrator Accounts in : ' pa§swords required to be a
‘ combination of upper/iower case

A2.4 accordance with DolT’s statewide User Account and M “Yes Standard h b q ial
Password Policy | ’ characters, num ers, and specia
. : . characters. Users are also

required to change passwords on
a predetermined scheduled basis.

$3 utilizes industry standard
. password requirements with
passwords required to be a

Enforce the use of coinplex passwords for general users
combination of upper/lower case

using capital letter - ' 5
ing capital letters, numbers and special characters in M | Yes standard

A2 accordance with DolT's statewide User Account and characters, numbers, and special
Password Policy. characters. Users are also
' required to change passwords on
a predetermined scheduled basis.
' 726 Encrypt passwords in transmission and at rest withm the M : Yes standard - e:llrss'::c;nbgli i :Z::Z? dis; n
database. ‘ . . ~ transit.
' " 63 follows industry standard
X . . : password requirements.
Establish ability to explre passw?rds after a definite period , Passwords are set to expire within
A2.7 of time in accordance with DolT’s statew1de User Account M Yes Standard a predeterfained time-period.

and Password Policy 4 ' User names are must be unique
' within the NHFG system.

* State of NH Contract 2019-031
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FISH AND GAME LICENSIN G/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H

A28

Provide the abmty to Iimxt the number of people that can
] grant or change authonzatlons

REQUIREMENTS

Yes

Standard

| Access to the $3 system(s) is;role- o

based. Individuals can only access
portions of the system that their
permissions allow. Only
individuals with the proper
securlty/permissuon level can
‘setup users and establish or
modify other users
-security/permission levels.

A2.9

Establish abnhty to enforce sessxon timeouts durmg penods : M

of inactmty

Yes

.Standard *

All 53 systems enforce session
timeouts. $3 and NHFG will
mutually decide what the timeout
parameter should be.

A2.10

| The application shall not store authentication credentials or : ) M '

sensitive data in its code.

Yes

Standard

* Agree. ‘The$3 system does not

| store authentlcatxon credentials or |

. sensitive data in its code.

A2.11

.Log all attempted accesses that fail identification, ,
authentication and authorization requirements. :

Yes

Standard

$3 does log all login. attempts
The $3 system has a set parameter-
of three attempts before lockmg ‘
outauser. In other words, if a
uset attempts to login to the

. system and fails due to mcorrect :

username/password combination
three times, he/she is
automatically locked out of the-
system, requiring a system
administrator with proper

~ authority to reset password and

unlock account.

State of NH Contract 2019- 031
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 FISH AND GAME DEPARTMENT '
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
' CONTRACT 2019-031
PART 3 -EXHIBITH

REQUIREMENTS S .
' : — 1  Any activity in the S3 system,
- whether it be a sale or an update
“to the database, .. customer.
R : _ record, agent record; event, etc.,
The application shall log all activities to a central server to ' ' . ' is tracked by user for audit
A2.12 prevent parties to application transactions from denying M ] Yes Standard purposes. Change history or audit

~ to the system. The audit log
shows who made the change, date

and time of the change, and old
L ' ' : value vs. new value.

All change history/audit logs are
: ' . , . kept for the duration of the
A2.13 All-logs must be kept for 90 days. ' M Yes Standard contract: For audit purposes,
change history/audit logs are not
deleted from the system. -

that they have taken place. - , : . T _ logs are kept for any change made '

| The application must allow a human user to explicitly : : The $3 systerm meets this
A2.14 "| terminate a session. No remnants of the prlor sess;on ; M Yes { Standard Y

_ , . . requirement."
should theh remain. : ‘

Agree The S3 software and

A2.15 Ec)hq not;cquse Sof;wa;re adn? System Services for anything other 1 ™ Yes Standard | system service will only be used
L an they are designed for. L . , 3 for its intended use.
‘ ' : All data is encrypted at rest. S3's -
A216 The application. Data shall be protected from unauthonzed M Ves . | standard data security protocols protects all

| use when at rest _ ' ' : v data from unauthorized use.

State of NH Contract 2019-031 .
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FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM- |

CONTRACT 2019031
~ PART 3 - EXHIBIT H
REQUIREMENTS o :
- ) o All data is encrypted both at rest
_ . | The application shall keep any sensitive Data or ‘ o and in transit. Access to
A2.17 communications private from unauthonzed individuals and . M Yes .| Standard  personal/sensitive. information is-
programs , - S E ' 3 only accessible to individuals with
1 proper permissions..
. o . ; . _ Agree. S3's data security
. Subsequent application enhancements or upgrades shall R, : s rotocols meet industry standards
A2.18 ‘not-remove or degrade security_requiremenif ' M Yes Standard _p.and are not affected gy system
: : : . ‘ enhancements or upgrades.
‘ 53 has developed and utilizes a.
Utilize change management documentatron and . . | o L formal change management :
A2.19 procedures ' T L Yes Standard process which is explained in.
: ___detail inour proposal.
_ Web Servrces The service provrder shall use Web services R o ’ N An‘.int-erfaces with the state's d}ata -
A2.20 ' exclusrvely to interface with the State’s data innearreal . M Yes "~ | standard ‘ qtali;es web services. Web
S ) o _ ) - services interfaces are hear real
time when’ possrble L , _‘ | A time. .

State of NH Contract 2019 031
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FISH AND GAME DEPARTMENT
I’ISH AND GAME LICENSING/OBRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBITH
REQUIREMENTS

?ﬁﬁé‘:ﬁ JON SECURTT ﬂ?ﬁ?ﬁ. /G PR | :

' ' All 53 s systems are
thoroughly tested to
protect the state's web site
and its related data. From
QA and regression testing

“All components of the Software shall be reviewed and tested to . ' -of the application to .Ioad
and penetration testing of

Ti.1 ensure they protect the State’s web site and its related Data M o Yes ‘ Standard
assets ‘ ' S .| the system, to quarterly
o , : , ' ' | PCl scans to ensure system

security, $3'will conduct all
necessary testing to
protect and optimize
system integrity and
performance.

The Vendor shall be responsible for providing documentation of '$3 meets this requirement.
security testing, as appropriate. Tests shall focus on the techmcal . Quatterly reports will be

T1.2 administrative and physical security controls that have been M Yes Standard provided on all system
designed into the System architecture in order to provide the - testing, assessments, and

necessary confidentiality, integrity and availability. scans.

State of NH Contract 2019-031
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FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

Provide evidence that supports the fact that Identification and

Authentication testing has been recently accomplished; supports -

The S3 system records and
audits all login attempts.
Authentication testing is

of computer, application and network accoun’cs within an
orgamzatlon :

T1.3 obtaining information about those parties attempting to log onto Yes Standard performed prior to system
a'system or applrcatron for securrty purposes and'the validation of ' release. Testing results are .
users ' made available to the

client..
Our hosting partner,

T1.4 ;rest for‘ Access Control; supportsthe management of permissions Yes. Standard - fuR:cft‘:;z:lcii;iz:;Lz; i;';r
or logging onto a computer or network : : Co i ,

. network policy using Active
Directory.
Test for encryption; supports the encoding of data for secutity ‘ Industry standard e

T1.5 purposes, and for the ability to access the data in a decrypted Yes Standard encryption software is used

: format frpm required tools - ' ‘ ‘to encrypt all data, both at
' : i rest and in transit.
. All intrusion detection -

1.6 Test the .Intrusion Detection; supports the detection of illegal " Ves standard t:::}r;gmz;r;g ?yog:jt:;pbgelrs
entrance into a computer system , A secu.rity_partner, Alert

-Logié. ~
v , - Our cyber secufity partner,
17 Test the Verification feature; supports the confirmation of Ves standard Alert Logic, is used to.
e authority to enter a computer system, application or network o monitor all system traffic
' : ‘ : . o ‘Iincluding server logs.
Our hosting provider,
‘ Test the User Management feature, supports the administration Rackspace, performs this
Tl'g Yes Standard testing. Rackspace is a SOC

1 and 2 hosting facility.

State of NH Contract 2019-031
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FISH AND GAME DEPARTMENT

FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS -
i : , . ' : Our hosting provider,
Test Role/Privilege Management; supports the granting of abiliti \ @ i
T1.9 8 g pp granting ot abi ties M Ves standard Ra;kspace, performs this
to users or groups of users of a computer, application or network testing. Rackspace is.a SCC
' 1 and 2 hosting facility.
Our cyber security
e ad » / ; , ver s o ider, Alert Logic
Test Audit Trail Capture and Analysis; supparts the identification : ~ provider, ¢,
T1.10 o o yEEEE , of . \
and monitoring of activities within an application or system M Yes Standard Pe“",’f.ms these t'ests and
_ : ‘ ' continually monitors our
systems.
S3 meets this
: Test Input Validation; ensures the applicatiori is protected from . . rei”g:g:‘gﬁ‘:{ throrlzizrour
TL11 | buffer overflow, cross-site scripting, SQL injection, and M Yes Standard Ale'xyt Loglc W;];' Sgnstan‘tl
" unauthorized access of files and/or directories on the server. ' , monito rgs s"y stem traffic foz
these items.
For'web applications, ensure the application has been tested and $3 meots this |;e uirement
. 1 hardened to prevent critical application security flaws. ( At a by performing ?quarterly
T.1.12 minimum, the application shalj be tested against all flaws outlined M Yes Standard \Yurl')nerability scans and
: * | In the Open Web Application Security Project (OWASP) Top Ten ‘ yearly assessments
(http://www.owasp.org/index.php/OWASP_Top_Ten_Project}) _ _ '
: : $3 utilizes Alert Logic for
Provide the State with validation of 3rd party security reviews ourIBrg party secilrity _
performed on the.application and system environment.  The reviews. Monthly scans are
T1.13 review may include a combination of vulnerability scanning, M ' Yes standard performed and any issues

. penetration testing, static analysis of the source code, and expert
code review (please specify proposed methodology in the
comments field).

will be corrected and the
scan reran. Reports can be
provided to the state.
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FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031

PART 3 - EXHIBIT H

REQUIREMENTS

T1.14

Prior to the System being moved into production, the Vendor shall
provide ‘results of _all,secu,r'ity testing to the Department of :
Information Technology for review and acceptance.

M Yes

Standard

Security scans are
performed priot to moving
the system to production.
83 will provide the state

with results of scans.

T1.15

Vendor shall provide documented procedure for migrating
| application modifications from the User Acceptance Test
Erivironment to the Production Environment.

M | Yes

Standard

~ Once the state has

completed UAT testing and

signed off on‘approval of a
release, a release date will
be mutually agreed upon
by the state and S3.
Changes to the system are
scheduled during the
agreed upon maintenance
window, typically between
1:00 a.m, and 5:00 a.m. ET.
No modifications will be
moved to Production
without approval and
written signoff by the state.
s3 will provide the state
with documented -
procedures for migrating
application changes from
*UAT to Production.

State of NH Contract 2019-031
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: - FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
'CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

$3 meets these testihg:
requirements. 'S3 performs
thorough unit testing,
- N ) _ Quality Assurance testing,
, The Vendor must test the software and the system using an ‘ . - “and regression testing prior
- T.?_.l Industry standard and State approved testing methodology as .M Yes .| standard to moving any system

| more fully described in Appendix G-2.2. ‘ : ‘ changes to UAT for state
C : testing. No changes are

~ moved to Production
without state approval and
signoff, .

As a part of $3's standard
‘ operating procedures,
: stress/load testing is

| The v : tir

The Vendor must perform application stress testing and tuning &s M Yes standard performed annually with
more fully described in Appendix G-2.2. .

‘ | results analyzed and
system fine tuned as
needed.

T2.2

S3 typically copies
.Production down to
UAT/QA as needed.
Copying Production down
to UAT is only performed
after approval from the
~ state, $3 will provide
documentation on how we
. ‘ . sync Production with
o ‘ ‘ ‘ ' : testing environment(s).

“The Vendor must provide documented procedure for howtosync =~ | M Yes standard

723 1 Production with a specific testing environment.

Stat of NI Contract 2019-031
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FISH AND GA.ME LICEN S]NG/OHRV/EVENT MANAGEMENT SYSTEM

'CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS o )
: L | $3'has well defined disaster
v L ‘ v _ , ‘ o N - recovery procedures with
'T24 .| The vendor must define and test disaster recovery procedures. ‘M Yes - Standard - -our hosting partner,
. R T e ‘ . . Rack‘space. Disaster .
, recovery tests are
conducted annually

| 'Vevrj)dorl:s'hall‘jprp\‘/‘ide an ANSI/TIA-942 Tier 3 Data Centeror | .
‘equivalent. A tier 3 data center requires 1) Multiple independent
: dlstrnbution paths serving the IT equipment, 2) AllIT equipment’

Standard

Rackspace, our hosting

‘partner; isa Tier 3data

: Hl.’} | | must be dual- -powered and.fully. compatlble with the topology ofa | ‘™ Yes . center and meets all
site's archltecture and 3)Concurrently mamtamable site requiremerits listed.
infrastructure with expected availability of 99. 982%, excludmg , IR
maintenance wmdow referenced in sectlon H4.9

_ ' ) _ - _ Our hosting partner,
Vendor shall provide a FedRamp certiﬂed, or Qquxvalent, : M Yes Standard | Rackspace is FedRamp -

H12

government cloud hosting environment

: ‘certifi‘ed. v

State ofNH Contract 2019 o1
Exhibit H » Requirements — Part 3 G
Date: _ 9 Contractor s Imtlals. Z? a )
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FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV /EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031 '
. PART 3 - EXHIBIT H

REQUIREMENTS : R ‘ ,
‘ - ’ $3 conducts guarterly PCl

scans as required by cur- -
merchant processor. Any

Vendor shall provide a PCl compliant environment and will be ‘ o ‘iterns noted in the scan are
responsible for having all applicable network and application-le ' o ' ’ - ‘ immedi
p g pp pplication-ltevel M Ves standard corrected immediately and

penetration testing performed on an annual basis as directed by : - . : the scan reran to ensure
the D_Qpartme_nt : : : ‘ ' that our systems meet PCl

requirements. Penetration
testing is conducted on an
annual basis.

H1.3

: _ o o : 'S3's Rackspace
.| Vendor shall provide a CJIS compliant environment, and will be s N . ‘environment is CJIS
H1.4 responsible for assisting with any CliS-related audit requirements M . Yes Standard - | compliant and agrees it will

as directed by the Department assist with any CJIS related
: : audit requirement.

Agreed. Our hosting
partner, Rackspace, is
responsible for installing all
server patches as they
‘become available.
Rackspace continually
monitors all systems to
ensure-all system software
is up to date.

- Vendor shall install and update all critical server patches, updates, ‘ N
CHL5 .. | and other utilities within 30 days of re!ease from the M Yes Standard

manufacturer

“State bf{N_I‘-I'Co‘n‘trAact 2019-031 .
Exhibit H -»Reguirements — Part 3 .
‘Date: _4/, /Z / Q Contractor s Imtxals
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FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
) CONTRACT 2019-031 -
PART 3 - EXHIBIT H

. REQUIREMENTS o
! _ ' : ' ‘ : ' Agreed Our hostmg
‘ ' partner, Rackspace, is
, . , ‘ responsible for installing all .
\1g - | Vendor shall install and update all server patches, updates, and , . server patches as they
' other utilities within 60 days of release from the manufacturer. M Yes ‘Standard become available.

. . \ " Rackspace continually
monitors all systems to
ensure all system software
is up to date.

Alert Logic, our cyber
: ‘ . g , o . o security provider, monitors
H17 “Vendor shall monitor System, security, and application logs. Y Yes Standard all system logs and notifies
’ o ' | - S ’ o : $3 immediately if an issue
is detected. '
H1.8 Vendor shall manage the sharing of data resources. . M . Yes Standard $3 meets this requirement.
, , Rackspace; our hosting
o . . : partner, manages all daily-
H19 :/eces:gfg Zl;zl:agir;ige daily backups, off-site data storage, and M Yes Standard backups, off-site storage,
o : t , o L o | and restore operations
: o ' ' ' with S3 oversight.
The Vendor shall report any breach in security in conformance ’
with State of NH RSA 359-C:20. Any person engaged in trade or R
H110 commerce that is subject to RSA 358-A:3 | shall also notify the- oM Ves standard S3 will meet this
regulator which has primary regulatory authority over such trade o : requirement.
or commerce. All other persons shall notify the New Hampshire.
attorney general S ofﬁce S »

DISASTER RECOVERV:

State of NH Contract 2019-031
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FISH AND GAME DEPARTMENT

FISH AND GAME LICENSINi G/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031

PART 3 - EXHIBIT H

REQUIREMENTS S
. . ' o $3 has well documented
Vendor shall have documented disaster recovery plans that disaster recovery plans.
H2.1 address the recovery of lost State data as well as their own. M Yes Standard- The Ss-System has been
. Systems shall be architected to meet the defined recovery needs. ' architected to meet the -
_ R recovery needs.
The disaster recovery plan shall Identify appropriate methods for '
procuring additional hardware in the event of a component ': :
| failure. In most instances, systenis shall offer a level of ! §3 disaster recovery plans
H2.2 redundancy so the loss of a drive or power supply will not be M- Yes Standerd * ‘meets these requirements.
sufficient to terminate services however, these failed components ] . -
will have to be replaced. - '
' $3 has a.defined schedule
o3 Vendor shall adhere to a defined and documented back-up M Ves standard for backing up data. S3
schedule and procedure. : performs daily backups of -
' all systems.
Back-up-copies of data are made for the purpose of facilitating a .| S3 agrees with this
H2.4 restore of the data in the event of data loss or System fallure. M- Yes | Standard statement. )
. : o S3 meets this requirement.
Scheduled backups of all servers must be completed regularly. ~ ' _ | S3 conducts differential
H2.5 The minimum acceptable frequency is differential backup daily, M Yes Standard dally ba‘ckups of all systems
and complete backup weekly. ' .and complete backup of all
' ’ systems on a weekly basis.
' . : S3 meets this requirement,
Tapes or other back-up media tapes must be securely transferred : however all backups are in
H2.6 from the site to another secure location to avoid complete data M Yes Standard ' the Cloud. Tapes are not
loss with the loss of a facmty ' used.

State of NH Contract 2019-031
Ex111b1t H ~Requirements — Part 3

Contractor’s In1t1als
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F ISH AND GAME LICEN SING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

H2.7

Data recovery—In the event that recovery back to the last backup

| is not sufficient to recover State Data, the Vendor shall employ

the use of database logs in addition to backup media in the -
restoration of the database(s) to afford a much closer to real-time
recovery. To do this, logs must be moved off the volume
contammg the database with a frequency to match the busmess
needs, which is the prevnous calendar day.

-The Vendor shall employ security measures ensufe that the

e

Yes

Standérd

53 meets this requirement.

- To assist in meeting this

requirement, S3 conducts
nightly backups, hourly
differentials, and audits all
data changes.

53 meets thxs req.uxrement '

Data Logic protects data

{-from intrusion and S3 uses

standard industry best

H3.1 s |
A State’s application and data is protected, Yes Standard security practlces and
' employs OWASP (Open
Web Application Security-
- Project) standards.
i At . o 1 | All data is encrypted in-
3o | If State data is hosted on multiple servers, data exchanges Ves standard transit and at rest on all
between and among servers must be encrypted. :
servers, ,
S3 systems meet all of
) ’ . ‘ | d d these requirements.
All servers and devices must have currently-supported an Rackspace hosting includes
hardened operatmg systems, the latest anti-viral, anti-hacker, all anti-viral, anti-hacking,
H3.3 anti-spyware, and anti-malware utilities. The environment, as a Yes Standard etc,, utilities. Alert Logic

whole, shall have aggressnve intrusion-detection and firewall
protectlon :

provides industry leading
intrusion, security, and
compliance coverage.

“State of NH Contract 2019-031
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FISH AND GAME DEPARTMENT

FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
-PART 3 - EXHIBIT H
‘ , ' REQUIREMENTS
All components of the infrastructure shall be reviewed and tested Rackspace, our hosting
' to ensure they protect the State’s hardware, software, and its /| partner, is a Tier 3 data
H3d - related data assets. Tests shall focus on the technical, - center and meets all data
ST administrative and physical security controls that have been M Yes Standard “hosting and security .
designed into the Systém architecture in order to provide ° ' ' requiremeénts including
confudentlahty, integrity and avatlablhty SOC 1 and 2 certifications.
‘ : The Vendor shall ensure its complete cooperatlon with the State 3 S3 will work with the
H3.5 Chief Information Officer in the detection of any security M Yes Standard - . | State's Chief Information
vulnerability of the hosting infrastructure. officer as.needed.
The Vendor shall authorize the State to perform scheduled and 53 will meet this
3.6 random security audits, including vulnerability assessments, of the M Ves Stand'a-rdv r‘e‘quirement'and allow the
Vendor’ hosting mfrastructure and/or the application upon state to perform security
request. audits upon request.
, All servers and devices must have event logging enabled. Logs A ‘ .
: must be protected with access limited to only authorized - ' S3 meets all the
H3.7 administrators. Logs shall include System, Appllcatlon, Web and M Yes Standard requirements listed.
Database logs.
Operating Systems (0S) and Databases (DB) shall be built and S ]
H3.8 hardend In accordance with guidelines set forth by CIs, NIST or ™ Yes Standard 53 meets this requirement.
| NSA | ' = )
The Vendor shall notify the State’s Project Manager of any ‘ $3 understands and will
H3.9 = | security breaches within two (2) hours of the time that the Vendor M Yes Standard comp_ly'with 'ghis
' learns of their occurrence. ‘ ' .| requirement.

State of NH Contract 2019-031
Exhibit H ~ Requirements — Part 3
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FISH AND GAME LICENS]NG/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H

REQUIREMENTS
The Vendor shall be solely liable for costs associated with any . $3 understands and will
H3.10 . | breach of State data housed at their location(s) including but not M Standard comply with this

limited to notification and any damages assessed by the courts.

PSERELED

*The Vendor’s System support and maintenance shall commence

Yes

requirement.

| 53 understands and will

H4.1 upon the Effectiv_e Date and extend thro‘ug'h,the end of the ‘ " M Yes Standard comply with this
Contract term, and any extensions thereof. ' | requirement.
 The vendor shall maintain the hardware and Software in o $3 understands and will
H4.2 accordance with the specifications, terms, and requirements of M Yes Standard -comply with this
the Contract, including providing, upgrades and fixes as required. requirement.
| The ve'ndvo'r shall repair or replace the hardware br software, or ‘ A $3 understands and will
H4.3 any portion thereof, so that the System operates in accordance M Yes ‘Standard comply.with this
with the Spe'ciﬂcations_, terms, and requirements of the Contract. requirement.
_ . $3 understands and will
A . _ : omply with this
All hardware and software components of the Vendor hosting ¢ m;? Y WIA 1 o
requirement. Our hosting
: infrastructure shall be fully supported by their respectlve provider, Rackspace is
H4.4 _| manufacturers at all times. All critical patches for operating. Yes Standard "

systems, databases, web services, etc, shall be applied within
thirty (30) days of release by their respective manufacturers.

responsible applying all
patches to the system and

| will do so within 30 days of

release.

State of NH Contract 2019-031
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FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM.
CONTRACT 2019-031
~ PART 3 - EXHIBIT H

REQUIREMENTS
K , : S3 understands and will

. - | comply with this

' requirement. The state will

have off hours contact

numbers to contact S3 in

the event of an emergency.

The State shall have unlimited access, via phone or Email, to the ,
" H4.5 "~ { Vendor technical support staff between the hours of 8:30am to M Yes Standard
5:00pm- Monday thru Friday EST.

The Vendor shall conform to the specific deficiency class as

described:

o  Class A Deficiency ~Non Software - Services were . .

'madequate and r.e‘qulrg re-performance of th.e Service. : _ 53 agrees with these

H46 . o  Class B Deficiency - Non Software - Services were deficient, M Yes Standard requirements.
require reworking, but do not require re-performance of the ' - -

Service.

o Class C Deficiency - Non Software - Services require only minor

reworking and do not require re-performance of the Service.

As part of the maintehance agreement, ongoing support xssues
shall be responded to according to the following:

‘| . Class A Deficiencies - The Vendor shall have available to the .
State on-call telephone assistance, with issue tracking available to M Yes Standard
the State, eight (8) hours per day and five (5) days a week with an : '
email / telephone response within two (2) hours of request; or the
Vendor shall provide support on-site or with remote diagnostic
Services, within four (4) business hours of a request;

"1 53 agrees and will comply

HA7 with these requirements.

State of NH Contract 2019-031
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¥ ISH AN]) GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
| CONTRACT 2019-031
PART 3 - EXHIBIT H
' REQUIREMENTS

b. Class B& C Deﬂmencnes -The State shall notn‘y the Vendor of
such Deficiencies during regular business hours and the Vendor
shall respond back within four (4) hours of notification of planned
corrective action; The Vendor shall repair or replace Software,
and provide maintenance of the Software in. accordance’ Wlth the
2 Specuﬂcatlons, Terms and Requirements of the Contract;

" The: hostmg server for the State shall be avallable twenty-four (24)

- H4.8 hours a day, 7 days a week except for during scheduled M ‘ - Yes _ Standardv

$3 agrees with theése

requirements.

mamtenance

A regularly scheduled maintenance window shall be identified -

H4.9 (such as weekly, monthly, or quarterly) at which time all relevant M - Yes -Standard

server patches and applicat:on upgrades shall be apphed

s3 understands and will

| comply with this
requirement. S3 will

provide the state with a

| scheduled maintenance

plan. It should be notad

; ,that most scheduled

maintenance will Stl” allow
for transaction processing
to continue. '

If The Vendor is unable to meet the uptime requirement, The:
| Vendor shall credit State’s account in an amount based upon the .
H4.10 following formula: { Annual Hosting, Maintenance and Support M Yes Standard
costs/365) x Number of Days Contract Item Not Provided. The e '
State must request this credit in wntmg '

$3 understands this
requirement. It:should be’

noted that historically,

uptime in 3 installations
exceed the uptime
requirement.

State of NH.Cont.ract 2010-031 .' ,
Exhibit H R quirements ~ Part3 . -
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'FISH AND GAME DEPARTMENT

FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031

PART 3 - EXHIBIT H
REQUIREMENTS

S3 has.a well defined

‘change management policy

and process. S3 utilizés TFS
(Team Foundation Server),
a Microsoft product that is
used for source code

The Vendor shall use a change management policy for notification ' | management,
H4.11 . and tracking of change requests as well as critical \;utages. M Yes Standard req uirge ments
' ' management, defect
tracking, and change
management. The state
will have access to TFS as it
relates to the NHFG
project.
A critical outage will be designated when a business function . s3 'under'stands this
H4.12 cannot he met by a nonperforming application and there is no M Yes Standard requirement.
work around to the problem. :
The Vendor shall maintain a record.of the activities.related to _
repair or maintenance activities performed for the State and shall $3 will meet this
report quarterly on the following: Server up-time; All change requirement and provide - -
H4.13 requests implemented, including operating system patches; All M Yes Standarq the state quarterly

“critical outages reported including actual issue and resolution;
Number of deficiencies reported by class w;th initial response
time as well as tlme to close.

performance reports.

State of NH Contract 2019-031
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‘ FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019- 031
PART 3 - EXHIBIT H
REQUIREMENTS

| H4.14

The Vendor will give two-business days prior notification to the

State Project Manager of all changes/updates and provide the , M

State w1th traming due to the upgrades and changes

Yes

‘Standard

1S3 understands and wnll
‘ comply with this

requirement. S3 works
closely with our state

clients on changes/updates .
| so clients always know '
.| when changes/updates will

be implemented.

State of NH Contract 201 9-031 -

Exhibit H 7R
Date: _~f, 4

irements — Part 3
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FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031 ‘
PART 3 - EXHIBIT H

‘ REUIREMENTS
PORT & MAINTENANCE REC
The Vendor s System support and maintenance shall » ' S
‘ : 'thi
S1.1 commence upon the Effective Date and extend through the M Yes - | Standard 53 understraer;is;v raer;:ieiirees to'this
-end of the Contract term, and any extensions thereof, '
: : Malqt.ain .the hardware and Software in accordance with the $3 understands and agrees to this
$1.2 Specifications, terms, and requirements of the Contract, M Yes Standard requirement.
including providing, upgrades and fixes as required.
Repait Software, or any portion thereof, so that the System : $3 understands and agrees to this
S1.3 operates in accordance with the Specnficatlons, terms, and M Yes _ Standard requirement.
requnrements of the Contract. ; ’ , _
S3 understands and agrees to this
: o "o requirement. In addition, the
The State shall have unlimited access, via phone or Email, to state will be provided with off
S1.4 the Vendor technical support staff between the hours of M Yes Standard hours contact names and
8:30am to 5:00pm- Monday through Friday EST. numbers in the event of an.
| / , ' emergency.

- "Stato of NH Contract 2019-031

Exh1b1t H ,Re nirements — Part 3 s

Contractor’s Initials: ‘
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FISH AND GAME LICENSING/OHRV/EVENT MAN AGEMENT SYSTEM

CONTRACT 2019-031
PART 3 -EXHIBITH
REQUIREMENTS

S1.5

The Vendor response time for support shall conform to the
specific deficiency class as described below or as agreed to -

| by the parties: - o Class A Deficiency - Software -

Critical, does not allow System to operate, no work around
demands immediate action; Written Documentation -
m|ssmg srgmﬂcant portions of information or unintelligible -

'| to State; Non Softwaré - Services were madequate and

require re-performance of the Setvice.

o°  Class B Deficiency - Software - rmpor;ca'nt, does not -
stop operation and/or there'is a work around and user can
perform tasks; Written Documentation .- portiohs of
information are missing but not enough to make the
document unintelligible; Non Software - Services were
deficient, require reworking, but do not require re-
performance of the Service. o Class C Deficiency - .
Software - minimal, cosmetic in hature, minimal effect on

' System, low priority and/or user can use System; Written

Documentation - minimal changes required and of minor
editing nature; Non Software - Services require only minor
reworking and do not require re-performance of the Service.

Yes

Standard

S3 und_ersta_nds and agrees to.this
requirement.

s16

The Vendor shall make available to the State the latest
program updates, general maintenance releases, selected
functronahty releases, patches, and Documentation that are
generally offered to its custOmers, at no additional cost.

Yes

Standard

' S3 understands and agrees to this

requirement.

State of NH Contract 2019-031

Exhibit H > Requirements — Part 3
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' T FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
' CONTRACT 2019- 031
- PART 3-EXHIBITH
REQUIREMENT S

For all maintenance Services calls, The Vendor shall ensure
the following information will be collected and maintained: , ‘
1) ‘nature of the Deficiency; 2) current status of the ' - ' ;
s1.7 Deficiency; 3) action plans, dyatesz and times; .4) expected ‘ P ~ Yes A Standard 53 underst:enﬁ raer;feanirees to this

and actual completion time; 5) Deficlency resolution S : o a '
information, 6) Resolved by, 7) Identifying number i.e. work
order number, 8) Issue identified by;

The Vendor must work with the State to-identify and
troubleshoot potentially large-scale System failures or
Deficiencles by collecting the following information: 1) mean iR ‘ i

S re . Yes Standard
time between reported Deficiencies with -the Software; 2) P g '
diagnosis of the root cause of the problem; and 3)

S$3 understands and agrees to this

- 1.8 requirement..

identification of repeat calls or repeat Software problems.

State of NH Confract 2019-031

Exhibit H # Requirements — Part 3. - )
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FISH AND GAME LICENS]N G/OHRV/EVENT MANAGEMENT SYSTEM
' CONTRACT 2019-031
PART 3 - EXHIBIT H - _
REQUIREMENTS

As part of the Software maintanance agreement ongoing
software maintenance and support issues, shall . be
responded to-according to-the following or as agreed to by
| the parties: a. Class A Deficiencies - The Vendor shall
have available to the State on-call telephone assistance,
with issue tracking avallable to the State, eight (8) hours per
day and five (5) days a week with an email / telephone
response within two (2) hours of request; or the Vendor
shall provide support on-site or with remote diagnostic

e ' _ al M
Services, within four (4) business hours of a request; b.
{ Class B & C Deficiencies ~The State shall notify the Vendor of
such Deficiencies during regular business hours and the
Vendor shall respond back within four (4) - hours of
notification of planned corrective action; The Vendor shall
repair or replace Software, and provide maintenance of the
Software in accordance with the Specifications, Terms and
Requirements of the Contract; or as agreed between the
parties )

519 Yes Standard

$3 understands and agrees to this
requ‘irement.

| The Vendor shall use a change management policy for ,
51.10 notification and tracking of change requests as well as M
" | critical outages.

$3 has a well defined change
" management policy and
procedure which is outlined in
detail in our proposal.

A critical,outage will be designated when a business function -
s111 cannot be met by a nonperforming application and there is . M
‘ no work around to the problem.

$3 understands this requirement

State of NH Contract 2019-031
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~ FISH AND GAME DEPARTMENT .
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
- CONTRACT 2019-031

PART 3 - EXHIBIT H
‘ . REQUIREMENTS
The Vendor shall maintain a record of the activities related
to repair or maintenance activities performed for the State
and shall report quarterly on_ the following: All change . ‘
$1.12 requests implemented; All " critical outages reported M $3 understands and will comply
including actual issue and resolution; Number of deficiencies with these requirements.
reported by class with Initial response time as well as time
to close. : _
The hosting server for the State shall be available twenty- ‘ 53 unqler.stands this relquirement.
$1.13 four (24) hours a day, 7 days a week except for durmg M Yes ‘Standard. :C:iIZZTZIZi:;;;Z;w;Lc?S ding
)
scheduled malntenarice : hours for scheduled maintenance.
The Vendor will guide the State with possible solutions to ‘ , s3 Qnderstands and agrees with
S1.14 resolve issues to maintain a fully functiomng, hosted M Yes: Standard \ : e ag
System. this requirement, |
A regularly scheduled maintenance window shall be $3 understahds and will comply
identified (such as weekly, monthly, or quarterly} at which : . with this requirement, 53 will
s1.15 ‘time all relevant server patchés and application upgrades M b Yes Sta“darf’ provide the state with a
shall be applied. ‘ scheduled maintenance plan.
$3 understands and will comply
The Vendor will give two-business days prior notification to with this requirement. $3 works
$1.16 the State Project Manager of all changes/updates and M Yes standard closely with our state f:lients on
‘ provide the State with training due to the upgrades and : ' changes/updates so clients always
changes. ’ know when changes/updates will .
be implemented.
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All hardware and software components of the Vendor: S B ' s3 understands and wull comply
hosting mfrastructure shall be fully supported by their : ’ with this requirement. Our
. respective manufacturers at all times. All critical patches for . ' o~ ‘ hosting prov;der, Rackspace is
‘ 51'17_ operating systems, databases, web services, etc. shall be - M : . ?es L ' .‘Sytandarc! | responsible applying all patches ~
applied within thirty (30) days of release by their: respective ’ : N | tothe system and will do so
‘| ' manufacturers. ; - within 30 days of release.
. The Vendor shall provide the State with a personal secure | =~ o e
1 : S3hasa secure FTP sxte the state
$1.18 FTP. slte to .be used by. the State for uploading and M- Yes ' Standard . |
. . : : .| canaccess. -
downloading files if appllcable - .

Stats of NI Contract 2019031
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‘The Contractor’s Pro.lect Manager and the State Pro;ect Manager shall finalize the Work Plan for
Implementation within 30 days of the Effective Date and further refine the tasks required to implement the

Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor’s plan
1o nnplement the System. Continued development and management of the Work Plan is a joint effort on the -
= part of the Contractor and State Project Managers.

The preliminary Work Plan for Implementatlon created by the Contractor and the State is set forth at the end
, of this Exhlblt : . .

rs

CIn conjunctlon with the Contractor’s Project Management methodology,. which shall be used to manage the

- Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.

- This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a payment
Schedule required to implement the Project. It shall also address intra-task dependencies, resource allocations

" (both State and Contractor’s team members), refine the Project’s scope, and establish the Project’s Schedule.

- The Plan is documented in accordance with the Contractor’s Work Plan and shall utilize customary and
: requlred tools to support the ongoing management of the PrOJect :

1. ASSUMPTIONS
A. General

e -The State shall prov1de team members “with decrsron—makmg authority to support the
© Tmplementation efforts, at the level outlined in the Request for Proposal Document State Staffmg
Matrix.
All State tasks must be performed in accordance with the revised Work Plan.
o All key decisions will be resolved within five (5) business days. Issues not resolved thhm th1s
initial period will be escalated to the State Project Manager for resolution. ‘
e Any activities, decisions or issues taken on by the State that affect the mutually agreed upon
~ Work Plan timeline, scope, resources, and costs shall be subject to the identified Change Control '
- process. :
. The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accountmg Principles (GAAP).

B. PrOJect Managcment
e The State shall approve the Prq;ect Management Methodology used for the Project. '
e The State shall provide the PI’Q]CCt Team wﬁh reasonable access to the State personnel as needed
to complete Project tasks. _
e A Project folder created within the State-system shall be used for centrahzed storage and retrreval '
of Project documents, work products, and other material and information relevant to the success
of the Project and required by Project Team members. This central fepository is secured by
determining which team members have access to the Project folder and granting either view or -
read/write privilegés. The Contractor’s Project Manager will establish and maintain this folder.
The State Project Manager shall approve access for the State team. Documentation can be stored
- locally for the Contractor and State team on a “shared” network drive to facilitate ease and speed
. of access. Final versions of all Documentation shall be loaded to the State System. -

State of NH Contract 2019- 031
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o The Contractor assumes that an Alternate Pro_]ect Manager may be appomted from tlme to time to '
handle reasonable and ordmary absences of the Project Manager. 2

' C Conversions (If apphcable)

_ The Contractor Team’s proposal is based on the assumptlon that the State’s techmcal team is capable g
of implementing, with assistance from the Contractor’s technical team, a subset of the conversions,

“The Contractor’s Team shall lead the State with the mappmg of the legacy Data to the Contractor s

- applications. . .
Additionally, the Contractor s Team shall: -

' 1. Provide the State with Contractor’s application data’ requnements and examples of data .

mappings, conversion scnpts and data loaders. The Contractor’s Team shall ldentlfy the
APIs the State should use in the design and development of the conversion. a
2. Provide guidance and assmtanoe with the use of the data loaders and conversion Scnpts

- provided. "
- 3. Lead the review of ﬁmctlonal and techmcal Spec1ﬁcat10ns

4. Assist with the resolution of problems and issues associated with the development and
Implementation of the converswns : ’

‘D. Prolect Schedule
© Deployment is planned to begm on 08/29/19 with a planned go—hve date of 12/02/ 19

‘E. Reportmg ' :
e The Contractor shall conduct every two Weeks status meetmgs and prov1de reports that mclude
but are not limited to, status updates action items, test results; and Documentatlon.

” F User Trammg B
e The Contractor S Team shall lead. the development of the end-user trammg plan
© A (rain the trainer approach shall be used for the delivery of end-user training.
© . The State is responsible for the delivery of end-user training. ,
° The State shall schedule and track attendance on all end-user training classes

G Performance and Secunty Testing o
¢  The Contractor’s Team shall provide a performancc test ‘workshop to 1dent1fy the key s¢enar ios to
be tested, the approach and tools required, and best practices information on performance testing.

o The State shall work with the Contractor on all testmg as set forth in Contract Exh1b1t F Testing .
Services.

’ ROLES AND RESPONSEBELITIES v
A Contractor Team Roles and Responsnblhtles

1): Contractor Team Project Executlve ' o
The Contractor Team’s Project Executives (Contractor and Subcontractor PrOJect Executlves)-
shall be responSIble for advising on and monitoring the quality of the Servwes throughout the

ate of NH Contract 2019-031
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Project life cycle. The Project Executive shall advise the Contractor Team Project Manager and
the State’s Project leadership on the best practices for implementing the Contractor Software
Solution within the State. The Project Executive shall partlclpate in the definition of the Project
Plan and provide guidance to the State’s Team.

2) Contractor Team Project Manager '
“The Contractor Team Project Manager shall have overall respons1b111ty for the day-to—day
“management of the Project and shall ‘plan, track, and manage the activities of the Contractor
Implementation Team. The Contractor Team Project Manager will have the following

responsibilities:

o Maintain communications with the State’s PrOJect Manager;

e  Work with the State in planning and conducting a kick-off meeting;
e Create and maintain the Work Plan;

<)

Assign the Contractor Team consultants to tasks in the Implementatlon PrOJect accordmg to
the scheduled staffing requirements;

Define roles and responsibilities of all the Contractor Team members;

Provide bi-weekly and month update progress reports to the State Project Manager;

Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;

Review task progress for time, quality, and accuracy in order to achieve progress;

Review requirements and scheduling changes and identify the impact on the Pro;ect in order
to identify whether the changes may require a change of scope;

Implement scope and Schedule changes as authorized by the State Project Manager and with
appropriate Change Control approvals as identified in the Tmplementation Plan;

Inform the State Project Manager and staff of any urgent issues if and when they arise;

‘Provide the State completed Project Deliverables and obtain s1gn—off from the State’s Project

Manager.
Manage handoff to the Conlractor operational staff;,

¢ Manage Transition Services as needed.

3) ~ Contractor Team Analysis
- The Contractor Team shall conduct analysis of requnements validate the Contractor Team’s

understanding of the State business requirements by application, and perform business
requirements mapping:

e 0 6 &6 o6 o

e Construct and confirm application test case scenarios;

Produce application configuration definitions and conﬁgure the apphcatlons
Conduct testing of the configured application;

Produce functional Specifications for extensions, conversions, and interfaces;
Assist the State in the testing of extensions, conversions, and interfaces;
Assist the State in execution of the State’s Acceptance Test;

Conduct follow-up meetmgs to obtain feedback, results, and concurrence/approval from
the State;

State of NH Contract 2019-031
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Assist with the correction of conﬁguratlon problems 1dent1ﬁed during system, mtegratlon
and Acceptance Testmg, and _ , '
A531st with the transition to production. -

4 Contractor Team Tasks
The Contractor team shall assume the followmg tasks:

©

Development and review of functional and technical Spemﬁcatlon to determme that they -
are at an appropriate level of detail and quality;

Development and Documentation of conversion and mterface programs in’ accordance‘
with functional and technical Specifications;

Development and Documentatlon of installation procedures and
Unit testing of conversions and interfaces developed; and

System hltegratlon Testmg

#

B State Roles and Responsnbllmee
The following State resources have been identified for the Project. “The time demands on. the :

individual State team members will vary depending  on the phase and specific tasks of the

" Implementation. The ‘demands on the Subject Matter Experts’ time will vary based-on thé need
determined by the State Leads and the phase of the Implementation.

1) State Pro,]ect Manager
The State Project Manager shall work side-by-side w1th the Contractor PI‘OjCCt Manager The ‘
- role of the State Project Manager is to manage State resources, facilitate completion of all tasks

assigned to State staff, and communicate Project status on a regular basis. The State’ Project. -

Manager represents the State in all decisions on Implementation Project matters, prov1des all -

- necessary support in the conduct of the Implementatlon Project, and prov1des necessary State

resources, as defined by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:

©

e e o o

Plan and conduct a kick-off meeting with assistance from the Contfactor team o /
Assist the Contractor Project Manager in the development of a detalled Work Plan;

Identify and secure the State Project Team members in accordance with the Work Plan; = |

~ Define roles and responsibilities of all State Project Team members assigned to the Project;

Identify and- secure access to-additional State end-user staff as needed to support spec1ﬁc g '
areas of knowledge if and when required to perform certain hnplementatlon tasks;” . -

-Communicate issues to State management as’ necessary to secure resolutlon of any matter

that cannot be addressed at the Project level;
Inform the Contractor Project Manager of any urgent issues if and when: they arise; and

Assist the Contractor team staff to. obtain requested information if and When requlred to
perform certain Project tasks. ‘

Manage handoff to State operational staff ]
Manage State staff during Transition Services as needed.

itate of NH Contract 2019-031
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2). State Subject Matter Expert(s) (SME) ' '
- The role of the State SME is to assist application teams with an understanding of the State s
“current- business practices and processes, provide agency knowledge, and part101pate in the
_Implementatlon Responsibilities of the SME include the following:

[

©

& e &6 & o o 8

Be the key user and contact for their Agency or Department; '
Attend Project Team training and acquire in-depth functional knowledge of the relevant

. applications;

Assist in validating and documenting user reqmrements as needed;

~Assist in mapping business requirements;

Assist in constructing test scripts and data; .
Assist in System Integration, and Acceptance Testing;
Assist in performing conversion and integration testing and Data verlﬁcatlon

‘Attend Project meetings when requested; and

. Assist in training end users in the use of the Contractor Software Solution and the busmess '

processes the apphcatlon supports

3) State Techmcal Lead and Architect

The State’s Technical Lead and Architect reports to the State’s Pro_]ect Manager and is
_ responsible for leading and managing the State s technical tasks. Respon51b111tles include: -

. ~ Attend technical training as necessary to support the Project; -
L

Assist the State and the Contractor Team Project Managers to estabhsh the detaﬂed Work:
Plan;:

-Manage the day-to—day activities of the State’s technical resources aSSIgned to the Project;
‘Work with State IT management to obtain  State technical resources in accordance with the

Work Plan;

Work in partnership with the Contractor and lead the State techmcal staff’s- efforts in
documenting the technical operational procedures and processes for the Project. This is a
Contractor Deliverable and it will be expected that the Contractor will lead the overall

- effort with support and assistance from the State; and

Represent the technical efforts of the State at Project meetings.

A 4) State Testing Admmlstrator

The State’s Testing Admtmstrator will coordinate the State’s testmg eﬁ‘orts Respons1b1htles
inciude:

©

60 06 & o

Coordinating the development of system, integration, performance, and Acceptance Test
plans;

- Coordinating system mtegratlon, performance, and Acceptance Tests;
Chairing test review meetings; ‘

" Coordinating the State’s team and external third parties involvement in testing;

~ Ensuring that proposed process changes are considered by process owners;’
Establish priorities of Deficiencies requlrmg resoluuon and

State of NH Contract 2019031
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e Trackmg Deﬁc1en01es through resolutlon

. SOFT WARE APPLICATION . ‘
 Detail what sofiware is requzred for the ,C’oiztractof to perform the activities of the Contract.

L CONVERSI@NS |

. INTERFACES

Interfaces shall be lmplemented in cooperatlon with the State. The followmg Table 5 1 ldentlﬁes the
interfaces within the scope of this Contract and their relative assignment.

Table 5.1: In-Scope Interfaces

I—

‘Nightly file load to State
" Both Nightly file load to State’

|_Nightly file foad to State

I

i
1 _Both | ]
l Both _ | Nightly fileload toState .~ |
| Both | NightlyfileloadtoSiate |
i Both .| Nightly file load to State |
i Both - | Bi-Weekly files to Vendor |
| Contractor | Montth data file to USFW |

A. Interface Responsﬂnhtles (DEPENDENT ON WHO IS WORKING ON THIS THE
CONTRACTOR THE S'I‘ATE OR BOTH)

©

The Contractor Team' shall provide the State Contractor Apphcatlon Data requlrements “and
examples, of data mappings and interfaces 1mplemented on other Projects. The Contractor Team
shall identify the APIs the State should use in the design and development of the interface.

The Contractor Team. shall lead the State with the mapping of legacy Data to_the Contractor
Application.

The Contractor Team shall lead the revxew of functional and technical interface Speclficatlons
The Contractor Team shall assist the State with the resolution of problems and issues associated
with the development and Implementation of the interfaces.

The Contractor Team shall document the functional and :techmcal Spemﬁcatlons for the
interfaces.

The Contractor Team shall create the initial Test Plan and related scrlpts to Unit Test the
interface. The State shall validate and accept.

The Contractor Team shall develop and Unit Test the mterface

tate of NH Contract 2019-03‘1’
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e The State and the Contractor Team shall _]omﬂy verify and validate the accuracy and
 completeness of the interface.
e The State is responsible for dooumentmg the procedures required to run the mterfaces in
_production.
. e The State shall document the technical changes needed to legacy systems to accommodate the
- interface.
e The State shall develop and test all legacy apphcatlon changes needed to accommodate the
© - interface. :
" e The State and the Contractor Teams shall Jomtly construct test scripts and create any data needed
to support testing the interfaces.
e - The State is responsible for all data extracts and related formatting needed from Iegacy systems to -
support the interfaces.

e - The State is respons1ble for the scheduling of interface operatlon in production.

6. ..’APPLICATION MODIFICATION

To more fully address the State’s requlrements the Contractor Team shall implement the followmg
- application modifications. The following Table 6.1 identifies the modifications that are within thé
E scope of this Contract.

Table 6.1: Modifications — Contractor Developed

l Update to current S3 Solution
i Update to current S3 Solution

7. PRELIMINARY WORK PLAN __
- The following Table 7.1 provides the preliminary agreed upon Work Plan for the Contract.

Upgrade License/OHRV Reg solution to latest S3

technology customized to our state’s needs . 0829/19 11/01/19
Create Wildlife Harvest Reporting program ’ 08/29/19. © - 03/01/20
Add OHRYV Safety Training to Event Manger Program - 07/01/19 120119

- State of NH Contract 20 1 9-03 1
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~ 1. LICENSE GRANT
N/A :
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i. *WARRANT 1IES

11 System

The Contractor warrants that the System will operate to conform to the Spe01ﬁcat10ns
 terms, and reqmrements of the Contract.

12 | Software : :
' The Centractor warrants that the Software, mcludmg but not limited to the md1v1dua1 o
modules or functions furnished under the Contract, is properly ﬁmctlonmg within the

System, comphant with the requirements of the Contract, and w111 operaie in accordance
with the Specifications and Terms of the Contract. -

For any breach of the above Software warranty the State’s remedy, and the Contractor S
entire lrablhty, shall be

(a) the correctlon of program errors that cause the breach of warranty or if the
Contractor. cannot substantially correct such ‘breach in a commercially reasonable
manner, the State may end its program license if any and recover the fees pald to the
~ Contractor. for the program license and any unused, prepaid technical support fees the -
- State paid for the program license; or
(b).the re—performance of the deficient services, or -

(¢) if the Contractor cannot substantlally correct a breach in a commercially reasonable
- manner, the State may end the relevant services and recover the fees paid to the .
Contractor for the deficient serv1ces
1.3 Non-Infrmgement N
'The Contractor warrants that it has good title to, or the nght to allow the State to use, alI‘
r Services, equipment, and Software (‘Materlal”) provided under this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark,

copyright, trade name or other intellectual property rrghts or mrsapproprlate a trade
secret of any thlrd party. :

14 Vlruses, Destruchve Programmmg

The Contractor warrants that the Software shall not contain any viruses, destructwe

programming, or mechanisms designed to disrupt the performance of the Software in
- accordance with the Spec1ﬁcat10ns

15 Compatlblhty
o The Contractor warrants that all System components mcludmg but not limited to the
components - provided, ‘including any replacement or upgraded System Software

components provided by the Contractor to coirect Deficiencies or as an' Enhancement,
shall operate with the rest of the System without loss of any functionality. -

- State of NH Contract 2019-031
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1.6 Services
" The Contractor warrants that all Serv1ces to be prov1ded under the Contract w1ll be
- provided expediently, in a professional manner, in accordance with industry standards
-and that Services will comply with performance standards, Spemﬁcauons, and terms of
the Contract : '

2. WARRANTY PERIOD

The Warranty Penod shall remain in eﬂ"ect until the conclusion or termmatlon of this Coniract and any
extensmns except for the warranty for non—mﬁmgement, ‘which shall remain in effect in indefinitely.

State of NH Contract 201 9-031
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The Contractor shall provide‘ the following Tra‘inin-g Services.

POS & Admin Training Approach

' Prov1dmg the client with the knowledge and trammg to use the system is an important step to -
ensure that implementation is successful. The elements defined here describe training
activities that will be used before and after system implementation.

Management, administrative, and end-user training is required for resources responsible for
the day to day operational and maintenance of the solution and its functional components. As
such, the following jtems must be taken into consideration when planning both knowledge
.- transfer and training:

e Requlrements (target audlence skill levels or expertise, and constramts)
e  Objectives (types of courses, facilities, and sites)
©  Activities (roles, tasks, and schedules).

- Field Training / POS Training activities, which are more rigorously structured, are conducted
for-the users of the system typically as part of a statewide “train the trainer” process that
historically has been a very effective means to conduct “one on one” training but still allows
a large number of License Agents to be trained in a fairly short period of time.

- Internet Appl_lcatlon Training

Given that the intent of this RFP is for a qualified and experienced vendor to produce a self-
service internet sales channel, usability of the application on the internet is presumed to be
easy to use, self-describing, and require little to no .training. In efforts to fulfill these
expectations, S3 has already integrated key functionality. within the sales application that

works from the principle of “inclusions” instead of “exclus1ons” as descnbed earlier in this
document. '

" An “inclusionary” approach means that we show the user all iterns that make the up the area .
of the catalog that they are currently interested in. However; items that users are not able to
buy are shaded gray whereas all items that the user can buy are in bold type and more
prominerit on the page. Using this principle, users can “mouse over” the items they-can’t buy

- and are presented with the reasons for why. This single, ground- breaking approach to our

sales channel process results in users’ learning as they are buying. It also has resulted in

dramatic decreases in calls to the help desk as the system is education the users regarding

system operation and the rationale for the business rules that allow or preclude catalog items
from bemg purchased.

~ State of NH Contract 2019-031
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Managementl & Admin User Training

Management training is one of the most 1mp0rtant aspects of developing and mamtammg a

successful system, and S3 will devélop a thorough training plan to accommodate this need -
for NHFGD. S3 customlzes Training Plans to meet the specific needs of the State and to-
ensure all users of the system are comfortable w1th system operation. :

- NHFGD’s new licensing solution w1ll be bu1lt ‘using leadmg edge technology products and
© services predommantly based on the Microsoft Technology stack of products which provide -

significant opportunities for integrating training tools and methods throughout the solution.

This does not negate the need for training buf instead supplements daily activities in a way .

* that keeps operators informed and efficient. The following sections outline each major step

~involved in effectively preparing S3 client employees and system users for the mtroductlon

* of the new solution and will /identify key goals in the training process as well as deﬁne
specific processes for attammg those goals.

' As NHFGD leadership will be working with the solution during ’and‘aﬁer'deployment, itis -
. 1mperat1ve that the appropriate management personnel have full operational knowledge of
- each part of- the solution including support desk tools, component functlon, and back-end
applications well ahead of the deployment process

Trammg Matenals

' S3 will develop-and produce all trammg materials requ1red for the NHFGD hcensmg and '
o permlttmg system. Due to the custom nature of many of the state solutions, it is imperative

 that representatives from both S3 and the State be heavily involved in the development of
training materials t0 ensure that documentation is both easy. to understand and-effective in its
‘application.S3  will provide, at a minimum, the following training documentation
deliverables. Experience has shown these documents to be key components of a

- comprehensive and successful tmmmg curriculum,

° Master Training Plan Overvnew :
o Outlines the various {raining plans and mtended audlences Detalls document
handling and revision methodology
e Administration Portal / User Manual (Electronic / Accessible via POS)
o Administrator-level manual that defines . system termmology, major system
: components, and adtmnlstratlve functions.
o Help Desk/ Operations Manual -

o Details call ‘handling, techmcal uoubleshootmg steps trouble t10ket1ng,
administrative functions, and escalation policies.
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STATE OF NEW HAMPSHIRE -
: FISH AND GAME DEPARTMENT -
FESH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYS'I‘EM
CONTRACT 2019-031
PART 3 - EXHIBIT L
TRAINING SERVICES

~ Training Sessions -

The NHFGD licensing system will require multiple management and user training sessions

throughout system implementation. S3 staff will conduct and oversee the training program.

- Identified in this section are details specific to System Training, i.e. the recommended types
-of training, length of training, locations, attendee spemﬁcs and the outline used for each.

Admmlstraatlve Training

System . Functional / Operational Training
User o __—
Training : o
Training , .~ Generally, this training is -conducted at Headquarter,
- Location Regional, and larger departmental training
_ ' facilities/offices
Training . 2-Classes / 3 hours per class + Op’uonal 1 hour “Stay and
Length , . Play”
'S3 Staff ' 2-3'S3 trammg staff (dependmg on locatlon and class
Involvement size)
State : AUl NHFGD Staff (Admin, Technical, and Support)
Participants ' , . : 5 *
. Topics - - 'Solution Sales Channel / Administrative Functions
Covered ‘ - Security / Login / Help Desk Functions
' ' - Administrative Functions
- Online Sales Channel Application Functions

Agent Training _

System - Functional / Operational Training -

- User : - :
Training _ : , ,
Training . ey Headquarter / regional / and state accessible
Location ' " departmental training. facilities, regionalized conference

facilities (hotel, YMCA, rented botel training rooms),
and actual store locations (typically reserved for larger
retail store chains with multiple POS installations).
Typically, these locations should. be capable of
supporting upwards of 25-40 PCs and access to the
internet.

T ramlng | .2 Classes / 3 hours per class + Optional 1 hour “Stay and »

State of NH Contract 2019-031

. Exhibit L 4 Training Services — Part 3 ' o
. Date:_#//J2//€  Contractor’s Initials: __ % ’@’4 o
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STATE OF NEW HAMPSHIRE |
: " FISH AND GAME DEPAR’I’MENT
' FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM '
. CONTRACT 2019-031
PART 3 -EXHIBITL

TRA]N]NG SERVICES
Length ~ | Play’ . ’ _ 1
S3.  Staff | 2-3 'S3 training staff (dependmg on location and class .
Involvement - { size) ‘
"~ Agent _ Store owners, managers, and clerks
Participant

State of NH Contract 2019-031

Exhibit L Tr ning Services — Part 3 7
Date: ; Contractor s Initials: Q/Z/ '
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT ‘
FISH AND GAME LICENSINC/OHRVIEVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT M
AGENCY RFP WITH ADDENDUMS, BY REFERENCE

NH FlSh and Game Department RFP 2019-031 Fish and Game Llcensmg/OHRV/Event
Management System and any addendum is hereby mcorporated by reference. :

State of NH Contract 2019- 03 1

Exhlblt - Agéncy RFP with Addendums Part ‘
Date: | Contractor’s Initials: é/(_,

Page 78 of 80



STATE OF NEW HAMPSHIRE
. FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031 '
, 'PART3-EXHIBITN
VENDOR PROPOSAL, BY REFERENCE

~ Sovereign é”boftsr-nan Solutions® Proposal to NH Fish and Game Departrhent RFP
2019-031 Fish and Game Licensing/OHRV/Event Management System dated -
- December 8, 2018 is hereby moorporated by reference.

State of NH Contract 2019-031

© ExhibitN .- Vndor Proposal — Part 3 R ‘.
- Date: ' Contractor’s Initials: __ é 2
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. STATE OF NEW HAMPSHIRE .
’ FISH AND GAME DEPARTMENT - —
FNH ANK) GAMF EJ(‘FNQTNG/OHRV/FVFNT MANAGFMFNT ‘%Y%TFM B
- CONTRACT 2019-031 -
‘PART3- EXHIBIT O
CERTIFICATES AND ATTACHMENTS

~ Attached are: , ‘ o o
’ A. Contractor’s Certificate of Good Standing
B. Contractor’s Certificate of Vote/Authority
C. Contractor’s Certificate of Insurance -
State of Contract 2019- 03 1

-ExhibitO Cértificate and Attachments — Part 3 /

Contractor’s Initials: é
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Soverexgn Sportsman Solutlons, LLC
- 4336 Kenilwood Drive Nashvxlle TN 37204

NEW HAMPSHIRE
CERTHFICA’I‘E OF AUTHORITY/V O’E‘E
~ (Limited Liability Company)
A _Eric Rncbey '
(Name of Manager of Ln'ruted L:abxlzz) Compm), Contract ngnatory Print Name)
7 |

Tama Manat,er of the Company of

hereoy' certify that
Sovere S rtsman Solutxon LLC
evidence that I have full authonty 10 bmd

(Name of Limited Liability Compax;y)
1 hereby further cemfy and acknowledge that the State of New Hampshlrc wdl rely on this cemﬁcauon as

: Soverelgr_z Sp_qrtsman Solutxong, 1LC
B i ) (Name of Limited Liability Company)
.- and that no corporate resolutlon, shareho]der vote, or other document or action is necessmy to glant me such
© authority. ‘ . ~ ~ ' '_ - :
(Coﬁ' itra %gﬂaﬁm)

ALI 5.2019
{Date)

STATE OF / Eriri € .S§ f’é

COUNTY OF D/?Zﬁ‘ &/S J/U |

On this the ;Tﬁl day of @[Z ( 20
. {Day) (Month)
the undersigned officer, personally appeared

. before me }ﬁjf/é ? -PQ(('/@ R
~{Name of Notary Public / Justice ofuthd Peace)
gf/C 74! /?/C/?fé/ , known to ’me'(or
- {Contract Slgnatoxy Print Namef o :
satisfactorily proven) to be the person whose name is subscnbed to the wxﬂun mstrument and acknowledged
that he/she exocuted the same for the purposes therem contamed In wﬁness whereof 1 hereunto set my hand
and offcnal seal. y \ﬁ““““h@
L \6 ERO ffﬁ
: $ ~"'““"‘ /EQ e
%ﬁ i -’" ’
WOTA@§&AL) STIE ™% %
,é g TENNESSEE .§ m g (Notary Public / Justice of ¢ };Z Peace -Wure)
. ?2'_.;‘ oy NowRvy/ § ‘
Commission E)%fé'? 5 b (s o
A {) PO :
7 _ DA
G, SON CO gk
R /f/i’f FEBERANSY

&
DA
Expires™



“ State of New Hampshire
Department of State

CERTIFICATE

L, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that SOVEREIGN SPORTSMAN

'SOLUTIONS, LLC is 2 Delaware Limited Liability Company registered to transact business in New Hampshire on March 01, A
2013, I further certify that all fees and documents requxred by the Secretary of State’s office have been received and is in good |
 standing as far as this office is wﬁmmed ' | ' : : ‘

Business ID: 687841
Certificate Number: 0004492226

IN TESTIMONY WHEREOF,

T hereto set my hand and cause 10 be afﬁxed '
the Seal bfthe State of New Hamipshire,
this 9th day of April A.D. 2019. .

William M. Gardner - :
Secretary of State




State of New Hampshire | — ™
= ‘ - Date Filed: 4/9/2019
' Effective Date: 419/2019

Dﬁ@p&?ﬁﬁﬁem of State | "ooroe
2019 ANNUAL REPORT =~ | ‘T=o"ohe

Secretary of State

" BUSINESS NAME: SOVEREIGN SPORTSMAN SOLUTIONS, LLC

BUSINESS TYPE: Foreign Limited Lmbzhty Company

BUSINESS ID: 687841

STATE OF FORMATION. Delaware

CURRENT PRINCIPAL OFFICE ADDRESS o - CURRENT MAILING ADDRESS
336 Kenilwood Drive o - | 4336 Kenilwood Drive
tashville, TN, 37204, USA E | Nashville, TN, 37204, USA

REGISTERED AGENT AND OFFICE -

REGISTERED AGENT: CT Corporatlon System (1108)

REGISTERED AGENT OFFICE ADDRESS 2 1/2 Beacon Street Concord, NH, 03301 - 4447 USA

e - ' PRINCIPAL PURPOSE(S)

NAICS CODE _ - NAICS SUB CODE_

JTHER /To develop and provide to the State of NH teclmology
‘solutions for agencies who provide licensing, permitting,
registration and product fulfillment products and services te

the general public.
“ . MANAGER / MEMBER INFORMATION
, NAME A ' BUSINESS ADDRESS . B ~ TILE
iric Richey = . .~ ‘ 4336 Kemlwood Drive, Nashvﬂ]e, TN 37204, USA : 'Member

, the under51gned, do hcreby certxfy that the statements on thJS report are true to the best of my mformatlon, knowledge and behef

~Title: Authomd Signer

"Signatﬁre: Whitney Smith -

Name of Signer: Whitney Smith

Mailing Address - qupqraiion Division, NH Department of State, 107 North Main Streét, Room 204, Conodrd, NH_03301-4989
Physical Location - State House Annex, 3rd Floor, Room 317, 25 Capitol Street, Concord, NH - .



\ Client#: 27942 'SOVESPO ——
JRD.. GERTIFICATE QF LEAB!LEW ENSURANCE 4,;(2“",2'8:?"

RTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS,
CATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEN D, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHOR]ZED

ENTA’HVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

ANT: If the ceruf‘cate fiolder is an ADDITIONAL INSURED, the policy(ies) must be endorsed if SUBROGATION IS WAIVED, subject to
s and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the

‘e holder in lieu of such endorsement(s)

g .

x_ton Group _ PO ;615 383-9761 [ {88 no): 815 383-4628
.ory Drive Suite 250 E-MAIL B o ;

: ADDRESS: : : g . .
!761 7 INSURER(S) AFFORDING COVERAGE NAIC &
» TN 37204 INSURER A : The Hattford

e - INSURER B 1

Sovereign Sportsman Solutions, LLC §

, ; : _ INSURERC :
4336 Kenilwood Drive INSURER D -

Nashville, TN 37204 —

) . INSURERE < -

INSURER F ©

iES - . CERTIFICATE NUMBER:

"REVISION NUMBER:

ro -CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE- FOR THE POLICY PERIOD
D. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
ATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

ONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

[ADD! poucv EFE_| POLICY EXP :
TYPE OF INSURANGE I ADLSOER POLICY NUMBER (MWDDIYYYY) | (Mm/DBYYYY) LTS :
IMMERCIAL GENERAL LIABILITY 72SBMAP7337 06/0512018 06/051201 9| EACH OCCURRENCE $2,000,000
. : et 2
] CLAIMS-MADE OCCUR’ ' PRMIRES g%'gtu[Er%nog) $1,000,000
MEDEXP (Any one person) | $10,000
PERSONAL & ADV INJURY: 152,000,000 -
\GGREGATE unm APPLIES PER: GENERAL AGGREGATE 134,000,000
ncy | I JECT D Loc PRODUCTS -coMPIOP,AGe 154,000,000
THER: $ -
. I

IOBILE LIABILITY | 72sBMAPT7337 06/05/2018|06/05/2019 w(Ea“QEé',“%E SINGLELMIT | <5 000,000
WY AUTO ' BODILY INJURY (Per person) | $
L OWNED SCHEDULED - ”
hos AOTES BODILY INJURY (Per accident) { $

. NON-QWNED PROPERTY DAMAGE P
RED AUTOS AUTOS {Per accident) .
VBRELLA LIAB OCCUR EACH COCURRENCE $
(CESS LIAB CLAIMS-MADE | AGGREGATE $
. l I ‘RETENTION S $
‘RS COMPENSATION PER ] ot
PLOYERS' LIABILITY YIN STATUTE ER
OPRIETOR/PARTNER/EXECUTIVE .
RIMEMBER EXCLUDED? L__] NIA EL EACH ACCIDENT :$
tory in NH) 'E.L. DISEASE - EA EMPLOYEE] $
escribe uhder =
IPTION OF OPERATIONS belaw E.L. DISEASE - POLICY LIMIT {$,

{ OF OPERATIONS / LOCATIONS / VEHICLES (AGORD 101, Additional Remarks Schedule, may be attached if more space is required)
e holder is an additional insured per the attached endorsement and written contract. Subject to

terms, conditions, exclusions and definitions of the above referenced policies as

7 the carrier(s).

ATE HOLDER

CANCELLATION

Glenn Normandeau

Licensing / OHRV Registry Supervisor
NH Fish & Game Dept ’

11 Hazen Drive

Concord, NH 03301

ACCORDANCE WITH THE POLICY PROVISIONS.

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

AUTHORIZED REPRESENTATIVE

ém/w

T AONA AINAN - - 4

. ©1988-2014 ACORD CORPORATION. All rights reserved.
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