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Lori A. Weivtr

ComniMsioiicr

Iiin N. Witt

Interim Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEAL TH SERVICES

29 HAZEN DRIVE, CONCORD, NH 03301
603-27M501 1-800^52-3345 Ext 4501

Fax:603-271-4827 TDD Access: 1-800-735-2964 ww^.dtihs.iih.gov

February 6. 2024

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Sole Source amendment to an existing contract with Bamboo Health,
Inc. (formerly known as Appriss, Inc.) (VC#483624), Louisville, Kentucky, to continue to integrate
healthcare providers onto software that provides real-time data concerning the dispensing of
controlled drugs, by Increasing the price limitation by $1,107,000 from $2,535,750 to $3,642,750
with no change to the contract completion date of June 30, 2026, effective upon Governor and
Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on January 26, 2022, item
#19.

Funds are available in the following account for State Fiscal Years 2024 and 2025 and are
anticipated to be available in State Fiscal Year 2026, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified.

06-95-90-904010-1380 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS DEPT OF, HHS: DIVISION
OF PUBLIC HEALTH, PRESCRIPTION DRUG MONITORING, PRESCRIPTION DRUG

100% Fe<teral Funds

State

Fiscal

Year

Class / Account Class Title
Job

Number
Current Amount

Increase

(iecrease)
Revised

Amount

2022 102-5(X)731
Contracts for

Prem Srvs
90138013 $856,509.79 SO.OO $8^,509.79

Sub Total 5856,509.79 SO. 80 $856,509.79

05-95-90-901010-6672 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS DEPT OF, HHS;
DIVISION OF PUBLIC HEALTH, BUREAU OF HEALTHCARE ACCESS, EQUITY & POLICY, PRESCRIPTION
DRUG MONITORING

100% Federal Funds

State

Fiscal

Year

Class / Account Class Title
Jeb

Number
Current Amount

Increase

(Decrease)
Revised

Amount

2024 102-500731
Contracts for

Prqm Srvs
90138013 $1,149,240.21 $369,000.00 $1,518,240.21

2025 102-500731
Contracts for

Prqm Srvs
90138013 $265,000.00 $369,000.00 $634,000.00

2026 102-500731
Contracts for

Prom Sfvs
90138013 $265,000.00 $369,000.00 $634,QC)».00

Sub Total $1,679,240.21 $1.107.000 $0 $2,766,240.21
Total $2,535,750.00 $1,107,000.00 $3,642,750.00
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council

Page 2 of 2

EXPLANATION

This request Is Sole Source because the Department is Increasing the price limitation by
more than 10®^ of the original contract. This request is to add federal funding received in
November 2023, to allow the Department to fully support Integration of the chosen software for
prescription drug , monitoring Into every physician arid pharmacist's workflow providing them
real-time data regarding the dispensing of controlled drugs. Per RSA 126-A:89-96,
the Department must maintain a Controlled Drug Prescription Health and Safety Program
that provides an electronic prescription drug nrionitoring solution.

The Contractor vyill continue to provide prescription monitoring services for prescribers
and dispensers, including current dispensing data and health risk information. This amendment
will ensure the continuation of current Prescription Drug Monitoring Program services and
capabilities for. mandatory, system registration and utilization, real-time access to data, and
regular reporting. The system also produces and issues clinical alerts for prescribers when
patients meet clinical thresholds of concern and regular reports on their prescribing .practices in
relation to other prescribers in their field of practice.

Should the Governor and Council not authorize this request, the Department wHI be unable
to build out prescription drug monitoring with participating healthcare providers jeopardizing the
Department's compliance with RSA 126-A:89-96.

Area served: Statewide.

Source of Federal Funds: Assistance Listing Number #93.136, FAIN #NU17CE010211.

Respectfully submitted,

$
Lor

Commissioner

tespectfully submlttc

'i' O ()n'

Lori A. Weaver

The Deportment of Health and Human Seroiees'Mitsion is to join communities and famiiies
in providing opportunities for citizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access; 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

February 6, 2024

Lori A. Weaver, Commissioner
Department of Health and Human Services

State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Weaver:

This letter represents formal notification that the Department of Information Technolog)' (DolT)
has approved your agency's request to enter into a contract amendment with Bamboo Health, Inc.. as
described below and referenced as DolT No. 2021-002A.

The purpose oflhis request is to provide for continued support for healthcare providers to integrate
with the prescription monitoring solutions and to provide real-time data concerning the dispensing
of controlled drugs.

The Total Price Limitation.will increase by $1,107,000 for a New Total Price Limitation
of $3,642,750 effective upon Governor and Council approval through June 30, 2026.

A copy of this letter should accompany the Department of Health and Human Ser\'ices' submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/jd.
DolT #2021-002A

cc: Michael Williams, IT Manager, DdlT

"Innovative Technologies Today for New Hampshire's Tomorrow"
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State of New Hampshire
Department of Health and Human Services

Amendment #1

This Amendment to the Prescription Drug Monitoring Program contract is by and between the State of
New Hampshire, Department of Health and Human Services ("State" or "Department") and Bamboo
Health, Inc. ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on January 26, 2022 (Item #19) the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37. General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.3 Contractor Name, to read:

Bamboo Health, Inc.

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$3,642,750

3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:

Robert W. Moore, Director

4. Modify Exhibit 8, Statement of Work, Section 8 Work Plan - Table by replacing in its entirety with
the table below:

Task Name Start Finish

Planning and Proiect Management January 2022 January 2023

2
Installation January 2022 January 2022

3
Implementation January 2022 January 2023

4
Testing January 2022 January 2023

5
System Deployment January 2022 January 2023

6
Operations January 2022 January 2023

7 STATEWIDE INTEROPERABILITY PROGRAM (PMP GATEWAY)
MARKETING AND PROMOTION

January 2022 January 2026

5. Modify Exhibit C. Price and Payment Schedule, Section 10 Payment Schedule, Subsection 10.1.2,

Bamboo Health, Inc.

RFP-2022-OPHS-10-PRESC-01-A01
V7.12.23

A-S-1.3

Page 1 of A

Contractor Initials

3/12/2024
D

r—OS
m-

ate
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Table by replacing in its entirety with the table below:

Software Name
Initial

Cost

Maintenance Support and Upgrades

Year 1 Year 2 Year 3 Year 4 Year 5 Total

PMP AWARxE

w/NarxCare

$0 $190,000 $190,000 $190,000 $190,000 $190,000 $950,000

A12.1 Prescriber

Outlier IVIodel

(standard)

$50,000 $25,000 $25,000 $25,000 $25,000 $25,000 $175,000

Web Site

Hosting,
Maintenance

Support

Included Included Included included Included Included N/A

Statewide

Interoperability
Program (PMP
Gateway)

$0 $369,000 $369,000 $369,000 $369,000 $369,000 $1,845,000

Sub-Total 1; $50,000 $584,000 $584,000 $584,000 $584,000 $584,000 $2,970,000

6. Modify Exhibit C. Price and Payment Schedule, Section 10 Payment Schedule, Subsection 10.1.6,
Table by replacing in its entirety with the table below:

Service Category Costs

Onetime Payments $472,750.00

Maintenance Support and Upgrades $2,970,000.00

System Change Requests $200,000.00

Total Contract $3,642,750.00

Bamboo Health, Inc.

RFP-2022-DPHS-10-PRESC-01-A01

v7.12.23

A-S-1.3

Page 2 of 4

Contractor Initials
3/12/202?

Date

C—DS
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All terms and conditions of the Contract and prior amendments not modified by this Amendment remain
in full force and effect. This Amendment shall be effective upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

3/12/2024

Date

—DocuSlQn*d by;

Title:Interim Director - ophs

Bamboo Health, Inc.

3/12/2024

Date

•□ocuSloncd by:

Title: cro

Bamboo Health, Inc.

RFP-2022-DPHS-10-PRESC-01-A01
V. 7.12.23

A-S-1.3

Page 3 of 4
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

'Ooci^Signtd by:

3/13/2024

uoeusignM by:

Date Name:KODyn cuanno

Title. Attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Bamboo Health, Inc. A-S-1.3

RFP-2022-DPHS-1D-PRESC-01-Aai Page 4 of 4
V. 7.12.23
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State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secretar>' of Slate ofthe Stale ofNew Hampslilre. do hereby certify that BAMBOO HEALTH, INC. is

a Delaware Profit Corporation registered to transact business in New Hampshire on December 10, 2021. 1 fitrthcr certify' that all

fees and documents required by the Sccretai^' of State's office have been received and is in good standing as far as this office is

concerned.

Business ID: 887924

Certificate Number: 0006S3I386

SI

5^

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Sea! ofthe State ofNcw Hampshire,

this 9ih day of Januar>' A.D. 2024,

David M. Scanlan

Secretary of Stale
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CERTIFICATE OF VOTE/AUTHORITY

Darren Moore of Bamboo Health, Inc. do hereby certify that:

1. I am the Chief Legal Officer and Secretary of Bamboo Health, Inc.

2. That the Chief Revenue Officer is hereby authorized on behalf of this company to enter into said

contracts with the State, and to execute any and all documents, agreements, and other

instruments, and any amendments, revisions, or modifications thereto, as he may deem
necessary, desirable or appropriate, and Brian Manning Is the duly elected Chief Revenue
Officer of this company.

3. I further certify that it is understood that the State of New Hampshire will rely on this certificate
as evidence that the person listed above currently occupies the position indicated and that they
have full authority to bind the company and that this authorization shall remain valid for thirty
(30) days from the date of this certificate.

February 29, 2024

Name: Darren Moore Date

Title: CLO and Secretary
Company Name: Bamboo Health, Inc.

Doc ID: 5e86418e9bac7a3e14fc5848c5899cca13fe74ed
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ACORCf CERTIFICATE OF LIABILITY INSURANCE
4/1/2024

DATE (MM/DD/YYYY)

1/10/2024
THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ie$} must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER LOCKTON COMPANIES

500 West Monroe. Suite .1400

CHICAGO 11.60601

(312)669-0900

midwestccrtiflcates/r^lockton.com

CONTACT
NAME;

PHONE FAX
lA/C.No.FKtl' (A/C.Nol;

E-MAIL
ADDRESS:

INSURERIS) AFFORDING COVERAGE NAIC #

INSURER A :SoniDO/\nicrica In.suraficc Comnanv 1 H26

Bamboo Health. Inc.

9901 Linn Station Road, Suite 500
Loiiisville, KV 40221

INSURER 8: Eiidurance A.s.surance Comoration 11551

INSURER c: Sonipo Amci ica Fire Si Marine Insurance Companv 3S997

INSURER D; Allied VVoild .•N.tsurancc Company (U.S.) Inc. 19489

INSURER E ;

INSURER F;

COVERAGES CERTIFICATE NUMBER: 20106151 REVISION NUMBER: XXXXXXX
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
LTR TYPE OF INSURANCE

AODL

jm
5UBR

POUCV NUMBER
POLICY EPF

fMM/DD/YYYYl
POLICY EKP
tMM/DO/YYYYl

COMMERCIAL GENERAL LIABILriY

CLAIMS-MADE X OCCUR□
TGM3IW3520IS0O 4/1/2023 4/1/2024 EACH OCCURRENCE

'O'AMA'GE'TO'RENTED
PREMISES lEa occuffonco)

MED EaP (Any one patson)

PERSONAL A ADV INJURY

GEWL AGGREGATE LIMIT APPUES PER;

POLICY

OTHER:

X □ □ LOC

GENERAL AGGREGATE

PRODUCTS - COMP/OP AGG

$ 1,000.000
I .ooo.ooo

i 15.000
$  1.000.000
$ 2.000.000

> 2.000.000

AUTOMOBILE LIABILITY

ANY AUTO

TAM.^00170725101 4/I/202J 4/1/2024 COMBINED SINGLE LIMIT
(Eo accldenO ^  1.000.000
BODILY INJURY (Pei pofK*i)

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLY

5 xxxxxxx
BODILY INJURY (Per BCcUeni) S XXXXXXX
PROPERTY DAMAGE
(Pw acddenil s XXXXXXX

ConiD.^Coll Dc' ! .000
UMBRELLA LIAB

EXCESS LIAB

OCCUR

CLAIMS-f.lAOE

TUM30005043402 4/1/202.' 4/1/2024 EACH OCCURRENCE 5,000,000
AGGREGATE $  15.000.000

DED I X I RETENTIONS 10.000 5 XXXXXXX
WORKERS COMPENSATION
AND EMPLOYERS' LIABILITY y, ̂
ANY PROPRIETOR/PARTNEPJEXeCUTIVE I 1
OPPICERAIELWER EXCLUDED? N
(Mandatory In NHl ' '
If yes. doscribo under
DESCRIPTION OF OPERATIONS bekrtv

JWCA40I45TO 4/1/202.^ 4/1/2024
V PERA STATUTE

OTH-
M—

E.L. EACH ACCIDENT .000,000
E.L. DISEASE • EA EMPLOYEE S  1.000,000
E.L. DISEASE • POLICY LIMIT $  1.000.000

Cybcr/ii&O 0312-2890 4/I/202.'? 4/1/2024 55.000.000 fXT claim / S5.000.000
agga-gaic
51.000.000 Kciciiiioii

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORO 101, Additional Ramarks Schodulo, may.bo attached If more apace ia required)

CERTIFICATE HOLDER CANCELLATION Sec Allachnienl

20196151
State of NH
Department of Health and Human Seivices
129 Plea.sani Sireet
Concord NH 03301-3857

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTAj^,

ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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Lorl A. Shibinttte

Commissioner

PitridiM. Tilley
Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DJ yJSJOl^ OF PUBLIC HEAL TH SER VHCES

29 HAZENDRIVE, CONCORD, NH 03J0I

603-27M50I t.800-852*334S ExL 4S0)

Fas: 603-27M827 TOD Access: l«800>73S>2964

www.dhhs.nh.gov

October 23. 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health' and Human Services, Division of Public Health
Services, to enter into a contract with Appriss Inc. (VC#253321).,.Louisville. Kentucky In the
amourit of $2,535,750 for a prescription monitoring solution that provides raal-time data
conceming the dispensing of. controlled drugs to assist practitioners In ensuririg controlled
medications are appropriately prescribed and dispensed, with the option to renew for up to three
(3) additional years, effective upon Governor and Council approval through June 30. 2026.100%
Federal Funds.

Funds are available in the following account for State Fiscal Years 2022 and 2023, and
are anticipated to be available in State Fiscal Years 2024, 2025, and 2026, upon the availability
and continued appropriation of funds in the future operating budget, with the authority to adjust
budget line items within the price limitation and encumbrances between state fiscal years, through
the Budget Office, if needed and justified.

05-95-090-904010-1380 HEALTH AND HUMAN SERVICES, DEFT OF HEALTH AND HUMAN
SVS, HHS: DIVISON OF PUBUC HEALTH, PRESCRIPTION DRUG MONITORING

State

Fiscal Year

Class/

Account
Class Title Job Number Total Amount

2022 102-500731 Contracts for Prog Svc 90138013 $1,106,750

2023 102-500731 Contracts for Prog'Svc 90138013 $634,000

2024 102-500731 Contracts for Proig Svc 90138013 $265,000

2025 102-500731 Contracts for Prog Svc 90138013 $265,000

2026 102-500731- Contracts for Prog Svc 90138013 $265,000

Total $2,535,750

EXPLANATION

The purpose of this request is for a prescription drug monitoring solution that provides
real-time data concerning the dispensing of controlled medications to assist practitioners in
ensuring that controlled medications are appropriately prescribed and dispensed and to aid in the
deterrence of misuse and diversion of schedule ll-IV controlled substances. This database

The OepartmeiU of Health and Human Services' Mission' U to join communities and families
in providing opporliinUies for citizens to achieve health and independence.
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His Excellency. Governor Chrislopher T. Sununu ,
and the Honorable Council

Pago 2 of 3 ■

solution is required in order for the Department to be in compilance with RSA 126-A:89-97. House
Bill 2 of the 2021 legislative session transferred the organizational responsibility of the Controlled
Drug Prescription Health and Safety Program (referred to as the Prescription Drug Monitoring
Program, PDMP) from the Office of Professional Licensure and Certification to the Department of
Health and Human Services, effective July 1, 2021, and changed the authorizinq statute from
RSA 318-8:31-40 to RSA 126-A:89-97.

This contract provides critical prescription monitoring services for prescribers and
dispensers, such as current dispensing data and health risk information. This contract will ensure ■
the continuation of current Prescription Drug Monitoring Program services and systems for
mandatory system registration and utilization, real-time access to data, and regular reporting,
including prescriber report cards and clinical alerts. Prescribers receive from the system regular
reports on their prescribing practices in relation to other prescribers in their field of practice. The
system also produces and issues clinical alerts for prescribers when patients meet clinical
thresholds of concern, for example, prescriber-dispenser threshold, opiold-benzodiazepine
threshold, and dally morphine milligram equivalent (MME) threshold. Additionally, the Prescription
Drug Monitoring Program monitors the state's mandatory query requirement for prescribers who
prescribe opioids for the treatment and management of pain.

This contract Includes new functionality that will allow for the implementation of SB45.
from the 2021 legislative session, with regard to allowing the establishment of secure connections
between the Prescription Drug Monitoring Program system and practitioners" electronic health
record keeping system, creating efficiencies for prescribers and dispensers and increasing their
utilization of the system. The Department will monitor contracted services by continually
monitoring the project status reports and development plans.

The Department selected the Contractor through a competitive bid process using a
Request for Proposals (RFP) that was posted on the Office of Professional Licensure &
Certification website from August 5. 2020 through September 18; 2020. The Office of
Professional Licensure & Certification received one (1) response that was reviewed and
scored by a team of qualified individuals. The Scoring Sheet is attached.

As referenced in Exhibit A - Special Provisions of the attached contract, the parties
have the option to extend the agreement for up three (3) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parties and Governor
and Council approval.

Should the Governor and Council not authorize this request, the Department will not
be able to meet the statutory requirements of RSA 126-A:89-97 to maintain a Controlled
Drug Prescription Health and' Safety Program that provides an electronic prescription drug
moriltorlng solution.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council

Page 3 of 3

Area served; Statewide

Source of Funds: CFDA # 93.136, FAIN # NU17CE924984

In the event that the Federal Funds b^ome no longer available. General Funds will not
be requested to support this program.

Respectfully submitted,

C—Oee«Sien«4 br:
— 24eAB37fiOeES4U,.

Lorl A. Shibinette

Commissioner
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord; NH 03301

Fax: 603-271.1516 TOO Access; 1-800.735-2964

www.nh.gov/doit

Dcois Goulet

Commissioner

October 27, 2021

Lori A. Shibinette, Commissioner

Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal tiotification that the Department of Information Technology.(DoIT)
has approved your agency's request to enter into a contract with Appriss, Inc. of Louisville, Kentucky as
described below and referenced as DolT No. 2021 -002.

The purpose of this contract is for Appriss, Inc. to provide a prescription monitoring
solution that provides real-lime data concerning the dispensing of controlled drugs to assist
practitioners in ensuring controlled medications are appropriately prescribed and
dispensed. This contract provides critical prescription monitoring services such as vital
prescription and health risk information for prescribcrs and dispensers.

The amount of the contract is not to exceed $2,535,750, and shall become effective upon
the date of Governor and Executive Council approval through June 30,2026.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor for approval.

Sincerely,

Denis Goulet

DG/ik

DoIT #2021-002

cc: Michael Williams, IT Manager, DoIT

"Innovative Technologies Today for New Hampshire's Tomorrow"



DocuSign Envelope ID: F90A3E1A-9C97-4D04-8E35.A1EAEAFC8E13

DoeuSIgn Envelope ID: FBAE61(KF«4CC-4E57-866D^B1598B2B106

Op
4^

<</

A..

u.

O "D

Co
Jk

?5>:

¥Jf 776

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

Prescription Drug Monitoring Program

RPP-2022-DPHS-10-PRESC

Template Revision V2.0



DocuSign Envelope ID: F90A3E1A.9C97^D04-8E35-A1EAEAFC8E13

OocuSign Enveiopa ID: FBAE610(Fe4CC-4ES7-86eD^Bl59BB2B106

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

Prescription Drug Monitoring Program

TABLE OF CONTENTS

Contents
EXHIBIT A - SPECIAL PROVISIONS^ 9
EXHIBIT 8 - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES 14

1. STATEMENT OF WORK 14.

2. BUSINESS / TECHNICAL REQUIREMENTS 15

3. activity, DELIVERABLE. AND MILESTONE 17

4. DELIVERABLE REVIEW AND ACCEPTANCE 20

5. CHANGEORDER 21

6. IMPLEMENTATION SERVICES 21

7. PROJECT MANAGEMENT 21

8. WORK PLAN : 26

9. ACCEPTANCE & TESTING SERVICES 26

10. MAINTENANCE, OPERATIONS AND SUPPORT 28

11. SOFTWARE AGREEMENT 31

12. ADMINISTRATIVE SERVICES 3 j

13. TRAINING 3I

14. MARKETING & PROGRAM PROMOTION 32

15. MERCHANT CARD SERVICES 33

16. TERMS AND DEFINTIONS 33

17. CONTRACTOR'S CERTIFICATES 33

18. Contract End-of-Llfe Transition Services 33

EXHIBIT C - PRICE AND PAYMENT SCHEDULE 36

L  ■ CONTRACT PRICE 36

2. TRAVEL EXPENSES ' 36

3. SHIPPING FEES ^ 36

4. INVOICING 36

5. INVOICE ADDRESS ."36

6. PAYMENT ADDRESS 37

7. OVERPAYMENTS TO THE CONTRACTOR 37

8. CREDITS 37
-OS

Page 2 of 67 .

Contractor Initials:

Date: 12/23/2021



DocuSign Envelope ID: F90A3E1A-9C97-4D04-8E35-A1EAEAFC8E13

OocuSign Envelope lb: FBAE6l0O-64CC-4E57-e68WB159B82Bl06

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

Prescription Drug Monitoring Program

TABLE OF CONTENTS

9. PROJECT HOLDBACK 37

10. PAYMENT SCHEDULE 37
EXHBIT 0 - SOFTWARE AGREEMENT 4g
1. . LICENSE GRANT 4g
2. SOFTWARE TITLE....: 48

3. SOFTWARE AND DOCUMENTATION COPIES 48
4. RESTRICTIONS 48

5. VIRUSES 49
6. AUDIT ■ 49
7. SOFTWARE NON-rNFRINGEMENT 49

8. CONTROL OF ALL COMPONENT ELEMENTS 50

9. CUSTOM SOURCE CODE

10. software ESCROW

EXHIBIT E-ADMINISTRATIVE SERVICES 52
1. DISPUTE RESOLUTION 52

2. ACCESS AND COOPERATION 52

3. RECORD RETENTION . 52
4. ACCOUNTING 53

5. AUDIT . 53

6. MISCELLANEOUS WORK REQUIREMENTS 53

EXHIBIT F - TERMS AND DEFINITIONS 56

EXHIBIT G - AGENCY ATTACHMENTS AND CONTRACTOR CERTIFICATES 67
I. AGENCY ATTACHMENTS 67
2.1 CONTRACTOR CERTIFICATES 67

Remainder of this page intcnUonaUy left blank

Page 3 of 67

Contractor Initials:

Date: 12/23/2021



DocuSign Envelope ID: F90A3E1A-9C97-4D04-8E35-A1EAEAFC8E13

OocuSIgn Envelope ID: PBAE6l0044CC-4E57-8e8D^B1S98Q2Bl06

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

2021-002 - NH Prescription Drug Monitoring Program
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

FORM NUMBER P-37 (version 12/11/2019)

Noiice: This agrecmem and all of its attachments shall become public upon submission to Governor and Executive Council
for approval. Any information that is private, confidential or proprietary must be clearly identified to the agency
and agreed to in writing prior to signing the contract.

AGREEMENT

The Slate of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

I. IDENTIFICATION.

1.1 State Agency Name

New Hampshire Department of Health and Human Services

1.2 Slate Agency Address •

129 Pleasant Street

Concord, NH 03301-3857

1.3 Contractor Name

Apprisslnc.

1.4 Contractor Address

9901 Lin Station Road, Suite 500
Louisville, KY 40223

1.5 Contractor Phone Number.

(866)277-7477

1.6 Account Nuihber

05-95-090-904010-1380

1.7 Completion Date

June 30. 2026

1.8 Price Limitation

5 2.535,750.00

1.9 Contracting Officer for State Agency

Nathan D. White, Director

1.10 State Agency Telephone Number

(603)271-9631

1.11 ContnufforSf^h'Sfpi

7»415C4M6moe..

1.12 Name and Title of Contractor Signatory

Robert Cohen, President

1.13 State Agency Signature 1.14 Name and Title of State Agency Signatory

Patricia M. Tilley Director

1.15 Approval by the N.H. Department of Administration, Division of Personnel (i/applkable)

By: Director, On:

1.16 ApprovaLb^i,4hfl|AttGirncy Cencral (Form, Substance and Execution) (if applicable)

By: Q^. 12/27/2021
1.17 Approval by ih'e Gbvemor and Executive Council (if applicable)

C&C Item number: C&C Meeting Date:
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2. SERVICES TO BE PERFORMED.. The Slate of New
Hampshire, acting through the agency identified in block I. I
("Slate"), engages contractor identified in block 1.3
("Contractor") to perform, and the Contractor shall perform,
the work or sale of goods, or both, identified and more
panicularly"describcd in the attached EXHIBIT B which is
incorporated herein by reference ("Services")-

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and,.
Executive Council of the State of New Hampshire, if
applicable, this Agreernent, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated
in block 1.17, unless no such approval is required, in which
case the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.13 ("Effective Date").

3.2 If the Contractor commences the Services prior to the
Efiective Date, all Services performed by the Contractor
prior to the Effective Date shall be performed at the sole risk
of the Contractor, and in the event that this Agreement does
not become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to
pay the Contractor for any costs incurred or Services
performed. Contractor must complete all Services by the
Completion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder,
are contingent upon the availability and continued
appropriation of funds affected by any state or federal
legislative or .executive action that reduces, eliminates or
otherwise modifies the appropriation or availability of
funding for this Agreement and the Scope for Services
provided in EXHIBIT B, in whole or in pan. In no event shall
the State be liable for any payments hereunder in excess of
such available appropriated funds. In the event of a reduction
or termination of appropriated funds, the State shall have (he
right to withhold payment until such funds become available,
if ever, and shall have the right to reduce or terminate the
Services under this Agreement immediately upon giving the
Contractor notice ofsuch reduction or termination. The Stale

shall not be required to transfer funds from any other account
or source to the Account identified in block 1.6 in the event
funds in thai'Accouni are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.

5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The Slate shall
have no liability tq the Contractor other than the contract price.

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in (his Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation sei forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND

REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with oil applicable statutes, laws,
regulations, and orders of federal, slate, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United Slates issue to implement these regulations.
The Contractor shall also comply with all opplicable intellectual
property laws, '

6.2 During the term of (his Agreement, the Conlraclor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

6.3. The'Contractor agrees to permit the State or United States
access to any of the Contractor's books, records and accounts for
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the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Conirocior shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that all
personnel engaged in the Services shall be qualified to perform the
Services, and shall be properly licensed and otherwise authorized
to do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of this
Agreement, and for a period ofsix (6) months after the Completion
Date in block 1.7, the Contractor shall not hire, and shall not permit
any subcontractor or other person, firm or corporation with whom
it is engaged in a combined efTort to perform the Services to hire,
any person who is a State employee or official, who is materially
involved in the procurement, administration or pcrfomwnce of this
Agreement. This provision shall survive, termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State's representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Conuucting Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder ("Event
of Default"):

8. I.I failure to perform the Services satisfactorily or on schedule;

8.1.2 failure to submit any report required hereunder; and/or

8.J.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the Stale may
take any one, or more, or all, of the following actions: •

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of a
greater or lesser specification of time, (hiny (30) days from the'
date of the notice; and If the Event of Default-is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the period

from the date of such notice untll.such time as the State determines
that the Contractor has cured the Event of Defeult shall never be
paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of'
■ Default and set off against any other obligations the State may owe
.to the Contractor any damages the Stale suffers by reason of any
Event of Default; and/or

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the Agreement
and pursue any of its remedies at law or in equity, or both.

8.3. No failure by the Slate to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contrpctor.

.9. TERMINATION.

9.1 Notwithstanding paragraph 8, the Stale may, at its sole
discretion, terminate the Agreement for any reason, in whole or in
pan, by thirty (30) days written notice to the Contractor thai the
State is exercising its option to terminate the Agreement.

9.2 In the event of an early termination of this Agreement for any
reason other than the completion of the Services, the Contractor
shall, at the State's discretion, deliver to the Contracting Officer,
not later than fifteen (15) days after the date of termination, a
report (-Termination Report") describing in detail all Services
performed, and the contract price earned, to and including the date
of termination. The form, subject mattir, content, and number of
copies of the Termination Report shall be identical to those of any

• Final Report described in the attached .EXHIBIT B. In addition, at
the State's discretion, the Contractor shall, within 15 days of notice
of early termination, develop and submit to the State a Transition
Plan for services under the Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/

PRESERVATION.

10.1 As used in this Agreement, the word "data" shall mean ell
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports, files,
formulae, sur\'eys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
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Icners, memoranda, papers, and documents, all whether finished
or unfinished.

10.2 All data and any property which has been received from the
State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned
to the State upon demand or upon termination of this Agreement
for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR'S RELATION TO THE STATE. In the
performance of this Agreement the Contractor is in all respects on
independent contractor, and is neither an agent nor an employee of
the State. Neither the Contractor nor any of its ofTlcers,
employees, agents or members shall have authority to bind the
Slate or receive any benefits, workers* compensation or other
emoluments provided by the State to its employees.

12. ASSIGNMENT/DELECATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or oiheiSvise transfer any
interest In this Agreement without the prior written notice, which
shall be provided to the State at least fifieen (15) days prior to the
assignment, and a written consent of the State. For purposes of this
paragraph, a Change of Control shall constitute assignment.
"Change of Control" means (a) merger, consolidation, or a
transaction or series of related transactions in which a third party,
together with its affiliates, becomes the direct or indirect owner of
fifly percent (50%) or more of the voting shares or similar equity
interests, or combined voting power of the Contractor, or (b) the
sale of all or substantially all of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the Contractor
without prior written notice and consent of the State. The State is
entitled to copies of all subcontracts and assignment agreements
and shall not be bound by any provisions contained in a
subcontract or an assignment agreement to Nvhich it is not a party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the Slate, its
officers and employees, from and ogainst any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the Stale, its officers or employees, which arise out of (or which
may be claimed to arise out oO the acts or omission of the
Contractor, or subcontractors, including but not limited to the

negligence, reckless or intentional conduct. The State shall not be
liable for any costs incurred by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the termination
of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any subcontractor'
or assigiiee to obtain and maintain in force, the following
insurance:

14.1.1 commercial general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
than $1,000,000 per occurrence and $2,000,000 aggregate or
excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 .herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Department of Insurance, and issued
by insurers licensed in the State of New Hampshire.

,14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance for
all renewal(s) of insurance required under this Agreement no later
than ten (10) days prior to the expiration date of each insurance
policy. The certificatc(s) of Insurance and any renewals thereof
shall be attached and are incorporated herein by reference.

15. WORKERS* COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A ("Workers'
Compensaiion").

15.2 To the extent the Contractor is subject to the requirements of
N.H. RSA chapter 281-A, Contractor shall maintain, and require
any subcontractor or assignee to secure and maintain, payment of
Workers' Compensation in connection with activities which the
person proposes to undertake pursuant to this Agreement. The
Contractor shall fumlsh the Contracting Officer identified in block

Page 7 of 67

Contractor Initials:

paic: 12/23/2021



DocuSign Envelope ID: F90A3E1A-9C97-4D04-8E35-A1EAEAFC8E13

DocuSign Envelope ID: F8AE6l0(>64CC-4ES7-a66O^81S9BB28l06

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

2021-002-NH Prescription Drug Monitoring Program
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

1.9, or his or her successor, proof of Workers' Compensaiion in
the manner described In N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shaii be attached and are
incorporated herein by reference. The State shall not be
responsible for payment ofany Workers' Compensation premiums
or for any other claim or benefit for Contractor, or any
subcontractor or employee of Contractor, which might arise under
applicable State of New Hampshire Workers' Compensation laws
in connection with the performance of the Services under this
Agreement.

19. CONFLICTING TERMS. In the event of a conflict between
the terms of this P-37 form (as modified, in EXHIBIT A)'and/or
attachments and amendment thereof, the terms of the P-37 (as
modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to benefit
any third parties and this Agreement shall not be construed to
confer any such benefit.

16. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have been duly delivered or given' at the time of
mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the addresses given in blocks 1.2
and 1.4, herein.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein shall
in no \vay be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions' of this
Agreement.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment, waiver
or discharge by the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the Stoic of New Hampshire, and is binding upon and
inures to the benefit of the panics and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the panics to express their mutual intent, and no rule of
construction shall be applied against or in favor of any pany. Any
actions arising out of this Agreement .shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A arc incorporated
herein by reference.

23. SEVERABILITV. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any stale or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.
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EXHIBIT A - SPECIAL PROVISIONS

The terms outlined in the P-37 General Provisions arc modified as set forth below:

A.l Provision. 3, Effective Date/Completion of Services, is updated with the following
' addition:

3.3 The Term may be extended up to Two (2) limes(s), ("Extended Term").at the sole
option of the State, subject to the panics prior written Agreement on applicable fees
for each extended Term, up to but not beyond June 30,2029 under the same terms and
conditions, subject to approval of the Governor and Executive Council.

A.2 Provision 5, Contract Price/Price Limitation/ Payment, is updated with thie following
addition: .

5.S The State's liability under this Agreement shall be limited to monetary damages not
to exceed the'contract price pursuant to Paragraph 5.2. the Contractor agrees that it
has an adequate remedy at law for any breach of this Agreement by the State and
hereby waives any right to specific performance of other equitable remedies against
the Slate. Subject to applicable laws and regulations, in no event shall the State be
liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding.the foregoing, nothing herein contained shall be deemed
to constitute a waiver of the sovereign immunity of the State, which immunity is
hereby reserved to the State.

A.3 Provision 8, Event of Default/Remedies, is updated with the following addition:
8.4 Procure Services-that are the subject of the Contract from another source and

Contractor shall be liable for reimbursing the State for the replacement Services, and
all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff lime costs; all of
which shall be subject to the limitations of liability set forth In the Contract.

A.4 Provision 9, Termination, is deleted and replaced with the followrng:
9. TERMINATION

9.1 ■ Notwithstanding paragraph 8, the State may, at its sole discretion, terminate the
Agreement for any reason, in whole or in part. In the event of such termination, the
Contractor shall immediately stop all work hereundcr and shall immediately cause any
and all of its suppliers and subcontractors to cease work. The State shall be liable for
cost of all Services and Deliverables for which Acceptance has been given by the
State, provided through the date of termination but will not be liable for any costs for
incomplete Services or winding down the Contract activities. The Contractor shall not
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be paid for any work performed or costs incunred which reasonably could have been
avoided.

9.2 Termination Procedure

9.2.1 Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require Contractor to deliver to the State any property,
including without limitation, Software and Written Deliverables, for such part of the
Contract as has been terminated.

9.2.2 After receipt of a notice of termination, and except as otherwise directed by
the State, Contractor shall:

D. Stop work under the Contract on the date, and to the extent specified, in the
notice;

b. Promptly, but in no event longer than ten (10) days after termination,
terminate its orders and subcontracts related to the work which has been
terminated, and settle all outstanding liabilities and all claims arising out of
such termination of orders and subcontracts, with the approval or ratification
of the State to the extent-required, which approval or ratification shall be final
for the purpose of this Section;

c. Take such action as the State directs, or as necessary to preserve and protect
the property related to the Contract which is in the possession of Contractor
and in which the State has an Interest;

d. Take no action to intentionally erase or destroy any State Data, this includes
State Data held by the Contractor's subcontractors.;

e. Transfer title to the State and deliver in the manner, at the times, and to the
extent directed by the State, any property which is required to be furnished to
the State and which has been accepted or requested by the State;

f. Work with the State to develop a Services and Data Transition Plan per the
"Contract End-of-Life Transition" requirement in the Additional
Requirements section of this RFP; and

g. Provide written Certification to the State that Contractor has surrendered to
the State all said property. 9.2.3.

9.2.4 This covenant in paragraph 9 shall survive the termination of this Contract.

A. Provision 10, Data/Acce$$/Conridentlallt>'/Presen'ation, is updated with the following
addition:

10.4 • in performing its obligations under this Agreement, Contractor may gain access to
Confidential Information of the State. Confidential Information is defined in the
Department of Health and Human Services' Information Security Requirements
Exhibit.

Subject to applicable federal or Stale laws and regulations, Confidential Information shall not
include information which:

•09
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a. shall have oiherwise become publicly available other than as a result of
disclosure by the receiving Party In breach hereof;

b. was disclosed to the receiving Pany on a non-confidcntia! basis from a source
other than the disclosing Party, which the receiving Party believes is not
prohibited from disclosing such information as a result of an obligation in
favor of the disclosing Party; or

c. is disclosed with the written consent of the disclosing Party's Privacy Officer
or dcsignce

10.7 Contractor Confidential Information. Contractor shall clearly identify in writing all
information it claims to be confidential or proprietary upon providing such
information to the State. For the purposes of complying with its legal obligations, the
State is under no obligation to accept the Contractor's designation of material as
confidential. Contractor acknowledges that the State is subject to State and federal
laws governing disclosure of information including, but not limited to, RSA Chapter
91-A. In the event the State receives a request for the information identified by
Coitlractor as confidential or proprietary, the State shall notify Contractor and specify
the date the State will be releasing the requested information. At the request of the
State, Contractor shall cooperate and assist the State with the collection and review of
Contractor's information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be Contractor's sole responsibility and at
Contractor's sole expense. If Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State's
notice to Contractor, without any liability to the State.

10.8 This covenant in paragraph 10 shall survive the termination of this Contract.

A.5 Provision 12, Assignmcnt/Dclegation/Subcontracts, is updated with the following
addition:

12.3 In the event that Contractor should change ownership for any reason whatsoever that
results in a change of control of the Contractor, the State shall have the option of;
a. continuing under the Agreement with Contractor, its successors or assigns for the

full remaining Term of the Agreement or for such period of time as determined
necessary by the State;

b. immediately terminate the Agreement without liability to or further compensation
owed to Contractor, its successors or assigns.

A.6 Provision 13, Indemnification and Limitation of Liability, is deleted and replaced with
the following:

13.1. Unless otherwise exempted by law, the Contractor shall indemnify and hold harmless
the State, its officers and employees, from and against any and all claims, liabilities
and costs for any personal injury or property damages, patent or copyright
infringement, or other claims asserted against the Slate, its officers or employees,
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which arise out of (or which may be claimed to arise out oO the acts or omission of
the Contractor, or subcontractors, including but not limited to the negligence, reckless
or intentional conduct. The State shall not be liable for any costs incurred by the
Contractor arising under this paragraph 13. Notwithstanding the foregoing, nothing
herein contained shall be deemed to constitute a waiver of the sovereign immunity of
the State, which immunity is hereby reserved to ihe-Siate. This covenant in paragraph
13 shall survive the termination of this Agreement,

13.2 The aggregate liability of the Contractor, in each case under this Agreement (and
whether such liability arises from any claim based on breach or repudiation of contract,
warranty, tort (including negligence or breach of statutory duty), or otherwise) shall not
exceed two times the contract" price. No^vithstanding the foregoing, Contractor's
liability for any data security breaches, as referenced in Exhibit K, DHHS Information
Security'Requirements (Section IV, Procedures for Security, Paragraph 11) shall not
exceed Fifteen Million Dollars ($15,000,000) per claim. The limitation of liability shall
not apply to claims related to (a) fraud or willful misconduct, (b) death or personal
injury, (c) Contractor's failure to follow and implement cyber security best industry
practices for protecting confidential information.

A.7 The following Provisions are added and mode part of the P37:

25. FORCE MAJEURE

25.1 Neither Contractor nor the State shall be responsible for "delays or failures in
performance resulting from events beyond the control of such Pany and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, riots, and acts of War, epidemics, acts of Government, fire,
power failures, nuclear accidents, earthquakes, and unusually severe weather.

25.2 Except in the event of the foregoing, Force Majcure events shall not include the •
Contractor's inability to hire or provide personnel needed for the Contractor's
perfonnance under the Contract.

26. EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Contract arc incorporated
by reference as if fully included in the text of the Contract.

27. NON-EXCLUSIVE CONTRACT

" The State reserves the right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identified under this Agreement. Contractor shall make best efforts
to coordinate work with all other State vendors performing Services which relate to the work
or Deliverables set forth in the Agreement. The State intends to use, whenever possible,
existing Software and hardware contracts to acquire supporting Software and hardware.

28. GOVERNMENT APPROVALS

Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.
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EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

The Siaicmcnt of Work, Business and Technical Requirements, and Deliverables arc set forth below:

1. STATEMENT OF WORK

The Contractor shall" provide a software solution and associated services for the New
Hampshire Prescription Drug Monitoring Program (POMP) to collect prescription data for
online review by practitioners and pharmacists and administrative reporting and analysis of
data. Specifically, the following software solution and associated services include:

•  CONTRACTORS PMP AWARxE

•  NarxCare

•  Custom Enhancements (as set fonh in Exhibit G, Attachment 1)

•  Statewide Interoperability through Prescription Drug Monitoring Program Gateway,
for a period of two years (as set forth in Exhibit G, Attachment I.I)

AWARxE w/NarxCore and Custom Enhancements

This software solution shall collect prescription data for online review by practitioners and
pharmacists, and administrative reporting and analysis of data, and promote utilization of the
program by prescribcrs and dispensers within existing, workflow by integrating the PDMP
electronic health records systems. The mission is to promote the quality of patient care and
appropriate use of controlled substances for legitimate medical purposes. Through the

• PDMP's accurate and complete data tracking of opioids and other scheduled drug
prescriptions, the State desires to deter misuse and diversion of schedule IT-IV controlled
.substances by assisting prescribcrs and pharmacists to make safe prescribing and dispensing
decisions and improve the identification and education of high risk indicators (e.g. overdose
and substance use disorders), is the Contractor shall assist the State of New Hampshire's goal
to modernize our technology that illuminates data while considering quality, consistency, and
•accessibility for all users of the PDMP system.

The Contractor shall provide the State of New Hampshire a Prescription Drug Monitoring
system ("Program") whereby data regarding Controlled Substances in schedule II. Ill, and fV
dispensed to New Hampshire citizens is collected from all dispensers and available for review
by defined'practitioners, dispensers, authorized administrators and other defined users. The
Program must focus on allowing the NH PDMP to produce a more robust and efficient data
sofhvare solution for New Hampshire practitioners by executing an interoperability platform
that facilitates data sharing with PDMPs in other jurisdictions through connections with both
PMPi and RxCheck and with electronic health records and pharmacy management systems,
using any means selected by the New Hampshire PDMP, including: PMP Interconnect, PMP
Gateway, RxCheck hub, built by the selected vendor.
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Statewide Interoperability throuph PMP Gateway

The Contraclors software solution shall provide all authorized health care entities with the
ability to integrate NH PDl^ information into their Health IT systems for a period not to
exceed two (2) years (the "introductory period."). Fees for the two-year introductory period
will be ̂ ndcd through this contract. At the end of the introductory period, it will be the health
care entities' sole responsibility for any payment required to cootinue access to PMP Gateway.
This fee stmcnirc shall be the rcsporisibility of the Contractor to include in the marketing plan.
Contractor shall be ̂ pohsible for contacting and working with participating health care
entities no less than ninety (90) days prior to the expiration of the introductory period, to ensure
continuity and payment of services.

Through leveraging PMP Gateway, the .goal is to integrate the NH PDMP into every
physician s and every pharmacist's workftow in Now Hampshire. Integration will allow users
to. access the same information that is available in the NH PDMP within their clinical
workflows, including patient prescription history, summary information, and clinical risk
indicators. Statewide integration initiatives have proven to increase utilization of the PDMP
in other states.

The Contractors software solution shall include technical expertise, integration software, and
ongoing support services to Authorized Healthcare Organization sites through designated
Information Technology (IT) support resources of the Authorized Healthcare Organizatioh.
The Contractor shall provide the Gateway Service thai provides EHR/PMS of authorized
healthcare organizations with the ability to initiate requests for patient reports, from the New
Hampshire PMP, on behalf of permissible Users and receive patient preiscription history
reports, from the New Hampshire PMP, when the authorized User completes the required
criteria. The software solution includes audit trail functionality and PMP Gateway Reporting
as set forth in Exhibit G, Attachment !.

2. BUSINESS/TECHNICAL REQUIREMENTS

The Contractor must adhere to the Business and Technical Requirements identified in
Exhibit G Attachment !. '

2.1 DHHS Securit}' and Privacy Policy Compliance Requirements
DHHS Security and Privacy Policy Compliance
The Vendor shall represent and warrant that:

a. the Vendor has reviewed and is knowledgeable about, and experienced at addressing,
DHHS Security and Privacy Policies, and '
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b.

c.

d.

e.

h.

the Vendor and the software Solution shall comply with all of the security protocol,
data security and other policies and procedures set forth in DHHS Security and Privacy
Policies and any future updates, revisions and/or replacements.
The Vendor shall agree that the Vendor and the software Solution shall, at all times,

• remain fully compliant with DHHS Security and Privacy Policies, as these policies •
may be updated from time to time. The Vendor shall, on an annual basis, certify in
such form as the State may reasonably request that the Vendor and the software
Solution are compliant with then current DHHS Security and Privacy Policies version.
In the event that the State notifies the Vendor that the System is any way non-
compliant with DHHS Security and Privacy Policies, then the Vendor shall
immediately utilize diligent, continued efforts to modify the System so that it becomes
and remains DHHS Security and Privacy compliant.
The Vendor is responsible for the Hosted Solution (the "Host"). The Vendor is and
shall be responsible for ensuring that the Host is and remains fully DHHS Security
and Privacy Policies compliant and shall be liable for any breach or violation by the
Host of any DHHS Security and Privacy Policies policy, procedure or protocol.
The State may, one time each calendar year during the term of the Agreement, audit
(or engage a third party to audit) the Vendor and the Hosted Solution to ensure that
the Hosted Solution is fully compliant with DHHS Security and Privacy Policies. If .
the State wishes to conduct such an audit, then the State shall provide the Vendor
written notice of such audit, which may include the analysis of records, discussions
with the Vendor's employees and subcontractors, and testing of the System. The
Vendor shall promptly provide to the Slate information requested by the State in
connection with the audit and otherwise cooperate with the State regarding such audit.
In the event that the audit shows that the Vendor or the Hosted Solution is not in full

compliance with any DHHS Security and Privacy Policies, protocol or procedure, then
the Vendor shall promptly take such action as is necessary to attain DHHS Security
and Privacy compliance and upon achieving compliance, certify in writing to the State
that it has done so, and
Material compliance with any DHHS Security and Privacy Policies,.protocol or
procedure, the Vendor shall promptly reimburse the State for the costs and expenses
(including internal legal costs invoiced at the prevalent billing rate for an experienced
corporate attorney) incurred in conducting the audit.
The Contractor agrees it will initiate a criminal.background check re- investigation of all
workforce assi^cd to this Contract every five years. The five year period will be based
on the dale of the last Criminal Background Check conducted by the Contractor or its
Agent.
Agency Compliance Documents - Attachment 2
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3. ACTIVITY, DELIVERABLE, AND MILESTONE

Activity', Dcllvcrobic, or

Milestone

Deliverable

Tvpc

Projected Delivery Date

PLANNIiSC; AND PROJECT MANAGEMENT

1 Conduct Project KickofT Meeting Non-Software No later than ten (10) business days following
Notice to Proceed.

2  . Project Status Reports Written Available upon Project KickofT and throughout the
life of the proieci.

3 Work Plan Written Available upon Project Kickoff.
4 Infrastructure Plan, including

Desktop and.Network
Configuration Requirements

Written Available upon Project Kickoff.

5 Attestation of Background checks Written Contractor workforce associated with fulfilling the
obligations of this Contract ore, based on NH
DHHS provided criteria herein and their job
responsibility requirements, eligible to participate
in work associated with this Ccntmci. Available
upon Project KickofT.

6 Communications and Change
Management Plan

' Written Available upon Project Kickoff.

7 Requirements Traccability Matrix Written Available upon Project Kickoff.
S Software Configuration Plan Written Available upon Project KickofT.
9 Systems Interface Plan and

Design/Capability
Written Once delivery dales are solidified for dll custom

development deliverables, the plan for Software
Configuration will be provided within 10 days.

10 Testing Plan Written Available upon Project KickofT.
11 Data Conversion Plan and Design Written As incumbent, this is not applicable.
12 Deployment Plan Written Will be delivered to NH DOH for new development

work.

13 Comprehensive Training Plan and
Curriculum

Written Within 30 days of requirements finalized.

14 End User Support Plan Written Within 30 days of requirements finalized.
15 Business Continuity Plan Written Upon Project KickofT.
16 Documentation of Operational

Procedures

Written Upon Project KickofT.

17 Bring Your Own Device (BVOD)
Security Plan

Written Upon Project Kickoff.

18 Data Protection Impact Assessment Written Upon Project Kickoff.
19 Systems Security Pan (SSP) Written Upon Project KickofT.
20 Disaster Recovery Plan (DRP) Written Upon Project KickofT.
INSTALLATION
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Acrlviry, Deliverable, or
Milestone

Deliverable

Tvdc

Projected Delivery Date

17 Provide Software Licenses if

needed

Written Access to the Contractors. PMP environment is
available today and will remain available upon
effective date of the sicned agreement.

18 Provide Fully Tested Data
Conversion Software

Software As the incumbent, Conversion Software is not
necessary.

19 Provide Software Installed,
Configured, and Operational to
Satisfy State Requirements

Software As the incumbent, the base PMP software is
available today. Contractors wilt deliver all custom
requirements by a timeframc si>ccified bv the State.

TESTING

20 Conduct Integration Testing Non-Software The Integration Testing schedule will be provided
upon finalization of the project schedule including
all custom enhancement technical requirements.

21 Conduct User Acceptance Testing Non-Software The schedule for UAT will be provided upon
finalization of the project schedule including all
custom enhancement technical requirements.

22 Perform Production Tests Non-Software The schedule for Production Testing will be
provided upon- finalization of the project schedule
Including all custom enhancement technical
requirements.

23 Test In-Bound and Out-Bound

Interfaces

Software The schedule for In-Bound/Out-Bound Testing will
be provided upon finalization of the project schedule
including all custom enhancement technical
requirements.

24 Conduct System Performance
(Load/Stress) Testing

Non-Software Load testing occurs bi-weekly with the delivery of
all new features. Load testing, will occur as pan of
the delivery of at! custom

25 Certification ofS*"^ Party Pen
Testing and Application
Vulnerability Scanning.

Non-Software The Contractors Certification of the most recent 3rd
Patty Pen test is available today. Third party Pen
and App Vulnerability Scanning Is conducted on an
Annual Basis.

26 Security Authorization Package Written Upon Project KickofT.
SYSTEM DEPLOYMENT

26 Converted Data Loaded into

Production Environment

Software As the incumbent, this is not applicable.

27 Provide Tools for Backup and
Recovery of all Applications
and Data

Software As a SaaS provider, this requirement is not
applicable.

28 Conduct Training Non-Soflware As the incumbent, NH POMP will not require a
transition to a new POMP platform; therefore,
training will be performed on all enhancements to
the current system. Training will be provided no
less than 14 days prior to feature enhancements and
no less than 30 days prior to major enhancements.
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Activity, Deliverable, or
Milestone

Deliverable

Tvoe

Projected Delivery Date

29 Cutover lo New Software Non-Software Upon Project KickofFand ongoing throughout the
duration of the project.

30 Provide Documentation Written Upon Project KickofTand ongoing throughout the
durotion of the project.

31 Execute Security Plan Non-Software Upon Project KickofT and ongoing throughout the
duration of the proiect.

OPERATIONS

32 Ongoing Hosting Support Non-Software Will continue upon contract effective date as
Contractors currently provides hosting support.

33 Ongoing Support &
Maintenance

Software Will continue upon contract effective date as
Contractors currently provides hosting support.

34 Conduct Project Exit Meeting Non-Software Within 30 days of production release of all required
functionality.

MARKETING AND PROMOTION OF NEW HAMPSHIRE POMP
35 Marketing Plan w/Timeiablcs Non-

Software

Within 30 days of the Effective Date, the Contractor
must provide a marketing plan or promotion of NH
PDMP and Gateway Services . This also includes
addressing the introductory period for Gateway
Services and actions required by the health care
entities at the end of the introductory period.

Remainder of this page intentionally iefi blank
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4. DELIVERABLE REVIEW AND ACCEPTANCE

4.1 Non-Software and Written Deliverables Review and Acceptance '

The Contractor shall provide a written Certification that a non-software, written
deliverable (such as the Test Plan) is" final, complete, and ready for Review. After
receiving such Certification from the Contractor, the State will Review the Deliverable to
determine whether it meets the requirements outlined in this Exhibit. The State will notify
the Contractor in writing of its Acceptance or rejection of the Deliverable, or its partial or
conditional Acceptance of the Deliverable, within five (5) business days of the State's
receipt of the Contractor's written Certification; provided, however, that if the State
determines that the State needs more than five (5) days, then the State shall be entitled to
an extension of up to an additional ten (10) business days. If the State rejects the
Deliverable or any portion of the Deliverable, or if any Acceptance by the State is
conditioned upon completion of any related matter, then the State shall notify the
Contractor of the nature and class of the Deficiency, or the terms of. the conditional
Acceptance, and.the Contractor shall correct the Deficiency or resolve the condition to*
Acceptance within the period identified in the Work Plan. If no period for the Contractor's
correction of the Deliverable or resolution of condition is identified, the Contractor shall
correct the Deficiency in the Deliverable or resolve the condition within five (5) business
days or such longer period as the State (in its sole discretion) may agree. Upon,receipt of
the corrected Deliverable, the State shall have five (5) business days to review the
Deliverable and notify the Contractor of its Acceptance, Acceptance in part, conditional
Acceptance, or rejection thereof, with the option to extend the Review Period up to five
(5) additional business days, or mutually agreed upon timeframe. If the Contractor fails
to correct the Deficiency within the allotted period, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is
corrected, or immediately terminate the Contract, declare the Contractor in default, and or
pursue its remedies at law and in equity.

4.2 Soft^vare Deliverables Review and Acceptance

SystenVSoftwarc Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Acceptance and Testing Services described herein.

4.3 Number of Deliverables

Unless the State othcr\vise specifically agrees in writing, in no event shall the Contractor
certify for testing and deliver to the State more than three (3) Deliverables for review or
testing at one time. As the State accepts a Deliverable, an additional Deliverablemay be
presented for review but at no time can the Deliverables exceed three (3) at a lime without
the authorization of the State.

4.4 Conditional and Unconditional Acceptance
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By accepting a Deliverable, the State reserves the right to reject any and all Deliverables
In the event the State detects any Deficiency in the System, in whole or in part, through
completion of all Acceptance Testing, including but not limited to, Soflwarc/System
Acceptance Testing, and any extensions thereof.

5. CHANGE ORDER

The State may make changes, revisions or request enhancements to the Scope of Work at any
time by written Change Order. The State originated changes, revisions or enhancements shall
be approved by the Department of Information Technology. Within five (5) business days of
Contractor's receipt of a Change Order, Contractor shall advise the State, in detail, of any
impact on cost (e.g., increase or decrease), the Schedule, and the Work Plan.

Contractor may propose a change within the scope of the Contract by wrinen Change Order,
identifying any impact on cost, the Schedule, and the Work Plan. The State shall acknowledge
receipt of Contractor's requested Change Order within five (5) business-days. The State
Agency, as well as the Department of Information Technology, must review and approve all
Change Orders in writing. The State shall be deemed to have rejectedthe Change.Order If the
Parties arc unable to reach an agreement in writing within 30 days of receipt of the Change

.  ' • Order.

Change orders resulting in an increase of Price Limitation, an extension of time for Contract
completion, or a significant change to the scope of the Contract may require approval by the
Governor and Council.

A Change Order which is accepted and executed by both Parties, and if applicable approved
by Governor and Council, shall amend the terms of this Agreement.

6. IMPLEMENTATION SERVICES

The Contractor shall employ an industry-standard Implementation strategy with a timeline set
forth in accordance with the Work Plan,

The Contractor shall manage Project execution and provide the tools needed to create and
manage the Project's Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and Report status.

The Contractor and the State shall adopt a Change Management approach to identify and plan
key strategies, communication initiatives, and training plans.

7. PROJECT MANAGEMENT

The Contractor shall provide project tracking tools and templates to record and manage Issues,
Risks, Change Requests, Requirements, and other documents used in the management and'
tracking of the project. The State believes that effective communication and Reporting are
essential to Project success. The Contractor shall employ effective communication and
Repotting strategics to ensure Project success. The Contractor Key Project Staff shall
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participate in meetings as requested by the State, in accordance with the requirements and
terms of this Contract.

The Project requires the coordinated efforts of a Project Team eonsisting of both Contractor
and State personnel. Contractor shall provide all necessary resources to perform its obligations
under the Contract. Contractor is responsible for providing all appropriate resources and
personnel to manage this Project to a successful completion.

7.1 The Contractor Key Project Staff

7.1.1. The Contractor's Contract Manager

Contractor shall assign a Contract Manager who. will be responsible for all
Contract authorization and administration, including but not limited to
processing Contract documentation, obtaining executive approvals, tracking
costs and payments, and representing the parties in all Contract administrative
activities. Contractor's Contract Manager is:

Natalie Browning

Senior Director of Client Relationships

9901 Linn Station Road

Louisville, KY 40223

Ofhce: 502-815-5639
Cell: 502-552-0601

Email: nbrowning@Contractors.com

7.1.2. The Contractor's Project Manager

Contractor shall assign a Project Manager who is qualified to perform or
supervise the Contractor's obligations under this Agreement. Contractor's
Project Manager is:

Stephanie Stovall

PDMP CIient Relationship Manager

Contractors Health

9901 Linn Station Road

Louisville. KY 40223

Office: 502-815-3838

Cell: 901-651-7552

Email: sstovall@Contractors.com
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Contractor's selection of the Project Manager shall be subject to the prior
written approval of the State. The State's approval process may include,
without limitation, at the State's discretion, review of the proposed Project
Manager's resume, qualifications, references, and background checks, and an
interview. The State may require removal or reassignment ofProject Manager
who, in the sole judgment of the State, Is found unacceptable or is not
performing to the Stoic's saiisfaetion.

Project Manager must be qualified to perform the obligations required of the
position under the Contract, shall have full authority to make binding
decisions under the Contract, and shall function as Contractor's representative
for all administrative and management matters. Project Manager must be
available to promptly respond during normal Business Hours within Two (2)
hours of inquiries from the State. Project Manager must work diligently and
use his/ her best efforts on the Project.

7.1.3. Change of Project Manager

Contractor may not replace the Project Manager or change its assignment of
Project fylanager without providing the State written notice and obtaining the
prior approval of the State of the replacement Project Manager. State
approvals for replacement of Project Manager shall not be unreasonably
withheld. The replacement Project Manager is subject to the same
requirements and Review as set forth above. Contractor shall assign a
replacement Project Manager within ten (10) business days of the departure
of the prior Project Manager, and Contractor shall continue during the ten (10)
business day period to provide competent project management Services
through a qualified interim Project Manager.

7.1.4. The Contractors Additional Key Project Staff

The State considers the following individuals to be Key Project Staff for this
Project:

Key Members:

Shannon Hord

Erin Combs

Ops

Laura Rcid-Newkirk

Thomas Powell

Nour Elmcrsc

Brent Miller

Heidi Holtzman .
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The State reserves the right to require removal or reassignment of Key Project Staff
who are found unaceeptable to the Slate. Contractor shall not change Key Project
Staff commitments without providing the State written notice and obtaining the
prior written approval of the State. State approvals for replacement of Key Project
Staff will not be unreasonably withheld. The replacement Key Project Staff shall
have comparable or greater sidlls than Key Project Staff being replaced.

7.1.5. Background Checks

The Contractor shall conduct criminal background checks, at its own expense, and
not utilize any staff, including subcontractors, to fulfill the obligations of the
Contract who have been convicted of any crime of dishonesty, including but not
limited to criminal fraud, or otherwise convicted of any felony or misdemeanor
offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing
the State's information among the Contractor's employees and agents.

The State may, at its sole expense, conduct reference and background screening of
the Contractor's Project Staff. The State shall maintain the confidentiality of
background screening results in accordance with the Contract Agreement.

The State reserves the right to reject the Vendor's Staff as a result of such reference
and background checks. The State also reserves the right to require removal or
reassi^ment of the Vendor's Staff found unacceptable to the State.
Notwithstanding anything to the contrary, the State shall have the option to
terminate the Contract, at its discretion, if it is dissatisfied with the Vendor's
replacement staff.

The State may, at its sole expense, conduct reference screening of the Contractor
Project Manager and the Contractor Key Project Staff. The State shall maintain the'
Confidentiality of reference screening results.

7.1.6. Termination for Lack of Project Management and Key Project Staff

Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare Contractor in default and to
pursue its remedies at law and in equity, if Contractor fails to assign a Project
Manager and/or Key Project Staff meeting the requirements and terms of the
Contract or'ifthe State is dissatisfied with Contractor's replacement of the Project
Manager and/or Key Project Staff.

Page 24 of 67

Contractor Initials:

Date: U/23/2021



DocuSign Envelope ID: F90A3ElA-9C97-4D04-aE35-A1EAEAFC8E13

OocuSIgn Envelope 10: FBAE6l00-64CC-4ES7-d6dO-8BlS98B2Bl06

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

2021-002 - NH Prescription Drug Monitoring Program

EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

7.2 The State Key Project Staff

7.2.1. The State Contract Manager

The Slate shall assign a" Contract Manager who shall function as the Slate's
representative with regard to Contract administration. The State Contract Manager
is;

Michael Holt

Department of Health aiKi Human Services

Division of Public Health Services

Program Administrator

(603)271-9234

michael.holi@dhhs.nh,gQv

7.2.2. The State Project Manager

The Slate shall assign a Project Manager. The Stale's Project Manager is:

Michael Holt

Department of Health and Human Services

Division of Public -Health Services

Program Administrator

(603)271-9234

michacl.holt@dhhs nh pnv

The State Project Manager's duties shall include the following:
a. Leading the Project;

b. Engaging and managing all Contractors working on the Project;
c. Managing significant issues and risks;

d. Reviewing and accepting Contract Deliverables;

e. invoice sign-ofTs;

f. Review and approval of Change Orders;

g. Managing stakeholders' concerns.
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8. WORK PLAN

The Contractor's Project Manager and the State Project manager shall finalize the Work Plan
within Thirty (30) days of the Effective Date and further refine the tasks required to implement
the Project. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers.

The preliminary Work Plan created by the Contractor and the State is set forth in this Section.

Task Name Start Finish

1
Planning ond Project Manogcmcnl January 2022 January 2023

2
Insiailaiion January 2022 January 2022

3
Implcmenialion January 2022 January 2023

4
Testing January 2022 January 2023

5
System Deployment January 2022 January 2023

6
Operations January 2022 January 2023

7 STATEWIDE tNTEROPERABILITY

PROGRAM (PMP GATEWAY)
MARKETING AND PROMOTION

January 2022 January 2023

in conjunction with the Contractor's Project Management methodology, which shall be used
to ntanage the Project's life cycle, the Contractor's team and the Stale shall finalize the Work
Plan at the onset of the Project. This plan shall identify the tasks. Deliverables, major
milestones, task dependencies, and a payment Schedule required to implement the Project. It
shall also address intra-lask dependencies, resource allocations (both State and The
Contractor's team members), refine the Project's scope, and establish the Project's Schedule.

9. ACCEPTANCE & TESTING SERVICES

Acceptance and testing services requires the coordinated efforts of a Project Testing Team
consisting of both Contractor and State personnel. The Contractor shall be responsible for the
planning, documentation, coordination and management of all aspect of the testing services.

9.1. Contractor Testing, Planning & Coordination
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The Contractor shall provide oversite and managetnent of all phases of the testing process,
Including user acceptance testing.

The Contractor shall provide documentation and testing tracking tools to record and
manage issues, risks, change requests, requirements, and other documents used in the
management of the testing process.

The Contractor shall successfully perform functional testing and certify of all requirements
prior to release to the State Project Team for user acceptance testing. This includes but is
not limited to:

•  "N

a. System Change orders: New and modified functionality

b. System Integration, interfaces wlth required third party systems.

c. Reporting • Data Imports/Exports

d. Conversion

e. System upgrades

f. All other changes that affect system functionality or requires acceptance and
approval from the State's Project Team.

The Contractor shall be responsible for the development comprehensive functional and
user acceptance test plans and scripts that ensure the successful testing of system change
orders and satisfies all conditions for the Stale's Project Team's testing, approval and
acceptance.

9.2. State Project Team Testing and Acceptance

The State's Project team shall be responsible for scheduling and completing User
Acceptance Testing in accordance with the Contractor Team's approved timelines.

The State Project Team's testing efforts must validate and certify expected outcomes of
the change request and/or business requirements in accordance with the Contract Team's
approved test plan and scripts.

The Contractor's Project Team shall provide technical assistance and oversight of the State
Project Team's testing efforts.

The Contractor's Project Team and State Project team shall accept and approve all
-  conditions and verify the business requirements arc satisfied before scheduling for

'  production.
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9.3. System Maintenance, Security Releases & System Patching
The Contractor'shall notify the State's Project Team in writing, by email, or phone in
accordance with'mutually agreed timcframcs for any system changes and maintenance
initialed by the Contractor that will require testing and certification by the State's Project
Team, including but not limited to:

9.3.1 Scheduled System Upgrades and Maintenance

9.3.2 Unscheduled System Upgrades and Maintenance

9.3.3 Security Releases

9.3.4 System Patching

9.3.5 Emergency Releases and Patching

The State's Project Team shall be responsible for scheduling and completing User
Acceptance Testing in accordance with the Contractor Team's approved timelines.

10. MAINTENANCE, OPERATIONS AND SUPPORT

10.1 System Maintenance

The Contractor shall maintain and support the System in all material respects as described
in the Contract, through the Contract Completion Date. The Contractor shall make
available to the State the latest program updates, general maintenance releases, selected
functionality releases, patches, and Documentation that are generally offered to its
customers, at no additional cost.

10.2 System Support

The Contractor must perform on-sitc or remote technical support in accordance with the
Contract, including without limitation the requirements, terms, and conditions contained
herein.

As part of the Software maintenance agreement, ongoing Sofhvare maintenance and
support levels, including all new Software releases, shall be responded to according to the
following:

Class A Deficiencies - The Contractor shall be available to the State for on-call telephone
assistance with issue tracking, Twenty Four (24) hours per day and Seven (7) days a week
with an email / telephone response within Two (2) hours of request; or, the Contractor
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shall provide support on-site or with remote diagnostic Services, within Four (4) business
hours of a request;

Class B & C Deficiencies - The State shall notify the Conti^ctor of such Deficiencies
during regular Business Hours and the Contractor shall respond back within Four (4) hours
of notification of planned corrective action.

10.3 Support Obligations

The Contractor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance activities performed for the State;

a. For all maintenance Services calls,.the Contractor shall ensure the following
information .will be collected and maintained:

I.

ii.

iii.

iv.

V.

vi.

vii.

viii.

nature of the Deficiency;
current status of the Deficiency;
action plans, dates, and times;
expected and actual completion lime;
Deficiency resolution information;
resolved by;
identifying number i.e. work order number; and
issue identified by; and

b. The Contractor must work with ihe'State to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following
information:

I.

ii.

iii.

mean lime between Reported Deficiencies with the Sofhvare;
diagnosis of the root cause of the problem; and
identification of repeat calls or repeat Sofhvare problems.

if the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall, be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies as defined in the P-37
General Provisions, Provision 8, as well as to return the Contractor's product and receive
a refund for all amounts paid to the Contractor, including but not limited to, applicable'
License fees, within ninety (90) days of notification to the Contractor of the State's refund
request.
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10.4 Contract Warranties and Representations

10.4.1. System

The Contractor warrants that any Systems provided under this Agreement will
operate and conform to the Spccifrcaiions, terms, and requirements of this
Agreement.

10.4.2. Software

The Contractor warrants that any Software provided as part of this Agreement,
including but not limited to the individual modules or functions furnished
under the Contract, is properly functioning within the System, compliant with
the requirements of the Contract, and will operate in accordance with the
Specifications and terms of the Contract.

For any breach of the above Software warranty, in addition to all its other
remedies at law and in equity, at the State's option the Contractor shall: (a)
provide the correction of program errors that cause breach of the warranty, or
if Contractor cannot substantially correct such breach in a commercially-
reasonable manner, the State may end its program license If any and recover
the fees paid to Contractor for the program license and any unused, prepaid
technical support fees the State has paid for the program license; or (b) the rc-
perfonmnce of the deficient Services, or (c) if Contractor cannot substantially
correct a breach in a commercially reasonable manner, the State may end the
relevant Services and recover the fees paid to Contractor for the deficient
Services.

10.4.3. Compatibility

Contractor warrants that all System components, including but not limited to
the components provided, any replacement or upgraded System Software
components provided by Contractor to correct Deficiencies or as an
Enhancement, shall operate with the rest of the System without loss of any
functionality.

10.4.4. Services

Contractor warrants that all Services to be provided under this Agreement will
be provided expediently, in a professional manner, in accordance with
industry standards and that Services will comply with performance standards,
Specifications, and terms of the Contract.

10.5 Data Location

The Contractor shall provide its services to the Department and its end users solely from
data centers within the Continental United Slates. All storage, processing and transmission
of State Data shall be restricted to information technology, systems within the Continental
United States. The Vendor shall not allow its personnel or sub-contractors to store State

Page 30 of 67

Contractor Initials:

Date: ^/23/2021



DocuSign Envelope ID: F90A3E1A-9C97-4D04-6E35-A1EAEAFC8E13

OocuSIgn Envelope ID: FBAE6l0CFe4CC-4E57-668D-88159BB2B106

STATE OF NEW HAMPSH[RE

Department of Health and Human Services

2021-002 - NH Prescription Drug Monitoring Program

EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

Data on portable devices, including personal computers,, unless express prior written
consent is obtained from DHHS Information Security.

U. SOFTWARE AGREEMENT

The Contractor shall provide the State with access to the Software Licenses and
Documentation set forth in the Contract, and particularly described Exhibit D: Software
Agreement.'

12. ADMINISTRATIVE SERVICES

The Contract shall provide the State with the Administrative Services set forth in the Contract,
and particularly described in Exhibit E: Administrative Services.

13. TRAINING

The Contractor shall provide the following Training Services to ensure administrative users
and data requestors have the tools and resources needed to successfully access and utilize the
system.

13.1End User Training

The Contractor shall provide electronic training materials for both data requestors and
administrative users, including:

•  User Registration Guide

•  User Support Guide

•  Built-in tutorials (within the application)

0  Quick reference guides on topics such as:

•  Delegate management

How to register

•  How to run a patient search

How to run a bulk patient search

Insight reports (if applicable)

•  Increase awareness of system change

•  Ensure all users have the resources needed to access the system

•  Ensure data requestors can navigate the system in accordance with the
Department and Certification policy

•  Help desk support ensures that additional assistance with PMP AWARxE

functionality i.s available

13.2Admin Training
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•  Provide a day-long (8 hours), hybrid in-person/remotc administrator PMP
AWARxE/NarxCare training and configuration session led by an Contractors
PMP AWARxE subject matter expert

•  Provide an Administrator User Guide for long-term reference

•  Provide the PDMP Support Overview detailing issues that should be directed
to the Contractors Customer First Center

•  Prepare administrators for key tasks performed within the system

•  Perform configuration and train administrators to perform site configuration

13.4Train-thc-Traincr Training

•  Prepare, stale trainers to perform end-user training for PMP AWARxE and
PMP Clearinghouse

Training is also supported by the Contractors PDMP User Registration Guide and User
Support Guide, which serves as a procedural guide and reference for the NH DHHS staff. Both
guides will be customized to reflect the New Hampshire PMP AWARxE system as well as the
protocols and policies of the NH DHHS These guides will be updated accordingly as changes
arc made to the system.

14. MARKETING & PROGRAM PROMOTION

Contractors shall market the PDMP and Gateway Services within New Hampshire. Such
marketing efforts shall include, at a minimum:

•  A marketing campaign plan along with draft communication that may be necessary
for Contractors to inform potential Uscr(s) and User{s) of the Gateway Service within
New Hampshire.

•  The State will review and approve marketing materials prior to Contractors
distributing the communication.

•  Contractors will communicate with EHR/Pharmacy Management System vendors
where Contractors has a relationship.

•  Contractors will have a designated resource that is charged with communicating with
potential Authorized Healthcare Organizations in State. This will be ongoing
throughout the project.

•  Contractors will include it's marketing materials and campaign information about the
introductory period for Gateway Access and the fee structures to include:

•  The Slate may pay for the first two (2) years of fees required for gateway
access.
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■  The Health Care entity will be responsible for any required gateway fees
thereafter.

•  Contractors shall provide a communication plan for Heath Care entities to include
notification and marketing efforts to be performed at a minimum 180 prior to the end
of a Health Care entity expiration of the introductory period.

15. MERCHANT CARD SERVICES

Not Applicable to this Contract back.

16. TERMS AND DEFINTIQNS

Terms and Definitions applicable to this Contract arc identified in Exhibit F: Terms and
Definitions.

17. CONTRACTOR'S CERTIFICATES

Required Contractor Certificates arc attached in Exhibit G.

18. Contract End-of-Llfe Transition Services

18.1

18.2

18.3

If applicable, upon termination or expiration of the Contract the Parties agree to
cooperate in good faith to effectuate a smooth secure transition of the Services from
the Contractor to the Department and, if applicable, the Vendor engaged by the
Department to assume the Services previously performed by the Contractor for this
section the new vendor shall be known as "Recipient"). Contract end of life services
shall be provided at no additional cost.

Ninety (90) days prior to the cnd-of the contract or unless otherwise specified by the
Department, the Contractor shall begin working with the Department and if
applicable, the new Recipient to develop a Data Transition Plan (DTP). The
Department shall provide the DTP template to the Contractor.

The Contractor shall use reasonable efforts to assist the Recipient, in connection with
the transition from the performance of Services by the Contractor and its Affiliates.
to the performance of such Services. This may include assistance with the secure
transfer of records (electronic and hard copy), transition of historical data (electronic
and hard copy), the transition of any such Service from the hardware, software,
network and telecommunications equipment and intemct-rclatcd information
technology infrastructure ("internal IT Systems") of Contractor to the Internal IT
Systems of the Recipient and cooperation with and assistance to any third-party
consultants engaged by Recipient in connection with the Transition Services.

18.3.1 If a system, database, hardware, software, and/or
software licenses (Tools) was purchased or created
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to manage, track, and/or store State Data in
relationship to this contract said Tools will be
inventoried and renamed to the Department, along
with the inventory document, once transition of
State Data is complete.

18.3.2 The internal planning of the Transition Services by
the Contractor and its Affiliates shall be provided to
the Department and if applicable the Recipient on a
timely manner. Any such Transition Services shall
be deemed to be Services for purposes of this
Contract.

18.3.3 Should the data Transition extend beyond the end of
the Contract, the Contractor and its affiliates agree
Contract Information Security Requirements," and if
applicable, the Department's Business Associates
Agreement terms and conditions remain in effect
until the Data Transition is accepted as complete by
the Department.

18.3.4 In the event where the contractor has comingled
Department Data and the destruction or Transition
of said data is not feasible, the Department and
Contractor will jointly evaluate regulatory • and
professional standards for retention requirements
prior to destruction. .

18.4CompleHon of Senices

18.4.1 Each service or Transition phase shall be deemed
completed, (and the Transition process finalized) at
the end of 15 business days after the product,
resulting from the Service, is delivered to the
Department and/or the Recipient in accordance with
the mutually agreed upon Transition plan, unless
within said 15 business day term the Contractor
notifies the Department of an issue requiring
additional time to complete said product.

18.4.2 Once all parties agree the data has been migrated the
Contractor will have 30 days to destroy the data per
the terms and conditions of the Department's
Information Security Requirements Exhibit,
including certificate of data destruction.

IS.SDIsagrcement over Services Results
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EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

18.5.1 In ihc event the Department is not satisfied with the
results of the Transition Service, the Department
shall notify the Contractor, by email, stating the
reason for the lack of satisfaction within 15 business
days of the final product or at any time during the
data Transition process. The Parties shall discuss the
actions to be taken to resolve the disagreement or
issue. If an agreement is not reached, at any time the
Department shall be entitled to initiate actions in
accordance with this contract.

Remainder ofthis page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

The terms outlined in the Payment Schedule is set forth below:

1. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
. unexpected circumstances, in no event shall the total of all payments made by the State exceed
the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The payment
by the State of the total Contract price shall be the only, and the complete reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

2. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
travel and related expenses incurred by Contractor in performance of its obligations. Al) labor
rates in this Agreement will be considered "Fully Loaded," including, but not limited to: meals,
hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

3. SKIPPING FEES

The State will not pay for any shipping or .delivery fees unless specifically itemized in this
Agreement.

4. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the
State. All invoices submitted shall be subject to the State's prior written approval, which shall
not be unreasonably withheld. The Contractor shall only submit invoices for Services or
Deliverables as permitted by the Contract. Invoices must be in a format as determined by the
State and contain detailed Information, .including without limitation: itemization of each

- Deliverable and identification of the Deliverable for which payment is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; and, any other Project costs or retention amounts if applicable.

Upon Acceptance ofn Deliverable, and a properly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within thirty (30) days of invoice receipt.
Invoices will not be. backdated and shall be promptly dispatched.

5. INVOICE ADDRESS

In lieu of hard copies, all invoices may be assigned an electronic signature and emailed to
DPHSContractBilling@dhhs.nh.BOv or invoices may be mailed to:

Financial Manager

Department of Health and Human Scr\'iccs

129 Pleasant Street

Concord, NH 03301
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2021-002 - NH Prescription Drug Monitoring Program

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

6. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for
ACH payments: https://www.nh.gov/trcasury/state-vcndors/indcx.hlm

7. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, remm to the State
the fbll amount of any overpayment or erroneous payment upon discovery or notice from the
State. . *

8. CREDITS

The State may apply credits due to the State arising out of this Contract against the
Contractor's invoices with appropriate information attached.

9. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software
License fees, as set forth in the Payment Table, until successftjl conclusion of the Warranty
Period.

10. PAYMENT SCHEDULE

10.1 Contract Type

10.1.1. Activities/Deliverables/Milestones Pricing

This is a Not to Exceed Contract. The total Contract value is indicated in P-

37.General Provisions - Block 1.8: Price Limitation for the period between
the Effective Date through date indicated in P-37 General Provisions • Block
1.7: Completion Date. The Contractor shall be responsible for performing its
obligations in accordance with the Contract. This Contract will allow the
Contractor to invoice the State for the following activities, Deliverables, or
milestones appearing in the price and payment tables below:
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

10.1.1. Activities / Deliverables / Milestones Pricing

Activity, Deliverable Projected Delivery Date Price

Deliverable, or Type
Milestone

PLANNING AND PROJECT MANAGEMENT

1 Conduct Project Non-Software No later than ten (10) business Included in

KickofT Meeting days following Notice to
Proceed

AWARxE/NancCare SaaS

licensing, maintenance and
support cost.

2 Project Status Written Available upon Project Kickoff included in

Reports and throughout the life of (he
project.

AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

3 Work Plan Written Available upon Project
Kickoff.

Included In

AWARxE/NarxCarc SaaS

licensing, maintenance and
support cost.

4 Infrastructure Plan,- Written As a SaaS provider, all Included in

including configuration occurs within the AWARxE/NarxCarc SaaS

Desktop and
Network

Contractors environment licensing, maintenance and
therefore this is not applicable. support cost.

Configuration
Requirements

5 Security Plan Written Available upon Project .
Kickoff.

Included in

AWARxE/NarxCore SaaS

licensing, maintenance and
support cost.

6 Communications Written Available upon Project included in

and Change Kickoff. AWARxE/NarxCare SaaS

Management licensing, maintenance and
Plan . support cost.

7 Requirements Written Available upon Project Included in

Trace ability Kickofr. AWARxE/NarxCarc SaaS

Matrix licensing, niainienance and
support cost.

8 Software Written Once delivery dates are Included in

Configuration solidified for all custom AWARxE/NarxCarc SaaS

Plan development deliverables, the
plan for Software
Configuration will be provided
within 10 days.

licensing, maintenance and
support cost.
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

9 Systems Interface Written Available upon Project Included in

Plan and . Kickoff. AWARxE/NarTcCare SaaS
Design/Capability licensing, maintenance and

support cost.

10 Testing Plan Written Upon confirmation of technical Included in.

design of new feature, within AWARxE^arxCare SaaS

30 days. licensing, maintenance and
support cost.

11 Data Conversion Written As incumbent, this is not included in

Plan and Design applicable. AWARxE/NorxCarc SaaS

licensing, maintenance and
support cost.

12 Deployment Plan . Written Will be delivered to NH Included in

DHHS for new development AWARxE/NarxCare SaaS

work. licensing, maintenance and
support cost.

13 Comprehensive Written Within 30 days of Included in

Training Plan ond requirements finalized. AWARxE/NarxCare SaaS

Curriculum licensing, maintenance and
support cost.

14 End User Support Written Within 30 days of included in

Plan requirements finalized. AWARxE/NarxCarc SaaS

licensing, maintenance and
support cost..

IS Business Written Upon Project Kickoff. • Included in

Continuity Plan AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

16 Documentation of Written Upon Project Kickoff. Included in

Operational AWARxE/NarxCarc SaaS

Procedures licensing, maintenance and
support cost.

INSTALLATION

17 Provide, Software Written Access to the Contractors PMP Included in ■

Licenses if needed environment is available today AWARxE/NarxCarc SaaS

and will remain available upon licensing, maintenance and
effective immediate of the support cost.

signed agreement.

18 Provide Fully Software As the incumbent, Conversion Included in

Tested Data Software is not necessary. AWARxE/NarxCare SaaS

Conversion licensing, maintenance and
Software support cost.

19 Provide Software Software As the incumbent, the base Included in

Installed, PMP software is available AWARxE/NarxCare SaaS
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

Configured, and
\

today. Contractors will deliver licensing, maintenance and'
Operational to all custom requirements by a suppon cost.

Satisfy State timefVame specified the State.

Requirements

IMPLEMENTATION .

20 A3.7 Software Contractors will deliver Included in table above

DBA Verification custom requirements'by

Upon Login agreed-upon timefnime.

21 A3.15 . Software Contractors will deliver Included in

Notification custom requirements by table above

component on agreed-upon timeframc.
• Mandatory Use
Report '

Contractors will deliver Included in

22 A3.16b Software
custom requirements by table above

Prcscriber
agreed-upon timeframe.

Compliance
Dashboard

(Mandatory
Registration)

23 A.7.27 Software Contractors will deliver Included in

Pharmacy Waiver custom requirements by table above

Process agreed-upon timeframc.

Automation

24 A7.40 Software Contractors will deliver Included in

Create Platform custom requirements by table above

VPN Connection agreed-upon timeframe.

between State

EDW and State

production
database

• A7.4I

Create Custom

Data Extract of

User Tables -

AI2.27 •

Create/provide
daily extract of
User Tables
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

25 A7.42 Software Contractors will deliver Included in

Create Custom cusiom requirements by table above

User Query agrecd-upon timcframe.

extracts

26 A7.46 Software Contractors will deliver Included in

Add Submitter IP cusiom requirements by table above

address to
agreed-upon timeframc.

Pharmacy
Compliance
Dashboard

27 AID.! Software Contractors will deliver Included in

Create a multi^statc cusiom requirements by table above

custom report agrced-upon timcframe.

extract for-

'  approved end users

28 AI1.6 Software Contractors will deliver • Included in

Create mulli'State cusiom requirements by table above

query search option agfeed-upon timcframe.

for approved end
users

29 All.10, Software Contractors will deliver Included in

Provide the ability custom requirements by table above

to securely retrieve agreed-upon timcframe.

data from all

interstate data

sharing HUBS with
a single query from
the user.

30 AI2.I Software Contractors will deliver Included in table above

Prcscribcf Outlier custom requirements by

Model (standard) agreed-upon timefiame.
•

TESTING
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

31

32

35

36

Conduct

Integration
Testing

Conduct User

Acceptance
Testing

33 Perform Non-Software

Production Tests

34 Test In-Bound Software

and Out-Bound

Interfaces

Conduct System
Performance

(Load/Stress)
Testing

Certification of

3rd Party Pen
Testing

and Application
Vulnerability
Scanning

Non-Software The Integration Testing
schedule will be provided upon
finalization of the project
schedule including all custom
enhancement technical

requirements.

Non-Software . . , , -..u
The schedule for UAT will be

provided upon finalization of

the project schedule including
all custom enhancement

technical requirements.

The schedule for Production

Testing will be provided .upon
finalization of the project
schedule including all custom
enhancement technical

requirements.

The schedule for In-

Bound/Out-Bound Testing will
be provided upon finalization
of the project schedule
including all custom
enhancement technical

requirements.

Non-Software Load testing occurs bi-weekly
with the delivery of all new
features. Load testing will
occur as part of the delivery of
all custom enhancements.

Non-Software The Contractors Certification

of the most recent 3rd Party
Pen test is available today.
Third party Pen and App
Vulnerability Scanning is
conducted on an Annual Basis.

Included in

AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

Included in

AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

Included in

AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

Included in

AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

Included in

AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

Included in

AWARxE/NarxCorc SaaS

licensing, maintenance and
support cost.

SYSTEM DEPLOYMENT

37

38

Converted Data

Loaded into

Production

Environment

Provide Tools for

Backup and
Recovery of all

Software

Software

As the incumbent, this is not
applicable.

As a SaaS provider, this
requirement is not applicable.

Included in

AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

Included in

AWARxE/NarxCare SaaS
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

Applications and licensing, maintenance and
Data support cost.

39 Conduct Training Non-Software As the incumbent, NH PDMP Included in

will not require a transition to AWARxE/NarxCarc SaaS
a new PDMP platform, and licensing, maintenance and
therefore, training will be support cost.

performed on all enhancements
to the current system.
Training will be provided no
less than 14 days prior to
feature enhancements and no

less than 30 days prior to
major enhancements.

40 Cutovcr to New Non-Software As incumbent, this is not Included in

Software applicable. AWARxE^arxCare SaaS

licensing, maintenance and
support cost.

41 Provide Written Upon Project Kickoffand Included in

Documentation ongoing throughout the AWARxE/NarxCare SaaS

duration of the project. licensing, maintenance and
support cost.

42 Execute Security Non-Software Security Plan will be executed Included in

Plan based on finalized AWARxE/NnrxCare SaaS

requirements, timing will be licensing, maintenance and
delivered uathin the final support cost.

Project Plan.

OPERATIONS

43 Ongoing Hosting Non-Software Will continue upon coniroct Included in

Support effective date as Contractors AWARxE/NarxCarc SaaS
currently provides hosting licensing, maintenance and
support. support cost.

44 Ongoing Support Software Will continue upon contract Included in
& Maintenance effective date as Contractors AWARxE/NarxCarc SaaS

currently provides hosting licensing, maintenance and
support. support cost..

45 Conduct Project Non-Software Within 30 days of production Included in

Exit Meeting release ofall required AWARxE/NarxCare SaaS
functionality. licensing, maintenance and

support cost.

STATEWIDE INTEROPERABILITV PROGRAM (PMR GATEWAV) MARKETING AND
PROMOTION
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46 Marketing Plan Non-Software Within 30 days of contract,
w/Timetables provide a marketing plan or

promotion of NH POMP and

Gateway Services required.

This also Includes addressing
the introductory period for

Gateway Services and actions

required by the health care

entities at the end of the

introductory period.

10.1.2. Software License, Maintenance, Support & Web Hosting Pricing

10.1.3. Onetime Payments

— 03
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Software Nome Initial

Cost

Mflintcnancc Support and Upgrades

Year 1 Year 2 Year 3 Year 4 Year 5 Total

PMPAWARxE

w/NarxCorc

SO $190,000 $190,000 $190,000 $190,000 $190,000 $950,000

A12.I

Prescrlber Outlier

Model (standard).

$50,000 $25,000 $25,000.. $25,000 $25,000 $25,000 $175,000

Web Site

Hosting,

Maintenance

Support

Included included Included included Included Included

Statewide

Intcropcrabillt)'
Program (PMP

Gateway)

SO S369,000 $369,000 Discontinued
/

Discontinued Discontinued $738,000 ■

Sub-Total 1: $50,000 $S84;000 5584,000 5215,000 5215,000 $215,000 $1,863,000
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Sofnvarc Name One lime Cost

.A3.7-DEA verification upon login $26,750

A3.IS - Notincarion component on Mandatory Use
report

$63,000

A3.16b Prcscribcr Compliance Dashboard

(Mondotory Registration)

$17,500

A7.27- Pharmacy Waiver Process Automation
$42,000

A7.40 $87,500

Create Platform VPN Connection between State EOW

and State production database

A7:41

Create Custom Data Extract of User Tables

A12.27 Create/provide dally extract of User tables

A7.42

Create Custom User Query extracts
$21,000

A7.46

Add Submitter IP address to Pharmacy Compliance
Dashboard

$17,500

AlO.l

Create a multi-state custom report extract for

approved end users

$14,000

AII.6

Create multi-state query search option for approved

end users

$21,000

Page 45 of 67

Contractor initials:

Date: 12/23/2021

—OS

ec



DocuSign Envelope ID; F90A3E1A-9C97-4D04-8E35-A1EAEAFC8E13

OocuSIgn Envelope ID: FBAE6100^CC-4E57-868D-8B159BB2B106

STATE OF NEW HAMPSHIRE

Department of Health and Human Servjces

2021-002 - NH Prescription Drug Monitoring Program
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Sofovarc Name One time Cost

All.10

Provide the ability to securely retrieve data from all
Interstate data sharing HUBS with a single query from
the user.

$112,500

Sub-Total 2: . $472,750

Grand Total: $472,750

10.1.4. Contractor Staff, Resource Hours and Rates Worksheet

Title Hourly Rate

Project Manager $1)0.00

Software Engineer $175.00

Software Engineer $175.00

Quality Assurance Engineer $100.00

Software Architect / Senior Data Governance Professional $175.00

Risk Manager / Director, Customer Service Operations $110.00

Data Interface Programmer Software Engineer Manager $150.00'

Client Relationship Manager $75.00

10.1.5. Future Contractor Rates Worksheet

The State may request additional Services from the Contractor The State and Contractor agree to the
following rates In the event the contract is extended as described in P-37 General Provisions, Section 3
Effective.Date/Completion of Services.

Position Title SFY 202I SFV 2022 SFY 2023 SFY 2024

Project Manager $ll0/hr $1 lO/hr $ 1 10/hr $l lO/hr

Data Analyst $75/hr $75/hr $75/hr $75/hr

Product Manager $150/hr $l50/hr $i50/hr $150/hr
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Position Title SFY 2021 SFY 2022 SFY 2023 SFY 2024

Business Analyst $75/hr S75/hr J75/hr $75/hr

10.1.6. Total Pricing Summary

Service Category Costs

Onetime Payments S 472,750.00

Maintenance Support and Upgrades $1,863,000.00

System Change Requests $200,000.00 ■

Total Contract $ 2,535,750.00

Remainder ofthis page intentionally left blank
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EXHIBIT D - software AGREEMENT

The terms outlined in the Software Agreement are set forth below:

1. LICENSE GRANT

LI SAAS-

1.1.1 During the contract term, the State will receive a nonexclusive, non-assignable,
royalty free, worldwide right to access and use the Software solely for the State's
internal business operations subject to the terms of this Agreement and up to the
number of Licenses documented in the Agreement.

1.1.2 The Panics acknowledge that this Agreement is a Services agreement and
Contractor will not be delivering copies of the Software to Customer as pan of the
Agreement.

2. SOFTWARE TITLE

2.1 Title, right, and interest (Including all .ownership and intellectual property rights) in the
Software provided under this Agreement, and its associated documentation, shall remain
with the Contractor.

3. SOFTWARE AND DOCUMENTATION COPIES

3.1 The State shall be entitled to copies of any work product upon request to Contractor. At the
conclusion of this Agreement, Contractor agrees to provide all copies of the Software for all
versions, including related documentation, to the State. Contractor shall not retain any work-
product associated with this Agreement unless authorized by the State in writing.

3.2 Contractor shall provide the Swte with a sufficient number of hard copy versions of the
SofKvarc's associated Documentation and one (I) electronic version in Microsoft Word and
PDF format. The State shall have the right to copy the. Sofhvarc and its associated
Documentation within its possession for its internal business needs. To the extent that the
State docs not have possession of the Software, Contractor shall provide a reasonable
number of copies, of the Software and associated Documentation upon request. The State
agrees to include copyright and proprietary notices provided to the State by the Contractor
on such copies.

4. RESTRICTIONS

^  Except as otherwise permitted under the Contract, the Slate agrees not to:

4.1 Remove or modify any program markings or iany notice of the Contractor's proprietary
rights;

.  4.2 Make the programs or materials available in any manner to any third party for use in
the third party's business operations, except as permitted herein; or

4.3 Cause or permit reverse engineering, disassembly, or rceompilalion of the programs.
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EXHIBIT D - SOfTWARE AGREEMENT

5. VIRUSES

5.1 The Contractor shall,provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications. As a part of its internal development process, Contractor will use reasonable
efforts to test the Sol^are for Viruses.

6. AUDIT

6.1 Upon forty-five (45) days written notice, the Contractor may audit the State's use of the
programs at the Contractor's sole expense. The State agrees to cooperate with the
Contractor's audit and provide reasonable assistance and access to information. The State
agrees that the Contractor shall not be t'esponsible for any of the State's reasonable costs
incurred in cooperating with the audit. Notwithstanding the foregoing, the Contractor's
audit rights are subject to applicable State and federal laws and regulations.

7. SOFTWARE NON-INFRINGEMENT

7.1 . Contractor warrants that it has good title to, or the right to allow the State to use all Services,
equipment, and SoftNvare, including any all component parts thereof such as third party
Software or programs that may be embedded in the Software ("Contracted.Resources")
provided under this Contract, and that such Services, equipment, and Software do not
violate or infringe any patent, trademark, copyright, trade name or other intellectual
property rights or misappropriate a trade secret of any third-party.

7.2 The Warranty of non-infringement shall be an on-going and perpetual obligation that shall
survive termination of the Contract. In the event that someone makes a claim against the
State that any Contracted Resources infringe their intellectual property rights, the
Contractor shall defend and indemnify the State against the claim provided that the State:

7.2.! Promptly notifies the Contractor in writing, not later than 30 days after the State
receives actual written notice of such claim;

7.2.2 Gives the Contractor control of the defense and any settlement negotiations; and

7.2.3 Gives the Contractor the information, authority, and assistance reasonably needed
to defend against or settle the claim.

7.3 Notwithstanding the foregoing, the State's counsel may participate in any claim to the
extent the State seeks to assert any immunities or defenses applicable-to the State.

7.4 JfthcContraetor believes or it is determined that any of the Contracted Resources may have
violated someone else's intellectual property rights, the Contractor may choose to cither
modify the Contracted Resources to be non-infringing or obtain a License to allow for
continued use, or if these alicmaiives arc not commercially reasonable, the Contractor may
end the License, and require return of the applicable Contracted Resources and refund all
fees the State has paid the Contractor under the Contract. The Contractor will not
indemnify the State if the State alters the Contracted Resources without the Contractor's
consent or uses it outside the scope of use identified in the Contractor's User
Documentation or if the State uses a version of the Contracted Resources which has been
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supcrecded, if the infringement claim could have been avoided by using an unaltered
current version of the Contracted Resources which was provided to the State at no
additional cost. The Contractor will not indemnify the State to the extent that an
infringement claim is based upon any information design. Specification, instruction,
Software, Data, or material not furnished by the Contractor. The Contractor will not
indemnify the State to the extent that an infringement claim is based upon the combination
of any Contracted Resources with any products or Services not provided by the Contractor
without the Contractor's consent.

8. CONTROL OF ALL COMPONENT ELEMENTS

8.1 Contractor acknowledges and agrees that it is responsible for maintaining all Licenses or
permissions to use any third-party Software, equipment, or Services that arc component parts
of any Deliverable provided under this Agreement for the entire Term of the Contract.
Nothing within this provision shall be construed to require Contractor to maintain Licenses
and permissions for Software acquired by the State directly or through third-parties which
may be integrated with the Contractor's Deliverables.

9. CUSTOM SOURCE CODE

9.1 Should any custom source code be developed, Contractor shall provide the State with a copy
of the source code, which shall be subject to the License rights. The State shall receive a
worldwide, perpetual, irrevocable, non-exclusive paid -up right and license to use, copy,
modify and prepare derivative works of any custom developed software.

10. SOFTWARE ESCROW

10.1 Contractor agrees to provide to the State the currently existing source code and any other
tools and requirements necessary to create executable or interpretive programs. This
information may be provided to the Slate either directly, with any such protections as
required by the Contractor or through a mutually agreed upon Escrow Agreement.
Contractor shall be responsible for all costs associated with the Escrow Agreement and the
Slate shall not assume any liability to the Company or Escrow Agent as a result of the
Agreement, •

10.2Contractor agrees that the Stale shall be entitled to utilize the source code in its possession
and/or demand'a release of the source code from the Escrow Agent upon the occurrence of
any of the following events ("Release Events"):

10.2.1 The Contractor has made an assignment for the benefit of creditors;

10.2.2 The Contractor institutes or becomes subject to a liquidation or bankruptcy
proceeding of any kind;

10.2.3 A receiver or similar officer has been appointed to take charge of all or part of the
Contractor's assets;

10.2.4 The Contractor terminates its maintenance, operations, and support services for
the State for the Software or has ceased supporting and maintaining the Software
for the State whether due to its ceasing to conduct business generally or otherwise,
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except in cases where the termination or cessation is a result of the non-payment
or other fault of the Slate;

10.2.5 The Contractor defaults under the Contract; or

10.2.6 The Contractor ceases its on-going business operations or that portion of its
business operations relating to the licensing and maintenance of the Software.

J0.3Upon the occurrence of a Release Event, the Contractor hereby grams the State the right to
use, copy, modify, display, distribute, and prepare derivative works ofthc source code, and
to authorize others to do the same on behalf of the State (Contractors, agents, etc.), solely
for the purpose of completing the performance of the Contractor's obligations under the
Contract, including, but not limited to, providing maintenance and support for the Software
and subject to the rights granted in this Contract.

Remainder ofthis page intentionally left blank
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1. DISPUTE RESOLUTION. '

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctivc relief with respect to intellecrual property rights or Confidential Information), the Party
believing itself aggrieved (the "Invoking Party") shall call for progressive management involverneni
in the dispute negotiation by written notice to the other Party. Such notice shall be without prejudice
to the Invoking Party's right to any other remedy permitted under the Contract.

The Parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the Parties at the following
successive management .levels, each of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute:

Table E-I.

DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

LEVEL

CONTRACTOR

POINT OF

CONTACT

STATE

POINT OF CONTACT
CUMULATIVE

ALLOTEDTIME

Primary
Client Relationship
Manager

Program Administrator Five (5) Business
Days

First
Manager Client
Relations

Program Administrator
Five (5) Business
Days

Second
Senior Director,
Client Relations Director

Five (5) Business
Days

Third

Senior Vice President,
Business

Development
Associate Commissioner

Fifteen (15)
Business Days

WWIW V4JV A-II I QJ ^ llUilVW Id

received by the other Party. Subsequent allotied time is days from the date that the original Invoking
Party's notice is received by the other Party.

2. ACCESS AND COOPERATION

Subject to the terms of this Agreement and applicable laws, regulations, and policies, the State will
provide the Contractor with access to all program files, libraries, personal computer-based Systems,
Software packages, Network Systems, security Systems, and hardware as required to complete the
contracted Services.

3. RECORD RETENTION

Contractor and its Subcontractors shall maintain all Project records including but not limited to books,
records, documents, and other evidence of accounting procedures and practices, which properly and
sufficiently reflect all direct and indirect costs invoiced in the performance of their respective
obligations under the Contract. Contractor and its Subcontractors shall retain all such records for three
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(3) years foliowing termination of the Contract, including any extensions. Records relating to any
, ■ litigation matters regarding the Contract shall be kept for one (1) year following the termination of all

litigation, including the termination of a|l appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officials so
authorizedbylaw, rule, regulation or Contract, as applicable. Access to these items shall be provided
within Mcrrimack County of the State of New Hampshire, unless otherwise agreed by the State.
Delivery of and access to such records shall be at no cost to the State during the three (3) year period
following termination of the Contract and one (I) year-Term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. Contractor shall include the
record retention and Review requirements of this section in any of its subcontracts.

4. ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally Accepted Accounting
Principles (GAAP). The costs applicable to the Contract shall be asccrtainable from the accounting
System.

5. AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The State may perform
this audit or contract with a third party at its discretion and at the State's expense.

6. MISCELLANEOUS WORK REQUIREMENTS

,6.1.1. Email Use

Email and other elccironic communication messaging systems arc Stale of New Hampshire property and arc to be used
for business purposes only. Email is defined as "internal email systems" or "State-funded email systems." Contractor
understands and agrees that use of email shall follow State standard policy (Statewide Computer Use Poiicy Is
available upon request).

6.1.2. Internet/Intranet Use

The Intcmct/lntranet is to be used for access to and distribution of information in direct support ofthc business of the
State of New Hampshire according to State standard policy (Statewide Computer Use Policy is available upon request).

6.2 State Website Copyright

All right, title and interest ih the State WWW site, including copyright to all Data and information)
shall remain with the State. The State shall also retain all right, title and interest in any user-
interfaces and computer instructions embedded within the WWW pages. All WWW pages and
any other Data or information shall, where applicable, display the State's copyright.

6.3 Workspace Requirement

The State will work with Contractor to determine requirements for providing necessary workspace
and office equipment for Contractor's staff.

. 6.4 Workplace Hours
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Unless otherwise agreed to by the State, the Contractor's personnel shall work forty (40) hour
weeks between the hours of 8 am and 5 pm (Eastern Time), excluding State of New Hampshire
holidays. Changes to this Schedule may be made upon agreement with the State Project Manager.

B-3.4 State Owned Devices, Systems and Network Usage

If the Vendor workforce or agent is authorized by the Department's Information Security Office to use
a state issued device (e.g. computer, IPad, cell phone) in the fulfilment of this contract they shall:

B-3.4.1 Sign and abide by applicable Department and NH Department of Information
Technology use agreements, policies, standards, procedures and/or guidelines;

8-3.4.2 Use the information that they have permission to access solely for conducting
official state business. All other use or access is strictly forbidden Including, but not limited, to
personal or other private and non-State use, and that at no time shall Vendor workforce or agents
access or attempt to access information without having the express authority of the Department to
do so;

B-3.4.3 Not access or attempt to access information in a manner inconsistent with the
approved policies, procedures, and/or agreement relating to system entry/access;

B-3.4.4 Not copy, share, distribute, sub-llccnsc, modify, reverse engineer, rent, or sell
soflware licensed, developed, or being evaluated by the Slate. At all times the contractor must use
utmost care to protect and keep such software strictly confidential in accordance with the license
or any other agreement executed by the state. Only equipment or software owned, licensed, or
being evaluated by the state can be used by the contractor. Non-standard sofhvare shall not be
installed on any equipment unless authorized by the Department's Information Security Office;

8-3.4.5 Agree that email and other electronic communication messages created, sent, and
received on a state-issued email system arc the properly of the State of New Hampshire and to be
used for business purposes only. Email Is defined as "internal email systems" or "state-funded
email systems." The Vendor understands and agrees that use of email shall follow Department
and State standard policies:

When utilizing the Department's email system all contractors shall;

B-3.4.5.1 Include in the signature lines information identifying the contractor as a
non-state employee

B-3.4.5.2 Contain the following embedded confidentiality notice:

CONFIDENTIALITY NOTICE: "This message may contain Information that is
privileged and confidential and is Intended only for the use of the individual(s) to
whom it is addressed. If you receive this message in error, please notify the sender
immediately and delete this electronic message and any attachments >from your
system. Thank you for your cooperation."

B-3.4.6The intcmct/Inrranet is to be used for access to and distribution of information in
direct support of the business of the State of New Hampshire according to policy. At no
time should the internet be used for personal use.
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. The following general contraciing lerms and definitions apply except as specifically noted elsewhere in this
Contract.

TERM DEFINTTION

Acceptance
Notice from the State that a Deliverable has satisfied

Acceptance Test or Review.

Additional Indicators

The section of the NarxCare Report that displays Clinical
Alerts as configured by the PDMP administrator. If the
Clinical Alerts feature In not enabled for a PDMP, this

section Is titled "Additional Risk Indicators." See also

Additional Risk Indicators and Clinical Alerts. • |

Additional Risk Indicators

The section of the NarxCare Report that displays data that
may present additional risk for the patient. These indicators
include:

More than 5 prcscrlbcrs in any 365-day period
More than 4 pharmacies in any 90-day period
More than 40 MED average and more than JOO

MME total at any time in the previous 2 years '

Agreement A Contract duly executed and legally binding.

Contractors ID

Contractors Health's patient-matching solution. A
proprietary entity resolution system that procbses
thousands of records.a minute from various data sources to

identify a single individual's records.

ASAP American Society for Automation in Pharmacy.

Bulk Patient Search

A functionality within PMP AWARxE that allows users to
search for multiple patients at once, either via manual entry ■
or CSV file upload.

Care Notes

A clinician-only feature within the Communications
Module that allows specific, clinically relevant notes or
events to be'appended to a patient's PDMP record. These
notes are visible only on the PDMP report and only to
clinicians who have the Communications Module enabled.
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CFC
Contractors Customer First Center. Contractors Health's

call center with automated monitoring and live staff.

Clinical Alerts

A feature that can be enabled to allow PDMP

adnunisirators to configure custom alerts, as well as the
thresholds that trigger the alerts, that arc delivered to
prescribcrs to alert them when patients meet or exceed the
specified thresholds.

Clinician-to-Clinician Messaging

A-feature of the Communications Module that allows

clinicians to securely communicate and share information
regarding a patient in their care. This direct messaging
feature is available only in NarxCare, not in the PDMPs
themselves, and permits the exchange of information
between verified PDMP users regarding a single patient
under the care of multiple clinicians.

Communications Module

A module within NarxCare that, when enabled for a
PDMP, allows forclinician-lo-clinician messaging and the
ability to add care notes to a patient's record. See also
Clinician-to-Clinician Messaging and Care Notes.

Compliance Reporting

A module that can be enabled through the Tableau business
intelligence tool with a rolling 30-day summary for total
submissions, number of pharmacies submitting/not
submitting, record error rale, and voided record rales.

Confidential Information or Confidential

Data

The definition for this term is located in the Information
Security Requirements Exhibit.

Contract

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

CRM

Client Relationship Manager. The Contractors account
manager who serves as the main point of contact between
the PDMP client and Contractors Health. A CRM is

assigned to every PDMP client to work closely with the
PDMP administrator.

Data Breach
The definition for this term is located in the Information

Security Requirements Exhibit.

DEA Drug Enforcement Agency.
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Deficiency (-ics)/Defects
A failure, shortcoming or error In a Deliverable resulting in 1
a Deliverable, the Software, or the System, not conforming
to its Specifications.

Delegate

A registered PDMP user who can generate Patient Reports
on behalf of their supervisor. Delegate users must be
approved by a supervisor and associated with a supervisor's
account to generate reports. See also Supervisor.

Delegate Reverification

A process in which supervisor users must review the
delegates associated with their account, determine whether
they are still active users, and, if so, revcrify their accounts.
This feature is only available if configured by the PDfviP
administrator.

Deliverable.

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor to the State or under the terms

of a Contract requirement.

Documentation

All information that describes the installation, operation,
and use of the Software, either in printed or electronic
forniat.

1 EHR Electronic Health Record: a digital version of a patient's
chart.

Email Status Reports

Reports that arc automatically sent to all users associated
with a specific data submitter account and are used to
identify errors in files that have been submitted and to
confirm zero report submissions.

Enhancements

Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Documentation as a result of improvement in quality,
value, or extent.

HULA

End User License Agreement: a statement that governs the
end user's use of the application. PMP AWARxE can be
configured to prevent users from performing patient
searches if they do not accept the EULA.

File Failed Report

A report that is sent to users if a submitted file was not able
to be parsed and was not processed into PMP
Clearinghouse. The report contains a description of the
error encountered within the file.
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File Listings

A page within PMP Clearinghouse that displays
information extracted from submitted data files, including
the file name, number of records identified within the data
file, number of records that contain warnings, number of
records that contain errors, and the date and time of
submission.

File Status Report

A report that is sent to users to serve as notification that a

data file is currently being parsed by the state PDMP
system. This report identifies specific records in the
submitted data file and returns identifying information
about the record, including specific errors identified during
the validation process.

HIE

Health Information Exchange: a solution that allows
healthcare professionals and patients to appropriately
access and securely share a patient's medical information •
electronically.

hipaa Health Insurance Portability and Accountability Act of
1996.

HITECH Health Information Technology for Economic and. Clinical
Health Act.

Hosted Services
Applications, IT infrastructure components or functions
that organizations access from external service providers,
typically through an internet connection.

Hosting Solution
The combination of hardware, software and networking
components used by the Application Service Providcr lo
deliver the Hosted Services.

Identification and Authentication
Supports obtaining information about those parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Implementation The process for making the System fully Operational for
processing the Data.

Insight Reports

Investigative reports that can be generated within PMP
AWARxE to display information regarding prcscriber,
dispenser, and/or patient activity. Typically, these reports
are used by admin, law enforcement, and other
investigative roles in the investigation of a case, thus access
to these reports is rolc-bascd..

Page 59 of 67

Contractor Initials:

Date: Um/2021



DocuSign Envelope ID: F90A3E1A-9C97-4D04-8E35-A1EAEAFC8E13

DocuSIgn Envelope 10; FBAE6100^CC-4E57-868D-8B1598B2B106

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

2021-002 - NH Prescription Drug Monitoring Program
EXHIBIT F-TERMS AND DEFINITIONS

Interstate Data Sharing The sharing of PDMP data across state lines.

Jasper

A business intelligence tool that provides PDMP
administrators with access to a wide range of pre-built
views and reports, which can provide insight into PDMP
data. These pre-built reports include reports such as top
drugs, prescribers, and dispensers as well as NDC, NCPDF,
and DEA lookups.

Manual Entry
A function that allows dispensers to manually enter data by
completing the UCF within the PMP Clearinghouse web
portal. See also UCF.

My Rx .

A report that can be generated within PMP AWARxE that
allows users who have a DEA number assoclatcfd with their
account to view filled prescriptions for which they were
listed as the prescribcr.

NABP National Association of Boards of Pharmacy.

Narx Scores

Scores that are present on the NarxCare Report for
narcotics, sedatives, and stimulants. These scores are based
on a complex algorithm factoring in numbers of
prescribers, morphine milligram equivalents (MME),
pharmacies, and overlapping prescriptions. Scores are
quantified representations of the data in the PDMP and
range from 000-999 with higher scores cquating to higher
risk and misuse, with the last digit always representing the
number of active proscriptions.

NarxCare

Contractors Health's analytics tool and care management
platform that helps prescribers and dispensers analyze real
time controlled substance data from PDMPs. NarxCare can
be integrated with PMP AWARxE or PMP Gateway to
provide more in-depth patient reports.

NarxCare Report

The patient report that is generated by NarxCare to display
prescription drug activity for a specific patient for a
specified timeline as well Narx Scores, Overdose Risk
Scores, Additional Indicators, and an Rx Graph. Sec also
Narx Scores, Overdose Risk Scores, Additional Indicators,
and Rx Graph.
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NCPDP National Council for Prescription Drug Programs.

NDC National Drug Code.

Non-Public Information

Information, other than Personal information, that is not
subject to distribution to the public as public information. It
is deemed to be sensitive and confidential by the State
because it contains information that is exempt by statute,
ordinance or administrative rule from access by the general
public as public information.

NPI National Provider Identifier.

Operational

Operational means that the System is ready for use and
fully functional, all Data has been loaded; the System is
available for use by the State in its daily operations, and the
State has issued Acceptance.

Patient Alert

Alerts that are generated when a patient exceeds certain
thresholds that have been configured within PMP
AWARxE. These alerts arc generally sent to PMP
AWARxE users via email. The user can then log in and
view the patient's prescription history. Sec also Unsolicited
Reports.

Patient Picklist

A list of patients that is displayed when multiple patients
match the search criteria provided when searching for a
patient's prescription history. The user can choose the
correct patient from the list, then proceed with generating
the report. • .

Patient Report
A report that can be generated within PMP AWARxE to
display prescription drug activity for a specific patient for a
specified timeline.

POMP

Prescription Drug Monitoring Program. An electronic
database that tracks controlled substance prescriptions in a
state or territory. Often interchanged with PMP.

Personal Information The definition for this term is located in the Information
Security Requirements Exhibit.
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PHI

Protected Health information: any information about health
status, provision of healthcare, or payment for healthcare
that is created or collected by a Covered Entity (or a '
Business Associate of a Covered Entity) and can be linked
to a specific individual.

PMP AWARxE

Contractors Health's prescription monitoring platform that
provides PDMP clients with accurate, real-time data,
compliant with their state's or territory's regulations.

PMP Clearinghouse

Contractors Health's controlled substance data repository
and dispenser portal. Via PMP Clearinghouse, dispensers
can upload new prescription data, correct errors, submit
zero reports, view the status of uploaded files, and manage
their upload accounts.

PMP Gateway •

Contractors Health's integration platform that interacts
directly with PMP AWARxE to deliver PDMP data within
electronic health records (EHRs), pharmacy management
systems,.and health information exchanges (HTEs). This
platform was developed in conjunction with the NABP.

PMP Interconnect (PMPi)
The NABP's platform for facilitating interstate data
sharing. PMP Interconnect can be implemented within
PMP AWARxE without the need for additional coding.

Proposal
The submission from a Vendor in response to the Request
for a Proposal.

Requestor
A registered PDMP account holder who uses PMP
AWARxE or PMP Gateway to review patients'
prescription history.

Requests History
A list of past rcpidrt requests made by the currently logged
in user and that user's dclegatc(s), if applicable.

Role-Based Access Control

A type of access control in which permission to access .
certain features and functionality can be restricted based on
user role.

Rx Graph

An interactive graph on the NarxCare Report that displays
the patient's prescriptions. The prescriptions are color
coded and displayed in reverse time order. Users can click
on a prescription to view Information for that prescription
or click and drag over multiple prescriptions to view
information for the selected prescriptions.

/<Page 62 of 67

Cdnrractor Initials:

Datc:_ 12/23/2021



DocuSign Envelope ID: F90A3E1A-9C97-4D04-8E35-A1EAEAFC8E13

DocuSIgn Envelope ID: FBAE6100^CC-4E57-86dD-88l59B82B106

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

2021-002 - NH Prescription Drug Monitoring Program

EXHIBIT F-TERMS AND DEFINITIONS

Rx Management

A group of functions that allows dispensers to manage
prescriptions from within PMP AWARxE, including
correcting dispensation errors, modifying inaccuracies on
existing prescriptions (e.g., incorrect prescriber
information), adding new prescriptions, and reviewing
prescription history for the pharmacy.

RxChcck
The BJA's platform for facilitating interstate data sharing.
RxChcck can be implemented within PMP AWARxE.

SaaS
Software as a Service; a software licensing and delivery
model in which software is licensed on a subscription basis
and is centrally hosted.

Security Incident The definition for this term is located in the Information
Security Requirements Exhibit.

Software
All Custom, SAAS and COTS computer programs and
applications provided by the Contraetor under the Contract.

•

Software Deliverables
All Custom, SAAS and COTS Software and

Enhancements.

Software License Licenses provided to the State under this Contraet.

Softwarc-as-a-Service (SaaS)

The capability provided to the State to use the Contractor's
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g., ,
Web-based email) or a program interface. The State does
not manage or control the underlying cloud infrastructure
including netNvork, servers. Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Specifications

Written details that set forth the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any performance standards. Documentation,
applicable State and federal policies, laws and regulations, |
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Slate technical standards, subsequent State-approved 1
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created or in any way originating with the Slate,
and all Data that is the output of.computer processing of or
other electronic manipulation of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State's hardware, the
Contractor's hardware or exists in any system owned,
maintained or otherwise controlled by the State or by the
Contractor.

State Fiscal Year (SPY)
The New Hampshire State Fiscal Year (SFY) runs from
July 1 of the preceding calendar year through June 30 of
the applicable calendar year.

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Contractor which is performing
Services under this Contract under a separate Contract with
or on behalf of the Contractor.

Submission Compliance Tools

A suite of tools PDMP administrators can use to add,
delete, or modify data submitter/pharmacy data for entities
they wish to track. Administrators can track whether each
of these data submitters/phamiacies were compliant with
the state's or territory's submission compliance policies,
including for data submissions and zero reports.

Supervisor
A registered PDMP user whose permissions allow them to
assign other users (delegates) to generate Patient Reports
on their behalf. See also Delegate.

System
All Soflware, specified hardware, interfaces and
extensions, integrated and fxinclioning together in
accordance with the Specifications.

Tableau

A business intelligence tool that allows authorized PDMP
administrators to explore PDMP data, create ad hoc reports,
and create presentations of the data utilizing a variety-of
charting and graphing tools.

Term

Period of the Contraet from the Effective Date through the
Completion Date identified in the P-37 General Provisions
or termination. |
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UCF ■ .
Universal Claim Form. A form used by dispensers to
manually enter prescription data rather than uploading a
file.

UCF Listings

A page within PMP Clearinghouse that displays
information about the UCFs submitted to PMP
Clearinghouse, including the number of warnings and
errors. See also UCF.

Unsolicited Reports

Repons that can be generated by PDMP administrators and
sent to a PMP AWARxE user, accompanied by a patient
alert, when a patient has exceeded certain thresholds that
have been configured within PMP AWARxE. Sec also
Patient Alert.

Upload Account
An aeeount that houses organization information for.a
pharmacy or dispensary as well as each individual user
account associated with the organization.

Validation Document

A document, such as a copy of a government-issued photo
ID, notarized forms, etc., that a PDMP administrator can
require to be submitted during the process of registering for
a PMP AWARxE aeeount.

Verification Supports the.confirmation of authority to enter a computer
system application or network. i

Warranty

The conditions under, and period during, which the
Contractor will repair, replace, or other compensate for, the
defective item without cost to the buyer or user. It also
delineates the rights and obligations of both parties in ease
ofa claim or dispute.

Warranty Period
A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Web Portal Upload A function that allows dispensers to upload their data files
from within the PMP Clearinghouse web portal.

Zero Report Confirmation

1

A report that is sent to users after successfully submitting a
zero report to PMP Clearinghouse. This report displays the
stale PDMP to which the zero report was submitted, date
range for the zero report, date the zero report was submitted
to PMP Clearinghouse, and date the report was originally
created. i
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1. ACENCV ATTACHMENTS

•. Business and Techntcal Requiremenu Spreadsheet - Aiischmcm 1

b. Agency Compliance Documents - Auachmcni 2

2. CONTRACTOR CERTIFICATES

a. Contractor's Certificate ofGood Standing

b. Contractor's Certiricale of Vote/Authority

c. Contractor's Certificate oflnsurance

Rtmalnder cf this page Intentionally left blank
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AfPLICATION REQUIREMEf^TS VENDOR RESPONSE CHECKLIST

Sitif Rrqulrccncaii Vendor '

Reqt Reqidrcmtm OtMriprtcM

M-

Ma.vdaT

ORV

D^eSIHt

n

%'rnde

Reip.

Dellvrr^'

Method
Comment}

AlApfVimtfon - Ttcknlfal Kt^lKmtnO

Al.l
Ability 10 kcccsi data using open standards access driven (please
specify supported vcnkms in the commenu field). M Yes Siantlard

Contractors complies. The system allows the ability to access dau
using ihc follow open standards access dtis-en; The PMIX
standard ii used for e.xposing dau to (he ftalc sharing hubs.
PosigrcSQL is used for the main database of the applieaiion. to

AI.2 The system sodwm adheres to open standards and is not proprinary. D Yes Standard

The aWaRxE system is a Commerebl OfTthc Shelf (COTS)
lysiem. and as such, eonuins pioprieuuy IP. However. tJw

platform leverages open standards when ingrsiing and producing
data. Open tiartdards supported include, but are' not limited to.
ASAP. XMU PDF. CSV. Per the NH open siandaids dcfmiiion,
there ore no custom binary fonttiij that would render the PDMP
dau inoperable should NH opt to change piatforms.

AI.3 The database pbiform adheres to open standards. M Yes Standard
Contractors complies. The database pbtform adheres to open
sundards.

At.4
The Solution must comply ivith Open Standards as specified io RSA
2I-R:I0 and 2I-R:U, including but not litniied to Open Data Formats. M Yes Standard

Contractors complies. The Solution complies with Open Standards
as specified in RSA 2I-R:I0 and 2I-R:I). Including but not IMicd
to Open Dau Formats.

Al.i
Wcb-bascd cootpiiiMc and in confonnancc with the foUo^'ing WJC
standardsiXHTML 1.0.CSS 2.1, XML l.O (founh edition) M Yet Standard

Coniiacion complies. The system is web-based compatible and in
conformance with the following W)C standardsJXHTML I.O.CSS
2.I..XMLt.0(founh edition)

Ai.a System must be HL7 compliatti M Yes Standard Conlraeton complies. The system must be HL7 compliant

A1.7 Be Section SOS Cdtnpliaru M Yes Standard Coniracion complies. The system is section 508 coirpliani.

AI.8
Compatible with all current browsers that arc installed with the
standard, default settings M , Yes Standard

Ccniraciors complies. The system is compatible with all curretu
browsers that are irtstallcd with the standard, default settings

Al,«

1

Broik-ser ilsKiionatJty must not rely on Java, Jiwcripi or Java
Applets to worl M Yes Standard

Coiuracit>n complies. Certain functionality sueh as graphs and
inictaciivc visual dispbys rely on JsNtKript. IfJavascript is not
enabled in the browKr, iJk user ImcrfKe will be degraded from
the standan) interactive experience. No Java tnsullation or Applets
are required lo use iJk web application.'

AI.IO Personally identifiable informeiion must be encrypted M Yes Standard
Contractors con^ilics. Tersonally iderulfwble Information within
the system is encrvpied,

Al.ll Data \-alidaiion docs not occur in the browser M Yes Standard
Contractors complies. Datta valkJaiion docs not occur in tjie
browser.

AI.12
System has ability to flag data fKlds (user defined or standard) as
randaioiY and thus rtouhed durina dan enicv. M Yes Starxiard

Coruraciors complies. The sysicm has the ability to Ibg dau fields
as rcouircd for dau entry .

AI.I2
A MobilApp version of the S)-sicm mist be available that allows for
real-time updates from smart phones and tablets. 0 No

Not

Available/

Not

Proposing

Our experience with FOMP mobile applicaiions is that ilKy have
low uiilizaiion. Users rely on rcsponsivT web design to access the
PDMP from a mobile application so a MobllApp version is not
necessary,

A1.I4
System uses field level data integrity ehccks (e.g.. numeric fields
verify- a number Is entered, etc.). « M Yes Standard

ConuKtors complies. The sysicm uses field Icvxl data integrity
cheeks.

AI.IS
System has abilify to provide onJInc help that is connected to the
relevant routine, field, or report the end-user is actively using. M Yes Standard

Contractors complies. The system has ability to provide online
Kip,

A(.l()
The system must update the zip code table at inten-alj not to caeccd
JOtlays. M Yes Standard

Contractors complies. Coniraciors kxeragcs third-party sohtiions
to maintain accurate and timely address Infoimaiion..

AI.I7
The system must update the NDC or drug Informaikm table at
niert-als not to exceed 7 days. M Yes Standard

Contractors complies. The system updates the NOC or diug
nfonraiion table weekly.

At.18
The system must update the DilA information table at inicAals not to
exceed 7 davs.

M Yes Standard
Contractors eompiks. The system updates the DEA information
lablc on I dally basis.
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At.19
TV lyiiem nwi iqjdaic the NPI ubk et inicn^U not to exceed 7

■fan.
M Yes Standard CcRtncion complies. The syetem t^ies the NPI table weekly.

At .20
The lyjiem rntai KCutcly update Ok prtacriplion table on i ml time
buii u data is received ftoni dupcnen M Yes Staadartl

Coiuracion complies. The system scctftly updates the
prcKripiion table on a ml liriK basb.

AI.21

The jyttcm noi have a table that atom imkllvcrabic email
intbnraiioft. This table must coitialn; email address: taentamc
anributed to the rmil; and date and time botnce back occuntd.

M No Future

Coniriciors will perform custom development to mecl the
ret)uireTrKtu. Gnbancemeitu to the existing system will be made lo
capture the bouncebocks ftom the AWaRxE e>rtail moduk (which
will Include all required ittribmcs). Expectation b that this data
wiD roll off the system as it ages to 1 year.

AI.22
The system tnttfi ataomaiically staisdudizc NOC nurrbcn. dni( name
and strengths for better qtaltiy and eoitsisieney. M Yes Standinl Cocursaors eomplics. The system auiotraiieally standardize* NDC

numbers, ^g name and siiengihs.

A1.22
The system must aulotnatieaDy generate addresses to match the United
Suies Postal Serviees standardized address format

M Yes Standard
Contraeion complies. The lytiem tuiemaiieally genenret
addresses lo rmich the United States Postal Services standardized
address formal.

AI.24

The system itMSt autotraiically consolidate and link paiictu records
usirtg a ptv>xa methodology to enable reliable Identification of
individuals.

M Yes Standard
Conirsciors complies. The system atttomaiieally coitsoTdaies and
links patient recocdi using a proven ttKihodology.

AI.25
The system must provide a process for State Administrators to
unconolidate records that arc incorrectly consolidaied through the
auumaiic process.

M Yes Standard
Contractors compt'Ks. The system provides a process for State
AdmiAbtraion to isKonsolidaK records.

AI.26
Using Onig Enforcemeru AdmiaisiniiM (DIlA) registration numbers,
the system must provide Prcscriber and Dispenser'names artd
addresses associated with t prescription record.

M Yes Standard

Conlrutors complies. The system provides PicKriber and
DisperiKr narrvs and addrcsKS associated w iih a prcKription
record using the Drug Enforeemcni AdntLnistraiion (DBA)
re^stniioit number.

AI.27

The system trust convert all Naitoral Drug Code (NOC) numben,
itKluding non-scheduled NDCs. to drug name, suength. controlled
substance schedule and dosage form. The con«xrs>oci trust occur both
at the lime ofdau unpon and abo retiospcetivTly. upon reeci\-ing
NDC nunfoer updates. The system nazsi pro«-ide the ability to restrict
the Submission or dispby of mcdicaiiorQ based on NOC, product
name, or drug schedule, as reouired by the Stale.

M Yes Custom

Contraeion will perform custom dcvTlopmcm to meet the
icquircTTvm. The system restricts based on Khedttle, but not
spccifc product name or NDC. Devefopmetu work will be
completed for NOC exehtsion based on Product Name and/or
NDC.

4 2 Application Security 4 Pato Inteyiiiy Kinulrtmenti'

A2.1
Verify the identity or authenticate all of the system client applicatiortf
before aI)o«-ing UK ofthe system 10 prevent access to inaj^r^sriotc or
conftdciaial data or Krvica..

M >es Standard
Coniiacion complies. All of the system's client applications arc'
verified and authemicaicd before ise ofibe systerrv

A2.2
Verify the identity or authenticate all of the system's human usen
before alkwing them to uK its capabilities to prevent access to
inappropiiatc or confidentiil daa or services..

M Yes Standard
CcntTKtors complies. All of the systemb usen are verified and
autheruicated before uk ofthe system.

A2.3 Enforce urtique user names. -» M Yes Standard Contractors cotnplies. The system ettforces unique uKr names.

A2.4
Enforce all state ofTicc user complex passwords of ten characters or
more in aeconlance with DolT's statewide User Account and
Password Policy.

M Yes Standard
Contractors complies. The system enforces all state office uKr
eofiplcx passwonls of ten chancicri or more in Kconlance with
OolT's statewide UKr Account and Password Policy,

A2.S
Enforce the UK ofcontplcx passwords for general users using capital
letters, numbers and spcciat charKters M Yes Standard

Contractors cotix>ltcs. The system enforces the uk ofcomple.s
passwords for general uKrs using capital letters, numbers and
special characters.

A2.6 Encrypt passwonls in transmission and at rest within the dsubtK. M Yes Standard
Ccniracton complies. The encrypts passwords in iraAsrrwsioo arul
at rest within the databax.

A2.7 Expire passwords ifler ISO days M Yes Standard
Contactors complies. The system allow password eonfiguTation
options including, but not linutcd to e.xpiring passwords slier 180
day.

A2.8 Users nxtst be able to rCKi their passwords thcmKlvcs Kl Yes Standard
Contractors complies. The system allows ukis to rcKi their
pasiwcrds theiraclvcs via email or mobile phone.

A2.9

Internal system pages rreai be restricted to the proper role. UKrt
without the propa role wU) be redirected to the system's login page.
Any anempi to access the page will be fogged, arul the session will be
ClOKd.

hi . Yes Staitdaid
Contraeion complies. The system enforces role-based access
control (RDAC).

A2.(0
Authorize users and etieru applications to prevent access to
napproprtaie or eonfidcntial data or services, M Yes Standard

Comranors complks. The system auihotizc'uscis and ellem
applieaiioiH to pievxnt access lo Inappropriate ot conndcmial data
or Krviccs.
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A3.ll
ProNidc abili^ lo timil Ihe number ofpeople ihu can gram or cluuige
imhorizsiioni

M Yes Slartdard
Contractors compiles. The system provides the ibitiiy lo limit the
nun^ ofpeople that can gram or change ■ulhorizaliORS.

A2.I2
Cstoblish ability lo enforce lession litncouis during periods of
inaciiviiy. IbetauU should be 13 minuies. M Yes Standard

Ccntraciors complies. The system contains a eonfiguration setting
that enforce Mssion timeouts during periods of inactivity. Default
con be set to 15 minuies using the configurable setting.

A3.M

Ensure applkaiion has been tested and hardened to prevent critical
application security fbws. (At a tntnimunv the eppiicaiion shall be
tested apittsi all flau-s outlined in the Open Web Application Security
Project (OWASP) Top Ten
(http;//www.owasp.org/index.php/OWASP_Top_Ten_PToje<l))

M Vcs Standard Contractors complies Contractors ensuns the appliestion has been
tested and hardened to prevent critical applicvion iecurity flaws.

A3.I5
The application ^11 not store authcniication eredeiuiak or sensitive -
Data in iu code.

M Yes Standard
Ccntreciors complies. The application does not store
authemicailon credentials or sensitive data in Its code.

A3.I6
1.08 all attempted accesses that fail idcruificalion, luihcttticaiioti and
authorization requiiemenis, M Yes Standard

Contractors complies. The system logs all anempted accesses that
fail idcmifieation. auihemicaiion and authoriution requirements.

A3.I7
The appikation shall securely log all activities to prevent panics to
application transactions from denying thai they have taken place. M Yes Standard

Contractors complies. The appllcttion securely logs ill activities
10 prevent panics to plication transaciioni from denying that they
have taken place.

A2.I8
The application must allow a user lo explicitly terminate a sessioiL No
rcnvunis ofthc prior session should then remain. M Yes . Standard

Contractors complies. The applkaiion allows a uKr to explicitly
icrminate a session.

A2,19 Use only the-Software and System Snvkes designed for use M Yes Standard
Comraciors complies. Contractors use only the Software end
System Services designed for use.

A2.20
The application Oata shall be protected Irocn unauthorized use when
at rest

M Yes Standard
Contraeiors Connies. The applkaiion data is protected from
unauthorized use when at rest

A3.2I
Keep any sensitive Data or cornmunlcitioits private Iroin unauthorized
individuab and programs. M Yes Standard

Contractors complks. Keeps sensitive data or communkaiions
private from unauthorized individuals and programs.

A2.22
Subsequent application enhancements or upgrades shall not remove or
degrade security rcquircnKnis M Yes Standard

Comractois complks. Subsequent application cnhanccmenu or
upgrades will not remove or degrade security requirements

A2.23 Create change irenagement documentation and procedures Yes Standard
Contnictois complies. Comraciors will create change management
and procedures documenution.

A2.24
System has the ability to log a user out and uve data after a dcftned
length of inactivity. M Yes Standard

Contraeiors con^Iks. The system has the ability to log a user out
attdsavc data after a defined length of inactivity.

A2.25
Syaiim has ability to assign system privileges and security by user,
grotq). home, or role. M Yes Standard

Contractors conqilics. The system has ability to assign system
privileges and security by user, group, home, or role.

A2.26
System has ability to restrict specific users from viewing certain
records.

M Vcs Standaid
Contractors complks. The system has ability to restrict specific
users from viewing certain records.

A2.27
The solution rttust meet federal HIPAA regulatory siandartis. Vendors
must supply in writing that their product meets ihc HIPAA
requiremctiis

M Yes Standard
Contractors complks. The soiution meets federal HIPAA
regulatory standards.

A2.28

The system must safeguard prescription information subitviited to the
system and tccofds of requests to query the system for confidentiality.
The Vendor shall implement all necessary safeguards in accordance
with the latest Induscy standards lo protect the informaiion contained
within the system from unauthorized access.

M Vcs Standard
Contractors complies. The prcseripiion information submincd to
the system and lecotdsofrcqucstsloqucry the system for
eonfidcntialityare safeguarded.

A2.29

The system shall be audited by a third-party scanner on a quancriy
basis. The Stale shall receive the mutts of the scan and remediation
planofany known issues within one week of the Ktui.

M Vcs Standard

Contractors complies. Contractors security letrni consisting of
certified professionals utilizes 3rd party scanning software for
vulnerability and wcbapp testing Monthly. Scan summaries ire
available upon request. 3rd party pcneiniion testing by accredited
security firm b conducted annually.
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A3J0

The lynctn not comptcte a pencniioo wn condueicd by a ihint-
pany coihpany on a yearly buU. The Sale ihtll tend ihc teauhs of the
leii and retnediaiion ph» of any knoM) iatvcs lo ihe State wiihm one
week of the lest.

M Yes Sititdard
ContrKion complies. Contraeion condtxts Annual third party
pcnctrmiioo testa on the PMP code base.

A3.3I
The Vendor ihall thare all ori^nal documeiuaiion penatnit^ to Kam
and KCtfiiy audits to the Sate M Yes Standard

Contractors complies. Redacted summaries ofKtns arc thaied for
security tcBaons. Full copies of original documcnn arc avaibble
under NDA and cart be viewed at Coatnctoivtpproved secure
loctiions.

A2.}2
The Vendor shall ensure the secvrit>- of the lysiem by setiisa cxplieii
standards to qualify bdividuab authorized to quny the systetn. M Yes Standard

Ccnificton eompii^ Coturaciors ensures the tcctfity ofdu
system by setting explicit siandanls to qtalify indlviduab
authorized to qu^ the system.

A2.3J
The i)atent imsi be avaibble 24 houn a day and 7 days a week, with
the e.tceptian of pre-planned maintenance M Yes Standard

Contractors eompltes. The system is avaibble 24 houn a day and
7 days • week.'wiih the e.tccplloa of pre-planned Ruimenanee

A3.34

The Vendor shall Mfe|uanl the rcleoK of information loauihorued

ujcn and dcpanment personnel and ciiMse the pri>vy of the
nfonratiott.

M Yes SiandanJ

Conttacton'compllci. Contraeion safoguards the rcleaae of
information lo airthorizcd users and dcptrtment personnel and
ensure the privacy of the infonnatioa

A2.J3

The system must purge all idcaiiiying information more than ihrrc
yean plus one day old from the date ofcollection and provide
capability to override the purge proeess for ipeclfie pirseription
records by palicni. Pcescnher or bupcsscr for a given lime period.
The Vendor shall provide the Sutc with the dc-idcntified vcnion of
the purged Information before purging.

M Yes Ctstom

Contractors congtlics with the retenioo period and has delivered
this request for other State POMP elicttu. This dclivety of dc-
idcmificd dau is a cistomizcd proeeu that will be performed in
order to folly comply whh this tequuetneni. .

A2.36
The Vendor and system must not Kod emails eoniaintng Sensitive
Infonnaliofl unless the emails are property encrypted. M Yes Standard

Contracton complies. Contraeion and the system will not Knd
emails containing sensitive information unlcsi the emails arc
properly encrypted.

A2.37

The system mot have full redundancy. Full redundancy means that if a
server or dau site becomes unavailable, the system must still be
accessible by the State and eitd uscn.

M Yes Standard Comiactofs complies. The system has full redundancy.

A2.38 Applicaiion must have fonciiou to titainiain data integrity. M Yes Standard
Coturaciors complies. Applicaiioii contains fonciions to maintain

4j Applleahn • Ktj!biimiUu\/nBia A ecoi Xt^lremenB

A3.1

The Vendor shall Irrplcmcnt a Login Banrtet tohnlon In Kcordanec
with industry best practices and other State of New Han^shtre
Requirements. Login Banners shall provide a uvnmg to all system
uscn indieaiing the aceeplabk use of the system and data. AD system
uscn arc required to agree to the Kcepuble use terms by a click-
through acknowledgement, prior to pining system access.

ht Yes Standard

Contraeion complies. The system contains aloginbanncr
solution in acconlancc with industry best pncikcs and other State
of New Hanqrshire Rcquiietrtents. The to^ bantKr can provide a
warning to all system users indieaiing the icecptable use ofthe
system and data. All system users will be required to agree to the
acceptable use terms by • clkk-ihrough acknowledgement, prior lo
gaining system access.

A3.J

The system must have a dousuime banner on the login page when the
system is down. The banner nssi include the estimated time when the
system will be avaibble.

M Yes Siindanl

Ccntraeton complies, The system contains t downtime banner on
the login page when the system is tlown. The banner can be
coofigurcd to include the estimated lime when the system will be
avsilabb.

A3.3

The system logb page natsi. at minimuni. have Unks to the regisintlon
pap, contact us pap. educational information pap.uscr guides. NH
OFLCfPDMP wcbpap, forgot uscmame pap and forgot password

W-

.  hi Yes Starubrd

Ccmnctoneomplics. The system's login page has links to the
registiaiion page, contact us page, cdueaiioflal Information page,
user guides. NHOPLC/POMP webpagr. forgot uscmaiiK page and
forgot password page.

A3.4
The system lo^ pap nsi dUpby hctpful information about the
OPLC/PDMP. M Vci Standard

roniracton complies. The system login page can be conTigurcd to
display hcipfo) mformiiion about the OPLC/PDMP,

AJ.3

The login pap must ciuiuin a configunble Stale of New Hampshire
OPLC^OSIP specilk banner to dispby system wide noiirieitions as
needed.

M Yes Standard

Coniraccors'complies. The login page eonitms a configurable
State of New Hampshire OPLC/PDMP specific btniKr to dispby
system wide noiiTications as needed.
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AJ.«

When tpplktbk, bijcd on ihc role, (he tjrtiem tnui verity ihc user't

licenK number to guanmccKiive (taw bjr ihe State of New
tlampshiic liceratse lyitem to tppro^'c rcibireikm and upon each
lo^ If (he liceiue is inaciivci the system must prompt the user to
upitalc their liccRSe immbcr. If the API is tfotvn or (he user Is from out
of nate. the system mot bypass this check uid send it to
OPLCPOMP Admuustriikm for a manaJ approsaL In cases in whkh

the ItecnstR API b do«-n. the system dim send an etraii notification
to the adnunisntors tod a toother email notificttion dvben the

Uccrtsure API returns to sen-ice.

Yes Custom

Coruraciora «-ilI pcrtbm custom development to meet thb
requirement. Today NKs auio-liccnsini loiic b conr>gttred based
on licensini board files provided by the state daily, Contriciors
wiQ Inieiriic with New Hampshire web service to verity i user's
lieerssc inlbrmation. I fthe web sen-ice b down, the user will be

sent 10 a manual approval queue for the state adrmUtistor to
review.

AJ.7

In the event the ttscr role requires a DEA number, the lystem nwii
verity the user's OEA number upon login to guartntee active status. If
the OGA number b irtactlve or expired, the system must piocnpi the

user to update their DEA Number.

Comraeion will perform custom development to meet thb '
rcquircmeni. Curremly, users are noi prompted to update their
DEa number ifii U invalid. Conmcion will pcrferm the needed

developmcni to include ihb funetiotvaliiy.

AJ.B

The system rrasi have the abtiiiy Ibr repstrtnis lb select i nnli
licensing role (e.g. MD. APRN. PA, DM0 etc..) as well as sufllenct
sut^spccbhy role per lieensbif role. The sub-spccbliy roles'(c.g;
seeortd or (lirid tier nut be available, as appropriau. for each role so
that licensees can be assessed and compared lespeeRilIy tpinsi their
appropriate peers.-

Yes Standard

CoMraeton complies. The sysieth has the ability (or rcgbirants to
select a main licensing role (e.g MO. APRS. PA, O.MD etc..) as
wall as luflkicni sub-speebby cole per licensing role.

A3.9
Upon login, the system must allow the user to immedbiely query a
paticnl or access the query page vrilh one click.

Yes Standard

Comraciors complies. Upon login, the system allows the user to
immedbiely query a patient or access the query page with one
click.

AJ.IO
The system must provide state tdminbcraton the eaptbUity to
dynamkaliy change the State's contact information and helpful links. Yes Standard

Comnnors complies. The system provides the state
admiitbiisiors the capability to dynamically change the State's
comaci information and helpful links.

AJ.I2

The system must contab a page that iQows users to update certain
brormatiofl in their profile. Thu information will inehidc specbliy.
subspecblty. e-mail address, address, city. sute. postal code, phone
number, employer and other Information as dcllncd byOPLC/POMP.

Yes Future

Comraeion complies. Today, the system eocuains a page that
allows users to update all bfonrntion listed b thb requirement
except for Pcrsortal Address and Phone Number. Comraeion «-ill
Include the additional fields in i future product release.

AJ.I3

The system n«tsi securely integrate with State's Ucensurc system
to enable autormled re^tratiort. PrcscriberfpharrTOCy compliance end
the expiration of accounts w-here the PrcKribcr's or Pharmaebi's -

license b no longer valid.

Yes Custom

Coniracton will pcrfbrm custom development to meet thb
requirement. PMP AWAIUE has the ability lo btegnie vv-ith a
state's Ikcnsbg database b order to v-alidaic required licenses,
such as DEA and professional license. Thu Krvkc u ucd for
rcgbtraiion as well as'periodic revvrlfication oft user's ciederubU
10 ensure that the user's licenses arc still valid. Thb service

ivquires ciuiom dcv-clopmeni due to the difrtrcnces beiw-eeo the

format of each state's professional licenses and databases. To
assist state adminbirators b moniiorbg (he compliance of
pharmacies. Comraeion Healihprov-ides a suite of business
imclligencc toob for analysis and data mbing capabilities that
allow non-technical personnel to create and customize reports,
bcludbg a Pharmacy Compliance Audit Repofl. Using thb
cottprehenslvc complbncc dashboaid, the state can drill down to
individual pharmacies or look at their system holbiictlty. Abo.
various pre-built views arc offered to show differing Icv-eb ofdetail
bto the state's pharmxics. The state also has the ability to build
custom, ad-hoc views u> dive deeper into the staibtics .

AJ.IJ

The syitem must periodically inform usen of norKompllance with
query requirements, through an email which must not contab Sensitive

Infonmiion. The frequency ofihecmalb nut be conflgteabk by the
State.

Yes Custom

Comraeion will perform custom development ic irteci thu
requiretneni. Contrac.ion provides a Mandatcry Uk Rcpon that
can be customized to the states needs as stated by their legblation,
A Mandatory Uk repon is abo provided lo the provider as well so
they my monitor their usage of the POMP system. Contncion will
also create a neiificaiioo contponent as it docs not currently exist. —0»

ec
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AJ.I6

AJ.I7

AJ.IS

A3.I9

Aj.2a

A12I

A3.22

AJ.23

A3.24

TTk jywcm mat hive • PrcicribCT coiratlance dishboinl to usist the
Stiie with tnckins compliincc with regutntion tu) query
rcquarctncnu. The duhboird mutt diipby daily, weekly nvrahly,
quancrly and yearly aggirgate conqriiancc data for regutniiott and
qucrica. The Preicriher compUarKC daahboatd muai dijpby which
Prcscribcn arc not querying in accordance with State statute. For each
Frexriber, the dashboard ntusi dlspby their regisirttion date: the
mitnbcT of preacripuotts that have a corresportding query performed by
the Prcsen'ber or their Dcsipcc: and the iwtnber of their prcseriprioru
that do not have a eorreapoodrng query performed by the PrcKriber or
their Detiptee. The daslfooird trwsi provide a drill-down view of

individual Prcscribcn that cottuins rccord-kvxl informuion on each
prcscriptioo and whether there was a corresponding query pcffomxd

t>>' Che Prcscriber or their Dnigncc. The PreKiibcr complianee
dashboard must display Prcscribcn who wrote prescripilons, but do
no) or did not have a OPLC/POMP account at the liriK the prescription
was written. The Prcsen'ber contpliancc dashboard rtnui provide
capability for secure rbta cxtracu in PDF and CSV formi. All

c.urmcis must include, but are not limiied to. the Pmcribcr name. DCA

number, profestiortsl license number, and any emails, phone miirtben.
or addresses tssocbtcd with the Prescribcr.

The system rtwsi securely process aftd upload into the database the
required prescription data from all Dtspcttscn that arc required to
report. The system must doeumcni receipt of CKh data transmission
from all Olspenxn. The tysiem mist automatically identify
submission crron or missing data and provide an error report to the
Dispcnscn and the State.

The system nvisi provide capability to auto prompt uxn upon login to
ir-vcrify their Desiptecs every sir itunihs.

The system must provide capsbilliy to auto prorttp) uscn upon login to
le-veofy their account infonnjiion ycarly.

The system msi provide capability to tuto prompt users upotv login to
update passwords periodirilly. in accordance with State policy.

The system must provide capability to auto prompt lucrs upon login to
update passwords pcriodiealiy. in lecordance with State policy.

The System must have a process for preventing users from creating
more than otk account

The repstration tyitcm rrurst use a rule-based process to detcnnnc the
type ofregistration or roles the user requires. This requirement will be
fulfilled with State Input on which spccifK data elcmcnis arc required
u part of the rule-based detennination.

The system must provide a secure arvd atnonvaied method for obtaining
system lopn credentials and roles through a sticitnlincd ortlinc
registriiion process. Using a wcbscrvice provided by the State, the
system must lutomaiically validaie New Hampshire professional
license, name, date ofbirth, and bsi 4 digits of social security nuirfocr.
The system irani auiomaiieally valklair OEA reginration and NPI.
The system nassi permit new uscn to upkMd documents, forms, and
eopics of idcntifKaiion as needed.

\

Vet

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Cisiom

Standanl

Standard

Standard

Sitrxlard

Standard

Standard

CottirKtors will pcrlbrtn cususm dcvelopmciu to meet the '
requirement. Contracion has created a Mandatory Uw
CcnpUancc Dashboard that allows Adminisoaiors and other

authorized indK'iduals the ability to eomplianees with state speclfK
mandated query tequiremcrus within a designated time frtme. The
dashboard shows each prescribcr w-iih t eortporison of the number
ofdbpeitsalioru orvd searches ibng with the search rate. VVhrn
drilling down for * spcclfK piescriber. the stare etn sec derailed

paiiem and dispensation infonration to narrow in on which
prexripiions did not have an usociaicd Kaith. Addiiionii
development would be required to deliver the remaning features.

Contracion corrqtlics. The system sccistly processes and uploads
into the database the required prescription data from all Dispensers
ihai are required to nrport.

ConirKiors complies. The system provides capability to auto
prompt users upon login to rc-verify their Dcsignees every sit
months.

CoruiKian complies. The system provides capability to auto
ptoctpi users upon login to rc-veiify their account inlbflratidh

Contractors complies. The system provides capability to auto
pnsmpl users upon login to update passwords periodically, in
tccordotKC with State policy.

Contractors complies. The system provides capability to auto
prompt uscn upon iogin to update passwerds periodically, in
accordance with State policy.

Controaors complies. The PMP AWARxE system has a process
for preventing users frem creating more than one account,

Standard

Standard

Coftirsciors complies. The PMP AWARxE reglsintion system
uses rule-based logic to determine the type of regisiiailon or roles
the user requires.

Comraeiors delivers this feature today within states that havo the
ability to bnplcment imegration to (he web service. We will work
with the state's (hird-pany licensing vcrvdor to perform the
developmcm needed to meet this requirement. IPwhcn the state
mplements a web service. Contracion will code to the

spccifKaiionj put forth by the state to accomplish this requirement.

— OS
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AJ.23

The lysion must imify indKSdusI} thrwith lystcm pron^i and through
nni] when ihctr attcfr^cd tcpiintion b dill inconipleie. after a
coflftgtnble amount oflime hiu puscd. The syatcm nwii pcrmii
ndivkhalj u> complete or correct btJbnration la their lepstrsiioit.
without Sate tmervcatioA. at any time after the rcpsiratioa precesi
las staned ifthe rcgistntion has not yet been approsed.

M Yes Standard

Conmctors com^ica. The PMP AW^tJUE system ooilfies
tndividuab through system prompt and email when their ancmpted
rtgismi'ioa b iritl bKompteie, after a eonfigutablc amotsu of ibnc
has passed. The system permits individuab to complete or correct
infomwion in their registmioA, without the state administrator
needing to intervene.

Ai.26

When user registraiion b denied, the syuem must notify users by
system prompt and by cmaQ. The notlAcailon must include a ivason

for dcnisi.

M Yes Standard

Cotiuteton eocrgilies. When a user registntioo b denied, the PmIP
AWARxE system u-lU notify users by system prompt end by email.
The notification includes the reason lor denial.

A3.27
UTten a user password reaches 10 tlays before cxpinitoa the system

must notify users in advance, through system piompt and email.
hi Yes Standard

Conlraetors complies. When a user password reaches 10 days
before es^iioa the PMP AWARxE system will notify usen In
advance, through system prompt and cmaiL

AJ.28

The system must Kcommodstc the addition and deletion of

tegistjstion roles as dcrmed by futuie tegbbiton. The Sate nut have
the ability to gnm specifte access to tba through cxpaned rote uk or
tession aceess through to daa through rote levohadon.

D Yes Standard

Contractors complies. The system will accommodaic the addition
and dcteiioA of regbinitioA roles as defirtcd by future Icplaiion.
The State has the aMIiiy to configure access to data by rote.

AJ.29

The Vendor shall provide Syrem suppon dunng the hours tkrincd in
Service Level AgroemetiL Teehnicsl sifpon includes assistance with
at] system bsvcs, inchtdiog APIs, this eoltectioa and seeuriiy issues..

M Yes Standard
Contractors complies. Contracion provfoes system support dwing
the hoiffs defined in • Service Level AgreeircnL

A4 Ap^Ucmitui • QuttfSfttetn Ke^ilftmentt

A4.I

The system mst contain a Siaie-tpproved discUimer that b easily
vb^te 10 the user bclbte they perform • <)ue;y. Such as a warning to
sU (ystem usen indteating the acceptable use ofthe S)eiem, inckidL'g
i downtime banner on the login page when the syncm b down. The
banner riaisi include the estimated time when the system niO be
svsilsble.

M Yes Standard

>

Contraeiors complies with the discbtmer. Cociirictors win create
a configwrable banner for the login page.

A4.2

The system nnist provide the sbitiiy to Ksrch patients. The system
must allow the uror to enter patient dculls such as a subKt of the
patient's rini name, a subset of the patient's last lume, and date of
btrth.(ii Icaji patient name and date of both) to teoieve a list of
poictubl patients and have the ability lelricve specific patient deiaib.
Thiscategorypetuinsjuu to the searching of the patient and not the
results of the search. The system nut generate a pick list ofpaiictusif
there arc muUipte high probability matches for a given query. The pick

list shatl assbi the user with selecting their patient by ptov-iding
addhionsl infcrmttion such as address.

M Yes Standard
Contraeiors complies. Contracion provides a picklisi of poicntbl
paiienu aa part of the search feature.

A4.J

Based on user security access and rote, the system mist allow an
authorized registered user to query the system to irqucst and rrccixc
mformstion without further approval.

M Yes Standard

CoRttactors conplies. Based on user security aceess snd role. Uk
PMP AWARxE system allows an authorized registered user to
query the sysicm to request and receive Informtiion without further
approval.

A4.4
The system mat allow the user to Kteci the preseripi'ion date range
when conducting a paticru query.

M Yes Standard.

ContrKion cornplics. The PMP AWaRxE system allows the user
10 Kkct the prescription date range when conducting a patient
query.

A4.i
The system must provide the ability to allow users to notify the State
that patient records need to be linked andfordc-linkcd.

M Yes Standard

Comiaciors conqilics. The sysicm provides the ability to allow
usen 10 iwilfy the Sate that paiieni records need to be linked

•ml/or de-linked.

A4.6

The system mat have an expanded search ̂ ncIio^ separate from the
normal search area. The expanded Karch must allow users to ecuer
more than the basic rcqtdremcnts of patient last naiTK, fost oame and
date ofbinh in a patient search to lilow the user to refine the search.
The exn ficldi to expand shiU include, but arc not limited to: patient
address, patient state, patient zip code, paiicni phone number.

D Yes Standard
Coturacion complies. The sysicm rraist has on expartded search
lunciiotL scpanic from the nonitai Katch area.
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A4.7 The nwi htve the tbiliiy to conduct pttJcnt mitehsif. Yes Standard

Contractors complies. Contractors Health does POMP linking
both uiihin and between more ihsn 40 states and icrHiories and

have been doing so for more than 4 years. Over 12 million POMP
search requests arc proccsKd each day on more than 2.6 billion
prescripiiofl records. Our best assessments of patient linking
accuracy suggest that this linking is very accurate, with 0.00013%
of icaiches geneniing a support call artd 0.02V* of patient grot^
0%'CTall having ever had manual inierventioa to fss linking.

Contractors Health's imimaic knowledge of PDMP dau allows for
a taSored patient tinki:^ algorithm thai creates for the best pouible
piticni-Rsiehing.

A4.8

The jyjicm nun tllow bulk teafchins by tllowinc • user lo upload or
enter patient informaiion; aeleciing which tiiiet to icaich; and the

timeftiine Tor the tearch. The results must be itailable in a

downloadable fcrasi (PDF and CSV) as well u on s web pate.

M Yes Standard

Contractors complies. TV system illowt bulk Kaiching by
allowing i user to upload or enter patient tnfoimation: selecting

which sum to Kateh; and tV timcframc for the search. TV

icsuhs arc axsibbic in a downloadabb format (PDF and CSV) as
well as on a web page.

A4.9

TV lyncm tnisi provide captbtliry for the State to set parameters to
Until the amotni of qtjeriei cottdiKied within a tbne ftame.
Additionally, the system must se^ an entail to the State when a qticry
ihrcshotds is met. At a miununv the emsD nusi bchidc date and

lime ofseaieh, user name, IP address and tiumberorattenvied

qixries. TV cntoil must noi include PHI or Pit.

hi Yes Custom

Cotttracion currently captures the query count, user name, and
date/lime ofwhen the limil was exceed. Concraetors dors capttve
IP but does not iiKlude in email brcaw searches may have come
flom multiple IPs. Contractors will comply with request by
iiKludingthc IP. presumably the IP when the violation occurred,
howev-cr, it ihouM be rioted IP address b eons'idcrcd PII.

A4.tO

TV system nusi allow authorized InvestiiaiK'c users to submit a
reqiKst. with applicable doctsnemationjecurly for daia.The
intosii|aior's subpoena or ofncat board rct^uesi are reviewed by KH
OPl^CPDMPsiafrfor accuracy and legality, then the report is created
and securely released in a format designated by the int-csugstor (PDF
orCVS). While the primary users of the invcstigaiKt intcHace are
invesiipihe users. OPLC/PDMP program tdminisiiitors should be
able to check the workflow and rttake edits iferrors are idcttdficd.

M Yes Standard

Ccniraeiofs complies. TV system lilows authorized Investigative
iflcfS to submii a request, with appliesble documcnuiion. securely
for dau. TV investipior's subpoena or oflicitl board request ije
ie\'icwcd by S'H OPLC/PDMP staff for acruraey and legality, then
the repon b created and scetffcly released in a format designated
by the invcslipior (POP or CVS],

AS AppttcMthn • Informalion/fHutttSiin KetuUtmtnb

A5.1

Upon fini log-in, the system must provide brief training videos from'
within the system to educate Prescribers. Phanrocisu, Dcslgnecs and
Data Submitters on the Suie query ntandaie, bow to use the system,
and prK-acy artd confidciulality bws peiubiing to OPtXfPDMP data,
TV State rrast approNV the trainmg >sdeo scrpts.

M Yes Standard

ContTKiors complies. This funeiionaliiy e.xists today but would

require content from the sate bi order to produce tV training video
seripts.

A3.2

TV system mst cotnaio a dimei paiierti notiflcaiioD incrface

vkwtble to tders ofthe system when the ptiieni is queried and has

met or exceeded ccnaio risk (hrrsholds, tncluding but not limited to:
multiple pro>idcifphsnTtscy episodes, MME threshold, payment type
threshold and dangcious drug combinaiions. TV Practitioner can
click the alert attached to the paiieni report to view iV td\'anced
analytisfdescriipion relative to (he risk ihrcshold(s) idemificd.

M Yes Custom

Connciors eorrplies with all features except for the payment type
threshold. Additional woric will be performed to aceommodaie
payment type.

A5.3
TV system must provide the capability of cotTsnuniettiag r^e-based
tnformsiioB of interest through broadeast posting.

hf Yes Standard

Contnctors compiles. The sysicm provides the capobiliiy of
communicating role-bascd informaiion of interest through.

hrotdcast posting.

A5,4 TV system must have a page for contact information a.sd hctpfol links. M Yes Standard
Comraeion complies. The system has a pap for cortiaci
inforrmtion and helpful links.

AJ.S

All pages must contain help, coruaci information or a link to the
contact informaiion location. ContKt informaiion must coruain the

State's phone number, email address, address, and Vciidoi's phooc
number for tcchnieal support.

M Yes Sta.ndard

Comraeiois complies. All paps contain VIp, eonuet inforrmikm

or a link to the contact information location. Contact information

conulns the Sale's phone number, enall address, address, and
Vcndot's phone number for tcch.-ijeal stqtpon.

Aj.6

TV fysiem must contain both a manual and videos on how to properly
utilize (he system. TVse manuab and videos must be tipdaied each
lime the sysicm changes, u necessary, to ensure accuracy.

M Yes Standard
Contractors complies. TV system contains training itaicrbb w-ith
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A5.7

The fyiicm mm contain an cducaiionsi reaoutce acciion lof the Sate
to upload role ipcciric educational materials. The educaikmal tnource
section tnuti provide ciptbiilty for dynamic updates by the State
wiiMn the system

M Yes Standard
Controcion complies. The system contains a seciioo for upioading
irimini neicrials.

Applkatien • Frtwiitr it^uiremtna

Ai.1

The system must contain a Pmcr^scr feedback dashboard that
contains a variety of meirki to help the Prcscribcr tstdctstaad their
oivn prescribins behavior artd how it conptres wj6 their pern. The
dashboard must contain a query con^liartce metric compann^ the
number ofopiolds artdbcnzodUiepuKS prescribed or dispensed ̂ -etsus
the nurtdserofqueries done by ibetser or their besifnecs. The
dashboard trteirics tram include, but arc not Undied to: iveracc MME

per patient, total MME fix the time period, ntimbcr of patients with
ovcTiappittg bcnzodtaaepine and opioid prescriptions, toul patients,
total prcscriptiects by dru| type, total patients reeeivini over 100

MME pertlay, rate ofcach payment lype tiscd by ptitcnis.

M Yes Ctstom

CootTteion will work with the clictu to define the readied metrics
prior to genertiion of the data necessary to provide these leporu
on a repeat basis designated by the iiaic. Conineiors'l curretn
Prescriber Feedback Dashboard includes a comparison across the -
prcscriber'f listed specialty group as »tll u Itmibr prcKribcn
based on ipeemlty and role. Metrics for comparisons itxiude
Ptcseripiioits by MIy MME. Opioid Treatmrra IXniion. Total
MME Pieseripsion Volume. Sedative Prescribing PDMP Usage

Multiple Provider Thrcshdds and Dangerous Combination
Therapy.

Aa.2 The data in the Frescriber fetdbKk dashboard naai be tqidaied daily. M Yes Custom

Conineion will comply, hooever, the state may need w coMHlcr

the eontpluities of a daily update. With daily updates, it is likely
to tee wide vtrianees in the comparisons due to numerous facton
like deltyod data, pnctitioncrs taking days offand other natural
behavion. Contnctocs cecottmmds a monthly tqtdaie.

A6J
The system naai provide copobiliiy for the State to dynandeaUy set
metricf.

KI Yes Custom

Conineiors uill comply, however, the suit may need to consider
the corrptcjciiies ofa dynamically SCI meuiei. Based on our
experience in 23 states, the Preseriber Dashboard requires
numerous complex calcubtkms that mist be determined and
vxrificd 6 weeks prior to the gcncniioa of the metrics. Dynamic,
adjustments wiQ be not allow (or quality assurance and testing that
b eiiiical to ensuring the dashboards are ellecitvc. An alternate
proposal would be to allow the state to specify the desired metrics

change four weeks bcfote the prescribcr repon processing
inieiMl.

A6.4
The system mrsi provide Piescriba eompotisons within tncdicil
specialty peer (rotqx

M Yes Standard
The inieraaive prcteriba report will provide prescribcr
eomparisorts within medical spceiahy peer groups.

A6.3
The system must provide eapebility for the Prtscriber to change their
specialty comparison dynamically.

M Yes Standard
Contractors eorrplies. The syiiem provides espsbiliiy for the
Prescribcr to change (heir specialty.comparison dyitomieiily.

A6.6
The system must provide eaptbiliiy for Prescribcr eomporisorts in the
same or simitar geopiphical rcgioii(s).

•  M Yes Custom

Contracion will rtiodify the prescribcr eotnparison to
leconvitodaie gcognphieaj icgiqn. The state may consider that the
cfrcciivcness of this fcatwe given the snull geographical size of
the sate.

A6.8

The system iraisi provide the capability (or ■ Prescribcr to query what
has been dispensed under ibcir DEA NumbcKs). and must log all such
qtKrics and provide the State the ability to view ihcm.

M Yes Standard

Contractors conxdies. The syaiem provides the capability for a
Prescriber to query what has been dbpcnsed under their DEA
Nufflbcrfs). tnd must log all such queries arid provide the State the
ibility to view ihera

A6.9
The system must provide the capability for the user to ki the date
tinge ftx their prescribing history.

M Yes Standard
Contractors complies. The system provides the capability (or the
user to set the date range for their ptescriblng hbtory.

A6.I0
If the wer has more than one DEA number, the system must provide
capability for the user to ton and fiiur by UEA number.

M Yes Standard

Contrtcion complies. If the user has mote than one DEA number,
the system provides the capability for the user to son atul filter by
DEA number.

A7 Afiptltallait • Obfifater Kr^ulrtiftnet

A7.1
The system nun securely accept ASAP 4,2A or newer dau

submissions.
M Yes Standard

Contractors complies. The system securely accept ASaP 4.0 or
newer data submissions.

A7,2 The system nisi icetirtly accept NCPDP data tubmisiions. 0 Yes CtBiom

Coturieton will perlbrin custom devcloptmu to eieiic the
rcquirtmeiu. The KCPOP spec may not support all ASaP data
fields.

A7J

The system must reeeive tiata trsnsmiisions through secure FTP.
Transpon l,ayer Security (TLS) website seven days per week 24 hours
per day. The Vendor shall accept paper, physical media, other agreed
upon media, and electronic or hani-eopy versions of the Universal
Cbim Form. The Vctxior shall enter all tubmiiicd data into the System
within 24 houn after receipt.

Ki Yes Standard
Contracion eomplics. Contractors docs not aeccpt^roccss paper
or physical media of the UCF.

(
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KTA

If tupponed by ASAP file stuidanb. the syjicm rntfi provide
e«p«bility for Ihe Sute lo ereaic cutiom rieUi or cxicnd other fields

such u Method of PiymeiU to include Children's Hethh Insunnce
Program (CHIP), tnd PhirnBccuiicft] Assbionee Connci for (he
Elderly (PACE).

M Yes Standard
CoBiraciors complies. Coimcion idapu processes ss the ASAP
standard evolves.

A7.5

The fytlem mot provide capebility tor date from muliiple Pharmacies
to bic fubmincd lo s sin^ joini truisnussion u long as each Pharmacy
is cleirty identified lor the preschpiions dispensed.

M Yes Sundanl

Contnciors complies. The system provides capability fordaia
from multiple pharmacies 10 be submiticd in a single joint
transmistion as long u each pharmacy b clearly tdentificd for the
prescriptions dispensed.

A7.6

The system must autonuuicslly notify data submitters and phsrmoclsis
in charge of nott-eompliant. untimely data submissions or records with
errors based on state requbtntenis.

M No Future
Thb foaiurc b on the current roadmap and has an estimated
deliveryofQI 2031.

A7.7

The system must provide capabltiiy to monitor and impro\« data
quality and reliability, including but not limited to, daia validations
performed at ihe'iime ofdsia subnustion.

M Yes Standard
Contneiort complies. The system provides eaptbiliiy to moniior
and improve dau quality and reliability.

A7.S

The system must have the tools and ability to trice, tog and assess
data quality and linxli.ncss ofall data submissions and transmbsiORS.
from the time the data sub^tcr subitau a file until the time it appears
within the lokitionj creating end-l&<nd ttusptrcncy.

M Yes -Sundard

ContrictOfS complies. The system has the tools and ability to trace,
log and assess dsn quaiiiy aitd timeliness of all data tubotbsions
and transmissions.

A7.9
The system must provide the capability for pharmacies to request an
escmpiion to report M Yes Sundard

Coniracton complies. The system provides the capability (or
pharmacies to request an exeit^ion to report.

A7.I0
The system mnt provide the eapobility for Data Subrrdiicn to report
no (or zero) presctipiions Issued in a given lime period. M Yes . Standard

Contractoc complies. The system provides the capability for Dau
Submitters to report no (or zero) prescripiiotu bsued in a given
time period.

A7.n

The system must prov'ide the capability for Dispensers tnd Data
Submiiicn to make eoneciions to previously-submitted patient
prescription information.

M Ycl Sundard

Conitaciors complies. The system provides the capability for
Oispciucrs and Dau Submitters 10 make corrections to previously-
submincd patient prescription information.

A7.I3

The system must validate and cleanse data according 19 the Bute's
validation Edits tnd report, through email, any crrots. Error reporting
nut Include the error that occurred tnd the Rx Number. The enuil

misi not contain Knsitivc information. The system must provide a
«eb-based dashboard for Data Submitters to view tnd correct dau

submission errors.

M Yes Sundard

Ccniraetora complies. The i)-siem validates tnd cleanses dau
Kcording to the Bute's validation Edits and report, through email,
any crron. Error reponing Includes the error that occurred tnd the
Rx Number. The email docs not contain sensitive (nformstion. TTw

system provides a weVbascd dashboard for Dau Submiucrs 10
view and conrci dau subnisston cntMS.

A7.I3

The system must remind Dau Submhiers that they have ouuunding
error corrections pcriodicalty with a conftguiiblc autonuted email
mcisagc. The email cnisi not contain sensitht infotnuiion.

M Yes Sundard

Comtaciors complies. The system rttnirtds Dau Subnuiiers that
they have outstanding error corrections pcriodicilty with a
configuiablc tuiomoted crmil message. The email ifoes not eonuin
scruiiive infomution.

A7.I4

When 1 daU file submitted by 1 Data Subitiiner does not meet
validations for tccuriey and completeness, the system must notify the
Dispenser tnd the Data Submtncr (ifihey arc different) on a daily
basb until the bsuc u resolved. The notifictiion mtsi specify the
problem with the dau and provide insttucttons fot eotrceting the issue.
The email nvsi not eonuin sensitive information.

M Yes Standard

Ccniraciors complies. When a tbta file submitied by a Data
Submitter does not meet validations for accuracy artd
completeness, the sjstem notifies the Dispenser ̂  the Dau
$ubnet[cr(iflhcy are different) on a daily basis umll (he issue b
resolved. The notlllcaiion spccirKs the problem with the data tnd
provide instrtrcikms for correcting the Issue. The crtuil docs not
eonuin scitsiiivc informsiion.

A7,1S

The i)s(em must provide the capability for users to flag records with
crron and provide commems for revSevi- by the Sute. Once the Sute
confirms an issue with a (bgged record, the system must notify the
Dispenser and Data Subnutter and provide a rtvans for them to cotreci
lagged rceortb.

M Yes Custom

Contractors will perform custom devclopineni to meet the
requirement. A system feature wit) be developed to provide the
capability for users to (lag records with errors and provide
comments fot review by the Sute. Once the Stale confums an
issue with a flagged record, the system will notify the Dispenser
and Dau Submitter and provide a means for them to correct

lagged rccortb.

[rSc
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A7.I6

The tjmm rum evtiime recordi subniDed le dciemdnt if a leeord

eofttatns potentially cnoneous data, fix nscanec, witen the value ofa

neU (] a ttattsikal outlier. The lyncm nast aJcit a Data Submitter to
the poutbiliiy of error*ow data.

Ye» Custom

Cootraeion will pertbrm cusiotn de%xloptneiu to meet the
requireRKM. A (eaiwT will be developed to idemiiy lecords
containinf potentially erroneous data, bt instance, when the ̂ 'tlue

ofa field b a siatisiinl outlier. The systentfeattire will be -
developed to alert a l>ita Submitter to the poasibility ofenoneotis
dau.

A7.I7

The Dbpemer subRusioit tystep itvtst lubmit ckamcd aitd validated
records to the OPLC/PDMP database within 2 houn of receipt front a
Data Submitier.

Yo Standartl

Coatraciors eontplics. Cooneion' PMP Clearinghouse sidtnuts
cicartsed artd validated records to the OPLC/PDMP ditabose

within 2 houn ofreceipt from ■ Data Stdtcniner.

A7.IS

The Vcttdor shall provide Data Subnutters a-ith instrueiiom and
ttcbnical tssbtanee necessary for contpliafKe with reporting
tequirements, The State reserve* the right to review, tpptov* and
change any cotttnuiieaiion prior to dbtribvttion to Obpeitsen artd
Data Subtnincn.

Yes Sun^anl

Cottiracton complies. Coatraciors provides Data St^nviicrs with
instructions and technical assbtance necessary fix conviiance whh

reporting rcqutretrKius.

AT.lfi
On a daily basb. the system must verify pharmacy compliance, both
fix limelin^ and otostanding errors.

Yes Standard
Contractoa complies. Contractors will extend the dispenser
compliance feature to include noiifictiioAoftbnelineaa.

A7.20

Ifa dispensation record btubm'aed two or more busincts days after it
wu filled, the s>TteTn trust notify the Dbpcrtser and Subminer of the

data submission frequency requirement.
Yes Standard

Coniiaeiots complies, ifa dispensation record b submitted rwoor
more business da)S after it was filled, the system mill notify the
Dbperoer and Submitter of the dau submission frcqueney
requiremcni.

A7.2I

The system must have a ITispcnser compliarKC dashboard to assbi (he

Suic with tricking eompliance with dau submbsion requtremcnb.
The dashboard must dbplay daily, weekly monthly, quarterly and
yearly iggrepic conpliance dau for Dbpenscr submissions. The
Dbpenscr compliance dashboard mat dbplay which Dbpenscrs art
submining teeords late. In accordance with Sate suiuics and
legulatioRS.

Yes Sundard

A7.22

ForcachDispcnscr. the dashboard must dbpby the number of<la)S b
the lilt* penod:.which days dispensation teeords arrived on time and
tote: and days in which no dau or zero report wu submitted. The
dashboard must provide an individual Dbpenser view that contains
recoid-lcvcl bformation on dbpcnuikms: whether each record uos
submhcd bic oron-t[nie;ar>d which days no dau era zero report wu
submiitcd. The dashboard must dispby Dbpenscrs that have erron
which are not resoK-ed after a Suie-configurcd lime period. For each
Oispettser. the dashboard tnust dbplay the rMmba of tnuesoived
erron and when ibe cnon oeewrcd The dashboard must provSde a
view of individual Dispenscn that contains record-level infixmaiion on

which dispensation teeords had errors, and dcuib of the spccifK error.

Yes Sianchid

Contncton complies. The DispensaryCongiliancc Dashboard
built b Tableau allows a state admbbtialora eomprehCRSIve view
b the submissions and errors of ihoK submiuing to (hcb PDMP.
Using the Ibi ofpharmacies mabubed wiihb the AWARxC
ponil. the dashboard will ahow the number ofsubmbsiens.

records and error rite. It also gives the administraior the ability to
drill down fix cKh phanrucy to see the most common outstanding

errors and the presctipiioRS that have cnon. The Oau Submission
CompliarKC Dashboard provides record kvcl drill down wiihb the
fotlowing caiegones; Submission Level Dcuil. Dbpcnsaibn Date
Surmary. Zero Reports, Error Level Sumrtwy, Dbpensaiion
SpccifK Detail Pharmacy Contact Infortnotion, Ability to drill bio
error dcuib.

Error Dcuil Expon Avaibbk, User Cuide bekided to usbt (he

POMP Adminbintor with ihb feature.

A7.2J

The system must provide extracts of all infbrmaiiott on the dbpenscr
corvpliancc dashboard m a format securely downloadable b a CSV
flic, AU extracts mtst bcludc, but arc not limited to. the pharmacy
name, pftarmacy DEA number, pharmacy Itccttsc number, the data
Submitter account, dau Submitier email, and any cmnils. phone .
mimben. or addresses associated with the Dbpenscr or Data
Submitter.

Yes Standard

ConitBcion complies. The t)Tiem provides extncb of all

bfocmation on the dbpenscr contpliarKC dashboard b a format
securely downloadable in a CSV file.
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A7.24

TTte fyiicffl muw pfovvte i)k cipibitity Tor Prcxribcr utd Dispcmcr
uicrs 10 iec«atl)r mctutc «ch oiher u-iihtn ihe syiiem. The lystcm
rnsi provide ihe cipobiliiy (be Pmcriber tnij Dispenser users lo
sicnuhirteousl)' nvsMfc muUiplc uscn bued on who hu previously
preicribed or dispensed lo iheir pitient.

M Yes Standard

Contractors complies. The system's Communication Module
provides the capability for Ptescriber and Dispenser uscn to
securely message each other within the systetn. The system's
CoRuramication Module ptd\-idcs (he capability for Preseribcr and
Dispenser uscn to simultaneously message mjhiple users based on
svho has previously prescribed or dispensed to their patient.

A7.25

The system must provide the ctptbiliiy for users lo irquesi a
icmpoftry password attd offer insuuctiotts on how to tofin and t^>daic
the password. The system must facilitate the password reset process
through uKr-Kleeied optioiB which must include c-mail or lime
eaplntrg Secure Messaging System (SMS).

M Yes Standard

Contractors complies. The tystcm pitsvides the capability for users
to request a temporary password and offer instructions on how to

login and update the password,.

A7.26
The.system must pfo\Hde capability Ibr (sers to change iheir password
without human inierv'cmion. M Yes Standard

Contnciors complies. The system provides eapability for users to
change their password without human intervention.

A7.27

The Vertdor shall provide capability for the State to select forma, such
as registntion and pharmacy eacmpiton, in whkh the system pcov-idcs
an auio-eofflpleic capability for State-selected Oelds when the user

emers uniquely identifiable fields such as DEA number. Uceitsc

number, or NPI Number. Vendors may refer to Appendix H.
Pharnacy Esenption Flowchart to undcniand the State's cumnt
pharmacy cscnviion process.

M Yes Custom

Contractors will perform custom development to meet the
requirement. The State Administrator can edit, manage user
accounts, tnaintain a list ofphamiocies and the cxctnpi status.
There is an auto fill for NT! and DEA on the registration page, as
well as. the ability to edit demographics. Contractors would need
to develop the ability to auto fill on License Number.

A7.28

The system nut pro%-idc a logout feature. The logout featwo will
enable uscn to log offthe site a-ithout elosing their intemei browser to
exit the system.

M Yes Standard

Coniraeiors complies. The system provides a logout feature. The
logout feature eisblcs users to log off the site without elosing ihcir
inlcmci browser to exit the system.

A7.29

The web portal nusi follow the Re^nsive design approach to
provide the optimai viewing and interaction cxpcriciKc across devices.
The web portal must support web browsen and biowKr tenions in
ISC by ovxr 93% of web users such u Edge, internet Explorer.
Rrefox. Safari, Chrome, and Opera. ITie platform must adhcie to
World Wide Web Consortium (WJC) recommendai'iofts and otfar
standards of inier^xrability. The system must have mobile and tabki
vcniOAS of the website that arc secure, visually appealing, user
friendly and approved by the State.

M No Future

Contracion will pcrfotm custom dcvxlopmcnt to meet the'
requirement, Contnciors is proposing the NarxCtre solution Ibr
the Stale of New Hampshire. Today, the NirsCare report is
responsive design. Coniractora will "work to extend responsive
design to the remaining components as directed by the Sute.

A7,30

The Vendor shall provide a comprehensive, intuitive web porul list Is
branded for the State of New Hampshire. The web design is subject to
written approial by the OPLC/POMP/DoIT.

M Yes Sta-ndird

Contiaeton complici. Contractors provides a comprtheidhe,
intuitive web potts) that b branded for the Suic ofNew
Hartipshirc.

A7.3!

The system must distinguish between sctcrinary prescriptions and
human prescriptions and cicariy Indicate or separate records that are
veterinary piescTipiions in the patlem report.

✓

M Yes Standard

Contnciors complies. The system distingubhcs bciwccn
veterinary prescriptions and human prescriptions "and clearly
indicate or separate records that are vctcrinaiy prescriptions in the
ptiiciit report.

A7.32
The system must exclude veterinary prescriptions from metrSes and
hreshold calcubiions such as MME calculations. M Yes Standard

Contracion complies. The system excludes veterinary
prcseripiions from metrics and threshold calculaiions such as

MMEcalcuUtions- '

A7,33

With the exception ofadditional Dnigs of Concern identified by the
State, the system must exclude drugs from displaying on the patient
report that do not appear on Schedules 11 -iV of the federal Ccnirollcd

Subsances Act.

M Yes Standard

'oniraciors complies. With the exception of tdditionBl Drugs of
CoTKcm identiricd by the State, the system excludes drugs from '
dbplaying on the patient repon that do not appear on Schedules II •
V of the federal Controlled Subsunccs Act.

A7.34

The system must provide remote web access 24 houn • day. 7 days
per uccit, with the exception of downt'ime (or prc-plamed
(naimcnarKc during noi»-pcak usage hours.

M Yes Sundard

rontracion compiles. The system pro\-idcs remote web wccss 24
hours i day. 7 days per week, wiihthccxecptionofdowniimc for
pre-pbrvKd maintenance during non-peak usage hours.

A7.33

The system application inlrutnicture must be highly scalable to
iqipon millions of transactions per month and up to 70,000
imiltancotts ukts.

M Yes Sundard

rontractors complici.'The system application infrastructure b
highly scalable to support millions of transactions per month and. /
irp to 70.000 simultaneous users. ec
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A7J6

The sysicm muit htvc tn crrai] notificsiion jyiiem dnisncd lo avoid
or cIrcwmTM tpam filtm for mcccssIUI «maD tranBisuien. The
lyiicm also must requcM ihai uscn updaic iheir tpam fiker lo whitelitt

the email domain.

M Yes Siandoitl

Contractors complies. TTk s>'stem has an email notification system
designed to avoid or cucumveru spam filters for successful email

transmission. The system documentation also requests that users

iqxlate their spam filter to whitclist the email domain.

A7.)7

The tjUem muti provide capability Car the State to desifniie a
prcKription record u a Corttcttcd PrcKrtpiion. The t;wcm nut
e.tetude the Contested Ptescrtpiion from the isgreiaie ciiculaiioni in

the prescriber Iccdbtcli leoon.

M Yes Ciaiom

Contreciocs supporu flagging of prescription as Contested.
Contractors will do eusitsm development to meet requiremeni of
c.xcludtng from c'alcubtion.

A7J8
The s)-stcm must have the capability Ibr the State w write and execute

reatFonly SQL or no SQL queries on data in the lysicra
M Yes Custom

SQL statcmcnu executed spirtsi a production system have the risk

of impacting system perfonnancc and.ua result. Introducing risk
to patient carc. As a result, a replica of the produaion system
must be established to provide this etpability to the state vk-iihoui

risk clinieiait/userfpatleni experience.

A7J9

The system must provide audit capability on user searches to reduce
imiuthorized queries. In the event that a uKt attempts to qttery a

patietu on a State-supplied list, the tystctn must prompt the user whh a
notification u-aming against isilawful queries and provide the option
for the user to cancel the query or proceed with querying.

M Yes Custom

Contricion will confer with the NH OPLC reprtling custom
dcvelopmeni to meet the tequiirmcni due to ideniifled risks with

this request.

A7.40

The system tttujt provide capability for State access to all data tibks
to cmble siotigc in the Sute's Eucrprtse Data Warehouse (EDW).
This connection trust be secure artd accessible at aJI linvs, whh

untesirktcd frequency and quantity wjthitt the download capability.
Data tables Irtclude. but arc rtot limited lo. raw pharmacy submissions,
cleansed phanrscy subnwsioits. usage logs such as the query table
and login table, Prescriber feedback duhboard access ubk, llnkige
laMcs. tuer ubtcs and patient/address indkcs.

M Yes Custom

Contrsciors will create a ikv real-time replica of preduction

system will be required and notvN'H data temoved lO avoid '
violaiing other agreements .

A7,4t

The lystcm itatsi maintain a comprehensive user table includirtg. but
not limited to, prumry key. email address, uscrname, fini itanw,
middle name, lui name, date of birth. DEA number, professiortal

license number, role, Prescriber specialties. Prcscn^r subspcclaiiies.
address, address 2. city, state, zip code, Dcsigncc user IDs, date and
lime aceotjM created, date and tiriK account approved, date and time

account last updated, and last login date and time. The Vendor shall

provide a full extract of the E\x table to the State, in a sccuie mantter,
on a daily basis.

M Yes Custom
Contrsciors will perform custom development to create the
requested c-vtrects.

A7.42

The Vendor shall maituain a conprchensKx query table including, but
not limited lO. primary key uscmame: role; date attd ii.tk search
occurred; tser IP address; patient firai name: patient last name; patient
date ofbirth; all search criteria used: query requester iiatcs selected

for interstate query; inicntaie hub used to search; whether partial lirst
name was used; whether paniat last name was used; whether the
search >Kldcd data from the State: states other than the State that
yielded data. The Vci^or thai! provide a full extract of the live table to
(he State, ini sccurrnnniKr. on a daily basis.

M Yci Custom
Contractors will perform custom tkvclopmem to create the
requested exiracu.

A7.4J

The Vei^or shall maintain a comprthensivx Prescriber feedback
dashboard access table that itKludes. but is troi limited to, uscmsmc,

primary key. role, date and time Prescriber feedback daslfootnl was
Rccetscd, and IP address ofuser. The Vendor shall provide i full
extract of the live table, to the State, in a secure manner, on a dally
basis.

M Yes Custom

Contractors will create an iniersctive prescn'bcr rcpon for
providers ip understand their own prescribing behavior atrd how it
compares with ihcir pcera
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AIM

TV Vendor thsll manuin • conprchetttU'c ubte of invcJid accesi
lequcM on iV tjrttcm. Thcj cable meat ineludc bin b eei limited to.
tocr ID. dace/lime tnenpt occtined, IP tddreu ofiser anemptint. the
p4|C the attempt occur^ on, and the icaion for error. The Vendor
ihall provide a M extract of the live ubie to the Sute. in a iccurt
manner, on a daily baxb.

.  M Yes Cvsioffl
Coniracion will perform custom developmeoi to create iV
requested extracts.

A7.45

The Vendor ihal) maintain a corTprchemtxe lofiD table containina
lofin ictenvtt on the s>iiem. Tha table nxsi inchale. but a not
limiied to. loemame, primary key. role, date and time oflotta.
whether the login w-ax iuccchU. and the rcawn for error. The Veivlof
ihall provide a foil extract of the live table to the State, in a secure
manner, on a daily basb.

M Yes Ciaicm
Coniiaetors wQI perform cxisiom dcvefopmcni to create tV
requested extracts.

A7.46

The Vendor shall maimain ■ comprcVnsix-t table coniabing phanracy
lubmUsioo activity. Thb table shall ineludc, but U not limited to.
uscmanK; date and liitKXubmiiicd: subtruiier IP address: dbpenser
DEA number number of iccords submttied: number of records valid;
mirrber of records that prompted a wtreini: number of records thai
prompted an cnor. number of iccords valid: number of records
revised: ninbcr of records deleted; newest date tnl time filled of
valid records; and oldest date and time filled of valid records. TV
Vendor shall provide a ftdl extract of tV live table to iV Sute. in ■

secure mtisieT, on a daily basb.

M Yes CvBtom
Coaoacio's will perform custom dcvelopmnu to create tV
reqvttstcd extracts.

t

Ai^

A8.I

TV system must provide pteseriVri and dbpcnscn iV tbilily to add
dclepics by iVb email address. TVse dclcfiiet shall have tVir own
useminr and passwords.

M Yes Standard

Contractors complies. TV system provides prcscribers and
dbpcruers iV ability 10 add deleplcs by iVif email address.
TVse delepies have iVir own usermtTK and passvirords.

A8.2
TV system nwsi prm-ide prcseribcis and dispenscn iV ability to
remove delepies and re-add previously removed ticlcptes. M Yes Standard

Conuacioa complies. TV sj-siem provides prcscriben and
dbpenscn iV ability 10 remove delepies ard re-atid previously
removed deleplcs.

A8.3
TV system ntsi provide prcscriben and tibpenscrs IV ability to view
the queries irodc on iVir bchaJfby iVir delegaies M Yes Standard

Contractors contplies. TV system provides pfCKrihcn and
dupcnsets iV ability to view the queries made on iVir behalf by
tVir delegates.

A8.4
TV system irxst require prescribcn and dbpcnsens to re-validate cVb
dtleptes every six months or ■ timefrsme tktermtned by tV State. M Yes Standard

ContrKiors complies. TV s>siem requires prcKribers and
dbpensers to re-validaie iVir delegates eveiy sLx months or a
ilmefnme determined by the State..

A8.S
TV system naot allow a deleptc lo select tV pfcseriber or dbpenser
for whom Ihcy arc coisduciini • tpxry 00 the query page. M Yes Staivdard

Comraetors eomplies. TV system allows a dekptc lo kIcci the
prcscribcr or dispenser for whomuSey trccondtictingi queryon
iV query pep.

A8.6

TV s>stcm crut enable Dcsignecs 10 perform queries on bchalfofa
fresenVr or Dbpenser. Every query performed by the Designee on
xhaifoftV Preseriber or Dispetoer nwst be accessible toiV
Prcscribcr or Dbpenser.

M Yes Standard

Cooiraciors complies. TV system enables Designccs to perform
quencsonbehairofa PicKribcror Dispenser. Every query
perfonned by iV Dciignce on behalfof iV Prcscribcr or
Dispenser b accessible to iV Prcscribcr or Dispcavcr.

AS.7

TV S)-stcm must allow vsers to store search panmeien to be run at a
btcr lime. Designccs will be allowed to share thb search criteria with
their Prcscribcr or Dbpenser. TV system will allow iV user to ciuer
a dau range that keeps tV search avaibhle. After thb tiirv. iV
search criierb must be rc-cntcrcd

M Yes Cisiom

rcniiacion will perform custom development 10 meet requitemeni.
TV system allows uscn 10 store icaieh paranwiefs it) be run at a
bicr lime, Designees arc illowtd to share thu seaxth criteria with
iVIr Preseriber or Dbpenser. TV system sDows iV user to enter
I date range thai keeps tV Kirch ivsibblc.

AfApft

'

A9.I

TV tysictri must provide users 1V capability to ctlcubte how user-
rmercd prescriptions they arc considering prcscnbing or tlispcnsing
would Impact ilaOy MME. TV system rraoi provide feedback to iV
Ptactiiiooer if iV usa-cntered prcKrlpiions would meet or exceed
rbky prescribing thresholds rcbling 10 opioidfoentodiazepiiK overlap,
xlgh MME. and iV prescribing ofa loogKtingopioid to aii opioid
valve patient.

M Yes Custom

roniracion will perform custom development to meet requitemeni.
A system feature will V developed to provide users iV capability
0 calculate hew user-enicicd pieKtipiJons tVy are cotisidcfini
srcKribing or dispensing would ImpKt daily MME.

/
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A9.2

The lyiton mji hive the cipibUit)r for • utcr to view ibeir pieviout

seuch hbtory, Thii history ntst tlisptoy user scstch urye^s): date and
line tcuch occurred; other sates searched: and dau captured by the
search. The system must provide cipabiliiy for a user a re-run the
search tviih a new daw range.

Yes Standard
Coeinctors complin. The syticm has the ciptbilliy for i user a
view their ptetious search hisiory.

A9.J

Pendbi| legislative apptovtl ofOPLOPOMP iotegntion within NH
heaUi lacililites ckctroeie health systems, the system natst provide the
capabtlhy for a user a view their (and detepic) pasi searches. At a
muiiman the system will provide this capability for the following

scarchsotsccs: I) CHR intcgrtiiofi;3) PhamtBcyiMefniiofl. In the
event chat a search was conducted, the sysiem will provide (he

usemame. date. time, and a link a the data captiocd in the search.

Yes Standard

Contracara eompliea. The sysicm will provide ihe capabiliiy for a
user a view iheir (and iklcsatc) past learehes. At a minimum the
system will provide ihh capabiliiy for ihe following seatch
sources: I) EIIR imtgrailon; 2) Pharmacy integration. Inthecvent
(hat a search was cortducted, the system will provide Ihe usemarrw.
date, lime, and a link to the dau capmrcd in the search.

A9,4
The system must provide the capabiliiy for a user a son on any.

column in their search history. Yes Standard
Ccturacion coRcdics. The sysiem provides the capability for a
uKr (0 son on any column m their search history.

A9.5

The system nisi provide capability to son and filter rcconls based on
all criteria included in the picseribing hbtory which Includes, bvi b not
limited lo, prtscriber name, dispenser name, ̂ietu oame. drug name,
drug type, patietu deuQs, date prcKripilon wriiien, date prcscripiion
filled, aral MME.

Y« Standard

Connacian con^ies. The system provides c^wbiliiy lo ion and
lilicT records based on all criietia included in the prescribing
history u-hieh includes, but is not limited a. prcscn'beT nariK.
dispcriser name, paiictu name, drug nartK, drug type, ptiieiu
debib. date prexripltoit writien. date prescription fiQed. and
MME. .

A9.d
The system nasi provide the cipabiliiy to Ktreh, filler and son
records based on any field conbincd in the prescribing hbiory rcpon.' Yes Standard

Comraeiors complies. The system provides the ctpsbfliiyio
search, filter and son records based oo fields contained in the

prescnhing hbtory report

MO AfplkmllaH • DmU anJAUrf Mt^nUrmmu

AlO.l

Ihe systctri Rtoi dcvcloft mainaia and deliver a secure dau cxtriei
from ihe Vendor re the OPLC/PDMP or any Suie partner designated
by the OPLOPDMP to the extent allovtod by bw based on design
scssiors with designated Suic partner to be hosted by the Vendor.
The dau e.vtrsct may cither be a diiect conncciion to the Vendor's

environmcni i( appfopristc cotmcciors arc tvsibbic with designated
panner's Informaiiea Power Center insutUiion or Vendor will provide
daily exincts thai will be pushed to the Snie of NH FTP site or other
agreed (by both parties) iqion strategy lo inlerface the sysicirs.
Vendor wiD provide doctimenution oo all dau tables and elements
provided by the vendor. Pending kgisbiion may provide idemifuble
scecss to data to dcsipuicd Sutc partners for prescribed purposes. In
ihc cveta legbbtion b not approved iiuo law, the Vendor will work
with desigrtaied Sute partners to develop a de.idcruified dau exinet
thai maximises value under (he lestrictiorts of the bw.

Yes Cusiom Coniractors will perform custom development to meet retpjiremeni

AI0.2

The tysteni must provide the capability to perform ad hoe queries lo
respond lo requests received by rsotr-healihcarc eniiiies. inckiding but
not limited to individual paiienu; Kl I rcgubroiy boards: and suie or
fodcral bw cnforccmeni Since these qttcrict ind rcpons may viry in
substance, an ad hoe query and reporting function b an cssenibl
upeei of Ihe lyitcm.

Yes Standard

Coniractors piovida access to Tableau server for state

adminuinion to review prc-buili dashboards as well as to perform
(heir own eusionv ad-hoc analyses on the cunted dau sets.

AlO.)

The system must provide the eapabillity to gcnenie unsolklied alcns
in the patient record when hs been idemified that the psiiem has
exceeded specific threshold Icveb. The system must previdc capability
for the Sute to configure thresholds for the Inscned akrts.

Yes Standard

Coniracton complies. The system provides the cipabiliiy to
gctKratc unsoliciicd akns in the patient record when its been
•dcniificd that the patient has exceeded specific threshold kvxb.
The system provides capability for the Sute lo configure
ihieshoUs for the IriKned alcns.

AI0.4

The synem mrsi provide the capabiliiy to generate unsoliciicd alcns
to Pieseribm of patients who have been kkntified as cxeecding
specific'threshold kvxb. The sysiem tntst provide capability for the
Sute to cesflgure ihrcshoidj within (he Unsolicited Reporu.

Yes Standard

Contractors complies. The system provides the capability to
generate unsolieiicd alerts to Ihcscribcrs of paiienij who have been
idcruificd as cxcecdbg specific threshold kveb. The system
provides capabiliiy for the State to configure thrcsholtls within
Unsolicited Rcpons.

Of
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AIO.S

irow Piocribcr huspttietu with in »icn on their reconL the lysicm
nwi htve (he capability to lend an noiirication to the PmcribCT. Thii

noufdiion nut not contain senaiiive btfonmiion.
M Yes StandanJ

Coturacton complies. The system has the capability to send an
notifreation to the Prescriber, if the PreKribcrhns a patient whh an

alcn on their record.

A10.6

The lystem mtiai provide the capability for pretcnhen to tei tpecinc
ihreahotdi on the pwicrtptioa behavior ofthcb patient. The lyttem
inuit noiiiy the user whrn a patient to whom they presertbcd a dnti
mectl or cxccedt Ihe alert. Thb lyatem muu no( pemtn usen to
ctretsm-eni tnoUcUed reports, but must allow a ficseriber co let a
naiTower threshold than thai of(he State.

D Yes Ctstom

Given this (cature it not maretsiory, ContrKtors can perform
etisiom development to meet the rcqtdretneni if the Slate
detcrmsnes that it is in-KOpe for ihti pivjeci.

A 10.7
The i)-tiein ntu provide the capability for a Prescnher to set an alen
based on the number of Prescriben the patient has seen.

0 Yes Custom

Given this foiture is not martdatory, Comriaoei ean perform
custom development lo meet the rcr^uirement if the Sttse

determines thai It is in-sc6pc for (his pro^ieei.

AI0.8
The sysietn rwi provide the capability Tor a Piescrfbcr to let an aicn

based OA the number of pharmacies Ihe patient has used.
0 Yes Custom

Circn rhls feature it not mandatory. Coniracioii can perform
custom dcrekiptncnt to meet the requiremctu Ifthe State
deteimines that it is in-KOpe for this project.

AI0.9

The system nut prm-ide the capability ft>r a Prcseribcr to act an alert

ahcn a patient has ovcrtappias benxodiaxcpine arvl opioid

pitKriptlons.
0 Yes Custom

Gi\'cn ihu feature is not rmndaiory, Coturacton ean perform
custom development to meet the rcrjuitefflcnt if the State
dctetmlncs that it is in-KOpe for this prajcci.

AlO.IO
The system nstfi provide the capability for a Prcseribcr to set an alert
when a lony aciinf opioid is ptetcribed lo a paiicni. D Yes Cvoiom

Given this feature b not tinndatory. Contractois can perform
custom development to meet the reqwremctu if the State
dctcnttines that it b in-Kopc fot thb project.

AtO.II
The systetit must provide the capability for a Ptescribcr to Kt an akn
when i iiimulani is prcKiibed to a patient. D Yes Custom

Given ihb feature is not musdaiory. Coniricton can perform
custom dcvclopmcm to meet the requirement if the State
deieimlrres that it b in-Kope for thb protect.

*11 Applieatipn • Inunlatt Data Shariag/UUKi Ktqulrtmtna

All.l

The system must.follow the Pmerlpiion Monitoring information
EschangeiPMIX) National Architecture and be vcKficd bythe State
to pr^ik bttcrstaic data sharing Krviccs.

M Yo Standard

Contiactors complies. The s>Ttcm follows the PreKrrption
Monitoring Infonration Exchange (PMIX) National Arehiiecturc
and be veriried by the Sute to prcivtde intcnuie data sharing
services.

All.2

The system must securely hue^ie/connect to the tUChcck hub to
bclliisic dsu uiAsfcr to other states and allow Rji Check ro^ucsis
permuted by the State.

M Yo Standard Coniracion complies.

All.;

The system must securely integraie/conncci with the PM Pi data
shanty hub and aDow PMP Gaicwiy loqtKSts as permlitcd b>' the
State.

M Yes Standard

Coniricton complies. The s)'stem securely bucgraics/comccis
with the PMPi data sharing htfo and allow PMP Gaicwiy requests
as pemtined by the Sute.

AII.4
The system nut able to securely connect^nicgriic with the Suie's
lieettsure API to reCrictc license data.

M Yes Custom

Conraeiors will perform custom development to meet the
requirement. IITwhcn the state impkmciMs a web service,'
Coniricton will code to the specificstions put forth by the suie to
Mcompiish this leQuiremeni.

All.)

The s)Viem must prm'ide the State the ability to create new user roles.
The system nut provide the State the ability to map user roles to the
loles utilized by data shirtng bubs. Including but not ibniicd to
R.^heel: and PMPi.

M Yes Standard

Contractors complicj. The system provides the Sute the aUlity to
create new user rokt. The system provides the Sute the ability to
nep uKr rokt to the roles utilized by dau sharing hubs.

An.6

The system must provide capability for authorize users to conduct a
mlil-sute search with one bunon access to dau from New Hampshire
and the states thai have a data sharaing igreemeni. (if ihcb role
^lowt).

M Yes

1

Custom
Contractors will modify the e.xtstbvg user Inurface to allow fororre
bunon Kcess.

AII.7
Through the consent of legislation, (he system must securely connect
to health care faciliiies Electronic Hcahh Record Systetns. M Yes Standard

Contracion complks. The system securely connects to health care
focilities Ekcironk Health Record Systems.

Ali.S
The S'endor shall not restrict integration with any and all hubs. HCEs.
andMIEs.

M Yes Standard

ConttKion complies. There are no restrictions in pbcc. but could
fcquirc custom dcvefopftreni if 00TB iruegration optiom arent
utilized.

A1I.9

The system nut har-c ■ sccmc API that enables patient kr-el dau to

re securely Km directly to I user wHthin in liilft. This API wiQ hare
the a^lity to connect to any Hub system u necessary. At a minirnim,
this API must conub patient prcKtiption data. Morphine Miiligrim
Hquivtlcni aitd unsolicited alcns.

M Vcs Custom
rontracion will deliver, however, thb b subject to state data 1 j
sharing policies 1
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All.10

TV niBi be ible lo MCtntly retrieve dau from all intcrsuic
data aharini hub* (cuncmly RiOcck and PMPi) with a single query
from the tiscr. *

M Yes Custom
Contractors wQl perform custom development to meet requtremcru.
Scc2l2.

All.12

The tynent must provide the capability for the Sate to iceurely add
and remove sates fbrinimoic daa sharing and edit the nartK of the
sate shown to the user (Maine vs. ME)

M Yu Ctstom

PMP AWARxE is imcgiaied with PMP InictConnect arid PMP
AWARxE dynamically disptayt states that can be searched
depending on each state permissions and roles thai each state has
configured within PMP inicrConncct. Editing how the name is

All.IS

The system mtst provide the capability to genenie ■ Patient
Prescription History Report. The repon must be eompailble with
printing and elcctroftic distribtnkxi in a CSV and POP ronttu.

M Yes Standard

Contrecion complies. The system peovidcs the capability to
generite a Paiieni Prescription History Report that is compatible
with printing and ckctionic distribution in a CSV and PDF format.

All.14
The system must display the suic that the recortl wu sourced from if
I muhistate leareh was eondueted.'

M Yes Standard
Contractors complies. The system dispbyj the state thai the record
wM sourced from if ■ muliisiair search was eondueted.

AIMS
The system trust allow ihc practlilMtCT to eonflgure the seareh to be

eondueted (e.g. set the dcbuliorsaies they want to query). 0 Yes Standard
Coniiaetors complies. The system allows the praetiiioncr to
configure the seareh to be conducud.

All.14

The system must provide sttmrttary infonrtsiion of the piiieni record,
including but not iimiwd to. itwitbcr of unique Prcscrthcrs, nuntber of
unique pharmacies, ivcragc MME. current MME. number ofdreg
types, number of payment types, number ofdays ofOpioid overlap,
Opioid NsTvc lUtus, existence of overlapping prescilptiofts for
bcnzoiliazcpines and opioids. exbience of controlled tubsance
ptescriptions from nuhiple preKiSbers.

M Yes Standard
Contractors complies. The system provides Summary information
of the paticru record.

All.17

In every patient repcn. the system must itKlude links to optional
rducaiiona) eoniem Klceicd by the Sate, for example. Safe
PieKrAttng Gtiidelincs and Treatment Optiorts.

M Yes Standard
Contractors complies. The system must mclude links to optional
educational conteru seketcd by the State,

AI1.2I
The system must provide the capability for users to select and save s
paticru record in printable CSV and PDF fcrmats. M Yes Standard

Contractors complies. The system provides the capability for users
10 select and save a paileni reconl in prinuble CSV and PDF
formats.

AII.22

The system mnt prtjvidc an Audit nil of inicrsute daa sent to the

lequcsiing pneiittoncr from art approved/connected sate. The system
will provide the uscmamc, date. time, and a link to the daa captured
bithescareb.

M Yes Standard

Contractors complies. The system provides an audit trail of
irucrsiite data sent to the requesting practitioner from an
approved/connected suic. .

A)1.23
The system must provide the capability for a user to niter and sort
patient daa by all fields eonained in the patient report. M Yes Standard

Contracton complies. The system provides the capability for a user
to filter and sen patient data by all fields comaincd in the patient
report.

An Ap tikalhn • SMe/AdmlnUt/tUiv* HetfulrtiTKntx

AI2.I

The sytlem nvst provide an inarface that allows administration and

petitioners to map paiient-prcicribcr-pharmacy by way of a mapping
cnhancemeiti w calrulaa metrics with distance between two point,
and three poina in conjunction with prescriptions prescribed and
linkages to any other at risk indiciton

M Yes Custom

Contractors will perform custom dcvclopn*nt to itKct rcquirtmcnt,
ConirKlors will perform custom devxiopmcni woik to meet this
rcquiremcru. An interactive map will be developed detailing
paticnu' addressfes), prcscribcn' address(cs). and plunnacies'
addicssfcs) will be accessible on the Patient Report with the
ititplementation ofa HIPAA-eorttpliant mappina tool.

A12.2

The system must provide the eapebiliiy for Stale idmmistnton to
rmragc Data Submitar kcouiu w hich includes modidcation of all
fiekis auHbwted to the account.

M Yes CiBiom

Contractors provides the ability for state adminisiralon to see
eonisct namc/dcuils. approve/reject the account, and Knd
comnwnicaiions to submitter accounts. Recause submitter

accounts may submit dau to multiple sutcs wv do not allow suic
administrators to modify the accotmis. NB: Need to vxi this with
product.

AI2.3
The system must provide capability for the State Admlntsiritor to
cecurely mcsstge users within the system. 0 Yes Standard

Conireaors complies. The system provides capability for the Sute
Administrator to securely message users within the system.

AI2.4
The'sysiem must provide capability for the State to link and de-link
jaiicni records M Yes Standard

Contractors complies. The system provides capability for (he State
0 link and dc-link patient records

A12.$

fhc system must provide capability for the State Administrators lo
udir system tisagc. The audit includes, but is not limiicd to. real lime
lews of user aeiiviiy (both logins ind searches), dau changes
including cU value, new vituc, user id. and datcAime ofchange) and
sage ction.

M Yes

.

Custom

Contuctors will perform custom dcvclopmeni to meet requirctnenL
he system will be enhanced to provide capsbitiiy for the Stoic
Administrators to audit system usage as defined.

OS

ec
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AI2.fr

The lyticni must hkve ihe capability to tend emails to user |roupt
based on rale, last access date, or other crilcna specified by the Stale
penaioing to the iyitcm user. These emails must ttoi contain sensitive
Infomtaiiofl.

M Yes Custom

Contneion will perform custom dcvelopmem to meet requirement.
Today. Concriciors provides the abiliry to email user groups based
on Role and Ceo local ion but not last access date. The content can

be eustomucd by the state.

AI2.7

The system rrust provide the ability for State adminisnion is
sinibte any roles tised within the system without the cteed ofa second
account.

M Yes Ctsiom

Coatracion will perform custom development to meet requircmenL
The system will be cnhatKcd to for Sute adminisiriiors to simulaie

other roles used within the system without the need ofa second
aecouni.

AI2.S
The Vendor shall provide the ability for the Suic to change ihc'togo
■.id system colon. M Yes Standard

Coruraciors complies. Contractors provides the ability for the
State to change the logo and system colon.

A 12.9

The system must provide the ability for the administraiivc sta^ to
review system usage at a tiscr level. The system mist pre^dde a
sonable list of users and the cpu) number of searches to check for
DOtcntial system misuse.

M Yes Custom
Cocuneiors will perform custom dcvefopmcnt to meet (Cquiremeni.
The system will be enhanced to provide Ihc ability for the
administrative staff to review system usage at a usa level.

AI2.10

The system nwi conuin a dashboard that allows administrators to
view a ranking of Prescriben who meet or exceed thresholds set byjs
(he State. Vender shall produce a downloadable report, which has the
posjibiliiy to for grot^ing by gCDgriphle area and specialty, that
returns the top Prescriben or pharmacies who hate written or filled
the most (piescripiionsAotal MMEfoverege MME per
ptesertptioiVdistbtci patients/number of presertptions per drag class)
within a itmeframe dynamically set by the Stale.

M Yes Custom

Cooirseiors currently provides Klf-serviec analyttcal looto to allow
the sute tdministmon to perform the listed prcscrtbcr rankings
based on a wide vsrkty of dimettsiorts. For Conneioa to dctvlop
a pre-buili. eustom dashboard meeting all the lisicd roquircmcnis
would require dexekipmeffl.

A)2.ll
The system must allow the State administraiors to administer all
OPIC/POMP user accounu. M Yes Standard

Conicaciors eomplics. The system allows the State administroiors
to idminister all OPLC/PDMP user lecoums.

A12,I2
The syslem must provide capability for State adnwistraiors to vicu- all
user accounts.

M Yes Standard
Cofflraciors complies. The system provides capability for State
■dminisirators to view all user aceounis.

AI2.I3
The system must provide a mechanism to allow State adntinisuitors to
grant or revoke user privilcpj to spceirtc' system tools inchiding
pRSCribing history, paiicni searching and Designee iranagetneiu.

hi Yei Standard

Contraetors complies. The system provides a mceharusm to allow
Slate adnunisiniiors to grant or revoke user privileges to spcciric
system tools including prescribing history, paiieni searching and
DcsigiKC management.

AI2.14
These s>-stem must provide a notes section for etch user aeeoum. This
notes section wilt only be viewable by State administraiors. M Yes Standard

Conireeion complies. These systems provide a notes section for
each user teeouni This notes section is only viewable by Sute
admintstraiora.

AI2.I5
The system must protide capability for State administraiors to search
for users by any field contained in the usci's profile. M Yes Custom Coturtcioo will perform custom development to meet tequiremenL

Currently allows searoh on Tini name, last rtamc. email, dob. role,
personal DEA, employer DEA. personal NPI.

AI2.lfr

The system must piotide capability for State administrators to troke
modificaiiorts to all aspects of user accotmts Inciud'ing passwords,
lieense number. S'Pt number. DEA number, tumc. emaiL i^s. dstc of
birth, special^'.

M Yes Standard
Contractors eontplies. The sysiem provides capability for State
administraiors to make modiftcatlons to all aspects of user
accounts. .

A12.17
The sysiem iraisi provide capability for Sutc adnuniscriiors to add
notes to user accounts that are only timvtblc to the Administrators of
the system (the State and the Vendor).

M Yes Standard
Comreciors complies. The system provides capability for Slate
atfounistrators to add notes to user accounts that arc only viewable
to the Adminisiraiors of the system (the State and the Vendor).

AI2.lg
The system must protidc capability for Slate adminlsiratois to acti\aie
or deactivate accounts ' M Yes Siardan)

Conirsciors complies. The system provides capability for State
•dminbirators lo activate or deactiviie accounts.

AI2.19
The Sute adminisiiators shall be able to search for and view all paiicni
alerts. S< Yes Standard

Coturaeiofs eomplics. The State administrators can search for and
view all patient alerts.

A 12.20 The State administraton shall be able to view user dashboards. M Yes Standard
roniraeiors complies. The State adminisirator is able to review
select uKr dashboards.

AI2.2I

The sysiem n«»t provide capability for Stale administmots to view
he search history of any Prescnhct or Dispenser, including any

queries made on their bchalfby a dcsigncc. This capability must
neludc the ability to view the rviulu the query produced, where the

query originated (OPLC/POMP website, API. fotCheek hub, PMP
Cateuay). IP address, and time stamp of when each Kareh was made.

. M Yes Ctsiom

Contractors vkill perform custom deveiopmem to meet requirontcm.
The system eunenily provides the majority of this detail. More
spccificaljy, the system identifies searches coming from PM?
Gateway. PMP AWARxE, PMP AWARxE with PMP
niciConncci and PMP AWaRxE with RxCheck. Wc will perform

eustom dcvxtopmcnt to include the time stamp and IP .

AI2.22
The sysiem must protide capability for State adminUciaiors to ticw
ihc personal presenting histories of prtscrtbers. M Yes Standard

Coniracion complies. The system provides the eapabilliy for Slate
administrators to view the personal prtKribing histories of
prcscribers.
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AI2.2)

T2r lyiiem nwsi pio^Sde itaie tdmattsnton the tbility lo monitor
hish risk rmmfatn ObI include bw m limited to: opioidJ for KVte
poin; opioldt for chronic pttn; hifh MME. concurrently prcicrrbcd
opioid tnd benzodiucpine uid tnuhi provider end phumscics.

M No Putwt

With the dcployiTvra of ASAP 4.2b in 2021 which provides the
data elements for capturtai opWdt for acute pain vs. opiolfb for
chronic pain. OPLC/PDMP adminisirttors will have the ability to
eellect the data needed to monitor these additional hifh risk
mandaies.

AI2.24

The tyuem miti provide t Prtscriber/Dbperoci report l>y OEA
twnbcr. The rcpon muu conain the ptncribins or diepeniint
hisiery. iclninc to ihcii pecn itt lire medicii spcciilty. end identify the
by number when prcKribertitd/or dispenser ii outside of Sate Kl
thresholds.

D Yes Standard

Contiacioa complies. The system provides a Pitservber/DispcRser
report by 0£A marfocT. The report eoruains the prescrihins or
dispensini history, lelaiivv to their peers in the ciKdical specialty,
and tdcmi^ the by number when prtscribcr and/or dispenser is

outside of State ki thresholds.

AI2.3)
The system rrwtt provide ctptbtlity for Sate kdmmistrtiors to view
locr Desifncet snd sirpervijors

Yes Standard
Contraciorseomplies. The system'provides capabQiiy for State
administnion to view user Dcsi|nces and supcrvbcn

AI2.26
The Vender shtll provide to the Sute Admiobnton ■ fkll physiesl

dsa model strd dsu dictioiMry ofihe delrvetcd system soluiion.
hi Vci Sta.-td3n)

Conitsetors complies. Coniracion will provitlc the Soic
Admtnisaator with a lUll physical data model orvd data dtctkmary

of the delivered system solutioa PletK note. Contracion reserves
the cl(hi not to expose sensitive intcnceiuaJ property infennailon.

AI2.27
The system nwsi provide cspsbility for State adminiRrtiott to access
ukI download any and all tables as requested by the Sute. ■

M Vcs Cisiom

Coruraciors will perTorm custom devclopmcni to meet requirrmetu.
Contracion will rrcaie a near reol-tiffle ct^ica of production

system will be required and non-NH data removed to avoid
viobting other agreements.

AI2.2S

The system must provide leocodittf ofpaitcnts, physieisrts, tad
phsrmacy locaiioro to enable ̂ eotriphic srtalysis of the relstionships
in Older to identify potential questional/divenioctal activity or abuse.

M No Future

Coiuracron will nesdiiy eurrrtu feature to meet the requirement. A
third-party gedoeaiion pbrform will be used. Google Maps camoi

be used, as the pbrform rraisi be HIPAA-compliom and Google
Maps docs not rr«cl HIPAA congrliance sundatds.

AI2.29

The system must tmcrate a n-cckly system exception report and
disuibue to tiesisistcd Stale admiAisttaion thiou(h e-nsll or at lime
of system lofin. The email mist not eonain sensitive biformaiion. This
tnforrmtion will be used for qusliiy assurarKC.

hi Ya Standard
Contracion complies. State Adnwistrsion have acceu to a data

submission exception report upon log in to the lyticra

A12.}0

The Vendor shall provide tninini for all UKrs on how lo properly use
the system. This irsintns shall be updated on an u-needcd basis
inctwdins but not limited to any functional chontes to the system.

hi Yes Standard

Conincton complies. Contncion provides training for all uscn on
how to properly use the system. This training is iqrdatcd on an as-
needed basis irKkidtni but not limited to any functional changes to
the syaiem

OS
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aW/A'CST RF.QUtR£MFJ\7S S'ESDOR RESFOSSF. CHECKLIST

S««i« RequlffmfBti

R(^l RM|akracsi Dotripdaa

M-

MANDAT

ORV

D-oesiH

r.o

N'roder.

Vendor

Rnp.

Bt l}am C'tiUetiam/rom IXtptiatn a>W />*<•

D(Uvrr>- Mdbod Coauacnit

Oou must bo cdMcd by tho Vtndor In tho curroni formtt cttabfchtd by
tho Amtrkon Sdclotv for Avtonuilon In PturmKy (ASAA) In lu ASAP Kultt

Sotod Ifflplomonuilon CUdt for PrttcrlpUon Monliodnf Ptogitrm.

Tht Vtndor mud ceOtCt Iht dtli Wt tho mod currtM ASAP formii from

ObptAMri by Mcurt Mcurt FTP, VIrtuil Privtit Kttwork (VPN),

tnd oihtr tftttd upon modi*.

Dm Vtndor mud prtpirt tnd prpAdt 10 Obptnttrt tny Instrualoru

notdtd tocempfy «dth iho dtlt ctportli^ <t<|ulrtmtnli and provldt

Itchnicjl ntbuncc. Tht Ntw Htmpshbt Offka of PtoftuioAtl Ucaruurt

tnd CardflcaUon (OPLC/POtAP) tnd/or Ntw Htmpshlrt PtiMrlpilon

Mantttrntm Prefrtm AdrturyConwnliitt (OPlC/POMPAC)r«i«rv«t iht
rlfhi tp rrdtw tnd tppTM t<»r communlcttlon prior (o It btin|

dbtributtd 10 (MtptnMrs, Tht OflC/POMP wQ providt the Vtndor whh t
Iht of Dbptrotrt rtqulrtd to rtport. which wD Indudt tht Obptnsen'

ntmts tnd mtlinf tddrtsstj. Thtra tr« tpprozlmiitfy l.)00 Otsptnun

ihtt may bt rtduirtd to rtport bite Iht prc(ram. MO In-Sttit Oisponitfi,
TOOOul-of-SttIt Obpcnttrs, tnd SOOVtltrlntrltni. EmttitncyRoom

Oociort, Phyddtni. Oenibu. tU-. An updttt'd Mt of Dlsptmert wi9 bt

preridtd t* nttdtd to the Vtndor upon rtovtu. Thtr« art an cdimtitd

11,000 Pracihlontri of hMf** • vnal ptrctru chooit (0 dbptnst

mtdkaUon tnd aB PractiUontrt mud itfbttr with iht OPlC/POMP.
CmaO addrtu mud bt prortdtd by Obptnatn/PrKiitlontrs durlr« tht
OPlC/POMP rttbirttion proetta.

Tht Vtndor shaB alow for iht mamili lubmiulon of data II iht disptnur
or prtKiIbtr dots not havt Imt'ntt tcctss. Tht Vtnder ihaB procttt and

load manual tubmisiiorts Ince iht tysttm.

Tht sydtm mud havt tht abBlty to rtctht rtal-limt titclronic

prtscrlpilen mformailon innsmltitd dirtctty from dbptrutrt twtntylour

houri a day ttvtn days a ivatk. DItptmari art raqulrtd lo tubrrdi all

rtcordi to tha sydtm no lattr than tha ntxl butlntss day altar diiptnsli^

a conirolltd lubstarxt. vtitrlnarlan OUptnstri mutt bt abit lo irammli

Information thhtr tltct/onlciby or manvaby no laitf than ttvtn days

tht' dbptntlrv a coni/oned lubitanct.

Standard

Coniracioo complltt with ASAP Bolts Sattd

Impitmtniation Culdt for Priicrlpdon Drug Moniterlr^
Prog/ami.

ContrKtort compOei. OauDtUvtry Methods Includt;
Stcwrt FTP, Wtb PorttI Uplotd, and Manual Cniry.

Stcurt Cmill b not vtUrtd by dbpcnttrs but can bt

tupoontd. If ntctisary.

Conuactors compBtt with preparb^ and providb^

Dhptnttrt with Imwuctlont nttdtd to (omph with the

data (tportbtg ctqubamtnu and atso provldts iKhnkal

assldanct.

Conuacton compOts and iBmrs tht vtndor to manually
submit Iht dttt II tht dbptnif or prticrlbtr dots not

havt bdtmti KCtis.

Coruranors compliti with tht abBlty to rtctlvt rtihtbnt
titcironk prtscrlpilon Information irantmhttd dirtctly

from dliptnstrs 24 hours a day, 7 days a wttk.
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SIJ

IdcAttfy ind A*| uwn In tKh dbptntlnc ciittory m 'nafxempbrW
who litl 10 wbmli diU or wbmh »ropon with no rtcordi/diu |f.|. too
'•oortK

Sundard

CoAWKton contplltt. Whhln our PMP C>«arl>«houM. •
Phirmacr Error p«(t b tviliblt lor •dmMHratorr to
9ulck>|r Idtntfly pharmaclts with trrort ihii art no( btb^
corrtettd In «timobr maniHr. Antni«fK(lv«rtportb
iviibbit that contains daialb en rsa tvbmbiloiu, rare

rapons, arren, and ochtr pharmacv Inlormailen,

pireatdknfacomprahtAslvt vltwo(i iiata'sovoral
ujbmbslon compCanca at wat as iraiMdar pharmacv
Itval datals. Thb rapon Idcntfnas dbpamari that havt

owutandlni errors, and dlsponaars that hava errors

ovutandlni foe more than spadHc number ol daw as

determined frir the MhOa. Addhtonalv, admlnbtratort
have KCcss to raportlni loob wtihin Contractors OMP

AWAKxE that Idcntily 'deinquent' dbpertstri, defined
as dbpenMrsnot tubm)uln(djta w lero reports hi a

Llmety fashioi. AdmWsirators have access to (rack
wheiher eachol these dao submlttars/pharmKles were
eemolla/u wkh the suit's submission eempiance

poUcles. indudinc for dau tubmlstJoni and laro reports.
M addnlo^ state POMP adminbtrators can >4ew.

lanaraia reports, and aapon retbtrani ustr proOe dau

that bupdattd daW tfslr« the tasper and rabtcau

iusincsslmelllfenca loob.

The ippiicBiion must allow OPIC/POMP to Obtain a report/Bsi ol *no«v

compllanc' Dlspensen ai any ilma.

Contractors compnes. Within our PMPOearir^housa. a
Pharmacv Error paie Is avilabic lor admMsiraiors to

qvkklv WtniHv pharnwcles with errors that art not balt^
corrected In a dtnalv manner. AddhloniOy.

admtnbtraiors have access (oreportint tools wbhin

Contracton PMP AWAKsE that Identity 'delnqvenT

dbpensers. defined as dbpansen not submbth^ data or
sere reports In a ilmtly fashion.

The appllcetlon must create ind itere a record of lach ittampttd data
submission by Obptnscr. whether or not (he dau submbiien b

successtU/error Irte. Staibtks rafardlnf data submbslons (pod and
bad) must be accessible to the system AdrrMsiritors

ContrKtort compiles. AdrnMsniori have Kcess to

track whether exh el these dau submkiars/phirmades

were complani with the state's submission complianci

poficles. indudinf tor data subnVssicns and lerb repons.
in addition, suta POMP admlnbtritors can view,

pneraie reports, and expert retbtrani user proftla data

that b updaiad daly uslni the Jasper and Tabltau
buslnest initnitnca toob.

The appUcaOon nniss lc|lealV atiocUtt each record wtih a Dbpenser'i
xcouni and includt. at a mlnltTttim. the foOow)r« Information incxh

record:

' Unlqut Obpenser 10

Oaia SubnViied

Ttma Submhttd

Anamptad number of fiacerds to be Submitted

Number ol llecords Succcssluly Submitted

Source IP Address of the Dau Submission

Sundard
Contrxtors compDcs. TheappficailonlocicaDr
Hsociaias each rxord with a Olspcnsar's xceuni

—09

12/23/2021



DocuSign Envelope ID: F90A3E1A-9C97-4D04-8E35-A1EAEAFC8E13

DocuSIgn Envelope ID: FBAE610(V$4CC-4E57-868D-8B1S98B2Bt06

Business end Technicel Requirements Spreadsheet - Attachment 1

Thi a()p»c»t3on muM rtturn »n KknwIcdierTMni or dhpl^ • m«ua|* to
(h* Obpctutr rtprdlni whrihar th«lr *n«fnp(«d data lubmluioA ii

vxUitM Of tAd, and K faflad. iha a(know1<d|tmtm or mttui* mutt

IdcmNv tht arrortt]) In tneugh dtui (hat tha Ohoantof un corraa Iha
data and rt-tvbmlt. ThtOiiptntaf mMibanetiflad«ti*rtth«U data

iraAtfnbtton doai n«t matt Iha ttublthad ihrtihoM (or acciaacv and

eomplattnau and St prevldad wWi a datalad tapdnatlon e< tha cawta oT
Ihatrrort. Tha Dbpantarmuttcorrtctthatrror*andrtMbmkihtRIa

uAtn ll b aKtoitd. Tha On.C/PDMa muil ba rtollflad whan a Oitpamart'

data tusmbtion it net compiatad by iha pra-atiaMbhad dut data.
Otaoanaart hava 72 work day hour* to cofra<i Uantlflad arren or dtar an

ceniidarad to ba In vioUilon of iha Staia law.

Tha application mutt collact data rafacdini ovary dbpantlni of a
monliorad proKrlpilondM from apprdxlmaitlv i.MO Ikantad IndMdualt

with Iha avthorlcy lodbpania monhorad proicrlptlon drvp and

apprexImaitfY 700 pharmaclai Ueaniad to dbpanta monliwid

pratcrlptlondrupiepailanu In Haw HampthlraolwhkhlOOart In-Siait
and 7C0ara Out^-Siata. and lOOVttcrlnarlam, Emcrftncy Room

Ooctori, Rhytklans, Oantisu. ate., through a varkty of tacvra

irantmiuion/ironipm protocoii. ttandardi and mathodt to racalva data

from oiiparuan. MtlaSy Ineludli^ tha feOewtr^ at a mMmum:

* ASAR

' Batch niairanimlulonnMihodi with daSyvpdatacapablSly

' Manual data antry through a tKunWab portal

' Manual batch Rta upload via a tacun Wab ponal

* Sacura fOt uamlar of a batch fOa <i4a FSa Tnntfar Protocol (FTP)

* TrantfarConlrolProiocollniernaiP(otocel|TCPlP}

SI. 11 MantalOlipawanmusiba aUaiorapondlipanilrvvtaaiccura wabtlit

Oau codactad from tha Obpantart muM l/Kludt Iha leftowlj^ data

alamanu for aach Schaduiii ll-fV praicrlptlon. In ttandard ASAP lorntat:

* ThaOi>paniar'tC€AKuffibcr

' Nama of tha paUeni for whom tha corureBad ivbitanci b baing
dbpaniad

' Tha Patlanu' FuS Addratt, Including city, tUti, and tip coda; Talaphont

Nurrgrar; and Oata of Birth

hati tha pratcbpdon wat wrlitan

* Oaif tha praierlpilon wat ftDad and toW

* Prascrtptlon Nvmbar

* Whaihar tha pratcrlption b naw or a rtfU

' tdatrkguantityof lhadltpantaddrvi

' EMImatad dayt ol upphr of dbparuad drug. If providad 10 tha Olipantar

' National Drug Coda of dbptntad drug

' Prttcrbar'iKANumbarandNPI

Number of rtRBi

' Sourca Of paymani (Inturanca or Othar)

* Spaelat Coda PAT20;(01) Human(02)VatarinarvPailanc-Ifanimalabo

FiB in Bald lor artimal name

* TraatmahiTypa 0SP24;|0i)no(u»adfor opleldd(pandancY(02)Utad

lor opiold dapandarrcytraatmtnl

Standard

Standard

Standard

Contracion compHat. Oata procatslng and loadtng Into

Contraciort't PMRCitarlnghouta occuri 74 hours par

day. 7 days par weak. MS dayt par year w thai

lubmliiad racordi aia constantly procatsad and do net

wah for a nightly batch procatt. Oitca data b Imponed,

it b Immadbuly avaBabIa to aOtherlcad utars lo ovary

and vtaw through varlows reports whhln iha POMPs.
tach diia irahsmtision b aeknowladgad whh a naiut

aport thai b amaOad to the submlttar artd b also

dawaMa wItNn our PMP Oaarlnghouia. Al raaords that

do not pan error vaSdatbns ara Irrwnadbialy reported to

t^ data iwbmliiar via a Fiia tcaius emaB and tltfough a
FSa Siaiui page wlihin tha Coniractori PMP

Oaaringhousa wab portal. For each tubmhtad fOa lhat

has arreri, daSy lOa tutus emalli ara Mnt to diu

lubmlttcrs unil ai arton are corrected. Oata corrtetloni

ara ravalldiiad upon lubmbtion. and If accepted, tha
ouutanding error b claarad. Indkaiing the data hat been

corrKtad.

Coruracton cemefat. Through immadlaiaprocattlng of
data rithar than nightly batch procatsfr^ PMP AWAlbiE

makes tha most recant and corr^a>wns)ve dau

avallabia to and usart. PMP awajuE hai lladbia data

wbmlsston epilont to meal Ch« rwadt of dbpansari

ragardlttt of their IT sephfiikatlon. Conlnciors' daia

collacilon riMdula, PMP CIrarlnghouia. supports dau

tubmitslon bi a divarsa rangt of industry sUndard

lormaii Including ASAP, batch file Iransmbslem. manual

and autorrwiad dau artiry via a Wab portal, SFTP utf

TCPIP.

ConirKtorscompllct. Manual dspantars can capon

db^antlj^tkajjactu^
Contractors complies. CurranOy, tha NH POMP It on
ASAP 4.2A. whkh ktdudet PATTOand OSP24 at

Rtpulrad* flaldt. Whan a newer ASAP ««rslon h

announced, Contraaoa Health ba^ davaiopmani to

OS
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Bl.t4

ObotftMn un4tr (onunon own^nhlp muit ba pannlnad i« tubmh •• of
ihalrdita In on* innwnluion. prooldtd tachObptMar h dMrty

Wtmiritd tor «*cb pratcrtotlon Bbpaiucd.
M Vri Sundard

Contraciort compOtt and aBowt dbptmari undar
common MrnanMp to lubmlt aP of iNIr dau b em

i/antmittton. prodded each dliptniar b dearty
Marulflcd.

B1.1S

TlM VMdor b mpOrtilbl* for monftortrif ih«i «Kh Obpemcr hit
wbmlnad d<u on rtquirtd fubtrVtiton ichMult. wto mutt nodfy IN

MtMntar or »Av lubmbtton fOwrfL Vtrtoor muslrtoOhiOnC/POMP
wfNn Dbptnitr latt (o (fUMr repen IN B*U or mtN IN tpproprltt*

eorroctierv vWkto IN tuu dtfbtod Umcfromt.

M Ytt Standard

CeniTKion compact. Contractori morOien aach

Obpaniar data tubmbtlont and nedSat tN Obpaniar of
arty tubmbiton (tUurat. Ceniraaon prevldai a rtpori to

OPIC/POMP coAialnlr^ Dbpcnter trrort.

BI.IB

TN djtt iubmltttO by IN Oitpcniari mvtl b« viWittd to cennrm iNt

iN Nc* lubmlntd matu IN Kcuracy *Ad compltitAatt thrtihoMi
tliabOiNd by IN OOlC/PDMP. TN proctu muil conflrm iNl all

raqul'tO ntWi ira IndvdaO ano mwti vtMata iNt IN data b «aBd batad

dnlndimrvbatt-praalca. roruamplt.tNdbptrucdattmutlba
traaiar than IN dau of birth oT IN Paiicni but lail than or toual to iN

eurrtru data.

M Yet Sundard

CemrKiortcempflat. Conuectort'PMP Otiftr^twuta
due lubmltilon applkillon attowt for valldallortt

conflgurattont.

SI.17

OEA AumNr b Indwdad In each racord from (N Obpantar and durlr^ iN
data upload proccu IN appOcaiton naadt lo populaii Praicrtoci Namt.

Obpentar Nima. Addreit, and Ratblirtd ScNdula batad on iN OCA

numNr,

M Yet Standard

ContTKlon compllat. If tN OCA numbar b bdudad b

aach rtcerd from tN DbNtoar. tN appBcatton w«l

populate Praicrlbtf Name. (Ntptnsar Nama. Addiaii.
ind Rc^tartd ScNdula Ntad on tN OCA numNr. If

iN OEA numNr 0 not priMni In IN dau lubnVttion.

tN record b rajactad and an error It tent to IN Nu

Wbmliier.

Bl.lS
TN apoUcatlon mutt Mantify and difftranilait iratfiuUenal OCA afumNn
Irom Indhddual Pratcrtoari. 0 Yd Cuitom

ComrKton can perform cuitom davabpwtam to meat.

rtpuaii. Contractor! would need to inNrct IN lyttam

to read a 4MI|li tuffla coda and a ttiuH.

Bi.lS

MK numNr b Includad b tKh r«<ord from tN Diipantar and durlr^ IN
dau upload preeaii tfta tyium muti populaia Oru| Nama, Sirtr«th.
comrolid tubtianta trhaduia and dota|a form Ntad on iN KOC

numNr.

M Yet Sundard

Contractori comfAat. TN tyttam wU populatt Orvf '
Nama. Suangt^ eontroBad tuNianca tcfsadula and

douge form Ntad on tN NX numbar.

B1.20

An aulomaiad procin riaadt lo compact Infenrutlon b iN daUNta with

NK numNr updatat and updata IN variout flcldt with rtaw/cadtad

Hormiilen Ntad on (N NX updatat.
M No Future

CoM/Ktort wO oflar a report, tNt tdcntinai raeordi iNi
wmiW N updated If a NX raqidrad modincadorv

81.11
TN vandor muti provtoa a NX dau Nta (*4. FIRST DATA Sank * land

a Im of numNrt from Onr( IrWorcamani A<ancY. M Vet Standard

Conuaeiort complict. Contractori provldat a NX dau

Nta and a lit of OCA numNn from Drug (nforcamam '

B1.22

TN lyttam mutt not conub or dbplay drup iNt art itoi tcNduled

fadaraty or by IN Stait of NtW HpnvtNra. wUi iN cxcapiJon of Ntw

HampiMcfWantinad drugs of concarn.
M Yai Standard

Contractori compllai. TN tyttam coniaint or dbptay
drug! iNi era not tcftadulad fadireIN or by tN Suia of'
Haw Hampihlra. with tN eicaptlon of New Hemptitba-

iMmlfltd drugs of concarn.

81.73
TN tynam iNfl prevlda IN abiPtv for (onflguraiion of daia claaMlr^ and
valldailon Ntad on iN natds of iN Staic

M Y« . Sundard

ConVKton complies. TN tyttem prmridei tN eblllty for
conflguteilon of data citanting and vaBdatlon Ntad wi

tNNedtofiNSuie

B1.24

'

TN tytum mutt maimab a ratord and audit iraBof all tyiiam Quarlct.

Captur1r«INfodoydt^Information but rwtllmltid to. (i)TNMtntitv
and location of aach parion who raquatu or ractlvat bfocmatton from

IN lyttam (FKilty Name II from KCC or IP iddratt If Irom a webthe). (1)
TN Information provldtd to each parton who raquaiu or racthtt

nforrNllon from IN lyttam. (J) TN data and lima iNlnformaibnlt

aquatiad and provldtd. |4] Aaaton for iN raqvtti bdudb^ iN raaaon'

lor anydaniad raovciu.

M Yet Standard
lontractortcompHtf. TN sytiem muti mabub a
tcorif and audit iriPof tl tyttem querlat.

—OS
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rtM lytttm mvM provW* tn •pptoKh thtt «riS dtSw • d«U *)cu*ci lo

(hi Suti >nd/o( Suti piriAin ii dtt)(Mtid hrthi Suit en iniimd
upon tkni Imirvil.

B2 Oetp Ortetton eitd ntttemhn

Stintfird

ConcrKiencompKit. ThuynimproxidltinippreKh
ihii wC Mvtr I dil* utract to (hi Suti ind/er Suu

pinnin.

Thi tvuim ihitl pre«4di ihi'ibaty tw cenfliunUon of diu diimir^ ir^
I'lOdidon biMd on (hi midt of (hi S(ali

Al ricords rtlatini to any IndMdiial pfiurlbid a tenuoDid wbuinci

|ichidul|ll.ao«IV)inv<i biriuinidfor SSmentfHfremitadatih wit
dboKud to (hi IndMduaL A(ihlnv<U(M)<non(htaAdoni(l)«av.a

ricordtctdirihinMinondwinwit.bidilitid. Mevlr^ (onvwd. thi
meti currini IS memhs of daia mwn Oi riulmd in ihi applicatton vtlf^.
(hi urm diiillon critirla.

If SKkOp rapit nnd (e bi utid lo nitori dau: thi rico>d ditiUent at
daflmd in MoulfimiAU SI.} mwW bi oirformid priw (o maUni ihi data
avalabil (0 uMn.

SiWipprtia ronru

Standard

Cont/acton eompBit.

Co<KrK(on compUii.

ComractencompUit. No um of backup upit; Data b

backad up utlni dJU-dii* and block-block ripOcaiion to

allimatt lecadont lor prepir rico^ry.

Thi application mutt pro«4di ih (6) caiifcrlit of riponi/guirlit
capaMDtllt It fdlowt;

* Audit RiporuAook Upt (0 btclwdi but not Imltid (o: OltpiAiii
'compllanci with iransmltilon of dbpinied dau on a wiiUy bath.
Obpmur't non<ompBanci with (rammlttlon ofdhpinsid data on a
wMUy bath; Rifittradon of PriKrIbirt and Oiipiniirt.

* ThnthoU RiporuAook upt to bidudi but not Irntied to: Nun^r of

prucrlpdont dtepmscd. numbir of Prnolbirt utid, and numbir of
dtarmaciet utid In a detlpnatid drm pirlod. Thi cHtitIa may bi addid
toorchandaddnrtbrw. AriponlvnctlonforthltKtMiylsrigubidaAd
mutt iIlM* for paratmtiri to bi char^td.

Prevldif RiponAook Upt to Includi to Inciudi but noi Omftid to: Al

patNnii and darrtocrapMo: nami, blnhdad. addritt. all dru((i) namai.

ttrinrh- Quanttty. nfti ttatut. iB priicrloUonft}dlipiniid by date,
pharmacy namatt) and addrittis. ran(i of itart and uopdatit for rBM
priicrlptloAl; pro<rldcr(i) nami and addriu.

Pharmadtt RiponAoOk upt to Includi but not Bmliad to; Patlini

dimoraphici at abevt, dru(|i] dlipiniid to data; ptaicriptlort(i) wrftttn
and data, drup tuancih, ouantby, rifU ttatut, and provldK dimofiaphici
it abovi.

Pailini fteporiAook Upt to Indudi but not Rmliid to: Patient

demetraphlct, drufti) name, tuir^\ puanclty, dait pnurbid and
dhpiniid and rtflB lUtut.

law Enforctmmt RcportAook Upt tolnckrde but not llmhtd to: Report
wQ bi I Query timplati bated on whit h ripvittid end ipprovid for
riliati,

Cont/Ktertcompuit. Conuac(ori Hiilih vtUtid

Tabtiau at lu primiry data mafytlt tool Tabliau b

ricotnircd at an Induttry keidir in the dau analytlci and

vliualluiJen iictor. Pharmacy compllanci b ihroufh
Tableau. Threthold Reporu and Provider Reporu art
both cenulrwd with AWARiE

/  D»
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ft).S

93.T

C«(vwd R*poru i>ut (low Umtv wkh tht •ppreprUw r1|hu Mud m

thtb ucurtcy ret* m ui*<i rtpert cdttfU tt l«aewlf«:

* ^retcdotleniprMcrbtd leinledMdMibrdruityptdrtt^uptnod:

* MicdpdomdbpertudtoiAlndMdMlbvdruf tvMbvleotloAPvtli^

p«riod:

* ̂ r*i<rlpOen>dh«*nudbyd'uf(YP*byilrn«p*rted(uifiuiurr]:

* Pr*Kdption utndi by lOMtlon (u* •bo««) by iVn* ptrtod (wmRury);

' rburki *i«<uttd by d«i« by (Im* by

* UMlruof iwlAorlttd tofbu. nirn*. (niiry. IC(*U hHiorv. irU

e;9lraUon:

* MdMdvcb visldni» mublpl* pr«KHbtr> lod multJpl* phirmackt b*ud

on I d«nn*d Ihrnhold In a ̂ n |d«fln*d) period:

* PrtxrtpOoM preialbtd by a uktiad bretcHber by data. Mun adew

the Stai* the abtScy to put in the dat* ran^e dtdred;

* Hlthr1Ulndk*tort;danf«rou*dru|con>binaiteni(*4.b*niotand

opiolds): mublple pnycrtbari/pharmaciM: and hifh MME:

* nt*appaeatlon<TMipre<i<dti)uablOtYlor(h<U>*fioutaav»r(evt

t*0|r*pMc ireit |lew^ Cowncy, Region. eu_) with camttd. ad-hoc and

euitemlrrd r*eortt. ^ '

Applcailon mutt have a uur-f/tandfy query too<

Uun with the aoproprtaia righu/prMUgM mutt have the abOMy to

execute queries against th* daubau.

Usen wfth the approprlai* r(ghts/prMI*|ts must have the ability to

execute standard reports, to execute ad hoc queries, and to create custorr

reports.

System U able to expon al reports Into Excel wlihout requWr^ lunher

modlflcaiion o' formatting, iabeBt^ or manuai manipulatlen In EKci.

The Vendor than understand, accept and adcneudedge that the data

coliected. malAialned and used wfthln the oplc/POMP system is owned

by the State of New HampsNre. The Vtrtder shall alow acceii to *0 dau

and clemertti in a simple manner u wefl as raw dau extracts.

The ippOcatton must Integrate with MS Word (version 2010o< higher) irtd
have the ibUtY lo lattcrite up to 20 lempiaie documenii/liiiers that can

be etttalcd Meetly to Olspenstrs.

Sundard

Standard

Sundard

Contmctors compBei. Contractors Heahh uilSitd

Tabieau as ks primary data analyils tool. Tabltau Is

recognised as an Industry leader in the data analytics and
risualratlort sector. Pharmacy compllarKe b through

TaWeav. Some rcporullsicdareivatabtelnPMP

aWARxE and/w Tablaau.

ContTKtortcompiles, PMPAWAAxEisa user-ltlendly

qvefytool..

Contractors compdet. Uurs with the appropriate

Hfhu/prMieget have the abWiy to taecute queries

i|ainsi the datibeu.

Conirectors compiles. Users with the appropriate

rfghu/prMleges have the abUty to execute standard •
reports, to execute ad hoc queries, and to create custom

reports.

Contractors compiles. The system Is able to export aB

reports Into Excel wlihovt requirir^ lunher modincation
of formatting iabeiij^ or manual manipubiion in Excel

CeruractoacompHes. Contractors uttdersundi, Kcepu,
and acknowledges that ih# data collecied. mabKikied

and used within the OPIC/pomp system is owned by the

Suie of New Hsn^shir*. Conuaciors win aBow Kceu to

ail data and eiemenu in a sJmpi* mamtr as wtB u raw

dau extrKU.

Conuaciors complies. Ttmplaitslht within the
ippOciiion to alow lor distribution to Obperuers.

B40o ebere Seemh end Query Peorurex ( •

14.1
Tht appdcatlon must have fuiry logic, soundei and wDd cards March

capabflltlet. Uarchrcsulutanbe prlnied;
M YtS Standard

Conuaciors compiles. The appRcatlon has tuiiy logk,
soundix and wDd cards March capablltles and search

lesirlii can be printed.

-M

r^y
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84.2' TtM ippDeitbn muu aRow (ht uMr to do (uO-itrt ttarthti M Yei Sundird

ContrKton prmldet partial and full March bated on

Flrtt Name, Uu Name, D08. Additional floMt luch ai

SSN. DrWer'tUcenMi, phone number, and 19 dale art

iho avaOaOia. Coruractori wB vrork with the tiaia to

doflna lul ten Harch raqulramenu. The State ihould

contldar the relevance to patient matchlnq when

deierminlni tcopeof the Mirch Indeidnf and amount of

fabe potftlvci* that may bt produced in laarch retulu

whan comamplailni ful tan taarch optlcru.

84.]

Th« appOcadon mvst a8o« utafi 10 drffl doon on tho loiuiti o< patlont

atarthot to too pharmacy «im4. 8f«t<rlbti. prtKripUotu dhpcruod by

data, drv( nama. tiranfth. and quantity

M Yei Standard

ConUKtoocompllat. Tha appBcatlon alowt vtari to
dria down on the ratuiu of patient Marthas to tea

pharmacy utad, Ptetcrtbar. praicrlptloru ApanMd by

data, drug nama. ttrangih, and quantity

84.4 nta application mww dbtlr^utih gvary capaMltlai baaad on wiar rolea. M Y« Standard ,
Coniracton compiiti. The appButlon dbtlr^ubhet query

CipaWBtlai beted on uMr rolet.

84.S Al quatlat m«u 8a lo(|ad. I/Kkinq uiar and tha flaldt quartad M rei Standard
Coniractori compllii. Al qutrlct are logiad. trKkIng the

uiet, and the fleldi queried.

84.8 Tha utai muM havt tha option to prtm quary raauitt M Ym Standard
Coniracton compliei. The uMr hai the option to prWu

query reiulu.

84.7

Tha appBcailon mwu aBow authorbtd OPIC/^OMP Adminbtratori/ itaN

to laarch, corrtlaia. quary. artd match racvdt on al varlaUascontainad

In tha racerd m order to dbcmtr bwancat in which tha racordi oT a tlnfla

padam arc mbldandnad aa hainf tha racordi of two or mert padant*.

M Yet Sunda/d

Coniracton compOci. The application aiowiauthorlrtd
OflC/KMUP Admlnbuaton/ uaff to March, correbte,

query, end match racordi on a8 varlaMat contalnad In

tha record In order to dbcovar InnancM In which the

rocordt of a lingtc patient are mbldanilflad ai being tha

records of two or more patlanu.

84.8

Tha appOcacbn muit aDow authorlicd hvaitliaihra uiari (Piubmft a

raquui. with appHcaWa documerttadon. ucuraly Tor tlata (14. padant

record, prawlbar Muory. dKpantatlon hlttory).

M Yh Standard

Centractortcompllei. The tppleatlon illowt aulhorliad

Irwcttlgailva utan to tubmii a requeu. with appBcabla

doeumaruitlon tacvrely for data.

84,9
Oita that hai paitad tha chccb lor accuracy and complatcnati (hi8 ba

accatilbla louMr* m loonat pmiUa after lubmlulon.
M Yet Standard

Coniracton cemplat. Data that hat paiMd tha chacki

for Kcuracy and complaicnaii b KcetilMa to utan ai

toon ai pottlbia after tubmlstion.

84.10

Tha tytttm mutt pro«1dc the abOty lor a praicrbar to Induda the

Mormailon obtainad Irom tha lyMcm In tha patltni'i medical record (hat

Inchidei both the aWDty to print and tcan into the record and/or throu|h

tlectronk health lyitem Imesraiion.

M Yet Standard

Convaciert COmpDei. The tyttem provldci the ebHIty for

a preic/lber to Induda the inforrrtatlon obtained from the

lyilcm In the patleni't medical record.

84.11

The lyitem mutt alert prcKrtban and dbpenaeri In IdetidMhl ai-rbk

MMduab when dielr padcnu mofi certain rbk uKerU for the purpOM of

miUnq educated health cart dacbioru and/or referrab to icrcanii^ or

tieaimom tarvket by dbacthr lanlni iha paticni chart when thay have
met/eueeded iny ai-rbk ihreiholdi |e.(. Nfh MM£; eortcurrent

opbid/bcniodUiepine fU; end mufti preKrlbar/phermacy).

M Yet Standard

Contrxion compuat. with Coniracton' NanCera

praKrCMrt and dbpcriMrt ara alarttd to help Idantifylr^
ii-rftk IndMduab when their patlenit meet eanain ibk

criteria lor the purpoM of making educated heatih care

dec Worn end/or referrali to icreenlng or ueacment

tetvlcet by dirxib ugglng the patient chen when (hay

have mat/exceeded any at-rlik ihrcthoidi.

84.1]

The lywem muii alow a preKrlber to query the tyttem to view their

curctni and penpactlva paileni'i corM'Oled tubuance data 11 well ai

their prncrlbinc hbtory.
M Yei Standard

ConirKton eempllai. The lytiem aOowt a pratc/bar to

quary tha tytiam to view their currant and panpectlva
pttltni't controlad tubttanca data ai wel at thaV

prticrlblng Muory,

84.1)

The fyilcm muit eBow dlipetueri the ablDiy to query tha lyucm tor a
currant patient to whom the dbpanserb dbpandr^or conildarlr^

dlipanilnq arty conirolad lubitanca.
M • Yei Standard

CoAirKioncotnpllat. ThaiyuemanowtdbpanM/siha

ablliy to quary the lyttam lor a currant patient towt«m
the dbpansar b dbpantlng or corttldtring dltpanilng any

conirollad lubttaflcc.

84.14

Tha tytum mvii provide the iblltv to lancrate a praicriptlon hiuory

report to ba provldad to a patient and a raport of who hat queried the

lyilcm for e peilerw'i preterlptlen hiuory. The laporu muit be prlniabie

end eWe to be etearonkoDy dbirtbvied.

M Yei Standard

Coruracton eompKet. Coniracton pro>4de> the loeb lor

the State to gcnaraia the Information and Suta can

dattrmina Iha method of dbtrbvtbn.

85 fn(er9p«r«MOi>-/(fl«0rartoA
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8S.I

rM VtAd«r ih«n ptnnl< tftt CIC/POM^, without (ttuKtlOfu, (o Mcurtiv

Imctnu ih« O^C/POMP lytiom with CKRs. phirm*cr

syiltm BAd BAY othBr ptnles Ming KxCmclt. Obiowby, or the

tyiltmABl.

M Yes Sundard

Comractors compUtt. Contr>ctcn wU aoi rettnn

secure lAtetnilon to the NH POMP. Tho SutB should

consider that an inieffttlen with the NN PMDP dlrccitY

miY not alow for muRi-itatt Marches. Intetriiloni
conneolng through an approved hub must adhere to

rviai of hub(i) for muiU-tuie data and stata tpcdflc

rules regarding data um. Mdltlorkal costs may apotY'

BS.I

Tho VBAder UmII provid* tKhAOlO(IC«IV w iBCintBtt iSt lAttrOpBribidCV

of IhB lyntAi, without rtttrtctloA, with other sutu' prcKrlptiOA dnj|
moAherlAc tyiiimi md BltctrOAk htBlih InformBtton B«h*A(B irtttmi.

M Tis Sunda/d

ContrBcton wlB amply subjtct to lunhat ciartllcBtion

becBuM this rtQuiramam may creaia poteniiB) FedarB)
datB prIvBCv risk. Cost wll be subject lo lurthtr

diicwtslon with the Suie of New Hampshire.

MiMilfrBgntata froturti

K.I

ThB tppHcBtlOA mvU hBVB ih« BWOty to rKoanlit iSfhtV different but

PMleni (tcerdi to Bveid dvpOeate dau tniry/r««ord> «nd iBow the

AdmlAbtnteri the BbCltv to rrdow/nwriB/delett/BUBpi rtcords ihii lal

Into ihta cJietory.

M Yes' Standard

Coninciors compiles. The appdcatton has the abllty to

rKOgnlie slghtfY dlflcrem but sbtslar Patient records to

amSd dwplcalc data erury/records. Admlnistralers have

(he ablltY to revlew/mergc/delcie/Bcccpt records that
(an Ime (hb category.

B&.2

The BppOcBClon muii bBow lyttem Adndntnrstort the bUNy to March,

condBtt, QuefTBAd miuh records on bB vBrlabiei conulAOd In a record

In order w dbcerer Instancet In which the records Of a iln(lB oaUent are

misideruined as belrv ihe racerds of two or mori patients.

M Yes SuAdard

Contractors cemples. The appCcaiionanowi system

Admiitbtrators Ihe aWllcy to March correlate, qucfy and

match racords on variables contalrsed in a racord.

^DB
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»A.i
Umh nwa htvt'iM MOn to Mlffftbttr tAd rtMl ih«ir pauwordt
throu(hih« tpfawttoA

M Vtt Standard

CorttrKtert cempfltv Users have tht abiOtY to s«l'-
rtglttar and raitt thtli patiwords iht

K.4

Tht •ppOcitlon mult ht»« (IM •MDiv'0'r«slminu to Hktt * mibi
IktAtJns rol< (t.|. MO. AMN. PA. OMO tic..) it wel it lumcitrtt tub-

totdtltv roitt per Ictiukif rolt. Tht lub-tptcWTy rokt (i4. ttcond or
third Utr) mutt be tvaliblt. »t Ipproprittt. tor tKit rett M Ihil Hcemtct

un bt UWittd tnd compirtd rttptctfuOr tplnw Uwir ipproprtau

pton.

M ret Standard

Contractors compdtt. Tht application must have the
abllty lot rtglstraAit to itltci a main Ictntlre relt aid
specialty rolci.

S6.S
PMP AdmMit/tran mutt biv* tht tbUty to pott tnnounctmtnu ert tht

hemt ptftoftht ippBctUontoUttrtiMthtmwhtnthtriosln.
M Vh Standard

Contraaon compOtt. PMP Administrators have the
ibUty to pott anrtmmctrrttnu on th« hcynt page of tht
ipptcatlon so Uttrs set them vrhtn thty log In.

M.«
Tht tppBcailon mutt tOow Srvki to w«b iltai/p*|n to bt InitRtd oa
tpproprltca pt|tt/leettlei«. 0 Vtl Sundard

ConCTKiors compllts. The application allows Bnlis to web
slles/pagti to bt Inttttd on appropriate

B6.7
PMP AdmMwrttors mutt h»M tht tbdlty to modify dju m tht dtttbtte.

Tor tumpit, Otmcfrtphk lA(omuOeA.
M Ytl Standard

Contractors compllts. PMP Admlnisitaiors have the

^ItytomodUydJUInthtdaubast. Fortxan^pia,
OtmograpMc Information.

s&a
Obptrutn mutt hty« tht tUBiy to corrtct dtit whtn thty dtttrmbtt Ihtt

Incerrtct dau «rai tubmitttdUa tht wttk)y tramftr tit-. M rat Sta^rd
Contmaon compllts. Olsptnttahavt iftt ibUiy to
rarrfci dau when thty dtttrndnt Ihtt incorrta date

S6.9
Mutt h»wi tht ablltY to upload Uctnttd druf prticrlbtr and Oitptnttr

dttalb from tht Stitti' tibtin| Uctntlni appOeatloni M rti Standard

Contractors dtlirtri this feature today wlihU states thai

have tftt abllty to impitmtni the Irucgraiton web

itrvlct. CorttrictorswIIwortwlthihtttilt'sthlrdparty
Iktmlng vendor to perform the devtlopmeni needed to

meet tht rtqulrtmtni. ifAvhtn tht suit knpltmtnts a

web urvlct. Cont/Kion will code le the sptclflcatlons

put forth by Iht sutt to KCompQsh this rtgulrtmtnL

U.IO

Vtnddrt mutt havt tzptrltnct prmtdlr^ PrttcripUott Drug Mantftmtnt
toftwtrt toivtlont. Tht vcrtder mutt bt capaWt of creating and txKvtinc
a pro)tct ImpltmtnuUoA plari inciudlni Intullatlon. conflguaibn.
iraMni, and pest lAitallatien tupport Indudlt^ mtawrtt to ittt and

verify tuccttshri depiprmeni.

M Yet Standard

CenUKtoncempQes. Conuactonhasvasitxptrienct
prodding Prtscrlpiion Drug ManagtriMni software

sohitioru and h ctpabit of crtathg and txacvting a
proitci bnpltmtntailon plan indirding InstalatloA.
conflfvrailon, training, and post Installation support

ncludlng maasurcs to test and verify succtsiful

deploymtni.

M.II

)PlC/POMP.tdmMstratert mutt havi the abiBly lo monitor high rttk
mandatn that Inchid* but art Ibnlttd to: oploidt for tcult paln. opWdi

lor chrcrric pain; high MM(. concvrrtntfy prticrfbtd pploW and

btntedlitapint and multl provWtt and phacmKltt.

M No Putore

With the deployment ol ASAP A.Jb In W21 which

provldtt the dtu ilemtnu lor capturir^ opiolds for
Kuti pain vs. oplddi for chronic pain. OnC/POMP

admlnblraiors wlB have tht abOty to cebta tht data
needed to monitor these tddltiorul high rbk mandates.
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HARDWARE REQUIREMENTS VENDOR RESPONSE CHECKLIST

State Requirements Vendor

RcqlV Requirement Description

M-

MANDAT

ORV

D-DESIR

ED

Vendor

Resp.

Delivery

Method
Comments

El Equipmem

El.l
Vendor must to identify all equipment

required to support the proposed solution
M Yes Standard

Contractors

complies.

E1.2

Vendor shall identify all 3rd party tools

required to support the proposed solution

and indicate if licensing costs are included in

the pricing

M Yes Standard
Contractors

complies.
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HOSriSC-CUHJn ttEHealag Clout OUIREMEXTS

Stalt(Uqilnat«» k'tader

Rtql Rr^airtnMl Dmrlpllw

M-

MA.VDATO

RV-

OOK.SIRC

0

V'eedet

Rnp.
Dctvrry
Methed

Ceameats

III Offwitu

41.1 Svu«m mutt bi hostd by thi Vendor M Yes Sundard
Hosted end maneaed ei Ameton Web Serdcis In mulUpte AsbUabOiy

Zones

H1.2

Vender iM nulnain • mcu* honlrt *n«4rwwn«ni provldk^ »■ ntwutrv
KwAaratt. t«<(wir«. (Ad (numei bmdwldUt to nuni(e ipptutlon end wsowt
UMO with oermbilon hiMd leflru'.

M Yes Sundarc Conireeters comples.

K]J Sut* icctu win bi vti VbN or Srowxr M ' Yet Sundard Contriaort compbes.

H1.4

At Uw OfXlon. Mtherlied iNrd ptriki moy be |lvtn bniied *«<eu by Uw
Vender to ceruin (eveli of the Sute'i lyiitm iluogfn the VbN or Vvo^b • teointe
network connection ihri m««ii the Vtndor'l toeclflceilont,

M ' Vet Sundard Contrtcieri compbes,

HIJ
Tbe Sute wQ be rcsoordibit for edulpntent. Ubor, tnd /or tcrvlct* neccuery to let
up end melnuin tbe Internet connecthfty at the Sietc tn^or other itM party ihet. M Yet Sundard ConVKters compbes.

Hl.(

Vendor wID net be rupo^Jble lor network connection luuei, problem or condbiM
•rtilnf from or related to circwmttancM ouuide the control of the Vendor, ei;
bandwhRh. network ottiatet and/or any other cortftlM erUlr^ on the State't
mternai network or. more cenemiy. ewulde the Verrior'i Arewal or any Luues that
are the retpenelbniv of the State internet Servtce Orevlder..

M Yes Sundard Contreoon compact.

H1.7

Vender ihaD provide a aecure Clau A Oau Ccnur pre»ldlr« e^rlpment |k«hidlr«
dedlcaied Mrvenl. en orvilie 24/7 aytieni opereter, mana«cd rirewall iery4ctt. and
manifed backup Servicet.

M Yu Standard
Hosted ind manj|cd at Amaton Web Serdcei In muftlple AnltobtliY
Zones

H|.t
Oau Center Air Cenditionlni - wed to control temperature and humUKy In the Data
CeiHtr. Temperature rineei ihall be between U and 7S *T. Id Yes Sundard

Hatted and maniaed at Amaton Web SeMces In midtJple AveUabUiy
Zones

HI.9
Oau Center Humidity thai be norvcondentlnf and be nuirkulned between 40-SSM
'whh a mailmum dew oelni of 62 'F. M Yes Sundard

Hosted and nunaied al Amaion Web Servkts In muftipie AvilbbUliv
Zones

HI.IO

Oau Center backio Pvv ' unimenvptlble power agppbet thab be tited to twtiln
contputcr tyttems and auodatedcomponenu lor. at a minimum, tN amouru of
time b lakes lor a backup ftntrater to uka o«tr prpaldlrv power. Where potslWe.
Mrvto thiB contain redundant power tvpplici connected to commercial power vU
leoarate Icedt.

u Yes Sundard
Hotted and marujed at Amaton Web Sendees In multlpb AvylUbUliy
Zones

Hl.n

Oau Center Ccneriior - ahall be sufflclcni to twiain computer lyttcma and
auocliicd compOTMnu lor. at a minimum, the amount of time It takes for
comrrterclal power to return, Fuel urtb shall be brie enou|h to support the-
Kneriierai -full leadfor a pertod not test than 1 M days of operation.

' M Yes Sundard
Hosted and manaftd at Amaton Web Servkts In mvlUple AvalUMIlty
Zones

Hl.ll
Oau Cenur Floor-A raised floor It required lor more unnorm eb drculailon In the
form of e plenum for cold air as web as to provide spece lor power caWb^ and
wetneii morVtortne.

M Yes Sundard
Hotted and manafed at Amaton Web Serdcei In midtlpb AvaUabUiy
Zones

Hl.lS
Oau Center Fire Ptetecdon System - fire detecton In cotVunctlon with suppression
taseowi (ysiems must be InwaBed to reduce the rtek of lou due to fire. *a Yes Sundard

Hotted and mana|ed at Amaton Web Scrvlees kt multipb AvelbbOiy
loncs

H1.I4

The Data Center must be phytkaby aeeurtd - restricted Kcess to the slw to
personnel with conireh such at Momrrlc. baddc, and othars sacurtcy sotutlom.
Pofkias lor irantlne Kceis mwi be In pUce and fodpocd. Aeceu shaH only be
rranied lo ihote wlih a need to perform tatki in (he Oiia Center,

M Yes Sundard
Hotted and manaied at Amaton Web Services In multlpb AvelbblUiy
lones

Hl.lS Vendor must monitor the applicaiion and at servers. M Vet Sundard Lcvcrait muKlpb software nsonliorki lahitloru

Hl.lt
Vendor ihab rniniji the daubascs and tervbts en al servers located at the
Vender's faciniv. M Yes Sundard Contractors compbes.

•OS

/
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HI.17
Vcndo' ihtn lM»l indupdiia •IlMrv*rp4icht>. wpdaiii. irid other «rtlUil«wl(hln

10 tf*r> o' 'torn the nunUKturtf.
M Yea Sundard

Criikal vulrtcrsbntics wl8 be addressed and tested wltMn 7 days.
Barrtni any urdntertded side eflccii with system funaloAabty. the

patch will be In production within lOdsyi. High vulnerablltks with be

resolvtd within 30 days. Medium and low vulnoribllltici will be

tcsoNed quarterSy.

HI.IS Vender ihill rttenltar Syittm. teotrfty. end ipeScailon lop. M Yes Standard Centreciors compdes.

Hl.lt Vender ihiOtTunife (he thirtnf of dell retource*. M Yet Sundard Corit/acieri compBes.

Hl.20 Vender thad mantie daly bxliwpi, ofl-ihe dau weraee. end reMort eoeretiorii. M Yes Sundard CentrKton cemples.

Hl.2t The Vender theO mentlor phyiiat herdweri. M Yes Sundard AWT Shared Reiponslbmiy model.

HIJ2
The Vender thel reperi any breach h lecurltY to the dMO Prosrim Mana|er arliMn I
hn oT time that Che vendor leami e( occurrence.

M Yes Sundard
ContrKters wBl report any breach In security to the BMP hregram
Ma<ii|tr within 2 hrs of time that the vendor itarni el occurrence.

U} Ktrwrrry

M2.I
Vender ihad cerrferm lo adeouale dbaMer recovery procedures it defined by the

State ol New Hampshire.
M Yes Sundard

CoMmctori Health tStOnes and mlidaics yearly a dculted disaster
recovery pelicv end plan that aBgns with doud architecture best

practice end Indirstry best prKtiee.

H2.2

Vender thafl have docwnenied dbastcr recovery piarts that address the recovery of

lost Sute deia as weS as their own. Syitems shad be arcMtected le meti the defined

recovery needs.

M Tei Sundard Contractors cempBes.

H2J

The dhaster recovery plan shall jdeMlty appropriate rrveihodi for procurlni
addliiOAal hardware In the event of a component (allure. In most lAiiatKei, lysiemi
shaB offer a level ef redimdancy lo the loisef a drtve or power supply wffl not be

sufflcleni 10 lermiAatc services however, these failed COmponerKs wS have to be

replaced.

M Yes Standard

Contractors Health Imptemcnu highly avalaWe and Isult tolerance

detl|tu bated on doud architecture beti'practke that Inchrdet a
defined creu regien dbastcr recovery pcUcybascdon avtomatlOAand

Mratiruciure si code.

H2.4 Vendor shall adhere to a dellned and docsinsanitd back-up schedule and procedure. M Yes Sundard

Al wlumet and penbfencc solutions In the Contractors Health

ecosystem arc dbtrlbuced and higldytvaBable. In addition aviomatad
processes are in pbcc to ensure recoverable srupthots are Uktn to

meet ITO and HPO cequbtments.

H2.S
SKk up copies ol data art made for the purpose ol laclDtatlr^ a restore of the dau
In the evont el dau lou or System laRure.

M Yes Standard ContrKtors Health leverages AWS Technologies

H2.C

Scheduled bKkups of al serven must be completed refularly. At » mMmum,
Puehost servers thai be becked up ni|ht>r. with one dally, one week>r. artd'one
monthly backup stored In a secura location to assure data recovery In the everu ol
dhailtr.

M Yes Sundard

Al idbrmet end perstatence soluilons et ContrKtors Health run

automated proceiaet to ensure snapshots art taken on i icheduled

basis daBr and stored In a iBstrtbutcd data store,

H2.7
The mtnlmum accepuble frequency b dlffccentJil backup da>y. and complete
backup weekly.

M Yes Sundard Contractors compOts.

K24
Tapes or other back-up media upes rnust be securely iranslenad Imm the she to

another secure location to avoid complete dau less with the lots ol a fadllrr.
M Yet Sundard

Contractors Heahh bKkups arc stored in AWS S) dbirlbuud ecross a

minimal of three avaUabSty tones (dau cenur locailons).

08
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H2J
K SUti dtu b p«rMAttr UcaUAiWt, dtti mun b« tncrvpittf In iSt op«ntlon

iiHtrwwntni ind on a*ck up upti.
M Yes Sunsll'd

Contfbcton Health luppero TIS 1.2 tnniport tncryptien. repubtt SSI
lor ad Internal cemnHmlcatleri and autemaiot and awdbi AES2S6

tncryptien at rest acrots al iiorMc-

K2.10

04U t<co*tnr*tnt>tt«K«ni th(irowwt«vbiek uchobti b*ckupbnotwfnci«niio

ntcmc' Sum Dtu. ttw Vtndot thta tmploy t)>« um oT ditthtu lop In tdOHion to
Ptduv mtdlt In iho mtorttlen el tlw dtubtwit) ta tliord t mudi dour le '««!•

ibnt rocetfY- To do ihh. lop mutt bo rnovtd cfl iho vplumo conuMnp iho

PabiM with • Iroeuoncy to mtieh iho builnou nooP.

M Tas Sundard

Corvractort Health datrlng houM btukt and audh procats tuppoN

IPO. Oauhtte tnlrastruauro abo supports near realtime repOutlon

to rtpUca bituncat.

HJ ttmwt Arrkhtclan

Hl.i

tho Vendor Riisi opoaio hottlna SOf*iu»on « nciwert elloflnp tdteuoti
porformtncotomrct thobwtlnourepulromonufer ihoSlitoippluilon. For Po
purpOM e< iNl VP. •doeual* ptrlormtnco l> OolnoO M MM uptima, «M*inhO ol

tho rciultdy KhodUed malntonanco wtnOow.

M Yet Sundird Cont/aciort cemplet.

HI.]

's

Die Vendor thiH prooWe noiwod redundancy doomed adequate by the Siait by
auurVif redundant cannocilont prarWed bymuhlpto iniemel Vtndon, lo that a

Ullvirt ol one ktiemei csnnecilon <*111 not Interrupt accett to tho State application.

M Vet Sundard Cont/acion compiet.

H1.J

Where redundant conmeciJone ire not provided, then the internet Vendor who

proUdet tho Internet Mrvke to the Vendor mint have their leMce tuppotd by a

providerli) that hat muMplc feedt to enture that a laburc In one ol the ler|tr
carrle'i <da not came a laHure el the Staie'tScrvkc.

M Vcs Sundard Cont/Kiori compiet.

H).4
The Vender' rMtwerS trcMteaure mwii indude rtdwidancv ol router* and iwttcho*

In the Diu Center.
M Yes Sundard Comracton compBet.

MJJ

Remote ecceu thai be cmtombed to tho Suit'* butlnou applutlon. in Inwaneet
whore the Suit require* acctis to the applicitlonor urver •riiourceanot In the

3MZ. the Vendor ihefl provtde remote dttkiop connection to the torver ihroufh

loctoe protocoli luch et e VIrtuol Privata Neiwort (VPN).

M Vet Siatdard ContrKton complas.

114 Uaaimt Xfnfitr

H4.I
Tho Vendor thai tmployaacurliy miiturci cniuce that the Sute't application and

data h protacied.
M Yes Standard Coniriciort compfiet.

H4J
H Snte tlau b hotiad on multiple torvort, data Mchar^n between and amonf

urvcrt must bo tncrypitd.
M Yet Sundard ContrKton compBet,

K4.)

Al lervtri and dovktt muw havt currently-iuppentd and hardanod oporatinq
lyilcmt, tho laiati anil-dral, antl-hacktr, anil-tpam, antStpywarc. and antl-mahvara

uilSik*. Tho anviroruneru. a* a whole, thai have aprtuhe inirvtlon-doiectlon and
flrtwali prottcilon.

M

V

Yet Sundard ContrKiert compBct.

H4.«

AlcomponcnuortholnlraitrwcturcihaliberrAtwad and teitod to enture they
protta the Suit's hardware, tdtwaro. and lu ritited data attau.Tctu thai locus

on the leehnlcil. admlnltiratho and phytkal security conirolt that have been
desifned Into the Syiiem irchiteciure In order to predde confldentUltY. kneidcv
and avtOablUtv.

M Yes Standard Cortirtcion compbts.

in the dmolopmeni or malntinance el any coda, tha Vendor thai ensure that the
Scltware b Indepcndenihr verlDed and valldaied uiln| a methodolofy detarmlncd

ipproprlait by tha State, hi tolTwari and harihvare thai be Irte ol millclout code.
M Yes Standard Coruractort compUet.

M.S

The Vender thai netly the executive Director el the NH Oflbe el Prelettlonal

Ucenture and CtrtincatJon of any tecurtsy brtKhei witMn } hn el time verier

laarM of oecurrenct.

M Vet Sundard

ContrKton Health win notify the CxKuthe Director ol the NH Oflke
al Prolitilonti Ucansure ol any tKurlty braachet wtihln I houri ol

lime we team el any Kcurrtrietit).-

M4.T

The Vendor shall ensure its compltte cooperation with the Statt't Chief Information

Olfcer In thedttecUenol any lecurliy vulnerablDty ol the Vandor* hosilrq

nfraiiruettNt and/or the iMlcition,

M Yet Standard ContrKton cempBei, ^
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TlM Vtndor iJui a* ictctr ■•Wt Iw <mu ntocilttd wlthtny brCKh of Sl«U dtu
iWMd (heir loc«Uon<i) lnchi«n( but riM Btniud lo nodfluUon «nd ttri danuftt
umuM bvthi uuro.

M Yet Sundard Contracton eamplci.

H4.9

nt« Vtndor ihtl iulh«<Ul 1)m Suti lo ptrform ichtduM tnd nndom Mturttr
tudhi. InduMw vutncftWItv •imimtAU, of th« VMder* houlr^ MnwructM*
>na/or ih« *«0Uu(lon ueon roount.

M Yet Sundard Contraciora (ompdtt.

H4.10

n* Vtndor ik«l pr««4dt IWt dowaloo ind luporculon tyuiim. phytkM Mcurlty of
«fld Mrtiirvctvri toturtty of th« piepoiod hoitlre fKBiiy. Tho wnfrotvntnul
uiopon OQulonMnt of iho Vtndor wtbiitt hotUn| latllTv: pomti tontWMnt;
HV*C Uaj.-atnttior mutt t* KCtpuWt 10 tht Stau.

M Yea Standard ContrKioracompUti.

nsst

HS.J
n«t Vtodoft (ytum wppen tnd mtlnttnanct (h*a commtnct upon i><t (Mtotlvt
Otti tnd tjiund (hmufti iho and of tn* Contract um, tM any trttntlorM Ihtrtef. M Ytl Sundard Contracton cempPtl.

HS.I

Maintain iht htrdwart and Sofrwart In tccerdanet wUh Hm Spocincatlon^ ttrms,
ind reqilrtmtnu of cM Cantroct. Indudb^ proridli^ upfrodt* and ftKt ti
rtqulrtd.

M Yet Sundard

1

CoAincien cempltt.

HSJ
Kcpak or rtplact tht har^art or Software, or any portion Ihtrtof. h thai iht
SyMtm opomn In tceordanet with iht Spcdfleationi.'lormt. tnd rtoulremtnu of
ihtConUKi.

M Ytl Sundard Contracton compOtt.

Hii
Tht Suu ihail hrm unOmJitd acctu, via phono or Cmal. le iht Vtr^ itcMcal
tuppon liaff bttwotn tht houn of 1 JOim lo S^Opm- Monday Ihm Friday UT; M Yet Sundard

Contracton Health'i cal ceruer b tqvlpptd lo handb aP tuppon call
from • SAIPM (atiim Sundard TVnt. Monday ihrot^
Frtday.

K5J

Tht Vendor rttponM ilmo for u^port thd conform lo Iht tpoclflc dtfkkKY dau
aadticrlbtdbolow; o . Cbu AOtfklcncY - Software • Crhkai. dotinoi alow .
Syutm 10 optratt. no wori arptaid. dtmandi Immtdbie Kitoiv wrlncn
Oectanonta^ • mhilni ■%nlflcatti ponlortt of Mormation or unlmHB(Mt to Stait:
Non Softwira • StrMeci wort IntdtOutlt tnd rtpuirt rt-porformtnce of tht Stnrlct.
0  Claw 1 Otfidtncv • Software ■ knperttnt. dott not uop optratlon ind/or ihtrt
!> 1 wort tround and iwer can perform ia>b: Wriiitn OecumeAUiiort ■ ponlora of
informailon art mluint but not tnou|h u mtle tht documeni unlnttBtlbft; Non
Software • Strvlctt wort dcfkitnL rtpulrt rrwortlr^ but do not ropubt rf
porformtnctofthtStrvkt. o OauCOtfidtney-SofiwarfmMmt^coimctk
in nature, minimal effect on Syiltm. Ipwprlotitvan^feruitrcanuM Syittm;
Written Oocumtnuilon • mMmtl char^tt repulrtd tnd of minor tdALr^ naiurt:
Non Seliwart ■ Strvktt requite only minor rtworklrti and do not rtpdri ra-
performance of the Strvfec.

M Ytl Sundard Contractori compact.

HJ.t

At pert of Iht Sefiwa/t mainitnanct i|rt«mtni. ongolnf wftwart malnitnanct tnd
tuppon Ittuoi, thai be rttppndtd to Kcordlni lo the fodpwl/^: a. Clati A
Otlldtncitt • Tht Vendor thai have tvalablt lo iht Suit orwai teiephont
iitbtanct. wtih litut trackUtd avillabit 10 Iht Stale, tlfhi II) houra per day and
tevtn (7) dayi t wttS with an itnall / letephont rttppntt wllhin two (2) houn of
rcpueii: or iht Vendor thaP prowldt lupport en-iitt or wlih rimoit dlairiMik
Scnrlcti. within Iota H)bi0lntiih«uri of a rtqvou; b. Cteu IA C Dendondtt
-Tht Siait ihifl notify (he Vendor of tuch Ocfldendei durlr^ rttulir butineu hetaa
end the Vendor ihtl rctpand bock wUhln lour (4) hounofneilfKaiionelpUnnod
(ontctho octlon; ThtVcndorthiUrtptlrorrcplactSoflwart.ttWprpvldt
rnainitnanct of the Software In Kcordtnct with Iho Spttlfkeiloni, Ttrmi tnd
Atqulrtmtnii of tht Coruraci.

M Ytl Sundard Contraciprt compiet.

KS.J
Tht hotdno itrvor lot the Suil ifian be ivallabit iwenty-lour (2t| houn t day. 7
dayi a week cacipt for dur1n| Khodultd mabiitnitKt. M Yet Sundard :ontrtctea compatt.

KSJ
The Vendor wU pjldt tht State with peitiWt tdinioni to 'ttolwt Ututt to milnuln
i luDy funcilonlnc hoitid Syiitm. M . Yet Sundard Contracton cempdti.

k re|ubrty ichcdulid malnltfunct window than be tdtntlAtd (tuch at wttUy.
moruhfy. or quinerty) ti whkh ilmt aP rtlevant ttnrtr paichtt and ippdcailon
jptradei ihofl be appHed.

M Ytl Standard Conirtcton compBtt.

r
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nw v«nder tlwl h*v* • •ntihod le roll iwck riucm cl<*nc«i iheuld »n •rm b«

found by ih« Suu ind M m«kt ipprooMtu MrrMCtaM.
M Tt* Sundird Contrtcion complki.

HS.IO
DM Mnder itifion* ilm« for M^port iKil conform u (ht leoetfle dtflckncvdtu

Mdowlbod in HS3 Mid HS,6
M

1

Yes Sundird ConCTKlori comples.

KS.11

nw Vondor wB pro fKc-bwilnci» d*r> P'ib' noilfluilon to cht Sutt brekci
Mmu^m of cl diM^cVupdKn ind pmtdo (he Suit «tih tntnkv to tht

up(r*dtt ind Uiin(ti.

M TCS Sundard ConvKien compdet.

HJ.JI
The Vtndor ih*l |uinn(M 99.9% irpfimt, txdiolvt of iht ic|ulMtr tditdultd
mtlnttnMWt window

M Yes Sundtrd ConirKiors'tompits.

HS.l)

■1 Tht Vtndor b uniHt to mttt iht t9.9N upibnt rtpulfMninc Tht Vtndor ihtff
crtdh Sutt'i lecount in tn wnouni btitd upon iht foligt*n fermwlt: ftoul
Convtcl Ktm Mct/US) i Number of Otrt Contrtci ritm HM OrouMtd. Tht Suit
mull rtovtll |N» crtdil in wrhint,

M Yes Sundtrd Cenirtctort compsts.

HS.1«
Tht Vendor ihtl ust ■ chinft mtntftmtnl potky for neiMetUon tnd irKkb^ of
(htnft rtquttu it wtd t> vttktlowU|U. - M Yet Sundtrd Cont/telors compett.

HS.IS
A crWctl OiiU|t wH bt desi|ntttd whtn t bwtincst function unnct bt mtt bf I
nonptrforml'^ tpeSctllon tnd Ihtrt b no wort tround lo iht crobitm. M Yes Sundird CoAUKlort (OfflpStt.

KS.lt

Al htrdwirt tnd leftwtrt compontnu of iht Vtndor honing infrtttruciuit ihtl b«
fudir MppOrttd br ihtir rtiptcthrtrntnufKlurtrttl ill llmct, Adcrilkti ptichtsfor
epeuiini triltmi. dtubttcs. w«b Mrvktt. tic. ih«l bt tpplkd within thirty <)0)
dtyt of rtWiM by Ihtb rttptcthrt minufKturtrs.

f

M Yes Sundtrd

CriileiiMrintrabllltItt wia bt tddrtsstd Mid letied within 7 diyi.
Sirring tny uninitndtd lldt tifieu with lyttem funalontlty. iht
ptich wO be in production wiiNn ]0 diyt. High vtdneubfBUei with be
retofved within SO d*r>-Medluni ind low vufnertbUiles wO be
reMh«d gujrterty.

MS,17

Tht Vtndor »h*l mil/ittbi * rttord ol iht tctMlict rcilltd lOitpiir or miWtnince
KtMtiti ptrformtd for iht Suit tnd ihill rtpert quirtirtr on the folowlr^: Server
up-llmt; Al (htr^t reOutlU bnplcmenitd. indudir^ optrtilr^ lytum piiehti; Ail
criticii outtgc* reported Indudlni iciuil luut ind rtteiution: Number of
dtndtndtt reported by cbu with MtUI reiponie time u well tt tlmt lo dote.

M Yet Sundtrd ConuKtortcompUei. >

HS.1(
Tht Vtndor ihtl provide ihe Suit with i ptnonal itcure TTb iHe to be used the
Suu for wpfotdlr^ Mid downlotdlng ftes. M Yei Sundird

ITTTPS Fie Transfers are tvalaWt within the Contucion PMF AWARaE
porul

— DS
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XUH'Onr A MAI.STFJVAA'CE MEQUIMEMJiAfTX t'FjS'lKUt FHXFOiS'SE OIF.CKU.KT

Rf^l 8«^«lnani DotHpiU*
M-MaNDATOBV

l>-Or.SIRE[>
Vt*4*rRap. Drfrff)-MctW4 Cwanwio

IhtVtnder'i Sfium MppeiT (Ad mtlnitntnc* thil eenvntrc*

upon iA« tUtcllM Otti tndajund UvoMfh th« «n4o'tf>*
ConvKt (•rm. *Ad itt intftilpAt ih«f«ol.

Cent/tocT templci.

M«lnuln(h« htrdwirt wid ioftwict In KCwdfK* inhh t>M

ipcdAeitleni. ttrnn. ind rtouRtmpnu of iho Ccntna, IndudUif
prowMng, upgridot lid fbH «i roqukod.

Contrsaon <MnoBoi,

Itoooir vropiac* tfw h«rdw«r* cr ioftwtt*. ot ony penlen thoroef.
i« iAm tho Sytlom ep«<ttn In K<o/dinc* <i>llh«ht JpocXIutloni.

Itrm. ond rtoUroniontt of iho CeA'.r>ct

Centmtort cempilot.

n>* hit* ihol Km trtbnUM octoit, iU pKen* or tmil, to ih*

Vtnder i««Kn]c*l tuppon tufi bOtwMn tht houn of UOtm to

S:00p<'>- M«nd«r Utm fddiy UT;

CenUKtort cempBn.

Iho Vondor mpoftt* ilirtt for lupport thtl cenf srni to tho ip(«tnc

dofldtcwr e*" >• df^crbod In H-},S tnd S.(
Controciort cempUn.

Tho Vendor wfl pddt tho Stott Mtth poitblo Mlulloni to rnoM

ft>uoM^%*lnii|^^d^^rn<t1otiln^<eti«^j2U<2^
Sundord Ceni/octor> cornpdot.

tho Vendor thtl nuU iviljbii to (he Stm tho Uioti progrtm
updtiei, lenerel mtlntenence reloetei. telotlod fioKllentntv
rdeeiet. peuhoi, ondOocvmentotlonthot ore genortlr offered to
ht evttomeri, et he edfilorkel <o«t,

Conlriciori compHe.

/
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Ih* VtfldM lAtl milnuin i record «l ih* kiMUm rolaud to

werrtnty rweir or' miimtMnM mMUm ocrtcrmod tor Utt bill.

TH* (afVtaon tr>|tw«trlm (Mm

Ih* SOU ISoTtwv*

PevtlBpnunt Uftcitl*) to

prOwU* cenUnueut

l<nprov*m*nu 10 lt«lur*« ind

htnctiOAaUrr ailtliln our

*MllC«tleA|.' All but Ibil,

r«itur*t. tAhtncancfta. ird

ime»»i>«d lunctlonillv h uxUd

in in MuKiy nandard tod aB*d

URA. Cach*pplcs(lon*nd/er

datlonn roltit* hat a ehjnf*
llcStt (cf aat»d In tamtcaWOo |

and tin b*cS to MIA to track

wtdch Ititum ratal* le «rh*t

r*t**a*a. JIRA b a toolaloirini

raaortlrwIfnOAdtd. ao«dAc

laalurn r»ovnltd by NHcokW

b* eud*d OU1 and thartd.

For alrTwbKCfKnc* S*o>lc*( caAi. Th* Vender ihal*n«ur* iha

MoobuWemitlon oCI b* ceOKtad and m*lK*in*d; l| ntturt o(
th* 0*ll6*ncv: 2) cwrrtnt lUtw Ol th* Dcndancy: Jj tction plan*.

dat«t. and limt; 4) txptctad and actual camslatlon tbiw: SI

OaflbarKy rtaehitlen jnTormatlon. || Maotrod by, 71 ld«Myyli^
nwnbaf L*. work ardar naitnbat. I] lam* Uantlflad by;

Cencracten comeCn.

Th* Vender mui work wbh Ih* Sut* 10 WamlFy and irowbltthooi

poiawlaby l*r|*-tcala Syttam faOurti or Oafldanciat by ceUactlni
Ih* lobowlnd Wormatlen: 1) mean tim* batwaan rteortad

0«flcl*nd*t with dia Sofiwara; })e*(noila oF th* root cavM el th*
proMam; and 3) idcmincatlen el rteaat cahor raeaai Sodiwira

preMtrw,

Iha Com/acton EniVwartni laam

pridn owrtakai en haub^

applcalSont with M|h avtnibBty

and niMiInd cuttemar SlA't

(tarvk* kval a|rt«manu). In th*

utdortunal* tvani th*r« h an

eutai* and/of mlvtad StA.
Conttacton CMicraata an RCA

(Root Caut* Anilycli). thb bnant

el th* RCA b to lhara th* who,

what, whan, where, adiy. and
lhara ih*iend larm prrrarulon

intchod artd opacud

Imcttmamatlon data el

parmartani doiura lo th*

jncUani de*i not ecoir afiln.

X2 H'arrawy.VrrWrn

Mainiiln Ih* Syaiain Softwart In atcordanc* wbh the

Sp«<l>ic*ilerw and Tarwt el iha Cowiict.
Coni/acton compltt.

Repair or rael«<« Ih* Sytlam Sehwari Or any portion ih«r*ol to

that Ih* Syii»ni epant** In aceerdanca with iha ipabAcailoni,

ttfmwn^t2F|2Si!!l^L!l!L-SSIS£L

Conuacteri compdat.

<VtNOOR> thai have avalibi* Co the bat* onol taltphorta

asibiinci. wlih hMi* tracilni avalabi* lo iha Suu. *l|hi (1) houn

per day and tevtn (7) dart a weal with an amal / lalaphona

rttpena* wUdn two (I) houn of raquatt. itrlih attbtanca ratponaa

dagandjMjwon^hijMtrrjrbj

Cont/acioo cempBat.

OthiIc* addlUonil Servkti wbMit lour |4) b<rtln«it houn el a

raouatL
Coniractort compln.

Milnuly I record otth* actMUai ralaiad to warranty raptlt or

mabwarunc* acthftlat parlermad lor ih* Suit

The Contraciori Ciwlntarlni Itatn
l*var*|tt th* SMC {Seftwir*

Paralopmant iKacrda) la

provid* eontlrtuout •

knproramenta to Itaturtt and

hmctlprtilCr wliNn our

ipoicatlona. All bi* Ibtt,
laaiurat, tnhanctmanta. and

Improrad hinnlOAaOiv b iracktd

In an induitrv tlandard tool caOad

tlSA. Cachappfcatlpnardl/or

pUtlerm riiaaia hat a Ch*n|*

iletii (eraaiad inSarvkaNow)

and lies badi lo liRA to i/Kk

whkh lailurat raliia to what

rtkttat. JiRAba toolalowtnt
aportlni II naadad. ipadAc

lailurat rarpiatiad by NH could

b* puBtdout and thartd.
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New Harnpshire Department of Health and Human Services
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor Identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V. Subtitle D; 41
U.S.C. 701 et seq.), and further agrees lo have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES r'CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certirication is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part II of the May 25,1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that Is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below Is a
material representation of fact upon which reliance Is placed when the agency awards the grant.' False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord. NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition:

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse In the workplace;
1.2.2., The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available dmg counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by subparagraph 1.1.
1.4. Notifying the employee in the statement required by subparagraph 1.1 that, as a condition of
' employment under the grant, the employee will

1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

■ statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

CU/DHHS/110713

Exhibit 0 - Certirication regarding Drug Free
Workplace Requirements
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Contractor Initials

—OS

12/23/2021



DocuSign Envelope ID: F90A3E1A-9C97-4D04-8E35-A1EAEAFC8E13

DoCuSign Envelope ID; FBA£610O«4CC-4E$7-e68D-8B15e8B28106

Agency Compliance OocurT>6nts -Attachments 2

New Hampshire Department of Health and Human Services
Exhibit D

has designated a central point for the receipt of such notices. Notice shall Include the
identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any ernployee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

1.6.2. . Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency:

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, '1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s} for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check □ if there are workplaces on file that are not identified here.

Contractor Name:

-OocuS)Qft*d br:'

12/23/2021
'  > 7a4l5C^W7».M

Date , . Namei Robert conen
Title:

President, Appriss Inc.

•D8

Exhibil D - Certificalion regarding Drug Free Contraclor Initials
Wofirplace Requirements 1^/53/7071
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Exhibit E

CERTIFICATION REGARDING LOBBYING

The Vendor idenlified in Section 1,3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified In Sections 1.11
and ,1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
•Temporary Assistance to Needy Families under Title IV-A
•Child Support Enforcement Program under Title IV^
•Social Services Block Grant Program under Title XX
•Medicaid Program under Tide XIX
•Community Services Block Grant under Title VI
'Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. .No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
Influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor), the undersigned shall complete and submit Standard Form LLL,*^ (Disclosure Form to
Report Lobbying, in accordance with Its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be Included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly!

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification Is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31. U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name:

-0«cij9lsn«d by:

12/23/2021

Date Name: Robert Cohen

Tide: '

President. Appriss Inc. —os

\l2c
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President. Executive Order 12549 and 45 CFR Part 76 regarding Debarmenl.
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
• 1. By Signing and submitting this proposal (contract), the prospective primary participant is providing the

certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services" (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
prirnary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default

4. The prospective primary participant shall provide immediate written notice,to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction," "debarred," "suspended." "ineligible," "lower tier covered
transaction," "participant." "person," "primary covered transaction." "principal." "proposal." and
"voluntarily excluded." as used In this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549:45 CFR Part 76. See the

•  attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant In a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of Us principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of rIn order to render in good faith the certification required by this clause. The knowledge and | j
Exhibil F - Certificatipn Regarding Debarment. Suspension Contractor Initials

And Other Responsibility Matters 12/23/2021
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, If a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred. Ineligible, or voluntarily exduded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause, or default

PRIMARY COVERED TRANSACTIONS '
11. The prospective primary participant certifies to the best of its knowledge and belief, that It and Its

principals; , -
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2.' have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense In -
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

'  11.3. are riot presently indicted for otherwise criminally.or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or focal) terminated for cause or defaulL

12. vyhere the prospective primary participant is unable to certify' to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76. certifies to the best of its knowledge and belief that it and its principals;
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any.of the above, such

prospective participant shall attach ari explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that It will
include this clause entitled 'Certification Regarding Debarment, Suspension, Inetigibility, and
Voluntary Exclusion - Lower Tier Covered Transactions," without modiftcalion in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

•OftCuSlgncd by:

12/23/2021
TIMIQIHBTQWii

Date Name: Robert Cohen

Title:

President, Appriss Inc.

Exhibit F - Certincation Reflsrding Debarment. Suspension Contractor Initials
And Other Responsiblllly Matters 12/23/2021'
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NQNDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor identified In Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified In Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, svhich may Include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under thls-statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

-the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34). which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment. State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683. 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pL 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

N

- 28 C.F.R. pL 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2. 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, of government wide suspension or
debarment.

fT"
ExNbll G
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In the event a Federal or State court or Federal or State adrninistrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Senrices Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification; '

1. By signing and submitting this proposal (contract) the Contractor agrees to'comply with the provisions
indicated above.

Contractor Name:

-DocuSlgnM by:

12/23/2021

■> ' TimBUWHIHW-Date . Name: Robert Cohen
Tide:

President, Appriss inc.

-OA

Exhibit G
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKF

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion,of any Indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or librarv services to children under the age of 18, if the services are funded by Federal programs either'
directly or through Stale or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided In private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatlenl drug or alcohol treatment. Failure
to comply with the provisions of the law may result In the imposition of a civil monetary penalty of up to
SI 000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification;

1. By signing and submittjng this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Pan C, known as the Prp-Children Act of 1994,

Contractor Name:

•DeeuSlgntdbr;

12/23/2021

Dste Name: wbert cohen

Tide:

President, Appriss Inc.

-M

Exhibit H - Certification Regarding Contractor Initials
Environmental Tobacco Smoke 12/23/2021
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~  ̂ HEALTH iNSURAN(!:g I'OkYABILIW ANb ACCOUMVAblLIYVXgT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to comply with the
Health Insurance Portability and Accountability Act, Public Law 104-191 and with the Standards for Privacy and
Security of Individually Identifiable Health Information. 45 CFR Parts 160 and 164 applicable to business
associates. The Contractor further agrees to be bound by all requirements of 42 CFR Part 2, as applicable when
dealing with any identifiable patient information or PHI. the subject of this Business Associate Agreement. As
defined herein. Business Associate" shall mean the Contractor and subcontractors and agents of the Contractor
that receive, use or have access to protected health information under this Agreement and "Covered Entity" shall
mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.
a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45,

Code of Federal Regulations.

b- "Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entity" has the meaning given such term in section 160.103 of Title 45.
Code of Federal Regulations.

"Designated Record Set" shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

"Data Aaoreaation" shall have the same meaning as the term "data aggregation" In 45 CFR
Section 164.501.

f- "Health Care Operations" shall have the same meaning as the term "health care operations"
in 45 CFR Section 164.501.

g. "HITECH /\pr means the Health Information Technology for Economic and Clinical Health
Act, TitleXIII, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information. 45 CFR Parts 160, 162 and 164 and ameridmenls thereto.

i. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

]. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

"Protected Health Informalign" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103,'limited to the information created or receive
Business Associate from or on behalf of Covered Entity.

Exhibit I Coniractor Initials _
Health Insurance Portability Act
Business Assodale Agreement 12/23/2021
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I. "Required bv Law" shall have the same meaning as the term "required by lav/ in 45 CFR
Section 164.103.

m. "Secretary' shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Secuiitv Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164. Subpart C, and amendments thereto.

0. "Unsecured Protected Health Information' means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the
HITECH

Act.

Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use. disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under

- Exhibit A of the Agreement. Further. Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHl in any manner that would constitute a violation of the Privacy and Security Rule.

b. , Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law. pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and. Breach Notification
Rules of any breaches of the confidentiality of the PHI. to the.extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it Is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure %pdto seek appropriate relief. If Covered Entity objects to such disclosure, the Busine^^^

3/2014 Exhibit I Contradof Initials
Health Insurant Portability Act 12/23/2021
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Associate shall refrain from disclosing the PHi until Covered Entity has exhausted all
remedies. Notwithstanding the foregoing, in any judicial proceeding, the Business Associate
shall resist any effort to obtain any PHi also protected by 42 CFR Part 2 as required.

6. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected health
information not provided for by the Agreement including breaches of unsecured protected
health information and/or any security incident that may have an impact on the protected
health Information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

0 The nature and extent of the protected health information Involved, including the
types of Identifiers and the likelihood of re-identification;

0  The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed
o The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy.' Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the-Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same,
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficjary of the Contractor's business asaoijl^te
agreements with Contractor's intended business associates, who wilf be receivini^T^

3/2014 Ej^ibtl I Cont/adof Initials
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pursuant to this Agreement, with rights of enforcement and Indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of, use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity.
Business Associate shall provide access to PHI In a Designated Record Set to the
Covered Entity, in order to meet the requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record Set.
the Business Associate shall make such PHI available to Covered Entity for amendment'
and incorporate any such amendment to enable Covered Entity to fulfill its obligations
under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and Information related to
such disclosures as would be required for .Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

■ j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations

•to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to. amendment of. or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate'"
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement. Business Associate shall.continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible. for so long as Business ' t—^

l2c
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. Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obllpations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's "
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in,.or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business-Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible. Covered Entity shall report the
violation to the Secretary.

(8) IVIIscellaneous

a. Definitions and Reoulatorv References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements'of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parlies agree that any ambiguity in the Agreement shall be resot^
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

3/2014 Exhibit I Contractor Initials
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Seareoation. If any term or condition of this Exhibit I or the application thereof to any
person(s) or circumstance Is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions {P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

NH OHHS .Robert Cohen

Titty
Nanie of the Contractor
y-—bOCUSlQ^^

Signature of Authorized Representative S"lg7l^liF^T)%thorized Representative

Patricia M. Tilley Robert Cohen

Name of Authorized Representative Name of Authorized Representative
Director President, Appriss inc.

Title of Authorized Representative Title of Authorized Representative

12/23/2021 12/23/2021

Date Date
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABIUTY AND TRANSPARENCY
ACT IFFATA) COMPUANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive corhpensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modificdlidns result in a total award equal to or over
$25,000, the award is sut^ect to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following Information for any
Bubaward^or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS#)
10. Total compensation and names of the top five executives If:

10.1. More than 80% of annual gross revenues are from the Federal gbvemment, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant rwipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1,3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-28i2 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and furtherregrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Contractor'agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act

12/23/2021

Contractor Name:

^0»cu3lgn»4 by:

•TM15C4566mM-

Date Name: Robert Cohen
Tide:

President, Appriss Inc.

■09
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FORMA

As the" Contractor identified in Section 1.3 of the General Provisions. I certify that the responses to the
below listed questions are true and accurate.

87-944-5328
1. The DUNS numt)er for your entity is:

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements: and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO YES

If the answer to #2 above is NO. stop here

If the answer to #2 above is YES. please answer the following:

3. Does the public have access to Information about the compensation of the executives In your
business or organization through periodic reports filed under section 13(a) or .15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a). 78o(d)) or section 6104 of the Internal Revenue Code of

.  1986?

NO YES

If the answer to #3 above Is YES, slop here

If the answer to #3 above Is NO, please answer the following:

4. The narnes and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name;

Name:

Name:

Name:

Name:

Amount:

Amount:

Amount:

Amount:

Amount:

CIVDHHS/MOTO

OS
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DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally Identifiable
information.. whether physical or electronic. With regard to Protected Health
Information," Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal Information including without limitation. Substance
Abuse Treatrnent Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - createdi received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI). Personal Information (PI), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential infoimation.

4. "End User" means any person or entity (e.g.. contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knov/ledge, instruction, or
consent. Incidents Include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or elect««ic

I2c
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DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that Is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI. PFI,
PHI or confidential DHHS data.

8. "Personal Information* (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19. biometric records, etc..
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C F R §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic .
'  ■ Protected Health Information at 45 C.F.R. Part 164.'Subpar1 C. and amendments

thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use. disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further. Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V5. Lsstupdato 10/09/18 Exhibitk ContractorInHiak
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request for disclosure on the basis that it is required by law. in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used jpursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may hot be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to Confirm compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said

•  application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

V5. Lastupdale 10/09/18 ExhbltK ContraclorInitiab
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol.

If End User is employing an SFTP to transmit Confidential Data. End User
will structure the Folder and access privileges to prevent inappropriate .

disclosure of information. SFTP folders and sub-folders used for transmitting
Confidential Data will be coded.

11. Wireless Devices; If End User is transmitting Confidential Data via wireless devices, ail
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS.

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention ■

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

- 2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and.education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
HITECH/HITRUST compliant and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

•09
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

6. Disposition

1. If the Contractor will maintain any Confidential Irifoimation on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines

■  for Media Sanitization, National institute of Standards and Technology, U. S.
Department of. Commerce. The Contractor will document and certify In writing at
time of the data destruction, and virill provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this *
Contract. Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.). ds

12c:
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3. The Contractor .will maintain appropriate authentication and access, controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential, security , events that can impact Stale of NH systems 'and/or
Department confidential information for contractor provided .systems.

5. The Contractor will pro.vide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
•supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification" requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sut>contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with, the
agreement.

9. The Contractor will work with the Department at its request to complete a System
f\^anagement Survey or equivalent third-party attestation/certification report. The
purpose of-the survey is to enable the Department and Contractor to monitor for
any changes in risks, threats, and vulnerabilities that may occur, over the life of
the Contractor engagement. The survey or equivelant third-party attestation/
certification report, will be completed annually, or an'alternate time frame at the
Departments discretion with agreement by the Contractor, or the Department may
request the survey be completed when the scope of the engagement between the
Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measur^ to
prevent future breach and minimize any damage or loss resulting from thelSre^l^
The State shall recover from the Contractor all costs of response and recoviry^froi^
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the breach, including but not limited to; credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor mtjst. comply with all applicable statutes and regulations regarding the
.  privacy and security of Confidential Inforrnation, and must in all other respects

maintain the privacy and security of PI and PHI at a level and scope that is not less
than the' level and scope of requirements applicable to federal agencies, including.

.  but not limited to, provisions of the Privacy Act of 1974 (5. U.S.C. § 552a). DHHS
Privacy Act Regulations (45 C.F.R. §5b). HIPAA Privacy and Security Rules {45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health-
information and as applicable under State law.

13. Contractor agrees to establish and rnaintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to It. "The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://wvirw.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor yvill notify the State's Privacy Officer and the
State's Security Officer of any security breach Immediately, at the email addresses

.  provided in Section VI. This includes a confidential information breach, computer-
security incident, or suspected breach which affects or Includes any State of New

■  Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified In this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI. or
PFI are encrypted' and password-protected.

d. send emails containing Confidential Information only if encrvoted.and being
sent to and being received by email addresses of persons authorized to
receive such information.

OS
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
Identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g.. door locks, card keys.

. biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored oh portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

I.

Contractor is responsible for oversight and compliance of their End Users. DHHS
resen/es the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein. HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to. and
notwithstanding. Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
• Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable. In accordance with NH RSA 359-C:20.

VI, PERSONS TO CONTACT

A. DHHS Privacy Officer;

. DHHSPrivacyOfficer@dhhs.nh.gov

8. DHHS Security Officer:

DHHSInformationSecurltyOffice@dhhs.nh.gov
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