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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Weaver 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4561 1-806-8352-3348 Ext. 4501
e Fax: 603-271-4827 TDD Access: 1-800-735-2964 www.dhhs.nh.goy
min N. Watt

interim Director

February 6, 2024

His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Depariment of Health and Human Services, Division of Public Health
Services, to enter into a Sole Source amendment to an existing contract with Bamboo Health,
inc. (formerly known as Appriss, Inc.) (VC#483624), Louisville, Kentucky, to continue to integrate
healthcare providers onto software that provides real-time data concerning the dispensing of
controlled drugs, by increasing the price limitation by $1,107,000 from $2,535,750 to $3,642,750
with no change to the contract completion date of June 30, 2026, effective upon Governor and
Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on January 26, 2022, item

#19.

Funds are available in the following account for State Fiscal Years 2024 and 2025 and are
anticipated to be available in State Fiscal Year 2026, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified.

05-95-90-804010-1380 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS DEPT OF, HHS: DIVISION
OF PUBLIC HEALTH, PRESCRIPTION DRUG MONITORING, PRESCRIPTICN DRUG

100% Federal Funds

State :

Fiscal Class / Account Class Title Job Current Amount Increase Revised

Year Number (Mecrease) Amount

2022 102-500731 Cg:‘;;g‘gfvi;” $0138013 $856,509.79 $0.00 $856,508.79
Sub Total $856.509.75 50 80 $856,509.79

05-95-90-901010-6672 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS DEPT OF, HHS:
DIVISION OF PUBLIC HEALTH, BUREAU OF HEAL THCARE ACCESS, EQUITY & POLICY, PRESCRIPTION
DRUG MONITORING

100% Federai Funds

L Job Increase Revised
Fiscal Class / Account Class Title . Current Amount i e
Year Number {Decrease) Amount
Contracts for - " 2
2024 102-500731 Proi Srvs 80138013 $1,149 24021 $369,000.60 $1,518,240.21
Contracts for
2025 102-500731 Prom Srvs 901138013 $265,000.00 $369,000.00 $634,000.00
2026 102-500731 Gg;‘;ﬁ%fjg’ 90138013 $265,00000 |  $369,00000 |  $634,008.00
Sub Totaf | $1,679,240.21 $1,107.000.80 | $27886,24021
Total $2,535,750.00 $1,107,000.00 | $3.642,750.00
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

EXPLANATION

This request is Sole Source because the Department is increasing the price limitation by
more than 10% of the onginal contract. This request is 1o add federal funding received in

November 2023, to allow the Department to fully support integration of the chosen software for
prescription drug .monitoring into, every physician and pharmacist's workflow providing them
real-time data regarding the dxspensnng of controlled drugs. - Per RSA 126-A:89-96,
the Department must maintain a Controlled Drug - Prescription Health and Safety Program:.
that provides an electronic prescription drug momtonng solution.

The Contractor will continue to provide prescription monitoring services for prescribers
and dispensers, mcludmg current dispensing data and health risk information. This amendment
will ensure the continuation of ‘current Prescription Drug Monitoring Program services and
capabiliies for. mandatory. system registration and utilization, real-time access to data, and
regular reporting. The system also produces and issues clinical alerts for prescnbers when
patients meet clinical thresholds of concern and regular reports on their prescribing practices in -
relation to other prescribers in their fi eld of practice.

Should the Governorand Council not authorize this request, the Department will be unable
to build out prescription drug monitoring with participating healthcare provuders Jeopardnzung the
Department's comphance with RSA 126-A:89- 96.

Area served: Statewide. _ .
Source of Federal Funds: Assistance Listing Number #93.136, FAIN #NU17CE010211.

Re_spectfully submmed

{mﬂ 100

Lori A. Weaver
Commissioner .

The Depariment of Health and Human Services’ Mission is to join communities and lamiiiés
in providing opportunities for citizens lo achieve health and independence.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOQLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Conmissioner

February 6, 2024

Lori A. Weaver, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

i

Dear Commissioner Weaver:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your ageney’s request 1o enter inte a contract amendment with Bamboo Health, Inc.. as
described below and referenced as Dol T No. 2021-002A.

The purpose of this request is to provide for continued support for healthcare providers to integrate
with the prescription monitoring solutions and to provide real-time data concerning the dispensing
of controlled drugs.

The Total Price Limitation will increase by $1,107,000 for a New Total Price Limitation
of $3,642.750 effective upon Governor and Council approval through June 30, 2026.

A copy of this letter should accompany the Department of Health and Human Services’ submission
to the Governor and Executive Council for approval.

Sincerely,

ole Ao —

Denis Goulet

DG/jd.
DolT #2021-002A

cc: Michael Williams, IT Manager, DolT

“Innovative Technologies Today for New Hompshire's Tomorrow"
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State of New Hampshiré
Department of Health and Human Services
Amendment #1

This Amendment to the Prescription Drug Monitoring Program contract is by and between the State of
New Hampshire, Department of Health and Human Services ("State" or "Department”) and Bamboo
Health, Inc. (“the Contractor")

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on January 26, 2022 (Item #19) the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council: and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.3 Contractor Name, to read:
Bamboo Health, Inc.
2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$3,642,750
3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:
Robert W. Moore, Director

4. Modify Exhibit B, Statement of Work, Section 8 Work Plan - Table by replacing in its entirety with
the table helow:

Task Name Start Finish
! Planning and Project Management anuary 2022 January 2023
< Installation January 2022 January 2022
7 Implementation January 2022 January 2023
4 Testing January 2022 January 2023
? System Deploymeni January 2022 January 2023
¢ Operations January 2022 January 2023
7 31’;?;'&\!}1:32 IANJS%%EEMRS\_ﬁICL).LTY PROGRAM (PMP GATEWAY) January 2022 January 2026

5. Modify Exhibit C, Price and Payment Schedule, Section 10 Payment Schedule, Subsection 10.1.2,

Bamboo Health, Inc. A-5-1.3

RFP-2022-DPHS-10- PRESC-01-A01 Page 1 of 4
v7.12.23 v y

:ns
Contracter Initials
D

3/12/2024 '
ate
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Table by replacing in its entirety with the table below:

g Maintenance Support and Upgrades

initial

Software Name Cost
Year 1 Year 2 Year 3 z Year 4 Year 5 Total

PMP AWARXE $0 _ $190,000 | $190,000 1{ $190,000 $190,000 $190,000 $950,000
wi/NarxCare
A12.1 Prescriber | $50,000 $25,000 $25,000 $25,000 $25,000 . $25,000 $175,000
Outlier Model ‘
{standard)
Web Site Included Included Inciuded tncluded Included Included NIA
Hosting,
Maintenance
Support
Statewide $0 $369,000 | $369.000 | $369,000 $369,000 $369,000 $1,845,000
Interoperability :
Program (PMP
Gateway)
Sub-Total 1: $50,000 $584,000 | $584,000 | $584,000 $584,000 $584,000 $2,970,000

6. Mcdify Exhibit C, Price and Payment Schedule, Section 10 Payment Schedule, Subsection 10.1.6,
Fable by replacing in its entirety with the table below: ‘

Service Category Costs

Onetime Payments ) $472,750.00

Maintenance Support and Upgrades $2,970,000.00

System Change Requests $200,000.00

Total Contract $3,642,750.00

DS
e
Bamboo Health, Inc. A-§-1.3 ' Contractor Initials
: 3/12/2023

RFP-2022-DPHS-10-PRESC-01-A01 Page 2 of 4 - Date

v7.12.23
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All terms and conditions of the Contract and prior amendments not modified by this Amendment remain
in full force and effect. This Amendment shall be effective upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned by:

3/12/2024 Tain Wk
Date ame:. watt :

Title: Interim Director - DPHS

Bamboo Health, Inc.

DocuSignad by:
.3/12/2024 (_bnm Manning

Dale Name.: o7 ram manning

Title: CrRO

|

Bamboo Health, Inc, A-8-1.3

RFP-2022-DPHS-10-PRESC-01-A01 Page 3 of 4
v.7.12.23 . ’
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

i DocuSigned by:
3/13/2024 _ l ‘ﬁujm Gunvino
Date Name: Robyn “Guarino

- Title:  atto rney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of -
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:

Bamboo Health, Inc, : ) A-8-1.3

RFP-2022-DPHS-10-PRESC-01-A01 Page 4 of 4

v.7.12.23
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State of New Har'npshire'
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the Siale of New Hamﬁé]ﬁre. do hereby certify that BAMBQO HEALTH, INC. is
a Delaware Profit Corporation registercd to transact business in New Hampshire on Deeember 10, 2021. 1 further centify that all
fees and documents required by the Secretary of State's office have been received and is in good standing as far as this office is

concerned.

Business 1D: 887924
Cenrtificate Number: 0006531386

IN TESTIMONY WHEREOF,
I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,

this 9th day of January A.D. 2024,

David M, Scanlan

Secretary of State
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CERTIFICATE OF VOTE/AUTHORITY

I, Darren Moore of Bamboo Health, Inc. do hereby certify that:

1. | am the Chief Legal Officer and Secretary of Bamboo Health, Inc.

2. That the Chief Revenue Officer is hereby authorized on behalf of this company to enter into said

contracts with the State, and to execute any and all documents, agreements, and other

" instruments, and any amendments, revisions, or modifications thereto, as he may deem

necessary, desirable or appropriate, and Brian Manning is the duly elected Chief Revenue
Officer of this company.

3. 1 further certify that it is understood that the State of New Hampshire will rely on this certificate
as evidence that the person listed above currently occupies the position indicated and that they
have full authority to bind the company and that this authorization shall remain valid for thirty
(30) days from the date of this certificate. '

b@,m % | February 29, 2024

Name: Darren Moore Date
Title: CLO and Secretary
Company Name: Bamboo Health, inc.

Doc ID: 5e864 18e9bac7al3e14fcb848c5899¢ccatIfe7ded
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ACORD' CERTIFICATE OF LIABILITY INSURANCE e ot

4/1/2024 1/10/2024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL lNSURED provisions or be endorsed.
if SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policles may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER | OCK TON COMPANIES CONTACT
500 West Monroe, Suirc 3400 PHONE FAX
CHICAGO IL 6064) 7T [
{312) 669-6900 ~ | ADDR
midwesteerntificates@lockton.com INSURER(FITARRORDINGICOVERAGH HAIC %

] INSURER & : Sompo America Insurance Company 11126
INSURED 5. mboo Health. Inc. wsurer 8 : Endurance Assurance Corporation : 11551
1443744 9901 Linn Station Road, Suite 500 INSURER € : Sompo America Fire & Marine Insurance Company 18997

Lonisville, KY 40223 wsurer o : Allicd World Assurance Company (ULS.) e, 19489
INSURERE :
INSURER F ;
COVERAGES CERTIFICATE NUMBER: 20196151 REVISION NUMBER: NAXXINX

THIS I1S'TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR QTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

ADOL[SUBR 5
R TYPE OF INSURANCE 1850 wvD POLICY NUMBER [MIDONYYY) | (MIDOELT] LIS
A T[ DL GOMMERGIALGENERALEABICTY N | N[ TGM30035201800 47172023 | 4/1/2024 | EACH OCCURRENCE 3 1,000.000
- y DAMAGE TO RENTED
| CLAIMS-MADE /| X | OCCUR PREMISES (En acouroncg) | 31,000,000
|| MED EXP tAmy one parson) | § 15 000
L PERSONAL & ADVINJURY 1§ | .000.000
GEN'L AGGREGATE LIMIT APPUIES PER: GENERAL AGGREGATE $ 2,000,000
X {rovicy D s [:I Lac PROGUCTS - COMPIOP 4G6 | 3 2,000,000
| OTHER: §
A | AuTOMOBILE LIABILITY NN TAMAN017072801 412023 [ 4712024 | GOMEHIED SINGLE HMIT s | 000,000
ANY AUTO BOOILY INJURY (Pesporson) | § WX NN XXX
WNED - SCHEDULED . : oy
e Ll g i R
3 = N- 3 Y sy s -
| X | AUTOS OnLY AUTOS ONLY N | (Por accident] XX XXXXX
Comp/Coll Deyd s 1,000
B | X |YMBRELLALIAB | ¥ | occuR N [ N TUM30005043402 4/L/2023 1 4/172024 | EACH OCCURRENCE s 15,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE s 15000000
DED [ X I RETENTIONS 10.000 § 3 XNXNXXX
.. |WORKERS COMPENSATION OTH
C lanp EMPtO‘?ERSFU?BILITY i N JIWCAARL4STO 4717202} 4/1/2024 X l ST%\TUTE 1 ER
ANY PROPRIETORPARTHE RAEXECUTIVE E.L. EACH AGCIDENT s 1.000.000
OFFICER/MEMBER EXCLUDED? NiA
{Mandatory in NH} E.L. DISEASE - EA EMPLOVEE] 8 | 000,000
Il yos, describe under Y
DESCRIPTION OF OPERATIONS balow E.L. DISEASE - POLIGY LT | $ | 000,000
D [ Cyber/E&D N N | 0312-28%0 4/172023 47112024 $5.600,060 per claim / $3.000,000
aggaregale
S1.600.000 Retention

DESCRIPTION OF OPERATIONS | LOCATIONS I VEHICLES (ACORD 101, Additional Remarks Schedule, may.bio attached H mors space is required)

CERTIFICATE HOLDER

CANCELLATION  Sec Atiachiment

20196151
State of NH

129 Pleasam Sireet
Concord NH 03301-3857
i

Departinent of Health and Human Services

SHOULD ANY OF THE ABOVE DESCRIBED POL!CIES BE CANCELLED BEFORE
"THE "EXPIRATION .DATE THERECF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

ACORD 25 (2016/03)

© 1988-2 ACORD CORPORA'F! N All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES -
DIVISION OF PUBLIC HEALTH SERVICES

Lorl A. Shibinette - ; 29 HAZEN DRIVE, CONCORD, NH 03301
Commissloner 603-271-4501  1-800-852-3145 Exi 4501
Fax: 603-271-4827 TDD Access: 1. 800-135-2964
Patricin M. Tilley www.dhhs.nh.gov
Director

Qctober 23, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health’ and Human Services, Division of Public Health
Services, to enter into a contract with Appriss Inc. (VC#253321),.Louisville, Kentucky in the
amount of $2,535,750 for a prescription monitoring solution that provides real-time data
concerning the dispensing of controlled drugs to assist practitioners in ensuring controlled

_ medications are appropriately prescribed and dispensed, with the option to renew far up to three
(3) additional years, effective upon Governor and Council approval through June 30, 2026. 100%
Federal Funds.

Funds are available in the following account for State Fiscal Years 2022 and 2023, and
are anticipated to be available in State Fiscal Years 2024, 2025, and 2026, upon the availability
and conlinued appropriation of fufids in the future operating budget, with the authority to adjust
budget line items within the price limitation and encumbrances between state fiscal years through
the Budget Office, if needed and justified.

05-95-090-904010-1380 HEALTH AND HUMAN SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISON OF PUBLIC HEALTH, PRESCRIPTION DRUG MONITORING

FisE;?tYe ecai A(::lgzjr:t Class Title Job Number . Total Amount
2022 102-500731 Contracts for Prog Svc 90138013 $1,106,750
2023 102-500731 Contracts for Prog Svc 90138013 $634,000
2024 102-500731 Contracts for Prog Svc 90138013 $265,000
2025 | 102-500731 | Contractsfor Prog Svc | 90138013 $265,000
2026 102-500731 | Contracts for Prog Sve | 90138013 $265,000

Total $2,535,750

EXPLANATION

The purpose of this request is for a prescription drug monitoring sclution that provides
real-time data conceming the dispensing of controlled medications to assist practilioners in
ensuring that controlled medications are appropriately prescribed and dispensed and 10 aid in the
deterrence of misuse and diversion of schedule II-IV controlled substances. This database

The Department of Health and Mieman Scrvices’ Mission’ i to join communities and familics
in providing opporiunities for citirens to achieve health and independence.
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His Excellency, Govermor Chﬁs(opher T. Sununu »
and the Honorable Councit .
Page 20f 3 ’

solution is required in order for the Department to be in compliance with RSA 126-A:89-97. House
Bill 2 of the 2021 legislative session transferred the organizational responsibility of the Controlled
Drug Prescription Health and Safety Program (referred 1o as the Prescription Drug Monitoring
‘Program, PDMP) from the Office of Professional Licensure and Certification to the Department of
Health and Human Services, effective’ July 1, 2021, and changed the authorizing statute from
RSA 318-8:31-40 to RSA 126-A:89-97. ’ :

This contract provides ‘critical prescription monitoring services for prescribers and
dispensers, such as current dispensing data and health risk information. This contract will ensure -
the continuation of current Prescription Drug Monitoring Program services and systems for
mandatory system registration and utilization, real-time access to data, and regular reporting,
inctuding prescriber report cards and clinical alerts. Prescribers receive from the system regular
reports on their prescribing practices in relation to other prescribers in their field of practice. The
system afsé produces and issues clinical alerts for prescribers when patisnts meet clinical
thresholds of concern, for example, prescriber-dispenser threshold, opioid-benzodiazepine

" threshold, and daily morphine milligram equivalent (MME) threshold. Additionally, the Prescription
Drug Monitoring Program monitors the state’s mandatory query requirement for prescribers who

prescribe opioids for the freatment and management of pain.

This contract includes new functionality that will allow for the implernentation of SB45,
from the 2021 legislative session, with regard to allowing the establishment of secure connections
between the Prescription Drug Monitoring Program system and practitioners’ electronic health
record keeping system, creating efficiencies for prescribers and dispensers.and increasing their
utilization of the system. The Department will monitor contracted services by continually
monitoring the project status reports and development plans.

The Department selected the Contractor through a competitive bid process using a
Request for Proposals (RFP) that was posted on the Office of Professional Licensure &
Certification website from August 5, 2020 through September 18; 2020. The Office of
Professional Licensure & Certification received one (1) response that was reviewed and
scored by a team of qualified individuals. The Scoring Sheet is attached.

As referenced in Exhibit A — Special Provisions of the attached contract, the parties
have the option to extend the agreement for up three (3) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parties and Governor
and Council approval,

Should the Governor and Councit not authorize this request, the Department will not
be able to meet the statutory requirements of RSA 126-A:89-97 1o maintain a Controlled
Drug Prescription Health and Safety Program that provides an electronic prescription drug
monitoring solulion.
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His Excellency, Govemor Christopher T, Sununu
and the Honorable Council
Page3of 3
Area served: Statewide _ -
Source of Funds: CFDA# 93.136, FAIN # NU17CE924984

In the event that the Federal Funds become no Ionger available, General Funds will not
be requested to support this program.

Respectfully submitted,

Doculipned by

Q. &

4BADITEDBED4SS..

Lorl A. Shibinette
Commissioner
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STANE OF NEW HAMPSHIRE
RFP.2022.0PHS - 1O-PRESC 01
RFP 2021.002
Prascriplion Drug Monagemaent Progiom
MASTER JCORE SHEET

CATECORES AVAILABLE PONTS ' Appens, e,

Proposed Software Sohulion:
Proposal Section N: Respomsei o Requirements and Dolvotchhl
Phoposol Sections IV: Narotive Retporses (Topkes 1 - §, 12, 13)
Work Plan
Referances
Vendor Presentation and Oementhation

| Vendor's Technical, Service ond Project Monagement Experience
Proposc! Section Il Reaponses lo Requkemants ond Deliverable:
Prapoial Sections I¥: Narraltve Resporaes (Tophcs 7.1, 14. 25)
Work Pon

Relerancer

Vandes Fressntotion and Demonttration

25 "

SCOMMG QOF VENDOR COMPANY
Froposal Sacllon'V: Corporate Qwumcunom N
Relmencer g D [ . =g
Vendor Presentolion ond Demonstrotion
financiol Information

Slating Qualic atians
Fropeict Jection V: Comparats Qualiicalions F
Propora! Socllon Vi Qvnllﬂcnﬂom ol hfy Staf! [ 4
Vendor Pr otk vand O .

Relerences

Tolol Technical Froposor Score {A minkmum Technicol Proposol score of %
Polnts b required for turiher consideration. Vendor Propasch receiving o 70 £
Technical Proponol scora of kess than 50 will nol ba considersd In the cosl .

jcateuiglinn)

FEE STRUCTURE {Colkculaied Score) Yendor proposed Soltwore Sohdlon cosl wil
be oliocated a maximum score of (30) polnhs. The Slale wil consider both
Implementation and subsequenl {5} yoor Ecense ond maintenancs costs,
oroviged In jobles F.)

TOTAL POTENTIAL TECHNIC AL AND FEE POINTS 100 M

Aeviewsr Namaa snd This

1/Mkhas! Vipgizno, RPH ~ HH POMP Advisory Councl Membar
2 Oavict Swang: MD - NH POMP Advisory Council Chair

3 Retecca Bohon - HH Dept. of information Technology

4 Mari Cioffl « NH POMP Progeam Anshrsi 0
S Micrade RiCCo Jones — R POMP Pedgran Adminbirsior ]
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord; NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

: October 27, 2021

Lori A, Shibinette, Commissioner .
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents forma! notification that the Department of Information chhnology (DolT)
has approved your agency's request to enter into a contract with Appriss, Inc. of Louisville, Kentucky- as
described below and referenced as DolT No, 2021-002.

The purpose of this contract is for Appriss, Inc. to provide a prescription monitoring

solution that provides real-time data conceming the dispensing of controlled drugs 1o assist .

practitioners in ensuring conirolled medications are appropriately prescribed and

dispensed. This contract provides critical prescription monitoring services such as vital
prescription and hcalth risk information for prescribers and dispensers.

The.amount of the contract is not to exceed $2,535,750, and shall become effective upon
the date of Governor and Executive Council approvnl through June 30, 2026.

A copy of this letier should accompany the Department of Health and Human Services' submission
to the Governor for approval.

. Smccrely, .
Denis Goulet
DGhk

DolT #2021-002
cc: Michael Williams, IT Manager, DolT

L]
"innovative Technologies Today for New Hompshire's Tomorrow"
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FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of its attachments shall become public upon submission 1o Governor and Executive Council

for approval. Any information that is private, confidential or proprietary must be clearly identified to the agency
ond agreed to in wriling prior to signing the contract.

AGREEMENT
The State ofNew Hompshire and the Conltractor hereby mutually agree as follows: |

GENERAL PROVISIONS b

IDENTIFICATION.

1.1 State Agency Name 1.2 State Agency Address
New Hampshire Department of Health and Human Services 129 Pleasant Street
; Concord, NH 03301-3857
1.3 Contractor Name ; 1.4 Contractor Address
Appriss Inc, ' 9901 Lin Station Road, Suite 500
Louisville, KY 40223

1.5 Contracior Phone Number. | 1.6 ‘Account Number 1.7 Completion Date 1.8 Price Limitation
(866)277-7477 05-95-090-904010-1380 June 30, 2026 $2,535,750.00
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number

Nathan D. White, Director (603) 271-9631

L.tt Contrafior, SR | £.12 Name and Title of Contractor Signatory

: 12/23/2021 ‘
Date: T SCATLTO 8. Robert Cohen, President
1.13  State Agency Signature 1.14 Name and Title of S1aic Agency Signatory
Doculigned by: . .
?M‘; M — 12/2372021 Patricia M. T11]e¥ Director

Date; ; ’ 1

.15 Approval by the N.H. Departmeat of Administration, Division of Personnel (if applicable)

By: ; Director, On:
1,16  Approvalbpethasitiomney General (Form, Substance and Execution) (if applicable)
By: Shygn, Gunnno = 12/27/2021
1.17 Approval b}“ih?as\?e?ﬁor and Executive Council (if applicable)

G&C ltem number: G&C Meeting Date:

) 03
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1. SERVICES TO BE PERFORMED., The State of New
Hampshire, acting through the agency identified in block 1.1
("State”), engages contractor identified in block 1.]
(“*Contractor”) to perform, and the Contractor shall perform,
the -work or sale of goods, or both, identified and more
particularly described in the atiached EXHIBIT B which is
incorporated herein by reference (“Services™.

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the

contrary, and subject to the approval of the Governor and,
Executive Council of the State of New Hampshire, if -

applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement s indicated
in block 1.17, unless no such approva) is required, in which
case the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1,13 ("Effective Date™).

3.2 If the Controctor commences the Services prior to the
Effective Date, all Services performed by the Contractor
prior to the Effective Date shall be performed at the sole risk
of the Contractor, and in the event that this Agreement does
nol become effective, the State shall have no linbility to the
Contrector, including without limitation, any obligation to
pay the Contractor for any costs incurred or Services

" performed. Contractor must complete all Services by the
Completion Date specified in block 1.7,

4. CONDITIONAL NATURE OF AGREEMENT,
Notwithstanding any provision of this Agreement 1o the

contrary, all abligations of the Siate hercunder, including,

without limitation, the continugnce of payments hereunder,
are contingent upon the availability and continued
appropriation of funds saffected by ony state or federal
legislative or executive action that reduces, climinates or
otherwisc modifies the appropriation or availability of
funding for this Agrccmcnl and the Scope for Services
provided in EXHIBIT B, in whale or in pan. in no event shall
the State be liable for any payments hereunder in excess of
such available appropriated funds. Inthe event of a reduction
.or termination of appropriated funds, the State shall have the
right 10 withhold payment until such funds become available,
if ever, and shall have the right to reduce or terminate the
Services under this Agreement immediately upon giving the
Coniractor notice of such reduction or termination. The State
Page 5 of 67 .
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- REGULATIJONS/ EQUAL

shall not be required to transfer funds from any other account
or source Lo the Account identified in block 1.6 in the event
funds in that' Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATIONI PAYMENT.

5.1 The contract price, method of payment, and terms of payment
arc identificd and more particutarly described in EXHIBIT C
which is incorparated hercin by reference.

5.2 The payment by the State of the contract price shall be the

-only and the complete reimbursement to the Coatractor for all

expenses, of whalever nature incurred by the Contractor in the
performance hereof, and shall be the only and thé complete
compensation to the Contractor for the Services. The State shall
have no liabitity to the Contractor other than the contract price.

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-¢ or any other provision of law,

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circurnstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation sei forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
- EMPLOYMENT
OPPORTUNITY.,

6.1 In connection with the performance of tlie Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
suthorities which impose any obligation or duty upon the
Contractor, including, but not limited 1o, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable mtcllcctual
property laws,
6.2 During the term of this Agreement, the Contracior shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
grientation, or national origin and will take affirmative ucuon to
prevent such discrimination.

6.3. The' Contraclor agrees to permit the State or United States
nccess 10 any of the Contractor's books, records and accounts for
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the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms end conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contracior shell at its own expense provide all personnel
necessary to perform the Services. The Contractior warrants that all
personnel engaged in the Services shall be qualified 1o perform the
Services, and shall be properly licensed and otherwise authorized
1o do so under all applicable laws.

1.2 Unless otherwise authorized in writing, during the term of this
Agreement, and for o period of six (6) months after the Completion

- Date in block 1.7, the Contractor shall not hire, and shall not permit
any subcontractor or other person, firm or corporation with whom
itis engaged in a combined effort to perform the Services to hire,
any person who is o State employee or official, who is materially
involved in the procurement, administration or performance of this
Agreement.  This provision shall survive. termination of this
Agreement, '

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. [n the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of defaultt hereunder ("Evcm
of Defauit™):

8.1.1 failure o perform the Services satisfactorily or on schedule;
8.1.2 failure to submit any repont required hereunder; and/or

8.1.3 failure to perform any other covenant, term or condition of
- this Agreement. .

8.2 Upon the occurrence of any Event of Default, the Stale may
take any one, or more, or alt, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
" Default and requiring it to be remedied within, in the absence of a

greater or lesser specification of time, thiny (30) days from the’

date of the notice; and if the Event of Default-is not limely cured,
terminate this Agreement, effective two (2) days aﬂcr giving the
Contractor notice of termination;

8.2.2 give the Contractor o written nmice'spccifying the Event of

Default and suspending all payments 10 be made under: this

Agreement and ordering that the portion of the contract price

which would otherwise accrue to the Contrector during the period
Page 6 of 67
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from the date of such notice until.such time as the State determines
that the Contractor has ¢ured the Event of Default shall never be
paid to the Contractor;

.. 8.2.3 give the Contractor a written notice specifying the Event of 2
““Default and set off against any other obligations the State may owe
Ao the Contrector any damages the State suffers by reason of any

Event of Default: and/or

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the Agreement
and pursue any of its remedies a1 law or in equity, or both,

8.3. No failure by the State to enfarce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default, No express failure to enforce any Event of Default shall
be deemed a waiver of the night of the State to enforce each and
all of the provisions hereof upon any further or othcr Event of
Default on the parl of the Contractor.

9. TERMINATION.

9.1 Notwithstanding pamgmph 8, the State may, al its sole
discretion, terminate the Agreement for any reason, in whole or in
pan, by thmy (30) days written notice to the Coniractor thai the
State is exercising ils oplion to terminate the Agreement,

" 9.2 In the event of an early termination of this Agreement for any

reason other than the completion of the Services, the Contractar
shali, at the State’s discretion, deliver to the Contracting Officer,
not tater than fifteen (15) days afier the date of termination, a
report (“Termination Report”) describing in delail all Services
performed, and the controct price earned, 1o and including the date
of termination. The form, subject matter, content, and number of
copies of the Termination Repon shall be identical to those of any

* Final Repont described in the attached EXHIBIT B. In addition, at

the State’s discretion, the Contractor shall, within | § days of notice
of carly termination, develop and submit to the State o Transition
Plan for services under the Agreement,

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreemeni, the word “data™ shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports, files,
formulae, surveys, maps, charts, sound recordings, video
recordings, piclorial ceproductions, drawings, analyses, graphic
fepresentations, compuler programs, computer printouls, notes,
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letters, memoranda, papers, and documents, all whether finished
or unfinished.

~10.2 All data and any property which has been received from the
State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned
to the State upon demand or upon termination of this Agreement
for any reason.

10.3 Confidentiality of data shall be govemed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State,

1. CONTRACTOR'S RELATION TO THE STATE. inthe

performance of this Agreement the Contractor is in all respects an

independent contractor, and is neither an agent nor an employee of
the State. Neither the Contractor nor .any of its officers,
¢mployces, agents or members shall have authority 1o bind the
State or reccive any benefits, workers’ compensation or other
emotuments provided by the State to its employees.

12. ASSIGNM ENT/DELECATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherivise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifleen (15) days prior to the
nssignment, and a written consent of the State. For purposes of this
paragraph, & Change of Control shall constitute ossignment.
“Change of Control” means (a) merger, consolidation, or o
transaction or series of related transactions in which a third party,
together with its afTiliates, becomes the direct or indirect owner of
fifty percent (50%) or more of the voting shares or similar equity
interests, or combined voting power of the Contractor, or (b) the
sale of all or substantially all of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the Contractor
without prior wrilten notice and consent of the State. The State is
entitled to copies of all subcontracts and assignment agreements
and shall not be bound by any provisions contained in a
subcontract or an assignment agreement to which it is not a party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and -against any and all chaims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the
Contractor, or subcontractors, including but not limited to the
Page 7 of 67
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negligence, reckless or intentional conduct. The State shall not be
lizble for any costs incurred by the Contractor arising under this
paragraph |3. Notwithstanding the forepoing, nothing herein
contained shall be deemed 10 constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the termination
of this Agreement.

i4. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
conunuously mazintain in force and shall rcquurc any subcontractor:
or assignee 10 obtain and maintain in force, the following
insurance:

14.1.1 commercial general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
thari $1,000,000 per occurrence and $2,000,000 aggregate or
excess; and

14.1.2 special cause of loss coverage form covering all property
subject 10 subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Department of Insurance, and issued

- by insurers licensed in the Siate of New Hampshire.
14.3 The Contractor shall fumish to the Contracting Officer

identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.

Contractor shall also fumish to the Contrecting Officer idemified
in block L9, or his or her successor, certificate(s) of insurance for
all renewal(s) of insurance required under this Agreement no later
than ten (10) days prior to the expiration date of each insurance
policy. The certificate(s) of insurance and any renewals thereof
shall be attached and are incorporated herein by reference.

15, WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contracior agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapler 281-A (“Workers®
Compensation"),

15.2 To the extent the Contractor is subject to the requirements of
N.H. RSA chepter 281-A, Contractor shall maintain, and require
any subconltraclor or assighes (o securc and maintain, payment of
Workers” Compensation in connection with activities which the
person proposcs to undertake pursuant to this Agreement. The
Contractor shall Fumnish the Conlracting Cfficer identified in block
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L.9, or his or her successor, proof of Workers’ Compensation in
the manner described in N.H. RSA chapter 281-A and any
opplicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation premivms
or for any other claim or benefit for Contractor, or any
subcontractor or employee of Contractor, which might arise under
applicable State of New Hampshire Workers’ Compensation laws
in connection with the performance of the Services under this
Agreement.

16.-NOTICE. Any notice by o party hercto 1o the other party shall
be deemed (o have bjeen duly delivered or given'at the time of
mailing by centified mail, postage prepaid, in a United States Post
Office addressed to the parties ot the addresses given in blocks 1.2
and 1.4, herein. ’

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such smendment, waiver
or discharge by the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to State law, rute or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the paniies and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule of
construction shall be applied against or in favor of any party. Any
octions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof, ’
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19. CONFLICTING TERMS. [n the event of a conflict between
the terms of this P-37 form (as modified.in EXHIBIT A) and/or
nttachments and amendment thereof, the terms of the P-37 (as
modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to benefit
nay third parties and this Agreement shall notl be construed to
confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein shall
in no way be held 10 explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

i3

22. SPEGIAL PROVISIONS. Additional or modifying
provisions sef forth in the attached EXHIBIT A are incorporated
herein by reference.

13, SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
conirary to any siate or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
execuled in a number of counterpans, each of which shall be

. deemed an original, constitutes the entire agreement and

undcerstanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof. '
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EXHIBIT A - SPECIAL PROVISIONS

The terms outlined in the P-37 General Provisions are modified as set forth below:

Al

Al

A4

Provision. 3, Effective Date/Completion of Services, is updntcd with the following

* addition:

33 The Term may be extended up to Two (2) times(s), (“Extended Term").at the solc
option of the State, subject to the partics prior written Agreement on applicable fees
for cach extended Term, up to but not beyond June 30, 2029 under the same terms and
conditions, subject to approval of the Governor and Executive Council.

Provision 5, Contract Price/Price Limitation/ Payment, is updated with the following
addition:

5.5 The State’s liability under this Agreement shall be limited to monetary damages not
' to exceed the contract price pursuant to Paragraph 5.2. The Contractor agrees that it
has an adequate remedy at law for any breach of this Agreement by the State and
hereby waives any right to specific performance or other equitable remedics against
the State. Subject 1o applicable laws and regulations, in no ¢vent shall the State be
liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the forcgoing. no:hing hercin contained shall be deemed
to constitutc a waiver of the sovercign immunity of the Slalc which immunity is

hereby rescrved to the State.

Provision 8, Event of Default/Remedies, is updated with the following addition:

8.4 Procurc Services-that are the subject of the Contract from another source and
Contractor shall be liable for reimbursing the State for the replacement Services, and
all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicablc fees, charges or penalties, and staff time costs; all of
which shall be subject to the limitations of liability sct forth in the Contract.

Provision 9, Termination, is deleted and replaced with the following:
" TERMINATION '

9.1 Notwithstanding paragraph 8, the State may, at its sole discretion, terminate the
Agreement for any reason, in whole or in part. In the event of such termination, the
Contractor shall immediately stop all work hereunder and shall immediately cause any
and all of its suppliers and subcontractors to cease work. The State shall be liable for
cost of all Services and Deliverables for which Acceptance has been given by the
State, provided through the date of termination but will not be liable for any costs for
incomplete Services or winding down the Contract activities. The Contractor shall not

o3 =
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9.2

be paid for any work performed or costs incurred which reasonably could have been
avoided.

Termination Procedure

9.2.1 Upon termination of the Contract, the State, in addition to any other nights
provided in the Contract, may requirc Contractor to deliver to the State any property,
including without limitation, Software and Written Deliverables, for such part of the
Contract as has been tcmunalcd

9.2.2  Afer receipt of a notice of termination, and cxcept as otherwise dirccted by
the State, Contractor shall:

o. Stop work under the Contract on the date, and to the extent specified, in thc
notice; .

'b. Promptly, but in no cvent longer than ten (10) days after termination, .
terminate its orders and subcontracts related to the work which has been
terminated, and settle all outstanding liabilities and all claims arising out of
such termination of orders and subcontracts, with the approval or ratification
of the State to the extent.required, which approval or ratification shall be final
for the purpose of this Section;

c. Take such action as the State directs, or as necessary to preserve and protect
the property related to the Contract which is in the possession of Contractor
and in which the State has an interest;

d. Take no action to intentionally erase or destroy any State Data, this includes
State Data held by the Contractor’s subcontractors.;

e. Transfer title to the State and deliver in the manner, al (he times, and to the
extent dirccted by the State, any property which is required to be furnished to
the State and which has been accepted or requested by the State;

f.  Work with the State to develop a Services and ‘Data Transition Plan per the

© “Contract End-of-Lifc Transition” requirement in  the Additional
Requirements section of this RFP; and

g. Provide written Certification to the State that Contractor has surrcndered to
the State all said property. 9.2.3.

9.24  This covenant in paragraph 9 shall survive the termination of this Contract.

A. Provision 10, Data/Access/Confidentiality/Preservation, is updated with the following

addition:
10.4

“In performing its obligations under this Agreement, Contractor may gain access to

Confidential Information of the State. Confidential Information is defined in the
Department of Health and Human Services’ Information Sccurity Requircments
Exhibit.

Subject to applicable federal or State laws and regulations, Confidential Information shall not

include information which:

b3
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A5

A6

10.7

10.8

" n. shall have otherwise become publicty available other than as a result of
’ disclosure by the receiving Party in breach hereof:

b. was disclosed to the receiving Party on a non-confidential basis from a source
other than the disclosing Party, which the receiving Party believes is not
prohibited from disciosing such information as a result of an obligation in
favor of the disclosing Party; or

¢. isdiscloscd with the written consent of the disclosing Party's Privacy Officer

“or designee

Contracior Confidential Information. Contractor shall clearly identify in writing all
information it claims to be confidential or proprictary upon providing such
information to the State. For the purposes of complying with its legal obligations, the
State is under no obligation to accept the Contractor's designation of material as
confidential. Contractor acknowledges that the Statc is subject to State and federal
laws governing disclosure of information including, but not limited to, RSA Chapter ]
91-A. In the cvent the State receives a request for the information identified by
Contractor as confidential or proprietary, the State shail notify Contractor and specify
the date the State will be releasing the requested information. At the request of the
State, Contractor shall cooperate and assist the State with the collection and review of -
Contractor’s information, at no additional expense to the Statc. Any effort to prohibit
or enjoin the release of the information shall be Contractor’s sole responsibility and at
Contractor’s sole expense. 1f Contractor fails to obtain a court order enjoining the
disclosure, the State shall rclease the information on the date specified in the State’s
notice to Contractor, without any liability to the State.

This covenant in paragraph 10 shall survive the termination of this Contract.

Provision 12, Assignment/Declegation/Subcontracts, is updated with the following
addition:

123

In the event that Contractor should change ownership for any reason whatsoever that
resuits in a change of contro! of the Contractor, the State shall have the option of:

a. continuing under the Agreement with Contractor, its successors or assigns for the
full remaining Term of the Agreement or for such period of time as determined
necessary by the Statc;

b. immediatcly terminate the Agreement without liability 1o or further compensation

owed to Contractor, its successors or assigns. 2

Provision 13, Indemnification and Limitation of Liability, is deleted and replaced with
the following:

13.1.  Unless otherwise exempted i)y law, the Contractor shall indemnify and hold harmless

the State, its officers and employces, from and against any and all claims, liabilitics

and costs for any personal injury or property damages, patent or copyright

infringement, or other claims asserted against the State, its officers or employees,
s
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25.

26.

27,

28,

which arise out of (or-which may be claimed to arise out of) the acts or omission of
the Contractor, or subcontractors, including but not limited to the negligence, reckless
or intentional conduct. The State shall not be liable for any costs incurrcd by the
Contractor arising under this paragraph 13. Notwithstanding the foregoing, nothing
herein contained shall be deemed to constitute a waiver of the sovereign immunity of
the State, which immunity is hereby reserved to the State. This covenant in paragraph
13 shall survive the rermination of this Agrecment,

13.2  The aggregate liability of the Contractor, in cach case under this Agreement (and

whether such liability arises from any claim based on breach or repudiation of contract,
warranty, tort (including negligence or breach of statutory duty), or otherwisc) shall not
cxcced two times the contract price. Notwithstanding the foregoing, Contractor’s
liabitity for any data security breaches, as referenced in Exhibit K, DHHS Information
Security 'Requirements (Scction IV, Procedures for Securily, Paragraph 11) shall not
exceed Fifteen Million Dollars ($15,000,000) per claim. The limitation of liability shall
not apply to claims related to (a) fraud or willful misconduct, (b) death or personal
injury, (¢) Contractor’s failure to follow and implement cyber security best industry
practices for protecting confidential information.

The following Provisions are added and made part of the P37:

FORCE MAJEURE

25.1  Neither Contractor nor the State shall be responsible for delays or failurcs in

performance resulting from events beyond the control of such Party and without fault
or ncgligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, riots, and acts of War, epidemics, acts of Government, fire,
power failurcs, nuclear accidents, earthquakes, and unusually severe weather.

25.2  Except in the event of the forcgoing, Force Majeure events shall not include the -

Contractor's inability to hire or provide personncl necded for the Contractor's
performance under the Cantract. 5

EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Contract are incorporated
by reference as if fully included in the text of the Contract. ' '

NON-EXCLUSIVE CONTRACT

" The State reserves the right, at its discretion, to retain other-vendors to provide any of the

Services or Deliverables identified under this Agreement. Contractor shall make best efforts
to coordinate work with all other State vendors performing Services which relate to the work
or Deliverables set forth in the Agreement. The State intends to use, whenever possible,
existing Software and hardware contracts to acquire supporting Software and hardware.

GOVERNMENT APPROVALS .

Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals nccessary 1o perform its obligations under the Contract.
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EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES ] '

. The Statement of Work, Business and Technical Requirements, and Deliverables are set forth below:

L

STATEMENT OF WORK

The Contractor shall” provide a software solution and associated services for the New
Hampshire Prescription Drug Monitoring Program (PDMP) to collect prescription data for
online review by practitioners and pharmacists and administrative reporting and analysis of
data. Specifically, the following software solution and associated services include:

o CONTRACTORS PMP AWARXE
» NarxCare
* Custom Enhancements (as sct forth in Exhibit G, Artachment 1)

= Suwutewide Interoperability through Prescription Drug Monitoring Program Catcway,
for a period of two years (as set forth in Exhibit G, Attachment 1.1)

AWARXE w/NarxCare and Custom Enhancements

This software solution shall collect prescription data for online review by practitioners and
pharmacists and administrative reporting and analysis of daia, and promote utilization of the
program by prescribers and dispensers within existing. workflow by integrating the PDMP
¢lectronic health records systems. The mission is'to promote the quality of patient carc and
appropriate usc of controlled substances for legitimate medical purposes. Through the

" PDMP’s accurate and complete data tracking of opioids and other scheduled drug

prescriptions, the State desires to deter misuse and diversion of schedule TI-IV controlled -

.substances by assisling prescribers and pharmacists to make safe prescribing and dispensing

decisions and improve the identification and éducation of high risk indicators {¢.g. overdose
and substance use disorders). is the Contractor shall assist the Statc of New Hampshire’s goal
to modernize our technology that illuminates data while considering quality, consistency, and

‘accessibility for all users of the PDMP system.

The Contractor shall provide the State of New Hampshire a Prescription Drug Monitoring
system (“Program”) whereby data regarding Controlled Substances in schedule 11, 11, and TV
dispensed to New Hampshire citizens is collected from all dispenscrs and available for review
by defined- practitioners, dispensers, authorized administrators and other defined users. The
Program must focus on allowing the NH PDMP 10 produce a more robust and efficient data
software solution for New Hampshire practitioners by executing an intcroperability platform
that facilitates data sharing with PDMPs in other jurisdictions through connections with both
PMPi and RxCheck and with electronic health records and pharmacy management systems,
using any means selected by the New Hampshire PDMP, including: PMP Interconncct, PMP
Gateway, RxCheck hub, built by the selected vendor.
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Statewide Interoperability through PMP Gateway

The Contractors software solution shall provide all authorized health care cntities with the
ability to integrate NH PDMP information into their Health IT systems for a period not to
exceed two (2) years (the “introductory period.”). Fees for the two-year introductory period
will be funded through this contract. At the end of the introductory period, it will be the health
care entities’ sole responsibility for any payment required to continue access to PMP Gateway.
This fee structure shall be the responsibility of the Contractor to include in the marketing plan.
Contractor shall be responsible for contacting and working with participating health care
entitics no less than ninety (90) days prior to the cxpiration of the introductory period, to ensure
continuity and payment of services.

Through leveraging PMP Gateway, the goal is to integraic the NH PDMP into every
physician’s and every pharmacist's workflow in New Hampshirc. Intcgration will allow users
to- access the same information_ that is available in the NH PDMP within their clinical .
workflows, including patient prescription history, summary information, and clinical risk
indicators. Statewidc integration initiatives have proven to increase utilization of the PDMP
in other states. . i

The Contractors software solution shall include technical cxpertise, integration software, and
ongoing support scrvices to Authorized Healthcare Organization sites through designated
Information Technology (iT) support resources of the Authorized Healthcare Organization.
The Contractor shall provide the Gateway Service that provides EHR/PMS of authorized
healthcare organizations with the ability to initiate requests for patient reports, from the New
Hampshirc PMP, on behalf of permissible Users and receive patient prescription history
rcports, from the New Hampshirc PMP, when the authorized User compietes the required
criteria. The software solution includes audit trail functionality and PMP Gateway Reporting
as set forth in Exhibit G, Attachment 1.

2. BUSINESS/ TECHNICAL REQUIREMENTS

The Contractor must adhere to the Bu:sincss and Technical Requirements identified in
Exhibit G Attachment 1,
2.1 DHHS Security and Privacy Policy Compliance Requirements

DHHS Security and Privacy Policy Compliance
The Vendor shall represent and warrant thai: :
a. the Vendor has reviewed and is knowledgeable about, and experienced at addressing,
DHHS Security and Privacy Policics, and - :
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b. the Vendor and the software Solution shall comply with all of the security protocol,
data sccurity and other policies and procedures set forth in DHHS Sccurity and Privacy
Policics and any future updates, revisions and/or replacements.

¢. The Vendor shall agree that the Vendor and the softwarc Solution shall, at all times,

-remain fully compliant with DHHS Security and Privacy Policies, as these policies
may be updated from time 1o time. The Vendor shall, on an annual basis, certify in
such form as the State may rcasonably request that the Vendor and the ‘software
Solution are compliant with then current DHHS Sccurity and Privacy Policies version.
In the event that the Statc notifies the Vendor that the System is any way non-
compliant with DHHS Sccirity and Privacy Policies, then the Vendor shall
immediately utilize diligent, continued cfforts to modify the Sysicm so that it becomes
and remains DHHS Security and Privacy compliant,

d. The Vendor is responsible for the Hosted Solution {the “Host™). The Vcndor is and
shall be responsible for cnsuring that the Host is and remains fully DHHS Security
and Privacy Policies compliant and shall be liable for any breach or violation by the
Host of any DHHS Security and Privacy Policies policy, procedure or protocol. -

e. The State may, onc time cach calendar ycar during the term of theé Agreement, audit
(or engage a third party to audit) the Vendor and the Hosted Solution to ensure that
the Hosted Solution is fully compliant with DHHS Sceurity and Privacy Policies. "If
the State wishes to conduct such an audit, then the State shall provide the Vendor
written notice of such audit, which may include the analysis of records, discussions
with the Vendor's employces and subcontractors, and testing of the Sysiem. The
Vendor shall promptly providc to the State information requested by the State in
¢onnection with the audit and otherwise cooperate with the State regarding such audit.

f. Inthe event that the audit shows that the Vendor or the Hosted Solution is not in full
compliance with any DHHS Sccurity and Privacy Policies, protocol or procedure, then
the Vendor shall promptly take such action as is necessary to-attain DHHS Security
and anacy compliance and upon achieving compliance, certify in writing 1o the State
that it has donc so, and

g. Matcerial compliance with any ‘DHHS Security and Privacy Policies, protocol or
procedure, the Vendor shall promptly reimburse the State for the costs and expenses
(including internal legal costs invoiced at the prevalent billing rate for an experienced
corporate attorney) incurred in conducting the audit,

h. The Contractor agrees it will initiate a criminal background check re- mvcst:ganon of all
workforce assigned to this Contract cvery five years. The five year period will be based
on the date-of the last Criminal Background Check conducted by the Contractor or ils
‘Agent.

I. . Agency Compliance Documents — Attachment 2
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3. ACTIVITY, DELIVERABLE, AND MILESTONE

Activity, Dellverable, or

Deliverable Projceted Delivery Date
Milestone Type -
PLANNING AND PROJECT MANAGEMENT
1 Conduct Project Kickoff Meeting Non-Software | No later than ten (10) business days following
Natice 10 Proceed. :
2 Project Status Reports Writien Available upon Project KickofT and throughout the
‘life-of the project. )
3 Work Plan Written Available upon Project Kickoff.
4 Infrastructure Plan, including Written Available upon Project Kickoff.
Desktop and Network -
.| Configuration Requirements
] Attestation of Background checks Written Contractor workforce associated with fulfilling the
obligations of this Contract are, based on N
DHHS provided criteria herein and their job
responsibility requirements, eligible 1o participate
in work associated with this Contracl.  Available
upon Project Kickoff,
6 Communications and Change " Writlen Available upon Project Kickoff.
Management Plan
7 Requirements Traceability Matrix Written Available upon Project KickofT.
8 Software Configuration Plan Written Available upon Project Kickoff.
9 Systems Interface Plan and Written Once delivery dates are solidified for all custom
Design/Capability development deliverebles, the plan for SoRware
Configuration will be provided within 10 days.
10 | Testing Plan Written Available upon Project KickofT.
11 | Data Conversion Plan and Design Written As incumbent, this is not applicable.
12 | Deployment Plan Written Will be delivered to NH DOH for new development
work. )
13 | Comprehensive Training Plan and | Written Within 30 days of requirements finalized.
Curriculum ‘ ' o
14 | End User Support Plan Written Within 30 days of requirements finalized.
15 | Business Continuity Plan Written Upon Project KickofT.
16 | Documentation of Operational Written Upon Project KickofT.
Procedures
17 | Bring Your Qwn Device (BYOD) | Written Upon Project KickolT.
Security Plan
18 | Data Protection Impact Assessment | Written Upon Project KickofT.
19 | Systems Security Pan {§SP) Written Upon Project KickofF.
20 | Disaster Recovery Plan (DRP) Writien Upon Project KickofT.
INSTALLATION -
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Actlvity, Deliverable, or Deliverable Projected Dclivery Date
Milestonc Type ) i
17 | Provide Software Licenses if Written Access o the Contractors. PMP environment is
needed availablc today and will remain available upon
effective dote of the signed agreement.
18 | Provide Fully Tested Data Software As the incumbem, Conversion Software is not
* | Conversion Software necessary.

T19 | Provide Software Installed, Software As the incumbent, the base PMP software is
Configured, and Operational to available today. Contractors will deliver all custom
Satisfy State Requirements requirements by a timeframe specified by the State.

TESTING ' - |

20 | Conduct Integration Testing Non-Software | The Integration Testing schedule will be provided
upon finalization of the project schedule including
2ll custom enhancement technical requirements.

21 | Conduct User Acceptance Testing | Non-Software | The schedule for UAT will be provided upon
finalization of the project schedule including all |,
custom enhancement technical requirements.

22 | Performn Production Tests Non-5ofiware | The schedule for Production Testing will be
provided upon finalization of the project schedule
including n;l custom ¢nhancement technical
requirements.

23 | Test In-Bound and Qut-Bound Software The schedule for In-Bound/Qui-Bound Testing will

Interfaces be provided upon finalization of the project schedule
including all custom enhancement technical
réguirements,

24 | Conduct System Performance Non-Software | Load testing occurs bi-weekly with the delivery of

(Load/Stress) Testing all new features. Load testing. will occur as pan of
. i the delivery of all custom
25 | Certification of 3™ Panty Pen Non-Software | The Contractors Centification of the most recent 3rd
Testing and Application Party Pen test is a‘v-nilablg to‘day: Third party Pen
Vulnerability Sconning. and App Vulnerability Scanning is conducted on an
Annual Basis.

26 | Security Authorization Package Written Upon Project KickolT.

SYSTEM DEPLOYMENT

16 | Converted Data Loaded into Soflware As the incumbent, this is not applicable,

Produciion Environment ;

27 | Provide Tools for Backup and Software As a SaaS provider, this requirement is not

Recovery of all Applications applicable.
. | and Data i

28 | Conduct Training - Non-Soflware | As the incumbent, NH PDMP will not require a
tronsition 10 a8 new PDMP platform; therefore, |
training will be performed on all enhancements to
the current system. Training will be provided no
less than |4 days prior to feature enhancements and
no less than 30 days prior (o major enhancements.

2]
Page 18 of 67 [ /2[

Contractor Initials:

Datc:

12/23/2021




DocuSign Envelope ID: FS0A3E1A-9C97-4D04-8E35-A1EAEAFCBE13

DocuSign Envelope ID: FBAEG100-84CC4E57-868D-8B1598B2B106

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
2021-002 - NH Prescription Drug Monitoring Program
EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

Activity, Delivcrable, or Deliverable Projected Delivery Date
Milestone Tyvpe
29 | Cutover to New Software Non-Software | Upon Project Kickoff and ongoing throughout the
duration of the project.
30 | Provide Documentation Writien Upon Project Kickoff and ongoing throughout the
duration of the project.
31" | Execute Secunty Plan Non-Software | Upon Project Kickoff and ongoing throughout the
i duration of the project.
OPERATIONS
32 | Ongoing Hosting Suppon Non-Software | Will continue upon contract effective date as
Contractors currently provides hosting suppon.
33 | Ongoing Suppon & Software Will continue upon contract effective dote’ as
Maintenance ’ Contraciors currently provides hosting support.
34 | Conduct Project Exi1 Mccling Non-Software | Within 30 days of production release of nll required
functionality.
MARKETING AND PROMOTION OF NEW HAMPSHIRE PDMP .
35 | Marketing Plan w/Timetables Non- Within 30 days of the Effective Date, the Contractor
Software must provide a marketing plan or promotion of NH
PDMP and Gateway Services . This also includes.
addressing the introductory period for Gateway
Services and actions required by the health care
entities at the end of the introductory period.
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4.

DELIVERABLE REVIEW AND ACCEPTANCE

4.1

4.2

43

44

Non-Software and Written Deliverables Review and Acceptance '’

The Contractor shall provide a written Centification that a non-software, written
deliverable {such as the Test Plan) is final, complcte, and ready for Review. Aficr
receiving such Certification from the Contrac{or, the State will Review the Deliverable to
determine whether it meets the requirements outlined in this Exhibit. The State will notify
the Contractor in writing of its Acceptance or rejection of the Deliverable, or its partial or
conditional Acccptance of the Deliverable, within five (5) business days of the Statc's

~ receipt of the Contractor’s written Centification; provided, however, that if the State

determines that the State needs more than five (5) days, then the Siate shall be entitled to
an cxiension of up to an additional ten (10) business days. If the State rejects the
Deliverable or any portion of the Deliverable, or if any Acceptance by the State is
conditioned upon completion ‘of any rclated matter, then the State shall notify the

Contractor of the nature and class of the Deficiency, or the terms of. the conditional

Acceptance, and.the Contractor shall correct the Deficiency or resolve the condition to-
Acceptance within the period identified in the Work Plan, If no period for the Contractor’s

correction of the Deliverable or resolution of condition is identified, the Contractor shall

correct the Deficiency in the Deliverable or resolve the condition within five (5) business

days or such longer period as the State (in its sole discretion) may agree. Upon.receipt of
the corrected Deliverable, the State shall have five (5) business days to review the

Delivcrable and notify the Conractor of its Acceptance, Acceptance in part, conditional

Acceptance, or rcjection thereof, with the option to extend the Review Period up to five

(5) additional business days, or mutually agreed upon timeframe. If the Contractor fails

to correct the Deficiency within the allottcd period, the State may, at its option, continue

reviewing the Deliverable-and require the Contractor to continue until the Deficiency is

corrected, or immediately terminate the Contract, declare the Contractor in default, and or

pursue its remedics at law and in equity. -

Software Deliverables Review and Acceptance

System/Softwarc Testing and Acceptance shall be performed as set forth in the Test Plan
and morc particularly described in Acceptance and Testing Scrvices described herein.

Number of Deliverables

Unless the State otherwise specifically agrees in writing, in no event shall the Contractor
certify for testing and deliver to the Statc more than three (3) Deliverables for review or
testing at one time. As the State accepts a Deliverable, an additional Deliverable may be
presented for review but at no time can the Deliverables cxceed three (3) at a time without
the authorization of the State.

Conditionat and Unconditional Acceptance

D3
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5.

6.

7.
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By accepting a Deliverable, the State reserves the right to l'EjECl any and all Delwerables

" in the cvent the State detects any Deficiency in the System, in whole or in part, through
complction of all Acceptance Testing, including but not limited to, Softwarc/System
Acceptance Testing, and any extensions thereof.

CHANGE ORDER

The Statc may make changes, revisions or request enhancements to the Scope of Work at any
time by written Change Order. The State originated changes, revisions or enhancements shall
be approved by the Department of Information Technology. Within five (5) business days of
Contractor’s receipt of a Change Order, Contractor shall advise the State, in detail, of any
impact on cost {(¢.g., increase or decrease), the Schedule, and the Work Plan.

Contractor may propose a change within the scope of the Contract by written Change Order,

'ndcnufymg any impact on cost, the Schedulc, and the Work Plan. The State shall acknowledge

receipt of Contractor’s rcquested Change Order within five (5) business-days. The Statc
Agency, as well as the Department of Information Technology, must review and approve all
Change Orders in writing. The Statc shall be deemed to have rejected the Change. Order if the
Parties arc unable to rcach an agreement in writing within 30 days of receipt of the Change

. Order.

Change orders resulting in an increase of Price Limitation, an extension of time for Contract
completion, or a significant change to the scope of the Contracl may require approval by the
Govemnor and Council.

A Change Order which is accepted and executed by both Parties, and if applicable approved
by Governor and Council, shall amend the terms of this Agrecment.

IMPLEMENTATION SERVICES

The Contractor shall employ an industry-standard lmplementation strategy with a timeline sct
forth in accordance with the Work Plan,

The Contractor shall manage Pro_|cc_:t execution and provide the tools needed to create and
manage the Project’s Work Plan and tasks, manage and schedule Project staff, track and
manage issucs, manage changing requirements, maintain communication within the Project
Team, and Report status.

The Contractor and the State shall adopt a Change Management approach to identify and plan
key stratcgics, communication initiatives, and training plans.

PROJECT MANAGEMENT

The Contracror shall provide project tracking tools and templates to record and managc Issucs,
Risks, Change Requests, Requirements, and other documents used in the management and "
tracking of the project. The State belicves that effective communication and Reporting are

. essential to Project success. The Contractor shall employ effective communication and

Repomng stratcgucs to cnsure Project success. The Contractor Key Project Staff shall
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participatc in meetings as requested by the State, in accordance with the requirements and
terms of this Contract.

The Project requires the coordinated efforts of a Project Team consisting of both Contractor
and State personnel. Contractor shall provide all necessary resources to perform its obli gations

under the Contract.

Contractor is responsible for providing all apprOprlatc resources and

personnel to manage this Project to a successful comp]euon

7.1  The Contractor Key Project Staff
7.1.1. The Contractor’s Contract Manager

Contractor shalt assign a Contract Manager who, will be responsible for all
Contract authorization and administration, including but not limited to
processing Contract documentation, obtaining cxecutive approvals, tracking
costs and payments, and representing the parties in all Contract admlmslranvc
activitics. Contractor’s Contract Manager is:

Natalie Browning

Senior Director of Client Relationships
9901 Linn Station Road

Louisville, KY 40223

Office: 502-815-5639

Cell: 502-552-0601 :
Email: nbrowning@Contractors.com

7.1.2. The Contractor’s Project Manager

Contractor shall assign a Projcct Manager who is qualified to perform or
supervise the Contractor's obligations under this Agreement. Contractor's
Project Manager is:

Stephanie Stovall

PDMP Client Relationship Manager
Contractors Health

9301 Linn Station Road

Louisville, K 40223

Office: 502-815-3838

Cell: 901-651-7552

Email: sstovall@Contractors.com
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7.L.3,

Contractor’s selection of the Project Manager shall be subject to the prior
written approval of the State. Thie State’s approval process may include,
without limitation, at the State’s discretion, review of the proposed Project
Manager's resume, qualifications, references, and background checks, and an
interview. The State may require removal or reassignment of Project Manager
who, in the sole judgment of the State, is found unacceptable or is not
performing to the State's satisfaction,

Project Manager must be qualified to perform the obligations required of the
position under the Contract, shall have full authority to make binding
decisions under the Contract, and shall function as Contractor’s representative
for all administrative and management matters. Project Manager must be
available to promptly respond during normal Business Hours within Two (2)
hours of inquiries from the State. Projeci Manager must work diligently and
usc his/ her best cfforts on the Project.

Chaﬁge of Project Manager

Contractor may not replace the Project Manager or change its assignment of
Project Manager without providing the State written notice and obtaining the
prior approval of the State of the replacement Project Manager. State
approvals for replacement of Project Manager shail not be unreasonably
withheld.  The replacement Project Manager is subject to the samc
requirements and Review as sct forth above. Contractor shall assign a
replacement Project Manager within ten (10) business days of the departure
of the prior Project Manager, and Contractor shall continue during the ten (10)
business day period to provide competent project management Scrvices
through a qualified interim Project Managcr.

The Contractors Additional Key Project Staff

The State considers the following individuals to be Key Projcct Staff for this
Project: )

Key Members: "~ Title: _

Shannon Hord Sr. Director of Software Engincering
Erin Com_bs Mgr of lmplcmentétions, Customer Svc
Ops

Laura Reid-Newkirk . Dir. Customer Svc Ops

Thomas Powell Software Enginecr Manager

Nour Elmerse - Sr. Sofhware Engincering Manager - QA
Brent Miller Scrior Data Govermance Profcssional
Heidi Holtzman . Dir. of Technology Sves & Automation
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The State reserves the right to require removal or reassignment of Key Project Staff
who are found unacceptable to the State. Contractor shall not change Key Project
Staff commitments without providing the -State written notice and obtaining the
prior written approval of the Statc. State approvals for reptacement of Key Project
Staff will not be unreasonably withheld. The replacement Key Project Staff shall

have comparable or greater skills than Key Project StafT being replaced.

7.1.5,  Background Checks

The Contractor shall conduct criminal background checks, at its own expense, and
not wilize any staff, including subcontractors, to fulfill the obligations of the
Contract who have been convicted of any crime of dishonesty, including but not
limited to criminal fraud, or othcrwise convicted of any felony or misdemeanor
offense for which incarceration for up to ! year is an authorized penalty. The
Contractor shail promote and maintain an awareness of the importance of securing

the State's information among the Contractor’ s employees and agents.

The State may, at its sole expense, conduct reference and background screening of
the Contractor’s PrOJcct Staff. The State shall maintain the confidentiality of

background screening results in accordance with the Contract Agreement,

The Statc reserves the right to reject the Vendor's Staff as a result of such reference
and background checks. The State also rescrves the right to require removal or
reassignment of the Vendor’s Staff found unacceptable to the State.
Notwithstanding anything to the contrary, the State shall have the option 10
terminate the Contract, at its discretion, if it is dissatisfied wuh the Vendor's

replaccmcnt staff. !

The Statc may, at its sole expense, conduct reference screening 6f the Contmctor. .
Project Manager and the Contractor Key Project Staff. The Statc shall maintain the

Conﬁdcnnallty of reference screening results,

7.1.6.  Termination for Lack of Project Management and Key Project Staff

Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option 1o terminate the Contract, declare Contractor in default and to
pursue its remedics at law and in cquity, if Contractor fails to assign a Project
Manager and/or Kcy Project Staff meeting the requirements and terms of the
Contract or'if the State is dissatisfied with Contractor's rcplacemcnt of the Pro;cct

Managcr and/or Key Project Slal’f
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1.2 The State Key Project Staff
7.2.1. The State Contract Manager

The State shall assign a Contract Manager who shall function as the State's
rcpresentative wirh regard to Contract administration. The State Contract Manager
is:

Michael Holi
Department of Health and Human Services
Division of Public Health Services
Program Administrator
(603) 271-9234
. michael holi@dhhs.nh.gov
7.2.2. The State Project Manager -
The State shall assign a Project Managgr. The State’s Project Manager is:

Michael Holt

Department of Health and Human Services
Division of Public-Health Services
Program Administrator

{603) 271-9234

michacl. holt@dhhs.nh.gov

The State Project Manager's duties shall include the following:

Leading the Project;

Engaging and managing all Contractors working on the Project;
Managing significant issues and risks;

Reviewing and accepting Contract Deliverables;

Invoice sign-offs;

Review and approval of Change Orders;

© =06 an g

Managing stakeholders’ concerns.

12 ]
Page 25 of 67 [ /25

Cantractor Lnitials:
Datc; 12/23/2021



DocuSign Envelope |D: FS0A3E 1A-9C97-4004-8BE35-A1EAEAFCBE13

DocuSign Envelope ID: FBAEE100-64CC-4E57-868D-8B159882B106

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
2021-002 - NH Prescription Drug Monitoring Program
EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

8. - WORKPLAN

The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan
within Thirty (30) days of the Effective Date and further refine the tasks required to implement
the Project. Continued development and management of the Work Plan is a joint ¢ffort on the
part of the Contractor and State Project Managers.

The preliminary Work Plan created by the Contractor and the State is sct forth in this Scction.

Task Name : Start Finish
! ! Planning and Project Management January 2022 January 2023

2 ;

Instatlation January 2022 January 2022
3 : }

Implementation January 2022 January 2023
g Testing January 2022 Janunry 2023
: System Deployment Jonuary 2022 January 2023
& 5 8

Opcerations Janusry 2022 January 2023
7 | STATEWIDE INTEROPERABILITY

PROGRAM (PMP GATEWAY) January 2022 January 2023

MARKETING AND PROMOTION

In conjunction with the Contractor’s Project Management methodology, which shall be used
to manage the Project’s life cycle, the Contractor’s team and the State shall finalize the Work
Plan at the onset of the Project. This plan shall identify the tasks, Deliverables, major
milestones, task dependencies, and a payment Schedule required to implement the Project. It
shall also address intra-task dependencics, resource allocations {both State and The
Contractor’s team members), refine the Project’s scope, and establish the Project’s Schedute.

9. ACCEPTANCE & TESTING SERVICES

Acceptance and testing services requires the coordinated efforts of a Project Testing Team
consisting of both Contractor and Statc personne). The Contractor shall be responsible for the
planning, documentation, coordination and management of all aspect of the testing services.

' 9.1.A Contractor Testing, Planning & Coordination

)

D3
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9.2.

not limited to:

The Contractor shall provide oversite and management of all phases of the testing process,
including user acceptance testing.

The Contractor shall provide documentation and testing tracking tools to record and
manage issues, risks, change requests, requirements, and other documcnts used in the
management of the testing process. :

The Contractor shall successfully perform functional testing and certify of all requirements
prior to release to the State Project Team for user acceptance testing. This includes but is

=

System Change orders: New and modified functiénatity

a.
b. System Integration, interfaces with'required third party systems.
c. Reporting - Data imports/Exports

d. Conversion

€. System upgradcs

f

All other changes that affect system functionality or requires acceptance and )
approval from the State’s Project Team.

The Contractor shall be responsible for the development comprehensive functional and
uscr acceptance test plans and scripts that ensure the successful testing of system change
orders and satisfics all conditions for the State’s Project Team’s testing, approval and

acceptance.

State Project Team Testing and Acceptance

The State’s Project team shall be responsible for scheduting and completing User
Acceptance Testing in accordance with the Contractor Team's approved timelines.

The State Project Tcam's testing cfforts must validate and centify cxpected outcomes of _
the change request and/or business requircments in accordance with the Contract Team’s

approved test plan and scripts.

The Contractor’s Project Team shall provide technical assistance and oversight of the State
Project Team's testing efforts.

The Contractor’s Project Tcam and Stat¢ Project team shall accept and approve all

" conditions and verify the business requirements arc satisficd before scheduling for

preduction.
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i

System Maintenance, Securlty Releases & System Patching

The Contractor shall notify the State’s Project Team in writing, by email, or phone in
accordance with mutually agreed timeframes for any system changes and maint¢nance
initiated by the Contractor that will require testing and certification by the State’s Project
Team, including but not limited to:

9.3.1  Scheduled System Upgrades and Maintcnance
9.3.2  Unscheduled System Upgrades and Maintenance
9.3.3  Security Releascs

934 System Patching

9.3.5 Emergency Releascs and Patching

The State’s Project Tcam shall be responsible for scheduling and completing User
Acceptance Testing in accordance with the Contractor Team’s approved timelines.

10. MAINTENANCE, OPERATIONS AND SUPPORT

10.1

10.2

System Malintenance

The Contractor shall maintain and support the System in all material respects as described
in the Contract, through the Contract Completion Datc. - The Contractor shall make
available to the State the latest program updates, general maintenance releases, selected
functionality relcascs, patches, and Documentation that are generally offered to its
customers, at no additional cost.

System Support

The Contractor must perform on-site or remote technical support in accordance with the
Contract, including without limitation the requirements, terms, and conditions contained
hercin,

As part of the Software maintenance agreement, ongoing Software maintenance and
support levels, including all new Softwarc rcleases, shall be responded to according 1o the
following:

Class A Deficiencies — The Contractor shall be available to the Statc for on-call telephone
assistance with issuc tracking, Twenty Four (24) hours per day and Scven (7) days a week
with an cmail / telephone response within Two (2) hours of request; or, the Contractor

.DS
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103

shall provide support on-site or with remote diagnostic Services, within Four (4) business
hours of a request; '

Class B & C Deficiencies — The State shall notify the Contractor of such Deficiencies
during regular Business Hours and the Contractor shall respond back within Four (4) hours
of notification of planned corrective action. )

Support Obligaiions

The Contractor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance activitics performed for the State; :

a." For all maintenance Services calls, the Contractor shall ensure the following
information will be collected and maintained:

i.  nature of the Deficicncy;
ii.  current status of the Deficiency; -
iii.  action plans, dates, and times;
iv.  expected and actual completion time;
v.  Deficiency resolution information;

vi.  resolved by; .
vii.  identifying number i.e. work order number; and
viii: issuc identified by; and g

b. The Contractor must work with the'State to identify and troubleshoot potcntially
large-scale  System failures or Deficiencies by collecting the following
information: : :

I mean time between Reported Deficiencics with the Software:
it.  diagnosis of the root cause of the problem; and \
ii.  identification of repeat calls or repeat Software problems.

If the Contractor fails to comect a Deficiency within the altotted period of time stated
above, the Contractor shall be decmed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies as defined in the P-37
General Provisions, Provision 8, as well as to return the Contractor's product and receive
a refund for all amounts paid to the Contractor, including but not limited to, applicable -
License fees, within nincty (90) days of notification to the Contractor of the State’s refund
request. :

21 ]
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104 Contract Warranties and Representations

10.4.1.

10.4.2.

10.4.3.

10.4.4.

System

. The Contractor warrants that sny Systems provided undcr this Agreement will

operate and conform to the Spccuﬁcauons terms, and requirements of this -
Agrccmcnl

Software

The Contractor warrants that any Software provided as part of this Agrcement,
includirig but not limited to the individual modules or functions furnished
under the Contract, is properly functioning within the System, compliant with
the requirements of the Contract, and will operate in accordance with the
Specifications and terms of the Contract,

For any breach of the above Software warranty, in addition to all its othcr
remedics at law and in cquity, at the State’s option the Contractor shall: (a)
provide the correction of program errors that cause breach of the warranty, or
if Contractor cannot substantially correct such breach in a commercially-
reasonabltc manner, the State may end its program license if any and recover
the fees paid to Contractor for the program license and any unused, prepaid
technical support fees the State has paid for the program license; or (b) the re-
performance of the deficienr Services, or (¢} if Contractor cannot substantially
correet a breach in a commercially reasonable manner, the State may end the
relcvant Services and recover the fees paid to Contractor for the deficient
Services.

Compatibility _

Contractor warrants that all System components, including but not limited to
the components provided, any replacement or upgraded System Software
components provided by Contractor to correct Deficicncics or as an

Enhancement, shall operate with the rest of thc System without toss of any
functionality.

Services

Contractor warrants that all Scrvices to be provided under this Agreement will
be provided expedicntly, in a professional manner, in accordance with
industry standards and that Services will comply with performance standards,
Spccifications, and terms of the Contract.

10.5 Dafn Location

The Contractor shall provide its services to the Department and its end users solely from
data centers within the Continenta] United States. All storage, processing and transmission
of State Data shall be restricted to information technology systcms within the Contincntal
United States. The Vendor shall not allow its personnel or sub-contractors to store State
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Data on portable devices, including personal computers, unless express prior written
consent is obtained from DHHS Information Security.

11. SOFTWARE AGREEMENT

The Contractor shall provide the State with access to thé Software Licenses and
Documentation set forth in the Contract, and particularly described Exhibit D:  Software .
Agreement.’

12. ADMINISTRATIVE SERVICES

- The Contract shall provide the Statc with the Administrative Services sct forth in the Contract,
and particularly described in Exhibit E: Administrative Services.

13. TRAINING

The Contractor shall provide the following Training Scrvices to ensure administrative users
and data requestors have the ools and resources needed to successfully access and utilize the
system,

13.1End User Training

The Contractor shall provide clectronic training materials for both data requestors and
administrative users, including:

-~

e UsecrRegistration Guide

»  User Support Guide

e Built-in tutorials (within the application)

o Quick refercnce guides on topics such as:

. .Dclegme management
*+  How to register
*  How o run a patient search
* How to run a bulk patient search
*  Insight reports (if applicable)

¢ Incrcase awarencss of system change

* Ensure all users have the resources needed to access the system

»  Ensurc data requestors can navigate the system in accordance with thc
Department and Centification policy

e Help desk support ensures that additional assistance with PMP AWARXE
functionality is available

13.2Admin Training

D3
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e Provide a day-long (8 hours), hybrid in-person/remote administrator PMP
AWARxE/NarxCare training and configuration session led by an Contractors
PMP AWARXE subject matter expert

¢ Provide an Administrator User Guide for long-term reference

s Provide the PDMP Support Overview detailing issues that should be directed
to the Contractors Customer First Center

* Preparc admipistrators for key tasks performed within the system
» Perform configuration and train administrators to perform site configuration

13.4Train-the-Traincr Training

* Prepare state trainers to perform end-user training for PMP AWARxE and
PMP Clearinghouse j

Training is also supported by the Contractors PDMP User Registration Guide and User
Support Guide, which serves as a procedural guide and reference for the NH DHHS staff, Both
guides will be customized to reflect the New Hampshire PMP AWARXE system as well as the
protocols and policies of the NH DHHS These guides will be updated accordingly as changes
ar¢ made to the system.

MARKETING & PROGRAM PROMOTION

Contractors shall market the PDMP and Gateway Services within New Hampshire. Such
marketmg ¢fforts shall include, at a minimum:

A marketing campaign plan along with draft communication that may be ncccs-sary
for Contractors to inform potential Uscr(s) and Usen(s) of the Gatcway Service within
New Hampshire.

The State will review and approve marketing materials prior to Contractors
distributing the communication.

Contractors will communicate with EHR/Phanmacy Management System vendors
where Contractors has a relationship.

Contractors will have a designated resource that is cha_rgcd with communtcating with
potcntial Authorized Healthcare Organizations in State. This will be ongomg
throughout the project,

Contractors will include it's marketing materials and campaign information about the
introductory period for Gateway Access and the fec structures to include:

* The state may pay for the first two (2) ycars of fees required for gatcway
access.

2
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* The Health Care entity will be responsible for any required gateway fees
thereafter,

Contractors shall provide a communication plan for Heath Care entities to include
notification and marketing ¢fforts 1o be performed at a minimum 180 prior to the end
of a Health Care entity expiration of the introductory period.

15. MERCHANT CARD SERVICES
Not Applicable to this Contract back.

16. TERMS AND DEFINTIONS

" Terms and Definitions applicable to this Contract are identified in Exhlbnt F: Terms and
Definitions,

17. CONTRACTOR'S CERTIFICATES
-Required Contractor Certificates are attached in Exhibit G.

-

18. Contract End-of-Life Transition Services

18.1

18.2

18.3
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If applicable, upon termination or expiration of the Contract the Partics agree to
cooperate in good faith to cffectuate a smooth secure transition of the Services from
the Contractor to the Dcpartment and, if applicable, the Vendor engaged by the
Department to assume the Services previously performed by the Contractor for this
section the new vendor shall be known as “Recipient”). Contract end of lifc scrvices
shall be provided at no additional cost.

Ninety (90) days prior to the end-of the contract or unless otherwise specificd by the
Department, the Contractor shali begin working with the Department and if
applicable, the new Recipient to develop a Data Transition Plan (DTP). The
Department shalt provide the DTP template to the Contractor.

The Contractor shall use reasonable cfforts to assist the Recipicnt, in connection with
the transition from the performance of Services by the Contractor and its Affiliates |
to the pcrfon'nance of such Services. This may include assistance with the sccurc
transfer of records (electronic and hard copy), transition of historical data (electronic
and hard copy}, the transition of any such Scrvice from the hardware, software,
nctwork and telecommunications cquipment and internct-related information
technology infrastructurc (“Internal 1T Systems™) of Contractor to the Internal IT
Systems of the Recipient and cooperation with and assistance to any third-party
consultants engaged by Recipient in connection with the Transition Services.

18.3.1 If a system, database, hardware, software, and/or
soflware licenses {Tools) was purchased or created

Contractor Initials:
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DocuSign Envelope ID: FS0AIE1A-9C97-4D04-8E35-A1EAEAFCBE 13

DocuSign Envelope I0: FBAES100-64CC-4EST-8660-8B81598028106

STATE OF NEW HAMPSHIRE
Department of Health and Human Services’
2021-002 — NH Prescription Drug Monitoring Program
EXHIBIT B - STATEMENT OF WORK
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to manage, track, and/or store State Data in
rclationship 1o this contract said Tools will be
inventoried and retumed to the Department, along
with the inventory document, once transition of
State Data is complete.

18.3.2 The internal planning of the Transition Services by

! the Contractor and its Affiliates shall be provided to

the Department and if applicable the Recipient on a

timely manner. Any such Transition Services shall

be deemed to be Services for purposes of “this
Contract. '

18.3.3 Should the data Transition cxtend beyond the end of
the Contract, the Contractor and its affiliates agree
Contract Information Security Requirements, and if
applicabic, the Départment's Business Associates
Agreement terms and conditions remain in effect
until the Data Transition is accepted as complete by
the Department.

18.3.4 In the event where the contractor has comingted
Department Data and the destruction or Transition
of said data is not feasible, the Department . and
Contractor will jointly evaluate regulatory -and .’
‘professional standards for rctention requirements
prior to destruction. .

18.4Completion of Services

18.4.1 Each service or Transition phase shall be deemed
completed. (and the Transition process finalized) at
the end of 15 busincss days after the product,
resulting from the Service, is delivered to the
Department and/or the Recipicnt in accordance with
the mutually agreed upon Transition plan, unless
within said 15 business day term the Contractor
notifies the Department of an issue requiring
additional time to complete said product.

18.4.2 Once all parties agree the data has been migrated the
Contractor will have 30 days to destroy the data per
thc terms and conditions of the Department's
Information  Security Rcquirements  Exhibit,
including certificate of data destruction.

18.5Disagreement over Scrvices Results

u 03 .
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18.5.1 In the event the Department is not satisfied with the
results of the Transition Service, the Department
shall notify the Contractor, by email, stating the
rcason for the lack of satisfaction within 15 business
days of the final product or at any time during the
data Transition process. The Parties shall discuss the
actions 1o be taken to resolve the disagreement or
issuc. If an agreement is not reached, at any time the
Department shall be entitled to initiate actions in
accordance with this contract.

Remainder of this page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

The terms outlined in the Payment Schedule is set forth below:

L.

5.

CONTRACT PRICE
Nom?ithstanding any provision in the Contract to the Eontrary, and notwithstanding

.unexpected circumstances, in no event shall the total of alt payments made by the State exceed

the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The payment
by the State of the total Contrect price shall be the only, and the complete reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.” -

TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
travel and related expenses incurred by Contractor in performance of its obligations. All labor
rates in this Agreement will be considered “Fully Loaded,” including, but not limited to: meals,
hotel/housing, airfare, car rentals, car milcage, and any additional out of pocket expenses.

SHIPPING FEES

The State will not pay for any shippmg or dcllvcry fees unless specifically ncmnzcd in this
Agrecment,

INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the
State. All invoices submitted shall be subject to the State’s prior written approval, which shall
not be unreasonably withheld. The Contractor shall only submit invoices for Services or
Deliverables as permitted by the Contract. Invoices must be in a format as determined by the
State and contain detailed information, .including without limitation: itemization of cach
- Deliverable and identification of the Deliverable for which payment is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintcnance charges; and, any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a propcrly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within thiny (30) days of invoicc receipt.
Invoices will not be backdated and shall be promptly duspalchcd

INVOICE ADDRESS .
In lieu of hard copics, all invoices may be assigned an clectronic signaturc and emailed to
DPHSContrmctBilling@dhhs.nh.gov or invoices may be mailed to:
Financial Manager
Department of Health and Human Services
129 Pieasant Street
Concord, NH 03301

i [ — 03
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6. PAYMENT ADDRESS

Pa’yménts shall be made via ACH. Usc the following link to enrolt with the State Tréasury for
ACH payments: hitps:/fwww.nh.gov/treasury/state-vendors/index.htm

7.  OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, rerum to the State
the full amoun of any overpaymcent or crroncous payment upon dlscovcry or natice from the
State. -

8. CREDITS

The Statc may apply credits duc to the State arising out of this Contract against the
_ Contractor's invoices with appropriate information attached.

9.  PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the price for cach Deliverable, except Software
License chs, as sct forth in the Payment Table, until successful conclusion of the Warranty
‘Period.

1. PAYMENT SCHEDULE

10.1  Contract Type
10.1.1. Activities / Deliverables / Milestones Pricing

This is & Not to Excced Contract. The total Contract value is indicated in P-
37 General Provisions - Block 1.8: Price Limitation for-the period between
the Effcctive Date through date indicated in P-37 Gencral Provisions - Block
1.7: Complction Date. The Contractor shall be responsible for performing its
obligations in accordance with the Contract, This Contract will allow the
Contractor to invoice the State for the following activities, Deliverables, or
milestones appearing in the price and payment tables below:
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10.1.1.  Activities / Deliverables / Milestones Pricing

Activity, Deliverable Projected Delivery Date Price
Deliverable, or Type E
Milestone

PLANNING AND PROJECT MANAGEMENT

1 Conduct Project Non-Software No later than ten (10) business  [ncluded in
Kickoff Meeting days following Notice to AWARXE/NarxCare SaaS
Proceed licensing, maintenance and
sSupport cost,
2 Project Status Written Available upon Project Kickoff  Included in
Reports and throughout the life of the  AWARxE/NarxCare Saa$
project. - licensing, mainlenance and
support cost.
3 Work Plan ~ Written Available upon Project Included in )
' ' Kickoff. " AWARxEMNarxCare SaaS *
licensing, maintenance and
_ support cost.
4 Infrastructure Plan, Writien As a Saa8 provider, all Included in
including configuration occurs within the  AWARXE/NarxCare SaaS
Deskiop and Contractors environment licensing, maintenance and
Network therefore this is not applicable.  support cost.
Configuration
Requirements
5 Security Plan Written Available upon Project . Included in
’ Kickoff. ’ AWARxE/NorxCare Saa$

licensing, maintenance and
support cost,

6 Communications Written : Availzble upon Project Included in
and Change Kickoff. AWARxE/NarxCare SaaS
Management ' licensing, mainicnance and
Plan . : support cost.
7 Requirements Written Available upon Project Included in
Trace ability Kickoff. ’ AWARXEMNarxCare Sans
Matrix licensing, maintenance and
' support cost.
8 Software Written Once delivery dates are Included in
Configuration solidified for all custom AWARXE/NarxCare Saa$S
Plan - development deliverables, the  licensing, maintenance and
plan for Software SUpport cost,

Configuration will be provided
within 10 days. ]

Page 38 of 67 [ /2[

Contractor Initials:
Datc: 12/23/2021



DocuSign Envelope 1D: FBAEG 100-64CC4E57-8880-881598B2B108

DocuSign Envelope ID: FS0A3E1A-9C97-4D04-8E35-A1EAEAFCBE13

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

2021-002 - NH Prescription Drug Monitoring Program

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

Systems Interface

9 Written Available upon Project Included in
Plan and . Kickof. AWARXE/NarxCare Saa$
Design/Capability licensing, maintenance and
_ support cost.
10 Testing Plan Written Upon confirmation of icchnical  Inctuded in,
design of new feature, within AWARxE/MNarxCare Saa$
30 days. licensing, maintenance and
support cost.
11 Data Conversion Wrilten As incumbent, this is not Included in
Plan and Design applicable, AWARXENarxCare Saa$
licensing, maintenance and
support cost.
12 Deployment Plan . Written Wil be delivered to NI Included in
DHHS for new development AWARxEMNarxCare Saa$
_work. licensing, maintenance and
' support cost.
13 Comprehensive Written Within 30 days of Included in
Training Plan and requirements finalized. AWARxE/NarxCare SaaS
Cumiculum licensing, maintenance and
support cost.
14 £nd User Support Written Within 30 days of Included in
Plan ‘requirements. finalized. AWARxE/NarxCare San8
i licensing, maintenance and
: support cost,.
15 Business Wrilten Upon Project KickofT. Included in
Continuity Plan AWARXEMarxCare SeaS
’ ticensing, mainicaance and
support cost,
1% Documentation of Written Upon Project KickofT. Included in
Operational AWARXE/NarxCare SaaS
Procedures licensing, maintenance and
support cost.
INSTALLATION
17 Provide Software Wrilten Access to the Contractors PMP  Encluded in -

Licenses if needed environment is available today AWARxE/NarxCare Saa$
and will remain available upon  licensing, maintenance and
effective immediate of the support cost.
signed agreement.

18 Provide Fully Software As the incimbent, Conversion  Included in

Tested Data Software is not necessary. AWARXE/NarxCare SaaS

Conversion licensing, mainienance and

Software support ¢ost.

19 Provide Sofiware Software As the incumbent, the base included in
Installed, ' PMP software is available AWARXE/NarxCare Saa$
Page 39 of 67 l /2[
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Configured, and today. Contractors will deliver  licensing, maintenance and

Operational to L i all custom requirements by o Suppon cost.
' Satisfy State timeframe specified the State,
Requirements

IMPLEMENTATION .

20 A37 Software . Contractors will deliver Included in table above
DEA Vérification custom requirements by
Upon Login agreed-upén timeframe.

21 A3.l5 . Software Contractors will deliver Included in
Notification custom requirements by table above
component on agreed-upon timeframe.

- Mandatory Use -

Repont !

. Contractors will deliver Included in
22 A3.16b Software custom requirements by table above

) agreed-upon timeframe.

Prescriber

Compliance

Dashboard

(Mandatory

Registration)

X} A.1.27 - Software Contractors will deliver Included in
- custom requirements by table above

Pharmacy Waiver ] ;
agreed-upon timeframe.

; Process
Automation
24 A7.40 Software Contractors will deliver ' [ncluded in
Create Platform custom requiremenls by 1able above
VPN Connection - agreed-upon timeframe.

between State
EDW and State
production
database

AT4]

Create Custom
Data Extract of
User Tables

At2.27

Create/provide
daily extract of
User Tables
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25 AT.42 Software Contractors will deliver Included in
@reaterGustons custom requirements by table above
User Query agreed-upon timeframe.
extracts
26 -AT.46 ‘ Software Coniractors will deliver Included in
Add Submitter 1P custom requirements by table above
addressito agreed-upon timeframe,
Pharmacy
Compliance
Dashboard
27 Al0.1 Software Contractors will deliver Included in
Create a multi-state cuslom requirements by 1able above
cusfom report agreed-upon timeframe,
extract for-
" approved end users
28 Allé6 Software Contractors will deliver . [ncluded in
Erestamulidsme custom requiremenis by table above
query senmeh option agreed-upon timeframe.
for approved end
users
29 AlLIO Software Contractors will deliver Included in
Provide the ability custom requirements by table above
to securely retrieve agreed-upon timeframe.
data from al
interstale data
sharing HUBS with
a single query from
the user.
30 Al2. Software Contractors will deliver Includéd in 1able above
Prescriber Qutlier custom requirements by
Model (standard) agreed-upon timeframe. i
TESTING

D3
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31 Conduct
[ntegration
Testing

32 Conduct User
Acceplance
Testing

3 Perform
Production Tests

34 Test ln-ﬁound
and Qut-Bound
Interfaces

35 Conduct System
* Performance
{Load/Stress)
Testing

36 Centification of
3rd Party Pen
Testing

and Application
Vulnerability
Scanning

Non-Software

Non-Software

Nan-Software

Software

Non-Software

Non-Sofiware

The Integration Testing
schedule will be provided upon
finalization of the project
schedule including all custom
enhancement technical
requirements.

The schedule for UAT will be
provided upon finalization of
the project schedule includi'ng
all custom enhancement
technical requirements.

The schedule for Production
Testing will be provided upon
finalization of the project
schedule including all custom
enhancement technical
requirements.

The schedule for In-
Bound/Out-Bound Testing will
be provided upon finalization
of the project schedule
including oll custom
enhancement technical
requirements.

Load testing occurs bi-weekly
with the delivery of all new
features. Load testing will
occur as part of the delivery of
all custor enhancements.

The Contractors Centification
of the most recent 3rd Party
Pen test is available today.
Third party Pen and App
Vulnerability Scanning is
conducted on an Annual Basis.

Included in
AWARxE/NarxCare Saa$
licensing, maintenance and
support cost.

Included in
AWARXE/NarxCare SaaS
licensing, maintenance and
support cost.

Included in
AWARxE/MarxCare SaaS
licensing, maintenance and
support cost.

Included in
AWARxE/MNarxCare SaaS
ficensing, maintenance and

"Support cost.

included in
AWARXEMNarxCare SaaS
licensing, maintenance and
suppor cosl.

Included in
AWARXE/MNarxCare SaaS
licensing, maintenance and
support cost.

SYSTEM DEPLOYMENT

k¥ Converted Data Sofware As the incumbent, this is nol Included in
Loaded into applicable, AWARxE/NarxCare San§
Production ' licensing, maintenance and
Environmenl support cosl.

38 Provide Tools for  Software As a 8aa8§ provider, this Included in
Backup and ; requirement is not applicable.  AWARxE/NarxCare SaaS
Recovery of all ]

D3
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Applications and

Documentation

42 Execute Security

Data
39 Conduct Training
40 . Cutover to New
Software
41 Provide

Non-Software

Non-Software

Written

As the incumbent, NH PDMP
will not require a transition to
o new PDMP platform, and
therefore, training will be
performed on all enhancements
to the current system.
Treining will be provided no
less than 14 days prior to
feature enhancements and no
tess than 30 days prior to
major enhance ments.

As incumben, this is not
applicable.

Upen Project KickofT and
ongoing throughout the
duration of the project.

Security Plan will be executed

licensing, maintenance and
support ¢ost.

Inctuded in
AWARxE/NarxCare Saa$S
licensing, maintenance and
Supporn cost.

Included in
AWARXE/MNarxCare Saa$
licensing, maintenance and
suppon cost.

Included in .,
AWARXEMNarxCare Sza$
licensing, maintenance and
support cost.

& Maintepance

45 Conduct Project
Exit Meeting

Non-Software

currently provides hosting
support.

Within 30 days of production
release of all required
functionality,

Non-Software Included in
Plan based on finalized AWARJ:E/Nnernrc SaaS
requirements, timing will be licensing, maintenance and
delivered within the final suppon cost.
Project Plan,
OFPERATIONS
43 Ongoing Hosting Non-Software Will continue upon contract Included in
Suppon cffective date as Contreclors AWARxEMNarxCare Saa$
currently provides hosting licensing, maintenance and
support. support cost.
44 Ongoing Support Software Will continue upon contract - Included in
cffective.date as Contraclors AWARXE/MarxCare SanS

licensing, maintenance and
suppon cost.,

Included in
AWARxEMearxCare SaaS
licensing, maintenance and
support cost.

PROMOTION

STATEWIDE INTEROPERABILITY PROGRAM (PMP GATEWA\’) MARKETING AND

o3
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46. - Marketing Plan Non-Software Within 30 days of contract,
w/Timetables provide a marketing plan or

promotion of NH POMP and
Gateway Services required.
This also Includes addressing
the introductory pericd for
Gateway Services and actions
required by the health care
entities at the end of the
introductory period.

™~

10.1.2.-  Software License, Malntenance, Support & Web Hosiing Pricing

Maintenance Support and Upgrades
are Ni Initial ‘ ' ‘ =

SOIFWERE Nifiie (.?‘;;: Year 1 Yenr2 Year 3 “| Year d Year s Total
PMP AWARXE $0 $150,000 | $190,000 $190,000 $190,000 | $190,000 $950,000
w/NarxCarc I ‘
Al2.1 $50,000 $25,000 $25,000, | $25,000 £25,000 $25,000 Sll 75,000
Prescriber Qutlier

Model (standard}

Web Site Included | Included Included Included Included - Included

Hosting, ° ‘

Maintenance

Support

Statewide 30 $369,000 | $369,000 | Discontinued | Discontinued Discontinucd S'f38,000 d
Intcroperability 4 .on
Program (PMP

Gatewny)
‘Sub-Total 1: 550,0'00 $584,000 | $584,000 |5215,000 §$215,000 $215,000 $1,863,000

10.1.3. Onetime Payments

) ]
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Softwarc Name ) One time Cost

.A3.7 - DEA verification upon legin $26,750

A3.15 - Notification component on Mandatory Use $63,000
report

A3.16b Prescriber Compliance Dashboard '$12,500
(Mandatory Reglstration)

AT.27- Pharmacy Waiver Process Automation $42,000

A7.40 $87,500

Create Platform VPN Connection between State EDW
and State production database

A7.41
Create Custom Data Extract of User 'i'ables

A121.27 Create/provide daily extract of User Tables

Al42

Create Custom User Query extracts

$21,000

Al.46

Add Submitter IP address to Pharmacy Compliance
Dashboard

$17,500

Al0.1

Create a multi-state custom report extract for
approved end users

$14,000

AllL6

Create multi-state query search option for approved
end users

$21,000

03
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Softwarc Name One time Cost

Al110 N

Provide the ability to securely retrieve data from all
Interstate data sharing HUBS with a single query from

$112,500

the user.
Sub-Total 2: . o $472,750
Grand Total: $472,750

10.1.4. Contractor Staff, Resource Hours and Rates Worksheet

Title : - Hourly Rate -
Project Manager = $£110.00
Software Engineer $175.00
Soflware Engineer $175.00
Quality Assurance Engineer - 1 $100.00
Software Architcet / Senior Data Governance Professional [ $175.00

Risk Manager / Director, Customer Service Operations $110.00

Data [nterface Programmer Software Engincer Manager $150.00

Client Relationship Manager $75.00

10.1.5, Future Contractor Rates Worksheet

The State may request additional Services from the Contractor The State and Contractor agree (o the
following rates in the event the contract is extended as described in P-37 General Provisions, Section 3
Effective Date/Completion of Services.

Positlon Title SFY 2021 SFY 2022 SFY 2023 SFY 2024
Project Manager | $110/hr $110/r $110/hr $T10r
Data Anslyst $75/mr $75/hr $75/Me $75mr
Product Manager | $150/hr $150/hr $150/hr $150/hr
—08
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Pasition Title

SFY 2021

SFY 2022 SFY 2023 SFY 2024

Business Analyst

$75hr

$75/mr $75Mr $75/r

10.1.6. Total Pricing Summary
Sewicg Category Costs
Onetimé Payments $472,750.00
Maintenance Support and Upgrades $1,863,000.00
Systern Change Requests $ 200,000.00 -
Total Contract $ 2,535,750.00

Remainder of this page intentionally left blank .
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 The terms outlined in the Software Agreement are set forth below:

L LICENSE GRANT

1.1 SAAS —
.11 During the contract term, the State will receive a nonexclusive, non-assigndble.
royalty frec, worldwide right to access and use the Software solely for the Siate's
‘internal business operations subject 10 the lerms of this Agreement and up to the
-number of Licenses documented in the Agreement. '

.1.2  The Parties acknowlcdge that this Agreement is a Services agreement and
Contractor will not be delivering copies of the Software to Customer as part of the
Agreement. !

2. SOFTWARE TITLE

2.1 Title, right, and interest (including all ownership and intellectual property rights) in the
Software provided under this Agreement, and its associated documentation, shall remain
with the Contractor.

3. SOFTWARE AND DOCUMENTATION COPIES

3.1 The State shall be entitled to copics of any work product upon request to Contractor. At the -
conclusion of this Agreement, Contractor agrees 10 provide all copies of the Software for all
versions, including related documentation, to the State. Contractor shall not retain any work
product associated with this Agreement unless authorized by the State in writing,

3.2 Contractor shall provide the State with a sufficient number of hard copy versions of the
Software’s associated Documentation and one (1) electronic version in Microsoft Word and
PDF format. Thc State shall have the right to copy the. Softwarc and its associated
Documentation within its possession for its internal business needs. To the extent that the
State docs not have possession of the Software, Contractor shall provide a reasonablc
number of copies. of the Software and associated Documentation upon request. The State
agrees to include copyright and proprictary notices provided to the State by the Contractor
on such copies.

4. RESTRICTIONS
Except as otherwise permitted under the Contract, the State agrees not to;

4.1 Remove or modify any program markings or any notice of the Contractor’s proprictary
rights; '

. 4.2 Make the programs or materials available in any manncr to any third party for use in
the third party’s busincss operations, except as permitted herein; or

4.3 Cause or permit reverse engincering, disassembly, or recompilation of the programs.
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VIRUSES

5.1

6.1

The Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications. As a part of its internal development process, Contractor will use reasonable
cfforts to test the Software for Viruscs.

" AUDIT

Upon forty-five (45) days written notice, the Contractor may audit the State’s use of the
programs at the Contractor’s sole expense. The State agrees to cooperaté with the
Contractor's audit and provide reasonable assistance and access to information. The State
agrees that the Contractor shall not be responsible for any of the State’s reasonable costs
incurred in cooperating with the audit. Notwithstanding the foregoing, the Contractor's
audit rights arc subject to applicable Statc and federal laws and regulations. )

SOFTWARE NON-INFRINGEMENT .

7.1

7.2

7.3

7.4

. Contractor warrants that it has good title to, or the right to allow the State 1o use all Services,

equipment, and Software, including any all component parts thereof such as third party
Software or programs that may be embedded in the Softwarc (“Contracted Resources™)
provided under this Contract, and that such Services, cquipment, and Software do not
violate or infringe any paicnt, trademark, copyright, trade name or other intctlectual
property rights or misapproprialc a tradc secret of any third-party.

The Warranty of non-infringement shall be an on-going and perpetual obligation that shall
survive termination of the Contract. In the event that someone makes a claim against the
State that any Contracted Resources infringe their intclicctual property - rights, the
Contractor shall defend and indemnify the State againsi the claim provided that the State:

7.2.1  Promptly notifies the Contractor in writing, not later than 30 days afler the State
receives actual written notice of such claim;

7.2.2  Gives the Contractor control of the defense and any setttement negotiations; and

7.2.3  Gives the Contractor the information, authority, and assistance reasonably needed
to defend against or scitle the claim.

Notwithstanding the forcgoing, the Statc’s counsel may participate in any claim to the
extent the State seeks to assert any immunities or defenses applicable to the State.

If the Contractor belicves or it is detcrmined that any of the Contracted Resources may have
violated somcone else's intellectual property rights, the Contractor may choose to cither
modify the Contracted Resources to be non-infringing or obtain a License to allow for
continued use, or if these alternatives are not commercially rcasonable, the Contractor may
end the License, and require return of the applicable Contracted Resources and refund all
fees the State has paid the Contractor under the Contract. The Contractor will not .
indemnify the State if the State alters the Contracted Resources without the Contractor’s

" consent or uses it outside the scopc of use identified in the Conlractor’'s User

Documentation or if the State uscs a version of the Contracted Resources which has been
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EXHIBIT D - SOFTWARE AGREEMENT

superseded, if the infringement claim could have been avoided by using an unaltered
current version of the Contracted Resources which was provided to the State at no
additional cost: The Contractor will not indemnify the State to the extent that an
infringement claim is based upon any information design, Specification, instruction,
Software, Data, or material not farnished by the Contractor. The Contractor will not
indemnify the State to the extent that an infringement claim is based upon the combination
of any Contracted Resources with any products or Services not provided by lhe Contractor
without the Contractor’s consent.

CONTROL OF ALL COMPONENT ELEMENTS

~ 8.1 Contractor acknowledges and agrees that it is responsible for maintaining all Licenses or

permissions to use any third-party Software, equipment, or Scrvices that arc componcent parts
of any Deliverable provided under this Agreement for the entire Term of the Contract.
Nothing within this provision shall be construed to requirc Contractor to maintain Licenses
and permissions for Software acquired by the State directly or through third- pames which
may be integrated with the Contractor's Deliverables.

CUSTOM SOURCE CODE
9.1 Should any custom source code be developed, Contractor shall provide the State with a copy

of the source code, which shall be subject to the Licensc rights. The State shall receive a
worldwide, perpetual, irrevocable, non-exclusive paid —up right and license to use, copy,
modify and prepare derivative works of any custom developed software.

-SOFTWARE ESCROW

10.1Contractor agrees to provide to the State the currently existing source code and any other

tools and rcquirements nccessary to create exccurable or interpretive programs. This
information may be provided to the State either directly, with any such protections as
required by the Contractor or through a mutually agreed upon Escrow Agreement.
Contractor shall be responsible for all costs associated with the Escrow Agreement and the

" State shall not-assume any liability o the Company or Escrow Agent as a result of the

Agreement. -

10.2Contractor agrees that the Statc shall be entitled to utilize the source code in its possession

and/or demand‘a releasc of the source code from the Escrow Agent upon the occurrence of
any of the following events ("Release Events"™): ;

10.2.1 The Contractor has made an assignment for the benefit of creditors;

1022 The Contractor institutcs or becomes subject to a liquidation or bankruptcy
proceeding of any kind,

10.2.3 A recciver or similar officer has been appomlcd to take charge of all or part of the
Contractor’s assets;

10.2.4 The Contractor terminates its mainlenance, opcrations, and support scrviccs for
the State for the Software or has ceased supporting and maintaining the Software
for the State whether due to its ceasing to conduct business generally or otherwise,

. | - .
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except in cases where the termination or cessation is a result of the non-payment
or other fault of the State;

10.2.5 The Contractor defaults under the Contract; or

10.2.6 The Contractor ceases its on-going business operations or that portion of its
- business operations relating to the licensing and maintcnance of the Software.

10.3Upon the occurrence of a Relcase Event, the Contractor hereby granis the State the right to
use, copy, modify, display, distribute, and prepare derivative works of the source code, and
to authonzc others to do the same on behalf of the State (Contractors, agents, ctc.), solely
for the purpose of completing the performance of the Contractor's obligations under the
Contract, including, but not limited to, providing maintenance and support for the Soﬁwarc
and subject to the rights granted in this Contract.

Remainder of this puge intentionally left blank
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1. DISPUTE RESOLUTION, ' . i 8 W

Prior 1o the filing of any formal procecdings with respect to a dispute (other than an action seeking
injunctive relicf with respect to intellectual property rights or Confidential Information), the Party
believing itself aggrieved (the “Invoking Party”) shall call for progressive management involvement
in the dispute ncgotiation by written notice to the other Party. Such notice shall be without prejudice
to the Invoking Party’s right to any other remedy permitted under the Contract.

The Parties shall use reasonable cfforts to arrange personal rhccrings and/or telephone conferences as
nceded, at mutually convenient times and places, between negotiators for the Partics at the following
successive management levels, cach of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute: ' '

Table E-1. ;
DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE
LEVEL POINT " oF |STATE  CUMULATIVE
CONTACT POINT OF CONTACT ALLOTED TIME
: Client Relationship L Five (5) Business
Primary Manager Program Administrator Days i
First Mana.gcr Client ProgramiAtTAISEAIGE Five (5) Business -
Relations Days
Senior Director, ] Five (5) Business
ISecond Client Relations Dircetor Days
Senior Vice President, .
Third Business Associate Commissioner F'ﬂ?en (15)
: - _ Business Days
Development ;

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is
received by the other Party. Subsequent allotied time is days from the date that the original Invoking
Party’s notice is rcceived by the other Party. '

2.  ACCESS AND COOPERATION

Subject to the terms of this Agreement and applicable laws, regulations, and policies, the State wili
provide the Contractor with access to all program files, libraries, personal computer-bascd Systems,
Software packages, Network Systems, security Systems, and hardware as required to complete the
contracted Services. :

3.  RECORD RETENTION

Contractor'and its Subcontractors shall maintain all Project records including but not limited to books,
records, documents, and other evidence of accounting procedures and practices, which properly and
sufficiently reflect all dircet and indirect costs invoiced in the performance of their respective
obligations under the Contract. Contractor and its Subcontractors shall retain all such records for three
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(3) years following termination of the Contract, including any extensions. Records relating to any
- litigation matters regarding the Contract shall be kept for one (1) year following the termination of all
litigation, including the termination of all appcals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and: federal officials so
~ authorized by law, rule, regulation or Contract, as applicable. Access to these items shall be provided
within Mermrimack County of the State of New Hampshire, unless otherwise agreed by the State.
Delivery of and access to such rccords shall be at no cost to the State during the threc (3) year period
following termination” of the Contract and one (1) year. Term following litigation relating' to the
Contract, including all appeals or the expiration of the appeal period. Contractor shall include the

record retention and Review requirements of this section in any of its subcontracts.
ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally Accepted Accounting
Principles (GAAP). The costs applicablc to the Contract shall be ascertainable from the accounting
System. ' -

AUDIT

The Contractor shall allow the State to audit conformance to the conitiact terms. The State may perform
this audit or contract with a third party at its discretion and at the State's expense.

MISCELLANEOUS WORK REQUIREMENTS
6.11.  Emoil Use

Email and other electronic communication messaging systems arc State of New Hampshire property and are to be used
for business purposes only. Email is defined as “internal email systems” or “State-funded email systems.” Contractor
understands and agrees that use of email shall follow State standard policy (Statewide Computer Use Policy is
aveilable upon request).

6.1.2, Internet/Intranet Use

The Internct/Intranet is to be used for access to and distribution of infarmation in direct support of the business of the
State of New Hampshire according to State standard policy (Statewide Computer Use Policy is available upon request).

6.2  State Website Copyright

All right, title and interest in the State WWW site, including copyright to all Data and information,

- shall remain with the State. The Stat¢ shall also retain all right, title and interest in any user-
interfaces and computer instructions embedded within the WWW pages. All WWW pages and
any other Data or information shall, where applicable, display the State's copyright.

6.3  Workspace Requirement

The State will work with Contractor to determine requirements for providin g necessary workspace
and office cquipment for Contractor’s staff. i

.64  Workplace Hours
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Unless otherwise agreed to by the State, the Contractor’s personne! shall work forty (40) hour
weeks between the hours of 8 am and 5 pm (Eastern Time), excluding State of New Hampshire
holidays. Changes to this Schedule may be made upon agreement with the State Project Manager.

B-34 State Owned Devices, Systems-and Network Usage'

Page 54 of 67
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If the Vendor workforce or ageﬁt is authorized by the Department’s Information Security Office to use
. astate issued device (¢.g. computer, [Pad, cell phone) in the fulfilment of this contract they shall:

B-3.4.1 _Sign and abide by applicable Dc;-mrtmcnt and NH: Dcf;artmcm of Information
Technology use agreements, policies, standards, procedures and/or guidelines;

B-3.4.2 Usc the information that they have permission to access solely for conducting
official state business. All other use or access is strictly forbidden including, but not limited, to
personal or other private and non-State use, and that at no time shall Vendor workforce or agents
access or attempt to access information without having the express authority of the Department 1o
do s0;

'B-3.4.3 Not access or attempt to access information in a manner inconsistent with the
approved policies, procedurcs, and/or agreement relating to system entry/access;

B-34.4 Not copy, share, distribute, sub-license, modify, reverse engineer, rent, or sell
software licensed, developed, or being cvaluated by the state. At all times the contractor must use
utmost care to protect and keep such software strictly confidential in accordance with the license
or any other agreement executed by the staie., Only equipment or software owned, licensed, or
being evaluated by the state can be used by the contractor. Non-standard software shall not be
installed on any equipment unless authorized by the Department's Information Sccurity Office:

B-3.4.5 Agree that email and other clectronic communication messages created, sent, and
reccived on a state-issued email system arc the property of the State of New Hampshire and to be
used for business purposes only. Email is defined as “internal email systems” or “state-funded
email systems.” The Vendor understands and agrees that use of email shall follow Department
and Statc standard policies: ‘

‘When utitizing the Department’s email system all contractors shall:

B-3.4.5.1 Include in the signature lines information identifying the contractor as a
non-stale cmployee : :

B-3.45.2 - Contain the following embedded conﬁdcntialirly notice:

CONFIDENTIALITY NOTICE: “This message may contain information that js
privileged and confidential and is intcnded only for the use of the individual(s) to
whom it is addressed. If you receive this message in error, please notify the sender
immediately and delete this clectronic message and any attachments from ‘your
system. Thank you for your cooperation.”

B-3.4.6 The intemet/Intranet is to be used for access to and distribution of information in
direct support of the business of the State of New Hampshire according 1o policy. At no
time should the internet be used for personal use.

(ec
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EXHIBIT F - TERMS AND DEFINITIONS

. "The following general contracting terms and definitions apply except as specifically noted elsewhere in this
Contract. e, vamyom

L Ll

" TERM DEFINITION

Notice from the Statc that a Deliverable has satisfied

ACEEPIAMGE Acceptance Test or Review.

The section of the NarxCare Report that displays Clinical
Alerts as configured by the PDMP administrator. If the
Additional Indicators Clinical Alerts feature in not enabled for a PDMP, this
section is titled “Additional Risk Indicators.” See also
Additional Risk Indicators and Clinical Alerts. .

The section of the NarxCare Report that displays data that
may present additional risk for the patient. These indicators
: include:
Additional Risk Indicators ‘ Morc than 5 prescribers in any 365-day period

More than 4 pharmacies in any 90-day period

Morc than 40 MED average and more than 100
MME total at any time in the previous 2 years *

Agreement * | A Contract duly exccuted and legally binding.

Contractors Health’s patient-matching solution. A
proprictary entity resolution system that processcs
thousands of records.a minute from various data sources to
identify a single individual’s records.

Contractors ID

ASAP American Society for Automation in Pharmacy.

' A functionality within PMP AWARKXE that allows users to
Bulk Patient Search search for multiple patienis at once, either via manual entry -
or CSV file upload.

A clinician-only feature within the Communications
Module that allows specific, clinically relevant notes or
Carc Notes events to be appended to s patient’s PDMP record. These

notes are visible only on the PDMP report and only to
] b3 )
Page 56 of 67 [ / 25

clinicians who have the Communications Module enabled.
Contractor Initials:

Date: 12/23/2021



DocuSign Envelope ID: FI0A3E1A-9C87-4D04-8E35-A1EAEAFCBE13

DocuSign Envelope 10: FBAEB‘OO—B‘CC—4E5?-6680—88159882‘B106

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
~ 2021-002 — NH Prescription Drug Monitoring Program
EXHIBIT F - TERMS AND DEFINITIONS

CFC

Contractors Customer First Center. Contractors Health's
call center with automated monitoring and live staff.

Clinical Alerts

A feature that can be cnabled to allow PDMP
administrators to configure custom alerts, as wetl as the
threshaolds that trigger the alerts, that arc delivered to
prescribers to alent them when paticnts meet or excccd the
specified thresholds.

Clinician-to-Clinician Messaging

A feature of the Communications Module that allows
clinicians to securely communicate and share information
regarding a patient in their carc. This direct messaging
featurc is available only in NarxCare, not in thc PDMPs
themselves, and permits the exchange of information
between verified PDMP users regarding a single patient
under the care of multiple clinicians.

Communications Module

A module within NarxCare that, when enabled for a
PDMP, allows for clinician-to-clinician messaging and the
ability to add care notes to a patient’s record. Sce also
Clinician-to-Clinician Messaging and Care Notes.

Compliance Reporting

A module that can be enabled through the Tableau business
intelligence tool with a rolling 30-day summary for total
submissions, number of pharmacies submitting/not
submitting, record error rate, and voided record rates.

Confidential Information or Confidential
Data

The definition for this term is located in the lbnformalion
Security Requirements Exhibit.

Contract

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for cach party to
perform as specified in the Contract Documents.

CRM

Clicnt Relationship Manager. The Contractors account
manager who serves as the main point of contact between
the PDMP client and Contractors Health. A CRM is
assigned to every PDMP client to work closcly with the
PDMP administrator,

Data Breach

The definition for this term is located in the Information
Sccurity Requirements Exhibit.

DEA

Drug Enforcement Agency.

[} ]
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Deficiency (-ies)/Defects

A failure, shorticoming or error in a Deliverable resulting in
a Deliverable, the Software, or the System, not confomung
to its Specifications,

Delegate

A registcred PDMP user who can generate Patient Reports
on behalf of their supervisor. Delegate users must be
approved by a supervisor and associated with a supervisor’s
account to generate reports. See also Supervisor.

Delegate Reverification

A process in which supervisor uscrs must revicw the
delegates associated with their account, determine whether
they are still active users, and, if so, revi:rify their accounts.
This feature is only availablé if configured by the PDMP
administrator.

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (lenter, report, manual, book, code, or other),
provided by the Contractor to the State or under the terms
of a Contract requirement.

Documentation

All information that describes the installation, operation,
and use of the Software, either in printed or elecimmc
format. .

EHR

Electronic Health Record: a digital version of a patient’s
chart.

Email Status Reports

Reports that are automatically sent to all users associated
with a specific data submitter account and are used to
identify crrors in files that have been submitted and to
confirm zero report submissions,

Updates, additions, modifications to, and new r¢leases for
the Software or System, and all changes to the

Enhancemeiits Documentation as a result of improvement in quality,
value, or extent,
End User License Agreement: a statement that governs the
EULA end user’s use of the application. PMP. AWARXE can be

configured to prevent users from performing patient
searches if they do not accept the EULA.

File Failed Report

A report that is sent to users if a submitted file was not able
to be parsed and was not processed into PMP
Clearinghouse. The report contains a description of the
error encountered within the file,

[+ ]
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File Listings

A page within PMP Clearinghouse that displays _
information extracted from submitted data files, including

| the file name, number of records identified within the data

file, number of records that contain warnings, number of
records that contain errors, and the datc and time of
submission,

File Status Report _

A rcport that is sent to uscrs to serve as notification that a
data file is currently being parsed by the state PDMP
system. This report identifies specific records in the
submitted data file and returns identifying information
about the record, including specific errors identified during
the validation process.

Health Information Exchange: a solution that allows

‘healthcare professionals and patients to appropriately

HIE access and securely share a patient’s medical information
¢lectronically,

HIPAA Health Insqrance Portability and Accountability Act of
1996.

HITECH Health Information Technology for Economic and Clinical

Health Act,

-Hosted Scrvices

Applications, 1T infrastructure components or functions
that organizations access from external scrvice providers,
typically through an internet connection.

Hosting Solution

The combination of hardware, software and networking
components vsed by the Application Service Provider-to
deliver the Hosted Services.

‘Identification and Authentication

Supports obtaining information about those parties
attempting to log on to a system or application for secirity
purposcs and the validation of those users.

Implementation

The process for making the System fully Operational for
processing the Data,

Insight Reports

Investigative reports that can be generated within PMP
AWARKXE to display information regarding prescriber,
dispenser, and/or patient activity. Typically, these reports
are used by admin, law enforcement, and other
invesligative roles in the investigation of a case, thus access
to these reports is role-based..

D3
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Interstate Data Sharing

The sharing of PDMP data across state lines,

Jasper

A business intelligence tool that provides PDMP
administrators with access to a wide range of pre-built
views and reports, which can provide insight into PDMP
data. These pre-built reports include reports such as top
drugs, prescribers, and dispensers as well as NDC, NCPDP,
and DEA lookups.

Manual Entry

A function that aliows dispensers to manually enter data by
completing the UCF within the PMP Clecaringhouse web
portal. See also UCF., :

My Rx

A report that can be generated within PMP AWARXE that
allows users who have a DEA number associatéd with their
account to view filled prescriptions for which they were
listed as the prescriber.

NABP

National Association of Boards of Pharmacy.

Narx Scores

Scores that are present on the NarxCare Report for
narcotics, sedatives, and stimulants. These scores are based
on a complex algorithm factoring in numbers of
prescribers, morphine milligram equivalents (MME),
pharmacies, and overlapping prescriptions. Scores are
quantificd representations of the data in the PDMP and
range from 000-999 with higher scores equating 10 higher

‘risk and misuse, with the last digit always representing the

number of active prescriptions.

NarxCare

Contractors Health’s analytics too! and care management
platform that helps prescribers and dispenscrs analyze real-
time controlled substance data from PDMPs, NarxCare can
be integrated with PMP AWARXE or PMP Gateway to
provide more in-depth paticnt reports.

NarxCare Report

The paticnt report that is generated by NarxCare to display
prescription drug activity for a specific patient fora”
specified timeline as well Narx Scores, Overdose Risk
Scores, Additional Indicators, and an Rx Graph. Sec also

‘Narx Scores, Overdose Risk Scores, Additional Indicators,

and Rx Graph. '
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NCPDP .

National Council for Prescription Drug Programs.

National Drug Code.

Non-Public Information

information, other than Personal Information, that is not
subject to distribution to the public as public information. Tt
is deemed to be sensitive and confidential by the State
because it contains information that is exempt by statute,
ordinance or administrative rule from access by the genera)
public as public information, -

NPI

National Provider Identifier.

Operationa)

Operational means that the System is ready for use and
fully functional, all Data has been toaded; the System is
available for use by the State in its daily operanons, and the
State has issued Acceptance.

Patient Alert

Alerts that are generated when a paticnt exceeds certain
thresholds that have been configured within PMP
AWARXE. These alerts are generally sent to PMP
AWARXE users via cmail. The user can then log in and
view the patient’s prescription history. Sec also Unsolicited
Reports.

Paticnt Picklist

-A list of paticnts that is displayed when multiple patients

match the search criteria provided when searching for a
patient's prcscnpnon history. The uscr can choose the
correct paticnt from the list, thea proceed with gencranng
the report. -

Patient Report

A report that can be generated within PMP AWARXE to
display prescription drug activity for a specific patient for a
specified timeline.

-PDMP

Prescription Drug Monitoring Program. An clectronic
database 1hat tracks controlled substance prescriptions in a
state or territory. Oﬂen interchanged wnth PMP.

Personal Information

The definition for this term is Iocatcd in the lnforrnaﬁm
Security Requirements Exhibit.
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PHI

Protected Health Information: any information about health
status, provision of healthcare, or payment for healthcare
that is created or collected by a Covered Entity (ora i
Business Associate of a Covered Entity) and can be linked
to a specific individual.

PMP AWARXE

Contractors Health's prescription monitoring platform that
provides PDMP clicnts with accurate, real-time data,
compliant.with their statc’s or territory’s regulations.

PMP Clearinghouse

Contractors Health’s controlled substance data repository
and dispenser portal. Via-PMP Clearinghouse, dispensers
can upload new prescription data, correct errors, submit
zero reports, view the status of uploaded files, and manage
their upload accounts.

PMP Gateway -

Contractors Health’s integration platform that interacts
dircctly with PMP AWARXE to deliver PDMP data within
clectronic health records (EHRs), pharmacy management
systems, and health information ¢xchanges (HIEs). This
platform was developed in conjunclion with the NABP,

PMP InterConnect (PMPi)

The NABP's platform for facilitating interstate data
sharing. PMP InterConnect can be implemented within
PMP AWARXE without the need for additional coding.

Proposal

The submission from a Veador in rcsbonsc to the Request
for a Proposal.

Requestor

A registered PDMP account holder who uses PMP
AWARXE or PMP Gatcway to review patients’
prescription history,

E

Requests History

A list of past report requests madc by the currently logged
in user and that user’s delegate(s), if applicable.

Rolc-Based Access Co_ntrol

A type of access control in which permission to access .
certain features and functionality can be restricted bascd on
user role. i

Rx Graph

An intcractive graph on the NarxCare Report that displays
the patient’s prescriptions. The prescriptions are color
codced and displayed in reverse time order, Users can click
on a prescription to view information for that prescription
or click and drag over multiplc prescriptions to view
information for the sclected prescriptions,
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Rx Management

A group of functions that allows dispensers to manage
prescriptions from within PMP AWARXE, including
correcting dispensation crrors, modifying inaccuracics on
existing prescriptions (c.g., incorrect prescriber
information), adding new prescriptions, and reviewing
preseription history for the pharmacy.

RxCheck

The BJA's platform for facilitating interstate data sharing.
RxCheck can be implemented within PMP AWARXE.

SaaS

Software as a Service; a software licensing and delivery
model in which software'is licensed on a subscription basis
and is centrally hosted.

Security Incident

The definition for this term is located in the Inforrnatlon
Security Requirements Exhibit,

Software

All Custom, SAAS and COTS computer prograths and
applications provided by the Contractor under the Contract.

Software Deliverables

All Custofn, SAAS and COTS Software and
Enhancements.

]
Software License

* Licenses provided to the Statc under this Contract.

Softwarc-as-a-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications running on a cloud infrastructurc. The
applications are accessible from various clicnt devices
through a thin-client interface such as a Web browser (e.g., .
Web-based email) or a-program interface. The State does
not manage or control the underlying cloud infrastructure
including network, servers, Opcrating Systems, storage or
cven individual application capabilitics, with the possiblc
exception of limited user-specific application configuration
serings. -

Specifications

Written details that set forth the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any performance standards, Documentation,
applicablc State and federal policies, laws and regulations,
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-State technical standards, subsequent State- approved

Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a pant of the Contract as though
compietely set forth herein.

State Data

All Data created of in any way originating with the State,
and alt Data that is the output of computer processing of or
other electronic manipulation of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State’s hardware, the
Contractor’s hardware or exists in any system owned,
maintained or otherwise controlled by the Staié or by the
Contractor.

Statc Fiscal Year (SFY)

The New Hampshire State Fiscal Year (SFY) runs from
July 1 of the preceding calendar year through June 30 of
the applicable calendar year.

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Contractor which is performing
Services under this Contract under a scparate Contract with
or on behalf of the Contractor.

Submission Compliance Tools

A suite of tools PDMP administrators can use to add,
delete, or modify data submitter/pharmacy data for entities
they wish to track. Administrators can track whether cach
of these data submitiers/pharmacies were compliant with
the state’s or territory’s submission compliance policies,
including for data submissions and zcro reports.

Supervisor

A reglsmrcd PDMP user whose permissions allow them to
assign other users (delegates) to gencrate Patient Reports
on their behalf. See also Delegate.

System

All Software, specified hardware, interfaces and
cxtensions, integrated and functioning together in
accordance with the Specifications.

Tableau

A business intelligence tool that allows authorized PDMP
administrators to cxplorc PDMP data, create ad hoc reports,
and create presentations of the data utuhzmg a varicty-of
charting and graphing tools.

Term

Period of the Contract from the Effective Datc through the
Completion Date identified in the P-37 General Provisions
or termination.
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Universal Claim Form. A form used by dispensers to
UCF - manually enter prescription data rather than uploading a
file,

A page within PMP Clearinghousc that displays 1
information about the UCFs submitted to PMP
Clearinghouse, mcludmg the number of warnings and
errors. See also UCF.

UCF Listings

Reports that can be generated by PDMP administrators and
p sent to a PMP AWARKE user, accompanicd by a patient
Unsolicited Reports ' alert, when a patient has exceeded certain thresholds that -
havc been configured within PMP AWARXE. See also
Paticnt Alert.

; An account that houses organization information for a
Upload Account pharmacy or dispensary as well as each individual user
account associated wnh the organization.

A document, such as a copy of a govemmcnt-lssucd photo
ID, notarized forms, et¢., that a PDMP administrator can
require to be submitted during the procéss of registering for
a PMP AWARXE account. -

Validation Document

Supports the.confirmation of authority to enter a computer

Verifieat --CO :
erification system application or nctwork.

The conditions under, and period during, Whlch the
Contractor will repair, replace, or other compensate for, the
Warranty defective item without cost to the buyer or user. It also
delincates the rights and obligations of bo:h pamcs in casc
of a claim or dispute.

A period of coverage during which the Contractor is
Warranty Period . responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

A function that allows dispensers to upload their data files

wieatal plosd from within the PMP Clearinghouse web portal.

A report that is sent to users after successfully submitting a
zero report to PMP Clearinghouse. This report displays the
statc PDMP to which the zero report was submitted, date
range for the zero report, date the zcro report was submitted
to PMP Clearinghouse, and datc the report was originally
created,
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L AGENCY ATTACHMENTS

a, Business and Technical Requirements Spreadshect = Altschment |
b. Agency Complionce Documents - Attachment 2

1. CONTRACTOR CERTIFICATES
" s. Conmractor's Cenificetc of Good Standing
b. Contractor's Certificate of Vo(clA'uthorily
¢. Commcior's Certificate of Insurence
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APPLICATION REQUIREMENTS VENDOR RESPONSE CHECKLIST

Stsie Requirements Vendor
M.
MaNDAT],, -
Req # |Requirement Description ORY ‘:‘d“ Tl\h:: (Comments
DeDgstre] NP | Mle
n
A ! Applicativn = Technical Requirementy ,
: Contractors complics. The system allows the ability to access data
. i . using the follow open standerds sccess drivers: The PMIX
AL "b"'.'f’;"’ secess s ‘::';‘m ::"‘d"";'r::;’)’ s M | Ves | Stendard [seandard s uscd for exposing daia 1o the stsic sharing hus,
specify supported vers e y PosigreSQL is used for the main databasc of the application, so
PosigreSQL drivers are used for dircey DB sccesy.
The AWARXE system is a Commercis! O the Shelf (COTS)
system, and a3 such. coniing propricaary IP. However, U
platform levermges open sandards when ingesting and producing
Al.2  |The sysiem softwarc sdheres 10 sianclards and s not proprictary. D Yes | Suandand {daw. Open stendards supporied include, bt are not limited (o,
. . open
ASAP. XML, FDF. CSV, Per the NH open sundards definition,
thete wre no custom binacy formats that would render she PDMP
data inoperable should NH opt 10 change platfonms.
AL [The daub : platform adheres io open siandurd M ves | Sund Cont)ﬂc‘wrs complics. The database platform adheres w apen
; f . ' S — C s lies. The Soluti lics with Open Suandards
The Solution mest comply with Open Standards as specified in RSA B e R L : L
AL 21-R:AD and 21-R:13, including bur not limited 1o Open Data Formats, M Yes | Sumdand [a: spml'g-d;n;:i;\u:i R:t0 end 21-R:13, including but not limied
et I. 4 , q " Comtraciors complies. The system is web-based compatible and in
AlLS :c ,x:rl‘MLulbg (l:l;’s“; (;w’l‘fm‘(;’u‘:;htd:?lb;\m; RAE M Yes | Sundard feoafonmance with the iollowing WIC standands:XHTML, 1,0,CSS
A S euRiedien 2.1, XML 1.0 (fourth edition)
Al  [Systcm must be HL7 compliam M Yes ] Sundand [Contractors complics. The system must be HLY compliant
|
ALY ]Be Scetion $08 Compliant M Yes | Sundand |[Contmctors complies, The system b section $08 compliam.
ALE Comparible with sll current browsers that arc instalied with the N ves | Standsry Contractors complics, The sysiem s compatible with alf curren:
7 fsiandard, default sentings Browscrs that ere instalied with the standard, defuli settings
k] i .
) Conmtractors complics. Certain functionality such as graphs and
. L N interaetive visual displays rely on Javaseript. [f Javascript is not
Al9 Iz‘r:)\:::::u:;:mbty BRI I AR g ilTeve M Yes | Sundard lenabled in the browser, the uscr imerface will be degraded kom
P the standand intersctive expericnce. No Java tnstallation or Appleis
ere tequired 1o use the web application.”
AL1D Pe.rso:ulty idemifiable informeiion must be encrypled M Yes | Sundard cwlmmﬂ. SO ol iy i finbleginbems ionpwln
the sysicm is encrypted,
Al.1l [Data validation does not ocour in the browser M Yes | Standard fmw“rlo" complics. Dats validation docs not occur in the
Sysiem has ability to flag data ficlds {user defined or sndard} as . Coruraciors complics. The sysiem has the ability 1o fbg data ficlds
AlLlL2 M Yer | Standard %
datory and thus requintd during dam entry, a3 required I'(_:.r_dnla cnity |
Not  |Our expericnce with PDMP mobike applications is that they have
ALY A MobilApp version of the System must be available that allows for D No Available/ [low uiilization. Users rely on responsive web design o aceess the
T Jreal-time updates from sman phoncs and wblets. Not  [PDMP from a mobile application 50 a MobllApp versien is not
Proposing Inccessary, .
System uses field level data imtegrity ehocks {¢.g., numeric fickds " Contmctors complics. The system uses fickd level data inicgrity
Alae verify a number i entered. eie). . M ey |'S checks.
ALTS System has ability to provide online help that is connected 1o the M v s - Contractors complics. The system has abitily 10 provide online
©7 Jrelevent routing, field, or repon the end-user is aetively using. = hetp,
ALIG [The system must update the zip code table at intervals not 10 execed M ves | Standard Contraciors complics. Contraciors kevernges thind-panty solutions
7 130 days. Lo'maintin sccurntc and timely address information..
The sysiem must wpdate the NDC or drug information ablc & Contractors lics. The system updates the NDC or drwg
bl intervals not 10 exceed 7 days. 3 b i S information wble weckiy.
ALIE The system must updaie the DEA information wble &1 intervals not 1o M ves | standand Contraciors complics. The system updates the DEA information
* " Jexceed 7 davs. iablc on 8 daily basis,

D3

ey

12/23/2021



DocuSign Envelope 1D: F90A3E1A—9097-4DO4-8E35—A1EAEAF_CBE1,3

DocuSign Envelope 10: FBAES100-64CC-4ES57-8680-8B159BB28106

Busineis and Technical Requirements Spreadsheel -

The systern rustt update the NP) wabke &t intervals not to exceed 7

Attachment 1

linappropriste or confidential data or services,

AL 19 "y M Yes | Standard |Contracwars complics. The sysiem updaics the NPF table weekly.
———
AL20 The sysictn toest securcly update te prescription tabke on & real time M Yer | Suandard Contracions complies. The sysiem seourely updaics the
" [basis as data is reccived from dispensers prescription wblc on s real time basis,
Contractors will pcrform custom development 1o mech the
[The system aust have a mble tt stores undeliverable email requircrnent, Eahancements o the caisting system will be made w0
Al.2l |infortarion. This uble mus in: emall addre M No Futwe  fcapture the bouncebacks from the AWARKE e-mail enodule (which
ibuled to the email; and date end ime bounce back occumed. © Jwill imelude o]l required siribniet), Expectaiion is that this dats
; will roll olY the system as it ages to | yeaz.
Al22 The system must automaticslly sndardize NDC numbers, drug name M va | suna Coniractors complics. The system automatically standandizes NDC
" Jand qirengnhd for betier quality end congistency, mumbery, drug reme and pirengths,
Al.2) e Ko 4 REnecla deines scs)voj maichiihe, Unite ] M Yes | Sundard fd::c:m © mal:;\ mﬁ :c’:l;:n;s Posu'l S:r\nccs sandardized
*7 |States Postal Services standardized sddness formal, s ‘
g ress fooman.
The sysiom must avtomatically consolidate and link paticmt records ; . .
. . P Contructors complics, The system automarically consolidaces and
A)24 m.i;‘:r‘cu methodology w cnabk reliable identification of M Yes | Sundad links paticnt reconds using & prosen method )
The system must provide & process for State Administators
Al2S Funcomolicete reconds has are incosreeily comolidauted through the M Yes | Sundard i i cm:ﬂ i ’“m PSSl
Using Drug Enforcement Administration (DIEA) registralion mumbers. e L st ':;’“',i'fh’:':,b;;‘:;m
Aezs || Ricy ""","",“:‘}ﬁ: ':"’“T".‘d ?:::’" memeyd M| Yes | Siandard | oed uting the Drug Fnforcement Adminisiation (DEA)
jaddressc prescnpil : . registration number.
“The system must convent all National Drug Code (NDC) numbers, .
ncluding non-scheduled NDCy, 10 drug rame, suength, contmlied Contraciors will perform cusiom development 10 meet the
substarce schedube and dosage form, The cenversion must occur both requirement. The sysiem restricts based on scheduke, bat not
AL2T |anihe lime of daia import and skso retrospectively. upoa recciving M Yes | Cusiom [specific product neme or NDC. Developmens work will be
NDC pumber updaics. The system must provide the ability 10 restricl complcied for NDC exelation beased oa Product Name andior
the jubmission or display of medications based on NDC, pmdu:l NDC .
rame, or doug sechedule, a3 required by the State.
A2 Applicatlon Security & Dato Inteyrity Reguirementy
Verify the identity or suthenticate all of the system client applications . M~ a B i
: , Contraciors complics, All of the sysicm’s elient applications arc '
A2l bcfo:f l!lcru::.m of the sysiem 1o prevent sccess m inappropriate or M Yes | Standard verified and sutherticated before use of the system.
Ofltl'\‘ltcl B
Verify the identity or suthenticate atl of the lymm': human uers i '
A2 [before allowing them 1o usc its capabilitics 16 prever aceess (0 M| Yes | sianduce f“'l“"‘;::;m ““o‘r’f:‘ ":‘m"“ e TS il ot
inappropriate or confidential dats or services. . - i
ALY |Enforcc unique user names. ~ M Yes | Sundard |Contracrors complics. The system enforces unique user aames.
. |Enforce sll siatc office user complken passwonts of en characicrs or Contractons complies, The sysiem enforces all siate office user
A4 Imore in sccordance with DolT"s stuiewide User Account and M Ves | Standard |comples passwords of ten characiers of more in sccordance with
Password Policy. Dol T's statewide User Account and Password Policy,
Contraciors complics, The sysiem enforces the use of complex
Enforce the use of complex passwords for gcnrnl ASCPY using capmﬂ . ;
A28 ey bers and speciak ¢ - M Yes | Siandard |passwords for gencral users using capitat l:nFrs. numbers and
special characicrs.
. . . Contructory complics. The encrypts passwords in transmission and
A6 |Encrypt passwands in transimission end a1 rest within the da!sba'sc. M Yes | Sundard 2t rest within the datbase.
| Comractors complics. The system allow pastswonf configurstion
A7 |Expire passwords lftc_r 180 dayy M Yes | Sundard |options including, but not lunncd 10 expiring passwords afer 180
day.
. ’ . Contractors complies. The aystem allows uscrs 1o rescr theis
A28  |Users must be able 10 resct their passwonds themsclves L1 Yes | Standard passwords vcs via cmmil o mobike phon.
|tnzema) system pages must be restricied to the proper role. Users
29 without the proper role will be redireetzd 1o te sysien's bogin page. M o i iContructors complics. The sysiem enfortes role-based acecsy
"7 |Any attempt 1o access the page will be logped, and the session will be ' )  Jeentrol (RBAC).
closed,
N . e ) Contractors condi:s."l‘hc system authorize users and client
1
AL10 e e lappii s uonslb prevemaccessiio M Yes | Standand [epplications 10 prevent mecess Lo inappropeiate o conlidential data

OF $CICEs.
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AL Provide abiliry lo limil the number of people thar can gram or change M ves | s Contractors complics. The system provides the abiliry w limit the
’ authorizations number of people that can gram or change suthorizations.
T i ey y . Contractors complics. The system contains a configuration sctting
AZ2 .E.smb'h.sh Whiliyy 5 srifree scssmnlﬂmcouls Wiy peitie of M Yes | Standard Jthat enforce session timeouts during periods of inactivity. Default
inactivity. Default should be 15 minulcs. % 4 %
can be st 10 13 minuies using the configumble seiting.
{Ensurc spplication has been tested and hardened o prevent critical
lapplication secunity flaws. { At 2 minimuem, the application shall be . o
42,14 Jtested against all flaws oulined in the Open Web Applicarion Security | M Yes | Standard c"“:d""‘uz"h:;"“id’“ Crerecioa b Al apphtion "ﬂ‘: o
{Project (OWASP) Top Ten 1St ened to prevent eritical applieation security flaws.
(hitp:/fwww owasp.org/index. php/OWASP_Top_Ten_Project))
The application shall not store suthemlication credentials or sensitive - Contractors camplies, The application docs not store
'u'”f |Duta in its code. M Yes | Sundurd | entication credentiats or sensitive data in lts cod.
Log all atiempied accesses that {oil identification, authentication and ’ [Contraciors complics. The sysiem logs all anempted accesses that
A2 I6 § i § M Yes | Stendacd |7, e T !
authorizalion requircments. fail identification, authentication and authorization requirements.
o 5y ’ ; Contractors complics. The application scowrcly logs all serivitics
A2 17 e .'W.!'-"mn sh.\!l securcly log f“ ML PRl R M Yes | Standard [io prevent partics to epplication transactions from denying that they
application tensactions from denying that they have taken place. %
4 have taken place. -
The spplication must allow 8 user 1o explicitly terminate a session. No Contrmciors complics. The application allows a user to explicitty
Ad.IB : 3 3 L2 Yes | Standard % ¢
remnants of vhe prior scssion should then remain, icrminale & scssion,
A2.19 {Use onty the.Software and System Services designed for use M Yes ] Swandard Corsatey ?umﬂhcf' UORYEIF e Ty Tl St and
System Services designed for use.
A2.20 The application Dats shall be protecicd from unauthorized use when M ves | sus Cmmcl?n conplics. The application data is protccicd from
a1 rest urauthorized use when at rest
221 Krep nay sensitive Daia or communications privaie from unauthorized M v |l s Contractors complics. Keeps scnsitive data of comnwmnications
7 findividuals end progrems. private from unauthorized individuals and progrems.
Subscquens applicetion enhancements or upgrades shall not remove of Contructars complics. Subsequent application cahancements or
A2.22 ; A M Yes | Standard i : .
degrade secority requinements upgrades will not remove or degrade secunily requirements
2223 |Creats change e G reiniice and pimEuets M ves | st Controciors complics. Confmuo:s will ercate change management
. and procedurcs documentation,
224 Systcm hat the ability to log & user oul #nd save data sfter a defined M ves | s od Contractors complics. The system has the ability 10 log & user out
"7 llength of inactivity, and save data after a defined length of inactivity.
Systemn has ability to assign sysiem privileges and security by user, Contraclors complics. The sysiem has sbilicy 1o assign system
A2.25 M Yes | Swndand |7, i
group, hame, or role. -+ Jpedvileges and security by user, group, home, or rok:,
A2.26 System has ability o restrict specific users from viewing certain M ves | Siandard Contracipry Icorr';ph:s. Thc sysicm has ability to restriet specific
frecords. users from viewing cortain records.
The solution must meel federal HIPAA regulatory standards, Vendors . .
42.27 |rmuss supply In writing that their product mccts the HIPAA M | Yes | sundsd C°“‘I"=“°“ °°"“’r;"" Tkl Vg R LI
roqulremants regulatory standands,
The system must safeguard prescription information submitted to the
sysiem and records of requests 0 query the sysiem for confidentiality. Comuraciors complies. The preseription information submitted 10
A2.28 |The Vendor shall implement all necessary safeguards in accordance Lyl Yes | Stndard |the system end records of requests to query the system far
with the katest indusiry standards 1o protect the information confaincd confidentiality are safeguarded.
within the system from unautharized access.
Contractors complics, Contractors security team consisting of
The sysiem shall be sudited by s third-party scanner on & quanterly ceniified professienals wilizes Ird pery scanning software for
AL.29 [basis. The State shali mecive the resulty of the $ern and remedintion M Yes | Swndard Jvulnersbility and webapp testing Manthly. Scan surnmaries sre
plan of any known issucs within onc week of the scan. svailable upan request, Jrd party penciration testing by acercdited |

security firm is conducted rnnually. r /?
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Business and femnlcal Requirements Spreadsheet —

[The sysiem musi compicic a penctration iest conducted by a third-
pany company on a yearly basis. The Suie shall send the results of the

Attachment 1

Contractors complies, Contraciors conducts A:ml third party

{pceded.

AZID tesh and remedintion plan of any known issucs 1o the State within one L Yer | Sundard |penctration tesis on the PMP code base,
week of the test. i
[Contraciors comp Redacted of scans arc shared for
A231 The Vendor shall share o)) original dncumuuoa pertaining to scans " ves | s secusity reasons, Full copics of original documents are availeble
= land ucmtyaudﬂs 10 the Staie y under NDA and ¢an be viewed at Conrracion-approved secuse
Kocations,
az.3y | Vendor "“”."‘;? o ’;‘"‘"‘ Qrgdf‘l;”"_"‘ ”3:‘“’“ esplict | | ves | sundara fy:‘:'m by x:?::::l::it sadards o q.,u";m.a'.i?.”'
e ity query the gyziem, authorized 10 query the system.
A2.31 The sysiem nusst be svailable 24 hours & day and 7 days a week. with M Yo | Suane Contrectors complics. The system is wnhblc 29 houu & day and
=77 lthe exception of pre-planned maintenance 7 days a week, with the ¢ of pre-planned nce
[The Vendor shall safeguard the relense of informmtion 10 suthorized Cmmm':pmi)llcl. Contraciors safcgusnds the roicasc of
A2.34 fusers and depaniment personne! and enswre the privacy of the M Yes | Sundard linformation to suthorized wsers and depenmens personnc! and
information. ensure the privacy of e inkrmation.
The system mu purge ol idenifying infenmsdion more than theee » .
years phus one day old from the date of collection and provide Contractors complics with the retertion peniod and has delivered
A2.35 feapability w0 override the purge process for specifac preseription _— Yes | Coom this request for ether State PDMP clicats. This delivery of de-
"7 Jrecards bry patiens. Preseriber or Dispenser for a given time period. ideneificd data is a customized process that will be performed in
The Vendor shall provide the State with the de-identificd version of arder to flly comply with this requiremeny,
the purged Informaticn before purging.
. L* - oy . ) Contractors camplics, Contractors and the sysicm will nat send
Ad.36 r;':mm ::ld ’::‘l::n:ul: pojscad enu‘nl;con::dmmg Bensilive M Yes | Standard Jemails g sensitive Inf unicss the emails are
n e3: ; ity are properly encrypicd. N
The fysiem must have l'uIlrcduhduwy Fullndmﬂmty;r:mlh:: il
A2.37 [server or daa site becomes uwnavailable, the system mus: siill bc M Yes | Sundard [Contraciors complics. The sysiem has ful) redundancy.
aceessible by U State and ond users,
w m em—
A2.38 |Application mest have Anciions to mainttin data integrity. M| ves | Stendsry [Conmetans complics. App coatans io]
dals e prity,
A3 Application - Regiiiraiion/Data Accerr Requiremens i
, 5 . ) Contractont complics. The system & login bamncr
i shall lwlcfmm’ jogin BEnncy kbl in uc P sohution in accordance with industry best practices and other State
with Indusiry best practices and other State of New Hampshire ) ! q ;
b ? " 0 of New Hampshire Requirements, The fogin bannce can peovide a
[Requircments. Login Banners shall provide & warming 10 all system J d S
Al N M Yes | Sundard lwamning 1o all sysiem users indicating the scceplable use of the
wsers indicating the acceptable usc of the sytiem and dats. All sysiem 1
v ) system and data. All system users witl be required to agree o the
uscrs are requined 1o agrec 1o the acceptable use Ictms by s click- ac ble e by » click-through acknowled o
trough scknowhedg \, prier 1o gaining sysicm gecess. . e o WEREVEIR
. gaming s)vnm BOCESS.
The systern must hove & downtime banncr on the login page when the Sznl;unors m::::;‘:;:;m:::um ‘:wmm b;:m on.
A3 [sysiemis down The banner ma inchade the estimated time whendhe | M Yes | Sundard Bin pege Jstem i3 down. ner EEn
" configured 1 includc the estimated time when the sysiern will be
system will be avmilable.
availabie.
The systcm login page muss, st minimum, have links 1o Ui registration Comracions complics. The system's login page has links 10 the
a3 [P us page, educalional information page uscr guides, NH M Yo |s - regisiralion page, contact ws page, cducationsl information page,
~ |OPLC/PDMP wicbpage, forgm wsermame page and forgol password user guides. NH OPLC/TDMP webpage, forget usemame page and;
page. L forgot password page.
A3 The system login page must display hetpful information aboun 1he u va | s Contractors complics. The system login page can be configured
* loPLCrDMP. andard 1 isplay helpful information about the OPLC/PDMP,
The login page most ¢ontsin a tonfigunible Siste of New Hampshire Conmiraceors complies. The login page containg a confligurable
A3 [OPLC/DMP ;pecnﬂ: banacr 10 display systcm wide nouﬁunons as M Yes | Standard |Suic of New Hampshire OPLC/PDMP specific banner to display

tysicm wide notifications a5 nocded.
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'When applicable, based on the role, the system must verify the wer's ’
Jlicense number 1o guaranice sctive sanag by ithe Suate of New N ]
Hampshire licetisue $ysiem 1O appeove registmiion and upon each Coru.nﬂm :‘::d:“?: c_“ilf?.' dev?top:::m'lo “:l 'h'”,
login, If the licenae is inactive, the system must prompt the wser 10 ' "";;’c"“‘?“"m’m ! ;cd 8 g ui Btce bascd
updaic their license oumber. ITthe AP is down or the wser it from out B . o l:l:o" L.W i ﬂlt&"dﬂ Iy. thw
LEF y . M Yes | Cusiom {will integraic with New Hamp web service 10 verify s uscrs
S b Pt L liendiho licersse information. 1T the web scrvice is doun, the user will be
OPLC/POMP Adminisaiion for s mamss] approval In cases in which o 1 vl for the statc sdmEnlscator 10
the liceraure APT is down, the sysiem s scnd an emai! notification  iew TR APPOH Quoue
10 the administrators &nd » another email notification when the 7
licensure AP retums to service,
In e e the tser role roquires & DEA number. e kystem il Contractons will perform custom development to meet this
AL vetify the user's DEA number upoa login 1o guarentce active stotus, IF ™ ves | Cusom requirement, Currently, users are not prompted 1o ugdaie their
) ihe DEA number is insctlve or explred, the system must prompt the DEA number if it {s invalid, Contracions will perform the necded
user ko updaic their DEA Number, development 1o inchude 1his functionality.
[The system must have ihe ability for registrants 16 sclect & pmin
e e e e Contractors complies. The sysicr has e abiliy for registranis to
3.8 $peinily roke per beensiag, fok. peesity rocs [ g M Yes | Standard [seleet a main licensing roke (e.g. MD, APRN. PA. DMD ete..) as
second or thiid ticr must be available, a3 appropriais, for ench ok s0 well a5 sufficicns sub-speciakiy rolke per ficensing rolc
thas licensecs can be Lsseased and comptred respecfilly apsing their faas ol per licensing voi.
appropriaic peérs.:
; } ! ) - ‘ Cortractors complies. Upon login, ihe sysiem allows the user 10
ALY . gﬁum:::ﬁaﬂ;nﬂoxhh:é:kwhww quenys n Yes Stand.mf i::::dlncly query a paticnr or sccess the query page with onc
. - - Comeaciors complics. The system provides the sate
The sysiom must provide stslc sdministrators the cxpability to T iy N
el dynamically change the Sizic's conuact information and helphal links. . fies! || (Statard :m::mlt::mbiz:l ‘:ﬁ:’fﬂ“w EISRESI Sy
) : L]
[The sysicm must contain & page that allows uscrs 1o update cerain Contracton complics. Today, the sysicm containg a page b
AL12 informatson in their profile. This information will inchude specialty, M Yes Fuxu;t allows uscrs 10 update all information listed in this requircmen
! bipeclalty, e-mall add address, clty, suc, postal code, phone cxeept for Personal Address snd Phanc Number, Comractors will
mumber, employer wnd other information ey dcl'lncd by OPLCTDMP. includc the additional fickds in a future product rclcase.
Contractors will perform cusiom development 1o moet this
requirement, PMP AWARXE has the ability to intcgrate with a
stale's licensing databasc in order w validate required liconses,
such as DEA and professions) license, This senvice is used for
fregisration as well us periodic roverificstion of 8 wger’s credentisly
16 etgare that the user’s licenses are sl valid, This serviee
. requires custom development duc (0 the differences berween the
(The sysiem must securcly inlegrate with the  State's licensure system format of cach staic’s professional hicenses and databases. To
e cnable ted registration, Prescriberpharmmey ¢« ¢ and M ves | Custom assist swic adminksimtors in monitoring the comypliance of
! the cxpirstion of sccounts where the Prescriber’s or Phanmacist's - pharmacics, Comraciors Health provides 8 fuitc of business
Jlicense is no longer valid. inclligence tools for enalysis and dats mining capabilitics thes
allow non-technical personned to ercate and cusiomize reports,
including s Pharmacy Compliance Awdit Repont. Using whis
comprchensive compliance dashboard, the staie can drill down w
individual pharmacies or look at their system holistically. Also,
various pre-built views are offered 1o show diffcring levels of deuil
into the sunte’s pharmotics. The state also has the shility to build
cusiom, ad-hoe views o dive decper into the statistics .
. Contrnclors will perform custom developmend 1o meet this
The system musi pericdically inform usery of noncompliance with requircment. Contractors provides a Mandatory Use Repon that
adls [T requirements, through an email which gt ol contain Scngitive M ves | cusiom [€* be cunatnized v the statcs needs as siated by their kegistation,
"7 Jinformranion, Fix frequency of the cmails must be configurable by the A Mandatory Usc repont s akso provided 10 the provider as well 30
State. K they my monitar thelr usage of the PDMP sysiem. Contretons will
slso create » natification component as it docs not curreatly ¢xist.
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The systcm must kave & Prescriber compliance dashboand 1o assist the
State with tracking compliance with registration and query
roquirements, The dashboard must display daily, weekly rondhly,
quancrly and yearly aggregate compliance dats for registration and
querics. The Preseriber complisnce dashboard must displby which
Prescribers are nol querying in accordance with Sutc siahste, For cach
Prescriber, the dashboerd must display their registration date; the
mumbcr of prescripdons tha have a corresponding query peed d by
\he Prescriber or their Designee; and the mumber of their prescep

that do not have a corresponding query performed by the Prescriber or

Coniractors will perfonm cusiom development 1o mect the
requirement. Contractors has ercated & Mandatory Use
Compliance Dashboard that sllows Administuiors and other

authorized individuals the sbility 10 compliances with state specific
mandsicd query requirements within s designated time flame, The

license, name, date of binth, end bt 4 digits of socul sccurity numbcr.
The sysiom musi aulomatically validate DEA registration and NPE,
The system must permit new users 10 upload documeats, forms, end
copics of identificalion 25 nceded.

A.16 [iheir Designer. The dashboard must provide a drili-down view of M Vet | Cwsiom |dashboard shows each prosceriber with e comparison of the number
individual Presoribers that containg meord.kevel information on cach of dispensations and scarches elong with the search rate, When
preseription and whether there was & commesponding query performed drilling down for » specific prescriber. the suite can sec derailed

oy the Prescriber or thelr Designee. T™he Preseriber compliance patient snd dispensation information to nerow in on which
dashboard roust display Proscribers who wrote prescripilans, but do prescriptions did not have an nssociated search, Additionsl
inct o7 did not have 8 OPLC/POMP sccount at the time the preseription development would be required 40 deliver the emmining features,
was wrinen, The Prescriber complianée dashboand must provide :
eapability for sccure dats extracus in PDF and CSV focrnan. AN
»  fexerncts must include, bat kre nod limited to, the Prescriber name, DEA
numbct, professions] license number, snd any emails, phone numbers.,
or addresscs associated with the Preseriber.
The system mist securcly process and upload into the database the
requined prescription dats fom al) Dispensers thas are requircd w )
a3.17 [FePom The sysiem must docurnent receipt of cach data transmission M v Stand .Cm'::':: :::’;:’ m s:-stem scln?clydzmc;:scs ;"g.‘”“"‘”
*" |fromall Dispensers. The system rmust sinomatically identify £ |_:I.0I u.m’ ™9 preacription data from all Dhsg
submisrien erTors of missing data ard provide an error repon 1o the (81 0 required 1o repon. )
Dispensers and the Stane.
Contmeiors complics, The system provides capability 1o o
The syst | provide biliry o prompt lo -
Ad.18 = v:::ymd::"l;c::‘“’ ::z; ;::ym:;o e upon $in 0 M Yes | Standard {prompt users upon login w re-veafy their Designees every six
months.
Contracions complics, The sysicm provides capabilily to muto
The vide eapabilit
A319 m::;;“l;'l‘:‘:c:“;n mb;“:"‘u'n’;;‘? Promp! 13413 upon '°"" “l M Yes | Standard Jprompt users upon bogin 1 reeverify their account infosmatioh
addy.
. - . . Coniraciors complics, The system provides capability 1o sulo
[The system must provide capability 10 8110 prompt users upon login 1o . s gt q
Ad.20 e N . ) M Yoz | Sundard [promel users upon fagin 10 update passwords periodically, in
[ rd; Ay, 4 .
update passwords periodically, in accordance with Siute policy. s ¢ with Stsic policy,
" - . Coriractors complics. The system provides eapability 1 awo
The sysicm must provide capability 10 suto promp1 users upon kogin to . -

Ad.21 L% 3 : " M Yes | Standard |prompt users upen login 16 update passwords periodically, in

) updatc passwords periodically, in accordance with State palicy. Jaccordance with Suate palicy,

RET The System must have & process for preventing usees from cncating M ¥ : Contractors complics. The PMP AW ARxE sysicm has a procras

- es | Sandard
more than onc accoun . |for pmtmmg uscrs [rom creating more than onc sccount,
The registration sysicm must usc & ulc-based process to drtermine the i mo
type of registration or rokes the user requires. This requirement will be , Contmcions :?rmlrc_s. Th PMP. s m“",“n",’“tcm A

AJ.23 ﬂfulﬁlkd with State input o which specific data clemenis are required M Yes | Sundard Juses mlc-buf:d logic 10 determine the type of regisiration or roles

a5 pan of the rule-bascd determination, ' the wser roquires.

The system must provide s secure and suiomatcd method for obiining

sysicm login credentisls and robes through a streamlined online Comraciors delivers this featuse 1oday within s1aics that have the
registration process, Using w webservice pmvndcd by thc Smc, the ability 10 implement e gration 1o the web scrvice. We will work

324 Jystem must suwtomatically validatic New H hi I e ves | Suandand with the sute's third-pany licensing vendor Lo pecform the

implements 8 web service, Contraciors will code to the

development necded to mect this requirement, 10when the siaic

specifications put forth by the state (o sccomplish this requirement.
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date ol birth in & paticnt search 1o silow the user (o refine the search,
The cxtra ficlds 1o expand shall inchude, bun are not licdied 10: paticrt
addrcss, paticnt stale, paticn! zip code. paticnt phone mamber,

Business and Technical Req s Spreadsheet = Attachment |
[The system must ootify individuals through sysiem prompt and throughd Contractors complics. The PMP AWARXE sysiem nolifies
jeraail when their entempted mgisoation is still incomplets, sfter s individuals through sysicm prompl and ermail when Ul arempted|
A3 configurable amount of time has passed. The sysiem st pﬂml M ve | s pis iy still ine afier & configurabie srmowrs of 1ime
i individuals 10 complete or comect info in their N has pussed. The system permits individuals 10 compicic or comroet
ithow Stale intervention, t any time afier e repslnuon process information in their registration, withous the siate sdministrator
staned if the registration has not yet been approved. needlng to intervenc,
When uscr registration ks denied, the sysiem must natify users by Contraeion complics. When & wser registrution by dericd. the PMP
A3.16 |rysem prompt and by emall. The notficatlon must i hude & reason M Yer | Sandard |[AWARAKE system will notify users by sysem promp: snd: bymi.l
|for deniad. The notification n:lu!u the reason for denial.. :
) . o ) . Centractons complics, Whes a mcf;)mw_wd reaches 10 days
a3.z7 [Vhema taer paseword aches 10 d8ys befors cxpianion (e AT |y | Ves | sundart [oetore expiraion, t PAIP AWARXE syscem will nosity users In
st potify users in advance, gh systern prompt and cmail, advance, g system p ared emaiL
The system mugt .lc:omnod:ne the wdddition and deletion of ) s i .
- - W Contraciors complics, The systeris will sccommodaie the sddition
sy [FI0ERtonmlesias defigd by fepikpiiafoaiie Snteusrbave] Yer | Sndand [and dchesion of registration roles as defined by future legislation,
o] Ciisges iccesysadltibughistpuncd[oiktutsior : The Staic has the ability to configure access 1o daw by mke
lession accets through to dam through role revokasion. :
[The Vendor shall provide System suppon during Uk hours defined in 1 - .
A3.29 [Service Level Agreement. Technica] suppon inchudes sssisance with | M | Yes | Standar g:""““’:c:m:f'sc‘““’. b e g achigyen during
3 all gysicm isyucs, inchading APLs, dats collection and security issues. ¥ g
" [A7 Application - Guery System Reguiremenss
L}
The sysiem must contain s Suc-approved disclaimer that is casily
, visible o the uscr before they perform a query; Such as 3 wamning o
AdLL il sysiem wuers indicuting the acceplable use of the sysiem, including M va s Contractors complics with the disclrimer. Contractors will create
1 i downtime banncr on the login page when the systcm is down. The a conligurable banncr for the hogin page.
{basncr must inchude the estimated time when the sysiern will be -
javailable.
[The system must provide the ability 1o scarch paticnes. The sysiem
musi allow the uscr (0 enter palicnt details such as & pubsct of the
[pstien’s firsd name, o subset of the patient’s Last name, and date of
birth.(at keast patient name and date of birth) 10 oieve & st of .
Al 2 potcrtial paticnts and have the sbility retricve specific pationt details, M ves | Sandsrd Contractors complics, Conteactors provides a pieklisi of potential
""" | This categoty pertains just to the searching of the patient and not the paticnts o3 pant of the scarch feature.
results of the search, The sysiem must generaie 8 pick list of paticnus if]
there are multipk high probabitity matches for a given query, The pick
List ghall mssist the user with selecting their pationt by pnmdm;
sdditional information such s address.
Based on user sccurity accets and role, the wslerr; musi allow an g::: AW A;:ET';:C'“‘ .““:":ﬂ see X Iyrc' ::i; k'“ ,:d'ﬂu::‘w"‘
A4} |awhorized registercd user w0 query te sysiem W request and reccive M Yes | Standand . 1
information withow further spproval, quary the sysicm o request und receive information withow Rather
pproval,
i - Coniraciors c.on-plics. The PMP AWARSE :ylncm allows the user
The system must allow the user 10 schect the preseription date range s : n
Add o S U rS A Ty M ¥ei | Swndand lqo u::;m the prescription date range when conducting a paiient
; ) ) . Contractors complics. The sysicm provides the ability to aliow
Ad.S The system musi provide the 'b."“y poiglicy m to notify the State M Yes | Sizndard Jusers 1o notify the State that patient meords nced to be linked
that patkent reconds need 10 be linkod andfor de-linked. .
A sndlor do-linked,
The system must have an expanded scarch fnction, separzie from the
normal scarch arca, The eapanded scarch nmust allow esers to enter
A o then the basic myquirements of patient kast name, first oame and D ves | Sandard Contractors complics. The system must has an expended search

function, scpamtc from the normal sexrch ares,

P

H

ec

/2372021



DocuSign Envelbpé 1D: FS0A3E1A-9C87-4D04-8E35-ATEAEAFCBE13

DocuSign Envelope 1D: FBAEG1DO'8400—4E57-8680:881598328106

Business and Technical Requirements Spreadsheel — Attachment 1

Commctors complics. Comractors Health does PDMP linking
both within and between more than 40 states and ierriocics and
have been doing so for more than 4 years, Over 12 million POMP
scarch requests are processed each day on more than 2.6 billion

- prescription ds. Owr best of patien linking
AT IThe sysiem mun bave the ability 1 condaty peticn satching, M Yes | Standard Jaccuracy fuggest that this linking is very accurate, with 0.00013%
: of tcarches generating o support call and 0.01% of patient groups
overall having ever had mamusl intervention 10 fix linking,
Contractors Health's intimate knowiedge of PDMP daa allows for
a ilored paticnt Linking nlgumhm thas ereaies for the besi possible
paticnt-maiching.
- Contraciors complics. The aysiem allows bulk searching by
sysiem hi 1l | A "
Eﬂ p.nm";:m.:m.?ub{ :;:'::::h: :::::d o d |IWn¢ 1 user to upload or enicr paticn i.nfmm sekeeting
Adl | . y M Yes | Siandard |which stats to scarch; and the timeframe for the scarch. The
timeframe for the search. The results must be availsble ina N ilble En » dow able format (PDF £xd CSV)
Wm\nbuhblc forsrat (PDF and CSV) a3 well as on & web page. : e " { i
X wellas on & web page.
'nw.- sysicm must provide capability for the State 10 st parameient 10 Contractors currenily capturcs the QUETY COunL wIeT name, and
limit the amount of queries conducted within & time frame. daichime of when the limil was excecd. Contractors docs capture
AdS Additionally, i Syfiem must scod an email 16 G Suate when & query M va | cosom 1P bud does not inchude in email because searches may have come
: thresholds & met, AL 8 mirimum, the email must nchude daw and from mullipk IPs. Contractors will comply with request by
itme of scarch, waer nanw, 1P sddress and mn-nbcrol’-ucrrplcd including the IP, presurmbly e |P when the violation ocourred,
querics. The ermoil must a0t include PHE or PII. howevee, it should be rioted 1P address is considered PL .
The sysiem must sllow authorized investigative users 1o submit a .
request, with applicable documnentation securly for dais. The Contracion complics, The system allows authorized investigative
orveatigator's subpocna or offical board request are reviewed by NH wsers 40 submit 3 roquest, with spplicable documemation, scourcly
AdIC OPLC/POMP 5121 for sccursey and legality, vhen the repon i created ™ Yes | Stand for daw. The imvestigator's subpoena of official boand roquest wrc
T Jend securcly rekeased in o format designated by e i [PDF Jrevicwed by NH OPLO/PDMP staff foc scouracy and legality, then
lor CV5), While the primary uscry of the investigative imciface we the repon s crested and seeurely released in o Formas dcs;pmed
investigatie wsers, OPLC/PDMP program sdimdnisrarons should be by the investigator (PDF or CVS).
1ble 10 check the workflow und make edits if errors are iden fied.
|43 Appilication - Information/Education Reguiremend
LIpon first dog-in, the tystcm gt provide brief training videvs from - :
within the sysiem to educat Prescribers. Phammcists, Designees and Contractors complics, This functionality exists today but woukd
A3} |Dsn Subminers on the Siaie query mendace, bow 10 usc the sy3icm, M Yes | Standard |roquire conteni from the siste in onder 10 produce the tmining video
land privecy and confidentiality laws pertaining o OPLC/PDMP data, scripts.
The Statc must approve the training video scTgys.
[The systemn must conezin a direct patiems noxification interface
Jriewable 1o wsers ol the sysiem when the patient is queried and has .
met or cxeceded certain risk tresholds, including but not imited lo; Contruciors complics with sl featwres except for the payment 1ype
A32  [mulliple providerphermacy cpisodes, MME threshold, paymem nype M ves | Cwotom Jitreshold. Addlrional woek will be perfoemed to secommodate
threshold and dangerous drug combinations. The Praciltioner can payment iype ,
lick the niert aitached 15 the patient report to view the advanced
malysis/descritpion relative 1o the risk threshokd(s) identified.
[The syttem must provide the capebility of commenicating rok-based Cmm‘fm .compllc:. The 22yl Mc.‘ the capabllity of
A3Y | . ; n M Yes | Standard |communicating rode-based information of inserest tuough |
m:*'ommm of interest through broadeast posting. ocoadcass posting,
AS4 | The sysiem must have n page for contact information sad betpul ks M | Yes | Standarg [CONURIan complics. The sysiem bs 8 page for conuact
. mformtion &rd hetnful links.
ANl pages must contein help. contact information o & link 10 1he Contractors complics, All pages contain help, conuct information
as.5  [comact information location. Contael information must contain the M ves | scandara [0 link 10 the contact information focation. Contact information
’ Sute'’s phone number, cmail nddy ddress, and Vendor's phone ; contains Uk Staic’s phone rumber, email sddress, sddress, and
mzmber for wehnical suppors Vendors phone numbcer for iechaical suppon,
" |The system must contain both s manual end videos oa how w propert . 0 . 0 .
ASS utiliz?(h: systerm. These manusls and videos mast be updated cach Y M Yes | Standard Comrm.ors cm“' Thejsystemcantamns l.nmln;‘mucmh ith
ilim: the system thanges, &3 nEcessary, (0 ersure sccuracy. RSO r_o' PrOpET 3Slem use. ; (

12/23/2021



DocuSign Envelope ID; FSDA3E1A-9C97-4D04-8E35-A1EAEAFCBE13

DocuSign Envelope ID: FBAES100-64CC-4E57-868D-8B159B8B2B106
Business and Technica! Requiremenia Spreadshee! = Attachmen) 1

The system must contain an educationat resource section for the Suate
As? I vptoad role specific educational materials. The educational resoures M ves |5 Contracions complics, The sysicm coniains a section for uploading
. jseetion must provide capability for dynamic upda:u by the State \rzining moterials,
fwithin the sysiem
A8 Application - Prescriber Requiremenit
The systems must tn a Prescriver foodback dashbornd thar N . . g T
ins a varicty of metrics 1o belp the Prescri vand their C?umclonml_lwortumhu\eclumlodefwth:qundms
owr prescriding behavior and how i ¢ with their The prios lo genention of te daa neecssary 1w provide these repors
K Lz . s ; peers. ana repeat basis designated by the staie, Contrcion's curem
¢ must coninin ¥ query compliance metric comparing the Aoaek Dachhanrd ineld ;
N o I - i Prescriber Fi I & COMP BCTOss the -
ol op and ben. pines prescribed or dispensed versus seribers Ested soccial a3 well a3 fimikar prose
A6. Jihe rarher of querics done by the user or their Designees. The M| Ya | Cowm | e Pt 1Y SR ImiGprge iz,
r . . bascd on specinlty and rmle, Metrics for companisons include
metrics meat include, bat are pot Lmited to: average MME ) . e n .
i 0 0 i » Prescriptions by Dwily MME, Opioid Trestmem Drnrution. Towl
paticnt, il MME for the 1ime period, mumber of patients with A y N
q e Y b e MME Prescription Velume, Scdative Prescribing. PDMP Usage
preriapping betodiszcpin nd opioid prescriptions, ol pedonis, Multiple Provider Threshoids and Dangerous Combinstion
tolal prescriptions by dreg type, total patients receiving over 109
IMME pet day. rite of each payment type-used by paticns, il
Contraciory will comply, however, the 1t0l¢ may nocd wo contider
. the complenities of o daily update. With daily updates, it is likely
AB.2  [The dats in the Proscriber foedback dashbonrd st be updated daily. M Yes | Custom lto sec wide variances in the comparisons due (o numcrows factons
like detayed data, practitioners taking days ol and other nsmursl
behavion. Contractors recommends & mosthly update.
[Contraciors will comply, however, the state may aced 10 consider
the camplexitics'ol s dynamicaily set metrics. Based on our
cxpericnce bn 23 states, e Prescriber Dashboard requires
' complcx eakeulations 1hat must be determined and
A6 The sysem ma provide capabilicy for the Swie o dynamically st M ves | cuiom verificd § weeks prior (o the generation of the metiics. Dynamic
" mctrics. : . ndjustments will be not sllow for quality assurance and wsting that
is eritical 1o enauring the dashboands are effective. An aliernate
proposal would be 10 allow the stazc 10 speclfy the desired metrics
change four wecks before U preseriber repon procusmz
interval .
. The sysicm must provide Proscriber comparisons within medicl | The interaciive prescriber repon will provide prescriber
AbA X M Yes | Sundard . i " ;
1pecialty peet groups comparisons within medical specialty peer groups.
AG.S The systom musi provide capebility for the Prescriber o change theie M ves | smndard Comraciors complics. The sysiem provides capabiliny for the
™ |speclaty comparison dynamically. Prescriber t0 ¢hange their specialty comparison dynamically,
IComracion will modify the preseriber comparison 1o
m The sysiem muyt provide capability for Prescriber comperisons in the M Yes | Cusiom tccommodate grographical region. The state may consider that the
" |samc of simitar grographical regions). ciTectivencss of this fcature given the small geogmphical size of
the snie,
The system must provide the capability for s Prescriber (0 query what Conireciars complics, The sysicm provides the capablity for s
_ h [Prescriber 0 query whal has been dispensed umder their DEA
AG.3  |has been dispensed under iher DEA Number(s), and must log all such M Yes | Sundanl N 5), and must log all such querics end provide the Siate the
- |gwerics end proside the Staic the ability 1o view them. e q provide
i d =bility to view them,
65 'l;besyslcmmi provide U capabiity for the uset 10 set the daie M ves | Standard Contractors tomplics, The sysiem provides the capability for the
*"  Jrange for their preseribing hisiory. user 10 set the date range for their preseribing history.
Co b b Contractors complics. If the user has more than one DEA number,
J7F ihe wser has more than one DEA pumber, the sysiem must provide g g o
AG. 10 eapability for the user (6 300 and fikicr by DA manber, M Yes | Standard Jthe system provides the eapability for the user 1o son and fiher by
" IDEA pumbu.
AT Applicetion « Dispenser Requirements 4
The system mus securtly sccept ASAP 4.2A or newer dnu . dard Contractors complics, The syrem securcly accept ASAP 4.0 or
AL subimissions. & s newer daln submissions.
Contractors will perform custom development 10 create the
AT.2  |The system must socurcly accept NCPDP dats submissions. o) Yes | Cuwsiom [requiremem, The NCPDP spec may not suppon alt ASAP dats
. ficlds.
The sysiem musi receive dats ransmissions through secure FTP,
Transport Layer Security {TLS) website seven days per week 24 hours .
a2 | day. The Viendor shall accept paper. physical media, olwr apreed M Yes 1 Sundard Contractors complics. Contreciors docs not accept/process paper
) upon media, and elecronic or hard-copy versions of the Univérgal - or physical media of e UCF.
Claim Form, The Vendor shell enter all submiticd datx into the system o
within 24 hours uficr reecipl.

iec
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IF supponed by ASAP fik swndards, the sysicm musi provide
capability for the Sute lo create cusiom fickds or exiend other fickds
T4 |such as Method of Payment 1o include Children's Heah tnsurance M | Ve | Sunda f"““"‘”‘:’;""""“ Sonuion P fproces s Rgline ASAR
Program (CHIP), and Pharmaccutical Assistance Conmact for the g AR eyl v
Eldetty (PACE).
The system must provide capability for dats from muliiple Ph:rrmcm (;:l“u:cml?rs':mlm i::f:;:l:nfwmi‘n od in :‘:::Et?;::dm
A7.3 [0 be subminied in s single foint transmission as long as cach Pharmacy| M Yes | Standord \ ":p o5 long &1 cach e idmiiﬂed for the
is clearty identificd for the prescriptions dispenacd. pmcripiiz: di F o Y or
The system must ically notify data subminers and pharmecists . . N . X
ALG  [in charge of non-complisnt, untimely data Mnﬂum or records with M No Future Elt', ‘“':.to"l :E;T cusment p and h" "
c1ors based on suie requirements. S ’
[The sys1em mwdt provide capability 10 monitor and improve data . . - N
A7 |quality end reliability, inchuding but ot limited 10, data validations M| Yes | Sunesr 'f:f""“’ = g0k
performed at the'lime of daw submission. AmpreTe| Qe qUALiy ARd ElaB LY.
[The Fysiomimes .h“e. Ml ilid '{’d"y o e b e i Contractors complics. The system has the tools 2nd ability to trace,
a7g |f2tn quality and imeliness of all data submissions and transmissions. | | vy b sngicd Bog and assess data quatity and timelincss of alt data subeiscions
" |¥rom the time the dsta submitier submits a file entil the time i appesrs and \ranseissicns
within Lhe sokation, cresting cnd-to-cnd transparcacy. i
[The systemn must provide the capabiliry for pharmaeics 16 requcst an , Contraciors complics. The sysiem provides the capability for
AlS A . M Yes | Sandard g f
CXCPLON 10 rEporL pharmacics to request an cxcrrplion Lo report,
. . . Corarnctony complics. The system provides the capability for Daw
AT.10 The system must puo\ndc ‘N cap?bah:): ot I?au Sd_mnll:r: 9irepory u Yes .4 Suandard |Submiticrs to report na {or zero) prescriptions issucd in a given
no (o1 zero) prescriptions issucd in » given ting period, Jime period
[The system mus provide the capability for Dispensers and Datn Contractors complies. The system provides the capability for
AT1L |Submitiers to make corrections 10 proviously-submiticd paticnt M ¥es | Standard |Dispenscrs and Dats Submitiers w make corrections 1o proviously-
prescription information, submitted patien preseription baformation.
The system mast validalc and elcanse dsia according 10 the Suaics Contructors complics. The sysiem validates and cleznses data
vulidation Edits and repen, through emaid, any emors. Emor reporting acconding to the Stare's validation Edits and repon, through email,
a7z [P inchade the errbr that occurred and the Rx Number. The emait M ves | sandarg [27Y €700 Emor reponing includes the crmor that occurved and the
T muast not contain sensitive information. The system must provide a  |Rx Number. The email docs not contain sensitive information. The
web-based dashboard for Data Submitters 10 view and corrcet data system provides » web-bascd dashboard for Data Submitters 1o
Tubnmsm cTors. view and coereet dats submission crrors,
The system must remind Daty Submitzers that they have owtstanding hComrmofs comp!tu. ST . .Dﬂ.u 3 e it
A S — PR P N : they have outstanding ermor comections periodicslly with s
AT.13 Jerror comreclions p Hy with a e cmail M Yes | Stenderd F y =
. e L conligursblk sulomated crmil message. The email docs not conuin | -
message. The email must not sengitive sensiive information
Wi o Caihed Contraciors complics, When a data file submitied by » Dars
QU das fite by s Doia e A Submitter docs a0l mect validations for accurscy and
validations for sccurney and compleicncss, the sysiem must nolify 1he ; q h
Dispenser and the Data Submiticr tif they are different) on » daily compleicncss, Lhe sysicm notifies the Dispenscr and the Daia
AT.14 1 M- R o . M Yes | Standard | Submitier (if they wre difTereni) on » daily basis umil the (ssuc is
basis until the issue is resobved. The notification must specify te ved. The notillcati ifics the problem with the dats and
probkmwﬂhl.hcdaumdpmvde uutm:t:ons I'otcorrrcungthcm resonved. DO SERHOR Specics P ™ W 3
e TeraiE G provide instructions for comrecting the issuc. The email docs not
contain sensisive information.
" |Comractors will perform cusiom developinent so mect the
The system musi provide the capabllity for users 10 flag records with requirement, A systemn feanane wil] be developed to provide the
crron ead provide cormumens for review by the State, Once the Stake capability for uscrs to flag reconds with emors and provide
AL1S firms an issuc with & Magged record, the system must notify the M Yes ] Custom [eomments for review by the Sune, Omee the Siaie confioms an
Dispenser and Data Submitter and provide 8 means for them 10 comect issue with a flagged record, the system will notify the Dispenser
flagged records, and Data Submiticr and provide a means for them to coneet
Magged meonds.
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mmmmn:numem:ubmnedmﬂmmdr\eiru«wd
ially datn, for ce, when the valuc ofs

Coatraciors will perform cusiom development w0 meet the
Jrequirement. A feature will be developed 1o identify reconds
Jeontaining potemislly ermoncoa data, for batance, when the value

AL16 field i » mmuu! outlier. The system must -lm s Data Subnmitier to b Y‘_‘ Eustom, of a field i3 u siatistical outlice, The system feature will be .
the possibility of cironcous dam, developed 1o alert a Data Submitier o the possibilizy of crmncous
. dats .
The Digpenser subcrission sysicen must subnit clearsed and validsted Comnclou complics. Contracions' PMP Clearinghouse submits
A7.17 Jreconds lo the OPLL/PDMP daibase within 2 hours of reccipt froma M Yes | Standard d and validated recornds o the CPLOTDMP database
|Oata Subminer. within 2 hours of receipt fromn & Dala Subeniner,
The Vendor shall provide Duta Subrmitiers with instructions and
echnical assistance necessary for compliznce with reporting Comracions complics. Conrmclors provides Dala Submiticrs with
A7.18 |requirements. The Stie reserves the right (0 review, spprove and M Yes | Stuandand |instructions and techaical y for compliance with
change any ¢ ication prior to distribution 1o Dispensers and reponing requircmeats.
|Data Submiticrs.
AT.10 On o daily basis, the system must wri'ry pharmacy compliance, both I:'l ver | Sundard Contraciors complics. Contractors will extend the dispenser
: for Urnelincss and ourstanding orrors, complisnce fearure w include natification of timeliness,
o i i s g Coniracions complics, 1M dispensation record is submitted mwo or
 [Mfadls o . "‘mbﬂ.mtd P brimare ’.d'm' e Ly |roce business days aficr it was filled, the system will notify the
AT.20 |wus fillcd, the symem mrest notify the Dispenser and Submitter of Lhe M Yo | S - e orr I
duts submission freq irestemt, | Ditpenc and 4 the dus subetission frequency
Y P - requirement.
Lo~
The system mwst have s Disy compliance dashboand 1o asaist the
Sutc wiih mcking compli with data submission requi
The dashboard must display daily, weekly manlhly qunncdy and ,
A7.21 y:arl'y lwtplc plisnce data lor Dispenser sub The M Yeos | Standand
dashboard mant duphy which Digpersers are
wlmunln; rvcotds lnc in rdance with Stale and
| rqulmom '
| n . .| ,  Contractors complics. The Dispensary Complisnce Dashboard
JF“ cach DI.I " the das ; ! disphay ihe : - ?‘dﬂ“ 5 bisils in Tabdeaw allows & state sdministrator a comprehensive vicw
the time period; which days dispensalion records arrived on time and " el .
e . E e in the submissions and crrons of those submitting to their PDMP,
tnic; and days in which no data or zero report was submitted, The . . . i s
0 .0 5 ; . Using the list of pharmacics mainsined within the AWARRE
ldashboard must provide an individusd Dispenser view that contains g __
. . . ponal, the dashboard will show the nurnber of submmissions,
record-keve] laformation on dispensarions; whether cach revord was h ol e
. . y reconds and crror rate. 1t also gives the adminiatraior the abilly 1o
: submitted kalc or on-time; and which days no data or a Z¢ro repon was . H
AL . - . M Yes | Sundard [dnill down for each pharmacy 10 sce the mosi common ouistanding
submitted, The dashiboard must disphy Dispensers that have ermors . e
A . q crrors and the prescriptions that have crrors, The Data Submission
bwhich are not msoived after o Suseconfigured tinw period. For cach . R 5 Tk
. L . Compliance Dushboard provides record leved drill down within te
Disperscrjthe/dag ast display e number of unresotved following categodics: Submission Level Detail, Dispemsation Dale
errorn and when the ermons oceurred. The dashboerd musi provide 3 $ Zovo R . Error Level N 0 N
vicw of individes) Dispenaces that containg record-kve] information on sml'lrmf)cun ol ek e s B
which dispensation necords had errors, and deails of the specific ermor, pecilicr yiomactinlonmation, ABIKy.M0) mia
crrot details,
Ervot Déuail Expon Available, User Gulde inhaded 10 assist the
PLIMP Admdnitinstar with this featurc.
The system must provide oxtracts of all information on the dispenser
wliance dashboard in a formal securely downloadabic in s CSV
fife, A2 nm must iaclude, but are not limited to, the pharmacy Contmclors complics. The sysiom provides extructs of o))
A1.2) |name, pharmacy DEA mumbet, phanmacy license number, the data M Yes | Sundard Jinformation on the dispenser compliance dashboard in & format

Submitier account, data Submiticr crmail, and any ¢mails, phoo:
numbers, or addresses dssociated with ihe Disperser or Daty
Submiics.

sceurely downdoadable in a C5V fik.
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(The sysicen must ide the capability for Preseriber and Di . le'rmors comph.c‘l‘ The sywemiy Conm:mmuon Module
oG ¥ provides the czpability for Proseriber and Dispenser wsers 1o
uscrs to securely messags cach other within the sysicm. The sysiem ly messige esch other within the sy3eem. The sysicer's
AT.24 |rmust provide the capability for Prescriber and Dispenser users 1o M Yer | Suandarg |7 message A yater ysic
L \ } Commumnication Module provides the capability for Prescriber and
simultancously message awliple uscrs besed on who has greviously \ N .
|srescribed or dispensed to their patient Dispenser users to simultancously message multiphe users based on
P paticnt. who has peeviously prescribed or disperaed to their patient.
[ The system must provide the capabitity for users 1o request a :
empocery password and offer instructions on how 1o login and updaic . [Contractors complics. The sysiem provides the capability for users
AL.25 [ihe password. The system must facilitate the pagsword resel process M Yes | Standard |10 request a 1emporary password and offer instructions on how 1o
through user-sclected options which must inchade ¢-mail of time login and update the password, |
]upiring Sccure Messaging System (SMS), |
AT.26 The system must provide capability for users 10 change their pasaword N ves |s d Contraciors complics. The sysicm provides capabitity for m )
7 Jwithows human imcrvention. change their password withou! human intervention.
The Vendor shall provide capabifity for the Staic (o sckoct forma, such 1
a3 registration and pharmacy exempuion, in which the sysiem provides Cont‘rl:mrs ulljpctiomn custom k‘tlwm?l pormeckhe
e requirement. The Siate Administrator cen edit, manage user
. 10 auto-complete capability for Siwte-selected fickds when the user e 0
. i . Accouns, maintain a Jist of pharmacics and the exempt status,
A2.27 feruers eniquely identifiable fickds such as DEA number, License M Yes | Custom Fhere i N L :
h rc is e outo fill for NPY and DEA on the regismation page. sy
number, o NPI Number, Vendors may refer 1o Appendix H, ot o .
- 3 A well a3, the abilizy to cdit demographics. Contracions would need
n S onuchanta g elSaiesie 10 develap the ability to sute Ol on License Number
phenmacy excmplion process. 3 ) :
[The sysiem must provide & logou feature. The logout fesmure will Contracters complies, The sysiem provides s logown feature, The
A7.28 " feasble users 10 log ofT the sitc without closing their | inteme! browser to M Yes | Standard Jlogout Rature crables usens to log off ihe site withow closm; their
bexit the syFiem. inlemet browser 10 exit the sysiem.
The web poral must follow the Resporsive web design approach to
provids the optimal viewlng and intcraction experience acrots devices,
[The web portal must support web browsers and browser versions in Conmtraciors will pecform custom development Lo mcet the'
e by over 93% of web users such as Edge, Intemet Explorer, requircment, Contractors is proposing the NamxCare solnion for
AT.29 |Firefox. Safari, Chronx, and Opera. The platform must adhere 1o M Ne Future 1!11: Statc of New Hampshire, Today, the NarxCare repont is
World Wide Web Consonium {W)C) recommendations and other responsive design. Cantractory will work 1o extend responsive
standards of intcroperability. The system must have mobile and bl design 10 the remaining companents as directed by the State.
versions of the website that ant secure, visually appealing, user
fricndly and approved by the Staic.
: The Vendor shall provide » comprehensive, intuitive web portal that is | Contraciors complics. Contractors provides a comprebensive,
A7.30 |brended for the Stotc of New Hampshire, The web design is subject o) M Yes | Standard [limuizive web ponl that is branded for the Sun.- of New
wrilien kpproval by the OPLC/POMP/DolT. Hampshire,
The system must distinguish between veterinary prescriptions and © Com{aclon mm?lw.s. b duungyu_lm l.mwccn
e Gortl . . velcnnary prescriptions and human prescriptions and clearty
A7.31 [human preseriptions and clearly indicate or scparalc rocords that are M Yes | Sundard it d _— S
vetcrinary piescriptions i the paticnt report, HHC OF sepaiie feconds thal are veterinary preseriptions in the
SCTipt patient repont.
" . . A Contraciocs complics, The Fystem excludes veterinary
The system must exchude veicrinary preseriptions fram metrics and .
AT.32 ihreshold cateutarions such as MME calculations. M Yes | Siandard |preseriptions from mcirics end threshold nlculumns such as
MME calculations,
With the cxeeption of additionsl Drugs of Concern identified by the Contraciors complics. With the cxception of edditiona) Drugs of
4733 State, the systern must exclude drugs from displaying on the paticnt M Yes | Standard Concem identificd by the State, the system cxcludes drugs from ©
7 Jrepon that do nod appear on Schedukes 11 -1V of the federl Controlied displaying on the paticni report that do not appear on Schedules 16 -
[Substances Act, IV of the federnil Controlicd Substances Act,
The sysieem must providc remote wieb access 24 hours » day, 7 days Comractors complies. The sysiem provides remote web access 24
AT.34 Iper week, with ihe exeeptlon of downtime for pre-planncd M Yes | Siandard |hours & day. 7 days per week, with the exceplion of downtime for
maiatenance during non-peak wsage hours. pre-planned mainicnance during non-peak wege hours.
The system application infrastrueture must be highly scalable to Contractars complics. The system application infrastruciure is
A7.35 |suppon millians of trensactions per month end up to 70,000 M Yes | Suandard [highly sealable 10 support millions of tansactians per month and, / C
simullancous uscrs, up to 70,000 simultancous wsers. .
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[The system mist have an cmail notification system designed to avoid . Comrecion complics. The synem has an email notlfication sysiem
ALYS [ circumwent spam flters for successful emall transmission. The : M ves | sum designed w aveld o ¢irtumvent spam filiers for sueecssful cmail
T Isysiem also must request that wsers update their spam filker 1o whitelist . tangmission, The sysiem documentation sl50 regquests et users
the ernil domain, update ‘their spam filer 1o whitclist the cmail domain,

The system must provide capability for the Stata to designsic s o —— T iption 48 Contesied.

prescription recond as 8 Coatested Peescription. The sysiem must i < i "
LYAT e xctude the Contested P torion from the 8 caleulations in M Yes | Custom E::::Flonh:l:o k:;::ﬂm development 10 mect requireme of
the prescriber feedback report, ] g g

SQL stptements executed ngainst a production system have the risk
of mpacting synem performance and a8 u result, iniroducing risk
L] Yoz Custom [to paticen care. As s result, & replics of the production sysicm
rugss be extablished 0 provide this capability 1o the state withowt
risk clinician/uscripailent experience, '

[The sysicrn messt have the capsbility fo¢ lhc'Smlg 0 wrike and cxcoule

A read-only SQL. or 0o SQL gucrics on data In the sysiem.

~ ¥

The sysicm must provide sudit capability on user searches w reduce
Junauthorized querics. In the evem that » user attempls 1o query & Contruciors will confer with the NH OPLC regarding custom
AT.09 [paticu oa & Statc-supplied list, the sysem must prompt the user witha] - M Yes | Custom [development 10 mect the dur 1o identified risks with
novification wamning against unlawful querics and provide the option \ this request.

for Uw user 1o cancel the query or proceed with querying. - 3

b

[The system must provide capability for Siste sccess 1o 211 data tables
to cablle storage in the State’s Eaterprise Data Werchouse {(EDW).
This conncction must be secure and sccessible at all times, with
vniresinicied froquency and quantity within the download capabitity.
Data tables Include, but are not limited 1o, raw pharmacy submissions,
ch d pharmacy submissions. usage logs such es the query uble
and login table, Prescriber feedback dashboand sceess whle, linkage
Lables, user Lables and paticnt/address indices.

Contraciors will create o near resh-time replica of production
M Yes | Custom [system will be required and non-NH data remaoved w0 avdid © .
vielating otwr agreements |

AT.40

[The gystemn must maintain & comprehensive user mble incliding, but
noa Jimited 10, primary ke, cmall address, usemame, first rame,
middle name, last name, date of binth, DEA number, prolessional
Jliccase aumber, role, Prescriber speclaliies, Prescriber subspecinliics,
A7.41 |address, nddress 2, city, state, zip code, Desighee user [Ds, date and M Yes | Custom
\ime sccount created, date and time scéount epproved, date and time
account last updsicd, and last bogin date and time. The Vendor shall
provide a full extract of the Bve wble 1o the Sute, in e sccure manner,
on's daily basis,

(Controctary witl porform custom development to create the
mquesltcd cxmrects,

The Vendor shall maintain & comprehensive query table including. but
not limited 10, primary key: wsername: roke; date and ime scarch
occured; user 1P address; paticr frst name; patient last name; paticnt
date of birth; all search criteria used: query requester; sinies schecied
AT.42 |lor intersiae query: interstate hub uscd 10 scarch; whether parnal first M Yes | Custom
name was used; whether panial last name was used; whether the
Jscarch yicided data from the Sraie: staics other than the Siate that
yicided data. The Vendor shall provide & full cxenet of the live able 10]
the Siate, i & secure manncr. on & daily basis.

Controctors will perform cusiom development 1o ¢reste the
requested curscts,

The Vendor shall maintzin a comprehensive Prescriber feedback
dashboxnd sccess tabke that inchudes, but is not liméted 1o, usermame, -
primary key, role, datc and time Prescriber foedback dashboard was
brcecssed, wnd IP sddress of user. The Vendor shall provide a full
extraci of the live tablc, to the $1ate, in & scturc manncr, on  daily
basis. . .

Conimetors will ercate an interactive preseriber repon for
M Yes | Custom [providers 10 undersiand their own preseribing behavior and how it
comparcs with iheir pegrs

AT.43

D3

ec
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The Vendor shall mainiain 3 comprehensive table of invalid access
requests on the sysicm. This mble emust inchade ban is pot limited 10,
wscr 1D, datehime tnempt occurred, 1P address of user aempting. te

Contraciors will perform cusicm development to create the

risky prescribing thresholds relating 1o opicidMbenrodiazepine overlap.
high MME, and the prescribing of a long acting op:o\d 10 & opioid

naive Plllcﬂ

AT page the siiempt occurred on, and the foagon for error. The Vendor M Ya | Cutom requesicd exiracts,
shall provide & full extruct of the live wble 1o U State. ina sccure
manncr, on a daily b-sw
The Vendor shall maintain & comprehensive Jogia tabic containing
login attempts o0 the system, This uble mast inctude, bt is not
AT.45 limdted 10, uacname, primary key, role. date and time of login, ) M ves | Cusiom Consractors will perform cusiom development 1o ereate the
T [wiwther the login was suceissfl, and the reason for ¢rvor. The Vendor] requesicd extracts.
shall provide a full extract of i live tabke 1o thw Statc, in a secure
{rmanner. on a daily basis.
The Vendor shall maintain » comprehensive 1ablke conraining phanmacy
subrmission actlvity, This tablc shall include, but is not limited 10,
userneme; date and (ime submitted; sibmitier IP address: dispenser
DEA number: munber of reconds subminied; rumber of ds valid;
bee of ds thet prompeed & warning: number of reconds thas Conmouwillpcdmncwmdwebpmmwmudn
2146 | proenpted an ¢rmon ber of records vatid; aumber of records M Yes | Cutom requesicd catracts |
revised: pumber of roconds deleted: nowest date snd ime filled of
valid records; and oldcst date and 1ime flked of valid reconds. The
Vendor shall provide & full cxtract of the live table to the State, in e I
secure manne, on o daily basis.
44 Application - Delcgate Requirements
The sysiemn must provide preseribers and dispensers the ability 10 add Contractors complics. The sysiem provides prescribers and
AB.)  Mdclegaics by their email address. These delegates shal) have their own M Yes | Sundard |dispensers ihe ability 10 a0d delcgates by their email address.
jusemame and pasywords, These delegates have dwir own uscrmame and passwords.:
g 1 - ) Contractors complics. The sysiem provides prescribers and
The system must provide preseribers and dispensers the ability 1o p i .
AS8.2 B M Yei { Sandard |dispensens the abitily to remove delegates and re-add previcusly
remave delegates and r-add previously removed delegates. cmoved dekgates,
- — - . Contraciors complics. The system provides prescribers and
The systom must provide prescriben end dispensers the biliry 1o view ) - a ;
AB.} the on their behall by their delegates M Yes | Standard du?ms:n the abiliy 10 view the fuerics made on thelr behall by
querics made their delegates.
, ‘ : . Contraciors complics. The sysicm requires prescribers and
ASA 2: ’,T:T\:m:mlsl = ::r::::l;’:m“ '°;;7::'?::kh M Yes | Sundand [dispemsers (o re-vatidue their dolegates every six months or s
oy termined g fiimeFrame deiermined by e Suse.
. ; Contractans complics. The sysiem ellows a delegate Lo seloet te
The system must sllow a delegaic 10 select the preseriber of dispenser
AB.5 for whom they are g e o6 the - M Yes | Standard [prescriber or dispenser for whom L':ym conducting a query on
. i i the query page.
The system mwst enable Designect 1o perform querics on behall ol s Contractors complies, The sysiem cnables Designees o perform
AS.6 Prescriber of Dispenscr. Every query performed by the Designee on M ves | Suma queticy on behall of o Prescriber or Dispenser, Every query
. behall of the Preseriber or Dispenser must be acecssible to the performed by the Designee on bebalf of the Preseriber or
Treseriber or Dispenser, Dispenser ks ncerasible 1o the Proseriber or Dispenser,
The systemn must allow wen 10 store search parameiers 1o be run ot 8 Contractors will perform custom deve) T o meet ey,
tater 1kme. Designees will be allowed to share this search ¢riicria with The system allows users 10 o scarchy panameiers o be nan at 8
AB.7  liheir Prescriber or Dispenser. The sysiem will allow (he user 1o enter M Yes | Cusiom |laser time. Designees ere allawed to share this search eriteris with
4 date range that keeps the scarch svaibable, After this time, the thelr Preseriber or Dispenser. The sysicm sllows the wser to ener
scarch criteria must be resentered a dale range thal keeps the scarch svailbie .
AP Applicativon - Practitioner Requirements
The sysicm must provide users the capability 1o calcutate how user-
‘Jentered prescriptions they are considering preseribing of dispensing r " "
would impact dafly MME. The system must provide fecdback 1o the g"""““‘;’ “l“" P‘T:;“::;‘“'?”‘ develo e
A% [Peactitioncr if the user-cnicred ptutrip(iom would meet or exceed M Yes | Cupgm |7 23tem feature wi Teleged Jeine iz crepdbilly

to cakulste how ises-cnicred prescriplions they arc congidering
preseribing or dispensing would lnpact daily MME

DS

12C
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i rystam must have the capability for » user (o view their previous
:Iteuth hisiory, This history must display user scarch iargens): date and] " o
A2 Jiime sermh ocourmed: other siates seanched: and dats captured by the M Yes | Standand S::l thir m: :-iom‘m ;!‘.:ll:m has the capabillry for & uset 10
search, The system must provide copability (or & user 10 re-ren the P Y.
scarch with a new date range.
Pending lc_l.i_sllr.i\'e W\ﬂ of OPLC/POMP integration Wilhh'l.NH o . tics. The sysicm will grovide the ¢ ity for s
if-mhlnu rlecm.ac huhh sysicms, the 5ysicm must provide the - M‘ {and etegate) past R .'m".h.u s
jcapability for a user 1o vicw their (and delegaic) pasi scarches. Ata system will provide his capability for the (oliowing m’ "ht =
A9.3  [minimum the system will ptwﬂt u\iiﬂﬂbi]il)'(ﬁ.rlk I’?Uow'mg M Yei | Swndard es: 1) ENR inegration; 2) Ph o wen. Inthe
fscarch sources: 1) EHR intcgration; 2) thmcy: wcp'flm In the |t 0 scemch was conducred, the sysiem wil PW‘ vide the ove
A S - L e U0 Sy dase, (L, wad o bink t0 the dats captured it the seareh,
uscrmame, dai, time. and a link 1o the data captured in the scarch,
]
) ‘ T sysicm must provide e capability for & uscr 10 3on on any. M Yes | sundara Conrrscion complics. The sysiem provides the capability for »
"~ |eolumn in their search hisiory. uscr (0 1001 on any column in their search history.
: : Contraciony complics. The syt idcy capabili
The sysiem must provide capabilisy 10 401 and filie rocords based on = o SR “""I i “"';{n";"“‘d
’." cri mth.\dcd i the ""f‘“""" huwy‘wifleh Encliudca;ibun b pox M.nury which imcludes, tan is pot limited 10, prescriber mme,
A9.5  |limdied 10, prescriber name, dispenser name, patient name, drug name, (o] Yes | Sundam 4 . paticnd drog . drg type, peticnt
drug type, patient delails, daie prescription writicn, daw prescriplion dm' it dote iption writen, daie ription fitled. and
ﬁllcd and MME, MME L f
; q 3 Conraciors complics. The sysiem provides the u;;abm:y 3
3 [The system must provide the eapability 10 search, filier and sont . -
AD.6 e oa any fickd incd in the tbing history D ) Yes | Standard ;u;::bf';]‘:c;:::n mecords based on ficlds contained in the
410 Apnhndan - Pata and Alert Requiremenn
Hhe sysien mun dc'-‘tlop: maincain and deliver & secure dats extraet
from v Vendor 16 the OPLC/PDMP or eny Stale pastner designated
by the OPLC/PDMP to the extem allowed by lsw bascd on design
|m;iom.\s'ith designated Staie paniner o e hosted by the Vendor,
The data cxtract may cither be » direct connection 10 e Vendor's
cnvironment if approprisic conncetors are available with designated
partnct’s Informasics Power Censer insullation or Vendor will provide
AID, 1 |daily cxeracts that will be pushed o the Siate of NH FTP sitc or other M Yes | Cusiom [Contractors will porform custom devel nl 10 meel tremeny,
. opm: requ
sgreed (by both partics) upon strategy (o interface e sysiems,
Vendor will provide documentation on all dats ables and elements
forovided by the vendor, Pending kegistation may provide idemtifiable
1o dats 10 desigrated Siatc pariners for prescribed purposes. In
the cvem kegishition is not approved into Taw, 1be Vendor will work
with designated Smie partners 10 develop 1 de-identified data extmet
thar maximizes value undet the restrictions of the haw,
The system st provide the capability to perform od hoe querics o
mtrlimh:l Ilo"mdi ideat lic::':mlh:um emum;‘u::dbf:: :’: Contractors provides scoess to Tableaw server for state
A10.2 tederal taw enfl ‘.p;.u“ l- i u{r.l = “" A M Yes | Standard |administrators to review pre-built dashboards 25 well as to perform
' il w 0 ‘po ¥ 1 their own cusiom, ad-hoc analyscs on dw curated data sets.
¢, an ad hoe query end reporting function is an csscnlial 3
aspeet of the systom
. . .. Conracions ¢ ies. The sym ides the ili
e i i O iy o s ki o T ey,
Arg,y |inthe patieni rocord when s becn ideniified that the paticatbss | | v | singay fidcniified that the paticat has excceded specific threshold lovels,
exceeded specific threshold Jevels. The system muss provide capability| The system provides capibility for the Suaic 10 cond
for the Sute 10 ¢onfligure thresholds for the Insened akents, \hresholds for the Inscricd alens gure
T Rkt
NLYR o Mm G20 B REss 'dcmr.”d . cu.".cdw Yes | S:andard 1idmiﬁcd &5 cxceeding specific threthold bevels, The system
specific-threshald levels, The sysiem must peovide capabiliry for the orovides ility for the State 1o conf within
State  configure threshoids within the Ursoticitcd Repons, T md“"“”kmt’; iure thresholds : /2 C,
e —
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1T s Prescriber hag ¢ patient with an ulen on Ui nocond, the sysiem

Contracion complics. The sysicm has the cepability 10 send an

this AP maust conain patient prescription dats, Morphine Milligam

Equivalent and unsolicited alens.

A10.5 ) must have the capability 1o send an notificstion to the Prescriber, This M Yes | Sundand |notification to the Prescriber, if 1the Proseriber has » patient with an
: nolification must not contain sensitive information. sler on thekr recond.
[The sysiem must provide the capability for prescribers 1o sel apecilfic .
o the p b b.chw of theis patient. The system Given this fcature is not mandriory, Contrastors ean perform
maxst notify the user when a patient 10 whom they prescribed a dnug 3 t
A10.6 o = D Yes | Cusiom [Jeusiom developmont 1o mect the requirement if the State
mects oF cxceeds the alen. This sysicm must not permin users 1o A incs that it is in-scope for this oo}
jeirvummoent unsolicited repons. but must allow o Prescriler 1o st o ope PIOMEL
|narrower threshold then tha of the State,
The sysiem must provide the capability for o Prescriber to set an alen . ety g o s C.omm-:clln can perform
Al0.7 \ the P the paticat hag D Yes | Cusiom |custom development to meet the requirement if the Stste
o g paticathoslseen: Jdetermines that it is in-scape for this project.
- P Given chls Rearurs is aot wwndatory. Contracions can perform
AlLS s ”:‘:ulml ; of the up::::: I‘m;m mﬂ:dm o D Yes | Custom |cusiom development 1o meet the requinsment if the State
f Fl ! detenmincs that il is in-scope for this projec),
The system must provide Lhe capabiliry for & Preseriber 10 set an slen | Given ihis feature is not frandatory, Contracton can perform
ALD.9 |whcn s patient has overlapping benrodiazepine and opioid D Yes | Custom develop to meet the rogui iMNhe Stnse
prescriptions, R determincs tha it is in-scope for this projeer,
1 m . Given thiy feature is not mandatory, Contracions can perform
Alg.1g|T e ""‘"‘ i ": “""”1‘3 ::'.' P:f;m’“ fascliagjlery ) Yes | Custom [custom development 1o meet the roquiremess if the Stase
» long acting ‘_ Gl patical. - [dctermines that it is in-seope for this project.
i oo p ; Given this frature is not mandatory. Contracion can perform
LY AT ::l:’. ™ am":‘m:':hm?.‘:: . et Ak [») Yes | Custom Jcusiom developmen o meet the requiroment if the Stae
suimuland i pre Sl detcrmines tha it is in-scope for this project .
411 Application - Interstate Duts Nharing/IHURS Requirements
b re m'rulh.v the rgEmi colorng Infoemblsal, E;::m; I::fm?wnt:::: {::K)':uwmﬁwm
All1 |Exchange (PMIX) National Architecture and be verified by the Stawe M Yes | Standand and be verificd by the Sizic to provid incrstaic data shasing
o provide intersine daw charing services. . d PROVEEL
The system must securely integrie/connect 10 the R&Chcck-hub w
AlL2 |facilitaie daia ransler 0 other stawes and allow Rx Check requesis M Yes | Swmndard |Coniractors comyplics..
permiticd by the State,
The sysicm must securely Entegrate/conneet with the PMPi dats Contractors complics. The sysiem securcly inlcgrates/connccls
ALY Jsharing hub and affow PMP Gatoway roquests as permitted by the M Yes | Smndord fwith the PMPi daw sharing b and aliow PMP Galeway requests
State. j ’ a5 permiticd by the Suic,
. . Contraciors will perform cusiom development 1w meet the
AlLA The systern muat able 10 securcly comectintegraie with the Stale's M Yes Cusl.om roquirement, |{fwhen Ui staie implements a web service,:
T censure AP 1o etnieve liconsc data, Contracion will code 1o the specifications put forth by (he staie 1o
a¢complish this mquirement ,
The sysierm mast provide the State the ability 1o create new user roles. . - L.
[The system must provide the State the ability 10 map wer roles 10 the ConractoeaicompliciyThejayaten peagides| tieiiatcitle 'bfmy 5
AlLS ; x X L A& M Yes | Stndand [ereate mew wser roles, The syxiem provides the State the ability 1o
rolcs wllized by dao shasing bubs, Inchuding but aot limitcd 1o K to the rofes ulilized by data tharing hubs
ReCheck and PMPi. mupjuscrirolesiio ulilizcclby ng hubs.
The sysiem must provide cepability for suthorized users 1o conduct & t
Aans multi-state scarch with one buRon accest 1o data from New Hampshire M ves | cust Contractors will modify the cxisting user Inicrface 1 sllow for onc
" jand (e s1a1es thas have & data sharing agreement, (il theis role ASIOM Tumon access.
allows). i
ALLLT | Through the consent of kegistation, the system must securcly connect ) M Yes | Standsed Contractors complics. The sysicm securcly connects 10 health care
" o health eare facilities Electroaic Heahh Record Symiems. ¢ Bxcilities Elecironic Healih Record Systems.
) 3 . f Contrecions complics, There are no restrictions in place, but could
ALLE ml\lry shall not restrict indegration with any and all hubs. HCEs. M Yes | Suandard |roquire cusiom development if OOTB incegration options arent
) wiilized,
The sysiem must have a scevae AP thet erabikes patient kevel dats 1o
be seeurcly sem dircetly 10 8 wser within an EHR, This APl will hove P gmp——
ALL9 |ihe ability to connect 1o any Hub system s nedessary. At a minimum, M Ye3 | Cusiom Contractors will deliver; however, this 9 subjectiosizicidsty

sharing policies
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The system must be able 10 securely retricve dat from all interstaie . C ' will perform custom devel W o
All.lohdaulhlnn;hnbs(cunrmtthPtckudPMP:)mthumgkqmry M ves | Cutom | et gevelop meet eq
from the user, .
¥ PMP AWARXE is inicgrated with PMP [nterConnect and PMP
[The sysiem must provide the eapability for the Sreic 1o securely add AWARXE icalty displays sutes that can be searched
prov 1y
A11.12 fand remove saies for interstate data sharing and edit the name ohhc M Yes | Custom |depending on cach state permissions end roles thal cach state has
+ | state shown 10 the user {Maine vi. ME) configurcd within PMP InterConnect. Editing how the name is
displayed would require cusiom development . )
The sysicm nusst provide the capability 10 gonerate » Patient Contrecion complics. The sysiem provides e capebility to
AlL1}|Prescription History Repon. The repon must be compeible with M Yes | Siandard |gencmre a Paticnl Proseripiion History Report that is compatible
|printing and clectronic distribution in a €SV and PDF formas. with printing and ckectronic distribution in 3 CSV #nd PDF format.
AlLL14 [The system must display the state that the record was sourced from il M v Sund Contractors complics. The system displays the state that the reeond
" ja mohistate search was conducied.’ = was sourced from if' s mudtisiaic scarch was conducied,
ALLIS [The 3ysiem must sllow the praciitloncr 10 configure te search 10 be 0 ves | Sandard Contractors complics. The systcm allows the praciidomner v
" feonducted {e.g. 561 the default of states they went 0 query). configurc the scarch to be conducted.
The aysicm must provide summary information of the patient record,
including but not limited to, numbcr of unique Prescribery, rmmber of
unique pharmacics, sverage MME, curmem MME. number of drug
Al1.16 Jrypes, number of payment types, mumber of days of Opioid overlap, M Yes | Standard f::::“?:n:?;:‘ The 1ysiem p"’“d“ $ummary mm'm
Opioid Natve sutus, exisience of overfapping preseriprions for B
benzodinrepines knd oploids, exisience of conirolied substance
prescriptions from muhiple preseribers.
|'n every patient repon, the system must include links 1o optional
A11.17 leducational contert sclecied by i Siate, for example, Safe M Yes | Standard le lr:;:ﬁ::::r:cl::d‘;?:: ;::Lm'm KEksiiojopcnal
Prescribing Guidelises and Treatmen Options,
Contraciars complics. The system provides the capability for users
AlL21 :’" K‘:,’:c':";‘::nm"gs“"‘”v M";,'gf‘fo::”“’ scectandsaves |y | yves | Sandant fo scicct and save n patiens rcoed in priniable CSV s DF
formats,
e ”".'m “‘:L;’: :d;n::;"d“ m:i:}!;lntcnt:;:;l;n:;o 'h:em Cantraciors complics, The sysicm provides an audit arail of
Al122 lll mlv?dm mame, dat ':ml 06 a link & the dats ik M Yes | Sundand finiersiate data sent 10 the requesting practitionsr from an
. : o: s i s . caprured approvediconnceied siaic.
: . - Contractors complics. The sysiem provides the capability for a user]
The sysicm must provide the capability for a user to flser and son A L .
ALL2IL R Pote M Yes | Sundard fio filter and son parient data by all ficlds conained in the paticnt
paticr daia by el ficlds contained in the peticnt report. repor. i
A 12 Application « Statc/Adminlsirative Requirernents
The system must provids an interface that allows adminisimsion and gm:::::x :':: pc:;om\ ‘“‘::3 :‘ ‘oo 8 ":Tt ot thi e
practitioners io map paticnt-prescriber-pharrmacy by way of » mapping “:ﬁ - :\np';:c::ii:’ w.{f bc‘ dcvclw d::::c 2
AN21 [cahancement 1o caleulate metrics with distance between two point, M Yes | Cusiom m:m:s adnli ses) ::[: lldd es). and pha 8 .
and three paints in conjunction with prescriptions peescribed and A Ly PR M‘( B cic
linkages to wny other at risk indicators nddressies) wil be accessible on the Paticnt Repont with the
implemenation of a RIPAA-compliant mapping tool.
) Contractors provides the ability for state sdminisiryions to see
The system rl".!Sl provide the capability for Siatc sdministrators 1o ) i M"ﬁf‘:‘;l’ :ppmvdrqccl i :l::wu'; it “"d
A12.2 |manage Data Submitier secounts which includes modification of all M ¥es | Custom ) :
fickds anributed 10 the aceoun! accounts may submit data to muliiple states we do not allow state
' : . sdminlfiruiors 1o medify the accounts. NB: Need 10 ver this with
product,
A123 The system must provide capability for the State Administrater 1o o ve | s - Contraciors complics, The system provides capabitity for the State
" Jseeurely message users within the sysiem. Administralor 10 sceurcly message users within the system.
The sytiem must provide capabilrry ror the State 1o link and de-link : 1 Contractors romplics. The system provides capability for the Statc
Ll paticnt reeonds M len P to link and de-link palicat records
[The systern must provide capability for the Siate Administratory to
audit system usage, The sudit includes, but is not limited to, read lime - |Contmctors will perform custom development 1o meet requirement,
AlL3 Ivicws of user activity (both bging and scarches), data changes M Ves | Custom | The system will be enhanced 1o provide capaditity for the State
(inchding old value, new value, wser id, and datchime of change) and Administratars 1o audil sysicm usage as defined .
usege croe. ’

2
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The syticm st have the capability to send cmails 1o user groups
based on roke, last sccess date. or other criteria specified by the Staic

Cantractors will pesform custom development 10 meet requirement,
Today. Contractors provides the ability 1o email user groups based

the personal prescribing histories of preseribers.,

AL pertaining to the system user. These emails must not conzain scritive M wes, | Esen on Role and Cico location bt not lasu secess date, The content can
Information, be customized by the state.

; [The symem must provide the abllity for Staic sdminisestors 10 (osimclors w.all peakim eusion dcw:lcpntm‘}u.: meet Fequiremal.
A12.7 Tsimulste any roles used within the systcm without the nced of a sccond o ves | Cusiom The system will be enhanced 10 for Ssate adminiscryion o simulate
! ccon i other roles used within the sysiem without the need of » second

) necount .
[The Vendor shall provide the ability for ihe State to change the logo Concraciors complics, Contvacton provides the lb"il); for the
Al28 M Yes |} Sundsrd
jand system colors. : State 10 change the logo and system colory,
The sysiem must provide the ability for the sdministrative saff o .
Contractors will perform devek © mect
feview sysiom usage at a-user kevel, The sysiem masst provide 1 I
Al2Y9  cotabic Hist of users aad the toa] ¢ of searches o chock fo M Yes | Custom |The sysiem will be enhanced 10 provide lhc ability for the
adminisirative 313l 10 review system usage 4t o user kevel .
ngcmul $ysicm misuse, k
Fl'h: sysicm musi contain o dashboard that allows administrators o
vicw a ranking of Prescribeny who meet or exceed thresholds set by : . . c
e State, Vendor shall produce & downlosdable repon, which has the Conimciors currenily provides sclf-service anatyrical tooks w0 allow
possibitiny 10 for prouping by hie arca and ialty. that the state administrators 10 perform the listed prescriber rankings
L e o 5 ¥ ¥ - L - +
ALLI0 s the 1op Proseribers or e who have written of filled M Yes | Custom [based on & wide varicty of dimensions. For Contructon 1o develop
™ ) n pre-bunll, cusiom dashboard m:cting all the listed n:qmn:mu
the most {prescripionshotal MMEAveruge MME per would require development
prescription/distinet patiems/number of proscriptions per drug class) 9
within & simcframe dynamicalty sct by the State.
AL The system must allow the State sdministrators w sdministcr all M ves | s d Contractors complics. The system allows the Staic sdministratons
S |OPLC/PRMP user sccounts, . 1o sdeminister all QPLC/PDMP user socounts,
AL2.12 The system must provide capability for State s 10 view all M ves | siandard Com.m.:lors conplfcs. The system provides capability for Sune
MSCT RCCOUNLS. |sdministratiors to view all user sccounts,
. , . Contractors complics. The sysicm provides s mechanism to allow
+ | The sysiem must provide & mechanism to altow State admindsiraions 1o . . .
AlZ13{grant or revoke user privikeges 1o specific system 1ools inchuding M Yes | Seendard Staic admiaistraiors to g of rovoke uscr privikeges to specific
seribing histo et searching and Desi e sysicm 100ls including preseriding hmocy patient searching and
IR :1PS L = Designee mansgoment,
3 . o Contractors complics. These sysicns provide & notes scction for
These sysiem must provide & noles section for each uscr account, This) g " h
Al2.14 noics s¢ction will only b viewablc by Staie sdminisiraiors. M Yes | Stundand euch‘ user #ecount This notcs scction is anly viewable by Staie
- sdmipistrtors,
[The system must provide capability for Sisie administra1ons 1o seanch - ,
AIZI1S for users by sy field comained in the users profikc. M Yes | Custom |Contraciors will perform custom development 10 mect requirement,
Currently sllows s'cau;ch on first name, last name, cimail, dob, role,
personal DEA, emgloyer DEA, personal NPI .
The system must provide capabillty for State administrators to make
A12.16 modifications (o al) aspects of user nccoums inchuding passwords, IM ves | Suandard le'rl.l:lors w:‘wnl Tn.h;;"';.ﬂ:? PIDI‘*:;S “p'bt:hr"r for State
*? |license nursber, NP mumber, DEA numbcr, name, cmail. rokes, dte of] - RO e o et o e et arlvse]
accounts.
birth, specialty.
The sysiem must provide capahility for Sute administrators to add i . wau-um complics. The sysicm provides capabiliy for State
A12,17 [aotes 10 user sccounts that are only vicwablke (o the Adnumsmws of M Yes | Sundard |administrators (o add notes to uscr scoonts thal are only vicwabk
the systcm (the Staic and the Vendor), to the Administrators of the sysicm (the $tste and ihe Vendor),
The system must provide capabliity for Siate administrators 1o sctivate Contractors complics. The sysiem provides capability for State
A28 " M ¥os | Swandard P " f
or deaclivale sccounts - sdminisirators 1o activiic or deactivate accoums,
12,19 T Suie administrators shall be able 10 scarch for and view all paticnt M Yes | Standarg [CORmStors complics. The Suai administrators can scarch for and
akerts, view il patient alens,
A12.20 | The State adwinisteators shall be ablc ko view uscr dashbosrds, M Yes | Suandaed |COMIeIons complics, The Suie adminisirator is able 10 review
. sclect user dashboands.
The system must provide capability for Siate sdministrulons 10 vicw Contreciors will perform custom development to medt requirement,
. Jihe scarch history of any Prescriber or Dispenser, Including any The system currently provides the majority of this detail, Morc
Al2.21 qucries made on Iheir behalf by & designee. This capability must a Ye Cusiom specifically, the sysiem identifics scarches coming from PMP
" |include the ability 10 view the results the query produced, where the ) ) Gatewny, PMP AWARXE, PMP AWARXL with PMP
query originsied (OPLC/PDMP website, APJ, RxCheck hub, PMP IntesConncct und PMI AWARXE with RxCheck, We will perform)
Galewny), 1P address, and time stamp of when each scarch was made, cusiom development 10 inchade the time stamp end (1,
o8
. . ety ! Contmctors compliu' The sysiem provides the capability for Siate /' ?
) WSt adrr
Al2.22 [cisystemimmistpvidcicap ¥ for State IO M Yes | Standand |admiénisirators (o view the personal prcscr"bm; hastorics of C

prescribers,
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The symicen must previde siate sdministrators the ebility Vo monitor i ¥ehine deplayment e ASAE 4.3 & 701), which providcy e
. high risk 1% thest inchde b are Limited 10: ogiokds for scie dawn elements for capiuring oploids for scwic pain v3. opioids for
A1 " e oo M No Future  [chronic pain, OPLC/PDMP sdministraion will bave the ability to
pai epiolds for chrosic pein; high MME. coacureatly prescribied eedloet the dais needed 10 manilor these additional ﬁi;!\ risk
japioid and benzodiazepine and mutii provider and pharmacies. .
[The system mest provide & Preseriber/Dispenser repont by DEA Contractors complics. The sysiern provides & Preseriben/Dispenser
mamber.  The repon mus contain the prescribing os dispensing report by DEA numbcer.  The repont containg the prescribing or
Al2,24 fhistory, relative w their peery in the medical specistty, wnd identify the D Yes | Standard |dispensing history, relative to their poers in the medical specialty,
by member when prescriber and/or disp it outside of Statc a1 and identify the by number when prescriber andlor dispenser is
thresholds, 1 outside of Staic st thresholds,
12,25 The system musi provide cxpability for Stare administrators 1 view ves |'s Contractors complics. The sysiem provides capability for Stte
7 |wser Designees and supcrvisorns . mnmmmkawmrm:wmimm
Contractors complies, Coniraciors will provide the Stae -
A12.26 The Vendor stall provide to the Suze Adminbtrstors s fid] phgicsl M ves | sundard Administrator with s full physical data mode!) and daw dictionary
""" [dsta mode and data dictionary of the delivercd systom sotution. of the delivered symem wlmm Pkm noie. Conm=|m fescrves
the rghi not 1o capose e i | propery i
. Conrracions will perform cusiom develop to meet requirement,
A12.7 The Fystem must provide capubility for Stase sdrminittraions 16 access M “ver | Custom Contraciors will create m near real-time replica of production
" Jand download any and sl tables a3 requested by the Sate, - ST gsystem will be requined and non-NH dats removed Lo aveid
. viokiting other agreements,
The system st provide geocoding of paticnts, physiciens, nd o s -
A12.28 |pharmacy locurions 1 enshle geogrphic snalysis of the relstionships | M vo | Fonr :“““"" suion platlorm wil - Sowhe Msprieninol
B A . i oy N used, 3 the plarfomm mus be HIPAA-complian and Google
in order w identify potemial questional/diversional activity or abuse, Maps docs not meet HIPAA compliance farels, )
[The system must generate @ weekly sysiem cxccpnon repon and .
A12.29 [discribanc 10 desigmsted Sute admind h e-mail or at lime M Yes | Stndard Comniciors complics, State Admind have access 1oa data
7 Jof system login, The ermil mut pos contain sem:tm: information. This : submission exception report upon log in 10 the syticm,
information will be wsed lor quality assurance.
. The Vendor shall provide tralning for all users on how 10 properly use :::::tws ':;ﬁ:::wx;uzmzﬂ:‘:r
A12.30 [the sypem. This iraining shall be updaied on &n as-needed basis M Yes | Sundard :'l:’:u\chd bu{nnol imized 1 Mlﬂmclior::llc 5
including bt nol limited 1o eny functional chenges 1o the $ystem. w’“"“)“’m 3 ¥ hanges

‘D8

ec

12/23/2021



DocuSign Envelope ID: FO0AIE1A-9CH7-4D04-8E35-A1EAEAFCBET3

DocuSign Envelops ID: FBAEE 100-84CC~4ES7-668D-881598B28106

Business and Technical Requirements Spreadsheel — Attachment 1

BUSINESS REQUIREMENTS VENDOR RESPONSE CHECKLIST

Siate Reguirements Vendor,
M.
MANDAT] \endor 4
Reg ¥ |[Requireswnt Deseription QRyY Rexp. Detlvery Mctbod [Comments
. D=DESIR .
kD : :
BI Daw Collection from 1Xsy ard Dats Administrad,
Oats must be collected by the Yendar In the current format established by ‘Cmmmcmplm-uhwmilud
1813 {the American Soclety for lon in Ph Y [ASAP) in Its ASAP Rutes mA Ya3 Standard Implemantation Gulde lor Praseripeion Drug Monitoring
- 8ased implemantation Guide for Prescripuon Monitaring Programs. Programi.
Tha Vendor must collect he data in the mofL cuerent ASAP format from :x::;mmm:::ﬁ;ﬁ"“
81.2 [Dbspersers by secure amall, secure FTP, Virtual Private Metwork {VPN), %] Yot Sundard N . :
and other agreed upon medla, - |Secure Emull b nok utldred by diapensers but can be
supponied, If necetsary.
The Vendor must prepare and provide 10 Dhipaniers any nstructions
needad to comply with the dala reporting tegquirements and provide
technical sl The New Hampshire Office of Professional L . B '
and Certification [OPLC/POMP) and/for New Haimgahire Prescription
Managament Program Advisory Commilttee (OPLCPOMPAC) reserves Lhe
right 1o review and 2pprove snw communication prior (o |t being
L:::;mm:::mm. Tha OPLC/POMP widl prodda unvmr.kh [ Contraciors complies with preparing and providing
1 required to report, which whl include the Dlspenseny’
. n Dispensers with Instructions needed 1o cornply with the
i B1.3 |names and malling sddresses. Thers aca app ¥ 1,300 Disp ! [ Yas Standard 4312 reporting reguirements and alio provides Lechaicsl
that may be required 1o report into the program. 300 In-51ate Dispansers, e
P00 Qui-of-State Dispensers, and 300 Vetarinarisns, Emaigency Room '
Doctors, Phypiclany, Denthits, €10, An updated let of Dispensers wilt be -
" |pravided ks needad 1o the Yendor upon requast. There sre an estimated
[ 11,000 Praciltlonars of which » small parcent chooss Lo dapense
madicstion and 83 Pracutioners mutt reghier with the OPLC/PDMP, d
Ernaill pddrens rudt ba provided by Olsp yPraciitioners durlng the
OMLL/POMP reghitration progets,
Tha Vendor shall aliow 1or Uhe manwidl submission of data If the dispenser Contracton complles and atiows the vendor 1o manually
|14 [or prexcriber does ot hive InLtindl icess. The Vendor shall process and M Yos SKandard whmii the data il tha dispancer o prescriber does ot
' Jload manual submissions into Lhe system. harve infernal dceds.
Tha systam mu1t have the abilky (o recelve read-time slectronic
oreseciption information Lranumitted directly lrom dispanseds twanty-four
houtt & O3y saven days » waek. Dispeniers are raquired 10 tubmb all Coriractors complies with the abiiity to recalve e b-time
815 |records 10 the system na later than the next business day siter dispansing M Yes Swndard |eMecrronke prescrigtion Information trsnsmitted direcily
» controlled substance. Vetarinarian Dispensers musL be able to Iranamit from dispansers 24 hours » day, 7 days s wask.
Information etther elactronically or manyally no bier than seven dayy N
shar dispanaing a controfed tubstarce,

Pr
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81.5

Business and Technical Requirements Spreadsheet — Allachment 1

Identily and flag users in each dispaniing category o+ "non-compllant”
wh lall 1o submit data of submh & repont with no records/data (e.1, tero
14pon).

Yo

Standard

[Contractors complias. WHAIA our PMP Clyaringhouss, »
Pharmacy Ervor page bt svailable lor adminisirators to
quicly identily pharmaches with errors Lhat are not being
corracted In » 1imety manatr, An interasctive report b
avaiabie that containg detalls on fMe submbylons, tero
reporis, errors, bad ochit phasmacy Informatlon,
providing & comprehensive view of s overal
tubmitglon compliance as web as granulas phamacys
tvrl detally. This e port identilles dispensars that have
owistarding errory, and dlspensers that hive erron
ouistanding for more than specilk number of days, o3
detarmined by the MPDR. Addilonally, administrators
have sccess 10 reporting Looks within Contractors FiqP
AWARE that identily “defnquent” dispensers, defined -
a3 dispansars non subwmitting dats or ey reports i 8
Umnety fathlon. Administrators have sccass Lo track
whather each of thess daw subminiees/pharmacies wers
with the stale’s submission compliance
policles, inchuding for dava submissiont and 1410 reports,
o BddHION, CLate POMP adminkileatonrs con vigw,
ﬂ"m" repan, and #xport reghitrant user proflie data

that is updatad dally vaing Lhe tasper and Tableay
bussiness Intelligence took.

BLE

The application must aliow OPLC/POMP to obtaln 8 report/ist of *non-
wilant™ Disp T 8L Ay e,

AL H

Standard

Contractors compiies, WIthin ou PMP Clearnghouse, a
Pharmacy Errce page |s vallable for sdminhiratoni to
lquickly identity pharmacies with errors that are not b-ln.
corrected in 3 iimely manner. Addiilonally,

sdministralorns have sccass (0 reporting 1ools within
Contractors PMP AWARE that Wenilfy “definquent”
dbpeasers, delined a3 dispensen not submitting data or
1810 rapons In & tmely fashion.

81.7

The application must cuﬁn ind {1ore o record of esch antemptad data
tubmiaslon by Olspanser, whethes o not the data submbision bs
succesiiul/ertor Ires. Statistics reganding data submisstons (good and
bad) must be scoesiinie 1o tha Syitem Mmlnhlmm

ras

Sundard

CONtracion complies. Administrators hive secess (o
u{ci whether aach of 1hese data wwbmiters/pharmades
wers compllant with the stave’s submission compllance
poliches, including for data submistions and 110 reports.
In addition, state POMS adminisirators ean view,
gunerate repory, and Sipant registeant user profde data
that s updated dalty ualng the Jasper and Tableay
business inteBigence ook,

1ll.l

The 3pplication must logically susociate each record with & Dispenser’s
account and inchude, 31 8 minimum, U folkwing Wnformation in gach
record:

* Unigui Dlspanter ID
" Cate Subenlited
* Tima Submitted

* Antempted number of Records to be Submitted
" Number of Records Suecessiully Submiied

¢ Soutce 1P Addiess of tha Data Submission

Yau

Sandyd

Contractors (omplies. The applicetlon logically
a3s0ciatss each ratord with & Dispenser's aceeuar

ec
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The appikation Must réturn an scknowledgement or display » measage Lo
the Diaps reghrding whether thelr ag d 6L submbison i
uctessiul or falled, and ¥ falled, tha sCERowiedgement or message must
loentiy the error{s]} in enough detall that the Dl1paender can comrect the
dats ang re-submit. The Dizpenser muit be notified when theli data

- [Each dats transmiasion b scknowledged with » status

Contracion compllas, Data processing and Ioading into
Contractons's PMP Clearinghouse oceurs 24 hours per
day, 7 @ay1per weak, 365 days per year 3o that

banditad records are ¥ processed and do not
[ wah for  nightly batch process. Once ¢31a b Imported,
it b L dlataly svallable to authorized uters 1o quary
1mm through various repons within the POMPs,

raport that ks amalled 1o tha submitier snd b sso

tlements for each Schadule 11V prescription, bn ttandard ASAP lormal:

* The Dispenier's DEA Number
* Nama af the patlent lor wham the controlied subatanca Is bring
dlpensed

* Tha Patlants' Full Address, Including city, state, and 2ip code; Telephone
Numbse: and Data of Binh

* Bata the prescAption was written

* Duta tha prescription was Miled and 1oid

* Prascription Number

*' Whather the presciotion s vaw or » refi

* Metric quanthty of the dlspansed drug

* Exlimatad days of supply of Sipensed drug. If provided 10 the Dispenser

" Navlona! Drug Code of dispensed drug

" Prescriar’s DEA Number and NP1

* Mumber of refits

* Sowce of paymant [Inturance or Other)

* Spacles Code PAT2(: {01] Human {02) Vatsrinaty Pstient ~ i animal sho
7ib in Nald lor anima) namne

" Treatmaat Type DSP14: (01} not vaad fov apheld dependency (02) Used
for oplold depandency treatment

trantmission Joas not maet the srtabithed thvashold for ¥ andd
819 ) whh » detabed explanstion of the of s Standard hiewabie within our PMP Clearinghousa, Al records that
- [do not pass error validations are wmvnedlately reported (o]
the errors. The Dispenser manl correct Uhe errors 1nd resubmic tw Nie tha dats sebrmitiar via a fie stat o
urall it | secapted. The OPLC/PDMP musl be notified when o Dispensers” 3 - leguraly w3 emalla ough »
" hllchad File Status page within the Contracions PMP
dats subenission Ig not by 1ha pra: due dats. e iy ). For gach submitted fOe that
Olipansers have 77 work day hours 10 corract identifled deron or they are aringhou bl ol ;
e orsidered to ba by violation of the State law. a3 arrory, dally Mg statyy emalls se sent (10 data
: e unill ol grior arg cotrecied, Oata cotractiont
»te revalkdated upon submbstion, and il sccepted, the
bulstanding «1ror i cleared, Indicating the dats has been
corracted.
5 Contracion complies, Theough b diste processing of
The appli ation must collect data regarding svary dhpensing of 3 [data rathar than nightly batch praessing, PMP AWARKE
monliored prescription drug from spproximatety 1,300 [ikensad Individusls makes Uhe most recent aed comor ehnsive data
[orith tha suthority 1o diiphris monlored prescription drugs and avaltable Lo and users, PMP AWARSE hay Nexible data
appronbmately 700 pharmacles licensed 10 dbpanie monftond submission options 1o meel the reeds of dipensers
BL.10 [prescription drugs 16 patients [n Maw Hampshire of which 300 are In-State Yas Sundard regardhess of thalr IT sephistication, Contractors’ data
X and 700 are Out-ol-State, and 300 Veterinariang, Emergency Aoom {coliection module, PMP Clraringhoule, suppons data
Doctors, Physiclans, Dentists, erc... through s varkety of secure bmission in 3 diverse rangs of induitry sandard
tanemiaion/iriat pon protocols, standardy ard mathods 1o recelve daLs lormats inchuding ASAP, baich file transmizsions, manual
from Dispensers, inttlaBy inchuding tha lofirwing st 8 minimum: \ and sutomaned dats eniry via b Wb portsl, SFTP and
VCPEP,
* Asap
* Baich File Lanimbsion methods with delly update capability
" Manusl dats entry theough 3 secure Wab portat
* Manual batch fte upload vid » secure Wab portal
* Secure fOq wanilec of 8 batch Me via File Tramler Protocot (FTP)
* Transler Control Protocol internet Protacel [YEPIP)
Conteactons complies. Manus! Olspansers can repert
. 1 ks
31.11 {Manual Ditpensers mest be able 10 repont dispanying via 8 secure website Yes Suandard dispenting vis 3 secuie s
Contractors complies, Currenity, the NH POMP is on
8112 Data coftected from the Dhipaniats must Inchude 1he {ollowing dota Yot s rd ASAP 4,24, which inchudes PATIO and DSP24 as

“Required” Nalds, When 3 newer ASAP version i
announced, Contractons Heatih baging developmaen to

ol
-
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|Obpensars under common ownerthip must be permitted to submn ob of

- Attachment 1

Conlracion (omplias and sliows dspensers under
COMMONn owikuhip (o fubmit alf of thelr data in one

{51.14 |thalr data In one transmission, provided each Dhparser b claarty n Sandard
JdentHied tor each pr s, transmistion, provided each dlspensar b clearly
: identifled,
Tha Yendor ks resporatble for monitoring that each Dlspensar has
subiced daison the reguked il schecle, and ot nocy e e g
. 81,15 |oisoenser of any submission falurer, Vendor must notily OPLC/POMP Yes Standard nd e
vy sbmission (slhures, Conlractors provides & repont ta
(when Ditpenser [alls (o sither report the dats or mate the appropriste GPLC/POMP Dis etron,
eneractions whiiln he sLata defied Umeframe. e B
Thw dats submkted by tha Qispensars rursi be validated 1o confirm that
1he dats wtwnitted meets the accuracy and completensss thresholds
#51abitshed by the OPLL/PDMP. The process musl conflem thal all Contrectors compihrs, Contractors' PMP Charinghouss
B1.16 [requited felds nre Included and must valldate that the dats i valid based Yes Seandard data submissh licution sllows for vatidati
or Industry best-practice. For pxample, tha dhpente date must be lconfigurations.,
! 1mmr|hmlr- date of birth of the Patient but Ky than or equal to the
Current date.
Contracions complies. If the DEA number is included In
|oEA number bs inchuded tn each record iom the Dispenser and during the ‘""':“’;‘ x";h:m“:"‘m‘::“‘“’::'
. 1212 uMosd process the application neads ta poputste Prescriber Name, T R iy e Ll
a7 ntar Nume, Address, and Regitesed Sehedute b.“d S — | Yes Standaitd and Aeglstared Schadule based on the DEA numbar, If
" , the DEA number I a0t present In the data tubmisglon,
' tha record i rejected snd a0 error is sent 10 the dats
Subminer,
2 ) . Cc;mrxlor: an nﬁbrm CuS1OMm development (o mael
| [TRT I;;:wk' aﬂm”x:cﬂn:mw Glferamisuan HoeA N Yeu Custom requast. Contractors would necd Lo enhance the fystem.
- o taad & d-digh suffix code and » resulL
I each
NDC number b Inchuded In #ach record from the Dispensar and during the . ontracion ¢ 5. The system will N
8119 data upload process v System must populate Drug Name, Strength, " Sundard — sucnnh.':omr - F e snd
" Jeontrolled subst te and form based on the N ‘ g sched
r substance schadule and dotiga form on 0C dotaga form based on the NDC number.
number,
. An sutomited procis needs to compare Information in the database with! .
81,20 [HOC aumber updates and update the various fieids with new/revised Ho Future mc""”m':m “‘?:';' oo ”::::;mw:"::“ thet
w indormation based on the NOC updates. ! e
hl 11 o s WHDGgau b sl TFIRSTOATE RANKE hand Yes Sun-d.efd Ltunﬁ;?ozmmm’?:;:r;:? d‘: .
7 |2 M5t of DEA numbers from Drug Enforcement Agancy. “ e
. Agency.
The system must not contain or display divgs that are nox scheduled :’ m:‘: ot 'm':::':' i b:::‘::: =
81.22 |fagwrs®y or by the State of Hew Hampshite, with U exception of New Yoy Standard Vs that are not scheduled federally or *
Nirw Hamgshire, with the exception of New Hampihire-
Hampshireddentiflled drugs of concarn,
- i ar:ified drugs of contern,
Contractorn complles. The system providei the abliity for
The syrtem shafl provide the abllity for configuration of dats cheanting and
| 1R \validailon based on the needs of the Sate Yo Standard configuration of data cheansing and validation based on
the neads of Lha Sute
The system must malntaln a record and audit tralt of all syitem queries.
Capturing the following Informaiion but nat imhed te; [1) The Kentity
and locatlon of each person who requests or recelves infor mation trom
124 tha sysiem (Facilty Name W from HCE or IP addrass If rom a webshe). (2} Yer Standard Contractors compligs. The system myst malntain &

Tha Infoimation provided to each parson who requeils or receives
Informa ton from tha systam. {3) Tha date and Ume the Information is
receied bad pecvided. [4) Rearon lor the equest including e rezson”
tor any dended requetts,

record and sudit toalt of a1 system guerler,

03
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| The system must provide an spproach that witl defiver a data extraa) 13

Contractors compliat. Tha tystem provides an approach

the SULE and/or State partaers 11 dasighated by the $Late on an agraed Yo Sundard that will daftver 2 da1a extract to the State and/or State
upOn time Interval. : partners,
82 Dote Deletion end Back-Up Restoration
The systam shafl provide the abliity for configurstion of dats cearsing and
LI tion based on the of the Stale Ya1 Standard Contracion complies,
All records relating 15 any Individuisl prascribad s contobed subttance
[schedule 11, 11 or IV} musi ba retsined for 38 months (rom the date b wis
disprased to the individusl, A1 thirty tix (35) months snd one (1) day, o
b Yy complles.
32 | vcords older than 16 months mutt be deteted. Moving torward, the ) Sundirg,  |[Comiractors !
mast currant 36 months of data must be retined in Lhe apphication using.
[the same delelion criterls.
1f Back-Up Tapes mwhuuﬁwm:&td&u:th-mu‘umuomn : Contractons complies. No use of backup tapes; Dsta b
Wlu cafinad in Raguirements 81,3 muit be parformed prior 10 making the data Yes “Stamdard backed up uzing dhik-ditk 4nd block-bloek raphication to
pvalsbie 1O viers. ; Jaliaraste kecations for proper recovery.
B3 Reports & Forrma
Contractens complles, Contractors Meahh yiilized
[Tableau a1 I peimaey data snalysls Lool, Tableau s
The appiication must provide st {6) categories of reports/queries recognized a1 sn induitry leader In the dals analytics snd
83.1 - Yei Standard o o
capabitities os ollows: lon yecior, Ph Y comp & bs through
Tableaw, Theethold Reports and Provider Reporis sre
both epntalngd with AWARzE

* Audht ReporisAook Ups 1o nclude but nat mited to: Dispenses
pl wth transmission of dapensed dats on » weekly bash,

{Obipanser's non-compliance with transmision of dlspansed dats ona

weekly bash. Registration of Prescribers snd Dispansers.

* Thewshold Reports/Look Ups to include but not Imited Lo: Mumber of
prescriptions Chpensed, sumbar of Prescribers used, and number of
pharmackes viad in » designated dma period. The critesla may be added
10 o charged over time. A repon [unction for this scthdty s required snd
Mt aliow for paramaters to be changed.

* Provider Report/Look Ups Lo Inchrde 10 Inchude bt mot lenited to: AN
patients and demogr aphics: namw, birthdate, 3ddreas, all drugls) names,
Frengih, quantlty, ref status, sll prescripuon(s) dispensad by date,
phaTIaCY Mame{s) and sddresses, range of stant and stop dates for ftled
prascriptions; provider(s) nama snd sddrets.

* Pharmacist Repori/ioel Ups 1o Includs but nat Kmited 1o; Patlent
demogr aphics a3 sbove, drugls] dlspensed Lo date; prescriplion]s) writien
and date, drug sirength, santity, tef status, snd providey demographics
53 above. ’

* Patlant Reporl/Look Ups Lo nchude but not Emited to: Patiem
demographics, drugfs) name, strangth, quantity, date prescribed and

d and refil status. *

* Law Enforcement Repor/Lock Ups to include but not limhad to: Report
wEl ba & query template basad on what is requested snd appraved for
release. P

D3
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[ I:mlnﬂm eomplies, Contracton Heakh utiired
ableay 33 its primary data snalyils tool. Tablesu b
los2 Canned Reports that sow Users, with the sppropriste rights based on %o | 3 = frecognired a3 an industry leader In the data snatytics and
" il peturity role 1o ¢l regort eriters as lofiowing: | [visuslization sextor, Pharmacy compllance b through
: % ablav. Some reports Rited are svaltabie InPMP
| WARKE and/or Tablesu,
* Prescrigtions prescribed Lo an indhidual by drug type By time paricd; |
* Pigscriptions dlspensed 10 an Individual by drug type by locaton by 1ime
period; |
* #rescriptions dhpansed by drag type by tna period {summary);
|
* Prascription Lrends by locstion (sew above) by me pariod (lummary): |
¢ Ouerber executed by date by tima by Indhidual; !
* Lining of authorlzad loging, name, entity, sccess history, and login 0
* ndicush visling a muttiple prescribers and muttiple pharmaches based
on 3 dallnard threshold In a given (defined] period:
- i
* Prascriptions prescribed by » selected Prescriber by date. Mus aliow
the S:ate Lhe abilty to put in the date range detired; -
* High risk indicators: dangerous drug combinations {¢.4. bentos snd q
oplolds); multiple prescribers/pharmacies: and high MME:
'mlmkaﬁm«mtmmabﬂwlwmmouammmw I
peographic araai {towa, County, Region, et<._.) with conned, ad-hoe, and
cuitomired reports. . )
8.3 |Applcation must have 2 usar-Trndly quary 100l Yoo | ! sundug  |COnrictors complas. PMP AWARSE s v usar-friendly
8 . query Lool. .
i Contraciors complies. Uters with Lhe appropriate
Usars with the opriate rightafprivileges mutt have Lhe to
e | m‘::;m u':'douban = Ll Yoo | Sundud  dghuasprvieges have the abity 1o execute querdes
. againas the databate.
Users with the spprapriate rights/povBeges must have tha a5y 16 cmm‘:;“:‘ ‘“:::'::" e '”'”'h;: )
83.5 |execute standard reports, 10 exeCuLe 30 hot queries, #nd L0 Credle (uitom) Yes Standard i k‘.ﬂ ABEYIS e3CUINEN D
reports. reporty, 1o execute ad hoc queries, and 10 Create custom
~ | L] reports.
{5yitem Is adig Lo gxpon " reports Into Excel without requiding lurther [Eoatracicesitom e aTha[ v3:4m [ bbe 10s 0 all
[P |modication of formaruing, Labating, or manual mankutation in Excel Yo | Suedard  geportalatg Eacel whhowt requiting lriher madification
' . of lgematting, labeling, or manusl maaipulaton in Excel
: Contractors complies. Contracions undarstandy, accepus,
z The Vendor shatl understand, sccept, and scknowledge that the data | and acknowladges that the data collected, malatained
nay collected, malniaingd and used within the OPLL/POMP system Is owned o - rd and used within the OPLC/PDMP yysiam Is owned by the
" |ov cha State of New Hampahire. Tha Vendor shall allow sccess to sl data g Sute of New Hampshire. Contraciors will aliow sccess o
and tlemants in 3 simple mannir 1t well 23 raw data axtracts. ! all data angt elements in 3 simple manoer 83 will 33 raw
| dats ertracy,
K |
[The apphication must integrate with M5 Word fversion 2010 o highar} and i
81.0 [have the ability 10 generate up 19 20 Lemplate documenifictiars that can Yas { Standard Rl bes.ATamplatesllvalwiihinthe
" loe emated dicectiy 10 Dlspensans E i application te sBow lov disteibution to Dlspersers.
k I
B Dotobarse Seorch ond Query Faatures I i
The spplication mun have {uzry kogk, soundex and wikd cards search Contracions complies. The application has fuiry log
84,1 Yus Standard

capabliities. Se3rch resutis can ba polnted:

souncex andd wild cards search capabiiities and search
results can b printad, '
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Contracion provides paniyl and hull saarch based on
_ First Nama, Last Nama, DOS. Addilonsl Nekts such 85
! [55N, Drbvar's Ucenie 2, phone numbe, snd RE date are
atse pvallable. Contractors will work with Lh state to
84.2 [ The applicathon mest alicw tha uses to do Full-1ent searches Yas Stndard defng (Ul text search requirements, The SLsta shoukd
conskier the relevance 10 patnt matching whan
- jderermining scopa of the search indexing and amount of
“fatie posithves” that may ba produced in search resitts
'when comamplating full Lext seanch options.
That SppIlcation muT! 380w usary 10 drill down on Lhe resuits of patient :m:"m :h-' rm 'u::b" m!m: l::': ko
84,3 |searches 10 see phirmaky used, Preicribder, presriptions dipensed by Tes Standard & “
g - . pharmacy used, Prescriber, prescriptions gispensed by
3 J ol i date, drug name, sirangeh, snd quanuty
[Contracion comolies, The spplication distingubihes quary]
A 3
B4.4  ITha spplication mut distinguvlsh query capabiliies based on vier roles. Yes Standard capabiities based on user roles.
: T
Contracion complles. ANl querhes sre logged, Uacking \ha
.5 AN ,
ba.S quaries ma ln fogged, t/acking user and the flalds queried Tes standard usat, and the Nekds queried.
346 |The user must have the option to print query results Yas Sandarg  |COnVacton compliss. Tha user has iha option 16 print
N " quary resvhs,
-. Contsactors complies. The appik ation alows authorirad
|Tha sppiication muss aliow authorlied CPLC/PDMP Adminlstratory) stall OPLL/POMP Admintiuators/ stslf 1o sedrch, correlate,
| ) 10 ceaech, correiale, query, and match records on sl varlables contalned e Sundard |t and match records on a8 varlables contained In
"7 [in the record in erder to discover Instances i which the +econds of » single tha record in order 10 diszover [nsTances in which the
patien are mildentifled as balng the records of two or more patlents, records of o single patient are miskdeniified as being the
ik records of 1wo of more patlents,
The spplication mwit aliew authorized Investigatve users to submi » Contractors comples. The spplication stiows suthorized
[84.8  |request, with sppiicable documnentation, tecursly for dala [e.g. patient Yes Standard Investigative users to submit & request, whh appbicable
record, preseriber hatory, dispensation history}. [documentation securely for dae,
e [o s v ot o e s e B | s [ it
! #1300 (0 w13 §3 500N &5 Patible Alftar tubmlision,
- i pot 3000 33 poiiidle ahier submlision, .
The sysiem must provide Lhe abllty for » prascriber Lo Include the
1 maion s rom s b wimts meswstn | (| [emeen e Teoven ot st 0
" Yincthudes both the abitity (o pelng and scan Into the record and/or through g 9: 1n tha pate l,' m.;:'l"“' 9 N rom
alecuonic haalth system integration. palem, patlent’s fecaio:
Conlractons complies, With Contractons’ NancCare .
The 1ystem must Mlert peescribers and dhpamaers 'n identitying ai-risk
edhiduats whan el patients mast certaln rlsk criterta for the purpot of ""ﬁ“:;‘:’"‘ gnd :""'m“’";_:._" ":"“:" ] ":'"’ “‘I’“"::'
ML) making aducated haalth care dechions and/or referrats (o screening or o et ::‘ mp m.a v - pat tdlm::dmr
a sarvices by directly Lagging the patient chart when they have b L a:' °:_w ”“r""": " ":“:" e jeare
mat/euceeded sy a-risk thresholds fe.g. high MME; concurrent uwk’ ::bv W:I;;‘;r:": ::T::::::r:n:rw
oplald Meniodly : and moftd prescbes/pharmacy).
e epine R a /ohs ! have melfercesdad say M-ri thresholds,
The syitem must aliow b prestddar (o Quary \Me tyitem Lo view thelr CMUI;:‘.M c:mplu:.‘:cmm :mn w" o e,wb::o
B4.12 Jcurrent o peripective patiem’s contt ollrd tubitance d3ta ks well 33 Yo Stndard ! . Ml ot PADecve
pathent’s controlied subitance dats s well 43 thaie
ihelr prescribing hlstory,
prescribing hstory,
The Fysiem muit slow dispensers the abillty 1o quary 1he stem for a :&L:Iclm s “.‘ 3. n: :vmrn * d::.:n:'” g
|34.13 Jeurrent patiant 10 wheom the dispansar is dispensing or considering Yo | sandawa [ dh;m";‘ "':;' :cxmlswn;m" e
dispensing sry convrollad subsiance.
B ~ . controlled subitance. .
That systam must provide the abliity to genarate s pre: lon hist
rrpcnwlo ba prmddcdw toa plt:mn:nd :upon cf:w‘::‘:‘qutfkdm tal gl sjContractons o4 the Looks lor
4
B4y system for 4 patkenc's pre hlytory. The reports mugt be orintable - s Standard the Sul:l lt:::mnfc u:{tlur:mim and 3tate can
and abie Lo be electironically distribeind,
83 interoperobility/integration
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Contractors complies. Contracion will not resuicL
L} L o
Tha Vandor thall permit e DPLC/POMP, without 1stiictions, to pcurely RO e PO A Ihe Sttt honid
conidar that an integration with the KK PMDYF drectly
- imegrate tha OMC/POMP tystam with EHRs, pharmacy mandgement -
rns.l eystams 4nd sy other parties 1, WP Gateway, or the M ey Suandard may not sllow for multl-state searches, Integrations
ryitem ABL e ’ [conaacilng through an approved hub muss sdhere 1o
) rules of hub{s) fer muttl-state data and state tpecific
rules regarding data use, Additional costs may apply.
The Vendor thall provide techadiogically o Licilitate the interoperadillty ::::::‘;L:M m:b]m‘:o:‘ R ‘:::l::::‘ﬂ
[o5.2 lot tne sysiem, without resteiction, with other states® prescription drug M Yes Sandard o Y LERALY POt
horing syatams and akectronk heatth inf jon anchange Eul gt Captivin e subluct te) r
. i distutilon whth (b $1ate of Hew Hampthire.
86 MisceBoneoits Fratured
The spplication must have the abfilty 1o recognize skghtly differem but f:;:::“m;;ﬂ:: mr:::? “m: ~J
85 | Patient records Lo avold dupiicate data entry/records and stiow the " e Standaré 'm * A e A recor r::
\ . that lab v/ alory
::d‘::u;:oﬂ the ability to review/me: ge/delete/accept records a the 3Bty to ¢ Jrarge/delate/accest records that
ROy, 13 into this eategory.
The applic ation must sl Lystem Adminkitrators the sbillty to search,
a5y corr etate, Query snd match records on 30 varlables contalned in a record " Yos Standard le;m: “mu:::nhr:: ? :'u"'h sytem ad
In order to discover lnstances n-which Use records. of » tingle patient ara “""d"' '“: ’m x ‘“':w‘:' = :""' :
misidantified a5 being Use records of two or mors patlents. palitetl pcont Uil

Da
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Usart must Aeve ihe abEIY (o selfregisier 0d reset thek password

Contractovs compllat, Lhers have tha sbility 19 seil-

Be.3 . Yai Scandard ragistar and iasat thals passwords Lheouagh the
el el application,
Thet application frurit hive the sbillty for reglstranis 1o sehect s main
[cansing role {e.g. MD, APEN, PA, DMD ¢15..) b5 wir as sufficknt tub-
(V] ictay roles per Noansing roks. The wh-spectatry roles (4.4, second or Yas Sundard f:?:f‘:?td:ml::o:::ﬁxm“hk":ﬁuﬂ M::::vd
third tiar) fustt be avaBabie, #s appropriste, for asch robe 30 Lhat licensees i
can be sssessed and compared respectfully against thekr appropriate praectahy rdu‘. i
peery.
PMP AdrminkiUators must hive the abRity to poK announcements on the [Contractors complias. PMP Aminbators have the
B5.5 page of the » ton 15 Users 1ae tham ey log in, Yes Suandard Jatitity to post snnouncamants on the home page of the
PopAcaton 30 Users tee tham when they log in.
ContracLors comptles. The application aliows lats 1o web
8.6 rh‘ "’::.'b" s '““‘m"“" Loimeb ke /pagtiojbe Insarted on Yo Sundard  fulen/pagas 1o be Inserted on approprate
i S . pagerfiocstion. -
- . Contraciorns complies, PMP Administrators have the
PMP Adeninkst t dau by i 3
B8 7 For & ._:Hm ":'P:*h::w;:h te MW UL Yus Standard a@ﬂlwwmodwuu I the database. For example,
' ¥ ' : Oemographic information,
BiA Dispensenymuc: havythe Y SUaCl SaLd whar ey detarming that Yo Standard corrper d:: whln];:y atunhhl'hv:::;vu:::u
ncorreet dlnu wis submitied via the weekly trarsfer s1g... 2 = fed.
Contractocs delivers this feature today within stales thal
have th ability to implement the integration web
Must have the ability 1 8 Ucensed drug prascriber and i " service. Contractors will work with the siate's thisd party
86.9 detalls from the States’ exttiog ke applcations F Yeu Standsrd ﬁ:lnmln. vitndor to perlorm the development needad to
‘ et the requirement. 1fAwhen the state implements a
[rab Lervice, Conuracion will tods (o the spectiications
pul Forth by the 3tate to sccomplith this requiement,
Contracton compiies. Contracion has vasl experience
Vandors muit have experience providing Prescription Drug Manag providing Prescription Drug Managemaent soltwire
soltwars tolutions, The vendor must bi capsbie of cresting and executing solutions and is capable of weating and axeciiing »
Wl‘.w & project Implemaniation plan including installation, configuration, Tey Standard project implemaentation plan inchiding lnsiaftation,
irabning, and pott [nstalistion support Inchuding medsures 1o test and configuration, tralning, and post InsLatiation support
[verify successivl deplosment, including measures to tast snd very succesitul
X deploymant. - '
OPLC/POMP adminksirators muil have tha abillty 1o mondtor high risk b r.hch & l::. | 420 in 2021 “'*h'
- that inchuds but s Ilmlied 10: oplokla for scute pain; oploids | e Ly lor capturing of -l
Ha Future acute pain vi. oploids for chronile paln, OPLC/POMP

1“.11

tor chriondc pain; Bigh MME, condurrently prascribed oplokd and
benrodhzepine ard multi provider and phacmacies,

adminlsirators will have the abiity 1o colect the dala
neaded Lo monitor these sdditionsl high riak mandales,

iec
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{HARDWARE REQUIREMENTS VENDOR RESPONSE CHECKLIST

State Requircments Vendor
M-
MANDAT
: A%
Req # Requirement Description ORY }::sdor [:;:i::r: Comments
D=DESIR P o
ED
El Equipment
€11 Vendor must to identify all equipment . o Yes Standard Contrafctors
required to support the proposed solution complies.
Vendor shall identify all 3rd party tools
. ot
€12 requllret-i to sgpPort fhe proposed'so utnon. W Yes Standard Contra.ctors
_ and indicate if licensing costs are included in ' fcomplies.
the pricing .

(ec
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'

HONTING-CLOUD REHoming Cloud QUIREMENTN .
Sais Ragubremean Vender
M
3 . MANDATOQ, 5
Vi Delv
Req # [Requirement Descripiion Ry ':""“ ““.'.': Comments ' i
o-orsiRg| P | ;
o v
11} Uperadony
wi
ML1 {Sysiem Bt hosted by the Vendor - v summ':::d and managed at Amaton Web Services in multiple Avelta bility
¢ [Vendor thall mainzin 3 seCure hotting envinoamant providing #l necessary -
H1.1 [hardwate, software, and internet bandwidth (o masage the spplication snd tuppon M Ye3 | Standard fComracton complies.
uiars with permission baed loging.
M13 |State nccrens will be Wa VPN or iniernet Browser M Yes | Standard [Contractars complles.
Al Lha 32318°s option, auhorlred thind parties may be ghven Bmiled sccess by the
Hid |Vendar 15 carthln ivvels of the Siate’s yatam through U VPN Of Lhvough » sepirste M Yo | Standard |Contrecion complla,
nerwOrk CONNECLION thil Maels the Vendors 1peciiication,
i Tha State will be responaible lolmlmm.ubo'r.mﬂu HErvices NECRISICY LD 1at:
HES) up and malalala the internet connectivity al the State and/or other 1hird perty shies. " Teb | tandarg aetors comphes.
Vendor will not ba 1e1poraliie f0r netwonk connrction 1aues, problems or condtiona!
B sriiing from or ratated to drcumstances outside the control of the Vendor, ex:
HL6  [bandwidth, nerwork cutages 500 /or sy ather condilons arislog on the Stata’s M Yos | Standasd [Contrecton Pl .
Igrnal Aetwork o, mors generally, outside tha Vendor's fieewall or any Lisues that
Mg the respondibility of the Swite Inlemet Service Provider, .
' Vandor shall provicia a secure Class A Data Center providing equipmen: (inchding | -
H1.? [decicated sarvari), an on-site 24/7 system opersioe, managed Miewall services, and ] Ya3 sumard:::d andmanaged 31 Amaton Web Sendces in multiple Availabikty
managed hackup Services.
Dats Centér Al Conditloning - wied 10 control Inmperaiure and humidity.in the Oats Hosled and managed 51 Amaton Web Serices In multiple Availabllity
H18 b Yos | Sandard
Center. Temparature fanges shall be between £8 and 75 °F. . Zondt
Oats Centar ¥ 1hal b densing and ba malntainid between 40-55% {Heated and managed o1 Amaron Web Services In muttiple Avallabilley
N3 lwith & maximum dew point of 62 °F. o Tes | Sundird Zonet -
Dats Centar Backup Power = uninterruplible power supplias shall be tized 10 watsin
Y und auocined componers for, 1t a minimum, the amount of ! '
H1.10 Jime b takes lor a buckug generator \a Laka ovee providing ponwer, Where possible, - Yes |Sundard Mosted nd managed 4t Amaon Web Services In muttiple Avaltabitry
4 Zanes
sarvers shall contain redundani power fles connectad to clal powsr via _
1epirate feech
Data Canter Generatas = shall by 3udfichent to susiain compuiar sysiema snd
S Jated components lor, at a minimuym, the amount of (ime it takes for m Yes |sungard Hosted and managed ot Amazon Wieb Services in multiple Avallabilizy
. tlal powas to return, Fuch Lanks shall by large enough 15 suppan the- ' u Tones
Jgenerator a3 full load for a pertod ot lett than | H days dgg-emion
Daus Cenzer Floor - A ratsed Noow |8 required for more undiorm aic chrcutation In the g
H1.12 [form of » plenum for cold air 83 well 83 10 provide space lor power cabling and M Yo | Suandard zr!:x:dondmmm Siime son Weblbervices ln mulipla AL Bl
wtine1s monttoring. *
ML13 Data Center Flie Protection System ~ fire detacton in conjunction whh suppression i Yes |sundard [Hosted and managed 51 Amaron Web Sendens in multiple Avallabitity
"7 [ sasaous synlerns must be nstalied 1o reduce the risk of loss due Lo fire, ® Zones
Tha Dats Canter musi be phryilcatly sacured - restricied sccess to s gig 10
T personnel with controh such as blomerric, badge, snd othen securty solutions, " Yos | Standarg Hoitd snd managed at Amazon Web Sarvices in multlphe Avallability
" |Policias tor granting sccess must be In place and followed, Access muwwu 2anes s
mmm! 1o theta with 5 sbed 30 perform taths ba tha Dans Canter,
H1.1% |Vendor musl monilor the application snd 2 servars. L] Yau | Suardard [Leverage muttiple software monltoring sehutions
Vendor thall manage the databases and Lervices on sl servers located 31 Lhe .
H1.16 be s facllry, - M a3 | Wandard [Contracion compliey, |

]
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[vendor shall insiall ind updata all server paiches, updates, snd other utilities within

“Tertticat vubnenabitives wi be sddressed snd tested within 7 erys.
{Barring sny unintanded side eflects with sysiem functionalily, the

H1.17 o Yes | Sundard [patch will be in production within 10 days. High vulnerabliities with be
f I nulactieer. .
20 davs efirelensy fromihe mapulactixer res0hS within 30 days. Madium snd low valerabitiies will be
resolved quartery,
H1.13 fVandor shafl monltar System, securtty, and application kgs. Yo d < 1 -
H1.19 [Vandor shall manage the sharing of dats resources. Yei Contractons comph
H1.10 |Vendor thall maneys dafly backups, of-lta data storaga, and restore opsrations. Yar [ Standand |Contracton complies,
H1.11 |The Yandor shall monitor physical hardwera, Yo |5 d JAWS Shared Resp fiity model.
HiLn The Vendor thall repon wry braach In securty 10 the PmP hmmmw'mw": ves [sundsra Contraciors will report any biesch in kecurity to the PMPF Program
ey of tima that the vendor learms of occurrencs. Mau;nuﬁﬂg\ﬂvsofumﬂuuh'cwmhumdumm.
112 Disasser Recwrery
Contractors Haalth defines snd validates yearty § Gelithed dlunte
v »dequa fined
W11 S::: ':::":;:‘:: tydsaytarincoainy procadurta 1y de b the Yo | Stendard|recorery policy snd plan that aligns with doud schitecture best
g pracilca snd Industey best practice.
Yendor thath have documented dhasnes recovery plang that sddress the recovery of
H2.2 [lott Saate dats 33 wall a3 thalr own, Syttams shall be srchitected (o meei the defined Yeu | Sundard
recorvery needs, f
R oy e v of s kot et tames, ey omtrctas Health bnplomens Mg arshbl snd Lt hronc
H13 |shafi afTer » Mevel of redundancy so the lots of » drive or power supply will nat be Yo Sundard‘:'w :::’M du:‘:m‘:i:ﬁ“! és) w“;:‘:;m‘ wm::mam
fficient 1 Lerminate services b , thase falbed components wil Rave (o be wd i o aslrecovery|POSv/Sated o8 autom s :
infrasinuciure a1 code. .
replaced. A
Al vohumves and paritstence sohstions Iy the Contracton Health
H24 |¥andor shall sdhare to 2 deNined and documented bsck.up scheduie and pracedive, Yes | Standarg[fCT¥HIEM are duiributed and highty svalibie. In sddicion aviemated
e PIOCLIAA 174 In place (0 enure recoverable 1napihots sre taken to
iz meet ATO snd APO rqquirgments,
SR ade for the Hacliua of tha dsta
-up Coples of dats are made tor the purpone & Lating & restove
H1S et of data loss o Sytiem (akure, Yes | Standard Kontraciors Health leverages AWS Techrologhes
1] ’ . .
Scheduled backups of 3R tarvens must be complated regulary. At lnﬂnlmun,, " o 4nd peratstance soknions a1 1ovs Hethh run
Odughost servers shall by backed up nightly, with ong dally, one weekly, snd one
MH2.6 montly Backup Bored In 8 secure location L6 assure data recovery In the aven) of Yes | Sundsrd hutomated proceiies to ensue snapshots sre 1aken on 3 scheduled
,. i ; basls datly snd loved In » chstributed data store,
The mink acceplabie frac ¥ b differantial backup dally. and complete
.7 3 3
H ackup weekly. . Yes | Sundard [Contracion complies.
W1s [Tapes or ol back-upr mediy Lapes Mt be sexurely tangfemed from the ske 10 ver |sundard Contraciors Health backups ace stored in AWS 53 distibuted scrow s

lmhn:unnbulhmnlwhmpkmdaulouﬂu\lmwdlfmw.

minimal of three svailabitity rones (data center lcations),

r—DS

L

i2c
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HLY

tf SUte dats b personally Kentiisble, daumbnmm:dhlhmndm
amvirorment 1nd on back up tapes,

Yeu

Sndsnd

Contracion Health kpports TLS 1.2 tranipon ncryption, reguires S5t
o ol Internal dcation and and audits AES256
APy pUon 8t reat atrods M S1ovage.

K210

Dats recovery = in the evem that recovery hack Lo the bt backup ks net sulficient 1o
recover Suita Dats. the Yender whafl employ the use of datahase logy In eddition to
backup medla b Lhe restoration of the database(t) 1o siford » much cloter o resk
tme recovary. To de this, kogs must be moved off 1he voluma containing the
[dammbaze with & lréquency 10 match the buslness needs.

o4

Sandard

(Contractons Hesith dearing houte inlakr and sl process wopent
APO. Databass infrastnactune 3l Iupports near resltimae repiication
0 replica nstancas,

H1 Netwerk Archltecnre

H1.)

Vendor musi operate hosting Services on 8 network offering sdequata

! 12meet Uw busk quk for 1ha SLate epplication, Fov O
wwud this AFP, pdacuats u.-ionnmn Is dellnad »3 99.9% uptirne, sxchuive of
Unt regularty scheduled mal e

Yes

Standsrd

Contracton comples,

[M3.2

[The veador 1hall provide rh rexdund, o d bvlhcsmnw
1suring redundam connactions provided trfmuhlplc Injemel Vendors, 1o that 3
Ealhare of onat Intemel connection will not Internapt sacess to the Siate application,

Yeir

Standard

Contractors cormplgs.

H)3

Where redundant Jond 17& NGt thes the | Vandor whao
peovides the Intarnel sgrvice (o tha Vendor st have thelr service supptied by »
provider{s] that hay multiph feads to ensure that s lailwre in one of the largsr
carriery wAl ROt Cuuta o faiture of the Stare’s Service,

Yea

H314

The Vendor' natwort srchitecius must inchada redundancy of routers and swiehes
i the Dats Center.

Yes

13

Remote sccess thalf be ¢ e to the State’s busl application. in lnsLances
where tha Stale requires access 10 the 2pplication of 1erver -rasources not b the
OMZ, Lhe Vendor shall provide remols deskiop connecilon to the servar trough
ot protocols such a # Victuel Priveie Neswork {VPN). |

Yes

| Starcard

Contracions compiles,

14 Hosting Securky

HaL

The Vendor shall employ security measures ensure that the State’ b application and
data h protected.

Yes

Standard

[Contractons complies.

Hi 2

I Scate dats bs hosied on mediiple servens, data exchanges between and among
servers must bo sncrypled,

Yes

Suandard

Contrecton comples.

Hi)

Al servers and devices mu have currencly-supponed and hardened oparating

Y 1, tha Latest anthvival, antl-hackat, antl-spam, snthamyware, snd anth-malwaie
willities, The 2avironmani, as & whole, thall have sggresaha Intruslon-deiection sad
Nrewall protection.

Sundard

Contractory complies,

Al compenents of the Infrastructune thall be reviewed and esied to ensure they
protect the SLate’s hardwarey, solrware, and it ratated dats ssens, Tests shalt fotus
o the Lechnleal, adminisisative and plysical secudty controfs that have been
designad o the Syatem anchitecture In onder 10 provide mnﬂdemhl:y Integrity
10d aviabllity.

Yo

Suanderd

Contracton comphies.

1y the chrvelopenent o maintenanee of any coca, the Vendor shall ensury that the
Soltware b Independently verifled snd validated wilng 3 v detarmined
ppropiate by the State. Al sefrware snd hardware thatl be Iree of maliclous code.

Standard

Contractors complies.

The Vandar shall noilfy (he Executhet Director of the NH Office of Professional
\censure and Cartificrtlon of any sacurity breaches wihn 2 his of tme vandos
leaens of stcumance.

$tandard

Contractors Health will notlty the Executive Director of the NM Oifice
al Protesslonal Licensure of aew security beanches within 2 hours of
ima we keam ol any occurrence{s}.-

The Vendor shall snawia its complete cooperation with tha Siate’s Chief inJormation
Cfficer in the datection of any security wdagnability of the Vandor hosting

Infryeirutture andfor the spplication,

Yes

Standard

Contracion compliss, r— —0s
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- F ]

Tha Vendor shall be solely Bable for costs msociated with sny breach of State data
MﬂdlchﬂMljmmmmmmﬂuMlM afey damages
1a4d by the courts.

Yes

Suncard [Contracton complies.

The Yandor 1had authordze tha State (o perform scheduled sand random wcurity
sudits, Inchading viinecability sssesumients, of the Yender heating lntrastructure

sadfor the spplication 1span request.

Yes

Standard (Contracton complas,

HAL10

The Vandor iMN provide fee detection and suppretsion sysiem, physicat security of
and Infrasincture security of the proposed hosting faclity. The environmaental
wppon equipmant of the Vandor webihe hosting Backity: power conditioning:
HYAC, UPS; generator must be scceptabie 10 the Siate.

Yer

Standard |Contracion compliel.

113 Service Level Agrecsunt

Wil

The Vandor's Sysiem suppon and maintanance shafl commence upen the CHiecth
Cate and axtand (Brough (ke erd of the Coniract Larm, snd sy Extensions thereal,

Yas

Standard | Contracion complias.

Malnuin the hardwics 0d Soltware in sccordancs with the Specileations, terma,
and requivemants of the Cantracs, Incuting providing, upgrades and Maes 11
recuired,

Yas

Sundynd [Contracion complies.

M3

.or
Repale of raplace the hardware or Solftware, or any portion Untreol. 5o thal the

[Sratem operies in preordance with the Specifications. termy, and reaquivements of

the Contract,

Yed

Standard (Conzracuon complias.

Hy.4

The Stata shadl heve unlimited scoass, via phone ar Emal, 1o the Vendor techales]
suppen 1lF betweren the hours of 1:30am 1o 5:00pm- Manday Ly Friday E5T;

i Yes

Contractors Health's call center b aquipped 10 hardie all suppon cats
Standard [from 8:304M - S00PK4 Exstem Stindard Time, Mondsy through
Frictay.

H5.5

The Vendor response ime {or support ihall conform Lo the apeciiic defickency dass
23 dascribed beikw: o . Claws A Deficiency - Soltware - Crltical, does not aliow |
Sytiem 10 operate, no work sround, demand: Immediste sction; Wrltten
Documentation - miuing significanmt portions of information or unintetigile 1o State;
Non Solrwary - Services wirq inatequste and require re-perfonmance of the Service.
o Clis 8 Deficiency - SoRware - importany, does nol stop oprration andfor there
I 0 work around and user can perform tasks: Writtan Dotumentaton - porilons of
Information arg mising but not enough 1o male the documant unknteEigible; Non
Software « Servicas were daficient. require reworking, but do not reguire -
performance of the Service. 0 Claas € Deficlency - Softwars - minimal, cosmetic
i asture, minimal effect on System, kow peloctty sndfor user can uie Syitern;
Wiitien Documentation - minimal changes required ind of minor edtiing nature;
Non Seltware - Services require only minor rewexking and do not requlra ra-
perfarmance of the Service.

Yes

Strndard [Contractons complies,

A3 pat of the Software malntensrgy pgreement, ongoing software malnienance and
00t hisues, shall be responded Lo sccording to the followlng: o Chaas A

Deficiencies - The Vendor shatl have rvallable 10 Uhe State on-Cal telephone

4sshiance, with isue tracking avaliable 10 the Stale. ¢lght () hours per day and
seven (7) days o wenk with 40 wmall £ Lebephont responss withis twe (1) houn of
requesl; o Lhe Yendor shall provioe supporn on-1lte or whh'rlmon dlagnostle
Services, within four (4] businets houns of B reques; b, Clas B & C Deficiencies
~The SLate thall nouly the Vendor of such Deflckencies during regular butiness hour
sl Lha Vandor shalf rexpord bachk whthin ot (4) hmndmtlﬂuﬂonalplmd

et action; The Vendor thall repair or replace Soltwary. snd provide

i 0 of the Saltwire In accordance with the Specifications, Tarmis and
Requirements of tha Contract.

Yo

$tandyed [Comiracton complles.

Tha honting servar lor the Staie shall be svallable twenty-fowr (24) howrs o day, 7
days 2 waet excapt for during schaduled maintenance,

Yes

Sandard [Contracton complies.

Tha Vendor will guide the 5tate with possible soiutions 10 1e30Me 1s3ues to maintaln
a lully funciloning, hosied SyHam,

Yes

Sundard [Contracton comples.,

5.4

A regularty wheduled maln 0a window thatl be identtfied [such a5 weakly,
mamhn of quanedy) #t which lre all relevant server patches and application
upgrades shatl be spplied.

Yo

Sindard Contracton complies.
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Tha vandor thall hive 3 mathod 10 roll back fysdem changes should sn errev be

|snulormmmm

found by thve 3i3ta andd 1o Make {Mu correctons. Yer [iundird|Comr ]
The Vendor reponse Ume for support shall conform 1o the wpecific dulclency disy
H3.10 . in HS.5 and H5.6 Ly surﬁnld Contracion comphas.
The Vandor will ghve five-buabness days prior roufication to the St Projc d
HS.1) [Manager of sil changey/updates snd provide the State with tratning dus to the Tes | Srancand [Contracton compliet,
upgrades and changes. .
The Vandor thall guirantes 99.9% uptime, exclusive of he reguiary schaduiad ,
H5.12 . Yes | Siandard [Contracton comples,
1l The Vendor i unable 10 maat the $9,9% uptinie cegquicement, The Vendor shal
forecit e84t sccowmt In an emownt bazed upon the loliowing formala: (Tota) = i F
513 | ontract e Price/365) x Humber of Duys Contrac Fuem No #rovided, Tha Stéia Yes Contracton comp
Joruat requess 1N credipin writing,
The Yardor ihall use & change management pollcy for nedics lon and tracting of Ey o
s34 [change requests 33 well 3 critcal outages. - t o v
LA cAcH oulage will be designated whan o butiness function cannot be mat by 3 . -
HE13 nonperforming application snd there it no work around tg the problam, Yos | Sandard|Conuactars complies.
All hardware and seftware components of Lhe Vandor hosting Infrastruciura shall ba Crc winerabilifss wii L Ly AT LIV
Asiving any unintended slicte effects with systern functionality, the
hully supporied by thale respective manufsciurers at all Umes, Al critieal patchas fov
M5.16 3 3 Yes | Standard [peich witl be In production within 10 days, High vulnenbliltties with b
operaiing tyilems, databases, vk services, sic, shall be applied within thirty {30} - 0oy A e sblities will ba
days of relense by thelr reapective manufacturess, ) .
’ 1tascived quar iy,
The \'end.or shal malntaln 3 record of the activities related 1o repak or malntenance R
y sctiviiles perdormed for tha Siate and hall teport quanedy on the following: Server
5,17 [up-time; All change reques B implemenied, intluding oparating systam patches; All Yes | Standard [Contrsctonrs complies. ¥
critkcal outages reponed inchuding 1ctusl lssue and resolution; Number of '
e Nclencias reported by chus with inktll response tma oy well 33 Uma o cose.
S The Vandor shall provide the Suite with » prrional wecucs FTP she 10 be wed the Yer |suandara HTTPS File Teansters are avallable within the Contractons PMP AWARSE

partal

2
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SUPPORT & MAINTENANCE REQUIREMENTY VENIOIR REXPONSE CHECKLINT

[Xaate Reguirreests

Vender

Req¥

Requiremant Dencriptien

AM-MANDATORY
D=DESIRED

Vender Raap.

Delivery Method |Comments

[N 1 Kuppoart d Mulntenence Hepulrements

|51t

[The Vendor's Syitem supoont aad malnienance shall commance
jupor 1he Efectiva Data and aa1end tvough tha end of the
[Conts st tarm, and sy untenalons thateof,

N

AL ]

Contreqion comolie.

511

e hardware 3nd Softwary In aciordance with the
[Specifications, terma, ancd rpgulremants of T Contract, inchuding
providing, upgridet and Thes &3 requiced.

B

Yo

Stanetard

Contraciors comolisy,

|18

RaDair o reptace T hardwine or Sofwar, 0¢ 2y portion thareo,
16 L the Syitem op n el with {he Specity
Lermd, and regulremants of the Contract.

Ya5

Staadand

[Contrictors compllas,

S1.4

T Sea1e shall hurve unlimited actess, vis phone oc Emab, 15 Uhe
Vander Lechaical fuppart 11 betwien the houn of 1:30em 1o
|3:000m- Mondyy thry Fridey EST:

Y1

Standard

Contractor complies.

$1.5 -

1ﬂuvmwnmlulmdﬂmdmmmwm
deficdency cass as descrided In H8.5 snd 5.6

Y

Contractors complies,

IsLe

The Vandor will puide the State with porsible wolutions (o retobw
Hiuet 10 mainLain s hully fnctioning, hostad Syviem,

Yes

Susndard

Contsacton comoles,

[1.7

Tha vandor shall mate avallabia o cve Staue the Latest program
updater, Jeneral malntenance ralesses, sqlecied functionaitty .
releaset, patchas, and DOCumentation that s gineraty offered ta
hi critom 1, 11 0o sdditional cant,

Yoy

Swndard

Conlractors comglles,

2r
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[Tha Venoor shall makialn 1 racord of the activhies retaied to

The Contracton Engineering 1eam
[lrverages tha SOLL [Sofrware
|Deveiooment Ufecytia) to
lmprovements (o festures and
functionakity within our
spplications, All bug fxat,
features. enhancaments, and
funcuonalty by trached

! 521

matnt ensncs sitvithe perfarmed lor Uwe State

514 . 7 | Yer Standerd | an indstry siandard tool cabed
Pwsmanty repair or o for the Juate, NA. Exch spplcation and/fer
i |satiorm relense has » changs
ekt {created in Servicehiow)
and thes haek Lo ARA 1o trech
which leatures retn e 10 what
- retaasas, JINA b 2 toot aliowing
reporting il needed, spedic
. [leatures requasind by itH could
be puied out and shared.
For Al malnignande Services calls, Tha Vendor ihall endura the
follgwing information wil b collectad and maintained: 1) nature of ;
the Daficiency: 2) current wiatun of the Deficlncy; 3| action plans,
M estas, oo imes: 4) expected and actusi eompbetion uma: 3] It Standaed,  [Conucton compfier
Daficency resolution Information. §) Resalved by, 7) intifying
mbes L. work ender aumber, §] liue Iidantiflad by;
Tha Contracion Engineering Leam|
prides our abset on having
appic sions with high svallabZey
and maqung cutiomar SLA"
isarvice leval agregemyntal. i the
The Vendor mutt work with Lhe Stae 1o identlly snd Lroublt1hoot unortunate svant thare b on
pataatialy kyrga-cale System faliures or Deficiunciel by collecing owlags and/o mhused WA,
the lolowing Inlormation: 1) masn thme between reported Contracion Can cradte s ACA
[Pt - with the Sofiware: 2) dlagnasls of tha rodt cause of 1he e b oot Cause Anatyvis]. The loent
proddem; and 3) dentification of repe st calls or repast Software o the RCA b 10 share the who,
prodlems, = whart, whan, whars, why, and
thaes U long 1e0m prrventon
L thod and i pected
nplernantation date of
parmanent chosure 1ot
Incidant does not ocoxr again
|2 Harraany Nervicr by
Maintain the Systam Software In sicordanca with the .
Specificutions and Tarms of the Comract, Yo Sundard ConLrsciens comoller,
Repais or replace the Sy3tam Sohware of any porion thareof 10
rn.! that tha Sy11em operates in sccordance with the Spadificatons, Tes $Standard Contractors complies.
tetm #nd requiremants of the Contract. .
<VENDOR> shall have avakabie (o the State oncaX telephone
+Jasshiance, with baoe tracking pvaitsbie Lo tha Suna, eighs (1) houn B
[ 118 ] et day sevd sarven {7) doys a wael with s small [ (slephone Yo Suandard [Contracton complies.
rrsponoe whhin two (1) Mo of sequesy, with ssshitance responas
P nt upon b rus sivirity,
- On-slte schBilonal Services within four (4] businets houn of » Yos Standacd omracion -
UL S
[Tha Contractors Engineering Leam|
Javerages the SOLC (Sobware
' Developman: Wiscyde) 1o
provide contivuces
Improvements to fastures and
functionatty whhin owr
1ppications. AN buy fues,
lestures, enhancements, snd
. irproved Runctonathy b Lracked
523 Malnialn 4 ricord of e acthities ralated 1o wamanty repals of Yos Sandsd  Jin e Industry standard tool catied

JIRA. Each appleation andfor
platiormm rebasse At 3 change
tch ot {crested in ServicaNow)
and thes back 1g 1IRA 10 L1k
which features ralate Lo what
rateases, IMA L 8 tool alowing
raponing Il neaded, pecine
featurey requesied by NH could
e pullsd oul sndd thared.

2
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8 Wirranty Sarvice caby, <YENDOR> shal eauure U following
wil by coBecied srd maintained: 1) Artum of the
2 1) currert status of the Defickency; 3) action plans,

txtended in writlng by the Surte, snd st no sdditionst cast 10
Scate. :

34 dates, and thrwn; &) expected snd achusl completion tirm: 3] Yo Sandend Contractors complies. .
Deficlency resohution information; §) resoived by 7) identiying
umber Ly, wark order rumber; 8) iue denttfled by,
Tha Vendor st work with thy SL00 12 idently snd troutleshaot
potantiaBy Lirge-scale Software falures or Oeficiencies by
b W Uhe follcrwivng into 1) masn Uma batween :
2.7 reported Deficences with the Soft ;2] L 1 of Uhe roon T Stsndard Candracton compiles.
fcoune of Lhe problem; and 1) identification of repest calls of repeat
Soltwa my,
Contractors complias. Once »
deficlency b townd, Contractors
wilt schiveriadg e the deficlancy
lond provide nert neps within 3
jrrs. o the e found & mot 2
criiest daficlency Loy In vhow
| stoposr which & praventing NH
Irom uaing the spolication) the
Contreciors tasm witl provids &
remady within 30 days, 30 dwy b
Lhe PeCE By amdunt of Ume -
' needed 10 s80w o orftical
Al Deficencies lound durlng Lha Warrsnty Pertod and all (d ream [
Dafickncles found with the y Rat sholl bar d QA, 4nd LAT] 10 swoperty cast L
514 By tha Vandor no later than § busineas depr, unless tpedically Yo Sundard solution, thh Includes regrasiion

Lesting 1o ersure no sdditionsl

Contractors will take the Rem
Sxioama wigency sadl guicly
8 “Hot Fir,” typlcally hot
41 ort Beploved within 2 « 4
daryt of & hound bson and are
oeployed during work weak
trvening hours to quictly sary the
B4la ¢xperiencad by the ;eponting
par,

2
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Centractor identified in Section 1.3 of the General Provisions agrees to comply with thie provisions of

" Sections 5151-5180 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Tite V, Subtitle D; 41
U.S.C. 701 et seq.). and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D, 41 U.S.C. 701 et seq.). The January 31,
1889 regulations were amended and published as Part || of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
conlractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contraclors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant.” *False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors. using this form should
send it to:

Commissioner
NH Depariment of Health and Human Services
129 Pleasant Street,
Concord, NH 03301-6509 .
1. 'The grantee certifies that it will'or will continue to provide a drug-free workplace by:
1.1, Publishing a statement notifying employees that the unlawful manufacture, distribution,
© dispensing, possession or use of a controlled substance is prohibited in the granteé's
workplace and specifying lhe actions that will be taken against employees for violation of such
prohibition;
1.2. Establishing an ongoing drug-free awareness program to mform employees about
1.2.1. - The dangers of drug abuse in the workplace;
1.2.2.  The grantee's policy of maintaining a-drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.24. The penalhes that may be imposed upon employees for drug abuse violations
occurring in the workplace,;
1.3 Making it a requirément that each employee to be engaged in the performance of the grant be
given a copy of the statement required by subparagraph 1.1. g
1.4. Notifying the employee in the statement required by subparagraph 1.1 that, as a oondmon of
~ employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug
. statute occurring in the workplace no later than five calendar days after such
conviction; ) '
1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.

Employers of convicted employees must provide nolice, including position litle, to every grant D3
officer on whose grant aclivity the convicted employee was working, unless the Federal agency l C

Exhibit O = Cenlification regarding Drug Free Conlraclor Initials
. Workplace Requirements
CUDHHS/L10743 Page 1 of 2 , . Date_L2/23/2021 _
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has designated a central point for the receipt of such notices. Nolice shall include the
identification number(s) of each atfected grant;
1.8. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personne! action against such an employee, up to and including
termination, consistent with the requuramenls of the Rehabilitation Act of 1973, as
amended; or
1.6.2. . Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;
1.7.  Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs- 1.1, 1.2, 1.3,"1.4, 1.5, and 1.6,

2. The grantee may insert in the space provided below the site(s) for the performance of work done i in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)
Check B if there are workplaces on file that are not identified here.

Contractor Name:

Doculigned by: ©
12/23/72021 @,—'{/:__-—
Date i Name: Wobert conen

Title:
President, Appriss Inc.

Exhibll D = Certification regarding Drug Free ~ Contractor Initials

Workplace Raquiremnenls

CUDHHS110T1) P.aga 20f2 Data 12/2 3/2 021
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CERTIFICAT|ON REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.8.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute lhe following Cettification:

US DEPARTMENT OF HEALTH AN‘D HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
“Temparary Assistance to Needy Families under Titte IV-A
*Chitd Suppor Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

- *Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federa! appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continualion, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement {and by specific mention
sub-grantee or sub-contractor), i

2. if any funds other than Federal appropriated funds have been paid or will be paid to any person for -
influencing or attempting to infiuence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement {and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report LLobbying, in accordance with its instructions, attached and identified as Standard Exhibit E)

3. The under'signed shall réquire'lhal the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and thal all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification-is a prerequisite for making or entering into this
transaction imposed by Section 1362, Tile 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name:

Doculigned by:

12/23/2021

Date Name: Robert Cohen
Title: . b
President, Appriss Inc. -—/-—ngs
Exhibil E ~ Certificalion Regarding Lobbying Vendor Initials :
= T 1277372021
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CERTIFICATION REGARDING DEBARMENT, SUSPENS|ON
AND OTHER RESPONS|BIL|TY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's :
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following -
Certification;

INSTRUCTIONS FOR CERTIFICATION .
-1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below., : :

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. |f necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' {DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an ‘explanation shall disqualify such person from participation in
this transaction. : g :

3. The certification in this clause is a material representation of fact upon which reliance was placed -
when DHHS determined to enter into this transaction. Ifitis later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate wrilten notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospeclive primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

) E .
5. The terms “covered transaction,” “debarred,” *suspended,” “ineligible,” “lower tier covered L
* transaction,” “participant,” “péerson,” “primary covered transaction,” “principal,” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage seclions of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospectlive primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person wha is debarred, suspended, declared ineligible, or voluntarily excluded

from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal thal it will include the
clause tiled “Cedification Regarding Debarment, Suspension, Inetigibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transaclions and in all solicitations for lower tier covered transactions.

8. A parlicipant in a covered transaction may rely upon a certification of a prospectlive participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded.
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List {of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of recaggls
' in order to render in good faith the certification required by this clause. The knowledge and /2 [

Exhibit F = Centification Regarding Debarment, Suspension Contractor Initials
; ' And Other Responsibility Matters : 12/23/2021
CU/DHHEA 10713 - Page 1 of 2 Date
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information of a partiéipaﬁt is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of busi_ness dealings.

1Q. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered lransaction with a person who is
suspended, debarred, ineligible, or voluntarily exduded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default,

PRIMARY COVERED TRANSACTIONS *
11. The prospeclive primary participant certifies to the best of its knoMedge and belief, that itand its
principals: -

11.1. are not presently debarred, suspended proposed for debarment, declared ineligible, or

) voluntarily excluded from covered {ransactions by any Federal department or agency;

11.2." have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense In-
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federa) or Stale antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally.or civilly charged by a governmental entity
{Federal, State or local) with commission of any of the offenses enumerated in paragraph (l){b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or focal) terminated for cause or default.

12. Whers the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal {contract).

LOWER TIER COVERED TRANSACTIONS
_13. By signing and submitting this lower tier proposal {contract}, the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospeclive lower tier participant is unable to certify to any.of the above, such
prospective participant shall attach an explanation to thls proposal (contract).

14, The prospectwe lower tier participant further agrees by submitting this proposal {contract) that it will
include this clause entitled "Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:
Doculigned by:
12/2 3/2021

Date : e Name: Robert Cohen
Title:

president, Appriss Inc.

Exhibit F = Certification Regarding Debament, Suspension Conlractor Initiats

And Other Responsiblity Matters 12/23/2021
CUIDHHS/ 10713 Page 2 of 2 5 Date
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NOND|SCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representalive as identified in Sections 1,11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include: ' . '

- the Omnibus Crimé Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this-statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain fecipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Juslice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federa! funding under this
slatute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Egual
Employrnent Opportunity Plan requirements; '

- the Civil Rights Act of 1964 {42 U.S.C., Section 2000d, which prohibits recipients of federal financial -
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

* - the Rehabilitation Act of 1973 (29 U.S.C. Section 754), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity; :

- the Americans with Disabilities Act of 1990 {42 U.S.C. Seclions 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in ermployment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibi'ts
discrimination on the basis of sex in federally assisted education programs;

_ =the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
. basis of age in programs or aclivities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pt. 31 {U.S. Department of Juslice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures), Executive Order No. 13279 {equal protection of the laws for faith-based and comminity
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

“
- 28 C.F.R. pt. 38 (U.S. Depariment of Juslice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower prolections 41 U.S.C. §4712 and The Nalional. Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in conneclion with federal grants and contracls.

The certificate set out below is a material representation of fact upon which reliance is ‘placed when the
agency awards the grant. False cerification or violation of the certificalion shall be grounds for
suspension of payments, suspension or termination of grants, of government wide suspension or

debarment.
D3

Coniractor Inltials
16 Faderd Hondizorimdnetion, Equal Treatmant of Fath-Based Organizationy d
T Whisdablowse prolections ' 12/23/2021

Rev, 10021114 Paga 10of 2 Date i
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
10 the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agiees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, 1o execute the following
certification; ’

1. By signing and submitting this proposal (contract) the Contractor agrees to-.comply with the provisions
indicated above,

Conlractor Name:

DocuSigned by:
12/23/2021 l Lt ——
Date . Name: . Robert Cohen
Tite:

President, Appriss Inc.

12/23/2021

Exhibit G .

Contractor Initials

Cortification ol Compllance with requir penaining 1o Fecersl Nondiscrimination, Equal Trestment of Falth-Based Orpenizations
o] Whixdstiowss protactions

aITh4 .
Rev. 10721714 Page 2 of 2 Dale
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

* Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 194
{Act), requires that smoking not be permitted in any portion of any indoor facility owned or Iéa_sed or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment, Failure
to comply with the provisions of the law may resull in the imposition of a civil maonetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible enlity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Cantraclor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the fallowing
certification: - :

1. By signing and smeining this contract, the Contraclor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Contractor Name:

. Docusigned by:
12/23/2021

213404

Date Name: obert Cohen
Tide:

President, Appriss Inc.

Exhibit H — Cerlification Regarding Contractor Initials
Environmental Tobacco Smoke 12/23/2021
CUWDHHS/110713 Page 1 0f1 Date
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- BUSINESS ASSOCIATE AGREEMENT

- The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to comply with the
Health Insurance Portability and Accountability Act, Public Law 104-181 and with the Standards for Privacy and
Security of Individually Identifiable Health Information, 45 CFR Parts 160 and 164 applicable to business
associates. The Contractor further agrees to be bound by all requirements of 42 CFR Part 2, as applicable, when
dealing with any identifiable patient information or PHI, the subject of this Business Associate Agreement. As

defined herein,

“Business Associate” shall mean the Contractor and subcontractors and agents of the Contractor:

that receive, use or have access to protected health information under this Agreement and “Covered Entity" shall
mean the State of New Hampshire, Department of Health and Human Services,

(1) Definitions,

a. Breach” shall have the same meaning as the term “Breach” in séction 164.402 of Title 45,
Code of Federal Regulations.

b. Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regqlalions.

c. “Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regutations. S

d. “Designated Record Set” shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501, '

e. “Data Aggreqgation” shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164.501, : '

f.” "Health Care Operations® shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501. ) ' '

g. ‘HITECH Acl” means the Héalth Information Technology for Economic and Clinical Health
Act, TitleXIll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. “HIPAA" means the Health Insurance Poﬁabirity and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amernidments thereto.

i. “Individual” shall have the same meaning as the term ‘individual® in 45 CFR Section 160.103
and shall include-a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(qg).

j- "Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. “Protected Health |nformation” shall have the same meaning as the term "protected health

312014

information” in 45 CFR Section 160.103, limited to the information created or receive J
Business Associate from or on behalf of Covered Entity. 2 C
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I. “Required by Law” shall have the same meaning as the term “required by law" in 45 CFR
Section 164.103. ;

m. “"Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee. '

n. "Security' Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. “Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health infermation unusable,

unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a slandards developing organization that is accredited by the American National Standards
Institute. ' )

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH - i
Act.

Business Associate Use and Disclosure of Protected Health Information.

a, Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
.Exhibit A of the Agreement, Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmi
PHI'in any manner that would constitute a violation of the Privacy and Security Rule.

b. . Business Associate may use or disclose PHI: _
I For the proper management and administration of the Business Associate;
1. As required by law, pursuant to the terms set forth in paragraph d. below, or
lil. For data aggregation purposes for the health care operations of Covered
Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (i) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach. :

d. ' The Business Associale shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying

Covered Entity so that Covered Entity has an opportunity to object to the disclosuie agd
to seek appropriate relief. If Covered Entity objects to such disclosure, the Businfs?g C
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Associate shall refrain from disclosing the PHI uritit Covered Entity has exhausted all :
remedies. Notwithstanding the foregoing, in any judicial proceeding, the Business Associate
shall resist any effort to obtain any PHI also'protected by 42 CFR Part 2 as required.

If the Covered Entity notifies the Business.Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PH| pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of

" such additional restrictions and shall abide by any additional security safeguards.

Obligations and Activities of Business Associate.

The Business Assaciate shall nolify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected health
information not provided for by the Agreement including breaches of unsecured protected
health information and/or any security incident that may have an impact on the protected
health information of the Covered Entity.

The Business Associate shall immediately perform ‘a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made; g

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information'has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the

breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

. The Business Associate shall comply with all sections of the Privacy, Security, and

Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the-Secretary for
purposes of determining Covered Entity’s compliance with HIPAA and the Privacy and
Security Rule, '

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same.
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity

shall be considered a direct third party beneficiary of the Contraclor's business assagiate
agreements with Contractor’s intended business associates, who will- be receiving[ F;EJ C
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5} business days of receipt of a written request from Covered Entity, -
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement. -

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, in order to meet the requirements under 45 CFR Section 164.524.

h. Within ten {10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record Set,
the Business Associate shall make such PHI available to Covered Entity for amendment
and incorporate any such amendment to enable Covered Entity to fulfill its obligations
under 45 CFR Section 164.526. ‘

i, Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to.respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528. ' '

‘. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI; Business Associate shall make available .
to Covered Entity such information as Covered Entity may require to fulfill its obligations

-to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Seclion 164.528. -

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate lo violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

l. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associale shall return or destroy, as specified by Covered Entity, all PHI
received from, or crealed or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is nol feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall.continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those

purposes that make the return or destruclion infeasible, for so long as Business [/?
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JAssociate maintains such PHI. if Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Enlity that the PHI has been qlestroyed.

{4) Obligations of Covered Entity

a Covered Entity shall notify Business Assaciate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's °
use or disclosure of PHI.

b. - Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508. ;

c.  Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of
PH!. . :

(5) . Termination for Cause

In addition 1o Paragraph 10 of the standard terms and conditions {P-37) of this )
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity’s knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit . The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6)  Miscellaneous

a. Definitions and Reqgulatory References. All terms used, but not otherwise defined herein,
' shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
- with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be re
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. C’
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e. Searegation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shalf not affect other terms or-
condilions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions {P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

NH DHHS .Robert Cohen

18384 by: Lo Name of the Contractor

Pt M. Thy FW

Signature of Authorized Representative S‘rgnﬁtﬂféfémthoﬁzed Representative

Patricia M. Tilley LI Robert Cohen
Name of Authorized Representative Name of Authorized Representative

D‘irector“ President, Appriss Inc.
Title of Authorized Representative Title of Authorized Representative
12/23/2021 12/23/2021
Date : Date

\
(2
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cenuﬂcmou REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equat to or reater than $25,000 and awarded on or after October 1, 2010 to reporton -
data related to executive compensation and associaled first-tier sub-grants of $25, 000 or more. If the
initial award is below $25,000 but subsequent grant modificalions result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

- In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:

Name of entity

Amount of award

Funding agency

NAICS code for contracts / CFDA program number for granls
Program source

Award titte descriptive of the purpose of the funding action
Location of the entity '

Principle place of performance

Unique identifier of the entity (DUNS #)

. Tatal compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

2OPNOO BN

=]

Prime grant reciplents must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.
The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 108-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and furtheragrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
exacute the following Certification:
The below named Contractor agrees to provide needed information as outlined above to lhe NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.
: . I

Contractor Name: E

Doculigned by:
12/23/2021 [W‘

T4 15CASSETRADN.,

Date ' ' Name: pobert Cohen
Tite:

president, Appriss Inc.

(2c

Exhibll J = Cerification Regerding the Fedaral Funding Contractor Initlals
Accountability And Transparency Act (FFATA) Compliance
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate.

87-944-5328
1. The DUNS number for your entity is:

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of yotr annual gross revenue in U.S. federal contracls, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, andfor
cooperative agreements?

X NO . YES

If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, pleése answer the following'

3. Does the publlc have access to information about the compensauon of thé executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.5.C.78m(a), 780(d)) or section 5104 of the Internal Revenue Code of
19867

NO . YES
If the answer to #3 above is YES, stop here

If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most hlghly compensated officers in your business or
orgamzahon are as follows:;

Name: Amount;
Name: Amount;
Namei Amount:
Name: ’ Amount:
Name; - Amount:
| ?
Exhibit J ~ Cedification Regarding the Federal Funding _Contractor Initials
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A. Definitions
The following terms may be reflecled and have the described meaning in this document:

1. "Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than:
authorized purpose have access or potential access to personally identifiable
information, . whether physical or electronic. With regard to Protected Health
Information, “ Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2 "Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Depariment
of Commerce.

3. “Confidential Information” or "Confidential Data” means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance -
Abuse Treatment Records, Case ‘Records, Protected Health Information and
Personally Identifiable Information. :
Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited 1o
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PF1), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCl}, and or other sensitive and confidential information.

4. “End User” means any person or enlity v(e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, eic.) that receives
DHHS data or derivative data in accordance with the terms of this Contract,

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1986 and the
: regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) 1o gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes 10 system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy daocuments, and misrouting of physical or ele?.':-mjﬂ
V5. Last update 10/09/18 Exhibit K Contractor Initials
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mail, all of which may have the potential to put the data at risk of unaulhonzed
access, use, disclosure, modification or destruction.

7. “Open Wireless Network™ means any network or segment of a network that is
not designated by the State of New Hampshire’s Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the .State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PF),
PH}I or confidential DHHS data.

8. "Personal Information® {or *PI1") means information whlch can be used to distinguish
or trace an individual's ldentlty such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maxden
name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under MIPAA by the United
States D_epaﬂment of Health and Human Services.

10. *Protected Health Information” (or "PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103. :

1. “Secunty Rule” shall mean the Security Standards for the Protection of Electronic .
' Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. *Unsecured Protected Health Information™ means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, -or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Dlsclosure of Confidential Information.

1. The Contractor must nol use, disclose, maintain or transmit Confidentia! Information

" except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHi in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confi dential Informahon in response to a
V5. Last updats 10/09/18 Exhibit K Contractor Initials
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request for disclosure on the basis that it is required by law, in respanse {o a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunlly to
consent or object to the disclosure.

3. If DHHS notifies the Contraclor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in vidlation of such additional

" restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtalned under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of mspectlng to confirm compliance with the terms of this
Contract. !

Il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission-via the internet.

2. Computer Disks and Portable Storage Devices. "End User may not use computer d:sks
or porlable storage devices, such as a thumb drive, as a method of transmnttlng DHHS
daia :

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypled and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is e'mploying the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
- secure. SSL encrypts data transmitled via a Web site.

» 9. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage to transmit
' Confidential Data. -

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground -
mail within the continental U.S. and when sent to a named individual,

7. Laptops and PDA. If End User is empioymg porlable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Datla via an open
V5. Last update 10/09/18 Exhibit K ‘ Contractor Initials
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be’
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. S8H File Transfer Protocol {SFTP), also known as Secure File Transfer Protocol.

"~ K End User is employing an SFTP to transmit Confidential Data, End User
will structure the Folder and access privileges to prevent inappropriate .
disclosure of information. SFTP folders and sub-folders used for transmitting
Confidential Data will be coded. '

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information,

il. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this

. Contract. After such time, the Contractor will have 30 days to destroy-the data and any
derivative in whatever form it may exist, unless, other\mse required by law or pemitted
under this Conltract. To this end, the parties must:

A. Retention -

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

-2. The Contractor agrees to ensure proper securily monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and.education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
HITECH/HITRUST compliant and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currentiy-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

@
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whole, must have aggré_ssive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
' Chief Information Officer in the detection ‘of any securny vulnerability of the hosting
mfrastructure :

B. Disposition

1. if the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontraclors as a part of ongoirig, emergency, and or disaster
recovery operations. When no longer in use, electronic media contasmng State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology. u. s
Department of. Commerce. The Contractor will document and certify in writing at
time of the dala destruction, and will provide written certification to the Department
upon requesl. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thity (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using.a
secure method such as shredding.

3. Unless otherwise specified, within thity (30) days of the termination of this
~ Contract, Contractor agrees to completely destroy all electronic Confldentlal Data
by means of data erasure also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows: :

1. The Contractor will. maintain proper security controls to protect Department
-confidential information collected, processed, managed, and/or stored in the delivery
of contracted services. .

2. The Contractor will maintain policies and procedures to profect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the

media used to store the data (i.e., tape, disk, paper, etc.). :?
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3. The Contractor .will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring éapabilities are in place to
detect potential security events that can impact Stale of NH systems ‘andior
Department confidential information for contractor provided systems.

5. The'antractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
-supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Depariment system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associale Agreement
(BAA} with the Department and is responsible” for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey or equivalent third-party attestation/certification report. The
purpose of .the survey is 1o enable the Department and Contractor to monitor for
any changes in risks, threats, and vulnerabilities that may occur, over the life of
the Contractor engagement. The survey or equivelant third-party attestation/
certification report, will be completed annually, or an alternate time frame at the
Departments discretion with agreement by the Contractor, or the Department may
request the survey be completed when the scope of the engagement between the
Depariment and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts {o investigale the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the [bragdh
The State shall recover from the Contractor all costs of response and recovéry of
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with - website and telephone call center services necessary due to
the breach. . .

12. Contractor must, comply with afl applicable statutes and regulations regarding the
. privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requifements applicable to federal agencies, including,
. but not limited to, provisions of the Privacy. Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Pats 160 and 164) that govern protections for individually identifiable health-
information and as applicable under State law.

13. Contractor agrees o establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Depariment of Information Technology.
Refer to Vendor Resources/Procurement at https://fwww.nh.gov/doit/vendorfindex.htm
for the Department of Information Technology policies, guidelines, standards, and
_procurement information relating to vendors, i

14. Contractor agrees to maintain a documented breach notification and incident

.- response process. The Contractor will notify the State's Privacy Officer and thie

State's Security Officer of any security breach immediately, at the email addresses

. provided in Section VI. This includes a confidential information breach, computer.

security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connecl to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

. a. comply with such safeguards as referenced in Section IV A. above,
. implemented to protect Confidential Information that is furnished by DHHS
= under this Contract from loss, theft or inadvertent disclosure. '

_b. safeguard this informalion at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-protected. :

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons -authorized to
V5, Lasi update 10/09/18 Exhibit K Contractoriniials -
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours'as well as non-duty hours (e.g., door locks, card keys,
. biometric identifiers, etc.). '

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, al rest, or when
stored on portable media as required in seclion IV above,

h. in‘ all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved. ‘

i~ understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application. -

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any’
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligatians and procedures,
Conlractor's procedures must also address how the Contractor will;

1. Identify Incidents; _

2. Determine if personally identifiable information is involved in Incidents:

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. |dentify and convene a core response group to determine the risk level of Incidents
V5, Last updale 10/09/18 Exhibit K : Conleaclor Initials
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5. ‘Determine whether Breach notification is required, and, if so, identify appropriate
.Breach notification methods, timing, source; and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures. !

incidents and/or Breaches that implicate Pl must be addressed and repohed, as
applicable, in accordance with NH RSA 359-C:20.

VI PERSONS TO CONTACT
A. DHHS Privacy Officer:
. DHHSPrivécyOf'ficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov
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