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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION FOR CHILDREN, YOUTH & FAMILIES

Lori A. Weaver 129 PLEASANT STREET, CONCORD, NH 03301-38%7
Commissioner 603-271-4451  1-800-852-3345 Ext. 4451
Fax: 603-271-4729 TDD Access: 1-800-735-2964 www.dhhs.nh.gov
Jeff Fleischer
Director

January 31, 2024

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division for Children, Youth and
Families, to enter into a Sole Source amendment to an existing contract with Mindshare
Consulting Group, LLC (VC #408068), Lutz, Florida, to continue providing the Department 24-
hour access and technical support to its proprietary Mindshare portal to enable the Department
to identify children at the highest risk of abuse and neglect, by exercising a contract renewal option
by increasing the price limitation by $108,000 from $108,000 to $216,000 and extending the
completion date from June 30, 2024 to June 30, 2026, effective July 1, 2024, upon Governor and
Council approval. 100% General Funds.

The original contract was approved by Governor and Council on July 12, 2022, item #10A.

Funds are available in the following account for State Fiscal Year 2025 and are anticipated
to be available in State Fiscal Year 2026, upon the availability and continued appropriation of
funds in the future operating budget, with the authority to adjust budget line items within the price
limitation and encumbrances between state fiscal years through the Budget Office, if needed and
justified.

05-95-042-421010-29600000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN $SVS, HHS: DIVISION FOR CHILDREN, YOUTH AND FAMILIES, CHILD
PROTECTION, ORGANIZATIONAL LEARNING & QUALITY IMPROVEMENT

State Increased i
Class / Job Current Revised
Fiscal Class Title (Decreased)
Year Account Number Budget Amount Budget
Training of
2023 | 067-500557 Oroatigrs 42106040 $0 $0 $54,000
Subtotal $0 $0 $54,000

QR
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His Excellency, Governor Christopher T. Sununu
and the Honorable Coundil
Page 2 of 3

05-95-042-421010-32200000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
" HUMAN SVS, HHS: DIVISION FOR CHILDREN, YOUTH AND FAMILIES, CHILD
PROTECTION, BUREAU OF PLANNING AND STRATEGIC DEVELOPMENT

State : Increased
Class / . Job Current Revised
Flscal Class Title (Decreased)
Yoar Account Number Budget Amourt Budget
Training of
2024 | 102-800731 Providers 42102005 $54,000 $0 $54.000
Contracts for
2025 | 102-5007231 Prog Srves 42102005 $0 $54.000 $54,000
Contracts for
2026 | 102-500731 Prog Srvcs 42102005 $0 $54,000 $54,000
Subtotal $54,000 $£108,000 $162,000
Total $108,000. $108,000 $216,000

EXPLANATION

This request is Sole Source because MOP 150 requires all amendments to agreements
previously approved as sole source be identified as sole source. Additionally, the web-based
“Mindshare portal is proprietary to the Contractor and there are no known viable altematives to the
services provided by the Contractor. The Contractor has been satisfactorily providing use of the
web-based portal since 2018.

The purpose of this request is for the Contractor to continue providing the Department
access to the Mindshare web-based portal that utilizes secure, advanced analytics to assist in the
identification of child welfare cases with the highest probability of serious injury or death.

Approximately 884 individuals will be served during State Fiscal Years 2025 and 2026.

The Contractor and the Department will continue working collaboratively to identify
children who are at the highest risk of abuse and negiect to mitigate the risk of repeat
maltreatment from caregivers and to reduce child abuse and neglect fatalities. The Contractor
will continue hosting, maintaining and supporting the dedicated, secure web-based portal; provide
statistical reports to the Department; and provide twenty-four (24) hour technical support,

The web-based portal enables the Department to conduct statistical analysis of Child
Abuse Investigations. The program outputs of the predictive model are accessible for daily use.
Outputs include a prediction across live data, a cross tabulation of all findings from the historical
data set, and a data worksheet allowing the User to navigate to investigation/case/participant
detail as it pertains to the data provided. The portal also provides support for a quality assurance
survey, in which questions may be imported into the survey and applied to any identified victim of
child abuse or neglect at any time.

As referenced in Exhibit A, Special Provisions, Section A.1, of the original agreement, the
parties have the option to extend the agreement for up to two' (2) additiona! years, contingent
upon satisfactory delivery of services, available funding, agreement of the parties and Governor
and Council approval. The Department is exercising its option to renew services for two (2) of the
two (2) years available. ‘
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His Excellency, Governor Christopher T. Sununu
and the Honorable Counci!
Page 3of 3

Should the Governor and Council not authorize this request, the Department's ability to
improve child safety and reduce child abuse and neglect including fatalities, may be significantly
diminished.

Area served: Statewide.

Respectfully submitted,

Lon A. Weaver
Commissioner

DolT #2022-107

The Department of Health and Human Services’ Mission is Lo join communities and families
in providing opportunities for citizens to achieve heaith and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

February 14, 2024
Lori A. Weaver, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street
Concord, NH 03301
Dear Commissioner Weaver:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment with Mindshare Consulting Group,
LLC, as described below and referenced as DolT No. 2022-107A.

The purpose of this request is to continue providing the Department 24-hour access and technical

support to its proprietary Mindshare portal to enable the Department to identify children at the

highest risk of abuse and neglect.

The Total Price Limitation will increase by $108,000 for a New Total Price Limitation of
$216,000 effective upon Governor and Council approval through June 30, 2026.

A copy of this letter should accompany the Department of Health and Human Services’ submission
to the Governor and Executive Council for approval.

Sincerely,

oo A —

Denis Goulet

DG/jd
DolT #2022-107A

cc: Michael Williams, IT Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow”
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State of New Hampshire
Department of Health and Human Services
Amendment #1

This Amendment to the Risk and Safety Consultation Program contract is by and between the State of
New Hampshire, Department of Health and Human Services {"State" or "Department”) and Mindshare
Consulting Group, LLC ("the Contractor”).

WHEREAS, pursuant to an agreement (the "Contract") approved by the Govemor and Executive Council
on July 12, 2022 (Item #10A), the Contractor agreed to perform certain services based upon the terms and
conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
June 30, 2026 '

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$216,000

3. Modify Exhibit C, Price and Payment Schedule, Section 10.1 2. toread:
10.1.2. Software License Pricing

The Department shall pay the Contractor a license fee of $54,000 per year at a monthly
reimbursement rate of $4,500 for use, hosting, support, enhancements, maintenance, and
training, with no additional setup fees. The Contractor shall submit monthly invoices to the
Department as follows:

sgl\?:[:‘zs(fz’;‘f{(l)‘;‘ﬁ License Fee Invoice Date Payment Due Date
Jul 2022 $4,500 07/01/22 07/15/22
Aug 2022 $4,500 08/01/22 08/15/22
Sep 2022 $4,500 09/01/22 09/15/22
Oct 2022 $4,500 10/01/22 10/15/22
Nov 2022 $4,500 11/01/22 11/15/22
Dec 2022 $4,500 12/Q1/22 12/15/22
Jan 2023 $4,500 01/01/23 01/15/23
Feb 2023 £4,500 02/01/23 02/15/23
Mar 2023 $4,500 03/01/23 03/15/23
Apr 2023 $4,500 04/01/23 04/15/23
May 2023 $4,500 05/01/23 04/15/23
June 2023 $4,500 (6/01/23 04/15/23
July 2023 $4,500 07/01/23 07/15/23
Aug 2023 $4,500 08/01/23 08/15/23
Sep 2023 $4,500 09/01/23 09/15/23
Oct 2023 34,500 10/01/23 10/15/23
Nov 2023 $4,500 11/01/23 11/15/23
Dec 2023 $4,500 12/01/23 12/15/23 03
Jan 2024 $4,500 01/01/24 01/15/24 @
Mindshare Consulting Group, LLC A-5-1.2 Contractor Initials
$5-2022-DCYF-08-RISKA-01-A01 2/23/2024

DolT #2022-107 Page 1 of 4 Date
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Feb 2024 $4,500 02/01/24 02/15/24
Mar 2024 $4,500 03/01/24 03/15/24
Apr 2024 $4,500 04/01/24 04/15/24
May 2024 $4,500 05/01/24 05/15/24
June 2024 34,500 06/01/24 06/15/24
July 2024 $4,500 07/01/24 07/15/24
Aug 2024 $4,500 08/01/24 08/15/24
Sep 2024 $4,500 09/01/24 09/15/24
Oct 2024 $4,500 10/01/24 10/15/24
Nov 2024 $4,500 11/01/24 11/15/24
Dec 2024 $4,500 12/01/24 12/15/24
Jan 2025 $4,500 01/01/25 01/15/25
Feb 2025 $4,500 02/01/25 02/15/25
Mar 2025 $4,500 03/01/25 03/15/25
Apr 2025 $4,500 04/01/25 04/15/25
May 2025 $4,500 05/01/25 05/15/25
June 2025 $4,500 06/01/25 06/15/25
July 2025 $4,500 07/01/25 07/15/25
Aug 2025 $4,500 08/01/25 08/15/25
Sep 2025 $4,500 09/01/25 09/15/25
Oct 2025 $4,500 10/01/25 10/15/25
Nov 2025 $4,500 11/01/25 11/15/25
Dec 20235 $4,500 12/01/25 12/15/25
Jan 2026 $4,500 01/01/26 01/15/26
Feb 2026 $4,500 02/01/26 02/15/26
Mar 2026 $4,500 03/01/26 03/15/26
Apr 2026 $4,500 04/01/26 04/15/26
May 2026 $4,500 05/01/26 05/15/26
June 2026 $4,500 06/01/26 06/15/26
TOTAL $216,000

Mindshare Consulting Group, LLC
55-2022-DCYF-09-RISKA-01-A01
DolT #2022-107

A-5-1.2

Page 2 of 4

DS
Contractor Initials E

Date

2/23/2024
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective July 1, 2024, upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned by:
2/28/2024 | M Fluisdeer
Date Name: J€ Teischer

Title: pirector

Mindshare Consulting Group, LLC

DocuSigned by:
2/23/2024 ‘ érua Pwo!m,
Date Name: "Povolny

Title: CEO

Mindshare Consulting Group, LLC A-5-1.2
$5-2022-DCYF-09-RISKA-01-A01
DolT #2022-107 Page 3of 4
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

DocuSigned by:
2/28/2024 ﬁo\ju, Gunvino
Date ame: ~GUarino

Title: attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:
Mindshare Consulting Group, LLC A-S-1.2

§8-2022-DCYF-09-RISKA-01-A01
DolT #2022-107 Page 4 of 4
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State of New Hampshire
Department of State

CERTIFICATE

[, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that MINDSHARE CONSULTING
GROUP, LLC is a Florida Limited Liability Company registered to transact business in New Hampshire on June 16, 2022, 1
further certify that all fees and documents required by the Secretary of State’s office have been received and is in good standing as

far as this office is concerned.

Business [D: 904257
Certificate Number: 0006554457

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Secal of the State of New Hampshire,
this 25th day of January A.D. 2024,

David M. Scanlan

Secretary of State
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CERTIFICATE OF AUTHORITY

|, __Trish Povolny , hereby certify that:
{Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1. | am a duly elected Clerk/Secretary/Officer of __Mindshare Consulting Group, LLC
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on _December 26th, 2023___, at which a quorum of the Directors/shareholders were present and voting.
{Date)
VOTED: That _Greg Povolny {may list more than one person)
{Name and Title of Contract Signatory)

is duly authorized on behalf of _Mindshare Consulting Group, LLC to enter into contracts or agreements with the State
{Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority was valid thirty (30)
days prior to and remains valid for thirty (30) days from the date of this Certificate of Authority. | further certify
that it is understood that the State of New Hampshire will rely on this cerlificate as evidence that the person(s)
listed above currently occupy the position(s) indicated and that they have full authority to bind the corporation. To
the extent that there are any limits on the authority of any listed individual to bind the corporation in contracts with

the State of New Hampshire, all such limitations are expressly stated heraim /\ﬂ/f
Dated:_02/15/24 / t

Signature of Eletted Officel”
Name: Trish Povolny
Title: COO

Rev. 03/24/20
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CERTIFICATE OF LIABILITY INSURANCE

MINDS-1 QP ID: J
DATE (MM/DD/YYYY)

03/06/2024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policles may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lisu of such endorsemant(s).

PRODUCER 727-490-0887
Vista Insurance Alliance, LLC
111 2nd Ave NE, Suite 360
St Patersburi;, FL 33701-3580
[

Julie L Messler

| GRNTACT Vista Insurance Alliance LLC
FHONE 727-490-0887

[FE oy 727-499-7129

AN, Ho, Ext):
mtss, info@vistains.com

INSURER({S} AFFORDING COVERAGE NAIC ¥

wsurer A ;: Hartford Casualty Ins Co 20424

INSURED
ncr:hare Consulting Group, LLC
dba Mindshare Technol 5
3853 Northdale Bivd, S#3.
Tampa, FL 33624

wsuren b ; Lloyds London

INSURERC ;
INSURER D :

| INSURERF :

INSURERE :

COVERAGES CERTIFICATE NUMBER:

REVISION NUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

IMSR

ki TYPE OF INSURANCE D pues FOLICY NUMBER A A LIMITS
A | X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE 5 2,000,000
| cramsunoe [ X ] occur 21SBMZ18340SA 11/01/2023|11/01/2024 | DRMARE IO REIRED oy s 300,000
|| MED EXP {Any one person) $ 10,000
. PERSONAL 8 ADV INJURY | 8 2,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 4,000,000
| | POLCY I:I B% D toc PRODUCTS - COMPIOP AGG | § 4,000,000
OTHER: 3
A | AUTOMOBILE LIABILITY _&mtf"‘sﬁ LIMIT 5 2,000,000
| ] AnYAuTO 21SBMZ18340SA 11/01/2023({ 11/01/2024 | poDILY INJURY (Per person)_| %
CWNED SCHEDULED
|| AUTGS oNLY AUTOS BODILY INJURY (Per accident} | §
| X | KIS onwy ROTROED R — s
s
A [ X |umereLaine | X | occur EACH OCCURRENCE 3 1,000,000
EXCESS LIAB CLAIMS-MADE 21SBMZ 18340 1110172023 | 11/041/2024 | | ~necate s 1,000,000
oeo | X | rerenmons 10,000 5
PER COTH-
e X Eofrue | 1%
e —— 21 WEC ACEG22 04/18/2023| 0411512024 [, -, .\ acorment . 1,000,000
Bfrucemﬁumn EXCLUDED? N A 1,000,000
sndatory In NH) E.L. DISEASE - EA EMPLOYEE § ' !
DESCATBTION OF GPERATIONS below E DISEASE - POLCYLIMT | § §1000;:000
B |Professional MPL2312366.23 08/30/2023}08/30/2024 [Ea Claim 2,000,000
Liability Deductib! 5,000

OESCRIPTION OF QPERATIONS ! LOCATIONS / VEHICLES (ACORD 101, Addllional Remarks Schadule, may ba attached H more space Is requiced)

Certificate holder is an Additional Insured if required by contract

CERTIFICATE HOLDER

CANCELLATION

Department of Health and
Human Services

129 Pleasant Street
Concord, NH 03301-3857

|

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION OATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

Gy o

ACORD 25 {2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE ' l DH

DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION FOR CHILDREN, YOUTH & FAMILIES
Lori A. Shibinetie 129 PLEASANT STREET, CONCORD, NH 03301-3857

Commissioner 603-271-4451  1-800-852.3345 Ext. 445]
Fax: 603-2714729 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

Joseph E. Ribsam, Jr.
Direcior

June 19, 2022

His Excellency, Governor Christopher-T. Sununu
and the Honorable Councit

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Heallh and Human Services, Division for Children, Youth and
Families, lo enter inlo a Sole Source contract with Mindshare Consulting Group, (VC#TBD), Lutz,
FL, in the amount of $108,000 to provide 24-hour technical support and access to enable the
Department to identify children who are at the highest risk of abuse and neglect, with the option
1o renew for up to two additional years, eftective upon Governor and Council approval through
June 30, 2024. 100% General Funds.

Funds are available in the following account for State Fiscal Year 2023, are anticipated to
be available.in State Fiscal Year 2024, upon the availability and continued appropriation of funds
in the fulure operating budget, with the authority to adjust budget line items within the price
limitation and encumbrances between state fiscal years through the Budget Oftice, it needed and
justified.
05-95-042-421010-29600000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION FOR CHILDREN, YOUTH AND FAMILIES, CHILD PROTECTION,
ORGANIZATIONAL LEARNING & QUALITY IMPROVEMENT

lf,i;actgl Class / Account Class Title Job Number Total Amount
Year _
2023 | 067-500557 Training of Providers | 42108040 $54,000
2024 | 067-500557 Training of Providers | 42106040 $54,000
Subtotal $108,000

EXPLANATION

This request is Sole Source because the web-based porial is the Contractor's proprietary
product and there are therefore no known viable alternatives to the services provided by the
Contracior. The Contraclor has been providing the Depariment with this proprietary product as a
sub-contractor since 2018.

The purpose of this request is to utilize the Contractor's Mindshare program, a web-based
portal that utilizes advanced analytics to help identify child welfare case with the highest
probability of serious injury or death.

The Deportment of Health and Humon Services’ Mission is to join comm unitees ond fomnilics
in providing opportuniiies for citizens to achieve healih and independence.
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His Excellency. Govemor Christopher T. Sununu
and the Honarable Council :
Page 2 of 2

The Contractor and the Department will continue working coliaboratively to identify

. children who are at the highest risk of abuse and neglect to mitigate the risk of repeat

maltreatment from caregivers and to reduce child abuse and neglect fatalities. The Contraclor

will continue hosting, maintaining and supporting a dedicated, secure web-based portal that

provides the Department with twenty-four (24) hour technical suppor and access 1o the reports it
generates. The web-based portal will enable the Department to conduct statistical analysls of

Child Abuse Investigations where the outpuls are accessible for daily use. ;

Approximalely 1,500 families will be served during State Fiscal Years 2023 and 2024.
The Contractor will;

. Enablé the Department to conducl statistical analysis of Child Abuse Investigations
where the outputs of the mode! are accessible for daily use; '

. Contain outputs across live data, a cross tabulation of ali findings from the historical
data set, and a data worksheet allowing the user to -navigate to
investigation/case/participant detail as it pertains to.the data provided, combined
with tha outputs of the modeling.

. Include support for a quality assurance survey in which questions may be imported

into the survey and applied to any identified victim of child abuse or neglact at any
time. Reports will also be included:

«  Provide ongoing mainlenance of the analytic models to periodically incorporate
ongoing.case work. i

. Provide training. if necessary, related 1o changes made to the mode! or the platform
itsedf.

As referenced in Exhibit A, Section A.1, Special Provisions, Subseclion A.1, of the
. attached agreement, the parties have the oplion to extend the agreement for up two (2) additional
.years, contingent upon satisfactory delivery of services, available funding, agreement ‘of the
parties and Governor and Council approval.

Should the Governor and Council not authorize this request the Deparimentl’s ability to
improve child safety and reduce child abuse and neglect, including fatalities, may be significantly
diminished.

Area served: Statewide
Respectfully submilled,

e i

Lori A. Shibinetle
Commissioner

The Department of Health and Human Services” Mission is to join communitics and families
in providing opportunitics for citizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301 :
_ Fax: 603-271-1516 TDD Access: 1-800-735-2964
(O wwiw.nh.gov/fdoit

Denis Goulet
Commissioner

June 29, 2022

Lori A. Shibinette, Commissioncr
Dcpartment of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear_ Commissioner Shibinetie:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request 1o enter into a contract with Mindshare Consulting Group, of Lutz, FL,
as described betow and referenced as DolT No. 2022-107.

The Department of Health and Human Services (DHHS), Division for Children, Youth and Familics,
requests -approval to enter into a contract with Mindshare Consulting Group to provide 24<hour technical.
suppont and access to enable the Department to idenlify children who are at the highest risk of abuse and
neglect.

The cost of the contract is not to exceed $108,000.00 and it shall become effective upon Governor
and Council approval through June 30, 2024.

A copy of this letter should accompany the Department of Health and Human Scrvices' submission
to the Governor and Executive Council for approval.

Sincercly,
Denis Goulet
.DG/RA

DolT #2022-107
cc: Michael Williams, 1T Manager, DolT

"innovative Technologies Todoy for New Hampshire's Tomarrow”
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DocuSign Envelope |0 TBB5AC49-CA99-4548-8063-B87F 13089359

STATE OF NEW HAMPSHIRE

The Départment of Health and Human Services
Risk and Safety Collaboration Program:
DHHS-Division for Children Youth and Families

§S-2022-DCYF-09-RISKA DolT #2022-167

DHHS DolT Template Revision V5.0
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STATE OF NEW HAMPSHIRE

THE DEPARTMENT OF HEALTH AND HUMAN SERVICES
SS-2022 DCYF-09-RISKA DolT#2022-107 - Risk and Safety Collaboration Program
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FORM NUMBER P-37 (version 12/11/2019)

the contract.

Notice: This agreement and 2!l of its attachments shall become public.upon submission 1o Governor
and Executive Council for approval. Any information that is private, confidential or
proprietary must be clearly identified 1o the agency and agreed 10 in writing prior to signing

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS

IDENTIFICATION.

1.1 State Agency Name

The Depariment of Health and Human Services

1.2 State Agency Address

129 Pleasant Street
Concord, NH 03301-3857

1.3 Contractor Name

1.4 Contractor Address
18938 N. Dale Mabry- Highway

Robert . Moore, Director

Mindshare Consulting Group, L'LC Lutz, FL 33548

1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
framger 05-95-042-421010- June 30,2024 $108,000
(813)949-3293 29600000

1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number

(603) 271-9637

Contractor Signature
DocuSigned by

i.12 Name and Title of Contractor Signatory
Greg Povolny

' ' Dagy30/2022 -
Gy Povelny e CEo
: L Si 14 ' -
11,13 SRRty Signature I lm;\lezz)rrr‘\e Ea_ndknt;%)'f SJt;q(‘e Agency Signatory
DocuSigned by: . D .
Joseph E. Ribsam, Jr, o 30/2022 Director

By:

1.15 ApprovarSiHEN.H. Departmerit of Adminisiration, Division of Personnel (if applicable)

Director, On:

.16

Approval qumg' Attorney General (Form, Substance and Execution) (if applicable)

On: 6/30/2022

By: ﬁqﬂ- Qunine

\——m:m-umas
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1.17 Approval by the Governor and Executive Council (if applicable)

G&C ltem number: ; G&C Meeting Date:

os
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
{“Stale™), engages coniractor identified in block .3
(“Contractor”™) to perform, and the Contractor shall perform,
the work or sale of goods, or both, identified and more
particularly described in the attached EXHIBIT B which is
incorporated herein by reference {“Services”).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3:1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effectivé on the date the Governor
and Executive Council approve this Agreement as indicated
in block 1.17, unless no such approval is required, in which
case the Agreement shall become ¢ffective on the date the
Agreement is signed by the Siate Agency as shown in block
1.13 ("Effective Dale™).
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor
prior to the Effective Date shall be performed at the sole risk
‘of the Contractor, and in the evenl that this Agreement docs
not become effective, the State shall have no liability to the
. Contractor, including without limitation, ‘any obligation to
pay the Contractor for any costs incurred or Services
performed. Coniractor must complete all Services by the
Completion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Nolwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder,
are conlingent upon the availability and continued
appropriation of" funds affected by any state .or federal
legislative or exccutive action that reduces, eliminates or
otherwise modifies the sppropristion or availability of
funding for this Agreement and the Scope for Services
provided in EXHIBIT B, in whole or in part. In no event shall
the Stale be liable for any payments hercunder in cxcess of
such available appropriated funds. In the event of & reduction
or termination of appropriated funds, the Staic shall have the
right to withhold payment uatil such funds become available,
if ever, and shall have the right 10 reduce or terminate the
Services under this Agreement immediately upon giving the
Contractor notice of such reduction or termination. The State
shall not be required to transfer funds from any other account
or source to the Account identified in black 1.6 in'the event
funds in that Account are reduced or unavailable.

, D3
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5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.
5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBFT C
which is incorporated herein by reference.

5.2 The paymemt by the State of the contract price shall bc the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Scrvices. The State shall
have no liability 16 the Contractor other than the contract price.

- 5.3 The State reserves the right 1o offset from any amounts

otherwise ;payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-¢ or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
cvent shall the total of all payments aithorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8,

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. ’

6.} In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any pant by monies of the United Staies, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations,
The Caontractor shall also comply with all applicable intellectual
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminale against employees or applicants for employment

_because of race, color, religion, creed, age, sex, handicap, sexual

orientation, or national origin and will 1ake affirmative action to
prevent such discrimination.

6.3. The Contractor agrees o permit the State or United States
access to any of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.) The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Conlractor warrants that all
personnel engaged in the Services shall be qualified to perform the
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Services, and shall be properly licensed and otherwise authonzed
1o do so under all.applicable laws.

7.2 Unless otherwisc authorized in writing, during the term of this
Agreement, and for a period of six (6) months after the Completion
Date in block 1.7, the Contractor shall not hire, and shall not permit
any subcontractor or other person, firm or corporation with whom
it is engaged in a combined effort to perform the Services to hire,
any person who is a State employce or official, who is maicrially
involved in the procurement, administration or performance of this
Agreement.  This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specificd in block | 9, or h|s or her
successor, shall be the State’s representative. [n 1hc event of any
dispute conccmidg the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any onc or morc of the following acts or omissions of the
Coniractor shall constitute an event of defaul hereunder (“Event
of Default™):

8.1.] foilure to perform the Services satisfactorily or on schedule;
8.1.2 failure 10 submit any report required hereunder; and/or,

8.1.3 failure to perform any other covenant, term or condition of
this Agrecment.

8.2 Upon the occurrence ‘of any Event of Default, the State may
take any one, Of more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it 1o be remedied within, in the absence of a
greater or lesser specification of time, thiry (30) days from the
date of the notice; and if the Event of Default is not timely cured,

terminate this Agrecmcnt effective two (2) days after gwmg the
Contracior notice of termination;

8.2.2 give the Contractor a wrillen nolice spccnfyung the Event of.
Default and suspending all _payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the Stale determines
that the Contractor has cured the Event of Default shall never be
paid to the Contractor;

8.2.3 give the Contractor a.wrilten notice specifying the Event of
Defauli and sct ofT against any other obligations the State may owe
10 the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 give the Contractor a wrillen notice specifying the Event of
Default, treat the Agreement as breached, terminate.the Agrecment
and pursue any of its remedies at law or.in equity, or both.

£.3. No failure by the State 1o enforce any provisioris hereof after

any Event of Default shall be deemed a waiver of its rights wilh

regard to Lhat Event of Default, or any subsequent Event of
Default, No express failure to enfarge any Event of Default shall
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be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithsianding paragraph 8, the State may, at ils sole
discretion, terminate the Agreement for any reason, in whole orin
pan, by thirty (30) days written notice 1o the Contractor that the
State is exercising its option to terminate the Agreement.

9.2 In the event of an early termination of this Agreement for any
reason other than the completion of the Services, the Contractor
shall, at the State's discretion, deliver to the Contracting OfFicer,
not fater than fifteen (15) days. afier the date of termination, a
report (“Termination Report™) describing in detail all Services
performed, and the contract price eamned, to and including the date
of termination. The form, subject matter, content, and number of
copies of the Termination Repon shall be identical to those ol any
Final Report described in the atiached EXHIBIT B. 1n addition, at
the State's discretion, the Contractor shall, within 15 days of rotice
of early termination, develop and submit 10 the State a Transition
Pian for services under the Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “'data” shall mean all
information - and things developed or obtained during the
performance of, or -acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports, files,
formulac, surveys, maps, chars,” sound recordings, video

- recordings, pictorial reproductions, drawings, analyses, graphic

representalions, computer programs, compuler printouts, notes,
letiers; memovranda, papers, and documents, all whether finished
or unfinished.

10.2 All data and any property which has been received from the

State or purchased with funds provided for that purposc under this
Agreement, shall be the property of the State, and shall be returned
to the Statc upon demand or upon termination of this Agreement
for any reason.

10.3 Confidentiality of dala shall be governed by N.H. RSA
chapicr 91-A or other existing law. Disclosure of data requires
prior writien approval of the State. : .

11. CONTRACTOR'S RELATION TO THE STATE. Inthe

j performance of this Agreement the Contractor is in all respects an

independent contractor, and is neither an agent nor an employee of -
the State. Neither the Contractor nor any of its officers,
cmployces, agents or members shall have authority to bind the
Stale or receive any benefits,. workers’ compensation. or other
emoluments provided by the State Lo its employees.
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12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior wrilten notice, which

shall be provided to the State at least fifteen (1 5) days prior to the’

assignment, and a written consent of the State. For purposes of this
paragraph, 2 Change of Control shall constitute assignment.
“Change of Control” means (a) merger, consolidation, or 2
transaction or series of related transactions in which a third party,
together with its affiliates, becomes the direct or indircet owner of
fifly percent (50%) or more of the voling shares or similar equity
inlerests, or combined voting power of the Contractor, or (b) the
sale of all or substantially all of the assets of the Contractor.”
12.2 None of the Services shall be subcontracted by the Contractor
without prior written notice and consent of the State. The State is
entitled to-copies of all subcontracts and assignment agreemeénts
and shall not be bound by any provisions contained in a
_ subcontract or an assignment agreement to which it is nol a pany.

3. INDEMNIFICATION. Unless otherwise exempied by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, -from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copytight infringement, or other claims asseried against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the
Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not be

liable for any costs incurred by the Contractor arising under this-

paragraph 13. Notwithsianding the foregoing, nothing hercin
contained shall be' deemed-10 constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
Siate. This covenant in paragraph 13 shall survive the termination
of this Agreement. ’

14. INSURANCE.

14.1 The Contractor shall, at its sole cxpense, obiain and
continuously maintain in force, and shall require any subcontracior
or assignee to obtain and maintain in force, the following
insurance:

14.1.1 commercial general liability insurance against all claims of
- bodily injury, death or property damage, in amounts of not less
than $1,000,000 per occurrence and $2,000,000 aggrcgatc or
cxcess;and

14.1.2 special cause of loss covcragc form covering all property
subject 1o subparagraph 10.2 hercin, in an amount not less than
80% of the whole replacement value of the propeny.

14.2 The policies described in subparagraph 14.1 herein shall be
on.policy forms and endorsements approved for usc in the State of
New Hampshire by the N.H. Department of Insurance, and issued
by insurers licensed in the Siate gw Hampshire.
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14.3 The Contractor shall fumish 10 the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also fumish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance for
all renewal(s) of insurance required under this Agreement no later
than ten {10) days prior to the expiration date of cach insurance
policy. The certificate(s) of insurance and any rencwals thereof
shall be attached and are incorporated herein by reference.

* 1S, WORKERS' COMPENSATION,

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt’
from, the requirements of N.H. RSA chapter 281-A (" Workers’
Conipensation'’).

15.2 To the exient the Contractor is subject to the requirements of
N.H. RSA chapter 281-A, Contracior shall maintain, and require

.any subconliractor or assignee to secure and -maintain, payment of

Workers' Compensation in conneclion with activities which the
person proposes to undertake pursuant to this Agreement. The
Contractor shall furnish the Contracting Officer identified in block
1.9, or his or her successor, proof of Workers' Compensation- in
the manner described in N.H. RSA chapter 281-A and any.
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference.  The Siate shall not be
responsible for paymeni of any Workers® Compensation premiums
or for any other claim or benefit for Contractor, or any
subcontractor or employee of Contractor, which might arise under
applicable State of New Hampshire Workers' Compensation laws
in connection with the performance of the Services under this
Agreemeni. ’

16. NOTICE. Any notice by a pany herelo (o the other party shall
be deemed to have been duly delivered or given at the time of
mailing by certified mail, postage prepaid, in a United Stales Post
Office addressed o the parties at the addresses given in blocks 1.2
and 1.4, herein.

17.. AMENDMENT. This Agreemeni may be amended, waived
or discharged only by an insttument in writing signed by the
panies hereto and only afier approval of such amendment, waiver
or discharge by the Govemnor and Exccutive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUNMI. This Agrecment shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures 1o the benelit of the panies and their respective successors
and assigns. The wording used in this Agreement is the wording
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chosen by the parties (0 express their mutual intent, and no rule of
construction shall be applied against or in'favor of any party. Any
actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Count which shall have
exclusive jurisdiction thereof.

19, CONFLICTING TERMS. In the event of a conflict between
the terms of this P-37 form (as modified in EXHIBIT A) and/or
attachments and amendment thereof, the terms of the P-37 (as
medified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend 10 benefit
any third parties and this Agreement shall not be construcd ‘1o
confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are

for reference purposes only, and the words contained therein shall

in no way be held to explain, modify, amplify or aid in the

DS
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interpretalion, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A arc incorporated

‘herein by reference.

23. SEVERABILITY. Inthe event any of the provisions of Lhis
Agreement are held by 2 count of competent jurisdiction 1o be
contrary 1o any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterpants, each of which shall be.
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all pnor
agreements dnd understandings with respect to the subject matter
hereof. '
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EXHIBIT A - SPECIAL PROVISIONS

The terms outlined in the P-37 General Provisions are modified as set forth below:

A.l1  Provision 3, Effective Date/Completion of Services, is updated with the following
addition:

a3 The Term may be extended up to two (2) years{s), ("Extended Term”) at the
sole option of the State, subject to the parties prior written Agreement on applicable
fees for each cxtended Term, up to but not beyond June 30, 2026 under the same terms
and conditions, subject to approval of the Governor and Executive Council.

A.2  Provision S, Contract Price/Price Limitation/ Payment, is updated with the following
addition:

55 The State’s liability under this Agreement shall be limited to monetary damages not
to exceed the contract price pursuant to Paragraph 5.2. The Contractor agrees that it
has an -adequate remedy at law for any breach of this Agreement by the State and
hereby waives any right to specific performance or other equilable remedies againsi
the State. Subject 10 applicable laws and regulations, in no event shall the State be
liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein contained shall be deemed
to constitute a waiver of the sovereign immunity of the State, which immunity is
hereby reserved to the Siate.

A3 Provision 8, Event of Default/Remedies, is updated with the following addition:

8.2.5 give the Contractor a written notice specifying the event of Defaull, terminate
the agreement as breached, and procure Services that are the subject of the Contract
from another source and Contractor shall be liable for reimbursing the Siate for the
replacement Services, and atl administrative costs directly related 1o the replacement
of the Contract and procuring the Services from another source, such as costs of-
competitive bidding, mailing, advertising, applicable fees, charges or penalties, and
stafT time costs; all of which shall be subject to the limitations of liabitity set forth in
the Contract, ’

A.4  Provision 9, Termination, is delcted and replaced with the following:
9. TERMINATION

9.1 Notwithstanding paragraph 8, the Stale may, at its sole discretion, and with
wrilten nolice, terminate the Agreement for any reason, in whole or in part. In the
event of such termination, the Contractor shall immediately stop all work heréunder
and shall immediately cause any and all of its suppliers and subcontractors to cease
work. The State shall be liable for cost of all Services and Deliverables for which
Acceplance has been given by the State, provided through the date of termination but
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will not be liable for any costs for incomplete Services or winding down the Contract
activities. The Contractor shall not be paid for any work performed or costs incurred
which reasonably could have been avoided.

92 Termination Procedure

9.2.1 Upon. termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require Contractor o deliver to the State any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated.

9.2.2  After receipt of a notice of termination, and except as otherwise directed by
the State, Contractor shall: -

a. Stop work under the Contract on the date, and to the extent specified,
in the notice;

b. Promptly, but in no event longer than ten (10) days after termination,
terminate its orders and subcontracts related to the work which has
been terminated, and settle all outstanding liabilities and ‘all claims
ansing out of such termination of orders and subcontracts, with the
approval or ratification.of the State to the extent required, which
approval or ratification shall be final for the purpose of this Section,

c. Take such action as the State directs, or as necessary 10 preserve and
protect the property related to the Contract which is in the possession
of Contractor and in which the State has an interest;

d. Take no action to intentionally erase or destroy any State Data, which
includes State Data held by the Contractor’s subcontractors; -

e. Transfer title to the State and deliver in the manner, at the times, and
to the extent direcied by the State, any property thich is required 1o .
be furnished to the Slalc and which has been acceptcd or requcsted by
the State;

f. Securely dispose of all requested data in all of its forms, such as disk,
CD/DVD, backup lape and paper, when requested by the Siate. Dala’
shall be permanently deleted and shall not be recoverable, according
to National Institute of Standards and Technology (NIST)-Special
Publication (SP) 800-88 approved methods. Certificates of
destruction shatt be provided to the State;

g Work with the State 10 develop a Services and Data Transition-Plan
- per the “Contract End-of-Life Transition™ requirement in the
_ Additional Requirements seclion of this Contract; and
h. Provide written Cerification 1o the State that Contractor has
surrendered 1o the State all said property.

9.2.3 If the Contract has expired, or terminated prior to the Completion Date, for
any reason, the Contractor shall provide, for a period up 10 nincty (90) days
after the expiration or termination, all transition services requested by the
State, at no additiona) cost, to allow for the expired or terminated portion of

‘the Services to continue without interruption or adverse cffect, and to facilitate

. . -
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the orderly transfer of such Services to the State or its designees (“Transition
Services™).

9.2.4  This covenant in paragraph 9 shall survive the termination of this Contract.

A.S  Provision 190, DatalAccesleoanentlalm'fl’reservanon, is updated with the following
addition:

10.4  In performing its obligations under this Agreement, Contractor may gain

access 10 Confidential Information of the State. Confidential Infonmation is defined

in the Department of Health and Human Services’ Information Security Requirements
. Exhibit K.

10.5  Subject to applicable federal or State laws and regulations, Confidential -
Information shall riot include information which:

a. shall have otherwise become publicly available other than as a result of disclosure *
by the receiving Party in breach hereof;

b. was disclosed to the receiving Party on a non-confidential basis from a source
other than the disclosing Party, which the receiving. Party believes is not
prohibited from disclosing such information as a result of an obligation in faver

- of the disclosing Party; or

¢. is disclosed with the written consent of the disclosing Party’s Privacy Officer or
designee. ’

10.6  Contractor Confidential Information. Contractor shall clearly identify in
writing all information it claims to be confidential or proprietary upon providing such
information to the State. For the purposes of complying with its legal obligations, the
State is under no obligalion to accept the Contractor’s designation of material as
confidential. Contractor acknowledges that the State is subject to Siate and federal
laws governing disclosure of information including, but not limited to, RSA Chapter
91-A. In the event the State receives a request for the information identified by
Contractor as confidential or proprietary, the State shall notify Coniractor and specify
the date the State will be releasing the requesied information. At the request of the
State, Contractor shall cooperate and assist the State with the collection and review of
Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be Contractor’s sole responsibility and at
Contractor's sole expense. If Contractor fails to oblain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State’s
notice to Contractor, without any liability to the State.

10.7  This covenant in paragraph 10 shall survive the termination of this Contract.

; _ B L
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A.6  Provision 12, Assignment/Delegation/Subcontracts, is updnted with the following
‘addition:

12,3 Subcontractors are subject to the same contractual conditions as the

_ Contractor and the Contractor is responsible to ensure subcontractor compliance with
those conditions. The Contractor shall have written agreements with all
subcontractors, speci fymg the work o be performed, and if applicable, a Business
Associate Agreement in accordance with the Health Insurance Ponability and
Accountability Act. Written agreements shall specify how corrective action shall be

- managed. The Contractor shall manage the subcontractor’s performance on an
ongoing basis and take corrective action as necessary. The Contracior shall annually
provide the State with a list of all subconiractors provided for under this Agreement
and notify the. State of any inadequate subcontraclor performance.

124" In the event that Coniractor should change ownership for any reason
whatsoever that results in a change of control of the Contractor, the State shall have
the option of:

a. continuing under the Agreement with Contractor, its successors or assigns for
the full remaining Term of the Agreement or for such period of time as
determined necessary by the State; or

" b. immediately terminate the Agreement without liability to or further
compensation owed 1o Contractor, its successors or assigns.

A.7  The following Provisions arc added and made part of the P37:
25. FORCE MAJEURE"

25.1  Neither Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control-of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock ous,.riots, and acis of War, epidemics, acts of Government, fice,

power failures, nuclear accidents, earthquakes, and unusually severe weather.

25.2  Except in the event of the foregoing, Force Majeure events shall not include
the Contractor’s inability to hire or provide personnel needed for the Contractor’s
. performance under the Contract.

26. EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Coniract are incorporated
by reference herein, including the Department of Health and Human Services' Exhibits D-
K referenced in Exhibit G of this Agreement as Attachment 2.

27. NON-EXCLUSIVE CONTRACT

The Siate reserves the night, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identified under this Agreement. Contractor shall make best efforts

os
Page 14 of 51 l &f

Contractor Initials:
Date: 6/30/2022



DocuSign Envelope (D: DTA&ACFF-AZZHF3E-BSBO—4501A‘I 8DBE36

DocuSlgn Envelopa 10: 7TBA5ACAS-CAYE-4548-8D83-B87F 33088359

STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES
§5-2022-DCYF-09-RISKA DolT#2022-107 - Risk and Safety Collaboration Program
EXHIBIT A - SPECIAL PROVISIONS

to coordinate work with all other State vendors performing Services which relate to the work
or Deliverables set forth in the Agreement. The Staie intends 10 use, whenever possible,
exlslmg Software and hardware contracts 10 acquire supporting Software and hardware.

' 28.  GOVERNMENT APPROVALS

Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

29. ORDER OF PRECEDENCE

in the event of conflict or ambiguity among any of the text within this agreement, the
following Ordef of Precedence shall govern:

Lo i.  State of New Hampshire, Depariment of Health and Human Scrvices Coniract
Agreement $$-2022-DCYF-09-RISKA.

Remainder of this page intentionally left blank
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E?-(HlBlT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES :

The Statement of Work, Business and Technical Requirements, and Deliverables are set forth below:
1. STATEMENT OF WORK

The Contractor shall host, maintain, and support a dedicated, secure Cloud Based Web Portal with
a goal of providing the Department with twenty-four (24) hour technical support and access to the
Cloud Web Portal and the reports it generates in order to prevent g fatality or serious injury to
children known 10 the Department from a prior accepled report, regardless of finding, within 12
months of that previous accepted report. The Cloud Web Portal shall:

o Enable the Department to conduct statistical analysis of Child Abuse Investigations where
the outputs of the predictive model are accessible for dally use;

» Contain outputs that include a prediction across live data, a cross tabulation of all i ndings
from the historical data set, and a data worksheet allowing the User to navigate to
investigation/case/participant detail as il pertains to the data provided, combined with the

_ outputs of the modeling.

e Include support for a quality assurance review (ool in which questions may be imported
into the survey and applied to any identified victim of child abuse or neglect at 2ny time.
Reports shall also be included.

 Provide ongoing maintenance of the predictive models to periodically incorporaie ongoing
case work.

Treining, if necessary, 10 Department staff related to changes made to the model or lhcv
platform itself.

The Contractor shall host on the Web Portal, quality assurance review (ools case management
activities related to ongoing aclion steps, accountability and coaching/teaming sessions that occur,
including the tracking of action steps and due dates. Contractor shall host a page dedicated to
action sieps that identifies those actions and aclivities that are overdue and total action steps
overall.

The Contractor shall adapt the Web Pontal to create repons that provide a customized predictive data
samplc of prioritized cases for review by the Departiment. The Contractor shall provide additional
reports as mutually agreed upon by the Contractor and the Department.

1.1. Data Location

The Contractor shall provide its Services to the State and its end users solel y from data centers
within the Continental United States. All siorage, processing and transmission of State Data
shall be restricted.to information technology systems within the Continental United States.
The Contractor shall not allow its personnel or sub-contractors 10 store State data on portable
devices, including personal computers, except as specified and allowed by the Contract, and

oA
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then only on devices that are used and kept at its data centers within the Continental United
States unless express prior written consent is obtained from DHHS Information Security. The
Contractor shall permit its personnel and contractors to access State data remotely only (o
provide technical support and as specified or required by the Contract.

1.2. Background Checks

The Contractor shall conduct criminal background checks, at its own expense, and not utilize
any staff; including subcontractors, to fulfill the obligations of the Contract who have been’
convicted of any crime of dishonesty, including but not limited to criminal fraud, or otherwise
convicted of any felony or misdemeanor offense for which incarceration for up to | year is
an ‘authorized penalty. The Contractor shall promote and maintain an awareness of the
importance of securing the State's information among the Contractor's employees and agents.

Contractor workforce shall not be permitted to handle, access, view, store or discuss NH
DHHS Confidential Data until an attestation is received by the Contractor that all Contractor
workforce associated with fulfilling the obligations of this Contract are, based on NH DHHS
provided criteria herein and their job responsibility requirements, eligible to participate in
work associated with this Contract. Contractor agrees it will initiate a criminal background
check re- investigation of all workforce assigned to this Contract every five ycars. The five-
year period will be based on the date of the last Criminal Background Check conducted by
the Contractor or its Agent.

The State may, at its sole expense, conduct reference and background screening of the
Contractor’s Project Manager and Key Project Swaff. The State shall maintain the
_ confidentiality of background screening results in accordance with the Contract Agreement.

2. BUSINESS REQUIREMENTS:

The Contractor shall be responsible for meeting the Business Requirements associated with this
project which are identified below: )

The Contractor shall provide a web-based portal that utilizes predictive analytics to help identily
child welfare cases with the highest probability of serious injury or death. The web-based portal
will provide statistical analysis and reporting that enables the Department to identify which
children.are at highest risk as determined by the problem statement developed by the
Department’s Risk and Safety Consultation program. Risk and Safety Consultation quality
assurance tools will be completed and stored within the web-based system, which enables the
Department Risk and Safety Consultation Program to pull data, track action steps and provide a
higher level of monitoring and coaching for more comprehensive practice on these highest risk
Assessments. The purpose of the Department's Risk and Safety Consultation Program is o
improve outcomes for children and reduce the risk of serious injury or death.

2]
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The Contractor and the Department shall work collaboratively to identify children who are at the
highest risk of ‘abuse'and neglect to mitigate the risk of repeat maltreatment from caregivers and
to reduce child abuse and neglect faalities. The Contracior’s prediclive analytics operates on data
provided by the Depariment and the outputs are decision supports for use within the Deparniments
case practice.

3 TECHNICAL REQUIREMENTS

)

The Contractor shall be responsible for meeting the Technical and Security Requiremenis identified
in §5-2022-DCYF-09-RISKA DolT#2022-107 Risk and Safety Collaboration Program, Atlachment
1, Business and Technical Requirements.

4. DELI\‘:’ERABLE ACTIVITY, OR MILESTONE

The Contractor shall be responmble for meeting the Deliverables, Activities’ andior Mll&stones
1dcnt|ﬁcd in Table B-4: Deliverables.

DELIVERABLES / ACTIVITY / MILESTONES PRICING WORKSHEET
DELIVERABLE, ACTIVITY, DELIVERABLE | FROJECTED | o
OR MILESTONE' TYPE DATE
PLANNING AND PROJECT MANAGEMENT
i Conduct Project Kickoff Meeling Non-Software il-17 INCLUDED
2 Work Plan Wniten . Jul-17 INCLUDED
3 Auestation of background check Written - Apr-22 INCLUDED
4 Project Status Reports -Written PERIODICALLY | INCLUDED
Infrastructure Plan, including
5 Deskiop and Network -Written Jul-17 INCLUDED
Configuration Requiremnents
6 Information Security Plan (ISP) Written Jul-17 INCLUDED
7 ﬁ:‘:ﬂ";:g‘;:‘t'g;‘:n“"d Change Written Jul-17 INCLUDED
8 Sofware Configuration Plan Written Jul-17 INCLUDED
9 f)i;‘;“jcl:;g?ﬁ; flan and . Writien Jul-17 INCLUDED
10 Testing Plan Writien Jul-17 INCLUDED
I Data Conversion Plan and Design Written Jul-17 INCLUDED
12 | Deployment Plan ' Wrilten Jul-17 INCLUDED
13 g""‘?”*’h‘"“"" Training Plan and Written PERIODICALLY { INCLUDED
urriculum
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4 End User Support Plan Wriuen Jul-17 MNCLUDED
15 Business Continuity Plan ' Written Jul-17 INCLUDED
16 Documentation of Operational Written Jul-17 | neiLuDED
Procedures . :
Bring Your Own Device (BYOD 2y
b Secugrily Plan (ifapplicab(le) : ) Winien pA
Mandastory
security
. document.
18 g:;isl::;ctu(%npllm?acl Written Consult DHHS
DISQ if you wish
{0 remove as a
requirement.
Systems Security Plan (SSP)
(the SSP shall include security Mandatory
requiremenis of the system and security
describe the controls in place, or document,
19 planned, for meeting those Written Consult DHHS INCLUDED
requirements. The SSP shall also DISO if you wish
delineates responsibilities and 10 remove as a
expected behavior of all requirement.
individuals who access the system) E
Mandatory
security
' . document.
20 Disaster Recovery Plan (DRP) Written LConsult DHHS INCLUDED
DISQ if you wish
to remove as a
reguirement.
INSTALLATION
21 ::g;;%c Software Licenses if Written _ I1-Apr-22 INC[,UDED
7 EI:[:’\IS:S!:J l:lgo?:ﬁ Bal) Software © o Jul1? INCLUDED
Provide Software Installed, '
23 | Configured, and Operational to Soflware Jul-17 INCLUDED
Satisfy State Requirements '
TESTING )
24 Conduct Integration Testing Non-Saoftware syljlio rr[::;;:te INCLUDED
25 Conduct User Acceptance Tesling Non-Sofiware | 4pen cach INCLUDED
- sysiem update
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Upon each

26 Perform Production Tests Non-Software INCLUDED
. system update
27 Test In-Bound and Out-Bound Software Upon each INCLUDED
Interfaces system update
ag | Conduct System Performance Non-Sofiware | PERIODICALLY | INCLUDED
(Load/Stress) Testing
Certification of 3rd Party Pen - _
29 Testing and Application Non-Software PERIODICALLY | INCLUDED
Vulnerability Scanning.
Security Risk Assessment (SRA)
Repont
o if P11 is pan of the Contract, the Mi:d.?lory
SRA shall include a Privacy security _
: Impact Assessment (PIA) ) document:
30 ; . . Written Consult DHHS INCLUDED
o if BYOD (if personal devices DISO if you wish
have been approved by DHHS o cml v):: :s a
Information Security 1o use, then N o : .
the SRA shall include 2 BYOD equirement.
section) -
3 Security Authorization Package Written
SYSTEM DEPLOYMENT ' '
132 Conven;:d Dala' Loaded |‘mo Software Jal-17 INCLUDED
Production Environment
Provide Tools for Backup and .
33 Recovery of all Applications and Software Jul-17 INCLUDED
Data ' .
34 Conduct Training Non-Software PERIODICALLY | INCLUDED
35 Cutover to New Software Non-Software Jul-17 INCLUDED
36 Provide Documentation Written PERIODICALLY | INCLUDED
37 Execute System Security Plan Non-Software PERIODICALLY | INCLUDED
" OPERATIONS ) :
38 | Ongoing Hosting Support "Non-Software ONGOING INCLUDED
' : . $4,500/
39 Ongoing Support & Maintenance Sofiware ONGOING MONTHLY
40 Conduct Project Exit Meeting Non-Software -TBD INCLUDED
41 Contract End of Life Transition Non-Software TBD INCLUDED
5. CONTRACT END-OF-LIFE TRANSITION SERVICES
5.1. If applicable, upon termination or expiration of this contract the Parties agree to cooperate in
good faith_to effectuate a smooth secure transition of the Services from the Contractor to the
Isagc 20 of 51 f;?
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5.2

5.3.

5.4.

5.5.

5.6.

6.1.

Depaniment and, if applicable, the Vendor engaged by the Department 10 assume the Services
previously performed by the Contractor for this section the new vendor shall be known as
“Recipient”). Coniract end of life services shall be provided at no additional cost. Ninety {90)
days prior to the end-of the contract or unless otherwise specified by the Department, the
Contractor shall begin working with the Department and if applicable, the new Recipient 10
develop a Data Transition Plan (DTP). The Department shall provide the DTP template to the
Contracior. ' ’

The Contractor shall use reasonable efforts to assist the Recipient, in connection with the
transition from the performance of Services by the Contractor and its Affiliates 1o the
performance of such Services. This may include assistance with the secure transfer of records

‘(electronic and hard copy), transition of historical daia (electronic and hard copy), the transition

of any such Service from the hardware, software, network and telecommunications equipment
and intemet-related information technology infrastructure (“Internal IT Systems™) of Contractor

.to the Internal IT Systems of the Recipient and cooperation with and assistance to any third-party

consultants engaged by Recipient in connection with the Transition Services.

If a system, database, hardware, soflware, and/or software licenses {Tools) was purchased or
created 10 manage, track, and/or store State Data in relationship to this contract said Tools will
be inventoried and retumed to the Department, along with the inventory document, once
transition of State Data is complete.

The internal 'i)l.anning of the Transition Services by the Contractor and its AfTiliates shall be
provided to the Department and if applicable the Recipient on a timely manner. Any such
Trensition Services shall be deemed to be Services for purposes of this Contract.

Should the data Transition extend beyond the.end of the contract, the Contractor and its affiliates
agree Contract Information Securily Requirements, and i applicable, the Department’s Business
Associntes Agreement terms and conditions remain in effect until the Data Transition is accepted
as complete by the Department.

In the event where the contractor has comingled Department Data and the destruction or
Transition of said data is not feasible, the Department and Contractor -will jointly evaluate
regulatory and professional standards for reiention requirements prior to destruction.

COMPLETION OF SERVICES

Each service or Transifion phase shall be deemed completed (and the Transition process
finalized) at the end of 15 business days after the product, resulting from the Service, is delivered
to the Department and/or the Recipient in accordance with the mutually agreed upon Transition
plan, unless within said 15 business day term the Contractor notifies the Department of an issue
requinng additional time to complete said product. i ‘
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6.2.

7.
8
8.1.
8.2.
9.

9.1.

Once all parties agree the data has been migrated the Contractor will have 30 days to destroy
the data per the terms and conditions of the Department's Information Security Requirements
Exhibit, including centificate of data destruction.

DISAGREEMENT OVER TRANSITION SERVICES RESULTS

In the event the Department is not satisfied with the results of the Transition Service, the
Department shall notify the Contractor, by email, stating the reason for the lack of satisfaction
within 15 business days of the final product or at any time during the data Transition process. The
Parties shall discuss the actions to be taken to resolve the disagreement or issuc. If an agreement is
not reached, at any time the Department shall be entitled to initiate actions in accordance with this
contract. ) -

WEBSITE AND SOCIAL MEDIA’

The-Contractor agrees that if performance of services on behalf of the Department involve
using social media or a website (o solicit information of individuals, or Confidential data, the
Contractor shall work with the Department’'s Communications Bureau to ensure that any
website designed, created, or managed on behalf of the Department meets all of the
Department’s and NH Depariment of Information Technology's website and social media
requirements and policies. '

Contractor agrées prolecied health information (PHI), personal information (P1), or other
confidential information solicited either by social media or the website maintained, siored or
captured shall not be funher disclosed unless expressly provided in the contract. The
solicitation or disclosure of PHI, P, or other confidential information shall be subject 1o the
Information Security Requirements Exhibit, the Business Associates Agreement Exhibit and
all applicable state rules and state and federal law. Unless specifically required by the contract
and unless clear notice.is provided to,users of the website or social media, the Contractor agrees
that site visitation will not be tracked, disclosed or used for website or social media analytics
or markeling,

STATE 0\\’NED_DEWCES, SYSTEMS AND NETWORK USAGE .

1f Contractor workforce or agent is authorized by the Department’s Information Security Office
10 use a state issued device (e.g. computer, 1Pad, cell phone) in the fulfilment of this contract
they shall;
- & Sign and abide by applicable Department and NH Department of Information
Technology use agreements, policies, standards, procedures and/or guidelines;

b. Use the information 1hat they have permission to access solely for conducting ofTicial
state business. All other use or access is strictly forbidden including, but not limited,
to personal or other private and non-State use, and thal at no time shalt Vendor
workforce or agents access or aliempt Lo access information without having the express
authorily of the Department 1o do so;
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10.

10.1.

Page 23 of 51

c. Not access or attempt to access information in a manner inconsistent with the approved
policies, procedures, and/or agreement relating to system entry/access,

d. Not copy, share, distribute, sub-license, modify, reverse engineer, rent, or sell software
licensed, developed, or being evaluated by the state. At all times the contractor must
use utmost care to protect and keep such software stricily confidential in accordance
with the license or any other agreement executed by the state. Only equipment or

' software owned, licensed, or being evaluated by the staie can be used by the contractor.
Non-standard software shall not be installed on any equipment unless authorized by
the Department’s Information Security Office;

¢. Agree that emai! and other elecironic communication messages created, sent, and

“received on a state-issued email system are the property of the State of New Hampshire
and to be used for business purposes only. Email is defined as “internal emai! systems”
or “state-funded email systems.” The Contractor understands and agrees that use of
email shall follow Department and State standard policies; and

9.2. ~ When utilizing the Department’s email system all contraciors shall:

a. Include in the signalurc lines information identifying the contractor as a non-state
employee
b. Contein the following cmbedded confidentiality notice:

CONFIDENTIALITY NOTICE: “This message may contain information that is
pnwlcgcd and confidential and is intended only for the use of the individual(s) to
whom it is addressed. If you receive this message in ervor, please notify the sender
immediately and delete this elcclromc message and any attachments (rom your systcm
Thank you for your cooperation.”

¢. The intemet/Intranet is to be used for access 1o and distribution of information in direct
support of the business of the Siate of New Hampshire according to policy. At no time
should the internet-be used for personal use. '

DELIVERABLE REVIEW AND ACCEPTANCE

Non-Software and Written Deliverables Revicew and Acceptance

The Contractor shall provide a written Certification that a non-software, viritten deliverable
(such as the Test Plan) is final, complete, and ready for Review. After receiving such
Certification from the Contractor, the State will Review the Deliverable 1o determine whether
it meets the requirements outlined in this Exhibit. The Siate will notify the Contractor in
writing of its Acceptance or rejection of the Deliverable, or its partial or conditional Acceptance
of the Deliverable, within five (5) business days of the State’s receipt of the Contractor's
written Centification; provided that if the State determines that the State needs more than five:
(5) days, then the State shall be entitled to an extension of up to an additional ten (10) business
days. f the State rejects the Deliverable or any portion of the Deliverable, or if any Acceptance
by the State is conditioned upon completion of any relaied matier, then the State shall notily
the Contraclor of the nature and class of the Deficiency, or the terms of the conditional
Acceptance,, and the Conlractor shall correct the Deficiency or resolve the condition 1o

| &f

Contractor Initials:

Date:

6/30/2022



DocuSign Envelope 1D; D7ABACFF-A228-4F 3E-B560-4501A18DBE36

DocuSign Envelope ID: TB85ACA49-CADY-4548-8063-B87F 33088359

STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES

$5-2022-DCYF-09-RISKA DolT#2022-107 - Risk and Safety Collaboration Program

EXHIBIT B-STATEMENT OF WORK
BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

10.2.

Acceptance within the period identified in the Work Plan. If no period for the Contractor’s
correction of the Deliverable or resolution of condition i5 identified, the Contracior shall correct
the Deficiency in the Deliverable or resolve the condition within five (5) business days or such
longer period as the. State (in its sole discretion) may agree. Upon receipt of the corrected
Deliverable, the State shall have five (5) business days 10 review the Deliverable and notify.the
Contractor of its Acceplance, Acceptance in part, conditional Acceplance, or rejection thereof,
with the option 10 extend the Review Period up to five (5) additional business days, or mutually
agreed upon timeframe. If the Contractor fails to comect the Deficiency within the allotted
period, the State may, at its option, continu¢ reviewing the Deliverable and require.the
Contractor to continue until the Deficiency is corrected, or immediately terminate the Contract,
declare the Contractor in default, and or pursue its remedices at law and in cquity.

Software Deliverables Review and Acceptance :
SystemvSoftware Testing and Acceptance shall be performed as set forth in the Test Plan and

. more particularly described in Acceptance and Testing Services described herein.

10.3.

10.4.

11.

Number of Deliverables

Unless the State otherwise specifically agrees in writing, in no event shall the Contractor certify
for testing and deliver to the State more than three (3) Deliverables for review or testing at one
time. As the State accepts a Deliverable, an additional Deliverable may be presented for review
but at no time ¢an the Deliverables exceed three {3) at a time without the authorization of the
State. !

Conditional and Unconditional Acceptance. .

By accepting a Deliverable, the State reserves the right 10 reject any and all Deliverables in the
event the State detects any Deficiency in the System, in whole or in part, through completion
of all Acceptance Testing, including but not limited 10, Software/System Acceptance Testing,
and any extensions thereof.

CHANGE ORDER

11.1.

11.2.

The State may make changes, revisions or request enhancemenls to the Scope of Work at
any lime by written Change Order. The Siate originated changes, revisions or
enhancements shall be approved by the Department of Information Technology. Within
five (5) business days of Contractor's receipt of a Change Order, Contractor shall advisc
the State, in detail, of any impact on cost (e.g., increase or decrease), the Schedule, and the
Wark Plan. ' .
Contractor may propose a change within the scope of the Contract by written Change
Order, identifying any impact on cost, the Schedule, and the Work Plan. The State shall
acknowledge receipt of Contractor's requested Change Order within five (3) business days.
The State Agency, as well as the Department of information Technology, must review and
approve all Change Orders in writing. The State shall be deemed 10 have rejected the
Change Order if the Parties are unable (o reach an agreement in writing within 30 days of
receipt of the Change Order.

o3
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1

1
12

1

]

1
13.

1.3,

14.

Change orders resulting in an increase of Price Limitation, an extension of lime for
Contract completion or a significant change 10 the scope of the Contract may require
approval by the Governor and Council. )

A Change Order which is accepted and executed by both Parties, and if applicable approved
by Governor and Council, shall amend the terms of this Agreement.

IMPLEMENTATION SERVICES

2.1.  The Contractor shall employ an industry-standard Implementation strategy with a timeline
set forth in accordance with the Work Plan: . e

2.2.  The Contractor shall manage Project execution and provide the tools needed to create and
manage the Project’s Work Plan and tasks, manage and schedule Project stafT, track and
nmanage issues, manage changing requirements, maintain communication within the’
Project Team, and Report status.

2.3.  The Contractor and the State shall adopt a Change Management approach to identify
and plan key strategies, communication initiatives, and training plans.

PROJECT MANAGEMENT .

The Contractor shall provide project tracking tools and templates 1o record and manage Issues,
Risks, Change Requests, Requirements, and other documents used in the management and
iracking of the project. The State believes that effective communication and Reporting are
essential to Project success. The Contractor shall employ effective communication and

Reporting strategies to ensure Project success. The Contractor Key Project StafT shall

participate in meetings as requested by the State, in accordance with the requirements and
terms of this Contract.

The Project requires the coordinated efforts of a Project Team consisting of both Contractor
and State personnel. Contractor shall provide all necessary resources to perform its obligations
under the Contract.” Contractor is responsible for providing all appropriate resources and
personnel to manage this Project 10 a successful completion.

13.1

13.1.1.

The Contractor Key Project Staff
The Contractor’s Contract Manager
Coniracior shall assign a Contract Manager who will be responsible for all Contract
authorization and administration, including but not limited 1o processing Contract
documentation, obtaining executive approvals, tracking costs and payments, and
representing the parties in all Contract administrative activities. Contractor’s Contract
Manager is:
Patricia Povolny
(813) 949-3293 ext. 221 -
trish@mindshare-technology.com
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13.1.2. The Contractor’s Project Manager
‘ Contractor sha!l assign a Project Manager who is qualified to perform or supervise the
Contractor’s obligations under this Agreement. Contractor's Project Manager is:

Jeff Yowell
(813) 949-3293 ext. 224
jyowell@mindshare-lechnology.com

Contractor’s selection of the Project Manager shall be subject to the prior written
approval of the State. The State's approval process may include, without limitation,

“at the State's discretion, review of the proposed Project Manager's resume,
qualifications, references, and background checks, and an interview. The State may
require removal or reassignment of Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State’s salisfaction.

Project Manager must be qualified to-perform the obligations required of the position
under the Contract, shall have full authority to make binding decisions under the
Contract, and shall functign as Contractor’s representative for all administrative and
management matters. Project Manager must be available to promptly respond during
normal Business Hours within Féur (4) hours of inquiries from the State. Project
Manager must work diligently and use his/ her best fforts on the Project.

13.1.3. Change of Project Manager

Contractor may not replace the Project Manager or change its assignment of Project
_Manager without providing the-State written notice and obtaining the prior approval
of the State of the replacement Project Manager. State approvals for replacement of
Project Manager shall not be unreasonably withheld. The replacement Project
Manager is subject 1o the same requirements and Review as set forth above. Contractor
shall assign a replacement Project Manager- within ten (10} business days of the
departure of the prior Project Manager, and Contractor shall continue during the ten
(10) business day period to provide competent project management Services through
a qualified interim Project Manager.

13.1.4. The Contractor’s Additional Project Staff -
The State considers the following individuals to be Key Project Staff for this Project:

Greg Povolny 'Project Director
. Ed Schmitt  Principal Engineer

The Statc reserves the right to require removal or reassignment of Key Project Staff
who are found unacceptable 1o the State. Contractor shall not change Key Project
Stafl commitments without providing the State written notice and obtaining the prior
written approval of the State. State approvals for replacement of Key Project Staff

4 03
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13.2.
13.2.1.

13.2.2.

will not be unreasonably withheld. The replacement Key Project Stafl shall have
comparable or greater skills than Key Project Staff being replaced.

The State Key Project Staff

The State Contract Manager
The Staie shall assign a Contract Manager who shall function as the State’s representative

with regard to Contract administration. The State Contract Manager is: -

Kim Crowe
603-419-0317
Kimberly.Crowe@dhhs.nh.gov

The State Project Manager
The State shall assign a Project Manager. The State’s Project Manager is:

Jennifer Gerber, MSW
603-573-0308
Jennifer. Gerber@dhhs.nh.gov

- The State Project Manager’s duties shall include the following:

Leading the Project; -

Engaging and managing all Contractors working on the Project;
Managing significant issues and risks; .
Reviewing and accepting Contract Deliverables,

[nvoice sign-offs; '

Review and approval of Change Orders;

Managing stakcholders’ concerns.

‘@meRn b

14. . ACCEPTANCE&TESTINGISER\'ICES

The Contractor shall provide a platform conléining séveral environments that operates in a
single-tenancy configuration. In the Department’s environment there exisls several test
environments, test databases and a primary and secondary production environment. Phases
include but are not limited to:

e Functional Testing to ensure that features work -as per. the documented functional
requirements. Please nolc that the Depariment enhancement tickels are considered functional
requirements and the quality of the documentation may impact the quality of the final,
delivery. : '

 Regression testing to ensure that changes, both enhancements and defect fixers to

Page 27 of 51
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o Usebility Testing to determine if the system is casily usable from an end-user’s
perspective. The Contractor relies heavily on Department feedback in this regard.

« Performance Testing to determine how the system performs in terms of responsiveness and
stability under certain user load and data load, which is performed at various intervals
throughout an operational day 10 ensure that there is no adverse effect on the Department
configuration. Data exchange timeframes-are based on the Department requiremenis.

e Securily Testing 10 uncover vulnerabilities of the system and determine that its data
- and resources are prolected from unauthorized use.

e Compliance Testing 10 determine the compliance of the system with intermal or
external standards. 3

mission-critical system is stopped or so severely
impacted ihat the Department cannot reasonably
continue work.

For Severity Level 1 problems, Contractor shalt
begin work on the problem immediately upon
nolification and handle as the highest priority uniil
the Department is given a fix or workaround.
Department resources must be made available in

‘Severity Level | situations and reasonably

cooperale to help resolve the issue.

Severity Level 1 problems could have the
following charactenstics:

« System hangs or crash situations
» Data loss or data corruption
« Critical functionality not available

-Severity Description Helpdesk Response
Level .
Severity | Critical business impact ) - Immediate Initial
(Critical) Department’s production use of our products on a Response &
primary business service, major application or Updates every 2 hours

until problem is resolved

1 day target

D3
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Severity 2
{Major)

Significant Business Impact:

Important product features are unavailable with no
acccptable workaround. Department's
implementation or production use of Contractors
products in a primary business service, major
applications or mission critical systems are
functioning with limited capabilities or are unstable
with periodic interruptions. The software may be
operating but is severely restricied.

Severity Level 2 problems could have the
following characteristics:

Product error or failure forcing a restan
or recovery

» Severely degraded pcrformancc

+ Funciionality-unavailable but the syslem is
able to operate in a restricied fashion.

Immediate Initial
Response &
Assignment

To be worked during
business as a higher priority
than any Sevenity 3,
Severily 4 or Enhancement
Request.

3 day target

{Minor)

Sevenity 3 .

Minimal Business Impact:

Product features are unavailable but a workaround
exists and the majority of software functions are still
useable. Minor function/feature fzilure thal the
Department can easily circumven! or avoid.
Depariment work has minor loss ol' operational
functionality.

Severily Levet 3 problems could have the followmg
charactenistics:

Error message with workaround

Minimal performance degradation

Incorrect product behavior with minor impact
Questions on product functionality

or configuration during

implementation

Immediate [nitial
Response &

Assignment

To be worked during
business as a higher
priority than any Severity
4 or Enhancement
Request.

[}
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Severily 4
(Trivial)

Nominal Business Impact: Immediate Initial
Response &

Minor problem or question that does not affect the Assigpment
software function such as How To's, documentation, '
general questions, or enhancement requests. There is
no impact to product usage or Depariment’s
operations.

- To be worked during
business as a higher
- priority than any Severity

Severity Level 4 problems could have the following Enhancement Request,
characteristics:

« General requests for advice on product usage
« Clarification on product documentation

or release noles '
+ Questions on product functionality

or configuration during

implementation

15. MAINTENANCE, OPERATIONS AND SUPPORT

The Contractor shall provide maintenance, operations and supporting including but not limited to:

»

On-going model training

Updates

o Technical updates and adjustments

16.1.

System Maintenance 3 )
The Contractor.sholl maintain and support the System in all material respects as described
in the Contract, through the Contract Completion Date. The Contractor shall make

_available 1o the State the latest programn updates, general maintenance releases, selected

16.2.

functionalily releases, patches, and Documentation that are generally offered to its
Departments, at no additional cost.

System Support’ )
The Contractor must perforim on-site or remote technical support in accordance with the
Contract, including without limitation the requirements, terms, and conditions conlained

herein.
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Class A Deficiencies — The Contractor shall have available to the State on-call
telephone assistance, with issue tracking available to the State, eight (8) hours per
day and five (5) days a week with an email / telephone response within two (2)
hours of request; or the Contractor shall provide-support on-site or with remote
diagnostic Services, within four (4) business hours of a request;

Class B & C Deficiencies — The State shall notify the Contraclor of such
Deficiencies during regular Business Hours and the Contractor shall respond back

within four (4) hours of notification of planned corrective action.

16.3.  Support Obligations
The Contractor shall repair or replace Soflware, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

The Contractor shall maintain a record of the activities related to Warranty repair or
mainlenance aclivities performed for the State;

a.

b.

For all maintenance Services calls, the Contractor shall ensure the follomng
information will be collected and maintained:
i.  nature of the Deficiency;

il.  current status of the Deficiency;

jii.  action plans, dates, and times;

iv.  expected and actual completion time;

v.  Deficiency resolution information;

vi.  resolved by;
vii.  identifying humber i.e. work order number; and
viii.  issue identified by; and

The Conlracmr must work with the State to identify and troubleshoot potentially
large-scale System failures or -Deficiencies by calleciing the following
information:
i.  mean lime between Reported Dcﬁcwnc:es with the Sofiware;
il.  diagnosis of the root cause of the problem; and
ili.  identification of repeat calls or repeat Software problems.

ITthe Contractor fails to correct a Deficiency within the alloited period of time stated above,
the Contractor shall be deemed 10 have committed an Event of Default, and the State shall
have the right, at its option, to pursue the remedies as- defined in the P-37 General
Provisions, Provision 8, as well as to return the Contractor’s product and receive a refund
for all amounts paid to the Contracior, including bul not limited 1o, applicable License fees,
within ninety (90) days of notification to the Contractor of the State’s refund request.

16.4.  Conlract Warrantics and Representations

16.4.1.

System

¥ o3
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The Contractor warrants that any Systems provided under this Agreement will operate
and conform to the Specifications, terms, and requirements of this Agreement.

16.4.2.  Software
The Coniractor wamants that any Software provided as part of this Agreement,
including but not limited to the individual modules or functions fumished under the
Contract, is properly functioning within the System, compliant with the requirements
of the Contract, and will operate in accordance with the Specifications and terms of the
Contract.

For any breach of the above Software warranty, in addition 1o all its other remedies at
law and in equity, at the Siate’s option the Contractor shall:

a. provide the correction of program errors that cause breach of the warranty, or
if Contractor cannot substantially cormrect such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid to Contractor for the program license and any unused, prepaid
technical support fees the State has paid for the program license; or

b. the re-performance of the deficient Services, or

¢. if Contractor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the-
fees paid to Contractor for the deficient Services.

164.3.  Compatibility
Contractor warrants that all System components, including but not limited to the
‘componénts provided, any replacement or upgraded System Software components
provided by Contractor to correct Deficiencies or as an Enhancement, shall operate
with the rest of the System without loss of any functionality.

1644.- Services
Contractor warrants that all Services to be provided under this Agreement will be
provided expediently, in a professional manner, in accordance with industry standards

_and that Services will comply with performance standards, Specifications, and terms
of the Contract.

16. SOFTWARE AGREEMENT

The Coniracior shall provide the State with access (o the Software Licenses and Documcntauon s¢t
forth in the Contract, and particularly described Exhibit D: Software Agrcemcnl
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EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

17.

19.

ADMINISTRATIVE SERVICES

The Contract shall provide the State with the Administrative Services set forth in the Contract, and
particularly described in Exhibit E: Administrative Services '

TERMS AND DEFINTIONS

Terms and Definitions applicable to this Contract are identified in Exhibit F. Terms and
Definitions.

"CONTRACTOR'S CERTIFICATES

Required Contractor Certificates are attached in Exhibit G.

Remainder of this page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

EXHIBIT C = PRICE AND PAYMENT SCHEDULE
The terms outlined in the Payment Schedule is set forth below:
. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State exceed
the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The payment
by the State of the total Contract price shatl be the only, and the complete reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hercof.

2.  TRAVEL EXPENSES

The State will not be responsible for any travel or out of pockel expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
~ travel and related expenses incurred by Contractor in performance of its obligations. All labor
rates in this Agreement will be considered “Fully Loaded”, including, but not limited to: meals,
hotel/housing, airfare, car rentals, car milcage, and any additional out of pocket cxpenses.

3. - SHIPPING FEES

The State will not pay for any shipping or delivery fees unless specifically itemized in this-
Agreement.

4, INVOICING

The Contractor shall submit correct invoices to the Siate for all amounts to be paid by the
State. All invoices submitted shall be subject 1o the State’s prior writien approval, which shall
not be unreasonably withheld. The Contractor shall only submit-invoices for Services or
Deliverables as permitied by the Contracl. Invoices must be in a formai as dciermined by the
State and contain detailed information, including without limitation: ilemization of each
Deliverable and identification of the Deliverable for which payment is sought, and the
Accepiance date Iriggering such paymeni; datc of delivery and/or installation; monthly
maintenance charges; any other Project costs or reiention amounts if applicable.

Upon Acceptance of 2 Deliverable, and a properly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within thirty (30) days of invoice receipt.
Invoices will not be backdated and shall be promptly dispatched.

5. INVOICE ADDRESS
Invoices may be sent to:
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Page 34 of 51 ‘ l &f

‘Contractor Initials:
Daie: 6/30/2022



DocuSign Envelope ID: D7ABACFF-A2268-4F 3E-B560-4501A18DBE36

DocuSign Envelope 10: 7B35ACA3-CAGY-4548-8063-887F 33089359

STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES
§5-2022-DCYF-09-RISKA DolT#2022-107 —Risk and Safety Collaboration Program
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The Department of Health and Human Services

Kimberly Crowe

Division for Children, Youth and Families 129 Pleasant Street
Concord, NH 03301-3857

6. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for
ACH paymenis: hitps://www.nh.gov/ireasury/state-vendors/index.him

7. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifieen (15) business days, retumn to the State
~ the full amount of any overpayment or erroneous payment upon discovery or notice from the
State.

8 CREDITS

The State may apply credits due to the State arising out of this Contract, against the
Contractor's invoices with appropriate information aftached.

9, PROJECT HOLDBACK-N/A

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software
License fees, as set forth in the Payment Table, until successful conclusion of the Wamanty
Period. - ' '

10. PAYMENT SCHEDULE
10.1  Contract Type
10.1.1. _ Activities / Deliverables / Milestones Pricing -

This is a Not o Exceed Contract. The total Contract value is indicated in P-37 General Provisions -
Block 1.8: Price Limitation for the period.-between the Effective Daie through date indicated in P-37
General Provisions - Block 1.7: Completion Date. The Contracior shall be responsible for performing
its obligations in accordance with the Contract. ‘This Contract will allow 1he Contractor to invoice the
State for the following activities, Deliverables, or milestones appearing in the price and payment tables
‘below: i

~D3
Page 35 of 51 [ &f

Contractor Initials:
Date: 6/30/2022



DocuSign Envelope ID: D7ABACFF-A228-4F3E-B560-4501A18DBE36

* DocuSign Envelope 10: 7885AC49-CAG0-4548-8063-887F33080359

SS-2022-DCYF-091RJSKA DolT#2022-107 - Risk and Safety Collaboration Program

STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES

EXHIBIT C — PRICE AND PAYMENT SCHEDULE

DELIVERABLES / ACTIVITY / MILESTONES PRICING WORKSHEET
PROJECTED
DELIVERABLE, ACTIVITY, OR MILESTONE | PELIVERAB | ey ivery PRICE
LE TYPE =
. DATE
PLANNING AND PROJECT MANAGEMENT
1 | Conduct Project Kickoff Meeting Non-Software Jul-17 INCLUDED
2+ | Attestation of background chéck Written Apr-22 INCLUDED
3 | Project Status Reports Written PERIODICALLY | INCLUDED
4 Infrastrucu.lrc Plan, Encludmg pcsktop and Network Written Jul-17 INCLUDED
+ | Configuration Requirements
§ | Information Security Plan (ISP) Writien Jul-17 INCLUDED
6 | Communications and Change Management Plan Written Jul-17 INCLUDED
7 | Software Configuration Plan Written Jul-17 INCLUDED
8 | Systems Interface Plan and Design/Capability Written Jul-17 INCLUDED
9 | Tésting Plan Writtén Jul-17 INCLUDED
10 | Data Conversion Plan and Design Wrilten Jul-17 INCLUDED
11 ] Deployment Plan Writien “Jul-17 INCLUDED
12 | Comprehensive Training Plan and Curriculum Written PERIODICALLY | INCLUDED
13 | End User Support Plan . Written Jul-17 MNCLUDED
14 | Business Continuity Plan Written ua?, - INCLUDED
15 | Documentation of Operational Procedures Written Jul-17 INCLUDED
6 Bnng Your Own Device (BYOD) Security Plan (if " Written N/A
applicablc)
Mandatory
security document,
. ; Consult DHHS
17 | Data Protection Impact Assessment (DPLA) Written DISO if you wish
to remove as a
: requirement.
Systems Securily Plan (SSP) Mandatory
(the SSP shall include security requiremenis of the security document,
system and describe the controls in place, or planned, g Consult DHHS
18 for meeting those requirements. The SSP shall also WaliEn DISQ if you wish IHELLEED
delineates responsibilities and expected behavior of to remove as a
all individuals who access the system) requirement.
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Mandstory
securily document.
. . Consult DHHS
19 | Disaster Recovery Plan (DRP) Writien DISO if you wish INCLUDED
' toremove asa .
requirement.
INSTALLATION '
20 | Provide Software Licenses if needed Written 1-Apr-22 INCLUDED
21 | Provide Fully Tested Data Conversion Software Software Jul-17 INCLUDED
Provide Software Installed, Configured, and
22 Operational to Satisfy State Requiremenis Selieie sty INELEBED
TESTING
23 | Conduct Integration Testing Non-Soltware Upon::(cjl;tzystem INCLUDED
24. | Conduct User Acceptance Testing Non-Software Kgen :;;I;:yslcm INCLUDED
25 | Perform Production Tests Non-Software | OP°" :;;:l:”"‘" INCLUDED
26 | Test In-Bound and-Out-Bound Interfaces Software Sigon :z;:tzys €M | NCLUDED
27 | Conduct System Performance (Load/Siress) Testing | Non-Software | PERIODICALLY | INCLUDED
Certification of 3rd Party Pen Testing and : i
28 Application Vulnerability Scanning, Non-Software | PERIODICALLY | INCLUDED
Security Risk Assessment (SRA) Repont Mandalory
o if PIl is part of the Contract, the SRA shall include security document.
a Privacy Impact Assessment (PIA) y Consult DHHS
27 0 if BYOD (if personal devices have been approved WiiHEm DISO:if you wish INCLU.DED
by DHHS Information Security to use, then the SRA to remove as a
shall include a BYQD section) - requirement.
30 | Security Authorization Package Writien
SYSTEM DEPLOYMENT-
31 | Converted Data Loaded into Production Environment Software Jul-17 INCLUDED
32 Pl‘OVl.dt? Tools for Backup and Recovery of all Software ul-17 [NCLUDED
Applications and Data
33 | Conduct Training Non-Soflware | PERIODICALLY | INCLUDED
34 | Cutover to New Sofiware Non-Software Jul-17 INCLUDED
35 | Provide Documentation Wrillen PERIODICALLY | INCLUDED
36 | Execute System Security Plan. Non-Software | PERIODICALLY, | INCLUDED
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OPERATIONS
37 | Ongoing Hosting Support Non-Software ONGOING INCLUDED
2 . . i $4,500/
. 38 | Ongoing Support & Maintenance Software ONGOING MONTHLY
39 | Conduct Project Exit Meeting Non-Software TBD INCLUDED
40 | Contract End of Life Transition Non-Soflware TBD INCLUDED

10.1.2.  Software License Pricing

The Department shall pay the Contractor a license fee of $34,000 per year at a monthly
reimbursement rate of $4,500 per month, for use, hosting, support, enhancements,
maintenance, and training. Licensee will pay Licensor a one-time setup fee of $ 0.00. The
Contractor shalt submit monthly invoices to the Department as follows:

License
Term License ; Invoice Payment
FY Fee Date Due Date
2022/23 )

Jut 2022 $4,500 07/01/22 07/15/22
Aug 2022 . $4,500 08/01/22 08/15/22
Sep 2022 $£4,500 09/01/22 09/15/22
Qc1 2022 $4,500 . 10/01/22 “10/15/22
Nov 2022 $4.500 11/01/22 11715722
Dec 2022 $4,500 12/01/22 12/15/22
Jan 2023 $4,500 01/01/23 01/15/23
Feb 2023 $4.500 - 02/01/23 02/15/23
Mar 2023 . $4,500 03/01/23 ’ 03/15/23
Apr 2023 $4,500 i 04/01/23 04/15/23
May 2023 $4,500 : 05/01/23 04/15/23
June 2023 34 500 06/01/23 04/15/23
July 2023 $4,500 07/01/23 07/15/23
Aug 2023 $4,500 08/01/23 08/15/23
Sep 2023 $4,500 09/01/23 09/15/23
Oct 2023 54,500 10/01/23 10/15/23
Nov 2023 . . 54500 .| 11/01/23 11/15/23
Dec 2023 54,500 12/01/23 12/15/23
Jan 2024 54,500 01/01/24 01/15/24
feb 2024 $4,500 02/01/24 02/15/24
Mar 2024 $4,500 03/01/24 03/15/24
Apr 2024 54,500 | 0ajor/2a 04/15/24
May 2024 $4,500 05/01/24 05/15/24
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| June 2024 | $4500 | 06/01/24 | 06/15/24 |

Remainder of this page intentionally left blank
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EXHIBIT D - SOFTWARE AGREEMENT

The terms outlined in the Software Agreement are set forth below:

1.

" LICENSE GRANT

1.1

SAAS --

During the Contract Tenn the State will receive a nonexclusive, non-assignable, royalty
free, worldwide right to access and use the Software solely for the State’s internal business
operations subject to the terms of this’ Agreement and up to the number of Licenses
documented in the Agreement.

The Partics acknowledge that this Agreement is a Services agreement and Contractor will
not be delivering copies of the Soflware to Depariment as part of the Agreement.

The solution is a Software as a Service and no deliverables are work product or works for
hire. No custom source code is developed for the Department use. The pre-existing
Software Products and Trademarks are proprietary (o the Contractor and remain the sole
property of the Contractor There is no source code provided and no sofiware escrow
agreement. - '

SOFTWARE TITLE

Title, right, and interest (including all ownership and inteltectual propenty rights) in the

-Sofiware provided under this Agreement, and its associated documentation, shall remain with
‘the Contractor

RESTRICTIONS
Except as othenwise permitted under the Contract, the State agrees not 1o:

a. Remove or modify any program markings or any notice of the Contractor’s proprietary
rights;

b. Make the programs or materials available in any manner to any third party for use in
the third party’s business operations, except as permitled herein; or

¢. Cause or permit reverse engineering, disassembly or recompilation of the programs.

VIRUSES

The Contractor shall provide Sofiware that is (ree of viruses, destructive programming, and

mechanisms designed 1o disrupt the performance of the Software in accordance with the

Specifications. As a part of its internal development process, Contractor will use reasonable

efforts to test the Soflware for Viruses. Contractor shall also maintain a master copy of the

appropriate Cfons of the Software, frec of Viruses. 1f the Siate believes a Virus may be
£p .
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present in the Software, then upon its request, Contractor shall provide a master copy for
comparison with and correction of the State’s copy of the Software.

5. AUDIT

Upon forty-five (45) days written notice, the Contractor may audit the State’s use of the
programs at the Contractor’s sole expense. The Stale agrees 10 cooperate with the Contractor’s
audit and provide reasonable assistance and access 10 information. The State agrees that the
Contractor shall not be responsible for any of the Siate’s reasonable costs incurred in
cooperating with the audit. Notwithstanding the foregoing, the Contractor’s audit rights are
subject to applicable State and federal laws and regulations.

6.  SOFTWARE NON-INFRINGEMENT

Contractor warranis that it has good title to, of the right to allow the Siate to use.all Services,
equipment, and Software, including any all component parts thercof such as third party
Software or programs that may be embedded in the Software (“Contracted Resources”)
provided under this Contract, and that such Services, equipment, and Software do not violate
or infringe any patent, trademark, copyright, trade name or other intellectual property rights
or misappropriate a trade secret of any third-party. i

The Warranty of non-infringement shall be an on-goirig and perpetual obligation that shall
survive termination of the Contract. In the event that someone makes a claim agains! the State
that any Contracted Resources infringe their intellectual property rights, the Contractor shall
defend and indemnify the State againsi the claim provided that the State:

a. Promptly notifies the Contractor in writing, not ater than 30 days after the Siate
receives actual written notice of such claim; s

b. ' Gives the Contractor control of the defense and any scttlement negotiations; and

c. Gives the Contractor the information, authority, and assistance reasonably needed to
defend against or settle the claim. ; i

"Notwithstanding the foregoing, the State’s counsel may participate in any claim to the extent
the State seeks to assert any immunities or defenses applicable to the State.

if the Contractor believes or it is dctermined that any of the Contracted Resources may have
viglated someone else’s intellectual propenty rights, the Contractor may choose to either
modify the Contracted Resources to be non-infringing or obtain a License to allow for
continued use, or if these alternatives are not commercially reasonable, the Contractor. may
end the License, and require return of the applicable Contracted Resources and refund all fees
the State has paid the Contractor under the Contract. The Contractor will not indemnify the
State if the State alters the Contracted Resources without the Contractor’s consent or uses il
outside the scope of use identified in the Contractor’s User Documentation or if the State uses
a'version of the Contracted Resources which has been superseded, if the infringement claim
could have been avoided by using an unaliered current version of the Contracted Resources
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which was provided to the State at no additional cost. The Contractor will not indemnify the
Siate to the extent that an infringement claim is based upon any information design,
Specification, instruction, Software, Data, or material not furnished by the Contractor. The
Contractor will not indemnify the State to the extent that an infringement ¢laim is based upon
the combination of any Contracted Resources with any products or Services not provided by
the Contractor without the Contractor’s consent.

CONTROL OF ALL COMPONENT ELEMENTS

Contractor acknowledges and agrees that it is responsible for maintaining all Licenses or
permissions to use any third-party Software, equipment, or Services that are component parts
of any Deliverable provided under this Agreement for the entire Term of the Contract. Nothing
within this provision shall be construed to require Contractor to maintain Licenses and
permissions for Software acquired by the State directly or through third-parties, which'may be
integrated with the Contractor’s Deliverables.

Remainder of this page intentionally left blank
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EXHIBIT E - ADMINISTRATIVE SERVICES
1. DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the Party believing itself aggrieved (the “Invoking Party”) shall call for
progressive management involvement in the.dispute negotiation by written notice to the other
Party. Such notice shall be without prejudice to the Invoking Party’s right to any other remedy
-permitted under the Contract.

The Parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for the
Partics at the following successive management levels, each of which shall have a penod of
"aliotted time as specified below in which to attempt to resolve the dispute:

Table E-1. . ' :
DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE
LEvEL | somp RCTOR e | STATE CUMULATIVE
CONTACT POIII\T OF CONTACT ALLOTED TIME
) Director . of Project Supervisor of Risk and Five (5} Busin
Primary Operations.  813-949- Safely ‘Consultation Da ) css
3293 x224 Program ys
i . 1 Bureau Chief of DCYF
' Chief Operaling i . "
First Officer. 813-949-3293 Bureau of Professu.m?l. Five (5) Business
and Stratégic Days
: x221
-Development
.. | President. Emaik: , : -
Second bbaison@mindshare- DCYF Director E'a""s (5) Business
technology.com : y
.| CEO. : ' ' .
. gpovolny@mindshare- Depantment  of Hcglih : Five (5) Business
Third Humans Services
technology.com. 813- Commissioner Days
949-3293 x22). '

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s
notice is received by the other Party. Subsequent allotted time is.days from the date thay the
original Invoking Party’s notice is received by the other Party.

2 ACCESS AND COOPERATION

Subject to the terms.of this Agreement and applicable laws, regulations, and policies, the State
will provide the Contractor with access (o all program files, librarics, personal computer-based
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Systems, Software packages, Network Systems, security Systems, and hardware as required '
to complete the contracted Services.

RECORD RETENTION

Contractor and its.Subcontractors shall maintain all Project records including but not limited
to books, records, documents, and other evidence of accounting procedures and practices,
which properly and sufTiciently reflect all direct and indirect costs invoiced in the performance
of their respective obligations under the Contract. Contractor and its Subcontractors shall
retain all such records for three (3) years fotlowing termination of the Contract, incleding any
extensions. Records relating to any litigation matters regarding the Contract shall be kept for
one (1) year followmg the termination of all litigation, including the termination of all appeals
or Lhe expirarion of the appeal period.

“Upon prior notice and subject to reasonhable time frames, all such records shall be subject to

6.1

6.2

inspection, examination, audit and copying by personnel so authorized by the Siate and federal
officials so authorized by law, rule, regulation or Contracl, as applicable. Access to these
items shall be provided within Merrimack County of the State of New Hampshire, unless
otherwise agreed by the State. Delivery of and access to such records shall be at no cost ta the
State during the three (3) year period following termination of the Contract and one (1) year
Term following litigation relating to the Contract, including all appeals or the expiration of the
appeal period. Contractor shall include the record retention and Review requirements of this
section in any of its subcontracts.

ACCOUNTING

Contractor. shall maintain an accounting System in accordance with Generally Accepted
Accounting Principles (GAAP). The costs applicable to the Contract shall be ascertainable
from the accounting System. '

AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The State may
perform this audit or contract with a third party at its discretion and at the State’s expense.

State Website Copyright

All right, title and interest in the State \WWWW site, including copyright 1o all Dala and
information, shall remain with the State. The State shall also retain all right, title and
interest in any user interfaces and computer instructions embedded within the WWW

- pages. All WWW pages and any other Data or information shall, where applicable,
display the State's copynght.

Workplace Hours

.D!
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Unless othenvise agreed 1o by the State, the Contractor’s personnel shall work forty (40)
hour weeks between the hours of 8:00 a.m. and 5 :00 p.m. (Eastern Time}, excluding State
of New Hampshire holidays. Changes to this Schedule may be made upon agreement with
the State Project Manager. )

Remainder of this page intentionally left blank
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The following general coniracting terms and dcﬁmuons apply except as specifically noted elsewhere in this

Contract.
TERM DEFINITION
Notice from the State that a Deliverable ‘has satisfied
Acceptance Test or,Review.
Acceplance ;
A Contract duly exccuted and legally binding.
Agreement

“Security Incident” shall have the same meaning
“Compuier Security Incident” in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Security Incident Guide, National Instituic of Standards and Technology,
U.S. Department of Commerce.

Confidential Information or The definition for this term is located in the Information Socmty
Confidentinl Data Requirements Exhibit.

An Agreement between the State of New Hampshire and a
- Vendor, which creates binding obligations for each party to
Contract ; perform as specified in the Contract Documents.

Information the Contractor has clearly identified in writing to the,

Contractor Confidential Information -k : .
State it claims to be confidential or propriciary.

The definition for this term is located in the Informanon Security

Requiremenits Exhibit.
Dala Breach - q

A failure, shortcoming or error in a Deliverable resulting in
a Deliverable, the Software, or the System, not conforming
Deficiency (-ies)/Defects to its Specifications.
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EXHIBIT F —- TERMS AND DEFINITIONS

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor 10 the State or under the terms
of a Contract requirement.

1

Documentation

All information that describes the installation, operation,
and use of the Software, cither in printed or clectronic
format, .

Enhancements

Updates, additions, modifications lo, and new releases for
the Sofiware or System, and all changes to the
Documentation as a result of improvement in qualny, value,
or extent.

Hosted Services

Applications, IT infrastructure components or functions
that organizations access from external service providers,
typically through an intemet connection.

Hosted System

The combination of hardware, software and networking
components used by the Application Service Provider to
deliver the Hosted Services.

Identification and Authentication

Supports obtaining information about those parum
aitempting 1o log on to & system or application for security
purposes and the validation of those users.

Implementation

The process for making the System fully Opcmuonal for
processing the Data.

Non-Public Information

Information, other than Personal [nformation, that is not’
subject (o distribution to the public as public information. I
is deemed to be sensitive and confidential by the State
because it contains information that is exempt by statute,

ordinance or administrative rule from access by the general
public as public informatton.

o3
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EXHIBIT F - TERMS AND DEFINITIONS

Operational

Operational means that the System is ready for use and fully
functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the State has
1ssued Acceptance.

Personal Information

The definition for this term is located in the Information Securily
Requirements Exhibit.

Proposal

The submission from a Vendor in response 1o the Request
for a Proposal.

Security Incident

The definition for this term is located in the [nformation Sccﬁrity
Reqiuirements Exhibit.

Software

All Custom, SAAS and COTS comiputer programs and
applicalions provided by the Contractor under the Contract.

Soflware Dc]ivcmblcs

All Custom, SAAS and COTS Sofiware and Enhancements.

Software License-

Licenses provided to the State under this Contract.

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contraclor’s
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such ‘as a Web browser (e.g.,
Web-based email) or a program interface. The Staie does
not manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or.
even individual application capabilities, with the possible
exception of limiled user-specific applicalion configuration
settings. :

: D3
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EXHIBIT F — TERMS AND DEFINITIONS

Specifications

Written details that set forth the requirements which
include, without limitation, the RFP, the Proposal, the
Conlract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created or in any way originating with the Stale,

and all Data that is the output of computer processing of or
other electronic manipulation of any Data that was created
by or in any way onginated with the Stale, whether such
Data or outputis stored on the State's hardware, the
Contractor's hardware or exists in any System owned,
maintained or otherwise conirolled by the Statc or by the
Contractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year (SFY) runs from
July 1 of the preceding calendar year through June 30 of the
applicable calendar year.

A person, partnership, or company not in the employment
of, or owned by, the Contractor which is performing
Services under this Contract under a separatc Contract with

Scho_mmtor or on behalf of the Contractor.
All Software, specified hardware, interfaces and extensions,
System integrated and functioning logclhcr in accordance with the
Specifications.
Period of the Contract from the Effective Date through the
Completion Date idemiified in the P-37 General Provus:ons
Term or tenmination.
Supports the confirmation of authorily 10 enter a computer
ey sysiem application or network.
Verification :

D3
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EXHIBIT F - TERMS AND DEFINITIONS

Warranty

The conditions under, and period during, which the

- Contractor will repair, replace, or other compensate for, the

defeclive item without cost 1o the buyer or user. It also
delineates the rights and obligations of both panties in case
of a claim or dispute.

Warranty Period

A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Remainder of this page intentionally left blank
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EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

1. ATTACHMENTS

a. A-uachmcnl | - Business and Technical chﬁiremcnls
b. Autachment 2 - DHHS Agency Exhibits

2. - CONTRACTOR CERTIFICATES
a. Confractor's Certificate of Good Standing

b. Contractor's Centificate of Vote/Authority
_¢. Contractor's Certificate of Insurance

Remainder of this page intentionally left blank
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- Arntzchment 1 Business and Technical Requirements

i APPLICATION REQUIREMENTS
State Requirements Vendor .
. Vendor | Dellvery ]
Req # i nt bon Critk Comments
L] Reguirement Descripthc callty Response | Method
GENIRAL SPECKICATIONS .
: Abdlity to access data using Open standards setess protocol (pleate spedfy The sohution su
pperts Open Skandards to faclitate Interopecabllity, dats exchangs and daa access and
S M h {
Al fupported vergons hllhetmnu flekd). . : i Sncyd presentation of content. ! :
Data bs gvallable in commonly used lormat aver which no enticy has exdusive
tontrol, with the exception of Natkonal o tonal standards. Data s g :
AL2 ot sublect to any copyright, patent, trademart or other rade seeret L) Yes Standard  [Data In question is provided by DHHS and is avaRable in the formas provided.
: Web-based ible and In cont & with the ¥ g WAL .
; - The sokrtion supperts Open Sandands to (aclitate interoperability, data exchangs and data sccess and
a3 standards: HTMLS, CSS 2.1, XML L1 . ™ Yes sundard | entaden of cantent,
[APPUCATION SECURIT
Verify the idencity or suthenticate sl of the rystem chent dpplications before The sohution tuppons the ablity 1o identity uniquely » User of the system. The sutheniication supports the sbllicy
ALY aBowlng use of the Fysem 1a prevent access to inapproprizte or confidentisl ™ Yes standard |prove the user bs genulne Based on strong pasword {and or two phase suthentication]. User profiles suppont the
(4314 or services. i ablity to estabilsh access to certain and specific data and deflned by the requirement,
[Vertly the identity and suthenticate all of the system’s human users belore The solution supports the sbTity to identify uniquety a user of the systen, The authenticacion supports the sbilty
A22 M‘""’“”"""’m‘m’““?"““.‘ aceess o inappropriate of " ver | standard [orove the user bs genuine bated on strong pisswerd {and of two phase authentication). User proflies support the
- confidential daa or services. | 2bilivy 1o esuablish access to certain and specific data and defined Dy the requi
A3 EAOTCEMIDYESEHAMTEL: M ves Sundard |The solution supports urikaue user names and user identifiers.
- Enforce complex passwords for Administrator Accounts ln accordance with/ i
a24 DoiTs Ade User A and P d Pobicy. - o = Standard ‘I:: whﬂ::::c:edi th:o'c:vrue: passwords for afl accounts and ks In accordance with DoliTs statewide viey
tnlorce the ute of complex pryswords for general users uting capkal leniers,
A2S numbers and apecial characters In sccordance with DofT's statewide User M Yes Standard |The sokstion supports and enforces strong {comples) passwords.
Account end Password Policy.
Encrypt passwords in wansmission and at rest within the database. .
ALS M Yes Standard [Prsswords are encrypted in transmission and 3t rest within the database, £
Escablish abdity to explre passwaords aher »delinite period ol time in ;
a1 sccordance with DOIT's st rwide tser Account and Password Pollcy. M Yes Standard [Passwords automatically require a reset, DOrmant accounts ae atomaticatly set to inactive.
Provide the ability to limik the number of people that can grant or change |ad ministr ation functions, inchuding that of granting or changing autorizations. Is Emited snd further defined by the
AR authorizations, M Yo Standard equirernents provides. .
Establish atflity 10 enforce session timeouts during periods of inactivity. ~ - .
. A8 i i [ Yo Sundard |Session dmeouts sre configurable and by defaull very stringent.
The zpplication shall not store authentication credenthals or sensithve data in o suthentication credentials of Ithve data of sty kind are stored In the soluti sutce cooe or configur stion
A2,10 s code, L Yas Stardard foes. 3
Log ail artempied accesses that fall identificasion, athentication and N
A2.11 authorization requirements, M Yes Standard |[Compremiive sudit 1raf) inchudes traciing of sttermpted accerses [Tucersiul or falled anempas)
The applcation shall log all activities 1o a central server 1o prevent parties 10 R
A212 | appiication transactions from demlul.hauhnha:n taken place. M Yes Standard |Logaing takes place 1o a contral server.

Contractor bitlals:
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Attachment 1 Business and Technical Requirements . .

All logs must be kept for based on log data retention guideEnes for the data

Log retention ds the guuidelines provided and persist for the entire duration of the project. Such logs are

A2 ¥ Stand
12 type gccoeding o reguitony regyirements, b g mmdedhmmmhbnpm
T™he appication masst afiow a human user to explicitly terminate » stssion. -
A2.14 Mo remnants ¢f the prior session thould then rermain. Yes Standard |The user can terminate or log out of a sexsion st sy time and NO remnants of the prior session pertht.
Do not uie Software and Systemn Services for armything other than they are . .
AL1S designed for. . Yes Standard [The 1ottware and Systems services are uted only per thelr intended purpose and nathing more.
B el P RICATX N O 3528 e ko rom unEnbos e (e b co stitesL ves | siandag [T 29PHCTon data b protected trom unathorlied . Funther the emvironment for which the dataia stored b
L : S0C 1, 30C2, SOC3, SSAE1S cevtified.
ALLT The applcation shall keep kery sensithv: D3ta or communications private Yes Standard Th:mplnﬁoadmkwmncdfmummimhedm.run}mu-gemimnemlawhimmd:uhsundh i
‘ from unaytharized ndhidydls pnd programs, . 50C1, $OC2, 50C), SSAELS certified,
o Sabsequentappicadon enhancements'or[upgad csslial not remove|or ves The spptcation datais protected from unauthorlred st Further the environment for which the data bs stored ks
Ty ade securkty req Sundard [cory, s0C2, SOC3, SSAE 13 centfied. .
A219 Utllize change manag: oo ton avd procedures. Yes standard The solution b subjeat to 8 comprehensh i g process lor all changes, enhancments,
i 1 versions, deferts, upgrades, and tystem nmmom.
Web Services : The service provider shal use Web servicet exchushrely 10
A0 ieiteriace with the State’s data in nedr te8) time when possible. v The sahrtion supports the user of Web services to interface with the State’s data and slsa includes suppon for
s Standard 5
batch tansfer ol select data.
Logs must be configured using “ai-1aie® conn'umhn Aurdit Iou must
contain the folowing minkmuem information:
1. User D {of all users who have acces 1o the system)
2. Date and thme stampn
3. Changex made Lo system configurations ) . ' :
A2.21 4_ Asdition of new users Yo Swuadard [The solution ey with these requirements.

5. New usert level of access

§. Fles secessed (iIncdluding vsers}

7. Access to system, applications and data

8. Access Ul 1o sysiems and applications (successhal and unsuccesshyl

Contractor inttals:
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Attachment | Business and Technica! Requirements

" TESTING REQUIREMENTS
: State Requirements Vendor
Vendor | Dalivery
# R 1 nt I |call
Req equirement Description Critlcality F— hod Comments
LAPPLICA TION 3L CURITY TESTING
i |l companents of the Software thil be reviewed and tested to emure they
™ protect the State's weeb-she data and It retated Data assets. A comprehansive Lesting methodology s mandatory for all solution components as they retine to data and the
. M Yes Standard |.
. . . protection of dats assats. !
The Vendor shall be responsible lor providing documentation of uecurity
tesﬂm;l:qqrupdne.Teﬂsﬂnlhxu1anﬂmle:hnk;tadmiﬂﬂrnhelnd
112 Wmmmmammwwomw,n ™ Yes Standard Docurnention of SOC centifications are svalabile upon ¢ Funther, rity testing pv dures, te1l cases and
architecture in order 1o provide the necesary conRdentlaBty, ety and test casa reauits arg aho avaitable,
avallabilzy. -
Provide evidence that suppons the [act that Wentificaton and !
[Authentication testing has been recently sccomplished: supports obtatning
T3 information shout those parties sttemoting 10 10§ onto a sysiem or- M Yes Standard |Doacumention of SOC cenificatons are avallable upon request, Further, tecurty tening procedures, test cates and
application Tor security purpases and the validaton of users. et rie resulns sre sl svalable. .
Ty Fest for Accens Control; supgorts the management of permissions for logging M = T Documentlon of SOT cenifications sre svailzble upon request, Further, securlty Lesting procedures, test cases and
: onto 2 compuier of network, test caze results are also aviffable, )
Tewt for encrymion; supporns the encoding of daw for securiky purposes, '
TS and Tor the ability 1o sccess the dans in a decrypted format irom requiced - Yes Standard Testing of encreption f decryption and the encoding of data i inherent in the solution. Test cate delalls we
tooks. 0 avallabie vpon request.
Test the User Manag { : SUDEH the administration of
16 leatian and b sccounts wiltin an organitation. - 5 S1anaarg ruungolymmnmmmmmmwm&gmmwmm sparcific test cases lor validxtion
and certificaton,
Test Role/Priviege Management; supports the granting of ablkities 10 users
or groups of uiers of » computer, application or network utihing Stue of Testing of role, Y
] fprivilege management & included in the testing methodology and indudes 1pecific 1est cases for
7 .
L New Hampshire Active Directory for suthermtication. M Lo Suncard | iotion and certlfication.
Tesz Audit Tral Cagure 3ng Anatysly; supports the identification and £ vestn r
7 g of sudht 12l and readabiity of sudic trall is included In the testing methodoology and Inchudes specifie teat
s i ¥
1 monitoring of activities within an applcation or system, L es Standard 2483 for valki ition rd certification.
Test input Validation: ensures the spplicaton i protected from bufler )
TS jowerfiow, cross-site seripting. SOL Injection, and unauthorized access of fies 5 Yoo Stardard Testlng input valtidation k Included in the testing methodoology and Includes specfic test cases for vatidation and
and/oe directories on 1he server. cerification.
For web applcations, enture the application has been Lested and hardened
oy grevent critical application tecurity Maws. | A7 & minimum, the applcation
1110 _|shall be tested against all Naws outlined in the Opén Web Application ™ Yer Raea Testing of the securizy for the web components ks inchuded In the Lesting methodoology and includes specific test
= Security Project (OWASPF) Top Ten catet for validation and cenification.
[t/ fveww owsip org/inderphp/OWASP _Top_Ten_Project)
Vendor shal provide documented procedure lor migradag application
T modifications from the User Acceptance Tesi Environment 1o the Producton M Yes Standard |Migration procedures are avalable LPON requEsL
Emvronment. .
STANDARD TESTING I
The Vendor mus test the software and the fystem uiing an industry - .
1 standard and State pproved Lesting methadology. L] Yes Standard |Testing methodology b doc d and avallable vpon reg
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Attachment 1 Susiness and Technical Requirements t

HOSTING-CLOUD REQUIREMENTS

State Requirements

Vendor

Req 8 Requirement Description

Vendor

Critleallty Res

Delivery
Method

Comments

HOSTING SECURITY

Hi.1

H33

[4: 4

M35

H1SE

L 414

H9

H3.10

|SERVICE LEVELAGREEMENT

TR The Strte shall have unfmited access, v phone o Ermadl, 1o the Vendor
technical support statf between the hours of 8:30am to 5:00pm- Monday
through Friday €5T. i

Yes

The State user and administracons have untimited access to Vendar Hypercare Helpdesk.

HAB The vendor shall canfart ta the tpecilic deficloncy clis asdesarbed: ©
Clyss A Deficiency - Software - Critical, does not sllow System to operate, na
- work @, dernands ir action; wittten Documentath "
signtficant portlons of information'or uninteSigible 10 State; Non Software -
Services were inadeguate and requice re-performance of the Service.

o Class B Deliciency - Software - Imponaat, does not s20p operaton
and/or there is 3 work sround and user can perform Lasks; Writien
Documentation - partians of information ae missing but not enough to
make the document uninzeligibie; Mon Software - Services were deflzient,
require reworking, but do not requice re-performance of the Secvice.

- o Chss C Deficiency - Software - minimal, tosmietic in nature, ninimal effec
" on Sysiem, low priarity and/or uses Can use Srstem; Written Documentation
minimal changes required and of mingr editing nadture; Non Sclftware -
Senvices require pnly minor reworking and éo not require re-performance of
the Service.

- ok

ves

Standard

Vendor complies

As part of the maintenance agreement, ongoing suppodt ixsues shall be
rexponded 10 according Lo the folowing:

a. Clats A Deficendes - The Vendor thafl have available (o the State on.cal
. tefephone assistance, with issue tracking avalable to the State, eight (£)
hours pes day and [ve (5) diys 2 week with an email / telephone response
withias rwo (2] hours of request; or the Vendor thall provide tupport on-ite
or with remate diagnostic Services, within four (4) business hours of &,
TeQUCIL,

b. Cass B & € Deficiencies ~The State shalt notify the Vendor of such
Deliciencies during regubar business hours and the Veador thall respond
Back within four (4] hours of notification of planned corrective acion: The
Vendor shall repalr of replace Softwars, and provide maintenance of the
Software in accordance with the Specifications, Terms and Reguirements of
the Cpatracs,

Yes

Standard

Vendor complies

SUPPORT & MAINTENANCE REQUIREMENTS

[E
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Attachment 1 Business and Technical Requirements

State Requirements

Vendor

Reg ¥

Requirement Dewription

Criticaliry

Vendor

Oclivery
Method

Cofnmnu

[SUMPORT & MANTENANCE REQUIREMENTS

511

[The Vendor's System suaport snd mak hall upon the
EHective Date and extend though the end of the Contr act term, and any
|onensions theread.

Yes

Standard

[Vendor complies

312

Maintain dve hastwing-pnd 500 Tware i actondance with the Spedfications,
rerms, and requirements of the Contract, induding providing, upgrades and
fExes a3 required. -

Yes

[Vendor compilies

3

Repair Software, o any portion thereol, so that the System operates in
[accordance with the Specifieatiom, terma, and requirements of the Contract.

Yes

Standard

Vendor complics

514

The Vender shall make praitzlie 10 the State the kitest program updates, | -
|senenal maintenance relesses, tetected funcionality releases, patches, and
Do jon that are generally olered to its customery, at no addithonal
cotL

Yes

vendor complies

515

For 3 maintenance Services caly, The vendor shal ensure the following
information will be collected and mainmined: 1) nature of the DefNdency; 1)
current statys of the Deficiency: 3) action plans, dates, and thmes; &)
{expected and actual pletion time; 5] Defidency resolution informatk
6) Resolved by, 7} sdentllying bet Le, work evder number, 8) Issue

ke

Tes

Standard

[Vendor compties

31.6

[The Vendor must work with the State o idercify and 1roubleshoot
patentialy large-scale System [allures or Defidendies by collecting the
toficwing information: 1) mean Ume between reported Deficiencies with the
Software; 2] dlagnosls of the roo1 cause of the probleny: snd 3) identilication
of repeat calts or repeat Software problems.

Yes3

[Vendor cornplies

5.7

A Cricical outage will be detipnated when a business function cannot be met
by 2 nonperforming application and there & A0 work around to the problerm.

Tes

Standard

[Vendor complies

sLe

The vendor shall maintain 3 record of the xtivities retsted 1o repalr or

it activities performed fof the State and shall repon gquaniery on
the following: Af changs requests implemented; All eritic outages reported
inschuding actus! frzue and resohution; Number of defidencles reported by
cass with initial response time s well x5 time 1o close.

Yes

Standard

[Vendor provides access 1o its ticket systern for notification and tracking of all requests, changes and system fixes.,

519

The Yendor shall give two-businiess days prior notification 1o the State
Project Manager of al changrs/updates and provide the State with raining
due to the upgrades and changes,

Tes

Training b included In the vendor salution.

110

The State shal provide the Vendor with 2 perional secure FTP site to be used
by the Scate for uploading snd downloading Res If applicabl

hiz)

Stardard

Vendos Can use State secure FTP she as required

PROJECT MANAGEMENT :

Lontracter Inltials:
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State Reguirements

Vendor

Req #

Requirement B?salptlon

Criticatity

Vendor
Reiponse

Oelivery
Method

Comments

PROJICT MANAGEMENT

P11

vendor shall particioate in an nitial kick-oHl meeting o inktiyte the Project.

Ye1

Sandard

Vendor particpates In monthy project meetngs and as required.

P12

Vendor shall provide Project Staff & specified inthe-RFR.

Yes

Srandard

'Vendor provides project staff a0 specified and required

PL3

Vendor shall submit a finatized Work Plan within ten (10) days after Contract
award and appeaval by Gevernor and Councl. The Work Plan shall indude,
without limsitation, 3 detaded description of the Schedule tasks, Deliverables,
madestones/critical evenss, tatk dependendies, vendors and state resources
required and payment Schedute. The plan shall be updated no less than
every month, - i )

Yes

Vendor maintains a work ptan and comumunication plan 25 parn of the project management

PLA

Vendor shall provide detalied bi-monthy slatus repans on the progress of
the Project. which will inchyde expenses incurred year to date.

Yeu

Standard

'vendor provides access to the ticket system from which we generate status reports perlodically of on -demand,

PL5

Al user, techmical. and System Documentation as well it Project Schedules,
plans, status reports, and correspond rurst be ined as project
Cocumentation, In M$ WORD format in 3 MS Teams envirnoment hosted on
the State’s Office 365 cloud solution, '

Yes

Saandard

Afl yystem d fon b d and

formats.

ppied both at the system porwal and via MS Word and POF

P16

{vendor shal provide a il Ume Project Manager assigned to the peoject.

rnz

The Vendor Project Manager, and relevant key staff, shall every three (3)
months, begianing in the first month of the {ontract, travel to Concord, NN
to mest with project representatives from DHHS and the NHID 1o review past
quarter pertormance and upcoming quarier Man of Operations. Virtual
meetngs may be permitted if approved by DHHS.

P12

1.9

The Vendor's project manager i also expecied 10 hast other important
meetings, assign contractor s1aff to those meetings as appropriste and

e i
Meeting minutes will be documented and malntsined electronically by the
contractor and distributed within 24 hours after the meeting. Key decklons
along with Closed, Active and Pending sues will be inchuded in this

docucsant el

PLID

The|Project Manager must participate in all other State, providér, and
H 4 Co State,

Pl.11

For the (st three (3) months of the Comtract, the Vendor shall provide
written progress reports, (o be submicted (o DHHS every two (2) weehs, The:
reports should be keyed to the implementation portion of the Plan of
Operations and inchude, ata ninhlum. an assessment of progress made,
ditficulties encountered, secommendations lor 2ddressing the problems,
and changes needed to the Pan ol Operations.”

PL1Z

For the fourth through eighth month of the Contract, the Yendor shafl
provide a bi-monthly report of the status of progress. it must be received by
the tenth business day aof the following month. This report must be tied to

the performance section of the Plan of Operations and contain at least the

Contractor Initials:
Date:

(2

6/30/1022
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Attachment 1 Business and Technical Requirements

DELIVERABLES / ACTIVITY / MILESTONES PRICING WORKSHEET
| DELIVERABLE, ACTIVITY, OR MILESTONE T g DE'L'}?,&?::TE PRICE
PLANNING AND PROJECT MANAGEMENT :
| Conduct Project Kickoff Meeting Non-Software "~ Jul-17 INCLUDED
2 Attestation of background check "~ Written Apr-22 . INCLUDED
3 Project Status Reponts Written PERIODICALLY INCLUDED
4 Infr?strucn.xrc Plan, 'includ_ing Desktop and Network. Writt-c_n k17 INCLUDED.
Configuration Requirements :
5 Information Security Plan (ISP) Writien’ Jul-17 INCLUDED
6 -JCommunications and Change Management Plan Written Jul-17 INCLUDED
7 Software Configuration Plan : Written Jul-17 INCLUDED
3 Systems Interface Plan and Design/Capability Wrilten -Jul-17 INCLUDED
.9 Testing Plan Written - Jul-17: INCLUDED
10 Data Conversion Plan and Design Written l-17 . INCLUDED
11 Deployment Plan . Wrilten Jul-17 INCLUDED
12 Comprehensive Training Plan ang Curriculum- Written - PERIODICALLY INCLUDED
13 End User Support Plan Written Jul-17 INCLUDED
14 Business Continuity Plan Written Jul-17 INCLUDED
15 Documentation of Operational Procedures Written Jul-17 INCLUDED
16 Bring Your Own Device (BYOD) Security Plan (if applicable) Written - N/A
Mandatory security
document. Consult
17 Data Protection Impact Assessment (DPIA) Written DHHS DISO if you
wish to remove as a
reguirement.

:DS
Contractor Initials:
Date: 6/30/2022 .
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Attachment 1 Business and Techniczl Requirements

Systems Security Plan (SSP) ' Mandatory security
(the SSP shall include security requirements of the system and - document. Consult
18 describe the controls in place, or planned, for meeting those Wrilten DHHS DISO if you INCLUDED
requirements. The SSP shall also detineates responsibilities and. wish to remowe as a
expected behavior of all individuals who access the system) .~ [requirement.

Ds
@
Contractor Initials:
Date: 6/30/2022
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Attachment 1 Business and Technical Requirements

Mandatory securnity
' y document. Consult
19 Disaster Recovery Plan (DRP) Written DHHS DISO if you INCLUDED
S : wish to remove as a
requirement.
INSTALLATION :
20 Provide Software Licenses if needed Written : 1-Apr-22 INCLUDED -
21 Provide Fully Tested Data Conversion Software Software Jul-17 INCLUDED
5y Provide Software Installed, Confi gured, and Opcrauonal to Software Tul17 INCLUDED
Satisfy State Requirements -
ITESTING
23 Conduct Intégration Tesliné . Non-Software = ::Z:t?'slcm INCLUDED
24 Conduct Uscr,Acccptancc I&ting § Non-Software Clpocachysystern INCLUDED
~update
25 Perform Production Tests Non-Software Up°“§:{i”s‘e’“ INCLUDED
26 Test [n-Bound and Out-Bound Interfaces Software Upon z;:':"s“"“ ' INCLUDED
27 Conduct System Performance (Load/Stress) Testing Non-Software PERIODICALLY INCLUDED
28 Ccrtlﬁcalvlc.)n of 3rd !’any Pen Testing and, Application Non-Software PERIODICALLY INCLUDED
Vulnerability Scanning.
Security Risk Assessment (SRA) Report -
o if Pl is part of the Contract, the SRA shall include a Privacy Mandatory security
Impact Assessment (PIA) ; document. Consult
29 0 if BYOD (if personal‘devices have been approved by DHHS ' Written DHHS DISO if you INCLUDED
Information Security to use, lhen the SRA shall include a BYOD wish (o remove as a
section) . requirement. |
30 - Security Authorization Package Written
SYSTEM DEPLOYMENT -
3] Converted Data Loaded into Production Environment * Software Jul-17 INCLUDED -
. ; d
37 PDr; é‘!;)ols for Backup an Reoovery of all Applications and Soware ul-17 INCLUDED

Contractor Initials:
Date: 6/30/2022



DocuSign Envelope [D: D7ABACFF-A228-4F 3E-8560-4501A18DBE36
DocuSign Envelope ID: 7BA5AC49-CAYG-4548-8D63-BATF 33089359

Attachment 1 Business and Technical Requirements

| | C
Contractor Initials;

Date:

6/30/2022

33 Conduct Training Non-Software PERIODICALLY INCLUDED
34 Cutover 10 New Software Non-Soflware Jul-17 . INCLUDED
35 Provide Documentation Written PERIODICALLY INCLUDED
36 ' |Execute System Security Plan Non-Software PERIODICALLY INCLUDED
OPERATIONS -~ *= = - :

37 Ongoing Hosting Support Non-Software "ONGOING INCLUDED
A . : . $4,500 /

38 Ongoing Support & Maintcnance Software ONGOING MONTHLY
39 Conduct Project Exit Meeting " Non-Software TBD INCLUDED
40 Contract End of Life Transition Non-Software TBD. "INCLUDED
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New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS -

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Conltractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Cerlificalion:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CON'I:RACTOR_S
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTCRS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Sublitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part Il of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The cerificate set out below is a
matenial representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shal! be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this fofm should
send it to: )

Commissioner

NH Department of Health and Human Services
129 Pleasant Streel,. .
Concord, NH 033016505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1. Publishing a statement notifying employees that the unlawful manufaclure, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee’s
workplace and specifying the actions that will be taken against employees for violation of such
prohibition,

1.2. Establishing an ongoing drug-free awareness program to mform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2. The granlee's policy of maintaining a drug-free workplace;

1.2.3. Anyavailable drug counseling, rehabilitation, and employee assistance programs; and

1.2.4. The penalties thal may be imposed upon employees for drug abuse violations
occurring in the workplace; :

1.3. Makmg it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement requnred by paragraph (a);

1.4. Notifying the employee in the statement required by paragraph. (a) 1hat as a condition of
employment under the granl, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the empIOyer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no fater than five calendar days after such
conviction;

1.5. Notifying the agency in wntmg within ten calendar days after receiving nolice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees musl provide notice, including position litle, to every grant i
officer on whose grant activity the convicted employee was working, unless the Federagﬂagency

&f

Exhibit B - Cerlification regarding Drug Free  ~ Vendor Initials
. Workplace Raquirements 6/30/2022
CUDHHS/1 1074 Pagetof2 Date
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New Hampshire Depariment of Health and Human Services
Exhibit D

has designated a central poin! for the receipt of such notices. Notice shall include the
-igentification number{s) of each affected grant;
1.6. Taking one of the following actions, within 30 calender days of receiving nolice under
subparagraph 1.4.2, with respect lo any employee who is so convicted '

1.8.1. Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or .

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such-purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency,

~1.7.  Making a good faith effort to continue 1o maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) forthe peformance of work done in
connettion with the specific grant.

Place of Performance (strest address, city, county, state, zip code) (list each location)
Check O if there are workplaces on file that are nol identified here.

5 Vendor Name; Mindshare Consulting Group, LLC

6/30/2022 N
Date
03
@
‘Exhibit O — Certification regarding Drug Free Vendor Initials
. Workplace Requirements : : 6/30/2022
CWOHHSA 10713 ; . Page2of2 Date
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CERTIFICATION REGARDING LOBBYING

The Vendor idenlified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.8.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Cedtification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTCRS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance 10 Needy Families under Title IV-A
*Child Support Enforcement Program under Title 1V-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

“Community Services Block Grant under Title Vi

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that. .

1. No Federal approprialed funds have been paid or will be paid by or on behalf of the undersigned, to
- any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement {and by specmc mention
sub-grantee or sub-contractor).

2. If any funds olher than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, altached and identified as Standard Exhibit E-|.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at alt tiers {including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material represenlatlon of fact upon which reliance was placed when this-transaction
was made or entered into. Submission of this certification is a prerequisite formaking or entering into this
transaclion imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
cerification shall be.subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name: Mindshare Consvlting Group, LLC

6/30/2022
Date

os
(o
Exhibit E - Centification Regarding Lobbying Vendor Initials
' 5 te6/30/2022

CWVDHHS 10713 Page 1of 1
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CERTIFJCATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Pan 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General. Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary paricipant is providing the
centification set out below.

2. The inability of a person to provide the certification requnred below will not necessarily result in denial
of participation in this covered transaction. |f necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification-or explanation will be
considered in connection with the NH Department of Heaith and Human Services’ {DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall d1squa||fy such person from participation in-
this transaction,

3. The cerdification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospeclive
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government DHHS may terminate lhis transaction for cause or default.

4. The prospechve primary participant ‘shall provide immediate written notice to the OHHS agency to
whom this proposal {contract} is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms “covered transaction,” "debarred,” “suspended,” ineligib|e " “"lower tier covered
transaction,” “participant,” “person,” “primary covered transaction,” “principal,” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Defi nitions and
Coverage sections of the rules mplementmg Executive Order 12549; 45 CFR Part 76. See the
attached definitions. .

6. The prospectlive primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regard:ng Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, withoul modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transaclions.

B. A padicipant in a covered transaclion may rely upon a cemf cation of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaclion, unless it knows that the certification is emoneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothmg contained in the foregoing shall be construed to require establishment of a system of records
in order to rander in good faith the certification required by this clause. The knowledge and[ o2

Exhibil F = Cedification Regarding Debarmenl, Suspension Contraclor Initials
And Other Responsibility Matiers 6/30/2022
CUDHHS! 10713 Page 1 of 2 Date
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings. i

~10. Except for transactions authorized under paragraph 6 of these instructions, if a participantin 8
covered transaction knowingly enters into a lower tier covered transaction with-a person who is
suspended, debarred, ineligible, or voluntarity exciuded from participation in this transactian, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default ;

PRIMARY COVERED TRANSACTIONS :
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals: ' ;
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered Iransaclions by any Federal depariment or agency,
11,2. have not within a three-year period preceding this proposal {contract) been convicted of or had
@ civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempling to obtain, or performing a public (Federal, State or local)
transaction or'a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;
11.3. are nat presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph {I}(b)
of this certification; and i .
11.4. have not within a three-year period preceding this applicalion/proposal had ane or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS Bk
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, cerlifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospeclive lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (Gontract} that it will
include this clause entitled *Certification Regarding Debarment, Suspension, Ineligidility, and ,
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lowar tier covered transactions.

Contractor Name: Mindshare Consulting Group, LLC -

Docuigned by:
6/30/2022 - by P
Date NatAe-Cvey Povolny
Title: CEB

Eos
Exhibit F — Canification Regarding Debarment, Suspension Contractor Inilials

And Other Responsibilily Matters 6/30/2022
 CUOHHSM10713 Page 2 of 2 Oate
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED CRGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS ’

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representalive as identified in Sections 1.11 and 1.12 of the General Provisions, to.execute the following.
certification”

Contractor will comply, and will require any subérantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U, S.C. Section 3789d) whuoh prohubnts
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Sate Streets Act. Recipients of federal funding under this
stalute are prohibited from discriminating, either in employment praclices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requiréments;

- the Civil Rights Act of 1864 {42 U.S.C. Section 2000d, which prohibits recxplents ‘of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 {29 U.S.C. Section 794}, which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery ot
services or benefits, in any program or aclivity,

- the Americans with Disabilities Act of 1890 (42 11.5.C. .Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodalions, commercial facilities, and transportation;

- the Education Amendments of 1972 {20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs,

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106- 07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial asmstance It does not include
employmenl discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Juslice Regulations - Nondiscrimination; Equal Employment Opportunity, Policies
and Procedures); Execulive Order No: 13279 (equal protection of the laws for faith-based and community

“ organizations); Execulive Order-No. 13559, which provide fundamental principles and policy- making
criteria for paninerships with faith-based and neighborhood organizations;

-28 C.F.R. pt. 38 (U.S. Depariment of Juslice Regulahons Equal Treatment for Faith-Based
Organizations}); and Whistleblower protections 41 U.S.C. §4712 and The Nalional Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employées against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or viclation of the cerlification shal! be grounds for
suspension of payments, suspension or termination of grants, or government wide suspensmn or

debarment.
' ’ 3
Exhibit G | gp
Contractor Initials

Conification of Compliasnce widh requicements peraining 1o Federsl Nondicrimination, Equel Treatment of Faith-Based Orjarizatons

y and Whistleblower protections
et 6/30/2022
Rev. 10729114 . Page 1 of 2 Date
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In the event a Federal or State court or Federal or State administrative agency makes a finding of

discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex

agalinst a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to

the applicable contracting agency or division within the Department of Health and Human Services, and
-to the Department of Heallh and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor’s
representative s identified in Sections 1.11 and 1,12 of the General Provisions, to execute the following
certification.

I. By signing and submitting this proposal {contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name: Mindshare Consulting Group, LLC

6/30/2022
Date .
D3
Exhibit G | 5?
Contractor Initizls
Cenification of Comp whh requin pertaining to Fegers Nondiscrimination, Equal T W of Falth-Basad Organizations
and Whislhelzioww proteciions
2T 6/30/2022
Rev, 1021114 Page 20! 2 Oate
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services lo children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contracl, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions 'of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's

representative as identifi ed in Section 1,11 ang 1.12 of the General Provisions, to execute the following -

certification:

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-ChuIdren Act of 1934,

Conlractor Name; Mindshare Consulting Group, LLC

6/30/2022
" Date-

:ns
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the Genera! Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

{1) Definitions.
a. “Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. “Business Assaciate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

¢ ‘Covered Entity” has the meaning given such term in section 160.103 of Title 45,
" Code of Federal Regulations.

d. “Designated Record Sel” shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501.

e. “Data Aggregation'; shall have the same meaning as the térm “data aggregation” in 45 CFR
Section 164.501. ’

f.. “Health Car_é Operations” shall have the same meaning as the term “health care operations”
- in 45 CFR Section 164.501. '

g. “HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXIll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
20089. i ;

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Infofmation, 45 CFR Pars 160, 162 and 164 and amendments thereto.

i, “Individual” shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall.include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g). : i i

j- “Privacy Rule" shall mean the Standards for Privacy of Individlially Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Depaniment of Health and Human Services.

k. "Protected Health Information” shall have the same meaning as the term “protected health
*information” in 45 CFR Section 160.103, fimited to the information created or receiv
Business Associate from or on behalf of Covered Entity. A

342014 Exhibit | Conlractor Inllials
Healih Insurance Portability Act
Business Assoclate Agreemenl 6/30/2022
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(2)

© "Required by Law" shall have the same meaning as the term “required by law" in 45 CFR

Section 164.103.

“Secretary” shall mean the Secretary of the Department of Health and Human Services or
hisfher designee.

“Security Rule® shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

"Unsecured Protected Health |iformation” means protected hieatth information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute,

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH '

Act.

Business Associate Use and Disclosure of Protected Health Infdrmatlpl

Business-Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
1. For the proper management and administration of the Business Associate;
. As required by law, pursuant to the terms set forth in paragraph d. below; or
1. For data aggregation purposes for the health care operations of Covered
Entity.

To the extent Business Associate is permitted under ihe Agreement to disclose PHI to a
third party, Business Associate’ mus! obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any- breaches of the confidentiality of the PHI, to the extent it has obtamed
knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure ’and
to seek appropriate relief. |f Covered Entity objects to such disclosure, the Bust E?

32014 - Exhibit. | Contraclor Initials

Heallh Insurance Portability Acl
Business Associate Agreement 6/30/2022
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3)

32014

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligations and Activities of Business Associate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to: .

o The nature and extent ¢f the protected health information involved, including the .
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the prolected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected.health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity. : '

The Business Associate shall comply with all sections of the Privacy, Security, and.
Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule. ’

Business Associate shall require all of its business associates that receive, use or have
access to PHI-under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 {l). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business assggiate
agreements with Contractor's intended business associates, who will be receiviiig Eﬁ-ll

Exhibit | Contractor Initials
Health Insurance Portability Act .
Business Assoclate Agreemenl 6/30/2022
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by-standard Paragraph #13 of the standard -
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information. ]

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate’s compliance with the terms of the Agreement. .

Within ten k10) business days of receiving a wiitten request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the

" requirements under 45 CFR Section 164.524.

Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to-enable Covered Entity to fulfill its
obligations under-45 CFR Seclion 164.526. '

Business Associate shall document such disclosures of PH| and information refated to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available

. to Covered Entity such information as Covered Entity may require 1o fulfill its obligations

to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

In the event any individual requests access 1o, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2}
business days forward such request to Covered Entity. Covered Entity shali have the
responsibility of responding to forwarded requests. However, if forwarding the -
individual's request to Covered.Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shali instead respond to the individual's request.as required by such law and notify
Covered Entity of such response as soon as practicable.

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connectlion with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to theses
purposes that make the return or destruction infeasible, for so long as Business‘ A

Exhibit | Conlractor Initiats
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3R014

Associate maintains such PHI. If Covered Entity, in ils sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s) in ils
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI.

Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity' may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
viclation to the Secretary. '

Miscellaneous

Definitions and Requiatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as .
amended.

Amendment. Covered Entity and Business Associate agree 1o take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federa! and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The parties agree that any ambiguity in the Agreement shall be r, ed
to permit Covered Enhty to comply with HIPAA, the Privacy and Security Rule. A

Exhibit | Contractor Inilials
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e. Segregation.’ If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
«conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit § are declared severable. - '

. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement. .

IN WITNESS WHEREQF, the parties hereto have duly executed this Exhibit .

Department of Health and Human Services Mindshare Consulting Group, LLC
talen uy: masghibe Contractor

l Joseph E. Ribsam, Jr. Eny P"“A"“T

Signature of Authorized Representative  Signature of Authorized Representative

Joseph €. Ribsam, Jr. Greg Povoliny
Name of Authorized Representative Name of Authorized Representative
Director

CEQ
Title of Authorized Representative Title of Authorized Representative -
6/30/2022 6/30/2022
Date - Date

C |
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CERTIFICAT]ON REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
' ACT {FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act {FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related lo executive compensation and associated first-tier sub-grants of $25,000 or more. If the.
initial award is below $25,000 but subsequent grant modifications result in a tolal award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Hurmman Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:

Name of entity : ' -
Amount of award

Funding agency
NAICS code for contracts / CFDA program number for grants
Program source '

Award tite descriptive of the purpose of the funding action

Location of the entity 3 .

Principle place of performance

Unique identifier of. the entity (UEI #)

0. Total compensation and names of the top five executives if: ‘
'40.1. More than 80% of annual gross revenues are from the Fedaral government, and those

revenues are greater than $25M annually and . ' ;

10.2. Compensation information Is not already avallable through reporting to the SEC.

2oENOC AR

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 105-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1,11 and 1.12 of the Genera! Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act. .

Contractor Name: Mindshare Consulting Group, LLC

Doculigned by:
6/30/2022 I éry Pw-alw,
Date ) Name: gvoiny -

Title: CEQ
C
Exhiblt J ~ Certification Regarding the Federal Funding Contractor Inftiats
. Accountabliity And Transparency Act (FFATA) Compliance 6/30/2022
CUDMHSA10713 Page10f2 Oate _
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate.

757044
1. The UEI (SAM.gov) number for your entily is: 8267570

2. In your business or organization’s preceding compleled fiscal year, did your business or organization
receive.(1) 80 percent or more of your annual gross revenue in 'U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2} $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements? '

X NO _ YES
if the answer to#2 above is NOQ, stop here
‘If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)} or section 6104 of the Internal Revenue Code of
19867 . : , -

- X __NO : X __ YES
f the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the ﬁve most highly compensated officers in your business or
' orgamzalion are as follows:

Name: : Amount:
Name: Amount:
. Name: ' Amount.
Name: Amount;
Name: Amount:
o
@_”
Exhibil J — Centification Regarding the Federal Funding Contractor Initiats
Amountabllnty And Transparency Act (FFATA) Ccmplance 6/30/2022
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A. Oefinitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means- the loss of control, compromise, unauthorized disclosure,

- unauthorized -acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, “ Breach® shall have the same meaning as the term "Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. ‘“Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National institute of Standards and Technology; U.S. Department
of Commerce. .

3. “Confidential Information® or “Confidential Data” means all confidential information
disclosed by one parly to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse. Treaiment Records, Case Records, Protected Health Information and
Personally Identifiable Information. :

Confidential Information also includes any and. all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by -
state or federal law or regulation. This information- includes, but’is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PF1}, Federal Tax Information (FTI). Social Security Numbers (SSN),
Paymenl Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
- business associate, subconlractor, other downstream user, etc.) that receives
DHHS dala or derivative data in accordance with the terms of this Contract.

5. *HIPAA™ means the Health.Insurance Portability and Accountability Act of 1986 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to galn unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of

- a syslem for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent, Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

C
V5. Last updale 10/09/18 Exhibit K Contractor Initials
’ DHHS Informalion ]
Sécunily Requiraments 6/30/2022
Dale

Page 1 0f 8



Doi:uSign Envelope 1D; D7TABACFF-A228-4F3E-B560-4501A18DBE36
DocuSign Envelope ID: 7B85AC43-CAS9-4548-8063-B87F 33089359
New Hampshire Department of Health and Human Services

Exhibit K
DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or deslruction. . -

7. “Open Wireless Network” means any network or segment of a network that is
_ not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open

network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data. -

8. “Personal Information” (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security humber, personal
information as defined in New Hampshire RSA 359-C:19, biomelric records, etc.,
alone, or when combined with other personal or identifying information which is linked"
or linkable to a specific individual, such as date and place of blrth mother's maiden_
name, etc -

-8 'anacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Prolected Health Information™ (or “PHI") has the same meaning as provided in the
definition of "Protected Health Information” in the HIPAA Privacy Rule at 45 CF.R. §
160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto: .

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health [nformation
unusable, ' unreadable, or indecipherable to unauthorized individuals and " is
developed or endorsed by a standards developing organization that is accredited by
the American Nationa! Standards Institute.

{. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Conlractor,
including bul not lirmited to all its directors, officers, employees and agenls, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
V5. Last update 10/09/18 Exhibit K
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request for disclosure on the basis that it is- required by law, in response to a
subpoena, elc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has .agr_eed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PH!
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such addmonal
 restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may nol be used for

any other purposes that are not indicaled in this-Contract.

6. The Contractor agrees to grant access to the data to the authorized represenlatives

of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract,

METHODS OF SECURE TRANSMISSION OF DATA

1.

Application Encryption.  End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attesls the applications have
been evaluated by an expert knowledgeable in cyber security and that said-
application's encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

Encrypted Email. End User may only employ email to transmit Confidentiat Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

Encrypted Web Site. If End User is employing the Web to trans}nit Confidential

- Data, the secure socket layers (SSL) must be used and the web sile must be

secure. SSL encrypts data transmitted via a Web site.

File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Sterage, to transmit
Confidential Data. :

Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protecied.

Open Wireless Networks. End User may not transmit' Confidential Data via an gpen

C
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10.

1.

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed. )

SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. if
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder ‘and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-delelion cycle (i.e. Confidential Data will be deleted every 24
hours).

Wireless Devices. If [End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

"The Contractor will only retain the data and any derivative of the data for the duration of this

Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A

Retention

1. ‘The Contractor agrees it will not store, transfer or process dala collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud slorage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in

place to delect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems. .

3, The Contractor agrees to provide security awareness and education fpr its End
Users in support of protecting Department confidential information.

4. 'The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section’lV. A2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

The Contractor agrees 1o and ensures its complete cooperation with_the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
tnfrastructure

B. Disposition -

1.

If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will

_obtain written certification for any State of New Hampshire data destroyed by the

Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program .
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology u. s
Department of Commerce. The Contractor will document and certify in writing at
time of the data deslruction, and will provide written certification to the Department
upon request. The’ written certification will include all details .necéssary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requurements will be jointly
evaluated by the State and Contractor prior to destruction.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Dala using a.
secure method such as shredding.

Unless otherwise specified, within thirty (30) days of the termjnation of this
Contract, Conlractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

Contractor agrees lo safeguard the DHHS Data received under, this Contract, and ariy

A
. derivative data or files, as follows:
1. The Contractor will maintain proper security controls to protect Department
- confidential information collected, processed, managed and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
+ confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction} regardless of the

media used to storethe data (i.e., tape, disk, paper, etc.).
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10.

1.

V5. Lasi update 10/08/18 Exhibit K

The Contractor will mainlain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

"The Contractor will ensure proper security monitoring capabilities are in pléoe to

detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems

The Contractor will provide regular security awareness and education for its End

* Users in support of protecling Depanment configential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
maich those for the Contractor, including breach notification requirements.

The Contractor will work with the Department to sign and comply with all applicable

State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Conlractor and any applicable sub-contractors prior 1o
system access being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160,103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement. ]

The Contractor will work with the Department at its request to complete a Syslem
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when ths
scope of the engagement between the Depariment and the Contractor changes.

The Contraclor will not store, knowingly or unknowingly, any State of New Hampshire
or Depariment data offshore or outside the boundaries of the United States unless
prior express writlen consent is obtained from the Information Secunty Office
leadership member within the Depariment.

Data Security Breach Liability. In the event of any secunty breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.

. The State shall recover from the Contractor all costs of response and recovery from

Q
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12.

13.

.14,

15.

16.
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the breach, including but 'not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach. ;

Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respecls
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 US.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164} that govern protections for individually identifiable health
information and as applicable under State law.

Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to'it. The safeguards must provide a level and
scope of security that is nol less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at hitps:/iwww.nh.gov/doit/vendor/index.htm
for the Department of Information Technology poiicies, guidelines, standards, and
procurement information relating to vendors. ]

Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the Stale's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidentia! information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

Contractor mi;st restrict access to the Confidential .Data obtained under this
Contract to only those authorized End Users who need such DHHS Datla to.
perform their official duties in connection with purposes identified in this Contract.

The Contractor muét ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-protected.

d. send emails containing .Confidential Information only if encrypted and being
sent to and being received by email addresses of persons’ authorized to

receive such information.
C
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limit disclosure of the Confidential Information to the exient permitted by law.

Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area thal is

physically and technologically secure from access by unauthorized persons

during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, ete.}.

only authorized End Users may transmit thé Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

in all other instances Confidential Data must be maintained, used and:

-disclosed using appropriate safeguards, as determined by a risk-based

assessment of the circumstances involved.

understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their' credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their -End Users. DHHS
reserves the right to conduct onsite inspections to’ monitor compliance with this
Contracl, including the privacy and security requirements provided in herein, HIPAA,
and other applicable. laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

LOSS REPORTING

" The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accardance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
* notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor’s procedures must also address how the Contractor wilk:

1. ldentify incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

C
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear cosls associated with the Breach notice as well as any mitigation

measures.

Incidents andfor Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT
A. DHHS Privacy Officer: .
DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov

Contractor Inilials
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