STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF ECONOMIC STABILITY

Lori A, Weaver
Interim Commissioner 129 PLEASANT STREET, CONCORD, NH 03301
603-271-9474 1-800-852-3345 Ext. 9474
Karen E. Hebert Fax: 603-271-4230 TDD Access: 1-800-735-2964 www.dhhs.nh.gov
Director
July 5, 2023

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Economic Stability
(the Department), to enter into a cooperative project agreement with Keene State College
(VC#315187), Keene, NH, in the amount of $4,423,000 to provide services to build capacity for
providers of child care, Head Start and out-of-school time programs, including opportunities for
child care professional development, advancing the Department's early childhood and out-of-
school time Quality Recognition Improvement System (QRIS) known as Granite Steps for Quality
(GSQ), testing strategies to strengthen the child care system, and preparing for an evaluation and
validation study of the GSQ, effective upon Governor and Council approval, through
September 30, 2024. 100% Federal Funds.

Funds are available in the following account for State Fiscal Years 2024 and 2025, with
the authority to adjust budget line items within the price limitation and encumbrances between
state fiscal years through the Budget Office, if needed and justified.

05-095-042-421110-24290000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVCS, HHS: HUMAN SERVICES, CHILD DEVELOPMENT, ARPA CHILD CARE CCDF
100% Federal Funds

Siate Fiscal Year Class / Account Class Title Job Number Total Amount
Contracts for
2024 102-500731 Prog Sve 42117773 $3,5638,400
Contracts for
2025 102-500731 Prog Sve 42117773 $884,600
Total $4.423,000
EXPLANATION

New Hampshire has a voluntary quality recognition system for licensed child care
providers known as Granite Steps for Quality (GSQ), which is designed to assess, improve, and
communicate the level of quality in a program.

The purpose of this request is to build the capacity of New Hampshire's early childhood
and out-of-school time programs (formerly known as after-school) to engage in continuous
quality improvement (CQl), and to provide services that will advance the GSQ, ultimately
leading to increased equitable access to high quality child care and accompanying services for
children and families.

The Department of Health and Human Services’ Mission is to join communities and families
in providing opporiunities for citizens to achieve health and independence.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
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This agreement will enable numerous professional development opportunities at no cost
to the provider enrolled in GSQ, or the staff, in addition to enabling access to education, training,
technical assistance, coaching, wellness, mental health services and other support. These
opportunities will - support child care, Head Start and out-of-school time providers in their -
continuous quality program improvements. The Contractor will also develop several processes
designed to support these providers to enter and successfully advance through the GSQ system,
including distributing quality materials, tools and incentives. The Contractor will assist the
Department to further devetop and implement the GSQ system components, as well as design
and implement several pilots to test strategies to strengthen the child care system. In addition,
the Contractor will design an evaluation plan to assess the GSQ system components and
processes, and design a system validation study for future implementation.

The Department will monitor services by:

» Conducting Active Contract Managemeht status meetings with the .Contractor to
discuss the status of project activities as described in the work plan and address
any challenges to meeting delwerable timelines and make necessary adjustments
to the plan.

» Reviewing required reports to discuss at regular status and performance
improvement meetings to assess completion of project milestones.

» Using the Department's Active Contract Management System onboarding proactive
solutions, templates, and structure for managing performance of the Contractor.

The Department selected the Contractor, ,through a competitive bid process using a
Request for Proposals (RFP) that was posted on the Department’s website ‘from. March 15,
2023, through April 14, 2023. The Department received two (2) responses that were
reviewed and scored by a team of qualified individuals. The Scoring Sheet is attached. The
Contractor was chosen due to their ability; to satisfactorily complete the necessary
work required, utilizing their relationships with other entities, and their expertise in the field.

Should the Governor and Council not authérize this request, early childhood and out-of-
school time programs will not have the fopportunlty to receive training, technical
assistance, funding, and other support to |mprove the quality of their programs. Children and
families will not have the benefit of equal access to quality child carefearly childhood and
out-of-school time programs throughout the state. In addition, the Department will be unable
to further develop its Quality Recognition ]'and Improvement - System and evaluate
its processes, results and benefits for purposes of continuous quality improvement.

Area served. Statewide
Source of Federal Funds: Assistance Listir!ig Number #93 575, FAIN #2101NHCDC6

In the event that the Federal Funds become no longer avaiiable General Funds will not
he requested to support this program. .

Respectfully submitted,

' W

- for:
Lori A. Weaver
Interim Commissioner .

The Department of Health eand Human Scnf"ioes'Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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New Hampshire Departrnent of Heatth and Human Services
Division of Finance and Procurement
Bureau of Contracts and Procurement
Scoring Sheet

Project 1D 8 ’nFP-zﬁzi-bE;u;&W
Project Title "Granits Steps for Quality Capachy Buliding Project

Maximum Keene State
Points . College
- Avalable |AR Our Hids
Technicat 3
end, implerneniation
and CoRaboration with Gthers 10 2 - 10
Professional Development R
Activities 10 2 10
Administering Incentives “ 1 25 2.5
Development of Pkt Programa 10 "2 9.5
Exparience as Facliating
Crpanization 24 3 25
Conducting Assessments and
Managing Plans 5 2 d
wm‘:&mm ol -
‘Work 3 3 5
Proposed Waork Plan i i 23 Q .25
Q 0
x Q 0
0 0
o 0
Subiotal - Technical] 100 21.3 13
——— - —|Cost.
Budget Sheet . 10 3 8
Program Staff List LI 2 §
Subtotal - Cont 15 s 1
TOTAL POINTS| 115 26.5 M1
TOTAL PROPOSED VENDOR COST 5 .
Reviewar Namas Title
1 andrea Foster Program Specialist Iv
2 Krisha Dubreul Admanistrator I
3 Michaei Bradey . Financial Mansger
4 Deb Netson Bureau Chist
H]
8
i
7 :
3 '
9
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COOPERATIVE PROJECT AGREEMENT
between the

STATE OF NEW HAMPSHIRE, Division of Economic Stability
and the
Keene State College of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

A. This Cooperative Project Agreement (heremaf‘ter “Project Agreement”) is entered into by the State of
New Hampshire, Division of Economic Stability, (hereinafter "State"), and the University System of
New Hampshire, acting through Keene State College, (hereinafter "Campus"), for the purpose of

~ undertaking a project of mutual interest. This Coopérative Project shall be carried out under the terms
and conditions of the Master Agreement for Cooperative Projects between the State of New Hampshire
and the University System of New Hampshire dated November 13, 2002, except as may be modified
herein. ;

B. This Project Agreement and all obligations of the parties hereunder shall become effective on the date
the Governor and Executive Council of the State of New Hampshire approve this Project Agreement
(“Effective date”) and shall end on 9/30/24. If the provision of services by Campus precedes the -
Effective date, all services performed by Campus shall be performed at the sole risk of Campus and in
-the event that this Project Agreement does not become effective, State shall be under no obligation to
pay Campus for costs incurred or services perform'ed however, if this Project Agreement becomes
effective, all costs incurred prior to the Effective date that would otherwise be allowable shall be paid
under the terms of this Project Agreement.

C. The work to be performed under the terms of thi's Project Agreement is described in the proposal
identified below and attached to this document as Exhibit A, the content of which is incorporated herein
. as a part of this Project Agreement. ‘| :

|
Project Title: Granite Steps for Quality Capac:ty Bunldmg Project
D. The Following Individuals are designated as Project Admmlstrators These Project Administrators shall

be responsible for the business aspects of this PI‘O_]CC[ Agreement and all invoices, payments, project
amendments and related correspondence shall be directed to the individuals so designated.

State Project Administrator i Campus Project Administrator

Name: Debra Nelson i Name: Karen Jensen

Address: 129 Pleasant St. Address: 51 College Rd, Service Building I11A
" Concord, NH 0330t d . Durham, NH 03824 “

Phone: 603-271-8153 i Phone: 603-862-2172

+
i

E. The Following Individuals are designated as Pr;oject Directors. These: Project Directors shall be
responstble for the technical leadership and conduct of the project. All progress reports, completion
reports and related correspondence shall be dlrected to the individuals so designated.

State Project Director Campus Project Director

i
‘ .
Name: Karen Hebert } Name: - Megan Phillips

Address: 129 Pleasant St. Address: 229 Main St.
Concord, NH 03301 Keene, NH 03435
|
Phone: 603-573-6311 Co Phone; 802-275-8395
’ DS
Page 1 of 4 i ‘ t—q"
' i Campus Authorlzcd Officia
' Datc:75;2023




DocuSign Envelope |D; 34F5D589-926B-4248-A487-89EB0201F951

F. Total State funds in the amount of $4,423,000 hav%a been allotted and are available for payment of
allowable costs incurred under this Project Agreement. State will not reimburse Campus for costs
exceeding the amount specified in this paragraph.

- Check if applicable \
(O] Campus wili cost-share =~ % of total costs during the term of this Project Agreement.

DX Federal funds paid to Campus under this Project Agreement are from Grant/Contract/Cooperative
Agreement No. RFP-2023-DES-06-GRANI-01 from Administration for Children and Families
under CFDA# 93.575. Federal regulations required to. be passed through to Campus as part of this
Project Agreement, and in accordance with the Master Agreement for Cooperative Projects between
the State of New Hampshire and the University System of New Hampshire dated November 13,
2002, are attached to this document as Exhibit B the content.of which is incorporated herein as a
part of this Project Agreement.

G. Check if applicable |
] Article(s) of the Master Agreement for [Cooperative Projects between the State of New

Hampshire and the University System of New Hampshlre dated November 13, 2002 is/are hereby
amended to read: !

H. [X] State has chosen not to take possession of equill:n ment purchased under this Project Agreement.
[] State has chosen to take possession of equ1pmeni purchased under this Project Agreement and will
issue instructions for the disposition of such equnpment within 90 days of the Project Agreement’s end-
date. Any expenses incurred by Campus in carrying out State’s requested disposition will be fully
reimbursed by State. . )

This Project Agreement and the Master Agreement constltute the entire agreement between State and
Campus regarding this Cooperative Project, and supersede and replace any previously existing
arrangements, oral or written; all changes herein must be made by written amendment and executed for the
_ parties by their authorized officials. |

IN WITNESS WHEREQF, the University System of New Hampshire, acting through the
Keene State College and the State of New Hampshire, lesmn of Economic Stability have executed this
Project Agreement. .

By An Authorized Official of: By An Authorized Official of:

Keene State College ! Department of Health and Human
Services

Title:Director, Pre-Award Compliance Title: Division of Economic Stability

I
Name: Karen Jensen ! Name: Karen Hebert

Signature and Date; ;—oecstimed o Signature and Date: —oonsimser:

focio _fonoen 7/5/2023 ' o an  1/5/2023
R IaCAF OIS, | Se—SHICOCEB1B4A NS _ )
By An Authorized Official of: the New : i By An Authorized Official of: the New
Hampshire Office of the Attorney General F. Hampshire Governor & Executive: Councnl
Name: Robyn Guarino il - Name:
Title: Attorney | Title:

Signature and Date: o Signature and Date:
[— %:; G, 1/6/2023

AR MG 1480_, ) - bs
Page 2 of 4 ‘ Ly
Campus Authorized Officia

Datc; 72023
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EXHIBIT A
Project Title:  Granite Steps for Quality Capacity Building Project
“Project Period: Upon Governor and Executive Councit approval tﬁrough September 30, 2024.

Objectives: See Exhibit A-1, Scope of Services

© 0w »

- Scope of Work: See Cooperative Prbject Agreement, Exhibit A-1, Scope of Services; and Exhibit A-
2, DHHS Information Security Requirements.

E. Deliverables Schedule: See Exhibit A=l Scope of Services

F. Budget and Invoicing Instructions: See Exhibit }'\;-[tem F, Payment Terms, and Budget Sheets F-1
and F-2. |

" . DS
i |
Page 3lof 4 . k’—J
| ) Campus Authorized Official
) . Date?/5/2023
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EXHIBIT B

This Project Agreement is funded under a Grant/Contract/Cooperative Agreement to State from the Federal
sponsor specified in Project Agreement article F."All applicable requirements, regulations, provisions, terms

- and conditions of this Federal Grant/Contract/Cooperative Agreement are hereby adopted in full force and
effect to the relationship between State and Campus, except that wherever such requirements, regulations,
provisions and terms and conditions differ for INSTITUTIONS OF HIGHER EDUCATION, the
appropriate requirements should be substituted (¢.g., OMB Circulars A-21 and A-110, rather than OMB
Circulars A-87 and A-102). References to Contractor or Recipient in the Federal language will be taken
to mean Campus; references to the Government or Federal Awarding Agency will be taken to mean
Government/Federal Awarding Agency or State or both, as appropriate. ’

Special Federal provisions are listed here: [X] None or

Campus Authorized Official
. Date /572023

: Ds

Page&bfni - ' ‘ k4
o
|
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New Hampshire Department of Health and Human Serwces
- Granite Steps for Quality Capacity Building Project

EXHIBIT A-1

Scope of Services

1. Statement of Work

1.1.

1.2

15

1.4.
1.5.

1.6.

17.

RFP-2023-DES-06-GRANI-01 ‘ .B-2._0' . Contractor Initials
i

Keene State College Page 1 ;0! 14 : Date

- New Hampshire has a voluntary quality recognition system for licensed child

care providers, known as Granite Steps for Quality (GSQ). This Quality
Recognition and Improvement System (QRIS) focuses on two quality
standards which promote a culture of continuous quality improvement: 1) staff

- qualifications (training and credentialing), and 2) learning envir'o'nrﬁents QRIS

is a systematic approach to assess, improve, and commumcate the level of
quality in early and school-aged care and education programs. This focus helps
improve the overall quallty of Early,’ Care and Education and Out-of-School
(OST) Time programs in the state, thereby |mprovmg outcomes for children and
families.

The Contractor must act as a'faéillitating organization to assess systems,
processes, and short-term results and benefits of GSQ, the Department’s Child
Care Quality Recognition Improvement System, which provides statewide

. professional development services to enhance the quality of New Hampshire's

early childhood and out-of-school time (OST) program services.

The Contractor must build the capacity of New Hampshire's early childhood
and OST programs to engage in continuous quality improvement (CQl), and
provide equitable access to high quallty services for the chlldren and families
they serve. - ' f

The Contractor must work with con'”nmunlty partners to |mprove educational,
social service, behavioral health practlce equity and outcomes for oppressed,
marginalized and underserved populatlons

The Contractor must collaborate wuth the Department and its contractors, and
partners to provide services thalt will support the Department's GSQ -
implementation and impact assessment, and related efforts.

The Contractor must collaborate with the Department and its contractors, and
partners to further develop and |mp|ement the GSQ system components
including:

1.6.1. Coordlnatlng and providing professmnal development activities to
programs and staff. i

1.6.2.  Providing financial incentives and resources.

1.6.3. Onboarding programs in the system.

1.6.4. Supporting programs to engage in continuous quality amprovement
(CQl).

1.6.5. Recommending system enhancements

The Contractor must support the Environment Rating Scales (ERS), which are

designed to assess what children dlrectly experience in their program that has

a direct effect on development. The'Learnlng Environment includes mte@fft)ns
e

|

7/5/2023
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New Hampshire Department of Health and Human Services
Granite Steps for Quality Capacity Building Project

EXHIBIT A-1

children have with other children, staff, space, materials and equipment in their
environment.

1.8. The Contractor must support the Pyramid Model Pathway, which provides early
educators a way to build skills for supporting nurturing and responsive
caregiving, to create learming environments, to provide targeted social-
emotional skills, and to support children with challenging behavior.

1.9. The Contractor must support the ERS and the Pyramid Model Pathway by:

1.9.1.

1.9.2.

1.93..

1.94. .

1.9.5.

1.9.6.

1.9.7.

RFP-2023-DES-06-GRANI-01

Keene State College

Developing a process to assist providers that have applied for a
GSQ Step, through the Department, to receive services from
professional development specialists in support of the ERS -
pathway, including trained coaches assessors, and anchors to
support programs in the use of ERS tools. -
Developing a process to recruut train and retain professional
development specialists iny 1.9.1., including paying the costs of
required training during the Agreement period, to serve programs
and for reliability training for ERS anchors, assessors and coaches.
Establishing a process to lassnst programs that have been awarded
a GSQ Step to create and implement a CQI action plan with goals,
activities, and timelines for the ERS pathway.

Developing and |mplement|ng, in coordination with the Department,
GSQ readiness activities for programs prior to submitting an
application. Activities may include, but are not limited to:

1.9.4.1. Marketing. '
1.9.4.2. Readiness checkllsts
1.9.4.3. Guidance on choosmg a GSQ pathway.

Purchasing and dlstnbutlmg ERS tools to providers that have been
awarded a GSQ Step. ERS tools include but are not limited to:

1.9.5.1. Early Childhood Environment Rating Scale, 3rd ed.
(ECERS-3);,

1.9.5.2. Family Child Care Environment Rating Scale, 3rd ed.
(FCCERS-3); 1!

1.9.5.3. School-Age Care Environment Rating Scale, Updated
Edition (SACERS U); and

1.9.5.4. Infant/Toddler Environment Rating Scale, 3rd ed. (ITERS-

3). lf

Purchasing and dlstnbutlhg classroom material kits for
infant/toddler and pre- school classrooms.

Collaborating and subcontractmg with the Pyramid Model
Consortium, to:

1.9.7.1. Coordinate prowder access to the middle tier of Pyrgmid
Model framework coaches, trainers and consultfrgj, to

B-2.0 Contractor Initials
- 7/5/2023
Page 2 of 14 a Date
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New Hémpshire Department of Health and Human Services
Granite Steps for Quality Capacity Building Project
' EXHIBIT A-1

meéet the demand for these services in programs pursuing
the GSQ Pyramid Model pathway.
1.9.7.2. Develop, implement, coordinate and fund a process for
' GSAQ readiness activities, including coaches, for programs
moving from Step 1 to Step 2 in the Pyramid Model
_ pathway.
1.9.7.3. Develop the criteria for the GSQ Family Child Care
Pyramid Model pathway;
1.9.7.4.  Align processes of the two GSQ pathways: Pyramid Model
and ERS. '

1.10. The Contractor musti lncrease professional development opportunities for early
childhood and OST programs and staff in New Hampshire, including, but not
limited to: |

1.10.1. Collaborating and coordinating with the Department and its
Contractors engaged in GS,Q-reIated professional development
activities, to expand online access to professional development
modules and courses for early childhood and out-of-school time
program professionals, students interns and affiliates, as applicable,
by adding course/module ¢ontent for an unlimited number of
participants who sign up.

1.10.2. Providing or collaborating "tg provide other relevant professional
development activities, as'def ned by the Department, associated
with the Department’s quallty improvement efforts for GSQ and non-
GSQ programs, including, fbut not limited to, the following, which
shall not be duplicative of other professional development
opportunities provided by the Department:

1.10.2.1. Training
1.10.2.2. Technical Assistance -
1.10.2.3. Coaching .
1.10.2.4. Coursework |
1.10.2.5. Mentoring

1.10.2.6. Other activities!

1.10.3." Providing funding for coac:hles consultants, and others, as approved
by the Department, to attend conferences, including the annual
Pyramid Model Training Instltute (PMTI) and the Build Initiative, to
ensure that participants galn the most current professional
knowledge to apply to theirlwork with GSQ providers. The
Contractor must demonstrate knowledge, skills or abilities acquired
by participants.

1.10.4. Providing professional development for the Social-Emotional
Learning (SEL) model. SEll is an integral part of education and
human development. SEL is the process through which all youRg

k4

7/5/2023

as approved by the Department.

RFP-2023-DES-06-GRANI-01 B-2.0, Contractor Initials

Keena State College Page 3 of 14 Date
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New Hampshire Department of Health and Human Services
Granite Steps for Quality Capacity Building Project

EXHIBIT A-1

1.11.

1.12.

1.13.

1.14.

1.15.

1.16.

1.17.

1.18.

RFP-2023-DES-06-GRANI-01 B-2 .0 | Contractor Initials

Keene State College Page 4 Ofl 14 Date

people and adulits acquire and apply the knowledge, skills, and
attitudes to develop healthy identities, manage emotions and
achieve personal and collective goals, feel and show empathy for
others, establish and maintain supportive relationships, and make
responsible and caring decisions.

The Contractors and subcontractors, as appropriate, shall utilize the New
Hampshire Connections Information System (NHCIS) to record data and
information related to training, technical assistance, and any other activities
provided under this contract, as determmed by the Department.

The Contractor and subcontractors, as appropriate, shall provide information,
as approved by the Department, to be posted on the NH Connections website
to inform stakeholders regarding actlvmes under this contract.

The Contractor must implement a SEL mode! for out-of-school time (OST)
programs for GSQ through collaboration with the Department, New Hampshire
Education Department and A Comprehensnve Resource for QOut-Of-School
Time Staff (ACROSS) NH.

The Contractor must update/revise the NH Early Childhood and Family Mental
Health (ECFMH) Credential and to expand the number of professionals
receiving their intermediate or advanted ECFMH credential.

The Contractor must provide crltena recommendations for incentives, and
opportunities for programs to obtalnI iGSQ Endorsements in at least four of the
following agreed-upon areas: Developmental screening; Nutrition and Physical
Activity Self-Assessment for cr,m Id Care {Go NAPSACC);, formative
assessment; curriculum; business: practices; environmental health; and
additional requirements for the existing GSQ Family Engagement
endorsement. - \

The Contractor must develop a process for administering and funding the
Department's GSQ Commitment to Quality Annual Award for participating
programs.

The Contractor must design an- evaluatlon plan to assess the GSQ system
components and processes to prepare for implementing an evaluation in order
to understand the effectiveness of current processes, short and long term
impacts and if the system supports Continuous Quality Improvement. The
evaluation plan must include |dent|fcat|on of . evaluation questions to be
addressed, applicable variables,/|data to be collected, metrics, and
methodology for data collection, summarization and reporting, The evaluation
plan must encompass all components of the GSQ system including pathways,
processes, endorsements, mcentlves materials and professional
development. The evaluation planlmust also include a timeline for the plan
implementation.

The Contractor must design.a GSQ system validation study fo{ E_i,turel

7/5/2023
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New Hampshire Department of Health and Human Services
Granite Steps for Quallty Capacity Building Project

EXHIBIT A-1

implementation. Validation of a QRIS is a developmental and multi-step

process that assesses the degree to which design decisions about program
quality standards and measurement strategies are resulting in accurate and
meaningful quality ratings. Validation of a QRIS provides designers,
administrators, and stakeholders with crucial data about how well the system
is functioning. A carefully designed plan for ongoing QRIS validation creates
confidence in the system and a climate that supports continuous quality
improvement at both the child care provider and system levels {Zellman &
Fiene, 2012).

f

1.19. ‘The Contractor must design a QRIS validation study organized around four
. complementary approaches:- key quality concepts; quality measurement;
ratings outputs; and links to child outcomes.

1.20. The Contractor must utilize reporting templates provided by the Department,
and must-conduct all activities described in 1.21., GSQ-Related Pilot Projects,
below: : : :

1.21. GSQ-ReIatedi;PiIot Projects
Project Description: Performarice Measures
Tuition Assistance » Provide approxumately five- 1. Current impact on the
hundred (500) tuition assustance participation rate.
grants, not to exceed $2 000 per 2. Anticipated impact on
course, to early chlldhood and out- participation rate.
of-school time program teachers 3. Final report of the
¢ Project Pilot should enable process and cost to
" participants to take nojmore than implement a Tuition -
three approved courses per term, Assistance Program.
paying 100% of tuition costs for 4. Future recommendations
each course. This requwes or investments to this
expanding the number| of project.
approved courses to choose from.
o Collaborate with other ||nst|tutes of
higher education to determlne the
feasibility of parttcupatlon
agreements for the tuition
assistance program. |
Credential Incentive | ¢ Develop a credential incentive . 1. Anticipated impact on
Program program. - participation rate and
» Include financial support for enhanced quality of care.
credential fees and costs in the 2. Final report of the .
program. i 15 processes and costs to
i implement a credential
- Incentive Program. .
3. Future recommendations
-' or investments to this
i - project. :": :::
RFP-2023-DES-06-GRANI-01 820 Contractor Initials L

[ § 7/5/2023

Keens Slate College * Page 5 of 14 Date
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New Hampshire Department of Health and Human Services
Granite Steps for Quality Capacity Building Project

'EXHIBIT A-1
Project " Description Performance Measures
National + Provide technical assistance to . Anticipated pammpatlon
Accreditation programs to attain or maintain - rate in number of

accreditation.
« Identify possible sources for
sustainable funding

programs attaining or

" maintaining national
accreditation.
Final report of the
processes and costs to
implement a National
Accreditation Pilot.
Future recommendations
or investments to thls
project.

Access to Mental
Health Consultation

e Collaborate and coordmate with
Community Mental Health

Current and anticipated
early childhood and out-

and Support Centers: NH Association for Infant of- school time programs
Mental Health; Pyram d Model receiving mental health
Consortium; Department s consultation and support
Children's Behavioral Health regarding children’s
‘and/or other qualified ‘early behavioral health needs.
childhood and school-age The number of early
children's mental health childhood and out-of-
professionals. 5 school time programs
» Provide consultation and receiving mental health
resources to programs regarding consultation and support
child-specific behaworal health in which children’s
needs requiring mtenswe support, behavioral health needs
" thereby improving program quality were addressed and
through mental health' supports for | . retained in the program
children and their families. (not suspended or
expelled). No PHI/PII will
be collected or
disseminated.
Final report of the
processes, costs and
results for the mental
health consultation and
pilot.
Future recommendations
or investments to this
' project.
Mixed Delivery Testing of a model for Pre-K in the Current impact on the -
Community Based state of NH. ! participation rate.
Pre-K Model Anticipated impact on

i
!
1
I
.

.- Final report of the

participation rate.

processes and cogls o

RFP-2023-DES-06-GRANI-01

Keene State Collsge

=S

Page 6 ¢ 14

L2
Contractor Initials

7/5/2023
Date :
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New Hampshire Department of Health and Human Services

Granite Steps for Quality Capacity Building Project

EXHIBIT A-1

Project

Description

Performance Measures

implement a Community
Based Pre-K.
4. Future recommendations
or investments to this
_project.

2 Reporting Reqmrements

2.1. The Contractor must provide reports to the Department no Iater than the 15%
of the month following the end of tpe reporting period to ensure the timely
implementation of project actlvmes and to document progress towards
achieving targeted results and outcomes .

Report -

1D

Reference

Activity Area

Report
Type

Reportlng
" Period

Key Findings and Action
Steps

GSQ.O1

ERS and
Pyramid Model

Status/Pro
gress
Reports
w/iPMC

|

Quai‘t;erly .

. Training of ERS coaches,

. List of professionals providing

“plan with goals, activities and

. Provide funding and support for

. Provide or collaborate to

-Department's quality

Development of the GSQ
Family Child Care Pyramld
Model Pathway.

assessors and anchors to
support programs in the use of
ERS tools, as indicated in -
Section 1.10.

support, costs, and hours of .
support provided.

Process and provide funding for
professional development
specialists to serve programs in
the GSQ ERS pathway.
Process and provide funding to
assist programs that have been
awarded a GSQ Step to create
and implement a CQl action

timelines for the ERS pathway.

the coritinued development and
implementation of the GSQ -
system components.

provide other relevant
professional development
activities associated with the

~—Ds

RFP-2023-DES-06-GRANI-01

Keene Stale Collega
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New Hampshire Department of Health and Human Services

Granite Steps for Quality Capacit

y Building Project
EXHIBIT A-1

Report
_Reference-
ID-

Activity Area |-

Report
Type

Reporting.
Period

Key Findings and Action
.Steps

improvement efforts for GSQ
and non-GSQ programs.

8. Provide a SEL model for out-

of-school time (OST) programs

GSQ.02

ERS and
Pyramid Model
w/
ProSolutions

Progress

Quarterly
i

1.

Collaborate and coordinate with
other Department Contractors
engaged in GSQ-related
professional development
activities to expand and fund
online access to professional
development modules and
courses for early childhood and
out-of-school time program
professionals, students, interns
and affiliates, as applicable via
ProSolutions.

Add course/module content
and/or pay the cost of online
access for interested
participants.

GSQ.03

ECFMH
Credential

Status/
Progress

. The Contractor must

update/revise the NH Early
Childhood and Family Mental
Health (ECFMH) Credential
and to expand the number of
professionals receiving their
intermediate or advanced
ECFMH credential (6-10
individuals during contract
period)

GSQ.04

GSQ System

Status/Pro
gress

Qua[t'erly -

Provide or collaborate to
provide other relevant
professional development
activities, as defined by the
Department, associated with
the Department’s quality
improvement efforts for GSQ
and non-GSQ programs.

GSQ.05

GSQ System
Evaluation
Ptan

Status

At end of
First!
Quatter

. -Complete Evaluation Plan

subject to Department approval.

GSQ.06

GSQ System
Validation Plan

Closeout

End of
cont(éct

. Complete Validation Study Plan

subject to Department approval.

p—, 1]

RFP-2023-DES-06-GRANI-01

Keene State College
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New Hampshire Department of Health and Human Services
Granite Steps for Quality Capacity Building Pro;ect

EXHIBIT A-1
Report: Activity Area Report. | Reporting Key Findings and Action
‘Reference . ' Type . | Period | Steps
ID - '
GsQ.07 GSQ System | Closeout | Annual 1. Reviéw of overall contract
: Report Ending " performance due 8/31/2024.
. 6/30/2024
GSQ.08 GSQ System Ad Hoc Upon 1. System governance.
, request 2. Purchase and distribution of
~ tools and material and
documenting cost.
2. Administration.
\ 3. Policies and Procedures.
El 4. Financial management.
2.2. The Contractor must participate in status meetings with the Department at an .

2.3.

24,

2.5.

3. Privacy Impact Assessment !
3.1.

RFP-2023-DES-06-GRANI-01

Keene State College

agreed upon frequency or upon request by the Department. The purpose of
these meetings are to review the prOJect plan, progress, facilitate collaboration,
and make course corrections as needed

The Contractor must collaborate with the Department to develop and meet
Performance Measures, and prowde Status Reports by the 15th of the month
following the end of each quarter.

The Contractor must develop a Work Plan for all performance measures and

~ goals, in project plan format, and submlt the Plan to the Department fifteen (15)

business days from the start of the ¢ontract. The Plan will include:

2.4.1. Description of all activities Iand accompanying. tasks;
2.4.2. Timeframes for completlonI

2.4.3. Identification of the responsible mdawduals

2.44. Quarterly benchmarks;

2.45. Deliverables/outputs. t

The Contractor must provide update!d or modified Work Plans as requested by
the Department '

Upon request, the Contractor mljst allow and assist the Department in -
conducting a Privacy Impact Assessment (PIA) of its
system(s)/application(s)/web portal( yYwebsite(s) or Department
system(s)/application(s)/web portal(s')/websne( s) hosted by the Contractor, if
Personally Identifiable information (PII) is collected, used, accessed, shared,

or stored. To conduct the PIA the'Contractor must provide the Department
access to apphcable systems and documentation sufficient to allow the
Department to assess, at minimum, tthe following:

3.1.1.
3.1.2.

How Pll is gathered and stpred,
Who will have access to Rl

JiE : DS

!
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New Hampshire Department of Health and Human Services
Granite Steps for Quality Capacity Building Pro;ect

EXHIBIT A-1

3.1.3 How PII will be used in the system;
3.1.4. How individual consent will be achieved and revoked: and
315 Privacy practices. -

3.2. The Department may conduct follow-up PIAs in the event there are either
significant process changes or new technologies impacting the collection,
processing or storage of PII.

3.3. Department Owned Devices, Systems and Network Usage

3.3.1. If Contractor's End Users are authorized by the Department's
Information Security Office .to use a Department issued device (e.g.

computer,

tablet, mobile telephone) or access the Department

. network in the fulfilment of this Agreement, each End User must:

3.3.1.1.

3.3.1.2.

3¢3.1.3

3.3.1.4.

J8.1.5,

3.3.1.6.

3.3.1.7.

RFP-2023-DES-08-GRANI-01

Keena State College

Sign and abidb by applicable Department and New
Hampshire Department of Information Technology (NH
DolT) use agrelements policies, standards, procedures
and guudehnes and complete applicable trainings as
required;

Use the information that they have permission to access
solely for conducting official Department business and
agree that all other use or access is strictly forbidden
including, but not limited, to personal or other private and
non-Department use, and that at no time shall they
access or attempt to access information without having
the express authority of the Department to do so;

Not access or attempt to access information in a:manner
inconsistent wilth the approved policies, procedures,
and/or agreement relating to system entry/access;

Not copy, share distribute, sub-license, modify, reverse
engineer, rent, ior sell software licensed, developed, or
being evaluated by the Department, and atall times must
use utmost care to protect and keep such software strictly
confidential in accordance with the license or any other
agreement executed by the Department;

Only use equnpment software, or subscription(s)
authorized by |the Department’'s Information Security
Office or de5|gnee

Not install non -standard software on any Department
equipment unless authorized by the Department's
Information Secunty Office or designee;

Agree that email and other -electronic commumcahon
messages created sent, and received on a Depfﬂp nt-

Contractor Initials
! 7/5/2023
Page 10 <|)f 14 Date
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New Hampshire Department of Health and Human Services
Granite Steps for Quality Capacity Building Project
" EXHIBIT A-1

issued email system are the property of the Department
of New Hampshire and to be used for business purposes
only. Email is defined as “internal email systems” or
“‘Department-funded email systems.” .

3.3.1.8. Agree that use of email must follow Department and NH
DolT policies, standards, and/or guidelines; and

3.31.9. Agree when utilizing the Department's email system:

3.3.1.9.1. To only use a Department email  address
assigned to  them with a ‘@
affiliate. DHHS.NH.Gov".

3.3.1.9.2. Include in the signature lines information
identifying the End User as a non-Department
workforce member; and

3.3.1.9.3. Ensure the following confidentiality notice is
embedded underneath the signature line:

CONFIDENTIALITY NOTICE: *This message may
contain information that is privileged and confidential
and is intended only for the use of the individual(s)
to whom itis addressed. If you receive this message
in error, please notify the sender immediately and
delete this electronic message and any attachments
from your system. Thank you for your cooperation.”

3.3.1.10. Contractor End Users with a Department issued email,
access or potential access to Confidential Data, and/ora
workspace in a Department building/facility, must:

3.3.1.10.1. Completée - the Department's  Annual
information  Security &  Compliance
Awareness Training prior to accessing,
wewmg, handling, hearing, or transmitting
Department Data or Confidential Data.

3.3.1.10.2. Sign the Department's Business Use and
Conf identiality Agreement and Asset Use
Agreement and the NH DolT Department
wrde Computer Use Agreement upon
executron of the Contract and annually
throiughout the Contract term.

3.3.1.10.3. Agree End User's will only access .the
Departments intranet to view the
Departments Policies and Procedures and
Information Security webpages.

0%
@
RFP-2023-DES-06-GRANI-01 B-2.0 Contractor Initials
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New Hampshire Debartment of Health and Human Services
Granite Steps for Quallty Capacity Building Project
EXHIBIT A-1

3.3.1.10.4. Contractor agrees, if any End User is found
"to be in violation of any of the above-
Department terms and conditions of the
Contract, said End User may face removal
from the Contract, and/or criminal and/or civil
prosecution, if the act constitutes a violation
of law. ‘ .
. 3.3.1.10.5. Contractor agrees to notify the Department a
: minimum of three business days prior to any
upcoming transfers or terminations of End
Users who possess Department credentials
and/or badges or who have system
pnvuleges If End Users who possess
Department credentials and/or badges or
who have  system privileges resign. or are
dismissed without advance notice, the
Contractor agrees to notify the Department's -
Information Security Office or designee
immediately.

3.4. Contract End-of-Life Transition Services
3.4.1. General Requirements

J

3.41.1. If applicable, ';upon termination or expiration of the
Contract the Par‘tles agree to cooperate in good faith to
- effectuate a smpoth secure transition of the Services from
the Contractor, to the Department and, if applicable, the
Contractor engaged by the Department to assume the
Services previously performed by the Contractor for this
section the new Contractor shall be known as
“Recipient”). . Ninety (90) days prior to the end-of the
contract or unless otherwise specified by the Department,
the Contractor; must begin working with the Department
and if appllcable the new Recipient to develop a Data
Transition Plarla (DTP). The Department shall provide the

DTP template to the Contractor.

3.412. The Contracto} must use reasonable efforts to assist the
Recipient, in lconnection with the transition from the
performance of Services by the Contractor and its End
Users to the performance of such Services. This may
include aSS|stance with the secure transfer of records

(electronic and' hard copy), transition of historical data-~. .

{electronic and hard copy), the transition of any such
Service .from,’the hardware, software, netwoCend
| k4

L

RFP-2023-DES-06-GRANI-01 B-2.0 Contragtor Initials
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New Hampshire Department of Health and Human Services
Granite Steps for Quality Capacity Building Project

EXHIBIT A-1

3.4.1.3.

3.4.14.

3.4.1.5.

3.4.1.6.

telecommunications equipment and internet-related -

_information technology infrastructure (‘Internal IT

Systems”) of Contractor to the Internal IT Systems of the
Recipient and cooperation with and assistance to any
third-party consultants engaged by Recipient in
connection with the Transition Services.

If a system, database, hardware, software, and/for

_software licenses (Tools) was purchased or created to

manage, track:, and/or store Department Data in
relationship to this contract said Tools will be inventoried
and returned to the Department, along with the inventory
document, on<.e transition of Department Data is
complete.

The internal planning of the Transition Services by the
Contractor andjits End Users shall be provided to the
Department and if applicable the Recipient in a timely
manner. Any such Transition Services shall be deemed
to be Services for purposes of this Contract.

Should the data Transition extend beyond the end of the
Contract, the Contractor agrees that the Contract
Information Security Requirements, and if applicable, the
Department’s Busmess Associate Agreement terms and

- conditions remaln in effect until the Data Transition is
‘accepted as complete by the Department.

In the event: Ewhere the Contractor has comlngled
Department Data and the destruction or Transition of said
data is not feasllble the Department and Contractor will
jointly evaluate regulatory and professnonal standards for
retention requnrements prior to destruction, refer to the
terms and condtttons of Exhibit K: DHHS Information
Security Requnrements.

3.4.2. Completion of Transition Services

3.4.21.

RFP-2023-DES-06-GRANI-01

Keene State College

Each service |or Transition phase shall be deemed

completed (and the Transition process finalized) at the

end of 15 busmess days after the product, resulting from
the Service, is delivered to the Department and/or the
Recipient in accordance with the mutually agreed upon
Transition. plan, unless within said 15 business day term
the Contractor. notifies the Department of an issue
requiring additional time to complete said product.

' DS
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- New Hampshire Department of Health and Human Services
Granite Steps for Quality Capacity Building Pro;ect

EXHIBIT A-1

3.4.2.2.

- 3.43. Disagreemen; over Transition Services Results

3.4.3.1.

Once all parties agree the data has been migrated the
Contractor will have 30 days to destroy the data per the
terms and conditions of Exhibit K: DHHS Information
Security Requirements.

5

In the event the Department is not satisfied with the
results of the Transition Service, the Department shall
notify the Contractor, by email, stating the reason for the
lack of satisfaction within 15 business days of the final
product or at any time during the data Transition process.
The Parties shall discuss the actions to be taken to
resolve the dlsagreement orissue. If an agreement is not
reached, at any time the Department shall be entitled to
initiate actions |n accordance with the Contract.

3.4.4. State of New Hampshire' s Website Copyright

3.44.1.

RFP-2023-DES-06-GRANI-01

Keene State College

All right, title and interest in the State WWW site, including
copyright to all Data and information, shall remain with the
State of New Hampshire. The State of New Hampshire
shall also retaln all right, title and interest in any user

"interfaces and computer instructions embedded within the

WWW pages. |All WWW pages and any other Data or
information shall, where applicable, dlsplay the State of
New Hampshire’s copyright.

i
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New Hampshire Department of Health and Human Serwces
Granite Steps for Quality Capacity Building Project -
EXHIBIT A ltem F

Payment Terms

1. This Agreement is funded by:

1.1. 100% Federal funds, American Rescue Plan Act, Child Care
Supplemental Discretionary Funds, as awarded on April 14, 2021, by
the Department of Health and Human Services, Administration for
Children and Families, ALN 93.575, FAIN 2101NHCDCS6.

2. For the purposes of this Agreement the Department has identified:
'2.1. The Contractor as a Subrempnent in accordance with 2 CFR §200.331.
22. The Agreement as NON-R&D, in accordance with 2 CFR §200.332.

3. Payment shall be on a cost relmbursement baS|s for actual expenditures
‘incurred in the fulfilment of this Agreement and shall be in accordance with
“the approved line item, as specified |n Exhibit A, Item F-1 Budget through
Exhibit A, Item F-2 Budget. ,

4. The Contractor shall subm|t an |nv0|ce with supporting documentatlon to the
Department no later than the fifteenth (1 5th) working day of the month following
the quarter in which the services were provided.

5. The Contractor shall ensure the final m’vonce is submitted to the Department no
later than forty (40) days after the conEtract completion date.

6. The Contractor shall ensure each i mvonce

6.1. Includes the Contractor's Vendor Number issued upon registering with -
- New Hampshire Department of Admmlstrattve Services.

6.2. s submitted in a form that is provuded by or otherwise acceptable to the
Department.

6.3. Identifies and requests payment for allowable costs incurred in the
previous quarter.

6.4. Includes supporting documentation of allowable costs with each invoice
that may include, but is not I|m|téd to tuition scholarships, subcontractor
payments, recelpts for purchases and proof of expenditures, as
applicable. :

6.5. Must provide additional supportlng documentatron as requested by the
! Department. :

6.6. |s completed, dated and returned to the Department with the supportlng
documentation for allowable expenses to initiate payment.

6.7. Is assigned an electronic S|gnatulre includes supporting documentatlon
and is emailed to dhhs. bcdhsmvorces@dhhs nh.gov or mailed to:

Financial Manager | |
' ¥
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New Hampshire Department of Health and Human Services
Granite Steps for Quality Capacity Building Project

- EXHIBIT A Item F

10.

11.

12.

]
RFP-2023-DES-06-GRANI-01 C-2.0 Contractor Initials

Keene State College ' Page 2 of 2

Department of Health and Human Services
129 Pleasant Street
Concord, NH 03301

The Department shall make payment to the Contractor within thirty (30) days
of receipt of each invoice, subsequent to approval of the submitted invoice and
if sufficient funds are available.

The Contractor must provide the services in Exhibit A-1, Scope of Services, in
compliance with funding requirements.

" The Contractor agrees that funding uhber this Agreement may be withheld, in

whole or in part in the event of non-compliance with the terms and conditions
of Exhibit A-1, Scope of Services. :

Notwithstanding anything to the contrary herein, the Contractor agrees that
funding under this agreement may be wuthheld in whole or in part, in the event
of non-compliance with any Federal or State law, rule or regulation applicable
to the services provided, or if the satd services or products have not been
satisfactorily completed in accordance with the terms and conditions of this
agreement. |

Changes limited to adjusting amounts within the price limitation and adjusting
encumbrances between State Fiscal Ylears and budget class lines through the
Budget Office may be made by written agreement of both parties, without
obtaining approval of the Governor tand Executive Council, if needed and
justified. i'

11.1. In addition to, and not in any way in limitation of obligations of the
Contract, it is understood and agreed by the Contractor that the
Contractor shall be held Ilable for any state or federal audit exceptions
and shall return to the Department all payments made under the
Contract to which exception: has been taken, or which have been
disallowed because of such an exception.

Funding: Funding for this Agreement is based upon and subject to availability
of the Grant Award to support this. prolect If the funding for this Agreement is
not available at the proposed Ievels the Agreement will be amended

accordingly.

DS

Ly

7/5/2023
ate



DocuSign Envelope ID: 34F50589-926B-4248-A487-89EB02D 1F951

4

Exhibit F-1 Budget Sheet

New Hampshire Departmant of Health and Human Services
Complete one budget form for each budget period,

Contractor Name: Behavioral Health Improvement Institute at Keene State Colloge

Budget Request for: Granie Staps for Quafity Capacity Buiding Project - RFP-2023-DES-06-GRAN!

Budget Peried 7/1/23 - 6730/24

Indirect Cost Rate (If applicable) 53.4% (apphed only to salary & wages)

Program Cost -
Fingittem Funded by DHHS
1. Salary & Wages $409,309 B 0
1
!
1
2. Fringe Benefits $146,123 |
i
'
3. Consuhants $19,640 |
{
]
4, Equipment [
Indirect cost rate cannot be applied to 50
squipment costs per 2 CFR 200.1 and g
Appendix IV 1o 2 CFR 200. '
] ¥ |
S.(a) Supples - Educational S0 |
5.(b) Supples - Lab 0 ’
5(c) Supples - Pharmacy $0
5.(d) Supphes - Medical $0
5.(e) Supplies Office 0 l
[N
6. Travel 5500 | I
!y
)
7. Software $3,456 - i i
8. (a) Other - Markeling/ Communications 50 DS
| k|
-q'

Keene State College
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BT 1.0 o Exhibit F-1 Budget Sheet
8. (b) Other - Education and Training .50 ' i
8. (c) Other - Other {specify below)
Other (please specily)} L]
Othar (please speciy}
Other (please speciy}
Othar [please speciy}
9. Subrecipiant Contracts $2,740,800 X
|
!
Total Direct Costs $3,319.828 |
m
Total Indirect Costs $218.571 :
TOTAL $3,538 400
]
|
I
|
i
}
—DS
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Exhibit F-2 Budget Sheet

New Hampshire Departmant of Health and Human Services
Complete one budget form for each budge! period.
Contractor Name: Behavioral Heslth improvement institute at Keene State College
Budget Request for: Granis Steps for Qualty Capacity Buiding Profect - RFP-2023-DES-06-GRAN!
Budget Period 7/1/24-930/24
Indirect Cost Rate (if applicable) 53.40%
Program Cost -
kins flem Fundsd by DHHS
. $102,327
. I i
1. Salary & Wages !
536,531
2. Frings Benefits
$4.910
3. Consultants
!
4. Equipment 50 '
Indirect cost rate cannot be applied to |
equipmen! costs per 2 CFR 200.1 and |
Appendix V1o 2 CFR200. |
!
5.{a} Supples - Educational |
30 |
]
5.{b) Supplies - Lab
$0
5.(c) Supples - Pharmacy |
& |
5.(d) Suppiies - Medical k
) $0 l
5.(e) Supphes Office i
$0 fif-
$125
8. Travel
$864 53
7. Software (
Fall)
-q'
Keene State College Initials N
 RFP-2023-DES-06-GRANK-01
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$0
8. (a) Other - Markeling/ Communications
$0
8. (b) Other - Education and Training
8. (¢) Other - Other (specify below)
~ $0
Other {please specily)
, $0
Other {please specify)
30
- Other (please specify)
$0
Other (please specky) j
it
i
l }
$685.200
1
|
|
{ l
9. Subrecipient Contracis I
Total Direct Costs $829.957 .
Total Indirect Costs 554,643
; y
TOTAL $884 600 .

Keene State College
RFP-2023-DES-06-GRANI-01
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New Hampshire 6epartment of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS.

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.}, and further agrees to have the Contractor's representative, as identified in- Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT CF EDUCATION - CONTRACTORS !
US DEPARTMENT CF AGRICULTURE - CONTRACTORS .

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.5.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part |l of the May 25, 1930 Federal Register {pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the -
regulation provides that a grantee {and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Depariment i in, each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the cerllf cation. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
cerlification or viclation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment Contractors using this form sheuld
send it to: -

Commissioner ‘

NH Department of Health and Human Services |

129 Pleasant Street, ,

Concord, NH 03301-6505 ,
1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee’s
workplace and specifying the actions that will be taken against employees for violation of such

i prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about |
1.2.1. The dangers of drug abuse in the workplace
1.2.2. The grantee's policy of maintaining a drug-free workplace,

1.2.3.  Any available drug counseling, rehabllltatlon and employee assistance programs; and
1.2.4. The penaltles that may be imposed upon employees for drug abuse wolatnons
occurring in the workplace; )

1.3 Maklng it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a);

1.4. Notifying the employee in the statement reqmred by paragraph {a) that, as a condition of
employment under the grant, the employee wrll
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no lIater than fwe calendar days after such
conviction; - .l ¥

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or olhervwse receiving actual notice of such conviction.
Employers of convicted employees must prowde notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal .agency

| (o

Exhibit 1 - Certification regarding Drug Free - Vendor Initials *——
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has designated a central point for the receipt of such notices. Notice shall include the

identification number(s)} of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving-notice under
subparagraph 1.4.2, with respect to any employee who is sc convicted

1.6.1." Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or .

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7.  Making a good faith effort to continue to maintain a drug-free workplace through

implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.8.

2. The grantee may insert in the space provided below the site{s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)
Check O if there are workplaces on file that are not identified here.

Vendor Name: Sponsored Programs Administration

DocuSigned by:
7/5/2023 Eeran _foncen
Date Name: RareR Jensen
Title:

Director, Pre-Award

. o$
g
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and

© 31 U.5.C. 1352, and further-agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS ’
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs {indicate applicable program covered):
*Temporary Assistance to Needy Famifies under Title IV;A
*Child Support Enforcement Program under Title IV-D-
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Titte VI
*Child Care Development Block Grant under Title IV

i
[
l
|
The undereigned certifies, to the best of his or her knowledge and belief, that:

| :
1. No Federal appropriated funds have been paid or w:tl be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperatlve agreement {and by specific mention
sub-grantee or sub-contractor). |
2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employeé of a Member of Congress in connection with this
Federal contract, grant, loan, ¢r cooperative agreement {and by specific mention sub-grantee or sub-
contractor), the undersrgned shall complete and submlt Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its mstruchons‘ attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the Ianguage of thus certification be included in the award
document for sub-awards at all tiers (including subcontracts sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub remplents shall certify and disclose accordingly.

This cerification i$ a material representation of fact upeon which reliance was placed when this transaction
was made or entered into. Submission of this certlflcatlon is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
.each such failure. j

|

Vendor;Name: sponsored Programs Administration

.
DocuSihncd by:

7/5/2023 Kaven '_JMM
Date amer Kz ensen
: Title: i
Director, Pre-Award
' 3 0s
@
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS -

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below. .

2. The inability of a person to provide the cerification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. 'However, failure of the prospective primary
participant to furnish a certification or an explanatlon shall disqualify such person from part|c1patron in
this transaction.

3. The cerification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has hecome erroneous by reason of changed
circumstances. : il 2

5. The terms “covered transaction,” "debarred " “suspended,” “ineligible,” “lower tier covered

- transaction,” “participant,” person “primary covered transaction,” "principal,” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executwe Order 12549: 45 CFR Part 76. See the
attached definitions. : 1

6. The prospective primary participant agrees by submlmng this proposal {contract) that, should the
proposed covered transaction be entered into, it shaII not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspensmn Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS without modification, in all Iower tier covered
transactions and in all solicitations for lower tier covered transactions. .

8 A part_icipant in a covered transaction may rely upori e certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transacdtion, unless it knows that the certification is erronecus. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and :5
' e

Exhibit F - Certification Regarding Debarment, -Suspension . Contractor Initials
: And Other Responsibility Matiers 7/5/2023
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies avallable to the Federal government, DHHS may terminate this transaction
for cause-or default. :

PRIMARY COVERED TRANSACTIONS i
11, The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:

1.1,

1.2

11.3.

11.4.

are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;

have not within a three-year period precedlng this proposal (contract} been convicted of or had
a civil judgment rendered against them for commssswn of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or recewmg' stolen property;

are not presently indicted for otherwise cnmlnally or civilly charged by a governmental entity
{Federal, State or local) with commission of any of the offenses enumerated in paragraph (I)(b) -
of this certification; and

have not within a three-year period preceding thss application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

1

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract) the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:

13.1.

13.2,

are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

# .

14. The prospective lower tier participant further agrees! by submitting this proposal (contract) that it wilt

" include this clause entitled “Certification Regarding Debarment Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactlons without modification in all lower tier covered
transactions and in all solicitations for lower tier covtla red transactions.

|

Contractor Name: Sponsored Programs Administration

! p
DocuSigned by:

7/5/2023 k“,ul.,q}mm
Date Naihe Raren Jensen

Title: .,
) iDirector, Pre-Award

DS
["i
Exhibit F - Certification Regarding Debarment, Suspension Contractor Lnitials
And Other Responsibility Matters 7/5/2023
Date
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH- BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include;

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 378%d} which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements; .

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity,

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), WhICh prohlblts
discrimination on the ba5|s of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits dlscnmmatlon on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pt. 31 {U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations = Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protectlon of the laws for faith-based and community
organizations}; Executive Order No. 13559, which prowde fundamental principles and policy-making
cntena for partnerships with faith-based and ne:ghborhood organizations,

-28 C.F.R. pt. 38 (U.S. Department of Justlce Regulatlons - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S. c! §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protectaons which protects employees against
reprisal for certain whistle blowing activities in connectlon[wnh federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the.grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or govemment wide suspension or

debarment.
DS
o Exhibit G ‘ k4
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Fi‘rovisions agrees by signature of the Contractor's

representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1: By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above. .

Contractor Name: Sponsored Programs Administration

Docu'Si_grud by:
7/5/2023 koren Jensen
Date Name: Karen Jensen
Title:

)

Director, Pre-aAward
s

i

i

— DS
ExhibitG l “EJ
Contractor Initials

Certification of Compliance wilh requirements pertaining lo Federal Nondiscrimination, Equal Tesalment of Faith- Based Organizations
and Whistleblower protections

62714 g 7/5/2023
Rav. 1021114 ' ’ , Page2of2 Date



DocuSign Envelope 1D: 34F5D589-926B-4248-A487-89EBO201F851

New Hampshire Départment of Health and Human Services
' Exhibit H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facifities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity,

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's

representative as identified in Section 1.11 and 1.12 of the Genera! Provisions, to execute the following

certification; '

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Contractor Name: Sponsored Programs Administration

DocuSigned by:
7/5/2023 Eorven _Jumm
Date Name. Raren Jensen
Title:

Director, Pre-Award

s
(
Exhibit H — Cerlification Regarding Contractor Initials

Environmental Tobacco Smoke 7/5/2023
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate" shall mean the Contractor and subcontractors and agents of the Contractor that
receive; use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

Ke)! Definitions. g

a. “Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. “Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations. i

c. ‘“Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. “Designated Record Set” shall have the same meaning as the term “de'signated record set”
in 45 CFER Section 164.501. )

e. "Data Aggregatlo shall have the same meamng as the term “data aggregation” in 45 CFR
Section 164. 501 |

f. “Health Care Operations” shall have the same rﬁeaning as the term “health care operations”
in 45 CFR Section 164.501. . f

g. ‘HITECH Act” means the Health Information Te&hnology for Economic and Clinical Health
~ Act, TitleXIIl, Subtitle D, Part 1 & 2 of the Amencan Recovery and Reinvestment Act of
2009. ;

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual” shall have.the same meaning as the'term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(9). i

j. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services. ,

k. “Protected Health Information” shall have the same meaning as the term “protected health

.information” in 45 CFR Section 160.103, limited to the'information created or received-by

Business Associate from or on behalf of Covered Entity. k4
312014 Exhibit | Contractor Initials
Health Insurance Portability Act p
Business Associate Agreement 7/5/2023
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(2)

“Required by Law" shall ﬁave the same meani'ng as the term “required by law" in 45 CFR
Section 164.103.

“Secretag"'sr.\all mean the Secretary of the Department of Health and Human Services or
hisfher designee.

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected

Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

“Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is’accredited by the American National Standards
Institute.

Other Definitions - All terms not otherwise definéd herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164 as amended from time to time, and the
HITECH

Act.

ﬂisiﬁess Associate Use and Disclosure of Protected Health Information.

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
1. For the proper management and administration of the Business Associate,
il. As required by law, pursuant to the terms set forth in paragraph d. below; or
M. For data aggregation purposes for the health ¢are operations of Covered

Entlty ,,

To the extent Business Associate is permltied under the Agreement to disclose PHI to a
third party, Business Associate must obtaln prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it 'was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification’
Rules of any breaches of the confdentlallty of the PHI, to the extent it has obtained
knowledge of such breach. |

The Busmess Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement disclose any PHI in response to a
request for disclosure on the basis that it is requwed by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to cbject to the disclosure sand
to seek appropriate relief. If Covered Entity objects to such disclosure, the Busfet _i

3/2014 Exhibit | Contracior Initials

Health Insurance Portability Act
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Associate shall refra:n from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disciosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligations and Acti_vities of Business Associate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when it becomes .
aware of any of the above situations, The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity. i
The Business Associate shall comply with aII sectlons of the Privacy, Security, and
Breach Notification Rule. E

Business Associate shall make available all'of its internal policies and procedures, books
and records relating to the use and dlsclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's comphance with HIPAA and the Privacy and
Securlty Rule. |

|
Business Associate shall require all of its busmess associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same

_ restrictions and conditions on the use and dlsclosure of PHI contained herein, including

the duty to return or destroy the PHIi as prowded under Section 3 {l). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business assgciate
agreements with Contractor's intended business associates, who will be receivi g@HI
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information. '

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shali make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526. -

Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PRI in accordance with 45 CFR Section
164.528. :

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

In the event any individual requests access t0, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests However, if forwarding the
individual's request to Covered Entity wouId|cause Covered Entity or the Business
Associate to viclate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practlcable

Within ten (10) business days of termlnatlon{I (l)f the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the\Busmess Associate in connection with the
Agreement, and shall not retain any copies or back- -up tapes of such PHI. If return or
destruction is not feasible, or the dlsposmon|of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to th
purposes that make the return or destruction infeasible, for so long as Businessl k¢

Exhibit | Contractor Initials
Health Insurance Portability Act
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@)

(5)

(6)

32014

Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation{s} in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

Covered Entity shali promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Sectlon 164.508.

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restrlcteon may affect Business Associate's use or disclosure of
PHI.

Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered ™
Entity’s knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity

. determines that neither termination nor cure is feasible, Covered Entity shall report the
“violation to the Secretary.

Miscellaneous

Definitions and Regulatory References. All terms used but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

Amendment. Covered Entity and Busmess’Assomate agree to take such action as is
necessary to amend the Agreement, from tlrne to time as is necessary for Covered
Entity to comply with the changes in the reqwrements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or creat?d on behalf of Covered Entity.

to permit Covered Entity to comply with HIPAA the Privacy and Security Rule.

Exhibit II Contraclor Initials
Health Insurance Portability Act
- Business Associate: Agreement 7/5/2023
Page 5 of &
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e, Searegation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3} |, the .
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit |.

Department of Health and Human Services sponsored Programs Administration
@ty sagsefdibe Contractor

Signature of Authorized Representative Signature of Authorized Representative

Karen Hebert Karen Jensen

Name of Authorized Representative Name of Authorized Representative

Division Director
Director, Pre-award

Title of Authorized Representative Title of f\uthorized Representative
7/5/2023 7/5/2023
Date Date

DS
E‘i
32014 Exhibit Contractor initials

Heailth Insurance Portability Act
Business Associale Agreement 7/5/2023
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,CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND YRANSPARENCY
ACT {(FFATA} COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial. award is below $25,000 but subsequent grant modifications result in atotal award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
‘Department of Health and Human Services (DHHS) must repor the follomng information for any
subaward or contract award subject to the FFATA reporting requirements:

Name of entity
Amount of award
Funding agency
NAICS code for cantracts / CFDA program number for grants
Program source
Award titte descriptive of the purpose of the funding action
Location of the entity
Principle place of performance
Unique identifier of the entity (UEI #)
0. Total compensation and names of the top five executives if;
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

S0 (045 O o e T

Prime grant recipients must submit FFATA required data by the end of the month plus 30 days, in whlch
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation information}, and further agrees
to have the Contractor's reprasentative, as identified in Sections 1,11 and 1.12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal

Financial Accountability and Transparency Act. ,
i

Contractor Name; Sponsored Programs Administration

Doc!uISIancdby: .
7/5/2023 | Kesin Jsnasel
Date . Name:! Ensen

Title:  pirector, pre-award

¥
b
i

08
(=
Exhiblt J = Certification Regarding the Federal Funding Contractor Initials
Accountability And Transparency Act {FFATA) Compliance 7/5/2023
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FORM A

As the Contractor identified in Section 1.3 of the General Prows:ons | cemfy that the responses to the
below listed questions are true and accurate.

. GBNGCA9SXAB7
1. The UEI{SAM.gov) number for your entity is: '

2. In your business or organization's precedirig completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
foans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

X __NO __YES
llf the answer to #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in yohr
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.5.C.78m(a), 780(d)} or section 6104 of the Internal Revenue Code of
19867

. NO YES g
If the answer to #3 above is YES, stop here
. If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most hlghly compensated officers in your business or
organization are as follows:
1

‘Name: Amount;
]
|
Name: Amount
|
Name: Amount:
Name: . Amount:
Name; ’ Amount
' i Ds
Exhibit J -~ Cenrtification Regarding the Federal Funding Contractor Initials
Accountability And Transparency Act (FFATA) Compliance 7/5/2023
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A. Definitions

The following terms may be reflected and have the described meaning in this document:

1.

“Breach” means the loss of control, compromise,  tnauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar. term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information, * Breach”
shall have the same meaning as the term “Breach” in section

164.402 of Title 45, Code of Federal Regulations.

“Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department of
Commerce.

“Confidential Information” or “Confidential Data” means all .confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information. '

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal faw or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (Pl), Personal Financial Information
(PF1), Federal Tax Information {FT1), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

*End User” means any person or entlty {e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS
data or derivative data in accordance W|th the terms of this Centract.

l
"HIPAA" means the Health Insurance Portablllty and Accountability Act of 1996 and the
regulations promulgated thereunder. !

“Incident” means an act that potentially \nolates an explicit or implied security policy,
which includes attempts (either failed or|successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of a
system for the processing or storage; 'of data; and changes to system hardware,
firmware, or software characteristics W|thout the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or mlsplacement of hardcopy documents and misrouting of physical or electronic

08
(e
V5. Last update 09-29-20 Exhibit A-2 Contractor Initials
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10.

11.

12.

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

“Open Wireless Network” means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network {(designed, tested, and approved,
by means of the State, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted P, PFI PHI or confidential
DHHS data.

“Personal Information” (or "PI") means information which can be used to distinguish or

trace an individual's identity, such as their name, social security number, personal '
information as defined in New Hampshire RSA 359-C: 19, biometric records, etc.,

alone, or when combined with other personal or identifying information which is linked

or linkable to a specific individual, such as date and place of birth, mother's maiden

name, etc.

“Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

“Protected Health Information” (or “PHI") has the same meaning as provided‘in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

“Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

“Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or mdempherable to unauthorized individuals and is developed
or endorsed by a standards developing'organization that is accredited by the American
National Standards Institute. :

Tl

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A, -Business Use and Disclosure of Confidential Information.

1.

The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outllned under this Contract. Further, Contractor,
including but not limited to all its dlrectors officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule. 1

2. The Contractor must not disclose any Gonﬁdential Information in response to a
os
- gl
V5. Last updale 09-29-20 Exhibit A-2 Contractor Initials :
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request for disclosure on the basis that it is required by law, in response to a subpoena,
etc., without first notifying DHHS so that DHHS has an opportunity to consent or object
to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound.by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative data disclosed to an End User -

must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract shall not be used for

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of

DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

p !

Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been
evaluated by an expert knowledgeable in cyber security and that said apphcatuon s
encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks or
‘portable storage devices, such as a thumb drive, as a method of transmitting DHHS data.
3. Encrypted Email. End User may only er;nploy email to transmit Confidential Data if
email is encrypted and being sent to qnd being received by email addresses of
persons authorized to receive such mforr;natlon
4. Encrypted Web Site. If End User is employmg the Web to transmit Confidential Data,
the secure socket layers (SSL) must be; used and the web 5|te must be secure. SSL
encrypts data transmitted via a Web site.|
5. File Hosting Services, also known as Fllle Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data. _ .
6. Ground Mail Service. End User may onAIy Etransmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.
7. Laptops and PDA. If End User is employmg portable devices to transmit Confdentlal
Data said devices must be encrypted and password-protected.
8. Open Wireless Networks. End User may ‘not transmlt Confidential Data via an open
‘ ' o 0s
: [ ks
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10.

11.

" wireless network. End User must employ a virtual private network (VPN) when

remotely transmitting via an open wireless network.

Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network {\VPN) must be installed
on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

SSH File Transfer Protocol {(SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information.

SFTP fotders and sub-folders used for transmitting Confidential Data will be coded for
24-hour auto-deletion cycle (i.e. Confidential Data wilt be deleted every 24 hours).

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted under
this Contract. To this end, the parties must:

A.

Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery Iocatlons

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide seci_:rity awareness and education for its End Users
in support of protecting Department confidential information.

i . .
.4.  The Contractor agrees to retain all electronic and hard copies of Confidential Data

in a secure location and identified in section V. A.2

5. The Contractor agrees Confldentlal Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solutlon and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened loperatlng systems, the latest anti-viral, "anti-
hacker, anti-spam, anti-spyware, and'antl -malware utilities. The environment, as a

{

o8
: l k¢
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whole, must have aggressive intrusion-detection and firewall protection.

8. The Contractor agrees to and ensures its bomplete cooperation with the State’s
Chief Information Officer in the detection of any secunty vulnerability of the hosting
infrastructure.

B. Disposition

- 1. Ifthe Contractor will maintain any Confidential Information on its systems (or its sub-
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination; and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or any
subcontractors as a part of ongoing, emergency, and or disaster recovery -
operations. When no longer in use, electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to destroy alt hard copies of Confidential Data using a secure
method such as shredding.

3. Unless otherwise specified, within thirty (30} days of the termination of this Contract,
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A Contractor agrees to safeguard the DHHS Data recewed under this Contract and any

derivative data or files, as follows: |

1. The Contractor will maintain proper security controls to protect Department confidential
information collected, processed, managed and/or stored in the delivery of contracted
services. - l |

2. The Contractor will maintain policies and procedures to protect Department confidential
information throughout the mformatlon lifecycle, where applicable, {from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc)

] DS
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10.

11.

i
V5. Last update 09-29-20 Exhibit A 2 ContractorInitials

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems and/or Department
confidential information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

if the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for

the Contractor, including breach notification requirements.
:

The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement. “

The Contractor will work with the Department at its request to complete a System

Management Survey. The purpose of the survey is to enable the Department and

Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an altemate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

1

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Depantment data offshore or outside thé boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department.’

Data Security Breach Liability. In the: .event of any security breach Contractor shall
make efforts to mvest:gate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all costs of response and recovery from
: ' os
l IgJ
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" the breach, including but not limited to: credit monitoring services, maili'ng costs and

12.

13.

14.

- 15,

16.

V5. Last update 09-28-20 ’ Exhibit A-2 Contractor Initials

costs associated with website and telephone call center services necessary due to the
breach.

Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects maintain -
the privacy and security of Pl and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45

C.F.R. Parts 160 and 164) that govem protections for individually identifiable health
information and as applicable under State law.

Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the State of New Hampshire, Department of Information Technology. Refer to
Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm for the
Department of Infofmation Technology policies, guidelines, standards, and
procurement information relating to vendors.

Contractor agrees to maintain a documented breach notification and incident response
process.

Contractor must restrict access to the Confidential Data obtained under this Contract:
to only those authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes identified in this Contract.

The Contractor must ensure that all Ehld Users:

a. Comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confi dentual Information that is furished by DHHS under
this Contract from loss, theft or inadvertent disclosure.

b. Safeguard this information at allltimes

¢. Ensure that laptops and other electromc devices/media containing PHI P, or PFI
are encrypted and password- protected.

d. Send emails containing Confidential Information only if encrypted and beang sent
to and being.received by email addresses of persons authorized to receive such
information. .

DS
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Limit disclosure of the Confidential Information to the extent permitted by law.

Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and.
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g.; door locks, card keys, biometric identifiers, etc.).

Only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section |V above. '

In all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved. y

Understand that their user credentials {(user name and password) must not be
shared with anyone. End Users will keep their credential information secure. This
applies to credentials used to access the site directly or indirectly through a third

party application. -

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract. '

V. LOSS REPORTING

The Contractor must notify the NH DHHS Information Security via the email address
provided in this Exhibit, of any Security Incidents and Breaches immediately. after the
Contractor has determined that the aforementioned has occurred and that Confidential
Data may have been exposed or com’promi;sed. :

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in.accordance with 42 CEF.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. ldentify Incidents;

Determine if personally identifiable information is involved in Incidents;

2
3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

5. Determine whether Breach notification is required, and, if so, identify appropriate
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Breach notification” methods, timing, source, and contents from among different

options, and bear costs associated with the Breach notice as well as any mitigation -

measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported as
appllcable in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:
DHHSInformatlonSecuntyOff ce@dhhs.nh. gov '

B. DHHS contacts for Privacy issues:
DHHSPrivacyOfficer@dhhs.nh.gov

C. DHHS contact for Information Security issues:
DHHSInformationSecurityOffice@dhhs:nh.gov

D. DHHS contact for Breach notifications: -
DHHSInformationSecurityOfﬁce@dhhs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov

~
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