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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF THE COMMISSIONER
129 PLEASANT STREET, CONCORD, NH 03301-3857

603-271-9200 1-800-852-3345 Ext. 9200
Fax: 603-271-4912 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

Lori A. Weaver
Interim Commissioner

May 30, 2023
His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of the Commissioner, to
enter into a Sole Source amendment to an existing project agreement with Deloitte Consulting
LLP (VC#174776), Concord, NH utilizing Statewide contract 8002970, under the Department of
Administrative Services Statewide Master Agreements for Salesforce Professional Services
approved by the Governor and Executive Council on October 13, 2021, item #96, and on April 6,
2022, item #6, for the continued enhancement, maintenance, and operations of the federal
grants ledger to track ali of the federal expenditures by account unit and program, by increasing
the price limitation by $719,862 from $1,215,330 to $1,935,192 and by extending the completion
date of the project agreement from June 30, 2023 to June 30, 2024, effective upon Governor and
Council approval. 45.65% Federal Funds. 54.35% General Funds.

Funds are available in the following account for State Fiscal Year 2023, with the authority
to adjust budget line items within the price limitation through the Budget Office, if needed and
justified.
05-95-047-470010-79370000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SERVICES, HHS: DIVISION OF MEDICAID SERVICES, OFFICE OF MEDICAID
SERVICES, MEDICAID ADMINISTRATION

State

Increased

. Class / v Job Current Revised
Fiscal Class Title {Decreased)
Year Account Number Budget Ansoid Budget
Contracts for $290,881 $0| $290,881
2022 | 102-500731 Prog Sve 95409962
Subtotal $290,881 $0| $290,881

05-95-954010-5952 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SERVICES, OFFICE OF INFORMATION SYSTEMS, OFFICE OF INFORMATION SERVICES

State increased i
» Class / Job Current Revised
Fiscal Class Title (Decreased)
Year Account Number Budget Aot Budget
2023 | 102-500731 Contracts for 95409962 $924,449 $719,862 | $1,644,311
Prog Svc
Subtotal $924,449 $719,862 | $1,644,311
Total | $1,215,330 $719,862 | $1,935,192
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His Excellency, Govermnor Christopher T. Sununu
and the Honorable Council
Page 2 of 2 :

EXPLANATION

This request is Sole Source because the Depariment is amending the scope of services
and adding funding. The Contractor is the only known vendor able to provide the necessary
services, because they have the resources and background specific to complete the project within
the specified timeframe without additional training and onboarding of new staff.

This contract was originally competitively procured through the Statewide Salesforce
contract for professional services through a request for quote process in which Deloitte Consulting
LLP, contract number 8002970 was the only respondent to design and configure a solution on
the Salesforce platform for the department.

The purpose of this request is to continue supporting the budget tracking system and
federal grant ledgers that allows the Department to track the dollars earned during the State Fiscal
Year compared to what was initially budgeted to ensure maximization of federal funds. The
Contractor will continue supporting the budget tracking system by deploying specific
enhancements, maintenance, and operations. ‘

The Department will monitor services by:
« Utilization of contract monitoring provisions from the contract or amendment.

« Utilization of the State's application to track user stories outlining the work being
committed to in accordance with Agile Scrum project management best practices.

o Additionally, both daily and weekly meetings will review project health and contract
fuffiliment.

Should the Governor and Council not authorize this request the Department will not have
efficient tools available to effectively receive information for the budget development and
atilization. Having a comparison of budgeted versus actual spending rates will help the
Department identify additional federal dollars to be budgeted, which-in turn should-reduce the
likelihood of lapsed federal funds and is a more efficient use of general funds.

Area served: Statewide
Source of Federal Funds: 45.65% Federal Funds. 54.35% General Funds.

In the event that the Federal Funds become no longer available, additional General Funds
will not be requested to support this program.

Respectfully submitted,

Al

Lori A. Weaver
%Interim Commissioner

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for cilizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301 '
Fax: 603-271-1516 TDD Access: 1-800-735-2964
. www.nh:gov/doit

Denis Goulet
Commissioner

June 2, 2023

Lori Weaver, Commissioner

Department of Health and Human Services
State of New Hampshire.

95 Pleasant Street

Concord, NH 03301

Dear Commissioner Weaver:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment with Deloitte Consulting LLP, as
described below and referenced as DolT No. 2022-086A.

The purpose of this request is to continue utilizing Salesforce Professional Services 10

support the budget tracking system and federal grant ledgers that allows the Department to

track the dollars earned during the State Fiscal Year to ensure maxxmizanon of federal

funds.

The Total Price Limitation will increase by $719,862 for a New Total Price Limitation of
$1,935,192, effective upon Governor and Council approval through June 30, 2024,

A copy of this letter must accompany the Department of Health and Human Services’ submission

to the Governor and Executive Council for approval.
Sincerely,
Denis Goulet

DG/id
DolT #2022-086A

cc: Mike Williams, IT Manager _

"Innovative Technologies Today for New Hampshire's Tomorrow"
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State of New Hampshire
Department of Health and Human Services
Amendment #1

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of projéct
agreement 2022-086 utilizing Statewide contract 8002970, under the Department of Administrative
Services Statewide Master Agreements for Salesforce Professional Services, October 13, 2021 (ltem
#96), (herein after referred to as the “Agreement”), Deloitte Consulting LLP (hereinafter referred to as
“Contractor”) agreed to supply certain services upon the terms and conditions specified in the Agreement
and in consideration of payment by the Department of Health and Human Services (hereinafter referred
to as the “Department "), certain sums as specified therein; and :

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 17, of the Master Agreement, the
Contract may be amended upon written agreement of the parties and approval from the Governor and
Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

WHEREAS, the Department of Administrative Services has confirmed that this increase in fundmg is
consistent with the price limitation under the Master Agreement; and

WHEREAS, the Venddr is the competitively 'selected vendor for the'De'partment's project.

NOW THEREFORE, in consideration of the foregoing and the mutual éovenants and conditions contained .
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Amend project agreement #2022-086 by increasing the Price Limitation by $719,862 from
$1,215,330 to $1,935,192.

2. Amend project agreement #2022-086 by extending the completion date to June 30, 2024.

3. Add Attachment 1, Additional Scope of Services Amendment #1, which is attached hereto and
incorporated by reference herein.

:DS
Deloitte Conéulting LLP - A-S§-1.3 - Contractor Initials
6/9/2023

RFQ-2022-OCOM-06-FINAN-01-A01 Page 1 of 3 Date
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All terms and conditions of the Contract and prior amendments not modified by this Amendment remain
in full force and effect. This Amendment shall be effective upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned by:
6/9/2023 Lo Q. Wearer
Date ' | Name:Lori AT weaver

Title: 1Interim Commissioner

Deloitte Con'sulting LLP

DocuSigned by: ]
6/9/2023 _ | Seeft Workman.
" Date . Name: 5¢Ott Workman

- Title: managing Director

Deloitte Cansulting LLP : © A-S-1.2
RFQ-2022-OCOM-06-FINAN-01-A01 Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and

execution.
OFFICE OF THE ATTORNEY GENERAL
% DocuSigned by:
6/9/2023 DthVL H.ovino
Date Name: Robynn Guarino

Title:  attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)-

OFFICE OF THE SECRETARY OF STATE .

Date Name:
Title:
Deloitte Consulting LLP A-5-1.2

RFQ-2022-OCOM-06-FINAN-01-A01 Page 30f3
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Deloitte. | | Palp h

New Hampshire Depqrtment of Health
and Human Services |
FFBS

06/07/2023

|c/1|
= a2

Comtracior Initials
_— 6/9/2023

© 2020 Deloitie Contulting LLP
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Cost Allocation Project — Enhancements and Maintenance/Operations Support for 1 Year

The team will support the below scope of work within the planned capacity, to operationalize Phase 1l/Phase lll, add new

Phase |ll dashboards/ETL and provide operations support
* MVP Release 1l Backlog Items — Scope of Services

* Operationalize
* Phase ll {Ledger) - i_ngést ledger data, adjust ledger entries; export & send data to NH First

* Phase Ill {budget vs earned) — ingest actual data, budget vs actuals comparison, reallocation of funds
* Discovery — elabo.ratibn, design, prototyping for Phése I}l EBI dashboards and abp|ication enhancements
. Developmeni, Testing and Deployment Sprints to implement backlog items
*+ DevOps, Release and Project management
* Maintenance and Operations for 1 Year — Scope of Services
* DevOps, Release and P.roject management for FFBS and EBI

+ Data fixes/future data ingestion.support for Phase Il and Phase Il
* Support f;)r product backlog grodming, minor enhancements, new SF reports & dashboards, creating new program,

accounting units

‘ [+23

-+ Salesforce Yearly releases support | St
Contractor Inftiats

y e 6/9/2023

Date

0 2000 Deloitte Consulting LLP
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Cost Allocation Project — Staff Break-up

The below team mix will be providing the servnces to implement MVP Release Il Backlog Items and 1 year of

Maintenance/Operations support

|Resou rce Type Planned Capacity ‘Cost
MVP Release Il Backlog items - -
EBI Dashboarding/ETL 1320 $231,000
Project Manager 84 $16,380
Business Analysts/QA 880 $139,920
Technical Lead 270 $42,930
Developers 840 $105,840
DevOps 240 $30,240
: Total Capacity 3634 $566,310
Maintenance and Operations Support
Project Manager 42 $8,190
Business Analysts/QA 200 $31,800
Technical Lead 108 $17,172
Developer 675 $85,050
DevOps 9 $11,430
Total Capacity 1115 $153,552,
- St
Contractor Initials ~——

© 2070 Deloktte Consutting LLF

6/9/2023
Dats
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Cost Allocation Project — Payment Break- up

The below table provides the sprint capacity payment schedule and effort hours allocation. The Agile backlog grooming of
user’s stories will be used to prioritize and plan work. Prioritized stories capacity hours burn down will be tracked based on
. actual hours. Unused hours will be carried over for DHHS to prioritize and burn down against future prioritized user stories.

Sprint Deliverable Name [Planned Capacnty Cost
June MO and Enhancements 679 $102,851
July MO and Enhancements 679 $102,851
August MO and Enhancements] 679 . $102,850
September MO and Enhancements 678 $102,850
October MO and Enhancements 678 $102,850
November MO and Enhancements 678 $102,850
December MO and Enhancements 678 $102,850 .
Total 4,749 * $719,952]

(2l

Contractor Initiats _
6/9/2023
Date

1© 2020 Deloitte Consulting ULF
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State of New Hampshire
Department of State

CERTIFICATE

[, David M. Scanlan, Secretary of State of the Staie of New Hampshire, do hereby certify that DELOITTE CONSULTING LLP is
a Delaware Limited Liability Partnership registered to transact business in New Hampshire on March 10, 2004. I further certify
that all fees and documents required by the Secretary of State's office have been reccived and is in good standing as far as this

ofTice is concerned.

Busintss 1D: 467399
Certificate Number: 0006208654

IN TESTIMONY WHEREOQF,

I hereto sct my hand and cause to be aftixed
the Scal of the State of New Hampshire,
this 17th day of April A.D. 2023.

David M. Scanlan

Sccretary of State
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Limited Liability Partnership or LLC Certificate of Authority

_ |, Gregory Spino . . hére'by certify that 1 am a Parfner, Member, or Manager of
{Name) i ’
—_

Deloitte Consulting LLP , a limited liability partnership under RSA 304-A, a limited

rJame of Partnership or l.LC)i

liability partnership under RSA 304-D, or a limited liability company under RSA 304-C.

| certify that Scott Workman is authorized to bind the partnership or LLC. | further certify
that it is understood that the State of New Hampshire will rely on this certificate as
evidence that the person listed above currently occupies the position indicated and that
they have full authority to bind the partnership or LLC and that this authorization shall
remain valid for thirty (30) days from the date of this Certificate of Authority.

Dated: 05/30/23 Signature: M’?W
Name: Greg Spino
Title: Managing Director .

Revised 03/25/20
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DDIYYYY)
05252023

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such andorsement(s).

Atin: realestate certrequesi@marsh.com

PRODUCER A g
MARSH USA, LLC. PHONE FAX
1166 Avenue of the Americas | (AJC, No, Ext); (AIC, Noy;
New York, NY 10036 S s

INSURER(S) AFFORDING COVERAGE HAIC ¥

CN102871568-5TND-GAWU-23-24 INSURER A : Continental Casualty Company 20443
INSURED . i

Deloitie LLP; Deloitie & Touche LLP; INSURER B ; The Continental Insurance Company 35289

Delcitte Consulting LLP; Deloitte Tax LLP; Deloitte Servicas LP;, | INSURER C ; American Casually Company of Reading, PA 20427

Dsloitie Financial Advisory Services LLP; i 20508

Deloitte Transacions and Susiness Analytics LLP INSURER D ; Valtey Farge Insurance Company

30 Rockaléllar Plaza . INSURER E ;

New York, NY 10112 INSURERF :

COVERAGES

CERTIFICATE NUMBER:

- NYC-009468291-38 REVISION NUMBER: 18

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED., NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

. CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED MEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

ADDLTSUBR P FF | P
'l’.‘?: TYPE OF INSURANCE INSD | WvD POLICY NUMBER {M%%YM]E m%%m LIMITS
A | X | COMMERCIAL GENERAL LIABILITY X GL 6024538868 06/01/2023 06/01/2024 EACH OCCURRENCE H 1,000,000
cLamMs-MaDe | X | occur PREMISES (Ea mr?encol s 1,000,000
- ) MED EXP (Any one person) H 10000
. PERSONAL 8 ADVINJURY | $ 1,000,000
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE |3 2,000,000
| Jeouer [ 1588 [x]0e PRODUCTS - COMPIOP AGG | $ 2,000,000
DR : [ofe] ED S :
502458 WMEINED STNGLE LT
A | AUTOMOBILE LIABILITY X BUA 6024588871 06/01/2023 | 06101/2024 (Ep ancden) 3 5,000,000
X | Anr auTo BODILY INJURY (Per person) | §
|| owNED SCHEDULED .
| S BODILY INJURY (Per accident)| $
HIRED NON-GWNED PROPERTY DAMAGE s
|| AUTOS ONLY AUTOS ONLY | {Per accident}
s
B | X |umerertatme | X Joccur 7014955544 06/01/2023  [06N0172024 | EACH OCCURRENCE s 4,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE s 4,000,000
peo | X | revenmions 10,000 5
C [WORKERS COMPENSATION WC 6024588837 (ACS) Ge0TZ023  j06M01/2028 X [BER e | | Ok
¢ |anDEMPLOVERS LIABILITY Il ———— 06012023 [osot200e STATUTE ER
ANYPROPRIETORPARTNER/EXECUTIVE NIA (CA) E.L. EACH ACCIDENT $ 1,000,000
D (Handator o KH) WC 6024588854 (AZ, OR, Wi} 061012023 (0612024 | ¢ | pusease - EAEMPLOYEE| S 1,000,000
. describe und
DESERIPTION OF GPERATIONS below E.L. DISEASE - POLICY LIMIT | § 1,000,000
D |Stop Gap (OH, ND, WA) GAP 6042880616 (OH, ND, WA) 0610172023 |06/01r2024 1,000,000
DESCRIPTION OF OPERATIONS | LOCATIONS | VEHICLES (ACORD 101, Additlonal Remarks Scheduls, may bs auached if more space Is required)

The State of New Hampshire is included as Additional Insured (except Workers' Compensalion) where required by written contract.

Workers’ Compensation Insurance Coverage Is provided under Deloitte’s policy, meeting New Hampshire's statulory requirements.

CERTIFICATE HOLDER

CANCELLATION

Staté ol NH

129 Pleasant Street
Concord, NH 03301-3857

Department of Health and Human Services

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOQF, NOTICE WiLL BE DEUWVERED IN
. ACCORDANCE WITH THE POLICY PROVISIONS. -

AUTHORIZED REPRESENTATIVE

PHarnat TS F Voe.

ACORD 25 (2016/03)

®1988-2016 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF THE COMMISSIONER

129 PLEASANT STREET, CONCORD, NH 03301-3857

Lori A, Shibinette 603-271-9200  1-800-852-3345 Ext. 9200
Commissioner Fax: 603-271-4912 TDD Access: 1-800-75-2964  www.dhhs.nh.gov
" Lori A. Weaver .

Deputy Commissioner

March 24, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshma 03301

REQUESTED ACTION

Authorize the Depariment of Health and Human Services, Office of the Commissioner, to
enter into a project agreement with Deloitte Consuiting, LLP (VC# 174776), utilizing Statewide
contract 8002970, under the Department of Administrative Services Slatewide Master
Agreements for Salesforce Professional ‘Services approved by the Governor and Executive
Council on October 13, 2021, in the amount not to exceed $1,215,330, for a federal grants fedger
to track all of the federal expenditures by account unit and program, sffective upon Governor and
Council approval through June 30, 2023, or completion of the prolect whichever occurs first.
45.65% Federal Funds. 54.35% General Funds. ,

Funds are available in the following account for State Fiscal Year 2022, with the aulhornyr
to adjust budget line items within the price limitation through the Budgel Office, if needed and
justified.

05-95-095-954010-59520000 Health and Social Services, Dept of Health and Human
Services, HHS: Commissioner, Office of Information Services, Office of Information

Services -
State’ Class/ -
Fiscal Year Account Class Title Job Number | Total Amount
2022 102-500731 Contracts for Prog Sve TBD $924,449
Subtotal | $924,449

05-95-047-470010-79370000 Health and Social Services, Dept of Health and Human
Services, HHS: Division of Medicaid Services, Office of Medicaid Services, Medicaid
Administration

Fi sig?t\"?e - Acclc?:tsja:t Class Title Job Number Total Amount
2022 102-500731 Conlracts for Prog Sve TBD $290,881
Subtotal $290,881
Total $1,215,330

The Department of Health and Human Services’ Mission is to join comrutnities and families
-in providing opportunitics for citizens to achieve health and indepencence.
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His Excellency, Governor Christophar T. Sununu
and the Honorable Councl!
Page 2of 2

EXPLANATION

The purpose is to develop a budget tracking system that will allow the Department to track
the dollars earned during the State Fiscal Year compared to whal was initially budgeted to ensure
maximization of federal funds, and betler estimation of potential lapse.

The State of New Hampshire follows a two (2) year or biennium budget lifecycle, in which
there are several stages for budget approval. The budget work starls 18 months prior to the
beginning of the first month of the next budget cycle. The State's current budget cycle began on
July 1, 2021, and will complete on June 30, 2023. Beginning in January 2022 the Department will
begin planning the budget for the State Fiscal Year 2024-2025 biennium and will need to be able
to use the system by July 1, 2022. The current system of Microsoft Excel spreadshests and
Microsoft Access databases has become overly burdensome to maintain and operate and the
Department is in need of a system that can effectively receive information for the budget
development, track the budgeted dollars versus earned dollars and replace the federal ledgers.

The Contractor submissions were scored by a technical review team. Deloitte Consulting,
LLP was the only vendor to submit a proposal. Further details are included with this letter as
Attachment A.

The Depariment will monitor services by ensuring the Contractor meets all project
milestones.

Should the Governor and Council riot authorize this request, the Department will not have
efficient tools available to effectively receive information for the budget development. Having a
comparison of budgeted versus actual spending rates will help the Department identify additional
federal dollars to be budgeted, which in turn should reduce the likelihood of lapsed of federal
funds and is a more efficient use of general funds.

Area served: Statewide - i
Source of Federal Funds: 45.65% Federal Funds, 54.35% General Funds.

In the event that the Federal Funds become no longer avaitable, additional General Funds
will not be requested to support this program.

Respectfully submitted,

Doculigned by:
’ l Fori & Wearer
SCAASZUR $25471.,

Lori Weaver
Deputy Commissioner



DocuSign Envelope ID: CEAS4D14-DAFE-43F5-A43A-8E5870334879

STATE OF NEW HAMPSHIRE
BEPARTMENT QF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/dait

Denis Goulet
Commissioner

March 18, 2022

Lori A: Shibinette, Commissioner ,
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioncr Shibinette:

* This letter represents’ formal notification that the Department of Information Technology (DolT)

has approved the Department of Administrative Services request to enter inlo a project agreemenl with

- Delotte Consulting, LLP, utilizing the statewide contract 8002970 as described below and referenced as
- DolT No. 2022-086.

This project agrcement for Salésforce Professional Services includes a not 10 exceed price

limitation of $1,215,330.00 and shalt become effective upon the date of Governor and

Exccutive Council approval through June 30, 2023,

A copy of this lcler should accompany your Agency’s submission to Governor and Exccutive
Council for approval. -

Sincerely,
Denis Goulet
DG/RA

DolT #2022-0386
cc: Michacl Williams, I'l Manager, Dol T

“Innovative Technologies Today for New Hampshire's Tomorrow"
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State of New Hampshire
RFQ #2022-086
Closing Date: 2/15/2022 @ 4 PM

Combined Scoring

DHHS Cost Allocation and Budgeting

Vendor Technical Score  [Financial’Score  |Total Score
Deloitte 63 30 Wik 93470y
Technical out of 70 points
. Max Points Technical Section
Vendor. Availble Score
Deloitte
Mandatory Expertise or Contractor Qualificatons |, 20 18
Key Staff Required with Subject Matter Expertise 20 20
Project Deliverables and Milestones 30 25
Taotal 63

Financial out of 30 points
Vendor

Pricing Section Score

| - Deloitte

30

[indicates award made to this bidder

T e L e N e L p ey o i e g
l’:_'*f.m £ ol el 1'1'_}-?:3;"..‘.':':“»'":'5:’-;«:5]
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New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Acl of 1988 (Pub. L. 100-690, Titte V, Sublitle D; 41
U.S.C. 701 et seq.}, and further agrees to have the Contracior's representaiive, as identified in Sections
1.11 and 1.12 of the General Provisions execule the following Certification: g

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle O; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part Il of the May 25, 1990 Federal Register {pages
21681-21691), and require cerlification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. Fafse
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractars using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1.  Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee’s
workplace and specifying the actions that will be taken against employees for violation of such

- prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about

1.2.1. The dangers of drug abuse in the workplace;

1.2.2. The granteg's policy of maintaining a drug-free workplace;

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs and

1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace;

1.3. Making it a requirement that each employee to be engaged in the performance of the granl be
given a copy of the statement required by paragraph {a);

147 Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment undér the grant, the employee will
1.4.1.  Abide by the terms of the stalement; and
1.4.2. Nolify the employer in writing of his or her conviclion for a violation of a criminai drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5.  Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction,
Employers of convicted employees must provide notice, including position title, to every grant
officer on whiose grant activity the convicied employee was working, unless the Federa:!'agency

(s

Exhibit D - Certification regarding Drug Free Vendor Initials
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has designated a central point for the receipt of such notices. Notice shall include the
) identification number(s) of each affected grant;
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and lncludlng
termination, consistenl with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local heallh
law enforcement, or other appropriate agency;
1.7.  Making a good faith effort to continue to maintain a drug-free workplace Ihrough
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for 1hé performance of work done in
connection with the specific grant.

" Place of Performance {street address, city, county, stale, zip code) (list each location)

Check O if there are workplaces on file that are not identified here.

Vendor Name:

3/23/2022
Date

C
Exhibit D - Cenrtificalion regarding Drug Free Vendor Inltials
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of

- Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.8.C. 1352, and further agrees lo have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Cenification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
“Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcemenit Program under Titte IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title |V

The undersigned certifies, to the best of his ar her knowledge and belief, that;

1. No Federal appropriated funds have been paid or will ba paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, 8 Member
of Congress, an officer or employee of Congress, or an employes of a Member of Congress in

_conneclion with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. Ifany funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or atlempting to influence an officer or employee of any agency, a Member.of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement {(and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Formto
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-.)

3. The undersigned shall require that the language of this cerification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under granis,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification s a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who (ails to file the required
cerification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name:

DocuSignad by:
3/23/2022 Seatt Werloman
Date afe Tt workman
Title:.

Managing Director

| | C
Exhibit E - Certification Regarding Lobbying Vendor Initials
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1,12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION ‘
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the’
certification set out below. '

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in conneclion with the NH Department of Health and Human Services' (DHHS)
delermination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explananon shall disqualify such person from participation in
this transaction. .

3. The cedlification in this clause is a materia) representation of fact upon which reliance was placed
when DHHMS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federa! Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospeciive primary participant learns
that its certification was erroneous when submitied or has become erroneous by reason of changed
circumstances.

5. The terms “covered transaclion,” *debarred,” “suspended,” *ineligible,” "lower tier covered
transaction,” participant " “person,” *primary covered transaction,” "principal,” “proposal,” and

“voluntarily excluded,” a5 used in this clause, have the meanings set out In the Definitions and
Coverage seclions of the rules implementing Execulive Order 12549; 45 CFR Part 76. See the
attached definitions.

6. The prospectjve primary participant agrees by submitting this proposal (contract) thal, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lovrer tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered trensaction, uniess euthorized by DHHS,

7. The prospective primary paricipant further agrees by submitting this proposal that it will include the
clause titled *Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all sol:cntahons for Iower lier covered transactions.

8." A participant in a covered transaction may rely itpon a certification of a prospeclive parlicipant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows lhat the certification is erroneous. A participant may
decide the miethod and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required (o, check the Nonprocurement List {of excluded parties). -

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge .and[ -

Exhiblt F - Certification Regarding Debarment, Suspension Conlracior tnitials
And Other Responsibility Matiers 3/23/2022
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in &
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from paricipation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its -
principals:

11.1. are not presently debarred, suspended proposed for debarment, declared ineligible, or
voluntarily excluded from covered transaclions by any Federal department or agency;

11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with oblaining, attempting to obtain, or performing a public (Federa), State or local}
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property,

11.3. are not presenlly indicted for otherwise criminally or civilly charged by a governmental entity
{Federal, State or local) with commission of any of the offenses enumerated in paragraph (I)(b)
of this.certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is uriable to certify to any of the statements in this
certification, such prospective paricipant shall attach an explanation to this proposal {contract).

LOWER TIER COVERED TRANSACTIONS |
13. By signing and submitting this lower tier proposal (contract), the prospective lower lier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
_prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled *Certification Regarding Debarment, Suspension, Ineligibility, and
f Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

DocuSigned by:
3/23/2022 Sealt Workmase
Date . ' aMmB 505 e Workman
Title:

Managing Director

[i
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the Geneéral Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: '

Contractér will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 {42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Acl. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment praclices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal

. Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Sectlion 20004, which prohibits recipiénts of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity),

- the Rehabilitation Act of 1973 (29 U.5.C. Section 794), which prohibits recipients of Federa! financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of '
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.5.C. Sections 12131-34}, which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs,

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
‘basis of age in programs or aclivities receiving Federal financial assistance. It does nol include
employment discrimination;

-28 C.F.R. pt. 31 (U.S. Oepartment of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Execulive Order No. 13558, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations; )

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations), and Whistleblower protections 41 U.5.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects empioyees against
reprisal for certain whislle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material represeritation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or

debarment,
. D3
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to

© the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, lo execule the following
certification:

1. By signing and submitting this proposal {contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name:

1 Doculigned by;
3/23/2022 Sealt Workman.
Date : ame: Scott workman

Title:  yanaging pirector

DS
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227,.Part C - Environmenlal Tobacco Smoke, also known as the Pro-Children Act of 1994
{Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
-contracted for by an entily and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments by Federal grant, contract, foan, or loan guaranle'e The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monelary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1,12 of the General Provisions, to execute the foilowing
certification:
’ i
1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Contractor Name:;

4 Qoculigned by:
3/23/2022 ' | Seoft Warkman.
Date Name: SCOtT workman
. Title:

Managing Director

’ os
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT
The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-181 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Conlractor that

receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

{1) Definitions.
a. "Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations. :

b. "Business Associate” has the meaning given such term in section 160.103 of Titie 45, Code
of Federal Regulations.

c. *Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations. ’

d. “Designated Record Set”shall have the same meaning :as the term “designated record set”
in 45 CFR Section 164.501.

e. “Data Aggregation” shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164.501.

f. “Health Care Operations” shiall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

g. 'HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXIll, Subtitie D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. “HIPAA" means the Health lnsurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual” shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. “Protected Health Information” shalt have the same meaning as the term “protecled health
information™ in 45 CFR Section 160.103, limited to the information created or received by os
| Sl

Business Associaté ffom or on behalf of Covered Enity.
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“Required by Law” shall have the same meaning as the term “required by Iaw in 45 CFR
Secllon 164.103.

) Secretag_ shall mean the Secretary of the Department of Health and Human Services or
his/her designee,

. “Security Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

. “Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

Business Associate shall not use, disclose, maintain of transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all

its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHi in any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI: ;
l. For the proper management and administration of the Business Associate;
Il. . Asrequiréd by law, pursuant to the terms set forth in paragraph d. below; or
. For data aggregation purposes for the health.care operations of Covered
Entity.

To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate musl obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification Rules
of any breaches of the confidentiality of the PHI, to the extent it has obtained knowledge
of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI inresponse to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. if Covered Entity objects to such disclosure, the Business

32014 Exhibit | Conlractor Initials
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted.all
remedies. '

e if the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3)  Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or v:ewed

o The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to. the Secretary for
purposes of determining Covered Entlly s compliance with HIPAA and the Privacy and
Security Rule .

e Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, ta agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PH! contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shali be considered a direct third party beneficiary of the Contractor's business associate 58
.agreements with Contraclor's intended business associates, who will be receiving PHI l S n

32014 : Exhiblt § Caontraclor Initlals -
Health Insurance Porlability Act ; 3
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed-by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PH! in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524. :

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fufill its
obligations under 45 CFR Section 164.526.

i. - Businéss Associate shall document such disclosures of PH1 and information related 1o
such disclosures as would be required for Covered Entity to respond to a request by an
individua! for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

). Within ten (10} business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Coveréd Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CER
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2) _
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Assaciate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as praciicable.

l. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PH!
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PH! has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the

Agreement, to such PHI and limit further uses and disclosures of such PHI to those os
purposes that make the return or destruction infeasible, for so long as Business ' l SU-“
302014 Exhiblt | . Contraclor initials
i = Health Insurance Portabilily Act 372372022
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(4)

(5}

(6)

32014

Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or ali PHI, the Business Associate shall cerlify o
Covered Entity that the PHI has been destroyed.

Obligations of Covered Eptity

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or'limitation may affect Business Associate’s
use or disclosure of PHI.

Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section

* 164.506 or 45 CFR Section 164.508.

Covered entity shalt promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI. -

Terminatlon for Cause

. In addition to Paragraph 10 of the standard terms and conditions (P-37) of this

Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate -
Agreement set forth herein as Exhibit |. The Covered Enlity may either immediately
terminate the Agreément or provide an opportunity for Business Assbciate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

Miscellaneous

Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended. -

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from lime to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PH! provided by or crealed on behalf of Covered Entity.

to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

Exhibit | Contractor Inltials .
Health Insurance Penability Act - .
Business Associate Agreement 3/23/2022
Page 50l € Date
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e Segreqation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival, Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3} |, the
defense and indemnification provisions of section (3} e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREQF, the parties hereto have duly executed this Exhibit |.

pavid wieters peloitte Consulting LLP
The State Name o the Contractor
[ i, s stcf o
StonEHTEHE Authorized Representative iratreor Authorized Representative

pavid wieters scott workman

Name of Authorized Representative” Name of Authérized Representative

birector Information Services Managing Director
Title of Authorized Representative Title of Authorized Representative
372372022 : 3/23/2022
Date . : Date

; e
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
; ' ACT (FFATA} COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to execulive compensation and associaled first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporiing requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:

1. Name of entity ’

Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity
Principle place of performance
Unique identifier of the entity (DUNS #)
. Total compensation and names of the lop five executives if:
10.1. More than 80% of enntal gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

OO A WN

o

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made. ! i

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
executa the following Certification;

The below named Contractor agrees to provide needed information as outlined above to the NH,
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name:

Do<uSigned by:
3/23/2022 ‘ Sealt Wortman.
Date Name: FKman

Tite: yanaging pirector
:ns
Exhibil J — Cerlification Regarding the Federa! Funding Contractor Initials
. Accountability And Transparency Act (FFATA) Compliance 3/2372022
CUDHHSA 16713 Page 1 of 2 Dato ‘
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FORM A

As the Contractor |dent|ﬁed in Section 1.3 of the General Prows:ons ] certlfy that the responses to the
below listed questions are true and accurate,

.. 002563455
1, The DUNS number for your entily is:

2. Inyour business.or organization’s preceding completed fiscal year, did your business or organization
receive {1) 80 parcent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) 525,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, ioans, grants, subgrants, andfor
cooperative agreements?

NO X YES
If the answer o #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensaiion of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m({a), 780(d)) or section 6104 of the Intemal Revenue Code of
19867

X NO YES
If the answer to #3 above is YES, stop here
If the answer to #3 above is NO. please answer the following:

4. The names and compensation of the f ive most highly compensated officers in your busuness or
orgamzahon are as follows:

Néme: upon Request Amount: 2
Name: Amount:
Name: : Am0unt-:
Name: Amount: _
Name: Amount:

0$ ‘
Exhibfi 4 - Cerlification Regarding the Federal F-unding Centracter Initiats :-*- >

. Accountability And Transparency Act (FFATA) Compliance . 3/23/2022
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A. Definitions

The following terms may be reflected and have the described meaning in this document:

1.

“Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information, * Breach”
shall have the same meaning as the term “Breach” in seclion

164.402 of Title 45, Code of Federal Regulations.

“Computer Security incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce,

“Confidential Information™ or “Confidentiai Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information -and
Personally Identifiable Information..

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Deparntment of Health and
Human Services {DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (Pl), Personal Financial Information
(PFl}, Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

*End User” means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS
data or derivative data in accordance with the terms of this Contract. '

“HiPAA" means the Heélth Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

“Incident” means an act that potentially violates an explicit or implied security policy,

~ which'includes attempts (either failed or successful) to gain unauthorized access to a

system or its data, unwanted disruption ‘or denial of service, the unauthorized use of
a system for the processing or slorage of data; and changes to system hardware,
firmware,. or software characteristics without the owner's knowledge, instruction, or
consent. lncidents inciude the loss of data through theft or device misplacement, loss
or misplacement -of hardcopy documents, and misrouting of physica!l or electronic

DHHS Information
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mail, all of which may have the potentiat to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network” means any network or segment of a network that isnot
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and approved,
by means of the State, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted PI, PF1, PHIor confidential
DHHS data. ; '

~ 8. “"Personal Informalion” (or “PI") means information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
atone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, elc. '

9. “Privacy Rule” shall mean the Standards for Privacy of Individually ldentifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health \nformation” {or "PHI") has the same meaning as provided in the
definition of "Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule” shall mean the Security Standards for the Protection of Electronic
Prolected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto,

12. *Unsecured Protected Health Information” means Protected Health Information that is

~ not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND. THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would conslitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

3/23/2022
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request for disclosure on the basis that it is required by law, in response to a subpbena,
etc., without first notifying DHHS so that DHHS has an opportunity to consent or object
to the disclosure.

3. if DHHS notifies the Contractor that DHHS has agreed to be bound by additional
- restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rute, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additionat security safeguards.

4. The Contractor agreées that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant o the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

Il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containingConfidential
Data between applications, the Contractor attests the applications have been
evaluated by an professional knowledgeable in cyber security and that said
appllcatlon S encryptlon capablhtles confirm secure transmission via the internet.

2. Computer Disks and Portable Storage Dewces. End User may not use computer disks
or portable storage devices, such as a thumb drive, as'a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ emadil to transfnlt Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End Useris employmg the Web to transmit Confidential Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Webh site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data.

6. Ground Mail Sefvice. End User may only transmit Confidential Data via certified ground
" mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to tran.smil Confidential
Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

3/23/2022
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10.

1.

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must beinstalled
on the End User's mobile dewce(s) or laptop from which information will betransmitted
or accessed.

SSH File Transfer Protocol {SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for transmitting Confidentia! Data willbe coded for
24-hour auto-detetion cycle (i.e. Confidential Data will be deleted every 24 hours).

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate d:sclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A,

Retention

-1, The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of -

cloud computing, cloud service or cloud storage capabilities, and includes backup
dala and Disaster Recovery locations.

2. The Contractor agrees to confirm proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems ‘and/or
Depariment confidential information for contractdr provided systems.

3. 'The Contractor agrees to pi'ovide Secur‘ity awareness and education for its End Users
in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and,
regulations regarding the privacy and security. Al servers and devices must have
currentiy-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

V5. Last update 10/09/18 Exhibiil ¥ Contraclor Inltials
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whole, must have aggressive intrusion-detection and firewall protection.

The Contractor agrees to and confirms its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure, '

B. Disposition

1.

If the Contractor will maintain any Confidential Information on its systems (or its sub-
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon requesl or contract termination; and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or
any subcontraclors as a part of ongoing, emergenty, and or disaster recovery
operations. When no longer in use, electronic media containing State of New

"Hampshire data shall be rendered unrecoverable via a secure wipe programin

accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S.Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. VWhere applicable, regulatory and

professional standards for retention requirements will be jointly evaluated by the

State and Contractor prior to destruction.

Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding. .

Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Conlractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to. safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

L

The Contractor will maintain proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services. '

The Contractor will maintain policies and procedures to protect Department confidential
information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardiess of the media used to
store the data (i.e, tape, disk, paper, elc.).
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10.

11,

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

The Contractor will confirm proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems and/or Department
confidential information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

If the Contractor will be sub-contracting any core functions of the engagemernt
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific securityexpectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor, including breach nolification requirements.

. The Contractor will work with the Department to sign and comply with all applicable

State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining

and maintaining access to any Department system(s). Agreements will be completed

and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement. :

s

The Contractor will work with the Depariment at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contraclor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes,

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior

express written consent is obtained from the Information Security Office leadership

member within the Department.

Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State

shall recover from the Contractor all costs of response and recovery from
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the breach including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to

" the breach.

12,

Contractor must, comply with all applicable statutes and regulations regarding the

prwacy and security of Confidential Information, and must in all other respects maintain’

the privacy and security of Pl and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
limited to, provisions of the Privacy Act of 1974 (5§ U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45

C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

. Contractor agrees to establish and maintain appropriate administralive, technical, and

physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the Slate of New Hampshire, Department of Information Technology. Refer to
Vendor Resources/Procurement at https:/fwww.nh.gov/deoit/vendorfindex.htmfor the

. Department of Information Technology policies, ~guidelines, standards, and

procurement information relating to vendors.

Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State's Privacy Officer and theState's Security
Officer of any security breach immediately, at the email addresses provided in Section
VI. This includes a confidential information breach, computer security incident, or
suspected breach which affects or inciudes any State of New Hampshire systems that
connect to the State of New Hampshire network.

Contractor must Testrict access to the Confidential Data obtained under this
Contract to only those.authorized End Users who need such OHHS Data to perform
their official duties in connection with purposes identified in this Contract.

The Contractor mus! confirm that all End Users:

4.
a. comply with such safeguards as referenced in Section [V A. above, implemented
. to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

¢. confirm that laptops and other electronic devices/media containing PHI, P, or
PFlare encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and bémg sent
to and being received by email addresses of persons authorized to receive such
information.

V5, Lasi update 10/0918 Exhiblt K Contracior Initials
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e. limit disclosure of the Confidential Information to the extent bérmined by law.

f. Confidentia! Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours

. as well as non-duty hours {e.g., door locks, card keys, biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. |n'all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

i. understand that their user credentials (user name and password) musl not be
shared with anyone. End Users will keep their credential information secure. This
applies to credentials used to access the site directly or indirectly througha third
party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract.

V. LOSSREPORTING | | !

The Contractor must notify the State's Privacy Officer and Security Officer of any Security
Incidents and Breaches immediately, at the email addresses provided in Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures
Contractor's procedures must also address how the Contractor will:

1. ldentify Incidents;

2. Determine if personally identifiabie information is involived in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P.37:
4

|dentify and convene a core response group to determine the Tisk level of Incidents
and determine risk-based responses to Incidents; and

V5. Last update 10/08/18 Exhibit X Contractor Initiais
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

Vl. PERSONS TOCONTACT
A, DHHS Privacy Officer;
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov

3/23/2022
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State of New Hampshire

DEPARTMENT OF ADMINISTRATIVE SERVICES
26 Capitol Stroot - Room 120
Concord, New Hampshire 03301

Office@das.nh.gov
Joseph B. Bouchard
Chartes M. Arlinghaus ; . Assistant Commissioner
Commissioner (603) 2713204

(603) 271-3201
' Catherine A Keans
Daputy Commilssioner
(603) 271-20569

August 23, 2021

His Excellency, Governor Chnstopher T. Sununu
and the Honorable Council

Stote House

Concord, New Hampshire 03301

REQUESTED ACTION

Aulhorize the Department. of Adminislrcative Services to enter inlo a contract with
Delaltte Consulting LLP of Concord, NH (Vendor No. 174776). for an aggregate price limitolion
of $10.000.000.00 among all owarded vendors, for Salesiorce Professional Services. The term
shall be effeclive upon Governor ang Council approval and ending on December 31 2023
with the opftion to extend lor two (2) oddnhonol one-year extension lerms.

Funding shall be prowded through individual agency expendilures. none of which
shall be permitted unless there ore sufficient oppropricted funds 1o cover the expenditure.

EXPLANATION

The Deportment of Administrative Services, through the Bureou of Purchose ond

- Properly, and in colloboralion with the Department of Information Technology. issved ©

reques! for proposal on Februory 3, 2021 wilh responses due on March 3, 2021, There were 11
compliant responses received.

It is the Depariment's inlent 1o enter into contracls with the 10 highest scoring vendors
where through a Request for Quole (RFQ) and Statement of Work (SOW) process ihe
Department of Adminisirative Services, on behalf of o requesting Stole ogency, will issue
RFQ/SOW to all contraciors. Each SOW will delail various requirements related to the services,
planning and implementation of new projecis. The project engagemeni will be bosed upon
the highest scoring response. Project engagements under the agreements with a dollar value
exceeding $10.000 shall be brought before the Execulive Council for approval prior 10
proceeding with The engagements.
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His Excellency, Governor Christopher 1. Sununu
ond lhe Honorable Council

August 20, 2021

Poge 2012

As the Slale’s experience ond experiise with Salesforce matures, it will expand its
Salestorce copabilities and services offered. The productlion Solesforce environment is
centrally managed. The Stale has implemenled an Enterprise Government Mode! that seeks
to establish Stondord Operating Procedures {SOP) and processes on the use of third parly
solutions.

Through the proposed conlracts, the Stale anticipates improvements in the following
areos: automating business processes, providing promp! responses to tracking or delivering
conslituent needs, refining business operalions based on access to insightful data, securing
information within complionce of State and Federal regulalions, and deploying rapld
solutions throughout the State of New Hompshire's IT environment.

Enabling these capabilities will often require the use of expert resources that can assist
the Slote to efficiently design, govern, mointain ond provide ongoing management of these
platforms in a secure, responsible and effeclive manner. Contracting mechanisms thot
shorten the "timé to value" are needed to procure resowrces to work wilh Stote agencies and
T staff 1o supplement existing constrained resources thal are needed to provide the skills
necessary for the Stale to excel in ils Digilal Government Initialives. Based on fhe foregoing, |
am respectivlly recommending approval of the conlract with Deloilte Consulling LLP.

Respectiully submitled,

(-aL

Chorles M. Aringhaus
Commissioner

TDD ACCESS: RELAY NH t-800.133.2964



