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State of Fetw Bampshive
DEPARTMENT OF SAFETY
JAMES H. HAYES BLDG. 33 HAZEN DR. EDDIE EDWARDS
CONCORD, N.H. 03305 ASSISTANT COMMISSIONER
603) 271-2791
ROBERT L. QUINN (603) ? STEVEN R. LAVOIE
COMMISSIONER ASSISTANT COMMISSIONER
May 31, 2023

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology, on behalf of the Department of Safety, Division
of State Police, to enter into a Sole Source contract with Computer Projects of Hlinois, Inc.,
(VC#168812-B001), Bolingbrook, IL, in the amount of $5,526,186.63 to provide a state-of-the art
criminal justice State Message Plaiform’ (SMP) System, to support mission critical criminal justice
information services (CJIS), with the option to renew for up to two (2) additional years, effective upon
Governor and Council approval through June 30, 2028. 79% General, 18.5% Highway, 2.5% Fed Rev
Xfers.

Funds are anticipated to be available in State Fiscal Years 2024 through 2028, upon the availability
and continued appropriation of funds in the future operating and capital budget, with the authority 10
adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and justified, without approval from Governor and Executive
Council.

CATH-DEPTH#H-AGENCY#-
ACTIVITY#ACCOUNTING
UNIT # DEPT NAME-
ACCOUNTING UNIT
NAME _CLASS- OBJECT - DESC SFY 2024 SFY 2025 SFY 2026 SFY 2027 SFY 2028 Amount

01-03-03-003 10-76230000-509038
03230040 ASD DOS J1 Project
Activity Code: 03230150 $1,097,272.50 | $620.281.13 | $743,361.00 | $774,279.00 | $806,493.00 | $4,041,686.63

02-23-23-234030-XXXX0000
Dept.of Safety — State Police
Message Switch -034-500099 -
Major IT Systems Activity Code;
234030 $1,349,500.00 $0.00 $0.00 $0.00 $0.00 | $1,34%,500.00

02-23-23-234010- 38940000 Dept. of
Safety — Division of Siate Police — SP
Agency Inc Grants -103-502664 -
Contracts for Operational Services
Activity Code: 234010 $14,000.00 $56.000.00 $0.00 $0.00 $0.00 $70,000.00

02-23-23-234010- 33450000 Dept. of ‘.
Safety — Division of Staie Police -
NH DOT & DOJ Grants - 103-

502664 - Contracts for Operational
Services Activity Code: 234010 §9,000.00 | $56,000.00 50.00 $0.00 50.00 $65,000.00

Total §5,526,186.63
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EXPLANATION

This request is Sole Source because a Request for Information (RFI) for a new Criminal Justice
Information System (CHS) compliant State Message Platform (SMP) resulted in responses from vendors
with less experience, extensive project durations, and increased risk of costs exceeding the State’s current
budget constraints. Computer Projects of Illinois (CP1), as the sole developer of the existing State Potice
Online Telecommunications System (SPOTS) used by more than 300 federal, state, county, and local
agencies, was identified as the only responding contractor able to provide the services necessary to
pass cCJIS information between disparate federal, state, and local entities within budget and without
significant risk lo all partner organizations. CPl maintains authorization to pass criminal justice
information between the federal government and state and local entities through the State Message
Platform (SMP) and operates within twenty-eight (28) other states.

The purpose of this request is to provide a State Message Platform System to support the criminal justice
information service (C}S) applications. The System shall equip New Hampshire law enforcement with
current up-to-date criminal justice information in the most efficient, cost effective, and reliable manner.
Availability of criminal justice information protects the citizens of New Hampshire, keeps NH law
enforcement safe, and shares sensitive information with partner in-state, out-of-state, and federal
agencies. The current Message Switching System resides on hardware that is approximately ten (10)
years old, is unsupported by the manufacturer and is undersized given the increased use of XML
transactions. Deploying the System in the Contractor’s CJIS compliant Hosted Environment shall ensure
that NH criminal justice information is available seven days a week, twenty-four hours a day, three
hundred sixty-five days a year to the maximum extent possible.

The Contractor will migrate all existing on premise SMP application features and functionality, internal
application and network interfaces, and external application and network interfaces to the System. The
Contractor shall ensure that existing on premise SMP capabilities do not experience unplanned
operational interruptions until the System has successfully completed the Acceptance Test Plan and
received State Acceptance.

Additionally, throughout the life of the contact the Contractor shall provide additional functionality to
SPOTS that will be considered and implemented solely based upon future funding award determinations.
Such deliverables will only be pursued via future contract amendments and Governor and Executive
Council approval, in accordance with the Exhibit B, Scope of Service, Section B-5 Phase 2, and at a cost
structure not to exceed amounts indicated in Exhibit C, Price and Payment Schedule Section C-10, Phase
2.

As referenced in Exhibit A, Special Provisions, Subsection 3.3, of the attached agreement, the parties
have the option to extend the agreement for up two (2) additional years, contingent upon satisfactory
delivery of services, available funding, agreement of the parties and Governor and Councit approval.

Should the Governor and Council not authorize this request, state law enforcement agencies will no
longer have the ability to enter, disseminate and access criminal justice information in real time, resulting
in a risk to public safety.
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In the event that the Other Funds become no longer available, additional General Funds will not be
requested lo support this program.

Respectflully submitted,

Robert L. Quinn
Commissioner of Safety

oo ot —

Denis Goulet
Commissioner, DOIT

DolT #2023-067
RID: #78367

Cc: Ronald Reed, Dol T
Ann McLaughlin, DOS



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access:; 1-800-735-2964

www.nh.gov /doit

Denis Goulet
Commissioner

May 16, 2023
Robert L. Quinn, Commissioner
Department of Safety
State of New Hampshire

33 Hazen Drive
Concord, NH 03305

Dear Commissioner Quinn:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract with Computer Projects of Illinois, inc., as
described below and referenced as DolT No. 2023-067.

The purpose of this request is to provide a state-of-the art criminal justice State Message

Platform (SMP) System, to support mission critical criminal justice information services

(CIIS).

The Total Price Limitation will increase by $5,526,186.63, effective upon Governor and
Council approval through June 30, 2028.

A copy of this letter must accompany the Department of Safety’s submission to the Governor and
Executive Council for approval.

Sincerely,

e Ao

Denis Goulet

DG/jd
DolT #2023-067
RID #78376

cc: Ron Reed, IT Manager

"Innovative Technologies Today for New Hampshire's Tomorrow"
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STATE OF NEW HAMPSIHIRE
_ Department of Safety
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_ FORM NUMBER P-37 {version 12/11/2019)

"FORM NUMBER P-37 (version 1/11/2019)

This agreement tand all of its attachments shall become pubhc upon submission to Governar and '1

| Executive Council for approval. Any information that is private, confidential or proprietary must be !
clearly identified to the agency and agreed to in wriling prior to signing the contract. 5 |

i s R S L ol ciater P e sk’ 24 et 1

e SRR T,
The State of New Hampshire and the Contractor hereby mutually agree as follows:

s * GENERAL PROVISIONS
1. IDENTIFICATION: ‘
T°I°1 Stite Agedcy Name™ — 7 - ; 71.2 State Agency Address and Email™~  — T F
Department of Inforination Tedmology {F27 Hazen Drive, Concord, NH 03305 Z f
1.3 Contractor Name T " 3}j1:4 Contractor Address and Email - ' | p
i . , . . i
| Computer Projects of Illinois, Inc. I ‘,400 Quadrangle Drive, Suite F, Bolingbrook, IL 60440 | { .

e conca e et R A U _ n_ait.RSBWaLZK FOX.COM - - sy ety et cm e .‘L!
175 Contractor Phone -~ 11 1.6 Aooount ‘Number | il'.7'C8|ﬁ'blé’ii3?ifD"£t? 1.8 Price Limitation ~ | ;.

Number Ha : ]

01-03-03-00310-76230000- 0, : $5,526,186.63 i
630-754-8820 509038 03230040 i Jone 30,2028 ; Ll',
] (| 02-23-23-234030-XXXX0000 1 lg

: 1 02:23-23-234010- 38940000 - I :

02-23-23-234010- 33450000 ‘ !

‘19 Contractmg ‘Officer for State Agency ~— ~ .| 1.105tate Agency Telephone Number — ~ 7777 T

O 1Y = -(603)223-5'103- i o Wb i era )

1] '1.12¢ Name and Title of Contractor Signatory '

Date: .| Kevin Sawatzky, CEO '

AL e S-208Y
“1"1‘3"5&?:7\'5:&1‘@‘5i‘g'na"ﬁ:‘re == 7 I'T.14 Name and Titlé of State Agency Siguatory N
(ﬂ»& Aﬂﬁ" Date:May 31, 2023? Denis Goulet, C10 / DOIT Commissioner

F
bl 15 Approval by the N.H. Dcpartmcnl of Admlmstmnon. ‘Division of Personndl (i (if applicable)
|
§
t

By: g Director, On:
T o S S B .
1.11_. B A L A R . SAIRS
HNa7  Approval Byithe Governor and Exl:cuﬂvl Counc:l I apphcable) - i .
[f 1]
[__omcremmmber PR o O&CMESEDAE i
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2, SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
("Statc™), cngoges contractor identified in block 13
(“Contractor™) to perform, and the Contractor shall perform,
the work or sale of goods, or both, identified and more
particularly described in the attached EXHIBIT B which is
incorporated herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
coatrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligetions of the-parties
hereunder, shall become cffective on the date the Governor
and Executive Council approve this Agreement as indicated
in block 1.17, unless no such approval is required, in which
case the Agrecment shall become effective on the date the
Agreement is sipgned by the State Agency as shown in block
1.13 (“Effective Date™).

3.2 If the Contractor cotmmences the Services prior to the
Effective Date, all Services performed by the Contractor
prior to the Bffective Date shall be performed at the sole risk
of the Contractor, and in the event that this Agreement does
not become effective, the State shail bave po liability to the
Contractor, including without limitation, any obligation to
pay the Contractor for any cosls incurred or Services
performed. Contractor must complete all Services by the
Completion Date specified to block 1.7. '

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the contipuance of payments hereunder,
are contingent upon the availsbility ard continued
appropriation of fumds affected by any state or federal
legislative or executive action that reduces, climinates or
otherwise modifics the appropriation or availability of
funding for this Agrcement and the Scope for Services
provided in EXHIBIT B, in whole or in part. In no event shall
the State be liable for any payments hereunder in excess of
such available appropriated funds, In the event of a reduction
or termination of sppropriated funds, the State shall have the
right to withhold payment until such funds become available,
if ever, and shall have the right to reduce or terminate the
Services under this Agreement immediatety upon giving the
Contractor notice of such reduction or termination. The State
shall not be required to transfer fimds from any other account
or source to the Account identified in block 1.6 in the event
funds in that Account are reduced or unavailable.

Page 7 of 80
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5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.

5.1 The contract price, method of payment, and terms of payment
are identificd and more particularly described in EXHIBIT C
which is incorporated hercin by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nshme incurred by the Contractor in the
performance bereof, and shell be the only end the complete
compensation 1o the Coatractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from say amounts
otherwise payabls to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law,

5.4 Notwithstanding any provision in this Agreement to the
contrery, and notwithstanding unexpected circumstauces, in no
event shall the total of all pryments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONSY EQUAL EMPLOYMENT OPPORTUNITY.
6.] In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
anthorities which impoese any- obligation or duty upon the
Contractor, including, but not liniited to, civil rights-and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines ag the
Stats or the United States issue to implement these regulations.
The Contractor shall also comply with 2!l applicable intellectual
property laws. -

62 During the term of this Agreement, the Contractor shall not
discriminate agaiist employees or applicants for employment
because of race, color,, rchglon, creed, age, sex, handicap, sexual
orientation, or:national origin and will take afformative &ction o
prevent such discriminstion. -

63. The Contractor 2grees to permit the State or United States
access to any of the Contractor’s books, records and accounts for
the purpose of ascertaining compiiance with all rules, regulations
and orders, and the covenants, terms and copditions of this
Agreement,

7. PERSONNEL..

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services, The Contractor warrants that all
personnel cogaged in the Services shall be qualified to perform the
Services, and-shall be properly licensed and’ otherwise suthorized
10 do 5o under all applicable laws. -
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7.2 Unless otherwise authorized in Wnlmg, during the term of this
Agrecment, and for a period of six (6) months after the Completion
Date in block 1.7, the Contractor shall not hire, and shall not permit
any subcontractor or other person, firm or corporation with whom
it i engaged in a combined effort to perform he Services tn hire,
any person who is a State employes or official, who is materially
involved in the procurcment, administration or performance of this
Agreement. This provision shall survive termination of this
Apreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer’s decision shall be fmal for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder (“Event
of Default™):

8.1.) faiture to perform the Services satisfactorily or on schednle;

8.1.2 failure to submit any report required hereunder; and/or

8.1.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it t6 be remedied within, in the absence of a
greater or lesser specification of time, thirty (30) days-from the
date of the notice; and if the Event.of Defiult is not timcly cured,
terminate this Agreement, effective two (2) days after gmng the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspeading "all psyments to be mads under this
Agreement and’ ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the Stafe determines
that the Contractor has cured the Event of Default shall:never be
paid to the Contractor;

8.2.3 give the Contractor a written notice spetifying the Event of
Default and set off against any other obligations the State miy owe
to the Contractor any darnages the State suffers by reason of any
Event of Default; and/or

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the Agrecment
and pursue zny of its remedies at law or in equity, or both.

8.3. No failure by the State to enforce any provisions hereof after

any Event of Default shall be deemed 2 waiver of its rights with

regerd 1o that Event of Default, or any subsequent Event of
Default, No express failure to enforce any Event of Default shall

be deemed a waiver of the right of the State to enforce each and
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all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithstandiog paragraph 8, .ibe State may, at its sole
discretion, terminate the Agreement for any reason, in whols orin
part, by thirty (30) days written notice to the Contractor that the
Statc is exercising its option to terminate the Agreement,

9.2 In the event of an early termination of this Agreement for any
reason other than the completion of the Services, the Contractor
shall, at the State's discretion, deliver to the Contracting Officer,
not later than fifteen (15) days after the date of termination, a
report (“Termination Report”) describing in detail all Services
performed, and the contract price eamed, to and including the date
of termination. The form, subject marter, content, and number of
copies of he Termination Report shall be identical to those of any
Final Report described in the attached EXHIBIT B. In addition, at
the State’s discretion, the Contractor shall, within 15 days of notice
of carly termination, develop and submit to the State a Transition
Plan for services under the Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/ PRESERVATION.
10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not Limited to, ell studies, reports, files,
formulae, - surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and docum:nts, all whether finished
or unfinished.

10.2 All data and any property which-has been received from the
Stalc or purchased with funds provided for that purpose under this
Agreement, shall be the property of the Stete, and shall be returned
to the State upon demand or upon lermination of this Agreement
for any reason.

10.3 Confidentiality of data shall be governed by NH. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State,

1. CONTRACTOR'S RELATION TO THE STATE. In the
performance of this Agreement tho Contractor is in all respects an
independent contractor, and is neither.an agent nor an employee of
the State. Neither the Contractor nor any of its officers,
cmployces, agents or mambers shall have sutbority to bind the
State or receive any bencfits, workers’ compensation or other
emoluments provided by the State to its cmployees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign; or otherwise transfer any
interest in this Agreement without the prior written notice, which
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shail be provided (o the State at least fifteen (15) days prior to the
assignment, and a written consent of the State. For purposes of this
peragraph, a Change of Control shall constitute assignment.
“Change of Contro]” means (a) merger, consolidation, or a
transaction or series of related transactions in which a third party,
together with its alTiliates, becomes the direct or indirect owner of
fifty percent (50%) or more of the voting shares or similar equity
interests, or combined voting power of the Contrector, or (b) the
salo of ell or substantinlly all of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the Contracior
without prior writlen notice and consent of the State. The State is
entitled to copies of all subcontrects and assignment agreements
and shall pot be bound by any provisions coplained in a
subcontract or an assignment agreement to which it is not a party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indempify and hold harmless the State, its.
officers and employees, from 2nd egainst any and all claims,
liabilities and costs for any personal mjury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its offivers or employcees, which arise out of (or which
may be claimed to anse out of) the acts or omission of the
Contractor, or subcontrectors, including but not limited to the
negligence, reckless or intentionsl conduct. The State shall notbe
lisble for any costs incurred by the Contractor arising under this

paregraph 13. Notwithstanding the foregoing, notbing herein

contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in pamagraph 13 shall suvive the termination
of this Agreement.

14. INSURANCE.
14.1 The Contractor shall, at its sole expense, obtain and
_ continuously maintein in force, and shall require any subcontractor

or assignee- to obtain and maintain in force, the following

insurance:

14.1.1 commercial generul lisbility insurance against all claims of
bodily injury, death or property damage, in mmounts of not less
than 51,000,000 per occumence and $2,000,000 oggregate or
excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 Tho policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for usc in the State of
New Hampshirc by the N.H. Department of Insurance, and issued
by insurers licensed in the State of New Hampshire.

143 The Contractor shall fumish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agrcement

Pago 9 of 80 )
Contractor Initials: 1( 5

Date: 5-30-23

Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance for
all renewal(s) of insurance required under this Agreement no later
than ten (10) days prior to the expiration date of each insurance
policy. The certificate(s) of insurance and any rencwals thereof
shell be attached and are incorporated herein by reference.

15. WORKERS" COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (“Workers®
Compensation”).

152 To the extent the Contractor is subject to the requirements of
NH. RSA chapter 281-A, Contractor shall maintain, and require
any subcontractor or assignes to secure and maintain, payment of
Workers® Compensation in connection with activities which the
person proposes to undertake pursuant to this Agreement. The
Contractor shall fumish the Contracting Officer ideatified in block
1.9, or his or her successor, proof of Workers’ Compensation in
the manner described in NJH. RSA chapter 281-A apnd any
applicable reocwal(s) thereof, which shall be aitached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation premiums
or for any other claim -or -benefit for Contractor, or any
subcontractor or employee of Contractor, which might arise under
apphmble State of New-Hampshire Workers’ Compensnnon laws
in connection with the pe:formance of the Services under this
Agreement.

. 16. NOTICE. Any notice by a party hercto lo the other party shall

be decmed to have béen ‘duly delivered or given at the time of
mailing by certified mail, postagé prepaid, in a United States Post
Ofﬁeeaddrmedtothepmuammendd:mmvm in blocks 1.2
and 1.4, herein.

17. AMENDMENT. This Agreement may be emended, waived or
discharged only by an instrument in writing signed by.the palms

. hereto and only after appmval of mich amendmeiit, waiver or
’ d:schaxgc by the Governor and Executive Council of thc Slarc of

New Hampshire unless no sich approval is required under the
circumstances pursuant to State law, rule'or policy.

" 18. CHOICE OF LAW AND FORUM. This Agreement shall be

governed, interpreted and_construed in decordance with the laws
of.the State of New Hampshire, and is bmdmg upcin and imoes to
the. benefit of- the parties and’ their m;pectrvo ‘successors and
assigns. The wording used .in this Agrumcut 1s-the wornding
chosen by the parties to express their mirtual intent, and no rule of
construction shall be applied against o in favor of any party. Any
actions arising out of this Agreement shall be brooght and
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maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict between
the terms of thiz P-37 form (as modified m EXHIBIT A) end/or
attachments and amendment thereof, the terms of the P-37 (as
modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The partics hereto do not intend to benefit
any third parties and this Agreement shall not be construed to
confer any such benefit. g

2]1. HEADINGS. The headings throughout the Agreement are for
reference purposes only, and the words contained therein shall in
no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIQONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreemnent will remain in full foree and effect. i

24, ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
sgreements and understandings with respect to the subject matter
hereof.
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Exhibit A - Special Provisions
The terms outlined in the P-37 General Provisions are modified as set forth below:

A-1. Provision 2, SERVICES TO BE PERFORMED, is updated and replaced with the following}

2. The State of New Hampshire, acting through the agency identified in block 1.1 (“State™),
engages contractor identified in block 1.3 (“Contractor”) to perform, and the Contractor shall
perform, the services identified and more particularly described in the attached Exhibit B
and Scope of Work.

A-2.  Provision 3, Effective Date/Completion of Services, is updated with the following addition:

34 The Term may be extended up to Two (2) years, (*Extended Term’) at the sole option of the
State, under the same terms and conditions, subject to approval of the Govemor and
Executive Council.

A-3. Provision 4, Conditional Naturc of Agreement, is deleted and replaced with the
following: '

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreementto the contrary, all obligations of the State
hereunder, including, without limitation, the continnance of payments hereunder, are
contingent upon the availability and contimued appropnahon of funds affected by any state
or federal legislative or executive action that reducw; ehmmates 'oF: ‘othérwise. modifies the
appropnanon or avm]ablhty of ﬁmdlng forthis. ngreement and the Scope for Scrvwes
provided in EXHIBIT'B, in whole.or in part: In no event sha.ll the’ Sta:e beé lizble.for any
payments hereunder in excess of the Price Lirnitation set forth: in block 1.8. In the event.of
a reduction or termination of appropriated funds, the State shall have the nght to withhold
payment until such fimds become available and if withiheld, €ither- party shall have the right
to reduce or terminate the Services under this Agreement mrmed.lhtcly wpon: g;vmgthc other

- party notice of such reduction or termination. The State shall not be requ:md 1o tmnsfu
fimds from any other account or source to the Accoupt identified i in block 1.6 in'the event
funds in that Account are reduced or unavailable. -

A-4. Provision 5, Contract Price/Price Limitation/ Payment, Section 5.2, is de!eted and replaced
with the following:

5.2. The payment -by the State of the contract pricc shall be the.only and the complete
reimbursement to the Contractor for all expenses, of whatever nature incurred by the
Contractor io the pu’fon:nancc hereof, and shall be the only and the complete compénsation
to thic Contractor for the Services. The State ghall have no further payment obligations to the
Contractor under the terms of this Agreement other than the contract price.

A-5.  Provision S, Contract Price/Price Limitation/ Payment, Section 5.3, isdeleted in its entirety.
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A-6. Provision 5, Contract Price/Price Limitation/ Payment, Section 5.5, is deleted and replaced
with the following:

5.5. The State’s liability under this Agreement shall be limited to monetary damages, provided
however, in the absence of payment by the State, Contractor may cease performing the
Services. The Contractor agrees that it has an adequate remedy at law for any breach of this
agreement by the State and hereby waives any right to specific performance or equitable
remedies against the State. Subject to appliceble laws and regulations, in no event shall the
State be linble for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein contained shall be deemed to
constitute a waiver of the sovereign immunity of the State, which immunity ts hereby reserved
to the State.

A-T. Provision 6, Co.mplia_noe by Contractor with Laws and Regulations/Equal Employment
Opportunity, Section 63,1s deleted and replaced with the following:

63. Upon not less than 30 days written notice, during regular business bours and upon terms
scceptable to both parties, the. Contracmrmxy pexmit the State or United States access to any
of the Contractor’s books, records and accounts for the purpose of ascertaining compliance
with all rules, regulations and ordu's. and the covenants, terms and conditions of this

Agreement.
A-8. Proyvision 7, Personnel, is deleted and-replal;ed with-the following:

7.1 The Contractor shall at its own expense prcho aIl_personnel necessary to perform the Services.
The Contractor warrants' that all personnel cngaged in.the Services sha]l be qualified to
perform he Services.

72 Deleted in its entirety.

7.3 The Contracting. 0ﬂiccrspec1ﬁedmblockl9 or his or her successor, shall be the State’s
representative. In the event of any: dispute concerning the interprétation of this Agreement,
the Contracting Officer’s decision, on behalf of the State anly, shall.be fival for the State but
not final for the Contractor.

A-9. Provision 8, Event of Defaulthemede, Section 8.2, is deleted and replaced with. the
following:

82 Any and all disputes arising out of, or relating to this Agreement and jts forination, shall be
resolved in the followmg manner: the Party. raasmg the dispute shall pnmdc a written
description of the details of the dispute, and two (2) or more suggested:ways of resolving the
same, acceptable to such Party to the other Party (a “Dispute Notice”). Within fifteen (15)
days of receipt of a Dispute Notice, the other Party shall respond to the Party sending the
Dispute Notice in writing describing any additional ‘or disputed facts or conclusions in the
Dispute Notice, and proposmg two (2) or more suggested ways to resolve the dispute
acceptable to the Responding Party (a2 “Response Notxce") Each of the CEO of CPI and the
equivalent authorized person employed by the Slatu, shall receive copies of the Dispute Notice
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and the Response Notice no later than fifteen (15) days after receipt of the Dispute Notice (the
“Notice Date™. Within ten (10)-days of the Notice Date the CEO of CPT and the State shall
meet in person or by video conference and make a good faith effort to arrive at a “Mediated
Result”.

The Party Representatives may agres to continue their meetings from time to time for a period
not to exceed thirty (30) days and if at the end of such period the Parties have not agreed to a
Mediated Resolution, then the Party may terminate this Agreement, effective two (2) catendar
days after giving the Contractor notice of termination.

A-10. Provision 9, Termination, is deleted and replaced with the following:
9. TERMINATION

9.1 Notwithstanding paragraph 8 and aoy other termination language in this Agreement,
following one year after the effective date of the contract, the State, at its sole discretion, and
with written notice, may terminate the Agreement for its sole convenience, in whole or in
part. The State will pay the cast of all Services and Deliverables for which Acceptance has
been given by the State, provided through the date of termination up to the contract price
limitation identified in block 1.8. Upon mutual agreement of the parties, CP1 may agree to
assist the State in wind down. The State shall pay for any reasonable wind down services as
necessary during a period of thirty (30) days, not to exceed the amount of the contract. The
Contractor shall not be paid for any work performed or costs incurred which reasonably could
have been avoided.

9.2 Termination Procedure
9.2.1 Reserved.

9.2.2 After receipt of a notice of tzxmmat:on, and except as otherwise dn'ectcd by the State,
Contractor shall:

a. Immediately stop all work hereunder and shall immediately cause any and all of its
suppliers and subcontractors to cease Ser\ncts

b. Promptly, but in no event longer than ten (10) days after termination, terminate its
orders eand subcontracts related to the work which has been tr.rmmated and settle all
outstanding Habilities and all claims- arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required, which
approval or ratification sball be final for the purpose of this Section;

¢. Teke such action as required under applicable federal security 1aws, or as necessary to
preserve and protect the property related to the Contract which js-in the possession of:
Contractor-and in which-the State has an interest;
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d. Take no action to intentionally erase any State data until directed by the State, and only

after the State has provided Contractor with a reasonable amount of time to erase such

State data;

€. Implement an orderly return of State data in 2 CSV or another mutually agreeable
format at a time agreed to by the parties;

g Securely dispose/destroy of all réquested data in all of its forms, such as disk, CD /
DVD, backup tape and paper, when requested by the State. Data shall be permanently
deleted and shall not be recoverable, according to National Institute of Standards and

s+ Technology (NIST)-Special Publication (SP) 800-88 approved methods. Certificates
of destruction shall be provided to the State; and

h. Provide written Certification to the State that Contractor has surrendered to the State
all said property and after 180 days has erased all State data.

92,3 This covenant in paragraph 9 shall survive the termination of this Contract.
A-11. Provision 10, Termination, Section 10.1, is deleted and replaced with the following:

10.1. As used in this Agreement, the word “data” shall mean all information input by the State into
Contractor’s proprietary SaaS sofiware. The State acknowledges that the Licensed Software
and related documentation, including, without limitation, any and all updates, modifications,
alterations or similar work performed by Contractors pursuant to the terms of this Agreement
are only available for use by the State pursuant to the terms of this Agreement and that
nothing performed by CPI is “Work for Hire” nor does it constitute property of the State:

A-12. Data/Access/Confidentiality/Preservation, is updatéd with the following addition:

10.4 In performing its obligations under this Agreement, Contractor may gain access to

Confidential Information. The Contractor shall not use the Confidential Infonnanon

- developed or obtained during the performance of, or acquired, or dwelopedbymson of the

Agreement, except as directly connected to and necessary. for the: performance of the

Agreement. Contractor shall maintain the confi dcntxallty of and protéct. from wauthorized

use, disclosure, publication, and reproduction (collectively “release™), all Confidential
Information.

10.4.1 In the event of the unauthorized release of Confidential Information; the party with
knowledge of the release shall immediately notify the:State’s Information Secunty Officer
or Contractor’s Security Officer, and both parties agree to cooperate with each other 1in-the

investigation, remediation, and prevention of such releasc.

10.5 Subject to applicable federal or State laws and regulations, Confidential Information shall
not include information which:

a. shall have otherwise become pubhcly available other than as a result of disclosure by
the receiving Party i in breach hereof; -
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10.6

10.7

10.8
A-13. Pr

b. was disclosed to the receiving Party on a non-confidential basis from a source other
than the disclosing Party, which the receiving Party believes is not prohibited from
disclosing such information as a resuit of an obligation in favor of the disclosing Party;

c. is developed by the receiving Party independently of, or was koown by the receiving
Party prior to, any disclosure of such information made by the disclosing Party,
provided however, any confidential information made known to either Party pursuant
to the current on-premises contract the parties are engaged in shall remain Confidential
Information; subject to RSA 91-A.

d. is disclosed with the written consent of the disclosing Party.

Upon reasonable notice to a disclosing party, a receiving Party may disclose certain
disclosing party information to the extent required by an order of a court of competent
jurisdiction. The disclosing party shall immediately notify the non-disclosing party if any
request, subpoena or other legal process is served upon the disclosing party regarding the
Confidential Information, and the party receiving the request shall cooperate with the other
party in any effort the r non-receiving party of the request undertakes to contest the request,
subpoena or other legal process, at no additional cost to the receiving party of the request.

Contractor Confidential Information, Centractor shall clearly identify or mark in-writing all
information it claims to be confidential or proprietary upon providing such information to
the State. For the purposes of complying with its Iegal obligations, the State may notify the
Contractor that it does not accept the Contractor's designation of material as confidential and
give the Contractor reasonable notice and opportunity to undertake legal process to prohibit
or enjoin the release of the information, Contractor acknowledges that the State is subject to
State and federal laws governing disclosure of information mcludmg, but not limited to, RSA
Chapter 91-A. In the event the State receives a requést for the information identified by
Contractor as confidential, the State shall nou.fy Contracter and speclfy the date the State will
be releasing the requested information. At the request of the Contractor, the State shall
cooperate and assist the Contractor with- the collection and review of Contractor’s
information, at no additional expénse to the State mcludmg the poteiitial redaction of certain
proprietary, trade secret, or Confidential- Information contaiied in any response to request.
Any effort to prolnbxt or enjoin the release of the information shall be Contractor’s sole
responsibility and at Contractor’s sole expense. - If Contractor fails to obtain a court order
enjoining the disclosure, the State shall release the information on the date specified in the
State’s notice to Contractor, without any lisbility to the State.

This covenant in paragraph 10 shall survive the termination of this Contract.
ovision, 12, AssignmentlDe!egaﬂon!Spbcpptrgcts-Secﬂop 12.1, is deleted and replaced

with the following:
12.1 The Contractor shall' not assign, or otherwise transfer any interest in this Agreement without
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or delayed. For purposes of this paragraph, a Change of Control shall ‘constitute assignment.
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transactions in which a third party, together with its affiliates, becomes the direct or indirect
owner of fifty percent (50%) or more of the voting shares or similar equity interests, or
combined voting power of the Contractor, or (b) the sale of all or substantially all of the assets
of the Contractor.

A-14. Provision 13, Indemnification is deleted and replaced with the following:

13.

INDEMNIFICATION. Each party shall be responsible for their own negligent acts or
omissions, or those of their authorized employees, officers, and agents while engaged in the
performance of the obligations under this Agreement, and neither Paxty shall have any liability
whatsoever for any negligent act or omission of the other Party, its employees, officers, or
agents. Notwithstanding the foregoing, the State may seck a court order granting it Sovereign
Immunity; nothing herein contained shall be deemed to constitute a waiver of the sovereign
immumity of the State.

A-15, Provision 16, Notice, is updated with the following addition:
16. Aoy notice, demand or other communication required or permitted to be given under this

Apgreement by a party hereto to the other party shall be in writing and deemed to have been
duly delivered or given at the time of mailing by certificd mail, postage prepaid, or electronic
mail, in a United States Post Office addrssed to the parties at the addresses given in blocks
1.2 and 1.4, herein. -

A-16. Provision 24, Entire Agreement, is updated with. the following addition:

24,

This Agreement, together with any and all exhibits and attachments thereto including
Contractor’s - SaaS License Agreement and Contractor’s . SeaS Mamtcnance & Support

- Addendum may be executed in a number of counterparts, eack of which shall be deemed an .

original, constitutes the entire agreement and understanding between the parties, and
supersedes all prior agreements and understandings with respect to the subject matter hereof.

A-17. Provision 18, Choice of Law, Is updated with the following addition:

Notwithstanding Section.18 Choice of Law, as to whether-any Contractor 1qfonnahon is
confidential, proprietary, or'a trade secret shiall be dctmnmed by Ilinois law.

A-l The following Provisions are added and made part of the P37:

25,
25.1

FORCE MAJEURE

Neither Contractor nor the State shall be respoasible for delays or failures in performance
resulting from events beyond the control of such Party and without fault or negligence of -
such Party. Such events shall include, but not be limited to, acts of God, slnkw, lock outs,
riots, and acts of Wa:, terrorism, pandemic, epidemics, civil unrest, acts of Government, fire,
power failures, nuclear accidents, earthquakes, and unusually severe weather, inability to
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26.

reasonably ebtain supplies (including any and all utilities) or material or labor or any other
cause beyond the reasonable control of both parties.

EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Contract are ipcorporated by
reference as if fully included in the text of the Contract, in accordance with the order of
precedence outlined in Exhibit A, paragraph 29,

27. NON-EXCLUSIVE CONTRACT

28.

29.

The Statc rescrves the right, at its discretion, to retain other vendors to provide
noncompetitive  services or create amy noncompetitive  deliverables neither of which
shall use or have access to Contractor’s  system, Software, proprietary, confidential,
or trade secret information , identified under this Agreement.

GOVERNMENT APPROVALS

Contractor shall obtain all pecessary and applicable r,egulgiory or other governmental
approvals necessary to perform its obligations under the Contract.

CRDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text .within' this. agreement, the
following Order of Precedence shall govern:

State of New Hampshire, Department of Information . Techno]ogy Contract
Agreement DolT 2023-067, P-37. thmugh ExhibitB; Attachment 3

Additional' Contractor Provided Documents, Bxlnb:t B, Attachmeut 5 through
Exhibit B, Attachment 9. (see Exhibit G.2)

Contractor Certificates (see Exhibit G.3)

Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE
Department of Safety
Hosted State Message Platform System
DolT 2023-067
EXHIBIT B- SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS

Exhibit B - Business and Technlcal Requirements and Dcliverables
The Contractor shall provide Business and Technical Requirements, and Deliverablcs as sct forth
in this Exhibit B and pursuant to a mutually agreed upon Statement of Work after the discovery
phase.

B-1. Overview

The Contractor shall support the current environment, and convert and host a criminal justice State
Message Platform (SMP) System, here in referred to as the System, to support New Hampshire’s
mission criticel criminel justice information service (CJIS) messaging applications, previously
referred to as the State Police Online Telecommunications System (SPOTS). The Contractor shall
provide the state a license to use its software pursuant to the terms agreed upon by parties through
this contract.

The Contractor shall maintain afl current system fanctionality until"which time the new system is
appropriately implemented as indicated in this Exhibit B

The Contractor shall ensure the System complies to all the provisions set forth in this Exhibit B
including the requirements and deliverables defined herein.

B-2. Hosted Sinte Message Platform Conversion ~ Phase I

The Contractor shall migrate all existing OpenFox® features and fimctionality from the on-prem
system to the fully hosted SaaS Environment in CPI's Data Center located in Bolingbrook, Ilinois.

The Contractor to the best of its ability based upon what Contractor controls shall ensure that
existing on premise SMP capabilities do'not experience unplanned operanonnl interruptions until
the System has successfully- completed- testing - and received State Acoeptance of production
deployment. Ata minimem, the Contmctor shal.l

1. Build, test, and deploy a high availability virtualized System in  the Contractor’s SaaS
Environment to support all State requirements documented-and: muytually agreed to in the
Contractor’s Statement of Work.

on—pre:mses system to the System m the SaaS Envmnmut.

3. Provide three operational envionments supporting 1) System Intcgratxon Test (SIT), 2)
User Acceptance Test (UA'[‘), and 3) producuon deployment. B

4. Configure one (1) IPSec Site-to-Site Virtual Private Network: ("VPN") tunncl connection
from the SaaS Environment to the State s peer device(s) (¢.g. firewalls, routers). The Sua$
Environment is supported by redundant Contractor firewalls each with redundant power
supplies and redu.ndant Internet Service Providers (ISP) within the boundaries of the SaaS -

Environment.

S. Provide up to twenty-four (24). hours of consultation to the State in order to define and
document the network. connectivity details between the SaaS Environment and the State
network and associated operational end points.
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Hosted State Message Platform System
DoIT 2023-067
EXHIBIT B - SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS
6. Establish application interface connectivity from the System to all existing State external
systems through (he VPN tunne} for test and validation of the converted System prior to
production Jaunch.

7. Test and validate prior to production, and perform System integration testing to validate that
all existing OpenFox functionality and- Contractor-accessible operational interfaces
associated with the State’s current on-premise system as indicated in Section B 9.2.2, Table
4, In Scope Interfaces.

8. Upon State acknowlcdgement approval of successful User Acceptance Testing, deploy the
validated System into production.

B-2.1. Open Fox®NextGen Archive

The Contractor shall migrate the existing OpenFox Archive version 2 to the OpenFox NextGen.
Archive application. The Contractor shall install and configure the OpenFox NextGen Archive
Product in the Contract's SaaS environment in order to store no more than seven (7) years of State
transaction data. Additionally, the Contractor shall migrate the cxisting OpenFox Archive v2 data
from the current Production database to the new OpenFox NextGen Archive database.

B-2.2. National Law Enforcement Telecommunications System (Nlets) XML Interface

Nlets has chosen eXtensible Markup Language (“XML") as the standard for interstate sharing of
data. The purpose of this project is to update the State’s Nlets interface to.the currently available
Nlets XML standards. This project will bring the State closer to compliance. with the Nlets mandate
to sunset legacy, non-standard dot delimited text formats (herein referred to. as “legacy format™).
Bringing the Customer to full comphance with the Nlets mandate is dependent on the in-state

' repositories or endpoints and may require additional work from CPI, the Customer, and/or third-
parties and is outside the scope of this project The Contractor shail convert all Nlets conformant
transactions to the Nauonal Information Exchange Model (NIEM) XML schiemas provided by Nlets
except where noted in the Contractors Statement of Work and the Site Analysw Report, which is a
deliverable of this project.

The Contractor shall provide the solution as a standardized OpenFox® Message Switch,
Configurator, and Operator Aid upgrade package, and shall perform a site analysis to determine any
non-standard or custom processing currently implemented in the State. . ‘

B-2.3. OpenFox® NextGen Hotfiles Application

The Contractor shall migrate the existing OpenFox Hotfiles System to the ew. OpenFox NextGen
Hotfiles System, mcludmg, but not limited to, current workflows, NCIC Synchronization, and
standardized reporting. The Contractor shall mstall and configure the OpenFox NéxtGen Hotiiles
Product in the Contract’s SaaS environment and migrate the existing OpenFox Hotfiles data from
the current Production database to the new OpenFox NextGen Hotfiles database. The Contractor
shall configure the OpenFox® NextGen NextGen Hotfiles application to support all currently
configured NCIC 2000 transactions and record types, including Entry, Modify, Query, Cancel, Clear
and Locate capabilities. Capabilities include but are not limited to:
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EXHIBIT B - SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS

. Workfiow and NCIC Synchronization

e Flexible Response Formats

s Record retention and purges

» Backup and Restore as defined in Exhibit B 11.2.4.
* Reporting

XML Support excluding N3G Interface, NCIC XML transaction processing, IIl XML transaction
processing, and NICS XML transaction processing,

B-2.4. OpenFox® NextGen Online Validation Application

The Contractor shall provide the OpenFox® NextGen Online Validation system application that
shall support montbly validations of NCIC data received from law enforcement agencies. The
Contractor sball update the current manual validation system by providing a secure, encrypted
communication pathway through the system and download the NCIC file to the server, then execute
a script which will load the validation database with records from the NCIC file.

The Contractor shall ensure an antomatic initiation of the activity via a file download and utlhzc it
for the validation transaction processing and reporting.

B-3. Hosted State Message Platform — Phase I

Post conversion of the System to the' SaaS Environment; the deliverables outlined below shail be
initiated solely upon request of the State, and subjéct to the. approval of l.he Govemor and Executive
Council. If requested by the State and approved by the Govemnor and: Execuuvc Counsel These
deliverables shall be provided. at the cost rate indicated in Exhibit €, Section C- 10 Table 10.
Accordingly, the Contractor shall develop, configure, test, deploy, and mamtmn ithe- followmg new
products, systems, and functionality:

1. Extemal System interfaces
a. National Criminal Information Center (NCIC) Mlntcrfaoa
b. Interstate Identification Index (IIT) XML Interface
¢. National Instant Criminal Background Check (NICS)- XML Iutcrface
Disaster Recovery System project located at the Nlets facility. ’
Query Criminal History Log (QCHL) Reports project
MRI Numbers to Spill Messages project
Contact Person Notification Program project

YA N

B4. Compliance Reqguirements

The Contractor represents, warrants, covenants, and agrees that, at a minimum at all times, the
System shall comply with the provisions of this section.

B4.1. Criminal Justice Information Services (“CJIS™) Compliance

The Contractor shall fully comply with FBI Criminal Justice Information Services (“CJIS”) Secunty
Policies and any future updates, revisions and/or replacements,
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EXHIBIT B - SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS

(a) CJIS Compliant SaaS Environment

Be hosted and maintained by the Contractor in a CJIS compliant, secure SaaS Environment,
providing all necessary hardware, software, System and database administration and internet
bandwidth to manage the application, including all test, and production environments in the
System: The SaaS Environment shall comply with the hosted solutions policy set forth in
Exhibit B Attachment 1, Hosted Solution Policy.

)

(1)

(ii)

In the event that the Contractor and/or the State is made aware that the utilized SaaS
Environment fails to fully comply with the CJIS requirements, the Contractor wili
work with the State to remediate defined issues/items which may include migrating
to another CJIS compliant SaaS Environment.

If CJIS compliance in a SzaS Environment is attained through the use of CJI
encryption, the Contractor and the State shall be the only encryption key holders.

The Contractor shall not migrate to another SaaS Environment without the
knowledge and express written consent of the State.

(b) CJIS Security Policy

The Contractor hereby represents and warrants that:

®-

(i)

(iis)

the Contractor has reviewed and is knowledgeable about, and experienced addressing,
CIJIS Security Policies, and :

the Contractor apd the SaaS Environment will: comply with all of the security
protocol, data secunty and other policies and procedlms set forth in the most recent
applicable veision of the CJIS Security Policy 'including the current incorporated
Cl1s Secunty Addendum attached herein as Exhb:t B Attachment 2, and any firture
updates, revisions and/or replacements.

the Contractor and the System shall, remain compliant with the most recent.applicable
version of the CJIS Security Policy, and with future CIIS versions, as CJIS may be
updated from time to time. The Contractor shall, on an annual basis, certify in such
form as the State may reasonably request that the Contractor and the Systém are
compliant with then current CJIS version. In the event that the Staté notifies the
Contractor that the System is any way non-compliant with CJIS, then the Contractor
shall immediately utilize diligent, continued efforts to modify the System so that it
becomes and remains CIIS compliant

(c) Audit

The Statc may, during the term of the Agmcmcnt, sudit {or cngagc a third party to sudit) the
Contractor and the System to ensure that the SaaS Environment is compliant with the current
CJIS Security Policy. Such an audit may include the analysis of records including but not -
limited:to record keeping, discussions with the Contractor’s. employees and subcontractors,
and tcslmg of the System. The Contractor shall promptly provide to the State. mformatmn‘
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EXHIBIT B- SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS

requested by the State in connection with the audit and otherwise cooperate with the State
regarding such audit.

In the event that the .audit shows that the Contractor or the SaaS Environment is not

(i) In full compliance with any CJIS policy, protocol or procedure, then the Contractor
shall promptly take such action as is necessary to attain CJIS compliance and upon
achieving.compliance, certify in writing to the State that it bas done so, and

(i) Inthe unlikely event that the Contractor and/or the State is made aware that the SaaS
Environment fails to comply with the CIIS requirements, through a CJIS or Nlets
audit, the Contractor shall have a reasonable amount of time to cure consistent with
CJIS and Niets standards. The Contractor will work with the State to remediate the
situstion, and, if necessary, may migmte to another CJIS compliant Hosted
Environment. The Contractor will pot migrate lo another Hosted Environment
without the knowledge and consent of the State.

(d) Reference and Background Checks

(i} Per the enforced CJIS Security Policy CSP Section 5.12.1, Personnel Screening
Requirements for Individuals Requiring Unescorted Access to Unencrypted Crirninal
Justice Information (CJT), the State shafl conduct criminal background checks of the
Contractor’s cuployeces who- hold access to CJI data. If a record of any kind exists,
access to CJI data shall not be granted until the State CJIS Systems Officer (CSO) or
his/her designee reviews the matter to determine if access is appropriate. -

(ii) The Contractor shall promote and maintain an awareness of the importance of
securing the State’s information among the Contractor’s employees, agents, and sub-
contractors. The Contractor must ensure that the Contractor’s employees, agents, and
subcoatractors comply with CJIS Policy, as deﬁncd in.Section B4 of this Exhibit.

(iii) The State may, at its sole expense, conduct CJIS reference and background scieening
of the Contractor’s Project Manager, the Contractor’s Key Project Staff; and-all other
Contractor staff, as well as all employees of any .subcontraétor; The State shail
maintain the confidentiality of CJIS background screening fesults in accordance with
the General Terms and Condition Form, P-37, paragraphs 3.1 (as may be modified
in Exhibit A) and this Exhibit.

B4.2. New Hampshire Statewide Security Compliance
The Contractor shall fulfill the State security requirements listéd in this Scctmn B4.2.

1. Adherence to rcqun'cmcnts set forth in the. State.mdc Informatlon Security Ma.uual New.
\formation Security Manual. (gh. o_ upon convemontoSaaS

2. Complcte and submit the State Vendor Risk Assessment Report, § see.Exhibit B Al:tachment-
3, and the Systems and Organization Controls 2 {(SOC2) report in the timeframe as’ mdmted
in Table 2, SaaS Conversion Project Deliverables and Timing.
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"EXHIBIT B—SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS
3. "Submission-of vulnerability scans;and remediation actions taken based on associated results
as described in Section B-10.9.1..

4. ;Penetranon testing | results including’ any’ remediation actions taken based on associated
results; see Section B- 10.9:2.

‘B-5.  Activities, Deliverables, or Milestoncs

Ttie Contractor shalliconduct the détivitiés, treate the deliverables, and complete the milestonies in.
Table 1 Activi'ti‘cs,- Deliverables; or Milestones.~Phase T Projects

For. all Phase. T, projects ‘(i.6. :SaaS. Convérsion, OpenFox® NéxtGen Archive, NLETS XML
1Intcrface, Opanox"Valxdauons and OpenFox®NextGen Hotfiles)., if provided: for in Contractors’
Project SOW did: agreed to: by the-State:

- PLANN]NG AND PROJECT MANA‘_ 3] MI:
"1 | Conduct Project Kickoff Meeting! . g

| Deliver Phasé 1 Work Plan

‘I Conduct: chum:mcnts Analys:s nnd Dclwcr X

s l"-NOﬁi‘Wﬁl’tEﬂ":"" -

sgomrag,_e;likﬁ“" rts ) ) ': Non-Soﬁwardenm ‘
e - = Wnttcnr e

' 3 E “Written:

" Written,

B “Writlen

! _':" . Wnlten

L Delwer DocumenmhonofOpem._'opogP}mccdlm SR RPN |

'I'EST ACTIVJ.T]ES e 3 :

L 'Wﬁt‘tcn: ]
:: T "'Wmtcn i
i . Soflwnre:'

7]
.fl.tl':j
i.-lS(':‘

: sw ——

X6 ; -
 Non-Software™

T |

13 -

T sofware:
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STATE OF NEY HAMPSHIRE

Department of Safety
Hosted State Message:Platform System
DolIT 2'023-067
EXHIBIT B- SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS:  °
19 |"Notification of User Accepance Test'Authorization ' Written
20 | Conduct Training of Dayin the Life Testers; ;. if providéd for.in: Contractor's “Nen-Software
_Project SOW and apreed to by the State:
21. | Conduct System Performance (Load/Stress) and Sccunty Testing if provided "Non:Software
for in Contractor’s Project- SOW and ngreed 10 by the State.
22 | Certification of 3rd-Party. Penr Tcsung and Apphcauon Vu]nerabllny Non-Software
Scanning. ) .. . . N
23 | Test‘Acceptance State SigniOff T ) © Written-
' END'USER"TRAINING 5
" 24 | Provide End User Training Materials if, provided for in Contractor’s Project Written/Non-Software:’
| SOW. and agreed to' by the State
|25 [ Conduct Training'of End Users, if provndcd for in Contractof’s’ Project Sow Non-Software
and apreed'to’ by the State’ if applicable’ . [ e 2 '
‘SYSTEM DEPLOYMENT =~

26 ;Instsll‘Conf’ igured andOpcrat:onal Suﬁware'm’—l’roduchon'Enmonment ! Soﬂware

|27 | Convéited Dita Loaded into Pracuiction By Sdftware’
ia  Contractor's PrOJect SOW audagtced lo] by 1 : i Ik
' 28" | Production’ EnvnmnmentVahdntxon of;Inslnllntmn anantn Convcrs:ons | . . Non:Softwire
.29 | Cutovér to Now Softwars ~ ’ _ ‘ ‘Nog-Spftware
' 30 | Provide Documentstion of System: Dcplqymcm T L wiitten
[T T (ot pptcante), ; - —_— T et
|32 - Statc Acceptance of System and’ PRED - a Sl wNonSdﬂwxgc T
';OPERATIGNS _ - - R, BERERE S A
[ ToomoisRostingSuoport _~— * ~ | S, - Nooolae: S
:34 i‘l" 4-' T TGO —— =o- n - :}. ”_' _,;-uu ‘o.'mx\._."--
[357C ey <

k[ld_t‘e,d'ﬁi_::l_]b_:_ & :s g?dh rcspcct to thz C ,Qn_trnct I ﬂ'éch,vc Date
Table 2y ,SaaS,Conversion Pro;ect&Deliver ‘h]es and; 'I‘J o

i -"\Non-'Wnttcn' E

7| Deliver imal WorkPidn T WhwE

T Subm:thndorstkAssmsm:nt(\ERAR)chon | Walten T 2
47 ‘Deliver SaaS:System Specification .~ : . Witken T ] T 0:diys-.
5 | Deliver Nétwork Change Plan * . CT Woten-o, ) - _
6 | Deliver Sccurity Plag” R L -
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EXHIBIT B - SCOPE OF WORK —~ BUSINESS AND TECHNICAL REQUIREMENTS

I”

‘Siibmit SOC2 Report Written

60 days/annially

thercafler

All additionial deliverables:outlined in Table'3 shall be initiated solely upon request of the State'sabject
to-the:approval of the Governor and Executive Council: These deliverables shall be provided at the cost
raté indicated in Exhibit C; Pricé-and Paymcnt Schedule, Scetion C-10.

Tablé.3; Phase II  Activities,, ‘Deliverables, or Milestones

ACTIVITY, DELIVERA BLE, OR?_M]_'LESTONE. DELWERABLE TYPE.
M.llestonc T- Dchvcry‘and‘Aoccpmnce of Stitement ¢ f Worl. - WnncnfSo&ware
1 VPN Network: Tuanel Connccuvxly .
' 1.2 ‘Milestone 2 - Planning & Prerequisites Complete. | Written
i Prnject Kick: oﬁ' meetmg
] Pro;ecthlan!Schedulc’ ]
: Projcct Control Log (PCL) i
13 Mllcstonc 3 Test Acceptancc State: S:gn OEf Complete: | Written/Software.
“Perform CPL Testing: |,
 Deliver oonﬁguranon;m VAT !
‘of i
14 T WrinewSoftware.
s Wiitiew/Softwae
L
: 16 ~ Wity
p) QCHL Reports: SEE T
[ 21| Milestone 12 Delivery an: Accep'thnéé SRSwIEHient SEWK |- " Wrivien
f ; i
22 Milestorig2 - ?Lmuung & Prerequisites’ Complcte ; “Written.
. * Project Kick-off mcenng . )
Project P]anlSchedulc ! 5
ijcct Control Log (PCL) .3 .
23 " Wiitieh/Software *
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24

Milestone 4 - Validation and UAT Testing
Testing Performed by the customer
Signed UAT acknowledgement from customer

Written/Software

25

Milestone 5 — State Acceptance of System and PROD
Project Acceptance Form

Written/Soflware

2.6

Milestone 6- Project Transition and Closure Complete
Project Closeout Activities Completed

Written

NCIC N3G XML Conversion

a

Milestone 1 — Delivery and Accepiance of Statement of Work
Analysis Report

Written

32

Milestone 2 - Planning & Prerequisites Complete

Project Kick off meeting .

Project Plan/Schedule
Project Control Log (PCL)

Written

33

Milestone 3 - Test Acceptance State Sign Off Complete
Perform CPI Testing

Deliver configuration to UAT

Notification of UAT - UAT to begin

Writte/Software

34

Milestone 4:- Validation and UAT Testing
Testing:Performed by the customer
Signed UAT ncknowledgmnent ﬁ'om customer

Writter/Software

35

Milestone 5 Smtc Acceptance of System 2d PROD
NCIC Wented Person'Key Set Promotion Complete
Configure and promote NCIC Wanted Person queries and
Responsés to PROD

Acceptance Form

Software

36

Milestome 6- NCIC Wanted Person Key Set Promotion '

Complehe

Configure and promote NCIC Wanted Person querics and
Responses toPROD

Acceptance Form

Written/Non-Software

37

Milestone 7-Project. Transition end Closure Complete
Project Closeout Activities Complete

Non-Software

38

Milestone 8-NCIC Key Set Configuration Complete
Configure, test and promote NCIC MKE to PROD

Software

"I N3G XML Co_'m_rersidn )

4.1

Milestone 1 — Delivery and Acceptance of Statement of Work
o Analyms ‘Report

‘Written

Pago 26 of 80
Contractor Initals: _&_
Date: 5-30-23




STATE OF NEW HAMPSHIRE
Department of Safety
Hosted State Message Platform System
DolT 2023-067

EXHIBIT B—-SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS

42

Milestonc 2 - Planning & Prerequisites Complete
Project Kick off meeting

Project Plan/Schedule

Project Control Log (PCL)

Security Configuration Verified

Written

43

Milestone 3 - Test Acceptance State Sign Off Complete
Notification of User Acceptance Testing

Written/Non-Software

44

Milestone 4 - Vatidation and UAT Testing
Testing Performed by the customer
Signed UAT acknowledgement from customer

Written/Software

4.5

Milestone 5 — State Acceptance of System and PROD Testing
and approval to configure and promote ITI message keys to
PROD

Project Acceptance Form

Software '

4.6

Project Transition and Closure Complets
Project Closeout Activities Completed

Noa-Software

NICS N3G XML Conversion

5.1

Milestone 1 - Delivery and Acceptance of Statement of Work
NICS XML Analysis Report

‘Written

52

Milestone 2 - Planning & Prerequisites Complete
Project Kick off mecting

Project Plan/Schedule

Project Control Log (PCL)

Security Configuration Verified

Non-Software

5.3

Milestone 3 - Test Acceptance State Sign Off Complete
-Notification of UAT Testing

Software

54

Milestone 4 - Validation and User Acceptance Testing
Testing performed by state

Signed UAT Acceptance Form

Written acknowledgement from customer

Written approval for contractor to move delivered project fo
B scope production

Software -

335

Milestone 5 — State Acceptance of System and PROD -

Project Acceptance Form

Software

5.6

Milestone 6 - Project Transition‘and Closure Complete
Project Closeout Activities Completed

Non-Software

Contact Person Notification '

6.1

Milestone 1 — Delivery and Acceptance of Statement of Work -

Written
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6.2 Milestone 2 - Planning & Prerequisites Complcte Written/Software
Project Kick off meeting
Project Plan/Schedule
Project Control Log (PCL)

63 Milestone 3 - Test Acceptance State Sipn Off Complete Software
Notification of UAT Testing

6.4 Milestone 4 - Validation and UAT Testing Written/Software
Testing Performed by the customer
Signed UAT acknowledgement from customer

6.5 Milestonte 5 — State Acceptance of System and PROD Written/Software
Project Acceptance Form '
6.6 Milestone 6 - Project Transition and Closure Complete Non-Software

Project Closeout Activities Completed

B-6 Deliverable Review and Acceptance
B-6.1. Non-Software and Written Deliverables-Review and-Acceptance .

For each deliverable or milestone set forth in Section 6 of the Contractors SOW,; The Contractor-will
deliver to the State a Deliverable/Milestone Acceptance Form (the “Form™). The State shall have ten
(10) business days after each tender of a deliverable, or the Contractors claim of milestone completion
to complete and return-the Form to the Contractor. The State shall have the ability to mqucst anextension
of the deliverable acceptance as agreed upon by both'parties.

If the State believes that the Contractor failed to meet the Specifications set: fonh in Section 7.2
Acceptance Criteria, ﬁ'om the Contractor’s SOW, then the State shall provide the Customer a detailed
description in writing that explains how the milestone of dehvera.ble failsto Tnéet: the’ Spec;ﬁcanons and
any other reason for rejection (a “Rejection”). In the event'of a Rejection, the Contmctor shall promptly
take steps to remediate any non-conformities described in the Rejection within: a mutually agreed upon
time period. Upon the Contractor's delwm'y of a Cure, the Customer shall have ten (10) business. days
thereafier to accept or reject the Cure via the Form. A Cure procedure. shall be repeated uxml the
deliverable or milestone is accepted.

B-6.2. Software Deliverables Review and Aceeptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and more
particularly described in Acceptance and Testing Services desmbed in Appendix B-10.

B-6.3. Number of Deliverables

Unless the State otherwise specifically agrees in writing; in no event shall the Contractor certify for
testmg and deliver to the State more than three (3) Dehverablcs for review or. tesnng at one-time.
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As the State accepts a Deliverable, an additional Deliverable may be presented for review but at no
. time can the Deliverables exceed three (3) at a time without the authorization of the State.

B-6.4. Conditionsal and Unconditional Acceptance

B-6.5. The State reserves the right to reject the deliverable, in wholo or in part, within a
reasonable period of time as explicitly documented in the Work Plan after discovery of
deficiency in the system, through completion of all Acceptance Testing, including but not
limited to, Software/System Acceptance Testing, and any extensions thereof.

B-6.6. Change Order

The State may make changes, revisions or request enhancements to the Scope of Work at any time
by written Change Order. The State originated changes, revisions or enhancements shall be
approved by the Department of Information Techmology. Within five (5) business days of
Contractor’s receipt of a Change Order, Contractor shall advise the State, in detail, of any impact
on cost (e.g., increase or decrease), the Schedule, and the Work Plan.

The Contractor may propose a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, and the Work Plan, The State shall acknowledge
receipt of Contractor’s requested Change Order within five (5) business days. The State Agency,
as well as the Department of Information Technology, must review and approve all Change Orders
in writing. In instances in which a contract amendmmt of this agreement is not required, the State
shall be deemed to have rejected the Change Order if the Parties are unable to reach an agreement
in writing within sixty (60) days of receipt of the Cha.nge Order

Change orders resulting. in an increase of Price Limitation, an extenston of time for Contract
completion or a mgmﬁcant chapge to the scope of the. Contract shall require amendment of. this
Agreement and approval by the Governor and Council.

A Change Order which i$ accepted and execnted by both parties, and if applicable approved by
Governor and Council, shall amend the terms of this Agreement.

B-7. Project Management

The Contractor shall provide project tracking tools and templates:to record and manage issues, risks,
change requests, requirements, -and other documents. used in the management ‘and tracking of the
project. The Contractor shall employ effective commmucauon and reporting strategies to ensure
project success. The Contractor Key Project Staff shall participate in meetings virtually as requested
at the mutual agreement of the Contractor and the State. , in accordance with the requu’ements and
terms of this contract.

The project requires the coordinated efforts of a Project Team consisting of both Contractor and
State personnel. The Contractor shall provide all necessary resources to perform its obligations
under the Contract. The Stafe shall provide all necessary resources to perforin its obligations under
the Contract. The State and the Contractor shall be mutually responsible for providing all appropriate
resources, including third-party personnel, to manage this project to a successful completion.
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The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any ¢rime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemesnor offense for which incarceration for up to 1 year is an authorized penalty.

The Contractor shall be responsible for knowledge transfer between all Contractor project teams for
. all deliverables defined in this Project Agreement.

B-7.1. The Contractor Key Project Staff

B-7.1.1. The Contracter’s Contract Manager

The Contractor shall assign a Contract Manager who will be responsible for all contract
authorization and edministration, including but not limited to processing Contract documentation,
obtaining executive approvals, tracking costs and payments, and representing the parties in all
Contract edministrative activities. Contractor’s Contract Manager is:

Marc J. Smith -
(312) 523-5020
msmith _ nfox.co

B-7.1.2. The Contractor’s Profect Manager

The Contractor shall assign a Project Manager who is qualificd tolperform' or supervise the
Contractor’s obligations under this Agreement. Contractor’s Project Manager is:

Steven Gartner
(630) 754-8820 x157

sgartner@openfox.com
The Contractor’s selection of the Project Manager shall be subject to the pricr written approval of
the State. The State’s approval process may inciude, without limitation, at the State’s-discretion,
review of the pmposed Project Manager’s resume, qualifications, references, and ba.ckground
checks, and an interview.

The Contractor’s Project Manager must be qualified to perform the obligations required.of the
position under the Contract, shall ha‘ve full authorlty to make binding decisions under the Contract, )
and shall function as Contractor’s rcpresentat:ve for all administrative and management matiers..
Project Manager must be avmla‘ble to promptly respond during norral BuSmess Hours thhm four:
{4) hours of inquiries from the State. :

B-7.1.3. Change of Project Manager

The Contractor shall not replace the Project Manager or change its assignment of Project. Manager.
without providing the State written notice and obtaining the prior approval of the State of the
replacement: Project Manager. State approvals for replacement of Project Manager shall not be
unreasonably withheld. The replacement Project Manager is subject to the same requirements and
review as set forth above. The Contractor shall assign a replacement Project Manager within ten
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(10) business days of the departure of the prior Project Manager, and the Contractor shall continue
during the ten (10) business day period to provide competent project management services through
a qualified interim Project Manager.

B-7.1.4. The Contractors Additional Key Project Staff

The Contractor shall not change Key Project Staff commitments without providing the State written
notice and obtaining the prior written approval of the State. State approvals for replacement of Key
Project Staff will not be unreasonably withheld. The replacement Key Project Staff shall have
comparable or greater skills than Key Project Staff being replaced.

B-7.1.5, Termination for Lack of Project Management and Key Project Staff

Notwithstanding any other provision of the Contract to the contrary, the State shall have the option
to terminate the Contract, declare Contractor in default and to pursue its remoedies at law and in
equity, if Contractor fails to assign a Project Manager and/or Key Project Staff meeting the
requirements and terms of the Contract or if the State is dissatisfied with Contractor’s replacement
of the Project Manager and/or Key Project. Staff.

B-7.2. The State Key Project Staff

B-7.2.1. The State Contract Manager

The State shall assign a Contract Manager who shall finction as ths State’s representative with
regard to Contract administration. The State Contract Manager is:

Ron Reed o
IT Manager, Department of Safety (DOS)
ronald.w. doit.nh.gov

B-7.2.2. The State Project Manager
The State shall assign a Project Manager. The State’s Project Manager is:,

Captain Victor G. Muzzey
Commander, Justice Information Bureau

victor.g muzrey(@dos.nh.gov -

The State Project Manager’s duties shall include the following:
a. Leading the Project;
b. Engaging end managing all Contractors working on the Project; -
c. Managing significant-issues and risks;
d. Reviewing and accepting Contract Deliverables;
e. Invoice sipn-offs; ’
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f. Review and approval of Change Orders;

g. Managing stakeholders’ concerns.

B-7.2.3. Right to Remove Individuals

The State shall have the right at any time lo request the Contractor remove from interaction with the
State any representative who the State has determined, and shown proof of, performance or actions
that have resulted in a determent to the working relationship and delivery of the services set forth in
this agreement between the Contractor and the State. The State shall provide the Contractor with
notice of jts determination, and the reasons it requests the removal, If the State signifies that a
potential security violation exists with respect to the request, the Contractor shall immediately
remove such individual. The Contractor shall not assign the person to any aspect of the contract or
future work orders without the State’s consent.

N
B-8. Implementation Services

B-8.1. Project Management Meeting and Reports

The Contractor Key Project Staff shall participate in meetings as needed and at the mutual judgment
of the Contractor’s and State’s Project Manager, in accordance with the requirements and terms of
this Contract. The meeting(s) shall be conducted virtually, unless mutually agreed otherwise. Unless
otherwise agreed to by the State, the Contractor shall prepare agendas and background for and
minutes of meetings. At minimum, background for each meeting must include an updated Work
Plan. Drafting of formal project-refated presentatlons, suchasa prcscntahon for the kickoff meeting,
shall also be the Contractor’s rprnsibﬂlty

a. Introductory Mecting: Participants shall include the Contractor 8 Koy Project Staff and
State. Project leadérs from both DOS and the Department of Informaticn Technology. This
meeting will enable leaders to become aoqumntcd and establish a.ny preliminary iject
procedures.

b. Kickoff Meeting: Participants shall include the State and the Contractor s Project Team and
major stakeholders. This meeting is to establish a sound fmmdanon for activities that will
follow.

c. Status Meetings: Participants shall include, at the minimum, the Contractor’s Project
Manager and the State Project Manager. These meetings shall be conducted at least bi-
weekly and address oversll Project status and any additional topics needed to remain of
schedule and within budget. The status and error report from the Contractor shall serve as
the basis for discussion.

d. The Work Plan: Work Plan must be reviewed at each Status Meeting an& updated, at
minimum, op a bi-weekly basis, in accordance with the Contract.

¢. Special Meetings: Need may arise for o special meeting with State leaders or Project
stakeholders to address. specific issues.
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f. Quarterly Executive Status Meetings: Participants shall include Contractors senior

executives. This meeting is to provide executive level status updates on key project
roilestones and to provide insight on milestones to be achieved in the next quarter,

8. Post Go Live Meeting: Participants shall include project leaders from the Contractor and
the State. Discussion shall focus on lessons learned from the project and on follow up
options that the State may wish to consider.

B-8.1.1.Reports
The Contractor Project Manager or Key Project Staff shall submit monthly status reports in
accordance with the schedule and terms of this Contract. All status reports shall be prepared in
formats approved by the State. The Contractor’s Project Manager shall assist the State’s Project
Manager, or itsclf produce reports related to Project Management as reasonably requested by the
State, all at no additional cost to the State, The Contractor shali produce Project status reports, which
shall contain, at a minimum, the following;

a. Project status related to the Work Plan;
Deliverable status;
Accomplishments during weeks being reported;
d. Planned activities for the upcoming two (2) week period;
e. Risk Assessment;
f. Future activities; and |
g. Report and remedies in case of falling.beliind-thé'Sch'edu]e.

4

As requested by the State, the Contractor shall provide. the State with-information or reports
regarding the Project. The Coatractor shall prcpare ‘special’ repom and; p;escntahons relatmg to
Project Management, and shall assist the State in preparing project- Jelatedrcpom andpmcmtnhons
as requested by the State, all at no additional cost to.the State. = "

B-8.1.2. Work Hours During Implementation

During the Implementation period, the Contractor’s personnel shall work: betwec,n 8:00 am:and 5:00
pm Central Time, eight (8) hour days, forty (40} hour wéeks," excluding Contractor and Federal
holidays. Changes to this schedule may be made upon agreement with the Sp:}e Pro;gct M_aqagcr
B-8.2. Implementation Strategy

B-7.2.1. Key Components

The Contractor shall employ an industry-standard implementation sn-ategy 1n accordancc with the
Work Plan.

- The Contractor and the State shall adopt a change management approach t_c,_;_'iﬂ__eqﬁfy_and plan key
strategjes and communication initiatives.
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The Contractor's team shall provide training templates as defined in the Training Plan, which will
be customized to address the State's specific requirements, Decisions regarding format, content,
style, and presentation shall be made early on in the process, by the State, providing sufficient time
for development of material as functionality is defined and configured.

The Contractor shall manage project execution and provide the tools needed to create and manage
the Project's Work Plan and tasks, manage and schedule project staff, track and manage issues,
manage changing requirements, maintain communication within the project team, and report status.

B-8.2.2. Timeline

The timeline is set forth in the Work Plan resource. During the initial planning period the work
shall be established for: the preliminary training plan, the change management plan, communication
approaches, finalization of project standards and procedures, and initiation of team trajning. Timing
shall be structured to recognize interdependencies between applications and structure a cost
effective and timely execution. Processes shall be documented, training established, and the
application shall be ready for Implementation in-accordance with the Work Plan.

B-8.2.3, Change Management

The Contractor shall provide system environments ‘including System Integration Test, UAT
environment and production environment. The: Contractor shall promote changes from its
Development environment to the UAT enwronment upon approval to do so.by the Statc. Once the
State has completed its UAT and authorized. the. Contractor to move the changes to production,.the
Contractor shall copy the current production environment to the SIT environment and apply the
changes. Once the Contractor and: the State: complete their fipal validatiod of the changes, the
Contractor shall apply the changes to pmducnon at:the mutually agreed to date apd time,

B-8.2.4. System Environment

During the Implementation period, the Contractor shall provide all required system environments
which shall include environments needed for Development and Integration Testing, The Contractor
shall make aveilable to the Siate the User Acceptance Testing environment and production
environments when required by tie Work Plan or Day in the Life Testing. The Contractor shall
provide a deployment plan transition the System to the production environment.

B-9. WorkPlan

In conjunction with the Contractor’s Project Management methodology, the Contractor’s Project
Meanager and the State Project manager shall finalize the Work Plan as-indicated in Table 2 and as

defined in General Terms and Condition Form, P-37, paragmph 3, and ﬁm.her refine the lasks
required to implement the Project.

The Work Plan shall include at 2 minimum, a detailed description of the schedule, deliverables,
major milestones, dependencies, and payment. schedule. The Work Plan shall also address intra-
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task dependencies, resource assignment (both State and Contractor’s team members), and establish
the project’s schedule. The Contractor shall provide the State with the deliverables and services in
accordance with the timeframes set forth in the Work Plan.

B-9.1. Updates To the Work Plan

The Contractor shall update the Work Plan as necessary, but no less than every two (2) weeks, to
accurately reflect the status of the project, including without limitation, the schedule, tasks,
deliverables, major milestones, task dependencies, and payment schedule. Any such updates to the
Work Plan must be approved by the State, in writing, prior to final incorporation into the Work Plan.

Unless otherwise agreed in writing by the State, changes to the Work Plan shall not relieve the
Contractor from liability to the State for damages resulting from the Contractor’s failure to perform
its obligations under the Contract, including, without limitation, performance in accordance with
the Schedule.

In the event of any delay in the schedule to include excusable delays and/or force majeure, the State
and/or the Contractor must notify the other in writing, identifying the nature of the delay, ie.,
specific actions or inactions of the Contractor or the State causing the problem; its estimated duration
period to reconciliation; specific actions that need to be taken to correct the problem; and the
expected Schedule impact on the Project.

In the event additional time is required by the Contractor or the State to cormrect Deficiencies, the
Schedule shall not change unless agreed in writing by the State. To the extent that the State’s
execution of its major tasks takes longer than described in the Work Plan, any substantial changes
as agreed upon by both parties, will be subject to the Project Change Request process agreed to in
section B-6.5

B-9.1.2. Preliminary Work Plan  The preliminary Work Plan created by the Contraclor and the
State is set forth in Exhibit B, Attachment 6, Preliminary Work Plan. In conjunction with the
Contractor’s Project Management methodology, which shall be used to manage the project’s life
cycle, the Contractor’s team and the State shall finalize the Work Plan at the onset of the project.
This plan shall identify the deliverables, major milestones, , and a payment schedule required to
implement the Project. It shall also, resource allocations (both State and The Contractor’s team
members), refine the project’s scope, and establish the project’s schedule

B-9.2. Conversions

The Contractor shall provide full data conversion services which include, but are not limited to

performing data.mapping, development of data conversion scripts and procedures for all legacy
OpenFox system data. ~ The Contractor shall run test data conversions and present results to the
State for review.

The State shall provide the Contractor with access to, or copies of, the legacy data for conversion
analysis and testing. The Contractor shall not convert system transaction logs from the on-premises

State Message Platform.
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The Contiactor'is niét rcsponmble foi. delays to acuire. the. data cxtracts from any third-party
company(s): that the:Statc currently contracts with-and/or delays the Siate may encounter extracting
data from its applications to.be.converted into'the on-premises'State Message Platform:
Thc:Contfé'Ctbi"é!iﬁll:l;dad'thé;jfnappi:ig_of légacy Data to the Contractor Application with assistance
from the State.. '

B-9.2.1. Conversion Testiig Responsibilitics

The Contractor'team and the:State, bascd on their.assigned conversion: responsibilities; as. set forth
in this: Exhibit B-10: Acceprarice ‘and T estmg ‘Services shall ‘identify applicable test scnpts and

mstallauon;mstmcuons, ddapt thém to t.hc pmject spccnﬁcs, test.the business proccss, and comparc
with the:documented expected.results:. '

The Contrictor téam:and ibe State, baséd-on their’ ass:gncd conversion respousxb lities; shall execute
the: apphcable ‘test:. scnpts that..complete. the.conversion, and, ‘compare; -execution.results with:the
documented expected.resulls.

The-State shall be: ‘responsible: for documenting:the .technical specxﬁmhons of all progmms that
extractand formiat datarfroim the legacy systems foruse byit the conversion processes.

T Contractor team:arid the State; based on their, asmgncd conversion rcsponsxbxhhes :shall-develop
and ugit:testtheir.assigned: conversions..

The;State and the: Conlractor tefrig: shall Jomﬂy-conduct-‘System and‘lntcgmtlon Tcstmg, venfymg,_
and vnhdatmg the accuracy and completeness ofthe: conversmns‘ 3

The! State and’the; Contractor- teaiis: shnll Jomtly vmfy and- val:date the accuracy andjqomple_tgness
of the conversions; for A.cccptancc Tﬁtmg and productmn

B-9. 2;2'— ‘Interfaces

Contractor will: peiform. andlysis during;the: D1scovery Pliase to” ‘dennfyfconﬁrm the. apghcanon_.'
mterfaces ‘to-be: lmplcmcnted for the- pro_]ect as.set-forth in Table 4:'In Scope.Intcrfaces ;I‘he State )
sliall be. reésponsible- for e ‘network-connections 1o all’ State‘and- externaksystems. Th Contmctor
shall maibtain:the cirrént ngphcahon mlerfaces as: mdlcatedan the.table bclow o '

“Table:4: In Scopo Interi'aces

NEIG

T rafﬁc to andifrom NCIC (FBI') fér Intex‘stnte .

E!’ng_c:-é&ﬁfwlﬁﬂ,
Contracior Injtials: 14 g S

Date: 5:30:23
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e F ' "|Spegific Tmﬂ' 1G'to and from;the state ]DMV System for
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BQ Files

e 7a A Lt B
Specific Traﬁic to and from the NH Natural Resources
System

Wild  Life Server

Traffic to and from the NH Natural Resources System

Automated CCH Files

Unsolicited CCH transactions to the in-state CCH
database

MAAP NLETS Inquiries in GIXDM and NIEM

RQ-Search Vehicle Registration by Vehicle VIN #, Plate
#, Plate Type, Owner Name (Person or Corporation)
TI-Search Title by Vehicle VIN #

BQ-Search Boat by HIN #, BOW #, Owner Name
{Person er Corporation)

HPQ-Search Handicap Placard by Placard #, Owner

format .} {Person or Corporation)
. Specific Traffic to and from the state DMV System for

RQ Files registrations.
In-state Files - Traffic to and from the Hotfiles databass

: . Separate queue for LIS transactions to store onlipe for
Discerd File for LIS réiEvaliforTeview

Specific Traffic to.and from NCIC (FBI) for NICS

NCIC NICS (Instant Check) for Fun. pu:chases
Criminal History System Traffic to.and from the:new NH CCH System.

$A Nonp-automated Spill File

Traffic to and from the in-state CCH system for
manual processing.of transactions

(cum:ntly unuscd) Toute for N]ST transaction

NIST File recee
NIST File Current Jocation for processing NIST transactions
Test CHS File Traffic to'and from the new CCH Test System. . '

Hot File Interface - Recent Inquiry

Specific Traffic to and from the OpenFox® Hotfiles

Traffic to and from NH DMV System via new

VISION Web Service Interface interface protocol.
Traffic to andfrom NH CCH: Systcm via pew interface
1 tin HRI.
el e, protoco lncludmg traffic. ongma g from’ C

GunLisi¢ application such as MNQ- ma;sagc
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CCH Unsolicited from NCIC SSO MSQ PIR NPR

-'_-.1-,_.; 5 R L s b ) h:tﬁ-‘ |
2 Ji*ﬁ?ﬁﬂs';:‘u flO ) ‘ﬂﬁ i hé”?in i& :
Unsolicited Traffic from NCIC (FBI). Provider support

for various Il messages such as EXP(FBI Number
Expunged), NMS(Non matching SID in FBI system),
PIR(Prior Record-SID Number Entered in NCIC LI
Record), NPR(MNo Prior Record-NCIC HI Record
Established), RNP(SID Rejected-No Prior Il Record),
RPR(SID Rejected-Prior Il Record), MSO(Multi-
Source Offender Statug), SSO(Single-Source Offender
Status}, FREE(Free Text Message), DRS(Expunge),
DSP(Electronic disposition message), and various $
niessages

Extra Nlets Transactions

Redundant Interface for Traffic to and from Nlets

VISION Web Service Duplicate Station

Redundant interface to NH DMV System.

Extra Nlets Transactions MNQ OLN

Specific Traffic to and from Nlets

VISION Extra for KQ Redundant interface to and from the NH DMV.
VISION Extra for KQ OLN fhiﬂb:gcg&avfﬁc via a redundant interface to and from

National Sex Offender Registry (NSOR)

Traffic for SOR message keys such as EXS(Sexual
Offender Record Eatry), MXS(Modlfy Sexual
Offender Record), CXS(Clear Sexual Oﬁ'ender

: Reccrrd), XXS(Cancel; ‘Sexual Oﬂ'cnder Record),
. EXSN(Enter supplemeita) mcord), XXSN(Cancel

supplemental reoord), QW(Sexual Offender Record
Inquiry), QXS(Sexual: Offender Record: Tnquiry)

National Instant Criminal Background Check Systcm
(NICS)

Traffic for NICS message: kcys such-as EDP(Add’

“NICS Index Record), MDP(Mod:nyICS Iddeéx

‘Record),)ﬂJP(Cmcel NICS Index
Record), XDP(Supplement NICS Index
. Record), QDP(Display. NICS Index Record)
Nilets Traffic to and from Nlets
MAAP (File Transfer) Titles Vehicles
CS1 CAD/RMS ' NCIC queries
MC NCIC Queries

' State Police Electronic Tickéting Server.(ETS)

Trafﬁc for of State Polme ucketmg mfonnahon to J1
Switch (CPI), Vision (DMV} and’ Odysseéy (Courts).
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A e R D
NH Justice Bureau Odyssey Traffic for Initial Case Creation (PBM, MA, Criminal

Complaints) from Local/State Law Enforcement
agencies in NHJB Case Mgmt. System (Odyssey).
Provide support for electronic transfer of CAAFF and
DISPOSITION from NHJIB to both NH SP E-Ticket
server and to the IMC local agencies.

Uniform Charge Table (UCT). Provide support related to trensfer of new UCT
releases to agencies that use IMC system.

CPI Messenger Client Grephical User interface to the XML Interface to
OpenFox® Message Switching System

‘NH Depariment of Corrections File Transfer

For any interfaces which require conversion from current on-premise mterfncw, the following list
defines the associated responsibilities of the Contractor and State:

e The Contractor is responsible for the design of all OpenFox required interfaces. The
Contractor shall develop, obtain State approval and maintain all interface control
documents (ICDs) to define all required interfaces as indicated in Section 9.2.2
Interface, Table 4, ICD can include multiple interfaces as agreed upon by both parties.
To the greatest extent possible, the designs will use existing Apphcahon Program
Interface (APIs) from the distant end systern, -

e The State shall coordmate the ‘lesting schedule for all mterfacm configured in the -
system.

¢ The Contractor and the State shall document the funcuonaiand techmcal Specxﬁcanons
for the interfaces. _

. For all applicable interfaces with other vendors or Government systems the
Contractor shall develop ‘the interface to conform to the othu Vendor or Government

systems requirements.

e The Contractor shall lead the review of ﬁmcnona] a:nd technical interface
Specifications.

e The State shall assist the Contractor with the resohition- of problems and issues
associated with the development and Implementation of the mted'accs

e The Contractor and the State shall collaborate to develop the initial Test Plan and
related scripts to Unit Test the interface. The Stare shall vahdatc and -accept the: Ttst
Plan.

. The State and the Contractor Team shall Jomtly ve:nfy and. Vahdatc the accuracy and
completeness of the interface.

o The State and the Contractor shall collaboratively develop.and twt all legacy application
changes needed to accommodate the interfaces.

e The State shall be responsible for all data extracts and related fWMng needed from
legacy systems to support the intérfaces.
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e To the extent permitted by law, the State shall submit any applications and/or

documents of justification that are required by the third-party vendors andfor
povernment entities.

]

B-10.  Acceptance and Testing Services

The State shall be responsible for User Acceptance Testing as further described in Section 10.5,
and conduct Day in the Life testing as outlined below. The State shall provide the Contractor with
all user test cases necessary. All Testing and Acceptance (both business and technically oriented
testing) shall apply to testing the System as a whole, (e.g, software modules or functions, and
Implementation(s)). This shall include, but not limited to, planning, test scenario and script
development, data and system preparation for testing, and execution of unit tests, system Integration
Tests, Conversion Tests, Installation tests, Regression tests, Performance Tuning and Stress tests,
Security Review, User Acceptance Test, and support of the State during and Implementation.

Each round of the Day in the Life testing shall consist of the following steps:

1. Tske the legacy production data and. mlgrntc it to UAT. a “snapshot” of the legacy data
from a specified date-and time at thie end of a busmess day.

2. Make copies of all transactions' processed during a specified time period (usually 2-3
hours), including a specified number of users, at the beginoning of the business day
following the snapshot.

Load the snapshot into the'new system and validate the conversions.
4. Instruct users to coter the cop:ed tmnmcuons into the new system.

Audit the new system to msm-u all tmnsacnons succeed and results matched those of the
legacy system from the day of the original transactions.

Testing of the System, as a whole, or any module or other portion of the System shall include at
least three (3) rounds of Day in The Life Testing, or at the State’s request, and in no event shall the
System be deemed to be accepted by the State unless and until the System passes the Day in The
Life Testing. The processes and procedures for the Day in the Life Testing shall be determined by
the State based on such factors as the State deems necessary (which may include using of legacy
data from one or more specific dates, copying transactions and converting to the new System,
verifying with reports that the data was properly processed, and companng old reports to the newly
generated reports).

B-10.1. Test Planning and Preparation

The State in collaboration with the Contractor shall develop and finalize ~ an overall Test Plan.
The  Plan shall inélude, at a minimum, identification, preparation, and documentatlon of planned
testing, test scenarios, applicable and test criteria, and expectcd rcsu]ts specnﬂcatlons that must be
satisfied for an Acceptance Test to be passed.

As identified in the Acceptance Test Plan and documented in accordance with the Work Plan and
the Contract, State testing shall commence upon the Contractor’s Project Manager's notification, in
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writing, that the. Contractor’s own staff has successfully executed. all prercqmsnc Contractor’s
testinir; along with reporting the actual testing results, prior to.the start of any tesiing exceuted by
State-staff.

The State shali use commercially reasonable efforts to commence its testing within five (5) business
days;unless mutually agreed otheriwise, of receiving notification from the Contractor that the State’s
personnel. bave been trained and’the systern is installed,; conﬁgured complete, and ready. for State
tcstmg The testing,will- be conducted.by the State in the. UAT  environment independent from
the Contractor’s.development environment.

Testing:ends with respect to-the deliverable or.portion of the deliverable being tested pursuant to the
requirernents of this Section B-10

B:102. System Infegration Testing

The Contractor shall test the'new: gystem. in integration with other: appllc:mon systcms (legacy.and
service provxders) ina producnon-lﬂcc environment as defined in this Exhibit B; fig ablc 4, In. Scope
Intérfices to the-extant possibie; ina pmducnon-llke enviroriment a3 defined in: this Exhibit:B;
Tablc, In Scopc Intcrfac:s. Systcm Integmnon Tmtmg vnhdatcs thc mtcgmuon bctwecn ‘the
and, -suppons exécution, of mtcrfnccs and busmcss proccssw The System Integrabon Test sha]l bc
performed in-the System. Imcgmnon Test environnient. Thorough: end:to-end: twtmg, to the.extént
posmble w:th the conﬁgured Sta.ta mtm-!‘acm and Stme-prowdcdmonncc 'nn cndpomts shall be_

processw and the flow of it
business: processes and: mterfaces bé i s g2 ,
and-includes the: trmlsmwsmn or pnntmg‘of all clech‘omc and: ‘paper. documents

‘Table'S. System Integratiom Te.st Activities:and: Responmbﬂjﬁes _

bemgunglmnemeg,co‘ ir tansfers williexternal-partiea t
the extent possible and; mcludcs u'ansrmsslo 1 70f all -clectioni

documcnls
- "Tnke the-.]end i, developmg the Systci'ﬁé Intcgrauon Test

Page 41 of 80. o
Contmctor Inmals K \S A

Date:. 5-30-23



STATE OF NEW HAMPSHIRE
Department of Safety
‘Hosted State iVlessage Platform System
DolT 2023-067

"EXHIBIT B=SCOPE OF WORK ~BUSINESS AND TECHNICAL REQUIREMENTS

| & Workjointly with the State to validate components of the test
scripls.

s  Work joinily -with the Contractor to develop the. Systems
.Integratxon Test Spcc;ﬁcallom

» Work: Jomllyimth the Contractor'to develop and load the data
'proﬁlcs to supportithe test Specifications.

& Work jointly: ‘witly the Contractor to validate: componeots of
the: test scripts, .modifications, fixes and. other Systém
interactons with the Contractor supplied Software Solution.

o ‘Thei Integration-Tested System indicates that- all interfaces
between: -the. .application and ‘the lcgncy and’ “third-party.
systems, interfoces; and upphcahons are finctioning. propcrly
to'the exténtpossiblé. and ‘available gt the: ume of testing.

B-10.3. Conversion Validation Testing"
The Coritractar shall conduct Conversion Validation Testing Gf target ipplicationsto/eisuré dita
is-validand’ consmlent

Table 6. Conversion Validatiop Test Activitics. and. Rcsponnbﬂiﬁes

+  'Table6. ‘Conversion; Valldaﬂon Test Activ;tms andsResponsibiltﬁcs

] resu]ts wﬂh the documenied expectedercsults.
7 Vahdah +Tested 'Conversion: P:ograms "-'-‘ -T,h'-'

i mclude conveision programs’ that have. bcx_:u,.tes_t
R ‘the resulnng convcrted Jegacy ; dala pcrforms corTec
Pt rentue sunte of the Apphcatlon ' -

" T T LR T e

. B10.4. Instaliation Testing ' S
Thc Contmcm: shal] pcrform Installatlon T cstmg, to npphcahon comgopents thnt are: mstall ed

b
o,

;the produchon:é}étcm. i
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‘B-10.5. User Acceptance Testing (UAT) :
The Statc shall perform UAT testing, begianing upon completion of the Software configuration as
required and user training according to-the, Work Plan. 'Testing ends-upon .issuance: of:a letter of
UAT Acceptance by the State

As:described i Table:7, tie User Acéeptince Test (UATYis a.verification process;performed is a.
«copy of ttie production environment. Th: User Aceptance Test verifies System ﬁmcnonahty against,
‘predchined-Acceptarice criteria that support the, successfitl execution of approved business processes.

UAT shall also serve as a performance-and'stress test: of the System. Tt may cover dny-aspect. ‘of the.
new System‘ mcludmg admmlsn'atlvc ;procedircs such as bnckup and recovery. “T'he results.of the:
UAT prowde &vidénce that the' niew'Systér-meets the User Acceptance: eriteria;as -defined in the:
‘Contractoss. Statement of Work.

¢ ‘Tgbjg-»"?:;;Systeni User Acceptance‘i'l'cstihg:and'iRcsp‘onslt'iillﬁi:s

- The System User Acceptancc Teity vcnfy Syslcm :
i ﬁmchonahty against' pmdcﬁncd Acceptarice” c:ntma thnt
i _support lhg_suocasful cxccut:on ol‘ approved pmc i

_‘. tttrﬁﬂ.-‘ﬁﬂﬂu 3t
ol i

S 1 ﬂ?b o c
LGP

"Ul.'m'rﬂ;:"" .

X
.+"1-‘.'.11' LI
e,

B:10.6 -Scope

Performance Tunmg and Stmss thmg -shall bc*totmcasu,rc the. Systcm Iew:l mefrics: cnucal for the:
dcvclopmcnt of ﬁw apphcahons mﬁ'asu'ucturq _and_- operahon “o6 e apphcanons in the productmn

cmnmnmcnt
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Testing shall include the measurement of response rates of the application for end-user transactions
and resource utilization (of various servers and network) under various load conditions. These
response rates shall become the basis for changes and retesting until the specified System
performance is achieved.

Performance testing and tuning shall occur in the final production environment and shall use a copy
of the fina] production datsbase 1o provide the best results.

B-10.7 Test Types

Performance testing shall use two different types of testing to determine the stability of the
application. They are bascline tests and load tests.

a) Baseline Tests: Baseline tests shall collect performance data and load analysis by
running scripts where the cutput is broken down into business transactions or functions.
During bascline testing, each individual script is run to establish a baseline for
transaction response time, throughput and other user-based metrics.

b) Load Tests: Load testing shall determine if the behavior of the System can be sustained
over a three (3) to six (6) hour period of time while running under expected conditions.
Load tests help to verify the ability of the application environment under different load
conditions based on workload distribution, System response time and utilization shail
be measured and recorded.

B-10.7.1 Tuning

The Contractor shall administer tuning during both the development of the application as identified
in Section B-2 and load testing. Tuning is the process whereby the application performance is
maximized. This can be the result of making code more efficient durmg development as well as
making tuning parameter changes to the environment.

B-10.8. Regression Testing

The State shall notify the Contractor, in writing, of the. natyre of the testing. failures that require
correction, as a result, of the user testmg activities. The Contractor shall be reqmred ‘o perform
additional testing activities in response to State and/or user pmblems identified from the-testing
results to determine the root cause of the faﬂun:

In designing and conducting sach regression mstmg, the Contractor will be reqmwd to assess the
risks inherent to the modification being implemented and weigh those risks against the. time and
effort required for conducting the regression tests. The Contractor shall be expected to des1gn and
conduct regression tests that will identify any unintended consequences of the modification while
taling into account Schedule and econormc considerations.

B-10.9. Security Review and Tesung

The Contractor shall ensure all components of the Software have been reviewed and tested to ensure
they protect the State’s hardware and software and its related data assets (see Table 8 ). Tests
shall focus on the technical, administrative, and physical security controls that have been designed
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into the System architecturc in order to provide the necessary confidentiality, inlegrity and
availability. Tests shall, at a minimum, address each of the service components listed in Table 8
below. . Test procedures shall include penetration tests and application vulnerability scanning.

Table 8. Services Component Definition

SELVIC i A ‘_'agtﬂ'é'f’_'l?oﬁmpﬁbmuu’thaﬁ” R e

Identification and Supports obtaining information about those parties attempting

Authentication to log onto a system or application for security purposes and

! the validation of users

Access Control Supports the management of permissions for logging onto a
computer or network

Encryption Supports the encoding of data for security purposes

Intrusion Detection Supports the detection of illegal entrance into a computer
system

Verification Supports the confirmation of authority to enter a computer

system, application or network
User Management Supports the administration of computer, application a.ud‘
network accounts within an organization.

Role/Privilege Supports the granting of abilities to users or groups of users of
Management a computer, application or network

Audit Trail Capture | Supports the identification and monitoring of activities within
and Analysis an application or system

Input Validation Ensures the application is protected from buffer overflow,

cross-site scripting, SQL injection, sad unauthonzcd accéss of
files and/or directories on the server.

Contractor shall provide results of ail security testing to the Department of Information Technology
for review and Acceptance Prior to the System being moved into production; The Contractor shall.
ensure all Software and hardware shall be free of malicious code (malware) to the. axtcnt possible
given information known at the time-of deployment.

B-10.9.1. Vulnerability Scanning

The Contractor shall meet the Vulnerability Scanning requirements through adherence to.the FBIT
CIJIS policy. '

B-10.9.2. Penetration Testing (Non-PCI Environment)

_The Contractor shall provide certification that the Software and System environment has undergone
penctration testing in accordance with National Institute of Standards and Technology - (NIST)
Special Publication 800-115. The State requires that the Contractor has this testing performed
annually by a qualified third-party vendor who is contracted with the Contractor and CJIS compliant
with the State, 2nd after every major upgrade. The contractor shall email the results of penetration
testing including outcorne of any associated remediation actions to NH-CIC@DOIT.h.gov.
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B-10 System Acceptance

Upon successful conclusion of all phases of the System testing and successful System deployment,
the State will issue a Letter of System Acceptance.

B-11. Maintenance, Operations, and Support

B-11.1. System Maintenance

The Contractor warrants that the System shall operate and conform to the Specifications, terms and
requirements of the Contract. The Contractor shall maintain and support the System in all material
respects as described in the applicable program Documentation through the Contract Completion
Datc, as defined in General Terms and Condition Form, P-37, paragraphs 1.7., and in accordance
with the Contract. The Contractor sha!l also maintain the System so that it meets and conforms 10
the Warranties set forth in Section B-12.

The Contractor warrants that the Software, including but not limited to the individual modules or
functions furnished under the Contract, shall operate and properly function within the System,
compliant with the requirements of the Contrect, and shall operate in accordance with the
Specifications and terms of the Contract

B-11.1.1. Mazintenance Releases

The Contractor shall make available to the State the latest program updates, general maintenance
releases, selected functiopality releases, patches, and Documentation that are generaily offered to
its customers, at no additional cost. The Contractor shall install and update all server patches,
updates end other utilities to the. Staging/Development e:mronment within sixty (60) days of release
from the manufacturer. Upon the testing and acceptance of the State, thc Contractor will update the
Live application(s). All Hardware and Software components of the Conu'actor hosting infrastructure
shall be fully supported by their respective manufacturers et all times. All critical patches for
operating systems, databases, web services, shall be applied within sixty (60} days of release by -
their respective manufacturers. A regularly scheduled, mutually agreeable, maintenance window
shall be identified at which time all relevant server operating system and application systm patches
and upgrades shall be implemented.

B-11.1.2. Reports

The Contractor shall provide monthly reports.withio ten (10) days following the rcportmg period,
including content and format determined by the State, on Maintenance, Operations; and support
services including but not limited to OS Updates, Application Updates, Server Performance, System

up times/down time, CPU usage, backups, support calls and Contractor response times, system
response times, any failovers, redundancy, bandwidth unhzanon

B-11.1.3. Meetings

5. The Contractor shall attend all maintenance, opezations, and support meetings set forth in
this section.’ Meetings shall bé conducted virtually unless agreed to by both parties in
writing. i
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b. Annual Executive Mectitigs: Participanits shall in¢lude, biit not limited to, the Contractor
senior executive: The Contractor shall provide an.overview-of maintenance, operations and
support: activities for. the- pnor year including;system; performance: compared to- System
Support Obligations below, review of:sysiéai. outages, opén support items, and identified
risks. The, Contractor shall provide an verview of-all systém enbancemierits, upgrades and
any other significant events for the_:t@j)éoﬁjiiig year.

¢ Monthty, Meetmgs Parti¢ipants shall:incliide;(i¢ pdrtiés’ Project Manageérs: Purpose of the- -
meeting shall'be to at.i miniftm, review moiithily stitistics, mcmlh]y system perfonnance,
reports;-open support issucs, p]anncd system: upgmdw and mmntcnnnce

B-11.2. System.Support Obligations

“Timely and- full Yesponse: ‘to any ouwge ‘is:n critical: component of the; anaintenance, operations and
support services prowded under this- ContmcL

‘The Contractor shall be: rwponsnble for;performmg remote:technical support in.accordance with the-
Conl:ract, including withonit lnmtanon ‘thee: rcqunemeuts ‘terms, dnd condmons contdined ‘in the
‘Contract:

‘B:11.2.1:'Iocident Respouse: Sérvice Levels

8, Sce Schedule A to. Attachment 7. of. Exhlbxt B Conlmctor § Maibténance: & Support'
Addendum..

‘B-11.2.2.'lncident Rcsponse Seryice: Th::eshglds

‘The Contractor’s incident; ‘Tesponse ‘nnd mmdent resohmom sgrvice thresholds dunng Aany. month
ishall bé &8 follow? .

-chm 3and4- 95%
Sovcntyl nnd2 [ "-99%.
; .SeventyS and:43 ].95%

‘The Contractor shallprowde amonthly: TepOft w.\thm tcn (l 0y duys follcwmg the ‘efid of thereportmgf
penod, of mc1dcnt mpo::sc ang- mc:den : :
..each mc1dcnl,,rcsponsc tm: ohmo

B-1123. Responsmihua andLUptime G_uaranty )
'I’he Contractor.shall be resppnsxblc for tha ,acqmmnon an.d operauon of au hardwarc isoﬁwa:c nnd-'
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Contractor. The system shall be available 24/7/365 (with agreed-upon maintenance downtime), and
provide service to customers as defined in this agreement.

The Contractor hereby guarantees that the System shall be available  99.50% of the time measured
on a mouothly basis. See Attachment 7 of Exhibit B. The “Response Time Guaranty” means
that the System, not including rescarch being done ib the Reporting Data Base which is used for
statistical, in-depth searches (for example complex research based searches, Archives, and
Document Full Text searching); shall process requests, access data, and respond to requests for
outputs within the time periods set forth below, as determined on an average monthly basis. This
Response Time Guaranty only applies to the amount of time that the System processes the requests
within the SaaS Environment and does not include delays to Internet, Intranet and any other Network
related delay such as agency Firewalls and local Virus, Malware and Content scanning software that
may be loaded on the end user(s)’ device.

- Anaverage of less than two (2) seconds for application response to save/update,
- Anaverage of less than five (5) second response for Query response, and
- Anaverage of less than three {3) seconds for all other responses.

The Contractor’s performance (or failure to perform) the Uptime Guaranty and the Response Time
Guaranty shall be measured and determined during cach montb of the teim of this Agreement. Per
Section B-11.1.2, the Contractor shall provide a monthly scorecard report on the Uptime Guaranty
and thie Response Time Guaranty, in such a form and including such data that the State may

reasonably request.

Whether the System satisfies the Uptime Guaranty shall be determined on a monthly basis. If for
any month, the Contracter’s System fails to satisfy the Uptimé Guaranty, then the State shall be
entitled to ofiset against a future payment due for use of the System or request arefund in an amount
calculated as follows: . :

Fee for Systern usage for the.year in which the System failed to meet the Uptime Guaranty
divided by 365. then multiplied by the number of days in which'the System failed to meet
the Uptime Guaranty during such month. .

Whether the, System satisfies the Response Time Guaranty shall be determined on 8. monthly basis.
If in any month the Contractor’s System fails to satisfy the Response Time Guaranty in any respect
on any day or days during such month, then the State shall be entitled to offset against a future
payment due for use of the System or request a refund in an amount calculated as follows:

meet the Response Time
I oy -e‘:' o

W

Fee for System usage for the year in which the System fasled to
-Od th . * la g . o .:".> Qo U5

The State must request any offset or refund provided for in this Section 11.2.3; by written notice to
the Contractor. The Contractor shail apply the offset against the unpaid Fee which is-due following
the date on which such notice is provided. In the event that the State requests a refund, then the
Contractor shall provide the refund within thirty (30) days.of notice date, unless otherwise specified
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in the notice. In no event shall the offset or refunds provided for in this Section 11.2.3, exceed the
total Fee for use of the System for such month.

B-11.2.4. Backup and Restore

The Contractor shall support System backup and restore capabilities for software, configuration,
and user data which adhere to the following requirements:

The Contractor shall ensure Contractor’s Data Center Production and Test Licensed Software and
configuration data is backed up locally daily and then synchronized off-site. The backup data js
encrypted to CJIS standards when in transit to the offsite location.. Data to be recovered would be
one (1) day old untess the version from the Secured Data Storage Vendor is recovered which would
be up to two (2) days old. ;

B-11.2.5. Other General Support Obligations

a. The Contractor shall repair or replace the hardware or software provided by the
Contractor under this Contract, or any portion thereof, so that the System operates in
accordance with the Specifications, terms, and requirements of the Confract. The
Contractor shall also maintain the bardware and software provided by the Contractor in
accordance with the specifications, terms, and requlrcments of the Contract, including

providing, upgrades and fixes as required.

b. The Contractor's support and mamtenance shall include all test and production
environments of the System.

¢. The Contractor shall provide Production and User. Acceptance environments, The
Production environment shall be availablé in accordance with the requirements of the
Contract. The User Accepmnce env:ronment shall be available when needed to support
user training requirements or in support of System upgrades or modifications.

d. The Contractor shall have available to the State on-cail telephone assistance, with issue
tracking available to the State, twenty—four (24) hours per day and seven (7) days a
week, three hundred sixty-five (365) days a year with an email / telephone response
within fifteen (15) minutes. -

e. The Contractor shall maintain a record of the activities related to warranty repair or
maintenance activities p'erfq’rmed for the State 3

f. For all maintenance Services calls, the Contractor shall epsure the following -
information will be_collected-and-maintajned: :

1. nature of the Deficicncy;

current status of the Deficiency;
action plans, dates, and ﬁﬁw;
expected end actual cpmpletion time;
deficiency resolution information; .

On [tA AL B

resolved by;
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7. identifying number i.¢. work order number;
B. issue identified by.

The Contractor shall work with the State to identify and troubleshoot potentially large-
scale System failures or Deficiencies by collecting the following information: 1) mean
time between reported Deficiencics with the Software; 2) diagnosis of the root cause of
the problem; and 3) identification of repeat calls or repeat Software problems.

The Contractor shall use change management policy and procedures, as mutually agreed
upon, for notification, documentation and tracking of change requests, updates as well
as critical outages,

The Contractor shall maintain a record of the activities related to repair or maintenance
activities performed for, the State and shall report quarterly on the following: 1) all
change requests implemented; 2) all critical outages reported including actual issue and
resolution; 3) number of deficiencies reported by class with initia) respanse time as well
as time to close.

The Contractor shall give two (2) weeks notification to the State Project Manager of all
non-cmergency changes/updates and provide the State with training due to the
upgrades and changes.

The Contractor shall support the State in any data conversion to a replacement system
in the future to include but not limited to: providing data dictionaries, data exports,
assisting with data extracts to third party test environments, user acceptance test
environments and production environments. Provide prompt research and response to
data extract issues. To the extent permitted by law, the State agrees to not allow access
and/or provide data extracts that have not been prepared by the Contractor’s Staff to
any third-party entities that are not entitled to have access to the intellectual property

_ of Contractor.
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The State shall be granted-attendance at the Contracter’s-user group to provide a voice
in future System enbancements and rleases.

The State will be responsible for the User Acceptance Test of new System updates,
general maintenance releases, selected functionality réleases and patches before the
code is moved to production in accordance with section B-10.1. The State may approve
releases and updates to the production environment. . S

- If the Contractor fails to correct a Deficicncy within the-atlotted period of time stated

above, the Contractor shall be deemed to have committed an Event of Default and the
State may pursue its remedies pursuant to General Terms and Condition Form, P-37,
paragraph 8 (es may be modified by Bxhibit A); as well-as withholding future payments
for products and/or services that the State has not already accepted. Advanced Notice

The Contractor shall give advance notice to the State, at least two (2) weeks in advance,
of any upgrades (c.g., major upgrades, minor upgrades, system changes) that may
impact service availability and performance. A major upgrade is a replacement of
hardware, software or firmware with a newer or better version in order to bring’ the
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system up to date ar to improve its characteristics. It usually includes a new version
number.

B-12. Contract Warranties and Representations

The Warranties set forth below in this Section B-12 are in addition to, and do not replace, any
other warranties set forth in this Contract.

B-12.1. System

The Contractor warrants that any Systems provided under this Agreement shall operate and
conform te the Specifications, terms, acd requirements of this Agreement.

B-12.2. Software

The Contractor warrants that any Software provided as part of this Agreement, including but not
limited to the individual modules or functions furnished under the Contract, is properly
functioning within the System, compliant with the requirements of the Contract, and shall operate
in accordance with the Specifications and terms of the Contract.

The Contractor shall maintain, repair, and correct Deficiencics in the System Software, including
but not limited to the individual modules or functions, during the Warranty Period (as described
below) at no. additional cost to the State, in accordance, with the Speclﬁmuons and terms of this

Contract.

All Deficiencies found during the Warranty Period and all Deficiencies found with the Warranty
Reteases shall be corrected by the Contractor no later than five (5) business days, unless
specifically extended in writing by the State, at no addnhonal cost to the State.

For any breach of the above Software warrznty, in addition to. all its other remedies at law and in
equity, at the State's option the. Contractor sha.l] :

a. provide the correction of program errors that cause bmac.h of the warranty, or if Contractor
cannot substantially correct such: breach ina commercmlly reasonable manner, the State
may end its program-license if any and-recovery of unused prepaid.  fees paid to
Contractor for the program license and any unused. prepa:d techmcal suppon fees the
State has paid for the program license; or

b. the re-performance of the deficient Services relating to uon-Soﬁwa.rc Deliverables such
gs Training, or if Contractor cannot substantially comect a bmch in a commercially
reasonable manner, the State may end.the relevant Semces and recover the fees paid to
Contractor for the deﬁc1ent Services.

B-12.3. Compatibility

The Contractor warrants that all System components; incfuding but not limited to the components
provided, any replacement or upgraded System Software components prov:ded by Contractor to
correct Deficiencies or as an Enhancement, shall operate with the rest of the System without loss of
any functionality.

Page 51 of 80
- Contractor Initials:

Date: 5-30-23



STATE OF NEW HAMPSHIRE
Department of Safety
Hosted State Message Platform System
DoIT 2023-067
EXHIBIT B - SCOPE OF WORK — BUSINESS AND TECHNICAL REQUIREMENTS

B-12.4. Services N

The Contractor warrants that all Services to be provided under this Agreement will be provided
expediently, in a professional manner, in accordance with industry standards and that Services will
comply with performance standards, Specifications, and terms of the Contract.

B-12.5. Warranty Period

The Wamanty Period will initially commence upon the State issuance of a Letter of System
Acceptance and will continue for the entire term of the Contract.

B-13. Data Protection

Protection of personal privacy and data shall be an integral part of the business activities of the
Contractor to ensure there i3 no inappropriate or unzuthorized use of State information at any time.
To this end, the Contractor shall safeguard the confidentiality, integrity and availability of State
information and comply with the following conditions:

a. The Contractor shall implement apd maintain appropriate administrative, technical and
organizational security measurcs to safeguard against unauthorized access, disclosure or
theft of Personal Data and non-publi¢ information. Such security measures shall be in
accordance with recogpized industry practice and not less stringent than the measures the
Contractor applies to its own Personal Data and non-public data of similar kind.

b. All data obtained by the Contractor in the performance of this contract and all Personal Data
shall be encrypted at rest and in transit with controlled access. Unless otherwise stipulated,
the Contractor is responsible for encryption of the Personal Data.

c. Unlms otherwise stipulated, the Contractor shall encrypt all non-public data at rest and in
transit. The State shall identify data it deems as non-public data to the Contractor. The level
of protection and encryption for. all nop-public data shall be |dent1ﬁed and made a part of

this contract.

B-13.1. Use Of State’s Inforraation, Confidentiality
This Section B-13.1, Use of State’s Information, Confidentiality shall survive -termination or
conclusion of the Contract.

B-13.1.1. Use of State’s Information

In performing its obligations under the Contract, the Contractor may gain access to information of
the State; including State Confidential Information. “State Confidential Information” ‘shall include,
but pot be limited to, infarmation exempted from public disclosure under New Hampshlre RSA
Chapter 91-A: Access to Public Records and Meetings (scc ¢.g. RSA Chapter 91-A: 5 Exemptions).
The Contractor shall not use t.he State Confidential Information developed, or obtained during the
performance of, or acquired, or developed by reason ofthe Contract, excepl as directly oonnected
to and necessary for the Contractor’s perfunnancc under the Contract.
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B-13.1.2. State Confidential Information

The Contractor shall maintain the confidentiality of and protect from unauthorized use, disclosure,
publication, and reproduction (collectively “release™), all State Confidential Informaticn that
becomes available to the Contractor in connection with its performance under the Contract,
regardless of its form.

Subject to applicable federal or State laws and regulations, Confidential Information shall not
include information which: (i) shall have otherwise become publicly available other than as a result
of disclosure by the receiving party in breach hereof: (ii) was disclosed to the receiving party on a
non-confidential basis from a source other than the disclosing party, which the receiving party
believes is not prohibited from disclosing such information as a result of an obligation in favor of
the disclosing party; (iii) is developed by the receiving party independently of, or wes known by the
receiving party prior to, any disclosure of such information made by the disclosing party; or {iv) is
disclosed with the wrilten consent of the disclosing party. A receiving party also may disclose
Confidential Information to the extent required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written approval of the
State. The Contractor shall immediately notify the State if any request, subpoena or other legal
process is served upen the Contractor regarding the Statc -Confidential Information, and the
Contractor shall cooperate with the State in any effort the State undertakes to contest the request,
subpocna or other legal process, at no additional cost to the State.

In the event of the unauthorized release of State Confidential Information, the Contractor shall
immediately notify the State, and the State may immediately be entitled to pursue any reinedy at
law and in equity, including, but not limited to, injunctive relief.

B-13.2. Contractor’s Confidential Information

Insofar as the Contractor secks to maintain ‘the confidentiality of its confidential or proprietary
mformanon, the Contractor must clcarly identify in wntmg all mformatmn it claims to be
Contractor considers the Software and Documentation to be Conﬁdentlal Infonﬂahon. The
Contractor acknowledges that the State is ‘subjéct to State and federal laws governing.disclosyre of
information including, but not limited to, RSA Chapter 91-A. The State: shall maintain the
confidentiality. of the identified Confidential Information insofar as it is-consistent with applicable
State and federal laws or regulations, including but not limited to, RSA Chapter 91-A. In‘the event
the State receives a request for the information identified by the Contractor as confidential, the State
shall notify the Contractor and specify the date the State will be releasing the mqutsled information.
At the request of the State, the Contractor shall cooperate and assist the State with the collection and
review of the Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be the Contractor’s sole responsibility and at the
Contractor’s sole expense. If the Contractor fails to obtain a court order enjoining the disclosure,
the State shall release the information on the date specified in the State’s notice to the Contractor,

without any hability to the Contractor.
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B-13.3. Data Location

The Contractor shall provide its Services to the State and its end users solely from data centers
within the Continental United States. All storage, processing and transmission of State data shall be
restricted $o information technology systems within the Continental United States. The Contractor
shall not allow its personnel or sub  contractors to store State data on portable devices, including
personal computers, except as specified and allowed by the contract, and then only on devices that
are used and kept at its data centers within the Continental United States. The Contractor shall permit
its personnel and Contractors to access State data remotely only to provide technical support and as
specified or required by the contract.

B-13.4. Security Incident or Data Breach

The Contractor shall inform the State of any security incident or Data Brear;h in accordance with
NH RSA Chapter 359-C:20: Notice of Security Breach and the FBI's CJIS Security Policy.

a. Incident Response:  The Contractor may need to communicate with outside parties regarding
a security incident, which may inchide contacting law enforcement, fielding media inquiries and
seeking external expertise as mutually agreed upon, defined by law or contained in the Contract.
Discussing security incidents with the State should be handled on an urgent es-needed basis, as
part of the Contractor commmnication and mitigation processes as mutually agreed upon,
defined by law or contained in the contract.

b. Security Incident Reporting Requirements:  The Contractor shall report a security incident to
the CJIS Information Security Officer in addition to the State identified coptact immediately if
it reasonably believes there has been a security i mcldent

¢. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data
breach that affects the security of any State content that is subject to. applicable data breach
notification law, the Contractor shall (1) promtly niotify the appropriate State identified contact
within tweaty-four (24) hours or sooner, unless shorter ime is required by applicable law, and
(2) take commercially reasonable measures to address the data breach in a timgely manner.

B-13.4.1. Data Breach Responsibilities

This section applies to both the Contractor and the State, when a-Data Breach occurs with- respect
to State data within the possession_or conirol of the Contractor and/or the thlrd-pa.rty designee
hosting the data as agreed upon by the Contractor and the State.

B-13.4.2. Notification

The Contractor and the State shall:mutually and immediately notify the appiopriate State identified
contact by telephone in accordance with the agreed upon security plan or security procedures if it
reasonably belicves there has been a security incident.

B-13.4.3. Considerations

The Contractor or the S_tétc shall mutvally. and unless stipulated otherwise, promptly notify. the
appropriate State identified contact within twenty-four (24) hours by telephone, unless shorter time
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is required by applicable law, if it confirms that there is, or reasonably belicves that there has been
o Data Breach.

The Contractor shall:

a. cooperate with the State as reasonably requested by the State to investigate and resolve
the Data Breach;

b. promptly implement necessary remedial measures, if necessary; and

¢. document responsive actions taken related to the Data Breach, including any post-
incident review of events and actions taken to make changes in business practices in

providing the services, if necessary.
B-13.4.4. Costs

Unless otherwise stipulated, if a Data Breach is a direct result of the Contractor’s breach of its
contract obligation or the third-party hosting company to encrypt Personal Data or otherwise
prevent its release, the Contractor and/or the  third-party hosting company shall bear the costs
associated with:

a. the investigation and resolution of the Data Breach;
b. notifications to individuals, regulators or others required by State law;
a credit monitoring service required by State (or federal) law;

@

d. awebsite or a toll-free number and call center for affected individuals required by State
jaw NH RSA 359-C:19-C:20, all not to exceed one million dollars ($1,000,000.00 USD)
per occurrence; and

¢. complete all corrective actions as reastnably determined by the Contractor based on
root cause; all [(a) through (e)} ‘subject to this- Contract’s limitation of - llabihty as
described in the next section, Notifications of Legal Requests.

B-13.5. Notifications of Legal Requests
Absent a court order or other applicable law, neither the Contractor nor the State shall release
confidential data to a third party without consent of the non-disclosing.  party. The Contractor
shall provide data extracts to the State, however; shall not tum said extracts over to any outside
entity. The Contractor shall contact the State upon receipt of any electronic discovery, litigation
holds, discovery searches and expert testimonies ‘related to the State’s data under this contract, or
which in any way might reasonably require access to the data of the State. The Contractor sha]l not
respond to subpoenas, service of process-and other legal requests related to the State without first
notifying the State, unless prohibited by law from providing such notice.

Page 55 of 80
Contractor Initials: K J

Date: 5-30-23



STATE OF NEW HAMPSHIRE
Department of Safety
Hosted State Message Platform System
DolT 2023-067
EXHIBIT B - SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS

B-13.6. Access to Security Logs and Reports

The Contractor shall provide reports to the State in a format as agreed to by both the Contractor and
the State. Reports shall include latency statistics, user access, user access IP address, user access

history and security logs for all State files related to this contract.

B-13.7. Non-Disclosare and Séparation of Duties

The Contractor shall enforce separation of job duties, requirc commercially reasonable non-
disciosure agreements, and limit staff knowledge of State data to that which is absolutely necessary
to perform job duties.

B-13.8. Import and Export of Data

The State shall have the ability to import or export data in piecemeal or ip entirety at its discretion
with the assistance of the Contractor if oeeded by the State. This includes the ability for the State
to import or export data to/from other service providers with the coordination and cooperation of
the Contractor.

B-13.9. Security Related Considerations

B-13.9.1. Data Center Audit

The Contractor shall perform an independent audit of its data centers at least anmually at its experise,
and provide a redacted version of the audit report upon request. The Contractor may remove its
proprietary information from the redacted version. A Service Organization Control (SOC) 2° audlt
report or approved equivalent sets the minimum level of a third-party sudit.

[

B-13.9.2. Processes and Technical Limitations

At the State's discretion, the Contractor shall disclose its non-proprietary security. processes and
technical limitations to the State such that adequate protection and flexibility can.be attained .
between the State and the Contractor. For example, virus checking and port sniffing — the State:
and the Contractor shall understand each other’s roles and mpomlbxlmw

B-14. Software Agreement

The Contractor shall provide the State with access to the Soﬁware Llcenses and Documentation set
forth in the Contract, and pamcularly described Exhibit D: Software- Agmcmcnt i

B-15. Administrative Services
The Contract shall provide the State with the Administrative Services.set forth in the Contract, and
particularly described in Exhibit E: Administrative Services '
B-16. Training

The Contractor shall provide training support as previously determined and agreed to. dunng the
imtial planning period. Such treining support shall include, but not limited to:

e Providing a comprehepsive training plan that includes a train the traiger appronch
and/or Manual preparation. .
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e Providing hands on train-the-trainer training where applicable and provided for
in the Contract’s Statement of Work, which will include all system functionality
for all modules purchased as well as creation of reports, searching, workflow
and the approval processes as defined by the project requirements. The State
and Contractor will mutually agree on tramning locations to ensure convenience
for all parties.

¢ The training plan which shall include training tailored for the agency’s designated
System Administrator so that the person(s) in this particular role can perform
functions that include support file maintenance, templates/forms/letters maintenance,
and staff/group/permissions maintenance.

The Contractor shall be present in all formal training classes conducted by the Contractor. The
Contractor shall provide onsite resource during all training classes where applicable as provided
for in the Contractor's SOW and agreed to by the State. The Contractor shall also develop
training material and provide said materials to the State in a soft format, or any other format
agreed upon by the State, to the State. The Contractor authorizes the State to copy, modify,
customize and distribute on as needed basis to State training resources. The. State will have a
Superior Officer of suitable rank and authority to answer all questions as they pertain to New
Hampshire State Police Policies & Precedures for the use of the System applications.

As requested by the State, the Contractor to provide electronic copies of the Maintenance and
Operations Manual, System, Administration Guide and User. Guides that the State will have the
ability to copy, customize and d1stnbutc to. state txamxug Tesources.

B-17. Terms and Definitions
Terms and Definitions applicable to this Con_t_xﬁct are ide_t;tiﬁod--in Exhibit F: Terms and Definitions.

B-18. Contractor’s Certificates
Required Contractor Certificates are attached in Exhibit G. -

Remainder of this page intentionally left blank
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Exhibit C - Price and Payment Schedule
The terms outlined in the Payment Schedule is set forth below:

C-1. Contract Price

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated
in P-37 Genersl Provisions - Block 1.8: Price Limitation . The payment by the State of the total
Coatract price shall be the only, and the complete reimbursement to the Contractor for all fees and
expenses, of whatever nature, incurred by the Contractor in the performance bereof, The Contractor
shatl not be permitted to increase the Maintenance and Support Services-pricing to support the Systemn
as outlined in Exhibit B, Scope of Services, based on the addition of new capabilities.

C-2. Travel Expenses

The State shall not be responsible for any trave] or out of pocket expenses incurred i the performance
of the Services performed under this Contract . The Contractor must assume all travel and related
expenses incurred by Contractor in performance of its obligations . All labor rates in this Agreement
will be considered “Fully Loaded™, including, but not Limited to: meals, hotelhousing, airfare, car
rentals, car mileage, and any nddmona.l out of pocket expenses.

Ca. Shipping Fees
The State will not pay for any shipping or delivery fees unless specifically itemized in this Agreement.

C4. Invoices

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All

invoices submitted shall be subject to the State®s prior written approval, which shall not be unreasonably

withbeld or delayed. The Contractor shall only submit invoices for Services or Deliverables as

permitted by the Contract. Invoices must be in a format as determined by the State and contain detailed

information, ‘including without limitation: itemization of each Deliverable and identification of the

Deliverable for which payment is sought, and the Acceptance date triggering ‘such payment; date of
delivery and/or installation, which shall be. subject to reasonable modification duririg the course of the-
Contract; monthly maintenance chargw any other Project costs or-retention amounts if apphcablc

1. Upon Acceptance of a Dehverable, and 2 properly documented and undisputed invoice, the
State will pay the correct and; undisputed invoice within thirty (30) days of invoice receipt.
Invoices will not be backdated and shall be promptly dispatched.

2. During the Implementation pcnod, the Contractor shall invoice monthly for all Deliverables
that were approved or accepted during the penod

3. Operations and Maintenance services fee shall begm first (1*) day of the month followmg to
the ‘Acceptance Letter after the Day in the Life Testmg The Contractor shall invoice
Operations and Maintenance services fee annually.
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C-5, Invoice Address
Invoices may be sent to:

New Hampshire State Police
Attn: Jeonifer Hackett

33 Hazen Drive

Concord, NH 03305

C-6. Payment Address

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for ACH
payments: https://www.nh. gov/treasury/state-vendors/index.htm

C-1. Overpayments to the Contractor

The Contractor shall promptly, but no later than fifteen (15) business days after discovery of an
overpayment, return to the State the full amount of any ovcrpayment or erroneous payment upon
discovery or notice from the State,

C-8. Credits

The State may apply credits due to the State arising out of this Contract, against the Contractor’s
invoices with appropriate information atteched,

C-9. Project. Holdback
‘Not applicable.
C-10. Activities / Deliverables / Milestones Pricing

This is a Firm Fixed Price Contract. The total Contract value is indicated in-P-37 General Provisions -
Block 1.8: Price Limitation for the period between the Effective Date through. date indicated in P37
General Provisions - Block 1.7: Completion Date. Prices indicated in Table- 9 and10 shall be effective
upon Governor and Executive Council approval through Junc 30, 2028. Upon: Govemnor and
Executive approval and the State’s payments of the Milestone Payments to Contractor consistent with
below Tables 9 and 10, Disaster Recovery and any additional deliverables indicated in Table 10
shall be initiated or completed by December 31, 2027, provided however, Delivery Start and
Delivery Completion Dates will reasonably be edjusted “depending .upon-the date of approval-of
Services for performing its obligations in accordance with the Contract. The Contractor shall be
responsiblefor perforrmng its obligations in accordance with the Contract. This Contract will allow
the Contractor to invoice the State for the activities, Deliverables, or milestones appéaring in Table
9.

Payment shall be made to the Contractor, within thu‘ty {30) days, upon receiving Contractor’s invoice.
and based upon completion of activitics, deliverables, or milestones, indicated in Table 9 below, with

the exclusion of anmual maintenance, reflected in lines 2-6. Payment.shall utilize the percentage
payment structure as follows.
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1. Delivery and Accepted Statement of Work —20%
2. Test Acceptance State Sign Off Complete - 60%
3. State Acceptance of Systern and PROD —20%

Table 9. Hosted State Message Platform — Phase I Priciog *

ACTIVITY, DELIVERABLE, OR DELIVERABLE TYPE | DELIVERY DELIVERY
MILESTONE START DATE | COMPLETIO | MILESTON
NDATE E PAYMENT
PLANNING AND PROJECT MANAGEMENT
1 San8 Conversion/Archive 3.1 Upgrade
1.1 Milestone | — Delivery and | Written/Software 71412023 773172023 $70,000.00
Acceptance of Statement of
Work
Table 1 Deliverables 1-4
Table 2 Deliverables 1-10
1.2 | Milestone 3 — Test Acceptance | Written/Software 912023 11/30/2023 $210,000.00
Stois Sign Off Complete
Table 1 Deliverables 5-22
1.3 | Milcstone 5 — State Acceptance | Writtea/Software 11312024 12412024 $70,080.00
of System and PROD | '
Table 1 Deliverables 23-32
2 Muintepance /SaaS Fee** SFY | Nop-Software Ongoing Ongoing $596,772.50
24
3 Maintenance /SaaS Fee*® SFY | Non-Software Oungoing Ongoing. $620,281.13
25 i
4 Meintenance /SaaS Fee** SFY | Non-Software Ongoing Ongoing $743,361.00
5 Maintensace /SaaS Fee** SFY | Non-Software Ongoing Ongoing $774,275.00
27 :
6 Maintenance /3228 Fee** SFY | Non-Software Ongoing Ongoing $806,493.00
28 i )
7 NLETS XM Conversion
7.1 Milestone | — Delivery and | Written/Software 1/5/2024. |212812024 $14,000.00
Acceptance of Statement of :
Work
Table 1 Deliverables 1-4
7.2 | Milestone 3 — Test Acceptance | Written/Software 8/1/2024 -0/30/2024 $42,000.00.
State Sign Off Complete :
Table 1 Deliverables 5-22

Page 60 of BO
Contractor Initials:’
Date: 5-30-23




STATE OF NEW HAMPSHIRE

Department of Safety
Hosted State Message Platform System
DoIT 2023-067
EXHIBIT C - PRICE AND PAYMENT SCHEDULE
7.3 | Milestone 5 — State Acceptence | Wrinten/Software 10/10/2024 1041572024 $14,000.00
of System and PROD
Table | Deliverables 23-32
8 NexGen Hotfiles/Validations
8.1 Milestone 1 ~ Delivery and | Written/Software 712023 12/31/20213 £313,000.00
Acceplance of Statement of
Work
Table 1 Deliverables 14
8.2 | Milestone 3 — Test Acceptance | Written/Software 2/13/2024 11/1372024 $939,000.00
State Sign Off Complete
Table | Deliverables 5-22
2.3 | Milestone 5 — State Acceptance | Written/Software 1271372025 11372025 $313,000.00
of System and PROD
. Table | Deliverables 23.32
TOTAL Phase I Pricing $5,526,186.63
*During the discovery phase and the development of the SOW, additional deliverables or
milestones may be established within each of the above-categories consistent with the prices above.
** Saal Fee Includes $25,000 per year for use and $100,000 for equipment cost recovery.
All additional deliverables outlined in Table 10, Hosted State Message Platform — Phase II Pricing
shall be initiated solely upon request of the State through a mutually acceptable amendment and effective
upon Governor and Executive Council approval. These deliverables shall be provided at the cost rate
indicated below.
Table 10. Hosted State Message Platform —  Phase II Pricing
ACTIVITY, DELIVERABLE, OR DELIVERABLE TYFE | DELIVER | DELIVERY “MILESTONE
MILESTONE ‘ YSTART | COMPLETIO | PAYMENT
DATE* NDATE*
1 Disaster Recovery (DR)
1.1- Milestone 1 — Delivery and | Written/Software 8/1/2023 12/172023 $100,000.00,
Acceptance of Statement of ' T
' Work .
1.2 { Milestonc 3 — Test Acceptance | Written/Software "3/1/2024 53172024 -3360,-090.00
State Sign Off Complete :
1.3 | Milestone 5 —State Acceptance | Written/Software 6/29/2024 7/10/2024 _$100,000.00
of System and PROD
2 QCHL Reports
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21

Milestone | — Delivery and
Acceptance of Statement of
Work

Written/Software

8/1/2023

12/1/2023

$15,000.00

22

Milestone 3 — Test Acceptance
State Sign Off Completc

Wiitten/Software

12/31/2023

3/3172024

$45,000.00

23

Milestone 5 — State Acceptance
of System and PROD

Written/Software

4/3072024

51572024

$15,000.00

NCIC N3G XML Conversion

3.4

Milestone 1 — Delivery and
Acceptance of Statement of
Work

Written/Software

112025

/172025

$70,000.00

k]

Milestope 3 ~ Test Acceptance
State Sign Off Complete

Written/Software

2/18/2026

04/172026

$210,000.00

33

Milestone 5 - State Acceptance
of System and PROD

Written/Software

6/1612026

12026

$70,000.00

I N3G XML Conversion

4.1

Milestone | — Delivery and
Acceptance of Statement of
Work

Written/Softwars

11072026

3/1072026

$35,000.00

42

Milestone 3 — Test Aceeptance
State Sign Off Complete

. Written/Software

8/6/2026

9/5/2026

$105,000.00

43

Milestone 5 — State Acceptance
of System and PROD

Written/Software

11/572026-

12/5/2026

$35,000.00

NICS N3G XML Conversion

5.1

Milestone 1 - Delivery and
Acceptance of Statement of
Work

Written/Software

1/10/2026

T 371072026

$35,000.00

52

Milcstone 3 — Test Accocptance
State Sign Off Complete

Written/Software

4/10/2026

5/10/2026

£105,000.00

53

Milestone 5 — State Acceptance
of System and PROD

demeonarc

61072026

- 6/30/2026

$35,000.00
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3 Contact Person Notification.

6.1 Milestone 1 = Delivery and. | Written/Software .8/1/2024 12/172024 © 85,500:00
Acceptance of Statefnent of .
Work:

62| Milestone3=Test Acceptance| Writtcn/Software 12/31/2024 | 3/3172025 $16,500.00.
State Sign Off Complete-

6.3 | Milestone:5 ~ State Acceptance. | Written/Software 47302025, | 511572025, $5,500:00°
; -of Systemm dnd PROD

| TOTAL Phase2 Pricing ' ' $1,302,500:00

 Optional Remewsl' Muintennnce /Saa8 Fee

SFY.29 s
} | :915,072.00
SFY:300 8
J ] '956,576.00

&-10.1.. Contractor Staff, Resource:Hours,and Rates Worksheet

itiofial servicesiat;the.rates contained inTable: 11

Table'd1: FutureEonfractorRit

SubjectManer| $300 | 8300 8300|8300  [$309° [830  [8300-
Experts | ' , . A
Software | 3300 | $3000 | '$300. 3300 | 5300|3300 | 8300,
Engineer: :

Network $00 |5300 (| 5300, - | 53007 - | 8300 . | 5300 | $300
Efigincer '- | | : i

Tamer | S300 [$300 | 300 [$300 8300 [ $300 | 8300
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As described in P-37 General Provisions, Section 3 Effective Date/Complction of Services and inclusive of
the modifications described in Exhibit A, the Contractor shall provide additional services at the rate
described in the Table 11 above.

Remainder of this page intentionally left blank.
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Exhibit D — Software License Agreement
The terms outlined in the Software License Agreement are set forth below:

D-1. License Grant
i.  See Section 3 of Attachment 8 to Exhibit B.

D-1.1. Limitations

‘While this agreement covers software programs and the installation thereof, it does not cover the State’s
hardware engineering or troubleshooting of hardware to connect to a provider of solutions hosting
unless such hardware was supplied to the State by the Contractor. The Contractor has no responsibility
for the operations of the State’ network or related equipment.

i.  Unless otherwise specified in this Agreement, these Services and Software (as defined below)
are for the State’s contracted use. The State may use the Services and/or Software solely for
the State’s internal purposes.

ii.  The State may not modify, copy, distribute, transmit, display, perform, reproduce, publish,
sublicense, create derivative works from, transfer, or sell'any Contractor’s software nor may
the State violate any of the restrictions.inSection 4.of Attachment 8 to Exhibit B.

D-1.2. Contract Records and Decommission Clai:lse

The State will own and have all right, title and interest in all ‘data, regardless of media used, including,
but not limited to all personal information (includmg names and contract information), notations,

electronic copy of documents and hard copy documents i inthe Conlmctor’s possessmn even if such data
or-other materials was obtained by the Contractor oo behalf of the'State prior-to the effective date of
this Agreement (the “Data”). While this Agreemcnt is in- forcc the State’ grants-to. the Contractor a
limited, nonexclusive, royalty free license to process and access the Data solely for purposes of
Contractor fulfilling its obligations to the State pursuant to this Agreement and for thc State's utilization
of the System.

i
ii. Upon Agreesent expiration or termination, Contractor.shall (at the.State’s request) provide a
copy of the Data to the State in a format accessible by the State and cooperate with the State to

migrate the Data to another system, to minimize the State’s access to and nblbty to utilize such
Data. .

tii.  Furthermore, the Contractor shall provide to the State, within thirty (30) days (or such longer
~ period as the State may agree) after Agreement termination or expiration and migration of the
data to another system as directed by the State, written confirmation all electronic instances of
the State data, includiog, but not limited to production data, test data, backups, disaster recovery
data, shall have been purged, permanently rémoved or destroyed i ina manner consistent with

the Contractor’s company policy related to such data. '
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D-2. Software Title and Intellectual Property

This Section D-2 shall survive the termination or conclusion of the Contract.

Title, right, and interest {including all ownership and intellectual property rights) in the Software
provided under this agreement, and its associated documentation, shall remain with the Contractor.

Upon successful completion and/or termination of the Implementation of the Project, the Contractor
shall own and hold all, title, and rights in any Software modifications developed in connection with
performance of obligations under the Contract, or modifications to the Contractor-provided Software,
and their associated Documentation including any and all performance enhancing operational plans and
the Contractor’s special utilities.

Section 5 of Attachment 8 to Exhibit B is incorporated by reference herein.

In no event shall the Contractor be precluded from developing for itself, or for others, materials that are
competitive with modifications developed in connection with performance of obligations under the
Contract. In addition, the Contractor shall be free to use its general kmowledge, skills, experience, and
any other ideas, concepts, know-how, and techniques that are acquired or used in the course of its
performance under this agreement.

D-2.1. State’s Data and Property:

All rights, title and interest in State Data shall remain with the State. All data and any property which
has been received from, the State or purchased ‘with funds - provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned to the State upon termination of this
Agreement for any reason. The Cont:actor shall not access State user accounts or State data, except (1)
in the course of data center operations, (2) in response to service or technical issues, (3) as required by
the express terms of this contract, or (4) at the State's written request.

D-2.2. Contractor’s Materials

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others, materials
that are competitive with, or similar to, the Deliverables. In accordance with thé provision of this
Coniract, the Contractor sball not distribute any products contnmmg or disclose any State Confidential
Information excluding all Data distributed through NCIC and NLETS. The Contractor shall be free to
use its general knowlcdge, skills and experience, and any ideas, concepts, know-how, and- techniques
that are acquired or used in the course of its performance under this Contract, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential Information by the
Contractor employees or third-party consultants engaged by the Conlractor.

D-3. Software and Documentation Coples

‘The Contractor shall provide the State- with an electronic version in both Microsoft Word and PDF
formats of the Software’s. associated Documentation. The State shall have the right to copy the
Software and its associated Documentation within its possession for its internal business needs. To the
extent that the State does not have possession.of the Software, Contractor shall provide a copy of the
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Software and associated Documentation upon request. The State agrecs to include copyright and
proprietary notices provided to the State by the Contractor on such copies.

D-4. Restrictions

In addition to Section 4 of Contractor’s SaaS License Agreement, the State agrees not to:
1. Remove or modify any program markings or any notice of Contractor’s proprietary rights.
2. Make the programs or materials available in any manner to any third party for use in the third
party's busincss operations, except as permitted herein; or
3. Cause or permit reverse engineering, disassembly or recompilation of the programs.

D-5. Viruses

The Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the Specifications.
As a part of its internal development process, Contractor will use reasonable efforts to test the Software.

for viruses. .

D-6. Audit
Audits will be governed by Section 10 of Attachment 8 to Exhibit B,

D-7. Software Noa-Infringement

The Contractor warranties are provided in Attachments 7 and 8 to Exhibit:B. Ii addition the:Contractor .
warrants that it has good title to, or the right to allow the State to use. all Services, .equipment,. and
Software, including any and all component parts thereof such as third-party software or programs that
may be embedded in the Software (“"Contracted Resources”™) .provided under this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark, copyright,
trade name or other intellectual property rights or misappropriate a trade secret of any third party.

D-8. Control of All Componcnt Elements

The Contractor acknowledges and agrees that it is responsible for maintaining all licenses or
permissions to use any third-party software, equipment, or services that are component parts of any
deliverable provided under this agreement for the entire term of the contract. Nothmg within this
provision shall be construed to require the Contractor to maintain licenses.and permissions for Software
acquired by the State directly or through third parties which may be mtegratcd with the Contractor’s
deliverables.

D-9. Custom Software (Not Applicable)

D-10 Software Escrow

Contractor agrees to provide to the State the currently existing source code and any other tools and
requirernents necessary to create executable or interpretive programs. This information may be
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provided to the State either directly, with any such protections as required by the Contractor or through
a mutually agreed upon Escrow Agreement. The State shall be responsible for all costs associated with
the Escrow Agreement and the State shall not assume any liability to the Company or Escrow Agent as
a result of the Agreement.

Contractor agrees that the State shall be entitled to utilize the source code in its possessidn and/or
demand a release of the source code from the Escrow Agent upon the occurrence of any of the following
events ("Release Events"):

a,

Contractor has made an assignment for the benefit of creditors:

Contractor ipstitutes or becomes subject to a liquidation or bankruptcy proceeding of
any kind, provided that Contractors is unable to causc the same to be dismissed within
sixty (60) days.

A teceiver or similar officer has been appointed to take charge of all or part of
Contractor’s assets, provided that Contractors is unable to cause the same to be
dismissed within sixty (60) days.

Contractor terminates its maintenance and operations support services for the State for
the Software or has ccased supporting and maintaining the Software for the State
whether due to its ceasing to conduct business generally , except in cases where the
termination or cessation is a result of the non-payment or other fault of the State.

Contractor defaults under the Contract and such default is not cured thlun a reasonablc
amount of time after notice thereof from the Statc to Contractor or

Contractor ceases its on-going business operations, or ‘that portion of its business
operations relating to the licensing and maintepance of the Soﬁwa.rc

Upon the occurrence of a Release Event, Contractor hereby grants the State thc right to use the source
code, and to authorize State employees only to do the same , solely for the purpose.of completing the
performance of Contractor’s obligations under the Contract, including, but riot limited to, providing
maintenance and support for lhe Software and subject to the nghm gmnted in this Conu-act

The remainder of this page is intentionally left blank; and to the extent not inconsistent with-this
Agreement, the terms of Attachment 8 to Exhibit B shall control the licensc of Conn'actor 3 software.
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Exhibit E — Administrativé Services
E-1.  Dispute Resolution ]
Prior to-the filing;of any formal procecdings with.‘rcspcct.'t'o a dispute (other than an action secking
injunétive. rolicfwith, féspéct 19 intellectial property rights of Confidential: Informafion); thé Paty:
believin g.itself aggneved (lhc “Invokmg Party") ishall call for. progressive managémeént involvement.in

the dispute negoliation: by. wrilten: notice to-the other Party: Such.notice shall be-without prejudice to
the Invoking Party’s nght 1o any.other remedy permitted inder the Contract,

The Pasties shiall usc: réasonnble efforts to arrange personal meetmgs and/or telephoné conferences.as;
needed, at-mutually convenient.times and ‘places,: between ncgonatm for the Partics'at the following
Successive management levels, edchiof: which shall havea period of allotted.time-as specified below-in
whlch to:attempt'to fesolve: Lhe dxspute

Tabic 12 .D:spute-_Resoliiﬁ'qn-ARe_.spo,n_s‘ibiljtx'and Schedule Fable:

S F
o

%ﬁﬁ’“ A AT e
ifis ' T : : Commander Justice ‘
(Primany | Steve Gartner Information Bureau - 5 Days
| First. - Lori Ambrose: " [VAdmipistrator [T D
. ‘ i, ' JiGne: 10 Days ;
| Second; | Marc’): Smith - | IF-Manager” 10.Days -
Third | KevinSawatdky, | ASsociate,Commissioner. | 15, D'a:,rs - t

Thic allotted timeifor'the first level negouauons sha[l begm ai the,daté the:Invoking. Party’s inotics" {3
rccewed byt I.he otliet Pm‘ty Subsequent al]ottcd time is days -from.the: da.te that lhc original Invoking:
Party s nonce is, reccwed by the: otherParty

E2 -Accéssaid Cooperation _
AS appllcable;and subject to tbc tcrms of tlns Agr_ecment and apphcable laws, re guIahons, and pohmes,

Systems Soﬂwnre packages thwork Systems; " éccunty Systcms, and hardwarc as“ reqmred -‘;o '
‘complete tha con!ract:d Services.

B3 Rccurd‘llctennon : T

-obhgat:ons under the Con ct: Contra _o : arid its; _ el
(3), yedrs following termination of the Contract mcludmg any extensmns Reécords: relating 1o, any
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litigation matters regarding the Contract shall be kept for onc (1) year following the termination of all
litigation, including the termination of all appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, alt such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officials so
authorized by law, rule, regulation or Contract, as applicable. Access to these items shall be provided
within Merrimack County of the State of New Hampshire, unless otherwise agreed by the State.
Delivery of and access to such records shall be at no cost to the State during the three (3) year period
following termination of the Contract and one (1) year Term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. Contractor shall include the
record retention and Review requirements of this section in any of its subcontracts.

E-4 Accounting

The Contractor shall maintain an accounting Systers in accordance with Generally Accepted
Accounting Principles (GAAP). The costs applicable to the Contract shall be ascertainable from the

accounting System.
E-5 Audit
Section 10 to Attachment 8 of Exhibit B will control as to audit rights.

E-6 Miscellaneous Work Requirements
E-6.1 State Website Copyright

All right, title and .interest in the State WWW site, including copynght to all Data and information,
shall remain with the State. The State shall also retain all right, | title and: mte;est in any 1ser interfaces
and computer instructions embedded within the WWW pages. All WWW pagcs ancl .any other Dam or.
information shall, where applicable, display the State's copyright. ~

E-6.2 Workplace Hoors

Ubless otherwise agreed to by the State, the Contractor’s personnel shall . work forty (40) hour weeks
between the hours of 8 am and 5 pm (Eastern Time), excluding State of New Hampsmre holidays.
Changes to this Schedule may bc made upon agreement with the State Pro_]ect Managu

E-6.3 State Owned Documents and Copyright Priviieges

‘The Contractor shall provide the State access to all State-owned:documents, matcnals, rcports and
other work in progress relating to this Contract. Upon expiration or términation of the Contract with
the State, the Contractor shall turn over all State-owned documents, material, reports, and work in
progress, if any, relating to the State at no additional cost to-the State. Docmncms must be provided in
both printed and electronic format.
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Exhibit F —~ Terms and Definitions

The following general contracting tcrms and definitions apply except as specifically noted elsewhere in

this Contract.

TERM

DEFINITION

Acceptance

Notice from the State that a Deliverable has satisfied
Acceptance Test or Review.

Acceptance Letter/Letter of Acceptance

Notice from the State that a Deliverable has satisfied
Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is
performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Contractor and
agreed to by the State that describes at a minimum, the
specific Acceptance process, criteria, and Schedule for
Deliverables. ’

Audit Treil Capture and Analysis

Supports the identification and monitoring of activities
within an application or system

Authorized Persons

The Contractor’s employees, subcontractors.or other
agents who need to access the State’s Data to enable the
Contractor to perform the services required.

Certification

The Contractor’s written declaration with. full supporting -
and written Documcntanon {including vnthout limitation
test results as applicable)-that the Contractor- has
completed development of the Deliverable. and certified its
readiness for applicable Acceptance Twnng of Review.

Change Order

Formal documentation prepared for a proposed cbange in.
the Specifications.

Completion Date

End date for the Contract

State Confidential Information

State Confidential Information includes any and: a]l
information owned or managed by thie State ‘of NH -
created, received from or on behalf of any Agency ofthe
State or accessed in the course of pcrformmg contra.ctcd
Services - of which collecuou, dlsclosure, probechon. and
disposition is governed by state or fedérallaw: or
regulation. This information includes; bnt is mot limited
to, Protected Health lnformahon (PHI) Pcrsonally
Identifiable Information (PII), Personal_Fmanclal
Information (PFI), Fedeml Tax: Infomxan‘ n:(FF), Social -
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and or other sensitive and Confidential Information.
Inciuding State Confidential Records State’s information
regardless of its form that is not subject to public
disclosure under applicable state and federal laws and
regulations, including but not limited to
http://www.gencourt.state nbh.us/rsa/html/INHTQC/NHTO
C-V1-91-A.htm

Contract

An agreement between the State of New Hampshire and a
Contractor which creates binding obligations for each party
to perform as specified in the contract documents. Contract
documents include the State P-37 General Provisions, and
all PExhibits and attachments, which represent the
understanding and acceptance of the reciprocal legal rights
and duties of the parties with respect to the Scope of Work.

Contract Managers

The persons identified by the State and the Contractor who
shall be responsible for all contractual authorization and
administration of the Contract.

Contract Price

The total, not to exceed amount to be paid by the State to
the Contractor for product and services described in the
Contract. This-amount is listed in the General Provisions
Section 1.8 (P-37).

Contract Term

The period during which the “Contract” shall be executed

as agreed between the Contractor and the State in the
Conlmct inclusive’ of extended contract period for reasons
beyond the control of the Contractor and / or State due to
force majeure.-

Contractor

The Contractoi’s employees, subcontractors, agents and -
affiliates who dre;  providing the seryices agreed 10 under
the contract. G

- Contractor Proprietary or Trade Secret
Information

Informauon deemed propnetary or atrade secret l.mdm.'
Illinois law

Conversion Test A test to ensure-that a Date conversion process correctly
' takes Data from a legacy system and successfully converts

it to a form that can be used by the new System.
Custom Code Code developed by the Contractor specifically for this

project for. _tlie State of New Hampshire
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Data

State records, files, forms, electronic information and
other documents or information, in either electronic or
paper form,  which will be used /converted by the
Contractor during the Contract term.

Data Breach

The foss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any
similar term referring to situations where persons other
than authorized users and for anotber than authorized
purpose have access or potential access to personally
tdentifiable information, whether physical or electronic.
With regard to Protected Health Information, “Data
Breach” shall have the same meaning as the term
“Breach” in section 164.402 of Title 45, Code of Federal
Regulations.

Day in the Life Testing

Day in the Life testing is a verification process performed
in a copy of the production environment.

Deficiency (-ies)/Defects

A failure, shortcoming or error in a Deliverable resulting
in a Deliverable, the Software, or the System, not
conforming to its Specifications.

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor to the State or under the terms
of a Contract requirement,

Department of Information Technology

The Department of Information Technology. established
under RSA 21-R by the Legislature effective September 5,
2008.

All information that describes the mstallabon, opergtion,

Documentation and use of the Software, either in. pnntcd or electronic
format.

Encryption Supports the transformation of data for security purposes
Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the

EnliEncenens Documentation 2s a result of improvement in quality,
value, or extent.

Firm Fixed Price Contract A Firm-Fixéd-Price Contract provides a price that is:not

subject to increase, i.c. ad;ustmcnt on the basig.of the
Contractor’s cost expencnce in performmg the Contract.
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Fully Loaded B Rates are inclusive of all allowable expenses, including,
but not limited to: meals, hotel/housing, airfare, car
rentals, car mileage, and out of pocket expenses.

Host An entity that controls the operation of the SaaS
Environpment

Supports obtaining information about those parties
Identification and Authentication attempting to log on to a system or application for security
purposes and the validation of those users.

. The process for making the System fully Operational for

Implementation processing the Data.

Supports the detection of illegal entrance into a computer

Intrusion Detection
system

Personnel identified by the State and by the Contractor as

Key Project Staff essential to work on the Project.

Licensee The State of New Hampshire.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help.support, services, other

Normal Business Hours Normal Business Hours — 8:00.a.m..to 5:00 p.m. EST,
Monday through Friday excluding State of Néw -
Hampshire holidays. State holidays are: New Year’s Day,
Martin Luther King Day, 1 President’s Day, Memoml Day,
hily 4%, Labor Day, Veterans Day, Thanksgiving Day, the
day after Thanksgiving Day; and Christmas Day. Specific
dates will be provided

information, other than Personal Information, -which is
not subject to distribution to the pubhc as-public
information. It is deemed to be sensitive and confidential
by the State because it contains information that is éxenopt
by statute, ordinance or administrative rule-from.access by
the general public as public information.

Non-Public Information
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' Personal Data

Data that includes information relating to a person that
identifies the person by name and has any of the following
personally identifiable information (PII); government-
issucd identificaion numbers (e.g., Social Security,
driver’s license, passport); financial sccount information,
including account number, credit or debit card numbers; or
protected health information (PHI) relating to a person.

Project

The planned undertaking regarding the entire subject
matter of a Contract and the activities of the parties related
hereto.

Project Team

The group of State employees and Contractor personnel
responsible for managing the processes and mechanisms
required such that the Services are procured in accordance
with the Work Plan on time, on budget and to the required
specifications and quality

Project Management Plan

A document that describes the processes and methodology
o be employed by the Contractor to cnsure a successful
Project.

Project Managers

The persons identified who shall ‘function as the State’s and
the Contractor’s. representative with regm‘d to Review and
Acceptance of Contract Deliverables, inivoice sign off, and
review and approval of Change Requests (CR) utilizing the
Change Control Procedures {CCP).

Project Staff

State personnel assigned to work with the Contractor on the
Project

Proposal

.A written.-plan put forth by a Vendor for cons:dmtlon in

response to a solicitation by:the State.

Protected Health Information (PHI)

Individually identifiable health irnformation transmitted by
clectronic miedia, maintained .in clcctmmc med:a, or
transmitted or maintained in any otkier form or medium.
PHI excludes education. records covered by the Family

‘Educational Rights and Privacy Act (FERPA), as amended,

20 'US.C. 1232g, records described ‘at 20 U.S.C.
1232g(a)(4)(B)(1v) and employment. records held by a
covered entity in its role as employer,

Regression Testing

Regression - lesting’ means 'selective .fe-testing. .to detect

. faulis introduced during the mod.lﬁcabon effort, both' to-

vc.r;fy that the. modifications kave- not caused umntehded

- adverse effects, and to verify that the modified and related

(possibly- aﬁ'ected) System components still- meet their
specified requirements. :

Resolve

Means (i) when the defect causing an incident or problcm
is repaired, and the defective component, if applicable, is
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returned to normal service and approved by the State or (ii)
when the State approved backup component is placed into
service so that functionality is restored to the affected
Services, or (iii) when the State approved work-around is
implemented which downgrades the Severity Level of the
Problem.

Review

The process of reviewing Deliverables for Acceptance.

Role/Privilege Management

Supports the granting of abilities to users or groups of users
of a computer, application or network

Schedule

The dates described in the Work Plan for deadlines for
performance of Services and other Project events and
activities under the Contract

Security Incident

“Seciity Incident” shall have the same meaning
“Computer Security Incident” in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technology,
U.S. Department of Commerce.

Security Review and Testing

IT Security involves all functions pertaining to the

securing of State Data and Systemis through the creation
and definition of security policies, procedures and controls
covering such areas as identification, authennwuon and
pon-repudiation

Service(s)

The work or labor to be performed by-the Contractor on
thie Project as describéd in a contract. .

Software

“All Soﬂware ‘As A Service and Commerclal Off The Shelf

computér programs and applications provided by the
Contractor under the Contract.

Software Deliverables

All Custom, SAAS and COTS Software and
Enhancements.

Software License

Licenses provided to the State,undcr this- Contract. =

Software-as-a-Service (5aaS)

Thie capability prowded to the State to use the
Contractor’s applications rinning on a cloud
infrastructure. The applications are accessible from
various cliept devices through a thin-client interface such
as & Web browser (e.g., Web-based email} or a program
interface. The State does not manage or control the
underlying cloud infrastructure including network, servers,
Opeiating Systcms storage or even individual application
capabilities; with the possible- excepuon of hn:nted user-

-spec:ﬁc application configuration- seltings.
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Solution

The Solution consists of the total Solution, which includes,
without limitation, Software and Services, addressing the
requirements and terms of the Contract Specifications.

Software as a Service (SaaS
Environment}

The servers, software and related infrastructure on which
the System resides which is managed by the Contractor
and provides the State access to and use of the System.

Specifications

Written details that set forth the requirements which
include, without limitetion, the Contract, any performance
standards, Documentation, applicable State and federal
policies, laws and regulations, State technical standards,
subsequent State-approved Deliverables, and other
specifications and requirements described in the Contract
Documents. The Specifications are, by this referencs,
made g part of the Contract as though completely set farth
herein.

Statement of Work

A Statement of Work clearly defines the basic
requirements and objectives of a Pro_;ecl. The Statement
of Work also definesa  high-fével view of the
architecture, performance and design mqtmemcnts, the -
roles and respons:bxhtles -of the State and- the Contractor. -

State Confidential Records

State’s information regardless of its form that is not
subject to public disclosure under apphcable state apd -
federal laws and regulations, mcludmg ‘but not limited: to
ht_tg,[[www,gencomsmtemh_us!rsalhm_@_vﬂﬂjm HTO

-31-A.btm

State Data

For Saa$ applications-, all Data created or in, .any: way . -
ongmalmg with the State, andall Data tbat is the output of
computer processing of or other cloctromc mampu]atlon of
any Data that was created by orin‘any way onglnated with -
the State, whetber such Data or cutput-is;stored on the
State’s hardware, the Contractor’s; ‘hardware or exists in
any system owned, maintained or othcrw;se control!cd -by
the State or by the Contractor. -

State Fiscal Year (SFY)

The New Hampshire State F 1sca.l Year-(SFYyruns ﬁ:um
July 1 of a calendar year through' Iu.ne 30-of the next
calendar year.
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EXHIBIT F - TERMS AND DEFINITIONS

State Identified Contact

The person or persons designated in writing by the State to
receive security incident or breach notification.

State's Project Manager

State’s representative with regard to Project management
and technical matters. Agency Project Managers are
responsible for review and Acceptance of specific
Contract Deliverables, invoice sign off, and Review and
approval of a Change Proposal (CP).

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Contractor which is performing
Services under this Contract under a separate Contract
with or on behalf of the Contractor.

System

All Software, specified hardware, interfaces and
extensions, integrated and finctioning together in
accordance with the Specifications.

TBD

To Be Dcu:rmined

Term

Period of the. Contract from the Effective Date through the
Completion Date identified in the P-37 General Provisions
or termination.

Transition Services

- Services and-support provided when Contractor is

supporhng System changw.

UAT

User Acceptance Test

Unit Test

Developers create their own test deta and test'scenarios to
verify:the.code: they have. created or changed ‘functions

pmpcrly as, dcﬁned.

User Acceptance Testing

Tests done by knowledgeable business users:who are
familier with the scope.of th¢ Project. The State

| creatcsldevelops test cases (subject to the States® approval)

to confirm the System was dcvcloped according to specific
user requirements. The test cases and scripts/scenarios
should be mapped to business reqmremcnts outlmed in the

user requirements documents.

User Managerment

Supports the administration of computer, apphcahon and
network accounts within an organization -

Vendor/ Contracted Vendor

The Vendor whose proposal or.quote was awarded the
Contmct thh the State and who is responsible for the
Scmces and Dehverablw of the Contract.
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Venfication

Supports the confirmation of authority to enter a computer
system application or network.

Walk Through

A step-by-step review of a Specification, usability features
or design before it is handed off to the technical team for
development.

Warranty

- The conditions under, and pericd during, which the

Contractor will repair, replace, or other compensate for,
the defective item without cost to the buyer or user. It also
delineates the rights and obligations of both partics in case
of a claim or dispute.

Warranty Period

A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Work Plan

Documentation that details the activities for the Project
created in accordance with the Contract. The plan and
delineation of tasks, activities and events to be performed
and Deliverables to be produced under the Project as
specified in Bxhibit B: Business/Technical Requirements
and Deliverables. The Work Plan shall include a detailed
description of the Schedule, tasks/activities, Deliverables,
critical events, task dépendencies, and the resources that
wonld lead and/or participatc on each task.

Written Deliverables

Non-Software written deliverable Documentation (letter,
report, magual, book, other) provided by the Contractor
either in paper or electronic format.

Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE
Department of Safety
Hosted State Message Platform System
. DoIT 2023-067
EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

Exhibit G - ATTACHMENTS AND CONTRACTOR CERTIFICATES
G-1. State of New Hampshire Required Attechments
a. Exhibit B, Attachmeni | — Hosted Solutions Policy
b. Exhibit B, Attachment 2 ~ CJIS Security Addendum
c. Exhibit B. Attachment 3 — NH Vendor Risk Assessment Report Template

G-2. Contractor Attachments
Exhibit B, Attachment 4 — OpenFox® Archive Retrieval Release Version 3

Exhibit B, Attachment 5 — OpenFox® Archive Retrieval Release Version 3.1
Exhibit B, Attachment 6 — Preliminary Work Plan

Exhibit B, Attachment 7 — Saa$ Site Maintenance and Support Addendum
Exhibit B, Attachment 8 — SaaS License Agreement

Exhibit B, Attachment 9 — Vendor Quote

G-3. Contractor Certificates .
a. Contractor’s Certificate of Good Standing

™o pP TP

b. Contractor’s Certificate of Vote/Authority
¢. Contractor’s Certificate of Insurance

Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE.
Départment of Safety
Hosted State Message Platform System:
DolT 2023-067
"Exhibit B, Attachment 1-- Hosted Solutions Policy.

nﬁkcqumnldnlsm R w"‘;f'_ §
. ‘Avatlabxhty percentage inust exceed:99.9% ’
« Must specify how percentage-is calculated.

'« Miust specify compensation.if availabilify fails .
L]

[ ]

TR e Ce e,

T W
‘Availability e :;

If the contract is tefmhinated:cither. by the Cdrittaétor o thie’ Smtc i
The Contractor tust be obligated to- presérve dita aiid providéitto,
the State in-an egreed upon format- within'90 days
Dedicated data center facllny at. spec:f ied location
Video siirveillance;of facility and perinieter
Hum:chty and temperature control
-Raised floor:
UPS and gencrator. system with on:site.fuel’ storngc of g mimimum; of
36 hours for the. generator w i
Fue d techon,fmd suppressmn ‘systems. - :
. .Eqmpment and: systems i ACCESS: sconfrolled aress i
e Facilitydesigned to; withstand. environmental damage such as from. '}
fire, flopds; and butricancs. i
4 Agsetmahagement system'in'place i

Data Préseryation

,?h;r§fsal

* &

‘Personnel.

: Personnelthh acccss fo unencrypted (o) data sha.ll con;t'om with
o L m—force ClIS. Sccunty Policy reqmrcmcnts T x " o,
I Network .- Unn CESSaTy: ports &semces ‘blocked. viaa: ﬁ:ewall at: lhej:cnmcter i
s Redimdant: en\'lronment and connectivity
chmgatlon (1solat10n) of state tmﬂic _
rk traffi :d:per. i ,-force CJIS Secunty Pohcy

.. Intmsxon ‘Dctectmm’vacnuon scnsors .
l'PS FW ‘and’ Servers reportmg to.a.monitored. secunty inj'a:u'r:na.mn'lF 1
. and.gvent: mnnngcment (S]IE'M) platform s '
Change:¢ontrol; process in place Ao frack all‘updatcs
thernal scannmg for nelwork vu]nerabahty assessment el
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Application/Data

Access restricted by authorized personnel.

Non-public data shall be encrypted per in-force CJIS Security Policy
requirements at rest and io transit.

Omly Contractor shall have description keys to the encrypted data.
Application vulnerability threat assessments

Penetration testing and code reviews; results shared with the State
(Independent testing may be required.)

Data backups encrypted per in-force CJIS Security Policy
requirements at rest and in trapsit.

Rotationai storage of data backups to secure off-site location per in-
force CJIS Security Policy requirements.

Backup media destroyed per in-force CJIS Security Policy
requireruents when retired.

Change contro] process in place to track all updates

—_—

i)

Notifications/Incident

The State must be notified in advance of scheduled system
maintenance.

The State must be notified immediately of any outages, incidents,
and regulatory non-compliance and subsequent to the outage
notified within 5 business hours of the cause of the outage, what was
done to correct it and what changes will be made to prevent it from
happening again.

An incident response procedure must be in-place.

Forensics information must be retained.

NH CSA CS0 must be notified within 30 minutes of a perceived
breach of security physical or cyber. (Identified thr'dugh IRP).
Resources used to restore data in the event of 2 compromise shall be
identified at the onset of an exeguted contract and:at any- world‘orce
change. These resources shall conform with the m-foroe (64
Security Policy requirements i :

Regulatory
-Compliance

All contractual regulatory compliance must be maintained.
Hosted solution must be certified SOC2 compliant.
Solution shall maintain compliancy with the in-force CJIS: Security. Poliey.

Audit

The State reserves the right to employ an independent auditor to validate the
services under the contract terms.

Service Level
Agreement (SLA)

An SLA must be included which defines the legal reldtionship-between the
State and provider and specify the technical, opmnona] -and: management
comrols in place to sécure the security of State information.

Remainder of this page intentionally left blank.
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STATE OF NEW HAMPSHIRE
Department of Safety
Hosted State Message Platform System
DoIT 2023-067
Exhibit B, Attachment 2- FBI CJIS Security Addendum

The goal of this document is to augment the CJIS Security Policy to ensure adequate security is
provided for criminal justice systems while (1) under the control or management of a private entity or
(2) connectivity to FBI CJIS Systems has been provided to a private entity (contmctor). Adequate
secutity is defined in Office of Management and Budget Circular A- 130 as “security commensurate
with the risk and magnitude of harm resulting from the loss, misuse, or unauthorized access to or
modification of information.”

The intent of this Security Addendum is to require that the Contractor maintain'a security program
consistent with federal and state laws, regulations, and standards (including the CJIS Security Policy
in effect when the contract is executed), as well as with policies and standards established by the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the installation and
maintenance of adequate internal controls within the contractual relationship so that the security and
integrity of the FBY's information resources are not compromised. The security program shall include
cousideration of personnel security, site security, system sccurity, and data security, and technical

security.

The provisions of this Security Addendum apply to all personnel, systems, networks and support
facilities supporting and/or acting on behalf of the government agency.

1.00 Definitions

1.01  Contracting Government Agency (CGA) - the government agency, whether a Criminal Justice
Agency or a Noncriminal Justice ‘Agency, which enters into an- agreement with a private
contractor subject to this Secunity Addendum.

1.02 .Contractor a private business, organization or individual which has cntered int0.an agreement
' for the administration of criminal }ustlcc with a Criminal Jusuce Agency or a Noncriminal

Justice Agency.
1.03  Responsibilities of the Contracting Government Agency.

1.04 The CGA will ensure that each Contractor employee receives a copy of the Secunty Addendum
and the CJIS Security Policy and executes an acknowledgment of such rccc:pt and: t.’nc contents
of the Security Addendum. The signed acknowledgmients shall remain: imr'the possession of the
CGA and available for audit purposes. The acknowledgement may. be sxgned by ‘hiind or via'
digital signature (see glossary for definition of digital signature). :

3.00 Responsibilities of the Contractor.

3.01 The Contractor will maintain a security program consistent wilh federal and state
laws, rcgulanons and standards (including the CJIS Security Pohcy in effect when
the contract is executed and all subsequent versions), as well as with pollcxes and

Page 1 of2
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4.00
4.01

4.02
4.03

3.02
3.03

3.04
3.05

3.06

3.07

3.08

3.09

standards established by the Criminal Justice Information Services (CIIS)
Advisory Policy Board (APB).

Security Violations.

The CGA must report security violations to the CJIS Systems Officer (CSO) and
the Director, FBI, along with indications of actions taken by the CGA and
Contractor.

Security violations can justify termination of the appended agreement.
Upen notification, the FBI reserves the right to:
a. Investigate or decline to investigate any report of unauthorized use.

b. Suspend or terminate eccess and services, including telecommunications
links. The FBI will provide the CSO with timely written notice of the
suspension. Access and services will be reinstated only after satisfactory
assurances have been provided to the FBI by the CGA and Contractor. Upon
termination, the Coatractor’s records containing CHRI must be deleted or
returned to the CGA.

Audit

The FBI is authorized to perform a final audit of the Contractor's systems after termination of
the Security Addendum.

Scope and Authority

This Security Addendum does not confer, grant, or. authorize any rights, privileges, or
obligations on afy persons. otherthanthe Contmx:tor CGA, CIA (whcm applicable), CSA, and
FBL

The following documents are mco:po:ated by reference and made part-of this agreement: (1)
the Security Addendugy; (2) the NCIC.2000° Operating Mamal; (3).the CJIS' Secunty Policy;
and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also subject to'applicable
federal and state laws and regulations.

The terms set forth in this document do not constitute the sole mdmmnd.mg by-and between
the parties hereto; rather they. augnient the provisions of the CJIS! Security Policy to provide a
minimum basis for the security of the system and contained information. ard it is understood
that there may be terms and conditions of the appended Agreement whmh impose more

stringent requirements upon the Contractor.

This Security Addendum may. only be modified by the FBI and may not be modxﬁed by the
parties to the appended Agreernent without the consent of the FBI.

All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division,
FBI 1000 Custer Hollow Road .
Clarksburg, West Virginia 26306
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Executive Summary

The State of NH requires that all systems connected to the State Network or process State data,
meet an acceptable level of security compliance. This includes those systems that operate
outside of the States’ direct control such as Cloud Services defined as Software as a Service
(Saas), Infrastructure as a Service (laasS) or Platform as a Service [PaaS).

The State of NH has adopted the National Institute of Standards and Technology {NIST} Special
Publication {SP) 800-171 as the baseline for security requirements with NIST 800-53 as the
source for identifying and implementing specific information technology security controls. This
security baseline provides the State of New Hampshire basic requirements to protect citizen
data and services. These basic requirements and controls are referenced or described in the
State of NH Statewide Information Security Manual (SISM).

The following is a high-level view of specific security requirements that are needed to meet
compliance. The control references [e.g., AC-2) refer to the specific NIST 800-53 control as

listed in the SISM,

Note: There may be additional requirements depending on the sensitivity of the data and other
Federal and 5tate mandates, or agency specific requirements.
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1 Introduction
1.1 Purpose

This report and its underlying assessment are intended to enable State agencies to reach a

state-ready decision for a specific system interfacing with the State of NH's network that is
based on organizational processes and the security capabilities of the Moderate/Low-impact

information system.

1.2 Outcomes

Submission of this report by the Vendor does not guarantee a state-ready designation, nor
does it guarantee that the State will procure services from the vendor.

1.3 State Approach and Use of This Document

The VRAR identifies clear and objective security capability requirements, where possible, while
also allowing for the presentation of more subjective information. The clear and objective
requirements enable the vendor to concisely identify whether an application or vendor is
achieving the most important State Moderate or Low baseline requirements. The combination
of objective requirements and subjective information enables State to render a readiness
decision based on a more complete understanding of the vendor’s security capabilities.

Section 4, Capability Readiness, is organized into three sections:
s Section 3.1, State Mandates, identifies a small set of the state rna_n;iates a vendor must
satisfy. State wilk not waive any of these requirements.
+ Section 3.2, State Requirements, identifies an excerpt of the most compelling
requirements from the National Institute of Science and Technology {NIST) Special

Publication (SP) 800 document series and State guidance. A VENDOR is unlikely to
achieve approval If any of these requirements are not met.

» Section 3.3, Additional Capability Information, identifies additional Information that is
not tied to specific requirements, yet has typically reflected strongly-on a VENDOR's
ability to achieve approval.
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2 VENDOR System Information

‘Provide and validate the information below. For example, if the deployment model is
‘Government oply, ensuré there are no'non-Goverfiment customers. The VRAR template is
‘intended for systems categorized at the Moderate or Low security impact level, in.accordance
with the FIPS;Publication 199 Security Categorizatian:,

Table 2:1: System.Information

VENDOR Name:

' Solution/System Name:.

Service Model: (e7g., iaas, Paa$, Saas)

FIPS PUBI199 Systein Security Lavél: {e.g., Moderate; Low)

] Fully: Operational as of:-Enter the date'the system’ became fuilfy: operatlonal

'Number:of Customers (State/Others) Eriter# of customers / #of other customiers

. Deployment Model; Is thelsemce aPublic Gloud, Government-OnIy €loud, Federsl Governmient-Onty
-Cloud ‘OF ] Other'r’ i other please descnbe

'System Functlonahty Bnefly descnbe the functlonalutv of the system and: servu:e bemg prowded

Relationship to: Other Vendors ar:CSPs

lf thlS system resides m another VENDOR s nvif

oﬁerlng wlth a State,Authorlzatlon Only the servlce ojj’erlng wlt _'_,_t'he § tate Authonzatlon may be
Jeveraged -

e
ST ‘;;.fn"‘ﬂ ;
sl

G

this stem !everagmg‘an
underlylng prowder? ’

= = | DT e

List.olfs semces leveraged The. system Sfrom:i whlch the. service ls leveraged must‘ be llsted»m {Table 2-2
above. 1 )

‘Table 2:3, l.everugetf S'ervlces

L‘i?"‘ B

State whatus bemg leveraged ELisE: th'*’ dpabll: :

or"None ‘if no'service is- ! prowdes {e g', ‘_ad balancer SIEM;
leveraged or ifthe VENDOR s database audtt logg.'ng)
?‘esponstble for the entlre Stack ' ;

whlch the: serwce is’ bemg '
leveraged
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Data F!ow Diagramis

Insert Vendor-validated dota flow diagrum{s) end provide a written:description of the data flows. The
diogramys) must:

o clearly identify anywhere Stite dato is to be processed, stored, or transmitted;.

» clearly délineaté.how datd comes.into and out of the system boundary;

» clearlyidentify data flows for privileged, npn-pr'.i'_vilégefl_ and customer dccess; and

» depict how. dll-‘pqrts, protocols, and. services of gll_-?pboufqd- and-otithound troffic are represénted
ahd:managed. '

Separation Measures [AC:4;-5C-2; S¢:7]
Assess and describe the strength'of the physical and/or logica- sépdration measures. i place to provide.

segmentation.andisclation: of tenants; administration, and" operatrons -addressing. user-to-system;’
-admin-tosystem;;and system-to:system re!atronsh:ps.

The Vendor must base the assessmeént.of seéparation.measures on very: strang evidence, such as:the
-review of any existing, penetratfon festing resufts, or. on- expert review of the products archrtecture and
“confi igurations mvolved The Vendar must describe how: the- methods used to venfy4 the strength; of
separation'megsures.

Svstem Interconnectlons

A System‘Interconnection’is a; ded:cated connect.ron‘between mformat:on systems, such, as; between o
‘SaaS/PaaS and underlying. IaaS

The Vendor must comp!ete the rabIe below3".!f the. answer to any,questmn s yes, pleafej bneﬂy‘dés,g:_r,_l_'b'e. -

2] -Daes the svstem conne.ct to a. corporate or
state’ |nfrastructure/netwurk? . ] e
3 | Does.the 'system’ connect to: external . if "yes,* complete Table 2:5:below: ~

systems? | “ ¥ . "

Page’ 7 6F25.
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If there are connections to extemal systems, please list each in the table below; using one'row per
interconngéction. Ifthere are no externol systern connéctions, please type “None” in the first row.

Table:2-5. interconnection Security Agreements {lSAsJ

Do g;"
N
ATk L]

g Extern LSystem ¥

i 'Jicf ; i W
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Capability Readiness

State Mandates

This section identifies State.régquirements.applicable o allState:approved systems.
Requurements labeled B+ (Basehne Plus) indicate’ handllng of restricted, confidential, or
federally regulated information which corresponds to Section Two'of the SISM. All
requiremehtsin this section must.be met. Some of these topics are also covered in greater
detail'in Section 0, State. Requirements, below.

Only answer *Yes™ If the requirement:is fully:and strictly met. The:Vendor must answer “No* if on olternative
simplementation is in place.

Tabie 3-1: Stateé Mandates

Data at Rest, Authentication: Are.only.FIPS 140:2/-3 Va!idated or Natlonal' .
Security Agency (NSA)-Approved cryptographic. modules used'where
cryptography.is requirgd?’ '

2 Tra nsmasslon Remote Access Are FIPS 140—2/ 3: Va[" ated o Natlonal

A

; Archwes and Records»Admin!stratlon (NARA) requlrements and Freedom of

will’ prowde;to the State . certlﬂcate of:data. destructlon? [MP-S]‘
9 Al operatmg svstems (GS) A major appllcatlon software components ! ©oEk

Pn9090f25 -
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MUST have a rogdmap to upgrade with a State approved timeline. Does the’
‘application support the N-1 requirement?
10 Does.the vendor have a current E‘.ff’llparty attestation certification and is it
B+. | regularly renewed? The State requires an independent 3" barw:atteétation‘
(€.g., FEdRAMP, StateRamp, SOC 2 Typ€ 2, 1S0'27001, of HITRUST) priof to
‘contract award for: systems contalnlng Restricted/Highly Restrictéd data.

I (RooScertificotionfunlessithelapplication

E_xgl_f_g_ft!y covered, as!ggﬁt;_gf ellaas/Raasassessments! {CA-7, RA-3; SA-9}
11 | Does the VENDOR'S staff have appropriate background.checks for

B¥ | unprivilegad and priviléged access and accotints according to Federal
-and/or State Restricted/Highly Restricted regulations and procedures for
those systems that require it?{AC:2, PS-3)

State 'Bequﬁgmgntsk

This:section identifies additional State Readiness:requiremerits. All requirements in this section
hust be met; however, altérnative implementations:and non-applicability:justifications may:be
consjdered-on-a limjted basls..

Data‘at 'R'estrar'id Kutﬁ'ent“ii:ation‘ S;C' .1‘3_

The:Viendor must efstire FIPS:140-2; o7 1403’ where,ava:lab!e Vahdated OF NSA Approved:algonrhms
are: used for all encryptmn modules FIPS 140-2 Complrant .vs f otsuff‘ c:ent The Vendo mo_' add. Ws: to

:camphant cryptograph!c mé&ﬂes In use . o TG
‘Table'3-2a. Dota.at Rest & Authentlcatlon '

2" "Authent:cationr[IA-S IA-7}

'ana 10.0f25- < ~
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Transport Layer Secutity [NIST SP 800-52, Revision 2]

The.Vendor must.ensure FIPS 140-2, or 140-3 where available, Validated or. NSA-Approved algorithins
'ore used for gil ericryption modules relating to block cipliers, digitol signatures énd hash functions. Full
FIRS'mode is not required unless other regulatory requirements must be met. The' Vendor may add rows
to the table.if appropriate but. must not remove the original rows. The Vendor rust ident:fj;_.dﬁ nori-
complianit cryptographic modules in use.

o | I Ak —?ew‘,

"i-.r z
-1 [ Transmission:[SC-8 (1), SC12,
:SC*12:(2, 3)]
2 | Remote Access [AC-17 (2)]

The Vendor must identify.all protocols in use: The Vendor may add rows to the table.if approprioté, bit;
must NSt rérmove the ortglndl.rows:.

Pageddof38 7
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Table 3-3. Tfansporr' Protocol

; .. aThe] ‘r\iﬁtographpMnduqi%p
AR

SSL(Non Compliant)

TLS 1.0 (Non-Compliant)

TL51.1 (Non:Compliant)

TLS.1.2 (Compliant}

TLS 1.3 {Compliant)

u-:sw_mn—-w

Identiﬂcation and 'Autheritfcétibﬁ.J'Ai.'lthbri'zéitidh, 'ah'd.AEcé's.'s :.'C'dﬁti'ol

Only answer yes" i the answeris: consistently yes.! *'For partially. i‘mpi‘emented areas,.answer-"no” and
-desctibe'what is m:ssmg to ach:eve a “yes’ answer:Ifi mhenred p!ease indicate paniai or full inheritance
.in'the' "Describe Capabihry" column Any. nonsinherited capabiht:es must be tescribed.

Table 3-4 Identiﬂcarlan and. Authenr!catlon, Aiithoﬂzaﬂon,,and Access Coii tral

Does the systern umquely |dent|fy and -
-authorize organlzatlonal users (or processes

‘manner that cannot be repudlated and
| .whur:h sufﬂt:iently reduces the Fisk of:

2 Does the system reqmre rulti-factof -
autheéntication (MFA).foF: administrative
atcounts and’ funct:b’ris? [lA—2 IA-2 (1),.IA—2 :
@ 1
3 |1srole-based:actess 'used;’ managed and . :
‘m'ohitbfed? [|A-4 iA-5]‘._

‘personnel‘s access to resources?j[AC-G AC—S"
;'{1), AC:6.(2))

5 | Doesithe system:restrict: non-privlleged

| users from:perforining;privileged f.un.czi.on?
1AG-6,AC6 (1), AEB(2), A6 (10)):

6 | Doesthe.system:ensureisecure separation: |~ -
of customer data?.[5C4] . e

Page 12 of 25 ( E '
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E‘ e Jﬁgu ' ¥ \; ‘*" e ﬁ. ,}1 Eg; E@' ;_Qescnhe_:%apa Bility S UpDOTHAE T ,g,lw-
%‘ﬁg %ﬁa o] r“m- fiq\:-._ *'E%’F '~ E g;,f. o.% *Fewq‘ence, and aﬁﬁssmg ele DS
7 | Does the syst_el_'n ensure-seeur_e sepgrqt_son The capability descnpt_;qn_gg.nq_t,
- of customer processing environments? [SC-. required here, but must be included in
2) Section 2.3, Separanon Measures
8 | Does the Systémi restrict access of The capabmty descrrpt:on is.not:
! administrative personniel ina way:that, Ilmuts _required here,:but-must be'included in.
“the: capability of individuals to comiproenise ;Section 2:3, separation‘Meagsures..
thesecurity of the'information system? {AC- '
2]

'9: | Does the remoteiaccess capability include
‘VENDOR-defined'and implemented:usage

‘ restrictions, configuration guidance,.and
-authorization:procedure?[AC-17]

A0. | How willthé State’s password policy be:

. |-enforcéd?.State réquires minimiim 14--
charactercomplex passwords {Upper;
 Lower; Special Character’& Numerlcai) [IA S]_

»!\udn:l Alemng, Malware. and Incident Response

iOnly answer “yes* rf the. answep!s cons:stent!y "ves.” For. partiaﬂy Imp!emented areas, answer" *no¥.and,
.describe.whatiis missing to.achleve d-*yes" ¢ answer finherited, please: indrcate B "ml or fu!! inhentance

In'the "Describe Capabthty” caluma, Any non—inhented capabrht;es rhust be. descnbed
Talile 3-5. Audlt A!erﬂng, Mahvare, andl den; Response

detect contalh; ; and eradncate mallclous
lsoftware? [SI 3]

3 .Does the»VENDOR have the -capabllity:to e T |
detect unauthonzed or mallclous use of the- I e it
| 'system, ineluding: inslder.thr it and 5
‘external intrisions? [51-4 Sl=a{a); 51-4:(5), . i,
REEA TS v = : o
4. | Doés the VENDORIog and momtoraccess | i ' g T
to-the. system? [Sl-4]

Pago 13 of.25. A
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Response Plan and a fully developed
Incident Response test plan? [IR-3, IR-8]

Does the VENDOR have a plan and
capability to perform security code analysis
and assess code for security flaws, as well
as identify, track, and remediate security
flaws? [SA-11])

If the system contains no custom
software development, do not answer
Y or N, Instead, state “NO CUSTOM
CODE” here.

Does the VENDOR implement automated
mechanisms for incident handling and
reporting? [IR-4, IR-4 (1), IR-6]

Does the VENDOCR retain online audit
records for at least 90 days to provide
support for after-the-fact investigations of
security incidents and offline far at least
one year to meet regulatory and
organizational information retention
requirements? [AU-11]

Does the VENDOR have the capability to
notify customers and regulators of
confirmed incidents in a timeframe
consistent with all legal, regulatory, or
contractual obligations? The State of NH’s
requirement for security breach reporting is.
24 hrs. of incident confirmation. {IR-6)

10

If the VENDOR’s solution provides emall
“send as” capabilities, does it support
DMARC and DXIM for email protection?

If the system-does not support this
Jeature, do not answer Y or N. Instead,
state “Not Applicable” here.

Pego 14 of 25
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Contingency Planning.and Disaster Recovery

Only onswer “yes” if the answeéris consistent!y ‘yés.” For.partially implemented areos, onswer “no” and
describe what is missing to: ach:eve o “yes* answer. If inherited; please indicate portial or full inheritance
in the “Describe Capabmty co!umn ‘Any non- mherfted capabrlmes ‘must be described.

A5 ﬁ.Descrll:'lﬁg:apa STy Eeupporting: eg_ |
fﬁenceinn any missmg?elt“ JS%

Tablie 3-6. Contmgency P!anmng and Disaster Recovery.

Doés the. VENDOR have the capab:llty to

recover the system to'a kndwn.and

functional state followingan outage. S .

“breach, DoS attack, or disaster? [CP:2, GP:9,
€P-10]

i2 | Doesthe VENDOR have a'Contingency.Pian
and a'fully.developed Contingency Plantest
planin accordance with:Statewitle.

: lnforrnatuon Security Manual? [CP-2,.CP—4]

3 |’Does the:system have-alternate’ storage

-and processing facilitiés? [CP-6, CP-7],

4 | Does:the'system have:or usg alternate =

telecothmunications Foviders? [CP- 8]

5 | Does the system have backyj ]

genieration or.othér Feduhdaney? [PE-11) _

6 |'Doés the VENDORhavéiservice level

! zagreeméntsz(sl.?As')‘ln place:with:all

telecommunications provtders? [cr-8] _

i TU T e R i = =

JF

Configuration andsRisk Mana ement:

e T

Om'y answer “yes” [f the answer s cansrstently yes_
déscribe whit s issing to achievela "yés” answer Af inherlted please mdrcate partial or fuﬁ mher!tance
In:the “Desciibe. Capabihty -column. Any non-lnhented capabillr!es must-be described:

Gl estlo

comp!ete,.anAd,.aqr-.ura.t.g.ba,se.ling
configuration of:the information:system#
[Cm-2]

;Pngn 15 of 25\ &P
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Does the VENDOR mauntam 3 current
complete, and accurate inventory of the,
information system software, hardware,

and network components? [CM-8]

Does the VENDOR have a Configuration
Management Plan? [CM-9]

Does the VENDOR follow a formal change
control process that includes a security
impact assessment? [CM-3, CM-4, CM-4

(2]

Does the VENDOR employ automated
mechanisms to detect inventory and
configuration changes? [CM-2, CM-2 (2),
CM-6, CM-8]

Does the VENDOR prevent unauthorized
changes to the system? [CM-5)

Does the VENDOR establish configuration
settings for products employed that reflect
the most restrictive mode consistent with
operational requirements? [CM-6, CM-7]

if “yes,” describe if the configuration
settings are based on Center for
Internet Security (CIS} Benchmarks or
United States Government
Configuration Boseline (USGCB), or
*most restrictive. consistent with

Does the VENDOR ensure that checklists:for’

configuration settings are Security Content
Automation Protocol (SCAP)-validated or
SCAP-compatible (if validated ‘checklists are
not available)? [CM-6)

operational-reguirements.”

i

For the following questions, Vendors may use Table 3-18 “Continuous Monitoring. Capabmﬁes -
Additional Details” to enter the copability descriptions, supporting evidence and misslng e!ements

Prpe 18 of 25
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: Management (SCRM) plan and processes to
: :dentlfy and:address weaknesses or

g | Doesthe VENDOR perform authenticated Describe how the Vendor valldated
operating system/ infrastructure, web, and thot vulnerability scans were fully
database vulnerabilityscans at least authenticated..
monthly, a3 applicable? {RA-5, RA-5:{5})

|10 | Does the VENDDR:demonstrate the. Describe how the Vendor validated
: _capability-to remediate High risk that the VENDOR iernédiates;High
- yilnerabilities within 30 days.and vulnerobilitieswithin 30'déys.ond
| Moderate riskvulnerabilities:within 60 iz;ﬁfrate;vulnerabﬂmes:wi,thin-‘fz' J
days? [RA-5, §1:2] T
1’11 | When:a high risk vuinerabilityis identified
' as part:of continuous moni'torlng actiuiti‘e;é i
does the VENDOR consfstently check audlt
12 [ 05 | Bescribie. the-Veridor's SCRV:plan and-

processes.

‘Only.dnswer -ye.f' Jthe answer is cons:sre{it!y yes:.u‘ G

:descnbe what:s rmssmg to ach:eve a' yes" answ

; :"through PE—S PE 8]

T Does.the VENDOR® rnonitur.

1 access to:the inforingtion systemiand'

and: Iogiphysical

‘maintain.access records? (PE-6; PE-B}

Pago 47 of 25 g 3
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; L:?S};&:r;tftg’canpabnlnyfsupportlngﬁ, '
Jewdence‘fandhnyérr'ffssmg,elemrh :

Does the VENDOR monitor and respond to
physical intrusion alarms and surveiflance
equipment?-{PE-6, PE-6 {1)]

Policies, Procedures, and Training
The Vendor must indicate the status 6f policy and procedure coverage for the NIST 800-53 Rev 5 families
listed-in Table 3-9 below.

To answer-"yes™ to @ policy, it must’ be ful!y deve!oped documenred, and d:ssemmated ‘and it must
:address purpose,” saope roles; responsibihtf ‘manggement’ commlrment coordmatlon among’
-organizational ent:tles and’ comphan e.'A single policy document may address more than one family
provided the NIST requirements of each*:1%ore  fully addressed. .

To dnswer “yes” to,u procediire, it must be fully.developed and.consistently follawed by the appropriate
staff: List all opplicable procedure documents for each'family:

VENDORs;musr e.srabﬂsh I:he!r own ‘Set, of Policfes qnd_Pracedures'{P& Ps) They can be Fnh’g_r&gg’ from )

.procedure elements must be exp!afned in Tab!e 3-10, below_

_Tab!e ‘3-8, Pahaes and Pmcedures

7| Access Control [AC 1] AT
i r ..'
-Procedure(s):
12 .:{Awareness &Traming' o F TS i “| Roliy: -
‘[AT-1) s | e
’ ; - Procedure(s):
3 | Audit&Accountabitity [ | | “Palicy: .
[ AU N b s
. - |Procedurels):
4" 1-Security-Assessment & T T el T T LT
Athorization [CA-1} : .
Procedure(s):

Poged8 ofaE g S
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pET S

AT S S

gt
B

5 I (.Zonﬁgurailon
Management [CM-1]

Procedure(s):
L ]

& | Contingency Planning Policy:

[CP-1) .
Procedure(s):
L

7 | identification & Policy:

Authentication {I1A-1] .
Procedure(s):
[
8 | Incident Response [IR-1] Policy:
*
Procedure(s):
: ;

9 | Maintenance [MA-1] Policy:
Procedure{s):
L J

10 | Media Protection [MP- Policy:

1] .
Procedure(s):
L ]

11 | Physical & "Policy:
Environmental .
Protection [PE-1] Procedure(s):

[ ]

12 | Personnel Security [PS- Policy:

1] LI
Procedure(s):
-«

13 | Risk-Assessment [RA-1] Policy:

[
Procedure(s):
.

14 | System & Services Policy:

Acquisition [SA-1] . z
Procedure(s):

Poge 18 of 25
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_W-‘“"“?‘ e ? Y BRI TR O TR s
%’%‘ Version amj Da? R ?‘R%ﬁ%ﬁgﬂ%
.Pol!cv
Communications .

Protection [SC-1] Procedure(s}):.

L ]

16 | System & Information Policy:

Integrity {Si-1) 1 .
: Procedure(s)”
S oy =

17 | Planning [PL-1} Policy:

|+
Rrocédure(s):

9«3
15-

B
18 | 'Supply Chain Risk- Policy:.
‘Management{SR-1] * .

- | pivcedure(s):

For.any family.with-a policy or. procedure: gap,fp!ease descrlbe the. .gUp; helow.
Table 3-10. Misst'ng Policy and Procedure Elemem:

The:Vendor must answer"the.ques'rionsbé!o'wf

Table 3—11 Securtty Awareness Tmming

-----

on: secunty awareness; and roie—
secority: responssbilsttes?

Page 20 of 25 <
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Additional Capability Information

State will evaluate the responses‘in this section on a.case-by-case basis.relative to a State-
Ready designation decision. *

taffmg Levels

Inthe table below; the Vendor must describe the VENDOR s organizationol structure; staffing levels.
current!y dedrcated ta’ the security of the system, as well'as aiy planned changes to these staffing levels.
Th:s desr:npnon must cfenr!y indrcare role and number of mdrviduals as weH as rdent:fy whrch staff is full-

Chishge Mariagement Maturity

Whilg the fol]owmg change management capabilities.are:not:required, they indicate.a more-
mature change management; capabillty and may.influence a State Readiness decision; especially
for:larger systems.

The Vendor must answer.the questions. below.

Table 3-13. Change-Manegement

EDoesthe. END@R' ‘change Eoa
include a:fully. functlonlngchange'-‘d, e
-{CCB)?

VendonDependencies;and Aggeements

ST e

The Vendor.must answer the, quest:ons be!ow

Toblé'3-14. Vendonoependencies andAgreements

Table 3-15 Vendor
' Dependeng!es below:

securlty and/or software a.nd hardware sui:port?

Page 21 of 25
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R s sk e S A b

2 W:thin the systein, are all praducts still actively If any are not supported,
suppoited by théirrespective vendors? answer, “No.”

3 i-Does the VENDOR have a formal agreement with a If *yes,” please complete
véndor, such as for mairitenance of a leveraged service Table 3-16. Formal .
offering? -Agreements Details below.

If there are vendor dependenties, please list each In.the table below, using.one.row per dependericy:.For
example, if using. another vendor's,operating system, fist the:operating system, version, and vendor
nome.in the first column brleﬂy mdfcate the VENDOR’s reﬂance on that: vendor for patches, ond indicate
whether the vendor snll develops and Issiies. potches for that “product.-If there dgre no vendor
dependenaes, pleose type “None” in the first row:

Table:3-15.'Véndor.Dependency Detalls

Contmuous Monltoring Capabllities

Jn.the: tabies -below, please descnbe the: current state of the VENDOR’S Contlnuous Mo ' f(qring
capabrl:aes os well as.the length of time. the VENDE“H thas: been pe:formlng Contrnuou Momtonng for
*thrs system

_Tubles-l -ContmuousMomtonngit.‘apabihties _ o ow oo g

' 700e$ the VEND(DR(have a. Ilfecycle management plan
- that; ensures produds are updated before they reach the
) }end of thélfvendor sipport period?. T )
"2 | Dogs the VENDOR Haveé the; ability to’ ‘scamatl hosts i the = k. ERTELE
 Jnventory2 '

P399220f25 . N4
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Does the VENDOR have'the abihtv to provlde scan files
fm a'structure data format, such'as CSV XML files?

& |15 the VENDOR properly. maintaining-their Plan of Actlons
* | and Milestones (POA&M_), ineluding ‘timely, accurate,

and completé.information entriés for new scan findings,
vendds chieck-ins, and closure of POA&M items?

.ln the table, be!ow _provide.any add:t:onaf ‘details:the Vendor believes ta be relevant to State’s:
understandmg of the VENDOR's: Contmuous -Moaitoring Capabmt:es if the: Vendor has:ho. add:t;ona!
detaHs, please state,*None.*

Tuble 3-18. Conr!nuous Mon!toring Capabllit!es -—Addftlonal Detal_ls

: f_b__ae Ta05/Boa 057355455’ m‘enrsl [CA 7, RA 3 SA 9]

Status'of $ stem Secun' Plan_ SSP

,'!den t{f er for each and mdrcate whether a-; 1
statement. '

An the; tab!e below,:state: the riumber of controls,with’ an. a!temunve fmplementat!on Uist:the:Control -
é!denr:f’er for eoch.

iTab.fe 3—21. Contro!s wi hian A!ternatfv‘ "lmplementation

w‘..z| 1 _»

' g;?u;:;oorflitsﬂals |< 5
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Organization’s Security Representative or designee

PLEASE PRINT NAME

SIGNATURE Date

Page 24 of 25 < 4
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) OpenFox® Archive Retrieval Version 3
A Impact Statement

" Thay ¢y Frev Ui

1 INTRODUCTION

Computer Projects of lllinois, Inc. {CPl) is pleased to announce that version 3 of the OpenFox®
Archive Retrieval {Archive V3) is now released for general availability. This version is available to
our user communily as a new installation or as an upgrade from version 2. The changes in this
new release improves performance, functionality, porlability, maintainability and transparency to
the end user.

Archive V3 is built on the Fennec Broker platform. This new platform brings a new standard in
terms of performance and reliability to the Archive Retrieval product. It bridges the gap between
architecture differences such as different operating systems (A1X, Linux, Windows) and database
technology (Oracle, SClLServer, etc.).

The Fennec Broker platform supports parallel processing to ensure that the Archive system
remains responsive even when it is servicing many simultaneous user sessions. Archive V3
reports when a user’s request has been delayed because there are too many concurrent requests
from other users. This approach keeps the entire Archive system performant, while transparently
reporting the status of any request to the user. Archive V3 brings consistency to the case
sensitivity of string searches found in previous versions of Archive. Finally, this update includes
further enhancements that are described in more detall in the "New Archive Retrieval Features”

section.

As a general rule, CP| will first apply the update to your test system. Once CPl has obtained your
approval, we will schedule the production upgrade.

1.1 Requesting the Update

To request the update, please contact the CPI Support Center. The Support Center will open an
enhancement request ticket and the ticket will be assigned to the Software Update Group. You
can contact the Support Center via email at suppori@openfox.com or by phone at 866-471-6305.

1.2 Prerequisites

The following outlines the prerequisites needed to upgrade to Archive V3

+ Desktop Version 3.00.800, or laterto be installed

+ Java 6, or later installed on the server

» Configurator 7 or later, if agency only search logic is required
 Archive Retrisval Version 2 {Archive V2) '
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If Ihese. prerequisites have not been installed, then they must be complete’d;fp‘rie_[ to starting the
upgrade to Archive V3. This will require. additional mainienance. hours beyond those ‘quoted
below. Please contact your CPI project manager for additional information,

If Archive V2 is not-currently installed, then this effort'is not an uipgrade. Instéad, this effort is &
new instaliation and must be implemented following the new-product guidelines. Please;contact
your CP| project manager for-additional information.

1.3 Maintenance Hours

If alt system- prerequlsites are complete, then the effort: requ;red to-upgrade. from: Archive V2 to
V3 results in‘a total of 12 maintenance hours being billed 1o your account;

1.4 Uﬁg’rade;Prccedure

First; CPIwill suspend the: Archlve Retrteva! loads and dlsab!e the message-smtch ‘interfaces
‘used in-Archive V2: -

Next, CP} will Upgrade: the, system sdftware., This: mcludes changes 10 the GpenFox Message
Switch: and -associated appticatuons. .mstallmg the-. Fennec Broken ptatform imptementlng
dalabase changes and updatlng the: Archwe‘,‘ n'evat Client

Lvare]

Fmally, ‘CPI. wull resume;the; Archlve Retnevat loads

At ithis point, ‘CPI executes the Archilve 'V3 test plan to verify’ the system is operahng to

specrﬂcatlon and then the soﬁware is; ready for: customer use

sHeariof eniginesrs; efid users il figad. o conipletely
n-and:refaunchito download thé;changes. ‘

Once testlng has been completed by CPt_

15 -Prepara'tion'Stepszahd lnforr'natton'-

Prior to the. product:on upgrade please make your user. commumty aware:of the:production cut
over. impact-In pamcular they. should be. made aware thatithe. ‘Archive: Retneval system will:be
unavailable for apprommatety 30.minutes '
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2 NEW ARCHIVE RETRIEVAL FEATURES

This section describes the new features introduced in the Archive V3 release.

21 Query Updates

A search queue mechanism has been implemented in Archive V3 in order to increase the
performance and reliability of the system especially when running concurrent searches. The
system allows multiple searches to execute simultaneously. The exact number of searches that
can execute simultaneously without impacting system performance depends on the amount of
hardware resources (CPU, memory, efc.) available to the Archive system. CPl Engineers tune
the Archive V3 system to support the maximum number of concumrent searches, given the
hardware resources available.

When the system is already running the maximum number of simultaneous searches, and a user
begins a new Archive search, the system will delay the new search until a previous search has
completed. As soon as the previous search is complete, then the new search is processed. '
Provided that there are adequate hardware resources available to Archive, this situation should
only arise on the rare occasion. However, in the event that it doss, the Archive system reports the
status’to the user so that the user knows when the search has begun to process.

For example, a status of "PENDING: 2" denotes that the query is the second search that is
delayed. When a cumrently running search completes, the Archive system.will begin processing

“the searchiin position one, and this users' search status changes to "PENDING: 1", which denotes
that it is the next search to be processed. As soon as another search completes, this,saarch will
be processed and the Archive system will change this search’s status to *IN PROGRESS" and
begin updating the percent complete of the search.
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Seorch Quoue

@ &3 @ & ~ Search Count: 174

Result SetID __DatafTime ¥ I #ofiRecords, | % Complate. _Stotgs | |Seare... [ |
[28549 A T SRR T IR 0N201 SH@]04:22:4 MESL e ST AN e PENDINGT ISR INRER - |

(26548 Nun 30,2015 @ 04:2244.Pm [0 0% ~and)IN . |
26547 LJun 30,2015 @.04:22:44 P 1D T ) g ; Jland) IN:
26546 ‘Uun 30, 2015'@.04:22:44 PM 0 L"-,;"?@‘}’_,.._JPENDING 5. Nand) N !

126545 [Jun30,2015 @ 04:22:44 PM; {0 T TIPENDING: 5 [(and)'IN !

126544 " Den 30,2015 @ 04:22:4498 10 et PENDING:d " yand) 1N
26543 _ Jun.30;2015 @ 04:22:44 FM° [0 TR = PENDING: 3 - [{aad) 1N
26542 _ Jun 30,.2015 (@) 04:22:44 PM 0 L% - t+]PENDING: 2 {and):IH: )
2654) Hun 30,2015 @.04:2243PM. {0 . 0% APENDING; 1 __l{and] IN:

 |26540 " on 30,.2015.@ 04:22:43.PM_ 0 ; I PROGRESS j(and) IN".

. [26539 “Won 30,2015.@ 04:22:43 PM: 0 BTN PROGRESS {and) IN". g
26538 " Llun 30,2015 @04:2243PM. 00 TT L I, Jidndy IN -
26519 ., 4dia:30,°2015 @.04:07:35 PM. 39T s LT _t'u'nd)'_l !

-[26510 dun 17, 2005@ 09:26:52.AM 49 ; “andyiIN:,..

126387 {nin15.2015:@121T:15AM; 65 Htand) AN ... |

2:2 Details Table:Updates

The Result Set Detalls vwndow prowdes addmonal lnformat:on regarding lhe 5|ze~ of each

-Qn.hpw.largeme message.l.ss.&,‘»elec_l\lng- as.ro.w f.r.o,m. tb§ t.ab!?,_s.t.a.r.t.s.;the !oa@_gr.ogees_gf _.thsa;:;e‘l.@qtg,d.-
recordimessage: The/ioad time'varies based on the size of ihe record being.loaded:

Archive V3¢ d|splays 1hé rumber of segments for each. message in the resulteset. The; Iarger the:
message'the’ hngher the number. of segments; makmg it'transparentito:ihe user that the: selected
message'might:take longer to load, giving the:user the optionito-load another record.,

4 * R 3T
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73845 JACK _  12011032):095456. }_ SICPHT -~ 011032 095456 — - [1000000001 - JGPID. — — CPIRUSS™ " A £
TA6TE - JACK. JRAI0BZRIIMITL 9GP .. - HO011032113337. . 1000000001 eI EPIRUSS o33 - - el
74033 L IACK,  J20110320:133440- 10' _ CPI0_ POIAG3ZN34&0 B0000000Y  (GRID .~ JePIRuSS . B . IHl|
038 lAGK___ooni00eiia0aad . ICRI0 o g0110321:133443 - - froocondoot. TIEP:. _C cRiruss T oot o bl
TADA).__|ACK . DUTI0IRI:I03dE, #ii2, . (CR0__ L0i103:1:133446, & HOO0DO000T. .A[CPIG- . CPRUSS . 13- T~~~ #Ey!
o [ACK T RoTI0321:134533 13- TICET, 011082711 34550 e g (o N o7\t S < GRS i
74052~ _IACK _ [Z0110321:134936 (44 LACPIDT_ PONIDIZINNAT_ - TKCPID: - [CPIRUSS T o T
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COPYRIGHT ©2017.COMPUTER PROJECTS OFILLINGIS, INC. ALL RIGHFS RESERVED

Paged:

-Contractor nitials:,

Date:.5-30-23



&X ‘ OpenFox® Archive Retrieval Version 3
' Impact Statement

Tt Chyicn P Crntapusegy
2.3 Case insensitive String Searches

Archive V2 provided inconsistent behavior regarding string searches. The Archive V3 system
makes all string searches case insensitive. This makes.the end.user experience consistent and
predictable when running a stiing search. As an example, consider lhe case.where there.are three
méssages in the system that contain.the following text:

1. 'Wanted Parson’
2. WANTED PERSON’
3. ‘wanted person’

In Archive V2, a string search. for thé word: ‘Accepted' may orilyretum, message ‘#1. The: system
may not retumn either message.#2: or massage #3;.and- the user. would be unaware that these
messages existed'in the' system Archive V3 brIngs conslistency.to string : searches _and.the-same
search. retims all three riessages because thé string search .ignores ‘upper and Jower case
-characters. '

24 Search Summary

In-Archive V2, the search summary is displayed:as:a:column in the.Result: Set'table: The amount.
of text viewable to the user islifmited. “The. usertneed,s to etther hover.over. thg.columin, which. does

. not; prowde a clear. view, of the, enttre summary;.or ,increase the cotumn width for vtew the entlre:
'segrch summary which can: compromlse the column size and: view for other columns in the Result'
Set table.-

Archtve V3, in addrhon to. the column vtew, ,dlspLays the complete search summary inat scrollable-

table . z
S e SR A W
TN Jee WL 281 1aTAT IO a0,

::*.zm..u.mw e "'D-U'I"Im- = _Ji;l ’ar?nr _;"m
A A R S T (N Yot

‘ (M _muﬁu,m;mmdh P
: _

AR T

2.5: -Additiohal'Rrogress.Bars

In Archive V2, whén Ioadmg,afgroup of’ records for.a, report oran export;; a smgle,proc iess:baris -

dJSpIayedcfor thesnumber of: records that have ﬁmshed loadmg ‘The: progress ‘as. eac“lfrecord is
berng Ioadedtrs ot transparent to the,user 'Dunng Ioads of alargeT reco T the user cant fell;if -
thére:is any ‘activity. Ieavmg tha'lser to wonder’rf the Ioads aie: Still i progress :
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mu..mn-u-p-,

Archive:V3 replaces the spinning armow with a progress bar in the upper right-hand comer of the
screen. This reports.thie progress.for the individual.record thal is currently being loaded. within the
sel,

' _@-f

'-M‘M it I W) R H e L e iy

2.6 PresentationView Update:

When' viewlng arecord In_presentation’ view, the message details- will ber preceded by the Date:
-ahd:Masler Reference.!ndex (MRI) of'the- record These values wilk: be: d:splayed lin:the. reports.
-and exportsas requested by-ourend user: commumty for better reportmg

: CEMEORMATRI R o Re b

RN N S (A T L TS
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1 INTRODUETION

Computer Projects of lllinois, Inc. (CP1}is pleased'to announce that version‘3:1 of the OpenFox®
Archive Retrigval (Archive V3.1) is now released for-general availabiiity. This versioniis availabie
to ‘our.user communlty as an upgrade from version 3 or a§ a new Instaliation. The: changes in
this new'release improve the functlonallly as described in-section"2:of this document,

As a géneral rule;. CPI will first apply the update ‘to‘your test'systém, ©nce CPI has oblained
your approval;:CPl will schedule the production upgrade.

1.1 Requesting the.Update
To.réquest-the update, pléase.conlact the:CPI SUppoit-Cénter. The Support:Céntér will open.an.
enhancement request: ticket and the ticket. will be: asslgned to! lhe Software Updale Group You:

can contact the .Support Center via email iat m: or by phone :at.
866-4?1 8305

1.2 Prerequisites, _

The:preérequisité needed- to. upgrade to: Archive V3.1.is Archive V3. ILArchive:V3'ts notgumently
installed; then it must be .compléted: prior to slarting the upgrade ‘o Archive V3.1.. This will
require: addmonal 'maintenance. hours beyond lhose quoted: below: :Please: coqtact your! CPI
prolect‘rnanager for,addmonal information.

I Archive: V2 or fater Is notcurrently. installed; then this effortis not an upgrade, Instead, this.
effort; is a. new ‘installation-and must be. implemented fallowing. the new. praduict.gyidelines.
Please contact:ygur CPI project mapager.for-addilignal-information.

1.3/Maintenance Hours:

If-all system pigréquisités are compiéte, then-the.éffortrequired to upgradeé to-Archive: V3.1 from
Archive.3.0-resul le.thg_'ﬁ /maintenance:hours being'billed. to'yburaccaiint:-

1,4, Upgrade Procedure

*n'"a'fmf;;sp“m ﬁ
Jpng S um el YAl cH ‘;%t :
e : 1!_}':; ‘i‘.- -r'i'ki‘if

: R e R R T :
"CPI'will upgrade’ the system n software: necessary,fonthe new,versnon;wh ch Enclude&c 'an.ges-to
the OpenFoxMessage’ ‘Switch, the Fennec Broker platform,:and; u_pdatmg.lhe Archwe_Rg_trwyal
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Ciient.

After the above changes are in, CP| execules the Archive V3.1 test plan to verify the system is
operating to specification. Once testing has been completed by CPI's team of engineers, end
users will need to completely exit out of the OpenFox Desktop application and relaunch to
download the changes. Then the software is ready for customer use,

1.5 Preparation Steps and Information

Prior to the production upgrade, please make your user community aware of the production cut
over impact. In particular they should be made aware that the Archive Retrieval system will be

unavallable for approximately ten (10) minutes.

2 New ARCHVE RETRIEVAL FEATURES

This section describes the new features introduced in the Archive V3.1 release.

2.1 Search Criteria Enhancement

The search functionality was enhanced to allow the user to define a search field multiple times
within a single search request using combinations of equals, like, contains, not equal or not like.

For example, in prior versions, to find all QH transactions submitted by input stations starting
with ‘'CPI' or ‘XML" requires a user to run multiple searches as described below. The user can
then merge the search result sets using the Merge action provided by the Archive Client.

The user must run a query to find all QH fransactions submitted by input stations starting with
'CPI' as follows.

COPYRIGHT ©2020 COMPUTER PROJECTS OF ILLINOIS, INC. ALL RIGHTS RESERVED
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The -user must then run a query to find alt @H transactions submitted. by input stations starting
‘with ‘XML,
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2.2 Date/Time Range Enhancement

The search functionality was enhanced to allow a user to search based on a continuous
date/time range.

For example, in prior versions, if a user defines a dateftime range as shown in the following
screenshot, the search functionality will retum all archive transactions ran within the time range
specified for each day (i.e. 20191102 baetween 12:00 - 17:30, 20191103 between 12:00 - 17:30,
20191104 between 12:00 - 17:30).

* coet Dote 539307 [ 200] oiOwe bronn [ [qfig)  SenToe [0S ] (MTofTIE ] [edfio) e et avctive mesiemimerssers |

in Archive V3.1, the user can choose to run a search based on a continuous dateftime range.
For example,clicking on the “Continuous Time Range” highlighling below, the dateftime range
specified would retum all archived transactions ran between 12:00 PM on 20191102 through
17:30 on 20191104).

e ] (ol e (TG i - e ST T bmmiiegt (i et

Tx, it

2.3 NCIC Compatibility Enbancement

The search functionality was enhanced to account for NCIC storing the letter ‘O’ as the number
zero. In Archive 3.1, the search logic queries for both the letter 'O’ and number zero,

2.4 String Search Enhancement

The search functionality was enhanced to properly retum the records matching the search
criteria defined for a string search. Messages longer than 4000 characters are stored in the
Archive database in segments. Additionally, the header and trailer are stored in separate
segments regardless of the length. In prior versions, if the string search criteria spanned across
segments, the record was notretumed. In Archive 3.1, the search logic was enhanced to search
across the entire string, even the portions that are split into muitiple segments, For example, if
the end of the first segment is TE® and the beginning of the Second segmentis ‘ST, then the
enhanced search logic will property retum a match on a search for TEST'.

2.5 Maximum Number of Records Enhancement

The search functionality was enhanced to property report when the maximum.number of records
is reached. There is a systemwide setting in Archive to denote the maximum number of records
returned in a search result (default: 5000. In prior versions, when the maximum number of

COPYRIGHT ©2020 COMPUTER PROJECTS OF ILLINOIS, INC. AtL. RIGHTS RESERVED

Page70f8
Contractor Initials: _K,(_

Date: 5-30-23



' PI ' OpenFox® Archive Retrieval Release
) Version 3.1
Thar Upwafom { inrmpusy
Impact Statement
records message is reported, the actual number of records retumed could be less than or more

than the maximum number aliowed. In Archive 3.1, the search logic was enhanced to properly
report when the maximum number of records has been reached.,

Additionally, the time of the last record in the search status when maximum number of record
reached is also displayed, which allows the user to define the next search’'s start date/time.

EES PR - ol By BT e P, m—'ﬁ'ﬁ'—-—.—-‘““"‘“‘"-‘"ﬂ
T, - -
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1. Project Scope Management

1.1 Business Requirements Aclivity

Each project will be preceded by a discovery phase whereby the detailed project scope
will be defined through preliminary requirements gathering sessions including the project
managers, project sponsor, and subject matier experts from both parties. The goal of
these requirements-gathering sessions is mutual agreement on the required scope to
include deliverables, constraints, exclusions, assumplions, risks, and acceptance criteria.
The projects SOW will be developed based on the documented and approved
requirements. The project’s SOW provides a detailed description of the project,
deliverables, constraints, exclusions, assumptions, risks, and acceptance criteria. If the
scope of work Includes new business requirements or modifications to existing business
requirements, a functional requirements document will also be delivered in conjunction

with the SOW.

1.2 Project Scope Refinement

Supplemental to the SOW, certain projects will require CPI to perform site-specific
discovery and analysis and document the results in a deliverable reporL This will be
completed in the Disccvery phase of the. project.

Examples of such reports for specific targeted projects include:

s SaaS System Specification
e Nets XML Analysis.Report
o NLETS XML Message Key Analysis (In-Scope and Out-of-Scope)
o Rollout Prioritization
o Style Sheset Analysis
o Interface Analysis
o Message Size Configurations
¢ NexGen Hoffiles & Validation

Page 2 of 16 3
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2. Deliverable and Milestone Schedule

The following tables provide an interim project plan for each identified project which
includes payment milestones and invoicing schedules. Additionally, an interim project
roadmap for the contract period has been provided in the Appendix.

2.1 Saa$S Migration + Archive v3.1 Upgrade

Contractor Initials: _ | ﬁ §

Date: 5-30-23

l_.,__ s ! S
Project Phass..” Durat fim’ Payment: |‘Involc
Milestone. ; | o | TargetDates:| Milestone [ Amount: .
Delivery and 1. SaaS System 1 mth 07/01/2023 - | 20% $70,000
Acceptance of | Specification 07/31/2023
Statementof | 2 statement of
Yo Work (SOW)
3. Data and
conversion analysis
{Archive 3)
4. VPN Network
Tunnel Established
Planning & 1. Project Kickoff | 1mth. .| 84/2023-. |N/A | sb.00
Prerequisites Mesting 91112023
Complete 2. Project
Plan/Schedule
3. Project Control
Log (PCL)
Site, System and
Interface Survey
Test Acceptance | 1. Complete the 3mths |9/01/2023- |60% $210,000
State Sign Off scope of work, 11/30/2023 ' :
Complete perform CPI testing,
and deliver
configurations to
UAT
2. Notification of
Page 3 of 16




User Acceptance
Testing - Formal
notification User
Acceptance Testing
{UAT) is authorized
to begin

Validation and | 1. Testing performed | 7 weeks | 11/20/2023 ~ | N/A $0.00
User by the Customer to 1113/2024
Acceptance validate the
Testing functionality in
Complete accordance with the

approved

specification and

established

acceptance criterla

2, Signed UAT

Acceptance Form -

Written

acknowledgement

from customer that

UAT is complete;

and written approval

for CP! to move the

delivered project

scopa to production
State 1. Cutover Plan 2 wks 1/13/2024 - | 20% $70,000.00
Acceptance of | 2. Complete 1/23/2024
Systern and deployment planning
PROD and staging

activities, and deliver

configurations to

produciion

2. Project

Acceptance Form
Project 1. Project Closeout Within thirty | N/A $0.00
Transition and | Activities Completed {30) calendar
Closure days after
Complete implementati

on and
Page 4 of 16
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Cutover
Complete

2.4 Nlets XML Conversion

.Project Phase- | Deliverables Duration | Prefim Target |
Milestone ' " |Dates: © | | 9. | AMOUM ™
Delivery and 1. Nlets XML 2mths | 1/05/24 - $14,000.00
Acceptance of | Analysis Report 2/28/24
Statement of 2. Statement of
Mok Work (SOW)
Planning & 1. Project Kickoff 1 mth 7/01/2024 - N/A $0.00
Prerequisites Meeling 713012024
Complete 2. Project
Pian/Schedule -
3. Project Control
Log (PCL) _
Test Acceptance | 1. Configure the 2mths | 08/01/2024- | 60% $42,000.00
State Slgn Off | foundational code, 09/30/2024 - '
Complete perform CPI testing,
and deliver
configurations to
UAT
2. Notification of
User Acceptance
Testing - Formal
notification User
Acceptance Testing
(UAT) is authorized
to begin
Core 1. Testing performed | 10 days | 09/30/2024- | N/A 1 $0.00
Foundationai | by the Customer to 10/1072024 /
Code validate the
Vatidation and | functionality in
Usar accordance with the

Page 5 of 16
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Acceptance
Testing
Complete

approved
specification and
established
accepiance criteria
2. Signed UAT
Acceptance Form -
Written
acknowledgement
from customer that
UAT is complete;
and written approval
for CPl to move the
delivered project
scope to production

State
Acceptance of
System and
PROD

1. Cutover Plan

2. Cutover of the
core Foundation
Code to the
CpenFox production
environment

5 days

10/10/2024

20%

$14,000.00

Key Set
Promotion
Complete

1. Testing and
approval to
configure and
promote converted -
Nlets queries and
responses for the

agreed to message .

keys to PROD
received from the
Customer

2. Project
Acceptance Form.

2.5 mths

10/10/2024 -
12/05/2024

N/A

$0.00

Project
Transition and
Closure
Complete

1. Project Closeout
Activities Completed

‘Within thirty

(30) calendar
days after
Implementation

-} and Cutover

Complete

N/A

$0.00
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Project Phase - |- Deliveraptes [Froiect  [Deliverables:
_Milestone., A5 1ase _ E9S
g AT oo Misston | . pAestne o
Deliveryand | 1. Hotfile Conversion | 4mths | 5/01/2024 - (0% ($313,000.00
Acceptance of | Plan - Catalog/Map 9/01/2024
‘it’a:imenl of | NH local hotfiles and
o specific DB business
rules
2. Statement of Work
(SOW) '
Planning & 1. Project Kickoft 1 mth 11472024 - | NIA $0.00
Prerequisites Meaeting 211312024
Complete 2. Project
Plan/Schedule
Project Control Log
{PCL)
Test Aoceptagce 1. Complete the 9 mths 21312024 - | 60% $939,000.00
State Sign O scope of work,
Complete perform- CPlI testing, 2024
and deliver
configurations to UAT
Notification of User
Acceptance Testing -
Fommal notification
User Acceptance
Testing (UAT) is
authorized to.begin _
Validationand | 1. Testing performed | 1'mth [ 11/13/2024- | N/A | $0.00
User Acceptancel by the Custonter to ‘
Testing validate the 12152024
Complets funictionality-in
accordance with the
.approved
specification and
established
acceptance criteria
Page 7 of 16
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Signed UAT
Acceptance Form -
Written
acknowledgement
from customer that
UAT is complete; and
written approval for
CPI to move the
delivered project
scope to production

[plate Acceptance | 4 o over Pian 1 mth 12/13/2025 - | 20% $313,000.00
of System and 2. Complets
PROD ok : 111312025
deployment planning
' and staging activilies,
and deliver
configurations to
production
Project Acceptance
Form
Project 1. Project Closeout Within thity [ N/A $0.00
Transitionand | Activities Completed (30) calendar
Closure days after
Complete = Implementatio
n and Cutover
Complete

Resource Allocations
Each CP! project is undertaken with a unique Staffing Plan tailored to the Project needs.
Staffing is determined by the scope of the Project. CPI resources will be brought in and
out of the Project as needed, according to the Resource Management.Plan and at the
direction of the CPI Director(s). S

CPI employs qualified resources to manage projects:-and customer workload as. specified
in the Project Schedule. CPl Staff requirements may include: projed manager,
engineering subject matter experts, network communications, trainers, and testers, CPI
staff will perform all services remotely from the GPl-facility in Bol!ngbrook. lilinois unless
otherwise agreed to in-writing by all parties. Day-to-day management of the Project statf
is the responsibility of the CP1 PM and designated Director(s).
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The Saa$ migration and Archive v3.1 upgrade project will require resources from' the
following CPJ functional teams:

e Systems

» Message Switch
o Database

Data Services

» UserApps

¢ Project Management.
The foliowing is'a summarized table of the'roles and: responsibilities allocated to each
.CPl project. member to complete:the. SaaS.migration and Archive-v3.1 upgrade project:

S R l;l:'rr'?ﬁ T e

Spo,ns'of o ) Commisszons others: to delwer the Project. and-champlons
the caiise,threugtiotit the. Project:

Project Manager Responsiblé.for: the successful'planning, execiiion,
monilormg..control -and: closure ofa pro;ect

Subject Maitter Expert: Involved In° lhe‘details of-a: spaciﬂc buslness process-or
technical process and hds.| in depth! busmess or ‘technical
knowledge -and: expenence wnlhln thalr area

Project Ciéﬁight”' |Provides:d “-___ctlon an‘j ,over5|ght to funcﬂonal engmeenng

Directofs of Engineering -{teams to-include:fesource management task management,
quality- assurance testing and de!ivery

Projéct:Goveinance

| Netwerk:Security
Engiieerx2’

Infrastructure/Syslems.
Engineer:x2 conﬁgu honlbuuld of! Hoslln

soﬂware and. networiung suppor{

Page8of16 =~/ ¢
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Message Swntch
Engineer x3

Archwe DB’ Upgrade Support system s;zmg effort Message
Switch migration and build; Core software upgrade; System
Testing

Databise Adiinistrator

Databasé server software insla_llatioh'and

X2, configuration; Database migration (Archive; Hotfiles)
Database Software: Archive DB Upgrade; DB Migration Quality Control and:
Engineer¥3 System Testing

Data Services.Engineer

Archive DB Upgrade

|'Conim Inteiface

Intaiface Migration Quiality Control and System Tésting

Engineer,x2,
: Use Appl:catlons OpénFox client conriectivity:and testing (OpAid; Désktop/
Englneer X2 -|Messenger;. Archwe Client)

Migration Plan

4.1 Migration-Project Approach

:The SaaS Mlgratjon.;_pro ectwill

ibejim Iernenled in a phase: gate approach The,followlng

i =E)iscoveiyfand'i3géi§n' '

IPIannmg PreRequlsulas VPN Tunnel

h ;Systemsf- SaaS En\nr_,r.:ment Bunld

. -S\mtch Development

i tTest System Cutovenand System Integrat:on Testmg‘

2
3
4
- Cmss'FunChona|j~": —
6
8

_UserfAcceptance % esting

IC_ :



9 Deployment Planning and Production Cutover
10 Post Production
4.2 Scope Summary

CPI will perform the following services in order to complete the migration:

.

Build a SaaS system in CPI's data center to house the OpenFox Message
Switching System

Transfer and convert the OpenFox data, software, and configurations to CPl SaaS
architecture

Provide two test (UAT and SIT) environments

Provide one production esnvironment

Provide necessary details for the Customer to establish a site-to-site VPN tunnel
and provide up to three (3) days of effort assisting.in a consulting role to help the
Customer establish network connectivity

Establish connections from the Saa$S solution to the Customer communications
end paints through the VPN tunnel for test and validation of the conversion
Implement a vCenter server HA solution for virtual environments

Install and configure Archive V3.1

Perform system integration testing

Transition the new Saa$S solution into production

4.3 Customer Responsibilities

Any Project of this nature is a cooperative. effort. With that in mind, the: Customer shall
perform the following tasks and responsibilities in order to complete the Pro]ect.

Page 11 of 18

' PI‘OjBCt over5|ght to include.a pgint of contact

Provide CPI with timely access to all needed databases; ‘interfaces and the
OpenFox Message Switch resources via Virtual Private Network: ('VPN ).or other
external validation techniques as. provided by thé Customer. ‘and. as reasonably

accaptable to CP!
Communicate and coordinate with Nlets, other Customer departments, third-party .

vendors, and/or end users, as raqulred

" Identify, coordinate, and implement any required changes to .existing non-CPl,

Customer System Certified Cllent Software, user-agency. Interface andlor mobile~
vendor software
Provide resources in a reasonably timely -manner for discovery and testlng as
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required for this project

e Partner with the CP! to gather and document the business and functional
requirements, which will be approved by both parties in writing if separate from this
SOwW

+ Develop a UAT Plan and complete UAT testing within thirty (30) calendar days of
delivery of the requested changes

s After each tender of a deliverable or CPI's claim of milestone completion, complete
and retum the Deliverable/Milestone Accaptance Form (the "Form") to CPI

s Give final written approval to move the configurations to Production ("PROD")

« Validate file transfers are complete, correct, accepted, and free of any misnomer
OF ervor.

e Create additional communications interfaces for testing, according to the test plan

¢ Implement the agresed upon VPN tunne! solution on the Customer network
equipment for connectivity to CPI's site

e Modify and verify all network components from the Customer side of the Intarnet
VPN Tunnel to ensure connectivity to CPI's datacenter

¢ The Customer Is responsible for all network configuration changes to their existing
network equipment to re-route necessary traffic to the Saa$S solution

4.4 Discovery and Design

The CPI Systems team will size the new hosted State Message Swilch (SMS) based on
system analysis performed and captured in the Saa$S: System Specification document
during the Discovery and Design stage of the project

4.5 Planning and Prerequisites - VPN Tunhel

Connectivity to the State SPOTS Switch will be.completed via point-to-point Virtuat
Private Network (VPN) tunnel using agreed-upon. security traffic protocols between the
State and CPI. The State is responsubla for all networking on its side of the VPN tunnel,
including firawall and IP NAT rules, as well as physical server maintenance for the VPN
equipment. CPI will provide the State a list of appllwhons and assoclated ports required
to be reachable.

During this phase of the project, the NHSP and CP!| will work together to set up the
point-to-point IPsec Virtual private-Network ("VPN") tunnel. The phase will be considered
complete when communications between the CPI. Tler 3 Data Center and the NHSP
Data Center are running oontmuously Dependencles associated with this phase include
both NHSP-and CPI resource avellabliity, and technological agreement on the
implementation of the VPN tunnel.

Page 12 of 16
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CP! networking engineers and NHSP personnel will exchange necessary information 1o
ensure conneclivity between the CPI Tier 3 Data Center and the NSP Data Center.
Being the single most important phase of the project, all other phases and work are
predicated on the VPN tunnel connectivity. This includes, but is not limited lo:

¢ IP addresses for target machines \
NCIC Rouler
Nlets Router
Firewalls
Ports for traffic flow
Security protocols
Personnel lists and security roles
Tunnel permissions

46 Systems - SaaS Environment Build

CPI will begin building and ficensing the necessary hardware and software in its Tier 3
Data Center for each Instance of the OpenFox applications per specification documented
in the System Specifications Document .

All needed equipment and software will be procured and instalied by members of the CPI
Systems Team at its facility in Bolingbrook, IL. The breadth of CPI personnel with access
to the systems.atthis time is small; the Systems Teams and Database Adm!nistrators will
solely be interacting with the NSP build at this time.

4.7 Message Switching System (MSS) Migration

Upon completion of the initial systems build, the CPI Switch team will begin building the
SMS provided no active projects are still in progress. If such a project exists and is
deemed necessary, it is a dependency before a system upgrade can be performed .and
a change request will be required to account for a delay in the project schedule.
Additionally, Enhancement tickets that are in progress will be required to either be
promoted to.Production orbe backed up prior to startmg the system migratlon

The Mes'sage Switch team.is the initial team pamclpatmg in the-migration and
conversion effort. They are responsible for bringing the designated test node to be viable
for other departments o begin their work (e.g. Data Services, Databases, Interfacg). At
a high level the switch team will copy the NHSP produchon message switching system
to CPI's internal RHDEV environment, perform a coda review and software update to
ensure the states core Openfox software.is in compliance with the most recent
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standardized OpenFox code release, migrate all system code , configuration and user
data files, build and start the FOX on the new SaaS Test Node.

47  Cross Functional Team Development/Migration

Cross-functional development invoives all departments that are deemed necessary for
this project type. All work is done at the new test node. The time for this phase will vary
depending on the scope/complexity of the system upgrade.

CPI will upgrade the following databases to run on CPi's current SaaS environment that
will be maintained by CPI, including database administration, Oracle licensing, and
maintenance.

e Archive v2 to v3.1
e Hoffiles

Migrating the Archive and Holfiles Databases to the new SaaS Database Virtual
machines will be preceded by an exploratory step whereby GPI will document
mapping of the current TEST DB schema to the new SaaS TEST DB'Schema. CPI will
utilize Oracle Data Pump to perform the Database migration.

The.existing New Hampshire Archive v2 data will be migrated from the.existing NH
production Archive v2 database to the new Saa$ Archive v 3.1 database. The Archive
V3.1 Client will be used to query messages-archived in V3.1.

48 Test System Cutover and System Integration Testing

In order to ensure that subsequent milestones can be adhered to and not deviate from
established schedules, it is imperative that NLETS and NCIC connectivity be i in placa’in
order to test interfaces but to also ensure that remote vendors are.able to test. CPI will
coordinate with NHSP to ensure they have a networidng change plan:in place prior to'

. this phase to ensure a smooth transition to cutover the current UAT and SIT Test ,
environments over to the new SaaS Test environments. Typlcally; customers will simply -
NAT the existing Message Switch IP to the new Message Switch-IP to minimi_ze mpact
to existing system endpoint connectivity. -
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CPI and NHSP will work together to establish the formal Test Cutover Plan to be-
adhered to day of cutover which will include cutover schedule, outage duration, required
resources, engineering tasks and rollback plan. At the designated date and time, the
NHSP and CPI project staff will execute the cutover to the UAT and SIT environments.

Once the NHSP UAT test node has been cutover to the SaaS UAT Test'node and the
system is connected to the required interfaces, CP! will proceed with System Integration
Testing as a quality control step prior to turning over to NHSP for User Acceptance
Testing.

Outcomes:

e Aliinvolved departments incorporate their changes and updates into the new test
node

s Test plan is established for System Integration Testing

e Test node Is ready for System Integration Testing

e NLETS and NCIC test connections are In place to allow System Integration
Testing

e CPI completes System Integration Testing and emails UAT Notification Form to
designated NHSP. point of.contact establishing start of the User Acceptance
Testing phase of the project”

e PCRis issued to reflect project delay If NLETS and NCIC test connections are .
not in place. '

4.9 User Acceptance Testlng

UAT is performed.by NHSP users and: fol!ows an.established Test Plan. Thisis a
collaborative effort between the NHSP, CPI, and any third-party. vendors The
success/fail criteria should be known and agreedto by all parties prier to this test level. -
End-User Testlng const]tutes the final. stage of UAT. NHSP is responsible for testing
transaction processing prior to- schedulmg the Production cutover

410 Deployment Planning.and-Production Cutover '

As the UAT wmdpw aets closer to. oompleﬁon the team, in.coordination with'the NHSP
staff, must.deterimine: ifthe program isto proceed to Production. If-it is not,; suﬁ'clent
reasons must be provided. Otherwise, enginearing must discuss the. coordinatlon -among
the project: staff on this process. The-documented. process is a gate-check in that it must
be approved by the project staff before any Cut to Producuon event [s 'scheduled. '

Outcomes:
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s Go/No-Go

Q
o
e Go

[+]

No-Go, reasons for not proceeding and next steps (e.g. canceled?)
Example: NLETS and NCIC Production connections are not in place.

An approved, documented Cut to Production process
A scheduled Cut to Production date, time.
PM-responsibility: Customer Cutover Notification

At the designated date and time, the NHSP and CPI project staff will perform the Cut to
Production. At a high-level, it is the process of transitioning over to the designated
Production node. CPI and NHSP will work together to establish the formal Production
Cutover Plan to be adhered to day of cutover which will include cutover schedule,
outage duration, required resources, engineering tasks and roliback plan. On the actual
day of cutover, the project team is expected to monitor until an all-clear is coordinated
and approved by the customer. It is the Project Manager's responsibility to get this all-
clear from the customer. '

Qutcomes:
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Cut to Production is satisfactorily completed and handed over to the
customer.

Or
Issues arise that require a rollback (e.g. unforeseen customer concems).
A review will be conducted and detenmine.the next steps for this. project.
Project Manager receives written or verbal approval of this cutover.



Exhibit B, Atlachment 7, SaaS Maintenance & Suppoit Addeadum

CPISAAS SITEMAINTENANCE AND SUPPORT ADDENDUM

This CPI-SaaS Maintenance and-Support Addendum (“M&S Addcndum") is attached to
and forms a.part.of the OpenFox® SaaS Software License Agreerhent (the*‘Agreement”) to'which
it-is attactied; by ‘and between Computer. Projects. of Illinois, Inc., an Miricis corporation, With
offices’at-400: Quadranglc Drive, Suite F, Bolingbrook; Illinois- 60440 {from:now.on referred to as
“CPI"), and ‘the. Licensee. CPI and Licenses :are refetied. to mdmdually ias @ “Darty” 1
collectively:as the/“Parties” in the Agreement and this. Addehdum. The. capltalmed tetris; uscd in
this M&S Addendum.and the Agreement.shall bave the sameé meaning;

BACKGROUND AND PURPOSE

CPT has,;pursuant to the.Agrécment, hccnsed the accessto and:use:of certain OpenFox@
software; which for-this Licensee includes- only- ‘the: Liééhsed: Softwire:. The. Paitiesalso; desire
CPI to prowdc ‘maintenance. gad support to Licensee in:connection with:ther L:ccnsed Softivare.
CPI has done and will continue to develop furlher the cutrent feanm utlllzed in the Licensed:

.Software. Licensee desires to. use CPI's mamtenance -and. $upport SeTvices' for the" Llcensed
Software following’ thé terms of:this Addcndum _

mcorporated mto and made a pan of the Agi \
covenants 4nd’; apreeinents fromaow .o seti‘orth the P arties:h

1. ADDITIONAL DEFINITIONS

11
Centeal Tiibe; cxcludmg federal pubhc hohdays . B 'r

12 “System“ means (1) lhe combmanon‘of‘h.ardware, soﬂwm
i 1 :

expenence wnth the Systcm for all componcnts su Wi
lumtanon thé: Llcenscd Softivare (“CPI Components : _.(b) online. e ‘

tumaround ﬁ:om recc1pt by CPI thh reSpect to em:u] mqum es.from L1ccns 70
{e) -mainténance :and support of cmstmg commumq:auon’ tcrfaccs for qll G 7Corqponcnts<(f)
cscaIatlon -process, as. defined: insSchediile- A auachedxhereto,; for techmcal;suppon"lssucs for €Rl.
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Exhibit B, -Attachrient 7, SaaS-Maintenance & Support Addendum

Compoaents (g) remedial :maintenance: off-sit¢ via telephone -or sccur¢ comnection 1o the
Licensee’s System for CP1 Components. All maintenance will be performed by qualified
personnel who' are. familiar. with the system; backup fhaintenance resources; remote djagnosnc
capabxlmcs if Licensee provides reasonable notice to report system malfunction; He]p Desk
services within certain designated hours wheré: matters are handled on a pnonty basis as
determined in the reasonable discretion of CPT: and, the following System services,.commencing
uponrinstallation of the System pursuant.to the,,SOWV

(i)  Error Corrcction:: Upon reasonable notice:by, Licensee.of an issue with the
System. (1f thie. issue can be replicated), CPI, shali-use response times as
described; i Schedulé A, to -eomect or prowdc 4 wotking Sotution for the
ISSIIB

(i)  Material Defects: CPI shall notify the:Licensee of any- -Tiiatérial -€rrors: of
defeéts in ifie System known to. CPT-or:made known-to CPI figmany source
during the Term that: could caise. the producnon of inaccurate orotherwise
matenallylmcorrect results

(iii). CPL ghiall jnitiate actions to: prowde corrections of errors:or-defects: by any
means. CPL, in'its sole d,lscretlon, déems appropriate.

(iv)- Updatcs A.]l new: releqses -and bug: fixes:obtained by CPI v.nthout charge;
e made a.va;lable to Llcensee .t no charge

o‘whlch thJs Addendum 18, attachedp .

tof thc apphcable fees ashdcscnbcd m the:_ _
e .laffo ~ :

pr0v1" : a ;
to backups of source code “and; conﬁguranon ﬁles for the Systcm it
-accordance With. the: tcrms of the Agrccment

14  “Support”‘means (1) the. management of the: L1_c<:nsed Software by-a.CPI,team /(1)
avmlabﬂlty of live. SUppOH. by telcpho de. 'in,] tenance Services;.and: l(ul)_a.uy other
add:t:ona] SUpport services descnbe B mmg and s:gned by, bom Rarties..

1.5 “Confidentidl Informaho
information ‘as: definéd in-the, State-of? Ngw"HangpstherHost@d-i
CoRtract to- wtuch lhls Addcndum 8 attmhed L e

" igans *coniidr;ntnal pmpnctary,ro_r trade secret -
State .Message Platf'orm System_

Poge2.0f12 < 5
Contmctor Imtlajs = J
Dale: 5-30:23 "
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Exliibit B, Attachment 7, SdaS Maintenance & Support Addendum
1.6 “Supplementary Services” means services. the Licensee purchases. from CPIunder
a description of services other than the Maintenance Services described in‘this Addendum, Both,
parties shall .agree upon §ich Supplementary Services ini wiiting with an appropriate statément of
work. Examples of Supplementary Services include, but are not limited to:

providing-architecture, design network topology documents

- network consultation services
security-asséssments, of: documentation for system audits by a federal governmental: agency’
Any enhancements oI, new functionality-to the system: :that is ¢urrently niot o the; :System
‘at the time of the SOW writing

17 *SaaS.Services” means (i) hardware platform and components, (u) all needed third-
party software licenses needed for bardware platform-and components, (iii) disk storage (iv)back~
ups; and (v) Litemet: VEN for Licensessccess: Theicentral site locauon for hosted clients is the
secure hosting center-at the:CPI facility:

2. SAAS HOSTING OBLIGATIONS

2.1 Subjectito payment of the Fees as described. in the:State of New: Hampsh:re Hosted:
State ‘Message. Platforin, 'System conuwct to which this: Addcndum 18} attached;, ‘any “Ligen

performance of all ofi its’ obhgatxon.s under the Agreemeént. and this Addendu i, | s*obhgauon’to:
prowde SaasS: Semces is’ connngcntupon both Rartics- havmg 31gncd thS Addcndum '

2:2;  CPLéhall provlde Saa$. Seivices. to Licensee oit a Ton-exi |
Licensee may'access- and- -use the; System.. CPI shall (1) maintain'i
upén whlch ‘the- System w:ll resulc togcthcr with all rcqmrcd
platform to:host the' -System, and (m) prov:de Llcensce “with-real-

“Licensge to:runi the Systen anduse: it for its mtended purposes.: Syst
by: ‘Licérisee. “The: icensee/ may not use the System. to: prowde services: ro thxrdcparu unless. i
approved in.advance and writing by:CPI. ' i '

23 CBRL provides.access:to: the:System. 24. hours per..day,,- rday$:pet-week;, excep ’"‘
those: mstancesawhere.,p]anned Thgintenance.1s, bemg conducte and: Syste
temiporarily be:discontinved. - CPLwil l.;gwe -advanced-notice:to-thé:
advarice, of 4 dny upgrades {eg., major'upgmdes, mingr upgrades system changes
service: avaﬂabnhtx and pcrformance Interruphon for planned mamtenance wﬂl occ
séhediled;: 'J'J'iotua.lly agreeable mamtenance window, ,

2:¢. In.rare mstances, the Systcm may cxponencc errors:th ¢ Calise itite
un:wmlable. Ho." ever, i il
ona monthly basxs

25 CPI' w111 prowde Systen and apphcanon support suﬁﬁcxent to mamtam 1he'
followmgaperformance level; “Latency’ shall mean the:measuremient 6f; um en:whien: ihie:
,mcssage-swnchmg apphcanon réceives. the -inessage: sand: the= foe.the messag > switck 13py1'1_p‘gggg
Contraetdr Initials:

Date: 5:30:23 e
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Exhibit B, Attachment 7, SaaS Mﬂ'.in,ten'anc'c-&lSul)port;Ad_dchdu'm

begins transmitting any derived messages to the ultimate destination. If the destination is
uiiavailable for immediatc delivery, then Latency shall mean the measurement of time between
when the message switching application receives the message-and the time at which the derived

messages.are p

laced in queue for thie destination. Average times shallbe based upon a compilation

overaone month'period. Average message Latency time appliesto: (1) Hot Files for Single Hit/No
Imagé Responses, (2) 1T1;:(3) DMV, and (4) Recoid. Entry, and 5) NCIC-6) Nlets:

3. BANKED HOURS

3.1

32

33

CPI will reserve and make.available to the Licensee tén (1 Oj hoiirs of Maintenzanée
Services per month for cachmonth the Term-of the Agreement s in effect (‘Banked
Hours”). Banked Hours can only be used for “Maintenance Services™as defined
it Section:1.3 above.

Banked: Hours may only- ‘be used for Mamtenance Services:that' are pcrfoxmcd for
any purpose thatisnot tied to. C
includes thé houis used:for d1agnostzcs and tmublcshootmg services:that. 1dent1fyi
faults that resuit in use of the Banked:Hours: Banked ‘Hours may also be'used for
the discovery phasc relatmg to potennal Supplementa.ry Setvices wh1ch result in:
the creation of &'SOW. for such Supplemcn.tary Servmes !

'Scmces is ‘not. uiged i in any’
10" .0ne -or: more subscquent.
_u_m_‘bemgr elght_-.(B) months OL &

Iin, the ‘gvent’ that the: Banked: Hou.rs 'for:_f il
month, theé Banked :Hours 1Ot S 3.:bi
months with a:maximum accrual o ke
maximuinaccrual of. eighty (80) hours N

‘Underno circugastance. may Banked Houm be‘used toward annual L1cense Fee:

Ipayment fof the" use.Gf CPI’s Llcensed Software

35

Upon. te.nnmatlon of th:s Agrcement Llcensee wmves all; nghgto the use of any’
Banked Hours

4.  BANKEDDOLLARS

4.4 - In addmon to the Bankcd Hours,for'-antcnanceiSthcés

,p‘ayment to- GPI‘ for ‘the .u.éefbf "GPi’ d i.icensed Soﬁwm'e ‘oF, nny non—Supplc;ﬁenlary

42

any given Term’ Year, ‘theBakéd Do

Pagodof 12
Contractor Initials:
Dale 5-30:25

Serviges. Banked- Dollars ‘may. be uscd o nppllcd by ther L:ccnsce at its_discretion ‘for-
Supplemenlary Scmces . 3

Tn the event:that the BankchDollarg avallabje for,Supglementary Serviges: arc_nol used i

applied to-the ‘sibsequent Term Year ¢

KS

‘ééxryovcr‘ﬁollars") The maxunum amount of:

K.\EDS'ISS\DOCS\I&SI\OOOOS\!O\VWJG DOCX
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Exhibit B, Attackiment 7, SaaS"Maintenance & Suppott Addendum

Carryover Dollars from one Term Year to the next is $66,000. For example, if Licensee
does not use any Bariked Dollars in Term: Year 1 of this Agreement, $66,000 in Carryover
Dollars will damry. over to Teim Ycar 2 and Licensce shall have a total amount of Banked
Dollars of $132,000. IfLicenseg uses: $44,000 of thic Banked Doltars in Term Year 2, the
Bdnked Dollais amount availible to Licénsee.in Term yéar 3 shall remain at $132,000
(Term;: Year 1. $66,000 + Term Year 2-366,000 + Term Year 3 $66,000 # $198,000 of
Carryover Dollars).

4,3 If Licénsge:has viiused Bankéd. Hours from: Liccnsée’s immediately pricr agreément with
CPI that'terminated; mmednately before the Iinitial Term Year of this Agreement: {(*Unused
-Banked Hours”), CF1 shall: ‘allgw 33% of the’ Unused Banked Hours to be carried gver'to
the-Banked Howrs.of the first Terin Yeir of’ th:s Apfécidentt ("F:rst Term Yea:’) and the-
-maximum acérial f57 siich Terra Year shall bie iricteased actordingly; but only during the
:First Téxm Year:

44  The ot.her 67%. of Unused Banked :Hours : shall. be' converted to Banked. Dollars by

' multlplymg each such UnusedBanked Hour. by $240.00 (50% of 20 Unused Banked Hours.

=10 x'$240= - $2,400: (collectively, “Unised Banked Dollars™). ‘Such Unused Banked

IL:be gdded to: the. initial. Banked Dollars gmount dnd be-available to:be uséd.

only, dunng the Farst Teun Ymr oﬂth greément, The maximim’camry over,dolldrs from.
‘the fromthe First Term: Vear shall*remam $66,000. ' :

4.5  In:the eyent: thak. the=Llcensec no. longer chooses.to participate-in the Banked Dollars for
Supplementnry Semces CPY s{xallprowde -a:6ne-time discount to:the customer total of

-$11,000; 00 for'the term. 07/01/2023" through’ 0613012024 -This. rcv;sed figure will become:
the baseline amoyint- for subsequcnt mnewals '

4.6  Upon: tmmmauon -of this; Agreament, Llcensce mmfas aanght to.and, any récoupment of
. BankcdﬂDolJa:rs mcludmg Carryovcr Dollnrs

5, TERM:OF: AGREEMENT 5

FARROt e

5.1 . Thetérin’ of the Agreement shiall apply to:this; Addendum subject totthe; cancellatxon.
rights set forth in the Agreemcnt. In the evet, the. Agrecmcnt is rencwcd for separate successive.
teoms: prowdcd that ncuhcr'Barty has given ifs: nmely notice of. cancellahcn or non:resewal, the:

5 imented;as: provided in thie: Agreeme t. Any andall: ad OBS -
toor dclcnons,ﬁvom the Agreement, swhich-the-parties hereto-may- ficgotiate. for any succéeding. -
(e ent and: bmdmg when reduccd to wnnng and: sngned by both_

Partles as; prdwdcdm the Agx:eenient. -

2

6. FEES

61 Ltcensec sha]] .pay: ‘CPT thc amoupts specified in: ihe State of New Han;pshlre Hosted State:
Message Platform!Systcm conh-act to: whxc this Addendum is: attachcd Tothe; cxlent any scr\nccs cxcecd:
the’apiouiit: of: Banked. _ol]a:s or-are beyond t.hc pumberiof Bankcd Hours, the: scmccs -shall be: mvo:ccd'—.
to Licensee bascd upon: on a mun1ally agreed upons SOW'and 1ot.td. exceed the  price of the.contriet:

ideitified.in. block 18 of thie Staterof New: Hampshxre-.Hosted State Message: Platform Syster
contract to which. th:s ‘Addenduim is- attached. ’
Conn-actor:lnmnls

Dalc: 5-30-23 - )

-K.\EDSISS\DOCS\ISGZ\OOOOB\IUWWB&.DOGX
CPI'SasS] Mmmmame and &:pport Mdmdmn
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Exhibit B; Attachment.7, SaaS Maintenance & Support-Addendum
62  Included in the Maintenance Fee provided for in the Agreement arg the charges for
parhmpatlon in the annual CPI OpenFox® user conference, including all expenses for up to four
(4) Licensee representatives. The cost of the airfure shail be'limited to coach class.

63  Any payinénts received by CPI as specified above or in the Agreement does not
includé takes or.other applicable duties. Taxes and other applicable duties shall be added.to the
total amount:for which License is:responsible. Taxes and .other-applicable duties shall be added
to the:total.amount for which Licensee is.responsible; subject to applicable’laws..

7. ‘WARRANTIES AND LIMITATIONS

7.1 CPIhasthe rightand. capacjty to enier.into this Agreement and fully perform:all of
its-obligations theréunder.

72 CPLwarrants that the System and SasS Services will be, dcdessible dnd opgrate in
conformance with,publishiedspecifications in a proper fashion.

73 Not\wthstandmg the above paragraphs, ALL MAINTENANCE SERVICES AND
SAAS -SERVICES. PROV]DED PURSUANT ‘T® THE. AGR.EEMENT I'NCLUDING THIS
AD]DENDUM AR.E ‘PROVIDED -OR PERFORMED ON AN' “AS.I1S" BASIS AND
LICENSEE’S. USE. O THE SERVICES IS SOLELY AT ITS OWN: RISI«L -LICENSEE'S
REMEDIES ARE OUTLINED:. IN TI-IE‘. 'STATE OF, NEW: HAMPSH.'IRE,HOSTED STATE.
NMESSAGE PLATFORM SYSTEM: CON'TRACT TO WHICH THIS ABDENDUM IS
A’ITACHED i

3, . 'USAGERIGHTS

It is- understood. and agreed .that System Licensed .’ Software 1mp;9vements dnd
enhancements to, gither. the. System. or, the. Licensed Software pro\nd Y TCPI under tlns.
Agreement are propriefary to.CPI, and.are subject16. the, followmg rcstncnons .

811 Allservices; improvements and.cnhancements provided, ag Jefinied;]
part_' iereof hay only ‘b installee ror. miodifigdfor the ‘benefit;of Ticense

" own 'bmdxanes or. controlled':departmcnts._or agcnc;es and mense_ wil

nghts consmtcnt with the: Agrcement '

820 Liceiisee: will, aot - COpY,.. .distribute or. make avallable any part of thc semces -
1mprovements O enhancemcnts to:any. third, party and

83 Specﬁcaﬂyjexcluded from. Mamtenance Services, as descnbcd in thig:. Apreemeiit
are issues. arlsmg oifi Licensee- enhancernpnts oF lmprovements ‘which:are.ontside the.scope?of.
CPP’s Ma;qtcganceisechcs' “CPl:shall have np.r ponsnblhty oF hablbty ansmg ’ af: of changes,

en]mncemcnts ‘or issues introduced to:the: Systemior Llcensed Software bykor lhrougb thel.xcensce ’
[OF} 1ts age.nts

Page 60f12, l
Contrnctor Inmnls < (
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Exhibit B, Attachment 7, SzaS Maintenance & Support Addendum
9. LICENSEE OBLIGATIONS

9.1  Licensee is sol¢ly responsible for the content of Litensee databases.. The licensee
must provide CPI access-to its databases and contént asreasonably requested by’ CFI from time-to
time. for purposes of provndmg the Licensee with Maintenance Services or-Supplementary Services
if any.

_ 9.2 In the event that-any virus-or destructive. clement is found:in-or.furnished with-any,
Licensee' content, Licensee will use best efforts upon learning of the situdtion; to eliminate the
virus, or destructive element. CPI shall. have the right to ‘také any steps: it deems ; ‘fiecessary or
appropriate to eliminate the virus or destructive, element'and to be reimbursed;by Licensee for its
costs arid expenses felating tothi¢ same upon CPI’s demand; sub_)ect to.the contract price limitation
identified in block 1.8 of the:State. of New Hampshire. Hosted: State Mcssagc Platforsi System
conitract to which this- Addesdum is attached.. -’

10.  LICENSEE REPRESENTATIONS AND WARRANTIES

Licénses represéiits and wariits:to;GPLthat: .

101 It has the night.and, capamty to; enter into: the Agreement zmd ful}y Jperfoimi all'of'its
obligations thereunder and'hereunder;

102 Al Licensee data: prowded pursuant to;the; Agrpementu ha]l:be\wholly original to
Licensee or Licensee, Has acqum:d ‘the neces: ary ngbts“_'“," i o.-contribute: such
Licensee.data and include:it in' the System, a icensee data shaII not iolate any. laws of; rany

¢ountry-and shall ot iHiffinge; ‘ariy othér party’sico pyng,ht,‘patent, trademark or other mtellectual
‘property:nght.

10.3 Licensee: sha]] not re-hcense or. re-sell. Mamtenance Ser\uces or Supp]ementary
Scivices:to any Lhird parties.. i

11 LIGENSEE-mDEmH«‘-IcATmN.

111 See- Section, A-14 of State of, New Hampshuc Hostcd S '
System contract 10. whichithis Addendum igia ed.

Message Plstform

12. mnmsmcmw
13.

3.1 CPl is:not-liable to Licenseé: for: lost data.” Tt i is L:censee "8t sole responmblhty to
ensure that any. backup performed by CPllos. Licensee?s behalf is restorable; -

Pags 7 of 13 <
_Contractor Initigfsi 13
‘Date:,5:30- 23,
K: \‘EDSISS\DOCS\Z“Q\DOOOS\IOW?’?JG.DOCX
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Exhibit B, Attachment 7, SaaS Maintenance & Support Addendum

13.2  Notwithstanding anything in lh_c;Ag,rc;men't_ or this M&S-Addendum, the maximum
monetary liability of CPl and any of. its officers, directors, employees, ‘agents, supplicrs, or
affiliates, in connection with the services relating to the.System including-any act or omission.shall
not excced the lesser of the amount of fees paid to CPI under the Services relating to the-claim in
the 12'months preceding the claim, or ($500;000);. whichever is lower.

ACCEPTED AND AGREED TO:.

Conipufet. Projects of [ltinois Inc.. LICENSEE.

Namg: Kevin Sawatzky Naine:_DenisGoulet
CI10./' DOIT Commissioner

Title: CEO: . Title:

Date:_S / 30 ] QOQJ | - Date: May'31,2023

Page'8 of 12 af €
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Exhibit B, Attachmient 7, SaaS Maintenance & Support Addendum
SCHEDULE A

‘COMPUTER PROJECTS OF ILLINOIS, INC.
POLICY ON TECHNICAL SUPPORT PRIORITIES
AND ESCALATION PROCEDURE

Issue pnormes &:service levels.

Eachi issué logged with the Support Center will be assigned a priority to the ‘discretion-of the.
Support Center team or réquested by Licensee and agreed upon. This will prowde Licensees.with,
some ‘indication as to' how ‘quickly the issue: will'be dealt with-and allows us to plan-thé Suppoit
Ceriter’ workload,, Tssues will have a targeted response and fix time associated with it according .t

its priority- illustrdted in the’ following tablé.

Table Pi‘ion 7 "dcﬁmtions

‘System fmlure ‘LICBHSBE unable to-
| work 15 mmutes to ; pm\nde aworkaround

Gall' tﬁe"Sup_ port Center respond 10 call | 'solution

Mcdmm Intemuttcnt hardware/soﬁwnm | Immedjate;or- thhm 3 workmg dnys to
problem, Ticensee snll able:tol 30" mmutes to; Tesolyeor provxdc a
-perform key tasks . respond to, call _workaround soluhon

Paged of12. e
Contractor luitials:: ‘LS
Dite: 5:30-23 i
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Ex]ubu B, Atlacln‘ncnt 7 SaaS Mainténance & Support Addcndum _
6 working hours
allowed for time:to
r'c§pcin‘d

Low - . lnformauon rcquest, no unpact on ""e" i
' tbe Llcensee :

Pnomy T able Issue pnanty & def mtzons .

Résponding: to an: issie involves the: asmgned employee or Siipport Center member;contacting the
Licensee to acknowledge: the issue-and to indicate t6-the: Licensee the: hkely timescale foi, deilitig
with the: request;

A-workaround solution prowdcs a temporary fix when additional-time is required to, implement:a
‘permianedit fix: Ifthe problcm Té:0CBrs;; the ticket shi 0 eopened a_gé_i" pdateddo«reﬂectzthe
mulhple resoluttons that have been tried.

Issue éscaldtion,

During the normal business.workday; the support-center stiffis apgmented by gramumers .
and software: engingérs on-site. These: ca]ls‘nre_asmgned aprionity;and them assi gned to'an: cngmeer
to contact the: Llccnscc and. ﬁnd molutmn;mﬂnn the;dcs:gna ed tin ,;_j ragie’s

Aﬁer normal busmess hours there is. an. on-call process pioy place. to '"'":'

call is:firther cscalated to a:senior. engineer or‘manager.aof thc parhcu]a:._dcpartmept
for-resoliition. ;

Support Centerprocess : R0
A ﬂowcha.rt in. D1agram 1. shown -on the;nextpage; 1llustratcs tha processes that willbe:

Rty

when bandling:issues: made to ‘the: CPI»Support Ceniter. - T

Page 10.0f:12
Coniractor Initials:., K S

© Date:i5<3 0-23
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_ Exhibit B; Attachment 7, SaaS Maintenance & Support Addendum
Diap#am 1— Stupport Center Process Flow Chart.

SCHEDULE B

COMPUTER PROJECTS OF ILLINOIS, INC.
POLICY ON ADDITIONAL CHARGES AND: FXP[‘,NSL‘S

DAILY RATEMINIMUM CHARGE:. $3,000.00.

Page'12'0f12 SAE
‘Contractor Initials: _|\
"Dntc ‘5 30-23 G )
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OPENFOX® SAAS _
EXHIBIT B, ATTACHMENT 8

SOFTWARE LICENSE AGREEMENT

This OPENFOX® SAAS SOFTWARE LICENSE AGREEMENT i5 entered into-as of this st day of July,

2023 (the “Effective Date™) between Computer Projects of lllinois; Inc., an_lllifois corporation, with-
an office at 400 Quadrangle Drive, ‘Suile F, Bollngbrook IL: 60440 {"CPF), and: the undersigned
‘Licenses and describes the terms and conditions-pursuant to which GP1 shall provlde the Licenseg
use of ils proprietary softwaré as a service during.the Term, CPI and Licensee are each somatimes

referred'to herein as a *Party” or, collectwely, the "Parties.”

1.

1.2

13

1.5

16

‘the SaaS Mainteni

as provrded in

Definitions

*Agreement” means-this OpenFox®
SaaS Software Llcense Agdréement,

including an .attached Schedules;

each of which’is incorporated:herein
by their reference (this “Agreement’).

*Documentation® ‘means  CPI
quumbntatidh, in any medium,
-delivered to Licensee including user
manuals and training materals
relating to the 'use of the Licensed
-Saftware:

“Licensed. ‘System® means. the

Licenseée's -Systemh authorized to
download, 'install, or otherw e’,duse
the, funchonahty and featurés! of the -
Licansed Software’ lin. ‘acéordance
wlth terms.of thls Agraamant

'Mamlenance means the
ma:ntenance services: provnded by
CPI' to stipport ‘and’ maintain the
Llcensed .'Software descrlbed in
'andaSupport
Addendum forthe Llcensed Soﬁwara
Schedule 3.

Mamtenance far. ithe
‘Software. is provlded -on’ ‘the

Licensee's, ‘Systern. toCated. at’ the

CPls $aa8: " Site as spec:ﬁed in
Schedula'i

'Third Pairty Products' means
soﬂware and/or hardware ownad by

. Contmclor Intials: I4 5
Datc 5-30-23 ;
Ccmputer Projects of llinois;. Inc

Licensed

1.7

"determlned so]ely'-by CPI.

Licensee: or licensed by any party
other than'CPI o Llcansea i

*Upgrade” means a release df the:
Licensed Software subsequenl to the:
initlal. delnvary generally made
avallable; 10:
subscribers -in. which CPI has-
mcorporated i); changes, iade: 16
corgct  erors  or defects (fi).
enhancernents do. provnde new
capablllties. or. (lu) improvemenls 10

‘better pen’onnance. together’
with:nsw.or revised Bocumenlatlon
[v-dioes ot incligde any new: semce
product or componenl orferlngs as

-PEGeN0f13 -



OPENFOX® SAAS
ExHiBIT B, ATTACHMENT 8

SOFTWARE LICENSE-AGREEMENT

by an authorized represe’ntalwe of each of
the Parties.

1.

2.1 LICENSEE shall have the:
right o not renew: {his. Agreement-as

prompt payment “of. the Mamten nce

<Suppor1 Serwca; Addendum-
(Schedulé: *37) and e fees

1

“that the ° rights

described. on Schedulé- “2%; non-
payment of License Fees or
Maintenance Fees by Licensee, shall
resultin canceliation of this License;

long as LICENSEE provides CPlwith 3.2 Following. Contract Formation, CP!
nolice of non-renewal at leas! 60 will ‘make avaifable the Licensed
days prior to the end of.any Licénsee Software.to Licensee for'use onfy.of
fiscal year:during the then Térm.-CPI the-functionality: and features.of ‘the
shall have -the nght to cancel this Licgnsed Software, It ihis
Agresment; at any time -with- or Agreement:is for mitlahon of:a SaaS
without cause’ uporn. thirty (30) day’s solution or the conversion 1o the
priorwritten noUce Sa3aS; Sclutidn: suUEH iditiatioh, or
conversion sha!l conrorm fo the
2.2 ‘Unless otherwise -specified in the .Obligations . as get forth in. ihe
:State ‘of ‘New. Hampshire' Hosted Statement of Work (“SOW*) aitachied
State Message Platforri System Hherelo. as: 'Schedule: “4%; provided
contract to which this. Agreement-is Licensee tirely performs RS
attached. This Agreement .obllgalions -as:sot forth-in'the SOW
.'conlemplales conversions 10'a:54a8 - (‘Licensed's, Peffoimants?), if
Solution {see Section:3:2).. CRI-shall Licensée's Perftrinance is-detayed;
be paid for services: completed‘ rior for' more :than hirty. (30) days ‘and
to térinination :and_upon-notificatian such:deldy 1§ not caused solely- by
and ‘acceptance of termination, no - CRL, .GPI: shall have, the_ fight to
‘further. work will bé performed: .charga such! Llcensee, for such'delay
.agalnst” banked Hbtrs' of b
.dolldrs:the coshassoc:ated wslh such
‘Grant of License: -délay. a
31 'Subjéct to the:teims and condltions 33 Subjectto Seclion 4, Licenseemay.
of and Licensee’s. oompl[an' ithiits - Docy
w{mout further fiotics, CPI i
; 2, non~sub!icen§a
1 “of: i ;
anensed_-_gSoﬂwara g g the T sub]ect
solely.  for aLIc;ensees Intemal )
"business:purposes on ths. authorizad 5eg- an
Licénsed Syslems, provided: ihatf . may "be.
Licerisee kdops the Maintehance: ‘ Iy EXPFESSW
‘ang-Support Adderidum with, GPI for provided! herem
the- Licansed ftware ‘in effect. by 3.4

3Ltcansae acknowledges__that, CPI ‘

'Ucenseekacknowledges 7an
nd" Ilcenses wilh.

Contractor Initidls: Iéj
Date: 5-30-23-

‘Computer-Projects of inois, Inc. ‘Pagei2 of 13!



OPENFOX® SAAS
ExHiBm B, ATTACHMENT 8
SOFTWARE LICENSE AGREEMENT

4.

respect g Such Third Party Software
shall be wunder the ‘terms and
conditions set forth in the pertinent
license -agreements between the
Licensee and the vendoss of -such
Third Party Soﬂware, and thal
Llcensee shall;comply with' any and

all license agreements with- féspect,

to.any Third Party.Software. Further,
Licenséa édkhé\rvlédges: that, ‘CPI
does .not  endorse;
otherwise' guarantes the
dppropriateness, effectivengss: ar

compallblllty of any'- “Third" Paﬂy'

Soffware:

Licenses. acknowledges thal, as to

Third Party:Software, CPI-is solely a

reseller with no liability.for Third Party
=Software Any- addltlonal Thlrd Rarty
:Software reséld by CPI to Licenses
.shall. be priced sSepdrataly and_ in-
gaccordance wilh the.terms set forth

i ‘ :
Addutlona! ‘Third Party Soﬂware '
'Resold to Llcensee:-

A’greement and Schedula 5%

._Soﬁware Llcensa Rastrictlons

Except as: expressly set forth in “this
ree Ik

nor; atlernpt 1o do s0; any of.th e\following

4&1

a2

Modu?-» adaptﬁ reproduce dlstnbute

Docu mentatlon

copies of
only_._ asl

or 'mak‘é any
documenlalion except

remam ‘the. 'excluswe-
‘property of. GPIL. subject t6 this;

Agregiment;

Decomprle disassemble:or: reverse—
engingsr, 1he ‘Ligehsed SQﬂwam or.
olherwrse altempl to do ‘any of the

Contnclor’}:nmnls. < 5
Diate:5:30-23
Computer:Projects:of linofs; Inc.

‘indemnify or*

mant, 1s,aa agraes thatiit: will not -
|lself‘ or mrough oF ‘'with ‘ary parent
subsndrary. affi Irate agent or other third party.,

4.3

4.4

- 4.5

48

o

5.4,

foregoing or; (f).derive tha Software.
source code; or (i) use the Licensed.
Software as a model for
development of -other -soﬂware Lhat
contains ‘thg $arhe “fungiionslity or
fealuras as; lha Lioensed Software;

Rent, sell;. lease, loan; encumber-or-

otherwise: “transfer the: Licerised
Software ‘or Documentation;

Use the Llicénséd Software lo
provida processing services {o t.hrrd
pames or olhen«v{se use- or: allow

for: tha benel' l of any third party"’ ‘a
comimiercial, rentat, sharing
arrangement1 or olher "service
bureau “or similar actmty or

Remove: any’ product idenitification,
trademark copynghl conﬁdenﬂahty
propnatary -of:Other. nolice contalned
On Grwithin; lhe Licenséd Software;or

Documentatron

rrrfonnaUOn Iq'r'mi-how, other nghts'

Page:3:0£13
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OPENFOX®.SAAS
ExHiBIT B, ATTACHMENT 8

SOFTWARE LICENSE AGREEMENT

with  respect to  inveitions,
discoveries, ideas, |mprovements

lechnigues, formulae, algorithms,
‘processes, schematics,  ‘esting
procedures; technical inforration

-and"other technology; and. 8Ny’ other.
intgllectual and indusirial proparty
fights; whethar or not. subject to
-registration or protection; and. all
nights, Ondér ‘any licgnse jor -otfier
-arrangement. with' respect to the
foregoing.. CPI -does .not grant
‘Licensee any [ntéliectual property
nghls in the-Licensed: Software, and
all.right,. fitle- and:initarest In And; o all
coples of the. Licersed: Software ot
\expressly gran’md in; thls Agréement
feriain; with CRI. The Licensed
,,'Soﬁware is copynghted .and

-fStates Ucensee may not remova or
:-obscure any oopynght trademark

6. ‘Ligense:and: Ma[ntenance Feas

ign. of. the” I_Jcense granled

S

LAgreement “and aII ﬁgh_t‘s ‘and
-granted heréunderin: CPls soler

Al License .Fees’ arg’ non- refundabfewonce .

pa:d_

Contmctorlnmnla IZ S
Datei5-30-23:
Corripiitér, Projécts of Jilingis, lnc

7.3

Indémnification
See Seclion A5 of the New
Hampshirg Hosted Stalé Message
Platform Systen’ Contracl to .which
this‘Agréement.is attached

in ther event that the Licersed
‘Software is held by a court of
.compétent: jurisdiction to: infringe a
ihird party's: propnetary rights; or
Llcensees use: of -the; Licensed
Software 5. enjofned CPlishall Fave
‘this ‘oplion, ‘at iis: expense and sole
dlscrehon, to. (a) ‘modify the | Licensad
Soﬁware 6 be. non-infringing; by
obtain for ‘Licensee.‘a licenss: to
contmue Cusing | thé: Licensed
Ty, ‘bsntute the; Licensed

, ICENSED derWA

¥, DISCLAIR




OPENFOX® SAAS
~ EXHIBIT B, ATTACHMENT 8
SOFTWARE LICENSE AGREEMENT

ANTEGRATION  AND. WARRANTIES

ARISING OUT OF COURSE ‘OF DEALING

OR USAGE: OF TRADE. ‘LICENSEE.

AGREES THAT, AS BETWEEN LICENSEE'

AND CPI, LIGENSEE 1S” RESPONSIBLE.

FOR"THE ACCURACY AND. QUALITY OF

THE DATA INPUTTED: INTO ANY

'LICENSED SYSTEM RELATED 1O THE

USE OF “THE 'LICENSED 'SOFTWARE:
BECAUSE THIS. 'DISCLAIMER OR
WARRANTY MAY NOT.BE VALID IN SOME

:STATES OR: JURISDICTION THE ABOVE

DISCLAIMER ~ 'MAY 'NOT APPLY TG
LICENSEE.

9, Limitation of:Liability
9.4  “Other than  for’  CPPs

Indemniﬁcauon obligatlon seot.

forth in- Section 7, In‘nosevent will
of

CPI ba,.liab!a for. any. Ios
profits, 1osé: of usa, B
interruption, .
‘cover .

or

92!

s (- g = Et o
‘oral’ répresentations: ,or. warianty

C«?mh'nctor Initials: { j

Cqmnulekr,Prgjec,ts..qf Ifinois; Int:

‘o IndIrect. speclafi N
conseqqenﬂa_l ’

<3 ';Eachl Partyiacknow!edges !hat thgi
o Tes o In

concerning’ the Licensed
Software. Any wrltten
representation -or warranty :not
expressiy  contained in - this.
Agreement Is unenforceable.

10.  Audit Rights

TPl orits répresentatives shall'be entitlad to,
at CPl's sole cost and expense, audit’
Licensed's facilities: or documenis to verify
L!censee 'S compllance with the provisions, of
this Agraement. Any such audit may take
plage. from time to time, bt no more than
once .each, ca!endar year during ‘norimal
business. hours by provnd]ng wrilten_notice’to:
Licansée ‘at least ton (45) business daysin
advance of such audit. I¢ any audit: revealsa
cy {iR Any amounits] -due to.€P1 under
\ reement. Licengee wlll' |mmedlately'

13. -Conﬂdontlalky

Page:5:0f13



OPENFOX® SAAS
EXHBIT B, ATTACHMENT 8
SOFTWARE LICENSE AGREEMENT

the other Party solaly-in accordance
with the provisions of this Agreement
and it shall-not-disclose, or permit'to
be_disciosed, the same direclly or
indireclly, lo any third. party without
the. other party's prior written
consent, dnfess. required by law,
Each ‘party agrees 1o exercise due
care in, protecting- the - Conhi dential
Informallon from 'unaur.honzed use
and disclosure:
-acknowledges to the'other Party that
‘data processed by the Licensed
-Softwarg is: protected by edch:Party
‘in accordance with €JIS protocols.
132, Neither party béars dny responsibility
for saleguardirig any information that
iit;can document in wriling: (a) is'in

"the public domain thréugh- no*faultiof

its'own, {b) was.properly known fo it,

withbut réstfiction, prior19: dlsclosure

by dlsoloslng party, (c) was’ properly
'disclosed loiit, without restricl!on by
‘anolher- person “with thie” legal
authodty to "do Tso, (d)

‘Each Party

|ndependenily developed by' kS

recelving ‘Party wrlhout WSE or
referencé to disclosmg Pary's
.Conﬁdentfa! Inforrnation or :(8)ls
req uired: to. be‘dlsc!osed pursuant 16
or ‘Iegisl'ativ.e‘ order or
in whith case the
recefving ‘Pafty  shali provfde
dlsdosing Party with. prior notlce\of
lhe intended drsclosure in: suffi orept

lhe dlsclosrng';Paf'ty the opponumty
to resist or. lrmift dlsclosure by

agreement or through anyjudicrallor .

vrrilh dlsclosing Party !n any such
efforts'it: elécts o take

14.. Notice

$SeeSection A-15 of ExhibitA to the:Slate of

New: Hampshlre Hosted State Message'

Countracior Irirhn_l::u 2 4 5
Date: 5~30-23 o
Computer PrOJeclsmf lllinois, Inc:

i

Platform contract to which this Agreement is.

attached.

15. Export Controls

Licanses shall not export, of otharwise
transmit, direclly or indireclly, any.Licensed
Software, Documentation, informaticn, data-

or olher malerials received under this

Agreemient except in full compliancs .with al

United Stales Export Admlnlstralion

regulations and other applicable: acts, laws:

and.regulations,

16. No-Work For Hire

Licenses acknowledges hat- the Licensed

Sofiware and' ‘Documehtation, mcludrng.

without Tlimitation, any and. aIl updales

‘modifications, alteratlons or simillat. ‘work

done Dy CPI pursuantdo lh:s Agreemenl arg
Iy .

norhlng done:by CPI Is-a~Work for. Hire* nor

"does.jt conslrture property of Llcensee‘ Any
' '.'5upplementary J work .lon. rseparele

e, LM} i
m and supersedes ail_'
. _prevrous oommunicaﬁons .
’representations undarstandlngs and'

sagreemenls either oral (4} wn}ten.
‘betwéen _the Partiés.w )
the. subject mattenof ths-Agreement

" This Agreement thay ‘only bé

modrﬁed in’ each instance by a:single
;wntten document signed by both
-Parﬂes

‘Page.6,0£13:



OPENFOX® SAAS
Exnigir B, ATTACHMENT 8
SOFTWARE LICENSE AGREEMENT

17.2 Chbice of Law and Dispules —

See P-37, Paragraph 8 and 18, and
Exhiblt A 'Section A-3 of State of New

Hampshnre Hosled, Stale Message

Platform System contract to which
{his agreement is-attached.

17.3 Severability.and Remedies — Any and_

.all rights and -remedies, whether

-eénferred in this Agrésment of by
any, other taws-applicable hereto, will

be cumulative and'may be exercised
ssihgularly: or concurrently ‘The
.ailure of elther. Party to enforce any
ofthe provisions of this Agreement
'wlll not‘ coristitute, 3 ‘waiver of any

othe* tights- hereunder “or any
slbsdquent: enforcemenl of that or'

:any cther provis[ons The terms and

-conditions stated’ herein are declared
- & court of

to ba: séverable:,
.ccmpe!ent jurisdicbon holds any
‘provision.  of - “ithis:

.except only the: provnstons relahng o
‘the: grant of icense:and: the payment
of any and ‘all: fees which are
‘Inextn 'bly reialed‘a

A

ine pio
conslrued o-asto be: enforceable fo .-

tha; m‘ Irhum extentqpennlsslble by
law: -

17.4 '-'.EQBEE%MEJEQBE.

See Sectron A-T of*Slate of; NewTHampshlre
M tf

The; unders:gned cerufy thatthey are; aulhpﬁzed to\accept and axecute: lhis Agreement on;behelf :
lhe respechve paies. Accepted and*agreed :

Contractar Imtmls. Ié S

Date; 5-30 23
Compuler: P_rpje;;ulg.,_rofflllinols; Inc.

Eac P rty'and its counsel.ha
w

invafid ar
:unenfdrceable,-in whole. or In part;

lhe remalnnng 28

17.5 INDEPENDENT CONTRACTORS:
CPl and LICENSEE  are. independent
contraclors and neither- shall act as the.
other's- agent,’ or be desmed an agent or
employee of the olher, nor shell thre
Agreément’ be Interpreted as creating a.
partnership; or joinl venture or anything

'except a vendor—customer relatlonsh!p

17.6  ASSIGNMENT

Only GPI' may" assign. 1his Agreemenl
LICENSEE may’ not assign’ ‘its: rights and

_obhgatﬁon under this Agreement. However

LICENSEE: ‘may. ‘assign. its rights and

Aobhgatrons -under this: Agreement to. a
¢suceessor.agency of frie;stale. .

17.7

‘AM?IGUITIES

s 0t apply. [
: Thél language lin
ted;

vt

PagsT0f 13,

-] pariicfpaled‘.



“Title: . L Tilé:-

OPENFOX® SAAS
EXHIBIT B, ATTACHMENT 8
SOETWARE LICENSE AGREEMENT

LICENSEE LICENSOR-

Computer'Pigjécts of lllinols, Inc. (CPI):

By: By

Name:- : -Nams: .

Date: ‘Date:

Contact Informetion: _Contact Information::

Address: Address:

Telephane:: Telephione:
Email: Emalli”

'With.a'copy. {o: -

Jogeph:
. o

Contractor Lnitinls: Lj

,Date:

Computer Projects:of Ilinols, Inc. : : - F—’agg};B&of13 :

\f.’::?i P e 2



; OPENFOX® SAAS
_ EXHIBIT B, ATTACHMENT 8
SOFTWARE LICENSE-AGREEMENT

List of Schgdul'es

Schedule 1 Licensed Software, Coples, Use-and Central Site:
‘Schedule 2 Licénsea Fees
-Schedule:3: Maintenance and Support-Agreemant

Contracxor ,lnihpls Ié\;
Date: 5:30:23  °~ .
Compuler. Projects of llinois, inc.

i
Ly



OPENFOX® SAAS

EXHIBIT B, ATTACHMENT 8-
SOFTWARE LICENSE AGREEMENT

Schedule 1

.Llcensed oftware, Co

‘OpenFox" Messenger

lesand Use.

Rstatigncy|

i-

.ﬁ# ik

OpenFox® Message:

Test, Prod and-Fajlover

OpenFox®
Hotfiles

NexGen |-

Test, Prod and. Failover

Configurator

Test, Prod and Failover

Operator Ald

-h

" | Test;.Prod and Failover

Amhive 3.1 Upgrade

_| Test; Prod and:Failover:

Controctor Initipls: 4 j
Date: 5-30-23: )

Comfuler Projects.ofllinols; Iric;

Pge10 0£13-



OPENFOX® SAAS
 EXHIBIT B, ATTACHMENT 8
SOFTWARE LICENSE AGREEMENT

Schedule 2
Fees

See Contract Pricing

Schediile:3:
Maintenance and Support Agreement

‘Sent via separate document

Contractor Initinls: _| <‘f
Date: 5-30-23; i ) . P =g
Compuler;Projects-of inois; Inc: _ B = PegeitofA3



OPENFOX® SAAS
ExHIBIT B, ATTACHMENT 8
- SOFTWARE LICENSE AGREEMENT

S_'chedule 4:
Statemen‘t of Work {*SOW™)

To.be develgped

C;php‘ac,th‘r Initidls: Ié \S ‘
‘Date: $-30-23 _ Pl I pe
‘Computer Projects of. llinglsiine:  ~ . . .. RAgelZ.of13:

A LAY



OPENFOX® SAAS
ExHIBIT B, ATTACHMENT 8
SOFTWARE LICENSE. AGREEMENT

Schedule 5:

Additional Third Party Software Resold to Licensee
CJIS Audit by Peak Performance 1 Production
CJIS Online Security Training 1 Production
and Testing Service by Peak L

. Performance :

'nexTEST by Peak Performance 1 Production

po—

Dafer5:30:23:

Coimputer Projects.of llingis, Inc. .+ Page'13iof13



PENFOX
INNOVATIVE * MODTRN * SECURY

Exhibit B, Attachment.9 Vendor Quote d

CPl Quote
Quote for
NHDOS Saa$S
Contract Phases
1and 2

To: Jennifer Hackett ) o 'iD_i-‘.tE:'?-'.M:dezoz?a_f - T [aPﬂ cs'good'roxaso-n w-.
. Administrator i, J-One Program, Justice T T T e T :
Information Bureau
Néw Hampshira Stata Pollcé
33'Hazen'Drive
i Concord, NH.03305
. (603) 223-8521 Office
: -(603) 931 -0933 Cell

hack

FiMaro. i
Phase,1

“Product Deseription | Q. | whiteree | “Totsl Price
ﬁ‘i?;laho?m’m“’" -and =NP-’_-‘IG“-Q" Am“"’e : v $350 00000 [ V'_siszlsqsqo_o.‘t_)_tj
Niets XML Conversion _ 11 | s7000000 | $70,00000°
| oy Foes. @ Valastens: | 4 | sissoece]  stgssoos
Malritenarice/Séas:Fed SFY 24 o = b596,772:50,.
'MalntenancelSaa_S_.-,Fge:SFY 25 Co T ._
Maifitenance/Seas-Fes SEY'26 25 il i
Maintenance/SaaS FeseSFY.27 |
Maintenance/SaaSFee SEY28. | 1

Phésé 2 "_ )
Product Description - . f Q. |- ‘UnitRHce |
Disastet Racovery - | $s00i000:C
QCHL Reports.

| ¢7s00000. [

1
LA ) )
NCIC XML -4 |~$350,000.00:-| - 113 ;
HIXML & H $1751000100 ;
NICSXML b A5 ) s175,000.00.
Goritact Person Noiffication. ~ | % | sarBooio. |
L5 : i

[l .

Page 1ofl . ‘f oxmlrox \COM: - 3 bise
Contractor lnitnals _ ﬁothmn %nm:*u;mp- !
B OLINCI)IDOI:,"

Tl

(GSD) 750 $8%0.




State of New Hampshire
Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that COMPUTER PROJECTS OF
ILLINOIS, INC. is a Illinois Profit Corporation registered to transact business in New Hampshire on January 26, 1998. 1 further
certify that all fees and documents required by the Secretary of State’s office have been received and is in good standing as far as

this office is concemed.

Business 1D: 286338
Certificate Number: 0006239100

IN TESTIMONY WHEREOF,

[ hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 31st day of May A.D. 2023,

David M. Scanlan

Secretary of State



DocuSign Envelope ID: 534A84D7-4D66-4947-8305-749BDFCES793

MEMORANDUM OF ACTION TAKEN AS OF
MAY 19, 2023

BY THE BOARD OF DIRECTORS OF
COMPUTER PROJECTS OF ILLINOIS, INC.

The undersigned, being all the members.of the Board of Directors of COMPUTER PROJECTS
OF ILLINOIS, INC., a corporation of [llinois (the “Corporation”), do hereby consent to and take
the following action in lieu of holding a special meeting‘of the Board of Directors of the
Corporation. This action is taken by unanimous consent pursuant to the 1llinois Business
Corporation Act, waiving all notice of any meetings, whether required by statute, the ByLaws of

the Corporation otherwise.

1. WHEREAS, it is in the best interests of the Corporation to approve a certain contract

with the State of New Hampshire, the following resolutions are adopted:

RESOLVED, that this Corporation shall enter into a contract with the State-of New'
Hampshire, acting through its Department of Corrections, Divisions of Administration for the
provision of computer programming services; and

FURTHER RESOLVED, KEVIN SAWATZKY, as President of the Corporation, is
authorized on behalf of the Corporation to enter into the said contract with the State of New
Hampshire and to execute any and atl documents, agreements and other instruments, and any
amendments, revisions, or'modifications thereto, as he may deem necessary, desirable or

appropriate.
2. This Memorandum of Aclion may be signed.in one or more counterparts, all of which,

when‘iake]_J together, constitute a single original docuinent. A facsimile or electronic
signature on any counterpart of this Memorandum of Actioni will be considered the same
as an original signature. Any‘electron.ic copy of this Memorandum of Action retainéd by
the Corporation shall have the same efféct as retention by the Corporation of the signéd
original and may be reproduced and uscd as an-original for any Corporation Purpose.

3. No further action is taken.



DocuSign Envelope 1D: 534A84D7-4D66-4947-8305-749BDFCES79)

KEVIN §. SAWATZKY

STEVEN L. SAWATZKY

l ZEZ aln, S awatnki

i RYAN D. SAWATZKY

Being all of the members of the Board of
o Directors of the Corporation
Bolingbrook, lllinois.



DATE (MWDDIYYYY)

= Ve
ACORD CERTIFICATE OF LIABILITY INSURANCE 41372023

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW., THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement{s).

PRODUCER CONTACT
The Horton Grou pHONE FAX
10320 Orland Pa?kway 1A/, No, Ext 708-845-3000 {AIC, No):
Orand Park IL 60467 aDDREsS: Cerlificales@thehortongroup.com
INSURER|S) AFFORDING COVERAGE NAIC #
INsURER A : Continental Casualty Company 20443
INSURED COMPFRO-0| \surer B :
Compuler Projects of IL, Inc. (CPI} -
400 Quadrangle Dr., Suite F INSURERC :
Bolingbrook IL 60440 INSURER D :
INSURER E :
INSURERF :
COVERAGES CERTIFICATE NUMBER: 1062972024 REVISION NUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CCNDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

NER AODLISUBR FOLICY EFF_| POLICY EXP
LTR TYPE OF INSURANCE Wy POLICY NUMBER ;uﬂmnmmq {MMWDDIYYYY) LIMITS
A | X | COMMERCIAL GENERAL LIABILITY B1072629527 9/15/2022 91542023 | EACH OCCURRENCE $ 1,000,000
I CLAIMS-MADE OCCUR PREMISES (Es occurrence) | § 300,000
MED EXP (Any one person) $10.000
PERSONAL & ADV INJURY | 31,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2.000.000
X | roLicy | RO Loc PRODUCTS - COMPIOP AGG | $2,000,000
OTHER: $
A | AUTOMOBILE LiABLITY 81072629527 91572022 | /1572023 | GOMBINED SINGLELIMIT 1 5 4,000,000
ANY AUTO BODILY INJURY {Per parson) | §
OWNED SCHEDULED
Spe I I BODILY INJURY (Per accident)| $
" | HRED X | NON-OWNED PROPERTY DAMAGE s
| ™ | AUTOS ONLY AUTOS ONLY | (Per_accident)
$
A | X | UMBRELLA LLAB X | occur B4013446274 9/15/2022 | 9M5/2023 | gACH OCCURRENCE $4.000.000
EXCESS LLAB CLAIMS-MADE AGGREGATE $4.000,000
oeo | X | reTentions 10 000 5
A |WORKERS COMPENSATION WC 7011994820 12023 | o2s (X [ SRR | [BR
AND EMPLOYERS' LIABILITY T
ANYPROPRIE TORPARTNER/EXECUTIVE E.L. EACH ACCIDENT $ 1,000,000
OFFICER/MEMBEREXCLUDED? NiA
{Mandatory In uu} E.L DISEASE - EA EMPLOYEE| $ 1,000,000
f yas, describe und
DESCRIPTION OF OPERATIONS below E.L. ISEASE - POLICY LIMIT | 81,000,000

DESCRIPTION OF OPERATIONS ] LOCATIONS ! VEHICLES (ACORD 104, Additional Remarks Schadule, may be attachad If mors space is required)
Additional insured on a primary and non-contributory basis with respect to the general liability coverage only when required by written contract.
Re:Contract 2013-034 Waiver of subrogation applies to the workers compensation in favor of the stated certificate holder only when required by written
contract,

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

State of New Hampshire Department of Safety BECOROANE EITHIREIRO R GUISIDNS,

33 Hazen Dr.

Concord NH 03301 AUTHORIZED REPRESENTATIVE

-

©1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD




