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EDDIE EDWARDS

ASSISTANT COMMISSIONER

STEVEN R. LAVOIE

ASSISTANT COMMISSIONER

May 31, 2023
His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology, on behalf of the Department of Safety, Division
of State Police, to enter into a Sole Source contract with Computer Projects of Illinois, Inc.,
(VC#168812-B001), Bolingbrook, IL, in the amount of $5,526,186.63 to provide a state-of-the art
criminal justice State Message Platform (SMP) System, to support mission critical criminal justice
information services (CJIS), with the option to renew for up to two (2) additional years, effective upon
Governor and Council approval through June 30, 2028. 79% General, 18.5% Highway, 2.5% Fed Rev
Xfers.

Funds are anticipated to be available in State Fiscal Years 2024 through 2028, upon the availability
and continued appropriation of funds in the future operating and capital budget, with the authority to
adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and justified, without approval from Governor and Executive
Council.

CAT#-DEPT#-AGENCY#-

ACTIV1TV#-ACC0UNTINC

UNIT#-DEPTNAME-

ACCOUNTING UNIT

NAME CLASS-OBJECT-DESC SPY 2024 SPY 2025 SPY 2026 SPY 2027 SPY 2028 Amount

01 -03-03-00310-76230000-509038

03230040 ASD DOS J1 Project
Activity Code: 03230 i 50 51,097,272.50 5620,281.13 5743,361.00 5774,279.00 5806.493.00 54,041,686.63

02-23-23-234030-XXXX0000

Dept.of Safety - State Police
Message Switch -034-500099 -
Major IT Systems Activity Code:
234030 51,349,500.00 50.00 50.00 50.00 50.00 51.349,500.00

02-23-23-234010- 38940000 Dept. of
Safety - Division of State Police - SP
Agency Inc Grants -103-502664 -
Contracts for Operational Services
Activity Code: 234010 514,000.00 556.000.00 50.00 50.00 50.00 570,000.00

02-23-23-234010- 33450000 Dept. of
Safety - Division of State Police -
NH DOT& DOJ Grams - 103-

502664 - Contracts for Operational
Services Activity Code: 234010 59,000.00 556,000.00 50.00 50.00 50.00 565,000.00

Total 55,526,186.63
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EXPLANATION

This request is Sole Source because a Request for Information (RFI) for a new Criminal Justice
Information System (CJIS) compliant Slate Message Platfomi (SMP) resulted in responses from vendors
with less experience, extensive project durations, and increased risk of costs exceeding the State's current
budget constraints. Computer Projects of Illinois (CPI), as the sole developer of the existing State Police
Online Telecommunications System (SPOTS) used by more than 300 federal, state, county, and local
agencies, was identified as the only responding contractor able to provide the services necessary to
pass cCJIS information between disparate federal, state, and local entities within budget and without
significant risk to all partner organizations. CPI maintains authorization to pass criminal justice
information between the federal government and state and local entities through the State Message
Platform (SMP) and operates within twenty-eight (28) other stales.

The purpose of this request is to provide a State Message Platform System to support the criminal justice
information service (CJIS) applications. The System shall equip New Hampshire law enforcement with
current up-to-date criminal justice inforniatlon in the most efficient, cost efTective, and reliable manner.
Availability of criminal justice information protects the citizens of New Hampshire, keeps NH law
enforcement safe, and shares sensitive information with partner in-state, out-of-state, and federal
agencies. The current Message Switching System resides on hardware that is approximately ten (10)
years old, is unsupported by the manufacturer and is undersized given the increased use of XML
transactions. Deploying the System in the Contractor's CJIS compliant Hosted Environment shall ensure
that NH criminal justice information is available seven days a week, twenty-four hours a day, three
hundred sixty-five days a year to the maximum extent possible.

The Contractor will migrate all existing on premise SMP application features and functionality, internal

application and network interfaces, and external application and network interfaces to the System. The
Contractor shall ensure that existing on premise SMP capabilities do not experience unplanned

operational interruptions until the System has successfully completed the Acceptance Test Plan and

received State Acceptance.

Additionally, throughout the life of the contact the Contractor,shall provide additional functionality to
SPOTS that will be considered and implemented solely based upon future funding award determinations.
Such deliverables will only be pursued via future contract amendments and Governor and Executive
Council approval, in accordance with the Exhibit B, Scope of Service, Section B-5 Phase 2, and at a cost
structure not to exceed amounts indicated in Exhibit C, Price and Payment Schedule Section C-IO, Phase
2.

As referenced in Exhibit A, Special Provisions, Subsection 3.3, of the attached agreement, the parties
have the option to extend the agreement for up two (2) additional years, contingent upon satisfactory
delivery of services, available funding, agreement of the parties and Governor and Council approval.

Should the Governor and Council not authorize this request, state law enforcement agencies will no
longer have the ability to enter, disseminate and access criminal justice information in real time, resulting
in a risk to public safety.
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In the event that the Other Funds become no longer available, additional General Funds will not be
requested to support this program.

Respectfully submitted,

Robert L. Quinn
Commissioner of Safety

Cc: Ronald Reed, DoIT
Ann McLaughlin, DOS

DoIT #2023-067

RID: #78367

Denis Goulet

Commissioner, DOIT
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax; 603-271-1516 TOD Access; 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

May 16, 2023

Robert L. Quinn, Commissioner
Department of Safety
State of New Hampshire
33 Hazen Drive

Concord, NH 03305

Dear Commissioner Quinn:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a contract with Computer Projects of Illinois, inc., as
described below and referenced as DoIT No. 2023-067.

The purpose of this request is to provide a state-of-lhe art criminal Justice State Message
Platform (SMP) System, to support mission critical criminal justice information services
(CJIS).

The Total Price Limitation will increase by $5,526,186.63, effective upon Governor and
Council approval through June 30, 2028.

A copy of this letter must accompany the Department of Safety's submission to the Governor and
Executive Council for approval.

Sincerely,

Denis Goulet

DG/jd
DoIT #2023-067

RID #78376

cc: Ron Reed, IT Manager

"Innovative Technologies Today for New Hampshire's Tomorrow"
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FORM NUMBER P-37 (version l2/ll/20J9)

FORM NUMBER P-37 (version 12/11/2019)

This agreement and all of its attachments shall become'public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must be
clearly identified to the agency and agreed to in writing prior to signing the contract.

"AGREEMENT

The State ofNew Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

A., .--•iDENTnpieATib'Kf:'
in State Agency Name" - - --- —

Department of InfonnaiionTechnology

"1.2 State Agency AddriKS and"Emair~

f27 Hazen Drive, Concord, NH 03305

1.3 Coii'tfactor Name

Computer Projects of Illinois, Inc.

\ 1 'A Contractor Address and Email j

1400 Quadrangle Drive. Suite F, Bolingbrook, IL 60440 i
{.ksaw8tzkv(Sloocnfox.com- — — ,

riTS'Contractor Phone'"

Number

630-754-8820

1 .b^'XcMunt NumKr' f
1  !

01 -03-03-00310-76230000-

509038 03230040 1
02-23-23-234O30-XXXX000O ]
02-23-23-234010-38946000 '
02-23-23-234010- 33450000

j'].'/ Completion Uate
'june 30,2028
1

"TS "Pncc LImitatibb

,$5,526,186.63

i  j
il.9 Contracting Officer for State'AgCTcy ,

-.neni« fionlel -

1.10 State Agency Telephone Numt)er
..-f

1.11 Signature ' I

;  -jEk S-Jo-fS
1.12: Name and Title of Contractor Signatory
Kevin Sawatzky, CEO • '

.~r.T3 Stote"A'gehcy Signa'ture !

j  Date:May3l,2023',

' I'.l'd Name and Title'of State'Agency Signatory

Denis Goulet, CtO / DOIT Commtaioner

k 1.15 Approval by the N.H. Depaitmeni of Administralioh, Division of Personnel (if applicable)
I

6  By; 4 Director, On:

T.r6 ApprovaJj^yjdt^tlbrncy Genei^^ and Execution)?(|^^^fcah/<;^^
i. . rom.:
[1.17 Approval ̂ the Governor and Council (if applicable)
li

•' O&G'F'^^numbcn O&CiMeclih'R'DStb:'

p«nc 6 of 80 ^
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2. SERVICES TO BE PERFORMED. The State of New

Hampshire, acting through the agency identified in block 1.1
("State"), engages contractor identified in block 13
("Contractor") to perfom], and the Contractor shall perform,
the work or sale of goods, or both, identified and more
particularly described m the attached EXHIBrr B which is
incorporated herein by reference ("Services").

3. EFFECnVB DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become elective on the date the Coviemor
and Executive Council approve this Agreement as indicated
in block 1.17, unless no such approval is required, in which
case the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.13 ("Effective Date").
3.2 If the Contractor commences (be Services prior to the
Effective Date, all Services performed by the Contractor
prior to the Effective Date shall be performed at die sole risk
of the Contractor, and in the event that this Agreement does
not become effective, the State shall have no liability to the
Contractor, including without limitation, any chli^on to
pay the Contractor for any costs incurred or S^ces
performed. Contractor must complete all Services by the
Completion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithsttnding any provision of this Agreement to the
contrary, all obligalioos of die State hereunder, including
without limitation, the continuance of payments hereunder,
are contingent upon die availability and contmued
appropriatioD of fmds affected by any state or federal
legislative or executive action that reduces, eliminates or
otherwise modifies the appropriation or availability of
funding for this Agreement and the Scope for Services
provided in EXHIBIT B, in whole or in part hmo event shall
the State be liable for any payments hereunder in excess of
such available t^propriated funds. In the eventofa reduction
or tenninatioo of appropriated funds, the State shall have the
right to withhold payroem until such funds become available,
if ever, and shall b^e the right to reduce or terminate the
Services under this Agreement immediatdy upon giving the
Contcactornoticecfsuch reduction or termination, llie State

shall not be required to transfer funds fram any other account
or source to the Account identified in block 1.6 in the event

funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/PAYMENT.

5.1 The contract price, method of payment, and terms of payment
ore identified and more particularly described in EXHIBIT C
which is iocoiporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
p^ormance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State shall

have no liability to the Contractor other than the contract price.
53 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-€ or any other provision of law.
5.4 Notwithstanding any provisioo in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND

REGULATIONS/ EQUAL EMPLOYMENT OPPORTUNTIY.
6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any' obligadoo or duty upon the
Contractor, including, but not limited to, civil rights a^ equal
employment opportuni^ laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The ContracUiT shaU alisb conqily with all applicable intellectual
property laws.
62 Du^g the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, col6r,.reUgion, creed, age, sex, handicap, sexual
orien^qn, or.-naitiohal ori^ and will take affilnnative action K>
prevent such discrimination. -
63. The Contractor agrees to permit the State or United States
access to any of the Contractor's bodes, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, tenns and conditions of thb
Agreement
7. PERSONNEL.

7.1 The Contiacb»^ shall, at its own expense provide all persoimel
necessary to perform the S^ces. The Contractor.warrants that all
personnel engaged in the Services shall be qualified to perfonn the
Servii^ and sball be properly licensed and'otberwtse authorized
to do so under all applicable laws.

Paae 7 of 80
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7.2 Unless otherwise authorized in writing, during the term of this
Agreement, and for a period ofsix (6) months ailer the Completion
Date in block 1.7, the Contractor shall not hire, and shall not permit
any subcontractor or other person, firm or corporatioa with whom
it is engaged in a combined effort to perform the Services tn hire,
any person who is a State employee or ofHcial, who is materially
involved in the procurement, administratioQ orperformance ofthis
Agreement This provision shall survive termination of this
Agreement
7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State's representative. In the event of any
dispute coDceming the interpretation of this Agreement, the
Contracting Officer's de^on shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contnctoc constitute an event of default horeundcr (''Event

of Defaulf^-
8.1.1 failure to perform the Services satisfactorily or on schedule;
8.1.2 failure to submit any report required beieunder, and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement
8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, ofthe following actions:
8.2.1 give the Cootiactor a written notice specifying the Event of
Default and requinng it to be remedied within, in dw absent of a
greater or lesser ̂ ecification of time, diirty (30) ̂ ys from the
date of the notice and if the Event of De&ult is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;
8.2.2 give the Contractar a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and' ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the period
from the date ofsuch notice until such time as the State determines
that the Contractor has cured the ̂ ent of Default shall^never be
paid to the Contractor;
8.2.3 give the Contractor a written notice q>ecifying the Event of
Default and set offagainst any other obligations (he State m^ owe
to die Contractor any damages the State suffers by reason of any
Event of Default; and/or
8.2.4 ̂ ve the Coutractor a written notice specifying the Event of
Default, treat the Agreement as breached, tennmate fte Agreement
and pursue any ofits remedies at law or in equity, or both.
8.3. No failure by the State to enforce any provisions hereof after
any Event of De&ult shall be. deemed a waiver of its rights with
regard to that Event of De&ult, or any subsequent Event of
Default No express failure to enforce any Event ofDe&ult shall
be deemed a waiver of the right of the State to enforce each and

alt of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.
9. TERMINATION.

9.1 Notwithstandiog paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or in
part, by thirty (30) days written notice to the Contractor that the
State is exercising its option to terminate the Agreement
9.2 In the event of an early termination of this Agreement for any
reason other than the completioa of the Services, the Contractor
shall, at the State's discretioit deliver to the Contracting Officer,
not later than fifteen (15) d^s after the date of termination, a
rq>ort CTermination Report'3 describing in detail all Services
p^orreed, and the contract price earned, to and including the date
of termination. The form, subject matter, content, and number of
copies of the Termination Report shall be identical to those of any
Final Report described in the attached EXHIBIT B. In addition, at
tbe State's discretion, the Contractor shall, within 15 days of notice
of early termination, develop and submit to tbe State a Transition
Plan for services under the Agreement

10. DATA/ACCESS/CONFIDENTIAUTY/PRESERVATION.

10.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during tbe
performance of. or acquired or developed by reason this
Agreement, including, but not limited to, all studies, reports, files,
formulae, surveys, maps, cfaa^ sound recordings, video
recordings, pictorial reproductions, drawings, anafys^ graphic
rqircsentatlons, computer programs, computer printouts, not^
letters, memoranda, papers, and documents, all wbetfaa finished
or unfinished.

10J2 All data and any property which-has been received from tbe
State or purchased with funds provided for that purpose under this
Agreement, shall be the property ofthe State, and shall be retumed
to the State upon demand or upon termination of this Agreement
for any reason.
103 Confidentialjty ofdata shall be governed by N3L RSA
diapter 91-A or other existing law. Disclosure ofdata requires
prior written approval of the State.

11. CONTRACTOR'S RELATION TO THE STATE. In the
performance of this Agreement the Contractor is in oil respects an
independent contractor, and Is neither.an agent nor an employee of
tbe State. Neither the Contractor nor any of its officers,
employees, agents or members shall have authority to bind tbo
State or receive any baiefits, workers' compensation or other
emoluments provided by the State to its employees.

12. ASSIGNMENT/DEIBGATION/SUBCONTRACTS. .

12.1 The Contractor shall not assign^ or otiterwise transfer any
interest in this Agreement without the prior written notice, which

Pogo 8 of 60
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shall be provided lo the State at least fifteen (15) days pnorto the
assignment, and a written consent of the State. For purposes of this
paragraph, a Change of Control shall constitute assignment
"Change of Contror means (a) merger, consolidaiioo, or a
iraosaetioD or series of related transactions in which a third party,
together with its afliliates, becomes the direct or indirect owner of
fifty percent (50%) or n)ore of the voting shores or similar cqui^
interests, or combined voting power of the Contnctor, or (b) the
sale of all or substantially all of the assets of cbo Contractor.
12-2 None of the Services shall be subcontracted by the Contractor
without prior written notice and consent of the State. The State is
entitled to copies of all subcontracts and assignment agreements
and shall not be bound by- any provisions contained in a
snbcontract or an assignment agreement to which it is not a party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemniiy and hold harmless the State, its
officers and employees, &om and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or cr^yrigbt infiingement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the
Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct The State shall not be
liable for any costs incurred.by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of die State, which immunity is hereby reserved to the
State. This coveitant in paragraph 13 shall survive the terminatioo
of this Agreement

14. INSURANCE,

14.1 Contractor shall, at its sole expense, obtain and
contiauousty tnatTitnin in force, and shall require any subcontractor
or assigiree to obtain and maintain in force, the following
insurance:

14.1.1 commercial general liability insurance against all claims of
bodily injury, death or property damage, In amounts of not less
than $l,obo,o6o per occurrence and ^,000,000 aggregate or
excess; and
14.1.2 special cause of loss coverage form covering all property
subject to subparagrapb 10.2 herein, in an amount not less than
80% of the whole replacement value of (he property.
14J2 Tho policies described in subparagnpb 14.1 herein shall be
on policy forms and endorsements approv^ for use in the State of
New Hampshire by the NR. Department ofInsurance, and issued
by insurers licensed in the State ofNew Hampshire.
14J The Contractor shall furnish to the Contractbg Officer
identified in block 1.9, or his or her successor, a certificatefs) of
insurance for aU insurance required under this Agreement

Contractor shall also fiimish to the Contracting OfTicer identified
in block 1.9, or hJs or her successor, certificate(s) of insurance for
all renewal(s) of insurance required under diis Agreement no later
than ten (10) days prior to (he expiration date of each insurance
policy. The ceTtificate($) of insurance and any renewals thereof
shall be attached and are incorporated herein by reference.

15. WORKERS'COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and wanants that the Contractor is in compliance with or exempt
from, the requirements of N.R RSA chapter 281-A ("Workers'
Compensation ").
15.2 To the extent the Contractor is subject to the requirements of
NR. RSA chapter 281-A, Contractor shall maintain, and require
any subcontractor or assignee to secure and maintain, payment of
Workers* Compensation in coxmection with activities which the
person proposes to undertake pursuant to this Agreement The
Contractor shall furnish the Contracting Officer Identified in block
1.9, or his or her successor, proof of Woricers' Compensation in
the manner described in NJL RSA chrqitcr 281-A and any
applicable reoewa[(s) (hereof, i^ch shall be attached aitd are
incorporated herein by reference. The Stale shall not be
re^nsible for payment ofany Workers' Compensation premiums
or for any other claim or -benefit for Contractor, or any
subcontractor or employra of Contractor, which might arise under
applicable State ofNew Hampshire Workers* Gompensation laws
in connectiOD with the p^onhance of die Services under this
Agreement

16. NOTICE. Any Tiotice by a ptuty hereto to the other party shall
be deemed to have been duly ddivered or gtveh at the time of
TTwiiing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties addresses given in blo^ 1.2
and 1.4, herein.

17. AMENDMENT. This Agi^^ent may be amend^ waived or
discharged only by an instr^^ .iit writing sigti^ Ity. the parties
hereto 'and only after 'appro>^.df such ainmdm^t, waiver or
discharge by the Gbveinor and -^ecutrve Cousc^ of ̂  State of
New Hampshire unless no'sudi approval is requi^ under the
circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shtOl be
governed, interpreted imd.construed in oecordance with the laws
of the State ofNew Hamp^iire, rad is biriding upon ondmures to
the! benefit of the parties, and their .successors and
assigos. The wording u^ in this AgrMinent is--tbe wording
chosen by the parties to express their mi^ital intent, and no rule of
construction shall be applied agauut or in favor of any party. Any
actioDS arising out of this Agreement shall be brought and
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maintained in New Hampshire Superior Court which shall have
cxchisivc jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict between

the tcnns of this P-37 form (as modified in EXHIBIT A) and/or
attachments and amendment thereof, the terms of the P-37 (as

modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to benefit
any third parties and this Agreement shall not be construed to
confer any such beneflt

21. HEADINGS. The headings throughout ibeAgreemenl are for
reference purposes only, and the words contained therein shall in
no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBrr A are incorporated
herein by reference.

23. SEVERABIUTY. In the event any of the provisions of this
A^eement arc held by a court of con^>eteDt jurisdiction to be
contrary to any state or federal law, the remaining provisons of
this Agreement will remain in full force and effect

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
d^me^ an ori^nal, the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with req>ect to the subject matter
hereof.
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Exhibit A - Special ProvisioDS

The tenns outlined in the P-37 General Provisions are modified as set forth below:

A-1. Provision 2, SERVICES TO BE PERFORMED, is updated and replaced with the foltowfng^

2. The State of New Hampshire, acting through the agency identified in block 1.1 C*State"),
engages contractor identified in block 13 ("Contractor") to perform, and the Contractor shall
perform, the services identified and more particulaily described in the attached Exhibit B
and Scope of Work.

A-2. Provision 3, Effective Date/Completion of Services, is updated with the foUowing additiou:

3.4 The Term may be extended up to Two (2) years, ("Extended Term") at the sole option of the
State, under the same terms and conditions, subject to approval of the Governor and
Executive Council.

A-3. Provision 4, Conditional Nature of Agreement, is deleted and replaced with the
foDowing:

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision ofthis Agreement to the contiaiy, ̂  obligations ofdie State
bereunder, including, without limitation, the continuance of payihents. hereunder, are
contingent upon the availability and contiimed appropriatipn of i^ds affected by any state
or federal legisUtive or executive action tbk ft^ces; eUminatM or-otheiwise mod^ the
appropriation or availability of fimding foT'this.Agre«ment-and>^ Scope for Soyices
provided in EXHIBIT B, in whole or in part: In no eyent shaU''^ St^ bis Uable fbr any
payments hereunder in excess of the Price iJiuitation set forth m-block 1.8. In the event of
a reduction or termination of ̂propnated flmds, the St^ shaD hkye. the right to widibold
payment until such funds become available.and if withheld eit^-ps^ shall haye the. right
to reduce or terminate the Services under this Agreement inmii^^y.upon givmgtihe other

• party notice of such reduction or tenminarioh. The State, sl^ ̂  be requi^
funds from any other account or source to the Accdunt identified'^bloipk 1.6 in-the event
funds in diat Account are reduced or unavailiable.

A-4. ProvlsioD 5, Contract Price/Price LimitatioD/ Payment, Section 5.2, is dieted and replaced
with the following:

5.2. The payment by the State of the contract price shall be the only and the complete
reimbursement to the Contractor for all expenses, of wbateybr nature incurred by the
Contractor in the performance hereof, and shall be the only and:.the complete compensation
to d>e Contractor for the Services. The State shall have oo further paymmt;obligations to the
Contractor under the terms of this Agreement other than the contract price.

A-S. Provision 5, Contract Price/Price limitation/ Payment, Section 5 J, is'ddeted in its entirety.
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A-6. Provision 5, Contract Price/Price limitatiOD/ Payment, Section S.S, Is deleted and replaced
with the following:

5.5. The State's liability under this Agreement shall be limited to monetary damages, provided
however, in the absence of payment by the State, Contractor may cease performing the
Services. The Contractor agrees that it has an adequate remedy at law for any breach of this
agreement by the State and hereby waives any right to specific perfonnance or equitable
remedies against the State. Subject to applicable laws and regulations, in no event shall the
State be liable for any consequentiaJ, special, indirect, incidental, punitive, or exemplary

damages. Notwithstanding the foregoing, nothing herein contained shall be deemed to
constitute a waiver of the sovereign unmuni^ ofthe State, which immunity is hereby reserved
to the State.

A-7. Provision 6, Compliance by Contractor with Laws and Regulations/Equal Employment
Opportunity, Section 63, is deleted and replaced with the following:

63. Upon not less than 30 days written notice, during.regular business hours and qpon terms
acc^table to both parties, the cWractorm^ pomitth^ State or United Stales access to any
of the Contractor's books, records and accounts for the purpose of ascertaming compliance
with all rules, regulations and orders, and the covenants, terms and conditions of this
Agreement

A-S. Provision 7, Personnel, is ddeted and the following:

7.1 The Contractor shall at its own expense piovide allj>ere<nmel necessary to perform the Services.
The Contractor warrants that ̂  personnel engaged in the Services shall be qualified to
perform the Services.

12 Deleted in its entirety.
73 The ContractiDg Officer specified in blodc 1.9, or his .or her succ^or, dtsU.ho the State's

representative. In the event of any dilute concqinng die inteipr^tion of this Agreement,
the Contracting Officer*^ decisioi^ on bc^f of Stete only, shall be final for the State but
not final for the Contractor.

A-9. Provision 8, Event of Default/Remedies, Sectioii;83, is deleted and replaced with the
following:

83 Any and all disputes arising oiti of, or ielating to this Agreement and its forihatipn, ̂ !! be
resolved in the following manner, die Party, rmsiiiig .the dispute d^ail provide a written
description of the demils .of die and two (2) or more suggested:ways of resolving the
same, acceptable to such Party: to the other Party (a "Dispute Notice"). Within fifteen (15)
days of receipt of a Dispute Notice, the odier Parity shall respond to the Party sending the
Dispute Notice in writing describing any additional or disputed facts or conclusions in the
Dispute Notice, and proposmg two (2) or more suggested ways to resolve the dispute
acceptable to the Responding Party (a "Response Notice"). Each of the CEO of CPI and the
equivalent authorized person employed by the Sta^ shall receive copies ofthe Dispute Notice
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and the Response Notice no later than fifteen (15) days after receipt of the Dispute Notice (the
'*Noticc Date")- Within ten (I0) days of the Notice Date the CEO of CPI and the Slate shall
meet in person or by video conference and make a good faith effort to arrive at a "Mediated
Resuir.

The Party Representatives may agree to continue their meetings from time to time for a period
not to exceed thirty (30) days and if at the end of such period the Parties have not agreed to a
Mediated Resolutioa, then the Party may terminate this Agreement, eSiMtive two (2) calendar
days after giving the Contractor notice of termination.

A-10. Provision % Termination, is deleted and replaced with the following:

9. lERMINA'nON

9.1 Notwithstanding paragraph 8 and any other temunation language in this Agreement,
following one year after the efiective date of the contract, the State, at its sole discretion, and
wifti written notice, may terminate the Agreement for its sole convenience, in whole or in
part The State will pay the cost of all Services and Deliverables for wdiich Accq)tance has
been given by the State, provided through the date of temunation up to the contract price
limitation identified in block 1.8. l^n mutual agreement of the parties, CPI may agree to
assist the State in wind down. The State shall pay for any reasonable wind down services as
necessary during a period of thirty (30) days, not to exceed the amount of the contract The
Contiacfrff ghait not be pmd for any work performed or costs incurred which reasonably could
have been avoided.

9.2 Termination Procedure

9.2.1 Reserved.

9.2.2 After receipt of a notice of terminatioD, and except as otherwise directed by the State,
Cohtracmr shall:

a. Immediately stop all work hereunder and shall immediately cause any.and all of its
suppliers and subcontractor to cease Services;

b. Proixq>tly, but in no event longer than ten (10) days after tenninatipn, terminate its
orders ̂  subcontracts related to the work which has be^ terminated, and settle all
outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification ofthe State to the extent required, which
approval or ratification, shall be final for the purpose of this Section;

c. Take such action as reqmred under ̂pUcable federal security laws, or as necessary to
preserve and protect the property related to the Contract which is in die possession of
Contractor and in which the State has an interest;

Psge 13 of 80

Contractor Initials:

Date: 5-30-23

1<S



STATE OF NEW HAMPSHIRE

Department of Safety

Hosted State Message Platform System
DoIT 2023-067

EXHIBIT A - SPECIAL PROVISIONS

d. Take no action to iotentionally erase any State data until directed by the State, and only
after the State has provided Contractor with a reasonable amount of time to erase such

State data;

e. Implement an orderly return of State data in a CSV or another mutually agreeable

format at a time agreed to by the parties;

g. Securely dispose/destroy of all requested data in all of its forms, such as disk, CD /
DVD, backup tape and paper, when requested by the State. Data shall be permanently
deleted and shall not be recoverable, according to National Institute of Standards and

>  Technology (NIST)-Special Publication (SP) 800-88 ̂ proved methods. Certificates
of d^tiuction shall be provided to the State; and

h. Provide written Certification to the State that Contractor has surrendered to the State
all said property and after 180 days has erased all State data.

9.2.3 This covenant in paragraph 9 shall survive the tennination of this Contract

A-11. Provision 10, Termination, Section 10.1, is deleted and replaced with the following:

10.1. As used in this Agreement, the word "data" shall mean all infonnation input by the State into
Contractor's proprietary SaaS software. The State acknowledges that the Licensed Software
and related documentation, including, without lunitatioi^ any and all updates, modification^
alterations or similar woric performed by Contractors pursuant to the terms ofthis Agreement
are only available for use by the State pursuant to the tenns of this Agreemat and th^
nothing perfonned by CPI is "Woric for Hire" nor does it constitute property ofthe State.

A-12. Data/Access/CoDfidentiality/PreservatiQD, is updated ̂ Mth the following addition:

10.4 In performing its obligations imder this Agreement, Contractor may gain acc^ to
CoafidehtiaJ Information. The Contractor diall not the Confi^^ Monnation
developed or obtained during the performance of, or acquired, or develo]!^ by reasoii of Ok
Agreement, excq)t as directly connected to and necessary, for the performance of the
Agreement Contractor shall mamtflin the confidentiality of and prot^ from unautiiorized
use, disclosure, publication, and reproduction (collectively '^release"), all Confidential
Information.

10.4.1 111 the event of the unauthorized release of Confidential Information, the party with
knowledge of the release sbairimmediatcly not^ the State's Irifoimation Sec^ty Officer
or Cootractor's Security Officer, and both parties agree to cooperate with e^ other, in the
investi^tion. remediation, and prevention of such release.

10.5 Subject to applicable federal or State laws and regulatioDS, Confidential Infomiation shall
not include informatioD which:

a. shall have otherwise become publicly av^able other than as a rwult of disclomrc by
the receiving Party in breach hereof;
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b. was disclosed to the receiving Party on a non-confidential basis from a source other
(ban the disclosing Party, which the receiving Party believes is not prohibited from
disclosing such information as a result of an obligation in favor of the disclosing Party;

c. Is developed by the receiving Party mdq>endeDtly of, or was loiown by the receiving
Party prior to, any disclosure of such information made by the disclosing Party,
provided however, any confidential information made known to either Party pursuant
to the current on-premises contract the parties are engaged in shall remain Confideatial
Information; subject to USA 91-A

d. is disclosed with the written consent of the disclosing Party.

10.6 Upon reasonable notice to a disclosing party, a receiving Party may disclose certain
disclosing party information to die extent required by an order of a court of competent
jurisdiction. The disclosing party shall immediately notify the non-disclosing party if any
request, subpoena or other legal process is served upon the disclosing party regarding the
Confidentiai Infonnation, and the party receiving the request shall cooperate with the other
party in any effort the r non-receiving party of the request undertakes to contest the request,
subpoena or other legal process, at no additional cost to the receiving party of the request.

10.7 Contractor Confidential Infomution. Contractor shall clearly identify or marie in writing all
infonnation it claims to be confidential or ̂ prietaiy upon providing such information to
the State. For the purposes of complying with its legal obligations, the State may notify the
Contractor that it does not accept the Contractor's designation ofmaterial as confidential and
give the Contractor reasonable notice and opportunity to undertake legal process to prohibit
or enjoin the release of the information. Contractor acknowledges tiiat the State is subject to
State and federal laws governing diKlosure of information including, but not limited to, RSA
Chapter 91-A. In the event the State recetyes a request for the information identified by
Contractor as confidential, the State shall notify Contractor and specify the date the State will
be releasing the requested information. At the requ^ of the (^ntra^r, the State shall
cooperate and assist the Contractor with the collection and review of Contractor's
information, at no additional expense to thie State, including the potential redaction of certain
proprietary, trade secret, or Coofidential lnformation contained in any response to request
Any effort to prbhibit or enjoin the release of the infonnation shall be Contractor's sole
responsibility and at Contractor's sole expe^. If Contracter tells to obtain a court order
enjoining the disclosure, the State release the infonnation on the date specified in the
State's notice to Contractor, without any liability to tee State.

10.8 This covoiant in paragraph 10 shall survive tee tennination of this Contract.

A-13. Provision, 12, Assignment/DelegatloiiySabcontracts Section 12.1, is deleted and replaced
with the following:

12.1 The Contractor shall^ not assi^, or otherwise transfer any interest in this Agreement without
tee prior written notice, which shall be proyidrf to the Stete at least fifteen (15) days prior to
the assignment, and a written-consent of tee Stated .whute.shaUjiot.be unreasonably withheld
or delayed. For purposes of this paragraph, a Cte;mge of Cbntrol sh^l constitute assignment
"Change of Control" means (a) merger, consolidation, or a transaction or series of related
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transactions in which a third party, together with its affiliates, becomes the direct or indirect
owner of fifty percent (50%) or more of the voting shares or similar equity interests, or
combined voting power ofthe Contractor, or (b) the sale of all or substantially ̂ 1 of the assets
of the Contractor.

A-14. Provision 13, Indemnification is deleted and replaced with the following;

13. INDEMNIFICATION. Each party shall be responsible for their own negligent acts or
omissions, or those of their authorized employees, officers, and agents while engaged in the
performance ofthe obligations under this Agreement, and neither Party shall have any liability

whatsoever for any negligent act or omission of the other Party, its employees, officers, or
agents. Notwithstanding the foregoing, the State may seek a court order granting it Sovereign
Immunity; nothing herein contained sb^l be deemed to constitute a waiver of the sovereign
immunity of ±e State.

A-15. ProvisioD 16, Notice, is updated with the following addition:

16. Any notice, demand or other communication required or permitted to be given under this
Agreement by a party hereto to the other party shall be in writing and deemed to have been
duly delivered or grven at the time of mailing by certified mail, postage prepaid, or electronic
mail, in a Unit^ States Post Office addressed to the parties at the addresses given in blocks
1.2 and 1.4, herein. -

A-16. Provision 24, Entire Agreement) is updated with the foUowing .addition:

24. This Agreement together with any and all exUbits and attachments thereto including
Contractor's SaaS License Agreement and Contractor's: SaaS Maintenance & Support
Addendum may be executed in a number of counterparts, each of which shall be deemed an
origina], constitutes the entire agreement and understanding between the parties, wd
supersedes all prior agreements and understandings with respect to the subject matter hereof

A-17. Provinon 18, Choice of Law, is updated with the following addition:

Notwithstanding Section .18 Choice of Law, as to whether any Contractor infoTmation is
confidential, proprietary, or a trade secret shall be dctcnnmed by Illinois law.

A-1 The following Provisions are added and made part of the P37:

25. FORCE MAJEURE

2S.1 Neither Contractor nor the State shall be responsible for delays or failures in perfonnance

resulting from events beyond die control of such Party and without feult or negligence of
such Party. Sudi events shall include, but not be limited to, acts of God, strikes, lock bu^
riots, and acts ofWar, terrorism, pandemic, q}idemics, civil unrest, acts of Govemment, fixe,
power failures,, nuclear accidents, earthquakes, and unusually severe weather, inability to
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reasonably obtain supplies (including any and all utilities) or material or labor or any other

cause beyond the reasonable control of both parties.

26. EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Contract are incoiporated by
reference as if fully included in the text of the Contract, in accordance with the order of
precedence outlined in Exhibit A, paragraph 29.

27. NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide
Doncompetitive services or create any noncompetitive deliverables neither of which
shall use or have access to Contractor's system. Software proprietary, confidential,
or trade secret informatioD , identified under this Agreement

28. GOVERNMENT APPROVALS

Contractor ghall obtain all necessary and applicable regulatory or other goveromental
approvals necessary to perform its obligations under the Contract

29. ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text ̂ Ihin this agre^ent, the
following Order of Precedrace shall govern:

State of New Hampshire, Department of Ipfoim^on -Tecbnology Contract
Agreement Dorr 2()23-067, P-37 through Exhibit fi.AttacIim^ 3;
Additional Contractor Provided Documents, Exhibit B, Attachment 5 through
Exhibit B, Attachment 9; (see Exh&it 0.2)

Contractor Certificates (see Exhibit GJ)

Remainder of this page intentionally left blank
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Exhibit B - Business and Technical Requirements and Deliverables

The Contractor shall provide Business and Technical Requirements, and Deliverables as set forth
in this Exhibit B and pursuant to a mutually agreed upon Statement of Work after the discovery
phase.

B-1. Overview

The Contractor shall support the current environment, and convert and host a criminal justice State
Message Platform (SMP) System, here in referred to as die System, to support New Hampshire's
mission critical criminal justice infonnation service (CJIS) messaging applications, previously
referred to as the State Police Online Telecommunications System (SPOTS). The Contractor shall
provide the state a license to use its software pursuant to the terms agreed upon by parties through
this contract

The Contractor shall maintain all cunent system functionality untU'which time the new system is
appropriately implemented as indicated in this Exhibit B

The Contractor shall ensure the System complies to all the provisions set forth in this Exhibit fi
including the requirements and deliverables defined herein.

B-2. Hosted State Message Platform Conversion - Phase I

The Contractor shall migrate all existing OpeaiFox® features and flmctionality from the on-prem
system to the fully hosted SaaS Envirpmnent in CPI's Data Center located in Bolingbrook, Illinois.
The Contractor to die best of its ability based upon wlut Contractor controls shall ensure that
existing on premise SMP ctqrabUities do not eo^erience unplazined opmtional intenuptions until
the System has successfully completed'testing and receive State Acceptwce of production
deployment At a minimum, the Contractor sl^:

1. Build, test, and deploy a hi^ availability viitualized System in the Contractor's SaaS
Environment to support all^ State requirements documented and mutually agreed to in the
Contractor's Statement of Work.

2. Transfer and convert all Op^ox ̂ta, soflwttre, and configurations from the current State
on-premises system to the System in the SaaS Enviroiuncnt

3. Provide three operational environments siqjporting 1) System integration Test (SIT), 2)
User Acceptance Test (UAT), and 3) production deployment

4. Configure one (1) IPSec Site-to-Site Vi^al Private Network: C*VP>r^ tuimcl connection
from the SaaS Environment to the iStatc's peer (ievice(s) (e.g. firewalls, routers). The SaaS
Environment is supported by redundant Contractor firewalls each with redundant power
supplies and redundant Internet Service Provide (ISP) within the boundaries of the SaaS
Environment.

5. Provide up to twenty-four (24) hours of consultation to the State in order to define and
document the network, connectivity details between the SaaS Eiivironment and the State
network and associated operational end points.
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6. Establish application interface connectivity from the System to all existing State external
systems through the VPN tunnel for test and validation of the converted System prior to
production launch.

7. Test and validate prior to production, and perform System integration testing to validate that
all existing OpenFox functionality and- Contractor-accessible operational interfaces
associated with the State's current on-premise system as indicated in Section B ̂21. Table
4, In Scope Interfaces.

8. Upon State acknowledgement ̂proval of suceessiul User Acceptance Testing, deploy the
v^dated System into production.

B-2.1. Open Fox* NextGen Archive

The Contractor shall nugrate the existing OpenFox Archive version 2 to the OpenFox NextGen
Ardiive application. The Contractor shall install and configure the OpenFox NextGen Archive
Product in the Contract's SaaS environment in order to store no more than seven (7) years of State

transaction data. Additionally, the Contractor shall migrate the existing OpenFox Archive v2 data
from die current Production database to the new OpenFox NextGen Archive database.

B-2J2. National Law Enforcement Telecommunications System (Nlets) XML Interface

Nlets has chosen extensible Markup Language (''XML") as the standard for interstate sharing of
data, The purpose of this project is to update the State's Nlets interface to the currently available
Nlets XML standards. This project will bring the State closer to compliance,with the Nlets mandate
to wTngftt legacy, non-stand^ dot delimited text formats (herein referred to as "legacy format").
Rrrnging the Customer to hill compliance witii the Nleb mandate is dep^dent on the in-state
repositories or endpomts and may require additional work from CPI, the Customer, emd/or third-
parties and is outside the scope of this project. The Contractor shall convert all Nlets conformant
transactions to the National Information Exchange Model (NIEM) XML schemas provided by Nlets

except where noted in the Contractois Statement of Work and the Site Analysis Report, which is a
deliverable of this project

The Contractor shall provide the solution as a standardized OpenFox* Message Switch,
Configurator, and Operator Aid upgrade package, and shall perform a site analysis to determine any
non-standard or custom processing currently implemented in the State.

OpenFox* NextGen HotfQes Application

The Contractor shall migrate the existing OpenFox Hotfiles System to the new Op^ox NextGen
Hotfiles System, including, but not limited to, current workflows, NdC Synchronization, md
standardized reporting. The Contractor shall instal) and configure the OpenFox NmtGen Hotilles
Product in the Contract's SaaS environment and migrate the existing OpenFox Hotfiles data from
the curroit Production database to the new OpenFox NextGen Hotfiles database. The Contractor
chaii configure the OpenFox* NextGen NextGen Hotfiles application to support all currently
configured NCIC 2000 transactions and record types, including Entry, Modify, Query, Cancel, Clear
and Locate capabilities. Capabilities include but are not limited to:
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•  Workflow and NCIC Synchronization

• flexible Response Formats

• Record retention and purges

• Backup and Restore as deflned in Exhibit B 11.2.4.

• Reporting

XML Support excluding N3G Interface, NCIC XML transaction processing, m XML transactioD
processing, and N1CS XML transaction processing.

B-2.4. OpenFox* NextGen Online Validation Application

The Contractor shall provide the OpenFox* NextGen Online Validation system application that
shall support monthly validations of NCIC data received frmn law enforcement agencies. The
Contractor shall update the current manual validation system by providing a secure, encrypted
communication pathway through the system and download the NCIC file to the server, then execute
a soipt which will load the validation database with records fiom the NCIC file.

The Contractor shall ensure an automatic initiation of the activity via a file download wd utilize it
for the validation transaction processing and reporting.

B-3. Hosted State Message Platform-Phase n

Post conversion of the System to the SaaS Environmeotj the deliverable outlined below shall be
initiated solely upon request of the State, and subject to the approval of̂ e .Gov^or ̂d^ecutive
Council. If requested by the State and approved by the Governor and %ecutiye Counsel These
deliverable shall be provided at the cost rate indicated in Exhibit G, Se^on C-10 Table 10.
Accordingly, the Contractor shall develop, configure, test, dq}Ioy, and maint^\Uie following new
products, systems, and functionality:

1. External System interfaces
a. National npminal Information Center (NCIC) XML Literface
b. Interstate Identification Index (m) XML Interface
c. National Instant Crimiofd Background Check (NICS) XML Inlerfece

2. Diseter Recovery System project located at the Nlcts facility.
3. Query Criminal History Log (QCHL) Reports project
4. MRl Numbers to Spill Messages project
5. Contact Person Notification Prograih project

B-4. Compliance Requirements

The Contractor represents, warrants, covenants, and agrees that, at a mmiminn at aH times, the
System shall comply with the provisions of this section.

B-i.l. Criminal Justice Information Services ("CJIS'O Compliance

The Contractor shall fully comply with FBI Criminal Justice information Services ("CJ^O Security
Policies and any future updates, revisions and/or replacements.
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(a) CJIS CompUant SaaS Environment

Be hosted and maintained by the Contractor in a CJIS compliant, secure SaaS Environment,

providing all necessary hardware, software, System and database administration and internet
bandwidth to manage the application, including all test, and production environments in the
System; The SaaS Environment shall comply with the hosted soiutions policy set forth in
Exhibit B Attachment 1, Hosted Solution Policy.

(i) In the event that the Contractor and/or the State is made aware that the utilized SaaS
Environment fails to fully comply with the CJIS requirements, the Contractor will
work with the State to remediate defined issues/items which may include migrating
to another CJIS compliant SaaS Environment

(ii) If CJIS compliance in a SaaS Environment is attained through the use of CJI
encryption, the Contractor and the State shall be the only encryption key holders.

(iii) The Contractor shall not migrate to another SaaS Environment without the
knowledge and express written consent of the State.

(b) CJIS Security PoUcy

The Contractor hereby represents ̂ d warrants that:

(i) the Contractor has reviewed and is knowledgeable about, and experienced addressing,
CJIS Security Policies, and

(ii) the Contractor and the SaaS Environment will comply with all of the security
protocol, data security and other policies and procedures set forth in the most recent
applicable version of the CJIS Security Pbli(ty including the cuirrat incorporated
CJIS Security Addendum attwhed herein as Exhibit B Attachment 2^ and any future
updates, revisions and/or replacements.

(iii) the Contractor and the System shall, remain compliant wi^ the most receift applicable
version of the CJIS Security Policy, and with future CJIS versions, as CJIS may be
updated from time to time. The Contractor shall, on an annual basis, certify in such
form as the State may reasonably request that the Contractor and the System are
compliant with then current CJIS version. In the event that the State notifies the
Contractor that the System is any way non-compliant with CJIS, then the Contractor
shall immediately utilize diligent, continued efforts to modify the System so that it
becomes and remains CJIS compliant

(c) Audit

The State may, during the tcnn of the Agreement, audit (or engage o third party to audit) the
Contractor and the System to ensure Aat the SaaS Environment is compliant with the current
CJIS Security Policy. Such an audit may include the analysis of records including but not
limited to record k^ping, discussions with the Contractor's^ployees and subcontractors,
and testing of the System. The Contractor shall promptly provide to die State information
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requested by the State in connection with the audit and otherwise cooperate with the State
regarding such audit

In the event that the audit shows that the Contractor or the SaaS Environment is not

(i) In fiill compliance with any CJIS policy, protocol or procedure, then the Contractor
shall promptly take such action as is necessary to attain CJIS compliance and upon
achieving compliance, certify in writing to the State that it has done so, and

(ii) In the unlikely event that the Contractor and/or the State is made aware that the SaaS
Enviroruncnt fails to comply with the CJIS requirements, through a CJIS or Nlets

audit, the Contractor shall have a reasonable amount of time to cure consisteot with
CJIS and NIcts standards. The Contractor will woric with the State to remediate the
situation, and, if necessary, may migrate to another CJIS compliant Hosted
Environment. The Contractor will not migrate to another Host^ Environment
without the knowledge and consent of the Stete.

(d) Reference and Background Checks

(i) Per the enforced CJIS Security Policy CSP Section 5.12.1, Persqimel Screening
Requirements for Individuals Requiring Unescorted Access to Unencrypted Criminal
Justice Information (CJI), the State shall conduct criminal background checks of the
Contractor's employees who hpld access to CJI data. If a record of any Idndj exists,
access to CJI data shall not be granted until the State CJIS Systems Officer (GSO) or
his/her designee reviews the matter to detennme if access is appropriate.

(ii) The Contractor shall promote and mnintaifi an awareness of the importance of
securing the State's information among the Contractor's employees, agents, and sub
contractors. The Contractor must ensure fliat the Contractor's employees, agents, and
subcontiBctois comply with CJIS Policy, as defined in-.Scction B-4 of this Exhibit.

(iii) The State may, at its sole eiqiense, conduct CJIS refer^ce and backgroipid scfeening
of the Contractor's Project Manage, the Contr^tor's Key Projeci StafE;-and ail other
Contractor staf^ as well as all employees of any .subcontractor. The State shaU
maintain the confidentiality of CJIS background sareening results in accordance wiUi
the General Terms and Condition Form, P'37. paragraphs ll (as may be modified
in Exhibit A) and this Exhibit.

B-4.2. New Hampshire Stat^de Security Compliance

The Contractor shall fulfill the State security requirements listed in this ̂ ctipn B-4.2.

1. Adherence to rcquircnttnts. set, forth in the. Statewide Mo^tion Security Manual, New.
Hampshire Stan-.wIHe TnformatiQO Securitv Manual.fnh.g6vI upon conversion to SaaS.

2. Complete and submit the State Vendor Risk Assessment.Report, see Exhibit B, Attachment
3, and the Systems and C^ganization Controls 2 (S0C2) report in the timeframe as uKhcated
in Table 2, SaaS Conversion Project Deliverables and Timing.
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3. Subrai^ion of vulnerability scans:and remediatioa actions.taken based on associated results
as described in Section B-10.9.1.,

4; iPenetration te^ng results indudrag; ̂ y remediaricm t^eii based op associated
results; see'Sectjon B-10.9i2.

B-5. Activities, Deliverables, or Milestones

The Cdntractbr ̂ ailxbnductjthe.actiyiri d^.te theideUyi^bles^ jmd c^plele the railestpriw, in.
Tablc .l; ActiviticSj DcHvcj^blcsi or Milestones -iPMse.IPrbjects

For. all Phase, I. projects (i.e. :SaaS. Cdnversid,^ OpenFbx^- NjextGen Archive,. Nl-ETS. .XML
.hiteifaw,.ORenFox^V^dalionSiand;OpenFo^;Ncx.tGcnHbtfi,les).,'ifprcrvidedf6rinCbntractors'
Project SO,W andhgTced to by the State.-

Table.7; .Activities^ Deliverabjes, or'ffleStbn^

'PliAhWINGAb®PRtOJECTMANAXJE . .. . .. .... . ......

:i.- ■ Conduct Project IG.ckdff.M .. ■ '  Non-WrittCT

•• 2 '■ Deliver Pbasb. I W_ork,PlM> Written

■  -3; ^ ConduciRcquircmchti.T^dysi.SipndiDeUy^:^^ ^on-Sqftwart^ritten,

'  '*"4 •. {Pdiyery-imdAp'c^.tapcfp^ Written

-  :5; ; DcUverConmiunic8hpns,.and:"(^ahge-^ana'g^CTt^H^ Writieh'

• A' -.Deliver Syrtcm;IntcrrocpPl^;M4/n)MigL®®^9Pibi^^ ' ' • • ,  Written^

n. ' ^DeUver-'Data GonvereibnPlan'ahd Dcsigh/if a^^^ . . • ;  ■. . Written.

.  ;8' DehverTe^ngl^lan , Written.

■  9i ' Dehyer.I^ddcHon Cutpver'.^^^ ' " ' - - " '  ' 'Wriiten:

.  lo: Proindc Sbftware;ticcii^^;DC^^^^^ . .. i  ■ • Written

1 i; : Ddiyei.pocumcntotiqtt of Opera - Writ^'

lEST.AeriVITSES
■12- :Revicw:'andI^yidpfcc,dback;t6^e',S,la.fe;fy^^^^ Written

13' ■Sctup,-,bfSyst^J.In,tc^tiba.and'L[ser;Acc^ ' Writtra-

•  1.4' ■ Instiall Configured !mdjPpemdonfll;S,bftwire;^j&^ , Sbftwi^:

is: - Providc-Pdly.Tcst^lDafifCoay^rapniSpftw^if^
Contnictprs?;I^iect^SOWand."attfee'd'tabY'AP -

\ . . ;Softy^^

.  I jS: ; .Twt:In-Bdund.andD.UtTBbund'l5c^o.rk •  ' Sdftwaxci '

•  1-7. :G.onduct.Traming,ofUsff;Acc^t^cc^
; GdhtfaClofs P/biect SOW and aarcc'd - ' •

y  • , Non-Sbf^arc'"

18 - C6nduct'Data:Gonversiciri'Tc8.l^g">i£i)rovidcd,f6r-.ih(.Cqnti^ •
SOWiimdaBWdltbbvtbc State ,

-r Sbftw.^,'
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1? Nplificaiioh of User Accepuiiice TestAuthDrizatiou Written

20 Conduct Traiiiingpfpay in ibe Life Testers; if provided for, in Coo^ctpr's'
•Project SOW and aereed to bv the State

'"Nbn-SolHvarc

21 Conduct System Pcrformance,(Load/Stiess) and Sccuri^-testing if provided
for in Goniractor's Project-SOW 'and norccd to.byihe State

NonTSoftware

22 Certification of 3rd Par1y. Pen Testing and Application Vulnerability
Scantiine. . .. . .

Non-fSoftwarc

23 TcstAcceptoM Written

END USER TRAINING

24 Provide EndTJscrTi^^ Jslateri.^ if,pro>adcd;to
! SOW-and acfc^ to bv tiid

\yrillcn/N£ra-S6ftwan5;"

25 Conduct Training ofEnd Users, if provided for in ContractofisProject SOW
and aereed to bviheSta'tc ifaoDUcaSlis'

Non-rSoftwarc

SYSTEM DEPLOyMENT

26 ^ InstidlCpnfigurcd and'Opcrati6nidi.S61^^ in'-^roducti^ Eny^ 1  -Softw^"-

Vi CprivehcdPata Loadcd'intp Prqductiqn'En^ro^
Contract6f-i1*roiect SOW.arid aftfccd lo;bv. iliWstatc.

Spftw^

28 Prdductida'6b>nronineqt'yalidation.i>£Inst2iUation-andData:Gonvcrsipns. NopiSoftyv^.

,29 ; Oitbvw to New Spfhyaro, Non-Spftwarc

30 ; Ptoyide Documenta.bon 6f;SyistOT;:P.ep|^ Written

; li (Npt>ppb^b!e)'; " .

'32* State Acccfj'tancC'dfSys'tem^tmd^^^ ,

: OPERATIONS •- ^

C33'' pbg'piogHoslirig^^ I ' • jNob^Sbfivv^''

' 34 ; Png6ing;Suppoit:&Ma^ . .

::35' . eonducf'Projcct'.MtiMw.ting ' Npn^^ftware

For,tiie;SaaS:Gpny^ipii'prpja^-.thcCpptractpr/SlM.deUvex.die,;i^ . ,
TioteH rifh'e'frames wi^Tesp^;to t^'Gohto Dale;.

Tiible2y ;,S,MR>CQnye^on Frpjiejcf^^

•  •• •GbnducIProj^'Kjckbfl' "■

2  ; DeliyCT'G^iWpikTlM . Written -: • -i30'days;. :

'  3 - ■ Subniit yendof-Pislc;Asses^cnt(yi^^ Wriiiicn .'30;days..

'4 ' pclivCT SMSiSystcm'S^ificaSph . .  ,y(rittcn ' ; ' ' ■ ' SOjdays- ! •

■  '5 'Deliver Network .Qmge Plan ' ~ • '■ Written- ;; . ^ ■ ;45' da:^;;

'  6 Deliver Security Plan • Written' ■ .• *';30"'days
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7 Submit S0C2 Report Written 60 daysyahnu&lly
thcrcdher

All ad^tional deliyerableS:puUinc(l.in Table 3 shall be initiated sblely npon request of the State subject
to the" approval ofthe Governor and Executive GounciL, These deliverables shall be provided at the co^
rate indicated in E:diibit C,,Price;and Payhient.Schedulc, Scctioii C-10.

Table s. Phase It Acti>1ties,,Deliverabies, or IVUestpnM

ACTTVTIY'DELIVEIUBLE, OR MILESTONE; DELIVERABLE TYPE.

11 Milestone .1"- Delivery 'and of StatraOTt of Work
•VW Networic-Turmer.Conneclivity

Writtdn/Sbftwarc.

1.2- ■Milestone 2 - Planning &Prf^iusitM C^
J^oject IGctoff

Projeci'-Pr^Scheduie'
project Control iiogi(PCL);

WriUcn

^  L-3; :MUestphe 3 -Test Acceptance State Sign'Off.Coraplete;
'Pcrfprm.GPI Testing:

D.cUycr w^guration
Not^caHon'ofUAT'rUAT'to;^

Written/Software^

i

1.4 MilMtbhc 4 - V^i^h6niMd;UAT
fwting Pcrfomt^'b^^^

Signed UAT adlmowl^geb^t-fioiri
DR XcfiyatiphiSttgjs.'D

' WritteitfSo.lbvarc.

;  " 1,5

j

MUestone.S'-'StatdA'cccptsmMibCSyst^^^^
.G6inp!.ctcDepl95TOedtplat^g{Md^^

.  -Proji^ctAccl^j^

•  Written/Software

.  * 1

l;6' .  . ;Mil«tbne,6r.PrbjeCt:Trai^tiphi"£bd-,Closu^^
Projwtjdlo^ulAc^ri^^

-  ■• Written;

2 ■ .QGHL.Rcpbrite " . -

:'2:i.
!

• Milestone 1 DcUvcry im"dAc.cep.tMccpf,Stal^tt
<  • . *

;2.-2 Milcstbiie,-2 - Plaiinmgr& Preitquis^^ Gwnplete.
Project iCck off ifapeim^:-

Prbjbct Plr^Scbie&e,
Project Control Log (PGL)'

Writtch.

2:3 :Milcstpnc.3-T«t Awcpttow.Stat^
.,Pcrf6rm;'<^I-,T«uiig -

Del iy w cpnfigu^
NbtificaiipA'pfyAT'r'^

•' . Wntfco/Spflware '
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2.4 Milestone 4 - Validation and UAT Testing
Testing Performed by the customer

Signed UAT acknowiedgemeot from customer

Written/Software

2.5 Milestone 5 - State Acceptance of System and PROD
Project Acceptance Form

WriUen/Sonware

2.6 Milestone 6- Project Transition and Closure Complete
Project Closeout Activities Completed

Written

3 NCIC N3G XML Conversion

3.1 Milestone 1 - Delivery and Acceptance of Statement of Work
Analysis Report

Written

3.2 Milestone 2 - Planning & Prerequisites Complete
Project Kick off meeting

Project Plan/Schedule
Project Control Log (POL)

Written

3.3 Milestone 3 - Test Acceptance State Sign Off Complete
Perform CP! Testing

Deliver confrguration to UAT
Notification of UAT • UAT to be^

Written/Software

3.4 Milestone 4 - ValidatioD and UAT Testing
TcstingPerformed by (he customer

Signed UAT acknowl^gement fr̂  customer

Written/Software

3.5 Milestone-5 - State Acc^tance of System imd PROD
KCIC Wanted Pe^n'Key.Set Promotion Complete

Configure and protiiote NCIC Wmted Person querin and
Rie^nsbs to PROD

Accentance Form

Software

3.6 Milestone 6t.NCIC Wanted Person Set Pibxnotida
Complete.

Configure and prorpoteNCIC Wanted Perron queries and
Responses to PROD

Acceptance Form

Written/Noa-Software

3.7 Nfilestone 7-ProjectTr^tion end Gosure Complete
^ject Closeout Acdvitira Complete

Non-Software

3.8 Milestone 8-NClC Key Set Configuration Complete
Configure, test and promote NCIC MK£ to PROD

Software

4 m N3G XML CottversioQ

4.1 Milestone.1 -Delivery and Acceptmce ofStatemrat of Work
m Analysis R^rt

Written
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42 Milestone 2 • Planning & Prerequisites Complete
Project Kick off meeting

Project Plan/Schedule
Project Control Log (PCL)

Security Configuration Verified

Written

4.3 Milestone 3 - Test Acceptance Stale Sign Off Complete
NotificatioD of User Acceptance Testing

Writtcn/Non-Software

4.4 Milestone 4 - Validation sod UAT Testing
Testing Performed by the customer

Signed UAT acknowledgement from customer

Written/Software

4.5 Milestone 5 - State Acceptance of System and PROD Testing
and approval to configure and promote in message keys to

PROD

Project Acceptance Form

Software ,

4.6 Project Transition and Closure Complete
Project Closeout Activities Completed

Non-Software

5 NIGS N3G XML Conversion

5.1 Milestone 1 - Delivery and Acceptance of Statement of Woiic
NIGS XML Analysis Report

Written

52 Milestone 2 - Planning & Prerequisites Complete
Project Kick off meeting

Project Plan/Scbcdule
Project Control Log (P^)

Security Configuratioo Verified

Non-Software

52 Milestone 3 - Test Acceptance State Sigjt Off Complete
Notific^on of UAT Testing

Software

5.4 Milestone 4 • Validatioo and User Acceptance Testing
Testing perform^ by state

Signed UAT Accep^ce Form
Written acknowledgement ironi customer

Written approval for contractor to move delivered project to
scope production

Software

5.5 Milestone 5 - State Accq>tance of System and PROD
Project Acceptance Form

Software

5.6 Milestone 6 - Project Transition and Gosure Complete
Project Goseout Activities Completed

Non-Sp^are

6 Contact Person Notfflcntion

6.1 Milestone 1 - Delivery and Acceptance of Statement of Work Written

Page 27 of 80 ^
Contractor Initials:

5-30-23

Date:



STATE OF NEW HAMPSfflRE

Department of Safety

Hosted State Message Platform System

DoIT 2023-067

EXHIBIT B - SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS

6.2 Milestone 2 - Planniog & Prerequisites Complete
Project Kick off meeting

Project Plan/Schedule
Project Control Log (PCL)

Written/Software

6.3 Milestone 3 - Test Acceptance State Sign Off Complete
NotificatioD of UAT Testing

Software

6.4 Milestone 4 - Validation and UAT Testing
Testing Performed by the ctistomier

Signed UAT acknowledgement from customer

Written/Software

6.5 Milestone 5 - State Accq>tance of System and PROD
Project Acceptance Form

Written/Software

6.6 Milestone 6 - Project Transition and Closure Complete
Project Closeout Activities Completed

Nott-Software

B-6 Deliverable Review and Acceptance

B-6.1. Noo-Software and Written Deliverable Review, and Acceptance

For each deliverable or milestone set forth in Section 6 of the Contractors SOW^ The Contractor-will
deliver to the State a Deliverable/Milestone Acceptance Form (the *Torm")> State shall hl^e ten
(10) business days after each tender of a deliverable, or the Contractors claim of milestone complebon
to complete and retum-tbe Form to the Contractor. The State shall have the ability to requeist an extension
of the deliverable acceptance as agreed upon both parties.

If the Stete helices that the Contractor failed to meet the Spet^catipi^ set forth, in Section 7.2
Acceptance Criteria, from the Contractor's SOW, then the State slm)! provide the Gi&tpmer a de^
description in vmting that explains how the milestone or deliverable &ils'tio raieet the Spei^'caidons and
any other reason for rejection (a '^Rejection")- Id the event of a Rejectipn, the Contractor sMl promptly

steps to remediate any non-conibimities described in the Rejection'^tl^-a mutu^j^:agreed'upon
time period. Upon the. Contractor's delivery ofa Ciire, the Customer shall have.tim (10) tu^essdays
tbereaiter to accept or reject the Cure via the Fonn. A Cure proc.cdiire. be repeated until;the
deliverable or milestone is accepted.

B-6.2. Software Deliverables Review and Acceptance

System/Software Testing and Acceptance shall be performed as set.fortb in the Test Plan and more
particularly described in Acc^tance and Testing Services described in Appendix B-10.

B-6J. Number of Deliverables

Unless the State otherwise specifically agrees in writings in no event shall the Contractor certify for
testing and deliver to the State more than three (3) Deliverables for review or testing at one time.
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As the State accepts a Deliverable, ao additional Deliverable may be presented for review but at no
time can the Deliverables exceed three (3) at a time without the authori2at)on of the State.

B-6.4. Conditiooal and Unconditional Acceptance

B-6.5. The State reserves the rî t to r^ect the deliverable, in whole or in port, within a
reasonable period of time as explicitly documented in the Work Plan after discovery of
deficiency in the system, through completion of all Acceptance Testing, including but not
limited to, Software/System Acceptance Testing, and any extensions thereof.

B^.6. Change Order

The State may make changes, revisions or request enhancements to the Scope of Work at any time
by written Change Order. The State originated changes, revisions or enhancements shall be
approved by the Dq^aitment of Information Technology. Within five (5) business days of
Contractor's receipt of a Change Order, Contracmr shall advise the State, in detail, of any impact
on cost (e.g., increase or decrease), the Schedule, and the Work Plan.

The Contractor may propose a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, and' the Work Plan. The State shall acknowledge
receipt of Contractor's requested Cl^nge Order within five (5) business days. The State Agency,
as well as the Department of Informatioa Technology, must review and ̂ prove all Change Orders
in writing. In instances in which a contract amendxpoit.of this agreement is not required, the State
shall be deemed to have rgected (be Change Order if the Parties are unable to reach an agreement
in writing within sixty (60) days of receipt ofdie C^nge Order

Change orders resulting In an increase of .Price Limitation, an extension of time for Contract
completion or a signific^xbange to the scope of the . Contract shall require amendment of this
Agreement and ̂ proval by the Governor and Council;

A Change Order which is accepted and executed by ̂ th parties, and if applicable approved by
Governor and Council, shall amend the terms of this Agreement

B-7. Project Management

The Contractor shaU provide proj ect tracking tools and templates; to record and manage issues, risks,
change requests, requiremoits, and other documents used in the management and tracking of the
project The Contractor shall employ effective conununication and r^orting strategies to ensure
project success. The Contractor Key Projrat Staff shall p^cipate in meeting virtually as requested
at the mutual agreement of the Contractor and the St^., in accordance vnth the requirements and
terms of this contract

The project requires die coordinated efforts of a Project Team consisting of both Contractor and
State personnel. The Contractor shall provide all necessary Resources to perform its obligations
under the Contract. The State shall provide all necessary resources to perform its obligations imder
the Contract The State and the Contractor shall be mutually re^nsible for providing all appropriate
resources, including third-party persoimel, to manage this project to a successful completion.
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The Contractor shall conduct crunioal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fiaud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to 1 year is an authorized pen^ty.

The Contractor be responsible for knowledge transfer between all Contractor project teams for
all deliverables defined in this Project Agreement.

B-7.1. The Contractor Key Project Staff

B-7.1.1. The Contractor's Contract Manager

The Contractor shall assign a Contract Manager who will be responsible for all contract
authorization and administration, including but not limited to processing Contract documentation,
obtaining executive ̂ >provaIs, traddng costs and payments, and rq)resenting the parties in all
Contract administrative activities. Contractor's Contract Manager is:

Marc J. Smith

(312) 523-5020

msmilh@ODenfox.com

B-7.1^. The Contractor's Project Manager

The Contractor shall assign a Project Manager who is qualified to perfonn or supervise &e
Contractor's obligations under this AgrcOTent Contractor's Project Manager is:

Steven Gartner

(630)754-8820x157

sgartDer@QpenfQ7c.com

The Contractor's selection of the Project Manager shall be subject to the prior written approval of
the State. The State's qiproval process may include, without limitation, at the State's discretion,
review of the proposed Project Manager's resume, qualifications, references, and background
checks, and an interview.

The Contractor's Project Manager must be qualified to perform the obligations rcquir^ of the
position under the Contiact, shall have full authority to make binding decisions uhdisr the Contract,
and shall function as Contractor's representative for all administrative and managemwit mattOT.
Project.Manager must be available to promptly respond during noniial Busini^ Hours within four:
(4) hours of inquiries fit>m the State.

B-7.13. Change of Project Manager

The Contractor shall not replace the Project Mmagcr or change its assignment of Projept Manager
without providing the State written notice and obtaining the prior approval of the State of the
replacement Project Manager. State approvals for replacement of Project Manager shall hot ,be
unreasonably withheld. The replacement Project Manager is subject to the same requirement and
review as set forth above. The Contractor shall assign a replacement Project Manager wito ten
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(10) business days of the departure of the prior Project Manager, and the Contractor shaU continue
during the ten (10) business day period to provide competent project management services through
a qualified interim Project Manager.

B>7.1.4. The Contractors Additional Key Project Staff

The Contractor shall not change Key Project Staff commitments without providing the State written
notice and obtaining the prior written approval of the State. State approvals for replacement of Key
Project Staff will not be unreasonably withheld. The replacement Key Project Staff shall have

comparable or greater skills than Key Project Staff being replaced.

B-7.1.5. Termination for Lack of Project Management and Key Project Staff

Notwithstanding any other provision of the Contract to the contrary, the State shall have the option
to terminate the Contract, declare Contractor in default and to pursue its remedies at law and in
equity, if Contractor fflil" to assign a Project Manager and/or Key Project Staff meeting the
requirements and terms of the Contract or if the State is dissatisfied with Contractor's rqilacement
of the Project Manager and/or Key Project Staff.

B-7J8. The State Key Project Staff

B-7.2.1. The State Contract Manager

The State shall assign a Contract Manager who shall fiinctipn as the State's representative with
regard to Contract administration. The State Contract Manager is:

Ron

rr Manager, Department of Safety (EHDS)
ronald.w.ree^dQiLnh.gov

B-7.2^. The State Project Manager

The State shall assign a Project Manager. The State's Project M^ger is:.

Captain Victor G. Muzzey
Commander, Justice Infonnation Bureau
victor.gjp"y7^v'^^"s.nh.gov

The State Project Manager's duties shall include the following:

a. Leading the Project

b. Engaging and managing alt Contractors working on the Project;

C. Managing significant issues and risks;

id. Reviewing and accepting Contract Deliverables;

e. Invoice sign-offi^ _
I  r
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f. Review and approval of Change Ordcis;

g. Managing stakeholders' concerns.

B-7.2.3. Right to Remove Individuals

The State shall have the right at any time to request the Contractor remove from interaction with the
State any representative who.the State has determined, and shown proof of, performance or actions

that have resulted in a determent to the working relationship and delivery ofthe services set forth in
this agreement between the Contractor and the State. The State shall provide the Contractor with
notice of its determination, and the reasons it requests the removal. If the State signifies that a
potential security violation exists with respect to the request, the Contractor shall immediately
remove such individual. The Contractor shall not assign the person to any aspect of the contract or
future work orders without the State's consent

s

B-8. Implementation Services

B-8.1. Project Management Meeting and Reports

The Contractor Key Project Staffshall participate in meetings as needed and at the mutual judgment
of the Contractor's and State's Project Manager, in accordance with the requirements and terms of
this Contract The meeting(8) shall be conducted virtually, unless mutually agreed otherwise. Unless
otherwise agreed to by the State, the Contractor shall prepare agendas and background for and
minutes of meetings. At miminum, background for each roeetiiig must include an updated Work
Plan. Drafting offormal project-relatedp^entations, such as a presentatidn for the kickoffmeeting,
shall also be the Contractor's responsibility.

a. Introductory Meeting: P^cipmts sbeJl include the Contr^or's Key Project Staff and
State Project lead^ from both DOS and the Department ofInfonnatibn Tectmology. this
meeting will enable leaders to become acquainted and establish any preliminaiy Project
procedures.

b. KickofTMeeting; Participants shall include the State and the Contractor's Project Team and
major stakeholdeis. This meeting is to establish a sound foundatibn for activities that will
follow.

c. Status Meetings: Participants shall include, at the minimum, the Contractor's Project
Manager and the State Inject Manager. These meetings shall be collected at least bi
weekly and address overall Project status and any additional topics needed to remain oi!i
schedi^e and v^thin budget The status and error report from the Contractor shall serve as
the b^is for discussion.

d. The Work Plan: Work Plw must be reviewed at each Status Meeting and updated, at
TTiintTTnim, OD a bi-weekly basis, in accordance with the Contract

e. Special Meetings: Need may arise for a special meeting with State leaders or Project
stakeholders to address specific issues.
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f. Quarterly Executive Status Meetings: Participants shall include Contractors senior
executives. This meeting is to provide executive level status updates on key project
milestones and to provide insist on milestones to be achieved in the next quarter.

g. Post Go Live Meeting: Participants shall include project leaders from the Contractor and
the State. Discussion shall focus on lessons learned from the project and on follow up
options that the State may wish to consider.

B-S.l.l.Reports

The Contractor Project Manager or Key Project Staff shall submit monthly status reports in
accordance with the schedule and terms of this Contract Ail status reports shall be prepared in
formats approved by the State. The Contractor's Project Manager shall assist the State's Project
Manager, or itself produce reports related to Project Management as re^nably requested by the
State, all at no additional cost to the State. The Contractor shall produce Project status reports, which
shall contain, at a minimum, the following:

a. Project status related to the Work Plan;

b. Deliverable status;

c. Accomplishments during weeks being reported;

d. Planned activities for the upcoming two (2) week period;

e. Risk Assessment;

f. Future activities; and

g. Report and remedies in case of falling.belimd the Sch^ide.

As requested by the State, the. Contractor shall provide the State mtii-infonnation or reports
regarding the Project. The Contractor shall prcpaie ̂ ed.al reports mdi p^e^tatipnis relating to
Project Management, and shall assist the State in preparing project-rola^ropbits wd presentations,
as requested by the State, all at no additional cost to.the State.

B-8.U. Work Hours During Implementation

During the ImpIementatioD period, the Contractor's personnel shall \yo;k ̂riive^ SrOO amahd 5:00
pm Central Time, eight (8) hour days, forty (40) hour week^ excluding Confriactqr and Fedrial
holidays. Changes to this schedule may be made upon agreement with the SMe Project Manager.

Implementatioo Strat^

B-7.2.1. Key Components

The Contractor shall employ an industry-standard implementation strategy.ln.^xordance with the
Work Plan.

The Contractor and the State shall adopt a change roanagemcDt ap|»ioach to ideQtiiy and plan key
strat^es and commimication initiatives.
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The Contractor's team shall provide training templates as defined in the Training Plan, which will
be customized to address the State's specific requirements. Decisions regarding fonnat, content,
style, and presentation shall be made early on in the process, by the State, providing sufficient time
for development of material as functionality is defined and configured.

The Contractor shall manage project execution and provide the tools needed to create and manage
the Project's Work Plan and tasks, manage and schedule project staff, track and manage issues,
manage changing requirements, maintain comiinmication within the project team, and rqjoit status.

B-8.2.2. TimeUne

The timeline is set forth in the Woric Plan resource. During the initial planning period the work
shall be established for the preliminary training plan, die change management plan, communication
approaches, flnalization ofproject standards and procedures, and initiation of team training. Timing
shall be structured to recognize interdependencles between applications and structure a cost
effective and timely execution. Processes shall be document^ training established, and the
application shall be ready for.Implementation in-acco^ance with the Work Plan.

B-8.2.3. Change Management

The Contractor shall provide system qivironments including System Integration Test, UAT
environment and production environment The Ointr^br shall promote changes from its
Development environment to die UAT environm^t upon approval to do so. by the State. Once the
State completed its UAT and authorized the Contractor to move the changes to production,.thc
Contractor sh^l copy the current pro^.bti6h.enyirpninent to the SIT environment and ap|ply the
changes. Once the Contractor and the State complete their final valid^on of the changes, the
Contractor shall apply the changes to.prodoctibh M the mutually agreed to date and time.

B-8.2.4. System Environment

During the Implementation period, the Contractor shall provide all required system environments
which shpil include environments needed for Development and Integration Testing. The Contractor
shall make available to the State the User Acceptance Testing environment and production
environments when required by the Work Plan or Day in the Life Testing. The Contractor shall
provide a deployment plan transition the System to die production environment

B-9. Work Plan

In conjunction with the Contractor's Project Management methodology, the Contractor's Project
Manager and the State Project manager shall finalize the Work Plan as indicated in Table 2 and as
defined in General Terms and Condition Form, P-37, paragraph 5, and further refine the tasks
required to implement the Project

The Work Plan shall include at a mmimnm, a detailed description of the schedule, deliverables,
major milestones, d^endencies, and payment schedule. The Work Plan shall also address intra*
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task dependencies, resource assignment (both State and Contractor's team members), and establish
the project's schedule. The Contractor shall provide the State with the deliverables and services in
accordance with the timeframes set forth in the Work Plan.

B-9.1. Updates To the Work Plan

The Contractor shall update the Work Plan as necessary, but no less than every two (2) weeks, to
accurately reflect the status of the project, including without limitatioD, the schedule, tasks,
deliverables, major milestones, task dependencies, and payment schedule. Any such updates to the
Work Plan must be approved by the State, in writing, prior to final incoiporation into the Work Plan.

Unless otherwise agreed in writing by the State, changes to the Work Plan shall not relieve the
Contractor from liability to the State for damages resulting from the Contractor's &ilure to perform
its obligatioDS under the Contract, including, without limitation, perfoimance in accordance with
the Schedule.

h) the event of any delay in the schedule to include excusable delays and/or force majeure, the State
and/or the Contractor must notify the other in writing, identifying the nature of the delay, i.e.,
specific actions or inactions ofthe Contractor or the State causing the problem; its estimated duration
period to reconciliation; specific actions that need to be taken to correct the problem; and the
expected Schedule impact on the Project.

In the event additional time is required by the Contractor or the State to conrect Deficiencies, the
Schedule shall not change unless agreed in writing by the State. To the extent that the State's
execution of its major tasks takes longer than described in the Work Plan, any substantial changes
as agreed upon by both parties, will be subject to the Project Change Request process agreed to in
section B-6.S

B-9.1.2. Preliminary Work Plan The preliminary Work Plan created by the Contractor and the
State is set forth in Exhibit B, Attachment 6, Preliminary Work Plan. In conjunction with die
Contractor's Project Management methodology, which shall be used to manage the project's life
cycle, the Contractor's team and the State shall finaliTe the Work Plan at the onset of the project.
This plan shall identify the deliverables, major milestones,, and a payment schedule required to
implement the Project. It sbnll also, resource allocations (both State and The Contractor's team
members), refine the project's scope, and establish the project's schedule

B-9^. Conversions

The Contractor shall provide full data conversion service which include, but are not limited to
performing data mapping, development of data conversion scripts and procedures for all legacy
OpraFox system data. The Contractor shall run test data conversions and present results to the
State for review.

The State shall provide the Contractor witii access to, or copies of, the legacy data for conversion
analysis and testing. The Contractor shall not convert system transaction logs from the on-premises
State Message Platfonn.
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:Thc Cohtracior ;is; not riSponsibie' for. delays to acquire, the .data extracts frorh any third-party
company(s).that the Statc.currcntly contracts \vith and/or delays the State may encounter extracting
data from Jt.s applications to.be,converted into the on-premises'Statc Message Platform;

Thc;Contractofsli^ l^d the Data.totheCohtractorApphca^^^^^^ assistance
from the State..

B-9.2.1. Conversion Tcstihg Rcispoiisibilitiics

The Contractbr'team and.therState, based on.tbeir assigned conversion responsibilities, as set forth
in this-'Exhnjit -Tej/t«g'iS'e?yicey ̂ sbaU identify applicable test scripts'and
iristallatiphiinstpigtiq^ Ihcm to.the prpject.spccifi busings'p«:wc», and cpmparc

wi&the'documcnted'expected-.results:

TheCohtractbf teanj-and theState, ba^ ori:lheir;a«i^0.c'6hy^.ipnresp,bnsibnit5es,.sban execute
the! applicable te^ scripts that' Complcte.the..conycrsion. and. compare:.:execution<results .withvtbe
documented expected results.

I^e Stote shair be"responsible;.fbr documentmgctlie.technical spet^cations of all programs.-that
cxtraci;ahd;fonny;(^ leg'a^.sj^t^f fori^,c;by;the:cto^ '

Tlie'Cpntractbftcam;an.d4eStateibascdpnjheir;assigned'w
and unit:.Iest',lheir;assi^ed conYci^bps.,

a tiqn' Twtmgj^yerifymgITie;State/ahd^;the:edn^ctonte^S;.shaH^^^
and vaiidaiihg-the accuracy and completeh^ oTthe cohve^ '

The;State;and'the;Cbhtract6fteaitu;shaU>joind^^ a&d'yaii#le the a^oiracy/M^
of the .conversions; for Acceptance Testing and pn^'ctibn;

trarirnr. wjli - p^oirri. jinfl lysi s di^giithb Discpy^'i?H^.e'tp";idehti^/co
intiei^cW-to be^implemehtedTor the project aSiSet foitt in Table 4:;in''Sc<^e;Iht(^aceS.iTTife State
sjiall, Be r^phiibje;. for ffienetwjirk-coi^
shall raaipt^.-thc cvffrehtaiyiicabpn'-int^aces^^^

Tabla4: In ScppqTntctfacC^

■NatibnMvtSiiueli^^^^ :

NCicra
Traffic"to and'fem NCIC tFBDjfPri^te^^ •
identification Index

PQ Jt^sMjibhs.
:Spccffi6!^^Traffifert6.'and;ffi)"m the:state*pip(fV'System
.drivers. .... '

KQ Files
•'SpOciGb Traffic'tpian'd^trom^thVstaffc'IDMIVySy^^ .
driver, hiisfbnes'.,
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BQ Files
Specific Traffic to and from the NH Natural Resources
System

Wild Life Server Traffic to and from the NH Natural Resources System

Autonaated CCH Files
Unsolicited CCH transactions to the in-state CCH

database

MAAP NLETS Inquiries in GJXDM and NIEM
format

RQ-Searcfa Vehicle Registration by Vehicle VIN #, Plate

#, Plate Type, Owner Name (Person or Corporation)
Tl-Scarch Title by Vehicle VIN #
BQ-Search Boat by KIN #, BOW #, Owner Name
(Person or Corporation)
HPQ-Search Handicap Placard by Placard #, Owner

(Person or Corporation)

RQ Files
Specific Traffic to and from the state DMV System for
registrations.

In-state Files Traffic to and from the Hotfiles database

Discard File for LIS
Separate queue for US transactions to store online for
retrieval for review

NCIC NICS
Specific Traffic .to.:and:froin NCIC (FBIQ for NICS
(Instant Check) for gun.puichases.

Criminal History System Traffic to. and from the hew NH CCH System.

$A Non-automated Spill File
Traffic to and frcun the in-state CCH system for
manual prbcessing.of transactions

MIST File
(currently umi^) route for NIST transaction
processing

NISTFile Current locatiph for processing NIST transactions

Test CHS File Traffic to and from the new CCH Test System..

Hot File Interface - Recent Inquiry Specific Traffic h> and from the OpenFox* Hotffies

VISION Web Service Inteiftce
Traffic to and from NH DMV S)^tem via new
inter&ce protocol.

CCH Web Service

Traffic to and from NH CCH System via new interface
protocol including tiaffic originating from CHRI.
GunLihe application su^ ais MNQ message.
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CCH Unsolicited from NQC SSO MSG PIRNPR

Unsolicited Traffic from NCIC (FBI)- Provider support
for various IQ messages such as EXP(FBI Number
Expunged), NMS(Non matching SID in FBI system),
PIR(Prior Record-SID Number Entered in NCIC ill
Record), NPR(No Prior Record-NCIC HI Record
Established), RNP(SID Rejected-No Prior HI Record),
RPR(SID Rcjcctcd-Prior III Record), MSO(Multi-
Source Offender Status), SSOCSingle-Source Offender
Status), FREE(Free Text Message), DRS(Expunge),
DSP(£Iectronic disposition message), and various S
messages

Extra Nlets Transactioiis Redundant Interface for Traffic to and from Nlets

VISION Web Service Duplicate Station Redundant inter&ce to NH DMV System.

Extra Nlets Transactions MNQ OLN Specific Traffic to and j^m Nlets

VISION Extra for KQ Redundant interface to and from the NH DMV.

VISION Extra for KQ OLN
Specific Traffic via a redundant interface to and from
the NH DMV.

National Sex Olfender Registry (NSOR) Traffic for SOR message keys such as £XS(Sexual
OfTender Record Entry), httS^odify Sexual
Offender Record, CXS(Ciear Sexual Offender

. Recoi^,.XXS(C^cel;S«icual. Offend^ Record),
EXSN^nter supplemental re^o^, XXSN(C^cel
supplemental recor<0, QW(Senial0^i^^ Record
Inquiry), QXS(Sexual; Offender. Rjiwordiiquiiy)

National Instant Criminal Background CbedcSyston
(NICS)

Traffic for NICS message k^ si^ as EDP(Add
NICS index Recoid), l^P(lVfodifyNiCS Index
Record),XDP(Cancci MCS Index
Recor(Q,XDP(SupplemratNICS Index
Record).ODP(DisoIav NICS IndekRecord)

Nlets Traffic to and fiora.Nlcts

MAAP (File Transfer) Titles Vehicles

CSI CAD/RMS NCIC queries

IMC NCIC emeries

State Police Electronic Ticketing Server (ETS) Traffic for of State Police ticketing;^oimati6n to J1
Switch (CPI). Vision (DMV) and OdvsscY (Courts).
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NH Justice Bureau Odyssey Traffic for Initial Case Creation (PBM, MA, Criminal
Complaints) from Local/State Law Enforcement

agencies in NHJB Case Mgmt System (Odyssey).
Provide support for electronic transfer of CAAFF and
DISPOSITION from NHJB to both NH SP E-Ticket

server and to the IMC local agencies.

Unifiarm Charge Table (UCT). Provide support related to transfer of new UCT
releases to agencies that use IMC system.

CPI Messenger Client Graphical User interface to the XML Interface to
OpenFox* Message Switching System

NH Department of Corrections File Transfer

For any interfaces which require conversion from current on-premise interfaces, the following list
defines the associated responsibilities of the Contractor and State:

• The Contractor is responsible for the design of all OpenFox required interfoces. The
Contractor shall develop, obtain State approval and maintain all interface control
documents (ICDs) to define all required interfaces as indicated in Section 9.2.2
Into^ace, Table 4, ICD can include multiple interfaces as agreed upon by both parties.
To the greatest extent possible, the designs will use existing .^plication Program
Interface (APIs) from the distant end system.

• The State shall coordinate the testing schedule for all interfaces configured in the
system.

• The Contractor and the State shall document the fimctipnatwdtecbhical Specifications
for the interfaces.

•  For all applicable interfaces with other vendors or Goyeniment systexns the
Contractor develop the interfrce to conform to the otha Vendor or Government
systems requirements.

• The Contractor shall lead the review of functional . and technical int^ace
Speinfications.

•  The State assist the Contractor with the resolutipn of problems and issues
associated with the development and Implementatioo of the iid^aces:

• The Contractor and the State shall collaborate to develop ^e imtial Test Plw.and
related scaipts to Unit Te^ theinterfrce. The State sl^ yaUdate and accept the Test
Plan.

•  The State artd the Contractor Team shall jointly veijfy arid y^date the accuracy and
completeness of the interface.

• The State and the Contractor shall collaboratively develop and test ai\ leg^y application
changes needed to accommodate the interfaces.

• The State shall be responsible for all data extracts and related form^iig needed from
legacy systems to support the interfaces.
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• To the extent permitted by law, the State shall submit any applications and/or
documents of justification that are required by the third-party vendors and/or
government entities.

B-10. Acceptance and Testing Services

The State shall be responsible for User Accq>tance Testing as further described in Section lO.S.,
and conduct Day in the Life testing as outlined below. The State shall provide the Contractor with
all user test cases necessary. All Testing and Acceptance (both business and technically oriented
testing) shall apply to testing the System as a whole, (e.g., software modules or functions, and
Imp!ementatioD(s)). This shall include, but not limited to, planning, test scenario and script
development, data and system preparation for testing, and execution of unit tests, system Integration
Tests, Conversion Tests, Installation tests, Regression tests, Perfoimance Tuning and Stress tests,
Security Review, User Acceptance Test, and support of the State during and Implementation.

Each round of the Day in the Life testing shall consist of the following steps:

1. Take the legacy production data and., migrate it to UAT. a "snapshot" of the legacy data
from a specif!^ date and time at the wd of a business day.

2. Make copies of all transactions processed during a specified time period (usually 2-3
hours), including a specified number of users, at the beginning of the business day
following the snapshot

3. Load the snapshot into the new sy^em and valid^e the conversions.

4. Instruct users to enter the copied transactions into the new system.

5. Audit the new system to ensure .all transactions succeed and results matched those of the
legacy system from the of the cri^al traiuactions.

Testing of the System, as a whole, or any module or otbn portion of the System shall include at
least three (3) rounds of in The Life Testmg..or at the State's request, and in no event shall the
System be deemed to be accepted by the State unless and until the System passes the Day in The
Life Testing. The processes and procedures for the Day in the Life Testing shall be determined by
the State based on such fectors as the State deems necessary (which may include using of legacy
data from one or more specific dates, copying transactions and converting to the new System,
verifying with reports that the data was prpperiy process^ and comparing old reports to the newly
generated reports).

B-lO.l. Test Planning and Preparation

The State in collaboration with the Contractor sJ^ develop and finalize. an overall Test Plan.
The Plan shall include, at a mixumum,- identi^cation, preparation, and documentation of planned

testing, test scenarios, applicable and test criteriaj wd expected results, specifications that must be
satisfied for an Acceptance Test to be passed.

As identified in the Acceptance Test Plan and documented , in accordance with the Work Plan and
the Contract, State testing shall commence tq>on fhe Contractor's Project Manager's notification, in
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wriKhg, thai the Contractor's own staff; has successfully executed all prerequisite Contractor's
tcstingi along with reporting thciactual'tcsting i;csulls, prior to'.lhe storl-pf any testing executed by
Statestaff,

The State shall use commcrcialiyreasonable.efTorts to commence its testing wito five (5) business
daysi-unless mutuaUy agreed othcr^e; of notiCcatiopfromthcConto^ that.^e State's
personnel'have been tnunedjan'd'.th'e^stenijs iti^li5d,:coiifigui^, ,cdmplcYc/^ State
testing..The testing.wilJ be conducted-by the State in the.UAf' environment independent from
the Gontiactor's.development ciivironment

Testingends with respect toibe delivemblc orportion of the deliverable being tested pursuant to.the

requiremrats of this Section B-IO

^10^; Systeni Litegraiipq.Testing

The Contractor shall test the ncw;system in integration wth other application sys'tcms:(lc^cy; and
setvice providers) in aproductionTlike'envitbnment as de^ed>ia this Exhibit Bj Table In Scope
Enteri^cs to the extent possible, infnprodu ^yiionment as detoed. iii; this. Exhibit.B,-
T^lc, In- Scope Interfaces. System Integration. Twting valida'tM the ihtc^ation .between !thc
ib^vidual..uhit appUwtibn mgduIes;.mH'yeiffia^ mpbts de^ed-rcquirOT
and sup^its wccutioh.of.int^acM.andbVnim'^'pi^e^^^ -TKe.:^^mIntc^tip Tcstshall-be
performed in the.System.LategrationTwt^cnyiionmcht ThoroughiendVto^nd^esting.'to ihe;extent
pebble,-with theicOiifigur^ St^e-iht^aces andtShneTprpvtidcdTConnccticm: midpoints; shiall'.be.
p^drined by the Contrxctor- ah'd ,State-'.te^(s) to bOnfiim ̂ at;the; Ai^liMtiopf as'idm in.
Section\B^2, integrates ,with-^the sp.ec^^'; •interfaces.,- The ,t^ .^plmizesiMd-tOrend
procws^, and the flojw of ihfpmationai^ssnppUcationa
business processes and interfacesrbcmg'iiiiplemeated, confiniis data;ti^f^^^
andm'cludcsthe trahs.missiph.^P^tingofafiiclwtronic/m .

Table 5. ̂ tem;Lit^nHon<-Tert:Activities:and!^^^

;\Sj^cnto.fhtb^tKm.T<»^^goyt^^tcs
.teigct"appUc^bn:mc^ides;md;;Oi^
hew"^Sy^tf"ttiwts^d^"§iCiht^^

■.;6twufibn-;bf,bUsineM.jF^^..W'^ --t^^
^busihesl prbccss(^''"md^.tib^^ flow, of^ i^0CTaifi6n.''acro the
• apphcatioi^^ TtThclpd'^''^;ke^^psine^.'^

. beiiig'imBjemenjti^'bdnfii^.d^iK^
the- extent'pjdsi^lc ahi includra' ■tra^imssibn..)bf all clfec^c^.c.
doq^chts.'

•  "Take; "the/leiid- ih:, develdping'.the; SystOTs;.:Ih&^ii.bn' Test
S^bifications.; . _ '

! • Woiicjbihtly' wffl^^^ ^ate, to deVeibp^md;-!©
orbfiles.ibrmpbbrt;tHet^;^ •
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• Work-jointly with the State to validate components of the test
scripts.

•  .Work .joinily with the Gpntractor to develop the. Systems
. Ibtegiratiph.Test Spccificalipns;

•' WprkjointlyJwith the Coniractof.to dcvelpp and Ipad the data
•profiles to suppdrt;thc test Spccificatiohs.
Work jointly'wih' the Contractor to validate components of
the> test scripts, modifications, fixes and other SyStem
interactions.with the Contractor supplied Software Solution.

• The! Thtegration-Tested System indicates that all mtcrfaces
between-the. application and the legacy and third-party,
systems, interfaces; and appUcadons,are functioning prop^ly
to the cxteht;p(^ible;ahd:a^able at thcitime of t«ting.'

B-IOJ. Conversion" Vfllidatioh Testing ̂

TheGontractbrshall conductConYersion Validation.Testing oftiu^etiipplif^pnsvto;^
is VcdidlMd'cp

Table 6. Conversion V^dationrTcst ActivitiMlandvRcspo

'  Table 6/(^nyersio>yaUdatibn Test Acdyi.ti

-The conversion vaUdationtesti^guldir^Ucate^ttre'^tii^'Jlb^^^^ •
^^the cbnverte^^^t^^rpuj^^c'Spfi^
;SpfiwMc:Spltitipn:iS:mt'^&
•/ippijcatib^in%mc&; ye^«
'•/^e.^fiveii^:'d^;lhro^ : •
i'exbccted,perthe:Stete^^ " .
.'•Fbr. Vcony^ions'/JSd'
. execute''ibe .applijrable-y^idiliph;^ and ci^ptre.-j^ei^^
pixels. vAlhrflie'^docu"ment^;« * /

. y^idatiPn?Tested ■Gonvereibn^ ■
'include cpnyefsion programf-tiiat ha^ .beea;ti^t^^itb\y|i:^i^^
•;the 'rwiilting cpnyert^ legacy /data' pcifbims' cpiTCt^y.-'in cthc!
.^ehtire.stiite.of the ADpUcatibhi . . . - " ' .

. ^i0;4. insta^^
Tbc.Gontractor-shalIp^ombistallationT.wtinj^f6:appH(».tion cpnfi^b^tSitimt'ore
System T^t environmentto test the ihst^lation rputincs-^d are. it

•<niwmnni<^t; .7^iyactiyity"s^fe3tt^^ in;i)rep^tkn:foricdj^g^^
theproduction'Syst^
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Brl0.5. XJser Acceptance Testing (UAT)

The State shall petfonn UAT testing, beginning upon cornpleiion of Uic Software configiOTlion .as
required and user traihing according to the.Work Plan, Testing ends upon issuance of a letter of
UAT Acceptance by the. State

As descfLbed ipTable 7, the User Acceptance Test (UAT) is a.verificatiqn pr9cess;perfom^ a
copy of.lhc production environment ,The:U^ Acceptiince Test vcrifi« System fuhcUphality a^nst,
prcdc'fihcd Acceptance criteria that support tiiesuccessftil execution of approved busihessprocesses.

UAT shall also serve as a pcrformauccahd'Stress test of the System.,It rriay.coyer. any a^ect.pf the
new System'ilincluding t^.ioistrativc piwxxluio^ os backup-and recovery. Tlie results, of the:
HAT,pri)vnde.'e>ndence tpt the'hew^Systcih.meet^ the'Useir Acceptance cri^a.as in the^
'Contractors Statemerit.ofWork.

Tabie 7<:Sy^^;U^ AcceptMCc'Tcs^gand^Rw^^

•rae Syst^' UsM^ Ap^ptMCC: Twts
hmctionali^. against predefin^ Acccptaiice''criU^'th^t .
support the sbccessfiU-executioh of approved broccsscs.

" -Track";MdjTOp6h all.fuhctipnali^.i^M.diinng;^
of lhd;^,tingpbMe wre^

! • ._RuhSlT testing pnbr.tp'fmaiinng;,ihe"^
. piaii.;"-y^oTkjbmUy. wiib-the.Stme^
" r^Quir^iactidife fdrbyoblemTwbluhM^^ .

!:• _^'ccute ihe .<tcst .scripts:':'aridi icondo .UsCrj
'Acceptance "iTwlactiviti^ • "
'  P;^riMent/;an.d smnmariw. AcCeptmw^

: recite; ' •
: •, Work jbintiy^'pdth .in-*deti^ining,.thev

. retpji^'actioiu'for jw
• •. Work joih^ with "dieCbnt^ Uw-
.  •Accepfance'Test Man incWiing St^ proi^dcdis^ bf

•  'for d^iduring Tjst'Ej^fMd:;
'  provide fceWaA m tbnoccsw

; • . i^vide AccWtimce bithc vi^ ■
.T^^e resu&'proyidcrcvidmcc .tbaV ih'C:

rntets; :^e •.■Osery^Acc^.^cc.;.:,?^ :m . tKe
: Gonlnictor-s:Statcmcnt bfWofk , . '

BT:T0f.6 Scope

ttftbmcasii^thejSystcnjlevel.ih
.dcycibpmerit:pf tJfe.appliMidoDs^afi^tmch^'md^ope^
cnvironmciifr
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Testing shall include the measurement of response rates of the application for end-user transactions
and resource utilization (of variotis servers and network) under various load conditions. These
response rates shall become the basis for changes and retesting until the specified System
performance is achieved.

Performance testing and hmtng shall occur in the final production environment and shall use a copy
of the final production database to provide the best results.

B-10.7 Test Types

Performance testing shall use two different types of testing to deteimine the stability of the
application. Tbcy are baseline tests and load tests.

a) Baseline Tests; Baseline tests shall collect performance data and load analysis by
running scripts where the ou^ut is broken down into business transactions or functions.
During baseline testing, each individual script is run to establish a baseline for
transaction response time, throughput and otho: user-based metrics.

b) Load Tests; Load testing shall determine if the behavior of the System can be sustained
over a three (3) to six (6) hour period oftime while running under expected conditions.
Load tests hdp to verify the ability of the ai^lication enviroiment under difierent load
conditions based on woikload distribution. System response time and utilization shMl
be measured and recorded

B-10.7.1 Tuning

The Contractor administer timing during both the development of the appUc^pn as identified
in Section B-2 and load testing. Tuning is the process whereby the plication performance is
mavi'miytiH This csn be the result of makipg code more efficient .during development as well as

making tuning parameter changes to the environment

B-10.8. Regression Testing

The Slate shall notify the Contractor, in writing, of the nature of the toting feilur« that require
correction, as a result, of the user -testing activities. The Contractor sl^ be requin^. to pufoim
additional testing activities in response to State apd/or user problems identified fiom the testing
results to determine the root cause of the f^ure.

In designing and conducting such regression testing, the Contractor will be r^uired to asse^ the
risks inherent to the modification being implemented and| weigh those risks against the time and
effort required for conducting the regression tests. The Contractor shall be expected to design and
conduct regression icste that will identify any unintoided consequences of the modification while
taking into account Schedule and economic considerations.

B-I0.9. Security Review and Testing

The Contractor ensure all components ofthe Software have been reviewed and tested to ensure
they protect the State's hardware and software and its related data assets (see Table S ). Tests
;hall focus on the technical, administrative, and physical securiQr controls that have been designed
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into the System architecture in order to provide the necessary confidentiality, integrity and
availability. Tests shall, at a mimmum, address each of the service components listed in Table 8
below.. Test procedures shall include penetration tests and application vulnerability scanning.

Table 8. Services Component Definition

Identification and

Authentication
5

Supports obtaining infoimation about those parties attempting
to log onto a system or application for security purposes and
the validation of users

Access Control Supports the management of permissions for togging onto a
computer or network

Encryption Supports the encoding of data for security purposes

Intrusion Detection Supports the detection of illegal entrance into a computer
svstem

Verification Supports the confixmation of authority to enter a computer
system, application or network

User Management Supports die administration of computer, application and.
networic accounts within an organizBtioD.

Role/Privilege
Management

Supports the granting of abilities to users or ̂ ups of users of
a computer, application or network

Audit Trail Capture
and Analysis

Supports the identification and monitoring of activities within
an application or svstem

Input Validation Ensures the application is protected firoim bufler ove^bw,
cross-site scripting, SQL injection, and unauthorized access of
files and/or directories on die server.

Contractor shall provide results of ail security testing to the Department ofInformation Tc^plogy
for review and Acceptance Prior to the System being moved into production.; tte Contr^br sh^
ensure all Software and hardware shall be free of malicious code (malwarc) to the extent possible
given infonnation known at the time of deployment

B-105.1. Vulnerability Scanning

The Contractor sh^l meet the Vulnerability Scanning requirements tlrough adherence to the FBI
CJIS policy.

B-10^^ Penetration Testing (Non-PCl Environment)

The Contractor shall, provide ceitifrcation that the Software and System environment has undergone
penetration in accordance with National Institute of Standards and Technology (KIST^
Special Publication 800-115. The State requires that the Contractor has this testing pi^onned
annually by a qualified third-party vendor who is contracted with the Contractor and CJIS compliant
with the State, and after every major upgrade. The contractor shall email the results of penetration
letting including outcome of any associated remediation actions to NH-ClCtStDOIT.nh.gov.
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B-10 System Acceptance

Upon successful conclusion of all phases of the System testing and successful System deployment,
the State will issue a Letter of System Acceptance.

B-11. Maintenance, Operations, and Support

B-11.1. System Maintenance

The Contractor warrants that the System operate and confonn to the Specifications, terms and
requirements ofthe Contract The Contractor shall maintain and support the System in all material
respects as described in the applicable program Documentation throu^ the Contract Completion
Date, as defined in General Terms and Condition Form, P-37, paragraphs 1.7., and in accordance
with the Contract The Contractor shall also maintain the System so that it meets and conforms to
the Warranties set forth in Section B-12.

The Contractor warrants that the Software, including but not limited to the individual modules or
functions furnished under the Contract, shall operate and properly function within the System,
compliant with the requirements of the Contract, and s^ operate in accordance with the
Specifications and terms of the Contract

B-ll.M. Maintenance Releases

The Contractor shall make available to the State the latest program updates, general maintenance
releases, selected functioDality releases, patches, and Documentation that are generally offered to
its customers, at no additional cost .The Contractor shall install and update all server patches,
updates and other utilities to the Staging/Development ttviroiunat within sixty (60) days of release
from the manufacturer. Upon the testing and acceptance ofthe Slate, die Contractor will update the
Live application(s). All Hardware and Software components of the Contractor hosting infiastnicturc
shall.be fully supported by their respective manufecturers at all times. All critical patches for
operating systems, databases, web services, shall be applied within sfacty (60) days of release by
their respective manufacturers. A regularly scheduled, mutually agree^le, .maintenance window
shall be identified at which time all relevant server opeiatiDg system and application system patches
and upgrades shall be In^lemented.

B-11 Reports

The Contractor shall provide monthly reports.within ten (10) days following the reportmg period,
including content and format detennincd by the State, on Maintenance, Operations, and support
services including but not limited to OS Updates, Application Updates, Server Performance, System
up times/down time, CPU usage, backups, stqiport calls and Contractor response times, system
response times, any failovers, redundancy, bandwidth utilizahbn.

B-11.13. Meetings

a. The Contractor gball attend all maintenance, operations, and support meetings.set forth in
this section. Meetings shall be conducted virtually unless a^ed to by both parties in
writing.
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b. Annual Executive Meetings: ParticipiMits ̂ ail include, biit'not limited to, the Contractor
senior executive; The Contractor shall provide an.ovcrview of maintenance, operations and
support; actiyitics :for the;prior,ye^ including::systein;;perfpnnance' cpmpaj^ to System

Support ObligatioDS below,.review or^stehi.outages, open support.items, and identified
risks. Thc .Controctor shall provide im 6yeiyi;cw of all ̂ stcm cnhanccmecits, upgrades and
any oihcr significant events for the. upcoming y^.

c. Monthly.Mectih^r Parficipahts shall;ihcIudc;.the;parfies\Prpjcct M Purpose of ihe-
mceting shallbc bj at.o miriimuhi; iwew tnbhb.ly statisu'cs, m6htldy sy^^
reports; open support issues, planned system upgrades and maintenance;

£-11.2. System-Support Obligatioiis

Tlmely.and'fiill response to any outage :is;a critical:component.of 'the;]naintenaoce, operations and
support sei^ccs provide under this GpntracL-

ihc Gpntractor^ be. n^onsibIe;f6ripeiformmg remote-tecbnicals^ in accordance with the-
.Cohtihc.t, including .without Emitatipn be-r^i^ Co.ndihons-cpntalhcd'ia the
■Contract;

:Brll.2.1.'lDcideht ResppnscSeiyi.ce;;^^^
a. See Schedule A !to Attachuncht; ?• .of B; Contractor's; MainVemmce: & Support'

Addendum;.

;B^11.2.2;!lbddentR^i)0Me;Sc^ce:^):jK^^
The Cqntractpr's incidentTesponse; cod inadmti-resplutiph thrc^.plds^durag any. month
ish'all be.^ fpUow:

.^SevcritvT;'ahd;'2;:*' '

.•Scv.crilY-3 3nd'4t; 55%

;S6vOrily'i;and'2:? . ■ ■ .99%
'  -Severity 3:and;4:; •:95%

each incidbnt,.respohse;fimei:'rwolufiohitime;;scorec^whcb
metjtmd-staiistiwito;previous monto ' •. •

B-11,23. RcsponsibiUti^jnd^Uptirae^
The;Cohtra'ctor;sMU.heraspPhsiblp;Jpfflie-acquisition'£^-pp,e5atio^
network, support rel^edHolthe Mryices.^ihg^^Vd^^^ The)tecM^..and,^

• i' n.L — .iLj.J— ftnvifnnTnft'nts are thCTiSSpphsibilitiiM Pf
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Contractor. The system shall be available 24/7/365 (with agreed-upon maintenance downtime), and
provide service to customers as defined in this agreement.

The Contractor hereby guarantees that the System shall be available 99.90% of the lime measured
on a monthly basis. See Attachment 7 of Exhibit B. The "Res]>onse Time Guarant/* means
that the System, not including research being done in the Reporting Data Base which is used for
statistical, in-depdi searches (for example complex research based searches. Archives, and
Document Full Text searching); shall process requests, access data, and respond to requests for
outputs within the time periods set forth below, as determined on an average monthly basis. This
Response Time Guaranty only applies to the amount of time that the System processes the requests
within the Environment and does not include delays to Internet, Extranet and any other Networic
related delay such as agency Firewalls and local Virus, Malware and Content scanning software that
may be loaded on the end user(5)' device.

.  An average of less thwn two (2) seconds for application response to save/update,
-  An average of less than five (5) second response for Query response, and

An average of less than three (3) seconds for all other responses.

The Contractor's performance (or failure to perform) the Uptime Gtiamnty and the Response Time
Guaranty shall be measured and dctexmined during each month of the term of this. Agreement Per
Section B-11.1.2, the Contractor shall provide a monthly scorecard report on the Uptime Guaranty
and the Response Time Guaranty, in such a forni and including such data- that the State may
reasonably request

Whether the System satisfies the Uptime Guaranty shall be detennmed on a monthly basis. If for
any month, the Contractor's Syst^ fiiils to^sfy the Uptimd Gua;^ty, then the S.tate shall be
entitled to ofiset against a future payment due for use of the System or tequest a refund in w amount
calculated as follows:

Fee for System usage for the year in which the System foiled to mert.Ihe Uptoe Guarwty
divided bv 365. then multiplied by the number of ̂ys in whi<^ the ̂ stem feil^ meet
the Uptime Guaranty during such month. >

Whetoer the. System satisfies the Response Hme Guaranty shall be determmed on a.mpiitidy basis.
If in any month the Contractor's System fails to satisfy the Ite^n» T5ipe Guaranty in any respect
on any day or days during such month, then the State shall be entitled to offset agaimt.a future
payment due for use of the System or request a refund in an amount calculate m follow:

Fee for System "Mpft frrr ihe year in which the Svstem-failed to meet the Rest^e Time
niiarantv divided bv 365. then multiplied bv the num^ of dA\^ iniw|uch the Sy^em foiled
to meet the Response Time Guaranty doriog such nrofith.

The State must request any effect or refund provided for in this Section 11.2.3; by wri|^ noticp to
the Contractor. The Contractor shall apply the effect against the unpaid Fee which is due following
the date on which such notice is provided. In the event that the State requests a refund, then the
Contractor shall provide the refund within thirty (30) days of notice date, un!^ otherwise specified
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in the notice. In no event shall the ofl^t or refunds provided for in this Section 11.2.3, exceed the
total Fee for use of the Systeni for such month.

B-11.2.4. Backup and Restore

The Contractor shall support System backup and restore capabilities for software, configuration,
and user data which adhere to the following requirements:

The Contractor shall ensure Contractor's Data Center Production and Test Licensed Software and

configuration data is backed up locally daily and then synchronized off-site. The backup data is
encrypted to CJIS standards when in transit to the ofisite location.. Data to be recovered would be

one (1) day old unless the version from the Secured Data Storage Vendor is recovered which would
be up to two (2) days old.

B-11I2.5. Other General Support ObligatioDs

a. The Contractor shall repair or rq>Iace the hardware or software provided by the
Contractor under this Contract, or any portion thereof, so that the System operates in
accordance with the Specifications, terms, and requirements of die Contract The
Contractor shall also maintflin the hardware and software provided by the Contractor in
accordance with the sp^ifications, terms, and requirements of the Contract, including
providing, upgrades and fixes as required.

b. The Contractor's support and maintenance shall include all test and production
environments of the Syston.

c. The Contractor shall provide Production and User.Acceptance environments. The
Production environment shall to a\^able intocordance with the requirements of the
Contract Hie User Acceptance enviromneht shall be available when needed to support
user training requiremtots or in support of Syslsm upgrades or modifications.

d. The Contractor shall have available to Ae State on-call telephone assistance, with issue
tracking available to the State, P^nty-four (24) hours per ̂ y and seven (7) days a
week, three hundred sixty-five (36^ days a year with an email / telephone response
•ftithin fifteen (15) minutes.

e. The Contiactor shall maintain a record of the activities related to warranty rqiair or
maintenance activities perfonned fr>r^e State. .

f. For all maintienance Services calls, the Contractor shall ensure the following
information will be collected and maintained:

1. nature of the Deficiency;

2. current status ofthe Deficiency;

3. action.plans, dates, and

4. expected and actual completion time;

5. deficiency resolution information; ,

6. resolved by;
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7. identifying number i.e. work ordernumbcr,

8. issue identified by.

g. The Contractor shall work with the State to identify and troublesboot potentially large-
scale System feihires or Deficiencies by collecting the following informatiDn: 1) mean
time between reported Deficiencies with the Software; 2) diagnosis of the root cause of
the problem; and 3) identification of repeat calls or repeat Software problems.

b. The ContiBctOT shall use change management policy and procedures, as mutually agreed
upon, for notification, documentadoo and tracking of change requests, updates as well
as critical outages.

i. The Contractor shall maintain a record of the activities related to repair or maintenance
octivities performed foi^ the Stale and shall report quarterly on the following: 1) all
change requests implemented; 2) all critical out^es r^rted including actual issue and
resolution; 3) number of deficiencies reported by class with initial response time as well
as time to close.

j. The Contractor shall give two (2) weeks notification to the State Project Manager of all
non-emergency changcs^pdates and provide the State with training due to the
upgrades and changes.

k. The Contractor shall si^port the State in any data conversion to a rq)lacemenl system
in die future to include but not limited to: providing data dictionaries, data eiqiorts,
assisting with data extracts to third party test environments, user acceptance ̂
environments and production environments. Provide prompt r^earcb and response to
data extract issues. To the extent permitted by law, the State agrees to not allow access
and/or provide data extracts that have not bwn prqiared by the Contractor's Staff to
any third-party entities that are not entided to have access to the intellectual property
of Contractor.

I. The State shall be grant^ attendance at the Contractor's user group to provide a voice
in future System enhancements and releases.

m. The State will be responsible for the User Acceptance Test of new Syst^ tqidates,
gend^ maintenance releases, selected functiomdity releases mid patches before the
code is moved to production in accordance widi section B-10.1. The State miy approve
releaTOs and updates to tbc production cnviroi^cnt .

D. If the Contractor feils to correct a Deficiency within the oUott^ period of time s^ted
above, the Contractor shall be deemed to have committed an Event of Default and &e
State may pursue its remedies pursuant to General Terms and Condition Form, P-37,
pamgraph g (as may be modified by Exhibit A); as well as withholding future payments
for products and/or services that the Sti^ has not already accepted. Advanced Notice

The Contractor shall give advance notice to the State, at le^t two (2) weeks in advance,
of any upgrades (e.g., major upgrades, minor upgrades, system changes) tiiat may
impact service availability and pcrforuiance. A major upgrade is a replacement of
hardware, software or fimiware wiA a ncwa or better version in order to bring the

Pa^eSOofSO ^
Contractor Initials: ^
Date: 5-30-23



STATE OF NEW HAMPSHIRE

Department of Safety
Hosted State Message Platform System

DoIT 2023-067

EXHIBIT B - SCOPE OF WORK - BUSINESS AND TECHNICAL REQUIREMENTS

system up to date or to improve its characteristics. It usually includes a new version
number.

B-12. Contract Warranties and Representations

The Waimntiea set forth below in this Section B-12 are in addition to, and do not replace, any

other warranties set forth in this Contr^.

B-12.1. System

The Contractor warrants that any Systems provided under this Agreement shall operate and
confonn to the Specifications, terms, and requirements of this Agreemoit

B-12^. Software

The Contractor warrant that any Software provided as part of this Agreement, including but not
limited to the individual modules or ftmctions fiimished under the Contract, is properly
fimctioning within the System, compliant with the requirements of the Contract, and shall operate
in accordance with the Specifications and terms ofthe Contract

The Contractor shall mnintnln, rqrair, and correct D^ciencies in the System Software, including
but not limited to the individual modules or functions, during the Warranty Period (as described
below) at no additional cost to die State, in accordance, with the Specifications and terms of this
Contract

All Deficiencies found during the Warraiity Period and Deficiencies found whh the Warranty
Releases shall be corrected by the Contractor no later, than five (5) business days, unless
qiecifically extended in.writing by the State, at no additional cost-to the State.

For any breach of the above Software warranty, in addition to all its other remedies at law and in
equity, at the State's option the Contractor shall:

a. provide the correction of program errors that cause breach of the warranty, or ifContractor
cannot substantially correct such breach in a commercially reasor^ble manner, the Stale
may end its program license if any .and recovery of unused prepaid • fees paid to
Contractor for the program license and any unused, prqiaid technical support fees the
Stale has paid for the program Uomse; or

b. the re-performance of .the deficient Services relating to non-Soflware Deliverables such
as Training, or if Contractor cannot substantially correct a breach in a commerciaJly
reasonable manner, the State inay end the relevant Services and recover the fees paid to
Contractor for the deficient Services.

B-I23. Compatibility

The Contractor warrants that ̂  System coiriponentSi including but not limited to the components
provided, any replacement or upgraded Syst^ Software con^nmts provided by Contractor to
correct Deficiencies or as an Enhancement, shall (^)erate with the rest of the System without loss of
any functionality.
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B-12.4. Services ^

The CoDlracior warrants that all Services to be provided under this Agreement will be provided
expediently, in a professional manner, in accordance with industry standards and that Services will
comply with performance standards, Specifications, and terms of the Contract.

B-12^. Warranty Period

The Warranty Period will initially commence upon the State issuance of a Letter of System
Acceptance and will continue for the entire tenn of the Contract

B-13. Data Protection

Protectioo of personal privacy and data be en integral part of the business activities of the
Contractor to ensure there is no inappropriate or unauthorized use of State information at any time.
To this end, the Contractor shall safeguard the confidentiality, integrity and availability of State
information and comply with the following conditions:

a. The Contractor ahnll implement and maintain appropriate administrative, technical and
organizational security measures to safegwd against imauthori:^ access, disclosure or
tbefl of Personal Data and non-public mfonriatioa Such security measures shall be in
accordanr-^ with recognized industry practice and not less stringent than the measures the
Contractor appli^ to its own Persoiial Data and non-public data of similar kind.

b. All data obtained by the Contractor iii the performance ofthis contract and all Personal Data
ctmii be encrypted at rest and in transit with controlled access. Unle^ otherwise stipulated,
the Contractor is responsible for enoyption of the Personal Data.

c. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest and in
transit The State identify data it deecps as non-public data to ̂ e Contractor. The level
of protection and encryption for. all non-public data shall be identified and made a part of
this contract

B-13.1. Use Of State's Informatioi^ ConHdentiality

This Section B-13.1, Use of Stete's Information, Confidentiality shall survive termination or
conclusion ofthe Contract.

B-13.1.1. Use of State's InformadpD

In performing its obligations under the Contract, the Contractor may gain access to information of
the State, including State Confidential Information. "State Confidratial Information" shall mchide,
but not be limited to, infonnation exempted from public disclosure under New Hmnpshire RSA
Cbapier 91 -A: Access to Public Records and Meetings fscc o.g. RSA Chapter 91 -A: 5 ̂emptiom).
The Contractor not use the State Confidential Infonnation developed, or obtained during the
perfpimancc of; or acquired, or developed by reason of the Contract, except as directly connected
to and necessary for the Contractor's perforinancc under the Contract
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B-13JJ. State Confidential Information

The Contractor shall maintain the confidentiality of and protect from unauthorized use, disclosure,
publication, and reproduction (collectivety '^lease'O. all State Confidential Infonnatioa that
becomes available to the Contractor in connection with its performance under the Contract,
regardless of its form.

Subject to applicable federal or State laws and regulations. Confidential Infoimation shall not
include infoimation which: (i) shall have otherwise become publicly available other than as a result
of disclosure by the receiving party in breach hereof: (ii) was disclosed to the receiving party on a
non-confidential basis from a source other than the disclosing party, which the receiving party
believes is not prohibited from disclosing such information as a result of an obligation in favor of
the disclosing party, (iiO is developed by the receiving party independently of, or was known by the
receiving party prior to, any disclosure of such information made by the disclosing party: or (iv) is
disclosed with the written consent of the disclosing party. A receiving party also may disclose
Confidential Information to the extent required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written approval of the
State. The Contractor shall immediately notify the State if any request, subpoena or otiier legal
process is served upon the Contractor regarding the State Confidential Infoimation, and the
Contractor shall cooperate with the State in any effort the State undertakes to contest the request,
subpoena or other legal process, at no additional cost to the State.

In the event of the unauthorized release of State Confidential Information, the Contractor shall
immediately notify the State, wd the State may immediately be entitled.to pursue any remedy at
law and in equify, including, but not limited to, injunctive relief.

D-13.2. Contractor's Confidential O^onnation

Tn<M^far as the Contractof seeks to maintflin die confidentiality of its confidential or projniet^

information, the Contractor must clearly identify In writing all inforaiation it claims to be
confidential or proprietary. Notwithstanding the foregoing, the State ac^bwledges that the
Contractor considers the Software and Docnmentation to be Confidential Information. The
Contractor acknowledges that the State is subject, to State and federal laws goyeming disclosine of
infonnatibn including, but not limits .to, RSA. Chapter 91-A. The State, shall maintain the
confideotialify oif the identified Confidential Infoimatian insofar as it is consistent with applicable
State and federal laws or r^ations, including but not limited to, RSA Chapter 91-A. In the event
the State receives a request for the infoimation identified by the Contractor as confidential, the State
^hall notify the Contractor and specify the date the State will be releasing the. requested informatioa
At the request of the State, the Contractor shall cooperate and assist the State with .the collection and
review of the Contractor's infoimation, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be the Contractor's sole responsibility and at the
Contractor's sole expense. If the Contractor fails to obtain a court ordq: enjoining the disclosure,
the State shall release the infonnation on the date specified in the State's notice to the Contractor,
without any liability to the Contractor.
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B-13 Data Location

The Contraclor shall provide its Services to the State and its end users solely from data centers
within the Continental United States. All storage, processing and transmission of State data shall be

restricted to mformalion technology systems within the Continental United Stales. The Contractor
shall not allow its personnel or sub contractors to store State data on portable devices, including
personal computers, except as specified and allowed by the contract, and (hen only on devices that
are used and kept at its data centers within the Continental United States. The Contractor shall permit
its personnel and Contractors to access State data remotely only to provide technical support and as
specified or required by the contract

B-13.4. Security lacident or Data Breach

The Contractor shall inform the State of any security incident or Data Breach in accordance with
NH RSA Chapter 359-C:20: Notice of Security Breach and the FBI's CJIS Security Policy.

a. Incident Response; The Contractor may need to communicate with outside parties regarding
a security incident, which may include contacting law enforcement, fielding media inquiries and
seeking external expertise as mutually agreed upon, defined by law or contained in the Contract
Discussing security incidents widi the State should be handled on an urgent as-needed basis, as
part of the Contractor conununication and mitigadon processes as mutually agreed upon,
defined by law or contained in the contract

b. Security Incident RcpoitiDg Requirements: The Contrector shall report a security incident to
the CJIS Information Security Officer in addititm to the Stale identified contact immediately if
it reasonably believes there has been a security incidrat.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data
breach that affects the security of any State content that is subject to applicable data breach
notification law, the Contractor shali (1) promptly notify the appropriate State identified contact
within twenty-four (24) hours or sooner, unless shorter time is reqiiired^^ applicable law, and
(2) commerciaUy reasonable measnres to address the data breach in a timely m^er.

B-13.4.1. Data Breach Responsibilities

This section applies to both the Contractor and the State, when a Data Breach occurs with respect
to State data within the possession or control of the Contractor and/or the third-party deslgnee
hosting the data as agreed upon by the Contractor and the State.

B-13.4^ Notification

The Contractor and the State shall:mutuaUy and immediately notify the appropriate State identified
contact by telephone in kcordance with the agreed upon securify plan or security procedure if it
reasonably believes there has been a security inddcnL

B-13.43. CoDsideratioDS

The Contractor or the State shall mutually and unless stipulated otherwise, promptly notify, the
^pTOpriate State identified contact within twenty-four (24) hours by telephone, unless shorter time
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is required by applicable law, if it confirms that there is, or reasonably believes that there has been
a Data Breach.

The Contractor shall:

a. cooperate with the State as reasonably requested by the State to investigate and resolve
the Data Breach;

b. promptly implement necessary remedial measures, if necessary; and

c. document responsive actions taken related to the Data Breach, including any post-
incident review of events and actions taken to make changes in business practices in
providing the services, if necessary.

B-13.4.4. Costs

Unless otherwise stipulated, if a Data Breach is a direct result of the Contractor's breach of its
contract obligation or the third-party hosting company to encrypt Personal Data or otherwise
prevent its release, the Contractor and/or the third-party hosting con^ny shall bear the costs
associated with:

a. the investigation and resolution of the Data Breach;

b. notifications to individuals, regulators or othm reqtiired by State law;

c. a credit monitoring service required by. State (or federal) law;

d. a website or a toll-free number and callcent^ for affected indviduals required by State
lawNH RSA 359-C: 19-C:20, all not to ncecd one million dollars ($ 1,000,000.00 USD)
per occurrence; and

e. complete aU corrective actions as reasonably determined by the Contractor based on
root cause; all [(a) through (e)] subject to this Contract's limitation of liab^ty as
described in the next section. Notifications of Legal Requests.

B-133. Notifications of Legal Requests

Absent a court orxler or other applicable law, neither the Contractor nor the State shall release
confidential data to a third p^ without consent of the non-disclosing party. The Contractor
shall provide data extracts to the Stale, however; shall not turn said extracts over to any outside
entity. The Contractor contact the State upon receipt of any electronic iscovciy, litigation
holds, discovery searches and expert testimonies related to the State's data imder this contract, or
which in any way might reasonably require t^cess to fiie data of the State. The Contractor sh^ liot
respond to subpoenas, service of process and other legal requests related to the State without first
notifying the State, unless prohibited by law fix)m providing such notice.
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B-13.6. Access to Security Logs and Reports

The Contractor shall provide reports to the State in a foitoat as agreed to by both the Contractor and
the State. Reports shall include latency statistics, user access, user access IP address, user access
history and security logs for all State files related to this contract.

B-13.7. Non-Disclosure and Separation of Duties

The Contractor shall enforce separation of job duties, require commercially reasonable non
disclosure agreements, and limit staff knowledge of State data to that which is absolutely necessary
to perform job duties.

B-13.8. Import and Export of Data

The State shall have the ability to import or export data in piecemeal or in entirety at its discretion
with the assistance of the Contractor if needed by the State. This includes the ability for the State
to import or export data to/from other service providers with the coordination and cooperation of
the Contractor.

Security Related Considerations

B-13.9.1. Data Center Andit ^

The Contractor shall peifonn an independent audit of its data centers at least annually at its expense,
and provide a redacted version of the audit report upon request The Contractor may remove its
proprietary information from the redacted version. A Service Organization Control (SpC) 2 audit
report or approved equivalent sets the level of a third-party audit

B-13.9.2. Processes and Technical Umitatlons

At the State's discretion, the Contractor shall disclose its non-proprietary security processes and
technical limitations to die State such that adequate protection and flexibility can be attaint
between tiie State and the Contractor. For example, virus cheddpg and port sniffing — the Stale
and the Contractor ghall understand each other's roles and resixmsibilities.

B-14. Software Agreement

The Contractor provide the State with access to the Software Licenses and Docum^tatipn set
forth in the Contract, and, particularly described Exhibit D: Software Agreement

B-15. Admiiustrative Sendees

The Contract shall provide the State with the Administrative Services .set forth in. the Contract, and
particularly described in Exhibit E: Administrative Services

B-16. Training

The Contractor shall provide training support as previously determined and agreed to during the
initial planning period. Such training support shall include,;but not limited.to:

Providing a comprehensive training plan that Includes a tram the trainer approach
and/or Manual preparation.
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• Providing hands on train-the-trainer training where applicable and provided for
in the Contract's Statement ofWork, which willinclude all system functionality
for all modules purchased as well as creation of reports, searching, workflow
and the approval processes as defined by the project requirements. The State
and Contractor will mutually agree on training locations to ensure convenience
for all parties.

• The training plan which shall include training tailored for the agency's designated
System Administrator so that the person(s) in. this particular role can perform
functions that include support file maintenance, templates/forms/letters maintenance,
and stajS^group^ermissioDS maintenance.

The Contractor shall be present in all formal training classes conducted by the Contractor. The
Contractor shall provide onsite resource during all training classes where applicable as provided
for in the Contractor's SOW and agreed to by the State. The Contractor shall also develop
training material and provide said materials to the State in a soft format, or any other format
agreed upon by the State, to the State. The Contractor' authorizes the State to copy, modify,
customize and distribute on as needed basis to State training resources. The State will have a
Superior Officer of suitable rank and authority to answer all questions .as they pertain to New
Hampshire State Police Policies & Procedures for the use of the System applications.

As requested by the State, the Contractor to provide electronic copies of (he Maintenance and
Operations Manual, System^ Administration Guide and User Guid^ that the State will have the
ability to copy, ctistomize and distribute to state training resources.

B-17. Terms and Defipltions

Terms and Definitions applicable to this Contract are identified in Exhibit F: Terms and Defyiitiohs.

B-18. Contractor's Certificates

Required Contractor Certificates are attached in Exhibit G.

Remainder of this page intentionally left blank
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Exhibit C - Price and Payment Schedule

The ternis outlined in the Payment Schedule is set forth below:

C-1. Contract Price

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated
in P-37 General Provisions - Block 1.8; Price Limitation . The payment by the State of the total
Contract price ghall be the only, and the complete reimbursement to the Contractor for all fees and
expenses, of whatever nature, incurred by the Contractor in the performance hereof. The Contractor
shall not be permitted to increase the Maintenance and Support Services pricing to support the System
as outlined in Exhibit B, Scope of Services, based on die addition of new capabilities.

C-2. Travel Expenses

The State shall not be responsible for any travel or out of pocket expenses incurred in the performance
of the Services performed under this Contract . The Contractor must assume all travel and related
expenses incurred by Contractor in performance of its obligations . All labor rates in this Agreement
will be considered TuUy Loaded", inchiding, but not limited to: meals, hotel/housiDg, air&re, car
rentals, car mileage, and any additional out of pockirt expenses.

C-3. Shipping Fees

The State will not pay for any shipping or delivery fees unless specifically itemized in this Agreement

C-4. Invoices

The Contractor chaH submit correct invoices to the State for all amounts to be paid by the State. All
invoices submitted shall be subject to the State*sprior written approval, which shall not be unreasonably
withheld or delayed. The Contractor sbaD o^ submit invoices for Services or Deliverables as
permitted by the Contract Invoices must be in a format as determined by the State and contain detailed
information, mclnHing without iimitetidn: itemizatioo of each Deliverable and identification of the
Deliverable for which pajment is sought, and the Acceptance date triggering such payment; date of
delivery and/or installation, which.sh^i be subject to reasonable modification duiirig the course of the
Contract; monflily maintenance charges; my ofiier Project costs or retention amounts if applicable.

1. Upon Acceptance of a Deliv^le, md a properly documented and undisputed invoice, toe
State will pay toe correct and, undisputed invoice within thirty (30) days of invoice receipt.
Invoices will not be badcdated md shall be promptly di^atbhed.

2. During toe hnplemeotation period, the Centner shall invoice monthly for all Deliverables
That were approved or accqned during toe period.

3. Operations md Maintertencc services fee shall begin first (1") day of the month following to
toe Acceptance Letter after the Etay in toe Life Te^ng. The Contractor shall invoice
Operations and Maintehmce services fm anni^ty.

1.
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C-5. Invoice Address

Invoices may be sent to:

New Hampshire State Police

Attn: Jennifer Hackett

33 Hazen Drive

Concord, NH 03305

C-6. Payment Address

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for ACH
payments: https://www.nh.gov/treasurv/8tate-vendors^dex.htm

C-7. Overpayments to the Contractor

The Contractor shall promptly, but no later Aan fifteen (15) business days after discovery of an
overpayment, return to the State the full amount of any overpayment or erroneous payment upon
discovery or notice from the State.

C-8. Credits

The State may apply credits due to the State arising out of this Contract, agrinst the Contractor's
invoices with appropriate information attached.

C-9. Project Holdback

Not applicable.

C-10. Activities/Deliverables/Mflestones Pricing

This is a Finn Fixed Price Contract The total Contract vahie is indicated in P-37. General Provisions -

Block 1.8: Price Limitation for the period between the Effective Date ftirough.date indicated in P-37
General Provisions - Block 1.7; Coihpletion Date. Prices indicated in Table 9 and 10 shall,be effective
upon Governor and Executive Council approval through June 30, 2028.. Upon Governor and
Executive approval and the State's payments of the Milestone Payments to Contractor consistent with
below Tables 9 and 10, Disaster Recovery and any additional deliverables indicated in Table 10
chwll be initiated or completed by December 31, 2027, provided however, Delivery Start and

Delivoy Completion Dates will reasonably be adjusted depending upon the date of {qrproval of
Services for perfonniog its obligations in accordance' with the Contract The Contractor shall be.
responsible for performing its obligations in accordance with the Contract This Contract will allow
the Contractor to invoice the State for the activities, Deliverables, or nulestones appemng in Table
9.

Payment shall be made to the Contractor, within thirty (30) days, upon receiving Contractor's invoice.
and based upon completion of activities, deliverables, or milestones, indicated in Table 9 below, with
the exclusion of anmial maintraance, reflected in lines 2-6. Payment shall utilize the percentage
payment structure as follows.
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1. Delivery and Accepted Statcmeot of Work-20%

2. Test Acceptance State Sign Off Complete - 60%

3. State Acceptance of System and PROD - 20%

Table 9. Hosted State Message Platform - Phase I Pridag •

ACTIVITY, DELIVERABLE. OR
MILESTONE

DELIVERABLE TYPE DELIVERY

START DATE

DELIVERY

COMPLETIO

NDATE

MILESTON

E PAYMENT

PLANNING AND PROJECT MANAGEMENT

1 SaaS Conversion/Archive 3.1 Upgrade

1.1 Milestone 1 - Delivery and
Acceptance of Statement of

Work

Table I Deliverables 1-4

Table 2 Deliverables 1-10

Written/Software 7/1/2023 7/31/2023 $70,000.00

1.2 Milestone 3 — Test Acceptance
State Sign Off Complete

Table 1 Deliverables 5-22

Written/Software 9/1/2023 11/30/2023 $210,000.00

1.3 Milcstcme 5 - State Acceptance
of System and PROD

Table 1 Deliverables 23-32

Writtcn/Softwaie, 1/13/2024 1/24/2024 $70,000.00

2 Maintcoance /SaaS Fee** SPY

24

Non-Software Ongoing Ongoing $596,772.50

3 Maintenance /SaaS Fee* * SFY

25

Kdi-Software Ongoing Ongoing $620,281.13

4 Maintenance /SaaS Fee** SFY

26

Non-Softwaie Ongoing Ongoing $743,361.00

5 Maintenance /SaaS Fee** SFY

27

Non-Softw« Ongoing Ongoing $774,279.00

6 Maintenance /SaaS Fee** SFY

28

Non-Software Ongoing ; Ongoing $806,493.00

7 NLETS XML Conversion

7.1 Milestone - Delivery and
Acceptance of Statement of

Work

Table 1 Deliverables 1-4

Written/Software 1/5/2024 .2/28/2024 $14,000.00

7.2 Milestone 3 - Test Acceptance
State Sign Off Cooqilete

Table 1 Deliverables 5-22

Written/Soffwafe 8/1/2024 9/3(y2024 $42,000.00.
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7.3 Milestone 5 - State Acceptance
of System and PROD

Table 1 Deliverables 23-32

Written/Software 10/10/2024 10/15/2024 $14,000.00

8 NezGen BotfUesA^alidadons

8.1 Milestone 1 — Delivery and
Acccplaoce of Statement of

Work

Table 1 Deliverables 1-4

Written/Software 7/1/2023 12/31/2023 $313,000.00

8.2 Milestone 3 - Test Acceptance
State Sign Off Complete

Table 1 Deliverables 5-22

Written/Software 2/13/2024 11/13/2024 $939,000.00

8.3 Milestone 5 - State Acceptance
of System and PROD

Table 1 Deliverables 23-32

Written/Software 12/13/2025 1/13/2025 $313,000.00

TOTAL Phase I Pricing $5,526,186.63

^During the discovery phase and the development of the SOW, additional deliverables or
milestones may be established within each of the above-categories consistent with the prices above.

** SaaS Fee includes $25,000 per year for use and $100,000 for equipment cost recovery.

All additional deliverables outlined in Table 10, Hosted State M^sage Platform - Phase n Pri^g
shall be initiated solely upon request of the State through a mutually acceptable amenctoent and effective
upon Govqmor and Executive Council approval These deliverables shall be provided at the cost rate
indicated below.

Table 10. Hosted State Message Platform - Phase H Pricing

ACnVITY, DELIVERABLE, OR
MUBSTONE

DELIVERABLE TYPE DELIVER

YSTART

DATE*

DELIVERY

coMPUEnrio
NDATE*

MILESTONE

payment

1 Disaster Recovery (DR)

1.1 Milestone l -Delivery md'
Accq>tance of Statement of

Work

Written/Software 8/1/2023 12/1/2023 $100,000.00.

1.2 Milestone 3 - Test Acceptance
State Si^ Off Complete

Written/Software 3/1/2024 5/31/2024 $300,000.00

1.3 Milestone 5 - State Acceptance
of System and PROD

Written/Software 6/29/2024 7/10/2024 $100,000.00

2 QCHL Reports
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2.1 Milestone 1 - Delivery and
Acceptance of Statement of

Work

Written/Software 8/1/2023 12/1/2023 $15,000.00

2.2 Milestone 3 - Test Acceptance
State Sign Off Complete

Written/Software 12/31/2023 3/31/2024 $45,000.00

Milestone 5 - State Acceptance
of System and PROD

Written^ftware 4/30/2024 5/15/2024 $15,000.00

3 NCIC N3G XML Coaverrion

3.1 Milestone 1 - DeUvoy and
Acceptance of Statement of

Work

Written/Software 7/1/2025 9/1/2025 $70,000.00

3J2 Milestone 3 - Test Acceptance
State Si^ Off Complete

Written/Software 2/18/2026 04/172026 $210,000.00

3.3 Milestone 5 - State Acceptance

of System and PROD

Writteti/Software 6/16/2026 7/7/2026 $70,000.00

4 m N3G XML Conversion

4.1 Milestone 1 - Delivery and
Acceptance of Statement of

Work

Writtep/Softwaie 1/10/2026 3/10/2026 $35,000.00

4.2 Milestone 3 — Test Acceptance
Slate Sign Off Complete

Written/Software 8/6/2026 9/5/2026 $105,000.00

4J Milestone 5 - State Acceptance
of System and PROD

Writlen^ftwaie 11/5/2026 12/5/2026 $35,000.00

5 NICS N3G XML Conversion

5.1 Milestone - Delivery and
Acc^tance of Statement of

Work

Written/Software 1/10/2026 3/10/2026 $35,000.00

5.2 Milestone 3 - Test Acccptaitce

State Sign Off Complete

Written/Software 4/10/2026 5/10/2026 $105,000.00

53 Milestone 5 - State Acceptance
of System and PROD

Wdtten/Software 6/10/2026 6/30/2026 $35,000.00
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6 Contact Person NotlficatioD'

6.] Milestone i - Delivcry and,
Acceptance of Statement of ■

Work

Writtcii/Software .8/1/2024 12/1/2024 35,5.00:00

62 Milestone S.v-Test Acceptance.
State Sii^ Off Corhplete •

Written/Software 12/31/2024 ,3/31/2025, S16,5t)0:oa

63 Milestones.-:. State. Acceptance
of.Sysiein:andPROD

Written/Software 4/30/2025, 5/15/2025: $5,500:00;

TOTAL Phase 2 Pricing $l;302^p0;00

Optional Renewal Miu Fee

SFY29 S

915.072:00

SFY:3p. .$
9S6;576.66

G-I O.i. = CpntractbrSt^-j^purce.H^^^ Rates'Worksheet
TheX^pnliractor sK^-provide.additiph^ seryiccs^^^ m-TabIc; 11 .•

Table'lT. F^tnre-G

Project

Manager
$300 SSO'OV • $300 ' ' ■ iaClOv- 'Sjoo;; mm ■■■

SubjectMatt&- ;  $3.00 :.$3.00; $300 $3.09'" ".$3.Q0 $300- ■

'Softw^
En^ecr'

i  $300 ;$300 ^$300; :$3.00 $300 :s3po: ■ $3oo:

1  :

;Netwoik $300 !S300: :$300: • $300;- • <$300., ■;$3.00:- $3.00 ■

Trmer' :  $300 $3.00 s3op; ■^$30'D ■ ■ ■$300 • S300' $300:
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As described in P-37 General Provisions, Section 3 Effective Date/Completion of Services and inclusive of
the modifications described in Exhibit A, the Contractor shall provide additional services at the rate
described in the Table 11 above.

Remainder of this page intentionally left blank.
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Exhibit D - Software License Agreement

The terms outlined in the Software License Agreement are set forth below:

D-1. License Grant

i. See Section 3 of Attachment 8 to Exhibit B.

D-l.l. LiroitatioDS

While this agreement covers software programs and the installation thereof, it does not cover the State's
hardware engineering or troubleshooting of hardware to connect to a provider of solutions hosting
iinlftfis such hardware was supplied to the State by the Contractor. The Contractor has no responsibility
for the operations of the State' network or related equipment

i. Unless otherwise specified in this Agreement, these Services and Software (as defined below)
are for the State's contracted use. The State may use die Services and/or Software solely for

the State's internal purposes.

ii. The State may not modify, copy, distribute, transmit, display, perform, reproduce, publish,
sublicense, create derivative works frpin, transfer, or sell any Contractor's softie nor may
the State violate any of the restrictionsini'Section A.ofAttachmCTt 8 to Exhibit B.

D-1.2. Contract Records and Pecnmml^toia Glaiise

The State will own and have all right, title and interest in all d^ regardless of media used, including,
but not limited to all personal infoimation (including names wd con^ct information), notations,
electronic copy of documents and hard copy documents in the Contractor's possession even ifsuch data
or other materials was obtained by the Contractor oii behalf of the-State prior to the effective date of
this A^ement (the "Data"). While this Agreement is in force, the St^ grants to the Contractor a
limited, nonexclusive, royalty firce license to process and acce» the Data ̂ lely for puiposes of
Contractor fulfilling its obligations to the State pursuant to this Agreement and for tire State's utilization
of the System.

ii. Upon Agreement e;q)iration or tenninatipn, Coptractor.shall'(at.the.Smte's request) provide a
copy of the Data to the State in a format acce^ble by the $tate and cooperate with the State to
migrate the Data to another system, to minimize the State's access to and ability to utilize such
Data.

iii. Furthermore, the Contractor shall provide, to the State, within thirty (30) days (or such longer

period as the State may agree) after Agreement termination or expiration and migration of the
data to another system as directed by the State, written confirmation all electronic instances of
the State data, including, but not limited to productipn data, test data, backups, disaster recovery
data, shall have been purged, permanently rdnoved or destroyed in a manner consistent with
the Contractor's company policy related to such data.

Page 65 of 80 / /^ f
Contractor Initials:

Date: 5-30-23



STATE OF NEW HAMPSHLRE

Department of Safety

Hosted State Message Platform System

DoIT 2023-067

EXHIBIT D - SOFTWARE LICENSE AGREEMENT

D-2. Software Title and InteDeetual Property

This Sectioa D-2 shall survive the termination or conclusion of the Contract.

Title, right, and interest (including all ownership and intellectual property rights) in the Software
provided under this agreement, and its associated documentation, shall remain with the Contractor.

Upon successful completion and/or termination of the Implementation of the Project, the Contractor
shall own and hold all, title, and rights in any Software modifications developed in connection with
performance of obligations under the Contract, or modifications to the Contractor-provided Software,
and their associated DocumentatiOD including any and all performance enhancing operationaJ plans and
the Contractor's special utilities.

Section S of Attachment 8 to Exhibit B is incorporated by reference hereiiL

In no event shall the Contractor be precluded froin developing for itself or for others, materials that arc
competitive with modifications developed in connection with performance of obligations under the
Contract In addition, the Contractor shall be free to use its general knowledge, skills, experience, and
any other ideas, concepts, know-how, and techniques that are acquired or used m the course of its
performance under this agreement

D-2.1. State's Data and Property

All rights, title and interest in State Data shall remain with the State. AH data and any property which
has bUn received from, the State or purchase with funds-provided for diat purpose under this
Agreement, shall be the property ofthe State, and shall be returned to the State upon termination of this
Agreement for any reason. The Contractor «ball not access State user accounts or State data, except (1)
in the course of data center operations, (2) in refuse to service or technical issues, (3) as required by
the express terms of this contract, or (4) at the State's written request

D-2.2. Contractor's Materials

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others, materials
that are competitiye widi, or gimilar to, the Deliver^les. In accordance with the provision of this
Contract, the Contractor shall not distribute any products contaii^g or disclose any State Confidential
Information excluding all Data distributed through -NGIC and NLETS. The Contractor shall be free to
use its general knowledge, skills and exp^ence, and any ideas, concqits, know-how, techniques
that are acquired or used in the course of its perfonnahce under this Contract, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential Information by the
Contractor employees or third-party consultants ragaged by the Contractor.

D-3. Software and Documentation Copies

The Contractor shall provide tiie State with an electronic version in Iwth Microsoft Word and PDF
formats of the Software's associated bocumentatioiL The State shall have the right to copy the
Software and its associated Documentation within its possession for its internal business needs. To the
extent that the State does not have possession , of the Softw^, Contractor shall provide a copy of the
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Software and associated Documentation upon request. The State agrees to include copyright and
proprietaiy notices provided to the State by the Contractor on such copies.

D-4. RestrictiODS

In addition to Section 4 of Contractor's SaaS License Agreement, the State agrees not to:
1. Remove or modify any program roarldDgs or any notice of Contractor's proprietaiy rights.
2. Make the programs or materials available in any manner to any third party for use in the third

party's business operations, except as permitted herein; or
3. Cause or permit reverse engineering, disassembly or recompQation of the programs.

D-5. Viruses

The Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the Specifications.
As a part of hs internal development process. Contractor will use reasonable efforts to test the Software,
for viruses.

D-6. Audit

Audits will be governed by Section 10 of Attachment 8 to Exhibit B.

D-7. Software Non-Infringement

The Contractor warranties are provided in Attachments 7 and 8 to Ethibit B. in addition the Contractor
warrants that it has good title to, or the right to allow the State to use .all .Se^ces, equipment, and
Software, including any and all component parts thereof such ̂  third-piuty software or programs, that
may be embedded in the Software ("Contracted Resourcesr) provid^ imder this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark, copyn^t,
trade name or other intellectual property rights or misappropriate a trade secr^ of any thdrd party.

D-8. CoDtrol of All Component Elements

The Contractor acknowledges and agrees that it is responsible for maintaining, all licenses or
permissions to use any thirdrparty software, equipment, or services that are component parts of any
deliverable provided under this agreement for the entire term of the contract. Nothing within this
provision shall be construed to require the Contractor to maintain licenses and permissions for Software
acquired by the State directly or through third parties which may be integrate with the Contiactor'is
deliverables.

D-9. Custom Software (Not Applicable)

D-10 Software Escrow

Contractor agrees to provide to the State the currently existing source code and any other tools and
requirements necessary to create executable or inteipretive programs. This information may be
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provided to the State either directly, with any such protections as required by the Contractor or through
a mutually agreed upon Escrow Agreement. The State shall be responsible for all costs associated with
the Escrow Agreement and the State shall not assume any liability to the Company or Escrow Agent as
a result of the Agreement

Contractor agrees that the State shall be entitled to utilize the source code in its possession and/or
demand a release of the source code from the Escrow Agent upon the occurrence ofany ofthe following
events ("Release Events"):

a. Contractor has made on assignment for the benefit of creditors:

b. Contractor institutes or becomes subject to a liquidation or bankruptcy proceeding of
any kind, provided that Contractors Is unable to cause the same to be dismissed within
sixty (60) days.

c. A receiver or similar officer has been appointed to take charge of all or part of
Contractor's assets, provided that Contractors is unable to cause the same to be
dismissed wifiiin sixty (60) days.

d. Contractor terminates its maintenance and operations support services for the State for
the Software or has ceased si^porting and maintaining the Software for the State
whether due to its ceasing to conduct business generally, except in cases where the
termination or cessation is a result of the non-paymrat or other fault of the State.

e. Contractor de&ults under the Contract and such defeult is not cured within a reasonable
amount of time after notice thereof from the State to ̂ ntoctor; Or

f. Contractor ceases its on-going business operations, of that portion of its business
operations relating to the licensing and maintenance of the Software..

Upon the occurrence of a Release Event, Contractor hereby grants the State. thc right to use the source
code, and to authorize State employees only to do the same, solely for the purpc^ of completing the
performance of Contractor's obligations under the Contract, including, but not limited to, providing
Twaint<manM^ and suppoit for the Software and subject to the rights granted in this Contract.

The remainder of this page is intentionally left blank; and to the extent not inconsistent wth this
Agreement, the terms of Attachment 8 to Exhibit B shall control the license of Contractor's software.
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Exhibit E - Admmistratiyc Services

E-1 Dispute Resolution

Prior to the filing.ofanyformal proceedings with respect'to a dispute, (other than an action seeking
ihjunctiyc. rcjicf'with, respect to ihieliectua! prpptmy rights of. .Cpnfidchtial; Ihfbimacidh),;'lhc Party-
bPlieving itseifaggrieved (the'Invoking Party")ishall call for.progresrive management involvement in
the" dispute negotiation;by. wriiten nodce to the other Party; Such notice shall bc>witbout prejudice to
the'Ihvbkmg.Party's rî t to aiiy;6thef.fem"edy p.enmtted imdef the Contract,

.The Parties shall uscircasonoble.cffprts'to surange pcrebnol meetings.arid/pf telephone conference ss}
needed, atmutually convenient timcs.and places,.betw,«:n negotiators for the Parties at the follbwihg
^cce^ivo manageniehticvcis;.each of .Which shall have'aperiod of allbltedtime as.specified bclowin
which tp.^attcmptm ri»plye^',l^^^^

Table 12 . i)ispute Resolution Respopsibilj^ and Schedule Table

H
• Prirn^ Steve,Gartacr

Commander- Justice

ihfonnationBureau
5 Days

. First Lori Ambrose !,A(hi»inistotbr.JII
J^ne

lODays

Second;. . Moit Ji.Smi ITManaig'er'' lODays . «

Third KevinSawatzl^. ''Asspbiate-GbbmusripnCT 'li.pays -

:Thc allotted^timetfof-die first ievel-ncgbtiatiohs shalf bfegm.bn^m^ thp:J[riybldng.Par^'s.a^
rcceiyed by'^e other Party;i^bsequent allottied time is days'firoin.thcidate'lbat the bngjhal Invoking-
Piarty-s notice is^fepciyc^^^

E-2 Access and Goppcra

As appUcabi^^ahd'subjectrp^^&.btams ofihis-Agreement and appjic
:theSlatewDrpr6vide:the;.ephlr^t6rv^Ui,accesstb,^progf^-fil
Sy^cms; Software: packages^ Ne^prk .'Systems, security Systems,'• and" l^dwaifc =aS. -r^ui.f^ tp;
complete the;.cbDtrac.tedS6fyiccs,

11-3 .RccprdRctcnti^^

Gbntrac'tor and.its:Subcontiactorsshall'mamtam>liPmjc,ct;rwbrils;ihcludirfgbu.t.hot'limited'tbib;bb^
fec6^,;dbcumente;,and:plh cvidenceibf-accountihg-.praccdufcs.'jmdrpractices, wMch^^
sufficiently reflwt "•direct .and indirect costs imypiped m•'"lhe^pc^fplTOancc,..'6f^^^
obligations imderthe.Cbiitfact edotractprahditsiSuhtbritiapm
(-3) years .fpilpwibg'icrmination pfthe Cbntfacti iiicludmglany. extenrions, Recprds:TClatihg'tp,.i^
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litigation matters regarding the Conlract shall be kept for one (1) year following the termination of all
litigation, including the termination of all appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officials so
authorized by law, role, regulation or Contract, as applicable. Access to these hems shall be provided
within Merrimack County of the State of New Hampshire, unless otherwise agreed by the State.
Delivery of and access to such records shall be at no cost to the State during the three (3) year period
following tennination of the Contract and one (1) year Term following litigation relating to the
Contract, including all {q)peals or tbe expiration of the appeal period. Contractor shall include the
record retention and Review reqturements of this section in any of its subcontracts.

E-4 Accounting

The Contractor shall maintain an accounting System in accordance with Generally Accepted
Accounting Principles (GAAP). The costs applicable to the Contract shall be asceitainable frx)m the
accounting System.

£-5 Audit

Section 10 to Attachment 8 of Exhibit B will control as to audit rights.

£-6 IVDsceUaneous Work Requirements

£-6.1 State Website Copyright

All right, title and interest in the State WWW site, including copyri^t to all Data and infonnation,
shall remain with the State. The State shall.also retain all rights title tod-mt^t in any user interfaces
and computer instructions embedded within &e WWW pages. AH WW pages and,any other Data or
information shall, where applicable, display Ae State's copyright

E-6.2 Workplace Hours

Unless otherwise agreed to by the State, the Contractor's personnel sh^ woA fc^ (40) hour weeks
between the hours of 8 am and 5 pm (Eastern Time), excluding State of New Hainpshire holidays.
Changes to this Schedule may be made upon agreement witfi the State Project M^

E-63 State Owned Documents and Copyright Privileges

The Contractor shall provide die State access to all StatcKiwned documents, ina^als, r^orts, and
other work in progress relating to this Contract Upon expiration or tennination of &e Contract with
the State, the Contractor shall turn over all State-owned documents, material, reports, and work in
progress, if nny, relating to the State at no additional cost to the State. Documa^ must be provided in
both printed and electronic fonnat.
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Exhibit F ~ Terms and DefinitioDs

The fotlowing general contracting tenns and definitions apply except as specifically noted elsewhere in
this Contract.

TERM DEFINmON

Acceptance
Notice fiom the State that a Deliverable has satisfied

Acceptance Test or Review.

Acceptance Letter/Letter of Acceptance
Notice from the State that a Deliverable has satisfied

Acceptance Tests or Review.

Acceptance Period The timeframe during which the Acceptance Test is
performed

Acceptance Test Plan The Acceptance Test Plan provided by the Contractor and
agreed to by the State that describes at a minimum, the
specific Accq)tance process, criteria, and Schedule for
Deliverables.

Audit Trail Capture and Analysis Supports the identification and monitoriog.of activities
within an application or system

Authorized Persons The Contractor's employees^ subcontractors or other
agents who need to access the State's Data to miable the
Contractor to perfonn the services required.

Certification The Contractor's written declaration with fUll supporting
end written Documentation (including without l^tation
test results as applicab1e)^t the Contractor
completed development of the Delivoable and certified, its
readiness for applicable Acceptance Testmg or Review.

Change Order Formal documentation prepared for a propose change in
the Specifications.

Completion Date End date for the Contract

State Confidential Infonnation

State Confidential Information includes any ̂d'all
inlbrmatioo owned, or managed by the State ofNH •
created, received from or on bchhtf Pf any AgCTcy pf the
State or accessed in the course ofpeifqripmg contracted
Services • of which collection, discIosuie,: pit)^ti6n, and
disposition is governed by state or fedi^;laW: or
regulation. This information includte; but is not limit^
to. Protected Health Ibfpimation .(P^,
Identifiablelnformation ̂ ll)i Pemoii^.Fmmbial
Information ̂ FI), Fedei^ Tax Inforiiiatipri (FFDj.S
Security Numbers (SSN); Payment C^-Ibdiistrv ̂ CD,
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and or other sensitive and Confidcntia! Information.
Incbding State Confidential Records State's information
regardless of its form that is not subject to public
disclosure under applicable state and federal laws and
regulations, including but not limited to
httn://www.8encourt.state.nh.us/rsa/html/NHTOC/NHTO

C-VI-91-A.htm

Contract

An agreement between the State of New Hampshire and a
Contractor which creates binding obligations for each party
to perform as specified in the contract documents. Contract
documents include the State P-37 Ceneral Provisions, and
all Exhibits and attachments, which represent the
understanding and acceptance of the reciprocal legal rights
and duties of the oarties with rcsncct to the Scope of Work.

Contract Managers
The persons identified by the State and the Contractor who
shall be responsible for all contractual authorization and
administration of fiie Contract.

Contract Price The total,' not to exceed amount to be paid by the State to
the Contractor for product and services described in the
Contract. This ̂ ount is listed in the General Provisions
Section 1.8 (P-37).

Contract Term The period during which the "Contract" shall be executed
as agreed between die Contractor and the State in the
Contract inclusive of extended contract period for reasons
beyond the (kmtrbi of the Contractor and / or State due to
force maj Cure.

Contractor The Contractor's employees, subcontractors, agwts and
affiliates who ̂  proyidihg the seryibeis agj^ to imder
the contract »

Contractor Proprietary or Trade Secret
Information

InfonMtion deemed proprietary or a trade secret under
Ulihois bw.

Conversion Test A test to ensure that a Data conversion process, correctly
tfllfi-jg Data from a legacy system and successfully converts

it to a form that can be used by the new System.

Custom Code Code developed by the Contractor specifically for this
project for die State of New Hampshire
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Data

State records, files, forms, electronic information and
other documents or information, in either electronic or
paper form, which will be used /converted by the
Contractor during the Contract temi.

Data Breach

The loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any
similar term referring to situabons where persons other
than authorized users and for another than authorized

purpose have access or potential access to personally
identifiable infonnation, whether physical or electronic.
With regard to Protected Health Information, "Data
Breach" shall have the same meaning as the term
"Breach" in section 164.402 of Title 45, Code of Federal
Regulations.

Day in the Life Testing Day in the Life testing is a verification process performed
in a copy of the production environment

Deficiency (-iesVDefects
A failure, shortcotning or error in a Deliverable resulting
in a Deliverable, the Software, or the System, not
conformmg to its Specifications.

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor to the State or under the terms
of a Contract requirement.

Department of Information Technology

The Deparbnent of InformatiDn Technology established
under RSA 21 -R by the Legislature effective September 5,
2008.

Documentation

All information that describes the installatioa, oper^on,
and use of the Software, either in printed!' or electronic
fonnat.

Encryption Supports die transfpiination of data for security purposes

Enhancements

Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Documentation as a result of improvement in quality,
value, or extent

Firm Fixed Price Contract A FiraiTFixed-Price Contract provides a price that is not
subject to increase, i.e., adjustment on the basis,of the
Contractor's cost e;qp.erience in performing the Contract
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Fully Loaded Rates are inclusive of all allowable expenses, including,
but not limited to: meals, hotel/housing, airfare, car
rentals, car mileage, and out of pocket expenses.

Host An entity that controls the operation of the SaaS
Environment

Identiiication and Authentication

Supports obtaining information about those parties
attempting to log on to a system or application for security
puiposes and the validation of those users.

Implementation
. The process for making the System fully Operational for
processing the Data.

Intrusion Detection
Supports the detection of illegal entrance Into a computer
system

Key Project Staff
Personnel identified by the State and by the Contractor as
essential to work on the Project.

Licensee The State of New Hampshire.

Non-Software Deliverables Deliverables that are not Software DeliyerablK or Written
Deliverables, e.g., meetings, help.support, services, other

Normal Business Hours Nonnal Busing Hours — 8:0p.am to 5:00 pm. EST,
Monday throu^ Friday excluding,State ofSew
Hampshire holidays. State holidays arc: New Yw*s Day,
Martin Luther King Day, Presid^'s Day, Memoiial Day,
July Labor Day, Veterans Day, ThankSgiying t^y, the
day after Thanksgiving Day^ and Chrisbnas Day. SpMific
dates will be provided

Non-Public Information

Infonnatioa, other than Personal; InfonnadoD, which is
not subject to distribution to the public as public
information. It Is deemed to be sensitive ̂  confidential
by the State because it contains informatipb that is exempt
by statute, ordinance or administrative nile from access by
the general public as public information.
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Personal Data

Data that mcludes information relating to a person that
identifies the person by name and has any of the following
personally identifiable information (PII): government-
issued identification numbers (e.g., Social Security,
driver's license, passport); financial account informatioQ,
including account number, credit or debit card numbers; or
protected health infoimation (PHI) relating to a person.

Project

The planned undertaking regarding the entire subject
matter of a Contract and the activities of the parties related
hereto.

Project Team The group of State employees and Contractor personnel
responsible for managing die processes and mechanisms
requir^ such that the Services are procured in accordance
with the Work Plan on time, on budget and to the required
specifications and quality

Project Management Plan A docuinent that describes the processes and methodology
to be employed by the Contractor to ensure a successful
Proiect

Project Managers The persons identified who shall function as the State's and
the Contractor's representative with regard to Review and
Acceptance of Contract Deliv^ables, invoice sign off, and
review and approval of Change Requests (Ql) utilizing the
Change Control Procedures (CCPV

Project Staff State persomiel assigned ha work with the Contractor on the
Project

Proposal A written plan put forth by a Vendor for consideration in
response to a solicitation by the State.

Protected Health Znfonnatioo (PHI) Individually identifiable h^th infoimation transmitted by
electronic media, maintained m electronic media, or
transmitted or maintained in any other'form or medium.
PHI exclude education records c6v«5^ by the Family
Educational Rights andFrivacy AU'(Ffif(PA), as amende^
20 U.S.C. 1232g, records dMcribed at 20 U.S.C.
123i2g(aX4)(B)(iv) and ernplpyment, records held by a
covered cntifY in its role as employer.

Regression Testing Regresuon testing means, selective . re-testing .to detect
faults introduced during the modification efior^.both to-
verify that the modificatioas kavo-Dqt caused ui^teiided
adverse effects, arid to verify that die.modified and related
(possibly-a£f(^ted) System compohents still meet their
soeciiied requirements.

Resolve Me^ (0 when the defect c^ing an incidrat or problem
is rqiai^ and the defective componmt, if applicable, is
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returned to normal service and approved by the State or (ii)
when the State approved backup component is placed into
service so that fimctionality is restored to the affected
Services, or (iii) when the State approved work-around is
implemented which downgrades the Severity Level of the
Problem.

Review The process ofreviewing Deliverables for Acceptance.

Role/Privilege Management Supports the granting of abilities to users or groups of users
of a computer, application or networi^

Schedule The dates described in the Work Plan for deadlines for
performance of Services and other Project events and
activities under the Contract

Security incident

*^eciirity Incident" shall have the same meaning
"Computer Security Incident" in section two (2) ofNIST
Publication 800-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technology,
U.S. Department of Commerce.

Security Review and Testing IT Security involves all functions pertaining to the
securing of State Data and Systems through the creation
and defimtion of security policies, procedures and controls
covering such areas as identification; authentication and
non-repudiation

Service(s)
The work or l^>or to be performed by the Contractor on
the Project as described in a contract. .

Software

All Software As A Service and Commercid OHThe Shelf
computer programs and applications provided by the
Cbntiactbrunder the Contract.

Software Deliverables
All Custom, SAAS and COTS Software and
Enhancements.

Software License Licenses provided to the State under this Cootiact.

Software-as-a-Service (SaaS)

The capability provided to the State U> use the
Contractor's applications running on a cloud
inftastnictine. The ̂plications are accessible from
various client devices through a thin-client interface such
as a Web browser (c.g., Web-based emaU) or a program
interface. The Stale does not manage or control the
underiying cloud infrastructure including network, servers,
OpCTatmg Systems, storage or even individual application
capabilities; with the possible exception Of limitied user-
specific a^lication cdrdiguration settings.
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Solution

The Solution consists of the total Solution, which includes,
without limitation, Software and Services, addressing the
requirements and terms of the Contract Specifications.

Software as a Service (SaaS
Environment)

The servers, software and related infi^tructure on which
the System resides which is managed by the Contractor
end provides the State access to and use of the System.

Specifications

Written details that set forth the requirements which
include, without limitation, the Contract, any perfomiance
standards. Documentation, applicable State and federal
policies, laws and regulations. State technical standards,
subsequent State-approved Deliverables, and other
specifications and requirements described in the Contract
Documents. The Specifications are, by this refereoice,
made a part of the Contract as though completely set foitb
herein.

Statement of Work

A Statement of Woric clearly defines the basic
requirements and objectives of a Project The Statement
of Work also defines a higb^Ii^l view of the
architecture, performance and dedgn requirements, the
roles and re^onsibilities of the State and the Contractor.

State Confidential Records

State's infonnation regardl^ of its fom that is not
subject to public disclosure unda aj^licable state and .
federal laws and regulations, includiiig but not Umited tp
httD://www.Bencouitsffltft

C.VT-91-A.btm

State Data

For SaaS ̂plications, all Data creat^ or in. any way .
originating with State^ aiid all D^ that is the pu^- of
computer processing of or bther. <ilectrooic m^prd.atipn^6^
any Data Aat was created by or.in any .iray drigihated w
the State, whether such Data or cutput is/stbred on the
State's hardware, the Cootiactor's, hardware or exi^ in
any system owned, maintained or btheiwi^ controlled by
the State or by the Contractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year (SFY) rons fioin
July 1 ofa calendar year through' Ju^ 30" of the next
calendar year.
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State Identified Contact
The person or persons designated in writing by the Stole to
receive security incident or breach notification.

State's Project Manager

State's representative with regard to Project management
and technical matters. Agency Project Managers ore
responsible for review and Acceptance of specific
Contract Deliverables, invoice sign off, and Review and
approval of a Change Proposal (CP).

Subcontractor

A person, partnership, or company not in the employment
0^ or owned by, the Contractor which is performing
Services under this Contract under a separate Contract
widi or on behalf of the Contractor.

System
All Software, specified hardware, interfaces and
extensions, integrated and fimctioning togedier in
accordance with die Specificatioos.

TBD To Be Determined

Term

Period of the Contract fix)m the Effective Date through the
Completion Date identified in the P-37 General Provisions
or termination.

Transition Services
Service and support provided >vhen Ontiactor is
suppoitii^ Systdd ch^es.

UAT User Acceptance Test

Unit Test Developers create their o^ te^ data and test scenarios to
verifyi&e code.they have <^ted or changed fiihctions
prepay as defined.

User Acceptance Testing Tests done by kno wledgeable busine^ users wjio are
familiar with the scope of the Ihoject. The State
crea^develops test cases (subj^t to the approval)
to cohfinn the System was devdoped accoiding. to specific
us^ requirements. The test ca^ md scripts/scenarios
should be m^}ped to business requirezn^ts diitlihed in the
user requirements documents.

User Management Supports the administratioD of compute, application and
network accounts mfiiin an organization

Vendor/ Contracted Vendor The Vendor whose proposal or quote was awarded the
Contract with the State and who is responsible for the
Sovices and Deliverables of the. Contract!
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Verification
Supports the confirmation of authority to enter a computer
system application or network.

Walk Through
A step-by-step review of a Speciftcation, usabili^ features
or design before it is handed off to the technical team for
developmeoL

Warranty

The conditioDS under, and period during, which the
Contractor will repair, replace, or other compensate for,
the defective item without cost to the buyer or user. It also
delineates the rights and obligations of both parties in case
of a claim or dispute.

Warranty Period
A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract

Work Plan

Documentation that details the activities for the Project
created in accordance with the Contract The plan and
delineation of tasks, activities and events to be performed
and Deliverables to be produced under the Project as
specified in Exhibit B: Business/Technical Requirements
and Deliverables. The Work Plan shall include a detailed
description of the Schedule, tasks/activities, Deliverables,
critical evrats, task d^endencies, and the resources that
would lead and/or participate on each task.

Written Deliverables

Non-Software written deliverable Documentation (letter,
report mainia], book, other) provided by the Contractor
either in paper or electronic formaL

Remainder of this page intentionally left blank
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Exhibit G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

G-1. State of New Hampshire Required Attachments

a. Exhibit B, Attachment I - Hosted Solutions Policy

b. Exhibit B, Attachment 2 - CJIS Security Addendum

c. Exhibit B. Attachment 3 - NH Vendor Risk Assessment Report Template

G-2. Contractor Attachments

a. Exhibit B, Attachment 4 - OpcnFox* Archive Retrieval Release Version 3

b. Exhibit B, Attachment 5 - OpcnFox* Archive Retrieval Release Version 3.1

c. Exhibit B, Attachment 6 - Preliminary Work Plan

d. Exhibit B, Attachment 7 - SaaS Site Maintenance and Support Addendum

e. Bchibit B, Attachment 8 - SaaS License Agreement

f. Exhibit B, Attachment 9 - Vendor Quote

G-3. Contractor Certificates

a. Contractor's Certificate of Good Standing

b. Contractor's Certificate of Vote/Authority

c. Contractor's Certificate of Insurance

Remainder of diis page intentionally left blank
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Exhibit B, Attachment 1 - Hosted Solutions Policy

Availability

-Tuilnictlltc(iuirenrenil^
AvailabOity percehtage rnust'exceed'99.9%
Must specify how percentage is calculated.
Must specify compensation.if availability fails

Data Prcscryatioh

Physical

Rersonnei

Network

If the cphcract. is tcrihibatcd'ci ther by the Gphtra

The Contractor must be obligated to preserve data and providclt to.
the State in an agreed upon foimat withia'90 dayS;
.Dedicated data center faciiiQ^ ot.spccified location
Vide6,WveiUance;bfifacility andpcnmeter
Humidify-ahd'tcmpisraturc control
Raised'fioor:
UPS andgencrotor-^slcm with on-siteJuelstoragcof.a minimum,of'
36 hours for the gaierator
Fire detection, *•:

Eqmpmenfahd fystems'ih.acc^^^^
Facitity-'designed to withstand.enyirpnmcntal damage,such as'from-
fire,flp9dsi,andbum.cancsi
Asset niimagenara^^ ]

Dockgxmhd .che^
feysi^^and'eiectrom^
Si^ed:computCT;!use .
^bersccunfyawar^esshaim refireshcd anhuallyv
Penonnei'^ith access to Tmencr^ted.Cn-date^shall-cpn^im^^^
in-force GjIS'SecuritY'Poiicy requiremehts. '

^ge;.'^" " " i
^ Rcdicidahtenvi^nment-and conriw j
Segjrgation(isolatibn) ofstate^^^ '
NetwVrk't^ffib^eQCi^tedperm |
requirements; '• • i
Rbmdte'acbe^.'W proYided;.WNusixigAdv^ced''Ajlft i
pcri-forceC^ ' j
Intrusion'''E>ctectiph/Prcvcntion,sensor8, i
inPS,.'FW and'.Scfyere Importing to a moriito i
and.,eventmanagemeut:(SIp^ plaifqrm
rhriiig^ rnntml ;pmcKs'inpiace:to'tidc
Exteroai scaimi'ngl^fo^fnetwork vuinefabilitylassessihent.
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ApplicatioD/i)ata

Notifications/Incident

• Access restricted by authorized persoDnel.
• Non-public data shall be encrypted per in-force CJIS Scoirity Policy

requirements at rest and In transit.
• Only Contractor shall have description keys to the encrypted data.
«  Application vulnerability threat assessments
•  Penetration testing and code reviews; results shared with the State

(Independent testing may be required.)
• Data backups encrypted per in-force CJIS Security Policy

requirements at rest and in transit
•  Rotationai storage of data backups to secure off-site location per in-

force CJIS Security Policy requirements.
• Backup media destroyed per in-force CJIS Security Policy

requirements when retired.
•  Change control process in place to track all updates

The State must be notified in advance of scheduled system
maintenance.

The State must be notified immediately of any outages, incidents,
and regulatory non-compliance and subsequent to the outage
notified within 5 business hours of the cause of the outage, what was
done to correct it and what changes will be made to prevent it from
happening again.
An incident response procedure roust be in place.
Forensics informatjon must be retained.

NH CSA CSO must be notified within 3Q minutes of a perceived
breach of security physical or cyber. (Identified thropgh lRP).
Resources used to restore data in the event of a compromise .^lall be
identified at the onset of an executed contract and-at my workforce
change. These resources shall cpnfonn with the ih-forcc CJIS

Regul^ry
Comph'ance

All contractual regulatory compliance must be nuintamed.
Hosted solution must be certified S0C2 compli^t
Solution shall maintain compliancy with the in-force GJTS Security. Policy.

Audit The State reserves the right to employ an independent auditor to.validate the
services under the contract terms.

Service Level

Agreement (SLA)
An SLA must be included which defines the leg^ reJ^onship between the
State and provider and specif the technical, opdr^oq^, and management
controls in place to seoire the security of State inforihation.

Remainder of this p^e intentionaily left blank.
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Exhibit B, Attachmeot 2- FBI CJIS Security Addendum

The goal of this document is to augment the CJIS Security Policy to ensure adequate security is
provided for criminal justice systems while (1) under the control or management of a private entity or
(2) connectivity to FBI CJIS Systems has been provided to a private entity (contractor). Adequate
security is defined in Office of Management and Budget Circular A-130 as "security commensurate
with the risk and magnitude of harm resulting from the loss, misuse, or unauthorized access to or
modification of information."

The intent of this Security Addendum is to require that the Contractor maintainia security program
consistent with federal and state laws, regulations, and standards (including the CJIS Security Policy
in effect when the contract is executed), as well as with j>olicies and standards established by the
Criminal Justice Information ServicM (CJIS) Athdsory Policy Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the installation and
ofadcqustc intcmal controls within the contractual relationship so that the security and

integrity of the FBI's infonnation resources are not compromised. The security program shall include
consideration of personnel security, site security, system security, and data security, and technical
security.

The provisions ofthis Security Addendum apply to all personnel, systems, networks and support
facilities supporting and/or acting oh behalf of the government agency.

1.00 Definitions

1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal Justice
Agency or a Noncriminal Justice Agency, whidi enters intb m a^ement -wiOi a private
contractor subject to this Security Addendum.

1.02 Contractor - a private business, organization or individual which has eotnedinto.an agreement
for the administration of criminal justice with a Criminal Justice Agratty or a Noncriminal
Justice Agency.

1.03 Responsibilities of the Contracting Government Agency.

1.04 The CGA will ensure that.cach Contractor employee receives a copy of toe Secimty Addendum
and the CJIS Security Policy, and ex^tes an aclmowledgmeot of such receipt ahd toe contents
of toe Security Addendum. The signed, acknowledgments shall r^am-in'tohitoi^ ofthe
CGA and available for audit puippsw. The. acknowledgement may ̂.isigp^' by-ha^ or via
digital signature (see glossary for definitioD of distal signature).

3.00 Responsibilities of the Contractor.

3.01 The Contractor will maintain a security program consistent with and stote
laws, regulations, and standards Qiicluding toe CJIS Security Policy in effect when
toe contnict is executed ond all subsequent versions), as well as with policies and

Page I of2 / /
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standards established by the Criminal Justice Information Services (CJIS)
Advisory Policy Board (APB).

4.00 Security Violations.

4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and
the Director, FBI, along with indications of actions taken by the CGA and
Contractor.

4.02 Security violations can justify teiminatioD of the appended agreement

4.03 Upon notification, the FBI reserves the right to:

a. Investigate or decline to investigate any r^rt of unauthorized use.

b. Suspend or terminate access and services, including telecommunications
linls. The FBI will provide the CSO with timely written notice of the
suq^ensioQ. Access and services will be reinstated only after sadsfactory
assurances have been provided to the FBI by the CGA and Contractor. Upon
terminadon, tibe Contractor's records containing CHRI must be deleted or
returned to the CGA.

3.02 Audit

3.03 The FBI is authorized to perform a final audit of the Contractor's systems after terminadon of
the Security Addendum.

3.04 Scope and Authority

3.05 This Security Addendum does not codTct, g^t, or. authorize any ri^ts, jtrivileges, or
obligations on any persons other than the Cohtr^tor, COA, CJA (wHere applicable), CSA, and
FBI.

3.06 The following documents are incoiporat^ by reference and made part of this a^ement: (1)
the Security Addendum; (2) the NCIC 20^^cra^g Manui; (Sy the CJTS'Security Policy;
and (4) Tide 28,'Cpde of Federal Regulation^ Part 20. The parties are also subject to applicable
federal and state laws and regulations.

3.07 The terms set forth u this document do not constitute the sole, updmt^ding l^ and between
the parties hereto; rather they au^ent die provisions of the CJIS! Security Policy to provide a
minimum basis for the security of the system and contained infonnation.and it is u^erstood
that there may be terms and conditions of the appended Agreement whidi impose more
stringent requirements upon the Contractor.

3.08 This Security Addendum may only be modified by the FBI and may not be modified by the
parties to the appended Agreement without the consent of the FBI.

3.09 All notices and correspondence shall te forwarded by First Class mail to:

Ififonnaticn Slecurity Officer
Criminal Justice Information Services Division,

FBI 1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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Executive Summary

The State of NH requires that all systems connected to the State Network or process State data,

meet an acceptable level of security compliance. This includes those systems that operate

outside of the States' direct control such as Cloud Services defined as Software as a Service

(SaaS), Infrastructure as a Service (laaS) or Platform as a Service (PaaS).

The State of NH has adopted the National Institute of Standards and Technology (NIST) Special

Publication (SP) 800-171 as the baseline for security requirements with NIST 800-53 as the

source for Identifying and Implementing specific information technology security controls. This

security baseline provides the State of New Hampshire basic requirements to protect citizen
data and services. These basic requirements and controls are referenced or described In the

State of NH Statewide Information Security Manual (SISM).

The following is a high-level view of specific security requirements that are needed to meet

compliance. The control references (e.g., AC-2) refer to the specific NIST 800-53 control as
listed in the SISM.

Note: There may be additional requirements depending on the sensitivity of the data and other

Federal and State mandates, or agency specific requirements.
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1  Introduction

1.1 Purpose

This report and its underlying assessment are Intended to enable State agencies to reach a

state-ready decision for a specific system interfadng with the State of NH's network that is
based on organizational processes and the security capabilities of the Moderate/Low-impact
information system.

1.2 Outcomes

Submission of this report by the Vendor does not guarantee a state-ready designation, nor
does it guarantee that the State will procure services from the vendor.

1.3 State Approach and Use of This Document

The VRAR identifies clear and objective security capability requirements, where possible, while
also allowing for the presentation of more subjective information. The clear and objective
requirements enable the vendor to concisely Identify whether an application or vendor is
achieving the most important State Moderate or Low baseline requirements. The combination
of objective requirements and subjective information enables State to render a readiness

decision based on a more complete understanding of the vendor's securi^ capabilities.

Section 4, Capability Readiness, is organized into three sections:

•  Section 3.1, State Mandates, identifies a small set of the state rnandates a vendor must

satisfy. State not waive any of these requirements.

•  Section 3.2, State Requirements, identifies an excerpt of the most compelling

requirements from the National Institute of Sdence and Technology (NIST) Special

Publication (SP) 800 document series and State guidance. A VENDOR is unlikely to

achieve approval if any of these requirements are not met.

•  Section 3.3, Additional Capability Information, identifies additional information that is

not tied to specific requirements, yet has typically reflected strongly on a VENDOR'S

ability to achieve approval.
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2 VENDOR System Information
Provide "and validate the information below. For example^ if the depioyment.model is

Govemfnent only; ensure there are no, non-Goverhmeht,customers. The VRAR template is
intended for systerns categorized at the Moderate or Low security impact level/in accordance
with the FlPS.Publicatioh 199 Security CMegorization:.

Table i-h System information

VENDOR Name:
Sblution/System Name;.

Service Model: {eTg., iaaS, PaaS. SaaS)
^lPS;PUBU99;System,Security Level: (e.g., Moderate; Low)

Fully'Opefatiohal as of; Enter the date.the ̂ stem became fully^pperational.
r^uniber of Customers (State/Others): Enter # of.customers / # of other customers
beplbyment Model; Is theiscrvice a'Public Cloud, Governmeht-pnly Cloud,/Federaj G.pyerhment-^hly
GlguU o/.Qther?'l.f other, please deXcrjbe.
'•System Fuhctiqhaiity; B/iefly describe the functiohailtv-pf the systemiarid.serviceibeihg,provided;

Relationship to Other Vendors drrCSPs

. Authonzed: Forexarhple^ a large VENDOR may.'hqye,d:C6mmerc}ai s_efyice offering and a iepofoie'service.
offering with a-StaieiAuthodzgtlon/OnlyThe.seiyJpiej.offerl'ng^wijh.ifie
.ieyerqged.

VIS

mie oil iffiheftltea(96 iT.-fX

aDillwent
•T.v; iy—.-'-r.

' 7bb/e 2r2. Uyerpg^^rSy^ems

.1" 'Is'thrsrsystemrleye ••

;Uhder}ylng.'prpyider?,

i-'v.'i-' ir-s
• V

\.4

v| •'system._. ■ ■ ■ ■

:Li5t.dll.-5ervices:leverdgediThesy;^emfrorh'Whl.ch:ihe:$e^^^^^
above:

Table 2-T.Xwe^^

m
1 Sfd^e;W/jptttf .

or "t^onef if no ■service is^
leveraged'orif the \/ENDORfs
fespdri'sibie fqfThe entire i^ack: ;

provides (elg-.yload:^^^^
datqbaseyquditfpggfngT

' îdendfyliife'sy^^
wHich:ilie:seMcei5'beihg
ieyerq_ged:

,3'pf-23 ■
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Data Fiow Diagrams

Insert Venddr-vdiidqted dataflow diagram(s):and provide q writtendescriptiqn of the dataflows. The

diagrdrh(s) must:

•  clearly identify qhywher,e.Stqteiddta is to be processed, stored, or transmitted;.

•  clearly ddineate.hdw data comes into and out 0/f/ie system boundary;

•  cleaHy identify data flows for priyileged^ npn-pdvileged dndcustprher access; and
•  depict.how.aliports, prptocqls, and,seivices of all-inbound ond outbound troffic gre represented

and managed.

Separation Measures rAC?4;:SC-2; SC-71

Assessand deschbe the sti^hgthdf the physicql and/of logical sepa^^ measures.lh place to provide'
segmentat}on.and is6!at}on:of.tenants, administration, and operations; addressing user-to-system;
■adi7iin-tq-system;:qnd systemrtorsystern relatippsM^

The Vendor mustbdse the dssessment.ofseparatiOn:mea,s^^^ very strong evidence; such as the
■reviewpf dhy.exfstfhg.penetrdtfonitestlng resuft5, ordh expert review of the.products; architeCture,:iand
configurations involved: fheyendor mu^ describe how the rnethpds used tp verify4be strength of
sepqrqiiph measures.

System Iriterconnectidns

ASystemlhterconnection'is.a.dedica'ted connectiqnibepveen inforrnation systems; such as.between d
,SaaS/PdqS.dhd underlyi^^^^^

TheVendprmust complete the tdbldbelowi'lfpheahswertd.driy.,quesdon'isy.es,fpleaseitr}e^^^
the'cqhhectlqn.Also,:iftbeafipweftd;thefpst:questlpnJ^^ •
Table Z-^iSysterhlhtertdhriisi^

''■1 conne^
2,. •Does the system connect-to,a corporateipr

state; infrastructure/network?'

3" Dqes.the^^stemxonnect to
syrtems?

lf.yes,~completeJqbl'e2r5.^Iielpw^^

PaO'e":7'bf 25
Contractor Initials:.
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If there are connections to e)(^erngl systems, please list each in the table below; using one'row per
intercqnhectior). If there ore lio Vernal system connections, piease type "None' in theprst row.

Table 2-5..Interconnection Security Agreements (ISAs)

i B
i;

2

PagOfQ of 26
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Capability Readiness

State Mandates

This section identifies State, requiremeritlapplicabie to all;Sta.te;appr6ved systems.
Requirements labeled.8+(Baseline Plus) indicate-handling of restricted, confidential, or

federally regulated information which corresponds to Section Two of the.SISM. All
requirements in this'sectipn .rnust;be met, Spme.of.these topics are. also covered in greater
detail m Section 0, State. Requirements, below.

Only answer'Yes^ifthereqiJirementisfullyiand strictly met fhe.Vendor must answer "No" ifmolternative
'implementation Is in place.

Table 3-li State Mandates

R
23§iia

.1 Data at Rest, AuthenticatlQn:.Are,orily:FiPS 'L40^2/-3 Validated or Natiorial;
Security Agency (NSA)rApproved crvptographic mbdules used where

crvptpgrapfiy.is requlrp^^

2 Transrriis$Ioh,tRem6teAccess:;Ai:e:F)PS,14e^2/^3yaJid.ated.^6^^^
Security. Agencyi(NSA):Approyed ciyptpgraphiCmpf^^^
where cfypfography IsTequlred?

■3 Can the VENDOR'S'splutiomintegra'te.wi^Ithg5^^
4 Does the VENDORiutiiize'securi^^bbuhda^

proteci;the network, s^em,.appHcatlp;n.re;g;/^
preventldhsvstems,;€hd.;^lnTprqi:ed[oh\etc^ ■

5 Can.the VENpORxdnsirtehtly;fe'mediate;:MI§h«risk;Y^
days'and'Mediurh fiskv.Ulher^bilities.witHln}^^^^

.6 Poesthe:VENppR.and;^em\meetTedera
Requirements, Jhcludingthe ability to.suRpprtrecprdhbJds
Archives and RecordS'Admihls^atiph ,(NARA) reqylrem^^
Information Act;(FbiAj required

1

7 ■ noj»s-thp VFNDORl'ifbre.inroce^.ortrahsiTiIt-Stbte data'^^^
confin.ental'US;a.ndiis:thatdata:ba^

;■

8 Doesthe'VENpQR-h'ave)a;prp.ce«-.tp!sbcur^ly-d(sp'b
systems upbhrcquest;thatii5lh-accprc!ahc'e'.W!^^^
Sta.nd3rds.and-Xechnblp^'(N|ST)}Spl8dalApt!^^
will'providejlo the State a.certlficate'of'data ,destruction?. fMP-6).

•

■9 All QDerating.svstems fGSlAND hialdrappjicatlohsoftwarexomponents •

(e.g., MicrosbftrSQU;Ap3Che TorhV3t;.prgcj,e5W^bjpgi.c>ietc,^^
past N^l.Appllcatipns'whlcharendfeoperatih^^.b^ ;

r'
r

!

Pag» 9 of 25
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MUST have a roadmap to upgrade with a State approved timeline. Does the

appHcatidn support the N-l.requlrement?

10

B+

Obes the vendor have a current 3'-party attestatibh certification and is it

regularly, renewed? The State requires an independent 3'" party attestation

{e.g., FedRAMP, StateRanap, SOC 2 Type 2, ISO 27001, or HITRUST) pridno

contract award for systems containing Restrlcted/Hlghlv Restricted data.
t

N6te:>SadSivWdbYs^a3rfhQduselladS/RdaSiceWficotlbhtuWe^lth'elaDDli'c(jtlon'

/s!fejfp//cff/^coveieti^''po/ti5j£'t/j^ao5^odi^s5es5meriSJ [CA-7, RA-3; SA-91

11

;B+

DbeS;the vendor's staff have apprbpflate.backgrbund checks for

uhpYlyileged'and pffyileged acce^ accounts accbfdihg to.Federal

and/or State^Restricted/Hlghly Restricted regulations and procedures for
those sy«emsthatrequlre it? [AC-2,PS-3)

State Requirements

This sectlon Identlfies.addltlohal State Readihess:requirernerits. All requirements in this section

hiustibe met; however,, alternative implementations and npn-appliGability-justificatipns rnay<be

considered:on"a limited baslsi-

■Data at Rest and&uthentication fSGTl3l

The^ehdormi}^ ensure FIPS'l40T2ydr:14,0}-3wHeK,qvq_ilaM^^
are usediforallehcryp^tioh modules; FIPS:14dr2XomplidhtJs.^^^^^

■t}:ie tdble^}f:'a[ipi:dpi1a0bi4jmu^ • - - '
comp/tont c/yptdgrpR/j/^ use. ' ' .

Table 3'2a.bata(rt Rest

1  pataat.Rest;[S^^
2 ^AuthehtlcatiohUIA-5;.jAr7^

PoQb i.6,of'26
Contractor Ihitialsi
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Transport Layer Security [NiST SP 800-52, Revision 21

The.Vendor must ensure FIPS140-2, or 140-3 where available, Validated or NSA-/^pprdyed algorithms
are used/or all encryption rhodules relating to block ciphers, digital sighdtures and hash functions..Full
FIRS mode Is not required unless other regulatory requirements must be met. The'Vendor may add rows
to the table if appropriate butmust not remove the original rows. The Vendor niust Identify.dil noh-
cbrhpliaht cryptographic modules in use.

table 3-2b. Transpori Encryption

1
si

^CwpioB'rapK^Moci^i^^^^^

mm fggesj^

,1 ^ Transmisslcn:(SG-8 (1), SC-12,

; SC;i2;(2,.3)] i

2 Remote Access [AC-l? (2)]

the Vendor rnust identljy. a' l! protocols in use. The yendormdy add rpwsto the table.if^appropriate, but
rriust not remove ̂ e odglnqlmwsj.

Pagp/i-t of.ac
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Table 3-3. Transport Protocol

e tC ogra ph tfiM oou 1

1 SSL (NonrCompliant)

:2-. TLS 1.0 (Noh:Corhpliaht)

3 Tt.S 1.1 (NonrCompliant)

4 Its 1.2 (Compliant}

5 TliS 1.3 (Compliant)

Identification and Autheht?catf6n. Authorlzattbh. and Acce^ Control

Only answer 'yes'-if the qnswer ls:conslsteni}y yes^^'Forparclally:fmplemenied'areos,.answer ''no'^ and
describewhatisM'^^'P^9P.9hi^.foy^^O!^^Tylfinherited,^

■in the^'P'^crlbe Cqpdbllltir^ column. Aniy noMhhe'nted cdpd^^^
Table 3-4. ldenilfIcatlon.and.Authehilcdtl6hfAu0prizdpqh;.ahd Access Cdntml

P s
1 does the system uTiiquely-ldentif/ ahd '

authorize orgahizatipnal.u'ser^ (oh processes
acting oh'behalf of prga'riiz^pn^ ina
mahneritHat'carihQt'berepudJated,^
which'SuffiCiently reduces the risk of ^
imperspnatlpn^ llA-2, IA-4]

f  • .

2 Ooes-the.systemTequire:m\ilti-factof -
authehtl^tidn (MFA)iforadmlhl.stratiye
.accounts and functjolis? [lA^^
^(2)i ... . .. 1

3 ls:rbI^b"ase,d;afeCMs;u«d;rnn^^^
mVfiitbfed? [IAV4, IA-5^

"4 O-Qesithe'^emirestrirt n
pefsbrinei's access to Resources? IAC^6,:AC^'
:ji),AC:6.(2)]

.

5 O.bes'the systemrestrict hpn-privlt.eged
ysers'ffpm-p.erfprmlh^^ funlniph?
[AG-6, AC^ (l),,AG-6'('2), AC46(10)],-;

■

.6 Does the.systemehsureisecure separatlph;
of customer data?;.(SCm .

P»0®, 25
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IS
m 11I^M?ni>l^ap'aBin^ts1jp^offin'&^^^;

^viqenc^andranyimissingtelem^ts*^

7 Does the ̂ stem ensure secure separation

of cutomer processing environments? [SC-.

2]

The capability description is not;
required here,, but niust be ihcluded.in

5ecf/on 2.3, Separation Measures.

S
I

Does the system restrict access of

adminirtrative pefsohriel in a way.'that iimits

the capability of individuais to compromise
the.secunty of the'information system? [AG-

2],

The capability descriptidn is ndt
required herc/Sui must be included in.
;Sectidn.2:3, Separation Misdsures.

9^ ppes: the remoleiaccess capability include

yENDOR-deflnediand implemen
restrictions^ configuration guidance,.arid

authorlz3tion:p.ro<;iedure?.-(AC-171

'

,10- How will the State's passw^ policy be.

' ehforced?.State requlfes.mlhimuhl 14-

character complex passwords (Upper;

Lower; Special GharacteK&'Nu^^ (IA-5)
■

Audit; Alerting; Malware.:and^lridderit:Rest^^^

'On/y onswer'Ves^-//f/ieonswer-is cons/sfent/>^ Forport/o//yJmp7emenfed qre(75,;o/i5>ver*nov;o/jd.
. describe.whdtiswl^jng to acHl^ea'^y^^qn^^
In the 'Descrlbe CqpqbJIit^ cd.lumhi,Any^hqhrlhhented,cqp^^^

Table SrSyAudltAIertihg/iMatware/^

M
m s
;i. DbesThe system ̂haye the

•dbtert,.cbntalh; .and^^^^
ispftware? {SI-3]

■|*. "• .

■2; • ppes:the;sY|te'lTirtpreiaudit^ . '
;tamper-;res^lntmah^^^
of curtpdy^^h'd-anyei^iScpv
requiremehte?:[Api4;A •

3 ;Ppes;tKe>yENbO,It,hav,e-:thec"3pX^^^^
■detect,unauthpr1zed or maljdpus.use.pf-the
sVstem;Jnciudlhg:lrisiderth'f^^^
:i^terhal Iritrusidns? [SI^;SI};4;(4^^^^
Si:7, si-7:(7ji', . ^ 1

.Doe's the VEFiDOR Ipg-ahd mphifdfcS'c«
to thelsyrtem?'[Sl^]

V • I

PpOp 1.3. P'.2S-
Contractor Initials:
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M

5 Does the VENDOR have an Incident

Response Plan and a fully developed

Incident Response test plan? [IR-3, IR-8]

6 Does the VENDOR have a plan and

capability to perform security code analysis

and assess code for security flaws, as well

as Identify, track, and remediate security

flaws? [SA-llJ

If the system contains no custom
software development, do not answer
y or N, Instead, state "NO CUSTOM

CODE" here.

7 Does the VENDOR implement automated

mechanisms for Incident handling and

reporting? [IR-4, IR-4 (1), IR-6]

S Does the VENDOR retain online audit

records for at least 90 days to provide

support for after-the-fact investigations of

security Incidents and offline for at least

one year to meet regulatory and

organizational information retention

requirements? [AU-11]

9 Does the VENDOR haye the capability to

notify customers and regulators'of

confirmed incidents in a timeframe

consistent with all legal, regulatory, or

contractual obligations? The State of NH's

requirement for security breach reporting is

24 hrs. of Incident confirmation. (IR-6]

10 If the VENDOR'S solution provides email

'send as' capabilities, does it support

OMARC and DKIM for email protection?

If the system does not support this

feature, do not answer Y or N. Instead,

state "Not Applicable' here.

Pego 14 of 25
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Contingency Planning and Disaster Recovery

Only answer "yes" if the answer is cansistently "yes." Forportiaily irhplemehted areas, answer "no" and
describe what is rriissing to achieve a yes"dnswer. If inherited, please indicate partial or/ullinheritance
in the "Describe Capability" ̂ lumn: Any npnfnheritedcapqbilities must be described.

Table 3-6. Contingency Planning and Disaster Recovery.

1 Does the VENDpR.haye the cajpability to

recbver.the system tp;a known and

functional statefbllpwing an outage,;

breach, DoS attack, or disaster? (GP-2, ciP.-9,
CP^i'O)

,

2 Does the VENDOR'have a tontirigency.;Pian ;

and a fully developed Con'tingencv Plan test

plan in accordance with-SUt'ewide-
Information Securitv.'Manuai? [Gf?^,rCPT4)

3 'Does the.system have alternate storage

and processing facilities? [GP-6^ CP-7], •

A Does;the system have;dr 'use~alternate
teleeo'rhmuhicatibMproyiders? (CP-8]

5 'Does theWstVrh lia^^

;geheratloh brother redundancy?^

6 Dbesthe^ENDO'R'h'ave^ie^ ^ '

agreements;(SLAs)'in place wlthall

telecommunicaiions providers? [PRrS]

1

[
i  1

j  •

Gonfieuratibn andiRiskiManagehient

Only answer yes" Ifthe qh5werfs0nsiistentl^:yes:":^fpajtjally.lrh'p1^^^
describisjwhdtlsmlssh^^ yes"dh5wefrffinh&itecf,\plea'seindlcate partlah^^
ln:the"D.escnbe.Capabllity":column..Anynon^ihheritedcqppbjiiiies.musi-be described;

fable Sr?. Configuradqn.qndiRisk^

M
m §
1 .D.bestHe-VEWSO^ . 1

cohipJete;.arid accurate^Sa^^
configuration of the Informatiori.systelTi?

[CM-2] ;

;Paoo IS of 25;
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m s
2 Does the VENDOR maintain a current,

complete, and accurate inventory of the.

information system software, hardware,

and network components? [CM-8]

3 Does the VENDOR have a Configuration

Management Plan? [CM-9]

4 Does the VENDOR follow a formal change

control process that includes a security

impact assessment? [CM-3, CM-4, CM-4

(2)]

5 Does the VENDOR employ automated

mechanisms to detect Inventory and

configuration changes? [CM-2, CM-2 (2),

CM-6, CM-BJ

6 Does the VENDOR prevent unauthorized

changes to the system? (CM-5]

7 Does the VENDOR establish configuration
settings for products employed that reflect
the most restrictive mode consistent with

operational requirements? [CM-6, CM-7]

If 'yes,' describe if the configuration
settings are based on Centerfor
Internet Security (CIS) Benchmarks or

UnitedStates Government

Configuration Baseline (USGCB), or
'most restrictive consistent with

operationdheQUlrements.'

8

Does the VENDOR ensure that checkllstsTor

configuration settings are Security Content

Automation Protocol .(SCAP)-vaiidated or

SCAP-compatlble (If validated checklists are

not ̂ liable)? [CM-:6]

For thefi)llowlng questions. Vendors may use Table 3-18 ''Continuous MonitorlngCappbiTitiesr-
Additional Details'to enter the capability descriptions, supporting evidence, and missing elements.

Contractor Initials:

Date: 5.30-23
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Does the VENDOR perform authenticated

operating system/ infrastructure, web, and

database vulnerability scans at least

tfiorithly, as applicable? {RA-5, RA-5 (5)]

Describe how the Vendor validated

that yulnerabiiity scans, were fully
authenticated.

10 Does the.VENDOR demonstrate the.

capability to remediate High risk

viilheriibiiities within 30 days and

Moderate risk vulnerabllities.wlthin 60

days? [RA-5/S!r2]

Describe how the Vendor validated

that the VENDOR feme^iatesiHigh
vulnerobilitie5]wlthin30'd^5'^^
Moderaievuinerabllitiesw^^
days;

11 When a high risk vulnerability.ls Identified
as partpf continuous monitoring:activities^

dbes.the'VENDOR cpnslrtehtly check audit:.
Ib^.for'evidehce of̂ ptb

12 Does the yE|SP.QR),haye 'i'SbRpl^
Mahagem'ent(SCRM bian'and prbc^ses to,
identiiviarid-address w
deficlehciM in;the supp^ •

and prpcessesV^jnform.a^

'D/escrihe,the;yehd,g^

process^,

DataVGeriterSecuritv

Onlydrisweryes^'ifihemswerfscppsist^^^^
descr/be whdt/s m/ss7hg to;o.cWeve d *ycs*'
(h.th'e: '[Descr.ibe Capability'cdlum^^^

Tqble:3.r:8.,Pqtd.Center}^^^^

%Epf;'pdrtiqJ
ifinhefited;
edcgpablfii

pfebiseJ/hd/dstei^rt/^^^
{epmu^bedesp(i^^^ .

Si B
•.Does the VENp'OR re^^ ''

^,...... ,... .. V.',• vo,♦

facc^ to only.authqrized pe^nnejP^tPET?
through;RE^5;.PEi8) ,

'2 Dbes^the NDORmphltd^
;  .• i,-'- '

access,tp;the|hfortn^t)p)T;syrtem^^^
rnaintain access records? [PE-^6; PErS]'

of 2^
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uevidence;^and.'any/missme%tements^/::

3 Does the'VENDOR monitor and respond to

physlca!,intrusion alarrhs and surveillance

equipment? [PE-6, PE-5(1}]

Policies. Procedures, and Training

The Vendor must indicate the status ofpoUcydhd procedure coverage for the NIST 800-53 RevSfarhilies
listed In Table '3-9 below.

To anwer ''yes^ to a policy, It rnust 'be'fuily developed, docurnentedi and disseminpted; and it rnust
qddre^ purpose,'scppei.nles; respdnslbJlitl^/ma^^
orgdhlzbtlondl entitles, and cpmplidM'f- 'A single pdlJcydpcumeM
provided the NIST requirements ofeach "ii" are fully addressed.

To answer "ye^ td a procedure, it must.be fully^
staff U:

iw.edby.the qpprppriate

VENpdf^,m'ust;pstdbllsh.0eirpwn-set,qfP^^^^^ t/»ey.cqn^qf be
.aieyeipgedsystem,ndrcqn.theybepfoy{dedbyXhkcu;^pmer::Anyex^^^
procedure.elemerits must^be i^piathedJnTdblp3ri0.belpw.,

fable 3-9. Policies and procedures

m
.1 .Ac^sS'Contrp^^ "

•Pr6cedure(s):

2 cAwaren^&^Traihing'

:[AT-1] : ■

fppl.icy; -

•

Rrocedure{s);

:-f - ; .

3 .Audit&'AccbuhtabllitV

;[AU-1] ;  '

ppllcyV

. •

,Rrocedure(s):

••

4" '/Securityrjaisessrhent- &■
, Aiithbrization t^-1]

Policyf " ■ ' ; '•\ • • •••

Procedure(s):
•

OoQ^ iO of OS
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sg Fam.ly

5 Configuration

Management (CM-lj

Policy:

•

Procedure(s):

•

6 Contingency Planning

[CP-1]

Policy:

•

Procedure(s):

•

7 identification &

Authentication (lA-l)

Policy:

•

Procedure(s):

•

8 Incident Response [IR-l] Policy:

•

Procedure(s):

•

9 Maintenance [MA-l] Policy:

•

Procedure(s):

•

10 Media Protection (MP-

IJ

Policy:

•

Procedure(s):

•

11 Physical &

Environmental

Protection (PE-l)

Policy:

•

Procedure(s):

•

12 Personnel Security [PS-

1]

Policy:

•

Procedure(s):

•

13 Risk Assessment [RA-l] Policy:

•

Procedure(s):

•

14 Systerh & Services

Acquisition [SA-1]

Policy:

•  '

Procedure(s):

•

PoQ* i O of US i C"
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M SSfJ
15 System.&

Communications

Protection [SC-1]

Policy:
•

prbcedure(s):;

•

16 System & Information

Integrity [Sl-l]

policy;

•

Procedure(s):"

17 Planning [PL-lJ Policy:

•

,Pr6cedure(s)':

18 Supply Chain Risk-

ManagernenHSRrl]

Policy:

;pfbcedurc(s):

fpcony/orn/7y p6licy;qr.pmcedure-gpp,<p!eased^crlb^^^^

TqbieB'lOi on Pn^dureEfeme

pWlS5l[;>giRoJE^i^

the Vendor must answer the qu^tlons beldw.

Table 3:il. Seev^ training.

8
P.bM-:lh & yE N bo R^tfaJ h: perapnriel •

bnsecurity-awarenessahdrole-

bas^e'd-securjtyrespof^ib

tM' , .

PaQe 20 of 25
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Additionai CapabHitv Information

State will evaluate the responses'lti .this section on a case-by-case basis relative to a State-

Ready designation decision.

-Staffing Levels

In the table below, the Vendor mu^ dpcrlbe the VENDOR'S orQanlzatlonol structure; staffing levels
currently dedicpted to'the security of, the systerp/as ghy.planned changes'.tp these staffing levels.
This description must clearly Indicate role and number ofihdivldudls as '.well as identify which s tdff iifull-
time dedicated, and which are petformihg their role as a collaierdiduty. NofeiflMTi^tinei^WivW

Td67e:3*J2; Sfp//7ng ieVe/s;
«a^2i?S5^

Change MahagerhentMaturitv

While the folip.WiHg change mahagementtapablp Indleate.a more
mature change managementcap'abfn^an^ Readiness decision;espeGiaJJy
fof.larger systems.

The Vendor'must answer the questions-below.

fofc/e 3-15. Cftonge.M^

B s
'.1 ^ ;"Dbe^the;VENPj0^R's-£h.|6gV.^^

include aifullyfuhctidhihgChahg^^^^ Boafd;
■(CCB)?'

,2. bpei the-VENDpR haveiaridtusfr^^^^
t]^'t;enVirpnmehts";tol«
lrhplemehtrhg;them,jn.thei^

VehddfvDeDeridehdesiand;ACTeements

fhe;yendpr:mustansy\/,erthegue^^^
Table 3'l^lMehdd^ripependencJesgh^^
K
i 'Does tKe';^sVem,hOvo;ahy dOpon'd'^ '

vendorssuchal.ajeyeragi^ M
hvperyispr'andpperatihgisy^erTfpafc^^
seCurityand/prspftyi/areand'hardwrareisy

if-vhPi^^'pl^dseip
Table S'lS.'yehddr-'

' Dependencies belowi

Page 21 of 2S'
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2Within 
the 
system, 
 era
 llaproducts 
 llitsactively

 detroppus
by 
their resj?ective 

?srodnev

 //aiiy 
ore 
 tonsupported,

answer, 
"No"

3 seoD•the 
VENDOR 
have 
a
 

formal 
 tnemeerga
 htiwa

vendor, 
 hcusas 
for 

malritenahce 
 foa 
leveraged 

service

?gnireffo

 fI
"yes," please 

complete

Table 
3-16. 
lamroF

Agreements 
Details 
below.

If there are vendor dependencies, please list each liirhe table below, usingonerowper dependency, for

example. If using another vendod-soperating system, list the operating system, version,, and vendor
npmeJr} the first cp^ brlefly.indicatethe VENDOR'S relhnce on thatvendorfor patches, dndjndicate
Whether the yendpr still deveh^ and Issues patches.for that prqdu^. If there.qre no vendor
depehdehdes; please type "None" in the first rowl

Table ,3'15/yehdor.Depehdency Details

1
1

2-

If there orefprmaivendordgreements'in place, please list eacbVn the'Table below, using qne rpw per
ggreeme'nt Ifthere qfenqfprmal qgreerrients, pleasetype-^Npne' Ih^eflrst.^^

table 3-16i ̂ rmaJ Agreetheh^^^

1;
— . > j/r' - •• • '* 'c i •* .* . *. *»"• •

2: I

(^ntinuousJVIohitorfng^pabllities

,h.the:tdbiesbeldw^ please descri,^.the:curr:entstdte.'qfthe:yENDD.R^S.C6nilnupus,^^^
cqp'abjiities, asweil qs.theiength ofiime the ytNDpjfhps beknfpeifor^^^
'thjs]sy^emi ~

1 s
m

fM

't the'yENpORfKave aJif^^^
- that.'ensures pro'ducts are updated ttefore they reach^the;

:-en"d of thelryehd^^^^^

; b.6,es,!th'eXEN DOR haye. Ihejbliity-tp Scan;'air hpsts'ln-thfe'^'

'inventory?

Rago.2^ of.25
Cdhtractbr Initials:
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i|
m
m

^1m sgupD^I^g^vidence^anda^

3 Does the VENDOR have"the ability .tp provide scan files

Jn;a structure data forrnat,.such as^CSV/XML files?

is the VENDOR properly maintaihlng-their Plan of Aaibns
and Milestones (POA&M), Including'timely, accurate,

and complete.Information entries for new scanifindihgs,

vendor check-ins, arid closure of-POA&M items?

}h ihe table.below, provide addltional'detail5:the Vendorbefieyp tq.de.rd^
understgndlhg'oftheVENDORfyContinWu'sMqnib^^^ Cpppb/V/f/ei;.//^
detdils, pledie state,''^None.'

Table '^18. Continuous Monitoring Capabilities - Addittdhal Devils

Gan'the vendor provide a current 3rd"Dartv a"tt^tatlbacertifIca"ti6h'o/)nuo//v.when require'dTi^^f
Sflo5iWTgoryjgbnnotiU5&/go5/^ga^^ar^ct^Q8^n/e£Kgeypp^^
■^HelldaS^RlwSfaS^iYrents]:fCA-:7, RA^3;:SA-9i

Status of System Security Rian

In^the'tdbie heidw^ eXpliatly state whether ihe'^R lsJ^^ /wrt/d//y deye/pped^
existent Jdehtify'dnyse^idnsthqtthe^E^
Table 3'l9JMdiurlty of.iheSy^emS^^ •

-■-r-. ^ -T. • V •'- 'f-A •

i'nthe:toBle.beldw,istate'the:num^rofcontfq
Identifier for-edch,^dhd:indjcate-whetherajy0^^^

t applicable'in the'^
^dsbeenjptpvld^Jh:^^^^

statement

table 3-20. ,toritjro/s.Des/ffno|€d,*/yptAp^rOT^

In thefdblebeld\^^^^^ number of.cqnp-pls:.wJth^'.g^^
Identifier for each:

Table 3}-2!L Cpn^pls witjfpn A^

• • r. « '*• • . * •

Pogo 23 of 26
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1  INTRODUCTION

Computer Projects of Illinois, Inc. (CPI) is pleased to announce that version 3 of the OpenFox®

Archive Retrieval (Archive V3) is now released for general availability. This version is available to
our user community as a new installation or as an upgrade from version 2. The changes in this

new release improves performance, functionality, portability, maintainability and transparency to

the end user.

Archive V3 is built on the Fennec Broker platform. This new platform brings a new standard In

terms of performance and reliability to the Archive Retrieval product. It bridges the gap between

architecture differences such as different operating systems (AIX, Linux, Windows) and database

technology (Oracle, SQLServer, etc.).

The Fennec Broker platform supports parallel processing to ensure that the Archive system

remains responsive even when it is servicing many simultaneous user sessions. Archive V3

reports when a user's request has t>een delayed because there are too many concurrent requests

from other users. This approach keeps the entire Archive system performanL while transparently

reporting the status of any request to the user. Archive V3 brings consistency to the case

sensitivity of string searches found In previous versions of Archive. Finally, this update includes

further enhancements that are described in more detail in the "New Archive Retrieval Features"

section.

As a general rule. CPI will first apply the update to your test system. Once CPI has obtained your

approval, we will schedule the production upgrade.

1.1 Requesting the Update

To request the update, please contact the CPI Support Center. The Support Center will open an

enhancement request ticket and the ticket will be assigned to the Software Update Group. You

can contact the Support Center via email at suPDort@oDenfox.com or by phone at 866-471-6305.

1.2 Prerequisites

The following outlines the prerequisites needed to upgrade to Archive V3

•  Desktop Version 3.00.600, or later to be installed

•  Java 6, or later installed on the server

• Configurator 7 or later, if agency only search logic is required

•  Archive Retrieval Version 2 (Archive V2)

COPYRIGHT ©2017 COMPUTER PROJECTS OF ILLINOIS. INC. ALL RIGHTS RESERVED
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if Ihese. prerequisites have not been installed, then they rnusl be cbmpleted. pribr to starting the

upgrade to Archive V3. This will require additional mainienanpe. hours beyond those fluoted
below. Please contact your CPI project manager for additional informatipn.

If Archive V2 Is not currently installed, then this effort is not an upgrade. Instead; this effort Is a

new Installation and must be implemented following the new product guidelines. Pleasexontact

your CPI project manager for addilibnarihfbrmatlon.

1.3 Maintenance Hours ^

If all system prerequisites are complete, .then the effort .required to :upgrade..from: Archive V2- to
V3 results in a tptal bf 12 maintenance hours beingilDllled to ybur acOT

1.4 Upgrade Procedure

m §Jyjm m

mi
tneablla mstouun

SUM

First, CPJ \yill suspend the; Archlve-:Retrieyaypad^^ and disable; the rnessagaiswitcMrtefe^
used in Archive y2i

Next, CPI will u^fadetlfte:.system .software., ThjsijhGludes.-chahges^tb^the/.^
Switch; and associated epplicatibhs, the^iFennac■v,Bltoke^}.W^ implemfenting;
database changes,.and updatirig thefArchiV^^^^^^

Finally;'CPl.vyillresumeithe/Archlve'Retneyafl^

At .'this point, GPI executes the Archive VS^itest iplan. to vefrfy/ the eystem is' operating to
speclflGatiph.and'ihehtheisoffw^reisTeadY for-customer

Once'testlhg.has" beeh-cGrhpleted by .Gpr.^^tieatotof ehgiheei^i.ehd;;usera.;^^
exit b.ul;pflhe.OpenFpx:pesHtpp.appil^tiph;andj^

1:5 :Preparatjon;Steps;a^

Prior, to the p'rpductipn-upgrade,, please;^ your user community awareTprthe:prp;dudi^^^^^^ cut
over impact., in partcular they should \be.;made.aware •thatithejArGhiveJRetrievai^system-w
.unavailable for a'pproxirhat.eiy-SOiminutes..
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2  NEW ARCHIVE RETRIEVAL FEATURES

This section describes the new features introduced in the Archive V3 release.

2.1 Query Updates

A search queue mechanism has been implemented in Archive V3 in order to increase the

performance and reliability of the system especially when running concurrent searches. The

system allows multiple searches to execute simultaneously. The exact number of searches that

can execute simultaneously without impacting system performance depends on the amount of

hardware resources (CPU, memory, etc.) available to the Archive system. CP( Engineers tune

the Archive V3 system to support the maximum number of concurrent searches, given the

hardware resources available.

When the system Is already running the maximum rtumber of simultaneous searches, and a user

begins a new Archive search, the system will delay the new search until a previous search has

completed. As soon as the previous search Is complete, then the new search Is processed.

Provided that there are adequate hardware resources available to Archive, this situation should

only arise on the rare occasion. However, in the event that it does, the Archive system reports the

status to the user so that the user knows when the search has begun to process.

For example, a status of 'PENDING: 2' denotes that the query is the s^nd search that is
delayed. When a currently running search completes, the Archive system, will begin processing

the search in position one, and this users' search status changes to 'PENDING; 1", which denotes

that It is the next search to be processed. As soon as another search completes, this search will
be processed arKi the Archive system wl!) change this search's status to 'IN PROGRESS" and

begin updating the percent complete of the search.

COPYRIGHT © 2017 COMPUTER PROJECTS OF ILLINOIS. INC. ALL RIGHTS RESERVED
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Soorcn Ououo

@ 1$: - Search Count:

Result Set lO bate/Time T' . il.ofrRecords, %.Compiele Status . ,;Seorc^..

f  "0*:.. -

26548 .pun 30,*20t5(a04:22:44.PM 0 PENOINGiB ;■i|and);iN_„, a

26547 iJuri 30. 2015 ®'04:22:'44PM . ... 0 .' 1  . o*"' PENDING:.:?, .J|(and),INL:.-. |
26546 Uun 30, 2015 (S>.04:22:44 PU. 0 iPENDINGr .6,. :J(and);iN 1

126545... _ . , Juri 30i.20l5 (9 04:22:44 PM: 0 ... . .. . . , •i'-.'- .r.Q*'- ' '\i PENDING;5 I (and)'IN' ;;;
126544 Jun 30,2015.@,04:22:.44.PM 0  . ' \ PENDINGra ■;
26543 . ! Jun.30; 2015 @ 04:22:44 PM! 0 HfcNUIN(i:.3. .1 (and)iN...:' j
26542 Jun 30.:2015 O 04:22:44,PM 0 j- ' . , U PENDING:2: (and):IN ...
2fi54J lJun.30,!2015@ 04:22:43 PM. 0. l''' ';-.f O%v^;:.-, ';.>v PENDING; 1 ; (and> IN^...-.

126540 iJun 30,.-2015:@ 04:22:43 PM; 0 IMPROGRESS; (and)INl.;. '

26S3S i Jtifi 30,-2015.(9 04:22:43 PM. 0 IN PROGRESS ] (and) IN'....

25538. .1 Jon 30.;2015(g 04:22:43"PM- 0" ' : . • RB5?8to«aflS*ii|IN.eROMEjLS2J (^d) in;:..;
26519 , 1 Jun:30.•2015•©;04:07:35 PM; . 439;: ICOMRLETE |and)JN-.r.

hesio " T| Juh 17; 2015:@ 03:26:52.AM 49 leOMPLETE."' landJIN'..-. 1

26361' ibiin 15. 2015 (912:17:15 AM: 65 ;COMRLETE ' landilN ...,

2.2 Details Table Updat^^

The Result-Set".Detallis window provides additional infomiaTioh.regarding :the-; size--of each'
message inithe result set. ipuring the; load prpcess, the mesSage swilch trajfi
downiihio/segments'Tbr storage j Each" rpv/; is Stbred.in chunky
ph'how jarge^e rnessageJs.'Selecting. a;rpw from.the table slari^^
recprd/message; Thelpad time yaries based'on the siie of the re.cprd being.jpa.dedj.

.Arciiive va-displays the humber of' segh:i.ents .for each rriessageMn the result,set. The^iarger'tt
messageHhe higher the nOrnbe.r of segments; rnaking- it'lranspa/ehf lp ihe user that the.aelected;
rpessage'rnight-take lbngertp.lpad, giving, theiu ppbonAp lpad applher

gpUTflsgdMSkoutftlTiSS ggpiojaUEEGMEjrraS 3
:

iMRlWlMKEiaJL-ijli
,!1005<0110124:17.1138 SRT31000000000110324 17.1118

110321:005448:.
110321:095452'..

GPIRUSS-1000000001 CPIO095447 PIO73833 110321
Jcpio •GBIRUSS. . P10000000011 GPIOi20110371 095452^73838:

GRlRUSS.'--:,-.D110321:095454; 1000000001 POCPIO09545473842 GK 20110321
PIO RRUSS' -ro110321:095456 -

110321*133437'-
1000000001,'CRIO73845-:-WGK 0110321 095456

(ePiRuss_-_:.:a1000000001; GPIO133437:74028; - WGK 10321
EPIRUSS.?,GRID110321:133440 1000000001CPIO133440T4033': .. 110321

CPO JjCRIRUSS0110321:133443. 1000000001CRIOGK f20110321 133443!74038
RIRUSS1000000001.

itBasssam
Pl»10321:133446,^.

TiMJir
13344E. CPO11032174041 CK

iJiSB" CrIo PfROSS^wo11274047 CK 10321 134933
GPIRUSSPtO110321-134937 1000000001!CPO74052" 10321 134936 14

KPIO ... GPIRUSS.103211134939 . 1D00000001! IPO:134939 i1574056 110321
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2.3 Case Insensitive String Searches

Archive V2 provided inconsistent behavior regarding string searches. The Archive V3 system

makes all string searches case insensitive. This makesThe end user experience consistent and

predictable when running a string search. As.an example, consider the case;whe're there:are three

messages In .the system that contain .the follovring :text:

1. Wanted Person'

2. WANTED PERSON'

3'.. Svariied person*

In Archive V2, a string search for the wordi'Accepted' may'orily^retum.messa^^^^^ The. system
rnay not return either message,#2 or message i^, and'the user vypuld .be utiaware .that these
messages existed in the system. Archive. V3 t)rihgs conslstencyT'p string searches. and:the same
search, retums all three tiiessages becauise the stiirig search Jgnores upper and Jower .case

characters.

2;4 Search Summary

IniArchlve V2, the search summary is'dlsplayed:.as=a;column In the.Result Set .teble; Th.e.amount

of.textvleWable tothe.user lsllmited.The.uiset{ne^,s.tdeith0rhovero.ye^^
.not^provide a dear .^ew. prtHe,enUre summatyi;pr Incre cpfumnjA^dtri^^^^ entire;
search summary which can ;cprnprpmJse,lhe'.coJum.n for other cojumnsiri'the-R^
iSettable.-

Archiye V3i In addition tp.the,:cpjumn\yiew;,,dls^(ays:the^ a'sapllable' •
;textbpx;above-th6:Resulj^Setvtab)e;Thjs,dllp.^Jthe..^userto^^
for therpeJected.resujiand'.wl^O^^^^ ylews--tP>piher^opmfW^^
table. ■ • ■ '

cOHTwjwcaaiBtausAau;

^VSiAl'•p«JEjBi?lTOfS!3inEai
mi y Input Oi^ 7;^

2:5 .Additip„nal'l?rggj[ps^^^^^

In Arphive V2, when IpadingjaKgrpuR of reWrdsTor.a.re^rt pr an;expprt,va;s[^^^ •

there:ts any activity leaving'thefuser'to.vwri;der/ph0.lbads are-.stll| lri p^^

COPYRIGHT ©,2017 CO,MRUTER:PROJEeTS OF:lLLINplS. INC: ALL.RIGHJS^^ES.ERyED
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Archive:V3 replaces the spinning arrow with a progress bar in the upper right-hand comer of the

screen,

set.

rAci&ns=

cProf^sed; 20. re^rts out of.21 record

...l' Ik-.^--^f--. -i.-ti.. . « :jrWP"

, ty<a

2.6 Pres.ehtationkViewfUpdate^

Vy'hen viewing a; r^prd ln^presentatipn message deta||s \^1l.be prec^dM by the;

:Diate:'2M^032«70802^' • . • .• "••"" • -; ' V-\''•

I  ?;■:, :;:Vi ?

AMlNYOJLNHELe^MOOIOOtMy:-.: • ■.•• ;••• < .-v. i =-:'::v.:<v.'
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i iNTRObUGTiON

Computer Projects of Illinois, Inc. (CPI) is pleased to" announce that version 3:1 of the OpenFo)^

Archive Retrieva_r{Archive V3;1) is nqvy released for general availability. This yersibniis ayailabje
to Our user community as an upgrade from version 3 or as a hew inslaliatibh. The changes in
this new release improve the functionality as described in section 2;pf.this document,

As a general rule- CPI vyill first apply the update'to-your test'system, Once CPI has pbtaihed
yourepproyal';-CPI.will schedule the production upgrade.

1.1 Requesting fheUpdat^^

To.requesl'lhe update, pleasexoritact the CPrSupport-Cehter. The SupportOenter will open.an

enhancement' request ticket and the ticket will be assigned-tbithe: Software .Update Group.'You;
can .contact the .Support Center .via erhail ;at subD6rt@PDenfox.cQm^ or by, phbhe lal
868^7^56305,

1.2 prerequisites

The-prerequisite heeded to, upgrade to: Archiveys.l.is Arehive VS. lf.Archiy.ejV3;is hotrcutTeritjy'
installed^ then ̂ t must be completed prior' to starting the upgrade to Arehiye V3v1. This will'
require: addlfional jmaintenance. hours beyond thqse^ quoted: below; iPlease: contact your .CP!
prdJect<mar!^,ep:fdr;additlonaMnfprm.atjbn.

If ArchiyeVV? or later Is npt :currently Ifistall.edi" then -thjs effortjls not an upgrade, Instead,vUils
effort: is, a. new "installaUpn .and must- be, implemented .fojlovvlhg. the new. prqdiict .gjiidelines.
Please .cqht_act<yqu| .ePIlprpJect majiagerforadditlQnaMnfbrmation.

1 ;3iM.ainfenanc

If-all system prerequ.isites are complete, then the,effort Tequired to upgradeUq' ArehivigiySi.l ,frbm
Archiye^3.'0'resulls!|h.25,malhtenanceihou b,eihg}bllled:t6 yqur-eccduht.-

1.4'y pgrade; Procedure

mm onV.QUPfif

m ste annouia

users-
5i« r/A

CP! will^p9radethes^'t^emsbftware::heceSpi^T6H'tiffem'e^Tvef^^^^
the OperiFox'Message Switch,.lhe.FehnecBrbkef,platfbfm,:;ahdypdalihg:theArcHive;Retrieyal
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Client.

After the above changes are in, CP) executes the Archive V3.1 test plan to verify the system is

operating to specification. Once testing has been completed by CPI's team of engineers, end

users will need to completely exit out of the OpenFox Desktop application and relaunch to

download the changes. Then the software is ready for customer use.

1.5 Preparation Steps and Information

Prior to the production upgrade, please make your user community aware of the production cut

over impact. In particular they should be made aware that the Archive Retrieval system will be

unavailable for approximately ten (10) minutes.

2 New Archive Retrieval Features

This section describes the new features introduced in the Archive V3.1 release.

2.1 Search Criteria Enhancement

The search functionality was enhanced to allow the user to define a search field multiple times

within a single search request using combinations of equals, like, contains, not equal or not like.

For example, in prior versions, to find all QH transactions submitted by input stations starting

with 'CPr or 'XML" requires a user to run multiple searches as described below. The user can

then merge the search result sets using the Merge action provided by the Archive Client.

The user must run a query to find all QH transactions submitted by input stations starting with

'CPI* as follows.
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The user rhust then run a .query to find all PH transactions submitted, by input stations starting

with 'XML';
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2.2 Date/Time Range Enhancement

The search functionality was enhanced to allow a user to search based on a continuous

date/time range.

For example, in prior versions, if a user defines a date/time range as shown in the following

screenshot, the search functionality will return all archive transactions ran within the time range

specified for each day (I.e. 20191102 between 12:00 - 17:30, 20191103 between 12:00 -17:30,

20191104 between 12:00- 17:30).

(wwOT I f^^gy CKCwt btniw l lcael- I wnaitirata* I «»«»■» ■«»»»««»

In Archive V3.1, the user can choose to run a search based on a continuous date/time range.
For example.cllcking on the 'Continuous Time Range' highlighting below, the date/time range
specified would return all archived transactions ran between 12:00 PM on 20191102 through
17:30 on 20191104).

2.3 NCIC Compatibility Enhancement

The search functionality was enhanced to account for NCIC storing the letter '0' as the number
zero. In Archive 3.1, the search logic queries for both the letter '0* and number zero.

2.4 String Search Enhancement

The search functionality was enhanced to properly return the records matchir^g' the search
criteria defined for a string search. Messages bnger than 4000 characters are stored in the
Archive datat>ase in segments. Additionally, the header and trailer are stored In separate
segments regardless of the length. In priorversions.ifthestringsearchcriteria spanned across
segments, the record was not returned. In Archive 3.1, the search logic was enhanced to search
across the entire string, even the portions that are split hto multiple segments. For example, if
the end of the first segment is TE' and the beginning of the second segment is 3T, then the
enhanced search logic will properly return a match on a search for TEST.

2.5 Maximum Number of. Records Enhancement

The search functionality wasenhanced to property report when the maximum number of records
Is reached. There is a system wide setting In Archive to denote the maximum number of records
returned in a search result (default: 5000. In prior versions, when the maximum number of

COPYRIGHTO2020 COMPUTER PROJECTS OF ILLINOIS. INC. ALL RIGHTS RESERVED

Page7of8
Contractor Initials; /<C J

Date: 5-30-23



OpenFox® Archive Retrieval Release

Version 3.1

impact Statement

records message is reported, the actual number of records returned could be less than or more

than the maximum number allowed. In Archive 3.1, the search logic was enhanced to properly

report when the maximum number of records has been reached.

Additionally, the time of the last record in the search status when maximum number of record

reached is also displayed, which allows the user to define the next search's start date/time.
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1. Project Scope Management

1.1 Business Requirements Activity

Each project will be preceded by a discovery phase whereby the detailed project scope
will be defined through preliminary requirements gathering sessions Including the project
managers, project sponsor, arui subject matter experts from both parties. The goal of
these requirements-gathering sessions Is mutual agreement on the required scope to
include deliverables, constraints, exclusions, assumptions, risks, and acceptance criteria.
The project's SOW will be developed based on the documented and approved
requirements. The project's SOW provides a detailed description of the project,
deliverables, constraints, exclusions, assumptions, risks, and acceptance criteria. If the
scope of work Includes new business requirements or modifications to existing business
requirements, a functional requirements document will also be delivered in conjunction
vtrith the SOW.

1.2 Project Scope Refinement

Supplemental to the SOW, certain projects will require GPI to perform slte-spwific
discovery and analysis and document the results in a deliverable report This will be
completed in the Discovery phase of the project

Examples of such reports for specific targeted projects include;

• SaaS System Specification
• Nets XML Analysls Report

o NLETS XML Message Key Analysis (In-Scope and Qul^-Scopp)
o Rollout Prioritization

o Style Sheet Analysis
o  Interface Analysis

0 Message Size Configurations

• NexOen Hotfiles & Validation
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2. Deliverable and Milestone Schedule

The following tables provide an Interim project plan for each Identified project which
includes payment milestones and invoicing schedules. Additionally, an interim project

roadmap for the contract period has been provided in the Appendix.

2.1 SaaS Migration + Archive v3.1 Upgrade

Project Phase
Milestone.

bellverabtes pUfatiprt;;-
5Ta^e.t-p.al&7'

^^ymeht?:--
'i.i^nqstpne.:;

■Invoice , _■ /

Delivery and
Acceptance of
Statement of
Work

1. SaaS System
Specification
2. Statement of
Worn (SOW)
3. Data and

conversion analysis
(Archive 3)
4. VPN Network
Tunnel Established

1 mth 07/01/2023-
07/31/2023

20% $70,000

Planning &
Prerequisites
Complete

1. Project Klckoff
Meeting
2. Project
Plan/Schedule
3. Project Control
Log (POL)
Site, System and
Interface Survey

1 mth 8/1/2023-
9/1/2D23

N/A .$0.00

Test Acceptance
State Sign Off
Complete

1. Complete the
scope of work,
perform CP! testing,
and deliver
configurations to
UAT
2. Notification of

3 mths 9/01/2023-
M/30/2023

60% $210,000

Page 3 of 16
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User Acceptance
Testing - Formal
notification User

Acceptance Testing
(UAT) is auttiorized
to begin

Validation and

User

Acceptance
Testing
Complete

1. Testing performed
by the Customer to
validate the

functionality in
accordance with the

approved
specification and
established

acceptance criteria
2. Signed UAT
Acceptance Form -
Written

acknowledgement
from customer that
UAT Is complete;
and written approval
for CPI to move the

deliveredproject
scope to production

7 weeks 11/20/2023

1/13/2024

N/A $0.00

State

Acceptance of
System and
PROD

1. Cutover Plan

2. Complete
deployment planning
and staging
activities, and deliver
configurations to
production
2. Project
Acceptance Form

2wks 1/13/2024-

1/23/2024

20% $70,000.00

Project
Transition and
Closure

Complete

1. Project Closeout
Activities Completed

Within thirty
(30) calendar
days after
implementati

on and

N/A $0.00
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Cutover

Complete

2.4 NIets XML Conversion

Project Phase
Milestone

Deliverables Duration Prejim.Target
bates ■

.PayiTient.'J
Mileston^;:

liiypice;
^Qunt

Delivery and
Acceptance of
Statement of

Work

1. NIets XML

Analysis Report
2. Statement of

Work (SOW)

2 mths 1/05/24 -

2/28/24

20% $14,000.00

Planning &
Prerequisites
Complete

1. Project Kfckoff
Meeting
2. Project
Plan/Schedule

3. Project Control
Log (PCL)

1 mth 7/01/2024-

7/30/2024

N/A $0.00

Test Acceptance
State Sign Off
Complete

1. Configure the
foundational code,
perform CPI testing,
and deliver
configurations to
UAT

2. Notification of

User Acceptance
Testing - Formal
notification tJser

Acceptance Testing

(UA'H is authorized
to begin

2 mths 08/01/2024-

09/30/2024

60% $42,000.00

Core

Foundational

Code

Validation and

User

1. Testing performed
by the Customer to
validate the

functionality in
accordance with the

todays 09/30/2024-

10/10/2024

N/A $0-00
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Acceptance

Testing
Complete

approved
specification and
established

acceptance criteria
2. Signed UAT
Acceptance Form -
Written
acknowledgement
from customer that

UAT is complete;
and written approval
for CPI to move the

delivered project
scope to production

State

Acceptance of
System and

PROD

1. Cutover Plan

2. Cutover of the
core Foundation
Code to the

OpenFox production
environment

5 days 10yi 0/2024 20% $14,000.00

Key Set

Promotion

Complete

1. Testing and
approval to
configure and
promote converted
NIets queries and
responses for the
agreed to message
keys to PROD
received from the

Customer

2. Project
Acceptance Form

2.5 mths 10/10/2024-

12/05/2024

N/A $0.00

Project
Transition and

Closure

Complete

1. Project Gloseout
Activities Completed

Within thirty
(30) caleridar
days ahor
Implementation
arid. Cutover
Coriiplete

N/A $0:00
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BiteM
r:NexGcn-:^;H«^
i!Hotfiles;,^i>^i^

PR0UECTP

Project Pha^;:,-;
Milestone.:

Deliverablesvv. Project.
Phase

Mii^tone ...

Deliverables Project
Phase

Mil^one

Delrvfrabjes'

Delivery and
Acceptance of
Statement of

Work

1. Hotfile Conversion

Plan - Catalog/Map

NH local hotnies and

specific DB business
njles

2. Statement of Work

(SOW)

4 mths 5/01/2024 -

9/01/2024

20% 5313.000.00

Planning &
Prerequisites
Complete

1. Project Kickoff

Meeting
2. Project
Plan/Schedule

Project Control Log
(PCL)

1 mth 1/14/2024-

2/13/2024

N/A $0.00

Test Acceptance
Stats Sign Off
Complete

1. Complete the
scope of work,
perform CP! testing,
and deliver

configurations to UAT

Notification of User

A<^ptance T^ng -
Forrnal riotificatlon
User Acceptance
Testlng:(OAT) is
authorized.to.begin

9 mths 2/13/2024-

11/13/2024

60% $939,000.00

Validation and

User Acceptance
Testing
Complete

1. Testing performed
by the Ciistonlertp
validate the
functionality in
accordance vyfth the
. approved
specification and
established

acceptance criteria

tmth 11/13/2024-

12/13/2024

N/A $0.00
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Signed UAT
Acceptance Form -
Written

acknowledgement
from customer that

UAT is complete; and
written approval for
CPI to move the

delivered project
scope to production

State Acceptance
System and

PROD

1. Cutover Plan

2. Complete
deployment planning
and staging activities,
and deliver
configurations to
production

Project Acceptance
Form

1 mth 12/13/2025-

1/13/2025

20% $313,000.00

Project
Transition and

Closure

Complete

1. Project Closeout
Activities Completed

Within thirty

(30) cater^ar
days after
Implementatio
n and Cutover

Complete

N/A $0.00

Resource Allocations

Each CP! project is undertaken with a unique Staffing Plan tailored to the Project needs.
Staffing is determined by the scope of the Project. CP! resources will be brought iii and
out of the Project as needed, accordjing to the Resource Management Plan and at the
direction of the CP! Director(s).

CPI employs quarified resources to manage projects and customervrartdoad as specified
In the Project Schedule. CPI Staff requirements may Include: project manager,
engineering subject matter experts, network corrrmunlcations, trainers, and testers. CPI
staff will perform all services remotely from the GPI facility In ̂ llngbropk. Illinois unless
otherwise agreed to in writing by alt parties. Day-to-day managernent of the Proj^ staff
is the responsibinty of the CPI PM and designated Dlrector(s).
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The SaaS migration and Archive v3..1 upgrade project will require resources from the
following CPI functional teams:

•  Systems

• Message Switch
•  Database

•  Data Services

• User Apps

• Project Management

The following js a summarized table pf.the rbles and; res|»hsibilities allocated to each
CPI project;member to complete-the SaaS.mlgration and Archive v3.1 upgrade project:

Sponsor (^mmlssipns'pthere to deljver^^^^ Rrojecti and champibns
the causeithroughput the^Project.

Project Manager Resporisible.fpr the successful plahhihg,^execution,
mpnTtorlngi.cCnirpJiand^cjQsure^p

Subject Matter Expert inyplyed In fedpiailsrpT^ byslness.prpcess'pr
technical prcce^ ahd'has in depth'businesapr'lechhical
knowledge ahd:^perience '\Mlhin:theif,ai:ea.

Project Oversight
Directors of Engineering •

PrpyjdeS:d[i^(:tipn;ah^:pversjgh '
.teams:tO'ihcludeij^pun» management-, T '
quallty-assuran^; te.stihg-and.deiiyery. " '

Prpject'G.oyefnanc^ Provides. pperatipnal;Jevel;;dlrecliop to uie.
Prdjadv'^eviewfsj'and.apprpiye^^
(budget, si^pe. schedulej. Flrst'-escajati^hjjppm
projectreSource jssue^-'Reylews,.projg^^^ •

Netwprjt^Security

Englheef-x2:

\T?l^;tunnel.T;^ui.rements\any s^

Infrastructure/Systems

Engineer 5^
'SyStem-specrfiC5atiphs:^^Sys)e^^^
configufatlbh/bulldrbf^fHoslihgEhyl^^^^
sbftwafe and, nety^^^^
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Message Switch

Engineer x3

Archive DB Upgrade; Support system sizing effort, Message

Switch migration and build; Core software upgrade; Systerri
Testing

Database Administrator

x2

Database server software installation and

configuration; Database migration {Archive; Hptfiles)

Database So^are

EngiheervX3

Archive DB Upgrade; DB Migration Quality Control and

System Testing

Data Seryices^Ehgineer Archive pB Upgrade

■Cbmhri Ihteiface
Englrieer^>c2

Interface Mlgratldri Quality Control and Sy^ferh .Testing

,Use Applications
Engineer x2;

OpenFox.client cpnnectivity.and testing (OpAld; Desktop/
Mess'engeG'ArcHiye Client)

4i; .Migration Plan

4.1 Mlgfatlon-Projecl Apprpaeh .

fheiSaa.S^:WjgraOo;n.proje^^^^^ Rhaspigate-apiJipach,^
iteWe repr^enfejUie^lHigbrlie^^^^

1 •piScbyefyrand

-2 . ' pianni.ng;PreRe5qu)^^^^

3: Systemsr-:SaaS Ehyiro^

4: -Switch-peyejqpme

"5; eross-FunctipnaJPAyfiJ^
6' i'Test System Q.utoyerjand .System- Integration Testing

8 User.Aixeptahce'.TesUpg
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10

Deployment Planning and Production Cutover

Post Production

4.2 Scope Summary

CP! will perform the following services in order to complete the migration:

• Build a SaaS system in CPI's data center to house the OpenFox Message
Switching System'

• Transfer and convert the OpenFox data, software, and configurations to CPI SaaS
architecture

• Provide two test (UAT and SIT) environments
• Provide one production environment
• Provide necessary details for the Customer to establish a site-to-site VPN tunnel

and provide up to three (3) days of effort assisting In a consulting role to help the
Customer establish network connectivity

• Establish connections from the SaaS solution to the Customer communications
end points through the VPN tunnel for test and validation of the conversion

•  Implement a vCenter server HA solution for virtual environments
•  Install and configure Archive V3.1
• Perform system integration testing
• Transition the nevy SaaS solution into production

4.3 Customer Responsibilities

Any Project of this nature is a cooperative, effort. With that in mind, the Customer shaii
perform the following tasks and responsibilities in order to complete the PipJoct

• Project oversight to include a point of contact
• Provide CPI \with timely access to all needed dafobases/Interfaces and the

OpenFox Message Switch resources via Virtual Priyate Nehwork CyPN") or other
external validation techniques as provided by the Customer, and as reasonably
acceptable to CPI

• Communicate and coordinate with NIets, other Customer departmerits, third-party
vendors, and/or end users, as required

•  Identify, coordinate, and implement any required changes to existing non-CPI,
Customer System Certified Client Software, user agency ,|nterfacei an<Wor riioblle
vendor software

• Provide resources in a reasonably timely manner for discovery and testing as

Pago 11 of 18 ./ ̂
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required for this project
Partner with the CPi to gather and document the business and functional
requirements, which will be approved by both parties in writing if separate from this
SOW

Develop a DAT Plan and complete UAT testing within thirty (30) calendar days of
delivery of the requested changes
After each tender of a deliverable or CPI's claim of milestone completion, complete
and return the Deliverable/Milestone Acceptance Form (the "Form") to CPI
Give final written approval to move the configurations to Production ('PROD")
Validate file transfers are complete, correct, accepted, and free of any misnomer
or emor.

Create additional communications internees for testing, according to the test plan
Implement the agreed upon VPN tunnel solutbn on the Customer network
equipment for connectivity to CPI's site
Modify and verify all network components from the Customer side of the Internet
VPN Tunnel to ensure connectivity to CPI's datacenter
The Customer is responsible for all network configuration changes to their existing
network equipment to re-route necessary traffic to the SaaS solution

4.4 Discovery and Design

The CPI Systems team will size the ne\y hosted State Message Switch (SMS) based on
system analysis performed and captured In the SaaS System Specification document
during the Discovery and Design stage of the project.

4.5 Planning and Prerequisites-VPN Tunnel

Connectlvily to the State SPOTS Switch will be completed via point-to-point Virtual
Private Network (VPN) tunnel using agreed-upon security traffic protocols between the
State.and CPI. The State is rasponsibte for all networking on its side of the VPN tunnel.
Including firewall and IP NAT rules, as well as physical server maintenance for the VPN
equipment CPI will provide the State a list of applications and associated ports required
to be reachable.

During this phase of the project, the NHSP and CPI will work together to set up the
point-to-point IPsec Virtual private Network (WN") tunnel. The phase will be considered
complete when communications between the CPI TIer 3. Data Center and the NHSP
Data Center are running continuously. Dependencies associated wth this phase Include
both NHSP and CPI resource availability, and technpioglcal agreement on the
Implementation of the VPN tunnel.
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CPI networking engineers and NHSP personnel will exchange necessary information to
ensure connectivity between the CPI Tier 3 Data Center and the NSP Data Center.
Being the single most important phase of the project, all other phases and work are
predicated on the VPN tunnel connectivity. This includes, but is not limited to:
•  IP addresses for target machines \
• NCIC Router

• NIets Router

• Rrewalls

• Ports for traffic flow

• Security protocols

• Personnel lists and secunty roles

• Tunnel permissions

4.6 Systems - SaaS Environment Build

CPI will begin building and licensing the necessary hardware and software in its Tier 3
Data Center for each Instance of the OpenFox applications per specification documented
in the System Specifications Document.

Ail needed equipment and software will be procured and installed by members of the CPI
Systems Team at its facility in Bolingbrook, IL. The breadth of CPI personnel with access
to the systems at this time Is small; the Systems Teams and Database Administrators will
solely be interacting with the NSP build at this time.

4.7 Message Switching System (MSS) Migration

Upon completlon.of the Initial systems build, the CPI Switch team wilt begin building the
SMS provided no active projects are still in progress. If such a project exists and is
deemed necessary, It Is a dependency before a system upgrade can be performed and
a change request will be required to account for a delay in the project schedule.
Additionally, Enhancement tickets that are in progress will be required to either be
promoted to Production or be backed up prior to starting the system migration.

The Mes^ge Svwtch team is the initial team participating in the-migration and
conversion effort They are responsible for bringing the designated test node to be vlable
for other departments to begin their work (e.g. Data Services, Databases, Interface). At
a high level the switch team will copy the NHSP production message switching system
to CPI's Intemal RHDEV environment, perform a code review and software update to

ensure the states core Openfox software is In compliance with the most recent
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standardized OpenFox code release, migrate all system code. configuration and user
data flies, build and start the FOX on the new SaaS Test Node.

4.7 Cross Functional Team Development/Migration

Cross-functional development involves all departments that are deemed necessary for
this project type. All work is done at the new test node. The time for this phase will vary
depending on the scope/complexity of the system upgrade.

CPI v\nll upgrade the following databases to run on CPI's current SaaS environment that
will be maintained by CPI, including database administration, Oracle licensing, and

maintenance.

• Archive v2 to v3.1

• Hotfiles

Migrating the Archive and Hotfiles Databases to tfie new SaaS Database Virtual
machines will be preceded by an exploratory step whereby CPI will document
mapping of the current TEST DB schema to the new SaaS TEST DB Schema. CPI vi/ill
utilize Oracle Data Pump to perform the Database migration.

The. existing New Hampshire Archive v2 data will be migrated ftpm the existirtg NH
production Archive v2 database to the new SaaS Archive v 3.1 database. The Archive
V3.1 Qient will be used to query messages archiyed In V3.1.

4.8 Test System Cutover and System Integration Testing

In order to ensure that sut)sequent milestones can be adhered to and not deviate from
established schedules, it is imperative that NLETS and NCiC connectivity be in place In
order to test Interfaces but to also ensure that remote vendors are.able to test CP! will

coordinate with NHSP to ensure they have a networking change plah In place prior to
this phase to ensure a smooth transition to cutover the current DAT and SIT Test
environments over to the new SaaS Test environrrients. TypicailVi, customers will simply

NAT the existing Message Switch IP to the new Message S^^tch lP to mlrilmize impa(k
to existing system ehdpoint connectivity.
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CPI and NHSP will work together to establish the formal Test Cutover Plan to be
adhered to day of cutover which will include cutover schedule, outage duration, required
resources, engineering tasks and rollback plan. At the designated date and time, the
NHSP and CPI proiect staff will execute the cutover to the UAT and SIT environments.

Once the NHSP UAT test node has been cutover to the SaaS UAT Tesfnode and the
system is connected to the required Interfaces, CPI will proceed with System Integration
Testing as a quality control step prior to tuming over to NHSP for User Acceptance
Testing.

Outcomes:

• All involved departments incorporate their changes and updates into the new test
node

• Test plan is established for System Integration Testing
• Test node is ready for System Integration Testing
• NLETS and NCIC test connections are In place to allow System Integration

Testing

• CPI completes System Integration Testing and emails UAT Notification Form to
designated NHSP point of contact establishing start of the User Acceptance
Testing phase of the project

• PGR Is issued to reflect project delay If NLETS and NCIC test connections are .
not in place.

4.9 User Acceptarice Testing

UAT Is performed by NHSP users and fpjlbwis an^established Test Plan. This is a
collaborative effort betweeri m'e NHSPi.CPI, and any third^party. vendors. The
success/fail criteria should be known and agreed to by a|l parties prior to this test level.
End-User Testing constitutes the firial stage of UAT. NHSP is responsible for testing
transaction processing prior to scheduiing the Production cutover.

4.10 Deployment Planning,and Production Cutover

As the UAT window ge.ts closer to Completipni the team. In coordiriatipn vyith the NHSP
staff, must determine if^the prpgrart) te to proceed to Production. If lt IS noL suffleient
reasons must be provided. Othery4se, .engineering'must discuss the coordiriatipn among
the project staff on this process. The documented process is a gate;^check In that it must
be approved by the project staff before any Cut to Prpductiori event is scheduled.

Outcomes:
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• Go / No-Go

o No-Go, reasons for not proceeding and next steps (e.g. canceled?)

0 Example: NLETS and NCIC Production connections are not in place.

• Go

o An approved, documented Cut to Production process

0 A scheduled Cut to Production date, time,

o PM-responsibllity: Customer Cutover Notification

At the designated date and time, the NHSP and CP! project staff will perfomi the Cut to
Production. At a high-level, it is the process of transitioning over to the designated
Production node. CP! and NHSP vtnll work together to establish the forma! Production

Cutover Plan to be adhered to day of cutover which will Include cutover schedule,
outage duration, required resources, engineering tasks and rollback plan. On the actual
day of cutover. the project team is expected to monitor until an all-clear is coordinated
and approved by the customer. It Is the Project Manager's responsibility to get this all-
clear from the customer.

Outcomes:

• Cut to Production Is satisfactonty completed and handed over to the
customer.

Or

•  Issues arise that require a rollback (e.g. unforeseen customer concerns).
A review will be conducted and determine the next steps for this project.

• Project Manager receives written or verbal approval of this cutover.
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Exhibit B, Attachment 1, SaaS Maintenance & Support Addendum

This CPI SaaS Mainlcnance and Support Addendum ("M&S AddendumV)jis attached to
and:forms a:part.6fthe OpcnFox® SaaS Softwareliicense A^ement (the "AgreemenVO.tQ'wh
it is attached, by and between Gomputer Projects, of Illinois, Inc., an Ulindis cbipbration, with.
6fBces-at-400.Quadrangie Drive, Suh^ E, Bolingbrpok;.niinpis 6P440:(^in.now.on referred to as
"GPF7, and the- Licensee. CPI and Licensee -dre refeffed, to individually jas 4 "Party" and
cplJectively;as the.'Tarties" in the Agreement and.this Addehdum'. The.capitalized tenhSi.used;in
^sM&S Addehdumand the AgreementshailbaYe the.sarne meaning;

BACKGROUND AND FIOTGSE

GPI has,-jDursuant to the Agrccmcnt, licrased the access: to;and^pse;pf..ceito^^
sp'flwarej which fpr'this Licensee includes-oiily-th'e LicensediSoftwarei^ Tli4Pajriies;alis6:
CPI to pf6^ade niamtenance ,^.d ̂ ppprt to Liccnsee.jn^onn.ection.wito--die'Liccnsed>S
CPI has done and will continue to develop Mher the curreht features Tidiize.d ih,;^
: Software^ Licensee desires to use. GPPs "maihtehaEce..-and support services', for the 'Licensed
Softw^ jfollpwingthe tertos pfthis Ad^

1. ADDITIONAL DEFINITIQNS

la ■Th]sinessDay?'mc^S;8:3p-AM'^5:i^^M#pnd^^tihpu^^
Geritrtd.Timei-cxciudjhg'feder^^^ ^ '

1.2. 'iSystem" imOans; ,(ij the 'CombmatipnyoLl^d^?^, sof^arc,vvand-:h^^
elements that comprise. an irifoiinati'bhi tM^blOgy;■syste^n'^|ut;^^^^^
tiierebf by' Licensee foniia T^Lrd:Party seUer;dhectly''or indi^ctiy
without limitation .GPr("TiiirdrPaf^ ,Cbmp^ ■ • '

lijiiitaUoh,:theLicehse:d-Sbftware("0P.iGprhpbhente")';^
avaifable to the Licensee for CPI'Cbiibpohehts (cj.' tcl^hdnc, technical; sup^'rt
phone number fpr.CPiCoraponenis-(d) ein^'l techriical ^stcm sup^rt.-vn^A^
hirharbuhd frbrn'receiptbyGPI^yithrespectiq email inciuirieisidmLicehs^^
(e) maihtehance aiid isuppprt of CTtistmg pphmunipatipn 'mt^^ 4II ;.CPi Cbmppneiite -(f)-
escalatiomproces$.'as.deWd-inrSchedulc AmcMihemb,i»fe

PageJ.df12
Controclor:Initials:
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Exhibit B, Attachment 7, SaaS Maintenance & Support Addendum
Gompouenls (g) remedial imaintenance: off-site via telephone, or secure connection to the
Licensee's System for. GPI Components. ,AJ1 maintenance will be performed by qualified
personnel who-are familiar with the .system; backup, maintenance resources; rerhote diagnostic
capabilities; if.Licensee p.royidM reasonable notice to report system malfunction; Help Desk
services within certmn desi^.ated houK where iinatters .^e handled oh a priority basis as
determined in the.feasonable discretion of CPI; and/the followng System services,-cpmrnencing
uponihstallation of the System pursuant, to the SOW;

.(i) Error Gprxection:- XJpon reasonable notice;by Licensee of ah is^e with the
System, (if the issue can be, replicated), -GPI; shall use response times as
describ(^.;ih Schediuie A. to cqifect or prpyide a-wqikiDg spiutipn for the
issue.

(ii) Material .Defects; CPI shall- noti^ the Licensee of any-material errors Ur
defe^inSe system,lchp>vn to GPtprmade':^^^
during.the.Term thatcouid.cause thep'rpductibn.rifmaccurateorpthcw
materiidlyiincpirectre^ltev^

(iii), CPI shall..initiate actipns;tp.piuyide cpne erxoKipridefects by-any
means CPI,-in its sole djscxetibii, deems appropriate.

(iy)- Updates:' All neW',rel^es^Md/bug:;^es:'obtm GPI iyidiQut chm-ge;
('Tree Licensee .at no charge.
HoWevif; ?CPI ̂ "11 ney^ .]^le^cs: foUpwing

accbrdahcey with' ̂  of .fe.State^pf-NbW H
Message^Platfprin;|ys't^-cpn.^ct'tb'which, tiu .

(y)- Spbjec.t-t9;tbbLicensee§:payihcntoT^e;appli^

to': w.hich/-tluS:'AiS ;i^'.attached,;.ahdi its .cbmpjiatfce 'y/iih; all. Pt^er
'bbligaribhs. urider..^^^^ M&S'.Xddendi^; GPLVill-

rtW n'tfirrtAl'VT.l^i>cic,\irtVK Kdplhm-c(»Tvir>R-'«m'RcificfllIv'lliTlited

accorfanceyrith thb;tcrms_p^jhe

1.4 'Tupporf'toeans (i);,the m^'agemehfbf tbeii'cehsedSpflw
availability pfnve.supf^ft!by'telephPnb.^,^es.cribe;d:m,Iil^traM^^
additional suj^brt sefyic.es desOTbe^i^m .wri^^

1.5

inforrhation as .
contract to-whicfr this,Addendi^

.poge.2,of 12
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Exhibit B, Attachment 7, SaaS Maintenauce & Support Addendum
1.6 "Supplementary Services" means services the Licensee purchases from CPI xmder

a description of services other than the Mainunance Services described in this Addendum. iBoth
parties shall.agree upon such.Siippiemehtiiry Services iii writing with an appropriate statement of
work. Examples of Supplemrataiy Services include, but are not limited to:

• providing'architecture, design, network topology documents
• metwork 'cphsu]tatipn',scrvices
•  secmity assessments, of documentatipn for system audits by a fedei^ governmental agency
• Any enhancements or.new functionulity to the system .that is currently hot oh (hc-isystem

'at.thc time of the SOW writing

L7 "SaaS Services" means (Oh^wareplartcrmtmd components, (iijidfrieeded,third-
party so^are.Ucen,ses:need^ for jbarfwareplatform and components^ (iii) di^ storage, (iv).back--
ups' and (v) Mteraet'VPN for Liceh^^ The centrai,.site lOcation,:for.hosted pljents is tbe
secure hosting center at theiGPI facility:

2. S^HOSTIWG OBLIGE

2.1 Subj^titP paynient of the Ecm as described.in the-State of Ncw Hampshire Ho.sted:
State Message: Platfonh/Systeih cphtract; to which ̂ s" Addeiidum jsj atte^e^^. ,^d-Tiic.ensee's
performance ofall ofitsobligafrpris.imderthe Agreeiheht.arid tW Addenthimi
provide S^SSeivides is." con^gratuponbo^ .Parties h^

2;2; .CPI. shall.pf6yidA;SaaS. Seivices to Licensee ph a hpn-^^cli^,iye ;-GPI
Licensee may'access anduse theiSystem. CPI shall (i)>hiaihtain'its.'(^t^;^^^
upon whibfrthe System-WlLrwidcVtbgcthCTwithall-rcx^^
platfonhrtbihosti^e(Sysleiri^ ;ahd (iii) provide Licensee with rekl-'tijnie a.cc(as^itd(thc;^
Licensee to'rim && System' aDd^.use-i^ intended purposes.: SysfemTiosting^is^^
by iicehsee. The;^cehseei,'may hoLuse the; Syrtem, to;prOyide,. seryices>rpv^^^Ji^
app.royedinadyanceahdwritihg'by-GPI. • '

.23
those.;;instMces' . ... ... _
teirippimiiy bedlscqntihu^,-- give;advapG^;hbtice'm^
advarice,:6f^y upgrades" (eJg^lih^^ mmpr upgrades,-.^stem chm^),that'may^^
service avaiIability/^dperformahce;Iht^ptipnf6rpiajmedmamt(3h:ah^^^^
;ScBeduJedi:mutuaJly;agreea6iei.mamteiian,ce w ,

;2'.4: Tntrare^ipsta^cesi-the
uiiavaUable.; ;Hb^,eyef,lCPl;S^
on a.moiithly .basis.

;2;5- ,CPI will provide system and application siipjjort: . sufficient to maintaiin" the;
foIlbwing'perfomimce,,leyel: 'Xatent^' shall mean; theaneamemeht of
message^^itcbiiig;appiicatidriTeceives;die-messageiand:ihe&e'them

Pogc3of.i2 .,<y.
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Exhibit B, Attachment 7, SaaS Mamtchancc & Support;-Addendum
begins transmitting any derived messages to the ultimate destination. If the destinatioh is
unavailable for immediate delivery,'then Latency sh^ mean tbe> measurement of time between
when the message switching application receives the message and the time at which' Uie derived
messages.are placed in queue for the destination, Average times shaU.b.e based upon a cgmpilatipn;
over a one month period, Ayerage tnessagel^lepcy tme applies to:-{l) Hot Files for Single Hit/No
Image Responses, (2) in,i(3) DMV, and (4) R'ecofd!Ehtryj and 5),N!EIC 6)Inlets.

3. BANKED HOURS

3.1 CPI will rescrveand make available tq.the Licensee ten (10),hours of Mamtenance

Services per month for eachmonth the Term ofthe Agreement is in eifect ('^Banked
Hours"). B^ked Hours only be lacd for **Mamtcnance Scndces"-as dc^cd
in Section. 1.3 above.

3;2 Banked'Hours may only be usedTorMamtenahce-Services'that are peH^ for
any purpose that is not hed to a;|^lb}«,ofGPr'smic^ This
includes the hours usedifor diagnostics :ah'd tioubjcsiipdtihg s^ices:that.idehtify-
faults that result in use of the Banked Hqurei B^ed Homs may aliso be used for
die discpycry. phase itlatmg to potm Service wlucli; result in^
the creatich'Pf a SOW forWch/Suppi^ent^ S.^ic^^ .

3:3 Ihthenyent'.diat;thB:B®ed,:H^nrs.fqrr'J^^ any

ra^imumacOTal of eighty.(80) K6ufs\

3,4- Under no ci^cuDK^ce;,mayiBahked^H9ura•b©•used^:tpyvai^d;!^
payment for die i^eiOf CPrs^Lic '

3.5 Upon iterminatiprt, of thi>;Agre^end;LibeMee^^ -the use of ̂y'
Banked HourSi

4; baj^ddolLars

4.1. •

'pbUdK'^.'Buik£d'£>oll4rs';may';n6t bcysed fo'rth^d<j)uty^ licai^ Md bardware.^Qoni^
payment to CPf for'-the .use!'of-(^l's.lUcensed-,'§p^^^ ony noa^upplementary
Services; Banked tloUarsTinayJ.bc^uscd nj^apphcd ils.discre'tibn for
Suppiemenlaiy Semces. . ' ' ' ■

4.2 Th the eyent;tha"tlhe.BankcdcDol)to,aVad^JcTbri.Supplraehti^.S(^,c<3;arc
.anygiven Terih Year,'thfeiBanked;!^U^"^p]imdiibfuscd^
applied to-the■subsequent term Year C'GattyOver.ripilJaK -Tie'inaaunura.-amoim of

Pago 4 of 12
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Exhibit B, Attachinent 7, SaaS Maintenance & Support Addendum
Carryover PoUars one Term Year to the next is $66,000. for example, if Licensee
docs hot use any Bj^ed Poliars in Term: Year 1 of this Agreement,-$66,000 in Carryover
Dollars will carry ovct to Term ,and Licensee shall have a total amount of Banked
Dollars of $132,000. If licensee uses ̂ ,000 of th^^ Banked Dollars in Term Year 2, ihc
Banked Dollare "amouht available to Licensee .in Term year 3 shall remain at $132,000
(Tcrm Y.car 1. $66,000 +'Tcrrri Year 2 $66,000 + Tenn Year 3 $66,000 $198,000 of
Carryover DoUara).

4.3 If Liccns.ce-has unusedBank^-Hoiirs frpni"Licensee's itnmediately prior agicOTCTt with
GPI that t'cmjiriatcd immediW before the initial Teim.Year of this Agreement (''Unused

. Banked. Hours'0,CPI shaU'allow 33%" of the linused Banked Hours,.'to ,bc c^ed over'to
tbe-Btmked Hours-.df the first Term Year of this Agf6chicnf:('Tiret:Terrh Y^');and the-
maxinium accriial .fdf such .Term Y.ear shail'bc iiiqea^ ac.cofdinglyi biitoidy dimng the

. Firet Term Year.

4.4 Tbe other 67%. oif Unused Banked :Hburs:Sba]i be converted to Banked Dollars by
midh^iymg each such.UnusedBarilced ljoiir by $240.00(50% of 20 Unused Banked Hours
= id X'$24p -^niised Bankcd;E)6llars")); Such'Unuscd/Bahked
Dpii^ shaif.^ to the.imtii.B^ amount ahd.be available to be used,
onlydurmg &e;I%^TeimvYc^. oftjiis A^cement Tii'e.maximum'.cany ovtt.ddllah from-
the fromithe'First'iT shalVrtmain:$66;000.

■4.5

the Iodine aihot^ for-^bs^^

"4.6 Upon tcaminafiott'of.dusAgreemrafeLicrasee.^^^ alLri^t.to.and^ahyif^upraOT
Biiikcdfpbliarsfiilcludjn

5. TERMi&MGM

5.1 . Tbi'e.termdf;tb'e.Age,imerit;sballapply,td.Ms:j^^d^^^^^
rights set forth:invtiikA^eementi "ih.the event.the. A^emerit is fehewed.'for.separate "^cO^siye
teinris:pr6Nnd^..i'aLneitfiiCT;P^ has..giv or non-rental,-the.'
teniis ofieachren.ewi.sliaUybeidobumCTtc'd-^proyidedm liie<^ ;^y and all-.a'ddibons

Partie5i^:.pfpYidetf

6. Ji'ijiES'

ihe-^"qtmt'dfBank^:Dpiiare:"6r-^'.b^ond^tKc riumb^ ofBankcd Hoii^
to Licensee basOd upon opra iim^ny-;ag3rc,ed..up,onfSQW not.io Oxc'eed the price ofthe cbhtrac
ideritified-ih,.bjopk"hf:o^t£o:&^ State Message.-Platfprm'Sy^Je^
cpritract to .wliioh.tliis A^
PagcSof 12 . ,
Gootractoplhitiols: .l^.'c
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Exhibit B-Attacliraent. 7, SaaS Maintenance Support-Addendum

6;2 Included in the Maintenance Fee provided for in the Agreement are the charges for
parricipa'tion in the; annual CPl OpenFox® user conference, including all expenses for up to four
(4) Licensee representatives. The cost of the aiifare shall be limitcd to coach class.

6:3 Any payments received by CPl as specified above or in the Agreement does hot
include taxes br other aypbcable,duties, taxes.and other applicable duties shall .be added to the
total- amountifor which Licensee' is-responsible. Taxes and,other- applicable duties shall .be added
to the; total:^ount for which Licensee is responsible, subject to applicable laws.

7. WARRANT

'7.1 CPi has the rî t'and capacity to enter into this Agreement and folly perform all of
itS:obllgations'thereunder.

7.2 CPl warrants that tbc:Systcm ahd .SaaS Se'rvices will, be ac'ccssible and operate in
conformance wtii,published in a proper fashion.

7:3 NbtyodiStMding^the above paragraphs, ALL MABjnTJNi^CE. SERVICES AhID
SAAS SER^aCES -PKOVIE)"^ THE AGfeEME®, ,TRGLIJEIbrG- -THIS
'ADDENDUM, OR PERFORMED ON AN' "AS ; IS" BASIS .AND
LIC^S:^'S: USE OF- -^HE,.SER\a,C^ IS.- .SOLELY AT ITS OWN,' WSR.. LIGENSEE'S
h.F.MPDTES ARE OUTLINli)^IN tHE SJATffi 0K:NEW M STATE
.MHsSAGE PLATFORM SYSOIM .GONTEAOT TO WISGH: THIS;-.:^
ATTACHED., ' ,

8. USAGE RIGHTS

it is- imderstpod.'md agreed that System Licensed," Sbftw^ .-imprp^eipen^ .^d,
enhancemOTts to, either^ ;the. Systerri: .or the, Licensed Spft^e ;proyided/.by''GPT under tliis;
Agreem^t arepropiiet^ to.'.CPIj and are ̂ bjec.Ltb'the;foijp'whg,^

iSi.i AJl,seryiceSi;iinprove and;cnhancemcn.ts prpvidelL o|l^efi.nedih^^
part.ithefeof^may.bS^ibe-i'msti the'-benefitot^
;ow:ned^^bsidi^eSrOEcbnhplle3!^^^ ahd;.Licen^"e.e^\yijl•>jj■a^^^^
ri^ts.cdnsistmt.iwidi

-.8;2', Licensee; wfll, hdt copy,.,.^stiibute or, majce .available any p^'.pLth.c-servibes,
improvemim.ts prephmcemcn

8:3 Spccific^y:bxcluded'from-Mamten^ce'.Serv^ as desbfiheiih" ihjS"A^e?ment
are. issues, arising Licensee'enhancements i6r.irnprovements> which;.^etputs^
•GPrs Mainteiianbe-S^ces.:.&Lshall h^venore^^
enhtmeementebrissues introduced'tO:lh.eSystemt6rLic'ensed;Sbftware;by:br tin
■pfjitk agents. "

.I>age,6,6ri2; , ^
Contractor lnitiais:^ -
baie:.5jr3()iiM'
;ib^sisS\C6csU^^^

- ■■



Exhibit B, Attachment 7, SiiaS MainUnance & Support Addendum
?. LICENSEE OBLIGATIONS

9.1 Licensee is solely responsible for the content of Licensee databases.. The licensee
must provide CPI access to its databases and cohteht as reasonably requested,by GPI from timC'to
timeior purposes of providing the Licensee with Mainten^ce Services prSupplemen^ Services
if any.

9.2 In the event that any virus or destructive element is found-^in or.fumished with any
Licensee Cohtent, Licensee will use .best efforts, upon learning of the situati.pni to eliminate the
virus or destructive element CPI shall- have the right to take steps; it:,deems ;hec'essaiy or
appropriate to eliminate the virus or deshuctive,element and to be;reimbursed;by Licensee for its
costs .arid expenses relating to the srnne upon.iGprs demandi.subjw^^^^^ contract price limitation
identified in block 1.8 of the. State of New I^pshire.Hosted:$tate Message
coritract to which this Addendura is attached.. -

GENEI^TEpiS

1 g. LICENSEE REPRESENTATIGNS AND

Licensee represtm.ts and wari^te,;tOA •

lO.T .Ithastheright,£uid..capacity',tp;"ehterjintb;theA^le^eht^^^^
obligations thereunder and^hereimder;'

10.2

Licensee .

Licensee,data ;and include .,it/m'the SyStern, atid Licehsee/dato sM^^ laws of^ahy
country and shall- not, ih&ge^ahy other .pa^.'s.lcp^ ;pMw:ipteUep^ai
prppertyjri^t . " ^

10.3 LicenseeVshall not rerUcehsC pr^rc^scU .Kiaintenance; S^ic^
Seh'icesTo any third .pajti

11. LIG^NSEE-IOTETO

i l .1 .See^Secfibn .ArR^ S.tate pf,New;,H^pshu',evHo.ste.d ;S§fe
System coritract.to.wiuchJthis Ad^^ '.t •

12. INDEMNUaeATION

13. See

cpn^ct

i'3.1' CPI; is;npt-|iable tp nbenseeTor lost data. - It;iS Licensee'^-sole^^ to
ensure that any bacldip'perfoiTOcd by';CPi!^ph .Lapens^'s ipeh^^^ ■

;Page7ofj2
Cbhtractor'Initials:

"Datc;i-36-23;
jC;.\ri5SlSSVPOGSyW2\(X)M8\lOW^
CPI'SaaS.Moiolauu^ And Support Addcoduis



Exhibit B, Attachment 7, SaaS Mainteriance,& Support Addendum

13.2 Notwitbstandihg anything.in llie Agreement or this M&S Addendum, the maximum
monetary liability of CPl and any of its officers, directors, employees, agents, suppliers, or
afSJia]«, in connection with the services relating to the System including aiiy act or omission-shail
not exceed the lesser of the amount of fees paid to CPI under the Services relating to the claim in
the 12 months preceding the clmm, or ($500;000)j whichever is lower.

AGCEPTBD AND AGREED TO:

Corhputcf.Projects of Illinois, Inc., LICENSEE:

Naiiiei Kevin Sawatzky

Title:; CEO

Date:. S /

Name:, iPenis Qou'et

Title:
ClO./ D.OIT Commissioner

• Date:
May 31.2023

Page'8 of 12'
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Exliibit B, Attachment 7, SaaS Maintenance & Support Addendum
SCHEDULE A

COMPUTER PROJECTS OF ILLINOIS, INC.

POLICY ON TEGBQ^CAL SUPPORT PRIORITIES
AND ESCALATION PROCEDURE

Issue priprities.& service levels
Each issue jb^ed with the Support Center will be assigned a priority to the di.scretiph p
Support Center team orrequested by Licensee and agreed upon. This wiU provide Licensees,Syith,
some indication as. to how quickly the issue will'be dealt with and allows us to plah-the Support
Ccntef^^orklOad'.; Isiues \vili.haye.;a t^geted response.and fix time associated with it accordinglo
its priori^ illustrated in the. follbwing feble.

Table-Pfibritydcfinmohs

A:

Highest System failiire. Licensee uhablefo
work

Support Center

hmtiediate ;or-within,

15 ihihutes to

respond-to call

4-houn;tpreis.b!ve
provide a wbrkarpuhd
solution

ess
. 1 h'burfallowed Ton

^:time;to;re^oad. -
■n^ iff.tr*2

m' mm m tourejarc or en SSimsssfsf.mpe
Ul^M

pBiOensee cfo prow oromeuna

iSOonmm
as
Centerv'Cal ort

foredmoursr.«5
m. St5

on

Medium .i^Ihtenmttrothard
^pibblein. Licensee still ,able; tpi
•jperformkeytadcs " ■

InOTcdiatc-or-'within

. SO'minutes to,-
respphd.to caU '

;3 wqrldng'daysito.
resolve" or-'providc.a
wofl^oimd solution

Pagc-Sof 12.
CbnUtctbr ImdaU^;.
Date: 500^23
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ExJiibit B, Attadimcht 1, SaaS Majptepance & Support Addendum

6 working hours
allowed for tirne. to

rc^ond

'Low •Information,request, no irnpacron ;
the Licensee " '' •

■Ir^ediate^ ptviyitiun.''
'3dminutes:to' / '
rwpond to call ■

;';i \w6rldng%;eek' toj:;.^ ;
■ pib.Yi'de'ihfpima^^^
adyice';

j  • ,

10.woridngihpuTS
. aUpw.edrfor.;^^

. • "• '

PrioHty Table - Issue pridiity. & de^^

Re^onding. to aniissiie inyolv.M. the;assj^ed:e^ idr Suppdrt' Center mcmbcr.cpn^
Licensee to acknowledge the issue and to indicate to the-Lic^ee tbe likely timescaleifdr d
widi die request;

-A wOrkarpuhd,solution.proyidM:al'empoi^.;fixwto to.implementa
penriaheht fiX;. If lhe.pr6bifera reipcfcureivdieiipketsK6^^^
multipie respiutipnsth^thaye
Issuecscnladdn.
DuMg the npnnal,,bi^inesSiWorkdayi;'^e suppqrt.centw st^:,iS;.au'^entedb^^
ahdsof^are'en^neers:^ T5jKe:c^IS;are;assign(rfa'pnpn^
to contact the. Licehse,e.ahd.^d:resolutibnl'^t^;thejjl^ig?itte;d'ti^
After-npni^. business hours, there is. an on-;eall pfocws iin ,place;
assistpce. If .tlie/SuppPit: Center-sta^ t?§P|y® •
apprpj^nate. engineer itf;tKeiim^eer~:pnrcaiJisiu^
cail'isVffeher. wc^ated to, a.senipren^eer-or.^hianagenipf the'p^.^ .
for resolution;

Suppprt Genterprpp.^
Aflow.chart^ffiDiagr^.'l shownbn the:next;page;:i]|ustratw.;th^^
whenh^dlingiissues.madeitbthe

Page id of n
Contractor'IhitialS:.. -1^
batc::5-36r23: ' ' "
,K:\in5SlSS\ppG^M2SW
P>I S^ ar^;Su^
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Diagram J - Support Center Process Flow Chart

SCHEDULEB

COMPUTER PROJECTS OF ILLrNOIS,;TNC.
POLICY ON ADDITIONAL CH^OES AND EXPENSES

DAILY lUVLTEMnsTMUM CHARGE: $3,000.00

Ppgcl2pfl2
Cootraclbrlnitials:! 1^'
Datc:;5-36-23'

:CPI SnS Addcndm'
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Software License Agreement

This OpenFox® SaaS Software License agreement is entered Into as of this 1st day of July.
2023 (the "Effective Date") between Computer Projects of .Illinois; Inc., ah. llliribis corporation, with
an office at 400 Quadrangle Drive, Suite F, Boiingbrgok; IL 60440 ('CPr), and the .undersigned
Licensee and describes the terms and conditions pursuant to which CP! shall provide the LIcerisee
use of its proprietary software as a service duririg theTenti. CPI and lilcertsee are each sprrietimes
referred to herein as a "Party" or, collectively, the "Parties:"

1.

LI

1.2

'I.3;

1.4:

1.5

1.6

Oeflnltions

^Agreement" means this OpenFox®
SaaS SofbArare License. Agreeriient,
Iricludlhg ah attached Schedules
each of which Is incorporated .herein
by .their reference (thls'"Agreenienf');

"Documentation" means GPI

dqcumentatibh, in .any rnedium,
.delivered to Licensee Including user
fnapuals and training materials
relating to the use of the Llcense.d

. Spfhvare;

"Licensed System" rtieans the
(..icerisee's system authorized to
download, instaiL or .other^ise.'Use
Uier.functioriality^and.fe^^ of the
Licensed Soft^re: ;in accOrdafica
•with terms of this'Agreement.

"Ljcensed;,Sp^are.":meah5
proprietary QpenFo^' spfl^fe
pro,duct(s)'specified':o"n SpheduI.e "1"
ijh; mhti.ma. pbjed" .code:.- (i|). any
iJpgVades^.^a^^ '0RL. may, ;P.rpyide iq
:LicqnsBe.ff'qfh:dme46 Urn
Teffri; and (m):D,ocurh^htatipnV

'Malnteriance' means the

:rn_ainten.ance services, prp.vided by
CPI' td'support andi 'majritiln/the
Licensed .'^ftware as. descrit)ed In
the, .SaaS ̂ ainleWance and Support
AddehdUrn.fbrth^

provided: ■ in> iSchedule .3.
Licensed
on 'the

as

Malnteriance

software- is

for. the

provided
LlOTrisee.'S; System, located-.at. the
:ePI'S^ SaaS Site as specified In
Schedule 1.

"third Party PrpdUcU;" means
spft^re, and^r hardware owned by

Conlfaclof Initials:

Datc::5r30ri23.

1.7

Licensee: or licensed by any party
other thaniCPI to Licensee.

-Upgraded riieans a release of the
Llceh.sed Spfhyai^ 3ubseqUe.rit tothe
initial, delivery generally ;made
avallablej to: Maintenance
subscribers in vd)lch Gpj has
inporpofated. (1); changes (made- to
correcii errors or '"defecte; (li)-
erihancernenls to provide- new
capabilities, or (iii) Improvernenb to
prpyid^e'better pertph^^^
with;:new:of revised Documentation,
iqdbes'hot include ;any>;new serVipa,
prpdud or xompbneii.i: offerings as
deterniih^ sbielyiby
■GPt8*Sa.aS<Site',.ih.eahs:J^^
vvhich:.uie.:Lipqnled^^^
maihtbined.iastqpe^^

"Licensee's , ;.Stbff 'means' the-
.tdcense^e'ssstaff;
request SerVibb^i-fp^- '^iF^hbed'.
So^afe.

2. TeiroofAgreeriient
Thls,^'reAriientshajj: be.OT
the Effddt^e.itjate/updn 'theislgnirig^lqf "fc
Agleembnt by . .;dUiy.' auUrohzed
fe'preseni|iUyes of, -.CPi:" ;an(;|i' lUcensee
(I'Gphtfacl'-Fdm^
Agreemeni-shpjb.qgin^^^
%iis. ."Agre.e^ep.t: shalf ..temhlnpe-'-'^'u
te'rr]hina.tjon!:of,.the-Sfey. df\N
Stete'.MeM;age Platfdith;,;Systeiqi&^^^
whi(^: this'.-AgfVem^ ' Any
extenVidhV. bfi:fqhew
A^reerneri.L as .itKeVf^aHies ,m^ n^otiate.
shall become • part' of.'this .'^Agreeme^^ Arid
binding'When'i^'ucedi^

1;8

1.9

Gprrtputep ProJeptsiofllllnois.Jnc. Pag.e;;1;'lDf-i;3
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Exhibit B, Attachment 8
Software License Agreement

by an authorized representative of each of
the Parties.

1. 2.1 LICENSEE shall have the'
right to not renew lhis. Agreement as
longas^LICENSEE provides C-Pl.with
notice of non-renewal at least 60

djayslpriof to the end otariy Licensee
fiscal year dunrig the then Term. CPI
shall have -the right to cancel ttiis
Agreement: at any time with or
wit^put causo' upon: Uiirty (30) dayls
prior written notice.

2,2 Unless' btherwis'e specitied in the
.'State of New, Hampshlro^ Hosted
State Message .Platfoim System
contract, to which this Agreement-Is
attached. This 'Agreement
.cpntemplatee^nye^rsipns to a:SaaS
Splutibii (see Section 312).^ CRI shall
be paid for services.completed: prior
to .termlhatiph arid upon :'nptificaUpn
and acceptance of terrnlnatJoh, no
ftirther work will.be performed;

3. Grant of License:

3.1 Subject to the ' terms .and .conditions
.of and Licensee^s.coinpijb^ •
obllgatiphs: .under ^Is ."Agreement,
indudihg ;prom'ptv:^^
Jnstallmeht; ;of' fees .as. pro^rtdOdMh
Paragraph 6 of .this! "AgfieemBn
v^thput. further notice, .GPL grahfeitd
Licensee a.nonrsubllOTnsabier'hon-.  fc.' .< ^ ' '' 'V:' ''

exclusive and n~On-^rahsferaDle:hght
.a'nd; lice'hse for ;u& \dnly *^
Licensdd^Spfhvare durijig .the TeTO
spiety fpr 'Liperaee's." iiileTOl
■business:pui^s.0s pn^
IJ^hsed'Systems,
Licetlsee ;kQ'ep.s ittie; .Malnt.enaficd'
;arid-Suppprt Addendumw
the-Licensi^ :^f^are ':in eff0ct..by
prpiTi'pt'payrneh^^^^^
Fees,.:as,!s'et.fpi^ilri-.^^^
and; <Suppoi1 SetVicei AddehdUm
(Schedule: and the fees;

3.2

3.3

3.4

described on Schedule '2'; non
payment of License Fees or
Maintenance Fees by Licensee, shall
result In cancellation of this License:

Following Contract Formation, CPI
wilj make available the Licensed
Software.to Ucehsee fpr'use.pnlY.pf
the.^nctionality and features of the
Licensed Software. If this
Agreer^enlis for Initiation pfa SaaS

; solution or the conversion to the
SaaSi Sblutiph such initiatioh, or
'cpnyerslbn shail confptrn; to the;
bbllgations; as set fpi^ ih: tlib
Statomeht of Wpfkt'SOW")
.hereto .as- Schedule "4."; provided
.Licensee, tirnely 'peffpms . its
dbH^atibns as'set forth in 'the SOW.
(•LIdense.e's; iPertdfrfianGe').. If
Licehse'e's: Peifbrmance Is-delayed;
for' more Than thirty. (30) days and
such.-delay ,is .not-caused" solely ' by
GPI, -CPh ;shali have the .. right to
chaise suchiUwnsep for sucfr
,agaihst\';barikeci '"ho 'br^tbiahlred
:dbliare'.th0'^.tjaMjpdat'e'd
delay."

:Subje.ct.fo .Sec|lonj4, ̂  L|^r^e.p:\may
:maRe!:bppleSibf^ti;^^
'foi* ^b|ck"up'-.:dr';arc
:pTOvJd&d^" ' f.^af
.niah^nQsf t,ltiesr\^^
copjmght hbtio^'fand'.pth.ei^^
'IhaK- ' ?h ;dng]nal
.DpcUmehtdtipp
su^:TOpibsVwi.^^ 'shall-rernaih
in; Lic.ense0!s.-,. ^s^ddsiph! and are
sUbje^' to .the^" terms of ; this
AgreemenL^ Llcense.e^ may! not
reprcdu^: -the.^ lljcensecl^ ".Spftware.
the ' Dpoi'm'dntal^^^ "lay
reprcKluced, " :6njy.^ ! as expressly*
:pfpylde'd"hef0i
Licensee, acknowledges,
may: ,recbmmSnd;^br ^ third'
Party'SpfWafe
Ljcenseecacldibwjpdgebibrtd .a
that the '"righlsf.ahd' .llcensM^^

Contractor ixiitiaJs:
Dale: 5-30-23

Cpmpirter Projecls:bf;IIIihpis, |nc. Rage!.2 of 13'-



OpenFox® SaaS

Exhibit B, Attachment 8
Software License Agreement

respecUp such Third Party Software
shall be under the terms and

conditions set forth in the pertinent
llcehse agreements between the
[ficensee and the vendors of such
third Party Software, and that
Licehsee.shallicofnply with any and
al| license agreements-with: resped.
tosny iThird Party.Software. Further,
l.icehsee acknowledge that. CPI
does ,not endprsei indernnity or'
otherwise guarantee the
apprppriatehess,. effecUyeiY^s: or
compatibility of 'any - itiird' Pariy'
Software:

licensee acknipwledges that; as to
Third Party •Software,. CPr Is solely , a
.r^dlerwith ho llabili^-'fpr Third Pa
Spf^are. i^y-additlpriai Third'^Party
Software res,old by'GPj to Llcer^ee
shall be priced separately and. in'
(accprdance Wji^ the, terms set fbrth
'in Ihls/i^feerhentVand Sch^uie 5;-
Additipn'ar thirt Party '^^are,
Resoldito Ulcensee:

4; -.Software Ljc.epse Reactions

' .Except- as: expressly set forth in thjs
y^frofnent^ l.l(renseW ag^es that-it wlir
llselfi^'of through' of wlUi ;any pa^ht,
siibsidiaty.,affiliate.-agent:preih
nofattefiipfcto do so, any df.theifoilbwing: •

4.1 Mpd|fy<i-adapt. reproduce,. dis.Uib^;
or rnake" "deHvath/e: .wdric's' ifrprn the"
:Licrefrsed:^^af6;6hDpc^
or make .copje? .of
ddcUmeritetlbn except :dnty. as
;fequife9'- • tp,, use 'the, liicensed:
iSpf^'re or'for .r^$pnab.ie 'ba^^up.
'purposes y^thout- CPfs' -writt'eh-
cphsent; any and'airsuch cppi^ are,
and -shalj; rernatn Jhe. '.exclusive
pfbpefty "rof GPI subject to :this;
Agreeifient;:

4^2 becompilei.disassemble^orreyereer
,engmMf the ll^hsed, ;Spft^nB ;pf.
^otherwise attempt to do any of'the

4.3

4.4

4.5

4.6

5..

5:1;

foregoing or; .(tX.derlve the Software
spurcpcpde; or Oi);use the.Ucerised.
Soi^are as a model for
development of'omer-softvrare thai
contains "the same funcUorialily or
fealures'as. the Licensed SPftwa'i^e;

Rent, sell; lease, loani encuirrber or
biheryvlsei trarii^ef the .Llcerised
Sp%are or pocumentetion;

Use the ,Ucens.ed Software to
provide processing services to ihinJ
parties; or oiherwise use or'-allow
others; to .use'ftie i:l.oensedSp,ftware
for.the bene'fitvofreny;thirri,paity.rrn;a
0mtfiefcial, .'rental, .shantig
arrarigement,. or oifier "ser^oe
bureau" or sirhllar activity, or

Renripye any product Ideritificatlon,
tra.demaA, cbpynghl,-v<ronfid
. proprietaiy-of.othefinofce'porita^^
pri.pfwtthjfi'ime^
.DocumentatTon..

iChlllehge-pRi's tGrwpprship'.ipf'ilh^ -
llcp'nsedfSo^ descnbed ih
Sjs^ph rS?(b'el<^ •any;\^y ;brjh
;any,:fpi1j.ni;p.f rjia ' "

Ownership

CRrsliall pyvn^n^
ahdi'infbr.est^in^an^
jSdftwarei" iihiludihg .\all^.worldwide/'

■.patenJt ^nghlS'.;.(';-'-,ln.c|.uping<r.p^ter^^^^
■'appli^iipns: an^'v-disdw
•.cdpfngB't*- ' rights '', •^(fheludlhg

,cpm|5Utec-s;pm^
■finwrafe>'.' ^
^graphic 'vjjser-^lnterfar^Si^f feppffe',
■'dashboardi .busing; 'M^e
icasfee,. screehs, afetfe; nptificd.tloris,
drawfrgSi is^cirrratlphs and
'd,alaM^s)i mprai-: Hghts; . -trade'
secre^:"and:bth;er;nghls.wi^.,re^
to 'confidential : ; of prp^etary,
inforifialiorf; ^knpV^how; o^'errightV

CQQtrac.tor 'laiti tUs;
Date:'S;30-23-

Computer: RrbjectScof.lllinols; Inc. PageiSrpfl.S.
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with respect to irivenlions,
discovenes, ideas, Improyements,
lechni.ques, formulae, algorithms,
processes, schematics, testing
■procedures^ technical infpmiatlon
and'other technology: and any other
inlelleclual and industrial property
rights, whether or npt^ subject to
registration or protection; and 'all
rights, under eriy licerise ;br other
'arrangement wjih; respect to the
foregoing., CP! does not graril
Ucerisee any (riteliectual property
rights in foe'Licensed Software, and
allnghLtitle andlrileresl In and'^^^^^
copies of,'the. IJcerised,- $P^are
expressly grarrted In thls Agreement
retriaih; yrith' GPI.. The. Licensed

,'Sbftsyere is copyrighted , .and
protend by the law Af'thc yriited-
Slates, Ucensee.'may. hot rembYe or

.'Obscure any copyright, -trademark,
an^or^hy'.olher. jhteilecfo^

for' VprbpiietaiV, nptlbes 'ftibm:' ;ihe
;Licpfised!S.b^are.' '"' '

e; Llbense;anc|iMaIriton^^
!jn icpnsideratibn. of the' License .granied
'hereini ;;U^"risee;.,shaII pay-
Tebs;fprltriCtiiMrise Spfwere ais desPHb^-
ph-.^edriler3;y~(:Uceri,^
•theadditibnalmajnieha^^^
•ph jSchedule :'2r as' due
;('MWntenahc8;,:FeesrX TTie^Ll^nse-'Fees
land - Mainienan Fees shall,' be-'due.vaWd:
•payriljlef Tri accbrdance, yrifo '-the, 'terms^
.spedfiA^ 'in' ^Schedule, 2 arid' :ScheduleT ;3,.
.respecbyely.. Ahy'^faljure^to^pey.''.trie.^y^
FeeSilri^ac^rd'ahce.w
.SbhAriuie'' 2^' 0'' 'riialnteriarf^j fees: ip:;acc:c^ance iWilh: Schedule 'Srmay .'r^ulL iji
-:autornatic TevoMlibri-and' teTrninaOon bf lhis-
Agi^ment arid: all rigWs\aridy:;liperises^

•:granted^h'ereurider'ln:'CRi's;SPle' djscreiipri_v
All. Uce'nse -Fees'are" npn-refundable once ,
palri-

7,

7.1

iridemnifiPatlori

CoDtractor Initiala:.
Dalc:J5-3p.23. ' " "
Computer: projects of IIH^^ Inc.

See Section Ar:6,' of the New
Hampshire, Hpsled State Message
Platform System; Contract to which
this'AgrBemeril,is attached.

7.3 In the' event that the Licensed
■^flwaro Is held by- a court of
..cbriipetent iuhsdicUpri tb^ infring'e a
-third party's/ iprpprietary rightSi or
.Licensee's use: 6f the; Licensed
.Software ls.;'erijblried; CPI shail have;
the 'pptiph, ;at Us expense and sole
:discreiipnj to (a) mbd^ the'.Licensed
'..Software 16 ' bie. ihPh-irifn'hgingl- (b)
-obtafn for 'Licensee, a llcbiisb; to
continue ;us[ng the Ljcehsed
^^ftvVarei (G)'sXibsti'tute1he:Llcensed
-Sbftware' " software
^ re'asphabjy^ Licensee', ,gr
(d))1f nOTibj'of^e^
.are^commerclaliy^e^

ih'bt:Uicens;^?^d^a^^
■- • riptrused>pi^rate^^^^

7^4Se8:JSqcUbri.Ari4.^fifethe.:Ne\y^^
'" S'^teV.:,

System; 'whjchv-thisv
A^'feeriienhfe^ . ' "

8; 'Warranty,

GPI vya^rife; to ;Li,cenSgp^fo^a^^^^
•SofhYareVvWil-De'r^^^

9. Warrpri^:.pjscfoto^^ .

E)CGEPT AS'. SET'iFORUil^' jN.vSEfcililONrfi;'
ABO^E;- 'bPl; SHAlilii 'PR6>^DB/^THJ;'
LIGENSED " SOI^ArE': ; ,')\iSrlS''::.vANp;
EXPRESSLY dlSCb^jKiS' -ANjf; Ap:-ALL

.vyXRRANnilESi OPRESS^\©r;-jMRUIED.'
.lN(Si:UbiNG'''^THdljT^^^ THE
IMPLIED' WAR^pES- OF.
MERGHANTABILfe'" .FiiTNESS- FOR A
PARTrdiJl^ • RtlRRbSE;,. ....'NO.N-

• INFRINGEMENT. 'QdlETrtENO.Olilf^ENTv

:,Rage'.ifi;bf;i.3.
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-INTEGRATION AND. WARRANTIES

ARISING OUT OF COURSE OF DEALING

OR USAGE OF T^DE. LICENSEE.
AGREES THAT, AS BETWEEN LICENSEE
AND OF*!, licensee IS"'RESPONSIBLE-.
FOR THE ACCURACY'AND- QUALITY OF
THE DATA INPUTTED- INTO aKiY
LICENSED. SYSTEM .RELaTED TO' THE
USE OF "THE LICENSED SOF^ARE.
BECAUSE THIS 'DISCLAIMER OR
WARRANTY MAY NOT-.BEVALID IN SOME
STATES OR JURISDICtiON; THE ABO^E
DISCLAIMER' [MAY ' NOT .APPLY TC)
LICENSEE.

.9. Lfmltatipn oTLIablllty

9.1' O^er than for GPI's
Indemnlficaitlon' obligation set
fprtH'In Sectlbri;?, In rip event will
GPI 'bei.liable for. any loss, of
profits, ilbss of use, buslhess
lntefniptjpn,vlps
-coyer . :or- Iridlr^^ . Spedali.
linciden^I or cpiiseguentia^^
damages' of- any Wrfd In
.con^ection^wHh:pr•=arisi^g^pl^^^^
itho/ fumlshlngi peifprTfiah^^^ .or
use pfjthe jLicertsed iSpftWarp. or •
any'd^ayiin'Senyei^^^

'.the.f 'Licensed.'^^^^ whether
a]i.eg.e'd^s ajbre^^^
t'ortpiisv xdndu'^"^ -Ihcludlng
:neg|ig<^ce,' evpn'^^^^^
advisedvofrtiieiVo^^biilty^^^
damages,.' " GPI'S' - maximum'
agg're'gate . JlablJIt^v (w^Hetljer; In:
.cdnj^'ct^iort;©^^^^^
.jla,bf|l^j'^ for 'damages 'or' loss,
,Hp\^.b;eyer- aHSIng;^>.;bij '(Muspd,,
.Whe^ep^Pr^'no^
' npg if geiice j .':'s hall
oreytei;'-[thah;^the..^U
rec^ryed)by' CRlrp.ureiiant|tp .tftjs
Agfe.ernenL

9;2' No employee,,. agent,
repre$entat||ye> pV^affi^
lias iaulhonty.^^t^^^ iiny
oral' re|p:esentaSibhs'lon .wari^nty

concerning the Licensed
Sofbvare: Any written
representation or warranty not
oXprcssly contained In this.
Agreement Is unenforceable.

10. Audit Rights

CPl or its repr^'entatiyes shjajl be entitled to,
at CPI!s sole cost and expen^, audit'
.Oce'ris.ee's. .facilities: or documents to verify
jjcens.eels'compjlan'c^ tfie piibylSipns, of
this Agreenienl Any such audit' may take
place.Trdm time, |q tirne, but no more than
once each; 'calendar year, during, normal
business hours by proyidihg written.noticelo
Licensee fat. 16^ .ten'(45) buslhess days'.lh
aifyahce.of such .audit; ILany audit^reyeals a
-ddfj.clehcyifn any .iihder
' this AgreemenL Licensee' .will- imrnediatqiy

p.ay:',thesje!.:amb.uhts .as' 'are ifegplred^-'tP- re.r
eS^Blfeh/'^.mpji^^^ this
•^feeme'ntp r - "

iii ■ ;Public;Anhpuncemerits^^^

• sales.^ pri&ehMlpns,..'ma^e.lihg'^^^^^
ma'^etl.ngi^ehicle's,'a
ai^:mad:&ffng:^d^^^ " ' •

12. Assignment

.See'Sectido A-13 ■6f-E)dlibit;A.tb;tKb':Stafe!bf

' AgreemehtJIs^^

13.' Ceii^dohtiality'
1.3;> Parfy- ack^bwledges/jh'al'^^

respW^e ■-0.on^d^i^ IhYorma'tipn
• de'scnbOd' in ''ih'erM&SSAd'd.ah^^^
:cbhstjLrtes yaiuable.\tfVdei;sbe"re.ts
■antf:bach).Pa.rfy-;a^^
^use.YHe'.Cohfidentialrrlnfdrmation of

CohtRictbr

Daic:i5T30^23
Cdmp.uTe.r,Projec.ls..o'f Illinois; lr>"c; Page;5.;of 13
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Ihe other Party solely in accordance
with the provisions of this Agreement
and it shall not disclose, or permit to
be^ disclosed, the same directly or
indirecily. to any third, party without
the other party's prior written
cohiseht, unless required by law.
Each party agrees to exercise due
care iO: protecting' Iho'.Ccnfidential
Information from unauthorized use

and discibsure: Each Party
ackhowiedges to the" other Party that
data processed by the Licensed
Software Is: protected by each-Party
in accordance,with (^JS prbtocpls.

13.'2-. .Neither party bears any responslbll.ity
for Mfeguardlng any Ihforinallpn'that
'it ;can document In .writing: (ay Is in
the public ■dpmaJn;through nb-fa"ult;:pf
its'own, (b) waS;property known to it,
wlthput'r^tnctipri, prior to^disclosure-
by disdosihg party, (c)'was-property
idlsdMedtoilt, viri^but festri^dn, by
ahplher person ' with- the . legal
authority., to do so, (d) is
Independent^ developed. by"
receiving -Party without juse .Or
reference to dlsdpslhg Rart^.s
'Confidential Irrfprmatjon or :(e) is
required 0:.be\disdpded pursuant to
a. judicial, or ieg(3jati.ye order' or
proceeding In . which. case tfie
reifying 'Party, shaij- 'provide
disdpsirigyPariy vnlh.'pnor nqtlcevof
the ihtehded-^^iscipsjirerjn-
time.iri"a^nce dfdlsdosureTp^aijq
the di^i^lhg.Party,::ta pppprtunlty
to resist- or llniit jdisclosure by
agreement .or through ahyjudi.GiaKp'r:
other appropriate, temm 'R^Miig
Pa^. sha|l' re'a&ohably. cooperate
with dlaclosihg' Party jh any"such
effoiis'lt'eiects-to-take.

i4. Notice

See'Sectiph.A-yS of ̂ hibii;A to Ihe^SU
New- ^Harhpshire. -.Hosted,. " State "Message

Platform contract to wrhich this Agreement is.
attached.

15. Export Controls

Licensee shall not expcit, or pthervvise
transmit, directly or indirectly, any^LJcensed'
Software, Documentation. informaUon, data,
or other materials received under this
Agreerrient except in full cbrhpliarice.with all-
Uriited States Export Admlhlstralion
regulations arid other appljcable'acts; laws;
and.regul^loris,

16. No Wor1( For Hire

Licensee acknowledges that- the Licensed
Software, and DbcurnehtatjGh.. "ihcludlngi
without llmiiaUori, any and al) up^ies;
rnr^irications, alterations .or sirriilaV woiic
d6ne:by;GPI pursuahWo this, AsreerrienVafp
ohiy'avaiiable'fpr, use by- Llcerisee^puiiuani
to .The^jemis: of this AgrOemOnt
nothing d.phe ,by CPI is a'Wprk for. Hlre^
'^a.ft constitotei^^ of Ucenseei Any

■ .suppiemenlary ".ywfk: - oh, "" -se^yate
snQpgernentXhal^^^ agrPpd tp by .LIcdhsee
and'i^piLwi,itya:des1gnated;s^
therefpreyandj^nle^
sBa"n;rybf;b>"l%bfk^

'17.- MisceiianeousiPro.vIsions.

17;T Entire,'i^gri^efri.ent',-;thi.s..^ra
including>aj^ exhili.lls, riaddenqa^^ or

.  sciVadules'i^if anyrppn^^
ag^^nient of' thb.-. PaWes. "with

. rê ^ed to,'the ;sUbjed',riiajlei;.; pfvihls
-Agreg'rTieht • and '^supe^te^-'^
preylpus comrnupjrajons,
'rbty^entatibris. undarstaridlngs a'nd
fagreemenls, -eitHpV bra! o^':writl'eh,
;between the Parties-Wilh;'resp^ td
the.subject mattehbf-tols>^rE«
This' 'Agreement- 'may "'only be
modified iri'each-instance by a:single

jwritteri dpcurhent" signed' tiy both
Parties.

Coatractor Inidalc:.
Datc:-5r30.23

Cpmputer Proiects^pfllllnpjs. Inc.- Page..6,pf':1;3-



OpenFox® SaaS

Exhibit B, Attachment 8
Software License Agreement

I  ̂

17.2 Choice of Law and Disputes-

See P-37,, Paragraph 8 and 18. and
Exhibit A Section A-3 of State of New

Hampshire. Hpsted,. Stale Message
Platform System contract to which
this agreement is attached.

17.3 Seyerability.and Remedies - Arty and,
• all rights and remedies, whether
Mnfeired In Ihis Agreenient pr .by
any p^er lav^ appiicabie hereto, wlit
be cumulative and/may be exercised
•slhgulaiiy or cohcun'eritly. The

.-failure of either Partyto enforce any
of; the provlsiohs of this Agreement
will hot (Mnstitute. a waiver of any
•other' rights hereunder or any
subsequent; erifprcement' of lhat Or
rany-pther provisions. The-.terms ap.d
conditlons stated herein are declared '
to be: seyerablel, -If ;a, court of
.cothpetent jur^lcbpn holds any
'provision of ';lHis Invalid' or
iuhenfbrceabje. -.iri. ,whd '
except only thej^rt^.telpns refetingJo
■the grant of license and'ffi^ pay'riieht
.of ahy:\-arid all-fe^' -Which "are
,lne^'cabiy related.v the. remaining .
provisions- _pH!tHls': Agreerhen^iWill
fernaih-Jn
the jDrowslph^^ yril] Be
conslfbediso-as to be-ehfo^
the.ima«[mum. lextCT
Javy; - ■' " ' \

17.4 EpR;C.EtMAJEU|lE

.See:?ectipnrAT7^pf?State,
Hpstod"'^siSte-".MlMage;;"
ephl^'^:(6:Which\fii^:Agir'ee^^

17.5 INDEPENDENT GONTRACTORS

CP! and licensee are independent
contractors and neither shall act as the.
otheris agent,' or be deemed an agent or
employee of toe other, nor shall this-
Agteerneht t>e interpreted as creating a.
pa^ershlp; or Joint venture, or .anything
except a vendor-customer relationship:

17.6 ASSIGNMENt

Only Gpr may ^slgh this -Agreemehl.
"LIgENSEE; may; not assign 'Its; rights and
.obligaiipris.urider However,
LIGENSEE; may ^a^ign its righto arid
obligations .under this- Agreement ■ to. a
supt^^'r agehi^ oftoe; slate,,
17.7 AMBIGUrriES

^ch .Party and ito cp'un.sel have participated!
fiifly toV^reylew;' ahd-.^rey^^^ of Atiis*
.effe;^^ thaf apbjgu.ities;'are;-to^^
-ag.a.ln^vi^rdrafjihg^^^
Intbrpr^.tlhgith|s ^ The'larigyagejti
tojsii^greemerit.;^^^^^^^

.;m^hIrig;:a'hdsTO^^^ or •.again^'.any.
PaiW.' •

T7.8; TITLESj/'HEAjOINiPS

TlUes;:ahd ■headings'tb\:sec^n^^^^ herpin,|are
lriser^e'd/ifor-lhe;.<ro^^ of-referen^
6nly;ah^;are;hp^'lhteh
aff0%,the!: meaning'or ■|h
■^feerrienL ' -*.•

The:'undersigned Certiiytoatthey-arerautho^zedTcyac.cephand-eXpcute:this^.^A^
toeVreSpebtoe.p'a^^.Xc^pt^

CoQtrsctdr lai.dals:
Date: 5-30-23

Gomp,uter--Prpjecls.of'lllinois. Inc. Rage;:^<jf.1:3-
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Exhibit B, Attachment 8
Software License Agreement

LICENSEE LICENSOR

Computer Prolecis of Illinois. Inc. fCPI):

By:

Name:

Date:

Contact Inforrriation:

Address:

Teleplrane:.

Email:

By:.

-Name:.

Title:-_

bate:

,Conlacl I nforma'tibn: •

Address:

Telephone:.

Emallr

wiih.acopy to:

Joseph A (^nsbu^

.^Olle'^pp;-.
:C~hl(^o;^lllihdl3:6Ci60i

lQinsbim]@l^rkilnsburQ.com

Coofractor

, Date:

Computer Prpjects;6f; HIinoIs, Ine. Pagei8iO|:T3l.- -



OrenFox® SaaS

^HiBiT B, Attachment 8
Software; License Agreement

Schedule 1

Scheduled

Schedule 3.

List of ScheduliBS

Licensed Software, Copies, Use and Central Site

Licensee Fees

Maintenance and Support Agreement

Contractor Xhitials:.

Date: 5r3b.-23

C'bmpuler Prpjects.pf.ljlinois. Inc. Page";9Jp;fc13

.  -< -W.



OpenFox®SaaS

Exhibit B, Attachment 8
Software License Agreement

Schedule 1

Licensed Software, Gopiiss and Use!

OpenFox* Messenger 624 ^SPOX.S: ■ ■ ^
OpenFox® Message^
.Switch

4 Test, Prod and Failbver

OpenFox® NexGeo
Hdtfiles

■4 Test, Prod ahd.Failover'

Configurator TesL Prod .and,Fallpyer

Operator Aid 4 JesL'Pr;od and^
Archive 3.1 Upgrade, ^.4 Test, Prod andlFailoyer

Cbhtnictor Initials:
Date: 5-30-23:

Goifipuier Prpjects pf;(!linpis; Ihc: Page:.io;bf;l3



OpenFox®SaaS

Exhibit B, Attachment 8
SoftwareLicense Agreement

Schedule 2

Fees

See Gqntract Pricing

Sche.dule;3:
Maintenance and Support Agreement

Sentvia separate document

Gostiactor lo^tioU;
Date: 5-30-23'^
ComputepiRi^'ecte of Inc: '

- -- 'i
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Exhibit B, Attachment 8
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Schedule 4:

Statement of Work f'SOW")

To.be developed

GpdOtctbr Ixutidls:

Datc:.5-30-23

CbmpderPraje^ dfiJilinpIs;^ -
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Exhibit B, Attachment 8
Software License. Agreement

Schedule 5:

Additional Third Party Software Resold to Licensee

CJIS Audit by. Peak Performance 1 Production

CJIS Online Security Training 1 Production

and Testing Service by Peak
Performance

nexTEST by Peak Performance 1 Production

C^Dt^tori^dals:.
Datef.-S^SoVa^,. ■ ■ '
Computie.r Pr6jectS:0f Illinois, Inc. RageM3:pf'l3

.1,



OpenFox
INROVATIVB • MODnUf • SSCURS

Ex-hibitB, Attachment 9; Vendor Quote
CPI Quote

Quote for

NHDOSSaaS

Contract Phases

1 and 2

To: Jennifer Hackett

Adminjs&atqrfll, J'One Program, Justice
Information Bureau
New Hampshire St^b Police
33'Hazen Drive

Concord, NH.03305

(603) 223^521; Office
(603) 931-093lC8ll
lerihfferis.Hadkett(®d6s;nh.aov

'<DBtc:;.;04/.;11/2P^; - • V Jt;|siPricaiKobrdT6ri9CHJays^..

Rcmarks:/Pr<cIng,for-iteme.tq;be delivered
ri'dndghSSe!?-©
ahdiCPL'td.upgrade theexlstirigjpb^^

r:Maie:J,:Smiih:. , , A
'^Shipping:: v.'^lEsfitGwnj)iiido^

.Phase^i

Prodbct P^cripdob Qty- . \IIriit;Price . Total.Pricc

SaaS Gonyersjqh and NejrtGeri •^hlye;-
■ instaliaBon " 1 .$35p;pQ0.00 $3ot;op,d.oo

Niefe Cbnvefsion i" .  i?70,pqp;op ■$7bito()ai
NextGen Hbtfiles, and Valld^hs:
Insfeilatioh . . . . "1 ■$1'.f65^090,dp' .$i,5e5iObo.c)o,

Ma)rit0nahce/SaaS:f:eo;SFy 24 ■  ■■ ■■f ,, J596i772.50 ,
Malntenance/SaaS.;Fee SPY 25i '."7i ■ ]|iB2p;28iV.13 : $6^)2®3:
Maintenance/SeaS Fee SFV^; ' ■  "t ■' ■■ . ^7^;36-i;;bo"^
Maintenanca/SaajSF.ee'SFY;^ =.$^^^^9.00 ' ■
Mainlenance/SaaSFee SFV 28 ;• i$8d6:493.p0 :  ■ ■ -

TotaJsi;

Phase 2 \
Prodbct DescHpti^^ • '  ■ Qty- . ■  l[)nlt-EHcc , tp.^i?fice r.
Dl^sler F^MOvery' "  1- " ■ j$^!Op.O;pp . .. .

QCHL Rejoorts. i: $75,IX^;pO
NGIC XML •  1 ,■^350,000.00;-;
lilXML -  ■ ^  ■$i75'obtf;od' , ,  ■$'l75;pQp^
NICS-XML, ■.I'/. ^  si75.pQO.oa; .  _ .;$t75;bbAiC)0 ^
.(^ritactpeisph ,Noii^ i; • $27^500.00^. /; / 7.7

•Totals.

Page 1 of 1
Contractor Initials: 400 •

'0dUK0»C>i^<^.604%'6
'  "{630)^7f4?«8!l0



State of New Hampshire

Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that COMPUTER PROJECTS OF

ILLINOIS, INC. is a Illinois Profit Corporation registered to transact business in New Hampshire on January 26, 1998.1 further

certify that all fees and documents required by the Secretary of State's office have been received and is in good standing as far as

this office is concerned.

Business ID: 286338

Certificate Number: 0006239100

tarn

O

1^.

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 31 St day of May A.D. 2023.

David M. Scanlan

Secretary of State



DocuSlgn Envelope ID; 534A84D7-4D56-4947-8305-7498DFC69793

MEMORANDUM OF ACTION TAKEN AS OF

MAY 19, 2023

BY THE BOARD OF DIRECTORS OF

COMPUTER PROJECTS OF ILLINOIS, INC.

The undersigned, being all the members of the Board of Directors of COMPUTER PROJECTS

OF ILLINOIS, INC., a corporation of Illinois (the "Corporation"), do hereby consent to and take

the following action in lieu of holding a special meeting of the Board of Directors of the

Corporation. This action is taken by unanimous consent pursuant to the Illinois Business

Corporation Act, waiving all notice of any meetings, Whether required by statute, the ByLaws of.

the Corporation otherwise.

1. WHEREAS, it is in the best interests of the Corporation to approve a certain contract

with the State ofNew Hampshire, the following resolutions are adopted:

RESOLVED, that this Corporation shall enter into a contract with the State of New
Hampshire, acting throtjgh its Department of Corrections, Divisions of Administration for the
provision of computer programming services; and

FURTHER RESOLVED, KEVIN SAWATZKY, as President of the Corporation, is
authorized on behalf of the Corporation to enter into the said contract with the State of New
Hampshire and to execute any and ail documents, agreements and other instruments, and any
amendments, revisions, or modifications thereto, as.he may deem necessary, desirable or
appropriate.

2. This Memorandum of Action may be sighed in one or mOre counterparts, all of which,

when taken together, constitute a single original document A facsimile or electronic

signature on any counterpart of this Memorandum of Action will be considered the same

as an original signature. Any electronic copy of this Memorandum of Action retained by

the Corporation shall have the same effect as retention by the Corporation of the signed

original and may be reproduced and used as an original for any Corporation Pui^se.

3. No further action is taken.



DocuSIgn Envelope ID: 534A04D7-4D66-4947-83O5-749BDFCE9793

ICEVIN S. SAWATZKY

STEVEN L. SAWATZKY

-OoeuSlgiMdby:

RYAN D. SAWATZKY

Bolmgbrobk, Illinois

Being all of the members of the Board of
Directors of the CorporatioD



CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/DDrrVYY)

4/3/2023

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

The Horton Group
10320 Otiand Parkway
Oriand Park IL 60467

CONTACT
NAME:

PHONE TAO 0.4C ̂ AAA FAX
lA/c. No F*n- 708-845-3000 fA/C. Nol:

A^RESS; certiricales(3)thehortonqrouD.com
INSURERIS) AFFORDING COVERAGE NAIC0

INSURER A Continental Casualty Company 20443

INSURED COMPPRO-01

Computer Projects of IL, Inc. (CPI)
400 Quadrangle Dr., Suite F
Bolingbrook IL 60440

INSURERS

INSURER C

INSURER D

INSURERS

INSURERF

COVERAGES CERTIFICATE NUMBER: 1062972024 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POUCIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
LTR TYPE OF INSURANCE

AODL

INSD
SUBR

WVD POUCY NUMBER
POLICY EFF
IMM/DD/YYYYl

POUCY EXP
/MM/DD/YYYYi UMITS

A X COMMERCIAL GE NERALUABILITY

)E 1 X 1 OCCUR
B1072629527 9/15/2022 9/15/2023 EACH OCCURRENCE S1.000,000

CLAIMS-MA
DAMAGE TO RENTED
PRFMISFS /Fa o«a»T«v*l S 300.000

MED EXP (Any one peraon) S 10.000

PERSONAL & AOV INJURY $1,000,000

CENT AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $2,000,000

X POLICY 1 1 ® 1 X 1 LOC
OTHER:

PRODUCTS • COMP/OP AGG $2,000,000

$

A AUTOMOBILE LIABILITY B1072629527 9/15/2022 9/15/2023
COMBINED SINGLE LIMIT $1,000,000

ANY AUTO

HEDULEO
rros
}N-0WNE0
TOS ONLY

BOOILY INJURY (Per peraon) $

OWNED
AUTOS ONLY

HIRED
AUTOS ONLY

sc
Al

BOOILY INJURY (Per accident) $

X X NC

Al
PROPERTY DAMAGE
/Per eeddenll $

$

A X UMBRELLA LlAB

EXCESS LlAB

X OCCUR

CLAIMS-MADE

B4013446274 9/15/2022 9/15/2023 EACH OCCURRENCE $4,000,000

AGGREGATE $4,000,000

DEO X RETENTION Smnnn $

A WORKERS COMPENSATION
AND EMPLOYERS' LIABIUTY y, ̂
ANYPROPRIETORrf»ARTNER«XECUTIVE rm
0FFICER/MEM8EREXCLU0e0?
(Mandatory In NH) ' '
If yas, dascriba under
DESCRIPTION OP OPERATIONS below

N/A

WC 7011994820 1/1/2023 1/1/2024 Y  PER 1 OTH-
STATUTE 1 ER

E.L. EACH ACCIDENT $1,000,000

E.L. DISEASE - EA EMPLOYEE $1,000,000

E.L. DISEASE • POLICY LIMIT $1,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS/VEHICLES (ACORD 101. Additional Ramarki Schadula. may b« anachad If mort apaca la raqulrad)

Additional insured on a primary and non-contributory basis with respect to the general liability coverage only when required by written contract.
ReiContract 2013-034 Waiver of subrogation applies to the workers compensation in favor of the stated certificate holder only when required by written
contract.

CERTIFICATE HOLDER CANCELLATION

state of New Hampshire Department of Safety
33 Hazen Or.

Concord NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORO 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD


