New Hampshire ¥
Fish and Game Department

HEADQUARTERS: 11 Hazen Drive, Concord, NH 03301-6500 www.WildNH.com

(603) 271-3421 e-mail: info@wildlife.nh.gov
FAX (803) 271-1438 TOD Access: Relay NH 1-800-735-2964

May 17, 2023 108

His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the New Hampshire Fish and Game Department (NHFG} to enter into a Sole Source amendment to an existing
contract (Contract #6003417) with Sovereign Sportsman Solutions, LLC, {53) (VC#230940), Nashville, Tennessee, by increasing the
price limitation by $74,305 from $110,000 to $184,305 with no change to the contract completion date, for upgrades to an Event
Management and Online OHRV Registration Sales system, and the creation of a Law Enforcement Criminal Background Check
module, effective upon Governor and Council approval through June 30, 2024. The original contract was approved by Governor and
Council on May 15, 2019, item #55. Funding is 20% Federal, 27% Agency Income (OHRV Funds)}, 2% Revolving Funds (Gifts &
Donations) and 51% Fish and Game Funds.

Funding is available as follows:
03 75 75 750020 21130000-Fish & Game Commission-Gifts & Donations Account FY 2023
20-07500-21130000-020-500252 Current Expense $ 1,305

03 75 75 751020 21200000-Public Info & Conservation Edu-Public Information & Qutreach
20-07500-21200000-020-500252  Current Expense 3,000

03 75 75 751020 21210000-Public Info & Conservation Edu-Hunter Education Program
20-07500-21210000-046-500464 Consultants 10,000

03 75 75 751020 21220000- Public Info & Conservation Edu —Aquatic Resources Education
20-07500-21220000-020-500252 Current Expense 5,000

03 75 75 752520 11830000-Law Enforcement Program-OHRV Education, Trng, Enforc.
20-07500-11830000-103-502664 Contracts for Operational Svcs. 20,000

03 75 75 752520 78870000-Law Enforcement Program-Conservation Law Enforcement
20-07500-78870000-103-502507 Contracts for Operational Svcs. 35,000
$74,305
EXPLANATION

A sole source amendment to the existing contract is necessary in order to move towards greater database consolidation
and to better support the public by allowing NHFG to expand its use of the Event Manager system to include our Becoming an
Outdoors Woman {(BOW) program. In order to achieve this, the current platform requires upgrades and an expansion of the current
capabilities.

Currently NHFG generates general hunting and fishing licenses, Off Highway Recreational Vehicle {OHRV) registrations, hunt
lotteries, Harvest Information Program {HIP) surveys, Hike Safe cards, Hunter Education Certificates, online turkey and deer
registrations and has an online event manager to manage some of our education programs electronically.

This amendment will also allow for the development of a platform to migrate OHRV renewal registrations to an online
system per RSA 215-A:45. As well as additional programming to develop a process to prohibit it customers from purchasing hunting
and fishing licenses if they are under suspension from any state. This is a requirement as part of the Interstate Wildlife Violators
Compact.

The current vendor is possibly being acquired by Paylt LLC. This acquisition has not been finalized as of the date of this
amendment, however, attached within this packet is a letter from them indicating they will honor this contract.

Respectfully submitted,

it R e K%%\QM

Scott R. Mason
Executive Director Chief, Business Division



AMENDMENT™ "

This Agreement (hereinafier called the “Amendment”) dated 8" day of February 2023, by
and between the State of New Hampshire acting by and through its New Hampshire Fish and
Game Department (hereinafter referred to as the “State™), and Sovereign Sportsman Solutions,
LLC (S3) Nashville, TN, VC# 230940 (hereinafter called the “Contractor™).

WHEREAS, pursuant to an agreement (hereinafter called the “Contract™) dated, April 16,
2019, approved by the Governor and Council on May 15, 2019, Item #55, the Contractor agreed
to perform certain services upon the terms and conditions specified in the Contract and in
consideration of payment by the State of certain sums specified therein; and

WHEREAS, pursuant to the provisions of paragraph 17 of the Contract, the Contract may
be amended, waived or discharged only by written instrument executed by the parties thereto;
and

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions
contained in the Contract and set forth herein, the parties hereto do hereby agree as follows:

1.) Amendment and Modification of Contract:
The Contract is hereby amended as follows:

(A)The completion date shall be extended from (date) to
__ (date) ‘

(B) Amend Exhibit B of the agreement to read as follows: “The additional amount paid
to the Contractor under this Contract will not exceed $ 74,305. The total Contract
amount including this Amendment shali not exceed $ 184,305.

2) Effective Date of Amendment

This Amendment shall take effect upon the date of approval by the Governor and
Executive Council of the State of New Hampshire.

3) Continuance of Agreement

Except as specifically amended and modified by the terms and conditions of this
Amendment, the Contract, and the obligations of the parties thereunder, shall remain in
full force and effect with the terms and conditions set forth therein.

IN WITNESS WHEREQF, the parties set their hands as of the day and year first above
written. :

THE STATE OF NEW HAMPSHIRE




Fish and Game Department of New Hampshire
e pate:_S/25(23
e | [} ¥

Scott R. Mason, Executive Director

tractor an ori Si

Bill Hewitt for Sovereign Sportsman Solutions LLC

DATE: 5/22/2023

TITLE: _Chief Executive Officer
Acknowledgment: State of TMSS , County of aﬂf‘tb[,fm

On A _3 QYA before the undersigned officer, personally appeared the
person identified to bé the person whose name appears above in signing on behalf of the
contractor and acknowledged that s/he executed this document in the capacity indicated below.

d@mﬁwﬁm /ﬁrwm

Name/Title of Notary Public or Justlce of
the Peace

AL (Form, Substance and Eyecution)

oate S/ 25/ 2023
¥ F

(4] ;;"é\“
Io,v ;:m ,’.

(Revised 8/20/20 LHG)



State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that SOVEREIGN SPORTSMAN
SOLUTIONS, LLC is a Delaware Limited Liability Company registered to transact business in New Hampshire on March 01,
2013. 1 further certify that all fees and documents required by the Secretary of State's office have been received and is in good

standing as far as this office is concerned.

Business 1D: 687841
Certificate Number: 0006227246

IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 10th day of May A.D. 2023.

David M. Scanlan
Secretary of State




DocuSign Envelope ID: 68BF90AA-25D2-4157-9A61-CAATBBDES2S3

9005 Overlook BivdERli J)5 Brentwood, TN 37027

| SOVEIGN‘

SPORTSMON SOLUTIONS

, NEW HAMPSHIRE
CERTIFICATE OF AUTHORITY/VOTE
{Limited Liability Company}

I, John Marquis, a duly authorized officer-of Sovereign Sportsman Solutions, LLC, a limited liability company organized under
the laws of Delaware (the “Counterparty”), DO HEREBY CERTIFY that the following resolutions were duly adopted on
September 21, 2022, by action of the board of directors, general partner(s), manager(s}, or member{s) of the Counterparty
as the case may be, and are still in full force and effect:

RESOLVED, that Bill Hewitt and John Marquis be appointed as President and CEO and Vice President, respectively, of the
Counterparty and are authorized to negotiate and enter into any and all agreements and amendments to agreements, to
perform all such acts and things, to execute, file, deliver, ali such certificates, instruments, agreements, affidavits or other
documents, and to make all such payments as they, in their judgment, or in the judgment of any one or more of them,
may deem necessary, advisable or appropriate, for and on behalf of the Counterparty.

| hereby further certi;‘y and acknowledge that the State of New Hampshire will rely on this certification as
evidence that the persons listed above currently occupy the positions indicated and that they have full'authority to bind

the Counterparty.

[Signature on following page.]



DocuSign Envelope 1D: 68BFO0AA-2502-4157-9A61-CAATBBDES253

IN WITNESS WHEREOF, | have hereunto subscribed my name and executed this Certification on this 24th day of May,
2023.

Deculigned by:
Signature: [_jo(wx, P

Name: John Marquis
Title: Vice President




Smarter for government.
Eqsier for everyone.

May 19, 2023

State of New Hampshire

New Hampshire Fish and Game Department
Atltn: Scott Mason, Executive Director

11 Hazen Dr.

Concord, NH 03301

Dear Mr. Mason,

Paylt LLC (“Pay!t™) is & Kansas City, MO based soflware company that provides technology to state and
local government agencies to remove friction from resident and agency interactions. On May 15, 2023, we
entered into a definitive agreement 1o acquire Sovereign Sportsman Solutions,LLC (*$37). After carcful
thought, consideration and diligence we made the decision Lo acquire $3 as we found a group of like-minded
people who are passionate about supporting the missions of their agency clients,

On behalf of the entire Payli team, 1 want to extend a warm welcome to the New Hamnpshire Fish and Game
Department, the members of the New Hampshire Fish and Game Conunission, the employecs that work to
preserve and protect the state’s fish, wildlife and marine resources, and the residents that you serve.

I am writing you to confirm that Paylt will honor the agreement dated April 24, 2019, between the New
Hampshire Fish and Game Department and S3. Furthermare, we intend to maintain the Sovereign
Sportsman Solutions, LLC legal entity after the closing of the acquisition.

We look forward to continuing the strong relationship between New Hampshire and S3. In the meantime,
please don’t hesitate to reach out to me directly.

Sincerely,

/}Ch_.

John Thomson
Founder & CEO

john@payiigov.com

KANSAS CITY 1100 Main Street,-Suile 700 {/ Kansas City, MO 64106 [/ payitgov.com
TORONTO 100 University Avenue /{ Toronto, ON M5J VG /{ payitgov.ca | '
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CERTIFICATE OF LIABILITY INSURANCE

Page 1 of 1

DATE (MM/DDIYYYY)
05/15/2023

' THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NC RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND,
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(ies} must have ADDITIONAL INSURED provislions or be endorsed.
If SUBROGATION 1S WAIVED, subject to the terms and conditions of the policy, certaln policies may require an endorsement. A statement on
this certificate does nat confer rights to the certificate holder in lieu of such andorsement(s).

PRODUCER

Willis Towers Watson Northasast,
c/o 26 Century Blwd

P.0. Box 305191

Ine.

ﬁgﬂ?a Willis Towers Watson Certificate Center

PHONE FAX
gy, 1-B77-945-7378 AR Moy 1-8808-467-2378

ElEss, certificates@willis.com

Nashville, TN 372305191 USA INSURER{S) AFFORDING COVERAGE NAIC #
INSURER A: Great Northern Insurance Company 20303
INSURED NsUREr p . Federal Insurance Company 20281
Soversign Sportsman Selutions, LLC
4336 Kanilwood Drive INSURER C :
Naahville, TN 3172044401 INSURER D :
INSURERE :
INSURER F :
COVERAGES CERTIFICATE NUMBER: W28968600 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

INSR ADDL] R
LIR WY

POLICY EFF_| POLICY EXP
TYPE OF INSURANCE POLICY NUMBER mmnmﬂFL {MMDDYYYY) LIMITE
| COMMERCIAL GENERAL LIABILITY EACH OCCURRENGE [ 1,000,000
BAMAGE TO RENTED
| CLAIMSMADE OCCUR PREMISES (Ea occurrence) | $ 1,000,000
A p—= MED EXP {Ary ona person) 3 10,009
¥ 3605-84-75 05/01/2023(05/01/2024 [ pppeonaL s ADv NIURY | 8 1,000,000
EN'l. AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE 3 2,000,000
X] rover 1588 [ ]oc PRODUCTS - COMPIOP AGG | § 2,000,000
OTHER: s
AUTOMOBILE LIABILITY CKEE""F'N! !Eolf'NG'-E LIMIT 1 g 1,000,000
ANY AUTO . BODILY INJURY (Per person) | $
B OWNED SCHEDULED 7360-89-8 05/01/2023|05/01/2024
sl - SoLED {22) 6 s/o1/ Joyr/ BODILY INJURY {Per sccident) [ $
| HIREQ NON-QWNED PROPERTY DAMAGE s
|25 | auTos onLy AUTOS ONLY | {Per accident) .
s
p [ X|umereLaums | X | oceur EACH OCCURRENCE s 5,000,000
EXCESS LIAB CLAIMS-MADE T018-84-59 05/01/2023105/01/2024 | s caREGATE $ 5,000,000
DED l | RETENTION $ $
WORKERS COMPENSATION l_é&rﬁTUTE RS
AND EMPLOYERS' LIABILITY
ANYPROPRIETORPARTNER/EXECUTIVE E.L. EACH ACCIDENT 3
OFFICER/MEMBEREXCLUDED? Ni1A
{Mandatory in NH) E.L. DISEASE - EA EMPLOYEE| §
It ya3_ describe under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | §

DESCRIPTION OF OPERATIONS f LOCATIONS / VEHICLES (ACORD 101, Additions) Remarks Schadule, may be attached It more spaca Is required)

NH Fish & Game Dept is included as an Additional Insured as

respects to General Lisbility.

CERTIFICATE HOLDER

CANCELLATION

NH Fish & Gams Dept

11 Hazen Dr
Concord, NH 03301-6502

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS,

AUTHORIZED REPRESENTATIVE

ol

ACORD 25 (2016/03)
SR ID: 24142218

© 1988-2016 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD

BATCE: 2974409 '



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax; 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 30, 2023

Scott R. Mason, Executive Director
New Hampshire Fish and Game Department
State of New Hampshire

11 Hazen Drive
Concord, NH 03301

Dear Executive Director Mason:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment with Sovereign Sportsman
Solutions, LLC, as described below and referenced as DolT No 2019-031A.

The purpose of this request is for upgrades to an Event Management and Online OHRV

Registration Sales system, and the creation of a Law Enforcement Criminal Background Check

module.

The Total Price Limitation will increase by $74,305 for a New Total Price Limitation of

$184,305, effective upon Governor and Council approval through the original contract end date

of June 30, 2024,

A copy of this letter must accompany the New Hampshire Fish and Game Department’s
submission to the Governor and Executive Council for approval.

Sincerely,

s A5

Denis Goulet

DG/d
DolT #2019-031A

cc: Mike O’Neil, IT Manager

“Innovative Technologies Today for New Hampshire's Tomorrow"
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: . Govemor
- New Hampshire ¢& ~ Date .
Fish and Game Department tem a2l ‘mt.ﬁgqu(-
HEADQUAHTEHS 11 Hazen Dnve Concord, NH 03301 6500 _ %wudnh com
(603) 271-3421 e-mail: info @ wildiite, nh.gov
FAX (603) 271-5829  TDD Access: Helay NH 1-800-735-2964

April 16, 2019
s Excellency, Governor Christopher T. Sununu-

and the Honorable Council P{ EXA O @ W 6%

ate House
»ncord, New Hampshire 03301

REQUESTED ACTION OO \30 -

Authonze the New Hampshire Fish and Game Department (NHFG) to enter into a contract with Sovcrelgn Sportsman
lutions, LLC, (S3) Nashville Tennessee, veridor code #230940, in the amount of $110,000 for an Event Management and
iline Internet Licensing Sales system effective upon Govemor and Council approval through June 30, 2024. Funding is 54%
deral, 23% Agency lncome (Game Management Funds) and 23% Fish and Game Funds.

Funding for this contract is available in the Hunter Education, Game Management and'Licensing accounts contingent
on availability and continued appropriations for State Fiscal Years 2020, 2021, 2022, 2023 and 2024 as follows: '

75 75 751020 21210000-Public Info & Conservation Edu-Hunter Education Program -
FY2020* FY202]* FY2022* FY2023* FY2024*

-07500-21210000-020-500252 Current Expense $12,000 $12,000 §$12,000 $12,0000 $12,000
7575 751520 21580000—W11d]1fe "Program-Game Management

.. FY2020*
-07500-21580000-020—500252 Current Expense ~$25,000

75 75 750520-21180000-Administrative Support-Licensing
- FY2020* FY2021* FY2022* FY2023* FY2024*
-07500-21180000- 102-56073T Contracts for Prog Sves.$ 5000 § 5000 $ 5000 § 5000 $ 5.000

Boam $42,000 $17,000 $17,000 $17,000 $17,000

*Pending Budget Approval
EXPLANATION

Currently the NHFG generates general hunting and fishing licenses, Off Highway Recreational Vehicle (OHRV),
istrations, hunt lotteries, Harvest Information Program (HIP) surveys, Hike Safe cards and Hunter Education Certificates
ctronically. The New Hampshire Fish and Game Department’s current Online Licensing system contract expires June 30,
19. In addition to the currert system, the Department is also adding Wildlife Harvest Information Réporting. Approval of
s contract will allow the NHFG to continue Internet based sales of hunting and fishing licenses, OHRV registrations, hunt
teries HIP surveys, -sates of Hike Safe cards, Hunter Education event management and introduce online Wildlife Harvest
porting.

The Office of Information Technology has approved this contract, DolT No. 2019-031.

Respectfully submitted,

MZ deau ~ Kathy Ann orite
Executive Director Chief, Business Division
REGION 1 - REGION 2 . BREGION3 . REGION 4
6298 Main Street PO Box 417 7 225 Main Street 15 Ash Brook Court
Lancaster, NH 03584-3612 New Hampton, NH 03256 Durham, NH 03824-4732 - . Keene, NH 03431
{603) 788-3164 (603) 744-5470 . {603) 868-1095 i {603) 352-9669
FAX (603) 788-4823 FAX {603) 744-6302 - FAX {603} 868-3305 " FAX (603) 352-8798

email: reg1 @wildlite.nh.gov email: reg2 @ wildlife.nh.gov email: reg3@wildlife.nh.gov email: regd @wildlife.nh.gov
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Bid Page

Sovereign Sportsman Solutions, LLC
4336 Kenilwood Drive
Nashville, TN 37204 -

, Kalkdmey Enterprises, L1.C
14086 Proton Rd.
Dallas, TX 75244

$110,000

Incomplete Proposal -



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
I 27 Hazen Dr., Concord, NH 03301 '
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

March 5, 2019

. Glenn Normandeau, Executive Director
New Hampshire Fish and Game Dcpartmcnl :
11 Hazen Drive ~
Concord, NH 03301-6500

Dear Direc_:tor Normandeau:

This letter represents formal notification that the Department of Information Technology (DolIT)
has approved your agency’s request to enter into a contract with Sovercign Sportsman Solutions, of
Nashville, TN, for an Event Management & Online Internet Licensing Sales System as described below
and referenced as DolT No. 2019-031.

This software solution will allow license/Off Highway Recreational Vehicle (OHRV)
agents to enter customer data ﬂarough hardware and software at their location, print out
the license or OHRV registration and issue to the buyer. The solution will also include -
an Internet sales subsystem which will allow individuals to purchase and print
hunting/fishing licenses, Hike Safe cards and apply for lotteries from home 24/7 using a
credit card for payment. The License /OHRV Registration POS and Internet Sales
system will be paid for by transaction fees, which are passed on to the customer.

The system will also include a Conservation Education System, Deer/Turkey Harvest Information
System and-a Harvest Information Program.

The amount of the contract is not to exceed $110,000 and shall become effective upon
Governor and Executive Council approval through June 30, 2024.

A copy of this letter should accompa.ny the Fish-and Game Department’s subnussmn to the
Govemor and Executive Council for approval.

Denis Goulet

DGrik
cc: Susan Perry, NH Fish and Game

"Innovative Technologies Today for New Hampshire's Tomorrow"



FORM NUMBER P-37 (version 5/8/15)

- This agreement and all -of its attachments shall become public upon submission to Governor and’
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior 1o signing the contract.

Notice:

AGREEMENT :
The State of New Hampshire and the Contractor hereby mutually agree as follows:
: "GENERAL PROVISIONS
IDENTIFICATION.
tate Agency Name 1.2 State Agency Address
Jampshire Fish and Game Department 11 Hazen Drive-
Concord, NH 03301
Zontractor Name 1.4 Contractor Address
eign Sportsman Solutions, LLC y 4336 Kenilwood Drive
' Nashville, TN 37204
Zontractor Phone 1.6 Account Number 1.7 Completion Date . 1.8 Price Limitation
Number T :
110-3761 20-07500-21210000-500252 June 30, 2024 $110,000.00
20-07500-21580000-500252 '
20-07500-21180000-502507
Contracting Officer for State Agency 1.10 State Agency Telephone Number
1 Normandeau . 603 271-2741
P
Contractgr Si / 1.12 Name and Title of Contractor Signatory
/ Eric Richey, Chief Executive Officer
[ £4 A 0 Eiks .
4 —Hiile of [7 7) ) A\ il /)
Acknowledgem e of JPHASSEE |, County of IudJSac \\\\ \,\.-E I Ol, 7,
1418, 201 | R A

}?W (151/5/ ? , before the undersigned.officer, personally appeared the person idghtifled mchingig! .1-2/ Satisfactorily

21 to be the person whose name is signed in block 1.11, and acknowledged that s’he é__)k@eﬁl this @P.uncnt'; Ecapacity
ated in block 1.12. : H -

i ' _ i TENNE s

1 Signature of Notary Public or J f the Peace 5 :... NOTARY .:: N § é}r .
will/ 171 7 PUBLC L S

= ,.: £ ) A 7 o..""“.-..o NS

[Seal] - 7 U jé’ @4’:?,)4‘) SON. oS _
2 Wame and Title of Notary ortdustice of e Peace *:“\S‘/g Higppnd i‘b',!

Thwielte K. /7&2}{/ D'« ﬂZMr{rz e

State Agency Signature 1.13 Name and Title of State Agency Signatory .

M}ﬂt/_. Date:(//ZO ')}‘l Glenn Normandeau,- Executive Director

5 Approvaf}l{y the N.H. Department of Admi:@(trati n, Division of Personnel (if applicable)

10

_ By: y - Director, On:

Approval by the Attorney General (Form, Substance and Execution) (if applicable)

‘On: 4/2"(/14

overnor and Executive Council (if applicable)

On:

Page 1 of 4



LOYMENT OF CONTRACTOR/SERVICES TO
IFORMED. The State of New Hampshire, acting

the agency identified in block 1.1 (“State™), engages
or identified in block 1.3 (“Contractor”) to perform,
Contractor shall perform, the work ot salc of goods or
:ntified and more particularly described in the attached
T A which i is incorporated berein by reference

es™

ECTIVE DATE/COMPLETION OF SERVICES.
withstanding any provision of this Agreement to the

, and subject to the approval of the Governor and

ve Council of the State of New Hampshire, if

)i, this Agreement, and all obligations of the parties
er, shall become effective on the date the Governor
cutive Council approve this Agreement as indicated in
18, unless no such approval is required, in which case
=ement shall become effective on the date the

ent is signed by the State Agency as shown in block
iffective Date™).

& Contractor commences the Services prior to the

e Date, all Services performed by the Contractor prior
flective Date shall be performed at the sole risk of the

tor, and in the event that this Agreement does riot
effective, the State shall have no liability to the

tor, including without limitation, any obligation to pay

tractor for any costs incurred or Services performed.
tor must complete all Semces by the Comp]enon Date

d in block 1.7.

VDITIONAL NATURE OF AGREEMENT.
istanding any provision of this Agreement to the -

+, all obligations of theé State hereunder, including,
limitation, the continuance of payments hereunder, are
ent upon the availability and continued appropriation

3, and in no event shall the State be liable for any

ts hereunder in excess of such available appropriated
In the event of a reduction or termination of

iated funds, the State shall have the right to withhold

t until such funds become available, if ever, and shall

: right to terminate this Agreement immediately upon

he Contracior notice of sucli (ermination. The State

t be required to transfer funds from any other account

.ccount identified in block 1.6 in the event funds in that

t are reduced or unavailable. :

MMRACT PRICE/PRICE LIMITATION/

ENT. : ;
contract price, method of payment, and terms of

t are identified and more particularly described in

IT B which is incorporated herein by reference.
payment by the State of the contract price shall be the
d the complete reimbursement to the Contractor for all
s, of whatever nature incurred by the Contractor in the
ance hereof, and shall be the only and the complete
isation to the Contractor for the Services. The State

ve no liability to the Contractor other than the contract

Page 2 of 4

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor.under this Agreement
those liquidated amounts required or permitied by N H. RSA
80:7 through RSA 80:7-c or any other provision of Jaw,

5.4 Notwithstanding any provision in this Agrccment to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Pnoe Limitation set forth in block
18

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with thc performance of the Services, thc
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize awxiliary
aids and services to ensure that persons with commumication
-disabilities, including vision, hearing and speech, can
cormmunicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shali comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall

- not discriminate against employees or applicants for

employment because of race, color, religion, crced., age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination,

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal

_ Employment Opportunity™), as supplemented by the

regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor’s books, records and accounts for the purpose of
ascertaining oo::hpljancc with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all apphcable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agrecment, and for a period of six (6) months afier the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effortto
perform the Services to hire, any person who is a State
employce or official, who is materially involved in the
procurement, administration or performance of this

Contractor initials P
Date “{v72419



eement. This provision shall survive termination of this
eement.

The Contracting Officer specified in block 1.9, or his or .
successor, shall be the State’s representative. In the event
ny disputc concerning the interpretation of this Agreement,
Contracting Officer’s decision shall be fina) for the State.

VENT OF DEFAULT/REMEDIES.

Any one or more of the following acts or omissions of the

tractor shall constitute an event of default hereunder
rent of Default™):
| failure to perform the Services satlsfactonly or on
dule;
? failure to submit any report required hereunder; and/or .
} failure to perform any other covenant, term or condition
is Agreement.
Jpon the occurrence of any Event of Default, the State
take any one, or more, or all, of the following actions:
| give the Contractor a wrillen notice specifying the Event
efault and requiring it to be remedied within, in the
nce of a greater or lesser specification of time, thirty (30)
from the date of the notice; and if the Event of Default is
imely remedied, terminate this Agreement, effective two
ays after giving the Contractor notice of termination;
: give the Contractor a written notice specifying the Event
efault and suspending all payments to be made under this
:ement and ordering that the portion of the contract price
h would otherwise accrue to the Contractor during the
Wd from the date of such notice uatil such time as the State
mines that the Contractor has cured the Event of Default
never be paid to the Contractor; -

set off against any other obligations the State may owe to
-ontractor any damages the State suffers by reason of any _
t of Default; and/or

treat the Agreement as breachcd and pursue any of its
dies at law or in equity, or bot.h. S Y

bATAIA(‘CFQQI(‘ONFIDENTIALITY/
SERVATION.

5 used in this Agreement, the word “data” shall mean all
mation and things developed or obtained during the
rmance of, or acquired or developed by reason of, this
sment, including, but not limited to, all studies, reports,
formulae, surveys, maps, charts, sound recordings, video
dings, pictorial reproductions, drawings, analyses,

¢ representations, computer programs, computer

wuts, notes, letters, memoranda, papers, and documents
1ether finished or unfinished.

11 data and any property which has been reccwed from
ate or purchased with funds provided for that purpose
‘this Agreement, shall be the property of the State, and
be returned to the State upon demand or upon

1ation of this Agreement for any reason.

onfidentiality of data shall be governed by N.H. RSA

21 91- A or other existing law. Disclosurc of data

‘es prior written approval of the State.

10. TERMINATION. In the event of an early terminstion of
this Agreement for any reason ‘'other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officcr, not later than fificen (15) days after the date of -
termination, a report (“Termination Report™) descnbmg in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A. -

11. CONTRACTOR’S RELATION TO THE STATE. In

‘the performance of this Agreement the Contractor is in all

respects an'independent contractor, and is neither an agent nor-
an employee of the State. Neither the Contractor nor any of jts
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers® compensation
or other emoluments provided by the State to its employees.

" 12, ASSIGNMENT/DELEGATION/SUBCONTRACTS.

The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior wuttcn
notice and consent of the State.

13, INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the _
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the -
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agrecment.

14, INSURANCE.

14.1 The Contractor shall, at its sole expcnse obtain a.nd
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance: '

- 14.1.1 comprehensive gencral liability insurance against all

claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and $2,000,000
aggregate ; and :

14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

r
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3 The Contractor shall furnish to the Contracting Officer
ntified in block 1.9, or his or her successor, a certificate(s)
nsurance for all insurance required under this Agreement.
atractor shall also funish to the Contracting Officer .
ntified in block 1.9, ot his or her successor, certificate(s} of
urance for all renewal(s) of insurance required under this
reement no later than thirty (30) days prior to the expiration
e of each of the insurance policies. The certificate(s).of
urance and any renewals thereof shall be attached and are
orporated herein by reference. Each certificate(s) of
urance shall contain a clause requiring the insurerto |
wvide the Contracting Officer identified in block 1.9, or his
1er successor, no less than thirty (30) days prior written

ice of cancellation or modification of the policy.

WORKERS’ COMPENSATION.
1 By signing this agreement, the Con_lractor agrees,
tifics and warrants that the Contractor is in compliance with

sxempt from, the requirements of NNH. RSA chapter 281-A°

Vorkers' Compensation”).

2 .To the extent the Contractor is sub_]ect to the

uirements of N.-H. RSA chapter 281-A, Contractor shall
intain, and require any subcontractor or assignee to secure
| maintain, payment of Workers’ Compensation in
mection with activities which the person proposes to
lertake pursuant to this Agreement. Contractor shall

nish the Contracting Officer identified in block 1.9, or his
aer successor, proof of Workers® Compensation in the
nner described in N.H. RSA chapter 281-A and any
dicable renewal(s) thereof, which shall be attached and are
orporated herein by reference. The State shall not be
sonsible for payment of any Workers’ Compcensation
miums or for any other claim or benefit for Contractor, or
' subcontractor or employee of Contractor, which might

ie under applicable State of New Hampshire Workers’
mpensation laws in connection with the performance of the
vices under this Agrcement,

WAIVER OF BREACH. No failure by the State to

orce any provisions hereof after any Event of Default shall’
deemed a waiver of its rights with regard to that Event of
‘ault, or any subsequent Event of Default. No express
ure to enforce any Event of Default shall be deemed a

wver of the right of the State to enforce each and all of the -
visions hereof upon any further or other Event of Default
the part of the Contractor.

NOTICE. Any notice by a party hereto to the other party -
1l be decmed to have been duly delivered or given at the

¢ of mailing by certified mail, postage prepaid, in a United
tes Post Office addressed to the parties at the addresses .

en in blocks 1.2 and 1.4, herein.

AMEND_MENT. ThIS Agreement may be amended,

ved or discharged only by an instrument in writing signed
he parties hereto and only after approval of such
:ndment, waiver or discharge by the Governor and

cutive Council of the State of New Hampshire unless no

Paged of 4

such approval is rcqmred under the cncumslances Dursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMEN1 AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this A greement
is the wording chosen by the parties to express their mutyal

. intent, and no rule of construction shall be applied against or

in favor of any party.

20. THIRD PARTIES. The parties herefo do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained .
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set

forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any .of the provisions of
this Agreement arc held by a court of competent jurisdiction to
‘be contrary o any state or federal law, the remaining
provisions of this Agneemcnt will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior -
Agreements and understandings rclating hereto.

Contractor Initials. |
Date T



State of New HampShire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hercby certify that SOVEREIGN SPORTSMAN
SOLUTIONS, LLC is a Delaware Limited Liability Company registeted to transact business in New Hampshire on March 01,
2013. | firther certify that all fees and documents tequired by the Secretary of State’s offioc have been received and is in good
standing as far as this office is concemned. ' . .

Business ID: 687841 )
Certificate Number: 0004492226

IN TESTIMONY WHEREOF,

' I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 9th day of April A.D. 2019.

William M. Gardner -
Secretary of State




Sovereign Sportsman Solutions, LLC
4336:Kenilwood Drive Nashville, TN 37204

- NEW HAMPSHIRE
CERTIFICATE OF AUTHORITY/VOTE

(Limited Liability Company)

I, Eric Richey . ; , hereby certify that:
(Name of Manager of Limiled Liability Company, Contract Signatory — Print Name) 7 .

1. [Iam aManager of the Company of Sovereign Sportsman Solutions, LI.C
: {Name of Limited Lmbl.lrty Company)

2. I hereby further certify and acknowledge that the State of New Hampshire will rely on this certification as

evidence that I have full authority to bind Sovereign Sportsman Selutions, LLC
' - (MName of Limited Liability Compamny)

and that no corporate resolution, shareholder vote, or other document or action is necessary to grant me such

April 5, 2019

{Datc)

STATEOF /€N é‘.ﬁ €E . :
county oF _ IfyzalSan

On this the :S dayof &a 20[?,beforeme ;;Z[zﬂ:{/@ ? .DQ([ [lﬁ "
: (Month) ame of Notery Public / Justice oft

the undersigned ofﬁccr, personally appeared F rlc )4/ ZCA -, known to me (or
(Contract Signatory ~ Pnnl Nam

satisfactorily proven) to be the person whose name is subscribed to the within mstrunicnt and aclmowledged
that he/she executed the same for the pﬁrposes therein contained. In witness whereof, I hereunto set my hand

and official seal.




STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department
CONTRACT 2019-031
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

New Hampshire Department of Information Technology
Contract Cover Sheet

Name of Agency/Division:
NH Fish and Game Department

Contract Number/Name: 2019-031 i
NH Fish and Game Department License/OHRV and Event Mancger System _

Contract Purpose:

" To procure a system fo allow the Fsh and Game Depariment to Issue our
licneses through a Pos and internet site and our OHRV Registrations through
POS site; also allowing online registration program for Event Mancger and
Hunter Education. '

Name of Vendor: Who Negotiated the Contract:
Sovereign Sportsman Solutions NH Fish and Game Department
Amount of Contract: Funding Source: NH Fish and:
$110,000.00 Game Funds

Term of Contract: Is this an amendment? No

5 years I

Competitive Bid Process: (Explain if “No")

Yes

Background Information: ,

The majority of the New Hampshire Fish and Game Department's revenue
comes from fishing and hunting license fees. These licenses are sold through
an Internet site .and on a Point of Sale system with coniracied license and
OHRY registration agents.

Special Concerns:

Amendment History (if applicable):

Submitted By: Susan Perry Current Date: 01/14/19
Phone: 271-6832 Email: susan.perry@wildlife.nh.gov
- 2019-031 IT Provisions —Part2 = - Page 1 of 34
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STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department
CONTRACT 2019-031
PART 2 - INFORMATION TECHNOLOGY PROVISIONS
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. - STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department

PART 2 -

TERMS AND DEFINITIONS

CONTRACT 2019-031
INFORMATION TECHNOLOGY PROVISIONS

The following general contracting terms and definitions épply except as specifically noted elsewhere

in this document.

Acceptance Notice from the State that a Deliverable has satisfied Acceptance
= 4 Test or Review.
Acceptance Letter An Acceptance Letter provndes notlce from the State that a

Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is performed

Acceptance Test Plan

. The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review

Tests performed to determine that no Defects. cxnst in the
application Sofiware or the System '

Access Control

Supports the management of permlss:ons for logging onto a
computer or network

Agreement - A contract duly executed and legally binding.

Appendix Supplementary material that is collected and appendcd at the back
. of a document

Audit Trail Capture and " Supports the identification and monitoring of activities within an

Analysis application or system

Authorized Persons

4

The Contractor’s.employees, contractors, subcontractors or other
agents who need to access the State’s personal data to enable the
Contractor to perform the services required.

Certification

The Vendor’s written declaration with full supporting and written
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for appllcablc Acceptance
Testing or Review.

Change.Order

Formal documentation prepared for a proposed changc in the
Specifications.

Completion Date

End date for the Contract

Con_ﬂdential Information

A

Information required to be kept Confidential from unauthorized
disclosure under the Contract

Contract -

This Agreement between the State of New Hampshire and a Vendor,:
which creates binding obligations for each party to perform as
specified in the Contract Documents. ’

:Contract Agrecment

Part 1, 2,.-and 3.. The documentation consisting of both the General
Provisions and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parties

with respect to the Scope of Work :

Contract Conclusion

2019-031 IT Provisions _Parf 2

Contractor Inifials: 6/(—'

Date: )2/t 9
S

Refers to the conclusion of the Contract, for any reason, including
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STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department

CONTRACT 2019-031

PART 2 - INFORMATION TECHNOLOGY PROVISIONS
but not limited to, the successful Contract completion, termination
for convenience, or termination for default.

Contract Documents

Documents that comprise this Contract (See Contract Agreement, |.
Section 1.1)

| Contract Managers

| The persons identified by the State and the Vendor who shali be

responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive

“approvals, tracking costs and payments, and representing the parties

in all Contract administrative ‘activities. (See Section 4: Contract
Management)

Contract Price

The total, not to exceed. amount to be paid by the State to the
Contractor for product .and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 (P-37).

Coutractpr

The Vendor and its employees, subcontractors agents and affiliates
who are providing the services agreed to under the contract.

Contracted Vendor/Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Conversion Test

A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System.

Cure Period

The thirty.(30) day period following written notlﬁcatlon of a default
within which a contracted vendor must cure the default identified.

Custom Code

Code developed by the Vendor specifically for this project for the
State of New Hampshire

‘| Custom Software

Software developed by the Vendor specifically for this Project for
the State of New Hampshire

Data - State’s. records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term

Data Breach The unauthorized access by a non-authorized person/s that results in

: the use, disclosure or theﬁ of a the State’s uncncrypted non-public’
data. .

DBA i | Database Administrator

Deficiencies/Defects A failure, deficiency or defect in a Deliverable resulting in a

Deliverable, the Software, or the System, not conformmg to its
Spemﬁcatlons

Class A Deficiency — Software - Critical, does not allow System to
operate, no work around, demands immediate action; Written
Documemanon - missing significant port:ons of information or

2019-031 IT Provisions — Part 2

‘ Contractzl/l.n
Date:

Page 4 of 34




STATE OF NEW HAMPSHIRE
New Hampshire Fish and - Game Department
CONTRACT 2019-031
PART 2 - INFORMATION TECHNOLOGY PROVISIONS .

umntelllglblc to State; Non Software - Services were inadequate and}
require re-performance of the Service.

Class B Deficiency ~ Soffware - important, does not stop operation
and/or there is a work around and user can perform tasks; Writen
Documentation - portions of information are missing but not enough .
to make the document unintelligible; Non Software - Services were
deficient, require reworking, but do not require re-performance of
the Service.

Class C Deficiency — Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System,;
Written Documentation - minimal changes reqmred and of minor.
cditing nature; Non Soﬁware - Services require only minor
reworking and do not require re-performance of the Service.

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided by the
Vendor to the State or under the terms of a Contract requirement.

Department of Information

The Department of Information chhnology established under RSA

-Technology (DoIT) 21-R by the Legislature effective September 5, 2008.
Documentation All information that describes the installation, operation, and use of
: the Software, either in printed or electronic format.

Digital Signature Certification that guarantees the unaltered state of a file, also known
as “code signing.” .

Effective Date The Contract and all obligations of the parties hereunder shall
become effective on the date the Governor and the Executive
Council of the State of New Hampshire approves the Contract = '

Encryption Supports the transformation of data for security purposes

Enhancements Updates, additions, modifications to, and new releases for the

Software, and all changes to the Documentation as a result of
Enhancements, inc!uding,‘ but not limited to, Enhancements
produced by Change Orders

Firm Fixed Price Contract -

A Firm-Fixed-Price Contract provides a price that is not subject to
increase, ie., adjustment on_ the basis of the Vendor’s cost
experience in perfonmng the Contract

Fully Loaded

Rates are inclusive of-all allowable expenses, mcludmg, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage,
and out of pocket expenses

Governor and Executive Council

The New Hampshire Govemor and Executive Council,

Identification and

Supports obtaining information about those parties attempting to

Authentication log on to a system or application for security purposes and the
- validation of those users ,
Implementation The process for making the Systern fully operanonal for processmg

the Data.

2019-031°IT Provisions — Part 2
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_ - STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department
: CONTRACT 2019-031 - '
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Implementation Plan Sets forth the transition from dcvelopment of the System to full-

. operation, and includes w1thout limitation, training, business and
technical procedures.

Information Technrology (IT) Refers to the tools and processes used for. the gathering, storing,

manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audlo and
video technologies.

Input Validation Ensure that the values éentered by users or provided by other
applications meets the size, type and format expected. Protecting
the application from cross site scripting, SQL m_|ect10n, buffer

_overflow, etc.
Intrusion Detection ' Supports the detection of illegal entrance into a oomputer system
Invoking Party In a dispute, the party believing itseif aggrieved.
Key Project Staff ' Personnel identified by the State and by the Contractor as essential
to work on the Project.
Licensee The State of New Hampshire
Non Exclusive Contract A contract executed by the State that does not restrict the State from
o ' seeking alternative sources for the Deliverables or Services
. provided under the Contract.
Non-Public Information - Data, . other than personal data, that is not subject to distribution to

the public as public information. It is déemed to be sensitive and

confidential by the State because it contains information that is

exempt by statute, ordinance or administrative rule from access by
" the general pubhc as public information.

Non-Software Deliverables Deliverables that are not Software Dehverablcs or Written
: Deliverables, e.g., meetings, hclp support, services, other
Normal Business Hours Normal Business Hours ~ 8:00 a.m. to 5:00 p.m. EST, Monday

through Friday excluding State of New Hampshire holidays: State
"holidays are: New Year’s Day, Martin Luther King Day,
President’s Day, Memorial Day, July. 4%, Labor Day, Veterans Day,
. Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP) . The State Contract Manager’s written direction to the Vendor to'|
begin work on the Contract on a given date and time :

Open Data Formats A data format based on an'underlying Open Standard.

Open Source Software Software that guarantees the user unrestricted use of the
Software as defined in RSA 21-R:10 and RSA 21-R:11.

Open Standards ~ Specifications for the.encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13.

Operating System : | System is fully functional, all Data has been loaded into the

' System, is available for use by the State in its daily operations.
Operational . The System is operating and fully functional, all Data has been |}

~_loaded; the System is available for use by the State in its daily

2019-031 IT Provisions - Part 2 ' . " Page 6 of 34
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STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department

CONTRACT 2019-031 .

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

operations, and the State has issued an Acceptance Letter.

Order of Precedence

The order in which Contract/Documents control in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document
that is lower in the Order of Precedence

Personal Data

Data that includes information relating to a person that identifies the
person by name and has any of the following personally identifiable
information (PII): government-issued identification numbers (e.g.,
Social Security, driver’s license, passport); financial account
information, including account number, credit or debit card
numbers; or protected health information (PHI) relating to a person.

Project

. The planned undertaking regarding the entire subject matter of an

RFP and Contract and the activities of the parties related hereto.

Project Team

The group of State employees and contracted Vendor’s personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work
Plan on time, on budget and to the required specifications and

quality

Project Management Plan

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers

The persons identified who shall function as the State’s and the |

- Vendor’s representative with regard to Review and Acceptance of

Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
{CCP)

| Project Staff

State personnel assigned to work with the Vendor on the Project

Proposal

The submission from a Vendor in response to the Request for a
Proposal or Statement of Work

Protected Health Information
(PHI)

- Individually identifiable health information transmitted by

electronic media, maintained in electronic media, or
transmitted or maintained in any other form or medium. PHI
excludes education records covered by-the Family Educational
Rights and Privacy Act (FERPA), as amended, 20 U.S.C.
1232g, records described at 20 U.S.C. 1232g(a)}(4¥B)X(iv) and
employment records held by a covered entity in its role as
employer.

.| Regression Test Plan

A plan integrated into the Work Plan used to ascertain whether
fixes to Defects have caused errors elsewhcre in the
apphcatlonlprocess

Review -

The process of reviewing Deliverables for Acceptance

Review Period

The period set for review of a Deliverable. If none is specified then
the Review Period is five (5) business days.

RFP (Request for Proposal)

A Request For Proposal solicits Proposals to satisfy State functional

2019-031 IT Provisions — Part 2
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STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department

"CONTRACT 2019-031

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

resources according to specific terms and conditions

Role/Privilege Management

Supports the granting of abilities to users or groups of users of a
computer, application or network

Schedule

The dates described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the
Contract

Security Incident

The potentially unauthorized access by non-authorized persons
to personal data or non-public data the Contractor believes
could reasonably result in the use, disclosure or theft of a
State’s unencrypted personal data or non-public data within the
possession or control of the Contractor. A security incident
may or may not turn into a data breach.

Service

The work or labor to be performed by the Vendor on the Project as
described in the Contract.

the Contractor

" The vendor and its employees, subcontractors, agents and affiliates

who are providing the services agreed to under the contract.

Software

All custom Software and COTS Software provided by the Vendor

under the Contract

.Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications running on a cloud infrastructure. The applications are
accessible  from various client devices through a thin-client
interface such as a Web browser (e.g., Web-based email) or a
program interface. The State does not manage or control the
underlying cloud infrastructure including network, servers,
operating systems, storage or even individual application
capabilities, with the possible exception of limited user-specific
application configuration settings. '

Software Deliverables

Software and Enbhancements

Software License

Licenses provnded to the State under this Contract

Solution

The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Contract Specifications. The off-the-shelf Software
and configured Software customized for the State provided by the
Vendor in response to this RFP.

Specifications

The written provisions that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and
federal policies, laws and regulations, State technical standards,
subsequent State-approved Delivérables, and other Specifications
and requirements described in the Contract Documents. The

'Specﬁ'lcatlons are, by this reference, made a part of the Conlract as

though completely set forth herein.

State

STATE is defined as:
State of New Hampshire !
New Hamshire Fish and Game Department

2019-031 IT Provisions — Part :2 )
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- STATE OF NEW HAMPSHIRE :
New Hampshire Fish and Game Department
. CONTRACT 2019-031
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

11 Hazen Drive
~ Concord, NH 03301 , '
Reference to the term “State” shall include applicable agencies

Statement of Work (SOW) A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view ‘of the architecture, performance and design
requirements, the roles and responsibilities of the State and the
Vendor.” The Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for achieving. '

State’s Confidential Records State’s information regardless of its form that is not subject to
public disclosure under applicable state and federal laws and |-
regulations, including but not limited to RSA Chapter 91-A

Statc Data . For Sas$- applications mcans all data created or in any way

' originating with the State, and all data’that is the output of

“computer processing of or other electronic manipulation of any data
that was created by or in any way originated with the State, whether
such data or output is stored on the State’s hardware, the
Contractor’s hardware or exists in any system owned, maintained or
otherwise controlled by the State or by the Contractor.

State Fiscal Ycar (SFY) The New Hampshire State Fiscal Year extends from July 1"
) ‘ ' through Junie 30™ of the following calendar year
State Identified Contact .The person or persons designated in writing by the State to receive
security incident or breach notification.
State’s Project Manager (PM) State’s representative with regard to Project management ‘and

technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
~r sign off, and Review and approval of a Change Proposal (CP).

Subcontractor A person, partnership, or company not in the employment of; or
A owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor

System All Software, specified hardware, and interfaces and extensions,
integrated and functlonmg together in accordance w1th the
. Specifications.
TBD ' To Be Determined
Technical Authorization - Direction to a Vendor, which fills in details, clarifies, interprets, or

specifies technical requirements. It must be: (1) consistent with
Statement of Work within statement of Servicés; (2) not constitute a |
new assignment; and (3) not change the- terms, documents of
specifications of the Contract Agreement .

Test Plan A plan, integrated in the Work Plan, to verify the code

' ' (new or changed) works to fulfill the requirements of the Project. It
may consist of a timeline, a series of tests and test data, test scripts
and reports for the test results as well as a tracking mechanism.

Term ' Period of the Contract from the Effective Date through termination.

2019-031 1T Provisions —Part2 Page 9 of 34
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PART 2 -
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INFORMATION TECHNQLOGY PROVISIONS

Transition Services

Services and support provided when Contractor is supporting |
System changes.

UAT

User Acceptance Test

. Unit Test

Developers create their own- test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing

Tests done by knowledgeable business users who are familiar with
the'scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.

"The test cases and scripts/scenarios should be mapped to business

fequirements outlined in the user requirements documents.

User Management

Supports the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor

The Vendor whose pmpmal or quote was awarded the Contract

.with the State and who is responsible for the Services and

Delivérables of the Contract.

Verification

Supports the confirmation of -authority. to enter a computer system
application or network

Walk Through

A step-by-step review of a Specification, usability features or
design before it is handed off to the technical team for development

Work Hours

Vendor personnel shall work normal business hours between 8:00.
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding Staté of New Hampshire holidays. Changes to this

‘schedule may be made upon agreement with the -State PI'O_]CCI

Manager.

“Work Plan

The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task.

Written Deliverables

Non-Software written deliverable Documentation (letter report,
manual, book, other) provided by the Vendor either in paper or
electronic format.

201 9-031 IT Provisions — Part 2
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STATE OF NEW HAMPSHIRE -
New Hampshire Fish and Game Department
CONTRACT 2019-031
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

_INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Fish and
Game Department (“State™), and Sovereign Sportsman Solutions, a Corporation, (“Contractor”), having
its principal place of business at 4336 Kenilwood -Drive, Nashville TN 37204.

S3 provides Automated eGovernment Services.
RECITALS

Whereas the State desires to have the Contractor provide a unique state solution for New Hampshire to
issue Licenses, OHRV Registrations, Event Management, and associated Services for the State;

* Whereas the Contractor wishes to provide a unique state solution for New Hampshire to issue Licenses,
OHRYV Registrations, Event Management, and associated Services for the State;

The partics'tﬁercfore agree as follows:
1. CONTRACT DOCUMENTS

‘1.1 CONTRACT DOCUMENTS'
This Contract Agreement 2019-031 is comprised of the following documents:

A. Part 1 - Form P-37 General Provision
B.. Part 2 - Information Technology Provisions
C Part 3 - Exhibits
Exhibit A- Contract Deliverables
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services
Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Serwoes
- Exhibit H- Requirements
Exhibit I- Work Plan
Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by rcferencc
Exhibit N- Vendor Proposal, by reference
Exhibit O- Certificates and Attachments

2019-031 IT Provisions — Part 2 | | Page 11 of 34
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STATE OF NEW HAMPSHIRE _
New Hampshire Fish and Game Department
CONTRACT 2019-031
INFORMATION TECHNOLOGY PROVISIONS

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

a.

b.

C.

State of New Hampshire, Fish and Game Depanment, Contract Agreement 2019-031
including Parts 1, 2, and 3.

State of New Hampshire, Fish and Game Department RFP 2019-031.

Vendor Proposal Response to RFP 2019-031 dated December 8, 2018.

2. CONTRACT TERM

‘The Contract and all obligations of the partles hercunder shall become effectnve after full

" execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Councll of the State of New Hampshire approval
(“Eﬁ‘ectnve Date™). -

The Contract shall begin on the Effective Date and extend through June 30; 2024. Thé Term
may be extended up to June 30, 2029 (“Extended Term™) at the sole option of the State, sub_]ect
to the parties prior written agreement on applicable fees for each extended term.

The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

3. COMPENSATION

3-1

CONTRACT PRICE

The Contract Price, Part 1, P37, block 1.8 price lirnitatioﬁ; method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract Exhibit B: Price and Payment Schedule.

Table F-3.1a: License / OHRYV Agent POS and License Transaction Fees Worksheet

"POS Licénse / OHRV Transaction Fees Cost — For each'_cu'stomer'_ transaction (regardless of the number of
license types per license form) and per Registration Certificate the vendor may propose a transaction fee.

Proposed POS Transaction Fee for both License/OHRV Agents (fees are paid by the customer) :

e e == — =

1 Years

Year 1

Year2

Year3

Yeéard

Cost per
Transaction

"~ $2.00

'$2.00

$2.00

$2.00

$2.00

Table F-3.1b: License Internet Transaction Feées Worksheet

Internet License Sales Cost — For each customer transaction (regardless of the number of hcensc types pef|
license form) the vendor may propose a transaction fee. ;

2019-031 IT Provisions — Part 2
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STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department
CONTRACT 2019-031
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

As the Internet license provider, the Vendor will be considered a License Agent of the Department.

As such, in addition to the proposed transaction fee the Vendor will retain $1 for the sale of certain
licenses. These licenses are listed in Appendlx I

Proposed Internet Transaction Fee (does not include the $1 Agent Fee — fees are paid by the customer): .
Credit Card Fee (% of total transaction — may be added to customer charge):

Year 1 Year2 | - Year3 . Yeard - Years
Cost per - $275 $2.75 $2.75 $2.75 - $2.75-
Transaction
Credit Card % 2.5% 2.5% 2.5% 2.5% 2.5%

Table F-3.2: Hip Program Fees Worksheet

"HIP Program — The Harvest Information Program (HIP) surveys are a prerequisite for the issue of certain
licenses. HIP permits may be issued three different ways. The customer may complete the HIP survey over
the internet in conjunction with the purchase of a hunting license, the customer may complete just the HIP
survey over the internet, or the customer may complete the survey by phone with Vendor personnel. The cost
for administéring these surveys must be detailed below. -

; Year 1 Year 2 Year 3 Yeard - Year 5

Cost Per Phone - $2.00 $2.00 $2.00 $2.00 $2.00
Transaction N

- Cost per Internet . $.50 $.50 - $.50 $.50 $.50
Transaction '
(HIP only)
Cost per Internet $0.00 $0.00 $0.00 $0.00 $0.00
Transaction
w/license purchase

3.2 _NON-EXCLUSIVE CONTRACT

5
]

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services
or Deliverables identified under this procurement or make an award by item, part or portion of an
item, group of items, or total Proposal. the Contractor shall not be responsible for any delay, act, or
omission of such other vendors, except that the Contractor shall be responsible for any delay, act, or

omission of the other vendors if such delay, act, or omission is caused by or due to the fauit of the
Contractor.
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STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department
CONTRACT 2019-031
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

4 CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the
Contractor and State personnel. The Contractor shall provide all necessary resources to perform

- its obligations under the Contract. The Contractor shall be responsible for managing the Project

to its successful complctlon

4.1 THE CONTRACTOR’S CONTRACT MANAGER

The Caontractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is:

Eric -Richey,

CEQ, Sovereign Sportsmans Solutions ,
4336 Kenilwood Drive, Nashville, TN 37204 *
Tel: 615-610-3761

enchey@sB gov.com

4.2 THE CONTRACTOR’S PROJECT MANAGER

4.2.1 Contract Project Manager
- The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor’s selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the State. The State’s approval
process may include, without limitation, at the State’s discretion, review of the
; proposed Contractor’s Project Manager’s resume, qualifications, references, and
: _ background checks, and an interview. The State may require removal or
reass:gnment of the Contractor’s Pro_lect Manager who, in the sole judgment of
the State, lS found unacceptablc or is not performmg to the State’s satisfaction. . -

4.2.2 The Contractor’s Project Manager must be quahﬁed to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor’s
representative for all administrative and management matters. The Contractor’s
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit I, Section 2. The Contractor’s Project

~ Manager must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the State, and be at the site as needed. The
Contractor’s Project Manager must work .diligently and use his/ her best efforts
on the Project. -

4.2.3 The Contractor shall not change its assignment of the Confractor’s Project
"Manager without providing the State written Justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Project Manager shall not be unreasonably withheld. Thé replacement Project
Manager shall have comparable or greater skills than of the Contractor’s Project
Manager being replaced; meet the requirements of the Contract; and be subject to
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- STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department
CONTRACT 2019-031

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

424

4.2.5

reference and background checks described above in General Provisions, Section

. 4.2.1: Contract Project Manager, and in Contract Agreement General Provisions,
Section 4.6: Reference and Background Checks, below. The Contractor shall
assign a replacement of the Contractor’s Project Manager within ten (10)
business days of the departure of the prior Contractor’s Project Manager, and the
Contractor shall continue during the ten (10) business day period to provide
competent Project management Services through the ass:gnmcnt of a qualified
interim PrOJect Manager. )

Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in
default and pufsue its remedies at law and in equity, if the Contractor fails to -
assign a the Contractor PrQ|ect Manager mcctmg the requirements and terms of
the Contract.

CONTRACTOR Project Manager-is:

Shawnna Forck

Sr. Project Manager

4336 Kenilwood Drive, Nashville, TN 37204
Tel: 573-821-2935

sforck@s3gov.com

4.3 CONTRACTOR KEY PROJECT STAFF

43.1

43.2

The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software -Solution meeting the requirements set
forth in RFP Appendix C: System Requirements and Deliverables, Table C.2:
System Requirements and Deliverables-Vendor Response Checklist. The State may
conduct rcfercnce and background checks on the Contractor’s Key Pro_;ect Staff,
The State reserves the right to require removal or reassignment of the Contractor’s
Key Project Staff who are found unacceptable to the State. Any background
checks shall be performed in accordance with General Provisions Section 4.6:
Background Checks.

The Contractor shall not change '-any of the Contractor’s Key Project . Staff
commitments without providing the State written justification and obtaining the

_prior written approval of the State. State approvals for replacement of the

Contractor’s Key Project StafT will not be unreasonably withheld. The replacement
of the Contractor’s Key Project Staff shall have comparable or greater skills than of
the Contractor’s Key Project Staff being replaccd meet the rcquu'ements of the
Contract, including but not limited to.the requirements set forth in RFP Appendix

- C: System Requirements and Deliverables and be subject to.reference. and
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STATE OF NEW HAMPSHIRE -
New Hampshire Fish and Game Department
" CONTRACT 2019-031
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

background checks described in Contract Agreement- General Provisions, Section
4.6: Referem:e and Background Checks,

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key
Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with the Contractor’s replacement Project staff, subject to providing
notice and allowing for the Cure Period.

433.1 The Contractor Key Project Staff shall consist of the following
individuals.in'the roles identified below: :

- The Contractor’s Key Project Staff:

Key Member(s) . Tltle

Randall Forsha CTO Sr Systems Archltect
Josh Richardson .~ Sr. Business Analyst
Matt Rooks Sr Developer

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Managcr who shall function as the State’s representative with
regard to Contract administration. The State Contract Manager is:

Kathy A. LaBonte
Business Administration, Chief
New Hampshire Fish and Game Department
11 Hazen Drive
Concord, NH 03301
_ Tel: 603-271-2741
Fax: 603-271-5829

Email: Kathy.LaBonte@wildlife. nh gov

4.5 STATE PROJECT MANAGER '

The State shall assngn a Project Manager ‘The State Project Manager s duties shall mclude the
following:

. Leading the Project;

Engaging and managing all Contractors;

Managing significant issues and risks.

Reviewing and accepting Contract Deliverables;

Invoice sign-offs;

Review and approval of change proposals; and

e op TP
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. STATE OF NEW HAMPSHIRE
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CONTRACT 2019-031
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g Managing stakeholders’ concerns.

The State Project Manager is:
. Susan Perry
‘Licensing/OHRYV Registry Supérvisor
11 Hazen Drive
Concord, NH 03301
Tel: 603-271-6832
Fax: 603-271-5829

Email: Susan. Pe_rg{@wrldhfe nh. gov

State Project Staff: Event Manager Program Laura Ryder, Hunter and Aquatic Ed Supervisor
‘Wildlife Harvest Program - Kent Gustafson — Wildlife Program Supervisor

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize. any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the State’s
information among thc Contractor’s employces and agents. :

The State may, at ‘its sole expense, conduct refcrence and background screening of the
Contracted Vendor Project Manager and the Contractor Key Project Staff. The State shall
maintain the confidentiality of background screening results in accordance with the Contract
Agreement — General Provisions-Section 11: Use of State’s Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES .
The Contractor shall be solely responsible for meeting all reqmrements and terms and
conditions specified in this Contract, regardless of whether or not a subcontractor is used.

The Contractor may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. The Contractor must submit
all information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The-State will consider the Contractor to be wholly responsible for
the performance of the Contract and the sole point of contact with regard to all conu'actual
matters, including payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more partlcularly described in Contract-
Exhibit A: Contract Deliverables.
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STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department
: CONTRACT 2019-031
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53 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE _ :

After receiving written Certification from the Contractor that a Non-Software or Written
Delivérable is final, complete, and ready for Review, the State.will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Confract
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of thé
Deliverable within five (5) business days of the State’s receipt of the Contractor’s written
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the
nature and class of the Deficiency and the Contractor shall correct the Deficiency within the
penod identified in the Work Plan. If no period for the Contractor’s correction of the Deliverable
is identified, the Contractor shall correct the Deficiency in the Deliverable within five (5)
business days Upon receipt of the corrected Deliverable, the State shall have five (5) business
days to review the Deliverable and notify the Contractor of its Acceptance or rejection thereof,
with the option to extend the Review Period up to five (5) additional business days. If the
Contractor fails to,correct the Deficiency within the allotted period of time, the State may, at its
option,. continue reviewing the Deliverable and require the Contractor to continue until the
Deficiency is corrected, or immediately terminate the Contract, declare the Contractor in default,
and pursue its remedies at law and in cquity. '

54 SOFTWARE REVIEW AND ACCEPTANCE
" System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and
more partlcularly described in Exhibit F: Testing Services. :

6. SOFI'WARE

The Contractor shall provide the State with access to the Software and Documentatlon set forth in the
Contract, and particularly described in Exhibit J: Soﬂ‘ware A greement. y

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADM]NISTRATIVE SERVICES
The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES |
The Contractor shall provide the State with the Implementation Services set forth in.the
Contract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES
The Contractor shall perform testing Services for the State set forth in the Contract, and -
partlcularly described in Exhibit F: Testing Services. '
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New Hampshire Fish and Game Department
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7.4 TRAINING SERVICES
The Contractor shall provide the State with trammg Servwes set forth in the Contract, and
particularly described in Exhibit L: Training Scrvrces

7.5 MAINTENANCE AND SUPPORT SERVICES
The Contractor shall provide the State with Maintenance and support Services for the
Software set forth in the Contract, and particularly described in Exhibit G: System
Maintenance and Support. ' '

7.6 WARRANTY SERVICES
The Contractor shall provide the State with warranty Services set forth in thc Conﬁ’act, and -
particularly described in Exhibit K Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and
payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I Work
Plan. The Contractor $hall update the Work Plan as necessary, but no less than every two weeks, to
accurately reflect the status. of the Project, including without limitation, the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
‘Work Plan must be approved by the State, in writing, prior to final incorporation into Contract
Exhibit I: Work Plan. The updated Contract Exhibit I: Work Plan, as approved by the State, is
incorporated herein by reference.

‘Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall

not relieve the Contractor from liability to the State for damages resulting from the Contractor’s
failure to perform its obligations under the Contract, including, w:thout limitation, performance in

" accordance with the Schedule.

‘In the event of any delay in the Schedule, the Contractor must unmedrately notify the State in

writing, ldentifymg the nature of the delay, i.e., specific actions or inactions of the Contractor or the
State causing the problem; its estimated duratlon period to reconciliation; specific actions that need
to be taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from the
Contractor’s failure to fulfill -its obligations under the Contract. To the extent that the State’s
execution of its major tasks takes longer than. descrlbcd in the Work Plan, the Schedule ‘shall
automatically extend on a day-to-day basis. -
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Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract
for default, at its discretion, if it is dissatisfied with the Vendor’s Work Plan or elements within the

Work Plan, subject to providing Notice and allowing for the Cure Period.

9. CHANGE ORDERS

10.

The State may make changes or revisions at any time by written Change Order The State onglnated
changes or revisions shall 'be approved by the Department of Information Technology. Within five
(5) business days of the Contractor’s receipt of a Change Order, the Contractor shall advise the State,
in detail, of any impact on cost (e.g., increase or decrease), the Schedule, or thc Work Plan.

The Contractor may rcquest a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond
to the Contractor’s requested Change Order within five (5) business days. The State Agency, as well
as the Department of Information Technology, must approve all Change Orders in writing. The State
shall be deemed to have rejected the Change Order if the parties are unable to reach an agreement in
writing. ' '

All Change Order requests from the Contractor to the State, and the State acceptance of the
Contractor’s estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. If accepted, the Change Order(s) shall be subject to the Contract
amendment process, as determined to apply by the State.

INTELLECTUAL PROPERTY | . C

10.1 SOFTWARE TITLE
Title, right, and interest (mcludmg all ownershlp and intellectual property nghts) in the Software,
and its associated Documematlon, shall remain w1th the Contractor.

Upon successful complet]on and/or termination of the Implementation of the Project, the
Contracted Vendor shall own and hold all, title, and rights in any Software modifications
developed in connection with performance of obligations under the Contract, or modifications to .
the Contracted Vendor provided Software, and their associated Documentation including any and
all performance enhancing operational plans and the Vendors’ special utilities. the Contracted
Vendor shall license back to the State the right to produce, publish, or otherwise use such

. software, source code, object code, modifications, reports, and Documentation developed under’
the Contract.

. In no event shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive w1th, or similar to Custom Software, modifications developed in connection with
performance of obllganons under the Contract. In addition, the Vendor shall be free to use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, ‘and techniques
that are acquired or used in the course of its performance under this agreement.
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10.2 STATE’S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any property
which has been received from the State or purchased with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon
demandor upon termination of this Agreement for any reason. The Contractor shall not access
State user accounts or State data, except (1) in the course of data center operations, (2) in
response to'service or technical issues, (3) as required by the express terms of this Contract or (4)
at the State’s written request.

10.3 CONTRACTOR’S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, the Contractor shall not distribute any products containing or disclose
any State Confidential Information. The Contractor shall be free to use its general knowledge,
skills and experience, and.any ideas, concepts, know-how, and techniques that are acquired or
used in the course of its performance under this Contract, provided that such is not obtained as the
result of the deliberate memorization of the State Confidential Information by the Contractor
employees or third party consultants engaged by the Contractor.

Without limiting the foregoing, the parties agree that the gencral knowledge referred to. herein
cannot include information or records not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited to the following: records of grand juries and
petit juries; records of parole and pardon boards; personal school records of pupils; records
pertaining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer a licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video tape sale or rental,

and other files oontammg pcrsonally identifiable information that i is privatc in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc>, including copyright to all
Data and information, shall remain with the State. The State shall also retain all right, title and
interest in any user interfaces and computer instructions embedded within the WWW pages. All
WWW pages and any other Data or information shall, where appllcable .display the State's
copyright. - |

10.5 CUSTOM SOFTWARE SOURCE CODE

In the event that the State purchases software developmient services, which results in- Custom
Software, the Contractor shall provide the State with a copy of the source code for the Custom

'Soﬁware which shall be subject to the License rights. The State shall receive a worldwide,

perpetual, irrevocable, non-exclusive paid —up right and-license to use, copy, modify and prepare
derivative works of any custom developed software. Thls sectlon does not apply to the
Contractor’s proprletary software code.
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10.6 SURVIVAL

This Contract Agreement Section 10: InIeIIectuaI Property shall survive the tcrmmatlon of the
Contract.

11 USE OF STATE’S INFORMATION, CONFIDENT_IALITY

11.1 USE OF STATE’S INFORMATION

In performiﬁg its obligations under the Contract, the Contractor may géin access o
information of the State, including State Confidential Information. - “State Confidential

_ Information” shall include, but not be limited to, information exempted from public

disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and

:Meetings (see e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the

State Confidential Information developed or obtained during the. performance of, or

" acquired, or developed by reason of the Contract, except as directly connected to and

necessary for the Contractor’s performance under the Contract.

- 112 STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality of and protect from. unauthonzed use,
disclosure, publication, and reproduction (collectively “release”), all State Confidential
Information that becomes available to the Contractor in connectlon with its performance
under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations, Confidential Information shall *
not include information which: (i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in breach hereof; (i) was disclosed to
the receiving party on a non-confidential basis from a source other than the disclosing
party, which the receiving party believes is not prohibited from disclosing such
information as a result of an obligation in favor of the disclosing party; (iii) is developed
by the receiving party independeutly of, or was known by the receiving party prior to, any

“disclosure of such inforination made by the dxsclosmg party; or (iv) is disclosed with the

written consent of the disclosing party. A receiving party also may disclose Confidential
Information to the extent required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information -shall require the prior written
approval of the State. The Contractor' shall immediately notify the State if any request,
subpoena or other legal process is served upon the Contractor regardmg the State

- Confidential Information, and the Contractor . shall cooperate with the State in any effort

the State undertakes to contest the request, subpoena or other legal process, at no addmonal
cost to the State.

In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief. 1
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CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidentiality of its ¢onfidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowlédges that the State is subject to State
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A. The State shall maintain the confidentiality of the identified Confidential
Information insofar as it is consistent' with applicable State and federal laws or regulations,
including but not limited to, RSA Chapter 91-A. In the event the State receives a request.
for the information identified by the Contractor as confidential, the ‘State shall notify the
Contractor and specify the date the State will be releasing the requested information. At
the request of the State, the Contractor shall cooperate and assist the State with the
collection and review of the Contractor’s information, at.no additional expense to the State.
Any effort to prohibit or enjoin the release of the information shall be the Contractor’s sole
responsibility and at the Contractor’s sole expense. If the Contractor fails to obtain a court
order enjoining the disclosure, the State shall release the information on the date specified
in the State’s notice to the Contractor, without any liability to the Contractor.

11.4 SURVIVAL

This Contract Agreement Section 11, Use of State s Information, Confidentiality, sha]l
survive tcrmmatlon or conclusmn of the Contract.

12 . LTMTTATION OF LIABILITY .

12.1 STATE

‘Subject to applicable lavfs and regulations, in no event shall the State be liable for any

consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability to the Contractor shall not exceed the
total Contract pncc set forth in Contract Agreement — General Provisions, Block 1.8.

12.2 CONTRACT OR

Subject to applicable laws and regulations; in no event shall the Contractor be liable for
any consequential, special, ‘indirect, incidental, punitive or exemplary damages and the
Contractor’s liability to the State shall not exceed two times (2X) the total Contract price
set forth in Contract Agreement — P-37, General Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor’s
indemnification obligations set. forth in the Contract Agreement-General Provisions
Section 13: Indemnification and confidentiality obligations in Contract Agreement-General

- Provisions. Section 11: Use of State’s Information, Confidentiality, which shall be '

unlimited.
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12.3 STATE’S IMMUNITY
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a

waiver

of.the sovereign immunity of the State, which immunity is hereby reserved to the

State. This covenant shall survive termination or Contract conclusion.

12.4 SURVIVAL
This Section 12: Limitation of L:abdny shall survwe termination or Contract concluswn

13

TERMINATION

This Section 13 shall survive the termination or Contract Conclusion.

all,

13.1 TERMINATION FOR DEFAULT
Any one or more of the following acts or omissions of the Contractor shall constitute an event of
default hereunder (“Event of Default”)

a. Failure to perform the Services satisfactorily or on schedule

b. Failure to submit any report required; and/or

c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or

of the followmg actions:

a. Unless otherwise provided in the Contract, the State shall pfovidc the Contractor

written notice of default and require it to be remedied within, in the absence of a
greater specification of time, within thirty (30) days from the datc of noticc, unless
otherwise indicated within by the State (“Cure Period”). If the Contractor fails to
cure the default within the Cure Period, the State may terminate the Contract
effective two (2) days at the end of the Cure Period, at its sole discretion, treat the
Contract as breached and pursue its remedies at law or in‘equity or both. '

Give the Contractor a written notice spec:fymg the Event of Deflaull and
suspending all payments to be made under the Contract and ordering that the
portion of the Contract price which. would otherwise accrue to the Contractor
during the period from the date of such notice until such time as the State
.determines that the Contractor has cured the Fvent of Default shall never be paid
to the Contractor. However, the State shall act in good faith in determining that
the Contractor has cured such default.

c. Setoff agamst any other obligations the State may owe to the Vendor any damagcs

determined in good faith, the State suffers by reason of any Event of Default;

d Treat the Contract as brcached and pursue any of its remedles at law or in equity, or

both.

¢. Procure Services that are the subject of the Contract from another source and the

Contractor shall be liable for reimbursing the State for the replacement Services,
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and all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of llablhty set forth in the Contract.

13.1.2 The Vendor shall provide the State with written notice of default, and the State shall

cure the default within thirty (30) days.

13.2 TERMINATION FOR CONVENIENCE

13.2.1

The State may, at its sole discretion, terminate the Contract for convenience, in whole
or'in part, by thirty (30) days written notice to the Contractor. In the event of a
termination for convenience, the State shall pay the Contractor the agreed upon price, if
separately stated in this Contract, for Deliverables for which Acceptance has been
given by the State. Amounts for Services or Deliverables provided prior to the date of
termination for which no separate price is stated under the Contract shall be paid, in
whole or in part, generally in accordance with' Contract Exhibit B, Price and Payment
Schedule, of the Contract. ;

13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as

quickly and efficiently as reasonably possible, without performing unnecessary
Services or activities’ and by minimizing negative effects on the State from such
winding down and cessation of Services. :

133 TERM]NATION FOR CONFLICT OF INTEREST

13.3.1

13.3.2

The State may terminate the Contract by written notice if.it determines that a conflict
of interest exists, including bul not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts subject to the Cure Period.

In such case, the State shall be entitled to a pro-rated refund of any current

- development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know or
reasonably did not know, of the conflict of . mterest

In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the
Contractor.

13.4 TERMINATION PROCEDURE
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13.4.1

Upon termination of the Contract, after the Curc Period, the State, in addition to any

~ other rights provided in the Contract, may require the Contractor to deliver to the
State any property, including without limitation, Sofiware and Written Deliverables,
for such part of the Coutract as has been términated.

13.4.2  After receipt of a notice of termination, and except as otherwise directed by the State,

the Contractor shall;

Make available to the State any post-termination assistance generally made available
with' respect to the services, unless a unique data retrieval arrangement has been
established as part of the SLA.

.. Stop work undc; the Contract on the daté, and to the extent sbeciﬁed, in the notice;

Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle all
outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required,
which approval or ratification shall be final for the purpose of this Section;

Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in thc posscssnon of the Contractor and in
which the State has an interest: .

Not take any action to intentionally erase any State data.

1. "In the event of termination of any services or agreement in entirety, the
Contractor shall not take any actlon to intentionally erase any State data for a
period of:

¢ 10 days after the effective date of termination, if the termination is in
accordance with the contract period

¢ 30 days after the effective date of termination, if the termination is for
convemence ‘ "

* 60 days after the effectivc datc of termination, if the termination is for cause

© 2. After such period, the Contractor shall have no obligation to maintain or provide

any State data and shall thereafier, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.

Transfer title to the State and deliver in the anner, at the uines and to the extent
directed by the State, any property which is required to be furmshed to the State and
which has been accepted or requested by the State; and

Implement an orderly return of State data in a CSV or another mutually agreeable
format at a time agreed to by the parties and the subsequent secure dlsposal of State
data, _ ; - i
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h. Securely dispose of all requested data in all of its forms, such as disk, CD/ DVD,

"y backup tape and paper, when requested by the State. Data shall be permanently
deleted and shall not be recoverable, according to National Institute of Standards and
Technology (NIST)-approved methods, Certificates of destruction shall be provided

to the State. -
I Provndc writlen Certification to the Stale that the Contractor has surrendered to the
State all said property. :
CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full- remaining term of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or immediately tcrmmate thc
Contract without liability to the Contractor, its SUCCESSOTS Or assigns.

ASSIGNMENT, DELEGATION AND SUBCONTRACT S.

15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or'duties under the Contract without the prior written consent of the State. Such consent shall

| not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made

without the State’s prior written consent-shall be null and void, and may constitute an event of default
at the sole discretion of the State. -

¢

15.2  The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, Subcontractors, or other transferees (“A531gns”) are used, unless otherwise

-agreed to in writing by the State, and the Assigns fully assumes in writing any and ali obligations and

liabilities under the Contract from the Effective Date. In the absence of a written assumption of full
obligations and liabilities of the Contract, any permiited assignment, delegation, subcontract, or other
transfer shall neither relieve the Contractor of any of its obligations under the Contract nor affect any
remedies available to the State against the Contractor that may arise from any event of default of the
provisions of the contract. The State shall consider the Contractor to be the sole point of contact with

regard to all contractual matters, ‘including payment of any. and all charges resultmg from the
Contract.

15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. In
the event that the Contractor should change ownership, as permitted under Section 15: Change of
Ownership, the State shall have the option to continue under the Contract with the Contractor, its .
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
Contractor, its successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, ilS SUCCESSOLS OF assigns.
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5

16 = DISPUTE RESOLUTION : ’
Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
behevmg itself aggrieved (the- “Invokmg Party”) shall call for progressive management involvement
in the dispute negotiation by written notice to the other party. Such notice shall be without prejudice
to the Invokmg Party’s right to any other remedy pcrmnted under thc Contract.

The partles shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute:

Dispute Resolution Responsibility.and Schedule Table

LEVEL Sovereign STATE CUMULATIVE
: Sportman Solutions - ALLOTTED -
Primary Shawnna Forck | Susan Perry 5 Business Days
Project Manager State Project
Manager (PM) :
First Eric Richey CEO Glenn Normandeau | 10 Business Days
Director :

'I'hc allotted time for the first level negotiations shall begm on the date the Invokmg Party’s notice is
received by the other parly. Subsequent allotted time is days from the date that the original Invoking
Party’s notice is received by the other party.

17 GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE
In consideration for receivirig access to,and use of the computer fac:lltles network, licensed
- or developed: software, software mamtmned or operated by any of the State entities, systems,
equipment, Documentation, information, reports, or data of any kind (hereinafter
“Information”), the Contractor understands and agrees to the following rules:
a. Every Authorized User has the responsibility to assure the protection of information
from unauthorized access, misuse, theft, damage, destniction, modification, or
disclosure. :

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private -
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.
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¢. That at no time shall the Contractor access or attempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
1o system enn'y/acccss

d. That all software licensed, developed, or being evaluated by the State cannot be COpled
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times the Contractor must use utmost care to protect and keep such software
strictly confidential in accordance with the license or any other Agreement executed by

- the State. Only equipment or software owned, licensed, or being evaluated by the State,
can be used by the Contractor. . Personal software (including but not lumted to palmtop
sync software) shal] not be mstalled on any equipment.

e. That if the Comractor is found to be in violation of any of the above-stated rules, the
User may face removal from the State Contract, and/or criminal or civil prosecutlon if
the act constitutes a violation of law.

17.2 EMAIL USE : :
EMail and other electfonic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined as
“internal Email systems” or “State-funded Email systems.” The Contractor understand and
agree that use of email shall follow State standard policy (available upon request).

- 17.3 INTERNET/INTRANET USE

The Internet/Intrariet is to be used for access to and distribution of information in direct
support of the business .of the State of New Hampshire according to State standard policy

[(available upon request).

17.4 REGULATORY GOVERNMENT APPROVALS
The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obhgatlons under the Contract.

17.5 INSURANCE CERTIFICATE

The Insurance -Certificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Name, name of the mdwndual respon51ble for
the funding of the contracts and his/her address.

17.6 EXE[BITS
. The Exhibits referred to, in and attachcd to the Contract are incorporated by reference as if

fully included in the text.

17.7 VENUE AND JURISDICTION

Any action on the Contract may only be brought in the State of New Hampshue Mermrimack
County Supenor Court.

17.8 SURVIVAL
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The terms, conditions and warranties contamed in the Contract that by t.heu' context are
intended to survive the complenon of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit E Section 3:
Records Retention and Access Requirements, Exhibit E Section 4: Accounting
Requirements, and General Provisions-Section 11: Use of State’s Information,
Confidentiality and General Provisions- Section 14: Termination which shall all survive the
termination of the Contract. '

17.9 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of
such party. Such events shall include, but not be limited to, acts of God, strikes, lock outs,
riots, and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,’
earthquakes, and unusually severe weather,

Except in the event of the foregoing, Force Majeure events shall not include the Contractor’s
inability to hire or provide personnel needed for the Contractor’s performance under the
Contract.

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in a Umted States Post
Office addressed to the parties at the following addresses.

TO THE CONTRACTOR: . TO STATE:
SOVEREIGN SPORTSMAN STATE OF NEW HAMPSHIRE
SOLUTIONS FISH AND GAME DEPARTMENT
4336 KENILWOOD DRIVE 11 HAZEN DRIVE
NASHVILLE, TN 37204 CONCORD,NH 03301
TEL: (615)610-3761 TEL: (603)271-6832
EMAIL: ERICHEY@S3GOV.COM SUSAN.PERRY@WILDLIFE NH.GOV

17.11 DATA PROTECTION

Protection of personal privacy and data shall be an integral part of the business activities of

_ the Contractor to ensure there is no inappropriate or unauthorized use of State information at
any time. To this end, the Contractor shall safeguard the confidentiality, mtcgnty and
availability of State information and comply with the following conditions:

a. The Contractor shall 1mplemcnt and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or
theft of personal data and non-public data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
applies to its own personal data and non-public data of similar kind.
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b. All data obtained by the Contractor in the performance of this contract and all personal
data shall be encrypted at rest and in transit with controlled access. Unless otherwise

stipulated, the Contractor is responsible for encryption of the personal data. |

¢. Unless otherwise stipulated, the Contractor shall encrypt ail non-public data at rest and
in transit. The State shall identify data it deems as non-public data to the Contractor. The
level of protection and encryption. for all non-public data shall be identified and made a
part of this contract.

d. At no time shall any data or. processes — that either belong to or are intended for the
use of the State or its officers, agents or emplioyees — be copied, disclosed or retained by
the the Contractor or any party related to the Contractor for subsequent use in any
transaction that does not include the State.

e. The Contractor shall not use any mformatlon collected in connection with the service
issued from this proposal for any purpose other than fulfilling the service.

17.12. DATA LOCATION

The Contractor shall provide its Services to the State and its end users solely from data
centers within the Continental United States. All storage, processing and transmission of
State data shall be restricted to information technology systems within the Continental
United States. The Contractor shall not allow its personnel or sub-contractors to store State
data on portable devices, including personal computers, except as specified and allowed by
the contract, and then only on devices that are used and kept at its data centers within the
Continental United' States. The Contractor shall permit its personnel and Contractors to-
access State data remotely only to provide technical support and as specified or required by
the contract.

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION -
The Contractor shall inform the State of any security incident or data breach in accordance
with NH RSA 359-C.

a. Incident Response: the Contractor may need to communicate with outside parties
regarding a security incident, which may include contacting law enforcement, fielding
media inquiries and seeking external expertise as mutually agreed upon, defined by law or
contained in the contract. Discussing security incidents with the State should be handled
on an urgent as-needed basis, as part of the Contractor communication and mitigation
processes as mutually agreed upon, defined by law or contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the appropriate State identified contact immediately as defined in the SLA.

c. Breach Re_porﬁng Requirements: If the Contractor has aétugl knowledge of a confirmed
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data breach that affects the security of any State content that is-subject to applicable data
breach notification law, the Contractor shall (1) promptly notify the appropriate State
identified contact within 24 hours or sooner, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to address the data breach in a timely
manner.

17 14 BREACH RESPONS[BILITIES '
This section only applies when a data breach occurs with respect to personal data w1thm the
possession‘or control of the Contractor. ;

a. The Contractor, unless stipulated othcnwse shall immediately notify the appropriate |
State identified contact by telephone in accordance with the agreed upon security plan or
security procedures 1f it reasonably bcllevcs therc has been a security incident.

b. The Contractor; unless stipulated otherwise, shall promptly notify the appropnate State
identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it confirms that there is, or reasonably believes that there has been a
data breach. the Contractor shall (1) cooperate with the State as reasonably requested by
the State to investigate and resolve the data breach, (2) promptly implement necessary
remedial measures, if necessary, and (3) document responsive actions taken related to the
data breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the services, if nccessary

c. Unless otbemnse stipulated, if a data breach is a direct result of the Contractor S breach
of its contract obligation to encrypt personal data or otherwise prevent its release, the
Contractor shall bear the costs associated with:

-(1) the investigation and resolution of the data hreach .

(2) notifications to individuals, regulators or others required by State law;

(3) a credit monitoring service required by State (or federal) law;

(4) a website or a toll-free number and call center for affected individuals required
by State law NH RSA 359-C:19-C:20, all not to exceed the average per record per
person cost calculated for Data Breaches in the United States (currently $148 per
record/person) in the most recent “Cost of a Data Breach Study: Global Overview”
published by the Ponemon Institute at the time of the Data Breach; and:

(5) complete all corrective actions as reasonably determined by the Contractor based
on root cause; all [(1) through (5)] subject to this Contract’s Iumlahon of lldblllty

17.15. NOTIFICATION OF LEGAL REQUESTS :
The Contractor shall contact the State upon receipt of any electronic dlSCOVCI'y, lltlgatlon
holds, discovery searches and expert testimonies related to the State’s data under this:

. contract, or which in any way might rcasonably require access to the data of the State. the
Contractor shall not respond to subpoenas, service of process and other legal requests related
to the State without first notifying the State, unless pl‘Ohlblted by law from providing such
notice.
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STATE OF NEW HAMPSHIRE
New Hampshire Fish and Game Department
. CONTRACT 2019-031
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

17.16. ACCESS TO SECURITY LOGS AND REPORTS _
The Contractor shall provide reports to the State in a format as agreed to by both the
Contractor and the State. Reports shall include latency statistics, user access, -user access IP

~ address, user access history and security logs for all State files related to this contract.

17.17. CONTRACT AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The State
may perform this audit or contract vnth a third party at its discretion and at.the State’s
expense.

17.18. DATA CENTER AUDIT '

The Contractor shall perform an mdependent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request. the Contractor may
remove its proprietary information from the redacted version. A Service Organization
Control (SOC) 2 audit réport or approved equivalent sets the minirnum lcvel ofa thlrd-party
audit.

17.19: ADVANCE NOTICE
The Contractor shall give advance notice (to be determined at the contract time and included

. in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades, system

changes) that may impact service availability and perfomlancc A major upgrade is a
replacement of hardware, software or firmware with a newer or better version in order to
bring the system up to date or to improve its charagteristics. It usually includes a new version
number

17.20. SECURITY

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate prot'éction and flexibility can be attained between the State
and the Contractor. For example: virus checking and port sniffing — the State and the
Contractor shall understand each other’s roles and responsibilities.

' 17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non-
disclosure agreements, and limit staft knowledge of State data to that which is absolutely
necessary to perform job duties.

17.22; IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in cntlrety at ITS
discretion without interference from the Contractor. This includes the ablllty for the State to’
import or export data. to!from other service providers.

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE
The Contractor shall be responsible for the acquisition. and operation of all hardware,
software and network support related to the services being provided. The technical and
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

professional activities required for establishing, mariaging and maintaining the environments
are the responsibilities of the Contractor. The system shall be available 24/7/365 (with
agrccd upon maintenance downtime), and prov:de service to customers as defined in the

17.24. RIGHT TO REMOVE INDIVIDUALS ,
The State shall have the right at any time to require that the Contractor remove from interaction
with State any the Contractor representative who the State believes is detrimental to its working

‘relationship with the Contractor. The State shall provide the Contractor with notice of its

determination, and the reasons it requests the removal. If the State signifies that a potential
security violation exists with respect to the request, the Contractor shall immediately remove
such individual. the Contractor shall not assign the person to any aspect of the contract or future
work orders without the State’s consent.
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
' CONTRACT 2019-031 .
PART 3 — EXHIBIT A
CONTRACT DELIVERABLES

a. Problem Statement

Currently the NH Fish and Game Department generates general hunting and - fishing licenses, OHRV
registrations, hunt lotteries, Harvest Information Program (HIP) surveys, Hike Safe cards and Hunter
Education Certificates issued electronicatly. These are generated by a Point of Sale, (POS) system and/or
Internet. Access is web based and hardware is not supplied to License/OHRV POS agents. The current
contract ends on June 30, 2019. The Department would like to add on to this system, the following non-

. mandatory component: Wildlife Harvest Information Reporting. All subsystems, both mandatory and
non-mandatory will be billed separately.

b. Goals

The State of New Hampshire, Fish and Game Department, would like to procure a modular software
system with several components. The main systems will allow the Fish and Game Department to issue
licenses and through both a POS system and Internet sales system; OHRV Registrations through a POS
system and an online registration program for Event Management and Hunter certification. Other
components are a Wildlife Harvest reporting system.

c. Project Overview

This software solution will allow license/OHRV agents to enter customer data through hardware and
software at their location, print out the license or OHRV registration and issue to the buyer. It will also -
have an Internet sales subsystem developed and the whole system will be hosted by one vendor. The
Internet sales system will allow individuals to purchase and print hunting/fishing licenses, Hike Safe cards
and apply for lotteries from home 24/7 using a credit card for payment. The License /OHRV Registration
POS and Internet Sales system will be paid for by transaction fees, which dre passed on to the customer.
The Harvest Information Program (HIP) survey’s filed both by phone and Internet are billed for cost per
survey. Deer, Bear and Turkey harvest reporting will be billed for initial development and annual
maintenance and support. The Event Manager System will provide online registration .education
programs. offered to the public and electronic services for accessing certification numbers online. The
system will also provide support for volunteer management, participant tracking and communications.
This system will be billed for annual maintenance and suppoﬂ The Intemet License. and Event
Management systems must be mobile compliant. 3

_ d. Statement of Work

The State wishes to procure a Fish and Game Llcensmg/OHRWEvent Management and Harvest system
from one vendor. The Agent Licensing system is to be accessed by contracted License POS agents
throughout the state. = The Internet License Sales system, will allow individuals to purchase license,
permits, lotteries and Hlke Safe cards over the Internet. Deer/Turkey Harvest Reports will be accessed by
contracted Deer/Turkey Registration stations throughout the state. The OHRV Registration system will
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STATE OF NEW-HAMPSHIRE
FISH AND GAME DEPARTMENT

FISH AND GAME LICENSING/OHRV/EVENT NIANAGEN.[ENT SYSTEM

CONTRACT 2019-031
PART 3 — EXHIBIT A
CONTRACT DELIVERABLES

be accessed by contracted OHRV POS Agents throughout the state. The Event Management System
which is accessed by individuals to-register for Wildlife Education Programs and instructors to issue
certificates; with a subsystem to register for OHRV Safety Education Programs and issue certificates. All
systems will produce a comma-delimited text file generated nightly for the current day’s sales/issues data.
The text file will be made available nightly on the State of New Hampshire’s (SONH) FTP site to be
loaded daily into the Department’s internal database.

The Vendor must provide help desk and technical support function for the public as well as the contracted
license/OHRYV POS agents and Check Stations. This phone number will also be used for filing phone HIP
surveys.

e. General Project Assumptions

1.

The Contractor will provide project tracking tools and templates to record and manage Issues, Risks,
Change Requests, Requirements, and other documents used in the management and tracking of the
project. The State of New Hampshire and the Contractor’s Project Managers will review these tools
and templates and determine which ones will be used for the project. Training on these tools and
templates will be conducted at the start of each phase in which they will be used.

Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall

_ provide to the State a template, table of contents, ‘or agenda for Review and prior approval by the

. State.

-

The Contractor shall ensure that appropriate levels of security are implemiented and maintained in
order to protect the integrity and reliability of the State’s Information Technology resources,
information, and services. Security requirements are defined in Appendix C-2 of the Request for
Proposal. The Contractor shall provide the State resources, information, and Services on an ongoing
basis, with the appropriate infrastructure and security controls to ensure business continuity and to
safeguard the confidentiality and integrity of State neiworks, Systems and Data.

The Deliverables are set forth in the Schedule described below in Section 2. By unconditionally
accepting a Deliverable, the State reserves the right to reject any and ail Deliverables in the event the
State detects any Deficiency in the System, in whole or in part, through completion of all Acceptance
Testing, including but not limited to, Software/System Acceptance Testing, and any -extensions
thereof.

Pricing for Deliverables are set forth in Exhibit B: Price and Payment Schedule. Pricing will be

effective  for the Term of this Contract, and any extensions thereof,
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DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

STATE OF NEW HAMPSHIRE -
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031

PART 3 - EXHIBIT A

CONTRACT DELIVERABLES

. . . Deliverable Projected -
Activity, Deliverable, or Milestone Type Delivery Date
PLANNING AND PROJECT MANAGEMENT
1 Conduct Project Kickoff Meeting Non-Software 08/29/2019
' Bi-weekly .
starting
2 Project Status Reports Written 09/10/2019
3 'Work Plan Written 09/09/2019
Infrastructure Plan, including Desktop Written
and Network Configuration
4 Requirements 10/03/2019
Security Plan Writien 10/10/2019
Communications and Change .
[Management Plan Written 09/09/2019
- [Requirements Trace ability Matrix Written 09/09/2019
8 Software Configuration Plan Written - 11/01/2019
10/24/2019
Systems Interface Plan - AND
9 and Design/Capability Written 11/22/2019
10 Testing Plan Written _08/30/2019
11 Data Co_nversion Plan and Design Written 09/10/2019
12 Deployment Plan " Written 09/09/2019
Comprehensive Training Plan
13 and Curriculum Written 10/03/2019
14 End User Support Plan ' Written 11/15/2019
15 Business Continuity Plan Written . 12/10/2019
Documentation of
16 O ratlonal Procedures _ Written 12/1 0/2019
17 Provrde Software Llcenscs lf nccded Written N/A
18 Provide Fully Tested Data Conversion Software 11/01/2019

.State of NH Contract 2019-031

Exhibit A + Contract Deliverables - Part 3 ; ; '
Date: 34 [ ;g { ? Contractor’s Initials:

7 Page 3 of 80




STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT

FISH AND GAMEL LICENSING/OIIRV/EVENT MANAGEM]]NT SYSTEM

CONTRACT 2019-031.
PART 3 - EXBIBIT A
CONTRACT DELIVERABLES

Software

[Provide Software Installed, Conﬁgured
and  Opérational to

Satisfy  State

19 Requlrements _Software 12/0212019
20 * |Conduct Integration Testing Non-Software - 11/21/2019
. _ ‘On going with

21 Conduct User Acceptance Testing Non-Software each sprint .

22 Perform Production Tests Non-Software 11/12/2019 o
Test In-Bound and

23 Out-Bound Interfaces Software 11/18/2019
Conduct System Performance '

24 (Load/Stress) Testing - Non-Software 11/12/2019

Certification of 3% Party Pen Testmg and

Application Vulnerabi hty Scanmng
sysmm")iﬁo R

Non-Software

Converted Data Loaded into Productlon

‘Software

11/18/2019

Conduct Project Exit Meeting

26 Environment 11/25/2019
Provide Tools for Backup and Recovery
27 of all Applications and Data Software 11/01/2019
: 10/28/2019-
28 IConduct Training Non-Software 11/01/2019
29 Cutover to New Software Non-Sofiware | 12/02/2019
30 IProvide Documentation Written 12/02/2019
31 [Executé Sccurity Plan ; Non—Soﬁware 12/02/2019
ORERAHION z el o R 7
Ongoing Hosting, Maintenance and . Non-Soﬂware L
-32 Support : On :going
33. Non-Software 01/06/2020
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT =
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1 Not to Exceed

This is a Not to Exceed (NTE) Contract for the period between the Effective Date through June 30,
2024. The Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following activities,
Deliverables, or Milestones and Ongoing Maintenance and Support as defined in the price and

payment tables below.

Table 1.1A: Acu\nty, Deliverable, or Milestone Payment Table

Activity, Deliverable, or Milestone Delif:?yeg:(tie Price
LANNING AND PROJECT MANAGEMENT
Included in
Transaction
1 Conduct Project Kickoff Meeting . - -08/29/2019 Fee(s)
' Bi-weekly Included in
starting Transaction
2 |Project Status Reports 09/10/2019 Fee(s)
: ' : " Included in
Transaction
-3 [Work Plan _09/09/2019 Fee(s)
Infrastructure Plan, including Desktop 10/03/2019 Included in
and Network Configuration ' Transaction
4 Requirements Fee(s)
' -10/10/2019 Included in
. Transaction
5 . {Security Plan Fee(s)
_ , "Included in -
Communications and Change ‘ Transaction
6 [Management Plan 09/09/2019 _ Fee(s)
Inciuded in
A ) - Transaction
7 Requirements Trace ability Matrix 09/09/2019 Fee(s)
- C Included in
_ _ ' Transaction
8 Software Configuration Plan 11/01/2019 Fee(s)
Systems Interface Plan- 10/24/2019 Inciuded in
9 and Design/Capability . AND Transaction
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
, CONTRACT 2019-031

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

. 11/2222019 Fee(s)
Included in
Transaction
10 Testing Plan 08/29/2019 Fee(s)
BI-WEEKLY Included in
. , STARTING Transaction
11 " |Data Conversion Plan and Design 09/10/2019 Fee(s)
' Included in
Transaction
12 Deployment Plan . 09/09/2019 Fee(s)
| Included in
Comprehensive Training Plan i | ‘ Transaction
13 and Curriculum 10/03/2019 Fee(s)
Included in .
; ; ‘ Transaction
14 End User Support Plan 11/15/2019 Fee(s)
Included in
. Transaction
15 [Business Continuity Plan 12/10/2019 . Fee(s)
. ' Included in
Documentation of Transaction
16

Operatlonal Procedures

T T’(;'

12/10/2019
A e e T T

T Included in

|Regu1rements i

1 2/02/20 1 9

' _ Transaction

17 Provide Software Licenses if needed N/A Fee(s)
) _ } Inicluded in
IProvide Fully Tested Data Conversion Transaction

18 Software 11/01/2019- Fee(s)
Provide Software Installed, Configured, - Included in
and  Operational - to  Satisfy  State * Transaction

19

Included in -

: ; _ Transaction

20 Conduct Integration Testing 11/21/2019 Fee(s)
Included in
' ' ; On-going Transaction

21 Conduct User Acceptance Testing w/each sprint Fee(s)
Included in
22 [Perform Production Tésts 11/12/2019 Transaction
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
' CONTRACT 2019-031

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Fee(s) .
Included in
Test In-Bound and . Transaction
23 Out-Bound Interfaces 11/18/2019 .Fee(s)
- ' ; 10/22/2019. Included in -
Conduct System Performance 11/22/2019 and Transaction
24 (Load/Stress) Testing annually Fee(s)
11/18/2019 Included in
Certification of 3 Party Pen Testing and Transaction
Appllcal:lon Vulncrablll Scannm : Fcc(s)
o Included in
Converted Data Loaded into Production ‘ Transaction
26 Environment 11/25/2019 Fee(s) -
' : Included in
: Provide Tools for Backup and Recovery - Transaction
27 " lof all Applications and Data 11/01/2019 Fee(s)
10/28/2019- Included in
11/01/2019 Transaction
28 Conduct Training Fee(s)
Included in
Transaction
29 Cutover to New Software 12/02/2019 Fee(s)
' Included in
3 b Transaction
30 Provide Documentation- 112/02/2019 Fee(s)
~— 12/02/2019 Included in
Transaction
. Execute Secun Plan
- On-going : Included in
_ Ongoing Hosting, Maintenance and - Transaction
- 32 [Support Fee(s) -
Included in
: . Transaction
.33 Conduct Project Exit Meeting - 01/06/2020- Fee(s)
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. STATE OF NEW HAMPSHIRE .
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Table 1.1B: O1-Going Maintenance and Support Payment Table

___Maintenance and Support

FY2020 | FY2021 | FY2022 | FY2023 | FY 2024 Total -
Conservation Education _
System $12,000 | $12,000 | $12,000 | $12,000 | $12,000 | $60,000
Deer/Turkey Harvest o :
Information System $25,000 | Included | Included | Included | Included | $25,000
Harvest Information Program ” -
(HIP) $5,000 $5,000 | - $5,000 | $5,000 [ $5000 [ $25,000
Total . . $42,000 $17,000 $17,000 | $17,000 | $17,000 | $110,000

1.2 Future Vendor Rates Worksheet

The State may request additional Services from the selected Vendor and requires rates in the event that
additional Service is required. The following format must be used to provide this information. “SFY™ refers
to State Fiscal Year. The New Hampshire State Fiscal Year 'runs from July 1 through June 30 of the
following calendar year. Positions not identified in the Proposed Position Worksheet may be included in the
Future Vendor Rates Worksheet.

Table 1.4;: Future Vendor Rates Worksheet

'Position Title | 'SFY 2019 'SFY-2020 'SFY 2021 | .SFY2022. .| . SFY 2023.
Project $125.00/hr $125.00/hr’ $125.00/hr $125.00/hr $125.00/hr
Manager
Sr. $125.00/hr $125.00/hr $125.00/hr $125.00/hr $125.00/hr
Developer .

Business $100.00/hr $100.00/hr $100.00/hr $100.00/hr $100.00/hr

Analyst o -

QA Staff $80.00/hr $80.00/br $80.00/hr $80.00/hr $80.00/hr
2. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated .
in the P-37 General Provisions Block 1.8 (“Price Limitation™). - The payment by the State of the total
Contract price shall be the only, and the complete reimbursement to the Contractor for all fees and
expenses, of whatever nature, incurred by the Contractor in the performance hereof.
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. STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT - ‘
FISIT AND GAME LICENSING/OIIRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031 :
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract.

3. INVOICING _ _
The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All
invoices submitted shall be subject to the State’s prior. written approval, which shall not be unreasonably
withheld. The Contractor shall only submit invoices for Services or Deliverables as permitted by the
Contract. Invoices must be in a format as determined by the State and contain detailed information,
including without limitation: itemization of each Deliverable and identification of the Deliverable for which
payment is sought, and the Acceptance date mggenng such payment; date of delivery and/or lnstallatlon
monthly maintenance charges any other Project costs or retention amounts if applicable. '

" Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty (30) days of invoice receipt. .Invoices will not be backdated
and shall be prompt]y dispatched. :

Invoices shall be sent to:

New Hampshire Fish and Game Department
Attn: Business Office

11 Hazen Drive

Concord, NH 03301

4. PAYMENT : _ . :
Payments shall be made via ACH. Use the following link to enroll with the State Treasury for ACH
payments: https://www.nh.gov/treasury/state-vendors/index.htm _

r

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full
amount of any overpayment or erroneous payment upon discovery or notice from‘thc State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor’s invoices
with appropriate information attached.

.7. PROJECT HOLDBACK
The State shall withhold ten percent (10%) of the ﬁrst year annual fee for a period of 60 days after first
productive use of the System
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT :
F ISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT C
SPECIAL PROVISIONS

1.5 FEDERAL AWARD INFORMA_TION AND COMPLIANCES FOR FEDERAL
ASSISTANCE FUNDED PROJECTS -

This contract is funded in part by grants from the Department of the Interior, U: S. Eish and Wildlife
Service. The contractor and all sub-contractors must comply with tederal reguation and the followmg
provnslons as dpplicable:

A. GOVERNMENT-WIDE DEBARMENT AND SUSPENSION

This contract is subject to Executive Orders 12549 and 12689 “Debarment and Suspension.” The:
contractor must comply with the applicable provisions of the OMB guidance in-Sub-part C of 2 CFR Part
180, as adopted by the Department of Interior at 2 CFR Part 1400 Non-procurement Debarment and
Suspension. A contract award (see 2 CFR 180:220) cannot be made to parties listed on the government-
wide exclusions in the System for Award Management (SAM), in accordance with 2 CFR 180. Before
entering into a covered transaction the contractor must notify the contracting state ‘agency if you know
_ that you or any of your principals are presently excluded or disqualified from participation in federally
funded transactions. :

Certification Regarding Debarment and Suspension — Lower Tier Covered Transactions

By submitting a bid and entering into a contract the contractor certifies, per Subpart C of 2 CFR Part 180,
that neither it nor its principles (officers, directors, owners, or partners) are presently debarred, suspended,
proposed for debarment, declared ineligible, voluntarily excluded, or otherwise excluded by any federal
department or agency from participating in transactions supported in whole or in part by Federal funds.
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT

~ FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT D
ADMINISTRATIVE SERVICES

TRAVEL EXPENSES

The Contractor must assume all reasonable travel and related expenses All labor rates will be “fully
loaded”, including, but not limited to: mcals hotel/housing, airfare, car rentals, car mileage, and out
of pocket expenses.

SHIPPING AND DELIVERY FEE EXEMPTION
The State wil] not pay for any shlppmg or delivery fees unless spec1ﬁca]ly itemized in the ContmcL

ACCESS/COOPERATION

As'applicable, and subject to the applicable laws and regulations, the State will provide the Contractor
with access t6 all program files, libraries, personal computer-based systems, software packages,

. network systems, security systems, and hardware as required to complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions reasonably
necessary to allow the Contractor to perform its obligations under the Contract.

STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access. to all State-owned documents, materials, reports, and
other work in progress reldting to this RFP. Upon expiration or termination of the Contract with the
State, the Contractor shall turn over all State-owned documents, material, reports, and work in
progress rcIatmg to this RFP to the State at no additional cost to the State. Documents must be
provided in both printed and electronic format.

RECORDS RETENTION AND ACCESS REQU]REMENTS z
The Contractor shall agree to the conditions of all applicable State and federal laws and regulations,
which are-incorporated herein by reference, regarding retention and access requirements, including

‘without limitation, retention policies consistent thh the Federal Acquisition Regulauons (FAR)

Subpart 4.7 Contractar Records Retention.

The Contractor and its Subcontractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect
costs invoiced in the performance of their respective obligations under the Contract. The Contractor

- and its Subcontractors shall retain all such records for three (3) years following termination of the

Contract, incliding any extensions. Records relating to any litigation matters regarding the Contract
shall be kept for one (1) year following the termination of all litigation, including the termination of all
appeals or the expiration of the appeal penod
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STATE OF NEW HAMPSHIRE
. FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
. CONTRACT 2019-031
‘ PART 3 - EXHIBIT D
ADMINISTRATIVE SERVICES

Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (1) year term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. _The Contractor shall include

the record retention and review requirements of this section in any of its subcontracts. ' )

The State agrees that books, records, documents, and other evidénce of accounting procedures and
practices related to the Contractor’s cost structure and profit factors shall be excluded from the State’s
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors. '

6. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Acceptéd
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the
accounting system and the Contractor shall maintain records pertaining to the Services and all other
~ costs and expenditures. ' . :

State of NH Contract 2019-031
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~

1. PROJECT MANAGEMENT
The State believes that effective communication and reporting are essential to Project success. -

The Contractor Key Project Staff shail oanicipate in meetings as requested by the State, in accordance
with the requircments and terms of this Contract.

a. Introductory Meeting: Participants will include the Contractor’s Key Project Staff and State Project
leaders from the New Hampshire Fish and Game Department. This meeting will enable leaders to -
become acquaintcd and establish any prelimjnary Project procedures.

b. Kickoff Meetmg Particlpants will include the State and the Contractor’s Project Team and ma_]or
stakeholders. ThlS meetlng is to establish a sound foundation for activities that will follow.

c. Status Meetings: Participants will 'mclude at the minimum the Conimctor s Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status
and error report ﬁ'om the Contractor shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, ona bi-weekly
“basis, in accordance with the Contract.

€. Special Meetings: Need may arise for a special meetmg with State leaders or Project stakeholders to
address specific issues.

f. Exit Meeting: Participants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
consider.

The State expects the Contractor to prepare agendas and background for-and updates. Background for
each status meeting must include an updated Work Plan. Drafting of formal presentations, such as a
presentation‘ for the kickoff meeting, will also be the Contractor’s responsibility

. The Contractor s Project Manager or the Contractor’s Key Project Staff shall submit monthly status

" reports in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in
formats approved by the State. The Contractor’s Project Manager shall assist the State’s Project Manager,
or itself produce reports related to Project Management as reasonably requested by the State, all at no’
additional cost to the State. The Contractor shall produce Project status reports, whlch shall contain, at a
minimum, the following:

Project status related to the Work Plan; |

Deliverable status;

Accomplishments during weeks being reported

Planned activities for the upcoming two (2) week period;

Future activities; and _

Issues and concerns requiring resolution.

9w+wﬂr
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. 7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by
the State, all at no additional cost to the State. : ’

2. IMPLEMENTATION STRATEGY

2.1 Key Compdnents

T

The Contractor shall employ an industry-standard Implementation strategy with a timeline set
forth in accordance with the Work Plan; .

* The Contractor and the State shall adopt a change management approach to identify and plan

key strategies and communication initiatives.

The Contractor’s team will provide training templates as defined in the Training Plan, which
will be customized to address the State’s specific requirements.  Decisions regarding format, .
content, style, and presentation shall be made early on in the process, by the State, providing
sufficient time for development of material as functionality is defined and configured.

The Contractor shall manage Project execution and ‘provide the tools needed to create and
manage the Project’s Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and report status. '

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: the preliminary training plan, the change management
plan, communication approaches, Project standards and procedures finalized, and team training
initiated. Timing will be structured to recognize interdependencies between applications and
structure a .cost effective and timely execution. Processes will be documented, training

established, and the application will be ready for Implementation in accordance with the Work .

Plan. :

2.3 Change Management and Training

The Contractor’s change management and training services shall be focused on developing
change management and training strategies and plans. Its approach relies on State résources
for the execution of the change management and end user training,

State of NH Contract 2019-031
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The Contractor shall provide the following Products and Services descnbed in this Exhibit F, mcludmg but
not limited to: ‘

1. TESTING AND ACCEP’I"ANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation throughout
the Project. The Contractor will also provide training as necessary to the State staff responsible for test
activities. The Contractor shall be responsible for all aspects of testing contained in the Acceptance Test

- Plan including support, at no additional cost, during User Acceptance Test conducted by the State and the
testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shail apply to testing the
System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include
planning, test scenario and script development, Data and System preparation for testing, and execution of
Unit Tests, System Integration Tests, Conversion Tests, Installation tests, Regression tests, Performance
Tuning and Stress tests, Security Review and tests, and support of the State dunng User Acceptance Test
and Implementation. i

In addition, the Contractor shall provide a mechanism for reporting actual test results vs. expected results
and for the resolution and tracking of all errors and problems identifiéd durmg test execution.” The
Contractor shall also correct Deficiencies and support required re-testing.

1.1 Test Planmng and Prcparation

The Contractor shall provide the State with an overall Test Plan that will guide all testing. The
Contractor provided, State approved, Test.Plan will "include,” at a minimum, identification,
preparation, and Documentation of planned testing, a requirements traceability matrix, test variants,
test scenarios, test cases, test scripts, test Data, test phases, unit tests, expected results, and a tracking

. method for reporting actual versus expected results as well as all errors and problems identified
during test execution. . G

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, State testing will commence upon the Contractor’s Project Manager’s Certification, in

“writing, that the Contractor’s own staff has successfully executed all prerequisite Contractor’s testing,
along with reporting the actual testing results, prior to the start of any testing executed by State staff.
The State will be presented with a State approved Acceptance Test Plan, test scenarios, test cases, test
scripts, test data, and expected results.

The State will commence its testiné within five business day of receiving Certification from the
Contractor that the State’s personnel have been trained and the System is installed, configured,
complete, and ready for State testing. The testing will be conducted by the State in an environment

State of NH Contract 2019-031

Exhibit F »Tegting Services — Part 3 ;
. Date: 42 -# ZQ Contractor’s Initials: %\

Page 15 of 80



STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
. FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031 '
PART 3 - EXHIBIT F
TESTING SERVICES .
independent from the Contractor’s development environment. The Contractor must assist the State
with testing in accordance with the Test Plan and the Work Plan, utilizing test and live Data to
validate reports, and conduct stress and perforniancc tcsting, at no additional cost.

'Tcstmg begins upon completlon of the Soﬁware configuration as required and user training accordmg
to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the Statc

The. Contractor must demonstrate that thelr testing mcthodology can be integrated with the State
standard methodology. '

1.2 System Integration Testing (if applicable)

The new Systeni is tested in integration with other application systems (legacy and service providers)
in a production-like environment. -System Integration Testing validates the integration between the
individual unit application modules and verifies that the new System meets defined requlrements and
supports execution of interfaces and busmess processes Thc System Integration Test i is performed in -
a test environment.

Thorough end-to-end testing shall be performed by the Contractor team(s) to' confirm that the
Application integrates with any interfaces. The test emphasizes end-to-end business processes, and
the flow of information across applications (IF APPROPRIATE). It includes all key business
processes and interfaces being implemented, confirms data transfers with external parties, and
includes the transmission or printing of all electronic and paper documents. -

’

Systems Integration Testing validates the integration between the target application
modules and other systems, and verifies that the new System meets defined
interface requirements and supports execution of business processes. This test
emphasizes end-to-end business processes and the flow of information across the
application. It includes all key business - processes and interfaces being
implemented, confirms data transfers with external parties, and includes the

- transmission or printing of all’ electronic and paper documents.

Take the lead in developing the Systems Integration Test Specifications.
Work jointly with the State to develop and load the data profiles to support the
_ test Specifications.
s Work jointly with the State to validate components of the test scnpts

*  Work jointly with the Contractor to develop the Systems Integratlon Test
s Specifications.
¢ Work jointly with the Contractor- to develop and load the data proﬁles to
support the test Specifications.
e Work jointly with the Contractor to validate components of the test scripts,
modifications, fixes and other System interactions with the Contractor supplied
Software Solutlon

#Z4 » The Integration-Tested System indicates that, all interfaces between the
: application and the legacy and third- party systems interfaces, and applications
are functioning properly.

" State of NH Contract 2019-031
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In Installation Testing the application components are installed in the System Test environment to test
the installation routines and are refined for the eventual production environment. This activity serves -
as a dry run of the installation steps in preparation for configuring the production system.

1.4 User Acceptance Testing (UAT)

UAT begins upon completion of the Software configuration as required and user trammg according to
the Work Plan. Testing ends upon issuance of a letter of UAT Aoceptancc by the State. .

The User Acceptance Test (UAT) is a verification process performed. in a copy of the production
. environmernt. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved business processes. .

UAT will also serve as a performance and stress test of the System. It may.cover any aspect of the
new System, including administrative procedures such as backup and recovery. The results of the
UAT provide ev1dence that the new System meets the User Acceptance criteria as defined in the

Work Plan.

The results of the User Acceptance Test provide evidence that the new System meets the User
Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State will issue a Ietter of
UAT Acceptance and the respective Warranty Period shall commence

The System User Acceptance Tests verify System functionality against predefincd
Acccptance criteria that support the successful execution of approved processes.

Provide the State an Acceptance Test Plan and selection of test scripts for the
Acceptance Test.

Monitor the execution of the test scripts and asmst as needed during the User
Acceptance Test activities.

Work jointly with the State in detcnmnmg the requlred actions for problem
resolution.”

s & B @

Approve the development of the User Acceptance Test Plan-and the set of data
for use during the User Acceptance Test. '

Validate the Acceptance Test environment.

Execute the test scripts and conduct User Acceptance Test activities.

Document and summarize Acceptance Test results.

Work jointly with the Contractor in determmmg the required actions for |-
problem resolution. i

Provide Accepta.nce of the validated Systems

The- Deliverable for User Acceptance Tests is the User Acceptance Test Results,
" These resulls provide evidence that the new System -meets the User Acceptance
criteria defined in the Work Plan.

State of NH Contract 2019-031
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1.5 Performance Tuning and Stress Testing
The Contractor shall develop and document Software configuration and funing of mfrastrucmre as
well as assist and direct the State’s System Administrators and Database Administrators in
configuring and tunjng the infrastructure to support the software throughout the Project

1. 7 Scope
The scope of Perfonnance Testmg shall be to measure the System level metrics critical for the
development of the applications mﬁ'astructure and opcratlon of the applications in the production
environment.

It will include the measurement of response rates of the application for end-user transactlons and
resource utilization (of various servers and network) under various load conditions. These response -
rates shall become the basis for changes and retestmg until optimum System performance is achieved.

Performance testing and tuning shall occur in the final production environment and shall use a
copy of the final production database to provide the best results. v

1.7.1 Test Types :
Performance testing shall use two different types of testmg to determine the stability of the
application. They are baseline tests and load tests.
a) Baseline Tests: Baseline tests shall collect performance data and load analysis by runmng
scripts where the output is broken down into business transactions or functions. The test is like
. asingle user executing a defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transaction response time, throughput and other user-
based metrics.
b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
~ long period of time while running under expected conditions. Load test helps to ‘verify the
ability of the application environment under different load conditions based on workload
dlstnbutlon System response time and utilization is measured and recorded.

1.7.2 Tumng
Tuning will be the Contractor led and occur durmg both the development of the application and
load testing. Tuning is the process whereby the application performance is maximized. This can be

the result of making code more efficient during development as well as makmg tuning parameter
changes 1o the environment.

1.8 Regression Testing
As a result, of the user testing activities, problems will be identified that require correction. The State
will notify the Contractor of the nature of the testmg failures in writing. The Contractor will be
required to perform additional testing activities in response to State and/or user problems identified '
from the testing results. Regression testing means selective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused unintended adverse

effects, and to verify that the modified and related (possibly affected) System components still meet
their specified requirements.

State of NH Contract 2019-031
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In designing and conducting such regression testing, the Contractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time ‘and effort
required for conducting the regression tests. In other words, the Contractor will be expected to des;gn
and conduct regression tests that will identify any unintended consequences of the modlficatlon while
takmg into account Schedule and economic considerations.

1.9 Secunty Review and Testmg

IT Security involves all functions pertaining to thc securing of State Data and Systems through the

_creation and definition of security policies, procedures and controls covering such areas as

identification, authentication and non-repudiation.

- All components of the Software shall be reviewed and tested to ensure they protect the State’s hardware

and software and its related Data assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include penetration tests and application vulnerability scanning,

Service Component

Defines the set of capabilities that:

Identification and
Authentication

Supports obtaining information about those parties
attempting to log onto a system or application for
security purposes and the validation of users

Access Control

Supports the management of pérmissions for
logging onto a computer or network

Encryption Supports the encoding of data for security purposes
Intrusion Detection . Supports the detection of illegal entrance into a
computer system
Verification

Supports the confirmation of authority to enter a
computer system, application or network ©

Digital Signature

Guarantees the unaltered state of a file

User Management Supports the administration of computer,

application and network accounts within an
— organization.

Role/Privilege Supports the granting of abilities to users or groups

Management of users of a computer, application or network

Audit Trail Capture | Supports the identification and monitoring of

and Analysis ' activities within an application or system

Input Validation Ensures the application is protected from buffer

overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or duectones on
the server.

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity and

State of NH Contract 2019-031
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availability. Tests shall, at a minimum, cover each of the service components. Test procedures shall
include 3™ party penetration tests and application vulnerability scanning,

Prior to the System being moved into production the Contractor shall provide results of all security
testing to the Department of Information Technology for review and Acceptance. All Software and
hardware shall be free of malicious code (malwarc).

1.9 Penectration Testing (Non-PCI Environment)
The Contractor shall provide certification that their Software and System environment has undergone
penetration testing in accordance with current recommendations from a recognized industry standards
organization, such as the U.S. Department of Commerce National Institute of Standards Technology
(NIST). The State requires that the Contractor has this testing performed annually by a qualified third-
party vendor, and after every major upgrade.

State of NH Contract 2019-03 1
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1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the »
applicable program Documentation through the contract end date.

1.1Contractor’s Rcsponsibility
' The Contractor shall maintain the System in accordance with the Contract.

111 Maintenance Releases

The Contractor shall make available to the State the latest program updates, general
maintenance releases; selected functionality releases, patches, and Documentation that are
generally offered to its customers, at no additional cost.

1.1.2  Standard Agreement '
' The State will adopt the Contractor’s standard mamtcnance agreement modified to address
terms and conditions inconsistent w1th State Statutes and general State information -
technology practices.

2. SUPPORT OBLIGATIONS AND TERM

'

2.1  The Contractor shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract, mcludmg but not
limited to S1.1 through S1.20 of the Support and Mamtenance Requirements in Exhibit H
Requirements, Attachment 1.

2.2 If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed 'to have committed an Event of Default, and the State shail have the
right, at its option, o pursue the remediés in Part 2 Section 13.1.1.2, as well as to return the
Contractor’s product and receive a refund for all amounts paid to the Contractor, including but not
limited to, applicable license fees, within ninety (90) days of notification to the Contractor of the
State’s refund request

2.3 If the Contractor fails to correct a Deficiency within the allotted perlod of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the
right, at its option, to pursue the remedies in Part 1 Section 14. '

State of NH Contract 2019-031 -
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Attachment C-2: Project Requirements, Vendor Response Checklist

Vendor Instructions

Vendor Response Column

Place a "Yes” if the current release of the software can fully support ALL the functionality described in the row, without special customization, A "Yes can onlv be used
if the de[wery method is Standard (see delivery method instructions below).

Otherwise, enter an "No"; A "No" can only be used with delivery method Future Custom orNot Available/Not Proposing (see dellvery method instructions below)

i

T .

Criticality Column: -
(M) Indicates a requirement that is "Mandatory“ The State consrders it to be of such great :mportance that it must be met in order for the proposal to be accepted. If
the proposer believes that there is somethmg about their proposal that either obviates the need for this requirement or makes it of less importance this must be
explained within the comments. The State retains the right to accept a proposal if the need of the requirement is reduced or eliminated by another feature of the
proposal,

(P) Indicates a requirement which Is "Preferred”. This requirement is considered by the State to be of great usefulness but the lack of this feature is not consldered
serious enough to disqualify the proposal. &

{0). Indicates a requirement which is "Optional". This requirement is consldered by the State to be'one whlch usefull or potentially usefull but not a central feature of

the Project.

State of NH Contract 2019-031:

Exhibit H 5 Reguirements — Part 3 : ‘
Date: %Zg’ Contractor’s Initials: /%—'

- Page 22 of 80




STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
_FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
. CONTRACT 2019-031
/ PART 3 - EXHIBIT H
REQUIREMENTS

Delivery Method Column:
Complete the delivery method using a Standard Future, Custom, or Not Available/Not Proposlng (as defined below) that Indicates how the requirement will be

delivered. .
Standard - Feature/Function is included in the proposed system and available in the current software release.

Future - Feature/Function will be available in a future release. (Provide anticipated delivery date, version, and service release In the comment area.)

Custom - Feature/Function can be provided with custom modiflcations. {Respondent must provide estimated hours and average billing rate or flat cost for the software
modification in the comment area. These cost estimates should add up to the total cost-for software modifications found in the cost summary table in Section X of the

RFP). ~
Not Avallable/Not Proposing - Feature/Function has not been proposed by the Vendor. (Provide brief description of why this functionality was not proposed )

Comments Column:

For all Delivery Method responses vendors must provide a brief explanation of how the requirement will be met. Free form text can be entered into this column.

State of NH Contract 2019-031
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$3 understands the need for all
customer information to be
secure. All-datais encrypted both
at rest and in transit. In addition,
_ _ access to the S3 system is role
Due to the_confidentiality of customer information, the ' ' based and orily users with proper
Bl.1 Vendor must provide a product that is secure and includes M- " Yes Standard permissions can access and for
secure authenticatiqn and authorization. ' edit customer information.

: ’ Various permissions can be
5 : ' _ establish that limit who can view
' . and for edit specific information
_ based on the varlous permissions
= established for a each user.

As stated above, access to the 53
system is user role based. S3 will
work with the state to establish
the varlous security
levels/permissions. Permissions
will establish what data a user

Tl

The vendor must be able to demonstrate that the log-on

prot;:cols ;:an;ufflc:ently hm'; thelviem:'mgband editi ¢ M ' Yes Standard can view and/or edit. Permissions
privileges for data that is used exclusively by one or more o | can control viewing/editing data

tiie LUEer . : down to the field level. When the

' state administrator sets up new
users, he/she will establish the

‘permission level{s) that individual
will be allowed. )

B1.2
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. The S3 web-based system is built
to accommodate ail types of
connectivity. While any web-’
based system.performs optimally
. _ over high-speed broadband, $3
At a minimum the Vendor must provide a system that will ' ; understands the need to builda
communicate via dial-up as well as with existing network ' S system that performs at the
813 solutions which include circuits, cable and DSL, as well as M Yes Standard - lowest common denominator,
their associated modems, switches and routers. License : ] that being dial-up. Your current
-and OHRV Agents will be responsible for thelr own ISP and ' : system, developed and managed
Hardware, : by $3, currently accommodates

. various connections. The next
generation system proposed by
53, given the advances in
technology, will out perform the
current system.

. S3 will continue to use the same
ro- - merchant processor for internet
sales that Is currently being
utilized under your current
system. S2 currently uses the
credit card processing services
provided by Central Bank of
Missouri and Authorize.net.

Systermn must interface with a bank network to authorize
Bi.4 and settle credit card transactions with the Vendor acting M Yes Standard -
‘as the merchant of record for internet sales only. '

State of NH Contract 2019-031
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B1.5

REQUIREMENTS

The Vendor will provide a system that allows secure, ,
remote access via the internet for State Employees using a M Yes - Standard
secure log-on procedure. ' '

$3 will continue to provide remote
access for State Employees with
proper authority. NHFG
administrator will have the ability
to set up new users, assign
permission levels, and deactivate
users if necessary.

B1.6

The system must have the ability to handle the growth of _
additional License / OHRV agents, different user groups-and M Yes Standard
multiple login accounts at any one agent location. ’

The 53 solution allows the state to

'| setup both license and OHRV

agents, as well as Harvest Check
stations, etc., through the
administrative controf center.
There Is no limit to the number of
license agents, OHRV agents that
the state can establish. The state

_will have the ability to set up users

for each group and provide
managers at agent locations the
ability to setup their own staff as
well. Both NHFG and managers at
agent locations will have the
ability.to set up new users and
reactive existing users.

State of NH Contract 2019-031

Exhibit H,~ Requirements —-Part 3
Date: j’Zgﬂ _9 Contractor’s Initials: 2g

Page 26 of 80




STATE OF NEW HAMPSHIRE
: FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

-.The 53 system will create
remittance reports on a scheduled
basis that provides a-detailed
summary of sales that occurred

M Yes Standard for the scheduled time period.

Agents will use the system

~ | generated sales summary report

to remit sales for the specified

time period to NHFG.

License and OHRV Agent payments will be remitted by mail

£l directly N.H. Fish and Game Department.

The next generation system to be’
_ ; implemented for NHFG wili be
B1.2 _| The proposed system must be-mobile compatible. M Yes Standard mobile responsive with the ability
for customers to complete sales
via a mobile device.

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
| FISH AND GAME DEPARTMENT .
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

B1.9

The System must be user friendly and help reduce human
error.

M. Yes Standard

Over the years 53 has continually

.improved our system with each

implementation providingan _ .
improved and more efficient user
experience. The sales solutionisa
simple 4-step linear process that
first identifies the customer,
displays a list of licenses to select,
accepts payment and prints the
license. A customer can only
select licenses that he/she is
allowed to purchase based on
enforcement of the state's robust
rulés engine. For example, a
nonresident will only be allowred
to purchase nonresident permits
and an individual will only be
allowed to purchase licenses that
can be sold during that time
period. The $3 system is designed
to minimize errors and provide a
positive user experience.

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
' CONTRACT 2019-031
PART 3 - EXHIBIT H

REQUIREMENTS
Reporting requirements include detailed transaction The $3 soluti "
reports for each Agent, including voids as well as reports by € e "% orla meetsta R
Agent/Clerk or Agent for a spécific time period or specific. repo ltng rect’:;u remehn 5 Is- yo;r _
B1.10 ' -product type. Month!v Sales Statements will be printed out M ya standard ;:r:e: (\;EI‘:‘ doir, wle ma‘;et g drz?l ¥
. by each License / OHRV Agent and remitted to the s 9 ozrgi-ee u?re d ::p: rtsean: will
Department with payment for total sales of a calendar Y guite p :
: : s s b continue to provide NHFG with a
month. A non inclusive list of reports are presented in ‘
Appendix |, - comprehensive suite of reports.
All $3 Installations, including the
current NHFG system, provides a
public internet sales channel that
i - llows customer to purchase -
The Internet License Sales Application must allow ' ? > P
o . : . licenses over the Internet and
Bl.11 individuals to complete a License sales transaction and print M Yes Standard = . :
fii, S| IO e €T ESE : print their license(s} at home. This
. . ) - : i sales channel and functionality
will continue to be provided in
your next ggneratjon licensing
system. )

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031

PART 3 - EXHIBIT H

B1.12

REQUIREMENTS

The Agent/ OHRV Subsystem must be rapid and accurate,
allowing License Agents /OHRV Agents to sell and print
licenses and OHVR Registration certificates. OHRV
subsystem requires inventory tracking.

Yes

Standard

The current $3 system provides
the functionality described.
Agents can quickly and efficiently
navigate the sales process.
Inventory tracking is already
provided as a component to the
OHRV registration system. All
functionality provided in your
current system will continue to be .
provided in your next generation
system without the risks
assoclated to moving to another
vendor that does not have a

“thorough understanding of your

requirements.

B1.13

The system will have the flexibility to allow Department
Staff to change license and OHRYV registration prices, add
license types and availability of licenses through an
Administrative Portal. '

Yes

Standard

The S3 system allows Department -
Staff with proper permissions to
update prices, add new licenses,
establish sale dates, enforce
éstablished business rules, etc.
$3's goal when building a system
is to empower the user and put
the control of the system back in
the hands of the state thereby
minimizing the need for vendor
intervention.

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
: CONTRACT 2019-031 |
PART 3 - EXHIBIT H

_ REQUIREMENTS
_The system will-generate data files (format defined by

Department) on a daily basis that are placed on the State of

NH secure FTP site. Separate files will be generated for )

License data, OHRV sales data, Moose Lottery, Inventory, jIHE,SEYSEm willlcontmue b
B1.14 Donations, Hunter Edubation, OHRV Education, Harvest and Ye§ Standard genenatBangiicCevEtisr

Violations. The state will retrieve and process this dataon a pecessaryfilesasiceguired bythe

" daily basis adding it to the State existing in-house: states
databases. The Vendor will receive files from the
Department hi-monthly for customer data updates.
’ - The $3 system currently supports

The Vendor must develop a HIP reporting companent to th'e requ.ired i functio:nahty and

the Internet License sales site that will allow an individual il contmue'tg ?.o s0 f”'th thte
B1.15 to obtain.a HIP num}:er in conjunction with hunting license Yes standard 2;’:: inwe;:;?!?ar'iiﬂ;":ﬁ;ys em-

or as a separate option for a HIP survey only. The vendor reculiten ERtsEsWEIEavE

will report the HIP data to the USFWS on a monthly basis. im('::vlemented this functionality in

Survey guestions will be supplied by the Department. all of our current state

implementations.
53 will continue to maintain the

The Vendor will also maintain a toll-free phone survey same toll free number that is in
B1.16 system for issuing HIP permit numbers_ to individuals who Yés - use today for custorners to call in
o are not able to complete the online survey. This data will . and complete their HIP survey and

be included with the online HIP data sent to USFWS. 'be provided a HIP confirmation

i numbers.

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT

FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

B2.0

decislon.

The Event Manager System must be user friendly and easy
to use. The look of all event manager pages, integration of
all functions, delivering all required reporting functions and
customer support will be weighed in the contract award

Yes

Standard

$3 built and manages the current
Event Management System for
NHFG. 53 has a thorough
understanding of the required
functionality and will continue to
meet the requirements of NHFG
and provide a system that Is easy
to use resulting in a positive user
experience for both customers
and NHFG staff. -

B2.1

creation

The system will provide criteria to prevent duplicate profile

Yes

Standard

$3 understands the need to keep
your database "clean” and
minimize duplicate records, S3
has developed a powerful tool

.that compares customer records

at the time of creation to

eliminate duplicate records. -

Based on a strict matching criteria,
If a customer record matches on’
four data points, such as first
name, last name, address, and
DOB, the system will not allow a
new record to be created and will
point the customer to his/her
current or primary record. The
matching algorithm established by
53 has assisted in minimizing
customer records in all of our
state implementations.
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STATE OF NEW HAMPSHIRE
- FISH AND GAME DEPARTMENT _
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

For ad ho¢ reporting, the 53 core
system provides a
multidimensional database and 2
powerful OLAP (Online Analytical
Processing) reporting tool. OLAP-
reporting will allow analysts of
business data and provides the
capability for complex
calculations, trend analysis, and

- data modeling.

The systém w_iI'I provide Ad hoc reporting by using approved
B2.2 dashboard system using date ranges and data fields Yes Standard
determined by the Department.

53 provides a powerful dashboard
in all our installations that
provides trends and analysis of
current data at your fingertips

System analytics through use of a dashboard system - ; * when first logging into the system.
823 approved by the Department will provide data from queries _ : Yes standard 53 has provided this functionality
) to show trends and churn rates for hunting and fishing to NHFG since going live with your
participation. ; current system in 2011, S3 will

“work with NHFG staff to modify
your current dashboard to
accommaodate your current needs
in data analysis.

The current NHFG Event Manager

The Event Manager System must consist of (2) two portals - : ; System built and managed by $3
B2.4 the public -registration portal; and the Departments ' - Yes Standard has both a public registration
Administration portal. portal and a Department
Administration portal.

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS
The 53 Event Management system
: | meets all the functionality
The public portal will provide viewing and registration for - required. Individuals are able to
, events; individuals will create a profile, search, register or ; . view, register, cancel registration
B2.5 cancel out of events. Also to reprint their certification card. Yes Standard for events, and create and edit
There must be an option for user to recover username ' ' : customer profiles/accounts.
and/or password.” - ' Custorners will also be able to
‘ : recover username and/or
passwords.

The 53 Event Management system
meets these requirements. The
administrative control center -
{Portal) access is role-based
allowing users to only access data
Yes Standard and functionality associated to
their security/permission fevels.
The state will have the ability to
create various roles based on
specific permissions and associate
roles/permissions to each user.

The Departments Ac'!ministratlon portat will provide -
different levels of permissions for users such as
administrators, chief instructors, volunteer mstructors
teachers and volunteers.

82.6

The $3 system is mobile.
: ) 5 responsive allowing individuals to
B2.7 The proposed system must be mobile compatible. Yes Standard view and register for events, S3

: ' ' systems are rmobile responsive in
‘'most of our state installations. .

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
" FISH AND GAME LICENSING/OBRV/EVENT MANAGEMENT SYSTEM
' CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

The 52 system includes the
- functionality to accept and
System must interface with a bank network to authorize . : process credit cards,” 53 utilizes
B2.8 and settle credit card transactions with Vendor acting as - Yes Standard Central.Bank of Missouri and
the merchant of record. : Authorize.net as our merchant

: . B processor for credit card
processing..
The $3 Event Management system
has an automated email '
component that provides the
. state the ability to setup email
Yes Standard notification campaigns. Users,
‘with proper authority, have the
| ability to setup notifications
programs to email groups or
individuals. )

The System must have an_auto'mated email component to
email students, participants, instructors and teachers

B2.9°

R :
FerOREL :
;

v
R

As the current provider for NHFG
licensing and event management,

h il ' " 4 f' . we currently manage all data for
The Vendor will integrate ali legacy data from previous Yes standard the state, There will be no .

vendor for use in new syster. ' ) . integration work required by S3 -
eliminating the risk associated -
data migration.

cL_1
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STATE OF NEW HAMPSHIRE
. | FISH AND GAME DEPARTMENT
H FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT H

REQUIREMENTS

. As your current vendar for both
licensing and event management,
there will be no interruption of
service transitioning from your
current system to your next
generation.

The Vendor will work with Department and if necessary '
C1.2 previous Vendor to ensure no interruption occurs during Yes Standard
transition to new system. ; .

r
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM -
CONTRACT 2019-031
PART 3 - EXHIBITH .
REQUIREMENTS
_APPLICATION REQUIREMENTS

Ability to access data using open standards access protocol

{(please specify supported versions in the comments fleld). N ies Standard

g;} "il" £}

ﬁ:?l‘*

The $3 application supports HTTPS
. and SFTP and FTPS protocols.

Data is available in commonly used format over which no
entity has exclusive control, with the exception of National
Al.2 or International standards. Data Is not subject to any. M Yes Standard
copyright, patent, trademark or orhter trade secret
regulation.

53 meets these requirements

Web-based compatible and in conformance with the

following W3C standards: HTMLS, CSS 2.1, XML 1.1 M HiES Slangand

Al3

Verify the identity or authenticate all of the system client
A2.1 applications before allowing use of the system to prevent M Yes Standard
! access to inappropriate or confidential data or services.

$3 meets these requirements

$3 security protocels and
authentication processes meet
these requirements.

Verify the identity and authenticate all of the system’s
human users hefore allowing them to use its capabilities to
prevent access to inappropriate or confidential data or
services.

A2.2 M Yes Standard

$3 security protocols and.
authentication processes meet
these requirements.

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031

PART 3 - EXHIBIT H
REQUIREMENTS
User names must be unigue Is all
A23 Enforce unique user names. M Yes Standard $3 systems and Is required to be
unigque in the NHFG system. -
53 utifizes industry standard
password requirements with
Enforce complex passwords for Administrator Accounts in pa.sswords eniiedytolbe]a
AZ.4 accordance with DolT’s statewide User Account and M Yes Standard Gomblatianlf| LpHeT DHER ca.se
Password Policy characters, numbers, and special
characters. Users are also
required to change passwords on
a predetermined scheduled basis.
53 utilizes industry standard
] password requirements with
Enforce the use of complex passwords for general users passwords required to be a
A2S using capital h'etters, n.umbers ixnd special characters in M Jec ' Standérd combination of upper/lower case
accordance with DolT's statewide User Account and characters, numbers, and special
Password Policy. characters. Users are also
) required to change passwords on
a predetermined scheduled basis.
. ) i All data in the $3 system is
A26 Encrypt passwords in transmission and at rest within the M Yes Standard encrypted both at rest and in
database. , b transit.
: " 83 follows industry standard
) g ) . password requirements.
Establcsh ablility to expirg passw?rds after a definite period , Passwords are set to expire within
A2.7 of time in accordqnce with DolT's statewide User Account M Yes Standard a predetermined time-perfod.
and Password Policy User names are must be unique
within the NHFG system.
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STATE OF NEW HAMPSHIRE

. FISH AND GAME DEPARTMENT

FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS .

A28

Provide the ability to limit the number of people that can
grant or change authori;ations

Yes

Standard

Access to the 53 system(s) is role-
based. Individuals can only access
portions of the system that their
permissions allow. Only
individuals with the proper
security/permission level can
setup users and establish or
modify other users
security/permission levels.

< A2.9

Establish ability to enforce session timeouts during periods’

of inactivity.

Yes

Standard

All 53 systems enforce session
timeouts. .53 and NHFG will.
mutually decide what the timeout
parameter should be.

A2.10

sensitive data in its code.

| The application shall not store authentication credentials or

Yes

Standard

" Agree. The 53 system does not
store authentication credentials or
sensitive data in its code.

A2.11

_Log ali attempted accesses that fall identification,

authentication and authorization requirements.

" Yes

Standard

$3 does log all login attempts.
The $3 system has a set parameter
of three attempts before focking
out a user. In other words, if a
usef attempts to login to the
system and fails due to incorrect .
username/password combination
three times, he/she is
automatically tocked out of the
system, requiring a system
administrator with proper
authority to reset password and
unlock account. '

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT H

REQUIREMENTS : \
. | Any activity in the 53 system,
. whether it be a sale or an update
‘to the database, i.e. customer.
record, agent record, event, etc.,

The application shall log all activities to a central server to is tracked by user for audit
A2.12 prevent parties to application transactions from denying M Yes - | Standard purposes. Change history or audit
that they have taken place. ~ — ’ ! ' logs are kept for any change made

to the system. The audit log
shows who made the change, date
and time of the change, and old
" value vs. new value.

All change history/audit logs are
kept for the duration of the
A2.13 Alllogs must be kept for 90 days. M Yes Standard contract. For audit purposes,
change history/audit logs are not
deleted from the system. .

. The application must allow a human user to explicitly
A2.14 terminate a session. No remnants of the prior session ' M Yes Standard
should then remain. )

The $3 system meets this
requirement. -

; - Agree. The §3 sofﬁvare and
Do not use Software and System Services for anything other el

A2.15 L M Yes Standard system service will only be used -
than they are designed for. for its Intended use. -
. - ; All data Is encrypted at rest. S3's -
A2.16 [EeSpnlicationiEataishal oelproteetaaiom unauthorized M -Yes - - Standard data security protocols protects all
bsejwhenlatiest " ’ data from unauthorized use.
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. STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT H

REQUIREMENTS
. All data is encrypted both at rest
. | The application shall keep any sensitive Data or 1 and in transit. Access to
A2.17 communications private from unauthorized individuals and . M Yes Standard personalfsensitive informationis
programs. - - _ & oo § . only accessible to individuals with

proper permisstons.

Agree. 53's data security

Subsequent application enhancements or upgrades shall protocols meet industry standards

A2.18 . : |'s Gar
not remove or degrade security requirements : . ¥es Si=Adand and are not affected by system
: enhancements or upgrades.
. . $3 has developed and utilizes a
Utilize change manage formal change management
A2.19 8 gement documentation and M Yes - standard o] m; change B
procedures process which is explained In
detail in our proposal.
) A All interfaces with the state's data
Web Services : The service provider shall use Web services ; _ .
A2.20 lusively to Interface with the State’s data | | M Yes | standard Utilizestachiservicess Web
. e'xcusweyto nterface w e State’s data in near rea . g
time when possible. time

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE ,
FISH AND GAME DEPARTMENT i
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
_ PART 3 - EXBOBIT H
= REQUIREMENTS
: S jmEsTNG

All 53 systems are
thoroughly tested to
protect the state's web site
and its related data. From
QA and regression testing
of the application to load
and penetration testing of
the system, to quarterly
) _ ' ' PCl scans to ensure system
security, $3'will conduct all
necessary testing to
protect and optimize
system integrity and
- performance.

The Vendor shall be responsible for providing documentation of ' 53 meets this requirement.
security testing, as appropriate. Tests shall focus on the technical, N  Quarterly reports will be
T1.2 administrative and physical security controls that have been . M Yes Standard provided on ail system
designed into the System architecture in order to provide the testing, assessments, and
necessary confidentiality, integrity and availability. - : scans.

Ail components of the Software shall be reviewed and tested to
T1.1 ensure they protect the State’s web site and its related Data M ) Yes Standard
assets. ’

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT

FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

Provide evidence that supports the fact that Identification and

Authentication testing has been recently accomplished; supports -

The 53 system records and
audits all fogin attempts.
Authentication testing is

T13 obtaining information about those parties attempting to log onto Yes Standard performed prior to system
a systerh or application for security purposes and'the validation of ' release. Testing results are
users ' ' *made available to the

client.
Our hosting partner,
. : < Rackspace, controls this

T1.4 ::ff;:g’i :gcf:;?::‘;'nﬁ:wst‘::‘;‘:ﬁ::i r':a“age’“e“t af Repniisslons Yes Standard functionality through their

network policy using Active
Directory.
Test for encryption; supports the encoding of data for security lnd'ustry :tt:’ndarid p

T1.5 purposes, and for the ability to access the data in a decrypted Yes Standard enciyptignisoitvare Liuse
format from required tools ' torencrypHallidaig bothjat

) rest and In transit,
Allintrusion detection
' - testing and monitoring is
T16 Test the 'lntrusmn Detection; supports the detection of illegal Yes standard performed by our cyber
_entrance into 2 computer system _ security partner, Alert
Logic.
‘ Our cyber security partner,
Test the Verification feature; supports the confirmation of p Alert Logic, is used to
T1.7. - . Yes Standard .
authority to enter a computer system, application or network monitor all system traffic
Including server logs.
‘ : Our hosting provider,
_ Test the User Management feature; §upports the administration Rackspace, performs this
T1.8 of computer, application and network accounts -within an Yes Standard

organization.

testing. Rackspace Is a SOC
1 and 2 hosting facility.

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT

FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H

REQUIREMENTS

Test Role/Privilege Management; supports the granting of abilities

Qur hosting provider,
Rackspace, performs this

T1.9
to users or groups of users of a computer, application or network . yes gllandsid testing. Rackspaceisa SOC .
: 1 and 2 hosting facility.
Our cyber security
g " i 1 | provider, Alert Logic,
71.10 Test Audlrt Tfall Captur.e and IAnaIy5|s, S.U[‘)pOI:‘tS the identlﬁ'ce.mon Yes Standard: . performs these tests and
and monitoring of activities within an application or system .
; continually monitors our
systems.
$3 meets this
- . irement{s) th h our
Test Input Validation; ensures the application is protected from ) . rei:g:r 'szcu(rsl)ty pr:rutﬁer v
T1.11 buffer overflow, cross-site scripting, SQL inJection, and Yes Standard Alert Ldgic N cohstan’tly
unauthorized access of files and/or directories on the server. monitors s'y stem traffic for
these items.
For web applications, ensure the application has been tested and $3 meets this requirement
. hardened to prevent critical application security flaws. { Ata by performing quarterly
T.1.12 minimum, the application shall be tested against all flaws outlined Yes Standaird vulnerabllity scans and
in the Open Web Application Security Project (OWASP) Top Ten yearly assessments.
{http://www.owasp.org/index.php/OWASP_Top_Ten_Project)) )
: ) . 3 . $3 utilizes Alert Logic for
Provide the State with validation of 3rd party security reviews our 3rd party security -
performed on the application and system environment. The reviews, Monthly scans are
T1.13 review may tndude a combination of wvulnerabllity scanning, Yes Standard performed and any issues

. penetration testing, static analysis of the source code, and expert

code review  (please specify proposed methodology In the
comments field).

will be corrected and the
scan reran. Reports can be
provided to the state.
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT H

REQUIREMENTS
: ) _ - _ . , Security scans are
Prior to the System belng moved into production, the Vendor shall - performed prior to moving
T1.14 provide results of all security testing to the Department of M Yes Standard the system to production.
Information Technology for review and acceptance. =~ e $3 will provide the state

with results of scans.

Once the state has
completed UAT testing and
signed off on approvaiofa
release, a release date will

be mutually agreed upon
by the state and S3.

Changes to the system are .
scheduled during the

agreed upon maintenance
vendor shal! provide documented procedure for migrating w?ndow fypicaily Bekmeen

T1.15 appillcation maodifications from the Pser Acceptance Test M © Yes Standard 1:00 a.m. and 5:00 a.m. ET.
Environment to the Production Environment, .

—

No modifications wilt be
moved to Production
without approval and

written signoff by the state.

53 will provide the state -

with documented
procedures for migrating
application changes from
" UAT to Production.

ISTANDARDTESTING
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRVIEVEN’I‘ MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT H.

REQUIREMENTS :
' S3 meets these testing
requirements. $3 performs
thorough unit testing,
Quality Assurance testing,

The Vendor must test the software and the system using an- ' and regression testing prior
T2.1 industry standard and State approved testing methodology as M Yes Standard to moving any system

more fully described in Appendix G-2.2. . ] . . changes to UAT for state
i - _ testing. No changes are

moved to Production
withqut state approval and

signoff.

i ‘| Asapart of 53's standard
operating procedures,

! ' ; . stress/load testing is
1 The Vendor must perform application stress testing and tuning as M Yes Standard performed annually with

12 more fully described in Appendix G-2.2.- : _ results analyzed and

system fine tined as
' needed.

53 typlcally copies
.Production down to
UAT/QA as needed.
Copying Production down
to UAT s only performed
_after approval from the’
~ state, S3 will provide
documentation on how we
sync Production with
testing environment(s).

The Vendor must provide documented procedure for how to sync - M " Yes Standard

HEs | Production with a specific testing environment.
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Exhibit H » Requirements — Part 3
Date: ‘_‘ﬁ r&f g Coritractor’s Initials:
' Page 46 of 80



STATE OF NEW HAMPSHIRE

. FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
- CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS
$3 has well defined disaster
recovery procedures with
T2.4 The vendor must define and test disaster recovery procedures. M Yes - Standard ||, ‘@urhosting partner;

" - Rackspace. Disaster
recovery tests are
conducted annually.

HOSTING-CLOUD REQUIREMENTS

Vendor shall provide an ANSI/TIA-942 Tier 3 Data Center or
equivalent. A tler 3 data center requires 1) Multiple independent
distribution paths serving the IT equipment, 2) All IT equipment

" H1.1 must be dual-powered and fully compatible with the topology of a ‘M Yes Standard
site's architecture and 3)Concurrently maintainable site '
Infrastructure with expected availability of 99.982%, excluding
maintenance window referenced in section H4.9

Rackspace, our hosting
partner, is a Tier 3 data
center and meets all
requirements listed.

dor shall provide a FedR fi d, fent, . | Our hosting partner,
Vendor shall provide a FedRamp certified, or equivalen M - e S e i

Hi.2 . _
government cloud hosting envlronment certified.

s
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031 - -
PART 3 - EXHIBIT H
REQUIREMENTS

H13

Vendor shall provide a PCl compliant environment and will be
responsible for having all applicable network and application-level
penetration testing performed on an annual basis as directed by
the Department '

Yes

Standard -

$3 conducts quarterly PCI
scans as required by cur.
merchant processor. .Any
items noted in the scan are
corrected immediately and
the scan reran to ensure
that our systems meet PCI
requirements. Penetration
testing is conducted on an
annual basls,

H1.4

‘Vendor shall provide a CJIS compliant environment, and wiil be
responsible for assisting with any CliS-related audit requirements
as directed by the Department

Yes

Standard

$3's Ratkspace
environment is CJIS
compliant and agrees it will
assist with any CJIS related
audit requirement.

H1.5

#

Vendor shall install and update all critical server patches, updates, -

and other utilities within 30 days of release from the
manufacturer. '

Yes

Standard

Agreed. Our hosting
partner, Rackspace, is
responsible for installing all
server patches as they

‘become available.

Rackspace continually
monitors all systems to
ensure-all system software
is up to date.
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT

FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H -

IR B L TR A I

SDISASTER RECOVERY:

REQUIREMENTS ;
; Agreed. Our hosting
partner, Rackspace, Is
. responsible for installing all
H1.6 . Vendor shall install and update all server patches, updates, and . server patches as they
i other utilities within 60 days of refease from the manufacturer. M lies Standaxd become available. -

. " Rackspace continually
monitors all systems to
ensure 2l system software
is up to date.

Alert Logic, our cyber
. security provider, monitors
H1.7 Vendor shall monitor System, security, and application logs. M Yes Standard all system logs and notifies
$3 immediately if an issue
Is detected.
H1.8 Vendor shall manage the sharing of data resources. M Yes Standard $3 meets this requirement,
Rackspace, our hosting
HLS Vendor shall m.anage daily backups, off-site 'data storage, and M Yes Standard _g:z:?;’rz?f[\;fzss::r:::’v
restore operations.
oo and restore operations
with S3 oversight.
The Vendor shall report any breach in security in conformance i
with State of NH RSA 359-C:20. Any person engaged in trade or
H1.10 commerce th‘at is subj?ct to RSA 358-A:3 1 shal! also notify the. M Yes standard $3 wfll meet this
regulator which has primary regulatory authority over such trade requirement.
or commaerce. All other persons shail notify the New Hampshire
attorney general's office.
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT :
. FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031 '
PART 3 - EXHIBIT H

REQUIREMENTS ;
53 has well documented
Vendor shall have documented disaster recovery plans that disaster recovery plans.
H2.1 address the recovery of lost State data as well as their own. ) M ' Yes Standard The §3-system has been
: Systems shall be architected to meet the defined recovery needs. ; . architected to meet the -
; recovery needs.
The disaster recovery plan shall identify apbropriate methods for

procuring additional hardware in the event of a component

failure. In most instances, systems shall offer a level of S3 disaster recovery plans

M Yes Standard

H2.2
redundancy so the loss of a drive or power supply will not be { meets these requirements.
sufficiént to terminate services however, these failed components ] i
will have to be replaced. ;
53 has a defined schedule
- Vendor shall adhere to a defined and documented back-up for backing up data. S3
H2.3 i A
schedule and procedure. M ¥Es Standare performs daily backups of -
i i all systems.
Back-up copies of data are made for the purpose of facilitating a 53 égrees ;N'Ith this
L restore of the data In the event of data loss or System failure. . 3= SERaETd statement.
j . | $3 meets this reguirement.
Scheduled backups of all servers must be completed regularly. § _ E $3 conducts differential
H2.5 The minimum acceptable frequency is differential backup daily, - ™M Yes Standard _ daily backups of ali systems
and complete backup weekly.’ ' .and complete backup of all
) ' systems on a weekly basis.
53 meets this requirement,

:’apes :r oith.er back-a;p media ta;pesﬂmust be selgurelv t:'ansgertred " . S ! however all backups are In
H2.6 rom the site to another secure location to avoid complete da § es _ r " the Cloud. Tapes are not

loss with the loss of a facility. iBd
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT -
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031 -
PART 3 - EXHIBIT H
. REQUIREMENTS

Data recovery - In the event that recovery back to the last backup ‘ ; 1 : ' - . :
is not sufficient to recover State Data, the Vendor shall employ =53 mefm thisiregulraments ’
the use of database logs In addition to backup media in the , . To:assistimmeeting this
H2.7 restoration of the database(s) to afford a much closer to real- time M Yes Standard

requirement, S3 conducts - l
recovery. To do this, logs must be moved off the volume A zfgfhtly ?clklm;hh: u‘;l:s "
containing the database with a frequency to match the business . dl terehn 52 sisE
needs, which is the prevnous calendar day. o ata changes.

| s3 mee this ruiemnt. o
Data Logic protects data
from Intrusion and S3 uses

The Vendor shall employ security measures ensure that the d standard industry best
Hal State’s application and data is protected. M vea atandapd security practices and
: i employs OWASP (Open
Web Application Security-
Project) standards.
H3.2 If State data is hosted on multiple servers, data exchanges M= Yes standard fr:::i:aa: de:frr:'::?n':"
between and among servers must be encrypted.
» servers,
$3 systems meet all of
' these requirements.
i All servers and devices must have currently-supported and Rackspace hosting includes
i hardened operating systems, the latest anti-viral, anti-hacker, all anti-viral. anti-ha cking
H3.3 anti-spyware, and anti-malware utilities. The environment, asa - M Yes Standard Bte.; utilities:. Alert Logic‘
whole, shall have aggressive intrusion-detection and firewall provides industry-leading
protection. intrusion, security, and

.| compliance coverage.
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT

-~

FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

.CONTRACT 2019-031
-PART 3 - EXHIBIT H
REQUIREMENTS

All components of the infrastructure shall be reviewed and tested
to ensure they protect the State’s hardware, software, and its
related data assets. Tests shall focus on the technical, -

Rackspace, our hosting
partner, is a Tier 3 data
center and meets all data

E3:% administrative and physical security controls that have been s Standasd “hosting and security
designed into the System architecture in order to provide ' requirements iricluding _
confidentiality, integrity and availability.. SOC 1 and 2 certifications.
The Vendor shall ensure its complete cooperation with the State’s $3 will work with the -

H3.5 Chief Information Officer in the detection of any security Yes Standard State's Chief Information
vulnerability of the hosting Infrastructure. officer as.needed.
The Vendor shall authorize the State to perform scheduled and 53 will meet this

H3.6 random security audits, including vulnerability assessments, of the Yes standard re_quiren?ent and allow thg

’ Vendor’ hosting Infrastructure and/or the application upon ! state to perform security

request. ' audits upon request.
All servers and devices must have event logging enabled. Logs

H3.7. must be protected with access limited to cmly‘ authorlized Yes standard 53 meets all th?a

: administrators. Logs shall include System, Application, Web and requirements listed.

Database logs. :
Operating Systems (OS) and Databases (DB) shall be built and _

H3.8 hardend in accordance with guidelines set forth by CIS, NIST or Yes Standard 53 meets this requirement.
NSA ' )

The Vendor shall notify the State’s Project Manager of any ' $3 understands and will

H3.9 security bréaches within two {2} hours of the time that the Vendor - Yes Standard comply with this

learns of their occurrence.

requirement.
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STATE OF NEW HAMPSHIRE
. FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
" CONTRACT 2019-031
PART 3 - EXHIBIT H

_ REQUIREMENTS
B The Vendor shall be solely liable for costs associated with any ) : _ $3 understands and will
H3.10 breach of State data housed at their location(s) including but not M Yes Standard comply with this
limited to notification and any damages assessed by the courts! ] requirement.

Jicenvice (eved acrzeinent -

: * The Vendor’s System support and maintenance shall commence ' _ _ 53 understands and will —
H4.1 upon the Effective Date and extend through the end of the M Yes _Standard comply with this
Contract term, and any extensions thereof. . | requirement.
" The vendor shall maintain the hardware and Software in ' .| 53 understands and will
H4.2 accordance with the specifications, terms, and requirements of Mo Yes Standard comply with this
the Contract, including providing, upgrades and fixes as requlired. ) requirement.
The vendor shall repair or replace the hardware or software, or ' . $3 understands and will
H4.3 any portion thereof, so that the System operates in accordance M Yes Standard camply.with this
with the Specifications, terms, and requirements of the Contract. requirement.

S3 understands and will
comply with this
requirement. Our-hosting
provider, Rackspace is
responsible applying all
patches to the system and
will do so within 30 days of
release. -~ ] :

All hardware and software components of the Vendor hosting
infrastructure shall be fully supported by their respective

Ha4.4 | manufacturers at all times. All critical patches for operating. Yes Standard
systems, databases, web services, etc, shall be applied within
thirty (30} days of release by thelr respective manufacturers.

r
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STATE OF NEW HAMPSHIRE
: FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM.
CONTRACT 2019-031
PART 3 - EXHIBIT H

REQUIREMENTS
R 53 understands and will
comply with this
requirement. The state will
have off hours contact
numbers to contact 53 in
the event of an emergency.

The State shall have unllm.lted access, via phone or Emall, to the
- H4.5 Vendor technical support staff between the hours of 8:30am to M Yes Standard
5:00pm- Monday thru Friday EST.

The Vendor shall conform to the specific defictency class as
described: P
o Class A Deficiency - Non Software - Services were
inadequate and require re-performance of the Service.

- 53 agrees with these
Ha4.6 o Class B Deficiency - Non Software - Services were deficient, M ) Yes Standard r-equgirements
require reworking, but do not require re-performance of the ' :
Service.

o Class C Deficiency - Non Software - Services require only minor
reworking and do not require re-performance of the Service.

As part of the maintenance agreement, ongoing support issues
shall be responded to according to the following:

a. Class A Deflclencies - The Vendor shall have avallable to the _
State on-cail telephone assistance, with issue tracking available to M Yes Standard S$3 agrees and will comply .
the State, elght {8) hours per day and five (5) days a week with an with these requirem.ents..
email / telephone response within two {2) hours of request; or the
Vendor shall provide support on-site or with remote diagnostic '
Services, within four {4) business hours of a request;

HA.7
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT . ]
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
' ' CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

b. Class B & C Deficiencies —The State shall notify the Vendor of
such Deficiencies during regular business hours and the Vendor
shall respond back within four (4) hours of notification of planned
carrective action; The Vendor shall repair or replace Software,
and provide maintenance of the Software in accordance with the
Specifications, Terms and Requirements of the Contract;

The hosting server for the State shall be available twenty-four (24)
H4.8 hours a day, 7 days a week except for during scheduled M Yes | Standard
maintenance. : i !

53 agrees with these
requirements.

53 understands and will

comply with this

requirement. S3 will
provide the state with a
.| scheduled maintenance
plan. It should be noted
that most scheduled
maintenance will still allow
for transaction processing
to continue.,

A regularly scheduled maintenance window shall be identified -
H4.9 {such as weekly, monthly, or quarterly) at which time all relevant M Yes Standard
server patches and application upgrades shail be applied.

53 understands this
requirement. 1t should be’
noted that historically,
uptime in 53 installations
exceed the uptime
requirement.

If The Vendor is unable to meet the uptime requirement, The:
Vendor shall credit State’s account in an amount based upon the Y G
' H4.10 foltowing formula: { Annual Hosting, Maintenance and Support M Yes - Standard
costs/365) x Number of Days Contract Item Not Provided. The '
State must request this credit in writing.
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FISH AND GAME DEPARTMENT

FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031

PART 3 - EXHIBIT H
REQUIREMENTS

The Vendor shall use a change management policy for notification

53 has a well defined

‘change management policy

and process. S3 utilizés TFS
{Team Foundation Server),
a Microsoft product that Is
used for source code
management,

!-M'll . and tracking of change requests as well as critical outages. h Yes Stagand requirements
' | ¢ management, defect
- tracking, and change
management. The state
will have access to TFS as it
relates to the NHFG
project.
A critical outage will be designated when a business function _ 53 understands this
H4.12 cannot be met by a nonperforming application and there is no M Yes Standard i
. _ requirement.
work around to the problem. .
The Vendor shall maintain a record of the activities related to
repair or maintenance activities performed fonf the State and shall 53 will meet this
report qu_arterly on the follow!ng: Server up-time; All change requirement and provide -
H4.13 requests implemented, including operating system patches; All M Yes Standard_ the state quarterly

critical outages reported Including actual issue and resolution;
Number of deficiencies reported by class with initial response
time as well as time to close. )

performance reports.
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' CONTRACT 2019-031
PART 3 - EXHIBIT H : ]
REQUIREMENTS '

53 understands and will
comply with this
requirement. $3 works
closely with our state
clients on changes/updates
so clients always know
when changes/updates will
be implemented. '

The Vendor will give two-business days prior notification to the - ;
H4.14 State Project Manager of all changes/updates and provide the M Yes : Standard
State with training due to the upgrades and changes. \ ;

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031 .
PART 3 - EXHIBIT H '
REQUIREMENTS
SUPPORT & MAINTENANCE REQUIRFMENTS

NCE REQUIREMENTS

Py NPy

The Vendor's System support and . maintenance shall
s1.1 commence upon the Effective Date and extend through the
end of the Contract term, and any extensions thereof.

tand .
~_Yes. * | standard 53 understands and agrees to'this
T ‘ requirement.

-
-
1]
v

Maintain the hardware and's'oftware in accordance with the .
51.2 Specifications, terms, and requirements of the Contract, M Yes Standard
including providing, upgrades and fixes as required. :

$3 understands and agrees to this
requirement.

‘Repair Software, or any portion thereof, so that the System
$1.3 .| Operates in accordance with the Specifications, terms, and M- Yes " | Standard
requirements-of the Contract, ' '

S3 understands and agrees to this
requirement.

$3 understands and agrees to this
requirement. in addition, the

The State shall have unlimited access, via phone or Emall, to : ) ' : | state will be provided with off
51.4 the Vendor technical support staff be?tween the hours of M . Yes Standard ~ hours contact names and
8:30am to 5:00pm- Monday through Frl.day-E_ST. : ) | TR A e
| : ' ' - " emergency.

. State of NH Contract 2019-031 "
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CONTRACT 2019-031
c _ PART 3 - EXHIBIT H
REQUIREMENTS

The Vendor response time for support shall canform to the
specific deficiency class as described below or as agreed to -
by the parties: o  Class A Deflciency - Software -
Critical, does not allow System to operate, no work around,
demands immediate action; Written Documentation -
missing significant portions of information or unintelligible -
to State; Non Software - Services were inadequate and
require re-performance of the Service.
o' Class B Deficiency - Software - important, does not
stop operation and/or there'is a work around and user can $3 understands and agrees to. this
o~ . M Yes Standard
perform tasks; Written Documentation - portions of - requirement,
information are missing but not enough to make the ’
document unintelligible; Non Software - Services were
deficient, require reworking, but do not require re- -
performance of the Service. o Class C Deficiency -
Software - minimal, cosmetic in nature, minimal effect on
System, low priority and/or user can use System; Written
Documentation - minimal changes required and of minor
edifing nature; Non Software - Services require only minor
reworking and do not require re-performance of thé Service,

515

The Vendor shall make available to the S_taté the latest
progr.am ypdates, general"maintenance releases, selected : M _ Yes _ Standard
functionality releases, patches, and Documentation that are : ' )

generally offered to its customers, at no additional cost.

_$3 understands and agrees to this

516, requirement.
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STATE OF NEW HAMPSHIRE
_ FISH AND GAME DEPARTMENT .
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031

PART 3 - EXHIBITH
REQUIREMENT
For all maintenance Services calls, The Vendor shall ensure i
the following information will be collected and maintained: B
1) nature of the Deficiency; 2) current status of the ' y :
g : ; . ; ds and to this
s1.7 Deficiency; 3) action plans, dates, and times; 4} expected P - Yes Standard =3 underst;r;usiraer:“;gtrees '

‘and actual completion time; S) Deficiency resolution
information, ) Resolved by, 7) Identifying number i.e. work
order number, 8) tssue Identified by,

The Vendor must work with the State to identify and

troubleshoat potentially large-scale System failures or

Deficiencies by collecting the following information: 1} mean :
: : Y Standard

time between reported Deficlencies with the Software; 2) b es

diagnosis of the root cause of the problem; and 3)

ldentification of repeat calls or repeat Software problems.

$3 understands and agrees to this

51.8 requirement..
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FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM

CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

51.9

As part of the Software maintenance agreement, ongoing
software maintenance and support issues, shall be
responded to according to the following or as agreed to by
the parties: a. Class A Deficiendies - The Vendor shall
have available to the State on-call telephone assistance,
with issue tracking avallable to the State, eight (8) hours per
day and five (5) days a week with an email / telephone
response within two (2) hours of request; or the Vendor
shall provide support on-site or with remote diagnostic
Services, within four (4) business hours of a request; b.
Class B & C Deficiencies —The State shall notify the Vendor of
such Deficlencies during regular business hours and the
Vendor shall respond back within four (4) - hours of
notification of planned corrective action; The Vendor shall
repair or replace Software, and provide maintenance of the
Software in accordance with the Specifications, Terms and
Requirements of the Contract; or as agreed between the
parties

Yes

Standard

S3 understands and agrees to this
requirement.

51.10

The Vendor shall use a change management policy for
notification and tracking of change requests as well as
critical outages.

33 has a well defined change
management policy and
procedure which is outlined in
detail in our proposal.

51.11

A critical outage will be designated when a business function -

cannot be met by a nonperforming application and there is
no work around to the problem.

53 understands this requirement.

State of NH Contract 2019-031
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STATE OF NEW HAMPSHIRE
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031
PART 3 - EXHIBIT H
REQUIREMENTS

The Vendor shall maintain a record of the activities related —
to repair or maintenance activities performed for the State
h i .
and shall report quarterly on th.e following: All change $3 understands and will comply
$1.12 requests implemented; All critical outages reported witBihese reqilfemants
' including actual issue and resolution; Number of defictencles HiE '
reported by class with initial response time as well as time
to close. '
53 understands this requirement.
The hosting server for the State shall be available twenty- T uh i |Ilqb .
$1.13 four (24) hours a day, 7 days a week except for during Yes ‘Standard- Elhostifeisengerwill 0e :
) scheduled maintanari ’ available 24x7x365, excluding
SELCE MARIENANeS; hours for scheduled maintenance.
- The IVent?!or wﬂltgul_de _thte .State r”|t|h pfoss;tblle _.solutlr(:nst tg . ccandard $3 understands and agrees with
.14 resolve issues to maintain a fully functioning, hoste shisleaiiEmment:
System. '
‘A regularly scheduled maintenance window shall be '§3 understands and will comply
identified {such as weekly, monthly, or quarterly} at which d with this requirement. 53 will
51.15 . el Yes. Standard g
time all relevant server patches and application upgrades provide the state with a
shall be applied. scheduled maintenance plan.
$3 understands and will comply
The Vendor will give two-business days prior notification to . with this requirement. 53 works
‘ the State Project Manager of all changes/updates and closely with our state clients on
51.16 . o : Yes Standard . -
provide the State with training due to the upgrades and . changes/updates so clients always
changes. know when changes/updates will .
be impiemented.
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- FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
. CONTRACT 2019-031
PART 3 - EXHIBIT H

: REQUIREMENTS
All hardware and software components of the Vendor ‘ . .| 53 understands and will comply
hosting infrastructure shall be fully supported by thelr ~ | with this requirement. Our
$1.17 respective manufacturers at all times. All f:ritical patches for M Yes Standard hosting provider, Rackspace is
operating systems, databases, web services, etc. shall be - - responsible applying all patches
applied within thirty {30) days of release by their.respective _ to the system and will do so
manufacturers. ' - within 30 days of release.

: The Vendor shall provide the State with a personal secure '
$1.18 FTP site to be used by the State for uploading and M Yes Standard
downioading files if applicable. '

S3 has a secure FTP site the state
can access. i
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STATE OF NEW HAMPSHIRE.
FISH AND GAME DEPARTMENT
FISH AND GAME LICENSING/OHRV/EVENT MANAGEMENT SYSTEM
CONTRACT 2019-031 ' :
PART 3 - EXHIBIT I
WORK PLAN

‘The Contractor’s Project Manager and the State Project Manager shall finalize the Work Plan for
Implementation within 30 days of the Effective Date and further refine the tasks required to implement the
- Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor’s plan
to implement the System. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers.

The preliminary Work Plan for lmplementatlon created by the Contractor and the State is set forth at the end
of this Exhibit. . s
In conjunction with the Contractor’s Project Management methodology, which shall be used to manage the
Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestonés, task dependencies, and a payment
Schedule required to implement the Project. It shall also address intra-task dependencies, resource allocations
 (both State and Contractor’s team members), refine the Project’s scope, and establish the Project’s Schedule.
The Plan is documented in accordance with the Contractor’s Work Plan and shall utilize customary and
required tools to support the ongoing management of the Pro_|ect

1. ASSUMPTIONS

A. General ' _

o The State shall provide team members “with ’ decnsnon-makmg authority to support the
Implementatlon efforts, at the level outlined in the Request for Proposal Document State Staﬂ'mg
Matrix.
All State tasks must be performed in accordance with the revised Work Plan.

» All key decisions will be resolved within five (5) business days. Issues not resolved within thlS
initial period will be escalated to the State Project Manager for resolution. :

e Any activities, decisions or issues taken on by the State that affect the mutually agreed upon
Work Plan timeline, scope, resources, and costs shall be subject to thc 1dent1ﬁed Change Control
process.

e The Contractor shail maintain an. accountmg system in accordance w:th Generally Accepted
Accounting Principles (GAAP).

B. Projt)zct Managcment

«  The State shall approve the Project Management Methodology used for the Project.

» The State shall provide the PFQ]OCt Teamn wnth reasonable access to the State personnel as needed
_ to complete Project tasks.

¢ A Project folder created within the State system shall be used for centralized storage and retrieval
of Project documents, work products; and other material and information relevant to the success
of the Project and required by Project Team members. This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. The Contractor’s Project Manager will establish and maintain this folder.
. The State Project Manager shall approve access for the State team. Documentation can be stored
locally for the Contractor and State team on a “shared” network drive to facilitate ease and speed

of access. Final versions of all Documentation shall be loaded to the State System.
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e The Contractor assumes that an Alternate Project Mahager may be appointed from time to time to
handle reasonable and ordinary absences of the Project Manager.

[

C Conversions (If applicable)

~ The Contractor Team’s proposal is based on the assumption that the State’s technical team is capable
of implementing, with assistance from the Contractor’s technical team, a subset of the conversions.
" The Contractor’s Team shall lead the State with the mappmg of the legacy Data to the Contractor’s '
applications.
Additionally, the Contractor’s Team shall:
1. 'Provide the State with Contractor’s application data rcqumements and examples, of data
mappings, conversion scnpts -and data loaders. The Contractor’s Team shall 1dent1fy the
APIs the State should use in the design and development of the conversion. '
2. Provide guidance and assistance with the use of the data loaders and conversion scrlpts
provided. '
Lead the review of functional and technical Spemﬁcatlons
Assist with the resolution of problems and issues associated with the development and
Implementation of the conversions. :

el o

.D. Project Schedule
* Deployment is planned to begin on 08/29/19 with a planned go-live date of ]2/02/ 19.
E. Reporting
- The Contractor shall conduct every two weeks, status meetings, and provide reports that include,
but are not limited to, status updates, action items, test results, and Documentation.

F. User Training
e The Contractor’s Team shall lead the deve]opment of the end-user training plan
A train the trainer approach shall be used for the delivery of end-user training.
The State is responsible for the delivery of end-user training.
. The State shall schedule and track attendance on all end-user training classes

G. Performance and Security Testing
¢ The Contractor’s Team shall provide a performancc test workshop to identify the key s¢enarios to
be tested, the approach and tools required, and best practices information on performance testing.
o The State shall work with the Contractor on all testing as set forth in Contract Exhibit F — Testing
Serwces

2.- ROLES AND RESPONS[BILIT[ES

A. Contractor Team Roles and Responsibilities '

1) Contractor Team Project Executive
The Contractor Team’s Project Executives (Contractor and Subcontractor Project Executives)
shall be responsible for advising on and monitoring the quality of the Services throughout the -
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Project life cycle. The Project Executive shall advise the Contractor Team Project Manager and
the State’s Project leadership on the best practices for xmplemcntmg the Contractor Software
Solution within the State. The Project Executive shall participate in the definition of the Project
Plan and provide guidance to the State’s Team.

Contractor Team Project Manager

~The Contractor Team Project Manager shall have overall responsibility for the day-to-day
. management of the Project and shall plan, track, and manage the activities of the Contractor

Implementation Team. The Contractor Team Project Manager will have the following
responsibilities:

Maintain communications with the State’s Project Manager;
Work with the State in planning and conducting a kick-off meeting;
Create and maintain the Work Plan;
Assign the Contractor, Team consultants to tasks in the Implementatmn Project according to
the scheduled staffing requirements;
Define roles and responsibilities of all the Contractor Team members;
s Provide bi-weekly and month update progress reports to the State Project Manager
e Notify the State Project Manager of requirements for State resources in order to provnde
~ sufficient lead time for resources to be made available;
Review task progress for time, quality, and accuracy in order to achieve progress;
Review requirements and scheduling changes and identify the impact on the Project in order
. to identify whether the changes may require a change of scope; - )
» Implement scope and Schedule changes as authorized by the State Project Manager and with
appropriate Change Control approvals as identified in the Implementation Plan;
Inform the State Project Manager and staff of any urgent issues if and when they arise;
‘Provide the State completed Project Deliverables and obtain sxgn-off from the State’s Project
Manager.
Manage handoff to the Contractor operational staff;
Manage Transition Services as needed.

]

¢

Contractor Team Analysns
- The Contractor Team shall conduct analysis of requlrements validate the Contractor Team 5

understanding of the State business requirements by application, and perform busmess‘ '

requucments mapping:

 Construct and confirm application test case scenarios;
‘Produce application configuration definitions and configure the appllcatlons,
Conduct testing of the configured application;
Produce functional Specifications for extensions, conversions, and interfaces;
Assist the State in the testing of extensions, conversions, and interfaces;
Assist the State in execution of the State’s Acceptance Test;

Conduct follow-up meetmgs to obtain feedback, results, and concurrence/approval from
the State;’

o ¢ s 5 0 @
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. Assist-with the correction of conﬁgurat:on problems ldentxﬂcd during system, integration
and Acceptance Testing; and
¢  Assist with the transition to production.

4)  Contractor Team Tasks
The Contractor team shall assume the following tasks:
e Development and review of functional and technical Specification to determine that they
" are at an appropriate level of detail and quality;

¢ Development and Documentation of conversion and mterface programs in accordance
with functional and technical Specifications; '

¢ Development and Documentation of installation procedures; and

¢  Unit testing of conversions and interfaces developed; and

» System Integration Tcstmg

B. State Roles and Responsibilities :
The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the State Leads and the phase of the Implementation.

1) State Project Manager
The State Project Manager shall work side-by-side with the Contractor Project Manager. The
role of the State Project Manager is to manage State resources, facilitate completion of all tasks
assigned to State staff, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary State
resources, as defined by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:
* Plan and conduct a kick-off meeting with assistance from the Contractor team;
Assist the Contractor Project Manager in the development of a detailed Work Plan;
Identify and secure the State Project Team members in accordance with the Work Plan;
~ Define roles and responsibilities of all State Project Team members assigned to the Project;
Identify and secure access to additional State end-user staff as needed to support specific
areas of knowledge if and when required to perform certain Impleméntation tasks;
e Communicate issues to State management as necessary to secure resolution of any matter
that cannot be addressed at the Project level;
Inform the Contractor Project Manager of any urgent issues if and when they arise; and
* Assist the Contractor team staff to obtain requested information if and when required to -
perform certain Project tasks.
e Manage handoff to State operational staff;
e Manage State staff during Transition Services as needed.
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2). State Subject Matter Expert(s) (SME) _
The role of the State SME is to assist application teams with an understanding of the State’s
current business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:

Be the key user and contact for their Agency or Department;

Attend Project Team training and acquire in-depth functional knowledge of the relevant
applications; . ,

Assist in validating and documenting user requirements, as needed;

Assist in mapping business requirements;

Assist in constructing test scripts and data;

Assist in System Integration, and Acceptance Testing;

Assist in performing conversion and integration testing and Data verification;

Attend Project meetings when requested; and '

. Assist in training end users in the use of the Contractor Software Solution and the business -

processes the application supports.

3) State Technical Lead and Architect
The State’s Technical Lead and Architect reports to the State’s Project Manager and is
responsible for leading and managing the State’s technical tasks. Responsibilities include: -

Attend technical training as necessary to support the Project; -

Assist the State and the Contractor Team Project Managers to establish the detmled Work
Plan;

Manage the day~to—day activities of the State’s technical resources assigned to the Project;
Work with State IT managemcnt to obtain State technical resources in accordance with the
Work Plan;

Work in partnership with the Contractor and lead the State technical staff’s efforts in
documenting the technical operational procedures and processes for the Project. This is a
Contractor Deliverable and it will be expected that the Contractor will lead the overall

- effort with support and assistance from the State; and

Represent the technical efforts of the State at Project meetings.

4) State Testing Admlmstrator

The State’s Testing Administrator will coordinate the State’s testing efforts Rcsponsnbllmes
include:

Coordinating ‘the development of system, integration, performance, and Acceptancc Test
plans;
Coordinating system integration, performance, and Acceptance Tests;
Chairing test review meetings;
- Coordinating the State’s team and external third parties involvement in testing;
. Ensuring that proposed process changes are considered by process owners;
Establish priorities of Deficiencies requiring resolution; and ;
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. Tracking Deficiencies through resolution.

3. SOFTWARE APPLICATION _ 7
" Detail what software is required for the C_’onrractor‘ to perform the activities of the Contract.

4. CONVERSIONS

5. INTERFACES

Interfaces shall be implemented in cooperatlon with the State. The following Table 5.1 identifies the
interfaces within the scope of this Contract and their relatlve assignment.

. Table 5.1: In-Scope Interfacw

P L o i ]

s *ﬂ‘&.‘:“}.’%ﬁ‘.“.“_—‘i s

GlaLiCen s eileRs, i Both | nghtly file load to State |

' Both Nightly file load to State .

| - Both |- Nightly file load to State |

| - Both . | Nightly file load to State |

g R[ESF: pord & : | Both | Nightly file load to State |

¢ ey el | Both | Nightly file load to State |
mmmmi | Both . | Bi-Weekly files to Vendor I8

H ] Contractor f Monthly data file to USFW I

~ A. Interface Responsibilities (DEPENDENT ON WHO IS WORKING ON THIS THE
CONTRACTOR, THE STATE OR BOTH)

The Contractor Team shall provide the State Contractor Application Data requirements and
examples, of data mappings and interfaces 1mpIemcnted ‘on other Projects. The Contractor Team
shall ldenufy the APIs the State should use in the design and development of the interface.

The Contractor Team shall lead the State with the mappmg of legacy Data to the Conl:ractor
Application.

The Contractor Team shall lead the review of functional and techmcal mtcrface Specifications.
The Contractor Team shall assist the State with the resolution of problems and issues associated
with the devclopment and Implementation of the interfaces.

The Contractor Team shall document the functional and techmcal Specifications for the
mterfaces

Thé ‘Contractor Team shall create the initial Test Plan and related scnpts to Unit Test the
interface. The State shall validate and accept.

The Contractor Team shall develop and Unit Test the interface.
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The State and the Cortractor Team shall Jomtly verify and validate the accuracy and
completeness of the interface.

The State is responsible for documentmg the procedures requlrcd to run the 1nterfaccs in
production. - f

The State shall document the technical changes needed to legacy systems to accommodate the

- interface.

The State shall develop and test all legacy application changes needed to accommodatc the
interface.

The State and the Contractor Teams shall Jomtly construct test scripts and create any data needed
to support testing the interfaces.

The State is responsible for all data extracts and related formattmg needed from 1egacy systems o -
support the interfaces.

The State is rcspon51ble for the scheduling of interface operation in productlon

6. APPLICATION MODIFICATION

To more fully address the State’s requirements, the Contractor Team shall implement the following
application modifications. The following Table 6.1 identifies the modifications that are w1thm the
scope of this Contract. .

Table 6.1: Modifications — Coatractor Developed

A TR e, iy }-Tﬁ-wfﬂld Aba.

1 Ii'dp IcenIc]
R e A aDPIIE e | I S AR LR L
S’:ﬁi—m m =% | Update to current $3 Solutlon |
TOHRVIRCIESEN - : | Update to'current $3 Solution |

7. PRELIMINARY WORK PLAN

\

The following Table 7.1 prov:des the preliminary agreed upon Work Plan for the Contract..

Upgrade License/OHRY Reg solutmn to lalcst 3

BT T T PPN Ty
i F_g'r%‘ wl)mmlcon.\_%“z ‘1%_3%&“:‘1%-5;?}33 I

't P

technology customized to our state’s needs o, 08R29/19 1101719
Create Wildlife Harvest Reporting program : 08/29/19 03/01/20
Add OHRV Safety Trammg to Event Manger Program : 07/01/19 _ 12/01/19
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1. LICENSE GRANT
N/A
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1. WARRANTIES

1.1 System

The Contractor warrants that the Systcm will operate to conform to the Specifications,
terms, and requirements of the Contract.

1.2 Software

The Contractor warrants that the Software, including but pot limited to the mdwndual
modules or functions furnished under the Contract, is properly functionmg within the
System, compllant with the requirements of the Contract, and will operate in acoorda.nce
with the Specifications and Terms of the Contract.

For any breach of the above Soﬂware warranty, the State’s remedy, and the Contractor’s
entire liability, shall be:

(a) the cormrection of program errors that cause the breach -of warranty, or if the
Contractor cannot substantially correct such ‘breach in a commercially reasonable
manner, the State may end its program license if any and recover the fees paid to the
" Contractor for the program license and any unused prepaid technical support fees the -

State paid for the program license; or
(b) the re-performance of the deficient services, or .

. (¢) if the Contractor cannot substantially correct a breach in a commercially reasonable
manner, the State may end the relevant services and recover the fees paid to the .
Contractor for the deficient services. *

1.3 Non-Infringement

- The Contractor warrants that it has good title to, or the right to allow the State to use, all
Services, equipment, and Software (“Material”) provided under this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark,
_copyright, trade name or other intellectual property nghts or uusappropnatc a trade
secret of any third party. :

14 Viruses; Destructive Programming

The Contractor warrants that the Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the pérformance of the Software in
accordance with the Specifications.

1.5 Compatlblllty

The Contractor warrants that all System components, mcludmg but not limited to the
components - provided, ‘including any replacement or upgraded System Software
components provided by the Contractor to correct Deficiencies or as an’ Enhancement,
shall operate with the rest of the System without loss of any functionality.
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1.6 Services ‘ :
The Contractor warrants that all Services to be provided under the Contract will' be
provided expediently, in a professional manner, in accordance with industry standards
and that Services will comply with performance standards, Spccnﬁcatlons and terms of
the Contract.

2. WARRANTY PERIOD

The Warranty Penod shall remain in effect until the conclusion or termination of this Contract and any
extensions, except for the warranty for non- mfnngement, which shall remain in effect in indefinitely.
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The Contractor shall providc the following Training Services.

POS & Admin Training Approach

Providing the client with the knowledge and u'aining to use the system is an important step to
ensure that implementation is successful. The elements defined here describe training
activities that will be used before and after system implementation.

Management, administrative, and end-user training is required for resources responsible for
the day to day operational and maintenance of the solution and its functional components. As
such, the following items must be taken into consideration when planning both knowledge
transfer and training:

* Requirements (target audience, skill levels or expertise, and constramts)
o Objectives (types of courses, facilities, and sites)
. *  Activities (roles, tasks, and schedules).
 Field Training / POS Training activities, which are more rigorously structured, are conducted
for the users of the system typically as part of a statewide “train the trainer” process that
historically has been a very effective means to conduct “one on one” training but still allows
a large number of License Agents to bthrained in a fairly short period of time.

Internet Application Training

Given that the intent of this RFP is for a qualified and experienced vendor to produce a self-
service intermet sales channel, usability of the application on the internet is presumed to be
easy to use, self-describing, and require little to no training. In efforts to fulfill these
expectations, S3 has already integrated key functionality within the sales application that:

works from the principle of “inclusions” instead of “exclusnons” as described earlier in this
document.

An “inclusionary” approach means that we show the user all items that makc the up the arca .
of the catalog that they are currently interested in. However, items that users are not able to
buy are shaded gray whereas all items that the user can buy are in bold type and more
prominent on the page. Using this principle, users can “mouse over” the items they can’t buy
and are presented with the reasons for why. This single, ground-breaking approach to our
sales channel process results in users learning as they are buying. It also has resulted in
dramatic decreases in calls to the help desk as the system is education the users regarding
system operation and the rationale for the business rules that allow or preclude catalog items
from being purchased.
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Managemént & Admin User Training

Management training is one of the most important aspects of developing and maintaining a
successful system, and S3 will develop a thorough training plan to accommodate this need
for NHFGD. 83 customizes Training Plans to meet the specific needs of the State and to
ensure all users of the system are comfortable with system operation. -

NHFGD’s new licensing solution will be built using leading edge technology products and
services predominantly based on the Microsoft Technology stack of products which provide
significant opportunities for integrating training tools and methods throughout the solution.
This does not negate the need for training but instead supplements daily activities in a way .
that keeps operators informed and efficient. The following sections outline each major step
mvolved in effectively preparing S3 client employecs and system users for the introduction

* of the new solution and will identify key goals in the training process as well as define
specific processes for attaining those goals.

. As NHFGD leadership will be working with the solution during and after deployment, it is
imperative that the appropriate management personnel have full operational knowledge of

. each part of the solution including support desk tools, component function, and back-end
appllcatlons well ahead of the deployment process. '

Trammg Materials

S3 will develop-and produce all training materials requlred for the NHFGD hcensmg and
permitting system. Due to the custom nature of many of the state solutions, it is imperative
that representatives from both S3 and the State be heavily involved in the development of
. training materials'to ensure that documentation is both easy to understand and effective in its
application.S3 will provide, at a minimum, the following training documentation
deliverables. Experience has shown these .documents to be key components of a
comprehensive and successful training curriculum.
¢ Master Training Plan Overview
o OQutlines the various training plans and intended audiences. Detanls document
handling and revision methodology.
¢ Administration Portal / User Manual (Electronic / Accessible via POS) ]
o Administrator-level manual that defines system terminology, major system
* components; and administrative functions.
¢ Help Desk / Operations Manual '
o Details call -handling, technical troubleshootmg steps trouble ticketing,
administrative functions, and escalation policies. '
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~ Training Sessions - : 1

The NHFGD licensing system will require multiple management and user training sessions
throughout system impleinentation. S3 staff will conduct and oversee the training program.
Identified in this section are details specific to System Training, i.e. the recommended types
.of training, length of training, locations, attendee specifics, and the outline used for each.

Admmlstratlve Trammg
System . Functional / Operational Training
User
Training: ;
Training " Generally, this training is conducted at Headquarter,
- Location Regional, . and larger  departmental’ training
facilities/offices -
Training . 2 Classes / 3 hours per class + Optional 1 hour “Stay and
Length ) Play”
S3 Staff v 2-3 S3 training staff (depending on locatmn and class
Involvement ~ Size) '
State . All NHFGD Staff (Admin, Technical, and Support)
Participants . ' :
Topics - Solution Sales Channel / Administrative Functions
Covered - Security / Login / Help Desk Functions
- Administrative Functions
- Online Sales Channel Application Functions

Agent Training '
5 o s 55‘-'\' pr T l:-- w .lﬁ%’ﬁ:;”;g"‘" -;W'_u ik De ﬁ""&"?"l“' :
e ...:sl;fﬁg:l‘z:m; G
System Functional / Operational Training .
- ‘User ’ ' -
Training
Training | Headquarter / -regional / and state accessible
Location departmental training facilities, regionalized conference
. facilities (hotel, YMCA, rented hotel training rooms),
and actual store locations (typically reserved for larger-
retail store chains with multiple POS installations).
Typically, these locations should’ be capable of
supporting upwards of 25-40 PCs and access to the
internet. '
Training 2 Classes / 3 hours per class + Optional 1-hour “Stay and
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Length - Play” :

S3  Staff ' 2-3 S3 training staff (depending on location and class |

Involvement size)

" Agent Store owners, managers, and clerks
Participant '
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NH Fish and Game Department RFP 2019-031 Fish and Game Licensing/OHRV/Event
Management System and any addendum is hereby incorporated by reference. '
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Sovereign Sportsman Solutions® Proposal to NH Fish and Game Department RFP
2019-031 Fish and Game Licensing/OHRV/Event Management System dated
December 8, 2018 is hereby incorporated by reference.
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Attached are:
) A. Contractor’s Certificate of Good Standing
B. Contractor’s Certificate of Vote/Authority
C. Contractor’s Certificate of Insurance
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Sovereign Sportsman Solutions, LLC
4336 Kenilwood Drive Nashville, TN 37204 -

NEW HAMPSHIRE _
CERTIFICATE OF AUTHORITY/VOTE
(Limited Liability Company)
1 ; i -

1, Eric Richey , herei)y certify that:
(Name of Menager of Limiied Liability Company, Contract Signatory ~ Print Name)

1. 1lam a Manager of the Company of ' ve a

{Name of Limited Liability Compan.y)
Thereby further certify and acknowledgc that the Statc of New Hampshlrc will rely on this certification as

‘evidence that 1 have full authority to bind

Sovereign Sportsman Solutions, LLC
© (Name of Limited Liability Company)

.
and that no corporate resolution, shareholder vote, or other document or action is necessary to grant me such

April 5.2019

(Date)

STATE OF “ Jennesee,
counry or _LfyzalEon

On this the 52‘2 day of ﬁnﬂ( 20 , before me ; Vnte [/g £ 'DQ(F' Zgi ,
¥ (Month) - Name of Notary Public / Justice of:

Peace)
the undcrsigned officer, personally appeared g ! /e G )4! /27 C/? ﬁ

» known to me (or
(Contract Signatocy — Print N.

satisfactorily proven) to be the person whose name is subscribed to the within instrument and acknowledged

that he/she executed the same for the purposes therein cgintained.' JIn witness whereof, 1 hereunto set my hand

\‘\\Q,\*Lg.fr Jo) s,
SQ\. '.g.r '-a.j/@”’ - /
(NOTA@:’S]?{]:) g«;’E N2 A T ) cm/
z { TENNESSEE } z (Notary Public / Justice ofyPcu.:c “Siggure)
F ) Fa =
Commission E%‘&;'Y
‘{r ”



State of New Hampshire -
Dcpartment of State

CERTIFICATE

/

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that SOVEREIGN SPORTSMAN
SOLUTIONS, LLC is a Delaware Lnrmted Lw.blhty Company registered to transact business in New Hampshire on March 01,
2013. I further certify that all fees and documents required by the Secrcta.ry of State’s office have been received and is in good
standing as far as this oﬂ" ice is concerned.

Business ID: 687841
Certificate Number: 0004492226

IN TESTIMONY WHEREOF,

I hereto set my hand a‘nd cause to be affixed
the Seal of the State of New Hampshire,
this 9th day of April A.D. 2019.

/e/ﬁz/

William M. Gardner .
Secretary of State




State of New Hampéhire Fie
- Department of State
2019 ANNUA_L REPORT

Date Filed: 4/9/2019
Effective Dute: 4/9/2019
Business ID: 687841
Willism M. Gardner .

Secretary of State

BUSINESS NAME: SOVEREIGN SPORTSMAN SOLUTIONS, LLC

BUSINESS TYPE: Foreign Limited Liability Company

BUSINESS ID: 687841

STATE OF FORMATION: Delaware

CURRENT PRINC[PAL OFFICE ADDRESS

CURRENT MAILING ADDRESS

4336 Kenilwood Drive
Nashville, TN, 37204, USA

4336 Kenflwood Drive
Nashville, TN, 37204, USA

REGISTERED AGENT AND OFFICE -

REGISTERED AGENT: C T Corporation System (1108)

REGISTERED AGENT OFFICE ADDRESS: 2 172 Beacon Strect Concord, NH, 03301 - 4447, USA

¥ PRINCIPAL PURPOSE(S)

NAICS CODE

NAICS SUB CODE

OTHER/ To develop and provide to the State of NH technology
solutions for agencies who provide licensing, permitting,
registration and product fulfillment products and services to

the general public.

MANAGER / MEMBLER INFORMATION

NAME

BUSINESS ADDRESS . TITLE

Eric Richey 4336 Kenilwood Drive, Nashville, TN, 37204, USA . Member

1, the undersigned, do hereby certify that the statements on this report are true to the best of my information, knowledge and belief.

Title: Authorized Signer

Signature: Whitney Smith

Name of Signer: Whituey Smith

Maﬂing Address - Corporation Division, NH Department of State, 107 North Main Street, Room 204, Concord, NH 03301-4989
Physical Lacation - Statc House Annex, 3rd Floor, Room 317, 25 Capitol Street, Concord, NH
Phone: (603)271-3246 | Fax: (603)271-3247 | Email: corporate@sos.nh.gov | Website: sos.nh.gov







, . Client#: 27942 ) SOVESPO ‘
\CORD.  CERTIFICATE OF LIABILITY INSURANCE “arzmory

1S CERTIFICATE {S ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
IRTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
ILOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S}, AUTHORIZED

PRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

PORTANT: If the certificato holder s an ADDITIONAL INSURED, the policy{les) must be ondorsed. If SUBROGATION IS WAIVED, subject to
3 torms and conditions of the pollcy, certaln policles may require an endorsemcnt A statoment on this certificate does not confer Hghts to tho
rtificata holdor In Hou of such endorsomont(s).

JWUCER

Crichton Group

1 Armory Drive Suite 250
-383-9761

hville, TN 37204

CONTACT
NAME:

FTONE ey 615 383-9761

E-MAIL
ADDRESS:

(A, Noj; 615 3834628

INSURER(S} AFFORDING COVERAGE

|

NAIC #

INSURER A : The Harford

ED INSURER B :
Sovereign Sportsman Solutions, LLC
INSURER € :
4336 Kenilwood Drive NSURER D+
Nashville, TN 37204 *
. INSURERE : -
INSURER F ! " .
'ERAGES CERTIFICATE NUMBER: ..REVISION NUMBER:

1S 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEENISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
JICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
RTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
CLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

TYPE OF INSURANGE I&D&W POLICY NUMBER DO rr) | (A ) SlLAMTTS
=3[ COMMERCIAL GENERAL UABILIFY T2SBMAPT7337 . 06/05/2018|06/05/2019 EACH OCCURRENCE $2,000,000
_j CLAIMS-MADE OCCUR’ - ; | AR LR e [51,000,000
. MED EXP (Any one persary | 510,000
| PERSONAL & ADVINJURY | 32,000,000
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE 34,000,000
] D ines D PRODUCTS - COMPIOP AGG | 34,000,000
__ | roucy JECT LoC ,000,
OTHER: : F $
AUTOMOBILE LIABILITY 72SBMAP7337 06/05/2018 | 06/05/2019 Lo REDSNGLE LKT T 5 600,000
ANY AUTO aODILY INJURY (Per persor) | 3
: ALL OWNED SCHEDULED BODILY INJURY (Per sccidonty | §
XJ HIRED AUTOS AToa ED RO MAGE E
5
_|umerewamns | focar EAGH OCCURRENCE s
EXCESS LIAB CLAIMS-MADE AGGREGATE $
oep | | revenTions 3
e ) o I
SFHICERMEMBER EXCLUBED? T C_] |N#a EL EACH ADCIDENT $

(Mandatory In NH}
Il yas, doscriba under

DESCRIPTION OF OPFRATIONS balow

E.L. DISEASE - EA EMPLOYEE

“

E.L, DISEASE - POLICY LIMIT

“

UPTION OF OPERATIONS / LOCATIONS [ VEHICLES [ACORD 161, Addltional Remarks Schedute,

may be attached if more space s required)

ificate holder is an additional Insured per the attached endorsement and written contract. Subject to
f the terms, conditions, exclusions and definitions of the above referenced policles as

ed by the carrien(s).

CANCELLATION

TMFICATE HOLDER

Glenn Normandeau
Licensing f OHRV Registry Supervisor
NH Fish & Game Dept

11 Hazen Drive
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS,

AUTHORIZED REPRESENTATIVE

Gops Fowir—"

RD 25 (2014/01)
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