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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEAL TH SER VICES

29 HAZEN DRIVE, CONCORD, NH 03301
603-271-4501 1-800-852-3345 Ext 4501

Fax: 603-271-4827 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

April 20, 2023

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to amend an existing contract with Paul William Mortimer, Jr. (VC#319212),
Manchester, NH, for logistics support of a volunteer task force deployed during disasters and
public health emergencies, by exercising a contract renewal option by increasing the price
limitation by $3,500 from $10,500 to $14,000 and extending the completion date from June 30,
2023 to December 31, 2023, effective July 1. 2023, upon Governor and Council approval. 100%
Federal Funds.

The original contract was approved by Governor and Council on December 22,2021, item
#36.

Funds are anticipated to be available in State Fiscal Year 2024, upon the availability and
continued appropriation of funds in the future operating budget, with the authority to adjust budget
line items within the price limitation and encumbrances between state fiscal years through the
Budget Office, if needed and justified.

05-95-90-903510-1113 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVCS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF EMERGENCY PREPAREDNESS
AND RESPONSE, HOSPITAL PREPAREDNESS

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2022 074-500589

Grants for

Pub Asst

and Relief

90077700

$3,500 $0 $3,500

2023 074-500589

Grants for

Pub Asst

and Relief

90077700

$7,000 $0 $7,000

2024 074-500589

Grants for

Pub Asst

and Relief

90077700

$0 $3,500 $3,500

Total $10,500 $3,500 $14,000

The Department ofHealth and Human Services'Mission is to Join communities and families
in providing opportunities for citizens to achieve health and independence.
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His Excellency, Governor Christoptier T. Sununu
and the Honoral^e Council
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EXPLANATION

The purpose of this request is to extend the logistic coordination and support services for
the Metropolitan Medical Response System (MMRSO Medical Tasks Force 1 (MTF-1). The
Contractor will continue to provide logistic coordination and support to ensure sufficient inventory
of medical and non-medicai supplies and equipment, distributing supplies and equipment from
the DHHS warehouse, loading and unloading MMRS trucks and trailers, budgeting warehouse
inventory needs, supervising the MMRS volunteer staff and ensuring MMRS team members are
prepared to provide advanced field healthcare statewide during disasters and public health
emergencies.

The MMRS MTF-1 is a self-contained unit of volunteer doctors, nurses, pharmacists,
paramedics, emergency medical technicians, mental health professionals and non-medical
personnel who are available to respond statewide with the primary mission of providing medical
support to first responders at hazardous material incidents, mass casualty incidents, public health
events, Governor declared State of Emergency events, as well as assisting hospitals during surge
events. The MMRS MTF-1 is an Emergency Support Function #8 resource under the direction of
the Department.

The Department will continue to monitor services by:

•  Reviewing after-action reports detailing inventory use.

•  Reviewing medical and non-medical inventory reports

As referenced in Exhibit A Revisions to Standard Provisions, Subsection 1.2 of the original
agreement, the parties have the option to extend the agreement for up to two (2) additional years,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
Governor and Council approval. The Department is exercising its option to renew services for six
(6) months of the two (2) years available.

Should the Governor and Council not authorize this request, the Department will not have
the ability to provide the support service needed for MMRS MTS-1, which may result in insufficient
inventories of medical and non-medical supplies needed to effectively respond to disasters and
public health emergencies throughout the stale.

Area served: Statewide

Source of Federal Funds: Assistance Listing Number #93.889 FAIN #U3REP190580

In the event that the Federal Funds fc>ecome no longer available, General Funds will not
t)e requested to support this program.

Lori A. Weaver

Interim Commissioner
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State of New Hampshire
Department of Health and Human Services

Amendment #1

This Amendment to the Logistics Coordinator - Metropolitan Medical Responses System Services
contract is by and between the State of New Hampshire. Department of Health and Human Services
("State" or "Department") and Paul William Mortimer, Jr. ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on December 22, 2021 (Item #36), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 17, and Exhibit A, Revisions to
Standard Provisions, Subsection 1.2, the Contract may be amended upon written agreement of the parties
and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:

December 31, 2023

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$14,000

3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:

Robert W. Moore, Director

4. Modify Exhibit C, Payment Terms, Subsection 3 to read:

3. Payment shall be made at an all-inclusive hourly rate of fifty dollars ($50) per hour for services
performed in accordance with Exhibit B, Scope of Services, not to exceed the total price
limitation in block 1.8 of the P-37, and in compliance with funding requirements. This rate is
inclusive of travel and mileage.

Paul William Mortimer Jr.

RFA-2022-DPHS-08-LOGIS-01-A01

A-S-1.3

Page 1 of 3

Contractor Initials

Date
5/3/2023
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective July 1, 2023. upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

5/3/2023

Date

-DocuSlgcMd by:

TiUt-y
.(UftFP^FSPPnirw

Name:

Title:

Patricia M. Tilley

Di rector

5/3/2023

Date

Paul William Mortimer, Jr.
•DoeuSlgned by;

Name* ' wiinam Mortimer jr.

Team Leader/Deputy commander

Paul William Mortimer, Jr.

RFA-2022-DPHS-08-LOGIS-01-A01

A-S-1.2

Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

-OooiSlgndd by:uoc4iwgnd<i Dy:

5/4/2023
—* T4e?o<»»a»iiiioe... :

Date Name: Robyn cuanno

Attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Paul William Mortimer, Jr. A-S-1.2

RFA-2022-DPHS-08-LOGIS-01-A01 Page 3 of 3
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HEALTHCARE PROVIDERS SERVICE

ORGANIZATION PURCHASING GROUP

Certificate of 3iu5(iiraiue
OCCURRENCE PROFESSIONAL LIABILITY POLICY FORM

IHPSO

Print Date: 5/01/2023

The application for the Policy and any and allsupplementary information, materials, and statements submitted therewith shali
be maintained on file by us or our Program Administrator and will be deemed attached to and incorporated into the Policy as

PRODUCER BRANCH PREFIX POLICY NUMBER POLICY PERIOD

018098

Named Insure

970

d and Addres

. HPG

s:

0615620212 From: 11/12/22 to 11/12/23 at 12:01 AM Standard Time '

Program Administered by:

Paul Mortimer Jr

379 N Bay St
Manchester, NH 03104-2222

Medical Specialty: Code:

Healthcare Providers Service Organization
1100 Virginia Drive. Suite 250
Fort Washington, PA 19034
1-800-982-9491

www.hpsQ.com
Insurance Provided by: 1

EMT-Advanced 80723

CPR Instructor 00000

Excludes Cosmetic Procedures

American Casualty Company of Reading, Pennsylvania
151 N. Franklin Street

Chicago, IL 60606

Professional Liability $ 1,000.000 each claim $ 3 OOO 000 aggregate
Your professional liability limits shown above include the following:

* Good Samaritan Liability * Malplacement Liability ' Personal Injury Liability
* Sexual Misconduct Included in the PL limit shown above subject to $ 25,000 aggregate sublimit

Coverage Extensions

License Protection $ 25,000 per proceeding S 25,000 aggregate
Defendant Expense Benefit S 1.000 per day limit $25,000 aggregate
Deposition Representation $ 10,000 per deposition S 10,000 aggregate
Assault $ 25,000 per incident S 25,000 aggregate

Includes Workplace Violence Counseling
Medical Payments S 25,000 per person $100,000 aggregate
First Aid $ 10,000 per incident $10,000 aggregate
Damage to Property of Others $ 10,000 per incident $10,000 aggregate
Information Privacy (HIPAA) Fines and Penalties $ 25,000 per incident S 25,000 aggregate
Media Expense $ 25,000 per incident $ 25.000 aggregate

Workplace Liability

Workplace Liability
Fire & Water Legal Liability
Personal Liability

Totals 261.00

Included in Professional Liability Limit shown above
Included in the PL limit shown above subject to $150,000
SI .000,000 aggregate

aggregate sublimit

Base Premium $261.00

Premium reflects Self Employed , Full Time
Policy Forms and Endorsements (Please see attached list of policy forms and endorsements)

Medical Speciality is amended to include Consulting Services (GSL-5587)

Chairman of the Board

"SsfT
Secretary

Keep this Certificate of Insurance in a safe place. It and proof of payment are your proof of coverage. There is no coverage in
force unless the premium is paid in full. To activate your coverage, please remit premium in full by the effective date of this
Certificate of Insurance.

Coverage Change Date: Endorsement Date: Master Policy: 188711433

CNA93692 (11-2018)

O Copyright GNA All Rights Reserved.
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POLICY FORMS & ENDORSEMENTS

The following are the policy forms and endorsements that apply to your current professional liability policy.
y

COMMON POLICY FORMS & ENDORSEMENTS

FORM#

G.121500-D (04-08)
G-121503-C (07-01)
G-121501-C (07-01)
CNA94164 (11-18)
G-145184-A (06-03)
G-147292-A (03-04)
GSL15563 (02-10)
GSL15564 (10-09)
GSL15565 (03-10)
GSL17101 (02-10)
GSL13424 (05-09)
CNA80051 (09-14)
CNA80052 (09-14)
G-123846-C28 (07-01)
G-123850-D28 (07-01)
CNA81753 (03-15)
CNA81758 (01-21)
CNA82011 (04-15)
CNA89027 (10-17)
CNA79575 (07-14)
CNA89026 (05-17)
GSL-5587 (11-05)

FORM NAME

Common Policy Conditions
Workplace Liability Form
Occurrence Policy Form
Amendment Definition of Claim Endorsement

Policyholder Notice - OFAC Compliance Notice
Policyholder Notice - Silica, Mold & Asbestos Disclosure
Information Privacy Coverage Endorsement HIPAA Fines. Penalties & Notification Costs
Sexual Misconduct Sublimits of Liability Professional Liability & Sexual Misconduct Exclusion
Healthcare Providers Professional Liability Assault Coverage
Exclusion of Specified Activities Reuse of Parenteral Devices and Supplies
Services to Animals

Amended Definition of Personal Injury Endorsement
Distribution or Recording of Material or Information in Violation of Law Exclusion Endorsement
New Hampshire Cancellation and Non-Renewal
New Hampshire Amendatory Change
Coverage & Cap on Losses from Certified Acts Terrorism
Notice - Offer of Terrorism Coverage & Disclosure of Premium
Related Claims Endorsement

Entity Exclusion Endorsement
Exclusion of Cosmetic Procedures

Media Expense Coverage
Consulting Services Liability Endorsement

PLEASE REFER TO YOUR CERTIFICATE OF INSURANCE FOR THE POLICY FORMS & ENDORSEMENTS SPECIFIC

TO YOUR STATE AND YOUR POLICY PERIOD.

For NJ residents: The PLIGA surcharge shown on the Certificate of Insurance is the NJ Property & Liability Insurance
Guaranty Association.

For KY residents: The Surcharge shown on the Certificate of Insurance is the KY Firefighters and Law Enforcement
Foundation Program Fund and the Local Tax is the KY Local Government Premium Tax.
As required by 806 Ky. Admin Regs. 2:100, this Notice is to advise you that a surcharge has been
applied to your insurance premium and is separately itemized on the Declarations page or billing
Instrument attached to your policy, as required KRS. §136.392.

For WV residents: The surcharge shown on the Certificate of Insurance is the WV Premium Surcharge.

For FL residents: The FIGA Assessment shown on the Certificate of Insurance is the FL Insurance Guaranty Association
- 2022 Regular Assessment.

Form #:CNA93692 (11-2018)

Master Policy#: 188711433

Named Insured: Paul Mortimer Jr

Policy #: 0615620212

O Copyiighl CNA All Rights Reserved.
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PAUL W. MORTIMER, JR.

Accomplished, dedicated public sendee professional with in-depth experience in supporting management in the execution of
day-to-day and team-unit operations. Widespread knowledge of emergency management, fire safety functions, and pre-hospital
medical functions. Exceptional organizational, communications, analytical, and problem-solving skills, with the capacit)' to
work effectively with people "of all levels of a sendee-oriented establishment. Proven leadership skills, able to make sound
decisions and accept increasing levels of responsibility. Disciplined, with a reputation of working in a fast paced high-integrity
environment. Exemplary public relations and communications skills.

CORE QUALIFICATIONS

*FF II/NREMT-A/TCCC Certified *Disaster Medical Assistance Team *Fire and Emergency Medical Response
*Major Response Plans &e. Coordination *Hazards Assessment 6: Containment *Ccrcified CPR and BI-S Instructor
*MutuaI Aid/Junsdictional Knowledge *Best Practice/Protocol/Care Standards *Public/lnter-Agency/Vcndor Relations
*Siruational Awareness and Protocols *Training/Developmcnt/Mcntoring *Policy &: Procedure Implementation
*MS Office & JUVARE Proficiency *Call Dispatching / Permit Processing *NFPA/Jnt*l Building Code Familiarit)'

PROFESSIONAL EXPERIENCE

Hudson Fire Department, Hudson NH 10/2017 — Present
Firefighter II / NREMT-AEMT

Continuous training and experience in emergency medical operations, hazardous materials decontamination, response and
mitigation. Provide pre-hospital emergency medical care and transport. Experienced in high-risk emergency situations and
scenarios. Establish and maintain effective working relationships with coworkers and super\'isors. Strong, positive interaction
with elected officials, communit}' leaders, and the public. Create and maintain records/reports, incident forms, and personal
training logs. Accurately document Patient Care Reports. Work within structured environment, sometimes without direct
supervision, taking responsibility for managing scenarios with given guidelines, following standard operating procedures and
protocols, Recommended .changes to Standard Operating Procedures and General Orders as an appointed membe; of the
Policy Review Committee.

New Boston Fire Department, New Boston NH 11/2016 — 12/2018
Administrator / Firefighter II / NREMT-AEMT

Provided pre-hospital emergency medical care in a rural environment. Department's Medicare representative and .liaison to
billing contractor for pre-hospital ambulance reimbursements. Trained and mentored new recruits. Established and maintained
effective working relationships with coworkers and supervisors. Strong, positive interaction with elected officials, communit)'
leaders, and the public. Created and maintained records/reports, incident forms, and personal training logs. Supported and
updated database management S)'Stems. Maintained broad knowledge of business management updates within fire industr)',
administration, and operations. Accurately documented Patient Care Reports. Participated in the Qualit)' Assessment and
Qualit)' Improvement Committee as a pre-hospital EMT Administrator. Performed advanced MS Word and Excel operations,
for spreadsheet development and analysis, database queries/reports, development of charts, graphs, and tables. Worked within
structured environment, sometimes without direct supcr\'ision, taking responsibility for managing scenarios with given
guidelines, following standard operating procedures and protocols. Periodically recommended changes to Standard Operating
Procedures.
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State of NH, Department of Emploj'ment Securit)', Concord NH 06/2015 - 10/2016
Certifying Officer I / Work Search Auditor

Gathered and reviewed facts to adjudicate claims, and issue eligibility determinations. Communicated requirements and
procedures to claimants, employers, and legal representatives, Logical, analytical, and scientific understanding of state and
federal laws, statutes, and regulations. Reviewed Appellate Remands to develop awareness by what method Law/Rule applied.
Conducted fraud detection audits, which resulted in an estimated recoupment of $100,000. Created/maintained Excel
spreadsheets, graphs and charts. Appeared as a witness during appeals hearings, up to and including Supreme Court
challenges. Represented agency during legal appeals. Mentored and coached staff. Periodically recommended changes to
Standard Operating Procedures. Maintained principles of legislation knowledge.

Candia Volunteer Fire Department, Candia NH 01 /2009 — Present
Firefighter II, NREMT-AEMT, TCCC

Continuous training and experience in emergency medical operations, hazardous materials response and midgation. Provide
pre-hospital emergency medical care, occasionally condnuing care with the transport agency, Mentor new members. Create
and lead public education and fixe prevendon/safcty events. Establish and maintain effective working reladonships with
coworkers and supervisors. Strong, posidve interacdon with elected officials, community leaders, and the public. Past
Association Secretar)', responsible for minute taking, transcribing and required correspondence.

New Hampshire Disaster Medical Assistance Team, Manchester, NH 06/2003 — Present
NHl DMAT / Safety Officer, NREMT-AEMT

Interrnittent Federal Employee — acdvated through the Stafford Act for federal disasters. Deploy to austere environments in

wake of natural / manmade disasters, where local or regional medical infrastrucmrc is decimated and/or overwhelmed.
Prepare deployment safet)' briefings/reports. Conduct command-level briefings that require all persons to be situadonally
aware of surroundings, safet)' of Base of Operations, and those receiving treatment. Plan, organize, control and evaluate
immediate action to minimize hazards and environmental safet)' concerns. Conduct research to anticipate, identify, and assess
hazardous and unsafe conditions. Develop measures to reduce risks / enhance personal safet)' and accountability.
Evaluate/recommend improvements in effectiveness and responsiveness of, program services provided. Design and manage
health prevention and risk reduction programs. Warrant compliance with all federal and state laws, statutes and regulations.
Facilitate efficient administrative operations for disaster team. Exercise high degree of judgment when interpreting policies /
regulations, to determine most effective approach. Evaluate and assess safety control measures, and provide situational reports
reflecting gained intelligence, facts and goals. Deplo)'ed to Hurricanes Katrina, Gustav, Ivan; 2004 Democratic Convention
Dignitar)' Medical coverage; and other Federal austere medical theaters.

NH Metropolitan Medical Response System, Task Force 1, Concord NH 08/2008 — Present
Team Lead / Training Officer

New Hampshire's Medical Task Force - to establish a field hospital in an austere environment in the event of a multiple
casualty incident, or a local medical infrastructure compromise where our specialties afford an advantage due to a drawn-out
operational period.

Lead a group of medical volunteers to support the public health needs of the State's Constituents. Coordinate the execution
and implementation of the grant-funded budget. Maintain and condition the equipment stored in our warehouse, to ensure
readiness when required. Maintain communication with the team members and supporting their needed training. Collaborate
with State partners to assure criminal record checks arc current and licenses are up to date. Serve as the Deput)'-Commander
in times when the Commander is unable to represent our Team.
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EDUCATION

Bryant University Business Management / Legal Courses (74 Credits)

SOFTWARE APPLICATIONS / DATABASE RESEARCH

ImageXrend Elite IMC Fire RMS lamResponding
Emergency Reporting NFPA MS Office Suite
HURREVAC (Sponsored by FEMA, NCAA, N\VS, U.S. Army Corps of Engineers) JUVARE Suite

PROFESSIONAL DEVELOPMENT / CERTIFICATIONS / TRAINING

Firefighter IJ, National Pro Board Certified
NREMT Advanced EMT Certificadon

BI^ Instructor (CPR, First Aid, AED), American Heart Association
AAIR (Active y\ttack Integrated Response Course), Advanced Law Enforcement Rapid Response Training Center
TCCC OT^ctical Combat Casualty Care), Certified Provider (NAEMT)
PH'n^ (Pre-Hospital Trauma Life Support), Certified Provider (NAEMT)
HAZMAT First Respondcr Awareness and Operations Level, National Pro Board Certified
HAZMAT First Responder Decontamination Level, Nadonal Pro Board Certified
STS (Safet)- Trained Super\'isor), Nation^ Commission for Certifying Agencies Accredited, OSHA recognized
ICS-100: Introduction to Incident Command System
ICS-200: ICS for Single Resources and Initial Action Incidents
ICS-300: Intermediate Incident Command System for Expanding Incidents
ICS-400: Advanced Incident Command System Command and General Staff - Complex Incidents
lCS-700: National Incident Management System (NIMS), An Introduction
ICS-SOO.A: National Response Plan (NRP), An Introduction
State of NH CDL B, Air Brake & Tank Endorsement License

AFFILIATIONS / COMMUNITY

Hudson NH Professional Firefighters, Local 3154Trustec, 2019
Manchester North Soccer Ixaguc, Board Member, 2016 — Present
Manchester Soccer Club, Board Member, 2019 - Present

Eagle Scout
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Lori A. Shlbin«ttc

Commissioner

Pfltrlcio M. TilJcy
Direetor

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SER VICES

29 HAZEN DRIVE, CONCORD. NH 03301
603-27MS0I 1-800-8S2-3345 Ext 4501

Pox: 603-27M827 TDD Access: I-800-73S-2964

www.dhhs.nh.gov

December 1, 2021

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services. Division of Public Health
Services, to enter into a contract with Paul William Mortimer, Jr. {VC#319212), Manchester, NH,
in the amount of $10,500 for logistics support of a volunteer task'force deployed during disasters
and public health emergencies, with the option to renew for,up to two (2) additi.onal years, effective
January 1, 2022, upon Governor and Council approval, through June 30, 2023. 100% Federal
Funds.

Funds are available in the following account for State Fiscal Years 2022 and 2023, with
the authority to adjust budget line items within the price limitation and encumbrances between
state fiscal years through the Budget Office, if needed and justified.

095-90-903510-1113 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVCS. HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF EMERGENCY PREPAREDNESS
AND RESPONSE, HOSPITAL PREPAREDNESS

State

Fiscal Year

Class f

Account
Class Title Job Number Total Amount

2022 074-500589
Grants for Pub Asst and

Relief
90077700

$3,500

2023 074-500589
Grants for Pub Asst and

Relief
90077700

$7,000

Total $10,500

EXPLANATION

. The purpose of this request Is to provide logistics coordination and support services for
the Metropolitan Medical Response System (MMRS) Medical Task Force 1 (MTF-1). The MMRS.
MTF-1 is a self-contained unit of volunteer doctors, nurses, pharmacists, paramedics, emergency,
medical technicians (EMTs), mental health professionals and non-medical personnel who are
available to respond statewide with the primary mission of providing medicaf support to first
responders at hazardous materials incidents, mass casualty incidents, public health events.
Governor declared State of Emergency events, radiological events., as well as assisting hospitals-
during surge events. The MMRS MTF-1 is an Emergency Support Function #8 resource under

The Dcparimcni of Health and Human Services' Mission is to join communities and families
in providing Opportunities for ciliecns to achieve health and independence.



.His ExcAllency. Governor Christopher T. Sununu
and the Honorable Coundl
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the direction of the Department. The NH MMRS MTF-1 is also partnered with the Maine MMRS
Task Force and provides mutual assistance if needed.

The Contractor will provide logistics coordination and support by ensuring sufficient
inventory of medical and non-medical supplies and equipment, distributing supplies and
equipment from the warehouse, loading and unloading MMRS trucks and trailers, budgeting
warehouse inventory needs, supervising the warehouse supply staff and ensuring MMRS team
members are prepared to provide advanced field healthcare statewide during disasters and public
health emergencies.

The Department will monitor services by:

•  Reviewing after-action reports detailing inventory use.

•  Reviewing medical and non-medical inventory reports.

The Departmerit selected the Contractor through a competitive bid process using a
Request for Applications (RFA) that was posted on the Department's website from October 11,
2021 through November 11, 2021. The Department received one p ) response that was reviewed
and scored by a team of qualified individuals. The Scoring Sheet is attached.

As referenced in Exhibit A Revisions to Standard Provisions, Subsection 1.2 of the
attached agreement, the parties have the option to extend the agreement for up to two (2)
additional years, contingent upon satisfactory delivery of services, available funding, agreement
of the parties, and Governor and Council approval.

Should the Governor and Council not authorize this request, the MMRS MTF-1 may not
have sufficient inventories of medical and non-medical supplies needed to effectively respond to
disasters and public health emergencies throughout the state.

Area served; Statewide

Source of Federal Funds: Assistance Listing Number #93.889, FAIN #U3REP1905BO

In the event that the Federal Funds become no longer available. General Funds will not
be requested to support this program.

Respectfully subrnltted.

Lori A, Shiblnette

'^Commissioner
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FORM NUMBER P-37 (version 12/11/2019)

Subjcct:_LOGISTICS COORDINATOR • METROPOL[TAN MEDICAL RESPONSE SYSTEM SERVICES
(RJrA-2022-DPHS-08-LOGIS-'0l)

Notice: This agreement and.all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly Identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

1. IDENTIFICATION.

1.1 State Agency Name

New Hampshire Department of Health and Human Services

1.2 State Agency Address

129 Pleasant Street

Concord, NH 03301-3857

1.3 Contractor Name

Paul William Mortimer, Jr.

1.4 Contractor Address

379 North Bay St.
Manchester, NH 03104

1.5 Contractor Phone

Number

(603)851-0848

1.6 Account Number

095-90-903510-1 1 13

1,7 Completion Date

June 30.2023

1.8 Price Limitation

$10,500

1.9 Contracting,Officer for State Agency

Nathan D. White, Director '

1.10 Slate Agency Telephone Number

(603)271-9631

.1.11 Contractor Signature

PmL (MUtflW Jr Daie;^2/S/2021

1.12 Name and Title of Contractor Signatory
PaulyWilliam Mortimer, jr

Team Lead, nh mmrs tfi

1.13 State Agency Signature
/«— Deeu8lgn«d by:

1.14 Name and Title of State Agency Signatory
Patricia M. Tilley

Oi rector

I.l5 Apprt5Wrt*b'y the N.H. Department of Administration, Division of Personnel (if applicable)
by:

Direcor, On: 12/8/2021

1.16 ApprovaTby ihe'A'tYorncy General (Form. Substance arid Exccuuon) (i/applicable)
OecuSlgnbtf by:

M i ' On:"/8/2021
1.17 ApprovalTythe'Governor and Executive Council (if applicable)

G&C Item number; G&C Meeting Date:
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2. SERVICES TO BE PERFORMED. The Stale of New

Hampshire, acting through the agency identified in block 1.1
("State"), engages contractor identified in block 1.3
("Contractor") to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the attached EXHIBIT B which is incorporated
herein by reference ("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, and all obligations of the parties hcreunder, shall
become effective on the dote the Governor and Executive
Council approve this Agreement as indicated in block 1,17,
unless no such approval is required, in which case the Agreement
shall become effective on the dale the Agreement is signed by
the State Agency as shown in block 1.13 ("Effective Date").
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement docs not become
effective, the State shall have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF agreement.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hcreunder, including,
without limitation, the continuance of payments hcreunder, are
contingent upon the availability and continued appropriation of
funds affected by any slate or federal legislative or executive
action that reduces, eliminates or othcnvisc modifies the
appropriation or availability of funding for this Agreement and
the Scope for Ser\'ices provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable-for any payrnents
hereunder in excess of such available appropriated Kinds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the Contractor notice.of such reduction or termination.
The State shall not be required to transfer funds from any other
account or source to (he Account identified in block 1.6 in the

event funds in that Account ore reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT.

5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described In EXHIBIT C
which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law,
5.4 Nonviihstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total ofall payments authorized, or actually made
hcreunder, exceed the Price Limitation set forth In'block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In conneciion wiih the" performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impiose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall fomply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
Sute or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.
6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or'naiional origin and will take affcrmaiive action to
prevent such discrimination.
6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this.
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Scr\'ices. The Contractor warrants that
all personnel engaged in the Services shalj be qualified to
perform the Services, and shall be properly licensed and
otherwise authorized to do so under all appljcnble laws.
7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporation with whom It is engaged in a combined effort to
perform the Scr\'iccs to hire, any person who is a Slate employee
or ofTicial, who is materially involved in the procurement,
administration or performance- of this Agreement. This
provision shall survive termination of this Agreement.
7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State's representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the State.
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acis or omissions of the
Contractor shall constitute an event of default hereunder ("Event
of Default");
8.1.1 failure to perform the Services satisfactorily or on
schedule;
8.1.2 failure to submit any report required hereunder; and/or •
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.
8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
0 greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event ofDehtuIt is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the-Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;
8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may
owe to the Contractor any damages the State suffers by reason of
any Event of Default; and/or
8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursue any of Its renwdies at law or in equity, or
both.

8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each,and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State'may, at Its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising its option to temtinate the Agreement.
9.2 In the event of an early termination of this Agreement for
any reason other than the completion of the Services, the
Contractor shall, at the State's discretion, deliver to the
Contracting Officer, not later than fifteen (15) days after the date
of termination, a report ("Termination Report") describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Report described in the attached
EXHIBIT 8. in addition, at the State's discretion, the Contractor
shall, within 15 days of notice of early termination, develop and

submit to the State a Transition Plan for services under the

Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/

PRESERVATION.

10.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained duhng the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether
finished or unfinished.
10.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason.
10.3 Confidentiality of data shall be governed by N.M. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR'S RELATION TO THE STATE. In the

performance of this Agreement the Contractor is in all respects
an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the Stale or receive any benefits, workers' compensation or
other emoluments provided by the State to its employees.

12. assicnment/delegation/subcontracts:
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
.of this paragraph, a Change of Control shall constitute
assignment. "Change of Control" means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voting
power of the Contractor, or (b) the sale of all or substantially all
of the assets of the Contractor.

12.2 , None of the Services shall be subcontracted by the
Contractor without prior \vrittcn notice and consent of the State.
The State is entitled to copies of all subcontracts and assignment
agreements and shall not,be bound by any provisions contained
in a subcontract or an assignment agreement to which it is not a
parry.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omissiwsof the
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Contractor, or subcontractors, including but not limited to the
negligence,, reckless or intentional conduct. The State shall not
be liable for any costs incurred by the Contractor arising under
this paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any
subcontractor or assignee to obtain and maintain'in force, the
following insurance:
14.1.1 commercial general liability insurance against all claims
of bodily injury, death or property damage. In amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or excess; and •
14.1.2 special cause of loss coverage form covering all property
subject to 5ubparagraph 'l0.2 herdn; in an amount not less than
80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Depanmeni of Insurance, and
issued by insurers licensed in the State of New Hampshire.
14.3 The Contractor shall fumish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificaie(s) of
insurance for all insurance required under this Agreement.
Contractor shall also fumish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all rencwal(s) of insurance required under this Agreement no
laler than ten (10) days prior to the expiration date of each
insurance policy. The certificate(s) of insurance and any
renewals thereof shall be attached and arc incorporated herein by
reference.

15. WORKERS'COMPENSATION.

15.1 By signing this agreement, (he Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 28i-A ("Workers'
Compensation ").
15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Gonlracior shall maintain, and
require any subcontractor or assignee to secure and maintain,
payment of Workers' Compensation in connection with
activities which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer
identified In block 1.9, or his or her successor, proof of Workers'
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable rencwal(s) thereof, which shall be
attached and arc incorporated herein by reference. The State
shall not be responsible for payment of any Workers'
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable Slate of New Hampshire
Workers' Compensation laws in connection with the
performance of the Services under this Agreement.

16. NOTICE. Any notice by'a party hereto to the other party
shall be deemed to have been duly delivered or given at the lime
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW.AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the panics to express their mutual intent, and no rule
of construction shall be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Coun which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict

between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20.-THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed ip confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A arc incorporated
herein by reference.

23. SEVERABILITV. In the event any cfthe provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any slate or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.
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New Hampshire Department of Health and Human Services
Logistics Coordinator - Metropolitan Medical Responses System Services

EXHIBIT A

Revisions to Standard Agreement Provisions

1. Revisions to Form P-37, General Provisions '

1.1. Paragraph 3, Subparagraph 3.1, Effective Date/Completion of Services, is
amended as follows:

3.1. Notwithstanding any provision of this Agreement to the contrary, and
subject to the approval of the Governor and Executive Council of the
State of New Hampshire as indicated in block 1.17, this Agreement, and
all obligations of the parties hereunder. shall become effective on
January 1. 2022 ("Effective Date").

1.2. Paragraph 3. Effective Date/Completion of Services, is amended by adding
subparagraph 3:3 as follows:

3.3. The parties may extend the Agreement.for up to two (2) additional year(s)
from"the. Completion' Date, contingent upon satisfactory delivery of
services, available funding, agreement of the parties, and approval of the
Governor and Executive Council.

1.3. Paragraph 12, Assignment/Delegalion/Subcontracts. is amended by adding
subparagraph 12.3 as follows:

12.3. Subcontractors are subject to the same contractual conditions as the
Contractor and the Contractor is responsible to ensure subcontractor
compliance with those conditions. The Contractor shall have written
agreements with all subcontractors.'specifying the work to be performed
and how corrective action shall be managed if the subcontractor's
performance is inadequate. The Contractor shall manage the
subcontractor's performance on an ongoing basis and take corrective
action as necessary. The Contractor shall annually provide the State with
a list of all subcontractors provided for under this Agreement and notify
the State of any inadequate subcontractor performance.

•0»
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New Hampshire Department of Health and Human Services
Logistics Coordinator - Metropolitan Medical Responses System Services

EXHIBIT B

Scope of Services

1. Statement of Work

1.1. The Contractor shall ensure services are available statewide, as directed by
the Department.

1.2. For the purposes of this agreement, all references to days shall mean calendar
days.

1.3. The Contractor shall hold and maintain a valid New Hampshire Emergency
Medical Services.(EMS) License and a valid driver's license.

1.4. The Contractor shall be available twenty-four (24) hours per day, seven (7)
days per week, as requested by the Department, for a potential deployment.

1..1. The Contractor shall meet with the Department and Task Force Commander to
establish goals and priorities', provide updates, and review progress towards
meeting established goals and priorities. The Contractor shall collaborate with
the Department and Task Force Commander to determine frequency, schedule
and method of meetings.

1.2. The Contractor shall support the New Hampshire Metropolitan Medical
Response System (MMRS) Medical Task Force 1 (MTF-1) by providing the
following services, which include, but are not limited to:

1.2.1. Maintaining an inventory of the MMRS equipment at the Department's
warehouse in the City of Concord, New Hampshire.

1.2.2. Maintaining a method of receiving ongoing communications with the
MMRS Commander prior to, during, and post deployment.

1.2.3. Developing a roster of MMRS MTF-1 members to be deployed within
twenty-four (24) hours of receiving notice of need, unless otherwise
specified.

1.2.4. Utilizing the alert system to notify volunteer MMRS MTF-1 members of
confirmed deployment details.

1.2.5. Supporting COVID-19 mobile team vaccination efforts, per the
Department's request.

1.3. The Contractor shall ensure the MMRS MTF-1 team is ready for deployment
by: .

1.3.1. Ensuring all materials, pharmaceuticals, protective gear, and other
necessary equipment are ready for deployment.

1.3.2. Confirming credentials of all volunteers being deployed.
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New Hampshire Department of Health and Human Services
Loqistics Coordinator - Metropolitan Medical Responses System Services

EXHIBIT B

1.3.3. Communicating action plans for deployment to all volunteers;

1.3.4. Confirming and communicating expectations of methods of
communication to be utilized in the field.

1.3.5. Coordinating, confirming, and communicating any other pertinent
information needed to effectively deploy the MMRS MTF-1 team.

1.4. The Contractor shall maintain an inventory of MMRS supplies at the
Department's warehouse and perform duties which include, but are not limited
to:

1.4.1. Collaborating with the Department to ensure proper stock of inventory.

1.4.2. Distributing necessary medical and non-rnedical supplies and equipment
to the MMRS MTF-1 team in the event of an emergency or hazardous
event, as determined by the nature of the Incident.

1.4.3. Overseeing administration of the Task Force vehicle, equipment and
supplies.

1.4.4. Managing the MMRS emergency cache budget and purchasing
inventory for the work associated with this Exhibit B Scope of Services.

1.4.5. Managing personal protective equipment as well as monitoring and
detection equipment to ensure both are in good condition and up-to-
date.

1.4.6. Supervising the MMRS volunteer staff.

1.4.7. Conducting medium physical labor activities, including, but not limited to:

1.4.7.1. Continuous strenuous activities.

1.4.7.2. Frequent and/or repeated reaching.

1.4.7.3. Frequent and/or repeated bending.

1.4.7.4. Frequerit and/or repeated lifting.

1.4.7.5. Lifting .and moving items weighing an average of sixty (60) pounds
repetitively.

1.4.7.6. Lifting items above shoulder and head height repetitively.

1.5. The Contractor shall load and unload MMRS trucks and trailers to prepare for
deployment in the event of a disaster or public health emergency.

i>my
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New Hampshire Department of Health and Human Services
Logistics Coordinator - Metropolitan Medical Responses System Services

EXHIBIT B

1.6. The Contractor shall gather and prepare ali necessary materials for deployment •
of an erhergency or hazardous incident and provide materials to the MMRS
MTF-1.

1.7. The Contractor shall aid In developing and implementing an annual Homeland
Security Grant Program budget to submit to the Department.

1.8. The Contractor shall coordinate with designated hospitals, as directed by the-
Department, and other public health pharmacies to replace and distribute
pharmaceuticals, as necessary.

1.9. The Contractor shall receive and stock ali MMRS warehouse inventory. ;wlth
assistance from the MMRS volunteers, to ensure the warehouse is kept

.  organized and orderly at all times.

1.10. The Contractor shall update the MMRS Warehouse Inventory Management
System post-incidents, as well as annually.

1.11. The Contractor shall maintain inventories as specified by the Department,
which includes, but Is not limited to;

1.11.1. Pharmaceuticals and disposal disposition sheets, pre- and post-incident.

1.11.2. Non-pharmaceutical related equipment and supplies, pre^ and' post-
incident.

1.11.3. An annual inventory of ail non-pharmaceutical related equipment and
supplies available to the MMRS MTF-1 team.

1.12. The Contractor shall ensure the MMRS MTF-1 teahi is ready to deploy with
■proper supplies necessary for incidents which include, but are not limited to:

1.12.1. Medical supplies.

1.12.2. Personal protective equipment.

1.12.3. Pharmaceutical supplies.

1.13. The Contractor shall develop a shelf life management plan that shall be
updated .twice annually. The Contractor shall ensure the following, which
includes, but is not limited to:

1.13.1. Pharmaceuticals that are expired are removed and disposed of In .
accordance with hazardous pharmaceutical waste program.

1.13.2. Hazardous waste materials are disposed of properly.

1.13.3. Inventory is rotated in a manner conducive to first-expired-first-out.
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New Hampshire Department of Health and Human Services
Logistics Coordinator - Metropolitan Medical Responses System Services

EXHIBIT B

1.14. The Contractor shall attend quarterly meetings with MMRS MTF-1 team
members, in-person or virtually, for the purpose of training and reviewing
current policies, procedures and/or preferred methods of service delivery.

2. Exhibits Incorporated

2.1. The Contractor shall comply with all Exhibits D through K. which are attached
hereto and incorporated by reference herein.

3. Reporting Requirements

3.1. The Contractor shall submit reports to the Department which include, but are
not limited to:

3.1.1. After-action reports that detail inventory used during each incident.

3.1.2. Inventory of all pharmaceutical and disposition sheets.

, 3.2. The Contractor shall submit reports and invoices for all purchased supplies,
equipment, and fees to the City of Franklin, New Hampshire by the 15'^ of each
month which include,'but are not limited to:

3.2.1. Invoices of medical equipment.

3.2.2. Invoices of pharmaceuticals purchased.

3.2.3: Invoices of training facility fees incurred.

3.2.4. Reports which may include, but are not limited to:

3.2.4.1. Type of training provided.

3.2.4.2. Number of participants.

3.2.4.3. Date of training.

3.2.4.4. Location of training.

3.2.4.5. Inventory used.

3.3. Other reports as may be requested the Department.

4. Performance Measures

4.1. The Contractor shall actively and regularly collaborate with the Department to
enhance contract management, improve results, and adjust program delivery
and policy based on successful outcomes.

4.2. The Contractor may be required to provide other key.data and metrics to the
Department, including client-level demographic, performance, and service
data.
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New Hampshire Department of Health and Human Services
Logistics Coordinator - Metropolitan Medical Responses System Services

EXHIBIT B

4.3. Where applicable, the Contractor shall collect and share data with the
Department in a format specified by the Department.

5. Additional Terms

5.1. Impacts Resulting from Court Orders or Legislative Changes

5.1.1. The Contractor agrees that, to the extent future state or federal
legislation of court orders may have an impact on the Services
described herein, the State has the.right to modify Service priorities
and expenditure requirements under this Agreement so as to achieve
compliance therewith.

5.2. Federal Civil Rights Laws Compliance; Culturally and Linguistically
Appropriate Programs and Services

5.2.1. The Contractor shall submit, within ten (10) days of the Agreement
Effective Date, a detailed description of the communication access
and language assistance services to be provided to ensure
meaningful access to.programs and/or services to individuals with
limited English proficiency; individuals who are deaf or have hearing
loss; individuals who are blind or have low vision; and individuals who
have speech challenges.

5.3. Credits and Copyright Ownership

5.3.1. All documents, notices, press releases,, research reports and other
materials prepared during or resulting from the performance of the
services of the Agreement shall include the following statement, "The
preparation of this (report, document etc.) was financed under an.
Contract with the State of New Hampshire, Department of Health and
Human Services, with funds provided in part by the State of New
Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human
Services." i

5.3.2. All materials produced or purchased under the Agreement shall have
prior approval from the Department before printing, production,
distribution or use.

5.3.3. The Department shall retain copyright ownership for any and all
original materials produced, including, but not limited to:

5.3.3.1. Brochures. .

5.3.3.2. Resource directories.

5.3.3.3. Protocols or guidelines.

5.3.3.4. Posters.

5.3.3.5. Reports.

RFA-2022-DPHS-08-LOGIS-01 Paul William Mortimer. Jr.
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5.3.4. The Contraclor shall not reproduce any materials produced under the
Agreerrient without prior written approval from the Department.

6. Records

6.1. The Contractor shall keep records that include, but are not limited to:

6.1.1. Books, records, documents and other electronic or physical data
evidencing and reflecting all costs and other expenses Incurred by the
Contractor in the performance of the Contract, and all income received
or collected by the Contractor.

6.1.2. All. records- must be maintained in accordance with accounting
procedures and practices, which sufficiently and properly reflect all such
costs and expenses, and which are acceptable to the Department, and
to include, without (imitation, all ledgers, books, records, and original
evidence of costs such as purchase requisitions and orders, vouchers,
requisitions for materials, inventories, valuations of in-kind contributions,
labor time cards, payrolls, and other records requested or required by
the Department.

6.2. During the term of this Agreement and the period for.retention hereunder, the
Department, the United Stales Department of Health'and Human Services, and
any of their designated representatives shall have access to all reports and
records maintained pursuant to the Agreement for purposes of audit,
examination, excerpts and transcripts. Upon the purchase by the Department
of the maximum number of units provided for in the Agreement and upon
payment of the price limitation hereunder, the Agreement and all the obligations
of the parties hereunder (except such obligations , as, by the terms of the
Agreement are to be performed after the end of the term of this Agreement
and/or survive the termination of the Agreement) shall terminate, provided
however, that if. upon review of the Final Expenditure Report the Department
shall disallow any expenses claimed by the Contractor as costs hereunder the
Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

OS
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EXHIBIT C

Payment Terms

1. This Agreement is funded by:

1.1. 100% Federal Funds, New Hampshire's Hospital Preparedness
Program, as awarded on July 1, 2021, by the US Dept. of Health and
Human Services, Assistant Secretary for Preparedness and Response
(ASPR),'ALN 93.889, FAIN U3REP190580.

2. For the purposes of this Agreement:

2.1. . The Department, has identified the Contractor as a Contractor, in
accordance with 2 CFR 200.331.

2.2. The Department has identified this Agreement as NON-R&D, in
accordance with 2 CFR §200.332.

3. Payment shall be made at an all-inclusive hourly rate of fifty dollars ($50) per
hour for services performed in accordance with Exhibit B, Scope of Services,
and in compliance with funding requirements. This rate is inclusive of travel and
mileage.

4. The Contractor shall submit an invoice in a form satisfactory to .the Department
by the fifteenth (15th) working day of the following month, which identifies and
requests reimbursement for hours worked in the prior month. The Contractor
shall ensure the invoice is completed, dated and returned to the Department in
order to initiate payment.

5. In lieu of hard copies, all invoices may be assigned an electronicsignature and
emailed'to DPHSContractBiHing@dhhs.nh.gov. or invoices may be mailed to:

■ Financial Manager
Department of Health and Human Services
129 Pleasant Street

Concord. NH 03301

6. The Department shall make payment to the Contractor within thirty (30) days
of receipt of each invoice, subsequent to approval of the submitted invoice and
if sufficient funds are available, subject to Paragraph 4 of the General
Provisions Form Number P-37 of this Agreement.

7. The,final invoice shall be due to the Department no later than forty (40) days
after the contract completion date specified in Form P-37. General Provisions
Block 1.7 Completion Date.

8. The Contractor agrees that funding under this Agreement may be withheld, in
whole or in part in the event of non-compliance with the terms and conditions
of Exhibit B, Scope of Services.

' 9. Notwithstanding anything to the contrary herein, the Contractor agrees that
funding under this agreement may be withheld, in whole or in part, in tbe-event

RFA-2022-DPHS-0&-LOGIS-01 Paul William Mortimer, Jr. Conlraclor Initials^
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of non-compliance with any Federal or State law, rule or regulation applicable
to the services provided, or if the said services or products have not been
satisfactorily completed in accordance with .the terhis and conditions of this
agreement.

■  10. Notwithstanding Paragraph 17 of the General Provisions Form P-37, changes
limited to adjusting amounts within the price limitation and adjusting
encumbrances between State Fiscal Years and budget class lines through the
Budget Office may be made by written agreement of both parties, without
obtaining approval of the Governor and Executive Council, if needed and
justified.

11. Audits

11.1. In addition to, and not in any way in limitation of obligations of the
Contract, it is understood and agreed by the Contractor that the
Contractor shall be held liable for any state or federal audit exceptions
and shall return to the Department all payments made under the
Contract to which exception has been taken, or which have been
disallowed because of such an exception.

>•—05
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151 -5160 of the Drug-Free Workplace Act of 1988 {Pub. L. 100-690. Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTflflENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

.This certification Is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part II of the May 25,1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a-grantee (and by inference, sub-qrantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street.
Concord, NH 03301-6505

i. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

■  1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. the grantee's policy of maintaining a drug-free'workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required liy paragraph (a) that, as a condition of

employment under the grant, the employee will
,1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

. 1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the FederaJ^agency

D3
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s} of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respe'ct to any employee who Is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

1.6.2. Requiring such employee to participate satisfactorily In a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. I\^aklng a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4,1.5, and 1.6.

2. The grantee may insert in the space provided below the sile(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check □ If there are workplaces on file that are not Identified here.

Vendor Name:

Docu8>on*d by:

12/5/2021

Diti , liam Mortimer, 3r
Team Lead, nh mmrs tfI

pWAlJr.
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to corhply with the provisions of
Section 319 of Pubiic Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the Generai Provisions execute the foliowing Certification:

UiS DEPARTMENT OF HEALTH AND HUMAN SERViCES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
•Temporary Assistance to Needy Families under Title IV-A
'Child Support Enforcement Program under Title IV-D
'Social Services Biock Grant Program under Title XX
"Medicaid Program under Title XIX-
'Community Services Block Grant under Title VI
'Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or oh behalf of (he undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a'Member
of Congress, an officer or employee,.of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sutr-grantee or sub-contractor).

2. If.any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor). the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, In accordance with Its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included In the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352. Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name: •

X—0«cu9lgiMd by;

12/5/2021 I pflut Aurfiwtr, > ■
Date iam Mortimer, 3r

Title:
Team Lead, nh mmrs TFI
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION

AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12649 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in S'eciions 1.11 and, 1.12 of the General Provisions execute the follov/ing
Certification:-

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the

certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why It cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification. In addition to other remedies

.  available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms 'covered transaction." "debarred," "suspended," "ineligible," "lower tier covered
transaction," "participant," 'person," "primary covered transaction," "principal," "proposal," and
'voluntarily excluded," as used in this clause, have the meanings set out In the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded "
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will Include the
clause titled "Certification Regarding Debarment Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and In all solicitations for lower tier covered transactions.

6. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is nofdebarred,,suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

Exhibit F - Certification Reflarding Debarnnenl.'Suspension Contractor Iniliats^
And Other Responsibility Matters 12/S/2021
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information'of a participant Is not required to exceed that which is normaily possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant In a
' covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible,.or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, OHHS may terminate this transaction
for cause or defaulL

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of Its knowledge and belief, that it and its

principals: ^ .
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense In
connection with obtaining, attempting to obtain, or performing a public (Federal, Stale or local)
transaction or a contract under a public trarisaclion; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, Stale or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification: and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default

12. Where.the prospective primary participant Is unable to certify to any of the statements In this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76. certifies to the best of Its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation In this transaction by any federal department or agency.
13.2. where the prospective lower tier participant js unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospecUve lower tier participant further agrees by submitting this proposal (contract) that it will
Include this clause entitled "Certificafion Regarding Debarment, Suspension, iheligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,' without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name;

0®e«#lgr»»d by:

12/5/2021 /'flul (WUiiUM >

Date ^fKS^'tn''Wniiam Mortimer. Jr

Team Lead, nh mmrs tfi
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CERTIFICATION OF COMPLIANCE WITH'REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

. WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

Contractor will comply, and will require any subgrantees or sulxjontractors to comply, with any applicable
federal nondiscriminalion requirements, which may include:

, - the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits ^
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 20C0d, which prohibits recipients of f^eral financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131 -34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities In employmeht, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683. 1685-86). which prohibits
discrimination on the basis of sex in federally assisted education programs;

• the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships Vkfith faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §47-12 and The National Defense Authorization
Acl(NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance Is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

-OS
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor Identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified In Sectlgns 1.11 and 1.12 of the General Provisions, to execute the following
certification; '

1. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above. «

Contractor Name:

OocuSlgnM by;

12/5/2021

Date Nam^^atiT^illiam Mortimer,

Team Lead, nh mmrs tfi
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of. a civil monetary penalty of up to
$.1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Sectiori 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. 8y signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Contractor Name:

—OoewBignad by:

PmL WltiwH y12/5/2021

Diti- iam Mortimer, Jr

Team Lead, nh mmrs tfi

Exhibit H - Certification Regarding Contractor Initials
Environmental Tobacco Smoke 12/5/2021
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor Identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Porlability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information. 45
CFR Parts 160 and 164 applicable to business associates. As defined herein. "Business
Associate" shall mean the Contractor and subcontractors and agents, of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.

• a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations;

b. "Business Associate" has the meaning given such term In section 160.103 of Title 45. Code
"  of Federal Regulations!

c. "Covered Entltv" has the meaning given such term In section 160.103 of Title 45,
Code of Federal Regulations.

d. "Desicnated Record Set" shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. "Data Aaareoation" shall have the same meaning as the term "data aggregation" In 45 CFR
Section 164.501.

f. "Health Care Operations" shall have the same meaning as the term "health care operations"
in 45 CFR Section 164.501.

9- "HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act. TitleXIII. Subtitle D. Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law-
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and ame.ndments thereto.

I. "Individual" shall have the same meaning as the term "individual" In 45 CFR Section 160.103
and shall Include a person who qualifies as a personal representative In accordance with 45
CFR Section 164.501(g).

j. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. "Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103. limited to the information created or receivpd-by
Business Associate from or on behalf of Covered Entity.

3/2014 Exhibill Contradof Initials^
Healtti Insurance Portability Ad
Business Assodate Agreement 12/5/2021
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I. "Required bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. "Secretary" shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Security Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C. and amendments thereto.

0. "Unsecured Protected Health Information" means protected health information that is not
secured by a technology standard that renders protected health information unusable,

■  unreadable, or indecipherable to unauthorized individuals and is.developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the

. HITECH
Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use', disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain of transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate:
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to .making any such disclosure, (I)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (11) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy. Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent It has obtained
knowledge of such breach.

d. The Busiriess Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it Is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the dis.closure^and
to seek appropriate relief. If Covered Entity objects to such disclosure, the BustfiFss

I
3/2014 Exhibit i Conlraclof initials^

Heailh Insurance Portabiiity Act
Business Associate Agreement 12/5/2021
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. . If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Busirtess Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of

-  such additional restrictions and shall abide by any additional security safeguards.

(3) Obliaations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected'
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to: •

0  The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

0  The unauthorized person used the protected health information or to whom the
disclosure was made;

0 Whether the'protected health information was actually acquired or viewed
o The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to.the
Covered Entity.

c. The Business Associate shall cornply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third parly beneficiary of the Contractor's business ̂ gpate
agreements with Contractor's intended business associates, who will be

3/2014 Exhibll I Contractor Inilials^—
Health Insurance Poriabllily Act
Business Associate Agreement 12/5/2021
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. ■ Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records; books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524..

h. Within ten (10) business days of receiving a written request from Covered Eritity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such arhendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR-
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests; However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to th
purposes that make the return or destruction infeasible, for so long as Business

3/2014 Exhibit I Contractor initials^
Health Insurance Portability Act
Business Associate Agreement . 12/5/2021
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Oblioations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals In accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall prorhptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(6) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upoh Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Reoulatorv References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy, and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to lime as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownershio. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be rjesoh/ed
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. p(Jb/ttJr

3/2014 ExhlWll Contfadof Initials^
Health insurance Portability Act
Business Associate Agreement 12/5/2021
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SeoreQation. If any term or condition of this Exhibit I or the application thereof to any
person{s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI. extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions {P-37); shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

Department of Health and Human Services Paul William Mortimer, 3r

^leoStateby: ^Baas(j/.tb^ Contractor
PftuL WdiAiH y

Signature of Authorized Representative SighaJufe o^'uthorlzed Representative
Patricia M. Tilley Paul William Mortimer, ir

Name of Authorized Representative Name of Authorized. Representative
Oi rector

Team Lead, nh mmrs tfI

Title of Authorized Representative Title of Authorized Representative

12/6/2021 12/5/2021

Date Date

3/2014 Exhibit I

Heallh Insurance Portability Act
Business Associate Agreement
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CERTIFICATiON REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT IFFATAI COMPLIANCE

The Federal Funding Accountabilily and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the,
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source ' .
6. Award title descriptive of the purpose of the funding action
7. ■ Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS#)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensaliori Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name:

-OMuSlgncd by;

pAuL (WltiwM Aui+'mLK; Jr12/5/2021

! iiam Morcimer, gr

Title: jggp, Lead, nh mmrs tfi

ExhibH J - Certification Regarding the Federal Funding Contractor Inltlab
Accountabilily And Transparency Act (FFATA) Compliance 12/5/2021
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FORMA

As the Contractor idenilfied in Section 1.3 of the Generai Provisions, I certify that the responses to the
below listed questions are true.and accurate.

N/A
1. The DUNS number for vour entity is:

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sul>-granls. and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgranlis,, and/or
cooperative agreements?

NO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES, please answer the following;

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.G.78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of
1986?

NO YES

If the answer to #3 above Is YES, stop here

If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name:

Name:

Name:

Name:

Name:

Amount;

Amount:

Amount:

Amount:

Amount:'

CU/OHHSfn07l3

Exhibit J - Certirication R«garding Ihe Federal Funding
Accounlabllily And Transparency Ad (FFATA) Compliance
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DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized, access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to .personally identifiable
Information, whether physical or electronic. With regard to Protected Health
Information, " Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Sen/ices (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI). Personal Information (PI), Personal Financial

-  Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of sen/ice, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

Gmy
iakS—.. . -VS. Last update 10/09/16 Exhibit K Contractor Initials
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use. disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure-for the transmission of unencrypted PI. PFI.
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an Individual's identity, such as their name, social security number, personal
Information as defined in New Hampshire RSA 359-C:19. blometric records, etc..

alone, or when combined with other personal or Identifying informatiori which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name. etc.

9. "Privacy Rule" shall mean the Standard's for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" In the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164. Subpart C. and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is

not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use. disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all Its directors, officers, employees'and agents, must not
use. disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

vs. Last update 10/09/18 Exhibit K Contractof Initials^ " '
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to' be tx)und by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI In violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

- II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such Information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named Individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

— OS
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to'
access or transmit Confidential Data, a virtual private network (VPN) must be
Installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP . to transmit Confidential Data. End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
inforrriation. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

'11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices., all
data must be encrypted to prevent inappropriate disclosure of inforrnation.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, othenvise required by law or perrhitted
under this Contract To this end, the parties must:

A. Retention i

1. The Contractor agrees it will not store, transfer or process data collected In
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply In the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems. -the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

—OS

fOUAl-Jr
V5. Loslupdale 10/09/18 Exhibit K ConlfBclor tnitlals^

DHHS Information

Security f^equirements 12/5/2021
Page 4 of 9 Date



DocuSlgn Envelope 10: 7DE954O9-5O15-4B0B-82F9-F8EFEE47B7E7
V

New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems {or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination: and will
otitain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
.recovery operations. When no longer in use,, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sahitization. or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,

■ regulatory and professional standards for retention requirements will be jointly
evaluated by the State.and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a

■  secure method such as shredding.

,3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services,

2. The Contractor will maintain policies and procedures to protect' Department
confidential information throughout the Information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information

' where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to.
detect potential security events that can impact State of NH'^Systems and/or
Department confidential Information for contractor provided systerns.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If.the Contractor will be sub-contracting any core functions of the engagement
supporting" the-services for State of New Hampshire, the Contractor, will maintain a
program of an internal process or processes .that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and cornputer use agreements as' part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sulj-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, .knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable, statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act-of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually Identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process; The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a'confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New'
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need .such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only If encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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•  e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information, received under this Contract and individually
Identifiable data derived from DHHS Data, must be stored in an area that Is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers; etc.).

g. only authorized End Users may transmit the Confidential Data, including any
-  derivative files containing personally identifiable information, and in all cases,
such data must,be encrypted at all times when in transit, at rest, or when

stored on portable media' as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards,' as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared svith anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with, this
Contract, including the privacy and security requirements provided in herein. HIPAA, .
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer' of any
Security Incidents and Breaches immediately,- at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification

.  procedures and In accordance with 42 C.F.R. §§ 431.300 - 306. In addition to. and
notwithstanding. Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required In this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification Is required, and. if sO, identify appropriate
•Breach notification, methods, liming, source, and contents from among• different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

incidents and/or Breaches that implicate Pi must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy .Officer:

DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer;

DHHSinformationSecurityOfrice@dhhs.nh.gov
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