STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NEW HAMPSHIRE HOSPITAL
Lori A. Weaver 36 CLINTON STREET, CONCORD, NH 03301
Interim Commissioner 603-271-5306  1-809-852-3345 Ext. 5300

Fax: 603-271-5395 TDD Access: §-800-735-2964 www.dhbs.nh.gov
Eller M. Lapointe
Chief Executive Officer

April 7, 2023
His Exceliency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital, to enter
into a Retroactive, Sole Source amendment to an existing contract with Granite State Automation,
LLC (VC #167499), Manchester, NH, to expand the maintenance and repair services for New
Hampshire Hospital's Building Automation Systems, by increasing the price limitation by $59,000
from $48,000 to $107,000 with no change to the contract completion date of December 31, 2024,
effective retroactive to January 1, 2023, upon Governor and Council approval. 70% General Funds.
30% Other Funds (Provider Fees and Statewide Energy Efficiency Improvement Funds).

The original contract was approved by Governor and Council on March 8, 2023, item #13.

Funds are available in the following accounts for State Fiscal Year 2023, and are anticipated
to be available in State Fiscal Years 2024 and 2025, upon the availability and continued appropriation
of funds in the future operating budget, with the authority to adjust budget line items within the price
limitation and encumbrances between state fiscal years through the Budget Office, if needed and
justified.
05-95-94-940010-84100000 HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, NHH-
FACILITY/PATIENT SUPPORT

oo | Semel | cwmTae | aen, | St | @eesen | S
2023 | 048/ 500226 Cgﬂ:@ﬁ;?gﬁ]ﬂgs' 94024000 | $12,000 $1,500 | $13,500
2024 | 048/500226 Cgﬂi‘{daizgfg&aé;s' 84024000 | $24,000 $3,000 | $27,000
2025 | 048/ 500226 Cg:f{;ﬁg?gf;g& 94024000 | $12,000 $1,500 |  $13,500

Sublotal | $48,000 $6,000 | $54,000

030-014-1400-92920000-ADMINISTRATIVE SERVICE DEPT, COMMISSIONERS OFFICE, L21:1IF-
STWIDE ENRGY EFF IMPRV, L21:1IF-STWIDE ENRGY EFF IMPRV.

State Iincreased
d Class / Current Revised
Fiscal Class Title Job Number (Decreased)
Year Account Budget ety a5 Budget
. . Health Safety &
2023 | 034/500155 Capital Project Energy Project $0 $53,000 | $53,000
Subtotal $0 $53,000| $53,000
Total | $48,000 $59,000 | $107,000




His Exceflency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

EXPLANATION

The Contractor began work to replace 80 existing variable air volume terminal unit
components with upgraded controls and sensors under a previous agreement with the Department
that expired December 31, 2022. The Contractor continued the variable air volume terminal unit
replacement work after January 1, 2023; however, these services were not included in the current -
Maintenance and Repair agreement due to an oversight resulting from the NHH staff turnover. This
request is Retroactive to allow the Department to compensate the Contractor for the replacement
work rendered after January 1, 2023. This request also includes funding for additional replacement
work that is required and has not yet been completed. .

_ This request is Sole Source because the Department is increasing funding and modifying
the scope services to include the variable air volume terminal unit replacement work. This will allow
the Contractor to complete the repiacement of 80 existing variable -air volume terminal unit
components with upgraded controls and sensors to improve the temperature and airflow of the air
conditioning delivery system. The Contractor has been providing maintenance and repair services
to New Hampshire Hospital's Building Automation Systems for the past 10 years satisfactorily to the
Department, and is highly qualified to complete the Building Automation Systems upgrades.

The purpose of this request is to allow the Contractor to complete the upgrades of the 80
variable air volume terminal unit controls and sensors, which is vital for proper heating, ventilation
and air conditioning for ‘approximately 198,000 square feet of space within the New Hampshire
Hospital Acute Psychiatric Services facility. In addition, the equipment is critical to maintaining
habitability standards for the resident psychiatric patient population, as well as treatment staff and
support personnel.

The Contractor will continue to provide routine maintenance and repair services of the
hospital's Building Automation Systems, and complets the variable air volume terminal unit control
upgrade, which includes configuring the new program, commissioning the variable air volume
terminal unit, replacing existing pneumatic valves with electronic valves, providing testing and-
balancing to each unit, mapping the new controllers into the Facility Explorer database, training the
Department's personnel to use the new equipment, and providing all back-up software. The system
improvements will greatly improve energy usage at New Hampshire Hospital, and reduce the

- Department's utility consumption. The Department will continue to monitor contracted services
through on-the-job observations and a final walk-through of the system when all upgrades are
complete. g .

. Should the Governor and Council not authorize this request, the Department may not be able
to complete the upgrade of all 80 variable air volume terminal unit components with new controls
and sensors that conform to current standards, which could lead to less reliable operation of the
building automation system, increased maintenance costs, and more service calls for emergency

. repairs. S '
Area served: New Hampshire Hospital.

In the event that the Other Funds become no longer available, additional General Funds will
not be requested to support this program.
Respectfully submitted,

‘Lori A, Weaver
Interim Commissioner

‘The Department of Health and Human Services’ Mission is to join oonmtunilie&_ and fan:i{{fés
in providing opporiunities for citizens to achieve health and independence.



- STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

April 25,2023

Lori Weaver, Commissioner

Department of Health and Human Services

State of New Hampshire

95 Pleasant Street

Concord, NH 03301

Dear Commissioner Weaver:

_This letter represents formal notification that the Department of Information Technology {DolT)

" has approved your agency’s request to enter into a contract amendment with Granite State Automation, as

described below and referenced as Dol T No. 2023-050A.

- . The purpose of this request is to allow the Contractor to complete the upgrades of the
variable air volume terminal unit controls and sensors.

_ The Total Price Limitation will increase by $59,000, for a New Total Price Limitation of
$107,000, effective upon Governor and Council approval retroactive from January 1, 2023
through December 31, 2024.

A copy of this letter must accompany the Department of Health and Human Services’ submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DGhid
Dol T #2023-050A

cc: Mike Williams, IT Manager

"tnnovative Technologies Today for New Hampshire's Tomorrow”
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State of New Hampshire
Department of Health and Human Services
Amendment #1

This Amendment to the ‘Building Automation Systems Maintenance and Repair Services contract is by
and between the State of New Hampshire, Department of Health and Human -Services ("State” or -
"Department“) and Granite State Automation, LLC {"the Contractor”).

'WHEREAS, pursuant to an agreement {the “"Contract") approved by the Governor and Executive Council
on March 8, 2023 (item 13), the Contractor agreed to perform certain services based upon the terms and
conditions specified in the Contract and in consideration of certain sums specﬁ" ed; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 17, the Contract may be amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to increase the price _Iimitatien and modify the scope of services to support
continued delivery of these services; and

NOW THEREFORE, in consideration of the foregeing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.6, Account Number, to read:
05-095-094-940010-8410
030-014-1400-92920000
" 2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$107,000.

" 3. Modify Exhibit B, Scope. of Services, Section 1, Statement of Work, by adding Subsection 1.19,
Variable Air Volume (VAV) Box Controls Upgrade, to read:

1.19. Variable Air Volume (VAV) Box Controls Upgrade

1.19.1. The Contractor shall complete the replacement of 80 exnstlng VAV terminal unlts
' with:

1.19.1.1. 80 JC! Facility Explorer F4-CVM03050-0 Controllers upon being prowded
by the Department; and

1.19.1.2. 80 Sensors JCI part number NSBBBTN240-O upon being prowded by the
Department.

1.19.2. The Contractcr shall configure the new controls and sensors as specified in 1. 19 1
using the parameters in the existing controllers.

1.19.3.. The Contractor shall commission the variable air volume termlnal unit and ensure
proper operation.

1.19.4. The Contractor shall test and balance each terminal unit.
1.19.5. The Contractor shall provide all back-ups and software to the Department.

1.19.6. The Contfactor shall assist with identification and implementation of trending and
alarming updates for the new components in the Department's. Facility Explorer
application, per requirements to be determined by the Department.

1.19.7. The Contractor shall map the new controllers into the Facility Explorer database.

1.19.8. The Contractor shall train Department personne! on how to use the new equipment,
on a set schedule to be approved by the Department. '

5 DS
Granite State Automation, LLC A-5-1.2 [ ‘M&

RFB-2023-NHH-03-BUILD-01-A01 Page 1:0f 3 4/24/2023



DocuSign Envelope ID: AE3CAB17-3F80-4F00-A3D6-160453292332

All terms and conditions of the Contract not modified by this Amendment remain in fuII force and effect.
" This Amendment shall be effective upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

472472023

_ Date

4/24/2023

Date

Granite State Automation, LLC
RFB-2023-NHH-03-BUILD-01-AQ1

State of New Hampshire
Department of Health and Human Services

DocuSigned by:
Eller, Plavic Lapoinde
robshiEN Marie Lapointe

Title:  chief Executive officer

_ Granite State Automation, LLC‘

DocuSigned by:
Sonatbian, Maor |
caanatMan Major

Title:  president

A-8-1.2
Page 2 0f 3



DocuSign Envelope 1D: AE3CAB17-3F80-4F00-A3D6-160493202332

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. - ' : ! . ' '

OFFICE OF THE ATTORNEY GENERAL

DocuSigned by:
ohiyn, Goarno
Date . tamacRaehyn Guarino
Title:  actorney

4/25/2023

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: {date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date . Name;
Title:

Granite State Automation, LLC A-S-1.2
RFB-2023-NHH-03-BUILD-01-A01 Page 3of 3
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State of New Hampshire
Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that GRANITE STATE AUTOMATION
LLC is 2 New Hampshire Limited Liability Company registered (o transact business in New Hampshire on December 24, 2007. |
- further certify that all fees and documents required by the Secretary of State’s office have been received and is in good standing as

far as this officc is concerned.

Rusiness [1D: 588972
Certificate Number: 0006214534

IN TESTIMONY WHEREOIT“,'

I hereto set my hand and cause to be affixed
the Seal of the State of New ‘Hampshire,
this 24th day of April A.D. 2023,

David M. Scanlan

Sccretary of Stale
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CERTIFICATE OF VOTE/AUTHORITY

1, Kenneth L Tinnin Jr, of the Granite State Automation, Limited Liability Company under RSA 304-C, do
hereby cerlify that:

1. 1 am the Operations Manager of the Granite State Automation, LLC:

This Limited Liability Company may enter into any and all contracts, amendments renewals
" revisions or modifications thereto, with the State of New Hampshire, acting through its Department
of Health and Human Services. :

RESOLVED: That the President is hereby authorized on behalf of this company to enter into said
contracts with the State, and to execute any and all documents, agreements, and other

“instruments, and any amendments, revisions, or modifications thereto, as he/she may deem
necessary, desirable or appropnate and Jonathan W Major is the duly elected President of the
Limited Liability Company.

2. | further certify that it is understood that the Staté of New Hampshlre will rely on this certuflcate '
as evidence that the person listed above currently occupies the position indicated and that they
have full authority to bind the LLC and that this authorization-shall remain valid for thirty (30) days -
from the date of this certificate. "

watps L AT g

Name: Kenneth L Tinnin Jr

Title: Operations Manager
Company Name: Granite State Automation
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DATE (MMDD/YYYY)

e A .
ACORD CERTIFICATE OF LIABILITY INSURANCE 412412023

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS .
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endprsed. :
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policles may require an endorsement. A statement on
this cartificate does not.confer rights to the certificate holder in lieu of such endorsement(s). i

PEODUCEE Berube | A LLC ERMNECT Jessica Archambault ; .
i s urANCerAgenaY, PHONE -, 603-882-2766 [ A% oy, 603-886-4230
Nashua NH 03064 f A-DMDNRlI-Ess: JArchambaL{Il@eatonberube.com
'_ v INSURER(_S] AFFORDING COVERAGE NAIC #
- INSURER & : Hartford Underwriters Insurance Co. 29424
"g;-'a":i‘t’e Bistalitornalion e GRAST2| \ysurer B : MMG Insurance Company 15997
728 E. Industrial Park Drive: Unit #10 INSURERC :
Manchester NH 03109 INSURERD :
¥ INSURER E :
; INSURERF :
COVERAGES CERTIFICATE NUMBER: 626833760 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANGCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM QR CONDITION OF ANY CONTRACT-OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, -
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

[ ADOL] POLICY EFF_| POLICY EXP
IR - TYPE OF INSURANCE INSD L WYD POLICY NUMBER {MM/DDAYYYY) | (MMIDOYYYY) LIMITS
A | X | COMMERCIAL GENERAL LIABILITY 04SBAAEAS58 12/24/2022 | 122412023 | gACH OCCURRENCE $ 1,000,000
| DAMAGE TO RENTED
CLAIMS-MADE QOCCUR PREMISES (Ea occurrence) $ 1,000,000
=X MED EXP {Any one person} $ 10,000
=5 PERSONAL & ADV INJURY | $ 1,000,000
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
POLICY | X | fEe I:l e, . : PRODUCTS - COMP/OP AGG | $ 2,000,000
OTHER: s
B | AuTOMOBILELIABILITY e KA12923511 1212412022 | 122412023 | GOMEIRED SWGLELIMIT | 5 1,000,000
ANY AUTO BODILY HNJURY {Per parson) | $
OWNED SCHEDULED . ;
- et _ _ BODILY INJURY (Per accident)| $
% | HIRED X | NON-OWNED PROPERTY DAMAGE 3
L2 | AUTOS ONLY AUTOS ONLY Per ]
- |
A UMBRELLALIAB | X | occun 04SBAAE4356 12/24/2022 | 12/24/2023 | EACH OCCURRENCE $ 5,000,000
EXCESS LIAB CLAIMS-MADE | AGGREGATE $
pep | X | RETENTIONS 30 000 $
A | WORKERS COMPENSATION 04WECCS1248 V22472022 | 1272412023 [X | Benrure | | on
AND EMPLOYERS' LIABILITY ST
ANYPROPRIETORPARTNEREXECUTVE [~ E.L. EACH ACCIDENT $ 1,000,000
OFFICERMEMBER EXCLUDED? [ ][nia :
{Mandatory kn NH) i E.L. DISEASE - EA EMPLOYEE] $ 1,000,000
i yas, dascribe under
DESCRIPTION OF OPERATIONS balow E.L DISEASE - POLICY LIMIT | $ 1,000,000
A | Technology E20 045BAAE4356 ° 12/24/2022 | 12/24/2023 |Each “Glitch” Limit $1,000,000
Relantion $5,000 . Aggregate Limit $2,000,000
"Claims” Made Form : Reiroactive Date 1212412014

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additionsl Remarks Schedule, may b attached i more space is required)

NH Waorkers' Compensation Policy. Excluded Officer. Jon Major ]

Addilional Insured status applies {o General Liability, Automobile Liability and Excess Liability when required by a written contract per endorsement form
S$S0008 & MM0O3408. Waiver of Subrogation and Primary and Non-Contributory wording applies to General Liability when required by a written contract per
endorsement form SS0008. - 2 '

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE. EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

The New Hampshire Department of Health and Human ACCORDANCE WITH THE POLICY PROVISIONS. -

Services

36 Clinton Street AUTHORIZED REPRESENTATIVE
Concord NH 03301

© 1988-2015 ACORD CORPORATION, All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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o

~Concord, New. Hampshire 03301

FEB16°23 P11 2:55 RCun

STATE OF NEW HAMPSHIRE
DEPARTMENT OF-HEALTH AND HUMAN SERVICES:
: _ NEW HAMPSHIRE-HOSPITAL
Lorl A. Wearer. 36 CLINTON STREET, CONCORD, NH 03301
foterim Comuissioner 6032715300 1-800-852-3345 Ext. 5300
- Fax: 603-271-8395  TDD Access: 1-00-735:2964. www.dbhs.nb.gov
. ;Ellen M, Lapoiote :
Cii:f E.xuu_tive‘ OfMeer
February 2, 2023
His Excellency, Govemar:Christopher T. Sununy
.and the Honorable’Council
State House

'REQUESTED ACTION

 Authorize tha Department.of-Heaith and Human Services, New Hampshiré Hospital, to:
enter into a Retroactive contract-with Granite State Automation, LLC (Veridor, #167488),
Manchéster, NH, in the amount of-$48,000, to ‘provide preventive maintenance, repairs, and;
emergthy'-ser\_iicés for the buildirig automation systems &t the New Hampshire Hospital Acute
Psychiatric Services facility and Transitional Housing Buildings; with the option to-renew for.upto
four (4) additiohal yedrs, effective retroactive to January 1,.2023, upon Govemnor &nd Council -
approval through December 31, 2024. 70% General Funds. 30% Other Funds (Provider Fees).

. 'Funds are available in the following .account for State Fiscal Year 2023, and are
anticipated to -be avallable.in State-Fiscal Years 2024 and 2025; upon the availability and
continuéd appropfiation of funds in the future operating budget, with the authority to adjust budget
line items within'the price limitation'and encumbrances between state fiscal years through the .
Budget Office, if needed and justified. : i g ‘ -
05-095-094-940010-8410 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND.
HUMAN'SERVI_CES," HHS: NEW HAMPSHIRE HOSPITAL, NEW. HAMPSHIRE :HOSPITAL,
NHH-FACILITY/PATIENT SUPPORT ' ' '

Fiooyoar | Adsount Classilito Job Number | Total Amount
I "Confract Repait - | gan24000 Sy
. 2023 | 048500226 | gyiings and Grounds | 4024000 $12,000
3 T o48.600228 - | . contract Repalrs - 24,000
2024 040=500226: Buildings and Grounds 84024000 $24,000
' 8 ~an | :Contract Repairs - 12 000
2025 048-500226 Buildings and Grounds 94024900 | $ '(_)00 |
' | | Total. ~ $48,000

EXPLANATION T )

Thig request is'jJRatr'onct‘i“Vo because the Department was unable to solicit bids and finalize .

Councll - before the previous service: agreement éxpired .December 31, 2022 Becduse.

contract terrs with the. Contractor in time'to present ihis contract to the Governor.and Executive-

1

maintenance for -the building altomation system at New Hampshire ‘Hospital is .critical to,

maintaining a habltable environment for patients and employees, maintenange services must.be

‘avallable at all imes In the event.of an equipment failure thait cannot be repaired.by on:duty staff.

The Depariment of Health and Humon Services’ Migsion {40 join communities and fomilies,
""" in providing epportunities for citirens o achieve health and independence.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Councll
Page 2 of 2

The purpose of this request is provide preventive maintenance, repairs, and emergency
services for the building automation systems at the New Hampshire Hospital Acute Psychiatric
Services facllity and Transitional Housing Buildings.

Approximately 300 individuals wilt be served during calendar years 2023 and 2024.

The Building -Autemation Systems (BAS) -equipment is vital for proper heating,
-ventilation and air conditioning to approximately 240,000 square feet of space within the New
Hampshire ‘Hospital Acute Psychiatric Services facility and Transitional Housing Bulldings.
This equipment is critical in maintaining habitabllity standards for the resident psychiatric
patient population as well as treatment s_;téﬂ' and support personnel. The system .in place ‘is
comprised of ‘complex pleces of equipment and software requiring highly trained -and
specially licensed technicians, Due to the amount of equipment. involved, the high

. -replacement cost, and the critical population served, it is vital that the equipment be maintained
through contracted services. - : 1 ’

“The Department wili monitor services by: i

« Observing the Contractor while performing services on-site.
« Reviewing written summaries of the work performed.

_ The Department selected the Contractor through a competitive 'bid process using a
Request for Bids (RFB) that was posted on the Department’s website from November 21, 2022
through December 22, 2022. The Department received one (1) bid. The Bid Scoring Sheet is
attached. This is a low cost award.

As referenced in Exhibit A, Revisions to Standard Agreement Provisions Section 1, -
Revisions fo Form P-37, General Provisions, Subsection 1.2 of the attached agreement, the
parties have the option to extend the agreement for up four (4) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parties and Governor and
Council approval. .

Should Governor and Executive Council not approve this request, building automation
gystems atthe New Hampshire Hospital Acute Psychiatric Services facility and ai the Transitional
Housing Buildings may not receive proper maintenance in'a timely manner, which-may result in
‘poor habitability conditions, endangering the health and well-being of both patients and staff.

Areas served: New'Hampshire Hospital. "
“In the event that the Other Funds become no longer available, additional General Funds
will'not be requested to support this program. ' o
' ’ . Respectfully submitted,

Lori A. Weaver _
Interim Commissioner
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
wwiw,nh’gov/doit

Denis Goulet
Commissioner

- _ February 2,2023

Lori Weaver, Commissioner
Department.of Health and Human Services -
State of New Hampshire : : ¥ g
129 Pleasant Street

Concord, NH 03301 ' :

Dear Commissioner Weaver:

This letter reprcscnls formal notification that the Department of Information ‘Technology (DolT)
% has approved your agency's requesl 1o-enter into & contract with Gramlc State Automauon LLC, as
dcscnbcd below and refercnced as DolT No 2023-050.

“The purpose of this request is to provide preventive maintenance, repairs, and emergency
services for the building automation systems at the New Hampshtre Hospllal Acute
Psychiatric Services facility and Transitional Housing Buildings.

The Total Pricc,L_imilatibn will be $48,000, effective upon Governor and Council approval
retroactive from January 1, 2023 through December 31, 2024. ‘

A copy of this letter must accompany the Depanmem of Health and Human Services' sub:mssmn
to the Governor and Executive Council for approval.

Slnccre] Y,

o A

- Denis Goulet

=

- DGHd ‘
DolT #2023-050

ET

cc Mikc:Wil‘liams, IT Manager

A,

"Inn('j\fative Technologies Todoy for New Hompshire's Tomofrow"
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DocuSign Envelope 1D:-71E1273F-3C88-43DE-048C-EBATFO2FOD DS
' FORM NUMBER P-37 (version 12/11/2019)

,’S'ii't}‘je'c:; fBﬁiidlng Automation Syn'em Miintenance and Repair Services (RFB-2023-NHH-03-BUTLD-01)

gncc 'I‘h]s agreement and al of its anachmcnts shall become publi¢ upon submission to Governor and
Bxecuuve Council for a.pproval ' Aniy information that is private, confidentia) or propnclary must
bc clearly identified to thc agency arid agreed to in writing prior to s:gmng the contract.

, AGREEMENT
The State.of New Hampshire and the Contractor hereby mutually agree as foliows:
' GENERALPROVISIONS
1. _IDENTIFICATION. '
-| 1.1 State Agency Name ' 1.2 Statc Agency Address

New Hampshire Department of Health 'end Human Services | 129 Pleasant Street
. Concord, NH 03301-3857

13 Contractor Name _ 1.4 Cpnu,'at;tor Address.
Granite State Automation LLC 728 E. Industrial Park Drive Unit #10
' Manchester, NH 03109
1.5 Contractor Phone 16  Account Number 1.7 Completion Date 1.8 " Price Limitation
Number. . .
05-005-094-940010-8410 | 1273112024 $48,000
603-836-5522 -
1.9 Contracting Officer. for State Agency 1.10 State Agency Telephone Number =
Robert W. Moore, Direstor (603) 271-9631
111 -Contractgr Slgnature .12 Name and Title of Contractor Signatory

. Doculigned by: Jonathan Major

, f‘ Y :2/7/2023
oy e or Date President
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- 2. SERVICES TO BE PERFORMED The State of New

Hampshire, “acting through the. agcncy tdcnuﬁed in block 1.1

(*State™), engages coniractor 1dcnhﬁcd in block- L3
(“Contractor”) to perform, and the Conttactor shall perform, the
worlk or sale of goods, or both, 1dcnuﬁed and more particularly
described in the attached EXHIBIT B which is incorporated
heréin by reference (“Servwes")

'3, EFFECTIVE DATE/COMPLETION OF SERV!CES

3.1 Notwithstanding any pravision of this Agreement to the
contrary, and subject to the approval of the Govemor and
Executive Council of the State of New*Hampshnc if applicable,
thig Agreement, and all obligations of the pariics hereunder, shall
become' effective on. the datc the Govcmor and Executive

Council approve this Agreement as jindicated in block 1.17,

unless no such approval is required, in \'vhlch cage the Agregment
shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1. 13 {"Effective Date™). .

3.2 I the Contractor cofmmences thc Services prior to the
_Effective Datc, all Services performed by the Contractor prior to
the Effective Datc shall be pcrfonnc}d at the sole risk of the
Contractor, and in the event that this Agreement does not become
effective, the State shall-have no liability to the Contractor,
including - without limitation, any obltgatlon to pay ‘the
Contractor for” any costs incurred jor, Services performed.
Contraclor must complete all Semces by thé Completion Date
specified in block 1.7.

4, CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding -any - provision of jthis Agrcement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hercundef, are
contingent upon’ the availability and contmued gppropriation of
funds affected by any state or fedeml lcglslanve or executive
action that reduces, climinate$ or fotherwise modifics the
appropriation or availebility of funding for this Agrecment and
. the Scope for Services provided in EXHIBIT B, in whole or in
part. [n no event shall the State beliable for any paymetis
hercunder in excess.of such available appropriated funds. In the
- svent of a feduction or termination of appropriated funds the
Statc shall have the right to vnthhold paymcnl until such fonds
become available, if ever, and shall havc the right to reduce or
terminate the Services under this Agrecmcnt muncdlately upon
- giving the Contractor notice of such ireduction or termination.
The Statc shall not be rcqulrcd o transfcr funds from any other
account or source -to the Account ldentlﬂcd in block 1.6 in the
event funds in that Account are reduccd or unavailable.

5, CONTRACI‘ PRICEIPRlCE LIMITATIONI
PAYMENT.

5.1 The contract price, method of paymcm and terms of payment
are identified and more particularly dcscnbed in EXHIBIT C
which is mcorporatcd hcrcm by rcference

5.2 The payment by the State of the coniract price shall be the
only and the complete reimbursement to, the Contragtor for all
expenses, of whatever nature incurréd by the Contractor in the
performance hereof, and shall be the only and the completc

v un e
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compensation to the Conitractor for the Services. The State shall
have no liability to the Contractor otheér than the contract price.
5.3 The State reserves the-right to offset from any amounts
otherwise payable to the Contractor under this Agreement those .
liquidated amounts required or pcnmtlcd by N.H. RSA 80:7
through RSA 80:7-¢ ot any other prowsnon of law.

54 Not\mlhstandmg any provision in this Agreement to the
contrary, and notwithstanding uncxpcctcd circumstances, in no -
event shall the total of all payments authorized, or’ actuglly made

- hereunder, exceed the Price Limitalion set farth in block 1.8

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

‘6.t In connection with the performance of the Services, the

Contractor shall comply with all apphcnble statutes;” laws,
regulations, and orders of federal, statc, county or municipal
authorities which impose any obligation or .duty upon the
Contractor, -including, but not limited to, civil rights and cqual
cmployment opportunity laws. In addition, if this-Agreement is
funded in any part by monies of the United Statcs, the Contractor
shall comply with all federal executive orders, rules, regulatlons

-and statutes, and with any rules, regulations and guidclines as the

State or the United States issuc to implement. these regulations.
The Contractor shall also comply with all applicable intcllectual

property laws.

6.2 During the term of this Ag-rcemcnl, the Contractor shall not
discriminate against employces or. epplicants for employment

" because of race, color, rcl:glon creed, age, sex, handicap, sexual

orientation, or national origin and will take afﬁn'nanvc action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or United Statcs
access to any of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with ali rules, -regulations
and orders, and the covenants, terms and conditions of this

_Agreement,

7. P]:.RSONNEL
7.1 The Contractor shall at its own expense prowdc all personncl

necessary 1o perform the Services. The Contractor warrarits that
all personnel engaged in thé Scrvices shell be qualified to

perform the Services, and shall be propcrly liccnsed and
otherwise authorized to do 5o underall apphcable laws.

7.2 Unless ‘otherwise authorized in writing, during the term of

this Agreement, and for a period of six (6) monthis after the
Completion Date in block 1.7, the Contractor shall not hire, and

_ shall not permit any subcontractor or other person, firm or

corporation with’ whom it is enguged in a combined. ¢ffort to
perform the Services to hire, any person who is a State emp]oyee
or official, who is materially involved in the procurement,
administration or perfonnance of- this Agreement.  This
provision shall stirvive termination of this Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her:
successor, ghall be the Statc ] reprcsemauve In the event of any
dispute conccmmg the interpretation ‘of this Agrecmcnt the
Contracting Officer’s decision shall be final for the State.

N
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2. SERVICESTO BE PERFORMED. The State ol‘ New
Hampshire, acting through the agency identified in block 1.1
(“Stale™), engages coritractor identified in block 1.3
{“Contractor”} to perforn),-and ‘ihe’ Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the attached EXHIBIT B whu:h is incorporaled
hcrcm by reference {“Services™).

3. EFFECTIVE DATEICOMPLET_ION OF SERVICES.

3.1 Notwithstanding any provision of this Agrecment to the
contrary, and subject to the approval of ithe Goverror and
Excculive Council of the State of New Hampshlre, if applicable,
this Agreement -and al! obligations ef'the parties hereunder, shall
become effective on the date the Govermor and “Execulive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is reguired, in which case tlhe Agreement
shall become eflective on the date the Agreement is signed by
the State Agency as shown'in block 1.13 (“Effective Date™).

‘3.2 If the -Comractor commences Lhe Services prior 10 the
. Effective Date, all Services performed, bylhc Conlractor prior 1o

the Effective Daie shall be pcrformcd al the sole risk of the
Coniractor, and in the ¢vent that this Agreement docs not become

“effective, the State shall have no ligbility to the Contractor,

including without limitation, any obligation 1o pay the
Contractor for any costs incurred or Services performed.

Contraclor must complete all Services by the Completion Daie

specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEM ENT
Notwithstanding any provision of this Agrccmcnl 10 the
contrary, all- obllganons of the Siatc hereunder, .including,
withgut limitatidn, the continuance of payments hercunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or executive
aclion that reduces, eliminates or otherwise modifies the
appropriation or availability of funding for this Agrccmcnt and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the’ State be liable I'or any paymenis
hereunder in excess of such available appropriated funds. Inthe
event of a reduction or termination of appropriated funds, the
State shall have the right 1o withhold payment until such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agrcement immediately upon
giving the Contractor notice of such reduction or termination.

The Staie shall not be required to transfer funds from any other

account or sdurce to the Accouiit identified in block 1.6 in the
cvent funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT,

5.1 The contract price, method of paymerit, and terms of payment
are ideniified and more panicularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State ‘of the contract price shall bc the
only and_the complele reimbursement to the Contractor Tor all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall bc the only and the complete

¥
i
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compensation 10 the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.

5.3 The State reserves the right o offset (from any amounts
otherwise payable 10'the Contractor under this Agreement those
liquidated amounts required. or pcrmmed by N.H. RSA ‘80:7

. -through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding -any provision in this_Agreement (o the

-comirary, and notwithslanding unexpecied circumstances, in no
-event shall the total of all payments authorized, or actually made

hcrcundcr exceed the Price Limitation set f'onh in block 1.8,

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS! EQUAL EMPLOYMENT
OPPORTUNITY. !

6.1 In connection with the performance of the Services, the
Coniractor shall comply with all applicable statutes, laws,
regulaiions, and orders of federal, state,.county or municipal,
authoritics which impose any obhgauon or duty upon the
Contractor, including, but not limited to, civil rights and cqual
cmploymcm opportunity laws. In addition, ifthis Agreement is
funded in any par’by monics of the United Statcs the Contractor
shalt comply with all federal executive orders, rules, repulations
and statuies, and with any rules, regulations and guidclines as the
State or the Uniléd States issue (o implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminate. against employees of applicants for employment

_because of race, color, religion, créed, age, sex; handicap, sexual

orientation, or national origin and will take affirmative action 10
prevent such discrimination,

6.3. The Contracior agrees 1o permit the Stalc or Umlcd Siates
access to any of the Contracior’s books, records and accounts for
the purpase of ascertaining compliance wvith all rules, regulations
and orders, and the ‘covenants, terms and condmons of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense prowdc oll personnel -
necessary to perform the Services. The Contractor warrants that
all personnel engaged in the Services shall be qualified to
perform, the ‘Services, and shall be properly licensed and
olherwise authorized to do so isnder all apphcablc laws.

7.2 Unless otherwise authorized in wriling, during the term of
this Agreement, and for a period of six (6) months after the
Complction Date in block 1.7, the Contractor shall not hlrc and
shall nol permit any subcontractor or other person, firm or
corporation avith whom it- is engaged in a combined cffort 10
perform the Services Lo hire, any person who is a- State cmployee:
or official, whois materially involved in the procurement,
administration  or pcrforrnafu:c of this. Agreement.  This
provision shall survive termination of this Agreement.

7.3 The Contractinig Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event lof any
dispute concerning the interpretation of this Agreement, the
Contracting Officer’s decision sha]l be final for the State.
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder (Event
of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedulc;

8.1.2 failure to submit any.report required hereunder; andfor -
8.1.3 failure to perform any other covenant; term or condmon of
this Agreement.

8.2 Upon the oceurrence of any Event of Default, the State may g

take any one, or more, or-all, of the following actions:.

8.2.1 give the Contractor a written nolice specifying the Event of
Default and requiring it to be remedied within, in the absence of
u greater or lesser specification of time, lhmy (30) days from the
date of the notice; and if the Event of Default is not timely cured,

tcrminate this Agreement, effective two )] days afler giving the
Contractor notice of termination;

8.2.2 give the Contractor a wrilten notice spcc:fyung the Eventof
Defaull and suspcndmg all paymenis to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Coniractor during the
period from the date of such notice until such time as the State
deteemines thal the Contractor has cured the Event of Defaul
shall never be paid 10 the Comiractor;

8.2.3 give the Contractor a written niotice specifying the Evenl of
Default and set off against any othc ‘obligations the Siate may
owe td the Conlractor any damages the Siate suffers by reason of
any Evént of Default; and/or 7

8.2.4 give the Coniractor 8 written notice specifying the Event o!'
Defaull,. treat ‘the .Agreement as breached, terminate the
Agrecment and pursuc any ol ils remedies a1 law or in equity, or

" both.

8.3. No failurc by 1he State to enforce any provisions hercof afler

.any Event of Default shalt be deemed a waiver ofits rights with

regard 10 that Evenl of Default, or any subsequent Evenl of

Defauli. No express failure 16 enforce any Event of Defaull shali. .

be deemed a waiver of the right of the Stale to enforce cach and
all of the provisions hercof upon any-further or other Event of
Default on the pan of the Contractor.

9. TERMINATION.

9 Nolwnhslnndmg paragraph §, the Slatc ‘may; at its sole -
discretion, terminate the Agrccmcnl for any reason, in whole or -

in part, by thifty (30) days written notice 10 the Contractor that
the State is exercising ils oplion Lo terminate the Agreement.

9.2 In the cvent of an carly termination of this Agreement for
any reason other than the .completion of the Services, the
Coniractor shal, at the State's..discretion, deliver 10 the
Contracting’ Oﬁ'ccr not later than fifteen (15) days afier the date
of termination, 4 report (“Termination Report”) describing in
detail all Services performed, and the contract price eamed, 1o
and including the date of termination, ‘The form, subject matter,
content, and number of copics of the Términatioh Report shali
be identical to thosc of any Final Repori described in the attached
EXHIBIT B. In addition, at the State’s discretion, the Coniiractor
shall, within 15 days of notice of early termination, develop and

submit to the State a Transttion Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all Studies, reponts,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,:
leiters, memoranda, papers, and documents, all whether .
finished or unfinished.

10.2 All data and any propernty which has been reccived from
the State or purchased with funds provided fof thal purpose.
under this Agreement, shall be the property of the State, and

$hall be returned to the $tate upon demand or upon tcrmlnatlon

of this Agreemént for any reasan.

10.3 Confidentiality of daia shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the Siate.

" 1.’ CONTRACTOR'S RELATION TO FHE STATE. Inthe

performance of this Agregment the, Conlractor is in all respects
an independent contractor; and is néither an agent nor an
employee of the State. Neither the Contractor nor any of its

- officers, cmployees, agenls or members shall have authiority to -

bind the-State or receive any benefits, workers' compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign, or othérwise (ransfer any

interest in this Agécement without the prior writlen notice, which

shalt be provided 10 the State at least fifleen (15) ‘days prior to
the assignment, and a writien consent of the State. For purposcs
of this paragraph, a Change of Controt shall -constitute
assignment, “Change .of Control” mcans (a) merger,
consolidation, or a transaction or series of related transactions in
which a third pary, ‘together with its affiliales, becomes the
direct or indirect owner of fi ﬂy percent (50%) of more of the
voting shares or similar equily interests, or combined voting
power of the Centractor, or (b} the sale of all or substanllally all
of the asscts of the Contractor.

12.2 None of the Services shall be subcontracied by .the
Contractor without prior wrilten notice and conscnt of the State:
The Staie is eniitled to copies of all subcontracts and assi gnment
agreements and shall not be bdund by any:provisions contained
in a subcontract of an assignment agrccmcnl 1o which il is not a

party.

13. INDEMNIFICATION. U~nlcssolhcr\V|sccxcmpfctfby law, .

the Contractor shal) mdemnlfy and hold harmless the Stale, it
ofTicers and cmployccs from and agamsl any and all claims,
ligbilitics and costs for any pcrsonal injury or property damagcs
patent or copyright infringement, or other claims asserted against
the-Stalc, s officers or employees, which arise out of (or which

may be claimed to arise out of) the acis or ormssnon of the’
Page3.0of4 if
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Contractor, or subcontractors, including but not limited 1o the
negligence, reckless or intentional conduct. The State shail not
be liable for any costs incurred by the Contractor arising under
this paragraph'13. Notwithstanding the Forcgomg. nothing herein
contained shall be deemed to conslitute a waiver of the sovereign
immunity of the.State, which immunity is hereby reserved to the
State.. This covenant in paragraph I3 shall survive the
lermination of this Agreemeiit.

14. INSURANCE.
14:1 The Contractor shall, at its sole expense, obtain and
) connnuously maintain in force, and shall require any
subcontractor or assignee 10 obtain and maintain in force, the
followmg insurance:
14.1.1 commercial general liability insurance againsi all claims
of bodily injury, death or propeny damoge, in amounts of not
less than §1,000,000 per occurrence and 32,000,000 aggregatc
or excess; and
14.1.2 special causc of Ioss coverage form covering all property
subject to subparagraph 10.2 herein, in an ampunt not less than
80% of the'whole rcplaccment value of the property.
14.2 The policies described in subparagraph 14.) herein shall be
on'policy forms and endorsements approved for use in the State
of New Hampshire by the N. H. Depdntment of insurance, and
issued by insurers licensed in the State of New Hampshire.
14,3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or-her successor, a centificate(s) of
insurance for all insurance required undér this Agreement.
Contractor shall also fumish to the Contracting Officer identified
in block 1.9, or his or her successor, centificate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
latér than ten (10) days prior 10 the expiration datc of cach
insurance policy. The centifi cate(s) of insurance and any
rencwals thereofl shall be attached and are incorporated herein by
rcl'crcncc

15. WORKERS' COMPENSATION.

15.1 By signing this agreecment, the Coniractor agrees, centifics
and warrants that the Contractor is in compliance with or exempl
from, the rcqu:rcmcnls of N.H. RSA chapter 281-A (“IVorkers
'Compen.vanon .

15.2 Toihe extent the Contractor is subject 10 the rcqu:rcmems
.of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any. subcontractor or assignee 1o securc and miaintain,
paymeni of Workers' Compensation in  connection  with
activilies which the person proposes io undertake pursuant to this
Agrccmcnt The Cantrector shalt furnish the Contracting OfTicer
identificd in block 1.9, of his or her successor; proof of Workers'
Compensation in the manner dcscrlbcd in N.H. RSA chapter
281-A and any applicable rcncwal(s) thereof, which shall -be
attached and are incorporated herein by reference. The Sate
shall not be responsible for payment rof any Workers'

Compensaiion premiums or for any ather claim or-benefit for

Contractor, or any subcontractor or employee of Contractor,
-which might arise under apphcablc State of New Hampshire
Workers' Compensation laws in  connection with  the
performance of the Services under this Agreement.

Page 4 of 4

16. NOTICE. Any notice by a pany heretd to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed 1o thc partics at the addresses given in
blocks 1.2 and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
pamcs hereto and only after approval of such amendment,
waiver or-discharpe by the Governor and Executive Council of
the State of NewHampshire unléss no such approval is required
under the circumslances pursua’nl to State law, r'ulc or palicy:

18. CHOICE OF LAW AND FORUM. This Agreement shal)
be gmemcd imerpreted and construed in accordance with the '
taws of the State of New Hampshire, and is binding upon and
inures 1o the benefit of the pantics and their rcspccuvc SUCCESSOrs *
and assigns. The wording used in this Agreement is the wording
chosen by the partics G express their mutval intent, and no rule
of construction shalt be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
ctcluswcjurlsdwuon thereof.

19. CONFLICTING TERMS. In the event of a conflici
between the terms of this P-37 form (as rnodnfcd in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the”
P-37 (as modified in EXHIBIT A) shall contrél.

20. THIRD PARTIES. The partics hercto do not mtcnd 0]
benefit any third panics and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, ard the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this

Agreement. - ' i '

22. SPECIAL PROVISIONS. Additional or modifying,
provisions sel forth in the attached EXHIBIT A arc incorporated
herein by reference.

23. SEVERABILITY. In'the cvent any of the provisionsof this-
Agreement are held by a court of competent Junsducuon & be

- contrary (o any state or federal 1aw, the remaining provisions of

this Agreement will remain in full force and effect.

24, ENTIRE AGREEMENT. This Agreement, which may bc’

-executed in 8 _number of counterpants, cach of which shall be
«deemed ‘'an original, constitutes the cntire agreement and

understanding between the- parties, and supersedes all pnor
agreements’and understandings with rcspcct to the subject matter
hereof, :

[+
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New Hampshlré Department of Health and Human Services
Building Automation Systems Maintenance and Repair Services

EXHIBIT A

1.

: 4] ]
RFB-2023-NHH-03-BUILD-01 A2 Contraclor lnitials | .

Revisions to Standard Agreement Provisions;

Revisions to Form P-37, Géneral Provisidns

1.1

1.2,

1.3.

Paragraph 3, -Subpar.agraph 3.1, Effective Date/Completion of Services, is
amended as follows:

3.1. Notwithstanding any provision of this Agreement to the contrary, and
_sUbject to the approval of the Governor and Executive Council of the
State of New Hampshire as indicated in block 1.17, this Agreement, and
all obligations of thé parties hereunder, shall become effective retroactive
to January 1, 2023 (“Effective Date” )

Paragraph 3, Effective Date/Completion of Services, is ‘amended’ by addmg

subparagraph 3. 3 as follows:

) 3.3. The partles may extend the Agreement for up foor (4) additional years

from the Completion Date, contingent upon satisfactory delivery of
services, available funding, agreement of the parties, and approval of the
Governor and Executive Council. '

Paragraph 12, AssignrhentlDelegationfSubconlracts. is amended by adding
subparagraph 12.3 as follows:

12.3. Subcontractors are subject to the same contractual condltlons as the
Contractor and the Contractor is responsible to ensure subcontractor
compliance with those conditions. The Contractor shall have written

. agreements with all subcontractors, specifying the work to be performed,
and if applicable, a Business Associate Agreement in accordance with
the Heaith Insurance Portabilily and Accountability Act.  Written.
agreements shall specify how corrective action shall be managed. The
Contractor.shall manage the subcontractor's performance on an ongoing
basis and take corrective action as necessary. .-The Contractor. shall
annually provide the State- with a list of all subcontractors provided for
under this Agreement and notify the State of any :nadequate
subcontractor. performance =

Granite Siate Aulomation LLC - 2/7/2023
Date :
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New Hampshlre Department of Health and Human Services
Building Automation Systems-Maintenance and Repair Services

EXHIBIT B

Scope of Services

1. Statement of Work'

1.1.

1.2.

1.3.
14,
1.5.

16

The Contractor must prowde preventatlve maintenance, repairs, and
emergency services for the Building Automation Systems (BAS) at the New
Hampshire Hospital (NHH} Acute Psychlatrlc Services (APS) ‘facility and
Transilional Housmg Buildings.

The Contractor must provnde NHH with preventative maintenance, repairs, and

emergency repair services for the BAS equipment and associated devices .

I|sted in Exhibit B-1, Equipment List.

The Contractor must ensure that emergency on-call services are available for
the NHH BAS twenty-four {24) hours a day, seven (7) days a week.

For the purposes of this Agreement, all references to days must mean calendar
days, excludmg state and federal holldays

For the purposes of this Agreement, all referénces to business hours must
mean Monday through Friday, from 7:30 a.m. to 3:30 p.m. :

Semi- Annual Service Visits

16.1. The Contractor must maintain all digital conlrol systems and
associated devices listed in Exhibit B-1, Equipment List,. on a semi-

annual basis (Spring and Fall), as requured to ensure proper’

operating condmon
1.6.2. The Contractor must conduct semi-annual 'service visits, for each

piece of equipment, no sooner than five (5) months and 15 days from,

the date of the previous visit.

1.6.3. The ‘Contractor must provide malntenance services that include, but
are ot limited to:

1.6.3.1. Reviewing all digital control systéms for proper. operation

and :verifying that all associated devices start and stop

properly
1.6.3.2. Checking the operational .sequence of all Variablé. Air
- Volumes (VAVs), Variable Air Volume Modular Assemblies
(VMAS) and related preheat reheat and radiation valves and

motors.

1.6.3.3. " Testing and calibrating all devices, including, but not limited
to, thermostats, actuators controls dampers valves and
VAV devices.

1.6.3.4. Checking for, and recording of, system abnorimalities and
- deficiencies.

Ds
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1.6.3.5. Testing all safety devices including, ‘but not limited to, fire
eye controls; pressure relief valves; and low water cut offs.

1.6.3.6. Testmg and ensuring that all operatlng controls for the
heating systems are working properly.

1.6.4. The Contractor must complete four (4) semi-annual service visits by
the contract completion date.

1.7. Bi-Weekly Service Visits

1.7.1. The:Contractor must provide Automatic Temperature Control {ATC)
system services, which include servicing all Direct Digital Control
(DDC) systems, on a bi-weekly basis. The Contractor must‘ensure
bi-weekly service visits include, but are not limited to:

1.7.1.1. Senvicing and adjusting, as.needed:

1.7.1.1.1. Three (3) Network ConlroI-Englnes.(NCE) One
(1) NCE is located in each of the Brick, Gray,
and Yellow Houses.

1.7.1.1.2. Four (4) Field Equipment Controllers (FEC), two
' (2) of which are located at Howard Recreational
Building and. two (2) of which are located at the'

- Bayberry Bw!dmg

1.7.1.1.3. One (1) PCG Controller and one (1) PCX
Controlier located at Pond Place.

1.7.1.1.4. Three (3) Facility Explorer Controllers (FX). One
(1}. of which is located at-the Howard
Recreational Building, one (1) of which is
located at the Bayberry Building, and one (1 ) of
which is located at Pond Place.

1.7.1.1.5. Ten percent (10%), or 30, of the ’298 VAV
e terminals units, all of WhICh are located at the
APS building. . i

1.7.1.1.6. Ten percent (10%), or eight (8) of the 84 VMA, -
terminal units, all of which aré located at the
APS building.
1.7.1.2. Ensuring services to the NCE, FEC, FX, VAV and VMA
equipment include, but are not limited to:

.

1.7.1.2.1. Confirming ‘préper operation of - compressors,
. fan motors, -pumps, - dampers, reheat valves,
baseboard valves and all additional mputs and

outputs that are wired‘to terminal unit.
' RF8-2023-NHH-03-BUILO-01 . B20 ’ Conuaaoruni'uall JM i
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1.7.1.2.2. Confirming points associated with the Lm’ité are
. properly mapped to the Facility Explorer
(FX80's) and Data Server. -

1.7.1.2.3. Senrvicing and adjusting tuning parameters as
well as analyzing trend data to .ensure proper:
operation and optimum System- performance of:

1.7.1.2.3.1. Al Air Handling Units (AHUs).
1.7.1.2.3.2. All hot water systems.
1.7.1.2.3.3. Chilled water systems.
1.7.1.2.3.4. Hydronic Solar Panels;

1.7.1.3. Performlng a complete system backup, uptoad and archive
of NAEs as well as ADS and FX controllers.

1.7.1.4. Creating backup copies of software confi guratuons of the
operating systems and providing NHH staff with access to
the most recent back up copy.

1.7.2. '[hé Contractor must complete no less than fifty (50) bi-weekly service
visits by the contract completion date.

1.8. Service Calls

1 1.8.1. The Contraclor must be available for regular and émergency service
calls.

1.8.2. The Contractor must schedule regular service calls during normal
hours of business operation, which are Monday through Friday, from
7:30 a.m: to 3:30 p.m. Regular service calls must be scheduled within
.48 hours of need for service.being identified.

1.8.3. The ‘Contractor musl be available twenty-four (24) hours per day,
seven (7) days a week for emergency service calls occurring outside
of the normal hours of business operation described.in Section 1.8. 2.
The Contractor must arrive to the work site no later than two (2) hours
from the time the Contractor is notified of the emergency.

1.9. Remdte Monitoring Technology

19.1. The Contractor must utilize their workstation on'which HVAC systems
may be remotely monitored. The Contractor must ensure the
“workstation meets the State’s minimum standards ‘which include but
are.not limited to:

1.9.1.1. Ensuring the ‘workstation is not connected to the State's
internal network

1.9.1.2. Ensuring the remote monitoring workstation uses a@e;met
; ; i
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protocol security (IPsec) tunnel to the State s virtual private
network (VPN) firewall as the transport.

1.9.1.3. Ensuring the VPN device is capable of routing multiple.
networks over an |PSEC tunnel. ;

1.9.1.4. Ensuring the remote monitoring workstation network uses
Network -Address Translation to avoid routing conflicts
between the State network and the Contractor's. network.

1.9.1.5. Providing the State with specific information -regarding the
ports needed for the HVAC. monitoring application to work.
Those ports will be allowed to traverse the IPSEC tunnel, all
others will be blocked.

1916 Ensurmg troubleshooting procedures are provided to NHH
and the State Department of Information Technology.

1.10. Staffing
1.10.1. The Contractor must ensure:

1.10.1:1. Each employee safeguards the confidentiality of all records
and individuals at NHH, as required by state rule, state and
federal law.

1.10.1.2. A sufficient number of staff are available so that calls of any
emergency nature can be answered promptly,-with the )
. technician arriving at the job site no later than two (2) hours

after the call is placed. ' '

1.10.1.3. A. suffi c;ent number of qualified mechamcs are available
who!

1.10.1.3.1. Are tra_ined .in JCI "FX Facility Explorer
'procédures

1.104.3.2. Have a minimum of five (5) years of experience
L in Johnson Controls, Inc. (JCI} FX Fac:hty
o Explorer equipment.

G 1.10.1.3.3. Are fully skilled and competent to perform work
1.11. -Warranty :

1.11.1. Except as otherwise specnf‘ ied, ali new parts and labor miust be
guaranteed by the Contractor against défects resultmg from the use
of inferior materials, equipment or workmanship for one (1) year from
the date of acceptance of work by the Department.

1.11.2. If, within any guarantee period, repairs or changes are reqwred in
connectlon with guaranteed work which in the opinion of the;-' -
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1.12.
1.13.
1.14,
| 1.45.

1.16.

Administrator is rendered necessary as .a result of the use of -
materials, equipment or workmanship which are inferior, ‘defective, or
not in accordance with the terms of the Contract the Contractor must,
promptly upon receipt of notuce from the- Commrssuoner and at the
'Conlractor S OWn expense:

1.11. 2 1. Place in satisfactory condmon in every partncular all such
guaranteed work and correct all defects therein.

1.11.2.2. Make good all damage to the building or site; or equipment
or contents thereof, which in the opinion of the Contract
Administrator, is the result of the use of materials,
equipment or workmanship that are inferior, defective; ornot

in accordance with the terms of the Contract.

1.11.2_.3 Make good-any work or material, or the equipment and
contents of said building or.site dlsturbed in fulfilling any
such guarantee.

The Contractor must participate in meetings with the Depann"uenl, as requested
by the Department.

The Contractor must participate in reviews of work in progress, conducted by’
the Department.

The Contractor must facilitate reviews of files, to be conducted by the
Department, as requested by the Depaﬂment

The Coniractor must ensure staff compléte a 30-minute NHH onentahon'
regarding patient conf dentiality and boundaries. .

The Department will monitor Contractor performance by observmg the
Contractor's activities while performing work on-site; and

‘Reviewing the Contractor's written summaries of the work .'performed.' as

desc_ribed in Paragraph 1.18,.Reporting, below.
Reporting " L

1.18.1. The Conlractor must present a written estimate for any recommended .
repairs that are identified during any service call.

1.18.2. The Contractor musl present a written summary of the work
performed afler each scheduled or emergency call and ‘obtain the
S|gnature of a Department administrator before leaving the job site.

'2. Exhibits Incorporated

i 2.1

The Contractor- must use. ‘and disclose Protected Healith Information in
compllance with theé ‘Standards for Privacy of Individually Identifiable Health
Information ((Privacy Rule) (45 CFR Parts 160 and 164) under the Health
Insurance Porability and Accountability Act (HIPAA) of 1996{ and in

RFB-2023-NHH-03-BUILD-01 B-2.0 " Contractor Initiat
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.accordance with the attached Exhibit |, Business Associate Agreement, whlch
has been executed by the parties.

2.2.  The Contractor must manage all confi dential data related to this Agreementin
accordance with the terms of Exhibit K, DHHS Information. Secunty
Requirements.

2.3, The Contractor must comply with all Exhibits D through K, which are attached
hereto and incorporated by reference herein.

3. Additional Terms
3.1. Impacts Resulting from Cdurt Orders or Legislative Changes

3.1.1. The Contractor agrees that, to the extent future state or federal

y legislation or court orders may have an impact on the Services.

described herein, the State has the right to modify Service priorities

and expenditure requirements under this Agreement so as to achieve
compliance therewith. w

3.2. Credits and Copynght Ownership

3.2.1. All documents, notices, press releases, research reports and other
' materials prepared during or resulting from the performance of the
services of the Agreement must include the following statement, “The
preparation of this (report, document etc.) was financed under an
Contract with the State of New Hampshire, Departmént of Health and
Human Services, with funds provided in part by the State of New
e " Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human
Services."

3.2.2. Al materials produced or purchased under the Agreement must have
prior approval from the Oepartment before printing, production,
distribution or use. :

3.23. The Department must retain copyright ownershlp for any and all
- original materials produced; including, but not limited to:

3.2.3.1. Brochures.

3.2.3.2. Resource direct_ortes.

3.2.3.3. Prétocols or guidelines.

3.23.4. Posters. ¥
3235 Reports.

3.2.4, 'The'Contractor must not reproduce any materials produced under the
Agreement without prior written approval from the Department.

. 5
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4. Records
4.1.
41
412

4.2,

4.3.

The Contractor must keep-records that include, but are not limited to:

Books, records, documents and. other electronic-' or physical data

evidencing and reflecting all costs and other expenses incurred by the
* Contractor in .the performance 'of the Contract, and all income

received or collected by the Contractor.

All records must be maintained in accordance with accounting
procedures and practices, which sufficiently"and properly reflect all
such costs. and expenses, ‘and which are acceptable to the
Depariment, -and to include, without limitation, all ledgers, books,
records, and ongmal evidence.of costs such as purchase requnsmons
and orders vouchers, requisitions for materials, inventories,
valuations -of in-kind contributions, labor time cards, payrolls, and
other records requested or required by the Department.

During the term of this Agreement and the period for retention hereunder, the
Department, the United States Department of Health and Human Services, and
any of their designated representatives must-have.access to all reports and

records ‘maintained pursuant to the Agreement for purposes of audit,
examination, excerpts and transcripts. '

If upon review of the Final Expenditure Report the Department must disallow

any expenses claimed by the Contractor as costs hereunder, the Department

retains the right, at its discretion, to deduct the amount of such expenses as

are disallowed or to recover such sums-from the Contractor.

o1 ]
RFB-2023-NHH-03-BUILD-01 8-2.0 Conlractor tmnalj 'ML

Granite State Automation LLC : 2/7/2023

Page 7ol 7 Date



DocuSign Envelope ID: AE3CAB17-3F80-4F00-A3D6-160493292332

DocuSign Envelope 10: 7T1E1273F-3C8B-43DE-848C-E8ATF92FOD0A

New Hampshire Department of Health and Human Services
Building Automation Systems (BAS) Maintenance
and Repair Services

Exhibit B-1

EQUIPMENT LiST

Digital controls which are monitored. in the Acute Psychlatnc Serveces (APS) building are
" known vanously in the industry as Direct Digital Controls (DDC), Building Automation
System {BAS) or Energy Management System (EMS). -

This is a Johnson Controls Facility Explorer Building Automation System (BAS).
Equipment intludes the following, not intended as an exact count, but an approximation

of the magnitude of the system:

L1 0 TN o @ SR @ e

Four (4) Facility Explorer (FX80) Controllers.

Three (3) Network Control Engines (NCE).

Two (2) FX20 (Facility Explorer) controllers.
Seven (7) Extended Digital Controllers (DX 9100).

Four (4) Field Equipment Controllers (FEC).
‘One (1) AS-UNT111-1 field controller.

Five (5) PCG Controliers.
One (1) PCX Controller 9.
Two hundred ninety-four (294) VAV (variable air volume) boxes and eighty four (84) VAV
Modular Assembly {VMA) boxes (most with reheat and those on the perimeter zones also :

having associated perimeter heal zones; some having occupant-set themoslats and
some having remole set transmitters),

10.Five (5) air handling units with preheat and final chilled water coils, supply and retumn

‘fans, variable drives, miixed air controls and economizers.

11.Five (5) boilers, two steam and three heating hot water.
12.0ne (1) makeup air unit with heating and mixed air controis.
13.0One (1) two-cell cooling tower with bypass control valves and variable speed motors.

14. Hydronic Solar Panels and Domestic Hot Water System. .

15.Bypass control on chilled water.

16. Static pressure control on air handling units.

17.High and low temperature atarm points on equipment and buildings.

18.Six (6) remote transitional housing buildings on campus with heating, ventilation and_air-

conditioning’ (HVAC) systems which are network-connected - to APS, having boilers,
furnaces, and direct éxpansion cooling systems.

" s D3
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Payment Terms

1. This Agreement is funded by:
1.1.70% General funds.
1.2.30% Other funds (Provider fees). .
2. For the purposes of this Agre_emeht the Department has identified:
2.1.The Contractor as a Contractor, in accordance with 2 CFR 200._331:

" 3. - The State shall pay the Contractor.an arhount not to exceed the_z Price Limitation
on Form P-37, Block 1:8, for the services provided by the Contractor pursuant
to Exhibit B, Scope of Services.

4. The State shall pay the Confractor $720 per semi-annual \lJiSiL as describe,d in
Exhibit 8, Scope of Services, Subsection 2.1, Semi-Annual Service Visits.

5. The State shall .pay ‘the Contractor $720 per bi-weekly service visit, as

.described in Exhibit B, Scope of Services, Subsection 2.2, Bi-Weekly Service
Visits. : " :

6. The State shall pay the Contractor $90 per hour for regular repair service calls,

* with a two (2) hour minimum per service call, as described in Exhibit B, Scope

of Services. ?
7. The Stale shall-pay the Contractor $90 per hour for'emergency service calls,
with a two (2) hour minimum per emergency service call, as described in Exhibit

A, Scope of Services.

i

8. - The Contractor shall submit an invoice with supporting documentation to the
Depariment no later than the fifteenth (15th) working day of the month following

the month in which the services were provided. The Contractor shall ensure

each invoice: G ¥

8.1.Includes the Contractor's Vendor Number issued upon registering with
. New Hampshire Department of Administrative Services.

8.2. s submitted in a form that is provided by or otherwise acceptable to'the.

Department.

.8.3.Identifies and requests payment for allowable costs incurréd,.in the
previous month. :

8.4.Includes supporting documentation of allowable costs with each invoice -

that may include, but are not limited to, time sheets, payroll records,
receipts for purchases, and proof of expenditures, as applicable.

8.5.1s completed, dated and returned to the Department with the supporling

documentation for allowable expenses to initiate payment. -

: o3 5
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10.

1.

12.

8.6.1s assigned an electronic signature, includes supporting documentatlon
and is emaited to NHHFmancualSerwces@dhhs nh.qov or malled to:

New Hampshlre Hospital o
Financial Manager

36 Clinton Street

Concord, NH 03301

The.Department shall make payments to the Contraétor within thlrty (30) days

of receipt of each invoice and supporting documentation for authorized -

expenses, subsequent to approval of the submitted invoice.

The final invoice and supportmg documentation for authorlzed expenses shall
be due to the Department no later than forty (40) days after the contract:
completlon date specified in Form P-37, General Provisions Block 1.7
Completion Date.

Notwithstanding Paragraph 17 of the General Provisions Form P-37, changes '
limited to adjusting amounts within the price limitation and adjusting
encumbrances between State Fiscal Years and budget class lines through the
Budget Office- may be made by written agreement of both paries, without
obtainifg approval of the Governor and Executlve Council, if needed .angd

- justified.

AUdllS

12.1.The Contractor must emall an annual aud:t to dhhs. acl@dhhs nh.gov
. if any of the following conditions exist:

12.1.1. Condition A - The Contractof expended $750,000 or more in
federal funds received as a subrecipient pursuant to 2 CFR Part
200, during the most recently compleled fiscal year.

12.1.2. Condition B - The- Contractor is subject to-audit-pursuant to the
requirements of NH RSA 7:28, llI-b, pertammg to charitable
organlzauons receiving support of $1,000,000 or'more.

12.1.3. Condition C - The Contractor is a public company and reqwred
by Security and Exchange Commission (SEC) regulatlons to submit
an anriualfinancial audit. |

12.2.If Condition A exists, the Contractor shall submit an annual Single
Audit performed by an independent Certified Public Accountant (CPA)
to dhhs.act@dhhs.nh.gov within 120 days after the close of the
Contractor's fiscal year, conducted in accordance with the requlrements
of 2 CFR Rart 200, Subpart F  of the Uniform Administrative
Requirements, Cost Principles, and Audit Réquirements for Federal
awards. '

[
)]
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12.2.1. The Contractor shall submit a copy of any Single Audit findings

-and any associated corrective action plans. The Contractor shall

- submit quarterly progress reporis on the stalus of nmplementallon
of the corrective action plan.

12.3.1f Condition B or Condition C exists, the Contractor shall submit an
annual financial audit performed by an independent CPA wnthm 120
days after the close of the Contractor’s fiscal year.

12.4.)n addition to, and not in any way in limitation of obligations. of the
Agreement, .it is understood and agreed by the Contractor that the
Contractor shall be held liable for any state or federal audit exceptions
and shall return to the Department all payments made under the
Agreement to which exception has been taken, or which haye been
disallowed because of such an exception. .

ra —D3
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQU!REMENTS

The Vendor identified in Section 1.3 'of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections

1.1 and 1.12 of the General Provisions execute the following Certification: -
~ ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This cerification is required by the regulations implementing Sections 5151-5160 of the Drug:-Free
Workplace Act of 1988 {Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part Il of the May 25, 1990 Federal Register {pages
21681-21681), and require certification by grantees (and by inference, sub-grantees ang sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contraclors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of cerificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
Jcertification or violation of the certification shall be grounds for suspension of payments, suspension or
terminalion of grants, or government wide suspension or debarment. Contractors using this form should
send it to: ' ' '
Commissioner oL : »
NH Department of Health and Human Services -
129 Pleasant Street, . ; '
Cohcord, NH 03301-6505

1. The grantee centifies that it will or'will. continue to provide a drug-free workplace by: .

14. Publishing a statement notifying employees thal the unlawful manufacture, distribution;. -
dispensing, possession or use of a controfled substance is prohibited in the grantee’s
workplace and specifying the actions that will be taken against employees for violation of such -

n prohibition; ~ _ i ’
1.2. Establishing an ongoing drug-free awareness program to inform.employees about
1,2.1. The dangers.of drug abuse in the workplace; .
1:2.2. The grantee's policy of maintaining a drug-free workplace; ;
] 1.2.3. Any available drug counseling, rehabilitation and employee assistance programs; and
1.2.4. The penilties thal may be imposed upon employees for drug abuseviolations
occurring in the workplace;, :

1.3. Making'it a requirement that éach employee to be engaged in the performance of the grant be

- given a copy of lhe statement required by paragraph (a); : .

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will a '

1,4.1. Abide by the terms of the stalement; and - -
1.4.2. Notify the employer in writing of his or her conviction for a viciation of a criminal drug
i - statute occurring.in the workplace no later than five calendar days after such
conviction; | .
1.5. Notifying the agency in writing, within ten calendar days after receiving notice under

- subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide nolice:-including position tilie, to every grant
officer on whose grant activity the convicted employee was working, unless the Fed,eranl;agency

Exhiblt D — Certification regarding Drug Free Vendor intaly ==

Workplace Requirements © 27772023
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has designated a central point for the receipt of such notices. Nohce shall include the
identification number(s) of each affected grant;
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. "Taking appropna!e personnel aclion against such an.employee, up to and including
‘termination, consistent with the requ:remenls of 1he Rehabilitation Act of 1973, as
amended. or
1.6.2. Requiring such employee to participate satisfactorily’in a drug abuse assistance of
_rehabilitation program approved fof such purposes by a Federal, Stale, or local health,
law enlorcemenl or other appropriate agency,
1.7.  Making a good faith effort o continue 1o maintain a drug-free workplace through
|mplemental|on of paragraphs 1.1, 1.2, 1. 3,1.4,1.5, and 1 .B.

2. The grantee may insert in the space prowded below the site(s) for the performance of work done in
connection with the specific grant,

[

Place of. Pe’rformance'('slreet address. cily, county, staie, zip code}) {list each location)

Check O .if there are workplaces on file that are not identified. here.

Vendor Name: Granite State Automation

DocuSigned by

2/7/2023 =

Jor
- Date Name: Jondthan Major
Tille:  president -

)
Exhibit O — Certmcauon regardmg Drug Free _'Vendor initials
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_CERTIFICATION REGARDING LOBBYING

The Vendor |denl|f ed in Section 1.3 of the General Provisions agrees‘to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and’
31 U.S.C. 1352, and furlher agrees 1o have the Conlractor's representative, as |denl|ﬁed in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
-US DEPARTMENT OF 'EDUCATION - CONTRACTORS
‘us’ DEPARTMENT OF AGRlCULTURE CONTRACTORS

,Programs (indicate applicable program covered):
‘Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX
"*Communily Services Block Grant under Title VI
*Chitd Care Development Block Grant under Title [V

T he undersigned certifies, to the best of his or her knowledge and belief, that:

1. NoFederal appropnated funds have been paid or will'be paid by or on behaif of lhe undersigned, to
any persan for influencing or attempting to influence an officer or employee of.any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
conneclion with the awarding of any Federal contract, continuation, renewal, amendment, or
maodification of any,Federal contract, granl Ioan or cooperatwe agreement {and by specaﬁc meniuon

. Sub-grantee or sub-contractor).
2. Kany funds other than Feder appropnated funds have been pald or will be paid to any person for
- influencing or attempting to influgnce an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress oor an employee of a Member of Congress in connection with this
Federal contract,-grant; [dan, or cooperalive agreement (and by spécific mention sub-grantee or sub-
contractor), thé undersigned shiall complete and submit Standard Form LLL, (Disclosure Form to
‘Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this cenifi catlon be included in lhe award
document for sub-awards at'all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certlﬁcat:on is a matenal representahon of fact upon which reliance was placed when this transaction
was made or entered into, Submission of this certification is a prereqmsne for making or entering into this
transaclion imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
cerification shail be subject to a civil penalty of not less than $10,000 and not more than 5100 000 for
each such failure.

LY

a Vendor Name: Granite state Automation
s | DocuBigned by: :
2/7/2023 - | Sowafl.am. M)
Date 8 amer Jordtian Major
Title: President
. : 08
% Exhibit E ~ Cerlification Regarding Lobbying v,endor.lnuialsE—

2777202 E
‘CUDHHS!H110713 Page 10l Date :



DocuSign Envelope ID: AE3CAB17-3F80-4F00-A306-160493292332
DocuSign Envelope ID: 71E1273F-3CEB-43DE-949C-EBATF92FDDS

Néw Hampshire Department of Health and Human Services
Exhibit-F

o

CERTIFICATION REGARDING DEBARMENT, SUSPENSION
’ AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions ‘agrees to comply with the provisions of
Execulive Office of the President, Exécutive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representalive, as identified in Sections 1.14 -and 1.12 of the General Provisions execute the following’
Certification: i

INSTRUCTIONS FOR CERTIFICATION =
1. By &igning and submilting this. proposal {contract), the prospeclive primary participant is providing the
certification set out below. s g 3

2. The inability of a person to provide the certification required below will not necessarily result in denial

3

of participation in this covered fransaction. ' If necessary, the prospective participant shall submit an -
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)

- determination wheiher to enter into this transaction. -However, failure of the prospective primary

. _participant to furnjsh a certification or an explanation shall disqualify such person from participation in
this transaction. ' -

- 3. The certification in.this clause is a material representation of,fact upon-which reliance was placed
when DHHS detérmiined to énterinto this transaction.- If it is later determined thal the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate’this transaction for cause of defaull.

4, The prospeclive primary participant shail provide immediate written notice to the DHHS agency o
whom this proposal (contract) is submitted if at any time the prospeclive primary parlicipant learns
that its certification was efroneous when submitted or has bécome erroneous by reason of changed-
circumstances. '

5. The terms "covered lransaction,” "debarred," “suspended,” “ineligible,” “lower tier covered
transaction,” “participant,” “person,” “primary covered transaction,” “principal,” “proposal,” and
“yoluntarily excluded,” as used in this clause, have the meanings set oul in the Definitions and
Coverage sections of the rules implementing Executive Order 12549; 45 CFR Part 76. See the
attached definjtions,

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
- proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a persdn whio is debarred, suspended, declared ineligible, or voluntarily excluded -.
from participation in this covered transaction, unless authorized by DHHS. ’ :
7. ‘The prospective primary participant further agrees by su'brpilting this proposal that it will include the
clause titled “Cerlification Regarding Debarment, Suspension,’Ineligibility and Voluntary Exclusion -

Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower lier covered
transactions and in all solicitations for lower tier covered transaclions.

8. A participant in a covered transaction may rely upon a certification of a prospeclive participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, orinvoluntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not'required to, check the Nonprocurement List {of excluded parties).

9. Nothing conlained in the foregoing shall be construed to require establishment of a system qf_.‘r_'ebggrds
in order to render in good fdith the certification required by this clause. The knowledge and{" i

st Exhiblt F - Certification Regarding Debarment, Suspension . Contractor Initials i
¢ And Other Responsibility Matters 27172023
CUIDHHSN 10713 g Pago 1 0f 2 te ___
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.

infarmation of a'participant is not required to exceed that which is narmaily possessed by a prudent
person in'the ordinary course of business dealings. . i

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant ina
covered transaction knowingly enters into a lower tier cavered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to‘other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default. Fy

; PRIMARY COVERED TRANSACTIONS '
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals: ’ ' : :
l 11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from'covered transactions by any Federal department or agency,
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered: against them for commission of fraud or a criminal offense in
conneclion with obtaining, attempting to obtain, or performing a public (Federal, State or local)
2 transaclion or a Gontract under a public transaction; violalion of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or'receiving stolen property, . )
11.3. are ot presently indicted for otherwise criminally or civilly charged by a governmental entity
" (Federal, State or local) with commission of any of the offenses enumerated in paragraph (1)(b)
of this certification; and -
11-4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local).terminated for cause or default,

12. Where the pros‘peciive primary participant is unable to certify to any of the ‘statements in this
- certification, siich prospective participant shall attach an explanation to this proposal {contract).

LOWER TIER COVERED TRANSACTIONS- -
13. By'signing and submitting this lower tier proposal (contract), the prospeclive lower tier participant, as
:  defined in 45 CFR Part 76, certifies to the best of its knowlgdge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to cerlify to any of the above, such ’
prospective participant shall attach an explanation to this proposal (contract). '

14. The prospective lower tier participant further agrees by submitting this proposal {(contract) that it will
include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transaclions,” without modification in all lower lier covered
‘transactions and in all solicitations for lower tier covered transaclions.

Contractor Neme: Granite State Automation

ap

Docusigned by:
2/7/2023 | Jonatlan Mapr -
“Date’ Narna: Jonaenan Major
z Title: 2A by
President

- " [+}
Eihibll F ~ Centification Regarding Debanﬁenl. Suspansion Contractor l_nltials'r—L——' =
And Other Responsibility Matlara : 2/7/2023
CUDHHSNIOT1Y Page20of 2’ Date. .



DocuSign Envelope 1D: AE3CAB17-3F80-4F00-A306-160493292332
DocuSign Envetope 10: 71E1273F-3C8B-430E-940C-EBATFO2FH00S

New Hampshire Department of Health and Human Services
: Exhibit G '

: CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
. WHISTLEBLOWER PROTECTIONS

The Conlractor identified in Section 1.3 of the General Proyjéions-agrees by signature of the Conlractq_f’q =
representative as identified in Sections 1.11 and 1.12 of the Genera| Provisions, to execute the foltowing
certification: _ i :

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any 'a'pplicaple
federal nondiscriminalion requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 {42 U.S.C. Section 3789d) which prohibits -
récipients of federal funding under this statute from discriminating, either'in employment practices or in
the delivery of services or benefits, on'the basis of race, color, religion, national origin, and séx. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan; '

- the Juvenile Juslice Detinquency Prevention Acl of 2002 (42 U.S.C. Section. 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Acl. Recipients of federal funding under this
stalute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Actincludes Equal
Employment Opportunity Pian requirements; - :

- the Civil Rights Act of 1964 (42 U.S.C. Seclion 2000d, which prohibits recipients of federal financial
assislance from discriminaling on the basis of race; color, or national origin in any program or activily);

- the Rehabilitation Act of 1973 {28 U'S.C. Section 794), which prohibits recipients of Federal financial
3 F . assistance frgm discriminaling on the basis of disability, in regard to employment and the delivery of
services or benefits; in any program of activity;

- the Americans with’ Diabilities Act of 1990 (42 U.S.C. Séctions 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local .
government services, public accommodations, commercial facilities, and transportation; :

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisled education programs;

* -the Age Discrimination Act of 1976 (42 U.S.C. Sections 5i06-07). which prohiSits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination; : -

-28 C.F.R. pt. 31 (U.S. Departmént of Justice Regulations ~ OJJDP Grant Programs); 268 C.F.R..pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Poficies
_and Procedures}, Executive Order No. 13279.(equal protection of the laws for faith-based and community
organizations); Executive'Order No. 13559, whicki provide fundamental principles and policy-making' .

criteria for partnerships with faith-based and neighborhood organizations; g ‘

-28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Qrganizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act(NDAA) for Fis¢al Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employées against
reprisal.for certain whistle blowing activities in connection with federal grants and conlracts.

The certificate set out below is a material representalion of fact upon which celiarice is placed when the
dgency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, .or government wide suspension or

debarment.
; os
Exhibit G . ‘ \W'
Coniractor Initials

- Cartificalion of Complianca wilh requirements pertaining 1o Federsl Hondlscrimination, Equal Trestment of F sith-Basad Organizations
and Whistebiowsr protactions '
2/7/2023
Dale. :

LYY .
Rev. 1021114 i Page’) of 2
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In thé eévent a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national arigin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Departmént of Health and Human Services, and
to the Depariment of Health aiid Human Services Office of the Ombudsman. C

The Contractor identified in Section 1.3 of the General Provisions agrees by signalure of the Conlractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

I. By signing and submilting this proposal {contract) the Contractor agrees to comply with the provisions .
indicated above. '

Contractor Name: Granite State Automation

DocuSigned by:

2/7/2023 W agor -
Date Name: JoRathan Major
i Title: President

: 1]
e L Exhibit G. T ‘ JM
Conltractor Inlitals .

Certdication of Compliance wilh requirements periaining 10 Federal Mondiscrimination, Equal Tieetmant of Faith-Based Orpanizations
- and Whistiebiowsr protlpctions ’ i
saThe : 2/7/2023
Rev. 10672314 ' Page 2 of 2 Date -
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE |

s N e e e e e e ———

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or reguiarly for the provision of health, day care, educalion,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through Stale or.local govemments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, faciiities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatrnent. Failure:
- 10.comply with the provisions of the law may result in the imposition of a civil monetary penally'of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible enlity.

The Confractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
cerification: .

1, By signing and submitting this conlracl, the Contractor agrees t6 make reasonable efforts 10 comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Conltractor Name: Granite State Automation

DocuSigned by: y

nathan Major

2/7/2023

Date _Name!

Title: President

B

Exhibil H - Cenification Regarding Contractor Initials
Environmental Tobacco Smoke, -.2/7/2023
CUWDHHS10713 ! Page 10f 1. Date __ i
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT .
BUSINESS ASSOCIATE AGREEMENT o

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance.Podtability’and Accountability Act, Public Law 104-191 and
with the Standards for-Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, *Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this-Aggeemeni and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions. ' i

. a. “Breach" shall have the same meanihg as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations. ‘ :-:

b. “Business Associate” has the meaning given such term in'section.160.103 of Title 45, Code
- of Federal Regulations. :

¢. ‘Covered Entity’ has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations. ' 4

d. “Designafed Record Sel” shall have the same meaning as the term “designated record set’
in 45 CFR Section 164.501:

e. “Data Aqaregation” shall have the same meaning as the term “data aggregation” in 45 CFR
- Seclion 164.501. i

f. “Health Care Opérations” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501. i . '
g. "l-llTECH‘Act" means the Hea'lth Information Technoiogy for Economic and Clinical Health
Act, TitleXIll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009. ' -

h. “HIPAA” means the Health Insurance Portability and Accountability Acl of 1998, Public Law
104-191 and the Standards for Privaicy and Security of Individually identifiable Health
Information, 45 CFR Parts 160, 162 and 164 a.nd'amendment‘s thereto.

i. ‘Individual® shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a“person'who qualifies as a personal representativeTin accordance with 45
CFR Section 164.501(g). ' -

j. “Privacy Rule® shall mean the Standards for Privacy of Individually I‘dentiﬁabl‘e Health
information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Heaith and Human Services. .

k. “Protected Health Information™ shall have the same meaning as the term “prolecté'd héalth .

information” in 45 CFR-Section 160.103, limited to the information created or received-by
Business Associate from or on behalf of Covered Entity. ‘ |
312014 ’ : . Exnibill . Contraclor Inilials
Health Insurance Porabllity Act
Buslness‘Assoclale Agreement L 2/7/2023
Page 10!6 Date ;
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“Required by Law” shall have the same meaning as the term “required by law” in 45 CFR

Seclion 164.103.

“Secretary” shall mean the Sei:retary of the Department of Health and Human Services or
hisfher designee. '

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected.
Health Informatron at 45 CFR Part 164, Subpart 'C,-and amendments thereto,

“Unsecured Prolected Health Information” means protected health information that is not

secured by a technology standard that renders protected health information unusable,
unreadable, or mdecrpherable to unauthorized individuals and is developed or endorsed by
a standards developmg organization thatis accredited by the American National Standards
Institute. ,
Other Defi nmons AII terms not othenwse defi ned herein shall have the meaning _
eslablished under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH 4 : ;

Acl.

Business Associate Us Use and Disclosure of Protected Health 'Informatlon..‘ .

Business. Associate shall noi use disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provrde the services outlined under
[Exhibit A of the Agreement.’ Further, Business Assaciate, mcludmg but_not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rulé.

Business Assocrate may use or disclose PHI:
I For the proper management and administration of the Business Associdlg;
it. As_required by law, pursuant to the terms set forth in paragraph d. beiow or
. For data aggregation purposes for the health care operations of Covered
Entity.

To the extent Business Assoclate is permmed under the Agreemenl to dlsclose PHitoa .
third party, Business -Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confi dentiaily and

' used or further disclosed .orily as ‘required by law or for the purpose for which it was
disclosed to the third party and (i) an agreement from such third party to notify Business
Associate, in actordance with the HIPAA Privacy, Security, and Breach Notificatian
Rules of any- breaches *of the conﬁdentlalrty of the- PHI, to the extent it has obtained
_ knowledge of such breach.

The Busrness Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response toa
request for disclosure-on the basis that it is required by law, without fi rst notifying
Covered Entity so that Covered Entity has an-opportunity to object to the dlsclosure and
fo seek appropriate relief. It Covered Entity objects to such dlsclosure the Bus Eﬁ

e Health Insurance Portablilty Act i
' Business Assoclale Agreement 2/7/2023
Page 2 of B Date
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Associate shall refrain from disclosing the PHI.until Covered Entity has exhausted all

remedies.

If the Covered Entity notifies the Business Assotiate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant lo the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligations and Activities of Business Associate. -

The Business Associate shall notify the Covered Entity's Privacy Officer immediately

-after the Business Associate-becomes aware of any use or disclosure of protected

health information not provided for by the Agreement including breaches of unsecured
protected health information andfor any security incident that may have an impact on the
protected health information‘of the Covered Entity.

The Business Associate shall irhmediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to: ) '

o Theé nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification; )
o The unauthorized person used the protected health information or to whom the’
disclosure was made; '
- o -Whetheér the protected health information was actually acquired or viewed
o The extent to which the risk to the protected health information has .been
mitigated. ’

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to-the
Covered Entity.

The 'Bys_,in‘ess Assbé’iatg shall comply with all sections of the Privacy, Security,-aﬁd
Breach Notification Rule. o

Business Asédciate shall make avéilable all of its internal policies and procedures, books
and records refating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule. . ' Fa

Business Associate shall require all of its business associates that receive, use or have,
.access to PHI under the Agreement, to agree in writing to adhere to the same

restrictions and conditions on the use and disclosure of PHI contained:herein, including
the duty fo.return or destroy the PHI as provided unden Section 3 (). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business agsqciate
agreements with Contractor's intended business associates, who will be receivi gwi

. Exnbil} | Contractor Indtials
Health Insurance Portability Act i
Business Associate Agreement 2/7/2023
Page 3of 6 o Dale
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pursuant to this Agreement, with rights of enforcement and indemnification from such

“  pusiness associates who shall be governed by standard Paragraph #13 of the standard

2014

contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

‘Within five (5) business days of receipt of a written request from Covered Entity,

Business Associate shall make available during normal business hours at'its offices all

- records, books, agreements, policies and procedures relating to the use and disclosure

of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate’s compliance with the terms of the Agreement.

Within ten (10} busrness days of receiving a written request from Covered Entity,

Business Associale shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524. .

- Within ten (10) business days of receiving a written request from Covered Entity for an

amendment of PHI or a record about an individual contained in a Designated Record
Set,the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR, Sectron 164 .526.

Busine'ss Associale shall document such disclosures of PHI and informalion related to
such dis¢losures as would be required for Covered Enlity to respond to a request by an
individual for an accountmg of disclosures-of PHI in accordance with 45 CFR Section: .

. 164,528. "

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting .of disclosures of PHI, Business Associate shall make available

‘to Covered Entity such information as Covered Entity may require to fulfill its obligations

to provide an accounting of drsclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

In the event any individual requests access to, amendment of, or accountmg of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to-Covered Entity. -Covered Entity shall have the
responsrbnhty of respondmg to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associateto violate HIPAA and the Privacy and Security Rule, the Business Associate
shail instead respond to the individual's request as required by such law and notify
Covered Entity of such respon'se as soon as practicable.-

Within ten (10).business days of termination of the Agreement, for any reason,.the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI.
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or

.destruction is not feasible, or the dlsposmon of the PHI has been otherwise agreed to in

the Agreement Business Associate shall continue to extend the protections of the
Agreement, to such PH| and limit further uses and disclosures of such PHI to th
purposes that make the return or destruction infeasible, for so long as Busrnessl jM

Exhibit 1 Conlractor Initiats >
Heallh Insurance Pontabillty Act, )
Business Associate Agreement . 2/7/2023
Date .~~~ °
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Associate maintains such PH). If Covered Entity, in its sole discretion, requites that the
Business Assaciate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a, Covered Entity shall notify Business Associate of any changes or limitation{s) in its
Notice of Privacy Practices provided to individuals-in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate’s
use or disclosure of PHI. ' g

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508. '

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
1o the extent that such restriction may affect-Business Associate's use or disclosuré of
PHI. - '

{5) Termination for Cause

in addition to Paragraph 10 of the standard terms and condilions (P-37) of this
Agreement the Covered Entity may -immedialely terminate the Agreement upon Covered
Entity's-knowledge of a breach by Business Associale of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the

. alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neifher termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary. ' E '

(6)  Miscellaneous

a. Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
'from-lime to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security. Rule means the: Section as in effect or as
amended. . .

b. .Amendment- Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with-the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data*Ownership. The Business Associaie acknowledges tﬁai it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree thal any ambiguity in the Agreement shall'bér, ed
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. W

372014 i Exhibit | Contractor Initiats
Health Insurance Ponability Act 3 - .
Business Associate Agreement Bt 2/7/2023
w Page 50l 6 Date !
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e. . egregatno If any term or condition of this Exhibit | or the apphcatlon thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without-the invalid term or condition; 1o this end the
terms and condmons of this Exhibit | are declared severable 5

f. Surwval Provisions in this Exh:bst | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the

i defense and mdemn:f‘ catuon prowsnons of sectlon (3) e and Paragraph 13 of the

Ty

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit [. -

Depariment 6f Health and Human Services granite State Automation
oSiale vy amhphibe Contractor

: W MAJOY‘ S

~ Signature of Auithorized Representative Signature of Authorized Representative
" Ellen Marie Lapointe . i Jonathan Major
- Name of Authorized Representative - Name of Authorized Representative,
chief Executive ‘Officer
President

Title of Authorized Representative - Title of Authorized Representative
2/8/2023 ; 2/7/2023

- Date Date _ :

i~ [ b3
£3/2014 Exhibit | Contracior Inlllals

Health Insurance Pontability Act
Business Assoclale Agréement 2 /7/2023
Page & ?! 5.
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3

,CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY

ACT (FFATA) COMPLIANCE -

The Feéderal Funding Accountability and Transparency Act (FFATA) requires prime awardees of tndividua)
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on

. data related to'execulive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total'award equal to or over

$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

in accordance with 2 CFR Part 170 (Reporling Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following inforrnation for any
subaward or contract award subject to the FFATA reporting requirements. 3

2OBNOO LN

Name of entity

Amount of award

Funding agency : -

NAICS code for contracts f CFDA program number for grants
Program source

Award title descriptive.of the purpose of the funding action
Location of the entity

Principle place of performance

Unique identifier of the entity (UEI #)

LA

. Total compensation and names of the top five executives if:

10.1. More than 80% of annuai gross revenues are from the Federal govermment, and those
revenues are greater than $25M anriually and .
10.2. Compensation information is not already available through re_porting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made. :

The Contractor identified in Section 1.3 of the General Provisions agrees o comply with the provisions of -
‘The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees”

to have the Contractor's.representative, as identified in Sections 1.11 and 1.12 of the Genera) Provisions
execute the following Certification: , .

The below named Contractor agrees to provide needed information as outlined above to tha NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal

Financial Accountability and Transparency Act. W

vy

[

Contraclor Name: Granite State Automation

o

. Doculigned by:

2/7/2023 _ ':- Sowablian. Maysr

Date e ‘Name. “Major E

Titel president

- 03
E . “Exhibt J - Certification Regarding the Federal Funding Contractor InmabL-
‘Accountablity And Transparency Act (FFATA) Complience p) /772023
CLUMISAIOTS Pege 1 of 2 . Date
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,FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | cerlify that the responses to thé
below listed questions are true and accurate. i

: . NONE
1. The UEI {SAM.gov) number for your enlity is:

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive {1) éo_percent,qr more of your annual gross revenue in U.S, federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

X NO & YES
If the answer to #2 above is NO,-stop here
If the answer to #2 above is YES, please answer the fol!owing:

3. Does the public have access to information about the compensation of the éxecutives in your
busmess or orgamzallon through periodic repors filed under section 13(a) or 15(d) of the Secunt:es
Exchange Act of 1934 (15'U.S.C-.78m(a), 780(d)) or seclion 6104 of the Internal Revenue Code of
19867

NO YES
If the answer to #3 above is YES, stop here
If the answer to #3 above ls NQ, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name: . . ' Amount:
Name: i Amount:, 2%
.Name::l__ _ ; . Amount: _
Name;., ' _ p Amount; Rl 2
Name: _ Amount:; : 54

Fi

-

o3

Exhibit J - Certification Regarding the Federal Fuiding - Contrador'lnhi_alsL_

I Accountability And Transparancy Act (FFATA) Complianca 2 / 7 /202 3
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DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1

“Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized' users and for an other than
authorized purpose have access or potential access to personally tdentrﬁable
information, whether physical or electronic. With regard to Protected Health
Information, “ Breach” shall have thé same meaning as the term “Breach’ in section
164.402 of Title 45, Code of Federal Regulations.

“Computer Security’ lnc&dent shall have the same meaning “Computer Security.
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident

Handling Guide, National Institute of Standards and Technology, us. Department _

of Commerce.

“Confidential Information™ or “Confidential Data” means all confidential mformatron
disclosed by one party to the other such as all medical, health; financial, pubhc
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Cdse Records, Protected 'Health Information and

: Personalty Identifiable Information.

Confidential Information also includes any and all information owned or managed by

the State of NH - created, recerved from or on behalf of the Department of Health and
_Human Services (DHHS) or accessed in the course ‘of performing contracted
services - of which ¢ollection, disclosure, protection, and disposition ‘is governed by
stale or federal law or regulation. This information includes, but is not tirited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PF1), Federal Tax information (FT1), 'Social Security’ Numbers (SSN),
Payment Card Industry (PCl), and or other sensitive and confidential mformatlon

“End User” means .any person or entity (e.g.,.contractor, contractor's employee
business associate, subconiractor, other downstream user, etc.) that receives
DHHS data or. denvatwe data in accordance with the terms of this Contract

“HIPAA" means the Health Insurance Portability and Accountablltty Act of 1996 and the

reguiations promulgated thereunder.

“Incident” means an act thal potentlally violates an exphcnt or |mp||ed security policy,

which includes attempts (either failed or successful) to gain unauthorized access to a -

system or its data, unwanted distuption or denial of service, the unauthorized usé of
a system for the processing or storage of data; and changes to systeni hardware,

_firmware, or software characteristics without the owner's knowledge; instruction, or

consent. Incidents.include the loss of data through theft or device misplacement, loss

- or misplacement of hardcopy documents, and misrouting of physical or electronic

E
V5, Last updale 10/09/13 Exhibit K Corumctorlnmars
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10.

12,

mail, all of which may have the polential to put the data at ﬁisk of .unauthorized
access, use, disclosure, modification or destruction. '

“Open Wireless Network™ means any network or segmehl of a network thal is
not designated by the State of New Hampshire's Department of Information

_Technology oOF delegale as a protecled network (designed,. tested, -and

approved, by means of the State, to transmit) will be ‘considered an open
network and nol adequately secure for the transmission of unencrypted PI, PFI,
PH! or confidential DHHS data: '

“Personal Information” {or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:189, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a'specific individual, such as date and place of birth, mother's maiden
name, efc. . d

“Privacy Rule” shall h':ean the Standards for Privacy of Individually ldentifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United -

States Department of Héalth and Human Services. ,

“Protected Health Information™ {or “PHI") has the’ same meaning as pro»'r?ded,inv‘the
definition of “Protécted Health Information” in the HIPAA Privacy Rule at 45 C.F.R.‘§
160.103. : '

: "Security Rule” shall mean the Security. Standards for the Protection of Electronic
Protected Health Inforation at 45 C.F.R. Part 164, Subpart C, and amendments

thereto.

“Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology staridard that renders Protected Health. information
unusable, unreadable, or: indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is: accredited by -

 the American National Standards Institute.

. I. ‘RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

* A, Business Use and Disclosure of Confidential Information.

1.

2.

" V5. Lest updale 10/09/18

“The Contractor must not use, disciose, maintain or transmit Confidential Information .

except as reasonably necessary as outlined under this Contract. Further, Contractor,

‘including but not limited to all ils directors, officers, employees and agents, must not

use, disclose, maintain or tcansmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule. i

The Contractor raust not disclose ‘any Confidesitial information in response to a'.
1, ALt

. -03
Exhibil K Contractor |nn'|a|s‘[— '

DHHS Informalion ) )
Security Requirements 2/7/2023
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~

request for disctosure on the basns that it is requ:red by law, in response to a
. subpoena, eic., -without first noufymg DHHS so that DHHS has an opporlunlty to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by addthonal
restrictions over and above those uses or disclosures of security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor-must be bound by such
additional restrictions - and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards. ”

4. The Contractor agrees that DHHS Data or derivalive there from disclosed to an End
User must only.be used pursuant 1o the terms of this Contracl. '

5. The Contractor agrees DHHS Data obtained uhder this Confract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the_purpose of inspecting to confirm ‘compliance with the terms of thls
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

1. Appllcalion Encryptlon |f End User is transmitting DHHS data containing

. Confidential Data between applications, the Contractor attests the applications have

been evaluated by an experl knowledgeable in cyber security and that. said
applicalioni's encryption: capabilities ensure secure transmission wa the internet.

" 2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or porlable storage devices, such as a thumb drive, as a. method of transmitling DHHS
data.

3. Encrypted Email. ‘End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to' and being received by €émail addresses of
persons authorized.lo receive such information.

4. Encrypted Web .Site. If End User is employlng the Web to transmit Confidential
Dala, lhe settre socket layers {(SSL} must be used and the'web site must be
secure. SSL encrypts data transmitted via a Web sile.

5. File Hosting.Services, also known as File Sharing Sites. End User may not use file
hosting services, such ‘as Dropbox or Google Cloud Storage to transmit
Confdentlal Data.

6. Ground Ma|I Service. End User may only transmil Confidential Data via certified ground
mail within the corifinental U.S. and when sent to a named individual.

7. Laptops and PDA. If End Usér is employing porfable devices to -'tgansmit
Confidential Data said devices' must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
V5. Les update 10/09/18 . Exhlbit K

os
Contractor Inltizls ;
DHHS Informalion

Security Requirements . N 2/#/2023
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10.

11.

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network

Remote User Commumcahon If End User is employing remote communication to
access Or transmit Confi dential Data, a virtual private network {VPN) must be

instatled on the End User's mobile device(s) or laptop from which information will be

transmitted or accessed.

SSH File Transfer Protocol (SFTP), .also known as Secure File Transfer Protocol If
End User is employing an SFTP-to transmit Confidential Dala, End User will
structure the Folder and access privieges to prevent inappropriate d|sclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Conﬁdentlal Data will be deleted every 24
hours).

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contraclor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy' the data and any
derivative in whatever form it may exist, uniess, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A.

Retention .

1. The Contraclor agrees it will not store, transfer or process data collecled in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement, shall also apply in the implementation of .
cloud computing, cloud service or cloud storage capabilities, and includes backup
data’and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to .detect potential security events that can impact State of NH systems
and/or Department conf denual information for contractor-provided systems.

3. The Contractor agrees to provude‘ security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor-agrees to retain all electronic and hard copies of Confidential Data
in a secure Iocation and identified in section IV. A.2

5 The Contractor agrees Confidential Data stored in ;a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with alt applicable statutes and
‘regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the- latest anti- virdl, anti-
hacker, anti-spam, anti-spyware, and anti-malware ‘utilities. The environment, as a

V5. Las! Updale 10/09/18 Exhibit K Contractor initils ~——. -

DHHS Informalion
- Security Réquirements 2/7/2023
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‘whole, must have aggressive intrusion-detection and fi rewall protectlon

The Contraétor agrees to and ensures its complete cooperation with the Stale $
Chief information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1.

If {he Coniractor will maintain any Confidentiat Information. on its systems (or its
sub-contractor systems), the Contractor will maintain a. documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire dala destroyed by the

* Contractor or any subcontractors as a part of ongoing, emergency, and or disaster

recovery operattons ‘When no longer in use, electronic media contalnmg Siate of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with ‘industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and cerlify in. wntmg at
time of the data destruction, and will provide written certificalion to the Department_
upon request. The written cerlification will include all details necessary to
demonsirate data has been propefly destroyed and validated. Where applicable,
regulatory and professional standards for retention requnremems will be jointly
evaluated by the State and Contractor prior to destruction. .

. Unless otherwise specified, within thity (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Dala using a

secure method such as shredding.

Unless ‘otherwise specified, within thily (30) days of ‘the termination .of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

- IV.. PROCEDURES FOR SECURITY

A Contractor agrees to safeguard the DHHS Data recelved under this -Contract, and any
derivative data or files, as follows:

1.

The Contractor’ will maintain proper security controls to protect Department -
confidential information collected, processed, managed, and/or stored in the delivéry
of contractad services.

The Contractor will maintain policies and procedures to protect Depariment
confidéntial information throughout the information lifecycle, where applicable, ‘(from
creation, transformation, use, storage and secure destruction) regardless of the
media used to'store the data'(i.e., tape, disk, paper, elc) :

: i 08
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1M,

The Contractor will. maintain appropriate authentication and .access controls 16
contraclor syslems that collect, transmit, or store Department confi denttal information
where appttcable

The Contractor will ensure proper security monitoring capabilities are in place to
detect * potential. security events that tan impact State of NH systems and/or
Department confidential information for contractor provided systems.

The Contractor will provrde regular security awareness and education for ils End

.Users in"support of protecttng Depariment confidential information.

If the Contractor will be sub-contracting any -core functrons of ‘the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program -of an internal process or .processes that defines 'specific security -
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor including breach notification requirements.

" The Contractor will work with the Department 1o sign and comply with all apphcable

State of New Hampshire- and Depariment system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any apphcabte sub-cantractors prior to
system access being authorized. .
If the Depariment determines the Contraclor is a Business Associate pursuant lo 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) wrth the Department and is responsible for maintaining compliance with the
agreement

The Contractor will work with the Department at its request to complete a Systém
Management Survey. The purpose of the survey is to enable.the -Department and
Contractor to monitor-for-any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contraclor engagement. The survey will be completed
annually, or an alternate time frame at thé Departments discrétion with- -agreement by
the Contraclor, or the Department may request the survey be completed when the -

scope of the engagement between the Department and the- Contractor changes.

The' Contractor will not store, knowingly or.unknowingly, any State of New Hampshrre
or Depariment data dffshore or outside the boundaries &f the United States unless
prior express written consent is obtained from the Informatron Secunty Office
Ieadershlp member wrthm the Department.

Data Secunty Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from

" :os
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12,

13.

14.

15.

16.

fan

the breach, including but not limited to: credit monitoring services, mailing costs-and
costs associated with websne and telephona call center services necessary due to .
the breach.

Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the.privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, mcludlng,
but not limited to, provisions' of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Acl Regulations, (45 C.F.R. §5b), HIPAA Prwacy and Security Rules (45
C.F.R. Paits 160 and 164) that govern pratections for individually identifiable health
information and as applicable under State law.

Contractor agrees to establish and maintain appropriale. administrative, technical, and
physical safeguards to protect the confidentiality of the Confi dential Data and to
prevent unauthorized use.or access to il. The safeguards must provide a level and
scope of security that is not less than the level and scope of securily requirements
established by the State of New Hampshire, Department of Information Technology.
Refer 1o Vendor Resources/Procurement at https://www.nh.gov/doit/vendorfindex.him
for the Department of Information Technology policies, guidelines, slandards, and
procwement information relatmg to vendors. g

Contractor agrees to maintain a documented breach notification - and mmdent
response process. The Contractor will notify the State’s Privacy Officer and the
Stdte’s Security Officer of any securily breach immediately, at the email addresses
provided.in Section VI. This includes a confidential informalion breach, computer
security incident; or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New ‘Hampshire network.

Confractor must restrict access to the Confidential Data obtained under this
Conlract to only those authorized End Users who need such 'DHHS Data to
perform their offi C|al duties in connection with purposes identified in this Contract.

The Contractor must ensure that all End,Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential tnformation that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure. ;

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media con_tain'ing_ PHI, Pl, .or
PFl are.encrypted and password-protected.

d. send emails containing Confi denual Information onlty if encr,ygted and belng
sent. to' and being received by email addresses of persons atithorized to
recéive such information.

W
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limit disclosure of the Confidential Information to the extent permitted by law.

Confidential Information received under this -Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours {e.g.. door locks, "card keys,
biometric identifiers, etc.). i

only authorized End Users may transmit the . Confidential ‘Data, including any
derivative files containing personally identifiable information, and in ali cases,
such data must.be encrypted at all times when in transit, at rest, or when
stored on portable media as required in'section [V above. 3

in all other instances Confidential Data must be _rﬁairitained_.' used and
disclosed using appropriate safeguards, as determined by a risk-pased

assessment of the circumstances involved.

understand that their user credentials {(user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to ‘credentials used to access the site directly or indirectly through
a third party application. v . E

Contractor is responsible for oversight and compliance of their End Users. DHHS -

AT

reserves the fight 10 conduct onsile inspections to monitor compliance with - this

Contract, including 'the privacy and security requirements provided in herein, HIPAA,
< and other applicable faws and Federal regulations until-such time the Confidential Data
is disposed of in accordance with this Contract. -

V. LOSS REPORTING

The Contractor must notify the State’s Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI. -

The Contractor must further. handle and report Incidents and Breaches involving PHI in

. accordance with the agency's documented 1ncid9'nt Handling and Breach Notification
procedures .and in accordance with 42 C.F.R. §§ 431.300.- 306. In addition"to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures, |
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;
Determine If 'personally .identiﬁable information is involved._in Incidents;

2
3. Report suspected or confirmed Incidents as required in this Exhibit or P-37,
4

.ldentify -and convene a core response group o determine the risk Iével of Incidents
and determine risk-based responses to Incidents; and

V5, Last updato 10/09/18
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5 Determine whether Breach notification is required, :and, if so, identify appropriate
Breach ngtification methods, liming, source, and contents from .among different
opttons and bear cosls associated with the Breach natice as well as any mitigation

measures.

Incidents andlor Breaches thal implicate Pl must be addressed and reponed as
applicable, in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT
A. DHHS Privacy Officer:
 DHHsPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer: _
DHHSInformationSecurityOffice@dhhs.nh.gov

1)
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