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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

March 20, 2023

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology, to enter into a contract amendment
with NuHarbor Security, Inc. of Essex Junction, VT, (VC# 273554) with no change to the Total
Price Limitation, extending the completion date from June 30,2024 to June 30,2025, to perform
Cyber Security Reviews and Cyber Security Training effective upon Governor and Executive
Council approval through June 30, 2025. The original agreement was approved by Governor
and Executive Council on October 2, 2019, Item #24, and amended on May 6, 2020, Item
#74, June 2, 2021, Item #5b and most recently amended with Governor and Executive
Council approval on June 1, 2022, Item #48. No Additional Cost.

EXPLANATION

The original agreement was approved by Governor and Executive Council on October
2, 2019, Item #24 and amended with Governor and Executive Council approval on May 06,
2020, Item #74, June 2, 2021, Item #5b, and June 1, 2022, Item #48.

NuHarbor Security, Inc. will review the Cyber Disruption Plan and make updates to the
plan to reflect the current operating environment, systems, and procedures; Develop three
Incident Response (IR) Playbooks to provide guidance, communications, and decisions for
responding to security incident, and conduct three (3) IR Tabletop Exercises to test the efficacy
of the IR Playbooks and Cyber Disruption Plan.

The Department of Information Technology respectfully requests approval of
this contract amendment.

"Innovative Technologies Today for New Hampshire's Tomorrow"



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

Page 2

Respectfully submitted,

Denis Goulet

Commissioner

Department of Information Technology

DG/jd
DolT #2018-inD

RID: 69520,43666

"Innovative Technologies Today for New Hampshire's Tomorrow"
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY:

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT:

DOIT-2018-111

AMENDMENT D(4)



DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

DOIT-20I8-in

AMENDMENT Amend D (4)

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP
2018-1 11 Comprehensive Cyber Security Risk Assessment, on October 2, 2019, Item #24 and
amended on May 6, 2020, Item #74, June 2, 2021, Item #5b, and June 1, 2022, Item #48, (herein
after referred to as the "Agreement"), NuHarbor Security, Inc. (hereinafter referred to as
"Contractor" agreed to supply certain services upon the terms and conditions specified in the
Agreement and in consideration of payment by the Department of Information Technology
(hereinafter referred to as the "Department"), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 17: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and

.  approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to have the vendor review the Cyber'Disruption Plan and make
updates to the plan to reflect the current operating environment, systems, and procedures; Develop three
Incident Response (IR) Playbooks to provide guidance, communications, and decisions for responding to
security incident, and conduct three IR Tabletop Exercises to test the efficacy of the IR Playbooks and
' Cyber Disruption Plan. All documentation will follow the guidelines of NIST 800-61 REV;

WHEREAS, The Vendor agrees to provide review the Cyber Disruption Plan and make updates to the
plan to reflect the current operating environment, systems, and procedures; Develop three Incident
Response (IR) Playbooks to provide guidance, communications, and decisions for responding to security
incident, and conduct three IR Tabletop Exercises to test the efficacy of the IR Playbooks and Cyber
Disruption Plan. All documentation will follow the guidelines of NIST 800-61 REV2;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2024 to
June 30,2025;

■ WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by-extending the
Completion Date from June 30, 2024 to June 30, 2025.

■  2. The Agreement is further amended as described in Table 1:

State of NH Contract

Date: 03/14/2023

Contractor's Initials

Page. " 2 of 8



DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

DOIT-2018-111

AMENDMENT Amend D (4)

^TABLE1: AMENDMENTDETAiL^^ v v";! ' '-e;

■ Exhibit B,

Statement of ?

Wbrk(SO\VV . ,

AMENDEp/TiEX^ '' \

Phase 1 - Cyber Disruption Flan Review and Updates

1
Review of Department's current Cyber Disruption Plan. This step will include

interviews and documentation review.

2 Department will work with Vendor to share contextual knowledge in order to
identify potential gaps/updates needed in the Plan.

3 Vendor revises Cyber Disruption Plan as needed, delivers updated Plan to
client.

4 Vendor reviews delivered plans with appropriate Client contacts. Upon
acceptance, phase is complete.

Phase 2 - IR Playbook Development

1 Development of project timeline/milestones for IR- Playbook development
and Tabletop exercises

. 2 Information gathering: Client provides Vendor with all applicable
documentation including, but not limited to:

• Statewide Information Security Manual

• State Emergency Operations Plan

• COOP, Disaster Recovery Plan

• Architectural diagram

• System inventory list

3
Documentation reviews and Interviews: This step will include interviews and
documentation review with the purpose of: ^
1. identify strengths and weakness in existing collateral/plans
2. Meet with NHDOIT stakeholders to confirm understanding of the IR
program's current state.

4 Vendor drafts IR playbooks and sends them to the Departmetn for review

5 Vendor facilitates and meeting with the Department to walkthrough and
review feedback on the playbook drafts. Additional input is provided by
Client and incorporated into playbooks.

6 Draft Documentation is finalized. End of Phase 2.

Slate of NH Contract

Date; 03/14/2023

Contractor's Initial
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DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

DOIT-2018-111

AMENDMENT Amend D (4)

Phase 3-Tabletop Exercises

i Vendor conducts interviews and gathers necessary organizational information
regarding incident scenarios, including:

• Ransomware Attack

• Data Breach

• Physical Cyber Event

2 Vendor develops Incident scenarios.

3 Department POC review mutually agreed upon IR scenarios to ensure the
scenarios are realistic and meet Client expectations.

4 Vendor revises drafted IR scenarios as needed.

5 Department identifies agencies interested in participating and provides
agency contact information.

6 Three rounds of tabletops are scheduled with corresponding agencies.

. 7 Vendor with participation from Department POC facilitate tabletop with
corresponding agencies.

8 Vendor drafts AAR and provides to Department.

9 Vendor updates IR Playbooks and other supporting documentation
incorporating results of Tabletop Exercise.

10 Department reviews updated IR playbooks and additional input is
incorporated. All final reporting is delivered to Department

THIS CELL INTENTIONALLY BLANK

V"- ' •'

Exhibit C

Price and

Payment ' '
Sch^ule

State of NH Contract

Date: 03/14/2023

Contractor's Initials
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DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

DOIT-2018-111

AMENDMENT Amend D (4)

lA-SEC-DOC Review and gap analysis of Contracted Hourly Rate;

Client's existing Cyber $175/Hour

Disruption Plan (COP). Total:

• Update the CDP to reflect $14,000

current operating process and

procedures at the State of
New Hampshire.

lA-SEC-DOC (2)h IR Playbook Development: Contracted Hourly Rate:

Incident Response Playbooks $175/Hour

including process flow Total:

diagrams for the following: $35,000

• Ransomware Attack

• Data Breach

• Physical Cyber Event

lA-IN-TTX IR Tabletop Exercises: Contracted Hourly Rate:

Facilitation of 3 rounds of $175/Hour

Tabletop Exercisies including 3 Total:

scenarios per round: $70,000

• Ransomware

• Major Data Breach

• Physical Cyber Event

IR Playbooks and CDP updates

based on after action reports

from each tabletop exercise.

Total Amount USD $119,000.00

jExhibit H
AMENDED TEXT •. ■

Attachment 2 Exhibit H- Attachment 2: IRS Pub 1075 Safeguarding Contract Language
does NOT apply to DolT 2018-1 1 1, Amendment D

■  . .. .'li _ • . , 1 ; ■

State of NH Contract

Date: 03/14/2023

Contractor's Initial
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DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

DOIT-2018-111

AMENDMENT Amend D (4)

TABLE 2: GONTRACt HISfORY • " V

CONTRACT AND

AMENDMENT

[NUMBER . ■

AMENDMErVT-

type

i", : f-r ' '

G&C '■ ;
APPROVAL

•DATE ■

' END DATE GONTRACT
AMOUNT f

2018-111 Original Contract Octpber 2, 2019,
Item #24

June 30, 2020 $499,000.00

2018-111
Amendment A

1st Amendment May 2, 2020, Item
#74

June 30, 2021" $0.00

2018-111
Amendment B

2nd Amendment June 2, 2021,
Item #5b \

June 30, 2023 $6.00

2018-111
Amendment C

3rd Amendment June 1,2022, Item
#48

June 30, 2024 $98,000.00

2018-111
Amendment D

4th Amendment TBD June 30, 2025 $0.00

-  -5^ y^'cONtRACTTOTAL ' ■$597,600.00

State of NH Contract
Date: .03/14/2023
Contractor's Initials
Page 6 of 8



DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

DOIT-2018-111

AMENDMENT Amend D (4)

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date frorii the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

Date: 03/14/2023

Scott Mosher, Vice President
NuHarbor Security, Inc.

STATE OF NEW HAMPSHIRE

Date:
March 22, 2023

Denis Goulet, Commissioner

State of New Hampshire

Department of information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

State of New Hampshire, Department of Justice

Date: March 28. 2023

State of NH Contract

Date: 03/14/2023

Contractor's Initials
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DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

DOIT-2018-111

AMENDMENT Amend D (4)

1 hereby certify that the foregoing amendment wais approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract

Date: 03/14/2023

Contractor's initials
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state of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that NUHARBOR SECURITY INC. is

a Vermont Profit Corporation registered to transact business in New Hampshire on November 18, 2015. 1 further certify that all

fees and documents required by the Secretary of State's office have been received and is in good standing as far as this office is

concerned.

Business ID: 735135

Certificate Number: 0005765961

%

y
I&.

1^.

IN TESTIMONY WHEREOF. ■

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire, .

this 25tli day of April A.D. 2022. ;

David M. Scanlan

Secretary of State



state of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of Slate of the State of New Hampshire, do hereby certify that NUHARBOR SECURITY INC. is

a Vermont Profit Corporation registered to transact business in New Hampshire on November 18, 2015. 1 further certify that all '

fees and documents required by the Secretary of State's ofTice have been received and is in good standing as far as this office is

concerned.

Business ID; 735135

Certificate Number: 0006156869

lA.

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this I7tli day of March A.D. 2023.

David M. Scanlan

Secretary of State
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NOTE: YOU SHOULD CONSULT YOUR ATTORNEY ON THE USE OF THIS CERTIFICATE

OF VOTE. THE DOCUMENT SHOULD BE CUSTOMIZED TO REFLECT THE TRUE

CORPORATE STRUCTURE OF YOUR COMPANY.

CERTIFICATE OF VOTE

(Corporation With Seal)

1, Justin Fimlaid, do hereby represent and certify that:

(1) I am President ofNuHarbor Security, an S<orporfttion (the "Corporation").

(2) I maintain and have custody of and am familiar with the Seal and the minutes of the
Corporation.

(3) I am duly authorized to issue certificates with respect to the contents of such books.

(4) The following statements are true and accurate based on the resolutions adppted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on May 12tb, 2021, which meeting was duly held in accordance with Vermont
law and the by-laws of the Corporation.

(5) The signature of Scott Mosher, Director of this Corporation affixed to any contract
instrument or document shall bind the corporation to the terms and conditions of the
contract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains In full force and effect as of the date hereof.

IN WITNESS WHEREOF, I have hereunto set my hand as President of the Corporation and
have affixed its corporate seal this l?"* of March, 2023.

o-
Justin Fimlaid, President, 03/17/2023

='-hr- =

^ V
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ACORCf CERTIFICATE OF LIABILITY INSURANCE
DATE (MliUDO/YYYY)

3/30/2023

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the pollcylles) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement A statement on this certificate does not confer rights to the
certificate holder In lieu of such endorsement(s).

PRODUCER

Polly Insurance Agency, LLC

2300 8t George Rd

Wllliston VT 0549S

NAMF- Jerri Bums

(802)655-9000 Nol:

ADDRESS; jburnsepolly. CO

INSURER(S) AFFORDING COVERAGE NAIC «

iNSURERA; PhiladelDhia Indeainity Ins Co. 18058

INSURED

MuHarbor Security, Inc.

553 Roosevelt Highway

Colchester VT 05446

INSURERSrOnderwriters at Llovds, London 15642

iNSURERCiThe Hartford - Ratine bv Multinle Co's 19682

INSURER 0: Landmark. American Insurance Co 33138

INSURER E: Scottsdale Insurance Co 41297

INSURER F ; '

COVERAGES CERTIFICATE NUMBER:CL2333022826 REVISION NUMBER;

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

irAR
|.TR TYPE OF INSURANCE

ADOL

INSD

SUBR

WYD POLICY NUMBER
POLICY EFF

iMM/DorrrYYi
POLICY EXP

(MMrtXVYYYY) UMIT8

A

z COMMERCIAL OeNERAL UABIUTY

E  1 Z 1 OCCUR
PBPK2S1142B 1/2S/2023 1/25/2024

' EACH OCCURRENCE $  3,000,000

CUUMS-MAO
DAMAGE TO RENTED

%  100,000

MEO EXP (Any ona parson) s  - 5,000

PERSONAL & ADV INJURY 1  ' 2,000,000

GENl AGGREC>ATE UMITAPPUES PER: GENERALAGGREGATE $  4,000,000

Z POUCY 1 1 1 1 LOC
OTHER:

PRODUCTS • COMP/OP AGG S  4,000,000

s

A

AUTOMOBILE UABIUTY

PEPX2S11428 1/2S/2023 1/25/2024

COMBINED SINGLE LIMIT t  1,000,000

ANY AUTO

HEDULEO
TOS
M-OWNEO -

rros

BODILY INJURY (Par parson) s

ALL OWNED

AUTOS

HIRED AUTOS

sc
Al

BODILY INJURY (Par acddant) s

Z Z
NC PROPERTY DAMAGE

(Per oeddenH

s

B

UMBRELLA LIAB

EXCESS UAB

OCCUR

CLAIMS-MADE

XCX10S4923

1

1/25/2023 1/25/2024

EACH OCCURRENCE S  2,000.000

z Z AGGREGATE S  2,000,000

DEO RETENTIOI S s

C

WORKERS COMPENSATION

AND EMPLOYERS'LIABILITY y/N
ANY PROPRIETOR/PARTNER/ExeCUTIVE 1 1
OFFICER/MEMBER EXCLUDED? Y 1
(Mandatory in NH) ^
llyaa, dwcrlba undar
DESCRIPTION OF OPERATIONS Miosw

NIA

Juatin rlalaid la Bxeludad

04WBCAP9D70 4/9/2023 4/9/2024

y 1 1 1 dfll-
* 1 STATUTE 1 1 ER

E.L EACH ACCIDENT S  1,000,000

E.L DISEASE • EA EMPLOYEE S  1,000,000

E.L DISEASE - POLICY UMIT %  1.000,000

B Media/Tech/Data/Network w/BfcO

Including Cybar Liability

M3445S230101 1/29/2023 1/25/2024 UmaofUabSiy $3,000,000

DESCRtPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, AdOlttonal Ramarfc* Schvdul*. may ba attiehad if mora apaea ia raqulrad)

Insurer Letteri.B - Excess Liability (Excess of $5M)}.Policy # tbd Limits of Liability $3,000,000 .
Insurer Letteri D - Excess Liability (Excess of $8M)> Policy « TBD Limits of Liability $2,000,000

Contract #2016-111C DOIT Cyber Security Rislc Assessment

CERTIFICATE HOLDER CANCELLATION

state of MH-

Department of Information Technology
Attn: Chief Information Officer

27 Hazen Drive

Concord, NH 03301

1  —

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHDRiZEO REPRESENTATIVE

Laura Duquette/LJD

ACORD 25 (2014/01)
INS025 (201401)

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Haien Dr., Concord. NH 03301

Fax; 603-271-1516 TOD Access: l-800.735-2%4

www.nh.gov/doit

Denis Coulet

Commissioner

May 12,2022

His Excellency, Governor Christopher T. Simunu
and the Honorable Executive Council

State House

Concord, hm 03301

REQUESTED ACTION

Authorize the Department of [nformation Technology, on behalf of the Department of
Revenue Administration (DRA) to amend the contract with NuHarbor Security, Inc. of Essex
Junction, VT, (VC# 273554) by exercising a contract renewal option and by increasing the price
by $98,000 from $499,000 to $597,000, extending the completion date from June 30, 2023 to
June 30, 2024, to conduct a multi-faceted security assessment on the Revenue Information
Management System (RIMS), effective upon Governor and Executive Council approval through
June 30, 2024. The original agreement was approved by Governor and Executive Council on
October 2,2019, Item #24 and amended on May 06, 2020, Item #74 and June 2, 2021, Item 5b.

100% Other (Agency Class 27) funds: the Agency Class 027 used by the Department of
Revenue to reimburse DoIT is 100% General Funds.

CAT#-DEPT#-AGENCV^-ACTIVITVfr-ACCTG UNIT#-.
ClEPf NAME -ACCTG UNIT NAM'e •. * / ' : '
CLASS-OBJECT.-ACCOiUNTbESC

Activity
•. I. Code

FV 2023 . TOTAL amount ' .

01-03-03-030010-76840000 - DolT-IT for DRA

038-500177 IT TechnoloKV Software
03840098 $98,000 $98,000

EXPLANATION

NuHarbor Security, Inc. will conduct a multi-faceted security assessment of DRA's
implementation of the Revenue Information Management System (RIMS). The detailed
assessment will be a comprehensive catalog of observations for each NIST SP 800-53 control
family assessed during the engagement. A penetration test of the Web Application Portal, Granite
Tax Connect (GTC) will be performed as required by IRS Publication 1075.

"/nnovor/ve Technologies Today for New Hampshire's Tomorrow'



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

Page 2

The Department of Information Technology respectfully requests approval of this
contract amendment.

Respectfully submitted,

Denis Goulet

DG/ik

DoIT #2018-1 lie

RID: 69520

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazcn Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access: 1.800.735-2%4

www.nh.gov/doit

Denis Goulct

Commissioner

May 12. 2022

Lindsey M. Stepp, Commissioner

Department of Revenue Administration
State of New Hampshire
109 Pleasant Street

Concord, NH 03301

DearCommissioner Stepp,

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved the Department of Revenue Administration's (DRA) request to amend a
contract with NuHarbor Security, Inc. of Essex Junction, VT, as described below and referenced
as DoIT No. 2018-1 lie.

The purpose of this request is for NuHarbor Security, Inc. to conduct a multi-faceted
security assessment of.DRA's implementation of the Reveriue Information Management .
System (RIMS). The detailed assessment will be a comprehensive catalog of observations
for each NIST SP 800-53 control family assessed during the engagement. A penetration
test of the Web Application Portal, Granite Tax Connect (GTC) will be performed as
required by IRS Publication 1075.

This amendment will increase the price limitation by $98,000, from $499,000 to
$597,000, and extend the completion dale from June 30, 2023 to June 30, 2024. •
The contract amendment shall become effective upon Governor and Executive
Council approval through June 30,2024.

•  A copy of this letter will accompany the Department of Information Technology's
submission to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/ik

DoIT #2018-111C

'Innovative Technologies Today for New Hampshire's Tomorrow'



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-1 n - AMENDMENT C

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 2018-1I I
Comprehensive Cyber Security Risk Assessment, on October 2, 2019, Item #24, and amended on May 06,
2020, Item #74 and June 2,2021, Item 5b (herein after referred to as the "Agreement"), NuHwbor Security,
Inc., (hereinafter referred to as "Contractor") agreed to supply certain services upon the terms and
conditions specified in the Agreement and in consideration of payment by the Department of Information
Technology (hereinafter referred to as the "Department"), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the
Agreement, the Agreement may be modified or amended only by a written instrument executed
by the parlies thereto and approved by the Governor and Executive Council unless no such
approval is required under the circumstances pursuant to State law, rule or policy;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain
respects;

WHEREAS, the Department wishes to have the Vendor conduct a multi<faceted security assessment of the
Department's implementation of the architecture provided by FAST;

WHEREAS, The Vendor agrees to conduct a multi-faceted security assessment of the Client's
implementation of the architecture provided by FAST;

WHEREAS, the Department and the Contractor wish to extend (he completion date from June 30,
2023 to June 30, 2024;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $98,000 to bring the
total contract price to $597,000;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and (he covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

.  1. Amend Section 1.7 of the Agreement (Page I) by extending the Completion Date from June 30, 2023 to
June 30, 2024.

2. Amend Section 1.8 of the Agreement (Page I) by increasing the Price Limitation by $98,000 from
$499,000 to $597,000.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

3. Amend Exhibit B Section l. Payment Schedule by adding Table 1.2 Department of Revenue
Administration Security Assessment as follows:

Table 1.2 Department of Revenue Administration Security Assessment

CA-SEC

Descriptiqn_

Technically Oriented Controls Assessment

NIST 800-53 r4 Security Controls Assessment and Gap Analysis.

Deliverables include;

•  Executive Summary

The executive summary serves as a high-level synopsis of

the engagement: This will include summarized results,
prevailing themes, and (where applicable), strategic
initiatives to improve the Client's security posture.

•  Detailed Assessment Reoort

The detailed assessment report will be a comprehensive

catalog of observations for each NIST SP 600-53 control .
family assessed during the engagement. Controls within
each family will be assigned an implementation status

(Implemented, Partially Implemented, Absent, or Not

Applicable), and remediation priority based on NuHarbor
Security's understanding of the Client's business goals and

other factors. This may be attached as an appendix to the

Executive Summary at NuHarbor Security's discretion.

2 Analysts

S Weeks each

Hourly Rate:

$175/Hour

Phase Total:

$70,000

TT-

WEBAPP

Penetration Test of Granite Tax Connect (GTC) Application

A penetration test of the Web Application Portal. Deliverables

include:

•  Technical Report-A comprehensive explanation of the

penetration test and findings.

•  All supporting evidence is property of the Client, and is
attached as an Appendix to the report.

Labor:.

1 Engineer

4 Weeks

Hourly Rate:

$175/Hour

Phase Total:

$28,000

Total Amount USD $98,000.00'

.1.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

4. Amend Exhibit H by adding the following:

EXHIBIT H - Attachment 2: IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRAa LANGUAGE

5. Amend Exhibit O by replacing
A. Exhibit H Requirements • Attachment 1

with

A. Exhibit H Requirements - Attachment 1 and Attachment 2.

Table 2 CONTRACT HISTORY

CONTRA^rr AND
,AMEND^NT..
NUMBER. " ■

AMENDMENT:

TYPE ..
G&C ,
APPROVAL

Date ,

•ENDDATO CONTRACT

■amount. "

2018-111 Oiiginal Contract October 2, 2019,
Item #24

June 3D, 2020 5499,000.00

2018-111
Amendment A

1" Amendment May 2, 2020, Item
#74

June 30, 2021 $0.00

2018-111
Aniendment 8

2nd Amendment June 2, 2021, Item
5b

June 30, 2023 $0.00

2018-111
Amendment C

3rd Amendment TED June 30, 2024 $98,000.00

-If .  CONTACT TOTAL $597,000.00,
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

KcUherUxe^ Cheney Date: May 10. 2022

NuHarbor Security, Inc.

STAT^^NE\^iA^S^RE
Date: 5^^2/2022

. Denis Goulet, Commissioner .

State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

Date: May 16. 2022

V.

State of New Hampshire, Department of Justice.

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of Che Secretary of State

Date:

Slate of New Hampshire, Department of Administration

Page 4 of4



STATE OF NEW HAfVlPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-lU -- AMENDMENT C

IRS Pub 107S EXHIBIT 7 SAFEGUARDING CONTRAa LANGUAGE

EXHIBIT H - Attachment 2: IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRAa LANGUAGE

I. PERFORMANCE

In performance of this contract, the Contractor agrees to compjy with and assume responslbllitv
for compliance by officers or employees with the following requirements:

(1) All work will be performed under the supervision of the contractor.

(2) The contractor and contractor's officers or employees to be authorized access to FTI
must meet background check requirements defined in IRS Publication 1075. The contractor

will maintain a list of officers or employees authorized access to FTI. Such list will be

provided to the agency and, upon request, to the IRS.

(3) FTI in hardcopy or electronic format shall be used only for the purpose of carrying out

the provisions of this contract. FTI in any format shall be treated as confidential and shall

not be divulged or made known in any manner to any person except as may be necessary

in the performance of this contract. Inspeaion or disclosure of FTI to anyone other than

the contractor or the contractor's officers or employees authorized is prohibited.

(4) FTI will be accounted for upon receipt and properly stored before, during, and after
processing. In addition, any related output and products require the same level of
protection as required for the sourcie material.

(5) The contractor will certify that FTI processed during the performance of this contract
will be completely purged from all physical and electronic data storage with no output to

be retained by the contractor at the time the work is completed. If immediate purging of

physical and electronic data storage is not possible, the contractor will certify that any FTI
in physical or electronic storage will remain safeguarded to prevent unauthorized

disclosures.

•  {&) Any spoilage or any intermediate hard copy printout that may result during the

processing of FTi will be given to the agency. When this is not possible, the contractor will

be responsible for the destruction of the spoilage or any intermediate hard copy printouts

and will provide the agency with a statement containing the date of destruction,

description of material destroyed, and the destruction method.

(7) All computer systems receiving, processing, storing, or transmitting FTI must meet the
requirements in IRS Publication 1075. To meet functional and assurance requirements, the

security features of the environment must provide for the managerial, operational, and
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

IRS Pub 107S EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

technical controls. All security features must be available and activated to protect against

unauthorized use of and access to FTI.

(8) No work involving FTI furnished under this contract will be subcontracted without the

prior written approvalofthe IRS.

(9) Contractor will ensure that the terms of FTI safeguards described herein are included,

without modification, in any approved subcontract for work involving FTI. .

(10) To the extent the terms, provisions, duties, requirements, and obligations of this.

contract apply to performing services with FTI, the contractor shall assume toward the

subcontractor all obligations, duties and responsibilities that the agency under this contract

assumes toward the contractor, and the subcontractor shall assume toward the contractor

all the same obligations, duties and responsibilities which the contractor assumes toward

the agency under this contract.

(11) In addition to the subcontractor's obligations and duties under an approved

subcontract, the terms and conditions of this contract apply to the subcontractor, and the

subcontractor is bound and obligated to the contractor hereunder by the same terms and

conditions by which the contractor is bound and obligated to the agency under this

contract.

(12) For purposes of this contract, the term "contractor" Includes any officer or employee

of the contractor with access to or who uses FTI, and the term "subcontractor" includes

any officer or employee of the subcontractor with access to or who uses FTI.

(13) The agency will have the right to void the contract if the contractor fails to meet the

terms of FTI safeguards described herein.

II. CRIMINAL/CIVIL SANaiONS

(1) Each officer or employee of a contractor to whom FTl is or may be disclosed shall be

notified in writing that FTI disclosed to such officer or employee can be used only for a

purpose and to the extent authorized herein, and that further disclosure of any FTI for a

purpose not authorized herein constitutes felony punishable upon conviction by a fine of as

much as $5,000 or imprisonment for as long as 5 years, or both, together with the costs of

prosecution.

(2) Each officer or employee of a contractor to whom FTI is or may be accessible shall be

notified in writing that FTI accessible to such officer or employee may be accessed only for
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

a purpose and to the extent authorized herein, and that access/inspection of FTI without

an official need-to-know for a purpose not authorized herein constitutes a criminal

misdemeanor punishable upon convlaion by a fine of as much as $1,000 or imprisonment

for as long as 1 year, or both, together with.the costs of prosecution.

(3) Each officer or employee of a contractor to whom FTI is or may be disclosed shall be

notified in writing that any such unauthorized access, inspection or disclosure of FTI rhay

also result in an award of civil damages against the officer or employee in an amount equal

to the sum of the greater of $1,000 for each unauthorized access, inspection, or disclosure,.

or the sum of actual damages sustained as a result of such unauthorized access, inspection,

or disclosure, plus In the case of a willful unauthorized access, inspection, or disclosure or

an unauthorized access/inspection or disclosure which is the result of gross negligence,

punitive damages, plus the cost of the action. These penalties are prescribed by IRC

sections 7213, 7213A and 7431 and set forth at 26 CFR 301.6103(n)-l.

(3) Additionally, it is incumbent upon the contractor to inform its officers and employees of

the penalties for improper disclosure imposed by the Privacy Act of 1974.5 U.S.C. 5S2a.

Specifically, 5 U.S.C. 552a(i)(l}, which Is made applicable to contractors by 5 U.S.C.

SS2a(m}(l), provides that any officer or employee of a contractor, who by virtue of his/her

employment or official position, has possession of or access to agency records which

contain individually identifiable information, the disclosure of which is prohibited by the

Privacy Act or regulations established thereunder, and who knowing that disclosure of the

specific material is so prohibited, willfully discloses the material In any manner to any

person or agency not entitled to receive it. shall be guilty of a misdemeanor and fined not

more than $$.000.

(4) Granting a contractor access to FTI must be preceded by certifying that each officer or

employee understands the agency's security policy and procedures for safeguarding FTI. A

contractor and each officer or employee must maintain their authorization to access FTI

through annual recertification of their understanding of the agency's security policy and

procedures for safeguarding FTI. The initial certification and recertification's must be

documented and placed in the agency's files for review. As part of the certification and at

least annually afterwards, a contractor and each officer or employee must be advised of

the provisions of IRC sections 7213. 7213A, and 7431 (see Exhibit 4, Sanctions for

Unauthorized Disclosure, and Exhibit S. Civil Damages for Unauthorized Disclosure). The

training on the agency's security policy and procedures provided before the initial

certification and annually thereafter riiust also cover the incident response policy and

procedure for reporting unauthorized disclosures and data breaches. (See Section 10) For
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT C

IRS Pub 107S EXHIBIT 7 SAFEGUARDING CONTRAa UNGUAGE

, the tnitial certification and the annual recertification's, the contractor and each officer or

employee must sign, either with Ink or electronic signature, a confidentiaHty statement

certifying their understanding of the security requirements.

III. INSPECTION

The IRS and the Agency, with 24 hour notice, shall have the right to send its Inspectors into the '

offices and plants of the contractor to Inspect facilities and operations performing any work with

FTI under this contract for compliance with requirements defined In IRS Publication 1075. The

IRS' right of inspection shall Include the use of manual and/or automated scanning tools to

perform compliance and vulnerability assessments of Information technology (IT) assets that

access, store, process or transmit FTI. Based on the inspection, corrective actions may be

required In cases where the contractor is found to be noncompllant with FTI safeguard

requirements.
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State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan. Sccrciary of Slaie of ihc Siaic of New Hampshire, do hereby certify that NUHaRBOR SECURITY INC. is

a Vermont ProHt Corporation registered to transact business in New Hampshire on November 18. 2013. 1 further certify that all

fees and documents required by the Secretary of State's ofTicc have been received and is in good standing as far as this'ofTice is

concerned.

Business ID: 735135

Ccrtincate Number: 0005765961

SI Off
s

Ik s
o •0

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be ofTixcd

the Seal of the State of New Hampshire,

this 2Slh day of April A:D. 2022.

David M. Scanlan

Secretary of State



NOTE: YOU SHOULD CONSULT YOUR ATTORNEY ON THE USE OF THIS CERTIFICATE
OF VOTE. THE DOCUMENT SHOULD BE CUSTOMIZED TO REFLECT THE TRUE
CORPORATE STRUCTURE OF YOUR COMPANY.

.  CERTIFICATE OF VOTE

(Corporation With Seal)

I, Justin Timlaid, do hereby represent and certify that:

(1) I am Managing Director of NuHarbor Security, an S-corporation (the
"Corporation").

(2) 1 maintain and have custody of and am familiar with the Seal and the minutes of the
Corporation.

•  (3) I am duly authorized to issue certificates with respect to the contents of such books.

(4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August 2021, which meeting was duly held in accordance with Vermont
law and the by-laws of the Corporation.

(5) The signature of Katherine Cheney, Director of this Corporation afTixed to any
contract instrument or .docurnent shall bind the corporation to the terms and conditions
of the contract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREOF, 1 have hereunto set my hand as Managing Director of the
Corporation and have affixed its corporate seal this 27* of April, 2022.

Justin Rknlald, Managins^irector, 04/27/2022



ACO#?o' CERTIFICATE OF LIABILITY INSURANCE DATE (MM/DOrVYYT)

4/25/2022

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIve OR PRODUCER. AND THE CERTIFICATE HOLDER.
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PROOUCta

Polly Inauranca Agancy, LLC

2300 St. Caorga Road

Niiliaton VT 05495
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<602)655-9000 | f« ̂  ...n.n..44.
rcooparlwinooaki.coa
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INOICATEO. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCReEO HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSiONS AND CONOmONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
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CERTIFICATE HOLDER CANCELLATION

Stata of HH

Dapartiaant of InfoziuLlon Tachnology
Attn: Oiiaf Infoinution Officar

27 Rason Drivo

Concord, NR 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POUCIE8 BE CANCELLED BEFORE'
THE EXPIRATION DATE THEREOF. NOTICE WILL BE OEUVERED IN
ACCORDANCE WITH THE POUCY PROVISiOKS.'

AUTHOmZEO REPRESEKTATIVS

Ronan Cooper/RC

ACORO 25 (2014/01)

INS029 (201401)

Tha ACORD nema and logo ara ragl'tarad marks of ACORO
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

27 Haun Dr.. Concord. NH 0330T
Fax: 603-27I-1516 TDD Access: 1-e00-73S-2964

w ww. r\h. gov/do i I

DcnU Could

Commissioner

May 10,202)

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord. NH 03301

REQUESTED ACTION

The Department of Information Technology requests placing this item on the Consent
Calendar.

Authorize the Department of Information Technology to enter into a contract amendment
with NuHarbor Security, Inc. of Essex Junction, VT. (VC# 273554) to accomplish the original
scope of the cyber security project by extending the completion date from June 30,2021 to June
30, 2023 with no increase to the Price Limitation of 54^,000.00. The original agreement was
approved by Governor and Executive Council on October 2, 2019, Item #24 and most recently
amended with Governor and Executive Council approval on May 6,2020, Item #74.

EXPLANATION

This time-only extension is being requested to address the optional services features of (he
original contract. The additional time request allows for both the state and the vendor to
appropriately address the optional services features based on the final reports created during the
assessment (hat were not able to be completed during the COVID-19 pandemic. ,

The contract with NuHarbor Security, Inc. will assist with comprehensive cyber security
risk assessment of the Executive Branch information technology enterprise. In addition to
determining gaps or shortfalls in the State's cybersecurity posture, a key. outcome of this
assessment will be a roadmap to improve the security, readiness and effectiveness of the State of
New Hampshire's cybersecurity posture.

'Innovative Technologies Todayfor New Hampshire's romorrotv'



His Excellency, Governor Christopher T. Sununu
and (he Honorable Executive Council

Page 2

The Department of Information Technology respectfully requests approval of this
contract amendment.

Respectfully submitted,

DC/kaf

DoIT«018.|llB

RID: N/A

Denis Goulet

"/nnovotrve Technologies Today fof New Hampshire's Tomorrow'



STATE OF NEW HAMPSHIRE
DEPARTMElsrr OF INFORMATION TECHNOLOGY

27 Hatcn Dr., Concord. NH 03301

Fox: 603:271.1S16 TOD Access: 1-800-735-2964
www.r\h.gov/doit

Denis Coalet

Commiuioner

May 10,2021

Daniel Disler

Chief Information Securiry OfTiccr
Department oflnfomtalion Technology
State of New Hampshire
27 Hazen Drive

Concord, NH 03301 . .

Dear Director Dlstor,

This lener represents format ootification that the Department of Information Technology (DolT)
has approved the Division's request to enter into a contract amendment with NuHaH>or Security, Inc. of
Essex Junction, VT, as described below and referenced as DoIT No. 2018- IIIB.

The purpose of this request is to amend an existing contract with NuHarbor Security, Inc.
to accomplish the original scope of the cyber security project by extending the completion
date from June 30,2021 to June 30.2023. In addition, the time request allows for both the
state and the vendor to appropriately address the optional services features based on. the
final reports created during the assessment that were not able to be completed during the
C0VID-I9 pandemic. ' .

This contract amendment includes the extension of the contract from June 30,-2021 to June
30,2023. There is no additional funding requested under this lime extension. The contract
amendment shall become effective upon Governor and Executive Council approval
through June 30,2023.

A copy of this letter will accompany the Depaxtmqnt of information Technology's submission to
the Governor and Executive Council for approval.

Sincerely,

Denis Coulet

OO/kaf

DoIT «2018-niB

'Innovotive Technologies Today Jor New Hampshire's Tomorrow'



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPRiCHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-1 n - AMENDMENT B

INTRODUCTION

WHEREAS, punuani to an Agreement approved by Governor and Council, as a resgtt of RFP 2018-111
Comprehensive Cyter Security Risk Assessment, on October 2,2019, Item <12, and amended on May 06,
2020, Item #74 (herein after referred to as the "Agreement"). NuHarbor Securiry, Inc., (hereinafter referred
to as "Contractor") agreed to supply certain services upon the terms and conditions specified in the
Agreement and in consideration of payment by the Depanrhent of Information Technology (hereinafter
referred to as the "Deparlmeht"), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment aiK) the'provisions of ihe'Agrcemeni, the
Agreement may be modified or amended only by a written instrument executed by the parlies thereto and
apprdved by-the Governor artd Executive Council unless no such approval is required under the
circumstances pursuant to Slate law, rule or policy;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certaln'respects;

WHEREAS, the Department and the Contractor wish to extend the completion date from June 30,2021 to
June 30.2023;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
AgrMmem and set forth herein, the parties agree as follow$;The Agreement is hereby amettddd as follows:
Amend Section 1.7 of the State ofNew Hampshire P-37 General Provisions by extending the Completion
Date from June 30, 2021 to June 30.2023.

[tABP l>Vp6NTRAi^
rpGNiTRACt. AND %
r-AMENDMENT-'

.A'MENbtiyfENT j

.TYPE i

• • , '.'-C M ' • ̂  -V' "•

iP'&c.'-.-.-V -
;Xb!!RovAl:-V-;. ;
?BAas---rrr.:-Rr"-.:

vp:p;DAT.E:->\'
i;v^f-V ■-

r .-..-y. ■ :vl-

CONT'lUeT
AMOUNT v

■  ■ i, " iyv;y*..K

20|8-II1 Original Contraa October 2, 2019,
Item IV74

June 30,2020 $499,000.00

2018-11!
Amendment A

1" Amendment May 06, 2020,
Item 874

June 30, 2021, $0.00

2018-111
Amendment B

2nd Amendment TBD June 30.2023 $0.00

i.-th^^ONTRACt^TOTALy

State of NH Contract
Date:
Contractor's Initials
Page of3



STATjE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TEGHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT2018-lil - AMENDMENT B

CONTRACTOR

Except as provided herein, all provisions of (he Agreement shall remain in full force'and effect. This
' modification shall lake effect upon the approval date from (he Governor and the Executive Council.- -

/

•IN WITNESS WHEREOF, (he parties have hereunto set their hands as of the day and year first above
wrinen.

'KfttKertnc'CKcney Apritzo. 202i

NuHarbor Security, Inc.

STATE OF NEW HAMPSHIRE

JLl^
Oenis Goulei, Commissioner

State of New Hampshire

Department of information Technology

Date: May 10.2021

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attoimey General

/s/Siacie M. Moeser .May 10, 2021

State of New Hampshire, Department of Justice-

Stale of NH Contract

Date: ■

Contractor's Initials KC

Page 2 of 3



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-1 n--AMENDMENT B

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the Slate of New Hampshire at the Meeting on: ^ • (date of meeting)

Office of the Secretary of State

Date:

■  State of New Hampshire, Department of Administration-

State of NH Contract

Date:
Contractor's Initials KC

Page 3 of 3



State of New Hampshire

Department of State

CERTIFICATE

I, Willitm M. Ctrdncr, Sccreury of Siste ofthe Suie of New Hanipshire, do hereby cenlfy that NUHaRBOR SECURITY TNC is

■a VerrnoM ProTti Corporation rc|istered to (ransoci business in New Hampshire on November 18,201S. I further certify thai all
fees and documcna required by (he Sccreitr)' of State's cfUcc have bem received artd is in |ood standing as fer as this ofhce is
concerned.

Business 10: 735135

Ccrtincstc Number: 000536289<

Off
%

£%

k.
O •V

A %
>1^

IN TESDMONY WHEREOF.

I hereto set my hand and cousc to be alTixed

the Seal of the State of New Hampshire,

this 5.ch day of May A.D. 2021.

William M.'Gardrtef

Secretary of State



CERTIFICATE OF VOTE

I, Juftin Flmlsld, do hereby represent and certify (hat:

(1) I am Monaging Director of NuHorbor Security, an S-eorporatlon (the
"Cofporation").

(2) I maintain and have custody of and am familiar wiih the Seal and (he minutes of (he
Corporation.

(3) 1 am duly authorized (o issue certiftcates with respect to the contents of such books.
I  _ ;

(4) The following staiements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August 3*^, 2020, which meeting was duly held in accordance with Vermont
law and the by-laws of the Corporation:'

(5) The signature of Katherine Cheney, Director of this Corporation affixed to any
contract instrument or document shall bind (he corporation to the-tcrms and conditions
of the contract instrument or document.

(6) The foregoing signature eulhonty has not been revoked, annulled or amended in any
manner whatsoever, and remains in full -force and effect as of the date hereof.

IN WfTNESS WHEREOF, I have hereunto set my hand as Managing Director of the
Corporation and hav&siC&xed its corpprate seal this of May, 2021.

^

Justin Flmliid, Manogirtg Director, 0SAIS/2u21



>*COWO* CERTIFICATE OF LIABILITY INSURANCE oitc ptxAonYrr)

4/23/2021

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY ANO CONFERS NO RlQHTS UPON THE CERTIFICATE KOLOER. THIS
CERTlFlCATe DOES NOT APFIRMATIveLY GR-NECATTVELY AMEND. EXTEND OR ALTER THE COVERAGe AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(8|, AUTHORIZED

REPRESENTATIVE OA PRODUCER, ANO THE CERTIFICATE HOLDER. '

IMPORTANT: .K (No MHincMO Koldor H M ADDITIONAL INSURED. th« pollcitNa) mual bo ondenod. If SUBROGATION IS WAIVED. «ub)ocl to
tho lontto ond condition* of tho policy, cortaln polldM may rMulfo an ondoraamant. A atalamant on (Ma c*nlflc«t* doaa not cenfar righta to th*
canlflcat* heldar in ll*u of auch •ndort«n*nt(a). - ■

Mioeucfji

Ninoeaki, LLC

D«al*rPellcy Inauraneo A^oney

2900 Sc. Coergo Road

Willlaton VT- 0549$

Benan Ce«p«r

I00a)«99-9000

iMMiia- ccoop*c|wlneeakl .cea
mauatarti *axe«eiae coYtitAea MUC i

•(suarai-UndarwriCara at Llevda. L«nden iss4a

Mtuato '

KuMorbor B«cuciCy.' Inc.

999 ltMa*Y«Xt Highway

C«let»«aCar VT 09444

anuacm': Hartford 19(92

•csvnac:Niaeoa Znauranoa Caoanv tno. AAH32000

««aMO:

anuafKi; •

•av«k».

covehaoes CERTIFICATE KUM8£R:CU14J11MM REVISION NUMBER:

h7
tTH

THIS IS TO CCNTW THAT THE POLICIES O^MSURMfCE USTEO SCLOW HMiC eEEM ISSUEO TO THE MSUREONAM&OABOveFORTHEPOUCYPEmOO
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CCRTIflCATC hMY BE ISSUED OR MAY PERTMN, THE INSURANCE ̂^FINtOED BY THE POUCtCS DESCRISEO HERSM IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POUCIES. UMTS SHOINN MAY HAHilE BEEN REDUCED BY PMD CLAIMS. '

nsn
TYFtOFMWIUDCt

mt
FOlC iHTTI

CewBACwM etWIAM, LMNUnr

OCCtft

CENL MORtOATf UMlT«mJH PVb

loewucY r~]!
etXA: '

assaa. TWWMt

aOMMIYtlM

ftlCH OCOAIADCE

ojMibiTdUmHJ ^
fBdnaajtAfmnmiTti,

ka> ejg (Axy )

ftRWM LAOVMAIRT

OCNCNM AOOMOATt

mODUCTt • COMMONAM

TCBBtroanmBBr

J.OM.MO

lee.oM

S.OM

taeladad

A.ooe.oM

MmHOBLtLMNUTV

mrM/to

ewwgiMl OM

3.000.000

■ocnr MJURT

Mnos

MMBAIHOS 'X

iCMEOuLeo
AUTO
MOMOYWCO
AUTO

I/U/X43I •OOAY MJVttT lioaiwl

WBWWTTOBT
law NrtHwal

WMRUXALMO

jaeiMUAO

3S3.£

OCCIR

CLAHtiMOC

■ACw eCCUWRCNCt >.000.000

>.000.000

MTtwnowt JLSSt
nOMCM COKFtMAlKM
AMD CHFLOrCitr uusjrr
WAT mOMMTORMRTMCAltXlCUlM

IZClUDtST
IHWeWf hiWI

ogCT»nWO>OWAATW3iNN>

• JmUa riMMJ
TTWS—
« Ictatuti

nmr
im

«

H
El. BACM ACCeCKT 1.000.000

• XnCAFWY* IX. OtlACI • (A CMAlOni 1.000.000

llOUCaoi •'POUCY uurr 1.000.coo

bM«» Foitoy (laeoaa t IIOM

HMia>T«eh/Dac« < Katoork •OMMPIIM

ilii/mi iMAiMily

IMtalUM^

l>,000.000

>>.000,000

M>c«pnoMcroPCK«T«miocAno«tfYiMCU> (ico*o.t*i.A« ilUa»«>M Hki>iii.<My*aiO«tM«IaNm»aa»iiw»Mwr)

9t«t« of NH - Dapaftaant of Znforaation T
AtUi:D«nl* Ooulat
27 Hacon Orivo
Concord, KB 09301

. 1

SKOULO AMY OF TMS AOOVS OCSCKnEO POUCCS OE CANCELLEO OEFOHE
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STATE OF NEW 3:45 OAS
DEPARTMENT OF INFORMATION TECHNOLOGY

V Hazcn Oir^ Concord.' NK <0301
fi*: e03-J71.l5U •fOOAcceu: 1^735-2964

www.nh;goy/doit

74

Ocnli Ceukt

Coounujionrr

March 17, 2020

His Excellency, Governor Christopher T. Sunun'
and 0\e Honorable Executive Couhcil |

State Hoiise {
Concord, NH 0330!

REQUESTED ACTION

The Department of Ihrormatlon Technol|>gy requests placing this item on the Consent
Calendar. . ' . i

Authorize the Department of Information .Technology to amend an existing contact with
NuHarbor Security, Inc. of Essex Junction, VT, (VDf 273554) to accomplish the origin^ scope
of the cyber security project by exercising a contract renewal option by extending the completion •
date from June 30, 2020 to June 30. 2021. The original agreement was approved by Governor
and Executive Council on October 2.2019, IlemN24. Time extension only, no new funding.

■  EXPLANATION

This time-only extension is being requested to address the optional services features of the
original contract. The additional time requeslj allows for both the. state and the vendor to
appropriately address which optional features are most important to pursue, based on the final
reports created during the assessment.

The contract with NuHarbor Security, Inc will assist with comprehensive cyber security
risk assessment of the Executive Branch information technology enterprise. In addition to
determining gaps or shortfalls in the State's tiybersecurity posture, a key outcc^e of this
assessment will be a roadmap to improve the security, readiness and effectiveness of the State of
New Hampshire's cybersecurity posture. |

'Innovotlvt Ttchnologles Todo^for Ntw,HampiMn's Tomorrow



HU Excellency, Covemor Christopher T. Sununu
liftd the Honorebie ExeexMlvc Council

Pige 2

The Departmeni of Informatiort Techndlogy respectfully requests approval of this
contract a/nendmeni.

Respectfully^ubmiited;

Denis Goulct

DGAif
DolT tf20l8-UIA

"fftrtovorfve Technologlts Today for Ntw Mompifilrt't Tomorrow'



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INJ^ORMATION tECHNOLOCY

'  1(1 Hasen OrJ Concord. NK 03301
Pax: tODAcccu:1-«X>-735-»64.

www.nWgov/doit

Dents Goolcl

Commlulofier

March 'l 7, 2020
Daniel Distcf ■

Chief infoniiation Security Officer
OepArtmcfK of Inforrnation Technology
State of New Hampshire
27 Hazen Drive
Concord. NH 03301

Dear Director Dtster,

This letter represents formal notification that he Department of Information Technology (DoIT)
has approved .the Division's request to enter into a contract amendment with NuHarbor Security, Inc. ofEssex JuTKtion, VT, as described below and refertncecj as DoIT No. 201S-111 A.

Tlie purpose of this request is to amend an existing contract with NuHarbor Security, Inc.
to accomplish the original scope of the cyber s^urity project by extending the completion
date from June 30. 2020 to June 30.2021. In liidition. the time request allows for both the
state and the vendor to appropriately address which optional features are most impOTtant to
punue, based on the final reports crated during the assessment.

This contract amertdment includes the extension of the contract fr:om June 30,2020 to June
30.2021. There is no additional funding reque:
amendment shall become effective upon .C
through June 30.2021

ted under this time extension. The contract

)vemor and Executive Council approval

A copy of this letter will accompany the Dep^ment of information Technology's submission to
the Governor and Executive Council for approval.

Sincerely,

OG/haf

DoIT ff20lg-lllA

\

Denis Goulet

'Innovotlvt Ttchnologles Today for New MampihUe's Tomorrow



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018.111 - AMENDMENT A

INTRODIICTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 2018.11)
Comprehensive Cyber Security Risk Assessment, on October 2,2019, Item #2, (herein after referred to as
the "Agreement"), NuHarbor Security, Inc., (hereinafter referred to as "Contractor") agreed to supply
certain servicei upon the terms and conditions specified in the Agreement ar>d in consideration of payment
by the Department of Information Technology (hereinafter referred to as the "Department"), certain sums
as fpcciOed therein:

WHEREAS, pursuant to the Agreement Section 18: Amendment'end the provisions of the Apeem'ent, the
Agreenient may be modified or amended only by a written instrument executed-by the parties thereto and
approved by the Governor and Executive Council;

whereas, the Vendor artd the Department have agreed* to amend the Agreement in certain respects;

WHEREAS, the Oepuiment wishes to extend the contract completion date for an additional year in order
to address the optional services feonrrcs of the original contract. The additional lime request allows for
both the state and the vendor to appropriately address which optional fe^res are most important to pursue,
based on the final reports creat^ during the assessment. This amendment does not expand or decrease
the overall Statement of WoHt and/or Deliverables, or does noi changis the contract (o expand or decrease
.the total paymem amount beyond what is defined in the original contract;

WHEREAS, the Departmeni and the Vendor wish to extend, the completion date from June 30, 2020 to
June30.'202l; ,

WHEREAS, the Deparlment and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in considerellon of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parlies agree as follows;

The Agfcement is hereby amended as followj;

1. Amend Section 1.7 of the State of New Hampshire PO? General Provisions by extending the
Completion Date from June 30,2020 to Juhe 30.2021.

State of NH Contract
Dale: ovowo

Contractor's Initials Xo
Page . I of 4



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 ~ AMENDMENT A

TABLE I: CONTRACT JPSTORY ;

CONTRACT AND
AMENDMENT

NUMBER

AMENDMENT

TYPE
CScC

APPROVAL

DATE •

END DATE

i
i

contract

AMOUNT

Original Contract October 2. 2019,
Item 124

June 30,2020
1

5499,000.00

20l&-ni

Ameodment A

1" Amendment TBD
f

June 30,2021 50.00

CONTRACT TOTM. 5499,000.00

StBte ofNH Contraci'
Dale; 0VOV20

Contractor's Initials

p»g« ■ 2 of 4



STATE OF NEW HAMPSHIRE

department of information technology
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

'  CONTRACT 2018-111 - AMENDMENT A

CONTRACTOR

Except u provided herein, eli provisions of the Agreement shili remain in full forte .and effect. This
modification shall lake effect upon the approval date frorn the Covemor and the Executive Council.

rNyU2i£S§^WHER£0F, the parties have hereunto set their hands as of the day and year first above
mtien.

UL6U
Date:. 03A)9/2020

Kottxirine Cheney

NuHarbor SecuriQr, Inc.

Corporate Signature Notahted:

Kelsey Adems' Notary Public

STATE OF

COUNTY OF Chitterrdert

On this the 9th day of March 202-^ before the undenigned officer, personally appeared the
person identified dittctly above, or satisfactory proven to be the peiun whose name is signed above, and
acknowledged that Vhe executed this document In the capacity indicated above.

fN WITNESS WHEREOF I hereunto set my hand and official seal.

Notary' Public/Justice of the Peade

My Commission Expires: Jamipry 31, 2021

(SEAL)

.0^ -FYAfi-X

State.of NH Contract

Date; OMwao

Contractor's Initials

Page 3 of 4



STATE OF NEW HAMPSHIRE ;

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-lli - AMENDMENT A

STATE OF NEW HAMPSHIRE • /

^

Denis Coulei, Cbmmissioficr

. State of New Hunpshire ^

. Departmen! of Infonnatloft Technology

I

•  . t *

The preceding Amendment, having been reviewed by this ofTice, is approved as to form, substance, and •
execution. «

Approved by the Attorai

Date:

State of New Hampshire, Department of Justice .

I hereby certify that the foregoing amendment was approved by (he Governor, and Executive Council of
the State of New Hampshire at the Meeting oo: of meeting)

OfRcc of the Secretary of State .

■ Date:

State of New Hampshire. Department of Administntion

State of NH Contract i

Date;, oarowo.
Contractor's Initials

Page . • 4 of 4



State of New Hampshire

Department of State

CERTIFICATE

I. -Nyilliun M. Ctrdncr, Secretary of Stete of the StMc of New Heffl^irc, do hereby ccnify iKm NUHARfiOR SECURITY

(NC- ts I VermoAl Profit Corporation rcsidcrcd to transact business in New Hampshire on-November It, 2015.1 further certify

thai all fees tni documcrtts required by the Seerctary of Stale's office have been received artd is in good standing u far ai this

office is cottcemed.

Basineu 10: 73S13$

CMifictte Number: 0004$3a»t

i®

O

A %
%

it

rw TESTIMONY WHEREOF.

1 h(rtto set my hand artd cause to be afTix^

the Seal of the State of New Hampshire,

this Irt day of Rity A.O. 2019.

^^4

William M. Gardner •

Seer ctary'of Stale



CERTIFICATEQFVQTE

I, Justio Fimlaidf do hereby represeol and certify ihat:

(1) I am Managiog Director of NuHorbor Security, an S^orporvrioo (the
"Corporation");

(2) I maintain and have custody of and am famiijar with the Seal and the mirtutes of the
Corporation..

(3) ( em duly authorized to Issue ceTtificates with respect to the contents.of such books.

(4) The following statements are trv^ and accurate base^ on the resolutions adopted by
the Board of Oirectors of the Corporation at a meeting of the said-Board of Directors
held on Augtut 2018, which meeting was duly held in accordance with Vemioni
law and the b^-laws of the Corporation.

(5) The signature ofKatberine Cheney. Director of this Corporation affixed to wy
contract instniment or document shall bind the corporation to the terms and conditions
ofJhe contract instrument or document.

(6) The foiegoing signature authority has not bun rcvok^, annulled or amerrfcd in any
manner vriiatsoever. and remains in full force and effect as of the date hereof.

fN WITNESS WHEREOF, I have hereunto set my hand as Maoaglag Director of the
Corporation and have affixed its corporate seal this 9^ of March, 2020.

cctor, 03/09/20ustio Amlald, agiogMa

ttML
3015

J
(SEAL)

I *

STATE OF Vermoot

COUNTY OF Chitteodeo

Oii this the 9tb day of March, 2020, before me. Justin Flmlald, personally appeared end
acknowledged himself to be the Managing Director, of NuHarbdr Security, a
Vcrmoat corporation, and that he, as such being authorized to do so, executed the
foregoing instrument.

IN WITNESS WHEREOF I hereunto set my hand and-official seal.

Kelsey Adams, N^ry Puplic .63/09/2020

My Commission Expires: Jaouai7 31,2021
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STATE OF NEW HAMPSHIRE
DEPAATMCf/T OF (NI^ORMATION TECHNOLOGY

I? Hawn OrJCoAcortf, NH OUOI
Pai: aoyzn-lSU tDOAccm:14ao>;».2964

' Wwwj\hl|ov/daU

0<n(j C«etcl

CommliileMtr

His Excellencx, Governor Ctuittophcr T. Sunun'i
and the Honorable Executive Council

State House

Concord. NH 03301

Au^^uii 21. 2019

REOUESTEb ACTION

Authorize the-Department of Irtformslion Technology to enter into a contrect with
NuKarbor Security, Inc. of Essex iunction, VtJ (VC9 273S54) in the amount hot to exceed.'
.5499,000.00 for the purpose of providing A comprehemive cybersecurity risk assessment pf the
Executive Branch irtformation technology enterprise, efTective upon Governor and Executive
Council approval through June 30, 2020, with u option to renew up to (I) one time for (I) oneyear upon unscni of both parties and Governor a/jd Executive Council approval.
100% Cfipitol Funds: Funding is available in the Department of Information Technology
accounts as follows. 100% Capital Funds.

CAT»-DEPT*ACENCYtf-ACTIVlTY<L

ACCOUNTINC UNIT U- DEPT NAME- AGE
NAME -ACCOUNTINC UNIT NAME CLAS

OBJECT -DESC

NCY

i- •

ACTIVITY

CODE .

FY 20

0)-03-03-030030-17030000 - DoIT Cyber Sccu/^
Program Enhancement
034-500099 Capital Project

N/A • 5499,000.00

EXPLANATIONATION

ihire is erAs a public entity, the State of New Hampshire js exposed to the full range of cyber threats
on a continual basis; malware, botnets. ransomware, and denial of service attacks do not
diKriminate any network coitnected to (he ̂ temet is exposed to these threats. The old
boundaries of cybersecurity end cyberattacks ere
disdnci types of malware, to nation*state tactic
advantage lies in this fluidity, exploiting endpoint vulnerabilities.and inadequate security

'Innevetlvt Uthn^ogitt Todof/o Ntw^Htmpthltr's Tetnomw

lisappearing — from the network perimeter, to
vs. that of the cybercriminal. The attacker's



Hb Exullency, 0«vemor Ch^iitophcr T. Sununu
•  lAdChc HenonbU Executive Council

controls; reshsping attacks to evade detection; and repurposing tactics, techniques and'
procedures for ̂ eir own use. It has been said ;hst "You don't know what you don't know" and
10 that end. the State of New Hampshire Is punuing an independent,' comprehensive
cybenecurity risk assessment In order to focus qybersecurity resources on the biggest risks and
gaps In our security posture. The contract vfith NuHarbor Security, Inc.- will 'assist'with
comprehensive cybersecurity risk assessment ofjthe Executive Branch ird'ormatidn technology
^terprisc. In addition to determining gaps or shortfalls in the State's cybersecurity posture,' a
key outcome of this assessment will be a reidmap to improve the security, re^iness and
effectiveness of the State of New Hampshire's cj^bersccurity posture.

I

The alternative • without this.contrect • w^uld leave DoIT and the state Executive Branch
agencies with minimal ability to assess cybersecurity gaps ai^. vulnerabilities across our
enterprise networks,'serven end appiications that contain serultive and confidentia] citizen and
State data. The state does not possess (he resources, expertise or time to conduct a comprehensive
artd tndependcni cybersecurity assessment of thiV scope and. depth, to the slate will continue to
be at significant risk of unknown magnitude.

This contrect is the result of a conipetitive. solicitation under DolT 2018-111
Comprehensive Cyber Security Risk Assessment issued on January 08, 2019. The scoring'
committee consisted of (5) five state employeesjeaeh with expertise in the RFP review process'
and-expeitise in the required areas. The scoringi team determined NuHe/bor Security, Inc. met
the minimum qualificationt arid received the hithesi overall s(^ of aH j^opotaJs to the REP.
The Department of Information Technology reJunmcnds NuHa^r Seutrity, Inc. be awarded
this contract. . 1

The Department of Information Technology reipccifully requciti approval of this
contract.

DC/kaf

DolT#20I8-U(

RID:- 43666

Rtspectfiilly submitted.

Denis Goulei

'MAcverrvr Uehnohgitt Todof/9 Htw HomfisMri't Totponow'



Ventfdr Njme-
T^hntcal - Prke • Invited to

Proposal Cost • points points Total poirits Present

I l!lul=UflS6f- '• •• .  r ■' ■ -.5259:000:00 :. . ■ ."M's -: ■; : ^T2ii yes
1 Cybef befente Te<hnotory $393,400.00 625 63 688 v«s
3 ianus Assoc. - $196;i69.00 535 127 662 yes
4 Schnetder Oowm Sl89.000.00 470 132 602
S U3 ■ $111,000.00 340 '  225 S6S
6 AT&T $422,000.00 480 59 539
7 CBTS- $191,000.00 385 131 . S16
8 Presidio Nctwotlied Soiutiont * ssoo.ooaoo 380 SO - 430
9 JHI $321,700.00 305 78 383-
10 Veritable Security $291,000.00 275 86 161
12 IC W^rBV >nt. $175,000.00 0 143 143
12 Connection $394,000.00 0 63 63

Kcviewen ■ Job Oassmeatlon & Oualiflcatldns
A Daniel Oistef Otief Information Security Officer • Dorr
8 Theresa Pare Curtis Director of Web Services • OcIT
C Richard Bailey Assrstani Commissioner * 005

Oave yigneau has been the seniot member on the
o • OavU Viitneau IT Manager V. QoiT - state's rr security team for over 10 years.

Don Amendum is the state's leruor networkirtg
eipen. with responsibility for rtctwork security for

c Don Amertdutn rr Manager V - OofT over 15 years.



rORM NUMBER F07 (rcnien S/I/IS)

Hatice: TliU tfrttmeni and ill of its inachfflcnu ihill bccomi public upoa submliilon to Governor ortd
Executive Couficil for ipprovtL Any infoftnoiiofl thii it privite, conridcruii! or proprkipry mutt
be cicirly ideaiined to'the i|cncy a|r«ed to in «rtiin| prior to il|nlAg the eontnet.

ACREEMEm" ! ^ "
The Sute of New Himpthire ind (he Connetcrhcrtby mutuilly-i|rce u fellowi:

GENERAL PROVISIONS

I. IDENTjFiCATlON.
i.l Stitc Agency Nimc
Ocpartmcftt of bifermsiiofl Tcchnotogy

I.] Stote AgciKy Addrttt
V Huen Drive. Concord. NH OJ^OI

I.) CpAVOctor Name
NuHartor Sacurirjr. inc.

KO Controcior Addrcit
River'Raod. S«Ui4

ElMif lltftdio^ VT04542

IJ Controcior Phone

.Number

tOO-RlT.3TIP

1.0 Aceoum Number

0l4)-0)-030020-l70)0000>
014.500099

i.t Completion Due

Mme50.2020

I.l PHccUmiuilen

t499.000.00

1.9 Cofttroaing Officer for Sum Agency
Oenk CmIci. CommUsiofter

I.IO Sute Agency Tctepboftc Number
«)-23J-J703

1.12 Name end Title of CentncterSign.iioryor Stgheturel.ll Coo^

uu
1.12 A geiiK . Coonty'7

On TWbrethe undcftlgnedeincer.pefieoitly eppeir^ the pemen Identined Inbledi l.l2.drMtFiBKtorlly.
proven to be the person whose name ri signed in block I.l I. and icknowlcdged thai executed ihiidocumcnl in theeipeeiry
indieeted ihWock J.I2. ;

,  , wimwn I

I ■ i

1.13.1 SifnutircofN of (he PucePublic Jail

1.12.2 Nvnc end Title ̂ Notary or Justice of (MPetce
litJsiMAdah^s,, NoUn^

Agency Signatory

kdmimstntiolC Diviiion of Penonnel (lJopptk^4)

1.14 StMAgcrKt^i;

I.Id AppronlbyiheN.H.Oep«rtmeniefAdmtnistritl^ Diviiion of Penonnel f{foppfkeO/e;

. 8y: Oirecior, On: .

1.(7 Aoor^l rol (Perm, Substanu aad Eaecution) (f/eppUcobIt)

On.

l.ll Approval by (he Governor end Executive Council. (tfepplleebttf

By: On:

Page I of 4



J. cmploymcntofcoktractoiwcrvicesto
ec FeRFORMCO. The Stkte pfNew Hemptluit.
ihroii^lhe iftAcy idtntifled in block I. I •
cencreciot itftniirtcd in block I.) C'CoMrector'^ lo perfonn.
tnd'chc CoHtnclor thell pcrfom, the «vO(i or uts oT|00ds. or
both, i^enlined end more ptniculvly deieribed in ihe laKhcd
EXHIBIT A which ii incorpomted herein by reference
CScivke*").

y EFFECTIVE OATE^IOMPtETipN OF SERVICES.
3.1 Nocwithtundingonyprovitionorthit AiTKmmiet^
ce«tr«fy, end lubject lo rtk eppr««tl of (he Governor end
executive Ce'anc>i of dw Suie of New Ktmpthue, if
•pplicsble, ihb Apecmem. end til obKgtUont of (he pcnlu
hereBrtder, ihtll become cfrcetlve on the due (he Governor
•Ad fiaecwilve Council epprov* Uiii Agreement •« Indleued In
block I • 11. untctt no lucb epprovtl b required, in which eaie
(he Agreemeru thtll become effeetive on the dete (he
Agreemeni U signed by (he S(e(e Agency u shewn in block
(.|4("Errec(ive0t(O.
3.3 I r (Ik Ceamctor ccmmmut (he Servica prior to (he
Eirec(ive Oeie. til SerVkes performed by (he Coo(rK(or prior
(o (he EITeciive Date shell be pcrfenned •( (he sole risk of (he
Controctor. end in (he event (IM this Agreemeni dees not
become cfTcciive, ihc Sute shell hevc no lUbiliiy (0 (he
Coetr»c(or, fncluding wkhooi limltsiien, eny cbllgsiion (p pay
(he Controctor for »ny costs Mcuired or Scr^fccs performed.
CoAtrtctor must compteic ell Servfcei by (he Compleiion Ottt
spccincd.in block 1.7.

4. CONOITlOrtAt nature of acrceMent.
Notwiihstsnding tny provisioa of Ikis Agreement (o the
contrvy, til ̂ iptlons-of the Sute heretindcr. inelwding.
wUhoui l.imittiion, the eominutnce of psymertis hereundw. ere
cotuingent upon the tvtiUbtlky end'continued eppropristion .
of Rmdv tpd tn.no event slull the Sute be lltble for any
psymctus herctmdcr in bxc^.ef such evetlcble eppropristed
fends'.. In (he evetu eft reduciieh or temineiion of
eppropriued funds, the Sate shaU have the right le withhold
payrnqni «mil such fends become evoilebls. if ever, end s^s^
have (he right to terminsu thb Agreement immediaieiy upon
givingthtCottrrecternoticeofstrehttfTT)lnitio(L TTtcStetc
thel) rtot be rtquHed to (nftsfcr fendi tVim any ether account
to itM Acoeuni idcnUflcd in block t.d in (he event fends in thai
Account arc rdduccd or unsviilable.

5. contract pricc^rice limitation/
PAYMENT.

5.1 The'comrwi price, meihod of payment, and terms of.
payraeni are IdemifWd and mort panlculariy described in
EXHIBIT B which Is incorporated herein by rcferenu.
yj The payment by the Sute of thb eoatract price shall be the
only tr4 (he eomptete rcrmburtcmetu to (he Contractor for all
expenses, of u^atcver nature incurred by the Contractor in the
performance 4tertof. and shall be ihe on^ and '(ha complete
eompensstlea to the ConirKior for (he Services. The Sute
shall hava no liability to the Connctor other than the eeniract
price.

PdgeJofd.

■3.3 The Siitt rcicrvei Ihe right to effici ffem iny ameunu
Otherwise payable to ihe Coniractol under this Agreemeni
those liqulditcd amounu required or permincd-by N.H. RSA
10:7 through RSA IO:7-< or any other prevision of law.
S.4 Noivvithttanding any proviilon in this Apacrrwnt to the
contrary, and nei'withsundingunexpected circumsuneei, in '
no event shall the total ofall payments authoriud, or letually
made hereunder, exceed (he Price LirRitilion set forth in block
1.1.

d. COMPLIANCE BY contractor WITH LAWS
AND regulations/ equal EMPi^TMENT
opportunity.'
d. t In corMction with the. performance of (he Services, the
Contractor shah comply with sll itatuies, lawi.'rc'guUtlons,
artd erdcra of federal, 'mta, county or munlclpel eatheritws
which Impose any obligation or duty upon ihi Cenemcior. . .

• Inclvding, but not limited to, civil rights and equal opportunity
lawi This may include the rtquiremcns to utillxe auxiliary
aids and servicei to ensure that persons with communication '
dbablliries. incfeding vision, hurmg end speech, can
colnmunicaic with, rccei^ information frerp, and convey
infotmation'tothe Centractof. In addition, (he Coniraeior
liteli ̂ ply with all applicable copyright laws./
d.3 During (he arm ofihli Agreieffleni. the Conoacior shall
not dlscrtminaie'igaiAst employees or applieana for
cmptoymeni because oTrace. color, religion, creed, age, i4x.
handicap, sexual erienutlon, or national origin and will take
afrirmative action to prevepi such dtscHminailon.
d.3 ifihis Agreement is funded in anypais by monies of the
United SUtcs, (be Contractor shall comply with all ihe
provbl^ of Executive Ordcr.No. I I34d CE^usI
Employmcni Oppenunity"), as supplemented by the
rcgubtlons oftha United States Oepanmeni of Labor (41
C.F.R. Pan dO). and with any rules, rpgulations and guidelines
u the Stele of New Hampshire or the United States ItttK to
Implement these regulatlona. The Contractor ferther agrees to
permh (he State or United States accat to any of the
CdftVn^nt'i books, records and accounts for the pirpeic of
aMettnlning compliance with all ntlei, rtgulaiionj and erdm,
and the covenant*, icrmi and conditions of this Agrtemeni

7. personnel.
7.1 The Connctor shall at its o«m expense provide all
personnel nccctury id perform the Services. The Connictor
wtntnts that all penonnel-engaged in the Services shad be
qualiricd to perform the Services, and shall be properly
licensed and otherwise authorited to do so under all applicable
laws.
7.3 Unicii othcrwiM authorited in writing, during (he term of
this Agreement, and for a period of six (d) months after the
Corripletion Oaie to btock 1.7, the Contractor shall not hire,'
and shell not permit any csbcontractor or other person, firm or
corporation with whom is engaged in a combined effort I'e
perform the Servleci to hire, any person who it a State
employe* or elfieial. who Is materially involved in the
procurement, admimitratioh or performanee of this

Contractor tmii&isiiiidU ^ .



At/tcmcfil. T)iti pfovbbn larvin'tcfminiiionefthii
A|;*emtni.
7.3 Tbe Ccnir«ctifl| OfTiccr ipecificd in block 1.9, or hit or
h«r lucccuor, ihill bt ihc Sitte'i rtprtttntitivc. In the event
oftny dlipvtc coflcemini the Interprmtion of ihli Afrcemeni,
the Coftnciin^OfRccr't decision ihiU be rinil for (he Suit.

8. CVCNT OF OCFAUtTmeMeOieS.
1.1 An/one or more of (he (oltowini-Kii or cmUtiont of (he
Connetor ihell conitinne i/i event ofdcfuh hereunder
rCvew of Dffevft-):
1.1.1 fbihirc to pcffonn the Senrkes latbbctoriiy or on
tchcduk;
1.1.3 feilwre to'lubmli «ny repeit noulrvd hervunden oneUor
I.I.) fbllurt to perform any other cevtfl»nt,icfm or condition
ofthii.Atrcemcni.
1.2 Upon (he occurrence of any Event of Oefawtt, the State
may take any otM. of more, or an, of the foDov^i oettont:
8J.I |lve the Contractor a wrinen notice ipceifyipt the Event
of Ocfttiii and requirint it to be remedied wkhm, in the
ibacncc ofa traatercr leam ipcclfketion of time, thirty (30)
dayi (he date of the notice; and ifitrc Event of Ocfaoli U
not lirnety rentedicd, lenninate thii Atrttmem. effective two
(2) day* aher ilvfaif the Centrteter notice of termlftatien;
1.2.2 live (he Cencrtcter a wrinen notice ipecUytaf.thc Eveat
of Oefbult and ttopendini all paymems to be trader ihb
Afreemeni and erderini that the portion of the coatrtct price
which-would othervrite accrue to the Comftcter 'durini the
period from the date of such notice «nitl tnch time ii the State
dctertninei thatiha Contrtetor hai cured the Event of Defcuii -
ihali never be paid to (he Ccinncter:
t.2.) set off etalMi any other ebiittiicat the State may owe to
the Contruior any damaiti ihe State lofTcn by reason o^any
Event of Oefaoh; and/or

1.2.1 treat the A|reemem as breeched ttsd purMe any ofiu
remedies at Uw or tn equity, or both.

9. OATA/ACCCSS/CONFIOCfmAtlTY/
PRESenVATlOfl.

9.1 As lued in this A|retmcAi, the word "dau" shall mean all -
information and thin|i develop Of obtaiaed durln| (he
pcrfdnnance of.' or acquired or developed by reason of. this
Afreement. includin|. but not limiud to. all stttdiet. reports,
flla, rpflnutae, lurvayt, map^ charta, aound rccordinp, video'
rece^^'lnti, pkiorial rcprodvuions, drawin|s, analytct,
paphie reprcscmationa, computer propi'ms, ccmpuicr
prinioins. notes, kttcrt, mcffionndi. papers, and dKuments,
III whether nntehed Of unflniihed.

9.2 All data and any property which hu been received horn
the State or purchittd with hmds provided ferihst purpose
under this Aptemcnt, shall be the property of iha Still, and
shall bq returned to the State upon demand or upon
termination'of this Agraemeni for any reason.
9.3 ConTidcniisltty of dsia shsll be iovcrncd by N.H. RSA
chapter 91'A or ether cait(in|.Iaw. OiKloturt of dita
requires prior wrincrt approval of the Suie.

P«8C

10. TERMINATION. In the event of an early termination of
this Atrecment for any reaion other than the completion of the
Services, the Connetor shall deliver to the Connoting
OfTiccr. not later thai) Tiflieen (13) days after the date of •
terminal ion. • report ("Te'rmlnition Rcpen") daseribing in
detail all Services perfopned, and theconmci price .canted, to

- and including the data of termination. iTte formi, subject
miner, cbntent,,aAd number ofcdpia of the Termination
Report shall be identical to those ofany rinal Report
described in (he artach^ EXHIBIT A.

i i. CONTRACTOR'S RELATION TO THE STATE. In
Che pcrformaAca bflhli Agreement the Contrecier is In all '
rctpccti an iodepcndcni conmeter, and is neither en agent nor
M cmptoyte of iSte State. Nciihar tht Contiicior nor any of Ita-
ofTlcert, empiuycci, agerwa or mernbcn shall have authorsry io
bind (he State or ireecivc any beneftti. worfcert' eompensailen
or other emoluments provlded'by the Sutc to Its employees.

12. ASSICNMENT/DELECATtON/SUBCONTRACTS.
The'Contractor shall noi auign, or otherwise (ransffr any*
inierett In (his Agrecment-wiihoui the prior wrt'nen notice and
eoasem of the State. None of the Services shall be

lubcenoteted by-the Cootnctor without the prior wrincn
notlea end consent of the itate.

IS. INDEMNIFICATION. The CCAtncier shall defend,.

indemnify end hold harmltsi i^ S^. its oflkcra and
cmployeo, ftom and against any tind all teases suffered by the
State, its cfTicert and empleyees, and thy and all datms,
liabilities or. penahlet asacncd againu the'State, ita officers
ind-cfflpldyees. by or on behalf of sny persoruon k count of.
' based Of resulting from, arising out of (or whkh may be
claimed to ifiie oui offihc aeisor omJukms ofthd
Contracior. Notwithstanding ihe foregoing, nothing herein
contained shall be deemed to consikuie a waiver of tlK - '

sovereign imniuiiiry of the State, which immunify is hritby
kscrved to (he Statt. This covenant In paragraph 13 shall
ittrvivethe (crmlniiien'ef this AptemcRL

. u. insurance.
U. I The Coiitrader shall, at its sole expense, ̂ tak) and
maintain in force, and shall require any subcontractor or
iSSigMC 10 ̂ aln and maintain in force, the followieg
insurance:

leil.i cctmprehehsive general liability insurarKi againsi all
eUirtrt of bodily tnjury, death or properly damsge. in amounu
of not ksi than S i .OOO.OOOper occurrence and n.000,00(l
.  i
14.1 J tpcciti cause of lost coverage form eovcriegetl •
pfopeny subject to tubparagraph 9.2 hereirt, in an amount not .
lets than tOH of tha whole riep4ac<meni'value of the prepetry.
MJThc.pellcletdescribed insub^^ph 14.1 hcreinshall

. - bs on policy (brms and endorscments ipprovcd for use In the
State of New Hampshire by the N.H. Ovpininent of
iRSuriAce, and issued by insurers Ikcnscd In the State of New
Hampshire.-

3er4 .
Contraciof Iniitali

D'i'ig/;r//y



14.3 The Coiinctor ihtll ̂ tmllh lo iheConncitni Officer
idcAiined in'block t.9, or hit or her locceuor. i ctrtific«t<(i)
oriAtifrtnce for ill intunnce required under chit Aireemeni.
ConiTKtor ihetrtiM himith to Contnctin| Offker
ideniiried in block l .9, or hit or her tucceuor, cenirica<e(i) oC
iAiuniKC for ell r«newal(t) of inturtnce required under thii
AgretiTKnt' no later ikin ihirt;^ (30) day* ̂ or (o the expirtiion
daie'of each of (he intunma pricks.' Tie certincaie(i)of
inturtnce and any renewtli thereof thai! be aoaChed and are
inco'rponted herein by reference. Each een{fktte(i} of
iiuttftnce ihaU contain a ciiuae requirins the iniurer to
provide (he Contrtctin| Officer idMifted in blockj.d. or Mi
or her luccestor. no lett (Kan thirty (10) deyt prior oriflen
notice ofcanceftatlon or modifkntion of (he p^icy.

]». WORKERS'COMPCMSATION.
IS.l 6y.iifnln|ihliesrce<ntai,ibeCencruciortpcee.
certirtu end wimnu that the Conoactor it in compliance with
or eaeftrpi from, the reqwircintnti of RH. RSA chapter 211'A
("fforlert'Compcnrer/on^.'
JS.i To the extent the Contractor it lubjcct to the
requiitmcnts of RH. RSA chapter 2ll>A, Contractor thall
maintain, and require any-tubcontracior or aitignee to Kcure
and'maintain; paytnerttof Werkcn' Compcniation in
connection with activiilei which the penon prbpotet to
undertake punufni to (hit A|;ecmcnL Contrtctor thall
fumiih (he ContriKtini Officer identlfted in Wock 1.9. or hit
or her luecetior. proof of Worfccrt' Compcniation in the
manna detcribed in N.H. RSA chapta 2II-A and'any
applicable 'rcncwtl(i) thereof, whkh shall be anuhcd and arc
irteorportted herein ̂  refacnCc. The State thall not be •
rtspoftiibk for.paymcni ofany Werken'Compcnialian -
prcmiumt Of for any other claim or benefit for ConerKtor, or
any-tubcpntmior or employee of Coametor, which mithi
•rite under appllable Slate of New Hampihlre Worfccn'
.CompcAtatidn laun in connectioit with the performance of (he
Service! under (hit Aireement.

Id. WAIVER or BREACH. No failure by (he State to
CAfofCf anyproyitiens hereof alia any Eytnl of Default thall -
be decmed-a wtiva of its rights wkh re|M to that Event of.
.Default; or any lubacqueni Event of Default. No capreat
fkilvrii to enforce any Event of Ocfauh shall be deemed •
waiver of (he r.l|Iu ofthe Sutc to enforce each and all of the
provliioni hereof upon any fuAha or other Event of Default
on thi pan of the extractor.

17. NOTICE. Any ttotke by a party hercM to the oiha party
ihall be deemed to have been duty delivaed or given at the
lime of mailing by certified mail, pottage prepaid, in • United
Siita Pott Office addittt^ to the ̂ kt at (he addrestct
giveninbleckt I.Sand l.4,herm

It. AMENDMENT. T^li Agrtemeru may be amerNded, -
wiiv^ or discharged only by an inttrumeni in wriling signed
by the panks hereto and only afia approval of luch
amendfflcni. waiver or diachifge by the Governor and
Executive Council of.the State of New Hampshire unlett no

such approval ii rcttuircd under the cireumttancu purtutni to
State law, rule or policy. .

19. CONSTRUCTION OF ACREEMCNT AND TERMS.

TMi Agreement shall be construed in accordance with the
laws ofthe Stale of New Himpthirc. and is binding upon artd
inurtj to the bcMfii of the parties and ihiir rttpeaiVe
tuecetsort and astigni. The wording used In.this Agreement
-it ihr wordingchoien by the parties loexpreti their mutual
intent, and no rule of construction ihall be applied againti or
in fivor of any party.

20! THIRD PARTIES. The parties hereto do not Intend to
bcneftt any third parties and ihii. Agreement ahall not be
conttnrtd-io confer arty luch bincfiL

St. MCaOINCS. Th< hcedlngs throvgheui (he Agrvemem

' arc for reference purpoMS only, and the words conuined
ihcrtin ahill in no way be held to explain, modify, amplify or
ai^ in the interpretation, conamrction or meaning of the •
provitioni of this Agreement.

22. SPECIAL PROVtSIONi Addiiioaal provisioni act
forth in (he inachcd EXHIBIT C are incorporated hereto by
reference.

2). SCVCRABILITY. in the mnt any ofthe previsions of
(hii Agreemcfti are held by a court of competent jurisdiction to-
be centriry to any state or fcderel law. thb remaining
provisions of this Agreement will remain in foil force and
' efTeci.

24. ENTIRE AGREEMENT. T%lt Agreement, which may,
be executed in a number of eounicrpant, each of which iha.ll
be deemed an original, conitkutca the entire Agreement and
undemanding between the parties, and tupertedei ell prior
Agrcemcnts-and uftdertiandiagt relating hereto.

Page 4 of 4
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STATE or NEW kAMPSHIRi:
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECl/RltV RISK ASSESSMENT
CONTRACTJOIS-Ill

PART 2 . INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS
The following general contracting lerms ind defmilions appix'excepi u.ipeciricetty noted eUewhere in
thii document.

AcccpUece
Notice frota -the Suie ihti'a Deliverable has utisfied
Aceepisnce Test or Review.

Acccptaeec Letter
An AcceptSAce Letter provides notice from the State that a
Deliverable has tsilifled Accepunce tests or Revkw.

Access Cootrol
Supports the msnagemeni of permissions for logging Onto a
eomputer ornetwork.

Agreement A Contract duly executed and kgaljy binding.

Appeodii .
Suppkmcfttary material (hat ii collected end appended at the
bKk of a document.

Audit Tr«ll Captora sod
Analysis

Supports the identiAcatkn ind iTtonitoring of Kiivtlies
within an ipplkation or system.

Authorised Penooa'

The Contractor's employeei, contraclon. subcontractors or
other igcAii who need to access the State's persona) dsta'to •
enable the Conirdctor to perform the slices required.

CCP Change ̂ crol Proeedures.

Cciiineadon

The Vendor's wrinep. declaration with full tupponing and
wrlnen'Decurneniaiion (indtuding without limitation test
results as appiksble) that the Vendor .has completed
deveiopmcni of the Oeliversble.

Chaoge Order
Formal documentation prepared for a proposed change in the
Specineaiions.

Complcttoo Oitc End date for the Contraei.

Conrideotlal lofermatloa lnformeiio.n required to be kept conrideniril from
unauthtiritfid disclosure undcrthe Conitnct..

State pf-NH Contract 20l|-l 11 CompreKensive Cyber Security Risk Aisestmeni
Part2-lTPr(wiiioni

D»le:. gjim. , ■
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STATE OPNCW.HAMPSlnR£
department of INFOiiMATION TECHNOLOCy

COMPREHENSIVE CYBER SECURlTV RISK ASSESSMENT
CONHUCT 2018.111

PART2 .INrORMAtlON TECHNOLOCV PROVISIONS

CoDtract

This Agreemcnl berwetn the Suie of New Htmpshire and a
Vendor, which ereetes binding obligitions Tor each party to
perform at specified in the Contraci Documenu.

Contract Coocluiloo

Refen (o the conclusion of the Contract, for eny reason,
.including but not limited to, the ■ sucwsst^ul . Conireei
compktien, termlnaiionTor eonvenicncc.'or termintlion for
default

Cooirtct Oo^umcnct

Part 1, 2, ai^ 3. The docuhieniation consisting of both the '
Ceneral Proviiiont end the Exhibiu which repraenis' the
uitdervtahdini end eeceptant^e of the reciprocal legal righu
' tftd duiia of the parties with respect to the Scope of Work.

Cofltrtcl

The pcri.oni identified by the State and the Vendor who shall
be responsible ft>r. all coniraetual atithoriaaiion and
aCbninittrttion of Ihe Contrect- These rtidonsibtlitiet-shall
irteiode' but not be limited to proecssing Contract
Documencatien, obtaining executive tpprovali, tracking
eptti -and paydKnti, artd representing the paniei in ail .
Contract administrative eciiviiies. ' '

CoQinct Price

The total, noi to exceed amount to be paid by the State to (he
ContJtciee for ̂ uet and services described in (he Contract
Agreemcnl. This amovnt is listed in the General Provisions
Section 1.1 (P.)2). .

Conlrteior

The .Vendor arid its employees, subcontractors, a^ts and
afflliatei who arc providing the services agreed to under the
corttrtct. •

Cootnclcd Vcador

The Vendor whose Proposal or tjuote was awarded the
Contract Nviih 'the State and who is responsible for iho
Scrviees arid Deliverables of the Contract.

CR
Change Reqetst

Su^ ofNH Conifict J018-H1 ComprehenjiveCyber Secatity Ri$k Aisejimenl
Pert 2 - IT Pmviiioni

Oflie: jAs/ti
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STATE 01^ NEW HAMPSHIRE
DEPARTMENT OP INFORMATION TECKNOLOCV

COMPREHENSIVE CYBEB SCCURiTV RISK ASSESSMENT
CONTRACT2iH8ijJ

FART 2. INFORMATION TECHN6L0CV PROVISIONS

beta

Slate's records, files, fornii,- Data and other doeumeni
information, in either electronic or paper format, ihtl will be
uted/eonyeitedby the Vendor during the Contract term.

Data Brcteb

The unauthcriud access by a noA*iuthoriicd persorVi that
results in dw use, dbcloiure or iheft ofa State's unencrypted
non^public data.

Dcf«cicQ€lc«/Defeeti

A failure, denciency dr defect in a Deliverable resulling'in a
DelivertMc, the Software, onhe Syitem, not conforming to
its Spcciricatioris.

Dclivtrabic

A Oelivcnble is the spceifted work product, produced by the
Vendor for the State tmder the'terms of this Contract.

. Otpartmeot An sge'ncy of the State.

Departmeot of loformatlon
Tccbooloor (DoIT)

Th« department- of Information Te^hology eslabliihcd
under RSA 21-ft by the Ugislature-efTeclive September 5,
2008.

Documeotation
All information ihit describes the installatiott, operation, and
UK of the Software, cither In printed or electronic formal.

Digital SlgoaUfT
Cenlficaiiofl that guaratuees the unaltered state of a file, alto
knpwi} as "code siping".

EffectWe Dace

The Contract and all obligaiions of (he. parties hereunder
shall become cffeciive on (he date the Oovcmor -and the
Executive Council of the State of New Hampshire approvep
the Contract.

Encrypttoa Supports (he (ransfonnaiion ofdata for security purposes.

' Go^'erooraod (haCiectttlve
CouRcil

The New Hampshire Governor and the Executive Council.

Sum of NH ConlncrlOK-l 11 Conipreheniive Cyber Security Risk Aisessmeni
Part 2 - IT PttvisloBS

Conmcior'i Iniiisli: Pege 4 0133.



STATE OP NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT JOIS-lll

PART 2 . INFORMATION TECHNOLOGY PROVISIONS

IdentinceHoa sod

Authcnilcition

Supporti obuining infomieticn about ihoie partiei
atiempttni to log on -to a tyitem or applkatiod fpr iecuriiy

■ purpoKi and the valtditlon of those uiert.

Infonnefloo Tccbnoiocy
(IT)

Refers to the tools and processes used for the gaibering,
storing, manipulating; iransmiRlng.-sharif)g. and sensing of
information including, but not Itmlied to. Date processing,
compuiini, information axstatnt, telecommunications, and
various audio and video technologies.

loput VatiddrioD •

Ensure that the vaUies entered by users or provided, by other
applicaiibns tncets the size, .type' attd format expected.. -
Protectini'the application cross site scripting,-SQL
injection, buffer overflow, etc.

iBtrutioD Dctectloa
Supports the detection of illegal entrance into a computer
lyttem.

laveUni Parly In a dispute, the petty believing itself eggrleved..

Non Eiduilvi Contract

A corttroct executed by the Stale that' does not rcArict the
Stare from'seekiag alternative sources for the OpIiverBbles
or Services previdcd under the Contract.

Noo*Pub(lc Infonnaiton

Data, other than .personal dau, (hat is not subject to
distribution to the public u publk information. It is deemed
10 be sensitive and conndefltlal by the State because it

•  contains .mfonnation that is exempt by statute, ordinance or
adminisRatrve rule from access by the general public as
public informaiion.

- Noo-Softweri Oelivcrebta

Delivcrablei that arc not Soffware Deliverables or-Written
Deliverables. e.g.,'meetin^ help luppon, services, other. .

Normal Bualaba Houn

Normal Business Hours - 1:00 am! to S:00 p.m. EST,
Monday through Friday excluding State of New Hampshire
holidays. Stale holidays are: New Year's Day, Martin
Luther King Day. Frestdeni'i Day, Memoriiil Day. July 4(h,
Labor Oav.'Veterans Day. thenksftivina Day. the day after

SUtt ofNH Contnci 20iM 11 Compr<heniive Cjrt»er Security R.lik'AiKisment
Pert 2 ~1T Provisioni
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STATE OF NEW HAMPSHIRE

DEPARTMENT OP INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018.111

PART 2 . INFORMATION TECHNOLOGY PROVISIONS

Thanksgiving Day, and Christmu Day. Specific dales will
be provided.

Notice to Proc.ctd (NTP)

The State Contraci Manager's, written direction to the
Vendor to begin woiV on the Contract on a given date end
tifne.

Order ofPrccedencc

The order in which ContracVdocumenti control In th« event

ofa conflict or ambiguity. A term or condition in a document
controls .over a confliciing or ambiguous term or cor^ition
in a document that is lower in the Order of Pfecedencc.

t

Personol Date

Data that includes information relating to a person that
identifies the person by name and has any of (he following
personally identifiable information (Pll): governmeni-iuued
idenilficacion numbers (e.g., Social Security, driver's
license, patiport); financial account Information, includir^g
account number, credit or debit card numbers; or protected
health informition (PHI) relating (0 a person.

y

Project

The planned undertaking regarding the entire sut^ct matter
of an.RfP and Conimct and the activities of the parties .
related herita

Project Team

The group of State employees and Contracted Vendor's
■  personnel; responsible for managing the processes and

mechanisms required su^ that the Services are procured in
accordance with the WoAi P.lan, budget, required
SpcciflCatipns.Bnd quality standards. '

Project Maeaecn

The persons identified who shall function as the State's and
the Vendor's rtpreseniaiive with regards to review-and .
Acceptance of the Contract, invoice sign bfr, and review and
approval of Change Requests (CR) utilizing the Change
Control Procedures (CCP).

Project StafT
Slate personnel aisled to work with the Vendor on the
Project.

Propoiol The lubmluion frpin e Vendor in response to the request for
'a.Proposal or statement of work.

SiAie of NH Contraci 201 S-l 11 Com^hensive Cyber Security Risk Astcisment
Pert 2 - IT Pfbyiiioiis

Owe:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OP INFORMATION tECHWOLOCY

COMPREHENSIVE CYBER SECURiTV RISK ASSESSMENT

CONtRACTlOlMlT
part 2 . INFORMATION TECHNOtOCY PROVISIONS

Proleeted Rraltb

Infermailos (PHI)

Individually ideniifiable health infonnadon transmincd by
tieitmnic media, maintained in electronic media, or
rronsmiti^ or maintair>ed in any other form or medium. PHI
cxclvdet 6d<r.ca(iofl records cover^ . by - ihe Family
Educattonal Rights and' Privacy Act (FER?A),'as amended,
20 U.S.C.' I232g, records' described at 20- .U.S.C.

- i232|(aX4X8Xiv) and employment records held by a
covered entity in its rolo es employer.

Report All Wrinen Delit'erables under the Centraet.

. Review The process of rcvtewing Deliverables for Acceptance.

Review Period The period set (br.rtyiew of a Deliverable.'

RTF (Rcqdcai.for PropouO

A RequM for Proposal which solicits proposals to satisfy
State requirementi by tuppiyinf Data procesiing service
retoums according to specific tetmt end conditions.

Review Period
The period set for review of a betiveteble. if none is
specified (hea the Review Period is five (S) business days.

Schedule

The detet described, in the Work-Piin for deadlines for

perforrnan^e of Services and other project events, and
ictivliies-under the Contract.

Security locldcot

The potentially unauthorized access by non-ajithorix^ ■
persons to pertonil.data or non-public data the Contractor
believes could reasonably result in Ihe use, ditclosufe or
theft of a Stale's unencrypted personal data or non-public
data within the potieision or control of.lhe Contractor. A
leeuriiy inc'ideni may or may rtoi turn into a data brtach.

Servlcea
The w^rk or labor to be performed by the Vendor on the
pfOjcet as described In the.contract

Software
All Sofhntft provided by the Vendor under the Contract. •

ScatcorNH-Contraci 2011*111 CompfthensiveCyberSccurify Rilk Autsimcnt
Par^ 2 - IT Proviiioni

ContfBCiOf'a IniliaU: Page 7 of 33 -



STATE OF NEW HAMPSHIRE
.  department OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSEiSSMENT

CONTRACT 2018.U1

PART 2. INFORMATION TECHNOLOGY PROVISIONS

Speelfiearioos '

The written Speciftcaiions tha( sei forth (he requiremenu
which include, without limitation, this.RFP, (t>e Proposal,
the Contract.any perfonnerKe standards, applicable'State
and federtj policies, lews and regiJlationt, state technical
eur>dardi; subsequent Staic-approved Deliverables, and
other Specificiiiont end requirements described in the •
Contrici documents. 'Rie' Specifications are, by this
rcrerertee, made a parr of the Contract as thOwgh completely
sat forth herein.

Slate

Suit is dermed as:

State of New Hampshire
.  INpanmcoi of loformation Tcetinol60
27 Ha^o Drive

Concord, NH 03301

Reference 10 the term "Stat.e" shall include applicable .
agencte].

SUIcrhcnt of Woiit (SOW)

A Statement of Work ckirly defines the basic requirements
and objectiyes of a Project. The Siatement of Work alto
dcrincs a'high level view of the architecture,'perfomttnce
and design lequirtments, the roles and responsibilities of the
State and ihe Vendbr. The.Contract Agreemeni SOW
defines Ihe rtsulta' that Ihe Vendor remains responsible and
aecouniable for achieving.

State's Coafldcotial Rccerda

Stale's information regardless of its form that is not subject
to public disclosure under applicable state and federal laws
and regulations, including M'not iirhiicd to RSA Chapter
91.A. ,

State Data - -
Arty informalion coruained . within Stale ' systems in

. electronic br paper format.

State Fiscal Year (SFY)-
The New Hampshire State Fiscal Vpar extends from July 1 it
through Juni 30th of the following calendar year.

Stale Idcotiflcd Coolacl
The person or persons designated in vrriilng by the State to
receive leeurity incident.or breach noiincalion.

Sute ofNH. Contract 20I8>)
Pa;l2-rr,Pr
Date;

Coninctor'

2-ri} Provisions .

-Jmm. j.
iractor'i lmtial];^J<>'

Comprehensive Cyber Security Risk Assessment

Page 8 of 33



STATE OF NEW Hampshire
oepartmeptt of information technology

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-1II

part 2 • IN FORMATION TECHNOLOGY PROVISIONS.

Stetc Project Lctdcr Siate'i )cprtMntaiiye with regard to projcei ovenight.

Stet Project Meneger (PM)

Sute'i repretenteiive with rcgerd te .proJect menigtmMl
end tethnicel meitcn. The Agency Prbjeci Mertagei ia
reapeniibla for review end Acceptance of tpeciftc Contract
Ocliverablea, invoice sign ofT, and review and approval of a
Changa Order.

Sob<ootraclor

A persoh, partncnhip.-er-Mmpany rmt in.the'.employmeni
of. or owned by, the Vendor, which it performing.Services
under.thia Contraci, under a aeparate Contrecf with or on
behalf of the Vendof. .

System

All SoAwWe, ipeciried(?hardware, and interfaces and
extenaiotu, integrated candl functioning together in
tecofdinea with the Specincationa.

TBD To Be Oetemined

Tccholetl Auiborluifton

1

Oirectipn a Vendor, which filli lo detallv dafinea;
inter^ii, or specifiei'technical requirements. It must be:
(1) eqniinent with Stciement of Work within statement .of
Services; (2) not constitute a new assignment; and (3)' not
change ihc lermsi do^menu of apeclficalions of the
Contract Agreement.

■ Term
Period of ihc Contract from the Effective Date through
expected lenatnation date.

■ Trtialtton Se'nrieea
1

Services and luppo'ri provided when - Contractor is
supporting System ehangei.

Uier|Manogrmcat Supports the admirtlstration of'cemputer, applicitiofl titd
netyrorft accounts within an orjganruticn.

Vehdor/ Cootncted Vendor

Tbe Vendor whose propoul or quote w&i awarded (he
Contract with the S.tatc and'who is ruponiiblc for the
'Services and E)eliverablcs of the Contract.

Sute'orNH Contnci 2018*1 11 Com^ehensivc Cyber Security RUk Aiseument
Pert 2 - U.Previljoiti

D.te: ifim .
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION technology .

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018OII

part 2 • INFORMATION TECHNOLOGY PROVISIONS

VtrinatlOD
Supports the ccnnrthtlion ofcuthority to enter a computer
syiicm, application or network. •

Wtrranfy Period

A period ofcoverage during which the Contracted Vendor is
responsible for providing a guanntec for producu and'
Services-delivered as deOncd in the Contract.

WorkPUn

The oyerall p|art of aclivitici for the project .creaud in
accordance with the'.Contraet. The plan and delineation of
taslts, activities and events (o be performed and Deliverables
to be produced uMer the project as speciried in Appendix C:
Scopi, end DtUvtrohlti. Tjhc Work Plan
shall incMe a deuiled description of the Schedule,
tasks/activities. Deliverables, critical events,, usk
depertdenbies, artd the resoorccs that would Idad and/or
panicipaie on CKh task.

- WriKco Dcliverftbicj

Non-SofSvirc Wrinen Deliverable documentation (Icncr,
report, rhanuil. book, othc^) provided by the Vendor either
in paper or electronic format.-'

Rtmaiitdtr e/thlspage inttnthnaHy Itfi tienk

SuteofNHComrttct 20)8-1

Pirt 2 - IT P»pviiiofli
Oate: .
Contractor'* IniiiiU:

Comprc^cntive Cyber Secu/ity Riiit Aisesimeni
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STATE.OF NEW HAMPSHIRE
DEPARTMENT OP INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 20IS.111

PART 2 . INFORMATION TECHNOLOGY PROVISIONS

INTROptJCTION

Thii CoMnct <t by ind between the Sute of New Himpihire, acting through New Kampthiro Department
of InfofTnation Technology C'Siaie"). and NuHarbor Security. Inc., rContrector"),'having its-principal
place of buelneu at 39 River Road Suite 4, Eatex Junction, VT 04)42.

i  RECITALS.

Wt>ertaa the Suie deiires to have ttie Contractor provide a com^hcntivc cyberseeuriry riak asceeament of
the Executive Branch information technology cntctprbe. In addition to determining gapt or.ihoftfallf in
the Slite'i cyberiecurity posrure, a key outcome-of ihti asseumcni will be a.roadmap to improve the
aecurity|, rexdineaa end etTcctivcncMofthc Stale of New HsmpaKire'l cybcraecurity poiture.

Whereas the Contftctor wishes to provide Information Security, Risk Management, and Cyberiecurity
manage|d and professional infprrnation security services.
The parties therefore agree as follows:'

I. contract documents

l.l j CONTRACT DOCUMENTS
I  ThisContrKtAgreementlZOIS'lllllicomprisedofthefollowiftgdocumenli; ^

Pan I • Form P-JTCeneral Provision

!  Pan 2 • Information Techaology Provisions

Pan 3 • Exhibits

Exhibit A • Contract Deliverables

Exhibit B • Price and Paymertt Schedule

Exhibit C • Special Provisioni

Exhibit 0 • Administrative Services.

Exhibit £• Managed and Professional Infonnition Security Services

Exhibit F • Testing Services (Not Applicable)

EAhibti C •Mainichanee and.Su^fT Services (Not Applicable)

Exhibit H - Requirements

Exhibit I-Work Plan

Exhibit J-Software Agreement (Not Applicable) .

Exhibit K • Warranty and Warranty Services

Exhibit L • Training Services (Not Applicable)

State ofNH Cohtrtci 20)t*l 11 Comprehensive Cyber Security Risk Assessment'
Pen 2 ' IT|Pr6wsions
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STATE OF NEW Hampshire

DEPARTNtfeNT OP INPORMaTION TECKNOLOCY
COMPREHENSIVE CYBER SECURJTY RJSk ASSESSMENT

CONTRACT 2018-111 *

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Exhibit M - Agency RFP with Addehdumi. by reference

Exhibit N • Vendor PropoiftI,"by itfcrence

Exhibit 0 • Ccitincetes and Atuchmentj

1.2 ORDER OF PRECEDENCE ■

In the event of conflki or imblguity among any of the text of (he Contract Dpcumenis, the
following Order, of Precedence ihall govern:

1. State of New Himpthire.: Department of Information Technology Contract
Agraement 20)8-111, including Parts 1,2, and 3.

2. .State of New Hampshire, Depa/tment of information Technology RFP 2018-MI
Compreh^ive Cyber SKurity Risk AuesimeAi.

3. VcndorPropofalReipohteioRFP20l6-lll C^rehensiveCyberSecuriiy Risk
Assessment dated February 14,2019.

2. contract TERM

2.1 ' The Contract and all obligations of the parties hereundbr shall become effective after full
execution by the'panics, and the receipt of reouiried governmental approvals, including, but not
limited to. Governor and Executive Council of the State of New Hampshirt approval
("Effective Date") and extertd through the date indicated in Part I, POT'General Provisions -
Slock 1.7: Com/t/er/o/i Dore. '

2.2 The Term may be extended for one (I) additional lerm of one (I) year, under the Icrms and
condiiwns contained in the agreement and subject to approval by jihe New Hampshire Governor
and Executive Council.

2 J The Contractor shall commence work upon issuance of a Notkr to Proceed by the State.

3. COMPENSATION.

3.1 CONTRACT PRICE

The Contmet Price. Part I.P37, block l.| price limitation,-method of paymeni.'and terms of
psymeni art ideniifted and more partieulariy described in Section 5 of P-37 AgrKment, and •
Psrt i Contract Exhibit B:-Price end Pa>mem S^^le.

3.2 NON-EXCLUSIVE CONTRACT

The State reserves the right, at iu discretion, to retain other vendors 10 provide any of the
' Services or Deliverables identified under this procurtmeni or make an award by item, pan or

portion of an item, group of items, or total Propottl. the Contractor shall not be responsible for
• any delay, set, or omission of such other vendors, except that the Contractor shall be
rciponiibte for any delay, act, or omiiiion of the other vendon if such delay, act, or omissipn
is caused by-or due to the fault of the Contractor.

■State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
Part 2'- IT/Pryilioni
Date: t//^M .
Conlract&r'i initiab: Pagel2oT33



STATE OP NEW HAMPSHIRE

DEPARTMENT OF INFORMATION technology
COMPREHENSIVE CYBER SECURITY RJSK ASSESSMENT

CONTRACT2dl8.in
PART 2 - INFORMATION tECHNOLOGY PROVISIONS .

4. contract MANAGEMENT

The Project will require the coordiruied eflons of e Projeci Team coniisting of both the Cootrecior
Add Stale pe^rmel. The Contractor ihall provide all necemiy retourcca to perform its obligations
under the Contract. The Contractor ihall be re^niible for managing'the Project to Its successful
completion.

4.1 THE CONTRACTOR'S CONTRACT manager

The Contraeior ihall aaiign a Contriei Manager who ihall b« retponilble for all Contraei
I  authorlcatioA and admininration.

I  . Tbe Ceotrictor'a CoDtract Maeaptr la:
I  . Luc Martin
i  39 River Road, Suite 4
I  Eisexiuiwicn, VT04S42
I  Email: Imanin^uherboraeeuriiy.com

4.2 THE CONTRACTOR'S PROJtCT MANAGER

4J.I The Contractor shall assign a Pirojeet Manager who meets (ha reduirtmenis of the
Contract. The Contractor's selection of (he Projeci Minager shell be subject to Ihe prtor

I  wfkicn approval of the 'State. The State's approval prbeess may inei.ude, .without
j  limiiaiion, at the Siate'a ditcretien, review of the proposed Contractor's Project
j  .Manager's resume, qualiricaiioftt, references, and background checks, and an interview.

The State may require removal or reattignment of the Contractor's Project Manager who,
iin the s^c judgment of the State, It-found unacceptable or is-not performing to the State's

!  satisfaction. * ' '

11 4.2.2 The Contn^or's Project Manager must be qualifitd to peribrm the obligations required
of the position under the Contract, shall have full authority to make binding jiccisions
under the Contract, and shall, fonctron as .the Contractor's reprtsemative for all
administretive and nanfgement manera. .The Contractor's Project Manager shall
perform the duties required under.the Contract, including, but not limited to. those set
forth in Exhibit I. Seaion 2.'The Contractor's Project MuMger must be available to
' promptly rcsportd during Normal Butincsa Hours within two (2) hours to inquiries from
. (he Slate, and be at the site ai c^eeded. The Contraetor'a Project Manager must work
diligently and use his/ her best effbrn on-the Project.

4XJ The Contractor shall not change its assignment of the Contncior'i Project Manager
without providing (he State wrirtep jaatification end obtaining the prior wrinen approval
of the Stare. State approvab for replacement of the Contractor's Project Manager shall
not be unreasonably withheld. The replacement Project Manager shall have comparable
or greater skills than'of'the Contractor's Project Manager being replaced; meet (ho
requirements of the Contract;-and be subject to reference and background, chocks

■ described abdye in General Provisions, Section ii.lAiCcntroet ProjectMonaKtr,tn6 in
Contract Agreement General Provisions, Section .4.4: Rtfennct and Bodiground

.Sute ofNH Contract 20II-I
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STATE OF NEW HAMPiSHiae
DEPARTMEIVT OF INFORMATION TECHNOtOCY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
contract 201MII

PART 3 • INFORMAtlON TECHNOtOCY PROVISIONS

Chtekt, below. The Contrtetor thill uiign i repliccment ol the Coninetor'i Project
Muuger within ten(lO)buiineside)nof (he dcptmir«oro>e prior Contnctor'i Projea

■ Mtntger, tnd the Contractor thill continue during the ten (10) butinw diy period lo
provide compeieni Projeiei manigcmcnl Servicet through the ftisignn^nt of c quilified'
inic/im Projeet Mtnagrr.

4.3.4 * Notwithttanding an/ other proviiion of the Centred, the S.tile ihill heve'the option, it
let diteretkm, lo terminate (he Conirtct, dcelire the Concractor in default and punue iu

.remcdiei at law and irt equity,.if the Contractor faiii to aaitgn ■ tha Cooiraetor Project
• Manager'fnaeting the rcquircmtnu and termi of the Contreet.

the Contractor*! Project Maaagcr b:.
Kevin Moat

39 River Road, Suite 4 - , '
EiSCX Junction, VT 04542
Email: l[mosi(^uharbortecurity.toin

4J contractor KEY PROJECT STAFF

4 J.I TheContractor challawign Key Project Staff who meet the requlremenit-^fthe Contract,
. ind un provide the Services and OcHvertbki identified in the requirementi set forih'in
RFP Appendix C; Requirements, Table ̂ 0: Requircmtnts. The State may conduct
Kfercnee pnd background clieckt on the Contracier't.Key Piojec.l Staff. The State
Tcservei the right to require removal or reaisignmeni of the Concractor'i Key Project
Staff who bre found unacceptable to the State. Any background checks shall be.
performed in accordance with Cenertl Provisions Section 4.d; Background Checks.

4 J.2 The Contractor shall not change any of the Contfictor|s Key Projeet Staff commitments
without providing the Slate written justifiuiion and opining the p^or written'approval
of the.State. State approvals for replacement of the Coitlmtor'i Key Project Saff will
001 be unreasonably wliKheld.- The rcpUecmeni of the Contractor^ Key Project Suff

'• shall have comparable or greater skills than of the Contrscior's Key Prcjeet Staff being
replaced. • •

4.3.3 Notwithstanding any other provision of (he Contract lo dU contrary, the Siau shall have
(he option to terminate the Contrui, declaie the Contractor in default and to pursue its
remedies at law and in equHy, if the Contractor falli to assign Key Project StalT meetirtg
the rtquiremenu and terms of the Contract or if li Is disuiisfied with the Contraeior's
replacement Project staff.

4JJ.I The Contractor Key Project Staff shall consist of the following individuals in
the roles tdehtined below:

Table 4JJ'.I: The Cootraetor'i Key Projeet Staff

Sute ofNH Contract 20I8'11) Comprehensive Cyber Security Risk Assessment
Part 2 - IT Provisions
Oait: r/zl//?
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STATE OF NEW HAM1»SHIRE
DEPARTMENT OF INFQJIMaTION TECHNOtOCY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTiUCT 1018.111

PART 1 ̂ INFORMATION TECHNOLOGY PROVISIONS

KEYMEMBER(S) TITLE

Paul Duiini Oirecior, Information Aiiuriiftee

ieffrey Sambergcr • SeniorAn'alysi -

•Kristof Holm Senior Analyst

Erk Kobcliki Senior'Enginecr

Randy Oupray Senior Engineer

Kevin Most Operations Coordinaior

Ben Weber ̂ .  Senior Network Engineer

Bill Giglio Senior Network Engineer

Rick Sotomayor . Pre-Sale's Engineer ..

Nick Caldertn Prt'Salas Engineer

4.4 STAtE contract MANAGER

The State shall aisifn a Comraci Maaaier who thsil funeiion as the State'i rcprcscntitive with
rcgard.toCofltnci tdministrttion.

Tbf State CoBiract Maesge r b:
Karen Flemiaj
•NH Department of Infortnaiion Technology
Omce; 00V223-J766
Email: Karen.Fleming@db!t.nh.gov

4.5 STATE PROJECT MANAGER

The State thill assign a Prbjeci Manager. The State.Prajcci Manager's duties iball include the
following;

a. Leading the Project;

b. Engaging and managing ail ContTMiors;

I  c. Managing'significant issues and risks.
I  d. Revjcwing and accepting Contract Deliverables;.
I  e. invoice sigft^ofTa;

f. - Raview and approval of ehange proposals; arid

|. ■ Managing stakeholders* cpnccmi.

The Statc'Pro)c<t Manager la:
Daniel Diiter

NH Department of Information Technology
Ofrtce:<03.22).57)4 • . :

I  Mobile: 601-93i.92l4

State ofNH Controei 2018'Ml Comprehensive Cyber S^urity Riik Atsetsmeni
Part 2 - it Pipviiions
D»e: mM A ■■ ■
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PART 2 . INFORMATION TECHNOLOCY PROVISIONS

EmAil; Dtniel.Difter@doil.nh.gov

4.i R£FEREN(:E ya) BACXCROUND CHECKS

4.6.1 The Contrtctor shell conduci aimirtti btckgrbur^ checks and not utlliu tnjr ftafr,
including labcontreciort.'io ruinil the obligttiont or the connci who hive been
convktcd of tny crime of dithonctry; including but not jimited 10 cnminti frtud, or

,  otherVrite cbnvicted of ony felony or misdemetnor offense for which inctrccfition
for up to I year it en authorized pentliy. The Contractor shall promote end mtinitin'
an awerenctt of the imponance bf aceuring the State's mfbnnaiipn among iht
Contrtctor's employeei end agents.

4.6.2 The State may, at In sole expense, conduct reference and background- screening of
the Contractor StafT. The State shall tnainfain the eonrtdentiality.of background
screening results in accordance with the Contraa Agreement - Gcrteral Provisions^
Section 11; Use of State's Information, Conftdeniiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES

5.1.1 The Contractor shall belolely rnpoosible for meeting all rebuiitmcnts, and |ermsand
conditioni specified in this Contrait, regardless of whether or not a subcontractor is
used.

5.1.2 - The Contractor may subcontract Services subject to the provisions of the Contract;
.  including but not limited to».tha terms and conditions in the Contract Agrtemeni. The
Contractor must submit all informalibn and. documentation relating ie (he
Subcontractor, tncludihg icmi and conditions coniisTent with this Contract. The State
will eonsi^r the Contractor to.be wholly responsible for the performartce of the.
Contract and the sole point of contact with regard to all concranvial maneri, including
paymeni of any end alt charges resulting from the Contract.

5.1 DELrVERABLCSANDSERVICES

The Contractor .shall provide the State with the Dpiiverablet and Services in aeeordanee with
the lim frames in the Worii Plan for this Contract, and as-motr particularly described .in
Cohiract Exhibti.A: Contfact Delivcrabies. ■ -

5J DELIVERABLES REVIEW and ACCEPTANCE

Af^er receiving written Certification from the Contractor that a Deliverable is final, complete,'
arid rudy for Review, the State will-Review the Deliverable to determine «vhethcr it meets the
Requtremenii outlined in Contract Exhibit A: Contract Deliverables. The Stgte will notify the
Contraeidr in writing bf its Acceptance or rejection of the Ddivc(abl< within-five ($) business
days of the State's receipt of the Contr^wior'i written Cenification. If the State rejects the
Ociiverabte.'ihe State shall'notify the Ccbtractor of Che nature and class of the Oeficlency and

State ofNH Contract 20i|-l 11 Comprehensive Cyber Security Risk Assasment
ParrJ-17 Pvvisions
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I  Ihe Contnclorthflll correct the Deficitflcy within (he period ideniincd in (he Work Plan. If no
'  periodTor the Contraaor'i correction pf the Deliverable it ideniified. the Contficior ihall

correct the Deficiency in (he Oclivc^ble within five (5) buiineas dayi. Upon receipt of (he
eorrttted Oelivertbie. the Slate shall have five (S) business days lo review the Deliverable and
notify (he Conmcior of its Acceptance or r^eciion thereof, with the option to extend the'
Review Period up to five (S) additional business days. If (he Contractor fails to correct the
OefKiency within ihc allotted period of (ime, the State may, at iii option, continue ̂ viewing
the Deliverable and require (he Contraetor to continue until the Ocfieiency is corrected, or
immediately terminate the Coniraet, tfeelere the Co'ncreeior in default, end pwnwt iu rcmedict
at low and in equity.

5.4 software REVIEW AND ACCEPTANCE (NOT APPUCaBLE)

j  SystcmfSoftware Testing and Acceptance shall-bo perfotmcd as ut forth in the Test Plan and
'  ' mere particularly described in Exhibit F:.rrir//igServ/eai. .

6. . SOrrWARE (NOT APPLICABLE) .

The Contractor shall provide the State wkh access to the Software and Docufflentatlon set forth in.ihe
Contract, and particularly deteribed in Exhibit I: Se>?wore/fgrecmrni. •

7. SERVICES

The Cofttracior shall provide the Services quired under the Contract Documents. All Services shall'
meet, and be performed, in accordance wHh tht Specifications.

. 7.1 ADMINlSTRATfVtSERVICES

The Contractor ̂ 11 provide State with the administrative Servica set fonh in the Contract,
and panicularly described in Exhibit 0: AdmMurcihft S*/yictf.

7.2 IVIaNaGED and PROFESSIONAL INFORMATION SECURITY SERVICES ,

The Contractor shall provide the State wHh the Servicct act forth in the Contraci. and
panicularty described in Exhibit £: and Pre/eulonal h/ormatlon Stet/rity Samice4
Implementation Serviees. . •

7J TEST[NCSERVICE8(N0T APPUCABLE)

The Conuacior.shall perform testing Services for the Sure ut forth in the Contrati, and
particularlydeuribed in Exhibit F: Tailnf Serylctt.

7.4 TRAINING SERVICES (NOT APPUCABLE) .

The Contractor shall provide (he St^-with (raining Servicca set forth in the (^.traei, and
particularly descnbcd in Exhibit t: Tfelnlng SerHees. .

State ofNH Contract 20IM11 Comprehensive Cyber SecuHiy Risk Assessment
Part 2 -11 Pfoyiiions
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CONTRACT 2018-111

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

7.5 MAINTENANCE AND SUPPORT SERVICES (NOT APPLICABLE)

The Contrtctor thtll provide the Stete with Meintenanee tnd Support Servieea lei Torth in the
Contnct. end ptfnicuUfly deieribed in Exhibit G: on^Si/pporr.-

7.6 WARRANTY SERVICES

The Contractor shall provide the Sttie with werrenty Services set Torth in the Contnet, end
particularly described in Exhibit K: Woerontjf A Werronty Str^lcu. <

6. WORK PLAN DELIVERABLE

■  8.1 The Contractor .shall provide the State with a Work Plan that shall include, without limitation,
a detailed description of the Schedule, tasks, Oeliveribles, majoi- milestones, luk'
dependencies, and payment Schedule. .

8.2 The initial Work Plan shall be a septate Oelivertble and is set forth in Contnet Exhibit I:
■Work Plan. The Conmcior shall update the Work Plan as necessary, but no less than every two
weeks, to accurately rcRect the status of ihe'Prajcct, including with^ limitatior}, the Sch^ule,
tasks, Deliverables, major milestones, task dependencies, and payment Schedule. Any such
updatn to the Work Plan must be approved by the State, in writing, prior to final incorppraiion
into Contract Exhibit I: Work Plan. The-updatcd Contract Exhibit I: Work Plan, as approved
by the Stale, is incorporated herein by reference.

SJ Unless oiherwbe agreed in writing by the Stale, changes to (he-Contract Exhibit 1: Work Plan
shall not relieve the Contractor from liability to the State for damages rciuliing from the
Contractor's failure to perform its obligations under the Contract, including, without limltaiion,
performance in accordance with the Schedule.

8.4 In the event of any delay inihe SchMule, the Contractor must immediately notify (He State in
. writihg, identifying the nature of the delay, i.e.. specific aetions or inactions of iha Contractor

or the State causing the problem; lu eslimiicd duration period to reconciliation; specific cctiont
that need to be taken to correct the problem; and the expected Schedule impact on the Project.

8.5 In the eveni.addiiional lime is required by the Contractor to corrcci Deficicneles. (he.$cKedule-
ihall not change unleas preyiously agreed in writisg bythe State, except that the Schedule thill
automatically extend on a day-to-day basis to the exteat that the delay docs rtot result fVom the

. Contractor's failure to fulfill its oblip'tioni under the Contract. To the extent that the State'i
exaeuiion of its major tasks takes longer than described in the Work Plan, the Schedule shall
automatically extend OA a dty-i(Hlay basis.

8.6 Notwithstanding anything to (he contrary,, the State shall .have (he option to terminate the
- Contract for default, at its discretion, if it is dissatiified with (he Vendor's Work -Piin or

elements wiihiri (he Work Plan.

State of NH Contract 201 l-l 11 Comprehensive Cyber Security Risk Assessment.
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9. ^HANCE ORDERS
9.1 The Stite may make changes or revisions to the egrced upon Statemem of Woric (SOW) at any

lime by written Change Order. TTie Suit originated changes or revisions shall be approved by
the Depa/tmeni of Information Technology. Within five (5) business days, uhiesi otherwise

I  mutually agr^ upon of the ContrKior's reeeipi'of a Change 0;dcr, the Contractor ihal) advise
I  (he State, indeuii.ofany impact on cost (e:gr. increase or decreosn). the Schedule, or the Work

•  j Plan.

9.3 Tk« Contrvctor may reoutat a change within the icopt of (ha Contract by wrinen Change Order/
identifying any impact on-cost, (he Schedule, or (he Work Plan. The Sate shall aRerhpt to
retportd to the Contractor's requested Change Order within five (5) business days, unless
otherwise mumally agreed upon. The Sute-Agency, as well'as the Oepartmeni of Infonmaiion
Technology, mutt approve all Change Orders in writing. The State shall be deemed to have
rejected (he'Chsrtge Order if (he parlies are urtable.io reach an agreement in writing.*

9J Ait Change Order requcstt from the ConirMtor to the State, .ar>d-(he State acceptanco.of the
Contractor's ettimaia for a Su'ia raqucslcd-change, wiN be acltAbwIedged and responded to,
cither acceptance or rejection, in writing, -if accepted, the Change Order<i) shall be subject to
the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

lO.i software TITLE (NOT APPLICABLE)

! 10.1.1 In the'event that the *$(1(6 purcham software all title, right, end interest (including all
!  ownership and inteikciual property rights) in (he SofKvare, and iu associated
'  Documentation, shall remain with the Contractor. *

10.1.2 Uport iVrccessful completion and/or tefmirution of the Implementation of the Project, the
Contractor shall own and hold a.ll, title, and rights irt any Software modifications,
developed in cortneetion with performance of obligatioiis under the Contract, or
modiftcatrons to the Contractor provided Softwiara, and their associated Documentation
including any and alt performance enheneing operational plans and (ha Co'niraciors'

' special utilities. The ContrKior shall license back to (he Sure the right to proiducc,
publish, or otherwtse.utc such software, source code, object code, modifications.-feports,
and Documentation dcveloped'undcr the Contraei.

10.U In no eVent shall the Contractor be precluded from developing for itself,.or for Others,
malerials that are competitive with, or limilir to Custom Software, modifications
developed in connection with perfi^arKe of obligsttohi under the Contract. In
addition, (he Contractor shall be frMto use tu general knowledge, skills, experience, and'
any other ideas, concepts, know«how,;and techniques (hat are acquired or used in the
course of its performance under this agreement.

Suie'orNK Contract 2018-1 1
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10.2 STATE'S data AND PROPERTY

All ri^u, liUe and interest in State Data shill remain with the State. All dtu-and any property
t^ich has been rMtlved from the State or.purchased with funds provided for thai purpose under
this Aptemeni. shall be the property of the State, end shell be returned to the Slate upon
demartd or upon tcrminaiion of this Agreement for any reason. The Contractor shell not ecceu
Sutc user accounti or Sute data, except:

•. In (he course of data center operations;

b. in rasponse (o serviee or technical istttcs;

c. As required by the express lermsoT this contract; or

d. At the Stale's written requesi.

lOJ CONTRACTOR'S MATERIALS

10.3.1 Subject to the proviiioas of this Contrael. the Conrnetor may develop for itsdf. or for.
others, materials that ere competitive wjih, or similar to. the Deliverables. In accordance

. with the ̂ vision of (his Contract, the Contractor shall not distribute any produca
containing or disclose any Slate-Confidential Information. The Contractor slUll be free
(0 use its general knowledge, skills and experience, and any ideas. concepts.-ltAOw.how,
end techniques thai are acquired or used in ihe course of its performanM under this

.  .Contract, provided (hat such it'^ obtained as the result of ihe deliberate memorixetion
of.the Suic Conridentiel Information by the Contraetor employees or third party
donsultants engaged by the Contractor.

10.^.2 W'dhout limiting (he foregomg. the parties agree thpt the general knowledge referred lo
herein cannot include information .or records not subject to public disclosure under New'
Hampshire RSA Chapter 91 A. -which includes but is not limited to (he following:
records-of grand juries.and petit juries; records of pa^ie and pardon boards; penonel
school records of pupilii records pertaining to internal personnel praccieei,- rinineial
iaformation, test questions, scoring keys and other examination data use to administef a
licensing cxammatidn, exarnination for employment, or academic examination and

'.personnel, medicil, welfare, library uie, video tape sale or rental, and other files
containing personally idMiifiabla information thai is private in nature.

10.4 state WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Righa. All right, titip and interest irrthe State
WWW site <NM.GOV, eTe.>, Including copyright to all Dau'and information, shall remain
with the State. The Sute shall also rc^n all right, title and interest in any user interfaces and
computer instructions embedded within Ihe WWW pages." All .WWW pages and my other
Dau or information shall, where applieible, display ihe Scald's copyright.

'Siaie'ofNH Contract 20I8'IM Comprehensive Cyber Security Risk Astessm'eni
Part 2 - IT.Ptoyiiions
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lO.S CUSTOM SOFTWARE SOURCE CODE (NOT APPLICABLE)

I  In the event th»t the Suie purchftses tofh^ere development leivicct, which rctulu in Custom
Soflwm, the Contrictof shall provide the State with a copy of the source code for the Custom
Software, which-shall be subject to the. Uicehte ri^hu. TM State shall receive a worldwide,
perpetual, irrevoeeble, and non-excluiive-paid -up right and license to use, copy, modify and
prepare derivative works of any .custom developed softwa^. Thiseeetlon'does not apply to (he
Contraeter'i proprietary software cede. .

•  10.6 SimVTVAL

This Cbntraet Agreement Section 10; InttllectvaJ Property shall survive (he lenninetion'or the
.  I Contract.
*  ]

n. USE OF STATE'S INFORM ATION.CONnDENTULnTY

11.1 USE OF STATE'S INFORMATION

In performing its obiigaiions imderthc Coetract, the Contractor, miy gain access to Information
of the State.Mneluding Stale Coriridenii^ Information. "State Confidcr^ial Information*' shall

I  include, but'not be limited to, infdrmatiori exempted from public disclosure under New
I  Hampshire RSA Chapter 91 'AiAeciSS lo ond MttUnp (ioe e.g. RSA Chapter

91-A: S Ejttmpiions). The Contractor-shall not use (he State Confidential Informaiioo
developed or obtained during the performance of, or acquirtd, or developed by reason of the

.  . Contrtct^exceptaidirectlyeonneetedtophdnecessaryforlheCooiroctOf'ipeffonnanceundef
the Contract.

11.2 state CbNFIDENTU.L INFORMATION

11.11 The Contractor shall mainuin (he cenndentiality of and prbt^ from unauthorired use,
disclosyrc. publication, and reproduciicn (collectively "release"), sU State Confidential

• Information thai becomes available to the Contractor in cohnectitm with its performatfce
I  undertheConlracI, regardless of inform.

: n.2J Subject to applicable federal or Sute laws and reguUtions, Confidential Information
shall not include informsiion which:

a. Shall have Otherwise become publicly'availablc other than as a result of diKlosure by
i  (he receiving party in breach hereof;
I  b. Wasdisclosed tothe rteeiving panyona non-eonrideniial basis from asouree other than
I  (he disclosing party, which (he receiving party Relieves is not prohibited disclosing

. such information as a resuh of an obli^tion in favor of the disclosing party;

c. U developed by the ttceiving party indeper^enity of, or was known by the receiving-
I  party prior to, any disclosure of lock informatiofl mode by (he disclosing party; or

State ofNH Contract 20IM11 Comprehensive Cyber Security Risk Auessment
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d. Iidiicloted with the wrincn content of-the disclosing pany. A receiving party also mey
disclose Confidential Infomtiiion-to the extent required by an order of a. court of

. competent jurisdiction.

II Any disclosttre of the Sutc Confidential Informition shall require the prior written
approval of the State. The Contractor shall immedtaiely notify the State-if thy request.
tubpOcna or other legal p^eas it served upon the Conenctor regarding (he State
Gonfidentlaj Information, aM the ̂ nlracipr shall cooperate with the Stats in any effort
the State Undertakes to context tIm request, subpoena ot other legal process, at no
additional eoft to the State.

II.2A In the event of the unauthorited release of State Confidential Information, the Contractor
shall imm^iately notify the State, and the State may immediateljr be enlitled.to punue
iny remedy at law and in equity^ including, but not limited to, injunclive mljef.

J1.3 CONTRACTOR CONFn>ENTLa INFORMATION

Insofar at the Contractor seeks to miintain the conndentialiry of its ceofidcnilal or proprietary
informalion. the Contractor must clearly identify In wriilAg all information it citimt to be
confidential or proprietary. Notwithstantjing the foregoing the ̂ ute acknowledges thai the
Contractor considers their Oocumenracion.to be Confiddatial Information. The Contractor
acknowledges (hat the Sute is subject to ^le and federal laws governing disclosure of-
informiiion inckiding but.not ilmitcd lo, RSA Chapter 91»A. The State shall maintain the
eonfidentiality of the identified Cooftdential Information insofar u It is consi^eni with
applicable State and federal laws or regulations, including but not iimitcd-to, RSA Chapter 91 •
A. In the event the State receives a request- for the information identified by the Contractor as
confidential; the Sute shall notify the Contractor and specify the date the State will be rakaiing
the raquesied Information. At the request of (he State, the Comractot ihail cooperate and assist
the Sute with the collection and review of the ContrKtor't information, at no additional
expense to the State. Any effort to p^ibit or enjoin the release of the mformition shall be the
Contractor's sole rtip^ibility and it the Cont^or'i sole expense. If the Contractor fails to
obtain a court order enjoining the disclosura, the State shall release the inforr^tion on the date,
specified in the StaU's notice lo the Contracipr. without any liability to the Contractor.

11,4 SURVIVAL

This Contract Agreemtni Sectidn 11. UuofStoit'i Information. ConfidtMiolity..i^\\ survive
termination or conclusion of the Contract.

12. LIMITATION OF LIABILITY

12.1 STATE

Subject 10 appiicible laws and regulations, in no event shall the State be liable for any
consequential, special. Indirect, incidental, punitive, or exemplary damages.* Subject to

• ipplicable laws and regulsiions. the State's liability to the Contractor shill not e.xceed the loial
Contract price set forth in Conirtct Agreement - General Provisions, Block 1.1.

Sute of NH Contract 2011<] 11 Comprehensive Cyber Security Risk Assessment
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12.2 STATE'S IMMUNITY

Nocvfithstanding the foregoing, oothihg hertio coni&ined thel) be deemed to constitute • weiver
of the tbvereign, immunity of the State, which ithmuniry ti fieftby reserved to the State. This
covenanl thill Survive icrminitiofl or Contract conclusion.

' UL3 survival •

I  This Sixtion 12: Umlioihn ojUabUity shell survive termination or Conirset conelusiort.
13. TERMINATION

t3.1 TERMINATION FOR DEFAULT

Any one or more of the following sots or omissions of the ContrKior shall constitute an event
of default hereunder C'Event of Oeffuli")

e. Failure to perform the Services seitifictoriiy or oh schedule;

b. Failure to submit any rtpon required; and/or

c. Failure to perform any other covehittt, term or condition of the Contract.

13.1.) Upon the occurrence of my Event of Default, the Slate may take any one or more, or all,
of the following aelioni:'

a.. Unless otherwise provided in (he Corttraci, the State shall provide the Contractor
wrinen notice of default and require it to be remedied within, in the absence of
' a greater or lesser specification of time, within thiity (30) days from the date of
notice, unless otherwise indicated within by (he State ("Care Period"). If the
Contractor fails to cure the default within the Cure Period, (he State may
terminate the Contraet effective (wo (2) days after giving the Contractor notice'
of termination, et its soie.dtscfeiion. treat the Corttraci as breached and pursue
its remedies at law or in equity or both.

b. Give (he Coniraetor a writtm notice speei(ying- the C>«nt' of Default and
.  suspending ell payments to be made under ihi Contract and ordering that the

portion of the Contra'ci priee which would otherwise accrue to The Contractor
during (he period from the date -of such nrnke until such time u the 2fute
' determines that the Contractor has cuird (he Event of Ocreull shall never be paid
to the Contractor.

c. Set off against any ether obligations the State ma'y o*^ ip the Contractor any.
damages the Sutc suffers by reason of any Event of Default;

d. Treat the Contract as breathed and punua any of iu remcdiu as law or in equity,
or both.

Prxurc Services that tk thd tub}eci of the Contract from another sintru and the
Contractor shall be liable for reimbursing the State for the replacement Services,
and all administntive costs directly related to the replacement of the Conorut
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• and pouring (he Services from Bno(her souree, such as eosu of compeiiiive
bidding, mailing, idveitisihg. applicable reel, charges or penattiej, arrd staff time
costs; aK of which, shall be subject to the limitaiions o.f liability set forth in the
Contract.

12.1.2 The Contractor shall provide the State With written notice of default, and the State shall
'cure the default within thirry (20) days.

13.1 TERMINATION FOR CpNVZNIENCE
13J.l The State may, at its sole discr^ion, tennlnate (ha Contract for convenierice, in whole or

in pert, by thirty (30) days wrincn notice (b the ContiMtor. In the event of a termination
for convenience, the Suie ahdil pay the Contractor dM agread'upon price, if separately
tuied in this Contract, for OelivcraUet for which Acceptance has been given by the
State. Amounts for Services or Oelivehblai provided prior to the date of termination for
which no separate price it stated under the Contract, shall be paid, in whole or in pan,
generally in accordance with Contract Enhibii B, ̂rice and Paymtni Schedult. of the
Contract.

13.2.2 During the thirty (30) day perit^, the Contractor shall wind down and ttaieScrvkcs as
quickly artd efficiently as icaionably possible, wj())oui performing unnecessary Services

. or aciivities-and by minimtiing iVegttive effects on the Sute from such'winding down
and cessatioA of Services.

I3J termination for confuct of interest

)3J.l The State-may terminate the Contract by written notice if it determines that a conflict of
inlerett exists, including but not limited to, a violation by. any of the parties hereto of
applicabie' laws regarding ethics in public acquisitions and procurement and petformartce
of Contracts. . . - I

13 JJ* In such case, the Sute shall be entitled to a pro-rated refund of imy current development,
suppoirt, and rnaintenartee cosu. the Stale shall pay all other contracted paymenu that

'■would have become due and payable if the Contractor did not luiow, or reasonably did
not know, of (he conflict of iniefcst

13J J In the event the Contrsci Is tentiinated ai ptovwited above punuant to a violation by the
Contrteiof, the Suie shall be emitted to pursue the same remedies against the Contractor
as It could pursue in the event of a default of the Contract by the Contractor-.

13.d termination PROCEDURE . .
13.<.1 Upon terminadon of the Contract, the State. ln addition to any other rights provided in

the Contract, may require (he.Conbactor to deliver to the Sute any property,, thchiding
without limltaiior», Writteri Deliverables, for such part of the Co.oftct as has been
•icfminated.

■"13.4.2 After receipt of a notice of termination, and except as otherwise directed by the Slate,
(he Contractor shall;

Sute of NH Contract 2018'1M Comjprtheniive Cyber Security Risk Assessment
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•. The Slate ihall be entitled id any post-tennlnaHon auiiutnee generally made-
available with respecl (o the servleei, unless a unique data reir'iava'l ajrangemcnt
hat been established at of the SLA.

b. Stop worli undei.ihe Contract-on the date, and to^the extent-speeifted, in the
notice;

c. Promptly, but in no dvent longer than thirty (30) days aAer ic^mtnation. lerminaie
ita orders and subcontracts related to (he work w^ich has been lemiinated and

settle alt ouiutnding liabilities and all claims arising out of such cenntnation of
orders and subcontracts, with the approval or raiincallon.er the State to the extent
required, which approval or ratir»calion.ihall be -finel for the purpose of this
Section;

d. Take strch action u the State directs, or as necessary 'o preserve and protect the
propeny relat^ to the Contract vrhich is in the possession qf the Contrtctor and
m i^ich the Stale has an interesl; , . " -

c. Dtiiing any pefiOd of terviw suspension, the Contractor shall noi take any action
to intentionally erase any State data, n the event of rtrminaiion of any Mrvices
•or agreement in entirety, the Contractor shall not take any action to intentionally
erase any State data for a period of:

i. 10 days after the cfTeclive data of termination, if the termination Is in
accordance wHh the contract ptfiod

■  11. 30-daya after iheeffiMive date of terminati^ ifih&tenninatioo4rfor
coovenltAce . "

ill. dOdiyf aftertheeffeciivedateoftermination, ifthe termination is for
cause

>. After such period, the Contractor shall have no.obligiiton (6 maintain,
or provide any State- data and shall thereafter, unleu legally
prohibited, -delete all Slate dau in its systems or otherwise in lu
poitesibn or under its-control.

(. Trattffer title to (he State and deliver in the marmer; at the times, and to the etrtent
directed by the Slate, any ̂ perty which is required to be furnished to the State
and which has been accepted or requested by the State; and

g. The Contractor shall implement an overly return of State data in a CSV or
another mutually agreeable format At a time agreed to by the parties and the

-  subsequent secure disposal of Slate data;

h. The Contractor shall securely dispose of all requested data in all of its forms,
such u disk, CD/ DVD. backup upe and paper, «^en requested by the State.
Data shall be permanently deleted end shall nM bt recoverable, acceding to
National Institute of Standards and Technoldigy (NI^«epproved methods.'
Certifkatts of destruction shall be provided to the State.

I. Provide written Cetliricalion to the State that the Cotjtractor hat surrendered to
the State all aaid property.
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13.5 SUR.VIVAL

Thii Section 13; Termift«iion tholl lu'rvive lennineiion ot Coninci conclusion.

14. CHANGE or OWNERSHIP

In the event that the Conirwtor should chinfe ownership for any reason whatsoever, the State shall
.  have the option of continuing under the Contract with the Contractor; its tucceuora or auigni for the

full remaining term of the Conti%a; continutng'under (ha Cohiraei With'the Contractor, its tucceison.
Of assigns for such period of time u determine rtecessary by iha Suic; or immedlauiy lerminata the
' Contract without liability to (he Contractor, i.ii luccessors or assigns.

15. ASSIGNMENT, DELECATION and SUBCONTRACTis
15.1 The Qbntrac'tor shall not assign, delegate, aubcontfact, or oiherwite trenifer any of its interest,

rights, or duties under the Contract without the prior wrincn consent of ̂e State. Suehcontent
shall not be unreasonably withheld. Any anampted transfer, assignment, delegation, or other
transfer made wtilhout the Stale's prior written consent shall be null and vbid, end, may
constitute an event of default at the sole diserciton of the State.

15.2 The Contractor shall remain v^lly responsible for performance of the entire Contract even if
aisigntcs, delegates, SubcoHtrtctOft,'.or other traruferecs CAitigni") arc.used, unless
otherwise agreed to in writing by the State, and the Assigns fully aisumet in writing any and
all obligations and liabilities ttnder the Contract from the EfTectiyc Date: In the absence of a
written assumption of full obligations-and liabilUiet of (he Corttnct. any permined assignment,
dplegaiion. tubcohtrecl, or other transfer shall deither relieve the Connctor of any of its
obligations tinder the Contract nor effect any.remedies available, to the State against the
Contrapior that nuy arisa from any event of default of (he provisions of the contract. The State
shall consider the Contractor to be the sole point of contact with regard to all contractual
miners, including payment of any and all charges resulting from the Contract.

' 15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning (he
Contract to the tucccsior of all or substantially all of the assets or business of the Contractor
provided-that (fie successor fully assumes in writing all obligations and responsibilities under
the Contract. In the event that the ContrKtor should change ownership, as permitted under
Section 13: Change ofOwncrahip, thc Stite shall have the option to continue under the Contract
with the Contractor, its soecesion-cr assigns for the full remaining term of tho Contreci;
continue under .the Concraet with the Contractor, iu successors or assigns for such period «f
time as determined neeusao' by the State; or immediately terminating the Ccntfact wlthput
liability to (he Conoactor. iu successors br assigns.

16. DISPUTE RESOLUTION

16.1 Prior to the filing of any formal proceedingi with fcspfct to a dispute (other than an action
seeking injunciive relief with respect to lntelicc(u.al property righu. or.'Ccnfideniiil
Information), the party believing itself aggrieved (the "Invoking Party") shall, call for
progressive management involvement in the dispute negotiation by written notice to the other

State ofNH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
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piifiy: Such notice shall be wlihoul prejudice to the Invoking Party's right to any other remedy
'  pemtilicd under the Contreet.

16J The pa/tiei shall use reasonable efToni to Vrwge. personal meetings and/or lelephone
coflfcimccs BD needed, dt mutuiily convenient times and places, between negotiators for the
patties it (he following succeisive mana|emcn( levels, etch of «vhich shall have a period of
aliened time aa specified below in which to attempt to icsoive the dispute:

Table 16.1: DISPUTE RESOLUTION RE^NStBOJTY ANDSCBEOLa.CT>kaL&

LEVEL . contractor state.
CUMULATIVE
ALLOTTED

TIME

Primary
Luc Martin

Project Manager (PM)

OanielOiMer

State Project ManagcrfPM)
Chief Information Security

QfRcer

S Business Days

'  First
1

•  Scon Mosher -

Vice Presidcttt
.Denis Coulei
Commissioner

10 Business

Days

16.3 The allotted time for (he first level ncgotiitiom shall begin on the date the Invoking Patty't
notico is received by the ether pasty. Subsequent allott.cd time is days from (he date that the
original Invoking Party's notice is received by the oihei party.

17. DEPARTMENT OF INFORMATION TECHNOLOGY GENERAL TERMS AND
CONDITIONS

.  17.1 COMPUTER USE

In consideriiion for rtcciving actcss to and use of the computer fqciliiiet, network, licensed or
developed software, systems and equipment, OocumentBtion,;informaiion, reports, or data of
any kind (hereinafter "information'^, the Cootracior undertunds end agrees to (he following
ruki:

t. EveryAulhorittd UKrhastherespoflsftiiliryioassuretheprotectlonofinformatiosi from
unauthorixtd access, misuse. the'K damage, destruction, r^ifieation. or disclosure.

b. That information shall be used soldy for conducting official State busmeia,'and ail other
use or access is strictly forbidden ii^uding. but not limited to, personal, or ottier private

j  ':ar>d non-State use and that at no lime shall the Contractor eceess or attempt to access any
I  information without having the cxpreii authority (0 do so. .

State qfNH Contract 2011-
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c. Thit II no lime thill the Contncior icceit or ittemprto accett any information in a
manner ineontUteni with the approved policies, procedgrci, and /or agreementi relating-
to system entry/access.

6. That all software licensed, developed, or being evaluated by the State cannot be copied,
• shared, disoibuted, sub-licensed, modirtcd, reverse engineered, rented; or told, and that
at all times the Contractor must use utmost eara to protect end keep such softwmra strictly
conn^niial in accordance with-tho license or any other Agreement executed by the State.
Only equipment or loftwin owned, jkfnscd, or being evaluated by (he Stale, can be
used by the Conerattor. Pertonal software (including but not limited to palmtop tyrte
software) shall not be installed on any.equiptncnt.

c. That ifthc Conlricror is found to.'bc in violation of any of the above-stated rules, the
User may face removal from the State Contract, and/or criminal or civil prosecution, if
(he act constitutes a violation of law.

17.2 EMxaUSE

Errtiil and other electronic communiuiion messaging systerns are State of New Hempshirc
property attd'are fo be used for be^ineis purposei only. Email ii defined as "internal Email

'  systems" or "State-funded Email syttems." Thi Contractor understand and agree that use of
, einail shall follow State standard policy (available upon'rettuest)..

17J' INTERNET/tNTRANET USE

The Intemet/lntvanel is to be used for access to and distribution of information In direct support
of the business of thd State of New Hampshire according to State standard policy (available
upon request).

17.4 HECULaTORY GOVERNMENT APPROVALS

The Contractor shall obuin ill necessary and applieible regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

17.5 (NSURANCC CERTIFICATE

The Insurance Certifrcate should note the Certificate Holder in the -lower left hand block'
including SuteofNew Hampshire, Department Name, and name of the individual retponiible
for (he funding of the eontracti and hia/her address. ,

I7js EXHiBrrs

The ̂ hibiu referrcd-to, in and ittiibhed to (he Contract are incorporated by'referenca aa if
fully included in the text.

17.7 . VENUE AND JVRiSOICTION

Any action on the Contract may only be brought in the State of New Hampshire, Merrlmack.
County Superior Court.

State of NH Co(>trec(.20l'8-I M Comprehensive Cyber Sccuri^ Risk Assessment
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J7.8 SimVTVAL

I  The term], condition] end wamniie] conuined. in the Cohtnci ihst by their cofliexf ve
J  intended to.eurvivc the completion of |he pcrfomunce. cotKellition or icrmihelion of the

i' Conirtctthell]0]urvive.

17.9 FORCE MAiTEURE

Neither the Contrector nor the Sute ehilj be reipontible for delsyi or feiture] in performance
reetiliing from event* treyond the control of cuch party and «viihoui fault or neglifetKa of-iueh
party. Such events fhall inctude, but not be limited to, acts of Cod, Strike], iMk outs, rioti, end
act] of War. eptdemiea, acts of Govemmenl, fire, power failures, nuclear accidents,
eanhquakes, and unusually severe wmaiher. Eaeept in the event of the foregoing. Force Majeure
events shall not tnehide the Contractor't inability to hire or provide personnel needed for ihe
Conmctor's perfoftnance under the Coninct.

17.10 NOTICES

Any ndtice by • party hereto to the other pafty shall be deemed to-have been duly delivered or
given tl the time'of mailing by ceniried mail, ̂ stage prepaid, in a United States Post OfTtce
addressed to the parties at Ihe following addrtsses.-

Table 17.10: Notices

TO the CONTRACTOR . TO THE STATE OF NEW HAMPSHIRE

KATH1E CHENEY DANIEL 01STER-

NuHARSOR SECURITY
• DEPARTMENT OF INFORMATION

TECHNOLOCY

39 RIVER RD SUITE 4 • 27 HAZEN DRIVE

ESSEX JUNCTION. VT 04542 CONCORD. NH 03301

T£t;(l02W)l.O>OI TEL: (603) 223-5734

17.11 DATA PROTECTION

Protection of personal privacy and data shall be an integral pairt of the business KliVitics of the
•  ' Contractor to ensute there is no inapprc^iitd or unauthorixed use of State infdrmation at any

lime. To this end, the Contractor shall safeguard the connderuiality, integrity and availability
of Sute information aitd comply with the following condHkMu: .

a. The ContTKior shall implement and mainuin appropriate idminiitrative, technical and
organtsati^l security measures to sifcguard against anauihorized access, disclosure or'
thcA of personal datoandnon.publicdtita. Such security measures shall be in accordance
with rcMgniied industry practice and not less stringent than the measures t'he Contractor
applies'io its own ̂rtenal data and Apn.publie data of iimiiir kind.

Sute of NH Contract 20IMI> Comprthcnsive Cyber Security Ritk'Astessmeni
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b.- All dat« obuincd by the Contractor in the performinee of thii control ilull become and
• al> peraonal data thall be encrypud at rest and in.(raitsii with controlled accen. Unless

. otherwise stipulated, the Contractor is responsible for encryption of the perspnal data.

c. Unless otherwise stipulated, the Contractor shall etKiyp.t non-public data at rest and
in transit. The State shall idottify data it decfns at non-public data to the Contractor. The
level of protection and encryption for all hdn-publie data shall be identified and made a'
part of this contraet. •

d. At no lime shall any data or procattai — ihai cithar belon| to or ara iniendad for (he use
of the State or its ofTtcers. agents or employees — be copied, disclosed or retained by the
Contractor or any party related to.lhe Contractor for subsequent use in any trfnsaction
that does not inelu^ the State.'

c. The Contractor shall not use any information coKecied in connection with the service
iuucd fromthisproposarforanypurposeotherthan fulfillingthcserviec. .

17.12 DATA LOCATION

The Contraaor shall provide iu Services to the Suie and its end users iolety from data centers
within,the Coniincnut United States. All storage, processing.and tnnsmitiion of State dau
shall be restricted to.information technbh^ systems within the Conlinenul United States. The
Contractor shall not allow its perionnel or sub-ebniraetort.td store'State data on portable
devices, including personarcampthere, except as specifted end allowed by thp contract, and
then only on devices that arc used and kept at ks data centers within the Continental United
States. TV Contractor shall permit its personnel end Contractors to aaest State data rctpotely

. -Only to'provide technical suppolt and as specifi^ or required by the contract.

17.ti SECURITY ENCCDENT OR DATA breach NOTIFiCATION

The Contractor shall inform the State of any security incident or data breach in accordance «vith
NH RSA 3S9-C.'

a. Incident Response: the Contractor may need to communicate with ouuide parties
regarding a security incident, ̂ ich may include contacting law enforcement, fielding
. media if^uirict and seeking cxicmil cxpcrtiK at mutually agreed upon, defined by law
or contained in die contract. Discussing security incidents with the State should be
handled on an urgent as-needed basis, u part of the Contractor eommunieatton and
mitigation processes as mutually agreed upon, defined by law or contained In the
contract.

b. .Security Iricldeni Reponing Requirements; the Contractor shall report a security incident
to the epptopriaie Slate identifi^ coniact immcdietcly as dcfn^ in the SLA.

c. Breach Reponmg Requlrtmcnis; Ifthe Contractor has Sciual knowledge of a confirmed
dau breach that efTeeu the security of any Sute conient that is subject'io applicable dau
brca.ch notification law. (he Contractor shall (I) promptly notity (he appropriate Sute
' ideniiflcd contact within 24 hours Or sooner, unless shorter time is required by applicable

Sute of NH Contract 2018-111 Comprehensive Cyber Security Risk Aisesimenf
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Uw, tnd (2) tftkc commercially reasonable meaturet (0 atfdreii (he data breach in a
timely manner.

n.M BREACH RESPONSmiLrTIES

This'wciion only applies when a dau breach occurs wich respect to personal data within the
possession or control of the Contrector.

a. The Contrector. uf^less stipulated otherwlie, shall immediately notify tppfOpriaie
Slate identified contact by telephone in aeconlartee with tha ■(reed upon aecuriry plan or
security procedures if it reasonably believes (heit has been a security ineident.*

b. The Connictor. unless stipulated otherwise, shall promptly notify the appropriate Sute
identified contact within twenty four (24) hours or sooner by telephone, unless shoner
time is resuired by applicable law, if it confirmi that there is. or reasonably believes (har
there has been a data breach, the Contractor shall (I) cooperate with the State as
reasonably requested by the State to investigate and resolve the data breach, (2) promptly

.  implement necessary''remedial measures, if nocessary, ai^ (3) document responsive
actions taken related to the dau-breich, including any post.mcident review ofevents artd
aciionii uken to make changes in bvslness prectices in providing iftt services, if

•necessary.

e. Unless btheiwise stipulated, if a datt breach is a direct retujt of the Contractor's breach
of its ceattoct obligation to encrypt pcnonal dau or otherwise prevent its ■rekase, the
Contractor shall bear the costs associated with:

L  The investigation and resolution of the data breach;

li.' Noiirications 10 individttsit, regulators or others required by Stitc (aw;
IIL A credit monitoring service required by State (or.federal) law,
Iv; Awebsiieorai^l-rreenumberandcallcenterforaffectedindividualsrequlfed

• by Sute law ~ all not to exceed the average per iccord per person cost
calculated for data breaches in -the United Sutes in the most recent Cost of

•  Data Breach Siudyt-Global Analysis-published by the Ponemon InsiiruiBl ? at
the time of the data brea^; and

V. Complete all corrective sctions as reiuonably deiemined by the Contractor
baKd on root causa; alt ((1.) through (v.)] sutgc^ to this Contract's limitation-
ofliabHily.

ItIiS NOTIFICATION of legal requests
'  The Contrac.ior'shall conuct the State upon receipt of any electronic discovery, litigation holds,
'  dttcoveiy'searches and extxrt testintianks related to the Sute's data under (his contract, or

which in any wty might reason.ibly require access.to ihe-data of the State. The Contractor shall
not respond to subpoenas, service of proeett and other legal requests related to the Sute without

■  first hoiifying the Slate, unless prohibited by law from providing iuch notice.

Slate ofNH Contract 2018.111 Comprehensive Cyber Security Risk Assessmem
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17.16 access TO SECURITY LOGS ANP I^PORTS

The Cofltrtctor sh«li pravide reporti lo the Stite in i fomiat ei a|;ecd lo-by both the Conlrector
tnd the Suie. fteporit ihell include Utency netiitici, user eccestf user ftcceu IP Pddrets. user
icccit hitt^ ind lecuriTy logs for •!> Suie files relited to this conmci.

•  iri7 CONTRACT AUDIT

The Conireerbr shell ellow the Siete to audit coofonnance lo (he contract termi. The Sute may
- pciforrn thU audit or contract with a third party'at.tu discration and at the Stata's axpenia.

I7.IS . DATA CENTER AUDIT

The Cofttnctor shall perfoim an independent audit of iu data centers at least annually at la
expense, and provide a redacted version of the audit report upon reduest.. The Contractor may
remove iu proprietary inforTnaiion ft^m dtc redsuCd version. A Service OrgantiMion Control
(SOC) 2 audit repprt or ipproved equivalent sen the minimum level of a third-party.audit.

17.19 advance NOTICE

The Contractor iKall give advance notice (to be determined at the contract time apd included
In the SUA) to the Sute of any upgrades (e.g., major upgrades, minor upgrada, system
' chants) that may impact service availability and performance. A inqjor upgrade is. a.

replacement of hardware, sofKvw or firntware with a newer or bcflcr version in order to bring
the system up to date or to improve its characteristics. It usually inciudes a new version number.

17.20 SECURITY

The Coniradtor shall disclou its non-pr6prietary security presses and lechnteal limitations
to the State such thai adequate proteetion and ncxibility cart be attained between the Sute and
the Coptractor. For example: virus cheeking and port snifrmg— the Sute and the Contractor
shall undenund.each oihv's roks end rrtponsibilitiei.

17.21 NON-DISCLOSURE SEPARATION OF DUTIES

' The Contractor shall enforce separation of job duties, require commercially reasonable non-
-  ditcloiure agreements, and limii staff knowledge of Sute dau to that which is absolutely

necessary lo perform job duties. - i

17.22 IMPORT AND EXPORT OF DATA . .

The State shall have the ebility to import or export dau in piecemeal or in entirety oi iu
diKretion without interfereAce.from iha Contractor. This ihcludqs the ability for (he Sute to
impoit or export "dau (offirom other service providers.

I7J3 RESPONSmamCS AND UPTIME GUARANTEE

. The Conrracicr shall be responsible for the acquisition and opention.of all hardware, soflwilrc
and network support rclat^ to the services being provided. The technical and professional
activities required for esublishing. managing and matnuinmg the environments are the

Sute of NH Contract 2011* 111 Comprcheniivv Cyber Security Risk Assessment
Pan 2-17 Prqvlsions
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STATE 01^ NEW HAIV1PSH1R£
.  DEPARTMENT OP fNPORMAtlON TECKNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2618-111
PART 2 ̂ INFORMATION TECHNOLOGY PROVISIONS

rtspofltibilHiet of ihe Contracidr. The ijrttem sKill be tveileble 24/7/365 (wiih.agreed-oppn
meintenAnee downiime). vid provide service to customers as defined in the SLA-

17.24 RIGHT TO REMOVE OfDrVCDUALS

The State shell heve the right et any time io require that the Contractor remove from interaction
with Staie any the Corwractor representative who the State believes is detrimental to its worhing

I  relationship with the Coittractor. The Siite shall provide the Contractor with notice ofjti'
determination, end the reasons it requests (he removal. If the State signifies (hat a potential
security violation ciiste with respect to the request, the Contractor shsil immediately remove
ivch ii^lvidual. The Cootnctor shall not assign the persort to any upect of the controci or
frifure wort orders without (he State's consent.

Rtmaindet o/thU poft IntenthneUy It/I tlonM

State ofNH Corttrect 2018-1 ll Comprehensive Cyber Securiiy Risk Assessment
Part 2 - IT Revisions
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STATE OF NEW HAMfSHIR£
DEPARTMENT OF INFORMATiON TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACtlOlilll
PARTi-EXHCBITA

contract DELIYERABLES

1. CONTRACT DELIVERABLES

The Sute of New Htmpthirc, Deptftment of Information Teehnotoiy, (thi "State") requires
comprchcntiee cybersecurity risk assessment of the Executive Branch informaiion'technology
enterpriie. In tddition (o determining gaps or shortfalls in the State's cybersccuriiy posture, a key

■ outcome of tHii assessment wilt be a roedrnap to improve.the security, readiness artd effectiveness of
the State of New Hempshire'c cybeftecwrky.posiure.

As a public entity, the State of Hew Hampshire it exposed to the Aill range of cyber thrcau on a
continual basiirmalwarc. botnets, ransomware. and denial of service attacks do not discriminate - any
nerwork connecied to the ituemet is exposed to these threats. The old boundaries of cybertccuirity and
cyberattacka are disappearing — from the network perimeter, to distinct types of meJwam, to nation*
state uctks vs. that of the cybercriminal. The anacker's advantage lies in this fluidity, exploiting
e^poini vulnerabilities and inadequate security controls; reshsping attacks to evade detection; and
rcpurpoiing tactics, techniques and procedures for their cwn<use. It-ha.s been said that-"You don't
kqow what you don't know" and to that end; the State of New Hampshire is pursuing ert independent,

•  comprehensive cybersecurity risk assessmeru ie order lo-focus cyberseceriry resources on the biggest
fiiUu and gaps in our lectirity posture.

COALS AND OBJECTIVES

ASSESSMENT:

FOR THE COMPREHENSIVE CYBERSECURITY RISK

r. Independently assess the cybersecurity maturity level as measured against the NIST
Cybersecurity Framework and the Center for Intcmct Security (CIS) 20 Critical Security
Controls;

H. Review the network architecture, including L2 and L3 ■ routing approach, use of
rcdundant/survivable equipment conrigufclton's, use of Firewalls, um of adccss control ilsti
and remote access methodologies artd evaluaie its conformance with best practices for a
network of ihii size and complexity;

lU. Identify any security gaps, prioriilte them and describe the level of effort rtquirU to
mitigiie them;

Iv. Discovering non-existent and/or weak information securi^ management processes within
the organization;

V. Identifying opportunities lo iihprovc-.thc r>etwork architecture, network consolidation,
simpliflcation and cost reduction; -

vl. Confirm cyber-proioction systems eitd processes art properly secured from iniemat and
external timats; and

|vii. Prtpaie and present a lechniul roadmap to improve the security, readiness and efTcctivenesi
I  of the State of New Hampshire's cybericcurity posture.

State of NH Cbntreci 2011-1II Comprehensive Cyber Securtiy Risk Asscisment
Part 3 - E/hibii A - Contract Deliverables
0'": . . .
Conincior'i initials: • Page2or3S



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURiTY RISK ASSESSMENT
CONTRACT 2018-111

parts-cxhibita

contract DELrvCRABLES

I.I general PROJECT ASSUMPTIONS

1.1.1 The ContrKtor will provide pfojcei (nckin| tooli end lemplties to.record end menige
'issues, risks. Chiflge Requetrs, loqviremenU. decision sKecU. end other documenu used
in the meAagement utd tfecking o/ the Prajeet. The'Suie of New Hsmpihire end ihe
Conirtctof't Project Menepcrt will Review these tools end icnipUies end determine
which ones will be used Tor the Project. Treiaing on these loots and templstei will be
conducted ei the start of each ph^ in which they will be used.'

1.1.2 Prior to the commencement of work on'Non-Softwiro and WriRen Deliverables, the
Contractor shall provide to the State o icmptate, lable of contehu, or agenda for Review
and prior approval by ihcState. • - **

I.I J :The Contractor shall ensure that appropriate levels of security arc implemented and
maintained in order to protect the integrily and reliability of the Stale's Informaiicn
Tcchn^gy resources, mforTniiion; and iiryices. Securiiy.rtquircmenis arc deftned in
Pan 3 - Exhibit H: Requirements. The'Conncior shall provide (he State resources,
informaiion, and Services on an ongoing buls. with the appropriate infrastructure and
security controls to entute business coniiauify and lo safeguard the Confidenilality.and
integrity of Sute networks. Systems and Oau.

1.1.4 The Oelivcroblu are set. forth in the Schedule described, belowin Section 2.2. By
uftconditionilly accepting e Dciivenbk, the Stale reserves the right to reject any and all
Deliverables in (he event the Sute detecu any. Deneicncy in the System, in whole or in
pan, through completion of all Acceptartca Testing, including but not limited to.
SoftwarefSysiem Acceptance Testing, and any'cxtensions ihei^f.

1.1.5 Pricing for Oelivtrabia set forOi in Pan 3 • Exhibii.B: Price and Payment Schedule.
Pricmg wilt be effective for the Term of (his Corttract. and any extensions thereof.

2. pEtrVERABLCS, MILESTONES, AND ACTmTIES SCHEDULE

M. SCOPE OP WORK

■ The Ccntracior'will conduct a eorhprcl^tivc cyberaecurify risk assessment of the State's
Information Tcchrsology (IT) anvironmcnl in order to evaluate adhertnet to the State's
Informaiion Security Policies, NaiioAal Institute of Sundards and Technology (NIST)
standards, and best practices. The aasetsnttni shall include a itpreseniaiive lamplirig ofdevices
(to be defined by the Slate) from ocrosa ail Executive Branch agencies. The following scnrices
must be provided 10 meet t^e Contract requirements:

2.l.(C.i.l). tTASSETINVEffTORV AND MANAGEMENT
provide Ihe Sute with a comprehensive inventory df all IT assets within

.  the scope of Cxecsiiive Branch agencies.

Suta of NH Contract 20IM11 ComprthtASive Cylkr Security Risk AM44smeflt
Pan 3 - Eshibjt A - Contract Deliverables
Pater
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURltY RISK ASSESSMENT

CONTRACT20I8.111

part 3-EXHIBIT A

CONTRACT DCLIVERABieS

a. Utilitf tctive end passive discovery tools to ideniify eti devkes
e'onneetcd-to the State's network and populate a seirehable end

' editable Kardware asset Inveaiory.

b. Ensure thai (he hardw«re easel inventory records the network
address, hardware-address, machine name. Operating Sytlam
(OS), OS patch level, open ports and rtmnlng services Tor each
auct (hat has been detected/discovered on-the-network.

e. Assess'the current state and capability Tor a compnhcniivc IT
hardware and »ftwtrt ast.ei inventory and- mcAegensent
system.

d. Optional. Detiver a comprthensive IT hardware end software
asset discovery aind inventory manalerhent system.

2.1.(0-1.1) NETWORK SECURITY AND ARCHITECnmE ASSESSMENT

Provide (he State'with a network architecture review which evaluates
the fundamenul architecture approach Tor efTieiency,.maintainability,
throughput, sulvivabiUty/redurvdancy and security posture highlighting
current strengths a'nd weaknuses of implemented eontrojs. The vendor
should consider difTerent (asmsment scenarios such as level of access
and point ofacccstdvrini their assessments.' . .

The Technical Security AsiessmlEnt Report should include: •

a. Network Topology and-Architecrure

i. P.rom a practices perspective

II. Prom a security perspective

b. Network Segmentation

e. Nctwo^ Switch Configurtiicn

d. Network Access Control (NAC)

e. firewalls Configurtiton

r. lOP/IDS Configuration

g. Router Cprifigureiion •

h. Virtual Private Network (VPN) Configuration

1. Wireless Networking Ccnfigutatim

• J. Rembik Sites •

k. Data Cenien

I. Voice Over IP (VoIP) Configuration

State of NH Ccntreci-20lS-l 11 Comprehensive Cyber Security Risk Assessment
Par) 3 - ̂ibit A - Street Deiiverablei
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STATE OF NEW HAM?SHIR£
DEPARTMENT OF INFORMATION TECKNOLOCY

COMPREHENSIVE CYBER SCCURITY RISK ASSESSMENT

CONTRACTIOIS-JH

PAHTJ.-EKHTBiTA
CONTRACT DElitV^RABLCS

.  . m. Nerworl(btMdsefuriiyconirblse.8.0LP.Aatisptm. cic.

0. ConftgurtliOA mtnigeme/tl methodology

I. -OrHsrdwi/e

'II. O^toftwan'configureuoni

0. Opiioful: Provide-lechnicol sstistance to ectivtly mitipie
crilkel end high- riik findings from ihc Neiywk -Securliy
AlWtemefM.

M.(C-I.J) HOST/SERVER SECURITY ASSESiSMENT

Provide the Suie with • lecun'ly focused host/server erchiiechirc
'  review, with odditioatl tccority'feleted inrormition about the Suit's

hosVservcr operating system eonfigurations that eannot be obuined
through network scanning. The additional granularity df the host/server
security asKitmem should enable the'Suie to idemi^ and aiiess the
prtsenee and eRcciivcness of technical controls ̂  the level of
compliance with Sute policies end other relevant iridustry iiandards
and best practices, focus should be given tp:

a. Hardening issues • Provide an-in*depth review of a system's
security configuration, and evaluating If available the securi^ .
controU thai am being used based Oflihe roles and functions of
the host. ■

c  . • ■ .

b. Identify' known vulnerabilities and OS and 3fd party soRwam
iitues.-

. c. identify host dependencies from the Servicc/Cnd User,
standpoint and interconneciion between multiple cervices
which can,compromise an end user KTvice.

d. Optional: Provide technical assisunce to^idively mitigate
critical and high risk findings from the Host/Server Security .
AssettMent.

2.I.(C.J.4) ENDPOINT SECURITY ASSESSMENT

The vendor will test a prcnktermined samplirig of workstations end
peripheral encfpoihts in dIfTerent departmenii/divislonf from acrou

,  Executive Branch agencies to perform the usesiment. Provide the
State with an assessment of endpomts/worksuiions end end. user
security against NiST, QIS and industry best practices, including but
not limited to:

a. Workstation Configuration

b. Antl-Malwart

Slate bfNHContmci 2018*1 II Comprehensive Cyber Security Risk Assessment ' '
Pait 31-Exhibit A - Comraci Deliverables31- Exhibit A -
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STATE OF NfcW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOCV

comprehensive cvbeIr secimjTy risk assessment
CONTRACT 2018111

PART 3 - EXHIBIT A

contract DEtfVERABLES .

c.' Endpoint Encryption

d. User Rights (Locat/Domtln)

e. Medifl'Acoesi

. f. Pcistvord Praciicei

g. OSandT>iird-P«(Ty$olbvftrePBtchint

h. Pcripher«l Device (nctworti printth. lunncn) conrigurotion

l M^le Device Seeurity tnd M&Aagemeni

J. Optioael; Provide teehnieel uiiutnce to aciivcly miiigste
critical ifid high risk findings from the En'dpotnl Sccttrity
Assessment.

2.1.(C-1.S) APPLICATION SECURITY ASSUSMCNT

I. Cooduei sn Appllceiion Soeuriiy Atsutment Uiit eoilytes the
Irttemei. Extrtnci, and Ifuntnet-applicdtionj for existence and
strength of application security controls. Conduct this
assessmeni in fccordance to the OWASP (op 10 reference and
other baselines for application tecurtry (c.g. assessmeni of
authentkation mechanisms and authorixaiion mechanisms,
session context control mechanisms, audit logging, intrusion
detection and deterrence).

b. Conduct Applica.iiofl Security Assessments, that target the
seeurtfy cipabiliiks of erttical applications. Atsti.t if ^e
applications have upabiHtiu to secure information/data
communkstiooi and whether the capablHiiei have'been fully
utilized. To accomplish this, the Vendor must qualitatively .
assess vulnerabilities that exist within targeted appliu'tioris
relative <6 both technical and non-ieehnical security controls.

c. for Slate in*house developed appli^lions,- the overall security
^amcwork used Cor the application development process rtum
be reviewed.

d. the application security rtview should eyaluate available
security features snd"seeurity>releviint eonfigurctlon items
within the applkaiion to conclude if those eontreis have been
configured to provide (he State with the level of protection
required by butineti. regulatory, and corporeie drivers.

c. Optional: Provide technical assistance )o actively mitigate
critical and high risk fmdings from the Application Security
Assessment.

State of NH Contract 20lt>n I Comprehensive Cyber Security Risk Assessment
Pan 3 - Eihib^ A - Contri'ct Deliverables
p"y I
Contfaeicr's.iniiiils; Page 6 of 36-



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

comprehensive cyber security rjsk assessment

contract 2018-1H .
.PARTa-EXHOBITA

CONTRACT DELIVERABLES .

2.1.(C.|.0 Data security ASSESSMENT

Provide the Steie with tn usetsmcrii regsrding ihc clusiricitior),
ttofBge, trantmiition and use cf tcrvenircd tnd unstnictured dtto oerOss
thd Enierprite.

a. Oati detiincstion policies and procedures

t. Transjoissiofl uid handtirtg of Senikive date

. c. Data Access Conuol '

d. bau Ocfwction'

c. Privacy p6)icia»proteciioA and compliaacc

f. -Provide technical assinanca to actively mitigate critical end
high risk findingi from (he Data Security Assessment

g. Optional: P^vide tdrniniiimive assistarKC to dcvclt>p and
deliver new or updated documehiaiion bas^ on gaps or critical
findings from the Data Securiry Asussmeni.

2.1.(0-1.7) CYBCRSeCURHY AND RJSK MANACCMEKT PROGRAM
ASSESSMENT

Provide the slate with osseismenX gap analysis and a stmtegsc roadmap
for improvement against NIST, CIS and best practices in the following
program artii:

a. Cybcrsccuricy'Prcgram and Organisation

b. CovemaiKe and Compliance Management

c. Risk Management Policies. Praciicet and Procedures

d. User Security AwtreiKn and Training

e. Security Policies and Procedures

f. Business^niirturtyand Disaster Recovery Planning
g. Optional: Provide administntive assifianee to develop and .

deliver new or updated program documentation based on gaps
or critida) findings from the Cybertecurity end Risk
Mirwgement'Program Assessment.

2.2 DELfVERABLES

Vendor shall ertite and provide detailed rvporo to DolT as a result of analysis and assessment
including but.not liinited to the following:

State ofNH Contract 2018-MI Comprehensive Cyber Security Risk Assessment
Pan 3 - fyhi^ A-Contiiei Deliverables
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STATE OF NEW HAMPSHIRE
DEPARTMENT OP INFORMATION TECHNOLOGY

COMPREHENSIVE CVBER^ECURITV RISK ASSESSmIenT
CONTRACT 2018-111

Part ) - EXfUBir a
CONTRACT DCLIVEiUBLES

An executive iummery with objectives, scope, beck^tMind, summi/y of finilings, and
recommendaiioni

6. Artpon.%vhichusart>eN»STCybefUCufliyFf«mewofkto:

I. Oeteribe the State of HafflpsKlre's current cyberucurlry posture;

tl. Identify and ̂ ioricite opportunities for improviemeni within the context of
• continuous end rtpesuble preeess'.tand

ill. OescrlbeiheSteieefNewHempihire'tcurrentFramcwork.lmplememation
Tien . . •

c. IdentificMion of the technical or pfogrtmmatic cyber security gaps.

d.' Recommendations for elimmatin|, or at least reducing, security gaps and increasing-'
the level of cybersecuri.cytnituriry •

e. Summary of areas reviewed /.examined along with the methodologies / proieedarcs
used

f. A iitt of security weaknesses in the form of rmdings, ranking ofrisk severity, and a list
.  of prioritixed rcMmmendations

f. • A multi-year security itttprovemeai roadmap including addtiiortal rteommcndations or
future considerations

h. Recommendat'ioiu on industry Mndard security frameworks / best practices to
impl^ent

I. Cost projections for implementing (he optional reeommendstions and roadmap
including labor hours and ticehsiog for software tools . .

J. Listing of all softwM tools uted-to perftrfm the Assessment

Ic Any related reference material

2J DELIVERABLE METHODOLOGY ..

For each deliverable that rtquirts the vendor to eomplm' an Auessment the following
methodology shall be used:

a. Vendor 'shall prepara an outline of the rcpon which includes a scope statement and
proposed table of contents for the assessment report and provide it to the State for
rtvkw and comtncnt, • .

b. Vendor shall meet with (he State turn, no sooner than 5 business days after the outline
'  WAS provided to discuss the proposed outline and approach.

e.' Upon approval of the-outlirie and epproach by the State Frpjoci Manager the ixndor
may commence the analyiii/invctiigetron rti}uired for. the assessment.

State ofNH Comrect 2018-111 Comprehensive Cyber Seeuriiy Risk Atsestm^t
Pan 3 r Exhibit A - Contraet Deliverables
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111
PART 3 - EXHIBIT A

COI^RACT DEtrVERABLES

d. ir •! any lima during Om sAiiysii the vendor ditcovea what they coniider io.be a
criikai security vutnerability they shall immediately notify the State .Project Manager.

«. During the assessment (he vendor should provide a stams update on the assessment
during regular project meetings.'

f. Upon completion of the analysis/investigation the vendor thai) prepare • draft report
' in conformance with the approved outline (Step 3).and provide ittotheStatk for review

andcornimeni.

g. Vendor shall, no sooner than S bosiness after submitiing the drtfl report, meet with the.
Slate team to present ̂  frndinpand discuss the draft report.

b. After consideration of the retdbacli from the State, ihd vendor shall prepare and submit
a final report to the State Projecs Manager.

I. After acceptance by the Su« . Project Manager the vendor may invoice for the
deliverable.

Remelndff c/thbpcft iMMhneUy U/i btottk

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
Part 3 - Cxh^lt A - Contract Deliverables
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STATE OF NEW HAMPSHIRE
OEPArtTMENT OF INFORMATION TECHNOLOGY

comprehensive cyber secuivty Risk ASSE^MENT
CONTRACT IplS'lU
PART 3-XXimiT a

PRICE AND PAYMENT SCKEDI/LE

1. PAYMENT.SCHEDULE

1.1 NOT TO EXCEED

This is t Noi to Exceed (NTE) with t ma.iimum Gontnci value indicated in the Conihict Pan
I. P07 Ccneral Provitidns ■ Block I.I: Price Litnitailon for the period between the EfTective-
Okti through the data indiuted in Pm I; P07 General Provisioni >.Block 1.7; Completion
Data. Th« Contractor ahall be rcapontrble for performing iu obligations In accordance with
the Corttrect. This CorUrtcl will adow the Contncior to InvoiM the Silte for the following
activities, Del ivertblet, or milestones appearing in the priee and payment tables telow;

Tabl^ i.l: Wot Wtl Pfolcct Cdit & Paymdht Dates

Assessmertt

Number
TaskNime Duration

Estimated

Complettof)

-  Date

Total

.Dellvefible

Cost

irwolce Date-

CI.J

C1.3

C1.4

Meeting

IT Asset

Inventory and

Mcnagethent

Hoil/Scrver

^(urlty
Auessment

2 weeks

Tbttf

(3 Days
Onslte)

09/20/19 included N/A

Endpolnt
Security

Assessment

foreScout

^unterACT
filial Report
Debrief
Meeting

3 Hours

(Onstte,

SchedtfUn^

.TeO)

09/2S/19 Included N/A

State of NH Contract 20l8>l 11 Com^hensive Cyber Security Risk Assessment
Part 3 - Exhibk 8 - Price and Payment Schedule

Contraeter's initials: Page 10 of 3d



STATE OF fyEW HAMFSHFRE
DEPAATMENT OF INFORMATION TECHNOLOCV

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-HI

PART3>EmBrTB

PRICE AND PAYMENT SCtaOULE

C-1.2a

Network

Sccvrify *r>d
ArcMtcctut«

Aitessmcnt

l\ Wetks- 11/22/19 $7.7,000 11/29/19

C-l.S

Applicatiort

Security
AttessmeAi

7 Weeks 11/22/19 $49,000 11/29/19

Cl.2b

Cxternil

Network

Pertetrailon

Test

3 Weeks 11/15/19 $21,000 11/22/19

C-J.2C

irtterr^el

Network
Penetration ■

Test

6 Weeks

(*not

consecutNe

weeks,
•ccountlrti
for HotUay
perfodi).

01/17/20 ■ 542,000 01/24/20

C-1.6 .
Oata Security

Assessrtient

S Weeks 02/28/20 570,000 03/06/20 .

C-1.7

Cybersecurity

indAlsk

Martigement

Program
Assessment

AisesimemTotil 5259,000

Sute ofNH Contnct 2018' MI Compreheiuivc Cyber Security Risk Auesimeni
Perl 3 - ̂hib't B - Price ii)d Peyment Schedule
Date:.

Conlric^r'i (niiiils: Page 1) of'36



STATE OF ̂E\V HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

comprehensive cyber security risk assessment

CONTRACT 2018-111

Part 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

C-2
Optional

Sarvlces
TOO

As

requested

. S240.000

(not to

. exceed).
TOO

-Pro)t<t Total $499,000

2. CONTRACT PRICE

2.1 NotwhhmndiRf

2.1

 iAy proviiiM in the Contrtct to the eontrery, end notwiihsunding eneepected.
cireummnces. Tn no event shell the total of airpaymcnii made by the State exceed the amount
indicated in Part I, P-J7 G^rel Provisions • SlMk l.t: PriceLimttation. The payment by the
Sute of the total Contrtct price shell be the only, end the complete reimburumcni to the
Contractor for til fees end expenses, of whatever-neture, mcii'rred by i)ie Contractor in the
performance hereof.

The State will not be responsible for any travel or. out of poeket expense irKurrcd in Che
performance .of the Services perfonped under this Contract-. The Contractor must Asuinc all
reasonablo irsvel and related expenses. All libor rates will be ''Fully Loeded'Vincluding, but
not limited to: meals, hotel/housin|, airfare, car rentals, ear mileage, and out of pocket
expertses.

3. rNvoiaNC

3.1 The Contractor shall submit correct invoices to the State for all amounts to be 'paid by the State.
All invoicet submined shall be subject tothe State's prior writicn approval, which shall not be
unreasonably withheld. The Coniractor ihall only submk invoices for Services Or Deliverables
as permirted by the ContracL Invokes must be in a fdrmti as determined by the State and
contain dcuiled Itirormstion. including wuhoui limitstion: itcmiution of each Deliverable and
ideniificaiion of the Oeliverabic for which payment is sought, and the Acceptance date
triggering such payment; date of delivery and/or.instailatlon; monthly maintenance charges;
any other Project costs or retention amouau if appUubk.

3.2 Upon Acceptance of a Deliverable, a properly documertied and undisputed invoice, the
State will pay the correa and undisputed invoice within ihiify (30) days of invoke receipt. -
Invokes will not be backdated and shall be promptly dispatched.

.  3J ALL-(NV0IC£S SHALL BE SENT TO:

DEPAl(TM£NTOf rNFORMATlON TECHNOLOGY
bfa ■ •

27 HA2EN DRIVE

CONCORD. NH 03301

Starcof NH Cohtraci 3018-111 Compmhcnsive Cyber Security Risk Auessment •
-Part 3 E^i^t 8 - Price and Payment Schedule
0»t«: Ifilhl ,
Coniracfor's Intttals: 1(4,^ Page 12 of 3d



STATE OF NEW HAMPSHIRE
DEPARTMENT OP INFORMATION TECHNOLOGY

comprehensive cyber security risk assessment
CONTRACT 2018.111
PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS

4.1 ALL payments SHALL BE SENT TO THE FOaOWrNC ADDRESS: ,

FINANCE DEPARTMENT
NwHARBpR SECURITY
39RJVERROAD,SUIT£4
ESSEX iUNCTlON. VT 03452

4.2 PtymcAU shall be mtde yitACH. UtetM following link to enroll with (he.Sute Trtaitiry for
ACH payments: hiTps://www.nh.£OvAreaMry/suic-v«nt}orafindcx.htm

5. OVE^AYMENJS TO THE CONTRACTOR

The Contractor shall promptly, bul no.later than Fifteen (13)-business days, return to the Slate lha full
•mount of any overpayment or erroneous pa^mcni upon diseovery or notice from the Stale.

6. CREDITS

The Sate may apply eredio due to (he State arising out of this Contract, against the Contractor's -
invoices with appropriate information anached..

7. PROJECT HOLDBACK

The Stale shall withhold ten percent (lOVt) of the last milestone payment for each' assessment
Dcliyerable as set fonh in the Paymeru Table above, until t'ueeessful conclusion of'ihe Warranty

•  Period.

/(emaifidtr of ikU poft inttnlhnally UP b/onA

SuieorNHComr8et20lS-'lll Comprehensive Cyber Security Risk Assessment
Pars 3'-Ei^ibivB-Price and Payment Schedule
Pile: i/l9 M f.
Contractor's Initials: Page 13 of 3d



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECliRJTY RISK ASSESSMENT

CONTRACT 201$.! U

FART 3 - EXHIBIT C

SPECIAL PROVISIONS

. Exhibit C - There tre no chenges to the lerms outlined in (he P-27 CenenI Provliiont

ktmalndtr c/ihltpogt iMttithnatlf U/i blank

StAte ofNH Contnei 2011> III Comprehensive Cyber Security RUk Atteument
Pan 3 - Exhibi) C - Special ProvisionsPan3-EKhibi>C>:

Conirtcior's initials:jjjt Page 14 of 36



STATE OF NEW HAMPSHIRE
DEPARTMENT OR INFORMATION TECHNOLOGY

COMPREHENSIVE CVBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

PART 3 - EXHSIT D

administrative SERVICES'

1. TRAVEL EXPENSES

The Contractor muit ttiume el> reisoneble (ravel ind rdiiod expenses. All Ubor rales will be "Fully
- Losded", including, butoot limited (o: rhcils, hetel/houiing,-eirfsr«,-e«r renieii, c«r mileige, end out
of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXjEMPTIQN
The Sutc will not piy for any shipping or delivciy fees unless spttificsll)^ iiemited in the Contract.

3. ACCESS/COOPERATION

3.1 As tpplicebk, end subject.to the spplicsble Uws tnd regulAtioni, the Stste will provide the
Contractor with sceess to til program files, librtfies. peribrtti eomputer'based-Systems.
SofHvtre packiges, network Systems, security Systems, tt^-htrdwtre tsiequired to complete
the Contracted Services.

3J The Sttle will use rtasontble efToni to provide •ipprovtli, lulhorizttiohs, tnd decisions
• retsontbly n^ccistry to tilow the Contractor to perform Us obllgtliorts under ihe Contreci.

f STATE-OWNED OOCUMENTS AND COPYRJCHT PRIVILEGES
The Contractor shtll provide the Sttta icctis 10 III Stttc-owfted documents, mtteritls, reports, tnd-
other work In progress reltting to this Contract.. Upon expiration or termlnttion of Ihe Contract with
the Sttte, the Contractor shtll turn over til Sltle^owned documcrtti, msieritl, reports, tnd work in
prop«ss reltting to this Contract to the Sttte «i no tdditiorvtl cost to the Sutc. Documenu mutt be

• provided in both printed tnd electronie formti.

5. RECORDS RETENTION and ACCESS REQUIREMENTS

5.1 .The Contractor shtll tgrcc to'the conditions',of tl) tpplktble Sttte tnd federal Itws end
regultiions, which ire incorportted herein by reference, regtrding retention end occets
requirements,.including without limiittion. retention poifciti consilient vrith the Federtl.
Acquiiiiion Regulations (FAR) Subptrt 4.7: Contraeior Records Retention.

5.2 The (^Atrtctor tnd iu Subccnirectors shtll maintain bocks./tcords, documents, tnd other
evidence of accounting procedures tnd practices, -Which properly tnd s'ufTicicnily reflect til
direct tnd indirect costs invoiced in the performance of their respective obligations under the
Contract. The Conirtctor end its SubcontrKton ihtl) ractm til such records for three (3) years
following lerminttion of the Con'creci, ineluding any exieniioni. Records reltting to any
litigation matters regarding the Contract ̂ ell be kepi for one (I ] year' following the terminailon
of sti litigation, rncluding the termination of tll-appetis or (he expiration of the appeal period.

SJ Upon prior notice tnd subject to rtisontble ilme'frames, all sueh records shtll be subject to'
inspection, examination, audit tnd copying by personnel to authorized by the Stale and federal

Slate ofNH Conrrect 2018«I II Comprehensive Cyter Security Risk Assessmeni ■
Pan 3 - ̂hlNl D • Adminisiraiive Services
Dste:y//R//f /I ' "
Cor)tractor's Iniliali: Page 15 of 3d



STATE OF NEW UAMPSHTRE
DEPARTMENT OP INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECLTRITY RISK ASSESSMENT

CONTRACT 20l$-in

Part 3 - sxhibit d

administrative SERVICES

ofTicif Is to suthcriud by law, rvie, regaUticn or Contraci, it applicable. Access (o ihese items
shall be provided within Merrima^ County of the State ofNew Hampshire, unless otherwise
agreed by the State. Delivery of and aceest io such rtcOrdi that! be at no cost to the State
during three (3) year period followlnt terminaiton of the Contract and one (I) year term
following Kitgation relating to (he Contna, including all appeals or the expiration of (he appeal
period.- The Contractor shall include the'record retention and Review rcouirem'enif of (his
lection in any of'iu tubeontracts.

5.4 The Stau agrees that books, records, documents,-irtd other evidience of accounting procedurei-
iitd preoius related to the Contractor's post structure and profrt fscton shall be excluded fmm
(he Sute's Review unleti (he cost of any other Services or Oefivcrabtes provided under the
Contraa is calcutatcd or derived frem the cost structure or profit factors. ■

6. ACCOUNTING REQUIREMENTS .

- The .Contractor shall maintain an accounting System in accordance with Generally Accepted
Accounting Prineiplea. The costs eppticabie to the'Conertei shall be ascertainable from the accounting
Syttcffl and the Contractor sball maintain record peruining to (he Seivices and all other coiu and
expenditures..

Rtmelndtr o/thispoi< l/uefithnolly t/onk

Slate of NH Contraa JO IMII Comprehensive Cyber Securiiy Risk Aiseiiment
Part 3 " BxhiNt 0 - Administrative Seivices

Contracfor^^ihtls'. JiiC-" Page 16 of 3d
■  ■ t .



.  . STATE OF NEW UaMPSHIBJE
DEPARTMENT OP INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018.111

PART 3-EXHIBIT E

managed and professional information SECURITY SERVICES

1. STATE MEETING AND REPORTS .

t.l The Stile beiievei thai efTeaive edmihunlcitiofl and repotting are' eisential to Projeei lucceas.

1.1 The l^lontncior Key Projeci SufT ihill panicipete in mc:etingt as requested by the State, in
accordance with the requiremenis and lerrns of iMs Contract.

a. lotreduktoiy Meting: Panicipenis will include the CofltraciorU Key Projecl StafT
end Sine Project leaders Aom both the Department of (nformaiion Technology and
The COAtnctor. Thtt'meetmg will enable leaden to become aequiiiiied and establish
any prtllmmary Project proceduita.

b. KkkofTMectlog: Participants.willlnciudcthcStateandiheConiractOf'sProjectTcam
.and major itaAeholders. This metting it to esublish a sound foundation for activities
thai will/oilow.

c. Stilus Mectlngt: Participants wilt include, it the minimum, the Contractor's Project
Managerindthe State Project Manager. .These meetings will be conducted at least bi-'

' weekly and.address overall Project status and any addition^ topics needed to remain
on Schedule and within budget. A status and error report from the Contractor shall
serve as the basis for discussion.

d. The Work Plan; must be Rcviewod at each Status Meeting and updated.'at minimum,
on a bHweekly basis, in accoldanee with the Contract.

e . Special Meetinp: Need rhay ariK for a special meeting with'State leaders or Project
stakeholders to addrtii ipccilic issues..

f. Call Mceriorg: Parttcipcnu will include Project kaddrs. frbnv the Contractor and the
' State'. Discussion will focus on lessons learned from the Project and on follow Up

options that the State may wish eo consider.

IJ The State expects (he Contractor to-prepare agendas and. background for and minulq of
' meetings.' Background for each status meeting mutt include an Updated Work Plan. Drafting
of formal presentations, such u a prewhtation for (he kickoff meeting, will alto be (he
Contrector's responsibility.

1.4 The Contractor's Project Manager or the ContrKior'i Key Prtfject Staff shall submit monthly
status reports in accordance with the Schcdule.and terms of thii'Contrtci. All status reports
thill be prcpered in fcfroau approved by the State. Thp Conirtctor'i Project MAnager shall
•ssitt Che Stale's Project Manager, or iucif produce reports related to Project Management as.

• reasonably requested by (he State, all at do additional cost to (he State. The Contrcctor thjall
produce Project 'itatxis rcponi, which ihatrconUin, at a minimurn, the following;

a. Project status related (0 the Work Plan:

. b. Deliverable status;-

c Accomplishment! during weeks being reported; '

d.' Plamied activities for (he upcomiag.rwo (2) week period;.

Slate of NH Contract 3018-ri I Comprehensive Cyber Security Risk Atiesirneni
Pan 3 - &hib/t E - Managed and Prpfesiiontl (nformaiion Security Services
Date: '

Contract^ s Initials: . . . Page 17 of 36



. STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOtOCY
.  COMPREHENSIVE CYBER SeCinUTY RISK ASSESSMENT

CONTRACT20J8.il I

PART 3 - CXHlBrT e

MaNACED and professional INFORMATION SECURITY SERVICES

A Future eciivities;

-  I. luuet and cencemi requiring fttolution; And

|. Report and remedies in etu of rallinji behind Schedule:

. M As rcaionabt/requested by the State, the Contractor shall provide the State with inromutioR
or reports regarding the Project.- The Contractor shall prepare speeiat reports and ̂ireientations

'relating to-Project Management, and- shall assist the -Sialo In preparing reports and
presenufions, as reasonably requested by the State, ill at no addiiioiial cost to (he State.

2- ASSESSMENT STRATEGY

2.1 KEY COMPONENTS

The Contractor shall employ an induitry'Standaidilmplemcniaiion stnicgy with a timeline set
forth in accordance with the Worit Plan;

6. The Contracior and (he State ihid adopt a change management approach to identify
cnd.pUn hey straiegies and communication initiativei.

b. The Contractor's team will provide training templates at defined in the Training Plan,
, which will be eustomited.io address the State's-specific requirements. Decisions

rcgartjing formaj; content, style, sad presentation shall be made early on in the process,
by the State, presiding sufTtcieat time for development of material as funciloAalcty is
defined and configured.

. c. The Contractor shall manage Project execuiion end provide the tools needed to create '
and manage ihe Project's Wprh Plan and tasks, manage and'Schedule Prpjeei staff,
trach and manage ittues, manage changing requirements, thsintaln communication
within the Project Team, and report stilus.

d. The Contractor shall adopt'an tmplemenraiion time.lme aligned with the Stale's
required time.line.

2J TIMELINE

The timeline it set forth in the Work Plan.- During (he initial planning period Project task and.
reaource plans will be established for: the preliminary training plan, ihe change maiMgemMt
plan, commttnication approaefaes, Prqjcdi siandirdi'ind procedures finalised, and teim training
initiated. Timing will be structured to rteogniu inierdepcndeneles tetween applieatieni and '
Structure a cost effective and timely oieeulion.- Proceites will be documented, training
established,.and. the tpplictt'ioi) will be ready for Implcmcniation bi accordance with the Work
Plan.

2.3 chance management AND TRADfING

The Contractor's change, minagemcnt and training services ihall beTocuted on-dcvcloping
change management and training siralegies and. plans; 111 approach relies on State resources,
for (h.e execution of the change manigement and end user training.

StateofNHC.ontrtci20l8«in ComprchentiveCybcrSecuriiyRisk Assessmeru .
Part 3 • Ephibit E - Managed and Professional Infohnsiion Security Se'rvlces
Date; .

Contracft^'i Initials: jLd>«' Page 18 of 36



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK assessment
CONTRACT 2018-111
PART 3 - eXHJpOlT E

managed and professional INFORAUTION SECURITY SERVICCS

Hematndtf «fthlt pCfe inttmfh/ioify ttfl blemk

SU(C ofNH Conir«e( 2018*111 Comprehentive Cyber Security Rjtk.Astestment
Pen 3 - £-Mftiuged end ProfcssioftAtlnrormetioi^ S^ufity Services
OeteriiiM. -
Cofttractor'i'lftiliBle: Pigcl9of3d



STATE QF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSE^MENT
CONTRACT 20i8-lll

^  PART)-EXHIBIT F
TESTING SERVICES

Exhibit F - Not Applicable to (hit Contract

Rtmolndtf e/this peg* tnl'stttioneUy Isfi blank

State of NH Contract 2018« 1II Comprtheniive Cyber Scewity Riik AMClimeni
Part 3 - F - Te«ing Services

P.,eJOofM



STATE OF NEW HAMPSHIRE
DEPARTMErnr op information TECHNOtOCY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

'  CONTRACT 2018.111

PART 3. EXMIBIT C

NUWTENANCE AND SUPPORT SERVICES

Exhibit G - Not Appitubie to this Contrtct

Htmotndif cfthispeft InttmloneU/ Itfl blank

Sute ofNH Contnct 2018'! 11 Comprehensive Cyber Sccuoty Risk Asscstfflctti
Pert 3 - ExhiU C - Meintenance and Suppon Services
Date: WfJiH .
Contracor's Initials: Pige31of3S



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMP^KENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

PART 2 - EXHIBIT H

•  REQURgMENTS .

Exhibit K - Attxchment 1: Piojeci Requlrtcnenii is htreby incorporated withjrt.

fltmolndtr «/iMi page IfitettthnoU/ blank

Stale ofNH Contract 201M11 Comprehensive C)rber Security Risk Auetsment
Pen 3 - Exhibit H - Rcquutmehts
Date: ̂ MV/f ^
CoolricfoTnnilials: Page 21 of 26



STATE OF NEW HAMPSHIRE
DEPARTMENT OP. INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RJSK ASSESSMENT
contract 2018.111
PART 3 - EXHIBIT 1

WORXPLA>f

The Cbfltreclof't Projeci Minsier ind thc Slots Project manager i^il Tinaliu ihe Wprk Plan for
Impiementaiion within ihirty (30) busineia days of the EfTective Date and further'refine the (Ask$
required 10 implement the Project. Continued deyelopmeni and management of Che Work Plan is a
joint elTort on the pan of the Contractor and Suie Project Managers.

The preliminary Wort Plan for Project execution created by the Contracior and the Suu is act fenh
4t the end otihii Exhibit

In conjunction with (he Contractor's Project Management methodology, which shall be used to '
manage the Projeers life cycle, the Contractor team aitd the State shall fmillte (he Work Plah at the
onset of the Pn^cct.' This plan shall identify the tasks, Deliverables, major milestones, (ask
dependencies, and a payment Schedule required 10 implement (he P^ject. It shall also address intra*
task dependencies, resource allocationi (both ^te and Contractor's team members), renne (he
Project's scope, and esublith the Project's Schedule. The Plan is documented in accordance with the

• Contractor's Work Plan and shall utilite software that Is agreed upon by both panics .to support the
ongoing manegement of the Project.

I. ASSUMPTIONS ' . . .

1.1 GENERAL-

i. The Stale shall provide team members with decision-making authority to support the
Implementation efforts, at (he level outlined in the Request for* PropottI Document
Siqte Staffing Matrix.

b. All State ikiks mutt be performed in accordance with the revised Work Plan.

e. • Al).kcy decisions will resolved within five (S) business days. Issues not resolved
within this initial period will be etcilaied to the Sute Project Manager for-rtsblution.

d. Any. activities, decisions or iisuei taken on by the Stale that affect the mutually agreed
upon Work Plan (rmcline, scope, resources, and costs shall be subject to the identifted
Change Control process.

c. The Contractor ihell maintaiA an accounting System in Kcordanc.e with Generally
AccejMed Accounting Principles (OAAP). ■

1.2 PROrcCT management

a. • The State shall approve the Project Managemenr Methodology used for the Project.

b. The Suta shall provide (he Prpjeci Team with reasonable access to (he State personnel
■  at needed to complete Project tasks.

c. A Project folder created within the Slate System shall be used for centraliaed storage
end retrsevel of Project documenu.'work'pnodqcts, and other material and information
relevant to the success of the'Project and rcquiitd by Project Turn mcmb«rs. This
central repository is secured by determining which team'members have.access to the
Project folder and granting either view or read/write privileges. The Contrtctor't

State of NH Contrtet20l8-J 11 Comprehensive Cyber Security Risk Asseumeni
Part >-Exhibit I-.Work Plan

ilJih
Contficior'i Initials: Page 23 of M



STATE OF NEW HAMPSHIRE
DEPARtMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT20l8.il)

PART}-EXHIBIT. I

WORK PLAN

Project Member will esubliih and mcintain thii folder. The State Project'Mana$er
■ shtirapprove accca for the Stale turn. Ooeumefliation can be ttortd localljr for the
COAlrector and State (earn on a "rhared" netv^k drive to facilitate care and ipced.of'
acceu'. Final vcriiofti of all OocDinefttacion shall be loadctf-to the State System.

d. The Contractor assumes thai en Alternate Prajeu Manager may be appointed from lima
to lime to handle reasonable and ordinary absences of the Project Manager.

IJ CONVERSIONS (NOT APPUCA0U)

The Contraetor Team's proposal is based on the assumption thai the State's technical team is
capable of implementing, with assiiUnct from the Contractor's technical team, a subset of the
conversiont. The Conttocior's Team shall lead (he State whh the mapping of the legacy Data
to the ConcTKlor's applications. Additionally, the Contractor's Team shall:

■a; Provide the State with Conirktor's applicatioit Oats re<)utrements and examples, of-
Data mlppit^, conversion scripts. ind'Dau loidcri. The Contractor's Team shall
identi^-the APIs the State should use in the design and^levaiopmcnt of (he conversion.

b. Provide guidance and auistance with the use of the Data loaders and conversion scripts
S>rovidcd.

c. Lead the Review of fwxctionil and technical Specirtcaiioos.

d. Assist with the resolution of problems atM issues associated with the dcvclopmeni and
Impl^entaiion of the conversioas.

1.4 PROrtCT SCHEDULE

The project is planned to begin wkhifl 30days of cofltmci approval.

IS REPORTING . . .
The Contnctor shall conduct status nuttings, and provide reports that include, but arc not
limited to, minutes, action Items, lesi.rtsults, end Documentation as mutually agreed upon.

1.6 USER. TRAININC (NOT AFPUCaBIE)

a. The Contractor's Team shall lead the development of the endmier training plan.

b. Trsin the (rather^pproach shall be used fcK (he de1ivery.ofend*utertrtining.-
c. The State is responsible for (he delivery of end'user training.
d. The State shall Schedule and trade attendance on all end-user training clasies.

J.7 scenario TESTING

The Contractor'! Team shall provide a test workshop to Identify the key scenarios to be tetied,
the approach and tools required, and best practices information on performahcc testing..

State'of NH Contract 20IM11 Comprehensive Cyber Security Risk Assessment
Part'SiSxhibiil-WofkPlan
Date: a
Contractor's Initials: Jl^ ^*8®



STATE OF NEW HAMPSHIRE

department op information technology
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018.111

pART3-CXHIBm
. WORK PUN

3. CONTRACTOR ROLES AND RESPONSIBILITIES

M CONTRACTOR'S TEAM PROJECT EXECUTIVE

The Contrector Tcim's Pro}eci Exjeculivet (Corrector «ftd Subconuietor Project Executive)
fhell be reipoflsibie for edvitini on eiwi monitoring the quelity of the Se^iccs throughowi th«
Project life cycle. The Project Executive ihell tdvlie the Concrieior Tmctv Project Minsger
and the Stata'i Project l«ad«<(Klp on the best praeticet for Implemcniing the Contractor

- SofKi^e Solution witfiin (ho State. Tha Project Executive ahajl participata in the dermltlon of
the Project Plan artd provide guidanceto the State's Team.

2.3 CONTRACTOR'S TEAM PROJECT manager . . . .

The Corttrtctor Team Prcjeci Manager shall have overall responsibility for the day'to-diy
management of (he Project and shall plah, track, and.manage the activities of the Conirecior's
Implementation Team. The Contractor Team-Project Manager will have the following
respcnsibilitiet:

a. Mainliin communications with the Slate's Project Manager; ■ . ' - •

b. Work with the State in plarming and eofliduciing a kick-off meeting;

e. Create and maintain the Work Plan;

d.- Assign, the Contractor.Teem consultants .'to tasks in .tha Imptcmcnatlon Project,
according to the scheduled staffing requirements;

c. "Define roles and responsibilities of-all tha Contractor Team members;

f. Provide upda.ted progress rcporu.io the State Project Manager upon request;

g. Notify the State Project Mqnager of requirements for State mourus in order to
•  provide sufftcienl lead tirrte for resources tote made available;

b. - Review task progress for time, qy^iify* accuracy in oder to achieve progress;

I. Review requircmcnti and scheduling ehartges and identify the Impact on the Project in
order to identify whether the changes may rtquire a change of scope; . .

J. implement scope and schedule changes as authoriicd by the State Project Manager and
. with appropriate Change Control ipprovalt as identified in the Implementation Plan;

k. Inform the State Project MiAtgerand tuffof any urgent issues ifand when they arise;

L  Provide'd»e State completed Project Oelivembles and obtain slgn-ofl* ̂ m the State's
Project Manager;

m.-Manage htndoff to the Contractor opcrtttonal staff;

n. Manage Transition Seryiees as needed.

State ofNH Contract 2018.111 Comprehensive Cyber Security Risk Assessment -
Pan 5 - Exhibit I - Work Plan

Daic:tf/y9//d
Contractor's Initiab: Page 25 of 36



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT201MII

partj-extoiti

WORK PLAN

U CONTRACTOR-STEAM ANALYSIS

The ContftcUr Teem thell conduct ̂ nilytls of rtquiiementA velidiie the ContrKtor Tcim.-|
undenunding of the Stete buiineis requirementi. by eppllceiion, end perform bMiincit
requirements mapping:

a.' Constrvct and confirm ippliceiion leit cett icenerios;

b. Produce IpplicatiOA C0flfi|ura(i0n definitions end configure the epplicetions;

C. Condttci testing oflheeonfigured application;

d. Conduct foKowMtp meciirrgi (6 ̂ tain feedback, results, and concurrcrtcc/approval
from the State;

2.4 CONTRACTOR'S TEAM Tasks .
«•

The Contreetof team shall assume the following taiki;

a.' Oevelopmeni and Review cif functional and techniui Specification to determine that
(hey are at an appropriate level of detail and qualify;

3. STATE ROLES AND RESPONSIBILITIES

■ The following State resources have been identified for the Project. The time dentirids on the individual
'  State team members, will vary depepdingon the phase and specific tasks of the Implemeritation. The

demands on (he Subject Maner £x(krt]' time wDI vary based on the need determined by the State
'  Leads and^iha phase of ihalmplcmentaiion.

3.1 STATE PROJECT MANAGER

The Sute Prefect Manager shall work sidt'by'Side with the Contractor's Project Manager. The.
role of (he Slate Prc^t Manager is to manage State resources (IF ANY), facilitate completion .
ofailtasksauignedtoStaieiterr.andcommunicateProjcctstotuscn.orcgularbasis. TheSiate
Project Minager represents the State in ell decisiont on .Irhplementaiion Project matters,
provides all rtecestary support in the conduct of the Implementation Project, and provides
necessary State resources, as defined by the Work Plan end as otherwise identified throughout
the course of (he Project. The State Project Manager has the foltowing responnbilities;

a. ■ Plan and conduct a kkk-cff meeting with assistance from the Contractor's team;

b. Aisisi thie Contrbclor's Project Manager in (he development of a detailed Work-Plan;

c. Identify and aecure the Slate Project Team members in accordente with the Work Plan;-

d. Define roles and rtsponiibiHtiei of all State Project Team members assigned to the
Project;

Stale of NH Contract JOIS'111 Comprehensive Cyber Security Risk Assessment
Pen 3-^hiWi I-Work Plan .
Date: S1j9M . ' .
Conire^or'alniiiali: Page26of36



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECRNQLOCY

COMP^HENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART3-£X»IBm

WORK PLAN

e. Identify end secure iceesi lo tddiiionil Siete end-uKr sufT ts needed to fuppon
tpecinc trees of knowledge if and when required lo perform ccruin lmp|emenU(»on

• tasks;-

r. ■ Coflimunicete issues tO.Sute mtntgernertt ts neeeiury to secure resolution of any
maner ihti etnnoi be tddreued at (he Project kvcl;-

g. infoim the Contrtetof'l Project Maniger of tny urgent issues if and when they triK;
h. Assist (he Cofltmetor'i team ataff to obtain requested information if tnd when required

to perfoim certain Project tasks;'

i. Manage hahdoffto State opervtiooal staff; tnd

j.- Manage Siau safTduring Transition Scnriccs as needjcd.

3.2 STATE SUWECTMATTEREXPERT(S»(SME)

. The role of ih« State SM£ is to assist application tcahis with an understanding of the Stale's
current busineas practices tnd processes," provide agency knowledge, and. ptiticipeie in the
Implemenuiion. Reiponiibililles of ihe-SME include the following:

a. Be the key user and eontaci for their Agency or Department;

b. Atldnd Pfojeei Team training and acquire in-dcpth furKltonal knowledge of the
relevant ap^kations;

c. . Assist in validating and dccumeniing user requirements, u needed;

d. Assist in mapping business requirements;.

e." Assist in constructing test scripts and Data; AND

f. Anend Project meetings when requested.

3J state TECHMCAL LEAD

The Stele's fectinical Ua^ reporu to iha Stale's Projeti Manager and is responsible for leading
and managMg the Slate's technical tasks. Responsibilities ixlude:

1
a. • Atidn'd leehnical training u neceuary to Support the Project;

b. Assist the State and the Contrtctor's Team Project Managers to establish the detailed
WolkPlan;

I

c Ma^gc.thd day-to-day activities of the Slate's technical resources assigned to the
Project;

d. Work.wiihSuklTfflanagemeAtioobumStatieleehfticalresourocsinaccordancewith
the Work Plan;

e. Work in partnership with (he Contractor and lead the State technical staff s effofts in
documenting the (echnieal operational procedures and proeesses for (he Project, this

State of NH Cont>aci 2011-111 Comprehensive Cyber Security Risk Assessment
Part) I- Work Plan
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state OF NEW HAMPSHIRE

DePAPTIVICNt OP INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SCCURJTV RISK ASSESSMENT

CONTRACT 2018-in
PARTS'CXKlBm

WORXPLAN. .

•  is I Contnctor Oelivertble snd it will-be expected tbei the Centrsctor will leed (he
ovcrtll cfTort with support tr4 &sjltie;tce from the State; and

f. Repitsem the technical cRbns of the State at Project meetings as requested.

V software APPLICATION (NOT APPLICABLE)

5. CONVERSIONS.(NOT APPLICABLE) :

6; INTERFACES (NOT APPLICABLE)

7. APPLICATION MODIFICATION (NOT APPLICABLE)

8. PRELIMINARY WORK PLAN

The following Table 8.1 provides the prjelimina/y agreed upon Wort Plan for the Contract.

Table 8.1: High Level Prctiminary NK Project PUn.

Astuincflt

Number
Tttk Name Dvrelloa. Start '  Plebti

C-1.1
IT Asset Inventory end
Mtnagement

•

C-1.3
Host^rvtr Security
Aiaetsmcm

1 Weeks Total (1 Days
Onsiu)

.O-sip-rO 20>Sep>l9

Cl.a
Endpolni Security
Aistismeni

Mtctini

FereScovt CounitrACT
Pinel Ac^ Ocbrief
Meetifli

3 Novn(Oniite, Schedulini
T80)

25-Sep.i9 2S-Scp-I9

Stale of NHContnci 20)S'I I I Comprehensive Cyber Security Risk Astessmeni
Part 3 ' axhibit I' Work Plan
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STATE OF NEW HAMPSHIRE
department OF INFOltMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 201HII

PART 3-EXHIBIT 1

WORK PLAN-

C-1.2
Nttworh Security and
ArcbiMciure Amument

.11 Wccka 9-S«p-l9 3?-No«'l9

C-1.5
Application Sccuncy
AueimKAi

7 Week! 3-Oct-t9 22-NOV.I9

C-1.51
Exureal Network

Pcnetntion Tnt
3Wc«ka .3l-Oct-l9 - l)-No«-l9

C-l.Sb
Inicmal HdwoA

PcACtrtti^Tcx .

6 Week! (*flotco(uecutiva
-  wccki,ac^Mifltrer .-

Holiday period)'
IINov-i9 l7*Jan-20 .

01.6 Data Sccttfiiy Asseswixnt

SW«ki 37-7aA-20 3IFeb-20

jC-1.7

Cybcrseeurby and RUk
MaAt|efl^t Pro^m
Aimifncftt

.  Xtmalttdtf ofthis poft inttnthneUy U/t blank

Siaie orNH Conlrtel 20l8«M \ pomprehtwive Cyber S«uHty Riik Ajsessmtnl
P#rt3-Exhikill -WofkPUn

Con(r«t(orilnilials;^it4«' Page 39 01-36



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RJSK ASSESSMENT

CONTRACT 2018111
PART J-EXHIBIT J

SOFTWARE AGREEMENT

Exhibii J - Npt Applicible (o this Contrtci

Rtmolndtr o/ihispait InttniionoUy blank

Slate of NH CojUf»el 20IMn Compftheftiive Cyber Security R»tM""smenl
Ptn )-ExhWt J-Softwere Agreement

JL^ P.,»30orJ6
\ .



STATE OF NEW HAMPSHIRE
DEPARTMENT. OF iWFORMATION TECKNOLOCY

comprehensive cyber secuIuty risk assessment
contract 2018.111
PART 3-EXHIBIT k

WARRANTY A WARRANTY SERVlCe

1. WARRANTIES

1.1 SYSTEM (NOT AFPtlCABtE)

The CoftUftCtbr werranti thei Ute Delivcrablei w{)| operate end conform.io the Speciricauont,
lenns, and requiremcnti of the Contrtct;

J.2 ■ software (NOT APPLICABLE) •

U.l The-Contractor warratui that the Oeliverablc, including but not llmlied to the
individual modules or functions furnished under the Corttrict, Is properly Oineiioning
within (he System, compliant, with the requirements of the Contract, and will operate
' in acconlaftec with the Specir»eaiidns and Terms of the Contract.

1J.2 For eny Breach of the above Software Wantnty. the State's remedy, and the
Contractor's entire liability, shall be:

a. The correction of program errors that cause Breach of the Warranry, or If the
Contractor cannot substantiaKy. correct lueh Qreach in a commercially
retsonable manner, the State may entl its program license if any and recover the
fees paid to the Contractor for the program license and any unused; prepaid
techniui support feu the State has paid for the program iicense; or .

b. The rc'pcrformance of the deftcient Services; or

c. If the Contnctof cannot siibftantiaily correct a Breach in a comriKreially
rusonable manner, the Suie may end the relevant Services and recover the fca -
paid to the Contractor for the dcricicnt Services.

IJ NOW-INFRINCEMCNT

The Contranor wairtnts that it has good title to, or the right to allow the Sute to use, all
. Scrvieet, equipment, and Software ("Mtteriai") provided under this Contract, and (hat sbch

Services, cqtMpnteni. and Software do not violate or infringe any patent, tradcmarit, copyright,
trade name or other intellectual properly.rights or misappropriate a trade secret of'any third
party". ■ '

1.4 VIRUSES: DESTRUCTIVE PROGRAMMING

The Contraclor .warrants that all Software used shall not contain any viruses, destructive
programming, or rhechanisms designed to disrupt the performance of (he Sute of New
Hampshire Network and Systems in accordance with the Specificationi. ■

1.5 COMPATrBrUTY (NOT APPLICABLE)

- The Contractor warrants that all System eomponenti, .including but not limited to the
components ̂ vided, including any rep.^emeni or upgraded System Software cornphnenit

Sute ofNH Contract 20IB<I II Comprehensive Cyber Security Risk Aisestmeni
Pan 3 - Exhibit K • Warranty and Warranry Services
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT.
contract 2018011 '
PART 3 - EXHIBtT K

warranty A warranty SERVICE ^

provided by the Cofltnctor to cotrret Dcnciencies or as an Enhancemeni, shall operate with-
the rest of the S)^item without lou of any ruiKticntlity.

(.6 SERVICES

The Contrac.ior warrants thai all Service^ to be provided under the Contract will be provided
expediently, in a profeutenal manner, irt ̂ ordartee'wlih Industry standards ertd chat Services
will comply with pcrforraanco standards, Speciricaiions, and terms of the Contract.

1.7 PERSONNEL

The Contractor warrants that all personnel engag^ in the Services shall baqualifled to perform
the Services, and shall be properly licensed a^ othervrisc ttithorized to do so under all'
applicable bws..

IJ BREACH OF DATA

The Contractor shall be soldy liable for costs associated with any Breach of.Stale Data housed
at ihek (ocalion(s) including but itot 'limiicd to notiOcation and any damages dssessed -by the
courts.

2. WARRANTY PERIOD

The Warranty Period shall remain inefTcct uniil the conclusion or terministion of this Contract and any
exicnstofls, with the exception of the Warreniy for non-infringement, which shal.l survive the
' termination of this ContraeL

' RtmalHiltf of thh poft Mtnihnaffy blank

Statis of NH Contract 2011-1II Comprthensive Cyber Security Risk Assessment
Pan 3 - Gxhibil K - Warranty and Warranty Sipvieei

Contr^^/ln^ls;^!^^ . - ■ Pcge3Jof3<



STAtE OF NEW HAMPSHIRE
. department of information technology

COMPREHENSIVE ̂VBER SECURJTV RISK ASSESSMENT
contract 2018-1 il
PART3-EKHIBITL

TRACNINC SERVICES

Exhibit L - Not Applicable to this Contncl

Rtmolndtr ofihU pof* ImniiloneU/ bleak

Stice of NH Contract 301S* 11! Comprehensive Cyber Security Risk Assesimeni
Part 1-Bxhibit L-Trainlng Services

rnntf/iftr't Iniliak- • Page33of36



STATE OF NEW HAMPSHIRE
OEP/VRTMENT OF INFORMATION TECHNOLOGY,

comprehensive cyber SECimjTY RJSK ASSESSMENT

CONTRACT :018'111

PART)-EXHIBtTM
AGENCY RF? WltH ADDCNDUMS; BY REFERENCE

Slew of New Hompthiit. OepAmnent of Inrormtiion Tochno.logjr RfP-20l8*in.Cemprthetuive Cyber
Security Risk Assessment ii hereby irKorportted by reference ts ̂ illy set forth herein.

Htmalndtr e/this pegt Imtgnflonoily PfanM

Sute-of NH Contrsci 30IS>I 11 Comprehensive Cyber Securiry Risk Atsessmenl
Pert 3 - ̂hiWi M - Agency Rf P With Addendumi, By Reference
Pete: 91/9/A a '
-Con irtcior's Init ie Is; >cd— Pegc34of3d



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATIONTECHNOLOCV

COMPREHENSIVC CYBER SECUIUTY.RJSK ASSESSMENT
. CONTRACT :OI8-!n

PART 3-EXHIBIT N

VENDOR PROPOSaU BY REFERENCE

Vendpr Proposal Response lo RFP 20it-l ll Comprchensivt Cyber Securiry Riik Assessment dated
Fcbnury 14,2019 is hereby incorporated by reference as fully set forth herein.

. Remolndtr ofthis page hieatlonatlyUfi btonk

State of NH Conirmci 201S-III Comprehensive CyberSccuhiy Risk Assessment
Pan 3 - ̂hibil N - Agency RFP With Addendum!. By Reference'
Date:

Coniraciw I InMials: Page 35 of 3d



state of new HAMPSHIRE
DEPARTMENT OF rNFORMATION TECHNOLOGY

comprehensive cyber SeCURiTV RISK ASSESSMENT
CONTRACT 2018.111

FART3-eXKIBIT0

CERTIFICATES AND ATTACHMENTS

An«ch^ tre:

A. Exhibit H Reqyiremenu - Atuehmeni I
B, Conmetof'i Ccnificatc of Good Sunding

■ C. Contrtciof'I Cenlfiate of Vote/Auihorky
0. Contricior'i Ccnificsio ofUiorirtce

Remoindtf of this pagt imtntioootfy Ufl blank

State of NH Contrtci 2018-111 Comprehensive Cyber Security Rislt Aueiimeni
fart 3 - ̂ibii 0 - Cenincitcs and Atuchments

-  o

Contractor'! lniliils'.^/2<«^ * Pagc36ofJ6



State of New Hampshire

Department of State

CERTIFICATE

I, Wtniam M.Qt/drtcr. Siertury efStdc of the Sutc of N<w Hompihirt. Oo herthy ccnliy ihit MDHARBOft S€CURITY

INC. i» • VeimoAi ̂ fk CofpofBtion rcfrtteitd lo (rwuci husindi in Ntw Hifflpthiro'Ofi Npvcmber-11.301M fWther ccnify

ttui III fees docuswMJ remind by (h* Secn^ of Suic'i offln hi*c'betn received lAd b in |oed ttiAdlAt u fir u ihii

effkc h coftctmcd.

OuiiAmlO:7J5i3S

CenifKitt Nifflber: 0004S)4|9|

%

o •o
««
%

IN TESTIMONY WHEREOF.

I hc>cio-iei a>j htftd imd uioi lo be ifTucd

(be Scit of Uie Suic of New Hintpt)i Ire.

iMi In diy of Idly A.O. 3019.

Willii/n M. Ccrdntr

Sccrcury of Suie



CPttltflCATT M VftTC.

(Corporttion With Seal)

I. Jusdo fhmlflid, do hereby ecpres^ni and ccni^ that;

(1) I a/ii Managlog Director of NuHarber Security, an S-<orporettoo (the
"Corportiioo"). •

(2) I maintain and have custody of and am familiar with the ̂ cal and the mtnuie's of the
Corpomiion.

(3) I am duly auihorixed to issue certificates with respect to (he contents of such books.

(4) The fotlowing statements are tmc and aceurat* based on'the resoluiions adopfed by
the Bo^ of Directors of the Corporation at a meeting of the said Board of Oirectdri
held on Augoit 3", 201fl, which mettmg'wu duly held in accordance with Vermont

'  law and the by>lawi of the Corporation.

(5) The sigrtaturt of KatbeHoe Cbeoey. Director of il)(i Corporation affixed to any
contract inttnimient or document shall bind the cotporaiion lb the terms end conditions
of the contract mstrament or document.

(6) The foregoing signature authority has fiot been revoked, annulled or amended in any
manner whttsoever, and remains in full force ind effect as of the date hereof.

IN WiThfESS WHEREOF, I have hereunto tei my hand as Maoaglog Director of the ■
Corporation and have affixed iu corporate seal this 19* of Augost, 2019.

;4^ Im a d agliig Director, l>l 9/19

(SEAL)

state of Vermont

COUNTY OF Cblticoden

On this the 19tb day of August. 2019, before me. Juttlo Fimlald. peitonally appear^
and acknowledged himself to be the Maotglng Director, of NqHa^r Securl^, a
Vcnoooi corportttOA, and that she^e, as such being authorited to do so, executed the
foregoing instrument.

IN WITN ESS whereof- |^reunio set my hand and ofTtcial seal.

Xeliey Adams. NouA?ablie 8/19/19

MyCommlssion Expirci: Jaooary 31,2021



CERTIFICATE OF LiABILITY INSURANCE
•«Ti«MOvmn

TKis ccKTtMCAre i»ii»ueo ai a MAnca or wroAMAriOM OM.r aao coNriai ko riomi • uron tmi ciRTiriCATS MOtocR. tkh
cennncArcooEi not ArriRMATivcLT or NCOATivtiv AMeNO.citcM or ait'cr the coveraoc ArroROCO bt the rouqeb
BELOW.' rxt* CIRTiriCATt or WtOAAACt ooei MOI COVltltUTe a CCKTRaCT litWIIN TnI tttUIMO WigRlRCI). autmoaiuo
' RtRREICMTATIVl ORMOOUCER.AMOrNe.CeRTiriCATEMOLOCR.

(MRORTAKT: U tAa MnfflctM haUw la ia AOOmOMAL WBURCfi. iKa fa(i(||lM) owai ba aManaB. U R^BROOAnOM IB WAIVEp, tvb)aci la
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