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DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

STATE OF NEW HAMPSHIRE C

Denis Goulet
Commissioner

March 20, 2023

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology, to enter into a contract amendment
with NuHarbor Security, Inc. of Essex Junction, VT, (VC# 273554) with no change to the Total
Price Limitation, extending the completion date from June 30, 2024 to June 30, 2025, to perform
Cyber Security Reviews and Cyber Security Training effective upon Governor and Executive
Coungcil approval through June 30, 2025. The original agreement was approved by Governor
and Executive Council on October 2, 2019, Item #24, and amended on May 6, 2020, Item
#74, June 2, 2021, Item #5b and most recently amended with Governor and Executive
Council approval on June 1, 2022, Item #48. No Additional Cost.

EXPLANATION

_ The original agreement was approved by Governor and Executive Council on October
2, 2019, Item #24 and amended with Governor and Executive Council approval on May 06,
2020, Item #74, June 2, 2021, Item #5b, and June 1, 2022, Item #48,

NuHarbor Security, Inc. will review the Cyber Disruption Plan and make updates to the -
plan to reflect the current operating environment, systems, and procedures; Develop three
Incident Response (IR} Playbooks to provide guidance, communications, and decisions for
responding to security incident, and conduct three (3) IR Tabletop Exercises to test the efficacy
of the IR Playbooks and Cyber Disruption Plan.

The Department of Information Technology respectfully requests approval of
this contract amendment.

"Innovative Technologies Today for New Hampshire's Tomorrow"



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

_ Page 2
Respectfully submitted,
Denis Goulet
Commissioner
Department of Information Technology
DG/jd -

DolT #2018-111D
RID: 69520, 43666

"innovative Technologies Today for New Hampshire's- Tomorrow"
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DEPARTMENT OF INFORMATION TECHNOLOGY: -
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT:
DOIT -2018-111

AMENDMENT D (4)




DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
DOIT -2018-111.

AMENDMENT Amend D 4)

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Govemor and Council, as a result of RFP.
2018-111 Comprehensive Cyber Security Risk Assessment, on October 2, 2019, Item #24 and
amended on May 6, 2020, Item #74, June 2, 2021, Item #5b, and June 1, 2022, Item #48, (herein
after referred to as the “Agreement”), NuHarbor Security, Inc. (hereinafter referred to as
“Contractor” agreed to supply certain - services upon the terms and conditions specified in the

~ Agreement and in consideration of payment by. the Department of Information Technology

(hereinafier referred to as the “Department”), certain sums as specified therein;

) WHEREAS, pursuant to the Agreement Section 17: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and

approved by the Governor and Executive Council;
WHEREAS, the Vendor and-the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to have the vendor review the Cyber- Disruption Plan and make

~ updates to the plan to reflect the current operatmg environment, systems, and procedures; Develop three

Incident Response (IR) Playbooks to provide guidance, communications, and decisions for responding to
security incident, and conduct three IR Tabletop Exercises to test the efficacy of the IR Playbooks and

" Cyber Disruption Plan. All documentation will follow the guidelines of NIST 800-61 REV;

WHEREAS, The Vendor agrees to provide review the Cyber Disruption Plan and make updates to the

plan to reflect the current operating environment, systems, and procedures; Develop three Incident
Response (IR} Playbooks to provide guidance, communications, and decisions for responding to security

incident, and conduct three IR Tabletop Exercises to test the efficacy of the IR Playbooks and Cyber

Disruption Plan. All documentation will follow the guidelines of NIST 800-61 REV2;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2024 to
June 30, 2025;

© WHEREAS, the Department-and the Vendor seek to clarify the Agreement. '

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the ’
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the State of New Hémpshire P-37 General Provisions by-extending the

Completion Date from June 30, 2024 to June 30, 2025,

= 2 The Agreement is further amended as described in Table 1:

State of NH Contract
Date: 03/14/2023

Contractor’s Initia!s%j
Page . 20of8



DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT.

DOIT -2018-111
AMENDMENT Amend D (4)

x4 . : i - ciF y _‘.‘_" - ot .-_-I i
. TABLE 1: AMENDMENT DETAILS -

"-"Exfnibi'i B' 5,

Statement of
Work (SOW)'".
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Phase 1 — Cyber Disruption Plan Review and Updates

Review of Department’s current Cyber Disruption Plan. This step will mc]ude
interviews and documentation review.

2 Department will work with Vendor to share contextual knowledge in order to
identify potential gaps/updates needed in the Plan,

3 Vendor revises Cyber Disruption Plan as needed, delivers updated Plan to
client. '

4 Vendor reviews delivered plans with appropriate Client contacts. Upon

acceptance, phase is complete.

Phase 2 — IR Playbook Development

Devetopment of project timeline/milestones for [R: P!aybook development
and Tabletop exercises

Information gathering: Client provides Vendor with all applicable
documentation including, but not limited to:

+ Statewide information Security Manual
» State Emergericy Operations Plan

« COOP, Disaster Recovery Plan

* Architectural diagram

« System inventory list

Documentation reviews and interviews: This step will include interviews and
documentation review with the purpose of:

1. Identify strengths and weakness in existing collateral/plans _

2. Meet with NHDOIT stakeholders to confirm understanding of the IR
program’s current state.

Vendor drafts IR playbooks and sends them to the Departmetn for review

Vendor facilitates and meeting with the Departmént to walkthrough and
review feedback on the playbook drafts. Addmonal input is provided by
Client and incorporated into plavbooks.

Draft Documentation is finalized. End of Phase 2.

Slate of NH Contract
Date: 03/14/2023

- Contractor’s Initial

Page
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. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

DOIT - 2018-111
AMENDMENT Amend D (4)

Phase 3 - Tabletop Exercises

1

Vendor conducts interviews and gathers necessary organizational information
regarding incident scenarios, including:

« Ransomware Attack
» Data Breach
* Physical Cyber Event

12 Vendor develops Incident scenarios.

3 Department POC review mutually agreed upon IR scenarios to ensure the
scenarios are realistic and meet Client expectations.

4 Vendor revises drafted IR scenarios as needed.

5 Debartment identifies agencies-interested in participating and provides
agency contact information.

6 Three rounds of tabletops are scheduled with corresponding agencies.

7 Vendor with participation froh Department POC facilitate tabletOp with

corresponding agencies.
Vendor drafts AAR and provides to Department.

9 Vendor updates' IR Playbooks and other supporting documentation
incorporating results of Tabletop Exercise.

10 Department reviews updated IR playbooks and additional input is
incorporated. All final reporting is delivered to Department

THIS CELL INTENTIONALLY BLANK
I t s i I-!. 3 P,lu p ' i
Exhibit C~ ' _ _,
Priceand " - © AMENDED TEXT
‘Payment " o $ AR I e s
Schedule " : - )

State of NH Contract

Date: 03/14/2023

Contractor’s Initials

Page
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DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

DOIT -2018-111

AMENDMENT Amend D (4)

IA-SEC-DOC

A-IN-TTX

|A-SEC-DOC (2)h

Review and gap analysis of
Client’s existing Cyber
Disruption Plan (CDP}.

» Update the CDP to reflect
current operating process and
procedures at the State of
New Hampshire.

IR Playbook Development:
Incident Response Playbooks
including process fiow
diagrams for the following:

» Ransomware Attack

» Data Breach

= Physical Cyber Event

Contracted Hourly Rate:
5175 / Hour

Total:

$14,000

Contracted Hourly Rate:

. $175 / Hour

Total:
$35,000

IR Tabletop Exercises: Contracted Hourly Rate:

Facilitation of 3 rounds of - $175 / Hour :

Tabletop Exercises including 3 Total:

scenarios per round: $70,000

* Ransomware

» Major Data Breach

+ Physical Cyber Event

IR Playbooks and CDP updates

based on after action reports

from each tabletop exercise.

Total Amount UsD $119,000.00
[ExhibitH - o S T e Tk
. PR ‘AMENDED TEXT m
Attachment 2 Exhibit H- Attachment 2: IRS Pub 1075 Safeguarding Contract Language

does NOT apply to DolT 2018-111, Amendment D

State of NH Contract
Date: 03/14/2023

Contractor’s Initial :
Page '
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DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT -
DOIT - 2018-111

AMENDMENT Amend D (4)

‘TABLE 2: CONTRACT HISTORY 3 1 e ,
CONTRACT AND ‘AMENDMENT eac: i VENDDATE | CONTRACT .
AMENDMENT X TYPE . ' ,APPROVAL : .| AMOUNT
‘NUMBER. d.8 -DATE ~ s,
2018-111 Original Contract Octpber 2, 2019, | June 30,2020 | $499,000.00
' lter #24
2018-11t st Amendment May 2, 2020, Item | June 30, 2021° | $0.00
Amendment A #74 ’
2018-11t 2nd Amendment | June 2, 2021, June 30,2023 | $0.00
Amendment B ltem #5b y
2018-111 3rd Amendment . June 1, 2022, Item June 30, 2024 $98,000.00
Amendment C #48
2018-111 4th Amendment TBD June 30,2025 | $0.00
Amendment D '
Sl CONTRACT TOTAL |-$597,000.00
State of NH Contract
Date: 03/14/2023
Contractor’s Initials )
Page ‘6 0f8




DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
DOIT - 2018-111 '
AMENDMENT Amend D (4) -

CONTRACTOR

. Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This

modification shall take effect upon the approval date from the Governor and the Executive Council.

~ IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above

written, :
SALY Date: 03/14/2023

Sl e

Scott Mosher, Vice President

- NuHarbor Security, Inc.’

STATE OF NEW HAMPSHIRE

B A

Denis Goulet, Commissioner

March 22, 2023
Date:

State of New Hampshire

Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. '

‘ "Approved by the Attorney General

I5] Stucie 2 Plnceer ' . Date: March 28, 2023

State of New Hampshire, Department of Justice

State of NH Caontract
Date: 03/14/2023 ‘

Page -

Contractor’s Initials
: 7 of 8



DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
DOIT -2018-111
AMENDMENT Amend D (4)

1 hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
_thie State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract
Date: 03/14/2023

Page

Contractor’s Initials %j
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State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that NUHARBOR SECURITY INC. is
a Vermont Profit Corporation registered to transact business in New Hampshire on November 18, 2015. T further certify that all
fees and documents required by the Sccrctary of State’s office have been received and is in good standing as far as this office is

concerned.

Business ID: 735138
Certificate Number: 0005765961

N TESTIMONY WHEREOF.

I hereto set my hand and cause to be offixed
the Seal of the State of New Hampshire, .
this 25th day of April A.D. 2022.

David M. Scanlan

Secretary of State



State of New Hampshife
Department,bf State

. CERTIFICATE .

I, David M. Scanlan, Secretary of State of the State of New Hampshire. do hereby certify that NUHARBOR SECURITY INC. is
a Vermont Profit Corporation registered to transact business in New Hampshire on November 18, 2015. 1 further certify that all -

fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business 1D: 735135
Certificate Number: 0006156869

n\i TESTIMONY WHEREOF.
I hereto set my hand and cause to be affixed )
the Seal of the State of New Hampshire,
this 17th day of March A.D. 2023,

David M. Scanlan

Secretary of State
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NOTE: YOU SHOULD CONSULT YOUR ATTORNEY ON THE USE OF THIS CERTIFICATE

OF VOTE. THE DOCUMENT SHOULD BE CUSTOMIZED TO REFLECT THE TRUE
CORPORATE STRUCTURE OF YOUR COMPANY.

CERTIFICATE OF VOTE
(Corporation With Seal)

I, Justin Fimlaid, do hereby represent and certify that:

(1) [ am President of NuHarbor Security, an S-corporation (the "Corporation").

(2) | maintain and have custody of and am familiar with the Seal and the minutes of the
Corporation,

{3) [ am duly authorized to issue certificates with respect to the contents of such books.

{4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors

held on May 12th, 2021, which meeting was duly held in accordance with Vermont
law and the by-laws of the Corporation.

(5) The signature of Scott Mosher, Director of this Corporation affixed to any contract

instrument or document shall bind the corporation to the terms and conditions of the
contract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full force and éffect as of the date hereof.

- IN WITNESS WHEREOF, | have hereunto set my hand as President of the Corporatibn and
have affixed its corporate seal this 17 of March, 2023.

‘OM;._& AP\

Justin Fimlaid, President, 03/17/2023

05
A
Ly

1)
'y v
LTI

"



) (4
ACORD
v

CERTIFICATE OF LIABILITY INSURANCE

DATE (MMDD/YYYY)
3/30/2023

[ THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHQRIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

" IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{les) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terma and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does nol confor rights to the

certificate holder in lieu of such endorsement(s).

PRODUCER N dﬂTmfm Jerzi Burns
Polly Insurance Agency, LLC PHONS (802)655-9000 [ FRX oy (8021871-5608
2300 8t George Rd EMAL s jburnsepolly.co
! lNSURER]l! AFFORDING COVERAGE NAIC #
Williston VT 05495 INSURERA: Philadelphia Indemnity Ins Co. 18058
INSURED) NSURER B : Underwriters at Lloyds, London 15642
NuHarbor Security, Inc. INSURERC: The Hartford - Rating by Multiple Co's | 19682
553 Roosevelt Highway INSURER O : Landmark . American Insurance Co 33138
\ b INSURERE : Scottedale Insurance Co 41297
Colchester vT 05446 INSURERF : i
COVERAGES CERTIFICATE NUMBER:CL2333022826 REVISION NUMBER:
THIS IS TQ CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION QF ANY CONTRACT OR QTHER DOCUMENT WATH RESPECT TQO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 15 SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
ADOL|SUBR
Iﬁl TYPE OF INBURANCE INSD | wvp POLICY NUMBER .:E.’“c YIEr [:OEWLICV exe Yy LIMITS
X | COMMERCIAL GENERAL LIABILITY "EACH OCCURRENCE $ 2,000,000
[ DAMAGE TO RER
A | cLamsmace [ x ] ocour | AT CEs (s pucnencny | 8 100, 000
PEPK2511420 1/25/2023 | 1/25/202¢ | WMED EXP (Any one pason} s = 5,000
|| PERSONAL & ADV INJURY | 8 2,000,000
| GEN'LAGGREGATE LIMIT APPLIES PER; GENERAL AGGREGATE $ 4.00¢.000
[ X | Poucy s Loc PRODUCTS - COMPIOPAGG | 5 _ 4,000,000
OTHER: $
AUTOMOBILE LIABILITY GOMBINED SINGLE LT s 1,000,000
A ANY AUTO BODILY INJURY {Per porson) | §
:b‘:rgg"‘ED SeHEDER PEPRIS11428 1/25/2023 | 1/25/2024 | BODILY INJURY (Per accident) | 3
| X | Hirep auTos Noroa MeD - [ PROBERTY DRMAGE 3
s
| {UMBRELLALB | | occur ' EACH OCCURRENCE ) 2,000,000
p | X | EXCES3LIAB x | cLAMS MADE . AGGREGATE 3 2,000,000
DED I RETENTION § ACX1054923 1/25/2023 1/35/2024 3
WORKERS COMPENSATION X | PER oTH-
[IeRkEReCOuBENRATION, N Justin Finlaid is ¥xcluded | | |58
ANY PROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT 3 1, L, 000
OFFICER/MEMBER EXCLUDED? NIA = 000.0
C  |{Mandatory in NH) O4WBCAPSD70 4/9/2023 4/9/2024 | £ DISEASE - EA EMPLOYEE | 8 1,000,000
If yos, describe under
DESCRIPTION OF OPERATIONS betow E.L DISEASE - POLICYLMIT | 8 1,000,000
B | Media/Tech/Data/Network w/B&Q W3i4455230101 1/25/2023 1/35/2024 | Limit of Liabilry $3,000,000
Including Cyber Liability

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES {ACORD 101, Additional Remarks Schedul,

hed if mors apace is requind)

may ba

Insurer Letter: E - Excess Liability (Excess of $5M); Policy # TED Limits of Liability $3,000,000
Ingurer Letter: D - Excess Liability (Excess of §$8M}; Policy # TBD Limits of Liability $2,000,000

Contract #2018-111C DOIT Cyber Security Risk Assessment

CERTIFICATE HOLDER

CANCELLATION.

‘ State of NH.
Department of Information Technology
Attn: Chief Informaticon Officer
27 Hazen Drive ,
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFQRE
THE EXPIRATION-DATE THEREOF, NOTICE WILI. BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ILauré; Duquette/LJD é{a‘“'%@"f‘m

ACORD 25 (2014/01)
INSO026 (201404

© 1988-2014 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doijt

Denis Goulet
Commissioner

May 12, 2022
His Excellency, Governor Christopher T. Sununu |
and the Honorable Executive Council
State House
Concord, NH 03301
REQUESTED ACTION

Authorize the Department of Information Technology, on'behalf of the Dcparlincnt of

. Revenue Administration (DRA) to amend the contract with NuHarbor Security, Inc. of Essex
Junction, VT, (VC# 273554) by exercising a contract renewal option and by increasing the price

by $98,000 from $499,000 to $597,000, extending the completion date from June 30, 2023 to

June 30, 2024, to conduct a multi-faceted security assessment on the Revenue Information

Management System (RIMS), effective upon Govemnor and Executive Council approval through

June 30, 2024. The original agreement was approved by Governor and Exccutive Council on

October 2, 2019, Item #24 and dmended on May 06, 2020, Item #74 and June 2, 2021, Item Sb.

100% Other (Agency Class 27) funds: the Agency Class 027 used by the Departmcnt of
Revenue to reimburse DolT is 100% General Funds.

CAT#DEPTH-AGENCY#ACTIVITY#ACCTG UNIT#- N T
DEPT NAME -ACCTG UNITNAME e 7 R X ty | FY2023° TOTAL AMOUNT |.
CLASS ~DBIECT.-ACCOUNT DESC % “ov 7 |- vCode ] 7.0 S5y £ 1
01-03-03-030010-76840000 — Dol T-IT for DRA .
038-500177 IT Technology Software . 03840098 598,000 . 398,000
EXPLANATION

NuHarbor Security, Inc. will conduct a multi-faceted security assessment of DRA's

implementation of the Revenue Information . Management System (RIMS). The detailed

- assessment will be a comprehensive catalog of observations for each NIST SP 800-53 control

family assessed during the engagement. A penetration test of the Web Application Portal, Granite
Tax Connect (GTC) will be performed as required by IRS Publication 1075.

“Innovative Technologies Today for New Hompshire's Tomorrow™



His Excellency, Govermnor Christopher T. Sununu
and the Honorable Executive Council
Page 2

The Department of Information Technology respectfully requests approval of this
contract amendment. .

Respectfully submitted,

Iy

Denis Goulet

DG/ik
DolT #2018-111C
RID: 69520

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-8300-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

May 12, 2022

Lindsey M. Stepp, Commissioner
Department of Revenue Administration
State of New Hampshire

" 109 Pleasant Street
Concord, NH 03301

DearCommissioner Stepp,

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved the Department of Revenue Administration’s (DRA) request to amend a
contract with NuHarbor Security, Inc. of Essex Junction, VT, as described below and referenced
as DolT No. 2018-111C. : <

The purpose of this request is for NuHarbor Security, Inc. to conduct a multi-faceted
security assessment of DRA's implementation of the Revenue Information Management .
System {RIMS). The detailed assessment will be a comprehensive catalog of observations
for each NIST SP 800-53 control family assessed during the engagement. A penetration
test of the Web Application Portal, Granite Tax Connect (GTC) will be performed as
required by IRS Publication 1075.

This amendment will increase the price limitation by $98,000, from $499,000 to
$597,000, and extend the completion date from June 30, 2023 to June 30, 2024. -
The contract amendment shall become effective upon Governor and Executive
Council approval through June 30, 2024.

- A copy of this letter. will accompany the Department of Information Technology's
submlssmn to the Governor and Executive Council for approval.

Sincerely,

Denis Goul'cl

DGfik
DoIT #2018-111C

“Innovative Technologies Today for New Hompshire's Tomorrow™



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 - AMENDMENT C

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 2018-111

Comprehensive Cyber Security Risk Assessment, on October 2, 2019, Item #24, and amended on May 06,

2020, Item #74 and June 2, 2021, Item 5b (herein afier referred Lo as the “Agreement’), NuHarbor Security,

Inc., (hereinafier referred to as “Contractor”)} agreed to supply ceriain services upon the terms and

conditions specified in the Agreement and in consideration of payment by the Department of Information
. Technology (hercinaRer referred 10 as the “Depantment™), centain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the .
Agreement, the Agreement may be modified or amended only by a written instrument executed
by the parties thereto and approved by the Governor and Executive Council unless no such
approval is required under the circumstances pursuant to State law, rule or policy,;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain
respects;

WHEREAS, the Depariment wishes to have the Vendor conduct a multi-faceted security assessment of the
Department’s implementation of the architecture provided by FAST;

WHEREAS, The Vcndorlagrccs 10 conduct a multi-faceted §ccurity assessment of the Cliemt’s .
implementation of the architecture provided by FAST;

WHEREAS, the Department and the Contractor wish to extend the completion date from June 30,
2023 to June 30, 2024;

WHEREAS, the Department and the Vendor wish 1o increase the Contract price by S98 000 1o bring the

to(a! contract price to $597,000;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and sel [orth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

- L

Initial all Pages

Amend Section 1.7 of the Agreement (Page 1) by extending the Completion Date from June 30, 2023 to
June 30, 2024. :

Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Lumlallon by 598,000 from
$499,000 10 $597,000.

Contractor Initials krc _Date 5/10/2022

Page .

1 of 4



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 - AMENDMENT C

3. Amend Exhibit B Section 1. Payment Schedule by adding Table 1.2 Department of Revenue
Administration Security Assessment as follows:

Table 1.2 Department of Revenue Administration Security Assessment

Description

CA-SEC Technically Orlented Controis Assessment

2 Analysts
NIST 800-53 rd Security Controls Assessment and Gap Analysis. 5 Weercs each
Deliverables include: :
s Executive Summary : Hourly Rate:

The executive summary serves as a high-level synopsis of $175 / Hour
the engagement: This will include summarized results,
prevailing themes, and {(where applicable), strategic Phase Total:
initiatives to improve the Client’s security posture. $70,000

¢ Detailed Assessment Report
The detailed assessment report will be a comprehensive
catalog of observations for each NIST SP 800-53 control .
family assessed during the engagement. Controls within
each family will be assigned an implementation status
(Implemented, Partialty Implemented, Absent, or Not
Applicable), and remediation priority based on NuHarbor
Security's understanding of the Client’s business goals and
other factors. This may be attached as an appendix to the
Executive Summary at NuHarbor Security's discretion.

TT- Penetration Test of Granite Tax Connect (GTC) Application Labor:,
WEBAPP E 1 Engineer
A penetration test of the Web Application Portal. Deliverables 4 Weeks
include: ; _ _
. Te‘chnical Report ~ A comprehensive explanation of the ‘ Hourly Rate:
penetration test and findings. $175 / Hour
s All supporting evidence is property of the Client, and is
attached as an Appendix to the report. Phase Total:
: : $28,000

Total Amount |- .USD $98,000.00°
-k

Initial all Pages
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT -
CONTRACT 2018-111 —- AMENDMENT C

4. Amend Exhibit H by edding the following:

EXHIBIT H— Attachment 2:

5. Amend Exhibit O by replacing

A. Exhibit H Requirements - Attachment 1

with

A. Exhibit H Requircments - Attachment | and Attachment 2.

IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

Table 2 CONTRACT HISTQRY g
CONTRACT AND-| AMENDMENFT. .| G&C. .., ".*. |END.DATE |CONTRACT-
. AMENDMENT. . |TYPE .. .. | APPROVAL . - e s [FAMOUNT -
NUMBER. .0 J0 .~ W« " . | DATE LI NI
2018-111 Original Contract | October 2, 2019, | June 30,2020 | $499,000.00
Jtem #24
2018-111 1¥ Amendment May 2, 2020, item | June 30,2021 | $0.00
Amendment A #14
2018-111 2nd Amendment June 2, 2021, ltem | June 30,2023 | $0.00
Amendment B ' Sb '
2018-111 3rd Amendment | TBD June 30,2024 | $98,000.00
Amendmént C
: A .- 'CONTRAGT TOTAL | $597,000.00.
Initial all Pages
Contractor Initials kre Date S/10/2022
Page Jof4




. STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 - AMENDMENT C

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approva) date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

Katherine Cheney Date: May 10, 2022

l_\luHarbor Secunty, Inc.

STATE FNEW&A%&SHIRE ;
Date: /1272022

.Denis Goulet, Commissioner .
State of New Hampshire
Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. ' ' ' : i

Approved by the Attorney General

Page

/sl Stnace 2V Flasens Date: Max 16, 2022

State of New Hampshire, Department of Justice.

1 hereby certify thai the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire st the Meeting on: {date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

4of4



) STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT C 1
IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

EXHIBIT H — Attachment 2: RS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

Initial all Pages

l. PERFORMANCE

tn performance of this contract, the Contractor agrees to comply with and assume responsibility
for compliance by officers or employees with the following requirements: ®

(1) Al work will be performed under the supervision of the contractor.

{2) The contractor and contractor’s officers or employees to be authorized access to FTI
must meet background check requirements defined in IRS Publication 1075. The contractor
will maintain a list of officers or employees authorized access to FTI. Such list will be
provided to the agency and, upon request, to the IRS. '

(3) FT1in hardcopy or electronic format shall be used only for the purpose of carrying out
the provisions of this contract. FTl in any format shall be treated as confidential and shall
not be divulged or made known in any'manner to any person éxcept as may be necessary
in the performance of this contract. Inspection or disclosure of FTI to anyone other than
the contractor or the contractor’s officers or employees authorized is prohibited.

{4} FT1 will be accounted for upon receipt and properly stored before, during, and after
processing. In addition, any related output and products require the same level of
protection as required for the source material, '

(S) The contractor will certify that FTI processed during the performance of this contract
will be completely purged from all physical and electronic data storage with no output to
be retained by the contractor at the time the work is completed. If immediate purging of
physical and electronic data storage is not possible, the contractor will certify that any FT
in physical or electronic storage will remain safeguarded to prevent unauthorized

_ disclosures.

(6) Any spoilage or any intermediate hard copy printout that may result during the
processing of FTi will be given to the agency. When this is not possible, the contractor will
be responsiblé for the destruction of the spoilage or any intermediate hard copy printouts '
and will provide the agency with a statement containing the date of destruction, '
description of material destroyed, and the destruction method.

{7) All computer systems receiving, processing, storing, or transmitting FTI must meet the
requirements in IRS Publication 1075. To meet functional and assurance réquirements, the
security features of the environment must provide for the managerial, operational, and

Contractor Initials kic Oate 5/10/2022



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 ~ AMENDMENT C
IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

technical controls. All security features must be available and activated to protect agéinst
unauthorized use of and access to FTI.

{8) No work involving FTI furnished under this contract will be subcantracted without the
prior written approval of the [RS. )

{9) Contractor will ensure that the terms of FTI safeguards described herein are included,
without modification, in any approved subcontract for work involving FTI.

(10) To the extent the terms, provisions, duties, requirements, and obligations of this.
contract 2pply to performing services with £TI, the contractor shall assume toward the
subcontractor all obligations, duties and responsibilities that the ager'\cy under this contract

- assumes toward the contractor, and the subcontractor shall assume toward the contractor
all the same obligations, duties and reéponsibilities which the contractor assumes toward
the agency under this contract.

{11) In addition to the subcontractor’s obligations.and duties under an apprqvéd .
subcontract, the terms and conditions of this contract apply 10 the subcontractor, and the
subcontractor is bound and obligated to the contractor hereunder by the same terms and
conditions by which the contractor is bound and obligated to the agency under this
contract. '

{12) For purposes of this contract, the term "contractor” includes any officer or employee
of the contractor with access to or who uses FTI, and the term “subcontractor” includes
any officer or employee of the subcontractor with access to or who uses FTI.

{13) The agency will have the right to void the contract if the contractor fails to meet the
terms of FTI safeguards described herein.

1I. CRIMINAL/CIVIL SANCTIONS

{1) Each officer or employee of a contractor to whom FTt s or may be disclosed shall be
notified in writing that FTI disclosed to such officer or employee can be used anly for a
purpose and to the extent authorized herein, and that further disclosure of any FTl for a
purpose not authorized herein constitutes felony'punishab1e upon conviction by a fine of as
much as $5,000 or imprisonment for as iong as 5 years, or both, together with the costs of
prosecution. !

(2) Each officer or empluyée of a contractor to whom FT1 is or may be accessible shall be

notified in writing that FT accessible to such officer or employee may be accessed only for

Initial ali Pages
Contractor Initials _krc Date /1072022
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 - AMENDMENT C
IRS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

a purpose and to the extent authorized herein, and that access/inspection of FTI without
an official need-to-know for a purpose- not authorized herein constitutes a criminal
misdemeanor punishable upon conviction by a fine of as much as $1,000 or wnpnsonment
for as long as 1 year, or both, together with.the costs of prasecution.

{3) Each officer or employee of a contractor to whom FTl is or may be disclosed shall be
notified in writing that any such unauthorized access, inspection or disclosure of FTI may
also result in an award of civil damages against the officer or employee in an amount equal
to the sum of the greater of $1,000 for each unauthorized access, inspection, or disclosure, .
or the sum of actual damages sustained as a result of such unauthorized access, inspection,
or disclosure, plus in the case of a willful unauvthorized access, inspection, or disclosure or
an unauthorized access/inspection or disclosure which is the result of gross neghgence
punitive damages, plus the cost of the action. These penalties are prescribed by IRC
sections 7213, 7213A and 7431 and set forth at 26 CFR 301.6103(n)-1.

_(3) Additionally, it is incumbent upon the contractor to inform its officers and employees of

the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.5.C. 552a.°
Specifically, 5 U.5.C. 552a(i}{1), which is made applicable to contractors by 5 U.S.C.
552a(m)(1), provides that any officer ar employee of a contractor, who by virtue of his/her
employment or official position, has possession of or access to agency records which
contain individually identifiable information, the disclosure of which is prohibited by the
Privacy Act or regulations established thereunder, and who'knowing that disclosure of the
specific material is so prohibited, willfully discloses the material in any manner to any
person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not
more than $5,000.

(4) Granting a contractor access to FT1 must be preceded By certifying that each officer or
employee understands the agency’s security policy and procedures for safeguarding FTI. A
cantractor and each officer or employee must maintain their authorization to access FT
through annual recertification of their understanding of the agéncy‘s security policy and
procedures for safeguarding FTI. The initial certification and recertification’s must be
documented and placed in the agency's files for review. As part of the certification and at
least annually afterwards, a contractor and each officer or employee must be advised of
the provisions of IRC sections 7213, 7213A, and 7431 (see Exhibit 4, Sanctions for

- Unauthorized Disclosure, and Exhibit S, Civil Damages for Unauthorized Disclosure). The

training on the agency’s security policy and procedures provided before the initial
certification and annually théreafter must also cover the incident response policy and
procedure for reporting unauthorized disclosures and data breaches. (See Section 10} For

5102022




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT:
CONTRACT 2018-111 -- AMENDMENT C
(RS Pub 1075 EXHIBIT 7 SAFEGUARDING CONTRACT LANGUAGE

. the initial certification and the annual recertification’s, the contractor and each officer or
em;laloyee must sign, either with ink or electronic signature, a confidentiality statement
certifying their understanding of the security requirements.

Ui, INSPECTION

The IRS and the Agency, with 24°'hour notice, shall have the rlgl';t to send its inspectors into the -
offices and plants of the contractor to inspect facilities and operations performing any work with
FT1 under this contract for compliance with requirements defined in IRS Publication 1075. The
IRS' right of inspection shall include the use of manual and/or automated scénning tools to
perform compliance and vulnerability assessments of information technology (IT) assets that

" access, store, process or transmit FTI. Based on the inspection, corrective actions ma'y be
required in cases where the contractor is found to be noncompliant with FTI safeguard
requirements.

Initial all Pages
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State of New Hampshire -
Department of State

CERTIFICATE

1, David M. Scanlan, Secrelary of State of the State of New Hampshire. do hereby centify that NUHARBOR _SECURITY NC. is
a Vermont Profit Corporation registered Lo transact business in New Hampshire on November 18, 2015. I further centify that all

fees and documenis required by the Secretary of State's office have been reccived and is in good standing as fer as this'office is

concemncd.

Business ID: 7351358
Centilicate Number: 0005765961

TN TESTIMONY WHEREOF.
1 hereto set my hand and cause to be affixed
- the Seal of the State of New Hampshire,
 this 25th day of April A'D.2022.

David M. Scanlan

Sceretary of State



NOTE: YOU SHOULD CONSULT YOUR ATTORNEY ON THE USE OF THIS CERTIFICATE
OF VOTE. THE DOCUMENT SHOULD BE CUSTOMIZED TO REFLECT THE TRUE
CORPORATE STRUCTURE OF YOUR COMPANY,

CERTIFICATE OF VOTE
{Corporation With Seal)

1, Justin Fimlaid, do hereby represent and certify that:

(1) ! am Managing Director of NuHarbor Security, an S-corporation.(lhc
"Corporation"). :

(2) | maintain and have custody of and am familiar with the Seal and the minutes of the
Corporalion.

©(3) 1 am duly authorized to issve centificates with respect to the contents of such books.

(4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August 3™, 2021, which meeting was duly held in accordance with Vermont
law and the by-laws of the Corparation.

(5) The signature of Katherine Cheney, Director of this Corporation affixed to any
contracs instrument or document shall bind the corparation to the terms and conditions
of the coniract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
‘manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREOF, | have hereunto set my hand as Managing Director of the
Corporation and have affixed its corporate seal this 27 of April, 2022.

. f-,-ﬂ-‘ . 0
J@hﬁlaid, naging Birector, 04/27/2022
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CERTIFICATE OF LIAEILITY INSURANCE

DATE (MM/DONYYYY}
4/25/2022

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

|~ IMPORTANT: If the certilicats holdar is an ADDITIONAL INSURED, tha policy{isa) must be sndorsed. f SUBROGATION IS WAIVED, subject to
tha terms and conditlons of the policy, certain policles may require an sndorssment. A statement on this certificate does not confer rights to the
certificate holder In llsyu of such andorsement(s).

PRODUCER Em“n Ranan Coopar
Polly Insurance Agency, LIC PHOME . (802) §55-3000 |
) snowEgy, TCoOperiwinooskl. con i
2300 St. George Road WSUREALS) AFEOROING COVERAGE WA §
Williston . VT 05493 m3uURER A : Underwriters st Lloyds, London 15642
WIURED MNIUREA B:‘Ihe Hacford - Rating by Multiple Co's | 19682
NuHarbor- 8scurity, Inec, MIUAER C; Bcottedale Ins. Co. 41297
553 Roosevelt Highway m3yRen 0: Landmark American Insursnce Company 331238
MIURER E: Mt Hawley Insurance Company 37974
Colchester VT 05446 S —
COVERAGES _ CERTIFICATE Nq_MBER:CLZZIZSZOl 99 REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED Y THE POUICIES DESCRIBED HEREIM IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
a rvoe of wumance oo Py FOETER T RSIEVERS —
X | commentin, cemeraL LasITY EACH DCCURRENCE 1 2,000,000
A ] CLAMS-MADE E] occuR m | 100,000
HE w080017137AC 172372027 | 1/23/2023 | MED EXP (e eme pamen) | 8 5,000
| | PERSONAL & ADV BLIRY | 3 Excludad
GENL AGGREGATE LIMIT APPLIES PERC GENERAL AGGREGATE 3 4,000,000
X | poricy DLOC PRODUCTS - COMPIOP AGE | 3 4,000,000
OTHER: : .
AUTOMCBRE LIARS ITY 5T AV S Y 2,000,000
A :mm . ) . BODLY SIUNY (Pur parson) | 3
AL OYSED BCHEOWLED 0000173742 172372012 | 172372023 | BOORY WAURY (Pir accdenw) [ 1
oemniros [ ] e e aa
. 3
X jumssELaLus | {occun EACH OCCURRENCE |3 2,000,000
A BECEZS|LIAS X | cuams-sans AGGREGATE H 2,000,000
oes | | RETENTION § ACX) 019322 171872022 | 17287102 s
os = “°" N tactuded - ocin Plalsid ﬂ% T8
aee mtwmwwm o EL, EACH ACCIDENT s 3,000,000
B | [(Mandstery In NH} S4NBCAFIDI0 4/e/011 a/8/2023 | gL DISEASE - EAEMPLOYEE { 3 1,000,000
;lu.m under
IESCRIPTION OF OFERATIONS bl EL. DISFASE - POLICYLMAT {3 1,000,000
A | Hadis/Tech/Data/Metwork w/ELD WGO0001 7IIAL 1/23/2022 1/23/2023 | Lt of Lindtiey #2,000,000
Including Cyber Liabllity

Insurer Latter:

Insurer Latter:

DESCRIFTION OF OPERATIONS I LOCATIORS | VEHICLES [ACORD 101, Auditionsl Remeris Bchotule, Ay B4 SLAC I I MpasS W required)
C - Excess Liability (Excees of 34M); Carrier - Scottsdale Ins Co; Policy § EXS3I416317;
Policy Period 1/25/2022 - 1/25/2023: Limits of Liability $2,000,000

Insurer Letter: D - Excess Liability (Excess of 36M) . Carrier - Landmark mrlcm Ins Co; Policy #
LHZ794154; Policy Period 1/25/2022 - 1/25/2023; Linits of Liability 82,000,000

E - Excess Liability (Excess of 38M); Carrier - Mt Hawley Ins Co; Policy § MEQQOD2029;
Policy Pericd 1/25/2022 - 1/25/72023; Limits of Liability $2,000,000

CERTIFICATE HOLDER

CANCELLATION

State of NH .
Departmant of Information Technology
Attn: Chief Information Officer

27 Haszen Drive ’

Concord, NH (3301

|

ACCORDANCE WITH THE POLICY PROVISIONS.

SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE:!
THE EXPIRATION DATE THEREDF, NOTICE WILL BE DELIVERED IN

AUTHORIZED REPRESENTATHE

]Ronan Cooper/RC

"']Z«éz,_,

ACORD 25 (2014/01)
INS025 (101401) .

© 19852014 ACORD CORPORATION. Al rights roserved.

The ACORD neme and logo are registared marks of ACORD
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NAY12'21 Pty 2:45 RCUD 55
STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr, Concord, NH 03301

Fax; 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 10, 2021

His Excellency, Govermnor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, NH 03301

REQUESTED ACTI

The Department of Information Technology requests placing this item on the Consent
Calendar. :

Authorize the Department of Information Technology to enter into a contract amendment
with NuHarbor Sccurity, Inc. of Essex Junction, VT, (VC# 273554) to eccomplish the original
scope of the cyber security project by extending the completion date from June 30, 2021 to June
30, 2023 with no increase to the Price Limitation of $499,000.00. The original agreement was .
approved by Govemor and Exccutive Council on October 2, 2019, ltem #24 and most recently
amended with Governor and Executive Council approval on May 6, 2020, Item #74.

EXPLANATION

This time-only extension is being requested to address the optional services features of the

" original contract. The additional time request allows for both the state and the vendor to
appropriately address the optional services features based on the final reports created during the
assessment that were not able to be completed during the COVID-19 pandemic. : '

The contract with NuHarbor Security, [nc, will assist with comprehensive cyber secunty
risk assessment of the Exccutive Branch information technology enterprise. In addition to
determining geps or shortfalls in the State’s cybersecurity posture, a key. outcome of this
assessment will be a roedmap to improve the sccurity, readiness and effectiveness of the State of
New Hampshire's cybersecurity posture.

"innovative Technologies Todoy for New Hampshire's Tomorrow”



His Excellency, Govemor Christopher T. Sununu

end the Honorable Executive Council
Page 2

The Department of Information chhnology respectfully requests approval of this
conltract amcndmcnt

Respectfully submitted,

o BiF—

Denis Goulet

DG/af
DolT #2018-111B
RID: N/A

"innovative Technologies Today for New Hompshire's Tomorrow™



* STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr. Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

May 10, 2021
Danic! Dister
Chief Information Security Officer
Depantment of [nformalion Technology
. State of New Hampshire
_ 27 Hazen Drive
Concord, NH 01301

'Dur Ducctor Dister,

This letter represents formal notification that the Department of Infonnauon Technology (Dol‘r)
has approved the Division's request to enter into a contract amendment with NuHarbor Security, Inc. of
Essex Junction, VT, as described betow end rtfcrcnccd as DoiT No. 2018-1118B.

- The purpose of this request is to amend an existing contract with-NuHarbor Security, Inc.
to accomplish the origins! scope of the cyber sceurity project by extending the completion -
date from June 30, 2021 to June 30, 2021. In addition, the time request allows for both the
state snd the vendor to appropriately address the optional services features based on, the
(inal reports created during the asscssmcm that were not able Lo be completed during the

COVID-19 pandemic.
This contract emendment includes the extension of the contract from June 30,2021 to June
30,2023. There is no edditional funding requested under this time extension. The contract
amendment shall become effective upon Govemor end Executive Council approval
through June 30, 2023.

A copy of this Icm:r will sccompany the Department of Information Technology's submission to

the Governof and Executive Council for approval.

Denis Goulet

Sincerely,

" DGl -
OolT #2018-111B

*innovotive Technologies Today for New Homgshire's Tomorrow”



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 ~ AMENDMENT B

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a resyit of RFP 2018-111
" Comprehensive Cyber Securify Risk Assessment, on October 2, 2019, liem #2, and amended on May 06,

2020, ltem #74 (herein after referred to as the “Agreemcnl"), NuHarbor Security, Inc., (hereinafer referred

lo as “Conlractor‘) agreed to supply certain services upon the lerms and conditions specified in the
* . Agreement and in consideration of payment by the Departritent of Informatnon Technology (hercmaﬂer
. referved to as the “Depantiment™), certain sums as spcmﬁcd Iherem

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the'Agreement, the
Agreement may be modified or amended onty by & written instrument executed by the panties thereto and
appraved by-the Govermor and Executive Council unless no such approval is required under the
circumstances pursuant to State law, rule or policy; -

WHEREAS, the Vehdor and the Department have agreed 1o amend the Agreement in cemin'respecls;

WHEREAS, the Department and the Contractor wish IO extend the completion date from June 30, 2021 to
* June 30,2023; - ]

. NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agréement and set forth herein, the parties sgree as follows:The Agreement is hereby amendéd as follows:
- Amend Section 1.7 of the State of New Hempshire P-37 General Provisions by extendmg the Completion
Date from Junc 30, 202! to June 30, 2023 ;

< .‘ e, -IN-;_: 'f']!';. ;: _-.,“ ‘:‘.g . : "
'kTABI:EI CONTRACTJ-IISTORY. PR A R
TCONTRACT AND ;AMENDMENT d G&C,-;." " §ND DATE CONTRACT )
uAMENlME.NT 1'I'YPE A ,;APPROVT\I.‘:. i TRk i _‘3.., AMOUNT,, -
INUMBER' - 1o Lo P00 ot “PDARE DT SRR RS TR
2018-111 Original Contract | October 2, 20!9. June 30,2020 | $499,000.00
i {tem #24
2008111 - 1* Amendment Mey 06, 2020, |June 30,2021 | $0.00
Amendment A [tem #74 .
2018-111 ; 2nd Amendment | TBO June 30,2023 | $0.00
Amendment B
T T L e e 00 60000,
L Ed s ;' A TR CONTRACT RO TAL  5iad 600100,
State of NH Conatract

" Date;

Contractor's Initials KC -
Page ' . - lof3




STATE OF NEW HAMPSHIRE
. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 - AMENDMENT B

CONTRACTOR

Except as provided herein, all provisions of the Agreement shal! remain in full force and effect. This

- modification shall take effect upon the approval date from the Gow:mor and the Executive Coun'cil '

-IN WITNESS WHEREOQF, the parties have hereunto set lhe:r hands as of the day and yesr fi Frsl above .

written.

kad\mchenq ¢ Date: AP 20, 202

. NuHarbar Security, Inc.

* STATE OF NEW HAMPSHIRE .

M‘ﬁ _ ' Date: May 10, 2021

Denis Goulet, Commissioner
+ State of New Hampshire

Depariment of information Technology

The prccedmg Amendmem having been reviewed by this office, is npproved aslo form substance, and

. execulion.

Approved by the Attorney General

/x/ Stacie M, Moeser ) Date: - May 10, 2021

State of New Hampshire, Depaniment of Justice-

State of NH Contract

Date:

Contractor's [nitials KC

Page
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STATE OF NEW HAMPSHIRE
~ DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT B

* | hereby centify that the foregoing amendment was approved by the Govemor and Executive Council of -
- the State of New Hampshire at the Meeting on: 3 - (daie of meeting)

Office of the Secretary of S.lau

" Date:

- State of New Hampshire, Department of Administration.

State of NH Contract

Date:

Contractor’s Initials XC

Page
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‘State of New Hampshire
Department of State

CERTIFICATE

I: Willigm M. Gardner, Sccretary of Siste of the State of New Hampshire, do hereby centify that NUHARBOR SECURITY INC. is

-8 Vermont Profit Corportion registered 10 tronsact business in New Hempshire on November 18, 2015, I further certify thal all

+ fees and documents requircd by the Sceretary of State’s office have beén received and is in ;ood'smding a3 fer ns this nﬂ'ia; is
concerned.

 Business 1D: 738138
Centificate Number: 0005362896

™N TESTIMONY WHEREOF.

I hereto set my hand ond couse to be alixed
the Scal of the Stote of New Hampshire,
this $th day of Mey A.D. 2021.

William M. Gardner
Secrciary of Stote




CERTIFICATE OF VOTE

£

1, :lu:tln Fimlaid, do hereby rcprcs.em and centify that:

(1) I am Monaging Directar of NuHorbor Security, an S-corporation (the
“Corporetion”™). 4
(2) | maintain and have custody of and am familiar with the Scal end the minutes of the

Carporation.

(3) 1 am duly suthorized to issue ccrtiﬁcnlé with respect to the contenis of such books.
i ]

(4) The following statements are true and accurate based on the resolutions adopied by
the Board of Directors of the Corporation at a meeting of the seid Board of Directors
held on August 3, 2020, which meetlng was duly held in accordance with Vermont
law and the by-laws ol'the Corporstion. *

(S) The sngnaturc of Katherine Cheney, Director of this Corporation affixed to any
“contract instrument or document shall bind the corporation to the{erms and condilions
of the contract instrument or document.

(6) The foregoing signature sulhonty has not been revoked, annullcd or amended in any
manner whatsoever, and remains in full-force and effect as of the date hereof. )

IN WITNESS WHEREOF, | have hereunio set my hand as Maneging Director of the
Corporation and ha ed its corporate seal this $* of May, 2021.

Flml@ Director, 05/05/2021
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ACORD CERTIFICATE OF LIAB

DATE [HEODNYYY)
4/23/2021

lLlTY INSURANCE

BELOW. THIS CERTIFICATE OF INSURANCE OOES NOT CONSTITUTE A CO
REPRESENTATIVE OR PRODUCER, ARD THE CERTIFICATE HOLDER.

THIS CERTIFICATE ISISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOEE NOT AFFIRMATIVELY OR-NEGATIVELY AMENC, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

NTRACT BETWEEN THE 1SSUING INSURER(S], AUTHORIZED

o

IMPORTANT: .H the cortificste hotder is an ADDITIONAL INSURED, the pelicy(les} musi be endorsad. f SUBROGATIOH 18 WAIVED, subjact to

t. A stat

the terms snd condliions of the policy, cartaln policles may require an
certificate holder in flsu of such endsrsament(s).

t on (his conliicate does not confer rights to the

PRODUCER Fvihad Ronan Cooper
Wincoski, LIC %“ 1802) €33-9000 I ;.“A_’:‘m_tnnnl-lm
DeslerPolicy Insurance lqoncy rcooparivinooski.coa
2300 8t Ceorge Mosd MSUREATE] ASFOADINO COVIRAGH nac o
wWilliaton VT 03493 symns; Undecwriters at Lloyds, Landon 18643
wmiumte - . |maumen g Harefocd 19692
Nutferbor Becurity.” Inc HIpRERC;Hiacox Insurance Company Ing, AML122000
553 Roosevelt Kighway LY =

| IyRERe; -
Colchester VT 03446 ™
COVERAGES CERTIFICATE NUMBER:CL214231429) REVISION NUMBER:

THIS (3 TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED T0 THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDECATED, MOTWITHITANDING ANY REQURREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTKER DOCUMENT WITH RESPECT TO WHICH THS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, Mmmnwmmmmrﬁnsmmwuemmmmrm

EXCLUSIONS AND CONDITIONS OF SUCH POUCIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,
i A m_mms_mm LberTy
X | comstACWL GENTAAL LIaBEITY EACH OCCURADNCE 1 1,000,000
A IM E]m LPEAWTIKS (Eapiuteren) |3 100,000
OLHE1 TITAD ynssaen | wiisivens {ugn exr (ryarapeveny 1 3,000
L PERIONAL & ADV BimT 1) Euclwdad
GEIL AGGREOATE LNAT AFPLIED PER: ctxena 1 ! 4,000,000
ooy (]R8 e . PROCUCTS - COMMOP£00 | 1 4,000,000
onen, " - : ; '
[riast g Aol ge g
| AVTOMORLE LLERITY rrqresedy ] 2,000,000
A et WITO a ROCRLY INJURY (Pas partand - | 1
7] 2, Zpeeo ACHEDUED weed1127as 1iasrzen | pnssress [ soony mamy pu sedsem | 3
ra HON-OWNE [TRSATRTY SATT .
| X | senen avros o=~ At frgatiad; 1 '
- 1
EC T I EACH QOCURRENCE 1 - 3,000,000
A ARCLII LaB X | cramsance - ACOREQATE 1 $,000,000
org _I x Im [ 18,000 CUNILEI 11570911 | 1K/ 11 s
WORALES COuPEuIAliON Tacivees - Juatin Fialels ' _K_]_Em] Jo
AND CHPLOTERS LASELITY T -
[oaid AR RLCUTVE R4, BACH ALCOENT ] 1,000,000
QFFICERAEMBEA X0y UOIDY nia —
B iiariotary ln Ni¢) SUERCAFYDTE s/e/ton /9/1012 | gu CetuARY - SADMMOYIE | B 1,000,000
H?am Lo peseast froucy L o 1,000,000
€ |azoess Pelloy (Naoess ot #10W) MPLAIIIN, 11, unn'.oﬂ 173571923 | v o by 95,000,000
A |Hedis/Tech/Dats £ Natwork Lo RN ] s/ | 171573411 | Unitel Usomy 95,000,000

. [ SEMCRITION OF CPERATIONS | LOCATIONS [ VORCLES (ACORD 11, AdiUanal Rimirks Beheduls, muty s MRSched I mars 0p0ss B Roult)

. CANCELLAYION

CERTIFICATE HOLDER

Suto of MH - Department o! Infomt.ion T
Attn:Denis Goulat

SHOULD ANY OF THE ACOYE OESCRIDED POLICIES BE CANCELLED SEFOAE
THE EXPIRATION DATE THEREOQF, NOTICE WILL BE DELIYEREO N
ACCOROANCE WATH THE POLICY PROVIBIONS,

27 Hazen Drive
Concord, ¥H 03301

L

lnonan Coopar/RE

AUTHORIZED REPRESENTATIVE

ACORD 29 (2014/01)
INSD25 200adn)

© 1988-2014 ACORD CORPOMTION Ali rights reserved.

The ACORD name and logo ste reglisisred marks of ACORD



DEPARTMENT OF INFORMATION rscrmo:.
' 2 Hazen Dr., Concord, NH (3301
Fax: 603-271-1516 10D Access: 1.800-735- 2064
www.nh;goy/ doit

| ¥
- STATE OF NEW HAMESHIRE 1. 3:45 0AS 7‘-{ "

Denls Coulet
Commissioner

!

|

i

|

1 _
' Merch 17, 2020
|

* His Excellency, Governor Chrisiopher T. Sunun
and the Honorable Executive Couircil
State House
Concord, NH 03301 .
ﬂ ON

The Department of Information Technol{my requests placing this item on r_.hé Consent
. Calcndar L

Authorize the Depa.nmcnt of Information chhnology 1o amend an existing contact with
NuHarbor Security, Inc. of Essex Junction, VT, (VCH 27)554) to eccomplish the original scope
of the cyber security project by exercising & comrhct renewal option by extending the completion:
date from June 30, 2020 to June 30, 2021. The priginal agreement was approved by Govemor
and Executive Council on October 2, 2019, ltcm|#24 Time extension only, no new funding.

EXPLANA

This time-only exlensioa is being requested to address the optional services features of the

" original contract. The additional time requwi aJlows for both the staie and the vendor to

appropriately address which optional features are most lmporum 1o pursue, based on the final
reports created during the sssessment. l

The contract with NuHerbor Security, lncl will assist with comprehensive cyber security
risk assessment of the Executive Branch ml‘ormauOn technology enterprise. In addition to
determining geps or shortfalls in the State's éybersecunty posture, & key outcome of this
assessment will be a roadmap to improve the secirity, readiness and effectiveness of the State of

New Hampshire's cybersecurity posture.

"Innovative Technologies Todoy fo:r New Hompshire's Tomorrow"”



. and the Honoreble Executive Council

!
. 4
His Excellency, Governor Christopher T. Sununu |
_ Page2 i

The Depaniment of Information Techndlogy 'respec;ful'ly requests approval of this-
contract amendment. ' :

Respectfully submirted,
. g

Y
.

Denis Goulet

DG/kaf
DolT #2018-111A T

“Innovotive Technologles Todoy for New Mompshire's Tomorrow®



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
* 27 Hazzn Drl Concord, N 03301
Fox: 603-271.1516 TOD Access: 1-400-735-2964.
www.ohlgov / doit

[

"Denis Goulet
Commissioner

: | March 17, 2020
Danict Dister . \
Chief Information Security Officer
Depaniment of Information Technology
* State of New Hampshire
. 27 Hazen Drive
- Concord, NH 0330t

. "Dear Director Dister,

This letter represents formal notification that {he Department of Information Technology (DolT) .
has approved the Division's request (o enter into 8 contrect amendment with NuHarbor Security, Inc. of
Essex Junction, VT, as described below and referenced as DolT No. 2018-111A,

The purposé of this requeﬂ i to smend an emtmg contract with NuHerbor Sccumy. Inc.

to accomplish the original scope, of the cyber s&:urn’y project by extending the completion
date from Sune 30, 2020 to June 30, 2021, In rddition, the time request allows for both the
stete and the vendor to appropristely address which optional festures are most importantto
pursue, based on the ﬁnul reports created durm'g the assessment. ) .

This contract ammdmcnt includes the extension of thc contract from June 30, 2020 to June
30, 202 1. There is no additions! funding requested under this time extension. The contract
. emendment shall become cffective upon Govemor and Executive Council approval
through June 30, 2021

A copy of this letter will uccompnny the Dcpanm‘cm of !nformation Technology's submission to
. the Governor and Executive Council for approval.

Sincerely, '

Denis Goulet

_DG/sf
DolT #2018-111A

"Innovotive Technologies Yoday for New Mampshire's Tomorrow”




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 - AMENDMENT A -

INTRODUCT ION
1
WHEREAS, pursuani to an Agreement appraved by Governor and Council, us a result of RFP 2018-111
Comprehensive Cyber Security Risk Assessment, on October 2, 2015, ltem #2, (herein after referred to as
the “Agreement”), NuHarboe Security, Inc., (hersinafter referred 10 a3 “Contractor™) sgreed to supply
certain services upon the terms and conditions specified in the Agreement and in consideration of payment
by the Department of Informnuon Technology (hereinafier referred toas the “Depanment™), centain sums
as specified therein; :

* WHEREAS, pursuant to thc Agreement Section 18: Amendment and the provisions of the Agmemem, the

Agrcemem may be modified or amended only by & written instrument executed by the parties thereto and

E epperoved by the Govemor and Executive Council; .

WHEREAS. the Vendor and the Depertment have n'greegl’ 1o amend the Agreement in certain respects;

WHER.E.AS the Depmmem wishes to extend the contract completion date for an addltsonnl year i ordér

" to address the optional services fearures of the original contract. The additional time request allows for

- both the state and the vendor 1o eppropriately address which optionel festures are most important (o pursue,

* based on the final reports created during the assessment. This amendment does not expand or decrease

- the overall Statement of Work and/or Deliverables, or does.not change the contract to expand or decrease
-the 1otz psymcm amount beyond what is defined in the original contracl

WHEREAS, the Dcpa.rtmcnl &nd the Vendor wish to extend the complcnon date from June 30 2020 1
June 30,2021;

WHEREAS, the Department and the Vendor seek to ¢larify the Agreement. '

- NOW THEREFORE, in consudemhon of the fm;omg, and the cavenants and conditions r.onumed in the
"Agreement and set forth herein, (hie parties agree as follows:

The_Ahteemcnt is'hereby amended as folbws:

i Amend Section 1.7 of the State of New Hampshire P-17 General Provisions by cxtcndmg the

C0mplehon Date from June 30, 2020 1o June 30, 2021.

State of NH Contract
Date: 030920

Contracior's Initials ,L:/

Page

.lofd



STATE OF NEW HAMPSHIRE )
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT A

'

“TABLE 1: CONTRACT HISTORY

o

CONTRACT AND | AMENDMENT |G&C . ENDDATE | CONTRACT
AMENDMENT TYPE - - |APPROVAL i | AMOUNT
NUMBER _ DATE - -.
2016-111 Original Contrac | October 2, 2019, | June 30,2020 | $499,000.00
ltem #24 ]
2018-111 1* Amendment T8D Juné 30,2021 | $0.00
Ameodment A 5 f . .
CONTRACT TOTAL | $499,000.00
!
'
't
|
| 4
State of NH Contract |
Date: 930920 o !
Contrector's Initials Ao
Page "~ ‘

20“..




. STATEOF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

' CONTRACT 2018-111 - AMENDMENT A

CONTRACTOR

' Except as provi.ded herein, all provisions of the Agr'eemcn.t shall remain in full force and efféct. This

. -modification shall take effect upon the approvel date from the Governor and the Executive Council.

WHEREOF, the panties have hereunto set their hands as of the day and year first sbove -

b

Date: 03/08/2020

Kathérine Cheney, Dir

i ﬁuHarbor Security, Inc.

Corporate Signature Notarized:
Kelsoy Adams, Notary Public

* STATE OF Vemont

: C.OUNTY OF Chittenden

_ -On this the BN gay of March , 202-0, befors the undersigned officer, personally appeared the

person identified directly ebove, or satisfactory proven 10 be the person whose name is signed above, and -
acknowledged that she executed this document in the capscity indicated abave.”
1

™N WITNESS WHEREOF | hereunto set my hand and official _sca~I.

Notary Public/Justice of the Peade

\IH'H“
W Y tey,

" o ‘s,
" My Commission Expires: January 31, 2021 R < 2
_. . S SW0TARL, 2
% e S §

. State

Date:
Contractor's Initials £~

Page

of NH Contract

Q020




P

' STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY.
. COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
" CONTRACT 2018-111 - AMENDMENT A '

F

-ISTATEOF:N'BWII{A-' PSHIRE © , s
g @M\l/\\‘iﬁ'/ : ~ Dete: 3/}7[2'030

) !';;enis Goulet, Commissioner
- State of New Hampshire ‘%

. Department of Informstion Technology

. The preceding Amcndment havmg been reviewed by this oﬁ'tce is approved as to form, substunce, and -

execution. . '

Approved by the Attort

State of N.c_w Hampshire, Department of Justice

"I hereby cemfy that the fotegomg smendment was approved by the Governor and Executive Council of

the State of New Hampshire at the Meeting on: i (due of meeting)

- Office of the Secretary of State

" Date:

State of New Hu.mpsh'irc. ch'dnmem of Administration

sdte of NH Contrect i ; \ :
Date:, 030920 d

Contractor’s Initials ,[V

Page

- 4ofd



State of New Hampshire -
Departm’e’ht of State .
CERTI.IFICATE

I, William M. Gardner, Secretary of Stata of the Stase of New Hampshire, do hercby certify that NUHARBOR SECURITY
INC. is » Vermont Profit Corporation regisicred to transact business in New Hampshire on November 18, 2015, | further centify -

"that all foes end documents roguired by the Secretary of Stale's office have been received and is i good tending s far ax this )
- office i concemed. ' ’ : ’

Business 10: 738135
Certificaic Number: 0004534893

N TESTIMONY WHEREOF,

1 htreto set my hand and caute to be afMixed
the Seat of the State of New Hampshire,
this 1 day of Jily A.D. 2019,

iR Williom M. Gardner .
Sccrctery of State




CERTIFICATE OF VOTE

1, Justio Fimlgid, do hereby represent and centify that:

{1) I am Menagiog Director of NuHarbor Security, an S-corporatioo (the I
"Caorporation”). . B .

. (2) | maintain and have custody of nndﬂnm'fami[iu with the S_ealland the minui;s of the
Corporation. .

(3) | am duly authorized 1o issve certificates with respect to the contents of such books.

(4) The following statements are tru¢ and accurate based on the refolutions edopted by
the Board of Directors of the Corporetion at 8 meeting of the said Board of Directors
held on August3™, 2018, which meeting was duly held in sccordance with Vermont
law and the by-laws of the Corporation. _ . ;

"(5) The signature of Katherine Cheney, Director of this Corporation affixed 1o any

contract instrument or document shall bind the corporation to the terms and conditions
of the contract instrument or document. .

" (6) The foregoing signature authority has not been revoked, annulled or amended in any

manner whatsoever, and remaing in full force end effect a5 of the date hereof.

N WITNESS WHEREOF, ! have hereunto set my hand as Managlag Director of the
Corporation and have affixed its corporate seal this 9 of March, 2020.

(SEAL)

STATE

L] ot
OF Vermoot ertersr o [

COUNTY .OF Chittecden

On this the 9th day of March, 2020, before me, Justin Fimlaid, personsily appeared and
scknowledged himself 10 be the Managiog Director, of NuHarbér Security, o ’
Vermoat corporation, and that he, s such being authorized to do so, executed the
foregoing instrument. '

IN WITNESS WHEREOF | h

\‘\‘\e ‘s,

S ARy ™

Kelsey Adams, Notary P £ QOTARY =
’ : . - .

My Commission Expires: Jaouary 31, 2021 '== . PUG\-\O".".

A

W)

] N
: B
ad l'lu|||.l-“" :

J



ACORY

. CERTIFICATE OF LIABILITY INSURANCE

oY
&/10/3030

_-—..___...._..........-
THIS CERTIFICATE I8 IBSUED AD A MATTER OF iNFQRMATION ONLY AKD

REPRESENTATIVE OR PRODUCEA, AND THE CEATIFICATE HOLDER,

CONFERS KO RICHTS UPON THE CERTIFICATE HOLDER. THIB

CZRTISIMATE DOLS MOT AFFIRMATIVELY OR NEQATIVELY AMEND, EXTEND OR ALTER THE SOVERADE AFPORORD BY TKE pOLICIZE
BELOW, THit CERTACATE OF INSURANCE DOZS NOT CONSTITUTE A CONTRACT BETWEEN TH! IICUNO INSURER(B), AUTHORIZED

cortificuts hotder In Neu of such andort imant{s).

(MPORTANT: U the cartificats haidwr s an ADOTIONAL INSUAED; (v poticyfies) rst be anderssd. mlhel M
the tarma snd condition of the palicy, cartsin policles nay require en tm A sistarhent on tNs sentiicats doas oA Gsnfu dohbte Iho

PROOWCIA .
vinosshi,, LLC ‘

m Tracis Niggins

*{002) 6339000 lmh 1901) 101 < Bo0
Deslertolicy Insurance Agency 208 ,._tuchahl.noootl. .
2)00 st. Ceacge Read wugmmq covRsoy AL &
Willlaten VT 03493 FIVRIAs; Acadia Jnéuiance Goopany 31338
SRS ' tysgnp Mactloge 19492
WAUSBOR" SECURETT 1uC RS, '
“|3» ROOSEVILT WIGIWAY | eavatag:
(1.7 LT
COLENTATER Y7 634483901 R "y : ;
COVERAGES CEATIFICATE NUMBER:CL2S410L7841 REVIBION WUMBER: .
Thizt 1S 1O CEATIPY THAY THE POL oF LISTED BELOW 0 NAMED ICY MLAOO
HONCATED. mmmummnmumamwmmmmulHﬂwwm

CEATIFICATE MAY B (3SUE0 OR MAY PERTAZ, TG INFURANCE AFFQRDRED BY THI AOLICIES CESCAIRSD MEREIN 13 WCTYONM'IMI
. EROLUSIONS AMD COMDITIONS OF GUCH POLICIE S, LOATS BHOWN MAY MAVE SEEN RECUCED BY PO CLAIMS.

= TS O AR e TS T— snory -
X JCORSEACIL CRETAL LIABRITY . 4 m 1 1,000,000
A !’m m‘m 4 . ' | PATIES 78a pererreedy ) 1 3100, 900
L | ' I "afiersnns | v0rnironss | wes s pum e ey 1y 10,008
- rersomu o sev sy |4 ]
CLAADANICATE LAST APALTS LR OUFTAM ADCXIOAMY 1 4,000,000
X|socr{ |5 e i
v
gnms A 1
MWTOSONLE LIARLAY : 1
: e sTO I . SOCRYT MRY (Pw powes |1
P soreath SORY SLART (Pe suttent] |
|___| reneD AuTOM aT08 : ¥
1 i '
| fomsroastis. 1 Joccu L CH pocymmprey L
-F axtaas wmn Al | AOORLSATE i
oo i : i 1 .
A1 CONMLIA TOS P
LS EUROTRET LABLATY en _hﬂm.l_lﬂ
O P ) DL RTT LI L, GACH ACC T L] 399,009
B [ oremmensry tn ) samcareere wsimre | oassrn | g osaate- eaoenoreg i  poe, 000 |-
t] L e nd G
_Iﬁmﬁmmr- 1 grivg ronevien | 499,000 |

—th

SLICAPIOS OF SPLAATORY / LECATIONS / VURCLLE (ACORD W1, AOBUoRS Actuirts Safuwduie, My b6 Laerhas § Move Lpots b AR

CERYIFICATE HOLOER

CAKCSLU‘HO;!.

State of MM - Doparu:-nt of tntomuon T
Attn:Denis Goulet
27 ¥asen Drive

SROULD ANY BF THE M‘I DESCRALO POLCIES BT CANCILLED DERORE
THE EXMAATION DATE THEREOP, NUTIC H"M. n DMIIIDHI
MCOIM! WATM THY .OUC' PROV

Concord, WA 03301

AFTHORIIED RLMRELESTATIY -

™

1

L
Tracle Migglne/ThR' Seacia tegyio

ACORD 23 (201401}
INSO2S (rnatny

O WI8.7014 ACORD CORPORATION. AR rights revsrved.

The ACORC nama and logo ars regletsrdd marks &Acogu
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- STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION YECHNOLOGY
: 27 Hazen D1/ Concord, NH 03301
" Fax: 602711916 TDD Access: 1-800-733- 2984
" www.nhlgov/doit

. Denls Goulet
Commirsioner

Aukuu 21,2019

His Excellency, Governor Christopher T. Sununy
and the Honoreble Executive Council
. State House

.Concord. NH 03301 : ‘ !

Authorize the- Department of Information Technology to enter into a contrsct with

NuHarbor Security, Inc. of Essex’ Junction, VT,! (VC# 273554) in the amount not o exceed.

.$499,000.00 for the' pwpose of providing 8.comprehensive cybersecurity risk assessment of the
. Executive Branch informetion technology eterphise, effective upon Governor and Executive

Council spproval theough June 30, 2020, with &4 option 1o renew up to (1) one time for (1) one

* year upon consent of both parties and Governor and Executive Council approvel.

100% Capitn) Funds: Funding is available in the Department of Infermation Technology
sccounts es foliows. 100% Capital Funds. : .

CATHDEPTEAGENCYSLACTIVITYS - | ACTIVITY FY 20
1ACCOUNTING UNIT # DEPT NAME- AGENCY CODE o
NAME -ACCOUNTING UNIT NAME CLASS- -
OBJECT - DESC ;
01-03-03-030030-17030000 - DoIT Cyber Secusey N/A $499,000.00
Program Enhancement : .

034-500099 Capital Project

EXPLANATION

_Asse publié cnlil.y, the State of Néw Hnmps:aire is €xposed to the full range of cyder threats”

on & continual basis: malware, botnets, ransomware, and denial of service attacks do oot

diseriminate ~ any network connected to the Entemet is exposed 10 these threats. The old:

bounderies of cybersecurity and cyberattacks areisappearing — from the network perimeter, ta
distinct types of malware, to nation-state wcticy vs. that of the cybercriminal. The sttacker's
edvantage lies in this fluidity, exploiting endpoint vulnerabilities. and inadequate securicy

“Ianevotive Tethnologles Todoy fot New Hempthite's Tomarrow®



-

His Exteltency, Govemor Christopher T. Sununu
- and the Henorable Exetulive Council
. Prged

controls, reshaping anacks 10 evade detectidn; and repurposing tactics, techniques and’
‘procedures for their own use. It has been 3aid ;hgl “You don't know what you don't know" and
1o that end, the State of New Hampshire |s purtuing &n independent,  comprehensive
.cybersecunly risk assessment in order 1o facus cybmccumy resources on the biggest fisks and
geps in our-secunty posturc. The contract with NuHarbor Security, Inc: will assist” with
" comprehensive cybersecurnity risk assessment ofithe Executive Branch information tachnology
enterprise. [n addition to determining gaps or shonmls in the State’s cybersecurity posture, 8
key outcome of this assessment will be o rmdmap to improve the security, readiness and .
effectiveness of the State of New Hempihire's cybcnccumy posture.

The alrernative - without this.contract - wquld leave DolT and the state Exécutive Branch
agencm with minimal ability to essess cybemcumy geps and. vuincrabilities across our
‘enterprise networks, 'servens end applications the! contain scnsitive and confidential citizen and
swate data. The stete does not possess the resourcds,- expentise or time to conduct 8 comprehensive

© and independens cybersecurity assessment of thi} scope and depth, 0 the state will continue to
. be ot significant cybcr risk of unknown mgmtuﬂe,

This contrect is -the result of o cerrfpetmve solicitstion’ under DolT 2018-111
Comprehensive Cyber Security Risk Assessment issued on January 08, 2019. The scoring’ .
‘committee consisted of ($) five s1ate employees, tach with expertise in the RFP review process”
and- cxpemse in tte required areas. The scoringl leam determined NuHarbor Security, Inc. met
the minimum qualifications and received the h;ihm overall score of all’ proposals to the RFP.
The Depaniment of Information Technology nds NuHarbor Sccunl'y. fnc. be avwarded
this comract

d : el

The Depmmcnl of Information chhnology respectfully tequem uppruval of this

coniract. i .

Rupccifully submired, -
W )
" Denis Goulet -

DGaf

* DoiT #2018-111
RID:- 43656

“Innavative Technologles rodsy_[nl New Mompshind’s Tamorrow*
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- Invited to

. : 3 R Téchnical - Price
Vendér Name- Proposal Con points points  Tota) points Present
Purdrbsoe - - " T T T e A e OSg00000 L 6ik i o 96 . - 73]  yes
Cyber Defense Technology $393,400.00 8§25 63 688 | yes
Janus Assoc. - $196,169.00 535 127 662 ves
Schneider Dowm $189,000.00 470 132 602
s - - " $111,000.00 340 225 565
AT&T $421,000.00 48D 59 539
CBTS: $191,000.00 385 13 . 816
Presidio Nerworked Solutions - $500,000.00 380 50 - 430
SHI ) $321,700.00 305 78 3.
Veritable Security $291,000.00 275 gs 361
i Synergy Int. $175.000.00 o 143 143.
Connection $394,000.00 0 63 63 '
Reviewers . Job OassHication & Quatifcaticns
Danie|l Dister Chief Information Secunity Officer - DofT
* [Theress Pare Cuntis . |Director of Web Services - Co!fT
Rithard Bailey Assistant Commissmaner - DOS ! ’
. o F . ; .{Oave vigneau hasbeen the senior member on the
-|Oavid Vigneau ‘I'T Manager V - 0OIT - state’s IT Security team for over 10 years.
’ 4 Don Amendum is the state's senior networking
expent, with mp'qnsih'!in for nlt{wqtl ufuﬁty lfor
Oon Amendum T Manager ¥ - DofT’ over 15 years. :




FORM NUMBER P-3? (venalon $/3/15)

Matige: This agreement and sll of its aruchments thnllacomt public upen subml'nlan to Governor and
Executive Council for approval. Any informacion thel is privite, confidentis] or proprigipry must
be ctearly identified 10'the sgency and agreed 1o in wriling prior 1o signing Iht contrscl.

' "AGREEMENT
The State of New Hampshire kad the Contrattorhereby mutuslly. um (1) I‘o!lovn

CENERAL PROVISIONS

1. IDENTIFICATION,

1.1 Stic Agency Name ) 1.1 State Agency Address
Oepantment of Infermation Technology 17 Hazen:Drive, Concw NH 0).}04
4 1.3 Contracior Name : L4 Contractor Address
NuHarbor Security, Inc. * 3P River Raod, Sultc 4
.- . Eqsed Junction, YT-04542
f o._s -cumu Phone 1.8 ‘;\«:m Number 1.7 Completion Duie | 1.8 Price Umiutlon
.Number ‘ ) :
$00-917-371¢ $1-03-01-010030-17030000-  { June 30, 2020 ; $499,000.00
. 014.300099 .
1.9 Contracting Officer for Suate Agenty 1.10 State Agency Tclephone Numur
Oenis Goulel, Commissicaer . | $93-223-5703
: 112 Neme 1ad Thie of Contrecior Signstory
i

of . County of
’ the undersigned officer, personstly appeared the penon idenyified'in block 1,12, otmhfuwﬂly
pmm to In the perzon mu name i3 yigned in block 0.11, and nunowledged that she uuuted this documen) In the eapuiq

indicated if block 1.2, LNl ITR
1.3 &putm of N :

(L1}

@Mﬂ u.-J;;Am«r/ aamm ey

Directer, Oﬂ .

rel (Form, Subttnce and Exctution) (1f epplicoble)
o qflef 2019

.18 Approval by the Gavernor end Excevtive Councll. {{f appiicabls)

. Br. On:

Page l of ¢



1. EMPLOYMENT CF CONTRACTORSERYICES TO
BE PERFORMED. The State of New Hampshire, ecting
ihroughThe agency identified in block 1.1 (*State™), engages .
contracios identificd in dlock 1.3 (*Camrctor™) 10 perform,
endthe Contrastor shall perform, e work or talo of goods, or
both, identified and more panticularty daseribed in (he snsched
EXHIBIT A which I incorporated herein by reference
“Servicas™)., .

3. EFFECTIVE DATE/COMPLETIDN OF SERVICES.
3.1 Norwithpending any provision of this Agreement to the
costrery, end subject to the epprovel of the Govermnor sad

. Extevtive Cauncit of the Stme of New Hempshire, if
spplicable, this Agreement, aad all obligations of the panies
her€under, shall become ¢ Mecilve on the date e Governor
and Bnecutive Council approve this Agreement as indicated In
block |. 1B, unicts no such approvel Is required, in which case
the Agreemens thall becoma effective on the date the
Agreement is signed by the Sisie Agency a3 shown in block
.14 ("Effective Ome™).

3.2 If (v Contractar commences the Services prior to te

ENective Date, al) Services performed by the Contractor prior -

1o the Effective Date shall be performed st the sole risk of the
Contractor, and in the cvent that this Agreement does not-
become effeciive, 1he Stste shall have no lisbility to the
Cantiactor, Including without limitstion, any obilgstion (o pay
the Contractor for any cosis incurred or Services performed,
Cantracios must compleie all Services by the Completion Dute
spesifies.in block 1.7, .

4. CONDITIONAL NATURE OF ACREEMENT.
Notwithsianding tny provition of {his Agreement (o the
tontrery, all obligations.of the Stece hereunder, including,
without Jimitation, the continuancs of paymenis hereunder, are
contingent upen the avaitability and continued eppropristion
of Aunds, apd in o eveat shall ihe State be Hable for any
paymen hereunder In kxcess of tuzh availsbie sppropristed
funds. in the evem of & reduction o temainstion of
‘appropriated funds, the State thatl have 1he right 10 withhold
paymeat until such Aindg become swailabls, if cver, and ghall
have the right 1o terminste this Agreement immedistely upon
giving the Contractor notice of sueh rermination. The Suate
shall ao1 be required to transfer funds from eny othtr sccount
10 the Account identified in block 1.6 in the event Aunds in that
Account are réduced or unavailable.

8. CONTRACT PRICE/PRICE U.MITATIONI
PAYMENT. ’

$4 The contrect price, method of payment, and terms of |
paymest ere [dentified and more panicularly described in
EXHIBIT B which ls incorportied hereln by referesca.

3.2 The payment by the Stale of the contrsct price shall bt the
only snd the complete reimburtement 10 the Contractor for sll
expenses, of whatever nsture incurred by the Contractor in the
performance hereof, end shall be the only and the complete
compensstion to the Conatractor for the Services. The Sute
shall have no liabiliy 1o the Contractos other than the coarect

price.

Pege Jofd.

4.3 The State reserves the right to offiea from any emounts
otherwist payable 1o the Contrector under this Agréemen)
thase Hquidated smounts required or perminied.by N.H. RSA
R0:7 through RSA £0:7-¢ or any other provislen ol law,

5.4 Norwlithuzending any provision in this Agreement to the
conwrary, and noliwithstanding unexpecied circumstances, in -
60 tvent shall the 1ol of sll payments authorized, or actually
made hereunder, excees the Price Limitation set forth in block’

& COMPLIANCE 0Y CONTRACTOR WITH LAWS
AND RECULATIONS! EQUAL EMPLOYMENT
orPORTUNITY. |

6.+ In commection with the perfarmance of (he Services, ihe
Contrector shali camply with a1} atstutes, laws, regulations,
and orders of federsl. nasts, county or municipsl authorities
which lmpase any obligation or duty vpoa th Contractor, |

-Includiag, but not limited 10, civll rights and equal epponunity

Isws, This msy include the requirements to willze auxitiary
sids and services (o ensure that persons with communication =
dhadlkities, including vision, hearing end speech, can

communicxie wilh, receive informalion from, and convey

" information’to the Contractot. In eddition, the Contractor

shell comply with o1} applicable copyvight laws. -

6.2 During the term of this Agreement, the Conrecior thall
o1 discriminate againat employees or epplicants for
‘employmeni becsuse of rice, color, religion, creed, age, séx,
handicap, seaual orientation, or nationsl origln and will1gke
affirmative aciion (o prevent such disciiminatlon. |
6.3 If chis Agreement is fended in any. past by moaics of the
United States, the Contractor shall comply with all the
provitions of Executive Order No. 11246 ("Equsl
Employment Opportunity’'), as supplemented by the
regulasiens of the.United States Depariment of Labor (4|

*. C.F.R. Pan 60), and with sny rules, rpgulations and guidetines

us the State of New Hampshire or the United States hiswe o
implement these regulstions. The Contractor further agrees 10
permit the Stxte or Unlied Sates sccess o any of the
Cdniraciors Dooks, records and accounts for the purpoe of
‘sscertalning compliance with sil rules, regulations snd ordens,
and (he covenenu, terms and conditions of this Agreement.
7. FERSONNEL.

1.1 The Conouctor shall st its gwn expense provide all
personnel necessary 16 perform the Services. The Congrector
wamtnts that sl personnci-engaged in the Services shall be
qualified 10 perfarm the Services, and shall be propesly

" licensed and otherwise tuthorized (o do 50 under all applicable

lows. .
1.2 Unlews otherwise suthorized in writing, during the cerm of
this Agreement, snd for e 'period of six (§) months ifter the

" Completion Date in bock 1.7, the Contractor shail not hire, -

end shell not permit sny szbcontroctor or other persan, firm or
corporution with whom it is enguged in a combined effort 1o
perform the Services 1o hlre, uny perion who is 8 State
employes or officisl, who i3 materially involved inthe
peacurement, administration or performance of 1hls

* Contractor Initisls =
i . Date



Agreemest. This provision shall survive temmioation of this
Agreement,

7.3 The Centrecting Officer specified in block 1.9, or his o
her successor, thall be the Siate’s representative. Inthe event
of uny dispute conccfnln; the Interpretation of 1his Agréement,
the Contracting Officer’s decision shall be final for the Stuie.

8 EVENT OF DEFAULT/REMEDIES.

5.1 Any on¢ of more of the following ks of emissions of the
Contracior thal) congtirute an event of default hereunder
CEvent of Defouit™):

- 8.1.1 luilure \o perform the Services aatisfactorily or on
schedule; _ )
8.1.1 failure 10 submil any capon required hersunder; andlar
0.1.3 Mellure 1o perform any siher covensnl, lerm of coaditlon
of this Agreement,
£.2 Upon che occwrence of any Event of Defautt, the Sui
may take any ane, of more, of 8IL, of the following actions:

£.2.1 give the Contractor a written notice specifiying the Event

ochfmhtndmenghto&Mudwuhm in the
absence of » grester of Jesser fpecificetion of time, thirty (J0)
diys from the date of the notice; aAd if the Event of Oefuult ha
not limety remedied, terminste this Agreement, effective 1wo
(2) days afer giving the Contracior notice of termvination;
£.22 give the Contrattor s wrinen notice specifylng tw Event
of Defsuh and suspending oll pryments 1o be made under this

Agreement end ordering hat the portion of he contract price

which'would otherwite scense to the Contractor during the

pesiod from the date of such aotice until such time 13 the Siate
deterimines Wit ihe Contracior has cured the Evert of Defauh -

shal) never be paid to the Contracton

£.2.) sct ofT egainsi any other obligations the Siate may ewe ta
the Contracior any dameges the State suffens by reason of any
Event of Defavh; andlor -

$.2.4 treai the Agreement 3 breeched and pursue any of i
remedits 11 law or in cquity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESEAVATION.

9.4 As esed in this Agreement, the word “dats” shell mesn al} -

informstion and things developed of obtained during he
performance of, or scquired or developed by resison of, this
Agreement, including, but not limlied o, o1l studies, reports,
files, formulee, surveys, maps, chuts, saund recording, video
i re:ordlap. pictarisl reproductions, drawings, enalyses, -
Paphic representations, COMpuUter programs, computer
prinious, aales, leftery, memorunde, pepens, ind documenys,
all whether finlihed or unfinished.

9.2 All data #nd sy properry which hus been nm-ed from
the State of purchased with &ends provided for that purpose
under this Agreement, shall be the property of the Scale, end
thell bg returned to the Stxie upon demsnd or upon ]
termination’of (hls Agreement for any reason.

9. Confidentislity of data shall be joverned by NH. RSA
chapter 91-A or other existing.law. Disclosure of dita
requires prios writen approval of the State.

PageJoH )

10. TERMINATION, (n the event of un exrly terminstion of
(his Agreement for eny readon other than the complstion of the

" Services, the Contragior ehall deliver wo the Conmracting

Officer, not Jater thin Nifleen (15) days after the date of -
termingtion, a repon ("Termination Repon™) describing in

. dessil afl Services perfonned, and the cantraci price eamed. to
- end including the date of termination, The form, subject

maner, cantent, and number of copies of the Termination
Report thall be identical to 1hose of any Flnsl Repon
described in the sriached EXKIBiT A

i I CONTRACTOR'S RELATION TO THE STATE. In
the perfocmance of this Agreement the Coatractor is i all

respecty an independent contracior, and is nelther e agent nor
an employee of the Stita, Neither the Cantricior nor eny of Iy

" ofMcers, employees, sgents of members shall have suthoniy (o

bind the State or receive sny benefits, workers' compensation

. orother emoluments pravided by the Sue fo iis emplayees.
1% ASSICNMENT!DELEGATlOﬁ!S\JB-COﬁTRACTS

The Conaructor thall not assign, of otherwise u-msf;r any*
iaterest In chig Agheement without the prior wrinien notice and
consent of the Staze. None of the Services shall be
wcongeeitd by-cthe Contractor withoudt the prior unncn .
notln tad consers onhe $tate. ;

T lnnsmmnculon The Centractor shalt defend, .
. indemnily end hold hermless the Sate, (s officery end

employees, from end sgaingl any snd all 1oases suffered by the
Stxte, its officens ind-employees, and any and afl claims,
tisbitltles or penahiles asserted againg the State, i officers
wnd-employees. by or on behslf of 1ay person,.on sccount of,

" baged or resuliing from, aslsing out of (or which may be

ehimed 16 arise oul of) the acis or omisslons of the
Confrscior. Nalwithstanding the foregoing, noting 'htreln
contained shail be deemed 10 consiiute 8 waiver of the -
sovereign immuniry of the Stite, which immunity is héreby
reserved 1o the State, This covenans in paregraph 13 shall
survive the terminntion of this pr-nem.

. 14. INSURANCE.

14.1 The Contractor shall, st its sole ¢xpense, obiain and
mainteln in force, and shall require 0y subcontractor of
wsignee 1o obtaln snd maintain In force, the folhwin;
ingurence:

BTEN] comprdnhswe .mm liabiliry. imumm -;.im all

¢luiths of bodily injury, desth or property damage. in amounts
of not tess then $1,000,000per ocewsrence and 52.000000

.aggregaie | and

1412 special cause of loss coun‘c farm covering il
property sabject to subparagriph 9.2 hereln, in 80 emount not
tess than B0% of the' whole replacement value of the property.
14.2 The policles described in subdarsgraph 14.1 herein ghall

. be on palicy forms and endorsements’ ippraved for use In the

State of New Humpshire by the N.H. Department of
Insurance, end fsued by insurers Imnnd in the State of New

Hamgthire.” ) ..
Contractor Initials L
Date



14.3 The Contructor shell fumish (o the'Contrecting Officer
identified in'block 1.9, ar his or her successor, & centificate(s)
of insyrance for al! insurance required under this Agrezment.
Contrector shetl'also fumish to the Contracting Officer -~

identified in block 1.9, or his or her successor, cenificate(s) of

inJurance fot sl nne\nl(s) of ingurence nquutd under this
Agreement no later than thirty (30 days prior 1o the expiration
date'of cach of Uwe insurunce policies” The certificate(s) of
inturance and any renewals thereof shall be anached snd are
mcorporued herein by reference. Each contificste(s) of
insrence shalt conwsin a clsuse requiring the insurer to
provide the Conmecting Officer identified in blod; 1.9, or Ms
or her successor, no lets than thisty (10) doys prier weinea
notice of cance tatian or modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By ﬂ;nln; this agreement, the Coneructor agrees, |
centifies and warrants that the Contracior is in complisnce with
or exeipt from, the requirements of N, H RSA chapier 181-A
(" Workers' Compensetion”}).”

13.2 Tothe extent the Contractor is mbgm 10 the
requirements of N.H. RSA chapier 281-A, Contractor shall
meintain, end require eny. SubCONITICIOn Of AIsignet Lo seture
and mainisin, payment of Workers' Compensation in
connection wilh eciivitles which the person proposes to

. undertske purtugnt ta this Agreement. Contrecior thal)
fumish the Contracting Officer identlfied in block 1.9, or his
of her successor, prool of Workers' Compeasation in the
manner detcribed in N.H, RSA ehapter 281.A and sy
spplicable renewslt{n) thereof, which shall be anached and are
: morpomed herein by reference. The Stae shall not be -
responsibie for payment of any Workers® Compensatien -
premiums of for any other claim os benefil for Centractor, or
any-tubcontrecior or employee of Coatracior. which might
srise under applicable State of New Hampahire Worken’

Compensation lawa in cenncctlon with the performance of the . - -

Semces ueder thly Agreemeny,
16. WAIVER OF BREACH. Mo failure by the Siate to

enforce myprombm hereof altee eny Eyent of Defaul shatl -

be deemed-a weiver of its rights with regaid to tat Event of |
Default; or way subieqeent Evem of Defsuhl. No express
faiture to enforce any Eveat of Defouk shell bs dezmed »
waiver of the right of Uhe State to enforce each and all of the
provisions hereof upon any funher or other Event of Defaukt
on the pan of u\e Contrecior,

17. NOTICE. Any notice by 2 party hcmo 10 the othu party
shall be deeméd 1o have been duty delivered or given at the
time of mailing by centified mail, postage prepsid, in & United
Staies Pout Office pddressed 1o the parties of the addresses
givenin blodu 1.2 and 1.4, herein,

1} AM ENOM ENT. Thia Agr«mm may be amended, -
wiived or discharged anly by an instrumeni in wriling signed
by the parties herewo snd anly after epproval of such
ameadmen:, waiver or diseharge by the Governo? and
Executive Council of the State of New Hampahire unliess no

such approval is required und:f the gircumsiances pumum 0
State law, ruuorpoltcy '

19. CONSTRUCYION OF ACRESMI’.N‘I’ AND TERMS.

" This Agreement shall be construes in sccordunce with the

laws of the Staie of New Hempahire, and is binding upon and

. inures (o the benelit of the parties and their mapective

successary ond assigns. The wording used In this Agreemem

iy the wording chosen by the pasties 10 expresy thelr mutual

intent, end no rule of construclion shall be applied m:nsl or
in favor of say purty.

10. THIRD PARTIES. The pertles hereto do not Intend 10
benefit pny thicd parties and (hiy Agresmient shall not be
construtd-1o confer any such bensfit

11, HEADINGS. The headings throughout the Agresment

* are for reference purposes gnly, and the words contained

therein shall in no way be held to explain, modify, smplify or
aid in Ihe intcrpretation, construction or mesning of the .
provisians of this Agreement.

11 SPECIAL PROVISIONS. Additiona) provisions se1

forth in the anached EXHIBIT C wre incorporsted herein by
reference.

1). SEVERABILITY. in the event dny of the provisions of
this-Agreement wre held by o court of competend jurisdiction to. -
be coatrary (0 any state or federa) law, th{ remalaing

provisions of this Agresment will remain in fult rme and

: eﬂ'm

Page 4 of 4

24. ENTIRE AGREEMENT. Ths Agrement, which may
be execyled in 0 number of counterpans, euch of which shall

‘be deemed an original, constitules the entire Agreement and

undenstanding between the pasties, and supersedes sl prior
Agreemenisand understandings relailng hereto, :

Contractor Initials B -,
. Date



STATE OF NEW HAM PSHIRE
DEPARTMENT OF INFORMATION TECH'NOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 1.- INFORMATION TECHNOLOGY PROVISIONS



_ STATE OF NEW HAMPSHIRE
| DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 7018-111 ’ =
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

_-TERMS AND DBFINIT!ONS : :
The fallowing general conm:una terms and deﬁmuom apply ‘excepi as |pec|ﬁully noted :luwhm in
l.hu documem .
Nolice from-the Staie thet' & Deliversble has satisfied
Acceplance Acceplance Test or Review,

Acceplance Latter

An Acceptance Lenier provides notice from the State that o
Detiversble has satlificd Acceptance Tests or Review,

Access Cootrol

Supporu the muugemem of pem'lmlonl l'or lowag onlo s
computer or nerwerk.

Agresmant

A Contrect duly executed and legally binding.

Appeodix

Supplementary meterial that is collected and nppendod atthe
back of o documem :

Audlt Trall Captore aod
Aaalysls

Suppofu the ndcnuﬁw-oa ind monitoring - of sctivities
within an lpaimuon of system, ;

"Authorized Persons 3

The Contractor's employées, contractors, ubcontractors or
other bgents who need to access the State's pertonal dsta’to -

“enable the Contrictor to perform the sérvices required.
ccp Change Control Procedures.
The Vendor's writiep. declaraiion with full supporting and
written* Documentation (in¢luding without limiution test
Certifieadon resulu “es spplicable) thet the Vendor _has . comp1c:ed
developnum of the Deliversble.
- ’ Formal documenistion prcpu'u! l'of s proposed change ia lhe 2
Chooge Order Specifications.

Completioo Date

End date i'qt ll;e Contracl.

Conndcnthl loformatien

Information required to be kept confidemtisl from
wutho'riu:d disclosurt' under the Contract.. !

Stare pf NH Contract 2098-111 Comprchensw: Cyber Secunry Risk Aummem
Penn2-1T isions
Date..

Cantrattor’s Initialy: .Lt/ Pege 2 01 3)



STATE OF NEW.HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK. Asszssmsu'r .

CONTRACT 2018-111

PART 2 - INFORMATION, TECH’NOLOGY P‘ROV|S|0NS

Cootract

This Agresment beeween the Suste of New Hampshire and &
Vendor, which creates dinding obligations lor each party 1o
perform as specified in the Contract Documents.

Contract Conclusion

Rofers 16 the conclusion of the Contrect, for any rcason,
inctuding but not limited to, the . successTul  Contrect
complation, tmnluuon for eonvemence. or termmancﬂ fo:
def-ult.

Contract Doﬁumego

Part 1, 2,086 3. The docuientation contisting of both the -
Generst Provitions and the Exhibis which representy the
vndersiending snd accoptance of the reciprocal legal rights
" and duties of the pu'ués with respect 1o the Scope of Work.

Coatract Maongers

The pertons ideatified by the State gnd the Vendor who shall
be responsible for all contrectual  euthorization and
odmmsmm of the Controct. These mponnbﬂmcs-shall .
include’ Bl not be limited to processing Contract
Documentation, obisining executive spprovals, mkmg
costs .and psyments, and reprecenting the partics m il .

Controct sdministrative scuvum

tunimi Price

The towl, not (o exezed amount ta be paid by tho Stetoto the
Contrsctor for produet and services described in the Contract
Agreement. This amount is Imed in the Gcnml Provisions
Scctlon 18 (P-37).

Contracior

The .Veador end its employees, subcontractors, agcnu and
affilistes who are providing the gervices sgreed to und:r the
contrect, - :

Cootracied Veador

The Vendor whose Proposal or -quozeAwu swarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Conm

'cg

Chaa;g luqueu

State oI'NH Contract 2018 " Comprehemwe Cyber Secumy Rlsk Assessment .

Pert 2 - IT Prpvisions
Dare: i”{,gz;ﬂ
Contracidr's Initils: fa~

Page 3'of 33




STATE OF NEW Hmpsmnt

DEPARTMENT OF INFORMATION TECHNOLOGCY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111.

PART 2 I’NFORMA‘TION TECHNOLOGY PROVISIONS

Stae’s records, fites, forms; Dsta end other document

Data : information, in either ¢lcctronic or paper format, that will ba
: used/converted by the Vendor during the Conuul teem,
The unsuthorized access Oy & non-uuthonud pcuom the!
Dais Bresch cesuits in the use, disclosure or theft of & State's unencrypud
ncm-pubhc dea, :
A failure, deficiency dr defect in 8 Deliverable resulting'in a
Deficiencles/Defects Deliversbie, the Software, orthe-System, not conforming 1o
B ils Spesifications.
A Deliverable is the specified work product, produced by the
Deliversble Vendot for the State yader the terms of this Contract.
. Department An 1gency of the Sme

Department of Information -

The Depurlment of Information Technology established

‘under RSA 21-R by the Legisiature. effective September §,

Technology (DoIT) 2008.
' . Al information that describes the installstion, operstion, and
Decumentation vic of the Software, either in prifited or elettronic format.
p -0 Cenification that guarantees the unaitered state of s file, also

Digitat Sigoature _known as “code signing™.

The Contract and sl} obligaiions of the, parties hereunder
’ shall become effective oa the daic the Govermnor and the
Effective Date Executive Council of the Statc of New Hampshire approves
: : the Contrict,
Encrypﬂoa S&Ppor}s the transformation of dats for ucurit'y ?ui'po!u.

" Goveroor and the E:uuiln

Council

The New Hampshire Govemor and the Executive Council.

State of NH Contract'2018-111 Comprchennve Cyber Stcunry Risk Agsessment
Part 2 = IT Prpvisions-

Date:

Conm or's [nitials: ,Ra./

Pege ¢ 0f 3.




STATE OF NEW HAMPSHIRE -

DEPARTMENT OF INPORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2. INFORMATION TECHNOLOGY PROVISIONS

Identification and
Authentication

Suppom' obtgining informstion ebout those parties
ammpnng to log on 1o & system &r application fgr mumy :

- purposés and the nhdmon of those users.

1nformatico Tecbnology
1C2)]

Refers to the t0ois and-processes used for the gathering,

storing, manipulsting, transmitiing, sharing, and sensing of

information including. bu! nat limited to, Data procéssing,
computing, information systeins, iclecommunications, end
various sudio and vided technologies.

laput Validstioo

Ensure that the values entered by uers or provided.by other
spplications meets (he size, |ype and format expected.
Protecting the spplicstion from crots site serigting,. SQL
injection, buffer overﬂow elc.

intrusico Detectlon

Supwfu the dctmm of ullcgpl entrm into & computa
sytterh.

. 'lx'woklng Party

in 8 disputé, the party believing isélf aggrieved.

Non Exctuslve Contract

A ‘contract executed by the State thet does ot restrict the
State from’ seeking altemative sources for the Delivernbles
or Services provided under the Caniract.

Noa-Public Laformation

Oata, other than personal data, that is not subject to
distribution to the public as public mrommn Ivis deemed
0 be sensitive and confidential by the State because it
contains information hat is exempt by statute, ordinance or
ldmnmsmtm fule from eccess by the 3encu| public as
publ:c mfomunon

- Noo-Sofrwart Deliversbles

- Delmmblu that are not Software Deliverabies or. Wnnen

Delnvenbm. ¢ 3 mueunp. help luppcm. servicts, ozher

Normal Business Hourn

Normal Bmmm Hours — 8:00 a.m. to 5:00 p.m. EST
Monday through Friday excluding State of New Hampshire
holidsys. Siste holidays sre: New Year’s Dey, Montin
Luther King Day, President's Day, Memorisl Day, July 4th,

Labar Day, Veterans Day,_'f‘henksawma Day, the doy sher |

. Siate of NH Corum:l 2018- 111 Comprenhensive Cyber Secunty Risk Amumenl
Part2 —lT Provisions

Dale

Conteactor's Initisls: §, / ¢ /ff
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STATE OF NEW HAMPSHIRE .

DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSWE CYBER SECURITY RISK ASSESSMENT

CONTRACT 1018-111

PART 2 - INFORMATION TECHNOI.OCY PROVISIONS

Thmksgmng Dly. and Chrmmu Day. Specilic dalr.s will
be provided.

The State Contract Maneger'y, written direction o the

Notice to Proceed (NTP) '\fendor to begin work oa the Contract on & given datc ond
. ime.
The ordcr in which Contract/documents congrol in the event
of & conflict or ambiguléy. A term or condition in s document
Order of Precedence controls over a confllicting or mbiguous term or éondition

in & document that is lower in the Order of Precedence.

=
Personal Data

Data thet includes information relating fo a person “thet
identifies the persan by name and has any of the following
personally identifisble information (PI1): governmeni-issued
identification numbers (¢.g., Social Security, driver's
ticehse, passport); financisl account information, including
account number, credit or debit card numbers; or protected
health informstion (PHI) relstingto & person.

Project

The planned undertaking regarding the entirc subject matter *
of an.RFP end Contract end Lhc ucnvme: of the pame: )
retated heréto,

I

Project Team

The group of State employces “and Cantrected Vendar's
personnel: responsible for managing the processes and
mechanisms required such that the Services are procured in
sccordance with' tha  Work Plan, budget, rcqum.d
Spcc:ﬂtluons end quality standerds. °

Project Monepgers

The pcrsom ideniified who shall function ss the State's and
the Vendor's rtprcunulwe with - tcprds to review .and |

_Acceptance of the Contract, invoice sign off, and review and

approval of Chang: Requests (CR) unllung the Change
Control Pmceduru (CCh).

Project Suaff

Swie pemnncl us@ed o work with |he Vendor on the
Pioject. -

" Proposal

The submission from o Vendor in response Lo the request f‘or

"a.Proposal or m:r.mcnl of work

Slm of NH Contract 2018-1 11 Comprehenuvc Cybcr Security Risk Astessment

Pan 2 = IT Proyisions
Date: [[’,gk

Contractor's [nitisls
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TEC HNOLIOGY ‘
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT _ |

CONTRACT 2018-111

:PART.2 - INFORMATION TECHNOLOC\’ PROVISIONS

Protected Health
Informatico (PHT)

tndividunlly identifiable health information transmined by
tlettronic -media, maintained in electronic media, or
transmitted or maintainéd in any ather form or medium. PHI
excludes education secords covered . by - the  Family
Educational Righis and Privacy Aci (FERPA), a3 amended,
20 US.C. 12325 records - described at 20 US.C.

-I)J!;(c)(lxﬂ)(w) and cmployment records held by &

coversd entity in i rolo as employer.

Report

Al Writien Deliverables under the Contract.

. Raview

The process of reviewing Delivernbles for Acceptance.

Review Period

The peri‘od ¢t for review of a Deliverable.”

" RFP (Ruidm_for Propomal)

A Request fof Proposal which solicits proposals to’ setisfy
Seate r:qu:remenu by supplying Deta processing service
resources amrdmg to lpeclﬁclcm'n end conditions.

Review Period

The period set for roview of & Defiversble. if aone is
specified then the Review Period i five (3) business days.

Schedute

- The dll-ﬂ. described. in the Work. Plan for .deadlmcs for

performenge of Services and other prolecl evean. and
sctivities-under the Contrlct

Security lacideat

The potentisily ummhomed ‘sccess by non-apthorized -
persons to personsl.data or non-pudlic data the Contrector
believes could ressonably resull in the use, disclosure or
theft of & Suic’s uneacrypled personal data or non-public

* dag within the poasession or control of the Contracior. A

m:unly incident may of rnly not tum mlo ° dm breach.

Services

The wrt ‘or labor to be performed by the Vendor on the
pﬂjcﬂ as described in the contract. .

Software

All Software provided by the Véndor under the Contrec.

Stete of NH Contract 2018-1 11 Comprehen:we Cyber Sccumy Ritk Assessment

Pan 2 - IT Provitions
Date:

Contractor's Initals: 8/1 f//q
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STATE OF NEW HAMPSHIRE
. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK Asssssmsm
CONTRACT 2018-11} -
PART 2. lNFORMATlON TECHNOLOGY PROVISIONS

The wrinten Specifications thay sct forth dhe nquuemenu
which include, without limitation, this RFP, the Proposal,

E : the Contract, any performance standards, applicabls Simte
. snd feders! policies, laws snd regulations, state technical
b Speclficatioas - ’ sundards, subsequent Sute-approved Detiverables, and
¥ . e C . other Specifications and requirements described in the -
. i Contrser Oocuments.  The' Specifications are, by this
. reference, inadé & par of the Contrect as though completely

sot forth herein.

Sute is defined as:
State of New Hampshire
. Depsrtmeot of Information Teehnolog
State 17 H_mn Drive
s Concerd, NH 0330!

Reference to the torm “State” shall include npphublc .
agencies.

A Stetement of Wark clesly defines the basic requirements
. and objectives of o Pro;ecl The Swutement of Work elso
; | defines a°high' leves view of the architecture, performance
Staterhent of Work (SOW) and design requirements, the roles and responsibilities of the
State and the Vendor. The Contrsicr Agreement SOW
defines (he results (hat the Vendor remains mpmslbln and
accounuible for echieving.

i L Stite's informetion regerdiess of its form that s not subject
to public disctosure under appliceble sate and federn| lews
State’s Confidential Records and regulations, including but ndt lirited to RSA Chapter
. oL-A.

T

Any informetion contained . withjn Stute * symms in
State Data ' electronic br paper format.

The New Hempshiro State Fiscal Year extends from July Ist
State Fiseal Year (SFY)- through Juné J0th of the following calendar year. '

. The person or gcr‘wl‘:S designated in writing by the State to
State Ideatified Coatact teccive sccurity incident or breach notification.

Suu: of NH Contract 2018-1 11 Compreheusm Cyber Sccumy Rul Asuumen!

Part 2 = I, Prgvisions | ] ' i
‘Date: gzazm ’ : ; i
Contractor’s Initiols: jﬁ-— ’ ! ; Page § of 33



STATE OF NEW HAMPSHIRE |
DEPARTMENT OF INFORMATION TECHNOLOGY

- COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 1018-111
PART 2 - INFORMATION TECHNOLOGY PROVISIONS.

Sme} Project Lesder

State's iepnunlalivé with re‘g.-rd to pmject oversight,

A

State Project Manager (PM)
\
\
|

State’ ' .repmenuuve with regard to -project manlgc.'menl
and technicel manm The Agency Project Manager is

“responiidle for review and Acceptance of specific Contract

Oeliverables, invoice sijn off, snd review and epproval of s
Changa Orde:.

|
Sobqonsn:lor

|

\

A persoh, partnership, .or-company not in.the employment
of, or owned by, the Vendor, which is performing Services
under.chis Canwrecy, under o separate Contract with or-on
behalf of the Vendot. .

System

All Sonwm Ipoclﬁedt;'hlrdwam end interfeces ‘end
extengions, integroted Sand functioning fogether in
sccordance with the Specifications.

3

THD

" To Be Determined

Ter.h‘nlcal Authorization

Directipn t6 » Vendor, whoch flls in detoily, clanﬁu
interpreus, or specifies technical requirements. 11 must be:
(1) consigen with Statement of Work within statement of
Services; (2) not conttitute a new masignmaent; snd (3) not
change ihe terms, documents of ‘specifications of the
Contract Agreoment,

\

|

|

\
Term

\

Period or the Contract from-the Eﬂ'ecuve Dm through
expeclcd terminacion dste.

. i‘nn‘ultlon Sérvices

Services add  suppon ‘provided wheh:'Contr-acm ]
tuppoﬂingSymm:_hangts. 5

P

|

Uler‘ Manngimem

Supports the edministration ol' computer, spplication and’

‘network sccounts within an organizstion. -

I Vchdrorl Coatracted Ver_ulbr

The Vendor whose proposal or quote was swarded the
Contrect with the Sute- and who is retpomsible for the -

‘Scm:n and Deliverables of the Contract.

State of NH Contract 2018-111 Comptehensm Cybtr Smmty Ruk Amumem

Part2
Date:

MOM

Contractor's Initials: fa.r
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‘STATE OF NEW HAMPSHIRE

DEPARTMENT OF [NFORM'AT!ON'TECHNOLOC Y .
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2 - INFORMATION TECH'NOLOGY PROVIS!ONS

Verification

Suppom tht confirnation of cu:ho_my to cnter a computer
system, application or neiwork. -

\H-l rranty Period

A peniod of coverage during which the Contracted Vendor is
responsible for providing & guarmntee for producy end-
Secrvices-delivered a3 defined in the Contrace,

Work Plan

" The ovenll plan of lcliviliel' for the proj:ci_crltit_:d in

sccordance with the'Contrect. The plan antf delinestion of
tasks, activities and events o be perfonmed and Deliversbles ~
16 be produced under ths project as specified in Appendix C:
Scope, Requiremenis and Daliverobles. “The Work Plan
shall include s detsiled déseription of the Schedule,
taska/activities, Deliverables, critical events, task
dependenties, and the resources that would léad and/or
perticipate on cach lask. :

- Writteo Dellverabies

Non-Software Wreitien Deliversble documentation-.(lener,
repont, manual, book, othet) provldod by the Vendor cither
in paper or ¢Iewomc format.- .

Remainder of this page intenilonally lcft blonk

State of NH Contrect 2018-111 Comprehensive Cyber Setumy Rula Assessment

Part 2 - IT Prpvisicns
Date:

Contrastor"s Iniial: )1/
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- STATE.OF NEW HAMPSHIRE -

! . DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

| . CONTRACT 2018-111 3

' PART2.- INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Conmct isby and bcm:n the State of New Hlmpiharﬂ seting through New Hlmpshure Department
of Information Technology (“State™), and NuHuerbor Security, Inc., (*Cantractor™), huvmg ity ‘princips)

. plau orbucmess at 39 River Road Suite 4, Esm Juaction, VT 04542,

} ' RECITALS

. - thrus the State desires to heve the Contracior provide 8 :umpnhcninve cyborsceurity risk agsessment of
the Exceutive Branch information technology enterprise. |h eddition 10 determining gepy or,shortfalls in
. the Sme s cyberseeurity posrure, 8 key outcome: of this szscssment will be a rosdmap (0 improve the

ucumy, readiness and eﬂ'ecnvcnc:s of the State of Nw Hampshnre ¥ cybersecurily posture.

\thu the Coatractor mshes 10 provide Infammm Security, Ruk Ma.nag:mmt md Cybenecurity

} 'mamged and professional information security urviua

* The pgmu therelore ogree as follows:’
s | -

6 -1, CONTRACT DOCUMENTS

1 { CONTRACT DOCUMENTS
| This Contract Agreement (2018-111) is comprused of the roliowmg documenu

Pon | - Form P-1TGenersl Pmm]on ’
[ Part 2. Infammon Technology Pmmons
Pant 3 - Exhibiv
Exhibit A - Contract Deliverables
' Enbil_;il B - Price and Payment Schedule
" Exhibit © - Specin) Provisions .
Exhibit D Administrative Services . J .
Exhibit E Managed and Profeisions! Information Security Scmccl
Exhibit F . Tuung Services (Not Applmblc) -
Exhibit G ~Maintenance and, Suppon Services (Nut :\pphuble)
Exhibit H = Requircments
" Exhivit L- Work Plan
_ Exhibit 1 - Software Ag.rumem (ot Appl:cable)
Exhibit K - Warranty and Waranty Servicas
Exhibit L Tniﬁin.g Services (ﬁqn Applicable)

State of NH Contrsel 2018-111 Comprehensive Cyder Security Risk Assessment’

fanl -

Oate: _¥; ' il
Conttactor's [nitisls: }t/ . . Pagellof 33
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_ STATE OF NEW HAMPSHIRE -
- DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY msk ASSESSMENT
CONTRACT 2018-111 *
PART 2- mromulon TECHNOLOGY Paowsmus

1.2

Exhlbn M - Agency RFP with Addendums, by rtfercncc
ExhdmN Vendor Propossl;: by: ‘feference
) Exbibii O - Certificates and Atachments

ORDER oF PRECEDENCE :
_In the event of conflict or ambiguity among sny of the text of thc Contréct Documenu the
following Order. of Presedence shall gomn
1. State of New Hampshire,. Dcpatment of Informstion chhnology Contrect
Agreement 2018-111, including Parts ), 2 and ),

1. State of New Hampshire, Ocpastment of Information Technolugy RFP 2018-1 11
Comprehcmwe Cyber Security Risk Assessmedn,

3. Vendor Proposal Respanse to RFP 2018-111 Comprehenuvc Cyber Stcumy Risk
i Amnmcm dated February 4, 20I9

2. CONTRACT TERM

21

2

" The Contract wnd sii obligations of the pnmu hereunder shall become effective afer full
exccution by the partics, and the receipt of required governmgntal appravaly, including, butnot |

limited to, Governor and Exccutive Council of the State of New Hempshire spproval
(“Effeitive Date™) and extend through the date indicated in Pm 1, P-37 Genml vamons -
Block 1.7: Completion Date. yom R

The Term may be extended (or one (l) sdditiona! term of one ()} yeer, under the lemu and

. conditions contained in the agreement and subject 1o approul by ¢ the Now Hampshire Govcmor

13

end Executive Council.
The Contractor shall commence work upon munr.e of a Noticeto Proceed by the State.

3 -COMI’.ENSATION.

3.1

CONTRACT PRICE

The Conuact Price, Part |, 1’31 block 1.8 price lnmtl.ntnon -rnel.hod of pnymcnl “and terms of
poymen are |d:nhfed and more panticularly described in Section $ of P-37 Ayecmcn! and

Pan) Conmcl Exhibit B: Pnu cnd Paymeant Schedure

32

NON:EXCLUSIVE CONTRACT
The State reserves the right, at its discretion, 10 retain other vcndon 1o provide any of the

* Services ot Deliverables identified under this procurement or make an award by item, pen or

portion of an itcm, group of items, or toial Proposal. the Contractor shall not be responsible for

- any delay, act, or omission of such other vendors, except that the Contractor shalt be

ngponuble for any delsy, ect, o amigsion of the other v:ndon if such dclny, ac, o omissipn
is caused by or due to the fault of |he Commlor :

Stare of NH Contract 20181 1) Ccmprehensnve Cyber Sccunty Rusk Assessment

Part 2 - :T;P;z.s.oas ' - '
Date:, i 1 .
Contractdr's initinls: ﬂa/ : Pege 11 0f 33



. STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPR.EHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018111
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

', CONTRACT MANAGEMENT . : : .3

Tbe Project will require the coordinsted offons of & Prcgecl Team consisting of both the Coatroctor
aud State personnel. The Contrector shall provide all necessary resources to perform its obligations

godu the Contract. The Contractor ihalt be responsible for managing the Project 1o its successful
completion. X

41 THE CONTRACTOR'S CONTRACT MANAGER,

The Contractor thell assign a Contract Mnnue; who nh-ll be ruponuble far all Cunmel
authorization and ldmmlm'lnon .

. Tbe Cootractor's Contract Macager is
. Luc Mantin

39 River Roed, Suite 4
Essex Junction, VT 04342
Email: Imanin@nuherborsceurity.com

41 THE CONTRACTOR'S PROSECT MANAGER

41.1

4.1

The Contractor shalt assign o Project Maneger who meets the reduirtments of the
Conirsct. The Contrector's selcttion of the Project Munager shelt be subject to the'prior
wricten approval of the ‘State. The State's approval process may include, without
limiistion, &t the State's discretion, review of the proposed Contractor's Project

‘.Mlneger & resume, quilifications, uferences. nd background checks, and aninterviaw,
Tbc State may require removal or resssignment of the Contractor’s Project Manager who,

in the sole judgment of the State, i1 found unucep:ablc oc isnot performing to the State's
satisfection.

The C:mtrulor 1 Project Mlmgu ‘must be qualified 1o perform e obligations required
of the position under the Contract, shall have full authority to meke binding decisions
under the Contrect, and shall function as the Contractor's représentative for all
sdministrative and mansgement maners. The Contractor's Project Manager shall
perform the duties cequired under the Centract, including, but not limited to, thoie 1e1
forth in Exhibit i, Section 2. The Contractor's Project Mansger must be availeble to

" promptly respond during Normal Business Hours wilhin 1wo (2) hours to inquiries from
.the Sinte, and be at the site a2 aeeded. The Contracior's Projecr Manager must work .

diligently and use hig/ her best eﬂ'om onthe Pl‘ﬂj:ﬁl

Tbe Contractor shsll not change i assignment of the Contracror’'s Project Manager
without providing the State weinteny justification and Gbtaining the prios written approvel
of the State. Stete approvals for replacement of the Contractor's Project Mansger ghalt
not be uareasonadly withheld. The replacement Project Mansger shall have comparable
or greater skills than’ of the Contractor's Project Manager being replaced; mect the

requirements of the Contract; -and be subject to reference end background. checks

. described abéve in Genersl Promlm Section 4.2.1: Contract Project Manager, and in

Contrect Agrumem General Provisions, Section 4.8: Reference and Bockground

A

Sulc ol‘ NH Comrucl 20i8-111 Cnmpr:hcnswe Cyber Security Ruk Anenmen\ :

Part 2 - IT, Proyisions - :
Date: j&g}éﬂ . R ;
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 .
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Checks, below, The Contrsctor shali assign s replacement of the Contrscior's Project
Menager within ten (10) business days of the departure of the prior Contractor's Project
*. Manager, and the Contractor shall continue during the ten (10) business duy period 10
pmvnd: competen Project managemen) S-cmce; through the me;nrnem of & qualified’
intesim Project Mznager. i

4.1.4° Notwithstanding eny other pfovmon of the Controct, the Stalo shall have'the option, et

its discretion, 1o terminate the Contracy, declare ihe Contractor in default and pursue its
.remedica at law and in equiry, if the Contractor fails to assign a the Cootrsctor Project
- Munager-moeting the requiremenus and terms of the Contrect,

The Contractor’s Project Macager by:

Kevin Maoss

39 River Road, Suite 4

Essex Junction, VT 043542

Email: kmoss@nuhsrboriecurity.tom

43 CONTRACTOR KEY PROJECT STAFFP

431 TheContractor shalk assign Key Project Siaff who meet the requiremenusoff the Contrsct,

. and can provide the Services snd Deliversbles identified in the requirements 32t forthin

RFP Appendin C: Requirements, Tabte C.): Requirements. The State may conduct

teference and bu:kwund checks on the Contrectar's Key Projec Stoff, Tha State

reserves the right 1o require removal or reassignment of the Conrractor's Key Project

Suff who tre found unecceptable to the State. Any background checks shall be,
performed in accardance with Genenl Provisidas Section 4.6 Background Checks.

43.1  The Coniractor shall not change any of the Contractor's Key Projeﬂ Siaﬂ' commitménts
without providing the State wrinien justification and oblaining the prior written approve!
of the Sute. State approvals for replacement of the Contractor's Key Project Staff will
nol be unreasonadly withheld.: Tho réplacement of the Contractor's Xey Project Suff

- -thall kave comparable or greater skills than of the Commtot 's Key Project Suﬂ' being
replaced. - b :

433 Notmd\mndmg any other provmon of the Contract lo the contrary, the State shall have
the option to terminate the Contract, declase the Contrector in default and 1o pursue its:
remedics o1 law and in equiry, if tha Contractor fails to asign Key Project Staff meeting
the requirements and terms of the Contract or il il is dunmﬁed with the Contracior’s
replacement Projeet mﬂ' ’ _ y
43331 The Contractor Key bejtﬂ Staff shall consist of the following individuals in

i the roles identified below:

Table 433.1: The Coatractar's Kcy Project Stal¥

Sute of NH Coniract 2018-111 Comprehensive Cyber Se:unty Ruk Assessment

Part 2 ~ (T Prgvisions . -
Oate: f EE q &i ! ; .
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STATE OF NEW HAMPSHIRE-
DEPA.RTMENT OF INFORMATION TECHNOLOGY .
comnmzusm-: CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111  °
PART 2: INFORMATION TECHNOLOGY PROVISIONS

KEY-MEMBER(S) TITLE
Paul Dusini Director, Information Assurante
Jeffrey Bamberger Senior Analyst -+
Krigtol Holm Senior Antlyst
Eric Kobelgki Senior Engincer
Randy Duprey Senior Enginger
Kevin Moss Operstitns Coordinator
Ben Weber < -_Senior Netwark Engineer
Bill Giglio Senior Network Engineer
Rick Sotomayor . Pre-Sales Engincer .
Nick Culdenn Pre-Sales Engincer

€4 STATE CONTRACT mmcza

The State shall a1sign o Contrect Mlﬂl‘ﬂ who lhlll fvnellon as 1he Statc’s rturucnm:vc with
regard.to Contract adminismation.

The State Conlnd Macager b:
Karen Fleming
-NH Department of Information 'l‘c:lmoloy
Office: 60)-223-5766
Emaii‘ Karen. Fleming@di:ih nh.gov
48  STATE PROJECT MA.NACER
. The State shall essign o Project Munug:r The State Project Mamger H du.mes shall include the . -
' following: ;
Leading the Project;
Engeging and managing el Contreciors;
Managing significani issves and risks.
Reviewing and lcctpting_Conlrﬂct Deliverables; |
Invoice sign-offs; b LA
{. - Review and approval of clunge pmpouls, md

& 0 g

t ..Mam'mg stakeholders’ concems.

The Siate Project Manager ls:

Daniel Dister :

NH Department of information Tethnolcy
' .Office: 603:223-5734 - -
| Mobile: 603-931.9234

Stoie of NH Contraet 2018 11} Comprehensive Cyber Security Ruk Mum-nem

Part 2 - tT Przvmons _
Duate: .
Contraclor's inttiols: A‘/
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... . STATEOF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RiSK ASSESSMENT
CONTRACT 2018111
PART 2 . INFORMATION TECHNOLOGY PROVISIONS

“

Erlml' Daniel. Dister@doit.ah.gov

REFERENCE AND BACKGROUND CHBCKS

461  The Contructor shall conduct criminal background checks and not utilize any siaff,

* including subcontractors, to fulfill the obligations of the contract who have been

convicted of any cime of dishonesty; including but not limited to ¢riminasl fraud, or

1 oiherwise convicted of any feleny or misdemeanor offensc far which incarceration

forupito | yesris an lulhorlud penalty. The Contractor shall promote and maintain

an swereaess of the impenance df seeuring the State’s information smong the
Comrwor ] cmploym end sgents.

461 The Sme may, At itt sole euptrue, conduct reference and bacipoun& ureenma of
the Contractor Stoff. The State shalt maintein the confidentiality of beckground
screening results in accordance with the Contract Agreement - Genere! Provisions-
Scctian 11: Use of State's Informalion, Confidentiality.

| S, DELIVERABLES

8.0

CONTRACI‘OR RESPONSIBILITIES

S0 The Conmctof shall be Jolely respormble for mecting all rcqwremcm., and 1crms ond

conditiony specified in this Contratt, regardless of whether or not a subcontractor is
used. . . 7

5.1.2 - The Contractor r;uy subcon;m.t Services subject to the provisions of the Contratt,

£1

. in¢luding but not limited to, tho (enmis and conditions in the Controct Agreement. The
Coniractor must submit sll ‘informstion snd. docuimentation relsting ' to the
Subcontracior, including terms end conditions consisrent with this Contrect. The State
will consider the Contractor to_be wholly respansible for the performance of the
Conrract end the sole point of contect with regard 10 all contrectpal maners, including
payment of any end sil chaqes resulting from the Contract.

DELIVERABLES AND SERVICES

" The Contractor shalf provide e Sme with the Deliverables utd Services in ar.cordlm with

3.3

the time fremes in the Work Plen for this Contrect, md as-more pamcululy described in
Cohtract Exhibit, A: Contrect Deliverables. ‘ .

DELIVERA BLES REVIEW AND ACCEPTA.NCE

Afer eeceiving writien Centification from the Contrsetor that & Deliverable is finsl, camplere,
anid ready for Raview, the Stato will-Review the Deliversbls to determine whether it meets the
Requirements outlined in Contreet Exhidit A: Contret Deliverables. The State will notify the
Contractor in writing of its Acceplance or rejestion of the Déliverable within-five (5) business
days of the State's receipt of the Conuaetor's written Certification. ' If the State rejects the

Deliverable, the State shell nolify the Coatracior of the nature and class of the Deficicncy and

State or NH Contrsct 201 j t Cnrnprehemwe Cyber Se:unry &uu Asmsmem
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the Contiactor shall comect the Dcﬁcuency w:thm the period identifted in lhe Work Plan. 1fno
period: for the Contrector's comrection of-the Deliversble is idemified, the Conthactor shatl
correct the Deficiency in the Delivehable within five (5} business days. Upoa receips of the
corrected Deliverable, the State thall have five () business days 10 raview the Deliverable snd
notify the Contractor of its Acceptance or rejection thereof, with the option to extend the’
Review Period up 1o five (5) additiona! butiness days. (I the Contractor fails Lo comect the
Deficiency within the atlotted period of time, the State may, &t ils option, continue feviewing
the Delivernble and require the Contrecior (o continue unti) the Deficiency is comeeted, or
Immedlalely terminate the Contraet, ceehro the Contracior in default, eid pursue its cemedier -
st law and in eQuity. .

54 SOFT\VA.RE REVIEW AND ACCEPTA.NCE NOT ABPLICABLE)
: System/Softwere Testing and Acccpunce shatl bo performed as set forth in the Test: Phn and
" more particularly described in Exhibin F: Testing Services.
.SOFTWARE (NOT APPLICABLE)

The Contractor shall provide the State with access to the Software and Documenmm et l’onb inthe
Contract, end particularly detcribed in Exhibit ) Sofnmc Apumm . .

- SERVICES :

The Cmmclor shal] provide the Services required under ihe Controct Documenu All s«v-u; shall -
meel, and be perfomql in accordante with the Specn!' cations.

1)

13

14

ADMINISTRATIVE SERVICES ,
The Contracior shall provide the State with the administrative Services set ronh in :he Contreet,
and panticuturly described in Exhibit 0' Adminisirative .S'crwcq

MANAGED AND PROFESSIONAL U‘FORMATION SECURITY S;ERVICES .

The Contractor shall provide the ‘Smie with the .Services sel forth in the-Contract, and
particularty described in Exhibit E: Mmagedand Profeulm! In/orm.-lon Security Scrvku .
Implementition Serviees. :

TESTING SERVICES (NOT upuubm

. The Contracior shall perl'cm testing Services for the State set forth in the Contract, ond .

panicularly described in Exhibit F: Teriing Services.

TRAINING SERVICES (NOT A.PPLICABLE)

The Contrector shall pmv:dc the Sltae with training Services se1 forth in the Conmg and
pamqulvly dev:nbed in Exhibit L: Tralning &nfcu

State of NH Conmct 2018-111 Comprehengive Cyber Secumy Risk Assessment
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13

16

. WAR.RA.NTY SERVICES

MAINTENANCE AND SUPPORT SERVICES (NOT APPI.ICABLE)

The Contractor shall provide the Swte with Maintensnce and Suppont Services ¢ét forth in lhe.
Conuace, and panicylarly descrided in Exhabu G: System Maintanonce and Suppon

The Contractor shall provide the State vwith warranty Semoes set forth in the Contn:l. end
particulasly descnbed in Exhibit K: Farronty & WcrranIyServlcu !

8. WORK PLAN DELIVERABLE

81

The Contrector shatl provide the Stete with a Wozk Plan that sholl include, withgut limitation,
& dewiled description of the Schedule, tasks, Dclwmbln. rmpr milestones, task’
dependencics, and payment Schedule.

The initisl Work Plen shall be a separate Deliverable end is set forth in Contract Exh:bn I
Work Plan. The Contractor shall update the Work Plan as necessary, but no less than every two
wecks, to accursicly reflect the status of the Project, including without limitation, the Schedule,

" tasks, Deliverables, major milestones, task depcndencm and gayment Schedule. Any such

8.4

updates 10 the Work Plan must be approved by the Sute, in writing, prior o final incorporation
into Contrect Exhibit I: Work Plan. The-updated Contract Exhtlm I: Work Plan, as spproved
by the Stale, is incorporsied herein by reference.

Unless otherwise ggreed in writing by the Sute, changes to the- Comnct Exhidit I: Work Plan
shall not relieve the Contrectar from lisbility 10 the State for damages resulling from the
Contrector's failure to perform its obligstions under the Contrect, mcludmg withow limitation,
performance in sccordance wdh the Schedule.

In the event of any delay in the Scheduk: ihe Contracior muss ummcdnmly natify the State in

. writibg, |dcmufymg the nature of the delay, i.c., tpecific-actions or inactions of the Contracior

. 8.5

ar the State causing the problem; its estimated durstion period to reconcilistion; specific actions
that need to be 1aken 1o commect the problem; and the expected Schedule impaci on the Project.

In the event additional time is required by lhe Contractor to wrrul Dcf:mm the Schedule:

shall not change unless previously agreed in writing by the State, except that the Schedule shall -
automatically extendan a day-10-dey besis to the extent thet the delay does not result from the

. Contracter's fvilure to fulfill its obligations under the Contract. To the extent that the State's

8.6

execution of its major tasks takes tonger Lhan desciibed in the Work Plan, the Sr.hcdule shall
sutomatically extend on 8 day-to-day basis. ]

Nomnthsmndmg enything 1o the contrary, the Sme shall have the option to terminate the

- Contrest (o7 dcﬁull st jls ducnuan if it is duumﬁf.d with the Vendor's Work Plan or

elements within the Wark Plen.

Suate of NWH Contracy 2018111} Compuhcmwe Cyber Secumy Rul Assessment
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9. CHANCE ORDERS

9I

9.2

03
i

The Sute may meke changés or revisions to the agreed upon Su:emem of Work [SOW) st any
time by wrinten Change Order. The Staie origineted changes or revisions shall be approved by
the Department of Informution Technolegy. Within five (3) buiiness days, untess otherwise
mutueily n;rml upon of the Contracior's rcmpi of a Change Oyder, the Contructor shall advise
the State, in dcull of any impact on cost (e'g; increase or dz:r:ua) the Schedule, or the Work
Plan,

The Contrector may request & change within the scops of the Conmct by wrinten Changé Order,’
identifying eny impact on-cost, the Schedule, or the Work Pizn. The State shall drtempt to
respond to the Contractor's requerted Change Qrder within five ($) business days, unless
otherwise mutusily agreed vpon. The Statz-Agency, as well'ns the Deplmn:m of Informstion
Technology, must epprove alt Change Orders in writing. The State shall be deemed 1o have -
rejected the Change Order if lhe.'panm are unable 1o reach an agreement n wriling.:

All Chenge Order requests from the Contractor 10 the State, and the State acceptanco.of the
Contracior's egtimate for & Stale requested-change, will be sckndwledged snd responded to,
cither scceptance or rejection, in writing. -If sceepted, the Change Order(s) shall be subject to
the Contract amendment process, as determined to apply by the State. '

10. INTELLECTUAL PROPERTY

SOFTWARE TITLE (NOT APPLICA BLI.'.)

! lO.l.l _In the event the! the State purchases software all mlc nght. and interest (mcludmg ol
\

1‘

‘ownership and intellectual property rights) in the Software, and i nm:uled
Documentation, shall remnmwuhthe Contrmor G ;

10.1.2  Upon lhcmsful completion and/or termination of the Implementation of the Project, the

Contrector chall own end hold afl, title, and rights in ‘any Software modifications.
developed in connection with performance of obligations under the Contract, or
modifications to the Contractor pravided Software, and their associsted Documentation
including eny and ail performance enhencing operstional plans and the Caniracion'
" special Gtilities. The Contrector shall license back 10 the State the n;ht 10 groduce,
publish, or otherwiss.usc such sofhme source code, chject code, moduﬁcsnom STEPONS,

_and Documenmaon developed under the Conu'm

llOllJ I no e\fem shati zhe Contrector be precluded from developmg for itself,.or fo( others,

maleriels that are competitive with, ar similer to Custom SoRware, modificetions
developed in connection with performance of obligations under the Contract. In
wddition, the Contractor shelt be free 1o use its generel kaowledge, akills, experience, and’
any other idess, concepls, know-how, ‘and techniques that sre scquired or used in the
course of its performance under this sgreement. .

——
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T

103

STATE'S DATA AND PROPERTY

All ng,hu. title and interess in State Data shall remsin with the State. All dats-end any property
whith has beea received from the Stite or.purchased with funds provided for the) purpose under
this Agreement, shall be the property of the Stata, and shall be retumed to the State upon
demand or upon termination of this Agreesent for any reason. The Contrector shall not access

State uscr sccounts or Sute dats, exupc '

e, Inthe course of dsta cenltr opersiiong;
B, In responss (o servico or technicsl itsues;
e. As required by the express terms of this contract; or

d. 'At the Snie's wriften requu!

CONTRACTOR'S MATERIALS

103.1  Subject to the provisions of this Conatract, the Conmr.tot may develop for itself, or for.

others, materisls that ere competitive with, or similar to, the Deliverables. In accordance
. with the grovision of this Contract, the Contractor shall not distribute any products

contining or disclose any State-Confidential Information. The Contractor shall be free

€0 uso its gencnl knowledge, skills cnd experience, and any ideas, conccpu -know-how,

and techniques that are |cqunred of used in the courie of its performance under this
. Contract, provided that such i3 not obtdined a9 the cesult of the deliberatt memorization

of the Sutc Confidentisl informetion by the Confrector cmploxcu or thurd _parry
. ¢onwllmu cngaged by the Contrctor, .

1033 Without limiting the foregomg. the parties agree that the genersl knowkdgé referred to

- 104

herein cannot intlude information or reconds not sutuecl 10 public disclosure under New'
Hempshire RSA Chmm 01-A, urh«:h includes bui it not limiled to the following: .
records: of grand juries.and petit juries; records of pafole and pardon boards; personal
school records of pupalll records perlaining (o interhal personned practices, financiol
information, test questions, s:mn; keys and other exemination data use to edministed &
licensing examination, oxsmination for employment, or scsdemic examination end
'personncl medical, welfare, libmry use, video tape salc or rental, and other r les
containing personally ideniifisble information that is pnvm in nature, .

STATE WEBSITE COPYRIGHT ‘

WWW Copyright and Intellectual Property nghu All ﬂglu, mlg md interest i tho State
WWW site <NH.GOV, erc>, mcludm! copyright 10 &ll Data’and information, shell remsin
with the State. The State shall algo retdin all right, citle and interest in any user interfsces and
computer instructions embedded within the WWW ‘pages. " Al WWW-psgés and sny other

Data of information shall, where apphublc display the Staré's copyn;hl

“State’of NH Contnct 018-1 11 Comprehenswc Cyber Security Risk Assessment L
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- 108

1.1

.2

CUSTOM SOFTWA.RE SOURCE CODE (NOT APPLICABLE)

In the event that the Stase purchases soﬂ-ware developient gervices, which mulu in Custom
Softwase, the Contractor shall provide the State with 8 copy of the source code. for the Custom’
Software, which shall be subject to the: Licensa righits. The State shall reecive & worldwide,

perpetual, irrevocable, and non-exclusiva-paid —up right and license 10 use, copy, modify end
preparc derivative works of any cuttom dsveloped software. This section does not ‘apply to the -
Contractor's proprietary software r.ode .

SURVIVAL ,

This Contract Agreement Section 10: lnnltecml Progerty shall survive (he termination of the
Contract. 5

|
Tt pss OF STATE'S INFORMATION, connnsm'm,m

USE OF snrs S INFORMATION ' :

tn performing its obligations vnder the Contract, the Contrctor mby gain sccess 19 information
of the Stste including State Corifidentisd Information. 'Siate Confidentin) Information™ shall -
include, but not be limited to, information exempted from public disclosure under New
Hampshm RSA Chapter 91-A: fecess 1o Public: Records and Meetings (see ¢.g. RSA Chapler
91-A: 'S Exemptions). The Convscior.shall not use the Sute Confidential Information
developed or obtained during the performance of, or stquired, or developed by resson of the
Contract, except as duectly connected 1o gnd necessary for me Conirsctor's performance under
the Contract,

STATE CON'FIDENTIAL INFORMAT!ON

1.1 The Coatractor shall maintain.the conl'dcnmhty of and protect from unautboﬂud use,

disclosyre, publication, snd reproduction (collectively :eleue"). all Smc Canfidentisl
- Informstion that becomes availebic (o the Comnclor in connocnon with it performnu g
under the Contract, u;lrdleu of i form.”

113.2.2  Subject to epplicable federat or Sute lsws and re;ulunons. Confidential lnfofmauon

thall noc include informaiion whlch

a. Shall-have othenmu become publscly available other than as o fesult of dmlmrz by
- the eecciving pasty in bresch hereof; ) : . _
b. Was disclosed to the reciving party.on non-conl'-dcanﬂ Yasis from ‘source othet than

the disclosing party, which the receiving party believes i not prohibited from disclosing
. such information L3 resubi of 10 obh;moo in fevor of the disclosing perty;

Cals developtd by the receiving pamy md:pcndemly of, o wes known by the reoeavm; d

party priar to, sny disclosure of soch informstion mede by ihe disclosing perty:‘or

Pertl -
Date: -
Conl
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d. [ disclosed with the wrinten consent of-the disclosing party. A rtcemng party nlso may
disclosz Confidential Informstion 10 the exient n:qum:d by an order or 8, court of
_competent jurisdiction. A

11,23 Any disclosure of the Smc Confidential Infomuhon Ihlll rcquue the prior written
approval of the Stste. The Coniractor shall immedistely notify the State if any requesy
“subpoene or othes legal proceds s scrved upon the Contractor reprdmg the State
Confidentis! [aformation, and-the Contrsctor shall codpérate with the Statg in any effort
the Stste Ondertzkes to contest the ‘request, :ubpocna o7 cther fegel process, at no
lddul-onll cost to the Siste.

11.24  Inthe cvent of the unautharited release of State Confidentie! Informatian, the Contractor
shell immediately notify the State, and the State may tmmcdmcly be enlitled Lo purve
way remedy ot low snd in equuy, including, bul not limited to, injunclive relu:f

113 CONTRACTOR CONI’IDENTIAL INFORMATION

Ingofer a3 the Contractor seeks (o maintain the confidentiality of its coaﬁdcnml or propﬂelu'y
information, the Contractor must clearly identify in writiag all information it claims 1o be
gonfidential or proprietary. Notwithstanding the foregoing, the State acknowledges ‘thas the
Contractor considers their Documentacion.to be Confidéntiol Information. The Contractor
* atknowledges that the State s subject to State and federat laws governing disclosure of
information including. but.not limited to, RSA Chepter 91-A. The State shall miintain the
confidentiatity of the identified Coafidentisl Information insofar as it is congigtent with
spplicable Sutc and federal laws or regulations, including but not limited.to, RSA Chapter 91+
A. In the event the State receives a request for the information identified by the Contractor as
_confidentin); the State shall notify the Contrector and specify the date the Sute will be reluung
the requested information. At the request of the Stste, the Contrectos shail cooperate and o3sist
the State with the collection and review of the Contractor's information, at no sdditional
" expense Lo the State. Any cffort to prohibit or enjoin the releass of the information shall be the
Contrector's sole mpon;nbsl:ty and st the Contractor's sole expense. [f the Contrector fails to
oblain s coun order enjoining the disclosure, the State shell feleasa the information on the date,
. specified in the Slm 8 notice lo the Gon!:rl:lgr, without any liability to the Contractor.

1.4 SURVIVAL
This Contract Agreemen: Secuidn |1, Use'of State’s lujarmanon Confi dmmluy,slull survive
) termination or conclusion of the Contract. :
12 LIMITAT'I_ON OF LIABILITY .

21 STATE

Subject 10 lpplu:lblo laws and regulstions, in no evenl :hall the State be liable for any
consequential, speciel, indirect, incidental, punitive, or txemplary damages.: Subject to -

- applicable laws and regulations, the State's linbility ta the Contractor shall not exceed the total
Contrect price set forth in Conmct Agree.m:nt -Genaral Provisions, Block 1.5

State of NH Cantrac! 2018-11t Comprehensive Cyber Su:uuly Rigk Assessment
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T 18 TERMINATION

13.1

KR

STATE'S LFMUNITY ‘

Notwithstanding the foregoing, nothmg hcmn contained thai] be dcemr.d (0 constitute a waiver
of the sovereign :mmumry of the State, which ithmuniry is hereby reserved to the Sutc Thit
covendnl shall survive termination or Contract conclusion.

SURVIVAL

This Section 12: Um!muon of Liobitity shall :umv: icmmluon or Contraet concluslon

TERMI'.NATI ON FOR DEFA UI..T

Any one ot moee of the followmg scis or omissions of the Conmctor shall constitute an event
of defaudt hereunder (“Event of Dcfpull“) .

s. Failureto perform the Services mufnucfrily or of schedule;

b. Failure to submit any repon requin.d; and/or

e. Failure to perform ady other covehant, teem or condition of the Contract.

Upon the occurrence of any Event of Defau I, the Siate may take nny one or mme. or nll

of the fol!owmg actions:

Unless otherwise provded in the Contraci, the State shall provide the Contracior
wrinien notice of defauh and require it 10 be remedied within, in the sbrence of

8 grester or lesser specificstion of time, within thirty (30) days from the date of

notice, unless otherwite indicated within by thé State (“Cure Period™). If the
Cantrector fails 10 cure the default within the Cure Peniod, the Sute may
terminste the Contraet effective two (2) days sfter giving the Contrector notice”
of terminetidn, et its sole discretion, treat the Contract &3 bmchcd and pursue
its remedics at law or in equity or bodh.

Give the Contraclor 8 wrinten notice spenfyms the Event of Default and

. suspeading ol) payments to be made under the Contrect and ordering that the

portion of the Contract price which would otherwise accruc to the Contrector
during the period from the date of such notice until such time as the State

*delermines that the Contraclor hu cured the Enm of Defnull shall never tie paid

1o the Contractor. . .
Set off aguinst any other obligations lhe State may owk to the Comrtcw any,

’ dunlgn the Sute suffers by reasan of eny Event of Oelaul;

Treat the Contnct s bruthed and purive lny of-u remedm &1 law or in equity,
ot both.

. Procure Services lhll are thé subject ol’ the Contrm from snother séqrce and Lthe

Contractor thall be lisble for reimbursing the State for the replacement Services,

. and all administrative cotts directly rélated to the replacement of the Contract

Sute of NH Contract !013 111 Comprehensive Cybcr Secumy Rigk Amumem 5
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-and procuring the Services from enother souicé, such as costs of competitive
bidding, mailing, advenising, applicable fees, charges or penatties, and stafflime
costs; alf of which shall be !\lb_JGCI 10 the limitations of lisbility set forth in the
Contrect. .

13.1.3 The Contractor sha!l provide the State with wrirten actice of defauly, and the Stwte shall
‘cure the default within thirty (J0) days.

132 TERMINATION FOR CONVENIENCE :

13.2.1 ‘The State may, ot its sole discrétion, terminate the Contract for convenienice, in whole or
in pent, by thmy (30) deys wrinen notice to the Contrector. In the cvent of g terminaticn
for convenience; the Stte shill pey the Contrector the agreed” upon price, il separstely
stated in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termingtion for
which no sepersic price is stared under the Contract shall be paid, in whale or in part,
genenslly in sccordance mlh Contmt Exhibit B, Price and Paymcm Sch:du!e of the
Contract.

13.2.2 During the thirty (10) day penod lhe Contractor shall wind down and r.mz Services as
quickly and cfficiently as muo_nabty poauble without perfarming unnecessary Services

-or sclivities and by minimizing negative eﬂ‘e:ts on the Swte from such winding down
and cessation of Semces

133 TERMINATION FOR CON'FLICT OF INTEREST

133.1 The Statc.may terminate the Contract by wriften natice if it determines that a confliet of -
interest exists, including but not limited 10, o violation by, any of the parties hereto of
applicabic lows regarding c\.hm in public wtumlmns and grocurement and p:d’onmace
of Centracis. !

133.2° In such case, the Sute shall be cntuld e pzo-med refund of any current devc!opmcm
suppon, ond maintenance costs. The State shall pay all other contrected psyments that
“would have become due and poyable if the Contrmor did not know, or remmbly did
not know,of the conllict of & interest.
1332 In the event the Contract is !eﬂnmlud a4 provided above purtua.m e vtolmon by the

Contractor, the State shalt be entitled 10 pursue the same remedies sgainst the Contrector
as it could pursue in the cvent of s defeult of the Conmcl by the Connctor

134 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract, the State,in cddmon toany olher nghu provided in
the Contract, mey require the Contractor to deliver to the State sny property, including
_without limitation, Written Deliverables, for such pant of the Conuatt s has been

-|crmmated

"12.4.2 Aner n:ce:pt of & notice of iermination, ahd exceps as olhenme durccted by Uw State,
the Contracior shall;
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The Siate :hnll be entitled 16 sny poﬂ-lenmnﬂlon assistance generally made:
aveilsble with respect (o the services, unless 8 unique dats retrigvsl trrangement

has been established as pan of the SLA.

Stop work under, the Contrect-on the date, snd to the extent’ spe:tﬁed in the
notice;

Promptly, but in no dvent bnger than thirty (30) dnys after lehmmnon. terminale

its orders wnd subcontrecis related to the wark which has been terminated and

sentle all outstanding lisbitities and sl claima &rising out of such terminaiion of
orders and subcontracts, with the approva) ar retification of the State 10 the extent

required, which approval or ratificalion shell be fml for the purpose of this
Seciion; ’

. Take such uchon a8 the State dnrccu. ar as nccesary fo pmerve and peotect the

property relsted 10 the Contract which is in the ponmnon of the Contractor and
th which the State has an interest; :

)

" Dwring any peticd of service suspension, the Comuctot shall noltake any action

to mtentsnnally erase eny Siate data. n the svent of rémminasion of any services

-of mgreement in entirety, the Contractoc thell not teke sy action to lntcnhonllly

enase lﬂy State data for & period of:

i. 10 days after the cffective dste of temmination, if the lermmauon isin
sccordance with the contrmel period
- Ul 30rdays afer the effective due of terminetion, if the. termination ix for

convenience . -
. 60diys aﬁu the effective date of remmmon ifthe mmmunon is for
cause
Iv.  ARersuch period, the Contractor shalk have no.obligation t6 maintain.
) or provide any Sue. daw and shall thereaRer, unlets legally
prohibited, -deleto oll State deta in its systems or otherwise: in i
possession or under its-control.
Transfer tithe 10 the State enddeliver in the manner; ot the times, and 10 the extent
directed by the State, any propecty which is required to be fumished to the Sute
and which has been secepted of requested by the State; and

The Contrsctor shall inplement an orderly returmn of Stete. datn n a CSVor
another mutuslly sgreeadle formst dt s time agreed to by the pm-es ond the

* subsequent secure disposal of State date;

The Contractor shel) sccurely dispose of all requested dm in a]l of its forms, -

“suth a3 disk, CD/ DVD, backup tape and paper, wheén requcmd by the Siate.

Data shall be permanently deleted and shall not be recoverable, scconding to
Nationa) Institute of Stendards end Technology (NIST)-approved muhod: '
Cenificates of destruction shall be provided to the State.

Provnde written Certification to the State that the Cor,\u'lctor hes surrendered Lo
the State a!l 326 propeny

State of NH Conmct 2018-111 Comprehensive Cyber Secunry Ritk Assessment .
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SURVIVAL =
This Section 1): Tcrmmauon shell lumve tcrmmnmn o Contur.l conclus:on

RIX CHANCE OF OWNERSHJP

In the

event that the Conlm:lor should clunge oummhtp (ot my reason whatsoever, the Sut: thall

. have the opmn of continuing under the Contrect with the Contractor,; ils successors or assigns for the
full remaining term of the Cantfact; continuing under the Contrect with'the Contractor, its successors.
or assigns for suth period of lime as determinéd necessary by ths Suate; or immediacely temimu the

“Contract without lisbility to the Contractor, il successors of assigns.

* 15, ASSICNMENT, DELECATION AND SUBCONTRACTS

15.1

- 182

The Contractor shall not assign, delegeie, |ubeommc|, or othenme transfer any of ity imerest,
rights, or dutics under the Contrict without the prior written consem of the Stat¢, Such consent
shall not be unreasonably witkheld. Any antempicd transfer, assignment, delegation, of other
transfer made without the Stele's prior written consent shatl be null and vbid, end may
constitute an event of default ot the sole diseretion of (he Sme

The Conlructor shell remain wholly mpcnsuble for ptrfonmnce of lhe entire Contract even if
ussignees, delegates, Subcomtraciors, .oc other vansferces (“Assigns”) src used, unless
otherwite agreed to in writing by the Siste, and the Assigns fully. efsumes in writing any and
ui! obligations and liabilities under the Contract from the Effective Date: In the sbience of o
writien assumption of full obligations-and lisbilities of the Contract, sny pefmitied nﬂgnmcnl,

" delegation, subcontricl, or other transfér ghall rieithér relieve the Contrector of eny of il

183

obligetions under the Contract nor effect any remedies available, to the State agdingt the
Contragtor thet mey arise from any event of default of the provisions of the contract. The State
shall ¢consider the Cantractor ta be the ‘tole point of contact with regard to all cantraciual
matters, including psyment of eny and all charges resulting from the Contrect.

Notwithstanding the foregoing, nothing Nerein shall prohibit the Contractor from assigning the
Contract o the successor of all or submnmny ull of the assets or business of the Contrector
provided:that the successor fully essumes in writing ell obligations and responsibilities under
the Contract. ln the event that the Contncmr shoyld chan;e ownership, es permitted under
Section 15: Chan;r. of Ownership, the-Sute shall hove the option to continue under the Contruct
with the Contrector, its successors: or Essigns for the full remaining term of the Contreer;

" conlinve under the Contract with the Contractor, its succestors or assigns for suth period .of
‘time a8 determined necessary by the Siate; or immediately lcrfnimnng the Contract wllhoul

liability to the Contractor, its successon bruugu

16. DISPUTE RESOLUTION

16.I

Prior 1o the ﬁ}mg of any forms! pmccedmgi with respget to o dispute (othier then an action
seeking injunclive reliel with cespect to intellectual pmpeny rights. or, Confidential
Information), the party bdelieving itself sggrieved (the “(nvoking Party™) shall, call for
progressive management involvement in the dispute negotiation by written notice 1o the other

State of NH Conmci 2018-111 Comprchcame Cybcr Security Ruk Amumenl
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party: Such notice shall be withou! prtjudtcc to the Involml Pnrfy s right 1o my ather rtmedy
permitted under the Conirect,

The parties shall use reasonsble eﬂ'om o wrenge. persona! meetmas and/or wlephone
conferences ns necded, dt mutunlly convemcnl times and places, between nogotistors for the
parties ot the following successive mm;cment levels, cach of which shall have a period of
sllonted time as specified betow in which 10 ahempt to resolve the dispute:

Table 16.1: DISPUTI: RESOLUTION RISRONS!B!LITY AND SCBEDULE TABLE
. | s CUMULATIVE
LEVEL . CONTR.ACTOB i : STATE ALLOTTED
. . . ’ TIME
1 Oanisl Diger- ]
Luc Martin State Project Manager (PM) }
Primary Project Manager (PM) - | “Chief Information Security | § Business Days
. : Oﬂ"lcc.l .
| Scon Mosher - - T
il &= Ly ; * Denis Goulet ' 10 Buginess
; First s Vice President Cnmmiuioner . " Days

163

The ellomed time for the first fevel negotistions shatl bcgm on the dete the Invoking Party’s

" notice iy received by the other pmy Subsequent allotied time is days from the date thes the

original lavoking Perty’ 1 notice is recejved by the othes party.

17. DEPARTMENT OF INFORMATION TECHNOLOGY GENERAL TERMS AND
CONDITIONS

. 11.'1

!

COMPUTER USE

In congiderslion for receiving sceess to and use of the computer facilities, nerwork, licensed or
developed software, systems and equipment, Documentetion, information, repons, or dats of
any kind (hereinsfier “Informmion™), the Contrsctor undersiands and ogrees to the fo!lowing

: rules:

a. Every Aul:honud User has the m.pmsibnluty io assure the protection of information from
. unauthorized access, rmsuu. theR, damage, dewucuon mo-d-f‘mtlon or disclosure.

b. That iaformstion shal) be used solely for conducring official State business, end a1l other
use or sccess is strictly forbidden intluding, but not limited 1o, personsl, or. other privste
~end non-State use and that ot no time shal) the Contractor access of aempl Lo nccen ay
mformatooa without having the express nuthorny to do 10.

State gf NH Contract 2018-111 Compfehemm Cyber Sccunry Risk Assessment
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112

Y

174

115

17

<. TTm ut no lime shall the Contracior access or anemplt'to sccess any information in o
manner inconsistent with the spproved policiu procedures, end /or agreements relating:
to sysiem entry/access.

d. That all software licensed, dcvtloped of bemg evaluated by the Sme cannot be eopitd,

- shared, diszibuted, sud-licensed, modified, reverse enginecred, rented; or sold, and that

a1 at! times the Contrsctor must ute utmMOL cars 10 protect and keep such software strictly

'mﬁdenml in accordence with-the license or any other Agreement execuled by the State.

*Only cquipment or softwara owned, licensed, or being ovalusted by the State, can be

ured by the Contrector. Porsons! sofrware (including but aol limited to pllmlop sync
software) shall not be installed on iny.cquipment.

e. That if the Contractor is faund tobe in viclstion of any of the cbovc-smcd rules, the
User may face removal from the Sute Contract, and/or crimined or cml prosecution, if
the sct constitutes a violation of faw. .

EMAIL USE

Email and other electronic communication messaging systems are Sute of New Hempshire
property and are (o be used for.business purpom only. Email iy defined 85 "interna! Email

" systems” or “State-funded Email synems.™ Thé Contrector understand and agree that use of

emsil thall fo!low Stete standard policy (nmlablc upon rtquen)

U\'TERNETMT RANET USE

The InternevIntrane is to be used ror access to and distribution of information in direct support
of the business of the State of New Hmpshue sccording 10 State standard policy (amlable

upoOn request).

REGULATORY COV'ERNMENT ABPROVALS
The Contractor shall obtain all necessery end applicable reguletory or olher gov:mmcnul

. tpprovals necessaryto perform its obh;mom undr.r the Contract.

. VENUE AND JURISDICT ION

NSURANCE CERTI?.ICATE

The Insursnce Centificate should note the Cenificate Holder in the lower lcfl hand block'
including State of New Hampthire, Depantment Name, and name of the individual respansible
for the funding of the contracts and hnd‘hu address. .

EX}EBI'I'S

The Exhibils referredto, in and uw:hed 10 lhe Contract are incorporsted by’ reference a |l'
fully mcluded in the texi.

Afty sction on the Contract muy only be brought in the Suade of New Hempshire, Mesrimack,
County Superior Court.

State of NH Contreet.2018-1 11 Comprehensive Cyber Sccuruy Rusk Ass:ssmcnl
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178

1.9

. 1710

SURVIVAL

The terms, con&mons and warrenties contsined. in the Cohtract that by their context ase
intended to survive the completion cf the performance, cw:cllmon of lermmclnon of the
Contract shell so survive. .

FORCE MAJEU'RE

Neither the Contracior nor the State ghal| be ceiponsible for delsys or failures in performance
resuliing from eveats beyond the controd of such party snd withoul fault or negligence of-such_
perty. Such cvents shall include, but not be limited 10, ects of God, Rrikes, 10ck outs, rlows, end
scts of Wer, cpidemics, scts of Govemenent, fire, power failures, nuclear a::udenu,
easthquakes, and unutuslly sevese wesiher. Excepa in the even of the foregoing, Force Majeure
events shall nat inctude the Contrsctor's inability to hire or pmv:dc personne! ntedcd for the -
Contractor’ ¢ performance under the Contract.

NOTICES

Any adtice by 8.party hereto to-the Gther palty shall be deemed to.have been duly delivéred or
given mt the time of mailing by cenified mail, postage pnplld in 8 United States Post Office
tddr:ssed to the pacties 4t the following nddrtuu .

Table 17.10: Notices ; ;
TOTHECONTRACTOR . | TO'THE STATEOF NEW HAMPSKIRE -
| KATHIE CHENEY - : "DANIEL DISTER
' T DEPARTMENT OF INFORMATION
NuHARBOR SECURITY - e For ‘
39 RIVER RO SUITE 4 - 21 HAZEN DRIVE
ESSEX JUNCTION, VT 04542 CONCORD, NH 03301
3 TEL: (802) 231-0308 : ) TEL: (603} 223-57)4
1 | -
1211 DATA PROTECTION

Protection of personal pnncy and dm shsll be an mtcynl pant of the business activities of Lhe
Contractor to ensure there is no mapprnpmla or unsuthorired ute of State inférmation al any -
time. To thit end, the Contractor shall cafeguard the confidentiality, integrity and nmlnbulucy

. of Sute mronnmon and comply with the followmg conditions:

a. The Contractor ;hsll implement and maintain gppfopmte sdministretive, technical and
organizationa| sccurity measures 10 sifeguard against unauthorized access, disclosure or
thef of personal daterend non-public deta. Such security measures shall be in eccordance
with recognized industry practice snd not less stringent 1han the measures the Contractor
opplics to its own persona! dota and non-pubhc data or similar kind.

Statg nf NH Cnmntl 2018-11} Comprehcnmc Cybr.r Sc:umy Risk’ Auessmem
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17.12

b Al dits obuined by the Contractor ih the performance of this contract shall become and -
- ol] personal data shall be encrypted-at rest end intransil with controlled access. Unless
. otherwise stiputated, the Contrecior is responsible for cncrypuon of the peuonnl datn.

¢. Unless otherwise stipulated, the Conlnctor shal) encrypt nll non-public dsta at rest and
in tronsil. The Stawe shail identify dats it deems a3 non-public dats to the Contracicr. The
level of protection and eocrypnon for i fon- -public data shall be identified and made o ’
pant of this contract. -

d. Atlnotime shel) any dste or processes — that either belon. 10 or ary intended for the use
of the Siate or its officers, agents or employees = be copied, digtlosed or retained by the
Contractor or any party related to.the Contrector for subsequent use in any trynsaction

_that does not include the Stte.

¢ The Contractor shail not use gay mfomuuon tallected in coanection with the service
issued from this proponl’ for any purpose other than fulﬁllmg the service.

DATA LOCATION

The Contractor shall provide its Services to-the Siste and it end users'solely from data centers
within the Continental United States. All storage, processing and tranamission of Scate dats
shall be restricted to information technology systems within the Continental United States. The
Contreciar shall not allow its personnel-or sub-contractors, 16 store” Slate data on portable
devices, including personal “campuiters, excepl as specified and allowed by the contracl, and
then only on devices thas zre used and kept 8t it3 data centers within the Continental United

" States. The Contractor shall permit its personnel and Contrsctors to sccess State data remotely

. -dnly 10 provide tgchnical suppoh and o spccuﬁed or required by the contract.

17.13

SECURITY INCIDENT OR-DATA BREACH HO‘TII-'ICATION

The Contractor shal inform the State of any security incident or deta breach in aécordance with
NH RSA 359-C.

. [ncident Responte: e Contractor may nced (o communicate with outside parties

regarding 8 security incident, which may include conlacting law enforeement, fielding

.media mqumel and seeking :xtuml expertise as mutually agreed upon, defined by law

- cenumcd in the contraci. Discussing security incidenty with the State shoyld be

hendled on sn urgent asinceded basis, a3 pan of the Contractor communication and

" mitigation procesies as mutually npud upon, d:ﬁned by law or conwined in the
contract.

b. Security Incident Reporting chmrtmems the Contrector shall report & security incident
to the approprisic State identified conwct immediately a3 defined in the SLA.

¢. Breach Reporting Requirements: If the Contrector has dctual knowledge of a confirmed -
data breach that ofTects the security of any Siate content that is subject lo applicable data
beeach notification law, the Cantactor shall (1) promptly notify the appropriste State
“identified contact within 24 hours 01 500Ner, uniess shorter time is required by appliceble

State of NH Contrect 2018- I i Comprehennve Cyber Security Risk Assessmenf

Pan!-l

Prpvisions

Conm orslmmll/&,, - . _ Psg;&QofJ:



. STATE OF- NEW HAM'PSHJRE L
DEPARTMENT OF INFORMATION TEC HNOLOCY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

PART 2- INFORMATION TECHNOLOGY PROVISIONS

| |;w lnd (2) take :ommcrcwlly reasonable measures to sddress the data bfuch ino
timely manner,

214 BREACH RESPONSIBILITIES
| "This section only applies when o dets bmch occurs with mper.t to pmoml data within the
passession or control af the Comrnctof ) ’

8. The Contraclor, unless stipulated ‘otherwine, -shatl imr'ncciiately notify ;he lpproprime
Siate idendified contect by telephona in sccondance with the agreod updn setur ity plan or
i security procedures if it reasonsbly believes there has been a security incident;

| b. The Contractos, unless stipulated otherwise, shall promptly notify (he appropriste State
identified contect within rwenty four (24) hours or tooner by telephone, unless shorter
‘time is required by applicable taw, if it confirms thas there is, or reasonably belicves dist
there has ‘been a data breach. the Contractor shall () cooperste with the ‘State a3
reasonably requested bythe Stete toinvestigate and resolve the data breach, (2) prommly
. implement necessary remediel messures, il necessary, and (3) document responsive .
sctions taken related to thé data-bresch, including eny po:l-mcldi:m roview of events and
actions uken to make chm;u in business practices m providing the services, il
NECCISary.

¢. Unless otheiwise stipulated, lf a dats bregch is o direct result of the Contrecior's breach
i of i contrect obligation 1o encrypt personal data or otherwisc prevent its release, the
Comn:lor shall bear the costy associgted with:

i Thc investigation and moluqnon of the data breach;

‘ . (1 Nonﬁmmm to mdmdunls resulaton or others required by State taw,
lIL A credit monitoring service required by State (or.federnl) law,
lvi A websiicor s toll-free number end call center for affested individuals required -
-by State law — ol a0l 1o exceed the average per record per person cost
e ' caleuisted for dats breaches in the United Sustes in the most recent Cont of
‘ . - Deta Breach Study:-Global Analysis-published By the Ponemon Institute |7 et
the time of the date breach; snd
v. Complete sll corrective ictions ¢ reascnably determined by the Conn-a:tor
based on root cause; alt (i) mrough (v)] sub;ec( 1o this Contrm s lumtmon
of liability. ;

11115 NOTU-‘ICA'I’ION OF LECAL REQUESTS

The Contractor shall coauct the State upoa receipt of any eleetronic dmovcry, Imgnm holds,

' discovery searches and cxpert testimonies relsted to the State’s dete under this contract, or .
which in any way might reasonably require sccess 1o thedsta of the State. The Contractor ahall
not respond to subpoenas, servige of process and other legal requeits ¢ relsted to the State withou!

1 " first noufymg the State, vnless probnb;tedbry law from prowdmg luch notice.

Stste of NH Contreci ‘IOIB 111 Comprehensive Cyber Secur:ly Risk Assessment
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17.16

1717

1718

1719

17.10

1

:11.22

1.3

ACCESS TO SECURITY LOGS ANp REPORTS

The Contractar shall provide reponts to the State in » format as l;rec& toby both the Contractor =

and the Suate. Reports shall include lstency statittics, vser sccess; user access IP sddress, user
access history and security logs for all Sute fites relzted to this contrucl.

CONTRACT AUDIT ; )
The Contractdr shall allow the State to audit conformance 16 the cantract terms. The Sute may

- perform this audit or conmaét with o third party’si ils discration end a1 the State's axpense.

DATA CENTER AUDIT
The Contractor shall perform an independent audit of it data centers 8t least annually at-its

cxpente, and provide a redected version of the sudit report upon request. The Contrsctor may . -

remove ity proprictery information from the redscted version. A Service Organiation Control
(SOC) 2 audit repont or approved equivalent scis the minimum level of a third-party sudit.
ADVANCE NOTICE

The Conmclor chall give advance natice (1o be dclermmed 8t the contract time lpd mc!ud:d
in the SLA) (o the Sute of any upgredes (c.g., major upgrades, minor upgradu, sysem

“changes) thet may impact service availability ‘and performonce. A major upgnde is A

replscement of hardware, software or firmware with a newer of befier version in onder (o being
the system up todate or to |mprovt its charscterigtics. It usunlly includes & ncw version number,

SECURITY ;

The Contraétor shall disclose is non-prdprietary security processes and technical limitations
to the State such thai adequate pmcctm and Nexibility can be attained berween the State and
the Coptractor. For example: virus checking &nd pon sniffing-— uu: Stale and the Conln:lo:
shail undersiend each other's roles and responsibilities.

NON-DISCLOSURE AND SEPARATION OF DUTIES

" The Contractor shall enforce separation of job duties, require commercially reasonable nen- -

disclosure agrecments, and limil stafT knowlédge of State dota to that which is absolutely
necessary lo perform job duues . . “
IMPORT AND EXPORT OF DATA :

The State shall have the ability lo impent or expont data in pwccmul or in cnlirety ot ils
discretion without interference from the Contracter. This includes the sbility l'o: the State to
import or cxport data to/from other service providers.

RESPONSIBILITIES AND U‘P’I'IME GUARANTEE

_The Contractor shall be responsible for the acquisition and operation, of &li hardwm, softwire

and network support related to Whe services being prmnded The technical and professional
ccuvmes requucd for establishing, mansging tnd mmummg the envirbnments are the
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responsibilities of the Contractdr, The :yuem shalt be avulable 2.4/7!365 (mth.ngecd-uppn
maintenance downiime), end provide service to customers as deﬁnt_d inthe SLA.

12.34 RIGHT TO REMOVE INDIVIDUALS

The State shall Aave the right et any time 16 requice that the Contracior remove from interaction
with Stafe any the Contractor represcatstive who the State belioves is detrimental to its warking
retalionship with the Contrector. The Sute shall provide the Contreclor with notice of it
determination, end the reasons it requests the removal. If the Stete signifies that a potential
- zecurity violation exists with regpect 1o the requeu. the Contractor thall immedistely remove .
. such individual. The Contractor shall nat assign the person to any aspect of the contract or
. future work ordcrs without the Sute’ u.onum p ) .

) Rcma:lnder of this poge Intentionally lef? blonk

State of NH Cantract 2018-11) Comprehensive Cyber Secumy Risk Amssmem
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CONTRACT DELIVERABLES
| SR

1. CONTRACT DELWERABLES
“The Stae of New Hampshire, Department of Information Technology, (lht “State™) requires

comprchemwe cybersecurity risk sssessment of the Executive Branch information’ iechnology
enteeprise. In addition o determining gags or shortfells in the Sue’s cybersecurity posture, 8 key

- outcome of tis assessment will be a rozdmap to improve.the secumy, readiness and eﬂectwcneu of

the State of New Hampshira's cybeuacunfy -posIIe.

Aj o public entity, the State of New Hampshire is exposed to the full nngo of cyber thn-.m onas
cantinusl basis:malware, bataels, mnsomware, and denisl of service sttecks do not discriminate — eny
nerwork connectod to the Internet is exposed (o these threats. The old bounddries of cybersecurity and
cybenmclu are disappesaring — from the nciwork perimeter, 1o distinct types of malware, 10 nation.

mle tciics ve. that of the cybercriminsl. The anacker's advantags lies in this fuidity, exploiting ~

cndpoml vulnerbilities 8nd inedequate security controls; ceshaping afiacks to cvade detection; and

'upurposmg tactics, techniques tnd procedures for their own-uge. It hag been sard thet'You don't

know whet you don't know™ and to that end, the Ststc of New Hampshire is panuml an indépendent,

. r.ompreh:mm cybersecurity risk assessment in order Io-focus :yher:u:unry rezources on the b-uest

miu and gaps in.our uc(mly posture.

|
!

GOALS AND OBJECTIVES FOR THE COMPREHéNS!\fE CYBERSECURJ"I‘Y RISK -
ASSESSMENT: .
i Indcpendcmly asscss the :ybemcunly maturity level a4 mestured againgt the NIST
Cybersecurity Fromework and the Ccmer for Intemet Secumy (€i5) 20 Cmml Security .
! Controls; _ ; ’
H. Review the network mh-:mun mc)udmg L2 and L3.routing spprosch, use of
redundant/survivable equipmeni configurations, use of Fircwalls, use of a¢cess control lists
and femote sccess methodologies and-evaluste its conformance with best pmnces ‘for s
nerwork of this size and complexity,

(. (dentify any sccurity geps, peiomtize them ond demube the level of effort reqmrtd to -
enitigate them. '

Iv. D-swvem; noa-cxistent end/or weak -nformauon security mmgcmmt proceues within
the orgmmnon. . . g .

v. ldentifying opponumlm o unprovc the ncrwork wehitecture, herwork consolldmon
simplification and cost reduction; :

vl.  Confirm cyber-protection systems end prucems sre properly secured from mlcmal and
external threats; and

"t i,  Prepar¢ and presenta technical roadmap to improve the security, readiness and ¢éffcetiveness

of the State of New Hampshire's cybersecurity posture.

Sune of NM Conlm:l 2018-111 Comprehensive Cfoer Securhy Risk Assessment
Par}-E hnb A - Contract Deliversbles

Date:
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; STATE OF an HAMPSHIRE
3% "DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSM.ENT
’ CONTRACT 2018-131 ' :
! PART 3- EXHIBIT A
' CONTRACT DELIVERABLES

11 GENERAL PROJECT ASSUMPTIONS

l.l.l The Contractor will provide pl‘Ojtcl tracking tools end lemphtes 10.record end manage
“issuey, risks, Change Requers, requirements, decision gheets, and other documents used -
in the management end yecking of the Project. The Sure of New Hampshire and the
Contractor's Project Managers will Review these tools and semplates ond détcrmine
which ones will be used for tha Project. Training on these tools and templates wil! be
‘conducted of the start of each phase in which they will be used.” '

1.1.2 Prior 10 the commencement of work on Non-Software and Wrirten Deliverables, the
Contrector shall provide (o the State a Iemphlc lable of mlcnu or agenda for Review

snd prior approval by the Sute.

1.13  :The Contractor shald ensure that approprieie levels of security are implemented and
maintained in order to protect the integrity and relisbility of the State's Information
Technology resourcés, information; and secvices. Security. requirements are defined in -
Part 3 - Exhibit M: Requirements. The ‘Contrector shell provide the Siate resaurces,
informalion, and Services on on ongoing basis, with the Lppropriste infrasirvcture and
“security controls (0 ensure business continuity and to safeguard the Confidentiality.ond

' integrity of State networks, Systems end Osts.

.14 The Deliverables are se1 forth in the Schedule described. below in Section 2.2. By

. unconditionally accepting o Oeliverable, the State reserves the right to reject any and all

Ocliversbies in the event the State detects any. Deficiency in the Sysiem, in whole or in

“pan, ‘theough completion of all Accepance Tmmg. including but not limited to,
'Soﬂ\umeyﬂcm Acceptance Tetlmg, and any ‘extentions thereof.

1.1.% Pricing lor Deliverables set forth in ?m )- E:dnb-l @: Price and Payment Schedule
Pricing will be cffective for the Term of this Contract, and any extensions thereof.

2. QELIVERABLES MILESTON-'ES AND ACTIVITIES SCHBDULE

Tl scon:opwoax

.The Contractor’ will conduc & eomprchemwe cybmacunty risk astessment of the State’s

Informstion Technology (IT) enviranment in -order to evaluste sdherence to the Staie's
Informstion Security Policies, Naiioasl tastitute of Standards and- Technology (NIST)
standards, snd best prictices. The assessment shall include o rep«:unulw: ssmpling of devices
(to be defined by the State) from ecross a!l Executive Branch egencies. The following services
must be provided 1o meet the Contract rcqmrcmmu

- Z.l.(C-l.l) IT ASSET INVENTORY AND MANAGEMENT

Provide the State with a comprehensive inventory of !l IT assels within
. the scopeof Excc-,uwe Branch sgenties. .

Steto ofNH Conrrm 2018-111 Comprehensive Cyber Secunry Risk Asseumem
Pan ) - Ephibjt A = Contract Deliverables :

Date: b :
) Controcfor's Immls 1‘/ ok Page 3 ol 36



_ STATE OF NEW HAMPSHIRE .~
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

. CONTRACT 2018-111 : ;

PART 3 - EXHIBIT A

CONTRACT DELIVERABLES

Vtifize active and passive discovery tools to ideniify all devices
connectedtto the State’s nerwork and populaic s searchable snd

« editable hurdware assct mvemoq

Ensure that the hordwsre asset mv:nlory records the uetwork :
address, hardware oddress, machine name, Operating System .
{05), OS patch level, open ports and running services foe cach
asget that has been delecied/discovered on the.network.

Asseas the current siate snd eapability for & compicthensive IT
herdware snd soﬂ'wue wiet inventory and- mensgement
lymm ’

Opuanal Deliver a compnhcmwe IT hardware and software
asset discovery and i mven:ory mmngemem system.

2. (c-l 1) NETWORKSECURITY AND ARCHITECTURE ASSESSMENT

Provide the State with o nerwork architecture review which evaluates
the fundamental wchitecture spproach for cfficiency, . maintainability, ’
throughput, sutvivability/redundancy and security posture highlighting
current srrengths and weskaesses of implemented contrals. The vendor
shou!d consider differeat estessment mmrios such ss love! of access
snd pom! of sccess dum; theit asscssments.

The Technical Security Assessment choﬂ should m:hde

-~ EFT "~ e npoasg

Network Topology sad-Architecture
"1 From a best practices perspective
L. Frome security perspective
Network Segmentation )
Network Switch Configuration
Network Access Control (NAC)
Firewslls Configurtiion
1007108 Configuration
Router Cpnﬁ'umuon .
Virtusl Prwue Network (VPN) Conﬁgumwn _
Wiceless Networking Ccnﬁgutatm
Remots Sites - P
Data Ceniers I . ,
VmceOvu IP (VoIP) Conﬁgurmnn A

State of NH Comrucl .2018-1 11 Comprehensive Cyber Security Risk Assessmenl
‘Part 3 ~ Exhipit A - Contract Deliverables

Date:
Coamc or's Ihumls
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. STATE OF NEW HAMPSHIRE _
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

PART ) ~ EXHIBITA .
CONTRACT DELIVERABLES

T I B m. Network based m;urity conirols o.. DLP, Aatispam, ctc.
o. Configuration managemenl methodology
L 6! Herdware
"o Ofsolhnr: configurations

o. Optignal: Provide technical assistance to sctively mitigate
critical "and high risk findings from the Nerwork Secumy
Asseasmen,

2.1.(C-1.3) HOST/SERVER SECURITY ASSESSMENT

Provide the State with o security focused hostserver architeciure
* review, with additions] security-related information about the State's
hosVierver opersting system configurations thet cannot be obtained
through network scanning. The additional granulurity 6f the host/server
security assessment should enable the' Suste to identify add es1ees the
presence and -cffcctivencas of technical controls and the level of
. compliance wilh Susie policies and other relevamt industry slmduds
' : ; and best practices. Focus should be given to:

a. Hardening i issues - Providz an-in-depth review of o sysiem's
securily configuntion, and evaluating il svailable the security
controls that 'we being used based on the roles and functions of

. the host.”

b. tdentify k.mwn vulnmbulmes und OS and 3rd pmy sohwm .
ifsues..

s {dentify host dependencies from  the Service/End  User
sisndpoint and interconnection between multiple semces
which can compm-sc mcnd user Kervice.

d. Optiona!: Provide techmcal sssistance to -sclively mitigate
critical and high risk findings from the Host/Server Securi:y .
Asseramient.

11 (C-M) ENDPOINT SECU‘RITY ASSESSMENT

The vendor will test a pre-determined samplinig of work.stmom end
peripheral endpoints in different depantments/divisions from ecross
Executive Branch sgencies to perform the assessment. .Provide the
State with an assessment of endpointy/worksutions end end, vser
security agsingt NIST, GIS and mdustry best praciices, including but
not limited to: .

" & Warksiation Configuration
b. Ami-Malmn

Stete of NH Contrac1 2018-111 Comprehensive Cyber Secunly Risk Amumem t

Part 3~ Exhityt A - Contract Deliverabiles N .
traclor's lmtul . _ ' ; Page $ of 36



STATE OF NEW HAMPSHIRE . |
DEPARTMENT OF INFORMATION TECHNOLOGY
comnsuznswe CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-i11

PART 3 - EXHIBIT A

CONTRACT DELIVERABLES

- rm o~ oan

Endpoint Encryption

User Rights (Lecat/Domsin)
Media'Aceess

Password Pmt'n:e.s

0S5 end Tl;ird-Pmy Software Patch ing
Periphere] Device (network printers, uunnen)conﬁgu'mion‘
Mobile Device Security and Munagement

Optionsl: Provide technical astistance to aclively mitigete
critical and high risk ﬁudmp from the Endpoint Security
Amumem

] 1. (C-IS) APPLICATION SECURITY ASSESSMENT -

Condutt an Applicatica Socutity Atsestment that uulyul the
Intemet, Extrane, and Intranct- cpplmhoas for existence and
strength of opplication security contrels. Conduct this |
pxsessment in pecordance 1o the OWASP top 10 referente and
other baielines for epplication security (e.g astessment of
suthentication mechanisms end suthorization mechanisms,
$L53100 context control mechenisms, aadit logging, intrusion’
detuuon and deterrence).

Conduet Application Security Aummcnu um urget the
security capabilities of eritical applications. Agsess if the
spplicctions have capebilities to secure information/dats
communications and whether the capabilities have been fully
utilized. To sccomplish this, the Vendor must quslitatively .
asacss vulnerebilitics that cxist within targeied epplicaiions
relative 10 both technical and non-technical security controls,

Fer Sute in-hause déveloped applications, the oversl| security
framewark used for the application dcvelopmm process must
be reviewed,

The applicstion ‘security review' should euhme available
security festures and secunity-relevant configuration items
within the epplication to conclude if thode controls heve been
configured (o provide the State with the fevel of ‘protection
required by business, r:guhuory end corporate drivers, )

. Optional: Prowde technical essistance 1o sctively rmugm

criticet and Mgh risk findings from the Application Security
Assesament,

State of NH Contrect 2018-111 Comprehensive Cyber Secunry Risk Asscasment

Part 3 = Eghibjt A ~ Contract Deliverables
Date: %ézélz
Contraclor's lmmls
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECRNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

' CONTRACT 2018-111
PART 3 = EXHIBIT A
CONTRACT DELIVERABLES

"11.(C1.6) DATA SECURITY ASSESSMENT

Provide the State with an assessmenl regerding the clussification,
ftorsge, trangenission end use of structured and unstructurcd dato ecrbss -

the Enterprise.

8. Osta classification policies and pmtdum
Trensmission ané handling of Senfitive dato
Data Access Control - ) s
Dats Destruction - . .

Priva;:y policies, protection end complisnce

&

-~ ® an

Provide technical assinance <o actively mitigate critical and
high risk findings from the Dawa Security Assessment ¥

g Oplicoel! Provide administrative assistence to develop and
deliver new or updated documentsiion based on gaps or crilical
findings fram the Data Security Assessment,

L1.(C-1.0) CYBERSECU'RITY AND RISK MANAGEM.ENT PROGRAM
ASSESSI’OCBNT B

Provide fhe mte wilhi asgessment, pp uulym anda nrlleam rondmap
foc improvement against NIST, CIS and best practices in the following
program aress: ) ;

a. Cybersccurity Program aad Organization
Govemance and Complisnce Mansgement

Risk Mansgement Policics, Practices and Procedures
User Si:u'rity Awarchess and Training

4

Suumy Policies snd Procedures
Business Continuity and Disaster Recovery Plnnmng

Optianal: Provide a.dmmmntwe assistance 10 develop and .
deliver newor updated program documentation besed on gaps
or critical findings from the Cyberseturity end Risk
Management Program Assessment.

"« oaoa.n

]

11 DELVERABLES

Vendor shall creste and provide detailed r:pom 12 DalT ey s mulx of aralysis and aasessment
mcludmg but not limited 1o the following: :

Stgte.of NH Conmc: 2010811 Compnhmwe Cyber Sceumy Risk Amssmcm
Pan} < - Contmatt Dcl.veubles

Date: - ; ' ;
Controcior’ lmmls:lu/ ! i ' Page 79”6



. STATE OF NEW HAMPSHIRE . .
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBERSECURITY RISK ASSESSMENT

CONTRACT 2018-11]

PART 3 - EKHIBIT A
CONTRACT DELNERABLES

. An exceutive summary with ﬂbthIIVCS, u:ope, backgrwnd Summary of fi n:{ma: end

resomméndations
A repon which uses the NIST Cyberucumy Frsmcwork to:
. Describe the State of New Hampshire's current cybgrsecurity posturs,

il.  Identify and prionitize bpptmun:uu for impeovement within the contexi of
& continuous sad repestable process; and

Hi.  Déscribethe State oer Hempshire's current Fumcwort lmplcmcfuanon
Tien | .

ldentificetion of the technical or piogrimmaiic cyber u::urily gaps.

Rccommndauons for eliminating, or n least rcducmg. security gaps and intreasing’
the Icw:l of cyberw:umy maturjty

Summary of areas reviewed /. examined slong with the melhodolognesl procedures
used

A list of security weaknesses in the Torm of lindings, rl.ntma of risk sevemy. and s list

. of prioritized recommendstions

- A multi-year securily improvement mdmap m:ludmg addmonal r::ommendmom or

future considesetions
Rmmmcndmons on indusiry stendard ueunry fumcwom / best practices to

" implement

j-
k

Cost pro;ect-ons fnr mplemcnmg the optional recommendations and roadmap -
including labor hours and licensing for software tools .

Listing of slf software tools vsedto perfnm the Ajsessment

Any relsted reference material

23 DELIVERABLE METHODOLOCY .

For cach deliverable that requires the vendor lo complete’ an_Asscssment n‘\e following
me(hodoluy shall be used: :

.

Veador shall. pfcpm an, oullme of me repen which umludes o scope tiaiement and
proposed iable of contents for the assessment report. nnd provide it 'to the State for
review and comment, -

Vendor shall meet with the State eam, no-sooner thm § Business days aﬂcr the outline
wis provided to discuss the propased outline and appchh

" Upon npprovul of the. ostliie and epprosch by the ‘State Project Mnnagu the vendor

may commence the nnnlynmnvm igotion required for the mmmem

Sute of NH Contrect 2018.111 Cornprehcnswe Cybef Sc:umy Risk Assessmm

Part 3 = Exhibig A ~ Contract Ocliverables S ’ ] ’
Date: jPDZ'LErZ_f_ - . .
Coatreclor's mlwls : ) Page Bol 36



STATE OF.NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 20]8-111
PART 3 - EXHIBIT A .
i CONTRACT DELIVERABLES

If &1 any tims during the saslysis-the vendor diﬂ:l‘.'\f.tﬂ what they consider to be's .-

critical security vulnerability they shall immediacety no:ify the State Project Manager.

Dunng the sssexsment ‘the vendor should prowdc a-stans update on the asuumuu
during rtguilr project meetings.: .

Upon completion of the lnl!yﬂd'nvem;nm the yendar thal) prepere a draft repont

* in conformance with the lppfovcd ouili ine (Step 3).end provide it 10 the Statt for review

and comment,

Vendar shall, no sooner than § business sfter submitiing ihe drafl report, meet with the.
State teem to present the findings and diicuss the drafl repon.

ARer considerstion of the fecdbick from the State, |h£ vendor shnli prepare end submit-
o final report (o the State Project Muugu .

After acceptance by the State.Project Manager the vendor may mvonce far the
deliversble, -

Remalnder of this page intentionelly ieft blank

State of NH Contrect 2018-111 Compr:hcnswc Cyber Secumy Risk Assessment

- Part 3 = fxhipit A - Contract Deliverables ) )
Date; . - . i ;
Contractor’s tnitials: ‘4, i j Page 9ofd -



STATE OF NEW HAMPSHIRE .
- . DERARTMENT OF INFORMATION TECHNOLOCY
b comtu:nsnsws CYBER SECURITY RISK'ASSESSMENT
CONTRACT 2018114
PART 3 - EXGIIBIT B
PRICE AND PAYMENT SCHEDULE

1. PAYMENT.SCHEDULE

1.1 NOTTO EXCEED

This is 8 Not to Exceed (NTE) with a mulmum Conlncl valuc indicated in the Contrzct Pant

1, P-37 General Provisitns - Block 1.8: Price Limitation for the period between the Effective.

Dati through tha date indicated in Pan 1; P:37 Generat Provisions - .Block 1.7: Completion )
Dats. The Contractor shall be responsible For performing its obhy:lcm In sccordence with

the Contrect. This Contract will altow the Contractor to invoice the Sute for the following

octivities, Deliverables, or milestones appemng in the price and payment 1ables below:

‘[ Table 1.1: Wot to Exceed total Project Cost & Payment Dates
PR ' oo | esttmated | Toras
:‘-:b Tatk Name Durstion | Completion | Dellverable | Inwolce Date:
umuer 1. Date Cost
|47 Asset
C-1.1 " jinventory and
Menagerhent
2wWeers i
Host/Server Tots 5 I -
- : 09/20/19 Included N/A
. ¢13 $ecurity {3 Oays /20/ . :
Assessment Onilte) '
Endpaint ’ ; o
€14 Security
.| Assessment
anf FapEgeout 1 Howrs
CounterACT (On'slté ) .
Meeting Fingl Report . 09/15/19 Included N/A
. Scheduling A .
Oebrief Y80) N
Meating e

State ol‘ NH Contrecr 20 n " Comprehenswe Cybcr Sccumy Risk Asmsmem )

Part } — Exhibj B - Pricc end Payment Schedule : ; - v
Date: 2[:2&1 ;
Conrrulnr s mtul: : . Pogc i00f36 -



STATE OF NEW HAMPSHIRE
~ DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-H1 ‘
. PART )} - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Network ,
Securify and <
CLI | 4 chiecture 11 Weeks | 11/22/19 |- $77.000 11/29/19
) Aues_smcnt g
. .| Application é = 1
€15 | Security | Tweeks | 11/22/19 | $45.000 11/29/19
Ajsessment !
Externs!
Network R
CLID | oo erration 3we_¢n /1519 | $21,000 Emzns
Test
6 Weeks
{*act
’ :t:\::.rlk coniecutive ’
C1.2¢ ,‘ : weeks, | 01/17/20-| $42,000 01/24/20
H - enetration -y . .
Test 5 x:oumln.;' .
- for Holiday
periods),
Oata Security - *
.
48, . Assessment
Cybersecurity | S Weeks | 0228720 $70,000 | 03/08/20
and Risk S o
c1.? Management
program
3 Asjessment
) Arsessment Tots! | $259.000

Swle of NH Contract 201 l 111 Comprehensive Cyber Security Risk Amumml
Part 3 = Exhibyit B - Price and Payment Schedule

Date.. ; s . M
Contracfor's Initisl: ﬂf_, ; . Page1)ofd6



STATE OF NEW HAMPSHIRE -
DEPARTMENT OF INFORMATION TECHNOLOGY |
COMPREHENSIVE CYBERSECURITY RISK ASSESSMENT’

CONTI_MCT 1018-111
PART Y- EXHDBIT B
PRICE AND PAYMENT SCHEDULE:
' . $240,000
Optional g As N
€2 T80 = {not ta 80
Services o requested | e ed).

Project Totsl $499,000

*.2. CONTRACY PRICE _ ,

1 Nowithiunding any provision in the Contract Lo the contrary, and notwithstanding uneapesiod.
circumsignces, in no cvent shall the total of all payments mede by the Siate exceed tho emount -
indicated in Part |, P-17 Generel Pravisions - Block 1.8: Price Limitation. The payment by the
State of ihe towsl Contrect price shall bs the only, and the complete reimbursement to the
Contractor for afl-fees and expenses, of whatever. nsture, inciired by the Contractor in the
performance hereof, .

.21 The State will not be responsidie for tny travel or. out of pocket- expensés incumd in the
performance of the Services performed under this Contrect.  The Contractor must assume all
reasoasblo travel and relaied expenses. All-labor rates will be “Fully Loaded", including, but
not limited 10: meals, hotelhousing, airfare, car rentals, cer mileage, and out of por.kﬂ
expenses, .

.3. INVOICING

31  The Contractor shall submil comect invoices to the State for all amounts 16 be paid by the State.

) All invoices submitted shall be subject 10 the State’s pnor wrinen approval, which shall not be
unceasonably withheld. The Contractor shall only submit invoices for Services or Deliverebles
a3 permined by the Contract. Invoices must be in s former as determined by the State and
contsin dewsiled information, including without limitation: itemization of each Deliveratile end
identification of tho Deliverable for which payment is sought, and Lthe Acceplance dale
triggering such payment; date of delivery andfor.insisliation; monthly maintenance charges;
sny other Project costs or mcnnon amousts if applicable. -

31  Upon Accepunu of & Deliverable, md ] propcﬂy documented and undisputed invoice, the
State will pay the comect and unduspmd invoice within thirfy (10) dayl of invoice re:e:pl
Invoices will not be backdated and shall b¢ promptly dispatched. ,

33 ALLINVOICES SHALL BE SENT TO: .
DEPARTMENT Of I'NFOR.MATION TECHNQOLOGY

BFA .
27 HAZEN DRIVE
CONCORD, NH 03301

State of NH-Contraet 2018-11 ¢ Comprehensive Cyber Security Risk Aumment

Pert ) - Eghibit 8 - Price and Paymem Schedule . 3
Date: qz;;zf .
Contrac or':lmtilh:L, . . B T, Pegellofd6 -



STATE OF NEW HAMPSHIRE
" DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 20i8-111 ;
PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

. 'umsm ADDRESS

41 ALL PAYMENTS SHALL BE SENT TO THE FOLLOWI‘NG ADDRESS

FINANCE DEPARTMENT
NHARBOR SECURITY

39 RIVER ROAD, SUITE ¢
ESSEX JUNCTION, VT 05453

T 42 Paymeny shall be made via ACH. Use dhe following link to enroll w;’th the State Treasury for
ACH peyments: haps://www.nh.goviireasury/siate-vendon/index.htm
'S, OVERPAYMENTS TO THE CONTRACTOR
. The Commc&or shall promptly, but no fater than fiRteen (15) business days, retum to ‘the State the Rl

amounli of any ovcrpeyment Or efvoneous p:;mem upon discovery or notice from the Stlle

6. CREDITS .

’ The State may apply credits due 10 the Stste erising owt of this Comncr aguinst the Contractor'y -
invoices with appropriste information mached

7. PROJECT HOLDBACK

"The State shall withhold ten percens (10%) of the lust milestone payment for each’ asscssment
Deliverable as set forth in the Payment Table above, until suceessful conclusnon of the Weranty
* Period. '

Remainder of this page intentionally left blonk

State oI'NH Contract 20184111 Compnhcnme Cyber Se:umy Ruk Asussmem

Part T~ Exhibiy B - Price and Payment Schedule ; p .
Date: E : ; )
Coatrmnr H mmu Page 13 of 36



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSTVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 1018-111
PART 3 - EXHIBIT €
SPECIAL PROVISIONS

. _Exhibit C - There are no chenges to the terms outlined in the P-37 Genénl Provisions

* Remainder of this page Intentionslly laft blank

State of NH Contrect 2018-111 Comprehensive Cyber Security Risk Agsessment

Part 3 - Exhibip C = Special Provisions
Daie: 2[22 z’gf '
Contractor's Initisls: ﬂ4
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY :
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT '
CONTRACT 2015-111
PART 3 - EXHIBIT D ,
ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

Thc Contractor must assume alt reagoneble tnvcl and relsted expenses. All labor rates will be "Fully
* Loaded”, including, but.not limited to: mells hotelmounng, sirfare,-car rentaly, cor mileage, and out
of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION ;
" The Sute wull not pay for any shipping or ﬂclnvcry fees unless spr.tuﬁcally iremired in the Contn:t

3 ACCESSICOOPERATION

31 As epplicable, md subject 10 the lpplrable laws end regulstions, the State will provide the
Conbector with sccess to all program fiks. libraries, pertons! computer-based “Systems,
Software packages, network Syuems. ucunry Systemt snd-hardware o3.required 1o complere
the Contracted Services. . ;

32  The State will use reasonsbie eﬂ'cm to pruwdc approvals, authorizstiods, md decmons
- reasonably necessary to sllow lhe Comrmor to perform ity oblngauons under the Conmcl

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES -

The Contructdr shall provide the State eccess 10 alt Stete-owned dccnmcnu materials, reports, and
other work in progress rehung to this Contraet., Upon expirsiion or termination of the Contract with
the Siate, the Contractor shall tum over sll Statz-owned documerits, mstesial, reports, snd work in
pregress relating to this Contract to the Scate 41 no addmonnl cost to the Statc. Documents must be

. provided in both printed and electronic fomuu i ;

5. RECORDS-RETENTION AND ACCESS R.EQUIREMENTS

5.1 . The Conmclor shall agree tothe conditions of o) lpplmhle State ond federal laws and
regulstions, which are incorporated herein by reference, rtgardmg retention and sccess
requirements, including withaut limitstion, reteation polities congistent with the Fedcnl
Acquisition Reaulnnons (FAR) Subpcrt 4.7 Coumclor Records Retention.

82  The Contractor and its Subcontractors shall maintein books, .records, documents, end other N

evidence of accounting procedures and praclices, which properly and sufficiently reflect ol
direct and indirect costs invaiced in the performance of their respective obligitions under the
Contract. The Contractor tnd its Subcontractors shall retsin i) such records for three (3) years
following termination of the Contracy, inclyding any exteasions. Records relating 1o any
litigation matters regarding the Contrect ghall be kept for one (1) year following the termliaation
of 4/l litigation, including the termination of alkappeals or the expirstion of the appe;l period.

43 Upon prior notice and subject to reasonable time- frames, .II such recoeds shell be subject 1o
ingpection, :ummahon, sudit and copying by pmonnel 10 authorized by the Stste and fedml

" State of NH Contraci 2018-111 Cumprchcnnve Cyber Security Risk A;msrnenl .

Part 3 - Exhilyt D Adminisirative Services o ; -
Date: : % o
Conmclor ’ mlml: ’ : : Pege 15 0f 36



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECH‘NO'LOCY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018111
PART ) - EXHIBIT D
ADMINISTRATIVE SERVICES

officisls 30 suthorized by law, ruls, reguiation or Conteacy, as applicoble. Access to these ilems
shall be provided within Merrimeck County of the State of New Hampshire, unless otherwise
sgreed by the Sute. Delivery of and atcess 1o such recordd shatl be at no eott o the Sute
during the three (3) year period following terminetion of the Contrect and one (1) year term
following litigation relating to the Contraci, including all appenls of the expirntion of the appeal
period.. The Contesctor shall include the ruord cetention and Review requicemienty of this
lecuoa in any ofits tubcontracts.

4.4 The Swte egrees (het books, records, documents,and other ewdence of accounting proccdum"
end proctices related 1o the Contratior's £ost stnucture and profil factors shall be excluded from
the Stare’s Review urkets the cost of any other Services or Defliverables provided under the
Contracs is cakeulated or derived from the cost structure or profut fectors. .

6. ACCOUNTING REQUIREMENTS

The Cantrscior shall maintain an eccounting System in " sccordance with Gcnmlly Accepied
Auoumm; Principles. The costs applicable to the Contract shall be ascertainabie from the accounting
Sytiem and the Contracior :hall maintain reconds. peraining to the Services and all other casts and

' ~ expenditures.

. Remainder of this page imientlonally left blank

Siate of NH Contract 2018-111 Comprehensive Cyber Secumy Risk Assessment
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4 *STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

; CONTRACT 2018111
PART } - EXHIBITE
MANACED AN'D PROFESSIONAL INFORMATION SECURITY stnwc:s

STATE MEETING AND REPORTS )
1.1 The State belnevu that effective cdmmunication and repoﬂmg are eysential to Pro;cet success,

1.1. The Contractor Key Project Suff shall participate in mc_emy 24 requested by the State, in
sccordance with the requirements and terms of tis Contract, i

a. lotroduttory Mediing: Participents will include the Conirscior's Key Project. Staff .
and State Project lesders from both the Department of [nformstion Technology and
The Contrector. This mecting will enable leadery to become aequauued and establish
any preliminary Project pmcedum

b. Kickeff Meetlog: Pammpams witl inclyde the Sute dnd the Contractor's Prmect Team

. and mgjor stakeholdens. This me:tmg it to e:ubluh 2 sound foundation for ucnvmet
that will follow,

¢.. Status Meetings: Pmncnpants will include, at the minimum, the Contractor's Project

Mansger and the State Project Manager. These mectings will be conducted at least bi

* weekly and. sddress oversll Project siatus and any additionsl topics needed 1o remain

on Schedule and within budget. A status and error repont fmm the Contracior shall
serve as the basis for discussion.

4. ‘The Work Plan: must be Revnewed at uch Sutut Mccnng and updnted “at minimum,
on & bi-weekly basis, in sccoldence wllh the Contract. .

e. . Specisl Meetings: Need may arise for . :peml meam; with State Icadm or ngect
' mkcho!d.-.rs to address specific-itsues.. .

f. Exit Meetivg: Panticipants will include Project keadérs. from. the Contrector and the
- Sute. Discussion will focus on lessons leamed from the Project end on follow up
options that the State may wish 10 congider.

13 The Sme expects the Contraclor to ‘prepare egendas and background for and riinutes of
" meetings. Background for each status mecting must inctude an updated Work Plan. Dnnmg

of formal presentations, such as 8 prmnuuon for the kickoff meeting, wull alto be the -
Contrector's rcsponslblhty

1.4 ° The Contractor’s Pl’OjOCl Mansger or the Contractor's Key Prdjw Staff shall submit monthly
status reports in sccocdence with the Schedulo,and terms’of this‘Contract.  All status reports
shall be prepared in fosmats epproved by the Scare. The Conrrlclor s Project Minager shall
assigt the State's Project Manager, ‘or itell produce reports Trelated to Project Mansgemeny »3.

-reasonably requested by the Stote, oll of no additions] cost 1o the State. The Contractar shiall
produce Project rtatus reports, which chall'contain, at & minimum, the lollowing:

Project status reluted to the Work Plan.

Deliversble starvs;: ;

Accomplishments during weeks being reported;
* Planded sctivitics for the upcoming two (2) week period;.

an oo

State of NH Contract 2018-11 | Comprehensive Cyber Security Risk Assesyment

Pan 3 ~ Bxhibjt E - Mamged and me:snoml Information Secunity Scmccs .
Date: ﬂE:E Ef ‘
Comm or'$ Initials: . ’ _ ©, . Pagel7oldS



. STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT .
CONTRACT 2018-111 :
PART ) - EXHIBIT E :
M.ANAGED AND PROFESSIONAL INFORMATION SECU'RIT’I SERVICES -

& Fulure activities;
f. tsgues and concerns reQumna nwlunon and
g- Report and remedies in case of hllmg behind Schedule:

. 1.3 Asrcasonsbly requested by the State, the Contractor shall provide the State with information

or reports regarding tho Project: The Contmctor shail prepare speciat reporus 1nd presentations
Yrelating 16. Project Management, snd- sholl essist the Siate in prepanng reports ond
preseniations, as rulonsbly requerted by the Sme, sl atno additiohs! cost 10 (he State.

2 ASSESSMENT STRATEGY

1.1 KEY COMPONENTS

“The Conumm thall employ an industry- sumduﬁ Implemcnuuon stmey with 8 timeline ut“
forth in sccordance with the Work Plan:

6. The Contracior and the State shall. odupl a change mnngement ;ppmach to identify
snd plan hey siraiegies and communication initietived. :

. b. The Contractor's team will provide training templates o3 defined in the Training Plan,
. which will be custiomized 10 address the Suie's- specific rcquinmmu. Decisions
regarding formay; canient, sryte, and prosentation shall be mede extly on inthe process,

by the State, providing sufficicat time for development of mmml s fum:uonnlxty i1

defined and configured. :

.¢. The Contractor shall manage iject'execulion and pmvide the 100ls nceded 1o create -
and manage the PI’OJCCI t Work Plan and wiks, manage and Schedule P-ojecl seff,
trech and manage istues, menage changing mumenn maintain communication
within the Project Team, and repont status, -

d. The Contracior shell adopt” an Implemmmm time-line nhgned with the Stite's
required time-tine, 1 :

12 TIMEI.JNE d : .

The timmeline is set forth in the Work Plan: During the initia! plaanm; period Project usk ond.
resource pleas will be established for: the preliminary treining plan, the change management
plan, communicition approsches, Projeci siendardsand procedures finalized, and tedm training
initiated. Timing will be structured to recognize interdependencies behmn applications and -
structure & cost effective and timely execulion.. Processes will be documented, training
esubmhcd and the application will be ready for Implementation in mdmu with the Work
Plan.

13 CHANGE MA.NAGEMENT ANDTR.AIM.'NC

The Contractor's change. management and tesining services shall .be' focused on. dcvclopmg
change management and troining strategies and plans: (s npproach relics on State resources,
for the execution of the change mantgement ¢ and end user irsining. :

Siste of NH Contract 2018-11) Comprchemrve Cyber Security Risk Assessment .

Pertd -
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY-RISK ASSESSMENT .
CONTRACT 2018-11)

PART 3 - EK.HIﬂIT E

MANAGED AND PROFESSIONAL [NFORMATION SECURITY SERVICES

Remainder of this pege intentionally igft blank
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STATE OF NEW HAMPSHIRE
" . DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
~ ' PART3-EXMIBITF

TESTING SERVICES

" Exhibit F - Not Applicnl':le to this Contract

" Remainder of this poge intentionally laft blank
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 1018-111
PART ) - EXHIBIT G
MADNTENANCE AND SUPPORT SERVICES _

" Exhibit G ~ Not Applicable 10 this Contrsct .

Remainder of 1his page Intanilonally left blank
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STATE OF NEW HAMPSHIRE . -

DEPARTMENT OF INFORMATION TECHNOLOGY © -
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT-

- CONTRACT 2018-111

=3 - PART 3 - EXHIBIT H
REQUIREMENTS

Exhibit H — Attachment 1. Project Requirements is hereby incorporated .wii.ﬁin.

Remainder of tMis page intentionally I¢ft blank
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STATE OF NEW HAMPSHIRE )
. -DEPARTMENT OF INFORMATION TECHNOLOCY
COMPREHENSIVE CYBER SECURJTY RISK ASSESSMENT
‘ : CONTRACT 2018-111
PART 3 - EXHIBIT |
WORK PLAN

The Contreclor’s Project Maneger and the State Project manager shall Tmal_iu- the Werk Plan for
Implementation within thirty (30) business deys of the Effective Date and further refing the tasks
required (o implement the Projest, Continued development and management of the Work Plan is e

" joint effort &0 the pant of the Contractor and Sute Pm;ect Msaagers,

The prelummlry Woark Plan lér Project ‘exetulion crested by the Contracior and the Swte is set foah
at the end ol this Exhibit.

In conjunction with the Contrector's Project Mansgement melhodology, \Mhsch shall be uted 0’
manage the Project's life cycle, the Contracior team @nd the State shall finalize the Work Plah at the
onset of the Project. This plan shall identify the tasks, Delivembles, major milestones, task

" “dependencies, end » payment Schedule required lo implement the Project. It shall also sddress intr-

task dependencies, resource sllocations (both Sutc and Contractor's team members), refino the
Project’s scope, and enablish the Project’s Schedule. The Plen it documented in accordance with the

- Contractor's Work Plan and shall utilize sohwm thet is agreed upon by both partics to suppoﬂ the

ongoing manegement.of the Project.

1.  ASSUMPTIONS ; B

i1 GENERAL-

8. The State shall provide team mcmbm with decigion: mkm; suthority to suppon the
Implementation cfforts, at the level outlined in the chucn for Pfoposal Document
Suate Suffing Matsix.

b. All Sute thsks must be pcfﬁ-:md in sccordance with the revised Work Pisn.

t. . All.key decisions will be resolved within five (5) business deys. Issues not resolved
. within this initial period will be escalsted 10 the State Project Mansger for resolution,

d. Any sctivities, decisions or issues taken on by the State that affeet the mutuslly agreed
upon Work Plan timeline, scopc, resources, and.costs shali be wbjccl to the identified
Chenge Control process.

¢ Tho Contrsétor shell maintaid an uccoummg Systcm m accordancu with Generslly
Accepttd Accounting Pnncuplcs (QAAP). "

1.2 PROJECT MA.NAGEMENT
. The Stote shall lppmw: the Pro,:ct Mmlgcmcm Meu\odolou vsed for the ?ﬂ)jut

b The Sute shall provide the Pro;ecl Team with msomblc sccess to the Siate personnel
a3 necded to complete Project tasky.

t. A Project folder created within the State System shell be uscd for centralized stouge
end rezricvel of Froject documents, work ‘prodycis, and other materisl and informatidn -
relevant 1o the success of the Project and required by Project Team fnembers. Thig
centra) repository is secured by determining which team members have sccess to the
Project folder end granting either view of tudlwnlc privileges. The Contrector's

State of NH Contract 2018-] 1} Comprthcnswc Cyber Security Risk Asmsmenl

Part}
Date:
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- STATE OF NEW HAMPSHIRE .
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-11)

PART ) - EXHIBIT.|
womc PLAN - -

1.5

1.6

o

Project Mnns;cr will establish nnd maintain this folder. Thc State Pm;ccl ‘Manager
- shall'approve aceess for the Stale teem. Oocumeniation can be ftored locslly for the

Conlrector and State team on a “shared” network drive 10 focilitste ease and speed.of -

eccess. Finsl versions of sll Docomentstion shall be loaded-to the Siate System.

d. The Contractor assumes that an Altemate Praject Manager may be appointed from vime.
to time ta hendle reasonable and ordinery sbsences of the Project Manager.
CONVERSIONS (NOT APPLICABLE)

The Contractor Team's proposs! is based on the sssumption that the Siate’s m:hnml team is
capsdle of implementing, with assingnce from the Contractor's techhnical team, 2 subset of the
conversions. The Contractor's Tesm shsll tead the Staie with the mapping of the !eglcy Data
to the Contracior's apphcmom Additionally, |he Contractor's Team shall:

-8; Provide the Suste with Contrisctor's application Osta requirements end exemples, ‘of -
Data mippings, conversion scripis, and’ Data losders. The Contrector's Team thall
identify the APls the Siate should use in Lhe design and.davelopment of the conversion,

b. Provide guidance and assistance wuh the use of the Dtu loaders and conversion seripts
provided.

¢. Lead the Review of functions] and tochnits! Spcclfoc.luom

d. Assist with the resolution of problems and issues associated with the deve lopment and
e lmpk.mcumlon of the conversions. ; -

PROJECT SCHEDULE
The project is p!nnncd ] begm within 30 days of contrecl npptoval

REPORTING

The Contvactor shall conduct status mcmngs. and provide rr.poru that m:lude. but are not
limited to, minutes, ection items, test.results, end Documentation as mutuelly sgreed upon.

USER TRAINING (NOT APPLICABLE)
8. The Contrsctor's Team shall lead the development of the cnd-uur training plm
. Troin the triner lppruch shall be used for the delivery. ofcad-uur lmmng

b
¢ TheSueis m;msubl: for the delivery of end-user trgining.
d. The State shail Schedule and track sttendmnce on sl end-user training classes.

SCENARIO TESTING )

The Contractar's Team shall prowda a teyt workshop to identify the key sccm.rm 10 be tesred,
the approach and tools requ:red end bcu practices informetion on pecformance lemn;

Siste'of NH Contract 2018-111 Comprebensive Cyber Sc:uruy Risk Assessment
Pant’) = Gxhidit | - Work Plan

Date:
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. STATE-OF NEW HAMPSHIRE
DEPARTMENT OF lNFORMATION TECHNOLOGY -
COMPREHENSIYE CYBER SE_CUR]TY RISK.ASSESSMENT
CONTRACT 2018-111 :
PART ) -EXHIBIT |
. WORK PLAN ]

* 2 CONTRACTOR ROLES AND RESPONS]BILITIES

2.1

2.2

CONTRACTOR'S TEAM PROJECT EXECUTIVE

The Contrector Team's Pro;w Execulives (Contractor and Su beontractor Project Executives)
shal) be responsible for edvising on and monitering tho quality of the Services throughout the
Project life cycle. The Project Execuzwc thall advise the Contractor Teem Project Manager
and ihe State’s Project laadorship on the best practices for implementing the Contractor

- Softwars Solution within the State. The Project Executive she|l participate in the dcl’mltlon of

the Project Plan nnd provide guudantuo the Sme s Team.

CONTRACT OR'S TEAM ?ROJECT MA.NAGER }
The Contractor Tum Project Manager shall heve oversll mpons-b:luy for the day- lodny' )
meanagement of the Project and shall plan, treck, and ‘monage the sctivities of the Contrector's
Implementation Tum The Conm:tor Team Pm)ecl Mnmger will have the following
responsibilitics: .

a. Muumﬂ communications with the Swte's Project Manager;

b. . Work with the State in plmnmg and cooductm; [ ku:k-of! meehng,
¢. Create and meintain the Work Plan;
d

- Astign. the Contrsctor. Team consultants 1o taski in the Implementation Project
aceording to the scheduled staffing requirements;

" Define roles and responsibilities of-ell the Contractor Team members;

f. Provide updated progress reports 1o the State Project Manager upon request;

g Notify the Sute Project Mynager of requirements for State resources in order to
provide sufficient lead time for resources to be made availabie;

b. - Review task progress for time, qushty, and accurmcy in order to echieve progre.s.r

Il Review rcquu'tmcnll and scheduling :hln;u and identify the ummcl on the Project in
_ order to identify whéther the changes may require a'change of scope;

J-  implement scope and schedule changes as authorized by the $tate Project Manager and
. with appropriate Change Contrél approvals gs identified in the Implementstion Plan;

k. [nform the Stuse Project Maasger and stalT ol any urgent issues if and when they arise;, -

L Provide the Siste campleted Profect Detiverables and obtsin sign-off from the State's
Project Manager,

m. Menage handoff to the Contractor opemidn:l staff
n. Manoge Transition Services s needed.

“fanl
Date:

Staie of NH Contraet 2018111 Compfebeanve Cybe: Security Rtllt Asmsment :
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
. . CONTRACT 2018-111
PART Y -EXHIBIT I
z WORX PLAN

.13 CONTRACTOR'S TEAM ANALYSIS
The Contrattor Teamn shall conduct analytis of r:qummznu. validate the Contractor Team's
undersianding of the State bunnen requ:rcmenu by application, and berfoﬂn bysiness
requirements mepping:
a.* Construct and confirm lppli:;libﬁ test case scenrics; . .
‘b. Produce application configumtion definitions and r.o_nﬁ-s‘urc the applications;
¢. Conduci testing of the configured application;
d. Conduct lollow-up mectings b obisin feedback, cesults, and concurrencc/epprovel
from the Swte;
1.4  CONTRACTOR'S TEAM TASKS'
The Contractor team shall assume the foliowing Lasks:

0. Development and Review of functiona! and technical Specification to deiermine that
they are ! an sppropriste level of detail and quality;

3. STATE ROLES AND RESPONSIBILITIES

. The following State resources have been identified for the Project. The time demands 6n the individusl
*State team members, will vary depepding on the phase and specific tasks of the Implemeritatian. The
‘demands on the Subject Marter Experts’ time will vuy based on the need determined hy the Sme

© Leads and.ahé phue of the Implemcnuuon .

3 STATE PROJ’EC!' MANAGER

The State Project Manager shalt work side-by-side with the Contractor's Project Mansger, The
role of the Siate Prosect Mansger is to manage State resources (IF ANY), facilitate completion |
of all ks sasigned to State stafl, end communicate Project status on o reguler basis. The Siate
Project Manager represents the Stote in ell decisions on Implemenuuon Project maners,
provides all necessary support in the condutt of the implementation Projéct, and provides
necetsry State resources, as defined by the Work Plan end a3 otherwise identified throughout
the course of the Project. The State Project Manager has the following mponnbnlmes

_w. - Plan end conduct & kick-off meeting with assisunce from.lhe Contrettor's team;
b. Assist the Contrector's Project Menager in the development of & detailed Work Plan;
¢ [dentify and secure the Sisie Project Team members in accordence with the Work Plan;-

d. Define roles and responsibilities of all State Projeci Team members assigned to the
© Project; ' i . . '

State of NH Contract 2018-1. 14 Comprtheunve Cyber Secunry Risk Assessment
Pen J - Exhibit I - Work Pian
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.. .STATE OF NEW HRAMPSHIRE -
. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 )
PART 3~ EXHIBIT §
: WORK PLAN

e. ldentify and secure access {o additional State end-uscr stafT as needed to juppont
g specuﬁc wreas of knowledge il and when required o perform cerisin Implementation
-u.m :

(.- Commumule issucs to Swte mansgerhent as nccus-lry to secure moluuon of eny
maner that cannot be sddressed st the Project level;

g Inro'mi the Contracior’s Project Manager of sny urgent issues if and when they srise;

b Aum :he Cantractor's team g1aff 1 ohinin requested mfonmlion if and whon required  ° -
0 pcr(om certain Project tasks; ' . p

.  Mansge hmdoﬂ' to State opusnonll sV md
i Mnmgc Sute soff during Treasition Scmccs ] necdcd

31 STATE SUBJECT MATTER EXPERT(S) (SME)
.The role of ihe Stete SME is 10 assist spplicstion teains with an understanding of the State's
curreat businest practices and processes,’ provide agency knowledge, and, participate in the’
Implcmenmm Rc:pon:ubalmcs of the: SME include the l‘ollowmg
Be the key user and contact for their Agency or Department,

Anend Project Team irsining wnd scquire indepth funclional lmou:led;e of the
. relevant upplmuons .

. Assm in validating snd documemmg uur requirements, L needed;

o

¢
d. Ama in r;nnpmng business r:qu:rcrnenu.,

e Assist in constructing test serips and Data; AND
{. Anend Project meetings when rcqucsted.'

JJ STATE TECI{N]CAL LEAD .
The State’ sl]'echnml Lesd reports 1o the State's Projer.l Meneger l.nd i mponnbk for leading
snd manegidg the Swte’s ‘technical tasky. Responubnlum include: " '

}
. Andnd technical training as'necessary (o Suppon the Pcojeu
b. 'Asmt the State and the Contractor's Team Projeet Mlmgm to esubhsh the demlad ‘
'\Vo:k Plan;

< Mlmge the dny-to-day sctivities of the Siste's technical resources aasigned to the
Project; .
d. Work with Swic IT mmngcmcm toohum State lechnical resources in tccordance with
" the Work Pian;

e Wnrk in portnership with the Contractor and lead the Swate technicsl saff's ¢fofs in )
documenting the technicel operational procedures and procmu for the Pra,c.r.t This

State ol‘ NH Contiect 2018-111 Comprchenme Cyber Sc:uruy Rigk Assessment
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -
PART 3~ EXHIBIT |
WORK PLAN.

. is & Contractor Deliveruble and it will be expested that the Contractor will lesd thie
oversll effort with support end assistance from the State; and

f. Reprtn:m the technical eflons of the State a1 Project meelings s requested.
4.-.SOFTWARE APPLICATION (NOT AI?PLICABLE)
" 5. CONVERSIONS.(NOT APPLICABLE)
6 INTERFACES (NOT APPLICABLE)
o APPLICA‘T'I.QN,MOD(FICATIOI.V (NOT APPLICABLE)

8. . PRELIMINARY WORK PLAN _
The foliowing Table 8.1 provides the preliminary sgreed upon Work Plan for the Contract.

"] Table 8.1: Hi&h Level Preliminary NH Project Plan.
A:mmm l Task Name ’ Duration . Stort |- Flobh
umber g ] * ok
c11 IT Asset (nventory and
i | Managemen
MostServer Securicy Iweds Tl A0 | g oo t9 | 20-8ep19
C-1.3 . Onsite)
Assessment . ; .
C-1.4 L Endpolat Scourity
: Assepmen)
* | FereScou CounteraCT e L Coo
Meeting Finsd Repon Debriel ) Houn (o‘;.’é‘g)s‘"““""' 23-Sep-19 25.Sep-L¥
Meeting . ]

Stais of NH Contract 2018. | | | Compeehensive Cyber Security Risk Assessment

Part3- amizh I-Work Plen : . ,
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STATE OF NEW HAMPSHIRE "~
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK Asssssmzw'r'

CONTR.ACT 2018-111 1 _
PART 3~ EXHIBIT { o
WORK PLAN.- . j
Network Security and ; : ’ . -
C1.2 AscacciurerAsseisment . Rl Wahl Oo:'np-w | 22-Nov-19
1 Applicatian Security ' ‘ Sy st
18 | Assessmen 1 Weeks 20Oct-19 22-Nov-19
) External Network . .
C-1.5 1p vion Test . ) Weels . .1l-0clt-l9 .l 3-Now-1%
. 6 Weeks (*no1 consecutive
C-1.5b :ucmu:llkd;;t weeks, sccounting for 18-Nov-1§ 17-Jun-20 |
e ; Holaday periods)’
c16 ‘| Dus Sceuriry Assessment : ' ke
; H Wab 1. 17-Jan-20 28-Feb-20
’ Cyberseeuriry and Risk :
1512 Mznagement Program
Asleramemt
. Remuainder of this page intentionally left blank
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. STATE OF NEW HAMPSHIRE )

. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART J - EXHIBIT J
SOFTWARE AGREEMENT

* Exhibil J « Not Applicable to this Contract

" Remcinder of this page Intentionally I¢ft blank
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STATE OF NEW HAMPSHIRE
DEPARTMENT, OF INFORMATION FECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 1018. lll

PART 3= EXHIBIT K C
WARRANTY & WARRANTY SERVICE .

R

WARRANTIES ' . "

12

13

1.4

1.5

SYSTEM ('NOT AI’PLICABLE)

The Conteector warrants that the Deliverabley will openlc and conform.to the Spocuf-cauom.'
terms, and requirements of the Contract;

" SOFTWARE (NOT APPLICABLE)

12.1  The. Contractor wamanis that the Deliverable, including bul not limited to the

" individusl modules or functioni fumished under the Contract, is properly functioning
within the System, complisnt with the réquirements of the Cantract, and will operste

" in sccordence with the Specifications aud Terms of the Contract. . ’

122  For sny Bresch of the above Softwire Wamsnty, the Siste’s remedy, and the
Contractor's entire liabiliry, shall be: i

s. The correction of program errors thal cause Breech of the Warranty, or if the
Conlrector cannot substantially. corvect such Breach in 2 commercially
reasonable manner, the State may end its progrem license il sny and recover the

" fees peid to the Contractar for the program license and any unused; prepaid
-technica! suppont lees the State has paid for the progra.m ticense; or '

b. The re-perfomun:c of the deficient Services; or

c. [f the Contractor cannot submnlully correet & Breach in & commercially
reasonable manner, the Staie may end the relevent Services and recover the foes .
pud to the Contractor for the deficient Services.

NON-INFRINGEMENT
The Contractor warrants that it has good title o, or the right 0 |llow the Sme to use, il

. Services, equipment, and Software (“Miteriel") provided under this Contracy, end that sich

Services, cquipment, and Software do not violste o infringe any patent, tredemark, copyright,
trede name or other intellectusl proputy rights or rmnpprnpnu: s trade secret of my lhurd

pasty. : : , ;
VIRUSES: DESTRUCTIVE PROGRAMMING

The Contrector wamints that all Software used shall nol contain any viruses, Gestruttive
programming, or mechanisms designed o disrupt the performance of the State of New
Hampshire Network and Systems in eccordance with the Specifications. -

COMPATIBILITY (NOT APPLICABLE)

- The Contracier wamments thel sll System componen®, including bdut not limited to the

components provided, including eny repfacement or upgraded System Software compdnents
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STATE OF NEW HAMPSHIRE .
DEPARTMENT OF INFORMATION TECHNOLOGY ]
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT,
CONTRACT 2018-111
5 PART ) - EXHIBIT K
- WARRANTY & wmmm’v sznv:cz B

provided by the Coﬂtrwor to correst Deﬁclencles or a3 an Enhanu:rnenl shall opemte with:
the rest of the System without loss of sny functionsliry.

L6 SERVICES ' o
The Contrector warrants thal all Servicey to be provided under the Contrect will be provided
expedieatly, in a profetsions) manner, in éccordance with industry standards and thal Services
will comply with performance standsrdy, Specifications, end terms of the Contract,
1.7 PERSONNEL

The Contractor warrsats that all personnet engaged in the Services shall be qualified to perfom
the Services, end shall be properly I:unml and otherwise wzhonud to do so under ofl’
applicable laws..

18 BREACH OF DATA

The Contractor shall be sobely lisble for cotts associated with any Breach of State Deta housed
at their location(s) including but not limited to notification and eny damages dssessed by the,
couns. - | g

2. WARRANTY PERIOD

The anniy Period shell remain inefect until the canclusion or termination of this Contract snd any
extensions, with the exception of the Wmnry for non- mfnnscmem which shall survive the
“termingtion of this Contrect ]

+ " Remalrder of this poge intentionelly lg/t blank

State of NH Contrect 2018-1 11 Comprehensive Cyber Security Risk Assessment
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STATE OF NEW HAMPSHIRE
. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 |
PART } - EXHIBITL
TRADNING SERVICES

é:hibit L - Not Applicable to this Contract

. ‘R;mlndn of this bau intantiorially teft blank

Stste of NH Conrract 2018-111 Comprehensive Cyber Sceurity Risk Assessment

Par ) - Bxhipit L - Training Services = . ot
Date: .
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STATE OF NEW HAMPSH]RE
DEPARTMENT OF INFORMATION TECHNOLOGY,
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-11)

PART } - EXHIBITM
AGENCY RFP WITH ADDENDUMS, BY R.EFEIUINCE

-.Sme of New Hampshire,. Depamnem of Informstion Technnlogy RFP-2018-11). Comprthcnswe Cyber
. Security Risk Assessment is heredy incorparated by reference as fully set forth herein.

Remainder of this page intenilonoily teft tionk

Stote of NH Contract 2018-111 Compmhenswe Cyber S:cunry Risk Aucument

Part') - Ehlzt M - Agency RFP Wlth Addendumy, By Rel‘mncc
Deie:
‘Contrscior's Initals: A(_. . . Pege 34 of 36



" STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION. TECHNOLOGY.
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT -.
. CONTRACT 2018-113
PART 3 - EXHIBIT N
YENDOR PROPOSAL, BY REFERENCE

Vendor Proposal Response to RFP 2018111 Comprehensive Cyber Securiry Risk Asscssment dsted
February 14,2019 is hereby incorporsted by reference as fully set forth herein.

" . Remoinder of this page Inteationally left Mank

Swste of NH Contract 2018-111 Comprehensive Cyber-Security Risk Assessment -

Part) - Zhibi‘l N - Agency RFP With Addendurns, By Reference v )
- Date: i -
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 ;
PART 3 - EXHIBIT O ,
CERTIFICATES AND ATTACHMENTS

Amdwd we:

Exhibir H Requirements - - Atschment | _
Cantractor's Certificate of Good Stonding
Contractor's Cenifieste of Vote/Anhority
Contracror's Cenificato of insurance

onm>

Remoinder of thls page Intenttoncily left blank

State of NR Conmcl 2018-111 Cmprthensnvc Cyber Secuuq llu.l Assesiment
. Pan) - it O - Cemﬁcalu end Anachments :

Date: - : ; i
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* State of ‘N-ew_' Hampshire
Department of State-

CERTIFICATE

I, Willum M. Oudncr.-Smmq of Susic of the State of New l"'lunplhin. do hereby centfy thit NUHARBOR SECURITY
INC. is & Vermont Profu Corporation registered (o truaset busineds in New Hampthire on Noverber-18, 2013, | funther ceniy,
that sl focs and documenu requined by the Secrctary gf Stete's offee !un'befn received and b in good tandidg at fur m this
office i concemed. a y i " &

Business 1D: 135133
Cerdlicae Number: 0004354053

IN TESTIMONY WHEREOF,

{ hereto.ael my Aand and cauge 1o be afixed
the Seal of the Suie of New Hempshlre,
ihis 15 dsy of fuly A.D. 2019,

Williem M. Gaxdner
Secrctary of Stae




(Corporstion With Seal)
I, Justin !-‘Ititlald. do hereby represént and :cnify that: - P

(1) ! em Managiag Director of NuHsrbor Stcurity. on S~corporation (the
~Corportlion”). - )

(2) | meintain and have custody of and am familiar with the Seal and the minuies ofthe
Corporation.

() | am duly authorized ;o issue certificatey with respect (6 the comenu of such books.

(4) The following statements are true and accurate hued on'the resolulmal adopfed by
the Board of Directors of the Corporation a1 8 meeting of the said Board of Directdei . '
held on August 3%, 2014, which meeting 'was duly beld in erdanu wu.h Vermont

* lawand the by-llws of the Corpounon .

(5) The ngnmure of Ketherine Cheaey, Director of this Corpomnon affixed io ony
contrect instrument or document shall bind the corporation (o the terms and conditions

of the contract mstnsmcnt or documcm

(6) The farqomg signature wthomy has not been revoked, gnnutled or amended in sny
manner whatsocver, and remaing in full force and effect &3 of the date heieof. :

IN WITNESS WHEREQF, ) have hereunto sé1 my hand as Managlog Director of the -
Corporation and have affixed its corporate pesl this 19° of Avgost, 1019,

‘(SEAL)

STATE OF Vermont. -

COUNTY OF Cbiftenden

On this the 1910 day of August, 2019, befoce me, Justic Fimlsld, personatly eppeartd
and acknowledged himself 1o be the Madsging Director, of NuHarbor Secaurity,
Yermool corparstion, and that she/he, a3 such bem; suthorized to do 10, :xu:uu:d the
foregoing mstn:menl 3

N WITNESS WHEREOF- fbereunto ser my hand end official scal.

Keliey Adems. Notaghy Pabiic /19719

My Commission Expires: Jaovory 31,200
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